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1.1

1.2

1.3

1. Purpose

To conduct a proof of concept/feasibility testing of Oracle Enterprise manager 11g Database control
release 11.2.0.1.0 data masking pack for FLEXCUBE data masking requirements and to document
the process that would be used for data masking and to baseline templates for data masking.

Introduction to Data Masking

Some of the FLEXCUBE customers have shared production data within and outside the
organization for various business purposes that are not intended for non production use.

Database administrators (DBAS) in these cases copy production data into staging or test
environments to allow in-house developers or offshore testers to perform application development
and application testing with the copy of live data that contains a lot of sensitive information.

The problem with data sharing is that copies of production data often contain company confidential,
sensitive or personally identifiable information, access to which is restricted by government
regulations. Oracle Data Masking provides a comprehensive easy-to-use solution to share
production data with internal and external entities while preventing sensitive or confidential parts of
the information from being disclosed to unauthorized parties.

Data Masking Benefits

The following are the data masking benefits:

e Increase Protection from accessing confidential data. The data once masked is irreversible
e Reduce restrictions on data use
e Provides the realistic data for testing, development and training environment.

Data Masking Features

The following are the data masking features:
e Automatic database referential integrity when masking primary key
e Centralized Masking formats(Format library)
e Portable masking definitions (Templates)
e Define once, execute multiple times
e View sample data before masking
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2. Hardware and Software Requirements (OEM Grid
Control Server)

The following are the hardware and software requirements:
e Minimum 2 GB physical memory (RAM)
e 500 MB space in TEMP directory
e 3 GB disk space for ORACLE HOME directory.
e Oracle OEM 11G Database Control Release 11.2.0.1.0
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3. Data Masking Process Flow

This section explains the data masking process flow:

3.1 Creating New Data Masking Formats from Scratch

Identify the tables that contain sensitive information. Indentify if there any child tables that
refer this data with or without explicit foreign key relationships.

Define mask formats for the sensitive data. The mask formats may be simple or complex
depending on the information security needs of the organization.

Create a masking definition to associate table columns to these mask formats. Data
masking determines the database foreign key relationships and adds foreign key columns
to the mask.

3.2 Data Masking in Staging Area

Once the data masking template is ready the data masking operation can be performed.

Clone the production database to a staging area that is a controlled environment; disable
any database links, streams, or references to external data sources. Back up the cloned
database or, at a minimum, the tables that contain masked data. This will help you restore
the original data if the masking definition needs to be refined further.

Select and apply the masking definition for the staging database and verify if the masked
data meets the information security requirements.

For the first time the data masking is attempted or after any change in the masking it is
recommended that the data is reviewed to ensure that the data is desensitized and the
application is tested to ensure that the application works fine.

After masking the staging site, clone the database to a test region. When cloning the
database to an external or unsecured site, export & import should be used.
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Creating a Data Masking Template

In this section we will go through the masking process step by step. We will be using an example in

which we will mask address1 column of MSTM_CUST_ADDRESS table in FCCKERTMP schema
of orcl database.

1. Login to the Enterprise Manager as a SYS user.

& Oracle Enterprise Manager - Windows Intemnet Explorer

=
@uv % <& 51 ﬁ&‘gggfs o~
File Edit View Favorites Tools Help
i Favorites | @ Oracle Enterprise Manager | | 5o v [ @ v Pagev Safetyv Toolsv @+
ORACLE Enterprise Manager 11g
Database Control

= User Name
* Password
Connect As  Normal =
Copyright @ 1996, 2010, Oracle. Al rights reserved.

Oracle, ID Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or fts affiiates. Other names may be trademarks of their respective owners.
Unauthorized access s strictly prohibited.

2. Click ‘Schema’ Tab available on the home page.
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@ Oracle Enterprize Ma

jer (SYS) - Database Instance: ORCLA - Windows Internet Explorer -

LISt

Flle Edit View Favorites Tools Help

i Fovorites | @ Gracle Enterprise Manager (SY5) - Database Insta... | |

- ~ [ v Pagew Saferyw Tookw @@+

ORACLE Entorprise Manager 11y

Database Cor

Setup Preferences fep Logout

Database Instance: ORCL4
| Home | Porformance  Availability

Listener  LISTENER_ iflchw-ap-21

View All Properties

Diagnostic Summary

Servar

General Host CPU
{_Shuldown ) (_Black ou ) oo

Status  Up 74

Up Since  May 31, 2012 12:24:45 PM IST & Othar

Instance Name  orcl4 [y
Version  11.2.0.1.0 26
Database Vault @ Enablad 0

Host  ffichw-ap-21

Load 0.00 Paging 13.64

Space Summary

Logged in As SYS

Schema  Dala Movement  Software and Support

Page Refrashed May 31, 2012 5:36:35 PM 1ST (REf8sh ) View Data Automatically (60 sec) ~

Active Sessions SQL Response Time

a0 10

8.0 Latest Callaction
Wait | v

a0 User VO 0s

20 CPU M ceconda)

00 0o
Core Count & SQL Response Time (%) 89.32

(_Edit Reference Collection

High Availability

p-Related Alerts

Policy Violations

Job Activity

Al 11 Critical Rules Violated 11

Jobs scheduled to start no more than 7 days ago

ADDM Findings 0 Database Size (GB) 6.621 Console Details
ort Log No ORA- arrors. Problem Tablespaces 0 e Restart  nfa
Active Incidents @@ 0 Segment Advisor Recommendations Q Instance Rlcnvnry Y\Ina (sec) 16
y SQL Profiles 0 Palicy Violations  § 1 t Backup  nia
- Dump Area Used (%) BT Usable Flash Recovery Area (%) 100
Database Instance Haalth Flashback Database Logging
VAlers
Categary All -(80) crtical X 3 Warning () 1
| Severity . Category [Name. [Impact Message Alert Triggered
Database Vault Policy Changes Databasa Vault Policy Changas Count Bules have Policy Changes. May 31, 2012 12.42.02 PM
x Database Vault Configuration |ssues - Realms Database Vault Configuration |ssues Count - Realms Realm "Oracle Data Dictionary” has issues. May 31,2012 125911 PM
% Database Vault Policy Changes Database Vault Policy Changes Count Command Rules have Policy Changes May 31, 2012 12:42:02 PM
Ay User Audit Audited User User SYS logged on from flchw-ap-21 May 31, 2012 4.23:14 PM

Gritical Security Patches0.(D) Gempliance Score (%) 52

(@ Oracle Enterprise Manager (S¥S) - Database Instance: ORCLA - Windows Internet Explorer

G- T

. Local intranet | Pratected Mode: Off G v ®a0ow -

Elle Edit View Favorites Tools Help

s Favorites | @ Oracle Enterprise Manager (SYS) - Database Insta... | |

& - - (1 deb v Page~ Safetyv Tools~ @~

ORACLE Enlerprlse Manager Mg
Database Control

Setup Freference

Database Instance: ORCL4

Help Logout

Logged in As SYS

Home Perormance  Availability

Database Objects
Tables

Indexes

Views

Synonyms
Sequences

Database Links
Directory Objects
Reorganize Objects

Change Management
Dictionary Baselines
Dictionary Comparisons
Dictionary Synchronizations

XML Database
Configuration
Resources

Access Control Lists
AL Schemas
XMLType Tables
XMLType Views
XML Indexes

XML Repository Events

Related Links

Access

Alert History

Baseline Metric Thresholds

Jobs

Monitoring Configuration
Scheduler Central
User-Defined Metrics

Copyright © 1896, 2010, Oracle. All rights reserved.

About Oracle Enterprise Manager

Server

Schema Data Movement  Software and Support

Programs
Packages
Package Bodies
Procedures
Eunctions
Triggers

Java Classes
Java Sources

Data Masking

Materialized Views
Materialized Views
Materialized View Logs

Refresh Groups
Dimensions

User Defined Types

Definitions Anay Types
Format Library Object Types
Table Types
Workspace Manager Text Manager
Workspaces Text Indexes
Query Logs
Add Exadata Cell Targets Advisor Central
Alert Log Contents All Metrics
Blackouts EM SQL History
Metric and Policy Settings Metric Collection Errors
Monitor in Memory Access Mode Puolicy Groups
SQL Worksheet Target Properties

Database | Setup | Preferences | Help | Logout

Oracle, JD Edwrards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andlor its affilates. Other names may be trademarks of their respective owners.

& Local intranet | Protected Mode: Off

3. Click ‘Definitions’ link available under Data Masking menu.

@ -

#®100% ~
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4. This will lead to Data Masking Definitions Page. To begin masking click ‘Create’ button as
shown below.

(@ Oracle Enterprise Manager (S¥S) - Data Masking Definitions - Windows Internet Explorer

=
r— — o o - .
U= ht 0. m/console/d ==oracle_database >l e 2| | M Google 2
File Edit View Favorites Tools Help
i Favorites | @ Oracle Enterprise Manager (SYS) - Data Masking .. fi - B v ® - Pagev Sefetyv Tookv @+
ORACLE Enterprise Manager 11g Setup Preferences Help Logout 0
Datahase Control Database
Data Masking Definitions
Data masking is the process of making sensitive

in test or

safe. It disguises sensitive information by overwriting it with realistic looking but false data of a similar type. A
masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definition for a masking operation. The Format Library contains a
collection of ready-to-use masking formats
Search  Database - "ORCL4"
Select Masking Definition

\_mport )i Create
Database Description Columns Status
No definitions

Most Recent Job Ended
Format Library

A masking format defines the format of masked data. You can create a new masking format and reuse it later when creating a masking definition.
Format Library

Database | Setup | Preferences | Help | Logaut
Copyright @ 1996, 2010, Oracle. Allrights reserved

Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or its affilates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

€ Local intranet | Protected Mode: Off 5 v ®10% ~

In the next screen, we will enter our Masking definition name. Our database name gets
defaulted to orcl4.
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{8 Oracle Enterprise Manager (SYS) - Create Masking Definition - Windows Intemet Explorer

N T T R TR T £ Y

File Edit View Favorites Tools Help

r Favorites | @ Oracle Enterprise Manager (5Y5) - Create Maskin.. ‘7| %5iv B v # v Pagev Sofetyr Toos~ @+

ORACLE Enterprise Manager 11¢

Setup Preferences Help Logout
Datahase Control Database
Create Masking Definition

|_Cancel @

*Name MASKING_MSTM_CUST_ADDRESS1
# Database ORCL4
Description |

Columns

Add columns you want to mask and define masking format for each column. Foreign key columns are automatically added to maintain referential integrity. Dependent columns are columns that do not have
foreign key constraints defined, but reference a masked column due to application level canstraints. You can manually add dependent columns to a masked column. Removing a column from this list will
remove all foreign key and dependent columns. (_Add

Foreign Key ~ Dependent Columns
Select Owner Table Column Column Group Data Type Format Columns Count  Add
Na columns added
Foreign Key Columns
Owner Table Column Parent Owner Parent Table Parent Column
No foreign key
columns
Dependent Columns
Owner Table Column Parent Owner Parent Table Parent Column Remove
No dependent

columns added
- Show Advanced Options

|_Cancel @

Database | Setup | Preferences | Help | Logout
Copyright @ 1896, 2010, Oracle. Al rights reserved.

Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andfor its affilates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

€ Local intranet | Protected Mode: Off v Bi0% v

6. Click ‘Add’ Button.

7. In this screen we will enter Schema, table, column details. For column name we can also use
wild card (e.g. %ADDR%). Next, we click on search button.
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& Oracle Enterprise Manager (SYS) - Add Columns - Windows Intemet Explorer

@C—

Edit View Favorites Tools Help
i Favorites |EE - @ Logical Design in Da.

ORACLE Enterprise Manager 11g
Datahase Control

advisory board company salary

installation docume... @o.—.demv-_L ‘ {@ Oracle Enterprise.. X ‘ J provide unlimited a ‘7

v ) @ v Page~ Safety~ Toolsv @~

Setup Preferences Help Logouf
Database
Data Masking Definitions > Create Masking Definition >
Add Columns

Database orel

Logged In As  SYS Cancel ) (Add ) (Define Format And Add
Add one or mare columns for masking. Foreign key columns will be added automatically. You can define masking format at once for all selected columns if they have the same data type
Search

&

Schema MASKTEST

Column Name ADDRESS1
Table Name MSTM_CUST_ADDRESS Column Comment
Search

Enter a string in column comments.
Mask selected columns as a group

Select Owner Table Name Column Name Data Type Comment
No
columns
Cance| Add Define Format And Add
Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2009, Oracle. Alrights reserved.

Oracle, J0 Edwards, PeopleSoft, and Retek are registered trademarks of Oracke Corporation andlor i affiiates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

€ Local intranet | Protected Mode: OFf v ®100% -

8. Click the first check box for this example and click ‘Add’
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{& Oracle Enterprise Manager (5Y5) - Add Columns - Windows Intemet Explorer =
G~ [ rtpsi 0150219198158/ resolelieaoase/masting mesingtarge-orcltype=oract cetsse T [Elx
File Edit View Favorites Tools Help

g Favorites |EE © @ Logical Design in Da..

ORACLE Enterprise Manager 11g
Datahase Control

F‘ advisory board company salary P "

q instalation docume... 5] Oracle Audit Vault ... @ Orsdle Enterprse..

*§ provide unlimited a... |_| fi v = @ v Pagev Safetyv Tools+ @+ ”

Selwp Preferences help Logout

Database
Data Masking Definitions > Create Masking Definition >

Add Columns

Database orcl Logged In As  SYS (_Cancel ) (Add ) [ Define Format And Add

Add ane or more columns for masking. Foreign key columns will be added automatically. You can define masking format at once for all selected columns if they have the same data type.

Search
Schema  MASKTEST ? Column Name ADDRESS1
Table Name  MSTM_CUST_ADDRESS Column Comment

Enter a siring in column comments.
[[Mask selected columns as a group

Select All | Select None
Select Owner  Table Name

Column Name

Data Type Comment |
[ MASKTEST MSTM_CUST ADDRESS  ADDRESS1

VARCHAR2(105)

(Cancel ) (Add ) | Define Format And Add
Database | Setup | Preferences | Help | Logout
Copyright © 1995, 2009, Oracle. Al rights reserved.

QOracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andior its affiliates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Done

€& Local intranet | Protected Mode: Off g v B100%
9. Now, we can see the column added in our Masking definition. The symbol below format label
indicates that the Masking format has not been defined for this column. Click this icon which will

take us to the section where we can define masking format for this column.
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{8 Oracle Enterprise Manager (SYS) - Create Masking Definition - Windaws Internet Explorer

=] sl
@(J' E I-.ﬂ.l_/ 8 =_database Certificate Error | 5 | A ’ET'ad‘.'\sor,'boardcompanyza\aw p "
File Edit View Favorites Tools Help
- = - »
¢ Faverites |EE '@Loglcal Design in Da.. nstallation docume... @OmﬁkAudn\laultS...‘?lDradeEnterpris:” x ‘ provide unlimited a... ‘ | fi - v [ # v Pagev Safetyv Tooksv @+

ORACLE Enterprise Manager 11¢g

Sefup Preferences Help Loaout
Database Control Database
Create Masking Definition

| Cancel @

*Name |MASKING_MSTM_CUST ADDRESS1

*Database orcl

e

Description
Columns

Add columns you want to mask and define masking format for each column. Foreign key columns are automatically added to maintain referential integrity. Dependent columns are columns that do not have

foreign key constraints defined, but reference a masked column due to application level constraints. You can manually add dependent columns to a masked column. Remaoving a column fram this list will
remove all foreign key and dependent columns.

| Addl
|_Remove

Select All | Select Mone

Foreign Kevl Dependent Columns
Select Owner Table Column Column Group Data Type Format Columns Count  Add
[0 MASKTEST MSTM_CUST ADDRESS ~ ADDRESS1 VARCHAR2(105) @ 0 0 b

%’j Columns that have this icon do not have a masking farmat defined

Foreign Key Columns
QOwner Table

Column Parent Owner Parent Table Parent Column
Mo foreign key
columns
Dependent Columns
Owner Table Column Parent Owner Parent Table Parent Column Remove
Mo dependent

columns added

B Show Advanced Options

| Cancel @

Database | Setup | Preferences | Help | Logout

Copyright @ 1996, 2009, Oracle. Allrights reserved.

QOracle, JO Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andor its affiiates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Done € Local intranct | Protected Mode: Off v Hwoon -

10. In this section define the Masking format for the column. In this example, select Random strings
out of a total of 10 options available. Click ‘Add ’button which will take us to the next screen.
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(@ Oracle Enterprise Manager (SYS) - Define Column Mask - Windows Intemet Explorer .

[ niepe 10280 91841155

Gu

é} f& ’?‘ advisory board company salary

Eile Edit View Favorites

Tools Help

¢ Favorites ‘88 © @ Logical Design in Da.

instalztion docume... (=) Oracle Audit Vault .. & Oracle Enterprie...

_‘ Biv B - @ v Pager Safetyv Toosv @+

..' provide unlimited a... ‘

Database Control

ORACLE Enterprise Manager 11g

Setup Preferences Help Logout
Database

Data Masking Definitions

> Create Masking Definiion >

Define Column Mask

Owner MASKTEST

Table MSTM_CUST_ADDRESS
Column ADDRESS1

Data Typs  VARCHAR2(105)

Cancel @

By default all records in the table will be masked using the specified farmat. You can optionally identify more than one subset of records using conditions. Each subset can be masked using a corresponding masking
format. The subsets will be masked in the order they are specified. A subset will not be masked again even when it matches a subsequent condition.

Add Condition
Impart Format

Expand All | Collapse All

Format Entry  Array List - | Add
Array List
Delete
- Fixed Number
(B i Fixed String
¥ Conditions |yl Value
¥ Default CoPost-Processing Function
Preserve Original Data
(fdda Random Digits
Random Numbers
Shufle

Format Entry Properties

Select Property

Property Value Value Sample Remove

Cancel @

Database | Setup | Preferences | Help | Logout

Copyright @ 1996, 2009, Oracle. Allrights res
Oracle, JD Edwards, PeopleSoft, and Retek @
Abaut Oracle Enterprise Manager

Substring

Table Column
Truncate

User Defined Function

orporation and/or its affiiates. Other names may be trademarks of their respective owners.

Dene

€ Local intranct | Protected Mode: Off v Riwox -

11. Select the Start and end length of our random strings which will replace the actual values of the

address1 column we are masking. Click ‘OK’.
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(@ Oracle Enterprise Manager (SY5) - Define Column Mask - Windows Internet Explorer

=
00 - T 1 )

Eile Edit View Favorites Tools Help
/i Faverites ‘SE - @ Logical Design in Da

ORACLE Enterprise Manager 11g
Datahase Control

Y insaltion docume...|[=] Oracle Audit Vaults.. | @ Oracl Erterprse.. % provideunimiteds,. | % v B - ) # - Page Sofey~ Toos~ @

Setup Preferences Help Logout
Database

Data Masking Definifions > Create Masking Definiion >

Define Column Mask

Owner MASKTEST Table MSTM_CUST_ADDRESS (Cancel ) (0K
Column ADDRESS1 Data Type VARCHAR2(105)

By default all records in the table will be masked using the specified format. You can optienally identify more than one subset of records using conditions. Each subset can be masked using a corresponding masking
format. The subsets will be masked in the order they are specified. A subset will not be masked again even when it matches a subsequent condition

Add Condition
Import Format ] Format Entry  Random Strings v | Add
Expand All | Collapse All
Format Entry Properties
Select Condition Property Value Property Value
¥ Conditions

Sample Remove

'V Default Condition

Random Strings Start Length 10 End Length 100]

]

Cancel QK
Database | Setup | Preferences | Help | Logout
Copyright @ 1896, 2009, Oracle. Al rights reserved.

Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or its affilates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Done

€ Local intranet | Protected Mode: Off 3 v ®100%
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12. Now, since masking format has been defined for our column the icon under Format label has
changed. The masking template which can be exported or reused.

{@ Oracle Enterprise Manager (SYS) - Data Masking Definitions - Windows Internet Explorer

’ : il Ce iy’?’adw!nﬂ;hnardmmpanytalaﬂ,’
Fle Edit View Favortes Tools Help
s Favortes |33+ (3] Logica Design in Da.

ORACLE Enterprise Manager 11¢
Database Control

installation docume... Lo.adgAm\rauns...|E0ra:|e£nterpnsa.. % 4 provide unlimited ...

| - B~ = & v Pager sefeyv Took~ @ ”

Setup Preferences Help Logout n
Data Masking Definitions

Data masking is the process of making sensitive information in test or non-production databases safe. It disguises sensitive information by overwriting it with realistic looking but false data of a similar type. A
masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definition for a masking operation. The Format Library contains a
collection of ready-to-use masking formats

Search  Database -

"arcl" (Go) Import )( Create
‘View )| Edit J| Creafe Like | Cenerate Script )| Schedule Job || Export )| Clone Database )| Delete
Select Masking Definition / Database Description Columns Status Most Recent Job Ended |
@ MASKING MSTM_CUST ADDRESS1 arcl 1 Script Not Generated
Format Library

A masking format defines the format of masked data. You can create a new masking format and reuse it later when creating a masking definition.
Format Library

Database | Setup | Preferences | Help | Logout
Copyright © 1986, 2009, Oracle. All rights reserved.

Oracle, J0 Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andior s affiiates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Done

+3

ei. Local intranet | Protected Mode: Off

<

B RI00%
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3.3

Exporting and Importing a Data Masking Template

We can export our Masking definition by selecting the radio button corresponding to our definition
and clicking export button. This will save our definition as an XML file which can be simply imported
by clicking on the import button and browsing to the desired XML file. We need to ensure that the

masking definition name in the XML should be different from all the existing masking definitions in
OEM,; else it will not allow us to import the XML.

(@ Oracle Enterprise Manager (SYS) - Data Masking Definitions - Windows Intemet Explorer =) X
@\J o [ npernoasonozes ionsty

it le_t 18 v @ Certificate Error ‘ ‘TI A I

S,
" advisory board company salary P -

File Edit View Favorites Tools Help
i Favorites

8- E Logical Design in Da... -" installation docume... E Oracle Audit Vault S... @ Oracle Enterprise... X ‘." provide unlimited a...

B~ < [ ® v Pagev Safetyr Tooks~ @ >

ORACLE Enterprise Manager 11¢
Datahase Control

Sefup Preferences Help Logout
Database

Data Masking Definitions

Data masking is the process of making sensitive i in test or non-prod datab:

safe. It disquises sensitive information by overwriting it with realistic looking but false data of a similar type. A
masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definition for a masking operation. The Format Library contains a

Search  Database - Corel” Go ) [ Impart J( Create )
Wiew ) ( Edlit )( Create Like || Generate Script | Scheuu\ejab) Export )| Clone Database) Delete

Select Masking Definition Database Description Columns| Status Most Recent Job Ended |
@ MASKING_MSTM_CUST ADDRESS1 rcl

orcl 1 Script Not Generated
Format Library

A masking format defines the format of masked data. You can create a new masking format and reuse it later when creating a masking definition.
Format Library

Database | Setup | Preferences | Help | Logout

Copyright @ 1996, 2009, Oracle. All rights reserved

Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or its affilates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Dene

€& Local intranet | Protected Mode: Off fa - B100% -
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Masking Data

Following are the steps to mask data:

1. To use an existing masking template, we will come back to our masking definition screen. After

we select the radio button corresponding to the Masking definition we want to apply we will click
Generate Script button.

{@ Gracle Enterprise Manager (SYS) - Data Masking Definitions - Windows Internet Explorer

o S
@ ) L *g‘ http=://10.180.219, a 4 Hons7ty le_ 18 =~ @ Certificate Error | ¢4 | A l ’-'—l advisory board company salary P -
File Edit View Favorites Tools Help
. - = »
% Faverites 23~ |18} Logical Design in Da.. | *§ installation docume... |[=] Oracle Audit Vauft S.. @ Oracle Enterprise... X ."l provide unlimited a.. f v B v (2 ® v Pagev Safety~ Tooks~ @~
ORACLE Enterprise Manager 11¢ Setup Prefersnces Help Logout
Database Control Database
Data Masking Definitions
Data masking is the process of making sensitive inf in test or non-prod datab:

safe. It disguises sensitive information by overwriting it with realistic looking but false data of a similar type. A
masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definition for a masking operation. The Format Library contains a
collection of ready-to-use masking formats

o Import )| Create )
wiew )( Edit ) Create Like ) Generate Script )| Schedule Job ) [ Export J( Clone Database )| Delete

Select Masking Definition Database Description Columns Status Most Recent Job Ended |
@ MASKING MSTM CUST ADDRESS1 orcl 1 Script Not Generated

Format Library

Search  Database - Corl”

A masking format defines the format of masked data. You can create a new masking format and reuse it later when creating a masking definition.
Farmat Library

Database | Setup | Preferences | Help | Logout
Copyright ® 1896, 2008, Dracle. Al rights reserved

Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andor its affiiates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Done € Local intranet | Protected Mode: Off f v H0% v

2. Masking process internally creates a new table with masked data and once done, it removes
the old table and renames the newly created table to the same name as the old one. This
process avoids time taken for updating large tables with millions of rows. To achieve the same,
before starting the masking process OEM checks whether we have sufficient free space &

guota in the tablespace where the table resides. This check is done in the screen which we are
presented with next.
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{8 Oracle Enterprise Manager (SY5) - Processing: Generating Data Masking Script - Windows Intemet Explorer

G- [ sy bord compary sy
Eile

Edit  View Favorites Tools Help

< Favorites W @ Oracle Enterprise... X @ provide unimited z, |

ORACLE Enterprise Manager 11¢
Database Control

<[] @ v Pagew Safety~ Teols+ @~ =

Setup Preferences Help Logout
Database

Processing: Generating Data Masking Script

Database orcl Number of Tables 1 Cancel
Logged In As  SYS Columns 1

The masking script is being generated. This process may take up to 15 minutes to complete.

O

Database | Setup | Preferences | Help | Logout

Cancel
Copyright @ 1996, 2009, Oracle. Allrights reserved.

QOracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or its affiiates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Done

€ Local intranet | Protected Mode: OFf v #100%
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GU-E

= |6 [

advisory board company salary p 'l
Eile Edit View Favorites Tools Help
. — »
. Favorites ‘SE '@Log\ca\Daslgnm Da.. nstallation docume... @OncleAumtVaultS...|§Drad= Enterprise... X provide unlimited a... ‘ | B~ v [ i v Pagev Safetyv Tookv @
ORACLE Enterprise Manager 11g

Setup Preferences Help Logout
Datahase Control

p—

Data masking script generation completed successfully.

Script Generation Results: MASKING_MSTM_CUST_ADDRESS1
Database orcl Number of Tables 1 Return
Logged In As  SYS Columns 1
Script Options
Use script to clone and mask the database. (_Clane And Mask
Schedule the data masking job. The script will be executed by the job to perform the masking operation. | Schedule Job
¥ Script

The script summary is a list of the database commands that will be used to mask the selected columns. The full script is a PL/SQL script that includes functions, procedures, and other Save Full Script
commands needed during the masking operation. The full script will be created when you submit the job and will be executed by the job to perform the masking operation.

View @ Script Summary © Full Script
- Target database: orcl

~ Script generated at: 07-JUN-2012 17:08
COMMIT
ALTER SESSION ENABLE PARALLEL DML
DROP TABLE "MGMT_DM_TT_6" PURGE
declare
adj numbe
num number:=0;
begin

select length(count(*)) into adj from (select distinct "ADDRESS1" from "MASKTEST"."MSTM_CUST_ADDRESS"):
nui adj;

i
adj == greatest{adj - 3, 0);
execute immediate ‘create table MGMT_DM_TT_&
(orig_val null, new_val null) NOLOGGING PARALLEL as

select CAST(null AS VARCHAR2(105)) orig_val. CAST{null AS VARCHAR2(105)) new_val from dual union all
select 5.orig_val,

p=Impact Report

Return
Database | Setup | Preferences | Help | Logout
Copyright @ 1995, 2008, Oracle. Al rights reserved

Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or its affiiates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Done

€ Local intranet | Protected Mode: Off 3 v R100% -
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Help

GuU-
Eile Edit View Favorites Tools

=@

advisory board company salary

]

ORACLE Enterprise Manager 11g
Database Control

e Favortes | -]@ Logical Design in Da.. |*] nstllation docume.. ]@ Oracle AuditVault .. | € Oracle Enteprie.. X # provide unlimited .. |

v [ v 1 d@ v Pagev Safetyv Tookv @+

Schedule Data Masking Job: MASKING_MSTM_CUST_ADDRESS1

Selup Preferences Help Logout

Database orcl
Logged In As  SYS

* Job Name
Jab Description
Script File Location

Script File Name
Host Credentials

abase
Number of Tables 1 Cancel ) ( Submit
Columns 1

MASKING_JOB 5

Isoftware/oracle/product/11.2.0/dbhome_1/dbs ,,{

maskingb.sql

* Usemame

MASKTEST

*Password  esesseee

Start

mmediately

© Later

Jun7, 2012
(example: Jun 7, 2012}
Time 5 = 05 ~

Date

Copyright © 1996, 2008, Oracle. Al rights reserved.

Dene

Save as Preferred Credential

Database | Setup | Preferences | Help | Logout

Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andfor its affilates. Other names may be trademarks of their respective owners,
About Oracle Enterprise Manager

Cancel ) | Submit
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Schedule Data Masking Job: MASKING_MSTM_CUST_ADDRESS1

Database ovt! Number of Taties 1 Cancel ) | Subea
Logaed n As SYS Colores 1

et Liplows Lo G g

e | | p———— e

o b Mame  MASKING 106 5

b Descrgton
Scrgt Fila Lacation ibemresacieironct 112 Dithome_tits o
Scogt Fle Name  mniongs 53

Most Credentials
* Usersaene  Oracle
SPanend essssseene
Save an Proderred Credertial
Stan
® invresately
Latwr
owieivg B

vee

Tew 5 = v DANOPM

Concel ) | Sutoen
Ouiabase | Satp | Erslerences | Heb | Logast
Capyrght © 1300, 2008 Omacie ALAGMS semerved
Oracie T ttwerds PecomSof e Satet e wpadersd Sademans of Oracke Coporaten sndor fa e™ieten Dfver tamws may 3¢ S33ematas of Ber regectue cwmery
About Oracle Externge Mgnager
Pom W Local mtuane | Protecsed Mode 08 e RN -

Since Masking is done via a Masking Job submitted by OEM, we need to provide Host credentials
for the same to happen. In our case OEM is installed on Windows XP, so we would be giving host
credentials for that box. Also, we can schedule the job as per our convenient time, in this case
Immediately is selected. If your OEM is installed on a Windows box, you need to check the
following point before clicking on Next.
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* Usernacrs  Oracle
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In windows we need to ensure if our NT login account has privileges to run a batch job. For this we
will go to Control Panel -> Administrative tools -> Local security policies. Here we will add our NT
login user account for “Logon as a batch job” policy as shown.

& Local Security Settings

CEX

File  Action Wiew Help
@
@ Security Settings Folicy | Security Setting -
+-([8 Account Policies @Adjust memory quotas for a process  Administrakors
-8 Lcal Policies @Allow logon through Terminal Serwi...  Administrators,Remote Deskiop Users
H @Back up files and directories Administrators, Backup Operators
@B 4 hiecki Authenticated L Adrninistrators, | sers
- - vpass traverse checking uthenticated Users, Administrators,
=8 .Securlty C?etlons @Change the system time Authenticated Users, Administrators
+-[_] Public Key Policies j o
+-[_7] Software Restriction Policie Create a pagefis ) Admiristr stors
+ .g IP Security Policies on Loca Create a token ohject
Create global objects Adrinistrators, INTERACTIVE, SERVICE
Create permanent shared objects
@Debug pragrams Adrinistrators
Deny access ko this computer from,,. SUPPORT_388945a0,Marina
Deny logon as a batch job
Deny logon as a service
Deny logon locally SUPPORT_3858945a0,Marina
Deny logon through Terminal Servi.. .
@Enable computer and user account., . Administrators
@Force shukdown from a remote sy, Administrators
Generate security audits LOCAL SERVICE, NETWORK SERVICE
Impersonate a client after authent... Administrators, SERYICE
@Increase scheduling priority Administrators
@Load and unload device drivers Authenticated Users, Administrators
A¥]Lock pages in memor
g on as a bakch job 5 i
7;: Log on as a service Adrninistrators
@Log on locally Authenticated Users, Administrators, Backup Operators
Manage auditing and security lag Adrrinistrators
@Medify firmware environment values  Administrators
£ > PerForm volume mainkenance tasks  Administrators ~

In the next screen we are presented with Script summary screen, which shows a brief PL/SQL
shippet of the masking process. Here we also have an option to save it as a .sql file on our

machine.

On clicking Submit we are notified that our Job has been successfully submitted. To know the
status of the job we need to click on our masking definition in the following screen.
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{@ Gracle Enterprise Manager (SY5) - Data Masking Definitions - Windows Internet Explorer

O - o '

e J 1l Cer ite Erro _ﬁ} A E‘advlzowbaard company salary
File Edit View Favorites Tools Help
i Favorites ‘EE - @ Logical Design in Da.

ORACLE Enterprise Manager 11¢
Database Control

nstllation docume... [=] Cracle Audt VaultS..| & Oracle Enterprse.. * |

3 provide unlimited .. |_‘ B v [ @ v Pagev Safetyv Toolsv @+

Setup Preferences Help Logout
abase
El Job Submitted § fully
Data Masking job has been submitted successfully. Click on the View Job Details link below to view execution status
View Job Details
Data Masking Definitions

Data masking is the process of making sensitive in test or nan-prodi datab

safe. It disguises sensitive information by overwriting it with realistic looking but false data of a similar type. A
masking definition defines the columns to be masked and the format of masked data. You can create a new masking definition or use an existing definition for a masking operation. The Format Library contains a
collection of ready-te-use masking formats.

Search Database ~ ol

Co
wiew )| Edit ) Create Like )( Generate Script ) Schedule Job )( Export J( Clone Datahase ) Delete

Select Masking Definition /

Impart )| Create

Database Description Columns Status Most Recent Job Ended |
@ MASKING_MSTM_CUST ADDRESS] orcl 1 Masking Job Scheduled
Format Library

A masking format defines the format of masked data. You can create a new masking format and reuse it later when creating a masking definition.
Format Library

Database | Setup | Preferences | Help | Logout
Copyright 1996, 2009, Oracle. Al rights reserved.

Oracle, JD Edwards, PeopleSoft, and Retek are reqistered trademarks of Oracle Corporation andior ts affilates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Done

€ Local intranet | Protected Mode: Off v ®100%

Below screen shows masking job status is succeeded and it even tells us the elapsed time for the
same.
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60>

File Edit View Favorites Tools Help

¢ Favorites [%H@ LogicalDesign n Da.. [*] insalation docume.. @ Oracle Audt Vault S| & OracleEnterpise. % | 4 provide unlimited ., [_

B v B v @ - Reger Sofetyr Tookv @+

ORACLE Enterprise Manager 11¢ Setup Preferences Help Logout
Datahase Control

Database

View Masking Definition: MASKING_MSTM_CUST_ADDRESS1
Create Like ) | Edit @
General

Name MASKING_MSTM_CUST_ADDRESS1
Database orcl
Description

Columns

‘Ouvner ‘Tahle Name ‘Column Name Column Group Format
MASKTEST MSTM_CUST_ADDRESS ADDRESS1

Foreign Key Columns

Owner Table Name Column Name: Parent Owner Parent Table Parent Column
No foreign key columns

Dependent Columns

m

Owner Table Name Column Name Parent Owner Parent Table Parent Column
No dependent columns

Masking Jobs

Job Name Status Ended Elapsed Time (seconds)|
MASKING_JOB_5 Succeeded Jun 7. 2012 5-16:59 PM (UTC+05:30) 19

Data Masking Options

Disable redo log generation during masking
Refresh statistics after masking

Drop temporary tables created during masking
Ignore arphan foreign key rows

Use parallel execution when possible

Parallel Degree  ® Default® ValueD

Post Mask Script
Specify a SQL script to run after masking completes.

Done € Local intranet | Protected Mode: Off v "% ~
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3.5

Application Use Case

A standard data masking script was available as a SQL script and the script has been used as a
baseline to create a Data Masking Template for FLEXCUBE. The FLEXCUBE Data masking
template can be effectively enhanced to cover any additional tables that are not covered in the
template. The default template covers the following entities that contain confidential and identifiable

data.

This data masking template can be found as part of the FLEXCUBE release under

ADAPTERS\OracleEM\Data-Masking.

Entity

Table and Column

Bills & Collections Contract
Data

BCTB_CONTRACT_PARTIES.
PARTY_NAME

BCTB_CONTRACT_PARTIES.
PARTY_ADDR1

BCTB_CONTRACT_PARTIES.
PARTY_ADDR?2

BCTB_CONTRACT_PARTIES.
PARTY_ADDR3

BCTB_CONTRACT_PARTIES.
PARTY_ADDR4

BCTB_CONTRACT_INSURANCE.
INSURANCE_COMP_NAME

Broker Static Data

BRTM_BRMASTER. NAME

All Contract Advice

CSTB_CONTRACT_EVENT_ADVICE.

ADDRESS_LINE1

CSTB_CONTRACT_EVENT_ADVICE.

ADDRESS_LINE2

CSTB_CONTRACT_EVENT_ADVICE.

ADDRESS_LINE3

CSTB_CONTRACT_EVENT_ADVICE.

ADDRESS_LINE4

CSTB_CONTRACT_EVENT_ADVICE.

PARTY NAME
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GL Data

GLTM_GLMASTER. GL_DESC

Letters of Credit Contract

Data

LCTB_CONTRACT_MASTER.
CUST_NAME

LCTB_PARTIES. CUST_ADDRESS_LIN1

LCTB_PARTIES. CUST_ADDRESS_LIN2

LCTB_PARTIES. CUST_ADDRESS_LIN3

LCTB_PARTIES. CUST_ADDRESS_LIN4

LCTB_PARTIES. CUST_NAME

LCTB_TRANSFER_PARTIES. ADDRESS1

LCTB_TRANSFER_PARTIES. ADDRESS2

LCTB_TRANSFER_PARTIES. ADDRESS3

LCTB_TRANSFER_PARTIES. ADDRESS4

LCTB_TRANSFER_PARTIES.
PARTY_NAME

Messaging Contract and
Maintenance Data

MSTB_ARCHIVE_OUT. ADDRESS1

MSTB_ARCHIVE_OUT. ADDRESS2

MSTB_ARCHIVE_OUT. ADDRESS3

MSTB_ARCHIVE_OUT. ADDRESS4

MSTB_ARCHIVE_OUT. NAME

MSTB_DLY_MSG_OUT. ADDRESS1

MSTB_DLY_MSG_OUT. ADDRESS?2

MSTB_DLY_MSG_OUT. ADDRESS3
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MSTB_DLY_MSG_OUT. ADDRESS4

MSTB_DLY_MSG_OUT. NAME

MSTB_DLY_MSG_OUT. NAME2

MSTM_CUST_ADDRESS.ADDRESS1

MSTM_CUST_ADDRESS.ADDRESS2

MSTM_CUST_ADDRESS.ADDRESS3

MSTM_CUST_ADDRESS.ADDRESS4

MSTM_CUST_ADDRESS.NAME

Authorized Users

SMTB_USER. USER_NAME

Customer and Accounts
Data

STTB_ACCOUNT. CUST_NAME1

STTM_CUSTOMER. ADDRESS_LINE1

STTM_CUSTOMER. ADDRESS_LINE2

STTM_CUSTOMER. ADDRESS_LINE3

STTM_CUSTOMER. ADDRESS_LINE4

STTM_CUSTOMER. CUSTOMER_NAME1

STTM_CUSTOMER. FULL_NAME

STTM_CUSTOMER. SHORT_NAME

STTM_CUSTOMER. SHORT_NAME2

STTM_CUST_ACCOUNT. AC_DESC

STTM_CUST_ACCOUNT. ADDRESS1

STTM_CUST_ACCOUNT. ADDRESS2

STTM_CUST_ACCOUNT. ADDRESS3

STTM_CUST_ACCOUNT. ADDRESS4

STTM_CUST_CORPORATE.
CORPORATE_NAME
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STTM_CUST_DOMESTIC.SPOUSE_NAME

STTM_CUST_PERSONAL. FIRST_NAME

STTM_CUST_PERSONAL. LAST_NAME

STTM_CUST_PERSONAL.
MIDDLE_NAME

STTM_CUST_PERSONAL_JOINT.
FIRST_NAME

STTM_CUST_PERSONAL_JOINT.
LAST_NAME

STTM_CUST_PERSONAL_JOINT.
MIDDLE_NAME

STTM_REPLICATE_ACCOUNT. AC_DESC

STTM_REPLICATE_ACCOUNT.
ADDRESS1

STTM_REPLICATE_ACCOUNT.
ADDRESS2

STTM_REPLICATE_ACCOUNT.
ADDRESS3

STTM_REPLICATE_ACCOUNT.
ADDRESSS

3.6 References

http://docs.oracle.com/cd/B16240 01/doc/em.102/b31949/database _management.htm#DAFGJEIF
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