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Chapter

1

Introduction
Topics: This document provides the methods and
procedures used to configure the DSR 5.0
* 1.1 References.....10 Management Server TVOE and PMAC, initialize
e 1.2 Acronyms.....10 the system's aggregation switches and enclosure
* 1.3 Terminology.....11 switches, and perform the initial configuration of
e 1.4 Customer Care Center.....13 the DSR system's RMS and HP c-Class enclosure.

Following the execution of the subject document
the DSR user will follow a DSR application
procedure document (909-2278-001) to complete the
DSR application specific configurations.

The procedures in this document should be executed
in order. Skipping steps or procedures is not
allowed unless explicitly stated.

Note: Before executing any procedures in this
document, power must be available to each
component, and all networking cabling is in place.

The audience for this document includes Tekelec
customers as well as the following groups:

* Software System
¢ Product Verification
e Documentation

¢ Customer Service including Software Operations
and First Office Applications

1 Network uplinks to the customer networking will be connected after the networking within the DSR
equipment is established and verified.

909-2282-001 Revision A, November 2013 9



Introduction

1.1 References

External References

909-2130-001 Initial Product Manufacture
909-2207-001 PM&C 5.0 Incremental Upgrade
909-2210-001 PM&C 5.x Disaster Recovery for HP c-Class
909-2249-001 Platform 6.5 Configuration Procedure
HP Solutions Firmware Upgrade Pack, 795-0000-2xx, v2.2.x (latest recommended, 2.2.4 minimum)
TR006683: NOAMP on HP DL380 Network Interconnect
TR006851: Platform 5.0 Generic HP c-Class Networking Interconnect
TR007133: DSR 5.x Network Interconnect: Topology 1 - L3-Agg
TR007134: DSR 5.x Network Interconnect: Topology 2 - L2-Agg
. TR007135: DSR 5.x Network Interconnect: Topology 3 - L2-NoAgg-1Pair
. TR007136: DSR 5.x Network Interconnect: Topology 4 - L2-NoAgg-2Pair
. TR007137: DSR 5.x Network Interconnect: Topology 5 - L2-NoAgg-3Pairs-25igNets
. TR007138: DSR 5.x Network Interconnect: Topology 6 - L2-NoAgg-3Pairs-SegOAM&ESig
. TR007139: DSR 5.x Network Interconnect: Topology 7 - NOs on RMS
15. WI006083: DSR Hardware Site Survey

¥ X NG

e e e
_ W N =R o

Refer to A.1 Accessing Tekelec’s Customer Support Site to access the Tekelec documentation.

Internal References

Formal Peer Review Process, PD001866, v6.21, Nov 2008

1.2 Acronyms

An alphabetized list of acronyms used in the document:

Table 1: Acronyms

Acronym Definition

BIOS Basic Input Output System

BOM Bill of Material

CA Certificate Authority

CDh Compact Disk

CSR Certificate Signing Request

DNS Domain Name System

DSCP Differentiated Services Code Point, a form of QoS

909-2282-001 Revision A, November 2013 10



Introduction

Acronym Definition

DVD Digital Versatile Disc

EBIPA Enclosure Bay IP Addressing

FMA File Management Area

FQDN Fully Qualified Domain Name

FRU Field Replaceable Unit

HP c-Class HP blade server offering

iLO Integrated Lights Out remote management port

IPFE IP Front End

IE Internet Explorer

IPM Initial Product Manufacture — the process of
installing TPD on a hardware platform

MP Message Processor

MSA Modular Smart Array

NAPD Network Architecture Planning Diagram
NOAM&P (Network Operations, Administration,

NO . o
Maintenance, and Provisioning)

OA HP Onboard Administrator

0s Operating System (e.g. TPD)

PM&C Platform Management & Configuration

RMS Rack Mount Server

QOS Quality of Service

SFTP Secure File Transfer Protocol

SNMP Simple Network Management Protocol

SO SOAM (Site Operations, Administration, and
Maintenance)

TPD Tekelec Platform Distribution

TVOE Tekelec Virtual Operating Environment

VSsp Virtual Serial Port

1.3 Terminology

Multiple server types may be involved with the procedures in this manual. Therefore, most steps in
the written procedures begin with the name or type of server to which the step applies. For example:

909-2282-001 Revision A, November 2013
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Describes the location/server on which the action takes place and the

operation to be performed.

1. ServerX: Connect to the console of the server

Each command that the technician is to enter is in bold Courierfont

Establish a connection to the server using cu on the terminal server /console

5 eu -1 /dev/ttys7T

Figure 1: Example Of An Instruction That Indicates The Server To Which It Applies

Table 2: Terminology

Community String

An SNMP community string is a text string used
to authenticate messages sent between a
management station and a device (the SNMP
agent). The community string is included in every
packet that is transmitted between the SNMP
manager and the SNMP agent.

Domain Name System

A system for converting hostnames and domain
names into IP addresses on the Internet or on local
networks that use the TCP/IP protocol

Management Server

An HP ProLiant DL 360/DL 380 server that has
physical connectivity required to configure
switches and may host the PM&C application or
serve other configuration purposes.

NetBackup Feature

Feature that provides support of the Symantec
NetBackup client utility on an application server.

Non-Segregated Network

Network interconnect where the control and
management, or customer, networks utilize the
same physical network.

PM&C

An application that supports platform-level
management of Tekelec HP systems, such as the
capability to manage and provision platform
components of the system, so they can host
applications.

Segregated Network

Network interconnect where the control and
management, or customer, networks utilize
separate physical networks.

Server

A generic term to refer to a server, regardless of
underlying hardware, be it physical hardware or
a virtual TVOE guest server.

909-2282-001 Revision A, November 2013
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Virtual PM&C Additional term for PM&C - used in networking
procedures to distinguish activities done on a
PM&C guest and not the TVOE host running on
the Management server.

1.4 Customer Care Center

The Tekelec Customer Care Center is your initial point of contact for all product support needs. A
representative takes your call or email, creates a Customer Service Request (CSR) and directs your
requests to the Tekelec Technical Assistance Center (TAC). Each CSR includes an individual tracking
number. Together with TAC Engineers, the representative will help you resolve your request.

The Customer Care Center is available 24 hours a day, 7 days a week, 365 days a year, and is linked
to TAC Engineers around the globe.

Tekelec TAC Engineers are available to provide solutions to your technical questions and issues 7
days a week, 24 hours a day. After a CSR is issued, the TAC Engineer determines the classification of
the trouble. If a critical problem exists, emergency procedures are initiated. If the problem is not critical,
normal support procedures apply. A primary Technical Engineer is assigned to work on the CSR and
provide a solution to the problem. The CSR is closed when the problem is resolved.

Tekelec Technical Assistance Centers are located around the globe in the following locations:

Tekelec - Global
Email (All Regions): support@tekelec.com
¢ USA and Canada
Phone:
1-888-FOR-TKLC or 1-888-367-8552 (toll-free, within continental USA and Canada)
1-919-460-2150 (outside continental USA and Canada)
TAC Regional Support Office Hours:
8:00 a.m. through 5:00 p.m. (GMT minus 5 hours), Monday through Friday, excluding holidays
e Caribbean and Latin America (CALA)
Phone:
+1-919-460-2150
TAC Regional Support Office Hours (except Brazil):
10:00 a.m. through 7:00 p.m. (GMT minus 6 hours), Monday through Friday, excluding holidays
¢ Argentina
Phone:
0-800-555-5246 (toll-free)
¢ Brazil

Phone:

909-2282-001 Revision A, November 2013 13
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0-800-891-4341 (toll-free)
TAC Regional Support Office Hours:
8:00 a.m. through 5:48 p.m. (GMT minus 3 hours), Monday through Friday, excluding holidays
¢ Chile
Phone:
1230-020-555-5468
¢ Colombia
Phone:
01-800-912-0537
¢ Dominican Republic
Phone:
1-888-367-8552
* Mexico
Phone:
001-888-367-8552
* Peru
Phone:
0800-53-087
¢ Puerto Rico
Phone:
1-888-367-8552 (1-888-FOR-TKLC)
* Venezuela
Phone:
0800-176-6497

¢ Europe, Middle East, and Africa
Regional Office Hours:
8:30 a.m. through 5:00 p.m. (GMT), Monday through Friday, excluding holidays
¢ Signaling
Phone:
+44 1784 467 804 (within UK)
* Software Solutions

Phone:

+33 389 3354 00

909-2282-001 Revision A, November 2013 14



Introduction

* Asia
¢ India
Phone:
+91-124-465-5098 or +1-919-460-2150
TAC Regional Support Office Hours:

10:00 a.m. through 7:00 p.m. (GMT plus 5 1/2 hours), Monday through Saturday, excluding
holidays

¢ Singapore
Phone:
+65 6796 2288

TAC Regional Support Office Hours:
9:00 a.m. through 6:00 p.m. (GMT plus 8 hours), Monday through Friday, excluding holidays

909-2282-001 Revision A, November 2013 15



Chapter

2

Acquiring Firmware

Topics:

e 2.1 Acquiring Firmware.....17

909-2282-001 Revision A, November 2013 16



Acquiring Firmware

2.1 Acquiring Firmware

Several procedures in this document pertain to the upgrading of firmware on various servers and
hardware devices that are part of the Platform 6.5 configuration. The required firmware media and
binaries are managed and distributed as part of the HP Solutions Firmware Upgrade Pack 2.2.x, released
under Tekelec Part Number 795-0000-3yy (2 USB media and 2 Documents) and 795-0000-4yy (2 ISO
files and 2 PDF files). The minimum firmware release required for Platform 6.5 is HP Solutions Firmware
Upgrade Pack 2.2.5 (PN: 795-0000-316 and 795-0000-416). However, if a firmware upgrade is needed,
the current GA release of the HP Solutions Firmware Upgrade Pack must be used.

The HP Solutions Firmware Upgrade Pack contains multiple BOM items including media and
documentation. This document only requires access to the media (USB media or ISO files) as well as
the Release Notes [3] document. The Upgrade Procedures document is not used as the firmware upgrade
procedures specific to this document are provided here.

The two pieces of required firmware media provided in the HP Solutions Firmware Upgrade Kit 2.2.x
releases are:

e Tekelec's HP Service Pack for ProLiant (SPP) USB media or ISO file
* Tekelec's HP Misc. Firmware USB media or ISO file

Refer to the Release Notes of the target release of the HP Solutions Firmware Upgrade Pack [3] used
to determine specific media part numbers to use and the specific firmware versions provided.

Platform 6.5 Servers and devices requiring possible firmware updates are:

e HP ¢7000 BladeSystem Enclosure Components:
e HP Rack Mount Servers (DL360 / DL380)
¢ HP External Storage Systems

e MSA2012fc

e D2200sb (Storage Blade)
e D2220sb (Storage Blade)
e D2700

e P2000

e (Cisco 4948 /4948E /4948E-F Rack Mount Network Switches

2 Where yy is a 2-digit number which increases with every new release.

909-2282-001 Revision A, November 2013 17
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This section contains the installation overview, and
includes information about required materials,
strategies, and SNMP configuration.

This section will configure the DSR base hardware
systems (RMS and HP c-Class enclosure) (RMS and
Blade IPM, Networking, Enclosure and PMAC
Configuration). Following the execution of this
document the DSR user will follow a DSR
application procedure document (909-2278-001) to
complete the DSR application specific
configurations.

Note that IPM refers to installing either TVOE or
TPD on the target system. TVOE is used when
virtualization is needed (e.g., for the PMAC and
NO/SO). TPD is used to the systems that do not
require virtualization and for the Virtual Machines).

18



Install Overview

3.1 Required Materials

1.

8.

One (1) USB or ISO of TPD release (872-2673-001-6.5.0-82.17.0), or later shipping baseline as per
Tekelec ECO. If a .usb file is provided, it should be used in the creation of a bootable USB media.
For instructions on how to create a bootable USB, refer to Appendix K .

One (1) USB or ISO of PM&C release (872-2586-101-5.5.0-55.11.0), or later shipping baseline as per
Tekelec ECO.

One (1) CD-ROM, USB, or ISO of TVOE release (872-2525-101-6.5.0_82.17.0), or later shipping
baseline as per Tekelec ECO.

Passwords for users on the local system.

Access to the iLO Terminal or direct access to the server VGA port.

HP Solutions Firmware Upgrade Pack, 795-0000-3xx (USB media) or 795-0000-4xx (ISO files), version
2.2.x (the latest must be used if an upgrade is to be performed, otherwise version 2.2.5 is the minimum) A
1Gb or larger USB Flash Drive.

NAPD and all relevant configuration materials for ALL sites involved. This includes host IP
addresses, site network element XML files, and netConfig configuration files.

DSR Media (872-2526-101-5.0.0)

The material for the list above can also be downloaded from Tekelec's secure website, located at
https://secure.tekelec.com/

3.2 Installation Strategy

To ensure a successful application installation, carefully plan and assess all configuration materials
and installation variables. After a customer site survey has been conducted, an installer can use this
section to plan the exact procedure list that should be executed at each site.

The following list summarizes this process.

1.

An overall installation requirement is established. This data that should be collected:

¢ The total number of sites

e The number of servers at each site and their role(s)

* Determine whether the application's networking interface terminates on a Layer 2 or Layer 3
boundary

* Establish the number of enclosures at each site (if any)

¢ Determine if the application uses rack-mount servers or server blades

e What time zone should be used across the entire collection of application sites

¢ Will SNMP traps be viewed at the application level, or will an external NMS be used (or both)

A site survey is conducted to determine exact networking and site details. Additionally, IP
networking options must be well understood, and IP address allocations collected from the customer,
in order to complete switch configurations
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3.3 SNMP Configuration

The network-wide plan for SNMP configuration should be decided upon before DSR installation
proceeds. This section provides some recommendations for these decisions.

SNMP traps can originate from the following entities in a DSR installation:

* DSR Application Servers (NOAMP, SOAM, MPs of all types)
¢ DSR Auxiliary Components (OA, Switches, TVOE hosts, PMAC)

DSR application servers can be configured to:

1. Send all their SNMP traps to the NOAMP via merging from their local SOAM. All traps will
terminate at the NOAMP and be viewable from the NOAMP GUI (entire network) and the SOAM
GUI (site specific). This is the default configuration option.

2. Send all their SNMP traps to an external Network Management Station (NMS). The traps will NOT
be seen at the SOAM OR at the NOAM. They will be viewable at the configured NMS(s) only.
Application server SNMP configuration is done from the NOAMP GUI, near the end of DSR installation.

See the procedure list for details.

DSR Auxiliary components must have their SNMP trap destinations set explicitly. Trap destinations
can be the NOAMP VIP, the SOAMP VIP, or an external (customer) NMS. The recommended
configuration is as follows:

The following components:

e PMAC (TVOE)

* PMAC (App)

e OAs

¢ All Switch types (4948, 3020, 6120, 6125)
e TVOE for DSR Servers

Should have their SNMP trap destinations set to:

1. The local SOAM VIP
2. The customer NMS, if available

3.4 NTP Strategy

The following set of general principals capture the recommendations for NTP configuration of DSR.

Principle 1 - Virtual guests should not be used as NTP servers

Avoid specifying virtual guests as NTP references for other servers. Guest emulated clocks have been
shown to result in poor NTP server behavior

909-2282-001 Revision A, November 2013 20



Install Overview

Principle 2 - Virtual guests should synchronize to their virtual hosts

When virtualization is used in the product deployment, virtual guests should use their virtual hosts
as their NTP references.

Principle 3 - Follow a topology based approach

MP servers should use their topology parents (SOAMs in a three tier topology), or if those parents are
virtual guests, the enclosing virtual hosts should be used instead. See Figure 2: Per Site NTP Topology
for clarification.

Similarly SOAM servers should use their topology parents (NOAMs), or if those parents are virtual
guests, the enclosing virtual hosts should be used instead. See Figure 2: Per Site NTP Topology for
clarification.

NOAMP and other A-Level servers should use a pool of reliable, customer provided references if the
NOAMPs are implemented in hardware, otherwise they should sync to their virtual hosts.

Virtual hosts should always have NTP enabled and configured. Virtual hosts that contain A-Level
guests, PMACs or other virtual product servers should synchronize to a reliable pool of customer
references. Virtual hosts that contain B or C level guests should synchronize to the virtual hosts
containing the parent topology guests.

Principle 4 - Provide a robust pool of sources

The pool of customer NTP server references should be of stratum 3 or above, accurate and highly
reliable. If possible both local site server and backup remote site servers should be provided.

Principle 5 - Prefer local references

When references from multiple sites or networks are used on one server, the "prefer" keyword should
be applied to the local references.

Principle 6 - Ensure connectivity

Care should be taken to ensure that all NTP references are reachable through the appropriate networking
configuration. In particular firewall rules must be correctly specified to allow NTP clients to connect
to their specified references.
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Per Site
NTP
Topology

Figure 2: Per Site NTP Topology

3.5 Overview of DSR Networks

This table presents an overview of the networks configured and used by DSR at a site. Based on the
deployment type/requirements, the networks could be physically or logically separated via VLANSs.

Network Name Default VLAN ID* Routable Description

Control 1 No Network used by
PMAC to IPM the
servers/blades/VMs.

Refer to the Hardware
Site Survey for site
specific information.

(IPs are assigned via by
the PMAC using DHCP)

Management 2 Yes Network used for iLO
interfaces, OAs, and
enclosure switches. Also
used to provide remote
access to the TVOE and
PMAC servers

XMI 3 Yes Network used to
provide access to the
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Network Name

Default VLAN ID*

Routable

Description

DSR entities (GUI, ssh),
and for inter-site
communication

IMI

Network used for
intra-site
communication

XSI-1

Yes

Network used for DSR
signaling Traffic

XSI-2**

Yes

Network used for DSR
signaling Traffic

XSI-3**

Yes

Network used for DSR
signaling Traffic

XSI-4**

Yes

Network used for DSR
signaling Traffic

* The VLAN ID assignments are site and deployment specific.

** Optional
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This section contains the software installation
procedures, including preparation and configuration
information for a site.

The procedures in this section are expected to be
executed in the order presented in this section.

If a procedural STEP fails to execute successfully,
STOP and contact the Customer Care Center by
referring to the 1.4 Customer Care Center of this
document.

Sudo

Platform 6.5 introduced a new non-root user
'admusr'. As a non-root user, many commands
--when run as admusr-- now require the use of
'sudo'. Using sudo will require a password on the
first command, as well as intermittently over a
period of time. Therefore, if a prompt for the

"[ sudo] password: " appears, the user should
re-enter the admusr login password.

Example:

[ admusr @ost name ~] $ sudo <conmmand>

[ sudo] password for admusr: <ENTER
PASSWORD HERE>
<command out put omtted>
[ adnusr @ost nane ~] $
24
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4.1 Configure and IPM Management Server

Note: The Management Server is installed as a Virtual Host environment, and will host the PMAC
application, and may host other DSR applications (as defined by the deployment configuration for
the customer site).

Note: Depending on the deployment plan, a server may be IPM'ed with either TVOE (if virtualization
is needed) or TPD (if no virtualization is needed)

4.1.1 Installing TVOE on the Management Server

Install the TVOE Hypervisor platform on the Management Server

The PM&C is not available to do an IPM of the TVOE management server. It is necessary to physically
provide the TVOE media via a USB or optical.

Install TVOE onto the Management Server
Follow 4.1.1.1 IPM DL360 or DL380 Server to IPM the management server with TVOE.

4.1.1.1 IPM DL360 or DL380 Server

This procedure provides instructions for configuring and IPMing the DL360 or DL380 server.
Needed material:

¢ TPD or TVOE installation media to be used for IPM.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

Configure and IPM the DL360 or DL380 server

Initial Product Manufacture: Follow Initial Product Manufacture Appendix D to configure and
IPM the management server.

For a DL360 G6/G7 or DL380 G6/Gen8 server, the correct options to use for the IPM of the
management server are:

TPDnor ai d consol e=tty0 di skconfi g=HPHW f or ce

4.1.2 Upgrade DL360 or DL380 Server Firmware

This procedure will upgrade the DL360 or DL380 server firmware. All servers should have SNMP
disabled. Refer to Appendix ] Changing SNMP Configuration Settings for iLO

The service Pack for ProLiant (SPP) installer automatically detects the firmware components available
on the target server and will only upgrade those components with firmware older than what is on the
current ISO.

Procedure Reference Tables:
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Variable

Value

<ilo_IP>

Fill in the IP address of the iLO for the server
being upgraded

<ilo_admin_user>

Fill in the username of the iLO's Administrator
User

<ilo_admin_password>

Fill in the password for the iLO's Administrator
User

<local_HPSPP_image_path>

Fill in the filename for the HP Support Pack for
ProLiant ISO

<admusr_password>

Fill in the password for the admusr user for the
server being upgraded

Needed Material:

e Tekelec's HP Service Pack for ProLiant (SPP) USB media or ISO file
* Tekelec's HP Misc Firmware USB media or ISO file (for errata updates is applicable)
¢ HP Solutions Firmware Upgrade Pack Release Notes [3]

Important Notes for this Procedure: The following procedure has some instructions meant for a
production system in the field and you should be aware of the following notes regarding this procedure:

* Ignore references to the "Copy the ISO Images to the Workstation" procedure. Know that you must
have the ISO files listed in the "Needed Material" section above.

* Ignore the <local HPSUF_image_path> variable.

¢ For the "Update Firmware Errata" step check the HP Solutions Firmware Upgrade Pack Release
Notes [3] to see if there are any firmware errata items that apply to the server being upgraded. If
there is, there will be a directory matching the errata's ID in the /errata directory of the HP Misc
Firmware ISO. The errata directories contain the errata firmware and a README file detailing the

installation steps.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Local Workstation: Insert the USB Flash Drive.

If starting with the Tekelec USB media, insert the SPP USB media into a USB port on the server.

2. Local Workstation: Access the iLO Web GUIL

Access the ProLiant Server iLO Web Login Page from an Internet Explorer ® session using the

following URL:

https://<ilo_lP>/

3. iLO Web GUI: Login to iLO as an "administrator" user.
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Integrated Lights-Out 2
HP Proliant

Login name:

Password:

Cloar

Username = <ilo_admin_user>
Password = <ilo_admin_password>

4. Determine which iLO steps to take

a) If you are upgrading a G6 (iLO 2) server, continue at the next step.
b) If you are upgrading a G7/Gen8 (iLO3/iLO4) server, continue at step 13.

5. iLO 2 Web GUI:
If using SPP USB media plugged into the server, skip to step 10
Select Virtual Media page.
Click the Virtual Media tab from the System Summary page.

a Integrated Lights-Out 2 -
HF Proliant i
PRSPl Rormote Console | Virtual Media | Power Management | Administration |
Status Summary
Server Name: hostname1272028151; Prolaant DL2BD G&
Serial Number / Prodoct ID:  USESI1NESH [ 4543259821
LPLEEN: 33343934- 393 2-5355-4535- J2IV4EIL5348
System ROM: PH2 03/27/2009; backup system ROM: 03/27/2009
System Health: @ ok
Internal Health LED: @ ok
Server Power: | Momeniary Press [T
D Ligh: e
il Last Used Remote Console: m Ramote Console
Latest IML Entry: POST Emor: 1770-Firmwarg Upgrade Required
Loy  Hame: ILOUSESZ1INSSH

6. iLO 2 Web GUI:
Open the Virtual Media Applet .
Click on the Virtual Media Applet link to launch the Virtual Media application
The iLO GUI should open to the Virtual Media page.
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[Tl virtual Media
Virtual Media

Virtual Media
[Virtual Media Applet )
TonneEct e foppy diskette, CO/DVD-ROM or USE
appear local to the server during system boot or w
You may alse connect virtual media from within th
GOther virtual media options exist for users that wa
Interface.

Virtual Media Status
Wirtual CD/DVD-ROM: Mot connected

Virtual Floppy /USE key: Not connected

7. iLO 2 Web GUI: Acknowledge Security Warning.
If a dialog similar to the one below is presented, click Yes to acknowledge the issue and proceed.

Warning - Security %
The web site's certificate cannot be verified. Do you
want bo contmnue?

Rame ILDLEESZINESH
Publishor:  BOUSESZINGSH

) Ehevarys trust contank From thes publisher |

—
(C=) =
| Tha cartificste et ba warfied by o rusted . Grily contires F

\!j‘ vwvw:;mﬂhv;m:m:. e Mors Brfpemation...

If other warning dialogs are presented you may also acknowledge them as well to proceed to the
Virtual Media applet.

8. iLO 2 VM Applet: Select the HP Support Pack for ProLiant ISO.
In the Virtual CD/DVD-ROM Panel, select the Local Image File option and click the Browse button.
Navigate to the HP Smart Update Firmware ISO file copied to the workstation in the Copy the ISO
images to the workstation procedure.

Wirtual Media: hosiname 1272038131

~ Virtual FlopmeU SEkey
7 Local Media Drive: Hone =| connact )
" Local Image File: I

I Force read-only actess

Virtual CODAVD-ROM
" Local Modia Driva: =] Conneat |

| [acalimage File] | |_Browse L
Setect o Jocal dib 110 t st Crate DiskImaga

Select ISO image file and click Open.
Image File Name: <local _HPSPP_image_path> (See Copy the ISO images to the workstation)
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Loskjre [ 3 WPSLIF

R =

_‘2] 1 7021411027

My Network.  Fills paener
Places
Fils of o

00, 010_e. 50 ke .l

[znanrcrvsman sz Bee = U Open

[AkFiea ) B Cancel

9. iLO 2 VM Applet: Create Virtual Drive Connection.
Click the Connect button to create a virtual DVD-ROM connection to the ISO image file.

 Wirtual FloppyU SBHey

I Force read-ondy Sceess

1 Virtuad COMOVD-ROM

‘Virtual Media: hostmame 12 72038151

~ Losal Madka Drive: Hone =| Connec o
1 Lotad Image File: | =5

Salect alscal dibve of Image

When created the LED Light icon should be green.

Lot Midka Dirivi: i|  Connedt E '
| Browss

% Lol Image File: | CtemgHPSLURET.2

Creale Désk Image

Wirtual Media: hostname 1272038151

f+ Local Modka Drive; Hene =  Connest E o
" Loeal Image File:

I Foree read-only actess

[~ Virtual COMDVD-ROM -

r [fore | [Disconnect) °
o [CitempPEURET22 Beoowse | .@
Sl i ool ol b o0 B
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At this point, DO NOT close the applet but rather go back to the browser window containing the

iLO Web GUL

10. iLO 2 Web GUI: Access the Remote Console Page.
At the ILO2 Web GUI, click on the Remote Console tab.
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grated Lights-Out 2

Bl T | virtual Media
Virtual Media

Virtual Media

Virtual Media Applet
Connect the floppy diskette, CO/DVD-ROM or USE key physical devices or images
appear local to the server dumng system boot or while the operating system is av

You may alse connect virtual media from withen the Integrated Remate Console.

Other virtual media options exist for users that want to script operations using Rl
Interface.

Virtual Media Status

Virtual CD/DVD-ROM: Connected, client source
Virtual Floppy /USB key: Mot connected

11. iLO 2 Web GUI: Launch the Remote Console Applet.
On the Remote Console page, click on the Remote Console link to launch the console applet.

(D Integrated Lights-Out 2

ST Remote Console

Remote Console Information

Information

Setungs Integrated Remote Console
Access the system KVM and contral Virtwal Power & Media fn

Integrated Remote Console Fullscreen
Re-size the Integrated Remote Console to the same dsplay ¢
deskbop.

[ Remete console |
SCrEss thesystem

| KVM from a Java applet-based console re

Remote Serial Console
Access a VT320 senal console from a Java applet-based con
the availability of a VM.

12.iLO 2 - Java Security Prompt: Acknowledge Security Warning

If a dialog similar to the one below is presented, click Yes to acknowledge the issue and proceed.

Then skip to step 16.

Warning - Security

The web site's certificate cannot be verified. Do you
want o contmuse?

Rame ILDLEESZINESH
Publishor:  BOUSEWINSSH

) ey trust conteck From ths pubisher |
(L=l =1
Q) e paly e S AL s e

If other warning dialogs are presented you may also acknowledge them as well to proceed to the
Java Integrated Remote Console applet.

13. iLO3/iLO4 Web GUI: Launch the Java Integrated Remote Console applet.
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On the menu to the left navigate to the Remote Console page. Click on the Java Integrated Remote
Console to open it.

Integrated Lights-Out 3

ProLiant BLG8Sc GT

=

Bl information Remote Console
Overview
System Infarmation Launch  [TTINN
iLO 3 Event Log
integrated Management Log Integrated Remote Console
Diagnostics Access the system KM and contral Virtual Power
Insight Agent

B R . Microsoft MET Framewerk 3.5. (avaiable through W

This machine reports to have the correct version of
B virtual Meaia

B Power Management
B Agministration

MET Version Detected
B BLcclass

Version Status
| 3.5.30729 ]

Note for Firefox users: Firefox also requires an Add
to find the latest version of the WMicrosoft HET Frame

Java Integrated Remote Console

Access the system KVM from a Java applel-based

14. iLO3/iLO4 - Java Security Prompt: Acknowledge Security Warning.
If a dialog similar to the one below is presented, click Yes to acknowledge the issue and proceed.

Warning - Security

The web site's certificate cannot be verified. Do you
want o contmuse?

Rame ILDLEESZINESH
Publishor:  BOUSESZINGSH

[ bsearys: tramst coritmnk from thes publisher |

(Ce=]) =]
) e atom bt TSR o .

If other warning dialogs are presented you may also acknowledge them as well to proceed to the
Java Integrated Remote Console applet.

15. iLO3/iLO4 - Remote Console: Create Virtual Drive Connection
If using SPP USB media plugged into the server, skip to step 17
Click on the Virtual Drives drop down menu. Go to CD/DVD then click on Virtual Image.
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ProLiant Server -
Power Switch BULUEINRGTEER Keyboard
FloppyJSB-Key »

Q
,l_j]ll,[].,_) Create Disk Image Wirtual Image

Kernel 2.6.18-194.32.1.¢e

1438681 login:

Navigate to the HP Support Pack for ProLiant ISO 1SO file copied to the workstation from the Copy
the ISO images to the workstation procedure.

Choose COMVED-ROM Image File 23]
Lock e | [ MPSUF R e
PO 722141 L02-Fws00. 3010 043530
by Fimeorrd
Drecuments
Dieshilog
My Documents
F‘_jg
My Computer
-
My Metwark il pirees [Franerveamo M0z 5 ) -m
Places — | g
Filns o hypec |anFies ) -] Concel |

Select the ISO image file and click Open.

16. iLO3/iLO4 - Remote Console: Verify Virtual Image connection.
At the bottom of the remote console window you should now see a green highlighted drive icon
and "VirtualM" written next to it.

L= viualm ¢ None

17. Remote Console: Reboot the server.
Once the remote console application opens to the login prompt, login to the server as admusr.

| ocal host | ogin: admnusr
Passwor d: <adnusr _passwor d>

Next, initiate server reboot by executing the following command:

$ sudo init 6
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Integrated Lights-Out 2 Remote consete . -

4 (Final)
4.11.1.el5prereld.2.8_78.51.8 on an 1686

18. Remote Console: Perform an unattended firmware upgrade.

The server will reboot into the HP Support Pack for ProLiant ISO ISO and present the following boot
prompt.

Press [Enter] to select the Automatic Firmware Update procedure.

Automatic Firmware Update Version 2812 .82.8
Interactive Firnware Update Version 2812.82.8

If no key is pressed in 30 seconds the system will automatically perform an Automatic Firmware
Update.

19. Remote Console: Analyze System.
The firmware install will perform a system scan of the server in which it will identify all of the
firmware components that are eligible for upgrade. This process may take up to 10 minutes and,
during that time, the following screen is displayed on the console.
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FPlease Wait...

Analyzing the sysztem for unattended installation,

This could take several minutes,,,

Note: No progress indication is displayed during the system scan and analysis stage. In about 10
minutes, the installation will automatically proceed to the next step.

20. Remote Console: Monitor Installation.
Once analysis is complete, the installer will begin to upgrade the eligible firmware components.
A progress indicator is displayed at this time, as shown below.

Step 3 of 3; install Updates
inskalkng: HP SAS EXP Card
& Updates Remaining: 5
Estimated Twne Rpmaring 9 Minted, 43 Secondi

| 1%

—

Note: If the iLO firmware is to be upgraded, it will be upgraded last. At this point the iLO2 session
will be terminated and you will lose the remote console, virtual media and Web GUI connections
to the server. This is expected and will not impact the firmware upgrade process.

21. Local Workstation: Clean up.
Once the firmware updates have been completed the server will automatically be rebooted.

¢ If you are upgrading a G6 (iLO 2) server; at this time you may close the remote console and
virtual media applet windows and the iLO2 Web GUI browser session.

¢ If you are upgrading a G7/Gen8 (iLO3/iLO4) server; closing the remote console window will
disconnect the Virtual Image and you can close the iLO3/iLO4 Web GUI browser session.

¢ If you are using SPP USB media plugged into the server you can now remove it.

22. Local Workstation: Verify server availability
Wait 3 to 5 minutes and verify the server has rebooted and is available by gaining access to the
login prompt.

23. Update Firmware Errata:
Refer to the ProLiant Server Firmware Errata section to determine if this HP Solutions Firmware
Update Pack contains additional firmware errata updates that should be applied to the server at
this time.

24. Remove the firmware Media:
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Remove the HP Smart Update Firmware DVD/USB media from the server drive, or USB port. Exit
from the remote console.

25. Repeat for all remaining RMSs:

Repeat this procedure for all remaining RMSs, if any.

4.1.3 Deploying Virtualized PM&C Overview

Deployment Procedure

Deploying a VM guest in the absence of a PM&C is a bit complicated. To facilitate this, the PM&C
media will include a guest archive and a script that will deploy the running PMAC into a state where
the Initialization process can begin.

Install TVOE 2.5 on the management server via the ILO
Create and configure the management bridge

Determine if NetBackup Feature is enabled for this system. If enabled, install appropriate NetBackup
client to the PM&C TVOE host.

Attach PM&C media to the TVOE (CDR, USB)
Mount the media

Use the <mount-point>/upgrade/pmac-deploy script to create the VM and configure the guest
on the first boot.

Navigate browser to the management IP address of the deployed PM&C.
Perform Initial Configuration.

What You Will Need -- Worksheet

Use the completed NAPD information to fill in the appropriate data in this Procedure's Reference
tables. The following are provided to aid with the data collection for the TVOE management server
and the PM&C Application hosted on the Management Server TVOE.

Determine if the network configuration of this management server is Non-Segregated or Segregated.

Determine the TVOE management server's required network interface, bond, and Ethernet device,
and route data.

Determine if the control network on the TVOE management server is to be tagged. If appropriate
fill in the <control VLAN ID> value in the table, otherwise the control network is not tagged.

Determine if the management network on the TVOE management Server is to be tagged. If
appropriate fill in the <management_VLAN_ID> value in the table, otherwise the management
network is not tagged.

Determine the bridge name to be used on the TVOE management server for the management
network. Fill in the <TVOE_Management_Bridge> value in the table.

Determine if the NetBackup feature is enabled

¢ Determine the NetBackup network on the TVOE management server is to be tagged. If
appropriate fill in the <NetBackup_VLAN_ID> value in the table, otherwise the NetBackup
network is not tagged.

* Determine the bridge name to be used on the TVOE management server for the NetBackup
network. Fill in the <TVOE_NetBackup_Bridge> value in the table.

909-2282-001 Revision A, November 2013 35



Software Installation Procedures

¢ Determine if the NetBackup network is to be configured with jumbo frames. If appropriate fill
in the <NetBackup_MTU_size> value in the table, otherwise the NetBackup network will use
the default MTU size.

o If the PM&C NetBackup feature is enabled, and the backup service will be routed, with a source
interface different than the management interface where the default route is applied, then define
the route during PM&C initialization as a host route to the NetBackup server.

¢ The PM&C initialization profiles have been designed to configure the PM&C's networks and
features. Profiles must identify interfaces. Existing profiles provided by PM&C use standard named
interfaces (control, management). No vlan tagging is expected on the PM&C's interfaces, all tagging
should be handled on the TVOE management server configuration.
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Network Interface DL360 (without | DL360 (with |DL380 DL380 (with [ DL380 (with
HP NC364T 4pt | HP NC364T HP 4pt HP 4pt
Gigabit ) 4pt Gigabitin Gigabit in | Gigabit in
PCI Slot 2) PCI Slot 1) | PCI Slot 3)
<ethernet_interface_1> | eth01 eth01 eth01 eth01 eth01
<ethernet_interface 2> | eth02 eth02 eth02 eth02 eth02
<ethernet_interface_3> eth21 eth03 eth03 eth03
<ethernet_interface_4> eth22 eth04 eth04 eth04
<ethernet_interface 5> eth23 ethll eth31
PM&C Interface Alias TVOE Bridge Name TVOE Bridge Interface
control control Fill in the appropriate value for
this site (default is bond0):
<TVOE_Control Bridge Interface>
management Fill in the appropriate value for | Fill in the appropriate value for
this site: this site:
<TVOE_Management_Bridge> | <IVOE Management Bridge Interface>
NetBackup Fill in the appropriate value for | Fill in the appropriate value for
this site: this site:
<TVOE_NetBackup_Bridge> <TVOE _NetBackup_Bridge Inferface>
Fill in the appropriate value for this site:
Variable Value Description
<control_VLAN_ID> For non-segregated networks,
the control network may have a
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Variable

Value

Description

VLAN id assigned. In most
cases, there is none.

<management_VLAN_ID>

For non-segregated networks,
the management network will
be on a tagged VLAN coming in
on bond0

<mgmtVLAN_gateway_address>

Gateway address used for
routing on the management
network.

<NetBackup_server_IP>

The IP address of the remote
NetBackup Server.

<NetBackup_VLAN_ID>

For non-segregated networks,
the NetBackup network will be
on a tagged VLAN coming in on
bond0

<NetBackup_gateway_address>

Gateway address used for
routing on the NetBackup
network.

<NetBackup_network_ip>

The Network IP for the
NetBackup network

<PMAC_NetBackup_netmask>

The IP netmask assigned to the
PM&C for participation in the
NetBackup network

<PMAC_NetBackup_ip_address>

The IP Address assigned to the
PM&C for participation in the
NetBackup network

<NetBackup_MTU_size>

If desired, the MTU size can be
set to tune the NetBackup
network traffic.

<management server mgmt ip address>

The TVOE Management Server's
IP address on the management
network.

<PMAC_mgmt_ip_address>

The PM&C Application's IP
address on the management
network.

<mgmt_netmask>

The IP netmask for the
management network.

<PMAC_control_ip_address>

The PM&C Application's IP
address on the control network.

<control_netmask>

The IP netmask for the control
network.
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Fill in the appropriate value for this site:

Network Bond Interface Enslaved Interface 1 Enslaved Interface 2

bond0

For Segregated Networks Only

bond1

bond2 Bonding used for abstraction
only, not multiple interfaces

4.1.4 TVOE Network Configuration

1. TVOE Management Server iLO: Login to the management server on the remote console

Login to iLo using application provided passwords via Appendix G How to Access a Server Console
using the iLO

Login to iLO in IE using password provided by application:

http://<managenent _server i LO i p>

Click in the Remote Console tab and launch the Integrated Remote Console on the server.

Click Yes if the Security Alert pops up.

2. TVOE Management Server: Verify the control network bond

Note: The output below is for illustrative purposes only. It shows the control bond configured.

$ sudo /usr/TKLC pl at/ bi n/ net Adm query --devi ce=<TVOE _Control _Bridge Interface>
Protocol : none
On Boot: yes
| P Address:
Net mask:
Bonded Mbde: active-backup
Ensl avi ng: <ethernet _interface_1> <ethernet_interface_2>

If the bond has been configured, skip to the next step.

Note: The output below is for illustrative purposes only. The site information for this system will
determine the network interfaces, (network devices, bonds, and bond enslaved devices), to configure.

Create control bond (<TVOE_Control_Bridge_Interface>).

$ sudo /usr/TKLC pl at/ bi n/ net Adm add --devi ce=<TVOE_Control Bridge_|nterface>
--onboot =yes --type=Bondi ng --node=active-backup --m i nmon=100
Interface <TVOE_Control _Bridge_lnterface> added

$ sudo /usr/TKLC pl at/ bi n/ net Adm set --devi ce=<et hernet _i nterface_1>

--type=Et hernet --master=<TVOE _Control Bridge_Interface> --slave=yes --onboot =yes
Interface <ethernet_interface_1> updated

$ sudo /usr/TKLC pl at/ bi n/ net Adm set --devi ce=<et hernet _i nterface_2>

--type=Et hernet --master-<TVOE Control Bridge_Interface> --slave=yes --onboot =yes
Interface <ethernet_interface_2> updated

3. TVOE Management Server: Verify the control network bridge
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Note: The output below is for illustrative purposes only. It shows the control bridge configured.

$ sudo /usr/ TKLC pl at/ bi n/ net Adm query --type=Bridge --nanme=contr ol
Bri dge Name: control
On Boot: yes
Protocol : dhcp

Persistent: yes

Prom scuous: no
Hwaddr: 00: 24: 81: f b: 29: 52
Mru:

Bridge Interface: bondO

If the bridge has been configured, skip to the next step.

Note: The output below is for illustrative purposes only. The site information for this system will
determine the network interfaces, (network devices, bonds, and bond enslaved devices), to configure.
Create control bridge (<TVOE_Control_Bridge>).

$ sudo /usr/ TKLC pl at/ bi n/ net Adm add --type=Bri dge --name=<TVOE_Control _Bridge>
- - boot pr ot o=dhcp --onboot =yes --bridgel nterfaces=<TVOE_Control _Bridge Interface>

4. TVOELO: Create tagged control interface and bridge (optional)

If you are using a tagged control network interface on this PMAC, then complete this step. Otherwise,
proceed to the next step now.

$ sudo /usr/TKLC pl at/ bi n/ net Adm set --type=Bridge --name=contr ol

- -del Bri dgel nt =bond0

I nterface bond0 updated

Bri dge control updated

$ sudo /usr/ TKLC pl at/ bi n/ net Adm add - - devi ce=<TVOE_Control _Bridge_I nterface>

- -onboot =yes

Interface <TVOE_Control Bridge_|nterface> created

$ sudo /usr/TKLC pl at/ bi n/ net Adm set --devi ce=<base_devi ce_hosti ng_control _networ k>
--onboot =yes

$ sudo /usr/ TKLC pl at/ bi n/ net Adm set --type=Bridge --nane=contr ol

--bridgelnterfaces=<TVOE_Control Bridge_Interface>

5. TVOE Management Server: Verify the tagged /non-segregated management network
Note: This step only applies if the management network is tagged (non-segregated).

Note: The output below is for illustrative purposes only. It shows the management bridge
configured on a non-segregated network setup.

$ sudo /usr/ TKLC pl at/ bi n/ net Adm query --devi ce=bond0. 2

Prot ocol : none
On Boot: yes
| P Address:
Net mask:

Bridge: Menber of bridge managenent

If the device has been configured, skip to the next step.

Note: The output below is for illustrative purposes only. The site information for this system will
determine the network interfaces, (network devices, bonds, and bond enslaved devices), to configure.

Note: The example below illustrates a PM&C management server configuration in a Non-Segregated
network, an un-tagged control network, and a tagged management network.
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For this example created tagged device for management device.

$ sudo /usr/TKLC/ pl at/ bi n/ net Adm add - - devi ce=<TVOE_Managenent _Bri dge_I nterface>
--onboot =yes

I nterface <TVCOE_Managenent Bridge_| nterface> added

6. TVOE Management Server: Verify the untagged /segregated management network

Note: This step only applies if the management network is untagged (segregated).

Note: The output below is for illustrative purposes only. It shows the management bond configured
on a segregated network setup.

$ sudo /usr/ TKLC pl at/ bi n/ net Adm query --devi ce=<TVOE_Managenent _Bri dge_| nterface>

Prot ocol : none

On Boot: yes
| P Address:

Net mask:

Bonded Mbde: active-backup
Ensl avi ng: <ethernet_interface_3> <ethernet_interface_4>

If the bond has been configured, skip to the next step.

Note: The output below is for illustrative purposes only. The site information for this system will
determine the network interfaces, (network devices, bonds, and bond enslaved devices), to configure.

$ sudo /usr/ TKLC/ pl at/ bi n/ net Adm add - - devi ce=<TVOE_Managenent _Bri dge_I nterface>
--onboot =yes --type=Bondi ng --nobde=acti ve-backup --m i mon=100

I nterface <TVCE_Managenent Bridge_ | nterface> added

$ sudo /usr/TKLC pl at/ bi n/ net Adm set --devi ce=<et hernet _i nterface_3>

--type=Et hernet --naster=<TVOE_Managenent _Bridge_Interface> --sl ave=yes

- -onboot =yes

Interface <ethernet _interface_ 3> updated
$ sudo /usr/TKLC pl at/ bi n/ net Adm set --devi ce=<et hernet _i nterface_4>
--type=Et hernet --naster=<TVOE_Managemnent _Bridge_Interface> --slave=yes

- -onboot =yes

Interface <ethernet _interface_ 4> updated

7. TVOE Management Server: Verify the management bridge

Note: The output below is for illustrative purposes only. It shows the management bridge
configured on a non-segregated network setup.

$ sudo /usr/ TKLC pl at/ bi n/ net Adm query --type=Bridge --nane=managenent

Bri dge Name: nmnagenent
On Boot: yes
Pr ot ocol : none
| P Address: 10.240. 4. 86
Net mask: 255.255. 255.0
Prom scuous: no
Hwaddr: 00: 24: 81:fb: 29: 52

MT U

Bri dge I nt e.rface: bond0. 2

If the bridge has been configured, skip to the next step.

Note: The output below is for illustrative purposes only. The site information for this system will
determine the network interfaces, (network devices, bonds, and bond enslaved devices), to configure.
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For this example created tagged device for management bridge.

$ sudo /usr/TKLC pl at/ bi n/ net Adm add - -t ype=Bri dge --nane=<TVOE_Managenent _Bri dge>
- - addr ess=<managenent _server _ngnt VLAN_| P> - - net mask=<ngnt VLAN _net nask>
--onboot =yes --bridgel nterfaces=<TVOE_Managenent _Bri dge_I nterface>

8. TVOE Management Server: Verify the NetBackup network (if needed)
If the NetBackup feature is not needed, skip to the next step.

Note: The output below is for illustrative purposes only. It shows the NetBackup bridge is
configured.

$ sudo /usr/ TKLC pl at/ bi n/ net Adm query --type=Bri dge --nane=net backup
Bri dge Nanme: netbackup
On Boot: yes
Prot ocol : none
| P Address: 10.240.6.2
Net mask: 255.255.255.0
Prom scuous: no
Hwaddr: 00: 24: 81: f b: 29: 58
MU
Bridge Interface: bond2

If the bridge has been configured, skip to the next step.

Note: The output below is for illustrative purposes only. The site information for this system will
determine the network interfaces, (network devices, bonds, and bond enslaved devices), to configure.

Note: The example below illustrates a TVOE management server configuration with the NetBackup
feature enabled. The NetBackup network is configured with a non-default MTU size.

Note: The MTU size must be consistent between a network bridge, device, or bond, and associated
VLANE.

Select only one of the following configurations:

* Option 1: Create NetBackup bridge using a bond containing an untagged interface.

$ sudo /usr/ TKLC pl at/ bi n/ net Adm add - - devi ce=<TVOE_Net Backup_Bri dge_| nt er f ace>

--onboot =yes --type=Bondi ng --node=acti ve-backup --minmon=100

- - MTU=<Net Backup_MIU_si ze>

I nterface <TVOE_Net Backup_Bri dge_I nterface> added

$ sudo /usr/TKLC pl at/ bi n/ net Adm set --devi ce=<et hernet _i nterface_5>

--type=Et hernet --master=<TVOE_Net Backup_Bri dge_I nterface> --sl ave=yes --onboot =yes
- - MTU=<Net Backup_MrU_si ze>

Interface <ethernet_interface_ 5> updated

$ sudo /usr/ TKLC pl at/ bi n/ net Adm add - -type=Bri dge --name=<TVOE_Net Backup_Bri dge>
- - boot pr ot o=none --onboot =yes -- MIU=<Net Backup_MTU_si ze>

--bridgel nt erf aces=<TVCE_Net Backup_Bri dge_I nterface> --address=<TVCE_Net Backup_| P>
- - net mask=<TVOE_Net Backup_Net mask>

* Option 2: Create NetBackup bridge using an untagged native interface.

$ sudo /usr/TKLC pl at/ bi n/ net Adm add - -t ype=Bri dge --name=<TVCOE_Net Backup_Bri dge>
- - boot pr ot o=none --onboot =yes -- MIU=<Net Backup_MTU_si ze>

--bridgel nterfaces=<Ethernet _interface_5> --address=<TVOE_Net Backup_| P>

- - net mask=<TVOE_Net Backup_Net mask>
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* Option 3: Create NetBackup bridge using a tagged device.

$ sudo /usr/ TKLC pl at/ bi n/ net Adm add - - devi ce=<TVOE_Net Backup_Bri dge_I nt er f ace>

- -onboot =yes

I nterface <TVOE_Net Backup_Bridge_Interface> added

$ sudo /usr/TKLC pl at/ bi n/ net Adm add - -type=Bri dge --name=<TVCE_Net Backup_Bri dge>
- -onboot =yes -- MI'U=<Net Backup_MrU_si ze>

--bridgel nt erf aces=<TVOE_Net Backup_Bri dge_I nterface> - -address=<TVCE_Net Backup_| P>
- - net mask=<TVOE_Net Backup_Net mask>

9. TVOE Management Server: Setup syscheck

syscheck must be configured to monitor bond interfaces. Replace "bondedlI nt er f aces" with
"bond0" or "bond0, bond1" if segregated networks are used:

$ sudo /usr/TKLC pl at/ bi n/ syscheckAdm net i pbond --set --var=DEVI CES
- -val =<bondedI nt er f aces>

$ sudo /usr/TKLC/ pl at/ bi n/ syscheckAdm net i pbond —enabl e

$ sudo /usr/TKLC/ pl at/bi n/ syscheck -v net ipbond

Note: The following is an example of the setup of syscheck with a single bond, bond0:

$ sudo /usr/ TKLC pl at/ bi n/ syscheckAdm net i pbond --set --var=DEVI CES - -val =bond0
$ sudo /usr/TKLC/ pl at/ bi n/ syscheckAdm net ipbond -enabl e
$ sudo /usr/TKLC pl at/ bi n/ syscheck -v net ipbond

Note: The following is an example of the setup of syscheck with multiple bonds, bond0 and bond1:

$ sudo /usr/TKLC/ pl at/bi n/ syscheckAdm net ipbond --set --var=DEVI CES
--val =bond0, bond1

$ sudo /usr/TKLC pl at/ bi n/ syscheckAdm net i pbond -enabl e

$ sudo /usr/TKLC pl at/ bi n/ syscheck -v net ipbond

10. TVOE Management Server: Verify the default route

Note: The output below is for illustrative purposes only. It shows the default route on the
management bridge is configured.

$ sudo /usr/TKLC/ pl at/bi n/ net Adm query --route=default --device=managenent
Routes for TABLE: mai n and DEVI CE: nmanagenent
* NETWORK: defaul t

GATEWAY: 10.240.4.1

If the route has been configured, skip to the next step.

Note: The output below is for illustrative purposes only. The site information for this system will
determine the network interfaces, (network devices, bonds, and bond enslaved devices), to configure.

For this example add default route on management network.

$ sudo /usr/TKLC pl at/ bi n/ net Adm add - -rout e=def aul t
- -devi ce=<TVOE_Managenent _Bri dge> - - gat eway=<ngnt _gat eway_addr ess>
Rout e to <TVOE_Managenent Bri dge> added

11. TVOE Management Server: Verify the NetBackup route (optional)

If the NetBackup network is a unique network for NetBackup data, verify the existence of the
appropriate NetBackup route.
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Note: The output below is for illustrative purposes only. It shows the route on the NetBackup
bridge is configured.

If the NetBackup route is to be a network route, then:

$ sudo /usr/ TKLC pl at/ bi n/ net Adm query --route=net --devi ce=<TVCE_Net Backup_Bri dge>
Routes for TABLE: main and DEVI CE: netbackup

* NETWORK: net

GATEWAY: 169. 254. 253. 1

If the NetBackup route is to be a host route then:

$ sudo /usr/TKLC pl at/ bi n/ net Adm query --rout e=host
- - devi ce=<TVOE_Net Backup_Bri dge>

Routes for TABLE: main and DEVI CE: net backup

* NETWORK: host

GATEVAY: 169. 254. 253.1

If the route has been configured, skip to the next step.

Note: The output below is for illustrative purposes only. The site information for this system will
determine the network interfaces (network devices, bonds, and bond enslaved devices) to configure.

For this example add network route on management network.

$ sudo /usr/TKLC pl at/ bi n/ net Adm add - - r out e=net --devi ce=<TVOE_Managenent _Bri dge>
- - gat eway=<Net Backup_gat eway_addr ess> - - addr ess=<Net Backup_net wor k_| P>

- - net mask=<TVOE_Net Backup_Net mask>

Rout e to <TVOE_Net Backup_Bri dge> added

For this example add host route on management network.

Note: For the configuration of a host route, the <TVOE_NetBackup_Netmask> will be set to
"255.255.255.255".

$ sudo /usr/ TKLC pl at/ bi n/ net Adm add - -rout e=host --devi ce=<TVCE_Managenent _Bri dge>
- - gat eway=<Net Backup_Server _| P> --address=<Net Backup_Server _| P>

- - net mask=<TVOE_Net Backup_Net mask>

Route to <TVCE_Net Backup_Bri dge> added

12. TVOE Management Server: Set hostname

$ sudo /bin/su - platcfg

Navigate to Server Configuration > Hostname and set the hostname.
Set TVOE Management Server hostname

Press OK.

Navigate out of Hostname

=N

13. TVOE Management Server: set time zone and/or hardware clock

1. Navigate to Server Configuration > Time Zone.
Select Edit.

Set the time zone and/or hardware clock.

Press OK.

Navigate out of Server Configuration

Gl DN
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14. This step will configure NTP servers for a server based on TPD.
1. Server: Login as platcfg

Login as platcfg user on the server. The platcfg main menu will be shown.

2. Server: Navigate to Time Servers configuration page. Select the following menu options
sequentially: Network Configuration > NTP. The 'Time Servers' page will now be shown,
which shows the configured NTP servers and peers.

3. Server: Update NTP Information
Select Edit. The Edit Time Servers Menu is displayed.
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Edit an existing NIF Server
Delate an exiating NIP Seswer E
Exit

4. Server: Edit NTP Information

Software Installation Procedures

Select the appropriate Edit Time Servers Menu option. When all Time Server actions are
complete exit the Edit Time Servers Menu.

a. Adding an NTP Server

a. Server: If adding a new NTP server select Add a New NTP Server.

The Add an NTP Server window is displayed.

Rdd an NTP Jesves

Address:
Boatname (opmional):
Cpriora:

b. Server: Enter Appropriate data, and select OK
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The NTP server is added. The Edit Time Servers Menu is displayed.
Note: The default NTP option is iburst. Additional NTP options are listed in the ntp.conf
man page, some of the valid options are: burst, preferred, minpoll, and maxpoll.
b. Editing an NTP Server
a. Server: If editing an existing NTP server select Edit an existing NTP Server.

The NTP Server to edit Menu window is displayed.

HIF server to edit Mena

ntpserver?
ntpserverd §

10.240.4.1 §
Exic

b. Server: Select appropriate NTP server.

The Edit an NTP Server window is displayed.
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Edit an NTP Sesves

Address:
Boatname (opmional):
Cpriora:

c. Deleting an existing NTP Server
a. Server: If deleting an existing NTP server, select Delete an existing NTP Server.

The NTP server to delete Menu is displayed.

NIF server to deleve Memn

ntpserverd
ntpsexverd §

10.240.4.1 §
Exic

b. Server: Select appropriate NTP server.
The NTP server is deleted. The Edit Time Servers Menu is displayed.
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5. Server: Restart the NTP server
6. Server: Exit platcfg.

Select Exit on each menu until platcfg has been exited.

15. This step will add an SNMP trap destination to a server based on TPD. All alarm information will
then be sent to the NMS located at the destination.

1. Server: Login as platcfg user on the server. The platcfg main menu will be shown.
2. Server: Navigate to NMS server configuration page.

Select the following menu options sequentially: Network Configuration > SNMP
Configuration > NMS Configuration. The NMS Servers' page will be shown, which displays
all configured NMS servers for the server.

r|! london : root & & &
File Edit View Bookmarks Settings Help

3 - 2011 Tekelec, Inc. [l LT

] >

< >

3. Server: Add the SNMP trap destination.

Select Edit and then choose Add a New NMS Server. The 'Add an NMS Server' page will be
displayed.
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r|E_.| london : root o ) 2%
File Edit View Bookmarks Settings Help

] >

Add an NMS Server

Hostname or IF: 1N
B

Port:

sumP community String: [N

< >l

Use arrow keys to move between options | <Enter> selects

Complete the form by entering in all information about the SNMP trap destination. Select OK
to finalize the configuration.

The 'NMS Server Action Menu' will now be displayed. Select Exit. The following dialogue will
then be presented.
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File Edit View Bookmarks Settings Help
03 - 2011 Tekelec

1>

Modified an NMS entry in snmp.cfg file:

Do you want to restart the Alarm Routing Service?

Use arrow keys to move between options | <Enter> selects

< 2|

Select Yes and then wait a few seconds while the Alarm Routing Service is restarted. At that
time the SNMP Configuration Menu will be presented.

4. Select Exit on each menu until platcfg has been exited.

16. If NetBackup is configured in this system, this step will setup and install NetBackup Client on a
TVOE host.

Note: Once the NetBackup Client is installed on TVOE, the NetBackup Master should be configured
to backup the following files from the TVOE host:

e /var/ TKLC/ bkp/*.iso

1. TVOE Server: Login as the admusr user
2. TVOE Server: Open firewall ports for NetBackup using the following commands:

$ sudo I n -s /usr/TKLC/ pl at/ shar e/ net backup/ 60net backup. i pt
[usr/ TKLC/ pl at/ et c/i ptabl es/
$ sudo /usr/TKLC/ pl at/bin/iptabl esAdm reconfig

3. TVOE Server: Enable platcfg to show the NetBackup Menu Items by executing the following
commands:

$ sudo pl at cf gadm --show NBConfi g
$ sudo pl at cf gadm - - show NBI ni t

$ sudo pl at cf gadm - - show NBDel ni t
$ sudo pl at cf gadm --show NBI nstal |
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$ sudo pl atcfgadm --show NBVeri f yEnv
$ sudo pl atcfgadm --show NBVerify

4. Use the vgguests volume group in the following steps to create an LV and filesystem for the
NetBackup client software.

a. Server: Login as the admusr user.
b. Server: Create a storageMgr configuration file that defines the LV to be created.

$ sudo echo "lv --nountpoint=/usr/openv --size=2G --nanme=net backup_I v --vg=$VG'
> /tnp/nb.lvm

The above example uses the $VG as the volume group. Replace $VG with the desired volume
group as specified by the application group.
c. Server: Create the LV and filesystem by using storageMgr.

$ sudo /usr/TKLC pl at/sbin/storageMyr /tnp/nb.lvm

This will create the LV, format it with a filesystem, and mount it under /usr/openv/. Example
output is shown below:

Called with options: /tnp/nb.lvm

VG vgguests al ready exi sts.

Creating |v netbackup_|v.

Vol ume net backup_lv will be created.
Success: Vol une net backup_| v was creat ed.
Creating filesystem this may take a while.
Updating fstab for |v netbackup_l|v.
Configuring existing |Iv netbackup_|v.

The LV for NetBackup has been created!

5. NetBackup is a utility that allows for management of backups and recovery of remote systems.
The NetBackup suite is for the purpose of supporting Disaster Recovery at the customer site.
This procedure provides instructions for installing or upgrading the Netbackup client software
on an application server.

See B.3 Create NetBackup Client Config File for more information.

Disclaimer: Failure to install the NetBackup Client properly (i.e. by neglecting to execute this
procedure) may result in the NetBackup Client being deleted during a Tekelec software
upgrade.

1. Choose NetBackup Client Install Path: There are two different ways to install NetBackup
Client. The following is a guide to which method to use:

* See B.1 Netbackup Client Install/Upgrade with nbAutolnstall for more information.
* See B.2 NetBackup Client Install/Upgrade with platcfg for more information.

Chosen Procedure:

¢ Execute the procedure chosen in Step 1

* Application Console: Use platform configuration utility (platcfg) to modify hosts file
with NetBackup server alias.
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Note: If NetBackup Client has successfully been installed then you can find the NetBackup
server's hostname in the "/usr/openv/netbackup /bp.conf" file. It will be identified by
the "SERVER" configuration parameter as is shown in the following output:

List NetBackup servers hostname:

$ sudo cat /usr/openv/ net backup/ bp. conf
SERVER = nb70server
CLI ENT_NAME = pnacDev8

Note: : In the case of nbAutolnstall NetBackup Client may not yet be installed. For this
situation the "/usr/openv/netbackup/bp.conf" cannot be used to find the NetBackup
server alias.

Use platform configuration utility (platcfg) to update application hosts file with NetBackup
Server alias.

$ sudo su — platcfg

Navigate to Network Configuration > Modify Hosts File

| configure Hosts |

Address Aliases

127.0.0.1 localhost pmacDev8 smacweb

t:l localhosté, localdomainé localhoste
192,168.1.101 server ppp0

192 .168.1.102 client ppp0

192.168.1.103 server_pppl

192.168.1.104 client_pppl

192.168.176.1 ntpaercverl

192.168.176.45 nb70sercver

Select Edit, the Host Action Menu will be displayed.

909-2282-001 Revision A, November 2013 52



Software Installation Procedures

Host Action Menu

Delete Host I
Add Alias

Edit Alias
Delate Alia=
Exic

Select "Add Host", and enter the appropriate data

IF Address:
Initial Alias:

Select "OK", confirm the host alias add, and exit Platform Configuration Utility

¢ Application Console: Create a link for the application provided NetBackup client notify
scripts to path on application server where NetBackup expects to find them.

Note: Link notify scripts from appropriate path on application server for given application.

$ sudo nkdir -p /usr/openv/netbackup/bin/
$ sudo I n -s <path>/bpstart_notify /usr/openv/netbackup/bin/bpstart_notify
$ sudo In -s <path>/bpend_notify /usr/openv/netbackup/bin/bpend_notify

* Application Console: Netbackup client software installation complete; if applicable return
to calling procedure.

6. TVOE Server: Create softlinks for TVOE specific NetBackup notify scripts.
$ sudo In -s /usr/ TKLC/ pl at/sbi n/bpstart_notify

[ usr/ openv/ net backup/ bi n/ bpstart_notify
$ sudo I n -s /usr/ TKLC pl at / sbi n/ bpend_noti fy /usr/openv/ net backup/ bi n/ bpend_notify
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17. TVOE Management Server: Verify server health

$ sudo /usr/TKLC pl at/ bi n/ al armMgr - - al ar n5t at us
This command should return no output on a healthy system. If any alarms are reported, contact
Customer Care Center.
18. TVOE Management Server: Ensure time set correctly.

a) Set time based on NTP Server

$ sudo /sbin/service ntpd stop
$ sudo /usr/sbin/ntpdate ntpserverl
$ sudo /shin/service ntpd start

b) Reboot the server

$ sudo /sbin/init 6

19. This step will backup system files which can be used at a later time to restore a failed system.
Note: The backup image is to be stored on a customer provided medium.

1. TVOE Host: Login as platcfg user. Select the following menu options sequentially:
Maintenance > Backup and Restore > Backup Platform (CD/DVD). The 'Backup TekServer

Menu' page will now be shown.

|!| = london : root s s
File Edit View Bookmarks Settings Help

Backup TekServer Menu

View le of Contents
Select Backup Device (/dev/hda)
Select Backup Media (CD-R)
Build ISO file only

Test Backup

Backup

Exit

Use arrow keys to move between options | <Enter> selects | <F12> Hain Henu

G

Note: If this operation is attempted on a system without a CD-ROM drive, the following message
will appear:
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4fi Proliant - Server: hostname1345214838 | iLO: ILOUSE21628HE labs.nc.tekelec.com nctekelec.com ssztekelec.com tekelec... | = | =] X

Power Switch  Virtual Drives  Keyboard Help
Platform Configuration Utility 3.85 (C) 2883 - 2812 Tekelec, Inc.
Hostname: hostnamel345214838

] Error Message |

No disk device available. This is normal
on systems without a cdrom device.

Error Code: warning

<{F12> Main Menu
720 x 400 | u [»]=] & RC4 Q08

2. TVOE Host: Build the backup ISO image. Select Build ISO file only. The following screen will
display:

Note: Creating the ISO image may happen so quickly that this screen may only appear for an
instant.

909-2282-001 Revision A, November 2013 55



Software Installation Procedures

— SR
!|!| = london : root w .).‘.'

| File Edit View Bookmarks Settings Help

>

| System Busy |

Creating ISO Image... This may take a while.

Please walt. ..

Use arrow keys to move between options | <Enter> selects | <F12> Hain Henu

Le>(

ke

After the ISO is created, platcfg will return to the Backup TekServer Menu as shown in step 2.
The ISO has now been created and is located in the / var / TKLC/ bkp/ directory. An example
filename of a backup file that was created is: "hostname1307466752-plat-app-201104171705.is0"

3. TVOE Host: Exit platcfg

Select Exit on each menu until platcfg has been exited. The SSH connection to the TVOE server
will be terminated.

4. Customer Server: Login to the customer server and copy backup image to the customer server
where it can be safely stored. If the customer system is a Linux system, execute the following
command to copy the backup image to the customer system.

# scp tvoexfer @TVCOE | P Address>: backup/* /path/to/destination/

When prompted, enter the tvoexfer user password and press Enter.

An example of the output looks like:

# scp tvoexfer @TVCE | P Address>: backup/* /path/to/destination/

t voexfer @O0. 24. 34. 73' s passwor d:
host nane1301859532- pl at - app-301104171705. i so 100% 134MB 26. 9MB/ s 00: 05

If the Customer System is a Windows system refer to Appendix E Using WinSCP Using WinSCP
to copy the backup image to the customer system.

The TVOE backup file has now been successfully placed on the Customer System.
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4.2 Install PM&C

4.2.1 Deploy PM&C Guest

The pmac- depl oy script is responsible for deploying a PM&C guest in the absence of a PM&C to
create the guest and install the OS and application. This is all done a build-time and the system disk
image is kept on the PM&C media, along with this script. Once the PM&C media is mounted, the
pmac- depl oy script can be found in the upgrade directory of the media.

1. TVOE Management Server iLO: Login to the management server on the remote console
Login to iLo using application provided passwords via Appendix G How to Access a Server Console
using the iLO

http:// <managenent _server i LO i p>

Click in the Remote Console tab and launch the Integrated Remote Console on the server.

Click Yes if the Security Alert pops up.

2. TVOE Management Server: Mount the PM&C media to the TVOE Management server.

For a sample of mounting a DVD media:

$ sudo /usr/ TKLC pl at/ bi n/ get COROM DV- W28E- RW sr0 /dev/sr0 $ sudo /bin/mount -t
i s09660 /dev/sr0 /mmt/upgrade/

For a sample of mounting a USB media

$ sudo /bin/ls /medial*/*.iso

/ medi a/ usb/ 872-2441-104-5. 0. 0_50. 8. 0- PMAC- x86_64.i so

$ sudo /bin/munt -0 | oop / media/usb/872-2441-104-5.0.0_50. 8. 0- PMAC- x86_64. i so
[/ mt / upgr ade

3. TVOE Management Server: Validate the PM&C media.

Execute the self-validating media script:

$ cd /mt/upgrade/ upgr ade
$ sudo .validate/validate_cd
Val idating cdrom..

UWT Validate Utility v2.2.2, (c)Tekel ec, June 2012
Val i dati ng <device or |SC>

Dat e&Ti ne: 2012-10-25 10: 07: 01

Vol une I D tklc_872-2441-106_Rev_A 50.11.0

Part Nunber: 872-2441-106_Rev_A

Version: 50.11.0

Di sc Label : PMAC

Di sc description: PMAC

The nmedia validation is conplete, the result is: PASS

CDROM is Valid

If the media validation fails, the media is not valid and should not be used.
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4. TVOE Management Server: Using the pmac-deploy script, deploy the PM&C instance using the
configuration detailed by the completed NAPD.

For this example, deploy a PM&C without NetBackup feature

$ cd / mt/ upgr ade/ upgr ade

$ sudo ./ pmac-depl oy --guest =<PMAC_Nane> - - host nane=<PMAC_Nane>

--control Bri dge=<TVOE_Control Bridge> --control | P=<PMAC Control _i p_address>
--control NM=<PMAC Control netmask> --nmanagenent Bri dge=<PMAC Managenent Bri dge>
- - managenent | P=<PMAC_Managenent _i p_addr ess>

- - managenment NM=<PMAC_Managenent _net mask>

- - rout eGM<PVAC_Managenent _gat eway_addr ess>

--nt pserver =<TVCE_Managenent _server _i p_address>

For this example, deploy a PM&C with the NetBackup feature. Deploying a PM&C with the
NetBackup feature requires the "--netbackupVol" option, which creates a separate NetBackup
logical volume on the TVOE host of PM&C. If the NetBackup feature's source interface is different
than the management interface include the "--bridge" and the "--nic" as in the example below.

$ cd / mt/ upgr ade/ upgr ade

$ sudo ./ pmac-depl oy --guest =<PMAC_Nane> - - host nane=<PMAC_Nane>

--control Bri dge=<TVOE_Control Bridge> --control | P=<PMAC Control _i p_address>
--control NM=<PMAC Control netmask> --nmanagenent Bri dge=<PMAC Managenent Bri dge>
- - managenent | P=<PMAC_Managenent _i p_addr ess>

- - managenment NM=<PMAC_Managenent _net mask>

- - rout eGM<PVAC_Managenent _gat eway_addr ess>

--nt pserver =<TVCE_Managenent _server _i p_address>

- - net backupVol

- - bri dge=<TVOE_Net Backup_Bri dge>

- - ni c=net backup

$ cd / mt/upgrade/ upgrade

$ sudo ./prac-depl oy --guest=<PMAC Nane> - - host nane=<PMAC_Nane>

--control Bri dge=<TVOE_Control _Bri dge> --control | P=<PMAC_Control _i p_address>
--control NM=<PMAC Cont rol _net mask> - - nmanagenent Bri dge=<PMAC_Managenent _Bri dge>
- - managenent | P=<PMAC Managenent _i p_addr ess>

- - managenment NM=<PMAC_Managenent _net mask>

- - rout eGM<PVAC_Managenent _gat eway_addr ess>

- - nt pserver =<TVCE_Managenent _server _i p_address> --i soi magesVol Si zeG=20

Note: If a mistake in the pmac-deploy is identified during this step the operator under the
advisement of customer service can remove the guest with the following command:

$ sudo /usr/TKLC pl at/ bi n/ guest Mgr - -renove <PMAC Nane>

5. The PM&C will deploy and boot. The management and control network will come up based on
the settings that were provided to the pmac-deploy script.

6. TVOE Management Server: Unmount the media and remove.

$ cd /
$ sudo /bi n/unmount /mt/upgrade

7. TVOE Management Server: Remove the PM&C Media
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4.2.2 Setup PM&C

The steps in this section configure the PM&C application guest environment on the Management
Server TVOE host. It also initializes the PM&C application. At the conclusion of this section, the PM&C
application environment is sufficiently configured to allow configuration of system network assets
associated with the Management Server.

1. TVOE Management Server iLO: Login to the management server on the remote console

Login to iLo using application provided passwords via Appendix G How to Access a Server Console
using the iLO

http://<managenent _server i LO i p>

Click in the Remote Console tab and launch the Integrated Remote Console on the server.

Click Yes if the Security Alert pops up.

2. Login with PM&C admusr credentials

Note: Ona TVOE host, If you launch the virsh console, i.e.,"$ sudo /usr/ bi n/virsh consol e
X" or from the virsh utility "virsh # consol e X' command and you get garbage characters or
output is not quite right, then more than likely there is a stuck "virsh console" command already
being run on the TVOE host. Exit out of the "virsh console", then run "ps -ef | grep virsh",
then kill the existing process "ki | | -9 <Pl D>". Then execute the "virsh console X" command.
Your console session should now run as expected.

Login using vi r sh, and wait until you see the login prompt. If a login prompt does not appear
after the guest is finished booting, press ENTER to make one appear:

$ sudo /usr/bin/virsh
virsh # |ist

4 pmacUl7- 1 runni ng

virsh # consol e pmacUl7-1

[ Qut put Renoved]
HAHBHIHH B HH R BH I HARHH

1371236760: Upstart Job readahead-col |l ector: stopping
1371236767: Upstart Job readahead-col |l ector: stopped
HHHHHHHHH

Cent CS rel ease 6.4 (Final)
Kernel 2.6.32-358.6.1.el6prerel6.5.0_82.16.0.x86_64 on an x86_64

pmacUl7-1 | ogi n:

3. TVOE Management Server iLO: Login with PM&C admusr credentials
Login to the TVOE as admusr using Appendix G How to Access a Server Console using the iLO
Login to iLO in IE using password provided by application:

http://<managenent _server _i LO i p>
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Click in the Remote Console tab and launch the Integrated Remote Console on the server.

Click Yes if the Security Al ert pops up.

4. TVOE Management Server iLO: Login with PM&C admusr credentials

Note: On a TVOE host, If you launch the virsh console, i.e., "$ sudo / usr/ bi n/ virsh consol e
X" or from the virsh utility "virsh # consol e X' command and you get garbage characters or
output is not quite right, then more than likely there is a stuck "virsh console" command already
being run on the TVOE host. Exit out of the "virsh console", then run "ps -ef | grep virsh",
then kill the existing process "ki | | -9 <Pl D>". Then execute the "virsh console X" command.
Your console session should now run as expected.

Login to PM&C console using virsh, and wait until you see the login prompt:
$ sudo /usr/bin/virsh

virsh # |ist
Id Nane State

4 pmacUl7- 1 runni ng
virsh # consol e pmacUl7-1
[ Qut put Renoved]

pmacUl7-1 | ogi n:

5. Verify the PM&C configured correctly on first boot.
Run the following command (there should be no output):

$ sudo /bin/ls /usr/ TKLC pl at/ et c/ depl oynent . d/
$

6. Determine the TimeZone to be used for the PM&C

Note: Valid time zones can be found on the server in the directory "/usr/share/zoneinfo". Only
the time zones within the sub-directories (i.e. America, Africa, Pacific, Mexico, etc.....) are valid
with platcfg.

7. Set the TimeZone
Run:

$ sudo /usr/TKLC smac/ bi n/ set _pmac_tz. pl <tinezone>
For Example:

$ sudo set_pnac_tz.pl Anerica/ New_YorKk

8. Verify the TimeZone has been updated
Run:

$ sudo /bin/date
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9. This step will add an SNMP trap destination to a server based on TPD. All alarm information will
then be sent to the NMS located at the destination.

1. Server: Login as platcfg user. Login as platcfg user on the server. The platcfg main menu will
be shown.

2. Server: Navigate to NMS server configuration page. Select the following menu options
sequentially: Network Configuration > SNMP Configuration > NMS Configuration. The
'NMS Servers' page will be shown, which displays all configured NMS servers for the server.

r|! london : root & & &
File Edit View Bookmarks Settings Help
£ A ~ ek 3114wy l"'l-_']. e Clp‘tions :
A~
W

3. Server: Add the SNMP trap destination. Select Edit and then choose Add a New NMS Server.
The 'Add an NMS Server' page will be displayed.
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rIE_'I londan : root R
File Edit View Bookmarks Settings Help

04 (C) 3 - 2011 Tekelec, Inc.

] >

Add an NMS Server

Hostname or IF: 1N
B

Port:

sumP community String: [N

Use arrow keys to move between options | <Enter> selects

< >l

%

Complete the form as follows: for "Hostname or IP" enter the Customer NMS server. For port,
enter "162", for SNMP Community String, enter the customer defined string (if no customer
defined string is provided, use "Tekelec"). Select OK to finalize the configuration. Repeat this
to add the DSR SOAM VIP as an additional traps destination (for "Hostname or IP": use "DSR
SOAM VIP", for port use "162" and for SNMP Community String "Tekelec"). Press OK again.

The 'NMS Server Action Menu' will now be displayed. Select Exit. The following dialogue will
then be presented.
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-
~
Modified an NMS entry in snmp.cfg file:
Do you want to restart the Alarm Routing Service?
Use arrow keys to move between options | <Enter> selects i
W

Select Yes and then wait a few seconds while the Alarm Routing Service is restarted. At that
time the SNMP Configuration Menu will be presented.

4. Server: Exit platcfg. Select Exit on each menu until platcfg has been exited.

10. Gather and prepare configuration files that must be resident on the PM&C. These might be required
to proceed with the Application installation after the PM&C has been deployed but before it has
been initialized. These files are usually located within a given ISO on physical media (USB or
CDROM).

Note: This is an optional step only required if needed by an Application.

a) Once the PM&C has completed rebooting, but prior to initializing, login to the PM&C as admusr
using virsh on the management server iLO.

b) Create any necessary destination subdirectories in the PM&C/ usr/ TKLC/ srmac/ et ¢ directory
if not using an existing directory to transfer files.

c) Make the media available to the TVOE Host server. Mount the media on the TVOE Host using
one of the following methods:

1. If the Application ISO is on a physical CDROM disk:

a. Insert the disk into the CDROM drive of the TVOE Host Server.
b. Determine the CDROM of the TVOE Host server by executing the following command:

$ sudo /usr/ TKLC pl at/ bi n/ get COROM

Example: / dev/ sr 0
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Note: sr0 is always designated as the CDROM device. There could be additional devices
listed by the command if in use.

c¢. Make a temporary mount point and mount the optical media.

$ sudo /bin/nkdir /nedia/cdrom
$ sudo /bin/nount /dev/sr0 /nmedial/cdrom

Note: Once mounted, this gives a direct path to the ISO on the CDROM device.

2. If using a USB Drive:

a. Insert the USB into an available USB slot on the TVOE Host server and execute the
following command to determine its location and the ISO to be mounted:

$ sudo /bin/ls /medial*/*.iso

Example: / medi a/ sdd1/ 872- xxxx-104-5. 0. 0_50. 8. 0- appl i cati on- x86_64.

Note: The USB device is immediately added to the list of media devices once it is inserted
into a USB slot on the TVOE Host server.

b. Note the device directory name under the media directory. This could be sdbl1, sdcl,
sdd1, sdel, depending on the USB slot the media was inserted into.

¢. Loop mount the ISO to the standard TVOE Host mount point (if it is not already in use):

$ sudo /bin/nmount -o | oop /medial/<device directory>/<lSO Name>.iso /mt/upgrade

d) Execute the following commands on the PM&C guest to copy the required files from the TVOE
host to the PM&C guest.

Wildcards can be used as necessary.

1. If the application is on a physical disk:

$ sudo /usr/bin/scp -r adnusr @TVOE_nmanagenent _i p_address>:/ nedi a/ cdrom <path to
files>* [/<path to destination directory>

2. If using a USB Drive:

$ sudo /usr/bin/scp -r adnusr @TVOE_nanagenent _i p_address>:/ mt/ upgrade/ <path to
files>/* [/<path to destination directory>

e) Remove the application media from the TVOE host:
1. If the application is on a physical disk:

$ sudo /bi n/unpount /nedi a/ cdrom
$ sudo /bin/rndir /nedia/cdrom

2. If using a USB Drive:

$ sudo /bi n/unmount /mt/upgrade

3. Remove application media, optical or USB, from the server.
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11. Initialize the PM&C Application; run the following commands:

Note: If performing the setup on a Redundant PM&C do not initialize, skip this step and continue
to step 1515.

$ sudo /usr/TKLC snac/ bi n/ pmacadm appl yProfile --fil eName=TVCE

Profile successfully applied.

$ sudo /usr/TKLC/ smac/ bi n/ pmacadm get PmacFeat ur eSt at e

PMAC Feature State = I nProgress

$ sudo /usr/TKLC snac/ bi n/ pmacadm addRout e - - gat eway=<ngnt _gat eway_addr ess>
--ip=0.0.0.0 --mask=0.0.0.0 --devi ce=nanagenent

Successful add of Adm n Route

$ sudo /usr/ TKLC smac/ bi n/ pmacadm fi ni shProfil eConfig

Initialization has been started as a background task

12. Wait for the background task to successfully complete.
The command will show "IN_PROGRESS" for a short time.

Run the following command until a "COMPETE" or "FAILED" response is seen similar to the
following:

$ sudo /usr/ TKLC snac/ bi n/ pmaccl i get BgTasks

1. Initialize PM&C COWPLETE - PM&C initialized

Step 2: of 2 Started: 2012-07-13 08:23:55 runni ng: 29 sinceUpdate: 47
taskRecordNum 2 Server ldentity:

Physi cal Bl ade Locati on:

Bl ade Encl osure:

Bl ade Encl osure Bay:

Guest VM Locati on:

Host | P:

Quest Nane:

TPD | P:

Rack Mount Server:
| P:

Nane:

Note: Some expected networking alarms may be present.
13. Perform a system healthcheck on PM&C
$ sudo /usr/TKLC pl at/ bi n/ al armMgr - - al ar nSt at us

This command should return no output on a healthy system.

Note: An NTP alarm will be detected if the system switches are not configured.

$ sudo /usr/TKLC/ smac/ bi n/ sentry status

All Processes should be running, displaying output similar to the following;:

PM&C Sentry Status

sentryd started: Mn Jul 23 17:50:49 2012
Current activity node: ACTIVE

Process PI D St at us StartTS NunR
smacTal k 9039 runni ng Tue Jul 24 12:50:29 2012 2
smachMbn 9094 runni ng Tue Jul 24 12:50:29 2012 2
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hpi Por t Audi t 9137 running  Tue Jul 24 12:50:29 2012 2
snnpEvent Handl er 9176 runni ng Tue Jul 24 12:50:29 2012 2
ecl i pseHel p 9196 runni ng Tue Jul 24 12:50:30 2012 2

Fri Aug 3 13:16:35 2012
Conmand Conpl et e.

14. Verify the PM&C application release
Verify that the PM&C application Product Release is as expected.

Note: If the PM&C application Product Release is not as expected, STOP and contact the Customer
Care Center by referring to the 1.4 Customer Care Center section of this document.

$ sudo /usr/TKLC pl at/ bi n/ appRev
Install Tinme: Fri Sep 28 15:54:04 2012
Product Nane: PMAC
Product Rel ease: 5.0.0_50.10.0
Part Nunber |1SO 872-2441-905
Part Nunber USB: 872-2441-105
Base Distro Product: TPD
Base Distro Release: 6.0.0_80.22.0
Base Distro 1SO TPD.install-6.0.0 80.22.0-Cent 0OS6. 2-x86_64.1i so
Cs: CentCs 6.2

15. Logout of the virsh console
Exit the virsh console session using Appendix I How to Exit a Guest Console Session on an iLO.
16. Management Server iLO: Exit the TVOE console.

Run:

$ | ogout

You may now close the iLO browser window.

4.2.3 Gather and Prepare Configuration Files

Use this procedure to gather and prepare configuration files that are required to proceed with the DSR
5.x installation.

Needed Material:

¢ HP Misc. Firmware DVD
¢ HP Solutions Firmware Upgrade Pack Release Notes [1]
* Application CD or ISO

If this procedure fails, contact the Tekelec Customer Care Center and ask for assistance.

Gather and prepare configuration files that must be resident on the PM&C. These might be required
to proceed with the Application installation after the PM&C has been deployed but before it has been
initialized. These files are usually located within a given ISO on physical media (USB or CDROM).

1. Once the PM&C has completed rebooting, but prior to initializing, log into the PM&C as admusr
using virsh on the management server iLO.
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2. Create any necessary destination subdirectories in the PM&C / usr/ TKLC/ smac/ et ¢ directory
if not using an existing directory to transfer files.

3. Make the media available to the TVOE Host server. Mount the media on the TVOE Host using one
of the following methods:

a) If the Application ISO is on a physical CDROM disk:

1. Insert the disk into the CDROM drive of the TVOE Host Server.
2. Determine the CDROM of the TVOE Host server by executing the following command:

$ sudo /usr/ TKLC pl at / bi n/ get CDROM

Example:
/ dev/ sr 0O (the physical Optical Drive for this server)
/ dev/ sr 1 (Virtual Optical Drive)

Note: sr0 is always designated as the CDROM device. There could be additional devices
listed by the command if in use.

3. Make a temporary mount point and mount the optical media.

$ sudo /bin/nkdir /nedia/cdrom
$ sudo /bi n/nount /dev/sr0 /nmedial/cdrom

Note: Once mounted, this gives a direct path to the ISO on the CDROM device.

b) If using a USB Drive:

1. Insert the USB into an available USB slot on the TVOE Host server and execute the following
command to determine its location and the ISO to be mounted:

$ sudo /bin/ls /medial*/*.iso

Example: / medi a/ sdd1/ 872-2507-111-4. 1. 0_41. 16. 2- DSR- x86_64. i so

Note: The USB device is immediately added to the list of media devices once it is inserted
into a USB slot on the TVOE Host server.

2. Note the device directory name under the media directory. This could be sdb1, sdc1, sdd1,
sdel, depending on the USB slot the media was inserted into.

3. Loop mount the ISO to the standard TVOE Host mount point (if it is not already in use):

$ sudo /bin/nmount -o | oop /medial/ <device directory>/<lISO Name>.i so /mt/upgrade

4. Execute the following commands on the PM&C guest to copy the required files from the TVOE
host to the PM&C guest.

Wildcards can be used as necessary.
a) If the application is on a physical disk:
$ sudo /usr/bin/scp -r

adnusr @ TVOE_nanagenent _i p_addr ess>: / medi a/ cdr om upgr ade/ overl ay/* /<path to
destination directory>
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b) If using a USB Drive:

$ sudo /usr/bin/scp -r adnmusr @TVOE_nanagenent _i p_addr ess>: / mt/ upgr ade/ over | ay/ *
/<path to destination directory>

5. Remove the application media from the TVOE host:
a) If the application is on a physical disk:

$ sudo /bi n/unmpunt /nedi a/ cdrom
$ sudo /bin/rndir /nedia/cdrom

b) If using a USB Drive:

$ sudo /bi n/umount /mt/upgrade

c) Remove the DSR 5.x application media, optical or USB, from the management server.

6. Management server: Copy IOS images into place (this will copy both the 4948E and 3020 10S
images into place).

a) Insert the Misc. Firmware media into the CD or USB drive of the management server. For this
step, be sure to use the correct IOS version specified by the Firmware Upgrade Pack Release Notes[1].
Copy each IOS image called out by the release notes [1].

b) If using a CDROM drive, mount it using the following command. If using a USB, skip this
command as it will get auto-mounted:

# mount /dev/sr0 /media/cdrom
c) Execute the following commands to copy the required files. Note that the <PMAC
Management_IP Address> is the one used to deploy PM&C in procedure 4, step 3.
$ sudo /usr/bin/scp —p /nmedi a/cdrom fil es/<4948E | OS_i mage_fil enane> r oot @PMAC
Managenent _| P Address>:/var/ TKLC/ smac/ i nage

$ sudo /usr/bin/scp —p /nedi a/ cdron fil es/ <3020(6120) |1 CS_ i mage_fi |l ename>
r oot @PMAC Managenent _| P Address>:/var/ TKLC smac/ i mage

Note that If both 3020 and 6120 enclosure switches are present, make sure you copy the images
for both type of switches by re-running the previous command.

d) If using a CDROM drive, unmount it using the following command:

# unpount /nmedi a/ cdrom

e) Remove the Misc. Firmware media from the drive.
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4.3 Configure Aggregation Switches

4.3.1 Configure netConfig Repository

This procedure will configure the netConfig repository for all required services and for each switch
to be configured.

At any time, you can view the contents of the netConfig repository by using one of the following
commands:

* For switches, use the command: sudo /ust/TKLC/plat/bin/netConfig --repo listDevices
¢ For services, use the command: sudo /ust/TKLC/plat/bin/netConfig --repo listServices

Users returning to this procedure after initial installation should run the above commands and note
any devices and/or services that have already been configured. Duplicate entries cannot be added; if
changes to a repository entry are necessary, you must delete the original entry first:

¢ For switches, use the command: sudo /ust/TKLC/plat/bin/netConfig --repo deleteDevice
name=<device>

¢ For services, use the command: sudo /ust/TKLC/plat/bin/netConfig --repo deleteService
name=<service>

Terminology

The term ‘netConfig server’ refers to the entity where netConfig is executed. This may be a virtualized
or physical environment. ‘Management server’ may also accurately describe this location but has been
historically used to describe the physical environment while ‘Virtual PM&C’ was used to describe the
virtualized netConfig server. Use of the term ‘netConfig server’ to describe dual scenarios of physical
and virtualized environments will allow for future simplification of network configuration procedures.

Procedure Reference Tables

Steps within this procedure and subsequent procedures that require this procedure may refer to
variable data indicated by text within "<>". Fill these worksheets out based on NAPD, and then refer
back to these tables for the proper value to insert depending on your system type.

Variable Value

<management_server_iLO_ip>

<netConfig_server_mgmt_ip_address>

<switch_backup_user> admusr

<switch_backup_user_password> See application documentation

For the first aggregation switch(4948, 4948E, or 4948E-F): Fill in the appropriate value for this site.

Variable Value

<switch_hostname>

<device_model>

<console_name>
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Variable

Value

<switch_console_password>

<switch_platform_username>

<switch_platform_password>

<switch_enable_password>

<switch_mgmt_ip_address>

For the second aggregation switch(4948, 4948E, or 4948E-F): Fill in the appropriate value for this site.

Variable

Value

<switch_hostname>

<device_model>

<console_name>

<switch_console_password>

<switch_platform_username>

<switch_platform_password>

<switch_enable_password>

<switch_mgmt_ip_address>

For each enclosure switch(6120XG, 6125G, or 3020): Fill in the appropriate value for this site.

Variable

Value

<switch_hostname>

<enclosure_switch_IP>

<switch_platform_username>

<switch_platform_password>

<switch_enable_password>

<io_bay>

<OA1_enX_ip_address>

X= the enclosure #

<OA_password>

For each enclosure switch(6120XG, 6125G, or 3020): Fill in the appropriate value for this site.

Variable

Value

<switch_hostname>

<enclosure_switch_IP>

<switch_platform_username>
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Variable Value

<switch_platform_password>

<switch_enable_password>

<io_bay>

<OA1_enX_ip_address> X= the enclosure #

<OA_password>

1. Management server iLO: Log in and launch the integrated remote console. Follow How to Access
a Server Console using the iLO to access the server console

Follow Appendix G to log in to the management server iLO as admusr.

a) On the management server, log in to iLO in IE using password provided by application:
http://<managenent _server i LO i p>

b) Click in the Remote Console tab and launch the Remote Console on the server.

c) Click Yes if the Security Alert dialogue box is displayed.

d) If not already done so, log in as admusr.

2. Management Server: Procedure pre-check
If the installation is not designed for a virtual PM&C, log in to PM&C and go to Step 4.
If there is a virtual PM&C, log in to the console of the virtual PM&C.

* Verify virtual PM&C installation by issuing the following commands as admusr on the
management server:

$ sudo /usr/bin/virsh list --all
Id Nane State

6 vm pmaclA running

¢ [f this command provides no output, it is likely that a virtual instance of PM&C is not installed.

o If there is a virtual PM&C, log in to the console of the virtual PM&C.
¢ If the installation is not designed for a virtual PM&C, go to Step 4.

¢ From the management server, log in to the console of the virtual PM&C instance found above.

Example:

$ sudo /usr/bin/virsh consol e vm pmaclA

Connected to domain vm pmaclA

Escape character is *]

<Press ENTER key>

Cent CS rel ease 6.2 (Final)

Kernel 2.6.32-220.7.1.el6prerel6.0.0_80.13.0.x86_64 on an x86_64
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If the root user is already logged in, logout and log back in as admusr.

[root @mac ~] # | ogout

vm pmaclA | ogi n: adnusr
Passwor d:
Last login: Fri May 25 16:39:04 on ttyS4

¢ If this command fails, it is likely that a virtual instance of PM&C is not installed.
¢ If this is unexpected, refer to application documentation or contact 1.4 Customer Care Center.

3. netConfig Server: Check that the switch templates directory exists:

$ /bin/ls -i [usr/TKLC snmac/etc/sw tch/xm

If the command returns an error:

I s: cannot access /usr/TKLC/ smac/etc/switch/xm/: No such file or directory

Create the directory:

$ sudo /bin/nkdir -p /usr/TKLC/ smac/ etc/ sw tch/ xm

4. netConfig Server: Set up netConfig repository with necessary ssh information.

Use netConlfig to create a repository entry that will use the ssh service. This command will provide
the user with several prompts. The prompts shown with <variables> as the answers are site specific
that the user MUST modify. Other prompts that don't have a <variable> shown as the answer must
be entered EXACTLY as they are shown here.

$ sudo /usr/TKLC/ pl at/bi n/netConfig --repo addServi ce nane=ssh_servi ce
Service type? (tftp, ssh, conserver, oa) ssh

Servi ce host? <net Config_server_ngnt _i p_address>

Enter an option nane <q to cancel >: user

Enter the value for user: <sw tch_backup_user>

Enter an option nanme <q to cancel > password

Enter the value for password: <swi tch_backup_user_password>
Verify Password: <swi tch_backup_user_password>

Enter an option nanme <q to cancel >: g

Add service for ssh_service successful

$

To ensure that you entered the information correctly, use the following command and inspect the
output, which will be similar to the one shown below.

$ sudo /usr/TKLC pl at/ bi n/ net Config --repo showServi ce nane=ssh_service
Servi ce Nane: ssh_service

Type: ssh
Host: 10.250.8.4
Opt i ons:

password: C20F7D639AE7E7
user: adnusr
$

5. netConfig Server: Set up netConfig repository with necessary tftp information.
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Note: If there are no new Cisco (3020, 4948, 4948E or 4948E-F) switches to be configured, go to Step
8.

Use netConfig to create a repository entry that will use the tftp service. This command will give
the user several prompts. The prompts with <variables> as the answers are site specific that the
user MUST modify. Other prompts that don't have a <variable> as an answer must be entered
EXACTLY as they are shown here.

$ sudo /usr/TKLC/ pl at/bi n/net Config --repo addServi ce name=tftp_service
Service type? (tftp, ssh, conserver, oa) tftp

Servi ce host? <net Config_server_ngnt i p_address>

Enter an option nanme (g to cancel): dir

Enter a value for dir: /var/TKLC smac/ i mage/

Enter an option name(q to cancel): q

Add service for tftp_service successful

6. netConfig Server: Set up netConfig repository with necessary OA information.
Note: If there are no new HP 6125G switches to be configured, go to Step 8.

Use netConfig to create a repository entry that will use the OA service. This command will give
the user several prompts. The prompts with <variables> as the answers are site specific that the
user MUST modify. Other prompts that don't have a <variable> as an answer must be entered
EXACTLY as they are shown here.

$ sudo /usr/TKLC pl at/ bi n/net Config --repo addServi ce nane=oa_ser vi ce_en<encl osur e
#>

Service type? (tftp, ssh, conserver, oa) oa
Servi ce host? <QAl_enX_ i p_address>

Enter an option nanme <q to cancel >: user
Enter the value for user: root

Enter an option name <q to cancel > password
Enter the value for password: <QA password>
Verify password: <OA passwor d>

Enter an option nane <q to cancel > q

Add service for oa_service successful

7. Virtual PM&C: Run conserverSetup command.

$ sudo /usr/ TKLC pl at/ bi n/ conserver Set up —s <managenent _server _ngnt _i p_addr ess>

You will be prompted for the platcfg credentials.

An example:

[admusr @m pmaclA] $ sudo /usr/TKLC/ pl at/ bi n/ conserver Setup -s
<managenent _server_ngnt _i p_addr ess>
Enter your platcfg username, followed by [ENTER]: pl atcfg
Enter your platcfg password, followed by [ ENTER]: <pl at cf g_passwor d>
Checking Pl atform Revision for remote TPD installation...
The renote machine i s running:
Product Nane: TPD
Base Distro Release: 6.5.0.82.7.0
Checking Platform Revision for local TPD installation...
The | ocal machine is running:
Product Nane: PMAC
Base Distro Rel ease: 6.0.0_80.17.0
Configuring switch 'swi tchlA consol e' consol e server...Configured.
Configuring switch 'switchlB consol e' consol e server...Configured.
Configuring iptables for port(s) 782...Configured.
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Configuring iptables for port(s) 1024: 65535... Confi gured.
Configuring consol e repository service...Configured.
bond0 interface: ethOl

bondO interface: eth02

e If this command fails, contact Tekelec 1.4 Customer Care Center.
¢ Verify the output of the script.
¢ Verify that your Product Release is based on Tekelec Platform 6.5 (versions 6.5.X_x.X.x).

¢ Note the slave interface names of bond interfaces (<ethernet_interface_1> and
<ethernet_interface_2>) for use in subsequent steps.

8. netConfig Server: Set up netConfig repository with aggregation switch information.
Note: If there are no new aggregation switches to be configured, go to Step 9.

Use netConfig to create a repository entry for each switch. The initial command will prompt the
user multiple times. The prompts with <variables> as the answers are site specific that the user
MUST modify. Other prompts that don't have a <variable> as an answer must be entered EXACTLY
as they are shown here.

* The <device_model> can be 4948, 4948E, or 4948E-F depending on the model of the device. If
you do not know, stop now and contact 1.4 Customer Care Center.
e The device name must be 20 characters or less.

$ sudo /usr/ TKLC pl at/ bi n/ net Config --repo addDevi ce nane=<swi t ch_host name>
--reuseCredential s

Devi ce Vendor? Cisco

Devi ce Mbdel ? <devi ce_npdel >

Shoul d the init oob adapter be added (y/n)? vy

Addi ng consol elnit protocol for switchlA using oob...

What is the nane of the service used for OOB access? consol e_service
What is the nane of the console for OOB access? <consol e nanme>

What is the device consol e password? <switch_consol e_passwor d>
Verify Password: <switch_consol e_passwor d>

What is the platformaccess username? <switch_pl atform user nane>

What is the platformuser password? <switch_pl at form passwor d>

Verify Password: <switch_pl atform password>

What is the device privileged node password? <switch_enabl e_passwor d>
Verify Password: <swi tch_enabl e_passwor d>

Shoul d the live network adapter be added (y/n)? y

Addi ng cli protocol for <hostname> using network...

What is the address used for network device access? <switch_ngnt i p_address>
Shoul d the live oob adapter be added (y/n)? vy

Addi ng cli protocol for <hostnanme> using oob...

OB devi ce access al ready set: consol e_service

Devi ce named swi tchlA successful |y added.

To check that you entered the information correctly, use the following command:

$ sudo /usr/TKLC pl at/ bi n/ net Config --repo showDevi ce nane=<swi t ch_host nane>

and check the output, which will be similar to the one shown:

$ sudo /usr/TKLC pl at/ bi n/ net Config —repo showDevi ce nane=<swi t ch_host nane>
Devi ces: Device: <sw tch_hostname> Vendor: G sco Mdel: <devi ce_npdel > Access:
Net wor k: <encl osure_switch | P> Access: OOB: Service: consol e _service Consol e:
<consol e_nane> Init Protocol Configured Live Protocol Configured

$
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Repeat this step for each 4948 / 4948E / 4948 E-F, using appropriate values for those switches.

9. netConfig Server: Set up netConfig repository with 3020 switch information.
Note: If there are no new 3020s to be configured, go to Step 10.

Use netConfig to create a repository entry for each 3020. This command will give the user several
prompts. The prompts with <variables> as the answers are site specific that the user MUST modify.
Other prompts that don't have a <variable> as an answer must be entered EXACTLY as they are
shown here.

¢ If you do not know any of the required answers, stop now and contact 1.4 Customer Care Center.
¢ The device name must be 20 characters or less.

$ sudo /usr/TKLC pl at/ bi n/ net Config --repo addDevi ce nane=<swi t ch_host name>
--reuseCredential s

Devi ce Vendor? Ci sco

Devi ce Mbdel ? 3020

Shoul d the init network adapter be added (y/n)? vy

Addi ng netBootlnit protocol for <swtch_hostnane> using network. ..

What is the address used for network device access? <encl osure_sw tch_i p>
What is the platformaccess username? <switch_pl atform usernane>

What is the platformuser password? <swi tch_pl at form password>

Verify password: <switch_pl atform password>

What is the device privileged node password? <switch_enabl e_passwor d>
Verify password: <swi tch_enabl e_passwor d>

Should the init file adapter be added (y/n)? vy

Addi ng netBootlnit protocol for <swtch_hostnane> using file...

What is the name of the service used for TFTP access? tftp_service

Shoul d the live network adapter be added (y/n)? y

Addi ng cli protocol for <sw tch_hostname> using network...
Net wor k devi ce access al ready set: <enclosure_sw tch_ip>

Devi ce named <switch_host name> successful |y added.
To check that you entered the information correctly, use the following command:
$ sudo /usr/TKLC pl at/ bi n/ net Config --repo showDevi ce name=<swi t ch_host nane>

and check the output, which will be similar to the one shown below.

$ sudo /usr/TKLC pl at/ bi n/ net Config —repo showDevi ce nane=<swi t ch_host nane>
Devi ce: <swi tch_host name>

Vendor : G sco
Model : <devi ce_nodel >
Access: Net wor k: <encl osure_swi tch_I P>

Access: OCOB:
Init Protocol Configured
Li ve Protocol Confi gured

Repeat this step for each 3020, using appropriate values for those 3020s.
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10. netConfig Server: Set up netConfig repository with 6120XG switch information.

Note: If there are no 6120XGs to be configured, stop and continue with the appropriate switch
configuration procedure.

Use netConfig to create a repository entry for each 6120XG. This command will give the user several
prompts. The prompts with <variables> as the answers are site specific that the user MUST modify.
Other prompts that don't have a <variable> as an answer must be entered EXACTLY as they are
shown here.

¢ If you do not know any of the required answers, stop now and contact 1.4 Customer Care Center.
¢ The device name must be 20 characters or less.

$ sudo /usr/TKLC pl at/ bi n/ net Config --repo addDevi ce name=<swi t ch_host nane>
--reuseCredential s

Devi ce Vendor? HP

Devi ce Model ? 6120

Shoul d the init network adapter be added (y/n)? y

Addi ng sshlnit protocol for <sw tch_hostname> using network...

What is the address used for network device access? <encl osure_switch_ip>
What is the platformaccess username? <switch_pl atform user nane>

What is the platformuser password? <sw tch_pl at form password>

Verify password: <swi tch_pl atform password>

What is the device privileged node password? <switch_enabl e_passwor d>
Verify password: <swi tch_enabl e_passwor d>

Shoul d the live network adapter be added (y/n)? y

Addi ng cli protocol for <sw tch_hostname> using network...
Net wor k devi ce access al ready set: <enclosure_sw tch_i p>

Shoul d the live oob adapter be added (y/n)? n

Devi ce named <swit ch_host name> successful |y added.

To check that you entered the information correctly, use the following command:

$ sudo /usr/TKLC pl at/ bi n/ net Config --repo showDevi ce nane=<swi t ch_host nane>

and check the output, which will be similar to the one shown:

$ sudo /usr/ TKLC pl at/ bi n/ net Confi g —repo showDevi ce nane=<swi t ch_host nane>

Devi ces:

Devi ce: <swi tch_host name>
Vendor: HP

Model : 6120

FWVer: 0

Access: Network: <enclosure_switch_ | P>
Init Protocol Configured

Li ve Protocol Configured

$

Repeat this step for each 6120, using appropriate values for those 6120s.
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11. netConfig Server: Set up netConfig repository with 6125G switch information.

Note: If there are no 6125Gs to be configured, stop and continue with the appropriate switch
configuration procedure.

Use netConlfig to create a repository entry for each 6125G. This command will give the user several
prompts. The prompts with <variables> as the answers are site specific that the user MUST modify.
Other prompts that don't have a <variable> as an answer must be entered EXACTLY as they are
shown here.

¢ If you do not know any of the required answers, stop now and contact 1.4 Customer Care Center
¢ The device name must be 20 characters or less.

$ sudo /usr/TKLC pl at/ bi n/ net Config --repo addDevi ce name=<swi t ch_host nane>
--reuseCredential s

Devi ce Vendor? HP

Devi ce Model ? 6125

Shoul d the live network adapter be added (y/n)? vy

Adding cli protocol for <sw tch_hostnane> using network. ..

What is the address used for network device access? <encl osure_sw tch_i p>
What is the platformaccess username? <switch_pl atform usernane>

What is the platformuser password? <swi tch_pl at form password>

Verify password: <switch_pl atform password>

What is the device privil eged node password? <switch_pl atform password>
Verify password: <swi tch_pl atform password>

Shoul d the live oob adapter be added (y/n)? y

Adding cli protocol for <sw tch_hostnane> using oob...

What is the name of the service used for OOB access? oa_servi ce_en<encl osure #>
What is the name of the console for OOB access? <i o_bay>

What is the device console password? <switch_pl atform password>

Verify password: <switch_pl atform password>

Should the init oob adapter be added (y/n)? vy

Addi ng consol el nit protocol for <sw tch_hostnane> using oob. ..
OB devi ce access al ready set: oa_service

Devi ce nanmed 6125G | OBAY3 successful | y added.

To check that you entered the information correctly, use the following command:

$ sudo /usr/TKLC pl at/ bi n/ net Config --repo showDevi ce nane=<swi t ch_host nane>

and check the output, which will be similar to the one shown:

$ sudo /usr/ TKLC pl at/ bi n/ net Confi g —repo showDevi ce nane=<swi t ch_host nane>
Devi ce: <sw tch_host name>

Vendor: HP
Model : 6125
FW Ver : 0

Access: Network: <encl osure_switch_| P>
Access: COOB:

Servi ce: oa_service

Consol e: <i o_bay>

Init Protocol Configured

Li ve Protocol Configured

$
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4.3.2 Configure Cisco 4948/4948E/4948E-F aggregation switches (PM&C
installed)(netConfig)

This procedure will configure 4948 /4948E / 4948E-F switches with an appropriate IOS and configuration
from a single management server and virtual PM&C for use with the c-Class or RMS platform.

Procedure Reference Tables:

Steps within this procedure may refer to variable data indicated by text within "<>". Refer to this table
for the proper value to insert depending on your system type.

Variable Serial Port
<switch1A_serial_port> ttyS4
<switch1B_serial_port> ttyS5

Fill in the appropriate value from [3].

Variable Cisco 4948 Cisco 4948E Cisco 4948E-F

<IOS_image_file>
<PROM_image_file>

Fill in the appropriate value for this site:

Variable Value

<switch_platform_username> See referring application documentation
<switch_platform_password> See referring application documentation
<switch_console_password> See referring application documentation
<switch_enable_password> See referring application documentation

<management_server_mgmt_ip_address>

<pmac_mgmt_ip_address>

<switch_mgmtVLAN_id>

<switchl1A_mgmtVLAN_ip_address>

<mgmt_Vlan_subnet_id>

<netmask>

<switch1B_mgmtVLAN_ip_address>

<switch_Internal VLANS list>

<management_server_mgmtInterface>

<management_server_iLO_ip>

<customer_supplied_ntp_server_address>
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Variable Value

<platcfg_password> Refer to TR006061 for this value
<management_server_mgmtInterface> Value gathered from NAPD
<switch_backup_user> admusr
<switch_backup_user_password> Check application documentation

Note: The onboard administrators are not available during the configuration of Cisco
4948 /4948E / 4948E-F switches.

Note: Uplinks must be disconnected from the customer network prior to executing this procedure.
One of the steps in this procedure will instruct when to reconnect these uplink cables. Refer to the
application appropriate schematic or procedure for determining which cables are used for customer
uplink.

Needed Material:

* Tekelec's HP Misc. Firmware USB media or ISO file
¢ HP Solutions Firmware Upgrade Pack Release Notes [3]
¢ Template xml files on the application media.

Note: Filenames and sample command line input/output throughout this section do not specifically
reference the 4948E-F. Template settings are identical between the 4948E and 4948E-F. The original
4948 switch -- as opposed to the 4948E or the 4948E-F is referred to simply by the model number 4948.
Where all three switches are being referred to, this will be made clear by reference to '4948 / 4948E /
4948 E-F' switches.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Virtual PM&C: Run conserverSetup command.

$ sudo /usr/TKLC pl at/ bi n/ conserver Set up —s <managenent _server _ngnt _i p_addr ess>

You will be prompted for the platcfg credentials.

An example:

[adrmusr @m pmaclA] $ sudo /usr/TKLC/ pl at/ bi n/ conserver Setup -s
<managenent _server _ngnt _i p_addr ess>
Enter your platcfg username, followed by [ENTER]: pl atcfg
Enter your platcfg password, followed by [ ENTER]: <pl at cf g_passwor d>
Checking Platform Revision for renmote TPD installation...
The renote machine i s running:
Product Nane: TPD
Base Distro Release: 6.5.0 82.7.0
Checking Platform Revision for local TPD installation...
The | ocal nmachine is running:
Product Nane: PNAC
Base Distro Rel ease: 6.0.0 80.17.0
Configuring switch 'switchlA consol e' consol e server...Configured.
Configuring switch 'switchlB _consol e' consol e server...Confi gured.
Configuring iptables for port(s) 782...Configured.
Configuring iptables for port(s) 1024:65535. .. Confi gured.
Configuring consol e repository service...Configured.
bondO interface: ethOl
bondO interface: eth02
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e If this command fails, contact Tekelec 1.4 Customer Care Center.
¢ Verify the output of the script.
¢ Verify that your Product Release is based on Tekelec Platform 6.5 (versions 6.5.x_x.X.x).

¢ Note the slave interface names of bond interfaces (<ethernet_interface_1> and
<ethernet_interface_2>) for use in subsequent steps.

2. Virtual PM&C: Verify the IOS image is on the system. If the appropriate image does not exist,
copy the image to the PM&C.

Determine if the IOS image for the 4948 /4948E /4948E-F is on the PM&C.

$ /bin/ls -i /var/TKLC/ smac/i mage/ <l OS_i mage_fil e>

If the file exists, skip the remainder of this step and continue with the next step. If the file does not
exist, copy the file from the firmware media and ensure the file is specified by the Firmware Upgrade
Pack Release Notes [3]

3. Virtual PM&C: Get IOS image and PROM information on the switches.
Note: ROM & PROM are intended to have the same meaning for this procedure
Connect to switch1A, check the IOS and PROM version.

Connect serially to switchl1A by issuing the following command.

$ sudo /usr/bin/consol e -M <managenent _server_ngnt _i p_address> -1 platcfg
swi t chlA consol e

Enter pl atcfg@nac5000101' s password: <pl at cf g_password>

[Enter “~Ec?' for help]

Press Enter

Swi t ch> show version | include image
Systemimage file is "bootfl ash: cat 4500-i pbasek9-ne. 122-53. S&. bi n"
Swi t ch> show version | include ROM

ROM 12.2(31r) SGAL
System returned to ROM by rel oad

Note: If the console command fails, contact Tekelec Customer Care Center.

Note the IOS image & ROM version for comparison in a following step.

To exit fromthe console, enter <ctrl-e><c><.> and you will be returned to the
server pronpt.

Connect to switch1B, check the IOS and PROM version.

Connect serially to switch1B by issuing the following command:

$ sudo /usr/bin/consol e -M <managenent _server_ngnt _i p_address> -1 platcfg
swi t chlB _consol e

Enter pl atcf g@nac5000101' s password: <pl atcfg_password>

[Enter “~Ec?" for help]

Press Enter

Swi t ch> show version | include inmage
Systemimage file is "bootfl ash: cat 4500-i pbasek9-ne. 122-53. S&. bi n"
Swi t ch> show version | include ROM

ROM 12.2(31r) SGAlL
System returned to ROM by rel oad

Note: If the console command fails, contact Tekelec Customer Care Center.
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Note the IOS image & ROM version for comparison in a following step.

To exit fromthe console, enter <ctrl-e><c><.> and you will be returned to the
server pronpt.

4. Virtual PM&C: Determine if switch IOS and/or PROM upgrade is required.

Compare the IOS and PROM version from previous step with the version specified in the HP
Solutions Firmware Upgrade Pack for the switch model being used.

Check the version from the previous step against the version from the release notes referenced. If
the versions are different, or if the IOS version from the previous step does not have "k9" in the
name, then an upgrade is necessary. Check below for the appropriate action.

FOLLOW ONE OF THESE CHOICES:

* If switchlA or both switches require an upgrade, then continue to the next step.
¢ If switch1B requires an upgrade, skip to step 16.
¢ If neither switch requires an upgrade, then skip to step 18.

5. Virtual PM&C: Verify IOS & PROM images on the system. If the appropriate image does not exist,
copy the image to the PM&C and upload the switch.

Determine if the IOS & PROM images for the 4948 /4948E /4948E-F is on the PM&C.

$ /bin/ls -i /var/ TKLC/ smac/ i mage/ <I CS_i mage_fil e>
$ /bin/ls -i /var/ TKLC/ smac/i mage/ <PROM i mage_fil e>

If the file exists, skip the remainder of this step and continue with the next step. If the file does not
exist, copy the file from the firmware media and ensure the file is specified by the Firmware Upgrade
Pack Release Notes [3]

6. Virtual PM&C: Modify PM&C Feature to allow TFTP.
Enable the DEVICE.NETWORK.NETBOOT feature with the management role to allow tftp traffic:

$ sudo /usr/ TKLC smac/ bi n/ pracadm edi t Feat ur e - - f eat ur eNanme=DEVI CE. NETWORK. NETBOOT
--enabl e=1
$ sudo /usr/ TKLC/ smac/ bi n/ pmacadm r eset Feat ur es

Note: This may take up to 60 seconds to complete.

7. Virtual PM&C -> Management Server: Manipulate host server physical interfaces.

Note: On a TVOE host, If you launch the virsh console, i.e., "# vi rsh consol e X' or from the
virsh utility "virsh # consol e X' command and you get garbage characters or output is not quite
right, then more than likely there is a stuck "virsh console" command already being run on the
TVOE host. Exit out of the "virsh console", thenrun "ps -ef | grep virsh", thenkill the existing
process "ki | | -9 <Pl D>". Then execute the "virsh console X" command. Your console session
should now run as expected.

Exit from the virtual PM&C console by following the instructions in Appendix I How to Exit a Guest
Console Session on an iLO. This will return the terminal to the server prompt.

If upgrading the IOS or PROM on switch1A:
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Ensure that the interface of the server connected to switchlA is the only interface up and obtain
the IP address of the management server management interface by performing the following
commands:

$ sudo /sbin/ifup <ethernet_interface_ 1>
$ sudo /sbin/ifdown <ethernet_interface_2>
$ sudo /shin/ip addr show <managenent _server_ngntlnterface> | grep inet

The command output should contain the IP address of the variable
<management_server_mgmt_ip_address>

If upgrading the IOS or PROM on switch1B:

Ensure that the interface of the server connected to switch1B is the only interface up and obtain
the IP address of the management server management interface by performing the following
commands:

$ sudo /shin/ifup <ethernet _interface_ 2>
$ sudo /sbin/ifdown <ethernet_interface_1>
$ sudo /shin/ip addr show <managenent _server_ngntlnterface> | grep inet

The command output should contain the IP address of the variable
<management_server_mgmt_ip_address>

Connect to the Virtual PMAC by logging into the console of the virtual pmac instance found in
procedure 3.1.1 Step 2.

$ sudo /usr/bin/virsh console vm pnmaclA

8. Virtual PM&C: Attach to switch console.

If upgrading the firmware on switch1A, connect serially to switchl1A by issuing the following
command as admusr on the PM&C server:

$ sudo /usr/bin/consol e -M <managenent _server_ngnt i p_address> -1 platcfg
swi t chlA consol e

Enter pl atcfg@nuc5000101' s password: <pl atcfg_password>

[Enter "~Ec?" for help]

Press Enter

If the switch is not already in enable mode ("switch#" prompt) then issue the "enable" command,
otherwise continue with the next step.

Swi t ch> enabl e
Swi t ch#

If upgrading the firmware on switch1B, connect serially to switch1B by issuing the following
command as admusr on the PM&C server:

$ sudo /usr/bin/consol e -M <managenent _server_ngnt i p_address> -1 platcfg
swi tchlB consol e

Enter pl atcfg@nmac5000101' s password: <pl at cf g_password>

[Enter “~Ec?' for help]

Press Enter
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If the switch is not already in enable mode ("switch#" prompt), then issue the "enable" command,
otherwise continue with the next step.

Swi t ch> enabl e
Swi t ch#

9. Virtual PM&C (switch console session): Configure ports on the 4948 /4948E /4948E-F switch. To
ensure connectivity, ping the management server's management vlan ip address from the switch.

Platform version specific to be on the management vlan:

Swi tch# conf t

If upgrading the firmware on switch1A, use these commands:

Swi tch(config)# vlan <sw tch_ngnt VLAN i d>

Swi tch(config-vlan)# int vlan <switch_ngnt VLAN i d>

Switch(config-if)# ip address <sw tchlA ngnt VLAN i p_addr ess> <net mask>
Swi tch(config-if)# no shut

Switch(config-if)# int gil/40

If upgrading the firmware on switch1B, use these commands:

Swi tch(config)# vlan <sw tch_ngmt VLAN i d>

Swi tch(config-vlan)# int vlan <switch_ngnt VLAN i d>

Switch(config-if)# ip address <sw tchlB_nmgnt VLAN i p_addr ess> <net mask>
Switch(config-if)# no shut

Switch(config-if)# int gil/40

If the model is 4948, execute these commands:

Switch(config-if)# switchport trunk encap dot1q
Switch(config-if)# switchport node trunk
Switch(config-if)# spanning-tree portfast trunk
Switch(config-if)# end

Switch# wite menory

If the model is 4948E or 4948E-F, execute these commands:

Switch(config-if)# switchport node trunk
Switch(config-if)# spanning-tree portfast trunk
Swi tch(config-if)# end

Switch# wite menory

Now issue ping command:

Note: The ip address<pmac_mgmt_ip_address> should be in the reference table at the beginning
of this procedure.

Swi t ch# ping <prmac_ngnt VLAN i p_addr ess>

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICVMP Echos to <pmac_ngnt i p_address>, tineout
is 2 seconds:

Success rate is 100 percent (5/5), round trip mn/avg/max = 1/1/4 ns
If ping is not successful , double check that the procedure was completed correctly by repeating

all steps up to this point. If after repeating those steps, ping is still unsuccessful, contact Customer
Care Center.
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10. Virtual PM&C (Switch console session): Upgrade PROM
If upgrading the PROM, continue, otherwise skip to Step 13.

Switch# copy tftp: bootfl ash:
Address or name of renote host []? <pmac_ngnt i p_address>

Source filenane []? <PROMLi mage_fil e>
Destination filename [<PROM i mage file>]? [Enter]
Accessing tftp://<pmac_ngm i p_address>/ <PROM i mage_file>. ..

Loadi ng <PROM. i nage_file> from <pmac_ngm __i p_address> (via Vlan2): !l [OK -

45606 byt es]

45606 bytes copied in 3.240 secs (140759 bytes/sec)
Swi t ch#

11. Virtual PM&C (Switch console session): Reload the switch
Swi t ch# rel oad
System configuration has been nodified. Save? [yes/no]: no

Proceed with reload? [confirn] [Enter]
=== Boot messages renoved ===

Type [Control-C] when Type control-C to prevent autobooting is displayed on the screen.
12. Virtual PM&C (Switch console session): Upgrade PROM
rommon 1 > boot bootfl ash: <PROM i mage_fil e>
=== PROM upgr ade nmessages removed ===

Systemw || reset itself and reboot within few seconds.. ..

13. Virtual PM&C (Switch console session): Verify Upgrade

The switch will reboot when the firmware upgrade completes. Allow it to boot up. Wait for the

following line to be printed:

Press RETURN to get started!

Wuld you like to termnate autoinstall? [yes]: [Enter]
Swi t ch> show version | include ROM

ROM 12. 2(31r) SGA1

System returned to ROM by rel oad

Review the output and look for the ROM version. Verify that the version is the desired new version.

If the switch does not boot properly or has the wrong ROM version, contact Tekelec Customer

Care.

14. Virtual PM&C (switch console session): Upload the IOS to the switch and verify.

On the switch, copy the IOS file over to the switch by issuing the following command sequence:

Swi tch> en

Switch# copy tftp: bootflash:

Address or name of renote host []? <pmac_ngmt _i p_address>
Source filename []? <IOS_i mage_file>

Destination filenanme [<IOS_inmage _file>]? Enter
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Press Enter here, you do NOT want to change the filename.

Accessing tftp://<pmac_ngnt _i p_address>/ <l OS_inage_file>. ..

Loadi ng <I CS_i nage_file> from <pmac_ngnt _i p_address> (via M an2):
Pt [OK — 45606 byt es]

45606 bytes copied in 3.240 secs (140759 bytes/sec)

Swi tch# dir bootflash:

Di rectory of bootflash:/

1 -rwx 17779888 May 11 2011 02:25:23 -05:00
<| OS_i mage_fil e>

2 -rwx 17779888 May 11 2011 02: 25:23 -05: 00
<OLD_I Cs_image_fil e>

60817408 bytes total (43037392 bytes free)

15. Virtual PM&C (switch console session): Set the active IOS image and config-register from the
switch console session that was established.

Set the active IOS image:

Swi tch# conf t

Swi tch(config)# boot system flash bootflash: <ios_image file>
Switch(config)# no boot system flash bootflash: <OLD | OS_i mage_fil e>
Switch(config)# config-regi ster 0x2102

Switch(config)# end

Switch# wite menory

Swi t ch#

Verify the changes:

Swi t ch# show run | include boot

boot - st art - mar ker

boot system flash bootflash: <ios_image file>
boot - end- mar ker

Swi t ch# show version | include register
Configuration register is OXXXXX (will be 0x2102 at next rel oad)

Swi t ch# rel oad
Proceed with rel oad? [confirni

Wait until the switch reloads, then issue the following command to ensure the switch is at the
appropriate I0S version:

Swi t ch> show version | include inmage
Systemimage file is <IOS_imge_fil e>"

Note: You might see an additional prompt:

System Confi g has been nodified. Save? [yes|no] no

If the switch is not at the appropriate version, stop here and contact Customer Care Center. If it is,
move on to the next step.
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16. Virtual PM&C (switch console session): Delete any other I0OS images if there are multiple IOS
images on the switch, delete the unused images.

Swi t ch>en
Swi t ch# show boot fl ash:
-#- --length-- ----- date/time------ pat h

1 25771102 Jan 20 2012 08:20: 08 <ios_i mage_fil e>
2 16332568 Jan 24 2012 18:54: 44 <OLD_| OS_i mage>

Switch# delete /force /recursive bootflash: <OLD | OS_i mage>

Repeat this command until the only file on the switch is <ios_image_file>

Execute the following to remove remaining vlan data and reset the config register.

Swi t ch# conf t

Switch(config)# config-regi ster 0x2101
Swi tch(config)# no vlan 2-4094
Switch(config)# end

Note: There might be a switch message saying some default vlans will not be deleted, it is ok to
ignore this.
To exit from console, enter <ctrl-e><c><.> and you will be returned to the server prompt.
17. Virtual PM&C: Repeat for switch1B, if determined to be needed.
Repeat Step 7 - Step 16 for switch1B, then continue to the next step.
18. Virtual PM&C: Modify PM&C Feature to disable TFTP.
Disable the DEVICE.NETWORK.NETBOOT feature.

$ sudo /usr/ TKLC snac/ bi n/ pracadm edi t Feat ur e - - f eat ur eName=DEVI CE. NETWORK. NETBOOT
--enabl e=0
$ sudo /usr/ TKLC/ smac/ bi n/ pmacadm r eset Feat ur es

Note: This may take up to 60 seconds to complete.

19. Virtual PM&C: Reset switches to factory defaults.

Connect serially to both switchl1A and switch1B as outlined in Step 7, and reload each switch by
performing the following commands:

Switch# wite erase
Swi tch# rel oad

Wait until the switch reloads, then exit from console, enter <ctrl-e><c><.> and you will be returned
to the server prompt. Wait for the first switch to finish before repeating this process for the second
switch.

Note: There might be messages from the switch, if asked to confirm, press enter. If asked yes or
no, type in 'no' and press enter.

20. Virtual PM&C:
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Verify the initialization xml template file and configuration xml template file is present on the
system and is the correct version for the system.

$ sudo /bin/nmore /usr/ TKLC snmac/ etc/ switch/ xm /switchlA 4948 4948E init. xm
$ sudo /bin/more /usr/ TKLC snmac/ etc/ switch/ xm /switchlB 4948 4948E_init. xm
$ sudo /bin/nmore /usr/ TKLC/ smac/ et c/ switch/ xm /4948_4948E confi gure. xm

If either file does not exist, copy the files onto the virtual pmac from the application media using
application provided procedures. .

21. Virtual PM&C: Modify switch1A_4948_4948E_init.xml and switch1B_4948 4948E_init.xml files
for information needed to initialize the switch.

Update the init.xml files for all values preceded by a dollar sign. For example, if a value has
$some_variable_name, that value will be modified and the dollar sign must be removed during
the modification.

When done editing the file, save and exit to return to the command prompt.

22, Virtual PM&C: Modify 4948_4948E_confi gure. xm for information needed to configure the
switches.

Update the configure.xml file for all values preceded by a dollar sign. For example, if a value has
$some_variable_name, that value will be modified and the dollar sign must be removed during
the modification.

When done editing the file, save and exit to return to the command prompt.

23. Virtual PM&C: Initialize each switch
Initialize switch1A by issuing the following command:

$ sudo /usr/ TKLC/ pl at/ bi n/ net Confi g

--file=/usr/ TKLC/ smac/ etc/ switch/ xm /swi tchlA 4948 4948E init.xm
Processing file: /usr/TKLC snmac/etc/switch/ xm /switchlA 4948 4948E init.xm
$

Note: This step takes about 2-3 minutes to complete.

Check the output of this command for any errors. If this fails for any reason, stop this procedure
and contact Customer Care Center.

A successful completion of netConfig will return the user to the prompt.

Use netConfig to get the hostname of the switch, to verify that the switch was initialized properly,
and to verify that netConfig can connect to the switch.

$ sudo /usr/TKLC pl at/ bi n/ net Confi g --device=swi tchlA get Host nane
Host nane: swi tchlA

$

Note: If this command fails, stop this procedure and contact Customer Care Center

Initialize switch1B by issuing the following command:
$ sudo /usr/ TKLC/ pl at/ bi n/ net Confi g

--file=/usr/ TKLC smac/ etc/switch/ xm /switchlB 4948 4948E init.xm
Processing file: /usr/TKLC snmac/etc/switch/ xm /switchlB 4948 4948E init.xm
$
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Note: This step takes about 2-3 minutes to complete.

Check the output of this command for any errors. If this fails for any reason, stop this procedure
and contact Customer Care Center.

A successful completion of netConfig will return the user to the prompt.

Use netConfig to get the hostname of the switch, to verify that the switch was initialized properly,
and to verify that netConfig can connect to the switch.

$ sudo /usr/TKLC pl at/ bi n/ net Config --device=sw tchlB get Host name
Host nane: switchlB

$

Note: If this command fails, stop this procedure and contact Customer Care Center

24. Virtual PM&C -> Management Server: Manipulate host server physical interfaces for switch1B.

Exit from the virtual pmac console, by entering < ctrl-] > and you will be returned to the server
prompt.

Ensure that the interface of the server connected to switch1B is the only interface up and obtain
the IP address of the management server management interface by performing the following
commands:

$ sudo /shin/ifup <ethernet _interface_ 2>
$ sudo /sbin/ifdown <ethernet_interface_1>
$ sudo /shin/ip addr show <managenent_server_ngntlnterface> | grep inet

The command output should contain the IP address of the variable
<management_server_mgmt_ip_address>
Connect to the Virtual PMAC by logging into the console of the virtual pmac instance found in

procedure 3.1.1 Step 2.

$ sudo /usr/bin/virsh console vm pnmaclA

Note: On a TVOE host, If you launch the virsh console, i.e "# virsh console X" or from the virsh
utility "virsh # console X" command and you get garbage characters or output is not quite right,
then more than likely there is a stuck "virsh console" command already being run on the TVOE
host. Exit out of the "virsh console", then run "ps -ef | grep virsh", then kill the existing process "kill
-9 <PID>". Then execute the "virsh console X" command. Your console session should now run as
expected.

25. Virtual PM&C: Verify switch configuration
Ping each of the switches' SVI (router interface) addresses to verify switch configuration.
# [ bin/ping <switchlA ngnt VLAN | P>
# [ bin/ping <switchlB_ngnt VLAN_| P>

26. Virtual PM&C: Verify the switch is using the proper I0OS image per Platform version.
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Issue the following commands to verify the IOS release on each switch:

$ sudo /usr/TKLC/ pl at/bi n/ net Config --device=switchlA |istFirmare
| mage: cat4500-i pbasek9-ne. 122-53. S&. bin
$ sudo /usr/ TKLC pl at/ bi n/ net Confi g --device=swi tchlB |i stFirmare
| mage: cat 4500-i pbasek9-ne. 122-53. S&. bi n

27. Management Server: Ensure both interfaces are enabled on the TVOE host.
Exit from the virtual PM&C console by following the instructions in Appendix I How to Exit a Guest
Console Session on an iLO. This will return the terminal to the server prompt.

Ensure that the interfaces of the server connected to switch1A and switch1B are up by performing
the following commands:

$ sudo /sbin/ifup <ethernet _interface 1>
$ sudo /sbin/ifup <ethernet_interface 2>

28. Cabinet: Connect network cables from customer network
Attach switch1A customer uplink cables. Refer to application documentation for which ports are
uplink ports.

Note: If the customer is using standard 802.1D spanning-tree, the links may take up to 50 seconds
to become active

29. Virtual PM&C: Verify access to customer network
Verify connectivity to the customer network by issuing the following command:
$ / bin/ping <custoner_supplied_ntp_server_address>
PI NG nt pserver1l (10.250.32.51) 56(84) bytes of data.
64 bytes from ntpserverl (10.250.32.51): icnp_seq=0 ttl=62 tinme=0.150 ns

64 bytes from ntpserverl (10.250.32.51): icnp_seq=1 ttl=62 tinme=0.223 ns
64 bytes fromntpserverl (10.250.32.51): icnp_seq=2 ttl=62 tine=0.152 ns

30. Cabinet: Connect network cables from customer network
Attach switch1B customer uplink cables and detach switch1A customer uplink cables. Refer to
application documentation for which ports are uplink ports.

Note: If the customer is using standard 802.1D spanning-tree, the links may take up to 50 seconds
to become active.

31. Virtual PM&C: Verify access to customer network
Verify connectivity to the customer network by issuing the following command:
$ / bin/ping <custoner_supplied_ntp_server_address>
PI NG nt pserver1 (10.250.32.51) 56(84) bytes of data.
64 bytes from ntpserverl (10.250.32.51): icnp_seq=0 ttl=62 tinme=0.150 ns

64 bytes fromntpserverl (10.250.32.51): icnp_seq=1 ttl=62 tine=0.223 ns
64 bytes from ntpserverl (10.250.32.51): icnp_seq=2 ttl=62 time=0.152 ns

32. Cabinet: Connect network cables from customer network

Re-attach switch1A customer uplink cables. Refer to application documentation for which ports
are uplink ports.

Note: If the customer is using standard 802.1D spanning-tree, the links may take up to 50 seconds
to become active
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33. Management Server: Restore the TVOE host back to its original state.

Exit from the virtual PM&C console by following the instructions in Appendix I How to Exit a Guest
Console Session on an iLO. This will return the terminal to the server prompt.

Restore the server networking back to original state:

$ sudo /sbin/service network restart

34. Perform F.2 Backup Cisco 4948/4948E/4948E-F Aggregation Switch and/or Cisco 3020 Enclosure Switch
(netConfig) for each switch configured in this procedure.

4.4 Configure PM&C

4.4.1 Configure NetBackup Feature

If the PM&C application will be configured with the optional NetBackup feature and the NetBackup
client will be installed on this server execute the following procedure with the appropriate NetBackup
feature data, otherwise continue with next procedure.

4.4.1.1 Configure PM&C application

Configuration of the PM&C application is typically performed using the PM&C GUI. This procedure
defines application and network resources. At a minimum, you should define network routes and
DHCP pools. Unlike initialization, configuration is incremental, so you may execute this procedure
to modify the PM&C configuration.

Note: The installer must be knowledgeable of the network and application requirements. The final
step will configure and restart the network and the PM&C application; network access will be briefly
interrupted.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. PM&C GUI: Load GUI and navigate to the Configuration view

Open web browser and enter:

htt ps:// <pnmac_nmanagenent _network_i p>

Login as pmacadmin user.
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Tek‘élec

Tekelec System Login
Wed May 25 19:48:59 2011 UTC

Login
Enter your username and password to log in

Usermame:
Password:

F Change password

Unauthorized access is prohibited. This Tekelec system requires the use of Microsoft® Internet Explorer 7.0 or
8.0 with support for JavaScript and cookies.

Tekelec and logo are registered service marks of Tekelec, Inc.

Copyright @ 2011 Tekelec, inc. All Rights Reserved.

Navigate to Main Menu > Administration > PM&C Configuration.

2. PM&C GUI: Configure optional features

If NetBackup is to be used, enable the NetBackup feature. Otherwise use the selected features as
is. The following image is for reference only:

Featme Description Role Enablod
Mitwndrk dirvic e S A e ]

DEVICE NETWORK NETHOOT PYE indiaication mmanagemaert =

DEVICENTP PWAL 35 alime franagemert | (<]
kil |
Remabe

PMAC MAMAGED managerment of mmanagenment O
PRAC g g

PMAC REMOTE BACKLIP E:':EI:; gl management | [2]

PMAC NETEACKUP HetBackup cliert | management ]

Add Rala

The "Enabled" checkbox selects the desired features. The "Role" field provides a drop-down list
of known network roles that the feature may be associated with. The "Description” may be edited
if desired.

If the feature should be applied to a new network role (e.g. "NetBackup"), click on the "Add Role"
button. Enter the name of the new role and click on "Add". (Note: role names are not significant,
they are only used to associate features with networks). The new role name will appear in the
"Role" drop-down field for features.

When done, click on the "Apply" button. This foreground task will take a few moments, and then
refresh the view with an Info or Error notice to verify the action. To discard changes, just navigate
away from the view.

3. PM&C GUI: Reconfigure PM&C networks
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Note: The Network reconfiguration enters a tracked state. After you click on "Reconfigure", you
should use a "Cancel" button to abort.

Click on "Network Configuration" in the navigation pane, and follow the wizard through the
configuration task.

1. Click on "Reconfigure" to display the "Network" view. The default "management” and "control"
networks should be configured correctly. Networks may be added, deleted or modified from
this view. They are defined with IPv4 dotted-quad addresses and netmasks. When complete,
click on "Next".

2. On the "Network Roles" view, you may change the role of a network. Network associations
can be added (e.g. "NetBackup") or deleted. You cannot add a new role since roles are driven
from features. When complete, click on "Next".

3. Onthe "Network Interfaces" view, you may add or delete interfaces, and change the IP address
within the defined network space. If you add a network (again, e.g. "NetBackup"), the "Add
Interface" view is displayed when clicking on "Add". This view provides an editable drop-down
field of known interfaces. You may add a new device here if necessary. The Address must be
an IPv4 host address in the network. When complete, click on "Next".

4. Onthe "Routes" view, you may add or delete route destinations. The initial PM&C deployment
does not define routes. Most likely you will want to add a default route - the route already
exists, but this action defines it to PM&C so it may be displayed by PM&C. Click on "Add". The
Add Route view provides an editable drop-down field of known devices. Select the egress
device for the route. Enter IPv4 dotted-quad addresses and netmask for the route destination,
and next-hop gateway. Then click on "Add Route". When complete, click on "Next".

5. On the "DHCP Ranges" view, you will need to define DHCP pools used by servers that PM&C
manages. Click on the "Add" button. Enter the starting and ending IPv4 address for the range
on the network used to control servers (by default, the "control" network). Click on "Add DHCP
Range". Only one range per network may be defined. When all pools are defined, click on
"Next".

6. The "Configuration Summary" provides a view of your reconfigured PM&C. Click "Finish" to
launch the background task that will reconfigure the PM&C application. A Task and Info or
Error notice is displayed to verify your action.

7. Verify your reconfiguration task completes. Navigate to: Main Menu > Task Monitoring. As
the network is reconfigured, you will have a brief network interruption. From the Background
Task Monitoring view, verify the "Reconfigure PM&C" task succeeds.

4. PM&C GUI: Set the PM&C Application GUI Site Settings
Navigate to Main Menu > Administration > GUI Site Settings
Set the "Site name" to a descriptive name, and set the "Welcome Message" that is displayed upon
login.

5. PM&C: Perform PM&C application backup.

$ sudo /usr/ TKLC/ smac/ bi n/ pmacadm backup
PM&C backup been successfully initiated as task ID 7

Note: The backup runs as a background task. To check the status of the background task use the
PM&C GUI Task Monitor page, or issue the command " pmaccli getBgTasks ". The result should
eventually be "PM&C Backup successful" and the background task should indicate "COMPLETE".
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Note: The "pmacadm backup" command uses a naming convention which includes a date/time
stamp in the file name (Example file name: backupPmac_20111025_100251.pef ). In the example
provided, the backup file name indicates that it was created on 10/25/2011 at 10:02:51 am server
time.

6. PM&C: Verify the Backup was successful

Note: If the background task shows that the backup failed, then the backup did not complete
successfully. STOP and contact the Customer Care Center by referring to the 1.4 Customer Care
Center section of this document.

The output of pmaccli getBgTasks should look similar to the example below:

$ sudo /usr/TKLC/ smac/ bi n/ pmaccl i get BgTasks

2: Backup PM&C COWMPLETE - PM&C Backup successf ul

Step 2: of 2 Started: 2012-07-05 16:53: 10 runni ng: 4 sinceUpdate: 2 taskRecordNum
2 Server ldentity:

Physi cal Bl ade Locati on:

Bl ade Encl osure:

Bl ade Encl osure Bay:

Guest VM Locati on:

Host | P:

CGuest Nane:

TPD | P:

Rack Mount Server:
| P:

Nane:

7. PM&C: Save the PM&C backup

The PM&C backup must be moved to a remote server. Transfer (sftp, scp, rsync, or preferred
utility), the PM&C backup to an appropriate remote server.

4.4.2 Install and Configure NetBackup Client on PM&C

If the PM&C application will be configured with the optional NetBackup feature and the NetBackup
client will be installed on this server execute the following procedure with the appropriate NetBackup
feature data, otherwise continue with next procedure.

4.4.2.1 PM&C NetBackup Client Installation and Configuration

This procedure provides instructions for installing and configuring the Netbackup client software on
a PM&C application.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. PM&C GUI: Verify the PM&C application guest has been configured with "NetBackup" virtual
disk.

Execute B.4 Configure PM&C application guest NetBackup virtual disk.

2. TVOE Management Server iLO: Login with PM&C admusr credentials

Login to iLo using application provided passwords via Appendix G How to Access a Server Console
using the iLO
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Login to iLO in IE using password provided by application:

http://<managenent _server_i LO i p>

Click in the Remote Console tab and launch the Integrated Remote Console on the server.

Click Yes if the Security Al ert pops up.

3. TVOE Management Server iLO: Login with PM&C admusr credentials

Note: On a TVOE host, If you launch the virsh console, i.e.,"$ sudo / usr/ bi n/ vi rsh consol e
X" or from the virsh utility "virsh # consol e X" command and you get garbage characters or
output is not quite right, then more than likely there is a stuck "virsh console" command already
being run on the TVOE host. Exit out of the "virsh console", then run "ps -ef | grep virsh",
then kill the existing process "ki | | -9 <Pl D>". Then execute the "virsh console X" command.
Your console session should now run as expected.

Login to PM&C console using virsh, and wait until you see the login prompt:

$ sudo /usr/bin/virsh
virsh # |ist
Id Nane State

4 pmacUl7- 1 runni ng
virsh # consol e pmacUl7-1
[ Qut put Renoved]

pmacUl7-1 | ogi n:

4. PM&C: Perform B.5 Application NetBackup Client Install/Upgrade Procedures.

Note: The following data is required to perform the B.5 Application NetBackup Client Install/Upgrade
Procedures:

* The PM&C is a 64 bit application; the appropriate Netbackup client software versions are 7.1
and 7.5.

¢ The PM&C application NetBackup user is "NetBackup"; see appropriate documentation for
password.

¢ The paths to the PM&C application software NetBackup notify scripts are:

e /usr/TKLC/ smac/ shin/bpstart_notify
e /usr/ TKLC snac/ sbi n/ bpend_notify

¢ For the PM&C application the following is the NetBackup server policy files list:
e /var/TKLC/ smac/ i mage/ repository/*.iso
e /var/ TKLC/ smac/ backup/ backupPrac* . pef
After executing the B.5 Application NetBackup Client Install/Upgrade Procedures, the NetBackup

installation and configuration on the PM&C application server is complete.

Note: At the NetBackup Server the NetBackup policy(ies) can now be created to perform the
NetBackup backups of the PM&C application.
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4.5 HP C-7000 Enclosure Configuration

Note: This section will apply if the installation includes one or more HP C-7000 Enclosures. It will
use the HP Onboard Administrator user interfaces (insight display, and OA GUI) to configure the
enclosure settings.

4.5.1 Configure Initial OA IP

This procedure will set initial IP address for Onboard Administrator in location OA Bay 1 (left as
viewed from rear) and Bay 2, using the front panel display.

Note: The enclosure should be provisioned with two Onboard Administrators. This procedure needs
to be executed only for OABay 1, regardless of the number of OA’s installed in the enclosure.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

Configure OA’s IP
Configure OA Bay1 IP address using insight display on the front side of the enclosure.

You will see following:

Main Menu

nclosure Settings
Enclosure Info
Blade or Port Info

Turn Enclosure UID on
View User Note
Chat Mode

USB Menu
Main Menu Help

Navigate to Enclosure Settings and press OK.

Navigate to the OA1 Ipv4 and press OK. Navigate again to the OA1 Ipv4 and press OK.

On the OA1 Network Mode screen choose static and press OK.

On the OA1 IP address screen fill in IP, mask and gateway. Press OK and then press Accept All

Navigate to "OA2 Ipv4" on the Insight display and repeat the above steps to assign the IP parameters
of OA2.
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4.5.2 Configure initial OA settings via configuration wizard

This procedure will configure initial OA settings using a configuration wizard. This procedure should
be used for initial configuration only and should be executed when the Onboard Administrator in OA
Bay 1 (left as viewed from rear) is installed and active.

Note: The enclosure should be provisioned with two Onboard Administrators. Note that the OA in
Bay 2 will automatically acquire it’s configuration from the OA in Bay 1 once the configuration is
complete.

Note: This procedure should be used for initial configuration only. Follow Appendix H to learn how
to correctly replace one of the Onboard Administrators.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. OAGUI: Login

Open your web browser and navigate to the OA Bay1 IP address assigned in 4.5.1 Configure Initial
OA IP.

http://<OAl_i p>

You will see following;:

& B Bl e st Chaleie 1 o i vHAS0aE - Wi s Ittt Kupbased L:u
0 = M BeLITE | i Cortificate bmar LA =
L L

Favortes | g @) LOZ pracdeed - ROUSERS... OF My waboo! I Googe Tiroms Me v Owok s s - @ memc ek ov el @ PmcLt @ e heesring e @ edrei

= 8 i b O a2 [P Blace st Orboard.. X B0 v Bags Galetps Tooks e

|| Mdtncioauss | S | Connection | firmware | 0A Mame |

af d cAgssmWre Clox  Peary £ CALATEIBEE

1 Coppmgnt 20083047 mewieePaciant Devscomnt Company, | P Alrghts
reaerved HE S AE Fua, and Fu o Logo we regaered Exderari of
et Paciant Deevegment Compaey, L

Corm & Inbeerat T

Login as an administrative user. Original password is on paper card attached to each OA.

2. OAGUI: Run First Time Setup wizard
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You will see the main wizard window:

[ HP BladeSystem Onboard Administrator

First Time Setup Wizard

Set up initial enclosure and server settings

Welcome

Welcame Thiz wizard will azsist you in setting up your enclosures. it is run automatically the first time the
Enclosure Selection Onboard Administrator is started.

Configuration Management Steps may be skipped when accompanied by a Skip button. The settings for each step will be applied
Rack and Enclosure Settings when the Hext button is clicked

Administrator Account Setup
Local User Accounts
Enclosure Bay IP Addressing Do not automatically shaw this wizard again.
Directory Groups

Directory Seftings

Onboard Administrator
Metwork Settings

SHMP Settings

Povver Management

Finish

D T

Note: If needed Navigate to Wizards > First Time Setup to get to the screen above.

B HP Bladetstom Ot d Adminktraser - Windews Inteist Exploset e

é - E eI o] £ Cortiente timer i w0 O
B D e fperte Lok e

rRavrtes | o B L0 2 omacind - ROUSERS... OF My vtoo! Moo Tiroms Mer (Owok e s - g meec Tels DIov Tl @) PMEC L B PG essoring L B Praiemi) =

= i i ot ek O .. [N et b X B0 v Baee Galetye Tooke e

i Lagany 8 Lo 7 L
ey Ty by 18 1T A3 10
Q% @ T
fyvestus 0 0 8 3 @
[+ 1]

Pramary: Ga-£411S0E1809
B ncioacrs ormaten
[« JE S

Corm & Inbeerat Am MR v

Click on Next to choose enclosure you want to configure.

You will see Rack and Enclosure Settings:

3. OAGUI: Select enclosure

Choose enclosure:
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Click on Next.

4. OAGUI: Skip Configuration Management
You will see Confi guration Managenent. Skip this step. Click Next.

5. OAGUI: Rack and Enclosure Settings

You should see this screen:
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Fill in Rack Name in format XXX _XX.
Fill in Enclosure name in format <r ack name>_<positi on>
Example:

Rack Nane: 500 03
Encl osure Nane: 500 _03 03

Note: Enclosure positions are numbered from 1 at the bottom of the rack to 4 at the top.

Check Set time using an NTP server item and fill in Primary NTP server (which is recommended
to be set to the <customer_supplied_ntp_server_address>).

Set Poll interval to 720.

Set Time Zone to UTC if customer does not have any specific requirements.

Click on Next.

6. OAGUI: Change administrator password

You can see Admi ni strator Account Set up:
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[ HP BladeSystem Onboard Administrator

First Time Setup Wizard 1

et up initial enclosure and server settings

Administrator Account Setup

Step 4o0f 12
Wisleome The Administrator accourt is the master administrator account for the enclosure. This accourt has &l
Enclasure Selection possihle privileges for all devices inthe enclosure. These account settings: will be applied to the: buitt-in

Administrator account for each enclosure you have selected
Configuration Management

Mote: If this is your first time logging in, there is a physical tag attached to the Onhboard Administrator

Rack and Enclosure Settings
module vhich contains the factory-set password

Administrator Accourt Setup

Lacal User Accournts

Required Figld *
Enclnsure Bay P Addressing

User Mame:* Administrator
Directory Groups

+

Directory Settings Passward: l:l
Onbaard Administrator Password Confiems ||
Metweork Settings

Fuill Mame: System Administrator
SHMP Settings
Povwvet Management Contact: l:l
Finish

Enabling PIN protection will require & PIN code to be entered before using the enclosure's Insight
Display. The PIM is alpha-numeric and must have a length from one to six characters
[ Enalle PIN Protection

PIN Code:

FIN Code Confirm:

Change Administrator’s password (refer to application documentation) and click on Next.

7. OAGUI: Create pmacadmin and admusr user.
On the Local User Accounts screen click on New to add pmacadmi n user.

You will see User Setti ngs screen. Fill in User Name and Password. Privilege Level set to
Administrator. Refer to the application documentation for the password.

Verify that all of the blades have been checked before proceeding to check the checkbox for Onboard
Administrator Bays under the User Per i ssi ons section.

Then click on Add User.
In the same way create the admusr user.

Then click on Next.

8. OAGUI: EBIPA settings

On the EBI PA Set ti ngs (Enclosure Bay IP Addressing) screen click on Next to continue or Skip
if you have already done it. If you pressed Skip, go to Step 9 of this procedure.

Note: Setting up the EBIPA addresses is required.
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Go to the Device List section of the EBIPA Settings Screen (at the top).
Fill in the iLO IP, Subnet Mask and Gateway fields for Device Bays 1-16.
Do not fill in the iLO IP, subnet Mask or Gateway fields for Device Bays 1A-16A and 1B-16B

Note: Bays 1A-16A and 1B-16B are used for double-density blades (f.e. BL2x220c) which are not
supported in this release.

Click Enabled on each Device Bay 1 through 16 that is in use.
Note: Any unused slots should have an ip address assigned, but should be disabled
Note: Do not use autofill as this will fill the entries for the Device Bays 1A through 16B

Scroll down to the Interconnect List (below Device Bay 16B)
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Fill in the EBIPA Address, Subnet Mask and Gateway fields for each Interconnect Bay in use. Click
Enable on each Interconnect Bay in use.

By clicking Next you will apply those settings. System may restart devices such as interconnect
devices or iLOs to apply new addresses. After finishing check the IP addresses to ensure that apply
was successful.

9. OAGUIL Skip Directory Groups step
To skip Directory Groups step, click Next.

10. OAGUI: Skip Directory Settings step
Toskip Directory Settings step, click Next.

11. OAGUI:OA network settings

On the Onboar d Admi ni strator Network Settings tab you can assign or modify the IP
address and the other network settings for the Onboard Administrator(s).

TheActive Admi ni strator Network Settings pertain tothe active OA (OA Bay 1 location
during initial configuration). If the second Onboard Administrator is present, the St andby
Onboard Admi ni strator Network Settings will be displayed as well. Click on "Use static
IP settings for each Standby Onboard Administrator". Fill in the IP Address, Subnet mask and
Gateway for the Standard OA.
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Click on Next.

Note: If you change the IP address of the active OA, you will be disconnected. Then you will have
to close your browser and sign in again using the new IP address.

12. OAGUIL:SNMP Settings
Mark Enable SNMP.
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%1 HP BladeSystem Onboard Administrator

First Time Setup Wizard |

Set upinttial enclosure and server settings

SHMP Settings
Step 10 of 12

‘Wiglcome This function forwarcs alerts from the enclosure (power supplies, fans, the Onboard Administrator,

Enclasure Selection enclnsure thermals, ete ) to the specified slert destinations

Configurstion Management Mote: Individual server blades must be configured separately using iLO and Server Agents. Alert
Rack and Enclosure Settings destinations will be added to and remaved from all selected linked enclosures.

Administrator Account Setup

Loeal User Accourts Enclosure: 500_05_01 SNMP Alert Destinations

Enclosure Bay IP Addressing

Directory Groups Enshle SHP Host [ |
Directory Seftings (ex. 1 208 1153, 20021 or host.example.com)

Onboard Administrator System Locstion:  |500_05_01

SHMP Settings
Power Management 10.240.4.245 - TERELEC EA
RP—

vte Commriy:

Finizh

Fill in System Location that is equal to Encl osur e nane you have filled in Step 5.
Do not set Read Conmunity and Wite Conmunity.

Note: This step does not set an SNMP Trap Destination, to do that see section 4.5.6 Add SNMP
trap destination on OA..

Click on Next.

13. OA GUI: Power Management

The Power Mode setting on the Power Management screen must be configured for power supply
redundancy. The first available setting on the Power Management screen will be either "AC
Redundant"” or "Redundant” depending on whether the Enclosure is powered by AC or DC. In
either case, select the second radio button, "Power Supply Redundant".

AC-powered Enclosures:

Power Management
Power Mode: Sadect the power subsysiem’s redundant operation mods.

AL Angusdant: in by coaligoration N power Sopplies ane ed io prindde cower 803 N re ued 19 rowioe redunciancy, whene N can sousl
1.2 er 3 Witive cowrpetly wined mith recdongiant AC fine Seeds ihig will aveune Mad 09 AC Ling feed dnions will 0 cauis D saciodurs o
[ o

- I - e ——
A

i Power Supdly Aedusdant Lip fo 6 powe Suppe s v Do WaEmalind with or powsr Sunpdy ahellys MErsd 16 Drovide redondancy. in M
vand o § BNk powr Bupely failure e Aaduadanl Biwss Soidly will fake Suver ihe I6ad A poesr Mg Ieed failure oF liiure of Mds thid
e poweey Buppdy will caose the Syshem i pomer o

D W - oo

lict Restundant. Mo power nedoncdivcy rules ang anfpnad 8nd pomwer redundancy samings will a7 B piven If &V of the powey Suppies o
nesded I Rupnly Prasent Power, e failurs of § power Supdy G powey faad o e Saciouns may CHuse e anciofure o brown-ool
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DC-powered Enclosures:

Power Management
Power Mode: Salect the power subsysiam’s redundant opralion mods.

Redundant:ln this configuration N power supgiies are used to provide power and N are used to provide redundancy, where N can equal
1, 2 or 3. When correctly wired with redundant AC line feeds this will ensure that an AC line feed failure will not cause the enclosure fo
power off

L Y C | pr—
A

B

(&) Power Supply Redundant: Up 1o 6 poer Supplies Can be instalied iith ane power Supply BhsyS rESENed 10 provide redundancy. In the
evant of 8 single power Supply failure the redundant power supply will take over the load. A pover ling feed failure or failure of more
than one pour SUDEly Will CAUSE the SySiem o power off

I —

Hot Redundant: No power redundancy rules are enforced and power regundancy warnings will not be given, If ail of the power supplies
are needed to supply Present Power, the failure of 8 power supply or power feed to the enclosure may cause the enclosure fo brown-
out.

For all other settings on the Power Management screen, leave the default settings unchanged.

Click on Next.

14. OAGUIL: Finish First Time Setup Wizard
Click on Finish.
Note: If only one OA has been configured, skip the following step.

15. OAGUI: Set Link Loss Failover

Navigate to Enclosure Information > Enclosure Settings > Link Loss Failover
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%1 HP BladeSystem Onboard Administrator

Wiew Legend

Enclosure Settings - 500_05_01 e §

Upciated Thit Jun 30 2017, 1140014

Link Loss Failover
0 ¥ & e
System Status 0 0 o o 0 Link Loss Failover will enable the Standby Onboard Administrstor to monitor the netwaork link status of the Active module. If the Active module looses ts network link

for & period of time and the Standby has reported & good link during the same time span, an automatic OA failover will occur. The interval before an automatic failover
iz performed can be defined below.
Note: Link Loss Failover setlings can be even if the has no The settings will not take effect unless 2 reduncant
Rack Overview Onbogrd Administrator is present.

Rack Firmware

Enable Link Loss Failover
Primary: 500_05_01

B Enclosure Information

B Enclosure Settings Failover Interval senonds
Alerikail
Device Power Sequence m
Crate and Time
Enclosure TCPAP Seftings

Mebwork Access
Link Lass Failover
SNMP Settings
Enclosure Bay IP Addressing
Configuration Scripts
Reset Factory Detaultts
Device Summary
Active to Standby
DD Drive:
LAN Configuration
Active Onboard &dministrator
Standly Onboard Administrstor
Device Bays
Interconnect Bays
Fower and Thermal
Usersisuthertication
Insight Display

ChecktheEnabl e Li nk Loss Fai | over and specify Fai | over | nterval tobe180 seconds.
Click Apply.

4.5.3 Configure OA Security

This procedure will disable telnet access to OA.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Active OAGUI: Login

Navigate to the IP address of the active OA, using (Determining which Onboard Aministrator is Active).
Login as an administrative user.

2. OAGUI: Disable telnet

Navigate to Enclosure Information > Enclosure Settings > Network Access
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[ HP BladeSystem Onboard Administrator m
E]

“ieww Legend .

Rack Overview - 500_05 Ele @

Updated Fridul 1 2011, 08:15:53

¥ o G 8 Rack Topology Rack Power and Thermal
System Status 0 a a a a

=l Frant “iewr

Rack Cvervigw

Rear “iew Enclosure Mame:  500_0:5_01

Serial Mumber. USE343THLY

Rk Firmvare uuiD: 09USES43THLY
Pairt Mumber: S07019-B821
Primary: 500_05_01 Azzet Tag
& Enclosure Information UID State: 0 off

B Enclosure Settings
Alerthiail
Device Power Sequence
Crate and Time
Enclosure TCPAP Seftings
Metwork Bocess

B Insight Display

Link Loss Failover
Enclosure Bay IP Addressing
Configurstion Scripts
Reset Factory Defaults
Device Summary
Active to Stanchy
LD Drive
LAM Configuration
ative Orboard Administrator
Standby Onboard Administrator
Device Bays
Interconnect Bays
Power and Thermal
Usars/Authentication
Insight Display

Then uncheck the Enabl e Tel net

[ HP BladeSystem Onboard Administrator

LIy Gmee (E3e
M Enclosure Settings - 500_05_01 Qe @

Upciated Fei dad 3 2007, 88:17:23

OV b0 | mewee
0 1] 0 1]

System Status 0 Fromt “iew:

Protocol Restrictions: These protacal settings can be dsed to deny or allow access to the enclasyre.

] Enshle Weh Access (HTTRHTTPE)
Rack Creerview Enable Secure Shell

Rack Firmware
[ Ensble Teinet

Primary: 500_05_01
Timary: 500051 Enable XML Reply (view)
B Enclosurs Information

& Enclosure Settings [ Entoree Strang Encryption

Alerthail

S —— =
Date and Time

Enclosure TCRAP Settings

Network Access

Rear View

Link Lass Failover
ShWP Seftings
Enclosure Bay IP Addressing

Click on Apply.

4.5.4 Upgrade or Downgrade OA Firmware

This procedure will update the firmware on the OA’s.
Needed material:

* Tekelec's HP Misc. Firmware USB media or ISO file
¢ HP Solutions Firmware Upgrade Pack Release Notes [3]
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Note: The enclosure should be provisioned with two Onboard Administrators. This procedure will
install the same firmware version on both Onboard Administrators.

Note: This procedure should be used to upgrade or downgrade firmware or to ensure both OA’s have
the same firmware version. When the firmware update is initiated, the standby OA is automatically
updated first.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Execute section 4.10.2.1 "Adding ISO Images to the PM&C Image Repository" to add the HP Misc
FW ISO.

2. OAGUI: Login

Navigate to the IP address of the active OA, using Appendix C (Determining which Onboard
Administrator is Active). Login as an administrative user.

3. OA GUI: Check OA firmware versions.

In the left navigation area, navigate to Enclosure Information > Active Onboard Administrator >
Firmware Update

Examine the Fi r mnar e Ver si on shown in the Fi rmwar e | nformati on tabl e. Verify the
version meets the minimum requirement specified by Release Notes [3] and that the firmware
versions match for both OA’s. If it is so the firmware does not need to be changed. Skip the rest of
this procedure.

4. Save All OA Configuration

If one of the two OAs has a later version of firmware than the version provided by the HP Solutions
Firmware Upgrade Pack 795-000-2xx [3], this procedure will downgrade it to that version. A
firmware downgrade can result in the loss of OA configuration. Before proceeding, ensure that
you have a record of the initial OA configuration necessary to execute the following OA
configuration procedures, as required by the customer and application:

1. 4.5.1 Configure Initial OA IP

2. 4.5.2 Configure initial OA settings via configuration wizard
3. 4.5.3 Configure OA Security

4. 4.5.6 Add SNMP trap destination on OA.

5. OAGUI: Initiate OAfirmware upgrade
If the firmware needs to be upgraded, click on Firmware Update in the left navigation area.

Enter the appropriate URL in the bottom text box labeled “Image URL”. The syntax is:

ht t ps: // <PM&C_Managenent _Net wor k_| P>/ TPD) <HPFW nount _poi nt >/ fi | es/ <OA fi r nwar e_ver si on>. bi n

For example:

https://10.240. 4. 198/ TPDY HPFW - 872- 2488- XXX- - HPFW f i | es/ hpoa300. bi n

Check the Force Downgrade box if present.
Click Apply

If a confirmation dialog is displayed, click "OK".
Note: The upgrade may take up to 25 minutes.
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6. OAGUI: Observe OAfirmware upgrade progress
You should observe the following updates during the upgrade.

Flashing the Standby Onboard Administrator ...
| ]
2% complete

Please wait while the Active Onboard Administrator flash is initialized ...

NV & 8 8 8 8 & =

Flashing the Active Onboard Administrator ...
| ]
2% complete

The firmware update has completed, and the Active Onboard Administrator is being reset.
The application will be reloaded in 81 seconds

7. OAGUI: Reload the HPOAapplication
The upgrade is complete when the following is displayed:

It is recommended that you clear your browser's cache before continuing to use this application. If
the browser's cache is not cleared after a firmware update, the application may not function
properly.

Click here to reload the application.

Clear your browser’s cache and click to reload the application . The login page should appear
momentarily.

8. OAGUI: Verify the firmware upgrade

Login to the OA again. It may take few minutes before the OA is fully functional and accepts the
credentials.

In the left navigation area, navigate to Enclosure Information > Active Onboard Administrator >
Firmware Update

Examine the Fi r mvar e Ver si on shown in the Fi r mnar e | nf or mati on t abl e. Verify the
firmware version information is correct.

9. OA GUI: Check/re-establish OA configuration

Ensure that all OA configuration established by the following procedures is still intact after the
firmware update. Re-establish any settings by performing the procedure(s):
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4.5.1 Configure Initial OA IP

4.5.2 Configure initial OA settings via configuration wizard
4.5.3 Configure OA Security

4.5.6 Add SNMP trap destination on OA.

Cal A

4.5.5 Store OA Configuration on Management Server

This procedure will backup OA settings on the management server .

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. OAGULI: Login

Navigate to the IP address of the active OA, using Appendix C (Determining which Onboard
Administrator is Active). Login as root.

2. OAGUIL: Store configuration file
Navigate to the Enclosure Information > Enclosure Settings > Configuration scripts

Onthe Confi guration scri pt open the first configuration file (current settings for enclosure):

8 HP Onboard Administrator

weiia~— ——d
Store this file on local disk.
For example:
Press ct r | +s, choose file name, path, and as type choose text file.

f.e. you may choose the following syntax for the configuration file name:

<encl osure | D>_<ti netag>. conf

3. PM&C: Backup configuration file
Do the following to backup the file on the PM&C:

Under directory / usr/ TKLC/ srmac/ et ¢ you can create your own subdirectory structure. Login
to management server via ssh as admusr and create the target directory:

$ sudo /bin/nkdir -p /usr/TKLC/ smac/ et c/ OA_backups/ QABackup
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Next, copy the configuration file to the created directory.

For unix users:

# scp ./ <cabi net _encl osure_backup file>. conf \
adnusr @pnmac_nanagenent _net wor k_i p>: / var/ TKLC/ hone/ adnusr

Windows users: Refer to Appendix A (Using WinSCP) to copy the file to the management server.

Now, on the PM&C, move the configuration file to the OA Backup folder that you created under
/usr/TKLC/smac/etc:

$ sudo /bin/mv /var/ TKLC home/ adnusr / <cabi net _encl osure_backup fil e>. conf
[usr/ TKLC snmac/ et ¢/ OA_backups/ OABackup

4. PM&C: Perform PM&C application backup to capture the OA backup

$ sudo /usr/ TKLC/ smac/ bi n/ pmacadm backup
PM&C backup been successfully initiated as task ID 7
$

Note: The backup runs as a background task. To check that status of the background task use the
PM&C GUI Task Monitor page, or issue the command "$ sudo /ust/TKLC/smac/bin/pmaccli
getBgTasks". The result should eventually be "PM&C Backup successful” and the background task
should indicate "COMPLETE".

Note: The "pmacadm backup" command uses a naming convention which includes a date/time
stamp in the file name (Example file name: backupPmac_20111025_100251.pef ). In the example
provided, the backup file name indicates that it was created on 10/25/2011 at 10:02:51 am server
time.

5. PM&C: Verify the Backup was successful

Note: If the background task shows that the backup failed, then the backup did not complete
successfully. STOP and contact the Customer Care Center by referring to the 1.4 Customer Care
Center section of this document.

The output of pmaccli getBgTasks should look similar to the example below:

$ sudo /usr/ TKLC/ smac/ bi n/ pmaccli get BgTasks

2: Backup PM&C COWPLETE - PM&C Backup successful

Step 2: of 2 Started: 2012-07-05 16:53: 10 runni ng: 4 sinceUpdate: 2 taskRecordNum
2 Server ldentity:

Physi cal Bl ade Locati on:

Bl ade Encl osure:

Bl ade Encl osure Bay:

Guest VM Locati on:

Host | P:

CGuest Nanme:

TPD | P:

Rack Mount Server:
I P:

Name:

6. PM&C: Save the PM&C backup
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If the NetBackup feature has not been configured for this PM&C, or the Redundant PM&C is not
configured in this system, the PM&C backup must be moved to a remote server. Transfer, (sftp,
scp, rsync, or preferred utility), the PM&C backup to an appropriate remote server.

7. OAGUI: Log out
Log out from the OA by pressing Sign Out at the top-right corner.

4.5.6 Add SNMP trap destination on OA.

This procedure will add an SNMP trap destination from the Onboard Administrator.

1. Active OA GUI: Login

Navigate to the IP address of the active OA. Use Appendix C: Determining which Onboard Administrator
is Active to determine the active OA. Login as an administrative user.

2. OA GUI: Add SNMP trap destination
Navigate to Enclosure Information > Enclosure Settings > SNMP Settings.

Rack Overdew - 500_04 O Qv
pany e bty PF DAL 0062
ol wack ey [T

ow
Symmtaa 0 8 0 B @

& HP BladeSystem Onboard Adminisrator

mm Logarct

P s Eliria g

Sermitiscs  USIROO0N]

s USERICS]
Pashumee.  SLZSIMCL
v Tug

T} St @ an
[l o oo

Type the host destination information into the 'Host:"' box (indicated by the red arrow in the following
figure). Additionally, type the community string to the 'Community String:' box (indicated by the
green arrow in the following figure). Finally, click the Add button to the trap destination to the
configuration.
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%] HP BladeSystem Onboard Administrator
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Enclosure Settings - 500_04 02
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¥ Enable ST
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B Device Bays
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The SNMP trap destination has now been added to the configuration and should show up in the

list of configured destinations. Click Apply to activate the configuration. The following progress
meter may appear.

Completing SNMP Settings

A & & N N EF N 5N .
Setting the Onboard Administrator's SNMP Settings.

When the progress meter disappears, the configuration has been applied.

4.6 Enclosure Switches Firmware Update

If the enclosure switches used are Cisco 3020, execute procedure 4.6.1.1 Upgrade 3020 Switch I0S
Firmware.

If the switches used are HP 6120XG, execute procedure 4.6.2.1 Upgrade HP 6120XG Switch Firmuware.
If the switches used are HP 6125G, execute procedure 4.6.3.1 Upgrade 6125G Switch Firmware.
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4.6.1 Cisco 3020 Switch Firmware Update

4.6.1.1 Upgrade 3020 Switch IOS Firmware
This procedure will describe the steps how to upgrade 10S firmware for the 3020 switches.
Needed material:

* Tekelec's HP Misc. Firmware USB media or ISO file
¢ HP Solutions Firmware Upgrade Pack Release Notes [3]
¢ Application specific documentation (documentation that referred to this procedure)

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Virtual PM&C: Login as admusr to the Virtual PM&C server.

Then verify prerequisite network reachability with the following command:
$ /bin/ping -w3 <ngnt VLAN gat eway_addr ess>
2. Virtual PM&C: Copy the appropriate version of Cisco 3020 10S firmware, as specified by the HP

Solutions Firmware Upgrade Pack Release Notes [3], from the HP Misc Firmware ISO or DVD to
the /home/admusr directory.

Then check to make sure it is present in the /home/admusr directory:

$ /bin/ls -i /home/adnusr

The output of the command should show the appropriate 3020 I0S firmware file among the files
listed. Example:

cbs30x0-i pbasek9-tar.122-58. SE1. t ar

Then copy the Cisco 3020 10S firmware file to the /var/TKLC/smac/image directory:

$ sudo /bin/cp /hone/adnmusr/<3020_I| OS_Firmvare_Fi | e> /var/ TKLC smac/ i mage/

Then check to make sure it is present in the /var/TKLC/smac/image directory:
$ /bin/ls -i /var/TKLC/ smac/ i nmage
3. Virtual PM&C: Create and edit a file named "network-confg" in the /var/TKLC/smac/image
directory by entering the following command:
$ sudo /usr/bin/vim/var/ TKLC/ smac/ i mage/ net wor k- conf g
4. Virtual PM&C: Once in the "vim" editor modify the "network-confg" file to contain only the
following lines:
enabl e secret passtenp
line vty 0 15

password passtenp
transport input tel net
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Once the contents of the "network-confg" file match the above lines save the file and exit the "vim"
editor.

5. Virtual PMé&C: Use the cat command to check that the "network-confg" file was created and edited
successfully.

$ /bin/cat /var/ TKLC smac/ i mage/ net wor k- conf g
enabl e secret passtenp

line vty 0 15

password passtenp

transport input tel net

The output above should be seen.
6. Virtual PM&C: Verify network reachability to the 3020 switch by using this command:
$ /bin/ping -w3 <encl osure_sw tch_I P>

7. Virtual PM&C: Enable the DEVICE NETWORK.NETBOOT feature with the management role to
allow tftp traffic:

$ sudo /usr/TKLC smac/ bi n/ pmacadm edi t Feat ur e - - f eat ur eName=DEVI CE. NETWORK. NETBOOT
--enabl e=1

Successful Edit of Admin Feature
$

$ sudo /usr/ TKLC/ smac/ bi n/ pmacadm r eset Feat ur es
Pl at f orm has been successfully reset

NOTE: |f you change the enabled features, restart sentry
$

Note: This may take up to 60 seconds to complete. The "restart sentry” note can be ignored.

8. OAGUI: Login to the OA GUI and click on the interconnect bay for the 3020 to be configured on
the Rear View image of the middle pane.

Alternatively, on the left pane, one could expand I nt er connect Bays, then click on the Cisco
3020 to be upgraded.

a) Then click on Management Console.
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[é HP BladeSystem Onboard Administrator
=

System Status = Wizards v Options v Help~

View Legend .. .
Interconnect Bay Information - Bay 2
Updated Thu Mar 18 2010, 08:43:23

OV aL0e Siatrs Virtusk Bution
SystemStatus 0 0 0 0 O
Gl

Rack Overview = Port lMapping information
Rack Firmware

Interconnect Module lManagement

Primary: 500_01_01
& Enclosure information
Enclosure Settings
B Active Onboard Administrator
Device Bays
B Interconnect Bays
1. Cisco Catalyst Blade Switch

B 2 Cisco Catalyst Blade Switch
Port llapﬂl'ny:. - Diagnostic Information
wapp
Ianagement Console Device Identification Data (? oK

b) A new page will be opened. If asked for a username and password, leave the username blank
and use the appropriate password provided by the application documentation. Then click OK.

The server 10.240.4.26 at level_15_access requires a
username and password.

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication

without a secure connection).

User name: J' [ 6] v ’

Password: Ceoes| |
[CIremember my password

ok || cancel |

c) If prompted with the “Express Setup” screen, click Refresh.
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Catalyst Blade Switch 3020 Express Setup

il
Q@refresh iprine Phiclo cisco

— Network Settings

Management Interface (WLAN ID): | ‘

e T
Default Gataway: IIi \2_40_\ E\ [
Switch Password: | ‘ Confirm Switch Passward: ‘ |

~ Optional Settings

Host Name: Switch

Telnet Access: (CEnable @ Disable

Telnet Password: Confirm Telnet Password:

SNMP: (OEnable () Disable

SNMP Read Community: SNMP Write Community:

System Contact: | ‘ System Location: ‘ ‘

Submit M Cancel [§
[L5ubert B Cancel 3

d) If prompted with "Do you want a secured session with the sw tch?" click on No.

10.240.4.70

Do you want a secured session with the
switch?

Yes | No ]

™ Don't ask me anymore

Then a new Catalyst Blade Switch 3020 Device Manager will be opened.

9. OA GUI: Restore switch to factory defaults.
a) Navigate to Configure > Restart/Reset.
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Catalyst Blade Switch 3020 Device Manager - Switch
@Refrash @Prmt ‘B Software Upgrade ﬂLegend ?Help

Uptime: 1 week, 1 day, 3 hours, 50 minutes

View: Status -

Mowve the pointer over the ports for more information.

Dashboard
w Configure )
Port Settings ) Restart the switch with its current settings.

Express Setup
Restart / Reset
b Monitor

(@ Reset the switch to factory defaults, and then restart the switch.

} Maintenance
Network Assistant

b) Click the radio button that says "Reset the switch to factory defaults, and then restart the switch".
¢) Then click the "Submit" button.

A pop-up window will appear that looks like this:

-

Windows Internet Explorer
:::J The device will reset bo its Factory default sekbings and will delete it current IF address, Do wou wank ko continus?

4 Cancel

d) Click OK and the switch will be reset to factory defaults and reloaded.

10. 3020 Switch CLI: Use telnet to connect to the command line interface of the 3020 switch once it has
had time to restart and acquire the configuration from the "network-confg" file.

Then login and enter enabled mode:
User Access Verification
Passwor d: passt enp
Swi t ch>en

Passwor d: passt emp
Swi t ch#

11. 3020 Switch CLI: Begin the firmware download:

Swi t ch#ar chi ve downl oad-sw /overwite /force-rel oad
tftp://<pmac_ngnt VLAN i p_address>/ <ci sco_3020_|I CS firmvare_fil e>

Example:

Swi t ch#ar chi ve downl oad-sw /overwite /force-rel oad
tftp://10.240. 34. 10/ cbs30x0- i pbasek9-tar.122-58. SE1. t ar

The firmware download will take several minutes. The following is some of the output that will
be seen during the upgrade:

Loadi ng cbs30x0-i pbasek9-tar. 122-58. SE1. t ar .240. 34. 10 (vi a Fast Ethernet0):
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

909-2282-001 Revision A, November 2013 118



Software Installation Procedures

[OK - 16455680 byt es]

Loadi ng cbs30x0-i pbasek9-tar.122-58. SE1. tar from 10. 240. 34. 10 (vi a Fast Et hernet0):
| 2 T A 1 A A I A A |

exam ni ng i nage. . .

extracting info (110 bytes)

extracting cbs30x0-i pbasek9-ne. 122-58. SE1/i nfo (390 bytes)
extracting info (110 bytes)

System Type: 0x00000000
los Image File Size: 0x00D59A00
Total Image File Size: 0xO00FB1A00
M ni mum Dram requi red: 0x08000000

| mge Suffix: i pbasek9- 122- 58. SE1

I mage Directory: cbs30x0-i pbasek9- nz. 122- 58. SE1

| mage Name: cbs30x0-i pbasek9-ne. 122-58. SE1. bi n

| mage Feat ure: | P| LAYER 3| SSH| 3DES| M N_DRAM MEG=128

O d image for switch 1: sane as inmge to overwite
Image to be installed already exists...will be renmoved before downl oad.

Del eting “flash: cbs30x0-i pbasek9-ne. 122-58. SE1' to create required space
Extracting i mages fromarchive into flash...

cbs30x0-i pbasek9-nz. 122-58. SE1/ (directory)

extracti ng cbs30x0-i pbasek9-nz. 122-58. SE1/ cbs30x0-i pbasek9- nz. 122- 58. SE1. bi n
(13988491 byt es)

Skipping many lines beginning with "extracting".
The following output will be seen once the firmware installation is done and the switch is reloaded

into the new firmware image:

Installing (renanming): "flash:update/cbs30x0-ipbasek9-ne.122-58. SE1' ->
“flash:/cbs30x0-i pbasek9-ne. 122-58. SE1'
New software inmage installed in flash:/cbs30x0-ipbasek9-nez. 122-58. SE1

Al'l software images installed.

Request ed systemrel oad in progress...
Swi t ch#

12. 3020 Switch CLI: Use telnet to connect to the command line interface of the 3020 switch once it has
had time to restart and acquire the configuration from the "network-confg" file.

Then login and enter enabled mode:
User Access Verification
Passwor d: passt enp
Swi t ch>en

Passwor d: passt enp
Swi t ch#

13. 3020 Switch CLI: Check the installed IOS firmware version to verify the upgrade completed:

Swi t ch#show ver si on
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After scrolling to the bottom of the output produced by this command, the following will be seen
or similar:

SW Ver si on SW I mage

12. 2(58) SE1 CBS30X0- | PBASEK9- M

Make sure the "SW Version" column matches the appropriate version indicated in the HP Solutions
Firmware Upgrade Pack Release Notes [3] and that the "SW Image" column includes the wording
"IPBASEK9".

Once the installed 10S version is verified, exit the telnet connection to the switch:

Swi t ch#exi t

14. Virtual PM&C: Disable the DEVICE NETWORK.NETBOOT feature with the management role to

stop tftp traffic:

$ sudo /usr/ TKLC smac/ bi n/ pmacadm edi t Feat ur e - - f eat ur eName=DEVI CE. NETWORK. NETBOOT
- -enabl e=0
Successful Edit of Adm n Feature

$ sudo /usr/TKLC/ smac/ bi n/ pmacadm r eset Feat ur es

Pl at f orm has been successfully reset

NOTE: If you change the enabl ed features, restart sentry
$

Note: This may take up to 60 seconds to complete. The "restart sentry" note can be ignored.

15. Virtual PM&C: Clean up the network-confg and 3020 IOS firmware files, answering "yes" when

prompted.

The 3020 IOS filename used is an example. Make sure to remove any 3020 IOS firmware files
present.

$ sudo /bin/rm/var/ TKLC/ smac/ i mage/ net wor k- conf g

rm renove regular file “/var/TKLC/ snmac/i mage/ net wor k- conf g' ?yes

$ sudo /bin/rm/var/ TKLC smac/ i mage/ cbs30x0-i pbasek9-tar. 122-58. SE1. t ar

rm renove regular file
“/var/ TKLC/ smac/ i mage/ cbs30x0- i pbasek9-tar. 122-58. SE1. tar' ?yes

16. OA GUI: Perform Step 8 and Step 9 again, using "passtemp" as the password if prompted, to reset

the 3020 back to factory defaults now that the firmware has been upgraded.

17. Virtual PM&C: Make sure this procedure has been run for all 3020 switches to be upgraded.

4.6.2 HP 6120XG Switch Firmware Update

4.6.2.1 Upgrade HP 6120XG Switch Firmware

This procedure describes the steps how to upgrade firmware for the 6120XG switches.

Needed material:

Tekelec's HP Misc. Firmware USB media or ISO file
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HP Solutions Firmware Upgrade Pack Release Notes [3]
WinSCP

SSH client (eg. PuTTY)

1. Local Workstation:

Copy the appropriate version of HP 6120XG firmware, as specified by the HP Solutions Firmware
Upgrade Pack Release Notes|[3]

2. 6120XG Switch: Login

Login to the switch as manager via ssh (accepting switch's key if prompted):
l ogin as: manager
Press any key to continue as prompted by the switch
3. 6120XG Switch: Enter global configuration

Switch# config

4. 6120XG Switch: Find current firmware version and compare to release notes

Swi tch(config)# show version

| mage stanp: / sw/ code/ bui l d/vern(Z 14 zin t4b)
Sep 23, 2010 16:48: 29
z.14.12
31

Boot | nage: Secondary

Record the firmware version (z.14.12 in this case) and the current Boot Image location being used
(Secondary in this case). Compare the firmware version currently being used to the latest version
specified in the HP Solutions Firmware Upgrade Pack Release Notes [3]. Continue with this upgrade

procedure if necessary.

Whatever Boot Image is being used, the opposite one will be upgraded. So in this case, since the
Secondary Boot Image is being used, the Primary Boot image will be upgraded.

5. 6120XG Switch: Record current firmware version of boot image to be upgraded.

Record the current version of the Boot Image to be upgraded. This will be used to compare after
upgrading the success of the upgrade. (Primary Image in this case).

Swi tch(config)# show fl ash

| mage Si ze(Byt es) Dat e Ver si on
Primary | mage : 7595562 8/ 17/ 10 z.14.09
Secondary | nage : 7732899 9/23/10 z.14.12
Boot Rom Ver si on :z.14.09

Def aul t Boot : Secondary

6. 6120XG Switch: Make sure Secure Copy is enabled.

Switch(config)# show i p ssh

SSH Enabl ed Yes Secure Copy enabled : Yes
TCP Port Nunber : 22 Ti meout (sec) : 120
Host Key Type : RSA Host Key Size : 2048
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Ci phers :
MACs :

Ses Type | Source IP Por t

i, e
1 consol e |

Look at the output of show ip ssh. If Secur e Copy Enabl ed = Yes, then continue to the next
step. If Secure Copy Enabled = No, then perform the command below:

Switch(config)# ip ssh filetransfer
Tftp and auto-tftp have been di sabl ed.
Switch(config)#

Enter show ip ssh again to make sure Secure Copy has been enabled.

7. 6120XG Switch: Open the event log.

n_n

Go into the switch's menu interface and type "y" to save the configuration

Switch(config)# nenu
Do you want to save current configuration [y/n/~C]? vy

Select:

4. Event Log

Then select:

End

Keep this terminal window open.

8. Local Workstation:

Configure WinSCP to work with the 6120XG. (These directions are applicable to WinSCP versions
4.27 to 5.14. Other versions may have these options in different locations).

¢  Open WinSCP on your local workstation.

¢ (lick on “Preferences” in the list on the left.

® Select the “Commander” interface (click on the circle next to it)

¢ Then click on the Preferences... button.

¢ In “Transfer settings”, uncheck “Preserve timestamp”.

¢ In “Endurance” settings, set the “Enable transfer resume/...” option to “Disable”.
¢ (lick the OK button.

¢ (lick on “Session” in the list on the left.

9. Local Workstation:

e With WinSCP still on the "Session" screen, enter the 6120XG's <switch_ip_address> under
Host name and manager as the User name.

¢ Ifusing netConfig: enter <platform_username> for the User name and <platform_password>
for the Password.
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¢ Ifusing SwitchConfig: enter manager for the User name and <switch_manager_password>
for the Password.

e Leave the Port number at 22
* Leave File protocol at SFTP, and if present, select the checkbox next to Allow SCP fallback.

* Click the Login button.
* If prompted to "add host key to the cache", click the Yes button

10. Local Workstation: Copy the new firmware to the switch Boot Image to be updated

* Once WinSCP logs into the switch, in the left window, find the firmware file that was copied
to the local workstation in Step 1.

¢ In the right window on the switch, open the folder labeled "os"

* Drag the firmware file on the left to the window on the right.

* A copy window pop up with "fos/*.*" written will appear. Replace *.* with either primary or
secondary depending on which boot image is being upgraded. (in this example it would be
primary ).

- WinSCP

2. Folder With Firmware - manager@

Local Mark Files Commands Session Options Remote Help

& HE HES WP EH »  Defe
@C 8 & B 2 Des-8 &~

C:\Folder With Firmware fos

MName Ext ~ Name Ext
©.. secondary
m Z2_14_22.s5wi @ primary

Copy file Z_14_22. swi' to remote directory:

tos/ primary

Transfer settings
Do not preserve timestamp

[] New and updated file(s) only [] Do not

[] Transfer on background (add to transfer queue)

[ Transfer settings... I E

¢ (lick the Copy button.

11. 6120XG Switch: Go back to the Event Log on the SSH session with the switch.

Go back to the switch ssh window where the Event Log is open. If the connection has timed out,
redo Step 2, Step 3, and Step 6. Watch for the following log event (it can take a few minutes):

update: Primary |nage updated
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In this example, the Primary Image is being updated. If the user were updating the Secondary
Image, it would say "Secondary" instead of "Primary".

12. 6120XG Switch: Get Back to the Command Line Interface (CLI).
Now that the "updated" message has appeared, select:

Back

Then select:

5. Command Line (CLI)
Swi t ch(config)#

13. 6120XG Switch: Check the firmware version.

Run the show flash command to make sure the Image being updated has the correct firmware
version. (in this example Primary Iimage has changed to z.14.22)

Switch(config)# show flash

| mage Si ze(Byt es) Dat e Ver si on

Primary | mage : 7732899 10/ 21/ 10 z.14.22
Secondary | mage : 7193633 06/ 23/ 10 z.14.12
Boot Rom Version: z.14.09

Def aul t Boot . Secondary

14. 6120XG Switch: Reboot into the new firmware.

Now reboot the switch into the new Boot Image. (primary in this example). If the Secondary Image
has been updated, replace "primary" with "secondary" in the command below:

Swi tch(config)# boot system flash primary
Device will be rebooted, do you want to continue [y/n]? vy

15. 6120XG Switch: Log back in.

Once the switch has rebooted, log back into the switch as manager via ssh.

| ogi n as: manager
Press any key to continue as pronpted by the switch.

Swi t ch#

16. 6120XG Switch: Re-enter global configuration.

Switch# config

17. 6120XG Switch: Make sure the switch has booted properly into the new firmware image.

Run the show version command. Make sure the new firmware version is displayed.

Swi t ch(config)# show version

| mage stanp:/sw code/build/vern(Z_14_zin_t4b)
Cct 21 2010 16:48: 29
Z.14.22
31

Boot | mage: Primary
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18. 6120XG Switch: Verify the "Default Boot" has changed.

Run the show flash command, checking to make sure the image that was upgraded has been set
as the "default Boot". (Pr i mary in this example).

6120XG | OBAY1# show fl ash
| mage Si ze( Byt es) Date Version
Primary | mage : 7798047 03/07/12 Z.14.32
Secondary | mage : 7732899 10/ 21/ 10 Z.14.22
Boot Rom Version: Z.14.09
Def aul t Boot . Primary

4.6.3 HP 6125G Switch Firmware Update

4.6.3.1 Upgrade 6125G Switch Firmware
This procedure will describe the steps to upgrade firmware for the 6125G switches.

Needed Materials

Tekelec's HP Misc. Firmware USB media or ISO file
HP Solutions Firmware

Upgrade Pack Release Notes [3]

WinSCP

SSH client (for example, PuTTY)

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1.

2.

3.

Local Workstation: Copy the appropriate version of 6125G firmware, as specified by the HP
Solutions Firmware Upgrade Pack Release Notes [3], to the local workstation.

Active OA CLI: Log in to the active Onboard Administrator via ssh (accepting the OA's key if
prompted).

login as: <QOA_Admi n_User >

WARNING This is a private system Do not attenpt to |login unless you are an
aut hori zed user. Any authorized or unauthorized access and use may be noni -
tored and can result in crimnal or civil prosecution under applicable |aw.

Fi rmnare Version: 3.70

Built: 10/01/2012 @ 17:53

QA Bay Nunber: 2

QA Rol e: Active

root @O0. 240. 8. 6' s password: <OA Admi n_Passwor d>

OA>

Active OA CLI: Connect to the serial console of the 6125G switch to be upgraded. Setup netConfig
repository with necessary ssh information.

OA> connect interconnect <iobay_nunber>
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Use the number of the IO bay the switch is in to complete the command, which will be similar to
the one shown below.

OA> connect interconnect 1

NOTI CE: This pass-thru connection to the integrated I/O consol e

is provided for conveni ence and does not supply additional access

control. For security reasons, use the password features of the

integrated swtch.

Connecting to integrated switch 4 at 9600, N81. ..
Escape character is '<Cirl>_" (Control + Shift + Underscore)

Press [Enter] to display the switch consol e:

Press the "Enter" button, as needed, to continue to the 6125G switch serial console.

<6125G Bl ade Switch>

4. 6125G CLI: Check current firmware version.

<6125G Bl ade Swi tch> di spl ay boot - | oader

Slot 1
The current boot app is: flash:/6125-cmb520-r2105. bin
The nmain boot app is: flash:/6125-cmnb520-r 2105. bin

The backup boot app is: flash:/6125-cmnb520-r 2105. bin

If the "current boot app" and the "main boot app" are already at the version specified by the HP
Solutions Firmware Upgrade Pack Release Notes [3], then the switch is up to date and the rest of
this procedure can be skipped. Otherwise, continue to Step 5.

5. 6125G CLI: Enable DHCP for the switch's management interface.

<6125G Bl ade Switch> systemvi ew

[6125G Bl ade Switch] interface M Ethernet 0/0/0

[ 6125G Bl ade Switch-M Et hernet0/0/0] ip address dhcp-alloc
[ 6125G Bl ade Switch-M Et hernet0/0/0] quit

[6125G Bl ade Switch]

6. 6125G CLI: Set up the local user.

[ 6125G Bl ade Switch] | ocal -user plat

New | ocal user added.

[ 6125G Bl ade Switch-luser-plat] password sinple passtenp

[ 6125G Bl ade Switch-luser-plat] authorization-attribute |evel 3
[ 6125G Bl ade Switch-1user-plat] service-type ssh term nal

[ 6125G Bl ade Switch-luser-plat] quit

[ 6125G Bl ade Swi tch]

7. 6125G CLI: Set up SSH and SFTP.

[ 6125G Bl ade Switch] ssh server enabl e

I nfo: Enabl e SSH server.

[ 6125G Bl ade Switch] sftp server enable

I nfo: Enabl e SFTP server.

[ 6125G Bl ade Switch] ssh user plat service-type all authentication-type password
[ 6125G Bl ade Switch] public-key |ocal create rsa

Warni ng: The | ocal key pair already exist.
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Confirmto replace then? [Y/N:y

The range of public key size is (512 ~ 2048).
NOTES: |f the key nodulus is greater than 512,
It will take a few mi nutes.

Press CTRL+C to abort.

I nput the bits of the nodul us[default = 1024]: (Press Enter)
Generating Keys...

+++++

++++++++++++

++++

+t+ -+

Note: Answer 'y' if prompted to replace an existing local key pair
8. 6125G CLI: Set up the user interfaces.

[ 6125G Bl ade Switch] user-interface aux O

[ 6125G Bl ade Swit ch-ui -aux0] authenticati on-node schene

[ 6125G Bl ade Switch-ui-aux0] quit

[ 6125G Bl ade Switch] user-interface vty 0 7

[ 6125G Bl ade Switch-ui-vty0-7] authentication-npde schene
[ 6125G Bl ade Switch-ui-vty0-7] user privilege |evel 3

[ 6125G Bl ade Switch-ui-vty0-7] quit

[ 6125G Bl ade Switch] quit

<6125G Bl ade Swi tch>

9. 6125G CLI: Display the management interface information to determine its IP address.

<6125G Bl ade Switch> display interface M Ethernet 0/0/0 bri ef
The brief information of interface(s) under route node:

Li nk: ADM - administratively down; Stby - standby

Protocol: (s) - spoofing

Interface Li nk Protocol Main IP Descri ption
M EO/ 0/ 0 uP uP 10. 240. 8. 10

Note: The Main IP address that the management interface has acquired via DHCP. This IP address
will be used in the following steps. In this example, it is 10.240.8.10.

10. Local Workstation: Open and configure WinSCP. (These directions are applicable to WinSCP
versions 4.27 to 5.14. Other versions may have these options in different locations.)

¢ Open WinSCP on your local workstation.

* Click on Preferences in the list on the left.

e Select the Commander interface (click on the circle next to it).

¢ Then, click on the Preferences... button.

* In Transfer settings, uncheck Preserve timestamp.

* In Endurance settings, set the Enable transfer resume/... option to Disable.
* (lick the OK button.

* Click on Session in the list on the left.

11. Local Workstation: Connect to the 6125 with WinSCP via SFTP.

o  With WinSCP still on the Session screen, make sure SFTP is selected under File Protocol.
* Leave the port number at 22.

¢ Enter the 6125G's IP address under Host name. This is the IP address noted in Step 9.

¢ Enter plat under User name.
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¢ Enter passtemp under Password.
¢ (lick the Login button. If prompted to add host key to the cache, click the Yes button.

12. Local Workstation: Copy the new firmware to the switch.

e After WinSCP logs into the switch, in the left window, locate the firmware file that was copied
to the local workstation in Step 1.

* Drag the firmware file from the left to the window on the right.

¢ When the Copy window appears, click on the Copy button and wait for the firmware file to
finish copying to the switch.

¢ Visually check that the new firmware file now appears in the right window after the copy is
complete.

¢ Close WinSCP.

13. Local Workstation: Log in to the 6125G.
If you have disconnected from the 6125G CLI and/or the OA, return to the 6125G CLI by performing
Step 2 and Step 3. Then return to this step.

Logi n aut henti cati on

User nane: pl at
Passwor d: passtenp
<6125G Bl ade Swi tch>

14. 6125G CLI: Load the new firmware file as the main flash image. Make sure to use the correct
firmware file name that you copied to the switch.

<6125G Bl ade Swi tch> boot-|oader file flash:/6125-cmb20-r2105.bin slot 1 nmain

Enter "Y" when asked to continue.

This command will set the boot file of the specified board. Continue? [Y/N: Y
The specified file will be used as the main boot file at the next reboot on
sl ot 1!

15. 6125G CLI: Reboot the switch to run the new firmware version. Enter Y to save the configuration
when prompted.

<6125G Bl ade Swi tch> reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

This command will reboot the device. Current configuration will be |ost, save
current configuration? [YN: Y

When prompted about the file name leave it blank and press Enter.

Pl ease input the file name(*.cfg)[flash:/config.cfqg]

(To |l eave the existing fil ename unchanged, press the enter key):
Validating file. Please wait....

The current configuration is saved to the active main board successfully.
Configuration is saved to device successfully.
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When prompted to continue with the reboot, enter Y.

This command will reboot the device. Continue? [Y/N:Y
#Apr 26 13:43:23:098 2000 6125G Bl ade Swi tch DEVM 1/ REBOOT:
Reboot devi ce by command.
%Apr 26 13:43:23:190 2000 6125G Bl ade Switch DEVM 5/ SYSTEM REBOOT: Systemis
rebooting now.

16. 6125G CLI: Press the Enter key when prompted after the reboot is complete and login to the 6125G.
Press ENTER to get started.
Logi n aut hentication
User nane: pl at

Passwor d: passtenp
<6125G Bl ade Switch>

17. 6125G CLI: Verify that the new firmware is both the "current boot app" and the "main boot app".

<6125G Bl ade Swi tch> di spl ay boot -1 oader

Slot 1
The current boot app is: flash:/6125-cmb20-r2105. bin
The main boot app is: flash:/6125-cmnb520-r 2105. bin

The backup boot app is: flash:/6125-crn520-r2105. bi n

18. 6125G CLI: Reset the 6125G to a default state.
Clear the RSA key.

<6125G Bl ade Swi tch> systemvi ew
System View. return to User Viewwith Crl+Z.

[ 6125G Bl ade Switch] public-key |ocal destroy rsa
Warning: Confirmto destroy these keys? [Y/N: Y

[6125G Bl ade Switch] quit

Reset the configuration to defaults.

<6125G Bl ade Swi tch> reset saved-configuration

The saved configuration file will be erased. Are you sure? [Y/N: Y
Configuration file in flash is being cleared.

Pl ease wait

Mai nBoar d:
Configuration file is cleared.

Reboot the switch.

<6125G Bl ade Switch> reboot
Start to check configuration with next startup configuration file, please
wait......... DONE!

Do not save the configuration. Enter "N" when prompted.

This command will reboot the device. Current configuration will be |ost, save
current configuration? [Y N: N
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Enter "Y" when asked to continue.

This command will reboot the device. Continue? [Y/N:Y
#Apr 26 13:43:23:098 2000 6125G Bl ade Swi tch DEVM 1/ REBOOT:
Reboot devi ce by command.

19. 6125G CLI: After the reboot is complete, exit the 6125G CLI by pressing (Ctrl + Shift + Underscore).

Then enter "D" to disconnect when prompted.

Press ENTER to get started.

Command: D)i sconnect, C)hange settings, send B)reak, E)xit command node X)nbdem
send > D

Make sure this procedure has been run for all 6125G switches to be upgraded.

4.7 Enclosure and Blades Setup

4.7.1 Add Cabinet and Enclosure to the PM&C system inventory

This procedure provides the instructions for adding a cabinet and an enclosure to the PM&C system
inventory.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. PM&C GUI: Login

Open your web browser and enter:

htt ps: // <pmac_managenent _net wor k_i p>

Login as the pmacadmin user.

2. PM&C GUI: Navigate to Configure Cabinets

Navigate to Main Menu > Hardware > System Configuration > Configure Cabinets.
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B £ Main Menu
B & Hardware
: g B System Inventory
ﬁ & System Configuration
]

B Configure Enclosures

B Configure RMS
[ I Software
B vM Management
g1 m Storage
g1 @ Administration
... | Task Monitoring

3. PM&C GUI: Add Cabinet

Software Installation Procedures

On the Conf i gur e Cabi net s panel, press the Add Cabinet button

Configure Cabinets

Provisioned Cabinets

There are no provisioned
cahinets

Add Cabinet

4. PM&C GUI: Enter Cabinet ID

Enter the Cabi net | Dand press the Add Cabinet button.

Add Cabinet

Cabinet ID:|504] Cabinet ID must be from 1 to 654.

Add Cabinet

5. PM&C GUI: Check errors

If no error is reported to the user you will see the following:

Configure Cabinets

Info

o #» Cahinet 405 has heen successiully added to the system

pts

Add Cabinet

Or you will see an error message:
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Add Cabinet &) Help
Thu Nov 17 18:08:55 2011 UTC
Error
Error

& # Cabinet|D 999 is invalid: must be between 1 and 654

Add Cabinet

6. PM&C GUI: Navigate to Configure Enclosures

Navigate to Main Menu > Hardware > System Configuration > Configure Enclosures.

B £ Main Menu
B & Hardware
: F1 B System Inventory
B & System Configuration

B Configure RMS

g1 @ Software

. i VM Management

H i Storage

B Administration

. B Task Monitoring
E! Logout

7. PM&C GUI: Add Enclosure
On the Confi gur e Encl osur es panel, press the Add Enclosure button

Configure Enclosures & Help
Thu Mow 17 18:17:05 2011 UTC
Tasks ~

Provisioned Enclosures

There are no provisioned
enclosures

Add Enclosure

8. PM&C GUI: Provide Enclosure Details

Onthe Add Encl osur e panel, enter the Cabi net | D,Locati on | D,and two OA | Paddresses
(the enclosure's active and standby OA).

Then click on Add Enclosure.
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Add Endosure & Help

Thu Nov 17 18:18:09 2011 UTC

CabinetID:| 505 |+

Location 1D:/01 Location {D must be from 1 to 4.
Bay 1 0AIP:|10.240.17 51

Bay 2 OAIP:|10.240.17.56

Add Enclosure

Note: Location ID is used to uniquely identify an enclosure within a cabinet. It can have a value
of 1, 2, 3, or 4. The cabinet ID and location ID will be combined to create a globally unique ID for
the enclosure (for example, an enclosure in cabinet 502 at location 1, will have an enclosure ID of
50201).

9. PM&C GUI: Monitor Add Enclosure

The Configure Enclosures page is then redisplayed with a new background task entry in the Tasks
table. This table can be accessed by pressing the Tasks button located on the toolbar under the
Configure Enclosures heading.

Configure Enclosures & Help
Thu Now 17 18:18:55 2011 UTC

Info =
Tasks
(1]} Task Target Status Start Time Progress
B 2 Add Enclosure Enc:50501 OpenHpi Deamon Started 5211:3;151? 92%

When the task is complete and successful, its text will change to green, and its Progress column
will indicate "100%".

4.7.2 Configure Blade Server iLO Password for Administrator Account

This procedure will change the blade server iLO password for Administrator account for blade Servers
in an enclosure.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. PM&C: Log into the PM&C as admusr using ssh.
2. PM&C: Create xml file
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In/usr/ TKLC/ smac/ ht m / publ i c- conf i gs create an xml file with information similar to the
following example. Change the Administrator password field only as instructed by the application.

<RI BCL VERS| ON="2.0">

<LOG N USER _LOG N="admusr" PASSWORD="<i Lo adnusr password>">
<USER_| NFO MODE="write">

<ADD_USER USER_NAME="adnusr" USER LOG N="admusr" PASSWORD="<i Lo adnusr passwor d>">
<ADM N_PRI'V val ue="Yes"/ >

<REMOTE_CONS_PRI V val ue ="Yes"/>

<RESET_SERVER PRIV val ue ="Yes"/>

<VI RTUAL_MEDI A PRIV val ue ="Yes"/>

<CONFI G_| LO PRIV val ue ="Yes"/>

</ ADD_USER>

</ USER_| NFC>

<USER_I NFO MODE="wri t e" >

<MOD_USER USER LOG N="Adni ni strator">

<PASSWORD val ue="<i Lo Admi ni strator password>"/>

</ MOD_USER>

</ USER_I NFO>

</ LOG N>

</ RI BCL>

Save this file as change_i | o_adm n_passwd. xni

3. OA shell: Login to the active OA

Log into OA via ssh as root user.

login as: root

WARNI NG This is a private system Do not attenpt to login unless you are an
aut hori zed user. Any authorized or unauthorized access and use may be noni -
tored and can result in crimnal or civil prosecution under applicable |aw

Fi rmnvare Version: 3.00
Built: 03/19/2010 @14: 13 QA

Bay
Nunmber: 1 OA
Rol e: Acti ve

adnmusr @0. 240. 17. 51' s passwor d:

If the OA Rol e isnot Acti ve, login into the other OA the enclosure system
4. OA shell: Run hponcfg
Run the following command:

> hponcfg all https://<pmac_i p>/ public-configs/change_ilo_adm n_passwd. xmi

5. OA shell: Check the output

Observe the output for error messages and refer to the HP | nt egrat ed Li ght s- Qut
Managenment Processor Scripting and Conmand Line Resource Gui de for
troubleshooting

6. OA shell: Logout
Logout from the OA
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7. PM&C: Remove temporary file

On the PM&C remove the configuration file you created. This is done for security reasons, so that
no one can reuse the file:

$ sudo /bin/rm-rf /usr/TKLC/ snac/ ht m / public-configs/change_ilo_adm n_passwd. xmi

4.8 Configure Enclosure Switches

If the enclosure switches used are Cisco 3020, execute procedure 4.8.1.1 Configure Cisco 3020 switch
(netConfig).

If the switches used are HP 6120XG, execute procedure 4.8.2.1 Configure HP 6120XG switch (netConfig).

If the enclosure switches used are HP6125G, execute procedure .

4.8.1 Configure Cisco 3020 Switches

4.8.1.1 Configure Cisco 3020 switch (netConfig)

This procedure will configure 3020 switches from the PM&C server using templates included with an
application.

If the aggregation switches are provided by Tekelec, then the Cisco 4948 /4948E /4948E-F switches
must be configured using 4.3.2 Configure Cisco 4948/4948E/4948E-F aggregation switches (PM&C
installed)(netConfig) If the aggregation switches are provided by the customer, the user must ensure
that the customer aggregation switches are configured as per requirements provided in the NAPD. If
there is any doubt as to whether the aggregation switches are provided by Tekelec or the customer,
contact Tekelec Technical Services and ask for assistance.

This procedure requires that no IPM activity is occurring or will occur during the execution of this
procedure.

Needed materials:

¢ HP Misc. Firmware DVD

* HP Solutions Firmware Upgrade Pack Release Notes [3]

* Application specific documentation (documentation that referred to this procedure)
¢ Template xml files in an application ISO on an application CD.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Virtual PM&C: Prepare for switch configuration
Login as admusr to the PM&C, then run:

$ /bin/ping -w3 <ngnt VLAN gat eway_addr ess>

2. Virtual PM&C: Verify network connectivity to 3020 switches
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For each 3020 switch, verify network reachability.

$ /bin/ping -w3 <encl osure_sw tch_I P>

3. Virtual PM&C: Modify PM&C Feature to allow TFTP.
Enable the DEVICE.NETWORK.NETBOOT feature with the management role to allow tftp traffic:

$ sudo /usr/ TKLC snac/ bi n/ pracadm edi t Feat ur e - - f eat ur eName=DEVI CE. NETWORK. NETBOOT
--enabl e=1
$ sudo /usr/ TKLC/ smac/ bi n/ pmacadm r eset Feat ur es

Note: This may take up to 60 seconds to complete.

4. Virtual PM&C: Verify the template xml files are in existence.
Verify the initialization xml template file and configuration xml template file is present on the
system and is the correct version for the system.

Note: The XML files prepared in advanced with the NAPD can be used as an alternative.

$ /bin/nmore /usr/ TKLC smac/ etc/ switch/xm /3020 init.xm
$ /bin/nmore /usr/ TKLC smac/ et ¢/ switch/ xm /3020_confi gure. xm

If either file does not exist, copy the files from the application media into the directory shown
above.

If 3020_init.xml file exists, page through the contents to verify it is devoid of any site specific
configuration information other than the device name. If the template file is appropriate, then skip
the remainder of this step and continue with the next step.

If 3020_configure.xml file exists, page through the contents to verify it is the appropriate file for
the this site and edited for this site. All network information is necessary for this activity. If the
template file is appropriate, then skip the remainder of this step and continue with the next step.

5. Virtual PM&C: Modify 3020 xml files for information needed to configure the switch.

Update the 3020_init.xml file for the values noted in the next sentence. Values to be modified by
the user will be notated in this step by a preceding dollar sign. So a value that has
$some_variable_name will need to be modified, removing the dollar sign and the less than, greater
than sign. When done editing the file, save and quit.

Update the 3020_configure.xml file for the values noted in the next sentence. Values to be modified
by the user will be notated in this step by a preceding dollar sign. So a value that has
$some_variable_name will need to be modified, removing the dollar sign and the less than, greater
than sign. When done editing the file, save and quit.

$ sudo /bin/vi [usr/TKLC/ smac/ etc/sw tch/xm /3020 _init.xm

$ sudo /bin/vi [usr/TKLC/ smac/ etc/sw tch/xm /3020 _config. xm

6. Virtual PM&C/OA GUI: Reset switch to factory defaults

Note: Do not wait for the switch to finish reloading before proceeding to the next step. After
completing step 6 by initiating the reload, proceed to Step 7.
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If the switch has been previously configured using netConfig or previous attempts at initialization
have failed, use netConfig to reset the switch to factory defaults by executing the following
command:

$ sudo /usr/TKLC pl at/ bi n/ net Confi g --devi ce=<swi t ch_nane> set Fact or yDef aul t

If the above command failed, use Internet Explorer to navigate to <enclosure_switch_ip_address>.

A new page will be opened. If you are asked for a username and password, leave the username
blank and use the appropriate password provided by the application documentation. Then click
OK.

If you are prompted with the "Express Setup” screen, click Refresh.

Catalyst Blade Switch 3020 Express Setup

@Refresh Q—;?Pmnt ?He\p cISCO

~— Network Settings

Management Interface (VLAN ID):

IP Address: [ Subnet Mask: [ 128.0.0.0 b
Default Gataway: 18 24D .E 1
Switch Password: Confirm Switch Password:

— Optional Settings

Host Name: Switch

Telnet Access: CEnable & Disable

Telnet Password: | Confirm Telnet Passwaord:
SNMP: (Enable () Disable

SNMP Read Community: I SNMP Write Community:
System Contack: | System Location:

Emm| e

If you are prompted with "Do you want a secured session with the switch?", click on No.

10.240.4.70

Do you want a secured session with the
switch?

Yes Mo |

™ pon't ask me anymare

Then a new Catalyst Blade Switch 3020 Device Manager will be opened.
Navigate to Configure > Restart/Reset.
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| contents_____f| Restart / Reset

B Dashboard
w Configure
B Port Settings
W Express Setup
" Restart/ Reset
b Monitor
b Maintenance
B Network Assistant

& Restart the switch with its current settings.

" Reset the switch to factory defaults, and then restart the switch.

Click the circle that says "Reset the switch to factory defaults, and then restart the switch". Then

click the "Submit" button.

A pop-up window will appear that looks like this:

I

Windows Internet Explorer

i)

X

\ ? ) The device will reset to its Factory default settings and will delete its current IP address, Do you wank to continue?

(8] 4 J[ Cancel ]

Click OK and the switch will be reset to factory defaults and reloaded.

7. Virtual PM&C: Remove the old ssh key and Initialize the switch

Remove the old ssh key:

$ sudo /usr/bin/ssh-keygen -R <encl osure_sw tch_i p>

The following command must be entered at least 60 seconds and at most 5 minutes after the previous

step is completed.

$ sudo /usr/TKLC pl at/ bi n/ net Confi g

--file=/usr/ TKLC/ smac/ etc/ switch/ xm /3020_init.xm
Processing file: /usr/TKLC/ snmac/etc/sw tch/xm /3020_init.xm
Waiting to |l oad the configuration file...

| oaded.
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Attenpting to login to device...
Configuring....

Note: This step takes about 4-5 minutes to complete, it is imperative that you wait until returned
to the command prompt. DO NOT PROCEED UNTIL RETURNED TO THE COMMAND
PROMPT.

Check the output of this command for any errors. A successful completion of netConfig will return
the user to the prompt. Due to strict host checking and the narrow window of time in which to
perform the command, this command is prone to user error. Most issues are corrected by returning
to the previous step and continuing. If this step has failed for a second time, stop the procedure
and contact the Customer Care Center.

8. Virtual PM&C: Reboot the switch using netConfig

$ sudo /usr/TKLC pl at/ bi n/ net Confi g --devi ce=<swi t ch_nane> reboot save=no

Wait 2-3 minutes for the switch to reboot. Verify it has completed rebooting and is reachable by
pinging it.

$ /bin/ping <encl osure_sw tch_I P>

From 10. 240. 8. 48 i cnp_seq=106 Desti nati on Host Unreachabl e
From 10. 240. 8. 48 i cnp_seq=107 Desti nati on Host Unreachabl e
From 10. 240. 8. 48 i cnp_seq=108 Desti nati on Host Unreachabl e
64 bytes from 10.240.8.13: icnp_seq=115 ttl =255 tine=1.13 ns
64 bytes from 10.240.8.13: icnp_seq=116 ttl =255 time=1.20 ns
64 bytes from 10.240.8.13: icnp_seq=117 ttl =255 tinme=1.17 ns

9. Virtual PM&C: Configure the switches
Configure both switches by issuing the following command:

$ sudo /usr/ TKLC/ pl at/ bi n/ net Confi g

--file=/usr/ TKLC/ smac/ et c/ swi tch/ xm /3020_confi gure. xm
Processing file: /usr/ TKLC smac/ etc/sw tch/ xm /3020 _configure. xm
$

Note: This step takes about 2-3 minutes to complete

Check the output of this command for any errors. If the file fails to configure the switch, please
review /troubleshoot the file first. If troubleshooting is unsuccessful, stop this procedure and contact
Customer Care Center.

A successful completion of netConfig will return the user to the prompt.

10. Virtual PM&C: Verify switch configuration

To verify the configuration was completed successfully, execute the following command and review
the configuration:

# sudo /usr/ TKLC pl at/ bi n/ net Confi g showConfi guration --devi ce=<sw tch_nanme>
Configuration: = (
Bui | di ng configuration...

Current configuration : 3171 bytes
!

I Last configuration change at 23:54:24 UTC Fri Apr 2 1993 by plat
!
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version 12.2
<out put renoved to save space >
noni tor session 1 source interface GO0/2 rx

nmonitor session 1 destination interface G 0/1 encapsul ation replicate
end

)

Return to step 4 and repeat for each 3020 switch.

11. Virtual PM&C: Modify PM&C Feature to disable TFTP.
Disable the DEVICE.NETWORK.NETBOOT feature:

$ sudo /usr/ TKLC/ smac/ bi n/ pmacadm edi t Feat ure - - f eat ur eName=DEVI CE. NETWORK. NETBOOT
- -enabl e=0
$ sudo /usr/TKLC smac/ bi n/ pmacadm r eset Feat ur es

Note: This may take up to 60 seconds to complete.

12. Perform F.2 Backup Cisco 4948/4948E/4948E-F Aggregation Switch and/or Cisco 3020 Enclosure Switch
(netConfig) for each switch configured in this procedure

4.8.2 Configure HP 6120XG Switches

4.8.2.1 Configure HP 6120XG switch (netConfig)

This procedure will configure the HP 6120XG switches from the PM&C server & the command line
interface using templates included with an application.

Needed materials:

¢ HP Misc. Firmware DVD

¢ HP Solutions Firmware Upgrade Pack Release Notes [3]

* Application specific documentation (documentation that referred to this procedure)
* Template xml files in an application ISO on an application CD.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Virtual PM&C: Prepare for switch configuration
If the aggregation switches are provided by Tekelec, login to the management server, then run:
i n/ping -w3 <swi tchlA ngnt VLAN address>

$ /b
$ /bin/ping -w3 <switchlB ngnmt VLAN address>
$ /bin/ping -w3 <sw tch_ngnt VLAN VI P>

If the aggregation switches are provided by the customer, login to the management server, then
run:

$ /bin/ping -w3 <ngnt VLAN gat eway_addr ess>

2. Virtual PM&C: Verify network connectivity to 6120XG switches

909-2282-001 Revision A, November 2013 140



Software Installation Procedures

For each 6120XG switch, verify network reachability.

$ /bin/ping -w3 <encl osure_sw tch_I P>

3. Virtual PM&C: Restore switch to factory defaults

If the 6120XG switch has been configured prior to this procedure, clear out the configuration using
the following command:

$ /usr/bin/ssh manager @encl osure_sw tch_I P>

Swi tch# config

Switch(config)# no password all

Password protection for all will be deleted, continue [y/n]? vy
Switch(config)# end

Switch# erase startup-config

Configuration will be del eted and devi ce rebooted, continue [y/n]? vy
(switch will automatically reboot, reboot takes about 120-180 seconds)

Note: You may need to press [ENTER] twice. You may also need to use previously configured
credentials.

If the above procedures fails, log in via telnet and reset the switch to manufacturing defaults. If the
above ssh procedures fails, log in via telnet and reset the switch to manufacturing defaults

$ /usr/bin/tel net <encl osure_sw tch_I P>

Switch# config

Switch(config)# no password all (answer yes to question)

Password protection for all will be deleted, continue [y/n]? vy
Switch(config)# end

Swit ch# erase startup-config

(switch will automatically reboot, reboot takes about 120-180 seconds)

Note: The console connection to the switch must be closed, or the initialization (step 8) will fail.

4. Virtual PM&C: Copy switch configuration template from media to the tftp directory.

Copy switch initialization template and configuration template from the media to the tftp directory.

$ sudo /bin/cp -i /<path to nmedia>/ 6120XG init.xm /usr/TKLC/ smac/etc/sw tch/xm

$ sudo /bin/cp -i /<path to nedi a>/ 6120XG [ si ngl e, LAG Upl i nk_confi gure. xm

[usr/ TKLC/ smac/ et c/ swi t ch/ xm

$ sudo /bin/cp -i

[usr/TKLA pl at/ et ¢/ TKLGhet wor k- confi g-t enpl at es/tenpl at es/ utility/ addQCs traf fi cTenpl at e 6120XG xnh
[ usr/ TKLC/ smac/ et ¢/ swi t ch/ xm

e Where [ si ngl e, LAG are variables for either one of 2 files-see the following:

* 6120XG_Si ngl eUpl i nk_confi gure. xn is for one uplink per enclosure switch topology
* 6120XG_LAGUpl i nk_confi gure. xm is for LAG uplink topology

5. Virtual PM&C: verify the switch configuration file template in the tftp directory

Verify the switch initialization template file and configuration file template are in the correct
directory.

$ /bin/fls -i -1 [usr/TKLC snmac/etc/swtch/ xm/*6120XG . xm
-rwr--r-- 1 root root 1955 Feb 16 11: 36

[usr/ TKLC smac/ et ¢/ switch/ xm / 6120XG_ i nit. xm

-rwr--r-- 1 root root 1955 Feb 16 11: 36
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/usr/ TKLC/ smac/ et ¢/ swi t ch/ xm / 6120XG [ si ngl e, LAG Upl i nk_confi gure. xm
-rwr--r-- 1 root root 702 Sep 10 10: 33 addQOS_trafficTenpl ate_6120XG xni

6. Virtual PM&C: Edit the switch configuration file template for site specific information

Edit the switch initialization file and switch configuration file template for site specific addresses,
VLAN IDs, and other site specific content. Values to be modified by the user will be notated in this
step by a preceding dollar sign. So a value that has $<some_variable_name> will need to be
modified, removing the dollar sign and the less than, greater than sign.

$ sudo /bin/vi [usr/TKLC/ smac/etc/sw tch/xm /6120XG i nit.xm

$ sudo /bi n/vi

[usr/ TKLC smac/ et ¢/ swi t ch/ xm / 6120XG [ si ngl e, LAG Upl i nk_confi gure. xm

$ sudo /bin/vi [usr/TKLC/ smac/etc/sw tch/ xm /addQOS trafficTenpl ate_6120XG xm

7. Virtual PM&C: Apply include-credentials command to the switch
Login to the switch using SSH
$ /usr/bin/ssh manager @encl osure_sw tch_I P>

Switch# config
Swi tch(config)# include-credentials

If prompted, answer yes to both questions.

Log out of the switch.
Switch(config)# | ogout

Do you want to log out [y/n]? vy
Do you want to save current configuration [y/n/~C]? vy

Continue to the next step.

8. Virtual PM&C: Initialize the switch

Initialize the switch

$ sudo /usr/ TKLC/ pl at/ bi n/ net Confi g
--file=/usr/ TKLC/ smac/ et c/ switch/ xm /6120XG i nit.xm

This could take up to 2-3 minutes.

Note: Upon successful completion of netConfig, the user will be returned to the PM&C command
prompt. If netConfig fails to complete successfully, contact Tekelec Customer Service

9. Virtual PM&C: Configure the switch
Configure the switch

$ sudo /usr/TKLC pl at/ bi n/ net Config
--file=/usr/ TKLC/ smac/ etc/ switch/ xm /6120XG [ si ngl e, LAG Upl i nk_confi gure. xm

This could take up to 2-3 minutes.

Note: Upon successful completion of netConfig, the user will be returned to the PM&C command
prompt. If netConfig fails to complete successfully, contact Tekelec Customer Service

10. Virtual PM&C: Apply QoS Settings
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Apply the QoS traffic template settings.

$ sudo /usr/TKLC pl at/bin/netConfig
--file=/usr/ TKLC/ smac/ etc/ switch/ xm /addQOS trafficTenpl ate_6120XG xni

Note: The switch will reboot after this command. This step will take 2-5 minutes.

11. Virtual PM&C: Verify proper configuration of HP 6120XG switches

Once each HP 6120XG has finished booting from the previous step, verify network reachability
and configuration.

$ /bin/ping -w3 <encl osure_sw tch_I P>
$ /usr/bin/ssh <switch_pl atform username>@kencl osure_swi tch_I P>
<swi t ch_pl at f or m_user nane>@encl osure_sw tch_I P>' s password:
<swi t ch_pl at f or m passwor d>
Swi t ch# show run
Inspect the output of show r un, and ensure that it is configured as per site requirements.
12. Virtual PM&C: Repeat steps for each HP 6120XG
For each HP 6120XG, repeat steps 3-12.

13. Perform F.1 Backup HP (6120XG, 6125G) Enclosure Switch for each switch configured in this
procedure.

4.9 Server Blades Installation Preparation

4.9.1 Upgrade Blade Server Firmware

This procedure will provide the steps to upgrade the firmware on the Blade servers.

The HP Support Pack for ProLiant installer automatically detects the firmware components available
on the target server and will only upgrade those components with firmware older than what is on the
current ISO.

Needed Materials:

e Tekelec's HP Service Pack for ProLiant (SPP) USB media or ISO file

* Tekelec's HP Misc Firmware USB media or ISO file (for errata updates is applicable)
¢ HP Solutions Firmware Upgrade Pack Release Notes [3]

¢ USB Flash Drive (1GB or larger) if not starting with Tekelec USB media

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Local Workstation: When starting with ISO files, Prepare the USB Flash Drive
Copy the HP Support Pack for ProLiant ISO to the USB Flash Drive.

If starting with Tekelec USB media this is unnecessary, continue to the next step.

2. Insert USB Flash Drive
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Insert the USB Flash Drive with the HP Support Pack for ProLiant ISO into the USB port of the
Active OA Module.

3. Active OAGUI: Login

Navigate to the IP address of the active OA, using Appendix C (Determining which Onboard
Aministrator is Active). Login as an administrative user.

4. OA Web GUI: Access the Device Summary page

On the left pane, expand the Device Bays node to display the Device Bay Summary window.

Select the individual blades to be upgraded by clicking and enabling the corresponding UID
checkbox.

i1 HP BladeSystem Onboard Administrator

o

View Legend ... Device Bay Summafy

Updlated Thu Jul 8 2010, 12:51:53

oV .00
[ ]

SystemStatus 0 0 0 UID State  Virtual Power » One Time Boot v DVD

I N O T T T

(++ -]

@ok @ik On 10.240.17.31 LOUSESSISWFS  Disconnected
Rack Overview
Rack Firmware Dok @on On 10.240.17.22 LOUSES2ISWFT  Disconnected

Primary: 500_05_01 3 Dok @ o On 10.240.17.32 LOUSES41SWHY  Disconnected

& Enclosure Information

Bl Enciosurs Settings
& Onboard Administrator
dby Onboard Administrator
& Device Bays

B 1. ESXi-host-jesin

B 2 £5Xi-en501bay2 localdomai

B 2. nostname1278552083

B 4 en50501bay4F

B 5. ens0s01baysF

B 6. £5Xi-50106.locaklomain

7. hostname 1269427267 m

B & hostname12

B 12, hostname1277

B 12, BLADE1SF
B interconnect Bays
Power and Thermal
Users/Authentication

Insight Display

4 ok ° Blink On 10.240.17.34 LOUSES415WH3 Disconnected
5 @ok @ox On 10.240.17.35 LOUSES41SWE)  Disconnected

s Dok @oy oOn 10.240.17.36 LOUSESSISWHD  Disconnected
7 @ok @on off 10.240.17.37

8 Qo Doy oOn 10.240.17.38 LOUSESSISWFN  Disconnected

12 Ook Dop On 10.240.17.42 LOUSES0S8S2T  Discomnected |
13 ODK o off On 10.240.17.43 LOUSES41SWHB Disconnectad |

LOUSES41SWFV  Disconnected

(!EIDDDDDDD

Note: A maximum of 8 blades should be upgraded concurrently at one time. If the c7000enclosure
has more than 8 blades they will need to be upgraded in multiple sessions.

5. OA Web GUI: Connect to USB Drive

Once the blades are selected, connect them to the ISO on the USB Drive, by selecting the Connect
to usb... item from the DVD menu.
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%] HP BladeSystem Onboard Administrator

System Status Wizards ~ Options + Help ~

View Legend ...

Device Bay Summary

Updated Thu Jul 8 2010, 12:.58:24

@ (2] Device List
voo UID State + Virtual Power » One Time Boot +

Connectto usbig1/BT2-2141- 102 FWE00 2010_0403.53 50 ILO Name ILO DVD) Status

-
1 oK & Bk On 10.240.17.31 ILOUSES415WFS  Disconnected

Rack Overview

LI
Rack Firmware 0z Q@okx @ox On 10.240.17.32 ILOUSES41SWFT  Disconnected
" Primary: 500_05_01 02 @ok @oy On 10.240.17.33 LOUSES41SWHS  Disconnected
B Enclosure Information 0 = Qok @ pine On 10.240.17.34 ILQUSES418WH2 Disconnected
B enclosure setings Os Qo @on On 10.240.17.25 LLOUSES4ISWF)  Disconnected
B Active Onboard Administrator

B2 Standby Onboard Administrator Oe Q@ok @on On 10.240.17.38 LLOUSES41SWHD  Disconnected
a D.mz Bays 07 Qok @on off 10.240.17.37 LLOUSES4ISWFV  Disconnected

&l 1. ESXi-host-josin B N P
B 2. ESXiens0 1bay2 ocakomal 0O& ©@ok @oy On 10.240.17.38 LOUSES41SWFN  Disconnected
B3 2 hostname1 278552083 12 Ook @ox On 10.240.17.42 ILOUSEB06ESZT  Disconnected
4. enS0S01baysF 12 Dok @on oOn 10.240.17.43 LOUSEQ41SWHE  Disconnected

B 5. ensoso1baysF
B &, ESX-50108 locakdomain

7. hostname 1269427367 | Refresh |

6. OA Web GUI: Verify Drive Connection

Once each blade has mounted the ISO media the Devi ce Li st table should indicate ani LO DVD
St at us as Connect ed for each blade that was previously selected.

Device List

UID State v Virtual Power v One Time Boot v DVD +

1 O R e (M T

Dok @ Bink 10.240.17.31 ILOUSES21SWFS  Disconnected
|j 2 Dok @ox oOn 10.240.17.32 ILOUSES41SWFT  Disconnected
O s Dok @orr On 10.240.17.33 ILOUSE941SWHS  Disconnected
O « @ ok 0 Blink ©On 10.240.17.34 ILOUSE941SWH3 Disconnected
[ s Dok @ox On 10.240.17.35 LOUSES41SWFJ  Disconnected
Os @ok @ox On 10.240.17.36 ILOUSES41SWHD  Disconnected
07 ©@ok @on of 10.240.17.37 ILOUSESS1SWFV  Disconnected
0O& ©@okx @ox on 10.240.17.38 JLOUSESS1SWFN  Disconnected
0O 12 @ok @o On 10.240.17.42 ILOUSEB088S2T (W]
[ 13 Dok @ Off On 10.240.17.43 ILOUSES41SWHB Connected

Note: The Refresh button may need to be clicked in order to see the current status of all blades.

7. OA Web GUI: Power Down Blades

If needed, reselect the UID checkbox for each blade to be upgraded and then select the Momentary
Press option under the Vi rt ual Power menu.
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Device List

UID State ~ | Virtual Power v m Time Boot v DVD ~
Momenla m

ooy | DL e [iL01P Adaress 10 0VD Status

—

o) 1 Cold Boot 10.240.17.31 LOUSES41SWFS  Disconnected
Reset
0|2 - 10.240.17.32 LLOUSES41SWFT  Disconnected
3 Qo @ on 10.240.17.33 LLOUSE941SWHY  Disconnected
off
s Qo @ on 10.240.17.34 LLOUSE941SWH2  Disconnected
Blink
s Qok on 10.240.17.35 LOUSEQ41SWF)  Disconnected
off
e Dok on 10.240.17.26 LLOUSES41SWHD  Disconnected
off
7 Qok off 10.240.17.37 LLOUSES41SWFV  Disconnected
otf
e Qok On 10.240.17.28 LLOUSES41SWFN  Disconnected
off
12 Ook @ox On 10.240.17.42 ILOUSEB088S2T  Connected
13 Qok @on On 10.240.17.43 ILOUSES41SWHS  Connected
p—

When prompted click the OK button to confirm the action.
8. OA Web GUI: Verify Power Down

The power down sequence can take several minutes to complete. When it completes the Devi ce
Li st table will indicate the Power St at e of each select blade to be Of f .

UID State v Virtual Power v One Time Boot v DVD v

DI e g

Qox @ bink 10.240.17.31 ILOUSEQ41SWFS  Disconnected
oK n 10.240.17.3 ILOUSES41SWFT isconnected
D 2 @ Qo © 0.240.17.32 OUSES#15 D
3 oK n 10.240.17.33 ILOUSES41SWH isconnected
Oo: © Qo O 0.240.17.33 OUSES41SWHS D
0 s @ok @ gink On 10.240.17.34 LOUSES41SWH3  Disconnected
< K n 10.240.17.35 ILOu! 41SWFJ isconnected
O Qox @ox © OUSESA1SWFJ D
0O0s @ok @ox on 10.240.17.36 LOUSES41SWHD  Disconnected
O7 Qo @ox of 10.240.17.37 ILOUSEQ41SWFV  Disconnected
D 8 @ ok 0 Off On 10.240.17.38 ILOUSES41SWFN Disconnected
O 12 @ok @ o [of 10.240.17.42 ILOUSEZ06852T  Connected
13 Qo @ off 10.240.17.43 LOUSE941SWHB  Connected
0 off

Note: The Refresh button may need to be clicked in order to see the current status of all blades.

9. OA Web GUI: Initiate Firmware Upgrade

To power the blades back on and begin the automated firmware upgrade process, repeat Steps 7
and 8 this time being sure the Power St at e indicates On for each selected blade.

10. OA Web GUI: Monitor Firmware Upgrade

From this point on each blade will boot into an automated firmware upgrade process that will last
between 20 to 25 minutes. During this time all feedback is provided through the UID lights. While
the update process is running, the UID light blinks.
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The UID lights will not blink until the server fully boots and the firmware upgrades have started
tobe applied. If no upgrades are needed the UID lights will not blink, but the server will still reboot
and the iLO DVD will disconnected after completion.

Device List

UID State »+ Virtual Power v One Time Boot v DVD +

nm-m—m iLoovo
Disconnected

1 @ok @ik On 10.240.17.31 ILOUSES41SWFS
[:l 2 @ ok o off On 10.240.17.32 ILOUSES41SWFT Disconnected
O = @ ok o off On 10.240.17.33 ILOUSES41SWHS Disconnected ‘
[:I 4 O oK o Blink On 10.240.17.34 ILOUSES41SWH3 Disconnected
] s Dok @ off On 10.240.17.35 ILOUSES41SWFJ Disconnected ‘
O s @ ok 0 off On 10.240.17.36 ILOUSE941SWHD Disconnected
O 7 @ ok 0 Off off 10.240.17.37 ILOUSE941SWFV  Disconnected ‘
Oes ©@ok @ox oOn 10.240.17.38 LOUSES41SWFN  Disconnected
[:I 12 OGK 0 off On 10.240.17.42 ILOUSE8068S2T Disconnected
O 13 @ ok ") Off On 10.240.17.43 ILOUSE941SWHB Disconnected ‘

Upon a successful firmware upgrade, the Devi ce Li st table will list each blade with a Status of
K, UDofOf and thei LO DVD St at us as Di sconnect ed. At this time the blades will
automatically be rebooted.

Note: Make sure all blades have disconnected before continuing. If any blades are still connected
after their UIDs have stopped blinking and Status=OK, disconnect them manually by selecting
Disconnect Blade from DVD/ISO from the DVD menu. If the UID led is solid, a failure has occurred
during the firmware upgrade. Use the iLO's integrated remote console or a kvm connection to view
the error.

If necessary, repeat Steps 4 through 10 for the remaining blades in the enclosure to be upgraded.
Proceed to the next step.

Remove USB Flash Drive
The USB flash drive may now safely be removed from the Active OA module.

. Update Firmware Errata

Check the HP Solutions Firmware Upgrade Pack Release Notes [3] to see if there are any firmware
errata items that apply to the server being upgraded.

If there is, there will be a directory matching the errata's ID in the /errata directory of the HP Misc
Firmware ISO. The errata directories contain the errata firmware and a README file detailing the
installation steps.

4.9.2 Confirm/Upgrade Blade Server BIOS Settings

This procedure will provide the steps to confirm and update the BIOS boot order on the blade servers.
All servers should have SNMP disabled. Refer to Appendix ] Changing SNMP Configuration Settings

for iLO

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.
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1. Active OAGUI: Login

Navigate to the IP address of the active OA, using Appendix C (Determining which Onboard
Administrator is Active). Login as an administrative user.

HP Onboard Administrator

OCNRCC0C0CTT—- - a
ofgman Co ey 10 wersee —
o) man On ==
o f - - el -

. - - -
Mk e te® b s - v faas b

2. Active OAGUI: Navigate to device Bay Settings
Navigate to Enclosure Information > Device Bays > <Blade 1>

Click on Boot Options tab.

[ HP BladeSystem Onboard Administrator m

T
oo Device Bay Information - ProLiant BL460c G6 (Bay 1)

Updated Tue Jun § 2010, 20:21:33

ov. oo | MEITNRITTR KT o
SystemStatus 0 0 0 0 O _
One Time Boot: You may specify one time boot settings for the server. Alter the server has booted using these seftings, it will return to usir

Systems and Devices the default settings shown below
Rack Overview
Rack Firmuware

Primary: 9080702 m
& Enclosure Information

& enchosure Setings The boot method that the servers will use permanently

B setvETinboar inistrator
Standby Onboard Admitstrator
B Device Bays PLDevice: [cp.Rrom

B 1. bladett / (Boot order) | Diskette Drive (A1)
USB DriveKey (C:)
2. bladed2 -
{:W Hard Drive C: (%)
- PXE NIC 1 (™)
B 4 bladens
B 5. isgens
B 5. blageos
B 7. bladeo?
o nosmane 27886265 aa
9. hostname1275662422
2 10 hostname1275662420 m
& interconnect Bays
& Power and Thermal * See Boot Controller Order on Server's ROM-Based Setup Utiy
R 1o areihithantinating ™ Ses Fmhedded Nics under Svstem Dnfions section on Server's ROM-Rasad Setun |t

One Time Boot from: | Select v

3. Active OAGUI: Verify /update Boot device Order

Verify that the Boot order is as follows. If it is not, use the up and down arrows to adjust the order
to match the picture below, then click on Apply
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IPL Device: | cpD-ROM

(Boot order) | piskette Drive (A:)
USB DriveKey (C:)
Hard Drive C: (*)
PXE NIC 1 (**)

4. OA: Access the Blade iLO

Navigate to Enclosure Information > Device Bays > <Blade 1> > iLO

Click on Integrated Remote Console

Model iLO2
Pri 1 103_03_03
rimany: 1985 e 1.81 Jan 15 2010
B Enciezure Informatien
Enclosure Settings
Active Onboard Administrator iLO Remote Management
Standby Onboard Administrator
Bl pevice Bays Clicking the links in this section will open the req
B 1 twteg does not require an iLO username or password 1o
Bart Mappin if your browser =settings prevent new popup windom
2. bladel2 Web Administration
3. blade03 Access the iLO web user interface.
sl 4. blade04
- aae - Integrated Remote Console
5. DSROZbladels ceess the system KWW and gontrol Virtual Powe
5. hostname1303224145 Expiorery
7. hostname1303224158
9. DSRO3bladels Integrated Remote Console Fullscreen

Re-zize the Integrated Remote Console to the zame

10. DSRO3blade10 client desktop.

11. DSRO4blade11

This will launch the iLO interface for that blade. If this is the first time the iLO is being accessed,
you will be prompted to install an addon to your web browser, follow the on screen instructions
to do so.

5. OA: Restart the blade and access the BIOS
You might be prompted with a certificate security warning, just press continue.
Once a prompt is displayed, login onto the blade using the "admusr" username.

Once logged in, Reboot the server (using the "reboot" command) and after the server is powered
on, as soon as you see <F9=Setup> in the lower left corner of the screen, press F9 to access the BIOS
setup screen.

6. OA: Updated BIOS settings
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1. Scroll to Date and Time and press Enter
2. Set current date, set current UTC time and press Enter

ROM-Based Setup Utility, Versim

Copyright 1982, 2818 Hewlett-Packard Developnent Company, L.P.

odify Date and Time
<{ENTER> to Save Chamges, <{ESC> to Main Henu

Go back to the main menu by pressing <ESC> and scroll down to Power Management Options
and press Enter

4. Select HP Power Profile and press Enter
5. Scroll down to Maximum Performance and press Enter
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HP Power Profile

6. Press <ESC> twice to return to exit the BIOS setup screen and F10 to confirm, exiting the utility
7. The blade will reboot afterwards
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7. Active OAGUI: Repeat for the remaining blades
Repeat Steps 2 through 6 for the remaining blades. Once done, exit out of the OA GUL

4.10 Installing TVOE on Rack Mount Server(s)

Note: This procedure is specific to RMS servers that will be managed by PMAC, and do not yet have
a TVOE environment configured. It requires that the RMS server is on the PMAC control network
(i.e., it is able to receive a DHCP IP address from PMAC on the 192.168.1.0 network).

This is an "IPM" activity for a server that will be a Virtual Host.

4.10.1 Add Rack Mount Server to the PM&C System Inventory

This procedure provides instructions to add a rack mount server to the PM&C system inventory.
Prerequisite:
* 4.4.1.1 Configure PM&C application has been completed.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. PM&C GUI: Login

Open web browser and enter:

htt ps:// <pmac_nmanagenent _net wor k_i p>

2. PM&C GUI: Configure RMS
Navigate to Main Menu > Hardware > System Configuration > Configure RMS

Configure RMS]

fwe are

Jerment

tion
T: nitoring
E Logout

3. PM&C GUIL: Add RMS
On the Configure RMS panel, click the Add RMS button.
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Configure RMS & selp
Fri May 18 13119152 2042 UTEC
‘o =
RS IP RMS Hairie
Thiere ane no provisioned RMS
Add RMS Find RMS Fiourid RS

4. PM&C GUI: Enter information

Enter the IP Address of the rack mount server management port (iLO). All the other fields are
optional.

Then click on the Add RMS button.

Add RMS

IF: =
Marme:

CabinetID: |- [w]

User
Passwaord:

Add EMZ

Note: The PM&C contains default credentials for the rack mount server management port (not to
be confused with OS or Application credentials), however if you know the default credentials will
not work then enter the valid credentials for the rack mount server management port.

5. PM&C GUI: Check errors
If no error is reported to the user you will see the following:

Configure RMS

[_info__~]

Info

RMS Namne
o = RMS 10.250 36.55 was added to the system.

hp80207ud?

[ 15 [ Find RMS | [ Found RMS

Or you will see an error message:
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Add RMS

Errar

Error

& = Hoth the user and the password must be specified or neither.

THTTT

Cahinet D | ----- w
Lser:

Password:

Add RMS

6. PM&C GUI:Verify RMS discovered

Navigate to Main Menu > Hardware > System Inventory > Cabinet xxx > RMS yyy Where xxx
is the cabinet id selected when adding RMS (or "unspecified") and yyy is the name of the RMS.

B £ Main Menu
B & Hardware
B & System Inventory
B & Cabinet Unspecified
o
I FRU Info
i @ im System Configuration
B & Software
: & | Software Inventory
i L. B Manage Software Images
i J§ VM Management
im Storage
M Administration
i i Task Monitoring
i B Logout

The RMS inventory page is displayed.
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RMS rms192.168.176.30 with IP 192.168.176.30

Hardware Scftware Habwork

Hardware Information 4]

Entity Type Rack Mounl Server
Discovery State Undiscovered
]

Manufacturer

Proguct Rame

Part Humber

Serial Number

Firmware Type

Firmvware Viersion

Status

LED State:  Retrieving.. &)

Periodically refresh the hardware information using the double arrow to the right of the title
"Hardware Information" until the "Discovery state" changes from "Undiscovered" to "Discovered".
If "Status" displays an error, contact the Customer Care Center for assistance by referring to the
1.4 Customer Care Center section of this document.

RMS rms192.168.176.30 with IP 192.168.176.30

Hardware Software Netwiork VM Info

Hardware Information Q

Entity Type Rack Mount Server
Discovery State Discovered

32393735-3733.5355.4531-
uun

30324E414042
Manufacturer HP
Product Name ProLiant DL360 G7
Part Number 579237
Serial Humber USE102NAMB
Firmware Type iLo3
Firmware Version  1.15 Oct 22 2010
Statuis
LED State:  OFF CTum CnLED s

4.10.2 Add ISO Image to the PM&C Repository

If the Rack Mount Server (RMS) is to be configured as a TVOE hosting application guests execute this
procedure using the applicable TVOE ISO as the image to add, otherwise continue to next procedure.

4.10.2.1 Adding ISO Images to the PM&C Image Repository

Note: If the ISO image has already been added to the PM&C Software Inventory in a previous
procedure, skip this procedure.
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This procedure provides the steps for adding ISO images to the PM&C repository.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Make the image available to PM&C
There are three ways to make an image available to PM&C:

¢ Insert the CD containing an iso image into the removable media drive of the PM&C server.

» Attach the USB device containing the ISO image to a USB port of the Management Server.
¢ Use sftp to transfer the iso image to the PM&C server in the
/var/TKLC/smac/image/isoimages/home/smacftpusr/ directory as pmacftpusr user:

¢ cd into the directory where your ISO image is located (not on the PM&C server)
* Using sftp, connect to the PM&C management server

> sftp prmacftpusr @pnac_nanagenent _network_i p>
> put <image>.iso
* After the image transfer is 100% complete, close the connection

> quit

Refer to the documentation provided by application for pmacftpusr password.
2. PM&C GUI: Login

Open web browser and enter:

htt ps://<pmac_nanagenent _net wor k_i p>
Login as pmacadmin user.

3. PM&C GUI: Attach the software image to the PM&C guest

If in Step 1 the ISO image was transferred directly to the PM&C guest via sftp, skip the rest of this
step and continue with step 4. If the image is on a CD or USB device, continue with this step.

In the PM&C GUI, navigate to Main Menu > VM Management.. In the "VM Entities" list, select
the PM&C guest. On the resulting "View VM Guest" page, select the "Media" tab.

Under the Media tab, find the ISO image in the "Available Media" list, and click its "Attach" button.
After a pause, the image will appear in the "Attached Media" list.

909-2282-001 Revision A, November 2013 156



Software Installation Procedures

View VM Guest

Host: fe80:461e:a1ff:-fe06:484 Change to...
VM Info Software Netwaork Media

Attached Media
Attached Image Path

MName: vm-pmacdevt Current Power State: Running
On

-

NarTKELCAvoe/mapping-isosivm-pmacdevi.iso

Detach /media/sdb1/000-0000-000-6.0.0_80.16.0-Cent0S-6.2-x86_64.is0

Available Media
Attach Label Image Path

Attach  tklc_000-0000-000_Rev_A_80.16 6.2-x86_64.i50

Attach  tkic_000-0000-000_Rev_A_80.17 Cent0S6.2-x86_64.i50

Imedia/sdb1/000-0000-000-6.0.0_80.16.0-Cent0S-

NarTKLC/upgrade/TPD.install-6.0.0_80.17.0-

Edit | Delete

Clone Guest

4. PM&C GUI: Navigate to Manage Software Images

Navigate to Main Menu > Software > Manage Software Images

B L Main Menu
Y B Hardware

B & Software

B Software Inventory

- PVanage Software Images

g1 @ Storage

P M Administration

: B Task Monitoring
Bl Logout

5. PM&C GUI:Add image
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Press the Add Image button .

Manage Software Images &P Help
Thu Mov 17 18:26:24 2011 UTC
Tasks -
Image Name Type Architecture Description
PMAC—4.0.0_40.11.0-872-2291-101-i386 Upgrade 386
PMAC—4.0.0_40.15.0-872-2291-101-i386 Upgrade 386
TPD-5.0.0_72.28.0-x86_64 Bootable x86_64
TPD-5.0.0_72.24.0—-i386 Bootable i386
PMAC—4.0.0_40.14.1-872-2291-101-i386 Upgrade i386

Add Image Edit Image Delete Image

6. PM&C GUI: Add the ISO image to the PM&C image repository.
Select an image to add:

e Ifin Step 1 the image was transferred to PM&C via sftp it will appear in the list as a local file
"/var/TKLC/...".

¢ If the image was supplied on a CD or a USB drive, it will appear as a virtual device
("device://..."). These devices are assigned in numerical order as CD and USB images become
available on the Management Server. The first virtual device is reserved for internal use by
TVOE and PM&C; therefore, the iso image of interest is normally present on the second device,
"device://dev/srl". If one or more CD or USB-based images were already present on the
Management Server before you started this procedure, choose a correspondingly higher device
number.

Enter an appropriate image description and press the Add New Image button.

Add Software Image & Help

Wed Aug 08 13:51:34 2012 UTC

Images may be added from any of these sources:
* Tekelec-provided media in the PM&C host's CD/IDVD drive (See Note)
» USB media attached to the PM&C’s host (See Note)
= External mounts. Prefix the directory with "extfile.ir”,

» These local search paths:

NarMKLClupgrade/™.iso
NanTKLC/smaclimagefisoimagesmomelsmacftpusm™.iso

Mote: CD and USB images mounted on PM&C’s VM host must first be made accessible to the PM&C VM guest. To do
this, go to the Media tab of the PM&C guest's View VM Guest page.

Path: [WanTKLC/smacimagelisoimagesiome/smacftpusr/B72-2280-104-2 | »

NarTKLCIsmachmagefisoimages/homel/smacfpusngd72-2290-104
NarTKLClemacimageisoimagesmome/smacpusi sy 2-2464-101-
intion- | Man macimagefisoimagesihome/smacftpusrigy2- -101-
Description device:fidevisr0 s <
devicedlidevisrl
device:fidewisr2
device:fidevisr3

2.0.0_80.14.0-TVOE-x86_64.is0
5.0.0_50.6.0-PMAC-x86_B4.iso
5.0.0_50.10.0-ALEXA-xS6_64.is0

Add New Image

7. PM&C GUI Monitor the Add Image status
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The Manage Software | mages page is then redisplayed with a new background task entry in
the table at the bottom of the page:

Manage Software Images & Help
Thu Now 17 18:28:11 2011 UTC

« Software image vanTHLC upgrades8y 2-2290-101-1.0.0_72.24 0-TVOE-x86_64 iso will he added in the backaround.

o « The ID number for this task is: 5.

TFO=0UU_TZ26.U=R5U_0& BUUTENTE KU
TPD-5.0.0_72.24.0-i3586 Bootable i386
PMAC—4.0.0_40.14.1-872-2291-101-i386  Upgrade i386

Add Image

8. PM&C GUI Wait until the Add Image task finishes

When the task is complete, its text changes to green and its Progress column indicates "100%".
Check that the correct image name appears in the Status column:

Manage Software Images &) Help

Thu Nov 17 18:31:19 2011 UTC
Infa -

Tasks
D Task Target Status Start Time Progress
) Done: 872-2290-101-1.0.0_72.24.0-  2011-11-17 o
BN Add Image TVOE.x86_64 e 100%

9. PM&C GUI: Detach the image from the PM&C guest

If the image was supplied on CD or USB, return to the PM&C guest's "Media" tab used in Step 3,
locate the image in the "Attached Media" list, and click its "Detach" button. After a pause, the
image will be removed from the "Attached Media" list. This will release the virtual device for future
use.

Remove the CD or USB device from the Management Server.

Note: If there are additional ISO images to be provisioned on the PM&C, repeat the procedure
with the appropriate ISO image data.

4.11 Initial Product Manufacture of Application Server

The PM&C application is capable of installing bootable software on an application server, RMS or
blade server, provisioned on the PM&C through the execution of adding the RMS or the enclosure.
The following procedure provides the steps necessary to IPM (either TPD or TVOE) an application
server. The appropriate is required to be added to the PM&C repository for this procedure to proceed.
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This procedure provides the steps for installing TPD using an image from the PM&C image repository.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. PM&C GUI: Login

If needed, open web browser and enter:

htt ps:// <pmac_nmanagenent _net wor k_i p>

Login as the pmacadmin user.

2. PM&C GUI: Navigate to the Software Inventory

Navigate to Main Menu > Software > Software Inventory.

8 Main Menu
B @8 Hardware
ﬁ & Software

_JSoftware Inventory|

anage Software Images

I! B Storage

B @ Administra
B Task Monitoring
El Logout

3. PM&C GUI: Select Servers

Select the servers you want to IPM. If you want to install the same OS on more than one server,
you may select multiple servers by individually clicking multiple rows. Selected rows will be

highlighted in green.
Software Inventory
Ident IP Address Hostname
Encg402 Bay1f
Encg402 Bay2f
Encg402 Bay3f
Encg402 Bay 4F 18925310010 NLTSTVOEDayS
Encgd02 BayiF
Guest NBTSsemer 16025310018  MbTSserver
Enc:3402 Bay5F 16825310016 hostname1335210518
Enc:3402 Bay5F
Guest b7 169.253.100.11  Mb71senver
Enc:§402 BayGF
Encg402 BayJF 16825310012  hostname1336T43183
Enc:g402 BaygF 16025310019 hostname1336837516
Encg402 BaygF
Enc8402 Bay10F 160.253.100.20  hostname1338565037
Encg402 Bay11F 160.253.100.21  hostname1337202412
<
| Install OS5 | Upgrade
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TPD (xBE_64)
TPD (u6_64)
TPD (xB6_64)

TPD (xB6_64)

TPD (xB6_64)
TPD (x86_64)

TPD (x86_64)
TPD (xB6_64)

Plat Viersion

6.0.0-80.8.0
6.0.0-80.9.0
6.0.0-80.9.0
6.0.0-80.9.0

6.0.0-80.11.0
6.0.0-80.11.0

16.0.0-80.11.0

5.0.0-72.44.0

App Hame App Version

TVOE

TWOE

TVOE

ALEXA

Thu Jun 0T 18:33:44 2002 UTC

@“'_‘

Desig Funchon
"

20.0_80.9.0

200_8090

2.0.0_80.11.0
Fending Accie)

5.0.0_50.3.0
1.0.0_7244.0 L

Refrezh ]
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Press the Install OS button.

4. PM&C GUI: Select Image

The left side of the screen displays the servers to be affected by the OS installation. From the list
of available bootable images on the right side of the screen, select the OS image to install on the
selected servers.

Software Install - Select Image & Help
Thy Jum OF 18032022 2012 UTC
Targets Select an |50 to Install on the listed Entities
Eotly Sialn I Haroe Type Architecture  Descriplion
Enc§d0z Bar. 108 TPD--5.0.0_B0,13.0-x85_64 {Bootable  xB5_84
TPD=6.0.0_B0.14.0-186_64 Boctable 28664

Supply Install Arguments (Optional)

[ Start Install

5. PM&C GUI: Supply Install Arguments (Optional)

Install arguments can be supplied by entering them into the text box displayed under the list of
bootable images. These arguments will be appended to the kernel line during the IPM process. If
no install arguments need to be supplied for the OS being installed, leave the install arguments
text box empty.

Note: The valid arguments for a TPD IPM are listed in Appendix D.
6. PM&C GUI: Start Install
Press the Start Install button.

7. PM&C GUI: Confirm OS Install
Press the OK button to proceed with the install.
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Windows Internet Explorer

\3) ¥ou have selected ko inskall a bootable ©S iso on the selected targets.
-

The Following targets already have an Application:
Enc:8402 Bay:10F == ALEXA

Are you sure wou want ko inskall TPD--6.0.0_80.13.0--x86_64 on the listed entitizs?

[ ok ] [ Cancel

8. PM&C GUI: Monitor Install OS

Navigate to Main Menu > Task Monitoring to monitor the progress of the Install OS background
task. A separate task will appear for each server affected.

Background Task Monitoring & Help
Thu Jun 07 19:29:19 2012 UTC
D Task Target Status Running Time  Start Time Progress
2012.06.07
16  Install 05 Enc:g402 Bay:10F Installing packages from 150 0:04:47 el 57%
Done: TPDLnstall.6.0.0_80.14.0. 2012.06.07
CIj SR S Cont056.2-x86_564 s 14:51:19 Hn2
Done: TPDUNstal-6.0.0_80.13.0- 2012-06-06
J 4  acdimage Ceni056.2-x86_564 e 15:04:44 HiL
" Enclosure added - starting 20120606
] 3 #dd Enclosure Enc:50501 ried 0:05:28 14:48:45 100%
8 Enclosure added - starting . 2012-06-06
]2  AddEnclosure Enc:g402 yloring 0:04:32 s 100%
11 Initialize PMEC PMAC inifialized 0:00:34 i 100%
[ Delete Completed || Delete Failed || Delete Selected |

When the task is complete and successful, its text will change to green and its Progress column
will indicate "100%".

Note: Repeat this procedure for additional RMS servers with appropriate data.
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A

Accessing Tekelec Customer Support Site

Topics:

o A.1 Accessing Tekelec’s Customer Support
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A.1 Accessing Tekelec’s Customer Support Site

Access to Tekelec's Customer Support site is restricted to current Tekelec customers only. This section
describes how to log into the Tekelec Customer Support site and locate a document. Viewing the
document requires Adobe Acrobat Reader, which can be downloaded at www.adobe.com.

1. Log into the Tekelec Customer Support site.

Note: If you have not registered for this new site, click the Register Here link. Have your customer
number available. The response time for registration requests is 24 to 48 hours.

2. Click the Product Support tab.

3. Use the Search field to locate a document by its part number, release number, document name, or
document type. The Search field accepts both full and partial entries.

4. Click a subject folder to browse through a list of related files.
5. To download a file to your location, right-click the file name and select Save Target As.
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Appendix

B

NetBackup Procedures (Optional)

Topics:

B.1 Netbackup Client Install/Upgrade with
nbAutolnstall.....166

B.2 NetBackup Client Install/Upgrade with
platcfg.....166

B.3 Create NetBackup Client Config File.....173
B.4 Configure PM&C application guest NetBackup
virtual disk.....174

B.5 Application NetBackup Client Install/Upgrade
Procedures.....175

B.1 Netbackup Client Install/Upgrade with
nbAutolnstall.....178

B.2 NetBackup Client Install/Upgrade with
platcfg....179
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B.1 Netbackup Client Install/Upgrade with nbAutolnstall

Executing this procedure will enable TPD to automatically detect when a Netbackup Client is installed
and then complete TPD related tasks that are needed for effective Netbackup Client operation. With
this procedure, the Netbackup Client install (pushing the client and performing the install) is the
responsibility of the customer and is not covered in this procedure.

Note: If the customer does not have a way to push and install Netbackup Client, then use B.2 NetBackup
Client Install/Upgrade with platcfg.

Note: It is required that this procedure is executed before the customer does the Netbackup Client
install.

1. Follow Tekelec Provided Workarounds

Follow Tekelec provided procedures to prepare the server for Netbackup Client install using
nbAutolnstall.

2. Enable nbAutolnstall:

Execute the following command:

$ sudo /usr/TKLC/ pl at/bi n/ nbAut ol nstall —-enabl e
The server will now periodically check to see if a new version of Netbackup Client has been installed
and will perform necessary TPD configuration accordingly.

At any time, the customer may now push and install a new version of Netbackup Client.

3. Return to calling procedure if applicable.

B.2 NetBackup Client Install/Upgrade with platcfg

Executing this procedure will push and install NetBackup Client via platcfg menus.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Application server iLO: Login and launch the integrated remote console

Log in to iLO in IE using password provided by application

http://<managenent _server _i LO i p>

Click in the Remote Console tab and launch the Integrated Remote Console on the server.

Click Yes if the Security Al ert pops up.

2. TVOE Application Server iLO: If the application is a guest on a TVOE host: Log in with application
admusr credentials. If the application is not a guest on a TVOE host continue to step 3.

Note: On a TVOE host, If you launch the virsh console, i.e., "# vi rsh consol e X' or from the
virsh utility "virsh # consol e X' command and you get garbage characters or output is not quite
right, then more than likely there is a stuck "virsh console" command already being run on the
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TVOE host. Exit out of the "virsh console”, thenrun "ps - ef | grep virsh", thenkill the existing
process "ki | | -9 <Pl D>". Then execute the "virsh console X" command. Your console session
should now run as expected.

Login to application console using virsh, and wait until you see the login prompt:

$ virsh

virsh $ list --all

Id Nane State

13 nyTPD runni ng

20 applicati onGuest Nanme runni ng

virsh $ consol e applicati onGuest Nane

[ Qut put Renoved]

Starting ntdMgr: [ OK ]

Starting atd: [ OK ]

"TPD Up' notification(s) already sent: [ OK ]

upstart: Starting tpdProvd...

upstart: tpdProvd started.

Cent CS rel ease 6.2 (Final)

Kernel 2.6.32-220.17.1.el 6prerel6.0.0_80.14.0.x86_64 on an x86_64
appl i cati onCGuest Nane | ogi n:

3. Application Console: Configure NetBackup Client on application server

$ sudo su — platcfg

Navigate to NetBackup Configuration

NecBackup Configuration Henu

Enable Push of Netbackup Client
Verify NecBackup Client Push

Install NetBackup Client

Verify NecBackup Client Installacion
Remove File Transfer User

Exit
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4. Application Console: Enable Push of NetBackup Client
Navigate to NetBackup Configuration > Enable Push of NetBackup Client

] Enable Push of Netbackup Client

Do you wish to initialize this server for NetBackup Client?

Select Yes to initialize the server and enable the Netbackup client software push.

5. Application Console Enter NetBackup password and select OK.
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CO s FIALE e fa e

ion Ucility 3.05 (C) 2003 - 2012 Tekelec, Inc.

f U

Enter nethackup Password

Enter Password:
FRe—enter Password:

Uze arrow keys to move betweseh options |

6. If the version of NetBackup is greater than 7.5.0.0, follow the Tekelec provided procedure for the
version of NetBackup that is being pushed.

7. Application Console: Verify Netbackup client software push is enabled.
Navigate to NetBackup Configuration > Verify NetBackup Client Push
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Configuration Utility 3.05

HI <

Verify NetBackup Client Environment
User acct set up: netbackup
[OK] - User netbackup shell set up: fusr/binfrssh

S
|
1

[OK] - Home directory: /home/rsshfhome/nethackup
[OK] - Tmp directory: /home/rssh/tmp
[OK] — Tmp directory perms: 1777

Verify list entries indicate "OK" for Netbackup client software environment.

Select "Exit" to return to NetBackup Configuration menu.

8. NetBackup server: Push appropriate Netbackup client software to application server

Note: The NetBackup server is not an application asset. Access to the NetBackup server, and
location path of the Netbackup client software is under the control of the customer. Below are the
steps that are required on the NetBackup server to push the Netbackup client software to the
application server. These example steps assume the NetBackup server is executing in a Linux
environment.

Note: The backup server is supported by the customer, and the backup utility software provider.
If this procedural STEP, executed at the backup utility server, fails to execute successfully, STOP

and contact the Customer Care Center of the backup and restore utility software provider that is

being used at this site.

Log in to the NetBackup server using password provided by customer:

Navigate to the appropriate Netbackup client software path:

909-2282-001 Revision A, November 2013 170



NetBackup Procedures (Optional)

Note: The input below is only used as an example.

$ sudo cd /usr/openv/net backup/client/Linux/6.5

Execute the sftp_to_client NetBackup utility using the application IP address and application
NetBackup user;

$ ./sftp_to_client 10.240.17.101 net backup

Connecting to 10.240.17.101...

The authenticity of host '10.240.17.101 (10.240.17.101)' can't be established.
RSA key fingerprint is 9a:e6:fc:55:16:3b: 94: b2: 7d: 9f : 30: b2: 3c: e6: 65: a9.

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Permanent|y added ' 10.240.17.101' (RSA) to the list of known hosts.
net backup@l0. 240. 17. 101' s passwor d:

sftp conpl eted successfully.

Enter application server NetBackup user password; the following NetBackup software output is
expected but may vary from this example, observe the sftp completed successfully:

The root user on 10.240.17.101 nust now execute the conmand

"sh /tnp/bp. 15030/ client_config [-L]". The optional argument, "-L",
is used to avoid nodification of the client's current bp.conf file.
#

9. Application Console: Install Netbackup client software on application server.
Navigate to NetBackup Configuration > Install NetBackup Client

Install NetBackup Clisnt

Do you wish to install the NetBackup Client?

Select Yes to install the Netbackup client software.

Select "Exit" to return to NetBackup Configuration menu.

10. Application Console: Verify Netbackup client software installation on the application server.
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Navigate to NetBackup Configuration > Verify NetBackup Client Installation.

Verify NetBackup Client Installation

[OK] — Looks like a 7.1 Client is installed
[OK] — RC =criprt: nethackup
[OK] - rpm: SYMCpddea

[OK] = plkgEeep: 3TMCpddea
[2K] - rpm: SYMCnbire

[OK] = pkgKeep: SYMCnbjre
[OK] - rpm: STMCnbjava

[2E] - pkgKeep: ITMCnbjava
[OK] — rpm: S¥MCnbelt

[OK] = pkoKeep: SYMCnbcolt
[OK] - rpm: VRTSphx

[OK] - plkogKeep: VRTSphx

Use arrow kevys to move between options | <Enter> selects

Verify list entries indicate "OK" for Netbackup client software installation.

Select "Exit" to return to NetBackup Configuration menu.

11. Application Console: Disable Netbackup client software transfer to the application server.
Navigate to NetBackup Configuration > Remove File Transfer User

Remove File Transfer User

Do you wish tO remove the Liletransier usec?

Select "Yes" to remove the NetBackup file transfer user from the application server.
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12. Application Console: Verify that the server has been added to the
[ usr/ openv/ net backup/ bp. conf file

$ sudo cat /usr/openv/netbackup/bp. conf
CLI ENT_NAME = 10. 240. 34. 10
SERVER = NB71server

13. Application server iLO: Exit platform configuration utility (platcfg)
14. Return to calling procedure if applicable.

B.3 Create NetBackup Client Config File

This procedure will copy a NetBackup Client config file into the appropriate location on the TPD based
application server. This config file will allow a customer to install previously unsupported versions
of NetBackup Client by providing necessary information to TPD.

The contents of the config file should be provided by Tekelec. Contact Tekelec if you are attempting
to install an unsupported version of NetBackup Client.

1. Server: Create NetBackup Client Config File

Create the NetBackup Client config file on the server using the contents that were previously
determined. The config file should be placed in the /usr/TKLC/plat/etc/netbackup/profiles
directory and should follow the following naming conventions:

NB$ver.conf

Where $ver is the client version number with the periods removed. For the 7.5 client the value of
$ver would be 75 and the full path to the file would be:

[usr/ TKLC pl at/ et ¢/ net backup/ profil es/ NB75. conf

Note: The config files must start with "NB" and must have a suffix of ".conf". The server is now
capable of installing the corresponding NetBackup Client.

The server is now capable of installing the corresponding NetBackup Client.
2. Server: Create NetBackup Client config file script.

Create the NetBackup Client config script file on the server using the contents that were previously
determined. The config script file should be placed in the /usr/TKLC/plat/etc/netbackup/scripts
directory. The name of the NetBackup Client config script file should be determined from the
contents of the NetBackup Client config file. As an example for the NetBackup 7.5 client the following
is applicable:

NetBackup Client config:

[ usr/ TKLC pl at/ et c/ net backup/ profi | es/ NB75. conf

NetBackup Client config script:

[usr/ TKLC pl at / et c/ net backup/ scri pt s/ NB75
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B.4 Configure PM&C application guest NetBackup virtual disk

1. PM&C GUI: Determine if the PM&C application guest is configured with a "NetBackup" virtual
disk.

Navigate to "Virtual Machine Management" view and select the PM&C application guest from
the "VM Entities" list.
2. PM&C GUI: Determine if the "Virtual Disks" list contains the "NetBackup" device.
If the "NetBackup" device exists for the PM&C application guest then return to the procedure that
invoked this procedure. Otherwise continue with this procedure.
3. PM&C GUI: Edit the PM&C application guest to add the "NetBackup" virtual disk.
Click "Edit" and enter the following data for the new NetBackup virtual disk.
* Size (MB): "2048"
e Host Pool: "vgguests"

¢ Host Vol Name: "<pmacGuestName>_netbackup.img"
* Guest Dev Name: "NetBackup"

Note: The "Guest Dev Name" must be set to "isoimages" for the PM&C application to mount the
appropriate host device. The <pmacGuestName> variable should be set to this PM&C guest's name
to create a unique volume name on the TVOE host of the PM&C.

4. PM&C GUlI:Verify the new NetBackup virtual disk data and save.

= Platform Management & Configuration i
7y TEke‘ec 5.0.0-50.10.5 9 ’ b

Welcome pmacadmin [Logouy|
B £ Main Menu

Virtual Machine Management @ el
Wad Oct 03 14:59:40 2012 UTI
VM Entities el .
Edit VM Guest
B Mame: pmacU14-1 Current Power State: Running
o i Storage Host: fe80:2e76:8aff1e50:7960 On -
: VMinfo | Software  Network  Media
Num vCPUs[1 |3 VM UUID: 2504d767-5bc8-4190-fe72-a5d92bi4839e
Memory (MBs) 2,048 |2 Enable Virtual Watchdog: v/
Virtual Disks Add | | Delete
Prim Size (MB) Host Pool Host Vol Name Guest Dev Name
i 10240 vgguests pmacU14-1_logs.img logs -
1 30720 vgguests pmaclU14-1_images.img images (=]
j Task Monitoring 2048 vgguests  pmacU14-1_netbackup.img netbackup i
- [ Logout
Virtual NICs Add | Deleie
HostBridge  Guest Dev Name MAC Addr

cntrl49 control  52:54:00:22:86:cb ~

mgmit31 management  52:54:00:c6:98:
netbackup netbackup  52:54:00:ab:;7a:d4 -
Save I [ Cancel
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5. PM&C GUI: Confirm the PM&C application guest edit.
A confirmation dialog will be presented with the message, "Changes to the PMAC guest:

<pmacGuestName> will not take effect until after the next power cycle. Do you wish to continue?".
Click "OK" to continue.

6. PM&C GUI: Confirm the Edit VM Guest task has completed successfully.

Navigate to the Background Task Monitoring view. Confirm the guest edit task has completed
successfully.

7. TVOE Management server iLO: Shutdown the PM&C application guest.

Note: In order to configure the PM&C application with the new NetBackup virtual disk the PM&C
application guest needs to be shut down and restarted. Refer to PM&C 5.0 Incremental Upgrade,
909-2207-01, Appendix F. Shutdown PM&C Guest .

8. TVOE Management Server iLO: Start the PM&C application guest.

Note: In order to configure the PM&C application with the new isoimages virtual disk the PM&C
application guest needs to be shut down and restarted.

Using virsh utility on TVOE host of PM&C guest, start the PM&C guest. Query the list of guests
until the PM&C guest is "running".

$ sudo /usr/bin/virsh
virsh # list --all
Id Nane State

20 prmacUl4-1 shut of f

virsh # start prmacUl4-1
Domai n pmacUl4-1 started

virsh # list --all
Id Nane State

20 prmacUl4-1 runni ng

9. Return to the procedure that invoked this procedure.

B.5 Application NetBackup Client Install/Upgrade Procedures

NetBackup is a utility that allows for management of backups and recovery of remote systems. The
NetBackup suite is for the purpose of supporting Disaster Recovery at the customer site. This procedure
provides instructions for installing or upgrading the Netbackup client software on an application
server.

Disclaimer: Currently only the NetBackup 7.1 and NetBackup 7.5 clients are supported. If the
NetBackup Client that is being installed is not supported, contact customer support for guidance on
creating a config file that will allow for install of unknown NetBackup Clients. B.3 Create NetBackup
Client Config File can be used once the contents of the config are known.
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Disclaimer: Failure to install the NetBackup Client properly (i.e., by neglecting to execute this
procedure) may result in the NetBackup Client being deleted during a Tekelec software upgrade.

1. Choose NetBackup Client Install Path

There are two different ways to install NetBackup Client. The following is a guide to which method
to use:

* If a customer has a way of transferring and installing the NetBackup client without the aid of
TPD tools then use B.1 Netbackup Client Install/Upgrade with nbAutolnstall. This is not common
and if the answer to the previous question is not known then do not use B.1 Netbackup Client
Install/Upgrade with nbAutolnstall.

¢ Ifyoudon'tuse B.1 Netbackup Client Install/Upgrade with nbAutolnstall, use B.2 NetBackup Client
Install/Upgrade with platcfg.

Chosen Procedure:

2. Execute the procedure chosen in Step 1

3. Application Console: Use platform configuration utility (platcfg) to modify hosts file with
NetBackup server alias.

Note: If NetBackup Client has successfully been installed then you can find the NetBackup server's
hostname in the "/usr/openv/netbackup/bp.conf" file. It will be identified by the "SERVER"
configuration parameter as is shown in the following output:

List NetBackup servers hostname:
$ sudo cat /usr/openv/netbackup/bp. conf

SERVER = nb70server
CLI ENT_NAME = prmacDev8

Note: : In the case of nbAutolnstall NetBackup Client may not yet be installed. For this situation
the "/usr/openv/netbackup/bp.conf" cannot be used to find the NetBackup server alias.

Use platform configuration utility (platcfg) to update application hosts file with NetBackup Server
alias.

$ sudo su — platcfg

Navigate to Network Configuration > Modify Hosts File
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e

Address

127.0.0.1

166,
168.
168.
168.
168.

192.168.1.101
192.
=F
192.
192.
192,

1.102
1.103
1.104
176.1
176.45

Configure Hosts |

[

Aliazes

localhost pmacDevd smacweb
localhosté, localdomainé localhosts
server_pppd

client_pppd

server_pppl

client pppl

ntpserverl

nb70server

Select Edit, the Host Action Menu will be displayed.

Hostc

Delete Host f§
Add Alias

Edit

Delete Alias
Exit

Action Menu

Alias

Select "Add Host", and enter the appropriate data
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IF Address:
Initial Alias:

Select "OK", confirm the host alias add, and exit Platform Configuration Utility

4. Application Console: Create a link for the application provided NetBackup client notify scripts to
path on application server where NetBackup expects to find them.

Note: Link notify scripts from appropriate path on application server for given application.

$ sudo nkdir -p /usr/openv/netbackup/ bin/
$ sudo I n -s <path>/bpstart_notify /usr/openv/netbackup/bin/bpstart_notify
$ sudo I n -s <path>/bpend_notify /usr/openv/netbackup/bin/bpend_notify

5. Application Console: Netbackup client software installation complete; if applicable return to calling
procedure.

B.1 Netbackup Client Install/Upgrade with nbAutoInstall

Executing this procedure will enable TPD to automatically detect when a Netbackup Client is installed
and then complete TPD related tasks that are needed for effective Netbackup Client operation. With
this procedure, the Netbackup Client install (pushing the client and performing the install) is the
responsibility of the customer and is not covered in this procedure.

Note: If the customer does not have a way to push and install Netbackup Client, then use B.2 NetBackup
Client Install/Upgrade with platcfg.

Note: It is required that this procedure is executed before the customer does the Netbackup Client
install.

1. Follow Tekelec Provided Workarounds

Follow Tekelec provided procedures to prepare the server for Netbackup Client install using
nbAutolnstall.

2. Enable nbAutolnstall:
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Execute the following command:

$ sudo /usr/TKLC/ pl at/bi n/ nbAut ol nstall —-enabl e
The server will now periodically check to see if a new version of Netbackup Client has been installed
and will perform necessary TPD configuration accordingly.

At any time, the customer may now push and install a new version of Netbackup Client.

3. Return to calling procedure if applicable.

B.2 NetBackup Client Install/Upgrade with platcfg

Executing this procedure will push and install NetBackup Client via platcfg menus.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center
by referring to the 1.4 Customer Care Center section of this document.

1. Application server iLO: Login and launch the integrated remote console

Log in to iLO in IE using password provided by application

http://<managenent _server _i LO i p>

Click in the Remote Console tab and launch the Integrated Remote Console on the server.

Click Yes if the Security Al ert pops up.

2. TVOE Application Server iLO: If the application is a guest on a TVOE host: Log in with application
admusr credentials. If the application is not a guest on a TVOE host continue to step 3.

Note: On a TVOE host, If you launch the virsh console, i.e., "# vi rsh consol e X' or from the
virsh utility "virsh # consol e X' command and you get garbage characters or output is not quite
right, then more than likely there is a stuck "virsh console" command already being run on the
TVOE host. Exit out of the "virsh console", thenrun "ps -ef | grep virsh", thenkill the existing
process "kKi | | -9 <Pl D>". Then execute the "virsh console X" command. Your console session
should now run as expected.

Login to application console using virsh, and wait until you see the login prompt:

$ virsh
virsh $ list --all
Id Nane State

13 nyTPD runni ng
20 applicati onGuest Nanme runni ng

virsh $ consol e applicati onGuest Nanme

[ Qut put Renoved]

Starting ntdMgr: [ OK ]

Starting atd: [ OK ]

"TPD Up' notification(s) already sent: [ OK ]

upstart: Starting tpdProvd...

upstart: tpdProvd started.

Cent OS rel ease 6.2 (Final)

Kernel 2.6.32-220.17.1.el 6prerel6.0.0_80.14.0.x86_64 on an x86_64
appl i cati onCuest Nane | ogi n:
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3. Application Console: Configure NetBackup Client on application server

$ sudo su — platcfg

Navigate to NetBackup Configuration

NecBackup Configuration Henu

Enable Push of Netbackup Client

Verify NecBackup Client Push

Install NetBackup Client

Verify NecBackup Client Installacion
Remove File Transfer User

Exit

4. Application Console: Enable Push of NetBackup Client
Navigate to NetBackup Configuration > Enable Push of NetBackup Client
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1 Enable Push of Netbackup Client |

Do you wish to initialize this server for NetBackup Client?

Select Yes to initialize the server and enable the Netbackup client software push.
5. Application Console Enter NetBackup password and select OK.

B Fuuim M E S s AL s e

ion Ucility 3.05 (C) 2003 - 2012 Tekelec, Inc.

Enter nethackup Password

Enter Password:
FRe—enter Password:

Use arrow keys to m hetwesn options | <Enter> selects

6. If the version of NetBackup is greater than 7.5.0.0, follow the Tekelec provided procedure for the
version of NetBackup that is being pushed.

7. Application Console: Verify Netbackup client software push is enabled.
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Navigate to NetBackup Configuration > Verify NetBackup Client Push

Configuration Utility 3.05

e pmacDevd

Verify NetBackup Client Environment
User acct set up: netbackup
[OK] - User netbackup shell set up: fusr/binfrssh

S
|
1

[OK] - Home directory: /home/rsshfhome/nethackup
[OK] - Tmp directory: /home/rssh/tmp
[OK] — Tmp directory perms: 1777

Verify list entries indicate "OK" for Netbackup client software environment.

Select "Exit" to return to NetBackup Configuration menu.

8. NetBackup server: Push appropriate Netbackup client software to application server

Note: The NetBackup server is not an application asset. Access to the NetBackup server, and
location path of the Netbackup client software is under the control of the customer. Below are the
steps that are required on the NetBackup server to push the Netbackup client software to the
application server. These example steps assume the NetBackup server is executing in a Linux
environment.

Note: The backup server is supported by the customer, and the backup utility software provider.
If this procedural STEP, executed at the backup utility server, fails to execute successfully, STOP

and contact the Customer Care Center of the backup and restore utility software provider that is

being used at this site.

Log in to the NetBackup server using password provided by customer:

Navigate to the appropriate Netbackup client software path:
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Note: The input below is only used as an example.

$ sudo cd /usr/openv/net backup/client/Linux/6.5

Execute the sftp_to_client NetBackup utility using the application IP address and application
NetBackup user;

$ ./sftp_to_client 10.240.17.101 net backup

Connecting to 10.240.17.101...

The authenticity of host '10.240.17.101 (10.240.17.101)' can't be established.
RSA key fingerprint is 9a:e6:fc:55:16:3b: 94: b2: 7d: 9f : 30: b2: 3c: e6: 65: a9.

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Permanent|y added ' 10.240.17.101' (RSA) to the list of known hosts.
net backup@l0. 240. 17. 101' s passwor d:

sftp conpl eted successfully.

Enter application server NetBackup user password; the following NetBackup software output is
expected but may vary from this example, observe the sftp completed successfully:

The root user on 10.240.17.101 nust now execute the conmand

"sh /tnp/bp. 15030/ client_config [-L]". The optional argument, "-L",
is used to avoid nodification of the client's current bp.conf file.
#

9. Application Console: Install Netbackup client software on application server.
Navigate to NetBackup Configuration > Install NetBackup Client

Install NetBackup Clisnt

Do you wish to install the NetBackup Client?

Select Yes to install the Netbackup client software.

Select "Exit" to return to NetBackup Configuration menu.

10. Application Console: Verify Netbackup client software installation on the application server.
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Navigate to NetBackup Configuration > Verify NetBackup Client Installation.

Verify NetBackup Client Installation

[OK] — Looks like a 7.1 Client is installed
[OK] — RC =criprt: nethackup
[OK] - rpm: SYMCpddea

[OK] = plkgEeep: 3TMCpddea
[2K] - rpm: SYMCnbire

[OK] = pkgKeep: SYMCnbjre
[OK] - rpm: STMCnbjava

[2E] - pkgKeep: ITMCnbjava
[OK] — rpm: S¥MCnbelt

[OK] = pkoKeep: SYMCnbcolt
[OK] - rpm: VRTSphx

[OK] - plkogKeep: VRTSphx

Use arrow kevys to move between options | <Enter> selects

Verify list entries indicate "OK" for Netbackup client software installation.

Select "Exit" to return to NetBackup Configuration menu.

11. Application Console: Disable Netbackup client software transfer to the application server.
Navigate to NetBackup Configuration > Remove File Transfer User

Remove File Transfer User

Do you wish tO remove the Liletransier usec?

Select "Yes" to remove the NetBackup file transfer user from the application server.
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12. Application Console: Verify that the server has been added to the
[ usr/ openv/ net backup/ bp. conf file

$ sudo cat /usr/openv/netbackup/bp. conf
CLI ENT_NAME = 10. 240. 34. 10
SERVER = NB71server

13. Application server iLO: Exit platform configuration utility (platcfg)
14. Return to calling procedure if applicable.

909-2282-001 Revision A, November 2013 185



Appendix

C

Worksheet: netConfig Repository

Topics:

o C.1 Worksheet: netConfig Repository .....187
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C.1 Worksheet: netConfig Repository

For each additional enclosure switch(6120XG, 6125XG, or 3020):

Variable Value

<switch_hostname>

<enclosure_switch_IP>

<switch_platform_username>

<switch_platform_password>

<switch_enable_password>

<switch_hostname>

<enclosure_switch_IP>

<switch_platform_username>

<switch_platform_password>

<switch_enable_password>

<switch_hostname>

<enclosure_switch_IP>

<switch_platform_username>

<switch_platform_password>

<switch_enable_password>

<switch_hostname>

<enclosure_switch_IP>

<switch_platform_username>

<switch_platform_password>

<switch_enable_password>

<switch_hostname>

<enclosure_switch_IP>

<switch_platform_username>

<switch_platform_password>

<switch_enable_password>

<switch_hostname>

<enclosure_switch_IP>

<switch_platform_username>
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Variable Value

<switch_platform_password>

<switch_enable_password>

<switch_hostname>

<enclosure_switch_IP>

<switch_platform_username>

<switch_platform_password>

<switch_enable_password>

<switch_hostname>

<enclosure_switch_IP>

<switch_platform_username>

<switch_platform_password>

<switch_enable_password>

<OAl1_enX_ip_address> X=the enclosure #

<OA password>

<io_bay>
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D.1 Setting Server’s CMOS clock

The date and time in the server’s CMOS clock MUST be set correctly before running the IPM procedure.
There are a number of different ways to set the server’s CMOS clock.

Note: The IPM installation process managed by PM&C for blade servers automatically sets the server’s
CMOS clock, so there is no need to set the server CMOS clock when using PM&C.

D.2 Configure the RMS Server BIOS Settings

DL360/380 Server: Access the Server BIOS

a) Reboot the server and after the server is powered on, as soon as the <F9=Setup> in the lower
left corner of the screen is visible, press F9 to access the BIOS setup screen.

ﬁﬂash| |C1m\l|{)el| AltLeck[”  High Perfermance Mouse [T Lecal Curser Defaun

ROM-Based Setup Utility, Version 3.88
opyright 1982, 20811 Hewlett-Packard Development Company, L.P.

b) Select Server Availability

c) If applicable, Change "Automatic Power-On" to Always Power On (GenS8 servers) or Enabled
(G6, G7 servers).
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iguration !

e lect jon: <ESC) o Cancel

730'% 800 w nln]s & mcx Ll 1]

e) Press <ESC> once

f) Select System Options

g) Select Processor Options

h) Change "Intel® Virtualization Technology" to Enabled
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ID: 494329-B21
10S P62 B5-85-2811
p Version 81/13/2818
hlock B1/27,2889
Managenment Controller - 2.9

24576MB Memory Configured

f F 1:Intel 2.53CHz,BMB L3 Cache
stem Default Options | F 2:Intel 2.53GHz,BMB L3 Cache
ility Language

IEnahlEd| Press {TAB> for More Information

t/1> Changes Configuration Selection

i) If available, select Serial Port Options and press Enter

1. Press Enter to select Embedded Serial Port and change it to COM2 and press Enter
2. Press Enter to select Virtual Serial Port and change it to COM1 and press Enter
3. Press <ESC> 2 times to return to the main menu

D.3 OS IPM Install

The IPM installation media must now be inserted into the system. Installation will then begin by
resetting (or power cycling) the system so that the BIOS can find and boot from the installation media.
Setting the clock and other BIOS parameters from the BIOS setup screen does not require an OS to be
installed.

Note: On the HP G6 and newer rack mount servers, this procedure can be accomplished by using a
directly connected computer and by configuring an IP address on the iLO and accessing the console
using the iLO, or by using a VGA monitor and keyboard. The remote media function of the iLO can
also be used to provide access to the installation media.

D.3.1 HP Rack Mount Servers - Boot from CD/DVD/USB

1. Insert the OS IPM media (CD or DVD) into the CD/DVD tray of the Application Server and close
the CD/DVD tray, or insert the OS IPM USB media into the of the Application Server.

Note: Refer to Appendix K to create a bootable USB drive.
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2. Power cycle the server:
For HP Rack Mount servers, hold the power button in until the button turns amber, then release.
Wait 5 seconds, then press the power button and release it again to power on the system.

3. Proceed to steps in the next section.

D.4 IPM Command line procedures

1. Figure 3: Example Boot from Media Screen, TPD 6.5 is a sample output screen indicating the initial
boot from the install media was successful. The information in this screen output is representative
of TPD 6.5.

Note: Note that based on the deployment type, either TPD or TVOE can be installed.
2. Optional Step: If media has not been previously verified, perform a media check now; refer to D.6
Media Check.

3. The command to start the installation is dependent upon several factors, including the type of
system, knowledge of whether an application has previously been installed or a prior IPM install
failed, and what application will be installed.

Note: Text case is important, and the command must be typed exactly.

bH.8.8_88.7.1

xBb_B4
For a detailed description of all the supported commands and their options,
please refer to the Initial Platforn Mamufacture document for this re
Inmaddition to linux & rescue TPD provides the following kickstart profiles:

[ TPD i TPDnoraid i TPDbhlade § TPDcompact @ HDD 3]
Commonly used options are:

ole_option>] ]

[o install wusing a nonitor and a local keyboard, add console=ttyd

Figure 3: Example Boot from Media Screen, TPD 6.5
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IPM the server by entering the TPD command at the boot prompt:

TPDnor ai d di skconfi g=HPHW force consol e=tty0

please re | 11T Clatror d dC docurnen

In addition to linux & rescue TPD provides the following kickstart profiles:
[ TPD | TPDnoraid i TPDblade | TPDbladeraid | TPDnocons | T1288sol § HDD 1
Connonly used options are:
[l console={console optionl ,{console option>] 1

[ rdate
scrub

_ ':;:[ r_.-.l
g=HPGGL ,fo

=¢ldevice[ ,devicel ]

To install using a monitor and a local keyboard, add cowsole=ttyB

boot : TPD
Loading wvalinuz. ....cvveeiiiinenrnnrnanernnnnns
LI L T T P 1 T

Ready .

Figure 4: Example Kernel Loading Output

4. After a few seconds, additional messages will begin scrolling by on the screen as the Linux kernel
boots, and then the drive formatting and file system creation steps will begin:

1 Formatting |
Formatting ~ file system...

£

Figure 5: Example File System Creation Screen

5. Once the drive formatting and file system creation steps are complete, the following screen will
appear indicating that the package installation step is about to begin.
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— Install Starting ——

Starting install process, thiz may
take several minutes. ..

Figure 6: Example Package Installation Screen

6. Once the screen shown in Figure : Example package installation screen appears, it may take several
minutes before anything change. However, after a few minutes, you will see a screen similar to
that below, showing the status of the package installation step. For each package, there will be a
status bar at the top indicating how much of the package has been installed, with a cumulative
status bar at the bottom indicating how many packages remain. In the middle, you will see text
statistics indicating the total number of packages, the number of packages installed, the number

remaining, and current and projected time estimates:

1 Package Installation I

Size : 3868k

extended (extdrextd) [ilesystems

3
Packages Bytes
Total : 728 18741
Completed : 47 278M
Remaining : 6E1 1596M
14+

Hame: : e2fsprogs-1.39-Yprerel3.0.8_68.25.8-i686
Summary: Utilities for managing the second and third

Time
B:AV:1Z
B:81:84
B:86:88

Figure 7: Example Installation Statistics Screen

7. Once all the packages have been successfully installed, the following screen will appear, letting
you know the installation process is complete. Remove the installation media (DVD or USB key)

and then press <ENTER> to reboot the system.

Note: It is possible that the system will reboot several times during the IPM process. No user input

is required if this occurs.
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| Complete |}
Congratulations, your Cent05-4 i386 installation is complete.

Remowve any installation media (diskettes or CD-ROMs) used during
the installation process and press <Enter> to reboot your system.

[ Reboot |

Figure 8: Example Installation Complete Screen

8. After a few minutes, the BIOS screen will appear again, followed by several messages about each
of the Ethernet ports in the system, and finally followed by the following message printed by the
boot loader, indicating that it is booting the new IPM load.

ro root=Sdev/md2 2250, e _uarts=

Lty
wix=bzlm

Figure 9: Example Boot Loader Output

9. 10. A successful IPM platform installation process will result in a user login prompt.

D.5 Post Install Processing

Login as user syscheck, and the system health check will run automatically. This will check the health
of the server, and print out an OK if the tests passed, or a descriptive error of the problem if anything
failed. The screenshot below shows a successful run of syscheck, where all tests pass, indicating the
server is healthy.
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Cent05 release 4.4 (Final)
Kernel 2.6.18-1.284%rerel3.0.0 60.52.0 on an 1686

syscheck
Last login: Mon Jul 17 11:27:41 from 10.25.61.126
Running modules in class hardware...
OK

Running modules in class proc...
0K

Bunning modules in class disk...
OK

Running modules in class system...
0K

LOG LOCATION: /var/TKLC/log/syscheck/fail log

Cent0S release 4.4 (Final)
Kernel 2.6.18-1.2849%prerel3.0.0 60.52.0 on an 1686

login:

Figure 10: Example Successful Syscheck Output

Since an NTP server will not normally be configured at this point, syscheck may fail due to the NTP
test as shown in Figure 11: Example Syscheck Output with NTP Error. The syscheck NTP test will not
give this failure during the first 20 minutes after the server is booted up. The error shown in Figure :
Example syscheck output with NTP error is acceptable and can be ignored.
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Punning modules

modules

[Final)
94 ., 32.1.el5prerels.

42 login:
Figure 11: Example Syscheck Output with NTP Error

Fiqure 12: Example Syscheck Disk Failure Output indicates a disk failure in one of the syscheck tests. If
the server is using software disk mirroring (RAID1), the syscheck disk test will fail until the disks have
synchronized. The amount of time required to synchronize the disks will vary with disk speed and
capacity. Continue executing system check every 5 minutes (by logging in as syscheck to run syscheck
again) until the health check executes successfully as shown in Figure 10: Example Successful Syscheck
Output. If the disk failure persists for more than two (2) hours, or if system check returns any other
error message besides a disk failure or the NTP error shown in Figure : Example syscheck output with
NTP error, do not continue, contact the Customer Care Center and report the error condition.
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4.4 (Final)
1.284%prerel3. 0.0 608.52.0 on an 1686

tokyo login: syscheck
Password:
Last login: Mon Jul 17 11:28:48 on ttySe
Running modules in class hardware. ..
0K

Running modules in class proc...
0K

Running modules in class disk...
One or more module in class "disk" FAILED

Running modules in class system...
oK

LOG LOCATION: /var/TKLC/log/syscheck/fail log

Cent0S5 release 4.4 (Final)
Kernel 2.6.18-1.2840prerel3. 0.0 60.52.0 on an 1686

Figure 12: Example Syscheck Disk Failure Output

1. 1. Verify that the IPM completed successfully by logging in as admusr and running verifyIPM.
Contact Customer Service if any output is printed by the verifyIPM command.

$ sudo /usr/TKLC pl at/bin/verifyl PM

2. If successful, the following message is displayed:
Congratulations!
Application Server IPM Process is complete and Posi-install checlcs have passed...
You have successfully completed this procedure.

Refer to sales order to load appropriate application.

D.6 Media Check

1. Refer to D.3.1 HP Rack Mount Servers - Boot from CD/DVD/USB to automatically boot from the DVD
or USB IPM media.

2. The screen output shown below indicates the initial boot from DVD is successful. Enter the command
"linux mediacheck" and press Enter.
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£ flape9101511.ipde. ne.lekelec.com - PuTTY

Figure 13: Example Media Check Command

3. When the following screen appears, press Tab until "OK" is highlighted and then press Enter.
elcome to Cent035-4 i386

1 CD Found |

To begin testing the CD media before
installation press OR.

Choose Skip to skip the media test
and start the installation.

Figure 14: Example Media Test Dialog

4. Next, press Tab until "Test" is highlighted, and press Enter to begin testing the currently installed
media.
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elcome to CentO5-4 i386

Media Check |

Choose "Test" to test the CD currently
in the drive, or "Eject CD" to eject
the CD and insert another for testing.

Figure 15: Example Dialog with Test Highlighted

5. The media check will begin, with a status bar indicating the progress, as shown in the screen shot
below:
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Media Check

Checking "Cent05-4 i386 DUD"...-

22x
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Figure 16: Example Media Check Progress Screen

6. If the media check is successful, the following screen will be displayed. Press Enter to continue.

elcome to CentO5-4 i386

Cent03-4 i386 DUD

| Media Check Result |

The media check of the image:

is complete, and the result is: PASS.

It is OK to install from this media.

Figure 17: Example Media Check Result
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7. To test additional media, remove original media, insert new media, press Tab until "Test" is
highlighted and press Enter. If no additional media is available, and the media check passed,
remove the current media, insert the original media (first disk or USB pen), press Tab until
"Continue" is highlighted and press Enter to continue the installation again.

elcome to Cent0O5-4 i386

| Media Check |

If you would like to test additional media, insert the
next CD and press "Test". You do not have to test all
Ch=, although it is recommended you do so at least once.

To begin the installation process insert CD #1 into the
drive and press '"Continue".

Figure 18: Example Media Check Continuation Dialog

D.7Initial Product Manufacture Arguments

1. reserved

The reserved option provides the capability to create one or more extra partitions that are not made
part of the vgroot LVM volume group. The sizes of the partition(s) are indicated after "reserved="and
are separated by commas without any whitespace if there are more than one. The sizes use a suffix to
indicate whether the value is in units of megabytes (‘M) or gigabytes ('G'). In this context, a megabyte
is 10242 and a gigabyte is 10243.

In the case of a software RAID-1 configuration, such as TPD (but not TPDnoraid), a single value will
actually cause the creation of a partition on 2 drives and a metadevice (md) that incorporates the two
partitions.

Examples:

1. TPD reserved=2G - On a T1200, this will create reserved partitions on sda and sdb of 2 GB, and a
RAID-1 metadevice using those reserved partitions.
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2. TPDnoraid reserved=512M — On an HP server, this will create a reserved partition on sda of 0.5
GB.

3. TPDnoraid reserved=4G,128M — On an HP server, this will create two reserved partitions on
cciss/c0d0 of 4 GB and of 128 MB.

The partition(s) or metadevice(s) can be used by storageMgr to create a DRBD device or LVM physical
volume. However, to do so, one will need to know the partition number or metadevice number.

Numbering of partitions is performed by anaconda and is controlled by anaconda. Therefore, to get
the partition number, a developer would need to examine the partition table after an IPM to determine
the number. Also, this number may change due to changes in anaconda in future releases of TPD.

2. scrub

This option is typically used as part of the IPM process on machines that have had TPD loaded in the
past. The usage of the “scrub” option is used to ensure that the disk and logical volume partitioning
that occurs during the early phase of IPM operates correctly. Note that this option should not be used
during hardware USB media based IPM since doing so will erase the TPD installation media.

It is extremely important to understand that the “scrub” option will remove all data from ALL attached
disk devices to the machine being IPM’ed.

Note: this includes disk drives that are not mentioned in the “drives” parameter as well as USB install
media. Therefore, whenever the “scrub” option is used, any and all disk drives attached to the machine
being IPM’ed, including those not mentioned in the “drives” parameter, will lose all of their data.
Technically, this is accomplished by writing zeroes to the entire disk of each attached disk drive.

3. diskconfig

This option is intended to direct the IPM process to configure the disks in different ways. At this time
diskconfig supports the following options:

e HPHW - specify that the server is an HP server that should be configured to use hardware RAID1
(mirroring). This option only applies to HP servers G6 and above. The expected configuration is
that the first two physical drives on the array controller in slot 0 of the server will be configured
as one logical disk. This is the default if no diskconfig or drives option is passed.

e HPSW - specify that the server is an HP server that should be configured to use software RAID1
(mirroring). This option only applies to HP servers G6 and above. This mode is intended for use
during development and testing and is not supported on fielded systems.

* force - specify that if the current disk configuration does not match the desired configuration, that
the desired configuration should forcibly installed. Loss of data on any disk on the same RAID
disk controller may result.
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E.1 Using WinSCP

The following is an example of how to copy a file from the management server to your PC desktop
1. Download the WinSCP Application
Downlaod the WinSCP application:

http://w nscp. net/ eng/ downl oad. php

2. Connect to the management server

After starting this application, navigate to Session and enter: <management_server_IP> into the
Host nane, field, root into the User nane field, and <root_password> into the Passwor d field.

Click Login.

Session rSession

i Stored sessions Host name Port number

- Logging 10.240.4.244 22 =
Environmert I - —

i-- Directories User name Password

;----SFTP Imgt T}

£ SCP/Shel
C::n;e-:‘tion Private key file

o Tunnel I —I
S_SH

i Key exchangs —Protocol

& Authertication Fil= protocol ISFTF‘ 'I ¥ Allow SCP fallback

i Bugs B
Preferences

Select color
W Advanced options
About... Languages Login I Save... | Cloze |

3. Copy the target file from the management server

On the left side is your own desktop filesystem. Navigate within it to Desktop directory. On the
right side is the management server file system. Within it, navigate into the location of the file you
would like to copy to your desktop. Highlight the file in the management server file system by
pressing the insert key and press F5 to copy the file.
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24 upgrade - root@10.240.4.244 - WinS5CP

Local Mark Files Commands Session Options Remote Help

& L E - PSS 2SS 9 - Defaul - -
@reskion - & i - = - CEGI G [E|Te Duwee & e -5 - EHEAE R

C:ADacuments a . Avar/TELC Aog/upgrade
Mame Ext Size  Type | Name Exk Size  Changed #*
.. Parent directory EI skatus_count 3 THYI0L 6
[C)backup File Folder @ success.log 463 71972011 6
| |E] TrLCpkg log 7,278 7{19/2011 6
[Z) ugwrap.lag 4,933 7/19/2011 &
ugwrap.log. 1 4,815 4/20f2011 4
=] ugwrap.lag. 2 3,299 42002011 1
= ugwrap.re.info 335 71902011 6
ugwrap. reskart 288 719020116
(=] uparade.info FHgfz011 6
upC g
upgrade Jag.0 4H20{2011 4
=) upgrade.Jog.1 42002011 1
v upgrade.log.Z 4fz0f2011 1w
< | 2 ||<] | ¥
0B of 1,836 MiB in 1 of B7 26.034 B of 226 KiB in 1 of 27

# FzRename | f F4Edit E3 FS Copy 3 Fe Move [ F7 Create Directory ¢ F8 Delete [5° F9 Properties I F10 Cuit
= T 0:2419

4. Close the WinSCP application

Then close application by pressing F10 and confirm to terminate session by pressing OK.
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F.1 Backup HP (6120XG, 6125G) Enclosure Switch

This procedure should be executed after every change to the switch configuration after completing
4.8.2.1 Configure HP 6120XG switch (netConfig)and/or .

Prerequisites:

e 4.1.1.1 IPM DL360 or DL380 Server must be completed

* 4.1.1 Installing TVOE on the Management Server must be completed
¢ 4.1.4 TVOE Network Configuration must be completed

e 4.2.1 Deploy PM&C Guest must be completed

o 4.8.2.1 Configure HP 6120XG switch (netConfig)

Procedure Reference Tables:

Variable Value

<switch_name> hostname of the switch

1. Ensure the directory where the backups will be stored exists.

$ /bin/ls -i -1 [usr/TKLC/ smac/ etc/ sw tch/ backup
If you receive an error such as the following:

-bash: |s: /usr/TKLC/ smac/ et c/ swi tch/ backup: No such file or directory
Then the directory must be created by issuing the following command:

$ sudo /bin/nkdir -p /usr/TKLC/ snac/ et c/ switch/ backup

2. Execute the backup command

$ sudo /usr/TKLC pl at/ bi n/ net Confi g --devi ce=<swi tch_nane> backupConfi guration
servi ce=ssh_servi ce fil enane=<sw t ch_nane>- backup

3. Copy the files to the backup directory.

$ sudo /bin/my -i ~adnusr/<sw t ch>-backup* /usr/TKLC/ snac/ et c/swi tch/ backup

4. Verify switch configuration was backed up by cat <switch_name> and inspecting its contents to
ensure it reflects the latest known good switch configurations.

$ /bin/ls -i [usr/TKLC/ smac/ etc/swi tch/backup/<swi tch_nanme>- backup*
$

$ /bin/cat /usr/TKLC smac/ et c/ switch/ backup/ <swit ch_nane>- backup

$

5. Repeat Step 2 - Step 4 for each HP switch to be backed up.
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F.2 Backup Cisco 4948/4948E/4948E-F Aggregation Switch and/or Cisco 3020
Enclosure Switch (netConfig)

Tekelec Provided Aggregation Switch Prerequisites for RMS system:

e 4.1.1.1 IPM DL360 or DL380 Server must be completed.
* 4.3.2 Configure Cisco 4948/4948E/4948E-F aggregation switches (PM&C installed)(netConfig))

¢ Application username and password for creating switch backups must be configured on the
management server prior to executing this procedure.

Tekelec Provided Aggregation Switch Prerequisites for c-Class system:

e 4.1.1.1 IPM DL360 or DL380 Server must be completed

* 4.1.1 Installing TVOE on the Management Server must be completed

* 4.1.4 TVOE Network Configuration must be completed

* 4.2.1 Deploy PM&C Guest must be completed

* 4.3.2 Configure Cisco 4948/4948E/4948E-F aggregation switches (PM&C installed)(netConfig))

Prerequisites for Cisco 3020 Enclosure switches:

e 4.1.1.1 IPM DL360 or DL380 Server must be completed

* 4.1.1 Installing TVOE on the Management Server must be completed
* 4.1.4 TVOE Network Configuration must be completed

e 4.2.1 Deploy PM&C Guest must be completed

* 4.8.1.1 Configure Cisco 3020 switch (netConfig)

Procedure Reference Tables:

Variable Value

<switch_backup_user> (also needed in switch admusr
configuration procedure)

<switch_backup_user_password> (also needed [ Check application documentation
in switch configuration procedure)

<switch_name> hostname of the switch

<switch_backup_directory> Non-PM&C System:
/usr/TKLC/plat/etc/switch/backup
PM&C System:

/usr/TKLC/smac/etc/switch/backup

1. Verify switch is at least initialized correctly and connectivity to the switch by verifying hostname

$ sudo /usr/TKLC/ pl at/bi n/ net Config --devi ce=<sw tch_nanme> get Host nane
Host nane: sw tchlA
$

Note: The value beside "Hostname:" should be the same as the <switch_name> variable.
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2. Run command "netConfig --repo showService name=ssh_service" and look for ssh service.

$ sudo /usr/TKLC/ pl at/bi n/ net Config --repo showServi ce name=ssh_service

Servi ce Nane: ssh_service
Type: ssh
Host : 10. 250. 62. 85
Opt i ons:

password: C20F7D639AE7E7
user: adnusr

In the ssh_service parameters, the value for 'user:' will be the value for the variable
<switch_backup_user>.

3. Verify existence of the backup directory.

$ /bin/ls -i <switch_backup_directory>

If the output contains

I s: cannot access <switch_backup_directory> No such file or directory

create the directory with:

$ sudo /bin/nkdir -p <sw tch_backup_directory>

4. Execute the backup command

$ sudo /usr/TKLC pl at/ bi n/ net Confi g --device=<swi tch_nane> backupConfiguration
servi ce=ssh_service fil ename=<swi t ch_nanme>- backup

5. Verify switch configuration was backed up by cat <switch_name>-backup and inspect its contents
to ensure it reflects the latest known good switch configurations. Then, copy the files over to the
backup directory.

$ /bin/ls -i ~<switch_backup_user>/<sw t ch_nanme>- backup*
$ /bin/cat ~<sw tch_backup_user>/<swi t ch_nanme>- backup*

$
$ sudo /bin/m/ -i ~adrusr/<sw tch name>- backup* <sw tch_backup_directory>/

Note: The cat command may leave garbled text on the next terminal prompt. Disregard this text.

Example:
[ adnusr @nmac ~] $
PUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTYPUTTY

6. Repeat steps 1, 4-6 for each switch to be backed up.
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G.1 How to Access a Server Console using the iLO

For each server, fill in the iLO IPs in the following table:

Server ID

Hostname

iLO IP

The following two tables show a list of default IP Addresses assigned by Manufacturing to the RMS

and OA ILOs.

Management VLAN 2

Network 192.168.100.0
Netmask 255.255.255.0

VLAN 2-VIP (Gateway) 192.168.100.1
Switch1A 192.168.100.2
Switch1B 192.168.100.3

PMAC Server 192.168.100.4 bond0.2
PMAC iLO 192.168.100.5

First HP ¢7000 Enclosure

Second HP ¢7000 Enclosure

HP c7000 OA 1

192.168.100.6

HP c7000 OA 1

192.168.100.28

HP ¢7000 OA 2

192.168.100.7

HP ¢7000 OA 2

192.168.100.29

HP Enclosure 1 Blade 1
iLO

192.168.100.10

HP Enclosure 2 Blade 1
iLO

192.168.100.30

HP Enclosure 1 Blade 2
iLO

192.168.100.11

HP Enclosure 2 Blade 2
iLO

192.168.100.31

HP Enclosure 1 Blade 3 | 192.168.100.12 HP Enclosure 2 Blade 3 | 192.168.100.32
iLO iLO
HP Enclosure 1 Blade 4 | 192.168.100.13 HP Enclosure 2 Blade 4 | 192.168.100.33
iLO iLO
HP Enclosure 1 Blade 5 | 192.168.100.14 HP Enclosure 2 Blade 5 | 192.168.100.34
iLO iLO
HP Enclosure 1 Blade 6 | 192.168.100.15 HP Enclosure 2 Blade 6 | 192.168.100.35
iLO iLO
HP Enclosure 1 Blade 7 | 192.168.100.16 HP Enclosure 2 Blade 7 | 192.168.100.36
iLO iLO
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First HP ¢7000 Enclosure Second HP ¢7000 Enclosure

HP Enclosure 1 Blade 8 | 192.168.100.17 HP Enclosure 2 Blade 8 | 192.168.100.37
iLO iLO

HP Enclosure 1 Blade 9 | 192.168.100.18 HP Enclosure 2 Blade 9 | 192.168.100.38
iLO iLO

HP Enclosure 1 Blade 10 | 192.168.100.19 HP Enclosure 2 Blade 10 | 192.168.100.39
iLO iLO

HP Enclosure 1 Blade 11 | 192.168.100.20 HP Enclosure 2 Blade 11 | 192.168.100.40
iLO iLO

HP Enclosure 1 Blade 12 | 192.168.100.21 HP Enclosure 2 Blade 12 | 192.168.100.41
iLO iLO

HP Enclosure 1 Blade 13 | 192.168.100.22 HP Enclosure 2 Blade 13 | 192.168.100.42
iLO iLO

HP Enclosure 1 Blade 14 | 192.168.100.23 HP Enclosure 2 Blade 14 | 192.168.100.43
iLO iLO

HP Enclosure 1 Blade 15 | 192.168.100.24 HP Enclosure 2 Blade 15 | 192.168.100.44
iLO iLO

HP Enclosure 1 Blade 16 | 192.168.100.25 HP Enclosure 2 Blade 16 | 192.168.100.45
iLO iLO

Cisco 3020 switch Bay 1] 192.168.100.26 Cisco 3020 switch Bay 1] 192.168.100.46
Cisco 3020 switch Bay 2 | 192.168.100.27 Cisco 3020 switch Bay 2 | 192.168.100.47

1. Access the iLO GUI

Using a laptop or desktop computer connected to the customer network, navigate with Internet
Explorer to the IP address of the iLO of the Management Server. Log in to the iLO as the user

"Administrator".

2. If the iLO is an iLO 2, configure Hot Keys

The iLO GUI will indicate the iLO version as iLO 2 ("Integrated Lights-Out 2"),iLO 3, iLO 4, etc.
If this is an iLO 2, perform the following Hot Key configuration:
a) Click the Remote Console tab
b) Click the Settings menu item and then the Hot Keys sub-tab

¢) Intherow starting with Ctrl-T change the first dropdown to L_CTRL and the second dropdown
to ] (right bracket). The rest of the dropdowns in the row should be NONE.

d) Click Save Hot Keys

As a result, pressing Ctrl-T rather than Ctrl-] will now exit the console of a TVOE guest and return
to the console of the TVOE host.

3. Launch the Remote Console Window

Navigate to Remote Console > Remote Console to launch the remote console in a new window.

4. Log in to the Console

909-2282-001 Revision A, November 2013 214



How to Access a Server Console using the iLO

In the Remote Console window, log in to the console as user "admusr™:

| ogi n as: adnusr

Passwor d:

Last login: Wed Jun 5 17:52:28 2013
[admusr @voe ~]$

5. Return to the referencing procedure

Return to the procedure which referenced this appendix.
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H

How to Exit a Guest Console Session on an iLO

Topics:

e H.1 How to Exit a Guest Console Session on an
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H.1 How to Exit a Guest Console Session on an iLO

1. Enter the appropriate control sequence for the iLO version

If the main iLO GUI window indicates that this is an iLO 2 ("Integrated Lights-Out 2"), press Ctrl-T.
Otherwise, press Ctrl-].

This corresponds to the configuration of iLO 2 Hot Keys performed in Appendix G: How to Access
a Server Console using the iLO.

2. Return
Return to the procedure which referenced this appendix.
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I

Changing SNMP Configuration Settings for iLO

Topics:

* [.1 Changing SNMP Configuration settings for
iLO2.....219

* 1.2 Changing SNMP Configuration Settings for
iLO 3 and iLO4.....222
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I.1 Changing SNMP Configuration settings for iLO2

This procedure provides instructions to change the default SNMP settings for the HP ProLiant iLO 2
devices.

Perform this procedure for every iLO 2 device on the network. For instance, for every HP ProLiant
G1/G5/G6 Blade and Rack Mount server.

1. From Workstation: Launch Internet Explorer 7.x or higher and connect to the iLO2 device using
"https:/ /"

8 hitpe//10.240.251 68, & Certificate Error: Navigation...

Edit  View Favorites Teols Help

G‘ There is a problem with this website's security certificate.
k-

The security cert

The security cert

ificate presented by this website was not issued by a t
esented by th

We recommend that you close this webpage and do not continue to this website.

% Click here to cose this webpage.

@ Continue to this w

ensite (not recommended

= More information

2. iLO2 Web UI:
The user should be presented the login screen shown below.

Login to the GUI using an Administrator account name and password.

<o prewowme

Integrated Lights-Out 2

HP Proliant

Login nama:  sdmin

Password: asass
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3. iLO2 Web UI: The user should be presented the iLO2 System Status page as shown on the right

e & iL0 2: daniels - 1L OUSE921N... % ok

|: D Lr?h[a}:]{c:[fled Lights-Out 2 l

Status Summary

Summary Server Name:

System Serial Number / Product ID:
Information UUID:

ILO 2 Log System ROM:

ML System Health:

Diagnostics Server Power:

iLO 2 User UID Light:

Tips

Last Used Remote Console:
Insight Agent | | Jyacy TML Entry:

iLO 2 Name:

iLO 2 FQDN:

License Type:

iLO 2 Firmware Version:

IP address:

Active Sessions:

Latest iLO 2 Event Log Entry:
iLO 2 Date/Time:

4. iLO 2 Web UI

| System Status Rif Integrated Li ts-Out :’irtual Media Power Management | Administration

daniels; ProLiant DL380 G&

USESZ1N4]1 / 494329-B21
33343034-3932-5355-4539-32314E344A31

P52 07/24/2009; backup system ROM: 07/24/2009
@ ok

@ on

@ orr

Remote Console

Uncorrectable Memory Error
ILOUSE9Z21N4]1
ILOUSE921N4]:

iLO 2 Advanced

2.05 12/17/2010
10.250.36.147

iLO 2 user:admin

Browser login: admin -
05/23/2012 17:55:32

1. Select the [Administration] tab on the top navigation bar.

2. Select the [Management] menu item on the left navigation bar to display the SNMP Settings
page.

Power Management

Upgrade iLO 2 Firmware

iLO 2 Current Firmware: 2.05 12/17/2010
I Select New Firmware Image
Licensing

User

Administration

Settings
Access
Security

Network

Update iLO 2 firmware as follows. For alternatives, consult the help page.

New firmware image:

Send firmware image

iLO 2 firmware update has not started.

Browse...

1. Obtain the firmware image (.bin) file from the Online ROM Flash Component for HP Integrated Lights-O

option to save the
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5. iLO2 Web UI:
The user should be presented the SNMP/Insight Manager Settings page.

1. Select option [Disabled] for each of the 3 SNMP settings as shown to the right
2. Click [Apply Settings] to save the change.

The web page will refresh but no specific indication will be given that settings have been saved.

D Lrw{fegro{fgd Lights-Out 2

System Status | Remote Console | Virtual Media Power Management Administration

SNMP/Insight Manager Settings a
Lo 2 Configure and Test SNMP Alerts
Firmware
Licensing SNMP Alert Destination(s):
User
Administration | ILO 2 SNMP Alerts: ©) Enable -
Settings Forward Insight Manager Agent SNMP Alerts: ) Enableq @ Disabled
Access SNMP Pass-thru: ® «f o Di
Security Send Test Alert
Network

WEUEEENEI Configure Insight Manager Integration

Insight Manager Web Agent URL: https:// 12381

Level of Data Returned: Enabled (iLO 2+Server Association Data) -

‘ Apply Settings l Reset Settings
e ——

View XML Reply

6. iLO 2 Web UI:

To verify the setting change navigate away from the SNMP/Insight Manager Settings page and
then go back to it to verify the SNMP settings as shown on the right.

1. Click [Log out] link in upper right corner of page to log out of the iLO Web UL
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(& iLO 2: daniels - ILOUSE921N... * -

System Status | Remote Console | Virtual Media Power Management Administration

SNMP/Insight Manager Settings a
Lo 2 Configure and Test SNMP Alerts
Firmware
Licensing SNMP Alert Destination(s):
User
Administration | iLO 2 SNMP Alerts: 0 Enableq_ @ Disabled
Settings Forward Insight Manager Agent SNMP Alerts: ) Enableq @ Disabled
Access SNMP Pass-thru: ©) Enablef]; @ Disabled
Security Send Test Alert
Network

WELEEEUEN Configure Insight Manager Integration

Insight Manager Web Agent URL: https:// 12381
Level of Data Returned: Enabled (iLO 2+Server Association Data) ~

Wiew XML Reply

7. Complete for remaining iLO2 devices
Repeat this procedure all remaining iLO 2 devices on network.

1.2 Changing SNMP Configuration Settings for iLO 3 and iLO4

This procedure provides instructions to change the default SNMP settings for the HP ProLiant iLO 3
devices.

Perform this procedure for every iLO 3 device on the network. For instance, for every HP ProLiant
G7 Blade and Rack Mount server.

1. From Workstation: Launch Internet Explorer 7.x or higher and connect to the iLO 3/iLO 4 device
using "https:/ /"
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&8 httpe//10.240.251 58 D-EX & Certificate Error: Naagation... %
Edit  View Favorites Tocls Help

There is a problem with this website's security certificate.

The security certificate presented by t
The security certificate presented by this website was issued for a different website's address.

% website was not issued by a trusted certificate authority,

Secunty certificate problems may indicate an attempt to fool you or intercept any data you send to the
SeNVer.

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage.
B Continue to this website (not recommended).

= More information

2. iLO 3/iLO 4 Web UL
The user should be presented the login screen shown below.

Login to the GUI using an Administrator account name and password.

£ Integrated Lights-Out 3

Integrated Lights-Out 3
HP ProLiant

Firmware Version 1.20
ILOUSE124B6VT

3. iLO 3/iLO 4 Web UL
The user should be presented the iLO 3/iLO 4 Overview page as shown below.
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el . [ nxE

[ﬁ] Integ rated L| : vome |
ProLiant BLE iLO Hostname:ILOUSE12 =
Expand All | iLO Overview @ |
E‘ Information p
Overview Information Status &
.System Information Server Name hostnama1304701476 System Health OOK
iLO Event Log Product Name ProLiant BL620c G7
In.legrateﬁ Management Log 37993436363, 5355.4531. Server Power @ oN
Diagnostics uuio 323442365637 UID Indicator @ uip OFF
Insight Agent Server Serial Number USE124B6V7 TPMStatus Mot Present
Remote Console Product ID 643786-821 iLO DateTime  Wed Jul 13 21:05:31 2011 E
Virtual Media System ROM 125 05/23/2011
Power Management Backup System ROM 12/02/2010
Administration Last Used Remote Conscle  Mone
ﬂ BL c-Class License Type iLO 3 Standard Blade Edition
iLO Firmware \Version 1.20 Mar 14 2011
IP Address 10.240.8. |
iLO Hostname ILOUSE124B6V7.

Active Sessions

User: - |IP Source
Local User. QAImp1337797170 10.26.3. Web Ul

4. iLO 3/iLO 4 Web UI:

1. Expand the [Administration] menu item in the left hand navigation pane.
2. Select the [Management] sub-menu item to display the Management configuration page.

O BRG] = ero-o | nxe
[ﬁ] Integrated Lights-Out 3 Local User: OAtmp1337797170 e |
) )
ProLiant BLE20c G7 iLO Hostname:ILOUSE124B6V7. =
| | Expand All | Hanagement @

E‘ Information

Ouerden Test SNMP Alerts

System Information -

iLO Event Log Alert | Setting

Integrated Management Log iLO SNMP Alerts Disabled [~ |

Diagnostics Forward Insight Manager Agent Disabled

Insight Agent SNMEAlerts - |Z|

SNMP Pass-thru Disabled [~ |

Remote Console

Power Management

Configure SNMP Alerts
minig on |

SNMP Alert Destination(s):

iLO Firmuwvare
Licensing
User Administration Configure Insight Manager Integration
g‘ﬁff:yse“'”gs Insight Manager Web Agent hiips:# hostname 1304701476 2381
I Netyork Level of Data Returned: Enabled (iLO+Server Association Data)lZ‘
BL c-Class View XML Reply m

5. iLO 3/iLO 4 Web UL
The user should be presented the Management configuration page as shown on the right.

1. Select setting [Disabled] for each of the 3 SNMP Alerts options as shown to the right.
2. Click [Apply] to save the change.
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On the iLO 3 the web page will refresh but no specific indication will be given that settings have

been saved.

iLO3 Web UI:

<@ - prwowme

{1 0. ¢ e

Power Management
[-] Administration
iLO Firmware
Licensing
User Administration
Access Seffings
Security
Hetwork
Management

BL c-Class

iLO4 Web UL

Configure SNMP Alerts

[ﬁ] Integrated Lights-Out 3 Local User: OAmp1337797170 ome |
: e )
F ProLiant BL620c G7 iLO Hostname:ILOUSE124B6Y7.
|| oo Management B
E‘ Information
Oveni
vernem Test SNMP Alerts
System Information
iLO Event Log Alert
Integrated Management Log iLO SNMP Alerts
Diagnostics Forward Insight Manager Agent
Insight Agent SNME/eris
SMHMP Pass-thru
Remote Console
Virtual Media Send Test Alert

SNMP Alert Destination(s):

Configure Insight Manager Integration

G e hitps:/ hostname 1304701476 2381
Level of Data Returned: Enabled (iLO+Server Association Data)|~ |

View XML Reply
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.
|2 hitps /102505049 O+ &) Cerfific © X || @ iLO 4: hostnamel333054165... X

ProLiant DL360p Gend

Local User: root
iLO Hostname:HostnameTest IPTCPU.COM

Expand All
E‘ Information
Qverview
System Information
iLO Event Log
Integrated Management Log
Active Health System Log
Diagnostics
Insight Agent
Remote Console
virtual Media
Power Management
[-] Administration
iLO Firmware
Licensing
User Administration
Access Seftings
Security
Metwork
Management

6. iLO 3/iLO 4 Web UI:

Man ment

Configure SNMP

Enable :

@ pgentless Management ©) SNMP Pass-thru

System Location:

System Contact:

System Role:

System Role Detail:

Read Community:

Trap Community:

SNMP Alert Destination(s):

SNMP Port: 161

SNMP Alerts

Alert

iLO SNMP Alerts

Forward Inzight Manager Agen
SHMP Alers

Cold Start Trap Broadcast

[Disabled [ ]
Disabled : I

‘q.-_-__/

Insight Management Integration

HP System Management Homepage (HP SMH):

Level of Data Returned:

https:// [hostname1333954165 | 2381
| Enabled (iLO+Server Association Data) El

View XML Reply

&

To verify the setting changes navigate away from the Management configuration page and then
go page back to it to verify the SNMP settings as shown on the right.

1. Click [Sign Out] link in upper right corner of page to log out of the iLO Web UL
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e pr———

ok 1Y

Expand All
D Information
QOverview
System Information
iLD Event Log
Integrated Management Log
Diagnostics
Insight Agent
Remote Console
Virtual Media
Power Management
[-] Administration
iLO Firmware

Licensing

User Administration
Access Setfings
Security

Metwork
Management

BL c-Class

\Hﬂement

Test SNMP Alerts

Alert

iLO SHMP Aleris

Forward Insight Manager Agent
SHNMP Alerts

SMHMP Pass-thru

Configure SNMP Alerts

Send Test Alert

SNMP Alert Destination(s):

Configure Insight Manager Integration

Insight Manager Web Agent
URL:

Level of Data Returned:

hitps/ hostname1304701476 2381
Enabled (iLO+Server Association Data}|Z|

View XML Reply

7. Complete for remaining iLO3/iLO 4 devices

Repeat this procedure all remaining iLO 3/iLO 4 devices on network.
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J

Creating a Bootable USB Drive

Topics:

* |1 Creating a Bootable USB Drive on
Windows.....229

* ].2 Creating a Bootable USB Drive on Linux...229
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J.1 Creating a Bootable USB Drive on Windows

Note: This procedure will create a Bootable USB drive from a .usb file.

1. Insert USB Media: Insert the USB Media into the USB Port.

2. Install Media Builder: Download the Tekelec Media Builder tool from the Tekelec shared drive
(m:\mbuilder) and follow the instructions on how to install it.

3. Copy the .USB file to your local machine: Using sftp, copy the .usb image file to your local machine.

4. Use Media Builder to create a bootable USB Use the Media Builder tool to create a bootable USB
drive from the .usb image file copied in Step 3.

J.2 Creating a Bootable USB Drive on Linux

Note: This procedure will create a Bootable USB drive from a .usb file on a Linux machine.

1. Insert USB Media: Insert the USB Media into the USB Port. It should automatically be mounted
under /media.

a) Obtain the path of the USB drive by running:

# |s /nmedia

The output should be similar to the following;:

sdbl

b) Note down the path without the partition number (in this case, it would be /dev/sdb).

2. Linux machine: Obtain the <product> .usb file and copy it onto the local Linux machine (e.g.,
under /tmp).

3. Copy the .USB file onto the USB drive: Use the dd command to copy the .usb file onto the USB
drive.

Note: Make sure you do not use the partition number when copying the file

# dd if=<path_to_usb_i mage> of =/ dev/ sdb of | ag=di rect

4. Remove USB from Port: Once the dd command is done, remove the USB drive from the USB port
and delete the .usb file.
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TVOE iLO GUI Access

Topics:

* K.1 Accessing the TVOE iLO GUL.....231
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K.1 Accessing the TVOE iLO GUI

This procedure contains the steps to access the TVOE iLO GUIL

1. Launch Internet Explorer and "Go To" 192.168.100.5 (manufacturing default) or customer IP set
during installation.

'~ Log in - Tekelec Platform Management & Configuration - Windows Internet Explorer

€96 - | 152.168.1005]

2. Internet Explorer may display a warning message regarding the Security Certificate.

W [ﬂw&ﬁmhm:wmm |

@l There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted 4
The security certificate presented by this website has expired or is not yet valig
The security certificate presented by this website was issued for a different we

Security certificate problermns may indicate an attempt to fool you or intercept
Server.

We recommend that you close this webpage and do not continue to thi|
@ Click here to dose this webpage.

a Continue to this website (not recommended).

® More information

3. Select the option to "Continue to the website (not recommended)."

We recommend that you close this webpage and do not continue to this website.
"Q Click here to dose this webpage.

'9 Continue to this website (not recompended).

& More information

4. Log in as user "root".
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Integrated Lights-Out 2

HP Proliani

5. The TVOE iLO Home page

Legn nama: |
Password:

T Copyright F008. 20D Hewlett: P ackerd Dewslopeant Company,
(1}

Canmtas son urty sedtware buiensed frum RAA Dats Sedurty Da
Pertias Copyright 1989, 1991, 1992 by Carnagin Mellan University:
Darrvative Work © 1998, 19981009 Copyrght 1994, 1998 1000 The
Bageats of bhs Usiarity of Cabfarsis

is displayed.

Status Summary

Lo renay Sorver Rames:

¥bam Sarial Wembey [/ Product 1D;
" IR

£ 2 Lag e Lerrrs BANM

Sywbom Blealih:

Server Power;

I Lt

Ll Ut Bammobe Coneola:
Latasd TR Fndry:

L T Mame;

L Tipes !

LD 3 Fimreae Vierslon:

P mthdroas:

Active Saasinng:

Latest ILD 2 Event Log Emtry:
WL Date ) T

prac; Profaant DLIGO Go

LISEQLEMD0E | 4841 B4 821

LG - - 5I55-4500- 31 MuEA4 3008

Ped 03730/ I0L0; Bathaap dyites ROM: 03730/29000
= Dl

[ Homariary Pross QR
SR @ o

BTN ierncce Conscis

Syntem Pomer Supply: General Fadure [Power Supply 1
BCAISED ) ShDOR

B0 7 Advaneed

L82 oNIe

SR LR 10}

LD 2 ussrroot

Brosygsr kagen: raot - 10,25, § 0, 10G)0NS rames nat found
MO/TL/DOR0 LT 482

6. Click on Launch to start the pmac iLO CLI.

Status Summary

Srwnr Ham: pmss; Prolisns

DL G8

Sawrial Nunshar §F Product Wi USEDTSNCCE [ 484184-871

[LITITiR 3134 BRI 33 53554550 FIFMES 038
Sl ROM: P B0/B0/2010; backas dyibem RiM: 8/33/2010
Sysieen Hoalth: & ok

Berver Power: [~ temersary Press OB

LBk Light: — & OFF
Last Usid Remots Consols b Censok
Latost ML Entry: . : Garsarsl Fadura (Power Supply 1)

LG 2 Wame; ILCHESED L FNDDE
Licenes Typs: D T Bdwaned
L 2 Firmware Vershos: 1.8 04/¥a/>2010
1P addrews: 19218800035
Airtive Sowshone: L T o rosk

Latest WO T Event Log Enkry:  Browser bogen: root - 10,25 I, L0 DRS name noit dpund)
LD 2 Date / Thme: 1212010 17ak 2}
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Changing TVOE iLO Address

Topics:

* L.1 Changing the TVOE iLO Address.....234
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Changing TVOE iLO Address

L.1 Changing the TVOE iLO Address

This procedure contains the steps to access the TVOE iLO GUIL
1. Connect to the TVOE iLO GUI using the instructions in TVOE iLO GUI Access

ﬁ] ||'|1|'_-5:q_r'-:3|‘{:d Li-g hts-Out 2

T Ea

R R L (st Dt | A ) | I iam—t | ittt |

Status Summary
Server Name:

Serial Wember | Product 1D;
AR

Syubenm Wi

Syntom Health: o Ok
Server Power;

ARIE Lt

Lannd U] M rwntobon Canrmtaben:
Latest INL §ntry-

WO Mame:

BCAUSEIHHEOE

Lhcense Type: &0 2 Advarced
W0  Flrmmerane Version: LE2 ONIL018
P address: IRLLER100.3

Active Sesskons; A0 7 usar-mat

prmac; Prolant DLIGD Go
IEGE LORDHE ( AB4 LB BT L

FLFADE B4 3 bl E15 54530~ 31 FOSE4A 3008

P 0330/ POL0; Backup system ROM: 033072010

| Momentary Press Y50
T @ or

Syibam Pomar Supply: Ganeral Fadkure [Power

Supphy 1

Latest ILO 2 Event Log Entry: Browssr agan: raot - 10,25, 170, 106[0NS rams not fournd)

O X Date Tiees:

FLTEITE IR LT £

2. Click the "Administration" tab. Under "Settings"in the left column click on "Network".

T

T e R e

Metwork Settings a
¥
- [LILe 5 Enabled T Dwmabded O) Sharsd Hatwark Port
.-..;-.-.-_--_.: o R Enabled 3 Ovialdesd
Setings LN Enalied © Cesabied
Azce WLAN Lag:
wm.“. 22215
Blansgement Sl Mask; TE6IEE 550
Ealeway OF Addross: 03402001
Wi 3 Subywiem Hamwe:  LOLEEDT SO
Bomain Hamma:
Liri: = daghomats U I S0bFD LSy H 138 F [ A0 D

FOTE: The Lights-Cust oy dDes marit b rebLamed balore oy CPasngesd yias make of el Soresn sl ke effect. Praddsng the

Apply Bubton sbowve tafminates your browssr conrachion and restarts Integrated Lights-Out 2

Wou mudt mst St lesat 0 secondd

badors attempling to resstabish 3 connecton

3. Change the IP Address, Subnet Mask and Gateway IP Address to the values supplied in the IP
Site Survey for the TVOE iLO. Click Apply.

Note: You will lose access after you hit the Apply button.
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e Y

T I K ) Admemtsvton

MNetwork Settings 1]
e
o ac: 7 Fnabled {! Deesbisd ) Shared Matwark Port
Edrawitr ateae MO Eviabpd [ Dok bbis]
Sattngs VLAR; Crabbed © Denisbied
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4. Using the instructions found in Appendix B NetBackup Procedures (Optional), reset the PC's network
connection, replacing the Subnet Mask and Gateway with those just used for the TVOE iLO. Use

an appropriate IP address for this subnet. Contact Customer Support if needed.

Interret Pratecal [TCPAP) Preperties
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5. Connect to the TVOE iLO GUI using the instructions in TVOE iLO GUI Access.
Note: Use the IP address entered in Step 3 and not 192.168.100.5.
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