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1. INTRODUCTION

1.1 Purpose and Scope

This document describes methods utilized and procedures executed to perfajon apgrade from DSR.x to

5.1, or anincremental upgrade from aarlier DSR 5.xelease to éater5.1release. The upgrade of both HP C
Class blades and RM3P servers is covered by this documeértie audience for this document includscle
customers as well dsllowing internalgroups: Software Developme@uality Assurancgnformation
DevelopmentandConsulting ServicemicludingNPx This document provides stéyy-step instructions to execute
any incrementabr major softwareipgrade.

TheDSR5.1 Softwae Release includes @lracle CGBUPlatform Distribution (TPD) softwarény upgrade of
TPD required to bring the DSR to reled&s& occurs automatically as part of the DSR software upgradelhe
execution of this procedure assumes thalxB& 5.1 software load (ISO file, CEROM or other form of media) has

already been delivered to the customerds premises.

workstation being used to perform this upgrade.

1.1.1 What is Not Covered by this Document

1 Distribution of DSR5.1 software loadsPleasecontactthe OracleCGBU Customer Care Centier the
software loadsis described iAppendix Q

Initial installation ofDSR software. Refdo [7].

DIH upgrade. Refeio [9].

Firmwareupgrade. Refeto [1].

PM&C upgrade. Refetio [4].

SDS wpgrade. Refeto [10].

=A =4 =8 -8 -9

1.2 References

[1] HP Solutions Firmware Upgrade Pack Release Notes,00880xx,v2.11 (or latest 2.1 version)
[2] TVOE2.5upgrade Document. 962276-001. V 1.0 or greater.

[3] PM&C 4.x to 55 Migration procedure 9092283001, Oracle

[4] PM&C 5.5 Incremental upgrade, 962281-001, Oracle

[5] DSR 4.x installation document.9@228001.Oracle

[6] DSRS5.0installationdocument. 902278001, Oracle

[71 DSR 5.0 Base Hardware and Software installatiocument 902282001, Oracle
[8] 2-tier to 3-tier migration WI0068970Qracle

[9] IDIH upgrade documen®09-2265001, Oracle.

[10] SDS Upgrade documerdG006386.docxOracle.

[11] Maintenance Window Analysis Td&&8006061.xIsx, Oracle.

1.3 Acronyms

Table 1. Acronyms

CD-ROM Compact Disc Readnly Media

CPA Charging Proxy Agent

Csv Commaseparated Values

cSBR Charging Session Binding Repository
DA Diameter Agent

DA MP Diameter AgenMessage Processor
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Table 1. Acronyms

DB Database

DP Data Processor

DIH Diameter Intelligent Hub, one kind of XIH
DR Disaster Recovery

DSR Diameter Signaling Router

DSR DR NO Disaster Recovery DSR NO

FOA First Office Application

GA General Availability

GPS Global Product Solutions

GUI Graphical User Interface

HA High Availability

IMI Internal Management Interface

IP Internet Protocol

IPM Initial Product Manufacture

IPFE IP Front End

ISO ISO 9660 file system (when used in the context of this document)
LA Limited Availability

MOP Method of Procedure

MP Message Processing or Message Processor
MW Maintenance Window

NE Network Element

NO Network OAM

NOAM Network OAM

OA HP Onboard Administrator

OAM OperationsAdministration and Maintenance
OFCS Offline Charging Solution

PM&C Platform Management and Configuration
P-DRA Policy Diameter Routing Agent

pSBR Policy Session Binding Repository

RMS Rack Mount Server

SBR Session Binding Repository

SDS Subscriber Database Server

SO System OAM

TPD Tekelec Platform Distribution

TVOE Tekelec Virtualizedperating Environment
Ul User Interface

VIP Virtual IP

VPN Virtual Private Network

XIH Intelligent Hub for Tekelec XG elements
XMI External Management Interface

XSI External Signaling Interface
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1.4 Terminology

DSR 5.1 Upgrade/Backout Guide

This section describes terminology as it is used within this document.

Table 2. Terminology

Upgrade

The process of converting an applicatfoom its current release on gstem to a
newer release.

Major Upgrade

An upgrade from one DSR release to thaw DSR releasds.g. DSR 4x to DSR
5.1

Incremental Upgrade

An upgradewithin a given DSR releaseg.5.1.x to 51.y.

Release

Single Server Upgrade

Release is any particular distribution of software that is different from any oth
distribution

The process of convertirgDSR4.x/5.x serverfrom its currentelease t@ newer
release.

Blade (or Managed Blade)
Upgrade

Backout

Single Serveupgrade performed on a blade. Topgrade requires the use of th
PM&C GULI.

The process of convertingsingleDSR5.1 server to a prior version. This could
be performed due to failure in Single Server Upgradiie upgrade cannot be
accepted for some other reasBackout is a user initiated process.

Downgrade/Backout

The process of convertirgDSR5.1 serverfrom its current release to a prior
release. This could be performed due to a misbehaystgm.Once the upgrade
is accepted, servecannobe backed out to previous release.

Rollback

Source release

Automatic recovery procedure that puts a server into itspgeade status. This
procedure occurs automatically durimpgrade if there is a failure

Software release to upgrade from.

Primary NOAM Network
Element

The network elemenhat contains the Active andédby NOAM servers in a
DSR. In a 2ier DSR, there is only a single network element, and it contains
NOAMs and all MPs. So this single network element is both the primary NO
network element and the signaling netwet&ment. In a-3ier DSR, there are
more possible combinations. If the NOAMs are deployed on amacint server
(and often not cdocated with any other site), that RMS is considered the prim
NOAM network element. If the NOAMSs are virtualized on-&l@ss blade that is
part of one of the sites, then the primary NOAM network element and the
signaling network element hosting the NOAMs are one and the. same

Signaling Network
Element

Any networkelement that contains DRMPs (and possibly other-fevel srvers),
thus carrying out Diameter signaling functions. Inte2 DSR, the signaling
net work el ement and t he HAisrDSRenchar e
SOAM pair and its associatedl€vel serverare considered a single signaling
network elerent. And if a signaling network element includes a server that h
the NOAMSs, that signaling network element is also considered to be the prin
NOAM network element.

Site

Physical location where one or more network elements regidea 2tier DSR,
the site is defined by the NOAM. For &i8r DSR, the site is defined by the
SOAM.

Health Check

Tarﬁet release Software release to upgrade to.

Procedure used to determine the health and status Bf $hR iiternalnetwork
This includes statudisplayed fronthe DSRGUI and PM&C GUI. This can be
observedire-serverupgradejn-progressserverupgrade, anghostserverupgrade
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Upgrade Ready State that allows for gracefupgrade of a server without degradation of servicg
It is a state that server is required to be in befoupgrading aserver. The state ig
defined by the following attributes:

1 Server is Forced Standby

1 Server isApplication Disabledgignaling servers wilhot process any

traffic)
ul User interface. Platcfg Ul refespecifically to the Platform Configuration Utility
User Interface which is a teklased user interface.
Management Server Server deployed with HP-classor RMSused to host PM&@pplication, to
configure Cisco 4948 switchesnd toserve other configutin purposes.
PM&C Application PM&C is an application that provides platfotavel management functionality

for HPC/RMS system, such as the capability to manage and provision platfor
components of the system so it can host applications.

1+1 Setup with onéActive and on&tandbyDA-MP.

N+0 Setup with Nactive DA-MP(s) but no standbpA-MP.

NO Network OAM for DSR

SO System OAM for DSR

Migration Changing policy and resources aftgygrade if required) For examplechanging
from 1+1(Active/Standby) policy taN+ O (Multiple Active) policies

RMS geographic site Two rackmount servers that together host 1) an NOAM HA pair; 2) an SOAN

HA pair; 3) two DAMPs in either a 1+1 or N+0 configuration; 4) optional
IPFE(s) 5) optional DIH
RMS Diameter site OneRMS geographic sitenplemenédasa single Diameter network element.

1.5 How to Use this Document

When executinghe procedures ithis document, there are a few key points which help to ensure that the user
understands proceducenvention These pointsra:

1) Before beginning a procedure, completely read the instructional text (it will appear immediately after the
Section heading for each procedure) and all associated procedural WARNINGS or NOTES.

2) Before execution of a STEP within a procedure, completely read the left and right columns including any
STEP specific WARNINGS or NOTES.

3) If a procedural STEP fails to execute successfully or fails to receive the desired output, STOP and contact
the OracleCGBU Customer Care Cent@yS: 1-888-367-8552, Intl: +1-919-460-2150)for assistance
before attempting to continue.

1.5.1 Executing Procedures

Figurel below shows an example of a procedural step used in this document.
1 Each step has a checkbox that the user should -dfétkkeep track of the progress of the procedure.
1 Any substeps within a step areferred to as Step X.Y. The exampld-igure1 shows Step 1 and Step

2.1 to Step 2.6.

The title box describes the operations to be performed during that step

GUI menu items, action links and buttons to be clicked on aseldmarial font.

GUI fields and values to take note of during a step aselinarial font.

Each command that the user entasswell as any response outpsitiormatted inl0- point bold

Couri er font.

=A =4 =8 =4
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Figure 1. Example Procedure steps used in this document

Title Box Directive Steps
Change \Zirecwry Change& the backout directory.
$ cd /var/TKLC/backout

Verify Network Element | View the Network Elements configuration data; verify the data; save and print report.
data

1. Select Configuration > Network Elements to view Network Elements Configuration screen.

1.6 Recommendations
This section providesome recommendations to consider when preparing to execute the procedures in this
document.

1.6.1 Frequency of Health Checks

The user may execute tRerform Health Checkor View Logs steps repetitively between procedures during the
upgrade process. It is n@commended to do this between steps in a procedure, unless there is a failure to
troubleshoot.

1.6.2 Large Installation Support

For large systems containing multiple Signaling Network Elemeéntsfpossibleto upgrade multsite systems in
a single mainteance window.However, primarjand DRNOAM (if exists)Network Element servers should be
upgraded within the same maintenance window.

1.6.3 Logging of Upgrade Activities

It is a best practice to use a terminal session with logging enabled to captwenusemd activities and output
during the upgrade procedures. These can be used for analysis in the event of issues encountered during the activity.
These logs should be saved off line at the completion of the activity.
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2. GENERAL DESCRIPTION

Software Upgrade Guide

This documentefines the stepy-step actions performed to execute an upgrade of-aariice DSR from the
source release to the target release. A major upgrade advances the DSR from source release 4.x to taBdet release
An incremental upgrade advances the DSR from an earlierd)B#urce release to a more recgrittarget

release.

Not e

t hat

for

any increment al upgr ade,

the source

advancing a DR from 5.x.050.1.0 to 5.X0-50.2.0or to 5.x1-50.2.0is an incremental upgrade. But advancing a

DSR running al.1release to a 5.1 target release constitutes a major upgrade.

2.1 Supported Upgrade Paths

The supported paths to upgradex DSR5.1target releas are shown ifrigure2 below.

and

Note: DSR upgrade procedures assume the source and target releases are the GA or LA builds in the upgrade path.

Figure 2. Supported Upgrade Patls

DSR DSR

4.0.ab.b.b 5.1cd.d.d

Major
Upgrade from
4.0to5.1

DSR DSR
4.1.ab.b.b 5.1cd.d.d

Major
Upgrade from
41to5.1
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DSR DSR

5.0.ab.b.b 5.1cd.d.d

Incremental
Upgrade from
5.0 to5.1

DSR
5.1ab.b.b

DSR
5.1cd.d.d

Incremental
Upgrade within
5.1

2.2 2-Tier vs. 3-Tier Upgrades

This document supports botkT2er and 3Tier OAM upgrades. There are some procedure steps that are different
depending on which is being upgraded. These are noted in the document.

In DSR4.0, the 3Tier (network and signaling network elemgntas introduced for new installs of the DSR system.
[2-Tier OAM supports site®nly management@s a result, there are botkT2er and 3Tier DSR 4.0 network
deployments.Both may be upgraded to DSRL5while retaining theexisting 2Tier or 3 Tier configuration. Foa
2-Tier Upgrade, the proceduvell upgrade a siteat-a-time to DSR 5.1

Note: Migrationfrom 2-Tier to 3Tier architecture iperformed after the upgrade to DSR %kompleted. See
Referencd8].

One point that may be confusing is that the meaning ofNIQAM) is different for 2Tier and 3Tier deployments.

1 2-Tier NO (NOAM) 1 refers to he Site level OAM function. After migrationto 3-Tier, this function will
be referred to as tHeO SOAM).

1 3-Tier NO (NOAM) i refers to the Network level OAM functiotth{s is siteindependent, andollects
information from multiple site6SOAMs)to a singleuser interface.

1 3-Tier SOAMI refers b the Site level OAM function in aBier deployment. This replaces tha er
NO.
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Assumptions:
- IPFE is only used when acthaztive load shared redundancy is used for the DA MPs within a given DSR
signaling NE.
- Itis assumed that all sites of &i8r deployment will have the same redundancy (either N+0 or 1+1), but
not a mix of the two in the sametigr network.

This documentefersto 2-Tier NO or 3Tier NO, where it is necessary to clarify which NO is being referred to.

2.3 Active/Standby (1+1) vs Multi-Active (N+0) DA-MPs
The Site upgrade procedures alifferent for the two DAMP Redundancy Models:
1 Active/Standby DAMP pairi two servers only
1 Multi-Active DA-MPsi up to 16 DAMPs, and typically including IPFE servers that need to be upgraded

For thisreason, separate procedures are provided for these two cases.

2.4 Geo-diverse 3-Tier SOAM (Active/Standby/Spare PDRA configuration)

With GeoDiverse SOAM, the pgrade of thesite with theSOAM Active/Standbyserveranust also includera
upgrade of the Spar@OAM at the gessite, in the same maintenance windowhe PDRA upgrade procedutiie this
document ispecific toa configuration that includegseoDiverse SQ(Section4.7).

2.5 Firmware Updates

Firmware upgrades are not in the scope of this docyrhantnay le required before upgrading DSIRis assumed
that these are done when needed by the hardware, and ttygiedally not a dependency betweEimmware version
and the DSR 5.felease.SeeRelease Notes for ardependencies.

2.6 PMAC (Management Server) Upgrades

Each site may have a PMAC (Management Server) that provides support for maintenance activities at the site.
There is a separate procedure for PMAC upgramduding TVOE PMAC must be upgraded before the other
servers at the site are upgraded.

2.7 TVOE Upgrade

TVOE (Virtual Operating Environment) ishaypervisor which hosts multiple virtual servers on the same hardwar
It is typically used to make moedficient use of a Hardware server (Rack Mount or Blade), while maintaining
application independence, for DSR applications that do not require the full resources of a modern Hardware server.

In DSR architectureT VOE Hosts aréypically usedto host sevetdunctions including
1T PMAC
1 DSR NOAM and SOAM Application
1 SDS SOAM Applications
1 DIH

(TVOE Host serversay also be used to host other DSR functions, includifdgViPs and IPFEs a small
deployment.
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TVOE Host servers (i.e. servers running TVOE + one or more DSR applicatussbe upgraded before
upgrading the guest applications assure compatibilitfHowever, TVOE is backward compatible with older
Applicationversions sothe TVOE Hostand the Avplicatiors do not have to be upgradedthe same Maintenance
window.

The TVOE server hosting PMAC, and the PMAC application, must be upgraded before other TVOE host upgrades,
since PMAC is used to perform the TVOE upgrades.

There are thresupported stratégs for TVOE upgradéOptions A, B and C)

1 Option A:Upgrade TVOE environments as a separate activity that is planned and executed days or weeks
before the Application upgrades (perhaps-atta-time)

I Options toUpgrade TVOEand Applicatiorsin the same maintenance window

- Option B: Upgradex TVOE and Aplication, followed by another TVOE and Application.
For example: for Standby SOAM Upgradlestopthe Application, upgrade TVOE, upgrade
the Application, starthe Application; then repeat fahe Active SOAM (Preferred)

- OptionC: Upgrade multiplelT'VOE Hostsat a site and therstart upgradinghe Applications
(same Maintenance Window)

Note that TVOE upgrades require a brief shutdown of the guest appl{satarthe server. Note also thae
TVOE virtual hostsnay behosting SDINOAM or SOAM applications. fieseapplicationswill alsobe affected.

The procedure for Upgrading TVOE environments in advance of the application up@aties A)is documented
in Section3.3.11

2.8 SDS Upgrade

If the DSR deployment includes SDS, it is recommended to upgrad&SB#s before the DSRIOAMSs and
SDS SOAMs before DSR SOAMs

2.9 Traffic Management during Upgrade

Upgrade of NOAM and SOAM servers is not expected to affect traffic handling at thdE»fand other traffic
handling servers.

Fortheupgrade of the DAVIPs, traffic connections are disabled only for the servers being upgraded. The remaining
servers continue to service traffic.

2.10Password Expiration during Upgrade

For DSR systems consisting of multiple sites, it is possible that password aging could disable SOAM logins on non
upgraded sitesJnder normal conditions, a changegissword iseplicated down to all sites #nable logingt the

SOAM. However, lecause of database version differences between the upgraded NOAMrammdupgraded

SOAMSs, the new password is not replicated to fupgraded sites.

To overcome this limitation, a workarouigdprovided inAppendix M This workaround should be used only if a
password expirelsefore all sites have been upgradékde workaround should be removed oncesiteis upgraded

2.11 Optional NetBackup

There isachange in NetBackup functionality BISR 5.1 releasePreviously, the backup file locatiopathin the
Netbackup server fdDSR 4.0 wasonfigured avar/TKLC/db  ffilemgmt/ . For DSR 5.1the path shall be
Ivar/TKLC/db/filemgmt/backup/
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There are a couple of steps in the procesiirenanage NetBackup during upgrabietBackupshould be fully
functional aftethe upgrade, without rénstall.

2.12RMS Deployments

DSR 4.1added support for Rack Mount Server (RMigployments of DSR. All Deployments with RNa&e3-Tier.
In these smaller deployments, the Message ProcesaidMP and IPFE serversare alsovirtualized (deployed on
a TVOE HOST) to reduce the number of servers required.

The following commercial depyanent types are supported:
1) 2 RMSservers, one site, no DIH
2) 3 RMSservers, one site, with one server reserved for DIH (andsitdge)
3) 4 RMSservers, 2 sites with 2 servers per site, no DIH
4) 6 RMSservers, 2 sites with 3 servers per site, 1 server atsgteateserved for DIH (and DIktorage)

When an RM$&based DSR is without geographic redundancy, there is just a single RMS geographic site,
functioning as a single RMS Diameter site. The upgrade of this DSR deployment should be done in two
maintenance widows: one for the NOAMSs, and the second for all remaining servers.

When an RM$based DSR includes geographic redundancy, there are two RMS geographic sites (but still
functioning as a single RMS Diameter site). The primary RMS site contains the NOAM active/standby pair that
manages the network element, while the-gggindant RMS site contains a disaster recovery NOAM pair. Each

RMS geographic site includes its own SOAM pair, but only the SOAMs at the primary RMS site are used to manage
the signaling network element. The SOAMs at theigelundant site are for backuprpases only.

The upgrade cin RMSDSR deployment should be done in three maintenance windows: one for all NOAMSs; a

second for the SOAMs aridPs (DA-MP and IPFERt the geeredundant backup RMS site; and a third for the
SOAMs, DIH andMPs(DA-MP and IPIE) at the primary RMS site.
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3. UPGRADE PLANNING AND PRE-UPGRADE PROCEDURES

This section contains all information necessary to prepare for and execute an upgrade. The materials required to
perform an upgrade are described, as araipgeade procedures thegtiould be run to ensure the system is fully

ready for upgrade. Then, the actual procedures for each supported upgrade path are given.

There aremverviewtables throughout this section that help plan the upgrade and estimate how long it will take to
perform various actions. The stated time durations for each step or group dretestimates onlyDo not use the
overview tabls to execute any actions on thestem. Only the procedures should be used when pénfprm
upgradeactions, beginning witRProcedurel: Required Materials Check

3.1 Required Materials
The following materials anohformation are needed to execute an upgrade:
1 Targetreleasegpplication ISO imagédile or targetreleasegpplicationmedia
1 The capability to log into thBSR4.x/5.x Network OAM servers with Administrator privileges

Note: All logins into the DSR 4.x/5.x NO servers are made via the External Management VIP unless
otherwise stated.

User logins, passwords, IP addresses and other administration informaticBecBen3.1.2
VPN access to the customero6és network is required

Direct access to the bladBdMSiLO/XMI IP addresses (whichevirapplicable)rom the workstatios
directly connected to the DSR sers&r required

1 The APN Conflict Resolution Tool. RequiredPmocedureés. Download instructions are provided in
Appendix N

3.1.1 Application ISO Image File / Media
Obtain a copyof the target release ISO image file or media. This file is necessary to perform the upgrade.

TheDSR5.11SO image filenamewill be in the following format:
872-2526-101-5.1 . z- 5x. w. g- DSRx86_64.is0

Note: Prior to the execution of this upgrade procedure it is assumed tRER®11SO image file has already

been delivered t o TheIsO imags filcomms reside onghe Baaliwerksstion used to perform
the upgradeand any useperforming the upgrade must have access to the 1ISO image file. If the user performing the
upgrade is at a remote location, it is assumed the 1S fillkeady availablbefore starting the upgrade procedure.

3.1.2 Logins, Passwords and Server IP Addresses

Table3 identifies the information that will be called out in the upgrade procedures, such as server IP addresses and
login credentialsFor convenience, space is pided inTable3 for recording the values, or the information can be
suppliedby other meansT his stepensures that the necessary administration information is aeggebr to an

upgrade.

Considerthe sensitivity of the information recorded in this table. While all of the information in the table is required

to complete the upgrade, there may be security policies in place that prevent the actual recording of this information
in hardcopy form.
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Table 3. Logins, Passwords and Server IP Addresses

ltem Description Recorded Value
Target Release | Target DSR upgrade release
Credentials GUI Admin Username

GUI Admin Password

Root Password

Blades iLO Admin Username
Blades iLO Admin Password
PM&C GUI Admin Username
PM&C GUI Admin Password
PM&C root Password

PM&C pmacftpusipassword
OA GUI Username

OA GUI Password

VPN Access Customer VPN information (if needed)
Details

NO XMI VIP address
NO 1 XMI IP Address
NO 2 XMI IP Address

SO XMI VIP address

SO 1 XMI IP Address ( Site 1)

SO 2 XMI IP AddresgSite 1)

Policy DRA (DSR) Spare System OAM&P serveSite 1
Spare in Site 2, XMI IP Address

SOAM 1 XMI IP Address ( Site 2)

SOAM 2 XMI IP Addressg(Site 2)

Policy DRA (DSR) Spare System OAM&P servegite 2
Spare in Site 1, XMI IP Address

Binding pSBR | Binding pSBR SR1 Server Group Servers (Site 1)
Server Groups | Binding pSBR SR2 Server Group Servers (Site 1)
Binding pSBRSR3 Server Group Servers (Site 1)
Binding pSBR SR4 Server Group Servers (Site 1)

Session pSBR | Session pSBR SR1 Server Group Servers (Site 1)
Server Groups | Session pSBR SR2 Server Group Servers (Site 1)
Session pSBR SR3 Server Group Ser{8ite 1)

Session pSBR SR4 Server Group Servers (Site 1)

P-DRA MP Policy DRA MP Server Group Servers (Site 1)
Server Group | Policy DRA MP Server Group Servers (Site 1)

IPFE Server P-DRA IPFE Al Server Group Server(Site 1)
Groups(For P-DRA IPFE A 2 Server Group Server(Site 1)
PDRA) P-DRA IPFE B 1 Server Group Server(Site 1)
P-DRA IPFE B 2 Server Group Server(Site 1)

! Note: The user must have administrator privileges. This means the user belongsitithgroup in Group
Administration.

2 Note: This is the password for theot login on the servers. This not the same login as the GUI Administrator.

The root password is required if recovery procedures are neededrdbthepassword is not the same on all other
servers, then all those server sd r ooeatthpedctesnwodthidtable.mu s t
% Note: All logins into the NO servers are made via the External Management VIP unless otherwise stated.
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Binding PSBR
Server Groups

Binding pSBR SR1 Server Group Servers (Site 2)

Binding pSBR SR2 Server Group Servers (Site 2)

Binding pSBR SR3 Server Group Servers (Site 2)

Binding pSBR SR4 Server Group Servers (Site 2)

Session PSBR
Server Groups

Session pSBR SR1 Server Group Servers (Site 2)

Session pSBR SR2 Server Group Servers (Site 2)

Session pSBR SR3 Serv@roup Servers (Site 2)

Session pSBR SR4 Server Group Servers (Site 2)

P-DRA MP
Server Group

Policy DRA MP Server Group Servers (Site 2)

IPFE Server
Groups(For
PDRA)

P-DRA IPFE Al Server Group Server(Site 2)

P-DRA IPFE A 2 Server Group Server(Sig

P-DRA IPFE B 1 Server Group Server(Site 2)

P-DRA IPFE B 2 Server Group Server(Site 2)

iLO

NO 1iLO IP Address

NO 2 iLO IP Address

SO 1iLO IP Address

SO 2 iLO IP Address

MP 1iLO IP Address

MP 2 iLO IP Address

ee.

MP (n)iLO IP Address

IPFE MP iLO IP Address (optional)

IPFE MP iLO IP Address (optional)

éé.

IPFE MP (n) iLO IP Address (optional)

cSBR MP iLO IP Address (optional)

cSBR MP iLO IP Address (optional)

éé.

cSBR MP(n) iLO IP Addresgoptional)

DA MP iLO IP Address (optional)

DA MP iLO IP Address (optional)

eéé

DA MP(n) iLO IP Address (optional)

PM&C

PM&C Management IP AddreiSite 1)

PM&C

PM&C Management IP Address(Site 2)

Software

Target Release Number

ISO Image(.iso) file name

Misc.*

Miscellaneous additional data

* As instructed by Oracle CGBU Customer Service.
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3.2 Plan Upgrade Maintenance Windows

This section provides lsgh-level checklist to aid itracking individual server upgrades. The servarnsgrouped
by maintenance window, and it is expected that all servers in a group can be successfully upgraded in a single

maintenance window. Use this hitgvel checklist together with the detailed procedures that appear later in this
document.

Figure 3. Upgrade Maintenance Windowsor 3-Tier Upgrade

Maintenance Window

N

M$ntenance Window

O

Y

DR

Maintenance Window aintenance Window

Y

HEEEEE BEE

MATED SITES MUST BE UPGRADED IN SEPARATE
I WARNING!! MAINTENANCE WINDOWS
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3.2.1 Maintenance Window for PMAC and TVOE Upgrades (optional)

This document includes steps foguade PMAC and TVOE as an integrated activity with the upgrades of the DSR
application. However, it is aoption to perform these PMAC and TVOE upgrades as separately planned and
executed activities.

1 PMAC Upgrade procedure is provided ieferencd4].
1 TVOE Host environmentipgrade procedures are included in architeespexific sections this document.
Both PMAC and TVOE upgrades are backwards compatible to iglieases on DSR.

It may bedonea siteat-a-time.

3.2.2 Calculating Maintenance Windows Required

The rumber of maintenance windewequired for DSR setugndupgrade can be calculated by using the
Maintenance Window Analysis Tool (see f&t]).

This Excel spreadsheet takes setup detaila@st fromthe user and accordingly calculates the number of
maintenance windoswequired for pgrade. Thespreadheet alg spedies, in detail, whichservers need to be
upgraded in which maintenance window. Complete DSR upgrade MW details and timings can lixe found
Referencd11]. Pleasesee the instructions tab of thpreagheet for more information and details.

3.2.3 Maintenance Window 1 (3-Tier NOAM servers)

During the first maintenance window, tBeTier NOAM servers are upgradedndpossiblyalso the PMACandthe
TVOE environmentsupporting these servefdlote: PMAC anébr TVOE environmentsnay beupgradecefore
this Maintenance Windovasa preferredoption.)

This Maintenance Window is noéquired for 2Tier deployments.

During the first Y Record the Site NE Name of the PM&C, DSR NOAM and the DR Provisioning
maintenance window, all3- Site to be upgraded during Maintenance Window 1 in the space provided

Tier NOAM servers are below:

upgraded. A'Sf?v PMAC f A Ch e c ktheabsboiated Check Box as upgrade is completed for each
and TVOE environments server.

may be upgraded.
PM&C :

Maintenance Window 1

Date:

TVOE for Standby DR NOAM:
TVOE for Active DR NOAM:

NOTE: The NE Name may
be viewed from the DSR
NOAM GUI under [Main
Menu A Configuration A
Network Elements].

TVOE for Standby NOAM:

TVOE for Active NOAM:

NN NN

DR Standby NOAM:
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[ ] DR Active NOAM:
[ ] DSR Standby NOAM:
[ ] DSR Active NOAM:

[ ] TVOE for Standby SOAMs:

[ ] TVOE for Active SOAMSs:

3.2.4 Maintenance Window 2 (First Site upgrade)

During this maintenance window, all servers associated with thesiites are upgraded. Ujpgrading a tweier
DSR, the SOAM Site 1 entry in the checklsinstead a-Zier NOAM.

Maintenance Window 2

=

Record the Site NE Name of the DSR SOAM and the MP(s) to be upgraded
during Maintenance Window 2 in the space provided below:

Date:

=

fi Ch e c k thevabsboiated Check Box as upgrade is completed for each
server.

SOAM/2-Tier NOAM Sitel:
IPFE1:
IPFEZ2 :
IPFES:
IPFE4 :

cSBR:
CSBR:
pSBR:
pSBR:
pSBR:
pSBR:
pSBR:
pSBR:
SpareSBR:
SpareSBR:
SpareSBR:

L e e
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L e e e

SpareSBR:

DA-MP1:

DA-MP2:

DA-MP3:

DA-MPA4:

DA-MP5:

DA-MPG6:

DA-MPT:

DA-MP8:

DA-MPO:

DA-MP10:

DA-MP11:

DA-MP12:

DA-MP13:

DA-MP14:

DA-MP15:

DA-MP16:

Note: For 1+1 configuration, only 2 DA-MP(s) will be present, one is Active

while another is standby.
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3.2.5 Maintenance Window 3 (Additional site upgrade)

For threetier DSRs configured with matgghir Sites or threetier DSRs having multiple, distin&ites(e.g. gee

redundant PDRA installations), all servers associated with the second site are upgraded during a third maintenance
window. If there are morthan two sites in the installation, then the following form should be used for the second

and subsequent sites, each site being upgraded in its own maintenance window.

The following formalsoappliesto 2-Tier upgrads, where the SOAM is replaced wittRarier NOAM.

=

Record the Site NE Name of the DSR SOAM Site 2 and the MP(s) to be
upgraded during Maintenance Window 3 in the space provided below:
Maintenance Window 3

=

fi Ch e c k theabsboiated Check Box as upgrade is completed for each
server.
Date:

SOAM/2-Tier NOAM Site2:
IPFEZ:

IPFEZ2 :

cSBR:
cSBR:
pSBR:
pSBR:
pSBR:
pSBR:
pSBR:
pSBR:
SpareSBR:
SpareSBR:
SpareSBR:

NOTE: The NE Name may be
viewed from the Primary
Provisioning Site GUI under
[Main Menu A Configuration
A Network Elements

DA-MP1:
DA-MP2:
DA-MP3:
DA-MP4:
DA-MP5:
DA-MPG6:
DA-MP7:
DA-MP8:
DA-MPO:
DA-MP10:

N I I I I I I
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DA-MP11:
DA-MP12:
DA-MP13:
DA-MP14:
DA-MP15:
DA-MP16:

L]

3.3 Pre-Upgrade Procedures

The preupgrade procedures showntire followingtable areexecuted outsida maintenance windowf desired.
These steps have edffect on the live systemnd can save upanaintenance windowme, if executed before the
start of the Maintenance Window

Table 4. Pre-Upgrade Overview

Procedure Elapsed Time (Hours: .
Number Minutes) Procedure Title Impact
This Step Cum.
Procedurel 0:10-0:30 | 0:10-0:30 | Required Materials Check None
Procedure 0:10-0:60 | 0:20-1:30 | CollectBackup all Global and Site None
Provisoning Data
Procedure3 0:102:00 | 0:30-3:30 | Full Backup of DBRun Environmenat Each| None
Server
Proceduret 0:10-1:15 | 0:40-4:45 | Perform Health Check (UpgradRFeparation)| None
(Depends
upon number
of servers)
Proceduré 0:20-0:30 | 1:00-5:15 | Perform Health Check=6r Configuration None
(Depends Data)
upon number
of serversand
siteg
Procedures 0:451:00 | 1:456:15 | Policy DRA APN Table Validatiofapplies | None
to Policy DRA system only)
Procedure 0:150:20 | 2:00-6:35 | Create New Logical Volume foNetBackup | None
Client (if needed)
Procedure3 0:020:10* | 2:02-6:45 | ISO Administration None

* |SO transfers to the target systems may require a significant amount of time depending on the number of systems
and the speed of the network. These factors may significantly affect total time ressdi®dyrequire the

scheduling of multiple maintenanaegndows to complete the entire upgrade procedure. The ISO transfers to the
target systems should be performed prioatajoutside of, the scheduled maintenance window. Schedule the
required maintenance windows accordingly before proceeding.
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3.3.1 Hardware Upgrade Preparation
There is no hardware preparation necessary when upgrading to DSR Belease

3.3.2 Review Release Notes

Before starting the upgradesview the Release Notes for the new DBRrelease to understand thunctional
differences and possibteaffic impacts of the upgrade.

3.3.3 Required Materials Check

This procedure verifies that all required materials needed to perform an upgrade have been collected and recorded.

Procedure 1: Required Materials Check

Software Upgrade Guide

Materials are listed in Section 3.1: Required Materials. Verify required materials are

present.

Double-check that all information in Section 3.1.2 is filled-in and accurate.

Contact the Oracle CGBU Customer Care Center and inform them of plans to upgrade this

system. See Appendix O for these instructions.

Note that obtaining a new online support account can take up to 48 hours.

S | This procedure verifies that all required materials are present.
T
E Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .

Verify all required

materials are present

Verify all administration

data needed during

upgrade

Contact Oracle CGBU

Customer Care Center

3.3.4 Collect/Backup all Global and Site Provisioning Data
This procedureis part of Software Upgrade Preparation angsisd tocollectdata required fonetwork analgis and

Disaster Recovery

M Ifthe network is 3T i
site.

er

, then data is collected from both

M If the network is ZTier, then the data is collectémm theActive NO.

Procedure 2: Collect/Backup all Global and Site Provisoning Data

ASSISTANCE

This procedure performs a backup of the Global and Site Provisioning Data
Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

Verify and collect
Network Element
Configuration data

UMW

View the Network Elements configuration data; verify the data; save and print report:

1.
2.

>

Log into the NOAM GUI using the VIP.

Select Configuration > Network Elements to view Network Elements Configuration

screen.

Click Report at the bottom of the table to generate a report for all entries.

Verify the configuration data is correct for the network.

Save the report and/or print the report. Keep these copies for future reference.
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Procedure 2: Collect/Backup all Global and Site Provisoning Data

Verify and collect Server
Group Configuration
data

View the Server Group configuration data; verify the data; save and print report:

1. Select Configuration > Server Groups to view the Server Group screen.

2. Click Report at the bottom of the table to generate a report for all entries.

3. Verify the configuration data is correct for the network.

4.  Save the report and/or print the report. Keep these copies for future reference.

Verify and collect Server
Configuration data

View the Server configuration data; verify the data; save and print report:

Select Configuration > Servers to view the Server screen

Click Report at the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for the network.

Save the report and/or print the report. Keep these copies for future reference.

Eal S

Verify and collect
Services Configuration
data

View the Services configuration data; verify the data; save and print report:

Select Configuration > Services to view Services screen.

Click Report at the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for the network.

Save the report and/or print the report. Keep these copies for future reference.

Eal S o

Verify and collect
Signaling Network
Configuration data for
DSR with source release
4.x

View the Signaling Networks configuration data; verify the data; save and print report:

Select Configuration > Network to view the Signaling Networks.

Click Report at the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for the network.

Save the report and/or print the report. Keep these copies for future reference.
Select Configuration > Network > Devices and repeat sub steps 2 through 4.
Select Configuration > Network > Routes and repeat sub steps 2 through 4.

o UAwWDNE

Verify and collect
Signaling Network
Configuration data for
DSR with source release
5.x

View the Signaling Networks configuration data; verify the data; save and print report:

Select Configuration > Network to view the Signaling Networks.

Click fReport Alloat the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for the network.

Save the report and/or print the report. Keep these copies for future reference.

Eal A

Collect database reports

Gather data from the primary Active NO server:

Select Status & Manage > Database to view the Database Status screen.
Click to highlight the Active NO server to be backed up, and click Report.
Save the report and print the report. Keep these copies for future reference.
Click to highlight each of the Active SO(s) (if exists) to be backed up, and click
Report. Name the backup file to identify the SO.

5. Save the report and print the report. Keep these copies for future reference.

Ll o

Backup all global
provisioning databases
for NOAM

IMPORTANT: Required
for Disaster Recovery

Backup the global database from the primary Active NO:

1. Select Status & Manage > Database to return to the Database Status screen.

2. Click to highlight the Active NO server; click Backup; the Backup and Archive screen
is displayed. (Note: the Backup button will only be enabled when the Active
server is selected.)

3. Verify Configuration Data is selected for backup

4. Enter Comments (optional)

5. Click OK.

Note: the Active NO can be determined by going to the Status & Manage->HA screen, and
notewhi ch server is currently assigned the
VIP assigned is the Active.
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Procedure 2: Collect/Backup all Global and Site Provisoning Data

Save database backups | Save database backups to the local workstation:
for NOAM
1. Select Status & Manage > Files

IMPORTANT: Required The Files menu is displayed.

for Disaster Recovery Click on the Active NO server tab.

Select the database backup file and click the Download button.

A confirmation window is displayed. Click Save.

The Choose File window is displayed. Select a destination folder on the local
workstation to store the backup file. Click Save.

6. The Download Complete confirmation is displayed. Click Close.

a s wnN

Backup all global and Backup the global database from all Active SO servers (3-Tier only):
site provisioning
databases f 01 Logintothe Active SOAM GUI using the VIP.

Select Status & Manage > Database to return to the Database Status screen.

Click to highlight the Active SO server; click Backup; the Backup and Archive screen
is displayed. (Note: the Backup button will only be enabled when the Active server
is selected.)

4.  Verify the Configuration checkbox is selected

5. Enter Comments (optional)

6. Click OK.

w N

IMPORTANT: Required
for Disaster Recovery

Repeat sub steps 1 through 6 for each Active SOAM (if exists).

Note: the Active SO can be determined by going to the Status & Manage->HA screen, and
notewhi ch server is currently assigned the
VIP assigned is the Active.

Save database backups | Save database backups to the local workstation:
for S006s)
From the Active SOAM GUI:

IMPORTANT: Required | 1.  Select Status & Manage > Files

for Disaster Recovery The Files menu is displayed.

Click on the Active SO server tab.

Select the database backup file and click the Download button.

A confirmation window is displayed. Click Save.

The Choose File window is displayed. Select a destination folder on the local
workstation to store the backup file. Click Save.

6. The Download Complete confirmation is displayed. Click Close.

g wn

Repeat sub-steps 1 to 6 for each Active SOAM.

Analyze and plan MP From the collected data, analyze system topology and plan for any DA-MP/IPFE//P-
upgrade sequence SBR/PDRA which will be out-of-service during the upgrade sequence.

1. Analyze system topology data gathered in Steps 1-7.

2. Plan for any MP upgrades by consulting the Oracle CGBU Customer Care Center to
assess the impact of out-of-service MP servers

3. Determine the exact sequence in which MP servers will be upgraded for each site.
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3.3.5 Full Backup of DB Run Environment at Each Server

This procedurds part ofsoftwareupgradepreparation and igsed toconduct a full backup of thein environment
oneachserverto be used in the event of a backout of the new software release.

IF BACKOUT IS NEEDED, ANY CONFIGURATION CHANGES MADE

I I
H WARNINGH AFTER THE DB IS BACKED UP AT EACH SERVER WILL BE LOST

Procedure 3: Full Backup of DB Run Environment at Each Server

This procedure (executed from the Active NO server) conducts a full backup of the run
environment on eachserver, so that each server has the required data to perform a Backout.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

HTOMmMm-Awm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

Log into the Active NO Use the ssh command (on UNIX systems i or putty if running on Windows) to log into the
Active NO:

ssh root@< NQO VIP >

( A n s wesdif yoa gre prompted to confirm the identity of the server.)

SSH to Active NO: Execute the backupAllHosts utility on the Active NO. [This utility will remotely access every

Execute Full Backup for | server in the scope of the NO, and run the backup command for the server.]
all servers (managed

f his N
fom this NO) SSH to the Active NO server:

# screen

(The screen tool will create a no-hang-up shell session, so that the command will continue
to execute if the user session is lost.)

# [usr/TKLC/dpi/bin/backupAllHosts
The following output will be generated for DSR 5.1 servers only:

Do you want to remove the old backup files (if exists
) from all the servers (y/[n])?y

It may take from 10 minutes to 2 hours for this command to complete,
depending upon the data in the database.

Do not proceed until the backup on each server is completed.

Output similar to the following will indicate successful completion:

Script Completed. Status:
HOSTNAME | STATUS
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Procedure 3: Full Backup of DB Run Environment at Each Server

This procedure (executed from the Active NO server) conducts a full backup of the run
environment on eachserver, so that each server has the required data to perform a Backout.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

HT=UOm-wm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

HPC3blade02 | PASS
HPC3blade01 | PASS
HPC3blade03 | PASS
HPC3blade04 | PASS
(Errors will also report back to the command line.)

Note: There is no progress indication for this command; only the final report when it
completes.

# exit

(to close screen session) (screen -Is and screen -x are used to show active screen
sessions on a server, and re-enter a screen session, respectively)

ALTERNATIVE: A manual back up can be executed on each server individually, rather
than using the script above. To do this, log into each server in the system individually, and
execute the following command to manually generate a full backup on that server:

# [usr/TKLC/appworks/shin/full_backup

Output similar to the following will indicate successful completion:

Success: Full backup of COMCOL run env has completed.

Archive file
Backup.dsr.blade01.FullRunEnv.NETWO RK_OAMP.20110417_021502.UP G.tar.
gz written in /var/TKLC/db/filemgmt.

3 Active NO GUI: For the Active NO:
Verify that backups are

. created for all servers 1. Log into the Active NOAM or SOAM GUI.

2. Select Status & Manage > Files
The Files menu is displayed.
3. Click on each server tab, in turn
4.  Verify that the following two files have been created:

Backup.DSR.<server_name>.FullDBParts. NETWORK_OAMP.<time_stamp>.U
PG.tar.bz2

Backup.DSR.<server_name>.FullRunEnv.NETWORK_OAMP.<time_stamp>.UP
G.tar.bz2
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3.3.6 Perform Health Check (Upgrade Preparation)

This procedurds partof softwareupgradepreparation and iased to determine the health and status oDiBR
4.x/5.x network and server3 his may be executed multiple timésit must also be executed at least once within the
time frame of 2436 hours prior to the start of a maintenance window.

Procedure4: Perform Health Check (UpgradePreparation)

This procedure performs a Health Check.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

Verify Software Versions | From the Active NO GUI:
on DSR Servers

>>,_\:ﬁ:UITI—|U)

Select the Upgrade Administration form:

( DS R Administration > Upgradeo

DSR 5.1: Adiministration -> Software Management -> Upgradeo )
The Upgrade Administration screen is displayed (example below):

Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
5.1 releases. The example below provides a snapshot from both releases.

Upgrade Screen in DSR 4.x

Network Element Role Upgrade State
Hostname
Apphication Version Function Server Status
o NO_HPCO3 NETWORK OAMAP  Not Ready
¥ 40040141 OAMSP m
oz NO_HPCO3 NETWORK OAMEP Not Ready
400-4014.1 0AMEP Notm
NO_HPCO3 up Not Ready
NP1 DSR
400-40141 (actvesstandby Norm
pai)
NO_HPCO3 NP Not Ready
P2 DSR
400-40141 (attvalstandby i)
pai)
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Procedure 4: Perform Health Check (UpgradePreparation)

Software Upgrade Guide

Upgrade screen in DSR 5.0 and DSR 5.1 releases up to 5.1.0-51.12.2

ServerStatus  ServerRole Function  Upgrade State Status Message
T OAM Max HA Role  Network Element Start Time: Finish Time

o Application Version Upgrade ISO

Norm Network OAMEP  OAM&P  NotReady
Viper-NO1 Active NO_viper

Adlive 5.0.0-50.15.1

Norm Network OAMEP  OAMSP  NotReady
Viper-NO2 Standby NO_Viper

Active 5.0.0-50.15.1

Norm System OAM 0AM NotReady
Viper-S01-A Active SO1_Viper

Active 5.0.0-50.15.1

Norm System OAH oAM NotReady
Viper-S01-8 Standby SO1_Viper

Active 5.0.0-50.15.1

Norm System OAH oA Not Ready
Viper-S02-A Adtive S02_Viper

Active 5.0.0-50.15.1

Norm System OAM oAl Not Ready
Viper-802-8 Standby S02_Viper

Active 5.0.0-50.15.1

DSR

Norm MP gg‘:,'g' Not Ready
Viper-1R0S cluster)

Adtive SO1_Viper

Active 5.0.0-50.15.1

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Select each server group and verify the Application Version for each server.

Mate Server Status

Viper-NO1

Viper-S01-B}

Viper-SO2.B]

Viper-S02-A

Viper-MPO6:

Main Menu: Administration -> Software Management -> Upgrade

T v

NOSG ~ IPFESG  WPSG  PSBRSG  SBRSG 806G

Upgrade State
Hostname

Server Status

NotRea
HPOO2N01 4

Nom

NotReady
HPCO2NO2

Norm

Verify the Application Version value for the DSR servers, and record this information.

OAM MaxHARole ServerRole ~ Function  Application Version

Hax Allowed
HA Role

Standdy  NetvorkOAMEP  OAMGP  840:61.430
Acfve NO_HPC02
Aelie Nework QMNP OMMEP~ B40:61.30
Adve NO_HPCO2

Network Element Uparade 50

Ot

Mon Mar 24 01:31:46 2014 £

Start Time Finish Time

Status Message
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Procedure 4: Perform Health Check (UpgradePreparation)

Verify Network Device From the Active NOAM GUI:
status
1. Navigate to Configuration >Network >Devices to display the Network Devices form

ROUOB-MNOT RDUDB-MNO2 RDUDB-SC1 RDUDB-502 RDUOG-MP1 RDUDE-MP2

Device Name Device Type Device Options IP Interface (Network) Configuration Status
bootProto = none

etho? Ethernet master = bond0 Discovered
onboot = yes

eth21 onbaot = no Discovered

fd0d:deba:d87cf2a:112 (XSI1IPVE)

CIliTT = 6 10.240.41.45 (XSH)

bond0 5 Vian bootProto = none
baseDevice = ["bond07]

{d0c: deba 097 c-2a 3e09-2biHfefs-2658 (64)  DoPlOved

fe80:3ed9:2bfffeff:2658 (/64)

1eth02 | Ethernet Discovered

Insert | | Edit | | Delete | | Report | | Report All | | Take Ownership

2. Select an MP Server Group tab. A list of network devices installed on the MP is
displayed.

3. For each device that will be used as an unbonded signaling interface, and has a
Configuration Status of Discovered, select the device and click the Take Ownership
button.

4.  Verify the device status changes to Configured, then Deployed. (Note: it may take a few
minutes for the device to transition to the Deployed state.)

Repeat steps 2 through 4 for each MP Server Group.

Check if a new Contact the Oracle CGBU Customer Care Center by referring to Appendix O of this document
Firmware Release may to determine the minimum supported firmware release required for the target DSR release.
be rteqmred for the Note: new Firmware Releases for the DSR platform are typically released every 6 months.
system

Target Firmware Rev:

Example: FW rev 2.2.4

If an upgrade is required, acquire the Firmware release package and follow procedures
provided with the package to determine which specific system components (Switches, Servers,
etc) may require an upgrade.

Plan for Firmware Upgrade Maintenance windows, if needed, since this activity is typically
performed before the DSR Upgrade.

Check the existing 1. Record the target DSR Release for the servers that need to be upgraded. (5.1.y-5x.nn.a).
PM&C version and
identify if PM&C
upgrade is required,
before starting with DSR
upgrade(applies to 3. For upgrade to DSR 5.1, the minimum PM&C required is 5.5.
servers that are already
running PM&C) 4

2. Determine the PM&C version installed by logging into PM&C GUI.

If the PM&C version is below 5.5, identify the proper PM&C upgrade document (to be
used later) based on the following DSR upgrade path :

a) For a major DSR upgrade (i.e. from DSR 4.x->5.1), follow reference [3].

b) Forincremental upgrades (i.e. from DSR 5.0->DSR 5.1), follow reference [4].

E5454801, June 2014 Version 2.0 37 0f 295



DSR 5.1 Upgrade/Backout Guide Software Upgrade Guide

Procedure 4: Perform Health Check (UpgradePreparation)

Check the TVOE Host 1. Find the target DSR release from Table3.
server software version

2. Contact the Oracle CGBU Customer Care Center by referring to Appendix O of this
document to determine the minimum supported TVOE OS version required for the target
DSR release.

Required TVOE Release:

Example: 872-2525-101-2.5.0_82.22.0-TVOE-x86_64.iso

3. Follow Appendix E for the procedure to check the current TVOE HOST OS version, for all
TVOE Hosts.

IMPORTANT: If TVOE Hosts are not on the correct release, refer to Section 3.2.1 to plan
for TVOE Host upgrades.

Check if netbackup 1. Check the Netbackup server version before starting the DSR upgrade.
client installed on 2. Supported versions of Netbackup client and Netbackup server for DSR 5.1 release are
NOAM/SOAM(if exists) 7.10r 7.5.

3.  If the Netbackup server is not on 7.1 or 7.5 then plan a Netbackup upgrade before
starting the DSR upgrade.
Check if the setup has 1. Use the SSH command (on UNIX systems i or putty if running on windows) to login to the

customer supplied Active NOAM:
Apache certificate
installed and protected
with a passphrase.

ssh root@<target_server_ip>
( A n s wesdif yoa gre prompted to confirm the identity of the server.)

2. cdto /etc/httpd/conf.d and edit the file named ssl.conf
Locate the 1|ine beg$SiLGeartiicatekilet h o he phr asg
4. The path t 83 CertificateFlews © is the |l ocation ¢
certificate. If the path is /usr/TKLC/appworks/etc/ssl/server.crt ,
then the certificate is supplied by Oracle and no further action is required. Continue with
the next procedure.

w

5. If the path is anything other than /usr/TKLC/ appworks/etc/ssl/server.crt , then
a customer-supplied Apache certificate is likely installed. Rename the certificate, but note

the original certificate path and name for use in Procedure39.
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3.3.7 Perform Health Check (For Configuration Data)
Executethefollowing procedure to take diameter configuration data backup and health check

Procedure5: Perform Health Check (For Configuration Data)

This procedure performs a Health Check.
Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

Capture the Diameter From the Active SOAM GUI:

Maintenance Status

On Active SOAM VIP 1. Select Main Menu-> Diameter-> Maintenance

for all the sites Select Maintenance->Route Lists screen.

3.  Filter out all the Route Lists with Route List Statusasfil s Not Aandfillsabl
Avail abl eod.

4. Recordthenumber AvhladietBoand fAAvail abled Route

5. Select Maintenance->Route Groups screen.

6. Filter out all the Route Groups with fPeerNode/Connection Statusasfil s No't
Avail alnliésd Avail abl eo.

7. Record the nédmbhet aofwdialnadlbl ed Rout e Gr oy

Select Maintenance->Peer Nodes screen.

9. Filter out all PberPbedeNOdes a&siitlsaMNo$t a|
Avail alnliéd Avail abl eo.

10. Recordthe n u mb e Not AvailaBiled a Avdilalliiedc peer nodes.

11. Select Maintenance->Connections screen.

12. Filter out all the Connections with fOperational Statuséasfil s Not Aanafi ll sa
Avail abl eo.

13. Recor d t he Nothvababledo odndi AAvail abled connec

14. Select Maintenance->Applications screen.

15. Filter out all the Applications with fOperational St a taefdl s Not Aarad | falb
Avail abl eo.

16. Recor d t he Natvabableoa o fdivdiiabledapplications.

17. Save recorded data on the client machine.

Capture the Policy SBR From the Active NOAM GUI:

Status(if exists)

on Active NOAM GUI 1. Select Main Menu-> Policy DRA->Maintenance-> Policy SBR Status

2. Capture and archive the maintenance status of the following tabs on the client machine
by either taking screen captures or documenting it in an editor.
a. BindingRegion
b. PDRAMatedSites

N

©

3. Save recorded data on the client machine.

Capture the IPFE From the Active SOAM (3-tier) or Active NOAM (2-tier)

Configuration Options

Scr_een;(glf exgts) ofn 3 1. Select Main Menu: IPFE->Configuration->Options

Actwe AM GUI ( or 2. Capture and archive the screen capture of the complete screen.
tier setup) and on Active . .

NOAM GUI (for 2 tier 3. Save recorded data on the client machine.

setup) on all the Sites.

Capture the IPFE From the Active SOAM (3-tier) or Active NOAM (2-tier)

Configuration Target Set

Zcr_eenség;el\’/l('gz)lo;‘ 3 1. Select Main Menu-> IPFE->Configuration->Target Sets
_ctlve ( or 2. Capture and archive the screen capture of the complete screens.
tier setup) and on Active . )

NOAM GUI (for 2 tier 3. Save recorded data on the client machine.

setup) on all the Sites.

E5454801, June 2014 Version 2.0 390f 295



DSR 5.1 Upgrade/Backout Guide Software Upgrade Guide

Procedure5: Perform Health Check (For Configuration Data)

Export and archive the From the Active SOAM (3-tier) or Active NOAM (2-tier)
Diameter and P-DRA (if
exists) configuration 1.
data on Active SOAM
GUI (for 3 tier setup)

Select Main Menu-> Diameter-> Configuration->Export
2. Capture and archive the Diameter and P-DRA data by choosing the drop down entry

and on Active NOAM na meALLa. _ _
GUI (for 2 tier setup) on 3. Verify the requested data is exported using the tasks button at the top of the screen.
all the Sites. 4. Browse to Main Menu->Status & Manage->Files and download all the exported files to

the client machine or use the SCP utility to download the files from the Active SOAM to
the client machine.

5. Select Diameter > Maintenance > Applications

6. Verify Oper atAvalableb SBSomtabl iapplications

Data shall be captured Repeat steps 1 through 5 for each Site.
for each Site.

3.3.8 Policy DRA APN Table Validation

For a Policy DRA upgrade from DSR 4.1.5 or 5.0, to DSR 5.1 or Rteceduré must be executed before the first
server is upgraded.

This procedure applies to Policy DR#ssems only. Do not execute this procedure onfolicy DRA systems.

Procedure6: Policy DRA APN Table Validation

This procedure performs a validation of the APN table.
Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

+om-w

Perform the APN Table If the source release is DSR 4.1.5 or 5.0, follow the instructions in Appendix N to validate the
Validation procedures APN table before starting the upgrade to release 5.1.

Note: It is critically important to execute the procedures in Appendix N prior to the actual
maintenance window when upgrade will be performed. If the upgrade is started without
following the procedures, and the APN database table does encounter validation problems,
the upgrade will fail. The resolution of the problems will require network analysis that may
include consultation with other networks/vendors and hence it is highly recommended to check
and prepare the system for upgrade in advance.
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3.3.9 Create New Logical Volume for NetBackup Client (if needed)

NOTE: This procedure is only required for NOAM and SOAM servers that have the NetBackup client
software installed and do not have a logical volume for NetBackup already created

This section only applies the SymantedletBackup utility is already installed on one or more OO or SO)

servers in the BR to be upgraded. NetBackup isnot installed on any of the OAM servers, skip this section

entirely. To determine iNetBackup is installed on any OAM servigilow the first step oProcedure’ below If
NetBackup is installed on one or more OAM servers, but is already located in its own logical volume on each server
whereNetBackup $ installed, it is nobhecessary to create a new logical volume, and this section can be skipped

This procedurehecks to see if NetBackup is already installedf it is, it creates a new logical volume for
NetBackup client software, and moves the emgtietBackup client software to this new volume.

In order to successfully upgrade, thetBieckup client software mubte moved to its own logical voluntefore
attempting the upgrade. Failure to do so may cause the upgrade to fail due to a lack oftbealcssii directory.

I Check off the associated Check Box as NetBackup install is completed for
NetBackup Installation each NO and SO.

Date:
Active NO
Standby NO

L]
[]
[ ] Active SO
[ ] Standby SO

[ ] Active SQn)
[ ] Standby SO(n)

Note:Need to check for all the sites.

Procedure7: Create New Logical Volume forNetBackup Client (if needed)

This procedure creates a new logical volume for NetBackup client software and moves the existi
NetBackup client software to this new volume

Check off (§) each step as it iscompleted. Boxes have been provided for this purpose under each step number.

HTUOTm-Awm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Check if NetBackup Use the ssh command (on UNIX systems i or putty if running on windows) to login into
Client is installed the target server:

-

ssh root@<target_server_ip>
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Procedure7: Create New Logical Volume forNetBackup Client (if needed)

( A n s wesdif yoa gre prompted to confirm the identity of the server.)

Execute the following command to check if NetBackup is installed or not :
# cat /usr/openv/netbackup/bin/version

If this file exists, then a version of the NetBackup client is installed on this application. If file
d o e s n §,thengrodeadtto Step 9.

#su 1 platcfg
The platcfg utility menu is displayed. Then navigate to following submenus :

1. Navigate to NetBackup configuration and select theverify NetBackup
Client Installation option

Platforn Configuration Utility 3.06 (C) 2003 - 2012 Tekelec, Inc.
Hostnane: NOZ

Lqqgeu NetBackup Configuration Menu toqqqak

X X
X i}':nable Push of Netbackup Client X
X iVerify NetBackup Client Push ax
% Install NetBackup Client ax
¥ Remove File Transfer User ax
¥ Exit X
X X

Ty ey ey

2. If the NetBackup client is installed, the following screen will appear.-
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Procedure7: Create New Logical Volume forNetBackup Client (if needed)

Platforn Configuration Utility 3.06 (C) 2003 - 2012 Tekelec, Inc.
Hostnane: NO2
Verify NetBackup Client Installation
[0K] - Looks like a 7.1 Client is installed
[0K] - RC script: netbackup
[0K] - rpm: 5TMCpddea

[0K] - pkoKeep: SYMCpddea
[0K] - rpms STMCnbjre

[0K] - pkoKeep: STMCnbjre
[0K] - rpm: STMCnbjava

[K] - pkoKeep: STHCnbjava
[0K] - rpum: STMCnbclt

[0K] -  phoKeep: $TMCnbelt
[0K] - rpm: VRTSpbx

[0K] - pkoKeep: VRTSpbx

Lygoyyqeydk Lagoqyqqqydk lagoudk lagqgyqqek loygquek
x % Backvard x x Top x x Bottom x x Exit x

BOYayd ngyuagyeY nygyyy nyggyqyy) nyggydy)

Note : Following error in verify NetBackup Client Installation output is acceptable :

[ERROR] - RC script: vxpbx_exchanged
3. Select Exit to return to the previous menu.

If NetBackup is installed proceed to Step 2, otherwise proceed to Step 9.

2 Check if NetBackup
. Logical volume already Execute the following command to check if the logical volume for NetBackup client already
exists exists :

#df -BM

The following output shows that the NetBackup Logical Volume already exists :

Filesystem 1M blocks Used Available
Use% Mounted on
/dev/mapper/vgroot - netbackup_Iv

2016M 692M 1223M

37% lusr/openv

If the NetBackup logical Volume exists, then proceed to Step 9; otherwise continue with
the next step.
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Procedure7: Create New Logical Volume forNetBackup Client (if needed)

Mount the upgrade
media Insert the Diameter Signaling Router 5.1 I1SO into the drive of the application server.

Log in as root to the application server and execute the following steps:

Determine the cdrom of the server :

# getCDROM
/dev/sr0 (the physical Optical Drive for this server)

/dev/srl (Virtual Optical Drive)
/dev/sr2 (Virtual Optical Drive)

Mount the optical media
# mkdir /media/cdrom

# mount /dev/srO /media/cdrom

Run the following command to mount the 1SO:

# mount - o loop DSR_5.1.iso /media/cdrom
Verify that the script is To verify it is available on the upgrade
available on the media relocateNetBackup script:

#Is  <mount point>/upgrade/bin/relocateNetBackup

Verify that the reIocateNetBackup script is present; otherwise contact the Oracle
CGBU Customer Care Center.

Verify that there is Verify that the filemgmt filesystem has more than 2049 Megabytes of free space. Execute
sufficient space the df command and examine the response.
available

#df - B M /var/TKLC/db/filemgmt/

Verify that the available space is 2049 Megabytes or greater.

If there is not sufficient space, remove unneeded files until there is sufficient space.

Execute the relocate Execute the relocate script:
script .

# <mount point>/upgrade/bin/relocateNetBackup

Verify that it executes without error. The following warnings are acceptable :

WARNING: Start of vxpbx_exchanged service exited with value O
WARNING: Start of netbackup service exited with value 2

These warnings are a function of the NetBackup client software and can be safely ignored.
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Procedure7: Create New Logical Volume forNetBackup Client (if needed)

Check if NetBackup Execute the following command to check if Logical volume for the NetBackup client exists:
logical volume exists.

#df -BM

The following output shows that the NetBackup Logical Volume already exists :

Filesystem 1M blocks Used Available
Use% Mounted on
/dev/imapper/vgroot - netbackup_Iv

2016M 692M 1223M

37% lusr/openv

If the NetBackup logical Volume exists, then proceed to the next step; otherwise contact
the Oracle CGBU Customer Care Center by referring to Appendix O of this document.

Unmount mount point Execute the following command to unmount the mount point :
# umount /media/cdrom

Remove the media from the drive.

Check if NetBackup Repeat this procedure on every NOAM and SOAM server.
Logical volume already
exists on other servers

3.3.101SO Administration
Detailed steps on ISO Administration @igen inProcedures.

Note: ISO transfers to the target systems may require a significant amount of time depending mhé¢nehu

systems and the speed of the network. These factors may significantly affect total time needed and require the
scheduling of multiple maintenance windows to complete the entire upgrade procedure. The ISO transfers to the
target systems should performed prior toandoutside of, the scheduled maintenance window. Schedule the
required maintenance windows accordingly before proceeding.
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Procedure8: ISO Administration

Software Upgrade Guide

S

T
E
P
#
1

~

A

This procedure verifies that ISO Administration steps have been completed.
Check off Q) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE

Upload ISO to Active
NO server via the DSR

4.x/5.X GUI session.

There are two methods to upload the application ISO to the Active NO based on the type

of the media: Execute either:

Option 1 (Use NOAM GUI Upload function for ISO file transfer over the network)

OR

Option 2 (Local site media ISO transfer, using PM&C).

OPTION 1: Use the NOAM GUI Upload function for ISO file transfer over

the network

Upload the target release ISO image file to the File Management Area of the Active NO

server®:

1. Log into the Active NOAM GUI.
2. Select Status & Manage > Files
The Files menu is displayed

Main Menu: Status & Manage -> Files

| MP1  MP2

File Name Size  Type

y 836.1
872-2438-110-4.0.0_40.14.1-D5R-x86_64.is0 we 50
Backup.DSR.NO1.FullDBParts NETWORK_OAMP.20121003_044130.UPG tarhz2 igm hz2
Backup.DSR.NO1.FullRunEnvNETWORK_OAMP.20121003_044130.UPG tarhz2 ;282.2 hz2
DER3.0imyfile.jaaf i jaaf

KB
TKLCConfigData MP1.sh 22KB sh
TKLCConfigData MP2.sh 22KB sh

(0B used (0.00%) of 0 B availahle | System utilization: 0 B {0.00%) of 0 B available.

3. Click the Active NO server in the network.

4. Allfiles stored in the file management storage area of this server display on the

screen.

5. Ensure that this is actually the Active NO server in the network by comparing the
hostname in the screen title vs. the hostname in the session banner in the GUI.
Verify that they are the same and the status is ACTIVE in the session banner.

6. Click the Upload button. Browse window will open up :

@ Help

Mon Oct 08 11:56:42 2012 UTC

Timestamp

2012-10-03 08:06:02 UTC
2012-10-03 08:41:35 UTC
2012-10-03 08:41:38 UTC

2012-10-03 08:40:27 UTC

2012-10-03 07:07:59 UTC
2012-10-0307:07:59 UTC

Pause Updates
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DSR 5.1 Upgrade/Backout Guide

File:

Upload]

Cancel

T =v=

7. Click Browse to select the file to upload.

8. The Choose File window displays, allowing selection of the file to upload.

i - — -
o J ) | Hl Desitop » v | 4 0
' N
" gange v ew folde - v ’ ﬂ “
»  SgNetwerk
\ !r:.cr'.c', %8 Adobe Reader 9 )
Deskaoy ==
P ;;.2 g¥imJi2
Downloads .
ol :‘ 2 ?;‘;..7“.[)7. 12 |
O e & 5im Read only 72
P Mogills Firefos
Libeas
A Seaes £ UGent VPN
¢ Documents
wsage
Mussc
e §72-2526-101-500_50.5.0-DSR-x86 6...
e Pictures > =
H Videos
B Computer
'_'_ Local Disk {C
ca New Volume (D:
L IT .
m Locl Dek ¢ 7.1 Mooila Firefox x
Filename 872-2526-101-500_5050-DSR-:86 6 ~ | All Files -
Open v Cancel
9.

Select the target release 1SO image file and click Open.

10. The selected file and its path display on the screen.

File:

op\872-2438-110-4.0.0_4
Upload

Cancel
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Procedure8: ISO Administration

11. Click Upload.

12. The ISO file begins uploading to the file management storage area.

13. Wait for the screen to refresh and display the uploaded ISO filename in the files list.
This will usually take between 2 to 10 minutes, but more if the network upload speed
is slow.

14. To back up the ISO file to the PMAC, ssh from the Active NO and execute the
following command. Refer to [4] for creating space on PM&C if desired space is not
available on PM&C:

1. cd to the directory on the Active NOAM where the ISO image is located

# cd /var/TKLC/db/filemgmt

2. Using sftp, connect to the PM&C management server
# sftp
pmacftpusr@<pmac_management_network_ip>
# put <image>.iso

3. After the image transfer is 100% complete, close the connection
# quit

Note: Userld and password should already be recorded in Table3.

Copy the I1SO file to the Standby NO using the following command from the Active NO.

scp /var/TKLC/db/filemgmt/<DSR_ISO_Filename>
root@<Standby_ NO_IP> :/var/TKLC/db/filemgmt

Execute Steps 3 to 7 of Appendix F to add the ISO image to the PM&C repository.

OPTION 2 (Local site media I1SO transfer, using PM&C):

Using a Media containing the application (recommended for slow network connections
between the client computer and the DSR frame i Applicable for DSR 4.x (PM&C 5.0))
1. Execute Appendix F to load the 1ISO onto the PM&C server at the site.
2. SSH into the PM&C server and scp the 1SO to the Active NO using the following
commands:

For PM&C 5.0 :
scp
/var/TKLC/smac/image/repository<DSR_ISO_Filena
me> root@<Active_NO_IP> :/var/TKLC/db/filemgmt

For PM&C prior to version 5.0 :
scp /var/TKLC/smac/image/<DSR_ISO_Filename>

root@<Active_NO_IP>:/var/TKLC/db/filemgmt

3. Log into the Active NOAM and execute the following command :

chmod 644 /var/TKLC/db/filemgmt/<DSR_ISO_Filename>

4. From the Active NOAM, copy the ISO file to the Standby NOAM using the following
command:

scp /var/TKLC/db/filemgmt/<DSR_ISO_Filename>
root@<Standby_NO_IP>:/var/TKLC/db/filemgmt
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Procedure8: ISO Administration

Al Using NOAM GUI,
transfer ISO to all DSR Transfer the target release 1SO image file from the Active NO to all other DSR 4.x/5.x
4.x/5.x Servers to be servers.
upgraded.

1. From the Active NOAM GUI, navigate to Administration -> ISO for DSR 4.x, or

navigate to Administration->Software Management-> ISO Deployment for DSR
5.x GUL.

Main Menu: Administration -> ISO

Display Filter: | - None - v (LIKE wildcard: ")

o ® No IS0 Validate or Transfer in Progress.

Table description: List of Systemns for ISO transfer.

Displaying Records 1-4 of 4 total | | | | |

System Name / Hosthame ISO Transfer Status
MP1 Mo transfer in progress NiA
MP2 No transfer in progress NiA
MNO1 Mo transfer in progress N/A
NO2 No transfer in progress NiA

Displaying Records 1-4 of 4 total | | | | |
[Transfer 1S0]

2 ClicKramsfer | SO0

Main Menu: Administration -> ISQO [ Transfer ISQO] & Helr

Tue May 28 08:31:34 2013 UTC

® Mote: IS0s are located in the connected server's File Management
Area. Target Systems are configured wia Systermns Configuration. If
Gl eonnection is to Standalone Server, 150 must be transferred to
self hefore Upgrade.

Select IS0 1o Transfer: Select Target Systemis):

872-2526-101-5.0.0_50.5.0-DSR-x86_F4.is0 + SelectAll
Deselect All

ME1
mMEZ
ME3
ME4
MO
MOz
501

S02

FPearform Media Validation before Transfer

Cancel
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Procedure8: ISO Administration

3. Under the iBelect ISO to Transfer:0 dr op down ®mBSRAL.1EK6.1 ec
Un d e r Sedlehtdardget System(s):0 s e Sekect AlloN

4, Sel ect t he c hleecfdrh blediaWaidation beforefiTransfero .

Main Menu: Administration -> IS0 [Transfer ISO] & tep

Tue May 25 08:31:34 2013 UTC

& [ote: [SOs are located inthe connected server's File Management

Area. Target Systems are configured via Systerms Configuration. If
Gl connection is to Standalone Server, IS0 must be transferred to
self hefore Llpgrade.

Select IS0 to Transfer: Select Target Systermi(s):
B72-2526-101-5.0.0_50.5.0-D5F-x86_E4iso «

Ferform Media Validation before Transfer

[ Ol H Cancel

5. Click Ok

6. Control will return to the ISO screen. Monitor the progress until all file transfers
have completed. Click refresh to update the status of the transfer. If a file transfer
fails, it must be retried.

Note: In the unlikely event that an ISO file transfer fails, repeat the transfer selecting only
the specific system to which the transfer failed. If file transfers fail repeatedly, contact the
Oracle CGBU Customer Care Center support for assistance.
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3.3.11 Upgrade TVOE Hosts at a Site (prior to application upgrade MW)

This procedure applies if the TVOE Hoatsa sitewill be upgradedBEFORE the start of the DSR Spgradeof
the NGs and other server®erforming the TVOE upgrade BEFOR&duce the time required for DSR Application
Upgrade procedures.

Note: If the TVOE Hosts will be upgraded in the same Maintenance Windows as the DSR servers, then this
procedure does not apply.

Precondition: The PMAC Application at each site (and the TVOE Host running the PMAC Virtual server,
must be upgraded before performing TVOE Host OS Upgrade for servers that are managed by this PMAC.

Impact: TVOE Host upgrades require thatthe DSR or SDS Appications running on the host beshut down
for up to 30 minutes during the upgrade.

Table 5. TVOE Upgrade Overview

Procedure | This Step Cum. Procedure Title Impact
Procedre9 30 min | 0:30- 3:00 | Upgrade TVOEHost at a | DSR servers running as virtual gue
per TVOE Site (prior to gplication on the TVOE host will be stopped
Host upgrade MV and unable to perform their DSR ro
(see note) while the TVOE Hostis being
upgraded.

Note: Depending on the risk tolerance of tistomer, it is possible to execute multiple TVOE Upgrades in parallel.

Detailed steps are shown in the procedure below.

Procedure 9: Upgrade TVOE Hosts at a $te (prior to application upgrade MW)

S | This procedure upgrades the TV®I&stsfor a site
T
E Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.
P | sHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE .
Start of maintenance window
Record site
Record Site to be upgraded
Select Order of TVOE
server upgrades Record the TVOE Hosts to be upgraded, in order:

(It is best to upgrade Standby Servers before Active servers, to minimize failovers. Otherwise,
any order is OK.)

Note: the site PMAC,fi Sof t war e | nwiletypicatlyrlist the TWOE Huosts at
a site, and their versions.
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Procedure 9: Upgrade TVOE Hosts at a $te (prior to application upgrade MW)

Determine if there are
SDS Applications on the

Log into the TVOE Hosts and execute:

TVOE Hosts
# virsh list - all
If the application list includes SDS SOAM applications, then make this team
aware of the planned 30 minute outage of the SDS SOAM applications during
the TVOE Upgrade.

Upgrade the TVOE

hosting the DSR
standby server(s)

Upgrade the TVOE Host of a standby server:

Execute Appendix J

Upgrade the TVOE
hosting the DSR active
server(s)

Upgrade TVOE of an Active server

Execute Appendix J

Note: This will cause a failover of the DSR or other active applications on the
TVOE.

Repeat for TVOE Hosts
at a Site

Repeat steps 4 and 5 for multiple TVOE Hosts at a site, as time permits.

End of maintenance window
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4. SOFTWARE UPGRADE EXECUTION
Call theOracle CGBU Customer Care Centerat 1-888FOR-TKLC (1 -888-367-8552); or 1:919460-2150
(international) prior to executing this upgrade to ensure that the proper media are available for use.

Before upgrade, users must perform theaydhealtbcheckin Section3.3.6 This check ensures that the system to
be upgraded is in an upgradeady state. Performing the system health check determinek alarms are present
in the system and if upgrade can proceed with alarms.

*kk%k WAR N I N G *kkkk

If there areserverdn the systenwhich are not iraNormalstate, thesserversshould be brought
to theNormalor Application Disabledstate before the upgrade process is started. The seqokl
upgrade is such that servem®vidingsupport services to other servaid be upgraded first.

If alarms are present on the server, contaeOracleCGBU Customer Care Centier diagnose
those alarms and determine whether they need to be addmssetis safe to proceed with the
upgrade.

Please readhe following notes on upgrade procedures

91 All procedure completion times shownthis documenére estimates. Times may vary due to differences
in database size, user experience, and user preparation.

1 The shaded area within response steps must be verified in order to successfully comsiete. that

1 Where possible, command response outputs are shg@aocurately as possibEEXCEPTIONS are as
follows:
0 Session bnner informatiorsuch agime anddate
o Systemspecific configuration information such hardwarelocations, IP addressesnd
hostrames.
o ANY informati XXXXinadKvy&d Wherhe Alappropriate, i nstr
to determine what out putXXXXbaowiavVthdo be expected in
0 Aesthetic differences unrelated to functionality suchrasvserattributes: windowsize colors
toolbarsandbutton layouts
1 After completing each stepnd at each point where data is recorded from the screen, the technician
performing the upgrade must initial each step. A checkibprovided. For procedures which are executed
multiple times, the check box can be skipped, but the technician must initial each iteration the step is
executed. The space on either side of the step number can be used (margin on left side or column on right
side).
1 Captured data is required for future sugpeference iitnOracleCGBU Customer Care Center
representativés not present during the upgrade.
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4.1 Select Upgrade Path

This section provides the detailed procedsieps of the software upgrade execution. These procedures are executed
inside a maintenance window.

Answer these questions, and record:
What is the DSR Application version to be upgraded?
What is the DSR Application new version to be apfied

Is this a Major or Incremental Upgrade?

Are there IPFE servers to upgrade?
WhatDSR applications are running &aTVOE Host environment?
Is SDS also deployed (docated) at the DSR site?

Note: SDS does not need to be upgraded at the same time.
Is DIH also deployed (ctocated) at the DSR site?

Note: DIH does not need to be upgraded at the same time.

Use the answers tbefollowing questions to select tliequired upgadeprocedure fronTable6 andTable7.

Table6 applies to3-Tier deployments, anflable7 applies to ZTier deployments. The rigimhost column indicats
the sections atis document that apply.

Is this a 2Tier or 3Tier NOAM deployment?
Is the DAMP redundancy (1+1) or (N+0)?

Is this setup deployed on RMS server(s)?
Are there PDRA or SBR servers to upgrade

It is recommended that the specific upgrade sechemdentifiedbefore the Maintenance windoyand sections
that wil!l ngoayedobuet ou steod aawvroei di a n MWarctivityf usi on during the

Record Upgrade type selected from th&ables below:

Table 6. 3-Tier Upgrade Path Reference

Type Supported Configurations Upgrade Path Section Reference
1 DSR5.1upgrade for 3tier (1+1) setup | DSRUpgrade(3-Tier, 1+1) Section4.3
(major or incremental) (possibly includingT VOE)
2 DSR5.1upgrade for 3 tier (MO) setup DSR Upgrad€3-Tier, N+0) Sectiond.4
(major or incremental) (possibly including TVOE)
3 DSR5.1upgrade for 3 tier (N+0) RMS . Sectiond.5
serversetup (major or incremental) DSRUpgrade §-Tier, N+,
RMS) (including TVOE)
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4 DSRS5.1upgrade for dier (1+1) RMS , Section4.6
serversetup (major or incremental) DSR UpgradeZTier, 1+1,
RMS) (including TVOE)
5 Policy DRA DSRS.1upgrade (major or Policy DRAUpgrade(3-Tier) | Sectiond.7
incremental)

Table 7. 2-Tier Upgrade Path Reference

Type Supported Configurations Upgrade Path Section Reference

6 DSR5.1upgradefor 2-tier (1+1) setup DSRSite Upgrade4-Tier, Sectiond.8 (Each Site)
(major or Incremental) 1+1)

! DSR5.1Upgradefor 2-tier (N+0) setup | DSRSite UpgradeZ-Tier, Sectiond.9 (Each Site)
(major or incremental) N+0)

4.2 Accepting the Upgrade

After the upgrade of all servers is complete, folldwing an appropriate soak time, the Rblgtgrade procedusein
section4.10are performedh a separate Maintenance Windawfinalize the upgradd2rocedure39 performs a final
Heath Check of the system to monitor alarms and server stosedur®0 accepts the upgrade. Accepting the
upgrade is the last stépthe upgrade. Once the upgradedsepted, the upgrade is final and cannot be backed out.

4.3 DSR Upgrade (3-Tier, 1+1) (possibly including TVOE)

This section containgpgrade steps for DSR1 (3-tier setup with (1+1) configuration (major or incremental).

4.3.1 NO Upgrade Execution (3-Tier, 1+1)

Procedure$or the 3tier NO Upgrade include steps for the upgrade of the Disaster Recovery NOAM (DR NOAM)
servers also. If no DR NOAM is present in the customer deployment, thBXRthNEOAM-related steps can be
safely ignored.

Global Provisioningvill be disabled before upgrading the NO servers (which will also disable jomoivig at the

SO servers). Bvisioning activities at the NO and SO servers will have certain limitations during the period where
the NOs are upgraded and the sites are naipgrtaded.

The Elapsed Time mentioned in table below specifies the timeawittwithout TVOE upgrade

If the TVOE Host upgrades are not needed, or were previously performed, then the time estimates without TVOE
upgrade will apply.

These times are @states.
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Table 8. NO Upgrade Execution Overview (3Tier, 1+1).

Software Upgrade Guide

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step | Cum. | This Step | Cum.
(with (with
TVOE TVOE
upgrade) | upgra
de)
Procedurel 1 0:01-0:05 | 0:01- | 0:01-0:05 | 0:01- Perform Health Check None
0:05 0:05 (PreUpgrade 3-Tier,
1+1, NOAMs)
Procedurel 2 0:05-0:10 | 0:06- | 0:06-0:15 | 0.06 Disable Provisioning @ | Global and Site
0:15 0.20 tier, 1+1) Provisioning
Disabled,
No Traffic Impact
Procedurel3 0:25-1:00 | 0:31- | 1:252:00 | 1:31- Upgrade TVOE and NOs| No Traffic Impact
1:15 2:20 (3-Tier, 1+1)
Procedurel 4 0:01-0:05 | 0:32 | 0:01-0:05 | 1:32 Verify Post Upgrade GlobalProvisioning
1:20 2:25 | Status B-Tier, 1+1, Enabled
NOAM)
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4.3.2 Pre-Upgrade Checks (3-Tier, 1+1, NOAM)

This procedurds used toverify that the NOAM NE is ready for upgrad&his procedure must be executed on the
Active NOAM.

Procedure 10: Pre-Upgrade Checks (3Tier, 1+1, NOAM)

S | This procedure performs a Health Check.
T
E Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .
Determine if TVOE Host | IMPORTANT:
Upgrades will be Verify the revision level of the TVOE Host systems for the NO and DR-NO virtual servers.
requmzd dunﬂg th% If they are not on the required release (typically 2.5.1), then the optional steps in this procedure
Upgrade (or have been | 5002 de the TVOE Hosts will be required.
performed prior to this
upgrade) . . - .
See Appendix E for the steps to verify the TVOE Host revision level. (This can be done from
PMAC Software Inventory form.)
Complete this information:
NO-A TVOE Host Rev
NO-B TVOE Host Rev
DR-NO-A TVOE Host Rev
DR-NO-B TVOE Host Rev
Will TVOE Upgrades be performed during the DSR Application Upgrades?
NO GUI: Verify NO For the servers with Role = Network OAM&P, confirm Application Version (pre-upgrade).
Servers existing
Application Version Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
5.1 releases. The example below provides a snapshot from both releases.
Upgrade Screen in DSR 4.x
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Procedure 10: Pre-Upgrade Checks (3Tier, 1+1, NOAM)

Main Menu: Administration -> Upgrade

:r ________________________ 1 Network Element Role
Hostname |
| 1 Application Version Function
P=ir=223 NMETWORK OAMEP
T2-NO-228-A
4.0.2-40.27 3 OAMEP
T2_MNO_228 NETWORK DAMEP
T2-NO-228-B
Lnknown DAMEP
T2_MNO_228 MP
MP2 i-acti
4.02-40.27 3 DSR (multi-active
cluster)
T2_MNO_228 MP
MP3 i-acti
4.0.2-40.27.3 DER (multi-active
cluster)
) T2_NO_228 WP
ipfe
4.02-40.27.3 IPL\;mntEncl
. T2_MNO_223 MP
ipfe2
4.02-40.27.3 IP Front End
T2_MNO_228 MP
MP1 i-acti
4.0.2-40.97 3 DSR (multi-active
cluster)

Upgrade screen in DSR 5.0 and DSR 5.1 releases up to 5.1.0-51.12.2

Main Menu: Administration->Upgrade

Server Status Server Role Function  Upgrade State Status Message
Hostname OAM Max HA Role  Network Element Start Time: Finish Time Mate Server Status
:‘”:"R‘;“”e“we" Application Version Upgrade SO
Norm Network OAM&P OAmgP Not Ready
Viper-NO1 Adiive NO_Viper
Active 50.0-50.151
Norm Network OAM&P OAMEP Not Ready
Viper-NO2 Standby NO_Viper
Active 50.0-50.151
Norm System OAM OAM Not Ready
Viper-S01-A Active S01_Viper \perSO1E
Active 5.0.0-50.15.1
Norm System OAM AN Not Ready
Viper-801-B. Standby S01_Viper {Viper-S01-A
Active s00s0154 T
Norm System OAM OAM NotReady
Viper-502-A Active S02_Viper
Active 500-50.151
Norm System OAM OAM Not Ready
Viper-802-B Standby 802_Viper Wiper-802-Al
Active 5.0.0-50.15.1
DSR
s _
Viper-MP0OS cluster) iViper-MP06
Adiive S01_Viper
Active 50.0-50.151
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Procedure 10: Pre-Upgrade Checks (3Tier, 1+1, NOAM)

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Select NO server group and verify Application Version

Main Menu: Administration -> Software Management -> Upgrade

P

A

los My 4 48 248
W% PES WP PSR SRC 808
Upprade Site MM Mo A Roke Server Rke Feactee Stan Time Fash Tme
Fostane
Swsas W e o s s
NetRzayy Nebwork QAP Q4P (7
HPORN Sy '/\
harm NO_HPOR
el Rzady g Neborf AP OMBEP 5135010
HORNR
e A N)_HPOR
Kl NO GUI: Verify ISO for Verify the DSR ISO file has been transferred to all servers:
Upgrade has been
Deployed Example:
Main Menu: Administration -> IS0 & Help

Display Filter: - None - v | = Go

Wed Sep 25 17:39:13 2013 UTC

(LIKE wildcard: ™)

* Transfer IS0 Complete.

o 150: 872-2526-101-5.0.0_50.12.0-D5R-x86_64.is0
7 of 7 Transfers Successful.

0 of 7 Transfers Failed.

Table description: List of Systems for SO transfer.

Displaying Records 1-7 of 7 total | | | | |

System Name / Hostname 150 Transfer Status
MP1 872-2526-101-5.0.0_50.12.0-DSR-x86_6{4.is0 Complete
MP2 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
MP3 872-2526-101-5.0.0_50.12.0-D5R-x86_064.is0 Complete
T2-NO-228-A 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
T2-MO-2258-B 872-2526-101-5.0.0_50.12.0-DSR-x86_064.is0 Complete
ipfe1 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
ipfe2 872-2526-101-5.0.0_50.12.0-D5SR-x86_64.is0 Complete

Displaying Records 1-7 of 7 tatal | ~ir1| Frey | e | Lasl|

[Transfer IS0]

If not, see Section 3.3.10, ISO Administration
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Procedure 10: Pre-Upgrade Checks (3Tier, 1+1, NOAM)

Al \erify that a recent Verify that a recent version of the Full DB backup has been performed.
'\l version of the Full DB
backup has been
performed

Log into the Active NOAM GUI using the VIP.
Select Status and Manage A Files.
Check time stamp on the following files:

wnN e

Backup.DSR.<hostname>.FullRunEnv.NETWORK_OAMP.<time_stamp> .UPG.tar
.bz2

Backup.DSR.<hostname>.FullDBParts. NETWORK_OAMP.<time_stamp>.UPG.ta
r.bz2

See section 3.3.5 to perform (or repeat) a full Backup, if needed.

4.3.3 Perform Health Check (Pre-Upgrade, 3-Tier, 1+1, NOAMSs)

This procedureis used to determine the health and status ofiéteork andservers This procedure must be
executed on the Active NOAM.

THE NOAM(s) (and DR-NOAMs) MUST BE UPGRADED IN THE SAME
MAINTENANCE WINDOW.
|
AN THE SOAM SITE(s) SHOULD BE UPGRADED SUBSEQUENTLY, EACH SITE IN
ITS OWN MAINTENANCE WINDOW.

Procedure11: Perform Health Check (PreUpgrade, 3-Tier, 1+1, NOAM s)

This procedure performs a Health Check.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

HTUOTmMm-—wm

Start of maintenance window
Verify Server Status is Verify Server Status is Normal:
Normal

-

1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

4. Do not proceed with the upgrade if any server status displayed is not Norm.

5. Do not proceed if there are any Major or Critical alarms.

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This would mean that the target
release software contains a fix to clear th
to clear the alarm(s). Do not continue otherwise.

Repeat sub-steps 1 through 5 from each Active SOAM.
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Procedure 11. Perform Health Check (PreUpgrade, 3-Tier, 1+1, NOAM s)

Log all current alarms at | Log all current alarms in the system:

NOAM
1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.
Repeat sub-steps 1 through 3 for all Active SOAMSs.
View Communication View Communication Agent status for all connections.

Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;
The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

View DA-MP Status View DA-MP status.

From the Active SOAM GUI:

1. Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Note the number of Total Connections Established

arwN

4.3.4 Disable Provisioning (3-tier, 1+1)

The following proedure upgrades tt&etier NOAM, includingthe DisasteRecoverysite NOAM (DR-NO). If the
DR NOAM isnotpresent, all DR NOAMrelated steps can be safely ignored.

Procedure 12: Disable Provisioning (3tier, 1+1)

This procedure disables provisioning feir&r NO (and DRNO) seners, prior to upgrade. Thisgredure
is specific to 3ier (DSR NO, DSR SO, and DSR MP) deplams only.
It applies to (1+1) DAMP server configurations.

Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

# O0MmM-Wm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Disable global Disable global provisioning and configuration updates on the entire network:
provisioning and
configuration. 1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Database.

The Database Status screen is displayed

3. Click the Disable Provisioning button.

Confirm the operation by clicking Ok in the popup dialog box.

5. Verify the button text changes to Enable Provisioning; a yellow information box should
also be displayed at the top of the view screen which states: [Warning Code 002] -
Global provisioning has been manually disabled.

6. The Active NO server will have the following expected alarm:

- Alarm ID = 10008 (Provisioning Manually Disabled)

»
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Procedure 12: Disable Provisioning (3tier, 1+1)

Al Disable Site Disable Site provisioning for all the sites present in the setup :

Provisioning

A 1. Log into the Active SOAM GUI using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed

3. Click the Disable Site Provisioning button.

Confirm the operation by clicking Ok in the popup dialog box.

5. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code 004]
- Site provisioning has been manually disabled.

6. Repeat sub-steps 1 through 5 for all sites present in the setup.

&>

4.3.5 Upgrade TVOE and NOs (3-Tier, 1+1)
This procedure is used to upgrade the NOAM and DR NOAM servers, including TVOE if required.

Procedure 13. Upgrade TVOE and NOs (3Tier, 1+1)

This procedure upgrades the TVOE of NOAM servers and upgrades NOAM servers of the setup.
Check off Q) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

# OmM-dwm

Upgrade Standby DSR Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
NO and DR NO servers | Standby DR NO and/or Standby DSR NO are hosted on TVOE blades.

(using Upgrade Single
Server procedure). Upgrade the Standby DSR NO server and Standby DR NO(s) (if exists) in parallel using
Upgrade Single Server procedure:

Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

If the upgrade fails i do not proceed. Consult with the Oracle CGBU Customer Care
Center on the best course of action.

Upgrade Active NO and | Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
DR NO servers. Active DR NO (mate) and/or Active DSR NO (mate) are hosted on TVOE blades.

(NOTE: If logged out of
NOAM VIP, login again.) | Upgrade the Active NO server (the mate) and Active DR NO (if exists) using the Upgrade
Single Server procedure:

1. Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

The NOAM GUI will show the new DSR 5.1 release.

If the upgrade fails i do not proceed. Consult with the Oracle CGBU Customer Care
Center on the best course of action.
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4.3.6 Verify Post Upgrade Status (3-Tier, 1+1, NOAM)
This procedures used to determindné health and status of thetwork and servers

Procedure 14: Verify Post Upgrade Status 8-Tier, 1+1, NOAM)

S | This procedure verifies Post Upgrade Status for 3-Tier NO upgrade.
T
E Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .
SSH: Verify NO and Verify Server Status after NO servers upgraded:

DR-NO Server Status
1. Execute the following commands on the Active NOAM, Standby NOAM, Active DR
NOAM, Standby DR NOAM servers :
Use an SSH client to connect to the upgraded server (e.g. ssh, putty):

ssh <NO XMI IP address>

login  as: root
password: <enter password>

Note: The static XMI IP address for each NO server should be available in Table3.
# verifyUpgrade

Examine the output of the above command to determine if any errors were reported. In case of
errors please contact the Oracle CGBU Customer Care Center.

# alarmMgr -- alarmstatus

The following alarm output should be seen, indicating that the upgrade completed.

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33| tpdServerUpgradePendingAccept [1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

[Alarm ID 32532 will be cleared after the upgrade is accepted.]

Contact the Oracle CGBU Customer Care Center if above output is not generated.

E5454801, June 2014 Version 2.0 63 0f 295



DSR 5.1 Upgrade/Backout Guide Software Upgrade Guide

Procedure 14: Verify Post Upgrade Status 8-Tier, 1+1, NOAM)

Verify Server Status is Verify Server Status is Normal:
Normal

From the Active NOAM GUI:

1. Select Status & Manage > Server.
The Server Status screen is displayed.

2. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

Expected Alarms include:

Active NO server has:
Alarm ID = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Repeat sub-steps 1 and 2 from each Active SOAM.

NO GUI: Verify Alarm Log all current alarms in the system:
status
1. Log into the Active NOAM GUI via the VIP.
2. Select Alarms & Events > View Active.

The Alarms & Events > View Active screen is displayed.
3. Click the Report button to generate an Alarms report.
4. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active NO server has:
Alarm ID = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Repeat sub-steps 2 through 4 from each Active SOAM.

SO GUI: Verify Alarm Log all current alarms in the system:
status
From the Active SOAM GUI:
1. Select Alarms & Events > View Active.

The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active SO server:
Alarm ID = 10008 (Provisioning Manually Disabled)

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.
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Procedure 14: Verify Post Upgrade Status 8-Tier, 1+1, NOAM)

View DA-MP Status View DA-MP status.
From the Active SOAM GUI:
1. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.
2. Select the Peer DA-MP Status tab.
3. Verify all Peer MPs are available
4. Select the DA-MP Connectivity tab.
5.  Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.
Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.
Enable global Enable provisioning and configuration updates on the entire network :
provisioning and
configuration Provisioning and configuration updates may be enabled to the entire network.
Please note that by enabling global provisioning, new data provisioned at NOAM will be
replicated only to upgraded SO(s).
Note: Step 8 is NOT executed on the Active DR NOAM; it is only executed on the
Aipri maryo Active NOAM
From the Active NOAM GUI:
1. Select Status & Manage > Database
The Database Status screen is displayed.
2. Click the Enable Provisioning button.
3. Verify the text of the button changes to Disable Provisioning.
Add new Network Skip this step if:
Element (if required). 1  Addition of a new Network Element is not required at this time
If a new Network Element is to be added, this procedure can be started now. Addition of the
new Network Element will require a separate maintenance window. The servers in the new
Network Element must be installed with the same DSR release as that of the upgraded NO(s).
Follow the DSR 4.x Installation Procedure ([5]) or DSR 5.x Installation Procedure ([6]) to install
the software on the new servers and add the new Network Element under the existing NO(s).
Skip the sections of the Installation Procedure related to installing and configuring the NO(s).
This will add a new DSR SO site under the existing NO(s).
Note on Provisioning Provisioning on the SOs, will typically remain disabled until further upgrades are performed on
status the sites.
End of maintenance window
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4.3.7 Site Upgrade (3-Tier, 1+1)
This section contains upgrade steps for a singlendtte3-tier SO and(1+1) DA-MP redundancy configuration.
The followingupgrade pathare supported:

1 DSR 4.x>5.1Major upgrade

1 DSR5.1Incremental upgrade

[Note: For any DSRsystem consisting ohultiple sites gignaling network elemertst is not recommended to
apply the upgrade to more than one network element witkiimgée maintenance windojw.

TVOE Hosts may be upgraded during this procedifitaey need to be upgradethe Elapsed Timenentioned in
table below specifies the time with TVOE upgrade and without TVOE upgridessumes that each of the SO
serverdgs running ona TVOE Host (i.e. it assumes that there are 2 TVOE hosts to be upgraded at the site.)

During the Site upgrade,disite provisioningshould bedisabled It mayre-enableat the completion of the site
upgrade.

Table 9. Site Upgrade ExecutionOverview (3-Tier, 1+1).

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step | Cum. | This Step | Cum.
(with (with

TVOE TVOE
upgrade) | upgra

de)
Procedurél6 | 0:10-0:15 | 0:10 0:100:15 | 0:10 Perform Health Check (Pre | None
0:15 0:15 | Upgrade, 3Tier, 1+1 SOAMS)
Procedurdl7 | 0:251:00 | 0:35 1:252:00 | 1:35 UpgradeSOs (3-Tier, 1+1) Site Provisioning
1:15 2:15 Disabled, No
Traffic Impact
Proceduré8 | 0:251:00 | 1:00 0:251:00 | 2:00- Upgrade DAMPs(3-Tier, Global and Site
2:15 3:15 1+1) Provisioning
Enabled, No

Traffic Impact

Procedure9 | 0:01-0:05 | 1:16- 0:02-0:05 | 2:16- Verify PostUpgrade Status | None
Per MP | 3:35 Per MP 4:35 (3-Tier, 1+1)
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4.3.8 Perform Site Backup (Pre-Upgrade, 3-Tier, 1+1)

This procedure is used to perform a backup of all servers associated with the site being upgraded. It is recommended
that this procedure be executed no earlier than 36 hours prior to the start of the upgrade.

Since this backup is to be used in the evéidigaster recovery, any site configuration changes made after this
backup should be recorded anecrgered after the disaster recovery.

Procedure 15: Perform Site Backup (PreUpgrade, 3Tier, 1+1)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server has the latest data to perform a backout, ifnecessary.

Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.

T UOMmMm-Awm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

Backup Site Backup the configuration database from the Active SO server:
configuration data
1. Log into the SOAM GUI using the VIP.
IMPORTANT: Required |5 gelect Status & Manage > Database to return to the Database Status screen.
for Disaster Recovery 3. Click to highlight the Active SO server, and then click Backup.
The Backup and Archive screen is displayed. (Note: the Backup button will only be
enabled when the Active server is selected.)
4. Selected the Configuration checkbox.
5. Enter Comments (optional).
6. Click OK.

Note: the Active SO can be determined by going to the Status & Manage >HA screen, and
notewhi ch server is currently assigned the
VIP assigned is the Active.

SSH to the Active NO Use the SSH command (on UNIX systems i or putty if running on Windows) to log into the
Active NO:

ssh root@< NO VIP >

( A n s wesdif yoa gre prompted to confirm the identity of the server.)

Execute a backup of all Execute the backupAllHosts utility on the Active NO. [This utility will remotely access each
servers (managed from | specified server, and run the backup command for that server.]
this NO)

Enter the following commands:
# screen

(The screen tool will create a no-hang-up shell session, so that the command will continue
to execute if the user session is lost.)

# Jusr/TKLC/dpi/bin/backupAllHosts
-- hosts=<hostnamel>,<hostname2>,<hostname3>

where <hostnamel>,<hostname2>, etc. is a comma-separated list of hostnames of every
server associated with the site being upgraded. Note: Use commas with no spaces to
separate the hostnames in the list.
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Procedure 15: Perform Site Backup (PreUpgrade, 3 Tier, 1+1)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server has the latest data to perform a backout, ifnecessary.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

HT=UOm-wm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

The following output will be generated for DSR 5.1 servers only:

Do you want to remove the old backup files (if exists
) from all the servers (y/[n])?y

It may take from 10 to 30 minutes for this command to complete, depending
upon the number of servers and the data in the database.

Do not proceed until the backup on each server is completed.

Output similar to the following will indicate successful completion:

Script Completed. Status:

HOSTNAME | STATUS
HPC3blade02 | PASS

HPC3blade01 | PASS
HPC3blade03 | PASS

HPC3blade04 | PASS

(Errors will also report back to the command line.)

Note: There is no progress indication for this command; only the final report when it
completes.

# exit
(to close screen session) (screen -Is and screen -x are used to show active screen
sessions on a server, and re-enter a screen session, respectively)

ALTERNATIVE: A manual back up can be executed on each server individually, rather
than using the script above. To do this, log into each server in the site individually, and
execute the following command to manually generate a full backup on that server:

# Jusr/TKLC/appworks/sbin/full_backup

Output similar to the following will indicate successful completion:

Success: Full backup of COMCOL run env has completed.

Archive file
Backup.dsr.blade01.FullRunEnv.NETWO RK_OAMP.20110417_021502.UPG tar.
gz written in /var/TKLC/db/filemgmt.
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4.3.9 Perform Health Check (Pre-Upgrade, 3-Tier, 1+1 SOAMS)
This procedure is used perform a preupgradenhealth check ofhe site SOAM servers.

Procedure 16: Perform Health Check (PreUpgrade, 3 Tier, 1+1 SOAMS)

S | This procedur@erforms a Health Check prior to upgrading the SOAMSs.
T
E Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.
P | SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE .
Start of maintenance window
Verify Server Status is Verify Server Status is Normal:
Normal
1. Log into the SOAM GUI using the VIP.
2. Select Status & Manage > Server.
The Server Status screen is displayed.
3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).
4. Do not proceed with the upgrade if any server status is not Norm.
Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the
upgrade is specifically intended to clear those alarm(s). This would mean that the target
release software contains a fix to clear th
to clear the alarm(s). Do not continue otherwise.
Log all current alarms Log all current alarms in the system:
1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.
View DA-MP Status View DA-MP status.
1. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.
2. Select the Peer DA-MP Status tab.
3. Verify all Peer MPs are available
4. Select the DA-MP Connectivity tab.
5. Note the number of Total Connections Established.
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4.3.11 Upgrade SOs (3-Tier, 1+1)

For each site in the-ier DSR, the SOAM(s)Rrocedurel7) and associated DMPs Procedurel8) should be
upgraded within a single maintenance window. Additign&iracle CGBUrecommendshat only a single site be
upgraded in any particular maintenance window.

Procedure17: Upgrade SOs (3-Tier, 1+1)

only.

# OmMm-dwm

ASSISTANCE .

This procedureipgrades the SOAM(S) in atler DSR, including, if necessary, TVOE on each server thj
hosts an SOAM guesthis procedure is specific to-er (DSR NO, DSR SO, and DSR MP) deploynsen!

Check off Q) each step as it sompleted. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

Verify that Site
Provisioning is disabled

Site Provisioning was disabled in Section 4.3.4,Disable Provisioning (3-tier, 1+1). Verify that
site provisioning for the site being upgraded is still disabled.

1. Log into the SOAM GUI using the VIP
2. Inthe GUIstatusbar,wher e it s

ays fi Cohedkforctiteend ssageg
Provisioning disabledo

If the message is not present, then execute the following sub-steps; otherwise, continue
with step 2.

3. Select Status & Manage > Database.
The Database Status screen is displayed

4. Click the Disable Site Provisioning button.

5.  Confirm the operation by clicking Ok in the popup dialog box.

6. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code 004]
- Site provisioning has been manually disabled.

Upgrade TVOE Host for
Standby Server

If the TVOE Host for the Standby SO needs to be upgraded:

Execute Appendix J to upgrade the TVOE Host for the Standby SO.

Upgrade Standby SO

Upgrade the Standby SO
Execute Appendix G i Single Server Upgrade for Standby SO

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Upgrade TVOE Host for
Active SO Server

It the Active SO is hosted on a TVOE blade, and the TVOE Host needs to be upgraded:

Execute Appendix J to upgrade the TVOE Host for the Active SO.

Upgrade Active SO

Upgrade the Active SO server using Upgrade Single Server procedure :
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Install NetBackup on
NO and SO (If required)

If Netbackup is to be installed on the DSR, execute the procedure in Appendix I.

Note: In DSR 5.0, the backup file location is changed from /var/TKLC/db/filemgmt to
Ivar/TKLC/db/filemgmt/backup . The Netbackup server configuration must to be
updated to point to the correct file path. Updating the Netbackup server configuration is
out of scope of this upgrade document.
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4.3.12 Upgrade DA-MPs (3-Tier, 1+1)
Detailed steps on upgrading the MPs are shown in the procedure below.

Procedure 18 Upgrade DA-MPs (3-Tier, 1+1)

This procedure upgrades the BAP(S).

Check off §) each step as it is completed. Boxes have pesvided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE .

Verify and Record the
status of the DA-MP
before upgrade

Verify and record the status and hostname of the Active DA-MP and of the Standby DA-MP by
going to Status & Manage -> HA.

Note: The Active DA-MP server can be identified by looking for the fiVIPo label. The
server with VIP in the row is the Active DA-MP.

Upgrade the standby
DA-MP server (using
Upgrade Single Server
procedure)

Upgrade the Standby DA-MP server® using the Upgrade Single Server procedure:
Execute Appendix G i Single Server Upgrade for the Standby DA-MP.

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Upgrade the Active DA-
MP server.

Upgrade the Active DA-MP server using the Upgrade Single Server procedure.
Execute Appendix G i Single Server Upgrade for the Active DA-MP.

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Enable global
provisioning and
configuration (if not
already enabled).

Enable provisioning and configuration updates on the entire network:

Provisioning and configuration updates may be enabled to the entire network.
Please note that by enabling global provisioning, new data provisioned at NOAM will be
replicated only to upgraded SO(s).

Note: Step 4 is NOT executed on the Active DR NOAM,; it is only executed on the
fipr i maativedNOAM.

1. Log into the Active NOAM GUI using the VIP.
2. Select Status & Manage > Database
The Database Status screen is displayed.
3. Click the Enable Provisioning button.
4.  Verify the text of the button changes to Disable Provisioning.

Enable Site Provisioning

Enable Site provisioning.

1. Log into the SOAM VIP GUI of the site just upgraded.
2. Select Status & Manage > Database.
The Database Status screen is displayed
3. Click the Enable Site Provisioning button.
4.  Confirm the operation by clicking Ok in the popup dialog box.
5.  Verify the button text changes to Disable Site Provisioning
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Procedure 18: Upgrade DA-MPs (3-Tier, 1+1)

6 Update Max Allowed HA | From the Active NOAM GUI:
A Role for NO and SO.

1. Go tothe Status & Manage-> HA screen.

Click the Edit button.

3. Check the o6Max Al lltheNOE) and SOR)oBy detaultf itsslouldabe
60Actived.umpd datee wtilse, 6 Max Al |l owed HA Rol e

4. Click the Ok button.

N

4.3.13 Verify Post-Upgrade Status (3-Tier, 1+1)
This proceduredetermines the validity of the upgrade, as wellthe health and status of thetwork and servers

Procedure 19: Verify Post-Upgrade Status (3Tier, 1+1)

This procedure verifies Post-Upgrade site status.
Check off (§) each step as it is completed. Boxes have been provided for this purpose under each stemumber.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

HTUOUmMm-wm

Verify Server Status is Verify Server Status is Normal:
Normal
1. Log into the Active NOAM GUI using the VIP.
2. Select Status & Manage > Server.
The Server Status screen is displayed.
3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB), High Availability
(HA), and Processes (Proc).
3.  Execute the following commands on the upgraded servers :

Use an SSH client to connect to each of the upgraded DA-MP servers (e.g. ssh, putty):

ssh <server DA MP IP address>

login as: root
password: <enter password>

# verifyUpgrade

Examine the output of the above command, and determine if any errors were reported.
Please contact the Oracle CGBU Customer Care Center in case of errors.

#alarmMgr  -- alarmstatus

The following output is expected :

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33| tpdServerUpgradePendingAccep 1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

Alarm ID 32532 will be cleared once Proceduré0is executed to accept the upgrade on
each server.
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Procedure 19: Verify Post-Upgrade Status (3Tier, 1+1)

Log all current alarms Log all current alarms in the system:

1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.

The following Alarm ID will be observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

2. Click the Report button to generate an Alarms report.

3. Save the report and print the report. Keep these copies for future reference.

Capture the Diameter 1. Log into the Active SOAM GUI of the site just upgraded, using the VIP.

Maintenance Status 2. Select Main Menu-> Diameter-> Maintenance

On Active SOAM VIP 3. Select Maintenance->Route Lists screen.

for upgraded site. 4.  Filter out all the Route Lists with Route List Statusasfil s Not Aanéfillsab |

Avail abl eo.

5. Record the nAviaded nalf AiMAN@ati | abl ed Route Li
6.  Select Maintenance->Route Groups screen.

7. Filter out all the Route Groups with fPeerNode/Connection Statusasfil s No't
Avail amii¢s Avail abl eo.

8 Record the nAwnkded ahdiRAtvail abl ed Route

9. Select Maintenance->Peer Nodes screen.

10. Filter out all the Peer Nodes with fPeer Node Operational Statusdoasfil s No't
Avail addihéé Avail abl eo.

11. Recor d t he NotAwabableo od Avdilaliiedo peer nodes.

12. Select Maintenance->Connections screen.

13. Filter out all the Connections with fOperational Statusoasfil s Not Aanaifi Il sa
Avail abl eo.

14. Recor d t he NatWhvahabled od Avdilaliieficonne.cti ons

15. Select Maintenance->Applications screen.

16. Filter out all the Applications with fOperational St a taefidl s Not Aandfillsab
Avail abl eo.

17. Recor d t he NatWwabableoa o fdvdiiabledapplications.

18. Save the recorded data on the client machine

19. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

20. Select the Peer DA-MP Status tab.

21. Verify all Peer MPs are available

22. Select the DA-MP Connectivity tab.

23. Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.
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Procedure 19: Verify Post-Upgrade Status (3Tier, 1+1)

Export and archive the From the Active SOAM GUI:
Diameter configuration
data.

On Active SOAM GUI
on upgraded site

Select Main Menu-> Diameter Configuration->Export

Capture and archivetheDi amet er data by choosing the
Verify the requested data is exported using the tasks button at the top of the screen.
Browse to Main Menu->Status & Manage->Files and download all the exported files to
the client machine, or use the SCP utility to download the files from the Active SOAM to
the client machine.

5. Select Diameter > Maintenance > Applications
6. Verify Oper atAvalabteb SBSomt abkl i applications

Ll

Export and archive the From the Active NOAM GUI:
Diameter configuration
data.

) 1. Select Main Menu-> Diameter Configuration->Export
On Active NOA.M GUI 2. Capture and archive the Diameter data by choosingt he dr op down ent |
on upgraded site . ) .

3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all the exported files to
the client machine, or use the SCP utility to download the files from the Active NOAM to
the client machine.

Compare data to the Please verify that the health check status of the upgraded site as collected from steps 2
Pre-Upgrade health through 7 is the same as the pre-upgrade health checks taken in Procedureb. If it is any
check to verify if the worse, report it to the Oracle CGBU Customer Care Center.

system has degraded
after the second
maintenance window.

End of maintenance window

Note: If another site is to be upgraded, please follow all steps sequerilya starting from
Procedurel5, in another maintenance window.
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4.4 DSR Upgrade (3-Tier, N+0) (possibly including TVOE)

This section contains upgrade stepsf@SR5.1 (3-tier setup)upgrade with (N+0) configuration (major or
incremental).

4.4.1 NO Upgrade Execution (3-Tier, N+0)

Procedure$or the 3tier NO Upgrade include steps for the upgrade of the Disaster Recovery NOAM (DR NOAM)
servers also. If no DR NOAM is present in the customer deployment, thBxRthEDAM-related steps can be
safely ignored.

Global Provisioning will be disabled before upgrading the NO servers (which also digabdi@oning at the SO
servers). Povisioning activities at the NO and SO servers will have certain limitations diaéngeriodn which

the NOs are upgraded and the sites are not yet upgraded.

The Elapsed Time mentioned in table below specifies the time with and without TVOE upgrade.

If the TVOE Host upgrades are not needed, or were previously performed, then the time estimates without TVOE
upgrade will apply.

These times are estimates.

Table 10. NO Upgrade Execution Overview (3Tier, N+0).

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step | Cum. | This Step | Cum.
(with (with

TVOE TVOE
upgrade) | upgra

de)
Procedurel 0:01-0:05 | 0:01- | 0:01-0:05 | 0:01- Perform Health Check None
0:05 0:05 (PreUpgrade, STier,
N+0, NOAMSs)
Procedure?2 0:050:10 | 0:06- | 0:050:10 | 0:06- Disable Provisioning @ | Global and Site
0:15 0:15 Tier, N+0) Provisioning

Disabled,
No Traffic Impact

Procedure3 0:25-1:00 | 0:31- | 1:252:00 | 1:31- Upgrade TVOE and NOs| No Traffic Impact

1:15 2:15 (3-Tier, N+0)
Procedure4 0:02-0:05 | 0:32 | 0:01-0:05 | 1:32 Verify Post Upgrade Global Provisioning
1:20 2:20 Status (3Tier, N+0, Enabled

NOAM Upgrade)

E5454801, June 2014 Version 2.0 75 of 295



DSR 5.1 Upgrade/Backout Guide Software Upgrade Guide

4.4.2 Pre-Upgrade Checks (3-Tier, N+0, NOAMS)

This procedurds used toverify that the NOAM NE is ready for the upgradEhis procedure must be executed on
the Active NOAM.

Procedure 20: Pre-Upgrade Checks (3-Tier, N+0, NOAMS)

S | This procedure performs a pre-upgrade Health Check of the NOAM servers .
T
E Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .
Determine if TVOE Host | IMPORTANT:
Upgrades will be Verify the revision level of the TVOE Host systems for the NO and DR-NO virtual servers.
requmzd du”ﬂg th% If they are not on the required release (typically 2.5.1), then the optional steps in this procedure
Upgrade (or have been | "\ 0 e the TVOE Hosts are required.
performed prior to this
upgrade) . . . .
See Appendix E for the steps to verify the TVOE Host revision level. (This can be done from
PMAC Software Inventory form.)
Complete this information:
NO-A TVOE Host Rev
NO-B TVOE Host Rev
DR-NO-A TVOE Host Rev
DR-NO-B TVOE Host Rev
Will TVOE Upgrades be performed during the DSR Application Upgrades?
NO GUI: Verify NO For the servers with Role = Network OAM&P, confirm Application Version (pre-upgrade).
Servers existing
Application Version 1. Navigate to Administration > Software Management > Upgrade
Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
5.x releases. The example below provides a snapshot from both releases.
Upgrade Screen in DSR 4.x
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Procedure 20 Pre-Upgrade Checks (3-Tier, N+0, NOAMSs)

Main Menu: Administration -> Upgrade

:r ________________________ 1 Network Element Role
Hostname |
| 1 Application Version Function
P=ir=223 NMETWORK OAMEP
T2-NO-228-A
4.0.2-40.27 3 OAMEP
T2_MNO_228 NETWORK DAMEP
T2-NO-228-B
Lnknown DAMEP
T2_MNO_228 MP
MP2 i-acti
4.02-40.27 3 DSR (multi-active
cluster)
T2_MNO_228 MP
MP3 i-acti
4.0.2-40.27.3 DER (multi-active
cluster)
) T2_NO_228 WP
ipfe
4.02-40.27.3 IPL\;mntEncl
. T2_MNO_223 MP
ipfe2
4.02-40.27.3 IP Front End
T2_MNO_228 MP
MP1 i-acti
4.0.2-40.97 3 DSR (multi-active
cluster)

Upgrade screen in DSR 5.0 and DSR 5.1 releases up to 5.1.0-51.12.2

Main Menu: Administration->Upgrade

Server Status Server Role Function  Upgrade State Status Message
Hostname OAM Max HA Role  Network Element Start Time: Finish Time Mate Server Status
:‘”:"R‘;“”e“we" Application Version Upgrade SO
Norm Network OAM&P OAmgP Not Ready
Viper-NO1 Adiive NO_Viper
Active 50.0-50.151
Norm Network OAM&P OAMEP Not Ready
Viper-NO2 Standby NO_Viper
Active 50.0-50.151
Norm System OAM OAM Not Ready
Viper-S01-A Active S01_Viper \perSO1E
Active 5.0.0-50.15.1
Norm System OAM AN Not Ready
Viper-801-B. Standby S01_Viper {Viper-S01-A
Active s00s0154 T
Norm System OAM OAM NotReady
Viper-502-A Active S02_Viper
Active 500-50.151
Norm System OAM OAM Not Ready
Viper-802-B Standby 802_Viper Wiper-802-Al
Active 5.0.0-50.15.1
DSR
s _
Viper-MP0OS cluster) iViper-MP06
Adiive S01_Viper
Active 50.0-50.151
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Procedure 20: Pre-Upgrade Checks (3-Tier, N+0, NOAMS)

Software Upgrade Guide

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Select NO server group and verify Application Version

Main Menu: Administration -> Software Management -> Upgrade

W6 PSS PG PERSG SERSC 808G

Uppade Sl OMMIRafARoe SenerRok  Feactoe  Agplcation Versce

.
O gl 50
Wi
NetReagy Nework P OMIP (3135
O Sty @
- N HPOR
: NRaay e MO OMEP  S1350130
HPORNR
- i NQ_HPO

Start Time FeshTime

Statys Bessane

3 NO GUI: Verify ISO for
A

Upgrade has been
A Deployed

Verify that the DSR ISO file has been transferred to all servers:

Example:

Main Menu: Administration -> IS0

Display Filter: - None - v |= Go

@ Help

Wed Sep 25 17:39:13 2013 UTC

(LIKE wildcard: ™)

® Transfer 1ISO Complete.
o IS0: 872-2526-101-5.0.0_50.12.0-D5R-x86_64.is0

7 of 7 Transfers Successful.
0 of 7 Transfers Failed.

Table description: List of Systems for IS0 transfer.

Dizplaying Records 1-7 of 7 total | | | | |

System Name | Hostname 150 Transfer Status
MPA1 872-2526-101-5.0.0_50.12.0-D5R-x86_064.is0 Complete
MP2 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
MP3 872-2526-101-5.0.0_50.12.0-DSR-x86_564.is0 Complete
T2-NO-228-A 872-2526-101-5.0.0_50.12.0-DSR-x86_6F4.is0 Complete
T2-MNO-228-B 872-2526-101-5.0.0_50.12.0-D5R-x86_6B4.is0 Complete
ipfe1 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
ipfe2 872-2526-101-5.0.0_50.12.0-D5R-x86_64.iso Complete

Displaying Records 1-7 of 7 total | | | | |

[Transfer IS0O]

If not, refer to Section 3.3.10, ISO Administration
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Procedure 20: Pre-Upgrade Checks (3-Tier, N+0, NOAMS)

Al \/erify that a recent Verify that a recent version of the Full DB backup has been performed.
Nl version of the Full DB
A backup has been 1. Select Status and Manage A Files
performed 2. Check time stamp on the following files:

Backup.DSR.<hostname>.FullRunEnv.NETWORK_OAMP.<  time_stamp>.UPG.tar
.bz2

Backup.DSR.<hostname>.FullDBParts. NETWORK_OAMP.<time_stamp>.UPG.ta
r.bz2

See section 3.3.5 to perform (or repeat) a full Backup, if needed.

4.4.3 Perform Health Check (Pre-Upgrade, 3-Tier, N+0, NOAMSs)

This procedures used to determine the health and status ohéterork and serversThis procedure must be
executed on the Active NOAM.

THE NOAM(s) (and DR-NOAMs) MUST BE UPGRADED IN THE SAME
MAINTENANCE WINDOW.

|
AR THE SOAM SITE(s) SHOULD BE UPGRADED SUBSEQUENTLY, EACH SITE IN

ITS OWN MAINTENANCE WINDOW.

Procedure21: Perform Health Check (PreUpgrade, 3Tier, N+0, NOAMS)

This procedure performs a pre-upgrade Health Check of the NOAM servers.
Check off (§) each step as it is completed. Boxes have been provided for thisourpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

UMW

Start of maintenance window
Verify Server Status is Verify Server Status is Normal:
Normal

2>

Log into the NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB), High Availability
(HA), and Processes (Proc).

4. Do not proceed to upgrade if any of the server statuses displayed is not Norm.

5. Do not proceed if there are any Major or Critical alarms.

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This would mean that the target

rel ease software cont ai ns(s)andtpgrading is thecONEYamethdd h
to clear the alarm(s). Do not continue otherwise.

Repeat sub-steps 1 through 5 from the Active SOAM GUI.
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Procedure21: Perform Health Check (PreUpgrade, 3Tier, N+0, NOAMS)

Log all current alarms at | Log all current alarms in the system:

NOAM
From the Active NOAM GUI:
1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.
Repeat sub-steps 1through 3 from the Active SOAM GUI.
View Communication View Communication Agent status for all connections.

Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;
The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

View DA-MP Status View DA-MP status.

From the Active SOAM GUI:

1. Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Note the number of Total Connections Established

arwON

4.4.4 Disable Provisioning (3-Tier, N+0)
This procedure disables global and site provisioningréparation for upgrading the NO and IDRO.

Procedure 22: Disable Provisioning (3Tier, N+0)

S | This procedure disables provisioning fef&r NO (and DRNO) servers, prior to upgrade. This
T | Procedure is specific totier deployments only.
E
= Check off §) each step asis completed. Boxes have been provided for this purpose under each step number.
# | SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .
1 Disable global Disable global provisioning and configuration updates on the entire network:
Nl provisioning and
A configuration. 1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed

3. Click the Disable Provisioning button.

Confirm the operation by clicking Ok in the popup dialog box.

5.  Verify the button text changes to Enable Provisioning; a yellow information box should
also be displayed at the top of the view screen which states: [Warning Code 002] -
Global provisioning has been manually disabled.

6. The Active NO server will have the following expected alarm:

- Alarm ID = 10008 (Provisioning Manually Disabled)

P
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Procedure22: Disable Provisioning (3Tier, N+0)

Al Disable Site Disable Site provisioning for all sites present in the setup :

Provisioning

A 1. Log into the Active SOAM GUI using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed

3. Click the Disable Site Provisioning button.

Confirm the operation by clicking Ok in the popup dialog box.

5. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code 004]
- Site provisioning has been manually disabled.

6. Repeat sub-steps 1 through 5 for all sites present in the setup.

&

4.45 Upgrade TVOE and NOs (3-Tier, N+0)
This procedure is used to upgrade the NOAM and DR NOAM servers, including TVOE if required.

Procedure23. Upgrade TVOE and NOs (3Tier, N+0)
This procedure upgrades the TVOE of NOAM servers and upgrades NOAM servers of the setup.

Check off €) each step as it is completed. Boxes have pesvided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

# OmM-dwm

Upgrade Standby DSR Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
NO and DR NO servers | Standby DR NO and/or Standby DSR NO are hosted on TVOE blades.

(using Upgrade Single
Server procedure). Upgrade the Standby DSR NO server and Standby DR NO(s) (if exists) in parallel using
Upgrade Single Server procedure:

Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

If the upgrade fails i do not proceed. Consult with the Oracle CGBU Customer Care
Center on the best course of action.

Upgrade Active NO and Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
DR NO servers. Active DR NO (mate) and/or Active DSR NO (mate) are hosted on TVOE blades.

(NOTE: If logged out of
NOAM VIP, login again.) | Upgrade the Active NO server (the mate) and Active DR NO (if exists) using the Upgrade
Single Server procedure:

1. Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

The NOAM GUI will show the new DSR 5.1 release.

If the upgrade fails i do not proceed. Consult with the Oracle CGBU Customer Care
Center on the best course of action.
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4.4.6 Verify Post Upgrade Status (3-Tier, N+0, NOAM Upgrade)
This poceduredetermins the validity of the upgrade, as wellths health and status of thetwork and servers

Procedure 24: Verify Post Upgrade Status (3Tier, N+0, NOAM Upgrade)

This procedure verifies Post Upgrade Status for 3-Tier (1+1) NO upgrades.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each stemumber.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

SSH: Verify NO and Verify Server Status after NO servers are upgraded:
DR-NO Server Status
(optional) 1. Execute the following commands on the Active NOAM, Standby NOAM, Active DR

NOAM, Standby DR NOAM servers :
Use an SSH client to connect to the upgraded server (e.g. ssh, putty):

ssh <NO XMI |P address>

login as: root
password: <enter password>

Note: The static XMI IP address for each NO server should be available in Table3.
# verifyUpgrade
Examine the output of the above command to determine if any errors were reported. In case of

errors, please contact the Oracle CGBU Customer Care Center.

# alarmMgr  -- alarmstatus

The following alarm output is expected, indicating that the upgrade completed.

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33| tpdServer UpgradePendingAccept ]1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

[Alarm 1D 32532 will be cleared after the upgrade is accepted.]

Contact the Oracle CGBU Customer Care Center if the above output is not generated.

Verify Server Status is Verify Server Status is Normal:
Normal
1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

Expected Alarms include:

Active NO server has:
Alarm ID = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Repeat sub-steps 2 through 3 from the Active SOAM GUI.
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Procedure 24: Verify Post Upgrade Status (3Tier, N+0, NOAM Upgrade)

NO GUI: Verify Alarm Log all current alarms in the system:
status

From the Active NOAM GUI:
1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active NO server has:
Alarm ID = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

SO GUI: Verify Alarm Log all current alarms in the system:
status
From the Active SOAM GUI:
1. Log into the SOAM GUI via the VIP.
2. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
3. Click the Report button to generate an Alarms report.
4.  Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active SO server has:
Alarm 1D = 10008 (Provisioning Manually Disabled)

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

View DA-MP Status View DA-MP status.

From the Active SOAM GUI:

1. Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.

arwN

Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.
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Procedure 24: Verify Post Upgrade Status (3Tier, N+0, NOAM Upgrade)

Update Appworks Note 1: This step is only applicable if the setup includes IPFE servers. This step will
NetworkDeviceOption handle the possible audit discrepancies which may occur after upgrading the IPFE

Table for the configured | servers. This step prepares the Active NO to handle any such discrepancies.

IPFE Ethernet devices
on the Active NO server | Note 2: To optimize the performance of IPFE Ethernet devices, it is required to execute
the ipfeNetUpdate.sh script on the IPFE servers after the upgrade. AppWorks performs
an audit on the configured IPFE Ethernet devices and will update them with the locally
stored information in case of any discrepancies.

Note 3: The steps below will update the locally stored information with the performance
optimization parameters. This script checks the Ethernet devices on the servers
functioning as IPFE and updates the locally store information for those devices

1. Log into Active NO console and execute the following command:

lusr/TKLClipfe/bin/ipfeAppworksUpdate.sh

NOTE: This command may execute without any output if no changes are required (no devices
were found to update).

Enable global Enable provisioning and configuration updates on the entire network :
provisioning and
configuration Provisioning and configuration updates may be enabled to the entire network.

Please note that by enabling global provisioning, new data provisioned at NOAM will be
replicated only to upgraded SO(s).

Note: Step 9 is NOT executed on the Active DR NOAM. It is only executed on the
Aipri maryo Active NOAM.

From the Active NOAM GUI:
1. Select Status & Manage > Database
The Database Status screen is displayed.
2.  Click the Enable Provisioning button.
3. Verify the text of the button changes to Disable Provisioning.

Add new Network Skip this step if:

Element (if required). | Addition of a new Network Element is not required at this time

If a new Network Element is to be added, this procedure can be started now. Addition of the
new Network Element will require a separate maintenance window. The servers in the new
Network Element must be installed with the same DSR release as that of the upgraded

NO(s). Follow the DSR 4.x Installation Procedure [5] or the DSR 5.x Installation Procedure [6]
to install the software on the new servers and add the new Network Element under the existing
NO(s). Skip the sections of the Installation Procedure related to installing and configuring the
NO(s). This will add a new DSR SO site under the existing NO(s).

Note on Provisioning Provisioning on the SOs, will typically remain disabled until further upgrades are performed on
status the sites.

End of maintenance window

4.4.7 Site Upgrade (3-Tier, N+0)

This section contains the steps reqdiite upgrade a-8er DSRsite with an SOAM, anda multiple-active (N+0)
DA-MP configuration. It also includes a procedure to upgrade cSBR servers (if used in the deployment).

Each signaling network ateent (SOAM pair and its associated MB8R/DA-MP/IPFE) (i.e. sit§ shouldbe
upgraded in its own separate maintenance window.
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Table 11. Upgrade ExecutionOverview (3-Tier, N+0).

DSR 5.1 Upgrade/Backout Guide

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step Cum. This Step Cum.
(with (with TVOE
TVOE upgrade)
upgrade)
Procedur&6 | 0:10-0:15 | 0:10-0:15 | 0:10-0:15 | 0:10:0:15 Perform Health Check | None
(PreUpgrade 3-Tier,
N+0, SOAM)
Procedur@7 | 0:251:00 | 0:351:15 | 1:252:00 | 1:352:15 Upgrade SO(3-Tier, Site
N+0) Provisioning
Disabled,
No Traffic
Impact
Procedur&8 | 0:251:00 | 1:00-2:15 | 0:251:00 | 2:00-3:15 UpgradecSBR(s)(3- No Traffic
Tier, N+0) Impact
Procedur9 | 0:251:10| 1:253:25| 0:251:10 | 2:254:25 UpgradeMultiple DA- | Traffic will not
MPs (3-Tier, N+0) be handled by
the MP(s)
being
upgraded.
Procedur80 | 0:251:00 | 1:504:25 | 0:251:00 | 2:505:25 UpgradelPFE(s)(3- No Traffic
Tier, N+0) Impact
Procedure31 0:05 1:554:30 0:05 2:555:30 Allow Provisioningfor | Global and
Upgraded Sit¢3-Tier, | Site
N+0) Provisioning
Enabled, No
Procedure82 | 0:01-0:05 | 2:11-5:50 | 0:01-0:05 | 3:11-6:50 Verify Post Upgrade None
Per MP Per MP | worstcase | status (3Tier, N+0)
cumulative
time (16
DA-MPs is
considered)
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4.4.8 Perform Site Backup (Pre-Upgrade, 3-Tier, N+0)

This procedure is used to perform a backup of all servers associated with the site being upgraded. It is recommended
that this procedurbe executed no earlier than 36 hours prior to the start of the upgrade.

Since this backup is to be used in the event of disaster recovery, any site configuration changes made after this
backup should be recorded anecrgered after the disastercovery.

Procedure 25: Perform Site Backup (PreUpgrade, 3Tier, N+0)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server has the latest data to perform a backout, if necessary.

Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.

T UOMmMm-Awm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

Backup Site Backup the configuration database from the Active SO server:
configuration data

1. Log into the SOAM GUI using the VIP.

IMPORTANT: Required |5 gelect Status & Manage > Database to return to the Database Status screen.

for Disaster Recovery 3. Click to highlight the Active SO server, and then click Backup.
The Backup and Archive screen is displayed. (Note: the Backup button will only be
enabled when the Active server is selected.)

4. Selected the Configuration checkbox.

5. Enter Comments (optional).

6. Click OK.

Note: the Active SO can be determined by going to the Status & Manage >HA screen, and
notewhi ch server is currently assigned the
VIP assigned is the Active.

SSH to the Active NO Use the SSH command (on UNIX systems i or putty if running on Windows) to log into the
Active NO:

ssh root@< NO VIP >

( A n s wesdif yoa gre prompted to confirm the identity of the server.)

Execute a backup of all Execute the backupAllHosts utility on the Active NO. [This utility will remotely access each
servers (managed from | specified server, and run the backup command for that server.]
this NO)

Enter the following commands:
# screen
(The screen tool will create a no-hang-up shell session, so that the command will continue

to execute if the user session is lost.)

# Jusr/TKLC/dpi/bin/backupAllHosts
-- hosts=<hostnamel>,<hostname2>,<hostname3>

where <hostnamel>,<hostname2>, etc. is a comma-separated list of hostnames of every
server associated with the site being upgraded. Note: Use commas with no spaces to
separate the hostnames in the list.
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Procedure 25: Perform Site Backup (PreUpgrade, 3 Tier, N+0)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server has the latest data to perform a backout, if necessary.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

HT=UOm-wm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

The following output will be generated for DSR 5.1 servers only:

Do you want to remove the old backup files (if exists
) from all the servers (y/[n])?y

It may take from 10 to 30 minutes for this command to complete, depending
upon the number of servers and the data in the database.

Do not proceed until the backup on each server is completed.

Output similar to the following will indicate successful completion:

Script Completed. Status:

HOSTNAME | STATUS
HPC3blade02 | PASS

HPC3blade01 | PASS
HPC3blade03 | PASS

HPC3blade04 | PASS

(Errors will also report back to the command line.)

Note: There is no progress indication for this command; only the final report when it
completes.

# exit
(to close screen session) (screen -Is and screen -x are used to show active screen
sessions on a server, and re-enter a screen session, respectively)

ALTERNATIVE: A manual back up can be executed on each server individually, rather
than using the script above. To do this, log into each server in the site individually, and
execute the following command to manually generate a full backup on that server:

# Jusr/TKLC/appworks/sbin/full_backup

Output similar to the following will indicate successful completion:

Success: Full backup of COMCOL run env has completed.

Archive file
Backup.dsr.blade01.FullRunEnv.NETWO RK_OAMP.20110417_021502.UPG tar.
gz written in /var/TKLC/db/filemgmt.
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4.4.9 Perform Health Check (Pre-Upgrade, 3-Tier, N+0, SOAM)
This procedure performstealth check of the site prior to upgrading.

Procedure 26: Perform Health Check (Pre-Upgrade, 3-Tier, N+0, SOAM)
This procedure performs a Health Check prior to upgrading the SOAM.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

TUOUmMm-Aw

Start of maintenance window

Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the SOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

4. Do not proceed with the upgrade if any server status is not Norm.

5. Do not proceed if there are any Major or Critical alarms.

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This would mean that the target
release software contains a fix to clear tAh
to clear the alarm(s). Do not continue otherwise.

Log all current alarms Log all current alarms in the system:

1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

View DA-MP Status View DA-MP status.

1. Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Note the number of Total Connections Established.

agrwnN
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4.4.10 Upgrade SOs (3-Tier, N+0)

Procedure27: Upgrade SGs (3-Tier, N+0)

This procedureipgrades the SOAM(s) in atler DSR, including, if necessary, TVOE orckaerver that
hosts an SOAM guesthis procedure is specific to-ier (DSR NO, DSR Snd DSR MP) deploymesit
only.

# O0OmM-dwm

Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Verify Traffic status Log into the Active SOAM GUI, and inspect KPI reports to verify traffic is at the expected
condition.

Verify site Provisioning Site Provisioning was disabled in Section 4.4.4, Disable Provisioning (3-Tier, N+0). Verify that
is disabled site provisioning for the site being upgraded is still disabled.

1. Log into the SOAM GUI using the VIP
2. Inthe GUl status bar,wher e it s

ays f Cohedk forcthe ends suasgien g
Provisioning disabledo

If the message is not present, then execute the following sub-steps; otherwise, continue
with step 3.

3. Select Status & Manage > Database.
The Database Status screen is displayed

4. Click the Disable Site Provisioning button.

5.  Confirm the operation by clicking Ok in the popup dialog box.

6. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code 004]
- Site provisioning has been manually disabled.

Upgrade TVOE Host for | If the Standby SO is hosted on a TVOE blade, and the TVOE Host needs to be upgraded:
Standby SO (if needed)
Execute Appendix J to upgrade the TVOE Host for the Standby SO.

Upgrade Standby SO Upgrade the Standby SO server using Upgrade Single Server procedure :
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Active SO TVOE Host If the Active SO is hosted on a TVOE blade, and the TVOE Host needs to be upgraded:
Upgrade (if needed)
Execute Appendix J to upgrade the TVOE Host for the Active SO.

Upgrade Active SO. Upgrade the Active SO server using the Upgrade Single Server procedure :
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and
continue with the next step.
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Procedure27: Upgrade SGs (3-Tier, N+0)

[@ |nstall NetBackup on NO [ If NetBackup is to be installed on the DSR, execute the procedure found in Appendix I.
a and SO (If required).

Note: In DSR 5.1, the backup file location is changed from /var/TKLC/db/filemgmt to
Ivar/TKLC/db/filemgmt/backup . Configuration of the Netbackup server is required
to point to the correct file path. Updating Netbackup server configuration is out of scope
of this upgrade document

4.4.11 Upgrade cSBR(s) (3-Tier, N+0)

If the DSR being upgraded is running OFCS, ensure thaiSB&(s)are upgraded on an enclosure habisat is,

upgrade theSBR(s)in one enclosure first, and only after the first enclosure has been successfully upgraded should
thecSBR(s)in the second enclosure be upgraded. This approach will ensure service fsatetl @SBRin

different enclosures cannot be upgraded in parallel.

This section covers only the upgrade of Charging SBRs (cSBR), associated with the OFCS application, and NOT

Policy SBRs (pSBR), associated with PDR¥y DSR running PDRA must follow thepgrade procedures found
in Sectiond.7 of this document

Procedure 28. Upgrade cSBR(s)(3-Tier, N+0)

This procedure upgrades tt®8BR(S).
Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

# O0mM-dwm

Find the enclosures in Identify the enclosures in the system. Each enclosure shall contain an IPFE, Active DA-MPs,
the system. active cSBRs and a standby cSBR.

Find the active cSBR(s) Find and record the hostname of the Active and Standby cSBR(s) in the enclosure by going to

in the enclosure the Status & Manage -> HA screen and finding the servers with role of cSBR.
Upgrade cSBRs in 1. Upgrade each of the Standby cSBR servers identified in step 2 using the Upgrade Single
OFCS configuration Server procedure. All Standby cSBR servers can be upgraded in parallel.

Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and
continue the procedure.

2. Upgrade each of the remaining cSBRs identified in step 2 using the Upgrade Single
Server procedure. All remaining cSBR servers can be upgraded in parallel.

Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and
continue with the next procedure.
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4.4.12 Upgrade Multiple DA-MPs (3-Tier, N+0)

The following procedure is used to upgrade the@Rs in a multiactive DAMP cluster. In a mulkactive DAMP
cluster, all of the DAMPs are Active; there are néaBdby DAMPS. So the effect on the Diameter network traffic
must be considered, since adj-MP being upgraded will not be handling live traffic.

If the DSR being upgraded is running OFCS, ensure that th&P#&are upgraded on an enclosure bagiat is,
upgrade the DAVIPs in one enclosure first, and only after the first enclosure hassbeeessfully upgraded should
the DA-MPs in the second enclosure be upgraded. This approach will ensure service is not affected.

Procedure 29 must be executed for all configured DAMPs of a site, regardless of how the DMPs are

grouped for upgrade. So if 16 DAMPs are upgraded four at a time, therProcedure 29 must be executed
four distinct times.

Procedure29: Upgrade Multiple DA-MPs (3-Tier, N+0)

This procedure upgrades tB&-MP.

Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Identify all the DA-MPs Choose the number of MP(s) on which upgrade can be executed in parallel, considering traffic.
to be upgraded together.

Upgrade Active DA-MPs | Upgrade the selected DA-MPs, executing the Upgrade Multiple Server procedure on all
selected DA-MPs in parallel.

Execute Appendix K : Upgrade Multiple Servers

After successfully completing the procedure in Appendix K for all selected DA-MPs, return to
this point and continue with the next procedure.

Repeat for all DA-MP Repeat steps 1 and 2 for the next set of DA-MP servers.
servers

#+TOm-dwm

4.4.13 Upgrade IPFE(s) (3-Tier, N+0)

If none of the signaling network elements in the DSR being updtaae|PFE servers installed, skip this section
and proceed toext procedure Otherwisefollowing procedurenust be executed independently for each signaling
netwok element that has IPFE servers installed.

Procedure 30: Upgrade IPFE(s) (3-Tier, N+0)

This procedure upgrades the IPFE(S).
Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE .
Identify IPFE upgrade Choose the number of IPFEs on which upgrade can be executed in parallel, considering traffic
order impact. The selected IPFEs should belong to same enclosure, and only after the first enclosure

has been successfully upgraded should the IPFE(s) in the second enclosure be upgraded.

|E;! # O0OMmM-dwWw
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Procedure 30: Upgrade IPFE(s) (3-Tier, N+0)

Upgrade IPFE servers 1. Upgrade the IPFEs identified in step 1 in parallel, using the Upgrade Multiple Server
procedure.

Execute Appendix K : Upgrade Multiple Servers

Execute ipfeNetUpdate Execute the following steps on each IPFE server just upgraded :
on each upgraded IPFE
server 1. Use an ssh client to connect to the IPFE server :

ssh <IPFE XMI IP address >
login as: root
password: <enter password>

2. Execute the following command on the IPFE server :
# lusr/TKLC/ipfe/bin/ipfeNetUpdate.sh T verify

The outcome of the above command will indicate the number of lines that need to change. If
the count is ZERO, then proceed to the next step (step 4).

Example output with highlight added (actual file names and numbers may vary):

[root@ISoak -enl-bl0- IPFE ~ J# ipfeNetUpdate.sh - verify
Inspecting /etc/sysconfig/network

Inspecting /etc/modprobe.d/bnx2x.conf

Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth01
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth02
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth21
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth22

You are running in verify mode.

Count of lines that need to change: 0
Files that need to change:

If the outcome of the above command indicates that a NON ZERO number of lines need to
change, then continue with sub-step 3.

Example output with highlight added (actual file names and numbers may vary):

[root@ISoak -enl-bl0- IPFE ~]# ipfeNetUpdate.sh - verify
Inspecting /etc/sysconfig/network

Inspecting /etc/modpro be.d/bnx2x.conf

Inspecting /etc/sysconfig/network - scripts/ifcfg - ethO1
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth02
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth21
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth22
You are running in veri fy mode.

Count of lines that need to change: 8
Files that need to change:

/etc/sysconfig/network
/etc/modprobe.d/bnx2x.conf

/etc/sysconfig/network - scriptsl/ifcfg - eth01
/etc/sysconfig/network - scripts/ifcfg - eth02
/etc/sysconfig/network - scriptsl/ifcfg - eth21
/etc/sysconfig/network - scripts/ifcfg - eth22
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Procedure 30: Upgrade IPFE(s) (3-Tier, N+0)

3. Execute the following commands.

# lusr/TKLC/ipfe/bin/ipfeNetUpdate.sh
# init 6

Note: init 6 will cause a reboot of the IPFE server.lt is recommendedto run
the above stepn just one server of the pair, at a time, to reduce traffic
impact.

4.  Once the server is back online, log into the server and execute the following command:

# [usr/TKLC/ipfe/bin/ipfeNetUpdate.sh - verify

Note: If the outcome of the above command is blank or if it indicates that a
NON-ZERO number of lines need to change, then contact theracle CGBU
Customer Care Centet

Repeat for all IPFE Repeat steps 1 through 3 for the remaining IPFE servers.
servers
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4.4.14 Allow Provisioning for Upgraded Site (3-Tier, N+0)

This procedurellbws provisioningfor SO serversGlobal Provisioning can be enabled after a site upgiide
required.

Procedure31: Allow Provisioning for Upgraded Site(3-Tier, N+0)

S | This procedure allow provisioning for SO and MP servers.
T
E Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .
Enable global Enable provisioning and configuration updates on the entire network (if not already enabled,
provisioning and else ignore this step):
configuration (if not
already enabled). Provisioning and configuration updates may be enabled for the entire network.

Please note that by enabling global provisioning, new data provisioned at the NOAM will
be replicated only to the upgraded SO(s).

Note: Step 1is NOT executed on the Active DR NOAM; it is only executed on the
i pr i maativedNOAM.

1. Log into the Active NOAM GUI using the VIP.
2. Select Status & Manage > Database
The Database Status screen is displayed.
3. Click the Enable Provisioning button.
4.  Verify the text of the button changes to Disable Provisioning.

Enable site provisioning | Enable Site provisioning :

1. Log into the SOAM VIP GUI of the site just upgraded.
2. Select Status & Manage > Database.
The Database Status screen is displayed.
3. Click the Enable Site Provisioning button.
4.  Confirm the operation by clicking Ok in the popup dialog box.
5.  Verify the button text changes to Disable Site Provisioning

Update Max Allowed HA | From the Active NOAM GUI:

Role for NO and SO. 1. Go to the Status & Manage-> HA screen.

2.  Click the Edit button.

3. Check the O6Max All owed HA Rol defaultfitshouldbe | 1
60ActOtheeviBe,update the 6édMax Al | owe the op Ddva liste §

4.  Click the Ok button.
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4.4.15 Verify Post Upgrade status (3-Tier, N+0)
This procedurds used to determine the health and status ohéteork and servers

Procedure32: Verify Post Upgrade status (3Tier, N+0)

This procedure verifies Post Upgrade Status

Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

T=UOUmMm-Awm

Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB), High Availability
(HA), and Processes (Proc).

4. Execute the following commands on the upgraded servers :

Use an SSH client to connect to the upgraded MP (DA-MPs, IPFEs and cSBRs) servers (e.g.
ssh, putty):

ssh < MP server IMI IP address>

login as: root
password: <enter password>

# verifyUpgrade

Examine the output of the above command to determine if any errors were reported. Contact
the Oracle CGBU Customer Care Center in case of errors.
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Procedure 32 Verify Post Upgrade status (3Tier, N+0)

YAl | og all current alarms Log all current alarms in the system:
Py
A From the Active NOAM GUI:
1. Select Alarms & Events > View Active; The Alarms & Events > View Active screen is
displayed.

The following Alarm ID will be observed on the upgraded MP servers (i.e. IPFEs, DA-MPs and
¢c-SBRs (whichever exists) ):

Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Note : If ALARM ID 32532 is not raised on any of the upgraded MP servers, then execute
following commands on that particular server to check the existence of the alarm :

Use an SSH client to connect to each upgraded MP server (DA-MPs, IPFEs and cSBRs)
which did not raise Alarm Id 32532 (e.g. ssh, putty):

ssh < MP server |IP address>

login as: root
password: <enter password>

#alarmMgr  -- alarmstatus

The following output should be displayed :

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33|tpdServerUpgradePendingAccept|1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

Contact the Oracle CGBU Customer Care Center if the above output is not raised.

Alarm 1D 32532 will be cleared once Proceduré0is executed to accept the upgrade on
each MP server (DA-MPs, IPFEs and cSBRs).

2. Click the Report button to generate an Alarms report.
3. Save the report and print the report. Keep these copies for future reference.
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Procedure 32 Verify Post Upgrade status (3Tier, N+0)

Capture the Diameter 1. Log into the SOAM GUI using the VIP.
Maintenance Status 2. Select Main Menu-> Diameter-> Maintenance
On Active SOAM VIP 3. Select Maintenance->Route Lists screen.
for upgraded site. 4.  Filter out all the Route Lists with Route List Statusasfi| s Not Aanafill sab |
Avail abl eo.
5. Record the nAvwnkded ahdiRAtvail abl ed Route
6.  Select Maintenance->Route Groups screen.

7. Filter out all the Route Groups with fPeerNode/Connection Statusasfil s No't
Avail aii¢s Avail abl eo.

8. Record the nAwnmEed ahdifRdvail abl ed Route

9.  Select Maintenance->Peer Nodes screen.

10. Filter out all the Peer Nodes with fPeer Node Operational Statusdasfil s No't
Avail ali¢s Avail abl eo.

11. Recor d t he NotAvabableo od Avdilaliiedo peer nodes.

12. Select Maintenance->Connections screen.

13. Filter out all the Connections with fOperational Statusdasfil s Not Aanadfill sa
Avail abl eo.

14. Recor d t he Naotwababledo od Avdilalieiconnecti ons

15. Select Maintenance->Applications screen.

16. Filter out all the Applications with fOperational St a taefiol s Not Aandfillsab
Avail abl eo.

17. Recor d t he Notvabableoa o fddvdiiabledapplications.

18. Save this off to a client machine

19. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

20. Select the Peer DA-MP Status tab.

21. Verify all Peer MPs are available

22. Select the DA-MP Connectivity tab.

23. Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

Capture the IPFE 1. Select Main Menu -> IPFE->Configuration->Options

Configuration Options 2. Save a screen capture of the complete screen on the client machine
Screens.

On upgraded site.
Capture the IPFE 1. Select Main Menu -> IPFE->Configuration->Target Sets

Configuration Target Set | 2. Save a screen capture of the complete screens on the client machine
screens

On upgraded site.
Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.

Export and archive the From the Active SOAM GUI:
Diameter configuration
data.

. 1. Select Main Menu-> Diameter Configuration->Export
OnActlveSOA_IVIGUI 2. Capture and archivetheDi amet er data by choosing the
on upgraded site . ] .

3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all exported files to the
client machine, or use the SCP utility to download the files from the Active SOAM to the
client machine.

5. Select Diameter > Maintenance > Applications

6. Verify Oper atAvalabtedb Soatabkl iapplications
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Procedure 32 Verify Post Upgrade status (3Tier, N+0)

Bl Export and archive the From the Active NOAM GUI:
Nl Diameter configuration
A data. 1. Select Main Menu-> Diameter Configuration->Export
(?:ﬁ;g\r/;d’:(?g't\ﬂeGUI 2. Capture and archivetheDi amet er data by choosing the

3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all exported files to the
client machine, or use the SCP utility to download the files from the Active NOAM to the
client machine.

IOl Compare data to the Compare the health check status of the upgraded site (as collected in steps 2 through 9) to the
yNll Pre-Upgrade health pre-upgrade health check status taken in Procedureb. If it is any worse, report it to the
A check to verify if the Oracle CGBU Customer Care Center.
system has degraded
after the second
maintenance window.
End of maintenance window.

Note: If another site is to be upgraded, please follow all steps sequerlyastarting with
Procedure?5 in another maintenance window.
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4.5 DSR Upgrade (3-Tier, N+0, RMS) (including TVOE)

This section contains the steps required to upgradiéest BSR, deployed on RMSwjth DA-MPs in the mult
active (N+0) configuration.

The following commercial deployment types are supported:
1) 2 RMSservers, one site, no DIH
2) 3 RMSservers, one site, with one server reserved for DIH (andsitdge)
3) 4 RMSservers, 2 sites with 2 servers per site, no DIH
4) 6 RMSservers, 2 sites with 3 servers per site, 1 server at each site reserved for DIH (atwtd2jé)

In DSR 4.x6.x, RMS-basedDSRs are deployed in one of two supported configurations: without geographic
redundancy, or with geographic redundancy. In both cases, theb@b8 DSR implements just a single Diameter
network element.

When an RMShased DSR is without geographic redancy, there is just a single RMS geographic site,
functioning as a single RMS Diameter site. The upgrade of this DSR deployment should be done in two
maintenance windows: one for the NOAMSs, and the second for all remaining servers.

When an RM$hased DSRncludes geographic redundancy, there are two RMS geographic sites (but still

functioning as a single RMS Diameter site). The primary RMS site contains the NK@AX/Standby pair that

manages the network element, while the-gsgtundant RMS site conta a disaster recovery NOAM pair. Each

RMS geographic site includes its own SOAM pair, but only the SOAMs at the primary RMS site are used to manage
the signaling network element. The SOAMs at thegelundant site are for backup purposes only. Theagjegof

this DSR deployment should be done in three maintenance windows: one for all NOAMSs; a second for the SOAMs
and DAMPs at the geoedundant backup RMS site; and a third for the SOAMs aneMPA at the primary RMS

site.

Global provisioning can be +enabled between scheduled maintenance windows.

Note: DSR 4.1 is the earliest release supported on RMS, so all RNM&sed upgrades will have a source release
of DSR 4.1 or later.

Note:- Ensure thasession outpus logged for future debugging.

4.5.1 NO Upgrade Execution (3-Tier, N+0, RMS)

This section contains upgrade steps for ISR 3-tier setup) NO upgrade with (N+0) configuration (major or
incremental).

Procedure$or the 3tier NO Upgrade include steps for the upgrade of the Disaster Recovery NOANMQ2R)
servers also. If no DR NOAM is present in the customer deployment, thBXRthNEOAM-related steps can be
safely ignored.

Global Provisioning will be disabled before upgrading the NO servers (which will also disable provisioning at the
SO servers)Provisioning activities at the NO and SO servers will have certain limitations during the period
whichthe NOs are upgraded and the sites are not yet upgraded.

The Elapsed Time mentionedtimetable below specifies the time with and without TVOE napig.

If the TVOE Host upgrades are not needed, or were previously performed, then the time estimates without TVOE
upgrade will apply.

These times are estimates.
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Table 12. NO Upgrade Execution Overview (3Tier, N+0, RMS).

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step | Cum. | This Step | Cum.
(with (with
TVOE TVOE
upgrade) | upgra
de)
Procedure34 0:01-0:05 | 0:01- | 0:01-0:05 | 0:01- Perform Health Check None
0:05 0:05 (PreUpgrade 3-Tier,
N+0, NOAM on RMS
Procedure35 0:050:10 | 0:06 | 0:050:10 | 0:06- Disable Provisioning @ | Global and Site
0:15 0:15 Tier, N+0, RMS) Provisioning
Disabled,
No Traffic Impact
Procedure36 0:25-1:00 | 0:31- | 1:252:00 | 1:31- Upgrade TVOE and NOs| No Traffic Impact
1:15 2:15 (3-Tier, N+0, RMS)
Procedure37 0:02-0:05 | 0:57- | 0:01-0:05 | 2:57 Verify Post Upgrade None
2:20 4:20 Status(3-tier, N+0,
NOAM on RMYS)

4.5.2 Pre-Upgrade Checks (3-Tier, N+0, RMS)
This procedure is used to verify that the NOAM NE is ready for upgrade. This procedure exstied on the

Active NOAM.

Procedure 33: Pre-Upgrade Checks (3Tier, N+0, RMS)

This procedure verifies that the NOAM is read y for upgrade.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

S

T "

E Check off (O each step as it is completed. Boxes have been provided for this purpose under each step number.
P

#

ASSISTANCE .

Determine if TVOE Host
Upgrades will be
required during the
Upgrade (or have been
performed prior to this
upgrade)

IMPORTANT:

Verify the revision level of the TVOE Host systems for the NO and DR-NO virtual servers.

If they are not on the required release (typically 2.5.1), then the optional steps in this procedure
to upgrade the TVOE Hosts will be required.

See Appendix E for the steps to verify the TVOE Host revision level. (This can be done from
PMAC Software Inventory form.)

Complete this information:

NO-A TVOE Host Rev
NO-B TVOE Host Rev
DR-NO-A TVOE Host Rev
DR-NO-B TVOE Host Rev

Will TVOE Upgrades be performed during the DSR Application Upgrades?
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Procedure 33: Pre-Upgrade Checks (3Tier, N+0, RMS)

Al NO GUI: Verify NO For the servers with Role = Network OAM&P, confirm Application Version (pre-upgrade).
Servers existing
Application Version Example:

Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
5.1 releases. The example below provides a snapshot from both releases.

Upgrade Screen in DSR 4.x

Main Menu: Administration -> Upgrade

|  Network Element Role
 Hostname |
| 1 Application Version Function
Pe=ieOr=223 NETWORK OAMEFP
T2-NO-228-A
4.0.2-40.27.3 OAMEP
T2_MNO_228 NETWORK OAMEP
T2-NO-228-B
Unknown DAMEP
T2_MNO_228 MP
MP2 i-3cti
4.0.2-40 27 3 DSR (multi-active
cluster)
T2_MNO_223 MP
MP3 i-3cti
4.0.2-40.27 3 DSR (multi-active
cluster)
. T2_MNO_228 MP
ipfe
4.0.2-40.27.3 IP[}fmntEnd
: TZ2_MNO_228 MP
ipfe2
402-4027 3 IP Front End
T2_MNO_228 MP
MP1 i-3cti
4.0.2-40 27 3 DSR (multi-active
cluster)
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Procedure 33: Pre-Upgrade Checks (3Tier, N+0, RMS)
Upgrade screen in DSR 5.0 and DSR 5.1 releases up to 5.1.0-51.12.2

Main Menu:Administration->Upgrade

Server Status Server Role Function  Upgrade State Status Message
Hostiome OAM Max HA Role Network Element Start Time: Finish Time Mate Server Stafus
::"Rﬁ‘”e"""e" Application Version Upgrade SO
Norm Network OAM&P OAMEP Not Ready
Viper-NO1 Adiive NO_Viper
Active 50.0-50.151
Norm Network OAM&P OAMEP Not Ready
Viper-NO2 Standby NO_Viper
Active 50.0-50.151
Norm System OAM OAM Not Ready
Viper-S01-A Active S01_Viper
Active 5.0.0-50.15.1
Norm System OAM AN Not Ready
Viper-801-B. Standby S01_Viper
Active 50.0-50.151
Norm System OAM OAN Not Ready
Viper-502-A Active S02_Viper
Active 5.0.0-50.15.1
Norm System OAM OAM Not Ready
Viper-502-B Standby 502_Viper Wiper-502-Al
Active 5.0.0-50.15.1
DSR
Norm WP g’;‘“v‘: Not Ready
Viper-MP0O5 cluster) iViper-MP0&
Adiive S01_Viper
Active 50.0-50.151

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Select NO server group and verify Application Version

Main Menu: Administration -> Software Management -> Upgrade 9«

> -

WS PEX PG FERS SR 0%

aleSue  OMlarkice Serwide  Facke  Aplcaieesos Gtlee  fesTee
o Sorer S :‘;"‘ et e Iyt 0 S e

et Ready N OIS QNI (51051
- @
- MRy NN O 5135130

" p v NO_HPOR
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Procedure 33: Pre-Upgrade Checks (3Tier, N+0, RMS)

NO GUI: Verify ISO for Verify the DSR ISO file has been transferred to all servers:
Upgrade has been

Deployed Example:
Main Menu: Administration -> ISO & Help
Wed Sep 25 17:39:13 2013 UTC
Display Filter: - None - v | = Go | (LIKE wildcard: ™)

® Transfer IS0 Complete.
o 150 872-2526-101-5.0.0_50.12.0-D5R-x86_64.is0

7 of 7 Transfers Successful.
0 of 7 Transfers Failed.

Table description: List of Systems for IS0 transfer.

Dizplaying Records 1-7 of 7 total | | | | |

System Name | Hostname 150 Transfer Status
MP1 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
MP2 872-2526-101-5.0.0_50.12.0-D5R-x86_64.iso Complete
MP3 872-2526-101-5.0.0_50.12.0-D5R-x86_064.is0 Complete
T2-NO-228-A 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
T2-MNO-228-B 872-2526-101-5.0.0_50.12.0-DSR-x86_564.is0 Complete
ipfe1 872-2526-101-5.0.0_50.12.0-DSR-x86_6F4.is0 Complete
ipfe2 872-2526-101-5.0.0_50.12.0-D5R-x86_6B4.is0 Complete

Displaying Records 1-7 of 7 tatal | 7111 | Frey | e | Lasl|

[Transfer 1S0]

If not, refer to section 3.3.10, ISO Administration

Verify that a recent Verify that a recent version of the Full DB backup has been performed.
version of the Full DB
backup has been 1. Select Status and Manage A Files

performed 2. Check time stamp on the following files:

Backup.DSR.<hostname>.FullRunEnv.NETWORK_OAMP.<time_stamp>.UPG.tar
.bz2

Backup.DSR.<hostname>.FullDBParts.NETWORK_OAMP.<time_stamp>.UPG.ta
r.bz2

See section 3.3.5 to perform (or repeat) a full Backup, if needed.
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4.5.3 Perform Health Check (Pre-Upgrade, 3-Tier, N+0, NOAM on RMS)

This procedurds used to determine the health and status ofiétt@orkand serversThis proceduranust be
executed on thActive NOAM.

THE NOAM(s) (and DR-NOAMs) MUST BE UPGRADED IN THE SAME
MAINTENANCE WINDOW.

|
ARG THE SOAM SITE(s) SHOULD BE UPGRADED SUBSEQUENTLY, EACH SITE IN

ITS OWN MAINTENANCE WINDOW.

Procedure 34: Perform Health Check (Pre-Upgrade, 3-Tier, N+0, NOAM on RMS)

This procedure performs a Health Check.

Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

HFUOm-wm

Start of maintenance window
Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB), High Availability
(HA), and Processes (Proc).

4. Do not proceed with the upgrade if any server status is not Norm.

5. Do not proceed if there are any Major or Critical alarms.

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the
upgrade is specifically intended to clear those alarm(s). This would mean that the target
rel ease software contains a fix to clear th
to clear the alarm(s). Do not continue otherwise.

Repeat sub-steps 1 through 5 from the Active SOAM GUI.

Log all current alarms at | Log all current alarms in the system:

NOAM
From the Active NOAM GUI:
1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.
Repeat sub-steps 1 through 3 from the Active SOAM GUI.
View Communication View Communication Agent status for all connections.

Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;
The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.
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Procedure 34: Perform Health Check (Pre-Upgrade, 3-Tier, N+0, NOAM on RMS)
i View DA-MP Status View DA-MP status.

A From the Active SOAM GUI:

1. Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Note the number of Total Connections Established

arwON

4.5.4 Disable Provisioning (3-Tier, N+0, RMS)

The following procedure upgrades tBiier NOAM, includingthe DisasteRecoverysite NOAM (DR-NO). If the
DR NOAM isnotpresent, all DR NOAMrelated steps can be safely ignored.

Procedure 35: Disable Provisioning (3Tier, N+0, RMS)

This procedure disables provisioning fefr&r NO (and DRNO) servers, prior to upgrade. This
procedure is specific tofler (DSR NO, DSR SO, and DSR MP) deployments only.
It applies to (N+0) redundant BMP server configurations on RMS servers.

Check off Q) each step as it is completed. Boxes have been provided for this purpose under each step number.

#+OmM-AwWw

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Disable global Disable global provisioning and configuration updates on the entire network:
provisioning and
configuration. 1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed

3. Click the Disable Provisioning button.

Confirm the operation by clicking Ok in the popup dialog box.

5. Verify the button text changes to Enable Provisioning; a yellow information box should
also be displayed at the top of the view screen which states: [Warning Code 002] -
Global provisioning has been manually disabled.

6. The Active NO server will have the following expected alarm:

- Alarm ID = 10008 (Provisioning Manually Disabled)

»

Disable Site Disable Site provisioning for all the sites present in the setup :

Provisioning

1. Log into the Active SOAM GUI using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed

3. Click the Disable Site Provisioning button.

Confirm the operation by clicking Ok in the popup dialog box.

5. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code
004] - Site provisioning has been manually disabled.

6. Repeat sub steps 2 through 5 for all the sites present in the setup.

»
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45,5 Upgrade TVOE and NOs (3-Tier, N+0, RMS)
This procedure is used to upgrade the NOAM and DR NOAM servers, including TVOE if required.

Procedure 36. Upgrade TVOE and NOs (3Tier, N+0, RMS)

This procedure upgrades the TVOE of NOAM servers and upgrades NOAM servers of the setup.
Check off §) each step as it is completed. Boxes have been provided for this pungleseeach step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

# O0OmM-dwm

Upgrade Standby DSR Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
NO and DR NO servers | Standby DR NO and/or Standby DSR NO are hosted on TVOE blades.

(using Upgrade Single
Server procedure). Upgrade the Standby DSR NO server and Standby DR NO(s) (if exists) in parallel using
Upgrade Single Server procedure:

Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

If the upgrade fails i do not proceed. Consult with the Oracle CGBU Customer Care
Center on the best course of action.

Upgrade Active NO and Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
DR NO servers. Active DR NO (mate) and/or Active DSR NO (mate) are hosted on TVOE blades.

(NOTE: If logged out of
NOAM VIP, login again.) | Upgrade the Active NO server (the mate) and Active DR NO (if exists) using the Upgrade
Single Server procedure:

1. Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

The NOAM GUI will show the new DSR 5.1 release.

If the upgrade fails i do not proceed. Consult with the Oracle CGBU Customer Care
Center on the best course of action.
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4.5.6 Verify Post Upgrade Status (3-tier, N+0, NOAM on RMS)
This procedures used to determine the health and status ohéteork and servers

Procedure 37: Verify Post Upgrade Status(3-tier, N+0, NOAM on RMS)

S | This procedure verifies Post Upgrade Status for 3-Tier (N+0) NO upgrade on RMS servers.
T
E Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .

SSH: Verify NO and Verify Server Status after NO servers upgraded:

DR-NO Server Status
1. Execute the following commands on the Active NOAM, Standby NOAM, Active DR
NOAM, and Standby DR NOAM servers :
Use an SSH client to connect to the upgraded server (e.g. ssh, putty):

ssh <NO XMI IP address>

login as: root
password: <enter password>

Note: The static XMI IP address for each NO server should be available in Table3.
# verifyUpgrade
Examine the output of the above command to determine if any errors were reported. In

case of errors, please contact the OracleCGBU Customer Care Center

#alarmMgr  -- alarmstatus

The following alarm output should be seen, indicating that the upgrade completed.

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33| tpdServerUpgradePend  ingAccept |1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

Note: Alarm ID 32532 will be cleared once Proceduré0is executed to accept the upgrade
on each server.

Contact the Oracle CGBU Customer Care Center if the above output is not generated.
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Procedure 37: Verify Post Upgrade Status(3-tier, N+0, NOAM on RMS)

Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

Expected Alarms include:

Active NO server has:
Alarm 1D = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Repeat sub-steps 2 through 3 from the Active SOAM GUI.

NO GUI: Verify Alarm Log all current alarms in the system:
status
From the Active NOAM GUI:
1. Select Alarms & Events > View Active.

The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active NO server:
Alarm ID = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

SO GUI: Verify Alarm Log all current alarms in the system:
status
From the Active SOAM GUI:
1. Select Alarms & Events > View Active.

The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active SO server:
Alarm 1D = 10008 (Provisioning Manually Disabled)

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.
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Procedure 37: Verify Post Upgrade Status(3-tier, N+0, NOAM on RMS)
View DA-MP Status View DA-MP status.

From the Active SOAM GUI:
1. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

2. Select the Peer DA-MP Status tab.

3. Verify all Peer MPs are available

4. Select the DA-MP Connectivity tab.

5.  Verify the number of Total Connections Established is consistent with the pre-upgrade

connection count.

Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.
Update AppWorks Note 1: This step is only applicable if the setup includes IPFE servers. This step will
NetworkDeviceOption handle the possible audit discrepancies which may occur after upgrading the IPFE

Table for the configured | servers. This step prepares the Active NO to handle any such discrepancies.
IPFE Ethernet devices
on the Active NO server | Note 2: To optimize the performance of IPFE Ethernet devices, it is required to execute
the ipfeNetUpdate.sh script on the IPFE servers after the upgrade. AppWorks performs
an audit on the configured IPFE Ethernet devices and will update them with the locally
stored information in case of any discrepancies.

Note 3: The steps below will update the locally stored information with the performance
optimization parameters. This script checks the Ethernet devices on the servers
functioning as IPFE, and updates its locally store information for those devices.

1. Log into the Active NO console and execute the following command:

lusr/TKLClipfe/bin/ipfeAppworksUpdate.sh

NOTE: This command may execute with no output when no changes are required (no
devices were found to update).

Note on Provisioning Provisioning on the NO and SOs will typically remain disabled until further upgrades are
status performed on the sites. SO provisioning shall also remain disabled.

End of maintenance window
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45.7 Site Upgrade (3-Tier, N+0, RMS)
This section contains the steps required to upgradiéest BSR site that ha:é&8OAM function, and multiplacive
(N+0) DA-MP configuration on RMServers
Each signalinghetwork element (SOAM pair and its associated MPs) sit§ shouldbe upgraded in its own
separate maintenance window.
Globalprovisioningcan bere-enabledif required) after any one of the Steas been upgraded.

Software Upgrade Guide

Table 13. Site Upgrade Execution Overview 8-Tier, N+0, RMS).

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step Cum. This Step Cum.
(with (with
TVOE TVOE
upgrade) | upgrade)
Procedur89 | 0:10-0:15 | 0:10-0:15 | 0:10-0:15 | 0:100:15 Perform Health Check | None
(PreUpgrade 3-Tier,
N+0, RMS)
Proceduret0 | 0:251:05 | 0:351:20 | 0:251:05 | 0:351:20 Upgrade SO$3-Tier, Site
N+0, RMS) Provisioning
Disabled, No
Traffic Impact
Proceduretl | 0:20-1:10 | 0:552:30 | 0:20-1:10 | 0:552:30 UpgradeMultiple DA- | Traffic will not
MPs (3-Tier, N+0, be handled by
being
upgraded.
Proceduret2 | 0:10-1:00 | 1:053:30 | 0:10-1:00 | 2:053:30 Upgrade IPFE(s}3- No Traffic
Tier, N+0, RMS) Impact
Proceduret3 0:05 1:10-3:35 0:05 2:10-3:35 Allow Provisioningfor | Global and
UpgradedSite B-Tier, | Site
N+0, RMS) Provisioning
Enabled, No
Traffic Impact
Proceduret4 | 0:01-0:05 | 1:26-4:55 | 0:01-0:05 | 2:26:4:55 Verify Post Upgrade None
Per MP Per MP | worstcase | status (3Tier, N+0,
cumulative | RMS)
time (16
DA-MPs is

considered)

4.5.8 Perform Site Backup (Pre-Upgrade, 3-Tier, N+0, RMS)

This procedure is used to perform a backup of all servers associated with the site being upgraded. It is recommended
that this procedure be executed no earlier than 36 hours prior to the start of the upgrade.

Since this backup is to be used in the evéidigaster recovery, any site configuration changes made after this
backup should be recorded anecrdered after the disaster recovery.
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Procedure 38: Perform Site Backup (PreUpgrade, 3Tier, N+0, RMS)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server has the latest data to perform a backout, ifnecessary.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

TUOUmMm-Aw

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

Backup Site Backup the configuration database from the Active SO server:
configuration data
1. Log into the SOAM GUI using the VIP.
IMPORTANT: Required |5 gelect Status & Manage > Database to return to the Database Status screen.
for Disaster Recovery 3.  Click to highlight the Active SO server, and then click Backup.
The Backup and Archive screen is displayed. (Note: the Backup button will only be
enabled when the Active server is selected.)
4. Selected the Configuration checkbox.
5. Enter Comments (optional).
6. Click OK.

Note: the Active SO can be determined by going to the Status & Manage >HA screen, and
notewhi ch server is currently assigned the
VIP assigned is the Active.

SSH to the Active NO Use the SSH command (on UNIX systems i or putty if running on Windows) to log into the
Active NO:

ssh root@< NO VIP >

( A n s wesdif yoa gre prompted to confirm the identity of the server.)

Execute a backup of all Execute the backupAllHosts utility on the Active NO. [This utility will remotely access each
sr:ervers)(managed from | specified server, and run the backup command for that server.]
this NO

Enter the following commands:

# screen
(The screen tool will create a no-hang-up shell session, so that the command will continue

to execute if the user session is lost.)

# [usr/TKLC/dpi/bin/backupAllHosts
-- hosts=<hostnamel>,<hostname2>,<hostname3>

where <hostnamel>,<hostname2>, etc. is a comma-separated list of hostnames of every
server associated with the site being upgraded. Note: Use commas with no spaces to
separate the hostnames in the list.

The following output will be generated for DSR 5.1 servers only:

Do you want to remove the old backup files (if exists
) from all the servers (y/[n])?y
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Procedure 38: Perform Site Backup (PreUpgrade, 3Tier, N+0, RMS)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server has the latest data to perform a backout, ifnecessary.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

HT=UOm-wm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

It may take from 10 to 30 minutes for this command to complete, depending
upon the number of servers and the data in the database.

Do not proceed until the backup on each server is completed.

Output similar to the following will indicate successful completion:

Script Completed. Status:

HOSTNAME | STATUS
HPC3blade02 | PASS

HPC3blade01 | PASS
HPC3blade03 | PASS

HPC3blade04 | PASS

(Errors will also report back to the command line.)

Note: There is no progress indication for this command; only the final report when it
completes.

# exit

(to close screen session) (screen -Is and screen -x are used to show active screen
sessions on a server, and re-enter a screen session, respectively)

ALTERNATIVE: A manual back up can be executed on each server individually, rather
than using the script above. To do this, log into each server in the site individually, and
execute the following command to manually generate a full backup on that server:

# Jusr/TKLC/appworks/sbin/full_backup

Output similar to the following will indicate successful completion:

Success: Full backup of COMCOL run env has completed.

Archive file
Backup.dsr.bladeO1.FullRunEnv.NETWO RK_OAMP.20110417_021502.UPG.tar.
gz written in /var/TKLC/db/filemgmt.
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4.5.9 Perform Health Check (Pre-Upgrade, 3-Tier, N+0, RMS)
Detailed steps arghown in the procedure below.

Procedure 39: Perform Health Check (PreUpgrade, 3-Tier, N+0, RMS)

This procedure performs a Health Check before upgrading the SOAM.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

TUOUmMm-Aw

Start of maintenance window

Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the SOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

4. Do not proceed with the upgrade if any server status is not Norm.

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This would mean that the target

release software contains afixtoc| ear t he fAstucko alarm(s) a
to clear the alarm(s). Do not continue otherwise.

Log all current alarms Log all current alarms in the system:

1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

View DA-MP Status View DA-MP status.

=

Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Note the number of Total Connections Established.

arpwN
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4.5.10 Upgrade SOs (3-Tier, N+0, RMS)
Detailed steps are shown in thcedure below.

Procedure40: Upgrade SOg(3-Tier, N+0, RMS)

This procedure upgrades the SOAM(s) intteeBDSR. Thisprocedure is specific to-8er (DSR NO, DSR
SO, and DSR MPRMS deployments only.

Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

#OmM-dWm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Verify Traffic status Log into the Active SOAM GUI, and inspect KPI reports to verify traffic is at the expected
condition.
Verify that site Site Provisioning was disabled in Section 4.5.4, Disable Provisioning (3-Tier, N+0, RMS).

Provisioning is disabled | Verify that site provisioning for the site being upgraded is still disabled.

1. Log into the SOAM GUI using the VIP

2. IntheGUlstatusbar,wher e it says @ Coheckforctheend seaigeg
Provisioning disabledo

If the message is not present, then execute the following sub-steps; otherwise, continue

with step 3.

3. Select Status & Manage > Database.
The Database Status screen is displayed
4. Click the Disable Site Provisioning button.
5.  Confirm the operation by clicking Ok in the popup dialog box.
Verify the button text changes to Enable Site Provisioning; a yellow information box should
also be displayed at the top of the view screen which states: [Warning Code 004] - Site
provisioning has been manually disabled.
Upgrade standby SO Upgrade the Standby SO server using the Upgrade Single Server procedure :

Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Note: In an RMS-based DSR the SOAM is a guest on a TVOE Host that has already been
upgraded as part of the NOAM upgrade.

Upgrade Active SO. Upgrade the Active SO server using the Upgrade Single Server procedure :
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Note: In an RMS-based DSR, the SOAM is a guest on a TVOE Host that has already been
upgraded as part of the NOAM upgrade.

Install NetBackup on NO | If NetBackup is to be installed on the DSR, execute the procedure found in Appendix I.
and SO (If required).

Note: In DSR 5.1, the backup file location is changed from /var/TKLC/db/filemgmt to
Ivar/TKLC/db/filemgmt/backup . Configuration of the Netbackup server is required
to update the correct file path. Updating the Netbackup server configuration is out of
scope of this upgrade document.
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4.5.11 Upgrade Multiple DA-MPs (3-Tier, N+0, RMS)

The following procedure is used to upgrade the@Rs in a multiactive DAMP cluster. In a mulkactive DAMP
cluster, all of the DAMPs areActive; there are n8tandby DAMPSs. The effect on the Diameter network traffic
must be considered, since adj-MP being upgraded will not be handling live traffic.

Proceduretl needs to be executed for all configured DMPs of a site, regardless of how the DMPs are

grouped for upgrade. So if 16 DAMPs are upgraded four at a time, therProceduret1 must be executed four
distinct times.

Procedure41: Upgrade Multiple DA-MPs (3-Tier, N+0, RMS)

This procedure upgrades the DAP.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Identify all the DA-MPs Choose any number of MP(s) to be upgraded in parallel, considering traffic.
to be upgraded together.

S

T . . .

E Check off §) each step as it is completed. Boxes have been provided for this purptesesach step number.
P

#

Upgrade Active MPs Upgrade the selected DA-MPs, executing the Upgrade Multiple Servers procedure on all
selected DA-MPs in parallel.

Execute Appendix K : Upgrade Multiple Servers

After successfully completing the procedure in Appendix K for all selected DA-MPs, return to
this point and continue with the next procedure.

Repeat DA-MP upgrade | Repeat steps 1 and 2 for the next set of DA-MPs to be upgraded.

4.5.12 Upgrade IPFE(s) (3-Tier, N+0, RMS)

If none of the signaling network elements in the DSR being upgraded has IPFE servers installed, skip this section
and proceed to next procedure. Otherwisefollowing procedure must be executed independently for each
signaling network element that hd&d~E servers installed.

Procedure42: Upgrade IPFE(sS)(3-Tier, N+0, RMS)

S | This procedure upgrades the IPFE(S).
T ~
E Check off Q) each step as it is completed. Boxes have been provided for this purpose under each step number.
P | SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE.
Identify IPFE upgrade Choose any number of IPFEs to be upgraded in parallel, considering traffic impact. All the
order IPFEs should belong to same RMS geographic site and only after the first RMS geographical
site has been successfully upgraded should the IPFE(s) in the second RMS geographic site be
upgraded.
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Procedure42: Upgrade IPFE(s)(3-Tier, N+0, RMS)

Upgrade IPFE servers 1. Upgrade the IPFEs identified in sub-step 1 in parallel, using the Upgrade Multiple Server
procedure.

Execute Appendix K : Upgrade Multiple Servers

Execute ipfeNetUpdate Execute the following steps on each IPFE server just upgraded :
on each upgraded IPFE
server 1. Use an ssh client to connect to the IPFE server :

ssh <IPFE XMI IP address >
login as: root
password: <enter password>

2. Execute the following command on the IPFE server :
# lusr/TKLC/ipfe/bin/ipfeNetUpdate.sh T verify

The outcome of the above command will indicate the number of lines that need to change. If
the count is ZERO, then proceed to the next step (step 4).

Example output with highlight added (actual file names and numbers may vary):

[root@ISoak -enl-bl0-IPFE ~J# ipfeNetUpdate.sh - verify
Inspecting /etc/sysconfig/network

Inspecting /etc/modprobe.d/bnx2x.conf

Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth01
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth02
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth21
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth22

You are running in verify mode.

Count of lines that need to change: 0
Files that need to change:

If the outcome of the above command indicates that a NON ZERO number of lines need to
change, then continue with sub-step 3.

Example output with highlight added (actual file names and numbers may vary):

[root@ISoak -enl-bl0- IPFE ~]# ipfeNetUpdate.sh - verify
Inspecting /etc/sysconfig/network

Inspecting /etc/modprobe.d/bnx2x.conf

Inspecting /etc/sy sconfig/network - scripts/ifcfg - ethO1
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth02
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth21
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth22

You are running in verify mode.

Count of lines that need to change: 8
Files that need to change:

/etc/sysconfig/network
/etc/modprobe.d/bnx2x.conf

/etc/sysconfig/network - scriptsl/ifcfg - eth01
/etc/sysconfig/network - scripts/ifcfg - eth02
/etc/sysconfig/network - scriptsl/ifcfg - eth21
letc/sysconfig/ne twork - scripts/ifcfg - eth22
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Procedure42: Upgrade IPFE(s)(3-Tier, N+0, RMS)

3. Execute the following commands.

# lusr/TKLC/ipfe/bin/ipfeNetUpdate.sh
# init 6

Note: init 6 will cause a reboot of the IPFE server.lt is recommendedto run
the above stepn just one server of the pair, at a time, to reduce traffic
impact.

4.  Once the server is back online, log into the server and execute the following command:

# [usr/TKLC/ipfe/bin/ipfeNetUpdate.sh - verify

Note: If the outcome of the above command is blank or if it indicates that a
NON-ZERO number of lines need to change, then contact theracle CGBU
Customer Care Centet

Repeat for all IPFE Repeat steps 1 through 3 for the remaining IPFE servers.
servers
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4.5.13 Allow Provisioning for Upgraded Site (3-Tier, N+0, RMS)
This procedure is used to all@ite provisioning and global provisioning disabled previously.

Procedure43: Allow Provisioning for Upgraded Site (3-Tier, N+0, RMS)

S | This procedure allow provisioning for SO and MP servers of 3 Tier (N+0) setup.
T
E Check off (§) each step as it is completed. Boxes have been provided for this purpose under eactstep number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .
Enable global Enable provisioning and configuration updates on the entire network:
provisioning and
configuration. Provisioning and configuration updates may be enabled to the entire network.

Note: By enabling global provisioning, new data provisioned at NOAM will be replicated
only to upgraded SO(s).

Note: Step 1is NOT executed on the Active DR NOAM; it is only executed on the
i pr i maativedNOAM.

1. Log into the Active NOAM GUI using the VIP.
2. Select Status & Manage > Database
The Database Status screen is displayed.
3. Click the Enable Provisioning button.
4.  Verify the text of the button changes to Disable Provisioning.

Enable site provisioning. | Enable Site provisioning :

1. Log into the Active SOAM VIP GUI of the site just upgraded.
2. Select Status & Manage > Database.

The Database Status screen is displayed
3. Click the Enable Site Provisioning button.
Confirm the operation by clicking Ok in the popup dialog box.
5.  Verify the button text changes to Disable Site Provisioning.

&

Update Max Allowed HA

Role for NO and SO. From the Active NOAM GUI:

1. Goto Status & Manage-> HA.

2. Click the Edit button.

3. Check the 6Max All owed HA Rol defaultf ltsshoulcibe | 1
6ActOtheeviBe,update the 6Max Al | owe the Dop Ddva lise §

4.  Click the Ok button.

1180f 295 Version 2.0 E5454801, June 2014



Software Upgrade Guide DSR 5.1 Upgrade/Backout Guide

4.5.14 Verify Post Upgrade status (3-Tier, N+0, RMS)
This procedures used to determine the health and status ohéteorkand serversn RMSservers

Procedure44: Verify Post Upgrade status (3Tier, N+0, RMS)

This procedure verifies Post Upgrade Status

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

HTUOUmMm-Awm

Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB), High Availability
(HA), and Processes (Proc).

4.  Execute the following commands on the upgraded servers :

Use an SSH client to connect to the upgraded MP (DA-MPs, IPFEs and cSBRs) servers (e.g.
ssh, putty):

ssh< MP server IMIIP address>

login as: root
password: <enter password>

# verifyUpgrade

Examine the output of the above command to determine if any errors were reported. Contact
the Oracle CGBU Customer Care Center in case of errors.
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Procedure 44: Verify Post Upgrade status (3Tier, N+0, RMS

YAl | og all current alarms Log all current alarms in the system.
Py
A From the Active NOAM GUI:
1. Select Alarms & Events > View Active; The Alarms & Events > View Active screen is
displayed.

The following Alarm ID will be observed on all upgraded MP servers (i.e. IPFEs, DA-MPs and
¢c-SBRs (whichever exists) ):

Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)
Note : If Alarm ID 32532 is not raised on any of the upgraded MP servers (DA-MPs, IPFEs and
cSBRs), then execute following commands on that particular server to check for the existence
of the alarm :

Use an SSH client to connect to each upgraded MP server (DA-MPs, IPFEs and cSBRs ) that
did not raise Alarm Id 32532 (e.g. ssh, putty):

ssh < MP server |IP address>

login as: root
password: <enter password>

#alarmMgr  -- alarmstatus
The following output should be raised :

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33|tpdServerUpgradePendingAccept|1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

Contact the Oracle CGBU Customer Care Center if the above output is not raised.

2. Alarm ID 32532 will be cleared once Proceduré0is executed to accept the upgrade on
each MP server (DA-MPs, IPFEs and cSBRs).

3. Click the Report button to generate an Alarms report.
4. Save the report and print the report. Keep these copies for future reference.
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Procedure 44: Verify Post Upgrade status (3Tier, N+0, RMS

Capture the Diameter From the Active SOAM GUI:

Maintenance Status

On Active SOAM VIP 1. Select Main Menu-> Diameter-> Maintenance

for upgraded site. Select Maintenance->Route Lists screen.

3.  Filter out all the Route Lists with Route List Statusasfil s Not Aandfillsabl
Avail abl eo.

4 Record the ndAmnkhded anhdiRdAtvvail abl ed Route

5.  Select Maintenance->Route Groups screen.

6. Filter out all the Route Groups with fPeerNode/Connection Statusasfil s No't
Avail amliéé Avail abl eo.

7. Record the nAvwdes afmAdvidNioltabl ed Rout e Gr oy

Select Maintenance->Peer Nodes screen.

9. Filter out all the Peer Nodes with fPeer Node Operational Statusoasiil s No't
Avail aldihéé Avail abl eo.

10. Recor d t he NotAvabableo od Avdilaliiedo peer nodes.

11. Select Maintenance->Connections screen.

12. Filter out all the Connections with fOperational Statusoasfil s Not Aanaifi Il sa
Avail abl eo.

13. Record t he NotWwvababledo oda Avdilalleiconnecti ons

14. Select Maintenance->Applications screen.

15. Filter out all the Applications with fOperational St a taefiol s Not Aandfillsab
Avail abl eo.

16. Recor d t he Naotlwabableoa o fdvaiiableoapplications.

17. Save this off to a client machine

18. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

19. Select the Peer DA-MP Status tab.

20. Verify all Peer MPs are available

21. Select the DA-MP Connectivity tab.

22. Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.

N

©

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

Capture the IPFE 1. Select Main Menu -> IPFE->Configuration->Options
Configuration Options 2. Save ascreen capture of the complete screen on the client machine.
Screens.

On upgraded site.
Capture the IPFE 1. Select Main Menu -> IPFE->Configuration->Target Sets

Configuration Target Set | 2. Save a screen capture of the complete screens on the client machine.
screens

On upgraded site.
Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.

Export and archive the From the Active SOAM GUI:
Diameter configuration 1. Select Main Menu-> Diameter Configuration->Export
data. 2. Capture and archivetheDi amet er data by choosing the
On Active SOAM GUI 3. Verify th d datai d using th ks b h fth
on upgraded site . erify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all the exported files to
the client machine, or use the SCP utility to download the files from the Active SOAM to
the client machine.

Select Diameter > Maintenance > Applications
Verify Oper atAvalabeeb BSonant abkl i applications

o u
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Procedure 44: Verify Post Upgrade status (3Tier, N+0, RMS

Bl Export and archive the From the Active NOAM GUI:
Diameter configuration 1. Select Main Menu-> Diameter Configuration->Export
A data. . 2. Capture and archivetheDi amet er data by choosing the
c?r? ﬁ;g\r/;}dg(?gi'tweew 3. Verify the requested data is exported using the tasks button at the top of the screen.
4. Browse to Main Menu->Status & Manage->Files and download all the exported files to
the client machine, or use the SCP utility to download the files from the Active NOAM to
the client machine.

IOl Compare data to the Compare the health check status of the upgraded site, as collected from steps 2 through 9, to
A Pre-Upgrade health the pre-upgrade health check taken in Procedureb. If it is any worse, report it to the Oracle
check to verify if the CGBU Customer Care Center.

system has degraded
after the second
maintenance window.

End of maintenance window.

Note: If another site is to be upgraded, follow all steps sequentlg starting from Procedures
in another maintenance window.
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4.6 DSR Upgrade (3-Tier, 1+1, RMS) (including TVOE)

This section contains the steps required to upgradiéest BSR, deployed on RMSs, and whose-DIRs are inhe
multi-active (N+0) configuration.

The following commercial deployment types are supported:
1) 2 RMSservers, one site, no DIH
2) 3 RMSservers, one site, with one server reserved for DIH (andsitdge)
3) 4 RMSservers, 2 sites with 2 servers per siteDiid
4) 6 RMSservers, 2 sites with 3 servers per site, 1 server at each site reserved for DIH (atwtd2jé)

In DSR 4.x6.x, RMS-based DSRs are deployed in one of two supported configurations: without geographic
redundancy, or with geographic redundanbyboth cases, the RMiBased DSR implements just a single Diameter
network element.

When an RMShased DSR is without geographic redundancy, there is just a single RMS geographic site,
functioning as a single RMS Diameter site. The upgrade of this DSIBytleent should be done in two
maintenance windows: one for the NOAMSs, and the second for all remaining servers.

When an RM$based DSR includes geographic redundancy, there are two RMS geographic sites (but still
functioning as a single RMS Diameter sitdhe primary RMS site contains the NOAMtive/Standby pair that
manages the network element, while the-gegundant RMS site containdésasteRecovery NOAM pair. Each

RMS geographic site includes its own SOAM pair, but only the SOAMs at the privhaBysite are used to manage

the signaling network element. The SOAMs at thegelundant site are for backup purposes only. The upgrade of
this DSR deployment should be done in three maintenance windows: one for all NOAMSs; a second for the SOAMs
and DAMPs at the geoedundant backup RMS site; and a third for the SOAMs aneMPA at the primary RMS

site.

Global provisioning can be +enabled between scheduled maintenance windows.

Note: DSR 4.1 is the earliest release supported on RMS, so all RM&sedupgrades will have a source release
of DSR 4.1 or later.

Note:- Ensure thasession outpus logged for future debugging.

4.6.1 NO Upgrade Execution (3-Tier, 1+1, RMS)

This section contains upgrade steps for ISR 3-tier setup) NO upgrade with (1+1) cogfiration (major or
incremental).

Procedure$or the 3tier NO Upgrade include steps for the upgrade of the Disaster Recovery NOAM (DR NOAM)
servers also. If no DR NOAM is present in the customer deployment, thBXRthNEOAM-related steps can be
safely gnored.

Global Provisioning will be disabled before upgrading the NO servers (which will also disable provisioning at the
SO servers)Provisioning activities at the NO and SO servers will have certain limitations during the period
whichthe NOs are ugraded and the sites are not yet upgraded.

The Elapsed Time mentioned in table below specifies the time with and without TVOE upgrade.

If the TVOE Host upgrades are not needed, or were previously performed, then the time estimates without TVOE
upgrade Wl apply.

These times are estimates.
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Table 14. NO Upgrade Execution Overview (3Tier, 1+1, RMS).

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step | Cum. | This Step | Cum.
(with (with
TVOE TVOE
upgrade) | upgra
de)
Proceduret6 0:01-0:05 | 0:01- | 0:01-0:05 | 0:01- Perform Health Check None
0:05 0:05 (PreUpgrade 3-Tier,
1+1, NOAM on RMS
Proceduret7 0:050:10 | 0:06 | 0:050:10 | 0:06- DisableProvisioning (3 Global and Site
0:15 0:15 Tier, 1+1, RMS) Provisioning
Disabled,
No Traffic Impact
Proceduret8 0:25-1:00 | 0:31- | 1:252:00 | 1:31- Upgrade TVOE and NOs| No Traffic Impact
1:15 2:15 (3-Tier, 1+1, RMS)
Proceduret9 0:02-0:05 | 0:32 | 0:01-0:05 | 1:32 Verify Post Upgrade None
1:20 2:20 Status (2tier, 1+1,
NOAM on RMYS)

4.6.2 Pre-Upgrade Checks (3-Tier, 1+1, NOAM on RMS)

This procedurds used toverify that the NOAM NE is ready for upgrad&his procedure must be executed on the

Active NOAM.

Procedure45: Pre-Upgrade Checks (3Tier, 1+1, NOAM on RMS)

S | This procedure verifies that the NOAM is ready for upgrade.
T
E Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .
Determine if TVOE Host | IMPORTANT:
Upgrades will be Verify the revision level of the TVOE Host systems for the NO and DR-NO virtual servers.
required during the If they are not on the required release (typically 2.5.1), then the optional steps in this procedure
Upgrade (or have been ] .
. . to upgrade the TVOE Hosts will be required.
performed prior to this
upgrade) . . - :
See Appendix E for the steps to verify the TVOE Host revision level. (This can be done from
PMAC Software Inventory form.)
Complete this information:
NO-A TVOE Host Rev
NO-B TVOE Host Rev
DR-NO-A TVOE Host Rev
DR-NO-B TVOE Host Rev
Will TVOE Upgrades be performed during the DSR Application Upgrades?
1240f 295 Version 2.0 E5454801, June 2014
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DSR 5.1 Upgrade/Backout Guide

Procedure 45: Pre-Upgrade Checks (3Tier, 1+1, NOAM on RMS)

2

E5454801, June 2014

NO GUI: Verify NO

Servers existing

Application Version

For the servers with Role = Network OAM&P, confirm the Application Version (pre-upgrade).
Example:

Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
5.1 releases. The example below provides a snapshot from both releases.

Upgrade Screen in DSR 4.x

Main Menu: Administration -> Upgrade

| . Network Element Role

Hostname |
| 1 Application Version Function
P=piOr=223 METWORK OAMEP
T2-NO-228-A
4.0.2-40.27 3 OAMEP
T2_MNO_228 NETWORK DAMEP
T2-NO-228-B
Lnknown DAMEP
T2_MNO_228 MP
MP2 i-acti
4.02-40.27 3 DSR (multi-active
cluster)
T2_MNO_228 MP
MP3 i-a i
4.0.2-40.27 3 DSR (multi-active
cluster)
. T2_MNO_228 MP
ipfe
4.02-40.27.3 IPI}fmntEnd
: T2_MNO_228 MP
ipfe2
4.02-40.27.3 IP Front End
T2_MNO_228 MP
MP1 i-acti
4.0.2-40.97 3 DSR (multi-active
cluster)

Version 2.0 1250f 295



DSR 5.1 Upgrade/Backout Guide Software Upgrade Guide

Procedure 45: Pre-Upgrade Checks (3Tier, 1+1, NOAM on RMS)

Upgrade screen in DSR 5.0 and DSR 5.1 releases up to 5.1.0-51.12.2

Main Menu: Administration->Upgrade

Server Status Server Role Function  Upgrade State Status Message
Hosiame OAM Max HA Role  Network Element Start Time Finish Time Mate Server Status
::"Rs“:""e" Application Version Upgrade ISO
Norm Network OAM&P OAMEP Not Ready
Viper-NO1 Adiive NO_Viper iViperNO2
e a2 I
Norm Network OAM&P OAMEP Not Ready
Viper-NO2 Standby NO_Viper ViperNO1
Active 50.0-50.15.1
Norm System OAM OAM Not Ready
Viper-501-A Active S01_Viper iViper-50 1-E:
Active 5.0.0-50.15.1
Norm System OAM AN ot Ready
Viper-801-B. Standby S01_Viper
Active 50.0-50.151
Norm System OAM OAN Not Ready
Viper-S02-A Active S02_Viper
Active 5.0.0-50.15.1
Norm System OAM OAM Not Ready
Viper-502-B Standby 502_Viper Wiper-502-Al
Active 5.0.0-50.15.1
DSR
Norm WP g’;‘“v‘g Not Ready
Viper-MP03 cluster)
Adiive S01_Viper
Active 50.0-50.151

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Select NO server group and verify Application Version

Main Menu: Administration -> Software Management -> Upgrade 9

¥ 45 204E

WG FREN PG PR SRSC 0%

UppadeSte  OAMUnHARDe SenerRde Fuactce  Agpicatonersie Sart Tme Fesh T
4

Serve St :‘u:“" Vet e tpyate 150 s e

[Te) % i AL
o NetRaaly Sady  NebworkOAMP QUi

MO

) NelRzady g Nebwo CAMLP  OMBEP 39351130
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ke e N)_ PO
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Procedure 45: Pre-Upgrade Checks (3Tier, 1+1, NOAM on RMS)

KEl NO GUI: Verify ISO for Verify the DSR ISO file has been transferred to all servers:
Upgrade has been
Deployed Example:

Main Menu: Administration -> ISO & Help
Wed Sep 25 17:39:13 2013 UTC

Display Filter: - None - v = Go | (LIKE wildcard: ™)

® Transfer IS0 Complete.
o 150 872-2526-101-5.0.0_50.12.0-D5R-x86_64.is0

7 of 7 Transfers Successful.
0 of 7 Transfers Failed.

Table description: List of Systems for IS0 transfer.

Dizplaying Records 1-7 of 7 total | | | | |

System Name | Hostname 150 Transfer Status
MP1 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete

MP2 872-2526-101-5.0.0_50.12.0-D5R-x86_64.iso Complete

MP3 872-2526-101-5.0.0_50.12.0-D5R-x86_064.is0 Complete
T2-NO-228-A 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
T2-MNO-228-B 872-2526-101-5.0.0_50.12.0-DSR-x86_564.is0 Complete

ipfe1 872-2526-101-5.0.0_50.12.0-DSR-x86_6F4.is0 Complete

ipfe2 872-2526-101-5.0.0_50.12.0-D5R-x86_6B4.is0 Complete
Displaying Records 1-7 of 7 total | | | | |

[Transfer 1S0]

If not, refer to Section 3.3.10, ISO Administration

29 Verify that a recent Verify that a recent version of the Full DB backup has been performed.
'\ version of the Full DB
backup has been 1. Select Status and Manage A Files

performed 2. Check the time stamp on the following files:

Backup.DSR.<hostname>.FullRunEnv.NETWORK_OAMP.<time_stamp>.UPG.tar
.bz2

Backup.DSR.<hostname>.FullDBParts.NETWORK_OAMP.<time_stamp>.UPG.ta
r.bz2

See section 3.3.5 to perform (or repeat) a full Backup, if needed.

4.6.3 Perform Health Check (Pre-Upgrade, 3-Tier, 1+1, NOAM on RMS)

This procedurds used to determine the health and status oféteork andservers This proceduranust be
executed on thactive NOAM.

THE NOAM(s) (and DR-NOAMs) MUST BE UPGRADED IN THE SAME
MAINTENANCE WINDOW.

|
ARG THE SOAM SITE(s) SHOULD BE UPGRADED SUBSEQUENTLY, EACH SITE IN

ITS OWN MAINTENANCE WINDOW.
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Procedure 46. Perform Health Check (Pre-Upgrade, 3-Tier, 1+1, NOAM on RMS)

This procedure performs a Health Check.
Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

HT=UOUm-wm

Start of maintenance window

Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB), High Availability
(HA), and Processes (Proc).

4. Do not proceed with the upgrade if any server status is not Norm.

5. Do not proceed if there are any Major or Critical alarms.

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This would mean that the target
release software contains a fix to clear th
to clear the alarm(s). Do not continue otherwise.

Repeat sub-steps 2 through 5 from the Active SOAM GUI.

Log all current alarms at | Log all current alarms in the system:
NOAM
From the Active NOAM GUI:

1. Select Alarms & Events > View Active.

The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Repeat sub-steps 1 through 3 from the Active SOAM GUI.

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

View DA-MP Status View DA-MP status.

From the Active SOAM GUI:

1. Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available.

Select the DA-MP Connectivity tab.

Note the number of Total Connections Established.

arwN
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4.6.4 Disable Provisioning (3-Tier, 1+1, RMS)

The following proceduravill upgrade the3-tier NOAM, includingthe DisasteRecoverysite NOAM (DR-NO). If
theDR NOAM is notpresent, all DR NOAMrelated steps can be safely ignored.

Procedure47: DisableProvisioning (3-Tier, 1+1, RMS)

This procedure disable provisioning forT3er NO (and DRNO) servers, prior to upgrade. Tiiocedure
is specific to 3ier (DSR NO, DSR SO, and DSR MP) deployment only.
It applies to either (1+1) or (N+0) redundant EMP server configurations.

#+OMmM-Aw

Check off Q) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Disable global Disable global provisioning and configuration updates on the entire network:
provisioning and
configuration. 1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed

3. Click the Disable Provisioning button.

Confirm the operation by clicking Ok in the popup dialog box.

5. Verify the button text changes to Enable Provisioning; a yellow information box should
also be displayed at the top of the view screen which states: [Warning Code 002] -
Global provisioning has been manually disabled.

6. The Active NO server will have the following expected alarm:

- Alarm ID = 10008 (Provisioning Manually Disabled)

»

Disable Site Disable Site provisioning for all the sites present in the setup :

Provisioning

1. Log into the Active SOAM GUI for each site using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed

3. Click the Disable Site Provisioning button.

4. Confirm the operation by clicking Ok in the popup dialog box.

5. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code
004] - Site provisioning has been manually disabled.

6. Repeat sub steps 1 through 5 for all sites present in the setup.
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4.6.5 Upgrade TVOE and NOs (3-Tier, 1+1, RMS)
This procedure is used to upgrade the NOAM and DR NOAM servers, including TVOE if required.

Procedure48. Upgrade TVOE and NOs (3Tier, 1+1, RMS)

This procedure upgrades the TVOE of NOAM servers and upgrades NOAM servers of the setup.
Check off §) each step as it is completed. Boxes have been provided for this purpeseantustep number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

# O0OmM-dwm

Upgrade Standby DSR Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
NO and DR NO servers | Standby DR NO and/or Standby DSR NO are hosted on TVOE blades.

(using Upgrade Single
Server procedure). Upgrade the Standby DSR NO server and Standby DR NO(s) (if exists) in parallel using
Upgrade Single Server procedure:

Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

If the upgrade fails i do not proceed. Consult with the Oracle CGBU Customer Care
Center on the best course of action.

Upgrade Active NO and Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
DR NO servers. Active DR NO (mate) and/or Active DSR NO (mate) are hosted on TVOE blades.

(NOTE: If logged out of
NOAM VIP, login again.) | Upgrade the Active NO server (the mate) and Active DR NO (if exists) using the Upgrade
Single Server procedure:

1. Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

The NOAM GUI will show the new DSR 5.1 release.

If the upgrade fails i do not proceed. Consult with the Oracle CGBU Customer Care
Center on the best course of action.
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4.6.6 Verify Post Upgrade Status (3-tier, 1+1, NOAM on RMS)
This procedurds used to determine the health and status ohéteork and servers

Procedure49: Verify Post Upgrade Status (3tier, 1+1, NOAM on RMS)

This procedure verifies Post Upgrade Status for 3-Tier (1+1) NO upgrade on RMS servers.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

SSH: Verify NO and Verify Server Status after NO servers are upgraded:
DR-NO Server Status
1. Execute the following commands on the Active NOAM, Standby NOAM, Active DR
NOAM, and Standby DR NOAM servers :
Use an SSH client to connect to the upgraded server (e.g. ssh, putty):

ssh <NO XMI IP address>

login as: root
password: < enter password>

Note: The static XMI IP address for each NO server should be available in Table3.
# verifyUpgrade

Examine the output of the above command to determine if any errors were reported. In
case of errors, please contact the Oracle CGBU Customer Care Center.

# alarmMgr  -- alarmstatus

The following alarm output should be seen, indicating that the upgrade completed.

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33| tpdServerUpgradePend  ingAccept ]1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

[Alarm 1D 32532 will be cleared after the upgrade is accepted.]

Contact the Oracle CGBU Customer Care Center if the above output is not generated.

Verify Server Status is Verify Server Status is Normal:
Normal
1. Log into the NOAM GUI using the VIP.
2. Select Status & Manage > Server.
The Server Status screen is displayed.
3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

Expected Alarms include:

Active NO server has:
Alarm ID = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Repeat sub-steps 2 through 3 from the Active SOAM GUI.
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Procedure49: Verify Post Upgrade Status (3tier, 1+1, NOAM on RMS)

NO GUI: Verify Alarm Log all current alarms in the system:
status

From the Active NOAM GUI:
1. Select Alarms & Events > View Active.

The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active NO server:
Alarm ID = 10008 (Provisioning Manually Disabled)

Observed on all upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Repeat sub-steps 1 through 3 from each Active SOAM GUI.

SO GUI: Verify Alarm Log all current alarms in the system:
status
1. Log into the SOAM GUI via the VIP.
2. Select Alarms & Events > View Active.

The Alarms & Events > View Active screen is displayed.
3. Click the Report button to generate an Alarms report.
4. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active SO server has:
Alarm ID = 10008 (Provisioning Manually Disabled)

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

View DA-MP Status View DA-MP status.

From the Active SOAM GUI:
1. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

2. Select the Peer DA-MP Status tab.

3. Verify all Peer MPs are available

4. Select the DA-MP Connectivity tab.

5. Verify the number of Total Connections Established is consistent with the pre-upgrade

connection count.

Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.
Note on Provisioning Provisioning on the NO and SOs will typically remain disabled until further upgrades are
status é. performed on the sites.

End of maintenance window
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4.6.7 Site Upgrade (3-Tier, 1+1, RMS)

This section contains the stegsgjuired to upgrade atBer DSR site that ha:&8OAM function, andhn
Active/Standby(1+1) DA-MP configuration.

Each signaling network element (SOAM pair and its associated {1€s$itg shouldbe upgraded in its own
separate maintenance window.

Globalprovisioningcan bere-enabledafter one of thaitesis completely upgraded

Table 15. Upgrade Execution Overview 8-Tier, 1+1, RMS).

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step Cum. This Step Cum.
(with (with
TVOE TVOE

upgrade) | upgrade)

0:050:15 | 0:050:15 | 0:050:15 | 0:050:15 Perform Health Check | None

Procedurél .
(3-Tier, 1+1, SOAMon
RMS)
0:251:05 | 0:30-1:20 | 0:251:05 | 0:30-1:20 Upgrade S3-Tier, Site
Proceduré?2 1+1, RMS) Provisioning

Disabled, No
Traffic Impact

Proceduré&3 | 0:20-1:10 | 0:50-2:30 | 0:20-1:10 | 0:50-2:30 Upgrade DAMP(s)(3- | Global and
Tier, 1+1, RMS) Site
Provisioning
Enabled, No
Traffic Impact

Proceduré&4 | 0:01-0:05 | 0:52-3:50 | 0:01-0:05 | 0:52-3:50 Verify Post Upgrade None
Per MP Per MP | worstcase | status(3-Tier, 1+1,
cumulative | RMS)

time (16
DA-MPs is
considered)
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4.6.8 Perform Site Backup (3-Tier, 1+1, RMS)

This procedure is used to perform a backup of all servers associated with the site being upgraded. It is recommended
that this procedure be executed no earlier than 36 hours prior to the start of the upgrade.

Since this backup is to be used in the evéidigaster recovery, any site configuration changes made after this
backup should be recorded anecrgered after the disaster recovery.

Procedure50: Perform Site Backup (3Tier, 1+1, RMS)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server has the latest data to perform a backout, if necessary.

Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.

T UOMmMm-Awm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

Backup Site Backup the configuration database from the Active SO server:
configuration data

1. Log into the SOAM GUI using the VIP.

IMPORTANT: Required |5 gelect Status & Manage > Database to return to the Database Status screen.

for Disaster Recovery 3. Click to highlight the Active SO server, and then click Backup.
The Backup and Archive screen is displayed. (Note: the Backup button will only be
enabled when the Active server is selected.)

4. Selected the Configuration checkbox.

5. Enter Comments (optional).

6. Click OK.

Note: the Active SO can be determined by going to the Status & Manage >HA screen, and
notewhi ch server is currently assigned the
VIP assigned is the Active.

SSH to the Active NO Use the SSH command (on UNIX systems i or putty if running on Windows) to log into the
Active NO:

ssh root@< NO VIP >

( A n s wesdif yoa gre prompted to confirm the identity of the server.)

Execute a backup of all Execute the backupAllHosts utility on the Active NO. [This utility will remotely access each
servers (managed from | specified server, and run the backup command for that server.]
this NO)

Enter the following commands:
# screen
(The screen tool will create a no-hang-up shell session, so that the command will continue

to execute if the user session is lost.)

# Jusr/TKLC/dpi/bin/backupAllHosts
-- hosts=<hostnamel>,<hostname2>,<hostname3>

where <hostnamel>,<hostname2>, etc. is a comma-separated list of hostnames of every
server associated with the site being upgraded. Note: Use commas with no spaces to
separate the hostnames in the list.
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Procedure50: Perform Site Backup (3Tier, 1+1, RMS)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server has the latest data to perform a backout, if necessary.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

HT=UOm-wm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

The following output will be generated for DSR 5.1 servers only:

Do you want to remove the old backup files (if exists
) from all the servers (y/[n])?y

It may take from 10 to 30 minutes for this command to complete, depending
upon the number of servers and the data in the database.

Do not proceed until the backup on each server is completed.

Output similar to the following will indicate successful completion:

Script Completed. Status:

HOSTNAME | STATUS
HPC3blade02 | PASS

HPC3blade01 | PASS
HPC3blade03 | PASS

HPC3blade04 | PASS

(Errors will also report back to the command line.)

Note: There is no progress indication for this command; only the final report when it
completes.

# exit
(to close screen session) (screen -Is and screen -x are used to show active screen
sessions on a server, and re-enter a screen session, respectively)

ALTERNATIVE: A manual back up can be executed on each server individually, rather
than using the script above. To do this, log into each server in the site individually, and
execute the following command to manually generate a full backup on that server:

# Jusr/TKLC/appworks/sbin/full_backup

Output similar to the following will indicate successful completion:

Success: Full backup of COMCOL run env has completed.

Archive file
Backup.dsr.blade01.FullRunEnv.NETWO RK_OAMP.20110417_021502.UPG tar.
gz written in /var/TKLC/db/filemgmt.
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4.6.9 Perform Health Check (3-Tier, 1+1, SOAM on RMS)
This procedure performstealth check of the SOAM prior to upgrade.

Procedure51: Perform Health Check (3-Tier, 1+1, SOAM on RMS)

This procedure performs a Health Check before upgrading the SOAM.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

HTUOUmMm-Aw

Start of maintenance window

Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the SOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

4. Do not proceed with the upgrade if any server status is not Norm.

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This would mean that the target
release software contains a fix to clear th
to clear the alarm(s). Do not continue otherwise.

Log all current alarms Log all current alarms in the system:

1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

View DA-MP Status View DA-MP status.

1. Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Note the number of Total Connections Established.

arwbd
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4.6.10 Upgrade SO (3-Tier, 1+1, RMS)
Detailed steps are shown in the procedure below.

Procedure52: Upgrade SO(3-Tier, 1+1, RMS)

This procedure upgrades the SOAM(s) in#e8 DSR, including, if necessary, TVOE on each setivar
hosts an SOAM guest. Thisqzedure is specific to-Ber (DSR NO, DSR SCand DSR MP) deployments
only.

#+OMmM-Aw

Check off Q) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Verify site provisioning Site Provisioning was disabled in Section 4.6.4,
is disabled. Disable Provisioning (3-Tier, 1+1, RMS). Verify that site provisioning for the site being
upgraded is still disabled.

1. Log into the SOAM GUI using the VIP
2. Inthe GUl status bar,wher e it s

ays f Cohedkorctheenéd ssageg
Provisioning disabledo

If the message is not present, then execute the following sub-steps; otherwise, continue
with step 2.

3. Select Status & Manage > Database.
The Database Status screen is displayed

4. Click the Disable Site Provisioning button.

5.  Confirm the operation by clicking Ok in the popup dialog box.

6. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code
004] - Site provisioning has been manually disabled.

Upgrade Standby SO Upgrade the Standby SO server using the Upgrade Single Server procedure :
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and
continue with the next step.

Note: In an RMS-based DSR, the SOAM is a guest on a TVOE Host that has already been
upgraded as part of the NOAM upgrade.

Upgrade Active SO. Upgrade the Active SO server using the Upgrade Single Server procedure :
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and
continue with the next step.

Note: In an RMS-based DSR the SOAM is a guest on a TVOE Host that has already been
upgraded as part of the NOAM upgrade.

Install NetBackup on NO | If NetBackup is to be installed on the DSR, execute the procedure found in Appendix I.
and SO (If required).

Note: In DSR 5.1, the backup file location is changed from /var/TKLC/db/filemgmt to
Ivar/TKLC/db/filemgmt/backup . The Netbackup server configuration must be
updated to point to the correct file path. Updating the Netbackup server configuration is
out of scope of this upgrade document.
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4.6.11 Upgrade DA-MP(s) (3-Tier, 1+1, RMS)
Detailed steps on upgrading the MPs are shown in the procedure below.

Procedure53: Upgrade DA-MP(s) (3-Tier, 1+1, RMS)

This procedure upgrades the BAP(S).
Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Verify and Record the Verify and Record the status and hostname of the Active DA-MP and the Standby DA-MP by
status of the MP before going to Status & Manage > HA.
upgrade
Note: The Active DA-MP server can be identified by looking for the VIPd  &l.dl'lhe server with
VIP in the row is the Active DA-MP.

Upgrade the Standby

DA-MP server (using Upgrade the Standby MP server’ using the Upgrade Single Server procedure:
Upgrade Single Server
procedure) Execute Appendix G i Single Server Upgrade for the Standby DA-MP

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Upgrade the Active DA- Upgrade the Active MP server using the Upgrade Single Server procedure.
MP server.
Execute Appendix G i Single Server Upgrade for the Active DA-MP

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Enable global Enable provisioning and configuration updates on the entire network:
provisioning and
configuration. Provisioning and configuration updates may be enabled to the entire network.

Note: Please note that by enabling global provisioning, new data provisioned at NOAM
will be replicated only to the upgraded SO(s).

Note: Step 4 is NOT executed on the Active DR NOAM; it is only executed on the
fipr i maativedNOAM.

1. Log into the Active NOAM GUI using the VIP.
2. Select Status & Manage > Database
The Database Status screen is displayed.
3. Click the Enable Provisioning button.
4.  Verify the text of the button changes to Disable Provisioning.
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Procedure53: Upgrade DA-MP(s) (3-Tier, 1+1, RMS)

Enable site provisioning. | Enable Site provisioning :

1. Log into the Active SOAM VIP GUI of the site just upgraded.
2. Select Status & Manage > Database.

The Database Status screen is displayed
3. Click the Enable Site Provisioning button.
4.  Confirm the operation by clicking Ok in the popup dialog box.
5. Verify the button text changes to Disable Site Provisioning

Update Max Allowed HA | From the Active NOAM GUI:

Role for NO and SO. 1. Go tothe Status & Manage-> HA screen.

2. Click the Edit button.

3. Check the 06Max Al lltheNDE) and SOR)oBy defaultf itssmouldabe
6ActOthemiSe,update the 6Max All owed HA Rol e

4.  Click the Ok button.

4.6.12 Verify Post Upgrade status (3-Tier, 1+1, RMS)
This procedureis used to determine the health and status ohéteork and servers

Procedure54: Verify Post Upgrade statuq3-Tier, 1+1, RMS)

This procedure verifies Post Upgrade Status

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

HFOm-wm

Verify Server Status is Verify Server Status is Normal:
Normal
1. Log into the Active NOAM GUI using the VIP.
2. Select Status & Manage > Server.
The Server Status screen is displayed.
3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).
4.  Execute the following commands on the upgraded servers.

Use an SSH client to connect to the upgraded MP (DA-MPs ,IPFEs and cSBRs) servers (e.g.
ssh, putty):

ssh < MP server IMIIP address>

login as: root
password: <enter password>

# verifyUpgrade

Examine the output of the above command to determine if any errors were reported. Contact
the Oracle CGBU Customer Care Center in case of errors.
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Procedure54: Verify Post Upgrade statug(3-Tier, 1+1, RMS)

YAl | og all current alarms Log all current alarms in the system:
N

A 1. From the Active NOAM GUI, select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.

The following Alarm ID will be observed on all upgraded MP servers (i.e. IPFEs ,DA-MPs and
c-SBRs (whichever exists) ):
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Note : If Alarm ID 32532 is not present on any of the upgraded MP servers, then execute the
following commands on that particular server to check for the existence of the alarm :

Use an SSH client to connect to each upgraded MP server (DA-MPs, IPFEs and cSBRs) which
did not raise Alarm Id 32532 (e.g. ssh, putty):

ssh < MP server IP address>

login as: root
password: <enter password>

#alarmMgr  -- alarmstatus
The following output should be raised :

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33|tpdServerUpgradePendingAccept|1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

Contact the Oracle CGBU Customer Care Center if the above output is not raised.

2. Alarm ID 32532 will be cleared once Proceduré0is executed to accept the upgrade on
each MP server (DA-MPs, IPFEs and cSBRs).

3. Click the Report button to generate an Alarms report.
4.  Save the report and print the report. Keep these copies for future reference.
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Procedure54: Verify Post Upgrade statug(3-Tier, 1+1, RMS)

Capture the Diameter From the Active SOAM GUI:

Maintenance Status

On Active SOAM VIP 1. Select Main Menu-> Diameter-> Maintenance

for upgraded site. Select Maintenance->Route Lists screen.

3.  Filter out all the Route Lists with Route List Statusasfil s Not Aandfillsabl
Avail abl eo.

4 Record the ndAmnkhded anhdiRdAtvvail abl ed Route

5.  Select Maintenance->Route Groups screen.

6. Filter out all the Route Groups with fPeerNode/Connection Statusasfil s No't
Avail amliéé Avail abl eo.

7. Record the nAvwdes afmAdvidNioltabl ed Rout e Gr oy

Select Maintenance->Peer Nodes screen.

9. Filter out all the Peer Nodes with fPeer Node Operational Statusoasiil s No't
Avail aldihéé Avail abl eo.

10. Recor d t he NotAvabableo od Avdilaliiedo peer nodes.

11. Select Maintenance->Connections screen.

12. Filter out all the Connections with fOperational Statusoasfil s Not Aanaifi Il sa
Avail abl eo.

13. Record t he NotWwvababledo oda Avdilalleiconnecti ons

14. Select Maintenance->Applications screen.

15. Filter out all the Applications with fOperational St a taefiol s Not Aandfillsab
Avail abl eo.

16. Recor d t he Naotlwabableoa o fdvaiiableoapplications.

17. Save this off to a client machine

18. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

19. Select the Peer DA-MP Status tab.

20. Verify all Peer MPs are available.

21. Select the DA-MP Connectivity tab.

22. Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.

N

©

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.

Export and archive the From the Active SOAM GUI:
Diameter configuration
data.

. 1. Select Main Menu-> Diameter Configuration->Export
OnActlveSOA_IVIGUI 2. Capture and archivetheDi amet er data by choosing the
on upgraded site . . .

3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all exported files to the
client machine, or use the SCP ultility to download the files from the Active SOAM to the
client machine.

5. Select Diameter > Maintenance > Applications

6. VerifyOper ati onaAvailddledt 6 ®ri ald applications
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Procedure54: Verify Post Upgrade statug(3-Tier, 1+1, RMS)

Export and archive the From the Active NOAM GUI:

Diameter configuration

data. 1. Select Main Menu-> Diameter Configuration->Export

OnActNeNOA_MGUI 2. Capture and archivetheDi amet er data by choosing the
on upgraded site . ) .

3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all exported files to the
client machine, or use the SCP utility to download the files from Active NOAM to the client
machine.

Compare data to the Compare the health check status of the upgraded site, as collected in steps 2 through 7, to the
Pre-Upgrade health pre-upgrade health check taken in Procedureb. If it is any worse, report it to the Oracle
check to verify if the CGBU Customer Care Center.
system has degraded
after the second
maintenance window.

End of maintenance window.

Note: If another site is to be upgradedpleasefollow all the steps sequentilly, starting with
Procedurés0, in another maintenance window.
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4.7 Policy DRA Upgrade (3-Tier)

This section containthe steps required to upgrade the following Policy Dépacific configuration:

1 3-tier OAM

DSR 5.1 Upgrade/Backout Guide

1 2 sites each witlbeoDiverse SCand PSBRservers (Active/Standby/Spare)

1T PDRA MPO&s

As with other DSR 5.Major upgrades, the TVOE Host environments may optionally be planned and executed

in separate maintenance windowsfore executing these procedures.

Table 16. Upgrade Execution Overview(3-Tier, PDRA, NOAM).

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step Cum. This Cum.
Step (with
(with TVOE
TVOE upgrade
upgrad )
e)
Procedurés6 0:050:15 | 0:050:15 0:05 0:05 Perform Health Check None
0:15 0:15 (PreUpgrade 3-Tier,
PDRANOAM)
Proceduré&?7 1:101:20 | 1:151:35 2:10 2:15- UpgradeTVOE andNOs | Global
or 2:20 2:35 | (3-Tier, PDRA) Provisioning
Proceduré&8 or Disabled,
Alternate Upgrade of NO I;/g:aEde wil
(3-Tier, PDRA) stop all the
applications
running on it.
Procedure&s9 0:05 1:20-1:40 0:05 2:20 Verify Post Upgrade Global
2:40 | Status (3Tier, PDRA, Provisioning
NOAM) Enab|6d,N0
Traffic Impact
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Table 17. Upgrade Execution Overview (3Tier, PDRA, Site 1).

Software Upgrade Guide

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step Cum. This Cum.
Step (with
(with TVOE
TVOE upgrade
upgrad )
e)
Procedureés1 0:050:15 | 0:050:15 0:05 0:05 Perform Health Check None
0:15 0:15 Site 1(3-Tier, PDRA,
SOAM)
Procedures2 1:00-1:10 | 1:051:25 2:00 2:05 Upgrade SOAM Site 1 Site
2:10 2:25 | (3-Tier, PDRA) Provisioning
Disabled,
TVOE
upgrade will
stop all the
applications
running on it.
Procedureés3 1:00-1:20 | 2:05-2:45 1:00- 3:05- UpgradePolicy SBRi No Traffic
1:20 345 Site 1 (3Tier, PDRA) Impact
Procedureés4 1:00-2:00 | 3:05-4:45 1:00- 4:05- Upgrade Multiple DA Traffic will not
2:00 545 | MPsi Site 1 -tier, be handled by
being
upgraded.
Procedures5 0:30-1:00 | 3:35-5:45 0:30 4:35- UpgradelPFES)T Site 1 | No Traffic
1:00 6:45 | (3-Tier, PDRA) Impact
Procedure56 0:01-0:05 | 3:36-5:50 0:01- 4:36- PostUpgradeWrap-Up i Global and
0:05 6:50 Site1 (3-Tier, PDRA) Site
Provisioning
Enabled, No
Traffic Impact
Procedure&s7 0:10-0:15 | 3:46-6:05 0:10 4:46- Verify Post Upgrade None
0:15 7:05 Status Sitel (3-Tier,
PDRA)
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Table 18 Upgrade Execution Overview 8-Tier, PDRA, Site 2)

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Cum. This Cum.
Step Step (with
(with TVOE
TVOE | upgrade
upgrad )
e)
0:05% 0:05 0:05 0:05 Perform Health Check None
Procedures9 ) ) )
0:15 0:15 0:15 0:15 | Site 2(PreUpgrade 3-
Tier, PDRA, SOAM)
Procedurg’0 1:00- 1:05 1:00- 1:05- UpgradeSOAMi Site 2 G_Iobal and
1:10 1:25 1:10 1:25 | (3-Tier, PDRA) Site
Provisioning
Disabled,
TVOE
upgrade will
stop all the
applications
running on it.
Procedurerl 1:00- 2:05 1:.00- 2:.05 UpgradePolicy SBRi No Traffic
1:20 2:45 1:20 2:45 | Site 2 (3Tier, PDRA) Impact
Procedurer2 1:00- 3:05 1:00- 3:.05 Upgrade Multiple DA Traffic will not
2:00 4:45 2:00 4:45 | MPsi Site 2 B-tier, be handled by
being
upgraded.
Procedure’3 0:30 3:35 0:30 3:.35 UpgradelPFE(s)1 Site 2 | No Traffic
1:00 5:45 1:00 5:45 (3-Tier, PDRA) Impact
Procedure&’4 0:01- 3:36- 0:01- 3:36- PostUpgradewWrap-up i Global and
0:05 | 550 | 0:05 5:50 | Site 2(3-Tier, PDRA) Site
Provisioning
Enabled No
Traffic Impact
Procedure&’5 0:10 3:46- 0:10 3:46- Verify Post Upgrade None
0:15 6:05 0:15 6:05 Statusi Site 2 (3Tier,
PDRA)
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4.7.1 Pre-Upgrade Checks (3-Tier, PDRA)

This procedurds used toverify that the NOAM is ready for upgrad@his procedure must be executed on the
Active NOAM.

Procedure55: Pre-Upgrade Checks (3Tier, PDRA)

This procedure verifies that the NOAM is ready for upgrade.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Determine if TVOE Host | IMPORTANT:
Upgrades will be Verify the revision level of the TVOE Host systems for the NO and DR-NO virtual servers.

required during the If they are not on the required release (typically 2.5.1), then the optional steps in this procedure

Upgrade (or have been | 5002 de the TVOE Hosts are required.
performed prior to this

upgrade)

T UOmMm-Aw

See Appendix E for the steps to verify the TVOE Host revision level. (This can be done from
PMAC Software Inventory form.)

Complete this information:

NO-A TVOE Host Rev
NO-B TVOE Host Rev
DR-NO-A TVOE Host Rev
DR-NO-B TVOE Host Rev

Will TVOE Upgrades be performed during the DSR Application Upgrades?

NO GUI: Verify NO For the servers with Role = Network OAM&P, confirm Application Version (pre-upgrade).
Servers existing
Application Version Example:

Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
5.x releases. The example below provides a snapshot from both releases.

Upgrade Screen in DSR 4.x

1460f 295 Version 2.0 E5454801, June 2014



Software Upgrade Guide DSR 5.1 Upgrade/Backout Guide

Procedure55: Pre-Upgrade Checks (3Tier, PDRA)

Main Menu: Administration -> Upgrade

:r ________________________ 1 Network Element Role
Hostname |
| 1 Application Version Function
P=ir=223 NMETWORK OAMEP
T2-NO-228-A
4.0.2-40.27 3 OAMEP
T2_MNO_228 NETWORK DAMEP
T2-NO-228-B
Lnknown DAMEP
T2_MNO_228 MP
MP2 i-acti
4.02-40.27 3 DSR (multi-active
cluster)
T2_MNO_228 MP
MP3 i-acti
4.0.2-40.27.3 DER (multi-active
cluster)
) T2_NO_228 WP
ipfe
4.02-40.27.3 IPL\;mntEncl
. T2_MNO_223 MP
ipfe2
4.02-40.27.3 IP Front End
T2_MNO_228 MP
MP1 i-acti
4.0.2-40.97 3 DSR (multi-active
cluster)

Upgrade screen in DSR 5.0 and DSR 5.1 releases up t0 5.1.0-51.12.2

Main Menu: Administration->Upgrade

Server Status Server Role Function  Upgrade State Status Message
e OAM Max HA Role  Network Element Start Time Finish Time Mate Server Status
:‘A:xR»;Henwed Application Version Upgrade ISO
Norm Network OAM&P OAMEP Not Ready
Viper-NO1 Active NO_Viper
Active 5.0.0-50.15.1
Norm Network OAM&P OAMEP Not Ready
Viper-NO2 Standby NO_Viper iViper-NO1
Active 5.0.0-50.15.1
Norm System OAM OAM Not Ready
Viper-S01-A Adiive S01_Viper
Active 50.0-50.151
Norm System OAM OAN Not Ready
Viper-501-B Standby S01_Viper Viper-S01-A.
Active 5.0.0-50.15.1
Norm System OAM OAM Not Ready
Viper-S02-A Adiive 502_Viper
Active 50.0-50.151
Norm System OAM OAN Not Ready
Viper-802-B Standby 302_Viper
Active 50.0-50.151
DSR
Norm WP g’!‘:‘v‘: Not Ready
Viper-MP05 cluster)
Active S01_viper
Active 5.0.0-50.15.1
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Procedure55: Pre-Upgrade Checks (3Tier, PDRA)

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Select NO server group and verify Application Version

Main Menu: Administration -> Software Management -> Upgrade 9

W5 PRESS PG PSERSE SBRSC 808G

Upprade Site OB Mo A Roke  Servey Roke Faacton  Appication Versee Stan Time fesh T
Aostene
Swsas W e o Iyt 0 S st
NetRzayy Netwrt CAllde
PR e
harm e NO_HPOR
Nel Rz i Nebort NP OMBEP 51350130
HPOMNQ
Ker A N)_ PO
KBl NO GUI: Verify ISO for Verify that the DSR ISO file has been transferred to all servers:
9l Upgrade has been
A Deployed Example:
Main Menu: Administration -> IS0 & Help
Wed Sep 23 17:39:13 2013 UTC
Display Filter: - None - v |= Go | (LIKE wildcard: ™)
® Transfer IS0 Complete.
o ISO: 872-2526-101-5.0.0_50.12.0-DSR-%86_64.is0
T of 7 Transfers Successful.
0 of 7 Transfers Failed.

Table description: List of Systems for 1SO transfer.

Displaying Records 1-7 of 7 total | | | | |

System Name | Hostname 150 Transfer Status
MP1 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
MP2 872-2526-101-5.0.0_50.12.0-D5R-x86_64.is0 Complete
MP3 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
T2-MO-228-A 872-2526-101-5.0.0_50.12.0-DSR-x86_064.is0 Complete
T2-N0O-228-B 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete
ipfe1 872-2526-101-5.0.0_50.12.0-D5SR-x86_64.is0 Complete
ipfe2 872-2526-101-5.0.0_50.12.0-DSR-x86_64.is0 Complete

Displaying Records 1-7 of 7 total | | | | |

[Transfer IS0O]

If not, refer to Section 3.3.1Q ISO Administration

1480f 295 Version 2.0 E5454801, June 2014



Software Upgrade Guide DSR 5.1 Upgrade/Backout Guide

Procedure55: Pre-Upgrade Checks (3Tier, PDRA)

Al \/erify that a recent Verify that a recent version of the Full DB backup has been performed.
Nl version of the Full DB
A backup has been 1. Log into the NOAM GUI using the VIP.
performed 2. Select Status and Manage A Files
3

Check time stamp on the following files:

Backup.DSR.<hostname>.FullRunEnv.NETWORK_OAMP.<time_sta mp>.UPG.tar
.bz2

Backup.DSR.<hostname>.FullDBParts. NETWORK_OAMP.<time_stamp>.UPG.ta
r.bz2

See section 3.3.5 to perform (or repeat) a full Backup, if needed.

4.7.2 Perform Health Check (Pre-Upgrade, 3-Tier, PDRA NOAM)

This procedureis used to determine the health and status ohéterork and serversThis proceduremust be
executed at the start of every maintenance window on bothdtie NOAM and theActive SOAM.

THE NOAM(s) (and DR-NOAMs) MUST BE UPGRADED IN THE SAME
MAINTENANCE WINDOW.

|
AR THE SOAM SITE(s) SHOULD BE UPGRADED SUBSEQUENTLY, EACH SITE IN

ITS OWN MAINTENANCE WINDOW.

Procedure56: Perform Health Check (PreUpgrade, 3-Tier, PDRA NOAM)

This procedure performs a Health Check.

Check off (§) each step as it is completed. Boxes have beeprovided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

UMW

Start of maintenance window
Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

4. Do not proceed with the upgrade if any server status is not Norm.

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This would mean that the target
release software contains a fix to clear tAh
to clear the alarm(s). Do not continue otherwise.

Repeat sub-steps 2 through 4 from the Active SOAM GUI.
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Procedure56: Perform Health Check (PreUpgrade, 3-Tier, PDRA NOAM)

Log all current alarms Log all current alarms in the system:

From the Active NOAM GUI:
1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Repeat sub-steps 1 through 3 from the Active SOAM GUI.

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

View DA-MP Status View DA-MP status.

From the Active SOAM GUI:

1. Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Note the number of Total Connections Established

arwN

View Policy SBR status View pSBR status.

From the Active NOAM GUI:

1. Select Policy DRA > Maintenance > Policy SBR Status;
The Policy SBR status screen is displayed.

2. Expand each Server Group. Verify Congestion Leveli s 6 Nor mal 6 f or 4§

Verify PDRA status View PDRA status.

From the Active SOAM GUI:
1. Select Diameter > Maintenance > Applications
2. Verify Oper atAvalabtedb Soatabliapplications
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DSR 5.1 Upgrade/Backout Guide

4.7.3 Upgrade TVOE and NOs (3-Tier, PDRA)
This procedure is used to upgrade the NOAM servers.

Procedure57. Upgrade TVOE and NOs (3-Tier, PDRA)

# O0OmM-dwm

This procedure upgrades the TVOE of NOAM servers and upgrades NOAM servers of the setup.

Check off §) each step as it is completed. Boxes have been provided for this purpeseantustep number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE .
Disable global Disable global provisioning and configuration updates on the entire network:
provisioning and
configuration. 1. Log into the NOAM GUI using the VIP.
2. Select Status & Manage > Database.
The Database Status screen is displayed
3. Click the Disable Provisioning button.
4. Confirm the operation by clicking Ok in the popup dialog box.
5. Verify the button text changes to Enable Provisioning. A yellow information box should
also be displayed at the top of the view screen which states:
[Warning Code 002] i Global Provisioning has been manually disabled.
6. The Active NO server will have the following expected alarm:
Alarm ID = 10008 (Provisioning Manually Disabled)
Disable Site Disable Site provisioning for all the sites present in the setup :
Provisioning

1. Log into the SOAM GUI using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed

3. Click the Disable Site Provisioning button.

4.  Confirm the operation by clicking Ok in the popup dialog box.

5. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code 004]
- Site provisioning has been manually disabled.

6. Repeat sub-steps 1 through 5 for all sites present in the setup.

Upgrade Standby DSR
NO server (using
Upgrade Single Server
procedure).

Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
Standby DR NO and/or Standby DSR NO are hosted on TVOE blades.

Upgrade the Standby DSR NO server and Standby DR NO(s) (if exists) in parallel using
Upgrade Single Server procedure:

Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Upgrade Active NO
server.

(NOTE: If logged out of
Active NOAM VIP, Log
back into Active NOAM
VIP again.)

Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
Active DR NO (mate) and/or Active DSR NO (mate) are hosted on TVOE blades.

Upgrade the Active NO server (the mate) and Active DR NO (if exists) using the Upgrade
Single Server procedure:

1. Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

The NOAM GUI will show the new DSR 5.1 release.
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Procedure57. Upgrade TVOE and NOs (3-Tier, PDRA)

5 Update AppWorks Note 1: This step is only applicable if the setup includes IPFE servers. This step will
Y NetworkDeviceOption handle the possible audit discrepancies which may occur after upgrading the IPFE
A Table for the configured | servers. This step prepares the Active NO to handle any such discrepancies.
IPFE Ethernet devices
on the Active NO server | Note 2: To optimize the performance of IPFE Ethernet devices, it is required to execute
the ipfeNetUpdate.sh script on the IPFE servers after upgrade. AppWorks performs an
audit on the configured IPFE Ethernet devices and will update them with the locally
stored information in case of any discrepancies.

Note 3: The following step will update the locally stored information with the
performance optimization parameters. This script checks for the Ethernet devices on
the servers that are functioning as IPFE and update its locally store information for
those devices.

1. Log into the Active NO console and execute the following script:
lusr/TKLClipfe/bin/ipfeAppworksUpdate.sh

If the script outputs any error messages, please consult with the Oracle CGBU
Customer Care Center before proceeding with the upgrade.

4.7.4 Alternate Upgrade of NO (3-Tier, PDRA)

This procedurean be used to upgrade thargiby NO for DSRs with a large number ofe@el servers. This
procedure should only be used when there is a significant delay in the u@dphdefresh. This alterte procedure
upgrades th&tandby NO using the PM& interface rather than the NOAM upgrade G8Ubsequent server
upgrades should be performed using the normal (NOAM) upgrade GUI.

Note: This procedure is applicablewhen upgrading from aDSR releaseprior to 5.1.051.13.0.

Procedure58. Alternate Upgrade of NO (3 Tier, PDRA)

S | This procedure upgrades the standby NO server using thedPiM&rface. This procedure is specific to
T | LARGE 3tier deployments only.
E
= Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.
# | SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .
Download ISO to PM&C | If the target ISO is not already present in the PM&C image repository, download the image
A image repository using Appendix F: Adding ISO Images to PM&C Image Repository.
Disable global Disable global provisioning and configuration updates on the entire network:
provisioning and
A configuration. 1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed
3. Click the Disable Provisioning button.
Confirm the operation by clicking Ok in the popup dialog box.
5. Verify the button text changes to Enable Provisioning. A yellow information box should
also be displayed at the top of the view screen which states:
[Warning Code 002] i Global Provisioning has been manually disabled.
6. The Active NO server will have the following expected alarm:
Alarm ID = 10008 (Provisioning Manually Disabled)

E
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Procedure58. Alternate Upgrade of NO (3 Tier, PDRA)

Disable Site
Provisioning

Disable Site provisioning for all the sites present in the setup :

1. Log into the SOAM GUI using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed

3. Click the Disable Site Provisioning button.

4.  Confirm the operation by clicking Ok in the popup dialog box.

5. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code 004]
- Site provisioning has been manually disabled.

6. Repeat sub-steps 1 through 5 for all sites present in the setup.

Upgrade Standby DSR
NO server (using PM&C
Application upgrade
procedure)

Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
Standby DR NO and/or Standby DSR NO are hosted on TVOE blades.

Upgrade the Standby DSR NO server and Standby DSR DR NO(s) (if exists) in parallel using
the PM&C Application Upgrade procedure:

Execute Appendix G-- Single Server Upgrade Procedure

After successfully completing the procedure in, return to this point and continue with the next
step.

Upgrade Active NO
server.

(NOTE: If logged out of
Active NOAM VIP, Log
back into Active NOAM
VIP again.)

Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
Active DR NO (mate) and/or Active DSR NO (mate) are hosted on TVOE blades.

Upgrade the Active NO server (the mate) and Active DR NO (if exists) using the Upgrade
Single Server procedure:

1. Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

The NOAM GUI will show the new DSR 5.1 release.

Update AppWorks
NetworkDeviceOption
Table for the configured
IPFE Ethernet devices
on the Active NO server

Note 1: This step is only applicable if the setup includes IPFE servers. This step will
handle the possible audit discrepancies which may occur after upgrading the IPFE
servers. This step prepares the Active NO to handle any such discrepancies.

Note 2: To optimize the performance of IPFE Ethernet devices, it is required to execute
the ipfeNetUpdate.sh script on the IPFE servers after upgrade. AppWorks performs an
audit on the configured IPFE Ethernet devices and will update them with the locally
stored information in case of any discrepancies.

Note 3: The following step will update the locally stored information with the
performance optimization parameters. This script checks for the Ethernet devices on
the servers that are functioning as IPFE and update its locally store information for
those devices.

1. Log into the Active NO console and execute the following script:
lusr/TKLClipfe/bin/ipfeAppworksUpdate.sh

If the script outputs any error messages, please consult with the Oracle CGBU
Customer Care Center before proceeding with the upgrade.
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4.7.5 Verify Post Upgrade Status (3-Tier, PDRA, NOAM)
This procedurds used to determine the health and status oféteork and servers following tid¢OAM upgrade.

Procedure59: Verify Post Upgrade Status (3-Tier, PDRA, NOAM)

This procedure performs a Health Check after upgrading the NOAM.
Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

SSH: Verify NO and Verify Server Status after NO servers upgraded:
DR-NO Server Status
1. Execute the following commands on the Active NOAM, Standby NOAM, Active DR
NOAM, Standby DR NOAM servers :
Use an SSH client to connect to the upgraded server (e.g. ssh, putty):

ssh <NO XMI IP address>

login as: root
password: <enter password>

Note: The static XMI IP address for each NO server should be available in Table3.
# verifyUpgrade

Examine the output of the above command to determine if any errors were reported. In case of
errors please contact the Oracle CGBU Customer Care Center.

# alarmMgr -- alarmstatus

The following alarm output should be seen, indicating that the upgrade completed.

SEQ: 1 UPTIME: 133 BIR  TH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33| tpdServerUpgradePendingAccept [1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

[Alarm ID 32532 will be cleared after the upgrade is accepted.]

Contact the Oracle CGBU Customer Care Center if above output is not generated.

Verify Server Status is Verify Server Status is Normal:
Normal
1. Log into the NOAM GUI using the VIP.
2. Select Status & Manage > Server.
The Server Status screen is displayed.
3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

Expected Alarms include:

Active NO server has:
Alarm ID = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Repeat sub-steps 1 through 3 from each Active SOAM GUI.
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NO GUI: Verify Alarm
status

Log all current alarms in the system:

From the Active NOAM GUI:
1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active NO server has:
Alarm |ID = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

SO GUI: Verify Alarm
status

Log all current alarms in the system:

1. Log into the SOAM GUI via the VIP.
2. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
3. Click the Report button to generate an Alarms report.
4. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active SO server has:
Alarm 1D = 10008 (Provisioning Manually Disabled)

Repeat sub-steps 1 through 4 from each Active SOAM GUI.

View Communication
Agent status

View Communication Agent status for all connections.

From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;
The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

View DA-MP Status

View DA-MP status.

From the Active SOAM GUI:

1. Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.

apwN

Verify Traffic status

From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.

View Policy SBR status

View pSBR status.

From the Active NOAM GUI:
1. Select Policy DRA > Maintenance > Policy SBR Status;
The Policy SBR status screen is displayed.

2. Expand each Server Group. Verify Congestion Leveli s 6 Nor mal 6 f or

Verify PDRA status

View PDRA status.

From the Active SOAM GUI:
1. Select Diameter > Maintenance > Applications
2. Verify Oper atAvalabtedb Soant abkl i applications
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Enable global Enable provisioning and configuration updates on the entire network :
provisioning and
configuration Provisioning and configuration updates may be enabled to the entire network.

Please note that by enabling global provisioning, new data provisioned at NOAM will be
replicated only to upgraded SO(s).

Note: Step 10 is NOT executed on the Active DR NOAM,; it is only executed on the
Aipri maryo Active NOAM

From the Active NOAM GUI:
1. Select Status & Manage > Database

The Database Status screen is displayed.
2. Click the Enable Provisioning button.
3. Verify the text of the button changes to Disable Provisioning.

Add new Network Skip this step if:
Element (if required). 1  Addition of a new Network Element is not required at this time

If a new Network Element is to be added, this procedure can be started now. Addition of the
new Network Element will require a separate maintenance window. The servers in the new
Network Element must be installed with the same DSR release as that of the upgraded NO(s).
Follow the DSR 4.x Installation Procedure ([5]) or DSR 5.x Installation Procedure ([6]) to install
the software on the new servers and add the new Network Element under the existing NO(s).
Skip the sections of the Installation Procedure related to installing and configuring the NO(s).
This will add a new DSR SO site under the existing NO(s).

Note on Provisioning Provisioning on the NO and SOs will typically remain disabled until further upgrades are
status performed on the sites. SO provisioning shall also remain disabled.

End of maintenance window
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4.7.6 Perform Site Backup i Site 1 (3-Tier, PDRA)

This procedure is used to perform a backup of all servers associated with the site being upgraded. It is recommended
that this procedure be executed no earlier than 36 hours prior to the start of the upgrade.

Since this backup is to be used in the evéidigaster recovery, any site configuration changes made after this
backup should be recorded anecrgered after the disaster recovery.

Procedure60: Perform Site Backupi Site 1 (3Tier, PDRA)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server has the latest data to perform a backout, ifnecessary.

Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.

T UOMmMm-Awm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

Backup Site Backup the configuration database from the Active SO server:
configuration data
1. Log into the SOAM GUI using the VIP.
IMPORTANT: Required |5 gelect Status & Manage > Database to return to the Database Status screen.
for Disaster Recovery 3. Click to highlight the Active SO server, and then click Backup.
The Backup and Archive screen is displayed. (Note: the Backup button will only be
enabled when the Active server is selected.)
4. Selected the Configuration checkbox.
5. Enter Comments (optional).
6. Click OK.

Note: the Active SO can be determined by going to the Status & Manage >HA screen, and
notewhi ch server is currently assigned the
VIP assigned is the Active.

SSH to the Active SO of | Use the SSH command (on UNIX systems i or putty if running on Windows) to log into the
Site 1 Active SO of Site 1:

ssh root@< SO VIP >

( A n s wesdif yoa gre prompted to confirm the identity of the server.)

Execute a backup of all Execute the backupAllHosts utility on the Active SO(Site 1). [This utility will remotely

srtlarvers)(managed from | access each specified server, and run the backup command for that server.]
this SO

Enter the following commands:
# screen
(The screen tool will create a no-hang-up shell session, so that the command will continue

to execute if the user session is lost.)

# Jusr/TKLC/dpi/bin/backupAllHosts
-- hosts=<hostnamel>,<hostname2>,<hostname3>

where <hostnamel>,<hostname2>, etc. is a comma-separated list of hostnames of every
server associated with the site being upgraded. Note: Use commas with no spaces to
separate the hostnames in the list.
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Procedure60: Perform Site Backupi Site 1 (3Tier, PDRA)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server has the latest data to perform a backout, ifnecessary.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

HT=UOm-wm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

The following output will be generated for DSR 5.1 servers only:

Do you want to remove the old backup files (if exists
) from all the servers (y/[n])?y

It may take from 10 to 30 minutes for this command to complete, depending
upon the number of servers and the data in the database.

Do not proceed until the backup on each server is completed.

Output similar to the following will indicate successful completion:

Script Completed. Status:

HOSTNAME | STATUS
HPC3blade02 | PASS
HPC3blade01 | PASS
HPC3blade03 | PASS
HPC3blade04 | PASS

(Errors will also report back to the command line.)

Note: There is no progress indication for this command; only the final report when it
completes.

# exit
(to close screen session) (screen -Is and screen -x are used to show active screen
sessions on a server, and re-enter a screen session, respectively)

ALTERNATIVE: A manual back up can be executed on each server individually, rather
than using the script above. To do this, log into each server in the site individually, and
execute the following command to manually generate a full backup on that server:

# Jusr/TKLC/appworks/sbin/full_backup

Output similar to the following will indicate successful completion:

Success: Full backup of COMCOL run env has completed.

Archive file
Backup.dsr.blade01.FullRunEnv.NETWO RK_OAMP.20110417_021502.UPG tar.
gz written in /var/TKLC/db/filemgmt.
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4.7.7 Perform Health Check 1 Site 1 (3-Tier, PDRA, SOAM)
This procedure is used to upgrade the Site 1 SOAM servers in a mated pair.

Note:- Ensure thasession outpus logged for futurelebugging.

Procedure61: Perform Health Checki Site 1(3-Tier, PDRA, SOAM)

This procedure performs a Health Check before upgrading the SOAM.
Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

T OmMm-Aw

Start of maintenance window

Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the SOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

4. Do not proceed with the upgrade if any server status is not Norm.

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This would mean that the target
release software comrsttaickd alfairm(ts9g @lnelau ptgh
to clear the alarm(s). Do not continue otherwise.

Log all current alarms Log all current alarms in the system:

1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

View DA-MP Status View DA-MP status.

1. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

2. Select the Peer DA-MP Status tab.

3. Verify all Peer MPs are available

4.  Select the DA-MP Connectivity tab.

5.  Note the number of Total Connections Established.
Verify PDRA status View PDRA status.

1. Select Diameter > Maintenance > Applications
2. Verify Oper atAvalabedb Soatabl iapplications
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4.7.8 Upgrade SOAM 1 Site 1 (3-Tier, PDRA)

Procedure62: Upgrade SOAMT Site 1 (3Tier, PDRA)

This procedure upgradése TVOEHostof SOAM guests if required)and upgradeSOAM servers of Site
1.

Check off §) each step as it is completed. Boxes have been providédgqurpose under each step number.

#+OM-AwWw

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Verify that site Site Provisioning was disabled in Section 4.7.3, Upgrade TVOE and NOs (3-Tier, PDRA).
Provisioning is disabled | Verify that site provisioning for the site being upgraded is still disabled.

1. Log into the SOAM GUI using the VIP
2. Inthe GUl status bar,wher e it s

ays f Cohedkforctheend seageg
Provisioning disabledo

If the message is not present, then execute the following sub-steps; otherwise, continue
with step 2.

3. Select Status & Manage > Database.
The Database Status screen is displayed

4. Click the Disable Site Provisioning button.

5.  Confirm the operation by clicking Ok in the popup dialog box.

6. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code 004]
- Site provisioning has been manually disabled.

Upgrade TVOE for Before proceeding with the following steps, execute Appendix J to upgrade the TVOE Host for
Standby SO and Spare the Standby DSR SO and Spare DSR SO if the Standby DSR SO and Spare DSR SO are
SO hosted on TVOE blades.

Upgrade Standby SO Note: The Spare server is located at the mated site of the site being upgraded
and Spare SO in parallel

1. Upgrade the Standby DSR SO server and Spare SO in parallel using the Upgrade
Multiple Server procedure :

Execute Appendix K& Upgrade Multiple Servers Procedure

After successfully completing the procedure in Appendix K, return to this point and continue
with the next step.

Upgrade Active DSR Note: Before proceeding with the following steps, execute Appendix J to upgrade the TVOE
SO. Host for the Active DSR SO, if the Active DSR SO is hosted on a TVOE blade.

1. Upgrade the Active DSR SO server using the Upgrade Single Server procedure :
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next procedure.
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Procedure62: Upgrade SOAM Site 1 (3Tier, PDRA)

5 Install NetBackup on
n NO and SO (If required)

If Netbackup is to be installed on the DSR, execute the procedure in Appendix I.

Note: In DSR 5.0, the backup file location is changed from /var/TKLC/db/filemgmt

Ivar/TKLC/db/filemgmt/backup . The Netbackup server configuration must to be
updated to point to the correct file path. Updating the Netbackup server configuration is out of

scope of this upgrade document.

to
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4.7.9 Upgrade Policy SBR T Site 1 (3-Tier, PDRA)

Procedure63: Upgrade Policy SBRi Site 1 (3Tier, PDRA)

S | Policy SBR upgrade procedure for Site 1

T
E Check off §) each step as it is completed. Boxes have pesvided for this purpose under each step number.
P | sHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE .
O Identify the pSBR From the data captured in Table3,
N\l Server Group(s) to
/ \ Upgrade 1. Pi c k PolibyeSBRO Server Group(s) (e.g. Binding pSBR Server Group, or multiple

server groups). One server group can be executed at a time or multiple server groups can
be executed simultaneously.

2. ldentify all server group(s) selected for upgrade in sub-step 1.
3. Log into the NOAM GUI using the VIP.
4. Navigate to Main Menu -> Policy DRA->Maintenance->Policy SBR Status. Open each

server group chosen in sub-step 1. Note which server is Active, Standby and Spare (as
designated by the Resource HA Role) for each server group chosen for upgrade. The
following figure provides an example:

labCe2b2BpsbrSrl - Active

labCelb2BpsbrSrl - Standby
labDelb2BpsbrSrli Spare

Main Menu: Policy DRA -> Maintenance -> Policy SBR Status

| ¢
K Tue Oct 02 18:09:58 2012 America/Ne/
Fiter ~

ripLabBindinghetwork | ripLabCOMatedPair

Server Group Resource Domain Name Resource Domain Profile

i LabChindingSR15G BindingRD Policy Binding

Server Name Resource HA Role Congesfion Level Sub Resources Hosted
| abCe1b2BpsbrSrl Standby | Normal 01234567

3bCe2b2BpshrSrl Active Normal 01234567
{aaDetuzgpavsi Spae | Normal 11234567

Note: Policy SBR servers have two high availability policies: one for controlling
replication of session or binding data, and one for receipt of replicated configuration
data from the NOAM and SOAM GUIs. During this upgrade procedure, ONLY the high
availability policy for replication of session or binding data is important. This means
that the Policy SBR Status screen MUST be used to determine the high availability
status (Active, Standby, or Spare) of pSBR servers. The HA Status screen and the OAM
Max HA Role column on the Upgrade screen must NOT be used because they only show
the status of the configuration replication policy.

Because the two high availability policies run independently, it is possible that a given
server might be standby or spare for the session and binding replication policy, but
active for the configuration replication policy. When this happens, it is necessary to
ignore warnings on the Upgrade screen about selecting what it views as the active
server (for the configuration replication policy).
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Procedure 63; Upgrade Policy SBRi Site 1 (3Tier, PDRA)

Upgrade Spare Policy Note: Spare P-SBR of this triplet will be located at a different site.
SBR Server identified in

step 1 of this procedure. | 1.  Upgrade the Spare Policy SBR server using the Upgrade Single Server procedure :

Execute Appendix GO Upgrade Single Server Procedure

After successfully completing the procedure in Appendix G, return to this point to monitor
server status.

From the Active NOAM GUI:

2. Navigate to Main Menu > Policy DRA > Maintenance > Policy SBR Status. Open the
tab of the server group being upgraded.

3. Monitor the Resource HA Role status of the Spare server.

Do not proceed to step 3 until the Resource HA Role of the Spare pSBR server is Spare.

Upgrade Standby Policy
SBR Server identified in | 1.  Upgrade the Standby Policy SBR server using the Upgrade Single Server procedure :
step 1 of this procedure.
Execute Appendix GO Upgrade Single Server Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Failure to comply with step 4 and step 5 may result in
WARNING! the loss of Policy DRA traffic, resulting in service
impact

Verify Standby pSBR From the Active NOAM GUI:

server status

1. Navigate to Main Menu -> Policy DRA->Maintenance->Policy SBR Status. Open the
tab of the server group being upgraded.

2. Do not proceed to step 5 until the Resource HA Role for the Standby server has a status
of Standby.

Main Menu: Policy DRA -> Maintenance -> Policy SBR Status

ripLabBindinglletwork | ripLabCOMatedPair

Tue Oct 02 18:09:58 2012 America/lle

Server Group Resource Domain Hame Resource Domain Profile
& LabChindingSR13G BindingRD Palicy Binding
Server Name Resource HA Role (ongestion Level Sub Resources Hosted
| [ahCe1b2Bpshrsr Standby | Nomal 01234567
[3hCe2b2Bpshrdrt Actire Normal 01234567

[ s0ettzzpsr Spu | Nomal 11234567
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Procedure 63; Upgrade Policy SBRi Site 1 (3Tier, PDRA)

Verify that bulk From the Active NOAM GUI:

download is complete

between Active Policy 1. Navigate to Main Menu > Alarm & Event > View History

SBR in server group to 2. Export the Event Log using the following filter:

Standby Policy SBR and Server Group: Choose the Policy SBR group that is in upgrade
Spare Policy SBR. Display Filter: Event ID = 31127

Collection Interval: X hours ending in current time,
where X is the time from upgrade completion of the Standby and Spare servers to the
current time.
3. Wait for 4 instances of Event 31127:
a. 2 forthe Standby Policy SBR for both binding and session policies
b. 2 for the Spare Policy SBR server for both binding and session policies.

NOTE: There is an expected loss of traffic depending on size of the bulk download. This must
be noted along with events captured.

Upgrade Active Policy 1. Upgrade the Active Policy SBR server using the Upgrade Single Server procedure :
SBR Server as identified
in Step 1 of this Execute Appendix G -- Single Server Upgrade Procedure
procedure
After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Repeat steps 1 through Repeat steps 1 through 6 for all remaining binding and session server groups to be upgraded.
6 for all Binding and
Session Server Groups
with Active, Standby in
Site 1 and Spare in Site
2

4.7.10 Upgrade Multiple DA-MPs i Site 1 (3-tier, PDRA)

Procedure64: Upgrade Multiple DA-MPs 1 Site 1 @3-tier, PDRA)

Policy DRA server (DAMP Server) upgrade procedure for Site 1
Check off §) each step as it is completed. Boxes have been provided for this purpose under each step numbe

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

# O0OmM-wm

I dent iDSR t h e From the data captured in Table3,

(multi -active ) ) .
cluster)p Wpgradein | 1. Pi DSRimudtiaic t i v e Severara@dinesite) 0O
Site 1 2. Identify the servers in Server Group identified in sub-step 1.

Upgrade Policy DRA
Server as identified in 1. Upgrade half of the Policy DRA (DA-MP) servers in parallel using the Upgrade Multiple
Step 1 Server procedure :

Note: It is recommended that the DA-MP Leader be upgraded in the last group of
servers to minimize DA-MP Leader role changes.

Execute Appendix K : Upgrade Multiple Servers

After successfully completing the procedure in Appendix K, return to this point and continue
with the next step.
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Procedure64: Upgrade Multiple DA-MPs 1 Site 1 @-tier, PDRA)

DSR 5.1 Upgrade/Backout Guide

Repeat step 2 for all Repeat step 2 of this procedure for the remaining Policy DRA (DA-MP) servers.

3

Nl servers identified in Step
A 1 of this procedure.

Al Update Max Allowed HA
A

Role for NO and SO. 1. Log into the NOAM GUI using the VIP
2. Go to the Status & Manage-> HA screen.
3. Click the Edit button.
4,
5.  Click the Ok button

6. Repeat sub-steps 2 through 5 for each SOAM.

Check the 6Max Aldaove dNAHA( RD)l.e 6Byf odef aul t
Otherwise,update the O6Max All owed HAwnRst.l ed as
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4.7.11 Upgrade IPFE(s) i Site 1 (3-Tier, PDRA)

Procedure65: Upgrade IPFE(s)i Site 1 (3Tier, PDRA)

S | This procedure upgrades tHeFE servesfor Site 1
T
E Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.
P | sHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE .

Identify the IP Front From the data captured in Table3,

End Server Group to

Upgrade in Site 1 1. Pick one fiP Front EnddServer Group in Site 1.

2. Identify the servers in the Server Group identified in sub-step 1 above

Note: By selecting one client-facing IPFE and one server-facing IPFE, two servers can
be upgraded in parallel.

Upgrade IPFE Servers
identified in Step 1 of Step 1: Upgrade IP Front End server using the Upgrade Multiple Servers procedure :
this procedure
Execute Appendix K-- Upgrade Multiple Servers

After successfully completing the procedure in Appendix K, return to this point and continue
with the next step.

Execute the following Execute the following steps on each IPFE server just upgraded :
steps on the IPFE.
1. Use an ssh client to connect to the IPFE server :

ssh<IPFE XMI IP address >
login as: root
password: <enter password>

2. Execute the following command on the IPFE server :
# lusr/TKLC/ipfe/bin/ipfeNetUpdate.sh T verify

The outcome of the above command will indicate the number of lines that need to change. If
the count is ZERO, then proceed to the next step (step 4).

Example output with highlight added (actual file names and numbers may vary):

[root@ISoak -enl-bl0- IPFE ~ J# ipfeNetUpdate.sh - verify
Inspecting /etc/sysconfig/network

Inspecting /etc/modprobe.d/bnx2x.conf

Inspecting /etc/sysconfig/network - scripts/ifcfg - ethO1
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth02
Inspecting letc/sysconfig/network - scriptsl/ifcfg - eth21
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth22

You are running in verify mode.

Count of lines that need to change: 0
Files that need to change:

If the outcome of the above command indicates that a NON ZERO number of lines need to
change, then continue with sub-step 3.

Example output with highlight added (actual file names and numbers may vary):
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Procedure65; Upgrade IPFE(s)1 Site 1 (3Tier, PDRA)

[root@ISoak -enl-bl0- IPFE ~]# ipfeNetUpdate.sh - verify
Inspecting /etc/sysconfig/network

Inspecting /etc/modp robe.d/bnx2x.conf

Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth01
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth02
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth21
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth22
You are running in ve rify mode.

Count of lines that need to change: 8
Files that need to change:

[etc/sysconfig/network
/etc/modprobe.d/bnx2x.conf

[etc/sysconfig/network - scripts/ifcfg - ethO1
letc/sysconfig/network - scripts/ifcfg - eth02
[etc/sysconfig/network - scripts/ifcfg - eth21
letc/sysconfig/network - scripts/ifcfg - eth22

3. Execute the following commands.

# lusr/TKLC/ipfe/bin/ipfeNetUpdate.sh
#1init 6

Note: init 6 will cause a reboot of the IPFE server.lt is recommendedto run
the above stepn just one server of the pair, at a time, to reduce traffic
impact.

4.  Once the server is back online, log into the server and execute the following command:

# [usr/TKLC/ipfe/bin/ipfeNetUpdate.sh - verify

Note: If the outcome of the above commad is blank or if it indicates that a
NON-ZERO number of lines need to change, then contact theracle CGBU
Customer Care Center

4 Repeat |IPEont a Repeatsteps 1through 3 of this procedure for each IPFE server.
A

a Endo servers
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4.7.12 Post Upgrade Wrap-Up 1 Site 1 (3-Tier, PDRA)
Execute thigorocedureafterthe site has been upgraded.

Procedure66: PostUpgrade Wrap-Up 1 Site 1 (3-Tier, PDRA)

# O0mM-dwm

Post Upgrade steps after Site 1 is upgraded.

Check off §) each step as it is completed. Boxes have been provided for this purpose undepaomber.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE .

Enable global Enable global provisioning and configuration updates on the entire network:
provisioning and

configuration. 1. Log into the NOAM GUI using the VIP.

2. Select Status & Manage > Database.
The Database Status screen is displayed.
3. Click the Enable Provisioning button.
4.  Verify the button text changes to Disable Provisioning.

Enable site provisioning
and configuration.

Enable Site provisioning after the upgrade is completed:

1. Log into the SOAM VIP GUI for the upgraded site.
2. Select Status & Manage > Database.
The Database Status screen is displayed
3. Click the Enable Site Provisioning button.
4.  Confirm the operation by clicking Ok in the popup dialog box.
5.  Verify the button text changes to Disable Site Provisioning

Execute FQDN T NE ID
Mapping script

NOTE: Execute this step if upgrading from arelease <4.0.5_41.6.0 to arelease > 4.1.0-
41.24.0.

1. SSHinto the Active NOAM using the XMI VIP IP Address:
2. Execute the following script

#/var/TKLC/appworks/library/Pdra/scripts/syncFqdnReferen
ces.sh

Truncate PDRA local
table i
TopoHidingListLocal
(Only if source upgrade
release was less than
4.1.0-41.24.0)

NOTE: Execute this step if upgrading from a release <4.1.0-41.24.0, to a release > 4.1.0-
41.24.0.
This procedure must be executed after the entire site has been upgraded.

1. Download the script truncatelLocalTable.sh

2. Transfer the script file to /root  of the Active SOAM Server.
3. Log into the Active SO upgraded in Site 1 :
4. Use an SSH client to connect to the upgraded server (e.g. ssh, putty):

ssh <server address>

login as: root
password: <enter password>

5. Change directory to /root

# cd /root
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Procedure66: PostUpgrade Wrap-Up i Site 1 (3-Tier, PDRA)

6. Convert the script to unix format:

# dos2unix truncateLocalTable.sh

7. Execute the following command to ensure that the script has the required
permissions:

# chmod +x truncateLocalTable.sh

8.  Execute the script:

# .[truncateLocalTable.sh

(zootfsanityE3B0150a +# . /truncatelocallable., sh

= Start of Post upgrade procedure for release §.1,0-5L.10.0 (logs can be found in file /var/TRLC/do/£ilengut/BORA 229070 URGRAGE LOG
070404, txt) =

Server Name of this system + 3anityE3B0150a
Server Role of this system + SYSTEM 0N
HA State of this system + Aetive

Network Element ID of this system ; 1

Finding DSR MP sexver with 'DoReplication’ resource active within this site only..
Skipping sanityE3BO3PORAOL as the DbReplication role on this server is Sthy
Bpplying post-upgrade procedure on sanityE3B04PDORAQ2 DSR MP Server ...

AR A KRR AR R KA RHA AR RKAKARARKA KRR A AR KA KA RARAKARARRAKARARRAKAR

1]

* Logs can be found at /var/TRLC/do/ilenqut/BORR 229070 UPGRAGE LOG sanityESBOLS0a 2014029070404, ut

L]

(2411222281242 E2 8120020222021 828 0808280082828 2812 0088818088282 80282828 2818088882822 2282881]

£-N-I

Analyze the Log file mentioned in the output to verify no errors are present.

E5454801, June 2014 Version 2.0 1690f 295



DSR 5.1 Upgrade/Backout Guide Software Upgrade Guide

4.7.13 Verify Post Upgrade Status 1 Site 1 (3-Tier, PDRA)

This procedurds part ofthe health check and issed to determine the health and status oPtiliey DRA (DSR)
network and servers after thpgrade This proceduremust also bexecuted afteBite 1hasbeen upgradetb
compareupgraded server datgth preupgrade health check data capture®iocedure.

Procedure67: Verify Post Upgrade Statusi Site 1 (3-Tier, PDRA)

This procedure performs a Health Check.
Check off (§) each step as itis completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Verify all servers status
are normal

Log into the Active NOAM GUI using the VIP.

Select the Status & Manage -> Server menu item.

Verify all status is Normal (Norm) for all servers.

Do not proceed without consent from Engineering/ Consulting Services with the upgrade

if any server status is not Norm.

5. Do not proceed without consent from Engineering/ Consulting Services if there are any
unexpected Major or Critical alarms.

Note: It is not recommended to continue with the upgrade if any server status has unexpected

values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This means that the target release

software contains afixtoclearthe fist ucko alarm(s) and upgr 4

the alarm(s). Do not continue otherwise.

PR

Log all current alarms on | 1.  Select the Alarms & Events -> View Active menu item.

Active NOAM VIP 2. Click the Export button to generate an Alarms Export file.
3. Record the filename of the Alarms CSV file generated and all the current alarms in the
system.
4.  Save this information on the client machine for future reference.
Capture the Diameter 1. Log into the SOAM GUI using the VIP.
Maintenance Status 2. Select Main Menu-> Diameter-> Maintenance
On Active SOAM VIP 3. Select Maintenance->Route Lists screen.
for site 1. 4.  Filter out all the Route Lists with Route List Statusasiil s Not Aandfillsabl
Avail abl eo.
5. Record the nAvniaded ah difilR@tvilaed Rout e Li st s.
6.  Select Maintenance->Route Groups screen.

7. Filter out all the Route Groups with fPeerNode/Connection Statusasfil s No't
Avail alié¢s Avail abl eo.

8. Record the nAunkbded ahdiRdtvail abl ed Route

9. Select Maintenance->Peer Nodes screen.

10. Filter out all the Peer Nodes with fPeer Node Operational Statusdasfil s No't
Avail ali¢s Avail abl eo.

11. Recor d t he Nothvabableo odf Avdilaliiedo peer nodes.

12. Select Maintenance->Connections screen.

13. Filter out all the Connections with fOperational Statusdoasfil s Not Aandiill s
Avail abl eo.

14. Recor d t he NotAvabableo oda Avdilalleficonnecti ons

15. Select Maintenance->Applications screen.

16. Filter out all the Applications with fOperational St ataefol s Not Aan@dillsab
Avail abl eo.

17. Recor d t he Notwwabableoa o fddvdiiabledapplications.

18. Save this data on the client machine.

19. Select Diameter > Maintenance > DA-MPs. The DA-MP status screen is displayed.

20. Select the Peer DA-MP Status tab.

21. Verify all Peer MPs are available

22. Select the DA-MP Connectivity tab.

23. Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.
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Procedure67: Verify Post Upgrade Statusi Site 1 (3-Tier, PDRA)

Capture the Policy SBR
Status
On Active NOAM GUI

From the Active NOAM GUI:
1. Select Main Menu-> Policy DRA->Maintenance-> Policy SBR Status
2. Capture and archive the maintenance status of the following tabs on the client machine
either by taking screen captures or by documenting it in an editor.
a. Binding Region
b. PDRAMatedSites

Save this data on the client machine.

3. Expand each Server Group. Verify Congestion Leveli s 6 Nor mal 6 f or

Verify PDRA status

View PDRA status.

From the Active SOAM GUI:
1. Select Diameter > Maintenance > Applications
2. Verify Oper atAvalabteb BSomt abkl i applications

View Communication
Agent status

View Communication Agent status for all connections.

From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;
The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

Verify Traffic status

From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.

Capture the IPFE
Configuration Options
Screens.

On Active SOAM GUI on
Site 1

From the Active SOAM GUI:

1. Select Main Menu: IPFE->Configuration->Options

2. Capture and archive the screen capture of the complete screen.
3. Save this data on the client machine

Capture the IPFE
Configuration Target Set
screens

On Active SOAM GUI on
Site 1

From the Active SOAM GUI:

1. Select Main Menu: IPFE->Configuration->Target Sets

2. Capture and archive the screen capture of the complete screens.
3. Save the captured data on the client machine.

Export and archive the
Diameter and P-DRA
configuration data.

On Active SOAM GUI on
Site 1

From the Active SOAM GUI:

1. Select Main Menu-> Diameter Configuration->Export

2. Capture and archive the Diameter and P-DRA data by choosing the drop down entry
|l abel ed AALLO.

3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all exported files to the
client machine, or use the SCP utility to download the files from the Active SOAM to the
client machine.

5. Select Diameter > Maintenance > Applications
6. Verify Oper atAvalabtedb BSoatabl iapplications

Export and archive the
Diameter configuration
data.

On Active NOAM GUI

on upgraded site

From the Active NOAM GUI:

1. Select Main Menu-> Diameter Configuration->Export

2. Capture and archivethe Di amet er data by choosing t

3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all exported files to the
client machine, or use the SCP utility to download the files from the Active NOAM to the
client machine.

he

Compare data to the
Pre-Upgrade health
check to verify if the
system has degraded
after the second
maintenance window.

Compare the health check status of the upgraded site as collected from steps 2 through 11 to
the pre-upgrade health check taken in Procedureb. If it is any worse, report it to the Oracle
CGBU Customer Care Center.

End of maintenance window
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4.7.14 Perform Site Backup i Site 2 (Pre-Upgrade, 3-Tier, PDRA)

This procedure is used to perform a backup of all servers associated with the site being upgraded. It is recommended

that this procedure be executed no earlier than 36 hours prior to the start of the upgrade.

Since ths backup is to be used in the event of disaster recovery, any site configuration changes made after this

backup should be recorded anecrgered after the disaster recovery.

Procedure68: Perform Site Backupi Site 2 (PreUpgrade, 3Tier, PDRA)

configuration data

IMPORTANT: Required
for Disaster Recovery

S | This procedure conducts a full backup of the Configuration database and run environment on
T | site being upgraded, so that each server hashe latest data to perform a backout, if necessary.
E
=) Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.
# SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE
Backup Site Backup the configuration database from the Active SO server:

1. Log into the SOAM GUI using the VIP.

2. Select Status & Manage > Database to return to the Database Status screen.

3. Click to highlight the Active SO server, and then click Backup.
The Backup and Archive screen is displayed. (Note: the Backup button will only be
enabled when the Active server is selected.)

4. Selected the Configuration checkbox.

5. Enter Comments (optional).

6. Click OK.

Note: the Active SO can be determined by going to the Status & Manage >HA screen, and
notewhi ch server is currently assigned the
VIP assigned is the Active.

SSH to the Active SO of
Site 2

Use the SSH command (on UNIX systems i or putty if running on Windows) to log into the
Active SO of Site 2:

ssh root@< SO VIP >

( A n s wesdif yoa gre prompted to confirm the identity of the server.)

Execute a backup of all
servers (managed from
this SO)

Execute the backupAllHosts utility on the Active SO of Site 2. [This utility will remotely
access each specified server, and run the backup command for that server.]

Enter the following commands:
# screen
(The screen tool will create a no-hang-up shell session, so that the command will continue

to execute if the user session is lost.)

# Jusr/TKLC/dpi/bin/backupAllHosts
-- hosts=<hostnamel>,<hostname2>,<hostname3>

where <hostnamel>,<hostname2>, etc. is a comma-separated list of hostnames of every
server associated with the site being upgraded. Note: Use commas with no spaces to
separate the hostnames in the list.
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Procedure68: Perform Site Backupi Site 2 (PreUpgrade, 3Tier, PDRA)

This procedure conducts a full backup of the Configuration database and run environment on
site being upgraded, so that each server hashe latest data to perform a backout, if necessary.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

HT=UOm-wm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE

The following output will be generated for DSR 5.1 servers only:

Do you want to remo ve the old backup files (if exists
) from all the servers (y/[n])?y

It may take from 10 to 30 minutes for this command to complete, depending
upon the number of servers and the data in the database.

Do not proceed until the backup on each server is completed.

Output similar to the following will indicate successful completion:

Script Completed. Status:

HOSTNAME | STATUS
HPC3blade02 | PASS
HPC3blade01 | PASS

HPC3blade03 | PASS

HPC3blade04 | PASS

(Errors will also report back to the command line.)

Note: There is no progress indication for this command; only the final report when it
completes.

# exit
(to close screen session) (screen -Is and screen -x are used to show active screen
sessions on a server, and re-enter a screen session, respectively)

ALTERNATIVE: A manual back up can be executed on each server individually, rather
than using the script above. To do this, log into each server in the site individually, and
execute the following command to manually generate a full backup on that server:

# Jusr/TKLC/appworks/sbin/full_backup

Output similar to the following will indicate successful completion:

Success: Full backup of COMCOL run env has completed.

Archive file
Backup.dsr.blade01.FullRunEnv.NETWO RK_OAMP.20110417_021502.UPG tar.
gz written in /var/TKLC/db/filemgmt.
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4.7.15 Perform Health Check - Site 2 (Pre-Upgrade, 3-Tier, PDRA, SOAM)
This procedure is used to perform a health check of the SOAM prior to upgrade.

Procedure69: Perform Health Check- Site 2(Pre-Upgrade, 3-Tier, PDRA, SOAM)

This procedure performs a Health Check before upgrading the SOAM.
Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

HTUOUmMm-Aw

Start of maintenance window

Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the SOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

4. Do not proceed with the upgrade if any server status is not Norm.

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This would mean that the target
release software contains a fix to clear th
to clear the alarm(s). Do not continue otherwise.

Log all current alarms Log all current alarms in the system:

1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

View DA-MP Status View DA-MP status.

1. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

2. Select the Peer DA-MP Status tab.

3. Verify all Peer MPs are available

4. Select the DA-MP Connectivity tab.

5. Note the number of Total Connections Established.
Verify PDRA status View PDRA status.

1. Select Diameter > Maintenance > Applications
2. Verify Oper atAvalabteb Somant abkl iapplications
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4.7.16 Upgrade SOAM i Site 2 (3-Tier, PDRA)

DSR 5.1 Upgrade/Backout Guide

The Pllowing proceduraipgrades th&ite 2 SOAM servers and TVOBbut only if a Site 2 SOAM is hosted on a

bladefor which theTVOE has not already been upgraded as paProfedures2.

Procedure70: Upgrade SOAM i Site 2(3-Tier, PDRA)

upgradethe SOAMs

This procedure verifies that tIBOAM serverwith TVOE platform upgrade steps have been comp|eted

#+OM-AWw

ASSISTANCE .

Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

Verify Global
Provisioning is disabled

Global Provisioning was disabled in Section 4.7.3, Upgrade TVOE and NOs (3-Tier, PDRA).
Verify global provisioning is still disabled before upgrading Site 2.

1. Log into the NOAM GUI using the VIP
2. Inthe GUl status bar,wher e it s

ays f Cohedk orcthe ené s 8 & Glebgl
Provisioning disabledo

If the message is not present, then execute the following sub-steps; otherwise, continue
with step 2.

3. Select Status & Manage > Database.
The Database Status screen is displayed

4. Click the Disable Provisioning button.

5.  Confirm the operation by clicking Ok in the popup dialog box.

6. Verify the button text changes to Enable Provisioning; a yellow information box should
also be displayed at the top of the view screen which states: [Warning Code 002] -
Global provisioning has been manually disabled.

7. The Active NO server will have the following expected alarm:

- Alarm ID = 10008 (Provisioning Manually Disabled)

Verify Site Provisioning
is disabled

Site Provisioning was disabled in Section 4.7.3, Upgrade TVOE and NOs (3-Tier, PDRA).
Verify that site provisioning for the site being upgraded is still disabled.

1. Log into the SOAM GUI using the VIP
2. Inthe GUIstatusbar,where it s

ays f Cohedkforctieend ssaigeg
Provisioning disabl edo

If the message is not present, then execute the following sub-steps; otherwise, continue
with step 3.

3. Select Status & Manage > Database.
The Database Status screen is displayed

4. Click the Disable Site Provisioning button.

5.  Confirm the operation by clicking Ok in the popup dialog box.

6. Verify the button text changes to Enable Site Provisioning; a yellow information box
should also be displayed at the top of the view screen which states: [Warning Code 004]
- Site provisioning has been manually disabled.

Upgrade TVOE platform
on SOAM blades

1. Determine if the blade hosting the SOAM requires an upgrade of the TVOE Host (See
Appendix E). If an upgrade is required, perform Appendix J.
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Procedure70: Upgrade SOAM i Site 2(3-Tier, PDRA)

Upgrade Standby SO Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Hosts if the
and Spare SO in Standby DSR SO and/or Spare DSR SO are hosted on TVOE blades.
parallel.

Note: the Spare SO of this triplet will be located at a different site.

1. Upgrade the standby SO and Spare SO servers using the Upgrade Multiple Server
procedure :

Execute Appendix K& Upgrade Multiple Servers Procedure

After successfully completing the procedure in Appendix K, return to this point and continue
with the next step.

Upgrade Active DSR
SO. Note: Before proceeding with this step, execute Appendix J to upgrade the TVOE Host if the
Active DSR SO is hosted on a TVOE blade.

1. Upgrade the Active DSR SO server using the Upgrade Single Server procedure :
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next procedure.

Install NetBackup on If Netbackup is to be installed on the DSR, execute the procedure in Appendix I.

NO and SO (If required)
Note: In DSR 5.0, the backup file location is changed from /var/TKLC/db/filemgmt to
Ivar/TKLC/db/filemgmt/backup . The Netbackup server configuration must to be

updated to point to the correct file path. Updating the Netbackup server configuration is out of
scope of this upgrade document.
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4.7.17 Upgrade Policy SBR T Site 2 (3-Tier, PDRA)

Procedure 71 Upgrade Policy SBRi Site 2 (3Tier, PDRA)

S | Policy SBR upgrade procedure for Site 2
T
E Check off §) each step as it is completed. Boxes have been provided for this purposeaatdstep number.
P | sHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE .
 Identify the pSBR From the data captured in Table3.
Sl Server Group to
A Upgrade 1. Pi ck PolibyeSBRO Server Group (e.g. BiomulipegervprS

groups). One server group can be upgraded at one time or multiple server groups can be
upgraded simultaneously.

2. Identify the Server Group(s) in site 2 selected for upgrade in sub-step 1.
3. Login into the NOAM using the VIP.
5. Navigate to Main Menu -> Policy DRA->Maintenance->Policy SBR Status. Open each

server group chosen in sub-step 1. Note which server is Active, Standby and Spare (as
designated by the Resource HA Role) for each server group chosen for upgrade. The
following figure provides an example:

labCe2b2BpsbrSril - Active
labCelb2BpsbrSrl - Standby
labDelb2BpsbrSrl - Spare

Main Menu: Policy DRA -> Maintenance - Policy SBR Status

b
Tue Oct 02 18:09:58 2012 America/Ne:

2|
L]
.

ripLabBindinghetwork | rpLahCOMatedPair

Server Group Resource Domain Name Resource Domain Profile

g LahCBindingSR1SG BindingRD Policy Binding

Server Name Resource HA Role Congestion Level Sub Resources Hosted
| abCe1b2BpsbrSrl Standby | Normal 01234567

abCe2b2BpabrSrl Active Normal 01234567

{skDetooBstrs Syt | Noml 01234567

Note: Policy SBR servers have two high availability policies: one for controlling
replication of session or binding data, and one for receipt of replicated configuration
data from the NOAM and SOAM GUIs. During this upgrade procedure, ONLY the high
availability policy for replication of session or binding data is important. This means
that the Policy SBR Status screen MUST be used to determine the high availability
status (Active, Standby, or Spare) of pSBR servers. The HA Status screen and the OAM
Max HA Role column on the Upgrade screen must NOT be used because they only show
the status of the configuration replication policy.

Because the two high availability policies run independently, it is possible that a given
server might be standby or spare for the session and binding replication policy, but
active for the configuration replication policy. When this happens, it is necessary to
ignore warnings on the Upgrade screen about selecting what it views as the active
server (for the configuration replication policy).
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Procedure 71 Upgrade Policy SBRi Site 2 (3Tier, PDRA)

Upgrade Spare Policy Note: The Spare P-SBR of this triplet will be located at a different site.
SBR Server as identified
in Step 1 of this 1. Upgrade the Spare Policy SBR server using the Upgrade Single Server procedure :
procedure.

Execute Appendix Gd Upgrade Single Server Procedure

After successfully completing the procedure in Appendix G, return to this point to monitor
server status.

2. Navigate to Main Menu > Policy DRA > Maintenance > Policy SBR Status. Open the
tab of the server group being upgraded.
3. Monitor the Resource HA Role status of the Spare server.

Do not proceed to step 3 until the Resource HA Role of the Spare pSBR server is Spare.

Upgrade Standby Policy
SBR Server identified in | 1. Upgrade the Standby Policy SBR server using the Upgrade Single Server procedure :
step 1 of this procedure.
Execute Appendix G& Upgrade Single Server Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Failure to comply with step 4 and Step 5 may result in
WARNING! the loss of Policy DRA traffic, resulting in service
impact

Verify Standby pSBR From the Active NOAM GUI:

server status

1. Navigate to Main Menu -> Policy DRA->Maintenance->Policy SBR Status. Open the
tab of the server group being upgraded.

2. Do not proceed to step 5 until the Resource HA Role for the Standby server has a status
of Standby.

Main Menu: Policy DRA -> Maintenance -> Policy SBR Status

ripLabBindinghetwork | ApLabCOMatedPair

Tue Oct 02 18:09:58 2012 America/ller

Server Group Resource Domain Hame Resource Domain Profile
Bl LabCBindingSR15G BindingRD Palicy Binding
Server Name Resource HA Role Congestion Level Sub Resources Hosted
[abCe1b2Bpshrdr Standby Normal 01234567
[ahCe2b2Bpsbrsr Aclive Normal 01234567

[3bDe1b2Bpshrdrt Spare Normal 01234567
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Procedure 71 Upgrade Policy SBRi Site 2 (3Tier, PDRA)

Verify that bulk
download is complete
between Active Policy
SBR in server group to
Standby Policy SBR and
Spare Policy SBR.

From the Active NOAM GUI:

1. Navigate to Main Menu > Alarm & Event > View History
2. Export the Event Log using the following filter:
Server Group: Choose the Policy SBR group that is in upgrade
Display Filter: Event ID = 31127
Collection Interval: X hours ending in current time,
where X is the time from upgrade completion of the Standby and Spare servers to the
current time.
3. Wait for 4 instances of Event 31127:
a. 2 forthe Standby Policy SBR for both binding and session policies
b. 2 for the Spare Policy SBR server for both binding and session policies.

NOTE: There is an expected loss of traffic depending on size of the bulk download. This must
be noted along with events captured.

Upgrade Active Policy
SBR Server as identified
in Step 1 in this
procedure

1. Upgrade the Active Policy SBR server using the Upgrade Single Server procedure :
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Repeat steps 1 through
6 for all the Binding and
Session Server Groups
with Active, Standby in

Site 2) and Spare in Site
1.

Repeat steps 1 through 6 for the remaining binding and session server groups to be upgraded.

4.7.18 Upgrade Multiple DA-MPs i Site 2 (3-tier, PDRA)

Procedure72: Upgrade Multiple DA-MPsi Site 2 @-tier, PDRA)

# O0mM-dwm

Policy DRA server (DAMP Server) upgrade procedure for Site 2

Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE .

Il dent iDSR t he

(multi -active
cluster)o t o Uipg
Site 2

From the data captured in Table3,

1. Pi OBR (ntitiea cft i v e $elver Srioup in Site 2.
2. Identify the servers in Server Group identified in sub-step 1.
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Procedure 72: Upgrade Multiple DA-MPs i Site 2 @-tier, PDRA)

Upgrade Policy DRA
Server as identified in 1. Upgrade half of the Policy DRA (DA-MP) servers in parallel using the Upgrade Multiple
Step 1 Server procedure :

Note: It is recommended that the DA-MP Leader be upgraded in the last group of
servers to minimize DA-MP Leader role changes.

Execute Appendix K : Upgrade Multiple Servers

After successfully completing the procedure in Appendix K, return to this point and continue
with the next step.

Repeat step 2 for all Repeat step 2 in this procedure for the remaining Policy DRA (DA-MP) servers.
servers identified in Step
1 in this procedure.

Update Max Allowed HA
Role for NO and SO. Log into the NOAM GUI using the VIP

Go to the Status & Manage-> HA screen.
Click the Edit button.

Ch e c k MaxAkowed HARoled €ach NO (SO). By dAetivedul |
Otherwise,u p d at éMaxtAleeveddHARole6 as Active from Dro
Click the Ok button

6. Repeat sub-steps 2 through 5 for each SOAM.

PwWDNE

o

4.7.19 Upgrade IPFE(s) 1 Site 2 (3-Tier, PDRA)

Procedure73. Upgrade IPFE(s)1 Site 2 (3Tier, PDRA)

S | IPFE server upgrade procedure for Site 2
T
E Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.
P | SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE.

Identify the IP Front From the data captured in Table3,

End Server Group to

Upgrade in Site 1 1. Selecto n @P Fiiont EndoServer Group in Site 2.

2. Identify the servers in the Server Group identified in sub-step 1.

Note: By selecting one client-facing IPFE and one server-facing IPFE, two servers can
be upgraded in parallel.

Upgrade IPFE Server as
identified in Step 1 in 1. Upgrade the IP Front End servers using the Upgrade Multiple Servers procedure :
this procedure
Execute Appendix K-- Upgrade Multiple Servers

After successfully completing the procedure in Appendix K, return to this point and continue
with the next step.

Execute the following Execute the following steps on each IPFE server just upgraded :
steps on the IPFE.
1. Use an ssh client to connect to the IPFE server :

ssh <IPFE XMI IP address >
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Procedure 73: Upgrade IPFE(s)1 Site 2 (3Tier, PDRA)

root
<enter password>

login as:
password:

2. Execute the following command on the IPFE server :
# lusr/TKLC/ipfe/bin/ipfeNetUpdate.sh T verify

The outcome of the above command will indicate the number of lines that need to change. If
the count is ZERO, then proceed to the next step (step 4).

Example output with highlight added (actual file names and numbers may vary):

[root@ISoak -enl-bl0-IPFE ~ J# ipfeNetUpdate.sh - verify
Inspecting /etc/sysconfig/network

Inspecting /etc/modprobe.d/bnx2x.conf

Inspecting /etc/sysconfig/network - scripts/ifcfg - ethO1
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth02
Inspecting [etc/sysconfig/network - scripts/ifcfg - eth21
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth22

You are running in verify mode.

Count of lines that need to change: 0
Files that need to change:

If the outcome of the above command indicates that a NON ZERO number of lines need to
change, then continue with sub-step 3.

Example output with highlight added (actual file names and numbers may vary):

[root@ISoak - enl-bl0- IPFE ~J# ipfeNetUpdate.sh - verify
Inspecting /etc/sysconfig/network
Inspecting /etc/modpro be.d/bnx2x.conf
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth01
Inspecting /etc/sysconfig/network - scripts/ifcfg - eth02
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth21
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth22
You are running in veri fy mode.
Count of lines that need to change: 8
Files that need to change:
/etc/sysconfig/network
/etc/modprobe.d/bnx2x.conf
/etc/sysconfig/network - scriptsl/ifcfg - eth01
letc/sysconfig/network - scripts/ifcfg - eth02
/etc/sysconfig/network - scriptsl/ifcfg - eth21
letc/sysconfig/network - scripts/ifcfg - eth22

3. Execute the following commands.

# lusr/TKLC/ipfe/bin/ipfeNetUpdate.sh
#init 6

Note: init 6 will cause a reboot of the IPFE serverlt is recommendedto run
the above stepn just one server of the pair, at a time, to reduce traffic
impact.
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Procedure 73: Upgrade IPFE(s)1 Site 2 (3Tier, PDRA)

4.  Once the server is back online, log into the server and execute the following command:

# [usr/TKLC/ipfe/bin/ipfeNetUpdate.sh - verify

Note: If the outcome of the above commad is blank or if it indicates that a
NON-ZERO number of lines need to change, then contact theracle CGBU
Customer Care Center

4 Repeat steps 1 through Repeat steps 1 through 3 for the remaining IPFE servers.
N\l 3f or IP&toht Efdo
A servers
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4.7.20 Post Upgrade Wrap-up i Site 2 (3-Tier, PDRA)

Procedure74: PostUpgrade Wrap-up i Site 2(3-Tier, PDRA)

S | Post Upgrade Steps for Site 2.
T
E Check off §) each step as it is complet&bxes have been provided for this purpose under each step number.
P | sHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE .
Enable global Enable global provisioning and configuration updates on the entire network:
provisioning and
configuration. 1. Log into the NOAM GUI using the VIP

2. Select Status & Manage > Database
The Database Status screen is displayed.
3. Click the Enable Provisioning button.
4.  Verify the button text changes to Disable Provisioning.

Enable site provisioning
and configuration.

Enable Site provisioning after the upgrade is completed:

1. Log into the SOAM VIP GUI for the upgraded site.
2. Select Status & Manage > Database.
The Database Status screen is displayed
3. Click the Enable Site Provisioning button.
4.  Confirm the operation by clicking Ok in the popup dialog box.
5. Verify the button text changes to Disable Site Provisioning

Install backward
compatibility path

NOTE: This step is only applicable to following upgrade path:
Source Release: DSR Release <4.1.0_41.15.0
Target DSR Release >=4.1.0_41.15.2

1. Transfer the /pub/Engineering/Nextgen/PdraPatches/install_backward compat patch.sh
file to /root of the Active NOAM Server:
a) Login (SSH) to the Active NOAM Server
b) Change the directory using the command:

cd /root

c) Convert the file to Unix format:

#dos2unix install_backward_compat_patch.sh
install_backward_compat_patch.sh

d) Set permissions to executable

chmod +x install_backward_compat_patch.sh

e) Run the script:

Jinstall_backward_compat_patch.sh

Truncate PDRA local
table i
TopoHidingListLocal
(Only if source upgrade
release was less than
4.1.0-41.24.0)

NOTE: Execute this step if upgrading from a release <4.1.0-41.24.0, to a release > 4.1.0-
41.24.0.
This procedure must be executed after the entire site has been upgraded.

1. Download the script truncateLocalTable .sh .

2. Transfer the script file to /root  of the Active SOAM Server.

3. Loginto Active SO upgraded in Site 1 :
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Procedure 74: PostUpgrade Wrap-up i Site 2(3-Tier, PDRA)

Use an SSH client to connect to the upgraded server (e.g. ssh, putty):

ssh <server address>

login as: root
password: <enter password>

4. Change directory to /root
# cd /root

5. Convert the script to unix format:
# dos2unix truncateLocalTable.sh

6. Execute the following command to ensure that the script has the required permissions:
# chmod +x truncateLocalTable.sh

7. Execute the script:

# .[ltruncateLocalTable.sh

[rootfeanicyE3B0150a ~)4 . /truncatelocallable,sh

= Start of Post upgrade procedure for release §.1,0-51.10.0 (Logs can be found in file /var/TKLC/do/filengut/RORA 229070 UPGRAGE L0G sanityESB)

070404,txt) =

Server Name of this system + sanityE3B0150a
Server Role of this system + SYSTEM ORM

HA State of this system + Aetive

Network Element ID of this system : 1

Finding DR MP server with 'DbReplication’ resource active within this site only...
Skipping sanityE3B0SEDRAOL as the DbReplication role on this server is Sthy
Bpplying post-upgrade procedure on sanityE3BO4PDRAO2 DSR MP Server ...

LERLEEEE RS R ST S EEEEEEEREE801 8828882880288 8 2888288288228 18812882822 8822882E]

i

* Logs can be found at /var/TRLC/db/EiLengut/BORD 229070 UPGRAGE L0 sanityE380150a 2014012900404, e

Lii1EE1E R84 8212842842801 8022 8018128812812 0802 88208800811 0812 81128128812 382088288128822882881288128%288118811]

£-N-0
Analyze the Log file mentioned in output to make sure no errors are present.
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4.7.21 Verify Post Upgrade Status 1 Site 2 (3-Tier, PDRA)

This procedurds part ofthe Post Maintenance Window 3 health chethkis procedureleterminsthe health and
status of théolicy DRA (DSR) network and servers once Site 2 is upgraded completely. These steps compare data
captured aftethe upgrade with praipgrade health check data capture®iocedure.

Procedure 75: Verify Post Upgrade Statusi Site 2 (3Tier, PDRA)

This procedureerifies Post Upgrade Status

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Verify server status is
normal

Log into the NOAM GUI using VIP

Select the Status & Manage -> Server menu item.

Verify server status is Normal (Norm) for all servers.

I f any ser ve Nom,dsnotproaead withghe mpgrade without consent from
the Oracle CGBU Customer Care Center.

5. If there are any unexpected Major or Critical alarms, do not proceed with the upgrade
without consent from the Oracle CGBU Customer Care Center.

Ll

Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the

upgrade is specifically intended to clear those alarm(s). This means that the target release
software contains a fix to clear the fistuck
the alarm(s). Do not continue otherwise.

Log all current alarms 1. Select the Alarms & Events -> View Active menu item.
Active NOAM VIP on 2. Click the Export button to generate an Alarms Export file.
site 2. 3. Record the filename of the Alarms CSV file generated and all the current alarms in the
system.
4.  Save this information on the client machine for future reference.
Capture the Diameter 1. Log into the SOAM GUI using the VIP.
Maintenance Status 2. Select Main Menu-> Diameter-> Maintenance
On Active SOAM VIP 3.  Select Maintenance->Route Lists screen.
of site 2). 4.  Filter out all the Route Lists with Route List Statusasil s Not Aandfillsabl
Avail abl eo.
5. Recordthen u mb e Not Availalile0 a Avadilaiied Rout e Li st s.
6.  Select Maintenance->Route Groups screen.

7. Filter out all the Route Groups with fPeerNode/Connection Statusasfil s No't
Avail abmliéé Avail abl eo.

8. Record t he NatAvabableo odf Avdilaliied Rout e Groups.

9.  Select Maintenance->Peer Nodes screen.

10. Filter out all the Peer Nodes with fPeer Node Operational Statusdasii | s No't
Avail ammhéé Avail abl eo.

11. Recor d t he NotWwwabableo oaf Avdilaliie i p enedes.

12. Select Maintenance->Connections screen.

13. Filter out all the Connections with fOperational Statusoasfil s Not Aanaifi Il sa
Avail abl eo.

14. Record the number of fNot Availabled a Avdilalilieficonne.cti ons

15. Select Maintenance->Applications screen.

16. Filter out all the Applications with fOperational St ataefiol s Not Aan@dfllsab
Avail abl eo.

17. Recor d t he Nothvabableo oda Avdilaliiedc appl i cati ons.

18. Save this information on the client machine.

19. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

20. Select the Peer DA-MP Status tab.

21. Verify all Peer MPs are available
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Procedure 75: Verify Post Upgrade Statusi Site 2 (3Tier, PDRA)

22. Select the DA-MP Connectivity tab.
23. Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.

Capture the Policy SBR
Status
On Active NOAM GUI

From the Active NOAM GUI:

1. Select Main Menu-> Policy DRA->Maintenance-> Policy SBR Status

2. Capture and archive the maintenance status of the following tabs on the client machine
either by taking screen captures or documenting it in an editor.
a. BindingRegion
b. PDRAMatedSites

3. Save this information on the client machine.

4. Expand each Server Group. Verify Congestion Leveli s 6 Nor mal 6 f or

Verify PDRA status

View PDRA status.

From the Active SOAM GUI:
1. Select Diameter > Maintenance > Applications
2. Verify Oper atAvalabteb BSomt abkl i applications

View Communication
Agent status

View Communication Agent status for all connections.

From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;
The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

Verify Traffic status

From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.

Capture the IPFE
Configuration Options
Screens.

On Active SOAM GUI on
Site 2.

From the Active SOAM GUI:

1. Select Main Menu -> IPFE->Configuration->Options

2. Capture and archive the screen capture of the complete screen.
3. Save the capture on the client machine.

Capture the IPFE
Configuration Target Set
screens

On Active SOAM GUI on
Site 2

From the Active SOAM GUI:

1. Select Main Menu -> IPFE->Configuration->Target Sets

2. Capture and archive the screen capture of the complete screens.
3. Save the capture on the client machine.

Export and archive the
Diameter and P-DRA
configuration data.

On Active SOAM GUI on
Site 2

From the Active SOAM GUI:

1. Select Main Menu-> Diameter Configuration->Export

2. Capture and archive the Diameter and P-DRA data by choosing the drop down entry
|l abel ed AALLO.

3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all exported files to the
client machine, or use the SCP utility to download the files from the Active SOAM to the
client machine.

5. Select Diameter > Maintenance > Applications
6. Verify Oper atAvalabtedb BSoatabl iapplications

Export and archive the
Diameter configuration
data.

On Active NOAM GUI

on upgraded site

From the Active NOAM GUI:

1. Select Main Menu-> Diameter Configuration->Export

2. Capture and archivethe Di amet er data by choosing t

3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all exported files to the
client machine, or use the SCP utility to download the files from the Active NOAM to the
client machine.

he
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Procedure 75: Verify Post Upgrade Statusi Site 2 (3Tier, PDRA)

Compare data to the Compare the health check status of the upgraded site as collected in steps 2 through 11 to the
Pre-Upgrade health pre-upgrade health check taken in Procedureb. If it is any worse, report it to the Oracle
check to verify if the CGBU Customer Care Center.

system has degraded
after the third
maintenance window.

End of maintenance window
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4.8 DSR Site Upgrade (2-Tier, 1+1)

This section contains major upgrag®ceduregor aDSR4.x -> 5.1 (2-tier setup) upgrade witthe (1+1)
(Active/Standby configuration andfor aDSR5.1incremental upgrade fahe (1+1) 2tier configuration.

Software Upgrade Guide

Table19 specifiesestimated Elapsed Timasth TVOE upgradeand without TVOE upgrade. In some setup®(s)

are hosted on TVOE blades. TVOE applications also sometimes need to be upgraded. Hence TVOE upgrade

estimates are included aseparate column.

Table 19. Upgrade Execution Overview 2-Tier, 1+1).

Procedure Elapsed Time (Hours: Minutes) Procedure Title Impact
This Step Cum. This Step Cum.
(with (with TVOE
TVOE upgrade)
upgrade)

Procedurg7 | 0:01-0:05 | 0:01- 0:01-0:05 | 0:01-0:05 Perform Health Check | None

0:05 (PreUpgrade 2-Tier,

1+1,NOAM)

Procedur&8 | 0:30-1:00 | 0:31- 1:30-2:00 | 1:31-2:05 Upgrade NOAMS2- Provisioning

1:05 Tier, 1+1) Disabled No

Traffic Impact

Procedur&9 | 0:01-0:05 | 0:32 0:02-0:05 | 1:32-2:10 Verify Post Upgrade No Traffic

1:10 Status (Z2Tier, 1+1, Impact

NOAM)

Procedure30 | 0:30-1:00 | 1:02 0:30-1:00 | 2:02-3:10 Upgrade DAMPs(2- Provisioning

2:10 Tier, 1+1) Enabled No

Traffic Impact
Procedure81l | 0:01-0:05 | 1.04- 0:02-0:05 | 2:04-4:30 Verify Post Upgrade None
Per MP 3:30 Per MP Status (ZTier, 1+1)
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4.8.1 Pre-Upgrade Checks (2-Tier, 1+1)

This procedurds used toverify that the NOAM is readfor upgrade This procedure must be executed on the
Active NOAM.

Procedure76: Pre-Upgrade Checks (2Tier, 1+1)

This procedure verifies that the NOAM is ready for upgrade.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

S
T .
E Check off (O each step as it is completed. Boxes have been provided for this purpose under each step number.
P
# ASSISTANCE .

Verify that a recent Verify that a recent version of the Full DB backup has been performed.
version of the Full DB
backup has been 1. Log into the NOAM GUI using the VIP.
performed 2. Select Status and Manage A Files

3. Check time stamp on the following files:

Backup.DSR.<hostname>.FullRunEnv.NETWORK_OAMP.<  time_stamp>.UPG.tar
.bz2

Backup.DSR.<hostname>.FullDBParts. NETWORK_OAMP.<time_stamp>.UPG.ta
r.bz2

See section 3.3.5 to perform (or repeat) a full Backup, if needed.
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4.8.2 Perform Health Check (Pre-Upgrade, 2-Tier, 1+1, NOAM)
This procedures used to determine the health and status ohéteork andservers

THE NOAM(s) (and DR-NOAMs) MUST BE UPGRADED IN THE SAME
MAINTENANCE WINDOW.

|
AR THE SOAM SITE(s) SHOULD BE UPGRADED SUBSEQUENTLY, EACH SITE IN

ITS OWN MAINTENANCE WINDOW.

Procedure 77: Perform Health Check (PreUpgrade, 2-Tier, 1+1,NOAM)

S | This procedure performs a Health Check.
T
E Check off (§) each step as it is completed. Boxes have beeprovided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .
Start of maintenance window
Verify Server Status is Verify Server Status is Normal:
Normal
1. Log into the NOAM GUI using the VIP.
2. Select Status & Manage > Server.
The Server Status screen is displayed.
3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).
4. Do not proceed with the upgrade if any server status is not Norm.
5. Do not proceed with the if there are any Major or Critical alarms.
Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the
upgrade is specifically intended to clear those alarm(s). This means that the target release
software contains a fix to cihgésahe ONLW methddsta clear k
the alarm(s). Do not continue otherwise.
Log all current alarms Log all current alarms in the system:
1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.
View Communication View Communication Agent status for all connections.
Agent status
1. Select Communication Agent > Maintenance > Connection Status;
The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.
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Procedure 77: Perform Health Check (PreUpgrade, 2-Tier, 1+1,NOAM)

4

A

View DA-MP Status

View DA-MP status.

N

o gk w

Log into the SOAM GUI using the VIP.

Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Note the number of Total Connections Established

4.8.3 Upgrade NOAMs (2-Tier, 1+1)
Detailed steps are shown in the procedure below.

Procedure 78. Upgrade NOAMs (2-Tier, 1+1)

# O0OmM-dwm

This procedure verifies that the NOAM upgrade steps have been completed. This procedure is spec
tier DSR OAM deploymerst

Check off §) each step as it is complet&bxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE .

Disable global
provisioning and
configuration.

Disable Global Provisioning and Configuration updates on the entire network:

1.
2.

&

Log into the NOAM VIP GUI.

Select Status & Manage > Database.

The Database Status screen is displayed.

Click the Disable Provisioning button.

Confirm the operation by clicking Ok in the popup dialog box.

Verify the button text changes to Enable Provisioning. A yellow information box should
also be displayed at the top of the view screen which states:

[Warning Code 002] - Global provisioning has been manually disabled.

The Active NO server will have the following expected alarm:

Alarm ID = 10008 (Provisioning Manually Disabled)

Upgrade TVOE Host (if
needed)

If the TVOE Host for the Standby NO is to be upgraded.

Execute Appendix J to upgrade the TVOE Host for the standby NO.

Upgrade Standby NO
server (using Upgrade
Single Server
procedure).

Execute Appendix G i Single Server Upgrade for the Standby NO

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Upgrade TVOE Host (if
needed)

If the TVOE Host for the Active NO is to be upgraded.

Execute Appendix J to upgrade the TVOE Host for the active NO.
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Procedure 78. Upgrade NOAMSs (2-Tier, 1+1)

Upgrade Active NO For the Active NO,
server.

Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next sub-step.

The NOAM GUI will show the new DSR 5.1 release.
Expected Alarms include:

Active NO server:
Alarm 1D = 10008 (Provisioning Manually Disabled)

Install NetBackup on If Netbackup is to be installed on the DSR, execute the procedure found in Appendix I.

NO (If required)
Note: In DSR 5.1, the backup file location is changed from /var/TKLC/db/filemgmt to
Ivar/TKLC/db/filemgmt/backup . The Netbackup server configuration must be

updated to point to the correct file path. Updating the Netbackup server configuration is
out of scope of this upgrade document.
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4.8.4 Verify Post Upgrade Status (2-Tier, 1+1, NOAM)
This procedurds used to determine the health and status ohéteork and servers

Procedure&’9: Verify Post Upgrade Status-[@er, 1+1, NOAM)
This procedureerifies the NOAM statufllowing the upgrade

Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Verify Server Status Execute the following commands on both the Active and Standby NOAM servers:
1. Use an SSH client to connect to the upgraded server (e.g. ssh, putty):

ssh < NO XMI IP address >

login as: root
password: <enter password>

Note: XMI IP address for the NO server should be available in Table 3.

# verifyUpgrade

Examine the output of the above command to determine if any errors were reported. Contact
the Oracle CGBU Customer Care Center if any errors are observed.

Note: It is safe to ignore this error if it appears after upgrade from DSR 4.x to 5.1:

ERROR: Upgrade log (/var/TKLC/log/upgrade/upgrade.log)
reports errors!
ERROR: 13475 23804::ERROR - {HA::Mgr}: No Clusternode

found for resource entry, (tklc - ha- active)!
1347523805::ERROR - {HA::Mgr}: Failed to initialize
ResourceConf!

2. Servers have the following expected alarms:
Active NO server has:
Alarm ID = 10008 (Provisioning Manually Disabled)

On all upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Note : If Alarm ID 32532 is not raised on any upgraded server, then execute
following commands on that server to check for the existence of the alarm :

# alarmMgr  -- alarmstatus

The following output will be raised :

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33|tpdServerUpgradePendingAccept|1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

3. Alarm ID 32532 will be cleared once ProceduréO0is executed to accept the upgrade on
each server.
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Procedurer9: Verify Post Upgrade Status-{der, 1+1, NOAM)

Verify Server Status is Verify Server Status is Normal:
Normal

1. Log into the NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

Expected Alarms include:

Active NO server has:
Alarm ID = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

NO GUI: Verify Alarm Log all current alarms in the system:
status
From the Active NOAM GUI:

1. Select Alarms & Events > View Active.

The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active NO server has:
Alarm 1D = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

View Communication View Communication Agent status for all connections.
Agent status
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

View DA-MP Status View DA-MP status.
1. Log into the SOAM GUI using the VIP.
2. Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.

L

Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.
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4.8.5 Upgrade DA-MPs (2-Tier, 1+1)
This procedure upgrades tha'zr DA-MP(s).

Procedure80: Upgrade DA-MPs (2-Tier, 1+1)

This procedure upgrades the BAP(s).

Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE .

Verify and Record the
status of the DA-MP
before upgrade

Verify and record the status of each DA-MP Server by going to Status & Manage -> HA and
record the hostname of the Active DA-MP server and the Standby DA-MP server.

Note: the Active DA-MP server can be identified by looking for the VIP label. The server with
VIP in the row is the Active DA-MP.

Upgrade the standby
DA-MP server (using
Upgrade Single Server
procedure)

Upgrade the Standby DA-MP server using the Upgrade Single Server procedure:
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Upgrade the active DA-
MP server.

Upgrade the Active DA-MP server using the Upgrade Single Server procedure.
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Enable global
provisioning and
configuration.

Enable provisioning and configuration updates on the entire network:
Provisioning and configuration updates may be enabled to the entire network.

1. Log into the Active NOAM GUI using the VIP
2. Select Status & Manage > Database
The Database Status screen is displayed.
3. Click the Enable Provisioning button.
4.  Verify the text of the button changes to Disable Provisioning.

Update Max Allowed HA
Role for NO

1. Gotothe Status & Manage-> HA screen.
2. Click the Edit button.

3. Checkthe 6 Max Al |l owed HMBydfadltgtd sfhooru ltdn elhred,d Ac
update the 6Max All owed HA Roled as Act i\
4.  Click the Ok button.
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4.8.6 Verify Post Upgrade Status (2-Tier, 1+1)
This procedurds used to determine the health and status ohéteork and servers

Procedure81: Verify Post Upgrade Status (2Tier, 1+1)

This procedure performs a Health Check.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Verify Server Status is Verify Server Status is Normal:
Normal
1. Log into the Active NOAM GUI using the VIP.
2. Select Status & Manage > Server.
The Server Status screen is displayed.
3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB), High Availability
(HA), and Processes (Proc).
3.  Execute the following commands on all upgraded DA-MP servers :

Use an SSH client to connect to the upgraded DA-MP server (e.g. ssh, putty):

ssh <DA - MP server XMI IP address>

login as: root
password: <enter password>

# verifyUpgrade

Examine the output of the above command. If any errors were reported, contact the Oracle
CGBU Customer Care Center.

Log all current alarms Log all current alarms in the system:

1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.

The following Alarm ID will be observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)
Note : If Alarm ID 32532 is not raised on any of the upgraded servers, then execute the

following commands on that server to check the existence of the alarm :

#alarmMgr  -- alarmstatus

The following output shall be raised :

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33|tpdServerUpgradePendingAccept|1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

2. Alarm ID 32532 will be cleared once Proceduré0is executed to accept the upgrade on
each server.

3. Click the Report button to generate an Alarms report.
4.  Save the report and print the report. Keep these copies for future reference.
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Procedure81: Verify Post Upgrade Status (2Tier, 1+1)
Capture the Diameter 1. Log into the SOAM GUI using the VIP.

Maintenance Status 2. Select Main Menu-> Diameter-> Maintenance
On Active NOAM VIP 3.  Select Maintenance->Route Lists screen.
for upgraded setup. 4.  Filter out all the Route Lists with Route List Statusasiil s Not Aandfillsabl
Avail abl eo.
5. Record the nAvwnkded ahdiRAtvail abl ed Route
6.  Select Maintenance->Route Groups screen.

7. Filter out all the Route Groups with fPeerNode/Connection Statusasfil s No't
Avail amii¢s Avail abl eo.

8. Record the ndAunkbded ahdiRdtvail abl ed Route

9.  Select Maintenance->Peer Nodes screen.

10. Filter out all the Peer Nodes with fPeer Node Operational Statusdoasfil s No't
Avail alié¢s Avail abl eo.

11. Recor d t he NotAvabableo od Avdilaliiedo peer nodes.

12. Select Maintenance->Connections screen.

13. Filter out all the Connections with fOperational Statusoasfil s Not Aanaifi Il sa
Avail abl eo.

14. Recor d t he Nothvabableo oa Avdilalileficonnecti ons

15. Select Maintenance->Applications screen.

16. Filter out all the Applications with fOperational St a taefiol s Not Aandfillsab
Avail abl eo.

17. Recor d t he Notwvabableoa o fddvdiiabledapplications.

18. Save this data on the client machine.

19. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

20. Select the Peer DA-MP Status tab.

21. Verify all Peer MPs are available

22. Select the DA-MP Connectivity tab.

23. Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.

View Communication View Communication Agent status for all connections.
Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

Export and archive the From the Active NOAM GUI:
Diameter configuration 1. Select Main Menu-> Diameter Configuration->Export
data. 2. Capture and archivetheDi amet er data by choosing the
On Active NOAM GUI ifv th . ina th K h fth
on upgraded setup 3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all exported files to the
client machine, or use the SCP utility to download the files from the Active NOAM to the
client machine.

5. Select Diameter > Maintenance > Applications
6. Verify Oper atAvalabéedb So micaisns i appl
Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.

Compare this data to the | Compare the health check status of the upgraded servers to the pre-upgrade health check
Pre-Upgrade health taken in Procedureb. If it is any worse, report it to the Oracle CGBU Customer Care Center.
check to verify if the
system has degraded
after the first
maintenance window.
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4.9 DSR Site Upgrade (2-Tier, N+0)

This section contains major upgraga®ceduregor aDSR 4.x>5.1 (2-tier setup) upgrade witt e (N+0)
(Active/Standby)xonfiguration and foraDSR5.1incremental upgrade fahe 2-tier (N+0) configuration.

Table20 specifies estimated Elapsed Times with TVOE upgrade and without TVOE upgrade. In some setups, NO(s)

Software Upgrade Guide

are hosted on TVOE blades. TVOE applications also sometimes need to be upgraded. Kxaepghdde
estimates are included in a separate column.

Table 20. Upgrade Execution Overview 2-Tier, N+0).

Procedure Elapsed Time (Hours: Minutes) Pro_:_:i?ldeure Impact
This Step Cum. This Step Cum.
(with (with TVOE
TVOE upgrade)
upgrade)

Procedure33 | 0:01-0:05 | 0:01-0:05 | 0:01-0:05 | 0:01-0:05 Perform Health| None
Check (Pre
Upgrade 2-
Tier, N+0,
NOAM)

Proceduré34 | 0:251:00 | 0:26-1:05 | 1:252:00 1:26-2:05 Upgrade Provisioning
NOAM (2-Tier, Disabled No Traffic
N+0) Impact

Procedure35 | 0:020:05 | 0:281:10 | 0:020:05 | 1:282:10 Verify Post No Traffic Impact
Upgrade Statug
(2-Tier, N+0,
NOAM)

Procedure86 | 0:20-1:00 | 0:482:10 | 0:20-1:00 | 1:483:10 Upgrade Traffic will not be
Multiple DA- handled by the MP(s)
MPs (2-Tier, being upgraded.
N+0)

Procedure37 | 0:20-1:00 | 1:083:10 | 0:20-:1:00 | 2:084:10 Upgrade ProvisioningEnabled
IPFE(s)(2- No Traffic Impact
Tier, N+0)

Procedure38 | 0:01-0:05 | 1:094:30 | 0:01-0:05 | 2:095:30 Verify Post None

Per MP Per MP Upgrade Status

(2-Tier, N+0)
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4.9.1 Pre-Upgrade Checks (2-Tier, N+0)

This procedurds used toverify that the NOAM is ready for upgrad@his procedure must be executed on the
Active NOAM.

Procedure 82 Pre-Upgrade Checks (2Tier, N+0)

This procedure verifies that the NOAM is ready for upgrade.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

S
T .
E Check off (O each step as itis completed. Boxes have been provided for this purpose under each step number.
P
# ASSISTANCE .

Verify that a recent Verify that a recent version of the Full DB backup has been performed.
version of the Full DB
backup has been 1. Log into the NOAM GUI using the VIP.
performed 2. Select Status and Manage A Files

3. Check time stamp on the following files:

Backup.DSR.<hostname>.FullRunEnv.NETWORK_OAMP.<time_stamp>.UPG.tar
.bz2

Backup.DSR.<hostname>.FullDBParts. NETWORK_OAMP.<time_stamp>.UPG.ta
r.bz2

See section 3.3.5 to perform (or repeat) a full Backup, if needed.
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4.9.2 Perform Health Check (Pre-Upgrade, 2-Tier, N+0, NOAM)
This procedurds used to determine the health and status ofitteork andservers

THE NOAM(s) (and DR-NOAMs) MUST BE UPGRADED IN THE SAME
MAINTENANCE WINDOW.

|
ROBIE THE SOAM SITE(s) SHOULD BE UPGRADED SUBSEQUENTLY, EACH SITE IN

ITS OWN MAINTENANCE WINDOW.

Procedure83: Perform Health Check (PreUpgrade, 2-Tier, N+0, NOAM)

S | This procedure performs a Health Check.
T
E Check off (&) each step as it is completed. Boxes have beeprovided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .
Start of maintenance window
Verify Server Status is Verify Server Status is Normal:
Normal
1. Log into the NOAM GUI using the VIP.
2. Select Status & Manage > Server.
The Server Status screen is displayed.
3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).
4. Do not proceed with the upgrade if any server status is not Norm.
5. Do not proceed with the upgrade if there are any Major or Critical alarms.
Note: It is not recommended to continue with the upgrade if any server status has unexpected
values. An upgrade should only be executed on a server with unexpected alarms if the
upgrade is specifically intended to clear those alarm(s). This means that the target release
sof tware contains a fi x dupgradihgesahe ONLW methddstd clear k
the alarm(s). Do not continue otherwise.
Log all current alarms Log all current alarms in the system:
1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.
View Communication View Communication Agent status for all connections.
Agent status
1. Select Communication Agent > Maintenance > Connection Status;
The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.
View DA-MP Status View DA-MP status.
1. Log into the SOAM GUI using the VIP.
2. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.
3. Select the Peer DA-MP Status tab.
4.  Verify all Peer MPs are available
5. Select the DA-MP Connectivity tab.
6. Note the number of Total Connections Established

2000f 295 Version 2.0 E5454801, June 2014



Software Upgrade Guide

DSR 5.1 Upgrade/Backout Guide

4.9.3 Upgrade NOAM (2-Tier, N+0)
Detailed steps are shown in the procedure below.

Procedure84: Upgrade NOAM (2-Tier, N+0)

# O0OmM-dwm

This procedure issed to upgrade the NOAM(s). This procedure is specifictier DSR OAM

deployments.

Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE .

Disable global Disable global provisioning and configuration updates on the entire network:
provisioning and

configuration. Log into the NOAM GUI using the VIP.

1. Select Status & Manage > Database.
The Database Status screen is displayed.
2. Click the Disable Provisioning button.
Confirm the operation by clicking Ok in the popup dialog box.
4. Verify the button text changes to Enable Provisioning. A yellow information box should
also be displayed at the top of the view screen which states:
[Warning Code 002] - Global provisioning has been manually disabled.
5. The Active NO server will have the following expected alarm:
Alarm ID = 10008 (Provisioning Manually Disabled)

w

Upgrade Standby NO
server (using Upgrade
Single Server
procedure).

1. If the TVOE Host for the Standby NO is to be upgraded,
Execute Appendix J to upgrade the TVOE Host

2. Upgrade the Standby NO:

Execute Appendix G i Upgrade Single Server procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Upgrade Active NO
TVOE server.

1. If the TVOE Host for the Active NO is to be upgraded,

Execute Appendix J to upgrade the TVOE Host

Upgrade Active NO
server.

1. Upgrade the Active NO server (the mate) using the Upgrade Single Server procedure:
Execute Appendix G -- Single Server Upgrade Procedure

After successfully completing the procedure in Appendix G, return to this point and continue
with the next step.

Install NetBackup 7.5 on
NO (If required).

If Netbackup is to be installed on the DSR, execute the procedure found in Appendix I.

Note: In DSR 5.1, the backup file location is changed from /var/TKLC/db/filemgmt to
Ivar/TKLC/db/filemgmt/backup . The Netbackup server configuration must be
updated to point to the correct file path. Updating the Netbackup server configuration is
out of scope of this upgrade document.
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4.9.4 Verify Post Upgrade Status (2-Tier, N+0, NOAM)
This procedurds used to determine the health and status ofithgork and servers

Procedure85: Verify Post Upgrade Status(2-Tier, N+0, NOAM)

This procedure verifies the NOAM status following the upgrade.
Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Verify Server Status Verify Server Status after the NOAM servers are upgraded:
1. Execute the following commands on both the Active and Standby NOAM servers:
Use an SSH client to connect to the upgraded NOAM server (e.g. ssh, putty):

ssh <NO XMI IP address>

login as: root
password: <enter password>

Note: The static XMI IP address for each NOAM server should be available in Table3

# verifyUpgrade

Examine the output of the above command to determine if any errors were reported. Contact
the Oracle CGBU Customer Care Center if any errors are observed.

2. Log into the Active NOAM VIP GUI and select the Alarms & Events-> View Active
screen to verify alarms. Servers have following expected alarms:

Active NO server:
Alarm ID = 10008 (Provisioning Manually Disabled)

All upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

Note : If Alarm ID 32532 is not raised on any of the upgraded servers, then
execute following commands on that server to check for the existence of the
alarm :

# alarmMgr  -- alarmstatus

The following output will be raised :

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33|tpdServerUpgradePendingAccept|1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

Contact the Oracle CGBU Customer Care Center in case above output is not raised.

3. Alarm ID 32532 will be cleared once Proceduré0is executed to accept the upgrade on
each server.
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Procedure 85: Verify Post Upgrade Status(2-Tier, N+0, NOAM)

Verify Server Status is Verify Server Status is Normal:
Normal

1. Select Status & Manage > Server.
The Server Status screen is displayed.

2. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

Expected Alarms include:

Active NO server has:
Alarm ID = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

NO GUI: Verify Alarm Log all current alarms in the system:
status
From the Active NOAM GUI:

1. Select Alarms & Events > View Active.

The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active NO server has:
Alarm 1D = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)

View Communication View Communication Agent status for all connections.
Agent status
1. Select Communication Agent > Maintenance > Connection Status;

The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

View DA-MP Status View DA-MP status.

Log into the SOAM GUI using the VIP.

Select Diameter > Maintenance > DA-MPs.

The DA-MP status screen is displayed.

Select the Peer DA-MP Status tab.

Verify all Peer MPs are available

Select the DA-MP Connectivity tab.

Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.

N

o0k w

Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.
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Procedure 85: Verify Post Upgrade Status(2-Tier, N+0, NOAM)

7 Update Appworks Note 1: This step is only applicable if the setup includes IPFE servers. This step will
Nl  NetworkDeviceOption handle the possible audit discrepancies which may occur after upgrading the IPFE
A Table for the configured | servers. This step prepares the Active NO to handle any such discrepancies.

IPFE Ethernet devices
on the Active NO server | Note 2: To optimize the performance of IPFE Ethernet devices, it is required to execute
the ipfeNetUpdate.sh script on the IPFE servers after the upgrade. AppWorks performs
an audit on the configured IPFE Ethernet devices and will update them with the locally
stored information in case of any discrepancies.

Note 3: The steps below will update the locally stored information with the performance
optimization parameters. This script checks the Ethernet devices on the servers
functioning as IPFE and updates the locally store information for those devices

2. Log into Active NO console and execute the following command:

lusr/TKLClipfe/bin/ipfeAppworksUpdate.sh

NOTE: This command may execute without any output if no changes are required (no devices
were found to update).
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4.9.5 Upgrade Multiple DA-MPs (2-Tier, N+0)

The following procedure is used to upgrade the@Rs in a multiactive DAMP cluster. In a mulkactive DAMP
cluster, all of the DAMPs are active; there are no standby-BIRs. During upgradethe effect on the Diameter
network traffic must be considered, since any-BIR being upgraded will not be handling live traffic.

If the DSR being upgraded is running OFCS, ensure that th&BP&are upgraded on an enclosure basis:
successfully upgradeghDA-MPs in one enclosure first. Then upgrade theldRs in the second enclosurg&his
approach ensusghat service is not affected.

Procedure36 must be executed forall configured DA-MPs of a site, regardless of how the DMPs are

grouped for upgrade. That is, if 16 DA-MPs are upgraded four at a time, therProcedure36 must be executed
four distinct times.

Procedure 86: Upgrade Multiple DA-MPs (2-Tier, N+0)

This procedure upgrades the BAP(s).

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

S
T - . .
E Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.
P
# | ASSISTANCE.

Identify DA-MPs to be Identify all DA-MPs to be upgraded together.
upgraded together.
Note: The user can choose any number of MP(s) to be upgraded in parallel,
depending upon the configuration.

Upgrade Active MPs Upgrade the selected DA-MPs, executing the Upgrade Single Server procedure on all selected
DA-MPs in parallel.
Execute Appendix K -- eMultiple Server Upgrade Procedure

After successfully completing the procedure in Appendix K for all selected DA-MPs, return to
this point and continue with the next step.

Repeat DA-MP upgrade | Repeat steps 1 and 2 for the next set of DA-MPs to be upgraded.

Update Max Allowed HA
Role for NO. Log into the Active NOAM GUI using the VIP.
Go to Status & Manage-> HA screen.

Click the Edit button.

Check the O6Max Al |l owed defdult,RolIséhd ufl ar ek, 16 Al
update the 6Max Al lvefromthe DiopDRwlise 6 as Act

5. Click the Ok button.

PR
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4.9.6 Upgrade IPFE(s) (2-Tier, N+0)

If none of the signalinfyetwork Elements in the DSR being upgraded has IPFE servers installed, skip this section
and proceed tthe nextprocedure. Otherwis@&roceduré7 must be executed independently for each signaling
Network Element that has IPFE servers installed.

Procedure87: Upgrade IPFE(s)(2-Tier, N+0)

This procedure upgrades the IPFE(S).
Check off §) each step as it is completed. Boxes have been provided for this purpose under eachtstep

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

Identify IPFE upgrade Choose the number of IPFEs on which upgrade can be executed in parallel, considering traffic
order impacts. All chosen IPFEs should belong to the same enclosure. Only after the first enclosure
has been successfully upgraded should the IPFE(s) in the second enclosure be upgraded.

Upgrade IPFE servers Upgrade the IPFEs identified in step 1 in parallel, using the Upgrade Single Server procedure.
(if exists)
1. Execute Appendix G -- Single Server Upgrade Procedure

Execute ipfeNetUpdate Execute the following steps on each IPFE server just upgraded :
on each upgraded IPFE
server 1. Use an ssh client to connect to the IPFE server :

ssh <IPFE XMI IP address >
login as: root
password: <enter password>

2. Execute the following command on the IPFE server :
# lusr/TKLC/ipfe/bin/ipfeNetUpdate.sh T verify

The outcome of the above command will indicate the number of lines that need to change. If
the count is ZERO, then proceed to the next step (step 4).

Example output with highlight added (actual file names and numbers may vary):

[root@ISoak - enl-bl0- IPFE ~J# ipfeNetUpdate.sh - verify
Inspecting /etc/sysconfig/network

Inspecting /etc/modprobe.d/bnx2x.conf

Inspecting /etc/sysconfig /network - scripts/ifcfg - eth01
Inspecting /etc/sysconfig/network - scripts/ifcfg - eth02
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth21
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth22

You are running in verify mode.

Count of lines that need to change: 0
Files that need to change:

If the outcome of the above command indicates that a NON ZERO number of lines need to
change, then continue with sub-step 3.

Example output with highlight added (actual file names and numbers may vary):

[root@ISoak -enl-bl0- IPFE ~]# ipfeNetUpdate.sh - verify
Inspecting /etc/sysconfig/network

Inspecting /etc/modprobe.d/bnx2x.conf

Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth01
Inspecting /etc/sysconfig/network - scripts/ifcfg - eth02
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Procedure87: Upgrade IPFE(s)(2-Tier, N+0)

Inspecting /etc/syscon fig/network - scripts/ifcfg - eth21
Inspecting /etc/sysconfig/network - scriptsl/ifcfg - eth22

You are running in verify mode.

Count of lines that need to change: 8
Files that need to change:

/etc/sysconfig/network
letc/modprobe.d/bnx2x.conf

letc/syscon  fig/network - scripts/ifcfg - ethO1
[etc/sysconfig/network - scripts/ifcfg - eth02
letc/sysconfig/network - scripts/ifcfg - eth21
[etc/sysconfig/network - scripts/ifcfg - eth22

3. Execute the following commands.
# Jusr/TKLCl/ipfe/bin/ipfeNetUpdate.sh
#1init 6

Note: init 6 will cause a reboot of the IPFE serverlt is recommendedto run
the above stepn just one server of the pair, at a time, to reduce traffic
impact.

4.  Once the server is back online, log into the server and execute the following command:

# lusr/TKLC/ipfe/bin/ipfeNetUpdate.sh - verify

Note: If the outcome of the above command is blank or if it indicates that a
NON-ZERO number of lines need to change, then contact theracle CGBU
Customer Care Centet

Repeat for all IPFE Repeat steps 1 through 3 for the remaining IPFE servers.

servers

Enable global Enable provisioning and configuration updates on the entire network:
provisioning and

configuration. 1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Database
The Database Status screen is displayed.
3. Click the Enable Provisioning button.
4.  Verify the text of the button changes to Disable Provisioning.
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4.9.7 Verify Post Upgrade Status (2-Tier, N+0)

This procedurds used to determine the health and status oMReserversThis includes all DAMPs and IPFE
servers.

Procedure88: Verify Post Upgrade Status (2Tier, N+0)

This procedure verifies Post Upgrade Status (N+0, 2-Tier)
Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

SSH MP Server: Verify Server Status is Normal:
Verify Server Status is
Normal 1. Log into the NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Proc).

3.  Execute the following commands on the upgraded MP servers (both IPFE and DA-MPs) :

Use an SSH client to connect to the upgraded server (e.g. ssh, putty):

ssh < MP IP address >

login as: root
password: <enter password>

# verifyUpgrade

Examine the output of the above command, and determine if any errors were reported.
Contact the Oracle CGBU Customer Care Center in case of errors.

#alarmMgr  -- alarmst atus

The following output will be raised, indicating that the upgrade completed.

SEQ: 1 UPTIME: 133 BIRTH: 1355953411 TYPE: SET ALARM:
TKSPLATMI33| tpdServerUpgradePendingAccept [1.3.6.1.4.1.3
23.5.3.18.3.1.3.33

NO GUI: Verify Alarm Log all current alarms in the system:
status
From the Active NOAM GUI:
1. Select Alarms & Events > View Active.

The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and/or print the report. Keep these copies for future reference.

Expected Alarms include:

Active NO server has:
Alarm 1D = 10008 (Provisioning Manually Disabled)

Observed on all the upgraded servers :
Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)
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Procedure 88: Verify Post Upgrade Status (2Tier, N+0)
Capture the Diameter 1. Log into the Active NOAM GUI using the VIP.

Maintenance Status 2. Select Main Menu-> Diameter-> Maintenance
On NOAM VIP for 3.  Select Maintenance->Route Lists screen.
upgraded setup. 4.  Filter out all the Route Lists with Route List Status asfil s AWoati | ardifi ¢ &
Avail abl eo.
5. Record the number of fANot Availableo and
6.  Select Maintenance->Route Groups screen.
7. Filter out all the Route Groups with fPeerNode/Connection Statusasfil s No't
Avail amliéé Avail abl eo.
8. Recordthenumber of #ANot Availabledo and fAAvai

9.  Select Maintenance->Peer Nodes screen.

10. Filter out all the Peer Nodes with fPeer Node Operational Statusdoasfil s No't
Avail aldihéé Avail abl eo.

11. Recor d t he NotAvabableo od Avdilaliiedo peer nodes.

12. Select Maintenance->Connections screen.

13. Filter out all the Connections with fOperational Statusoasfil s Not Aanaifi Il sa
Avail abl eo.

14. Recor d t he NaotWhvahabled oo Avdilalllieficonnecti ons.

15. Select Maintenance->Applications screen.

16. Filter out all the Applications with fOperational St a taefiol s Not Aandfillsab
Avail abl eo.

17. Recor d t he Notwvabableoa o fddvdiiabledapplications.

18. Save this information on the client machine.

19. Select Diameter > Maintenance > DA-MPs.
The DA-MP status screen is displayed.

20. Select the Peer DA-MP Status tab.

21. Verify all Peer MPs are available

22. Select the DA-MP Connectivity tab.

23. Verify the number of Total Connections Established is consistent with the pre-upgrade
connection count.

Capture the IPFE 1. Select Main Menu -> IPFE->Configuration->Options
Configuration Options 2. Capture and archive the screen capture of the complete screen.
Screens. 3. Save this information on the client machine.

On upgraded setup.

Capture the IPFE 1. Select Main Menu -> IPFE->Configuration->Target Sets
Configuration Target Set | 2. Capture and archive the screen capture of the complete screens.
screens 3. Save this information on the client machine.

On upgraded setup.

View Communication View Communication Agent status for all connections.

Agent status
From the Active NOAM GUI:
1. Select Communication Agent > Maintenance > Connection Status;
The Communication Agent > Connection Status screen is displayed.
2. Expand each server entry. Verify the Connection Status of each connection is InService.

Export and archive the From the Active NOAM GUI:
Diameter configuration 1.  Select Main Menu-> Diameter Configuration->Export
data. . 2. Capture and archive the Diameter data by choosingt he dr op down ent |
c?r? ﬁ‘gg\r/: d’:??gﬁg‘u' 3. Verify the requested data is exported using the tasks button at the top of the screen.

4. Browse to Main Menu->Status & Manage->Files and download all exported files to the
client machine, or use the SCP utility to download the files from the Active NOAM to the
client machine.

5. Select Diameter > Maintenance > Applications
6. Verify Oper atAvalabtedb Soant abkl i applications
Verify Traffic status From the Active SOAM GUI, inspect KPI reports to verify traffic is at the expected condition.
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Procedure 88: Verify Post Upgrade Status (2Tier, N+0)

Compare this data to the | Compare the health check status of the upgraded server to the pre-upgrade health check
Pre-Upgrade health taken in Procedureb. If it is any worse, report it to the Oracle CGBU Customer Care Center.
check to verify if the
system has degraded
after the upgrade
maintenance window.

End of maintenance window.
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4.10Post-Upgrade Procedures

The postupgrade procedures consist of a final Health Check of the system prior to accepting the upgrade.

4.10.1 Perform Post-Upgrade Health Check

Procedure89: Perform PostUpgrade Health Check

#+om-wm

This procedure performs Post Upgrade Health Check

Check off (@) each step as it is completed. Boxes have been providedor this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE .

Start of maintenance window

Verify Server Status is
Normal

Verify Server Status is Normal:

1. Log into the Active NOAM GUI using the VIP.

2. Select Status & Manage > Server.
The Server Status screen is displayed.

3. Verify server status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Prac).

Log all current alarms

Log all current alarms in the system:

1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2.  Click the Report button to generate an Alarms report.
3. Save the report and print the report. Keep these copies for future reference.

Check if the setup
previously has a
customer supplied
Apache certificate
installed and protected
with a passphrase,
which was renamed
before starting with
upgrade.

1. If the setup had a customer-supplied Apache certificate installed and protected with
passphrase before the start of the upgrade (refer to Procedure 4), then rename the
certificate back to the original name.
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4.10.2 Accept Upgrade

Detailed steps are shown in the procedure below. TPD requires that upgrades be accepted or rejected before any
subsequent upgrades may be performed. The Alarm 32532 (Server Upgrade Pending Accept/Reject) will be
displayed for each server until one of these two actions is performed.

An upgrade should be accepted only after it was determined to be successflla=tttds final. This frees up file
storage but prevents a backout from the previous upgrade.

Note: Once the upgrade is accepted for a server, that server will not be allowed to backoutag@revious
release

Procedure90: Accept Upgrade

This procedure accepts a successful upgrade.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under eactstep number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

HFOm-wm

It is recommended that Verify that the upgraded system has been stable for 2 weeks or more.
this procedure is
performed 2 weeks after | [It will not be possible to backout after this is procedure is executed.]
the upgrade.
Accept upgrade for Accept the upgrade for multiple servers (considering traffic)
multiple servers

Upgrade screen in DSR 5.0 and DSR 5.1 releases up t0 5.1.0-51.12.2

1. Select Administration->Software Management->Upgrade.
The Upgrade Administration screen is displayed.

2. Select the servers (using the Ctrl button) for which upgrade is to be accepted, considering
traffic, as the Accept upgrade may lead to a server reboot.

3. Cl i c KAcdeftee bWiut t on
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Procedure90: Accept Upgrade

Main Menu: Administration -> Software Management -> Upgrade Qrel
Thu Jan 16 07:24:55 2014 UT

Fiter v| Tasks v

Server Status  Server Role Function  Upgrade State Status Message
e OAM Max HA Role  Network Element Start Time Finish Time Mate Server Status

m;:llleowed Application Version Upgrade 1SO

Norm Network OAMGP  OAM&P  NotReady
HPC2-N01 Standby ~ NO_HPCO2

Active 510-519.0

Norm Network OAMGP ~ OAM&P  NotReady
HPC2-N02 Active NO_HPC02

Active 5105190

Norm System OAM OAM Not Ready
HPC2-501 Standby  SO_HPC02

Active 5105190

Norm System OAM OAM Not Ready
HPC2-502 Active $0_HPCO2

Adive 5105190

DSR

B (A NolReaty
HPC2-MP1 cluster)

Active S0_HPCO2

Active 5105190

nep

T TN
\ Backup \ 150 Cleanup || Prepare \ Initiate || Complete @ Report \

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

1. Select Administration->Software Management->Upgrade.
The Upgrade Administration screen is displayed.

2. Select the server Groups tabs and select the servers (using the Ctrl button) for which
upgrade is to be accepted, considering traffic, as Accept upgrade may lead to a server
reboot.

4. Cl i c kAcdeftee HWiut t on
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Procedure90: Accept Upgrade

Main Menu: Administration -> Software Management -» Upgrade e

Hon Mar 24 05:56:38 2014 80
Filer v| Tasks v

N0SG  PFEGRP  NPSG ~ S0S6

Uparade State ~ OAMMaxHARole ServerRole  Funcion  Application Version StartTime Fiish Time
Hostoame
Sener Status mglllowed Network Element Upgrade 150 Status Nessage
DGR (-
Acceptor Reject Adive P afie  B061122
ROUOSHPFE i)

K 50, ROUS

— e
Backup | 150 Cleanup \Prepare\ hitae || Complee Repon ‘ReponA\l‘
AR i hil| R ol

5. A confirmation dialog will warn that once accepted, the server will not be able to revert

back to the previous image state.

Cl i®©Ko #

The Upgrade Administration screen re-displays.

Select Alarms & Events > View Active.

The Alarms & Events > View Active screen displays.

9. As upgrade is accepted on each server, the corresponding Alarm ID 32532 (Server
Upgrade Pending Accept/Reject) should automatically clear.

© N

KBl Accept upgrade of the Accept Upgrade all Servers in the system:
A

rest of the system
A 1. Repeat step 2 of this procedure until the upgrade of all Servers within the system has been
accepted.

End of maintenance window.
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5. BACKOUT PROCEDURE OVERVIEW

The procedures shown rable21 are executed inside a maintenance window. Backout procedure times are only
estimates as the reason to execute a backout has a direct impact on any additional backout preparation that must be
done. This backout procedure covers all upgrade scenarios and topologies.

Table 21. Backout Procedure Overview

Elapsed Time
Procedure (Hours or Procedure Title Impact
Minutes)

This Cum.
Step

Backout Setup 0:10- | 0:10 | The reason to execute a backout haj None.
0:30 | 0:30 | directimpact on any additional

backout preparation that must be do
Since all possible reasons cannot bg
predicted ahead of time, only
estimates are given here. Execution
time will vary.

Procedur®1 See See | Back Out Entire Network All impacts as applicable in
Note [ Note [ Note: Execution time of dengrading | upgrade applin this
entire network is approximately procedureAlso backout
equivalent to execution time taken | procedures will cause traffic
during upgrade. loss.

0:05 (5 minutes) can be subtracted
from total time because ISO

Administration is not executed during
Backout procedures.
Procedure®3 0:01- | Varies | Perform Health Check (BeBackout) | None
0:05
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5.1 Recovery Procedures

Upgrade procedure recovery issues should be directed to tliracle CGBU Customer Care Centerby
referring to Appendix O of this document Before executing any of these procedurespntact the Oracle
CGBU Customer Care Centerat 1-888FOR-TKLC (1 -888367-8552); or 1:919-460-2150 (international).

Execute this section only if there is a problem and is desired to revert back to the preupgrade version of
the software.

Warning

Do not attempt to perform these backout procedures without first contactingtreecle CGBU
Customer Care Centedit
1-888-FOR-TKLC or 1 -888367-8552; or for international callers 1-:919-460-2150.

Warning
Backout procedures WILL cause traffic loss.
NOTE : These recovery procedures are provided for the backout of an Upgrade ONLY
(i.e., from a failed 10.y.z release to the previously installed 10.x.w release). Backout of
an initial installation is not supported.

5.2 Backout Setup

Identify IP addresses of all servers taegto be backdout.
1. SelectAdministration ->Software Management>Upgrade
2. Based on t he A Apomn,ideatfyaladhe hogteamasithat meed tdbeled out
3. SelectConfiguration > Servers
4. Identify theXMI/iLO IP addresses of all the hostnames identified in step 2Tette3. These are
required to access the server when performing the backout.

The reason to execute a backout has a direct impact on any additional backout preparation that musThe done.
backout procedur®/ILL cause traffic loss. Since all possible reasons cannot be predicted ahead of time, contact
the OracleCGBU Customer Care Centas stated in th&/arning box above

For DSR 4.5%%.x:
NOTE: Verify that the two backup archive files, created using the procedure in sectio.3.5 are present on
every server that is to be backd out. These archive files are located in tha&/TKLC/db/filemgmt directory

and have different filenames than other database backup files. The filenames will have the format
Backup<application><server>FullDBParts.<role><date_time-UPG.tar
And

Backup.<application><server>FullRunEnv .<role>.<date_timexUPG.tar
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5.3 Perform Backout

The following procedures to perform a backout can only be executed once all necessary corrective setup steps have
been taken to prepare for the backout. ContadDtiaeleCGBU Customer Care Centiey referring toAppendix O
of this documentas stated in th&/arningbox aboveto identify if all corrective setup steps have been taken.

5.3.1 Back Out Entire Network

Procedure91: Back Out Entire Network

This procedure is used to back out an upgrade of DSR 4.x/5.x application software from multiple
servers in the network. Any server requiring backout can be included: NOAMs, SOAMs, DA -
MPs, IPFEs, cSBRs, pSBRs, and even TVOE hosts

HFUOUm-wm

Check off () each step as it is completed. Boxes have been provided for thigourpose under each step number.

Identify all servers that Identify all servers that require Backout ( within a Site):
require Backout.
1. Select Administration >Software Management >Upgrade.
The Upgrade Administration screen is displayed.
2. Identify the servers in respective Server Groups with the target release Application
Version value. These servers were previously upgraded but now require Backout.

Note: The upgrade screen displays all servers in the DSR 4.x releases, In DSR 5.x,
servers are sorted by Server Group tabs.

3. Make note of these servers. They have been identified for Backout.
4. Before initiating the backout procedure, remove all new blades and/or sites configured
after upgrade was started.

Disable global Disable provisioning and configuration updates on the entire network (if not done previously:
provisioning and

configuration (if not Since this step is being executed during a backout procedure, it is likely that Provisioning and
already done). Configuration updates are disabled already. If they have not been disabled, execute the

following steps to disable provisioning:

1. Log into the NOAM VIP GUI.
2. Select Status & Manage > Database.
The Database Status screen is displayed.
3. Click the Disable Provisioning button.
Confirm the operation by clicking Ok in the popup dialog box.
5. Verify the button text changes to Enable Provisioning; a yellow information box should
also be displayed at the top of the view screen which states:
[Warning Code 002] - Global provisioning has been manually disabled.
6. The Active NO server will have the following expected alarm:
Alarm ID = 10008 (Provisioning Manually Disabled)

»

Disable Site Disable Site provisioning :

Provisioning for the Site

which is to be backed 1. Log into the SOAM VIP GUI of the site.
out. 2. Select Status & Manage > Database

The Database Status screen is displayed
3. Click the Disable Site Provisioning button.
4.  Confirm the operation by clicking Ok in the popup dialog box.
5. Verify the button text changes to Enable Site Provisioning.
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Procedure91: Back Out Entire Network

Backout Standby DA- Note: The Spare server is located at the mated site of the site being backed out.
MP Servers, Standby
cSBR(s) and Standby Back out the Standby MP servers. The following servers can be backed out in parallel (as

pSBR(s) ,as applicable applicable)

1. Standby DA-MP(s)
2. Standby cSBR(s)
3. Standby pSBR(s)
4. Spare pSBR(s)

Execute Proceduré2, Back Out Single Serveior each Standby/Spare C-level server
identified above.
Note: There will be no Standby DA-MPs for the (N+0) DA-MP configurations.

Failure to comply with step 5 and step 6 may result in
WARNING! the loss of Policy DRA traffic, resulting in service
impact

Verify Standby pSBR If the server being backed out is the Standby pSBR, execute this step. Otherwise, continue
server status with step 6.

From the Active NOAM GUI:
1. Navigate to Main Menu -> Policy DRA->Maintenance->Policy SBR Status. Open the
tab of the server group being upgraded.

2. Do not proceed to step 6 until the Resource HA Role for the Standby server has a status
of Standby.

Mair) Menu: Policy DRA - Mainteriance -> Policy SBR Status

rtpLabBindingletwork | rpLabCOMatedPair

Tue Oct 02 18:09:38 2012 America/Ner

Server Group Resource Doméin Name Resource Domain Profie

0 LabCBinding3R136G BindingRD Palicy Binding

Server lame Resource HA Role Congestion Level Sub Resources Hosted
[abCe1b2Bpsbidr Standby Nommal 01234567

[abCe202Bpsbrrt Acve Nomal 01234557
[3bDe102Bpabrart Snare Nomal 012345567

Verify that bulk From the Active NOAM GUI:

download is complete

between Active Policy 1. Navigate to Main Menu > Alarm & Event > View History

SBR in server group to 2. Export the Event Log using the following filter:

Standby Policy SBR and Server Group: Choose the Policy SBR group that is in upgrade
Spare Policy SBR. Display Filter: Event ID = 31127

Collection Interval: X hours ending in current time,
where X is the time from upgrade completion of the Standby and Spare servers to the
current time.
3. Wait for 4 instances of Event 31127:
a. 2 forthe Standby Policy SBR for both binding and session policies
b. 2 for the Spare Policy SBR server for both binding and session policies.

NOTE: There is an expected loss of traffic depending on size of the bulk download. This must
be noted along with events captured.
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Back out DA-MPs, For DSR 1+1 (Active/Standby) configuration

IPFEs, cSBRs, pSBRs,

as applicabl 1  Back out MP server (the mate, if dealing with a server pair).
out remaining C-level

servers, as applicable Execute Section 5.3.2 Back Out Single Server

For DSR N+0 (multi-Active) configuration

1. Identify which Active MP(s) can be backed out in parallel, considering traffic.

2. Backout all identified IPFE(s),SBR(s), pSBR(s) and DA MP(s) in parallel :
Execute Section 5.3.2 Back Out Single Server

3. Execute sub-steps 1 again to backout the remaining Active MP(s).

Back out the Standby Back out the Standby DSR SO server:

SOAM server (as

applicable). Execute Section 5.3.2 Back Out Single Server
Back out Active SO Back out the Active DSR SO server:

Server (as applicable).
Execute Section 5.3.2 Back Out Single Server

Back out Spare SO Note: The Spare server is located at the mated site of the site being backed out.
Server (as applicable).
Back out the Spare DSR SO server:

Execute Section 5.3.2 Back Out Single Server

Back out TVOE if If the SOAM server hosts the TVOE software, determine if TVOE backout is
upgraded previously required (if upgraded previously). If backout is not required then skip to next
step.

Execute the following steps for each TVOE blade upgraded previously :

1. Disable all applications running on the TVOE blade:
a) Log into the NOAM GUI using VIP.
b) Select Status & Manage > Server.
The Server Status screen is displayed
c) Select all applications running on the current TVOE blade.
d) Click the Stop button.
e) Confirm the operation by clicking Ok in the popup dialog box.
ff Verify that the O6Appl St at e Dishbtedd .al |

2. List the guests running on the current TVOE host by using following command :

# ssh root@<TVOE IP>

login as: root

password: <enter password>
# virsh list

Note: the output of above command will list all guests running on the TVOE host.

3. Execute the following command for each guest listed in sub-step 2 :
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# virsh shutdown <guestname>

Note: Shutting down applications may lead to lost VIP. Wait until all TVOE blades on
which SO(s) are hosted are successfully backed out.

4. Periodically execute the following command until the command displays no entries. This
means that all VMs have been properly shut down :

# virsh list

Back out TVOE on the blade according to reference [2].

Enable virtual guest 1. If the virtual guest watchdogs were previously disabled for the TVOE blade being backed
watchdogs if disabled out, follow procedure 3.12.1 in reference [6] Otherwise execute the following sub-steps:
previously

a) Log into the TVOE host using following command :

#ssh root@<TVOE IP>
login as: root
password: <enter password>

b)  Execute the following command to start the TVOE guest shutdown in step 11
sub-step 3 above (if not already started).

# virsh start <guestname>

c) Periodically execute the following command until the command displays all the
VM guests running.

# virsh list

2. Enable all applications running on the backed out TVOE blade :
a) Log into the NOAM VIP GUI
b) Select Status & Manage > Server.
The Server Status screen is displayed
c) Select all applications running on the current TVOE blade.
d) Click the Restart button.
e) Confirm the operation by clicking Ok in the popup dialog box.
ff Verify that the O6Appl St at ed Ehabledbal |

Note: This step shall be executed only if the TVOE is backed out in Step 11.

Execute Steps 11 and 12 again for another TVOE blade hosting SO (as
applicable).

Enable Site Provisioning | Enable Site provisioning :

1. Log into the SOAM VIP GUI of the site.
2. Select Status & Manage > Database.
The Database Status screen is displayed
3. Click the Enable Site Provisioning button.
Confirm the operation by clicking Ok in the popup dialog box.
5.  Verify the button text changes to Disable Site Provisioning

»
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Back out Standby DR Back out the primary Standby DR NO server:
NO server (as
applicable). Execute Section 5.3.2 Back Out Single Server

Back out Active DR NO Back out the Active primary DR NO server (the mate):
server (as applicable).
Execute Section 5.3.2 Back Out Single Server

Back out Standby NO Back out the primary Standby NO server:
server.

Execute Section 5.3.2 Back Out Single Server

Back out Active NO Back out the other NO server (now the standby):
server.
Execute Section 5.3.2 Back Out Single Server

Back out TVOE if If the NOAM server hosts the TVOE software, determine if TVOE backout is
upgraded previously required (if upgraded previously). If backout is not required then proceed to
step 19.

Execute the following steps for each TVOE blade upgraded previously :
1. Disable all applications running on the TVOE blade:

a) Log into the NOAM GUI using the VIP.

b) Select Status & Manage > Server.

The Server Status screen is displayed

c) Select all applications running on the current TVOE blade.

d) Click the Stop button.

e) Confirm the operation by clicking Ok in the popup dialog box.

ff Verify that the O6Appl St at e Dishbtedd .al |
2. List the guests running on the current TVOE host by using following command :

# ssh root@<TVOE IP>

login as: root

password: <enter password>
# virsh list

The output of above command will list all guests running on the TVOE host.

3. Execute the following command for each guest listed in sub-step 2 :

# virsh shutdown <guestname>

Note: Shutting down applications may lead to lost VIP. Wait until all TVOE blades on
which NO(s) are hosted are successfully backed out.

4. Periodically execute the following command until the command displays no entries. This
means that all VMs have been properly shut down :

# virsh list

Back out TVOE on the blade according to reference [2].
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Enable virtual guest 1. If the virtual guest watchdogs were previously disabled for the TVOE blade being backed
watchdogs if disabled out, follow procedure 3.12.1 in reference [6] Otherwise execute the following sub-steps:
previously

a) Log into the TVOE host using following command :

# ssh root@<TVOE IP>
login as: root
password: <enter password>

b)  Execute the following command to start the TVOE guest shutdown in step 18
sub-step 3 above (if not already started).

# virsh start <guestname>

c) Periodically execute the following command until the command displays all the
VM guests running.

# virsh list

2. Enable all applications running on the backed out TVOE blade :
a) Log into the NOAM VIP GUI
b) Select Status & Manage > Server.
The Server Status screen is displayed
c) Select all applications running on the current TVOE blade.
d) Click the Restart button.
e) Confirm the operation by clicking Ok in the popup dialog box.
ff Verify that the O6Appl St ated Ehabledbal |

Note: This step shall be executed only if the TVOE is backed out in Step 18.

Execute Steps 18 and 19 again for another TVOE blade hosting NO (as

applicable).
Enable global Enable global provisioning and configuration updates on the entire network:
provisioning and
configuration 1. Select Status & Manage > Database

The Database Status screen is displayed.
2. Click the Enable Provisioning button.
3. Verify the button text changes to Disable Provisioning.
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Remove 06Read Fromthe Active NOAM GUI :
if exists) for any backed
out server 1. Select Status & Manage > Servers.

The Server Status screen is displayed.

2. Ifanybacked-out ser ver AppIDisabkeddi, ot hS®tnatswed eics
and press the Restart button.

3. Select Administration > Upgrade (in DSR 4.x) or Administration->Software
Management->Upgrade (in DSR 5.x). The Upgrade Administration screen is
displayed.

4. Ifanybacked-out server shows &Readyp gduaelsd ,S ttahty
select that server and press the Complete Upgrade button. Otherwise, skip this
step.

The Upgrade [Make Ready] screen will appear.

5. Click OK. This will now remove the Forced Standby designation for the backed-out

server.

Note: Due to backout being initiated from the command line instead of through the
GUI, you may see the following SOAP error in the GUI banner.

SOAP error while clearing upgrade status of
hostname=[frame10311b6] ip=[172.16.1.28]

It is safe to ignore this error message.

Verify the Application Version value for servers has been downgraded to the original release
version.

Note: If another site is to bebacked out please follow all stepsequentidly from step 1 of
Procedure91to step 13 ofProcedure91in another maintenance window.
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5.3.2 Back Out Single Server

Procedure92: Back Out Single Server

S | This procedure will back out the upgrade of DSR5.1application software . Any server requiring
T | Back out can be included: NOAMs, SOAMs, DA -MPs, IPFEs, cSBRs, pSBRs, and even TVOE
E | hosts.
P
# Check off () each step as it iscompleted. Boxes have been provided for this purpose under each step number.
1 Make server ready for Make the servBackouh Readyd for
Nl backout.
A 1. Log into the NOAM GUI using the VIP.

2. Select Administration->Software Management->Upgrade.
The Upgrade Administration screen is displayed.

3. Select the Server Group tab of the server(s) to be backed out.

4.  Select the server to backout and check its upgrade state :
a) I'f the upgmReady® ¢ thea intbeflommded butt on.
b) Otherwise, select the server to be backed out and press the fPrepareo button.

Main Menu: Administration -> Software Management -> Upgrade

NO_SG = MP_SG = S0_SG

Upagrade State OAM Max HA Role  Server Role Function Application Version
Hostname

Server Status LI TOEL Network Element Upgrade [SO

HA Role

o Not Ready Active Network OAMEP  OAM&P £.0.0-60.12.0

Norm Active NO_DSR_VM
NO2 Not Ready Standby Network OAM&P  OAMAP 6.0.0-50.12.0
| i Norm Active NO_DSR_VM

The Upgrade [Prepare] screen will appear.

Main Menu: Administration -> Software Management -> Upgrade [Prepare]

Hostname Action HA Status

Fri Nov 15 13:46:23

Max HA Role  Active Mates Standby Mates Spare Mates

foz Prepare Standby NO1 None None

‘E‘ ‘ Cance\‘

5. If this is the Standby server, verify that the value in the HA Status field under the
Selected Server Status is Standby; otherwise it will display Active.

6. Click OK.
This starts the Prepare action on the server. Control will return to the Upgrade
Administration screen.

Note: When the Active NOAM is the server being backed out, selecting OK will initiate
an HA switchover, causing the GUI session to log out. Before logging into the Active

OAM again, clo se and re-open the browser using the VIP address for the NOAM, and

then clear the browser cache. Some GUI forms may exhibit incorrect behaviors if the
browser cache is not cleared.

7. Wait for the screen to refresh and show the Upgrade State as Backout Ready/Ready for
the server to be upgraded. It may take up to a minute for the Upgrade State to change to
Backout Ready/Ready.
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Main Menu: Administration -> Software Management -> Upgrade

HO_SG ~ WMP_SG = S0_SG
Uparade State OAM Max HA Role  Server Role Function Application Version
Hostname
Server Status ST ToE] Network Element Uparade 150
HA Role
o Mot Ready Active Metwork OAMEP OAMEP 6.0.0-60.12.0
Active MNO_DSR_VM
N2 Ready Standby Metwork OAMEP OAMEP 6.0.0-60.12.0

NO_DSR_VM

Note: If this is the Active server in an Active-Standby pair, the Prepare action WILL
cause an HA switchover. The HA switchover is an expected outcome from the Prepare
action.

Note: The preparation steps required to upgrade a server are also required when
preparing to back out a server.

SSH to server Use an SSH client to connect to the server (e.g. ssh, putty):
ssh <server address>
Note: If direct access to the IMI is not available, or if TVOE is installed on a blade, then access

the target server via a connection through the Active NO. SSH to the Active NO XM first.
From there, SSH to the target serverods | Ml

Log in as root Login as root:

login  as: root
password: <enter password>
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Execute the backout
Determine the state of the server to be backed out. The server must be either Standby or
Spare. Execute following command to find the state :

# ha.mystate

In the example output below, the HA state is Standby.

[root@S0O2 ~]# ha.mystate

resourceld role node subResources  lastUpdate
DbReplication Stby B2435.024 00127:113603.435
VIP Stby B2435.024 00127:113603.438
pSbrBBaseRepl OOS B2435.024 00127:113601.918
pSbrBindingRes OOS B2435.024 00127:113601.918
pSbrSBaseRepl OOS B2435.024 00127:113601.918
pSbrSessionRes OOS B2435.024 00127:113601.918
CacdProcessRes OOS B2435.024 00127:113601.918
DA_MP_Leader OOS B2435.024 00127:113601.917
DSR_SLDB OOS B2435. 024 0 -630127:113601.917
VIP_DA_MP 0OOS B2435.024 0 -630127:113601.917
EXGSTACK_Process OOS B2435.024 0 -630127:113601.917
DSR_Process OOS B2435.024 0 -630127:113601.917
CAPM_HELP_Proc Stby B2435.024 00127:113603.272
DSROAM_Proc OOS B2435.024 00128:081123.951

If the state of the server is Active, then go back to step 1 above.

Execute the backout using the following command:

# screen
# Ivar/TKLC/backout/reject

NOTE: If backout prompts to continue, an sywer fi

Backout proceeds Many informational messages are output to the terminal screen as the backout proceeds:

Finally, after backout is complete, the server will automatically reboot.

SSH to server Use an SSH client to connect to the server (e.g. ssh, putty):
ssh <server address>

Note: If direct access to the IMI is not available, or if TVOE is installed on a blade, then access
the target server via a connection through the Active NO. SSH to the Active NO XM first.

From there, SSH to the target serverds | Ml

Log in as root Login as root:

login as: root
password: <enter password>
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Restore the full DB run Execute the backout_restore utility to restore the full database run environment:
environment.

# Ivar/tmp/backout_restore

NOTE: If promptedt o proceegd. answer 0
If the restore was successful, the following will be displayed:

Success: Full restore of COMCOL run env has completed.
Return to the backout procedure document for further
instruction.

If an error is encountered and reported by the utility, then consult with the Oracle CGBU
Customer Care Center by referring to Appendix O of this document for further instructions.

Verify the backout

1. Examine the output of the following commands to determine if any errors were
reported:

# verifyUpgrade

The following command will show the current rev on the server:

# appRev
Install Time: Mon Oct 7 03:00:14 2013
Product Name: DSR
Product Release: 5.1.0_51.12.0
Part Number ISO: 872 -2526-101
Part Number USB: 872 -2526-101
Base Distro Product: TPD
Base Distro Release: 6.5.0_82.24.0
Base Distro ISO: TPD.install -6.5.0_82.24.0 -Cent0S6.4 -
x86_64.iso
OS: CentOS 6.4

2. If the backout was not successful because other errors were recorded in the logs,
then contact the Oracle CGBU Customer Care Center by referring to Appendix O of
this document for further instructions.

3.  If the backout was successful (no errors or failures), then continue with the
remaining steps.

Reboot the server Enter the following command to reboot the server:
#init 6

This step can take several minutes.
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Verify services restart
Verify services have restarted:

1. Wait several (approx. 6 minutes) minutes for a reboot to complete before attempting
to log back into the server.

2. SSH to the server and log in as root. The method is the same as Steps 2 and 3 of
Section 5.3.1.

3. Ifthis is an NO or SO, verify the httpd service is running. Execute the command:

# service httpd status

4. The expected output displays httpd is running (the process IDs are variable so the
list of numbers can be ignored):

httpd <process IDs will be listed here> is running...

If httpd is not running, repeat sub-steps 3 and 4 for a few minutes. If httpd is still not
running after 3 minutes, then services have failed to restart. Contact the Oracle CGBU

Customer Care Center by referring to Appendix O of this document for further
instructions.

Remove Upgrade Ready | From the DSR Active NOAM GUI:
status

1. Select Status & Manage > Server.
The Server Status screen is displayed.

2. If the server just backed-out shows MAppl St a tEeabled, then select the server
row and press the Stop button.

Main Menu: Status & Manage -> Server {
Mon Dec 10 10:47:47 20

Network Element Server Hosthame Appl State Alm DB ;na;:ﬁrstmu Proc

NO_HPCO3 o]l Enabled Warn horm horm Narm

50 HPC3 801 Enabled Norm horm horm Harm

S0 HPCO3 EMM Enabled Warn horm Mot Narrm

50 HPC3 MP2 Enabled Warn horm horm Harm

Remove Upgrade Ready 1. Select Administration > Upgrade (on DSR 4.x GUI) or Administration >Software
status Management >Upgrade (on DSR 5.1 GUL;
The Upgrade Administration screen is displayed.
2. Iftheserverjustbacked-out shows an UpRgadwwd esucsefisot,e t
select the backed-out server and press the Complete Upgrade (on DSR 4.x GUI)
or Complete (on DSR 5.1 GUI) button. Otherwise, skip to sub-step 4 below.

Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
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5.1 releases. The example below provides a snapshot from both releases.

Upgrade Screen in DSR 4.x

Main Menu; Administration ->> Upgrade

Network Element Role Upgrade State
Hostname % A -
Application Version Function Server Status
o NO_HPC03 NETWORK OAM&P Mot Ready
4.0.0-40.14.1 OAMEP i)
o NO_HPCO3 NETWORK OAM&P Mot Ready
4.0.0-40.14.1 OAM&P Narm
NO_HPC03 MP Success
MP1 : iDSR
14.0.0-40.14.1  (active/standhy
1 pair)
NO_HPCO3 MP Not Ready
- S
o0

Monitor Upgrade |~ Complete Upgrade | Accept Upgrade

The Upgrade [Remove Ready] screen will appear.

Main Menu: Administration -> Upgrade [Remove Ready]

Mon Oct 08 12:34;

o o Selecting 'Ok will resultin the selected server's application heing enabled and the Max HA Capability of ‘Active’ set, 'Ohserver'is setfor query servers.

Selected Server: MP1

Cancel

Upgrade Ready Criteria Selected Server Status Mate Status

MaxHARale Standhy Active
Critical Alarms 0 0

Major Alarms 0 1

Minor Alarms 2 4

Datahase Server Status Norm WWarn

HA Server Status Norm Norm
Process Senver Status e B
Application State Disabled Enabled

Upgrade Screen in DSR 5.1
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Main Menu: Administration -> Software Management -> Upgrade

HO_SG ~ WMP_SG = S0_SG
Uparade State OAM Max HA Role  Server Role Function Application Version
Hostname
Server Status ST ToE] Network Element Uparade 150
HA Role
o Mot Ready Active Metwork OAMEP OAMEP 6.0.0-60.12.0
Active MNO_DSR_VM
N2 Ready Standby Metwork OAMEP OAMEP 6.0.0-60.12.0
NO_DSR_VM
The Upgrade [Complete] screen will appear
Main Menu: Administration -> Software Management -> Upgrade [Complete] 4
FriNov 15 15:08:53 20
Hostname Action HA Status
Max HA Role  Active Mates Standby Mates Spare Mates
NO2 Complete -

Standby NO1 None Naone

[ok] [Cancel]

3. Click OK. This will remove the Forced Standby designation for the backed-out
server.

4.  Verify the Application Version value for this server has been downgraded to the
original release version.

Workaround for major If the backed out server is the Standby NO (first NO)
backout (DSR 5.1 ->
DSR 4.x) 1. Log into the Active NO :

login as: root
password: <enter password>

2.  Execute the following commands on the command line :

# ivi Nodelnfo

Change the NodeCapability ofthe Act i ve NO
Change the NodeCapability ofthe St andby N
Save the table.

to 6Stbyod.
t

(0] o O0Activebd.

Note: This action will cause a switchover, so if logged in to the VIP, then it will be
logged out. Login back in to the VIP and continue.
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5.4 Post-Backout Procedures

To complete an Upgrade Backout, complete the-Baskout procedure below.

5.4.1 Perform Health Check (Post-Backout)
This pocedurds used to determine the health and status obtBR 4.x/5.x network and servers

Procedure93: Perform Health Check (Past-Backout)

S | This procedure performs a Health Check.
T
E Check off (@) each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# ASSISTANCE .
Verify Server Status is Verify Server Status is Normal:
Normal
1. Select Status & Manage > Server.
The Server Status screen is displayed.
2. Verify Server Status is Normal (Norm) for Alarm (Alm), Database (DB) and Processes
(Prac).
3. Do not proceed with the upgrade if any server status is not Norm.
4. Do not proceed with the upgrade if there are any Major or Critical alarms.
Note: It is recommended to troubleshoot if any server status is not Norm. A backout should
return the servers to their pre-upgrade status.
Log all current alarms Log all current alarms in the system:
1. Select Alarms & Events > View Active.
The Alarms & Events > View Active screen is displayed.
2. Click the Report button to generate an Alarms report.
3. Save the report and print the report. Keep these copies for future reference.
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6. APPENDICES
APPENDIX A. COMMAND OUTPUTS

Not applicable.
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APPENDIX B. SWOPS SIGN OFF.

Discrepancy List

Date Test Description of Failures and/or Issues. Resolution and SWOPS Resoluti
Case Any CSRé6s |/ RMAOGs Engineer Responsible on Date:
Acceptance. Discrepancy
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APPENDIX C. CUSTOMER SIGN OFF

Sign-Off Record

*** Please review this entire document**
This is to certify that all steps required for the upgrade successfully compiigtedt failure.

Sign your name, showing approval of this procedure, and fax this page 8M/@RS Sign Offnatrix to Oracle
CGBU, FAX # 919460-3669.

Customer: Company Name: Date:

Site: Location:

Customer:(Print) Phone:
Fax:
Start Date: Completion Date:

This procedure has beapproved by the undersigned. Any deviations from this procedure must be approved by
bothOracle CGBUand the customer representative. A copy of this page should be given to the customer for their
records. The SWOPS supervisor will also maintain a sigopg of this completion for future reference.

Oracle CGBU Signature: Date:

Customer Signature: Date:
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APPENDIX D. UPDATE NOAM GUEST VM CONFIGURATION

This procedure pdates the VM configuration for NOAM guestssted on a RMS. The new configuration
increassthe number of virtual CPUs and RAM available to the NOAMs to improve performance in high load

conditions. This pycedure should bexecuted onlywhen the NOAM isvirtualizedon an RMSwith no co-resident
B-level or Glevel servers

Procedure94: Update NOAM Guest VM Configuration

This procedure modifies the VM configuration for the NOAM guest. This procedure applies only
to NOAMs hosted on an RMS.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

HTUOmMm-Awm

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

PM&C GUI: Edit the
NOAM Guest VM
configuration

Log into the PMAC GUI by navigating to http://<pmac_management_ip>

Select Main Menu > VM Management.

Select the TVOE Host that is hosting the NOAM VM to be upgraded.

Select the NOAM VM to edit.

Change the power state of the VM from Running to Shutdown. Confirm the pop-up
and wait for the power state to change to Shutdown. This may take a few moments
as this executes a graceful shutdown of the NOAM guest.

-

agprwhE

Current Power State: Running

| Changeto.. | On B Current Power State: Shut Down
On | Change to... | Shutdown -
Destro

6. Click the Edit button near the bottom of the window.
7. Change the following Guest configuration values from the current value to the values
presented in bold:

T NumvCPUs12
1 Memory (MBs):24,576

VM Info Software Metwork Media

Num vCPUs 12 |5 VI UUID:  fd940944-5948 effb-3e4f-99440cf6arc
demory (MBs). 24,576 Enable Virtual Watchdog: |v

* Do not oversubscribe the TVOE host's memory.

virtial Dicke Add [ Deletel

No other configuration values should be changed.
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Software Upgrade Guide

8.
9.

Select Save. The GUI may gray out for a moment while the changes are committed.

Change the Guest power state from Shutdown to On.

Current Power State: Shut Down
| Changeto.. | Shutdown |~

Shutdown
Destro
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APPENDIX E. DETERMINE IF TVOE UPGRADE IS REQUIRED

When upgrading a server that exists as a virtual guest on a FéSE:it is first necessary to determine whether the
TVOEHost (i .enettah®)fis@reer must first be upgraded to a

NOAM and SOAM servers are often implementedi& OE guests in €lass deployments, so the TVOE upgrade
check is necessary. DMPs are not implemented as TVOE guests-cl&3s deployments, so the TVOE upgrade
check is not necessary when upgradingl@s DAMPS.

When DSR is deployed on Rack Mountgervers (RMSSs), all servers are virtual guests, and the TVOE upgrade
check is always required. However, BMPs are often deployed as guests on the same TN@G3Eas the OAM

server(s), and so by the time the MR servers are being upgraded, TVOE hasadiyédeen upgraded and there is
no need to do so again.

Procedure95: Determineif TVOE Upgrade is Required

This procedure checks if TVOE upgrade is required.

Check off (§) each step as it is completed. Boxes havéeen provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

HTUOUmMm-wm

Determine the version of 1.
TVOE already running 2.
on the bare-metal server
that hosts the virtual
guest currently being
upgraded.

Log into the host server on which TVOE is installed.
Execute the following command to get the current TVOE installed version :

[root@dsrTVOEblade2 ~J# appRev
Install Time: Tue Aug 7 08:17:52 2012
Product Name: TVOE
Product Release: 2.0.0_80.16.0
Part Number ISO: 872 -2290- 104
Part Number USB: 872  -2290- 104
Base Distro Product: TPD
Base Distro Release: 6.0.0_80.16.0
Base Distro ISO: TPD.install
Cent0S6.2 - x86_64.iso
OS: CentOS 6.2

-6.0.0_80.16.0 -

Check the TVOE

release version required
for target DSR release

Contact the Oracle CGBU Customer Care Center by referring to Appendix O of this document
to determine the appropriate release version.

If the release in Step 1
is less than what is
required in Step 2 then
upgrade of TVOE is
required

The procedure to upgrade TVOE on the host server is in Appendix J.
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APPENDIX F. ADDING ISO IMAGES TO PM&C IMAGE REPOSITORY

If the ISO image is delivered on optical media, or USB device, continue with step 1 Apgeadix otherwise if
the ISO image was delivered the PM&C using sftpcontinuewith step 5

1. Inthe PM&C GUI,navigateto Main Menu “© VM Management In the 'VM Entities" list, select
the PM&CGuest On the resultingView VM Guest' page, select theMedia" tab.

2. Under theMedia tab, find the ISO image in thé\Vailable Media" list, and click its ‘Attach" button.
After a pause, the image will appear in tgtached Media" list.

View VM Guest
Name: vm-pmacdev6 Current Power State: Running
Host: fe80:461e:a1ff:fe06:484 v

| Edit | L. Delete. || Installos |

[ Upgrade J [Accethpgradej [ Reject Upgrade ]
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3. PM&C GUI: Navigate tdVlanage Software Images
Navigate toMain Menu “ Software“ Manage Software Images

B £ Main Menu
F1 i Hardware
B & Software
L B Software Inventory

S Wanage Software Images

g1 @ Storage

II B Administration

: B Task Monitoring
B Logout

4. PM&C GUI: Add image
Press thédd Image button.

Manage Software Images &) Help
Thu Nov 17 18:26:24 2011 UTC
Tasks ~
Image Name Type Architecture Description
FMAC—4.0.0_40.11.0-872-2291-101-386 Upgrade 1386
FPMAC—4.0.0_40.15.0-872-2291-101-386 Upgrade 1386
TPD-5.0.0_72.28.0—x86_F4 Bootable X¥86_B4
TPD-5.0.0_72.24.0-i386 Bootable i386
FMAC—-4.0.0_40.141-872-2291-101—-386 Upgrade 1386

Add Image

5. PM&C GUI: Add the ISO image to the PM&C image repository.
Select an image to add:

o If the image was transferred to PM&C via sftpwill appear in the list as a local
file"/var/TKLC/...".

o If the image was supplied on a CD or a USB drive, it will appear as a virtual device
("device:// é"). These devices are assigned
becomeavailableon the Management Server. The first virtual device is reserved for internal use
by TVOE and PM&C; therefore, th&Oimage of interest is normally present on the second
device,"device://dev/srl". If one or more CD or UB&sed images were already presemthe
Management Server before this proceduas startedchoose a correspondingly higher device
number.

Enter an appropriate image description and pres&ddeNew Imagebutton.
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Add Software Image @ Help

-Wed Aug 08 13:51:34 2012 UTC

Images may be added from any of these sources:

* Tekelec-provided media in the PM&C host's CD/DVD drive (See Note)
* USB media attached to the PM&C’s host (See Note)

* External mounts. Prefix the directory with “extfile./r,

* These local search paths:

NarTKLCluparade/*.iso
NarTKLC/smad/imagefisoimageshome/smacttpusr/*.iso

Note: CD and USB images mounted on PM&C’s VM host must first be made accessible to the PM&C VM guest. To do
this, go to the Media tab of the PM&C guest's View VM Guest page.

Path: |Var/TKLC/smacimagefisoimages/home/smacftpusr/872-2290-104-2 | v |

| NarlTKLC/smacdimagefisoimages/home/smacfipusr/872-2290-104-2.0.0_80.14.0-TVOE-x86_64.i150
Nar/T KLClsmadimagehsonmagesMomelsmadtpusrl872-2441-101~5.g,8_gg.%)-PMAC-x86 Bd.iso

intion-  VANTKLC/smacimagefisoimages/homel/smacfipusri872-2464-101-5. 0-ALEXA-x85_64.is0|
Description: | Gliceidevisrd ° G - B

device /idevisr1

device://devisr2
device: /idevisr3

Add New Image

6. PM&C GUI Monitor the Add Image status

The Manage Software Images page is then redisplayed with a new background task entry
in the table at the bottom of the page:

Manage Software Images & Help

Thu Now 17 18:28:11 2011 UTC

o
¢ Sofhware image hanTRLC/upgrades8T 2-2290-101-1.0.0_72 24 0-TWOE-x86_G4 iso will be added in the hackaround.
o s The ID numhber forthis task is: 5.

TFO—JUU_TZZ0.U—Xou_0F BUUTEITE FOU_UF

TPD-5.0.0_72.24.0-i386 Bootable i386
PMAC—4.0.0_40.14.1-872-2201-101-i386  Upgrade i386

Add Image Edit Image Delete Image

7. PM&C GUI Wait until the Add Image task finishes

When the task is complete, its text changegréen and its Progress column indicates "100%".
Check that the correct image name appears in the Status column:
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Manage Software Images & Help

Thu Nov 17 18:31:19 2011 UTC
Infa -

Tasks
1D Task Target Status Start Time Progress
j 5 Add Image Done: 872-2290-101-1.0.0_72.24.0-  2011-11-17 100%

TVOE-x86_64 133119

8. PM&C GUI: Detach the image from the PM&C guest

If the image was supplied on CD or USB, return to the PM&C e s'Medlig" tab used in Step &cate
the image in theAttached Media" list, and click its Detach' button. After a pause, thmage will be
removed from theAttached Media" list. This will release the virtual device for futunse.

Remove the CD or USB device from the Managensamver.
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APPENDIX G. UPGRADE SINGLE SERVER i UPGRADE ADMINISTRATION
This Appendix provides the procedure for upgradimSR single server of any typ@O, SO, MP, etc)

Note that this procedurgill be executed multiple times during the overall upgrade, dependitt,eaaumber of

servers intheDSR Make multiple copiesf Appendix Gto mark up or keep another form of written record of the
steps performed.

Procedure96: Upgrade Single Serveii Upgrade Administration

This procedure executes the Upgrade Single Sérldggrade Administration steps.
Check off §) each step as it is completed. Boxes have been provided for this pungleseeach step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

NO GUI'i Upgrade From the Active NOAM GUI:
Administration:

View the pre-upgrade Select Upgrade Administration form
status of Servers ( DSR Administrafion > Upgradeo

DSR 5.1: Adiministration -> Software Management -> Upgradeo )
The Upgrade Administration screen is displayed (example below):

Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
5.1 releases. The example below provides a snapshot from both releases.

Upgrade Screen in DSR 4.x

Network Element Role Upgrade State
Hostname
Apphcation Version Function Server Status
i NO_HPCO3 NETWORK OAM&P Not Ready
¥ 40040141 OAMEP m
Nz NO_HPCO3 NETWORK OAMEP Not Ready
40.0-40.141 QAMEP Notm
NO_HPCO3 up Not Ready
NP1 DSR
400-40141 (actvesstandby Norm
pai)
NO_HPCO3 MNP Not Ready
P2 DSR
400-401411 (ativaistandby o
pai)
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Procedure96: Upgrade Single Serveii Upgrade Administration

) ro

DSR 5.1 Upgrade/Backout Guide

NO GUI'T Upgrade
Administration:

Verify status of Server to
be upgraded

Upgrade screen in DSR 5.0 and DSR 5.1 releases up t0 5.1.0-51.12.2
Server Status Server Role Function  Upgrade State Status Message
Hostname OAM Max HA Role Network Element Start Time Finish Time Mate Server Status
e Application Version Uparade 1SO
Norm Network OAM&P OAMEP Not Ready
Viper-NO1 Active NO_Viper Viper-NO2|
Active 5.0.0-50.15.1 -
Norm Network OAM&P OAMEP Not Ready
Viper-NO2 Standby NO_Viper Viper-NO1
Active 5.0.0-50.15.1
Norm System OAM OAM Not Ready
Viper-S01-A Active SO1_Viper Viper-SO1-B]
Active 5.0.0-50.15.1 E
Norm System OAM OAM Not Ready
Viper-S01-B Standby SO1_viper
Active 5.0.0-50.15.1
Norm System OAM OAM Not Ready
Viper-802-A Active 502 _Viper 4'mer780275:
Active 5.0.0-50.15.1
Norm System OAM 0AM Not Ready
Viper-S02-B Standby S02_Viper Viper-S02-A
Active 50050151
DER
Norm MP gg‘:,'g Mot Ready
Viper-MP05 clustery Viper-MP0G
Active S01_Viper
Active 5.0.0-50.15.1
Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up
Main Menu: Administration -> Software Management -> Upgrade Ot
Mon Mar 24 01:31:46 2014
Fier v| Tasks
NOSG  IPFESG  MPSG  PSBRSG  SBRSG 808G
Uparade State ~ OAM MaxHARole ServerRole  Function  Appiication Version StartTime finish Time
Hostname
Server Status mwlowed Network Element Uparade IS0 Status Message
Not Ready Standby  NebworkOAMEP  OAMGP 51061130
HPCO2N01
Norm Aie NO_HRCO2
Not Ready ote NetworkOAMEP ~ OAMGP 5106130
HPCOZ-N02
Nom At NO_HPCO2
The following status may be observed:
The Active NO server will have the following expected alarm:
Alarm ID = 10008 (Provisioning Manually Disabled)
For the server to be upgraded:
1. Identify the server (NO, SO, MP, etc) (record name)
2. Verify the Application Version value is the expected source software release version.
3. Verify the Upgrade State is Not Ready :
1  Onlyrequired for DSR >=5.1.0-51.13.0:
1  From the Administration -> Software Management -> Upgrade screen, select
the Server Group of the server which needs to be upgraded.
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Procedure96: Upgrade Single Serveii Upgrade Administration

Software Upgrade Guide

Main Menu: Administration -> Software Management -» Upgrade

@ Help

Mon Mar 24 02:35:01 2014 £01

Tasks v

NOSG IPFESG ~NPSG{ PSBRSG )SERSG 9086

Upgrade St OAMMaxHARole ServerRole  Function  Application Version

Hostame
Server Status Nt Mot Network Element Ungrade 50
HA Role
DSR (mutt-
" i IP afe 51051430
HPCO2-PSBR st
Norm e 50_HPCO2
.
Prepare || Intee || Complet || Accept || Repor || Repotl

Required for all DSR releases :

1 Ifthe serverisinthe ®Readyd s,tthariseki p t he APr epa(36)

and start the Upgrade at Step 6.

1 Ifthe serveris in Backup Neededo state, then first select the server and click
fi Ba c k u p ORefbeshtthte bipgrade screen to make sure that server is in the

fNot Readyd st at e.

qura_de screen in DSR 5.0 gnd DSR 5.1 relea_ses up to 5.1.0-51.12.2

Start Time finish Time

Status Message

2440f 295
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Procedure96: Upgrade Single Serveii Upgrade Administration

DSR 5.1 Upgrade/Backout Guide

Hostname

HPC2-NO1
HPC2-NO2
HPC2-801

HPC2-802

HPC2-P1

HPC2-WP2

HPC2-PFE

Backp | 50

Server Status

Server Role

OAM Max HA Role - Network Element

Max Allowed S :
HA Role Application Version
Norm Network OAM&P
Standby NO_HPC02
Adtive 5105190
Norm Network OAM&P
Active NO_HPC02
Active 5105190
Norm System OAM
Standby ~ SO_HPCO2
Active 5105190
System OAM
S0_HPC02
5105190
;
Active S0_HPCO2
Active 5105190
Err NP
Standby  S0_HPCO2
Active 5105190
Norm WP
Active $0_HPCO2

P

Function  Upgrade State
Start Time

Upgrade IS0

OAMSP

OAMS&P

OAM

OAW

DSR
(multi-
active
cluster)

Not Ready

DSR
(multi-
active
cluster)

NotReady

P Front
End

o

Accept &m

Status Message

Finish Time

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Mate Server Status
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Procedure96: Upgrade Single Serveii Upgrade Administration

Software Upgrade Guide

Main Menu: Administration -> Software Management -» Upgrade

@He\;

Fiter v | Tasks v

NOSG IPFESG  WPSG PSBRSG  SBRSG = 508G

Uparade State ~ OAMMax HARole ServerRole Function  Application Version

Mon Mar 24 02:35:01 2014 EDT

Start Time finish Time

Hostname
Server Status Nk Aowed Network Element Uparade S0 Status Message
HA Role
DR (mul
: Actve WP actie 51051130
HPCO2-PSER st
Norm Active §0_HpCo2
A— _w
‘ Backup || 180 Cleanup || Prepare || Itiate Accept || Report H ReportAl |
Kl NO GUIi Upgrade For the server to be upgraded:
al Administration:
Prepare Upgrade Onthe Upgrade form,ma ke t he server 0 seedingshdserveR®bedy 6,
(step 1) upgraded and,

Select: Prepare Upgrade (if DSR 4.x)

Prepare (If DSR 5.1)
(In this example, anNO wi t h n awilde nmableQeady for Upgrade)
Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
5.1 releases. The example below provides a snapshot from both releases.
Upgrade Screen in DSR 4.x

2460f 295 Version 2.0 E5454801, June 2014



Software Upgrade Guide DSR 5.1 Upgrade/Backout Guide

Procedure96: Upgrade Single Serveii Upgrade Administration

Networ k Elernont Raode Upor ade State
Hostname
Application Version Function Sorver Status
S NO_HPCO3 NETWORK OAMAP  Not Resdy
NOY
400-40141 OAMLP m
NO_HPCO03 NETWORK OAMEF  Not Ready
NO2
2 40040141 OAMEF Mo
NO_HPCO03 MP Not Roady
el OSR
40040141 (activesstanduy
pain)
NO_HPCO03 MP Not Ready
MP2 OS8R
40040141 (activelstanduy v}
pa)

owo

Accopt Upgrade

Upgrade screen in DSR 5.0 and DSR 5.1 releases up t0 5.1.0-51.12.2

Server Status  Server Role Function  Upgrade State Status Message
et OAM Max HA Role _ Network Element Start Time Finish Time S
i owed Application Version Upgrade ISO
Norm Network OAM&P  OAM&P  NotReady
NO1 Active NO_DSR_VM NO2
Active 50.0-50.15.1
"""""""""""" 1 Norm Network OAMGP  OAMP  NotReady
nNoZ i standby NO_DSR_VM NG}
’ 50.0-50.15.1
System OAM oAM Not Ready
SO_DSR_M 501
500-50.15.1 i
System OAl oAl Not Ready
S0_DSR_vi s02
50050.15.1
DSR
Norm uP (Tl NotReady e
P dluster) 2 e
Standby SO_DSR_vin T
Active 50.0-50.15.1
DER
Norm 1P (Ul NotReady e
P2 cluster) [l e
spare SO_DSR_VM '
Active 5.0.0-50.15.1
DSR
Norm P {muff- NotReady
4 i v

Complete | [ Accept | [ Report |

Backup |[ ISO Cleaflp Ini

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up
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Procedure96: Upgrade Single Serveii Upgrade Administration

Main Menu: Administration -» Software Management -> Upgrade Qe

Mon Mar 24 03:48:13 2014 £01T
Fiter v| Tasks v

NOSG  IPFESG  WPSG = PSBRSG  BBRSG 505G

Uparade State  OAM Max HARole  Server Role function  Application Version Start Time Finish Tin
Hostname

Semer St mo“:':‘”“ Neork emen Upgade 0 S sage

NotReady Actve Nefwork OAHEP ~ OAMBP  5.1.0:51.130
HPCO2-N01

Norm Active NO_HPC02

Not Ready Standby  NetworkOAMEP  OAM&P 510451130
HPCO2-N02

Norm Actve NO_HPC02

{ " )

[Backup \ISOCIeanup “[_Plepare_] Inate || Complete || Accept MH ReponAil\

TheUpgrade fAiMake Readyo form will be displ ay
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Procedure96: Upgrade Single Serveii Upgrade Administration

NO GUI'T Upgrade The Upgrade form is displayed (see example below)
Administration:
Prepare Upgrade Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
(step 2) 5.1 releases. The example below provides a snapshot from both releases.

For the Max Ha Role:

1. Verify the #fSel ecigteekxpBSoted vomditions (eithér Stanaby-or
Active) (this will depend on the server being upgraded)

2. If the condition of the Server to be upgraded is as expected, then:
Select: OK

Note: When the Active NOAM is the server being upgraded, selecting OK will initiate an
HA switchover, causing the GUI session to log out. Before logging into the Active OAM
again, close and re-open the browser using the VIP address for the NOAM, and then
clear the browser cache. Some GUI forms may exhibit incorrect behaviors if the
browser cache is not cleared.

Upgrade Screen in DSR 4.x

Upgrade Screen in DSR 5.x

Main Menu: Administration -> Software Management -> Upgrade [Prepare]

Hostname Action HA Status

Thu Nov 14 13:13:02

Max HA Role  Active Mates Standby Mates Spare Mates

o2 Prepare Standby NO1 None None

|E| ‘ Cancel ‘

Note: If the selected server is the Active server in an Active/Standby pair, the Max
HA Role column wil!/l di splay fAActiveodo witdHh
condition. This indicator is to make the user aware that the Make Ready action
WILL cause an HA switchover.

For a 2-tier Active-Standby Setup, the Make Ready action on a DA-MP server MAY
cause the value in the HA Status field under the Selected Server Status be shown
as O0Act i ve0-MP(®).Thidbies ®kh PlBase proceed with upgrade.

NO GUI'i Upgrade The Upgrade Administration form will be refreshed, and the server to be upgraded will show
Administration: Upgrade Status = READY (This may take a minute)

Verify Upgrade Status is
fReadyo Upgrade screen in DSR 4.x,5.0 and DSR 5.1 releases up to 5.1.0-51.12.2
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Procedure96: Upgrade Single Serveii Upgrade Administration

Netveork Element Role Upgrade State
Hostname ;
Application Version Function Server Status
. NO_HPCO3 NETWORK OAMEP  NotReady
400-40.141 OAMEP m
o7 NO_HPCO3 NETWORK OAMEP Ready
40.0-40.141 OAMEP
NO_HPC03 L Not Ready
MP1
40040141 Nom
NO_HPCO3 WP Not Ready
WP2 OSR
40040141 (athvelstandty T4

pair)

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Main Menu: Administration -> Software Management -> Upgrade Qe

Mon Mar 24 03:50:17 2014 ED'
Fiftr v | Tasks v

NOSG ~ IPFESG ~ WPSG ~ PSBRSG ~ SBRSG ~ S0SG

Upgrade State  OAM Max HARole  Server Role Function  Application Version Start Time Finish
Hostname
Sene St E:’;ﬁ:":"”"“ Networ Eement Upyradels0 Sausessage
Not Ready Active Network OAUSP ~ QAMEP 51051130
HPCO2N01
Actve NO_HPCO2
Ready Standby  NetworkOAMGP  OAMSP  5.1.0-51.130
HPCO2-NO2
NO_HPCO02
{ I )
o
3 150 Cleany gl ate Accept \ReponHReponAII‘

Depending on the server being upgraded, new alarms may occur.

Servers may have a combination of the following expected alarms. Note: Not all servers have
all alarms:

Alarm 1D = 10008 (Provisioning Manually Disabled)
Alarm ID = 10075 (The server is no longer providing services because application processes
have been manually stopped)
Alarm ID = 10073 (Server Group Max Allowed HA Role Warning)
Alarm ID = 32515 (Server HA Failover Inhibited)
Alarm ID = 31228 (HA Highly available server failed to receive mate heartbeats) or
(Lost Communication with Mate Server)

NO GUI'i Upgrade Initiate the upgrade on the server:
Administration :
Initiate Upgrade (initiate) | Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
(part 1) 5.1 releases. The example below provides a snapshot from both releases.
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Procedure96: Upgrade Single Serveii Upgrade Administration

DSR 5.1 Upgrade/Backout Guide

Upgrade Screen in DSR 4.x

1. While viewing the Upgrade Administration screen, select the server to be upgraded
tirfitiate Upighadeo Wutton is enabled for the server to be upgraded.

2. Ensure
3. Click the finitiate U p g r a lobiod.

Network Element
Hostname
Application Version
NO_HPCO3
NOY
400-40141
NO_HPCO3
MP1
4004014
NO_HPCO3
<

In®ate Upgrade

Upgrade screen in DSR 5.0 and DSR 5.1 releases up to0 5.1.0-51.12.2

Role Upgrade State
Function Server Status
NETWORK OAMEP  Not Ready
QAMEP o)

NP Not Ready
DSR

(achivesstandby  Norr T

pa¥)

MNP Not Ready

0

Complete Upgrade

1. While viewing the Upgrade Administration screen, select the server to be upgraded
tirtiated buttbneis efiabled for the server to be upgraded.

2. Ensure
3. Click the finitiateo button.

Server Status Server Role Function  Upgrade State

Hostrame OAM Max HA Role  Network Element Start Time
m:;.;ll:wed Application Version Upgrade IS0
Network OAM&P  OAM&P  NotReady
NO'1 Active NO_DSR_VM
Active 50050151
ST et OAMSP OBMSP  Ready
NO2 i Standby VM
System OAM oA NotReady
502 Standby SO_DSR_VM
Active 5.0.0-50.15.1
Norm System OAM oAM NotReady
01 Active SO_DSR_VM
Active 50050151
DSR
Norm WP (it NotReady
WP cluster)
Standby SO_DSR_VM
Active 50050151

o
Backup IS0 Cleanup F'r-':pa\e@ump\ele ‘ Accept ‘ Report |

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Status Message

Finish Time Mate Server Status

P2 MP3iiP4]
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Procedure96: Upgrade Single Serveii Upgrade Administration

Software Upgrade Guide

Main Menu: Administration -> Software Management -> Upgrade

Tasks v

NOSG  IPFESG ~ MPSG ~ PSBRSG ~ SBRSG 808G
Uparade State ~ OAM Max HARole  Server Role function  Application Version
Hostname
Server Status Machlowet Network Element Upgrade S0
HA Role
Not Ready Actve Network OAMGP ~ OAMEP  5.1.0-51.130
HPCO2-NO1
Actve NO_HPCO2
Ready Standby  NetworkOAMGP  QAMEP  5.1.0-51.130

HPCO2-N02
NO_HPC02

Backup

P [
Prepare | e \} Complete | Accept | Report H ReportAl ‘

@ Help

- Mon Mar 24 03:52:18 2014 EOT

Start Time finish

Status Message

NO GUI'i Upgrade
Administration :
Initiate Upgrade (part 2)
i Select ISO form

T~

The Initial Upgrade form will be displayed:
[DSR 4.x: Administration > Upgrade [Initiate],

DSR 5.x: Administration -> Software Management -> Upgrade [Initiate]

The target server is identified with its associated data (Hostname, Network Element, Server

Group and application version)

1. From the pick list at the lower left of the form, select the ISO to use in the server

upgrade.

2. Click the Start Upgrade button; the upgrade will begin and control will be returned to

the Upgrade Administration screen.

Upgrade initiate screen in DSR 4.x,5.0 and DSR 5.1 releases up t0 5.1.0-51.12.2

Application Version
4004141

Upgrade initiate screen in DSR 5.1 releases 5.1.0-51.13.0 and up

2520f 295
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Procedure96: Upgrade Single Serveii Upgrade Administration

Main Menu: Administration -> Software Management -> Upgrade [Initiate] @ tep

) — Mon Mar 24 03:54:31 2014 EDT
o v

Hostname Action Status

Network Element - Server Group - Application Version

HPCO2NO2 | Startupgrade v NOHPCOZ  NOSG 51051130

Upgrade Image
Upgrade IS0 | 872-2695-101-5.1.0_51.13.0-DSR-x86_64.s0 ’ Selectthe desired upgrade 1S0 mediafile.

]
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3 View In-Progress Status
A

View the Upgrade Administration form:

(monitor)
A Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
5.1 releases. The example below provides a snapshot from both releases.
Upgrade Screen in DSR 4.x
1. Observe the Upgrade State of the server of interest.
2. For more detailed status of the upgrade for a given server, select the server, and
click the Monitor Upgrade button
Network Element Role Upgrade State
Hostname : y
Application Version Function Server Status
0 NO_HPCO3 NETWORK OAMEP  Not Ready
NOT
40040141 (AMEP i
NETWORK (AMBP  Upgrading
o (AMEP
NO_HPCO3 WP Not Ready
40040141 (actvesstandty
par)
NO_HPCO3 up Not Reagy
¢
s o
Mongor Upgrade
The Administration > Monitor Upgrade screen is displayed, and upgrade
progress data is presented.
3. Wait for the upgr dggade Stated o mp Id eSereer Bt@&insd
col umn wiSlctesss Mhiswtepiiwill take around 15-20 minutes.
Upgrade screen in DSR 5.0 and DSR 5.1 releases up to 5.1.0-51.12.2
1. Observe the Upgrade State of the server of interest. Upgrade status will be
di splayed under the column fAStatus Mes
Server Status Server Role Function Upgrade State Status Message
Hostname ‘OAM Max HA Role Network Element Start Time: Finish Time Mate Server Status
r:’;l:“:’wed Application Version Upgrade 1SO
T ctvork OAMEP  DAMEP  NotReady
NO1 Active NO_DSR_VM
Active 50050151
Upagrade: retrieved TPD task
Network OAM&P OAM&P Upgrading state for IP: 192.168.1.12 is
NO2 IN_PROGRESS_STATE m
Standby NO_DSR_VM 2013-11-14 18:49:57 "
50050151 872-2526-101-5.0.0_50.151-DSR-x86_64.iso
System OAM OAM Mot Ready
s02 Standby SO_DSR_VM
Active 50050151
System OAM OAM Mot Ready
sS01 Active SO_DSR_VM
Active 5.0.0-50.15.1
Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up
1. Observe the Upgrade State of the server of interest. Upgrade status will be
di splayed under the column AStatus Mes
2540f 295 Version 2.0 E5454801, June 2014
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Main Menu: Administration -> Software Management -> Upgrade Qted

Mon Mar 24 04:39:03 2014 EOT
Filer v| Tasks v

NOSG ~ IPFEGRP  IIPSG 806

Uporade State ~ OAMMaxHARole ServerRole  Function  Appiication Vrsion Start Time finish Time
Hostname
Sener S m‘"”“ ek e Upgate 0 S esie
Upgrading Standby  NetworkOAMEP ~ OMSP 51051122 2014:03-24 085,06
ROUDEO1 O AU STRB0MS 10500 190 Valdaton: Taskresutir P
% DSR-186_64is0 10.240.38.103, SUCCESS

Acceptor Reject  Actie NetworkOAMEP ~ OANGP 54061430

B i N0_ROU0G

ROUOBNO2

)
50 Cleanup || Prepare || nfate || Complete || Accept RionHReponAl\‘

Servers may have a combination of the following expected alarms.
Note: Not all servers have all alarms:

Alarm ID = 10008 (Provisioning Manually Disabled)

Alarm ID = 10075 (The server is no longer providing services because application
processes have been manually stopped)

Alarm ID = 10073 (Server Group Max Allowed HA Role Warning)

Alarm ID = 32515 (Server HA Failover Inhibited)

Alarm ID = 31228 (HA Highly available server failed to receive mate heartbeats) or (Lost
Communication with Mate Server)

Alarm ID = 31283 (Highly available server failed to receive mate heartbeats)

Alarm ID = 31106 (DB Merge To Parent Failure)

Alarm ID = 31107 (DB Merge From Child Failure)

Alarm ID = 31233 (HA Secondary Path Down)

Alarm ID = 31101 (DB Replication To Slave Failure)

Wait for the upgr dpgrade Stateo o mp | @ me . Sutdesdso 8 h D lwi
step will take around 15-20 minutes.

See step 9 below for instructions if the Upgrade fails, or execution time exceeds 30 minutes.

Note: If the upgrade processing encounters a problem, it may attempt to ROLL BACK to the
original softwarerelease. | n t hi s case, the Upgrade wil/l
The execution time may be shorter or longer, depending on the point in the upgrade where
there was a problem.
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Optional : View In- An optional method to view Upgrade progress from a command line:
Progress Status from
command line of server In case the user wants to view the detailed progress of the upgrade 1

Access the server command line (via ssh or Console), and:

# tail - f lvar/TKLC/log / upgrade/upgrade.log

Once the server has upgraded, it will re-boot, and then it will take a couple of minutes for the
DSR Application processes to start up.

This command will show the current rev on the server:

# appRev
Install Time: Mon Oct 7 03:00:14 2013
Product Name: DSR
Product Release: 5.1.0_51.12.0
Part Number I1SO: 872 -2526-101
Part Number USB: 872 -2526-101
Base Distro Product: TPD
Base Distro Release: 6.5.0_82.24.0
Base Distro ISO: TPD.install -6.5.0 82.24.0 -Cent0S6.4 - x86_64.is0
OS: CentOS 6.4

IF Upgrade Fails: Access the server command line (via ssh or Console), and collect the following files:

Ivar/TKLC/log  / upgrade/upgrade.log
Ivar/TKLC/log/upgrade/ugwrap.log
Ivar/TKLC/log  /upgrade/ earlyChecks.log

Contact the Oracle CGBU Customer Care Center by referring to Appendix O of this document
and provide these files.

Workaround to be Login to the successfully upgraded server from command line :
applied on upgraded
server. # ssh root@<XMI of upgraded server>

login as: root
password: <enter password>

Execute following command :

#edd.op -- load - all
Take the upgraded Take the upgraded server out of the upgrade ready state. This step applies to all servers,
server out of the regardless of type.
upgrade SUCCESS
state. (part 1) Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR

5.1 releases. The example below provides a snapshot from both releases.

1. Select the Upgrade Administration screen
(DSR4.x: Mdministration > Upgradeo
DSR5.1: 0Administration -> Software Management -> Upgradeo)

2. Verify the Application Version value for this server has been updated to the target
software release version.

3. Verify status:

4.  Verify the Upgrade State of the server that was upgraded is Success.

Upgrade Screen in DSR 4.x
5. Verify the Complete Upgrade button is enabled for the server that was upgraded
6. Click the Complete Upgrade button.
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Network Element Role Upgrade State
Hostname
Application Version Function Server Status
Mot NO_HPCO03 NETWORK OAMEP  Not Ready
40.0-40.14.1 OAMEP 1]
NoZ NO_HPC03 NETWORK OAM&P  Not Ready
400-4014.1 OAMEP Norm
velsta
NO_HPCO03 MP Not Ready
- g
<O
Monitor Upgrade Complete Upgrade

Upgrade screen in DSR 5.0 and DSR 5.1 releases up t0 5.1.0-51.12.2

5. Verify the Complete button is enabled for the server that was upgraded
6. Click the Complete button.

Server Status Server Role Function  Upgrade State Status Message
T ‘OAM Max HA Role Network Element Start Time Finish Time: Mate Server Status
::’;;”e‘“"e" Application Version Upgrade 1SO
Network OAMEP OAMEP Not Ready
NO1 Active NO_DSR_VM
Active 5.0.0-50.15.1
Upgrade: Task result for IP:
Network OAM&P OAMEP Success 192.168.1.12 is INVALID,
NOZ indicating not needed
Standby NO_DSR_VM 2013-11-14 18:49:57 2013-11-14 18:52:32
500-50151 872-2626-101-5.0.0_50.15 1-DSRx86_64.is0
Norm System OAM OAM Not Ready
sS02 Standby SO_DSR_VM SOt H
Active 5.0.0-50.15.1
Norm System OAM OAM Not Ready
501 Active S0_DSR_VM 502
Active 500-50151 b
o
Backup IS0 Cleanup Prepare Initiate: \ Complete | Accept | Report \

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up
5. Verify the Complete button is enabled for the server that was upgraded
6. Click the Complete button.
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Main Menu: Administration - Software Management -> Upgrade Qtep

Mon Mar 24 05:16:03 2014 EOT
Filer | Tasks v

N0S6 ~ IPFEGRP  HPSG  S036

Uparade State  OAMMaxHARole ServerRole  Function  Application Version StartTime finish Time
Hostname
Server Status b At etwork Element Upgrade!SO Status Message
HARole
Standdy  NebworkOAMGP  OMMSP 54051130 QNA03-24 085806 201403-24 0806
ROVLENO! RO MR IALARG g Tt 020318
DSR-86_64150 SUCCESS
AcceptorReject  Acie Network OAMGP ~ OAMEP 540651130
ROUO-NO2

e o ROU0S

Prepare || e ‘Complete

Take the upgraded
server out of the
upgrade SUCCESS
state. (part 2)

Note: The look and feel of the Upgrade screen has changed between the DSR 4.x and DSR
5.1 releases. The example below provides a snapshot from both releases.

Upgrade Screen in DSR 4.x
The Upgrade [Remove Ready] screen is displayed

Upgrade: Feady Criberia Selecied Server Stafus Mate Stahes

Man |34 Roe ERindty Bt

Upgrade Screen in DSR 5.1

The Upgrade[Complete] screen is displayed
Hostname Action HA Status
[ Max HA Role  Active Mates Standby Mates Spare Mates

ez Complete Standby NO1 None None

|§| | cancel|

1. Record the Upgrade Ready Criteria and selected Server Status values for this server.
Keep this information for future reference.

2. Click OK. This completes the Remove Ready action on the server.
The Upgrade Administration screen is displayed.

Upgrade Screen in DSR 4.x

3. Wait for the screen to refresh and show the Upgrade Ready State is Not Ready and the
Upgrade action link is disabled for the server that was upgraded. It may take up to 2
minutes for the Upgrade Ready State to change to Not Ready.
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Network Element Role Upgrade State
Hostname
Apphication Version Function Server Status
NO_HPCO3 NETWORK OAMEP  Not Ready
NO1Y
400-40.141 OAMEP yiv)
NOZ NO_HPCO3 NETWORK OAM&EP  Not Roady
400-40141 QAMEP Norm
NO _HPCO3 mp 2080y
M DER
40040141 aCINVE/S1anchy
pain
NO_HPCO3 me Not Ready
NP2 DSR
40040141 (active/stancty v}
oo
Server Status Server Role Function  Upgrade State Status Message
Hostname OAM Max HA Role  Network Element Start Time Finish Time Mate Server Status
Max Allowed
i Application Version Upgrade 1SO
Network OAMEP OAMEP Mot Ready
NO1 Active NO_DSR_VM
Active 5.00-50.151
Metwork OAMEP OAMEP Mot Ready
NO2 Standby NO_DSR_VM
Active 5.0.0-50.15.1
Norm System OAM OAM Mot Ready
802 Standby SO_DSR_VM SGWE
Active 5.0.0-50.15.1
s
Backup ISO Cleanup Prepare Initiate Complete Accept \ Report \

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

4.  Wait for the screen to refresh and show the Upgrade Ready State is Accept or Reject
and the Upgrade action link is disabled for the server that was upgraded. It may take up
to 2 minutes for the Upgrade Ready State to change to Accept or Reject.

Main Menu; Administration -> Software Management -> Upgrade

Tt v

@He\;

Mon Mar 24 05:40:16 2014 ED1

NOSG ~ IPFECRP  HPSG ~ S08G
Uparade State ~ OAM Max HARole  Server Role function  Application Version Start Time finish Time
Hostname
Server Status Maxkiomd Network Element Uparade IS0 Status Message
HA Role
A AcceptorReject  Standdy  NebworkOAMEP  OAMSP 51051130
ROUOG-NO'
B No_Rouss
Acceptor Reject  Actve Network OAMEP ~ OAMP 51061130
ROUOG-NO2
Adive NO_RDU0G
{ I )
W
ackup Prepare || Inate || Complete || Accept \ReponHReponAlll
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View Post-Upgrade View the Post-Upgrade Status of the server:

Status.

1. The Active NO (or SO for a 37 Tier setup) server will have some or all the following
expected alarm(s):
Alarm ID = 10075 (The server is no longer providing services because application processes

have been manually stopped)
Alarm ID = 31000 (Program impaired by S/W Fault)

Alarm ID = 10008 (Provisioning Manually Disabled)
Alarm ID = 10010 (Stateful database not yet synchronized with mate database)

Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)
Alarm ID = 31282 (The HA manager (cmha) is impaired by a s/w fault)
Alarm ID = 31000 ( Program impaired by s/w fault)

NOTE: Do Not Accept upgrade at this time. This alarm is OK.
The single server upgrade is how complete.

Procedure Complete.
Return to the overall DSR upgrade procedure step that directed the execution of AppendiX

G.

2600f 295 Version 2.0 E5454801, June 2014



Software Upgrade Guide DSR 5.1 Upgrade/Backout Guide

APPENDIX H. UPGRADE FIRMWARE

Firmware Upgrade procedures are not included in this docuranttact theOracleCGBU Customer
Care Centeby referring toAppendix Oof this documentor the latest infomationon Firmware upgrades.
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APPENDIX I. NETBACKUP CLIENT INSTALL/UPGRADE WITH NBAUTOINSTALL

NOTE: Execute the following procedure to switch/migrate to havingNetBackup installed via NBAutolnstall
(Push Configuration) instead of manual installation using platcfg

Executing this procedure will enable TPD to amédically detect when a Netbackup Client is instaléd then
complete TPErelated tasks that are needed for effective Netbackup Client operation.

With this procedure, the Netbackup Client install (pushing the client and performing the install)aspiesibility
of the customer and is not covered in this procedure.

Note: If the customer does not have a way to push and install Netbackup Client, then usetbackup

Client Install/Upgrade with platcfg.
Note: It is required that this procedure is execlitefbre the customer does the Netbackup Cliestall.

Prerequisites:

Application server platform installation has been
net w

A Site survey has been per f or me Heappbicatidneseneamdciitenfacest h e
have ber configured.

A NetBackup server is available to copyapplicatibntserver.t he

AThe flesystem for Netbackup client software has been created (Create LV and Filesystem for Netbackup

Client Software)
A Co theGaacl¢CGBU Customer Care Centeer determine if the version of Netbackup Client being installed

requiresworkarounds

1. Follow Oracle CGBUProvided Workarounds
Follow Oracle CGBUprovided procedures to prepare the server for NetlpaChient install using
nbAutolnstall.

2. Application server iLO: Login and launch the integrated remote console
SSH to the application Server (PM&CNOAM) as root using the management network for the
PM&C or XMI network for theNOAM.

3. Enable nbAuttnstall:
Execute the following command:
# Jusr/TKLC/plat/bin/nbAutolnstall T - enable
The server will now periodically check to see if a new version of Netbackup Client has been installed
and will perform necessary TPD configuration accordingly.
At any time,the customer may now push and install a new version of Netbackup Client.

4. Return to calling procedure if applicable.
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APPENDIX J. UPGRADE TVOE PLATFORM

This Appendixprovides the procedure for upgrading TVOE on a host server that supports one or more DSR virtual
guests.

If upgrading a DSR server that is deployed as a virtual guest on-anesakserver running the TVOE host
software, tha TVOE itself may have tbe upgradefirst. Refer toAppendix Dto determine if a TVOE upgrade is
required.

If you are upgrading a DSR server that is not virtualized, then this Appdaes not apply

Procedure97: Upgrade TVOE Platform

This procedure upgrades TVOE.

Check off (§) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

ASSISTANCE .

Disable all the 1. Log into the NOAM VIP GUI

applications runningon | 2. Select Status & Manage > Server.

current TVOE blade. The Server Status screen is displayed

3. Identify the NO or SO (virtual) servers that are running on the TVOE environment to be
upgraded, and select these.

4. Cl i c kStopdh ebudt t on.

5. Confirm the operation by clicking Ok in the popup dialog box.

6. Verify that the O0Appl St ated f Disableddl. t he

Find out the guests 1. List the guests running on the TVOE Host by using following command :
running on TVOE host.

# ssh root@<TVOE IP>

login as: root

password: <enter password>
# virsh list -- all

Note: the output of above command will list all the guests running on current TVOE host.

Shutdown each guest 1. Execute the following command for each guest identified in Step 2 :
running on TVOE host.

# virsh shutdown <guestname>

Upgrade TVOE 1. Periodically execute following command until the command displays no entries. This
means that all VMs have been properly shut down :

# virsh list

2. Once all VMs have been properly shut down:

Upgrade TVOE usingi PMAC Ai ded TVOE Upgrade P[Rloced
TVOE2.5upgrade Document. 968276-001. V 1.0 or greater.

[I f theEAnBdMA TVOE Upgradedo procedure is not
TVOE using the alternate procedure provided in Reference [2].]

Note: If Active NO is hosted on the TVOE blade which is being upgraded, then VIP may
be lost until TVOE is successfully upgraded.
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Procedure97: Upgrade TVOE Platform

After compl ¢
After the TVOE upgrade is completed on the Host Server, the Application(s) may not be

started automatically.

Proceed with the next step to restore service.
FromtheP MAC VM Management

Verify Enable Virtual form, verify that t|
Guest Watchdog is set

for VM Virtual Machine Management
VM Entities - -
v View VM Guest
y t ay: 8F -
Name: minilab-PMAC
: 101 Bay: 10F : 9 . .
Enc: 101 Bay: 6F Host: fe80::7ae7:d1ff:feec:9540
minilab-PMAC-TVOE VM Info Software Network Media
Num vCPUs: 1
101 Bay: 9F Memory (MBs): 2,048
e : 101 Bay: 15F
CEpe JOLE AV 2k Virtual Disks
Prim Size (MB) Host Pool HostVolName  Guest Dev Name
7 | 51zoo| vgguests minm.PmcI‘§a:| PRIMARY| [ B
] 10240 vgguests Pmc_,:;:fimg logs =
Virtual NICs
HostBridge  Guest Dev Name MAC Addr
control control  52:54:00:00:72:8d
52:54:00:a7:a3:05
( Edit | [ Delete Install OS Upgrade
{ Regenerate Device Mapping ISO
Start guests on TVOE Execute following steps :

host. a) Log into upgraded TVOE Host by using following command :

# ssh root@<TVOE IP>

login as: root
password: <enter password>

Execute the following command to start the TVOE guest(s) previously shutdown in

b)
step 3 above. If already running, then ignore this step and go to step 8.

# virsh start <guestname>

c) Periodically execute the following command until the command displays all the VM

guests running.

# virsh list
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Procedure97: Upgrade TVOE Platform

8 Enable all the

Il applications disabled in
A stepl

Enable all applications running on current TVOE blade:
Log into the NOAM VIP GUI
a) Select Status & Manage > Server.
The Server Status screen is displayed
b) Select all the applications (NO(s)/SO(s)) running on current TVOE blade, excluding
the server which i s TheUpgrpde Btatelcan bé \Refiadd y 0
from the Administration->Upgrade screen.
c) Cl i c kRestaht® Wutt on.
d) Confirm the operation by clicking Ok in the popup dialog box.
e) Verify that the O6Appl Stated f &mabledb| t

E5454801, June 2014
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APPENDIX K. UPGRADE MULTIPLE SERVERS 1T UPGRADE ADMINISTRATION
This Appendix provides the procedure for upgradimgtiple MP Serversn parallel.

Note that this procedurgill be executed multiple times during the overall upgrade, depending on the number of
servers in your DSRMake multiple copies oAppendix Kto mark up or keep another form of written record of the
steps performed.

Procedure98: Upgrade Multiple Serversi Upgrade Administration

This procedure executes the Upgrade Multiple Seiivehsgrade Administration steps.
Check off Q) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

NO GUI'i Upgrade From the Active NOAM GUI:
Administration:
View the pre-upgrade Select Upgrade Administration form

status of Servers DSR 5.x: Administration -> Software Management -> Upgradeo )

The Upgrade Administration screen is displayed (example below):

Upgrade screen in DSR 5.0 and DSR 5.1 releases up t0 5.1.0-51.12.2

Server Status  Server Role Function  Upgrade State Status Message

Hostname OAM Max HA Role  Network Element Start Time. Finish Time Mate Server Status
:"‘:"‘1‘:‘:""8" Application Version Upgrade 1SO
Norm Network OAM&P  OAMSP  NotReady

Viper-NO1 Adive NO_Viper Viper-NO2
Active 5.0050.15.1
Norm NeworkOAM&P  OAMSP  NotReady

Viper-NO2 Standby NO_Viper Viper-NO1 !
Adive 5.0060.15.1
Norm System OAM oAM Not Ready

Viper-S01-A Active SO1_viper Viper-SO1.8}
Active 5.00-50.15.1 T
Norm System OAM omu Not Ready

Viper-501-8 Standby  SO1_Viper Viper-SO1-A]
Active 5.0050.15.1
Norm System OAM omn Not Ready

Viper-S02-A Active S02_Viper [Viper SO2.8]
Adiive 5.0060.15.1
Norm Systen OAM ] Not Ready

Viper-502-8 standby SO Viper Viper-SO2-A;
Active 5.00-50.15.1

DSR

Norm P g&‘;"g Not Ready

Viper-MPO5 cluster) Viper-MPOB:
Active SO1_Vviper
Active 5.00-50.15.1

The following status may be expected:
Active NO server will have the following expected alarm:
Alarm 1D = 10008 (Provisioning Manually Disabled)

NO GUI'T Upgrade For the servers to be upgraded:

Administration: 1. Identify the MP servers to be upgraded in parallel (record
Verify status of Servers names)

to be upgraded

Note: | f the servers to be upgraded have AFund
Spare servers can be upgraded in parallel. When determining which servers are the
Standby and Spare servers, you MUSTuset he A Resource HA Rol eo
Policy SBR Status screen instead of the val
the Upgrade screen.

2. Verify the Application Version value is the expected source software release version for
each MP server to be upgraded.
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Procedure98: Upgrade Multiple Serversi Upgrade Administration

3. Verify the Upgrade State is Not Ready for each MP server to be upgraded.
Only Required for DSR 5.1 releases 5.1.0-51.13.0 and up:

1  From the Administration -> Software Management -> Upgrade screen, select
the Server Group of the server which needs to be upgraded.

Main Menu: Administration -» Software Management -> Upgrade O

Mon Mar 24 02:35:01 2014 £01
Fier v| Tasks v

NOSG  IPFESG NPSG{ PSBRSG )SERSG 9086

Upgrade St OAMMaxHARole ServerRole  Function  Application Version Start Time finish Time
Hostame
Server Status N At twork Element Upgrade S0 Status Message
HA Role
DSR (mutt-
Acte P afe 51051430
HRCO2-PSBR st
Norm A §0_HpC02
f— .
‘Backup\ i e cept | Repot || RepotAl

Required for all DSR releases :

1 Iftheserversarei n 6 Readyd state then d$egsiapd t
start the upgrade at Step 6.

1 Iftheserversarei B aft k up N estate thed first select all the servers
whichareinfi Ba c kNiepe d es@téandc | i ck A Backupo bu
Upgrade screen to make sure that servers arei rNotfReadyd st at e.
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Procedure98: Upgrade Multiple Serversi Upgrade Administration

3 NO GUI'i Upgrade For the server s to be upgraded:
9l Administration:
Prepare Upgrade On the Upgrade form, makethes er ver 06 Up g r a destindtleesatvwersd to beb y
(step 1) upgraded (using Ctrl button) and,
Select: Prepare
(In this example, MP1 and MP2 will be made ready for Upgrade)
Upgrade screen in DSR 5.0 and DSR 5.1 releases up 10 5.1.0-51.12.2
2680f 295 Version 2.0 E5454801, June 2014

Server Status  Server Role
e OAM Max HA Role - Network Element
Max Allowed S :
HA Role Application Version
Norm Network OAM&P
HPC2-NO1 Standby ~ NO_HPC02
Adtive 510-5190
Norm Nefwork OAM&P
HPC2-N0O2 Active NO_HPCO2
Active 5105190
Norm System OAM
HPC2-501 Standby ~ SO_HPC02
Active 5105190
Norm System OAM
HPC2-802 J 80_HPCo2
5.1.0-5190
;
HPC2MP1
Active S0_HPC02
Active 5105190
Err NP
HPC2-MP2
Standby  S0_HPC02
Active 5105190
Norm WP
R Aeie S0_HPC02
- VR e
L BackUPJ [SO Cleanup || Prepare || Initiate

Function  Upgrade State Status Message
Start Time Finish Time Wate Server Status
Upgrade IS0

OAMSP

OAM&P

OAN

OAM

DSR

(multi-

i Not Ready

cluster)

DSR

(mult-

e NotReady

cluster)

P Front

End

o
Accept ﬂe&
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Procedure98: Upgrade Multiple Serversi Upgrade Administration

Main Menu: Administration -> Software Management -> Upgrade @
Wed Jan 15 06:17:05 2014 U
Server Status Server Role Function ~ Upgrade State Status Message
Hisant OAM Max HA Role  Network Element Start Time Finish Time Mate Server Status
Max Allowed e :
HARole Application Viersion Uparade IS0
Active 510-519.0
Norm System OAN OAN
HPC2-502 Active S0_HPC02
Active 5.1.0519.0
DSR
(multi- o
I e tRead
HPC2-MP1 cluster)
Active S0_HPC02
Active 5105190
? DR
i (mutt-
: { I P aie otReady
'HPC2-MP2 | cluster)
Standby S0_HPC02
1 Active 5105190

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Main Menu: Administration -» Software Management -» Upgrade ot

Mon Mar 24 05:59:05 2014 £0
Fiter | Tasks v

NOSG ~ IPFEGRP  WPSG ~ S0SG

Upgrade State ~ OAMMaxHARole ServerRole  Function  Application Version Start Time Finish Time
Hostname
Server Status ;dzﬁﬁleowed Network Element Upgrade S0 Status Message
DSR (mult- -
ot Ready Active P afve 51061122
ROUOGIP1 st
Norm Actve 50_ROU0G
D8R (mult
NotReady Standby WP afe 51061122
ROUQGIP2 Cluster) X
{ [} )

o
MH RepotAl

Backp H 150 Cleanup H Prepare\ Iitiste || Complete || Accept

TheUpgrade fAMake Readyo form wild/l be displ ay
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Procedure98: Upgrade Multiple Serversi Upgrade Administration

NO GUI'i Upgrade The Upgrade form is displayed (see example below)
Administration:

Prepare Upgrade For the Max Ha Role:

(step 2) 1. Verify the #fSel ecigteekxpBoted vomditios (eithér Gtanulby-or
Active) (this will depend on the server being upgraded)

Note: | f the servers to be upgraded hawMJSTuSa n ¢
the fAResour ce Hrwmikhe Poticy SBRaStatus screen instead of the value
di splayed in the AMax HA Roled on the Upgr a
the server is in t he lgioceeapyevarniegs abow opgiadingam o .
Active server if you are upgrading a server known to be Standby or Spare from the
Policy SBR Status screen.

2. If the condition of the Server to be upgraded is as expected, then:
Select: OK

Upgrade screen in DSR 5.x

Main Menu; Administration -> Software Management -> Upgrade [Prepare]

Wed Jan 15 06:2
nfo v

Hostname ~ Action HA Status
HRCIAPY 1 0 Max HARole ~ Active Mates Standby Mates Spare Mates
LI, | Y N S
BCOAR) ; 0 MaxHARole ~ Active Mates Standby Mates Spare Mates
e repa{e’ | m HPC2-HIP1 Nong Nane
0K Cancel

Note: If the selected server is the active server in an Active/Standby pair, the Max
HA Role column will display fAActiveodo witdH
condition. This indicator is to make the user aware that the Make Ready action
WILL cause an HA switchover.

For a 2-tier Active-Standby Setup, the Make Ready action on a DA-MP server MAY
cause the value in the HA Status field under the Selected Server Status be shown
as O0Act i veo6-MP®).Thidbie ®kh PlBase proceed with upgrade.

NO GUI'i Upgrade The Upgrade Administration form will be refreshed, and the server to be upgraded will show
Administration: Upgrade Status = READY (This may take a minute)
Verify Upgrade Status is

fRReadyo Upgrade screen in DSR 5.0 and DSR 5.1 releases up t0 5.1.0-51.12.2
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Procedure98: Upgrade Multiple Serversi Upgrade Administration

Main Menu: Administration -> Software Management -> Upgrade

@ Hel

T

1 Server Status Server Role Function  Upgrade State Status Message
Hostiame iOAM Max HA Role - Network Element Start Time Finish Time
+ Max Allowed oW :
HA Role Application Version Upgrade 1SO
Unk Network OAMGP  OAM&P
NO2 null NO_DSR_VM
null
I system 0AV OAM Not Ready
$01 Active S0_DSR_WM
Active 51.0-51.120
System OAN AN NotReady
802 Standby  S0_DSR_VM
Active 5.1.0-51.120
DSR
(mul-
Unk P aive e
WP1 cluster)
TSN S0_DSR WM
DSR
Unk P (MU oy
active
P2 cluster)
I 50_DSR VM
00
Backup || ISOCleanup || Prepare || Initiate || Complete || Accept || Report ‘

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Main Menu: Administration -» Software Management -» Upqrade

Thu Jan 16 01:35:49 2014 ES

Mate Server Status

B

P2,

P,

@Help

Tas v

NOSG ~ IPFEGRP  MPSG ~ 80SG

Upgrade State ~ OAMMaxHARole ServerRole  Function  Application Version
Hostname
Server Status N Ao Network Element Uparade S0
A Role
D3R (mut
Read) Soare WP adie 5041122
ROUOG-HP st
Bl $0_R0UDS
D3R (mut
Ready Standby WP adie 51051122
ROUOBIP2 duste)

{

.
Repot | Repotdl

oU UIEaNup || Frepare || inlate || LOMPIE® || AcCept

Depending on the server being upgraded, new alarms may occur.

Mon Mar 24 06:02:24 2014 EOT

Start Time Finish Tim

Status Message
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Procedure98: Upgrade Multiple Serversi Upgrade Administration

Servers may have a combination of the following expected alarms. Note: Not all servers have
all alarms:

Alarm ID = 10008 (Provisioning Manually Disabled)
Alarm ID = 10075 (The server is no longer providing services because application processes
have been manually stopped)
Alarm ID = 10073 (Server Group Max Allowed HA Role Warning)
Alarm ID = 32515 (Server HA Failover Inhibited)
Alarm ID = 31228 (HA Highly available server failed to receive mate heartbeats) or
(Lost Communication with Mate Server)

NO GUI'i Upgrade Initiate Upgrade on the servers:
Administration :

Initiate Upgrade (initiate)
(part 1) Upgrade screen in DSR 5.0 and DSR 5.1 releases up to 5.1.0-51.12.2

o

1. While viewing the Upgrade Administration screen, select the servers to be upgraded
2. Ensur e tlritiateo buttbnes efiabled for the servers to be upgraded.
3. Click the finitiateo button.

Main Menu: Administration -> Software Management -> Upgrade @ el

- Thu Jan 16 01:37:11 2014 ES
Fiter v| Tasks v

Server Status Server Role Function  Upgrade State Status Message

Hosianme OAM Max HA Role Network Element Start Time Finish Time Mate Server Status
e hoved ppicationVersion Upgrade 150
Unk Network OAM&P  OAM&P

NO2 null NO_DSR_VM

null

System OAM OAM Not Ready

S01 Acive S0_DSR_VM
Active 510-51.120
System OAW OAM Not Ready
02 Standby  SO_DSR_VM
Active 510-51.120
R
Unk Iip ‘a”;n“‘ﬂ Ready
it Ll
I 50 SR i
DSR
Urk P (o Reacy
WP2 cluster)
IS 50_DSR_\WM

e (., L —
e i) o | e ot

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up
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Procedure98: Upgrade Multiple Serversi Upgrade Administration

Main Menu: Administration -> Software Management -> Upgrade @reb

Mon Mar 24 06:04:23 2014 EDT
Fiter »| Tasks v

NOSG ~ IPFEGRP ~ MPSG =~ $0SG

Uparade State ~ OAN Max HA Role  Server Role Function  Application Version Start Time Finish Tim
Hostname
Server Status HaxHloyed Network Element Uparade IS0 Status Message
HA Role
Read Spare WP active 51051122 »
ROUOG-HP1 st
[ | $0_RDU0G
s ! DSR (mulf- £
. Ready L Sandby WP actie 5.1.051122
ROUOG-IF2 ] y Cluster)
T a0 RNIIA X
{ n )
o~ o0
Backup || IS0 Cleanup || Prepare Complete | Accept ‘ Report H ReportAll ‘
@l \NO GUIi Upgrade The Initial Upgrade form will be displayed:
Nl Administration : DSR 5.x: Administration -> Software Management -> Upgrade [Initiate]
A Initiate Upgrade (part 2)
i Select ISO form The target server is identified with its associated data (Hostname, Network Element, Server

Group and application version)
1. From the pick list at the lower left of the form, select the ISO to use in the server
upgrade.

2. Click the Start Upgrade button; the upgrade will begin and control will return to the
Upgrade Administration screen.

Upgrade screen in DSR 5.0 and DSR 5.1 releases up t0 5.1.0-51.12.2

Main Menu: Administration -> Software Management -> Upgrade

Hostname Network Element Server Group
MP1 SO_DSR_WM DAMPSG
P2 SO_DSR_WM DAMPSG

o

872-2695-101-5.1.0_51.11.0-DSR-x86_64.is0 v ' Cancel = StartUpgrade

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up
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Procedure98: Upgrade Multiple Serversi Upgrade Administration

Software Upgrade Guide

Main Menu: Administration - Software Management -> Upgrade [Initiate]

@Hel\

Hostname Action

ROUOEIPY | Statupgrade '

ROUBIE2  [Satipyete  +

Upgrade Image
Upgrade S0 7872-2695-1015‘1‘0_51‘13‘0-DSR-x86_64.iso d

Status

Network Element - Server Group - Application Version
S0_ROUOS  MPSG 51061122

Network Element - Server Group - Application Version
S0_ROUOS  PSG 51051122

Selectthe desired upgrade 190 media .

Mon Mar 24 06:05:48 2014 ED'
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3 View In-Progress Status | The View Upgrade Administration form:
A

(monitor)
A Upgrade screen in DSR 5.0 and DSR 5.1 releases up to 5.1.0-51.12.2

1. Observe the Upgrade State of the servers of interest. The upgrade status will be
di splayed under the column fAStatus Mes

Server Status Server Role Function  Upgrade State Status Message
e OAM Max HARole  Network Element Start Time Finish Time I
e wred Application Version Upgrade 1SO
Metwork OAMEP  OAM&P Not Ready
NO1 Active NO_DSR_VM
Active 5.0.0-50.15.1
Upgrade: retrieved TPD task
Network DAMEP  DAM&P  Upgrading state for [P 192.168.1.12 is
o IN_PROGRESS_STATE o
Standby NO_DSR_VM 2013-11-14 18:40:57 :
5.0.0-50.15.1 872-2526-101-5.0.0_50.15.1-DSRx86_64.150
System OAM OAM Mot Ready
s02 Standby SO_DSR_VM
Active 5.0.0-50.15.1
System OAM OAM Mot Ready
s01 Active SO_DSR_VM
Active 5.0.0-50.15.1

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

Main Menu: Administration - Software Management -» Upgrade Qted
Mon Mar 24 04:39:03 2014 EOT

Tasts v

NOSG ~ IPFEGRP  IIPSG 806

Uporade State ~ OAMMaxHARole ServerRole  Function  Appiication Vrsion Start Time finish Time
Hostname
Server Status Warhiowd Network Element Upgrade 10 Status Message
HA Role
Upgrading Standby  NetworkOAMSP  OMGP 51061122 2014:03-24 088,06
ROUDEAIO1 O FOUDE SOAOEA0NSA0. 5130 150 ldaon:Taskresutor P
% DSR-(86.64is0 102403403, SUCCESS

Acceptor Reject  Adie Nebwork QMNP QMNP 5:10-64130

[ 10, R0UtE

ROU0G-NO2

i W«
S0 Cleanup || Prepare || Infate || Complete || Accept MHReponAl\‘

Wait for the upgr dpggrade Stated o mpl @ me . Sutdedso |
This step will take around 15-20 minutes.

Servers may have a combination of the following expected alarms.
Note: Not all servers have all alarms:

Alarm 1D = 10008 (Provisioning Manually Disabled)

Alarm ID = 10075 (The server is no longer providing services because application processes
have been manually stopped)

Alarm ID = 10073 (Server Group Max Allowed HA Role Warning)

Alarm ID = 32515 (Server HA Failover Inhibited)

Alarm ID = 31228 (HA Highly available server failed to receive mate heartbeats) or

(Lost Communication with Mate Server)

Alarm ID = 31283 (Highly available server failed to receive mate heartbeats)

Alarm ID = 31106 (DB Merge To Parent Failure)

Alarm ID = 31107 (DB Merge From Child Failure)

Alarm ID = 31233 (HA Secondary Path Down)

Alarm ID = 31101 (DB Replication To Slave Failure)
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See step below for instructions if the Upgrade fails, or execution time exceeds 30 minutes.

Note: If the upgrade processing encounters a problem, it may attempt to ROLL BACK to the
original softwarerelease. | n t hi s case, the Upgrade wil/l
The execution time may be shorter or longer, depending on the point in the upgrade where
there was a problem.

Optional : View In- Optional method to view Upgrade progress from a command line:
Progress Status from
command line of server To view the detailed progress of the upgrade i

Access the server command line (via ssh or Console), and:

# tall - f /var/TKLC/log / upgrade/ upgrade.log

Once a server is upgraded, it will re-boot, and then it will take a couple of minutes for the DSR
Application processes to start up.

This command will show the current rev on the upgraded servers:

# appRev
Install Time: Mon Oct 7 03:00:14 2013
Product Name: DSR
Product Release: 5.1.0_51.12.0
Part Number I1SO: 872 -2526-101
Part Number USB: 872 -2526-101
Base Distro Product: TPD
Base Distro Release: 6.5.0_82.24.0
Base Distro ISO: TPD.install -6.5.0 82.24.0 -Cent0S6.4 - x86_64.iso
OS: CentOS 6.4

IF Upgrade Fails: Access the server command line (via ssh or Console), and collect the following files:

Ivar/TKLC/log  / upgrade/upgrade.log
Ivar/TKLC/log/upgrade/ugwrap.log
Ivar/TKLC/log  /upgrade/ earlyChecks.log

Contact the Oracle CGBU Customer Care Center by referring to Appendix O of this document
and provide these files.

Workaround to be Login to each of the successfully upgraded servers from command line :
applied on upgraded
servers. # ssh root@<XMI of upgraded server(s)>

login as: root
password: <enter password>

Execute following command on each upgraded server:

#edd.op -- load - all
Take the upgraded Take the upgraded servers out of the upgrade ready state. This step applies to all servers,
server out of the regardless of type.

upgrade SUCCESS
state. (part 1)
1. Select the Upgrade Administration screen
Administration -> Software Management -> Upgrade
2. Verify the Application Version value for this server has been updated to the target
software release version.
Verify status:
Verify the Upgrade State of the servers that was upgraded is Success.

Bl

Upgrade Screen in DSR 5.x

5. Verify the Complete button is enabled for the servers that were upgraded.
6. Select all servers with an upgrade state ofi Successo (using Ct |
7. Click the Complete button.
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Main Menu: Administration -> Software Management -> Upgrade Qrel
3 — — Thu Jan 16 01:03:34 2014 ES

Fiter v| Tasks v

Server Status Server Role Function  Upgrade State Status Message
Iosmane OAM Max HA Role - Network Element Start Time Finish Time Mate Server Status
::’;2:‘: wed Application Version Upgrade 1SO
Unk Network OGP OAM&P
NO2 null NO_DSR_VM
null
I system OAM OAM Not Ready
801 Active S0_DSR_VM
Active 51051120
I sistem OA OAM Not Ready
502 Standby  S0_DSR_VM
Active 51051120
DSR
—— e S S
WP1 cluster)
Spare S0_DSR_VM 2014-01-15 130232 2014-01-15 1341:10
51051120 872-2695-101-5.1.0_51.11.0-DSR-186_64.s0
DSR
I e SO oo
P2 cluster)
sudy ODRW 120140115 130250 20140115 134033
51081120 §72-2695-101-5.1.0_51.11.0-DSR86_64 0
o
B Initiate || Complete ‘ t \ Report |

Il Take the upgraded
server out of the
upgrade SUCCESS
state. (part 2)

The Upgrade[Complete] screen is displayed

Main Menu: Administration -> Software Management -> Upgrade [Complete] Qe
Thu Jan 16 01:30:31 2014 E¢

Info v
Hostname Action HA Status
— Max HARole  Active Mates Standby Mates Spare Mates
WP1 | Complete L |
— - Spare None None
Max HARole ~ Active Mates Standby Mates Spare Mates
MP2 | Complete M|
Standby None None
‘@HCance\‘

1. Record the Selected Server Status values for the upgraded servers. Keep this
information for future reference.

2. Verify that Actionisi Compl et ed f or each

3. Click OK. This completes the Remove Ready action on each upgraded server.
The Upgrade Administration screen is displayed.

Upgrade screen in DSR 5.0 and DSR 5.1 releases up t0 5.1.0-51.12.2

4.  Wait for the screen to refresh and show the Upgrade Ready State is Not Ready and the
Upgrade action link is disabled for the servers that were upgraded. It may take up to 2
minutes for the Upgrade Ready State to change to Not Ready.

E5454801, June 2014
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Main Menu: Administration -> Software Management -> Upgrade @ el

Thu Jan 16 06:55:08 2014 UT
Fiter v| Tasks v

Server Status Server Role Function  Upgrade State Status Message
ot OAM Max HA Role  Network Element Start Time Finish Time Mate Server Status
m’;o"l'?‘"e" Application Version Upgrade 50
Active 51.0-519.0
Norm System OAM OAM Not Ready
HPC2-501 Standby  SO_HPC02
Active 5105190
Norm System OAM OAM Not Ready
HPC2-502 Active $0_HPCO2
Active 5105190
DSR
. - (T NotReaty
HPC2-MP1 cluster)
Active S0_HPCO2
Active 5105190
DSR
. ¢ M NotReaty
HPC2-MP2 cluster)
Standby  SO_HPC02
Active 5105190
. T
\ Backup H 150 Cleanup 1‘ Prepare || Initiate || Complete m‘ M\

Upgrade screen in DSR 5.1 releases 5.1.0-51.13.0 and up

5. Wait for the screen to refresh and show the Upgrade Ready State is Accept or Reject
and the Upgrade action link is disabled for the servers that were upgraded. It may take
up to 2 minutes for the Upgrade Ready State to change to Accept or Reject.

Main Menu; Administration -> Software Management -> Upgrade Qe

- Mon Mar 24 05:40:16 2014 EDY
Fier | Tasks v

NOSG ~ IPFEGRP  WPSG 808G

Upgrade State  OAM Max HA Role  Server Role function  Applcation Version Start Time finish Time
Hostname
Server Status Lﬂ:;ﬁ:iowed Network Element UpgradelS0 Status Message

AcceptorReject Standdy  NebworkOAMP  OAMSP  5.10-61.130

ROUOG-NO'
B No_Rouss
Acceptor Reject  Actve Network OAMEP ~ OAMP  5.1.0-61.130
ROUOG-NO2
Adie NO_RDU0G
{ Il )

=
=
=
=
e
@
=
=
3
==
@
=
=
=%
=
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View Post-Upgrade View Post-Upgrade Status of the server:

Status.
1. The Active NO (or SO for a 31 Tier setup) server will have some or all the following
expected alarm(s):
Alarm ID = 10075 (The server is no longer providing services because application processes
have been manually stopped)
Or
Alarm ID = 31000 (Program impaired by S/W Fault)

Alarm ID = 10008 (Provisioning Manually Disabled)
Alarm ID = 10010 (Stateful database not yet synchronized with mate database)

Alarm ID = 32532 (Server Upgrade Pending Accept/Reject)
Alarm ID = 31282 (The HA manager (cmha) is impaired by a s/w fault)
Alarm ID = 31000 ( Program impaired by s/w fault)

NOTE: Do Not Accept upgrade at this time. This alarm is OK.

Procedure Complete. The multiple servers upgrade is now complete.

Return to the overall DSR upgrade procedure step that directed the execution of Appendix K.

Version 2.0 2790f 295
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APPENDIX L. ALTERNATE SERVER UPGRADE USING PM&C

This gpendix provides the procedure for upgradimgStandbyNO and DRNO using the PM&C interface. This
upgrade method is an alternatito usinghe NOAM Upgrade GUI, and is used only when the NOAM Upgrade
GUI refresh is sluggish due to the large number-té\@| servers.

Note: Before executing this procedure, download the target release ISO to the PM&C image repository in
accordance withAppendix F, Adding ISO Images to PM&C Image Repository.

Procedure99: Alternate Server Upgrade using PM&C

This procedure performs an upgrade of one or more servers using the PM&C interface instead of tf
typical NOAM Upgrade GUI.

Check off Q) each step asis completed. Boxes have been provided for this purpose under each step number.

#+OMmM-AWw

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

1 PM&C GUI login 1. If needed, open a web browser and enter:
Py
A http://<pmac_management_ip>

2. Login as the pmacadmin user.

Navigate to Software 1. Navigate to Main Menu > Software > Software Inventory.
Inventory

H £ Main Menu
g1 B Hardware
B & Software
B

. Manage Software Images

- B VM Management
II B Storage

B B Administration
B Task Monitoring
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Procedure99: Alternate Server Upgrade using PM&C

Select server to be 1. Select the server(s) to be upgraded. If upgrading more than one server at a time, select
upgraded multiple servers by individually clicking multiple rows. Selected rows will be highlighted in
green.

Software Inventory

Filter ~
Ident IP Address Hostname Plat Name Plat Version App Name App Version Desig Function
rrsemig woy VO VLY ITOWIBINS S T T 18 A AV Ve e v _wvoe 4
ohcRaR oW EE 16025310011  NoTisenver TPD (x65_64) 6008000
Enc8402 BaySF
Encg402 Bay 7F 169.253.100.13  hostname1336743183 TPD (86_64) 6.0.0-80.110 TVOE 200_80.11.0 J
Enc8402 Bay §F 16925310019  hosthame1336837516 TPD (x85_64) 60.0-80.11.0 Pending AccRej
Enc3402 Bay af
Enc:8402 Bay 10F 16925310020  hostame1338565037 TPD (B5_64) (6.0.0-80.11.0
Enc402 Bay 11F 16925310021  hostname1337292412 TPD (x85_64) 50.0-72440 ™VOE 100_72440 =l

Install OS Upgrade | | Refresh

2. Press the Upgrade button.

Note: Until the target servers are fully discovered by PM&C, the user will be unable to start an
upgrade on the servers. A server that has not yet been discovered is represented by an empty
row on the Software Inventory page (no IP address, hostname, plat name, plat version, etc. is

displayed).
Select the target release | 1.  The left side of the screen displays the servers to be upgraded. From the list of upgrade
ISO images on the right side of the screen, select the image to install on the selected servers.
Software Upgrade - Select Image @ Helo
Wed M 1:51:04 2012 UTC
Targets &l Select an 1SO to Upgrade on the listed Entities
Entity Status Image Name Type Architecture Description
Enc402 Bay.10F TPD-6.0.0_80.11.0-x86_64 Bootable  x6_64 -
ALEXA-5.0.0_50.3.0--872-2464-101--x36_54 gﬁoc:able ¥B86_64
ALEXA~40.0_40.42 1-872-2328-101--
X86_64 Upgrade ¥86_64
TPD-5.0.0_7244 0-x85_64 Bootable x86_64 o
K| | 2f

Supply Upgrade Arguments (Optional)

Start Upgrade
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Procedure99: Alternate Server Upgrade using PM&C

Start the upgrade 1. Press the Start Upgrade button.
2. Press the OK button to proceed with the upgrade.

Windows Internet Explorer x|

s?() ‘ou have selecked to upgrade a bootable ©5 iso on the selected targets,
-
i

The Following targets already have a different O3:
Enc:5402 Bay:10F ==> TPD

Are vou sure you want to upgrade to ALEXA--5,0,0_50,3.0--872-2464-101--x86_64 on the lisked entities?

Cancel

Monitor the upgrade Navigate to Main Menu > Task Monitoring to monitor the progress of the Upgrade background
task. A separate task will appear for each server being upgraded.

Background Task Monitoring @ velp
Waed May 30 21:54:25 2012 UTC
D Task Target Status Running Time  Start Time Progress
-
) 186 Upgrade Enc:8402 Bay:10f In Progress 0:01:01 32‘:‘025‘” 50% :J
) 185 Install OS Enc:2402 Bay-10F Done: TPD-6.0.0_80.11.0-x86_64  0:A7:57 :g)}z‘ﬁzw 100%
_) 184 Upgrade Enc:8402 Bay:10F Success 0:20:23 fg‘oz;:zm 100%
¥ > 2012-05-30
_} 183 Install OS Enc:8402 Bay:10F Done: TPD-6,0.0_80.11.0-x86 64  0:18:03 142159 100%
Done: TPD.install.6.0.0_80.11.0- P 2012.05-30
L) {1821 Adkmage Cent0$6.2-x86_64 OO0 14:20:11 L
< | 3
Delete Completed | Delete Failed l Delete Selected |

When the task is complete and successful, the text will change to green and the Progress
column will indicate "100%".

Procedure Complete The alternate server upgrade procedure is now complete.
Return to the overall DSR upgrade procedure step that directed the execution of Appendix L..
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APPENDIX M. EXPIRED PASSWORD WORKAROUND PROCEDURE

This appendix provides the procedsr handle a password expiration during upgrBdecedurel00is a
temporary workaround to allow an expiredspaord to be used on a napgrade siteThis procedurés provided as
a workaround when a password expires after the NOAM has been upgraded and before all sites have been upgraded.

The workaround must be removasingProcedurel01 after the site is upgraded. Failure to remove the workaround
will inhibit password aging on the server.

Appendix M.1. Inhibit Password Aging

This procedure enacts a workaround that inhibits passagirgd) on the SOAM. This procedure should be used only
when the following conditions apply:

1 Anupgrade is in progress
1 The NOAMSs have been upgraded, but one or more sites have not been upgraded

1 Alogin password has expired on a agrgraded site

Once the wikaround is enacted, no passwords will expire at that site. It is expected that the workaround will be
removed once the site is upgraded.

Procedure 100 Inhibit Password Aging

S |[This procedure disables password aging on a
T
E Check off Q) each step as it is completed. Boxes have been provided for this purpose undegeaamber.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE.
SSH to Active SOAM 1. Use the SSH command (on UNIX systems i or putty if running on windows) to login to the
server Active SOAM of the first non-upgraded site:

ssh root@< serv er_ip>
( A n s wesdif prompted to confirm the identity of the server.)
2. Create a text file with the following content:

[production]
aw.policy.pwchange.isExpired =
[development:production]
[test:development]

3. Save the file as:
Ivar/TKLC/appworks/ini/pw.ini

4.  Execute the following command:

clearCache
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Procedure 100 Inhibit Password Aging

5. Repeat sub-steps 1 through 4 for the Standby SOAM

Not e: For each server on which this workaro
must be used for login. The new password that is used on the NOAM will not work on
these servers.

2 Repeat for all non-
A upgraded sites Repeat step 1 for all non-upgraded sites.

Appendix M.2. Enable Password Aging

This procedure removes the password expiration workaround that is enalfleatbgurel 00.

Procedure 101 Enable Password Aging

This procedure removes the password aging workaround asrthbdes password aging on a server.
Check off §) each step as it is completed. Boxes have been provided for thispumder each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

#+OmM—Aw

SSH to Active SOAM 1. Use the SSH command (on UNIX systems i or putty if running on windows) to login to the
server Active SOAM of the first non-upgraded site:

ssh root@<server_ip>
( A n s wesdif prompted to confirm the identity of the server.)

2.  Delete the pw.ini file:

#rm [var/TKLC/appworks/ini/pw.ini

3. Execute the following command:

# clearCache

4. Repeat sub-steps 1 through 4 for the Standby SOAM

Repeat for other
upgraded sites Repeat step 1 for other upgraded sites.
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APPENDIX N. POLICY DRA APN TABLE VALIDATION PROCEDURE

This section defines the procedures that are executalitiate the Access Point Names (APN) database table on a
DSR system with release 4.1.5 or 5.0. Whpgrading from DSR 4.1.5 or 5.0 to a later release, the APN table
potentially may have conflicting database entries. These procedures contain the steps to detect and resolve these
conflicts.

Appendix N.1. APN Table Validation Preparation

This procedures part of PDRA APN conflict resolution preparatioft is used toobtain the Conflict Resolution
Tool, anddetermine the health and status of iR system network and servers

Procedure 102 APN Table Validation Preparation

S | This procedurgerforms a health check of the PDRA system priattecking the APN table for conflicts
T
E Check off Q) each step as it is completé&bxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE.
Verify DSR Release Verify the DSR Release supports the P-DRA Application:
1. Log into the NOAM VIP GUI.
2. Select Administration > Software Versions
The DSR Software Versions Report screen is shown.
3. Verify the Eagle XG DSR RPM Version shows version 5.0.x or less.
Verify Server status Verify Server status:

From the Active NOAM GUI:

1. Select Status & Manage > Server
The Server Status screen is shown.

2. Verify Server Status is Normal (Norm) for Replication (Repl), Collection (Coll), Database
(DB), High Availability (HA), and Processes (Proc).

3. Do not proceed if any of the following is not Norm: Alm, DB, Reporting Status, Proc. If
any of these is not Norm, corrective action should be taken to restore the status to Norm
before proceeding with the APN conflict resolution. Contact the Oracle CGBU Customer
Care Center for assistance as necessary.

4. If the Alarm (Alm) status is not Norm but only Minor alarms are present, it is acceptable to
proceed with the APN conflict resolution. If there are Major or Critical alarms present,
these alarms should be analyzed prior to proceeding with the resolution. The resolution
may be able to proceed in the presence of certain Major or Critical alarms. Contact the
Oracle CGBU Customer Care Center for assistance as necessary.

Log all current alarms Log all current alarms in the system:

From the Active NOAM GUI:
1. Select Alarms & Events > View Active

The Alarms & Events > View Active view is shown.
2.  Click the Report button to generate an Alarms report.
Save the report and print the report. Keep these copies for future reference.
4. Select Alarms & Events > View History and repeat steps 2 and 3.

w
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Procedure 102 APN Table Validation Preparation

Export APN data Export the APN table data to the local workstation.

From the Active NOAM GUI:

1. Select Diameter > Configuration > Export.
The Export form is displayed.

2. Complete the form as shown in the figure below. For Output File Name, accept the
default filename, or enter a custom filename.

3. Click Ok.

Field Value

Qutput File Name [NSX_NOAM_MNE_060514-1357-EDT_Pdra_AccessP

Task Name DSR Configuration Export *

Description

Export Dire
P *'File Management Directory

4. Browse to Main Menu >Status & Manage >Files and download the exported file to the
client machine. The exported APN data is to be used for data recovery in the event that

the wrong APN is deleted in Procedurel 04

Proceed to next
procedure Proceed to Procedurel 03
APN Conflict Detection
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Appendix N.2. APN Conflict Detection

This section provides thaetailed procedure steps of the APN Conflict Detection.

This and the subsequent procedures require replication to be
working throughout the DSR system. Please do not proceed

I WARNING!! further if any replication Alarm (e.g. 31101) is present on the
system. Please contact the Oracle CGBU Customer Care
Center for assistance.

Procedure103
APN Conflict Detection

S | This procedureletects the presence of APN conflicts in the database.

T

E Check off Q) each step as it is completé&bxes have been provided for this purpose under each step number.

P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE

# | ASSISTANCE.
Verify Conflict 1. Download the Conflict Resolution Tool from the following link, which will open the file in
Resolution tool is the default web browser.
accessible.

http://twiki.ssz.tekelec.com/bin/viewfile/Engineering/Nextgen/Pdra51ApnResolution?rev=3:filen
ame=validateApnTable

2. Usethebr owser 06s fiSav aveths downfoadadtfile oneghe tocal wsrkstation
as a text file with t hewithfnofiledypeasoffex). ival i dat

Upload the Resolution From the Active NOAM GUI:
Tool to the Active
NOAM server File 1. Navigate to Main Menu > Status & Manage > Files.

Management Area 2. Click Upload, Browse and locate the file downloaded in step 1 and click Upload again.

Please wait for the upload to complete. If the upload was successful, the file will appear in the
list on the Files screen.
3. Confirm that the file size displayed matches what was downloaded earlier.

Establish a secure
shell session on the 1. Use the SSH command (on UNIX systems i or putty if running on windows) to login to the
Active NOAM Active NOAM:

ssh root@<server_ip>
( A n s wesdif prdmpted to confirm the identity of the server.)

Note: Using the NOAM VIP address will automatically connect to the active NOAM.

Change directory to the | Change to the File Management Area
File Management Area.
# cd /var/TKLC/db/filemgmt
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Procedure 103
APN Conflict Detection

Convert to Unix format | Convert the script to Unix format:

# dos2unix validateApnTable

Set required Set required permissions on the file:
permissions

# chmod +x validateApnTable

Run the Conflict The following command will run the conflict resolution tool in detection mode, i.e. the command
Resolution Tool in will not resolve any conflicts or alter the database in any way. It will only present a report of the
report only mode conflicting APN values, if any.

# ./ validateApnTable -- reportonly

The next course of action depends on the output of the tool. Various possible outputs are
detailed in steps 7 (a) NextrAotiomoh nv¥e(nct)i.o nRelde ai s
matches the output.

Conflicts found If the tool finds any conflicting APN records present in the database, it will display those
records in a format as shown below with the following message:

AConflicting APN values found, resolution required.
Database is not safe for upgrade. o]

Next Action: Follow Procedurel04 APN Conflict Resolutiono resolve the conflicts.

Sample:

£2 root@E10301B0INO1:/var/TKLC/db/filemgmt ESRECh™ "

required.
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Procedure103

APN Conflict Detection
No conflicts found, If the tool does not find any conflicts in the database, however it detects that a commit is
commit required required, then it will report this as:

AAIl APN conflicts have been resolved, pending commit.
Database is not safe for upgrade.
Please re - execute with -- validateandcommit option o]

Next Action: Follow Procedurel05 DB Validate and Commib execute the database

commit.
Sample:
#2 root@E10301B09NOL:fvar/TKLC/db/flemgmt ESRECR ™"

N0l filemgmcl# .

red, pending commit.

teandcommit option
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Procedure 103
APN Conflict Detection

No conflicts found, If the tool does not find any conflicting APNs, and no database commit is required, then it will
commit not required. report this as:

fiNo conflicting APN values found, Database is safe for upgrade. o]

Next Action: No Action Required. Continue with PDRA upgrade.

Sample:
£ root@E10301B09NOL:/var/TKLC/db/flemgmt ol o= S

ilemgmt]# .

ti 2] -
No conflicting APN walues found, Database is safe for upgrade.
[ B Filemgmt] # I

Appendix N.3. APN Conflict Resolution

This procedureesolves the conflicts found in the APN database.

NOTE:- This procedure needs to be executed only if the APN Conflict Resolution Tool reported conflicts in the database.
If unsure, please refer toProcedurel03Step 7.

Procedure 104 APN Conflict Resolution

This procedureesolves the conflicts reported by the preceding procedure.
Check off §) each step as it is completed. Boxes have been provided for this purpose undeseaamber.

SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
ASSISTANCE .

#+OmM—AwWw
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Procedure 104 APN Conflict Resolution

Identify the APN The report of the tool groups the conflicting records into sets of APN values that are different
records that are valid only by case. The goal here is to reduce each such set to have at most one APN.
and being used by . . . . o . N
message processing In each set, identfyonename and desi g n at_ e it as AValido.
servers the Network Operator/ Administrator. Call al
all such filnvaliddo AP names. All APN record
AMai do wi || be considered as obsolete and s
Consideration for selection of a valid APN:
The technician (in consultation with the network administrator) must gather information about
the (case of the) Access Point Names configured in the Policy Client nodes that are connected
to the DSR system, and from which the DSR expects to receive messages on the
Gx/Rx/GxPrime or other supported interfaces. Such AP names are the ones that are to be
chosen as valid.
NOTE: The APN is coRStaion-héd AYPtbfE DiCaméedr
CCR, AAR etc.
NOTE: In case different Policy Client nodes have different cases of the same APN configured,
the technician needs to pick one of them. In such scenarios, APN values contained in the
messages coming from the other nodes (i.e. the nodes having the APN case that were not
picked) will be ignored. See the paragraph below for expected behavior.
Pl ease take extreme care to select the corr
as otherwise the APN received in incoming messages will be ignored until the system is
upgraded to release 5.1 or later. Alarm 22730 is expected to be raised with minor
severity.
Sample output of validateApnTable executed in Procedurel 03 Step 7.
APN walues found, resolution required.
is not safe for
For the first set in the example above, the technician performing this procedure needs to select
one value among fiabco, fiabCo and AABCO and
Forthesecondset, s el ect one value between fATest Apno
valid. Let us say fATestApndo is valid.
Navigate to Access From the Active NOAM GUI:
Point Names screen . ) . . . .
Navigate to Main Menu: Policy DRA -> Configuration -> Access Point Names
Delete the Invalid APN | One-by-one,s el ect and del ete al/l records t harstepe
records 1.
Example:
Following the above example,s el ect and del ete fiabCo, iABC
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Procedure 104 APN Conflict Resolution

Ll Go back to Conflict Repeat Procedurel 03 Step 7 to ensure that all conflicts have been resolved.

n detection

Appendix N.4. DB Validate and Commit

This procedure commits the conflict resolution changes to the database.

NOTE:- This procedure needs to be executed only if the APN conflict resolution tool reported that commit is pending. If
unsure, pleaseefer to Procedurel03Step 7.

Procedure 105 DB Validate and Commit

S | This procedureommits the resolutions to the database.
T
E Check off §) each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT THE ORACLE CGBU CUSTOMER CARE CENTERAND ASK FOR UPGRADE
# | ASSISTANCE.

Return to the secure Return to the secure shell console of Procedurel 03 Step 7.

shell session on the

Active NOAM

If that console has been closed, please follow Procedurel 03steps 3 and 4.
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Procedure 105 DB Validate and Commit

Run the Conflict Execute the following command:

Resolution Tool in . . .

validate and commit # ./ validateApnTable -- validateandcommit

mode. This will validate and commit the conflict resolutions and confirm the same with the following
message:
AAl'l conflict r es olbedncommited Database is safe for
upgrade. 0
Sample:
£P root@F10301B0ONO1:/var/TKLC/dby/filemgmt (2| B S

1%

4
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APPENDIX O. ACCESSING ORACLECGBUG S CUSTOMER SIDIEPPORT

The Oracle CGBU Customer Care Center is the initial point of contact for all product support needs. A
Representative takes the call or email, creates a Consulting Services Request (CSR) and directs the
requests to the Oracle CGBU Technical Assistance Center (TAC). Each CSR includes an individual
tracking number. Together with TAC Engineers, the representative will resolve the request.

The Customer Care Center is available 24 hours a day, 7 days a week, 365 days a year, and is linked to
TAC Engineers around the globe.

Oracle CGBU TAC Engineers are available to provide solutions to technical questions and issues 7 days
a week, 24 hours a day. After a CSR is issued, the TAC Engineer determines the classification of the
trouble. If a critical problem exists, emergency procedures are initiated. If the problem is not critical,
normal support procedures apply. A primary Technical Engineer is assigned to work on the CSR and
provide a solution to the problem. The CSR is closed when the problem is resolved.

Oracle CGBU Technical Assistance Centers are located around the globe in the following locations:
Oracle CGBU i Global

Email (All Regions): support@Oracle CGBU.com

AUSA and Canada
Phone:
1-888-FOR-TKLC or 1-888-367-8552 (toll-free, within continental USA and Canada)
1-919-460-2150 (outside continental USA and Canada)
TAC Regional Support Office Hours:
8:00 a.m. through 5:00 p.m. (GMT minus 5 hours), Monday through Friday, excluding holidays

AcCaribbean and Latin America (CALA)
Phone:
+1-919-460-2150
TAC Regional Support Office Hours (except Brazil):
10:00 a.m. through 7:00 p.m. (GMT minus 6 hours), Monday through Friday, excluding holidays
AArgentina
Phone:
0-800-555-5246 (toll-free)
ABrazil
Phone: 0-800-891-4341 (toll-free)
TAC Regional Support Office Hours:
8:00 a.m. through 5:48 p.m. (GMT minus 3 hours), Monday through Friday, excluding holidays
Achile
Phone:
1230-020-555-5468
AColombia
Phone:
01-800-912-0537
ADominican Republic
Phone:
1-888-367-8552
AMéxico
Phone:
001-888-367-8552
APeru
Phone:
0800-53-087
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APuerto Rico
Phone:
1-888-367-8552 (1-888-FOR-TKLC)
Avenezuela
Phone:
0800-176-6497
AEurope, Middle East, and Africa
Regional Office Hours:
8:30 a.m. through 5:00 p.m. (GMT), Monday through Friday, excluding holidays
ASignaling
Phone:
+44 1784 467 804 (within UK)
ASoftware Solutions
Phone:
+33 3 89 33 54 00Asia
Alndia
Phone:
+91-124-465-5098 or +1-919-460-2150
TAC Regional Support Office Hours:
10:00 a.m. through 7:00 p.m. (GMT plus 5 1/2 hours), Monday through Saturday, excluding
holidays.
ASingapore
Phone:
+65 6796 2288
TAC Regional Support Office Hours:
9:00 a.m. through 6:00 p.m. (GMT plus 8 hours), Monday through Friday, excluding holidays
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