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About this Guide

The Oracle Communications Session Delivery Manager Quick Start Guide contains a brief description of the GUI,
along with information you need to login to the Session Delivery Manager and to add a managed device (Net-Net
SBC) for configuration. This guide contains brief instructions to aide you with creating and configuring:

physical interfaces
network interfaces

HIP interfaces

realms and steering pools

For information about installing the Session Delivery Manager, see the Session Delivery Manager Installation Guide.
For more detailed information about using the Session Delivery Manager, and about the GUI, see the Core
Functionality Guide, the Element Manager Guide, or the Configuration Guide.

Related Session Delivery Manager Documentation

The following table lists related documents for the Session Delivery Manager

Document Name

Document Description

Release Notes

Contains information about the administration and
software configuration of the Session Delivery Manager
feature support new to this release.

Installation Guide

Contains graphical and next mode installation
information.

High Availability Guide

Describes Session Delivery Manager High Availability

(HA) and the HA cluster, which is a network of tightly-
linked servers. HA provides continuous management of
the SDM system.

Web Services SOAP XML Provisioning API Guide

Provides a full description of the individual interface
definitions that make up the Application Programming
Interface (API).

Core Functionality Guide

Contains an overview of the Session Delivery Manager
graphical user interface (GUI), detailed information
about managing devices in Net-Net Central, and Net-Net
Central licenses.

Session Element Manager Guide

Contains detailed information pertaining to the Session
Element Manager application and describes the
dashboard summary view, audit log, fault, and
performance views.

Session Route Manager Guide

Contains detailed information about centrally automating
the management and distribution of routing data.

Quick Start Guide

Contains a brief description of the GUI, along with
information on how to add a device and perform basic
configuration tasks.

Administration Guide

Contains information about security administration,
which lets you create new users and new user groups,
and set group-based authorization.
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About this Guide

Document Name Document Description

Report Manager Installation Guide Contains instructions for installing Report Manager's
dependencies and registering BI Publisher.

Report Manager User Guide Contains information about configuring collection
groups and creating reports.

Revision History

Date Description

May 2014 * Initial release
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Quick Start Guide

Overview

This document describes the basic steps you take to perform the following tasks:

Logging into the Session Delivery Manager graphical user interface (GUI)

Viewing license information

Accessing Session Delivery Manager version information

Adding device groups

Adding devices (Net-Net SBC)

Configuring devices (from configuring the physical interface to choosing a signaling service)
Saving and activating configurations to the Net-Net SBC

Viewing key performance indicators

Viewing audit logs

The Session Delivery Manager Quick Start Guide does not go into details about configuration or describe
configuration parameters. Also, it does not include detailed information about configuring the different signaling
services. It is intended to provide you with the steps to login to Session Delivery Manager and some information to
get you acquainted with the framework. For detailed information, refer to the Session Delivery Manager Core
Functionality Guide, the Session Delivery Manager Element Manager Guide, or the Session Delivery Manager
Configuration Guides, ACLI View or Default View.

Accessing Session Delivery Manager

You can access the Session Delivery Manager server by using two address formats (as shown in step 2.)

To access Session Delivery Manager:

1. Open a Web browser.

2. Connect to the Session Delivery Manager server using one of the following address formats:

http://<Session Delivery Manager server IP address>:8080
https://<Session Delivery Manager server IP address>:8443

The Login screen appears.

Oracle® Communications Session Delivery Manager
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7 p acke[' Welcome to Acme Packet Net-Net Central 7.0

The programs included herein are subject to a restricted use license and can only be used in conjunction with this application.
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3. Enter your user name and password and click Login. (The default username is admin, with a default password of
admin.)

You have now accessed Session Delivery Manager.
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Note: When you login to Session Delivery Manager, your display will differ based on your licensed
applications.
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About the GUI

The top-level screen is divided into the following areas:

Menu bar across the top of the window, which houses the drop down lists for administration, help, and monitoring
tools

Navigation bar in the left pane of the window, which contains sliders: Device Manager, Security Manager,
Configuration Manager, Fault Manager, Performance Manager, and with appropriate licenses, Route Manager
Content area on the right side of the window, where information pertaining to each slider in the navigation bar is
displayed

Navigation Bar

The left pane is called the Navigation bar. The Navigation bar is divided into categories, represented by sliders. Each
slider contains information specific to its slider category. The sliders found under the Navigation bar are:

Dashboard Manager: View a summary of key performance indicators, fault, performance, and alarm statistics in a
dashboard view

Device Manger: Add and manage the device groups and devices you will work with in Session Delivery Manager

Security Manager: Create groups of users, users, set password rules, configure the inactivity timer, and configure
the password interval. View the audit log and/or save it to a file locally

Configuration Manager: Load and configure your devices. Save and update your configuration changes
Fault Manager: Monitor events, alarms, or trap data for your devices

Performance Manager: View real-time, on-demand performance statistics for monitoring performance and
utilization

Route Manager (only if licensed): Update local route table (LRT) data on a single device or on multiple devices

e Note: Some sliders will be invisible if not licensed.

Viewing Net-Net SBC License Information

There are two ways to access license information for your Session Delivery Manager servers:

Select License information from the Help menu in the top tool bar (shown below)
Select License from the Device Manager navigation slider

0 Note: No privilege is required to view license information.

Accessing License Information

To access license information:

1. Click Help in the top tool bar. A drop-down menu appears.

2. Click License information.

The license information window appears.
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License information

Select source: 172,30.80.197 e

License number 102356-1-43

Expiration Date

License Type permanent
Cluster Enabled
Applications
Application Mumber of License Devices  Inuse
Element Manager 500 4
Route Manager 500 2
Signature EfALxhzeHUhEZbL LY w45 0z00EES 2ni0IPAE+xplyguDhEnFw

FaTBdwgk QfCaPIdntovifuDie

fLgfegl0MN+ZRbEWFOZRISIC AN aIME xSorbhzuig 1k ACDAH4iAvESOnR anITKMMLtECEk pSYER 1
DOMI1tt28gBh T tHiojso0haW Y OhdXIOP20g20 1dT /DEeHDLwn O+ 1dJliHoZ ACRSinS ASeMak /Gyih
CE/mQ+yI320G2300LSvayvLaPkIkney TdudzwMVOReDEwPWOC TUSCUC 1KDzZ2EY J05w KMz hk WEaEID
SRRSO ddSHAQKUYPYRGOHOS ThIrkmx

JOKw==

3. Select source:—Click the source IP address of the Session Delivery Manager server you want to view license
information for in the drop-down list.

The license information for this Session Delivery Manager server appears.
For more information about the Session Delivery Manager license, please see the Session Delivery Manager Core
Functionality Guide.
Accessing Session Delivery Manager Version Information
You might want to confirm the version of Session Delivery Manager you are using. You do this from the Help menu.
To access Session Delivery Manager version information:

1. From the top tool bar, click Help to open a drop down menu.

2. Click About. The About Oracle Session Delivery Manager dialog box appears.
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About Acme Packet Met-Met Central
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3. Click OK to close this dialog box.

Identifying Net-Net SBC Versions

Ik,

4

You can identify the specific type of Net-Net SBC you are managing by viewing the Managed Devices table under
Device Manager, Devices option. The software version and hardware version are listed, as in the example below.

Managed Devices

Device Target Mame
4 | Home
o 17243254109 =dd
O 7245 254110 zd0
o 17243254111 =ad11
"-’1?2.43.254.112 =12

Healtth Score Up Time

100 ODays 2041

a0 E2Days 21:42:11
100 E2Days 21:40:59
100 18Days 1:12:32

Software Version

SCHE20m3pE
SCRE20m3pS
SCHE20m3ps
SCXRE20m3pS

Hardweare Version

3800
4300
4300
4300
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Adding Device Groups

All devices must belong to a device group. Ideally, you create your device groups prior to adding your devices.
Subsequently, when adding a device, you select the device group you want this device to belong to. When you add a
new device group, the name you choose:

* Must start with an alphabetic character

» Can contain a minimum of three characters and a maximum of 50 characters

» Can contain the following characters: alphabetic, numeric, hyphens (-), and underscores (_)

» Can be a mix of upper-case and lower-case characters

» Cannot contain symbols

» Cannot be the same name as an existing group name within the same level in the hierarchy (sibling)

To add a device group:

Expand the Device Manager slider and click Device Groups. The Device Groups appear in the content area.
Click Add. The Add device group dialog box appears.

*Device group name:—Enter the name for this device group.

WD

Click OK. The device group, Midwest, appears in the device groups.

Device Groups
East coast
Home
Ilichwest
West coast

Once you create a device group, you can move devices into the device group by:

» Specifying a device group when adding this device to be managed in Session Delivery Manager
* Moving devices or device groups from one device group to another device group by clicking the Move button

Adding Devices

Devices are the Net-Net SBCs that you manage using Session Delivery Manager. You create your device group, add
your device, and then select the device group this device will belong to. You can add a single device or multiple
devices in succession.

Adding a Single Device

When adding devices in Session Delivery Manager, you have the ability to add a single device, or to add more than
one device in a row. To add one device only, complete the required parameters in the Add Device dialog box and
click the OK button at the bottom of the window.

To add a single device:
1. Expand the Device Manager slider and click Devices.

The Device table appears in the content area.
2. Click Add. The Add Device dialog box appears.

3. Device type:—Click one of two device type choices for this device in the drop down list.

. Note: The Net-Net SBC 2600 is also known as the E-series.
4. 1P address 1:—Enter the IP address for this device.
5. TP address 2:—Enter the IP address for the second device, if this device is part of a cluster.

12 Oracle® Communications Session Delivery Manager
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6. SNMP community name:—Enter the SNMP community name for this device. The SNMP community name is the
name of an active community where this Net-Net SBC can send or receive SNMP information (performance and
fault).

Note: The Session Delivery Manager server must be configured on the Net-Net SBC as a valid
community name/IP address before adding the Net-Net SBC to Session Delivery Manager.
7. SNMP port:—Enter the SNMP port number for this device, or retain the default value of 161.

8. User name:—Enter an SNMP username for this device, if necessary.

i

9. Password:—Enter the SNMP password associated with the user name you entered.

IP address 1. 172.30.80.201
IP address 2

SHMP cormmunity narme: pubilic
SHMP port: 161
ser name: adrnir
Passweord: sessee

10. Web protocol:—(Net-Net SBC 2600 only) Click the web protocol, HTTP or HTTPS, in the drop down list. The
default value is HTTP.

11. Web port:—(Net-Net SBC 2600 only) Enter the web port for this device. The default value is 80.

12. Web Services protocol:—(Net-Net SBC 2600 only) Click the web protocol, HTTP or HTTPS, in the drop down
list. The default value is HTTP.

13. Web Services port:—(Net-Net SBC 2600 only) Enter the web port for this device. The default value is 80.

Wieb protocal: HTTP »
el port: =]
Wieb Services protocal: HTTR hd
Web Services port: =n|

From here, you set the device group for this device.
14. Device Group—Click Set device group. The Set device group dialog box appears.
15. Click the device group you want this device to belong to.
16. Click OK to add the device group.
17. Click OK to add this single device. Your device appears in the device group and the dialog box closes.

Adding Multiple Devices

To add multiple devices, once you complete the required parameters in the Add Device dialog box for the first device,
you retain most of the original information you entered by clicking the Apply. Add more? button.

When you click Apply. Add more?, the Add Device dialog box remains open with your originally-entered values, but
the last octet of the management IP address is deleted so you can rapidly add another device, for example,
172.30.80.112, 172.30.80.125, and so on.

To add multiple devices:

1. Perform steps 1 through 17 in Adding a Single Device above.
2. Click Apply. Add More? to add this device. A Success box appears.
3. Click OK. Your device is added to the device group.

The Add Device dialog box remains open with the same values, except for the IP address 1 field. The last octet in
the IP address 1 field is removed.

Oracle® Communications Session Delivery Manager 13
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Add Device X
Device type: 2B00/4250/4500/9200 N
IP address 1: 172.30.80.
IF acldress 2:
SHMP community name: public
SHMP part: 161
Lser name: admin
Password: ennne
weh protocal;
web port:

weh Services protocal;
Web Services port:

Dievice Group Home

Set device group

[o]1% Apply. Add more? Cancel

IP address 1—Enter the last octet of the IP address.

If required, revise other fields in the Add Device dialog box.

5. Click OK to add this device and no more.
6. Click Apply. Add more? to add this device and keep this Add Device dialog box open to add additional devices.

Adding a Device Group

If while adding a device, you notice that the device group you want is not in the list, you can add it from the Set
Device Group dialog box.

1.
2.

From the Set device group dialog box, click Add. The Add Device group dialog box appears.
*Device group name:—Enter the name for this device group.

For more information about naming criteria, see Adding Device Groups

Click OK. A dialog box appears.

Click OK.

You are ready to load and configure your device.

Note: For additional information about adding and managing devices, please see the Managing Devices
chapter of the Session Delivery Manager Core Functionality Guide.

Loading and Configuring Devices

This section provides an overview of the Net-Net SBC configuration process. The recommended configuration order
consists of the following:

Physical layer

Network interface

Realm and steering pool/media manager
Signaling services (SIP, H.323, MGCP)

The configuration process is the same for C-series, D-series, and E-series Net-Net SBCs.

Note: The specific Net-Net SBC features supported by this release of Session Delivery Manager differs
depending on which version of a Net-Net SBC you are configuring. Refer to the specific Configuration
Guides for details.

14
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Configuration Process

Once you have added a device, the following steps represent an overview of the configuration tasks performed in
Configuration Manager:

1. Associate your added devices with your Element Manager license.

Load a device configuration (Net-Net SBC).

Edit device parameters.

Apply your changes.

Nk w

Update the configuration (with your changes) by selecting one of three choices:

» Save & activate configuration (default)
» Save configuration
* Activate configuration

Associating Devices

You must associate the devices you added in Adding Devices before you can load your device configurations. When
you associate a device you link it to your Element Manager license. Your license allows you to configure a set
number of devices at one time.

For more information about licensing, see the Session Delivery Manager Core Functionality Guide, Viewing Session
Delivery Manager License Information.

You can associate one device at-a-time, or you can associate all devices within a device group, if your license
permits.

To associate a device to the Element Manager License:

1. Expand the Configuration Manager slider.
Click Devices. The Device table appears in the content area.
Click Add devices. The Devices associated with Element Manager license appears in the content area.

From the Device list, expand your device group folder and click the device you want to associate.

Nk w

Click ##* | to move your device to the Maximum Element Manager licensed device count table.

Devices associated with Element Management license

Select a device group or device from the Device list tree. Click Add to associate it with the Elerment Manager. Click Remaove to cancel the association. You can only associate
device groups and devices with the Element Manager if they have the required permissions.

Device List Maximum Element Manager licensed device count: 500, current: 2
Hatme + [ Marth America
- Addd =
.j__] Morth America Fl 'l.-] South Ametica

4 '1_] South America Remove =

=410
=04

=d9

6. Click OK. A success dialog box appears.
7. Click OK.

Your device is associated with your Element Manager license so you can load your device configuration.

Loading Device Configurations

You load a device’s configuration by retrieving the device’s configuration from the Net-Net SBC and loading it into
the Session Delivery Manager database. To do this, you target the specific device you want to load from the
Configuration Manger device table. This process is called loading a local configuration copy. It is an on-demand
process, whereby you do not have to replicate large device configurations and retains the Net-Net SBC as the master
database.

To load a device for configuration:

Oracle® Communications Session Delivery Manager 15
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1. Expand the Configuration Manager slider.
2. Click Devices. The Device table appears in the content area.

3. Click the arrow next to the device group folder to expand the list of devices within this device group.
- [ East

The list of devices appears for this device group.

Device Target Mame Software Yersion Hardwvare Yersion
a lusa
© et
4 | East
©1723080100  se00 SCE20m3 MR 4250
1723080 210-1" sd210_=d211 SCE20m3 MR 4250

4. Click the device you want to load and click Load.
4 i East
4723080100 sd100

A Progress dialog box appears.

Progress
Adding data, please wait. ..
| Adding...

5. A Success dialog box appears. Click OK.

Success
‘,T Configuration loaded successfully,

Your device’s configuration is loaded and appears as a heading above the Devices table.

=d100(172.30.80.100)

Device Target Mame Software Version Hardware Version  Device Co
a [ lusa
' zi_;] Wiest
4 | East
o 1723080100 =100 SCE20mS MR 4250 211
1723530.80210-1 =d210_sd211 SCE20m3 MR 4250 9
0 goielz For detailed configuration instructions, please see the Session Delivery Manager Configuration

uide.

Removing an Associated Device

You can remove a device from the Maximum Element Manager licensed device count table, thereby removing the
association to the Element Manager license.

To remove a device from the Element Manager License:

16 Oracle® Communications Session Delivery Manager
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Nk W=

Expand the Configuration Manager slider.

Click Devices. The Device table appears in the content area.

Click Add devices. The Devices associated with Element Manager license appears in the content area.
From the Device list, expand your device group folder and click the device you want to remove.

Click ™™= | {4 move your device from the Maximum Element Manager licensed device count table back to
the Device List.

Devices associated with Element Management license

Select a device group or device from the Device list tree. Click Add to associate it with the Elernent Manager. Click Remaove to cancel the agsociation. You can only associate
device groups and devices with the Element Manager if they have the reguired permissions.

Device List Maximum Element Manager licensed device count: 500, current: 1
Home - [ Morth America
Al = L
d :i_] Morth America
4 ] South Ametica
=d10
=04

Remove =

Your device is removed from the Maximum Element Manager licensed device count table. If you remove the last
device in a device group, the device group folder is also removed.

Creating Physical Interfaces

This section describes how to create physical interfaces on your Net-Net SBC using Session Delivery Manager.

To create a physical interface:

1.
2.
3.

Expand Configuration Manager.
Expand the Global Settings folder.
Click Interfaces. The interfaces tables appear in the content area.

Configuration Manager

Tree-view style v
Devices
F |__] Global zettings
System
Redundancy Configuration
- u_'_-l Management

Irterfaces

4. Click Add under the Physical interface table. The Add instance dialog box appears.

*Name—Enter a name for this interface using any combination of characters entered without spaces. For example,
Internet (for a Fast Ethernet media and signaling interface) or maint0 (for a maintenance interface).

*Port—Enter the port of this physical interface. From left to right as you face the chassis, the possible values are:
* Front interfaces—O0 - 3
* Rear interfaces—0 - 2

*Operation type—Click the type of physical interface in the drop down list. For a front media and signaling
interface, set this parameter to Media. For a rear management interface, set this parameter to Maintenance or
Control.

*Slot—Enter the slot of this physical interface: 0 or 1

* Front interfaces—0 is the left and 1 is the right
* Rear interfaces—0 is the only valid value
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Add instance

PHYINTERFACECONFIG

*Hame ginta (Unigue required)

*Port 0 (Range:0..3. Default:0)

*Oiperation type Media w | (Default:Contral)

*Slot 0 (Range:0..1. Default:0)
Apply Cancel

9. Click Apply. A success window appears indicating the successful addition of the physical interface appears.
10. Click OK. The newly-added physical interface appears in the Physical interface table.

Configuring Physical Interfaces

This section describes how to configure physical interfaces using Session Delivery Manager.

To configure the physical interface:

1.

Click the new physical interface in the Physical interface table and click Edit. The content area displays the
physical interface parameters you can configure for this physical interface (as indicated by the ¥*Name parameter).

2. Scroll to Auto-negotiation - 10/100Mbps

3. Auto-negotiation - 10/100Mbps—Click enabled or disabled in the drop down list. If you retain the default value,

enabled, the Net-Net SBC and the device to which it is linked can automatically negotiate the duplex mode and
speed for the link.

If auto-negotiation is enabled, the Net-Net SBC begins to negotiate the link to the connected device at the duplex
mode you configure. If auto-negotiation is disabled, then the Net-Net SBC will not engage in a negotiation of the
link and will operate only at the duplex mode and speed you set.

Duplex mode—Click the duplex mode in the drop down list.
» FULL: Given an operating speed of 100 Mbps, full duplex mode lets both devices on a link send and receive
packets simultaneously using a total bandwidth of 200 Mbps.

HALF: Given the same operating speed, half duplex mode limits the devices to one channel with a total
bandwidth of 100 Mbps.

Bandwidth (Mbps)—Click a value in the drop down list to set the bandwidth for this physical interface.
Auto-negotiation - 10,/100Mbps

Auto-negotiation - 10f100Mbps enabled »
Duplex mode FULL w
Bandwidth (Mbps) 100 -

6. Click Apply.

Creating Network Interfaces

You need to create and configure the network interface(s) associated with your physical interface. You must have one
default network interface for your physical interface.

To create a network interface:
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1. Expand Configuration Manager.
2. Expand the Global settings folder.
3. Click Interfaces. The Interfaces window appears in the content area.

Configuration Manager

Tree-view style it
Devices
4 |__] Global zettings
System
Redundancy Configuration
() Management

Interfaces

4. Click Add under the Network Interface table. The Add instance dialog box appears.

5. *Physical interface—Click the physical interface to which this network interface corresponds in the drop down
list.

6. *VLAN number—Enter the subport ID as the VLAN number. If this network interface is not channelized, leave
this set to 0. If this network interface is channelized, enter the appropriate VLAN tag.

Add instance ¥
NETWORKINTERFACE
*Physical interface s1p0 w | (Lnique reguired)
LaM number 0 (Unique required. Range:0,. 4095,
Default:d)
Apply Cancel

7. Click Apply. A success message appears.
8. Click OK.

9. To view this network interface in the Network interface table, click the physical interface (in the Physical interface
table) this network interface belongs to.

The network interface appears in the Network interface table.

Configuring Network Interfaces

To configure a network interface:

1. Expand Configuration Manager.
2. Expand the Global settings folder.

3. Click Interfaces. The Interfaces window appears in the content area.
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Configuration Manager

Tree-vienw style w
Devices
4 ] Global settings
System
Redundancy Configuration
3 Ll_'_-l Management

Interfaces

4. In the Physical interface table, click the physical interface this network interface belongs to.

The network interface belonging to the selected physical interface appears in the Network interface table.

5. Select the network interface you want to configure and click Edit. The content area displays the network interface
parameters you can configure for this network interface.

6. Scroll to Host.
7. IP address—Enter the IP Address of this network interface.
8. Subnet mask—Enter the subnet mask of this network interface.

Hosk

Host name phyTest

IP address 172.43.30.220
Subnet mask 235.235.255.0

9. Scroll to Gateways.

10. Primary IP Address—Enter the primary gateway that this network interface uses to communicate with the next

hop.
11. Secondary IP Address—If needed, enter the secondary gateway of this network interface.
Gateways
Prirnary IP Address 172.43.30.221
Secondary IP Address 0.0.0.0]
12. Scroll to DNS.

13. Primary—Enter the DNS server of this network interface.

14. First backup—If needed, enter the secondary DNS server of this network interface.
15. Second backup—If needed, enter the third DNS server of this network interface.
16. Default domain name—Enter the default domain for use with DNS queries.
17.DNS timeout—Enter the DNS timeout value.

DNS
Prirnary 192,168, 44,55
First backup 0.0.0.0
Second backup 0.0.0.0
Default dormain name acrnepacket.com
DNS timeout 11

18. Click Apply.
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Configuring HIP Interfaces

To configure administrative service functionality on a front interface, you must define the IPv4 addresses on the front
physical interfaces of your Net-Net SBC where you will receive administrative traffic. Adding Host-in-Path (HIP)
entries automatically opens the well-known port associated with a service.
1. Expand Configuration Manager.
2. Expand the Global settings folder.
3. Click Interfaces. The Interfaces window appears in the content area.
Configuration Manager
Tree-view style ¥
Devices
4 |__] Global zeftings
System
Redundancy Configuration
4 upfl Management

Irterfaces

4. In the Physical interface table, click the physical interface this network interface belongs to.

The network interface belonging to the selected physical interface appears in the Network interface table.

5. Select the network interface you want to configure and click Edit. The content area displays the network interface
parameters you can configure for this network interface.

6. Scroll to Host-In-Path.
7. Click Add. The Add instance window appears.

8. *IP address—Enter the [Pv4 address on this network interface that is allowed to pass traffic to the host. Entries are
IPv4 addresses of front panel network interfaces. Enter the appropriate [IPV4 address that corresponds to the type
of traffic. For:

*  SNMP: Set the [Pv4 address where port 161 is opened. This lets SNMP traffic enter the Net-Net SBC and
reach the host.

» Telnet: Set the IPv4 address where port 23 is opened for Telnet access.

* FTP: Set the IPv4 address where ports 20 and 21 are opened. This lets standard FTP packets enter the Net-Net
SBC and reach the host.

* ICMP: Set the IPv4 address to pass standard ping packets to the host.

Add instance »

networkInterface

METWORKINTERFACE/HIP-IP-LIST

*IP adldress 1592,42.30.220| Unique required)

Apply Cancel

9. Click Apply.

10. Click Apply at the bottom of the network interface window to complete network interface configuration.
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Configuring Realms and Steering Pools

You can assign multiple realms to a network interface. This section describes how to create and configure realms on
your Net-Net SBC from Session Delivery Manager.
Creating Realms
To create a realm:
1. Expand Configuration Manager.

Configuration Manager =

Tree-view style hd
Devices
; |]___] Global zettings
4 |]___] Routing
4 -[_.] Services
- ] Meia
Realms
2. Expand the Services folder.
3. Click Realms. The Realm window appears in the content area.
4. Click Add. The Add instance window appears.
5. Under REALMCONFIG, *Name—Enter the name of the new realm you are creating. The name uniquely
identifies the realm. You will use this parameter in other configurations when asked for a realm identifier value.
6. Under NETWORKINTERFACEID, *name—Click a physical interface in the drop down list.

7. *subPortld—Click the sub port ID in the drop down list for the network interface to which you are assigning this
realm. The default value is 0.

This is the interface and subport through which this realm can be reached by ingress traffic, and through which
this traffic exits the system as egress traffic.

Add instance ¥
REALMCONFIG
*Marme realmz {Unique required)
NETWORKINTERFACEID
*narmne mi0 w
*subPortId 0 ~ | [(Default:o)
Apply Cancel

8. Click Apply. A Success message appears.

9. Click OK.

Configuring the IP address prefix

The newly created realm appears in the Realm window. From here, you configure the IP address prefix.

1. Click the realm you created in the Realm table.

2. Click Edit. The realmConfig window appears in the content area.
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3.
4.

5.

Click the Realm tab.

IP address prefix—Enter the IP address prefix and subnet mask combination to set the criteria the Net-Net SBC
uses to match packets sent or received on the network interface associated with this realm. This matching
determines the realm, and subsequently what resources are used for that traffic.

This parameter must entered in the correct format where the IP address comes first and is separated by a slash (/)
from the subnet mask value. For example, 172.16.0.0/24.

If you leave this parameter set to its default, 0.0.0.0/0, then all addresses will match.

IP address prefix 0.0.0.0 [Enter IP and port in the format:
®00-32, Default:0.0.0.0)

Click Apply.

Configuring Realms

To configure the realm:

1.
2.

In the Realm tab of the Realm window, scroll to Realm services profiles.

Bandwidth limit (kilobits per second), Session admission control—Enter the maximum bandwidth resources
available for this realm.

Realm services profiles

Bandwidth lirmit {kilobits per 2261977 (Range:0..999900900, Default:0)
second ), Session admission control

Scroll to Manage media between endpoints.

Within this realm serviced by this Net-Net system only—Click enabled in the drop down list to set the behavior of
media steering when endpoints within the same realm are communicating.

Within different realms in the same subnet serviced by this Net-Net system only—Click enabled in the drop down
list to set the behavior of media steering when endpoints located in different realms, but that are connected to the
same network interface, are communicating.

Within this realm serviced by different Net-Net systems (SIP only)—Click enabled in the drop down list to
include multi-system release information in SIP requests sent to this realm.

Manage media between endpoints

Within this realm serviced by this Net-Met | dicgbled w | (Default:disabled)
systern only
within different realms in same subnet enabled w | (Default:enabled)

serviced by this Met-Net systern anly

Within this realm serviced by different disabled w | (Default:disabled)
Met-Met systerns (SIP anly)

Scroll to Address translation profiles.

Set the number translations that you want to apply to this realm. Refer the Session Delivery Manager
Configuration Guide, Number Translations section for realm-specific information about using address translations
on your Net-Net SBC. If you are not using this feature, you can leave these parameters blank.

Inbound—Click an inbound number translation profile in the drop down list.

Outbound—Click an outbound number translation profile in the drop down list.
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Address translation profiles
Inbavnd A

Cuthound v

9. Use DNS Server in this realm—Click the realm in the drop down list whose network interface’s DNS server
should be used to resolve this realm’s FQDN lookup.

If you do not configure this parameter, then the realm will use the DNS information configured in its associated
network interface.
10. Click Apply.

Configuring Steering Pools

This section describes how to configure steering pools on your Net-Net SBC from the Session Delivery Manager.
Steering pools are configured within realm objects in the Session Delivery Manager. Therefore, you do not need to
explicitly set the realm when creating a steering pool.

To configure the steering pool:
1. Expand Configuration Manager.
Configuration Manager =

Tree-view style A
Devices
J |1._] Global zettings
d |1.J Raouting
4 [] Services
-] Media

Realmsz

Expand the Services folder and click Realms. The realmConfig window appears in the content area.
Click the Media interface tab.

Click Add. The Add instance dialog box appears.

Under STEERINGPOOL, *IP Address—Enter the target IP address of the steering pool.

*Start port—Enter the start port of the steering pool; this is the value that begins the range of ports available to
this steering pool.

SN kW

You must enter a valid port number or the steering pool will not function properly.

STEERINGPOOL

*IP Address 172.20.80.73 [Unique required)

*Start port a {Unique required.
Range:1025..65535,..0..0.
Default:0)

7. *End port—Enter the end port of the steering pool; this is the value that ends the range of ports available to this
steering pool.

*End port AE535 (Range:1025..65535,..0..0.
Default:)

You must enter a valid port number or the steering pool will not function properly.
8. Click Apply. Your entry will appear in the Realm media address section.
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Configuring Signaling Services
Configure the signaling service you chose. See the Session Delivery Manager Configuration Guides for details.

Using Tool Tips

When configuring your device in Configuration Manager, position your cursor over a parameter field or checkbox to
view a tool tip. Tool tips display the complete path to, and name of, the corresponding ACLI parameter.

Saving Net-Net SBC Configurations

This section explains how to save the configuration changes to the Net-Net SBC and activate it. During the save
process, other users are locked out of making changes to the Net-Net SBC.

To save configuration changes to the Net-Net SBC:
1. Expand Configuration Manager and click Devices.
Configuration Manager
Tree-vienw style e

Devices

The Device table appears in the content area.
2. Click the device group folder in which your device belongs to view the list of devices.
3. Click the device whose configuration changes you want to save to select it.
Pr Note: The device must already be loaded in Configuration Manager otherwise you will get an error
message: Please load the device first.
4. Click Update. The Update configuration for SD dialog box appears.
5. Check the update operations you want to perform:—Click one of the following:
» Save & activate configuration (default): Invokes the save/activate process

» Save configuration: Invokes the save process
» Activate configuration: Invokes the activate process

Update configuration for sd10(172.43.254.110) »

Check the update operations you want & Save & activate configuration
to perform:
" Save configuration

0 Activate configuration

(824 Cancel

6. Click OK. An Info message appears, for example:

Info
' The requested Save-activate operation
. has been queued up for execution with
tazk id: "adrnin-

2011-03-24-14-43-55-394", Please press the
“Wieny log" button in the Device Tasks screen for
the detaled progress of the operation.

7. Click OK. The operation you selected, for example, SaveActivate, appears in the Device tasks table.
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sd100({172.30.80,100)

Device tasks

Operation Task idertifier Time stamp Status Usetr name

Savesctivate admin-2011-03-24-14-4Z Thu Mar 24 104356 ED] inprogress admin

8. Click the operation row and View log for more information. The task log for this operation appears.

Task log for sd100{172.30.80.100) *
On host 172,30.80,12, Savedctivate task with id "admin-2011-03-24-14-43-55-394" is submitted @ Thu Mar 24 10:43;55 ECT 2011 =
Configuration version 32 from device 172,30.80.100 was loaded onto host 172,30.80.12 @ Thu Mar 24 10:43:55 EDT 2011

Performing ¥sd model annotation validation on user changes in database, validation started @ Thu Mar 24 10:43:55 EDT 2011

¥sd model annotation validation completed. Status: SUCCESS @ Thu Mar 24 10:43:56 EDT 2011

publishing update task (Savedctivate) to processing queue. Publish to queue started @ Thu Mar 24 10:435:56 EDT 2011

On host 172.30.80.12, kask thread is started ko process "admin-2011-03-24-14-43-55-394" @ Thu Mar 24 10:43:56 EDT 2011

Configuration version 32 from device 172.30.80,100 was loaded onto host 172,30.80.12 @ Thu Mar 24 10:43:56 EDT 2011

Performing LOCK-DEVICE in SBC. lock device started @ Thu Mar 24 10:43:56 EDT 2011

Locked device completed. Status: SIUCCESS @ Thu Mar 24 10:43:56 EDT 2011

Performing RESTORE-COMNFIG, restare config starked @ Thu Mar 24 10:43:56 EDT 2011

This maw task Few minutes, Please wait ...

RESTORE-COMFIG completed. Status: SIUCCESS @ Thu Mar 24 1004357 EDT 2011

Update user changes to device started @ Thu Mar 24 10:43:58 EDT 2011

Element Type Operation ‘Object Name ‘Status
knforcementProfile oD Enforcel EICCESS
ImediaPolicy DD MedPoi BUCCESS
eystemConfig MODIFY EystemConfig BUCCESS

Updated katal of 3 elements to device Completed. Skatus: SUCCESS @ Thu Mar 24 10:43:58 EDT 2011

Performing data inteqgrity check on elements updated to device @ Thu Mar 24 10:43:58 EDT 2011

Data inteqrity check completed, Status: SUCCESS @ Thu Mar 24 10:44:30 EDT 2011 —
Performing SAVE-COMFIG, save config started @ Thu Mar 24 10:44:30 EDT 2011

This mavy task Few minutes, Please wait ...

SAYWE-CONFIG completed, Status: SUCCESS @ Thu Mar 24 10:44:31 EDT 2011

Performing ACTIVATE-COMFIG, activate config started @@ Thu Mar 24 10:44:31 EDT 2011

This may task Fews minutes, Please wait ... ;i

Refresh Save to file Cloze

9. Click one of the action buttons:

» Refresh: Refresh the data in the task log
» Save to file: Save the data to a file locally
* Close: Close the task log
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Accessing Key Performance Indicators

This section shows you how to access key performance indicators found in the Summary View under the Dashboard
Manager slider. The information displayed is a combination of fault, performance, and other statistics gathered for the
Net-Net SBC, and is displayed in a dashboard format. The information includes:

Date and time of login

Local date and time (with time zone adjustment) of the Session Delivery Manager server
A list of all devices by either IP address or host name

Alarm status summary

Key performance indicators (KPI): top 20 alarm counts, health scores, top 20 CPU usage, top 20 memory usage,
and top 20 call rate

A list of logged-in users with session start times and locations (IP addresses)

Summary View for Clusters

For clusters, the top-level displays and the device-specific summaries are shown for the active Net-Net SBC in the
cluster. Statistics are not shown for the Net-Net SBC in standby mode.

Accessing Summary View

To access summary view information:

Expand the Dashboard Manager slider and click Summary View.
The summary view appears in the content area.

Below is a partial image of the summary view display. You must scroll down in the content area to see all of the
summary view data. The top of the content area contains a title bar with the current local time of the Session
Delivery Manager server and the IP address and time of the last successful login.
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Acme Packet Met-Met Central Summary

Refresh Auta refresh

Managed Devices

Thu Mar 31, 2011 08:42:36 EDT

admin last logged in Thu Mar 31, 2011 08:42:31 EDT from 10.1.20.33

Device Target Mame Health Score Up Time: Software Yersion Hardvwware Wersion
4 '1_'] Home
t-!'1 7243254109 =dd 100 44Days 22:53:23 SCHE20m3pE 3500
‘-’1 7243254 111 =d11 100 36Days 17:45:5 SCHE20m3ps 4500
4 ] Martheast
o 172.43.254 110 =d10 a0 Ghays 17:29:21 SCHE20m3pa 4300
i-"1 7243254112 =012 100 36Days 17:44:39 SCHE20m3pS 4500
< >
Top 20 Alarm Counts i Health Scores i
Device Critical Major
% 209 i} 1
”% a ]
{r-‘lw i} i]
Do a 0

For detailed information about key performance indicators, see the Summary View chapter of the Session
Delivery Manager Element Manager Guide.

Viewing Audit Logs

This section explains how to access the audit log’s data. The audit log provides information about the changes made
using the Session Delivery Manager. Audit trails enable you to view all operations that have been performed, the time
they were performed, whether they were successful and who performed them. All users can access the Audit logs
from the Security Manager slider, under Audit log.

To access audit logs:

1. Expand the Security Manager slider.
2. Click Audit log to expand the folder.

Security Manager -
: IJ_-J Uszer Management
a i Audit log
g

Purge

3. Click View. The Audit log table appears in the content area. For example:
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Audit log

Search Criteria: All

Refresh Search Wiewing 1-50 of 72

Uszername Time Category Operation Status Device

acdmin 2011-01-18 07:30:27 Authentication Logout user Success

acdmin 2011-01-1817:03:02 Authentication Logout user Success

acdmin 2011-01-19 09:45:44 Authentication Login user Success

acdmin 2011-01-19 09:47:53 Configuration Load Configuration Success 1723080100
acdmin 2011-01-19 09:48:29 Configuration Add element Success 1723080100
acdmin 2011-01-1913:22:35 Configuration Lo Configuration Success 1723091 115
acdmin 2011-01-1913:22:47 Configuration Lo Configuration Success 1723080100
acdmin 2011-01-1916:16:13 Configuration Load Configuration Success 1723091 115
acdmin 2011-01-1916:52:45 Authentication Logout user Success

acdmin 2011-01-2012:42:23 Authentication Login user Success

acdmin 2011-01-201 24854 Configuration Lo Configuration Success 1723080100
acdmin 2011-01-2015:47:43 Authentication Login user Success

acdmin 2011-01-2015:54:23 Authentication Logout user Success

acdmin 2011-01-2016:13:56 Authentication Login user Success

acdmin 2011-01-21 09:37:05 Authentication Login user Success

acdmin 2011-01-21 11:54:49 Authentication Logout user Success

acdmin 2011-01-21 11:54:54 Authentication Login user Success

acdmin 2011-01-21 11:55:25 Authentication Logout user Success

acdmin 2011-01-21 13:30: 3 Authentication Logout user Success

acdmin 2011-01-21 13:49:26 Authentication Login user Success

acdmin 2011-01-21 13:49:45 Configuration Load Configuration Success 1723080100
acdmin 2011-01-21 13:50:56 Configuration Add element Success 1723080100
acdmin 2011-01-29 135217 Configuration Modify element Success 1723080100
acdmin 2011-01-21 1550015 Authentication Login user Success

acdmin 2011-01-21 15:50:30 Authentication Logout user Success

acdmin 2011-01-24 10:41:57 Authentication Logout user Success

Save to file

4. Click a row in the Audit log table and click Details. The Audit log details window appears.
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Audit log details »
Llsername adrnin
Tirme 2011-01-18 O07:30:27
Categary Authentication
Ciperation Logout Liser
Management Server 172.30.80.199
Client IP 10.1.21.74
Device
Status Success
Diescription User : admin, Cientlp @ 10.1.21.74

, HostIp o 172,30.80,199

(80,8

Audit trails include the following information:

» Name of the user who performed the operation
» Time the operation was performed by the user
» Category of operation performed by the user
» Specific operation performed by the user
* Address of the management server accessed
» IP address of the client that was used
» Device the user performed operation upon
» Status of the operation performed by the user, whether it was successful or failed
» Description of the operation

5. Click OK to exit the window.

6. Click Save to file to save it to a file locally.

7. Click Refresh to refresh the data in the audit log.
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