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1. Introduction

2.2 Purpose and Scope

This document describes the procedures to install and configure Policy Server software release 11.5 for Cable
Customers. This release is the first common release that supports wireless , wireline and Cable customers,
configuration of the policy software components will determine the market and components that shall be running for
Policy software.

Cable Policy software 11.5 can be installed on any of the following supported HP RMS hardware types:

- HP ProLiant DL360G6/G7

- HP ProLiant DL360pG8

- HP ProLiant DL380pG8

In addition to the new SUN H/W type:

- Sun Netra X3-2servers

Note: The installation screen shots and procedures of this MOP is upon DL360G6 RMS hardware.

Policy 11.5 is based on Platform 6.7 release and contains the following major components releases:

- Oracle Linux OS 6.5

- TPD6.7

- COMCOL (In-memory DB) 6.3

- Policy components: MPE, MA, BOD and CMP 11.5

2.3  Supporting Documentation

[1] PD001866 Formal Peer Review Process

[2] TRO07292 Policy 9.4 Install Procedures

[3] TR007293 Policy 9.4 on RMS networking interconnect

[4] 910-6929-001 HP Solutions Firmware Upgrade Pack 2.2.5
[5] 909-2130-001 TPD Initial Product Manufacture

[6] 910-6732-001 Platform Configuration User's Guide

[7] FEO007452 Cable Reference Architecture

[8] 910-6288-001 SNMP User’s Guide Revision

[9] FD008102 Policy platform multiple modes
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2.4  Acronyms

An alphabetized list of acronyms used in the document: Table 1. Acronyms

Acronym Definition

BIOS Basic Input Output System

CMP Policy Manager

DVD Digital Versatile Disc

FRU Field Replaceable Unit

iLO Integrated Lights Out manager

IPM Initial Product Manufacture — the process of installing TPD on a hardware platform
MPE Multi-protocol Policy Engine

0S Operating System (e.g. TPD)

PCRF Policy and Charging Rules Function
SPP Service Pack Proliant

TPD Tekelec Platform Distribution

VSP Virtual Serial Port

2.5 Pre-requisites

1. Hardware equipment ordered , installed by customer in the designated racks/enclosures and are powered on

2. Network cabling is completed and is in place. Following the network layout for all hardware types in case

Direct link is configured or not:

5 of 82

E61661-01, February 2015




Non Direct-Link }

PCRF Cable Software Installation Procedure
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Figure 1 Network Layout for Non Direct-Link
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Figure 2 Network Layout for Direct-Link

2.6 Required Materials

e Firmware pack 2.2.5, refer to reference [3] for details
e TPD 6.7 ISO image on CD/DVD/USB drive or local in the machine used in case of remote installation

e GA released version of Cable Policy components (CMP, BOD, MPE, MA) ISO images on CD/DVD/USB
drive or local in the machine used in case of remote installation

e iLO https addresses for all servers
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Initial login to a HP server/module (iLO interface) is configured by HP at the factory and provided on a plastic pull-
out tag on the front of the server/module. However, if the equipment went through Tekelec Manufacturing, then the
HP passwords will have been replaced with a Tekelec/Oracle configured password and noted on the plastic pull-out

tab.

2.8 Acronyms

Acronym Definition

BOD Bandwidth on Demand

GUI Graphical User Interface

SDM Subscriber Data Management

HA High Availability

IPM Initial Program Manufacture

MA Management Agent

MPE Multimedia Policy Engine

CMP Camiant Management Platform

OAM Operation, Administration and Management

QP QBUS Platform

SIG Signaling Network

BIOS Basic Input Output System

CD Compact Disk

CSVv Comma Separated Value

DVD Digital Versatile Disc

EBIPA Enclosure Bay IP Addressing

FRU Field Replaceable Unit

HP c-Class HP blade server offering

iLO Integrated Lights Out manager

IE Internet Explorer

IPM Initial Product Manufacture — the process of
installing TPD on a hardware platform

OA HP Onboard Administrator

0S Operating System (e.g. TPD)

PM&C Platform Management & Configuration

RMM?2 Intel Remote Management Module 2 — PP-5160 Lights out Management

RMS Rack Mount Server

SFTP SFTP Secure File Transfer Protocol

SNMP Simple Network Management Protocol

TPD Tekelec Platform Distribution

VSP Virtual Serial Port

Table 2 Acronyms

8 of 82

E61661-01, February 2015




PCRF Cable Software Installation Procedure

3. Software Installation and Initial Configuration

3.1 IPM HP RMS

Procedure 1: Update Servers’ Firmware

Procedure 1. Update Servers’ Firmware

S | This procedure will update the RMS servers’ firmware to HP SPP (Service Pack Proliant) 2.2.5
T
E | Servers that are shipped to site may have different shipping dates. Consequently servers may have different
P | versions of firmware depending on ship dates. This procedure will bring all the servers, regardless of when
# | they may have been shipped, up to a standardized baseline.
Needed material:
- HP Firmware 872-2488-106-2.2.5 10.37.0-FW_SPP.iso (HP Service Pack for ProLiant 2.2.5)
1. | Server’s Reference the procedures at the end of this document (Appendix B or C) based on the
1] |iLO hardware used to start the remote console of the server via iLO web interface page
Manager
Remote
Console:
Launch the
remote
console
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Procedure 1. Update Servers’ Firmware

2. | Server’s

[ |iLO
Manager
Remote
Console:
System
Health Check
for ProLiant
Servers

HP RMS Servers have been delivered to site with pre-installed software and firmware. This
procedure beigns by accessing the cli using the remote console of the iLO and running a
“syscheck” before confirming the updated firmware. A “syscheck” will have already been
performed during hardware verification.

1. Access the command prompt using iLO’s remote console and login to the server as “root”
then switch to the root user:

2. Verify system health is normal by running the syscheck command.

[root@vhu-cmp ~]1#% =
Running modules i

Running modules i :lass hardware...
O

Running modules i

Running modules i

Running modules i

Running = 1 lasz=s upgrade. ..
0K

/TELC/1log/syscheck/fail log

If all checks return “OK” then proceed with next step, but in case of failures, the failed tests
and reasons need to be analyzed and corrected before continuing. Contact Tekelec/oracle
support if needed.

3. | Server’s
[ |iLO
Manager
Remote
Console:
Check the
iso image
md5sum

Be sure to validate all image files with the md5sum command to assure the output key is the
same as the one provided with the original software.

For example: mdbSsum 872-2488-106-2.2.5_10.37.0-FW_SPP .iso
should return MD5 Signature:
c25beedb09375a23077bd32301a81014

4. | Server’s iLO
[] | Manager
Remote
Console:
Mount the
firmware iso
image file

Mount the firmware iso image according to the steps outlined in Appendix B or C based on
the hardware used
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Procedure 1. Update Servers’ Firmware

5. | Server’s
[] | Remote
Console:
Reboot the
server

In the remote console, log into the server as root if needed, and run:

# shutdown —r now

Alternatively a reset for the server to reboot can be performed from the remote console as
follows:

ra s (U] X

Virual Power Butlon
Uemaniiry Prids
Fricid 558 Had
Csld Boce

Extgmind L=y
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Procedure 1. Update Servers’ Firmware

6. | Server’s The server will reboot from the mounted HP Service Pack for ProLiant 2.2.5 1SO image and
[] | Remote following boot prompt shall be displayed:

Console:

Initial splash

screens

futomatic Fireware Update Verzion 2013.09.0
Interactive Firmsare Update Uersion 2013.69.0

Press [Enter] to select the Automatic Firmware Update procedure or wait for 30 seconds
then the system will automatically proceed via the default Automatic Firmware Update
highlighted option

Screen shall display booting progress percentage as follows:

Booting... 82
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Procedure 1. Update Servers’ Firmware

7. | Server’s Once the system has booted to the firmware installation image, a system scan of the server
[] | Remote in which it will identify all of the firmware components that are eligible for upgrade. This
Console: process may take 10-20 minutes up to more than thirty mins depending on the speed of the
System network connection being used. The entire upgrade can take up to more than two hours with
analysis a very slow network connection but the upgrade will eventually complete. Be patient and
do not attempt to interrupt the process.
e———
When the previous splash screen progress bar completes you will see the console session go
blank for several minutes. Be patient and do not attempt to interrupt the process.
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Procedure 1. Update Servers’ Firmware

8. | Server’s

[] | Remote
Console:
System
analysis
(continued)
Smart
Upgrade
Manager
launches

fnalyzing the system for unattended installation,

This could take several minutes...

Smart Upgrade Manager launches and sources selections are being collected and added to
repository:

ﬁﬁb HP Smart Update Wearags:

Welcome = Source Selections = Select Targets = Review/Install Updates

0On Source Selection page repository is selected by defautt, and its content wil be scanned so it can be used in HP SUM. Once the repositories are ready for use and selected, click the MNext button to

continue,
—Current Rey
Repository Hame Location Additional Status
Adding Repository.. Please wait
imntibootihp/swpackages imnthoothp/swpackages
[[[[]]
Adding Repository... Please wait
Default ftmp/hp/swpackages
[ [[[]]

Some components may not need upgrade as the following example snapshot indicates:

ﬁﬁ HP Smart Update Manager I xi

Welcome > Source Selections = Select Targets > Review/Install Updates

On Source Selection page repository s selected by default, and its content wil be scanned so it can be used in HP SUM. Once the repositories are ready for use and selected, click the Hext button to

cantinue.
—CurrentR
Repository Name Location Additional Status
Scanning component CP018341 scexe
imnthoothpiswpackages Imntboothpiswpackages
[1] (L]
Default ftmp/hp/swpackages » Mo components found in the repository
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9. | Server’s

PCRF Cable Software Installation Procedure

[] | Remote
Console:
Select

Targets AND
INSTALLAT
ION

Note: The server will reboot after the firmware upgrade has been completed.

You must unmount the iso image in the remote console menu or the server will reboot
into the firmware upgrade iso once again and attempt to repeat the upgrade.

Once analysis and sources selection phase is completed, the HP Smart Upgrade Manager
will begin select the targets firmware components eligible for upgrade

fl-ﬁ HP Smart l_lp__date Manager

Welcome = Sour|

ctions > Select Targets > Review/Install Updates

0On Select Targets page localhostwill be added by default and discovery will be initiated. Then, click the MNext button to continue.
Manage Target:

~ Target Name Status Description Type
& localhost eI Local Host added automatically | Server
[TT[]]

Then actual installation of components to be upgraded is started:

7’7.7,- HP Smart Update Manager

= Select Targets = Review/Install Updates
Select the updates you wish to install and select any installation options that may be available

Witien the selected targets’ starus is "Ready 1o Update”, updares may be installed
~ Selectior

I Target Mame Status

Description

Installing
1% Completed
] localhost
@ [ EEEEE
Estimated Time Left: 15 Minutes, 47 Seconds [

Local Host added automatically

THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 2: Configure Server’s iLO Port

Procedure 1: Configure Server’s iLO Port from Boot Menu

FOmMH®W

Needed material:

This procedure will configure the iLo Port IP address from the Console Boot Menu.

Note: Initial iLO configuration will have been performed by Tekelec/Oracle. This configuration (ip address and
user access) can be confirmed using the plastic tab located on the front of the server

Note: It is also possible to change the ip address and setup user accounts from within the iLO GUI once the initial
configuration has been performed and the user is logged into the iLO GUI. This procedure only covers the initial
configuration in the case iLO access needs to be configured for the first time.

- IP Addresses from the Network IP Planning document (or other customer provided document)
Console Access (Monitor/Keyboard) or via remote access to server’s iLO

1. | Server’s Console or
] | iLO web page: connect
to console

Connect to the console locally or via iLO web page remotely

N

Server’s Console:
[] | reboot server

reboot the server: either use button press, or via the command:

# shutdown -r now

w

Server’s Console:
[] | EnteriLo configuration

As the server is completing its POST startup, you will see the message:
<Integrated Lights-Out 2 Advanced press [F8] to configure> in case DL360 HW is

menu used
fid upport
valid backup systen ROM.
pply Unplugged in Bay 2
SGATA Option
Copyr ight " j opnent Company, L.P.
OR
<iLO4 Advanced press [F8] to configure> in case DL380 HW is used at the bottom of
the screen.
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HP Proliant

FP | Soiup | F10] intalgen F wg [FN] R

-> Quickly press F8 to access the iLO configuration enu

e

Server’s Console:
] | Access DHCP setting
form

Select DNS/DHCP from the Network tab pull-down.

Integrated Lights-Out 2

Network

NS/DHCP

o

Server’s Console:
] | Configure DHCP Off
Press F10 to save

Disable DHCP and press F10 to save.
Integrated Lights-Out 2
letwork

k Autoconfiguration

DHCP Enable 1Jyl
DNS Nane ILOUSE1@8NAKB

[F1@]=Save [ESCl=Cancel [Fll=Advanced

o

Server’s Console:
] | Access IP address form

Select NIC and TCP/IP from the Network tab pull-down.

Integrated Lights-0Out 2
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7. | Server’s Console: Configure the IP address, netmask, and gateway, and press F10 to save.
[ Configure IP address for Integrated Lights-Out 2
iLo port, Press F10 to User Settings About
save
—~Netuwork Configuration
HAC Address 98-4b-e1-64-9e-58
Network Interface Adapter
Transceiver Speed Autoselect ON
IP Address 18.15.30.235
Subnet Mask 255.255.254.8
Gateway IP Address 1AM5E38 %)
[F18]1=Save  [ESCI=Cancel
8. | Server’s Console: Select Edit from the User tab pull-down.
[] Access User Edit form Integrated Lights-Out 2
File Network
9. | Server’s Console: Configure a Password as provided by an appropriate authority for the default
] | Configure Administrator account and press F10 to save.
Administrator Integrated Lights-Out 2
password, press F10 to Settings About
save
Adninistrator_
Login nane Administrator
Passuord FHEEEEEEEEERERRRR
Uerify passuord %% x*
Lights-Out Privileges
Adninister User Accounts Yes  Remote Console Access Yes
Virtual Power and Reset Yes  Virtual Hedia Yes
Configure Settings Yes
[F18] = Save [ESC]1 = Cancel
10. | Server’s Console: Add | Select Add from the User tab pull-down menu and create an additional user, with all
[] | additional user, and privileges set to yes and an appropriate password Press F10 to save.
password if required.
11. | Server’s Console: Exit | Exit the configuration utility.
] | the configuration Server will proceed with OS boot.
THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 3: Configure BIOS

Procedure 3: Configure BIOS

S | This procedure will configure the RMS SERVERS’ BIOS.
T
g | BIOS configuration may have been preconfigured by Tekelec/Oracle but should be confirmed using this
p | procedure
#
Note: It is known that step 10 of this procedure “Set the Power Profile to Maximum Performance ““ will not yet
have been configured in advance by Tekelec./Oracle and will have to be configured as part of this confirmation
check.
1. | Connect: Connect to the Server Console or Remote Console:
N - using a VGA Display and USB Keyboard, or
- using the Server iLO port and iLo Web Interface (to access Remote Console)
Reference the procedures at the end of this document (Appendix B or C) based on the
hardware used to start the remote console of the server via iLO web interface page
2. | Server’s Console: reboot the server: either through remote console’s reset button, or use this command

[] | reboot server

form the cli/remote console:

# shutdown -r now

w

Server’s Console: Enter
[] | Setup configuration
menu (F9)

As the server is completing its POST startup, you will see the message:
Press F9 to access BIOS settings.

-> press F9 to access the Setup Utility
HP Proliant

Radundant ROM Datacted - Tk em contains a valid backup System ROM

Inlet Ambient Tompe:
Advanced Mae dvance ipport
HP Smarth L d ts.

M ver 2.00.C02
1. Hewlett-Packard Development Company, LP

42) 1 Lagical Drive
42) 0 lagical Drivas

(F10) intelligant Provisioning ~ (F11] Boot Menu  [F12) Natwark Boot

e

Server’s Console: Select
] | Date and Time

Scroll down until you see Date and Time, and press Enter.

Boot Controller Order

Server Availability
sServer Security

“Standard Boot Order (IPL)

o

Server’s Console: Set
[] | Date and Time

Set the date and time, according to UTC, and press Enter. For example:
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Jtility, Version 3.88
2818 Hewlett-Packard Development Company, L.P.

Modify Date and Time
<ENTER> to Save Changes, {ESC> to Main Menu

o

Server’s Console:
] | Configure Serial port for
iLo (if needed)

Configure Serial Port for iLo by completing the following:
a) Scroll down to the System Options and press Enter.
b) Select the Serial Port Options and press Enter.

Serial Port Options

c) Press Enter to select the Embedded Serial Port, change the value to COMZ2, and
press Enter.

COM 2; IRQ3; I10: 2F8h-2FFh

d) Press Enter to select the Virtual Serial Port, change the value to COM1, and press
Enter.

COM 1; IRQ4; 10: 3F8h-3FFh

~

Server’s Console: Select
] | Standard Boot Order
menu

Return to the main menu, select Standard Boot Order, and press Enter
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o™

Server’s Console: Set
] | Standard Boot Order

Validate the boot order and modify as needed.

CD-ROM should be 1% in case the ISO image would be on a CD-ROM .
In servers that do not have CD-ROM drive , USB that has ISO image can be
used instead so USB should be 1% in this case in the boot order list

If mounting the ISO image via iLO remote console is used in installation
then this step should be skipped.

Press Esc to return to the main menu.

©

Server’s Console: Select
[] | Power Management
Options menu

Select Power Management Options and press Enter.

Development Company, L.P.

(Enter> to Views/Modify Power Management Options
(174> for Different Selection: (TAB> for More Info: <ESC> to Exit Utility

Select HP Power Profile and press Enter.

i0M-Based Setup Utility, Uersion 3.00
Copyright 1982, 2012 Hewlett-Packard Development Company, L.P.

Power Profile

(Enter> to Modify HP Power Profile Options: <F1> for Help
{t/4> for Different Configuration Option:; <ESC> to Close Menu

10. | Server’s Console: Set
] | Power Profile to
Maximum Performance

Set the Power Profile to Maximum Performance, as follows:
Select Maximum Performance and press Enter.
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ROM-Based Setup Utility, Version 3.00
opyright 1982, 2012 Hewlett-Packard Development Company, L.P.

Bl HP Pouwer Profile

{[[HP Power Regulator
PC||Redundant Power Supply Mode
PC (A
St"™=[Balanced Power and Performance
Boot [Minimum Power Usage

Date
Serv(/Custom

Serv
BIOS §
Server Asset Text
Advanced Options
System Default Options
Utility Language

Maximum Performance

t/1> Changes Configuration Selection
Enter> Saves Selection: <(ESC> to Cancel

ProLiant DL38BOp Gen8
: USE312YMKV

duct ID: 653200-B21
BIOS P70 12/14,2012
up Version 12/14,2012

block 03,11,2012

r Management Controller - 3.1

65536MB Memory Conf igured

Proc 1:Intel Z2.60GHz,20MB L3 Cache
Proc 2:Intel Z2.60GHz,26MB L3 Cache

Press <TAB> for More Information

Press Esc until you return to the Main Menu.

11. | Server’s Console: Set From the Main Menu Press “Control+A”. This will reveal an additional menu
] | "Processor Power and option: “Service Options”.

Utilization Monitoring."

to disable

System Options

Power Management Options
PCI IRQ Settings

PCI Device EnablersDi=zable
3tandard Boot Order C(IFL)
Boot Controller Order
Date and Time

3erver Availability
3erver Security

BIOS Serial Console & EM3
3erver Aszset Text
Advanced Options

system Default Options
Utility Language

Bervice Options

12. | Server’s Console: Set Select “Service Options” and scroll down to "Processor Power and Utilization
[] | "Processor Power and Monitoring." The default setting is “Enabled”.

Utilization Monitoring."

to disable
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[ROM-Based Setup Utility, Version 3.00
opyright 1982, 2012 Hewlett-Packard Development Company, L.P.

Sy||Memory Paging Policy

il Processor Power and Utilization Mownitoring
PC|[Memory Pre-Failure Notification
PCl|[Completion Abort Response

5t||Shared Memory Communication

Bo||Early CLP String Output

Da||Memory Refresh Rate

DL3BOp Gend

KP

653200-B21

12-14-2012

on 12,/14-2012

11,2012

ent Controller - 3.1

emory Conf igured
BIOS Serial Console & EMS
Server fAsset Text
fAdvanced Options

System Default Options
Utility Language

Proc 1:Intel 2.60GHz,20MB L3 Cache
Proc 2:Intel 2.60GHz,20MB L3 Cache

Press <TAB> for More Information

<Enter> to Modify Processor Power and Utilization Monitoring: <F1> for Help

13. | Server’s Console: Set
] | "Processor Power and
Utilization Monitoring.
to disable

Select "Processor Power and Utilization Monitoring." and change the default option
of “enabled” to “disabled”.

j0M-Based Setup Utility, Version 3.00

opyright 1982, Z012 Hewlett-Packard Development Company,

Memory Paging Folicy
Processor Power and Utilization Monitoring
Memory Pre-Failure Motification
Completion Abort Response

y Communication

BIOS Serial Console & EM3

Spruer Ascprt Tewt

14. | Server’s Console: Exit
[] | the Setup Utility

Press Esc until you are prompted to Confirm Exit Utility.
<F10> to confirm Exit of Utility and save configuration changes and reboot

ROM-Based Setup Utility, Version 3.00
opyright 1982, 2012 Hewlett-Packard Development Company, L.P.

) Confirm Exit Utility

nt Boot Control
HP §

KF10> to Exit Utility
finy Other Key to Return to Main Menu

THIS PROCEDURE HAS BEEN COMPLETED
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3.2 TPD Installation

Procedure 4: Install OS of RMS Server
Procedure 4: Install OS of RMS Server

Policy Application 11.5 uses TPD 6.7. TPD 6.7 requires a fresh install as documented in this procedure. This
will reformat the hard drive after which the 11.5 Policy Applications will be installed.

This procedure will install the TPD platform and configure the OAM Network Address of the server, and related
networking
Needed material:

FTOmMmA®

- IP Addresses from the Network IP Planning document (or other customer provided document)
- TPD iso image file.

1. | Server’s iLO Manager

1 | Remote Console: Reference the procedures at the end of this document (Appendix B or C) based on the
Launch the remote hardware used to start the remote console of the server via iLO web interface page and
console mount the TPD ISO image

2. | Console: Boot server, Once the iso image file has been mounted using the remote console of the iLO, reboot

] | wait for TPD boot: the server with <shutdown —r now> from the cli. Upon reboot to the mounted image

file to install the TPD platform the following window is displayed:

6.7.8.8.1_84.17.8

x86_b64
For a detailed description of all the supported commands and their optio
please refer to the Initial Platforn Manufacture document for this relea
In addition to linux & rescue TPD provides the following kickstart profiles:

[ TPD | TPDnoraid i TPDblade i TPDcompact i HDD 1]
Commonly used options are:
conso le=<{console_option>[ ,{console_option>] 1

ole_option> ]

reserved=<{sizel>[

d iskconf ig=HWRA ’
drives={device>[ ,devicel] 1
guestArchive 1

[
[
[
[
[
[
[
[

3. | Console: Enter TPD Install the TPD platform using the following command at the “boot:” prompt.
[] | boot: command with
correct options For HP RMS H/W:

boot: TPDnoraid diskconfig=HPHW,force console=tty0
TPD install takes 20 -
30 minutes to complete | For Sun Netra H/W:

boot: TPDnoraid console=tty0

The TPD installation takes 20 - 30 minutes to complete, during which, you will view
several messages and screens in the process like the following samples:

24 of 82 E61661-01, February 2015




PCRF Cable Software Installation Procedure

ller - ple

WID' iz PROLIANTD

gress

Melocome to Oracle Linu wer for

ver for

Post installation scripts:
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Then installation completes and reboot is required as in the example below :

Welcome to Oracle Linu yer for 6

&

Console: Press Enter to
[] | reboot

Unmount the iso image from the iLO remote console and press Enter to reboot the
server. .

Note: In the case the iso image was not unmounted before this reboot was performed,
you will be prompted as if the TPD image is to be installed as in the initial screen of
this procedure. Rather than reinstall TPD a second time, make sure the iso image has
been unmounted this time and reboot again.

Following sample shows server boot from the installed TPD:

26 of 82

E61661-01, February 2015



PCRF Cable Software Installation Procedure

5. | Console: Login asroot | After the server boots from the installed TPD, some steps will be performed during
[ which server will reboot couple of times :
000e 0000:07:00.1: PCI INT
00.0: PCI INT
0o.1: PCI INT &
1] : PCI INT
done
to become cleah...
Then the installation would be complete and a login prompt occurs
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Oracle Linux Server release 6.5
Kernel 2.6.32-431.11.2 . elboprerelt.?.8.8.1_84.15.8.x86_64 on an xB6_64

hostname59dc?If 3dedd login: root

Fassword :
Last login: Wed Aug 13 Z22:17:13 on ttyl

[rootRhostname59dc?If 3dedd ™1

Login as root.

6. | Console: Run syscheck | At the login prompt, log in as user “root” and execute <syscheck> from the cli prompt.
M The system health check begins automatically. This checks the health of each of the
major subcomponents of the system, and displays an “OK” if all passed, or a
descriptive error of the problem if anything failed. The following shows a successful
run of syscheck, where all subsystems pass, indicating the post-install process is
complete.
[root@yvhu-cmp ~]1#
Running modules i
Running modules i
Running modules i
Running modules i
Running modules i
Running modules i lasz=s upgrade. ..
/TELC/log/syscheck/fail log
As NTP has not yet been configured you may get an “ntp” failure error. This can be
ignored as NTP will be configured later. If any of the modules returns an error other
than NTP, wait a minimum of 5 minutes and re-execute a system check a second
time.. If syscheck error persists, do not continue; contact Customer Support and
report the error condition.
7. | Console: Verify Install | Verify that the TPD installation completed successfully by checking the install logs
[] | success for errors. To do this, log in as root and then run the following commands:

# verifylnstallLog
# echo $?

[root@hostnamef 9f8eB225782 ™1 verifylnstalllog
[rootBPhostnamef 3FfBeBZ225782 ~1# echo 57

H
[rootPhostnamef 3f BeBZ25702 14 _

This should return “0”.

If no errors are present, the TPD installation process is completed. If errors are found,
contact Customer Support.

8. | Console: Verify Install
[] | success

Verify the TPD platform version by executing <getPlatRev> from the cli.
For example:
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[rootPhostnamef 3f8eB225702 1t getPlatRew

6.7.0.8.1-84.17.8
[rootBhostnamel 9fBeBZ20702 14 _

THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 5: Install Application Software (RMS)

Procedure 5: RMS Application Software Installation

This procedure will install the 11.5 PCRF Cable Application components.

Needed material: GA Policy software iso images (CMP, MPE, BOD, MA).

Server’s iLO Manager
Remote Console: Prepare
the policy component’s
ISO image for the upgrade

D!—‘:ﬂ:'UITI—|U)

Mount the Policy Software iso image according to the steps outlined in Appendix B
or C based on the hardware used.

Alternatively you may copy over the ISO image to the upgrade path locally on the
server as outlined in Appendix D

Note: The installation from within the local upgrade path as outlined in Appendix D
is recommended for the latency of the process in case remote mounting method is
used.

N

Console: run platcfg

Start the Platcfg utility by issuing the following command:

# su — platcfg

Oracle Linux Server release 6.5
Kernel £.6.32-431.11.2.el6prerel6.?.8.8.1 84.15.8.x86_64 on an xB6_64

hostnameb?7dabaZz5f98 login: root
Password :
Last login: Thu Aug 7 19:38:33 on ttyl

[root@hostnameb??daBazSf 98 ™14
[rootBhostnameb??daBazSf98 “1# su - platcfy

From within the platcfg utility, navigate to Maintenance

opyright (C) 2883, 2814, Oracle and-sor its affiliates. All rights reserved.
Hostname: hostnameb??daBaZ5i 98

é
Diagnostics

Server Configuration
Network Conf iguration
Remote Consoles

Security

Exit

> Upgrade
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Maintenance Menu

Halt Server

Backup and Restore

Uiew Mail Queues

Restart Server

E ject CDROM

Save Platform Debug Logs
Exit

> |nitiate Upgrade.

Upgrade Menu

Ualidate Media
Early Upgrade Checks

Initiate Upgrade

Non Tekelec RPM Management
Exit

w

Console: Select ISO to
[] | install, and confirm

Application install may
take 20 Minutes

Select the iso image from the Media Menu, and select OK.
Software Install may take 20 Minutes.

Note: There are separate image files for the CMP / MPE / BOD / MA. Make sure
the correct image is present.

For example: CMP

| Choose Upgrade Media Menu |

mp-11.5.0.8_17.1.8-xB6_64.is0 - 11.5.0.8_17.1.8

For example: MPE

pe-11.5.0.0_18.1.0-xB6_64.iso -11.5.8.8_18.1.8

Note: The cmp (or mpe/ma/bod) servers will reboot during the installation process,
As you are logged into the iLO you will see several screens as well as the reboot
like in the following samples:
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upgrade checks :

The start of the installation will begin with some

ot peading accept o
tectures matc
lucts mats

Platform revision that being installed and back-out information details:

Im arm re 1!

RPMs installation:

Loading Backout::BackoutType: :RPM

Setting up for backout.

Cleaning backout directory.

Copying locale archive template to backout directory.
Generating dependency whiteout partlet...

Rebuilding setc/rpmvmacros. ..

Adding susr/TRLC/plat/etc/rpm.d/plat.begin to setc/rpmmacros...

Adding ~usr/TRLC/plat/etc/rpm.d/plat.alarmiyr.macro to setc/rpmmacros. ..
[ 1

Adding ~usr/TRLC/plat/etc/rpm.d/plat.core-complex.macro to setc/rpmmacros. ..
Adding susr/TRLC/plat/etc/rpm.d/plat.core.macro to /etc/rpmﬁmﬁcms?..

Adding ~usr/TRLC/plat/etc/rpm.d/plat.dep_whiteout .macro to Eetc/rp:vmacms. ..
Adding susr/TRLC/plat/etc/rpm.d/plat.genMethods.macro to /ef[:l:/r'pm/:ncms. ..
fAdding ~usr/TRLC/plat/etc/rpm.d/plat.perl-TRLCplat.macro tn[/etc/n])m/mcms. ..
fdding susr/TRLC/plat/etc/rpm.d/plat.platcfy.macro to /etc/r[‘pm/mcr]'us. ..
fAdding ~usr/TRLC/plat/etc/rpm.d/plat.SELinux-policy.macro t{l /etc/r}pwmcms. ..

Adding ~usr/TRLC/plat/etc/rpm.d/plat.service_conf .macro to setc/rpmmacros. ..
fdding susr/TRLC/plat/etc/rpm.d plat.syscheck.macro to /EtCEI‘]]m/mﬂE]:I‘US. ..
Adding ~usr/TRLC/platsetc/rpm.dsplat. TRLCalarms .macro to /ef[:c/rpm/:ncms. .
Adding ~usr/TRLC/plat/etc/rpm.d/plat. TRLChackuptk .macro to Eetc/rp:vmacms. ..
fAdding ~usr/TRLC/plat/etc/rpm.d/plat.TKLCplat.macro to /etcErpwmgms. ..
Adding susr/TRLC/plat/etc/rpm.d/plat.TPD-provd.macro to /etl%/rpm/m%cms. .

TPD ISO image validation:

32 0of 82

E61661-01, February 2015




PCRF Cable Software Installation Procedure

Ipdating ~etc/Tpm macros. ..

wde.pm Line 429,

Adding Policy related operations to the Platform Management menu:
Set the following menus: PolicyFirewall to visible=1
p_platcfg-1.3.8-11.5.8.6_17.1.8: Rumning gp_platcfy pre-install script...
p_platcfy i R e e e e e )
p_platcfg-1.3.8-11.5.8.8_17.1.8: Rumning gp_platcly post-install script...
Added QF conf iguration.

Set the following menus: QP to visible=1

Added PolicyCheckConfig conf iguration.

Set the following menus: PolicyCheckConfig to visible=1
dded PolicyCheckServer configuration.

Set the following menus: PolicyCheckServer to visible=1
dded PolicyInitialConfig configuration.

Set the following menus: PolicylnitialConfig to visible=1
dded PolicyExchangeKey conf iguration.

Set the following menus: PolicyExchangeKey to visible=1
Added PolicyRestartMyr configuration.

Set the following menus: PolicyRestartMyr to visible=1

Added PolicyBackupRestore configuration.

Set the following menus: PolicyBackupRestore to visible=1
Added PolicyRestore configuration.

Set the following menus: PolicyRestore to visible=1

Added PolicyBackup conf iguration.

Set the following menus: PolicyBackup to visible=1

Added PolicyBackupSchedules conf iguration.

Set the following menus: PolicyBackupSchedules to visible=1
dded PolicyBackupSettings conf iguration.

Set the following menus: PolicyBackupSettings to visible=1
dded PolicyBackupList configuration.

et the following menus: PolicyBackuplist to visible=1

Added PolicyServerBackup conf iguration.

Set the following menus: PolicyServerBackup to vizible=1
Added PolicyServerRestore configuration.

Set the following menus: PolicyServerRestore to visible=1
fidded PolicyBackupRemote configuration.

Set the following menus: PolicyBackupRemote to visible=1
Aidded PolicyClusterFileSync conf iguration.

Set the following menus: PolicyClusterFileSync to visible=1
Added PolicyConf igRoute conf iguration.

Set the following menus: PolicyConfigRoute to visible=1
dded PolicySavelogs configuration.

Set the following menus: PolicySavelogs to visible=1

dded PolicyDSCP configuration.

Bet the following menus: PolicyDSCP to visible=1

Password account creation and removing anonymous user for MySql database:
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ARMD
‘lou will

1lso, the account for the anom 3 has been removed.

n addition, you can run:

for more i
rt any problem:
information about MySOL is available onm the web at

(1.com

1 by d
fou may edit this file

Upgrade completion messa
il H

Ipd iles .d nd m

m_manifest.

j_delete_these files

Rebooting:
@

€| 10.253.103.138

Restarting system.

After rebooting operations:
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s

1487628552: Upstart Job ntpd: starting
Starting ntpd: [ OK 1

1487620552 Upstart Job ntpd: started
i

R

1487620552: Upstart Job regenMethods: starting
senerating perl methods: [ 0K 1]

1487628553: Upstart Job regenMethods: started
i

s
1487628553: Upstart Job TPDsec: starting
Starting TPDsec:

reating 3SH User Keys: [ OK 1
reating 3SL Certificate:

[ Ok 1

[ Ok 1

1487620554 Upstart Job TPDsec: started
I i i

i
1487628554 Upstart Job upgrade: starting
1487628554 : Runming mountCDROM to mount upgrade media.
1487628554 : Trying to mount sdevssrl, on /mnt upgrade
punt: you must specify the filesystem type
1487628569: : Mo media found on device sdevssrl. Trying next device..
1487620569: : Trying to mount sdevssrB, on /mnt upgrade
ount: block device sdevssrB is write-protected, mounting read-omly
1487628572: : We found a UUID match on sdevrssrB?
1487620572 : Rwming upgrade_dispatcher...

Continue upgrade:

487628554 Upstart Job wpgrade: starting

487628554 ¢ Rwnning mountCDROM to mount upgrade media.

487628554 Trying to mount ~devrssrl, on /mmt- upgrade

ount: you must specify the filesystem type

487628569 1 No media found on device ~sdevssrl. Trying next device..

487628569 1 Trying to mount ~devrssrB, on /mt-rupgrade

ount: block device -sdevssrB is write-protected, mounting read-only
4876285721 We found a UUID match on ~devssr@t

487628572 0 Running upgrade_dispatcher...

[hroot execing ~mnt-upgrade-upgrade-upgrade dispatcher --continuelpgrade

After completion another reboot occurs then login screen occurs with a hint that
upgrade need to be either accepted or rejected message:
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hostnameBc87275cB1fb login: root
Password:
Last login: Fri Aug 8 Z22:15:46 on ttyl

This system has been upgraded but the upgrade has wot yet

been accepted or rejected.

upgrade soon.

Please accept or reject the

[root@hostnameBcB7Z70cB1fh “ 18 _

s

Console: Verify Policy
[] | install version

Login with root using the remote console and run the following commands to check

the installed policy component and its revision:

# appRev
(cmp)

[rootB@hostnamef 172426859171 ~1# appRev
Install Time:
Product Mame:

Product Release:

Base Distro Product:
Base Distro Release:
Base Distro I50:

0s:

Thu Aug 14 18:37:41 2814

=]

11.5.8.8_17.1.8

TPD

6.7.8.8.1_84.17.8
TPD.install-6.7.8.8.1_84.17.8-0OracleLinuxt.5-x86_64.iso
OracleLinux 6.5

# appRev
(mpe)

acleLinuxé

# appRev
(ma)

[root@hostname59dc?9f 3dedd ~ 1 appRev

Install Time:
Product Name:
Product Release:
Base Distro Product:
Base Distro Release:
Base Distro 130:

Wed Aug 13 22:16:11 2814

ma

11.5.8.8.17.1.8

TPD

6.7.8.8.1 84.17.8

TPD. install-6.7.8.8.1_84.17.8-0racleLinux6.5-x86_64.is0

03:

# appRev
(bod)

OracleLinux 6.5

[root@BOD-11-5 ~1# appReuv

Install Time:
Product Mame:
Product Release:

Base Distro Product:
Base Distro Release:
Base Distro [50:

05:

Wed Aug 13 13:18:686 2814

bod

11.5.8.8_18.1.8

TPD

6.7.8.8.1_84.17.8
TPD.install-6.7.8.8.1_84.17.8-0OracleLinuxb.5-x86_64. iso
OracleLinux 6.5

5. | Console: Verify Install # tail /var/TKLC/log/upgrade/upgrade.log
[] | success
The following indicates SUCCESS of Install. You can now proceed with the next
section to perform the “Initial IP Configuration” for the newly installed server.
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rootBhostname13?78918153 upgradel#t pud
var-TKLC~ log-upgrade
root@hostnamel3?8918153 upgradel#t tail upgrade.log
1378948659 : Running postUpgrade() for Upgrade::Policy::Platformlast upgrade pol
iCcy. ..
1378948659:: Waiting for reboot
137894865 Updating platform revision file...
Upgrade returned success!t

A reboot of the server is required.
The server will be rebooted in 18 seconds
Chroot execing ~var/TKLC/backout- upgrade_dispatcher --continuelpyg

1378948952:: Now dispatching ~svar/TKLC-backout ugwrap --session
ootDbo a d ade i

IF UPGRADE_STATUS is not equal to SUCCESS, then search log for errors.

THIS PROCEDURE HAS BEEN COMPLETED
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4. Configure Policy Application Servers

4.2  Configure Policy Mode

Procedure 6: Perform Policy Mode for Policy Servers

This sets the policy mode for the servers. This process need to be performed on each server of the policy solution.

Procedure 6. Set Policy mode for the Policy Servers

S | This procedure will set the policy mode on each server of the policy solution components.

T

E | After completing this procedure for PCRF components (CMP / MPE / BOD / MA) will have the “cable”
P | policy mode set. This step is a new step that was introduced in PCRF release 11.5 as PCRF release is

# | common for all markets (Wireless, Wireline, Cable)

1. | Server’siLO Login to the server as “admusr” then switch to the “root” user

[] | Manager Remote
Console: Launch the
remote console

rd-interactive authentication.

D-11-5 ~1% ]

N

Run platcfg tool

#su - platcfg When presented with following screen choose “Policy
Configuration”.

Ma intenance
Diagno=tics

Server Conf iguration
Remote Consoles
Security

Network Conf iguration
NetBackup Conf iguration

Policy Conf iguration
Exit
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w

Select Set Policy
] | Mode menu item

Cluster File Sync
RBouting Conf ig

DSCF Config
Firewall
Exit

Policy Conf iguration Menu

Set Policy Mode e

Perform Initial Configuration

Cluster Configuration Hemowal

Restart Application

UVerify Initial Configuration

Uerify Server Status

S5L Eey Conf iguration

Ethernet Interface Parameter Settings
Save Platform Debug Logs

Backup and Restore

4. | Check the “Cable”
] | item
Select Policy Mode
(=) Cable
Choose: [SEEISIEETS
C ) Wireless
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Procedure 6. Set Policy mode for the Policy Servers

o

Confirm the mode
[] | choice

Click OK

Select Policy Mode

(=) Cahle
Choose: (SNSRI
C ) Wireless

Then confirm switching the mode :

Current Mode is "Wireless", Switch to
target Mode "Cable'?

System will automatically work on setting off old mode features and setting on the
Cable mode features:
in modeWireless, no teature need to be set oft

zucceed to set off features of mode Wireless
begin to deploy mode Cable

to deploy feature: CableMaDistributor
zucceed to deploy CableMaDistributor

to deploy feature: directLink

When process completes, display will return to the platform configuration. Exit from
the platform configuration to the prompt and issue the following command to validate
the current mode is set to “Cable” successfully

[rootPhostnameBcB?275cA1fd 14 cat etcscamiant/gpfeature.history
previousMode=Hireless

currentMode-Cable
[rootPhostnameBc8?2?5cAlfh ™1

THIS PROCEDURE HAS BEEN COMPLETED
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4.3 Configure Network Topology

Procedure 7: Perform Initial IP Configuration of Policy Servers
This sets the initial IP network assignments for the servers.

Procedure 7. Perform Initial Configuration of the Policy Servers

This procedure will configure the OAM Network Address of the server, and related networking.

After completing this procedure for PCRF 10.4, a physical (or “real”) ip address will been assigned to the
Bond0 (OAM network) for each server in each cluster (CMP and MPE). IP addresses assigned here are
required for the communication to setup management relationships between the CMP and the MPE when
completing further procedures in this document.

HFOmMmHW®W

Needed material:

- IP Addresses from the Network IP Planning document (or other customer provided document)

=

Start the platcfg (refer | Navigate to “Policy Configuration”.
] | tosteps 1and 2 in the

previous procedure)

Maintenance
Diagnostics

Server Conf iguration
Remote Consoles

Security
Network Configurationm
NetBackup Conf iguration

Policy Conf iguration

Exit
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Procedure 7. Perform Initial Configuration of the Policy Servers

n

Select Perform Initial
] | Configuration

| Policy Conf iguration Menu

Set Policy Mode

Perform Initial Configuration
Cluster Configuration Remowal
Restart Application

Uerify Initial Configuration
Uerify Server Status

35L Key Conf iguration
Ethernet Interface Parameter Settings
Save Platform Debug Logs
Cluster File Sync

Routing Config

Backup and Restore

DSCP Confiqg

Firewall

Exit

w

Complete Initial
1 | Configuration form
Initial Configuration

I
AR .00 .68 . 6,88

HostName :

0AM Real IPF Address:
0AM Default Route:
NTP Serwver:

DNS Server n:

DNS Server B:

DNS Search:

0AM Device:
BackplaneDewvice:
BackplanelpPref ix:

HH .HA .8A .BA[ ,A0 .80 .4
I
I
hond 2

hond @
169.254 .88
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Procedure 7. Perform Initial Configuration of the Policy Servers

>

Complete Initial
[ | Configuration form

Hostname - the unique hostname for the device being configured.

OAM Real IP Address - the IP address that is permanently assigned to this
device. (sometimes called “Physical IP” or “Real IP).

OAM Default Route - the default route of the OAM network.

NTP Server - a reachable NTP (required-this must be data filled even if the
NTP server is not yet reachable)

DNS Server A - a reachable DNS server (optional-not used by Verizon)
DNS Server B - a reachable DNS server (optional-not used by Verizon)
DNS Search - is a directive to a DNS resolver (client) to append the specified
domain name (suffix) before sending out a DNS query.

OAM Device - the bond interface of the OAM device. Note that the
default value should be used, as changing this value is not supported.
Backplane Device — the bond interface of the backplane device Note
that the default value should be used, as changing this value is not
supported.

Backplane IP Prefix — The Ip address prefix assigned for the
Backplane direct link
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Procedure 7. Perform Initial Configuration of the Policy Servers

o

Save configuration

Enter the configuration (example datafill below) and then select OK

Initial Configuration

HostName :
0AM Real IFP Address: plIRcCiiieis Bk e
0AM Default Route: pliRe!s s s ke

NTF Serwver:

DNS 3erver A:

DNS Server B:

DNS 3earch:

0AM Device:

BackplaneDevice:
BackplaneIpPrefix:

You will be prompted to “Save and apply these configuration settings. Choose yes.

Save and apply these configquration settings?

Save and apply these configuration settings?

: soptrcamiantsbinsgp . :
: Mandatory Initial Configuration from file ~retcrocamiant firstTimeConfig.txt

: ServiIpnddr=18.2408.239.284-27
: NtpServipaddr=18.258.32.18
: DefaultGw=18.248.239.193

: DH3Serwvera=

: DN3SerwverB=

: DH3Search=

: Device=bondZ

: DAMJLAN=8

: SIGAVLAN=A

: SIGBULAN=A

: MezzCardIn=8

: SIGADevice=bondl

: SIGBDevice=bondd

: MezzCardBondl3l=ethZl

: MezzCardBond15Z2=ethZZ

: MezzCardBondZ51=ethZ23

: MezzCardBondZ25Z2=eth241

: Seqregated=A

44 of 82

E61661-01, February 2015




PCRF Cable Software Installation Procedure

Procedure 7. Perform Initial Configuration of the Policy Servers

6. | Verify Config Verify the configuration by selecting Policy Configuration -> Verify Initial
Configuration from within the platcfg utility.
et Follcy Mede
Porforsm Initial Coof igeration
Bestart fpplivation
Clusxter Conl § Liow Beserm |
v
b8 Coml § 1low
Yoy yura
7. | Verify Config Confirm the configured “Hostname, ServipAddr, DefaultGw and NtpServIipAddr”
0 previously configured are present. A display similar to the following is shown.
Other fields will be configured with their default values and can be left as they
are.
opyright (C) 2883, 26814, Dracle andsor its affiliates. All rights reserved.
Hostname: CHMP11-5
Index Table of Contents
Date Time: B8,20,2014 16:06:14
ardware Type: ProliantDL36BG6
[BackplaneDevice="bond8"
[BackplaneEnable="1"
[Backplane IpPref ix=""169.254.88"
ostName="CMP11-5"
LayoutProf ile="directlink"
tpServipAddr="16.250.32.18"
DAMDevice="bondZ"
[SIGADevice="hond1"
[S1GBDevice="hbond3"
ServIpAddr="18.248.239.285/27"
ref id st t when poll reach delay offset jitter
1A.250.32.18 192.5.41.48 Zu 16 64 1 8.289 0.315 8.142
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Procedure 7. Perform Initial Configuration of the Policy Servers

8. | Verify Server Status | From the Policy Configuration menu in platcfg, navigate to Verify Server Status and
0 enter. The server should be in a running state. For example:
Index Table of Contents
*olicy Process Management Status: Runming
ferver Role: Unknown
[| [ Backward | | Tap I [ Bottom |
Exit platcfg
9. | Ping the OAM Ping the default gateway from the cli to validate network connectivity that was
[ | default gateway to configured above. You can also execute “ip -4 addr” from the cli to confirm the
verify server is configured IP address
available on the
network > mtu 16436 gdisc nogueus
lo
ASTER,UP, LOWER UP> mtu 1500 gdisc nogueue
global bondl
NER UP> mtu
3 ac gl
from
from
from
from
from
from
from
from
z from
10. | Optional: ssh to If networking is in place, it will be possible to login (ssh) to the server via the server’s
[] | server assigned assigned IP address in case remote access has not been disabled.
OAM address
11. | Repeat on additional | Repeat this procedure on all Policy servers that are planned for service for all the
[] | servers components CMP, BOD, MPE, MA.
THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 8: CMP GUI Initial Configuration

This procedure will perform initial configuration of the CMP GUI, and CMP Site 1 cluster.

Procedure 8. CMP GUI Initial Configuration

This procedure will configure the CMP at the Active site.

This procedure will configure the Cable Mode options on the CMP required for the Cable PCRF Solution.
VIP addresses for the OAM and SIG-A interfaces on the CMP are also assigned.

Pre-requisite: Network access to the CMP OAM IP address, to bring up a web Browser GUI (http)

Set Policy Server
Modes on initial
browser connection
over http to the CMP

Pl #Tom4ow

For this step, network access is needed to the CMP OAM IP address via a http
session (Firefox/IE Browser). i.e. open a Browser and enter the CMP OAM ip
address in the navigation bar. This IP address was assigned to the CMP during the
initial IP configuration as the OAM Real IP address (refer to step 4 of previous
procedure).

The initial screen presented prompts the user to select the “modes” for the system.
The mode selection depends on the customer deployment

ORACLE
Policy Management Initial Configuration Screen

CMP is not currently confizured in an operational mods. Pleass configurs it befors procsading.

Ok

The options selected depends widely on the modes of operations and deployment
architecture that customer decides to use. Following some items to consider in order
to decide which options to set in the CMP mode setting:

The protocols used in the deployment (PCMM/Diameter or both)

BoD implementation as the application manager used for the solution

MA implementation

Support of geo-redundancy for BOD and MPE-S

Using BackPlane direct link for HA and replication traffic between mates
in a cluster (For this to work cabling between the mate servers should be in
place in the correct eth ports as outlined in figures 2 in this document based
on the hardware used)

After checking the proper options click on “OK”

47 of 82

E61661-01, February 2015




PCRF Cable Software Installation Procedure

Procedure 8. CMP GUI Initial Configuration

n

GUI Login with
[] | Admin

The next screen requires a login. Initial login is admin/policies

ORACLE

Welcome to the Configuration Management Platform (CMP). Please enter your user
name and password below to access the CMP desktop. Ifyou do not have an
existing user name or password, or if you have misplaced either, please contact the
system administrator.

(I

Login |

COFYRIGHT © 2003, 2014 ORACLE. AlL RIGHTS RESERVED.

3. | Setadmin password

After logging in for the first time, the system will prompt the user to change the
initial admin password.

@ =Xl Oracle Communications Policy Management

Password Expired

The password for this account has expired and must be changed.

Username admin
Current Password ~ aseseee
Mew Password  [eesesss

Change Password | _Cancel

After change the admin password successfully, CMP will log off then user will log
in again using the new set password.

Ea

Verify that the CMP
[] | GUl is displayed,
with expected
menus.

A message indicates that initial configuration of CMP is detected and the CMP site
1 server need to be configured in CMP’s topology:

08713714 11:55 PM | admis | Logen

8 Oracle Communications Policy Management
ORACLE y g R

Initial Configuration Dotectod. Pleavn add CHP Sitn 1 Claster.

TTHY FAVORITES | 3 Tepsisgy Seinngs
POLICY SERVER - i) T T
Chaster Settings
Apphcations [ Hame [ Repliyse | GAAVIP | ServerA | Server® | Hom

Chester Configuration

Hansgemest Agents
POLTCY MANAGEMENT
*BoD
SYSTEM WITE REPORTS
PLATFORM SETTING
Platiorm Configuration Sette
Tapatogy Sebtings
SHME Sattings
 UPGRADE MAMAGER
GLOBAL COMTTGURATION
SYSTEM ADHINISTRATION
= IHELe
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Procedure 9: Add Topology Configuration for CMP Cluster

This procedure will perform topology configuration of the CMP Sitel cluster. This procedure only needs to be
performed on one of the two servers that will make up the CMP HA cluster.

Procedure 9. CMP GUI CMP Cluster Configuration

1. | View Topology Select: Menu -> Topology Settings

[] | Settings The initial form will open, and display a message that a CMP Site 1 Cluster must be
added.
=Y« Oracle Communications Policy Management“‘"""‘ﬁ“ﬁi‘”ﬁ"

tor Configuration

T _Appiiype | AR WiF T Servera | Servers | Operation
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Procedure 9. CMP GUI CMP Cluster Configuration

2. | Add CMP Site 1
Cluster — Server A

Select the button to “Add CMP Site 1 Cluster”. Following form will appear to set
the settings of the CMP cluster:

08713114 11:55 PM | ademis | Logont

Oracle Communications Policy Management

ORACLE

Topelogy Configuration
3 Tepolgy Setmngs

O DO

MY FAVORITES

= Clistar Settings

POLICY SERVER
Cina st
Rabmerk Eloments

Ceneral Settings

.

Bath 51G-4 and SIG-8
ek

Apphcations
Trnfiic Profies

Media Praftes
Racard Kaaping Sarvers
Event Hesaaging
Hansgemest Agents

add hwvie |
PFOLICY HARAGERENT

Bob
EYSTEM WIIH RIPORTS ey —]
FLATFORH SETTING General Settings
Flatiorm Conluguraton Sette 1w 15,280,255 208
— Hestiama
apslogy Settings

s = Ferted Standiny

SHME Settisge
UPCRADE MANAGER

GLOBAL CONFIGURATION Swes || Cancel

SYSTEM ATMINISTRATION

HW Type — Lists all available RMS & Sun Netra H/W supported for this release.
HW Type

HP ProLiant DL360G6/G7 ¥

HP ProLiant DL360G6/GT
METRA
All other RM3 H/W

The H/W used for PCRF deployment needs to be selected

Degrade on failure of — define server degrade criteria based on connection
problems of which network interfaces

OAM VIP — IP address and netmask for the cluster on the OAM network.

Signaling VIPs — IP address and netmask for the cluster on the SIG-A, SIG-B
networks

Server-A IP — OAM Real IP address for the first server (predefined, no input
necessary).

Server-A Hostname — hostname for the first server (has to match what is used in
the platform initial configuration as in step 4 of procedure 8 above)

Topology Configuration

—| ElCluster Settings
General Settings
Name CMP Sitel Cluster
Appl Type CMP Sitel Cluster
HW Type HP Broliant DL260GE/G7 A
Degrade on failure of: oaM L) s51G-A | | 51G-B | | Both SIG-A and SI1G-B
oAM VIP ILD.24D.239.199 Mask |27

Signaling VIPs <Signaling VIP1><10.240.235.231/28>=5IG-A>

Add New VIR |
Delete Server-A
General Settings
i 10.240.239.205
HostName CMP11-5

Forced Standby

Save Cancel
When done, save the form.
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Procedure 9. CMP GUI CMP Cluster Configuration

w

Login using the
[1 | CMP cluster VIP.

After the Topology Configuration is saved, a message indicating that server will
restart , click “OK”:

Active Server will restart and you will be logged out.

| DI{| | Cancel |

The CMP VIP address will be taken by the Active CMP server of the cluster.. This
server will be referred to as Server A of ther CMP cluster.

CMP will disconnect , login back in CMP GUI (Server-A) using the newly assigned
VIP address.

>

IF the CMP VIP is
[] | not available...

SSH to the CMP server phyiscal IP address and issue the “ha.mystate” command as
root to verify that the blade has become active by noting the role as shown below:

# ha.mystate

NOTE: OOS role for DbReplication_old is OK

If the role is not active contact support. If it is “active” proceed to the next step.

5. | Modify CMP Site 1
Cluster —
add Server B

Log back into the CMP GUI using the newly assigned CMP HA Cluster VIP
(Virtual IP) address. Now a second CMP server “Server-B” (for redundancy) can
be configured. This needs to be added to the CMP Site 1 Cluster.

Topology Configuration
B2y All Clust
= usters SCluster Settings
~{#] soD
General Settings
CMP Sitel Cluste: Name CMP Site1 Cluster

8] MeE-R Appl Type CMP Site1 Cluster
HP Proliant DL360GE/G7
{9 meE-s Degrade on failure of: oAM SIG-A = SIG-B  Both SIG-A and SIG-B
0AM VIP 10.240.239.199 / 27
Signaling VIPs <Signaling VIP1><10.240.235.231/28><51G-A>

10.240.239.205
CMP11-5
No

Same steps 2 and 3 above used for CMP Server-A can be followed for Server-B

6. | Verify Server B is
added

You will be returned to a screen showing the CMP cluster Server-B as “out-of-
service”.

You will need to refresh this screen and Server-B should now have standby status
with forced standby enabled.

=~

GUI: Remove Force
[] | Standby on Server B

Return to the CMP GUI menu Platform Setting/Topology/CMP-Sitel1-Cluster

Click Modify for Server-B and uncheck “Force Standby”, then click Save when
finished.
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Procedure 9. CMP GUI CMP Cluster Configuration

«©

GUI: Check the
[ | CMP cluster state

In the CMP GUI menu navigate to System Administration>Reports and display
the CMP cluster status. The cluster status should show a state of “on-line”.

o -Jt=B3 Oracle Communications Policy Management

Manager Reports

MY FAVORITES
*/POLICY SERVER

Stats Reset: Manual

+| POLICY MANAGEMENT CMP Sitel Cluster (P)
*/BoD Mode: Active
+/SYSTEM WIDE REPORTS

Reset All Counters Pause

+|PLATFORM SETTING
*|UPGRADE MANAGER
+/GLOBAL CONFIGURATION Cluster Status ~ On-line
~|SYSTEM ADMINISTRATION

Cluster: Manager

Blades
System Settings
Leoport £ Export Overall Utilize
s State Blade Failures Uptime Disk cPU
Trace Log 10.240.239.205 (Server-A) == | Active 2 23 hours 22 mins 13 secs 0.0% 2%

Allow several minutes for alarms to clear.
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Procedure 9. CMP GUI CMP Cluster Configuration

9. | Topology setting in In case Cable policy solution is geo-redundant, geo-redundancy function should
geo-redundant have been already enabled in CMP mode settings (refer to step 1 in procedure 9):
deployment

Manage Geo-Redundant MPE/MRA/BoD 7
Also, the 2 sites need to be created under the “All sites” tree item in Topology
settings:
o)Xl Oracle Communications Policy Management
- . Site Configuration
MY FAVORITES {3 Topology settings _Create site |
+|POLICY SERVER e
*/POLICY MANAGEMENT E‘a All Clusters
*IBoD 8] soD
*/SYSTEM WIDE REPORTS @ CMP Sitel Cluster
~/PLATFORM SETTING @ MPE-S
Platform Configuration Sattin,
Topology Settings
After creation of the sites:
w Site Configuration
£3 Topology Settings _Crasts Sita |
=43 Site Max Primary Site Failure Threshold
L8 site site 1 o ﬁ
. @ site2 site
EI@ All Clusters te2 ¢ ﬁ
-{@ soD
{#] cMP site1 Cluster
{#] mpE-s
Then from the “Topology Settings”, under “All Clusters” in the navigation tree,
click “Add CMP Site2 Cluster”:
€ lster Con g et
A Tobekgy Feonge Puil PR B T it |
= Chanber Ecbiingy
i 1al+f - — el Type [ [ Seperd L Ugreda i
_.'m _II::VI.I'-\;-‘-.FPI_ ':'é'::;‘.:_:n' FLETEEIET TR =T ] A Wirm
B e Sl Cheter
Configure the second CMP cluster in the same fashion as done for the sitel CMP
cluster in this procedure:
Topology Configuration
| PCluster Scttings |
General Settings
Mame CMP Site2 Cluster
Appl Type CMP Site2 Cluster
HW Type | HP ProLiant DLES0GE/GT -
Degrade on failure of: oaM SIG-A SI1G-B Both SIG-A and SIG-B
OAM VIP Mask
Signaling VIPs
Add Mew VIP I
Delete Server-A I
General Settings
P
HostMName
Forced Standby
Sawve I Cancel I
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Procedure 9. CMP GUI CMP Cluster Configuration

10. | Clear “Accept After the CMP topolgy configuration has been completed you may note the
] | Upgrade” alarm for | following alarm from each CMP server.
CMP cluster
(Server-A) MO NCMGMET | Mne ISR Seerlwafedmkcefet  maaamm 0P @
10,240.239.205
To clear these alarms follow the below steps to accept the upgrade.
In the CMP GUI Navigate to Upgrade Manager —> System Maintenance
MY FAVORITES
+/POLICY SERVER
*/POLICY MANAGEMENT
*/BoD
*/SYSTEM WIDE REPORTS
*/PLATFORM SETTING
UPGRADE MANAGER
IS0 Maintenance
System Maintenance
*/GLOBAL CONFIGURATION
+/SYSTEM ADMINISTRATION
+/HELP
Check the checkboxes for the CMP server and expand the “Operations” menu:
System Maintenance( Last Refresh :08/21/2014 16:03:36 )
W e T T —
*/POLICY MANAGEMENT Name Appl Type » SEErEER =D e
+/BoD S| 80D BoD
e e
ey | CMP11-5 CMP Site1 Cluster 10.240.239.205 Active
intenance B e ::E 10.240.239.200 Active Oon
W= e
+] GLOBAL CONFIGURATION MPE-S11-5 MPE 10.240.239.201 Active Oon
Select “Forece StandBy” for the standby CMP server.
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Procedure 9. CMP GUI CMP Cluster Configuration

11.

Clear “Accept
Upgrade” alarm for
CMP Cluster
(Server-B)

Accept the Upgrade and the alarm for this server will clear.
Opearations v

Push Script

Upload IS0

Cancel Force Standby

Turn Off Replication

Prepare Upgrade

Start Upgrade

Upgrade Completion

Undo Upgrade Completion

Switch ForceStandby

Import 55D

Accept Upgrade

Backout

When operation completes , cancel the force stanby for the CMP server from the
operations menu:

Operations 'l
Push Script
Upload IS0
Turn OFf Replication -
Prepare Upgrade
Start Upgrade
Upgrade Completion
Undo Upgrade Completion
Switch ForceStandby
Import S5D
Accept Upgrade
Backout

Now follow same steps for the second CMP server to accept the upgrade.

Note you will be logged out of the CMP GUI when setting the active server of
the CMP as Force Standby as the cluster will failover and you will need to login
again to proceed with this procedure.

The final step is to recheck the boxes for the server that just accepted the upgrade to
take that server out of “forcedStandby”.

Same steps need to be followed for CMP site2 server(s) to accept the upgrade on
them and clear the corresponding alarms
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Procedure 10: Add MPE/BOD/MA Clusters to the Topology Configuration

This procedure will perform initial configuration of the MPE/BOD/MA clusters.

Procedure 10. Topology Configuration of MPE/BOD/MA clusters

FOmMmH W

This procedure will configure the management relationships between the CMPs and the PCRF components
(MPE/BOD/MA clusters). After this, the status of the MPE, BOD, MA servers will be available from the
CMP GUIL.

IMPORTANT:

Certain IP network services must be allowed between the CMP and the other components clusters in the
network, in order for the full management relationships to be established. Incorrectly configured Firewalls in
the network can cause the Management relations to fail, and Alarms to be raised at the CMP.

Note that connectivity between the CMP and the PCRF components (MPE, BOD, and MA) must be
confirmed before this procedure can be performed. This procedure will configure the MPE VIP
addresses for the (OAM), ( SIG-A) & (Sig-B) interfaces

Pre-requisite:
- Network access to the CMP OAM IP address, to bring up a web Browser GUI (http)

Note:
We shall include here the steps for configuring the topology of MPE cluster as an example, same steps would
be followed for BOD and MA clusters

Login to CMP Server | From Browser, enter CMP Server VIP in Navigation string.
GUI (using VIP)
Login as admin (or a user with admin privileges)

View Active Alarms | It is recommended to View the Active Alarms in the system before performing
Configuration work. Check Alarm information and determine if Alarm may affect
configuration activities.

w

View Topology Select: Menu -> Topology Settings
Settings
The initial form will open, and display the existing configured Clusters.
Select “Add MPE/BOD/MA Cluster”

e rJ\aul—l Oracle Communications Policy Management

er Configuration
Add MPE/BoD/MA Cluster

MY FAVORITES 23 Topology Settings Add CMP Site2 Cluster
-IPOLICY SERVER ER=Al Clusier: Cluster Settings

Configuration @ cwp site1 Cluster [ Appl Type | OAM VIP [ ServerA |

3
Network Elements CMP Sitel Cluster (P) | CMP Sitel | 10.240.239.199 | 1U.24U.239.2US|
Cluster

Applications
Traffic Profiles
Media Profiles
Record Keeping Servers
Event Messaging
Management Agents
+ POLICY MANAGEMENT
+ BoD
+ SYSTEM WIDE REPORTS
~ PLATFORM SETTING
Platform Configuration Settil

Topology Settings
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Procedure 10. Topology Configuration of MPE/BOD/MA clusters

4. | Add MPE Cluster The Topology Cluster configuration screen will be displayed.
[
Topology Configuration
—| CICluster Settings
General Settings
Name
Appl Type MPE v
HW Type HP ProLiant DLE60GE/GT v
Degrade on failure of: | HP Proliant DL360GE/G7 I
NETRA
OAM VIP All other RMS H/W
Signaling VIPs
Add New VIP
= Server-A
General Settings
IP 10.60.32.235
HostName vhu-mpe2
Forced Standby No
Status active
—IServer-B
Save Cancel
It is allowed to add both Server A and Server B in this form at the same time in one
Step.
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Procedure 10. Topology Configuration of MPE/BOD/MA clusters

o

Add MPE Cluster In the Topology Configuration form, enter the cluster details including the H/W
H type, OAM VIP + netmask.

Then click the “Add New VIP” to configure the SIG-A + netamsk, in the same way
add Sig-B + netmask if SIG-B is used.

Topology Configuration

—| SICluster Settings |

General Settings

Mame MPE-R

Appl Type MEPE v
HW Tvwpe HP ProlLiant DLBES0GE/GT v
Degrade on failure of: CAM SIG-A SIG-B Both SIG-A and SIG-B
CAM WIF 10.240.239.196 Mask |27

Signaling WIFs

Add Maw VIP

_| “IServer-A
Delate Server-A I

General Settings
P

HostMame
Forced Standby

—| “IServer-B

Add Server-B I

Save I Cancel I
Fill in the signaling VIP details:

Signaling VIP 10.240.239.232
Mask 28
Interface SIG-A v

Save Cancel

Fill in the Server-A details:

Topology Configuration

—] ElCluster Settings |

General Settings

Mame MPE-R

Appl Type MPE -
HW Type HP ProLiant DLEE0GG,G7 -
Dregrade on failure of: OaM SIG-A SI1G-B Both SIG-A and SIG-B
OAM WIF 10.240.239.196 Mask 27
Signaling vIPs =Signaling VIP1><10.240.229.232/28><=51G-A>

Add Naw wvie |

=l Server—a

Delete Servar-a |
General Settings
P 10.240.229.200

HostMName [MeE-R11-5|
Forced Standby

Slsaerver-B
Add Serverg |

Save | cancel |
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Procedure 10. Topology Configuration of MPE/BOD/MA clusters

6. | Add MPE Cluster
(continued)

The second server in the cluster can be added by clicking “Add Server-B” button :

—| Elserver-B

Delete Server-B I
General Settings
IP 10.240.239.200
HostName IMPE-R11-5

Forced Standby Automatically set

Save I Cancel I

Server A and Server B physical IP addresses and Hostnames (as assigned during
initial configuration of the MPESs) will need to be provided. Make sure the
hostnames matches the hostnames assigned to the corresponding MPE servers.

Save the configuration at the bottom of the screen, a warning message to confirm
the active server will restart will be displayed, click “OK”:

Active server will restart.

You should now be presented with a “Toplogy Settings” screen confirming both the
MPE clusters have been added into the Topology.

Cluster Configuration
Add CMD Snte2 Cluster J Add MPL/BoO/MA Cluster |

Cluster Settings

Name Appl Type OAM VIP Server-A Sarver-B Operation
BOD (=) 10.240.239.195 10.240.239.206 <Ncre> Yigw
CMP Seel Cluster (¥) CMP Siel 10.240.239.19% <None > Yicw
Chuster
BGEE “PE 10.240.239.154 10.240,239.200 Yiew Delete
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Procedure 10. Topology Configuration of MPE/BOD/MA clusters

~

Remove Force
[] | standby of Server B

If Server-A and Server-B were added to the Topology at the same time this
step will not be needed.

If Server-A was added first and then server-B was added at a later time, Server-B
will be on Force Standby.

Topology Configuration

Madify Cluater Sattings | e I T I Madify Sarver-B I Bk
-—l =iCluster Setlings

General Settings

Name MPE-5

Appl Type MFE

HW Type HE ProLiant DLISOGENMET

Degrade on failure of: CAM SIG-A SI1G-B Both SIG-A and SIG-B
CAM VI 10.240,235.194 F 27

Signaling WiPs «<Signaling VIPl><10.240.239. 227/ 28> <S1G-A

'—I = Server-A

General Settings

P L.240.239.201
HostName MPE-11

Forced Standby Mo

Status actrve

—| SlSErver F|=

General Settings

e 10.240.239.200
HoFtN S s MPE- 2

Farced Standby

Status standby

Click “Modify Server-B”, uncheck Force Standby, then Save

—| Elserver-B
Delete Server-B I

General Settings

IP 10.240.235.200
HostName MPE-R11-5
Forced Standby e

Status standby

Save I Cancel I

®

Verify Topology

Select: Menu -> Topology Settings = View Cluster
Topolagy Configuration
Modify Cluster Sattings | sodify Sercer-a | m Bk

— SIctuster Settinas }

General Settings

Farme MPE -5

Appl Type rMEE

HW Type HF ProLiant CL3S0GSS ST

Degrade on failure of: FaT ™ SHE-A SIGE-B Both SHG-A and SIG-B
Ol VIR 0L 240,239, 154 F 27

Signaling VIFs <Ssgnaling WIFl> <10 240 239 227/ /28> < S1G- A

= server—a |

General Scttings

P L. 240.239.201
HostNarrme MPE-'1

Forced Standby Mo

Status BCTve

—| =G er- B =

General Settings

P VH.240. 2339 300
Hosthamee MPE- 2

Farced Standby Mo

Status: standby

Validate the status of each the servers that should be Active/Standby and none is
Forced Standby.

Wait several minutes for all alarms to clear. You should be left with accept/reject
upgrade alarms that will be cleared in the next step.
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Procedure 10. Topology Configuration of MPE/BOD/MA clusters

9. | Topology setting in In case Cable policy solution is geo-redundant, geo-redundancy function should
geo-redundant have been already enabled in CMP mode settings (refer to step 1 in procedure 9):
deployment Manage Geo-Redundant MPE/MRA/BoD v

The 2 sites need to be created under all sites in the Topology settings:
: Site Configuration
2y Topology Settings MI
El@ Jall Sited] Site Max Primary Site Failure Threshold
@ site 1 site 1 0
9 e site 2 0 g
Ela All Clusters o
-[#) sop
8] cme site1 Cluster
9 wPe-s
Also, CMP site2 cluster should have been configured prior to adding secondary site
for MPE or BOD clusters.
For MPE and BOD clusters, secondary site cluster configuration and a third server
“Server-C” will exist in the topology settings page to configure the geo-redundant
server in the secondary site:
ElSecondary Site Settings
General Settings
Site Name Unspecified
G
Signaling VIPs
Click “modify secondary site” button then configure the secondary site settings and
Server-C in the same fashion as primary site and servers A or B.
Validate that Server-C will have “spare” status after it is configured correctly.
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Procedure 10. Topology Configuration of MPE/BOD/MA clusters

10. | Active CMP Server | From the Active CMP server CLI as root user, change directory to
CLI: Exchange SSH “/opt/camiant/bin” then run the command in the screen shot below to exchange
Keys the SSH keys for all cluster’s configured in the topology:
$# od fopt/camiant/
# apSsE 'Prov.pl ——-prov
he password of admusr in topology:
Enter the admusr password and hit enter, the SSH keys will be exchanged,
validate that process returns OK in the end:
Connecting to admusr@CHMPS-4 (10
Connecting
Connecting
Provsioning I : On {10.240
Provsioning I s on CMPS-4 {10.240
Provsioning SSE ; MPE-51 ({10.240.23¢
Provsioning SSE ; on MPE-5 (10.240.239.201)
Provsioning I ] Ma {10
Provsioning
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Procedure 10. Topology Configuration of MPE/BOD/MA clusters

11. | Clear “Accept
[] | Upgrade” alarm for
MPE

After the MPE topolgy configuration has been completed you may note the
following alarm from each MPE server.

: i MPE-L
Aug 20, 2014 10:56 AM EDT Minor 32532 Server Upgrade Pending Accept/Reject 10.240.239.194 10040930001 |0

: i MPE-2
Aug 18, 2014 06:14 PM EDT Minor 32532 Server Upgrade Pending Accept/Reject 10.240.239.194 10940 935,000 | G

To clear these alarms follow the following steps.

In the CMP GUI Navigate to Upgrade Manager —> System Maintenance

[ columns =] [ Filters ~] Oparations ~]
MY FAVORITES - . . —
i j rev unning

b o= Name Appl Type P Server State 150 Relete | Rapewnd | Replication
+/POLICY MANAGEMENT e 80D
T80 & CMP Site1 Cluster CMP Site1 Cluster

= MPE MPE
*+/SYSTEM WIDE REPORTS MPE-1 MPE 10.240.239.201 Active on
*PLATFORM SETTING MPE-2 MPE 10.240.239.200 Standby on

~/UPGRADE MANAGER
1SO Maintenance

System Maintenance

Check the checkboxes for the MPE server which is in “Standby” mode and put that
server in “Forced Standby” under the “operations” tab as in this snapshot

[ coumns ][ Filters ~] [ Operations -]
Push Script
———————— upload 1SO
| Name Appl Type ® Server State 150
‘-;------J 200 500 Turn Off Replication
of Prepare Upgrade
[l CMP Sitel Cluster CMP Sitel Cluster

Upgrade Completion

=] MPE-5 MPE Undo Upgrade Completion
MPE-1 MPE 10.240.239.201 Active Switch ForceStandby
] MPE-2' MPE 10.240.239.200 Standby Export SSD

Confirm the operation in the next warning message:

Are you sure you want to execute Force Standby?

Operation will start:

Upgrade Command

Force Standby
MPE-R11-5 10.240.239.200 0K

And you should see the result as follows when opration is completed:

System Maintenance{ Last Refresh :08/22/2014 13:57:16 )

[ columns =] | Filters =] Operations -
Name Appl Type P Server State | IS0 R:I':a"se :::‘erl;;g Replication
] BOD BoD
& CMP Site1 Cluster CMP Site1 Cluster
= MPE-5 MPE
MPE-1 MPE 10.240.239.201 Active on
MPE-2 MPE 10.240.239.200  Force Standby on
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Procedure 10. Topology Configuration of MPE/BOD/MA clusters

12. | Clear “Accept
Upgrade” alarm for

MPE

Choose the Standby server then click on the “operations tab” again and choose the
“Accept Upgrade” operation.

System Maintenance( Last Refresh :08/22/2014 13:58:05 )

[ columns =] [ Filters v Operations -
Push Script
Prev Running VP24 150
Name Appl Type P Server State | 150 | PV BUATO Concel Force Standby
& Turn Off Replication
BoD BoD Prepare Upgrade
3] CMP Sitel Cluster CMP Sitel Cluster Start Upgrade
= MPE-5 MPE Upgrade Completion
| MPE-1 MPE 10.240.239.201 Active Undo Upgrade Completion
MPE-2 MPE 10.240.239.200 Force Standby Switch ForceStandby
N Import SSD
Backout
Confirm the operation in the next warning message.
Are you sure you want to execute Accept Upgrade?
Now the force standby can be cleared from the server:
System Maintenance( Last Refresh :08/22/2014 14:05:45 )
[ columns =] [ Filters =] [ Operations -]
Push Script
upload 1S0
Name Appl Type P Server State 150
1| BOD BoD ;urn OFf Replication
. repare Upgrade
BOD-11-5 BoD 10.240.239.206 Active Start Upgrade
= CMP Site1 Cluster CMP Site1 Cluster Upgrade Completion
CMP11-5 CMP Sitel Cluster 10.240.239.205 Active Undo Upgrade Completion
= MPE-S MPE Switch ForceStandby
- MPE-1 MPE 10.240.239.201 Active Import 55D
i MPE-2 MPE 10.240.239.200 Force Standby ;::z:;t"“““

After operation completes with a short while refresh the screen and you should
notice that server status is back to “standby”:

Name
= BOD
BOD-11-5
= CMP Sitel Cluster
CMP11-5
= MPE-5S
MPE-511-5

MPE-R11-5

Appl Type

BoD
Bol»

CMP Sitel Cluster
CMP Sitel Cluster
MPE
MPE
MPE

i

10.240.239.206

10.240.239.205

10.240.239.201
10.240.239.200

Server State

Active
Active

Active
Standby

Now follow the exact same steps with the other MPE server in the cluster to accept
the upgrade. Force standby the server:

System Maintenance( Last Refresh :08/22/2014 14:07:45 )

Name Appl Type
5] BOD BoD
BOD-11-5 BoD
= CMP Site1 Cluster CMP Sitel Cluster
CMP11-5 CMP Site1 Cluster
= MPE-5 MPE
| MPE-1 MPE
MPE-2 MPE

Then accept the upgrade:

P

10.240.239.206

10.240.239.205

10.240.239.201
10.240.239.200

[ columns __#] | Filters -] [ Operations -]
Push Script
Upload 150

150

Server State

Active
Active

Active
Standby

System Maintenance( Last Refresh :08/22/2014 14:09:23 )

Name Appl Type

= BOD BoD
BOD-11-5 BoD

= CMP Site1 Cluster CMP Sitel Cluster

CMP11-5 CMP Sitel Cluster
= MPE-S MPE
[0 weea mPE
MPE-2 MPE

P

10.240.239.206

10.240.239.205

10.240.239.201
10.240.235.200

Turn Off Replication
Prepare Upgrade
Upgrade Completion
Undo Upgrade Completion
Switch ForceStandby
Export 55D

[ Columns

= [ Fiitars

<1 Sperations >

Server State

Active
Active

Force Standby
Standby

150

Push Script

uplead 150

cancel Force Standby
Turn OFf Replication
Prepare Upgrade

Start Upgrade

Upgrade Completion
Undo Upgrade Completion
Switch ForceStandby
Import 55D

Backout
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Procedure 10. Topology Configuration of MPE/BOD/MA clusters

13. | Clear “Accept
Upgrade” alarm for
MPE

The final step is to cancel the “forcedStandby” for the MPE server.

System Maintenance( Last Refresh :08/22/2014 14:10:43 )

[ coomme =] [ Fiitars

Name Appl Type L Server State 150
= o [ Turn OFf Replication
Prepare Upgrade

BOD-11-5 BoD 10.240.235.206 Active
= CMP site1 Cluster CMP Sitel Cluster

CMP11-5 CMP Sitel Cluster 10.240.239.205 Active Undo Upgrade Completion
=] MPE-S MPE Switch ForceStandby
"""" T MPE- 1 MPE 10.240.239.201 Force Standby Import SSD

_________ Accapt Upgrads
MPE-2 MPE 10.240.239.200 Active Backeut

And the topology should now show an “active” and a “standby” server in the
MPE cluster.

Name Appl Type IP Server State

= BOD BoD

BOD-11-5 BoD 10.240.239.2086 Active
=l CMP Sitel Cluster CMP Sitel Cluster

CMP11-5 CMP Sitel Cluster 10.240.239.205 Active
=l MPE-5 MPE

MPE-1 MPE 10.240.239.201 Standby

MPE-2 MPE 10.240.239.200 Active

Same steps would need to be followed for Server-C in case of geo-redundant
clusters and a secondary site is configured for MPE.

14. | Topology Settings
for BOD and/or MA
clusters

The same steps in this procedure would be followed for BOD and/or MA clusters’
topology settings if those components are part of the planned deployement of the
Cable Policy solution.
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Procedure 11: Add Policy Servers (MPEs) to CMP Menu

This procedure will add the MPE Clusters to the Policy Server/Configuration tab of the CMP GUI.

Procedure 11. Add Policy Servers (MPEs) to CMP Menu

S | The MPE clusters must be added to the CMP system as Policy Servers.
-IIE- This is done from the CMP GUI by choosing Policy Server: Configuration - Policy Server : All : Create
b Policy Server. When creating a Policy Server, the user will be provided with a list of MPE clusters to choose
" from. l.e. a Policy Server is a configuration of a MPE cluster.
Pre-requisite:
CMP and MPE/BOD/MA clusters topology configuration are completed
1. | Loginto CMP GUI From Browser, login to CMP GUI as admin (or a user with admin privileges)
[] | (using CMP
cluster’s VIP)
2. | Create Policy Server | Navigate to Configuration under Policy Server and click on “ALL” . You will be
] presnted with the option to Create Policy Server”
@ ~J\al— Oracle Communications Policy Management
2 : Policy Server Administration
MY FAVORITES E Policy Servers
-|POLICY SERVER 3 m Group: ALL
Configuration Create Policy Server | [ Create Group | [ Operations ¥ |
Network Elements
3. | Create Policy Server | Click on “Create Policy Server” and the following screen presents.
Policy Server Administration
New Policy Server
Configuration
Associated Cluster v
MName
Description / Location
Secure Connection “
Type OCracle v
Save I Cancel I
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Procedure 11. Add Policy Servers (MPEs) to CMP Menu

>

Create Policy Server

Click on the “Associated Cluster” drop down tab. You should see all MPE cluster(s)
by name that have been added previously to the CMP GUI in the Topology Settings:

Policy Server Administration

{3 Policy Servers New Policy Server

o Cenfiguration
Associated Cluster v

Mame I

Description / Lecation

Secure Connection

Type Oracle v
save | Cancel

Chosse the Policy Server (MPE cluster) to be created from the dropdown tab. Add a
description if appropriate. Type will be “Oracle”.

Policy Server Administration

& rolicy servers New Policy Server

-3 m Configuration
Associated Cluster MPE ¥
Name MPE

Description / Location

Secure Connection
Type Orade v

Save | Cancel

5. | Confirm Policy
Server Creation

Save the configuration. You should see that the selected MPE is now present and is
in an “on-line” state”

Policy Server Administration
23 Palicy Servers

Ea m Group: ALL
@ MPE-5 | Create Policy Server | \ Create Group | | Operstions v
Policy Server Status
MPE on-line @

Open up the newly created Policy Server(MPE) by clicking on the appropriate
Policy Server now available in the navigation tree or on the MPE name link in the
workspace area.

Policy Server Administration

A policy servers Policy Server: MPE-S
Y ALL
B @ Reports | Logs | Policy Server | EM | Routing | Policies | Data Sources |

Modify | _Delete | Reapply Configuration

Cenfiguration

Name MPE
Status On-line
Version 11.5.0
Description / Location

Secure Connection No
Legacy Na

Type Oracle

System Time Aug 25, 2014 12:50 PM EDT

All Policy Server details will be displayed in the workspace area within multiple
tabs .
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Procedure 11. Add Policy Servers (MPEs) to CMP Menu

6. | Confirm Policy
Server Creation

Click on the “Reports” Tab and confirm that both Server A and Server B are
reported with their corresponding IP address. One blade (Server-A or Server-B)
should be active and the other blade should be standby.

Policy Server Administration

A Policy Servers policy Server: MPE-S

EHEY ALL
3 M= System EE Logs | Policy Server | EM | Routing T Policies T Data 5numas]
Stats Reset: Manual
Cluster Information Report
Mode: Active
Reset All Counters | Rediscover Cluster | Pause
Cluster: MPE
Cluster Status ~ On-line
Site Preference Normal
Blades
overall utilization Actions
State Blade uptime Disk CPU Memory
Failures
10.240.239.201 Standby 3 2days2hours 44 mins | 0.0 1o 1990 | pesiart Rebaot
(Server-A) %
10.240.239.200 3 days 17 hours 52 mins | 0.0
(Server-B) == | Active 5 % 0% 23 % Restart Reboot

policy Statistics (details ...}

~

Verify Alarms

If there are problems with the Management relationships between the CMP and the
servers, there will be alarms reported.

Verify that Alarms do not indicate serious problems that affect the system.

8. | Adding BOD cluster
to CMP GUI

In case BOD is part of the Oracle’s policy server deployment, BOD cluster(s) will
need to be added to CMP GUI in the same manner done with MPE(s) in this
procedure as follows:

Navigate to configuration under BOD menu:

'@ ~J\all Oracle Communications Policy Management

BoD Administration
MY FAVORITES 3 80

*/POLICY SERVER ‘am
+/POLICY MANAGEMENT
-lBoD

Group: ALL

Create on Demand Server | Create Group |

Configuration
Services

Services Import / Export

Then click on “Create Bandwidth on Demand Server” button:

BoD Administration
New BoD
Configuration
Associated Cluster v

Mame
Description / Location

Secure Connection

Save I Cancel

Fill in the details and save then validate BOD cluster and servers appear online like
done with MPEs
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Procedure 11. Add Policy Servers (MPEs) to CMP Menu

9. | Adding MA cluster In case MA clusters are configured in topology settings, they can be added to CMP
to CMP GUI GUI also as MPE and BOD clusters from “Management Agents” under “Policy
Server” menu item:
@ -J\al=l Oracle Communications Policy Management
- “ Agent Administration
MY FAVORITES a Creste Management Agent
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5. Supporting Procedures

Appendix A: Connecting to the HP DL360/380 G8 iLO Manager from a laptop

This procedure contains the steps to connect a laptop to the HPDL360/380 G8 iLO via an Ethernet connection.

If this is a newly shipped server and the iLO is being connected to for the first time there will be small pullout tab
on the front of the server with the assigned ip address and the currently configured username/password for iLO

access.

Appendix A Connecting to the HP DL360/380 G6/8 iLO Manager from a laptop

Step

Procedure

Result

1.

[]

Access the
laptop network
interface card’s
TCP/IP
“Properties”
screen.

NOTE: For this
step follow the
instruction
specific to the
laptop’s OS

Windows XP

Windows 7

Go to Control Panel
Double-click on Network Connections

Right-click the wired Ethernet Interface icon
and select “Properties”

Select “Internet Protocol (TCP/IP)” and select
“Properties”

-1 Local Area Connection Properties

General | Advanced

Connect using:

B8 Broadcom Metxtreme Gigabit Etheme

This connection uses the following tems:
8 File and Prirter Sharing for Microsoft Networks ~

.@QDS Packet Scheduler
L8 Intemet Protocal (TCP/IP)

v
< >

Description

Transmission Control Protocol./Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ Show icon in notification area when connected
Notify me when this connection has limited or no connectivity

oK ] [ Cancel

Go to Control Panel.

Double-click on Network and Sharing Center
Select ‘Local Area Connection’.

Select the ‘Properties’ button.

Select “Internet Protocol Version 4
(TCP/IPv4)” and hten select the ‘Properties’
button.

w

Local Area Connection Properties £

Networking | Sharing

Connect using:

‘-'-." Intel{R) 82567LM Gigabit Network Connection
This connection uses the following items:

% Cliert for Microsoft Networks -
gDeterministic Network Enhancer

EQDS Packet Scheduler

gﬁle and Printer Sharing for Microsoft Networks
& Cisco COP KMDF NDIS Protocol Driver

<& |ntemet Protocol Version 6 (TCP/IPvE)

m

-4 Intemet Protocol Version 4 (TCP/IPv4) -
q [ [T Joor

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK | [ Cancel
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Appendix A Connecting to the HP DL360/380 G6/8 iLO Manager from a laptop

1) Click “use the
following IP
address”,

set the IP
address:

for example:
192.168.101.19

Subnet mask:
255.255.255.0

Default
gateway:

192.168.101.1
click “OK”.

2) Click “Close”
from the network
interface card’s
main

Internet Protocol (TCP/IP) Properties

General |

Y'ou can get [P settings assigned automatically if your network, supports
thiz capability. Otherwize, you need to ask your network administrator for

the appropriate P settings.

(7) Obtain an IP address automatically
(®) Use the follawing IP address:

IF address: 192 188 101 .10
Subnet mask: 285285 285 . 0
o1

192 163 101

Drefault gateway:

(%) Use the follawing DNS server addresses:
Prefermed DNS server

|

Alternate DNS server:

Ok Cancel

RX

L2 o)

Internet Protocol Version 4 (TCP/IPv4) Properties

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

P address: 192 . 168 , 101 . 19
Subnet mask: 255,255 .255. 0
Default gateway: 192, 168 , 101 . 1|

Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

the iLO port
using a standard

“Properties”
screen.

3. Connect the DL360G6 rear view :

I:' laptop’s Ethernet Eth
port directly to 14 13 12 11

Cat-5 cable.
Eth01 Eth02 Serial 1
pPort  iLO Management
Port
DL360pGens8 rear view:
T
e g o
sLB Management
Port
DL380pGena8 rear view:
NIC14 NIC13 NIC12 NIC11 HP 331T Slot 1
) .
FAANA  Leyt
NICO4 NICO3 NICO2 NICO1 iLO port
THIS PROCEDURE HAS BEEN COMPLETED
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Appendix B: Use Remote Console of the iLO Manager to virtually mount an iso image file

(HL DL360)

Step Procedure Result

1. | Log into the

P Integrated Lights-Out 2 Login - Windows Internet Explorer

|:| |LO Manager @ =~y v |l 10.253,103.135 v | 54 Certificate Error
W|th a Fle Edit View Favorites Tools Help

€ P Integrated Lights-Out 2 Login

browser
pointed at the
iLOIP
address

Integrated Lights-Out 2
HP Proliant

2 Copyright 2008, 2013 Hewistt-Packard Davalopmant Company, LP.

Contains security softwars licansed from RSA Data Securtty Inc.
Partions Copyright 1989, 1951, 1892 by Camagle Mellon Univarsity
Darivative Wark - 1996, 1998-2000 Copyright 1596, 1998-2000 The
Regants of the Univarsity of California

2 Na\”ga‘te to Integrated Lights-Out 2 T

D Rem ote HP Proliant
Remote Console
Console. ' l I |

Remote Console Information a

Information

Settings Integrated Remote Console
Access the system KVM and control Virtual Power & Media from a single console under Microsoft Internet Explorer.

Integrated Remote Console Fullscreen
Re-size the Integrated Remote Console to the same display resolution as the remote host. Exit the console to return to your client
desktop.

Remote Console
Access the system KVM from a Java applet-based console requiring the availability of a JVM

Remote Serial Console
Access a VT320 serial console from a Java applet-based console connected to the iLO 2 virtual Serial Port. This console requires
the availability of a VM.

3. Launch the

D Remote
Console by

clicking on

Integrated setng: | Integrated Remote Console

Access the system KVM and control Virtual Power & Media from a single console under Microsoft Internet Explorer.
Remote C -[B1%)
€] 10.253.103.135 b Certificate Eor | 7| kot
Con SO I e or [rootBhostnamef 17242659 1 AL YEIN.
the legacy
remote

Console

@ Integrated Lights-Out 2 T =
HP Proliant Log

| Remote Console 1 |

Remote Console Information ]

Done @ Internet fa v RM100% T
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Open up the
drop down
menu of the
remote
console and
click on the
“mount”
button besides
image

Gl

e

10,253.103,135

- [O]x]

Browse to the
IS0 image
location on
your local
drive,
highlight it
and click
“open” on the
browse dialog
box to mount
the ISO
image.

]

e

10.253.103.135

5= E3

b5

To “unmount
an image file,
return to the
drop down
menu in the
remote
console and
click
“unmount”
button

&

e

10.253.103.135

[nutl!hnstnamzfl?n‘lZﬂSBlr, Y LO2

INTEGRATED LIGHTS-OUT 2
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Alternatively
ISO image
could be
mounted via
virtual media
applet

Click on the “Virtual media” tab in the iLO main screen:

QD Integrated Lights-Out 2 T
HP Pr it
[
Virtual Media

Virtual Media
Virtual Madia Applat

Connect tha floppy diskatta, CO/DVD-ROM or USE key physical devices or images on your client PC to the remots sarver so thay
t

appear local to the sarver during =
You may alse connect wirtu

am boot or while the operating systam is availabl

media from within the Integrated Remote Console,
Other virtual media options exist for users that want to script operations using RIBCL/XML of from the iLO 2 Command-Line
Interface

virtual Mmadia Status

Virtual CD/DVD-ROM: Mot connected
virtual FIoppy/USB key: Not connected

Click on the “Virtual media applet” hyperlink:

Integrated Lights-Out 2 T
H

Virtual Media
Help - Virtual Media

iLO 2 Nam,

Current Us

wirtual Media

Integrated Li ostnamef17a42059 P iLO al Media do e ]

« = flopp] &L 10.253.103.135 13 certificate Error || 23| ke pe.
+ = CD/D ~
Virtual Media: hostnamef17a42059171

wirtual Media ort USE devices
- virtual FloppylUSBKey

The Virtual M & Local Media Drive: Mone | Connect

’ ) - ;
virtual Media LeElrasEFE | _Sowse | irtual Media. Consult the iLO 2
Licensing pacll | [ Force read-only access

To use the V]

[ vinual CO/DVD-ROM

- Tou 5
section Local Media Drive: one ~ w|  Gonnect
menu 3|  Local Image File: |

= Virtual Floppy/USBKey
o use from the drop-down

- Tou name in the space provided
or use og. The "Browse" control
allows you are connected. Click
the "Cof Select a local drive from the list Create Disk Image —

Note: —frcual media Appiet. You may
aiso cejPons € Internet fh - ®|100% -

» The drive connected icon and LED will change state to reflect the connection status of the Virtual Floppy Drive.
» You may use the "Force read-only access" to ensure that the source diskette or image file is not modified during

~

Check the checkbox besides the “Local image file” option under virtual CD/DVD-ROM and click

“Browse”

Integrated Lights-Out 2
H

3150

- Y a72-2488-106-2,2.5_10.37.0-FW_SPR.is0
Virtual Media: hostnamef17a42059171 ) Mod-11.5.0.0_17. 1.0-x86_64.g0
Wirtual Floppy/USEKey Wy Recert | cno-11.5.0.0_17.1.0-x86_64.i20

Mpe-11,5.0.0_17, 1,0-%86_64.150
RO, Install-6,7,0.0.1_84, 17.0-OrncleLinuxs, 5-x86_64.150

 Lacal Media Drive: [ r1one ~| connect

(| Decuments Ma-11,5,0,0_17, 1,0-X86_6-
© Local Image File: 3

[
I~ Force read-only access Desktop

Virtual COMVD-ROM

" Local Wsdia Drive: Connect
 Local Image File _Browse |

My Documents

="

My Computer

Select a local drive or Image. Create Disk Image _
a .:!! e [ >

orne @ internet fa = Ruoos - | wynewes | Flesorbpe [AlFiesc9 =

Ceo

Car

Locate the file on the local drive and click “open” in the browse dialog box then click connect on
the virtual media applet to mount the iso image:

A 10.253.103.135

Virtual Media: hosinamer17a42059171

~ Virtual FloppyUSEKey

& Local Wedia Drive: Nene ~| Connect
" Local Image File |

I~ Force read-only access

~ Wirtlual COMYD-ROM
o

i Cwork\11.5USO\TPD.i Browse

Select a local drive or Image —

Done & nternet & - ®i0%w -

To unmount the ISO image, just click “disconnect” button.
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A reboot can
be executed
from within
the remote
console by
clicking on
the <Power
Options> tab
of the remote
console and
choosing
<Reset> .
Alternately
the “shutdown
—r now”’ can
be issued
form the
command line
prompt

&

i 10.253.103.135

You have now mounted and “unmounted” an image file using the remote console
of the iLO interface. You may be requested to either “mount” or “unmount” an
image file prior to rebooting the server as part of a specific procedure

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix C: Use Remote Console of the iLO Manager to virtually mount an iso image file (HP

DL380)

Step Procedure Result

1. | Log into the
D iLO Manager
with a

browser

pointed at the
iLO IP iLO 4
ad d ress HP ProLiant

Firmware Version 113
ILOUSE312YMKV

—
2. | Navigate to b

CTre T [T
|:| Remote e L
Console. - s e

Remote Console - ILO Integrated Remote Console

Integrated Remote Console

2 KVM and corieot Vitual Power & Meds f

s broweser reports St the corect version of the NET Framework 3§ s nstaied

NET Version Detected
Version Statun

p—

Java Integrated Remote Console

Ackasseg b sytem KM Ko 3 Java asie bosed corsoereies e avakasily of Jova
.

HP iLO Mobile App
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Launch the
Remote
Console using
by clicking on
<Launch> of
the .NET
version of the
remote
Console

iLO

4
oliar DL3a0p Gand

Open up the
drop down
menu of the
remote
console under
<Virtual
Drives> and
choose
<Image file
CD-ROM
DVD>

10253

Remote Console - ILO Integrated Rem

Integrated Remote Consol

rrrrrrr

Java Integrated Remote Ca|
‘Accessing the systers K\M from a Jara 29
i,

HP iLO Mobile App

Remote Console - ILO Integrated Remote Console

Integrated Remote C:

Java Integrated Remote Cd|

e

HP ILO Mobile App

;
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You will be
presented
with a
<Mount
Image File>
dialog.
Choose and
“open” the
image file
required,
which should
be accessible
locally. The
<Mount
Image File>
window will
close and the
“iso image
file” selected
has now been
“mounted”.

____ NI |

Power Switch  Virtual Drives  Keyboard Help

ase 5.8 (Final)

i#8.11.1.el5prerel5.1.8 73.1.8 on an xB6 64

Look in: | 5131 Kit Isupport

v e ®EckE-

Mame

Other Available
CD872-2488-103-2.2.3-10.29.0.is0
£2872-2509-101-TPD.install-5.1.0_73.3 0-Cent055.8-x86_64.is0
C0872-2544-104-9.1.0 31.1.0-cmp-x86 64.iso
C2872-2545-104-9.1.0_31.1.0-mpe-x86_64.iso

Py

Recent Places

|

Desktop

St
Libraries

LY

Computer
e
w

Netwark

[l 3

Open
Cancel

File name: | ﬂ
=l

Files of type [150 Image Fies ~150)

[| 720200 [ u [»]a] SR 0@

To “unmount”
an image file,
return to the
<Virtual
Drive> drop
down tab in
the remote
and uncheck
the “check
box” for
<Image file
CD-ROM
DVD>.

10253104247

Integrated Remote Consol

NET Version Detected
Version

Mt
Java Integrated Remote Cd)|

vom s deva o
jos—

HP ILO Mobile App
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A reboot can
be executed
from within
the remote
console by
clicking on
the <Power
Options> tab
of the remote
console and
choosing
<Reset> .
Alternately
the “shutdown
—r now” can
be issued
form the
command line
prompt

Remots Console - ILO INtegrated Remots Consols

Integrated Remote Consold | |

Java Integrated Remate Cd)

HP iLO Mobile Al

You have now mounted and “unmounted” an image file using the remote console
of the iLO interface. You may be requested to either “mount” or “unmount” an
image file prior to rebooting the server as part of a specific procedure

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix D: Configure SNMP

SNMP configuration architecture is based on using traps to notify a network management system of events and alarms that
are generated by any policy component (MPE, MA, BOD)

Alarms and telemetry data are continuously collected from the entire Policy Application Network and stored on the CMP
servers. Alarms will then cause a trap to be sent as a notification of an event.

SNMP can be configured in either of 2 ways:
e The Policy system can be configured so that the CMP is the source of all traps.
e The Policy systems can be configured to allow each server to generate its own traps and deliver them to the SNMP
management server(s).

Policy support multiple SNMP Versions:
e SNMP version 2¢ (SNMPv2c) and SNMP version 3 (SNMPv3) are supported.
e  SNMP version 1 (SNMPv1) is not supported. On the SNMP Setting Edit screen
e When you configure SNMPv2c, you must use a community that is not "public" or "private".
e When you configure SNMPv3, you must enter an "Engine ID", and a "username" and "password" for the SNMPv3
user.

Note: SNMP settings configuration must be done on a server that is the Active Blade in the Primary
Cluster. A banner warning appears if the login is not on the primary/active CMP. SNMP cannot be configured from servers
other than the active/primary CMP.

Step Procedure Result
1. Log into CMP . . .
g . oORACLE: Oracle Communications Policy Management
D GUI as admin
or with user that | ————— == R
has proper e o ey s
- - Manager 2 =None=
prIVI Iege then : ::ETEM WIDE REPORTS m:g:g:”:i ::gg:z
navlgate to ~ | PLATFORM SETTING _Er::;:;aéﬂn\;;r;nns Eggpvzc and SNMPv3
. Platform Configuration Settin Traps from individual Servers No
SNMP settings Topology Settings SRS e 1D e

SNMP Settings
SNMPv3 Authentication Type
SNMPv3 Privacy Type

SHA-1
AES

under Platform
Configuration

+* UPGRADE MANAGER
*/GLOBAL CONFIGURATION
*|SYSTEM ADMINISTRATION
+|HELP

aaaaaaaa

2. | Click modify
button to
configure the
SNMP then
“Save” when
done

SMNMP Settings
SHNMP Settings

Manager 1
Manager 2
Manager 3
Manager 4
Manager 5

Enabled versions

Traps Enabled

Traps from individual Servers
SNMPw2Zc Community Name
SNMPv3 Engine ID

SNMPv3 Security Level
SMNMPw3 Authentication Type
SMNMPw3 Privacy Type
SNMPv3 Username

SNMPv3 Password

Save I Cancel I

SMMPw2c and SNMPvE ¥
L

snmppublic

Auth Priv v
SHA-1 ¥

AES ¥
TekSNMPUser
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The SNMP settings are described as follows:

Field Name Description

Manager 1-5 SNMP Manager to receive traps and send SNMP
requests. Each Manager field can be filled as
either a valid host name or an IP address. A
hostname should include only alphanumeric
characters. Maximum length is 20 characters,
and it is not case-sensitive. This field can also be
an IP address. An IP address should be in a
standard dot-formatted IP address string. The
field is required to allow the Manager to receive

traps.
By default, these fields are empty.

Enabled Versions Supported SNMP versions:
* SNMPv2c

* SNMPv3
* SNMPv2c¢ and SNMPv3 (default)

Traps Enabled Enable sending SNMPV2 traps (box checked ;
default)

Disable sending SNMPV2 traps (box not
checked)

Traps from Individual Servers Enable sending traps from an individual server
(box checked).

Sending traps from the active CMP (box not
checked; default)

SNMPv2c Community Name The SNMP read-write community string.

The field is required if SNMPv2c is enabled.
The name can contain alphanumeric characters
and cannot exceed 31 characters in length.

The name cannot be either “private” or “public.”
The default value is “snmppublic”.

SNMPv3 Engine ID The length can be from 10 to 64 digits.
The default is no value (empty).
SNMPv3 User Name The SNMPv3 User Name.

The field is required if SNMPv3 is enabled.
The name must contain alphanumeric characters

and cannot not exceed 32 characters in length.
The default value is “TekSNMPUser”.

SNMPv3 Security Level SNMPv3 Authentication and Privacy options.
1. “No Auth No Priv” - Authenticate using the
Username. No Privacy.

2. “Auth No Priv” - Authentication using MD5
or SHA1 protocol.

3. “Auth Priv” - Authenticate using MD5 or
SHAL protocol. Encrypt using the AES and

DES protocol.
The default value is “Auth Priv”.

SNMPv3 Authentication Type Authentication protocol for SNMPv3. Options
are:

1. SHA-1” - Use Secure Hash Algorithm
authentication.

2. “MD5” - Use Message Digest authentication.
The default value is “SHA-1".

SNMPV3 Privacy Type Privacy Protocol for SNMPv3. Options are:

1. “AES”: Use Advanced Encryption Standard
privacy.

2. “DES”: Use Data Encryption Standard
privacy.

The default value is “AES”.
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SNMPv3 Password

Authentication password for SNMPv3. This
value is also used for msgPrivacyParameters.
SNMPv3 Password

The field is required If SNMPv3 is enabled.
The length of the password must be between 8

and 64 characters; it can include any character.
The default value is “snmpv3password.”
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