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1. Introduction

1.1 Purpose and Scope

Due to the recent transition OF Cable Policy solution to TPD platform, software upgrade to release 11.5 will only be
supportable from TPD based Releases 9.3 and 9.4.

This document describes the procedures to upgrade Cable Policy solution from release 9.4 to release 11.5. The
upgrade includes the TPD upgrade.

Cable Policy software 9.4 can be installed on any of the following supported HP RMS hardware types:

- HP ProLiant DL360G6/G7
- HP ProLiant DL360pG8
- HP ProLiant DL380pG8

Hence the upgrade to 11.5 is also supported on any of these Hardware types.

Policy 11.5 is based on Platform 6.7 release and contains the following major components releases:

- Oracle Linux OS 6.5

- TPDG6.7

- COMCOL (In-memory DB) 6.3

- Policy components: MPE, MA, BOD and CMP 11.5

Note: During the upgrade period the Cable Policy system may have configuration where some of CMPs, MAs,
MPEs, and BoD-AM s are running Release 9.4 software and some are running Release 11.5 software. This could
result in some alarms which will be suppressed after the full solution is upgraded and reaches one coherent release.

1.2  Supporting Documentation

[1] PD001866 Formal Peer Review Process

[2] FE007452 Cable Reference Architecture

[3] FDO08005 Release 11.5 Upgrade

[4] TRO07406 Upgrade guide to 11.5 from releases 9.3/9.4
[5] FD008102 Policy platform multiple modes

1.3 9.4 upgrade considerations

e The upgrade path from 9.4 to 11.5 requires that policy solution is on 9.4.1 release to be upgraded to 11.5,
accordingly all 9.4 customers will need to upgrade to 9.4.1 if they are on earlier 9.4 revision before going to
11.5 release.

e Back Plane link should be available and configured before upgrade since it is a mandatory setup to
complete the upgrade process to 11.5 successfully.
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Cable Policy solution is upgraded in the following order:

1.4

CMP (Primary Site, then Geo-Redundant Site if present)
MA

MPE-R

MPE-S

BoD-AM

Upgrade infrastructure

Upgrade is supported from Release 9.4 on all supported HP rack mount server configurations (Gené,
Gen7 and Gen8).

Source Destination Hardware Direct-Link before | Direct-Link after
upgrade upgrade
9.4 11.5/Cable DL360G6 Enable Enable
DL360G7 Enable Enable
DL360G8 Enable Enable
DL380G8 Enable Enable

1.5

Required Materials

GA released version of Cable Policy components (CMP, BOD, MPE, MA) ISO images on CD/DVD/USB drive
or local in the machine used in case of remote installation

1.6 Acronyms

Acronym Definition

BOD Bandwidth on Demand

GUI Graphical User Interface

HA High Availability

MA Management Agent

MPE-R Multimedia Policy Engine (Routing) also known as tier 1 Policy Server

MPE-S Multimedia Policy Engine (Serving) also known as tier 2 Policy Server

CMP Camiant Management Platform

OAM Operation, Administration and Management

SIG Signaling Network

CD Compact Disk

iLO Integrated Lights Out manager

IE Internet Explorer

IPM Initial Product Manufacture — the process of
installing TPD on a hardware platform

0S Operating System (e.g. TPD)

RMS Rack Mount Server

SFTP SFTP Secure File Transfer Protocol

SNMP Simple Network Management Protocol

TPD Tekelec Platform Distribution

Table 1 Acronyms
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2. CMP Cluster(s) Upgrade
2.1 CMP Pre-Upgrade checks

Procedure 1: CMP pre-Upgrade checks

Procedure 1. CMP Pre-Upgrade checks

This procedure will check the health and state of every component of the Cable Policy solution to ensure the
readiness before the upgrade.

Needed material:

H=UOMmMHW®W

- Access to customer’s network to access the Cable Policy solution
- CMP OAM VIP
- Admin login to CMP

1. | Computer Open a browser and enter CMP’s OAM VIP to Navigate to CMP GUI:

[] | on solutions’
network or | FEewecomnowsrs: - X

remote €« C A [ 10.240.239.196/mi/index.do
access to
solutions’
network:
Login to
CMP

ORACLE

Welcome to the Configuration Management Platform (CMP). Please enter your user
name and password below to access the CMP desktop. If you do not have an
existing user name or password, or if you have misplaced either, please contact the
system administrator.

Enter the password for the admin account and push “Login”:

09/16/14 08:51 AM | admin|

Oracle Communications Policy Management

ORACLE

MY FAVORITES
=/POLICY SERVER

Configuration

Network Elements.

Applications

Traffic Profiles

Media Profiles

Record Keeping Servers

Event Messaging

Managemant Agents
=IPOLICY MANAGEMENT

Policy Library

Template Library

Policy Table Library

Policy Import / Export
~IBoD

Configuration

Services

Services Import / Export
+|SYSTEM WIDE REPORTS
+|PLATFORM SETTING
*| UPGRADE MANAGER
+/GLOBAL CONFIGURATION
+/SYSTEM ADMINISTRATION
+IHELP
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Procedure 1. CMP Pre-Upgrade checks

2. | CMP GUI:
[] | Check active
alarms

Navigate to System Wide Reports > Alarms = Active Alarms

09/16/14 08:51 AM | admin | Logout

2

Oracle Communications Policy Management

ORACLE

Active Alarms (Stats Reset: Manual / Last Refresh:00/16/2014 09:15:04 )

MY FAVORITES

| —E T ¥ [ Printabla Format | Savesscsv ][ _epeeor ]

+|POLICY SERVER
+POLICY MANAGEMENT Display results per page:
180D [First/Prev]1[Next/Last] Total 1 pages
EEESLERINIDUREBURES Server STE;;:" Severity | Alarm ID Age/Auto Clear Description Time Operation

KPI Dashboard PER

T 10.240.239.205 MPE Minor 71004 26m 38s / == AM socket closed 09/16/2014 08:48:27 EDT (&) |

B MPE-S .

Alarms 10.240.539.201 MPE Minor 71102 11d 1zh 26m 145/ MSC Conn Lost 09/04/2014 20:48:50 EDT (&) |

Active Alarms

Alarm History Report

“lothers

Connection Status.

Protocol Errors

Policy Statistics Report

MPE/BoD Rep Stats
+/PLATFORM SETTING
+/UPGRADE MANAGER
+|GLOBAL CONFIGURATION
*|SYSTEM ADMINISTRATION
+IHELP

Inspect the displayed MAJOR alarms and analyze them to confirm they will not impact the
upgrade process.

3. | CMP GUI:
[] | Check KPI
Dashboard

Navigate to System Wide Reports - KPI Dashboard

Oracle Communications Policy Management

ORACLE

KPI Dashboard (Stats Reset: Manual / Last Refresh:09/16/2014 09:34:35 )

Change Threshalds

MY FAVORITES
+/POLICY SERVER

Name Performance Connections Alarms Protocol Errors
PLTIEr LEE D E MPE state | TPS" | 7ps.Rx Sessions CPU % |MEMOTY | an pps | Networkl ciical | major | Minor | Sent Received
Tnon pCHM % Elements,
MPE-R(Server-A) Acive | 0(0%) 0(0%) 0 (0%) 1 25 10f0 10f1  Oof0 [ 0 1 1417 1a17
~ISYSTEM WIDE REPORTS =
MPE state | PS5~ | 1ps Rx Sessions CPU9% MEMOTY |  ay pps |Network| ool | Major | Minor | Sent |Received
s o— PCHM % Elements
MPE-S(Server-A) Acive | 0(0%)  0(0%) 4 (0%) 1 25 20f0 0of0  1of2 o o 1 1420 o
Trending Reports
= Alarms
Active Alarms

Alarm History Report
~Iothers
Connection Status
Protocol Errors
Policy Statistics Report
MPE/BoD Rep Stats
+|PLATFORM SETTING
+|UPGRADE MANAGER
*/GLOBAL CONFIGURATION
+|SYSTEM ADMINISTRATION
AHELP
*|UPGRADE MANAGER
*/GLOBAL CONFIGURATION
*|SYSTEM ADMINISTRATION
+IHELP

Ensure system is not overloaded and running in an adequate metrics from CPU / Memory /
transactions perspective
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Procedure 2: Exchange SSH Keys

Procedure 2: Exchange SSH keys from Active CMP

S | This procedure will make sure SSH keys are exchanged from Active CMP to the different servers of the Cable
T | Policy solution servers.
E
P Needed material:
# - Root access to CMP active CLI
1. | 9.4 Active CMP CLLI: SSH to 9.4 Active CMP CLI as root:
[] | Connectto CLI
2. | 9.4 Active CMP CLI:
] | Validate if keys are
exchanged
3. | 9.4 Active CMP CLI: In case the results of the previous step include “not exchanged”, run the following

[] | Exchange the SSH keys | command to perform the SSH keys exchange:

va

* S5H key

* S5H key

ng
n
ng
ng

d key succesafully
d key succe

d key successfully
d key successfully

0

m M M M

Xchi
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2.2 Prepare ISO image

Procedure 3: Prepare 1ISO image

Procedure 3: Prepare I1SO image

S This procedure will transfer the ISO image of 11.5 CMP into the upgrade path in preparation for the upgrade.
T
E | Needed material:
; - 11.5 CMP iso image file.
1. | 9.4 Active CMP Transfer the 11.5 ISO image file into the upgrade path (/var/TKLC/upgrade/) of the
server: Transfer 11.5 9.4 active CMP server:
1 | 1SO image file to the
upgrade path t@CMP9-4 upgrade]$ pwd
C/upgrade
-4 upgrade]# 1s -1tr
-rw-r--r-— 1 root root 1102571520 Zug & 13:01 cmp-11.5.0.0 17.1.0-x86 64.iso
[root@CHPS-4 upgrade]# ||
2. | 9.4 CMP GUI: Upload | 11.51S0O image file can be copied over to upgrade path via CMP GUI as shown in the
] | 11.5 CMP ISO image below steps:
via CMP GUI
Login to CMP GUI as administrator then navigate to Upgrade Manager - 1SO
Maintenance:
Name Aoud Type » ‘m 150
1 ogest
Check the active CMP server then expand “Operations” menu and select “Upload
ISO”:
Fill in the upload 1SO window with the details to transfer the 1SO image :
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Mode: | SCP ¥

IS0 Server
Hostname [ IF
U=zer

Password

150 file full path

10.240.239.200

root
TEERERE

de/cmp-11.5.0.0_17.1.0-x86_&4.iso

Confirm the process completed successfully :

Upload IS0
CMP2 10.240.239.204 0K

9.4 CMP GUI: Confirm
ISO image transfer
completion

w

Navigate to Upgrade Manager - System Maintenance to confirm the 11.5 CMP 1SO

image appear under ISO column for the CMP cluster

System Maintenance

= [ Filter <
MY FAVORIT
PoLICY SERVER Server Prev | Runn
Name Appl Type w S 150 e Upgrade Status
POLICY MANAGEMENT e on
BoD 0D 80D 10.240.239.207  Active Unknown  9.4.0_45.1.0 <9
SYSTEM WIDE REPORTS [ MPE-R e
PLATFORM SETTING MPE-R e 10240.239.206  Active Unknown  9.4.0_41.1.0 SgTBleted: uparads was complate
UPGRADE MANAGER g wa A
MA 10.240.239.205  Active Unknown  9.4.0_41.1.0 SMpleted: uparads was complate
uster  CMP Sitel Cluster
CHP Sitel Cluster  10.240.239.200  Active [ Jomp-11.5.0.0_17.1.0:%86_64is0  Unknown  9.4.0_a1.1.0 CgTpleted: upgrade was i
o Gl Force Stand cmp-11.5.0.0_17.1.0-xB6_64.isol - Pending: upgrade was completed
CMP Sitet Cluster  10.240.230.204 FOreg Stand e Unknown  9.4.0_41.1.0 U
wee
MPE-S weE 10200299201 Active Unknown  9.4.0_a1.1.0 SomPleted: upgrade

Logout

9.4 CMP CLI: Confirm
ISO image exists under
upgrade path

>

Login to 9.4 CMP servers as root then validate 1SO image file exists under upgrade

path (/var/TKLC/upgrade):

[root@CHPZ
total 10767

upgrade]$ 13 -1tr
36

0. AL

-rw-r--r-- 1 root root 1102571520 Sep 9 08:25

[root@CME2 upgrade]$ ||

cmp-11.5.0.0 17.1.0-%86 64.is0
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2.3 Stage upgrade scripts

Procedure 4: Copy over upgrade scripts from 11.5 1ISO image

Procedure 4. Copy upgrade scripts from 11.5 SO image

S | This procedure will copy necessary upgrade scripts from 11.5 CMP ISO image overwriting the existing
T | scripts.

E

P | Needed material:

# - 9.4 Active CMP CLI access

1. | 9.4 Active CMP Login to the 9.4 active CMP CLI as root:

] | CLI: SSH to the
server’s CLI

2. | 9.4 Active CMP Run the following command to mount the 11.5 CMP ISO image file:
1 | CLI: mount ISO
image
mount -0 loop /var/TKLC/upgrade/cmp-11.5.0.0_17.1.0-x86_64.is0
/mnt/upgrade
[root@CHP-4 wpgrade] mount -0 Loop /var/TRLC/upqrade/cmp-11.5.0.0 17.1.0-x86 64.is0 /mt/upgrade
|coot8CHPS-4 upgrade)} I
3. | 9.4 Active CMP Run the following commands to extract the upgrade scripts overwriting the old

] | CLI: Extract needed
upgrade scripts

scripts:
e cp /mnt/upgrade/upgrade/policyScripts/policyUpgrade.pl /opt/camiant/bin

jolicyScripte/policyUpgrade.pl fopt/camiant/bin
1'7 y

e cp /mnt/upgrade/upgrade/policyScripts/policyUpgradeHelper.pl
/opt/camiant/bin
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Procedure 4. Copy upgrade scripts from 11.5 I1SO image

4. | 9.4 Active CMP Run the following command to unmount the 11.5 CMP 1SO image file:
7 | CLI: Unmount ISO
image umount /mnt/upgrade
upgrade] # umount /mnt/upgrade
5. | 9.4 Active CMP Run the following command to exchange SSH keys to all servers configured in the
CLI: Exchange SSH | topology :
keys to all servers
configured in the gqpSSHKeyProv.pl —prov —user=root
topology
[root@BCMPS-4 ~]#
The password of root in topology:
Connecting
Connecting
Connecting root@CMEZ ({10
Connecting
Connecting
Connecting
Provsioning (10.240.23
Provsioning {10.240.239.200)
Provsioning {10.240.239.204)
Provsioning (10.240.235.201)
Provsioning {10.240.239.205)
Provsioning 5 (10.240.23
Note that root password needs to be supplied for script to run successfully.
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Procedure 4. Copy upgrade scripts from 11.5 I1SO image

6. | 9.4 Active CMP
CLI: Push scripts to
all servers in the

topology

From CMP GUI, navigate to Upgrade Manager = System Maintenance then select
“Push Script” from the operations menu:

Ve ManCenan ¢

LV mARAGT N 7

Confirm the action in the dialog box:

Are you sure you want to execute Push Script?

|DK| | Cancel |

Validate that action completed and script is pushed to all servers in the topology:

Push Script

BOD 10.240.239.207 0K
MPE-R 10.240.239.206 0K
MA 10.240.239.205 0K
CHMP9-4 10.240.239.200 0K
CMP2 10.240.239.204 0K
MPE-S 10.240.239.201 0K
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Upgrade CMP servers

Procedure 5: Upgrade CMP Servers

Procedure 5. Upgrade CMP Servers

STE | This procedure will perform the actual upgrade of the CMP cluster(s) servers.
P#
Needed material:
- Admin access to CMP GUI to perform the upgrade
1. | 9.4CMP GUI: Login to CMP GUI as admin and navigate to Platform Settings > Topology Setting
0 Validate CMP and choose the CMP cluster
servers status
Policy Management
£ Topelegy Settings Topology Configuration
B ML sites ify Cluster Ssttings Wodify Server-A Medify Sarver-B Back
EMZY AL Clusters ter Settings
(MP S (MP Sitel Cluster
@ WE-1 " CMPaSr';te‘\ Cluster
FI; \“I,;I.ﬁﬁ.lg“lm 24
ling VIP 1 Nane
ling VIP 2 None
ling VIP 3 None
ling VIP 4 None
er-A Server-8
ir FLET UL 1P AR 1150
HostHame (=2 = HastHlame = -
Faorced Standby Ha Faorced Standby Yes
Status active Status standby
Validate the status of the CMP servers to ensure none of the servers is in OOS (Out
Of Service) state.
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Procedure 5. Upgrade CMP Servers

2. | 9.4 CMP GUI: Navigate to Upgrade Manager > System Maintenance, check the CMP stand By
0 Enable Force Stand | server checkbox then from the operations menu click “Force Standby”:
By on the stand By
CMP server Policy Management
9.4 Cable Polic
Syelem Mamtenso
P e
e Aopd Type 150 et ]
50 Bl
800 80 e 340 81 e e
wri e
it e tcne 140 41 e ot i
: : rhoces A0 4113 TOTPRERE oorade mis oty
TR ORNGS 1535 U
OF Saei Ouser O% Seei Ouater
owe4 OPShiChaer JAMEINNT Adwe oee11849 4 Siee (dowes 5406012 :f:“‘::_'f"":’“:f:??‘
i om OF Sial e 1BIGIBN4. Sy ieen 349,033 MO0 o
::: : s A Unises 3406200 O O e e
Confirm the dialog box to perform the action:
Are you sure you want to execute Force Standby?
| oK | | Cancel
Validate action completed :
Upgrade Command
Force Standby
CHMP2 10.240.239.204 0K
Now CMP server should have the “Force Standby” state:
[ Aot Type - (o "o Ponaig) B~ e orade Stunen
v o o-n-xo- ;o;o;-u;":"_"" - = n-- -u.-ulo"‘.'.": ‘H‘;;"“"‘uf,;
s s - = e 1A 018 R T
15 of 48 E61662-01, February 2015




PCRF 9.4 to 11.5 Cable Policy Upgrade Procedure

Procedure 5. Upgrade CMP Servers

3.
[

9.4 CMP GUI:
Start the upgrade

With the Force Stand By server checked, open the operations menu and choose
“Start Upgrade” action:

Policy Management
9.4 Cable Po Active A 062

A
OF Sead Ostar O Soal Chte

O Sael Owter WINIMN 2N

Ve

-
. oe: OF See Oumer  203¢8300204 104 B

[ $02e) 30201 3 P TR g

Confirm the action on the next dialog box:

CAUTION! Please make sure the remote server is not being either Upgraded or Backed-out at this moment!

An information message indicating the successful start of the upgrade displays:

Upgrade Command

Start Upgrade
CMP2 10.240.239.204 0K

The upgrade will go through multiple phases that would be displayed in the upgrade
status field like seen from the following samples:

P2 CMP Sitel Cluster ~ 10.240.239.204 F”"”hysta”d omp-11.5.0.0_17.1.0-486_64.150[100% 949 41,1,0 9.4.0 41.1.0 InProgress: Initalizing upgrade...

ez CMP Sitet Cluster 10.240.230.204 Fwoebftand] cmp-11.5.0.0_17.1.0-x86_64.is0[100% 0.4.0.411.0 9.4.0.411.0 InPlogress:eI;rform:% preupgrad

InProgress: Installing /var/TKLC/!

9.4.0_41.1.0 9.4.0_41.1.0 og/upgrade/manifest.QPIDKPatch.
UPGH

P2 CMP Sitel Cluster  10.240.239.204 F”'ﬁysta“d] amp-11.5.0.0_17.1.0-x86_64.is0[100%

RADE
InProgress: Installing /var/TKLC/l

9.4.0 41.1.0 9.4.0_41.1.0 og/upgrade/manifest.normal.UPGR

2 CMP Sitel Cluster 10.240.739.204 Fnrozftand] mp-11.5.0.0_17.1.0-x86_64.is0[100%

ez CMP Sitel Cluster  10.240.239.204 F:r:smStand 1U;r;ﬁ»-n.5.0.0_17.1.0-155_64.\50[ 0.4.0.41.1.0 9.4.0_41.1.0 InProgress: Running APP_ENABL
o "

Then when upgrade completes, the upgrade status will reflect that as below:

; Farce Stand emp-11.5.0.0_17.1.0:486_ 64 115.0.0_17.1 Pending: upgrade was completed
MR CMP Sited Cluster  10.240.239.204 by 14 9404110 I 3 19092014 13003 TC"

Note that in case an SSH session is opened to the server while it is being upgraded,

the connection will be lost as the server will reboot during the upgrade process:
[EooT@CMPZ U ade] #

16 of 48

E61662-01, February 2015




PCRF 9.4 to 11.5 Cable Policy Upgrade Procedure

Procedure 5. Upgrade CMP Servers

4. | 9.4CMP GUI:
N Expected alarms

During the upgrade some alarms may raise like the following:

GEart [uaie Wil s Rty CbeT o BErved hinied v AJirepat
w i Cricsl ¥ T L Py
T Mhatrrs foweed, dirplayieg ol Alarem.
Duawrresce DAH VP Serer

Trverfy Alarm D Taxt

g U, 2004 I AN LB et ivlabily deten o oY 10 250LIT 168 Ol D0 5800 200
Sea O, B4 el e B ¢ D Thehaa ey pencedd N Nebed. Thel Sebinad Mafadel o) ol dotmee.  10D0TH 198 N L IM0 T . 00

These alarms are expected and would be automatically cleared after the upgrade
concludes successfully

5. | 11.5 upgraded
CMP server CLI:
Validate upgrade
log file

SSH to upgraded CMP server and login then tail the upgrade log file as follows :

Running

Funning p

Running p

Running

::Policy:

Running p 'SQLPolicy upgrad

: Running p : :Policy: :QPNTPFixes upgrade D

Running ::Policy: RunPostRPMACtionsFE

r Upgrade: :Policy: : PlatformLast upgrade

1 file. ..

Validate upgrade returned success.

6. | 11.5 Upgraded
CMP server CLI:
Validate policy
revision

Run the following command to check running policy version:

—£

Make sure the version is the upgraded version “11.5”

7. | 11.5 Upgraded
CMP server CLI
as root: Verify the
server’s HA role

Run the command “ha.mystate” to verify the server has the stand By role:

8. | 11.5 Upgraded
CMP server CLI
as root: Verify
NTP sync
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Procedure 5. Upgrade CMP Servers

9. | 9.4 CMP GUI: From the System Maintenance screen, check the CMP cluster and choose “Switch
Switch Stand By Force StandBy” from the operations menu:
CMP servers
e Aowt Type w g 1 S e e
e G cesmesaemanaET: —
il = o : =
Connection to CMP GUI will be lost due to the switch of the CMP servers’ state,
you will need to re-login to CMP GUI again which will be on 11.5 release.
Navigate to System Maintenance again to confirm the upgraded server assumed the
Active state while the other CMP server is in Force Stand By state:
PR TA L122 AN | whaen | Lagent]
t-:-'- — Aowt Tupe w . "o | — gt Wpante Mt
E‘:‘:— . -;-‘- a::;qn: NI L g AR e W AL ?—"'Ean.:...
18 of 48

E61662-01, February 2015




PCRF 9.4 to 11.5 Cable Policy Upgrade Procedure

Procedure 5. Upgrade CMP Servers

10. | 11.5 CMP GUI:
Upgrade the second
server in the CMP
cluster

Having the second server checked, click the operations menu and choose start
upgrade:

System Maintenance( Last Refresh :09/09/2014 11:35:22 )

Save Layout | rr—  —r—— Gparations v
Push Script

. Upload T
Server Prev Running ]
State 1so Release | Release  RePlict Cancelr

Name Appl Type P

5] CMP Sitel Cluster  CMP Sitel Cluster

Force Sta Upgrade Completion
v cmps-4 CMP Sitel Cluster  10.240.239.200 ™75 ™ ¥.cmp-11.5.0.0_17.1.0-x86 64.i50  Unknown  9.4.041.1.0  ONundo Upgrade Completion
Switch Forcestandby
Accept Upgrade
" Backout

115.0.0_17.1
0 <

cMP2 CMP Sitel Cluster ~ 10.240.239.204  Active Dnﬁzp'l"5'5'D—”'l'n"“—s“"“[L

9.4.0_41.1.0
MA MA

MPE-R MPE

MPE-5 MPE

HEB

Confirm the action on the following dialog box:

CAUTION! Please make sure the remote server is not being either Upgraded or Backed-out at this moment!

Upgrade will start and goes through several stages which will be reflected in the
upgrade status column of the server. Following a sample of those stages:

InProgress: Preparing for
e upgrade

Force Sta

CMpo-4 CMP Sitel Cluster  10.240.239.200 by omp-115.0.0_17.1.0-x86_64.s0 9404110 9404110  On

InProgress: Installing /var/TKLC/log/up

CMP Sited Cluster  10.240.239.200 Force Standby |emp-11.5.0.0_17.1.0-x86_64.is0 9.4.0.41.1.0 9.4.041.1.0 on e/ manifest. QPIDKPatch UPGRADE

InProgress: Installing /var/TKLC/log,

CMP Site1 Cluster ~ 10.240.239.200  Force Standby | emp-11.5.0.0_17.1.0-x86_64.is0 9.40_41.1.0 9.4041.1.0 On de/manifest.nomal PGRADE

CWp Sited Cluster 10240138200 Force Stendby Uemp-11500 1700406 640 9404110 9404140 On InProgress: Running APP_ENABLE..,

Then when upgrade completes, the upgrade status will reflect that as below:

OMP el liser 1040238200 Force Stndby Uemp 11500 1740466 6iso 940,410 11'5'”'00—”'1 - TSI

(1014 16:03:12U7C°

Within the upgrade steps, the server will reboot so any opened ssh sessions shall
disconnect:

ge from ro
{unknown) at 11:5

tem i= going down for reboot HOW!
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Procedure 5. Upgrade CMP Servers

PCRF 9.4 to 11.5 Cable Policy Upgrade Procedure

11. | 11.5 secondly SSH to latest Upgraded CMP server and login then tail the upgrade log file as
upgraded CMP follows :
server CLI:
Validate upgrade -4 ~1# tail upgrade. log
|Og flle Running t () for Upgrade::Policy: yondConfig upgrade
Running (} for v::QPFirewallFix
Running ot {}) for Upgrade::Policy::Q vEFixes upgrade
Running (} for Upgrade::Policy::QPJDEPolicy upgrade
! Running for Upgrade::Policy::QPMySQLPolicy upgrad
: Bunning (} for Upgrade::Policy::QPNTPFixes upgrade p
Running () for Upgrade::Policy::QPRunPostRPMActionsP
policy...
: Running postUpgradeBoot () for Upgrade::Policy::PlatformLast upgrade
Updating platform ion file...
Upg: eturned s1
~1%
12.| 11.5 secondly
upgraded CMP
server CLI:
Validate policy
revision
Make sure the version is the upgraded version “11.5”
13. | 11.5 secondly Run the command “ha.mystate” to verify the server has the stand By role:
upgraded CMP
server CLI as
root: Verify the
server’s HA role
14. | 11.5 secondly
upgraded CMP
server CLI as
root: Verify NTP
sync
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Procedure 5. Upgrade CMP Servers

15.

11.5 CMP GUI:
Cancel the force
stand By state

From the system maintenance screen of CMP GUI, check the latest upgraded server
then from operations menu choose cancel force standby action:

09/09/14 12:26 PM | admin | Logout|

)=l Oracle Communications Policy Management

System Maintenance( Last Refresh :00/09/2014 12:31:54 )

WY FAVORITES I s | I — § —r———— %]
POLICY SERVER =
POLICY MANAGEMENT — server prev  Running
E Appl Type o State = Release Release!
- 800 BoD
SYSTEM WIDE REPORTS . =y PP reprnpre g Uninown  9.4.0_45.1

e CMP Site1 Cluster  CMP Site1 Cluster

e —— M+ CHPSHel Cluter 10200239200 "S/%8 S ¢ cmp-11,5.0.0_17.1.0x85 Sis0 sag.a110 1S500T

150

cMpz CMP Site1 Cluster  10.240.239.204 Active [Jomp-11.5.0.0_17.1.0-xB6_64.isa[100%] 5.4.0_81.10 1120,

Spsten Hai

GLOBAL COI . A
; MA MA 10.240.239.205  Active Unknown  9.4.0_41.1.0 on Compiete
MPE-R MPE 10.240.239.206  Active Unknawn  9.4.0_41.1.0 on complete
111 99,
Now the server state should be changed to “StandBy””:
OMP Stel Custar  OMP Satel Ouster
. . * . Pend: o vl
a4 OMP Site} Cluster  10.240.239.200 Standtyy " 50T E0M6N g5 4310 M s «’e:g'o:gw;:“."ﬁ\ 1
s 1730 1. 171 Pending: ol
o CMP Stel Ouster 10.240339.304  Actve /0O 81 SD0A7.3.0186.648 ¢ 45 41,0 1500372 etad w0905 131098
10 i surc”

16.

11.5 secondary
site CMP cluster

In case solution is geo-redundant , follow the same current procedure to upgrade
CMP cluster in secondary site
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PCRF 9.4 to 11.5 Cable Policy Upgrade Procedure

Upgraded CMP cluster validation

Procedure 6: Post Upgrade Validation

Procedure 6. Post CMP cluster Upgrade Validation

S | This procedure will validate the CMP cluster was upgraded successfully.
T
E | Needed material:
; - Admin access to CMP GUI
- Access to SSH to server’s CLI
1. | 11.5 CMP GUI: Login to CMP GUI as admin and navigate to Platform Settings = Topology Setting

] | Validate CMP servers
status in Topology

and choose the CMP cluster

o cTNal= Oracle Communications Policy Management ”’"’”‘%%"“

Topology Configuration

3 Topology Settings Modify Cluster Settings | Modify Server-A | Modify Server-B | Back
POLICY SERVER =4 Al Clusters

«{ Elcluster Settings
POLICY MANAGEMENT 9 Bop

General Settings
Bob B Sene
SYSTEM WIDE REPORTS 9 ma Appl Type

HW Type
PLATFORM SETTING [3) weeR

Degrade on failure of:
Platform Configuration Setti - MPE-§ OAMVIP

Signaling VIPs

*{ & Server-A

General Settings

MY FAVORITES

CMP Sitel Cluster
CMP Sitel Cluster
HP Proliant DL360GE/G7
OAM | 'SIG-A - 'SIG-B - Both SIG-Aand SIG-B
10.240.239.196 / 27

Topology Settings

SNMP Settings
UPGRADE MANAGER
GLOBAL CONFIGURATION

HostName CMPS-4
SYSTEM ADMINISTRATION Forced Standay o
HELP Status standby

—{ CServer-B

General Settings

P 10.240.238.204
HostName CMP2

Forced Standby No

Status active

10.240.239.200

Validate the status of the CMP servers is correct: one in Active state and the other in
StandBYy state

2. | 11.5 Active CMP
server CLI: Validate
MySql database state

Run the following command to check running MySql configuration database state of
the server:

[root@CHMEZ

~]1#%# wbhAccess mysglState

[root@CMEZ

Note: This command can only be used for CMP and MA components.

3. | 11.5 Active CMP
server CLI: Verify
the server’s HA role

Run the following command to verify the server has the Active HA role:
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Procedure 6. Post CMP cluster Upgrade Validation

4. | 11.5 Active CMP Run the command “# irepstat” to verify the server has the Active replication role:
server CLI: Verify
the server’s
replication role
5. | 11.5 StandBy CMP Run the following command to verify the server has the Active HA role:
server CLI: Validate
MySql database state [root@CMP9-4 ~]# wbhAccess mysqlState
SLAVE SYNCHRONWIZED
[root@cMPa-4 ~1# |]
6. | 11.5 StandBy CMP Run the following command to verify the server has the stand By role:
server CLI: Verify
the server’s HA role
7. | Validation results In case of failure of one or more of the upgrade validation steps in this procedure
without a plan for recovery, back out should be performed as in the following
procedure.
However in case all validation steps passed skip the following procedure (Back out
the upgrade) and go directly to accept upgrade procedure in section 2.7.
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2.6 Back out the upgrade

Procedure 7: Backing out the upgrade

Procedure 7. Back out the upgrade

S | This procedure is only needed if the upgrade verification fails and back out is decided.

E This Back out procedures can only be followed successfully if:

P 1. Upgrade was not accepted

# 2. No configuration or new features have been set up

3. CMP can be backed out only when all other policy components were backed out successfully

Needed material:
- Admin access to CMP GUI

1. | 11.5CMP GUI: Navigate to Upgrade Manager - System Maintenance, check the CM cluster check
Undo upgrade box then from the operations menu choose “Undo upgrade completion™ :
completion for the
CMP servers IerTialg Oracke Communications Policy Management =t

- : HH_#* ﬂ_h#& - —
2. | 11.5CMP GUI: Navigate to Upgrade Manager - System Maintenance, set the upgraded server that

[] | Force Stand By the has the StandByY status to Force StandBy from the operations menu
upgraded Stand By
server DRACLE

Systom Maistenance] Last Relresh 0000/ 2014 12:47:56 )

POLICY SIEVER
POLLEY MARKGEMENT Hame Appl Typs " . 1= Helease  Release | Creecabem
= SO0 Bl

SYSTEM WIDE REPORTS

_“""""_—' RN L 10.240330.306  Active bnkngwn  FA8_43.1.0 an
i - o | mee o g
a c-um c--w;n;; c.lmr 10240200200 Sandby , P HBAAITIE M6 S g g 4y g 10T
=) O aat Custer I0BOIMIN  Acs TR SOGITAMEIE g1y g3 g 30037
s L
L WPE 16, 240259201 Active nknown  §.40 4100 [+ m:-‘-c?g;.”:'a:.’c’;a
Gzt
3. | 11.5CMP GUI: With the server set to Force StandBy checked, choose “Backout” from the
[] | Backout the operations menu:
upgraded Stand By
server Y= N-@ Oracle Communications Policy Management [T Ll e

Systom Maistenance] Last Relrech 300,00,/ 2014 12:45:56 }

AY FAVORITES Ce=a] | =TI | ST

e
LLEY FARRCERENT e Server Prov | Remming =i
L el Fya - State i Rabssss | Malaage | Peelicrlies |
8t B0
800 B0 10.34030.207  Active Uningwn 340_45.8.0
- v
- e—— e e 10.240.339.206  Active Unknown A0 4110 on
st
f "a Bk
SLENAL COMFIGURATION
ESTEH ALHIN IS AT 1N " ™ 10.40I6.205  Active Uningwn BA0_41.8.0
e - CHP Sdnl Clusber  CMP Sdnl Chusber
“ CHPa-d CHP SRl Custar 10340239200 Standtyy | 0T HSOAETLOMEE4E 5 g g HHEDAT
- o loma-11.5.000_t7.0.0-006 64 1 p 11800171
MR ONP Sant Ouster 1040239104 Active o T a0 110 1500
[ e
o5 ot 10.34029.201  Active Uninown 9404180
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Procedure 7. Back out the upgrade

4. | 11.5 CMP GUI:
Switch Force Stand
By

With the cluster checked, choose switch Force standby from the operations menu

10/15/14 03:01 PM | admin | Logout

Oracle Communications Policy Management

DRACLE

System Maintenance( Last Refresh :10/15/2014 17:05:18 )

MY FAVORITES

Save Layout [columns ] [ Filters -] [ +]
POLICY SERVER
POLICY MANAGEMENT Name o E » Server State 150 PrevRelease | ! t
i 50

5 ¥ cMpsitel Cluster  CMP Sitel Cluster n

SYSTEM WIDE REPORTS o ietion
e v cmp1 CMP Sitel Cluster  10.240.239.205 Active  ¥lomp-11.5.0.0_25.2.0-x86_64.iso 9.41.2.10
UPGRADE MANAGER
R @ ez CMP Sitel Cluster  10.240.236.207  Force Standby ¥lomp-11.5.0.0_25.2.0-x86_64.is0 115002520 5.41.2.1.0 on
System Maintenance MA MA

GLOBAL CONFIGURATION
SYSTEM ADMINISTRATION
HELP

Session to CMP GUI will be lost, re-login to backed out 9.4 CMP GUI then back
out the force stand by server as shown in the previous step

5. | 9.4 CMP GUI: CMP
cluster back out
completed

Validate that release running is back to 9.4 release and upgrade status for both
servers in the CMP cluster indicates “backout was complete” then from the
“Operations” menu, cancel force standby of the latest backed out server :

Policy Management

Active Alarms: 0 8 4
System Maintenance

Trew Husnming

Appl Type " Smrvar State 150 el | | e Upgrade Status |
MPE
2 Activ Compieted: vegrade was complete
HEE 10.240.239, 206 active unknown  9.4.3_2.1.0 S 08 T
HPE
HPE 10.240.339.201 Active Unknown  §.4.1_3.1.0 Cpmaioted: wpgrada mns compiste
pter CMF Sitel Oluster
Ay 5 ~ - 11.5.0.0_24.1 Crmplsted: backut was completn
CMP Sitel Cluster 10.240.239. 200 Active emp-11.5.0.0_25.2.0-x86_¢L.isc o 9.4.1_2.1.00 o Bt "G IOI084 O3 800 UTCT

11.5.0.0_24.1 Complated: batiout was complete

CMP Sitel Closter  10.240.239.204  Standby omp-11.5.0.0_25.2.0-585_64.150 . 941200 e a14 032548 TC
Ac Completed: upgrade was comelete *
Ma 10.240.239.205 Active Unknown 9.4.1 2.1.0 A ot ORI 2014 180756 UTC"
Bal -
BaD 10.240.239.207 Active Unknown 9.1 2.1.0 SEMBHARE: viinids mas comelets

d ot "UWI4/2004 174337 UTC

6. | 9.4 Active CMP
CLI: Clean up
upgrade files

Login to Active CMP CLI as root run the following command:
policyUpgrade.pl —cleanupUpgrade
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2.7 Accept the upgrade

Procedure 8: Accept the upgrade

Procedure 8. Accept the upgrade

This procedure will accept the upgrade.
Needed material:
Admin access to CMP GUI

11.5 CMP GUI: Navigate to Upgrade Manager - System Maintenance, set the upgraded server that
Force Stand By the has the StandByY status to Force StandBy from the operations menu

upgraded Stand By
server - \uB=l Oracle Communications Policy Management

ONEFEomHo»
1

Syclom Maistenancel Last Relresh 100,00/ F0 14 12:473:56 )

g | T | ISR TS T |

POLICY SEEVIE

POLICY IARALEMEN T Sereer Prov | Bumaing
N Lo Al Tvpe - State o Aelease  Release
= 800 Bl
SYSTEN WIDE REPORTS
FLATFORM SETTIRG o L) 10.340309.307  Achve Unknown G40 4550
UPCEADE MARACES 2 L we
e — W wr 10.240.339.206  Active wnknown A3 4150
[y i
ST ADHIN IS THAT 10N n a 10.40IWI05 Actve Unknown  9.4.0_41.8.0
[— = CHP Sdnk Clusber  CHP Sanl Clusbar
i . ; ing: uograde was
E ] P SaBl Clmtar 10240239200 Stardtey | 7% LSRR B gy g1 1A00AT a6ed st VWONIDLA 160011
i
i 1740 : Pandng: oo ade was comal
wiF OHP Sanl Chater 0IOIRIH  Acows T AESAITEE b g0 g0 1AARIT o ebed ot HHTNI0LA 101000
¥ JuTe
wers e
Completed: upgrade maz c
w5 wr 10240201 dative nknown  9.4.0_41.50 o muleted ot "GSII20L 91D
Gz ure

®

11.5 CMP GUI: With the server set to Force StandBy checked, choose “Accept Upgrade” from the
[] | Accept the upgrade operations menu:
for Stand By server

10/10/14 12:46 PM | admin | Logout]

m -y a3l Oracle Communications Policy Management

System Maintenance( Last Refresh :10/10/2014 13:05:51 )

MY FAVORITES Eeye—— [ comns __~] [_Fiem
POLICY SERVER

Configuration Name Appl Type: * Server state
D =] CHP Sitet Cluster CHP Sited Cluster

Applications e CMP Site1 Cluster 10.240.239.207 Active
e v cmp2 CMP Sitet Cluster 10.240.239.205 Force Standby

Media Profiles

Record Keeping Servers
Event Messaging
Management Agents
POLICY MANAGEMENT
BoD

SYSTEM WIDE REPORTS
PLATFORM SETTING
Platform Configuration Settii
Topology Settings

SNMP Settings

UPGRADE MANAGER

150 Maintenance

System Maintenance

Then confirm the action on the next dialog message:

Are you sure you want to execute Accept Upgrade?
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Procedure 8. Accept the upgrade

9. | 11.5CMP GUI:
Switch Force Stand
By

With the cluster checked, choose switch Force standby from the operations menu

10715714 03:01 PM | admin | Logont

S5

Oracle Communications Policy Management

JRACLE

System Maintenance( Last Refresh :10/15/2014 17:05:18 )

MY FAVORITES [ wmns_ w| [ fikes ] [ Operations ]
POLICY SERVER Push Seript

- - Upload ISD
POLICY MANAGEMENT B Name g Server State PrevRelease "L 3
BoD 'g BOD Prepare Upgrade

El ¢/ CMPSiel Cluster  CMP Sited Cluster Upgrade Completion
SYSTEM WIDE REPORTS Undo Upgrade Completion
PLATFORM SETTING ¢ CMPL CMP Sitel Cluster  10.240.235.205 Adive  #cmp-11.5.0.0_25.2.0-xB5_64.is0 9.4.1 2.0
UPGRADE MANAGER
@ 207  Force Standby @ - i 4.1 2.1

T . CMP2Z CMP Site1 Cluster  10.240.238.207  Force Standby #cmp-11.5.0.0_25.2.0-xB6_64.is0 841210 115002520 On
System Maintenance o] MA MA
GLOBAL CONFIGURATION
SYSTEM ADMINISTRATION
HELP

Session to CMP GUI will be lost, re-login to CMP GUI then accept the upgrade for
the second server

10/10/14 01:01 PM | admin | Logout|

o c)YaB=l Oracle Communications Policy Management o] ]

System Maintenance( Last Refresh :10/10/2014 13:16:38 )

IV FAVORITES e | Irerere—  —Tee
POLICY SERVER

Configuration Name Appl Type ™ Server State

Network Elements. CMP site1 Cluster CMP Site1 Cluster

Applications cmp - CMP Sitet Cluster 10.240.235.207 Force Standby
IS cup2 < CMP Sitet. Cluster 10.240.239.205 Active
Media Profiles

Record Keeping Servers

Event Messaging
Management Agents
POLICY MANAGEMENT
BaD

SYSTEM WIDE REPORTS
PLATFORM SETTING
UPGRADE MANAGER

10. | 11.5 CMP GUI:
upgrade completion
validation

Validate that upgrade pending alarms are cleared out for the cluster.

Also validate that both servers in the cluster are showing completed upgrade status:

Oracle Communications Policy Management

DRACLE'

System Malntensnce( Last Refresh :09/09/2014 13:09:08 )
MY FAVORITES YT [ o | — <[ — ]
POLICY SERVER .
Com | DA Server Prev Running
Agerotinn Mame i Appl Type H w State 150 Redoase Release Rephcation Uggrade States
Network Clements 800 t Bed n
Apshcations Completed: upgrade was com
800 000 10.240.239,207  Actww Urknown  9.4.0_45,1.0 v o 014 15:09:
Teathc Proties >
T OMP Sitel Chster  OHP Site: Cluster
Recod Keaping Servers P4 OHNP Stal Custer  10.240209.200 Active (oo 315001780006 g 1 g 4y 1150017
Cvert Messsgemg & A
= > o r 10.340.239.208 Standby JGTO-11.5.0.0_17.0.0486 ¢ 4 o 4 3 o 11500170
Mamagement Agents o O Sant Cuatar  10.240.239.204 Standby _JT0 A0S 9404130 S
POLICY MANAGEMENT = oy %
[
na A 10.240.239.205  Actrve Urknown  9.4.0_41.1.0
SYSTEM WIDE SEPORTS
PLATFORM SETTING = WER »wr
Corroleted. upgrade was com
latform Confrgurateon Setts weR ot 10.340339.306  Actew Urknown  9.4.0_43.1.0 pleted ot "DH02/2014 08:38:
3% ure”
Topotogy Settings e -
SNID Sattngs Comoleted. upgrade was com
PORADE PARKSER wes wr 1024039200 Actve Unknown  9.4.0_41.1.0 - Slated at “0302/2014 09:90

150 amtananie
Apatoes Mantonom e

LOBAL CONFTGURATION

11. | 11.5 secondary site
CMP cluster

In case solution is geo-redundant , follow the same current procedure to accept the
upgrade of the CMP cluster in secondary site
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3. MA/MPE-R/MPE-S/BOD Cluster Upgrades

3.1 MA cluster upgrade

Procedure 9: MA Cluster Upgrade

Procedure 9. MA Upgrade

S | This procedure will perform the upgrade for the MA cluster if exists in the Policy Solution to be Upgraded
T
E | Needed material:
P . .
# - Access to customer’s network to access the Cable Policy solution
- CMP OAM VIP
- Admin login to CMP
- 115 MAISO image
1. | Computer Follow the same procedures outlined in section 2.2 of this document to transfer the 11.5 MA
[] | onsolutions’ | 1SO Image into the servers to be upgraded from 9.4 release
network or
remote
access to
solutions’
network:
Transfer MA
ISO Image
2. | CMP GUI: Navigate to Upgrade Manager - System Maintenance then check the standBy MA server
[] | Force and from the operations menu choose “Force StandBy””:
StandBy the
standby ¥ Oracle C icati Policy M t 09/09/14 08:27 PM | admiin | Logo
SRACLE racle Communications Policy Managemen =
server R
0 System Maintenance( Last Refresh :09/09/2014 21:18:34 )
Configuration 1 Name Appl Type P Server State 150 n;’;‘; ';'fd"e";:z Replication Upgrade Status
Awiuh‘nnsmen i C“Fii:l[uster C“FS:::-DCLster
e = = Completed: upgrade was ¢
Media Profiles MA Ma 10.240.239.205 Active 'ma-11.5.0.0_17.1.0-x86_64.is0  Unknown 9.4.0_41.1.0 On cmp{i‘.i:'.li'.;g%"rﬂé;?:l«?l
== "E’P"fgsa“" M2 M 10.240.239.304 Force Standby on i
[
Policy Import / Export
P
Topolagy Settings
Then with the server checked from the operations menu, choose “Start Upgrade”.
The upgrade will go through multiple steps including rebooting the server; those steps are
reflected in the MA’s “Upgrade Status” field of the System Maintenance screen.
Wait till the upgrade status indicates upgrade was completed.
For more details you can refer to steps followed for CMP upgrade in section 2.4 of this
document which applies also for MA upgrade
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Procedure 9. MA Upgrade

3.

CMP GUI:
Switch Force

Navigate to Upgrade Manager - System Maintenance then check the MA cluster and from
the operations menu choose “Switch Force StandBy”:

StandBy

Oracle Communications Policy Management

System Maintenance( Last Refresh :09/09/2014 22:00:47 )

09/09/14 08:27 PM | admin | Logout

-~

and choose the “Start Upgarde”

Oracle Communications Policy Management

System Maintenance( Last Refresh :09/09/2014 22:02:35 )

[ columns  w] [ Fites ][ Operations ]
Push Script
.""""“"""i Prev Running © " Up|nadISD _ -
u Name Appl Type P a ; Server State IS0 Release | Release Replicatit Turn OFf Replication
O] 20D T Prepara Upgrade-
Upgrade Completion
u MPE-R MPE Undo Upgrade Completion
B MA MA Switch ForceStandby
Completed: upgrade was
¢l MA MA 10.240.239.205 Active ¥/ma-11.5.0.0_17.1.0-x86_64.is0  Unknown  9.4.0_41.1.0 On leted at "09/02/2014 15::
uTc"
¢l MA2 MA 10.240.239.204  Force Standby on
|| - CMP sitel Cluster CMP Sitel Cluster
8] MPE-5 MPE

Then with the second server checked (the force StandBy server) , open the operations menu

09/09/14 08:27 PM | admin | Logout

= EIE

[ columns _ w| [ Fites _ v]] Operations v
Push Script
= Runni UPload 150
(B} Name Appl Type P Server State 150 Release Relea: Cancel Force f&tal_ldhv
o) a0 a0 Turn OFf Replication
Prepare Upgrada
) CMP Sitel Cluster CMP Sitel Cluster
E‘—‘ MA MA Upgrade Completion
v B MA 10.20.239.205 Force Standby ¥ima-11,5.0.017.0,086 6450 Unknomn  9.4,0_41 o Upsrade Completion |
= - Switch ForceStandby
L MAZ MA 10.240.239.204 Active Accept Upgrade
u MPE-R MPE Backout
g MPE-S MPE

System Maintenance({ Last Refresh :09/09/2014 22:35:09 )

09/09/14 08:27 PM | admin | Logout

o] ]

[ coumns v [ Fites ¥ Operations v]
Push Script
1 Prev Running li Unload IS0
O Name Appl Type P Server State 150 Release Release | Replication
O o0 2 Turn OFf Replication
- Prepare Upgrade
|| CMP Sitel Cluster CMP Sitel Cluster Start Upgrade
&Y MA MA Upgrade Completion
0 j ¥ ma-11.5.0.0_17.1.0-x8 11.5.0.0_17.1 | Undo Upgrade Completion
| !I: MA MA 10.240.239.205 Force Standby 5 ’g:im' e 9.4.0_41.1.0 7 '0‘ : On | Switch ForceStandby
......... = : Accept Upgrade
O ma2 A 10.240.239.204 Active On Backout
1] MPE-R MPE
U mees MPE
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Procedure 9. MA Upgrade

4,

CMP GUI:
MA servers
status check

Validate that now one of the MA servers is in “Active” State and the other is in “StandBy”
state:

09/09/14 08:27 PM | admin | Logou

Oracle Communications Policy Management

System Maintenance( Last Refresh :09/09/2014 22:26:07 )
[ columns | [ Fiters  w|] Operations v

Prev Running

(0] Name Appl Type 1P Server State 150 Release Release Replication Upgrade Status
L BOD BoD
| CMP Sitel Cluster CMP Sitel Cluster
rI;I_ _____ i MA MA
H Pending: upgrade was compl
! A MA 10.240.239.205  Standby ‘6":‘“?;;'5'0'0—17'1'0"'5 9.4.0.41.1.0 11'5'0.'3-17'1 on orey "09?'%0/2(‘)'14 G
_________ = 1UTC

MA2 MA 10.240.239.204 Active On

MPE-R MPE
MPE-S MPE

CMP GUI:
MA cluster
configuration

Navigate to Policy Server - Management Agents

o -J\aB—l Oracle Communications Policy Management

1] @
Agent Administration

MY FAVORITES 23 Management Agents Management Agent: MA

-|POLICY SERVER o @
Configuration ﬁ Reports | Tasks | Logs

Network Elements

Modify || Delete | Reapply Configuration |

Applications
Traffic Profiles Configuration

Media Profiles Name MA
Status On-line

Record Keeping Servers Version 11.5.0

Description / Location
Event Messaging

Management Agents
SIRUEICYJEIANALE I EN Secure Connection No

Policy Library policy Servers <None»

Template Library System Time Sep 08, 2014 10:38 PM EDT

Policy Table Library

Validate the state of the MA cluster is “On-line” and that the version reflects the upgraded
release.
Then switch to the “Reports” tab in the MA administartion :

09/09/14 08:27 PM | admin | Logout|

m c)\al— Oracle Communications Policy Management

Management Agent Administration
MY FAVORITES &3 Management Agents Management Agent: MA

POLICY SERVER o m
Configuration System Tasks | Logs

Network Elements

Stats Reset: Manual
Applications.
Cluster Information Report
Traffic Profiles

S Mode: Active
Record Keeping Servers Reset All Counters | _Rediscover Cluster | Pause
Event Messaging Cluster: MA

Management Agents
POLICY MANAGEMENT

Cluster Status ~ On-line

Policy Library Blades

Template Library overall utilization Actions
Policy Table Library State  Blade Failures Uptime Disk CPU Memory

Policy Import / Export 10.240.239.205 (Server-A) Standby. 3 4mins57secs | 0.0% 2% 8% Restart  Reboot
Eob) 10.240.239.204 (Server-B) == | Active 6 41mins13secs | 00% 2% 9% Restart  Reboot

SYSTEM WIDE REPORTS

Validate both servers of the cluster are displayed and with correct “Active” and “StandBy”
state.

Post upgrade
checks

Follow the same procedures outlined in section 2.5 of this document to validate the upgrade
completed successfully
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Procedure 9. MA Upgrade

7. | Accept the Follow the same procedures outlined in section 2.7 of this document to accept the upgrade
upgrade

10/15/14 03:01 PM | admin | Logont

s el Oracle Communications Policy Management

System Maintenance( Last Refresh :10/15/2014 17:01:33 )

MY FAVORITES [Ccoumns ] [ Fites +] [ Operations +]
POLICY SERVER
POLICY MANAGEMENT Server Prev | E
Name Appl Type P etate 150 Ralense | Upgrade Status

e 80D 80D
SYSTEM WIDE REPORTS CMP Sitel Clu CMP Site1 Clust
PLATFORM SETTING B ﬁ:’ .
UPGRADE MANAGER 50 5o Completed: upgrade was completed at "10/
150 Maint, MAL MA 10.240.239.204 Standby [Ima-11.5.0.0_25.2.0-x86_64s0 9.41.2.1.0 ~ =" On  15/2014 02:50:24 UTC" and accepted at "1

‘aintenance . 0/15/2014 03:22:37 UTC"
System Maintenance 11.5.0.0 25.2 Completed: upgrade was completed at "10/

MA2 MA 10.240.239.206 Active [Ima-11.5.0.0_25.2.0-x86_64is0 9.41.2.1.0 1> 00=*>%  0n  15/2014 03:17:44 UTC" and accepted at "1

GLOBAL CONFIGURATION . 0/15/2014 03:21:13 UTC"
SYSTEM ADMINISTRATION
HELP
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Procedure 9. MA Upgrade

CMP GUI:
BOD cluster
configuration

Navigate to BoD - Configuration

[=) crade Commurications Policy . %

€ F

ORACLE

10240239 198/ nijpages et ameset.

- Astramends

c
[l
racle Communications Policy Management

10/14/14 10:19 PM | Admin | Logout

BoD Administration

=l A sop
A
]

Bob
Bandwidth on Demand Server:B0D

[ v [ o [ ow servor | sessonviewor |

Modify | _Delats | Respply Gonflgurstion

The confiquration was applied successfully.

Configuration
Services

Swrvican Import / Export

SYSTEM WIDE REFORTS
KPI Dashboard
Tranding Reports
Configuration
Alarms

Harme
Statuz

Active Atarme Boine
—_ o ersion 1150
T LS (3 Description / Lucation

Others
Connection Status
Pratacal Errors

Palicy Statistics Report Secure Connection

No
Systern Time Oct 16, 2014 02107 PM EOT
MPE/BaD Rep Stats

PLATFORM SETTING
Platfarm configuration set
Topalogy Settings
SNMP Settings
UPGRADE MANAGER
150 Maintanance
System Maintanance

“/GLOBAL CONFIGURATION

“ISYSTEM ADMINISTRATIC

“IHELR

o] —

| B B 5[@ Ol 2] S| %

11198 M
o g
AR g B

Validate the state of the BOD cluster is “On-line” and that the version reflects the upgraded
release.

Then switch to the “Reports” tab in the BOD administartion :

09/19/14 03:23 AM | admin | Log

'@ -JVal=l Oracle Communications Policy Management

m ravoRaiEs ‘ﬂ ‘ BoD Administration
~IPOLICY SERYER Q00 Bandwidth on Demand Server:B0D
Configuration Ela ALL

@ =

System @ Logs | BoD Server | Session ¥iewer

Stats Reset: Manual

Natwork Elemants

Applications
Traffic Profiles

Cluster Information Report
Media Profiles

Mode: Active

Resst All Counters | Rediscover Cluster | Pause

Cluster: BOD

Record Keeping Servers
Event Messaging
Management Agents

REOLIETLASACEHEN, Cluster Status  on-line
Palicy Library
Blades
Template Library

Policy Table library overall Utilization Actions
Policy Import / Export State Blade Failures Uptime Disk CPU  Memory

-IBoD 10.240.239.207 (Server-A) Standby 3 13 hours 2 mins 27 secs 00% 1% 19 % Restart  Reboot
Configuration 10.240.239.204 (Server-B) == | Active 8 13 hours 50 mins 42 secs 00% 1% 20% Restart  Reboot
Services

Protocol Statistics

Validate both servers of the cluster are displayed and with correct “Active” and “StandBy”
state.

Then Switch to “BoD Server” tab in BOD Administration.

10/14/14 10:19 PM | Aduin | Logo

BOD Administration
Dandwidth on Demand Servernon

Moy | _aduanced |

vican Teaport / Export
SYSTEM WIDE REPORTS
kP1 Davhbaard

MAG Translation URL
Translate MAC to IF in recreate

Session status notification

T

9 Reports Ne

Notification strateay @ pisabled @ Global server € Calling application server

blea
PCMM Pollcy Server Configuration
1P Address

Do o

PEMI Appication Manager 1d L
HPE/BoD e Stats DM Gt Bt Koy Trtarval
PLATFORM SETTING (second) s

Mazimuim gate delate retry (times) S0
Platform Configuration set

Validate that the association with policy server MPE-R is maintained after the upgarde
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Procedure 9. MA Upgrade

9. | Post upgrade | Follow the same procedures outlined in section 2.5 of this document to validate the upgrade
checks completed successfully
10) Back out the | In case post upgrade checks failed and back out is decided, follow the same procedures
upgrade outlined in section 2.6 of this document to back out the MA cluster
11 Accept the Follow the same procedures outlined in section 2.7 of this document to accept the upgrade
upgrade
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PCRF 9.4 to 11.5 Cable Policy Upgrade Procedure

MPE-R/MPE-S cluster upgrade

Procedure 10: MPE-R/MPE-S Cluster Upgrade

Procedure 10. MPE-R/MPE-S Upgrade

S | This procedure will perform the upgrade for the MPE-R/MPE-S cluster if exists in the Policy Solution to be
T | upgraded.
E
P | Needed material:
# - Access to customer’s network to access the Cable Policy solution
- CMP OAM VIP, MPE-R/MPE-S iLO IP & OAM Real IP
- Admin login to CMP, iLO Admin & CLI root login to MPE-R/MPE-S
- 11.5 MPE-R/MPE-S ISO image
1. | Computer Follow the same procedures outlined in section 2.2 of this document to transfer the 11.5
] | onsolutions’ | MPE-R/MPE-S ISO Image into the servers to be upgraded from 9.4 release
network or
remote
access to
solutions’
network:
Transfer
MPE-
R/MPE-S
ISO Image
2. | CMP GUI: Navigate to Upgrade Manager - System Maintenance then check the standBy MPE-
[] | Force R/MPE-S server and from the operations menu choose “Force StandBy”:
StandBYy the
standby ot __w] e
server m] Name appl Type » Server state 150 e
[ CMP Sitel Cluster CMP Sitel Cluster
=] MPE-R Upgrade Completion
rrrrrrr Ii MPE-R1 MPE 10,240,239.206 Active “mpe-11.5.0.0_25.2 0-x6_6d.isa Unknown 9.4 :;‘:;:':::::;:’;‘:;“"“ f
T MPE-R2 MPE 10.240.239.204 standby M mpe-11.5.0.0_25.2.0-x86_64 iso Unknown 9.4 Export 55D
Confirm the action on the next dialog box
| voerino |
Are you sure you want to execute Force Standby
[ox | [cancer |
An information message indicating the successful execution of Force standby appears.
Columns v | Filtars - [ Oparations
r Name Appl Type (3 Server State 150 R:Ir:a"sa ';::‘:a"s‘: Replication
[l CMP Sitel Cluster CMP Sitel Cluster
B MPE-R
rrrrrrr l_ MPE-R1 MPE 10.240,239.206 Active Cmpe-11.5.0,0_25 2.0-x86_64.iso Unknown — 9.4.1_2.1.0 an c
VVVVVVV 17 MPE-R2 MPE 10.240.239.204 Force Standby M mpe-11.5.0.0_25.2.0-x86_64.iso Unknown  9.4.1_21.0 on ]
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Procedure 10. MPE-R/MPE-S Upgrade

3. | CMP GUI:
Start the
upgrade

Then with the server checked from the operations menu, choose “Start Upgrade”.

Save Layaut [ cowrarns__+] [ Filters -] [ Operations )
Push Script
Upload 150
Prev RU L el Farce standb
Release | ReCancel Force Standby
Turm Off Replication

r Name

yé F CMP Sitel Cluster CMP Sitel Cluster Prepare Upgrade

MPE-R. MPE
r MPE-RL MPE 10.240,239.206 Active Mmpe-11.5.0.0_25 .2 0-x86_64.is0 Unknawn 9.4 Upgrade Completion
,,,,,,,,, = S Undo Upgrade Completion
v MPE-R2 MPE 10.240.239.204  Force Standby M mpe-11,5,0,0_25 2.0-x86_64.is0 Unknown 9.4 Switch Forcestandby
,,,,,,,,, Import SSD
Accept Upgrade
Backout

Appl Type | Server State 150

Confirm the action on the next dialog box:

CAUTION! Please make sure the remote server is not being either Upgraded or Backed-out at this moment!

Cancel

An information message indicating the successful start of the upgrade displays:

Upgrade Command

Start Upgrade
MPE-RZ 10.240.239.204 0K

The upgrade will go through multiple steps including rebooting the server; those steps are
reflected in the MPE-R/MPE-S “Upgrade Status” field of the System Maintenance screen.

InProgress: Chraat execing /mnt/upgrad/

WRE-R2 HeE 10240238204 Forca Standby | mpe-11.5.00_25.2.0436_B4iso 941210 941210 On D
MPE-RZ = ®* MPE 10.240.239.204  Force Standhy rmpe.11,5.0.D_ZS‘Z‘U_X%_MM 941210 941210 o InPragress: PEV‘fUrms\‘I;gDreupgradepmces
HPERZ ** 4 HPE 10240239204 Force Standby | mpe-11,5.0.0_25.2.0-x86_64.so 941200 941210  0n 1”"WUQ:;;BIHH;:!\;gr/r;:‘rggégggg/upgra
MR i 10240239204 Fore Sencey [ gt 5. 252080 i 941210 341210 0

ek WE 0029920 Foe Sty T mpedt.00 252046 ehiso W1210 841200 On e Ruming 98 ENABLE..

Wait till the upgrade status indicates upgrade was completed.

HpERZ o HpE 10240238204 Force Standoy [ rope-11.5.00_25.20x8 o 944210 11‘5‘0“00-25‘2 o ey uﬁ%iielg’a;ﬁ?ﬂ‘ﬁ?d G
4. | CMP GUI: During the upgrade some alarms may raise like the following:
Expected
alarms 10‘2:?2-?92.204 MPE Minor 32509 105 / - Server NTP Daemon Mot Synchronized 10/16/2014 13:40:02 EDT [k |
10 zngianqz.zna MPE Minor 32532 195/ --- Server Upgrade Pending Accept/Reject 10/16/2014 13:39:53 EDT =k |
1D‘Z:E‘EZ-§QZ.2D4 MPE Minor 70032 1m 155/ 10m 0s QP direct link does not work as configuration 10/16/2014 13:38:57 EDT 0 L:'
10 ZT;Eéng.zna MPE Minor 75001 im 3s/ 1h 0s Transfer of Policy jar files failed 10/16/2014 13:39:09 EDT PR
These alarms are expected and would be automatically cleared after the upgrade concludes
successfully
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Procedure 10. MPE-R/MPE-S Upgrade

5 [115
upgraded SSH to upgraded MPE-R/MPE-S server and login then tail the upgrade log file as follows :
MPE server
CLI: Validate upgrade returned success.
Validate
upgrade log
file

le policy...

6. | 11.5
upgraded
MPE server
CLlI:
Validate

polﬁc_y Make sure the version is the upgraded version “11.5”
revision

7.1 115 Run the command “ha.mystate” to verify the server has the stand By role:
upgraded
MPE server
CLI:

Verify the
server’s HA
role

8. 115
upgraded
MPE server
CLI:

Verify NTP
sync
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Procedure 10. MPE-R/MPE-S Upgrade

9. | CMP GUI:
Switch Force
StandBy

Navigate to Upgrade Manager - System Maintenance then check the MPE-R/MPE-S
cluster and from the operations menu choose “Switch Force StandBy”:

Columns ¥ | Filtars ~] [ Opsrstions -
Push Script
Prev Ru Upload 150
r Name Appl Type P Server State 150 Release | ReTurm OFf Replication
H T CMP Site1 Cluster CMP Sitel Cluster Prepare Upgrade
e - Upgrade Completion
ELFT MPE-R MPE Undo Upgrade Gompletion
~ MPE-R1 MPE 10,240,239.206 Active impe-11.5.0.0_25.2.0-x86_64.is0 Unknown 9‘4
~ MPE-RZ HMPE 10.240.239.204  Force Standby Mmpe-11.5.0.0_25.2.0-x86_64.iso 941210 M5 ng,za.z on g

Confirm the action on the next dialog box

Are you sure you want to execute Switch ForceStandby?

| oK | | Cancel |

An information message indicating the successful execution of Switch Force standby
appears.

Upgrade Commmmand

Switch ForceStandby
MPE-R OK

Columns ¥ | Filtars ~] [ Opsrstions -
Prev Running N
r Name Appl Type P Server State 1s0 Roloase | Relomee | Replication
e CMP Sited Cluster CMP Sitel Cluster
=) MPE-R
| MPE-R1 10,240.239,206  Force Standby ¥ mpe-11.5.0.0_25.2.0-x86_64.is0 Unknown 841 21.0 on
11.5.0.0_25.2
MPE-RZ Active Mmpe-11.5.0.0_25 2 0-x86_64.iso 9.4.1_2.1.0 N an
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Procedure 10. MPE-R/MPE-S Upgrade

10| CMP GUI: Then with the server checked from the operations menu, choose “Start Upgrade”.
Start the (ol _w] [tk v] [ opersmens >
upgrade
| Name Appl Type ) Server State 150 Reloase Re bancel Force Standby
m CHMP Sited Cluster CHP Sitel Cluster ::;:.: L':;f::f“"
ENCH [Ees bies
777777 I7 MPE-R1 MPE 10,240,239.206  Force Standby ¥ mpe-11.5.0.0_25.2.0-86_64.is0 Unknown 94 ::::‘::;r‘::‘:'::r::hﬁm
r MPE-RZ HPE 10.,240.239.204 Active [“mpe-11.5.0.0_25.2.0-x86_64 isa 541210 1S f“'“":;’:;“a“"‘"
A':::Dt Upgrade
Backout
Confirm the action on the next dialog box:
CAUTIDM! Please make sure the remote server is not being either Upgraded or Backed-out at this moment!
An information message indicating the successful start of the upgrade displays:
Upgrade Command
Start Upgrade
MPE-R1 10.240.239.206 0K
The upgrade will go through multiple steps including rebooting the server; those steps are
reflected in the MPE-R/MPE-S “Upgrade Status” field of the System Maintenance screen.
TnProgress: Chrootexet i
fREAL MPE 1024029206 Foce Sendby [ mpe-11.500 2520485 i 941210 94120 O ””grueséra der/ﬂggf;;g‘“dim:fgra i
HPE-R1 MipE 10.240.239.206  Foree Stanchy rmpe-n‘5,0,0_25‘2‘0-%6_64@50 41200 941210 On [nProaress: Intializing uparade..,
WPE-RL HPE 10.240,230.206  Force Standhy | mpe-11.5.0.0_25.2.0-x86_6dso 941210 941210 g e Pmm;‘;%”“”””“Dmm
WERL I 10240239.26  Foree Stenchy | mpe-11.5100_25.2.0:48, 64iso 341210 941210 on I”Prgg;fﬂsasn‘fle”:ttaq”g%é;‘:mgé‘g%”;gm
WPERL HPE 1040239206 Force Standby | mpe-11.5.0.0.25.2.0-x85_6diso 941210 941210 On I“ngéee;ﬁn‘;ﬂ”mfggm"mgﬂg?”pg“
WERL o P 10200239205 ForesStndey [ mpec 500 2520480 8¢ o 341210 341210 O
Wait till the upgrade status indicates upgrade was completed.
T e o e 10240239206 Force Stanchy [ pe-11.5.0.0_25.20486 64 ko R B ”E%ijelgaasfg?ﬂ‘%d v
11. | CMP GUI; During the upgrade some alarms may raise like the following:
Expected
alarms IU‘ZPJE.EZ-;\?I‘ZUE MPE Minor 32500 155/ --- Server NTP Daemon Mot Synchronized 10/16/2014 14:34:71 EDT 0 f.
10 2"12_52'3'191 206 MPE Minor 32532 265/ --- Server Upgrade Pending Accept/Reject 10/16/2014 14:34:11 EOT kv |
1D‘Z’\JE.E27';91‘ZDE MPE Minor 70032 1m 22s /10m Os QP direct link does not work as configuration 10/16/2014 14:33:14 EOT 0 ﬁ
1D‘ZPJE.E2-§Q2‘ZD4 MPE Minor 31109 1im 95 /5m 05 Topology is canfigured incorrectly 10/16/2014 14:33:27 EOT L; ﬁ
1&225%2‘?@2‘204 MPE Minor 31282 1m s/ 5m Os The HA manager (‘\:Nmflil)\tis impaired by 2 5/ 10/16/2014 14:33:27 EOT e |
These alarms are expected and would be automatically cleared after the upgrade concludes
successfully
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Procedure 10. MPE-R/MPE-S Upgrade

12.

115
upgraded
MPE server
CLI:
Validate
upgrade log
file

SSH to upgraded MPE-R/MPE-S server and login then tail the upgrade log file as follows :

Validate upgrade returned success.

de policy...

13.

11.5
upgraded
MPE server
CLI:
Validate
policy
revision

Make sure the version is the upgraded version “11.5”

14,

11.5
upgraded
MPE server
CLlI:

Verify the
server’s HA

role

Run the command “ha.mystate” to verify the server has the stand By role:

15,

11.5
upgraded
MPE server
CLI:

Verify NTP
sync
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Procedure 10. MPE-R/MPE-S Upgrade

16,

CMP GUI:
Cancel force
standby

After upgrade completes, cancel Force Standby from the operations menu :

[column: =] [ Filters <] [ Operations -]
Push script
prew RyUpload 150
r Name Appl Type (] Server State 150 Reloase R
Turm OFF Replication
’g 'l: CMP Site1 Cluster CMP Sitel Cluster Propare Upgrade
o Ll MPE-R MPE Start Upgrade
[ MPE-R1 MPE 10.240,239.206  Force Standby | mpe-11.5.0.0_25.2.0-286_64.is0 9,41 24,0 115 upgrade completion
L~ = = undo Upgrade Completion
r MPE-RZ MPE 10,240,239 204 active  [mpe-11.5.0.0_25.2.0-x86_g4.iso 941210 ' switch Forcestandby

Import 55D
Accept Upgrade
Backaut

Confirm the action on the next dialog box

Are you sure you want to execute Cancel Force Standby?

An information message indicating the successful cancellation of Force standby

Upgrade Command [~

cancel Force Standbhy
MPE-R1 10.240.239.206 0K

17,

CMP GUI:
MPE servers
status check

Validate that now one of the MPE-R/MPE-S servers is in “Active” State and the other is in
“StandBy” state:

Y [
Prev Running N
Name Appl Type » Server State 150 Reloase | Release | Replication |
CMP Sitel Cluster CMP SiteL Cluster
MPE-R
11500252 Pending: upgrade was completed at "10/16
MPE-R1 MPE 10240.239.206  Standby | mpe-11.5.0.0_252.0-x86_6d.iso 94,1210 i on VB 10 e e
11500 252 Pending: upgrade was completed at "10/16
MPE-RZ MPE 10,240,239 204 active [mpe-11,5.0.0_25.2.0-x86_64.is0 94,1210 0 on e e

18,

115
secondary
site MPE-S
spare server

In case solution is geo-redundant , follow the same current procedure to upgrade the MPE-S
spare server in secondary site

19,

CMP GUI:
MPE-
R/MPE-S
cluster
configuration

Navigate to Policy Server > Configuration and Reapply Configuration to clear configuration
mismatch in

o rJaB—l Oracle Communications Policy Management

= Policy Server Administration
~ 53 Folicy Servers
A AL
£
@] mpe-s

MY FAYORITES
~/POLICY SERVER

Policy Server: MPE-R

ﬁ Reports | Logs | Policy Server | EM | Routing T policies T Data Sources

Configuration

Network Elements

Applications
Traffic Profiles Configuration
Media Profiles Marne MPE-R
Status On-line
Record Keeping Servers Version 11.5.0
Description / Location
Event Messaging
Management Agents
*POLICY MANAGEMENT
~'BaD Secure Connection Mo
. Legacy Mo
tonfiguration Type Oracle
o Systemn Time Now 18, 2014 10:43 AM EST

Services Import / Export
+ISYSTEM WIDE REPORTS

=B ATENRM SETTING
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20| CMP GUI:
MPE-
R/MPE-S
cluster
configuration

Navigate to Policy Server - Configuration

Policy Server Administration
2 policy Servers

BN A
RC

Policy Server: MPE-R

@ Reports | Logs | Policy Server | EM | Routing T Policies T Data Sources W

Modify | Delete | Reapply Configuration |

configuration

Narne MPE-R
Status on-line
Wersion 11.5.0
Description / Location

Secure Connection No
Leqacy No

Validate the state of the MPE-R/MPE-S cluster is “On-line” and that the version reflects the
upgraded release.

Then switch to the “Routing” tab in the MPE-R/MPE-S administration:

Policy Server Administration
= FPolfcy Servers

B3 Al
~{o] HEEE

Policy Server: MPE-R

( System T Reports T Logs T Policy Server W Policies T Data Sources 1

Modify I

Execute Policies for Routed Traffic false
Route to Downstream Policy Servers using IP true
subnets

Downstream Policy Servers “<Mone> &

[ /|

Subnets sMones

Validate configurations are maintained for MPE-R/MPE-S after the upgarde.

Then switch to the “Policy Server” tab in the MPE-R/MPE-S administration:, validate that
associations of MPE-S with CMTS are intact after the upgarde.

Then switch to the “Reports” tab in the MPE-R/MPE-S administartion :

09/19/14 03:23 AM | admin | Ld

Oracle Communications Policy Management

Policy Server Administration

| oty servers Palicy Server: MPE-S
EIE AL B

@ e Svvion | aepartall Toue | Paticy server | e | wouting | patcies | oata sourcer |

o s

) s Stats Reset: Manual
Cluster Information Report
Mode; Active

Reset All Counters | Radiscovar Cluster | _Pause |
Cluster: MPE-5
Cluster Status  Oreline
Blades
Overall utilization Actions
State  Blade Failures uptime Disk  CPU  Memory
10.240.239.201 (Server- A) il Active & 15 hours 8 mins 42 secs 0.0% 1% 19 % Restart  Reboot
10,240,239.,209 (Server-b) Standby s 46 mins 21 secs 00% 1%  19% | Aestart Reboot
Policy Statistics (details ..)
Nome Evalusted  Executed  Ignored
Mo policies deployed
i Session Cleanup Statistics
Remove don L horzed  Reau thorization Remove d for

session Ready for Cleanup  hemoved on | Reauthorized et ELLL
Pea Count 4 o o o 0

Validate both servers of the cluster are displayed and with correct “Active” and “StandBy”
state.

21) Post upgrade
checks

Follow the same procedures outlined in section 2.5 of this document to validate the upgrade
completed successfully.
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22) Back out the | In case post upgrade checks failed and back out is decided, follow the same procedures
upgrade outlined in section 2.6 of this document to back out the MPE clusters

23| Accept the Follow the same procedures outlined in section 2.7 of this document to accept the upgrade.
upgrade
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3.3 BOD cluster upgrade

Procedure 11: BOD Cluster Upgrade

Procedure 11. BOD Upgrade

S | This procedure will perform the upgrade for the BOD cluster if exists in the Policy Solution to be upgraded.
T
E | Needed material:
?I: - Access to customer’s network to access the Cable Policy solution
- CMP OAM VIP,BODiLO IP & OAM Real IP
- Admin login to CMP, iLO Admin & CLI root login to BOD
- 11.5BOD ISO image
1. | Computer Follow the same procedures outlined in section 2.2 of this document to transfer the 11.5
] | onsolutions’ | BOD ISO Image into the servers to be upgraded from 9.4 release
network or
remote
access to
solutions’
network:
Transfer
BOD ISO
Image
2. | CMP GUI: Navigate to Upgrade Manager - System Maintenance then check the standBy BOD server
[] | Force and from the operations menu choose “Force StandBy””:
StandBy the
standby Save Layout Column: __v] [ Fiters ] \p“h Sperston:
server m Name Appl Type P Server State 150 R:I':a"sg _db _
EL Prcpare Upapods
H I BOD1 BoD 10.240,239,200 Standby  Mbod-11.5.0.0_25.2.0-x86_64.iso Unknown 9.4 Upgrade Completion

Undo Upgrade Completion
- BODZ BoD 10.240,239.201 Active Cbad-11,5.0,0_25.2.0-x86_64 iso unknown 9.4 Switch Forcestandby

ayout Columns ¥ | Filters v Operatians

Name appl Type 1P Sserver State 150 Ry . RalmnO | Replication
80D BoD

BODL BoD 10240259200 Force Standby ¥ bod-11.5.0.0_25.2.0-x86_64.isa Unknawn  94.1_2.1.0 on
BODZ BoD 10,240,239 201 active  [bod-11.5.0.0_25 2.0-x86_64.isa Unknown  9.4.1_2.1.0 on
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3.

CMP GUI:
Start the
upgrade

Then with the server checked from the operations menu, choose “Start Upgrade”.

Columns ] [ Filtars «] [ @perations -
Push script
Upload 150
Prev Ru
Reloase | ReCancel Force standby
Turm OFF Replication

Save Layout

Name Appl Type P Server State 150

BOD BoD Prepare Upgrade

Upgrade Campletion
Unda Upgrade Completion
9.4 Switch Force Standby
Accept Upgrade

Backout

BOD1 BoD Unknown 9.4

10.240.239.200  Force Standby ¥ bad-11,5.0,0_25.2,0-x86_64.iso

r BOD2 BoD 10.240.239.201 Active Mbod-11.5.0.0_25.2.0-x86_64.is0 Unknawn

[ CMP Sitel Cluster CMP Sitel Cluster
ao

Confirm the action on the next dialog box:

CAUTION! Please make sure the remote server is not being either Upgraded or Backed-out at this moment!

Cancel

An information message indicating the successful start of the upgrade displays:

The upgrade will go through multiple steps including rebooting the server; those steps are
reflected in the BOD’s “Upgrade Status” field of the System Maintenance screen.

InProgress: Chroot execing /mnt/upgrade/

BoD 10.240.299.200  Force Standby [ bod-11.5.0.0_25 2.0-x86_64.is0 941210 941210 on e aradafuparads denateher
BoD 10.240.238.200  Force Standby | hod-11.5.0.0_25.2,0-x86_64.is0 941 210 541 210 on [nBtoores:; Pem"”;“:‘gg preupgrade proces
InProgress: Installing /var/TKLC/log/upgra
BoD 10.240.239.200  Force Standby [ hod-11.5.0.0_25.2.0-x86_64.is0 941210 941.2.1.0 on oot GRIDk bateh U GRADE
InPragress: Installing /var/TKLC/log/upgra
BoD 10.240.239.200  Force Standby | bod-11.5.0,0_25.2.0-x86_64.is0 941 210 941210 on e/manifest normal IPGRADE
InProgress: Installing fvar/TKLC/ log/upgra
Bal 10.240,239.200  Force Standby [ bod-11.5.0.0_25.2.0-x86_64.is0 0.0 o0 on de/manifest.normal UPGRADE
BaD 10.240.239.200  Force Standoy | bad-11.5.0,0_25.2.0-x66_6d.ise 941 210 0941 2.1.0 on
BoD 10.240.239.200  Force Standby [ bod-11.5.0.0_25.2.0-x86_6d.isn 941 2.1.0 94.1_2.1.0 on InProgress: Running APP_ENABLE...

Wait till the upgrade status indicates upgrade was completed.

Pending: upgrade was completed at "10/15

i1.50.0_28.2 o
.0 n /2014 16:20:02 UTC"

80D 10.240.239.200  Force Standby [ bod-11.5.0.0_25.2.0-x86_od isa  8.4.1_2.1.0

CMP GUI:
Expected
alarms

During the upgrade some alarms may raise like the following:

BoD Minor 31102 235 / 5m Os DB replication from a master DB has failed 10/15/2014 13:06:22 EDT &k |

BODL
10.240.239.200

The HA manager (ivmfr;z)k\s impaired by a 5/ 1041572014 13:05: 25 EDT lelv |

BoD Minor 31282 im z0s / 5m 0s

BODL
10.240,239.200

These alarms are expected and would be automatically cleared after the upgrade concludes
successfully

115
upgraded
BOD server
CLI:
Validate
upgrade log
file

SSH to upgraded BOD server and login then tail the upgrade log file as follows :

Validate upgrade returned success.

for Upgrad
for

for Upgrade

for

for Upgrade olic unFo Tictio 0 i e policy...
for

on file...
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Procedure 11. BOD Upgrade

11.5
Upgraded
BOD server
CLI:
Validate
policy
revision

Run the following command to check running policy version:

Make sure the version is the upgraded version “11.5”

115
Upgraded
BOD server
CLI as root:
Verify the
server’s HA
role

Run the command “ha.mystate” to verify the server has the stand By role:

115
Upgraded
BOD server
CLI as root:
Verify NTP
sync

# ntpog -pn
refid

12,

CMP GUI:
Switch Force
StandBYy to
upgrade the
second sever
in BOD
cluster

Navigate to Upgrade Manager - System Maintenance then check the BOD cluster and from
the operations menu choose “Switch Force StandBy””:

columns v [ Filters =1 [ Qperations -

Save Layout
Push script

0 Ry Upload T50
pol Type erver State Turn OFf Replication
r Appl T P H] Stat: 150 Release Re fF Repli

Prepare Upgrade
Upgrade Completion
944 21.0 1% undo Upgrade Completion |

Switch Force Standby
Pe

941 210 on

10.240.239.200  Force Standby I bod-11.5.0,0_25.2.0-x86_64.isa

10.240,239.201 Active Mbod-11.5.0.0_25.2.0-x86_64.is0 Unknown

Confirm the action on the next dialog box

Are you sure you want to execute Switch ForcesStandby?

Cancel

An information message indicating the successful switch force standby is displayed:

Upgrade Comnand

Switch Forcestandby
BOD OK
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Procedure 11. BOD Upgrade

13| CMP GUI: Then with the second server checked (the force StandBy server) , open the operations menu
Start upgrade | and choose the “Start Upgarde”
Colomns ] [ rikesv] ‘,, —Geerons =
r Name Appl Type P Server State 150 “:I":a"sg '}R': ::j::.D:l’ Fl::z standby
=5 BOD BoD :,‘::::: :}:sf:::""
r BOD1 == BoD 10.240.239.200 Active IMbod-11.5.0 0_25.2.0-x86_64.is0 9.4.1_2.1.0 63 laQE letion
| |§ BODZ < BoD 10.240.239.201  Force Standby Mbod-11.5.0.0_25.2.0-x86_g4.iso Unknown 8.4 Undo “Ps"aﬂ:CD“‘P'E""’"
BT cMp sited Cluster CMP Sitel Cluster i:'i'::;f;f:‘:z"dh'
S MA MA Backout
Confirm the action on the next dialog box
CAUTION! Please make sure the remote server is not being either Upgraded or Backed-out at this moment!
An information message indicating the successful start of the upgrade displays and upgrade
starts.
The upgrade will go through multiple steps including rebooting the server; those steps are
reflected in the BOD’s “Upgrade Status” field of the System Maintenance screen.
BaD 10.240.239.201 Force Standby [ bod-11.5.00_25.2.0-¢86_64is0 94,1 200 941 210 on I“pmg”jps;;é’;;ﬂ”p‘gf;‘;‘:i_“dg‘s’;;:ct,::fg”d”
) 10.240239.201  Force Standby [ bod-11.5.0.0_25.2 0-x6_gdis0 941 210 941210 on InFrogé::;algiié‘:!izgrfn\;:{ﬂ;&ﬂggﬁungra
BoD 10.240.239.201  Force Standhy rbud-n‘s‘0.0_25‘2‘0-x86_64.\so 941210 941210 on
BoD 10.240239.201  Faree Standhy rbud-n,s,u‘0_25‘2,u-x35_54‘i;o 941210 841210 On InProgress: Running APP_ENABLE...
Wait till the upgrade status indicates upgrade was completed.
BaD 1024029200 Force Standby [bod-115.0.0_25.2.0-x86_64iso 941210 115002520  0n Pending: ”?36‘;351‘;“?;22‘5'%“' LR
14| CMP GUI: During the upgrade some alarms may raise like the following:
Expected
a|armS 10.24500‘5329‘201 BoD Minor 32509 2m 34s /- Server NTP Daemon Mot Synchronized 10/15/2014 13:50:41 EDT (ks |
m_zaBnOz'éZg 201 BoD Minor 32532 2m 355/ --- Server Upgrade Pending Accept/Reject 10/15/2014 13:50:40 EDT (A §
These alarms are expected and would be automatically cleared after the upgrade concludes
successfully
15( 11.5 SSH to upgraded BOD server and login then tail the upgrade log file as follows :
upgraded
BOD server
CLI:
Validate
upgrade log
file
Validate upgrade returned success.
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16,

11.5
upgraded
BOD server
CLI:
Validate
policy
revision

Run the following command to check running policy version:

PolicyRewv —-I
bod 11.5.0.0 2! .0

[ root El

Make sure the version is the upgraded version “11.5”

17,

115
upgraded
BOD server
CLlI:

Verify the
server’s HA
role

Run the command “ha.mystate” to verify the server has the stand By role:

18] 11.5
upgraded
BOD server
CLI:
Verify NTP
sync
19| CMP GUI: After upgrade completes, cancel Force Standby from the operations menu :
Cancel force
Stand by Savs Layout Columns ¥ [ Filters -]
r Name appl Type » Server state 1s0 alrew | Rumning | peptication
cis] BOD BaD Prepare Upgrade
r BOD1 BoD 10.240.238.200 active  [Thod-11.5.0.0_25.2.0-x86_64 iso 541 210 100252 on P start uy
[ BODZ BoD 10.240.239.201  Fores Standby | hod-11.5.0.0_25.2.0-x86_64 iso 941210 MEONISE on
TTTTT e site1 Cluster CHP Site1 Cluster
S
Confirm the action on the next dialog box
Are you sure you want to execute Cancel Force Standby?
An information message indicating the successful cancellation of Force standby
20| CMP GUI: Validate that now one of the BOD servers is in “Active” State and the other is in “StandBy”

BOD servers
status check

state:

E | | ET— | —re—
(| Name Appl Type P Server State 150 Rl o | Ramt%9 | Replication Ungrade Status
r BOD BaD
11.5.0.0.25.2 Pending: upgrade was completc
0 so01 600 10240293200 Active  [bod1150.0_25.2.00x06_bais0 sz on grads na: complet
: 11500252 Pending: upgrade was completc
nE BoD2 BoD 10240233200 Standby | bod-115.0.0_25.2.0-x86_6d iso 941 210 g on CEEEDTEp o

21,

115
secondary
site BOD
spare server

In case solution is geo-redundant , follow the same current procedure to upgrade the BOD
spare server in secondary site
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22| CMP GUI: Navigate to BOD ->Configuration and Reapply Configuration to clear configuraion
BOD mismatch
Configuration
@ FINa(lW=4 Oracle Communications Policy Management
- b BoD Administration
MY FAVYORITES = A oo Bandwidth on Demand Server:BOD
h T:::;::::‘:ER E?iam_ ﬁ Reports Logs BoD Server T Session Uiewerw
remerk Hements iodty | velete |[Resers Conameron ]
T::;'ﬁc Profiles Cconfiguration
Media Profiles Mame BOD
Status an-line
Record Keeping Servers Yersion 11.5.0
B Description / Location
SroLEcs MaANAGEHENT
~'BoD Secure Connection Mo
Configuration Systern Time
Servicas Import / Export
23| Post upgrade | Follow the same procedures outlined in section 2.5 of this document to validate the upgrade
checks completed successfully.
24| Back out the | In case post upgrade checks failed and back out is decided, follow the same procedures
upgrade outlined in section 2.6 of this document to back out the BOD cluster
25) Accept the Follow the same procedures outlined in section 2.7 of this document to accept the upgrade.
upgrade
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