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1. {Oracle Hardware Management Pack ®RZ=35F) RV “TE&RZE Oracle Linux FMA X
B Z AR EEPFR Linux A4
2. EERERE:
»  {Oracle Hardware Management Pack Z3£35R/3) B9 “fEF Oracle Hardware
Management Pack ZiEf2F LA M
g
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XHHRIFNESIRITIRE. flil, XLEREREEEMEEATEEREIRMNARSHE
W ATEDIE,

mcelog iILRMESEEREE A THERIRAN (WNFEDIMM) BEBES. Oracle
Linux FMA & E RS FIF#HIZ fmd SPWHICRFMETE meelog XHFHEIR, AE
FXLE IR R Oracle ILOM 23507 ereport 18T AfS, ETIFHIZERAREENZ
ILOM B #Eix O ereport ¥ & EARSZ A 3EL3, Oracle ILOM Fault Manager {55 ereport 12
BTt fE, #AfG Oracle ILOM R fFiIEREHB R EEIRIEER, HE— 1 EIZ%
EEHF AT Linux £ ESRIEEREUERE,

W%, ATUER—ALXMNKEEERS (FIERMEN 0S EZEM Oracle
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Fi
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Y EE
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CPUIRTE Hit SP Mi%

— T

Oracle x86 W F&
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MZEAERALIRLE BB TE Oracle Linux EH L. 12875 ERHBEARSS BAIARS 1283 £,

o BRENBNARRPRNEIR, ARILBRITARAFILGE, HRENBEERIZ
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%, #AJ5 Oracle Linux BEEEMHIMERLEHEIR, FEEHEINLA ereport,
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BRERE, ZRRAIEG M IEERE XTI T E R E T (field-replaceable unit,
FRU) 5%,

YOS RIINREEZ NI RES, 0, NRIZKSIZLEARERENURNTR,
BaASNIRNROE— MR, LUESTERXEASRXIRATEEM, ZIIRFH
MR Z2F A 100%s.

EIRMBSFIZ M5 | B AR S A 228 _EAY Fault Manager SPHF# 21 TIERE, 1Z5FHF
HETHEMAGZENZRERE, WTEMT.

winems —p SCHEER L um

ereport LR
+ HEIE
ereporti E &
E | METIR
/'_v '_\.
RS

-

. MYRESZHRBEHIRERREURE. EENIH, mcelog SFHF#HZEZE LML
B, myeEEEILREENEWARERE.

Oracle Linux Fault Manager SF1F##2 fmd(1M) "8 B — 1M IRSS . RILUEZARSB 1ETCh

AFIPFHZRHITEAMEE, WAILUER init.d 4B BAMESIZRSUEMESH

AIEIEM, ZARZASHY Oracle Linux FMA R iFHMIEE RS EIE:

« fmadm(IM)— ERRAIRS AR B LSS REEAAERE Oracle Linux HIFEIE

#5 fmd(1M) 43P RIHBE,
= fmdump(1M)—FF E/R5 Oracle Linux #fEEIELS fmd(1M) KEXHIEfI B EXHY
AN

BIEERAREMARIE

TRESAXEPEANVHREEREREMARIENGA,

RiB s
CRU CRU BEFAE#ET (JARTEDIMM) .
i Oracle Linux FMA F I BERS A IESR FRVIZEIS | B BE 4SS

ereport (B1FE mcelog £ LY ereport) » X Oracle ILOM HPEEIRK
REMPLFFRIZES MR, ES I Oracle ILOM X414,

FEIRIRE (Error report, Ereport) HIRREERTHIREN. HPOAFRBREMNHERERES, UE
Fault Manager B] BUZ B8 1R I 2B VR P IS HTE B
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BieA

HIER TR AGFEETAERARNERES, FEJ Fault Manager B2
BT — RS NRE. ZAMERER, UM RIERHE—D R
%O

IZWTH RIS, Fault Manager RICR—FXHELZMTEE, HFEEH
F3IALRBENZES 1D (H UUID ®R) o

FRU RIZ A B E T (NESR) .

—MIBFHE (WFFA FRUMRE) , 9"/SYS/MB/PL", RRfiiF
RAEEREANIERS #1, 5| SHNERTFSYIERG LTS (R
Oracle ILOM F&EER) #1TITAD,

HENKEEEREMN

HEGRNEIFHIREL 0S WFAHEIR. IREMNBIRTTEERRIEIEN
;ET\EEEEG\ AR E RS EERRY, 7E Linux A, mcelog IRIXLEEE

1Xo

mcelog

7E x86 Linux REEH, mcelog FEMHIRMIBMHETMZE Do meelog 5F
PHIZAE CPU MIAFH BN E S AHRIETRENERSERT
1215, AILIEE—RRE, SEEHEAFENEE. CPU OB
MEEEEREFHIRNE, A LEERFE X

Oracle Linux FMA 3R mcelog 2N 2H FAETE meelog BEXHFHHY
FRIR, BHFIRAIRE Oracle HFEEI, FHIFGEARMEIENF Oracle
ILOM iR B EIS SRIE BRI EF,

TUEE4L

BURTAY Linux OS FR— 1A IR, EZTAHR, BMRSTRIRS
BRRENYIENFAENREN 0s RFE (MBEEEE) . ZWERE
FRERGA A,

ETHEREBE

FEEREER—FEISH. REMGEBRREEGHFER RS E

BIRARREWN S, EohBREE LRI 4SRRI

BfiE], HARKEERR Oracle RS A RIRMHE X SMHHIEIIELAEL

Bo ZAEREMEIE Linux meelog EHFEEEMNIY. Fault Manager F1E

iﬂﬁiﬁﬁﬁﬁﬁ'ﬂﬁﬁfﬁ?l%, M EN Os FHURH IR ERRRATAE FMA
Bﬁ* §| o

AR S3 AbFE2S (Service processor, SP)

AZH Oracle FRSZBIRMEARS MRS, BT EHIERMENETH. &
FIETIRTE A FMA JER) (EEERIREMKEIZE) ST

a
BEo

1B FAME—ARIRRF (Universal unique

identifier, UUID)

UUID BT A f—ARGRE—ImREA .

S B ER B2 3B A

14

BEIFEIREY, mcelog SFIFH IR fALL BIECE AR HIE S B8 R 2 meelog XHH, I
W, BRI E 0x45a3b50c0 £ — A BIEMNFIRE IR, &L ZIE R,
mcelog SFFHIZERME /var/log/mcelog FIN—1% B, Hl40:

CPU 8
BANK 3
TSC ©

RIP 00:0
MISC 0x85

ADDR 0x45a3b50c0

address that had the correctable read error
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HIPERIERBEE AN

STATUS 0x9c000000T00cO09f
MCGSTATUS 0x7

PROCESSOR 0:0x306f1

TIME 1389814624

SOCKETID ©

APICID 18

MCGCAP 0x7000c16

EEBE—FEBRRBNRGRE (/var/log/messages), BATREAZIAE (iR
TEME) URRITT fIMRE (izoumpiy) , fiu:

1 Jan 15 14:37:04 testserver16 kernel: Machine check poll done on CPU 8

2 Jan 15 14:37:04 testserver1l6 mcelog: Family 6 Model 3f CPU: only decoding
architectural errors

3 Jan 15 14:37:04 testserver16 mcelog: corrected Socket memory error count
exceeded threshold: 1 in 24h

4 Jan 15 14:37:04 testserver16 mcelog: Location SOCKET:® CHANNEL:? DIMM:? []
5 Jan 15 14:37:04 testserver1l6 mcelog: Corrected memory errors on page 45a3b5000
exceed threshold 1 in 24h: 1 in 24h

6 Jan 15 14:37:04 testserverl6 mcelog: Location SOCKET:® CHANNEL:? DIMM:? []
7 Jan 15 14:37:04 testserverl6 mcelog: Running trigger “page-error-trigger'
8 Jan 15 14:37:04 testserver1l6 mcelog: 0fflining page 45a3b5000

FE ST LEREHERTERUEENEIRREIZERN 24 /NIR 1 MEIR. ATFEIIE
B, BEIHITZIEEUMRS HHMIBRTIE 0x45a3b5000, 45 HEAHY "Offlining page”
HE (B817) BHATX—H. MFBITAFRIERRNHE, RASHESE—H
MEIEEZLE, BEEURAT mcelog. conf X4 "page" 285 HHY "memory-ce-action”
=

RS FH SR DIMM @B T 451289 DIMM H{E, MERTRIIEATZ
5, SPEZEM—NIE, ARRKEBERLZZEENHEANREERIIEEFN—oH
TiERo.

1B, 5 Fault Manager SFIP#HIEHITHE—ARXER—HKARHEE, BiER~E1ZHH
BN HPEH I, EHERRENAEEIEHISHM /var/log/messages X, KB Fault
Manager ST #HIZHFIEEEEFERA U TE:

SUNW-MSG-ID: SPX86A-8002-30, TYPE: Fault, VER: 1, SEVERITY: Minor

EVENT-TIME: Wed Nov 27 10:36:30 PST 2013

PLATFORM: SUN SERVER X4-4, CSN: -, HOSTNAME: testserveril6

SOURCE: fdd, REV: 1.0

EVENT-ID: eed2208e-2dcf-40c9-9bab-ab3al13e94182

DESC: A processor has detected multiple memory controller correctable

errors.

8 AUTO-RESPONSE: The affected processor will be disabled at the next system boot
9 and remain unavailable until repaired.

10  The chassis wide and processor service-required LED's are illuminated.

11  IMPACT: The system will continue to operate in the presence of this

12 fault.

13  System performance may be impacted due to disabled processor.

14  REC-ACTION: Use 'fmadm faulty' to provide a more detailed view of this

15 event. Please refer to the associated reference document at

16 http://support.oracle.com/msg/SUN4V-8001-8H for the latest service procedures and
17 policies regarding this diagnosis.

FUWREIE X2 HLIREBRARY, EERFTEINS Oracle AIREXE T REZ1FA(5
Bo BXTA, BEEREFHIE 16 17, FRT % 14 175 HBURIEIN, FHREXERER
REE S ISR S5 fR A R N R EX Y E IR 1%,

OO hdWNRE
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Oracle Linux FMA S5 FF M TIRER R

O] LU (5 F fE R R B IR 1Y (Simple Network Management Protocol, SNMP) & jZ"ﬁ%
EHIZ#T"%’:FHIJ’DU\IM (Simple Mail Transfer Protocol, SMTP) 7£ Oracle ILOM HECE E4E, 15
£ 01 Oracle ILOM X#%, W3EA http://www.oracle.com/goto/ILOM/docs,

k4, BILAEEE Oracle EEJJHE%WEQ‘?LX@T:EHﬂmﬁiliﬁﬁﬁ:fﬂﬂﬁﬁEEDMm'SEﬁE'Jf_';WU

HR (40 Oracle ILOM) 3B Oracle BRS5. BXRILINEERIER, ES M Oracle BENAR

SIERF I, ZIE XA HEZIRMET {Oracle ASR Quick Installation Guide) #0
{Oracle ASR Installation and Operations Guide) BI¥%#%

Oracle Linux FMA &5 < #FM YR F

16

R Oracle Linux FMA B, ARERERAATARLSAFRIULERRZEE, XEKE

WATIEIT SEE BR RIS 1T Oracle Linux FMA s <M FEM T,
f5lg0, FEIZTT fmadm 5%, A
/opt/fma/fm/sbin/fmadm

BRoIFMIT, WA

man -S 1m -M :/opt/fma/share/man: fmadm

RNTEFER, AJURBTRPMAEESFINE PATH 31 MANPATH FIRT =7,

BY=| REREF %E
TS RIS Jopt/fma/fm/sbin m ¥ Bourne Shell (sh). Bourne-again Shell (bash)

¥ Korn shell (ksh), f@A:
$ PATH=$PATH:/opt/fma/fm/sbin;
export PATH

m  XJF C Shell (csh) SHE3RAY C Shell (tcsh), %8
Al

% setenv PATH $PATH:/opt/fma/fm/
sbin

FMm /opt/fma/share/man m  X3F Bourne Shell (sh). Bourne-again Shell (bash)
¥ Korn shell (ksh), f@A:
$ MANPATH=$MANPATH:/opt/fma/share/
man; export MANPATH

m  X3F C Shell (csh) SIERA C Shell (tcsh), i
A
% setenv MANPATH $MANPATH:/opt/fma/
share/man
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ETAXKERRENER

ERAXBENREHIES

il 1

fmadm faulty 85< R BRBIEREREE B U KRMBERX FRU WEES %, BHiEE
FA fmdump 88, 1B, fmadm faulty FAFERAKMBRIIE, M fmdump ATFETRR

S FNAEIERAE.

EE - IB70IRIE fmdump SR I TEIRIR(E, MMZEMA fmadm faulty Hidl. HE

XA PIRE R BLE N IZAR 0 ERE SR G R ER IR FRIR

o

ETREXRBELAGNER
BAEER,
EEFEXARNESR, BANTHS:

fmadm faulty

BXRERNXARIRAE, BESRUTRG,

BHE—FE CPU MY fmadm it

1 # fmadm faulty

72
3 TIME EVENT-ID

4 e e e e e e
5 Dec 19 13:25 eed2208e-2dcf-40c9-9bab-ab3a13e94182
6

7 Problem Status : open

8 Diag Engine : fdd 1.0

9 System

10 Manufacturer : Oracle Corporation

11 Name . SUN SERVER X4-4

12 Part_Number 1 7066596

13 Serial Number : 489089M+13280X0042

14 Host_ID . testserveril6

15

R R R LR LT

17 Suspect 1 of 1

18 Fault class : fault.cpu.intel.mc_ce

19 Certainty 1 100%

20 Affects 1 /chassis=0/motherboard=0/chip=0
21 Status : faulted but still in service
22

23 FRU

24 Location : "/SYS/MB/PQ"

25 Manufacturer : Intel

26 Name ! unknown

27 Part_Number : CM80636

28 Revision : unknown

29 Serial_Number ! unknown

30 Chassis

SPX86A-8002-30 Minor

£/ Oracle Linux ¥PEEIRE R LMD
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EREXHNEEAGNER

5l 2

31 Manufacturer : Oracle Corporation
32 Name ¢ SUN SERVER X4-4

33 Part_Number ! 7066596

34 Serial_Number : 489089M+13280X0042
35 Status : faulty

36

37 Description : A processor has detected multiple memory controller correctable
38 errors.

39

40 Response : The affected processor will be disabled at the next system boot
41 and remain unavailable until repaired.

42 The chassis wide and processor service-required LED's are

43 illuminated.

44

45 Impact : The system will continue to operate in the presence of this
46 fault.

47 System performance may be impacted due to disabled processor.
43

44  Action : Please refer to the associated reference document at

45 http://support.oracle.com/msg/SPX86A-8002-30 for the latest
46 service procedures and policies regarding this diagnosis.

Affects # status 17 (55 20 1 21 17) R HIER MAVAEFREEXKRS. LR
ffldp, H—1 CPU ZEI® M, T©HARIZH "faulted but still in service"s

55 24 TTR/RZ M FRU (Field Replaceable Unit, INiHrIE#fiET) IR, UEFR
8B (t2FFA FRU #5%5) A "/SYS/MB/P0", EMNSYIEEH _ERIARE DL Oracle ILOM &
~EEITAD,

% 35 TRTIRE A faultyo
7 "Action" Z O, ErIEEE S HMISEMNIRIE, XLEIR(ETREBREEXT fmadm 6
B5IA, WrlsEEREMTHI,

£ fmdump < BREREE

RLrH & E EMNIREXET fEie R~ EFERIRIAMN fmdump -v -uUUID S Rl
@1’%—,@0 REERMER fmadm faulty @<, 1B fmdump s {hEIH1T, WNLLTRRABIFR

aN.

1 # fmdump -v -u eed2208e-2dcf-40c9-9bab-ab3a13e94182

2 TIME UUID SUNW-MSG-ID

3 Dec 19 13:25:38.0697 eed2208e-2dcf-40c9-9bab-ab3a13e94182 SPX86A-8002-30

4 100% fault.cpu.intel.mc_ce

5

6 Problem in: hc://:chassis-serial=489089M+13280X0042:chassis-name=SUN SERVER X4-4:
chassis-part=7066596:chassis-mfg=0racle Corporation/chassis=0/motherboard=0/chip=0

7 Affects: hc://:chassis-serial=489089M+13280X0042:chassis-name=SUN SERVER X4-4:
chassis-part=7066596:chassis-mfg=0racle Corporation/chassis=0/motherboard=0/chip=0

8 FRU: hc://:chassis-serial=489089M+13280X0042:chassis-name=SUN SERVER X4-4:

chassis-part=7066596:chassis-mfg=0racle Corporation:fru-serial=:fru-part=CM80636:
fru-revision=/chassis=0/motherboard=0/chip=0
9 Location: /SYS/MB/PO

% 3TETRENBKIENEE. HiBAM—+RR%RF (Universal Unique Identifier, UUID) F1H
21D,
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1 B RIR R

% 4 TR RBEEMIZERBE B ko

YR T A, FRU GLUHPEEERZRIRIRAT (Fault Management Resource Identifier, FMRI)
BRRE (BE61TEE81T) , HPOEEXEENENAZNRAMEN, WHNE
B (SUN SERVER x4-4) MINFEFFIS. EXIHEMTEEMAM L, FRU B FMRI Hif
S84 FRU NEMGSHFETS. S, FER FRU RE,

FRUIE (5 917) M T Hi%£M FRU R, 0, 5% /sys/MB/Po RxnFEIR_EFR
id "P0" B9 CPU,

IR, FH fmdump P ARERTEM. R AFIRIE, BRIEFER -m ik, &
XEZER, BEEN fmdump(IM) FM 51

&5 R PR ER R

EHREEEREMERRTRIRREAN 25, BRI ZAMHITESE. BETLLEIH
mAERZz—#T: RAHEH
»  FIRSMIPRHIRA LA, WNRZAHEE Fault Manager SFF#H A IRERIFE VIS5
B, NsR&ERAEE. B8 TRANFIISER, LUE Fault Manager SFP#HIZR]
UHE RN BB ERSEMA R (FIa0, FINERZER (blacklisting)) MIBITEEH
MIBR T LHHF. HAREUSIIOMBY, Fault Manager SPAFIHFZE fmadm faulty daHH
FEETREMNER. ZRRRREBETTIFHEENRNEIREESEREFTH, BFHE
EMHRE 30 XKfE, XNSKFHEBR.
» {IREEFRU FIS, FEHTERXEE. B, CPURERYIS. EXLEER
T, WEEIESRTIFHELTERNE FRU Bik,
RZfEF fmadm sr R FEE NATICHEBE, RMEIE:
m fmadm replaced label
m  fmadm repaired label
m  fmadm acquit label
m fmadm acquit uuid [label]
REXMN LRI LKA UUID SIFEEASE, BRIFERIRE. fl, 7%
/SYS/MB/PO RNEMR _EARIZA "PO" BY CPU,
NREN FRU FESMEEH BEHENEBR—RZ FRU, N$HXTiZ FRU f£/A

fmadm replaced 8%,

fmadm replaced F<

&R LUER fmadm replaced SR 3RIERAIEEH) FRU B E RS #5ER,
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HIEEERETEXH

MRALBNRIE FRU BER (FIISEFEN) , WRHZAMERNAFXSERS
ITHHEANT fmadm replaced BYREXF A AERE, #0R fmd ATLLEEHHAIA FRU RER
(FHISKER) , MWARRFFER fmadm replaced <,

MRAG B AIME FRU ERFRERER, NHFTARE: AIRRFERETR not
present, ERZINAREREXAMER, BEISESMHRE 30 XGE, BHFHB
BRo

fmadm repaired Fp<

HEXRATEMR FRU ZINOIRIEE 75 AR RBRAES, RILAER fmadm repaired &5
2o HRBENTHBEEEMTEA NI E T ATER.

fmadm acquit &<

EHE T RN ABFASERN, S@ESMEA acquit I, HEAETHMEIREGH
BRSSP ANKE, BakIRAESTRH,

ERMATRE, MERMEEHNATESLTNH. AL, ERIUEERERNHEAETLIR
A, RAREUERNHEHBRTEE, LT EESERENAHTRH,

HEANEM UUID WES TR, HEMEURNRERIEE. B, RIRHEST
IR, S ZEFMABEE (F25hF) FMD_CASE_REPAIRED IRASFHERK— list.
repaired H¥) o

BEZE fnd BHESZTRASNRIIRFEN ARG RERR, HEBSFFRS
ESEFITIZIRE. MREHERRAIFEINITREHNFRERMIPHI TR,
BRBEMERESHRLERNT. A, @EIERMUTENFEREE UUID iR, &
gu%EbE% FRU E—ERAFIFTLRE, BEFFEEMEGPERETARS N AIEE

fmadm acquit wuid [label]

HIEEERE XM

Fault Manager PP #12 fmd FERIBREZSMHEHEXHF. BEXHEMETE /var/opt/
fma/fm/fmd 1, BIfEA fmdump SRS HITER, BXEZER, FEN fmdump(1m) F
yii AN

= errlog HEXHIZRHA ereport AR BIENENE Bo
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HIEEEREXH

n EEMEMFEREARTBEXMHF. infolog_hival AFEMESEMH, infolog K
EFEHEMERME M,

» fltlog BEXHIERHBIEZMEHMEE S

A AE - FEREOSXAENNARTEERIE, TMNIRME fmadn faulty BIRESRETT
B1E, HEXHTEES B RZR I S R R 2R,

SBEMREREX . EXEE Oracle Linux PHHAEXHMNESZEE, 58N
logrotate(8) FMT,
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Oracle Linux PR EIBA R LM EHIR

ZTIIT4RT Oracle Linux FMA BYRIEFRM 7 HIEHIRIE, HPEE:

n OEIRSFER [23]

= U0R mcelog <, MEFH/ZEN fmd [23]
» NRBEEFEHIRBEPFAFEHRE, WYRLE mcelog X4 [26]

» YR SELinux [EFEIETT, N fmd SFIF#HIZERIBER BTN [27]

= {8 Anaconda 3f Oracle System Assistant % OS BY, Oracle Linux FMA &#n] g5k

g [28]

vV RERSHER

® YR Oracle Linux BFEEERAR LM (Fault Management Architecture, FMA) 35k
EBTHE, BFREUTERNRS S FERIKE:

Oracle Linux ks RS EARIR ERIRE

Oracle Linux 6.5 {E@RA LR 7.0 8 | IPMI BRSS BREHIFEEBT

BEhRs

Oracle Linux 6.5 S{E &hRZs AR 7.0 2 dmidecode EXEHTH

EEhRA

Oracle Linux 6.5 S{ & & kR4~ EDAC &3 E2H

Oracle Linux 6.5 ;i E SRS mcelog AR5 BEREHIEFEET

Oracle Linux 7.0 {E & A4 mcelog AR BRERNETIFHEREX TIET

BEXNENRERS MMERIIFMAEE, ESR:  (Oracle Hardware Management Pack
RIEIEF) Y “ERE Oracle Linux FMA B Z B ZEFrEERY Linux A5

Y U0%E mcelog &, MEHFHFZEH fmd

HFEMRE, mcelog SFIPEEEEMBITE

BERERTERHHESK . REZF

SR, NMELIERERANIZETR B EHB CPU MAEHEIR.

Oracle Linux #EEIREREHHRFEHRR 23


http://www.oracle.com/pls/topic/lookup?ctx=E55484-01&id=OHMIHgntjd
http://www.oracle.com/pls/topic/lookup?ctx=E55484-01&id=OHMIHgntjd

R mcelog kK, MEHFHZEH fmd

1. E mcelog FIFHERTIETEIET.
fign:
[root@testserver16 ~]# service mcelogd status

Checking for mcelog
mcelog (pid 32435) is running...

ARSI A "running”s SIERAZ "running”, Ni%BE mcelog AIREE FLEE KK,
R mcelog KIZITHELM, Oracle Linux FMA mce #RIR2%KM, FEHARE mcelog 5F
IPHIZER T, ZERAEIERIET.
2.  U2E mcelog SFHFHIZIETIEIT, NMHEZE Oracle Linux FMA EREVIRE.
HHHFRA Fault Manager {RIRAPIRE :

[root@testserveri6 ~]# fmadm config

MODULE VERSION STATUS DESCRIPTION

ext-event-transport 0.2 active External FM event transport
fmd-self-diagnosis 1.0 active Fault Manager Self-Diagnosis
ip-transport 1.1 active 1IP Transport Agent

mce 1.0 failed Machine Check Translator
sysevent-transport 1.0 active SysEvent Transport Agent
syslog-msgs 1.1 active Syslog Messaging Agent

FELERRAIF, mce BIRAE "failed" RS, XEME ENARERN CPUHAFITE
MHREEREH, RtASEREEESIEETICRIIZEXES M,

3. U2 Oracle Linux FMA mce =R BE%K, MEER fmdump FRIAKKBEE.
fign:

[root@testserveri6 ~]# fmdump -Ve

n 21 2014 09:56:05.930589483 ereport.fm.fmd.module
nvlist version: 0@
version = 0x0
class = ereport.fm.fmd.module
detector = (embedded nvlist)
nvlist version: 0@
version = 0x1
scheme = fmd
authority = (embedded nvlist)
nvlist version: 0@
version = 0x0
system-mfg = unknown
system-name unknown
system-part unknown
system-serial = unknown
sys-comp-mfg = unknown
sys-comp-name = unknown
sys-comp-part = unknown
sys-comp-serial = unknown
server-name = testserverl16
host-id = ffffffffo9ea7ada
(end authority)

mod-name = mce
mod-version = 1.0
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R mcelog kK, MEHFHZEH fmd

(end detector)

ena = 0x3631d6cd9f6c0001
msg = mcelog not running!: client requested that module execution abort
errno = 1072
errclass = ereport.fm.fmd.hdl_abort
_ttl = oxa
__tod = 0x52de8a85 0x3777ab2b

ELERAIF, "msg =" FRIIHT mcelog REIETT, X2 mee RIRBEFEHIRE,

H%E mcelog ST #HIZRREFREZE, EMBMIZTIFHEE,
f5Ian:

[root@testserver16 ~]# service mcelogd start
Starting mcelog daemon

I8 mcelog B E IETEIBIT,
BN
[root@testserver16 ~]# service mcelogd status

Checking for mcelog
mcelog (pid 32498) is running...

% Oracle Linux FMA mce 1&1R,

[root@testserver16 ~]# fmadm unload mce

PATIHIRERER—MEPESRM, S0 UERPE EEHIEEPIRRIZHES M.

HIABESREERSUEETHIRT mce RIRENFH,
flan:

[root@ban25tsi2uut2 ~]# fmadm faulty

Problem Status : solved
Diag Engine : fmd-self-diagnosis / 1.0
System

Manufacturer : unknown

Name : unknown

Part_Number : unknown

Serial_Number : unknown

Host_ID . ffffffffogea7ada

Suspect 1 of 1 :
Fault class : defect.sunos.fmd.module

Certainty 1 100%
Affects : fmd:///module/mce
Status : faulted and taken out of service

Description : A Linux Fault Manager component has experienced an error that
required the module to be disabled.

Oracle Linux #EEIREREHHRFEHRR
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NRBEEIRIIEERAFEHRE, WIS mcelog X

Response : The module has been disabled. Events destined for the module
will be saved for manual diagnosis.

Impact : Automated diagnosis and response for subsequent events associated
with this module will not occur.

Action : Use 'fmadm faulty' to provide a more detailed view of this event.
Please refer to the associated reference document at
http://support.oracle.com/msg/FMD-8000-2K for the latest service
procedures and policies regarding this diagnosis.

E I Oracle Linux FMA mce #ERHHIARIEEEIT.
40

[root@testserveri6 ~]# fmadm load /opt/fma/fm/1lib/fmd/plugins/mce.so
fmadm: module '/opt/fma/fm/1lib/fmd/plugins/mce.so' loaded into fault manager

[root@testserverl6 ~]# fmadm config

MODULE VERSION STATUS DESCRIPTION
ext-event-transport 0.2 active External FM event transport
fmd-self-diagnosis active Fault Manager Self-Diagnosis
ip-transport active IP Transport Agent

mce active Machine Check Translator
sysevent-transport active SysEvent Transport Agent
syslog-msgs active Syslog Messaging Agent

9NR mee RIRAENHEHFEN, WEHBE) Fault Manager, 1 TFFR:

[root@testserver16 ~]# service fmd.init restart
Stopping fmd: [ 1
Starting fmd: [ oK 1]

PRRRR
RooRro

vV NRAFFEERBIEEPARFERE, WYEE mcelog XF

26

YR mcelog.conf XHHFM raw = yes FE#FFEIE, N Oracle Linux MEEIRIMHF
TEIRENE 8 B PR IR E E,]'f:ln_.\o WMRELEZIER, WA mcelog LIBRIITER
OB F A PER G RN PE S R IRE,

B EX A RIESFPITFF /var/log/mcelog, il mcelog XH7H B RIETN ARG
o

TRERTHINEEM RSB EE (X2 Oracle Linux FMA FrEERY) Rl

BB RiatE

Hardware event. This is not a software error. CPU 0

MCE 0 BANK 8

CPU 0 BANK 8 TSC 0

MISC 7 ADDR 102bfc0368 RIP 00:0

TIME 1383171020 Wed Oct 30 18:10:20 2013 MISC 0x85

MCG status:EIPV MCIP ADDR 0x102bfc0368
MCi status: STATUS 0x9c00000000000090
Corrected error MCGSTATUS 0x6
Error enabled PROCESSOR 0:0x306f1
MCi_MISC register valid TIME 1383171020
MCi_ADDR register valid SOCKETID 1
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YN SELinux IEFEIETT, M fmd SFIF#HIEAIRER BT

BB RIaEN
MCA: MEMORY CONTROLLER RD_CHANNELO_ERR APICID 20
Transaction: Memory read error MCGCAP 0x1000c14

STATUS 9c00000000000090 MCGSTATUS 6
MCGCAP 1000c14 APICID 20 SOCKETID 1
CPUID Vendor Intel Family 6 Model 45

2. R mcelog XHHEEENEIAMEIN, MYEIE /etc/mcelog/mcelog. conf X,
HEFRE "raw = yes" %H,

3. ZAREMBE) mcelog TFHIE, MTFAAT:

service mcelogd restart

¥ 1R SELinux IETEIE1T, W fmd SFIFHIZRTEER B TH

1R SELinux IETEIETT, N fmd SFIFHIEATEEAR/ZE, SELinux fRIFXYFLE B R4
BIiAEl. 43RIE, FIRESIBAEXT /var/opt/fma/fm/fmd FRAY B ESCHEBIIAIRL,

HEAMIT fmadm A LTHRHSHIMZBE. HIE0, ESFBRNLUTHEIR:
fmadm: failed to connect to fmd: RPC: Program not registered

Jﬂ:gl\: /{FAEJT_Z}'\—}L lu\q:#kél "TJLXTW-’Q?QMB’J El:ii:é;\ :u\.

May 28 03:07:14 sca05-0a8le7e6 setroubleshoot: SELinux is preventing
logrotate from read access on the directory /var/opt/fma/fm/fmd. For
complete SELinux messages. run sealert -1 9eb4cb40-9d2b-4428-980f-
c4e46606aecl

1. RERAEXHPIEENEXIZIT sealert BiRFA#HITIRIE, FIUN:

sealert -1 9eb4ch40-9d2b-4428-980f-c4e46606aecl
HMERMTFUTARS:

[root@testserver16 ~]# sealert -1 9eb4cb40-9d2b-4428-980f-c4e46606aecl
SELinux is preventing logrotate from read access on the directory /var/opt/fma/fm/fmd.

*x¥xx% plugin catchall_labels (83.8 confidence) suggests —***xxxxaiaiiiiiiiirx

If you want to allow logrotate to have read access on the fmd directory

Then you need to change the label on /var/opt/fma/fm/fmd

Do

# semanage fcontext -a -t FILE_TYPE '/var/opt/fma/fm/fmd'

where FILE_TYPE is one of the following: abrt_var_cache_t, var_lib_t, configfile, domain,
var_log_t, var_run_t, cert_type, configfile, net_conf_t, inotifyfs_t, logrotate_t,
sysctl_kernel_t, mailman_log_t, sysctl _crypto_t, admin_home_t, varnishlog_log_t,
openshift_var_lib_t, user_home_dir_t, var_lock_t, bin_t, device_t, devpts_t, locale_t,
etc_t, tmp_t, usr_t, proc_t, abrt_t, device_t, 1lib_t, logrotate_var_lib_t, root_t,
etc_t, usr_t, sssd_public_t, sysfs_t, httpd_config_t, logrotate_tmp_t, logfile,

pidfile, named_cache_t, munin_etc_t, mysqld_etc_t, acct_data_t, security_t, var_spool_t,
nscd_var_run_t, sysctl _kernel_t, nfs_t.

Then execute:
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£/ Anaconda 3¢ Oracle System Assistant %% OS BY, Oracle Linux FMA Z3EAIRERIK

restorecon -v '/var/opt/fma/fm/fmd'

*kkk Kk Plugll’] CatChall (17.1 COnfldenCG) SUggestS R R R RS RS EEEEEEEEEEEREEREEREESES

If you believe that logrotate should be allowed read access on the fmd directory by
default.

Then you should report this as a bug.

You can generate a local policy module to allow this access.

Do

allow this access for now by executing:

# grep logrotate /var/log/audit/audit.log | audit2allow -M mypol
# semodule -i mypol.pp

2. HITAEEXHHENAIUATHS:
grep logrotate /var/log/audit/audit.log | audit2allow -M name

semodule -i name.pp

H name 2 1EHIE I ERBFIR IR BIZ o
3. §XFAE SELinux XIFIFRIBEEESRE 1 M 2, AE pp XHRHEFREIR,

4. THE, EFSIRRY
AT fmadm 65T RY, MAEMNREIEHNGEL, MASETHRERR.

V¥V {EF Anaconda 3§ Oracle System Assistant &% OS B,
Oracle Linux FMA R3EA]gE5IK
A Linux Anaconda ZZEF2 5 Oracle System Assistant 5B OS 2% (#79 Anaconda
212%) B, Oracle Linux FMA SR REFAELN, OS BRI RMINERH R

; B2, SAERERENSISRSE, FrFHHY Oracle Linux FMA lRSAZBEIBR,
b, EN EFRZIEREERIES Oracle Linux FMA #FEFEH,

MRREZER, BRITUTIIE

# - ARBERTRIRE—R, FREETRLENSISPHITZIRE.

1. 52pK OS Ri312 (ZER{E(T Oracle Linux FMA I REHEES)

2. FERKEMSISZE, Uroot B BHERHEBFMINER,

# mkdir -p /usr/local/share/man/manim

3. fIRfEMRENFMIIAIEIEEE,

# 1n -s -t /usr/local/share/man/manim /opt/fma/share/man/manim/fmadm.1im /opt/
fma/share/man/manim/fmdump.1im /opt/fma/share/man/manim/fmd.1m /opt/fma/share/
man/manim/intro.1m
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8/ Anaconda 3¢ Oracle System Assistant %% OS BY, Oracle Linux FMA R#ATRERIK

B RENBYARSS.

# chkconfig --add ksyseventd.init
# chkconfig --add fmd.init

e, BohXLERS.

# service ksyseventd.init start

# service fmd.init start

£ fmadm config F < H{RFTA Oracle Linux FMA A4 B REHME,
Bign:

[root@testserver16 ~]# fmadm config

MODULE VERSION STATUS DESCRIPTION
ext-event-transport 0.2 active External FM event transport
fmd-self-diagnosis 1.0 active Fault Manager Self-Diagnosis
ip-transport 1.1 active IP Transport Agent

mce 1.0 active Machine Check Translator
sysevent-transport 1.0 active SysEvent Transport Agent
syslog-msgs 1.1 active Syslog Messaging Agent
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Fault Manager 2%, 9

EK, 9
TREKR, 9
acquit I7EIN

fmadm 85, 20
ASR

FMA I, 14

B
nE
FRU i &, 17

E
errlog BEXH, 20

F
K5, 7
fltlog HEXH, 20
FMA, 9
BEWMPEN TR, 19
BHEMXMH, 20
ERER, 17
BER, 11
B, 14
fmadm @<
i, 17
fmadm repair %I, 19
fmd SFHP#HAE
BER, 11

fmdump <
FMA BEXH, 20
5, 18

FMRI, #tAA, 18

FRU
EX, 11

FRU #5%, 17

G
HBE (FMA)
&g, 19
BREER, 17
B, 14
WEEEBARLEW I FMA
HPEHERR, 23

I
infolog HEXH, 20
infolog_hival HEXH, 20

J
{51 BB P 48 E B MW (Simple Network Management
Protocol, SNMP)

FMA #, 14
& B2 MR 14 fZ a1 (Simple Mail Transfer Protocol,
SMTP)

FMA #, 14

g
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E]

BEXH, 20

FRBE (FMA)
&E, 19
ERER, 17
B, 14

R
BHE
B, 20
Ly
M, 11
HPEHERR, 23
repaired J7E10
fmadm 88, 20
replaced 10
fmadm 88, 19

S
SMTP

FMA 1, 14
SNMP

FMA 1, 14

w
XigiEE, 7

X
Ex
FMA 8, 17
M7 EIETT W FRU
Be
FMA #PEHERFE, 19

Y4
BEpARSSIER
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