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Beie, ZOMEEIX. VAT LD AN RN EXE SO ELE £
IS

FHiECEE

FRHHECBEL X, VI b2 T eN=FDU o7 ORESRMEDDR
Wi, LER— N, BXONEE BEIZTS 2OOBEERT —F 7
JF ¥ —LFETT, FHECBEIZE T, "—FNU 2T ERiFY
7 b 7 OREE TNy 7T 570 B R EAHIIR S ., &
EOFMT — XA AT LEHEAE F 7213 Oracle DO R5FHY# I F24E
INFEY, 7—F72F ¥ —I. Linux mcelog 1 X MEH T 0 b 3
)b, Fault Manager, $ XU /KA N OS 2 SFEHED FMA [EE 7 — A2
NUTRELEZZI— 20T 59— AT 0ty b R—2DFW T
YU VTHREINET,

Y- ATak v Y (SP)

IZL A YD Oracle 4 —/N—1Z1, WAL TFTEGHER L HIHEH, AT L

DREEMEDE=Z) v, T5—DLR— M PEEDWZ2ET FMA
DT I7TF4ET 1 —REDY Y — V2T 29— Aoy
PAMFEL TV,

N — %A+ (UUID)

UUID X, HFEDY AT LDy &R THEEZ —ZIZH#T 572D
I NET,
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BEH L UORHEOEN

[EEH ST RIRDEH

mcelog T—EVIE, TT—2MET 5L, BATRERIGE 2B LT, mcelog 7 7 1
WZIERZ RIS L £9, 2 2. YT N L 2D 0x45a3b50c0 TaT IE A] B 7R A
TY —AND T T =g I Nz LET, IO FKAET DL, meelog T—E Vi
T bV % /var/log/mcelog (ZBMUL 3, #i:

CPU 8

BANK 3

TSC 0O

RIP 00:0

MISC 0x85

ADDR 0x45a3b50c0 <------ address that had the correctable read error
STATUS 0x9c000000f00cO09f
MCGSTATUS 0Ox7

PROCESSOR 0:0x306f1

TIME 1389814624

SOCKETID O

APICID 18

MCGCAP 0x7000c16

/o, MOES>ZME(LEWERZBRA-T 7 —8) BEIOITbh g (R—Y D%
774 4b) ZHATEA Yy =YW AT LT T (/var/log/messages) IZ3EE X 1
9,

1 Jan 15 14:37:04 testserver16 kernel: Machine check poll done on CPU 8

2 Jan 15 14:37:04 testserverl6 mcelog: Family 6 Model 3f CPU: only decoding
architectural errors

3 Jan 15 14:37:04 testserverl6 mcelog: corrected Socket memory error count
exceeded threshold: 1 in 24h

4 Jan 15 14:37:04 testserver1l6 mcelog: Location SOCKET:® CHANNEL:? DIMM:? []
5 Jan 15 14:37:04 testserver1l6 mcelog: Corrected memory errors on page 45a3b5000
exceed threshold 1 in 24h: 1 in 24h

6 Jan 15 14:37:04 testserver1l6 mcelog: Location SOCKET:® CHANNEL:? DIMM:? []
7 Jan 15 14:37:04 testserverl6 mcelog: Running trigger “page-error-trigger’
8 Jan 15 14:37:04 testserverl6 mcelog: 0fflining page 45a3b5000

S5ITHDA v —Vlk, FTIEARER T T — L EWMED 24 I 1 2D T —1Z
BEINI-ZEZRLTWET, ZTOULEWERZBZX 2720, {Thhi-7oayv
X, =Y A0 5 D= 0x45a3b5000 DHIFRT L7z, Zld, AT HAD
lOfflining page] X vt —Y B1TH) ITRINTWVWET, FIIEARERT I —Z2MHT
% 70t A, mcelog.conf 7 71 )LD [page] £2 > a »ND memory-ce-action]
IR T, ITLWLWR=UDBED YT o5NDED, MK TENET,

BEENFEE L 727 KL AT % DIMM DHRHIZ 78 25 A ¥ N7z DIMM U X
WMEZBEZ7-581F, R=YUPNF T 54 VIR BEIT TR, FAMIEEXEI N ThE
EEH T —AR—ZAD e LRI NBEENSP THREL T,

% < D&, Fault Manager 7 —E Y EDIRAIDOX D & 0%, FEHEZIIRIEHIZW S
NIZZEeZRTVAT LAY =V TT, Ave—Ulk, avV—)& /var/log/
messages 7 7 T )V ODli JGIZiE(E XN EF, Fault Manager 7 —E VP65 DFTRTD
AvE—UT, MOFAPHHEINET,
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Oracle Linux FMA XYY RELUIYZaFIR—IAD/INR

1 SUNW-MSG-ID: SPX86A-8002-30, TYPE: Fault, VER: 1, SEVERITY: Minor

2 EVENT-TIME: Wed Nov 27 10:36:30 PST 2013

3 PLATFORM: SUN SERVER X4-4, CSN: -, HOSTNAME: testserverl6

4 SOURCE: fdd, REV: 1.0

5 EVENT-ID: eed2208e-2dcf-40c9-9bab-ab3al13e94182

6 DESC: A processor has detected multiple memory controller correctable

errors.
8 AUTO-RESPONSE: The affected processor will be disabled at the next system boot
9 and remain unavailable until repaired.

10 The chassis wide and processor service-required LED's are illuminated.

11 IMPACT: The system will continue to operate in the presence of this

12 fault.

13 System performance may be impacted due to disabled processor.

14 REC-ACTION: Use 'fmadm faulty' to provide a more detailed view of this

15 event. Please refer to the associated reference document at

16 http://support.oracle.com/msg/SUN4V-8001-8H for the latest service procedures and
17 policies regarding this diagnosis.

DM I N-MENEAME NS, BIHEI N Oracle F L v VElE T2 S AL
TLEZIW, HlizonTliE, ERED 167HZSRUTLZE WV, F Ly VEEHEITIE,
BITHIZRRENTWAE T 2 a e a—YF—F# 3 — A 7an o1 XA TS
REEBMOT 7Y avdiad#HINTVWBEIL2H ET,

¥ 7z, Simple Network Management Protocol (SNMP) & 7z (& Simple Mail Transfer Protocol
(SMTP) %5 f§ L T. Oracle ILOM T+ N> kDMl Z ki TZ £3, Oracle ILOM R
F a2 AV D (http://www.oracle.com/goto/ILOM/docs) Z &ML T 72X W

X5z, YR— b EINDRMEEL ) Y — A (Oracle ILOM 72 &) D SHEDN— K
77 ORENFEE LU ZGEI1Z, Oracle Y —EAZHEMIZY 22 A MT B L1
Oracle Auto Service Request Z T & £3, Z DFEAEIZ DWW TIE, Oracle Auto Service
Request DEFHAR—Y 2B TLZI WV, TOXR=YDRFaxrr )7 %&RAL
&, OracleASRD V4 v 74 YA N—=)IHA K& Oracle ASR DA > A~ —)L & E/ED
HARANDY > IDHD ET,

Oracle Linux FMA Y > RFESLVY=ZaT7ILR—=AD/INR

Oracle Linux FMA O VA F = )VIRFIZIE, ARV —=F 4 VIV ATFLATIEavV NE
2R a T IV R=IVDNAEBHIIBRESINFEFRFA, Tk, Oracle Linux FMA 2<%
VRERZATNR—TVETNNATEFTTIBRERDHL I LEZEKRLFT,

72 ZIE fmadm I Y RE2FETTBITE, ROESITAILET,
/opt/fma/fm/sbin/fmadm

RZaTUR=VZEHTBHIZE, MOLIITATUET,

man -S 1m -M :/opt/fma/share/man: fmadm

IRDOFTHAT B LDI1Z, VP TIDEDHIZZINS % PATH BIEZAH & MANPATH
BREBABIEMTE 7,
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BEXIERMICEY 3BHRORT

5E AR =LA BRE

A3 Y RBELUNATF Y | Jopt/fma/fm/sbin m Bourne ¥ =) (sh). Bourne-again > = )l (bash).
F721% Korn ¥ )b (ksh) D&, IRD X 51 A
HLET,
$ PATH=$PATH:/opt/fma/fm/sbin; export
PATH

m C ¥ x)l(csh) F 7213455 C & =)V (tesh) D
HLMDESIZABLET,

% setenv PATH $PATH:/opt/fma/fm/sbin

R=aT7R=Y /opt/fma/share/man m Bourne ¥ =)V (sh), Bourne-again ¥ =)l (bash).
F721& Kom ¥ =)V (ksh) DA, IRD LS IZA
U7,
$ MANPATH=$MANPATH:/opt/fma/share/man;
export MANPATH

m C ¥z )b (csh) F72I13HE5R C & =)V (tesh) D5
EGLIMDESITASILET,

% setenv MANPATH $MANPATH:/opt/fma/
share/man

[EEXCIIRIEICEIT 3 BIHMDRT

fmadm faulty 2% 2 Fi&, FEEHEORMEONBREFRRLZD, BEfRT S FRU 2FE L
t@Tét@@%ﬁéﬂéﬁﬁfT 772U, ﬂMWpZV/F%#T FENTWE
T, WEIX, T T 1 TfEERRT B0 fmadm faulty 2MEHI N, VAT
AJ:@F'?%_\O)):}’T‘*D T RRT BT-DIT fmdump 73§4ﬁﬁﬁéﬁ’bi@"o

A EE - fmdump I~ FOIICED WC. BT 7> 3> 2 BE LT 2=,
R DIz, fmadm faulty DHHZFHHLTLEIW, 77 7402, BEEDPK
il RS RETCHANIT —CAEGENT VWA EAH D T,

V BEORELE-OAVAR—RVMIETIERERTT
)

1. EEEIIEDET,

2. OVR—VHMIETZBEHRERTTDICIE. ROOATYVRFEAHNLET,
fmadm faulty

EREINBETFIFANDOHFIZDOWTIE, ROFIZBBLTLEIW,
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BEORELLIVR—22 MNIBT2EHREXRTT S

fl

1

BEDHLELK CPUN 1 DHBIEED fmadn DHS

1 # fmadm faulty

2 e e e e e e e e e e e mmme  mmmmm e m e mm mm e
3 TIME EVENT-ID MSG-ID SEVERITY
4 e e e e e e e e e e e e e e e e e e e e e e e mme e e e mmmm e
5 Dec 19 13:25 eed2208e-2dcf-40c9-9bab-ab3al13e94182 SPX86A-8002-30 Minor
6

7 Problem Status : open

8 Diag Engine : fdd 1.0

9 System

10 Manufacturer : Oracle Corporation

11 Name : SUN SERVER X4-4

12 Part_Number 1 7066596

13 Serial Number : 489089M+13280X0042

14 Host_ID . testserveril6

15

R e R L LR LT

17 Suspect 1 of 1

18 Fault class : fault.cpu.intel.mc_ce

19 Certainty 1 100%

20 Affects : /chassis=0/motherboard=0/chip=0

21 Status : faulted but still in service

22

23 FRU

24 Location : "/SYS/MB/PQ"

25 Manufacturer : Intel

26 Name ! unknown

27 Part_Number : CM80636

28 Revision ! unknown

29 Serial_Number ! unknown

30 Chassis

31 Manufacturer : Oracle Corporation

32 Name : SUN SERVER X4-4

33 Part_Number 1 7066596

34 Serial_Number : 489089M+13280X0042

35 Status : faulty

36

37 Description : A processor has detected multiple memory controller correctable
38 errors.

39

40 Response : The affected processor will be disabled at the next system boot
41 and remain unavailable until repaired.

42 The chassis wide and processor service-required LED's are

43 illuminated.

44

45 Impact : The system will continue to operate in the presence of this
46 fault.

47 System performance may be impacted due to disabled processor.
43

44  Action : Please refer to the associated reference document at

45 http://support.oracle.com/msg/SPX86A-8002-30 for the latest
46 service procedures and policies regarding this diagnosis.

[affects] 17& [status] 47 (20-2117H) T, EEL ZHICBEET2REIZE ST
WEEZITHIAVER—X YV MPREINE T, ZOHITIE, 12D CPU WgEi% 321}
¥, Zhizik, Tfaulted but still in service] & \W5 ¥ —2ZWFHFosnE 7,

4 4THITIE, WEBEZIT S FRU(7 « — )V REEHATRE =y M) IZET 5T — X 3%

RENET, B2 RTXFES (FRU 7 )L ESIEENF ) 1% [/SYS/MB/POI Td
D, MEN—FKT 7 EDF )L FE 72 Oracle ILOM TERINAMEIZ—HL FT,
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BEEIIXMBDER

Bl

2

35 f7HIL, faulty DREZRLTVWET,
[Action] 27 ¥ a iZik, EHED fmadm 27> KOZBIZRb-> T (EIEML
T)EPDREDT 7Y a v aEn3585H0 £7,

fmdump OV > RZFERA L CEEDOXRT

AV =NV Ay —=U%F Ly VEEOHIZIX, dH\W fmdump -v -u UUID IX VK
AL CHEERRZRRTL2LICHERTLI2H500HD £9, fmadm faulty I ¥
VRDBHERINFTA, IROHNIRT LI fmdump I~ RHEEL £7,

1 # fmdump -v -u eed2208e-2dcf-40c9-9bab-ab3a13e94182

2 TIME UuID SUNW-MSG-ID

3 Dec 19 13:25:38.0697 eed2208e-2dcf-40c9-9bab-ab3al13e94182 SPX86A-8002-30

4 100% fault.cpu.intel.mc_ce

5

6 Problem in: hc://:chassis-serial=489089M+13280X0042:chassis-name=SUN SERVER X4-4:
chassis-part=7066596:chassis-mfg=0racle Corporation/chassis=0/motherboard=0/chip=0

7 Affects: hc://:chassis-serial=489089M+13280X0042:chassis-name=SUN SERVER X4-4:
chassis-part=7066596:chassis-mfg=0racle Corporation/chassis=0/motherboard=0/chip=0

8 FRU: hc://:chassis-serial=489089M+13280X0042:chassis-name=SUN SERVER X4-4:

chassis-part=7066596:chassis-mfg=0racle Corporation:fru-serial=:fru-part=CM80636:
fru-revision=/chassis=0/motherboard=0/chip=0
9 Location: /SYS/MB/PO

B D A RIREIZ, % @ Unique Universal Identifier (UUID) & A w £ — Y ID 23 3 {7 HIZ K
REINET,

P B OMEEN 4THICERRENX T,

S AREZR 4. FRU IKEEEIY Y — X5l (FMRD) EATH RRSINET (6-8
f7H). FMRI 121X, ¥ ¥ —>4 (SUN SERVER X4-4) X ¥ —> D) TILF SR Y,
EZ GV AT LIIETIEAR o N TF s —=REETNTVWET, ZhEYKR—-FT
577y N7 =L a3VIE—=%>Y NTIiX, FRU®D FMRI (Z FRU D/3— hFH & ¥
VT7LVESEEENTVET, ZNLNDEE. FRU 7 RIVDBRERINET,

FRU D (947 H) 1Z. AP FHARD Z RN TELFRU IRV ERLET, &
ZIX. TV /SYS/MB/PO 1L, XY —AR— KT [P0] £\ T XUHfWz CPU 23K
LET,

fmdump I¥ Y KTk, -mAT¥a VEFEHLRWAED, ERE, FHPT XA b,
BLUT7 7V a vBRRINER A, FEMlIE. fmdump(IM) DY =2 TV R—=T % H
LT ZZ W,

[BE X IR FEDIEE

EEEHIZ LS TYVATANTEENEELLZIVR—F Y IR EINEZS, Fh
EBEETERETT, BEIR. BERYEIRAOWTNDLDO HIETTbNET,
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[EE XT3 RMDIER

s EERIEMEIX. 32K —3% > MZ Fault Manager 7 — € V2NEHfCE 52 7L
FEEBY D DGEI1C, BEOHKELZAVR—F v M 2ZHEITHIRL -
LETONEZENH D FT, aVR—2 Y MK E X T DMD T (7=
EZE. TITv IV AMADER)IZL ST, WOEMADR S/ N/ZD D% Fault
Manager 7 —E VDB TE D L 512, YVATLDOYY) TR SHERIEGENT
WEJ, ZOLI M TS &, Fault Manager 7 — € V&% %172 )
YV — X% fmadm faulty ODHIIZRRLBRLS BV ET, 2OV Y-, T—FV
DN Y —AF v v aNITRFFS ., BEES Y 26 30 HAE U 72K
THEINZXT,

» FRUDY U 7NV HBESEZIETERWEAER, WRNLBEPBETT, & X
X, CPU LYY TABEESDH D FHA, ZTD &S84, Fault Manager 7 — €
Y TIZFRU DR TE EHE A,

fmadm I~ > REMHL T, WEIBEFADY — 27 ZBRIIZA T T ZEI W,
FTTa VRO EBHTY,

m  fmadm replaced label

m  fmadm repaired label

m  fmadm acquit label

m  fmadm acquit uuid [label]

INoD42520a Y RTI, 5L LUTCUUID £7213 9 )V 2 BETE £95,
FR)WVERMEHT S AT, 22 XX, TV /sys/mMB/PO 1X, ¥ —HR—FK
T [POJ WD T RUDFW/- CPU 2R L £,

FRU IZEROEENDH D, FRU 2 —E 13T 515481%. FRU IZF L T fmadm
replaced 2~ > RZMHL £,

fmadm replaced IV > R

fmadm replaced I~ ¥ RZ{HHT 5 L. BEWDH S FRU B E 72 IFHIRE 7= Z
CERTIENTEET,

FRU BRI Nz (V) TIUVEESVPEEING) T2 Y AT LAPEHENIZHE T 5
&, ZoRHIZT <Y R{TIZ fmadm replaced 2 A U7-85& AU L S5 ICWUBE X
F9, FRUPRBINTOVWAW (VY TILESHEHEINTVAV) Z L% fmd DXHE)
PINZHERR T & 5454, fmadm replaced I~ NIEFFA S EHA,

FRU DTS HIBRE N Z & 2 Y AT A HENIZRE LU 254, BEOH)
EIEFINEFHA, ZOEWIE Tnot present (FFELRW)] ELTRRINET
P, KGHNCHIFRE N2 D L IZ I Ng | EEA XY Mo 30 HA R U 7z
THEINET,
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EEEEOOJ 771

fmadm repaired AY >V K

M % R 57212, FRU O R ELAMZ B E1E 2 E1T7 L7254 1%, fmadm
repaired ¥ Y RZMHHTE LY, ZoL50BEHOHE LT, aVFR—3%2bD
HEECHMDY >V OBEREDRDH D T,

fmadm acquit A >V R

acquit & 7> a ik, 2L DA, TOVY —ADFENTIERWZ & bhro72L
SFHELUET, B, B0 —A4 Ry MBFREL TP IAENE &
i, BERMIZTbNhEZ e T,

REIBE LD EEIh, KM BEEIRA IV BRI NET, LER->T, 2
VR—AVMERBABLUHETEETLIILETEETN, TTIBESI Nz
R—=2 Vb 2MRTHIEETEEEA,

BB r — AHMEM S 17z (FMD_CASE_REPAIRED IRFEIZF4T L., list.repaired 7 RV
MERENZ) L RZIND DX, D UUID BRI Nd . £2ETRTOL
WAMBIE, R, HIBR, MBIz ETT,

WEIL, fmd DEBOEZZ S50V 2 MHNOBWE HEIRICRGT 50, Y HR—
N —E ARG FEITHRATEEDITRRAINET, IRV THATE2HEDLD S

DiF. ZOVY —=2ANFEKE LTEHDLDNTWBEEDTRTDTr— AT, TDV Y —
ADFENTIRNZ LD > GEEITTT, 7270, ROA TV avzMHLT

UUID & 7 R)VDj 2 RET UL, FRUZH BT —AIZOWTTE TR L, 1EH
DIRTDT—ATEVDEFIZTEHI LN TEET,

fmadm acquit wuid [label]

FEEEOOJI 771

24

Fault Manager 7 —€ > fmd X, @O0 77 7 A VIZEREZLHKLUET, v 7 74
VI /var/opt/fma/fm/fmd (2K E v, fmdump I~ > R2EH LU TR RL £9, &
HlIZ, fmdump(IM) DY =2 T L R—IESBLTLZ I W,

m errlog @2 7 7 A4 )VITIX, ereport 2* 5725 1 2NV N O g ARG R A E0 % X
nxd,

n ERANRYNE2DODOBET T 7 A IIZEEKI N E T, infolog_hival IFEEE D
WA XY MHT, infolog X ZDMD T RTOIER I RN MEINEL 9,
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BEEEOOJ 771

m fltlog B2 7 7 A )VITiE, BEEOBKE JOBHEA XY MR INE T,

FE-EHTIVa VIR, v 7 7 A IVDOHNETIE/R K fmadm faulty O H 2D
L&ESIZLTKEZI WY, BT 774021, BEEPRBERZITRETLNT T —X
MEEFNTVWEI DO ET,

077 7 AVIFEHENIZZE ENE T, Oracle Linux TOHZ 7 7 A )L OEELD A
. logrotate(8) DY = a7 R=U%2HHL T ZI W,
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Oracle Linux Fault Management Architecture M
NSNS a—FTa 2T

ZDx s a T, Oracle Linux FMA 2B ARIEIZOWTEIBHL, Mo 7L
Va—TFT 4 VIOFEERLET, KBEENET,

R 7 R=VD [H—VE AL EVa—)IVE2MHAT S
n 28 X—Y D [mcelog D3RI L 725E 12 fmd % FEE)T 2 |
» 31 AR=VD TEHFEHT - X R— A TRENFR SN2 WA meelog 7 7

TN ZfET S )

m 31 R—Y®D [SELinux DYETH DA fmd T —E VBRI LW &0 H

%]

m 33— ® [Anaconda ¥ 7z Oracle System Assistant D\ 3 4152 % f#fH L T OS
ZA VA N—=)LT 5L, Oracle Linux FMA D VY A b —)LWEWT B Z 03D 5 |

VvV HB—EIREDa—-IIZHRITS

® Oracle Linux Fault Management (FMA) ¥V 7 kD = 7HIEL < #EELABVSRIE. X
DEZ2—LEIVYT—EIDELWKEICHE>TWVWA I ZHEEL TS,

Oracle Linux D/\—2 3> H—ERFRIFE WEIRIREE

Ta—-
Oracle Linux 6.5 A% 3 & OF 7.0 DABE IPMI ¥ — &' A A VA M= VEATETH
Oracle Linux 6.5 BAB# ¥ & OF 7.0 DARE dmidecode A VAN —IIVEATHT
Oracle Linux 6.5 DAB# E:)AC EVa— B3]

)

Oracle Linux 6.5 LABS

mcelog ¥— ' A

A VA= VFEATETH

Oracle Linux 7.0 DA

mcelog ¥ — ¥ A

A VAR =IVEAT, T—EVE—RTD
AELTH

YA EVa— VKRS L ORKS 2 HIEDFMIZOWTIE,  TOracle
Hardware Management Pack f > A h—)L# 1 K1 @ [Oracle Linux FMA V7 7 =7
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http://www.oracle.com/pls/topic/lookup?ctx=E55487-01&id=OHMIHgntjd
http://www.oracle.com/pls/topic/lookup?ctx=E55487-01&id=OHMIHgntjd

mcelog BRI L 7235812 fmd ZBiRENT 3

A VAN—IVTARNIZREAD Linux IV R—3 >V 2L VA M—I)LT 5] 2BBL
TLEE W,

¥ mcelog KB LB EIC fmd ZBiEEH T3

TEIELRIHT, EEOFHEFIZ mcelog T—E VBEEI LD -7 D KRB LAZDT
5IENHVET, INPRELEZESIE. FAMPSDCPULAEY —ITT7—0D%
fGe@ZWizEIEL X7,

1. mcelog T—EVHRITHEHLESHEHBILF T,
H:
[root@testserver16 ~]# service mcelogd status

Checking for mcelog
mcelog (pid 32435) is running...

A7 —Z A% Trunning] T9, %95 TEHARWGAIK, F1EE 7213 KK U - getEd H
nDET,

mcelog D3FEITH TIEARWPLI U 7254, Oracle Linux FMA mce € ¥ 2 — )V H3EERE S
570121 X meelog T—EVDRIEUSBEBEL TWABMBENH 720, ZOEYa—)lik

KL ET,
2. mcelog T—EYHRITHDIHFS. Oracle Linux FMA EZ 2 —ILDRXT—R X%k
mLET,
3 RTD Fault Manager €Y 2 — VD AT — R A% FRT BHIZIE, MOESIZANLE
ER
[root@testserver16 ~]# fmadm config
MODULE VERSION STATUS DESCRIPTION
ext-event-transport 0.2 active External FM event transport
fmd-self-diagnosis 1.0 active Fault Manager Self-Diagnosis
ip-transport 1.1 active IP Transport Agent
mce 1.0 failed Machine Check Translator
sysevent-transport 1.0 active SysEvent Transport Agent
syslog-msgs 1.1 active Syslog Messaging Agent

FoHTIiX, mce BV a2 —IVDAT—X AL lfailed] TT, ZHik., CPU £7/2I1E X €
=YV F v ARV EINRRAMIESTEZXR—INTES T, TOREMEE
BHTF—2R=21ZEFE-EZHmI T nwZ 2 ZR L E T,

3. Oracle Linux FMA mce € 2 —ILHKRM L 7=1HE. fmdump ZfER L TERBDOIFEE

ZHELEYS
IR

[root@testserver16 ~]# fmdump -Ve

n 21 2014 09:56:05.930589483 ereport.fm.fmd.module
nvlist version: @
version = 0Ox0
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mcelog BRI L 7235 IC fmd ZBEEENT S

class = ereport.fm.fmd.module

detector = (embedded nvlist)

nvlist version: 0

version = 0x1

scheme = fmd

authority = (embedded nvlist)
nvlist version: 0
version = 0x0
system-mfg = unknown
system-name unknown
system-part unknown
system-serial = unknown
sys-comp-mfg = unknown
sys-comp-name = unknown
sys-comp-part = unknown
sys-comp-serial = unknown
server-name = testserveri16
host-id = ffffffffo90a7ada
(end authority)

mod-name = mce
mod-version = 1.0
(end detector)

ena = 0x3631d6cd9f6c0001

msg = mcelog not running!: client requested that module execution abort

errno = 1072

errclass = ereport.fm.fmd.hdl_abort
_ttl = oxa

__tod = 0x52de8a85 0x3777ab2b

LofITiE, Tmsg =) 74—V FiZld, mcelog I3FETHTIEAR L, TND  mee €

Va—IVOEBOFERTH B I RERREINET,

mcelog T—EVHHEETH 3 LHBILIBES. COTF—

l:

[root@testserver16 ~]# service mcelogd start
Starting mcelog daemon

mcelog BETHRTHI 2HRL£T,
#l:
[root@testserverl6 ~]# service mcelogd status

Checking for mcelog
mcelog (pid 32498) is running...

Oracle Linux FMA mce E2 a2—JLZ7>O—KL £,

[root@testserver16 ~]# fmadm unload mce

INEITH LT, MEERT —AR—ATRHETEHEESRY PERINE

ED

mce EXa—ILDT7VO—RFHEEEET—FIR—IATHEIN-C2BRALE

ERS
1
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mcelog BRI L 7235812 fmd ZBiRENT 3

[root@ban25ts12uut2 ~]# fmadm faulty

Problem Status ¢ solved
Diag Engine : fmd-self-diagnosis / 1.0
System

Manufacturer : unknown

Name ¢ unknown

Part_Number ¢ unknown

Serial_Number : unknown

Host_1ID : ffffffffooea7ada

Suspect 1 of 1 :
Fault class : defect.sunos.fmd.module

Certainty 1 100%
Affects : fmd:///module/mce
Status : faulted and taken out of service

Description : A Linux Fault Manager component has experienced an error that
required the module to be disabled.

Response : The module has been disabled. Events destined for the module
will be saved for manual diagnosis.

Impact : Automated diagnosis and response for subsequent events associated
with this module will not occur.

Action : Use 'fmadm faulty' to provide a more detailed view of this event.
Please refer to the associated reference document at
http://support.oracle.com/msg/FMD-8000-2K for the latest service
procedures and policies regarding this diagnosis.

8. OracleLinux FMAmce EXa—J)LZUO—KL T, TP THZ e =2ERELFE
ER

1

[root@testserver1l6 ~]# fmadm load /opt/fma/fm/lib/fmd/plugins/mce.so
fmadm: module '/opt/fma/fm/1lib/fmd/plugins/mce.so' loaded into fault manager

[root@testserver1i6 ~]# fmadm config

MODULE VERSION STATUS DESCRIPTION
ext-event-transport .2 active External FM event transport
fmd-self-diagnosis active Fault Manager Self-Diagnosis
ip-transport active 1IP Transport Agent

mce active Machine Check Translator
sysevent-transport active SysEvent Transport Agent
syslog-msgs active Syslog Messaging Agent

mee EYa—LNT7ra—RELEFV I - RFINBWIEGEEIE, RO X S 12 U T Fault
Manager % FEH U £ 9,

[root@testserver1l6 ~]# service fmd.init restart
Stopping fmd: [ 1
Starting fmd: [ oK ]

RRrRRrRRO
RrooRr o
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BFEEEBT —AR—IATEENFRFINAWVEEIC meelog 771 ILERET S

VvV RBEEET—IXR—IATEEHIRTINLGLVIZEIC mcelog
FTIERET D

mcelog.conf 77 T ) Craw = yes TV DI AV F?ﬁ“ﬁtpﬁ’\éé’hfb\&b\%m\

Oracle Linux Fault Management ¥ 7 b7 = 7 Cld, FEES — A2 /ERT 572012 BE
IERARETEETHA, TUDFREL LA, meelog 12X > T I Nz v

Fryv ARy MOEES—AL, BEEHET - AXRXR—-XIEMINEEA,

1. /var/log/mcelog ZTF A I T+ X THWT. mcelog 77T ILAvE—DORHER
PrawFXTHDIEZHERLE T,
IRDFKIZ, TT7 ANV PDRAY ¥ —TL (Oracle Linux FMA THER) lraw] A v v —

OHlZERL X9,

FTI7#IIL MR raw 5=

Hardware event. This is not a software error. CPU 0

MCE 0 BANK 8

CPU 0 BANK 8 TSC 0

MISC 7 ADDR 102bfc0368 RIP 00:0

TIME 1383171020 Wed Oct 30 18:10:20 2013 MISC 0x85

MCG status:EIPV MCIP ADDR 0x102bfc0368
MCi status: STATUS 0x9c00000000000090
Corrected error MCGSTATUS 0x6

Error enabled PROCESSOR 0:0x306f1
MCi_MISC register valid TIME 1383171020
MCi_ADDR register valid SOCKETID 1

MCA: MEMORY CONTROLLER RD_CHANNELO_ERR APICID 20
Transaction: Memory read error MCGCAP 0x1000c14
STATUS 9c00000000000090 MCGSTATUS 6

MCGCAP 1000c14 APICID 20 SOCKETID 1

CPUID Vendor Intel Family 6 Model 45

2. mcelog 77 1ILDAYEZ—SHTF 72 MERTH BB, /etc/mecelog/
mcelog.conf 7 7T ILZMREL T lraw=yes] T FUDIXV b ZEBRLE T,

3. XD&LS5ICLTmcelog T—EVEBREBILET,

service mcelogd restart

¥V  SELinux BE{THDZEIC fmd T—EHEHFH LAV &
&3
SELinux 2’Ef7HDIGEIZ fmd T —FE U HBEFH LW 2235 D £9, SELinux 1.

KED T 1 1/7]*‘)}:77411//\0)77-&1’5:1'% L¥d, Kz, /var/opt/fma/
fm/fmd NDOB T 7 7 A NVWADT 72 AFHEEINEZZ 2D T,

ZOMEIX, fmadm I Y REEFTLEIS L LA SITRELET, LXK, RD
I -DWRRINET,

fmadm: failed to connect to fmd: RPC: Program not registered
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SELinux "RITHDIBEIC fmd T—EVHEEL BV EHH S

THIT, MODEIBRLET =AYy —V %Y AT LRI TRDITIZIENTEET,

May 28 03:07:14 sca05-0aB8le7e6 setroubleshoot: SELinux is preventing
logrotate from read access on the directory /var/opt/fma/fm/fmd. For
complete SELinux messages. run sealert -1 9eb4chb40-9d2b-4428-980f-
c4e46606aecl

1. O 77AILICIEINT- sealert ZR1TTB1-HDIETRICHEVE T, fi:
sealert -1 9eb4ch40-9d2b-4428-980f-c4e46606aecl

HHFRRIFIRD L5120 £7,

[root@testserverl6 ~]# sealert -1 9eb4cb40-9d2b-4428-980f-c4e46606aecl
SELinux is preventing logrotate from read access on the directory /var/opt/fma/fm/fmd.

**xx* plugin catchall_labels (83.8 confidence) suggests ****xxxxxkdkdxixxxrx

If you want to allow logrotate to have read access on the fmd directory

Then you need to change the label on /var/opt/fma/fm/fmd

Do

# semanage fcontext -a -t FILE_TYPE '/var/opt/fma/fm/fmd'

where FILE_TYPE is one of the following: abrt_var_cache_t, var_lib_t, configfile, domain,
var_log_t, var_run_t, cert_type, configfile, net_conf_t, inotifyfs_t, logrotate_t,
sysctl_kernel_t, mailman_log_t, sysctl_crypto_t, admin_home_t, varnishlog_log_t,
openshift_var_lib_t, user_home_dir_t, var_lock_t, bin_t, device_t, devpts_t, locale_t,
etc_t, tmp_t, usr_t, proc_t, abrt_t, device_t, 1lib_t, logrotate_var_lib_t, root_t,
etc_t, usr_t, sssd_public_t, sysfs_t, httpd_config_t, logrotate_tmp_t, logfile,

pidfile, named_cache_t, munin_etc_t, mysqld_etc_t, acct_data_t, security_t, var_spool_t,
nscd_var_run_t, sysctl kernel t, nfs_t.

Then execute:

restorecon -v '/var/opt/fma/fm/fmd'

*****  plugin catchall (17.1 confidence) suggests FX*****xxddkdsaaikdsaxrkdrxx

If you believe that logrotate should be allowed read access on the fmd directory by
default.

Then you should report this as a bug.

You can generate a local policy module to allow this access.

Do

allow this access for now by executing:

# grep logrotate /var/log/audit/audit.log | audit2allow -M mypol
# semodule -i mypol.pp

2. OJ77CLTHEIATVLEELSIC. ROOATYVFERITLET,
grep logrotate /var/log/audit/audit.log | audit2allow -M name

semodule -i name.pp

ZZT, nameld, AARXRLKR) Y —FEVa—)VT7 74 IVDH/RITT,

3. SELinux 771D T7 I ZADEBIANTICOWTFIELE 2 ##EDELET, .pp
T CEICRDRFZFITET

4 SETYLES. YRATFLZEVIT—FLET,
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Anaconda ¥ 7z Oracle System Assistant DWFNHOZFERLTOS 21> XA h—JLF 3B L. Oracle Linux FMA O > R k—
DK TBZehH s

T, fmadm I~¥ Y R2FEFTHL, KA YyL—YRUDIELWHIMWEINE
bg—o

¥ Anaconda ¥ 7z|& Oracle System Assistant D L\ Nh &
FHALTOS Zr>XA+—JLF B L. Oracle Linux FMA @
1TVAR=IDKRBTEICHH B

Linux Anaconda 1 > A b — J % 7z | Oracle System Assistant ffiifsf & 0S ¥ > &2 b —)L
(Anaconda T Y A h—F 2P U £ 9) 295 &, Oracle Linux FMA V7 b7 =
TDAYAN=VERBTEIEDRHDET, OSDA VA M —)VXEFEIZTZET U,
VI zTEA VANV INETH, A VAN VEDOY AT LDY T — M
(2. %7 Oracle Linux FMA 3 — E AR HEINIZEF W EF A, ZTOME. Wih
@ Oracle Linux FMA [EE A X M H A M Ttk FEZIIBREI N ERE A,

INDBRELZHEIE. ROFIMEEZEFTLTIZI W,

FR-ZOFIEHFZ - EOAETTIHENDH D, HirD ) 7 — MR D RS HEIT
HYEEA,

1. OSOAIYVAP—=ILFOEX%#5ET LT, OracleLiInuxFMAY 7 b 7D1 V2R
F=ILDOEBAvE—2IFEBELETD,

2. PRTFLDYVT—FEIC. root LTAOJAY LT ¥ZaZIR—=ZDTFos LIk
DZEMRL &I,

# mkdir -p /usr/local/share/man/manim

3. AVRAM=ILERZaATIR=IADYITRIVIZEHRLET,

# 1ln -s -t /usr/local/share/man/manim /opt/fma/share/man/manim/
fmadm.1m /opt/fma/share/man/manim/fmdump.1im /opt/fma/share/man/manim/
fmd.1m /opt/fma/share/man/manim/intro.1m

4. BEYIBY—EXZBMICLET,
# chkconfig --add ksyseventd.init

# chkconfig --add fmd.init

5 RIZ. Y—EXRZEBILET,

# service ksyseventd.init start

# service fmd.init start
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Anaconda & 7= |& Oracle System Assistant DWENHAEFAL TOS 1> X F—JLF S L. Oracle Linux FMA D1 > X k—
IR TBZehHB

34

6. fmadm config AV FZFERALT. IRTD Oracle Linux FMA Y 7 k73>
R—R MDA VRA =N TEBTILCZHERLET,

l:

[root@testserver16 ~]# fmadm config

MODULE VERSION STATUS
ext-event-transport 0.2 active
fmd-self-diagnosis 1.0 active
ip-transport 1.1 active
mce 1.0 active
sysevent-transport 1.0 active
syslog-msgs 1.1 active

DESCRIPTION

External FM event transport
Fault Manager Self-Diagnosis
IP Transport Agent

Machine Check Translator
SysEvent Transport Agent
Syslog Messaging Agent
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acquit 4 7> a v
fmadm 2<% > K, 24
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E
errlog @27 7 7 1), 24

F
Fault Management Architecture 2 FMA
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FMA, 11
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i, 20
fmadm B4+ 7> a >, 22
fmd 7 —E€ ~
BEEE 13
fmdump 2 < R
FMA RZ 7 714 )B XV, 24
i, 22
FMRI., #ithH, 22
FRU
E 7%, 13
FRU J L, 20

|
infolog_hival @2 7 7 1 )V, 24
infolog @27 7 7 A ), 24

R

repaired 4 7> 3 ¥~
fmadm 2~ > K, 24

replaced 4 7> 3 v~
fmadm 2~ > K, 23

S
Simple Mail Transfer Protocol (SMTP)
FMA 5 XU, 18
Simple Network Management Protocol (SNMP)
FMA 5 XU, 18
SMTP
FMA 5 XU, 18
SNMP
FMA 5 XU, 18
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