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1 Jan 15 14:37:04 testserver16 kernel: Machine check poll done on CPU 8

2 Jan 15 14:37:04 testserver16 mcelog: Family 6 Model 3f CPU: only decoding
architectural errors

3 Jan 15 14:37:04 testserverl6 mcelog: corrected Socket memory error count
exceeded threshold: 1 in 24h

4 Jan 15 14:37:04 testserver1l6 mcelog: Location SOCKET:0 CHANNEL:? DIMM:? []
5 Jan 15 14:37:04 testserver16 mcelog: Corrected memory errors on page 45a3b5000
exceed threshold 1 in 24h: 1 in 24h

6 Jan 15 14:37:04 testserver16 mcelog: Location SOCKET:® CHANNEL:? DIMM:? []
7 Jan 15 14:37:04 testserver16 mcelog: Running trigger “page-error-trigger'
8 Jan 15 14:37:04 testserver16 mcelog: Offlining page 45a3b5000

589 HAX|= ™ Jtstt @F AIZO0| 2447t S 2F 17HE MHEE|U}SS LIEHRL]
C}. o] AIZIS oD 2 23 K= 0x45a3b5000 H|O|X|E AH[AOA H|Hst= ALY
L|Ct. O]= AIAEI 2701 "Offlining page" HA|X[(8&) = LIEHELICE. mcelog.cont IHUO] U
= "page" M42| "memory-ce-action” Zt0l| M2} =8 7ts 2F 7t LHSH T2 M| A0 Af H|
O|X|7} K| HE| ALt siE T2MATF STHEL|CE

DIMMO| ZE0|A T2 ISt

H|O|X| @2}l Het 9I01|E, st A0 st ofl A
= AEO EEE*EIN Zg 22| H|o|E{H| o]

DIMM A|ZtE xat5t 32 sprt 2%t
A9 UL J|ZE/L|CE

0=
X
Ot
rs
mrrw

CH7H Fault Manager Ol 22t KHM A5 222 N& = AS0| ZITHE[RJICH= A2 LIEt
LHI_ |AE'" I}||A|X|°|L|I:|- EI'”A|I|,_ ._% 3:' /var/log/messages I I |:0" ELHxIL| EI‘ Fault
Manager H|22| 2& H|A[X|0ll= CHS A Al0| AFEEIL|CH

SUNW-MSG-ID: SPX86A-8002-30, TYPE: Fault, VER: 1, SEVERITY: Minor

EVENT-TIME: Wed Nov 27 10:36:30 PST 2013

PLATFORM: SUN SERVER X4-4, CSN: -, HOSTNAME: testserveril6
SOURCE: fdd, REV: 1.0

A WNBR
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Oracle Linux FMA B3 5! 0= Ho|X|of| CHst H=

5 EVENT-ID: eed2208e-2dcf-40c9-9bab-ab3al13e94182

6 DESC: A processor has detected multiple memory controller correctable

errors.
8 AUTO-RESPONSE: The affected processor will be disabled at the next system boot
9 and remain unavailable until repaired.

10 The chassis wide and processor service-required LED's are illuminated.

11 IMPACT: The system will continue to operate in the presence of this

12 fault.

13 System performance may be impacted due to disabled processor.

14 REC-ACTION: Use 'fmadm faulty' to provide a more detailed view of this

15 event. Please refer to the associated reference document at

16 http://support.oracle.com/msg/SUN4V-8001-8H for the latest service procedures and
17 policies regarding this diagnosis.

Tt 2R(of et SXI7t HEE < et HEEE Oracle 7|& Atz S A{0A XhM|EH LY
& oldlof LTt o= 212l 16 S XYL, 7|& Xt2 EM0|= 14A0] LIEE A
olof ArEXF = MH|A SEX7E -&3ljof St =7t &tfo] ZetE & ASLICH

SNMP(Simple Network Management Protocol) EE= SMTP(Simple Mail Transfer
Protocol)E AH&3t0{ Oracle ILOMOA = O|HIE A& S M 4 JELICEL Oracle ILOM
*E*'?ékl% http://www.oracle.com/goto/ILOM/docsoﬂﬁ IDI'_;F_'5|'ﬂM9_

EESH Oracle ILOMIt 20| X[ E|= #E £H 2|AA0N EH StEQ0 22X 71 Lt F
2 Oracle MH|AZE X592 QHSIEZ Oracle Auto Service RequestE FAE £ US
L|Ct. O] 7|s0 CHEE XEMISt LHE 2 Oracle Auto Service Request X|E H|0|X|E & =5t
Al@. o] o] X|e] MHA & 30f|= Oracle ASR Quick Installation Guide % Oracle ASR
Installation and Operations Guide0| CHet 2137} M S ElL|Ct.

Oracle Linux FMA ¥& % o< H|o|X|d| Cist A=

Oracle Linux FMAE 2x[g f FFO|Lt 072 H|O[X|0f| CHet A= Ha= 2HMH 0 2
E|X| gt&LICt. ofof 2} Oracle Linux FMA B3 8l 7 H|O|X|E A 222 AAslof
6FL|[}
= .

02”% %O'I, fmadm %1%1% %Iéé_lj_al'azi

e
n
dlo
H
my
2
12}
i
of
it
=
to

/opt/fma/fm/sbin/fmadm
U= HO|X|E AlZSt{H CHE 1t 20| ASHYAIL.
man -S 1m -M :/opt/fma/share/man: fmadm

Ztmst A2 S Q8 Ct2 ol MHE 2 PATH Y MANPATH 2 H4s0f QXS Z=718

g= EREE e
FH 3ol Jopt/fma/fm/sbin = Bourne #(sh), Bourne-again 4 (bash), Korn &
(ksh)el 32 LSS YHBLICE
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http://www.oracle.com/goto/ILOM/docs
http://www.oracle.com/us/support/auto-service-request/index.html

of

i Hx E=2 oS
$ PATH=$PATH:/opt/fma/fm/sbin; export PATH
m C d(csh) E= GAE C A(tesh)2 2R CHEE ¢
HefLch.
% setenv PATH $PATH:/opt/fma/fm/sbin
0 =< o 0| X| Jopt/fma/share/man = Bourne #(sh), Bourne-again 4(bash), Korn &

(ksh)o| 22 Ct22 YHSLIC
$ MANPATH=$MANPATH:/opt/fma/share/man; export
MANPATH

m C M(csh) & skME C M(tcsh)el AR LSS ¢
HefLch

% setenv MANPATH $MANPATH:/opt/fma/share/man

= 20| cHet HE HA|

fracn rautty BHS T E 2ot HEE BASIT VA FRUS BIsHs o M5ois o
HRILICE 2Lt fmaump HHE X[HEILICEH YEUINO R fradm faulty= X EHE EAISH=
Ol AFHRE|D, fodump= A|AR] 2X[0f| CHSE 7|1E 23 HAISH= O AFSEILICE

70l - tmounp BBO| BHS 7|ZOE BE| HAS 2BOA DL, A rnacn rauicy BAS AL
SSHAIQ. 21 THUolS DF £ AHOR AFHMLE Ol OF Hno| Eate & ¢
Lt

= .

28 78 2240 gt HE EAl

ZE[X2 MEELC

[y}

TN QA0 et HEES EAISHH ChS BS A3t

fmadm faulty

MEE HIAEO Cot HE2 CHE o|E FZSHIAIL.
Zgo| A= stLtel CPUZE ZEHE fmadm EH
# fmadm faulty
TIME EVENT-ID MSG-ID SEVERITY

Dec 19 13:25 eed2208e-2dcf-40c9-9bab-ab3al13e94182 SPX86A-8002-30 Minor

No o b wNR

Problem Status : open
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2 Y Q40 thet Y= EA

8 Diag Engine : fdd 1.0

9 System

10 Manufacturer : Oracle Corporation

11 Name . SUN SERVER X4-4

12 Part_Number 1 7066596

13 Serial Number : 489089M+13280X0042

14 Host_ID . testserveril6

15

R e R L LR LT

17 Suspect 1 of 1

18 Fault class : fault.cpu.intel.mc_ce

19 Certainty 1 100%

20 Affects : /chassis=0/motherboard=0/chip=0

21 Status : faulted but still in service

22

23 FRU

24 Location : "/SYS/MB/PQ"

25 Manufacturer : Intel

26 Name : unknown

27 Part_Number : CM80636

28 Revision : unknown

29 Serial_Number : unknown

30 Chassis

31 Manufacturer : Oracle Corporation

32 Name : SUN SERVER X4-4

33 Part_Number ! 7066596

34 Serial_Number : 489089M+13280X0042

35 Status : faulty

36

37 Description : A processor has detected multiple memory controller correctable
38 errors.

39

40 Response : The affected processor will be disabled at the next system boot
41 and remain unavailable until repaired.

42 The chassis wide and processor service-required LED's are
43 illuminated.

44

45 Impact : The system will continue to operate in the presence of this
46 fault.

47 System performance may be impacted due to disabled processor.
43

44  Action : Please refer to the associated reference document at

45 http://support.oracle.com/msg/SPX86A-8002-30 for the latest
46 service procedures and policies regarding this diagnosis.

affects A status Y20, 2182 Beto| ks A= 74 Q40 MUH HEIE LIEFHL]
Ct. O] oflof M= Bt CPUZt ks RHELICEH "I & HEfX|ZE TS| MH|A SU'QZ HA

gLt

242 S W= FRU(ME uA| 7Hs ZXI)0ll CHet CIO|E S HOofF LIt 91X 2t
E(FRU H0|20[2t & )2 "/SYS/MB/P0"0|H, AH| St=|0{0] EAIE go|& £
Oracle ILOMO| EA|SH= Ztar 2 x|slof ghL|Ct.

35| M MEf= faulty2E EAIE|O QU&LICEH

Lot Action MM & fmadm BEO| CHEH LutH

-
=3 sfeio| T3 4 UBLICE

o
t
]
(]
>

Ao EE= o|2{3t At Q|of| = Ct2

18 Oracle Linux Fault Management Architecture 2ZE 2|0 AF2 MHA « 20154 108



K

5
1A
rir
N
i
M
41

o

LE 2 HAX & 71& X2 2M0l= O™ fndump -v -u vup BEE AFESIH 28 HE
EME’-I'EE E|O'| 9;1% -Jlk- Iﬁ ||:|' fmadm faulty ':”%-iol OEIHJE\IQE A|"g'5| |H El’% O:” I‘
EVN

m ru|m

1 # fmdump -v -u eed2208e-2dcf-40c9-9bab-ah3a13e94182

2 TIME uuiD SUNW-MSG-ID

3 Dec 19 13:25:38.0697 eed2208e-2dcf-40c9-9bab-ab3a13e94182 SPX86A-8002-30

4 100% fault.cpu.intel.mc_ce

5

6 Problem in: hc://:chassis-serial=489089M+13280X0042:chassis-name=SUN SERVER X4-4:
chassis-part=7066596:chassis-mfg=0racle Corporation/chassis=0/motherboard=0/chip=0

7 Affects: hc://:chassis-serial=489089M+13280X0042:chassis-name=SUN SERVER X4-4:
chassis-part=7066596:chassis-mfg=0racle Corporation/chassis=0/motherboard=0/chip=0

8 FRU: hc://:chassis-serial=489089M+13280X0042:chassis-name=SUN SERVER X4-4:

chassis-part=7066596:chassis-mfg=0racle Corporation:fru-serial=:fru-part=CM80636:
fru-revision=/chassis=0/motherboard=0/chip=0

9 Location: /SYS/MB/PO

A0 WHE AlZH vUID(1R HE AL, HIAIX] ID7t 30| FA|ELICH

Aot Tt st M BHES0| 430l EA|ELICE

753t 22 FRUZI FMRI(Fault Management Resource Identifier) 410 2 | ZElL|Ct
(6~8%). A47|0f|= A A| O| S (sun server x4-4) I AHA| L HSQF ZH0| 20| /Y= A |*E"01|
CHot dHMOl S5 MEJF IStElLICH X YE = EAEL 18 2A0ME FRU°I HEHS
% A M FRUS| FMRIO ZeHEL|CH O™ X| kO™ FRU 2[0[£0| EA|EL|CE.

FRU 9/ X|(9¥)= ALEO| 12 + % E FRU 0|28 LIEHLICE O|E S0, /sys/mespo 2|0]

fijr
rlo

O 220 "P0o" 2l|0]=0| 22 CPUS LtEFHL|CE

fmdump SHOM -n SHE MESHX| 84S 32 2, BF HAE gl 240 EA|E|X| &L
Ct. XEAIEH I8 2 fmdump(1M) O =& 111|0|X|E LESTIVNY

Fault Management?Z} A|AEI0|A] ZEO
SHOF ELICL S7& F 71K 2ol AAM = HAN g F stLEE S ELIC

= Fault Manager H| 20| $"—1°E* T S?AE LH Ho HEIL 7 2400 A= B2 HAH

TE= 20| Y= 7N QAE WA E= M o LSt 4~ £E2
S ®ME7} E%FE|O1 QOB 2 Fault Manager 22 K| = CHE “?J(Oﬂ =Y AE
M) Eoll 1M 2471 ZHEEHX| Y= HAHE AI™MS ol 4 AELCH 0IE1°* Ux

7t +HE H2 Fault Manager O[22 FES B2 2|AAE fmadn faulty Z0f| O 0|4
HAISHX| t&LICH 2 O|HIETE 3020| XILIA Iﬂ HE WX 2|l aAE H29| LR 2]
A FHAOM S K| 22| EL(Ct

= FRU 23 HS I} ®SEX| ‘EafE A2 AN E471 P ol 20 CPUS| B2
UH HS It GELICE 0] AL Fault Manager HI20| FRU RAH|E ZHX|E 4= G&LICEH
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kl

2
kA
il
Y
oot
I
41

80| H7E 2O HAIMOZ EASHH rman BHES AFBBHIAIR. SME 21}

B fmadm replaced label
B fmadm repaired label
B fmadm acquit /label

B fmadm acquit uuid [label]

ol 1| 7He| HH2 UUID = 20|52 QU+E AFEE £ UX|2H 0|22 A}Roh_ 20|
o E&LICE OlE S0, /svs/me/ro B|0|E2 OIHEE0| "PO" 2|0| 20| 22 CPUE LIEL
LHL|C}.

FRUO|| 0§21 7tX| Z&0| Q!

dgl 42 FRUE ot HoF 0|5t FRUO CHOH fmadm
replaced DdE#% Af%a‘ﬂ A|

Fo r|r

fmadm replaced oS E”E:'

ol
A

fmadm replaced 3@ = AFESIH Q| H AR FRUZF WH| E= HAEJA=X] 2oled
C}.

>

L|

1

WNES=T IS FRUH"HIEIM% | XIS 2 AME|= Z, 0|22 2
o D=|E4§()“ fmadm replaceda & —1@' JQIJ_-' %El_é’;l' §J—l|' xﬁ ||:|' fmdg E°H FRU7|' by El
o 3

r
x| RS (YT W} HAEIX| 22)2 AEoZ Yol + U 22

E@
[
N TE
fot
N
o
oX
o
3
rulm >|

o Tl A o1 fmadm replaced %'Egol
518 E|X| t&LICt.

AMA”OM FRUZE M A E| AKX 2 A E[X] AZ0| AS2= HME|H 2 SEH0| HE
K| @ELICH =, oY &F2 not present2 HA|Z|X[TH 2 O|HIET 30L0[ X[LIM H|HE

Ih7kK| SR N O R HM|HE ZHOZ ZHFE[X| &LICE.

fmadm repaired oS I:I=|E=|

ZHE oiZst7| ?/8f FRUE wA[sh= ol & = m
repaired SBS AFEE & AFLICE 74 Q45 CHA| FASH7LE R HE He A S2
olz{et 579 o= = + AF LIt

fmadm acquit EHES'

LHMO 2 2| AATL YQI0| OtL|A}Z0| &Rl El BR0= acquit FMO0| Xt AFZELICH &
o 371 2F O|HIEVL &S TITo] A|SHE|H AR SHX|7F QAIH 2 +HE 4= JYSL
Ct.
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TS SRECHM 297D WA Y B At SRR M 297t ALICH et
QUX|Et olo] BRE 7Y RAS Y HAY £ gl

PEFE-PEE- LR ERE
Lict.

sie UUIDZE 2 K| =L 2E o &=0| F3, WA, A = A X E 2 A
7t S7E WO 2 ZEFELICHrMp_case_repatrep AEHE M BHE| 1T 1ist. repaired O|HIE T} A4
2.

LEMOZ malt CHS R4 O S R0M oY §=S XS
A0 MSshE KRl w2t Zg siXIS = - etLct.
A0 A 2| AAT} & 9_|0| OH-IEP" NS eelet ZR0= 2ol
SLICE J2Lt g Z8(UUID 30|28 = Tt X HE £ AS)S AHES
oM o e=e= °I|°f':'“1 oF A0 M FRUE =522 Zet ofix[e

Eril pRje] b=
28 shxizfot & - 51
8104 C}2 R Afe]
AasLct.

4>

fmadm acquit wuid  [label]

st 2| 21 ol

=0 —

Fault Manager |2 fma= 2] 23 UM HEE 7|ELICHL 23 THA2 /var/opt/fma/
fm/fmdoﬂ X'lgElJ_'_ fmdump %:1%:1; I-%'5|-02| EM@'L—“:l'. XI‘*‘”°" L go fmdump (1M) DH'IT 11'”O|
XS &HXSHUA L.

® errlog 23 MU ereportE A &= QHIRE 34 £F HEE J7|SgLIC
. AH 0|u1|E = S ool 21 mhof| 7|2 ELICE infolog hival2 SRFH O[HIEE0| 1
1nfolog I'E E% JSIE O|H|i|E% #EQLIEL
= fltlog 21 MU A TCH 5l 551 O|HEE J7|SELICEH
A - fmadn faulty 0| otL|zt & llt°'°| LH80i| 7|R510f 2t2| 2 S SSHA| OHy A
2. 21 ool * E= ZYOR ZtFM = otEl= @F HEHo| Zehe £ AEL|C

20 IUS XS 2 WM ELICE Oracle LinuxO|A 23 oH 2H2|off CHEE XhA[s LI 2
logrotate(8) EI|'|-|-r ]I1|O|I|E II-_JF_‘&}QMQ_
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v

MH|A

Oracle Linux Fault Management Architecture =
A SHZ

0| ol M= Oracle Linux FMAO] CHt 2X|QF 2X| sl Z Extof| sl MHEEILICE CHS LHE
O FME[0] JYELICE.

s AH|A 9 DS ol 23]

= mcelogZt AIHe B CHA| A[ZF [24]

n A% 22| do|E o] A0 HEto] =XHBIX| 2 HL mcelog IHY HE [26]
= SELinux &% & fmd 20| A[ZEX| S 4 JUS [27]

= Anaconda SE£ Oracle System AssistantS AF25t0 OSE MX|E if Oracle Linux
FMA EX|E dofe = AZ [28]

A 2= =0l

Oracle Linux FMA(Fault Management Architecture) 2ZEJ|0{7} SHIEH| ZHF5IX|
%S 42 O3 B&1 MH|AT SHIE MEfQIX| SHlgtL|Ct,

Oracle Linux HZH MH[A EE RS o MEj

Oracle Linux 6.5 0|4 2! 7.0 O| & IPMI A{H| A HRE L HA 5

Oracle Linux 6.5 0|4 % 7.0 0|4 dmidecode AXE L M8 IHs

Oracle Linux 6.5 0|4} EDAC 2 & AHE ot

Oracle Linux 6.5 0|4} mcelog AMH|A HXE WA F

Oracle Linux 7.0 O|Af mcelog AH|A MXE 9 A FEH2 et sEh

MH|A 9 25 2ol 8l Mol chet XM|et L2 Oracle Hardware Management Pack &
X| MHA 2| “Oracle Linux FMA 2ZEQ|0{E AX|st7| Mof| E Linux 748 24 HX|"'E
XS L.
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http://www.oracle.com/pls/topic/lookup?ctx=E55490-01&id=OHMIHgntjd
http://www.oracle.com/pls/topic/lookup?ctx=E55490-01&id=OHMIHgntjd

mcelog7t AN E Z CHA| AIZ

Creret O|R 2, Y&t ZtS S0l meelog Hl= 0| AIRE|X] 9L} Hufet 4= QJASLICE O] X
7t dotH S AEOM CPU B H22| 2F 4ut Tths SX|EL |t

1. mcelog C|20| A3 ZOIX| =QIgtL|C},
o€ EH Ct3 1 Z &Lt

[root@testserver1l6 ~]# service mcelogd status
Checking for mcelog
mcelog (pid 32435) is running...

HENZt "running"0|0{OF LI DX| Q0™ FXI=|HLE Mg & ASLICE

o
>
=]
==
ot
T
o
mjo
=

mcelog”Zt A& F0| OfL|7L}t HIlijot AL Oracle Linux FMA mce 2=
2 7| 538t2{H mcelog HI=20| M2 &S0 BHL|LCL,

2.  mcelog O20| #% =2l A2 Oracle Linux FMA 2=2| ¥EfE
2 E Fault Manager 2 =2| AE{E LIEsI2{™ C}Sat 20| |HELICE,

[root@testserver16 ~]# fmadm config

MODULE VERSION STATUS DESCRIPTION
ext-event-transport 0.2 active External FM event transport
fmd-self-diagnosis 1.0 active Fault Manager Self-Diagnosis
ip-transport 1.1 active IP Transport Agent

mce 1.0 failed Machine Check Translator

sysevent-transport
syslog-msgs

212| ool M mce =2 “failed” HEHRLICE Ol= CPU = HIE22| 7|A| HALO|HIETL =
AEO|M ELIEEX 2422 20|5tH, 2atX oz Ze 22| O|0|E{H|0] A0 O|HIET} I =
E[ALt ZIEE &+ SlELIT]

—_——=

active SysEvent Transport Agent

1.0
1.1 active Syslog Messaging Agent

3. Oracle Linux FMA mce 2 &0| 113t 22 fmdumpE AF26t0] A 21 SolgtL|Ct,
olE =9 Ct3 2 Z2&LCh

[root@testserver16 ~]# fmdump -Ve

n 21 2014 09:56:05.930589483 ereport.fm.fmd.module
nvlist version: 0
version = 0x0
class = ereport.fm.fmd.module
detector = (embedded nvlist)
nvlist version: 0
version = 0x1
scheme = fmd
authority = (embedded nvlist)
nvlist version: 0
version = 0x0
system-mfg = unknown
system-name unknown
system-part unknown
system-serial = unknown
sys-comp-mfg = unknown
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mcelogZt AMINE AL CEA| A=

sys-comp-name = unknown
sys-comp-part = unknown

sys-comp-serial =

unknown

server-name = testserveril6
host-id = ffffffff990avada

(end authority)

mod-name = mce
mod-version = 1.0
(end detector)

ena = 0x3631d6cd9f6c0001
msg = mcelog not running!: client requested that module execution abort

errno = 1072

errclass = ereport.

__ttl = ox1
__tod = 0x52de8a85

fm.fmd.hd1l_abort

0x3777ab2b

219 oM "msg =" Z =0l mcelogZt A& 0| OfL|2t11 EA|Z|H, 0|Z10] mce 2= AlT{9|

ALt

mcelog HI20| 2M7t ASS &AM H C|=S CHA| A[ZHEILIC

o€ =9 L34 Z25LIL)

=

[root@testserverl6 ~]# service mcelogd start
Starting mcelog daemon

mcelog”} &% ZQIX| hQlgtL|ct.

o€ =9 L3 Z25LIL)

[root@testserver1l6 ~]# service mcelogd status

Checking for mcelog
mcelog (pid 32498)

is running...

Oracle Linux FMA mce ZE8 A2 EghL|C},

[root@testserver16 ~]# fmadm unload mce

JEYERELE

O

2| CllOfE{H| O] 20| A 4]

|E§6F ol

ot = = 28 O|HIETH YHELCt

rr

mce 2E HZETL 2t 2t2| G|O|E{H|0]| A0 X E[=X| =telgtL|Ct.
FA
=

oE =S4 L3 2

[root@ban25ts12uut?2

L|C}.

~1# fmadm faulty

Jan 21 11:35:07 528fbbb9-92d4-cd7f-ef81-e2fddfd3c244 FMD-8000-2K Minor

Problem Status

Diag Engine

System
Manufacturer
Name
Part_Number
Serial_Number
Host_ID

1 solved
: fmd-self-diagnosis / 1.0

unknown
unknown
unknown
unknown

: ffffffffogeazada
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Zgh 22| o|o|E{H| o]

)

20| Agto| EXH5IX| b2 H<L mcelog If

ne
2
a}

Suspect 1 of 1 :
Fault class : defect.sunos.fmd.module

Certainty 1 100%
Affects : fmd:///module/mce
Status : faulted and taken out of service

Description : A Linux Fault Manager component has experienced an error that
required the module to be disabled.

Response : The module has been disabled. Events destined for the module
will be saved for manual diagnosis.

Impact : Automated diagnosis and response for subsequent events associated
with this module will not occur.

Action : Use 'fmadm faulty' to provide a more detailed view of this event.
Please refer to the associated reference document at
http://support.oracle.com/msg/FMD-8000-2K for the latest service
procedures and policies regarding this diagnosis.

Oracle Linux FMA mce 2 &2 CiA| 2E38t 10 Al FOIX| golgtL|C},
olE 9 Ct3 1 Z&LCh

[root@testserverl6 ~]# fmadm load /opt/fma/fm/lib/fmd/plugins/mce.so
fmadm: module '/opt/fma/fm/1lib/fmd/plugins/mce.so' loaded into fault manager

[root@testserverl6 ~]# fmadm config

MODULE VERSION STATUS DESCRIPTION
ext-event-transport 0.2 active External FM event transport
fmd-self-diagnosis active Fault Manager Self-Diagnosis
ip-transport active IP Transport Agent

mce active Machine Check Translator
sysevent-transport active SysEvent Transport Agent
syslog-msgs active Syslog Messaging Agent

mce 2=0| H=E E= CHA| EEE[X] §QH L3t 20| Fault ManagerS CHA| A|ZfgtL|
C}.

B R R e
R oeRr o

[root@testserver16 ~]# service fmd.init restart
Stopping fmd: [ OK 1]
Starting fmd: [ OK 1]

v Zg za| gio|EH|oj A0 HEO| EMsIX| 42 AL meelog T}
ol

mcelog.conf IFHOA] raw = yes &F0| T X2|El ZL Oracle Linux Fault Management
ADEQIO7t AT Al Mdof| 2Rt HEE HSE £ lELICH O] 2X|7t 2/ HSHH mcelog
oM KE2|E 7|71| ZAL O|HIE Q| ATt Afef|7t 2 22| Cf|O|E{H| O] A0f| Z=T+E|X| k& LT

BIAE HMET|0IM /var/iog/mcelogS BOIA mcelog IHY HIA|IX| EA{0] Al HARIX| 2l
ShL|C}.

2 BE 7|2 HAIX|2t "2 A" HIA|X|(Oracle Linux FMAO|A ZR38ho| o|E Ho{FL|Ct.

t

I

!
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SELinux &% & fmd 20| A|ZHE|X| Q82 4~

ol
mne

HEET AN EA
Hardware event. This is not a software error. CPU 0
MCE © BANK 8
CPU O BANK 8 TSC ©
MISC 7 ADDR 102bfc0368 RIP 00:0
TIME 1383171020 Wed Oct 30 18:10:20 2013 MISC 0x85

MCG status:EIPV MCIP

MCi status:

Corrected error

Error enabled

MCi_MISC register valid

MCi_ADDR register valid

MCA: MEMORY CONTROLLER RD_CHANNELO_ERR
Transaction: Memory read error
STATUS 9c00000000000090 MCGSTATUS 6
MCGCAP 1000c14 APICID 20 SOCKETID 1
CPUID Vendor Intel Family 6 Model 45

ADDR 0x102bfc0368

STATUS 0x9c00000000000090
MCGSTATUS 0x6

PROCESSOR 0:0x306f1

TIME 1383171020

SOCKETID 1

APICID 20

MCGCAP 0x1000c14

mcelog ]I|'°E|9—| D'”M I|7|‘ 7|§ %MOIE /etc/mcelog/mcelog.conf ]II‘OEI% I.‘j’éIBM "raw =

yes" &5 =M 3 s{mSLICE

Ct2 1} 20| mcelog HI2 S CHA| A|ZHEfL|CE,

service mcelogd restart

SELinux & = fmd 20| A|ZHE|X| ¢k

T}QIo| st HHAE B LI
25 4 AL,

= _T_ AA =

V¥V SELinux &€ & fmd O|Z0| A|EE|X] %S 5= US

O] 2HIE fmadn HHS HHSIZ 0 A2 off LIEFELICE O E SH

fmadm: failed to connect to fmd: RPC: Program not registered

LEoHOHEa 20| A|lA"- 2O0M 2F HAIXIE HE + ASLICH

May 28 03:07:14 sca05-0a8le7e6 setroubleshoot:
access on the directory /var/opt/fma/fm/fmd.

9eb4cb40-9d2b-4428-980f-c4e46606aecl

SELinux is preventing logrotate from read
For complete SELinux messages.

&LICH SELinuxOliMd= E3 ClHER| Y
=0| /var/opt/fma/fm/fmd9| 21 I[|-°E'Oﬂ EH‘-’_P O—|Hk”ﬁ7|' 7’|

S 27t HEA|EL|LC

run sealert -1

21 ool XY E tHE sealert HAS 9Iet X| &S WELICE | E EH L3 Z&LICH
sealert -1 9eb4ch40-9d2h-4428-980f-c4e46606aecl
E2 L33 H| Lo

[root@testserverl6 ~]# sealert -1 9eb4cb40-9d2b-4428-980f-c4e46606aecl
SELinux is preventing logrotate from read access on the directory /var/opt/fma/fm/fmd.

*****x  plugin catchall_labels (83.8 confidence) suggests *X****xxdkdxxxiddrxx

If you want to allow logrotate to have read access on the fmd directory
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Anaconda 5= Oracle System AssistantS AM23t0] OSE MX| If Oracle Linux FMA HX|E Aofg & S

v

28

Then you need to change the label on /var/opt/fma/fm/fmd

Do

# semanage fcontext -a -t FILE_TYPE '/var/opt/fma/fm/fmd'

where FILE_TYPE is one of the following: abrt_var_cache_t, var_lib_t, configfile, domain,
var_log_t, var_run_t, cert_type, configfile, net_conf_t, inotifyfs_t, logrotate_t,
sysctl_kernel_t, mailman_log_t, sysctl_crypto_t, admin_home_t, varnishlog_log_t,
openshift_var_lib_t, user_home_dir_t, var_lock_t, bin_t, device_t, devpts_t, locale_t,
etc_t, tmp_t, usr_t, proc_t, abrt_t, device_t, 1lib_t, logrotate_var_lib_t, root_t,
etc_t, usr_t, sssd_public_t, sysfs_t, httpd_config_t, logrotate_tmp_t, logfile,

pidfile, named_cache_t, munin_etc_t, mysqld_etc_t, acct_data_t, security_t, var_spool_t,
nscd_var_run_t, sysctl kernel t, nfs_t.

Then execute:

restorecon -v '/var/opt/fma/fm/fmd'

**¥xxx  plugin catchall (17.1 confidence) suggests — ***xxxxdkkkkkkkkdkkkxkxxxrx

If you believe that logrotate should be allowed read access on the fmd directory by
default.

Then you should report this as a bug.

You can generate a local policy module to allow this access.

Do

allow this access for now by executing:

# grep logrotate /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp

2. EI o] MetE = Chg BES AL
grep logrotate /var/log/audit/audit.log | audit2allow -M name

semodule -i name.pp

07|M name2 AEXt Ho| YM R =E Mol o|FLCt.

3. EE SELinux Ot HA|A Ho{of| CHsH 1-2CHA| S Hr= LI}, 2t .pp DHUOICE CHE 0|22
M3 et

4. AZE|HALH-S HEEFLICL
O[H| fmadn HHS MASIH Ml H|A[X| l0| SHHE Z20| Biete|0{0F LT}

Anaconda EE= Oracle System AssistantE A2510{ 0SE
AX|e uff Oracle Linux FMA AX|E AIig &= JAS

Linux Anaconda &X| ZZ 2 fL= (Anaconda x| T2 1M S SESHE) Oracle
System Assistant 2tLiAl OS AX|E AHE [l Oracle Linux FMA AZES||0f HX|E A1j
g UAELICH OS At 43 HOZE bRk AT EQ07F AX| | X[ 2 HX| = A[AH
MHEE Al 2R3t Oracle Linux FMA MH|ATH XSO 2 A|RHE|X| E&LICH O 23 Oracle

Linux FMA 2% O[HIETt SAEQ| 7|SE| 7Lt &L X| g&L|Ct

O 2X|7} ZMSHH CHE EALE AL,

Z - 0] ZXt= ot HEt 250 5tH =& MEE A gt5g H= YSLICh
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Anaconda 5= Oracle System AssistantS AH23t0{ OSE MK 0ff Oracle Linux FMA MX|& MIHE & S

U

OS MX| T2 M|AE k2 BtLICL Oracle Linux FMA 2ZE2)of Mx| M HA[X[= FA|
Lict.

ANAR ZHRE 2 REZ 20150 0 7 H|o|X|2| C|AER|E THELICE

# mkdir -p /usr/local/share/man/manim

AKX E 0w Ho[X|of chet AT E Z3E oHELICEH

# 1n -s -t /usr/local/share/man/manim /opt/fma/share/man/manim/fmadm.1im /opt/fma/share/man/manim/

fmdump.1im /opt/fma/share/man/manim/fmd.1m /opt/fma/share/man/manim/intro.im
HAED MHIAS AFELZ AHEILICE
# chkconfig --add ksyseventd.init
# chkconfig --add fmd.init
[=} = el
O ChZ MH|AE A[ZFetL|Ct
# service ksyseventd.init start

# service fmd.init start

fmadm config @2 AI2310] 2= Oracle Linux FMA 2AZE9|0f 1M QA 7} MX|g|
ZH|E|Y=X| gelgtL|Ct,
o|& &9 Ct3 1t Z&LCt

[root@testserver16 ~]# fmadm config

MODULE VERSION STATUS DESCRIPTION
ext-event-transport 0.2 active External FM event transport
fmd-self-diagnosis 1.0 active Fault Manager Self-Diagnosis
ip-transport 1.1 active IP Transport Agent

mce 1.0 active Machine Check Translator
sysevent-transport 1.0 active SysEvent Transport Agent
syslog-msgs 1.1 active Syslog Messaging Agent
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H 9 7|5
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fmdump S I:l=|E1

FMA 23 It 21

01|X1| 19
FMRI, &9, 19
FRU

H9l, 11
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MEM B3, 7
AK|
Fault Manager 2ZE9|[04, 9
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MR 27 AfE 9
AT ES0f
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o
HA|
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]]_lI:HH 7
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