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HTTP S 3

"resource_name": {
"href": "path/to/this/resource",
"property 01": "value 01",
"property 02": "value 01

-

¥
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BFaksHL|Ct

[ = |

rlo

2an ZE

"resource list name": [
{
"href": "path/to/resource 01",
"property 01": "value 01"
oA
"href": "path/to/resource 02",
"property 02", "value 02"

u

23 - 0] SMOIAE FO| 20} 17| #170 BHE7) 913 2/81 7| U 34
AHE JSON BHeh 2342 Woj FLICk 42| 2242 0| YA Zaat
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HTTP S & 3iicf
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Accept: application/json
Content-Type: application/json

SHdlHolE &8 27 ZerEU o

Date: Tue, 23 Jul 2013 13:07:37 GMT X-Zfs-Sa-Appliance-Api: 1.0 Content-Type: application/json
Content-Length: 357
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Of7HH 2~ o9
props=true 2|aA0| Cist S5 Y& DEF CIO|&E LERILICH?|
27k false)
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props

props 20| DAL Chal 2|44 QIARIAS Uisists 0f2] GET PO ALSE 4 &
LIC Ol= &5 & HEI H|0|E] 252 Z&lot= 'props' HIO[E 245 BHEHEHL(CE
S2 % oet GlolE] 2t
H1-3

sEaw 29

name SEEE 018

label S HE9 ¥y
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start

start 212| Of7HE4= limit nH7Ht5T% 2|95t SUSH HO|A A AEL|C 0= BHatgl

HIO|E{2 A|ZtSHs O AFR IS A2 QIHIAS A2 FHLICH A|7t S 2|5t 2| AA0 O
off QYA E="20130531T01:13: 58""} e A2 £ G

F= LS 2 SE HO|2E2t aPH 2F S LIEIL= HTTP ¢Ef 2=8 gratgtL|ct

JSON 2% 8¢

fault: {
message: 'ERR_INVALID ARG',
details: 'Error Details...',
code: 500

H1-4 QUute2 AC
0l& ac Moy
ERR_INVALID_ARG 400 AXE 4Y AdeYu
ERR_UNKNOWN_ARG 400 ﬁalEIZI 42 27H A el
ERR_MISSING_ARG 400 T4 YUY Q7 S ASF L
ERR_UNAUTHORIZED 401 O] AL EAtO A= HHS HAlE
U= Hsto| gi&UTH
ERR_DENIED 403 20| AR ASHCH
ERR_STATE_CHANGED A A8 MEfTH ZSRIUCH
ERR_NOT_FOUND 404 Y d=8 28 2 Qe
ERR_OBJECT_EXISTS 409 20| 0|0] EX5t= HAE Chs
LIEL
ERR_OVER_LIMIT 413 YA 2HO| HE AHM A& 4 gl
SLCh.
ERR_UNSUPPORTED_MEDIA 415 LYE OiA YO LM A
2] gFE Lt
ERR_NOT_IMPLEMENTED 501 20| & A| LT
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MM A MHE|AE ZFSSAS| 2& RESTful APl AH|A0]| CHEH A|ZEZQILICE O] ME|AE A
A A4 S8S E IS5t HH U MM A Y S EESH AR 7ts T RESTful APl A{H|

o o=

A8 UEst= M%E' LICt.

MU £ A M A

MB|A0| UM ASHHH O] URL http://zfssa.example.com:215/api/access/vi= At2E

LIt
CHE MH[A0]| M| ASH2ATH ol 1|" /\‘IHI/‘E AHESHY 201510 A 7tseh AMH|AL| 2
2| U HHS 7HM 2 O3S BiehE URIZ AMESHO] 0|2{st /\‘IHIAOH °”H|"°”—|Ef MH[A 2
2|z A o] Eeto|oA 1y EEE a'ali S 7202 HAL £ Q&L Ct
H 2-1 MH|A A HH
23 3= uy
GET /api/access/v1 RESTful APl AH|A M A Z|HES
Lt gL ct,
POST /api/access/v1 2791 MM otsLC}
DELETE /api/access/v1 MMojlM 220k EfL Tt
Mu|A LS
AHE 7tsSh ME|A AMA URIE LHEELICH 291 M/HAS |otA| ghe B MH[A LHE
HES Aget A4 SY2 & AFESH AHE 7f%%i MH[A HMA URIE LHES 4+~ S
LICt O] HHEZ i O{S2tO|AUAOM AFE S 4~ U= 2= RESTul APl MH|A & HHHES
L Ct
249

GET /api/access/vl HTTP/1.1

2. AP 2 21



MB|A 71 27| HY

Host: zfs-storage.example.com
X-Auth-User: joeadmin
X-Auth-Key: letmein

220

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 190
X-Zfssa-Access-Api: 1.0

{
"access": {
"services": [{
"version": "1.0",
"name": "appliance",
"uri": "https://zfs-storage.example.com:215/api/appliance/v1"
oA
"version": "1.0",
"name": "nas",
"uri": "https://zfs-storage.example.com:215/api/nas/v1"
oA
"version": "1.0",
"name": "replication",
"uri": "https://zfs-storage.example.com:215/api/replication/v1"
oA
"version": "1.0",
"name": "san",
"uri": "https://zfs-storage.example.com:215/api/san/v1"
ool
}
}

MH| £ It 27|

o

| P2 A8 7t ZE FB Z5S Z5H0] g AH| 200 TiE YES

4ol

GET /api/appliance/v1 HTTP/1.1
Host: zfs-storage.example.com
X-Auth-Session: guiggqpQRE4g89ngb

Sg of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 204
X-Zfssa-Access-Api: 1.0

0]

{
"service": {
"name": "appliance",
"methods": [
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{
"description": "Get appliance RESTful services",
"path": "/apis",
"request": "GET"

1

{
"description": "Get appliance RESTful service properties",
"path": "/apis/<api:path>",
"request": "GET"

1

{
"description": "Create a new alert threshold watch",
"path": "/alerts/thresholds",
"request": "POST"

ool

POST RS &S| UM A MEIAM S MM IDE FSLICE 0 2AS M ID= Cf
€ ZE MH|A0M ID 2t SH22 AFEE 4 UAGHCE AS IDE ARSA| Md A2t =

3} S2 Hwo| ofsl MHE A7 23} 7|7 0% LESIELICE 723 ol 152Ut
DELETE 22 MH IDE 210tR & FE3Iste O AFEE + ASLICH

S2A0|HEE 2t 2 & Q1S EE ZHHUSSIEE QIS M4H0| Z261| k&Lt
RESTful APl 2+ 0] statelessO|22 Q1= |DOF A=l L|C},

2701 4

8l posT 22 M 200 MHE 2 EHLICH M3 Al HTTP AFER 201 0| AHE 7St
RESTful API MH|A 5523 Zolel= HY 55 3
SHEIL|CY

i

23 23 o:

POST /api/access/vl HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein-xxx

38t 27012 X-Auth-Session HTTP &G
g C

e =T E5| HTTP AEH 201 (Created)2 22 A
M D greretutt 8 222 0] 219! 3 o
L

|
A= MH|A B2S LSHEH

- /17 od

njo
ofm

HTTP/1.1 201 Created

2. AP 2 23



e
ol

X-Auth-Session: guigqpQRE4g89ngb
Content-Type: application/json
Content-Length: 378
X-Zfssa-Access-Api: 1.0

{
"access": {

"services":[{

H

MH|d 270}

o

MMdE2 200t L £ =35lel= Yl DELETE S H LT
201 234 o

DELETE /api/access/v1l HTTP/1.1
X-Auth-Session: guiggqpQRE4g89ngb

Sg ol

HTTP/1.1 204 No Content
X-Zfssa-Access-Api: 1.0
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B2 MH|A HF

ZE RESTful API MBIAS AESHH HAIE BL20f Tiet 32 LAY 2 SEHE #E8E +
UG

<CILEN-E

Chs B= 2 MB|A HAS 20 L.

H 31 FE MH| A~ HHE

FH Z2 /api/alert/v1 Ay

GET ZE MH|A EES LHEELCH

POST /thresholds M B2 LA H=|E St

GET /thresholds/<threshold> A BE AA g 92| &5 EE
£ 7tHdgLc

GET /thresholds 2E 22 AL 2| HAHE LE
e ct

PUT /thresholds/<threshold)> AGE A2 AL x| HHE &
Jgct

DELETE /thresholds/<threshold)> A|HE LA HHE AAIFLICE

POST /actions M EE 2%|& gsLCt

GET /actions/<actions) AEE B8 22| 55 FEE 7IA
st

GET /actions = B8 23| HHE LHELCE

PUT /actions/<actions) A ZE FdE 22| HAHE 8L
Ct.

DELETE /actions/<actions) A EE R3] HAHE ATALICE

POST /actions/<actions) M A2 22| 2t orsL|Ct
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H
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)
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24 Z2 /api/alert/v1 a4

GET /actions/<actions)/<action) AYE 2 22| 24Y S8 HEE
=

PUT /actions/<actions)/<action) ilﬁﬁ A 22| Ay HHE &~

DELETE /actions/<actionsy/<action A YE 2 HHE A FLCH

GET /events A ZE OJHIEE 4IHLICt

2o Lot JAELICH MA =2

ojn
Jh
ox
H
Jo0
[

EL

j
c
[oR
N
re

2| 2|0f| THEH DY Al
("immutable")

statname AnalyticsStatistics

Az EA ["cpu.utilization”, "arc.
accesses", "arc.size", "arc.12_
bytes", "arc.|2_accesses", "arc.
|2 _size", "syscap.bytesused",
"syscap.percentused"”, "repl.
bytes", "repl.ops”, "shadow.
kllobytes“ "shadow.ops",
"shadow.requests”, "io.bytes",
"jo.ops", "datalink.kilobytes",
"nic.kilobytes", "net kilobytes",
"ftp.kilobytes", "fc.bytes", "fc.
ops", "http.regs", "ndmp.bytes",
"ndmp.diskkb", "ndmp.ops",
"nfs2.bytes", "nfs2.ops", "nfs3.
bytes“ "nfs3.ops", "nfs4 bytes",
"nfs4.ops", "sftp.kilobytes",
"smb.ops", "srp.bytes", "srp.

ops", "iscsi.bytes", "iscsi.ops"]

type ChooseOne

statZt Algte 257 L (normal)
A5t of2f 2 Ho{A m(inverted)
A2E AAEZR| 68 ["normal”,
"inverted"]

limit Positivelnteger

SAOf chet &gt

minpost Duration

Z| A AL 2A2 FEE A IS
HOf| 2|30k BrLICE.
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oX
H
oo
)

£

ay

£4 2oi|2t A& A Al ["all”,
"weekdays", "weekends"]

window_startet window_end
Atoloj|2t BE A A ["none”, "00:
00", "00:30", "01:00", "01:30",
"02:00", “02:307, “03:007, “03:
307, “04:00”, “04:30”, “05:007,
“05:307, “06:00”, “06:30”, “07:
007, “07:30”, “08:00”, “08:307,
“09:007, “09:30”, “10:00”, “10:
307, “11:00”, “11:30”, “12:007,
“12:307, “13:00”, “13:30”, “14:
007, “14:30”, “15:00”, “15:307,
“16:00”, “16:30”, “17:00”, “17:
307, “18:00”, “18:30”, “19:007,
“19:307, “20:007, “20:30”, “21:
007, “21:307, “22:007, “22:307,
“23:007, “23:307]

window_start2t window_end
Atolofiet ZE AA| [*none”, “00:
007, “00:307, “01:007, “01:30”,
“02:007, “02:30”, “03:00”, “03:
307, “04:007, “04:30”, “05:00”,
“05:30”, “06:00”, “06:30”, “07:
007, “07:307, “08:007, “08:30”,
“09:00”, “09:30”, “10:00”, “10:
307, “11:007, “11:307, “12:00”,
“12:307, “13:007, “13:30”, “14:
007, “14:307, “15:007, “15:30”,
“16:00”, “16:30”, “17:00”, “17:
307, “18:007, “18:307, “19:00”,
“19:30”, “20:007, “20:30”, “21:
007, “21:307, “22:007, “22:30”,
“23:007, “23:30”]("immutable")

FEE AAAIST| A 22 Al

SERR 78

days ChooseOne
window_start TimeOfDay
window_end TimeOfDay
frequency Duration
minclear Duration

"all clear" ZEE AAAISH| 4 A

o SEHO| 2| A AIZE

GET /api/alert/vl/thresholds HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

Accept: application/json

3% & MB|A Y 27



oX
H
oo
£y

28

Oracle ZFS Storage Appliance RESTful 28 T2 728 T2 7219] QIE{H|0|A AHA - 20144 6¥

Sg of:

HTTP/1.1 200 OK

Date: Tue, 27 Aug 2013 17:38:40 GMT
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 689

"thresholds": [
{

"days": "all",

"frequency": 300,

"href": "/api/alert/v1l/thresholds/
bec758cb-346e-6a7d-c211-b320c09ef6a6",

"limit": 500,

"minclear": 300,

"minpost": 300,

"statname": "cpu.utilization",

"threshold": "threshold-000",

"type": "normal",

"uuid": "bec758cb-346e-6a7d-c211-b320c09ef6ab"

"window_end": 0,

"window start": -1

"days": "all",

"frequency": 300,

"href": "/api/alert/v1l/thresholds/
475799d8-32¢c8-6ff6-882c-aa3b66e3aba2",

"limit": 100000,

"minclear": 600,

"minpost": 300,

"statname": "datalink.kilobytes",

"threshold": "threshold-001",

"type": "normal",

"uuid": "475799d8-32c8-6ff6-882c-aa3bb6e3a5a2",

"window_end": 300,

"window start": 1200

-

GET /api/alert/vl/thresholds/1b15d405-75c4-4c0c-e0f6-8al08165b874

HTTP/1.1
Authorization: Basic abcdl123MWE=
Host: zfssa.example.com:215
Accept: application/json



oX
H

oo

g

210

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 363

"threshold": {

"days": "weekdays",

"frequency": 300,

"href": "/api/alert/v1l/thresholds/
1b15d405-75c4-4c0c-e0f6-8al08165b874",

"limit": 100000,

"minclear": 300,

"minpost": 300,

"statname": "datalink.kilobytes",

"type": "normal",

"uuid": "1b15d405-75c4-4c0Oc-e0f6-8al08165b874",

"window_end": 0,

"window start": -1

-

US7|

ox
HT
oo
!
£y

POST /api/alert/v1l/thresholds HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 50

{"statname": "datalink.kilobytes", "limit": 100000}

==

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 321

Location: /api/alert/vl/thresholds
/1b15d405-75c4-4c0c-e0f6-8al08165b874

{
"threshold": {
"href": "/api/alert/vl/alerts/thresholds
/1b15d405-75c4-4c0c-e0f6-8a108165b874"
}
}

’
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a8 QAU =8

A HEl HE A0 thst S2 YEE SHEHHCH

2389

PUT /api/alert/v1l/thresholds/1b15d405-75c4-4c0c-e0f6-8al08165b874
HTTP/1.1

Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

{"days":"weekdays"}
SEO:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 326

{
"threshold": {
"days": "weekdays",

-

3

HL
o2
X
£
AL
=

A Y 2 YARS AAFLICH

2o

DELETE /api/alert/vl/thresholds/475799d8-32c8-6ff6-882c-aa3b66e3a5a2
HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

Sg of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

HE S5 JdE= o S BE 23| RS 24U 4 ™
7t Zo|x|0f USLITH

A E|l= Y=

m  ad
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m all
m  appliance_software
m  backup
m  cluster
| custom
m  hardware
m  hardware_faults
®  ndmp
®  network
m replication
m replication_source
m replication_target
W restore
m scrk
®  shadow
m  smf
m thresholds
m zfs pool
H 3-3 a8 23|
sEye 2 EL
2t 23| "ad"
active_directory_degraded 22 LE{= active_directory_
degraded O|HIE [true E+= false]
of Yx|sHOF FrLC.
smb_kerberos_client_ 22 ZEe{= mb_kerberos_client_
authentication_degraded authentication_degraded O|HIE
[true == false] 2t ¥ 2|5HOF B
=
a8 22| "all"
all_alerts 22 ZE{= all_alerts O[HIE [true,
false]2t Y|sHOF LT,
all_defects 282 e = all_defects O|HIE [true,
false]@t Y =|5{OF BLIC}.
service_alerts 22 LE{E service_alerts O[HIE
[true, false]2t Yx|oHOF BFLICH.
all_hardware_faults 22 LE|= all_hardware_faults O|#l
E [true, false]@t 2|30 EFLICY,

ZE 22| "appliance_software"
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obstacles_to_system_software_ | £ LE{E= obstacles_to_system_

update software_update O|HIE [true,
false]et Y =|5{OF BLIC}.

operating_system_kernel_panic | £ LIE{= operating_system_
kernel_panic O|HIlE [true &=
false] @t 2x|3HOf BHLICE.

A5 22| backup

backup_finished 22 LE{= backup_finished O|HIE
[true = false] 2 Y=|3HOF EHL|
Ct.

backup_started 22 L= backup_started O[HIE
[true == false] @t ¥ 2|5H0F B
=

B8 22| "cluster"

cluster_i /o_link_down 22 LE{= cluster_i /o_link_down O]
HIE [true L= false]2t Y Z|5HOk
ct.

cluster_i /o_link_failed 28 ZE <= cluster_i /o_link_failed 0]
HIE [true L& false]2t YL 2|5HOF
_uct.

cluster_i /o_link_up 28 LE|= cluster_i /o_link_up O[#l
E [true E= false] 2t Y=|3H0F &
Lict,

unexpected_peer_error_ 22 ZE{= unexpected_peer_error_

occurred occurred O|HIE [true £+ false]
oF AZ|ol{OF FLCt.

communication_t o_peer_lost 22 LE{= communication_to_peer_
lost OJHIE [true L= false]2t &
2|afjoF gLt

cluster_peer_panicked 22 LEE cluster_peer_panicked O|
HE [true E£= false]F L x|5HOF
e ct

failed_to_set_s p_root_ 2E LE{= failed_to_set_sp_root_

password_on_cluster_peer password_on_cluster_peer Ol
E [true == false] 2t Yz|3l0F &
Lct,

cluster_rejoin_failed_on_peer 28 ZE|+= cluster_rejoin_failed_on_
peer O[HIE [true £= false]2t &
2|afjoF gLt

cluster_rejoin_mismatch_on_ 22 ZE{= cluster_rejoin_mismatch_

peer

on_peer O|HIE [true =& false]
oF AZ|sH{OF FLCt,
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cluster_rejoin_completed_on_ 2E LE{= cluster_rejoin_

peer completed_on_peer O[HIE [true
EE= false]2F Yx[sof BL|CH

cluster_peer_lost_ 22 LE{= cluster_peer_lost_

communication_token communication_token O|#HIE
[true == false] 2t Y=|sHOF &L
Ct.

cluster_rejoin _failed 22 LE{= cluster_rejoin_failed Ol
E [true == false] 2t Y z|3H0F &
=2

cluster_rejoin_mismatch 22 LE{= cluster_rejoin_mismatch
O|HIE [true = false]2F Y|l
OF g,

cluster_rejoin_completed 22 ZE{ = cluster_rejoin_completed
O|HIE [true £+ false]2t YL x|a
Of i,

cluster_takeover_complete 2E LE{E= cluster_takeover_
complete O|HIE [true E= false]
oF UX|5HOF FrLC.

resource_import_failed_during_ | £ ZIE{= resource_import_failed_

cluster_takeover during_cluster_takeover O|HIE
[true == false] 2t Y =|aHOF BHL
Ct.

local_cluster_communication_ 28 e = local_cluster_

token_lost communication_token_lost Ol
E [true == false] 2t Yz|3l0F &
=2

ZE 22| "custom"”

patterns 7|24k FMA O|HIE patterns

ZE 22| "hardware"

fibre_channel_port_down 22 LE|= fibre_channel_port_
down O[HIE [true L& false]2t
U2|slof BLCY.

multiple_transi ent_fibre_ 2E LE{= multiple_transient_fibre_

channel_port_status _changes channel_port _status_changes
O|HIE [true E= false]2t x|l
OF g,

transient_fibre_channel_port_ 22 ZE{= transient_fibre_channel_

status_change port_status_change O|HIE [true
& false]2F 2x|3H0F BLICE.

fibre_channel_port_up 22 LE{= fibre_channel_port_up 0|

HIE [true S false] 2t L2|5H0}
B c.
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network_port_down 22 ZIE{= network_port_down Ol
E [true == false] 2t Yz|3l0F &
Lct,

network_port_up 22 ZE{= network_port_up O|HIE
[true &= false] 2t Y x|5HOF L
Ct.

chassis_connected_to_system 22 LE{= chassis_connected_to_

h ted_t it HE LE{E= ch ted_t

system O|HIE [true £ false]2t
U|sHOF gLt

chassis_removed 22 ZIE{= chassis_removed O[HIE
[true = false] 2 Y=|3HOF EHL|
Ct.

hardware_component_inserted | 22 ZE{= hardware_component_
inserted O|HIE [true &£+ false]
o AZ|ol{OF FL(Ct.

hardware_component_removed | & LE{= hardware_component_
removed O|BIE [true S+ false]
of UX|5HOF FrLC.

disk_inserted g2 LIE{= disk_inserted OHIE [true
£ & false]2F 2|3H0F BHLICE.

disk_removed 22 LE{= disk_removed O|HIE
[true EE= false] 2 YX|3HOF EHL|
=

hba_reset 28 LE{= hba_reset O|HIE [true &
= false] 2t Y2|3{OF EHL|CH,

i/o_path_added 22 2EE i/o_path_added O|HIE
[true &= false]2F Y2|3HOF FL
=

i/o_path_removed 22 ZE{= i/o_path_removed O[HIE
[true = false] 2 Y=|3HOF EHL|
=

service_processor_offline_or_ 22 L& service_processor_

unavailable offline_or_unavailable O|HIE
[true = false] 2 YZ|H{OF B
Ct.

service_processor_online_after_ | £ LE{= service_processor_

outage online_after_outage O[HIE [true
E = false]2F Y2|3H0F BHLICE.

failed_to_set_root_password_ 22 L= failed_to_set_root_

on_service_processor

password_on_service_processor
O|HIE [true &£ false] 2t Yx|aH
OF gL,

BE 22| "hardware_faults"
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all_hardware_faults

4
1o

LE{E all_hardware_faults O| &l
E [true =& false] 2t Y2|3H0}F &
Lct,

28 ZZ| "ndmp"

invalid_ndmp_restore

L= invalid_ndmp_restore O]
HIE [true S false] 2t L2|5H0F
gLict

backup_finished

LE{= backup_finished O|#IE
[true = false] 2 Y=|3HOF EHL|
Ct.

backup_started

ZE{&= backup_started O[HIE
[true == false] 2t ¥ 2|5H0F B
=

restore_finished

LE{= restore_finished O[HIE
[true = false] 2 Y =|3HOF EHL|
Ct.

restore_started

LIE{= restore_started O|HIE
[true == false] 2t Y=|aHOF BHL
Ct.

dE 22| "network"

datalink_failed

4
Mo

LE{= datalink_failed O|#IE
[true = false] 2 Yx|3HOF EHL|
Ct.

datalink_ok

LIE{= datalink_ok O[HIE [true
£ & false]2F Y|3H0F BHLICE.

network_port_down

ZE|= network_port_down O[t
E [true =& false] 2t Y2|3H0}F &
Lict,

network_port_up

LE{= network_port_up O[HIE
[true &&= false]2F Y 2|5HOF &L
Ct.

ip_address_conflict

LE{+= ip_address_conflict Ol
E [true &= false]2F Y x|5H0f &
Lct,

ip_address_conflict_resolved

LIE{= ip_address_conflict_
resolved O[HIE [true &&= false]
o Uz|fjof gHLCt.

ip_interface_degraded

LIE{= ip_interface_degraded 0|
HIE [true S false] 2t L2|5H0}
ghuct.
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ip_interface_failed 22 ZE{= ip_interface_failed O|HIE
[true EE= false] 2 Y=|3HOF EHL|
=

ip_interface_ok Bg HEHE ip_interface_ok O|HIER}
[true &= false] 2t Y x|5HOF L
Ct.

BE 22| "replication”

receive_failed_(unsupported _ | 2 LE= receive_failed_

version) (unsupported_version) O|HIE
[true = false] 2 Y=|3HOF EHL|
Ct.

receive_failed_(cancelled) 22 ZE{ = receive_failed_(cancelled)
O|HIE [true L= false]2f Y x|5H
Of &,

receive_failed_(all_others) =2s LE{= receive_failed_(all_
others) O[HIE [true L& false]2t
Ux|sHOF gLt

receive_failed_(out_of_space) 22 ZE| & receive_failed_(out_of_
space) O[HIE [true L& false]2t
U5 OF Lt

receive_failed_(package_not _ 2E LE{E= receive_failed_(package_

upgraded) not_upgraded) O|HIE [true £=
false]@t Y =|5{OF BLIC}.

receive_finished 22 ZE{= receive_finished O[HIE
[true = false] 2t Yx|3HOF EHL|
Ct.

receive_started 22 LE| = receive_started O|HIE
[true == false] 2t ¥ 2|5HOF B
=

send_failed_(unsupported_ 22 LE|= send_failed_

version) (unsupported_version) O|HIE
[true = false] 2t Y=|3HOF EHL|
=

send_failed_(cancelled) 22 L= send_failed_(cancelled)
O|HIE [true L& false]2t YL x|af
OF 3Lt

send_failed_(all_others) 282 LE|= send_failed_(all_others)
O|HIE [true E= false]2t x|l
OF g,

send_failed_(connectivity) 28 LE{= send_failed_

(connectivity) O|HIE [true E£&=
false] @t 2x|3HOf BHLICE.
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send_failed_(out_of_space) 282 LE{= send_failed_(out_of_
space) O|HIE [true EE= false] 2t
U |sHOF gLt
send_failed_(remote _ 22 L= send_failed_(remote_
verification) verification) O|HIE [true £&=
false] @t 2x|3HOf BHLICE.
send_finished 22 LE{= send_finished O|HIE
[true == false]2F ¥ 2|5HOF B
=
send_skipped_(already_ 22 ZE|= send_skipped_(already_
running) running) O[HIE [true £+ false]
of Ux|sHOF FrLCt.
send_started 22 ZE{= send_started O|HIE [true
&= false] 2t YX|3HOf BfLICE.
dE 22| "replication_source"
send_failed_(unsupported_ 22 ZE{= send_failed_
version) (unsupported_version) O|HIE
[true == false] 2t Y=|aHOF BHL
Ct.
send_failed_(cancelled) 28 e = send_failed_(cancelled)
O|HIE [true E= false]2t x|l
OF g,
send_failed_(all_others) 28 ZE|= send_failed_(all_others)
O|HIE [true = false]2F Y|l
OF gL,
send_failed_(connectivity) 22 ZE{= send_failed_
(connectivity) O|HIE [true EE=
false]2t 2|30 EHL|CH,
send_failed_(out_of_space) 22 LE{= send_failed_(out_of_
space) O|HIE [true L= false]2t
U x|l OF gLt
send_failed_(remote_ 22 ZE| &= send_failed_(remote_
verification) verification) O|HIE [true &=
false] 2t Y |aOF BfLICE,
send_finished 22 ZIE{= send_finished O|HIE
[true EE= false] 2 Y=|3HOF EHL|
=
send_skipped_(already_ 28 ZE|= send_skipped_(already_
running) running) OHIE [true &&= false]
of Y=|sHOF FrLCt.
send_started 22 L= send_started O[HIE [true

E
=2
L= false]@t L2[3HOF FLICE
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B8 22| "replication_target"

receive_failed_(unsupported_ 22 LE|E receive_failed_

verrsion) (unsupported_version) O|HIE
[true == false] 2t Y=|sHOF &L
Ct.

receive_failed_(cancelled) 22 ZE{E= receive_failed_(cancelled)
O|HIE [true & false]2F Lx|aH
OF i,

receive_failed _(all_others) 22 ZE|+= receive_failed_(all_
others) O|HIE [true &= false]2t
Ul OF gLt

receive_failed _(out_of_space) 22 ZE{E= receive_failed_(out_of_
space) O|HIE [true EE&= false]2t
U|HOF gt

receive_failed_(package_not_ 22 LE{= receive_failed_(package_

upgraded) not_upgraded) O|HIE [true £=
false]@t Y =|3{OF BLIC}.

receive_finished 22 LE{= receive_finished O|HIE
[true == false] 2t Y=|aHOF BHL
Ct.

receive_started 22 ZIE{ = receive_started O[HIE
[true EE= false] 2 YX|3HOF EHL|
=

ZE 22| "restore"

restore_finished 22 LE{= restore_finished O|HIE
[true == false] 2t ¥ 2|5H0F B
=

restore_started 22 ZIE{= restore_started O[HIE
[true = false] 2 Y=|3HOF EHL|
=

BE 22| "scrk”

support_bundle_build_failed 22 ZE{= support_bundle_build_
failed O|HIE [true £+ false]2t
U |sHOF gLt

support_bundle_sent 22 LE{= support_bundle_sent 0|
HIE [true L= false] 2 YL 2|sHOF
ct.

support_bundle _upload_failed | £ ZE{&= support_bundle_upload_
failed O|HIE [true EE= false] 2t
U|sHOF gLt

an_update_is_available_on_my_ | & LE{= an_update_is_available_

oracle_support.

on_my_oracle_support. O|#IE
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ojn
Jhu
oX
H

J0
o

ay

[true & false]2t Yx|5HOF
Ct.

I'|_|

u:Oll

no_updates_available.

ZE|{&= no_updates_available. O]
BIE [true L= false]2F L |5H0F
_uct

the_appliance_failed_to_verify _
if_an_update_i s_available.

ZIE{= the_appliance_failed_
to_verify_if_an_u pdate_is_
available. OJHIE [true &= false]
of Ux|5HOF FrLC.

45 Z%| "shadow"

shadow_migration_complete

ZE{+= shadow_migration_
complete O|HIE [true E= false]
oF AUX|5HOF FrLC.

e 22| "smf"

service_failures

]

LE{E= service_failures O|HIE
[true == false] 2t ¥ 2|5HOF B
=

28 22| "thresholds"

thresholdid

BEI} L2J3H0F 3t 2219 UUID

B8 22| "zfs_pool"

resilver_finished

LE{= resilver_finished O|HIE
[true == false] 2t Y =|aHOF BHL
Ct.

resilver_started

4
1o

ZIE{ = resilver_started O[HIE
[true = false] 2 YX|3HOF EHL|
=

scrub_finished

4
Mo

LE{= scrub_finished O|#IE
[true = false] 2 Yx|3HOF EHL|
Ct.

scrub_started

ZIE{= scrub_started O[HIE [true
= false] 2t Y|aHOf BfLICE.

hot_spare_activated

LE{= hot_spare_activated O[tl
E [true == false] 2t Y x|5HOF &
=3
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BE R3S 7 2E 239 !

GET /api/alert/vl/actions HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfs-storage.example.com:215
Accept: application/json

C

L

o .

SE ol

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 1395

{
"actions": [
{
"action": "actions-000",
"category": "smf",
"href": "/api/alert/vl/actions/actions-000",
"service failures": true
I
{
"action": "actions-001",
"category": "scrk",
"href": "/api/alert/vl/actions/actions-001",
"action-000": {
"handler": "snmp trap",
"href": "/api/alert/vl/alerts/actions/actions-001
/action-000"
1
"action-001": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-001
/action-001",
"subject": "Phone Home Alert"
1
"support_bundle build failed": true,
"support_bundle sent": true,
"support_bundle upload failed": true
I
{
"action": "actions-002",
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-002
/action-000",
"subject": "CPU Busy Alert"
1
"thresholdid": "bl182ca®5-53d3-6604-b874-ec353335704d"
}
|
}



O B2 FE 22| LIZR FAISHA|2H A HE & =22 BrakeiL|Ct
23 o

GET /api/alert/vl/actions/actions-002 HTTP/1.1

S

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 331

{
"action": {
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/alerts/actions/actions-002
/action-000",
"subject": "CPU Busy"
I
"thresholdid": "b182ca®5-53d3-6604-b874-ec353335704d"
}
}

CESLI5]

JSON ZiH|E T al5t= AE 22| posT 2-S OHS T X2 S2 HE 7} /api/alert/vl/
alerts/actions0fl & E|0{0} BILICH BHS 22| RS Meisl=2 ¥Z 52 YRS 45|
OF RfLIC R HEl A|A-IOM AL 7158t 25 B 22 CL 2BME i.:.+of*'*|2

getdo= Y golle Ch30| Zetg LUt

'ad", "all", "appliance_software", "backup", "cluster", "custom",
"hardware", "hardware_faults", "ndmp", "network", "replication",

"replication_source", "replication_target", "restore", "scrk", "shadow",
"smf", "thresholds" or "zfs_pool"
23 0:

POST /api/alert/vl/actions HTTP/1.1
Host: zfssa.example.com:215
X-Auth-Session: uerqghq84vbdv
Content-Type: application/json
Content-Length: 30

{"category": "hardware faults"}

Sg of:
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HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 118

Location: /api/alert/vl/actions/actions-006

{
"action": {
"href": "/api/alert/vl/actions/actions-006",
"category": "hardware faults",
"all hardware faults": true
}
}

HTTP PUT 232 HA30 List FHOIA HHEIE U8 52 3= 23 4
2% of

PUT /api/alert/vl/actions/actions-001 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 30

{"support bundle sent": false}
o .
SEA:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 195

{
"action": {
"href": "/api/alert/vl/actions/actions-001",
"category": "scrk",
"support bundle build failed": true,
"support bundle sent": false,
"support bundle upload failed": true
}
}

BE 22| A

HTTP DELETE 24 ZE RX| href &= R 2| hrefo]| 4435}
o
—

C A6k A 2E2 HTTP A€l 204(No Content) QI L|C}.

23 o
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DELETE /api/alert/vl/actions/actions-003 HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

SOl

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

POST /api/alert/vl/actions/actions-001 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 68

{"address": "Joe.Admin@acme.com", "handler": "email", "subject":"CPU Busy"}
o .
S

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 177

Location: /api/alert/vl/actions/actions-001/action-001

"action": {
"href": "/api/alert/vl/actions/actions-001
/action-001",
"handler": "email",
"address": "Joe.Admin@acme.com",
"subject": "CPU Busy"

-

3%. 32 M~ Y
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23 o

PUT /api/alert/vl/actions/actions-001/action-000 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 28

{"address": "Joseph.Admin@acme.com"}
(=) .
SE A

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 176

X-Zfssa-Version: jkremer/generic@2013.06.08,1-0

{
"action": {
"href": "/api/alert/vl/actions/actions-001
/action-000",
"handler": "email",
"address": "Joseph.Admin@acme.com",
"subject": "CPU Busy"
}
}

AYE FE 220] AP Y 227t MR 4 USLICH 22T A
23] href S& F=of| #&FLICH

DELETE /api/alert/vl/actions/actions-001/action-000 HTTP/1.1
Host: zfssa.example.com:215
X-Auth-Session: uerqghq84vbdv

HTTP/1.1 204 No Content

Oracle ZFS Storage Appliance RESTful 28 T2 728 T2 7219] QIE{H|0|A AHA - 20144 6¥
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Analytics Services

Analyticse= Ctet S41E e Zof| HA|ZtZ EAst '—f%oﬂ gAel = == G0
L 5t
=

-
S 7|55t 7|s YLt

M%ZF g9

A2 7158t Analytics Services

http://zfssa.example.com/api/analytics/v1.0/0l| A Ct&

Analyticse 27| 2LEHZ Lty &2
< = DTraceE &30 %%4 A|H| AEHO| Of2] HES ”HI o
| o

MZ HSELICE Analytics
MEtAolE2 SOz

=
2 M5}
2T M - o 11—

Analytics ServicesS AR S 4

QUELIT
24 A2 /analytics/v1 ek
GET Analytics Services ZE2E Lgt
=3
POST /worksheets M Analytics HI0|E{ MEZS oL
=
GET /worksheets/<worksheet)> Z| 4=l Analytics HIO|E| MIE 2
HEE 7IAHS L.
GET /worksheets S.E Analytics HIO|E| HIE X E
Lt gL ct,
PUT /worksheets/<worksheet) 2| -E Analytics CI0[E MIE 2|
£ +EEL
DELETE /worksheets/<worksheet> A/ 8E QITAIE HHE AAEY
Ct.
PUT Jworksheets/<worksheet)/ DE YIAE HO|H HEE LA
suspend z':+°”—|‘3f.
PUT /worksheets/<worksheet>/ 2E IAE GO HEE A7H
resume SHLC}.
POST /worksheets/<worksheet) / M IAIE Ho|H MEE 2HEL
datasets ct.
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46

o A2 /analytics/v1 o9

GET /worksheets/{worksheet> / A 8= AAAE O ME S5

datasets/<dataset> YEE TSt

GET /worksheets/<worksheet) / 2E AIAE GOE NE HHE

datasets '—fo“°“—l Ct

PUT /worksheets/<worksheet> / 2|4 El 2 IAE HIO|E] ME 2|

datasets/<dataset> £ sdguct

DELETE Jworksheets/<worksheet) / 2| A= GO|E| ME 242 AMA|EH

datasets/<dataset> L|ct,

POST /datasets M Analytics HI0|E{ MEZS oHEL|

=

GET /datasets/<{dataset) Z| 4=l Analytics HIO|E| MIE 2

YEE TSt
GET /datasets S.E Analytics HIO|E] HE X E
Lt gL ct,

PUT /datasets/<{dataset> 2|4 =l Analytics GIO|E] ME ZH|

£ SEgL
DELETE /datasets/<dataset> 2| HE C0|H ME A E Atx|E
Lict,

PUT /datasets ZE HOE MEE 2A| ST5HA
Lt 274 L T

PUT /datasets/<dataset>/data O| tlo|e MEE A &gt ChHA &
2] ot 75'—?—)

DELETE /datasets/<dataset>/data O] HlOJE&] MEOIM A [EH2l]2
H|0|H & A HE LTt

GET /settings Analytics 44 & LG Ct.

PUT /settings Analytics 432 &L}
Ce S5 ¥2E S ZE Analytic CIOIEIE £33t HOJH 2R AIZHA|)S HEE
2 0lAL|C}

M-
JI= 49

retain_second_data

2 ©H9) o O|E{Of ChBH AlZES) BE 742

retain_minute_data

£ CHo) oo|Efof Chat AlZte] 2 21
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I= 9
retain_hour_data A2+ 2| Cl|O|E{0]| THSH A|Zte] B 7+

23 71X 27|

Analytics 8 S5 Y29| A ¢S 7t ZUL

239

GET /api/analytics/vl/settings HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

22t of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/vl/settings",
"retain_hour_data": 600,
"retain_minute _data": 400,
"retain_second data": 200
}
}
M2 A
=20 To
M2

MA £ HH2 00| 22 2HF 22 Analytics 838 £45t= O Ar2 LT

PUT /api/analytics/vl/settings HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215
Content-Type: application/json
Content-Length: 60

{"retain hour data":600, "retain minute data":400, "retain second data":200}
B2 0of:

HTTP/1.1 202 Accepted

Content-Type: application/json

Content-Length: 101
X-Zfssa-Analytics-Api: 1.0
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9IAE

SENS

{
"settings": {
"href": "/api/analytics/vl/settings",
"retain _hour data": 600,
"retain minute data": 400,
"retain_second data": 200
}
}

YINEE 27} JBYL2 FAlSlE BUI SHAYLICE SAI0f 012 712 EAE 12 £ 9)
o0) I INEM HSS AYSHD LE0| BES HZE 4 YsUC AIAES Yt
o2 Q= DS SA0 Cis OP7l0|= 2olo] O MEIL|Ch =, 22 Y 2E £
£ 971 0p10| S5t 2910| H2U5| ASELICH YIAIE FEe BULIM AHBE 4 9l

YA ES &2|5t= O AEY &+ JASHCL

olg 4y

ctime Ol HIAAETHHEE AlZH L IRt

mtime Ol YIAETL DIR|e 2 - E AlZHE I3t
name 0| YIAEL| 0|

owner O FAIAEL ARA}

uuid O] Y3 A|E0] izt HE 7 AMEA}

YIAE L

A2 A E 2 E Analytics YIAE

ﬂJ|HJ

LI gL ct.
230!

GET /api/analytics/v1l/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

Sg of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0
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QIAE

"worksheets": [{
"href": "/api/analytics/v1l/worksheets/ab59bcbc...",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"

oA
"href": "/api/analytics/v1l/worksheets/bb3ee729...",
"uuid": "bb3ee729-080a-cfla-98c9-9f485bc3a43d"

}

Analytics $TA|E 71427

T+ Analytics YA EZ 7t SL|C}

2389

GET /api/analytics/v1l/worksheets/ab59bcbc-080a-cfla-98c9-9f485bc3a43d
HTTP/1.1

Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

89 o

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

"worksheet": {
"ctime": "Thu Jun 13 2013 02:17:14 GMT+0000 (UTC)",
"href": "/api/analytics/v1/worksheets

/ab59bcbc-080a-cfla-98c9-9f485bc3a43d",

"mtime": "Sun Jun 23 2013 16:22:01 GMT+0000 (UTC)",
"name": "myworksheet",
"owner": "root",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"

SENIR=]

M Analytics Y 3A|EE otsL|CY,
230!

POST /api/analytics/v1l/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Content-Type: application/json
Content-Length: 26

4% Analytics Services
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{"name": "myworksheet"}

2140

HTTP/1.1 201 Created
Content-Length: 280
Location: /api/analytics/v1l/worksheets/bb3ee729-4480-4609-89b2-fae2dc@16bec

{
"worksheet": {
"uuid": "bb3ee729-4480-4609-89b2-fae2dc@l6bec",
"name": "myworksheet",
"owner": "root",
"ctime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",
"mtime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",
"href": "/api/analytics/v1/worksheets
/bb3ee729-4480-4609-89b2- fae2dc@l6bec"
}
}

ENRG

Analytics YIAIEE MAEILICE O] OO M= YIAIE 0|50| YIAE AMHERIZ AR E]
Z|9F hrefOl M A Sl yuide AFEE 4 JASLICH O] HHEO| S22 YTAEE MAot=
CLI HEo| 2t Y=L,

239

DELETE /api/analytics/v1l/worksheets/name=myworksheet HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Content-Type: application/json

Content-Length: 26

Sg of:

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

H3AE HojE HE LtE

A EE YTAEL 2= G0 MEE LHEELICEH HO|H ME A2 Che 55 ZEE Al
2Lt

o|& a4

name O] LIOjEf MEO| CHEE 7|2 EA 9| 0|5

drilldowns A 22 HAIE E2ORUe E9)
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QIAE

olg RE
seconds 0| H|O|&{ MEO]| CHal HA|=l= AIZHZE)
239!

GET /api/analytics/v1/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

H3AE HI0|E] MIE 7}
2ITAIE GolE| MEZS BHELIC

2389

POST /api/analytics/v1l/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Content-Type: application/json

Content-Length: 26

{"name": "nfs4.ops", "seconds": 300}

220

HTTP/1.1 201 Created

Content-Type: application/json

X-Zfssa-Analytics-Api: 1.0

Location: /api/analytics/vl/worksheets/name=me/datasets/nfs4.ops
Content-Length: 162

{
"dataset": {
"href": "/api/analytics/v1l/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": 0,
"drilldowns": [],
"seconds": 300,
"time": ""
}
}

H3IAE HIO|E| MIE =3
I YANIE ClojE HES 23BLCE

23 o

PUT /api/analytics/v1/worksheets/name=myworksheet/datasets/dataset-008

4% Analytics Services
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HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Content-Type: application/json
Content-Length: 26

{"seconds": 60}

22t off:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 161
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"href": "/api/analytics/v1l/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": 0,
"drilldowns": [],
"seconds": 60,
"time": ""
}
}

Clolg] ME

CIOIE ME S5 =YLt

M= A9

name 712 49 ol

grouping Ol SA7t &8t &

explanation 712 SHe 4y

incore Q1Z0{ H|0|E] ME H|O|E{2] HIO|E

size 2C|A3 H|o|E| M E H|o|E{e| BIO|E

suspended CIOIE] MEZL A YAl BRSO Y= HFEE Lt
U= 22

activity B2 SQHOIH ME 2& Z2i1

suspendedE A|2/st RE S5 dE= HEY £ QigL/Ct
AtE 7tsSHHIOIE MIE:

B "arc.accesses[hit/miss]"
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"arc.12_accesses[hit/miss]"
"arc.12_size""arc.size"
"arc.size[component]"
"cpu.utilization"
"cpu.utilization[mode]"
"dnlc.accesses[hit/miss]"
"fc.bytes""fc.ops"

"ftp kilobytes"
"http.regs""io.bytes"
"io.bytes[op]"
"io.disks[utilization=95][disk]"
"io.ops""io.ops[disk]"
"jo.ops[op]""iscsi.bytes"
"iscsi.ops""ndmp.diskkb"
"nfs2.ops""nfs2.ops[op]"
"nfs3.ops""nfs3.ops[op]"
"nfs4.ops""nfs4.opslop]"
"nic.kilobytes"
"nic.kilobytes[device]"
"nic.kilobytes[direction]"
"sftp kilobytes"
"smb.ops"

"smb.ops[op]"

COIE] MIE LIE

&l ZE Analytics HI0|E MIEES LILELICE
24 o

GET /api/analytics/vl/datasets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

224 0f:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
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"datasets": [{
"dataset": "dataset-000",

"href": "/api/analytics/vl/datasets/arc.accesses[hit/miss]",
"name": "arc.accesses[hit/miss]"

Ao
"dataset": "dataset-001",
"href": "/api/analytics/vl/datasets/arc.12 accesses[hit/miss]",
"name": "arc.l2 accesses[hit/miss]",

oA
"dataset": "dataset-002",
"href": "/api/analytics/vl/datasets/arc.12 size",

"name": "arc.l2 size",
Ao
"dataset": "dataset-003",
"href": "/api/analytics/vl/datasets/arc.size",
"name": "arc.size",
Ao
"dataset": "dataset-004",
"href": "/api/analytics/vl/datasets/arc.size[component]",
"name": "arc.size[component]",
Ao
H

ClO|E]l MIE 71A 27|

A Y& HOolE NEOM S5 EE 7tHZH T
230!

GET /api/analytics/vl/datasets/nfs4.ops HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

220

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"activity": "none",
"dataset": "dataset-030",
"explanation": "NFSv4 operations per second",
"grouping": "Protocol",

"href": "/api/analytics/vl/datasets/nfs4.ops",
"incore": 296128,

"name": "nfs4.ops",

"size": 53211540,

"suspended": false
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ClloJE| MIE 2H57]

M GI0|Ef MIEE SHS LT,
239

POST /api/analytics/vl/datasets HTTP/1.1
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 26

{"statistic": "test.sine"}

220

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 200

Location: /api/analytics/vl/datasets/test.sine

"dataset":{
"href": "/api/analytics/vl/datasets",
"name": "test.sine",
"grouping": "Test",
"explanation": "sine per second",
"incore": 34752,
"size": 31912,
"suspended": false,
"activity": "none"

ClolE| ME 3

CIOIE] ME 3 ™2 T HO[H MEQ| HI0IH S LAl &

gt

U BC 23 o

POST /api/analytics/vl/datasets/nfs4.ops
{"suspended":true}

A7H 24 of:

POST /api/analytics/vl/datasets/nfs4.ops
{"suspended": false}
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o .

SE A

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 228
X-Zfssa-Analytics-Api: 1.0

{
"dataset" {

"suspended": false

CllOIE] MIE A

CIO[E MEE AtAIRHLICE

230

DELETE /api/analytics/vl/datasets/test.sine HTTP/1.1
SE ol

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

CllOJE] HIE %%

CiOolE] MEES MEFLIC

23 o

PUT /api/analytics/vl/datasets/nfs4.ops/data
SE ol

HTTP/1.1 202 Accepted

Cl|lo|E] MIE H[0[E] XA

CIOIE| ME LHS| ClOlEf= =, & == AlZH TRl 20IM AAE 4+ AS LI

’

olg oy
cre) A7 B9l(2, 2, AZH
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EiolE HE

ols e
22 A2t AHE E2 Az 010l £ 0[] X7

T2 A2 150 8601 AlZt/g® ZAZ(Cf: 20130531T01:13:58) & LICY.

239

DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour

Sg of:

HTTP/1.1 204 No Content

CllolE{ MIE HIO]&] 7t 27|

Analytic H|O|E{ MEO|A HI0|&E 7tAZLICt

o|& o
start ME HloJE] S A|REE A|ZH
seconds ME IO E £ AZHR) (122 =1)

startTime2 tg 3 StLE + ASLICH

B[SO 8601 A|IZ/<R 2AE (04]: 20130531T01:13:58)

= ~
B AEQAYA RS

m 24 2HE "now”

start/t HSE 2| F2 B il A|ZHOf|A Aot =
Ct. AlZH A[ZEO] O|2iY == GIGLICE CIO|EE e A|ZHZ)0| SiA A2t O]=2 FO

MI H0|E{ A|ZHZ)S W Zfo 2 A

[}

4 B MHO|A CIO|E S Bretaty| Mof| 2t ¥SS 7ICHRI LT

oS 4y

startTime Bt 2B WEO| A2t
sample BHetE AR MEo| WE A
data HZS GIOIE S| B

32 20| 20[E G|0|EE +Adts 249 oY LCt

GET /api/analytics/vl/datasets/nfs4.ops%5Bfile%5D/data?start=now&seconds=3
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HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Host: example.zfssa.com:215
Accept: text/x-yaml

22t off:

HTTP/1.1 200 OK
Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

data:

- sample: 239024557
data:
value: 5
startTime: 20130912T21:42:38
samples: 239024558

sample: 239024558

data:

value: 15
startTime: 20130912T721:42:39
samples: 239024559

sample: 239024559

data:
value: 25
startTime: 20130912T21:42:40
samples: 239024560
size: 3
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S{AH

w

;(l)l-

of=2I0] AMB[A

O] oM SRS S21LE, Al 2 4 249

—

dgstil S| AEStE 2an

2| of| Chsl 2Lt

uj
K

te|st= o AFSE L.

r

f=x] Z2 /hardware/v1 Ay
GET /cluster 2AH S5 FE L S22H 2|
AN SES VHHSUC
GET /cluster/resources /<{resource: A|EE S2{AH 2ol Oist S
path g ZEE 74U
PUT /cluster/resources /<resource: A|ZE 22{aH 2arE £HEL
path)> ct.
PUT /cluster/failback S22 T|00] 2| FE 2E 2|a
AE T UL Ct
PUT /cluster/takeover 22 T|00] 2| YE 2E 2|a
2 E QAR
PUT /cluster/unconfigure S2{AESIE O{E20|HAE =8
2z Y siAgLCEH
GET /cluster/links SAH 7tE 3 MEKE Tt =
=3
PUT /cluster/setup 27| 22H 432 AL

=3

SAE S2 MR I

A SHAH Y JEf A 2las S5 YES THHFLICH

23 o
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GET /api/hardware/vl/cluster HTTP/1.1
Authorization: Basic abcd45sMWE=
Host: tanana:215

Accept: application/json

2g o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 529
X-Zfssa-Api: 1.0

{
"cluster": {
"description": "Clustering is not configured",
"peer_asn": "",
"peer description": "",
"peer_hostname": "",
"peer_state": "",
"resources": {
"net/ixgbe0": {
"details": ["10.80.231.58"],
"href": "/hardware/v1l/cluster/resources/resources/net/ixgbe@",
"owner": "tanana",
"type": "singleton",
"user label": "Untitled Interface"
1
"zfs/gold": {
"details": ["821G"],
"href": "/hardware/v1l/cluster/resources/resources/zfs/gold",
"owner": "tanana",
"type": "singleton",
"user label": ""
}
I
"state": "AKCS UNCONFIGURED"
}
}

S AE 2|AA T

SSAH 2|22 M href 5 A2 E G2T oifY THY S2AH 2|AA0] Cfst H|0[H
B 7t Z o~ USLICH O] Of|of| A & 7H2| 2[A~AQ1 /hardware/v1/cluster/resources/
resources/zfs/gold 2 /hardware/v1/cluster/resources/resources/net/ixgbe0S At2g

4 sttt

A
=o|2E gAY
A2E0] SAAE(SIEIo 0] BUS ALZ3I0! 2 Z2IAE 2lAR0 st S5 YHE 273
g 4 UBLICH ANE LIS CLI"PY 224 2lan'S HZSHIAL.
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=2¢|£E 83

SHAEO|M | H5t= BY2 failover, takeback 2! unconfigure@L|Ct 2= &
7tel B OS2t 8| 22| A 2|AA00 Tist PuT RS SH-BLILE G5 Al =
& HTTP A€l 202(Accepted)E BHaHEHLIC

02 oY
0% rlo
HD e

230

PUT /api/hardware/v1l/cluster/failback HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

22t off:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

2 So|AH FIEO| A P HEHE BHEBILICH 222 aksh ¥ "4 222~
A2t SYTLICEH S A8 0|2 HEO| EA7t Sl=A &I5t| fIsh 248 4
= 5| Hof| 0] FHBS Hdlist= A0 FEULE BYS 25| WOl 2= 3=

KCIOS_ACTIVE AEHO{OF &FLCY.

£
2

a0

o
-

>ox¥ Mo

230

GET /api/hardware/vl/cluster/links HTTP/1.1
Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

Accept: application/json

Sg of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 181

{
"links": {

"clustron2_embedded:@/clustron_uart:@ = AKCIOS_TIMEDOUT\n
clustron2_embedded:0/clustron_uart:1 = AKCIOS_TIMEDOU\n
clustron2_embedded:0/dlpi:@ = AKCIOS_TIMEDOUT"

}
}
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62

S2|AE| 43

o

So|AE Y FH2 AILH-HO Ciet 27| 2 AHEYS

AKCIOS_ACTIVE AEHO{OF 50 L|Of A|AEIS A

LT 2R 4™ 0] FFO| LI T,

29

PUT /api/hardware/vl/cluster/setup HTTP/1.1

Authorization:

Basic abcd123MWE=

Host: zfssa.example.com:215
Accept: application/json

{"nodename" :

220

"zfssa-storage-2", "password":

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

"letmein"}

o

20|

[uln)

M
=

HBILICH BE SejAe| Y3k

A Of 32| 2 | 2| = Q40tOF

of=R0] Y2 O{Z20|AHA SHEQO] AHA| 2 724 24 F52 714 O AFEE LT
2 Z2 /hardware/v1.0 a9
GET /chassis SIEQO| MAIE LHE LI
GET /chassis/<chassis) 2| HE St=Q0] MA| 55 EEE
7tH gLt
PUT /chassis/<{chassis> A/ 8= o= MA| S8 ZEE
-l =
GET /chassis/<chassisy/<fru_type> SEQIO] MA| 4 a8 LHEE
Lict,
GET /chassis/<chassisy/<fru_type> / | X YE MAl 78 24 S5 ZEE
frup e i= s
PUT /chassis/<chassisy/<fru_type> / | SIEHIO] MA| 4 24 S2 HE
<frup £ +38guHct

MA| LHE

MA| 7t 27|
Zo chaf HTT
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MAl

2% ssaw EE
string name MAl 0|
string model MA| 22 HE
string manufacturer MA] A Z S A
string serial MAl LA HE
string revision MAI 20 &g
string part MAl 24 25 HE
boolean faulted 25 HA|7|
string fru MAIS] FMRI 3
string uuid AA| uuid A2}
23 9:

GET /api/hardware/vl/chassis HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

g o]

HTTP/1.1 200 OK
Content-Length: 788
Content-Type: application/json
X-Zfssa-Appliance-Api: 1.0

00

"hardware": [{
"faulted": false,

"href": "/api/hardware/v1l/chassis/chassis-000",
"manufacturer": "Oracle",

"model": "Oracle ZFS Storage ZS3-1",

"name": "cairo",

“rpm": "--",

"serial": "1211FM200C",
"type": "system"

"faulted": false,

"href": "/api/hardware/v1l/chassis/chassis-001",

"locate": false,

"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",

"part": "7046842",

"path": 2,

"revision": "0010",

“rpm": 7200,

"serial": "1235FM4002",

"type": "storage"

Ul
oN

. SLERII0f AH|~
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64

"faulted": false,

"href": "/api/hardware/v1l/chassis/chassis-002",
"locate": false,

"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24P",
"name": "50050cc10c206b96",
"part": "7046836",

"path": 2,

"revision": "0010",

“rpm": 10000,

"serial": "50050cc10c206b96",
"type": "storage"

}

MA| M 24 71427

I%'ci A GE MA| L 2& SIE/I 19 242 gretetL|tt d5et 8
SEl 200(0K) 0| gratE LT,

23 o

GET /api/nas/vl/chassis/chassis-001 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Sg of:

HTTP/1.1 200 OK
Content-Type: application/json

"chassis": {

"type": "storage"

"faulted": false,

"href": "/api/hardware/v1l/chassis/chassis-001",

"locate": false,

"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24C",

"name": "1235FM4002",

"part": "7046842",

"path": 2,

"revision": "0010",

“rpm": 7200,

"serial": "1235FM4002",

"disk": [{
"device": "c@t5000CCA01A76A2B8d0",
"faulted": false,
"href": "/api/hardware/v1l/chassis/chassis-001/disk/disk-000",
"interface": "SAS",
"label": "HDD 0",
"locate": false,
"manufacturer": "HITACHI",
"model": "H7230AS60OSUN3.0T",
"pathcount": 4,

Oracle ZFS Storage Appliance RESTful 28 T2 728 T2 7219] QIE{H|0|A AHA - 20144 6¥
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MAl

"present": true,
"revision": "A310",
“rpm": 7200,
"serial": "001210R37LVD YHJI37LVD",
"size": 3000592982016,
"type": "data",
"use": "peer"
oo
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-001",
oo
"href": "/api/hardware/v1l/chassis/chassis-001/disk/disk-002",
oo A
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-023",
.,
"fan": [
{
"href": "/api/hardware/v1l/chassis/chassis-001/fan/fan-000",
oo A
"href": "/api/hardware/v1l/chassis/chassis-001/fan/fan-007",
.,
"psu": [
{
"href": "/api/hardware/v1l/chassis/chassis-001/psu/psu-000",
oo
"href": "/api/hardware/v1l/chassis/chassis-001/psu/psu-001",
oo
"href": "/api/hardware/v1l/chassis/chassis-001/psu/psu-002",
oo
"href": "/api/hardware/v1l/chassis/chassis-001/psu/psu-003",
.,
"slot": [{
"href": "/api/hardware/v1l/chassis/chassis-001/slot/slot-000",
oo
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-001",
.,

0| Y2 THY FIES0f Y 20| SE HWS HSBILICE 4T YOI The HTTP 4
Ef 200(0OK)O| gtetEL|Ct S A= Chs 7Ol e 4 24 &5 &8 Zagy
Cf.

w4 o|g oy

string device FRU &2| ID
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+e o|E o9
boolean faulted FRUO| Z&0| JU=A| ILE LIE}
U= 223

string fru FRUS| FMRI &

string interface FRU QIE{TO|A R

string label FRU 21%| 2l0]&

boolean locate Zej09| 27| HA|7|

string manufacturer FRU H|Z Q4|

string model FRU 2&

string part FRU &3 8=

boolean present FRU 224 HA|7|

number rom Z2li5f RPM(C|AT )

string serial FRU €& HS

number size FRU 27|(8%)

string type 7Y 24 7Y

string use T 24 AEYH EA
24 o

GET /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SE Ol

HTTP/1.1 200 OK
Content-Type: application/json

"disk": {
"device": "c0t5000CCAQ1A764FB0OdO",
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011"
"interface": "SAS",
"label": "HDD 11",
"locate": false,
"manufacturer": "HITACHI",
"model": "H7230AS60OSUN3.0T",
"pathcount": 4,
"present": true,

"revision": "A310",
“rpm": 7200,
"serial": "001210R322ED YHJ322ED",

"size": 3000592982016,

’
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“type": “"data",
"use": "peer"

Hote ol ARBE &= UE
BT QY2 HTTP € 201 Accepted= &2 JSON YAIQ| 24 24 S5 FEE

M o
T C
_1

%0}
oy
rlo
rx
i
rn
Em
N
i)
<
-J

X

0]

P>
2
é;
ro
oin
Jn
— ox
jn

PUT /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-User: root

X-Auth-Key: letmein

Accept: application/json

Content-Type: application/json

Content-Length: 16

{"locate": true}

JSON & off:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Length: 403
Content-Type: application/json

{
"disk": {
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
"locate": true
}
}

5%. SIERUIO ME|A 67



68 Oracle ZFS Storage Appliance RESTful 28 T2 728 T2 7219] QIE{H|0|A AHA - 20144 6¥



ChE

24

HH2 CLI "maintenance logs(FA| 2| 27)" OflF Ol M AR E 4~ Qe 21
2IBILICE Y MB|A 20 HBE MEIA APIS ZREHIAIR.

23 32 /apiflog/v1 ke

GET 27 MBI~ FPS LEe o

GET /logs RE 2] RIS LEYU L

GET /logs/<log> MEdE 270]| st 20 §=S L
gL

GET /collect/<log> AYE 20 g7 RZS LH22
=gt

GET /collect DE 27320 peeCjRRE
LC

O{S2O|ALOM AR Y & = 2E 25 LIEEUCLE 24 2= 239/ &=
2|9t gt2o| A7t 7|22 BHettL| o}

23 o

GET /api/log/v1/logs HTTP/1.1

Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215
Accept: application/json

22} off:

HTTP/1.1 200 OK



27 52 7M7)

X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 532
X-Zfssa-Api: 1.0

{
"logs": [

{
"href": "/api/log/v1l/logs/fault",
"name": "faults",
"size": 16,
"updated": "20130614T22:51:48"

+

{
"href": "/api/log/v1l/logs/audit",
"name": "audits",
"size": 460149,
"updated": "20130730T22:10:41"

+

{
"href": "/api/log/v1l/logs/alert",
"name": "alerts",
"size": 13054,
"updated": "20130728T00:06:10"

+

{
"href": "/api/log/v1l/logs/phone-home",
"name": "phone-home"
"size": 249,
"updated": "20130730T03:22:35"

+

{
"href": "/api/log/v1l/logs/system",
"name": "system",
"size": 344,
"updated": "20130724T03:21:55"

}

1
}

27 52 7} 27|

A YE 0j22H0|AA 2O0|M 20 =S ghete £ JGUCE 24 2 g¢52 208 WE
S= Y20t g =9 R/AIZHS gLt 2 20 20| T2t o222 Aof 2He2
5l O] O] 21 =S AFEE 4 U 2 & JUSLIL 0] SYsH A5 BUI E CL
M= HEFHUL 25 A2 25 Hoed of2fjof 2YE 4 4 ALESH0] 012
ot 205 225350k FL O

sEam 29

start=<index> A|ZE QUMA/K|ZHOM 270 BHEHS A|ZHELICE
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sEam ki
limit=<number WrstEl 27 32 £5 A|FHELICt

A2 QIEIAL MME JUH RS WHBISHE 2L "0"OR J|E MFELCH 84 2 Y 20
27|20 270 22 2 SIBEIR| ASUICH Tot AR QSIAL AZH RS 4 AL

CHOfl: 20130724T03:21:55).

T B AZHOIM 17HE L 22iE A2 22 SI85(Z] ptELCE 0| 210 M2 A4

[ Ry QY
240 Chiet A A S S ARZSHOF LT, Z1|°J wUS A 20| chsl gretel= 21 &
% AHSHRILICH A G E AT arS 2stA| 9= 2ho| gretE L Ct
23 o

GET /api/log/v1/logs/audit?limit=4&start=1000 HTTP/1.1
Authorization: Basic abcd45sMWE=

Host: tanana:215

Accept: application/json

22} off:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
X-Zfssa-Api: development
Transfer-Encoding: chunked

{
"logs": [

{
"address": "10.159.84.34",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

oo
"address": "10.159.84.34",
"annotation": "",

"summary": "Destroyed share \"gold:tst.volumes.py.3411l.project/
tst.volumes.py.34111.lun.7\"",
"timestamp": "20131022T22:52:34",
"user": "root"
oA
"summary": "Joined workgroup \"RESTTESTWG\"",
"timestamp": "20131022T22:54:23",
"user": "<system>"
oA
"address": "10.159.84.34",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"
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HESD Y

O] oM 2F5t= HESRD TE2 UE/UR T4 L YRS EX HERIGO[H Z3,
QIE{m|o|& & F=E FHd5t= O AFEE L.

HESH3I 4

HENZ 79 7152 AHESHEH 2 EI;H HES3 ZES &3l &3 &8, VNIC(ZI NIO),
VLAN(ZH LAN) 4 O+ 32 Q53 BRSO LYt g UERE 238 U= &+ Us
LICt. 3 &3 Ol2{ st =5E Ii IPv4 2 IPv6 F45 #sts 23 2l5H0] A|AEIC

Cr¥st CflOJEf ABIAO| QiZsts O ALRE 4 YBLICH
AAEIO| HERT 790 = T 4714 -8 247t AS LI,

B A2 -22H HEYIA HZE E= IPolB(IP on InfiniBand) 28 I &liEst= 22|
4 HEQZ ZEQYLICY,

m OOy 3 -I2lS B B 2§t 7|2 g LIct Hioly Y 3& &x|(Z2H
HEQI ZE) £= B2 I 1:12 T8 4 QUSLICH E= AR
2| 2 ©|0|E alag 748 E&, VLAN 2 VNIC H|0|g] 35 Holgt &= JY&LCH

m QIEHO|A - P 74 U 24 2FE 25 7|2 FEHYUCH 2 IP QIEH|0| A= T
CIO|E 232t HaeHLt T2 AHTo|AZ FHE IPI\/IP(IPE Z2) 1222 3

O ELIC.
B F= XY - ALHOM 1P IHZIO| FEE A Yots YYE AolStE IP 3= A1 749
YLt
O] LHOIM= HERT 27t ALE 7tsTt SIEIN S LIEIUDY, 719 Vs 280| §lg
LIC}. Cf|O[e] 3= AS 2 AME[E|O|TY, O]2fst LIERT F2|0f| LACPt 22 48S 4&
St== PHS0{0F BfL|CH QIEH[0]| A= C|0|E] F3S S5 x1I+EI IP280| Z&tE AS
3 AUEIE[YLICE O] ZEO|M= HESYT AHM|O|A HYO| & F2(HS 2 EES fIstE

OlE] &2t A& 3 €Y= flet AEHO|A) 22 FEE|ASLIC.
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IEEENEEE!

HER3 o] P32

HE9I2 Gl0]E Y2 FHL of
.I

= A
YA AAEHE, +8, 48 LY

Sef0o|AL0] Chh H0|E F3 &e|S AHSE L HlolE
a

P A & ASLIE

" 7-1 HEI OOy 3 EH
24 A2 /network/v1 49
POST /datalinks M UHE{3A go|y F3E sl
=
GET /datalinks/<datalink> AZE HEA O H2 S
YEE T4
GET /datalinks ZEHESI GOy 3 HHE
L& gL Ct.
PUT /datalinks/<datalink> A|EE HES(Z C0|&] F3 2HA|
£ +ELC
DELETE /datalinks/<datalink> 2| ¥E Ho|H "3 HAE AtHIE
=2
H7-2 =24 2| 4ol 3 55 =
SEXEY 28 o4y
class String "device"("immutable")
label NetworkLabel 2ol
links ChooseOne 23 [“igh1”, “igh0”, “ixgbe2”,
“ixgbe3”, “ighd”, “igb3”,
“ixgbe”. “igh2”. “igh5’]
jumbo 22 HE T AL ["true”, "false"]
("deprecated")
mtu Positivelnteger 2|0 HE ©(MTU)
speed ChooseOne 23 £& [“auto”, “10”, “1007,
“1000”, “100007]
duplex ChooseOne 213 0|2 [“auto’, “half’, “full’]
H7-3 VNIC #2| O] &2 &5 3=
SEHE 78 Hg
class String “vnic” (“immutable”)
label NetworkLabel 2ol
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s8dR ¥ Ay
links ChooseOne 23 ["ixgbe0"]
mtu Positivelnteger 2|t A& c(MTU)
id VLAN VLAN ID
H7-4 VLAN 2| GO|E] 3 S5 3
sEER w8 4gy
class String "vlan"("immutable")
label NetworkLabel g0l
links ChooseOne &3 ["ixgbe0"]
mtu Positivelnteger Z|tf ME TRI(MTU)
id VLAN VLAN ID
#7-5 S 7|8 2| HojH A3 &5 FE
L] 74 My
class String "aggregation”("immutable”)
label NetworkLabel 2ol
links ChooseN 23 [“igh17, “igh0”, “ixgbe2”,
“ixgbe3”, “igh4”, “igb3”,
“ixgbe1”, “igh2”, “igb5”]
jumbo 22 HE T2 ALE ["true”, "false”]
("deprecated")
mtu Positivelnteger Z|tf ME TRI(MTU)
policy ChooseOne 28 [“L27, “L3”, “L4”, “L2+L3",
L2+L4, “L3+L4]
mode ChooseOne B2E [“active”, “passive”, “off’]
timer ChooseOne EtO|H [“short”, “long”]
key Integer E£5 7|("immutable")
276 P23 ¥ 7|8 22| ClojEl Y2 52 ye
SE 3L 78 My
class String "partition" ("immutable")
label NetworkLabel g0l
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76 Oracle ZFS Storage Appliance RESTful S T2z T =72 QIE{m0]A HAHM -

SE 3L 78 o9

links ChooseOne 23

pkey Pkey 2839 7|

linkmode ChooseOne 23 2E ["cm”, "ud"]
=93 tloje] Y3 L

01”Ef0|°1’\°| & 2 Hoj8 3 S LIERULCE H0lH 23 =
YEo e T H0f &3 2|AA0 Tiet 4YE 7t L

ZEER=Y
=

239

GET /api/network/vl/datalinks HTTP/1.1
Host: zfs-storage.example.com

Accept:

application/json

JSON H|OJ€& of:

|

—/
_L
—

2t A= H(o|
href% ZErEtL

{
"datalinks": [{
"href": "/api/network/vl/datalinks/ixgbe0",
oA
"href": "/api/network/vl/datalinks/ixgbel",
oA
"href": "/api/network/vl/datalinks/ixgbe2",
oA
"href": "/api/network/vl/datalinks/ixgbe3",
H
}

FECER: NEEER-Y]

GET HAE = G|O|E @3 4| =0t &t GIO|H @3 55 ZEE Zetst= JSON 24|
£ Btekgtc

GET /api/network/v1l/datalinks/ixgbe@ HTTP/1.1 Host: zfs-storage.example.com

Accept: application/json

JSON H|OJ€& of:

{

20144 6



IEEENEEE!

"datalink": {
"class": "device",
"datalink": "ixgbe0",
"duplex": "auto",
"href": "/api/network/vl/datalinks/ixgbe@",
"jumbo": false,
"label": "Untitled Datalink",
"links": [

"ixgbe0"

I,
"mac": "0:21:28:al:d9:68",
"mtu": 1500,
"speed": "auto"

=2 T

20t stLe| 27t 5=
JEYLICt. Cllolef E3 2z

LizL_|E+

My

(o] =
HES(3A H|o|g &3 257|
POST A2 A CIO|&f FAE 2HELICtH Af CO|6f &3
Y= oHE 4ol E'ﬂol A E Folst= S
= 0| J3E BtE= SO JoI=| 1 O el
m  device - F| 7|8 H|0|&] F3E 2tsLCt
®  vnic - VNIC 7|8t G|O|&] 3 E Pt}
m vian - VLAN 7|t E0jEf 2132 oSt
B aggregation - £§ 7|BH4|O|E 2 E DHSLICH
m  partition - IB 22 < G|0|5 Y3 E BHEL|CH
SE Y= "conﬂguration net datalinks(7+d HE G[O|&] & 3)" BF0AM ALE
= &Y%t CLI S5 ¥ 20| ojHELCH
239

POST /api/network/v1l/datalinks HTTP/1.1
Host: zfssa.example.com:215
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 78

{
"class": "device",
"jumbo": true,
"links": ["ixgbe2"],
"label": "TestDataLink"
}
SEO:

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vl/datalinks/ixgbe2

7% HESHA ¥

St
=

2
Ea

(o)}
A

77



HES3 A

HES3 Ho]g] P32 +3

PUT H|AE= C|0|H 23 55 Y EE £35h= | AFEE LT} Hl0l8] Y3 o that 2t
Mgt LIE2 CLI BHME HZSHAIL.

230!

PUT /api/network/vl/datalinks/ixgbe2 HTTP/1.1

{"jumbo": true}

SE o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"datalink": {
"href": "/api/network/vl/datalinks/ixgbe2",
"class": "device",
"label": "MyDatalLink",
"links": ["ixgbe2"],
"mac": "0:21:28:al:d9:6a",
"mtu": 9000,
"duplex": "auto",
"jumbo": true,
"speed": "auto"
}
}

HIES 3 Ho|E] P A4

HTTP/1.1 204 No Content

HE3 23]

AAES =2|d HESYT YRS UEYLILH 224 HE/JR Z20f| +4e + A= S5
LIt glsH .
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H7-7 HEI HH
24 A2 /network/v1 ok
GET /devices/<device> AGE HESA ¥ S8 FEE
ZtAguct,
GET /devices 2E HESZ x| HHE LG
Lct,
H7-8 HESS 23 S5 F=2
olg oy
active 2|7t 24 HEfQIR| GIRE LEHE 22 &30
duplex 29l 0|F
factory_mac 3% MAC F4
media 2| oA
speed 2| £E=(Mb/2)
up 2|7t 25st=2| o2& LEI e B2 20

HER3 2| LIE
BE YEYT HAES Lstct

240

GET /api/network/vl/devices HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Host: example.zfssa.com:215

Accept: application/json

22t of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 412
X-Zfssa-Gns-Api: 1.0

{
"devices": [{
"href": "/api/network/vl/devices/ixgbe0",
oA
"href": "/api/network/vl/devices/ixgbel",
oA
"href": "/api/network/vl/devices/ixgbe2",

7% HEI HY

79



FECERIELTES

4=

80 Oracle ZFS Storage Appliance RESTful S T2z T =72 QIE{m0]A HAHM -

oA

"href": "/api/network/vl/devices/ixgbe3",

}

HEQ T &3] 77|

oY HEZ Z20M S5 LS

239

GET /api/network/vl/devices/ixgbe@ HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

22t off:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 178
X-Zfssa-Gns-Api: 1.0

1A Z L E.

{
"devices": {
"active": false,
"device": "ixgbe0",
"duplex": "full-duplex",
"factory mac": "0:21:28:al1:d9:68",
"href": "/api/network/vl/devices/ixgbe0",
"media": "Ethernet",
"speed": "1000 Mbit/s",
"up": true
}
}

3 QlEmloj&

HEYT QIEH 0|4 BT

H7-9 HEXF QE{mHo|A HH

[=x] Z2 /api/network/v1 Y

POST /interfaces M HESR|R QEm0|AE THEL|
=

GET /interfaces/<interface> A EE HESZ AHHO|A S5
YEE TPt
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FECERIELES

24 Z2 /api/network/v1 44
GET /interfaces 2 HERR QEHO0|A HH S
L ct,
PUT /interfaces/<interface> A EE HES S QEIo|A HHE
SR
DELETE Jinterfaces/<interface) élfg%l QIE{H|O|A WA E AbA| L
H7-10 HEL3 QHIo|A S5 HE
olg My
admin O] QIE{m[0|20] st 22| 7} 51 8% =A| HFE LIE}
Ue 2L
class 22 7("ip", "ipmp")(TE = HEY +~ §1S)
curaddrs 7Y 1P FA(HEE £+ 23)
enable O] QIEHO|AE AtEL 2 YT 2| O E LIt
=2
label QIE{H|O| A0 CHSH ALE A} 20|12
links O] QIE{m[0| 0] it HEXHZ YA ME4
state QIE{H|O| A0 HEN(HEY == SIT)
vdaddrs IPv4 4
vedhcp IPv4 DHCP 221
v6addrs IPv6 =4
vedhcp IPv6 DHCP S22

=2

IME RE HES

230!

9|3 OIE{H0|AS LY

3 9IE{H0]A L

GET /api/network/vl/interfaces HTTP/1.1

Authorization:

Basic abcd1234MWE=

Host: zfssa.example.com:215
Accept: application/json

Sg of:

HTTP/1.1 200 OK
Content-Type:

application/json

BL

|C.
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Content-Length: 369

"interfaces":
"href":
"v4addrs":

{I

Ao
"href":
"v4addrs":

Ao
"href":
"v4addrs":

oA
"href":

"v4addrs":

}

"/api/network/vl/interfaces/ixgbe0",
["10.80.231.58/24"]

"/api/network/vl/interfaces/ixgbel",
["10.80.231.59/24"]

"/api/network/vl/interfaces/ixgbe2",
["10.80.231.60/24"]

"/api/network/vl/interfaces/ixgbe3",
["10.80.231.61/24"]

HIES3 AET0]A 7t 27

A Y HEXAZ QBT 0[20] Cf

230!

o S5 Y=o A

=
o

GET /api/network/vl/interfaces/ixgbe® HTTP/1.1

Authorization:

Host: zfssa.example.com:

215

Accept: application/json

Sg ol

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 292

Basic abcd1234MwWE=

{
"interface": {

"admin": true,
"class": "ip",
"curaddrs": ["10.80.231.58/24"],
"enable": true,
"href": "/api/network/vl/interfaces/ixgbe0",
"interface": "ixgbe0",
"label": "Untitled Interface",
"links": ["ixgbe0"],
"state": "up",
"v4addrs": ["10.80.231.58/24"]

"v4dhcp": false,

"vbéaddrs": [],
"vedhcp": false

82 Oracle ZFS Storage Appliance RESTful
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FECERIE]ES

HEL3 AEmo]£ AS7|

M HES3A E{T|0|AF BHFLICY.

240

POST /api/network/v1l/interfaces HTTP/1.1
Host: zfssa.example.com:215

X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 78

{
"class": "ip",
"links": ["ixgbe3"],
"v4addrs":"192.168.1.9/24"
}
SE A

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vl/interfaces/ixgbe3

HIES3 AEHo]A =
12 Y93 QIEm0|AS £ BBt

2389

PUT /api/network/vl/interfaces/ixgbe3 HTTP/1.1

{
"vdaddrs": ["192.168.1.99/24"],
"interface": "Demo Rest"

}

(&) .

SEO:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

"admin": true,
"class": "ip",

7% HESHA ¥
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HESS B2

"curaddrs": ["192.168.1.9/24"]
"enable": true,

"href": "/api/network/vl/inter
"interface": "ixgbe3",
"label": "Demo Rest",

"links": ["ixgbe3"],

"state": "failed",

"vdaddrs": ["192.168.1.99/24"]
"v4dhcp": false,

"vbaddrs": [],

"vedhcp": false

faces/ixgbe3",

HE9)3 QIE{H0|A A

7|Z HIES R AUHH|0|AS AR

29

DELETE /api/network/vl/interfaces/ixgbe3 HTTP/1.1

Authorization: Basic abcd1234MWE=
Host: zfssa.example.com:215

220

HTTP/1.1 204 No Content

HESY3 A=

HEXNT F=E 2re|gLich

B 7-11 HES 3 Az na|

A AR /api/network/v1 M

POST /routes MUE{I H2E oHaLct

GET /routes/<route> AYE HEZ B2 SE EEE
JtM &Lt

GET /routes ZEHESZ Z2 HHE LHET
Lct,

DELETE /routes/<route) AGE 2 HAHE AA T CH

GET /routing HE 32 2|48 58 d2E 7IMa
=2

PUT /routing UE 42 2|4 55 d2€ +4¢
=3
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H7-12 HEQI HZ S22 HE
0|5 Sl
type "system" L& "static"2t 22 A2 RY(HEY =
oa42)
family Z4 15 (IPv4 = IPV6)
destination Z2 04 FA
gateway HO|ES|0] A
interface HEXA Glole] 3 AT 0| A

2t Z20|| Cist href A2& CLIO| S 22 IDE AHESHZ|CH 0[2{5t 242 BRI 3=
o HEE +~ ASHICL APlE 2 U 17 S5 LS AES0] Y Z28 JHEIFL
f

o

o
Ct. 22 routes/route-###2} H| 1 5t0] routes/<name>=<value>L|C}.

B2 L&
O Z2}021A01M OHE BE WESI AR S LRI

23 o

GET /api/network/vl/routes HTTP/1.1
Authorization: Basic abcd1234MWE=
Host: zfssa.example.com:215

Accept: application/json

220

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

{
"routes": [{

"destination": "0.0.0.0",
“family": "IPv4",
"gateway": "10.80.231.1",
"href": "/api/network/v1l/routing/route-000",
"interface": "ixgbe0",
"mask": 0,
"route": "route-000",
"type": "static"

"destination": "10.80.231.0",

“family": "IPv4",

"gateway": "10.80.231.58",

"href": "/api/network/vl/routes/route-001",
"interface": "ixgbe0",

"mask": 24,
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"route": "route-001",
"type": "system"

-

oY 20| tiet S5 2 S 7HAHSLIC

—

GET /api/network/v1l/routes/destination=10.80.231.0 HTTP/1.1
Authorization: Basic abcd1234MWE=

Host: zfssa.example.com:215

Accept: application/json

B2t off:
HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 192

{
"route": {
"destination": "10.80.231.0",
"family": "IPv4",
"gateway": "10.80.231.58",
"href": "/api/network/v1l/routes/route-001",
"interface": "ixgbe0",
"mask": 24,
"route": "route-001",
"type": "system"
}
}

EEY]

M UESIT Z2E BHELICE 22 href 22 CHE Y27} AlAH0| 2718 32 W +
QISLICE BISHE S H2o} U2 S2 Yot SUSIOR OIS 1f Y2 FIt HHEiE]3|

=
o
o

[

FS7|= HTTP AEl 204 (Created)S BHaHEHL|CY,

—
EEUL g5t

—

44 B25 Ues 239 o
POST /api/network/vl/routes HTTP/1.1
Authorization: Basic abcd1234MWE=
Host: zfssa.example.com:215
Content-Type: application/json
Content-Length: 164

{
"family": "IPv4",
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"destination": "0.0.0.0",

"mask": "0",
"gateway": "10.11.12.1",
"interface": "ixgbe0®"

}

B2} of:

HTTP/1.1 201 Created

B2 M

7| HEHT F=E MAFLICH

230!
DELETE /api/network/vl/routes/route-001 HTTP/1.1

Authorization: Basic abcd1234MWE=
Host: zfssa.example.com:215

210

HTTP/1.1 204 No Content
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24
o

A MB|& E

23| RESTful APl MH|AL O|Z 20| A 25t 22|z}

| AFEE UL

=4 Mu| & EE

S MH|A Y

i
ofm
=IO£

| 81 oAl ME| A~ FE

k=¥ Z2 /problem/v1 Ay

GET A MH|A FEE LRI
GET /problems 2E A ZAHE LR

GET /problems/<problem> A|EEl uuide] ZA(of st ME &

£ ZJEE 74U
PUT /problems/<problem) / 2| HE 22X uuidE Sz B
markrepaired Al ct,

=4 Lt

O] 2 A{SctO|AL0 M BAY
HTTP &€ 200(0K)0|

H} S}

[E gy = |

L
N

24 o
GET /api/problem/v1l/problems HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

Sg of:

HTTP/1.1 200 OK
Content-Type: application/json

8Y. A MH|~ BY 89



= AMEIA HE

90

"problems": [{
"code": "AK-8003-Y6",
"description": "The device configuration for JBOD
'1204FMD0O63' is invalid.",
"impact": "The disks contained within the enclosure
cannot be used as part of a storage pool.",
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eed80f8",
"repairable": false,
"type": "Defect",
"timestamp": "2013-2-21 17:37:12",
"severity": "Major",
"components": [{
"certainty": 100,
"status": "degraded",
"uuid": "b4fd328f-92d6-4f0e-fb86-e3967a5473e7",

"chassis": "1204FMD063",

"label": "hc://:chassis-mfg=SUN
:chassis-name=SUN-Storage-34410
:chassis-part=unknown
:chassis-serial=1204FMD063

:fru-serial=1204FMD063
:fru-part=7041262
:fru-revision=3529/ses-enclosure=0",
"revision": "3529",
"part": "7041262",
"model": "Sun Disk Shelf (SAS-2)",
"serial": "1204FMD063",
"manufacturer": "Sun Microsystems, Inc."

H

-

T
rior

=24 L4HE BF2 HY 2AIE LHEELIC g5t BZ0| tis HTTP &&fl 200(0K)O0] &t

r

URI 22 D471 4= uuid - S 242 UUID U TH.

GET /api/problem/v1.0/problems/0d30be41-b50d-4d03-ddb4-edb69ec080f8
HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

Sg of:

HTTP/1.1 200 OK
Content-Type: application/json

-~
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"problem": {
"uuid": "0d30be4l-b50d-4d03-ddb4-edb69ee080f8",

SAE 23 87 YYS SH 27L02 BAY 4+ USLICH Y OES « uid - B

=2
SO0 2 HA|E 249 UUIDYLICY,

ofm

==

24 o
PUT /api/problem/v1/problems/0d30be41l-b50d-4d03-ddb4-edb69ee0@80f8/repaired
HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

435t SE2 HTTP AEf 202(Accepted)E gratEL|Ct,

HTTP/1.1 202 Accepted
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32 AR AOP 2B 4 YU o] DSQULICH BalR} A4S 2P} TS HET
220 M2 CHE A £0] ES 2| Yst= A0| UL Adois =222t Hets 4|
YotA| 2l AR0|| = AYO0| 2 FE 4 UFHLH HES AISst= A0l S7 22|24
SE AME(O: L& A0 RE 2= AlS)ote ALCH M QHARLICH G2 AR AL
A & Hsh Ao 20{5tH ZAF 20| A2 2YS Y ALE LS| AFE A} 0| &1t &
H BAIZLCH 72422 0 7|24 2 Mot 0 E ZLetst= "7|2 #2l"ets Ieol U
===
o3t RESTRUI API AHIAS AFR310] AIA 43 O A5t H0IS Ba|gUch
A Head o
Che 550l 9 GHO| Lot AFLICE
H9-1 Aet MH[A EHH
2% Z2 [role/v1 =k
GET AS MH|A FHEE LHEFLICH
GET /roles/<role> A|EE A2 Aot S5 FEE 7HA
=Lct
GET /roles DE He| AT HAHE LIE T
PUT /roles/<role> A EE He| Aot HAE e
ct
DELETE /roles/<role> A GE AT HHE AAFLICE
POST /roles Mogs SN 7|2 9YE 5
Al ct
PUT /roles/<roled/revoke DE ALBAIOM XY E dEE A|
Aghct,
POST /roles/<role>/authorizations M Sgh Mot 2042 BhsL Ch
9%, 9g Mu|A 93



1
!

23 A= /role/v1 Mg
GET /roles/<role>/authorizations / AYE A Het 20y S5 HEE
<auth> AL
GET /roles/<role>/authorizations RE g HSH 20| HHE LHES
Lict.
PUT /roles/<role>/authorizations / 2| Y= Ag A 520 A E
<auth) 2=
DELETE /roles/<role>/authorizations / 2| Y el HEHEO HHE AL
<auth) Ct.
st |.0=|
] L_ =
= o A =
2t ofSlofi= C1S 22 RO S It USLICL HY 52 Yol M H¥2 L&
LS AZRoHA2
H9-2 qg S= =
LE s23RolE EL:
string name A O|5(TtE T HAT £+ 818)
string description Aaol MY
24 o
GET /api/role/vl/roles HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
o .
S
{
"roles": [{
"description": "Basic administration",
"href": "/api/role/vl/roles/basic",
"name": "basic",
"role": "basic"
oo
"description": "a",
"href": "/api/role/vl/roles/rola",
"name": "rola",
"role": "rola"
H
}
94 Oracle ZFS Storage Appliance RESTful 28 T2 728 T2 7219] QIE{H|0|A AHA - 20144 6¥



ot

GET /api/role/vl/roles/basic?props=true HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Sg of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

~

CHY 80| tist S5 YES ZMYLILH S5 Y& HEH HIO|EE Bratsta{ T 20| of7HtH
5 true2 SZFL
23 0|

{
"props": [{
"immutable": true,
"label": "Role name",
"name": "name",
"type": "String"
oo
"label": "A description of this role",
"name": "description",
"type": "String"
.,
"role": {
"authorizations": [],
"description": "Basic administration",
"href": "/api/role/v1l/roles/basic",
"name": "basic"
}
}
O HHZ2 M A2 CHsLTH
H9-3 Mg oE7| 58 dE
f¥ sEyRoE My
string name A Setol 0| (E4)
string clone el S2 HwE =AY AT of
S (M)
string description A 4EHE)




12
!
4

oX

18
o
1>

96

23 o

POST /api/role/vl/roles HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"name":"role workflow", "description":"Role to run workflows"}

2240

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 143

Location: /api/role/vl/roles/role workflow

"role": {
"authorizations": [],
"description": "Role to run workflows",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"

A
SR

18
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2
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o
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=32 7 A UL

o
i
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o
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PUT /api/role/vl/roles/role_workflow HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"description":"Role allowing user to run workflows!"}

220

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 158

"role": {
"authorizations": [],
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"description”: "Role allowing user to run workflows!",
"href": "/api/role/vl/roles/role workflow",
"name": "role workflow"

239

PUT /api/role/vl/role_worksheets/revoke HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

220

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 0

AARIOA 4B ALAIBILICE 30| 7

=22 T =

O| Of7HHZL "confirm"S "true"Z2 A5

239

DELETE /api/role/vl/roles/rola?confirm=true HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: */*

220

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

% ot & 0]l ALEA0A| 2| E %[0
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GET /api/role/vl/roles/role workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Sg of:

{
"authorizations": [{
"allow_modify": false,
"allow _read": true,
"auth": "auth-000",
"href": "/api/role/vl/roles/role workflow/authorizations/auth-000",

"owner": "kt
"scope": "workflow",
nguidh: wEn

M S 78t 2012 S5 UCH 42 S2 B CLO| Ho|=/0f 9l S YEot SUBL]

=L -4 A =
Ct. 2t et Fo0| HelEl "scope" S5 HEI JSULL 7|Et S5 HE= 8 EIE 7|
oz 44 & ASLICH EHe| 20l= C30| ZhEL(Ct
ad cluster keystore role stmf user
alert dataset nas schema svc workflow
appliance hardware net stat update worksheet
23 o

POST /api/role/vl/roles/role workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 41

{"scope": "workflow", "allow read": true}

22t of:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 171

Location: /api/role/vl/roles/role workflow/authorizations/auth-000

"auth": {
"allow modify": false,
"allow read": true,
"href": "/api/role/vl/roles/role workflow/authorizations/auth-000",
"owner": "x",

Oracle ZFS Storage Appliance RESTful 28 T2 728 T2 7219] QIE{H|0|A AHA - 20144 6¥



19
gk
H
re
Sl
2
4>
o

12

]

12

o

"scope": "workflow",
nguidhs ke
}
}
= '='0:| A 24
Het £0of =4
oi3t Wt KO S2 YRS £ 4 YBLICE

Fo
X!

ofl:

PUT /api/role/vl/roles/role workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 29

{"allow_modify": true}

220

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 171

{
"auth": {
"allow modify": true,
"allow read": true,
"href": "/api/role/v1l/roles/role workflow/authorizations/auth-000",
"owner": "x",
"scope": "workflow",
"uuid": "
}
}

rH
o
-
=2
x
i

DELETE /api/role/vl/roles/role workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: */*

210
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o3t A5t 20| A
HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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THAI AL

SAN AMH|A

SAN RESTful APl MB|AOA= 0{22I0|AA S SAN(Storage Area Network)of| ¢1Z2gt
(0]

x0)

SANO||& LI g2 7[&2 4 2471 AgH

m UES3 AE2(R[0] UM ASHE StO|UE
m UEQI AESZ|E ASSts 2E2(R| 0fE20|AUA

m SH0|AES AE2(R[0| AESt= HEXT

=

Of M| 72| 7+ 24& UHEAIMM AZEl= Z2EZ0] 2HA 0] SYELICH. 320 Tt
2t ZHA| 22} CHf ZHo] A|O|S0] HERIY += JUR|2U YEZ9| 37 9l

2| aAS ZelgL

B JHA|R}-SCSIMIAE 273 SCSIEYE 2 1/0 R dES A2 £+ A= SE T2
HEE 28 AAH ZHQYLICH JHA|ALE 0F T4 2|Y YAS S5 AHEL|C}
m AR} OFE - LHOf FHAIARQILICE ZHAIRF ZE0] LUN(Logical Unit Number)2t A

2he|0f QLB BT ZO| HAIASE LUNOI AAIATE 4 USLICH

o OhA - HAIREE 2 SCSI B D Y0 2HS H2lste MHIAS ABsHe A2l
NAR BHQILICE A2 AE2|7| AAS BRAPPL SIS0 1R 24 2| YAS S
3 Al ELICH RAE CHA2 07) 040l 2] F3I= 0|2 ofALIcH

mCh OE - 20| CHARILICH LUNS BHLtel S ChY 180l Ui BE o U
2L

ChS B2 SAN ZHAIAE 2elste B AFEE UL

—
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ZHAIRE

= 10-1 U INPS R
23 Z2 [san/v1.0 =L
GET /<protocol}/initiators 2| ¥E 22 EZ(FC, iSCSI, SRP)
24%|0f| Chet 2= SAN ZHA[ZHE Lt
gL ct
GET /<protocol>/initiators / A 8= Z2EZ(FC, iSCSI, SRP)
<initiator) S5 20| Chst 2| HE SAN ZHA|
AHE 7tA UL
POST /<protocold/initiators A 8= Z2EZ(FC, iSCSI, SRP)O|
CHSE A SAN ZHA|AHE BHELICH
PUT /<protocol}/initiators / Z|8E T2EZ(FC, iSCSI, SRP)
<initiator) ZHA|of| st 2| EEl SAN ZHA|RHE
gL
DELETE /<protocol}/initiators / 2| Q& FHA|RL A E AAIEHLICE.
<initiator)

0|24t HH2 L3 URI Oi7HEE ALS LT

—

H 10-2 URI Of7HEH 4~
M= M9
protocol JHWAIRHFC, iSCSI, SRP)O]| Cliat NAS T2 EZ
THAIRE JHAIZES] ign, wwn E= eui
HAIZL HE Z ATt of2of| LIEE S5 2 E 8ot gfe 2 AFEELICH 27| 2
3 YE oY S5 Y2E Y o= AgEL,
H10-3 HAIAt S5 EE
Ji= DREE =k
alias all O] ZHA|Atol| CHEE 2
THAIRE fc O] ZHA|Atol| st ZE
WWN (World Wide Name)
ign iscsi O| ZHA|RtO|| CiSHISCSI ZHatel O]
=
chapuser iscsi CHAP(Challenge Handshake
Authentication Protocol) AFZ 2}
o=
chapsecret iscsi CHAP(Challenge Handshake
Authentication Protocol) &&
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ZHAIAE

olg mzez CL

THAIRE srp EUI(Extended Unique Identifier)

JHAIR LI

3 DREZ Q0| 0{Z240|1A0| Chef PHE BE HAIRE LIUBILICE ST 22
2 0120] "initiators"?l §AI2 S HBO| HYH(SON FA)S EeHeiLct
ISCSI HAIZHS Ligiate 230 of:

GET /api/san/vl/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Sg ol

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiators": [{
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:02",
"initiator": "iqn.1986-03.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
Ao
"alias": "init-01",
"initiator": "iqn.1986-03.com.sun:02:01",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
]
}

AR MR DB 712 27|

CHU iSCSI ZHAIZI] M JEE LIERLLCH SEH &2
"initiator"Ql ZHX|(JSON HANZ ZESHSHL|Ct

230

2 iSCSI JHA|R E2 HEE 0|20|

I'-{D

GET /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Sg of:

HTTP/1.1 200 OK
Content-Type: application/json
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ZHAIAE

{
"initiator": {
"alias": "init-01",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:01"
"initiator": "iqn.1986-03.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
}
}

IHAIRE 2HS 7]

M iSCSI 7HA|zr§ DJE LIC}. IQN(iSCSI Qualified Name)2 A &sHOF §LICH 24 222
iISCSI AR} S5 HE(SON YA E ZEBLCH SH2 43 Al HTTP |G 2 A ZE
201(Created)2| AH iISCSI ZHA|2FQ] 22| URIZ E%FC’JLI Ct S E22 (SCSI 7HA|12F 52
FEE 0|50| "initiator" @l Z4A{|(JSON Y42 ZLEHEHL|CH

2389

POST /api/san/v1.0/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
"initiator": "ign.1986-03.com.sun:02:02",
"alias":"init-02"

}

o .

S o

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 181

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:02

{
"initiator": {
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:02",
"initiator": "iqn.1986-03.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
}
}

HAIR} 3

7|1Z HAIAS L 28 222 JSON A 22 Y| 0{0F & 7i

S —Th e

o
A2t S5 YES ZeetL(th 7HAIAL Biet IQN2 URIO| HSELIE}. 45 Al HTTP

104 Oracle ZFS Storage Appliance RESTful 28 T2 728 T2 7219] QIE{H|0|A AHA - 20144 6¥



HAIZE OE

SEH 202 (Accepted)?t BHRHEILICEH SH 2322 A iSCSI AR S5 Y EE 0|E0|
"initiator"@l ZHA|(JSON gAN 2 ZLeHstL|CY

2389

PUT /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:01 /HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
"alias":"init-0l-secure",
"chapuser":"chuck",
"chapsecret":"igottheintersect"

}

o .

S A

HTTP/1.1 202 Accepted
Content-Length: 167
Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0
{
"initiator": {
"alias": "init-01-secure",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:01",
"ign": "ign.1986-03.com.sun:1",

"chapsecret": "igottheintersect",
"chapuser": "chuck"

FHAIRF AFA
O 22t0|AAO| M FHA|AHE A|AHELICE.
23 o

DELETE /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

&8 AAl= Ch22t 20| HTTP 25 204(No Content)S BrHetgtL(Ct.
HTTP/1.1 204 No-Content
HAAF S

iSCSI ZHA| R} HEH2 O Z2t0| AL M iSCSI ZHAIRL 2L iSCSI ZHA|ZF &S 2telots Tl A
SEULE ALE 7tstt BF2 Ofefl 20| LHE%[0] AS LI,
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HAIZE E

H 104 HAIZt 28 HY
o Z2 [san/v1.0 =k
GET /<protocol)/initiator-groups A|HE T2EZ(FC, iSCSI, SRP)
ZHA|0f| TSt 2= SAN ZHAIZF O&
£ LHEELC}
GET /<protocol>/initiator-groups / 2| 4E T2 EF(FC, iSCSI, SRP)
<{name> S5 ZE0| thst 2| HE SAN ZHA|
At A& 7tAH UL
POST /<protocol>/initiator-groups A|HE T2 EZ(FC, iSCSI, SRP)O|
CHEH A SAN ZHAIZ} 282 2t
=
PUT /<protocold/initiator-groups / 2|1 ¥ Z2EZ(FC, iSCSI, SRP)
<name) ZHa|of| CHSE 2| M2l SAN 7H*|Zf a
&2 48
DELETE /<protocold/initiator-groups / A8 Ol A E AT CH
<{name>
Ol2{st HEE C+3 URI O{7HHS~E AFESILICEH
H10-5 URI O{7HEA 4~
oI5 My
protocol JHAIRH(FC, iSCSI, SRP)O|| CHSE NAS Z2EZ
name A2 2E2| o| S LY.
ZE IHAIZE OS2 WA A &L FHAIA 58S ZE5te "name" &5 FE L "initiators”
5% d4BE E%*?JLI Ct.

HAZF & LB

AfR b5t 2E iSCSI FHA| R}
JHA|AF 12 24| B

oo
AE=E2

A E Zeeuc.

28 LS CH 43 Al HTTP A€ 200(0K)0| Etstg]
HZ5H5H= 0|50] "groups'? 5 HE7H Q= JSON 24

GET /api/san/vl/iscsi/initiator-groups HTTP/1.1

Host:
Accept:

ofl:

application/json

Ch
=]

00
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HAIZE OE

HTTP/1.1 200 OK
Content-Type: application/json

{
"groups": [{
"href": "/san/vl/iscsi/initiator-groups/aktest-initiators-0",
"initiators": ["ign.1986-03.com.sun:0"],
"name": "aktest-initiators-0"
Ao
"href": "/san/vl/iscsi/initiator-groups/aktest-initiators-1",
"initiators": ["ign.1986-03.com.sun:1"],
"name": "aktest-initiators-1"
H
}

IHAIAL 12 MIE AE T 27]

che iSCSI HAIRE AZO0IM ME BEE 7P Z UL ZHAIAL 28 LY HZO0l|A Bt
href & H2& W2Vt 0| 150 UM A 4= UL T

23 o

GET /api/san/vl/iscsi/initiator-groups/test-group HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

g -

HTTP/1.1 200 OK
Content-Type: application/json

0jo

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group"
"initiators": ["ign.1986-03.com.sun:02:01"],
"name": "test-group"
}
}

HAIZE & 2SI

ARG %’iol iSCSIZHAIZE 288 ELH. 2 222 A8 0|82 E&sts HY "name”
Oi7HH 7} U= JSON A S ZEHeiLCt.

H 106 HAIZE OE BHE7| S8 B
ssuw 2% 40y
name string JHAIZE 2E2| Ol
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CERT 2% 4
initiators array 7|1Z JHAIZ}IQN S2 ZEo| B
230!

POST /api/san/v1l/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 64

Accept: application/json

{
"name":"group-01",
"initiators": ["iqgn.1986-03.com.sun:02"]
}
o .
SEA:

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/san/vl/iscsi/initiator-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group",
"initiators": ["iqgn.1986-03.com.sun:02"],
"name": "group-01"
}
}

FHAIZE 25 AL

OfZ2t0|ALOM ZHAIZF 2AES A AHE LG,

DELETE /api/san/v1.0/iscsi/initiator-groups/group-01 HTTP/1.1
Host: zfs-storage.example.com:215

Aot A= HTTP A€ 204(No Content)E BtatgHL|CE

HTTP/1.1 204 No-Content

CHe

ISCSI ChAF B2 SCSI CHAL L SCSI ChAF 122 BH2|5He | AFBEILICH AR 7h53H &
=2 ofefo Lis|of Y&LICt,
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H10-7 CHA B
A A2 /san/v1.0 dd
GET /{protocol>/targets 2| ¥E Z2EZ(FC, iSCSI, SRP)
HA|of| CHEE 2 SAN CHAMS LI
_uct
GET /{protocol>/targets/<target> 2| 4E T2 EZ(FC, iSCSI, SRP)
S Y520 it 2| Z = SAN che
2 7tMdaLct
POST /<protocol>/targets A 8= Z2EZ(FC, iSCSI, SRP)O|
CHSH Al SAN CHAMS QRS LICE
PUT /<{protocol>/targets/<target> 2| ¥E T2 EZ(FC, iSCSI, SRP)
ZHA|Of| CHSH 2| FEl SAN CHe2 &
e,
DELETE /{protocol/targets/<target> A/ HEl ChA | E APA|REL|CH
O| HH2 CI3 URI OW7fHS~Z ALERILICE,
H10-8 URI OH7H 4~
78 0|8 g
string protocol SAN Z2EZ(FC, iSCSI, SRP)
string target CHf ID(IQN, WWN, EUI)

DE CHA "get" HYE A SE B E dtalstn "target” "create” L £ Hye Ct2
S= 3ps Yoz gt
#10-9 iy S5 4=
o|§ n2EE g
alias iscsi ALO| g = U= 7S 0|15
ign iscsi iSCSI 815t 0|5
state iscsi iSCSI Cief AEH("online”,
"offline")
auth iscsi el Q15 R ("none”, “chap”)
targetchapuser iscsi MERH CHAP A2} Q1=
targetchapsecret iscsi MEHZ CHAP 25 Q1=
interfaces iscsi
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o|E D2EE o9

wwn fc O] Ch4$0il Chst Worldwide O|&

port fc HLEO| 22| 23|

mode fc 0| ZEQ| R (FHA|A} E= CHAD

speed fc O| ZEQ| A &£

discovered_ports fc AME AA IHA|R} ZEO| 4

alias srp SRP C400i| st H2

eui srp 0| cH42l EUI(Extended Unique
Identifier)

Chs S5 2= isCSIthyd A8 YEE 7HH=2E ol A E Lt

H 10-10 e 08 S8 3=
4 ol My
string protocol & 08 Z2EZ(FC, iSCSI,
SRP)
string name iSCSI e 0§ 0|2
array targets iSCSI CH4H IQN & 749 =5

e LE

OfS2t0|ULOM ALEE 4= U= Y e Z2EZO| ZE SAN T

239

GET /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json

Sg of:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1337

{
"size": 7,
"targets": [{
"alias": "tst.volumes.py.12866.target",

"href": "/api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:

72b6faf%9a-96c4-e511-db19-aadb9bac2052",

0

s LIS gL
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"ign": "iqgn.1986-03.com.sun:02:72b6fa%-96c4-
e511-db19-aadb9bac2052",

oA
"alias": "tst.volumes.py.96238.target",
"href": "/api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:
31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"ign": "iqn.1986-03.com.sun:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

el

-

Y CHAMOIM S2 ZEE It SLICE "ign" S& A& £ "alias=<alias)"E AR50
Chefs dEieh &~ UASLICH
24 0

GET /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MWE=

Accept: application/json

25 o

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 251

"target": {
"alias": "test-target",
"auth": "none",
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"interfaces": ["ixgbe0"],
"ign": "iqgn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapsecret": ""
"targetchapuser": ""

-

M THAS BISUCH 23 222 A iSCSI thy 182| 029! T nane S2 7} 9

rir

230

POST /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
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112

Authorization: Basic abcd123MWE=
Content-Type: application/json
Content-Length: 23

Accept: application/json

{"alias": "test-target"}
o .
S A

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 233

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008

"target": {

"href": "/api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008",

"alias": "test-target",

"ign": "iqgn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"auth": "none",

"targetchapuser": "",

"targetchapsecret": "",

"interfaces": ["ixgbe0"]

e =4

7|2 iSCSI = +dgUCH 23 222 +d5 = iSCSI Uiy 55 Y28 Zelst=
JSON 24H| S ZelelLICt. §& Al HTTP ¢E 202(Accepted)/t BHetEULE SH =822
JSON Z4H|2 QABFE CHEOf CHet Z20HiSCSI ty = =S ZefgH

23 o

PUT /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MWE=

Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 54

Accept: application/json

{"targetchapsecret":"letmeinnowplease", "auth":"chap",
"targetchapuser":"argus"}

orc| .

SHO:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 189
X-Zfssa-San-Api: 1.0
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"target": {
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"auth": "chap",
"targetchapsecret": "letmeinnowplease",
"alias": "test-arget",
"ign": "iqgn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapuser": "argus",
"interfaces": ["ixgbe0"]

CHe A

K| 2RO SAN CHAHS A AT CH
23 o
DELETE /api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:e7e688b1 HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=

A2 ALH|= CH22F 20| HTTP & 204(No Content)2 BtabgtL|Ct,

HTTP/1.1 204 No-Content

= 10-11 e 18 33
2 Z2 [san/v1.0 =L
GET /<protocol>/target-groups 2| Y= Z2EZ(FC, iSCSI, SRP)
2H3|of| CiEt 2= SAN CHAF D2
Lt ct
GET /<protocolp/target-groups / A|8E Z2EZ(FC, iSCSI, SRP)
<{target-group) S5 20| Chst 2| E SAN CH
88 7tMSUct.
POST /<{protocol/target-groups A 8= Z2EZ(FC, iSCSI, SRP)O|
CHSH AH SAN CHe O&& PhsLUICH
PUT /<protocol>/target-groups / 2| ¥E T2EZ(FC, iSCSI, SRP)
{target-group ZHA|ofl St 2| EEl SAN CHe OF
2 +ZELCH
DELETE /<protocolp/target-groups / 2| HE CA-O2 HHY2 ARSI
{target-group)> Ct.
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iy 15
Ol2{st BH2 T3 URI Of7HHS~E AL RILICE
H10-12 URI O{7lH 4~
o Aoy
protocol JHAIRH(FC, iSCSI, SRP)O|| CHSt NAS T2 EZ
name tieh 182l 0|8
Al = |.o=|
CHe 25 LIE
O S2t0|AL0f CHal AR S & U= 2= U AES LIEELICH d3 Al HTTP e
200(0K)0| ¥Hste| D 222 thA 02 24| B ¥ S Tdkat 0|20] "groups"?! S2 A&
7t U= JSON A& ZeteiL .
24 o
GET /api/san/vl/iscsi/target-groups
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json
SEO:
HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 237
{
"groups": [{
"href": "/api/san/vl/iscsi/target-groups/test-group",
“"name": "test-group",
"targets": [
"ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"
1
oA
"href": "/api/san/vl/iscsi/target-groups/alt-group",
H
}
=
tfe 2 714 <27]
oY oid O8S 7MMSUCL 232 tid I8 0152 B URIDPiE+S AISELN. &
o222 U4 18 52 YRS EasHs 0/50| "target-group’ ! JSON Z4H|S LaHE
LICF,
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23 o

GET /api/san/vl/iscsi/target-groups/test-group
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=

Accept: application/json

SE Ol

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group”,
"name": "test-group",
"targets": [
"ign.1986-03.com.sun:02:0d5a0ed8-44b6-49f8-a594-872bf787ca5a" ]
}
}

e s Us71

MisCSI tiy &S BsUth 2
JSON | LT

ox

o
=2

rlo

M 2E2| 0|52 &Y name 5 FE7t

23 o

POST /api/san/v1l/iscsi/target-groups HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE

Accept: application/json

Content-Type: application/json
Content-Length: 97

{"name":"test-group",
"targets": ["iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"]}

S 9

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 154

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/target-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group”,
"name": "test-group",
"targets": [
"ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]
}
}

10%. SAN MB|A
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i 3s

tief as A4
|2 oy 28 A E

BH= T
0fl:

DELETE /api/nas/v1.0/iscsi/target-groups/test-group

o
Pl

oxr

‘45t A= HTTP &l 204(No Content)E BF2HetL(C

HTTP/1.1 204 No-Content
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AMB|A RESTful APl= 012 2t0|AL0M ol SO AZEQ0 MH|AS LHEstL 2he|ot
= Ol AFEE LG

AH|A B

Ct2 MH|A EHS ALEE £ AU L
B 111 MH|A HH
24 AR [service/vl ok
GET Mb|A BE S LHEBIL T
GET /services 2E MHAE LEFLCH
GET /services/<service> A HE M| A0 CiSt 4 L AEY
E 7t S
PUT /services/<service) A1 Qe MH|20] oSt L8 E 3
L.
PUT /services/<serviced/enable él;éi%' MHIAE AL 2 &Y
PUT /services/<service/disable ;Iiéi}f_:ﬁltlli% At otetez o
S .

MH|A Lt

O] FH2 AEZ|X| O S2H0[AL0M ALEY o U= 719 7t MBIA SZES i ALE
HEfE S| gretetL|Ch d5 Tt BFOf Cis HTTP & 200(OK)O0| ekl LT

23 o

GET /api/service/vl/services HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json



MBlA L

Sg of:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked
X-Zfssa-Service-Api: 1.0

"services": [{
"<status>": "disabled",
"href": "/api/service/vl/services/ad",

"name": "ad"
oA
"<status>": "online",
"href": "/api/service/vl/services/smb",
"log": {
"href": "/api/log/v1l/logs/network-smb:default",
"size": 2
+
"name": "smb"
oA
"<status>": "online",
"href": "/api/service/vl/services/dns",
"log": {
"href": "/api/log/v1l/logs/network-dns-client:default",
"size": 4
+
"name": "dns"
oA
"<status>": "online",
"href": "/api/service/vl/services/dynrouting",
"log": {
"href": "/api/log/v1l/logs/network-routing-route:default"”,
"size": 81
+
"name": "dynrouting"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/ftp",
"log": {
"href": "/api/log/v1l/logs/network-ftp:proftpd",
"size": 40
+
"name": "ftp"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/http",
"name": "http"
oA
"<status>": "online",
"href": "/api/service/vl/services/identity",
"log": {
"href": "/api/log/v1l/logs/system-identity:node",
"size": 4
+
"name": "identity"
oA
"<status>": "online",
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MH|A Lt

"href": "/api/service/vl/services/idmap",
"log": {
"href": "/api/log/v1l/logs/system-idmap:default",
"size": 15
I
"name": "idmap"
Ao
"<status>": "online",
"href": "/api/service/vl/services/ipmp",
"log": {
"href": "/api/log/v1l/logs/network-ipmp:default",
"size": 3
I
"name": "ipmp"
Ao
"<status>": "online",
"href": "/api/service/vl/services/iscsi",
"log": {
"href": "/api/log/v1l/logs/network-iscsi-target:default",
"size": 3
I
"name": "iscsi"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/ldap",
"name": "ldap"
Ao
"<status>": "online",
"href": "/api/service/vl/services/ndmp",
"log": {
"href": "/api/log/v1l/logs/system-ndmpd:default",
"size": 11
I
"name": "ndmp"
Ao
"<status>": "online",
"href": "/api/service/vl/services/nfs",
"log": {
"href": "/api/log/v1l/logs/appliance-kit-nfsconf:default",
"size": 6
I
"name": "nfs"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/nis",
"log": {
"href": "/api/log/v1l/logs/network-nis-domain:default",
"size": 3
I
"name": "nis"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/ntp",
"name": "ntp"
Ao
"<status>": "online",
"href": "/api/service/vl/services/replication",
"name": "replication"



MBlA L

Ao
"<status>": "online",
"href": "/api/service/vl/services/rest",
"log": {
"href": "/api/log/v1l/logs/appliance-kit-akrestd:default",
"size": 10
I
"name": "rest"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/scrk"
"name": "scrk"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/sftp",
"name": "sftp"
Ao
"<status>": "online",
"href": "/api/service/vl/services/shadow",
"name": "shadow"
Ao
"<status>": "online",
"href": "/api/service/vl/services/smtp",
"log": {
"href": "/api/log/v1l/logs/network-smtp:sendmail",
"size": 6
I
"name": "smtp"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/snmp",
"name": "snmp"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/srp",
"name": "srp"
Ao
"<status>": "online",
"href": "/api/service/vl/services/ssh",
"log": {
"href": "/api/log/v1l/logs/network-ssh:default",
"size": 3
I
"name": "ssh"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/syslog",
"name": "syslog"
Ao
"<status>": "online",
"href": "/api/service/vl/services/tags",
"name": "tags"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/tftp",
"name": "tftp"
Ao
"<status>": "disabled",
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MH|A 71427

"href": "/api/service/vl/services/vscan",
"log": {
"href": "/api/log/v1l/logs/vscan",
"size": 0
I

"name": "vscan"

MH|A 712 27|

o

| g3

f

rlo
ol

o Aef 2 7

o

IEISHO] T MB|AS MF YEES 7HMFL T

0
X!

GET /api/service/vl/services/ndmp HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

Ch qu

HTTP/1.1 200 OK
Content-Type: application/json

00

{
"service": {

"cram_md5 password": "",
"cram_md5 username": "",
"dar_support": true,
"default_pools": [],
"drive type": "sysv",
"href": "/api/service/vl/services/ndmp",
"ignore ctime": false,
"name": "ndmp",
"restore_fullpath": false,
"status": "online",
"tcp_port": 10000,
"version": 4,
"zfs_force override": "off",
"zfs_token_support": false

MU| A HEf HE

O] FH2 AIYE MB|AO| HEIE HERLICE

B service -- AH|AQ| 0|2
m  state - A A{H|A MEH('enable’, 'disable')



Al 2

0x

1

ox

URI Ol ~S AtEstE 242| Of|:

PUT /api/service/vl/services/replication/enable HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

g5t SE2 HTTP HE 202(Accepted)S BHEHEILICt 5 JSON ¥ S MBI20| HE
StO| MH|AS AFE22 Yot AL QHete 2 2y o+ USLICE

JSONS AHEst= 239] of:

PUT /api/service/vl/services/replication HTTP/1.1
Host: zfs-storage.example.com

Accept: application/json

Content-Type: application/json

Content-Length: 22

{"<status>": "enable"}
MHBIAE ALE Otefe 2 Y5t T CFE JSONS W& U

{"<status>": "disable"}

MH|A 24 43

122

AZE N0 ofet 24 58 Yo diciol Boi8 A 52 e g @ pur 28
S510] 228 £ ABLICE. YS MB|AL 3t9] 2[AAS HEHE 4 2100 f2f8 AblA

349l 2220 HOIE hrefS Tty 3% 4 AL

23 o

PUT /api/service/vl/services/sftp HTTP/1.1
Host: zfs-storage.example.com
Content-Type: application/json

{"port": 218}
HEs SE2 HTTP &El 202(Accepted)E gHatEiL|Ct.

HTTP/1.1 202 Accepted

Content-Length: 162

Content-Type: application/json; charset=utf-8
X-Zfssa-Service-Api: 1.0

{
"service": {
"<status>": "disabled",
"href": "/api/service/vl/services/sftp",
"keys": I[1,

"listen port": 218,
"logging verbosity": "INFO",
"root _login": false
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MHIA 2]AA

MH|A 2|AA

AL A{H| A0 519 2]AATF UBLICH 2t AHIA E MH|A 2 220 Cfs] dHatel o
OEIS SHOI5H0] ALB T 4 UL 3t9| 2 AAS HEFLICH
B 11-2 MH|A 19 2] "
24 a4z g
GET /services/<service>/<resourcey MU|A 51| g|AA Lt
PUT /services/<servicep/<{resourced/ | ot 2|AA £H
<href>
POST /services/<serviced/<resource> M 5t 2|AaAg otEL|Ct
DELETE /services/<service>/<resource>/ | ot 2|AAE AHELIC
<href)>
Ol2{st HE 242t2 T2 RESTful APl @@ 0t SUSHINE S AFEEILICEH 07| A GET2 2| E
£ 519l 224 U LIYatHL JIH2E B ALREID, PosTE M a19 242 982 o
E= O AFBE[1, PuT2 o9 2|AAE £Yote O AFRE[1, DELETEE A|HE o9 2|lAA
£ MAlot= o AtEE LT
Bhl 2lan0t 2 39| 2|AA0) CHEf ALBE 4 AU S2 B Y YY B2 CLI "I A
HIA' HBME HRFUAL,
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AE2|Z| RESTful API M| A= S B AE2|Z| &, Z2HME I AL L LUNS|
£UES 22|5h= Ol AFSE UG ot AHA Y S 22 gL

L2E2[] = AY

ZFSSAOA NAS AE2|2= 2 LUN U THY A|AH ZR0)M SUSHGlOjE Z2 S48
S4jatots ZojM 2AEILICE O HIZO| NAS APIOJA 2 ZHeiS 0{Z2{0|o1A AE2|3)
74 o= o AlRELICH

o=2 £

= 12-1 AER2] 2 Y

o Z =2 /api/storage/v1 M

GET /pools 2= AE2R| &S LE-LIC

GET /pools/<pool ﬁEEIZI £ MR dLE 7S Y

POST /pools M AE2|2] 28 F-ELIc

PUT /pools/<pool> 20| A82|R|E 271U T

PUT /pools/<pool>/scrub 2| Qe Z0|M 0|8 232 E
Al 2L CE,

DELETE /pools/<pool>/scrub A|YE 20(M Gloje] A2 2
S SAFULC

DELETE /pools/<pool> i:ﬁ% 2822 &8 78 shAlg

O| HHL A|AEIGM RE AEZ|Z| B9 52
HTTP &€ 200(0OK)O| BtetElL|Ct HTTP &
BILICH 55 JE 0|E2 L3 BHOj| Lot USL
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= 7HH 27|

1222 AER A EE2 HE
4 JI= =L}
string pool e = 0|5
string profile Hio|y x| 2o
string state Z MEf("online", "offline",
"exported")
string asn E2 ARSHE O{E2t0|AA A
HS
string peer S AHSIE AAEIS F2 T
LC9| ASN
string owner E2 A/SHE AAHIS SAE Q]
2
24 o

GET /api/storage/v1l/pools HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

o

HTTP/1.1 200 OK
Content-Type: application/json

olo

{
"pools": [{
"profile": "mirror3",
"name": "platinum",
"peer": "00000000-0000-0000-0000-000000000000",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
oA
"profile": "raidzl",
"name": "gold",
"peer": "00000000-0000-0000-0000-000000000000",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0aec410749"
]
}

= 72|

Ol BH2 20| clist AE2|R| A2 HEL} o T AE2|2] Z0M S5 HEE vetet
24

L|Ct A-a5t H230f CHsH HTTP AFE 200(0K)O0|

gretE LICt
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24 o
GET /api/storage/v1l/pools/gold HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

Ch (qk

HTTP/1.1 200 OK
Content-Type: application/json

olo

{
"pool": {
"profile": "raidzl",
"name": "gold",
"usage": {
"available": 2388000726016,
"total": 2388001816576,
"dedupratio": 100,
"used": 1090560
+
"peer": "00000000-0000-0000-0000-000000000000",
"state": "online",
"owner": "tanana",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
}
}
=22 TdgUL &2 UEE= o 2o 07 S0f thsi M= CL 4 A &E2|2| HES 2
ZoHAI2. AL 7tstt 8 dE 0|8 2 ¢S ttetete 52 UE=dry run 232 &9
o = JSULL O] Ao e 55 LS "true"=2 HH5I0] SHE LT
24 o

POST /api/storage/v1l/pools?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMWE=
Content-Type: application/json

Accept: application/json

{

"name": "silver",
}
SHO:

HTTP/1.1 200 OK
Content-Type: application/json

"props": [{

123 AE2|Z| MH|A
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"choices": ["custom" ],
"label": "Chassis 0",
“name": "0",

"type": "ChooseOne"

"choices": ["custom"],
"label": "Chassis 1",
"name": "1",

"type": "ChooseOne"

"choices": [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12],
"label": "Chassis 1 data",

"name": "l-data",
"type": "ChooseOne"
Ao
"choices": ["mirror", "mirror3", "raidzl",
"raidz2", "raidz3 max", "stripe"l],
"label": "Data Profile",
"name": "profile",

"type": "ChooseOne"
}

MA[[1]011M 8712] CIATE AtESt= 2 UEs 2| Off:

POST /api/storage/v1/pools HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=
Content-Type: application/json
Accept: application/json

{
"name": "silver",
"profile": "stripe",
"l-data": 8

}

o .

S

HTTP/1.1 201 Created
Content-Type: application/json

-~

"pool": {
"asn": "314d252e-c42b-e844-dabl-a3bcab80b563",
"errors": [1,

"name": "silver",

"owner": "zfs-storage",

"peer": "00000000-0000-0000-0000-000000000000",
"profile": "stripe",

"status": "online",

"usage": {

"available": 1194000466944.0,
"dedupratio": 100,

"total": 1194000908288.0,
"used": 441344.0
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20| AE2A| 27}

=0l 2E2|A| 27}

O| HHLS ES UHEHLI PHE W RAFEILICH AEZ|R| 27t= 7|& 20| 27t 2E2|%]
2|8 2IIELCH B0 27t8 Yot= IH40 AE2|R| ¥2|E LEste E20| Y= B
hrefof| puT 242 ASELICH

2o

PUT /api/storage/vl/pools/gold HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=
Content-Type: application/json

Accept: application/json

{

"2-data": 8
}
SEA:

HTTP/1.1 202 Accepted

£ 23234

FAY S AA5HAL 2l S0

{poold/scrub PUT EE= DELETE LS M4&5IH 242t £
2 CL ¥y AER|Z| AT 8IS 2254

23249 2GS SAIGLLE AtMet W&
N

—
0% |
o
4
ox |>

= 7d sliAl

O] FH2 AILHOIM 2SS AHARLICH

rr
0]
ox

MHH
o
i
2

Eli

DELETE /api/storage/vl/pools/silver HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=

SE ol

HTTP/1.0 204 No Content

Date: Fri, 02 Aug 2013 22:31:06 GMT
X-Zfssa-Nas-Api: 1.0
Content-Length: 0
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D2HE 20

D2AME 2+

-1 "
D= DZHE 20| HRE X HE 52 24 4+ UFUL RE Z2HE A 255t
= HH2 URIO|| "/projects"E 27t6t0 THY T2 HEO|A 2sot= HHS ! /prOJects/

{oroject}"& Z7f&tLCt.

H12-3 OZHE HH
24 Z2 /api/storage/v1 ek
GET /projects DE DZAMEZ LpFFHL T},
GET /pools/{pool>/projects OD2HEES LIHEHL|CL
GET /pools/{pool>/projects / D2HE NE FEE 714 ZL|Ct
{project>
POST /pools/<pool>/projects DZ2HMEZ Qs Ct
PUT /pools/<{pool>/projects / OD2HEZ £ZFH|C}
{project)
DELETE /pools/<pool>/projects / DZAEZ A FLCE
<project)
GET /pools/<pool>/projects / D2HE 12 AIRS 71HSY
{project>/usage/groups Ct.
GET /pools/<pool>/projects / Z|HE Q20| ChEt T2 E AR
<{project)/usage/groups/ e 7tMSH
{group>
GET /pools/<pool)/projects / D2 E AL AIE S 7S
{project>/usage/users ct.
GET /pools/<pool>/projects / A|EE ALEALO)| CfSt Z2HE A}
{project>/usage/users/<user SIS 7HH S
0 He T2 E 2|aA Lo Qe HE 758t 85 22| 558 20 FLC}
H12-4 ODZHE S22 HE
8 = Moy
string aclinherit ACL A& S2f("discard”,
"noallow", "restricted",
passthrough" "passthrough-x")
string aclmode DC #HA Al ACL S2f("discard"”,
"mask", "passthrough")
boolean atime 7| Al BMA AZH AT|O|E S2i
)
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78 oI 49

string canonical_name HEOE

string checksum =2 A3 H("fletcher2",
"fletcher4", "sha256")

string compression HlolE &= dE("off", "zjb",
"gZip'Z", "gZip", ugzip_gn)

number copies 2t BAH BAHR £

datetime creation TZHE (&= LUN, TFY A|AE)
e grt 2 Azt

boolean dedup Hioly S5 2211

string default_group DZAE 7|2 MY AA - OF:
"other"

string default_permissions ODZAHE 7|2 oY A|AEN HEH
"700"

boolean default_sparse OIZ2HE 7|2 LUN ALtA G|O|E
S

string default_user DZAE 7|2 Ot A AR ALE 2L
"nobody"

number default_volblocksize ID2ME 7|2 LUN 22 37]:
8192

number default_volsize DZ2AE 7| LUN 37|

boolean exported L2 Sea

string logbias S7|A A7) HO|o{ A ("latency”,
"throughput")

string mountpoint OL2E 2|3 7|22 35 "/export/
proj-01"

string name OI2HME 0|2

boolean nbmand HE22Z d+ &3 2

boolean nodestroy A SA| S22

number quota HIO|E CHRlo| T2 E e T 7|

string origin HE =4

string pool =0|E

boolean readonly HIO|E{= trueZ M= A 97|
2{ 20l
—o o

string recordsize Go|E{H|O|A 2|2 E 37| "128k"

number reservation H|o[E{ of|2k 27|
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D2HE 20

a4 o8 Mg

boolean rstchown 2[dH HE Ast 2242

string secondarycache HXZ A A2 ("all",

"metadata”, "none")

string sharedav HTTP &35 ("off", "rw", "ro")
string shareftp FTP &R ("off", "rw", "ro")

string sharenfs NFS 3 ("off", "on", "ro", "rw")
string sharesftp SFTP &K ("off", "rw", "ro")
string sharesmb SMB/CIFS 3R ("off", "rw", "ro")
string sharetftp TFTP 3 ("off", "rw", "ro")
string snapdir Zfs/AHAE TEA A ("hidden”,

"visible")

string snaplabel oflerel A4 2ol

boolean vscan HRO|HA AL S22
DTZHE LY

Ol B A|HE Bo| RE TZMES LIHBILCt WatEl 2t TRAE = 9o LIgE 43
sttt 58 JE 2852 =22 2 0|18, 44 Al 2T M, =4 21 L H0|H ArEE =
=L

20| ofrfH4 TEf - Z2HE o] S5 BTt 6T ¢f ool s Yot B 2atgE ZEst
== 275 et 21 U3 TEYLIC
H12-5 URI Of7HEH 4~

oA Sl

pool rg22| 202

24 o
GET /api/storage/v1l/pools/gold/projects HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

tAH 2710 dESHEH JSON g4 0| Z2HE S5 ZE HiE 1t a4 HTTP 2& 200(0K)0
gretgLct.
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HTTP/1.1 200 OK
Content-Type: application/json

{
“projects”: [{
“name”: “proj-01”,
oA
“name”: “proj-02”,
}
}

2= 29 2= Z2HE ZE L 2[AF U URIE /projects 228 ZakgfL|C
"backup"2 Y 55 YL YFZ AESI0 R Z2HES JH{ 2= 29| 0!
GET /projects?filter=backup HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

D2HE SE HH 71X 27|

O] B2 2| Y& 29 Y Z2HE0| tist S5 LS LHEFUL. g8t 7HH=7(=

JSON §Alo| Z2HE S2 HEe} 8P4 HTTP 2= 200(0K)S gretstLct,

H12-6 T2HE YR| Of7HHS THA 27|
O7H A 4 My
pool ~E2|2| B 0|5
project DZAHE 0|2

"gold" Z0i| 0| 50| "proj-01"Q Z2HEZ LtHSt= 29| Off:

ol

GET /api/storage/v1l/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Sg of:

HTTP/1.1 200 OK
Content-Type: application/json

{
"project": {
"default_volblocksize": 8192.0,
"logbias": "latency",

"creation": "20130411T20:02:35",
"nodestroy": false,

128 2822 ME|A~ 133



OZ2HE 240

A=

e

134

-

"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"default_permissions": "700",
"mountpoint": "/export",
"snaplabel": "",

"id": "042919bb-0882-d903-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],

"compression": "off",
"sharetftp": "",

"default sparse": false,
"snapdir": "hidden",
"aclmode": "discard",
"copies": 1,

"aclinherit": "restricted",
"shareftp": "",

"canonical name": "gold/local/default",
"recordsize": 131072.0,
"usage": {

"available": 1758424767306.0,
"loading": false,

"quota": 0.0,

"snapshots": 0.0,
"compressratio": 100.0,

"child reservation": 0.0,
"reservation": 0.0,

"total": 45960.0,

"data": 45960.0

I

"default volsize": 0.0,
"secondarycache": "all",
"collection": "local",

"exported": true,
"vscan": false,
"reservation": 0.0,
"atime": true,

"pool": "gold",
"default_user": "nobody",
"name": "default",
"checksum": "fletcherd4",
"default_group": "other",

"sharesftp": "",
"nbmand": false,
"sharedav": "",

"rstchown": true

ZHE ot57| FH2 A YE 2E2|2] 20| U= AYE 0|52 B2
S5 YRV A GE M Z2HET} gretglL|Ct
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H12-7 URI Of7H 4~
7Rt My
pool AE2R| & O|&

E 0|5= Alsatiof gLt

o 2 A
—— =
ESEHHE N ZZHEQ| 27| o2 MHYS £~ Q)

o>

m project propertles -O=A
L|C}.

0|E0| "proj-01"Q Z2MEE OtE = 29| 0f:

POST /api/storage/v1l/pools/gold/projects HTTP/1.1
Hosta: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “proj-01”,
“sharenfs”: “ro

”

R EQO| URIE B &tel= || &
FerLICH 222 JSON gAlo| 2

N
e
n

®

Q)

=

D

S
njo
rE
rior Itt

220

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01

“project”: {
“name”: “proj-01”,
"href": "/api/storage/v1/pools/gold/projects/proj-01",
“mountpoint”: “/export/acme/gold”,

el

H12-8 URI D74~

nx

Oj7H 2 3

pool 2AE22| FO|E
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O7HtE 2~ ok

project O=ZHE 0|2
QY D4 - IRME S2 Yo - TRME S2 YHZ A TRMEC| 27| Z22 4
A 4 QlaL|Ct

o2 T Md .

OD2HE 0|&2 "proj-01"0lM "new-name"2 & HEFst= 22| 0f:

POST /api/storage/vl/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “new-name”,
“sharenfs”: “rw”,
“compression”: “gzip-9”

-

o
o

S HTTP AfEf 202(Accepted)S YISt BE T2ME S2 Y22 LiYE

Dox

0l
ol

ofl:

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/v1l/pools/gold/projects/new-name

{
“project”: {
“name”: “new-name”,
“sharenfs”: “rw”,
“compression: “gzip-9”,
}
}

OD2HE M| BF2 Y& 29 Y Z2HES A AGLICH

H12-9 URI O 744
af7HH Moy
pool ~E2|2| B 0|5
project DZ2AHE 0|2
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23

ofl:

DELETE /api/storage/v1/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

DRUE AIRY

Get 23 T2ME A8 2|4
CIOIEE 7t4= o ASHE

=2 T Mg

A SOl Z2HEQ

IHQl A|AE 2o

| CHaH ALE At

a

| - =
S Tl IEWR ALRY

[ —]
TRl AR ZQI IOl A AS) BRE LIYEHD B2BLCH B Y| el 2HE A
E2R| & £ Z2AHEZ 2|YFUC
{service uri}/pools/{pool}/project/{project}
H12-10 O} A|AEl HY
24 Z2 /api/storage/v1 ek
GET /filesystems DE O AARE LIHEL O
GET /pools/<pool>/projects / ohQY A|ARN L+
<project>/filesystems
GET /pools/<poold/projects / oY A|AE NE HEE JHA S
{project)/filesystems / Ct
(filesystem)>
POST /pools/<{pool>/projects / oY A|ABIS OHSLICH
<project>/filesystems
PUT /pools/<pool)/projects / ot A ARIES A3
<{project)>/filesystems /
filesystem>
DELETE /pools/<pooly/projects / T A|AEIS AR|EHL|CH
<project>/filesystems /
(filesystem)>
GET /pools/<pool>/projects / M A|AE D2 A2 IIHES
<project)/filesystems / =2
{filesystem>/usage/groups
GET /pools/<pool>/projects / [EE 2S0f Cish ob A AR AL
{projectd/filesystems / E&8 7tMSU Lt
<{filesystem>/usage/groups /
{group>
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A 2 /api/storage/v1 M
POST /pools/<{pool>/projects / O A|AEI O 2 F{EE o5}
<project)/filesystems /
<filesystem>/usage/groups
PUT /pools/<{pool>/projects / o AAE OF HEHE 48U
<projecty/filesystems / Ct.
<filesystem>/usage/groups /
<{name>
GET /pools/<pool)/projects / oY AAR AL AR ZE 7HAY
<project)/filesystems / St
(filesystem>/usage/users
GET /pools/<pool>/projects / A| G E AFEALO|| CiSE I A|AE
<project)/filesystems / AFEEE 7t FL|Ct
<filesystem>/usage/users /
<user
POST /pools/<pool>/projects / IOHQY A|ARN ALEZL HEE e
<project/filesystems / ct.
<filesystem>/usage/users
PUT /pools/<{pool>/projects / O A|AEN A2 2} HEE £4E
<project)/filesystems / Lict,
{filesystem>/usage/users /
<{name)
2t D A|ARIS TRMEC| S2 FWE TF5N OIS T AAWS S2 LT T3
L
12-11 oY ALY S5 YE
78 = My
string casesensitivity CHARA 22 A ("mixed",
“sensitive” E£= “insensitive”)
string group JE0|l&
string normalization A1t
string permissions el A|AE st
string project O2HE 0|2
boolean quota_snap HE ol AAE Zotot= E2i
boolean reservation_snap of kol AHAFS ZetsHE S
string shadow G|O|E{ oto| 20| A
string sharesmb_name SMB &®2| 0|5
object source OZ2AE A& S2 HYE

138 Oracle ZFS Storage Appliance RESTful 28 T2 728 T2 7219] QIE{H|0|A AHA - 20144 6¥



+¥ oz Moy
object usage ETPNENCIPN =1 i)
string user SFE ARote AHEALO|E
boolean utf8only HIUTF-82 H&Est= Eaia
ol AEdl o |
ImHl A| A8 LIS
O AAE LMY HHE2 e & T Z2HEQ| D& MU A|A-S HAIRLICE
20| Oj7fei4 T - TRME Ujo] S FEt oY g ol SYUsH e LA Eatst
£ 975 Tt 2 YA TE QL
H12-12 URI Of7HeA 4~
o7 ad
pool AE22 E 0|2
project D2AE 0|5
24 o

GET /api/storage/v1l/pools/gold/projects/proj-01/filesystems HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

HTTP/1.1 200 OK
Content-Type: application/json

{
“filesystems”: [{
“name”: “filesystem-01”,
“project”: “proj-01”,
“pool”: “gold”,
oo
“name”: “filesystem-02",
“project”: “proj-01”,
“pool”: “gold”,
H
}

SEZEHEN T

M HTTP &l 200(0K)S

12%

_AE2|Z| MH|A

Bt

—
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DEE QY O2HEQ RE MU AAERI S22 Z|YEL|CE 0] A2 URIE /api/storage/
v1/filesystems?} €/L|C},

"abcd" 2AE 2 Y S5 FEO YR Z AFESIH 2 T A|AEIZ VM= QA9
of:

GET /api/storage/vl/filesystems?filter=abcd HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

L N Ea: i 2 B

TR A AS TP 27| BYS AYE B E DRAUEO| T THY A A S2 YBE vig

I = = [=]
L
#12-13 URI O{7H A
OH7H 2 Mo
pool 2E2[2| 2 0|F
project Z23E 0|2
filesystem i AL O|F

|Eo| "prOJ 01"o| ]I_'E_Z-IIEE [_|.od |.h oz—lo| o1|;

GET /api/storage/v1l/pools/gold/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

A3t 7 27|= JSON YAS| I A|AR S5 2L
.

2g o

HTTP/1.1 200 OK
Content-Type: application/json

i=

S| HTTP ALEf 200(0K)S Bt

{
"filesystem": {
"logbias": "latency",
"creation": "20130423T21:30:34",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"mountpoint": "/export/grape",
"snaplabel": "",

"id": "424ca2ec-b3fa-df86-0000-000000000000",
"readonly": false,

"rrsrc_actions": [],

"compression": "off",
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"sharetftp": "",

"source": {
"logbias": "default",
"dedup": "default",
"sharenfs": "inherited",
"sharesmb": "off",
"mountpoint": "inherited",
"rrsrc_actions": "local",
"compression": "default",
"sharetftp": "inherited",
"snapdir": "default",
"aclmode": "default",
"copies": "default",
"aclinherit": "default",
"shareftp": "inherited",
"readonly": "default",
"secondarycache": "default",
"exported": "inherited",
"vscan": "default",
"reservation": "local",
"atime": "default",
"recordsize": "default",
"checksum": "inherited",
"sharesftp": "inherited",
"nbmand": "default",
"rstchown": "default"

I

"snapdir": "hidden",

"aclmode": "discard",

"copies": 1,

"aclinherit": "restricted",

"shareftp": "",

"canonical name": "platinum/local/default/grape",

"recordsize": 131072.0,

"usage": {
"available": 880395477504.0,
"loading": false,
"quota": 0.0,
"snapshots": 18432.0,
"compressratio": 100.0,
"reservation": 0.0,
"total": 50176.0,
"data": 31744.0

I

"secondarycache": "all",

"collection": "local",

"exported": true,

"vscan": false,

"reservation": 0.0,

"shadow": "none",

"atime": true,

"pool": "platinum",

"quota_snap": true,

"name": "grape",

"checksum": "fletcherd4",

"project": "default",

"sharesftp": "",

"nbmand": false,

12%
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"reservation snap": true,
"sharedav": "",
"rstchown": true

-

= [==

Ord AAR BHS7| HE2 A e AE2|2| & £= Z2HE| U= A - E 0|59 It A
2BIS OHEUCH 7|2 S5 271 A E Al THY A|A&I0] BrehE LTt
H12-14 URI DHZ{ A~

HEES 4o

pool £AE2[2] EO0|F

project D2HE 0|2

filesystem o A|AR Ol

23 oj7fpi4:

—

m  filesystem properties - It A|ABI SE HH L=

HWE 27| YO HyH 4 YSLIC

B name - A OFQY A|AELS DHS2{T I A|AE 0|52 A
I

0|20] "share-01"0]12 A2} "joe"0f| 2J5H WwnE It A|AEIS Ot = Q9| of:

POST /api/storage/vl/pools/gold/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “share-01",
“owner”: “joe”
}
‘45 PHET(= A OHY A|AEI9] URl atot= fA| SE2E A HTTP el
201(Created)2 BFetBiLICt 22 JSO YA D= O A 2B S5 HEE 2ty
Ct.
sgol:

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/gold/projects/proj-01/filesystems/share-01
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“filesystem”: {
“name”: “share-01",
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,

“joe

”

“owner”:

e AJAR 4 BES J|E I AIARI0) 242 HABLICH
202(Accepted)E £HaF5tn RE MY A|AY S FWHE LB}

2 0 e « Y AL S5 YL - MY AL £ I2HE S5 JEHE 28 &
UL

#12-15 URI D74~
Ol7HE 4 My
pool AE2|R E 0|2
project DRHE 0|5
filesystem Tt A|AE 0|2

Ot A|AE! 0|28 "share-01"0lA "new-name"S2 HAE &0t OtL|2t ARZIE
"nobody"2 H&st= 249 of:

PUT /api/storage/vl/pools/gold/projects/proj-01/filesystems/share-01
HTTP/1.1

Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “new-name”,
“owner”: “nobody”,
}
ocCct
=g o

HTTP/1.1 202 Accepted

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01/filesystems/share-01

“filesystem”: {
“name”: “new-name”,
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LUN 2+¢d

LUN

144

A
al

A
=]

“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,
“owner”: “nobody”

-

O A|AR AMA BHE X HFE & L= ZEHEQ| CHY I A|ARIS AAHFLICH
H12-16 URI O§7HH 4~

REES L

pool AEZZ| & O|&

project D2HE 0|

filesystem o A|AEI O]
249

DELETE /api/storage/vl/pools/gold/projects/proj-01/filesystems/share-01
HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

0x

&8 A= HTTP &€l 204(No Content)E ghatghL|ct,

Ch (Ht

HTTP/1.1 204 No-Content

olo

Tht KA HE| Y AP

N

AFB2t = D8 HELS 242} posT Ei PUT RS A0 BISVILL 23T .
THol AIAS AFG 2|40 Cfst GET 232 ZRMEC| Cfet AL8AY EE 1Y AL8Y
Hl0|EIS JHH 2L o ALY

2= LUNE= 28 2o Hele AEE & L= Z2HEZ 2|ZLIC) T3 LUN B3
=1 }~k£li§F s ()I:Q:L_l[:
= o2 T Mg
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LUN 2+¢d

" 12-17 E2EHY

24 Z2 /api/storage/v1 ek

GET /luns S2E LUNSE Lt Ct

GET /pools/<pool>/projects / LUNSE Lt&EtL|Ct,
<project>/luns

GET /pools/<pooly/projects / LUN M& HEE JtM4-3LCt.
<project>/luns/<lun

POST /pools/<pool>/projects / LUNE 25U},
<project>/luns

PUT /pools/<poold/projects / LUNS £t
<project>/luns/<lund

DELETE /pools/<pool>/projects / LUNS AAIEHLICH
<project>/luns/<lun)

Ch3 BOl= LUN S5 Z&7t Lot AGU L =
CHAE 2~ US LT

rok

252 DRME S2 HHE 4451

#12-18 =ESE3E

23 olg uy

string assignednumber |- LU ”E

boolean fixednumber LU B2 5 &) gholl 2y ste =2
i

string initiatorgroup HAIZE OE

string lunguid STMF GUID

string lunnumber LU $HE ¥ E&= "auto”

string project LZAME 0|5 (HEE £+ 912)

object source S2 FE9| AA("local,
"inherited") LI&

boolean sparse Thin Z2H|HHE A8 2 43
St= Sei1

string status =2| 2| &El("online",
"offline")

string targetgroup o4 28

object usage LUN At22 EX4 Lt

number volblocksize 28 =25 37|

number volsize 25 37|
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+e oz Moy
boolean writecache A A E ALBL R H¥st= &
241

DRSO M UL S2 HEIL NS & UEUCH A4 A 023 S YBE 242
LI2i5a i S 227t LUNO| 22917, OfL 3 ZRHEUA "NEe=2"S Mg
LICE 712302 oj2{st S= FBE TRAE0| o3 Y4 EUIC 0j2fet S5 It 4

f
=8 slie S5 2ot LUN01| SZYLILE oA A= HFS o+ GIELILH AAS T o

oS 2 el = T BAg
L£E02 HAFI{H S2 HEI} "unset"Y 4= QELICH

22 MA silA|5t= JISON 22| of:

{"unset": ["compression"]}

=
luns LHE B2 A e 2 E= & |M AFEE 4= A= LUNS S =2 BetgiLct
H12-19 URI Of7i& 4~
LR L
pool AE2|IZ] E 0|2
project Z2HE 0|2

I2HE "proj-01" WOl LUNSE Ltat= 239 of:

GET /api/storage/v1l/pools/gold/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

M2AsH I 27|= JSON A9 LUN S2 HEe} 34 HTTP A 200(0K)S BHakst|
Cf.
SE

HTTP/1.1 200 OK
Content-Type: application/json

{
"luns": [{
"id": "fadac6fb-0Obcc-d2e3-0000-000000000000",
“name”: “vol-01"
Ao
"id": "690ae407-7c4d-b5d2-0000-000000000000",
“name”: “vol-01",
H
}
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LUN 71X 27|

LUN 714 27| B2 2|YE 2 = Z2HEQ| HY LUN S5 Y& S dregL
H12-20 URI D74

o7 Mo

pool AE2(2 E 0|2

project Z23E 0|2

lun lun O|&

0|50] "vol-01"2!I LUNE 7tM2= 2342| o:
GET /api/storage/v1l/pools/gold/projects/proj-01/lun

Host: zfs-storage.example.com
Accept: application/json

A
Ct.

25 of;

HTTP/1.1 200 OK
Content-Type: application/json

{
“lun”: {
"logbias": "latency",
"creation": "20130423721:31:17",

"nodestroy": false,
"dedup": false,
"rrsrc_actions": [],
tid":
"writecache":
"compression":
"copies": 1,
"stmfguid":
"source": {
"compression": "default",
"checksum": "inherited",
"logbias": "default",
"dedup": "default",
"copies": "default",
"exported": "inherited",
"rrsrc_actions": "inherited",
"secondarycache": "default"

false,
"off",

e

/vol-01 HTTP/1.1

Na5H 714 27]= JSON HAI9| LUN S2 HELQ} 8HH HTTP AfER 200(0K)S EHatgiL

"e3045406-319b-cf7a-0000-000000000000",

"600144FODSEQAE4100005176FDA60001",

"canonical name": "platinum/local/default/diskl",

"snaplabel":

"usage": {
"available": 881469214720.0,
"loading": false,

123 AE2|Z| MH|A
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"snapshots": 0.0,
"compressratio": 100.0,
"total": 1073758208.0,
"data": 1073758208.0
I
"secondarycache": "all",
"collection": "local",
"exported": true,
"volsize": 1073741824.0,
"pool": "platinum",
"volblocksize": 8192,
"checksum": "fletcherd4",
"project": "default",
"sparse": false

M LUN 2H=7]

O] FH2 A LUNS ZHSLICH A LUNO| tfist 27| == 4| 245 AS3H0F FL T

uin

= 12-21 URI Of 74
Of7H =~ Mo
pool ~rE2|2 0|2
project D2HE 0|2

23 ojrp:

B name - Af LUNE SHE2{H Af LUN 0|52 A|3sHoF gLt

m  volume properties - LUN S2 AE &= I Z2ME SE ZHY L= SE HYEE
27| ez 48s + st

24 o

POST /api/storage/vl/pools/gold/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Request JSON:

{
name : "vol-001", // Volume name (required)
size : 500000, // New Volume size
blocksize : 8192, // New Volume block size
sparse : true, // New Volume sparse data flag
initiatorgroup : 'default', // Initiator group name
targetgroup : 'default', // Target group name
lunnumber : ‘'auto', // Volume LUN number
status : 'online', // Initial Status ('online', 'offline')
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LUN 2+¢d

fixednumber : false,

"source": {
"snapshot_id" : "76b8950a-8594-4e5b-8dce-0dfadc696358",
"snapshot": "/pool-001/local/proj-001/snap-001"

-
el

2=71= A LUNS| URIE ZE&fst= 9|2| &llH et 8| HTTP &&lf 201 (Created)S
LICt 222 JSON Aol R E |UN S& ZEBE ZaH§HC}

pOd:

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01/luns/vol-001

rL ox
riok oy
o r9.£

W
)

{
“lun”: {
"name": "vol-001",
}
}
LUN =%

LUN =4 B2 7|2 LUNS| £48 HAZ UL

H12-22 URI DH7H A4

Of7HE 2~ M

pool rg22| 202

project D2HE 0|2

lun LUN OIE
LY 0L - 25 SE YL - LUN £ DRHE S2 Y25 278 4 gLt
LUN O|E& "vol-01"0| M "new-name"22 H A= 22| of:

POST /api/storage/v1/pools/gold/projects/proj-01/luns/vol-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “new-name”,
}
MEe SEES HTTP AEH 202 (Accepted)S BFHaH5tD 2 E LUN S2 HEE LIF§HLCt
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AL Y 27 2]
S o:
HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/gold/projects/proj-01/luns/new-name
{
“lun”: {
“name”: “new-name”,
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,
}
}
Lun 44
LUN A4 HH2 A YE & £= Z2HE9| T LUNS A AU CE
= 12-23 URI Of7 4~
Of7HEA 2~ MY
pool 2E2|2 &0l
project Z2AE 0|
lun LUN O|&
24 o
DELETE /pools/gold/projects/proj-01/luns/lun-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json
MBS 7HH 27| = HTTP A€l 204(No Content)E BHatgtL|Ct.
SEA:
HTTP/1.1 204 No-Content
ALHAE Ol & -" AFOH
— -l A —IZ g
DE AGAr Arojo| WOl A HE B EL TRMER A ZFLICH E5 AYAL 21Qj0] W9
£ It AAR = LUN 22 48e 4+ AsH ot
B Z2E ODZHE 7|0t AL 2Q10]| TSt URI= /api/storage/v1/pools/{pool}/
projects/{project}= A|ZrEIL|C},
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B 2= I AAR 7|EE AHAE 2EQ10] CiSE URI= /api/storage/vl/pools/{pool}/
projects/{project}/filesystems/{filesystem}2 2 A|ZtElL|C},

B 2E LUN 7|8k ARHAR 20|l CHSH URIE= /api/storage/vl/pools/{pool}/projects/
{project}/luns/{lun}22 A|ZEL|C}

H 12-24 HH

24 Z2 /api/storage/v1 a9

GET /snapshots 2E 2Z AHAS LIERILTH

GET /pools/<poold/projects / DE ZZHE AWAZS LIEEL
<project>/snapshots Ct

GET /pools/<pooly/projects / DE OY A AR AHAS LIS
<projectd/filesystems / =3
(filesystem>/snapshots

GET /pools/<pool/projects / 2E LUN &R LIEEL T
<project>/luns/<lun) /snapshots

GET /pools/<pool>/projects / D2HUE AHANE PEE THA
{projectd>/snapshots/<{snapshot> | SLICt

GET /pools/<{pool>/projects / I A AR AMAEME YEHE Tt
<projecty/filesystems / ALt
<filesystem>/snapshots /
<snapshot>

GET /pools/<poold/projects / LUN 2-AF M2 FEE 7t gL
<project>/luns/<lund / Ct.
snapshots/<snapshot>

POST /pools/<pool>/projects / ODZ2HE ALHARS Ot L|C}
<project>/snapshots

POST /pools/<pool)/projects / oY A|AR AHARS OHSL|CH
<{project)>/filesystems /
(filesystem>/snapshots

POST /pools/<pool>/projects / LUN AHAES OHEL|CH
<project>/luns/<lund /snapshots

PUT /pools/<pool>/projects / DZ2AUE AHAS £HFIL|CH
<project>/snapshots/{snapshot)

PUT /pools/<poold/projects / QI A|AEN ALHAES ANHBH|CH
<project)/filesystems /
<filesystem>/snapshots /
{snapshot)>

PUT /pools/<pool>/projects / LUN AHARS 4T CF
<projecty/luns/<lund /
snapshots/<snapshot>

PUT /pools/<pool>/projects / MY A|AR AHARS S2|FLICH

{projectd/filesystems /
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A Z 2 /api/storage/v1 M
<filesystem>/snapshots /
{snapshot)>/clone

PUT /pools/<pooly/projects / LUN AHARS SAEHLIC
<project>/luns/<lund /
snapshots/<snapshot>/clone

PUT /pools/<pool)/projects / GIO|HE 2| E T A|AR] A
<project>/filesystems / Ao 2 SHHSHLICE
<filesystem>/snapshots /
<{snapshot)>/rollback

PUT /pools/<pool>/projects / HIO|E{E R|HE LUN AHAIC 2
<projectd/lun/<lun) /snapshots/ | SE4EL|CH,
<snapshot>/rollback

DELETE /pools/<pooly/projects / OZ2HE AHARS ARR|EHL|C}
{project>/snapshots/<snapshot)>

DELETE /pools/<{pool>/projects / Y A|AER AHAES AR EFL|CH
<project>/filesystems /
<filesystem>/snapshots /
<snapshot>

DELETE /pools/<pooly/projects / LUN A-AES AL CH
<project>/luns/<lund /
snapshots/<snapshot>

GET /pools/<pool>/projects / D2HE AKAFZA S22 LY
{project>/snapshots/ shL|ct
<snapshot> /dependents

GET /pools/<pool>/projects / O A AR AMAEZE SRS L
<{project)/filesystems / G ct.
<filesystem>/snapshots /
{snapshot>/dependents

GET /pools/<pool>/projects / LUN A4 24 S =8 LIERY
<project>/lun/<lund /snapshots/ | C}.
<snapshot> /dependents

POST /pools/<pool>/projects / M EZ2AHE 215 AHAS OHEL
<project>/automatic ct.

GET /pools/<pool)/projects / AEE B2HE 245 AHESE
{project>/automatic / dEE It FLCt.
<automatic>

GET /pools/<pool>/projects / DE DZE S AUAL ZHH| 2
{projectd>/automatic Lt st Ct,

PUT /pools/<pool>/projects / AEE B2HE 2tF AHAF A
<{project)/automatic / £ YLt

<automatic>

Oracle ZFS Storage Appliance RESTful
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A 2 /api/storage/v1 M

DELETE /pools/<pool)/projects / A EE 2tE A E AA L CH
<projecty/automatic /
<automatic>

POST /pools/<{pool>/projects / AN IHY A|AE Z2HE AHAES OHE
<projecty/filesystems / Lict,
<filesystem»/automatic

GET /pools/<pool)/projects / A|HE oY A AR 2tE ARAE S
<project)/filesystems / £ JdEE 7t- gL
{filesystem)>/automatic /
<automatic>

GET /pools/{pool>/projects / DE T A|AE LS ALHAE ZHZ|
<project>/filesystems / £ Lttt
(filesystem>/automatic

PUT /pools/<pool>/projects / A G E OFY A AR 2HE AHAE 2
<{project)/filesystems / HE gLt
<filesystem>/automatic /
<automatic>

DELETE /pools/<pooly/projects / A EE S HHE AAH T CH
<project>/filesystems /
<filesystem>/automatic /
<automatic>

POST /pools/<pool>/projects / M LUN 25 AR4EE BHELCH
<projecty/luns/<lun/automatic

GET /pools/<poold/projects / Z|HE LUN At AHAFS 2 HE
<projectd/luns/<lund/ £ 7t-dgLct
automatic /<automatic>

GET /pools/{pool>/projects / DS LUN Az AHAE ZHY S LIS
<projecty/luns/<lun>/automatic | EHL|Ct.

PUT /pools/<pool>/projects / 2| EE LUN AtEs AHAE A E
<projectd/luns/<lund/ dggLct.
automatic /<automatic>

DELETE /pools/<pooly/projects / A EE 24 HAHE AAFLCE

<project>/luns/<lun>/
automatic /<automatic>

O{ S2f0[AL0M ALE

BHE A AAY EE LU

Qe O{Z2}0|AAZ LY
N AEAFS EBHLICH

LIZSLICH @3 URIO T2t 222 O
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|>
(s
=
=
e
o))
1]
ogt
>

H 12-25

Hd /api/storage/v1/pools/{pool}/projects/{project}

=]

List Project Snapshots /snapshots

List filesystem snapshots /filesystems/{share}/snapshots

List lun snapshots /lun/{share}/snapshots

239

GET /api/storage/v1l/pools/gold/projects/default/snapshots
Accept: application/json

Ch qu

HTTP/1.1 200 OK
Content-Type: application/json

00

{
"snapshots": [{
"id": "3fbbcccf-d058-4502-8844-6feeffdf4cb5",
"display_name": "snap-001",
“display_description": "Daily backup",
"volume id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created at": "2012-02-29T03:50:07Z"
oA
"id": "e479997c-650b-40a4-9dfe-77655818b0d2",
"display_name": "snap-002",
"display_description": "Weekly backup",
"volume id": "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"status": "available",
"size": 25,
"created at": "2012-03-19T01:52:47Z"
H
}

L

Y AEAO| THEt 25 HEE SLCH 43 Al HTTP &l 200(0K)=

GET /api/storage/vl/pools/gold/projects/default/snapshots/snap-001
Accept: application/json

of|:

HTTP/1.1 200 OK

C

0/0
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Agiat ol 27 2
Content-Type: application/json
{
"snapshot": {
"id": "3fbbcccf-d058-4502-8844-6feeffdfacbs"”,
"display name": "snap-001",
"display description": "Daily backup",
"volume id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c"
"status": "available",
"size": 30,
"created at": "2012-02-29T03:50:07Z"
}
}
A LHALE O = I
ARAEOISY| B2 D2AE I AAR = LUNO| st A4S BHS LT
m IDZAHE AWMHAFOLST| - pOST /pools/{pool}/projects/{project}/snapshots
B IO A|AE ALHAEOFS D] - POST /pools/{pool}/projects/{project}/filesystems/
{share}/snapshots
B =5 AYAEOLSD| - POST /pools/{pool}/projects/{project}/luns/{lun}/
snapshots
23 0:

POST /api/storage/vl/pools/gold/projects/default/snapshots
Content-Type: application/json

{"name":

off:

HTTP/1.1 201 Created

Content-Type: application/json
Location: /pools/gold/projects/default/
snapshot/initial-backup

"initial-backup"}

Cth

=3
od

"snapshot": {

"name": "initial-backup",
"numclones": 0,
"creation": "20130610T21:00:49",
"collection": "local",
"project": "default",
"canonical name": "gold/local/default@initial-backup",
"usage": {

"unique": 0.0,

"loading": false,

"data": 145408.0
I

"type": "snapshot",

12%

AE2|2| MH|A
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"id": "a26abd24-e22b-62b2-0000-000000000000",
‘pool": "gold"
}
}
ALHA |E |- |
A AR O|F HHLY
7|& AWARO| 0|22 HIELICE
B 2 URI- APAE 32 AHAF OIS
B 2 22 - M AYA 0SS Z&s6t= name OH7HH 42| JSON ZH|
240

PUT /api/storage/vl/pools/gold/projects/default/snapshots/initial-snapshot
Content-Type: application/json
Accept: application/json

{“name”:”old-snapshot”}
o .

S

HTTP/1.1 202 Accepted

Content-Type: application/json
Location: /pools/gold/projects/default/snapshot/initial-backup

L
Ausr 2
7|2 AHARO| A A THY A|ABH = LUNS BHSLICH

24 URI A THY A|AH:
PUT /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/{snap}/clone
=28 =4l

PUT /pools/{pool}/projects/{project}/luns/{lun}/snapshots/{snapshot}/clone

H12-26 URI OH7HH 4~
o7 Ad
pool AN EO0|F
project an D2HE 0|
filesystem LA ZF O|S(MY A|A- ARAR)

S8 T2 T2 20 QIEIHO|A HYA - 20144 62
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Oi7H Mg
lun 24 R 0[S (LUN 2 HAEE)
snapshot AN ALHAEO|Z2

23 22213 S8 3wt

H12-27 SAH LA SEYE
2% e e
string pool Ciet =4 & 018
string project Oi4 24 Z2HE 0|8
string lun CH4Af LUN O|Z2(LUN AHARR)
24 o

PUT /api/storage/vl/pools/gold/projects/default/filesystems/fs01/
snapshots/snap@1/clone

{"project":"rest", "share":"snap@lclone@l", "compression": "gzip-9"}
orC .
SHO:

HTTP/1.1 201 Created

Content-Length: 2035

X-Zfssa-Storage-Api: 1.0

Location: /api/storage/vl/pools/gold/projects/rest/filesystem/snap@lclone@l
Content-Type: application/json; charset=utf-8

{
"filesystem": {
"origin": {
"project": "default",
"share": "fs0l1",
"snapshot": "snap@l",
"pool": "gold",
"collection": "local"
I
"href": "/api/storage/v1l/pools/gold/projects/rest/filesystems/snap@lclone@l",
"mountpoint": "/export/snap@lclone@l",
"compression": "gzip-9",
"source": {
"compression": "local",
I
"canonical name": "gold/local/rest/snap@lclone@l"
}
}
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AHAES EUGHH AHAFO| AR E|US W AA T A|AR = LUNO| aliE AE
LHEILCH M5t 2EE HTTP A€l 202(Accepted) 2 JSON S AIO| ALHAE
£ HtekgiLc

PUT /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/{snap}/rollback
LUN AGAF SH:

PUT /pools/{pool}/projects/{project}/luns/{lun}/snapshots/{snapshot}/rollback

#12-28 URI OH7HH 4
OH7HtA 4 MY
pool AN FO|E
project AN ODZHME 0|2
filesystemn A T A LS O S (Y A|AR ARAE
lun 22 LUN O|S(LUN 2-i4E8)
snapshot e =
23 9:

PUT /api/storage/v1l/pools/gold/projects/default/filesystems/fs-01
/snapshots/initial-backup/rollback

Sg ol

HTTP/1.1 202 Accepted
Location: /pools/gold/projects/default/filesystems/fs-01/snapshot/fs-01-initial-clone
Content-Type: application/json

{
"snapshot": {
"name": "fs-0l-initial-clone",
"numclones": 0,
"creation": "20130610T21:00:49",
"filesystem": "fs-01",
"collection": "local",
"project": "default",
"canonical name": "gold/local/default/
fs-01@fs-01-initial-clone",
"usage": {
"unique": 0.0,
"loading": false,
"data": 31744.0
I
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"type": "snapshot",
"id": "5c9bda0d7-21cl-2238-0000-000000000000",

"pool”: "gold"
}

}

A LHAE AF

2 HAE A

LRAEAA BHE2 AL Z2HE T AJAR E= LUN 2AHARS AMAIRLCE

B X|ZHE AUHARO| CH ALHAE AFR| - DELETE /snapshots/{snapshot id}

m ZYE E 0|5, Z2HE 0|5 U AW 0|52 TRHE AA AR - DELETE /

pools/{pool}/projects/{project}/snapshots/{snapshot name}
B XYE Z 0|8, Z2AE 0|8, ItY AL 0| L ARAE O|S 9| Y A| AR ARHAE

AFA| - DELETE /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/
{snapshot name}

m ZYE E 0|5, Z2HE 0|5, IHY AAH 0|5 L A4 0|20| T} AjAe
LUN AFA| - DELETE /pools/{pool}/projects/{project}/luns/{lun}/snapshots/
{snapshot_name}

230!

PUT /pools/gold/projects/default/filesystems/fs-01/
snapshots/initial-backup HTTP/1.1

45t AAl= HTTP &€ 204(No Content)E gretgfLCt

HTTP/1.1 204 No-Content

B1220 AYAES HS LY Y BN
Hd /api/storage/v1/pools/{pool}/projects/{project}
List Filesystem Dependents /filesystems/{share}/snapshots/{snapshot}/
dependents
List Volume Dependents lun/{lun}/snapshots/{snapshot}/dependents
#12-30 URI OH7HH 4~
7R MY
pool AA”R AER[Z] 22| 0|F
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A7|0}

A 7|0}

160

AE2L ol A7[0t S5

Of7HH =~ A9
project Z2HE 0|5
filesystem o A A8 O|&
lun LUN O|&

24 o

GET /apistorage/vl/pools/gold/projects/default/filesystems/fs0l/
snapshots/snap@1l/dependents
Accept: application/json

ofl:

HTTP/1.1 200 OK
X-Zfssa-Storage-Api: 1.0
Content-Type: application/json; charset=utf-8

Ch

olo

X-Zfssa-Api-Version: 1.0
{
"dependents": [
{
"project": "rest",
"href": "/api/storage/v1l/pools/gold/projects/rest/filesystems/snap@lclone@l",
"share": "snap@lclone@l"
I
{
"project": "rest",
"href": "/api/storage/v1l/pools/gold/projects/rest/filesystems/snap@lclone@2",
"share": "snap@lclone@2"
I
{
"project": "rest",
"href": "/api/storage/v1l/pools/gold/projects/rest/filesystems/snap@lclone@3",
"share": "snap@lclone@3"
}
1
}

FEE H2 Lo

—

H 12-31 AT |OSEHE
24 A= /api/storage/v1 44
GET /schema ZENAS A7|0 S5 EE HAHE
LiggtLct,
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A7|0}

A 2 /api/storage/v1 M

GET /schema/<property> A|8E NAS A7|0t 558 2 S5
YEE TSt

POST /schema M NAS &7|0t S& ZEE ¢4
Ct.

PUT /schema/<property> A|EE NAS 27|01 S5 HE A
£ YL

DELETE /schema/<property> Z|HE NAS A7|0F 52 &2 245
£ ArAgLct

A2t Ho| 55 HE 0|50 M50 "custom:"2 275t Z2HE T A|AG G LUN
24
o

oflAf 2t AL22t

=
o A7|0} 55 Y2E BT 4 Ust.

O|lE S04, O3 "PUT" 22 0|50| "priority"¢! 12 int 58§ FEE £ FLICH

{"custom:priority": 5}

H12-32 A7|0F Of7HHS
Oj7HHa g
property S5 dEo| 0|5 (AT + 8l8)
description S5 dE Y (E2RA QoA
type FH(“String”, “Integer”, “Positivelnteger”,
“Boolean”, “EmailAddress”, “Host”)
= 2 |.O:I

27|10t S5 ZEE LHEUL

2389

GET /api/storage/v1l/schema

"/api/storage/v1l/schema/bob",

Z1hof|:
{
"properties": [{
"description": "bob",
"href":
"property": "bob",
"type": "String"
Ao
"description": "boo",
"href":

"/api/storage/v1l/schema/boo",
"property": "boo",
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A7|0

"type": "String"
H

-

S5 2 73|

£7|0t S5 2 E M4 S

2389

GET /api/storage/vl/schema/priority

2o
{
"property": {
"description": "priority",
"href": "/api/storage/vl/schema/priority",
"property": "bob"
"type": "Integer"
}
}

E2 MY OISy

o T —

M 2710t S5 EE 2SO

-/ —
23 o

POST /api/storage/vl/schema HTTP/1.1
Host: zfssa.example.com:215
Content-Type: application/json
Content-Length: 64

{"property":"priority", "type":"Integer", "description":"Oh my"}
A1 o

HTTP/1.1 201 Created

Content-Length: 89

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json

Location: /api/storage/vl/schema/priority

{
"property": {
"href": "/api/storage/vl/schema",
"type": "Integer",
"description": "Oh my"
}
}
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=4

PUT /api/storage/vl/schema/priority

{"description":"My custom priority level"}

22t off:

HTTP/1.1 202 Accepted
X-Zfssa-Nas-Api: 1.0
Content-Type: application/json
Content-Length: 90

{
"property": {
"href": "//api/storage/vl/schema/priority",
"type": "Integer",
"description": "My custom priority level"
}
}

£7(0r S5 EE AAHFLCH

DELETE /api/storage/vl/schema/me HTTP/1.1

22t off:

HTTP/1.1 204 No Content

2| A 22|= CH2 Oracle ZFS Storage Appliance®?te| ZZ2HE
sH|C}
[=] .

0K

2 =3

i

Z: 22|+ Oracle ZFS Storage ApplianceOf| A AFE0| &{7}+=! 7|
API7t ol 7|58 Hel-tLCt ME|AE CHS URIOIAM ALE S

host.example.com:215/api/storage/vl/replication

0|0 =4| RESTful
UESLICt https://

22| RESTful APl= Gt 2|AA S Z2|§hc,

123 AE2|Z| MH|A

ZO0[3tA|
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S AHIA - 22 2942 Balshs MElAYLCH

=3 O - CH2 012210914 TOj (A A)0f A BH|E ClO[EIS 2D MYt OfS
0|12 T|of@lLC}, 0] Ofi= 0 B210| A CIE 0fBato|otA0| 2AE 4 =2
3h OfZafo|oiA0l T4 AX|E o|oj3h|= BHLich

=R e -IeME £ B9 Oy 0jZ240/o1A U U SH(AE0IS 27| ¢
=, GlO|EIS 7% 20| I8t O S Be)S AW A4 0{B20
3 24 ZxjelLict

== 14717 - ChZ0IA 2Qlo] SHTEl HELICH S AA0N 3 Aelo] o

Zofo|Q A0 Chat 74 H LC AA

=22 SA|E H0|H S &Halst= Y Of
01“ 20| AAO| 2 U2 THY O S2H0| AL M Hatstr| sttol IH7 | A|2f A 2| o
J1gite| 3R UPURIO"—I Ch = S o A7t &2 A 2 /IH7| 2] & L HA
= YH|0[ES 2S0{0F FLTY.

ZFSSA APl= =4 2t 2 =4 I§7 | 2|0f tist =A| 2tS A SELICH AB|A APIE =4
MB|A, SA 24 A 54| tehS &t2|sk= o AR E L.

= o g

H 12-33 S MH|A~ HH

24 A= /api/service/v1/services 44

GET /replication A MH|A ME S5 ZEE THA
St

PUT /replication/enable A MH[AE AtB2 2 FHEIL
C}.

PUT /replication/disable S| MH|IAE A otetez 43
e ct
ShL|CY,

=3 MH|A 7} 27
4| M| 22| HEHE 7HM LT

2389

GET /api/service/vl/services/replication HTTP/1.1
Host: zfssa.example.com:215

Authorization: Basic ab6rt4psMWE=

Accept: application/json

22t off:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Replication-Api: 1.0

{

"service": {
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=A oy

=A the

"<status>": "online",

"href": "/service/vl/services/replication",
"sources": [],

"targets": []

EZ-" A—IH'A AI-EH Azi

Ch2 MHIAQL DRRIZER| 2 2| MH|A AE|E 28 4 QUSLICE 243 LIRS AH|A
RESTful APIE &RsIHA|2.

O EE AE 7tstt 54 e 38 S 20 SLIC

H12-34 =A| Cheh HH
FH Z2 /api/service/v1/services Ay
POST /replication/targets M 2| CHAHS otSL|C}
GET /replication/targets/<target) 2| H4E B4 e S5 FEE A

F4ct

GET /replication/targets = S et A& LE Lt
PUT /replication/targets/<target> él;éj%' S| ChA A E - T
DELETE /replication/targets/<target> A GE Che A E AAELICH

2| Ci4 Lhed

AL-OIM AEE & Us 2E =4 tidS LS -LCH
230!

GET /api/service/vl/services/replication/targets HTTP/1.1
Host: zfssa-storage.example.com:215

Authorization: Basic ab6rt4psMWE=

Accept: application/json

Sg of:

HTTP/1.1 200 OK
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=A oy

X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"targets": [{
"actions": 0,
"address": "10.80.231.52:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "luxor",
"href": "/service/vl/services/replication/targets/target-000",
"label": "luxor"
H
}

=t 7t 27|

O] FH2 the COJE0l| ALEE &~ U= ARE 7tse AE2(2] & 558 Zelsiol oY =

o2 MlI: =
Al Lol M5 2S5 LI td2 sl href(target-000) £= <n ame>=Cvalue>
EROY| 25l HAMAELICE

2389

GET api/service/vl/services/replication/targets/hostname=luxor HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: zfs-storage.example.com:215

Accept: application/json

SE of:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 337

{
"hostname=luxor": {
"actions": 0,
"address": "10.80.231.52:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "luxor",
"href": "/service/vl/services/replication/targets/hostname=luxor",
"label": "luxor"
}
}

At 2=

A =Aof oist M =A cidS 2SHCEH

23 o
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e

POST /api/replication/vl/targets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"hostname":"example", “root password”:”letmein”, “label”:"east”}
ol .
ZS't; CHL

HTTP/1.1 201 Created

Content-Length: 135

Content-Type: application/json

Location: /service/vl/services/replication/targets/target-000
X-Zfssa-Replication-Api: 1.0

{
"target": {
"actions": 0,
"address": "123.45.78.9:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "example",
"href": "/service/vl/services/replication/targets/target-000",
"label": "east"
}
}

= ol A

Ol dH2 7|2 24 thAS AMAIELICE.
239

DELETE /service/vl/services/replication/targets/target-000 HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMWE=

‘&t A= HTTP A€ 204(No Content)E gHetefLC.
HTTP/1.1 204 No-Content

X-Zfssa-Replication-Api: 1.0

=4 22 HIo|EE A Lol SAISHE w212 FolgLCh 0l2{%t BF2 =41 2fYS

I — =/

e gL ct.
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GET /replication/actions DE EA &Y HHE LILELICH
GET /replication/actions/<ra_id» AZE =X 2y S5 FEE THA
St
POST /replication/actions M A4 2+ 0S|
PUT /replication/actions/<ra_id> AZE =4 2 HAE L
Ct.
DELETE /replication/actions/<ra_id> AEE BA 2Y HAZE A
=
PUT /replication/actions/<ra_id> / MEHE B4 20 S Al2EHLC
sendupdate
PUT /replication/actions/<ra_id> / MEHE 24 21 S SA|
cancelupdate
GET /replication/actions/<ra_id)> / DE EX 2 UH A E LFe
schedules =3
GET /replication/actions/<ra_id> / AEE B4 Y Ud S5 HZEE
schedules/<ra_schedule> M &Lt
POST /replication/actions/<ra_id)> / M S 2 dHS P CH
schedules
PUT /replication/actions/<ra_id> / [EE =4 21 2F HHE £
schedules/<ra_schedule> Lt
DELETE /replication/actions/<ra_id)> / AEE SA Y LY WA Z AL
schedules/<ra_schedule> e ct
GET /pools/<pooly/projects / 2E S Y HAHE LHRLICH
<project>/replication/actions
GET /pools/<pool)/projects / AEE B4 24Y 55 HdEE 7HA
<project)/replication/actions / St
ra_id>
POST /pools/<pool>/projects / M S 2t aH=7|
<project>/replication/actions
PUT /pools/<pool>/projects / AZE =4 2 HAE L
{project>/replication/actions / ct.
ra_id)
DELETE /pools/<pooly/projects / A HE B4 2 HHE AR
{project>/replication/actions / =
{ra_id>
PUT /pools/<{pool>/projects / MEHE B4 2GS Al2EHL C
<project>/replication/actions /
<ra_id>/sendupdate
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PUT /pools/<pool)/projects / MELEl B4 Y S SA|-
{project>/replication/actions /
<ra_id>/cancelupdate

GET /pools/<{pool>/projects / DE S Y UY HAE LigE
<{project)/replication/actions / Lict,
<ra_id>/schedules

GET /pools/<pool)/projects / ALEE B4 24y UdH SE HEE
<{projectd/replication/actions / 7t4 gLt
<ra_id>/schedules /<ra_
schedule>

POST /pools/<pooly/projects / M EA 2 ddS etsL Tt
{project>/replication/actions /
{ra_id>/schedules

PUT /pools/<pool>/projects / AHE B4 2 LY HAE =3
<project>/replication/actions / L ct
<ra_id>/schedules /<ra_
schedule>

DELETE /pools/<pooly/projects / A EE BH 2 UY HAZ AL
{project>/replication/actions / S|ct
<ra_id>/schedules /<ra_
schedule>

GET /pools/<pool>/projects / 2E S 2 HAE LIFRLICH
<project>/filesystems /
<filesystem>/replication /actions

GET /pools/<poold/projects / 2| Y= B 2 S2 HAEE A
<project>/filesystems / SLCt.
<filesystem/replication /
actions/<ra_id>

POST /pools/<pool>/projects / A £ 2t 0rE 7|
<project>/filesystems /
(filesystem>/replication /actions

PUT /pools/<pool>/projects / AYE BA A A E +ESEY
<project>/filesystems / Ct.
{filesystem>/replication /
actions/<ra_id>

DELETE /pools/<pooly/projects / A e B4 2 HHE AL
<project>/filesystems / Ct.
<filesystem>/replication /
actions/<ra_id>

GET /pools/<pool>/projects / MU A|AE 22 2t DS THA

<project>/filesystems /
<filesystem>/replication

SLIC.
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PUT /pools/<{pool>/projects / I A|AE B3| 2t MHE £
<project>/filesystems / e Ct.
<filesystem/replication

PUT /pools/<{pool>/projects / MEHE S| 20 A[ZELC}
<project)>/filesystems /
<filesystem>/replication /
actions/<ra_id>/sendupdate

PUT /pools/<pool>/projects / MELE 54 28 SR gL Ct
<project>/filesystems /
{filesystem>/replication /
actions/<ra_id>/cancelupdate

GET /pools/<poold/projects / DE EA &Y 2dY A E LI
<projectd/filesystems / =3

<filesystem>/replication /
actions/<ra_id>/schedules

GET /pools/<pool>/projects / AEE B4 Y U S5 FEE
<project)/filesystems / M &Lt
<filesystem>/replication /
actions/<ra_id>/schedules /<ra_
schedule>

POST /pools/<pool>/projects / M2 2y YYS ehsLct
{project>/filesystems /

<filesystem>/replication /
actions/<ra_id>/schedules

PUT /pools/<{pool>/projects / AZE =AY LY HHE £+
<{project)/filesystems / Lct

<filesystem>/replication /
actions/<ra_id>/schedules /<ra_
schedule>

ne
oX
N
é
W
1z
=

DELETE /pools/<poold/projects / A HE B4 2
<project)/filesystems / _uct.
<filesystem>/replication /
actions/<ra_id>/schedules /<ra_
schedule>

GET /pools/<pool>/projects / 2
<project>/luns/<lun) /
replication/actions

rin
T
=
i
1%
N
é
i
°
ne
]
r
o

GET /pools/<pool>/projects / AEE B4 2Y 55 dEE 7HA
<project)/luns/<lun) / St
replication/actions/<ra_id>

POST /pools/<pool>/projects / A £ 2t OFE 7|
<project>/luns/<lund /
replication/actions
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PUT /pools/<pool>/projects / AEE B4 2Y HAE +He
<projectd/luns/<lund / Ct
replication/actions/<ra_id>

DELETE /pools/<{pool>/projects / A|GE SH 2y HAE AAEL
<projectd/luns/<lun) / Ct.
replication/actions/<ra_id>

GET /pools/<pool>/projects / LUN 22 2t 482 JtAFL|Ct.
<project>/luns/<lund /
replication

PUT /pools/<pooly/projects / LUN 24| 2] 432 &L ct
<project>/luns/<lun) /
replication

PUT /pools/<pool>/projects / MEHE 24| 21 S Al2EHL C
<project>/luns/<lund> /
replication/actions/<ra_id> /
sendupdate

PUT /pools/<pooly/projects / MEEl 24| 2448 SR
<project>/luns/<lun) /
replication/actions/<ra_id> /
cancelupdate

GET /pools/<pool>/projects / DE B Y UY HAE LEE
<projectd/luns/<lun) / L|Ct.
replication/actions/<ra_id> /
schedules

GET /pools/<poold/projects / AEE B4 Y UH S5 FEE
<project>/luns/<luny / 7tM&H
replication/actions/<ra_id> /
schedules/<ra_schedule>

POST /pools/<pooly/projects / M EA 2 dYS otsL
<project>/luns/<lun) /
replication/actions/<ra_id> /
schedules

PUT /pools/<pool)/projects / [EE 24 21Y dE HAE =4
<project>/luns/<lund / S| ct
replication/actions/<ra_id> /
schedules/<ra_schedule>

DELETE /pools/<pool>/projects / AEE BA 2 LY HAZ AL

<project>/luns/<lun) /
replication/actions/<ra_id> /
schedules/<ra_schedule>
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GET /api/storage/vl/replication/actions HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Accept: application/json

Sg of:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"actions": [{
"href": ""
oA
"href": "",
]
}

23| 29 71427

=AY e 7tH 27| HE2 o IDo)| 2ofsh A g E HY =4 AYel HEE
ct.

239

GET /api/storage/vl/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Accept: application/json

25 of;

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

"action": {
"average throughput": 0.0,
"bytes sent": 0.0,
"collection": "local",
"continuous": false,
"enabled": true,
"estimated size": 0.0,
"estimated time left": 0.0,
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"href": "/api/storage/vl/replication/actions",
"id": "8373d331-de60-e590-90e8-9ad69fcbdaec",
"include snaps": true,

"last sync": "20130916T21:36:50",

"last try": "20130916T21:36:50",
"max_bandwidth": 0,

"pool": "gold",

"project": "blahl",

"share": "fsl1",

"state": "sending",

"target": "38094753-6c90-49ed-aa%92-995a296d432a",
"use ssl": true

-

Initial values:
target = (unset)
pool = (unset)
enabled = true
continuous = false
include snaps = true
max_bandwidth = unlimited
bytes sent = 0
estimated size = 0
estimated time left = 0
average throughput = 0
use ssl = true

239

POST /api/storage/vl/replication/actions HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMWE=

Content-Type: application/json

Content-Length: 121

Accept: application/json

"pool": "gold",

"project": "bluel",

"share": "fsl",

"target pool": "pooll",

"target": "38094753-6c90-49ed-aa92-995a296d432a"
}

Sg of:

HTTP/1.1 201 Created
Content-Length: 506

12%
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Content-Type: application/json
Location: /api/storage/vl/replication/action/8373d331-de60-e590-90e8-9ad69fcbdaec
X-Zfssa-Replication-Api: 1.0

"action": {
"project": "bluel",
"target": "38094753-6c90-49ed-aa%92-995a296d432a",
"bytes sent": 0.0,
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"collection": "local",
"estimated size": 0.0,
"state": "idle",
"href": "/api/storage/vl/replication/pools/gold/projects/blahl/shares/fsl/
actions/8373d331-de60-e590-90e8-9ad69fcbdaec",
"average throughput": 0.0,
"use ssl": true,
"estimated time left": 0.0,
"share": "fsl",
"id": "8373d331-de60-e590-90e8-9ad69fcbdaec",
"pool": "gold",
"include snaps": true

PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc HTTP/1.

Host: zfs-storage.example.com:215
Authorization: Basic ab6rt4psMWE=
Content-Type: application/json

{"use_ssl": false}
o .
S ol

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

"action": {
"target id": "407642ae-91b5-681c-de5e-afcd5cbf2974",
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"dedup": false,
"use ssl": false,
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"id": "c141d88d-ffd2-6730-d489-b71905f340cc",
"include snaps": true

-
-

18°]
In

jo|E 2|4

>

A S =A| UCIOIES FAFLIC

=

PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/cancelupdate HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMWE=

2g o

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

0]

YCIOIE HE

=A| YHIO|ES 7ttt et ®a| AlAS== ofofgiL(Ct.

230!

PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/sendupdate HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Sg of:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

= 2 AA|

7|2 =A AYS AL,

=
23 0:
DELETE /api/storage/vl/replication/actions/e7e688b1-ff07-474f-d5cd-cac08293506e
HTTP/1.1

Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMWE=

A5 A= HTTP AEll 204(No Content)E BHatgtL|Ct
SH

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0
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=A 24 2 IH7| X HFYL|CH

H 12-36 SAH AN L TF|Z| HH

2 /api/storage/v1 =l

GET /replication/sources SA AAE LIEEL T

GET /replication/sources/<source B3 AL ME ZEE LIEELICH

GET /replication/sources/<sourced> / | X Q& S| {7 |2 & 7t LICt.
packages/<package)

PUT /replication/sources/<source) / | X|&E S| I{7|2|E F~H LT
packages/<{package>

DELETE /replication/sources/<sourced / | Z|¥E 22| I{j7|2| S AHA|EL|Ct.
packages/<package)

PUT /replication/sources/<source> / | Z| Q= T{7|Z|of CHEt
packages/<package) / cancelupdateE AL T
cancelupdate

PUT /replication/sources/<source> / | A 4= TH7|2|0f| CHEt severE A&
packages/<packagep/sever _ct.

PUT /replication/sources/<source> / | A|@=l TH7|2|0j| CHEt reverseE A
packages/<package>/reverse Ayt

PUT /replication/sources/<source) / | A|ZE TH7|R|E g,
packages/<{package>/clone

GET /replication/sources/<sourced> / | &7 5 Y& Z2=S LIEELICH
packages/<package)/clone /
conflicts

GET /replication/sources/<source> / | {7|X| T2HEES LIFFL|CH
packages/<package)/projects

GET /replication/sources/<source> / | 7| ZR2HEE It FL|C}
packages/<package)/projects /

{project>

PUT /replication/sources/<source> / | H7|X| TR2HEEZ £ZFL|CH
packages/<{package>/projects /
<project>

GET /replication/sources/<source) / | 7| Z2HE 5 AtEHES 7}
packages/<{package>/projects / | H-SLIC}.
{project>/usage/groups

GET /replication/sources/<sourced> / | I{7|X| ZR2HE ALE2} AIRES
packages/<packagep/projects / | 7tASLIC}.
<project>/usage/users

o I
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POST /replication/sources/<sourced> / | Al AHARS ORSL|CH
packages/<package)/projects /
{projecty/snapshots

GET /replication/sources/<source> / | A|IZE AHA SE ZEE 7HHS
packages/<{package>/projects / | LICt.
<project>/snapshots/{snapshot)

GET /replication/sources/<{sourced / | BE AHAF WA S LIGEHLICH
packages/<{package)/projects /
{projecty/snapshots

DELETE /replication/sources/<sourced> / | QS AHAF U E AR ELICH
packages/<package)/projects /
{project>/snapshots/<snapshot)>

PUT /replication/sources/<sourced> / | I{7|X| Z2HE AHAO| 0|FS
packages/<{package>/projects / | HFEL|C}.
<project>/snapshots/{snapshot)

POST /replication/sources/<{sourced> / | A T{Z|R]| Z2HE 245 AHAZS
packages/<{package>/projects / | BFSL|C}.
{project>/automatic

GET /replication/sources/<sourced / | A|¥E 7 || T2HE 245 AH
packages/<{package)/projects / | & S5 YL E 7IH{ZLICt.
{projecty/automatic /
<automatic)

GET /replication/sources/<source> / | 2E L7 |X| Z2HE 2|5 AL
packages/<packaged/projects / | ZH2|E LtEEL|Ct
{project>/automatic

PUT /replication/sources/<sourced / | X Y& 7 || TR2HE 245 AH
packages/<packaged/projects / | Ak || £ EtL|C}
{project>/automatic /
<automatic®

DELETE /replication/sources/<source) / | X ¥E 5 HAHE AAELIC
packages/<{package)/projects /
<projecty/automatic /
<automatic>

GET /replication/sources/<sourced / | T{7|Z| T} A|AES LIFFHL|C
packages/<package)/projects /
<project>/filesystems

GET [replication/sources/<source> / | TH7|Z] T} A|ARS I ZL|CL,
packages/<{package>/projects /
<project>/filesystems /
filesystem>

PUT /replication/sources/<source) / | T{7|Z| T A|ARS A FHL|CH

packages/<package)/projects /
<project)/filesystems /
filesystem)

=]
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M
=20

GET /replication/sources/<source) / | T{7|X| IA A|AH OF ALEHS
packages/<packagep/projects / | ZFA{SLIC}.
{project)>/filesystems /
<filesystem>/usage/groups

GET /replication/sources/<source> / | TH7|Z| T A|AE ALS 2} AL S
packages/<package)/projects / | S ZtAHZLICt.
<project>/filesystems /
<filesystem>/usage/users

POST /replication/sources/<source) / | M AHHAES OtSL|CH
packages/<{package)/projects /
<project>/filesystems /
<filesystem>/snapshots

GET /replication/sources/<sourced> / | A& AL SE JEE IHHS
packages/<{package>/projects / | LIC}.
{project)/filesystems /
(filesystem)>/snapshots /
{snapshot)>

GET /replication/sources/<sourced> / | 2 AUAF A E LILELICE
packages/<{package)/projects /
<project>/filesystems /
<filesystem>/snapshots

DELETE /replication/sources/<sourced / | A/ QS AHAE U2 ALK BL|CH
packages/<package)/projects /
{project>/filesystems /
{filesystem)>/snapshots /
<{snapshot>

PUT /replication/sources/<{source> / | T{7|Z| MY A| AR ALHAEO| O|F
packages/<{package>/projects / | S HFELIC}
<project>/filesystems /
<filesystem>/snapshots /
{snapshot>

POST /replication/sources/<sourced / | M THZ|Z| T A|AR 2p5 AHAF
packages/<packaged/projects / | & PtsL|C}
{project)>/filesystems /
{filesystem)>/automatic

GET /replication/sources/<sourced / | X Q& TH7|Z| Tt A|AH 2}F A
packages/{package)/projects / | ¢4 S LS JtAHZLICH
{project)/filesystems /
{filesystem>/automatic /
<automatic®

GET /replication/sources/<source> / | 2 I{7|A| ItY A|AE 2t5 AW
packages/<packagep/projects / | AF Zi|Z& L}HSL|C},
<project)>/filesystems /
<filesystem>/automatic

PUT /replication/sources/<source> / | X Q& TH7|Z| Tt A|AH 2p5 A
packages/<packaged/projects / | 'HAE ZHHZ £ZHFHLCE

<{project>/filesystems /

Oracle ZFS Storage Appliance RESTful

20H D2 02HY QAHIo|A 2FA - 2014E 62



23 17| 2

to
ox

/api/storage/v1

<filesystem>/automatic /
<automatic®

DELETE

/replication/sources/<{source) /
packages/<{package)/projects /
<{project)>/filesystems /
<filesystem>/automatic /
<automatic>

GET

/replication/sources/<source) /
packages/<package)/projects /
<project>/luns

IH7| 2] LUNS LI &L C

GET

/replication/sources/<source> /
packages/<{package>/projects /
<project>/luns/<lun

I{7|2| LUNS 7t SU .

PUT

/replication/sources/<{source) /
packages/<package)/projects /
<project>/luns/<lun

IH7| 2] LUNS gL

GET

/replication/sources/<{source) /
packages/<{package)/projects /
<project>/luns/<lun>/usage /
groups

I47|Z| LUN & AMBEE 7HAHS
LTt

GET

/replication/sources/<source) /
packages/<{package)/projects /
<project>/luns/<lund/usage /
users

POST

/replication/sources/<source) /
packages/<package)/projects /
<project>/luns/<lund/snapshots

GET

/replication/sources/<{source) /
packages/<{package>/

projects /<project>/luns/<lun>/
snapshots /<snapshot>

GET

/replication/sources/<{source) /
packages/<package)/projects /
<projecty/luns/<lund/snapshots

DELETE

/replication/sources/<{source) /
packages/<package)/

projects /<project>/luns/<lund/
snapshots /<snapshot>

PUT

/replication/sources/<{source) /
packages/<package>/

projects /{project>/luns/<lun>/
snapshots /<snapshot)>

IH7|2| LUN 2 E4E0] 0|52 BHE
L|C}

POST

/replication/sources/<source) /
packages/<{package)/projects /
<projecty/luns/<luny/automatic

A T2 | 2] LUN 2HE AHALS OHE
Lict.
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/api/storage/v1

(9]
m
—

/replication/sources/<{sourced / | A

projects /<{project>/luns/<lun>/
automatic /<automatic>

TH7|A| LUN ZAps AHAE
packages/<{package)>/ £ JBE 7t-FLc

on

=H A

GET /replication/sources/<sourced> / | 2&
ENE

packages/<{package)/projects /
<projecty/luns/<lun/automatic

47| 2| LUN 2t

AghAt 243

PUT /replication/sources/<sourced / | A|HE TH7|Z| LUN AtS A HAE 24

projects /{project>/luns/<lun>/
automatic /<automatic>

packages/<{package>/ HE

DELETE /replication/sources/<sourced> / | Al
packages/<package>/

projects /<project>/luns/<lun>/
automatic /<automatic>

=H &4 LUE

A& 7tstl 2E SH A4S LHEELCH

GET /api/storage/vl/replication/sources HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

=3 off:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"sources": [{
"asn": "314d252e-c42b-e844-dabl-a3bcab80b563",
"href": "/api/storage/vl/replication/sources/zfssa-repl-host",
"ip address": "10.80.231.58:216",
"name": "zfssa-repl-host",
"source": "source-000"
H
}

= o7 2| Lt

A ge =AH 2L00M 2E =A| 17| 2| S LHE LT



=A| 7|2

23 o

GET /api/storage/vl/replication/sources/zfssa-repl/packages HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

220

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"packages": [{
"enabled": true,
"href": "/api/vl/storage/replication/sources/zfssa-repl/packages/package-008",
"id": "b2d8b35a-a5a0-6c74-f7e9-b75c357e841f",
"last_result": "unknown",
"last_sync": "unknown",
"last_try": "unknown",
"state": "idle",
"state description": "Idle (no update in progress)"

oA
"enabled": true,
"href": "/api/storage/vl/replication/sources/zfssa-repl/packages/package-009",
"id": "2643a0eb-648d-6ad7-d405-b690d06f6cf6",
"last_result": "success",
"last _sync": "Wed Jul 31 2013 21:58:02 GMT+0000 (UTC)",
"last _try": "Wed Jul 31 2013 21:58:02 GMT+0000 (UTC)",
"state": "idle",
"state description": "Idle (no update in progress)",
"project": "gold/nas-rr-2643a0eb-648d-6ad7-d405-b690d06f6cf6/default”,

}

1}

7| 2] 4

72| S5 YL E UL

S/ ©

" 12-37 7|2 58§ 42 3

w8 = My

boolean enabled 22| YO|0|EQ| HAY AtEH
28 9:

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=
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Content-Type: application/json
{"enabled": false}
22} off:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

IH7 [ 2] A
=7 147|312 AHgLIC

2389

DELETE /api/storage/vl/replication/sources/zfssa-repl/packages
/8373d331-de60-e590-90e8-9ad69fcbdaec HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

Mot A= HTTP A€l 204(No Content)E EtatgHL|CE

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

o] | x{oi| chzt 2!

[

A S YUCIOIES FAFLC.

239

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbd4aec/cancelupdate HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

Il S UCIO|ET} Qle B HTTP AEH 409(Conflict) 7t BretE LTt

HTTP/1.1 409 Conflict
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 137

"cancelupdate": {
"AKSH ERROR": "EAK NAS REPL BADSTATE",
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=A| 7|2

"message": "operation illegal for state"

-

SE Ol

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

17| 2] A

|| ZRHMES BAFLIC

230

PUT /api/vl/storage/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fchdaec/clone HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

SOl

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

2ot 22|= HTTP AEl 202 (Accepted)E EHetgtL|CH =0 HH

o
O A=Al &Qlst= G| AFZE 4 UB LI

i ox

JT
U

Aas228:

GET /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fchdaec/clone/conflicts HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

=A/E2=0M &= Breh

HTTP/1.1 200 OK

X-Zfssa-Replication-Api: 1.0

Content-Type: application/json

Content-Length: 58

{
"conflicts": "There are no conflicts.\n"
}
— .
S8 Y&

Default settings:

target _project = (unset)

original mountpoint = /export
override mountpoint = false

mountpoint
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=A| 7|2

o7 2] &4

=4 42 HEstn 7|2 WES M Z2HMEZ O|SLICE O] Y2 0] 7|2 & =
HE oy SRE &4 AL-L P22 THHSI0] 0]2{8h &= O] A|ARIOM 22 &
SHE=2 QSUCEH O & Leo| =& =4 YU0IE Al A 2¥S Folsti A FH|o|
EE d&atof gLt

23 o

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fchdaec/sever HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

{"projname":"restsev"}

C
= -

L

AC_>| .

g

=3
S

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

I{7| 2| &k vp47|

=A|o| FetS BHELICE O] 22 0] 7| A|0f g g

7|2(2] HES £AZ CHA| RAIGIES FEE M 22 Z2HER O|SYLICHL M Z2HE
P AZLE AAE CHAl SA|E T OH2| 9t 5ot YH|0|E 0| AA0M +lE 2 HE
C|O[&f L= T[O|&] E AfSO| &4 LT}

h

2389

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fchdaec/reverse HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

{"projname":"restrev"}

M
(e}

Ch
c

OH

=3
S

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
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NS B AJAS D
Cf. C}g Hofls

HEE A 2N 2 AlAY
AHg Tt

[y

22|

—

AAE FEO0| Lot JAS LT

YdS sdste o AHEEY

—

- A | AEl tHed
O] S2t0|HA A[AHI HH
Che AlAT B2 AR 4 BT
B 13-1 OISef0|AUA AILHE B

f=x] A2 /api/system/v1 Ay

GET /Jversion O|Z2t0|AA BLEY O L AZEQ
O B JEE LRt

PUT /diagreboot ODZ2MAOM 271 2T FHE &
st o F2H0|UAE HREEFY
=

PUT /reboot S20|AAE HEEFLC

PUT /poweroff O|Z2to|AAE FLCh

PUT /restart 2| AE M O|AE CHA] A|2F5ta
AT FEE U

PUT /factoryreset S20|UA FLgS Eot Al B
o= CfA| 2|4yt

GET /disks DE AMA”R CAFE LIEEL T

GET /disks/<disk> AYE AA- OAT S5 FEE
Lt gL Ct,

GET /memory AAR O22] Hef E0MYLCE

13% A FY 185



B 7t 27

B 71227

Ol PH2 A|AH D Y2 E Elot= A|AH 2R E BHEHEHLICH 4356t
AEf 200(0OK)0| EHtElL|CL,
29

GET /api/system/vl/version HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Sg o

HTTP/1.1 200 OK
Content-Type: application/json

{
"system": {
"hw_csn": "1211FM2009",
"updated": "20130528T16:21:17",
"fw_vendor": "American Megatrends Inc.",
"os_isa": "i386",
"os_boot": "20130528T16:25:44",
"hw_product": "Sun Netra X4270 M3",
"http_version": "Apache/2.2.24 (Unix)",
"hw_asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749",
"ss1_version": "OpenSSL 1.0.0k 5 Feb 2013",
"os_machine": "i86pc",
"0s_nodename": "tanana",
"os_version": "nas/generic@2013.05.16,1-0",
"ak_product": "SUNW,iwashiG2",
"fw_version": "21000208",
"os_release": "5.11",
"installed": "20130411T19:50:16",
"sp_version": "3.1.2.0",
"os_platform": "i86pc",
"fw_release": "10/22/2012"
}
}

H240]| Chsl HTTP

0] BY2 0{Z2f0|o1A0| B2 ZRS SHBILICE 01E240|21A7} BAAEQ| UL} Of
Ul 5t RE GlO|E| HHIAS YTEOR ABE 4 YSLICH AIAHO| HeUS T 24
.

U ALAR|0f| CHEE AMH|A T2 MA] BMA E
E7|Ho2 M| HTTP AEf 202 (Accepted)
£ = 0|Z20|AHAE 2L E{YoHOF BTt

230!

PUT /api/system/v1l/poweroff HTTP/1.1
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A2 2 E

Host: zfs-storage.example.com

A AEH EE

ol

of 22l 1 7 SHEHLICH RE MHIAS UAHOR
LIC}. 0] YIS b= (202 AsE| D HTTP A} 202(Accepted)S Bt
A

eto|elAo| Sl MY UL AHY|E
=
YLICH 2| FEO| YEIE Wet/t=F 0|3 2t0|ALAE 2L EFSHOF LT

PUT /api/system/v1l/reboot HTTP/1.1
Host: zfs-storage.example.com

AL 22| CRA] A2

2| QIETO| A CHAl Al 2ot 21T YE S +ZTILCE O] FH2 HIS7|H22 Mk
0 HTTP &l 202 (Accepted) S BHeteiL|CH MA| B2l HEIE Wet7t== 013 2t0|A

£ ZL|E{2I5H0F L|Ct.
239

PUT /api/system/vl/restart HTTP/1.1
Host: zfs-storage.example.com

—L— O =
Moz Az HTTP A€l 202(Accepted)S BHatfLICH A @HO| HEHE If2tIt=S
O{Z2t0|HAE 2L E{ -l 0F BFL|CY.

—==

D2 MAOM F71 T Y2 S £ 0 S2H0|AAS MEEFLICE 0| A2 8|S 7
[=1%=1%< A

2389

PUT /api/system/v1l/diagreboot HTTP/1.1
Host: zfs-storage.example.com

ST 2713 22

OfS2t0|UA S el S5t Al dE22 S 2& #4 B3 Aol &85 of
SHO|ALE 2T 22| GAl 27| 2 S Sl +-™A=/0f0F FLICt. 0| A2 HIS7|H2=2



AAEI 212 HE

ASHeE| 0 HTTP &€ 202 (Accepted)S BHtELICH AA| FHO| AEHE eV I=S O{E2t
O|HAE BL|E{Y5HOF §L|C O] HHZ MalistH 2E -_r“é I11|0|E17f £Ago=2 20| of
44 "confirm=true"E AY3lOF &LICt OH 2| o™ HHO| AI{EL|Ct.

230

PUT /api/system/v1l/factoryreset?confirm=true HTTP/1.1
Host: zfs-storage.example.com

A|AE 2|9 HE

[l o A
H13-2 e s FH

24 A2 /api/system/v1 ek

GET /bundles 2E XY HES LIEFLICE

GET /bundles/<bundle> A 8= HECOH £ &8 4E
£ 7tMdauct

POST /bundles Al HEg Yesty 2218 0
A9 MEZ H2EFLC}

PUT /bundles/<bundle>/retry A HE HEQ| A2 EE YA =L
=

PUT /bundles/<bundle>/cancel A EE HEC YEEE AT
=

DELETE /bundles/<bundle> A5 E HES MAFLICH

A S 237

MH|A 2 SHAS 2ol A A HES 2HSLICH X2 HE3 0|2 MH[A 2T} HIkA|
7243 SRN( ‘|H| QY HE)S AHZ5HOF LTt SRN2 "3-nnnnnnnnnn" &4!0|0{0}
SHLICE 2|2l HE2 AHSC 2 2213 1124 2| ME|Z2 Y2 E5ta{H =25 HTH0| e 7

25t MOS A4 SE2 A

.

&75t0f Phone Home &3S S=olOF &fLICH
23 o

POST /api/system/v1l/bundles HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
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Rl
rio
rE

nin

ne

Content-Length: 23
{"srn": "3-0123456789"}
o .

SE ol

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

£
ne

0l S A ARIO|M 22| ZO0|2{L}
9313 17 2| MEj2 g2cE &

GET /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

Accept: */*

£y E9 RE
A

4

2

210

{
"bundles": [{
"status": "building",
"step progress": 6.25,
"srn": "3-0123456789",
"filename": "/upload/issue/3-0123456789/3-0123456789 ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",
"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "ba8ebd55-2349-c31c-cde3-acf3fb0c3389"

r
ne

HSOM S5 JEE 7tHZHL

ofl:

GET /api/system/v1/bundles/9604155c-928b-cf97-c826-cda9fcl7ac57 HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfssa.example.com:215

Accept: */*

0
X!

22} off:

189



rio
rE

nin
A

>

190

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 165

(o]
=}
(o]}
PN

{
"bundle": {
"status": "building",
"step progress": 62.5,
"srn": "3-0123456789",
"filename": "/upload/issue/3-0123456789/3-0123456789 ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",
"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "ba8ebd55-2349-c31c-cde3-acf3fb0c3389"
}
}
=
= zIA
Hd =2 TIL-
o o = = 3 =
O FA2 A H32 A5 HYZES FAFLIC
23 0!
PUT /api/system/v1/bundles/9aef7c¢38-073c-603f-f35c-be64e26e90e3/cancel HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215
o .
SE ol
HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
£ AR C YA
H=E HZC 2|A |
o = =
0| Yy HSS 2213 12 XY HIE|2 PRC5 T She M HIS YRE 2
—= o —= = =L A
Ch S 71M27| B2 A HS Y2E9| HEIS 2LETS= O A ZE
23 o

PUT /api/system/v1/bundles/9aef7¢38-073c-603f-f35c-be64e26e90e3/retry HTTP/1.1

Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

Sg of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Oracle ZFS Storage Appliance RESTful 8 T2z T2 2§ QIE{H|O|A HHA
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2212 12 2|2 ME|R AHEOR YRCE|Z o A USS 2502 URCH 4 S
Lict.

23 of

GET /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfssa.example.com:215

Accept: application/octet-stream

B2t of:

HTTP/1.1 200 OK

Last-Modified: Mon, 16 Sep 2013 02:59:21 GMT
Content-Length: 112726389

Content-Type: application/x-tar
Accept-Ranges: bytes

Content-Encoding: gzip

O] FH2 OIS HO|AL0IM 2 HSS AAHFLIC.

DELETE /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

SE ol

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

Olz{eh YF2 A|AH YUH|O[E O[0|| S 22 gLt

—

H13-3 AHOIE EH
234 Z2 /api/system/v1 My
GET /updates DE AAH AOIO|EE LHERIL
=
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A A8 B0|E Lig

A AR /api/system/v1 M
GET /updates/<update)> A EE AN A HO0|E S5 &
£ 7t Lct
GET /updates-firmware OFZ|9F A= A|ZE 2 SHE ARt B
W“JHWEEE%?éﬂié
Lt gL ct,
PUT /updates/<update) QHIOIE dY 3
PUT /updates/<updated/upgrade A| 4=l YAH|0|E 0|0|R |2 ¥ 20|
=gyt
PUT /updates/<update>/check 2| 4=l Yo[o|E o|D|z|of CHst S
13|0| = HEl ZAIE Mgt
PUT /updates/<update>/rollback 2| 8= LH0|E O|o|z| 2 S8
Ct.
PUT /updates-apply SEE(Z| e 2| LH0|EE A
gLt
DELETE /updates/<update> 2| G E A A AC0|EE AAEH
=
POST /updates QC|O|E O|0|R|E OfF2to|¢iaz
=o'y
H 134 AAE AE0IE S5 FE
oz 24 Mo
version String O] B Yd|0|E
date DateTime ga|A a0l E
status String Of x| AEH FOEO|E(HEE 4~ 81S)
update_deferred ChooseOne Al 44 [“onreboot”,
“onrequest’]

A|H HC0|E SA:

The following updates enable features that are incompatible with earlier
software versions. As these updates cannot be reverted once committed, and

peer system resources are updated across a cluster,

verifying first that the

system upgrade is functioning properly before applying deferred updates is

advised.

AL HH|O|E LHE

AAE HHOIES 7HH2E 23 o:
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AL ABI0|E 7HH 27|

GET /api/system/v1/updates HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json

Sg o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{

"updates": [

{
"date": "Tue Aug 13 2013 17:47:32 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.13,1-0",
"status": "previous",
"version": "2013.08.13,1-0"

I

{
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0"

I

{
"date": "Sun Aug 25 2013 12:56:57 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.25,1-0",
"status": "waiting",
"version": "2013.08.25,1-0"

13

}

A|AE AGIO|E 714 27|
ThY AH|0|E 0[0|2(0f ThEH S5 RS Mgt

GET /api/system/v1/updates/nas@2013.08.25,1-0 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Sg ol

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

fo
o
2

"update": {

132 A2 FY 193



AlAg QiE0|E @zE

"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",

"status": "current",
"version": "2013.08.24,1-0",
"update deferred", "on request"

-

NI ER-ELS

O] FH2 A AILE YHO|E O|0|R & F2EFILICH.

curle AFE35Hd @3 A2 29| of:

curl --user root:letmein -k --data-binary @nas@2013.08.24,1-0.pkg.gz \
--header "Content-Type: application/octet-stream" \
https://zfssa.example.com/api/system/v1/updates

O[0|A|7} Y=E&|1 &% ofiA| el 0| 0|0|2| YH|0|ES| S5 FE I} Bretg LT g5 Al
HTTP &EH7F 201 (Created)2 2|11 2|2| SO A Al O|0| 2|9 HTHA (2|7t EretEl
LT}

=

210

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Length: 541

Content-Type: application/json

Location: /api/system/v1/updates/nas@2013.08.24,1-0

{
"update": {
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update deferred", "on request"

A g0|=

O] FH2 YH|O|E 0|0|XE 2Lt 0} S 0| AL S 2 Y YHO|E O|0|R |2 MFEEF

LIC} Azl O[0|A| SEH= "previous"2t SLatiOf fLICEH TH | pE2® FHO| ZIfgiL
Ct.

2389

PUT /api/system/v1/updates/nas@2013.08.25,1-0/upgrade
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£

Host: zfssa.example.com:215
Authorization: Basic abcefgMWE=
Content-Length: 0

Sg o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

T
1E

My
ro

2 O{S2t0|AAE 0| YUC|OIE O[0|2| 2 AHEEFLICH

PUT /api/system/v1/updates/nas@2013.08.24,1-0/rollback
Host: zfssa.example.com:215

Authorization: Basic abcefgMWE=

Content-Length: 0

Sg of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

o
Pl

oxr
2

Yo E ofO] 2] A
O B210|o1 A0 AFREIR] 94 IO Ol0IAIE HHEU Tt

2389

DELETE /api/system/v1/updates/nas@2013.08.13,1-0 HTTP/1.1
Host: zfssa.example.com:215
Authorization: Basic abcefgMWE=

2g of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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AFEZ} RESTTul APl MH| A= OfS2t0[AL0M 22 2| AFEAF E AR A}

got= Ol AHEE UL

AEAF MH|A BE

CHS AFEAL MBI A HAES ALY 4= AFLICH

= AN

g

8

nx
oX
njo
-4

=

141 AR MHE| A HEAH

24 Z 2 /api/user/v1 44

GET ALEA} MHIA BHES LI L T

GET Jusers DE ALBAO| OfS Qo YHE Lt
Gt

GET Jusers/<user) £ ALEAt0|| Chst M2 ZEE 7t
ALt

DELETE Jusers/<user AARIOIM 22 AFBALE A AT
Ct.

POST Jusers M 2Z ALAtE RHE7HLE, 7|12 At
28 M A= EA5tALL, H|
EQ|3 C™E2|o|AM 2| 27t
_ct

PUT Jusers/<user> AER S5 YEE £ETLIC

PUT /users/<user>/preferences A8} 2 d3 e YL

GET Jusers/<user>/preferences A2} 2 HEE 7tAHSUHCH

POST Jusers/<usery/exceptions M A2} A 20] 02| & PHEL
ct.

GET Jusers/<usery/exceptions/ A|HE AtEZL HE 2 02| S5

<auth) YEHE T4 Z U
GET /users/<userd/exceptions BE ALEAL AT R0 o2 HHE

=

Lr ot
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AHEAL L

A Z= /api/user/v1 M

PUT Jusers/<user>/exceptions/ A|HE ALEAL HEH 20 0f|2f 24|
<auth) £ sdguct

DELETE /users/<userd/exceptions/ A GE HEH R0 HAE AAL
<auth) Ct.

POST Jusers/<userd/preferences/keys | Al AF2 2t ssh 7|& BHSLICE.

GET Jusers/<user>/preferences/keys / | | HE At2Atssh 7| SE JEE
<key> tM&Lct,

GET Jusers/<userd>/preferences/keys | 2E A2} ssh 7| 24| E L& g

=2

PUT Jusers/<userd/preferences/keys / | R4 =l AF22}0]| CHSH 2| HE ssh
<key> 7|8 +dELct

DELETE Jusers/<user>/preferences/keys / | A|QE 7| ZHA|E AtA|EL|C

<keyd

A8 LE

2 ALEA0ll = CHS 2t Z2 Af

H14-2 AMEA S8 HE
w8 SEHR0E o9
string logname ALEZL OIS (RIFE = HESE &~ ¢l

2)

string fullname A o5
string initial_password oS
boolean require_annotation N M He S0
string roles O] At Ate| At
boolean kiosk_mode 71243 AHZ2L
string kiosk_screen 71243 3tH

24 o

GET /api/user/vl/users HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json

Sg of:
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HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 394

{
"users": [{
"fullname": "Joe Admin",
"href": "/api/user/vl/users/joe",
Ao
"fullname": "Super-User",
"href": "/api/user/vl/users/root",
H
}

AFEAL 7t 27|

AFBAI0| Chet M2 HES I1H 2T AISA 87 £ U M 20 ol eIt 2t
Mot 20 0|2 RH2 AA| 5 AEE HoFLICH AMEA 28 4 S5 &I HAIE
L| Ct.
H14-3 A2 8t M4
8 SE YL 0|5 Ay
string locale AEy
string login_screen 27| 219! 5tH
string session_timeout M AIZEZ3HE)
string advanced_analytics = Analytics EA| At
Zt A A= FolE otd do| YR Z R - E ssh 7|18 712 &= UsLCh
H14-4 SSH7| 52 d&
Rd S5 3%0ig 4
string type SSH 7| R&: RSA &= DSA
string key SSH 7| LHE
string comment 0| SSH 7|2} ¢+l M
24 o
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GET /api/user/vl/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json

Sg of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
"user": {

"fullname": "Joe Admin",
"href": "/api/user/vl/users/joe",
"initial_password": "DummyPassword",
"kiosk _mode": false,
"kiosk_screen": "status/dashboard",
"logname": "joe",
"require_annotation": false,
"roles": ["basic"]

AMEA S|

B Create a new local user(Al 22 AFEZ} OtS 7)) - A 22 AFZ2}E OSL|C
m  Clone an existing user(7|2 ALZAt SA) - 7|2 ALEA2| Af AFEAIE SA|@L CY.

B Add an administrator(Z2|Z} 271 - HER I A8} 0|22 2 HHEl netuser S2
dEI1 WL,

0 37}2| Z2 BEOIM E20] s JSON HAl0| S2 H2ot 317 ALBAI0| Ciet PosT 2
Ho| A& Euch

MZ2Z A8 ST tal 22 S5 YEE gLt

H 145 M ARZZ2HEY| S5 2
24 ssazolE oy
string logname A ArEZt| 2701 0|5 (E4)
string fullname M AHZRES| A 015 (E4)
string initial_password 27| A8 L= (B)
boolean require_annotation N =M e Held Zef1
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J|E AFR2F BAS O 1t 2R T4 S FEE EBLC

H14-6 AEAL E4 &5 dE
w3 SE3= 08 Moy
string user AN AFBZL OIS
string clonename M 84 2191 0|5
string fullname A SAH| AF2 LS| 24| 0|5 (2Z T
boolean 45 A=A AR 42 (2ZH0H

H14-7 HE AB2t S

S
X
HC

o
on
Jhu
X
[y
o

45 o5 4%

40

string netuser HE AtZ 21

el

0l

=
=

2Z AEAE UEE O YLIT

o —

23 o

POST /api/user/v1/users HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"logname":"joe", "fullname":"Joe Admin", "initial password":"letmein"}
2o

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 386

Location: /api/user/vl/users/joe

"user": {
"href": "/api/user/vl/users",
"logname": "joe",
"fullname": "Joe Admin",
"initial password": "DummyPassword",
"require_annotation": false,
"kiosk mode": false,
"kiosk screen": "status/dashboard",
"roles": ["basic"],

14, AEAL MH|IA
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AHEAt

+
o

"exceptions": {},
"preferences": {
"locale": "C",
"login_screen": "status/dashboard",
"session timeout": 15,
"advanced analytics": false,

"keys": {}
}
}
}
22 A A
Al’ozl' T o
Y AEBA &8 FEE UL AR 2|02, 2HF 44 2
4 L= AAHE = UASLIC
29

PUT /api/user/v1/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 24

{"require_annotation": true}

22} off:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 236

{
"user": {
"href": "/api/user/vl/users/joe",
"logname": "joe",
"fullname": "Joe Admin",
"initial_password": "DummyPassword",
"require_annotation": true,
"kiosk mode": false,
"kiosk screen": "status/dashboard",
"roles": ["basic"]
}
}

AFEAL AfA|

AL AFEALE ATAI LI
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=

23 o
DELETE /api/user/v1l/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215
Accept: */*

210

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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O] HH|AL YTBRLE P2|5ts B AFSELICH YABRLE 0fZ2f0[A A0 Y2 Ek|
1 0{Z240[ A0 B2|slis ATYEYUCE YAB22L Hate QIE(T0|A EE
=5 QIE{H|0|20) M MR DA HAIO R DSt U Mata 4 ST YIER
QL FE 22 ML AYE AZH0) MBS SE ALICE 0j9f 20| YAE2 P
OIZ2L0|QIAT} S H2 U UAS WAt YAOR Y & X 5101, S 24 &
=
=)

= 28 D200 220 AI8HS BAHOZ QIAYsts Sof 2P| A8 4 UBL

ar
njo

HIASER MH|IA ETY

Chs B= HAE32? MEIA BES B0 SLICh

= 15-1 HIAEZER MH|A FH

f=x] Z2 /api/workflow/v1 Ay

GET IAEER MHIA FHEE LHEFL
=

GET Jworkflows 2E YIAERRE HEFULCL

GET /workflows/<workflow) AZE AEER SEZYEE L
GEHCE

PUT /workflows/<workflow) ALE AE2R SEHYEE >
ZEhct

PUT /workflows/<workflow>/ AZE AAE=RE L™HFLICH

execute

DELETE Jworkflows/<workflow) 2| HE IAZ2RLE APA|EILIC

POST Jworkflows O|E2t0|HA0 M Y FAEERE R
=ghct

st Ct,
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YaZ=e U

Y3z U

O{Seto|AL0| H2|E 2ZE Y AS22E LHEYLICH 22| Oi7i# 4 showhidden=true?}
28E 47 250= UM AR AIAS=2R7F LU L
23 o

GET /api/workflow/vl/workflows HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

S 9

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 1908

{

"workflows": [{
"description": "Clear locks held on behalf of an NFS client",
"href": "/api/workflow/v1l/workflows/10f25f2c-3a56-e733-d9c7-d4c6fd84e073",

I

{
"description": "Sets up environment for Oracle Solaris Cluster NFS",
"href": "/api/workflow/v1l/workflows/2793f2dc-72de-eac4-c58b-cfbe527df92d",

I

{
"description": "Removes the artifacts from the appliance used by Oracle Solaris Cluster

NFS",

"href": "/api/workflow/v1l/workflows/9e2d5eed-cc72-67b0-e913-bf5ffadld9el",

I

{
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/v1l/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",

I

{
"description": "Removes the artifacts from the appliance used by Oracle Enterprise Manager",
"href": "/api/workflow/v1l/workflows/bd7214fc-6bba-c7ad-ed1f-942c0189e757",

H

}

HIASZF 71X 27|

oY Y AS=0 tist S5 LS 7HHFL L.

ofl:

fo
X!
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GET /api/workflow/v1l/workflows HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

S 9

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 408

{
"workflow": {
"alert": false,
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/v1l/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
"name": "Configure for Oracle Enterprise Manager Monitoring",
"origin": "Sun Microsystems, Inc."
"owner": "root",
"scheduled": false,
"setid": false,
"uuid": "bb5delb8-b950-6da6-a650-f6fb19f1172c",
"version": "1.1"
}
}

9AZ2Q 4H

IEZ R 2|AA0| PUT S 4510 T I Z2 20| Cist 52 YEE 23S 4+
UAELICH
2389

PUT /api/workflow/v1l/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"setid": false}
SEA:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 234

"workflow": {
"alert": false,
"description": "Echo bird repeats a song.",
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"href": "/api/workflow/v1l/workflows/448b78el-f219-e8f4-abb5-e0le@9elfac8",

"name": "Echo",
"origin": "<local>",
"owner": "root",

"scheduled": false,

"setid": true,

"uuid": "448b78el-f219-e8f4-abb5-e0le@9elfac8",
"version": ""

-

o=z AlsH

t 2o @E”—I Ch HIS=2 047

T= =2-T-T — = =2 c>i§ H - -

ZHA||off HFELICE HS Al HTTP el 202 (Accepted)?t HAS2F %Ei% L35t t
U 2t S5 Z2It U= JSON ZiH|eF 37 gratelL|ct

23 o

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d/execute HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"song": "tweet tweet tweet"}
Z1hof|:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 34

"result": "tweet tweet tweet\n"

Ya=22 A

OfE2t0|UH LM IAE2F ATHES AR

ofl:

DELETE /api/workflow/v1l/workflows/f4fe892f-cf46-4d6a-9026-cd0c@cce9971 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: */*

Fo
o
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HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

O|3Z2 9= 0jZ2j0| Al YR L,

2389

POST /api/workflow/v1l/workflows HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/javascript
Content-Length: 290

var workflow = {
name: 'Echo',
description: 'Echo bird repeats a song.',
parameters: {
song: {
label: 'Words of a song to sing',
type: 'String',

}
I
execute: function (params) { return (params.song) }
+;
B3 o

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 268

X-Zfssa-Version: jkremer/generic@2013.09.14,1-0

Location: /api/workflow/v1/workflows/f4fe892f-cf46-4d6a-9026-cd0cOdcce9971

{
"workflow": {
"href": "/api/workflow/v1l/workflows/f4fe892f-cf46-4d6a-9026-cd@c@cce9971",
"name": "Echo",
"description": "Echo bird repeats a song.",
"uuid": "f4feB892f-cf46-4d6a-9026-cddc@cce9971",
"owner": "root",
"origin": "<local>",
"setid": false,
"alert": false,
"version": "",
"scheduled": false
}
}

154 H3E= S
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RESTful 22t0|AHE

D= HTTP 22}0|ME = RESTful 220|HEZ AR E! £~ QISL|CH BUIE 2|AA URLE
2245101 RESTful API GET Z2HS EHerst & Q& LICH Mozilla FirefoxOfl= RESTful 23

(https://addons.mozilla. org/en us/firefox/addon/restclient/)2 £=85H7| {5l AZ|
£l £ Ql= RESTful 22}0|HE B-E0| YESL|C} 0] 2E2 puT, POST ! DELETE 224820t

OfL|2} LBt HTTP GET 23 = S 2FL|Ct M2 C}2 RESTful Sajo| 0] st Xf Mgt &
2= ool Ltet &L T

Curl Rest 22|0|QE

JFZ] L8t Ol CL| 7|8t HTTP 220
5t0] RESTful API §%%_ e

LGNS PCERS T

E = waget & curlLCt 0] E0jj&= curlE AFE
| CHSE 0421 74| 0| 7} LtQt AUSLICH wgetS At

OE
£ <2
9

2|AA O|0|E] 7[A4 27|

O| oflof| M= ZHHEE HTTP Get 23S AtESH0] 27 JSON HIO|EE 2= YES 20 §4
Ct.

> curl --user ${USER}:${PASSWORD} -k -i https://zfssa.example.com:215/api/nas/v1l/pools/gold

HTTP/1.1 200 OK

Date: Tue, 23 Jul 2013 12:57:02 GMT
Server: WSGIServer/0.1 Python/2.6.4
Content-Length: 284

Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"pool": {
"profile": "mirror",
"name": "gold",
"usage": {

"available": 895468984832.0,
"total": 895500681216.0,
"dedupratio": 100,

"used": 31696384.0
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Curl Rest 22I0|HE

I

"peer": "00000000-0000-0000-0000-000000000000",
"state": "online",

"owner": "tanana",

"asn": "314d252e-c42b-e844-dabl-a3bca680b563"

M 2|42 ohE)

O] oflof M= 22| JSON EI0[E|E H&ESI M 2| A4S IEE YWY S 20| SU T

$ curl --user ${USER}:${PASSWORD} -s -k -i -X POST -d @ \
-H "Content-Type: application/json" \
https://zfssa-host.example.com:215/api/user/vl/users <<JSON

> {"logname": "rest user",

> "fullname": "REST User",

> "initial password": "letmein"}
> JSON

HTTP/1.1 201 Created

Date: Tue, 23 Jul 2013 13:07:37 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 357

"user": {

"logname": "rest user",

"fullname": "REST User",

"initial password": "DummyPassword",

"require_annotation": false,

"kiosk mode": false,

"kiosk screen": "status/dashboard",

"roles": ["basic"],

"exceptions": {},

"preferences": {
"href": "/api/user/vl/users/larry/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced analytics": false,
"keys": {}

7IE 2 A 4

O] oflof M= ARZARS| Ml AlZE 21t +E &L

% curl --user larry:letmein -3 -s -k -1 -X PUT \
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-H "Content-Type: application/json" -d @- \
https://tanana:215/api/appliance/vl/users/larry/preferences <<JSON

> {"session timeout":60}

> JSON

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2013 05:43:17 GMT

X-Zfs-Sa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 0

"preferences": {
"href": "appliance/vl/users/larry/preferences",
"locale": "C",
"login screen": "status/dashboard",
"session timeout": 60,
"advanced analytics": false,
"keys": {}

-
-

J|Z 2|lAA AL

Of FE2 ALH-IOM AHZALS A AT

curl --user ${USER}:${PASSWORD} -s -k -i -X DELETE https://tanana:215/api/appliance/v1l/users/
jschwartz

HTTP/1.1 204 No Content

Date: Tue, 23 Jul 2013 13:21:11 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Length: 0

Python RESTful 22|0|¢HE

Python RESTful APl 220|E = RESTful MH|AL| HAE JHEHS X|25t= REST HIAE
2t0|E2{2|2t &4 A5 & LICt.

RESTful 20| E =2 H of:

>>> import urllib2
>>> import json

>>> request = urllib2.Request("https://zfsssa.example:215/api/access/v1l", "")
>>> request.add header("X-Auth-User", "rest user")

>>> request.add header("X-Auth-Key", "letmein")

>>> response = urllib2.urlopen(request)

>>> response.getcode()

201
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>>> info = response.info()
>>>
opener = urllib2.build opener(urllib2.HTTPHandler)
>>> opener.addheaders = [("X-Auth-Session", info.getheader("X-Auth-Session")),
('Content-Type', 'application/json'), ('Accept', 'appplication/json')]

13 C+3 openerS AFESHY] 0]0] AP QIS E|A 20 JSON H|OIHE 21 ga FH|7t

HE2EH 2¥S E + ASLICL

2|AA 71X 27|

CtE Python 2EZ AE3SI0] REST API 2|220M HIO[HE 7t E 4= UAS U

GET 9:

>>> request = urllib2.Request("https://zfssa:215/api/network/v1l/routes")
>>> response = opener.open(request)

>>> response.getcode()

200

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
"routes": [
{
"destination": "0.0.0.0",
"family": "IPv4",
"gateway": "10.80.231.1",
"href":
"/api/network/v1l/routes/ixgbe0,0.0.0.0,10.80.231.1",
"interface": "ixgbe0",
"mask": 0,
"type": "static"
}
|
}
A A O= I

M 2|AAE Qe = Python 2E Of:

>>> action = {'category': 'network'}

>>> post data = json.dumps(action)

>>> request = urllib2.Request("https://zfssa:215/api/alert/vl/actions", post data)
>>> request.add header('Content-Type', 'application/json')

>>> response = opener.open(request)
>>> response.getcode()
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201
>>>

response.info().getheader('Location')

'/api/alert/vl/actions/actions-001'

>>>
>>>

{

2|AA

body = json.loads(response.read())
print json.dumps(body, sort keys=True, indent=4)

"actions": {
"category": "network",
"datalink failed": true,

"datalink ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip address conflict resolved": true,

"ip_interface degraded": true,
"ip_interface failed":

true,

"ip_interface ok": true,

"network port down": true,
"network_port up":
true

ke

A
o

1

7|& e|AAE £Yot= Python 2E 0f:

>>>
>>>

>>>
>>>

>>>
>>>
202
>>>
>>>

put data = '{"ip_address conflict resolved": false}'

request = urllib2.Request("https://zfssa:215/api/alert/vl/actions/actions-001", put data)

request.add header('Content-Type', 'application/json')
request.get method = lambda: 'PUT'

response = opener.open(request)
response.getcode()

body = json.loads(response.read())
print json.dumps(body, sort keys=True, indent=4)

"actions": {
"category": "network",
"datalink failed": true,

"datalink ok": true,
"href":
"/api/alert/vl/actions/actions-001",

16%
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"ip_address conflict": true,
"ip address conflict resolved": false,

"ip_interface degraded": true,
"ip_interface failed":

true,

"ip_interface ok": true,

"network port down": true,
"network _port up":
true

-

7|& 2|2AE MAISHE Python ZE Of:

>>> request = urllib2.Request("https://zfssa:215/api/alert/vl/actions/actions-001")
>>> request.get method = lambda: 'DELETE'

>>> response = opener.open(request)

>>> response.getcode()

204
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