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A#st7) Hol - Network Link Security ot T2 IMI0|| | A=l 2t2|Z}0{OF &L|C. ZFM|GH H%% ‘Oracle
Solaris 11.29| AF2At & T2 M|A HOH79| “Z| Y El 2he| Mo AR S ZIRSHYAIR

1. protection S& AL E 7|22 2SI 213 HSE AR ¢

u°l'

o2 MdgiLict.
# dladm reset-linkprop -p protection link
2. 23 B35} AR OHsto 2 MAE|0f Q2| BHoIBHL|C},

# dladm show-linkprop -p protection vnic@

LINK PROPERTY PERM VALUE EFFECTIVE DEFAULT  POSSIBLE

net0 protection rw -- -- -- mac-nospoof,
restricted,
ip-nospoof,

dhcp-nospoof
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Al2tat7| Hof|

v

Al2fst7] 2o

IPATOIORHE HS S|P FAE X|A45t= g

How to Enable Link ProtectionO] LI2 Ci2 213 ESE AIRO 2 HA5I= 4t
H[17] 22 RY0| ArE22 dHE0 AFLICH

Network Link Security et Z20tU0|| Z[HE 22| 2t0{0F BFL|Ct AFM|EH LHE-2 “Oracle
Solaris 11.229] AF22F L T2 M A EOH"0| “2| 4 el 22| HTH AR S 2RI,

PAZHORYE BESEE MY SR,

# dladm show-linkprop -p protection link

LINK PROPERTY PERM VALUE EFFECTIVE DEFAULT POSSIBLE

link protection rw ip-nospoof  ip-nospoof  -- mac-nospoof,
restricted,
ip-nospoof,

dhcp-nospoof
allowed-ips Y3 S2 HHo| 7|27t S20| P ZAE 27}3HLIC}
# dladm set-linkprop -p allowed-ips=/P-addrl,IP-addr,...1 link

CH2 Ol M= vnico @ 32| allowed-ips S5 HAEO|| IP FA 10.0.0.1 2 10.0.0.25 F7}
Sh= YEE 20 EU T

# dladm set-linkprop -p allowed-ips=10.0.0.1,10.0.0.2 vnic0

AtMet iE2 dladm(1M) O+ H|O[Z|E ZZ5HIAI2.

DHCP AFLWO 2L E| BES3s DHCP 220|UEE X|H
ste Wy

How to Enable Link ProtectionOf LI2 CHE 213 BSE Al2Oo =2 MA5t= b
B [17] B3 80| Al2O 2 MAE|0f YL L|Ct.

Pl

Solaris 11.22] AtEat L 2N A HOH70| “2|YE 22| ot AL S IRIHYAI2.

Network Link Security ot Z=2I}U0|| 2| FEl 22| A+0{OF gfL|Ct ZIA|gt LIEE2 “Oracle

DHCP ARORE| MBS S MARER| HOIFLC

# dladm show-linkprop -p protection link

LINK PROPERTY PERM VALUE EFFECTIVE DEFAULT POSSIBLE

link protection rw  dhcp-nospoof dhcp-nospoof -- mac-nospoof,
restricted,
ip-nospoof,

dhcp-nospoof

allowed-dhcp-cids &3 S& A B0 Cfsl| ASCIl L2 A|AEHL|CT,

2]
N
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l
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oy

oM I BS A 19
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# dladm set-linkprop -p allowed-dhcp-cids=CID-or-DUID[,CID-or-DUID, ...1 link

Ot 00| A= hello 2AFE S vnico 2| allowed-dhcp-cids S2 FE 222 X|H5t=
LS 2 ST}

# dladm set-linkprop -p allowed-dhcp-cids=hello vnic0

AtMet 82 dladm(1M) O+ H|O| RS ZZ5HYAI2.

v Y325 7Y Y SHS Holss Y

M52l Hol - Network Link Security 26t Z2II0)| 2| H =l 2+2| A+0{0F &L
Solaris 11.29] A2 L T2 M A BOtH"0| “Z|J =l 22| U ALE S ZRHIAI2

o«
—

o
o
O
>
=
il
<
0fo

racle

1. Y395 SEyE e g
# dladm show-linkprop -p protection,allowed-ips,allowed-dhcp-cids link

CH2 Of|0| M= vnico @ 39| protection, allowed-ips 2! allowed-dhcp-cids S& A& 2t
= 20 S}

# dladm show-linkprop -p protection,allowed-ips,allowed-dhcp-cids vnic@

LINK PROPERTY PERM VALUE EFFECTIVE  DEFAULT POSSIBLE
vnic0 protection rw mac-nospoof mac-nospoof -- mac-nospoof,
restricted restricted restricted,
ip-nospoof ip-nospoof ip-nospoof,
dhcp-nospoof dhcp-nospoof dhcp-nospoof
vnicO allowed-ips rw 10.0.0.1, 10.0.0.1, -- --
10.0.0.2 10.0.0.2
vnicd allowed-dhcp-cids rw hello hello -- --

27 - allowed-ips S& A2 = EFFECTIVE Of2l] LFEEl Zd0} ZH0| ip-nospoof/} AFE L=
MAL| U= 202 ALREILICE allowed-dhep-cids S5 HE = dhep-nospoof/f AFS
o2 4& 0 U= 30T ALZE LT,

2. Y3AES SAHS AL,
distat YHO| $2L 70D 0| YL ATYEN HBFLICH

# dlstat -A
vnico

mac_misc_stat
multircv 0
brdcstrcv 0
multixmt 0
brdcstxmt 0
multircvbytes 0
bcstrcvbytes 0
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multixmtbytes
bcstxmtbytes
txerrors
macspoofed
ipspoofed
dhcpspoofed
restricted
ipackets
rbytes 182

w oo oo e
A

=42 AFHE|7L AgtE THZI0] SUHE Al=sHA| RUASS LIEF-LICH
s 2

o=
HAUEZ| ASLICE oIS 20, LS 2

# kstat vnic0:0:link:dhcpspoofed

module: vnicO instance: 0
name: link class: vnic
dhcpspoofed 0

AtMet &2 distat(1M) 2 kstat(1M) 02 0|2 S Z=SHYAIL.
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E

Network Management &t Z2I}A0|| X| 4 El 22| X0{OF SL|CH ZAISE HE2
“Oracle Solaris 11.22| At2At & T2 M|A HOF"O| “2|H & 22| A ALE"S 2R SHIA|
2,

Z

2 2|E 20| Hd SAUA| &eletct.
$ svcs -x svc:/network/routing/route:default
svc:/network/routing/route:default (in.routed network routing daemon)
State: online since April 10, 2014 05:15:35 AM PDT

See: in.routed(1M)

See: /var/svc/log/network-routing-route:default.log
Impact: None.

MEIA7} A3 20| OFLIBH 01|04 222 4 A&sLic
Z2 2 HI2S ALS HBoR MBI

# routeadm -d ipv4-forwarding -d ipv6-forwarding
# routeadm -d ipv4-routing -d ipv6-routing
# routeadm -u

2 2|4 H20| AL otete 2 HHE[0f A=A SUgtL|Ct.
$ svcs -x routing/route:default
svc:/network/routing/route:default (in.routed network routing daemon)
State: disabled since April 11, 2014 10:10:10 AM PDT
Reason: Disabled by an administrator.
See: http://support.oracle.com/msg/SMF-8000-05
See: in.routed(1M)
Impact: This service is not running.

routeadm(1M) Of+< T 0| |

HRCI|AE I§7] HEHS ALR Ol5to 2 M 5= HiH

—_=22 _—0o—

(=
7|24 22 Oracle Solarise= ‘:’EE?HAE mZlS HEBILICE ALO|E Eot Zaof et =2
ZEHNHAE S ItsdE SO0k St 9 0] 22HE AIESHH 712843
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Al2fst7] 2o
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Al2tat7| Hof|

2t - forward directed broadcasts HERI SE HEE AIE Ot 2 MH5IH E2
C;’HAE :|1|o| }\PR ofokog A—lz—lEll_“:f

Network Management &5t TZI}I0f| 2| El 22| Rt0{0F §L|CH ZIAM|EH LHE2
“Oracle Solaris 11.22] AFEZ} & T2 M|A EHOF"0| “X| M & 22| Hot Al S 2!
Q.

IP IHZ!0f| CHo BREHAE D3l MY S5F YES 022 BYFLICL

# ipadm set-prop -p _forward_directed_broadcasts=0 ip

A 242 BT,
# ipadm show-prop -p _forward_directed_broadcasts ip

PROTO PROPERTY PERM CURRENT PERSISTENT  DEFAULT POSSIBLE
ip _forward directed broadcasts rw 0 -- 0 0,1

ipadm(1M) O =& 0| X|

= orre = =l
0|2 20oj Clict SE= AIE Qtete g dY5t= W
O] AAtE AMESHH HEQ R EEZX|0f| CHSH HE B E &R &L CH

Network Management # ot Z=2THAUOf| A[H =l 2t2|XF0{OF FL|CH AFM|TH LHE2

= —
“Oracle Solaris 11.29] AtEA} & T2 M|A HOH"O| “2|J &l 2te| A ALR"S ZERSHA|
Q.

HERCHAE D 28 SE HLo| T3 SYS IP T2 Cis 022 MWD HA S
stolgtLct.

# ipadm set-prop -p _respond_to_echo_broadcast=0 ip

# ipadm show-prop -p _respond_to_echo_broadcast ip

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE

ip _respond_to_echo _broadcast rw 0 -- 1 0,1

HE|IFHAE O] 2 S5 Z Lo Cist S IP Ii3l0j Cisi 022 HHstn 2 32 &
olstL|C}

[y = .

# ipadm set-prop -p _respond_to_echo_multicast=0 ipv4
# ipadm set-prop -p _respond_to_echo_multicast=0 ipv6

# ipadm show-prop -p _respond_to_echo_multicast ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4 respond to echo multicast rw @ -- 1 0,1

# ipadm show-prop -p _respond_to_echo_multicast ipv6

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE

22}- I_-”E E_ZZ'I 25
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P2 LS & XY 2 5= YY
ipvé _respond_to echo multicast rw @ -- 1 0,1

26

o
B

Al2fst7] 2o

o
R

Al2fst7] 2o

ZtM|BE LI “Oracle Solaris 11.2 2 7hs Oj7e4 22 Mg "9
“ respond_to_echo_broadcast & respond_to_echo_multicast(ipv4 &= ipv6)” 2!
ipadm(1M) Of+2 H|O|X|E &FRsHAIL.

CHE AIAEI0] CYet A0E910/2] AIAT(Of: aj Ei VPN =C)0f B2 0] S AR
5101 A5t CHE & A2 HHBLICE hostnodel S2 FB HEIZ AIAL0] st 1P IH
20| Hd Y 24 S22 HojgiLITt

Network Management &3t T2 I}0f| 2| Y=l 22| At0{0F THLICH Z[M|SH &2
“Oracle Solaris 11.22| AtEAt & T2 M|A HOF”O| “2| Y& 22| HTH ALE"S ZERSHIA|
2.

hostmodel S& A EE |P I}Z10f CHSH strong2 =2 M ASIL|C},

# ipadm set-prop -p hostmodel=strong ipv4
# ipadm set-prop -p hostmodel=strong ipv6

2l AS EelStn kst AU BAIRL L

# ipadm show-prop -p hostmodel ip

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE

ipv6  hostmodel rw strong strong weak strong,src-priority,weak
ipv4  hostmodel rw strong strong weak strong,src-priority,weak

ALM|gH LI2-2 “Oracle Solaris 11.2 2% 7Hs

of2 2 MM "9| “hostmodel(ipv4
E=ipve)” & ipadm(1M) O HO|R| & & 25t

HE[Z AFZOf CHEH 2tMIS LHE2 B8 2E0|A IPsecS AFESHO & LAN AHO[2]
= 295ts P8 [109]2 IR AIL.

2052 22 TCP HE2| 2|Ch I+ E¥st= TH

O| Z2tof et 2454 g2 BEF S A2 7S H|0{sto] Mu|A HE(DOS) &
ATt

X
njo
T

Network Management #3t T 20| 2|4 =l 22| Z}C{OF &LICH RtM|TH LES
“Oracle Solaris 11.29] At2At & T2 M|A HOF"O| “2| 4 & 22| A AIE"S 2

njo
A
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# ipadm set-prop -p _conn_req_max_q0=4096 tcp
2 2t sroIghct,
# ipadm show-prop -p _conn_req_max_q0 tcp

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
tcp _conn_req max q@ rw 4096 -- 128 1-4294967295

AtMIst &2 “Oracle Solaris 11.2 £ 75 074 2k2 HEHA "9
“ conn_req_max_q0” & ipadm(1M) O 0| 2| & 2FZ S A|

Network Management &8t Z2IA0f| 2| Q= 22| 2}0{0f BFLCE, 22
“Oracle Solaris 11 2°| AEAL L T2 MHA BOH70| “2| Y&l | HTHALR S 2R5HUA|

— — [
2.
T4 S AA9 2|ch JlS Y ELICt.

# ipadm set-prop -p _conn_req_max_q=1024 tcp
Az ZS &eleict.

# ipadm show-prop -p _conn_req_max_q tcp

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE

tcp _conn_req_max_q rw 1024 -- 128 1-4294967295
AtM|EH LI “Oracle Solaris 11.2 2% 7% Of7HERH 4 2t2 AEHAM 79
“_conn_reg_max_q” & ipadm(1M) O F2 I|O[R| & & ZE3tUA|2.

27| TCP &0 Chst =2 22| HS Y= T

O H2tof M= TCP 27| AlA

HS A Df2iH4Jt RFC 6528 (http://www.ietf.org/
rfc/rfc6528.txt)2 &45t=A| & ‘

ﬁ|>

solaris.admin.edit/etc.default/inetinit ot £0{7} X| A&l 22[A}0{0F LTt 7|2
HO2 root HY0f= 0] At 047} UGS LT AbMISH LHE2 “Oracle Solaris 11.22] A&
ALY Z2MA EOH70| “2IYE 2o A AR S »ZESHAI2.

TCP_STRONG_Iss tH==0f| Cl{$t 7|= k0| 2Q12] 2lgtLct.

# grep TCP_STRONG /etc/default/inetinit

22}- I_-”E E_ZZ'I 27
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ICMP ZHR| 4 S BIR|5t= it

# TCP_STRONG_ISS sets the TCP initial sequence number generation parameters.
# Set TCP_STRONG_ISS to be:
TCP_STRONG_ISS=2

2.  TCP_STRONG_ISSZ} 27} OfH AL 22 BATHL|C},

# pfedit /etc/default/inetinit
TCP_STRONG_ISS=2

3. A2"ES 2HFEELIC

# /usr/sbin/reboot

YV ICMP M2 H2 YAI5t= Y

E{E ICMP A Y BA| 2| S AtESH0] Ci&f0f| T {22l &
A ICMP A1 BAIR = S dEAe S48 =2 &

ot
EH
=] _ SU

22 SAE0| LILCY,
=] o
=

QI LIC

M52 Hol - Network Management #ot T2IH0f| 2| &l 22| R} : &
“Oracle Solaris 11.22| AFE2} & T2 M|A EO7Of “2| | 2e| HeH AL S 2RoHIA
Q.

a2
o
s
o
>
Pl
o
o
0
lo

1. IPOHZI0f| sl 22| FA S5 EEE 12 s 5 A US FASHAI2.
ICMP 2| Y B|A|X|= 2AEQ| H2 H|0|SS +dotH AUSE A BT £t A2 YE
IHZIS 2|5 T A[ARO] CPUZL T 30| E28fL(Ct.

# ipadm set-prop -p _ignore_redirect=1 ipv4
# ipadm set-prop -p _ignore_redirect=1 ipv6
# ipadm show-prop -p _ignore_redirect ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4 _ignore_redirect rw 1 1 0 0,1

# ipadm show-prop -p _ignore_redirect ipv6

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv6 ignore redirect rw 1 1 0 0,1

2. ICMP 22| AR E EUZ| 2E= YA[ELICt

o218t BAI|0= HIER A EE2A| RS =2AZ + A= 2 HI0|E =7 2oL
Of AZ L

# ipadm set-prop -p send_redirects=off ipv4

# ipadm set-prop -p send_redirects=off ipv6

# ipadm show-prop -p send_redirects ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4 send redirects rw off off on on,off

# ipadm show-prop -p send_redirects ipv6

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT POSSIBLE
ipv6 send redirects rw off off on on,off
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2 BtghetL|C,
Network Management # ot Z=2THAUO|| A[H =l 2t2|XF0{OF FL|CH AbAM|TSH LHE2
=

“Oracle Solaris 11.22] AtEA} & T2 M|A HOH7O| “2|J &l 2te| A ALE"S ZERSHA|
Q.

IP I§Zl0] CHoH AA {2 MY S HEE 022 M5 S 3z 22 SelsHAl.
71232 392 MSE HAL2LEQ| D L2
# ipadm set-prop -p _forward_src_routed=0 ipv4

# ipadm set-prop -p _forward_src_routed=0 ipvé
# ipadm show-prop -p _forward_src_routed ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4  forward src routed rw 0 -- 0 0,1

# ipadm show-prop -p _forward_src_routed ipv6

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipve forward src_routed rw 0 -- 0 0,1

AtMet L2 “Oracle Solaris 11.2 24 7ts D7 22 AEAM 72| “forwarding(ipv4
E=ipve)a HRoHAI,

IP THZL0f| CHSH netmask S S5 RS 022 Mo = A U2 =AUHAI2.
7|22 HERD EE2A| YL HIELE LAIFLICH

# ipadm set-prop -p _respond_to_address_mask_broadcast=0 ip

# ipadm show-prop -p _respond_to_address_mask_broadcast ip

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT
ip _respond_to_address_mask_broadcast rw 0 -- 0

POSSIBLE
0,1

IP TiZl0]| sl AlZH 7|5 SE S8 YEE 022 JHs = A U2 &A5HA
7|22 AILE-IOM 27HCPU 2748 A5t UEST 22| BIES LA

to

# ipadm set-prop -p _respond_to_timestamp=0 ip
# ipadm show-prop -p _respond_to_timestamp ip

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE
ip _respond to timestamp rw 0 -- 0 0,1

= o = = LS5 = o slol=
IP TiZlo]| cisl| 22 EFHAE AIZE 7|15 SH S5 ES 022 4% = A US &Qlst

AL,

2% HESYZ =Y 29
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YIS 243 s

o
N

71282 A LBI0M 27F CPU 2718 A5 HES R FE| BIEZE FA|giL Tt
# ipadm set-prop -p _respond_to_timestamp_broadcast=0 ip

# ipadm show-prop -p _respond_to_timestamp_broadcast ip

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE

ip _respond_to_timestamp broadcast rw 0 -- 0 0,1

IPAA AZ 2| A ubz|stL|C}

71232 20| HES R B2t 22|& FAISHA| ZSI=F U A4 F27t 2| ZE 12!
O AR Wizl 247t 2RO FHE H22t CHE 2 S BAlStESE 518 LICt

Zn - TS 2foff O] O7fH~E 12 HEE o~ ASGLICH RITH| 22T 0] 42 022 &
s2iuc}.

=24d

# ipadm set-prop -p _rev_src_routes=0 tcp

# ipadm show-prop -p _rev_src_routes tcp

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
tcp _rev_src_routes rw 0 -- 0 0,1

ZIM|Et LHE 2 “Oracle Solaris 11.2 23 7t=s 074 2t2 AQHA "9
“ rev_src_routes’E 2tRSHIA|L.

ipadm(1M) O =& O] X|
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H M 2 Secure Sockets Layer Z2E=

0] Z0f| M= Oracle Solaris A|AEIO| M SSL(Secure Sockets Layer) T2 EZS AR5t

MY SIS Y=elotl 28 SeAI7IE YYol| sl SYRLIC

m SSLAE ZSAIZ @ MY S g=el [31]

kel
m “SSLAHE ZEAS S Y MY 37 [33]

SSLAE ZFA|2 ¥ MH S =3}

Oracle SolarisO|A A3liz|= 25 8 M= HE 2o SSLEEEZ, S SSL HE =8
A E AtESIES %L*é% = UELCH 2 Y MBo 01|§“ Apache 2. 2 °J' M# & Oracle
iPlanet &l M7t QL&LICE SSL HEESOHHE 7|2, KA R2H - 8% T2

2 710 2 0122 A2 Lk @ Aol Ss. 71 EEND NPT
ot kg 28l 712 14E ZolgU T

a3 3-1 HEZ oS ohE Y M EAI
i ™
Oracle Solaris Server
SSLAY
el - A
443 D= A 8443 8 At
L o

e WB8E E2)T
LU EHAE(ZU HAE HTTP)
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SSL 7

4 D22 ¥ AY S4 4Sa)

=2 —

32

SSLHY DEAlS SSL Z2E 20| A28 LHEILICH T2A|= 03] 0|HS
" ZSAC BN B2 Y S8 D200l 5L HE S8 BHADI0R A8

= 8& L2109 Z.*?:1 ‘='0f01| T2t 35% OI“OI 2 5 AL

B SSL7HE DEA| SQBLICE AYE P R4t 9OOE 2 AB{0] A4 Z2fo|olE 1P

Z494 TCP ZEZL EA|EIL|CE
B SSLAHY D24 U ¥ MHs 8 2HE5IE2 AAE| QS L CH

721 3-1. “HEZ U551 2 M EAPS SSL HY T2 A2 AMR5H= 2 M
712 AlLe|2E EO:IZLIEL SSLAHE BESA[E 443 ZLEO| 4= U=
= 8443 LEO|| 79E[0] 204, O] ZEO|M L=3} SHAIE HTTP S4lS

B SSLAZ ESA= 2 aoos AHoHA| e 39 AHEA 8l 222 %

2 248 4 ABLCH
13 32, “AFE 2} 2 O] B SH0| Qe HEZ UTElE B MH EA'E
NLI2I2Z OIS UICE 8 A & SSU 714 T2} A8}
a5tz 2 |0 YBELICH

SSLAHE ZEA|E= 443 ZEO|| 19 =[0f JASUCH & MBE & 7HEEOH ?“HE|01 U
f

&GLICt 8443 ZE = LS5t A€l HTTP Et% 415
S IE=SSL HY TEA|O|M /S| e AT 4+

Oracle Solaris Server

Ll ssLxd
443 | &AM

8443

A B

gseg =3y
Yut B~ E (Y B AE HTTP)

SSLAHE BEAE 71 LA 42 FE 20|=SSL3.0 Y TIS 1.0 Z2E *2‘%
LICt ksslcfg(1M) Ol =& HO[R[O|M M| S 25 AZSHIAL. AHER| Y= B

& £ E0| Cft A8} 214 SSL A BUSteS D2AIS 243 4 USUIC
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SSLAHYE ZEAIS Sot @ B B

SSL A4

Al2t5t7| Hof|

ZZAE S5 Y MY 23

CHS Z2H0|M= SSLHE BEAIE AEStER 8 MHE Td5ts EES 20

EH
SSLHY TZA|Z AFRSIEE Apache 2.2 ¥ MHZ LASH= 2t [33]
SSLHY TEA|Z AFRSIZ2E Oracle iPlanet 2 MBS 5= ¥ [35]
Apache 2.2 SSLE ZYSIEE SSL HYE ZEA|E FLdsts L8 [36]
FAOIA SSLHE ZEAIE 85t S [39]

— od

SSL7d ZEA|E AMESIEE Apache 2.2 ¥l MHE
Hote wd

SSLHY TZA|= Apache 2.2 2 MB{O|A SSLTHZ! 2| &2 _Lx%m A OlA
{0 M= 18 3-1. “AHE=2 °*§§P5| U M S4oM BoF= 24
St

=LC o] &
tCHet AlLt2| 28 7o
Apache 2.2 & MHE G4 SUC O] & MH = Oracle Solarisof Zet=|0f AGH T,
root &S ZOLOF BL|Ct.

o M

# svcadm disable svc:/network/http:apache22

SAIgLC.

ME] 7491 7|9t M QIZMS S+ mhofl MLt

ssl.conf I}UO0|| M SSLCertificateFile Of7HEH 40 2| 45 B2
o IIYS 2Y AFRE 4 UBLCt

SSL '8 = A[Of Chal Z|

SSLCertificateKeyFile Of7H&H
U OIS AR 82 Alals

co= =2.°

= 214t 39 USAM O ol 7| IS ZshoF &
to] Th S 2 ELICH

# cat cert.pem key.pem > cert-and-key.pem

ksslcfg H3 1} S| AR & o7 tHE AL CH
ksslcfg(1M) Oi= % THO[RIOIA M3 S4 S2S 2ZSHIAIL. HBaHOF 5t Oi7fes

= b3 Za LUt

u key—format OIZH a7 gAS Ho
ZEAQ|

9|3 |'7|T|°H -f A1 8VH ARE 'L T SSLAHE

7‘|°JE|_ oA—!g pk cs11, pem & pkes12QL|C,

m key-and-certificate-file - pem & pkcs12 key-format &M0f| TSt M 7| & QIS ME A
A5h= IrEe| #2|E 2d3h7| flah -1 42t & ARZ LT

m password-file - pem EE= pkcs12 key-format S401| TSt 7191 7|1 & 2SS Stot= O AHE
= g2 E 74| TloH -p S BH AFEEHLCE pkes112] AR A2 S AHESHO
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SSLHY TEA|Z ARSHEE Apache 2.2 ¢ MHE A=

PKCS #11 EZ S 2 EHELICEH 0400 AT 2 &S TIUS ESHOF {LIC O] I
2 20l EEo| Lt |Ct,

m token-label - PKCS #11 E2& A|¥517| QIsH -1 41t &7 At EHL|Ct

m certificate-label - PKCS #11 EZ0|A QIS A 2H|Q| 2f0|=2 MEi5tY| sl -c 42t
S| AFEELICE

B proxy-port - SSL ZEA| LEE HH517| Qo -x M1t SA| ALEEILICH BE E
8ot CtE LEES 2| HofiOf BfLICH ¥ M= 2S5t oA e LEHEIAE ETZ 2|5t
SSL ZEA| LEO||M 441 T LY %'E&*SE U2 8443 LTt

m ssl-port - SSL 72 ZEA|0f| CfSt 41 LES 2| YELICH YBFH O 2 ZF2 443Q)LICt,

HA L

4. SSL7{E ZEA0 CHEt Mu|A QAARAZ THEL|CE
CHS A S StLHE AFESHY] SSL S A| ZEQ} 2 D7 #+S A LT

B PEM == PKCS #1285 7| Y422 2| €EL|Ct

# ksslcfg create -f key-format -i key-and-certificate-file \
-p password-file -x proxy-port ssl-port

B PKCS #1132 7| YA 2= 2| YLt

# ksslcfg create -f pkcsll -T PKCS11-token -C certificate-label \
-p password-file -x proxy-port ssl-port

5. MH|A QIAEIATJ} 2ajol AEHOIR] EfIBHLCE,
# svcs svc:/network/ssl/proxy
STATE STIME FMRI
online 02:22:22 svc:/network/ssl/proxy:default

ChS 252 ZAF MB|A QIARATE RSO 2] §IASS LIEHHLICE

svcs: Pattern 'svc:/network/ssl/proxy' doesn't match any instances
STATE STIME FMRI

6. 9 MH{Z SSLIZA| ZEOM A CY7|SHEE PAIBHLCE,

/etc/apache2/2.2/http.conf IS TRIGE N SSL TE2A| TEE HO|5tE 2 HE 2IIE
LICH MH IP 2AE AFESH= 22 A M= T QIE{TH O] A0 CHEHA{PF AR L{CE 2
2 Ct32t FAFZLICE

Listen proxy-port

7. ¥ Mo Chist SMF S54S Y et
A MB| MB[AE SSLHE DEA| QARHATE A2 202 A2 &~ JGLCH TS B

E — =
£ olzfat THgS g

# svccfg -s svc:/network/http:apache22
svc:/network/http:apache22> addpg kssl dependency
..apache22> setprop kssl/entities = fmri:svc:/network/ssl/proxy:kss1-INADDR_ANY-443
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SSL HE T2 A|S AFRSHEE Oracle iPlanet ¥ MHE FA45H= 2

Al2fst7] o

..apache22> setprop kssl/grouping = astring: require_all
..apache22> setprop kssl/restart_on = astring: refresh
..apache22> setprop kssl/type = astring: service
..apache22> end

2l M| MH|AZ Al2o 2 MASH|C)

# svcadm enable svc:/network/http:apache22

SSL 72 ZEA|E AFESI=S Oracle iPlanet ¥ AMHE
5= YL

SSL 42 = A|= Oracle iPlanet ¢ HEHOHH SSLIfZ! Xe| S5 =Y &+ AUSLICH O
AaofM = O 3-1. “HEZ LS5 Y M SE40M B0 F = ZHESHA|L2|28 3
AL CE

Oracle iPlanet gl MHE H2| & FLH3HELICH M Oracle iPlanet @ M| (http://
www .oracle.com/technetwork/middleware/iplanetwebserver-098726.html?
ssSourceSiteld=ocomen)dA Ct22ES 4 STt |22 Oracle iPLANET WEB
SERVER 7.0.15 (http://docs.oracle.com/cd/E18958_01/index.htm)E ZZ25HA|L.

Network Security 23H Z2I}0j| 2| A4Sl 2+2| 2+0{0F EHL|C}H ZFM|SH LHE-S “Oracle
Solaris 11.29] AF22F L T2 M A EOH"0| “2| 4=l 22| HEH AR S 2ERFHMAIL.

4 MHE SA[EL .

22|27t @ QIE||0| A5 AFBSt0] MB1S Z2IBILICE 21212 Oracle iPLANET WEB
SERVER 7.0.15 (http://docs.oracle.com/cd/E18958_01/index.htm)S ZR5HA|L.
ksslcfg 2D} SUH| AR S D742 A

24
ksslcfg(1M) O =2 H[O| 2|0l A X 4
552 SSLHE ZFAE AHESH=S Apach
CHAIE 2 ZRSH A2,

Bt
222 BZSAIR. HBsHot s Of7f
e2.2 2 HH{ZS PAISHS W [33]9] 3

SSL 7" T2 A|0]| CHSE AH|A QIABIAZ OREL|CE
CH2 SAl = SILIE AFR310] SSL T2 A| LEQ} & D7 LS | A EhL C
B PEM = PKCS #1258 7| ¥Alo2 2| A& Ct,

# ksslcfg create -f key-format -i key-and-certificate-file \
-p password-file -x proxy-port ssl-port

B PKCS #1132 7| YA 2= 2Lt

# ksslcfg create -f pkcsll -T PKCS11-token -C certificate-label \
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Apache 2.2 SSLZ EY5IE=S SSL HYE ZEAE Ad5t=

-p password-file -x proxy-port ssl-port

4. OQIAEIAJ} 230l AFEHOIR| EHOIBH|C},

—

# svcs svc:/network/ssl/proxy
STATE STIME FMRI
online 02:22:22 svc:/network/ssl/proxy:default

5. ¢ MHE SSL ZEA| ZEO|M 4 CHI|SH=S /48|t
Z|2l&2 Oracle iPLANET WEB SERVER 7.0.15 (http://docs.oracle.com/cd/
E18958 01/index.htm)S &IZ3HIA|L.

6. W MHO| Clist SMF S54S A e ct
A M MB|AE SSLHE ZEA| AAEATE A ZHE 2042 A2 4~ ASUCH CHg FF
2 A MB{ MB|A9] FMRIZ} svc: /network/http:webserver70|2td 714 5H0] O
S MASHL|CH
o= 2o0odg .

# svccfg -s svc:/network/http:webserver?
svc:/network/http:webserver7> addpg kssl dependency
..webserver7> setprop kssl/entities = fmri:svc:/network/ssl/proxy:kss1-INADDR_ANY-443
..webserver7> setprop kssl/grouping = astring: require_all
..webserver7> setprop kssl/restart_on = astring: refresh
..webserver7> setprop kssl/type = astring: service
..webserver7> end

7. A MHIAS AHBOR MBI

# svcadm enable svc:/network/http:webserver?

¥ Apache 2.2 SSLE EUWSITE SSL HE TEA|E 714
Sf= 2t

Sfal SSL HE ZEAIS 7]& SSL MIE
SL &S MIEOI| SSLHE ZEAI0fM A
Ao2 ARZELILE O] Z22[0|M= 1

stel g M SM0M EoFE =2

0] A0l M= Apache 2.2 ¥ MHE HSEE 74
2| gAloz GEL|Ct S2t0|UEI A Sst= S
SE|l= %&7tF 2B Apache 2.2 & A7t 244
T 3-2. “AIEAt 2He| E¥ FMH0| o AeHEz Y
StAIL2|2E 2 E L CL

gt
<

NI B0l root AEHS HOFOF BHLICH A

St LI “Oracle Solaris 11.29] A2t & T2 M|A HOt
O “RIYGE e Hot ArET S 2RSHAIL
1. Apache 2.2 ¢l MHHO|M MEH2| SSL ' ZEA|0|M ARE|= 7| QIS AME 2HSLICE

a. CSR(YUEM MY 2)S HdgLIct
CI2 HH2 SSL 7H'E T2 AI0]| TS CSR & 2+ad JHQ1 7|5 A48t Tt

O OO
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Apache 2.2 SSLZ EY5IES SSL HYE ZEAE d5t= &

cd /root

openssl req \

-x509 -new \

-subj "/C=CZ/ST=Prague region/L=Prague/CN="hostname " \
-newkey rsa:2048 -keyout webkey.pem \

-out webcert.pem

Generating a 2048 bit RSA private key

A

vV V. V V # #

writing new private key to 'webkey.pem'
Enter PEM pass phrase: JohnnyCashIsCool
Verifying - Enter PEM pass phrase: JohnnyCashIsCool

#
# chmod 440 /root/webcert.pem ; chown root:webservd /root/webcert.pem

3 - FIPS 140 45 2|5t RSA 7|9| 2|4 Z0|= 2048YUL|Ct ZtM|ISH LHE 2 “Using a
FIPS 140 Enabled System in Oracle Solaris 11.2 "8 2tZ3HIA|2.

2tM|3 LIRS openss1(5) Of5Y M0 2|2 2REHIAIL.
b. CSRZ CA(QIZ 7|2hojl E¥L|Ct,

C. webcert.pem ItYUS CAO|A BH2 MHE QAUS A2 HEFL|CE

=L L S/ 7] ASME SSLAHE ZEAS L
a. BAUSE S HYSID BBHLIC

# echo "RefrigeratorsAreCool" > /root/kssl.pass

# chmod 440 /root/kssl.pass; chown root:webservd /root/kssl.pass
240 - ZYAS0= 3H ZAE 2 4 SlELICh

b. 7! 7] % 37K 7| ASME B TpU= HBHEHLICH

— = [ —

# cat /root/webcert.pem /root/webkey.pem > /root/webcombo.pem
. SHHY 7| ASM L 2FLZ2 SSLAHE ZEAE ALt
# ksslcfg create -f pem -i /root/webcombo.pem -x 8443 -p /root/kssl.pass 443

8443 ZEOA AS3IE|R| Y2 SUS FASHES U MH
S

o g gL
/etc/apache2/2.2/httpd. conf IO A Listen S TRITHL|CH.

# pfedit /etc/apache2/2.2/httpd.conf

## Listen 80
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Apache 2.2 SSLZ EY5IE=S SSL HYE ZEAE Ad5t=

Listen 8443

4, SSL2E BHIEZ|EOQl ss1.confE Apache 74 C|AER|0| Z7}gL|Ct,
# cp /etc/apache2/2.2/samples-conf.d/ssl.conf /etc/apache2/2.2/ssl.conf

0| 2=2 Y=otE HES 2ol 443 24 CHY| ZES ZIFRILICH

5. ¢ A7} /root/kssl.pass I}2Q

Ho
03
02
fok
i
=lOI__I
Jn
o

£ =2 SSBLICE

a. kssl.pass MUS = A AJYUES WSLIC

# pfedit /root/put-passphrase.sh
#!/usr/bin/ksh -p

## Reads SSL 71 ZLEA| passphrase
/usr/bin/cat /root/kssl.pass

b. AQYEE MY IHSEA HYSHD AL HEFLICE

# chmod 500 /root/put-passphrase.sh
# chown webservd:webservd /root/put-passphrase.sh

C. ssl.conf I} 9| sSLPassPhraseDialog D7 |tHL-E 21510 O] A AJTEE S&&
Lict.

# pfedit /etc/apache2/2.2/ssl.conf

## SSLPassPhraseDialog builtin
SSLPassPhraseDialog exec:/root/put-passphrase.sh

6. W AMB2 Z7H L Il 7| /IS E SHIE 2z|of| A ATLICE
ssl.conf I}QQ| ssLcertificateFile 2! SSLCertificateKeyFile Oj7HH 4 240 SHIZ 2
2| L 0| 0| ZEEL|CH SHIE IZ 2 ASME SAlstHL HEE o~ UASFL|CH

# 1n -s /root/webcert.pem /etc/apache2/2.2/server.crt SSL CertificateFile default location
# ln -s /root/webkey.pem /etc/apache2/2.2/server.key SSL CertificateKeyFile default location

7. Apache MH|AE A2 2 HAEFLICE
# svcadm enable apache22
8. (&) F M2 ZEJt 213 S| gttt
openssl s _client 2! kstat S AFESH0] IfZIS SHOITHL|CY,
a. SSL7| TEAI0| ALSE £ U ASE AFELICE
# openssl s_client -cipher RC4-SHA -connect web-server:443

kstat 7}F2E] kss1 full handshakesOf|A] 10| 27}51H SSL HYE T2 A|0|A SSL MM
O] 2{2|=|AU=A| &l T},
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YAOIM SSL HE DRAIE ALSS= Y™

=2 —

ol 3-1

Al2tat7| Mol

# kstat -m kssl -s kssl_full_handshakes

b. SSLHE ZEAO| ALEE & Q= YSE ABELICEH
# openssl s_client -cipher CAMELLIA256-SHA -connect web-server:443

kstat 7|2E{ kss1_fallback connectionsOf|A] 10| =7}5tH I{ZI0| =&

MI20[ Apache & ME{OIIA 22| = A=2| 2HIRILICY.

no
ul
X
El
n
wn
—

# kstat -m kssl -s kssl_fallback_connections

SSL HY D2 A2 AL2SEIE2 Apache 2.2 € M 1A
CtS BH2 pem 7| FAIZ AFESH= SSL H'E ZEA| A{H|A QIARAAE DHEL|CH

= —™ [

# ksslcfg create -f pem -i cert-and-key.pem -p kssl.pass -x 8443 443

SSLAHYE TEA|= CHS AT AFtt 84| S0l A S ELICtH

m 25 Y SSL 22l A FHOA SHolfoF §HLICH MY Y e R = =22 g9 ¢!
SM L 7| THUO|| MM AsHOF SHLICH M FHOM ksslcfg BHS AFESHO AH|A
QIAMAE M5 & H|HH A0 & MHE A2 & JUEGLICE

m QAHAES JHSt= HR ksslefg @ &) EY SAE O|F0|Lt P FAE A|H8H
Of &L|Ct. £ UAEHAOA IP FAZ INADDR_ANYE A FS 4= QIELICH

M MH[AE HIHSE GAOA LD AFECE MY EIL|CH

Network Security 2 Zone Management 2§t Z2IHI0]| 2| A&l 22| 2404 0f SHL|Ch, 2}
Mgt LHE2 “Oracle Solaris 11.22] AtEZ} L T2 M|A HOt70| “2| Y& 2te| HTHALE S
ZRSMAR.

H|4 oA HA A MHE ST}

02 S0 apache-zone YHO|M Apache ¢l MHE SA[5t2{P TS HHS AHEHL|CH

apache-zone # svcadm disable svc:/network/http:apache22

(]
=
=

e oI 2| SSLHY TEAI0f Tt AHIA QIAE

_

apache-zoneOf| CHEF MB|A QIABAS OHS{ T L3 RAFSH EHS AFERILIC

# ksslcfg create -f pem -i /zone/apache-zone/root/keypair.pem \
-p /zone/apache-zone/root/skppass -x 8443 apache-zone 443

HIHS FOIA B MHIA AAHAS O MHBHLIC,

-1 o~ —_— =
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HAOM SSL HYE TE2AIZ AIRSH= W

Ol 2 S0{ apache-zoneOf|A] E MB|AS AFE22 Y EILICH
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$ svccfg -s ipfilter:default listprop | grep file
config/ipf6_config_file astring /etc/ipf/ipf6.conf
config/ipnat_config file astring /etc/ipf/ipnat.conf
config/ippool_config_file astring /etc/ipf/ippool.conf
firewall config default/custom policy file astring none
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$ svcs -x ipfilter:default
svc:/network/ipfilter:default (IP Filter)
State: disabled since Mon Sep 10 10:10:50 2012
Reason: Disabled by an administrator.
See: http://oracle.com/msg/SMF-8000-05
See: ipfilter(5)
Impact: This service is not running.
B [Pv4 HELI0M X522 HEI0| HEE A|LEC 2 O3 BHS HASHH IP
TE S Zolgd.

# ipfstat -io

m S OL=E OIS H2{™ /etc/nwam/loc/NoNet/ipf.confS S&LICH O] OS2
2| A2
m WS SHGAB P LE T TS B WY (5518 AZEUAIR

230 - IPv6 HIEQIZ0IAM IP HE] H2S 2QIStHTH ipfstat -6i00{AQ 20| -6 FHEZ 2
JFetHCh AFMIst 82 ipfstat(1M) O 0|2 S &2 AIL.
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# svccfg -s ipfilter:default setprop firewall_config_default/policy = astring:
"custom”

b. 1% C}Z 9IXE A|Fe .
O] € S0, /etc/ipf/myorg.ipf.confS IHZ! TE{Y 2] MEQ| 2|22 R|HTLICH
# svccfg -s ipfilter:default \

setprop firewall_config_default/custom_policy_file = astring: "/etc/ipf/
myorg.ipf.conf"
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o2l TE O] EHOP AtMet '-H%o “IP ZE{Q| ]1H9I ZEE 7|5 AtE” [46]% #yx 3PA'AIE

pass in all
pass out all

(/M) IP ZE{0f| CHSE NAT(Network Address Translation) 7t/d o}l S orSL|C},

NATE Soff 12! S TESHH T NAT 2] IS 7|E It O|E /etc/ipf/ipnat.confS
M‘g'ofo:l OFSL|Ct CH2 0|28 AtEote 42 L2 22 config/ipnat_config file Af
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# svccfg -s ipfilter:default \
setprop config/ipnat_config_file = astring: "/etc/ipf/myorg.ipnat.conf"

NATO]| CHEH ZtMISH LEE2 “IP BE{S| NAT 7|5 AFE” [48]3 ZZRIHIAI2.

5%. 1P ZE 79 55


http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSSUPrbactask-28

IPEHE AIZL=E 23t

fJ
=
tu
kJ
ﬂ
rir
oL
1%

56

v

Al2fst7] o

(FH) 34 & oS USLH

ZANES TR ZA E2 2125120 £ 0jQlS 7|L I 0|2 /etc/ipf/ippool.confZ
DtSLICE CHE O|&2 At8ote H<R Cha3d &2 config/ippool config file MH|A S5
HE 2l 2 Mok gL,

# svccfg -s ipfilter:default \
setprop config/ippool_config_file = astring: "/etc/ipf/myorg.ippool.conf"
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# svcadm enable network/ipfilter
MH| A7 Al ZO0 Z2 1P ZE| 7 AUS AT 2 ME[AF M2 D]L|C}

# svcadm refresh network/ipfilter
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solaris.admin.edit/path-to-IPFilter-policy-file 3t 2047t
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# Disable fragment reassembly
#

set defrag off;

# Define policy

#

block in all

block out all

other rules

IP ZE{E ArE22 HYgLct.
# svcadm enable network/ipfilter
IHZ10] 2HO{ S x| 0 UA| 42| &l gfLct.

# ipf -T defrag
defrag min @ max 0x1 current 0

current 30| 00| B EFHO| 240{45]= Z0| OFHLICE current?} 1031 EHHO| 2fof4 2
gt
= .
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#set defrag off;

#

# Enable loopback filtering to filter between zones
#

set intercept loopback true;
#

# Define policy

#

block in all

block out all

other rules

IP HEIS AFB22 HYEIL|Ct
# svcadm enable network/ipfilter

Foo Hel HEiS &Qlste{H Cfg 3PS AR ELIC

=

# ipf -T ipf_loopback

ipf_loopback min @ max Ox1 current 1
#
current Z10| 00| 2T LE{20| AF 28102 MHEILICE current7} 10| 28y L
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2 sl F20| AFZE|R| SUICE B4 D B2 T3 TWEY B2 MES 25 2|, B0
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23 - CF2 b= (Pv4 HEY A9 o2 A2 ELICH IPv6 THZIC| AL -How to Display
IP Filter Service Defaults®| 2CHAIO| EHE CHz IP ZE MH|A 7|23t HAlSH= &
B [54] SHS ALEELIT.
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V2 Izl WEY 73 HIE Hol W
Aztst7) ol P Filter Management @S Z2 00| 2| &l 2t2| A0{0F §FLICE AfMet LHE-2 “Oracle
Solaris 11.29] AFEZ} & T2 M A HOH"o| “2| Y&l 22| HTH AR S 2RI,
® Izl WEEY 72| MEE glgiLict.
OZ oM = HE0M 2EE 244 A BEHIY 72 NES| 283 BN EUCL
# ipfstat -io
empty list for ipfilter(out)
pass in quick on netl from 192.168.1.0/24 to any
pass in all
block in on netl from 192.168.1.10/32 to any
_— o = —_—
Y HE TR LE( 73 HIE Bl uhy
Azt Hol  |P Filter Management ot Z2THU0| 2|42 22 20| OF L Tt ZFM|TH LIE2 “Oracle

Solaris 11.22] AbEAF Y 2N A 20F70| “2|YE 2| AT AFES HZRSHYAI2.

Hgd T2 e A2 HMES &l
CHS oilofM= BIZd T 2T 2 HES 23S ENFH T

# ipfstat -I -io
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IP Filter Management &t T2 I}AU0f| 2| HE 22| Xt0{0F LTt AtM|SH LIE-2 “Oracle
Solaris 11.22] AFE2Z} Al T2 M|A HOt 70| “2|HEl 22| HTH AFR"S 2ERFHAIA 2.

€ 2rgsfote® Bl IO A 72 MEE THSLIC.
2 =
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# ipf -Fa -f filename
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o =
A BHYAIL. M 12 HES 2E5t7| Mof| B Hote S AL otete = 4gstE2 oY
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# ipfstat -io

empty list for ipfilter(out)

pass in quick on net@ all

# ipf -Fa -f /etc/ipf/ipfnew.conf

# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

YOOI E= 2! TEY 72| ME CHA| 25
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20| et g9 2 HES LHE-LCH

# ipfstat -io
empty list for ipfilter (out)
block in log quick from 10.0.0.0/8 to any

2 C}2 /etc/ipf/myorg.ipf.conf A IS MRS D AMH|A S AZ 11X
MEE CHA| LIERIL T

# svcadm refresh network/ipfilter

# ipfstat -io

empty list for ipfilter (out)

block in log quick from 10.0.0.0/8 to any

block in quick on netl from 192.168.0.0/12 to any

VO3l e 72 ME A Yy

stz ol |P Filter Management 28t T20}U0H 2| Yl 2t2[2t00F fLIC} ZbM|St LIE2 “Oracle

= —

Solaris 11.22] AtEat L 2N A HOt70| “2|YE 22| ot A" S IRIHYAI2.

® 2 HEZS AIAELICL

e

# ipf -F [a]i]o]

-a T2 MEOM 2E TER 213 A AHFLIC.
i 24 THZI0f oigt HE ™ 21 A AFLC.
-0 4 THZIOf oigt HE ™ 213 A AFLC.

of 5-3 Izl ZET F2 ME A
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oE
njo
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rr
0

# ipfstat -io

block out log on net@ all

block in log quick from 10.0.0.0/8 to any
# ipf -Fa

# ipfstat -io

empty list for ipfilter(out)

empty list for ipfilter(in)
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Solaris 11.22| AtEAL & T2 M|A HOH"O| “2|HEl 2te| HSHALR"S ZRSIHYAIL.
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CHS 4 S StLE &8 2l MEo| 28 7Lt
m ipf -f - HHS ALESIO] BSOM 2] MEO| #3218 7KL,

# echo "block in on netl proto tcp from 10.1.1.1/32 to any" | ipf -f -

MEIAE M2 T2|HLE CHA| AIZSILE AFBO R M-ste A2, 2715 o] 2l 1P
Wef 40| AT} opguch,

" ChS BYS MEEUC
1. Mefst IjQlo] 2 HES BHsUCt
2. BHE B2 B4 F2 NEO 2718

T3 1IE°| 20| filename?| %3. | =7HEl LT IP ZE = “Ot2|9f 22| 2]
E5I22 quick 7|HEE AFESHA| Bie 89 F7IEl= 20| et 2

40 T o ko
o O |1 0%
i
ol
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oM 4317t BHELICE 3101 quitk SIS S BESE A1 SlA/SlL
2 0l Cifst 24@l0] £3E| D £4 20| HHoIE|7) SFELICt

filenameO| |P ZE
Al Al ZFSEALE A
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Ct.

# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

# echo "block in on netl proto tcp from 10.1.1.1/32 to any" | ipf -f -
# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

block in on netl proto tcp from 10.1.1.1/32 to any

H 28 T2 e 2] MEo #2lE 7tol= S48
HU0M HIEY 72 HES USV EAELL 23 512 Al RBE 4 USLICH IP LE| A
[AE (5| QY& ST 72 MES 24 72 MER U8 £ ABUCH SR A
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IP Filter Management ot Z2I}AU0f| 2| HE 22| Xt0{0F SHLICH AtM|SH L2 “Oracle
Solaris 11.29] A2 Y T2 M A BEOH"0| “Z|H =l a| HEH AR S ZRSHIAIL.

MESH ool 72l MIES 2HELIC
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# ipf -I -f filename
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# ipfstat -I -io

pass out quick on netl all

pass in quick on netl all

# ipf -I -f /etc/ipf/ipftrial.conf

# ipfstat -I -io

pass out quick on netl all

pass in quick on netl all

block in log quick from 10.0.0.0/8 to any
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2 T30 P LEf AHIA
S 3 njolo| s 70| BATLICH B2 F2 NEE 27| o

L.
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HEoA HIZY A 2EE 72 HES H|H5H= 4E

of 56 4 Tz LeEf 72 Mot HEA TR LR P2 HE 7t Het
CFS OO ipf -s BUS AFESI0] B2 F2 HMES Y 72 MER B30 24
T2 HES HlZY 72 MER Heists WHg BoiZU
B ipf -s YBS AWEY| FHO| ipfstat -1 -10 BHYO| AL BB 7 MEC| RS
SBOIELICE ipfstat -0 YHO| 22 BY F2 HEQ F2S HoiFUICH

# ipfstat -io
empty list for ipfilter(out)
block in log quick from 10.0.0.0/8 to any
block in on netl proto tcp from 10.1.1.1/32 to any
# ipfstat -I -io
pass out quick on netl all
pass in quick on netl all
block in log quick from 10.0.0.0/8 to any
B ipf -s HHS MMTIF ipfstat -I -io L ipfstat -io FHO FH2 Z I 72 M|
E9| 80| Met=|ASS EHSLIC,

# ipf -s

Set 1 now inactive

# ipfstat -io

pass out quick on netl all

pass in quick on netl all

block in log quick from 10.0.0.0/8 to any

# ipfstat -I -io

empty list for inactive ipfilter(out)

block in log quick from 10.0.0.0/8 to any

block in on netl proto tcp from 10.1.1.1/32 to any

¥ F{dof|A B|gd D)2l HE A2 HEE A7 sts EH

Az3t71 1ol |P Filter Management M3t T2OFAO| 2| - E 2h2|2{0{0F §HLICH AHMISH LIE2 “Oracle
Solaris 11.29] AF&2} L Z2M|A 20H70| “2|FE 2a| AT A S ZZEHUAIL.

® 'RTH|RJ|" FP HIEY 112 MES AYELC.

# ipf -I -Fa
HT- 20| ipf 52 AW F< 5/0] U HIEA 72 NEJHZH 72 NER Hetd
LICH 24 2l METHH|0 US 32 HEIYO0| £-E|2| gfgLict.

o 5-7 FHEOIM H2Y T2 TER 2] ME AHA

CHS Ol0M = 2 20| AAZ =5 Bl2hd T2 BEE 72 HES B|?= YES 20
ZLC}
= .
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IP LEIOIA] EH4 NAT T4 SH0l5t

66

v

Al2Fsta| ol

v

Al2fsta| Ao

o 5-8

# ipfstat -I -io

empty list for inactive ipfilter(out)

block in log quick from 10.0.0.0/8 to any

block in on netl proto tcp from 10.1.1.1/32 to any
# ipf -I -Fa

# ipfstat -I -io

empty list for inactive ipfilter(out)

empty list for inactive ipfilter(in)

CHS2 IP LE{Q| NAT 12| B2I5tR, 21, $3sHe Hatiuch
IP ZE{0l|M 2/ NAT #2lS &QI5t= WH

IP Filter Management ¢t Z2I}AU0f| 2| HE 22| Xt0{0F GHL|CH AtM|SH LIE-2 “Oracle
Solaris 11.22] AFEAL & T2 M| A 2070 “R| Y& &he| Tt AL S ZIZSHYAIL.

£ NAT 7212 SHQIBHL T

CHE ool = &7 NAT 12 MEQ| 288 BN FLICt

# ipnat -1

List of active MAP/Redirect filters:

map net@ 192.168.1.0/24 -> 20.20.20.1/32

List of active sessions:
IP ZE{OILA NAT 7212 HIZH43I5H W

— e —

Solaris 11.22] AtEAt & 2N A HOH70| “A|YE 22| ot AL S AIRTHYAI2.

IP Filter Management &3t Z2IOAU0|| 2| HE 22| 2t0{0F §HLICH AtM|SH LHE-2 “Oracle

7{20jlA NAT 2l AH|7{&tL|ct.,

# ipnat -FC
_c%t = | O o

2 S NAT 72 820| BE $2S ABILICH ¢ SHS B2 B4 NAT 0ES
SOZC S NAT Wt 0| 5] B B4 @S AHSLICH

NAT #2] A A

JN'
@
ﬂJIO
N
_\H_
HF
EE
njo
HT
el

N
r
[l

CHS ool M= 2 NAT 2

# ipnat -1

Oracle Solaris 11.22| HER{3 £9t - 2014H 8


http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSSUPrbactask-28

NAT TH3! TEf 72j0f 72

njo
o
J
3
rir
oz
13

Al2fsta| Ao

o 5-9

List of active MAP/Redirect filters:
map net@® 192.168.1.0/24 -> 20.20.20.1/32

List of active sessions:

# ipnat -C

1 entries flushed from NAT list

# ipnat -1

List of active MAP/Redirect filters:

List of active sessions:

NAT I{Z! TE{Z 20 72

mjo

F7sts Y

rr

7|2 T MEO) S 271510 EIAELL 22 512 Al KB 4 YSLCL F20| 27}
Bl AL IP LE MH|IAE A4 ALBOR HHELICE 512|2F MH|AS A2 DAL CHA|
AZIBI7ALE AR O 2 MSHe H2, IP HE| M|A0| S2 & THU0| NAT F2/0| giof
sy Fajo] &AL

IP Filter Management #ot Z=2IHU0|| 2| HEl 22|20/ OF &FL|Ct ZtA[et LHE2 “Oracle
Solaris 11.29] AF22F L TZ M A EOH"0| “2| el 22| HEH AR S 2ERFHAIL.

2 g4 13 HE| 7215 It
HE AESHO HHZO|M NAT 172! MEO| 28 7L}
# echo "map net0 192.168.1.0/24 -> 20.20.20.1/32" | ipnat -f -

IP

4
rlo

MBIAS MZ D2|2LE A A2 SEALE AR 22 25t 89, 37t O 73
T 99 L7t Ot LY.

S YHS MABLICH
1. Meksh IFIO| 27} NAT 722 BHSUT
2. BHE FAS A NAT 70| 2718,

# ipnat -f filename
NAT T2l2| E0 filenamel| w#2|0| Z7tg LT},
filenameO| P HE| 714 Y S5 HE Z StLC| 20|H MB|AZ A2 M5t
AL CHA] A|2ISEALE M2 02| = 2 sl #2]0| CiA| 2EF L OEA| g2
42 2718 730 oAl 72 HES MBS
NAT 12! M EO|| 2] 27}
CS M0olM= B Z0IAM NAT 2] MEO| 2l 27tot= ddg 20 ST

# ipnat -1
List of active MAP/Redirect filters:
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e
0x
N
>
MH
Job
oz

It

List of active sessions:
# echo "map net0 192.168.1.0/24 -> 20.20.20.1/32" | ipnat -f -

# ipnat -1
List of active MAP/Redirect filters

map net@® 192.168.1.0/24 -> 20.20.20.1/32

List of active sessions

| o &Z2AN X
IP ZE{0]| CHet =4 = 2
CiE2 =4 52 H2lst, B, £35t= AAYL(Ct
= = IT =
\AE-TEES LU
N#st7| 2ol |P Filter Management X8 Z2I}0j| 2| &Sl 2+2| 2F0{0F SHL|CH AFM|SH LHE-S “Oracle
Solaris 11.22] AFE2H L T2 M|A 2O “2|HEl 2| Mot A2 S ZIRSHYAIL.
® = ZAES OIS
Lt oo M= &d 4 2| HH=E &Qlste Y'Y E BoSUH
# ippool -1
table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };
™
V24 F AU
AZts7) ol P Filter Management @8 Z2 00| 2|4 E 2t2|X0{0F §LIC AfMIt LHE2 “Oracle
Solaris 11.29] AF2A} & T2 M|A EOH"0| “2|H &l 22| HSHAIR™S 2AZRSHMAL.
® x4 Zo| #2Z HHELCL
# ippool -F
5-10 A
2 EAHA YES BAHFLIC

of
&3 olloiME =

# ippool -1
table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; }

# ippool -F
1 object flushed

# ippool -1
Oracle Solaris 11.22| HE93 £t - 20144 8&
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|0

V 2 E0 RAS F7

F
fir

T

12 7 MEO] TS 2It510 HASL X 512 Al S8 4 ASUCE 720l 27}
g Z2 IPHE| NHIAL A4 AR MHELICH SRR MHIAS M2 T2/ Lt ChA|
NZBPALE AFBO R M5t F2, P LE AU|A0| S2 38 ni2lo| 34

©81 35 72/0] AUFLICH

Aiast7l @l |P Filter Management 248t I 21HQI0f 2| Z &l 2k2|2{0{0F §HL|C}. 2tMI3H LIS “Oracle
Solaris 11.22] AFS2F & T2 M A Eot"o] “A[YeE 22| Ut A8 S AZRSHAIR.

1. O3 9E S L= &9 A2l ME| A2l 1L ct
® ippool -f - YHZ ALESIO FBZO|M 2 MEO| 22 Z7HELIC

# echo "table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24};" | ippool -f -

MBIAE ME D2|LE CHA] A|2StAL AFBL 2 2y 5ts 89, 7t ol #3l21P
ZE #89 %‘—t.'—ﬂ =Ty

1. A5t mlof

2. BHE 7S g4 F4 Bof 2of8iUC

2. 2o Hal w2 HEoj gl 20| Zex|0f A2 CF THAIS +HFLICL
a. M o3l e A2lol 22 F7FEL .

b. @Al 12| MEOo|| M I§Z! e 2lS FItELIC
29 I EEE 2] MEO| #2lE Fotets Y [62]9] A|2E TS

of 5-11 & 20| 2 7t
CHE ool = BHEEOM 24 & 72 MEO| 24 E2 F7Icts YYE 20SUCHL
# ippool -1
table role = ipf type = tree number = 13

{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };
# echo "table role = ipf type = tree number = 100
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IP ZE{Ol| Tt SH| L Y2 HA

{10.0.0.0/32, 172.16.1.2/32, 192.168.1.0/24};" | ippool -f -

# ippool -1
table role = ipf type = tree number = 100
{ 10.0.0.0/32, 172.16.1.2/32, 192.168.1.0/24; };
table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };
ZE{of cfiet A Y I
F) E ()1 C sZ!' :21 = <:>.EE1 .]EE.JK
E53 IPLE S4 L AR BA Y Y
2 213
Ef BIO| =2 ST T IP HE{Of CHEt HEf El|O|S &l &Y [70]
IHZ SEROf CHEE SAIS ERIBH T IP HE{Of CHE B SA & Y™ [71]
IPHE 2 7ts OIS LU | IP EE 2 7hs O =Qlsts W [72]
=3
NAT SHE lgfL|ct. IP LE{Of CHEH NAT SA| &l & [72]
T4 2 SAE SAFL. IP HE{Of TSt =4 2 S &l WY [72]
JII-||HM-H||‘OHI-I:H
V¥ IP TE{0]| CH5H ALEY Ef|O| S &I HitH

eI P Fiter Management 26t B2T1lo) 4128 B210} BLcl, 214 LIS “Oradle
Solaris 11.29] AtB2t U T2 H|A 2OH"0| “2|HEl RHa| A3t AIR'S 225
® LEH E|0|ES It
# ipfstat
B -t 242 AFR3I0] UNIX top T I2IE] BAIOE Aef H[0]22 20/3
of 5-12 P ZE{O|| CiSt HEf B0 £

O oM = o

# ipfstat
bad packets:
IPv6 packets:
input packets:
output packets:
input packets logged:
output packets logged:
packets logged:
log failures:

70

in 0

Ef El0IS 283 20ELIt

out 0

in 56286 out 63298

blocked
blocked
blocked
blocked
input 0
input 0

Oracle Solaris 11.22| HER{3 £9t - 2014H 8
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IP ZE{Ol| CHEH HEH S| &2l &Y

= - O

Al2t5t7| Hof|

of

v

5-13

IP ZE{Of CHst

fragment state(in):
fragment reassembly(in)
fragment state(out):
packet state(in):
packet state(out):

kept @ lost 0

:bad v6 hdr 0

kept @ lost 0
kept 0 lost 0
kept @ lost 0

not fragmented 0
bad v6 ehdr @ failed reassembly 0
not fragmented 0

ICMP replies: 0 TCP RSTs sent: 0
Invalid source(in): 0
Result cache hits(in): 152 (out): 6837
IN Pullups succeeded: 0 failed: 0
OUT Pullups succeeded: 0 failed: 0
Fastroute successes: 0 failures: 0
TCP cksum fails(in): 0 (out): 0
IPF Ticks: 14341469
Packet log flags set: (0)
none
IP ZE{0]] CHgl SJElf SA| =2l Y

IP Filter Management EJ%J
Solaris 11.29] AFE2} 2!

ID20pAOf 2|YE 22| A010F LT ALM|SH LIS

22 “Oracle

m2 A ool A|HE 2e| As AR’ AN

HEll SAHE =lgtict.

|

# ipfstat -s

&S ool M= &

# ipfstat -s
IP states added:
TCP
UbDP
ICMP
hits
misses
maximum
no memory
max bucket
active
expired

0 closed
State logging enabled

[(SESESENS ISR )

JE A £7]

SEi EA =9

—

12 HoS LT

State table bucket statistics:
0 in use

.00% bucket usage

minimal length

maximal length

.000 average length

[SESE SIS
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72

v

Al2fst7] 2o

v

Al2fst7] 2o

ol 5-14

v

Al2fst7] o

P LE| 2% JH5 DS S Solsts

IP Filter Management &gt T2} 0| | A=l 22| 2}0J0F §HL|C, 2pAM|SE LI “Oracle
Solaris 11.2°] AFEAL L T2 M|A EOH70| “2| = 22| Hot AFR"S IRSHUAIL.

IP ZE{ol thist 2 = Jts Oi7lH S AL
Chs 282 Z"Uo.

# ipf -T list

fr_flags min @ max Oxffffffff current 0

fr_active min @ max @ current 0

ipstate_logging min @ max 0x1 current 1

fr _authqg ttl min Ox1 max Ox7fffffff current sz = 0
fr_enable_rcache min @ max 0x1 current @

IP TE{O] CH3H NAT S &0l

IP Filter Management #ot Z=20}A0|| 2| =l 22| 2t0{0F ghL|Ct AFM|et LIE2 “Oracle
Solaris 11.22] A2At & T2 AM|A HOH70| “Z2| Y El 2he| Mot AR S ZRSHYAIL.

NAT SAIE &l ct.

# ipnat -s

IP ZE{Of| CHS NAT 2 27|

CtE oo M= NAT SAE EoS LTt

# ipnat -s

mapped in 0 out 0
added 0 expired 0

no memory 0 bad nat 0
inuse 0

rules 1

wilds @

P ZE{O| T3t F4 & S7 20l Wy

IP Filter Management &¢t T2I}A0]| 2| HEl 22| X0 OF L Ct AbA|St LI “Oracle
Solaris 11.22] AtEAL & T2 M|A HOE"O| “2|JEl 22| At AFR"S 2 RSIHUAI2L.
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IPLE 20 T 2y

# ippool -s

of 5-15 P ZE{O|| Clist =4 & A 27|
L2 oo = =4 & SHE E0SLC
# ippool -s
Pools: 3

Hash Tables: 0
Nodes: 0

P E| 271 Mt 2t

54 IPLE| 20 Y 2he) 2HQY oY
2ol e
@0l P W 21 Ialg BrELICY, PEE 21T 83 Wy (73]
AEH, NAT 2 28t 27 TS SRIBILICY, PEE 21T gl Wy [74]
T30 27 H{IE HIgLIC, T2 27 HIE B2 E 2 [75]
LS 4R S SR IRE IS YO A [ 7IRE 1218 Treol HEHE 2 el
Fech

v P TE 21T 4 kY

J2H2e= P EHO| Ust 2 211 2= syslogZ 7|FELICH syslog 271 IAUO| 7| &
2 A= CUE HOlEt HezZ P LY EcfE AEE 7|8 2 IS 0= 20|

Claled

||-N

=3

A#5t7| Mol root HES 2HOLOF &HLICE
1. Ao =2 MAEl system-log A{H|A QIAEAE SLOISHL|C},

o

% svcs system-log

STATE STIME FMRI

disabled 13:11:55 svc:/system/system-log:rsyslog

online 13:13:27 svc:/system/system-log:default

23 - rsyslog AMH|A QIABIATE2212I0[H rsyslog.conf TIUS HEILICH
2. L[} 5 WS FI1510{ /etc/syslog.conf O}US HASILICE,
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IPLE| 27 I} S0l yry

# Save IP Filter log output to its own file
local@.debug /var/log/log-name
k1 - Q12 A| AH|O|AHEZ} OtLl Tab 7| & A SH0] locale. debug®} /var/log/log-names
T2 YL AMIS LIE2 syslog. conf(4) & syslogd(1M) Ol HO[Z| S =5ty
A2

3. M E23amds ghsLct
# touch /var/log/log-name

4. system-log MH|20] LSt 1 HWEE M2 n3L|C},
# svcadm refresh system-log:default
2t - rsyslog MH| AV AIE O Z AT Y2 system-log: rsyslog A{H|A QIAEIAS
AMZ DLC}

o 5-16 |IPLE{ =1 057
CHE Aol = 1P EE HE S OF7I0|EE ipmon.logE PtE= WS BN FLIC
syslog.confS THZISHL|CT
pfedit /etc/syslog.conf
## Save IP Filter log output to its own file
local@.debug<Tab>/var/log/ipmon. log
02 T2 HYS0M|M Y S PHE10 MB[AS CRA| A|2IRHL(CH
# touch /var/log/ipmon.log
# svcadm restart system-log
ol Ol S}O| "HiEH
V IPTE 21 oY SHQl Bt
Azt ol P HE] 20 0 Y B [73]2 =S LI

IP Filter Management &gt T2} 0| | 4=l 22| 2}0J0F §HL|C, 2pM|SE LI “Oracle
Solaris 11.22] AR} U T2 M|A HOt 0| 2| HE Ra| YUt AE"S 2HRBHIAIL.

® JEH, NAT = Yt 27 S StoIgL|Ct,
2O 0Ys EHT et FHE ALESHH tg HE S YAgy
# ipmon -o [S|N|I] filename
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T3 20 HHE B2s Wy

ol 5-17

Al2fst7] o

S HEi 20 oS HAIFL|CH
N NAT 21 oS HAEL|CE,
I ek |p 21 OtYS HA|EH T}

B 2E YEf, NAT 2 2 2 MY 22 83 2F AFSEL .

# ipmon -o SNI filename

W ipmon 1|._% SAI5t & ipmon BHS AF25H0] AFEH, NAT ¥ IP HE| 21 IjUS HA|
st & ol L}
20l

# pkill ipmon
# ipmon -a filename

23 - ipnon B[20] 02 A 20 Z2 ipnon -2 P2 AISo1A DAIS. LEHO2 g
EE AL 2E N uEoR NS UL ion o B HUSHD ipnonc) CIE =12
O YRLICE 121 TS & A2 SUs 271 YWE 20 oiLfe] BAHRD S3 27
)

27 oY 2Hlof| tist 2tM[EF LIE2 ipmon(1M) O 0| XS H25HUAIL.

IPLE 20 M E7|

CHS O|0|A= /var/ipmon.logl| 232 EO{FLICt

# ipmon -o SNI /var/ipmon.log
02/09/2012 15:27:20.606626 netd @:1 p 129.146.157.149 ->
129.146.157.145 PR icmp len 20 84 icmp echo/0 IN

cC

—_/

rr

# pkill ipmon

# ipmon -aD /var/ipmon.log

02/09/2012 15:27:20.606626 netd @0:1 p 129.146.157.149 ->
129.146.157.145 PR icmp len 20 84 icmp echo/0 IN

T30 20 WIS b W

O] ZAOM= HIHE |21 31H0| 23S BAIFLIC.

IP Filter Management ¢t T2} AU0f| 2| HE 22| Xt0{0F GHLICH AtM|SH L2 “Oracle
Solaris 11.22| AFEA L =M A BOH70| “2|F = 22| AT ALE S ZRSHAIL.
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® I3l 27 HmE HigLICt,

# ipmon -F

ol 5-18 I§Zl 21 HIH H|S7|

G oM = 20 I HA Al 252 20 FLICH 0] 0f0f Lk= CH2 21 ThUo| B /U
= ER0= EaM7t AlSE L.

# ipmon -F

0 bytes flushed from log buffer
0 bytes flushed from log buffer
0 bytes flushed from log buffer

VY J|2=l Oj7

— A

o
=
no
=2
Rl
o
_OIE
rir
ok
rE

HZBHE SOL0|LL EHTS £SOR LA FP NS TR0 A 4

A2t ol root HEHS @HOFOF SHL|CY
® J|ZE IjZES oHYof| A FEct.
# cat /dev/ipl > filename
THE ZELES CHA| 7HM 2 ctrl-c& YA Z2A|HE ST W7HA] filename T

Lol O] A& 7| FELIC.

2t

o 5-19 7|2 143l &

njo
=]

tof

O oloiM = 7128 TS THEof| 445t 29| ZutE o FLC

X

# cat /dev/ipl > /tmp/logfile
~C#

# ipmon -f /tmp/logfile

02/09/2012 15:30:28.708294 net0® @0:1 p 129.146.157.149,33923 ->
129.146.157.145,23 PR tcp len 20 52 -S IN

02/09/2012 15:30:28.708708 netd @0:1 p 129.146.157.149,33923 ->
129.146.157.145,23 PR tcp len 20 40 -A IN

02/09/2012 15:30:28.792611 net@ @@:1 p 129.146.157.149,33923 ->
129.146.157.145,23 PR tcp len 20 70 -AP IN

02/09/2012 15:30:28.872000 net® @0:1 p 129.146.157.149,33923 ->
129.146.157.145,23 PR tcp len 20 40 -A IN

02/09/2012 15:30:28.872142 net0® @0:1 p 129.146.157.149,33923 ->
129.146.157.145,23 PR tcp len 20 43 -AP IN

02/09/2012 15:30:28.872808 net® @:1 p 129.146.157.149,33923 ->
129.146.157.145,23 PR tcp len 20 40 -A IN
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02/09/2012 15:30:28.872951 net@ @@:1 p 129.146.157.149,33923 ->
129.146.157.145,23 PR tcp len 20 47 -AP IN

02/09/2012 15:30:28.926792 netd @0:1 p 129.146.157.149,33923 ->
129.146.157.145,23 PR tcp len 20 40 -A IN

(output truncated)

IP TE] 74 T of

G oM = Y SAE, MH A 2t2E0f| 2 85= T2 EHY 218 2oL T

—_— i
T4 TS BE UNIX 7€ 728 Tt
B IIRE 7| (#)E Holl F40| ZEl0f USS LerdLICt
m P RS SUS Ho| B AR 4 YBLICH
n RHS E US4 UEE Yo|R JUS ABE 4 AUBUICH
20| 20 £ 8 0|4 4 UALICE 3 2Ol HEA| ()7} U2 20| C+S &
OlM A4S LIErLICH

AtMiet T2 2= I ZEE 72 7497 [46]2 FRSYAI2.

o 5-20 IPLE SAE Y

O] KO M= neto LIEX A AEH|O|AS ALESHE SAE A|AHIS F4S EOIFLC.

# pass and log everything by default
pass in log on net® all
pass out log on net@ all

# block, but don't log, incoming packets from other reserved addresses
block in quick on net® from 10.0.0.0/8 to any
block in quick on net@ from 172.16.0.0/12 to any

# block and log untrusted internal IPs. 0/32 is notation that replaces
# address of the machine running IP Filter.

block in log quick from 192.168.1.15 to <thishost>

block in log quick from 192.168.1.43 to <thishost>

# block and log X11 (port 6000) and remote procedure call

# and portmapper (port 111) attempts

block in log quick on net@ proto tcp from any to net®/32 port = 6000 keep state
block in log quick on net@ proto tcp/udp from any to net®/32 port = 111 keep state

O #2I ME= neto QIEHO|A0M 2E &=S TS 4 UET 51&5H= AlEts
M

3] 9 S 70| PO R AIMBILICH SR 72 MES Jol 24 27510.0.0.0 Y
172.16.0.09] 241 T§Z10] YE0| SO{2= A ATHRILICE C}S F2 HES SAE A|

fo
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AHIO| EA LB FAE ZJCHEHLC O |2 72 ME= ZE 6000 L ZE 1110AM =4
&= 21 S 2L T
o 5-21 IPZE M 24

Ol ofof M= & ME ASS Sh= TAE A|AHIO] Oist 48 20U Of A|2=0=
neto HE{3 AT O[A7 AGLICY.

web server with an net@ interface
block and log everything by default;
then allow specific services

group 100 - inbound rules

group 200 - outbound rules

(0/32) resolves to our IP address)
*¥% FTP proxy ***

H* H W R W W

# block short packets which are packets
# fragmented too short to be real.
block in log quick all with short

# block and log inbound and outbound by default,
# group by destination

block in log on net@ from any to any head 100
block out log on net@® from any to any head 200

# web rules that get hit most often

pass in quick on net@® proto tcp from any \

to net@/32 port = http flags S keep state group 100
pass in quick on net@® proto tcp from any \

to net@/32 port = https flags S keep state group 100

# inbound traffic - ssh, auth

pass in quick on net@ proto tcp from any \

to net@/32 port = 22 flags S keep state group 100

pass in log quick on net® proto tcp from any \

to net@/32 port = 113 flags S keep state group 100

pass in log quick on net® proto tcp from any port = 113 \
to net@/32 flags S keep state group 100

# outbound traffic - DNS, auth, NTP, ssh, WwW, smtp
pass out quick on net@ proto tcp/udp from net0/32 \
to any port = domain flags S keep state group 200
pass in quick on net@ proto udp from any \

port = domain to net@/32 group 100

pass out quick on net® proto tcp from net@/32 \

to any port = 113 flags S keep state group 200

pass out quick on net® proto tcp from net@/32 port = 113 \
to any flags S keep state group 200

pass out quick on net@ proto udp from net@/32 to any \
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port = ntp group 200
pass in quick on net@ proto udp from any \
port = ntp to net@/32 port = ntp group 100

pass out quick on net® proto tcp from net@/32 \
to any port = ssh flags S keep state group 200

pass out quick on net@ proto tcp from net@/32 \
to any port = http flags S keep state group 200
pass out quick on net@ proto tcp from net@/32 \
to any port = https flags S keep state group 200

pass out quick on net® proto tcp from net@/32 \
to any port = smtp flags S keep state group 200

# pass icmp packets in and out
pass in quick on net@ proto icmp from any to net@/32 keep state group 100
pass out quick on net® proto icmp from net@/32 to any keep state group 200

# block and ignore NETBIOS packets
block in quick on net® proto tcp from any \
to any port = 135 flags S keep state group 100

block in quick on net® proto tcp from any port = 137 \

to any flags S keep state group 100

block in quick on net® proto udp from any to any port = 137 group 100
block in quick on net@ proto udp from any port = 137 to any group 100

block in quick on net@ proto tcp from any port = 138 \
to any flags S keep state group 100
block in quick on net@ proto udp from any port = 138 to any group 100

block in quick on net@ proto tcp from any port = 139 to any flags S keep state

group 100
block in quick on net@ proto udp from any port = 139 to any group 100

o 5-22 IPZH 2t2E 74

0| 0|0l A= LY QIE{TH|O| AV} netoO| 1 2F QIE{H|O| AT} net1Ql 2tRE{Of CHEH 7

E2OoEUL

# internal interface is net@ at 192.168.1.1

# external interface is netl IP obtained via DHCP
# block all packets and allow specific services
kkk AT ***

# Short packets which are fragmented too short to be real.
block in log quick all with short

# By default, block and log everything.
block in log on net@ all
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block in log on netl all
block out log on net@ all
block out log on netl all

# Packets going in/out of network interfaces that are not on the
# loopback interface should not exist.

block in log quick on net® from 127.0.0.0/8 to any

block in log quick on net@ from any to 127.0.0.0/8

block in log quick on netl from 127.0.0.0/8 to any

block in log quick on netl from any to 127.0.0.0/8

# Deny reserved addresses.

block in quick on netl from 10.0.0.0/8 to any

block in quick on netl from 172.16.0.0/12 to any
block in log quick on netl from 192.168.1.0/24 to any
block in quick on netl from 192.168.0.0/16 to any

# Allow internal traffic
pass in quick on net® from 192.168.1.0/24 to 192.168.1.0/24
pass out quick on net® from 192.168.1.0/24 to 192.168.1.0/24

# Allow outgoing DNS requests from our servers on .1, .2, and .3

pass out quick on netl proto tcp/udp from netl/32 to any port = domain keep state
pass in quick on net@ proto tcp/udp from 192.168.1.2 to any port = domain keep state
pass in quick on net@® proto tcp/udp from 192.168.1.3 to any port = domain keep state

# Allow NTP from any internal hosts to any external NTP server.
pass in quick on net@® proto udp from 192.168.1.0/24 to any port = 123 keep state
pass out quick on netl proto udp from any to any port = 123 keep state

# Allow incoming mail

pass in quick on netl proto tcp from any to netl/32 port = smtp keep state

pass in quick on netl proto tcp from any to netl/32 port = smtp keep state

pass out quick on netl proto tcp from 192.168.1.0/24 to any port = smtp keep state

# Allow outgoing connections: SSH, Www, NNTP, mail, whois
pass in quick on net@ proto tcp from 192.168.1.0/24 to any port = 22 keep state
pass out quick on netl proto tcp from 192.168.1.0/24 to any port = 22 keep state

pass in quick on net@® proto tcp from 192.168.1.0/24 to any port = 80 keep state

pass out quick on netl proto tcp from 192.168.1.0/24 to any port = 80 keep state
pass in quick on net@® proto tcp from 192.168.1.0/24 to any port = 443 keep state
pass out quick on netl proto tcp from 192.168.1.0/24 to any port = 443 keep state

pass in quick on net@ proto tcp from 192.168.1.0/24 to any port = nntp keep state

block in quick on netl proto tcp from any to any port = nntp keep state
pass out quick on netl proto tcp from 192.168.1.0/24 to any port = nntp keep state
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pass in quick on net@ proto tcp from 192.168.1.0/24 to any port = smtp keep state

pass in quick on net@ proto tcp from 192.168.1.0/24 to any port = whois keep state
pass out quick on netl proto tcp from any to any port = whois keep state

# Allow ssh from offsite
pass in quick on netl proto tcp from any to netl/32 port = 22 keep state

# Allow ping out
pass in quick on net@® proto icmp all keep state
pass out quick on netl proto icmp all keep state

# allow auth out
pass out quick on netl proto tcp from netl/32 to any port = 113 keep state
pass out quick on netl proto tcp from netl/32 port = 113 to any keep state

# return rst for incoming auth
block return-rst in quick on netl proto tcp from any to any port = 113 flags S/SA

# log and return reset for any TCP packets with S/SA
block return-rst in log on netl proto tcp from any to any flags S/SA

# return ICMP error packets for invalid UDP packets
block return-icmp(net-unr) in proto udp all
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IP Security Architecture Z&

IPsec(IP Security Architecture)= IPv4 2 [Pv6 HE QI Z0f|M IP THZI0)| TSt 24335 ES
£ A 3gLct

YoM = CHE &S S,

°

“IPsec 27" [83]

“IPsec IHZ! S22 [84]

“IPsec EQF A2 [87]

“IPsec S T2 E2" [38]

“IPsec 23 20 [91]

“IPsece| d& L EE 2E7 [91]

“VPN(Virtual Private Networks) 2 IPsec” [93]
“VPN(Virtual Private Networks) 2 IPsec” [93]
“IPsec & FIPS 140" [94]

“IPsec & SCTP” [95]

“IPsec 7--d EEF L It [96]

HIESIT0IM IPsecg PEBI2T 72 IPsec TS ARFHAIR. 2 B
IPsec & 7| &2 IRE 225 A|IL.

rir
o
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m IPsec U FIPS 140 2.E - [Psec &2|AH= Oracle SolarisOf| Cist FIPS 140 4= <112

=2 MEdSOF THL|CE 0] 22| A&} Al o|A|0fl= any ¥02|F0| A HE|R| L2 St FI

140 50! &2[S0| AFREL .

B [Psec & RBAC - I&S AFESH0] IPsecs 22|5t2{S “Oracle Solaris 11.22] A2t
LU T2 A E0ot70o] 3 2 “Oracle SolarisOflA Hot 2| Z"S 2R GHIA|2. 0= HES

3 Hot0f| Ciet A2 Fot= &R [116]2 ZIRHIAIL.

|
PS
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IPsec AFB3H0l & M) 2t0) HE9IT E2Lg B st Yy

IPsec & SCTP -IPsec2 AF&3H0] SCTP(Streams Control Transmission Protocol) &
o2 Eﬁ%* o QUA[QH, 2|3 OF LTt AFM|EH LHE-2 “IPsec 2 SCTP” [95]2 &F2R5t
MAIL,
IPsec 2! Trusted Extensions &|0|& - Oracle Solaris@| Trusted Extensions 7|2
2 Y E AAHOAM= & 0|ES IPsec THZIOf 271 4~ USLITEH ZpM|EH LHES
“Trusted Extensions 74 2! 1FEI "0| “g{|0]20] Y= IPsec E2|"E ZIRTIA|IL.
IPv4 U IPv6 F& - O] AHA Q| IPsec OO A= IPv4 FAE AFEEHLICE Oracle
SolansOﬂkI._ IPv6 A Z|SLICH IPve HE R/ 30] CHaY IPsecE Td5te{ T of|of
M IPv6 FAE EHiﬂﬁf*'AIR IPsecE AI25I0] {22 ESsts 82 U8R 2 28 4
off CHal IPv4 2 IPv6 A e 4= JUSLICE o2 S0, Ol2{st T2 -_r“éig AtE
olH IPvd HEQIE Ealf IPve2 E{E e 4~ USLICH

o =2

ruE"

CHS 2t YOl A= StLt Of&2f A|AEY AFO|Of| IPsecS MY 5He HAFE QHLYELICEH
ipsecconf(1M), ipseckey(1M) & ipadm(1M) O+ 0| 2| 2] 3T Of|A| HOIME 7

¢ 2= dELH

E71 IPsecS AFR3I0] HIEST Ealm 85 2he]
e Mgy 212
5 AAEALO|2| ERfHE BT | §F A|ARIO|A CHE A|ARICZO| TiZIS BT L IPsecE ALESIO & MH 7to| HER(Z E
SHC C}. 2 S ESsts WY
IPsec S ALESHO] @ M | H|E E=io|A IPseCe AtESI=E FLICH ¥ 22t | IPsec2 AHESH0] ¥ AB{Q}F CHE MB{9| &
£ BS§LC} O|ZEE IPsec BALE R3lot= 54 ZEZ AlEE | ME ES5= U |
L{C},
IKES AFE5H0] IPsec SAO] CH IPsec SAE Ot= Off HAE= YHAL|CH “IKEv2 #+4” [133] 2 “IKEv1 7+
ot 7| Y A= E Ats2= o A7 [159]
St
HOFVPN(virtual private QIEUIE Hz|= S AAE] ALO|Of IPsecE AT | “IPsecE AME3SI0] VPN ES
network)2 ALt Ct.
£Z 7| 2|8 MFS O IKEE AFESHA| 10 IPsec SAO| CHSH &IA| CIOIEIE | IPsec 7|1 €& 822 2=
HSEct,

Y IPsecg AHRSI0] £ MH Zko| HEYA EajLe B35

L H}tH

- od

O] HatofM= Chg 4d=S 7FIELIC

m A|AEIO| A P RAVFRHEON QD HEYT A T2 pefaultFixed 7}

QILICt netadm list HHO||A] Automatice Etatote AR AtM|SH LHE S netcfg(1M)

O+ O|A|& &t Z f*'*lg
m £ A|AEIO| O|E2 enigma 2! partym@IL|C},
m 2P AAEIOE IP FATEJUGULE Of FAE IPv4 T4 EE IPv6 T4
UAELICE O] BR[O M= IPv4 FAE AL EHLICH
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IPsecE AESIO & M| ZHo| HIERS EoitiE ES5t

rr

HieH
og

Al2fst7] 2o

B ZPA|A”RIR A HAHO|LE HHERY IP S ULICH AFMIEH LIE 2 “IPsec & Oracle
Solaris @Y [96]2 RS2,
B Zt A|AEIME E2iE 2 AES 2112|223 AFESH0 25356t SHA-2E AHESHY 2l

—

St
2 - 22 ALO|EOf| M= SHA-2 €n2|20| TWesh 4 Q&L Ct
m Z 22 AtEELCH

23 - Trusted Extensions A|A&IO|A] 2{|0]20| U= IPsecE AHESH2® “Trusted

Extensions 44 @ 22| 79| “Ct= 2| Trusted Extensmns HEQIOM IPsec ESE &
otz AHS ZFZOV"/\I-‘E

£ HEO| A= AFBALE root?t OFLIOE CHE FH S AT 4 ASLIC

B AN HHS MG H Network IPsec Management 2ot T2IH0)| 2| H =l 22|zt
O{Of gLt

B 0| 2| A= pfedit BHS AFESHY IPsec 2 AL MHAS WS 7|Z O
= & AT

M- .

B hosts IS HAUSIHAH root FLO[AL T THAS HAUY 4= U= HA|H HSHO| U
Ofof gL Ct off 7-7. “AI2|e 4= U= ALAPL IPsecg 74 2 2|5 S 58S &2
SHUAIR.

AtMeE LHE-2 “Oracle Solaris 11.22] AFEAL & T2 M|A EHOF7O| “2|H =l 2
28 &2 8P”/\ISE

m
)
o
>

AAHOZ H2|Ste AR 0| 7-1. “ssh HZE S ARSI IPsec S HHC = 247 4
“Oracle Solaris 11.22] £OF Ml HA|A 22| "O| “HOF M2 AIR510] ZFSE Ao 2 |
St= EEOIM 2ot /1A 2791 2|22 ZRSHIAIL.

o

2} A|ABIOA ZAE SHE S /etc/inet/hosts THUO]| 27}EHL|CY,
O| tHAIE ALESITH UIES A 0|8 2| MH|AS AHESHR| & 2 0| A AMH| A0

N AIAS 0|S2 IP ZAR SH0I5H 4 ALCH

a. O|F0| partym@! A|ARUOA] hosts THUO] CHSS YHELICE

## Secure communication with enigma
192.168.116.16 enigma

b. 0|F0] enigma®l A|ARO|A hosts I}UO]| CHSS YHELICE.

## Secure communication with partym
192.168.13.213 partym
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IPsec2 AFESIO & M| ZHo| HIEQS EcitiZ &

Ol A IPsec 23 THUS BHSLCH

DIﬂJ uE

# pfedit /etc/inet/ipsecinit.conf

3. IPsec A2 S22 ipsecinit.conf O}UOf| =I7}gHL|C},
2
-/

| H22t F 7|

|0

IPsec 224 5t 0ll= ipsecconf(1M) O

a. enigna AJASIOA TS WS 27HEHICE

2 /etc/inet/ipsecinit.conf@IL|C} Ol = /etc/inet/ipsecinit.sample It S

0|2 S HZESHAI2.

{laddr enigma raddr partym} ipsec {encr _algs aes encr auth algs sha512 sa shared}

dir 7|22 Al
L|C}.

b. partyn AIATIO|M SUs WY 27kt

SHR| QYOO HMO| OIRHLSE L QlHLRC T2 RE0f 2

Sp=a-3

o d

{laddr partym raddr enigma} ipsec {encr_algs aes encr_auth_algs sha512 sa shared}

4. Z} A|2RI0j|M IKES F/d5H0] IPsec SAS 22| giLIct.
“IKEv2 747 [133]0
ikev2.config(4) Oj5< I|O| R & &
E4l5te B2 “IKEv1 747 [159] & 1ke.conflg( ) O

U 4 Zéizl'% StLHE THEUICEH IKE 78 Thu Q|

oo
—_ -

ZSHIAIL. IKEVI ZR2EZ 0 2|5t A| AT}
0|2 &

YZESHA2.

a0 - 7|5 2502 S50 4| HelFN0F o= B2 IPsec 7I1E 45
¢ [114]2 221N,

=y

-
-

5. IPsec 3 Tjlo| 222 SHQIBHLICE

% pfbash
# /usr/sbin/ipsecconf -c /etc/inet/ipsecinit.conf

928 £35HD N0 T2 HIT Tk ASBLICE

6. IPsec W22 Aj= nZILICE,

# svcadm refresh ipsec/policy:default

HUS J|BHOZ ABOZ HYE|DZ M2 TEILICH IPsec 2

B A2 YL

IPsec
st

—

# svcadm enable ipsec/policy:default

7. IPseco] Chgt 7|5 E4dstEfLict

B ike AJH|AT} AF2O 2 MAE|R| O

c

rlo

3

40
>
0fo
|o
tu

X

3

ol
i
il

102 Oracle Solaris 11.22| HER{3 £9t - 2014H 8

M2 AR ohgloz

=


http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN1Mipsecconf-1m
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN4ikev2.config-4
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN4ike.config-4

off 7-1

# svcadm enable ipsec/ike:ikev2

B ike MH|ATHALR O MUE A CHA| A|ZHERLICE,

# svcadm restart ike:ikev2

ATHAOIM 7|8 822 74t A2 IPsec 7|12 &322 Cte= WY [114]2] BXE
2=5t0] 7| S SESRLC

Ij200| 22k U=A| EQlgct,

=

E2t= IPsecZ THZI0| ESE[E=2] &Qlsk= 4 [119]8 FR5HUAI2.
ssh AZHE ALESH0] IPsec S AAHCE 1Y

O] Of|Of M= root HEO| 2|2
IPsec Y2 & 7| FIRLIC

7t & AJAEIO|A ssh HZP O 2 SHAY A|AEI0| HZSH0]
b2 2=
2 ssh(1) i+ HO|RE &Z5HYAI2.

#e|2te F AILHOIM SLSHA HoFLICH AMIS LIE

o

1. H2lA= IPsecS AFESO] T A 7rel HIEH A S2HS REok= & [100]2] 1
A| AE

CIA| ~ SCHA|Z2 481510] AR A|AEIS LS| C}
2. CHE HO|E oM 22 2t= SL5HH H2lEl A2t 0|5 2 IDE AHE5t0] ssh BHS
E5l 2oz 20IFH|Ct

local-system % ssh -1 jdoe other-system
other-system # su - root
Enter password: XXXXXXXX
other-system #
3. ssh MAQ| E{O|'E 2H0IlM 2|2tz 1A ~ 7THAE 22510 FHRY A|ARI9| [Psec
B3 9 7|12 PR
4. 2R}z ssh MMHZ SRELICH

= o

other-system # exit
local-system
# exit
5. B2IRHE 6TH L TTHHS SR 50) MM AIAHIO|A IPsec FHUS AFBOR MAHE
LIC},

CHS0l|l ssh A E S AESIY S4lsts 3RS BIRS & AIL-0] S48 T S410] IPsec
2 EsgUch
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IPsecs ALESIO] @ AMH{2F CIE AH2| E4

njo
rr

£S5t g

104

ol 7-2

Al2fsta| ol

FIPS 140 RE2 AT EE |Psec A2 74

O| Gl|A|O| M 22| A= 7| 20|17} 2|4 1928|EQI T2l ¢4n2|=0| LSt AIO|E 2ot A
2HS TEEZ FIPS 140 AFE AAEIOA IPsec d2S A ELICH

&2|2ts & 71| 7ts et IPsec FMES A E L O AP H2A2 Aot U QISS 25
CCM 2E2 AESS X|H5tn, SHiR) Z2e 25315 gla 7| 20|t 19281 2 256H]
EQI AESE 2|Z5t1 Q12 S 2Q|5HA= SHA384E 2| A EfL|CE,

{laddr machinel raddr machine2} ipsec {encr _algs aes-ccm(192...) sa shared} or ipsec

{laddr machinel raddr machine2} ipsec {encr_algs aes(192...) encr_auth_algs sha2(384) sa

shared}

IPsecE AFE5t0] ¥l M2} CHE ME{2] S48 E25t=
I:ll-l:él-l

U M| AS HASH= A|L-IOM IPsecs AFESHY @ 20| E 24 S A2/t 2 Edf
LS Eod 4+ AGLICH L2 @ Mot OHE WA MH Zto] HESS EcfE0|
2o ELC

0| Az}9| IPsec {20 M= ol 22I0|HET} IPsecS R3GHE2 32 & ofL|2t M7t
DNS 22I0|¢HE 23S 3&% S| 28LICH CHE EfE2 25 IPsecR 2 ES EL|C}

O] AzI0|Me &= MHOA IPsecS ?l 5t= IPsecg AFESIO & AMH Zte| HER|D Eaf
LS BESot= ‘:‘o*té.* [100]8] THAE 2t=3ictn 71522 o 20| A8 Lt

B 2 AARIE AT DHE M HAO|LE HHELY [P FHARQULICH ZMIEH LHE2 “IPsec
2 Oracle Solaris " [96]8 ZIRGHIA|2.

m 2 MH{Qto] EAI2 0|0| IPsecC 2 B &1 Q&LICH

m 7| Y =27} IKEO] ofa A-dE LT

m I§700| 55D Qx| soIgBL

£ HsH0| U= AFBARE rootZt OFL|O{ = 0|28 HHS HAlY 4 UFLICH

é%M%%Eﬂﬁlﬂéﬂéaﬁwwn%%%M%@Hq
lhwumm%%@aaﬁmMQQMHMﬂQM%%%@Q#%E%MEE@M%
ofoF BLICY,

ZFM|BF LH2-2 “Oracle Solaris 11.22| AF22L L T2 M|A EOF”0| “2|HE 2t2| AT At
28 RS 2.
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IPsecE ALSSIO] @ AH{Qt LHE MH2| E41E BE=5t= 4Y

Ao = He|sh= ER 0 7-1. “ssh ﬁé 2 AF25H0] IPsec J2HE HHo=2 147 2
“Oracle Solaris 11 29| HOF Al M| A 22| "o| “EOt M-S ALRSI0] ZFSE A2 2|
ot= W OAM Eot «lA 2791 2|22 2RSHIAIL.

IPsec 24 7**?% 23|5lloF 5H= MH|AE A eIt

A M| 32 Ol2fet MH|A0|= TCP ZE 80(HTTP) & 443(2QF HTTP)O| Z&hE/L(Ct,
& MEO|M DNS 0|8 23| & AlSot= 3% TCP L UDP 250 Cha LE 530 AH{of &£
|00 e = AS LG

IPsec 224 Tho] 8 Mt

S
ipsecinit.conf O}AU0f| CS 242l

=
==
o
=

# pfedit /etc/inet/ipsecinit.conf

# Web traffic that web server should bypass.
{lport 80 ulp tcp dir both} bypass {}
{lport 443 ulp tcp dir both} bypass {}

# Outbound DNS lookups should also be bypassed.
{rport 53 dir both} bypass {}

# Require all other traffic to use ESP with AES and SHA-2.

# Use a unique SA for outbound traffic from the port
{} ipsec {encr_algs aes encr_auth_algs sha512 sa shared}

O] &2 10N 2 23] Of|2] ARt &7H 2 oF EciTh A AR M| AT 4~ QL
== 5L

IPsec 3 melo| 222 StOIFLCE

# ipsecconf -c /etc/inet/ipsecinit.conf
IPsec S M2 n]L|C},

# svcadm refresh ipsec/policy

IPsecof| Ciist 7| S A= nL|c},
ike AH|AZE CHA] Al2fILICY

# svcadm restart ike:ikev2

- IKEvI D2EZ0HABE 4 9l AAD SHSHE BROE ikeidefault YAEA

7|12 £502 AT AR IPsec 7|12 4502 DtE= Ui [114]9] 2|28 WEL|CH
Z Q|
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IPsecE A5 VPN ES

Ch A A|AHIO| setc/inet/ipsecinit.conf TFUO| 2IFEFLICE,

glo
0
Lo
o

## Communicate with web server about nonweb stuff
##
{raddr webserver} ipsec {encr_algs aes encr auth algs sha512 sa shared}

T2 BQI5 S IPsec YAS M2 A 2YSIELC

—

_|l0Il

remote-system # ipsecconf -c /etc/inet/ipsecinit.conf
remote-system # svcadm refresh ipsec/policy

AU A AASO] [Psec FH0| UR|T 20D B|2 E2HTof Chaf 2 Auiet Ot
A A 4 UBLICH

7. (84) BHEE P52 ZeA5I0] YAISHE AMCHZ IPsec P S-S BAIGLICE

—_

# ipsecconf -L -n

IPsecE AI25610{ VPN ES

IPsecE AHESHY VPN2 ESe 4~ QELICH HHE 2 &= “IPsec?| & L EHE 2
E7[91]8 ZZR5HIAIR. O] Z9| 0|2t 20| ME IPv4 FAE ALESHR| R o2t &
ZH= IPv6 VPNO S ZHE2E/L| f. Z+ekst *a* HE “IPsec2 AIE5H0] HER R Efg &
57 [99]2 2R EHIAIL.

Eld 20| CiSh IPsec H249| Ofl= “B{E REE ALESI0] IPsec2 VPNS B S5H=
of" [106]E =oAL,

E'd ZEF A25}0] IPsecZ VPNS E=5= 0f

Cts Oe| HE2 CtSa 20| LANS| 2& A EUlo)| Cish w1d&LCt.
## Tunnel configuration for ##

# Tunnel name is tun@

# Intranet point for the source is 10.1.2.1

# Intranet point for the destination is 10.2.3.1

# Tunnel source is 192.168.1.10

# Tunnel destination is 192.168.2.10

$*

Tunnel name address object is tun@/to-central
Tunnel name address object is tun@/to-overseas

H*
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IPsecE AHESIO] VPN 23

a3 7-1 IPsecE2 E&5&|= Ed
IPsec E{ 4
=Y &l 2|
10.1.2.0/24 0.2.3.0/24
4 — — .4
T — — .3
2 - 2
192.168.2.10
LAN LAMN
tund
Chs ofl= ¢ Q%S 7|8te =2 gLt
of 7-3 SE MEUIOM AFE S 4~ s BE BHET|
O 7-1. “IPsecz B3 &&=

v = E{2°0f| L}2 Central LAN 2% LANS| 2.E E2§20| Router
12 A Router 22 E{E2 =l C}2 Overseas LANS| ZE 22 | ANO|| A2 4 SL
Ct. O] EcHE2 AESE S 3HE LT}

## IPsec policy ##
{tunnel tun@ negotiate tunnel}
ipsec {encr algs aes encr auth algs sha512 sa shared}

of 7-4 T BB 15t EY BHS )

0] 0|0l M= Central LAN2| MEUl 10.1.2.0/242} Overseas LANS| MEU 10.2.3.0/24
Atolo] Eafmiot e{dals| D ASSHEILICEH Centraldl| CHEH CHE IPsec H240| 912 T
Central LANO||A| O] E{E-2 Solf CIE LANO]| CHSt EfElS F=E A F5tH L A=5tH E
20| Router 10{|A AfA|EL|CY,

## IPsec policy ##

{tunnel tun@ negotiate tunnel laddr 10.1.2.0/24 raddr 10.2.3.0/24}
ipsec {encr algs aes encr auth algs sha512 shared}
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IPsecE A5 VPN ES

VPNE ES5}7| 25t IPsec 2t 0] CHSH HIES|A EE=2
Al 4F

0] HO| HXOIN L CHS HHS 7Y
AFRAL AFO[S] ME VPN'S BZBHY

SUCH HES R O%2 18 7-2. Uz HEE
A

2} A A’L2 IPv4 A S7HS AFEEILICH

0245t b= IPv6 4 & IPv4 L IPv6 49| 20N E 2HSFLICH

2f K| AElOll= S 7H2] QIET|O| AT} QUELICE neto QIE{H|O]| A= QIE{Ulo] HZAELICY,

Of of|of| A °|E1H| IP RALE 192.1682 A|ZHEIL|C} net1 QIE{HO| A= S|ALS] LAN(RIE
efsl)ofl AZFLICE O] ool M= QUESIA IP FATE KA} 1022 A|ZFE LI,

2} A|ARIOIl= AES 22|58 At8ot= ESP 223Ut HQgfLICt AES ¥12|E2

128H|E = 256H|E 7|2 ALEEL|CL.

2t A ABI0= SHA-2 22|32 AREShe ESP Q1S0| TR LTt 0] of|ol|A SHA-2

2N2|Z2 512H|E 7|E ArELICE

Zf A|AEI2 QB0 Y MM AE|= ShRE 0| HEY = US LT

2 ALEIZ S7 2ot AES ARZELICH

thE oM 220l AFgEl= 4 oS 20 E UL

a2y 72 QIE{USR ATE AR A AE VPN

192.168,13.5

LAM

ol Eatyl h
Euro-vpn
192.168.116.16
e
10.1.3.3 225 E \\
(B H 0|2 E2H0 M natl
- [ 1 1 P a

ARl 215 £0| 152.168.116.4 10.16.16.4

Mz} HET] @S

tund \A |

(=2 DA X X &2

T opfal Ofg Eot ZLICH
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Y DEO0|A IPsece AFESI0] & LAN AtO|o]

Al2fst7] 2o

7R 4 8 Az|ZL|of
INES=IN = euro-vpn calif-vpn
A|AE OIE2tUll OIE{T|O| A netl netl

AAE) OIERIA 24 CH2 YEQT0| 7|2 A2 10.16.16.6 10.1.3.3
A|AE QIER Y A 24| netl/inside netl/inside
AJAEH OIE{ L OIE{TH 0| A neto neto

AAE QI Ul A 192.168.116.16 192.168.13.213
OlE{4ll 2}2E{2| 0|2 router-E router-C
OlE{Ul Bt2E{O] ZA 192.168.116.4  192.168.13.5
EHY o|2 tun@ tuno

B4 0|2 =A UK tun@/v4tunaddr  tun@/v4tunaddr

E{4 O| 20| Cist XtM|St LI “Oracle Solaris 11.22] TCP/IP HESZ, IPMP & |P
Big el o] “Ip B 2e|"E HRSHAIL. T4 ZHA|0f Cist AtM|eE LI82 “Oracle
Solaris 11.2 WEQ|3 A @40 1A al 1tz| *o| “|py4 QIE{T|0|AE A GH= gt Al
ipadm(1M) O =2 THO| 2| & Rt RS2,

Eld DE0|M IPsecS ARSI &
H3S 5= W

LAN At0|e| HES

E1E 2E0|M LIS 1P IHZI2 oY UH2E ES5t= IPsec Y3 2YYLICH

O E2t= IPsecs AFESHO] & MH 2to| HEQI3 Ecit S E35t= Y- [100] &
245 YL CE 482 “VPNS 22517| /% IPsec 2 ¥0f Oist HIER T E224] &
Y [108]0f 2B &[0 ASLIH.

2l 5= O FOfl CHSr ApM|et =
E%‘, [100]0flA 3

rir

S M 2| HESIR

LFI0M O] Efo| HAHIE STHYAI2.

nyY

T A|AE A Z 0 S Ol2fst & A AR HEE|= = QAEfHS AESHA UL 0] &
C

20| M A A2 AO|EQ|0|2 ST

— O

27 - Trusted Extensions Bl0j| A 2{0]20| = E{d 2EZ |PsecE AIE5IHH
=t

NES
“Trusted Extensions -4 & 2t2| 7Q| “Al2|gh 4 81'.: HEXINM E{ES 45}
H70| M O] Az}l &2 2t RoHIAI2.

2t A|AEI2 M FAHO|Lt HHEFA [P FHYULICEH RIM|EE LHE2 “IPsec 2! Oracle Solaris
A" [96]2 RS2,
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Y 2CO|M IPsecS

At

510 = LAN At0|o| HE S ES5t= YY

H Hot0] U= AFEARE root?} OFL|O{ = Of2{st HHES Al 4+ ASUCH

Ofof °.=.”—I

ALt LH2-2 “Oracle Solaris 11.29] AF22F L T2 M|A EOH79| “Z| &l 22| Tt AL
PO =2} 6|_A |
o =2 o+ =]

Aoz 2|5t A 0 7-1. “ssh ﬁ?é% AHESHO IPsec YHME A= 71447 4
“Oracle Solaris 11 29I HOF Ml oA Zt2| "o| “HOot M-S ALRSI0] ZFSE KA 2 22|
ot= W OA Eot «lA 2791 2|22 2RSHIAIL.

1. IPsecE Td517| 20 mfZle| S2-S A|of&Lct.

IP Mg

—_=2 =

IPSAH AR 2|42 Al otsto 2 Mt C}.

-1 O

# routeadm -d ipv4-routing
# ipadm set-prop -p forwarding=off ipv4
# routeadm -u

P A2 AL OF5to 2 A5t THZ10| 0] A|AEIS E5( 5t HEINAM CI2 Y E
A2 HLe|Z| LELICE routeadm HHO Cist HHES routeadm(1M) OfF< T|O|
A2 YRS,

IP A2 5t HE[ES AFRS 2 MATH|CY,

# ipadm set-prop -p hostmodel=strong ipv4

IP FAst BE|ZS A2 HY5tH A|AHO| T T4 S SHLEOH CHEE THZI0[ S8t
E U F20] =Estof giL(ct.

hostmodel OfZHH 7} strongR 2 MY E|H £ QIE M| 0| A0 =E 5= IiZI0| sHE
QIEm|O|AL] 2 P A F StLIZ 2| HE[0{OF FLICE 7[Ef 2E THAS A|ARIC| Cf
2 2Z FAZ 2| ZJE mi2l0[2te AP E L CE

LS E0| HEQT MHATL ALG OHato 2 MHE|QER| BHOIBHLICE
ssh AJH|AZ} AISH Z012] BHQIBH|C,
% svcs | grep network

online Aug 09  svc:/network/ssh:default

2. VPNO|| C{3t IPsec A S /etc/inet/ipsecinit.conf OFUO|| £7}EHL|CE
Z7H0l= “HE REE AFESIO] IPsecZ VPNE EZ5t= Of" [106]2 &RSHUAIL.
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Y 2E0|M IPsec2 AESHO S LAN AHO[o| HZ S BSot= &

O] Z2H0|M 2Z LANQ| A|ARITL AO|EY0]Q] LHE IP 4 ALO|Of|= IPsec 257t 25}
A| ¢t B2 pypass HHFO| I LICH

a. euro-vpn A|AEIO|M C}2 &H=2S ipsecinit.conf OFAUO| =7}8HL|C},

# LAN traffic to and from this host can bypass IPsec.
{laddr 10.16.16.6 dir both} bypass {}

# WAN traffic uses ESP with AES and SHA-2.
{tunnel tun@ negotiate tunnel}
ipsec {encr algs aes encr auth algs sha512 sa shared}

b. calif-vpn A|AEIO|M C}2 =2 ipsecinit.conf IO Z7}&HL|CT,

# LAN traffic to and from this host can bypass IPsec.
{laddr 10.1.3.3 dir both} bypass {}

# WAN traffic uses ESP with AES and SHA-2.
{tunnel tun@ negotiate tunnel}
ipsec {encr_algs aes encr_auth_algs sha512 sa shared}

Zt A|ABI0|M IKEE 7L/d510] S A| 28 ALO[O]| IPsec SA &S Z7I8iL|Ct,

“IKEv2 747 [133]2] 7+ A&} S stHof| Wt IKES 7Hd LTt IKE 74 THde| &2
2 ikev2.config(4) Of+< HO|Z| 2 2tREMIA|L. IKEV] Z2EZ0 2| Y5H= A|AE]
I} EAISHE 2R “IKEv! 747 [159] 2 ike.config(4) O |0 S 2FREHAA|

2.
23712 £ 502 AN 92| HeloHof 3l B2 IPsec 712 4502 SIEE
# (11418 HZFHIA|2

IPsec H24S A2 n3L|C},
# svcadm refresh ipsec/policy

IPsec M 7| 2RO 2 AtEOZ MAHCBZ M2 TEIL|CEH IPsec B2 S AL Otsto 2
2ot R A B2 dE Ut

# svcadm enable ipsec/policy
E{d tunoS OHE 1 L BiL|Ct,
L o

ChS ¥E2 R L 2T QIEH0|AS 851, tuno E{E S USH, IP T8 20 A
2-|o|-|__|[:|-
odg .
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Bi'd 2EO|M IPsecE AMBSHO & LAN AO|Q] HAES ESot= U

112

a. calif-vpn A|AEIOA E{EDS OtS1 LAASH|C}

# ipadm create-ip netl

# ipadm create-addr -T static -a local=10.1.3.3 netl/inside

# dladm create-iptun -T ipv4 -a local=192.168.13.213,remote=192.168.116.16 tun0
# ipadm create-ip tuno@

# ipadm create-addr -T static \

-a local=10.1.3.3,remote=10.16.16.6 tun0@/v4tunaddr

AR YH2 IP AUE{H|O|A net1S TELCH FHA A net10f] LS ZIHEL
C MR FE2 1P AETHOIA tuneS 2HSUICE UM BF2 Haste IP T8

EY 30| Z7ELICEH 2MS LS dladm(1M) L ipadm(1M) Of% Y 0| 2|2
22 AL

b. euro-vpn A|AEHO|A B/ BHS T RAIBHLICH,

# ipadm create-ip netl

# ipadm create-addr -T static -a local=10.16.16.6 netl/inside

# dladm create-iptun -T ipv4 -a local=192.168.116.16,remote=192.168.13.213 tun0
# ipadm create-ip tuno@

# ipadm create-addr -T static \

-a local=10.16.16.6,remote=10.1.3.3 tun0@/v4tunaddr

ZAN0| LS 2| HEHLC} dladm BHO| st -T S

o

i

23 - 1pacn BJO| Cffet - S 9F
2 E{9s AFELICL

Ol2fet Ol Chet kMgt LHE2 dladm(1M) & ipadm(1M) O O] 2|2t
“Oracle Solaris 11.2 HEY3A ?W LAO| 74 3l 22| "9| “IPv4 QIE{I|0|AE 7Y
St YEs Zonr*'AIQ AtE2t H2l 0| E0] EHOF AtM|st Li&2 “Oracle Solaris
11.2 l—1|§%’43 T 240 4 U 22| "2 “Oracle Solaris?| HER 3 = L H|0]
B 23 0|5 AF"2 é.*Z:OPEMIS.

2} A AROA S LIt
# ipadm set-ifprop -m ipv4 -p forwarding=on netl

# ipadm set-ifprop -m ipv4 -p forwarding=on tuno@
# ipadm set-ifprop -m ipv4 -p forwarding=off net0@

P {2 CI2 ROIA TEB 2GS HLYB 4 9SS Q0[BT £8P UL 0] OlE|
T|O| A0i A T+ If210] CF2 ROIA 22 4 USS o|0[BILICH IS 4BH o2 L5

243 A4l OIE{T 0| A0} AL QIE{HO|AM BE P AT AR OZ MaHoF BHL|CH
netl QIE{IHO|AE QIECIUI LEEO| Q2B = net10i| CHSH | A

O{OF ELICE tuno2 QUEUIS Salf & A|AEIE HZsI2
HY=|0f AO{OF BfL|C. neto AE{M| O] AL ZR QIE{HIO]
of IS FYstA| Rot=F IP M EO| OHHIEICH p=1=

2b A|AEI0||A] 7HQ! QIE{H[0]AO| QIS oRAL|CY,
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27t IPsec 2

# ipadm set-addrprop -p private=on net0

neto0] IP HE0| ALS OHBHO.2 MHE(0] YCIAE Y2 2P TRES 1o 013 Ol
T|0| A5 22 4 UFLICE OIS 501, in. routed TREZL netoO] QE24U LjE22| Tof
O TS HLE 4 YSS U 4 ALt QAEH0| A JoI Z2f 1S B0 A
okS & QA L|CH
2 T AMd .

9. U|EQA MH|AE CHA| A|RFBHL|CE,
# svcadm restart svc:/network/initial:default
10. neto QIE{H|O|AS E31 7|2 ARE £E02 27}t

7| AR QIE{I0] 27 QM AS] BFPE{O] RL0{Of FLIC

a. calif-vpn A|AHIOA C}2 A2 E 27)gH|C}.
# route -p add net default 192.168.13.5
b. euro-vpn A|AHEIO|M CI2 AR E ZI}EHL|CT,

# route -p add net default 192.168.116.4

7t

neto QE{I|O|A L= QIEZ YO A&

OtL| 2|2 neto2 QAE{HUS HA T|Of A|AHIO

EEY U2 YEUL) T|0jE 222 neto2 B = 2| Yol TS Y=ot HR
LIEH VPN A|AEI2 LHD{2| QIE{H0)| 2 RE{ 7t Ot SAES LIEFHLICE [2tA 7|

2 2tRHE ALEotAL 2tRE AM D2 EZS AYWstH D0 A|A-S 22 & UE
LICt ZpM|SH LHEE route(1M) & in. routed(1M) Of+ H|O|X|E 2t RSHUAIL.
=7} IPsec &F
CHS 2t Yol = IPsecE 2| T AHEE 4 U= 2YO0| LS LT,
B7-2 Z7tIPsec 21 21 ¥
2 Mo e
IPsec SAZ £E02 QIS ALt | IPsec SAO| CHat A| H|O|E{Z A 2BFL|CY. IPsec 7|12 4502 Qe BH [114]
CH&|| B}
HEST SOt AStS OLSL|Ct | 2Ot HEYAE HAT 4 Q|0 root HBHECH A L1|E°43 HOt0|| Y3 ofate st Bt
30| M ofstg OHSLCH % [116]
HEST 22| 2SS 3% Ha| | EYD Ta| RS 848 4 Q2|0 root ABHE | 0 7-7. “AI2|3F 2 Q= AFZ 2T} IPsecS
84 9l WP D2MAS Ok | Cf M5H0| e ofste DS L} o U BeStEE 58"
Stct,
IPsecO| T§2I2 B55t1 Q=2 | IP 20| {YH 25 E/=22 LEH)= E3 5 Clof IPsec T310] BB el=2] sfolsts
SHolgtL|Ct CHSt snoop 23S ZHAFEHLICE =#119]
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113


http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN1Mroute-1m
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN1Min.routed-1m

IPsec 7|18 4502 BeE gy
A 4y A3
IPsec U 7| @12 2425 SMF A| | MHIAS AIBO2 H510, LG OHSIO2 M5 | “IPsec U +5 7| AHA 5 35 &
HAlUBE BRIFLICE | D, M2 D217, LA AIZBILICE AHI20 §2 3 | 7" [199]
= 3t wAs,

VY IPsec 7|8 £S5 2 Olc = bt

IE

CHE Z20ME 7| 2|0l IKERF AFESHA| =

ox

<0 Bigt IPsec 7| S AS UL

ipseckey FHS AZSH0Y 27HE IPsec SAE A|AHS AFESHE GlOIZLICH 2|% IPsec
etc/inet/secret/ipseckeys IO Z7+gtL|Ct.

wm
>
<
nH
ko
Em
2
oot
Jo
njo
~

é Fol- 28 71 QS AT R0} S B20 WHFE P12 olHlEl EREE e
7| 0JEIS BEBtE o AAE AFBELICH

Al2tst7] Hoj M 7| 48 =4S 322 2A2|stH MY SHof| A{OF LT BHEH IP

I |
o| E2 oy HiEIY IP FHOM 7| Y =712 -

ot LI “Oracle Solaris 11.22] AF2Z} & T2 M| A EQH

1. IPsec SAO|| Cist 7| & A/ gtL|Ct,

0| 7|= ipsecinit.conf O}UQ| EZ JMZ Z|lal{0f &LIC} O|E S0, IPsecE AtESHH
£ MY 2ol HERA Ecft S EEOFE 2 [100]9] S AL S o~ UG

{laddr enigma raddr partym} ipsec {encr_algs aes encr _auth algs sha512 sa shared}

O H240| M= AES L SHA-2 22|52 AR - UL

a. RIS BYELICL

SAO] T3l aes, shas12 L SPI(EQF D74~ AN & 7|5 43Ok BfLIC

m SPIOj| CHSH 222 2719] 16714 i StLhE OFREIRE EfEEQIL|CE CHE 5t
L= QIHIRE EfTlZUL|Ct 2t &4t E—?— Z|C 8AF7HA|R

m SHA-2 Q15 22| S0f Cist 2702 16314 Lt 2t 22t B 512A17 X0 5| &
ELICH StLt= dst enigmaZ L|CE CHE OH-fE dst partym&®L(C},

m AES &3t L12|S0f| ChSE 27H9] 16214 . ZH =219| Z0|= 128A+0{0F &
L|C}. StLt= dst enigma2QLICH CHE Stbte= dst partymZ QI LICE

3 - ipsecalgs -1 FYS HASIH @12|S9| 7| 277t EAIGUH. 5 7|,
SHA512 & AES OFIE%E AH2S T= 0] HAIE wHEL|Ct, o5t 2 n2|Z, &
D22 5 GMAC Y02|2L 45 7|0 AFR512| OHUA|IL.

iT}Y

=R =T}

1
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Ol
|0
tu
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rr
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b. W2

rok
]
11
-
=
X
ol
o
I~
N
L

2. 7|E IPsece| ++F 7| THUO| 7L Ct.

a. enigma A|2BIO|A /etc/inet/secret/ipseckeys O} S CF21f FAISH| BEAIE| =5
WS,

## ipseckeys - This file takes the file format documented in
## ipseckey(1m).

# Note that naming services might not be available when this file
# loads, just like ipsecinit.conf.

#

# Backslashes indicate command continuation.

#

# for outbound packets on enigma
add esp spi 0x8bcd1407 \
src 192.168.116.16 dst 192.168.13.213 \
encr_alg aes \
auth_alg sha512 \
encrkey d41fb74470271826a8e7a80d343cc5aa... \
authkey e896f8df7f78d6cab36c94ccf293f031. ..
#
# for inbound packets
add esp spi 0x122a43e4 \
src 192.168.13.213 dst 192.168.116.16 \
encr_alg aes \
auth_alg sha512 \
encrkey dd325c5c137fb4739a55c9b3al747baa. .. \
authkey ad9ced7ad5f255c9a8605fba5eb4d2fd. ..

b. ¢7| ME Aste= MU BSgL|C}.

——

# chmod 400 /etc/inet/secret/ipseckeys

pfedit -s HS ALESIO] ipseckeys IIAUS BHE FR HTHO| SHIEAH A E 0 U
SUCE AMet W82 pfedit(1M) O HO|A[E A

¢. TpUo| 222 EOIBHLCE

—/

# ipseckey -c /etc/inet/secret/ipseckeys

o

10 - & AJAEI0] 7|= Ssfof FLITE

3. IPsecO]| i3t 7| S SHAIS)SHLICE,
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HIESI3 ot Chst 4TS PASHE WY

B manual-key MH|AT} ALRO 2 MUE|R| 2 A AFBO R MAHBHLILY,

% svcs manual-key

STATE STIME FMRI

disabled Apr 10  svc:/network/ipsec/manual-key:default
# svcadm enable ipsec/manual-key

B nmanual-key A{H| AT Ao 2 ML AL M2 n2IL|CH,
# svcadm refresh ipsec/manual-key
deed  IPsec B MYS UBIA AUAO IPsec U AFBOZ HHFILL M DRI
IPsec R*Zf %Of FMAI2. VPNE ES 5= IPsec Z249| Of| = “|IPsecE AFE3SH0] VPN £

27 [106]5 &ZSHYAI2. BFE IPsec Y2 Of = IPsecE AFESHO] & AMH ZkQ| HIERIS
EEH’IIO 255z YY [100]2 AZRSYAI2.

Y UIE9I3 ROt 3 ofEHS TASHE W

Oracle Solaris®| 3t 7|58 ALE510] AlAEIS Bi2|5ts 3 0] Lol w2t WEYD 2
2| o3t EE L EYT Hot 4TS ABELIC

AeH7 2ol OI3HS GRS Z|5H2{B root 20| QUOJOF BILICH Ut ALSALE AL Th5SH HEt T2
T LhES BAlato] stolg 4 gLt

1. A2 7tstt HEQR 2 Ast Z2ms LigsiLict.
% getent prof_attr | grep Network | more

Network Management:RO: :Manage the host and network configuration..

Network Security:RO::Manage network and host security...:profiles= Network Wifi
Security,Network Link Security,Network IPsec Management...

Network Wifi Management:RO::Manage wifi network configuration...

Network Wifi Security:RO::Manage wifi network security...

Network Link Security:RO::Manage network link security...

Network IPsec Management:RO::Manage IPsec and IKE...

System Administrator:R0O::Can perform most non-security administrative tasks:

profiles=...Network Management...
Information Security:RO::Maintains MAC and DAC security policies:
profiles=...Network Security...

Network Management Z2IA2 System Administrator Hiﬂf%g Hz o209l
L|C}. «450j| System Administrator 23t T2OIAS T EHA|ZI 2L sliE A& Network
Management T2} 0| HH S AlGHSH 4~ QI&L|CT

2. Network Management Mgt Z 210l HH-Z LIFTHL|CY,

% profiles -p "Network Management" info
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HIER 3 2etof tist S #4835t

rr
ok

of 7-5

ol 7-6

cmd=/usr/sbin/dladm
cmd=/usr/sbin/dlstat

cmd=/usr/sbin/svcadm
cmd=/usr/sbin/svccfg
cmd=/usr/sbin/dumpcap

AIO|EOM YESQA E Aok,

(o} A
[ E =2
1EA o Aot 2O YOS AHES ZZ gL C.
B 25 HEQYT B8 X2|5ts A OHS2{ M Network Security Mot Z20H
£13+L1[r
B |Psec 2! IKEBH X2|5t= 92 o= Network IPsec Management &gt Z 21l
= M%%“—I Ct.
B HE3 2| U HotS X2[sts dYS 2= T Network Management 2210+

2 74 Network Security &= Network IPsec Management Hot Z2ItAU S AL S
LIC},

o

At

2 QST St} 0l4k| AZAj0lH A1 ELICH
= “Oracle Solaris 11.22] AFR2 I ILZA|A £04"0| *A8H 015 7] U of 7-7. “4l2]
2 QU AFBAP} IPsecg T4 & 2RISE S 31878 MR AL

O =

worl 1

WESD 22| U 2ot g

2

£719 2y

0| of|ofl M= 22| ZF7t SEtofl Network Management 2! Network Security S & 712| &
ot T2MAUS A FYLCH O OF2 &2 2| & Us ARBAO|A &2 A E T
Ct.

# roleadd -c "Network Mgt and Security" \

-S ldap -K profiles="Network Management Plus" netmgtsec

# passwd netmgtsec

New Password: XXXXXXXX

Confirm password: XXXXXXXX

# usermod -R netmgtsec jdoe

A2t jdoe?} netmgtsec Hatg LM jdoell| ] Z2IAUL| HTHO| XS LICE.

% su - netsecmgt

Password: XXXXXXXX

#

o8 7t | EIT ROt MY P

O] ool M= 2|27t &= g 7H0]| HIES{ 2 20t 24 S U Tt of Je2 Wifi 2 &
3 20ot3 #efotil, THE A2 IPsec L IKEE 2 EIE* LICE 2f Sh2 WS of AL A
Fo| f32f01|71| Al E UL,
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WE9IT SOt st are A Yy

o

|2 AR Of 0|22 LinkWifi2 2|8 ct.
|Rt= Network Wifi, Network Link Security & Network Management &gt &
EMUS A0l X d L Ct

N
e
]

3. &2|A= LinkWifi &S 2ot ALZAL0f|A| X[ Z gL Ct.
4. T2|2t= SR oSt 0|28 IPsec Administrator2 XA §L|Ct
5. Z2|AH= Network IPsec Management 2 Network Management 2ot T2l S

AL0l| 2| ELC.
6. #2|ZH= IPsec Administrator H&HS A A5 AL ZIOf|A| 2| HELICE.

of 77 Al2E 4 UAs ARBAL IPsecg 7 L H2l5HEE &

Of O[Ol M= &t2|Zk7} 5t AL IO A| IPsecE 71 L &e|ote HUS S CH

22| 2H= Network Management 2! IPsec Network Management ot T2} 4 OfL|
2t hosts IIUS WS £ = 7|5l 2E S & Ues 7Is= ALEA|AH A3 ELICE.

1. Z2As HE Z2MAS & 7 RFELICH SiLhes OHY HYE0| 1 CHE Sttt= 21 ¢

— O

7| EYHCt

# profiles -p -S LDAP "Hosts Configuration"

profiles:Network Configuration> set desc="Edits root-owned network files"
..Configuration> add auth=solaris.admin.edit/etc/hosts
..Configuration> commit
..Configuration> end

..Configuration> exit

# profiles -p -S LDAP "Read Network Logs"

profiles:Read Network Logs> set desc="Reads root-owned network log files"
..Logs> add cmd=/usr/bin/more
..Logs:more>set privs={file_dac_read}:/var/user/ikeuser/*
..Logs:more>set privs={file_dac_read}:/var/log/ikev2/*
..Logs:more> set privs={file_dac_read}:/etc/inet/ike/*
..Logs:more> set privs={file_dac_read}:/etc/inet/secret/*
..Logs:more>end
..Logs> add cmd=/usr/bin/tail
..Logs:tail>set privs={file_dac_read}:/var/user/ikeuser/*
..Logs:tail>set privs={file_dac_read}:/var/log/ikev2/*
..Logs:tail>set privs={file_dac_read}:/etc/inet/ike/*
..Logs:tail> set privs={file_dac_read}:/etc/inet/secret/*
..Logs:tail>end
..Logs> add cmd=/usr/bin/page
..Logs:page>set privs={file_dac_read}:/var/user/ikeuser/*
..Logs:page>set privs={file_dac_read}:/var/log/ikev2/*
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v

Al2tst7] 2o

..Logs:page>set privs={file_dac_read}:/etc/inet/ike/*
..Logs:page> set privs={file_dac_read}:/etc/inet/secret/*
..Logs:page>end

..Logs> exit

ot Z2MAUZ Sl AFEAR= more, tail L page
SUICH cat U head Y2 ALBE 4 &L,
2. HE|Ak= AEA) IPsec 2 aiE 7| Y3 ME[A0M CHEE 749 & 22| s 2F
SIE2 325t A ZRAS BELC

—

njo
>
o
Ew
2
Hu
-
i
yo
mjo
1
£Q

# profiles -p "Site Network Management"
profiles:Site Network Management> set desc="Handles all network files and logs"
..Management> add profiles="Network Management"
. .Management> add profiles="Network IPsec Management"
..Management> add profiles="Hosts Configuraton"
..Management> add profiles="Read Network Logs"
..Management> commit; end; exit
3. LPEIZP Z2mof thet JgS 2E1, 40| A2 E A
Cis & Of= AI2/S & U= AREANO|A SgS A YT
# roleadd -S LDAP -c "Network Management Guru" \
-m -K profiles="Site Network Management" netadm
# passwd netadm
Password: XXXXXXXX
Confirm password: XXXXXXXX
# usermod -S LDAP -R +netadm jdoe
4. H2|A= OFRLEMEZ jdoelf| e 2SS AlSELICE

|PsecE I{Zl0| HS 5| =4

JlOII
"
rir
z
rE

IHZ10| ES&[=2] &QI5tAH snoop HHS AHESIO AES BIAEFLL tg EF0

7t snoop 20| LIEtY 4~ & LICT
| HE0= AHIL Bl E ESot JUSS LIEFHLICE auth_algE AME5HY E2fEHS

Ei t= 8% 0| 8507t EA[ELICH

m esP: HEO{= L2SHE OBV 2L UASS
encr_algE AMESH0] EcitiS ES5t= 3 £z

-

N EFHLICE encr auth alg ==
S 0| Y507t HA|ELICE

HES HAESHAH

:
>
o

=2

[l

=
rol
O
:I:

=

I>

245H0] {0{0 BT}

=

=
snoop 2 S Ot52{H root F&E QO{OF &L C}. Z|’}\1|3._|' L2 “Oracle Solaris 11.29]
AP T2 A EOL70| “2| A&l 22| FsH AR 2ERFHAIA|IL.

—
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IPsec2 I{Z10| E2E|=4] &0l5t= Y

% su -
Password: XXXXXXXX
#

2. (Z4) SA0| chigt MIF FES BEAISLICE
# ipseckey dump

O] 230z AFBEl= SALE E2I5H= SPI g, AHEE €112|F, 7] SOl EAIELIC}

'

3. O] AI2RUOA &2 A[ARIS T2 S AYE FH|S ST

partym®| E{0|'d 2O A enigma A| AR 22E IHZIS AFTRL|CEH

# snoop -d net@ -o /tmp/snoop_capture enigma
Using device /dev/el@00g (promiscuous mode)

4. A AARI0M IfZIS ER-LICE
CHE E{D]d O enigna AALIO| AHOE 2TQIFLICE OEE ABECH 121 T2
root EerS 21 enigma A|AEIO|A] partym A|ABEIC 2 TIZIS WL
enigma & QQE Z42{3l|OF EHL|C}.

partym%s ssh enigma
Password: XXXXXXXX
enigma% su -
Password: XXXXXXXX
enigma# ping partym

5. snoop &S ZAFEHL|CE,
partym# snoop -i /tmp.snoop_capture -v

snoop 2H2 Wireshark 22 Z2 1302 2C
24| HZS 2ol IPsec L IKE A|AEIS FH|5t= 4
IPsec” [211]& ZIR5HIAIL.

IHUOIAM 27| 1P 5| HE O|=0f aH 2! Esp FEIt ZSHEl 20| HA|Z|O{OF ELICH AH
L Esp ZEI} CHS2t FAMSHH TH210| ES25[10 QI3 LIEFRL|CE

o AGUC AMet LIE2
g ] & “snoop BF =

IP: Time to live = 64 seconds/hops

IP: Protocol = 51 (AH)

IP: Header checksum = 4e0Qe

IP: Source address = 192.168.116.16, enigma
IP: Destination address = 192.168.13.213, partym
IP: No options

IP:

AH:  ----- Authentication Header -----

AH:

AH: Next header = 50 (ESP)

AH: AH length = 4 (24 bytes)

AH: <Reserved field = 0x0>

AH: SPI = 0xb3a8d714
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AH: Replay = 52

AH: ICV = c653901433ef5a7d77c76eaa

AH:

ESP: ----- Encapsulating Security Payload -----
ESP:

ESP: SPI = 0xd4f40a61

ESP: Replay = 52

ESP: ....ENCRYPTED DATA....

7% . IPsec 74 121
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IKE(Internet Key Exchange)

IKE(Internet Key Exchange)= IPsec| 7| 2| Z+=3HEtLICt. O] &2 IKEO]| CHEt CHS
AEE LalkstL|ct

m “IKE 2747 [123]

m “IKEv2 ZZ2EZ [128]

m “IKEvl ZZ2E3" [129]

2|4l tH’HOI IKE Z2EZS Folotes P/0f oist |22 9% IKEv2 48 25
IKEV1Z A& AHES |'E:|‘:'1 107lF IKEV1 1t 8 Z2RSHA|L, 2R ZFE =122 IPsec Y 7
2e| 2R E ZRSHIAIL. IPsecO] TSt LI22 62 IP Security Architecture 328 2tz
S A2,

-v-

Psec 5201 SHRH(SAYD] TSt 7| 21 2128 BRlSte 28 7] @22 BUC, XS 7|
2|S QlsiME 7| M4, 0I=, kS

IKE (Internet Key Exchange)% AtE5t0
2 YIS [ff BHAGHS 22| @BE||Eet 2

US UL =0 &

o

=
IKEE AtE 7tstt StEQIO A28} 714 L 7| HYLE 8L - QU
oS QoM 22g 4 AsH

53} 71472 ARSI CPUS Q10| AR S 7| &

Ct. SE=QlI0f2] 7] A Y4

Oracle Solaris= & 712 HZQ| [KE Z2EZS A|YELC},

m |KE B 2(IKEv2) - Internet Key Exchange Z2E3 HA 2(IKEv2), RFC 59962 7|
gto 2 gL,

m |KE & 1(IKEv1) - IKE(Internet Key Exchange), RFC 2409& 7|gte 2 §hiC},

= 18 2 E0l= F HH9| IKEO| SSE LI 0|5 g 0= F HUOM T2
5
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IKE 27

124

m 7| B4 Y D3 - T0jo) DO CfE 7| @ £ U Q1SS QHIB WAlO2 mEists
S AISELICE S 712 22 Y

HAULICH O] 2 M|AOA= HCHR %*iﬁ} il
2 8! Diffie-Hellman Z2EZQ!L|C}

E= IKE ':ﬂgo Q%H S A AR ALO[O|M IPsec SAE BHE1 E2[RILICH IKEE= 7|
Y =79 &S E35ts Bt A2 S YYBULE BIE2 /dev/randon 2| Af
85t0 o+ YE7I2RE 7|1 TELH H20| 79 7t BIEE 7|18 HERULL

IPsec Z2E 71 THAQ ipsecinit.confOf Z|YE LN2|SO|M 7| ZH AZE ALE

o £ %QLIEf
m DH(Diffie- HeIIma ) YNE|E - T A|AEIO| HIBO HHS E51f 23 LS E QLA
%“’S%E o JAe 7| met e[St
B RSA 212|F - YUt = X 509 QUSA 2| ARHE A Sot0] I|0f A|AEI| IDE
ot
=

S X35 I
2|2 0|22 Rivest, Shamir,

NI

QISstE Ol AFE L= v 7| e[S YL Tt
Adleman £ 3019 {22} O| 20| M TS L|CY

L= DSALLECDSA ¢112|50| O] =2 AFZE 4 AL

E

m PFS(Perfect Forward Secrecy) - PFSO1IA‘| E1I0|E1 HE&E BSste 7= 271 7|12 OHY
ot= O AFEE[R| EELICH E£5H G0 ME58 ES5Hs 719 AAE 27t 7|5 THdst

= Ol AFEE(Z] OM'—IEf (H2tA PFS= 0| M0f| 7158 Efito| si=2 YAY & US
LT}

m Oakley 5 - PFSE @4tol= o AFZEILICE The Internet Key Exchange (IKE) RFC
o| 62—|° 225 |.AI}\|2'

== oLo°
m |KE Z3 - 0|0] A|A&Ito] Hot 7| wst 2HdS dYe i IKE 20| ALZ5h= o1& 7t
S8t O~ FO|ot= IKE 112 MERQILICE IKEV20|M& IKE SA, IKEV10AM= 1¢t
A2t gt
o740l = ¥2|S, 7| 37|, Oakley 12 I Q1= vio| ESHEILICE Oracle
Solaris IKE H|22 0|2| 225t 7| U QIZME 0I= "o 2 2|9IBHL|C},

LP(SA)E F 1 25t SIAFSh 4= QIELICEH O] SA 2 $& |Psec SAS §A
Ste O ARl = Z2EZZ IKE2FD LT, 0] Oracle Solaris HAO|M= IKE Z2EZ
O A 1(IKEv1) & A 2(IKEv2)E A|H LIt

IKE 29 HZH(IKEV10|A= ISAKMP = 1&H SA2t &
Bl 7l D22 n3l0| 2712 BS54 L| C}. 0|2{5t matof A-lE o535} ot g|
24 9l |Psec SAS BtE= O] RS 7|6t O HLE SAEHLICE

IKE Cl2S A3l £l A|A-S CF2 A|AH T4l IPsec SAS 4otz E A4S ~& O
S|}, 0] S @ 2AE AIABIS =t Ao| =9 0[2t3 BILICH, IKE &40 210
IPsec SAS AHESI0] LIEQIA IZlS Ho g 4 UL T
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IKE 274

23 - Oracle Solaris 11.20{|A, IKEv2& FIPS 140-2, 2 10i| CHsl| 2SE 2= =2
9|20| B3t AN2ZS AFBSIRIDH IKEV1Q| BLE STEIR| QELICE J|2HO = FIPS
1402

MESZE YL UA| e F H'IXJQ—I 7|52 HlwstHH “IKEv2 Z IKEV1
Hlw” [128]& & ZSHIAIL. FIPS 140-2 2EE AFE22 HY5t2{® “Oracle Solarls
o al

11.29] 2t53} G OI= M 242| 79| “FIPS 1400] ArROEA E_I fFEFg e

H S ZRSHAIR

FIPS 140-2 43 22310t AtEst=S @+ Atet0| @ATH H2, Oracle Solaris 11.1 SRU

5522|Aa * EEL Oracle Solaris 11. 1 SRU 3 22|AZ Al OF & LTt Oracle O] & 7t
A He|A0M |:|§;|' I U300 TS FIPS 140-2 ASS Ot &LICEH Oracle Solaris

11.2£ 0l2{st HS2 7|Z2 A AU ds, 715 L AHYY 24 E ol 2ot ATE

0] S 7| s= ZeELICt O]2{st & 7| ‘—% 2E23517| M e st 2E B0

Oracle Solaris 11.2Z FIPS 140-2 2E2 A5}{O} &L|C},

IKE SAE BH=7| 2lslf ®4sts D740l = IKE et 2
St 22|E0| ZSELCE QIS 2= IKE Z2EZ WSS
=4 8 E Z¥5t= O AR ELICH MRS £ A= AR A
St AAEIO| OfL 2t A2[E 4 Qe A|ARIOM T2 S THARAS 2 9|D|3*L|Er.

‘_“
njo
=
il

H'U m0|l ﬂ'l:
alds

Oracle SolarisOl M= IKEO| CHaH O|2| 275t 7|2 274 7| QIZAMats & 712 K39 9
M=E AHEELIC

IKES} OJ2] S8t 7] IS

TT7 o

02| 3/t 7|= & IKE A|A&ISH o= 16 & E£= ASCI 22| ZAtg L ct oj2| 2
gt 7|2t Sh= Olfe & B0l 25 7| 2t 0*1 UAO{OFFH IKE 12 2+0| O F0{2|7| [[H—E-O.:l
LICt & A[AE 250)M 0] 7|7t IKE —T“HOH ILSHE|O{0F §LICE O|2| Swet 7]= IKE IO
Z2E A9 Al ARZED, O] 0|25+ IKE Z2EZS F#3is= IiZlS -_r“éi. IEF Of2fet
IKE HO|2=8 22[st= A A”RE LI5ks HO|2E8 st 7|2 AMESHY AUSELICH
02| 3R¢H 71 IKE 2 2H0l| IKE Z2EZS ALE5I0] wate|2| QAELCH Yoz
0l 7|= Mgt Setet Z 7*° CHE OiE S3lf IO A A= SFE L.

RIS ol- = AFEShE T|0{2] 0|2 SRE 7= SOk BLICE 7= 2 AIAZ0IAM Tt
20 AZg Lt

S 7| ASM L oS EHAE AQIOME 2O YES 3522 WSIGHA| YT AL
= A2 L4222 MEst= A AL Tetd S71 7| ASAM 7t 0l2] S7Et 7|1=
Ch&f QtHELICE
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M 7| ASME S 7| 2k, ISA 480 et 2F YE(0f: 0|F 2 AS MO MBet At

o o =

&), ASM| sliA| E= A3 L siAIQ] H2E MBS Q12T 5h= H|0IE blobY LT, Of
2{5t 240] ZEE|0f °|2H7f AGEUCE HAE MEO| AP ASMIt +H=[2] §f2 A
OIL_l[:r

=] .

M 7= 742l 7|2t= THE G0N S22 ThdE| = gHYLICE o5 22|52 S
201 710 S71 7| THYSIEZ 74 70)M 71l 7|S HAlsh= ¢ Hld CF.
Cetd 37 7| ASME AraA S7E 4 UAGLHIH 371 718 THdSts Ol At8kl= &
12|Z2| 0| 2= RSA, EF =4 ':OI O'A'—IEF

C|2|2 MBS RSA, DSA = ECDSAQL 22 Cl Y MY Y12|E2S Edf QEAM LS
Mot dgELtt Ol={et Z12|S0l|M= ASAMOl| Zete(2| ¢f2 742 MB 7|E AL

ocood

Stal LR |8 MBS WL M2 ASMO|| 7t LICH DRRIZIZZ ASAH WE & A

ocood OL Lo
YoM M 7| S AlLhote 2fY2 BEEXHYLLH D= IS MB0| H 25122
M 7|0|M THEE S7H 7|E AFESHY QISA LES &2 &g -~ ASLICH

=/

QUSMO| 22| MBE 4= A2, O] FF AUSH MB2 ASMO| 371 7|2 &ele + UA
Lt C&tE QAUEIE|7} AS MO MBS o+ UASLICE CHE AEIEIT} ASAMO| MBste 47 2AUS

H

—

o= A2l 4 e certificate authorlty(CA QIS 712hHLE SR ME LT S04}
= 33422 MY AEIE], F 2E CA £ trust anchor(EZAE @74)9| Lz
Cf.

ME &Qlst= O AF8El= 371 7| 242 371 7| ASMZ = HiEE LT O] FHM QIS A
A

O[2f5t B7H 7| ASA P4 24940 P4 RAZ Test= £ o PKIEN
7| 7|9 Z)atm SHLCh 2200 What PIS| MeI7t TS & UELICH CHestPKIS 22

B 9I5t QIZA ool MBBHE CAR TAE 4 AULICH SO BHLIB PKIOIAE
HAOR QIMElE EAE U et Y= CAR A

00

ol
T
n

IKEOIM 371 7| QIS A ALE

;(1|z4o| 24;4'— “0j2) 295t 7|2 | IKEVZ —_r“‘ ” [134] £
A7 [160]8 ZRHAIL.

1. 2 MEE S M £ CARIS 7122l ASME AZstHAT B SI0/782 7| 4&

m A ME ASA Ol= IKE Z|0{7} 0|2t 2ISA —
27

o] H2 2 wskstn o e s

oM d& E%HO_'ZI oIt CHg m|0fe] ISME 22 7| e ==
2
f

A
2 9I 11 OHE Hefl A HE”%' ASAMet 7tA 2 QAUS M7t 2L Tt

m CAQ| °._|ZH 2 Y V1| SAIE O £-TILICH S2/70Q1 7] A2 MAe of <l
SM MY 4(CSR)E E L|Ct. CSROfl= 271 7|2} *'H‘Xfﬂ ESHEIL|CH gt
Al d|stmgwshed name(DN, 17 O|&)¥LIC}. O & S Ctst Z& L Ct.

DN="0=Example\, Inc, OU=qga, L=Silicon Valley, ST=CA, CN=enigma”
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ate H - Z|Cf5H TH| 20l DN S 7|EH AIMZLE BHS0f CH2 QIZAO| Algztet Uzt
2| T2 FHAIR.

2. CSRS CAO| ELf MHS gr&L|CT
LU= CSRE H FA0f| 20
MYE QISME F 7 0|4t B

3. MEE QIZ2ME CANA 7HHL T IKEV2 7| A AL} IKEV] G|O|E{H|0| AR Tt &S
L|C}.
CAVt B QIZSME 25 7HA QL0 & LICH 0]2{5t QISME EAE YHL RE
CAOM 7HEH o= A-HEl MY QIS MO 0|2 &= “EZAE Q1”2 /LT

4. IKE O|O{0|M T2 MAS 25t T}

5. IKE 720 ASME AFERILICE

(=]
ASME A ¥e U= DNt g2 AE

i
[
0Q

>
njo
N
>
=2
)
i)\
i
-
n
e
>
=2
R
rr
>
o
R
=)
N

AHZLE AFSBILICE CA MYE QIS A9 22 §3

A5 :
CAOIM MBSt QISME AFESI=S IKES 7+de &+ AS LI

BRI A=A 2l

[

MBE ASME MY 7| 20| 72 S BS5t/| W20 R=5ICt M2 4+ AgHC ¢
SM7t LU ERE Yot =elE F

—_ o

o

o
0| 822 ZZ CRL(UIZA 32| S=)0/242
£ AIB310] 912N 2| HEIS SHOR Slols

CAOIAE 323t QIZM2| 222 825}
SHLICH OCSP(22f01 QIZA Alej T2 == 510131
2 QUELICH, UE 2o 7| QIZMoil= URIZE Z8He|0f QI&LICH 0] URIE CRLS BHoist &
QL= & 2||LF OCSP MHO| o 9I2[2 Al aL|Ct

ZtM|et LHE2 RFC 2459: Certificate and CRL Profile & RFC 2560: Online Certificate
Status Protocol - OCSPE 2tZ3HA|2.

okl

W ASME A8 AlLHM A2t =Y

370 7| ASMOl= A ERp L A[ZH} QISMIT RESH MEIZ FA|Z|= A|7H0] L5
C[O] UELICE Teth] QIS E B3t AL st AIAEIQ| A7t H2ts{oF ghLCt
NTP(Network Time Protocol) AZEQ|0{E AFR510] A|AEIO| A|H2 =758 4
LIC}. Oracle Solaris &2|A0|= University of Delaware2| NTP & =09 AT EQ0f
7t Zete|of &L CH AHAM= NTP Documentation ¢ AIO|EO|A AR E 4= UELICE
service/network/ptp If7| | S A 2|5t PTP(Precision Time Protocol) AH|AS 45
£ QEL|C}H IEEE 1588 Standard for a Precision Clock Synchronization Protocol
for Networked Measurement and Control SystemsS 2tZ5HIA|2.
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IKEV2 Z2EEZ

IKEv2 & IKEv1 H|w

C}S HO||M= Oracle Solaris A|AEIO|A IKEv2 2 |KEv1 B 23S H|mEtL|Ct.

H 8-1 Oracle SolarisO|A IKEv2 2! IKEv1 73

£3 IKEv2 IKEv1

OIZ A chain of trust(Eg{A 7| A{ZAA9| A E 7|22 ¢ ike/config IFRO| cert trust Of7f A4

E A2l NE

OIZ A OIS 7| ikev2cert HH ikecert certlocal HH

OIZ M 7}4 27| ikev2cert import H@HOZ QOI=  ikecert certdb HHOZ EZIF QA=ME
Mot 718 PKCS #11 7| AEAZ  IKE 7| HELZ 7IHE & US
IHHE & AS

12 A2} ikeuser root

ASM Y3 o kmf-policy.xml ike/config IHQUO| Q& 224

QIZM 2{ZAa PKCS #11 softtoken 2t0|E2{2] ZZ IKEv1 G|O|E{H|0|A

T oY CEe| /etc/inet/ike/ /etc/inet/ike/ U /etc/inet/secret/
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IKE 224 mphed ike/ikev2.config ike/config

IKE 0|2 315t 7| ike/ikev2.preshared secret/ike.preshared

NAT ZE UDP ZLE 4500 UDP ZLE 4500

nE UDP X E 500 UDP X E 500

Ast Zamy HET IPsec 22| HIESIZ IPsec 22|

MH|A O|Z(FMRI) svc:/ipsec/ike:ikev2 svc:/ipsec/ike:default

'Oracle Solaris 11.1 SRU 5.5 2 SRU 39| &3} Z2| 493 7|52 FIPS 140-2, 28 10f Tl ASEASUCE FIPS 140 2
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O] MMOjM= IKEv2 #31E CHELICH IKEv! 2= “KEvI Z2EZ" [129]8 =5t
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IKEv2 G2 in.ikev2d= IPsec SAO| Cist 7| /& =1&
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Override transforms
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Wildcard with required signer
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z2 7|5 SYLCH ‘EaF {202 ARZ5H0] *FEIZf 72 A AHE L 7| A 27 At
22 Q2N Az ClE 20Ig £ uE 4 JaLiT ASM 220] 03t 7|2 27 AR

St
—
/\

=ET
o 2BI51R| Q= 20| 2

—

L

Ct.

KEvl ZE2EEZ

Ch2 oAM= IKEv10]| CHSH 2Hks| AT SL|Ct IKEv1S O W20 QLXsH 7| 22| E A&
St IKEV22 WA | ASLICH IKEV20]| CHSH REM|GH LHR° “KEv2 Z2EZ" [128]2
2R SHMA|2, H| 1= “IKEv2 2 IKEvT HlW” [128]2 2tRGHA 2. & E2EZ0| 2&
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IKEVI Z2EEZ

2l 2= “IKE 2707 [123]8 RS AL, IKEv

225 IKEV12t IKEV27} CFE AJAE0IA SAf
Asc|of sfidate I|o ZREZ N U 4+ ASL

IKEv1 7| SAb

IKEv1 §|2 in.iked= QHAGHBIAIO 2 7| & Y AISHL IPsec SAS QI=¢EL|C}, IKEV] Oﬂkl_
+ PFS(Perfect Forward Secrecy)E AlS&fLICt PFSOA HIO|E| &S ESst= 7= 2
7t 7|2 THlot= O AFR I A| EELICH 5 H0|E 24 7|2 A== G AFRE AE= A

AMEE|A| 4EHL} in.iked(1M) O+ HO| S FZRSHYAI2.

IKEv1 1SHA| gt

IKEv1 Z2EZ0||l= 27tA| THAZF JELICE Oracle SolarisOiMe & 2= 1
A|HELICH F 22 WSME 5 E 7%3_ Of7fRH+~E S ASH0] & I 04 ?_FQI ISAKMP

0L OI2HSA)S DFSLICE Of ISAKMP SAE HICHZ 25512 ALE510] 7| E?E m}
Stotn 012| 2Kct 7L 27l 7| QI2EME f St
ISAKMP SA= 8ISFH0|B 2 GHLIe| E ok &2t
IKEv10| 1EtAO|A] ISAKAMP SAE YA5H=
inet/ike/config OIUOI|AM 14 FEE AELICE -_r“cj dE= o3 ?E%LICL

S 7| QISA OS2t 22 MY D7
PFS(Perfect Forward Secrecy)7} Z235t2| o2
o| A|/\E4Io| IKE 11|O-|

16 D3He 855t Y22

=
JENCT

TR Q1S Y2 02| SRet 7|12 S 7| ASMYUCH S 7| AS M= At M
He| ALt certificate authority(CA, Q12 7|2H0f|l A ghalish 4 Ql& LTt

’

AtMiet LHE-2 ike.config(4) D2 O] & HEsHUAIL.

IKEv1 2CHA| 8t

2CHA| I'Lfa% 2 =2t giL|Ct BE 25 W30 M= IPsec SAE Cte= O st
07| 4 =12 FAELICE O] WE2 15HA 0 >HAE ISAKMP SAZ

B2 RC Wsto| 2 N2|Z U ot T2 EZL |Psec A2 MY /etc/inet/
ipsecinit.confO{lA{ 7} 1g|—|l:f.
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IKEVI Z2EEZ

IPsec SA= RFELE| M CH| 22 ELICE SAS| B2 in.iked 20| IPsec SAS TS T 2

i — = o Hg
HBLICH 0] g2 T 4 UL

AtMIgt 122 ipsecconf(1M) 2 in.iked(1M) Oi'F 2 I|O| A ZFRSHIA| 2.

IKEv1 -t/ e

/etc/inet/ike/config 7+ A0 = in.iked O 20i| CHSH 70| ZeHELICH 182 oY
T2z AHEL L ZF &=0f= O] A|ARI0| RAFSHA F1dEl IKEVT I|O{Ol|A] AtES 4~
Ue Yn2|F L QS H0|E et 22 Of7fHIF SHELITH in.iked HIE0|AM = 02 &
{57 L 374 7| QISME IDE AFEE 4 JSLIC

auth method preshared S22 0|2] 28¢5t 7|7} AR =S LIEFHLICE auth method®]| Zf

o T —

Of preshared/t OFL|H S7H 7| QIS M7t AFEELICE

IKEV10j|A] O|2] 57t 7|= E4 IP FALE A HR|0of| HZE LT ZF AAEIQ| sete/
inet/secret/ike.preshared I}Of| 7|7} 2 ZHEL|C}.

ALMIEH LIS “IKE 2ts A" [124]1t ike. config(4) 2 ike.preshared(4) O
HO|A| S HZEFHIAI2.
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IKEV2 ++A

O] oM A|AEIQ] IKE(Internet Key Exchange) B 2(IKEv2)E F+d5t= &0l CHaH
MOEBILICE IKEV2E AISHD AFRO 2 MASHH 2| A5t Psec B210| 7| 92l =2 2}
SOR WABILICE 0| ¥ ChS HEE TPt

“IKEv2 7437 [133]

“0|2| 25t 7|2 IKEv2 447 [134]

“IKEV20]| st 37 7| RISME XSS 7| A¥a 27|38 [139]
“0|2| 25t 7|2 IKEv2 747 [134]

SHUA|2. IKEO]| CH
A2t= ikeadm(1M),
M) 2 kmfcfg(1) O+

IKEO|| Tt 7H2 HE = 8% IKE(Internet Key Exchange)& 2%
ot 22 dE = 12 IPsec & 7| 22| AR E ARt A|2. 27t
pktool(1), ikev2cert(1M), ikev2.config(4), in.ikev2d(1
2 m| 0] 2| 2| Of| & ZtRJIHIAIL.

IKEv2 3+

8
AL

——ﬁww

Al
I'_
o
R
Ne
Q
=
o
ol
N
i
lO

| IS ME ARSI IKEE QST

{1 AATILICEH T2tM A|ARIOAM
25t 4= QISLICH IKEv2 A|AEIO|A IKEv1§ AlSHSH 2
QUSR] Qb= A|AEIDEO| EAI2 IKEVTS A&t =3
A0 PKCS #11 SIEYI0 EES AR S &= JUBL

o
—'-IIE£:|O

ne ofy 2 ok

010 4>
> o[\ %
r

59£
—CJN'
_I_
é
M O
>_
__|_

@,OE IKEVZE
CEEEEEEY

N

Ev

oo
nl

AT 01218t HAOTNE AZE0] HH 1P 227 AB50] 91 HESD 78 E2ie
DefaultFixedS A& 20|2t10 7FEEILIC} netadm list HEO|A] Automatics EHEHSH=
B AMet 82 netcfg(1M) Oi 4+ HO[R| & &IRSHIAI2.

IKEv2E THgot 20|l 7. IPsec 760l L= CH= Ol2fgt IKEv2 12 S AESHH 7|5 &
25te IPsec 2HS AZELICH CHS oM e S KEv2 78S F2 2L
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0|2| 2R3t 7|12 IKEv2 74

0|2| 283 7|2 IKEv2 A

of

2| 285t 7| At2SH= 20| ¢L||:f HAES Mo = 02| 295t 7|2 Al2S £
LICL ZEMSE LHE= “|KE9+ 0j2] 293t 7| 012 [125]2 2AZ A2

IKEV2E AIESIER 0] A|AH = MEUS 1M 20|04, 3Ht:+ MBulo| 22| At2tH O
(o]

V¥V 0|2| 285 7|2 IKEV2E 2 5tH= g

O] HRJ0j|M= A|AEI 0|22 enigma L partyn2 2 HIEL|C} |KE BHS 25 FAEHLICH

Mztst7) dol - Network IPsec Management 26t T2 OO 2| H & 22| 2F0{0F §HL|CH T2l Ao
A 250k ghL|Ct 2FMISH LIS “Oracle Solaris 11.22] AF2 A} & T2 AM|A HOt"0| “7]
el 22| Mot AR S ZIRSHIAL.

Aoz 2U2|S5ts A 0 7-1. “ssh %%Z AtE5I0] IPsec S Ao =Z 14" 9
“Oracle Solaris 11 29| Ok Ml oA Zh2| "ol “HOot M-S ARSI ZFSE %7—4. £ 22|

Sh= YEOIM 20 A 2701 2| 2S ZZRSHAIL.
1. ZF A|ABIO)|M /etc/inet/ike/ikev2.config I}2-S TRISHL|CE,
# pfedit /etc/inet/ike/ikev2.config

2. mYoM O|2| S7Et 7S AMESHE 2l tHELIt

—

N

tn - 7= ATHAI0| M 2HSLICEH

O| mtlo| #2| U A o7 p= A|ARIQ| ipsecinit.conf IO L= IPsec 29| 7|
£ &2[shoF gL f CH2 IKEv2 74 0|0l M= IPsec2 AFESH] & ME{ 7He| HERIF E
S ES5t= Y [100]0f U= ipsecinit.conf 02| 7|5 2h2|BHLICH

a. O & S0 enigma A|AEIO)A ikev2.config O}US $£AEHL|C,

43 - 0| 0|0l M= S D7 MH 9
ojojE +de + AgH &

### ikev2.config file on enigma, 192.168.116.16

## Global parameters

# This default value will apply to all transforms that follow
#

ikesa_lifetime secs 3600

#

# Global transform definitions. The algorithm choices are
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02| 3Rt 7|2 IKEv2E #A45H= U

# based on RFC 4921.
#
## Two transforms are acceptable to this system, Group 20 and Group 19.
## A peer can be configured with 19 or 20.
## To ensure that a particular peer uses a specific transform,
## include the transform in the rule.
##
# Group 20 is 384-bit ECP - Elliptic Curve over Prime
ikesa_xform { encr_alg aes(256..256) auth_alg sha384 dh_group 20 }
# Group 19 is 256-bit ECP
ikesa_xform { encr_alg aes(128..128) auth_alg sha256 dh_group 19 }
#
## The rule to communicate with partym
## Label must be unique
{ label "enigma-partym"
auth_method preshared
local_addr 192.168.116.16
remote_addr 192.168.13.213

b. partym A|AEIOJA] ikev2.config I}US A TH|CT,

## ikev2.config file on partym, 192.168.13.213
## Global Parameters
#

ikesa xform { encr_alg aes(256..256) auth_alg sha384 dh group 20 }
ikesa xform { encr alg aes(128..128) auth alg sha256 dh group 19 }

## The rule to communicate with enigma
## Label must be unique
{ label "partym-enigma"
auth_method preshared
local_addr 192.168.13.213
remote_addr 192.168.116.16

2} AIARIO|A T 122 HOIFHLICE
# /usr/lib/inet/in.ikev2d -c

Z} A|ARIO|M D|2] 378t 7|E /etc/inet/ike/ikev2.preshared It O|| E-&L|CE,

2S AA|SHALY CHA| St

Fo| - 0| U2 ALE HEH0| E45H0 ikeuser/t AREIL|CE Of I}
ojol Hef S5 27t RAIEES

2| DM AL, THAL pfedit HHO2 LIRS MRG0
SHAl2.

a. 0| 50, enigma A|2EI0||A| ikev2.preshared ItA2 Ct23} SAFSHA| EA|ELICE,

# pfedit -s /etc/inet/ike/ikev2.preshared
## ikev2.preshared on enigma, 192.168.116.16
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02| =

78t 7|2 IKEv2E 7/d5H= U
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o
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#...
## label must match the rule that uses this key
{ label "enigma-partym"
## The preshared key can also be represented in hex
## as in 0xf47cb0f432e14480951095f82b
key "This is an ASCII Cqret phrAz, use str@ng p@ssword tekniques"

}
pfedit HFHL| /0| Cist ApM|St LHE2 pfedit(1M) OiFE HHO|A[Z 2R3 A
Q.

b. partym A|AEIO|A ikev2.preshared O}U-2 1155t 20| &2 AQI5t1= CH2 1t §AF
%FLIE}
= .

## ikev2.preshared on partym, 192.168.13.213

#...

## label must match the label of the rule that uses this key

{ label "partym-enigma"

## The preshared key can also be represented in hex

## as in 0xf47cb0f432e14480951095f82b
key "This is an ASCII Cqret phrAz, use str@ng p@ssword tekniques"
}

IKEv2 MH|A QIABIAE ARO 2 MASHL|C},
# svcadm enable ipsec/ike:ikev2

0j2| BRE 7|2 CAE 29 T0f AIAL0IM 0j2] BRE 7| THUES B ikevz AH
AZ CRA| AIZHILICE,

# svcadm restart ikev2

C}2 22 9 92 [KEv2 0]2] B3 7| Al

O| OOl M IKEv2 2|7 A|ARER 0]2] S7E 7|1S U=, 7| W@st, 24 79|
0|2| Z5t 7| otYof| 27tLICt 0|2] 356t 7| 2=2| 2i|0[&2 ikev2.config IFUO]
U= 29| 2f|o|=2 YX|RL|CH O TS in.ikev2d C|2& CHA| A[2IRIL|CH

L

o

o

2| At= ikev2.preshared THU S M

ro
o

CHE AI&EIQ| D|2| S/E 7|E 4
partym®| U2 CtZat Z5 LT}

# pfedit -s /etc/inet/ike/ikev2.preshared

#.e

{ label "partym-enigma"

## local and remote preshared keys

local key "P-LongISH key Th@t m~st Be Ch*angEd \'regulLarLy)"
remote_key "E-CHaNge lEyeGhtB+1Bs et KeeS b4 2Lo0o0o0oOng"

}

(C}2tA] enigmal| ikev2.preshared 7| It C-S1} ZH0tOF &L CY,

#..
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IKEV20iA] O|2] &

%0
_Ovﬂ
N
NW
mol'

PO A IO E F715h= Y

Al2fst7] 2o

{ label "enigma-partym"

## local and remote preshared keys

local_key "E-CHaNge lEyeGhtB+1Bs et KeeS b4 2Lo0o0o0OoOng"
remote key "P-LongISH key Th@t m~st Be Ch*angEd \'regulLarLy)"
}

2|27} 2 A|ARIOf A IKEV2 AMBIA QIARAS THA| AJ2HEHLICE

# svcadm restart ikev2

IPsec A2 MG AZ5IR| UUOH |Psec WS AIROZ MAHSHAHLL M2 12| =
IPsec Z*Zf SOPHUAIL. VPNE ES 5t IPsec 29| Ofl= “IPsecE AFE35H0] VPN £
37 [106]2 ZIRSHIAIL. CH2 IPsec Z2 Of| = IPsec2 AFR5H0 & AMB 7| HEQIR
EE‘—HE'O Hoot= Y [100]2 #RsHAI.

O 22 0f|l= ikev2.config(4) 2 ikev2.preshared(4) O+ I|0| | & 2t RSt A
Q.

IKEv20llM O|2] 378t 715 AL T M DO E F7tst
L= HitH
- od

Z2 IJ0f Zto] 2t 0] IPsec Y2 RS St FRO= IPsec 2 MHIAE A2 22
240F LC IKE" A5t EMI Al25HA| GOt ELICY,

IPsec ZJ240]l Af T0{Z 27t3 S IPsec

I'E

8 210 IKEv2 4= =Y3HOF B LT
ipsecinit.conf IYUS YC|O|EFH D T[O] A|ALIO| CHSH IPsec F2E M2 DHSLICE

Network IPsec Management &5t Z2O}A0|| 2| Q& 2t2|AH0{0F TFL|CH T 2T} 40|
A 243H0F STt ZFM|SH LIS “Oracle Solaris 11.22] AF2A} & T2 A|A E0t70| “7]
Y 2e| M AR S 2R,

= &O-L°0

B2 RIS 32 0171, ‘esn AT NBE P UG HAO2 244
“Oracle Solaris 11.22] HOt 4 WM A 22| "of “HOot G ALESIO] ZFSE Y ZASZ 22|
S SrolA HOl 21 210l A2 HZHIAIR.

IPsecS AE S M A|AHIQ| 7|5 22l IKEv20] Chet 212 BHSLICt

a. O S0, enigma A|2EI0J|A /etc/inet/ike/ikev2.config I}YUO|| CtS RIS &7}
gt
= .

# pfedit ikev2.config
## ikev2.config file on enigma, 192.168.116.16

## The rule to communicate with ada
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IKEv20ilA Oj2| S#et 7| AHS Y W A IO S 715t Y

U
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## Label must be unique
{label "enigma-ada"
auth_method preshared
local addr 192.168.116.16
remote_addr 192.168.15.7

pfedit FHO| MO TS ZMISH LHE-2 pfedit(1M) i+ HO[Z| & 2tRS

b. ada AIAHO|IM ChE 21 27FBILICH
## ikev2.config file on ada, 192.168.15.7

## The rule to communicate with enigma
{label "ada-enigma"
auth_method preshared
local addr 192.168.15.7
remote_addr 192.168.116.16
}
2. (S4) Z M2HoAM mUe| ES SIS C,

—/

# /usr/lib/inet/in.ikev2d -c -f /etc/inet/ike/ikev2.config

3. mof A|A&do| cHsH IKEv2 D|2] 378t 7| & SHELCt.

a. enigma A|AEIO||A /etc/inet/ike/ikev2.preshared I}UO]| C}S A B E 2|8t C},

# pfedit -s /etc/inet/ike/ikev2.preshared
## ikev2.preshared on enigma for the ada interface

## The rule to communicate with ada
## Label must match the label of the rule
{ label "enigma-ada"
# enigma and ada's shared key
key "Twas brillig and the slivey toves did *s@OmEtHiNg* be CareFULL hEEEr"
}

pfedit FHO| S0 Ciet tMlet HE2 pfedit(1M) w2 H 0[RS &=S

2.

b. ada A|AEIO||A| ikev2.preshared I}U0|| C}S HEE FI}EHL|CL,

# ikev2.preshared on ada for the enigma interface
#
{ label "ada-enigma"
# ada and enigma's shared key
key "Twas brillig and the slivey toves did *s@OmEtHiNg* be CareFULL hEEEr"

-

4. 2 AAHOIM W ARZS YR oiSULICt,

o
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IKEv20] chet S7H 7| JISME AIYSI=T 7| HEL 27|58}

B MHAS AIBOR MYE A ME DALICH

# svcadm refresh ikev2

B MHIAS ARBE 4 o= A AFBOE ML

o= T

# svcadm enable ikev2

e &M [Psec A2 MAES AT oA UUSH |Psec BUE AIROZ MASHALL AZE D2|=
IPsec A2t2 %OUF IA2. VPN ES5t= IPsec 29| Ofl& “IPsecE AHESH VPN £
7 [106]E ZRoHA|2. CFE IPsec 2 Of= IPsecE AHESHO & MY 7He| HER(S

EEHEIO iéff 2 [100]2 &RoHAIL.

IKEv20]| Chst S71 7| ASME AMYot=F 7| AL =713}

IKEV20l M 37 IS ME A5 PKCS #11 7| HYLE 2hS0{0F BILICEH 71
S35 AFRE= 7| &A= Oracle Solarise| && 3t T3 7|S0i|A AH2H=
pkcsll softtoken@IL|C},

IKEV20i| CHSt pkes1l softtoken 7| &A= E4 A A} ikeuser?t A2 [6H= C2IE 2|0
UELICE 7|2 C|HE2|= /var/user/ikeuser® LICf AFEA} D ikeusere= A|AHEID} SHY|
HEZE A 7| s 2H QHS0{0F RIL|CE 7| HEAE O [ff 7| A&AL] PINS ¢
SLICH IKEv2 ME|AE 0|%OPE1E 0| PINZ AME3t0] 7| A A0l 212I5HOF gL Ct.

pkcs1l_softtoken 7| A ZA0f= IKEV20A AHESH= 70Q1 7(, 371 7| & S7H Q/ISA 7t &7
Z|ELICE 0245t 7| & QIS M= pktool HHL| 2T Q1 ikev2cert HH S AFESHY &2|E

LIC}. O] 2HTHE ALE25HH ikeuser?t AR SH= pkesll softtoken 7| ZZAA0| 7| 2 Q1= A
2tefo] 25 gL

PINS ikev2 MH|AO| S2 ZHE Z.{EE ZIV5HA| 42 B /var/log/ikev2/
in.ikev2d.log ]1|'°'01| Ct22t 242 O A|R|7F EA|=EIL|C}

date: (n) No PKCS#11 token "pin" property defined
for the smf(5) service: ike:ikev2

&M 7| ASME AESHA| ghe BR0l= 0| BAIAIE FAlsi= F LT

¥V IKEv2 371l 7| Q1S Mo CHSt 7] A E OSSO AESE
L= HIH
- od

IKEv22t &1 S QISME ArEStA = 89 7| HYAE 2SO0 &LCH 7| HYLE At
25t 7| 240 2215 0F FHLICE. in.ikev2d H20| A2t G| 20| PINS AL A}
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IKEv2 S7H 7| ASA0f thet 7| HFAE TS AEsteE U

140

Al2tst7| Mol

7t HSSHALE Abs Z2M|A0M AHSEILICH AFOIE EotoM 2ks 21012 5 85t= &
ks 20018 oo fLCE 712842 7] HYLE AFEShs St 2aAYL T

Network IPsec Management 2ot ZT2IHI0)| 2| H =l 22| 2t0{0F SHL|CH, T2 I}l Alo||
A 2d5HoF STt AFM|TH LIS “Oracle Solaris 11.22] AF2AF & T2 A|A HOt9| “|
HE 22| M ALE S ZIRSHIAIR.

IKEv2 7| 2{Z20]| L3t PINS MY LIt
ikev2cert setpin @HES AIR5I0] IKEV2 7| A ZAE OFSL|CH O] ™S PKCS #11 7|
YL ARAE 1keuser§ AMASHL|C}

=k
PINO|| 284S AIR5IZ| OHAA|2. 0|2 S04, 2} whatShouldIWrite= & SHA|OF 2t "What
Should"= S&5tA| ¥&LICT

% pfbash

# /usr/sbin/ikev2cert setpin

Enter token passphrase: changeme

Create new passphrase: Type strong passphrase
Re-enter new passphrase: XXXXXXXX

Passphrase changed.

- O] Y YT E QAT R0 HYSHYA|R. 7| HYLE ALESH T BRFfL(CH

7| A0 A5 2 E= CSHA o2 2QIBHL|CL,
2HE 2012 AFRSHS 20| 2&LITH AIO|E 2O HolM S 21912 5|85t Qe
&% in.ikev2d G|Z0| CHA| A|2H‘=EI Tf 7| 22420 CHEIAl o2 2 T90I50F BHL|C},

B 7| HYAE TYEH0 AS 2IUS ALSOR HHBILIC

a. PINZS pkcsll_softtoken/pin A|H|A S 2 9| Zto 2 Z2IISHL|CT,
# svccfg -s ike:ikev2 editprop

QA T 20| PRLC

H o

b. setprop pkcsll_token/pin = 3Ho| M 22| SHA|EtL|C}.

# setprop pkcsll token/pin = astring: () Original entry
setprop pkcsll_token/pin = astring: () Uncommented entry

. EEE 1°H|2] PIN2Z CHAEL|CE.
setprop pkcsll_token/pin = astring: PIN-from-Step-1

=Z2 PIN ALOJ0f| SEHE OTi= LT}

d. I} oH of22| refresh

08

2 24 SiAIS ChS W AKRIS MRRLIC

=
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27 7| A=ZMZ IKEv2 74

# refresh
refresh

e. (M) pkcsll_token/pin S5 ZHE9| I+ =tolstL|Ct
pkcsll token/pin &= HEO|= ikeuser/t 2R 0t= 7| AYA00 AL T =

Ql&[E 20| ZehgL L}

# svccfg -s ike:ikev2 listprop pkcsll_token/pin
pkcsll token/pin astring PIN

B 23 7| AL 2O00S FY5HA| Y2 BR 7| MY S22 2G|
St
=]

in.ikev2d G| 20| A|2tE W{OICL O] HHS AHFLICH

# pfbash

# ikeadm -v2 token login "Sun Metaslot"

Enter PIN for PKCS#11 token 'Sun Metaslot': Type the PIN from Step 1

ikeadm: PKCS#11 operation successful
3. (B4) 7| MZ20AM PINO| HEE|A=A| 2lgtL|ct,

# ikev2cert tokens
Flags: L=Login required I=Initialized X=User PIN expired S=SO PIN expired
Slot ID Slot Name Token Name Flags

1 Sun Crypto Softtoken Sun Software PKCS#11 softtoken LI

Flags Z0f| LI7} A2F PINO| Y& ALIC}

4, pkcsll_softtoken¥|A| £ S22 2 10IR5I2{H ikeadm HHS A2 EHL|CT,

# ikeadm -v2 token logout "Sun Metaslot"
ikeadm: PKCS#11 operation successful

270125101 5 ALO|E 7to] EAIS 93t 7|7t02 A3Het 4 AUALICH 2I0k2 5k )
01 7|2 AFRE 4 Q| SD2 Af IKEv2 MAS Al2E 4 SIELICE 12 KEV2 M2
ikeadn delete ikesa @O R A4 7|2 AASIA| O 3t AL EICH 0j2] B38| 7
2|2 A% HESLICH ikeadn(1M) 042 TO|X|S 2ZHIAI.

274 7| A=A 2 IKEv2 3+

Cirt2 BiEO|ME 71 ASM7E T2 UEY & UAGLICH AMet iE2 “IKERE 57K 7|
ASA” [125]8 HESHIAI2.

|H

U 30| M softtoken 7| A ZA0 A ZgL|CH HZE of

7| QIEME YB3
[ SLAOIOIME AIZAIE A Of HBE & YLk W

U= AILHOM =S

=17
o
0f7

—_
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A MEE S 7| AISMZ IKEv2E #d5t= YH

ERIO{0f| A IKEv20]| TS S7H 7| AISME ddstl A Ests Y [154]3 ARSI
2.

HiE HEE “IKE 235 YA [124]8 #RotUA2.
ChS 2 YWofl= IKEv20] TSt S7H 7| ASME Pte= X7t LgL T O] HX}ofl= AlA
8l0j| Sun Crypto Accelerator 6000 BEJ HEE B2 StE O HEL0| ASAE A&

St EYo| Zerg Ut

H9-1 37 7| ASMZ IKEv2 T4 2t

2ol Ho P
QISAO]| Cht 7| MAAE ThEL| | IKEV20] TS QIS AT MZHE PKCS #11 7] MBAE | “IKEV20] TSt 37K 7| QISME M
=3 Z 7|8kt St=g 7] A& 273 [139]
24| MHE Z7H 7] QISMZ AE27E MEBE 371 7| '%H% BESULCE QJISME | AHd MYE 37 7| QS M= IKEv2
IKEV2E 4 ELct, 0|2 WEW T|0{9] QISME JtHZLIT. £ Fdst= W [142]
CAOIIAM 25t QIS M2 IKEV2E | CSRE BHE ChS UHetEl JISME 25 7| HEAZR 7t | CAZF MY JISMZ IKEV2E 74
T, etof fLICt O CFS IKE I|ofe| QS ME &elet | she & [148]

D ItHSU,
SH2|E QISME Helste WHE | UESRT 2HS Xa|ste LS HIZol CRLO| ALEE] | IKEV20(IA QSAM AS FS H4F
TEELc =2 {22t OCSP M7t E3El=2] 625 HEE L | 5h= 2 [150]

=3
AZE SH=Q0]9] 7| HZA0AM | Sun Crypto Accelerator 6000 EEZ5 210 [KEV20{A] | SHEQIO{0|A IKEV20i| st Z7H
RISM &S LEELC 0| EEE ALESIEE L FLIC 7| QIEME st MEste &

21 [154]

142

Al2fst7] 2o

AL MEE 374 7| JIZMZ IKEv2E A5 W

Of oM &7 7| ASME LS 0] AS MO MERILICE 7121 7|2 QS M= IKEv2
| PKCS #11 softtoken 7| 40| HYFLCL S7 7| AISME IKE TK{Z ELIH IKE
IOl M 29| S7H ASME ELZ LI

AA| MYE ASME ALESHE IKE AL 2RO O] ZRHE +AFLC.

ASME AHEStAT IKEv2 S7 7| ASAO|| CHE 7| HHAS S0 AFESH=
? [139]2 2t=3H0F &LCh.

Network IPsec Management M5t T2IHI0)| 2| =l 2+2|2t040F BL|CH T2t Alg
A-&3t= S0|0{0F &IL|CH ZIM|BE Li&2 “Oracle Solaris 11.229] AFZA} L T2 M| A EOF
70| “A| HEl 22| M AR S 2R o|'MA|2

HACZ EFE'-IEFE A2 0| 7-1. “ssh E’ég AM23H0] IPsec A2 S Ao = 44" U
“Oracle Solaris 1 29_I Ol Ml O M| A ZH2| "0 “E Ot M2 AF2 50| ZFS2 %7—1 2 e

ote YEOIA 2ot @A 2101 2|/S ARSHAIL.

7| MM A MEE ASME THSLICH
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AA MEE S 7] ASMZ IKEV2E 7d5t= HE

=}

ikev2cert gencert HZO| OI40f CHSH MY pktool(1) 0L H|O|Z|Of| M pktool
gencert keystore=pkcsll ot HHE HESHMIAIL.

subject Q0| HAM2 “IKEOM S7H 7| IS M ALE” [126]2 FRSHYAIL.

[= =

A3 - QIS MO 20|22 AFYLILt 20122 22 7| HEA0M St alE 7S A
5|}
=g

a. O|Z S0, partym A|2EQ| BPH2 LIS} FAISHA EAIELICE,

# pfbash
# ikev2cert gencert \
label="ITpartym" \
subject="0=exampleco, OU=IT, C=US, CN=partym" \
serial=0x87654321
keytype=rsa
keylen=2048
Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX

ths 2F OAIZl= PINS 22 Yot 7| L7t 27|35t A] 4SS LErdY
Ct.

Error creating certificate and keypair:
keystore error: CKR PIN INCORRECT
libkmf error: KMF_ERR_AUTH_FAILED

Error creating certificate and keypair:
keystore error: CKR PIN EXPIRED: PIN expired and must be changed
libkmf error: KMF_ERR _BAD PARAMETER: invalid parameter

b2 HB - pktool HE 20| HA|Z|H OI=A
IS HESI0 3 85(A| gi= Y12SS

QEP} QIR SOISHAIAS. HRE Ol
£ 5 ol 3fLHA Al HAIAS.

ol

2
=

tA

=
—

_t'l_% 22 oledsie g LIEfHL|CT
SIFEE AL, 7|
stk Ch2 9l

N0

oz 1%

Nﬁfo

¢

{4 m
oh

b. enigma A|ARUQ| HH2 CHS1}t FAFSHA EAIELICL

# ikev2cert gencert \
label=ITenigma \
subject="0=exampleco, OU=IT, C=US, CN=enigma" \
serial=0x86428642
keytype=rsa
keylen=2048
Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX

=]

(84) 7| ¥ ASME LiggL|Ct

enigma # /usr/sbin/ikev2cert list objtype=both
Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX
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A MEE S 7| AISMZ IKEv2E #d5t= YH

Asymmetric private keys:

1) RSA ITenigma
Asymmetric public keys:

1) RSA ITenigma
Certificates:

1) X.509 certificate

Label: ITenigma

Subject: C=US, O=exampleco, OU=IT, CN=enigma

Issuer: C=US, O=exampleco, OU=IT, CN=enigma

Not Before: April 10 21:49:00 2014 GMT

Not After: April 10 21:49:00 2015 GMT

Serial: 0x86426420

Signature Algorithm: shalWithRSAEncryption

X509v3 Subject Key Identifier:
34:7a:3b:36:c7:7d:4f:60:ed:ec:4a:96:33:67:f2:ac:87:ce:35:cc
SHA1 Certificate Fingerprint:
68:07:48:65:a2:4a:bf:18:f5:5b:95:a5:01:42:¢c0:26:e3:3b:a5:30

He HE - 7|2 oA Y12 =2 sna1QlL|CH 2o ME Y 12| =02 OIZAZ oF
keytype M1} CHE SA| 2 112|=(0f|: keytype=rsa hash=sha384)2 A[ZoIMA|2. SMH2
pktool(1) OfF2 HO|R|E ZZSHYAIL.

3. ¢

ASM

ct

r

AlARo 2 HErEfLICt,

a.  Zt A|2RIOA AS AT mUZ LR HL|CE,

outformat=pem FHS A|GStH S ASAM7I 21Q 7t 27| gt FA o THAO]| A
YEUCL 0]E22 7] HYL0M ASME A E-LICH

# cd /tmp
# ikev2cert export objtype=cert outformat=pem outfile=filename label=label
Enter PIN for Sun Software PKCS#11 softtoken:XxXXXXXxx

b. QASME HA MY, sftp E£= ssh2 EfE Al 2Rof| L CL,
oS 501, & ALHEIS 2F 22|5ts R sftp YHS ARBSH0] THE A|L-0)IAM 2
SME 7t 19'—|Ef

enigma # sftp jdoe@partym:/tmp/ITpartym.pem /tmp/ITpartym.pem.cert
partym # sftp jdoe@enigma:/tmp/ITenigma.pem /tmp/ITenigma.pem.cert

Y= E YHSIetE HAIRIZE EAIELIEE O H0f|A jdoe/t 22 S A|S3HOF RILICH.

o2
ASME 7| HELE 25| Mof| A AISME LU=A| 2elsta{n Lo

a. Z} A|AR0A LN I o] Cho|H AES BHSLICE
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A MHE 32 7] QAEMZ IKEV2E L 45te &Y

o = O

oS S0, partym 22| 2= partym2| QIS A7 ZLEtE OHUO| CHO[AAES CHE el
ALOl|A| M2} O 22 EHLICE enigma 22|AH= enigma QSA] IFUO| CIO|HAES X

A Y2 H-LC

partym # digest -a shal /tmp/ITpartym.pem
c6dbef4136c0141ae621102461288e5546a59d86

enigma # digest -a shal ITenigma.pem
6b288a6a6129d53a45057065bd02b35d7d299b3a

]

b. CIE AARO|AM AHHR A A AS M7t ZBHE IHUO]| CHIH digest FES 2
L|ct.

enigma # digest -a shal /tmp/ITpartym.pem.cert
c6dbef4136c0141ae621102461288e5546a59d86

partym # digest -a shal /tmp/ITenigma.pem.cert
6b288a6a6129d53a45057065bd02b35d7d299b3a

=
A2 ASM RadsS &Qlst= THE YY2 0l 9-3. 222 3/ 7| ASM &eI's
AL

8ol 3 C}Z AAO| QIZME 7| HYAR JHHELIC
ZMZ 7| HHAZ JIHS T AL AZHE DR Aldsts 2ol2e |sHor

ol
—
LICE 2folE2 371 71 S7H 7| S ALt HZ-LICH

enigma# ikev2cert import label=ITpartyml infile=/tmp/ITpartym.pem.cert

partym# ikev2cert import label=ITenigmal infile=/tmp/ITenigma.pem.cert

(F4) 7| Mo A E LHFefLIct.

=852 202 SE1 B|W LT} O & S0, enigna 7| HZ2L0|M= partym QISAMIt 2
It ASLICE

enigma # /usr/sbin/ikev2cert list objtype=both

Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX
No. Key Type Key Len. Key Label

Asymmetric private keys:

1) RSA ITenigma
Asymmetric public keys:

1) RSA ITenigma
Certificates:

1) X.509 certificate

Label: ITenigma

Subject: C=US, O=exampleco, OU=IT, CN=enigma
Issuer: C=US, O=exampleco, OU=IT, CN=enigma
Not Before: April 10 21:49:00 2014 GMT

Not After: April 10 21:49:00 2015 GMT
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A MEE S 7| AISMZ IKEv2E #d5t= YH

Serial: 0x86426420

Signature Algorithm: shalWithRSAEncryption

X509v3 Subject Key Identifier:
34:7a:3b:36:c7:7d:4f:60:ed:ec:4a:96:33:67:f2:ac:87:ce:35:cc
SHA1l Certificate Fingerprint:
68:07:48:65:a2:4a:bf:18:f5:5b:95:a5:01:42:¢c0:26:e3:3b:a5:30

2) X.509 certificate

Label: ITpartyml

Subject: C=US, O=exampleco, OU=IT, CN=partym

Issuer: C=US, O=exampleco, OU=IT, CN=partym

Not Before: April 10 21:40:00 2014 GMT

Not After: April 10 21:40:00 2015 GMT

Serial: 0x87654321

Signature Algorithm: shalWithRSAEncryption

X509v3 Subject Key Identifier:
ae:d9:c8:a4:19:68:fe:2d:6c:c2:9a:b6:06:55:b5:b5:d9:d9:45:¢c6
SHA1 Certificate Fingerprint:
83:26:44:29:b4:1f:af:4a:69:0d:87:c2:dc:f4:a5:1b:4f:0d:36:3b

7. ZF AMARIOIA QIS ME IKEv2 20| AF2EL|CY,
pfedit HHS AFESI /etc/inet/ike/ikev2.config IS T RISHL|CT

a. O|Z S0, partym A|2R0||A] ikev2.config IIUO| 212 CIZ 2} HIXEHA| EAIEL

ct.
## ... Global transform that applies to any rule without a declared transform
ikesa xform { dh_group 21 auth_alg sha512 encr_alg aes }

## ... Any self-signed

## end-entity certificates must be present in the keystore or
## they will not be trusted.
{
label "partym-enigma"
auth_method cert
local_id DN = "O=exampleco, OU=IT, C=US, CN=partym"
remote_id DN = "O=exampleco, OU=IT, C=US, CN=enigma"
}

b. enigma A|2EIO|A ikev2.config OIFAO|A| 1ocal id Z}0]| enigma Q1=A{2] DN Al
gLct.
A D70l = partym ASAMC| DNE 222 AFE LT} label 7| E7F 2F A
Aejol 1Rt HolgiLict

—

ikesa xform { dh group 21 auth _alg sha512 encr _alg aes }
{
label "enigma-partym"

auth_method cert
local_id DN = "O=exampleco, OU=IT, C=US, CN=enigma"
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AA MEE S 7] ASMZ IKEV2E 7d5t= HE

remote_id DN = "O=exampleco, OU=IT, C=US, CN=partym"

8. (M) Z A|2-O|A ikev2.config IHYUC| &S EQIBILICE,
# /usr/lib/inet/inikev2.d -c

A&st7| Hol| LELE RS +HRILIC.

9. Zt A|ARIO|M IKEv2 MH|A QIARIAO| HERE SHOIBILICY

# svcs ikev2
STATE STIME FMRI
disabled Sep_07 svc:/network/ipsec/ike:ikev2

10, 2 AIARIO|A KEv2 AHIA QABAS AlZO2 MFHLICE
partym # svcadm enable ipsec/ike:ikev2

enigma # svcadm enable ipsec/ike:ikev2
of 9-2 £HO| AT 2t MHE QU2 M BHE 7|

O ool M Zh2|Rf= AS M7t 282 F2SHES A ZRILICE

# ikev2cert gencert \
> label=DBAuditV \
> serial=0x12893467235412 \
> subject="0O=exampleco, OU=DB, C=US, CN=AuditVault" \
> altname=EMAIL=auditV@example.com \
> keytype=ec curve=secp521rl hash=sha512 \
> lifetime=2-year

O]

[

o 9-3 ZRe=

OH

21 ASM

ol

Of oflof| M &t2|Rt= QS M AZS AFESHO] ASME :
7t TOf2] ASME 7| MELZ 7tALtorRt 228 & 4+ UAtts YU

2| Atz QIZME 7t 2210, ikev2cert list objtype=cert @HOZ QI=ME LIESHCH

ASM AZE SHM ZAIGH0] THE AILR 22| R10f| A 2 -L(Ct

ojo ri

SHA1l Certificate Fingerprint:
83:26:44:29:b4:1f:af:4a:69:0d:87:c2:dc:f4:a5:1b:4f:0d:36:3b

2olof| HIlsh=s R ASME 72 2[Rt AS MLt AS M| S2H 7|1 7| Y20

# ikev2cert delete label=label-name
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Q
>
N
_|_
|'0||
ro

ISMZ IKEV2E Fdote S

Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX
1 public key(s) found, do you want to delete them (y/N) ? y
1 certificate(s) found, do you want to delete them (y/N) ? y

o3 &M |Psec 2 MY S A=olR| LU2CH |Psec FME AtECZ HHSIAHL ME D2|=
IPsec A2 SOHUAI2. VPNS anr_ IPsec A249| Ofl= “IPsecE AF235H0 VPN £
37 [106]2 ZIRSHIAIL. CH2 IPsec Z2 Of| = IPsec2 AFE5H0 & AMBE 7He| HEQIS
EEHE!O Eiﬁf% 2 [100]2 ;é.*Z:Of*'AIE

Of 2= CAQ| ASAME AtEste ZE IKE A|AHIOM SSHFTL T

NEs O QIZAE ALBSIR1 IKEV2 B7H 7| QISHO| TS 7| 24 S BED ABlE
g (13912 2= f0F BrLct,

Network IPsec Management gt ZT2I{Iof| 2| A=l 22| 2}040f E”—I Ct. Z=2m Aoj|
A l2d5Hof HLICt Z[M|SE L2 “Oracle Solaris 11.29] AF2AF 2 T2 M|A EOF79| “Z|
HE 22| M ALE S ZRHIAIL.

UzHoZ palst 1 “ssh G122 AFR3I0] IPsec HUS AHOR A" U
“Oracle Solaris o| Hot Al 0HA1|A 22| o] “HEOt MS AtR35H0] ZFSE %74 2 12
She oI 2ot ¢

=rr
o oY
40
2
N

1. 27| 7tsst CjdlEe|z= HFL o},
Chs 2F OfAlAl= CSR I
Warning: error accessing "CSR-file"
O|E S0, /tmp LA E2|E AFERILICE
# cd /tmp
2. QASM MY 23S ohSLC
ikev2cert gencsr HHS ARSI CSR(QISM ME )2 CHSL|CH HHO| Q140 TSt

AHE pktool(1) O H|O| X|0f| A pktool gencsr keystore=pkcsll ot HHS HE
SHUAI2.

OlE 50, Ct2 HHS partym A|AEIQ)| O CSRE X

non

Foh= o

mjo

2hS LT,

—

# pfbash
# /usr/sbin/ikev2cert gencsr \
keytype=rsa
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CAZF MESH JIZMZ IKEV2E F45h= U

keylen=2048

label=Partyml \

outcsr=/tmp/Partymcsrl \

subject="C=US, O=PartyCompany\, Inc., OU=US-Partym, CN=Partym"
Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX

() CAQ & FAofl 20 27| 215 CSR2| LHES SAIEILIC
# cat /tmp/Partymcsrl

MIICKkDCCAX0oCAQAWTzELMAKGALUEBhMCVVMxGZzAZBgNVBAOTE1BhcnR5Q29tcGFu
eSwgSW53LjESMBAGALIUECXMJIVVMtUGFydH1tMQ8wDQYDVQQDEWZQYXJ0eWodwggEi
MA@GCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQCMbINMgZ4XWUv2qlfshZUN/SLb
WNLXZxdKwt5e71000wjyby69el 7HE@QBU1 j 73nTkXE3n4gxojBZE+hvI6GOCBREA
j9SquP2US7Bn9XEcXRrsOc7MCFPrsA+hVIcNHpKNseUOU/ rg+wzoo5hAlixtWuXH
bYDeEWQi5t1ZgDZoCWGrdHE jwVyHfvz+a@WBjyZBYOueBhXaa68QqSOSnRVDX56Q
3p4H/AR4h0dcSja72XmMKPU5p3RVb8n/hrfKjiDjiGYXD4D+WZxQ65xxCcnALVVH
nZHUTAtP7QHX4RXTQVNNWESY6C95RX9297 rNWLsYvp/86xWrQkTINqVAeUKhAgMB
AAEwCwYJKoZIhvcNAQEFA4IBAQB3R6 rmZdqcgN8Tomyjp2CFTdyAWixkIATXpLM1
GL5ghrnDvadD61M+vS1yhFl1IcSNM8fLRrCHIKtAMB8ITnggl//rzbHgq3jdla/iQt
kgGoTXfz8j6B57Ud61+MBLiBSBy0QK4GIg80j Lb9Kk5HsZ48mIoI/Qb7FFW4p9dB
JEUn@eYhkaGtwJ21YNNvKg0eOcnSZy+xP9Wa9WpfdsBO4TicLDw@Yq7koNnfLOIB
Fj2bt/wI7iZ1DcpwphsiwnW9K9YynAJZzHd1ULVpn5Kd7vSRz9youlLzSbh+9ilg0
E43DWOhRKk6P/Uq@ON4elZcadotezNxyEqLPZI7pI5uOo@sbiw

----- END CERTIFICATE REQUEST-----

CSRE certificate authority(CA, 213 7|2hHoj| A|=¢&tLICt.

CAOM CSRE AlEcte YWHE Y & & USLICH R Z220l=
= Y AO|EZt USLICH SAS AESIH AE0| Aetetz| SHaHOF §LIC YetHo=2
A0 CSRE 20 E5 Lt

(=] =
ate @o - U5 @ A0S IENE

PKCS#10 ®Al 2 AN, mjat
N

CAOA = ZE JISME 7| HEAZ JtAZL |},
ikev2cert import= QEME 7| HZUAR J1AHSL|C}

a. CAOIM &2 QISAMet 37l 7| 7t ELct

# ikev2cert import objtype=cert label=Partyml infile=/tmp/PartymlCert

—

22 ye - e|oty| ot S 22l CSRO| 20|22t ST 2022 72 USMO A1
Al

b. CAOlA RE QISAME 7tMEL|L}.

# ikev2cert import objtype=cert infile=/tmp/PartymlCAcert
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150

Al2fst7] 2o

. SUCAJSME 7| HYLR MM FL .

2 Y8 - A2[5tY| HSI=F 22 CSRe| 20|52 SYst 20|58 7tA 2 St S M|
A4S AL,
CAOM 2+ SZtRISMO IS Ee 2 B FR A2 QUSME 7HH 2 WY ot
2 7tAMELCt 2Lt CAOIA ASM A ele PKCS#7 A2 A|Fote F0ll= ord
OlM 7HE QASME & TS A2 QAISME 7HHE WA 2 QS ME 7H4 20 &
LIC.
23 - openss1 HHS AUaHSt2H root 0| L0{OF BILICH openss1(5) Of+2 O] 2|
2 ARSI 2.
# openssl pkcs7 -in pkcs7-file -print_certs
# ikev2cert import objtype=cert label=Partyml infile=individual-cert
ASM 2Z FUS My,
QIZMofl CRL E OCSPO ChSH 4440] LaHEl AL AIOIE 2.7 AfS0f Tf2} AN HE
HM2 M0 BLICH 2L KE20IH QIZM A2 FHS Haste W (15012
Lz

ASME ALESt= 2E IKE A|2EI0M HALE 228t & BE A|2H0)|A ikev2 MH|A
Ao 2 MAsH|C,

IO A|AEIO|= trust anchor(EAE W) Q1= A L A El ikev2.config TFUO| TR
EI=

i

IPsec A M S ARIA| YUOH |Psec HMS AFR2OZ2 MHSI7LE M2 12|=
IPsec Z*Zf SOPZMYAIL. VPN 225t IPsec 29| Of = “IPsecE AFES10] VPN &
37 [106]E ZRoHdA|2. CFE IPsec 2 Of= IPsecE AHESHY & MY 7He| HER(S
EgfH S 255t= WY [100]2 22 AIL.

s

KEV20IlM QISH 23 Yag HYsts oy

IKEv2 A|AEIOf Bfish ASAM7E 22|sl= SEE O SHM 4 4 AS U

Network IPsec Management &3t Z2O}AU0|| 2| HEl 22|AH0{0F TFL|CH T 2T Alof|
A 250k ghL|Ct 2FMISH LIS “Oracle Solaris 11.22] AR A} & T2 AM|A E0Ot"0| “7]
HE 2| Mo AR S ZRGHIAIL,

dHe= l.ﬁ'—l%ff B 0| 7-1. “ssh oygg AFE3H0] IPsec S 9Ho2 1A” A
“Oracle Solaris 11.22| EOF Ml o M| A 2t | "o “H1OF MIS ALRSEI0] ZFSE &
ot= WHOA 2ot &lA 2791 2|22 RSHUAL.
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IKEV20M QISM B PAS 2dste ¢

7|2 Q=M AZ H2MS HESH|C}.

— O o2
OI=2 M ZHME MZ| Al /etc/inet/ike/kmf-policy.xml IFUNAl AL LICt O] O}Y2
ikeuser7} 223101 knfcfe HS ALB3I0] 2HEILICL 712 Q1SN 43 WML g5
CRLO| /var/user/ikeuser/crls E|E“EE|E CIR2CEILICH OCSP AFRE 7|2 o2 At
802 MHELICH MOIEOIA QIE{LI0| §Z3tE O Z2AP LS 22 T2AIZE 24

S{{OF BfLICH. IKEV2OHIM SR E QISME 113| Ste Y [152]2 #Z2sHAl2.

# pfbash
# kmfcfg list dbfile=/etc/inet/ike/kmf-policy.xml policy=default
Policy Name: default
Ignore Certificate Validity Dates: false Unknown purposes or applications for the certificate
Ignore Unknown EKUs: false
Ignore Trust Anchor in Certificate Validation: false
Trust Intermediate CAs as trust anchors: false
Maximum Certificate Path Length: 32
Certificate Validity Period Adjusted Time leeway: [not set]
Trust Anchor Certificate: Search by Issuer
Key Usage Bits: @ Identifies critical parts of certificate
Extended Key Usage Values: [not set] Purposes or applications for the certificate
HTTP Proxy (Global Scope): [not set]
Validation Policy Information:
Maximum Certificate Revocation Responder Timeout: 10
Ignore Certificate Revocation Responder Timeout: true
0CSP:
Responder URI: [not set]
OCSP specific proxy override: [not set]
Use ResponderURI from Certificate: true
Response lifetime: [not set]
Ignore Response signature: false
Responder Certificate: [not set]
CRL:
Base filename: [not set]
Directory: /var/user/ikeuser/crls
Download and cache CRL: true
CRL specific proxy override: [not set]
Ignore CRL signature: false
Ignore CRL validity date: false
IPsec policy bypass on outgoing connections: true
Certificate to name mapper name: [not set]
Certificate to name mapper pathname: [not set]
Certificate to name mapper directory: [not set]
Certificate to name mapper options: [not set]

AZME A0 2T US SHS LEHHE 7150] =2 HoIBLCE
0|2 S0f, CRL = OCSP URIZ EBI5H A A QIS 32| AEfS Solste o ALg
& URIS 21 %3t 22 342 A8 4 ABUICH AIZ 211E 2HE 4& sUct

kmfcfg(1) Ol HIOIZ[HM 8 7hs8 SHE AEFHAIR.

MM AMBH|C},
IKEV20| M 32| 2l ASME 2elcts PY [152]2 ARSHAIL.

= =
SM A3
= Yz

0z re

9%. IKEv2 4 151


http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN1kmfcfg-1

IKEV20{A] s{A|=l QI

152

v

Al2t5t7| Hof|

SHAIE QIEAE UHS 0|2 £AE AZHYLIC

=od SHA|E ASME AFESHHE 20t ¢
RS O_%H oA 01 Al FHS e £~ AEULCEH B S22 A8 £ U1
HTTP Z2EZS E£5f| 5i2|2 SHO 2 51018t £ Q&LCt

CAOM ASME 2ot 223 HE{O{OF BLICE

Sh 2|l QIS ME =el5H= CRL & OSCP
“IKEQF 271 7| @I A

Network IPsec Management &t T2I1Q/0| 2|4l 22|20 Of 510 2O A2 A}
230k BHLIC} Z}M|EH 22 “Oracle Solaris 11.22] AF22} L T2 M|A EOt 70| “2| A=
2| HTHALE S 2RSHIAIL.

—

CAO|M L2 QS AMOfIM CRL ¥ OCSP MMe zt&LCt
CSRE| 20|22 &3l ASME AEY & US LT
# pfbash

# ikev2cert list objtype=cert | grep Label:
Enter PIN for Sun Software PKCS#11 softtoken:
Label: Partyml

OlE S0, 22 t3 250l ASAM2 CRL 2 OCSP URIO| Z= HEA|FLICH

# ikev2cert list objtype=cert label=Partyml
X509v3 extensions:

X509v3 CRL Distribution Points:
Full Name:
URI:http://onsitecrl.PKI.example.com/0OCCIPsec/LatestCRL.crl
X509v3 Authority Key Identifier:

Authority Information Access:
OCSP - URI:http://ocsp.PKI.example.com/revokes/
X509v3 Certificate Policies:
Policy: 2.16.840.1.113733.1.7.23.2

CRL Distribution Points 3= Of2§0f| URI 20| Q2B O] Z2IQ| CRLO| Ylo| mIUZ A
=2 LHEFLICH OCSP &52 71Y QS A Q| AEiE MHOA SHo=Z &ole £~ QS
LIEFHLICE.

10 g

DEAME 250 CRL £= OCSP AHE A2 S = UEE YL ct

# kmfcfg modify \
dbfile=/etc/inet/ike/kmf-policy.xml \
policy=default \
http-proxy=www-proxy.ja.example.com:80

IDEAZ LS AFSRL ALO|EO M= BEAIE 2[Y5HA| G0t= ELICH.
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IKEV20{| M SHR|E QIZME 2{2|5H= gt

S 30| YHo|ELAEA

M3 fLICt,
=01, OCSP7} 0| EE A=A

fLICt.

3. o=
o=

# kmfcfg list \
dbfile=/etc/inet/ike/kmf-policy.xml \
policy=default

k=1 o |
gtol
k=1 30)
—||_

uoI' II°|'

OCSP:
Responder URI: [not set]
Proxy: www-proxy.ja.example.com:80
Use ResponderURI from Certificate: true
Response lifetime: [not set]
Ignore Response signature: false
Responder Certificate: [not set]

4. IKEv2 MH|AZ CHA| A|2FEHLCE,

# svcadm restart ikev2
5. (M) CRL £+ OCSP AF2 S ZA|§HL|C},

B CRLAMES SAI5H1H th5S YHELI.

# pfexec kmfcfg modify \
dbfile=/etc/inet/ike/kmf-policy.xml policy=default \
crl-none=true

crl-none=true Q1S | GStH AARO0] 22 FHA|0|M L2258 CRL
Ct.

njo
>
0f0
ol
c

B OCSP AES SAI5t2{H L3S Y EL|Ct
# pfexec kmfcfg modify \
dbfile=/etc/inet/ike/kmf-policy.xml policy=default \
ocsp-none=true
of 94 AIAEO|IKEV2 QIZA HEES T7I5ts A2t ¥
O ool M= & 27t QISM HS THY| AlZHS 202 2 At Tt

# kmfcfg modify dbfile=/etc/inet/ike/kmf-policy.xml policy=default \
cert-revoke-responder-timeout=20

7|E"*°§ SE AIZHO| 2= T o 2S0| FSELICH 07| A, &2 A= 2AS0| HIfist
H AZO| 71—‘?'-EI H2s FEd gLt o] F40llM= OCSP £= CRL M7t SEBHA| &
A &= 3% ASM 430 2t

# kmfcfg modify dbfile=/etc/inet/ike/kmf-policy.xml policy=default \
ignore-cert-revoke-responder-timeout=false

22 Edotota{™ &2|A7} IKEv2 MB|AE CRA| A|2IRHLICE

o =
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STERIO{0l|A IKEv20] ChEt 571 7| IS ME M5t X Ysh= Y

# svcadm restart ikev2

vV 5t=Q|0{o| A IKEv20]| LS 271 7| Q1= ME MAMStD
Z{ A6}= HitH

SM 7| ASME HZE stEY0{of] &S £~ JAELICH Sun Crypto Accelerator 6000
BES HFAS HZSD 224 7] 0| AIALOIM BER eERCE 4 =S Uit
M 7| ASME d/d5t0] St=Y00f X Hot= AU AAEOA ZIH 7| QUSAE MY
ot A &ot= 2t SALSIL|CH SIEI{O|A ikev2cert gencert token=hw-keystore
HH S ALESIH SIEO 7| HEAE AES 4~ ST

Nzstz| Mol O] Z2F0f| A< Sun Crypto Accelerator 6000 B.E7} A|AEIO| HZAE|QCED ZEEFHL|CH
ESHtEEE ATELQOV} HR| (U2 SHEYO] 7] ATt L UCE ﬂTuLIEf

2|2l Sun Crypto Accelerator 6000 Board Product Library Documentation (http://

docs.oracle.com/cd/E19321-01/index.html)& 2tR3HIA|2. 0|25t 2|2l0)= 7| A&

25 dds5te AU gL
Network IPsec Management &8t Z2IHAUOf| 2| ZEl 22|2}0{0F TLICH Z[M|SH LHE R
2.

HHC R 2|Sh= Z Ol 7-1. “ssh oygg

“Oracle Solaris 11.22| EQF Al o (| A 2
Sh= YEOIM 2ot A A 2701 2|-S ?:.F

m -
oh
.
=
,FO

1. AZE Sun Crypto Accelerator 6000 E=0] gt E2 ID7} U=2| &I},

# pfbash
# ikev2cert tokens

Flags: L=Login required I=Initialized X=User PIN expired S=SO PIN expired

Slot ID Slot Name Token Name Flags
1 5Ccab0oo $cab000 LI

2 n2cp/@ Crypto Accel Bulk 1.0 n2cp/0@ Crypto Accel Bulk 1.0

3 ncp/0 Crypto Accel Asym 1.0 ncp/@ Crypto Accel Asym 1.0

4 n2rng/@ SUNW_N2_Random_Number Ge n2rng/@ SUNW_N2_RNG

5 Sun Crypto Softtoken Sun Software PKCS#11 softtoken LI

2. A MEE USAM E= CSRE ‘445t EZ IDE A[F e CL

23 - Sun Crypto Accelerator 6000 2E+= RSAO]| CHall 2|CH 2048B|E29| 7|5 Z| &L
Ct. DSAS| 4% O] EE+= |C 1024H|EQ| 7|E R| gL CY.

sS4 S

oh

Ct

nlo

tLt

NW

AEHEILICY,
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SIEIOOA IKEV20]| THE 371 7| QIS ME gt XYt

ok
rE

B A MYE QASA2 B2 TS 722 AEELICL

# ikev2cert gencert token=sca6000 keytype=rsa \

hash=sha256 keylen=2048 \

subject="CN=FortKnox, C=US" serial=0x6278281232 label=goldrepo
Enter PIN for sca6000: See Step 3

B QASM ME 239 32 LS 122 AFEELIL

ikev2cert gencsr token=sca6000 -i
keytype=
hash=
keylen=
subject=
serial=
label=
outcsr=
Enter PIN for sca600@ token: See Step 3
ikev2cert FHO| QI4=0f CHot 2 pktool(1) DY W OIS 23

(=

V V V V V V V #

>
to

PINO|| Cist ZEZE0j|A] Sun Crypto Accelerator 6000 At22} 0|5, 22 L A8} ¥E

M1 - 7] AAA] AFBAf 0|22 252 ZOfoF BL|CE,

OtS It inThe%4ovQ! admin AF2 A2 L4 =

<
©
OII r—l-
I>
a)
a)
X
(0]
-
[o}]
—
o
-
(@)
o
o
(@)
N
J

Enter PIN for sca6000 token: admin:inThe%4ov
MIIBuDCCASECAQAWSTELMAKGA1UEBhMCVVMxFTATBgNVBAOTDFBhcnR5Q29tcGFu

0oKUDBbZ90/pLWYGr
----- END X509 CERTIFICATE-----

Aio| ALSE AZAE BuLIC

B 2 AAH0) A MYE ASME LT

Ot- O
O QIZAIE W2t I BAI |0 20| Y& 4 AgLIch
B ASA MY 232 CA BYLICL
CA2| 220l Tf2} CSRS ASBILICL A3 SRS IKENA B2 7| AZAf Af
87 12612 HZ3HAI2.

ASME St=SIO] 7] AELE 7P FLICE

9%. IKEv2 4

A2t
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SIEQIOOf| A IKEV20i| THE S71 7| QIS ME gt X st

=13~
oy

rir

156

CAOM &2 ASME 7tH 210 3EHAO|M ALER

# ikev2cert import token=sca6000 infile=/tmp/DCA.ACCEL.CERT1
Enter PIN for sca6000 token: Type user:password

# ikev2cert import token=sca6000 infile=/tmp/DCA.ACCEL.CA.CERT
Enter PIN for sca6000 token: Type user:password

tet PINS 2| H &Lt

SIESRI0] 7| ML ASL 2 = TSt 2 AL E| =5 A iLICE
ALE 2912 AFRSHE 20| ZELICH AJO|E KOk HHo|H AHE 21012 5B517| O
&S in.ikev2d G ZO0| CrAl A|ZHE Tff 7| A ZA0f CHRHA 22 2 Q151 OF B LT,
B 7| HYLRO2F 201S eI
a. PINS pkcsll_token/uri MH|A SE HHo| Zto 2 FIIEHL|C}
O] 52 HE0f ot MY “IKEv2 MH|A” [213]5 2IRSHAI2.
# svccfg -s ike:ikev2 editprop
UAI HY 0| LT
b. setprop pkcsll_token/uri = HE FM A5t RS E CI2 Ao EE 0|2
2 CHAIgLICt,
# setprop pkcsll token/uri = () Original entry
setprop pkcsll_token/uri = pkcsll:token=sca6000
C. setprop pkcsll_token/uri = S FM S{A|5t0 2SS 3TH|9
username:PINS. 2 CHA|&tL|C}.
# setprop pkcsll token/uri = () Original entry
setprop pkcsll_token/uri = admin:PIN-from-Step-3
d. I i of2lof| U= refresh WS M At IS HF ArehS A et
# refresh
refresh
e. (S4) pkesll_token S5 HE 42 SQIGLICE

# svccfg -s ikev2 listprop pkcsll_token
pkcs1l token/pin astring username:PIN
pkcsll token/uri astring pkcsll:token=sca6000

B S 2008 FESHA] #2 BF =0 7] HYA0 £F22 2RI T
in.ikev2d O|20| A|ZE! ©jOjCt O] HHS AlsHEH|CY,

# pfexec ikeadm -v2 token login sca6000
Enter PIN for sca6000 token: admin:PIN-from-Step-3
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STERUI0{0l A IKEV20 EHEt 571 7] IS ME HY5ta HYst= Y-

o

rir

ikeadm: sca6000 operation successful

IPsec 2 MFYS YRR YA IPsec AU AHBOZ MHBILE MZ D3|
IPsec Aat2 SOIVHMYAIL. VPNE ES5t= IPsec 29| Ofl = “IPsecE AFE5H0] VPN E
5" [106]8 HZBHIAI2. CH2 IPsec F3 0= IPsec AFB3I0 & Altf Zho| LESI
EofTe HEsts W (10012 HZFHIAIL.
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IKEv1 ++4

0] AoflM= AIAEIQ] IKE(Internet Key Exchange) HHA 1(IKEv1)E Fdot= R0 CHsH
MYTHLCE IKEv10| THE|H HEIOA IPsecO] CHEH 7| 3 =717t 2522 M4
LICt O] 2 i3 28 ZEBLICE

‘02| 2835 7|2 IKEv1 74” [160]

“B7H 7| AISMZ IKEvT 74”7 [164]

“DHFY A|AEIO) TS IKEVT 747 [180]
“HAZ FHEQI0E =2 KEv1 747 [188]

23 KB TRl 39 9% KEv2 748 AgeLC,

IKEO]| CHSH 7HR HE = 8% IKE(Internet Key Exchange)E 2t2SHMA| L. IKEO|| CHSH
AR EEE= 124 IPsec X 7| 2| 2R E ZRSHUAIL. ZFM|EH A2f= ikeadm(1M),
ikecert(1M) 2 ike.config(4) Of+< HO|Z|Q] Examples A ZIRSHIAIL.

- 0121t HAOTNE AZE0] HH 1P 22t AB50] 9L HEAD 78 E2ie
DefaultFixedS A& 20|2t10 7FEEILIC} netadm list HEO|A] Automatice EHEHSH=
AR 2 M| Y22 netcfg(1M) OiFE HO| RS 2R5HIAIL.

IKEv1 7+

0j2] SRt 7|, A4 MYE ISA & CARIS 7[2) 9| ISME
4 QIELICE ike/config IYUO| FRIC2 EF IKEV] Q12 HHHS
Ct. etM AIAHOIM IKE 9IS 4YE & 5
2to|=212|of oigt ZRIHE S3lf IKEvI2

= >
o
_O'ﬂ
2
=
m
mujn
re
ol
el

IKEV1E 7St T 72 IPsec FA0IA IKEV1E AR SH=E IPsec 2 S 22 8HL|CT
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02| =

25t 7|2 IKEvl A

02| 7

160

0|'

Al2fsta| ol

et 7|2 IKEv1 -+

IKEV1 S AFESH=S T|0] A|AHE EEE MBS 79 S0|04, sli'd MEUlIof 22| 2f2tH O]
2| S7et 715 AESt= A0| 5L oF |% AEY & Us

Ch HAES Mo = 0j2| 37
LIC}. ZtM[et LHE2 “IKER} EI|E| 225} 7| 0127 [125]2 22514

—

7
N

02 Swst 7|2 |

A
m
<

12 Hdst= 88

IKE 7+&12 7| ZO|7f Ciefst 22| =3 HSYLICH 7| Z0|= ALO]
21
=

= |
= —
2 UFLICH gerH o= Zo[7t 21 7|= 2017 &2 710 Bl o Z3st 2ots AlSey
Ef.

0] HZJ0M= ASCI HAICZ 7|12 MAMBIL|CH

0| AZI0| M= enigma & partym A|AE! O| 28 AFEELIC} enigma 2! partym O|ES AR
AtO| AR A|AE] O|§2§ CHA[SHY Al 2.,

23 - Trusted Extensions A|A&IO|A] 2{|0[20| U= IPsecE AHESH2® “Trusted
Extensions 74 2 2t2| 79| “Ct= 2| Trusted Extensions HE R I0|M IPsec ESE A
25t YWHs ZFZOV"/KIEE

Network IPsec Management &5t T2I0|| 2| Z <l 22| AH0{0F &LICt M| LHE2

“Oracle Solaris 11.22| AFEAL & T2 M|A HOH"O| “X|H =l 22| A AFR"S 2tRSIA|

2,

Ao = He|sks HR 0 7-1. “ssh E?é% AHESHY IPsec S HHC=E 197 2

“Oracle Solaris 11 29| HOH A QM| A 22| 7o “Hot WS AFESIO] ZFSE HZALE e
Ste EE0AM ot &1 2701 2|22 2RGHYA|L.

2t A|AEIO|A /etc/inet/ike/config OIS OHSL|CE,

/etc/inet/ike/config.sampleS HIEZ|EZ AR S 4 S LC

| —ﬁli_, U XA DH7HH:|A‘— /\|/\E“°| ipsecinit.conf ItUO| MY O] U= IPsec

20| 43ot==F I &all0oF LTt T2 IKEvl 7 Ol IPseca AFESHO & A{H 749
HEQ A EgtlS E55t= &Y [100]2] ipsecinit.conf Of|Q} SHA| AFEEHLICE,

a. 0|2 S0, enigma A|ARNOf|A| /etc/inet/ike/config IYUS A BHL|CE,
### ike/config file on enigma, 192.168.116.16

## Global parameters
#
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0|2 388 7|2 IKEv1S TA5Hs W

## Defaults that individual rules can override.
pl_xform
{ auth_method preshared oakley group 5 auth_alg sha encr_alg 3des }
p2 pfs 2
#
## The rule to communicate with partym
# Label must be unique
{ label "enigma-partym"
local_addr 192.168.116.16
remote_addr 192.168.13.213
pl_xform
{ auth_method preshared oakley_group 5 auth_alg sha256 encr_alg aes }
p2_pfs 5
}

b. partym A|AEIO|A| /etc/inet/ike/config O} £~ATHL|C},

### ike/config file on partym, 192.168.13.213
## Global Parameters
#
pl_xform
{ auth_method preshared oakley group 5 auth_alg sha encr_alg 3des }
p2_pfs 2

## The rule to communicate with enigma
# Label must be unique

{ label "partym-enigma"

local_addr 192.168.13.213

remote_addr 192.168.116.16

pl_xform

{ auth_method preshared oakley_group 5 auth_alg sha256 encr_alg aes }
p2_pfs 5

}

2 AIAHO|A ThIo| 22 SHOIBHLC

=

# /usr/lib/inet/in.iked -c -f /etc/inet/ike/config
Z} A|ARIO|M O]2] 3578t 7| /etc/inet/secret/ike.preshared IIUO]| ‘2 &L|CE,

a. O|Z S0, enigma A|2BO|| M= ike.preshared T}UO| CHZ2} FAISHA EAIELICE

## ike.preshared on enigma, 192.168.116.16
H#un
{ localidtype IP
localid 192.168.116.16
remoteidtype IP
remoteid 192.168.13.213
# The preshared key can also be represented in hex
# as in 0xf47cb0f432e14480951095182b
# key "This is an ASCII Cqret phrAz, use str@ng p@ssword tekniques"
}
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0|2] 285t 7|2 IKEV1 S F45H= dH

b. partym A|ARIO|AM= ike.preshared IIUO| CtZ2} FAlSHA| EA|ELICE,

## ike.preshared on partym, 192.168.13.213
#...
{ localidtype IP
localid 192.168.13.213
remoteidtype IP
remoteid 192.168.116.16
# The preshared key can also be represented in hex
# as in Oxf47cb0f432e14480951095182b
key "This is an ASCII Cqret phrAz, use str@ng p@ssword tekniques"
}

5. IKEv1 MH|AE AIB22 HYTLCt.
# svcadm enable ipsec/ike:default

of 10-1 IKEv1 D|2| 2R3 7| A2 12

IKEv1 2te[2t7t 02| S7Eh 7|8 M2 12|21 g 32

| [0} A|ARIONM O] TS T3}
D in. iked G2 ChA| AIZEHLICH,

’

212, 02| 3R 7S AFBSHE & MEU0| DE AAHO|M B2t 02| 3R 7| &
S8 AT

# pfedit -s /etc/inet/secret/ike.preshared

{ localidtype IP

localid 192.168.116.0/24

remoteidtype IP

remoteid 192.168.13.0/24

# The two subnet's shared passphrase for keying material
key "LOooong key Th@t m”~st Be Ch*angEd \'reguLarLy)"

}

O ofZ ef2hs ZE AIL-0A IKEvT MBIAS CHA AIRFRILICH
pfedit FHO| SHOI| TSt 2tM3 LHE-2 pfedit(1M) DY T 0|25 AZRFHIAI2.

# svcadm enable ipsec/ike:default

o2 &M |IPsec 2 HY S A=A UUCH IPsec HUZ2 AFECE HYSHILE AMZE DX|=
IPsec Z*Zt %Or FUAIR. VPNS ES 5t IPsec J249| Of| = “IPsecE At 50| VPN £
27 [106]E ZRBHYAIR. CHE IPsec 2 Ofl= IPsecE AFRSHY & M 7to] HIER3

EE‘—HJE!O HS 5= % [100]2 2RSHIAIL.
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M IO A|ARIOf TSt IKEV1 S RIH|0|Este B

Al2fst7] 2o

2.

- o — L.
M I o] A|AEdO] CYSH IKEV1S A0 ES}= HitH
22 O] 2t 2h 140l IPsec Y2 St=S It BAR0]|= IPsec 2 MH|AE M2 10
Z{OF SHL|CH IKEV12 M40t HLE CHA| A|2FSZ| @50 fE ElLc,
IPsec Z2H0f| A I|O{ & Z7t8t AL IPsec A 2|0 IKEv1 AT 450k §hL|Ct.
ipsecinit.conf ItUS AC|O|EGH D T|O] A|ARIO] CHEH IPsec S M2 DX SLICH

Network IPsec Management &t Z2IHQI0]| 2| A&l 22| 2404 0f E

L|Ct. 2
“Oracle Solaris 11.22| At2At & T2 M|A HOF"O| “2|H & 22| A ALE S 2R SHUA|

2.
HHSZ A2|5t= R O 7-1. “ssh AES ARESIO] IPsec S fAHA2=2 719" &
“Oracle Solaris 1 1 29| HOH A M A 22| 79| “Hot BS ALE5I0] ZFSE |Ho = 2|

Ste YoM 2ot @ 2101 2|4E ARSHAIL.

IPsecS AME 3¢ M Al2EIQ| 7|5 22| g IKEv10] Chst 72l S 2HSLICt,

5

a. O|& S0, enigma A|ABIO|A /etc/inet/ike/config IIAO| CtS 212 £I}EHL|CL.

### ike/config file on enigma, 192.168.116.16
## The rule to communicate with ada

{label "enigma-to-ada"

local addr 192.168.116.16

remote addr 192.168.15.7

pl xform

{auth_method preshared oakley group 5 auth alg sha256 encr_alg aes}
p2 pfs 5

}

b. ada A|2RHOJM CHS 212 ZIHEiLICE

S

### ike/config file on ada, 192.168.15.7
## The rule to communicate with enigma

{label "ada-to-enigma"

local addr 192.168.15.7

remote addr 192.168.116.16

pl xform

{auth_method preshared oakley group 5 auth alg sha256 encr_alg aes}
p2 pfs 5
}

o] A|A%o] Chsh IKEv1 0|2] 378t 7| 2HELCt

a. enigma A|AEIO||A /etc/inet/secret/ike.preshared I}UO]| C}S HEE 2|8t C},
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271 7| A=ZMZ IKEv1 74

2Y 7| QA= MZ IKEv1 T

164

## ike.preshared on enigma for the ada interface
##
{ localidtype IP
localid 192.168.116.16
remoteidtype IP
remoteid 192.168.15.7
# enigma and ada's shared key
key "Twas brillig and the slivey toves did *sOmEtHiNg* be CareFULL hEEEr"

b. ada A|AEIO|A] ike.preshared O} 0|| C}2 AEE Z7}EHL|CT,

## ike.preshared on ada for the enigma interface
#i#
{ localidtype IP
localid 192.168.15.7
remoteidtype IP
remoteid 192.168.116.16
# ada and enigma's shared key
key "Twas brillig and the slivey toves did *s@OmEtHiNg* be CareFULL hEEEr"

2t AJAEIO|IA ike MHIAS Aj2 2ELICH

# svcadm refresh ike:default

IPsec A2 S ARFI| AUCH [Psec S AFRO2 YL M2 D2|=
IPsec A2}I2 SO7IMA|2. VPNE ES5H= IPsec 4240 Of|= “IPsecE ARSI VPN £
37 [106]E &RoHAIL. CFE IPsec 2 Ol IPsecE AHESHY & MW 7He| HERA
EE‘—HJE!c> B35t U [100]S 22SHAIL.

ox

A AJAZ0| OFR 2 HIEHE Ofj A B0t 7| @42y
| B4 QISME ALE5RID UBHHOZ 9|
HEHSH QIS A B S5 SAISHS Of2 AlAHS BEE 4 UsLC

o= 9_|%A-|01| X.509 distinguished name(DN, 1% 0|&) ¥Alo| L3t 0|E0| YSL|
= Moll= dAF O =4, DNS O|&, IP 4 1t &2 4| thA| 0|5 0] ofLtf Of
SLICH QS MLl dA| DNO|L} =X CiA| O| & & StLEZ IKEvT Fd0llM QIS
et 4~ %ALICf Ol2{t A O|S2| A2 tag=valueJL|Ct. O47|M Zfo] ¥AIZ

§9 OIN

o 1L

Al
S0 fHELLCE O|E =0, email Ef18| HAIE name@domain.suffix®L|Ct.
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A MYE S04 7] ASMZ2 IKEVIE Tdote U

Chs 21 Of|l= IKEV10]| TSt S7H 7| QISAE UE= A7t Lot QIELICH O] HX}0f|A
= QSAE =X ot AZAE 5IEQ|0{0f A Aot= U AHEHL|CL.
= 10-1 2 7| Q12 M2 IKEv] 74 2red od
kel rE 2|2
A MYE S 7| QISME CtSat 22 7|2t & 712l QIS ME THS0 2F AIAERI0 | ZpA| MYE S7H 7| QASME IKEV]
IKEv1E &L Ct &g CH S T dot= Y [165]

B 24 MEE ASAMet i 7|
W IO A|ARI9| 571 7| IS A

OIZ JImE B KEVIZ PHE | AEM MB 22
2

OtE Of2 CAO|AM &
FL|C

42 OIZHE | CATE M AZMR KEVIS 74
CF “IKEOIA 274 7|
|

OIZ A A} st &8 [170]

2SI SELO{Of| A IKEv10]| CHEE S 7K
%?%‘E"—IEF 7| ASME d85t Ayt
B 27Z St=Q 0o M 2 MEE ASME BETHTE | v [175)
= oA ALES 3 IS f 010l = 7FEfLCt,
B 2Z SIEQO0M ASM MT 23S ddst Ch=
CA2Q| 371 7| (IS ME SHEQIOOf 78U Tt
CA9| CRL(ISM o2l 2F)2 Y | S HIE R HOA CRLO M AfL C IKEV1Of| A 3R E ASME 225t

Glo|E LIt

HHEH [178]

Al2fst7] 2o

21 - Trusted Extensions A|AEIOA TiZ] ! |KE §AH0|| 2{|0| 22 Z| A5t ™ “Trusted
Extensions 74 & 22| "2| “gf|0| 20| U= IPsec +4” HXE HEMA|L.

37l 7| Q12 M= Trusted Extensions A|AEIO| el HAHO||AM 22| E LT} Trusted
Extensions= QAUSAM 2| L X3 Y3 HASHA| QELICt

At MHE 27 7| AZSMZ KEv1S LAISH= W

O] AXfoME= QSAM 40|22t H= S7H/702! 7|2t S M E CHaLCh. =27
Z)M H|O|E{H|0| AL C|A 0| A ZE| [ ikecert certlocal HHEES ARSI FR& £~
SLCH 37 7|2t QIEME 371 2ISA HIO|E{H|O]| A0 A& Y

HHS AFESIO 22T 4 JASGLICH T|O] A|AD ZIH QIS A
IKEV1 &2 9_|o<>f'_ ':1| AtEEL T

rulm
El
or

g'y
T
o

n
K
Ol
_>|: ~+
nre

AH3| MBE QA CAQ) B QZHECH QBF|S 7t 2 2|0 8H2H0] ofFLITE CAY]
M st Q1= Al T 2P MBE QIS AL QIZAS matst & 22|21} EolsHof EL]

Ct.
Network IPsec Management A&t Z2T01A0f| Z|H =l 22| Xt0{0F &L

Ct
“Oracle Solaris 11.22] AF2t U T2 M|A HOt"0| “2| 4l 22| Mot AR S 2ERGHA|
2.
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AR M

T 3H 7| EMZ IKEVIS Fd5t= YH

166

2OR BaASHE F2 o 7-1 "ssh AVZ MBSO IPsoc WU Ao
e

“Oracle Solaris 11
ot= WO Eot «lA 2791 2|22 2RSHIAL.

1. ZFIKEv1 AJARIO||A ike.privatekeys Ci|O|E{H| O] 0] k]| AYE 2
H|O| | & HZFHAIL.

ikecert certlocal B@HO| Q4= ikecert(1M) O

a. O|Z S0, partym A|2EQ| BPH2 CHZ0} FAISHA EAIELICE,

# ikecert certlocal -ks -m 2048 -t rsa-sha512 \
-D "O=exampleco, OU=IT, C=US, CN=partym" \

-A IP=192.168.13.213

Creating private key.

Certificate added to database.

MIIC1TCCAb2gAWIBAQIETdZgKjANBgkghkiGOwOBAQUFADAGMRGWFGYDVQQDEWIT

SIO ZFSE |AH2= e

a...+

zBGi4QkNdI3f

————— END X509 CERTIFICATE-----

= 29

ks AA| MYE ASME TELIC.

-m keysize 7|10| A7|E A&},

-t keytype AlgY Zn2|So RYS AL

-D dname QIZ M Z|2| X.509 DN(E 0|2)S R ELICt o= “IKEO]
M &7 7| QASM ALE” [126]8 2RoHIAI2

-A altname QIZAMO| CHA| 0|2 E=HYS 7\|1‘|§,H_| Ct. althame2

tag=value FAIYL|Ct F= ot Ef

Ct.

#2094 S 1S AE0] OfLIaf 912 HEF M OB gL ICIOR

192.168.13.213). AlH| 2 0|2{F 42 012 A H2I0|2
2|E]0f Q2| OFRL @ HEIE 2 Bol5H0F B

—_

2 I|0] A|AEI0| 28I

ASMIt &

b. enigma A|ARUO| HP2 CHS1t FAFSHA EAIELICL

# ikecert certlocal -ks -m 2048 -t rsa-sha512 \
-D "O=exampleco, OU=IT, C=US, CN=enigma" \

-A IP=192.168.116.16

Creating private key.

Certificate added to database.
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AA MEE S 7] ASMZ IKEVIE 7d5H= EE

MIICI1TCCAb2gAWIBAGIEB15]njANBgkghkiGOwOBAQUFADAGMRGWFGYDVQQDEWIT

y85m6LHIYtC6

ASHE HsH0| 47 NAHOR UL},

222 9IEN 37} P20 ATHE HHYLICE 0] AZA= 23} 0| DA 2(0] £0f 'Zof
= ORMBILICE SAIRHE 4EZ2H 20| SHIS AISAE HATER O o AZOA o
3HOF BrLict.

a. O =0, partym QASA2| 37| 22 enigma Z2|A}0j|A| EHLICE,

To: admin@enigma.ja.example.com
From: admin@party.us.example.com
Message: ----- BEGIN X509 CERTIFICATE-----

MIIC1TCCAb2gAWIBAQIETdZgKjANBgkghkiGOwOBAQUFADAGMRGWFGYDVQQDEWIT
a...+

zBGi4QkNdI3f

b. enigma ZI2|AI2LE enigma QASA{ 2| 37 &S WELICL

To: admin@party.us.example.com

From: admin@enigma.ja.example.com

Message: ----BEGIN X509 CERTIFICATE-----
MIIC1TCCAb2gAwIBAgIEB153njANBgkqhkiG9w@BAQUFADAaMRgwFgYDVQQDEWIT

y85m6LHIYtC6

Zh A 2R0f| A S7H 7| Cl|Oo|E{H| O] A0 =418t QIS ME Tttt
a. root7} Q= mIQloj| 22| R}O| MR} B|US 2{ZFEHL|CY,
b. ikecert FHO|| IAS 2H2|ZHEL|Ct.
# ikecert certdb -a < /tmp/certificate.eml
O B2 BEGIN Ef 12t END Ei 21 ALO|2| BIAE S JHHZ L CL.

CHE Zt2|Zo|AH ASME R E=A| SHARILICEL
|E§
2l

= =]
S 50|, ttE 22|t M3t S35 Sall LS SH AS MOl A7 S 22| Ak 7t
201 AS M| SlA|Lt LR|StEA| &lgh 4= UG

a. partymOj| 2{Z=l

CHS O[] A Note = M9 distinguished name(D o]
5)2 LIEHHLICEH &2 00f U= 712l AS M7t SLst siAl(F 3 ZFE)E ZIC'E 0l
2ot QISA = St ASAM WLICH S QISA7F st Y| 40| A0{0F &

|'H1
-~ re
ro olx
>
i
I
ng
ol
-
Il
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A MEE S 7| AISMZ IKEVIE 7d5te YH

Oh

LICK. certab 319 BYE B} 228 Lt
%F |Er

partym # ikecert certdb -1

Certificate Slot Name: 0 Key Type: rsa

(Private key in certlocal slot 0)

Subject Name: <O=exampleco, OU=IT, C=US, CN=partym> Note 1
Key Size: 2048

Public key hash: 80829EC52FC5BA910F4764076C20FDCF

Certificate Slot Name: 1 Key Type: rsa
(Private key in certlocal slot 1)
Subject Name: <O=exampleco, OU=IT, C=US, CN=Ada>
Key Size: 2048
Public key hash: FEA65C5387BBF3B2C8F16C019FEBC388
partym # ikecert certlocal -1
Local ID Slot Name: @ Key Type: rsa
Key Size: 2048
Public key hash: 80829EC52FC5BA910F4764076C20FDCF Note 3

Local ID Slot Name: 1 Key Type: rsa-sha512
Key Size: 2048
Public key hash: FEA65C5387BBF3B2C8F16C019FEBC388

Local ID Slot Name: 2  Key Type: rsa
Key Size: 2048
Public key hash: 2239A6A127F88EEQCB40F7C24A65B818

Of HALOIAM partym A| AR 725t ASM 40| U= AO| QA ASLIE.

b. enigma A|2RAO|| partyme| 7 ASMIt UA=A| UEL|CL.
Y3HE Sall 371 7| sHAIE EQlE 4 AF LT

0| EHA|IO| M ZHR1El partym2| Note 3 SHA|S enigmal| Note 42} H| gL T},
enigma # ikecert certdb -1

Certificate Slot Name: @ Key Type: rsa
(Private key in certlocal slot 0)
Subject Name: <O=exampleco, OU=IT, C=US, CN=Ada>
Key Size: 2048
Public key hash: 2239A6A127F88EEQCB40F7C24A65B818

Certificate Slot Name: 1 Key Type: rsa
(Private key in certlocal slot 1)
Subject Name: <O=exampleco, OU=IT, C=US, CN=enigma>
Key Size: 2048
Public key hash: FEA65C5387BBF3B2C8F16C019FEBC388

Certificate Slot Name: 2 Key Type: rsa

(Private key in certlocal slot 2)
Subject Name: <O=exampleco, OU=IT, C=US, CN=partym>
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A MYE S04 7] ASMZ2 IKEVIE Tdote U

Key Size: 2048
Public key hash: 80829EC52FC5BA910F4764076C20FDCF Note 4

enigma®| S7H QS A Cf|O|E{H|O]| 20| =l OFA|} QIS A Q| S7 7| SHA| & 4| O]
50| O] THA 9] partymOf| it 71l QS ALt TR[ LTt

2t AAHIOIA £ IZME BE MeiEHIC
RIZSMIt QAAE|E= /etc/inet/ike/config IS T™AIGHL|CE

A A|AHIO| UB|Z}T} cert trust, remote addr ! remote id OR7{{EI4=0| Z+E A& &L
Ct.

a. O|Z =01, partym A|ARHOJA] ike/config IHU2 CHE I} FALSHA| EAIELICE

# Explicitly trust the self-signed certs
# that we verified out of band. The local certificate
# is implicitly trusted because we have access to the private key.

cert_trust "O=exampleco, OU=IT, C=US, CN=enigma"

# We could also use the Alternate name of the certificate,

# if it was created with one. In this example, the Alternate Name
# is in the format of an IP address:

# cert _trust "192.168.116.16"

## Parameters that may also show up in rules.

pl xform
{ auth_method preshared oakley group 5 auth _alg sha256 encr _alg 3des }
p2 pfs 5

label "US-partym to JA-enigma"

local id type dn

local id "O=exampleco, OU=IT, C=US, CN=partym"
remote_id "O=exampleco, OU=IT, C=US, CN=enigma"

local_addr 192.168.13.213
# We could explicitly enter the peer's IP address here, but we don't need
# to do this with certificates, so use a wildcard address. The wildcard
# allows the remote device to be mobile or behind a NAT box

remote_addr 0.0.0.0/0

pl_xform
{auth_method rsa_sig oakley group 2 auth_alg sha256 encr_alg aes}
}

b. enigma A|AEIQ| ike/config I}AUOAM 22 D7l tH40]| CHSt enigma 24S Z7}EHL|C},

A2 Of7f 40| HS partyn 242 AR BILICH label 7|Y=7t 22 A|ARIOIM 18
5H2] olg|ct,
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ro

ISMEZ IKEvIE 795t 48

label "JA-enigma to US-partym"

local_id_type dn

local id "O=exampleco, OU=IT, C=US, CN=enigma"
remote_id "O=exampleco, OU=IT, C=US, CN=partym"

local_addr 192.168.116.16
remote addr 0.0.0.0/0

pl_xform

{auth_method rsa_sig oakley group 2 auth_alg sha256 encr_alg aes}
}

6. |0 A|AEIO|A IKEVIS AR 2 MABHLICE,

partym # svcadm enable ipsec/ike:default
enigma # svcadm enable ipsec/ike

og &M IPsec Y MY S A R0 LUSH IPsec JHUS AR Z HYSIALL MZE 12|
IPsec A2t2 SOHUA|L. VPNS ES5H= IPsec Z29| Of| = “IPsecE AFES5H0 VPN £
27 [106]2 &ZRSHA|L. CHE IPsec 2 Of|= IPsecE AFESHO] = AMH] 2| HIER|S
EEHEIO Ho5t= W [100]2 2R5HUAI2.

Y CA7I MEE QISME IKEv1 S THste W

Atz ol Network IPsec Management #3F T2IOH0f| 2| Q& 22| ZH0{0F §ILICH AtMIEH LIE2
“Oracle Solaris 11.22| AF2A} A T2 M|A HOF7O| “X|H =l 22| HSHAIR"S 2EZRGHAA

2.

HHL= H2lsh= R o 7-1 AE5L0] IPsec S YHo2 A" gl
“Oracle Solaris 11.29] KOt Al o A T—FEI Ol “HOotAZ AR
Ste YWEOIM 2ot A 20

ro
X
o
mjo
oM
N
£2U
1k
>
}0

1.  ikecert certlocal -kc HHZ AIR510] CSR(AUSM AMH 23)

o o
Y Ql0f oist dH2 A MEE 374 7| ASM=Z IKEVIS +
TCHAIE 2sHd A2,

I11|0
rn
In

0x
12h

# ikecert certlocal -kc -m keysize -t keytype \
-D dname -A althame

a. O|E =0], t}3 Y2 partym A|2RHO|A CSRE 2EL|CE

# ikecert certlocal -kc -m 2048 -t rsa-sha384 \

> -D "C=US, O=PartyCompany\, Inc., OU=US-Partym, CN=Partym" \
> -A "DN=C=US, O=PartyCompany\, Inc., OU=US-Partym"

Creating software private keys.

Writing private key to file /etc/inet/secret/ike.privatekeys/2.
Enabling external key providers - done.
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Certificate Request:

Proceeding with the signing operation.

Certificate request generated successfully (../publickeys/0)
Finished successfully.
MIIByjCCATMCAQAwWUZELMAKGALUEBhMCVVMXHTAbBgNVBAOTFEV4YW1wbGVDb2 1w

1cM+tw@ThRrfuJlX9t/QalR/KxR1MA3zck080@mO9X

b. C}3 BY2 enigma A|2RHI0A CSRS PHSLICE.
# ikecert certlocal -kc -m 2048 -t rsa-sha384 \
> -D "C=JA, O=EnigmaCo\, Inc., OU=JA-Enigmax, CN=Enigmax" \
> -A "DN=C=JA, O=EnigmaCo\, Inc., OU=JA-Enigmax"
Creating software private keys.
Finished successfully.

MIIBuDCCASECAQAWSTELMAKGA1UEBhMCVVMxFTATBgNVBAoTDFBhcnR5Q29tcGFu

8glqgdjaStLGThDOO

CSRE CAOf| A= &t ct,

CAOM CSR A2 YRS L = o USLIL. UFEE ZA0ll= HE FAS AHSsh= & At

O|E7} UFLICH FAIS ARZSIAT AHE0| Attt SHHOF FLITH {2 A0
CSRE €0 E&LItt. 220|M 2 S &QI5tH MYE ASME LHRLICH AME LE
= ‘IKEOIM S71 7| ASAM A" [126]S HZ5HUAI2

ikecert certdb -a01| EHOF -a 2*&8 =0 2 S ALl AElet AS A HO|E{H|O]

a. E2|AZ 2IQUFL .
AN U&= “Oracle Solaris 11.29] AbEAH 2 Z2A| & 201 "2 “2| Y& a2 At
A" S HZSHIAL. AAHCR H2|5h= 2 O 7-1. “ssh AES AHES C
S 21702 A U “Oracle Solaris 11.29] HOH 4 oA A PH2| "of “0F S A}

_F
2
el
w
[g]

- =22
f04 ZFSE Yz{o2 pajshs YWHPOIM Hot 92 2101 2| 2S HRSHAIL.

b. CAOIM &2 37l 7|2} i ASAME It CE
# ikecert certdb -a < /tmp/PKIcert.eml

. CA2| B USME Z7FaHICt,
Z7+OIZ M T 27150 & 4 UL,

T Mg

# ikecert certdb -a < /tmp/PKIca.eml
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d. CAO|A H2|E Q=M B2

mjo

HH 2 certridb H[O|E{H[0]20]] CRLE F7}EILICE,

# ikecert certrldb -a
Press the Return key
Paste the CRL

----- END CRL----
Press the Return key
Press Control-D

4. /etc/inet/ike/config I} 9| cert_root 7| EE AIESI0] QI
Lict,
CA QIZM2| DN(Z1R O|&)2 ArE&LCE.

a. O|Z =0, partym A|2RQ| ike/config IHU2 L}t RAISHA| BAIE + UASELIC

# Trusted root cert
# This certificate is from Example CA
# This is the X.509 distinguished name for the CA's cert

cert_root "C=US, O=ExampleCA\, Inc., OU=CA-Example, CN=Example CA"
## Parameters that may also show up in rules.

pl_xform

{ auth_method rsa_sig oakley group 1 auth_alg sha384 encr_alg aes}
p2_pfs 2

label "US-partym to JA-enigma - Example CA"

local id type dn

local_id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"
remote id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"

local addr 192.168.13.213
remote_addr 192.168.116.16

pl_xform
{auth_method rsa sig oakley group 2 auth alg sha256 encr alg aes}
}
243 - auth_method O§ 7§40 CSE BE Q4= =5 840 Q/0{OF BHLC.

b. enigna A|ASIOA SAHS I} BESLICE

22 [=]
£735| enigma ike/config IMYU2 C+SS watOfF LT

ol

B SUScert root ¢t TEHRILICH
S

m Z2Z 0740l enigma gf2 AFRRILICE

0!
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(@)
>
J
x
ol
|'0||
ro

ISMZ KEvIS Td5t= Y

w2 070l partym 2LE AFEEL

C
B label 7|QE0| DRSS BHSLICE O
L|Ct.

cert root "C=US, O=ExampleCA\, Inc., OU=CA-Example, CN=Example CA"
{
label "JA-enigma to US-partym - Example CA"
local id type dn
local_id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"
remote id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"

local addr 192.168.116.16
remote_addr 192.168.13.213

SHRIE QISME H2l5ts IKEvI Hue MAsLITt
2315t g2 MBIt

B OCSPE A8+ 8iZ
S/ 7| AS MO OCSP ME{0]| HZESH= URIZH AISE| A2 A| A0 A QAE{H0]| &

b4~ Ol= AL ike/config IFRO|| ignore ocsp 7| EE F7tgL CY,

mOh

# Trusted root cert

cert root "C=US, O=ExampleCA\, Inc., OU=CA-Example,..
ignore_ocsp

fo

ignore ocsp 7| =5 A|H5tH IKEVIOAE QS ATt RESICHD 2§ CL
B CRLS AIRE 432
CAO||A| CRLO| Cfst Al2gt 4~ %lE AAE HET
Z7ot0] CRLE M &~ Ql= B ike/config O}
Ct.

FA| QEALE A|AEIONA QE{HlIo) &
U0l ignore_crls 7|REZ =7t

# Trusted root cert

cert root "C=US, O=ExampleCA\, Inc., OU=CA-Example,..
ignore_crls

B CRL £ OCSPO| CHSt URIE A = US
CAOI|IAM StiZ| &l QSO Ciet S BHE 2| H

config IUS s = ASLICH

o IKEVIOIM SR E ISME 22|5t= S [178]8 HZRSHAIL.

njo

A EZ5h= A% URIE ALBSIES ike/
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CAZ} M QIZMZ IKEV1 S FA5H= t

o 10-2 |IKEv1 724 A| rsa_encrypt AFE

ike/config IF2O| auth method rsa encryptS AFE S A2 publickeys O|O|E{H{|O| A0
ojofel QIS ME Z7tal{ofF &Lt

1. EF A|LEQ| 22|20 A ASME E-LIC.
O ASME AL UL BA|R[Of 20 &S + UASLICH
O|E =01, partym 22[A= CHS BAIXE E-LICH

To: admin@enigma.ja.example.com
From: admin@party.us.example.com
Message: ----- BEGIN X509 CERTIFICATE-----
MII..
--END X509 CERTIFICATE-----

enigma 222t CFZ HAIAE 2YUCEH

To: admin@party.us.example.com

From: admin@enigma.ja.example.com
Message: ----- BEGIN X509 CERTIFICATE-----
MII

2. Z A AEIOM M2 Y2 HEE ASME 22 publickeys G| O|E{H| 0| A0 Z7tEHL
Ef.

# ikecert certdb -a < /tmp/saved.cert.eml

RSA 2= ot0f Cist 015 UWHE2 IKEOM =HA0| A IDS SZUUIC rsa_encrypt HAEE=
I[|019| IDE 57|22 IKEv10| T|0{Q] ASME AMY & QIGLICH =, rsa_encrypt O
EE ArEste{H IKEvT L|OJ7t L] 71 718 1L AU OF Lt

[C2tA] /etc/inet/ike/config IO Q= rsa_encrypt@| auth methodE A2t AP
publickeys G| O|E{H{|O|A0f| I O{2Q| QIS A E Z7Fo{OF GFLICH 1242 publickeys Cf|O|E{H||
0|20 = SAloks A|AE! Ao 2H2tof| Chsl Cha M| 7He| QIS A7t ZekE Lt

—_— O

&7 7| ASA
CAS| QIS A #[2!
o]0 7 7| )ISA

A sHZ - IKEv1 HO|Z2E&= QISA M| 7l O[S ZESstE2Z HE HAAM rsa_encryptES
Soff %*RQPOf | 28 4 AELICH “authorization failed”, “malformed payload” 52| 2
2
C}

C =
o
A » o«
PN =]

(o]
E rsa_encrypt H|AE7} 2% I|0|2E2 o4& 3ls 4 gigg LIEFLY = ZHQl & ol

T hel ASMYU L2 Sh= rsa_sig agl HAEE ARESHO HO|2= 37| 0|y

= AFolR| AUSH IPsec FME AECZ HYSHLE ME2 D=
OF7HMAI2. VPNE ES5H= IPsec A210| 0= “IPsecE AFRSI0] VPN £

%
w0
9
Ig)
N
Wi
Hu
nin ox!
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SIEIOOA IKEVTO CHE 371 7| QIS ME gt XYt

rr

HieH
og

Al2fst7] o

|2. CIE IPsec @2 Of|i= IPsecs AFESIO] & MH 2He] HES(A

StE2J|0{0llA] IKEv10] CHBE 371 7| QIZME AMM5I
-|ZI- |-h I:II-I:I-I

3 7| AISME HE5H0] SL=00f 2 4ct= 22 ALHIOM S71 7| ASME dd

St A &ot= 2 np QAFEHL|CE SHEY O{0||A] ikecert certlocal 2! ikecert certdb D"
HO| StERIOE AlEslOF &LICH E2 IDE A&Sh= -1 42 0| thist SIE/INE ’i!
Hd%FLJEr

=249 .

O

m StEQO7F = 0f QUO{OF BT
W /etc/inet/ike/config OItUQ| pkcsll path 7| E7} CHE 2t0|E2{2|E 7t2|7| X ¥
AL SIEY OO A= /usr/lib/libpkesll.so 2t0|E2{2|E AR ELICE 2t0|E3{2|=
RSA Security Inc. PKCS #11 &&3} E2 QlE{m|0| A (Cryptoki), = PKCS #11 2}0|E
el £F0f et (0] UO{OF STt
M A 21212 Sun Crypto Accelerator 6000 EEZ 2T 2 |KEv1S ASH= &
[188]E 2EZ S 2.

Network IPsec Management &5t Z2I}A0|| 2| Q& 22| AH0{0F SHLICH Z[M|SH L&
“Oracle Solaris 11.22| AFEA} Gl T2 M|A HOL"O| “2|HEl 22| At ALY
2.

HJIO
o3
N
ol
EE
Rad

QHOR 2|st= AR 0 7-1. “ssh HZEES ALRSI0] IPsec S YHo=z 1A al
“Oracle Solaris 11.29| HOt Al M| A 2t2| "o| “B Ot AZ ALESIO] ZFSE o= 22
Ste YWEPOIAM Eot A 2701 2|22 2RsHA|R

At MEE ASM E= CSRE ‘Hdstn E2 IDS A1 GEL .

23 - Sun Crypto Accelerator 6000 2=+ RSAO|| CH5H 2T 2048H|EQ| 7| A EL
C}. DSAS| 3% 0| EE&= 2T 1024H|EQ| 7| A[AHBfL|C

Ct tLHS ARt Ct

=

nlo
oh

SMH =

B2 MYE ASMe| 32 O 222 AR,

# ikecert certlocal -ks -m 2048 -t rsa-sha512 \

> -D "C=US, O=PartyCompany, OU=US-Partym, CN=Partym" \
> -a -T dca@-accel-stor IP=192.168.116.16

Creating hardware private keys.

Enter PIN for PKCS#11 token: Type user:password

-T 40| ti§t Q1= HAEl Sun Crypto Accelerator 6000 £E2| E2 IDYLICY.
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=13~
oy

SIEQIOOf| A IKEVT0I| THE S71 7| QIS ME g5t X st

rir

B CSRe| 3 O3 FE2 AFEELILt

# ikecert certlocal -kc -m 2048 -t rsa-sha512 \

> -D "C=US, O=PartyCompany, OU=US-Partym, CN=Partym" \
> -a -T dca@-accel-stor IP=192.168.116.16

Creating hardware private keys.

Enter PIN for PKCS#11 token: Type user:password

ikecert B Q140] et MY ikecert(1M) D4 HOJRIS AZFHIAIL.

N
3

Noj

n

3t T2 E0f|A Sun Crypto Accelerator 6000 AL} O|E, Z22 U AIRAI A4S
gLict.
1

(14

mo gy

=]

5
ypto Accelerator 6000 EE0f && 7} rgmatigtQl AFR At ikemgrO| QS HL2 L2
UCt

=

o < i
(o]

1554

Enter PIN for PKCS#11 token: ikemgr:rgm4tigt

AT - ikecert JBS YT T p 342 A B3 PKCS #11 E20] CIAT0] Lk s~
EZ XYL|H root HT2Z ESELICH PINS ClATO| X &otA| b= B2 in.iked &

&350 E2& = oliAlsHoF gL T

o
njo
n>
OOI
rol
ol
.
B
0]

Q

o
3

oe
o
njo
>

MIIBuDCCASECAQAWSTELMAKGALIUEBhMCVVMXFTATBgNVBAOTDFBhcnR5Q29tcGFu

oKUDBbZ90/pLWYGr
----- END X509 CERTIFICATE-----

B A AL ZHA| MHE QISAME HEHL|CE
0| ASME HAF O DA|Z[0f 20 22 4 USLICH
B CSR2 certificate authority(CA, Q1= 7|2H0j| EHL|C},

CAQ| 210f et ASM 2 S MSYLICH AMSt B2 CAZF MY ASMZ
IKEv1S T-d5ts &' [170]9] 2EHAE FRSHUAI2.

4,  A|AEIO|M QZMT} QUAE|ZE setc/inet/ike/config IFUS TS| C},
OE s S stHE &

[ = g

B A MEE ASH
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STERUO{0l A IKEV10fl EEt 571 7] ISME HY5Ha HYst= Y-

A A|AEIO| 22| ATt cert trust, remote id 2! remote addr Of7{{H4=0f Clal AlZ
Ste 4f2 ALEELICH 0|2 &0, enigna A|ABIO|A ike/config O CHS I} FAFSH
A BAIELICH

# Explicitly trust the following self-signed certs
# Use the Subject Alternate Name to identify the cert

cert trust "192.168.116.16" Local system's certificate Subject Alt Name
cert trust "192.168.13.213" Remote system's certificate Subject Alt name
{

label "JA-enigma to US-partym"

local _id type dn

local_id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"
remote id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"

local addr 192.168.116.16
remote_addr 192.168.13.213

pl_xform
{auth_method rsa sig oakley group 2 auth alg sha256 encr alg aes}
}

CRIEVE-E!

() [e)
enigma A|AEIO| jke/config LY 2 CHE 1 SALS

# Trusted root cert
# This certificate is from Example CA
# This is the X.509 distinguished name for the CA that it issues.

cert_root "C=US, O=ExampleCA\, Inc., OU=CA-Example, CN=Example CA"

label "JA-enigma to US-partym - Example CA"

local id type dn

local id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"
remote id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"

local addr 192.168.116.16
remote addr 192.168.13.213

pl_xform
{auth _method rsa sig oakley group 2 auth alg sha256 encr alg aes}
}

SEEI0{0M HTHE2| 1S
2EAIOM SET CHZ PIN 230 SEELICH

1o
o
N

>x

i
[==

——

ﬂ
ol
ol
=

n

10%. IKEv1 4 177



IKEV10llA Si2|El IS ME X2|5H= U
23 - uiEA| 40l 715 A 2ah SUs AZE st=gofof 271 7] ASME 2Tt
L ct
B A MYE QSN
A A|AEIO| 24| MYE QIZME ZIIBHLICE 0] Glofl M= QIZA7}
DCA.ACCEL.STOR.CERT I} 0j| A Zt=lL|C},
# ikecert certdb -a -T dca@-accel-stor < DCA.ACCEL.STOR.CERT
Enter PIN for PKCS#11 token: Type user:password
A MEE AS M7t rsa_encryptS auth_method Of 7 4=0f| CHst Zf2 2 ALESH E
2 SHEQ0f 2{2H40] Tojo] QIEMES ZIbEHLICE
B CAQQ3A
CAZI QIEM 2-0l|M det QISMet 229 JISME 71Ut
SUASME T80 & 4= JsH T
# ikecert certdb -a -T dca@-accel-stor < DCA.ACCEL.STOR.CERT
Enter PIN for PKCS#11 token: Type user:password
# ikecert certdb -a -T dca@-accel-stor < DCA.ACCEL.STOR.CA.CERT
Enter PIN for PKCS#11 token: Type user:password
CA2| CRL(IEAM 3R] B5)2 Z7t5t2d® IKEVIO|A sHAE ASME He|sts &
H [178]2 &ARSHUAIL.
o aM  IPsec Y HHS AREHR| YU IPsec HHUS AFZO R MAFILE MR D=
IPsec 22 SO7HYAIL. VPN £S5t IPsec A9 Ofl= “IPsecE AR50 VPN E
27 [106]2 &ZRSHA|L. CHE IPsec 2 Ol = IPsecE AFESH0] & AMB] 7| HIERIA
EEHE!O B55k= 9 [100]2 &RSHAIL.
O|ZME 7 ol= "itH
¥V IKEv10f|A SHR|El QIS ME 22|5H= Y

178

8HZ|EI ol
o-|oH_||:|-'
HTTP &2
HHE 4714

HE 4B 032 eue dB MUY
124
o

=
=
2|0l
=]

=2A

[ySY
O|
—

® URI(Uniform Resource Indicator)7t Q1 &A0| &t CRL == OCSPE ZAISIES
IKEv10f &2 &~ JELICH O] SMHE2 STHA(Of Lz L C.

m CAQ| 37 7| 2= MOf| A7} Gl URI(Uniform Resource Indicator)& £5i CRL
= OCSPOf| HMASHEZ |KEV10f| 22 4~ Ql&LCH,
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IKEV1O|AM SHR|E QIZME 2{2|5= g

Al2fst7] o

ol

m CAQ| =7i 7| QIS A0 DN(C|2E2| 0]F)
ASIEE KEVIOf Y& &~ USLICH

B CRLZ ikecert certrldb H&EHO| Q42 RS £~ QIEL|C}H O A= O] 10-3. “CRLE

IKEV10f| TSt 22 certridb G|O|E{H|O|A0| 20 E7|"E RoHIAIL.

ool'

=0[ Z3tE LDAP A{H{0f A CRLOI| QA

0!

Network IPsec Management gt Z2IO}0|| 2| d &l 22| 2+0{0F L
“Oracle Solaris 11.22] AL} &l T2 M|A HOL"0| “2| M=l 22| M
2.

—

CAO|M =215k ASME EAIZL|CE

ikecert certdb PY2| QI0f CHEt ZtM|St LIE2 ikecert(1M) OiF& HO|Z|S 225t
AlA|2
=] .

Ol S0, ChS2 2|A2| PKIOIA{ 2l

ol

FRAISMYLILE MF ZE= HI UGS

r

# ikecert certdb -lv cert-protect.example.com
Certificate Slot Name: @ Type: dsa-sha256
(Private key in certlocal slot )
Subject Name: <O=Example, CN=cert-protect.example.com>
Issuer Name: <CN=ExampleCo CO (Cl B), O=Example>
SerialNumber: 14000D93
Validity:
Not Valid Before: 2013 Sep 19th, 21:11:11 GMT
Not Valid After: 2017 Sep 18th, 21:11:11 GMT
Public Key Info:
Public Modulus (n) (2048 bits): C575A..A5
Public Exponent (e) ( 24 bits): 010001
Extensions:
Subject Alternative Names:
DNS = cert-protect.example.com
Key Usage: DigitalSignature KeyEncipherment
[CRITICAL]
CRL Distribution Points:
Full Name:
URI = #Ihttp://www.example.com/pki/pkismica.crl#i
N = <CN=ExampleCo CO (Cl B), O=Example>

CRL Issuer:

Authority Key ID:

Key ID: 4F .. 6B
SubjectKeyID: A5 .. FD

Certificate Policies
Authority Information Access

CRL Distribution Points &-=2 EQIIL|Ct

m URI&=2 0] 229 CRLE EOIM AFEY &~ AUSS HEH-LICH
O

ME
m DN &=Z2 CRLE LDAP MEOIM ALEY 4~ USS LIEFRLICH IKEZF BM AT CRL
LSOl AtE S o~ U=S FHAIFLICH

rlo

CRLO|| M| A5 HHIE 2| H0f AZoHOF FLICE,
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SBHY A|AEof chet IKEv! 7+

2, Y HHZE 2| HOj|AM CRLO| M| A3H= Ol AR S CHS WY = SHLHE AEHgiL|Ct.
B URIAIE
use http 7|YEZ SAEO| setc/inet/ike/config IFAUO| ZIIEHLICE O 2
ike/config T2 CHS2t FALSHA HA|E LT

# Use CRL or OCSP from organization's URI
use_http

B U IEA A

proxy 7| EE ike/config I}UO|| ZI}8HL|CE proxy 7|
= Q42 AFEEL T

# Use web proxy to reach CRLs or OCSP
proxy "http://proxyl:8080"

B LDAP At ALE

SAEDQ| /etc/inet/ike/config ]If%OHA-I LDAP AHHE 1dap-list 7|} E

E= U30A2F Z0] URL

9
A 4Lt 220 M LDAP MH{2| O|§S HSELICE. ike/config IUL| T2 Tt

S FAGHA BAIELCY.

# Use CRL from organization's LDAP
ldap-1list "ldapl.example.com:389,1dap2.example.com"

IKEZt CRLE ZAl5HL AS M7t = E W7HR] CRLE FHAIRILICE

ol 10-3 CRLS IKEV10] ChEt 22 certridb G|O|E{H| 0| A0 £0f &7
ZQFHHIL 2| ZO0|A CAS| CRLE AIRSH 4 Q= AR =02 22

|A0” CRLES 27}8 4= QI&LIC} CAQ| 2| 2l0f| W2t CRLE o
certrldb -a HHES AFE3I0] H|O|E{H|O| A0 CRLS Z7tELCY,

# ikecert certrldb -a < ExampleCo.Cert.CRL

ZHrY A LB CHgt IKEVT 714

certrldb G|O|E{H]|
ZZ3 O} ikecert

IPsec 2! IKEO|&= A O CHAS AlESE DS ID7F ZREL CH RS IP A7 G sl= =2
S
=]

EJ oify

HArOIE E= 2HY AI/\%‘O B CHE ID RS AHZ3HOF LT DNS, DN, email 52
ID RS Arﬂ 1o A|ARIS DRSHAH A 4 ASUTH

D3P AV QE QEAIO|E = DHIQU A|AEIS CH2 D 9302 AAGH=s 20| 2
SGLCH Ol E 501, A|ARI0| NAT 24 F0]] Qs S ALO|E0| HESIH L A=Y H2

180 Oracle Solaris 11.22| HER{3 £9t - 2014H 8



QIALO|E A|AHIO| Y8l IKEV1S At Bt

=
SME Sl SY MOIEQP R LT

|o
HU
N
02
>
©
Im
=2
HU
|
o
Ew
rr
>
|>
ul

E10-2 DHFY A|ASIO| CHSH IKEVT A 2He) o8
e A4 2|2
QUAO|ES| S AtO|Et SAIBLICH | LIAO|E AJARI0| S fOIESEf UE QU= | STAOIE A | E:*!OH CHIH IKEVT
£ gLch 2TA|E AI g2 2HAY £ AT | = FHdsts Y [181]
Ct.
DHIY A|AEIO| E2|EE 5| E5H= =2 DA P RATLYE A|AEIO |Psec ERfES £9] ol 10-4. “IKEv1S AF25t0] 2o}
A AEIOM CASl 271 QIZ2A 2 IKEVIS StEE 7-||O|E°J|O| A|AEIS L EHL CE Ql A|AEIO| HSE| ERfTIE 5
AFBEUICH B3I=2 ZY HHH 74
Y IP FA7E QL= AIAHOA CA 7 | BAF 2AL SOl SY ALO|EO| CHS E2HHS 2335} | O 10-5. “NAT FOIA IPsec 2

QIZA L IKEV1S AFEEILICEH

IKEV12 ALESHO] A|AE 7247

DuY A|ARIO| ERfTIS 5|85t £ | 26t A|AHS| IPsec EFHTS 9
AIAEIOIA 213 HBE 91ZM U IKEVIS | MBS QIZA2 AHolEZ0] AlA
NESTlE

oI55 2 2}
1|% __rl.A-I oH_| |:|-

o 10-6. “28HL AlAElo| 24
N AZA SO

oL o

DY IP T4} Y= ALS-OM A4 MY | S ALOIEO| tiet Ecf
= O'ZH o IKEV1 = MEFLIC E QISMZ 2ot AL

Ol 10-7. “A| MYE PISME
ALESIH SY A|AHIOf| 2 E

V QI ALO|E A|AHIO]|| CYSH IKEVIS

+dot= $H

A7 O root oqgrg atojOf BHLIC}. 2FA|H L& “Oracle Solaris 11.22] A&t Y EEHIA 2ot
"o| “A|YE Pe| HsALR'S HZSHIAQ. YZO=Z Balots HL 0 7-1. “ssh ABS
AFE35H0] IPsec Z2HE °J74°§ 4”7 A “Oracle Solaris 11.22] EQF Al oA zk2| 79|
“HOF S ALZSI0] ZFSE YO R Balshs WY OIA RO U2 2101 AAS HE Y
NN
1. 2HIY AAS QASIES £Y AAYS PABLIC
a. ipsecinit.conf O} LA EHL|CE
Y AARIOlE ZHQIFH P RAE 525t F0| LRELICH LIS IKE el
AZHE ARSI A2t AAH0| HErs 2o Hagyr
# /etc/inet/ipsecinit.conf on central
# Keep everyone out unless they use this IPsec policy:
{} ipsec {encr_algs aes encr_auth_algs sha256 sa shared}
b. IKEv1 74 Y-S gL Ct,
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DNS7t S A|AEIS AHELCH ASMe A|L-E QIS5 | AFSE LT
## /etc/inet/ike/ike.config on central

# Global parameters

#

# Find CRLs by URI, URL, or LDAP

# Use CRL from organization's URI

use_http

#

# Use web proxy

proxy "http://somecache.domain:port/"

#

# Use LDAP server

ldap_server "ldap-serverl.domain.org,ldap2.domain.org:port"

#

# List CA-signed certificates

cert_root "C=US, 0=Domain Org, CN=Domain STATE"

#

# List self-signed certificates - trust server and enumerated others
#cert_trust "DNS=central.domain.org"

#cert_trust "DNS=mobile.domain.org"

#cert_trust "DN=CN=Domain Org STATE (CLASS), 0=Domain Org
#cert_trust "email=root@central.domain.org"

#cert_trust "email=userl@mobile.domain.org"

#

# Rule for mobile systems with certificate

{
label "Mobile systems with certificate"
local_id_type DNS

# CA's public certificate ensures trust,

# so allow any remote id and any remote IP address.
remote id ""
remote_addr 0.0.0.0/0

p2_pfs 5
pl xform

{auth _method rsa sig oakley group 5 encr alg aes auth alg sha256 }
}

2t ZHRY A|ARO 2015 Y AAHS AR A|LA-MS FEELC

/etc/hosts I}AUS
/etc/hosts IO

# /etc/hosts on mobile
central 192 .XXX.XXX.X

ipsecinit.conf O}YS /M EHL|C}
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# /etc/inet/ipsecinit.conf on mobile

# Find central

{raddr 192.xXxXX.XxX.X} ipsec {encr_algs aes encr_auth_algs sha256 sa shared}

IKEv1 7t mY -2 -4 8hL|ct,
()

o =2
=z [
IP FAE AER

®m DN=/dap-directory-name
B DNS=domain-name-server-address
B email=email-address

ASME= 28I A|AE mobiles AS5h= G AFEELICH.

## /etc/inet/ike/ike.config on mobile
# Global parameters

#

# Find CRLs by URI, URL, or LDAP

# Use CRL from organization's URI
use_http

#

# Use web proxy

proxy "http://somecache.domain:port/"
#

# Use LDAP server

ldap_server "ldap-serverl.domain.org,ldap2.domain.org:port"

#

# List CA-signed certificates

cert_root "C=Us, 0=Domain Org, CN=Domain STATE"

#

# Self-signed certificates - trust me and enumerated others
#cert_trust "DNS=mobile.domain.org"

#cert_trust "DNS=central.domain.org"

#cert_trust "DN=CN=Domain Org STATE (CLASS), o=Domain Org
#cert_trust "email=userl@domain.org"

#cert_trust "email=root@central.domain.org"

#

# Rule for off-site systems with root certificate

{

label "Off-site mobile with certificate"
local id type DNS

# NAT-T can translate local addr into any public IP address
# central knows me by my DNS

local id "mobile.domain.org"
local addr 0.0.0.0/0

# Find central and trust the root certificate
remote id "central.domain.org"
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remote_addr 192.XXX.XXX.X
p2_pfs 5

pl_xform
{auth _method rsa sig oakley group 5 encr alg aes auth alg sha256 }
}

ike:default AM{H|AE Al22 2 MASHL|CT,

# svcadm enable svc:/network/ipsec/ike:default
IKEv1E AHESt0] 2HIY A|ABIC| ES E EfE S 5 83I=E Y TRE 74

IKEE NAT =22 Sl0IM S-S Al o~ AGLICH SHA|2F A gfst
NAT =tA7F §f o = AYLICE TS oo M= CAZ f

&llof| HHRIEI%QLIQ SY AIAEO| NAT 24 S0l A= AIA%J IPsec %“é*% %‘?_'E*LI
Ct main12 RIALO|E A|ARIO| HAS 51T —1‘- ‘RAE S| At

LEIS 25T o 10-5. “NAT £ IOHH IPsec & IKEV1S M%ém AAR Y E -2
SHYAIL.

## /etc/hosts on mainl
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mainl
# Keep everyone out unless they use this IPsec policy:
{} ipsec {encr_algs aes encr_auth_algs sha256 sa shared}

## /etc/inet/ike/ike.config on mainl
# Global parameters
#
# Find CRLs by URI, URL, or LDAP
# Use CRL from organization's URI
use_http
#
# Use web proxy
proxy "http://cachel.domain.org:8080/"
#
# Use LDAP server
ldap_server "ldapl.domain.org, ldap2.domain.org:389"
#
# List CA-signed certificate
cert root "C=US, O=ExampleCA Inc, OU=CA-Example, CN=Example CA"
#
# Rule for off-site systems with root certificate
{
label "Off-site system with root certificate"
local_id_type DNS
local id "mainl.domain.org"
local_addr 192.168.0.100

# CA's public certificate ensures trust,
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# so allow any remote_id and any remote IP address.
remote id ""
remote_addr 0.0.0.0/0

p2_pfs 5

pl_xform

{auth_method rsa sig oakley group 5 encr alg aes auth alg sha256}
pl_xform

{auth_method rsa sig oakley group 5 encr alg aes auth alg sha256}
pl_xform

{auth_method rsa sig oakley group 5 encr alg aes auth alg sha256}
pl_xform

{auth_method rsa sig oakley group 5 encr alg aes auth alg sha256}
}

NAT S0 A IPsec 2 IKEV1S AFR5H0] A|AH T

CIS M0l M= CALl S7H QUSA 7t 2HEY A|ARN A Z A|ARIO|| BYZ| & LI mobilel2
AtEHO| A S| AL 2ALO) H & r °"*'—|Er QIE{Y MH|A Zﬂ LA|(ISP) HERI I &= NAT
HAZ ALRSI0] ISP7} mob11e101| JHOl ZAE 2|AHEH & QIE 2 FL|CH J2{H NAT tA
E r% ISPHESRA LEQ 2L5|= 22 |P RAZ 0l RAZ HEIBILICH S|AF EAl=
NAT Ol SAELICt S|At A0 BREE HE5HAT o 10-4. “IKEV1E AFHESH 2B}
U ANAES HSE ERUE S{EoteE SY AREH "8 ZRSHUAIR.

## /etc/hosts on mobilel
mobilel 10.1.3.3
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mobilel
# Find mainl
{raddr 192.168.0.100} ipsec {encr algs aes encr _auth algs sha256 sa shared}

## /etc/inet/ike/ike.config on mobilel

# Global parameters

#

# Find CRLs by URI, URL, or LDAP

# Use CRL from organization's URI

use_http

#

# Use web proxy

proxy "http://cachel.domain.org:8080/"

#

# Use LDAP server

ldap_server "ldapl.domain.org,ldap2.domain.org:389"

#

# List CA-signed certificate

cert_root "C=US, O=ExampleCA Inc, OU=CA-Example, CN=Example CA"

#

# Rule for off-site systems with root certificate

{
label "Off-site mobilel with root certificate"
local_id_type DNS
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local_id "mobilel.domain.org"
local addr 0.0.0.0/0

# Find mainl and trust the root certificate

remote_id "mainl.domain.org"
remote_addr 192.168.0.100

p2 pfs 5

pl_xform
{auth_method rsa_sig oakley group 5 encr_alg aes auth_alg sha256 }
}

SHHY A|AEO| 2| MEE ASM S

ot 2| LI},
SOI8 4 Gl B|AF AIABIQILICE 2IAJO|E AlAE
(0] =

=

2.

## /etc/hosts on mainl
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mainl
# Keep everyone out unless they use this IPsec policy:
{} ipsec {encr algs aes encr auth algs sha256 sa shared}

## /etc/inet/ike/ike.config on mainl
# Global parameters

#

# Self-signed certificates - trust me and enumerated others
cert_trust "DNS=mainl.domain.org"

cert trust "jdoe@domain.org"

cert_trust "user2@domain.org"

cert trust "user3@domain.org"

#

# Rule for off-site systems with trusted certificate

{

label "Off-site systems with trusted certificates"
local_id_type DNS

local_id "mainl.domain.org"

local_addr 192.168.0.100

# Trust the self-signed certificates

# so allow any remote_id and any remote IP address.
remote_id ""
remote addr 0.0.0.0/0

p2 pfs 5
pl_xform

{auth_method rsa_sig oakley group 5 encr_alg aes auth_alg sha256 }
}
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CHE OOl A = mobile10| AIEHOA S|A} ZALO) AASILL JSLICE AS M7 Ea=U

on 28k ”i' S A A0 B LT ISP HEX 3= NAT H—.FAE f%ém ISP7}
mobilelOf 7{2Q! $-¢§ A|de £~ QU= SHLCH O2{H NAT BtA = Ef% ISPHESRIT =
ot SRE = S8 IPFLZ QN FAS HASBILICE RIMEM AT &{0f S LICE 2
AF-ZALOIA 9“IE1§ AYStAT of 10-6. “2BIY A|ARIO| LA Hm% ASM SIS &
ZHAIL.

## /etc/hosts on mobilel

mobilel 10.1.3.3
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mobilel
# Find mainl

{raddr 192.168.0.100} ipsec {encr _algs aes encr_auth algs sha256 sa shared}

## /etc/inet/ike/ike.config on mobilel
# Global parameters

# Self-signed certificates - trust me and the central system

cert trust "jdoe@domain.org"

cert_trust "DNS=mainl.domain.org"

#

# Rule for off-site systems with trusted certificate
{

label "Off-site mobilel with trusted certificate"
local_id_type email

local_id "jdoe@domain.org"

local addr 0.0.0.0/0

# Find mainl and trust the certificate
remote_id "mainl.domain.org"
remote addr 192.168.0.100

p2 pfs 5

pl_xform

{auth_method rsa_sig oakley group 5 encr_alg aes auth_alg sha256 }

}

IPsec E2 HYS &=25HA| RUSH IPsec S AHEL2 HHSHAHL M2 D2|=
IPsec Z*Zfi %Of FUAI2. VPNE EZ 5= IPsec Z24Q| Ofl= “IPsecE AHESHO VPN £
57 [106]8 #Z5HIAI2. T2 IPsec ZH Ol IPsecE AHESIO] & A 2te] HESIA
EEHIHO 25st= Y [100]2 é*iof*'/\lﬂ
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ZE SIEYOE 2=
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188

2 SI=S01E HES IKEv! 148

Al2fst7] 2o

| 2

—

A8

OlN

ME HZE SIEY0of H&e = JQELICH Sun Crypto Accelerator 6000
A8 AlSot 374 7| A0| *Iﬁlf-éloﬂﬁ BEZ2 QO2EE £ QI FLCY

HI Ok
rr

f

-

Sun Crypto Accelerator 6000 EEE 2= |IKEVIS
—/dst= W

f% 20| M= Sun Crypto Accelerator 6000 EE7} A|AEIO| HAE HoZ 7H==2EHL
Ct. &5t Ao ME EEE ATEQ|07t A L|/YoD AZEQ OVt & Aoz 7tz

LT} Z|2l2 Sun Crypto Accelerator 6000 Board Product Library Documentation
(http://docs.oracle.com/cd/E19321-01/index.html)& ZIZ5HMA|L,

Network IPsec Management 25t Z2IHA0]| 2| H =l 22| 2}0{0F BFL|CE, Z}M
“Oracle Solaris 11.22| AtEAt & T2 M|A HOF"O| “2|H & 22| A ALE"S 2R SHIA|
2,

o
=

o
rlo

2510 IPsec %;Z

ru|o
rio
JY
o)
HU
-4
0x
o

Aoz m2|sts FSL of 7-
“Oracle Solaris 11.2

she SHrolM 2ol 7 2101 A AS HZGHIAL.
PKCS #11 2}0|E2{2|7} HEZ| 0 Q=7] i!-?_I%I'L|l:|-
IKEV10ilM= 2to|E2{2| =

2eo| 7|18 AME-L L

$ ikeadm get stats

PKCS#11 library linked in from /usr/lib/libpkcsll.so
$

HAZAE=l Sun Crypto Accelerator 6000 22| E2 IDE 2H5LICH

$ ikecert tokens
Available tokens with library "/usr/lib/libpkcsll.so":

"Sun Metaslot

2to|=22|7t 322te] E2 ID(keystore name(?l MYX0
O] Mo M= ikecert HHO| Sun Metaslot EZS AFESIY
SAZE & USLICE

EZ ArE -Of| THEh 2|22 SO0 M IKEVTOf Bigt 371 7| ISME ddstal
Stz Y [175]2 RS AI2.

=
ikecert YBS SH ASOR 3 0| HYLICH

|&)0l2tnE &hHE gratetL|Ct,
IKEV1 7| & A&

2
2

Oracle Solaris 11.22| HER{3 £9t - 2014H 8


http://docs.oracle.com/cd/E19321-01/index.html
http://docs.oracle.com/cd/E19321-01/index.html
http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSMSSsshuser-9
http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSMSSsshuser-9

Sun Crypto Accelerator 6000 EEZ 2T 2 |KEv] S 7ASH= g

o

10-

8

Metaslot E2 27| 3 A2

EZ2tA3, HE3E EE T gt LY A7t AlSdtes 2ADE EZ 7| {0 A
o+ ASHCL 2DE EZ 7| HYA EZ IDE LS 7ARY = ASHICH

$ ikecert tokens
Available tokens with library "/usr/lib/libpkcsll.so":

"Sun Metaslot "

AOE EZ 7| 420 Ciet 2SS US2T pktool(1) Ofw2 0|2 E 2oty
A2,

ChSt RAISH BHO| ARE EF 7| HEA0| QISHE ZI7HZLICE Sun.Metaslot.certe
CA QIS M7t Zate mAQIL|Ct

# ikecert certdb -a -T "Sun Metaslot" < Sun.Metaslot.cert
Enter PIN for PKCS#11 token: Type user:passphrase

IPsec A2 MHS AR5 AUQYO M |Psec FME AR E MATIAHL M2 12|=
IPsec A2t2 SOHUA|L. VPNS ES5H= IPsec 29| Of| = “IPsecE AFE5H0] VPN £
27 [106]E &ZR3HYAIL. CHE IPsec 2 Of|= IPsecE AFESHY & M 2| HIER R
EEH’%"’ H35= g [100]2 JRSHMAIL.
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IPsec 2 ol 7| &e| MUB[A 24 o 2

0| ZO|ME IPsec L aliE 7| &tad 242 siZst
IPsec, IKE & A& 7| MB| A0 Cfet HEE B

O] &2 L3 Y& ZELC.

og

B “|Psec 2 sHE 7| &e| 4 A iZ” [191]
B “|Psec L S 7| 2 MH|AY CHst HE E7|” [199]
B “IPsec & SHE 7| UH MH|A 22|” [203]
m “ASH =90l |[KE 42 2&t2|” [205]

al = 7} (=] =

IPsec & ST 7| 22| 19 24| sl Z
S ZSHOF ot= 2|7t L4l5t)| MO|Lt 2A4|E sl dots SO A|AHIOA 24| 2 2 A
d2 e e Y5
A sl Z2e EEHFO' AoM WESR A IPsec 22| Mot T2OAUS BQ6F A2 A2 O H
HES AYE £~ AGSLICH 2L 25 12 2™H root HE0| QAO{OF THL|CH.
27 o2 Mo IETES 2ot AB0| OjORY BAS MUE 4 YL ORE S 4
ol&L|ch
PV =] .
m ¢ DEIE - MW 2| FF0| Y ARBAILE O[2{3 AFHO| Y= BO| FHS A
3t 4 Lt

W A IEIE - UBHAISAD} YYS A 4 UsLict

= o o 12 ZH|El=
¥ 22X A2 2l IPsec L IKE A|ARIS FH|ol= W
IPsec L sliE 7| 22| MB|AE AL 2 HYs5t7| Mo A|ARIM 24| 520l =20]
c21YeE 48 s ‘Rlé'—lﬁf.

1. IPsec Y IKEv2 MH|A0]| Cist =& 2H5LICE,

113, IPsec 2 3T 7| 22| MH|A 24| 31E 191



IPsec & IKES

S| Hofl A|LE ZAIE S E5H= UY

L 42 ALRSIY 200 #A| Z2JF HZELCH 0l2f3 210l FE 0AA L 2F
O AIAI7F ZEELICH

% svcs -L policy
/var/svc/log/network-ipsec-policy:default.log

% svcs -L ikev2
/var/svc/log/network-ipsec-ike:ikev2.log

IKEv20j| CHSH C|{1 21 o2 LA Ct,
root A2 O2f5t 212 92 4 ABUICH
% svccfg -s ikev2 listprop | grep debug

config/debug_level astring op
config/debug logfile astring /var/log/ikev2/in.ikev2d.log

O 220 EH%J HE2 ikeadm(1M) O+ 02| & H2SHYAIL. 2A HEY M
verbose 2! all /S AFR5IH = 20| ELCY,

() ol s et

Ce B2 OO 2EE IFAo2 YL Oy 2ds LAz ddoteH
O 11-3. “Aall SOl IKE G 20ilA Aff T/ 2| H"S ZIZSHAIL.

# svccfg -s ikev2 setprop config/debug_level = all

ikev2 MH|AS AFEL2 YT 2R A2 D02 A ClH 1 S A EY 4~ ASLICH

[}

-

# svcadm refresh ikev2

(ZM) wireshark Ij7|R| & M| &L|C},
Wireshark 22 T2 12H0||A{= snoop S A4S £ USLCH

% pkg info -r wireshark
Name: diagnostic/wireshark
Summary: Graphical network protocol analyzer
Category: Applications/Internet
State: Not installed
Publisher: solaris

FMRI: pkg://solaris/diagnostic/wireshark@version
# pkg install diagnostic/wireshark

IPsec & IKES 2d5t7| 20f| A|2H 24|E sl 25t=
EH
=]
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IPsecO| ol S W A|AH 2HE SHES= Y

IPsec 74 THo| 722 SHQIFHL|C

# ipsecconf -c /etc/inet/ipsecinit.conf
ipsecconf: Invalid pattern on line 5: ukp
ipsecconf: form_ipsec_conf error
ipsecconf: Malformed command (fatal):

{ ukp 58 type 133-137 dir out} pass {}

ipsecconf: 1 policy rule(s) contained errors.
ipsecconf: Fatal error - exiting.

20| 257t BAISIE 22 Z20| 43T (12| 238 £¥5in ¥HS MsLC
ipseckeys I} o| LZS sHQlgiL|Ct,
# ipseckey -c /etc/inet/secret/ipseckeys

Config file /etc/inet/secret/ipseckeys has insecure permissions,
will be rejected in permanent config.

20| 227} BAlSls 32 282 238 S HHIAS M2 DA,

# svcadm refresh ipsec/policy

A3 - IKE 79 T & IKE 0|2 S/ 7| T2 Al S IKE Hl=20] ofs ASE LIt

CISAM2| fEME ERIFHCt

m [KEV20[A Zb4| MHE QISA S REMS SHOISt2 T AtA| MYEl 371 7| QISM =2
IKEV2E RAGH= Y [142]2] 4THAIE 485t C}

B IKEV20A 27} 7| Q12 M7} S| S| R| UQH=2| Et01512{H |[KEV20|A OIZA ZHZ A
Mg MH5H= 2 [150] AzE 2L ct

m [KEVIO|A Zb4| MHE QISA S REMS SH0ISt2 T AtH| MYE 371 7| QISM=2
IKEv1 S FA5t= Y [165]2] 4THAIE 43BtL|Ct

B IKEVIOIA 270 7| Q12 M7t SR S| A| LQU=2R| EQI5t2AH IKEVIOA SHA|E QAIZME
2{2|5h= g [178] EatE TEL|ct

IPsec & oG 7| U MHIAZ AtEC=Z YT I 1/90| 2-55tA| ¢b= ER0l= MH[A

7t Adl F0I SOt 24| E ol ZsH{oF §LIC.

AlSH =0l A o2 sHASI= HIHH

|P59CO| E°c|5| Sa [[H Al—%! TZ'"E °H Eol'_ ol'u

IKEE AtEst IiZIS Wet SO| ALt wetsted 1l k= Hell S A|AEIO|A ikeadn @HS

AESHH A, 13l, 02| SR7et 7| X Vet &=ES = & UE LT E8F Wireshark 8&

OD2ent 2+2 MEiSH &7 Ol 27 IAE AFEE & JAELCH

113, IPsec 2 3T 7| 22| MH|A 24| 31E 193



IPsecO| el S T A|AR 2HIE S E35H= YY

194

ipseccont HO| £240| H4 melo| LS Yx|5H=A] HABLICH

policy U ZH3H 7| Ba| MHIAS ALRO 2 MAMER| SOIBHCE

= 12«

CHS HIAE A AR M= manual-key A{H[AZL 7| 22|0f] AHEELICEH

% svcs -a | grep ipsec

online Feb_04 svc:/network/ipsec/manual-key:default
online Feb 04  svc:/network/ipsec/ipsecalgs:default
online Feb_04  svc:/network/ipsec/policy:default
disabled Feb 28  svc:/network/ipsec/ike:ikev2

disabled Feb_28 svc:/network/ipsec/ike:default

NHIAS ALSE 4 Sl 39 Alo2 MYBILICH

A
T IKE MB|AS SAIO| ALE Y &~ JASLICE £=F 7|2F IKES SAIOf AHE

e 4 QU3
O, 0] TS ALBE B2 2517 Of2fS SOIat RAI} HaE 4 U

Ct.

1]

IKEv2 AH|A0] Cigt 21 mjlo] B2 FL|c}

# svcs -xL ikev2
svc:/network/ipsec/ike:ikev2 (IKEv2 daemon)
State: disabled since October 10, 2013 10:10:40 PM PDT
Reason: Disabled by an administrator.
See: http://support.oracle.com/msg/SMF-8000-05
See: in.ikev2d(1M)
See: /var/svc/log/network-ipsec-ike:ikev2.log
Impact: This service is not running.
Log:
Oct 01 13:20:20: (1) Property "debug level" set to: "op"
Oct 01 13:20:20: (1) Errors and debug messages will be written to:
/var/log/ikev2/in.ikev2d.log
[ Oct 10 10:10:10 Method "start" exited with status 0. ]
[ Oct 10 10:10:40 Stopping because service disabled. ]
[ Oct 10 10:10:40 Executing stop method (:kill). ]

Use: 'svcs -Lv svc:/network/ipsec/ike:ikev2' to view the complete log.

(S4) 4 S 22 CiH O E= YAl 42 28 = USLHIHh

# ikeadm set debug verbose /var/log/ikev2/in.ikev2d.log
Successfully changed debug level from 0x80000000 to 0x6204
Debug categories enabled:

Operational / Errors

Config file processing

Interaction with Audit

Verbose Operational

# ipsecconf
#INDEX 14

{ 1laddr 10.133.66.222 raddr 10.133.64.77 }

Oracle Solaris 11.22| HER{3 £9t - 2014H 8



IPsecO| 413 £ 1) AlAE BHIE s 25l

ipsec  { encr_algs aes(256) encr_auth_algs sha512 sa shared }

{ laddr 10.134.66.122 raddr 10.132.55.55 }
ipsec  { encr_algs aes(256) encr_auth algs sha512 sa shared }

# cat /etc/inet/ipsecinit.conf

{ 1laddr 10.133.66.222 raddr 10.133.64.77 }
ipsec { encr_algs aes(256) encr_auth _algs sha512 sa shared }

{ 1laddr 10.134.66.122 raddr 10.132.55.55 }
ipsec  { encr_algs aes(256) encr auth algs sha512 sa shared }

20 - AUEIIE FAE AFESIH U] SE2 277t 0{HS = Y2BZE, ipsecconfl &
HO||M ipsecinit.conf ]1|'a|—-| S FATL AUETIE A4 HL| LHO| QU3 SHOIBHLCY,

ipsecconf AL 20| QAL|Z| Gi= FR0E 2 MB|ATHAIE22 HYEAEA]
Qlsta HHI % M=Z DZLIC}

Jok

% svcs policy
STATE STIME FMRI
online Apr 10 svc:/network/ipsec/policy:default

£H0| It HA|Zl= 3R0|= ipsecinit.conf IHUZ HYSI0 LI E +HoH LIS A
HIAZ AH2 DRIL|CH

IKEv2 142 ASELCL

+d 282 &4 St= B0 11-1, “ARE IKEv2 748 £ L of 11-2. “A2|5t=

Sf{OF
T2 Y HAR +EE -2 3#*'AI_‘E CHs o2 230il= 740| F=otttal LgU T

# /usr/lib/inet/in.ikev2d -c

Feb 04 12:08:25: (1) Reading service properties from smf(5) repository.

Feb 04 12:08:25: (1) Property "config file" set to: "/etc/inet/ike/ikev2.config"
Feb 04 12:08:25: (1) Property "debug level" set to: "all"

Feb 04 12:08:25: (1) Warning: debug output being written to stdout.

Feb 04 12:08:25: (1) Checking IKE rule #1: "Test 104 to 113"

Feb 04 12:08:25: (1) Configuration file /etc/inet/ike/ikev2.config is valid.

Feb 04 12:08:25: (1) Pre-shared key file /etc/inet/ike/ikev2.preshared is valid.

Zn -0 %EWH Cfst 21 OO 21 THUS 2|45 50| = HAT| R &L|CH
debug_logfile S5 H& ﬁ% A Yot 49 210 CH O 20| oY TIYZ X 3EE
o|o|gtL|Ct O%z| ote AL [ £30| 242 H|2E L

B Checking IKE rule 3 _|A‘| IKE TF2I0| A AT P FAE HASH=R| &RIBHLICEH oS
£0f, CtS =22 Uz|Ft LIEf ipsecinit.conf I} Q| laddr 2f0| ikev2.config It 2|
local_addr g2t YX|3t10 A AT LR|LC

{ laddr 10.134.64.104 raddr 10.134.66.113 } /** ipsecinit.conf **/
ipsec {encr _algs aes encr_auth algs sha512 sa shared}
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IPsecO| &3 S ©f A|AR ZA|E il 25t= Y
local addr 10.134.64.104 /** ikev2.config **/
remote addr 10.134.66.113 /** ikev2.config **/

a=0| YZ|t2| b= A% FE S +E5t0 SHIE IP A A8

31 - PN F4 HOIS TF5HE 10.134.0.0/167} 22 AACSIIE ZAS AISE

& UGLICH 54 F20| tisl HeIE RISt AIL.

W Pre-shared key file O ItAU0| R2SIA| QICtL HAE = B A S +HELICH
QEPZL U=A| HRIL|CH 8t IKEV2OH| A ikev2.configOf U= w#219| 2{|0|= 20|
ikev2.preshared IFYQ| 20| g Y2|5t=A| &QIgLICt O O F 7|12 A8 &
Ql A2 ot A|AEIS| 24 D|2| 76t 7|71 T|0{9] ¥4 0|2] 7ot 7(2F Y2|otd A
7|17t ojojel 24 7|2t Y2|5h=A| &olgfL Tt
Jef= 40| 2t55tA| e FR0l= “IPsec 2 IKE 9|0 2F 24| aiZ2” [197]2
=S FSNIE

of 11-1 ZZE= KEv2 4 &3

Lt £30|M= IKE SAS| 0| 42 FraU Tt

# /usr/lib/inet/in.ikev2d -c

May 08 08:52:49: (1) WARNING: Problem in rule "Test 104 to 113"

May 08 08:52:49: (1) HARD lifetime too small (60 < 100)

May 08 08:52:49: (1) -> Using 100 seconds (minimum)

May 08 08:52:49: (1) Checking IKE rule #1: "config 10.134.13.113 to 10.134.13.104"

O| 2f2 ikev2.config IHAOM HA|H 2 JHUGLICE HE A At +=H I3 100

Olge =2 HAFS L MB|AS A2 ALt

# pfedit /etc/inet/ike/ikev2.config

## childsa_lifetime_secs 60

childsa_lifetime secs 100

# /usr/lib/inet/in.ikev2d -c

# svcadm refresh ikev2

o 11-2  L|ste 3 gls AIA 8

196

Chs 20M = 012] S78 717F ZoI=| AR 210 M AFEE|A] & LT,

# /usr/lib/inet/in.ikev2d -c
Feb 4 12:58:31: (1) Reading service properties from smf(5) repository.
Feb 4 12:58:31: (1) Property "config file" set to: "/etc/inet/ike/ikev2.config"
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IPsecO| 413 £ 1) AlAE BHIE s 25l

of

11-3

Feb 4 12:58:31: (1) Property "debug level" set to: "op"

Feb 4 12:58:31: (1) Warning: debug output being written to stdout.

Feb 4 12:58:31: (1) Checking IKE rule #1: "Test 104 to 113"

Feb 4 12:58:31: (1) Configuration file /etc/inet/ike/ikev2.config is valid.

Feb 4 12:58:31: (1) No matching IKEv2 rule for pre-shared key ending on line 12
4 : (1)

Pre-shared key file /etc/inet/ike/ikev2.preshared is valid.

220 R20| SHLIgH Uctn Lhg L
| |

—

T2l0| 0/2| 3Fet 7|7t Bt 22 02| /et 7(2] 20|=0] #2l2 Eﬂ |% FUZ|
ofA| &&LICH ikev2.config -H-Z! E1|0| 1} ikev2.preshared 7| 20| 2& YX|5I2
S8

B F20|M QS ME ARSI ZR0|= ikev2.preshared IHY Q] 1230H01|H ﬂLrE o2
78 718 AASHAL A4 22|50 No matching DA |7t HA|S[R] &EA & £+ UG
L|C}

2 S IKE HIZ0A A B 2fE 2

CHS 2H0IME ikev2 MB|A0|M T £230] aul2 Y| AFLIC

# /usr/lib/inet/in.ikev2d -c
Feb 4 12:58:31: (1) Reading service properties from smf(5) repository.

Feb 4 12:58:31: (1) Property "debug level" set to: "all"

IPsec & IKES &H5}7| Hof AIAEé,' =A|E ol Zot= HH =
= |ZItHJ iOI all0| OFl 0pQ@l B ikeadm HHS AESH0] A&l Sl IKE CI20]|A] C
I S d-ELCt.

# ikeadm set debug_level all

IPsec & IKE 2|0| 27 ZA| sl|Z&

IPsecOI 2l S M AL 2 E ol Zot= L [193]2] AR BAIS *2|5HA] =
f%‘—l T-20|Lt M| A 0[] 2A|7F Ot et 2] 2|07t 2A|Y 4~ AS LI,

gé

o

B ike:default & ike:ikev2 A{H|A QIABAE Q& Af%gg MBH A [KEV2
IKEv1 T#210| 22| 9+=2| EOIBHL|Ct SUSH HEQT BH0| F2IS s}
IPsec SA7F 2E2&|0] Z20| w2} HZHO| B2 4= olA[_lq
IKE #2lS HEsts 4% 23 HE= AHOSYLICH

# ikeadm -v[1]|2] read rule

m KEvIS A8 S0 E HZSH= IKEvT A|AHIOAM 2lef Zne|F HAS ALEE 4
U4 2|-0|0|‘l_|l:|- A|——9- Ittt SN2 |=2S &0I5te{H IKEv2E A|RITHA| Sb= A|AH!
Ol M ikeadm dump algorithms @3S ALY,

# ikeadm dump groups Available Diffie-Hellman groups
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IPsecO| AI%H £ ) ALY RS sHHsHE 2y
# ikeadm dump encralgs All IKE encryption algorithms
# ikeadm dump authalgs All IKE authentication algorithms
IPsec & IKEv1 A|AB Z5E0iM ALE 7tsot %ua%% IEot=S & A|ARQ] Y2
mg RF £YELICH O3 CHS IKEv] MH|AS CHA| AJRSEL IPsec MHIAS M2
AYLCE
# svcadm restart ike:default; svcadm refresh ipsec/policy
IKEVIOIA DJ2] 3578t 7| AHS S0|12 A IKEVT A|AES RS 32 22 AL
B0 M ipseckey flush HS AGHEIL|C},
AA| MEE QASME A S 2 THE 22|22t &7 DNO| s st QIS M S CHA|
US| AU=A], 22|31 ASMO| FHA| 2L0] B2[5H=A| ERISLILH HF HAl= A4
MYE 371 7| ASMZ IKEV2E ?“oft U [142]9] 4THAHIE 2IRSHUA2.
QISM7I UCIOIEE B M ASME 7t 2 TS IKEv2 MBIAS A2 02|10 CHA| A
2|‘o|-|__||:_|-.
ikeadm -v2 dump | get HHS ALESI0] YAl IKEV2 793 SLICH ALEH 292
“IKE A& E7]” [199]8 &RstlA|2.
kstat FAS AESIY IPsec 2 SAHE EAIRILICH AHM|eE 82 kstat(1M) O+
& HO| RS ZZTHIAIL.
# kstat -m ipsecesp
# kstat -m ipsecah
# kstat -m ip
CtE OllQ] kstat S0 = ipsecesp ZF0| 2AI7+ §{CtLL LIS LT
# kstat -m ipsecesp
module: ipsecesp instance: 0
name: esp_stat class: net
acquire requests 18
bad auth 0
bad decrypt 0
bad padding 0
bytes expired 0
crtime 4.87974774
crypto_async 0
crypto failures 0
crypto sync 172
good auth 86
keysock in 135
num_aalgs 9
num_ealgs 13
out discards 0
out requests 86
replay early failures
replay failures
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IPsec & SHY 7| Y3 MH|A0] TS Y& H7|

IPsec

a

=

sa port renumbers 0
snaptime 5946769.7947628

® snoop BT S AESIO B2 52| o= EfHS SLCH Wireshark S8 Z212H0H| A

Ste Y [119]2 »ZRSHAI2.

ol S 71 &= MH| 0] CHst HE &)

20 - CjE2o| HAHS Alali5t2{H Network IPsec Management #ot ZZ2I0| 2| &
22|20 OF BfL|CH m=Ib! Zoj| A 2ASHOF BFLICH AtM|Et LIE-2 “Oracle Solaris 11.2
O AtEAL & m2M|A HOH7ol “2| Y&l He| HTHAIR"S ZRSHYAIR.

o

IPsec Y £ 7| MH|A

ojn

£ dE 57|

& 717t HYE T A IPsec Z2 OHUQ| 0|5 & & JUSHCL

B [Psec 74 IOl 0|22 HA|St2AH

% svccfg -s policy listprop config/config_file

config/config file astring /etc/inet/ipsecinit.conf

B [PsecE & 7|7t Y IHUQ| 0|52 HAlStAH

% svccfg -s manual-key listprop config/config_file

config/config file astring /etc/inet/secret/ipseckeys

IKE H& 27|

IKE MB|AO| S5 Y, IKE HE 2 IKE Gl= 3|9 24 ASM HS Y
LIC} & IKE MH|AS 25F A3 SOl 32 MUIAEE YES BASHHLL &
2F BAE £ UFLCH ojz{ct BF2 HAE, 2H o2 & 2UEHE S
LI

<
30
0o
et
1>
£9
i plf

m |KE MH|A QIARAS| S5 ZE HI| - 230= 79 T1YUO| 0|FS HIRH IKEv2 A
H| 201 CH3H 7 7S £/90] EAIE LT
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IPsec & sl 7| 13 MH|A0| Clist & 27|
2t3 - ipsecconf(1M). in.ikev2d(1M) 2 in.iked(1M) Of+< M|O| R| & HESHH
IPsec, IKEv2 = IKEv1 MB|A9] config UM S5 JEE £ + A=A E=
Solof st=A| HRIFLICE O E S0, IKEv2 74 IIYU2 E45 Astez HE0{2| 0
ikeuser/t &R BLCH O] Moot MY AR A= HESHH QHEILICE
% svccfg -s ipsec/ike:ikev2 listprop config
config application
config/allow_keydump boolean false
config/config file astring /etc/inet/ike/ikev2.config
config/ignore_errors boolean false
config/kmf_policy astring /etc/inet/ike/kmf-policy.xml
config/max_child_sas integer 0
config/max_threads integer 0
config/min_threads integer 0
config/preshared_file astring /etc/inet/ike/ikev2.preshared
config/response wait time integer 30
config/value_authorization astring solaris.smf.value.ipsec
config/debug_logfile astring
config/debug_level astring op
ChS o2l £240l= IKEvT MB|A0| Chsl 7+ 7tset S5 J27F EAIE LT
:default A{H|A QIAEIAS R|HSHR| OFMA|L,
% svccfg -s ipsec/ike listprop config
config application
config/admin_privilege astring base
config/config file astring /etc/inet/ike/config
config/debug_level astring op
config/debug logfile astring /var/log/in.iked.log
config/ignore_errors boolean false
config/value authorization astring solaris.smf.value.ipsec
m |KE Cl=2 3] AEf 27| - OF 02| &30l = ikeadm FHL| Q17+ HA|ELCE, O
2{ St QIS ALESIHH Hl29| SR JEi7F EAIE LT
23 - ikeadm HHZ AHEStH{ A IKE G| 20| A3l S0[0{0F BLICE.
% ikeadm help
get  debug|priv|stats|pl|ikesa|rule|preshared|defaults [identifier]
dump pl|ikesa|rule|preshared|certcache|groups|encralgs|authalgs
read rule|preshared [filename]
help [get|set|add|del|dump|flush|read|write|token|help]
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IPsec & SHY 7| Y3 MH|A0] TS Y& H7|

ikeadm O E
2 HAIRLCt o2 EH Ct3 Z&U T

% ikeadm help read
This command reads a new configuration file into
in.iked, discarding the old configuration info.

Sets of data that may be read include:
rule all phase 1/ikesa rules
preshared all preshared keys

A filename may be provided to specify a source file
other than the default.

02| 378 7| £7] - IKEv1 2 IKEv20i| it 0[2] 378 7|E & & USLICE

23 - [KE HH S St &

0

201 3P v SN2 H2HE FLICH

—

IKEv29| 3%
# ikeadm -v2 dump preshared
IKEv12| 4%

# ikeadm set priv keymat
# ikeadm -v1 dump preshared

PSKEY: Rule label: "Test PSK 197 to 56"
PSKEY: Local pre-shared key (80 bytes): 74206272696c6c696720...3/584
PSKEY: Remote pre-shared key (80 bytes): 74206272696c6c696720...3/584

Completed dump of preshared keys

IKE SA 27| - 80| = SA, Blgh =
ESHEILICH EAS QAESHA| %42 &F

2 2 AIARO) CHEE Yot V|8 MF ZEIt

=

P
=
FSAZtGleB 2 BAlg YET} GIELIC.

# ikeadm -v2 dump ikesa
IKESA: SPIs: Local 0xd3db95689459cca4 Remote 0xb5878717f5cfa877

XFORM: Encryption alg: aes-cbc(256..256); Authentication alg: hmac-sha512
LOCIP: AF INET: port 500, 10.1.2.3 (example-3).
REMIP: AF_INET: port 500, 10.1.4.5 (ex-2).

LIFTM: SA expires in 11459 seconds (3.18 hours)
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202

STATS: 0 IKE SA rekeys since initial AUTH.
LOCID: Initiator identity, type FQDN

CHILD: ESP Inbound SPI: 0x94841ca3, Outbound SPI 0x074aele5

Completed dump of IKE SA info
24 IKE 72 B - LIZE! IKE 742 AL 50| Ofd 4 Y| ALZ Ths 3t AEL
ct.

# ikeadm -v2 dump rule

GLOBL: Label 'Test Rulel for PSK', key manager cookie 1
GLOBL: Local auth method=pre-shared key
GLOBL: Remote auth method=pre-shared key

GLOBL: childsa pfs=false

GLOBL: authentication lifetime=86400 seconds (1.00 day)
GLOBL: childsa lifetime=120 seconds (2.00 minutes)
GLOBL: childsa softlife=108 seconds (1.80 minute)
GLOBL: childsa idletime=60 seconds

GLOBL: childsa lifetime kb=122880 kilobytes (120.00 MB)
GLOBL: childsa softlife kb=110592 kilobytes (108.00 MB)
LOCIP: IP address range(s):

LOCIP: 10.142.245.197

REMIP: IP address range(s):

REMIP: 10.134.64.56

LOCID: Identity descriptors:

LOCID: Includes:

LOCID: fqdn="gloria@ms.mag"

REMID: Identity descriptors:

REMID: Includes:

REMID: fqdn="gloria@ms.mag"

XFRMS: Available Transforms:

XF @: Encryption alg: aes-cbc(128..256); Authentication alg: hmac-sha512
XF @: PRF: hmac-sha512 ; Diffie-Hellman Group: 2048-bit MODP (group 14)
XF 0: IKE SA lifetime before rekey: 14400 seconds (4.00 hours)

Completed dump of policy rules
IKEV20I M QISA HS E2 27| - dbfile gt} policy 2fE 2| 3HOF LT,
B SHOZ2 REEL|= CRLMME 2e2|A17} 7HYSHH SEA AlZE 210HE 23O}
LT
Ot ofle] 220i|lM= AS A0l Z3HEl URIOIA CRLO| CHRZEE CHS ==0| A
LT iAo 2t=E CRLO| Z&tEl H% A CRLO| LH22E5|0f 0] CRLS Tl
LTt
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IPsec &

# kmfcfg list dbfile=/etc/inet/ike/kmf-policy.xml policy=default

Validation Policy Information:
Maximum Certificate Revocation Responder Timeout: 10

Ignore Certificate Revocation Responder Timeout: true

CRL:

Base filename: [not set]
Directory: /var/user/ikeuser/crls
Download and cache CRL: true
CRL specific proxy override: www-proxy.cagate.example.com:80
Ignore CRL signature: false
Ignore CRL validity date: false

IPsec policy bypass on outgoing connections: true

" HZOE ChRCEE CRLE B} F7|HOR 20I8 7|20{0f BiLICh

B2[ap} CRLESS O 202 HYste 29 meltte (RLE $802 feac
517, =22 4D, 313 CRLS 92| THelshof it

Directory: /var/user/ikeuser/crls
Download and cache CRL: false
Proxy: [not set]

IPsec & ST 7| Y3 A{H|A zig|

IPsec WS 7| 2HOR2 At2o2 MA |0t LM HAEE 2 25| ZLststD Q| k&L T}

(=) AN LS
7| gele 712422 ArBo 2 YR A| ST IKELE = 9| e 2L EE S
Ot e & UFLICH 2F IKE F2I0|M= OfE 7| 22| MB|AE ALESteA| A|F LT

ikeadm FH22 UM zo_l IKE Hl28 +8% 4+ AU

IPsec 2! ST 7| L= MU|A 7 A 2|
m IPsecg TAGID MZ D F HH W

# pfedit /etc/inet/ipsecinit.conf

# ipsecconf -c /etc/inet/ipsecinit.conf
# svcadm refresh ipsec/policy

# ipsecconf -Ln

m |PsecOf tiet 5 7| 7+ H A2 = 2!
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# pfedit -s /etc/inet/secret/ipseckeys
# svcadm enable ipsec/manual-key

B KEv2 74 2 A8 =2 A3

# pfedit /etc/inet/ike/ikev2.config
# /usr/lib/inet/in.ikev2d -c
# svcadm enable ipsec/ike:ikev2

m KEvl 74 2 At2o=2 M:

# pfedit /etc/inet/ike/config

# /usr/lib/inet/in.iked -c

# svcadm enable ipsec/ike:default
m MHIAZ AFEOR HYTH AIARIOIA IPsec L IKEZH TAE|0] Q=2 Stol:

# ipsecconf -Ln
# ikeadm -v2 dump rule
# ikeadm set priv keymat
# ikeadm -v1 dump rule
m 7| 2| 47
IKEv29| B2
# pfedit /etc/inet/ike/ikev2.config

# /usr/lib/inet/in.ikev2d -c
# svcadm restart ipsec/ike:ikev2

IKEv1S| B

# pfedit /etc/inet/ike/config
# /usr/lib/inet/in.iked -c
# svcadm restart ipsec/ike:default

& 7| &elof 3

# pfedit -s /etc/inet/secret/ipseckeys
# ipseckey -c /etc/inet/secret/ipseckeys
# svcadm refresh ipsec/manual-key

m |Psec 2 IKEQ| 714 7H56t S5 JE 4!
IPsec AH|A:

# svccfg -s ipsec/policy setprop config/property = value
# svcadm refresh ipsec/policy; svcadm restart ipsec/policy

IKEv2 A{H|A:

# svccfg -s ike:ikev2 editprop
# svcadm refresh ipsec/ike:ikev2; svcadm restart ipsec/ike:ikev2
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IKEVT AMH|A:

# svccfg -s ipsec/ike setprop config/property = value
# svcadm refresh ipsec/ike:ikev2; svcadm restart ipsec/ike:ikev2

A 7| MHA:

# svccfg -s ipsec/manual-key setprop config/property = value
# svcadm refresh ipsec/manual-key; svcadm restart ipsec/manual-key

IKEv20 CHSt 0|2 Swet 7| ++4:

# pfedit -s /etc/inet/ike/ikev2.preshared
# /usr/lib/inet/in.ikev2d -c
# svcadm restart ikev2

IKEv10] thiet O|2| Swet 7] 7+4d:

# pfedit -s /etc/inet/secret/ike.preshared
# svcadm restart ike

AtMet {82 ikeadm(1M) O+ HO[2| S FRSHYAIL. O] 4149| FEE IKEv2 E=

S IKE Hl= +4:

=2o
CH2 £40l= tlZ2] A HElE +8Y 4= U= ikeadm HHO| Q=7 HA|FLCH Y
B Qlal [KEv2 S IKEvT GI20)2H M8 g Lct,

% ikeadm help

set priv level

set debug level [filename]

add rule|preshared {definition}|filename
del pl|ikesa|rule|preshared identifier
flush pl|ikesa|certcache

write rule|preshared filename

token login|logout PKCS#11-Token-Object

ikeadm PP} AE Q1o 2 HAl:

% ikeadm help add
This command adds items to in.iked's tables.

Objects that may be set include:
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rule a phase 1 or IKE SA policy rule

preshared a preshared key

Objects may be entered on the command-line, as a

series of keywords and tokens contained in curly

braces ('{', '}'); or the name of a file containing

the object definition may be provided.

For security purposes, preshared keys may only be

entered on the command-line if ikeadm is running in

interactive mode.
B ikeadn FHZ AIESI0] IKEv2 OlE 4t

#
#
#
#
#
#

ikeadm
ikeadm
ikeadm
ikeadm
ikeadm
ikeadm

add rule | preshared {definition} | filename
flush ikesa

del ikesa | rule | preshared identifier

set debug /evel

token login | logout PKCS#11-Token-Object
write rule | preshared filename

B ikeadm HHE AFE5I IKEVT G2 £~4:

#H oW K W K W W

ikeadm
ikeadm
ikeadm
ikeadm
ikeadm
ikeadm
ikeadm

set debug /evel

set privievel

add rule | preshared {definition} | filename
del pl | rule | preshared identifier

flush pl | certcache

del rule | preshared id

write rule | preshared filename
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IPsec ZHR

0]

Z0ll= IPsec, IKEv2 U IKEv10fl CHSH 2H2 A&7t I3he|of Y&Lc.

B “|Psec 22" [207]
m “[KEv2 22" [212]
m “|KEv1 22" [216]

HELIF0IA IPsecE T+3i5t= YR CHSt A2 7. IPsec S ZRSHYAIL. IPsec
9| 7|2+= 62 IP Security Architecture AEE 2FR3HIA|IL.

IKE 78 2|22 92t IKEv2 A S 2IRSHIA2. 7H2 AE= 8% IKE(Internet Key
Exchange)Z 22 3f*'*|9

IPsec AMH|A, Il A Hed

O] AMM0il= IPsec AH|A, MEHEl IPsec RFC, IPsect A E MY 2 HH SO| LiZLCt

IPsec A{H|A

SMF(MB|A 22| 7|5)& IPsecO Cii et EFE AMEIAS HSELIC.

B svc:/network/ipsec/policy MH|A - |Psec A2HE 2t2|gtL|Ct 7|24 S 2 0] MH|A
= AME822 dEEUL config file 55 HEO| 22 ipsecinit.conf I}UO| 2|3
S ZIBILICE DefaultFixed UIEYT 74 DRIIAUS At 20l A|AI0| 2] 22 /
etc/inet/ipsecinit.conf@IL|Ct O] Z2OAUS ASHSHD QIA| k2 A|AEHINME S2
Y& 240 BI0] AS U}

B svc:/network/ipsec/ipsecalgs AHIA - IPsecOll ALR 7H5 3 21|22 Bajaict
J|2HOo=Z 0] MH|AL AFRO 2 MAEL|C}H

— 11—
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B svc:/network/ipsec/manual-key MH|A - 5 7| 22| 2 S/HSIELICH 72402 O]
MH|AE AL otsto 2 MHEILICH config file S& HAEO| 422 ipseckeys 14
ool 22| E BYELICH 27| g2 /etc/inet/secret/ipseckeys 2 LIC}.

B svc:/network/ipsec/ike AMH|A - IKEE Zt2|StL|CH 7| 242 2 0] MH|A = AFE O
StoZ MAHELICH 28 7158t S8 AE = “IKEv2 MH[A” [213] & “IKEv1 M|
A" [217]5 RS AIL.

SMPFOI| CHEH ZEMISH L2 “Oracle Solaris 11.22] A|AE! MH|A 22| 79| 1 ZF “MH|A 2t
2| 7|5 A2 2REHIA|L. E5 smf(5), svcadm(1M) L svecfg(1M) O |0 X|

ipsecconf &

ipsecconf HHS ARSI SAEQ| |Psec A2 L EHL|C
A O A A2 D0l IPsec H2 =S PHSLICEH A

o 2= QIH2E 2 OFRHBI2E |P Cf|O|E{ Z1240j| Ciist =
E|Z] 42 IZI2 O] PS ARESH0] Z7tat H24 &lo)| ip
HHOZ SPD(EQ Z2 H|OE{H|0]A) Q] IPsec Y= H2|TILICE IPsec 2 SMH2
ipsecconf(1M) D7 & HO|A|E H2FHIAIL.

< 0X
J

ipseccont YHS SE52{21 root A30| QU0(O BILICH O] BAS S5 YY0|A E2f
IS 855t 328 1Y 4 ASLICH o WAAMD ETS BostE FRE 74T

—

ipsecconf HOZ Z7J}
T IPsec H240| & 3tg|
ot T2 policy MH|AE 2

23 ET 25" [99]S 2FRSHA|

ANAEISE HEESHH QIO{AL|CH A|ARI0| 2ES
24 /etc/inet/ipsecinit.conf I} 27}
LI A2 o2 dYPTLICE Ol = “IPsec2 AMESH HIE
<

Z

ipsecinit.conf 1/4d I}

Oracle Solaris& A|2{e f IPsec E0F F2Z A2 2 HE ST /g MY S ¢SO
E4 IPsec 3 FF2Z |PsecE 27|2tfLICE O] ItUO| LSt 7|2 0|2 /etc/inet/
ipsecinit.conf@L|Ct A2 oF= I ST A0 Cist ZtM|SH L= ipsecconf(1M) Of
= I|0| X| & &R A|L. A0 2=l = svcadm refresh ipsec/policy HHOZ

FHg M2 2 4 AsLct
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IPsec &t

AZ. jpsecinit.conf I}

Oracle Solaris AT E||0{0] = ME |Psec A2 O} ipsecinit.sampleO| ZTHE|0] Q&
L|C}. O] It 2 HISZ2|EZ AFRSHY Z}419Q| ipsecinit.conf Y-S PHS 4~ JUEL|CE
ipsecinit.sample I}Y0|= CHS O 7F L &He|Of Q& LICE.

In the following simple example, outbound network traffic between the local
host and a remote host will be encrypted. Inbound network traffic between
these addresses is required to be encrypted as well.

This example assumes that 10.0.0.1 is the IPv4 address of this host (laddr)
and 10.0.0.2 is the IPv4 address of the remote host (raddr).

H o O R ¥ R ¥ -

{laddr 10.0.0.1 raddr 10.0.0.2} ipsec
{encr algs aes encr auth algs sha256 sa shared}

The policy syntax supports IPv4 and IPv6 addresses as well as symbolic names.
Refer to the ipsecconf(1M) man page for warnings on using symbolic names and
many more examples, configuration options and supported algorithms.

This example assumes that 10.0.0.1 is the IPv4 address of this host (laddr)
and 10.0.0.2 is the IPv4 address of the remote host (raddr).

The remote host will also need an IPsec (and IKE) configuration that mirrors
this one.

H H B R B R KR KRR

The following line will allow ssh(1l) traffic to pass without IPsec protection:

{lport 22 dir both} bypass {}

{laddr 10.0.0.1 dir in} drop {}

Uncommenting the above line will drop all network traffic to this host unless
it matches the rules above. Leaving this rule commented out will allow
network packets that do not match the above rules to pass up the IP

network stack. ,,,

H* H W R W R W

ipsecinit.conf %! ipsecconfOj| CHSH EOF 2] A}gt

HEE HZO| st IPsec M2 HEFS £~ QigLCt d2Y
71 2Z0(2t gL CH Aj Z2 gh=2 00| A| et

2 connect(3SOCKET) & accept(3SOCKET) Of+Y H|O|X|E 2IRSIMA|L, OJAA
H2 3 HES TAl ARSI A2, AFMIet L2 ipseccon
SECURITY MM S 2tZSHAA|I2.

il
=
:|-é O
ar
)
=
©
N
1©
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ipsecalgs &

S5t Z2YH 3= IPsectf| 1S U Aot A N2|SS HSRLICEH ipsecalgs HH2 2t
IPSEC IDZ2EZ0| A5t LN2|2E LHEE 4~ S LICE ipsecalgs IS /etc/inet/
ipsecatgs If20| HEL|C Yo o 1 rmeotglon X MYl
OO0k SL(CH 2Lt Itd-2 ~43lOF Sh= &< ipsecalgs %“?‘ég Af%%“-“:f. A=
ANZ|Z2 AAEI EE A| svc:/network/ipsec/ipsecalgs:default AH|AZ HYEN =
7|3t Ct,

{25t IPsec T2 EZ 9 & N2|S2 RFC 24070f| Zgt=l ISAKMP DOI(Domain of

Interpretation)0f| A |0 Y&SLICH E3], ISAKMP DOl= S&35H IPsec 212|122 5
& T = EZ(PROTO_IPSEC AH 2! PROTO IPSEC ESP)O| CHSt O|2 R L HHS 2|4 H2IS
Folguct Zt dne|E2 J&5| st Z2EF AA LU OIE1°HSAK|\/|P DOI &
O|&= /etc/inet/ipsecalgs OO0 QSLICH Lne|= QU TZ2EZ HS = IANA(Internet

Assigned Numbers Authority)0l| 2|3l Z2|E/L|Ct, ipsecalgs HHE2 IPsecOfl Ciat 2]
S =552 4 & UALF Lo

22| Sof| cfet AtMIgt LIE2 ipsecalgs(1M) OiF2 H|O[ 2| 2 2 RSHUA L. Y23 &
| U230l CHSE APM|TH LH%E “Oracle Solaris 11.29| A=s}t 2! QISA &te| "of 1 &, “Qf

S5 BT E JZRFHAIL.
ipseckey &

ipseckey HHO|| CtYSH ZMH S ALESIY IPsecl]| 7|18 522 2| LTt ipseckey BH
off st AH2 ipseckey(1M) Of+E IO 2| & &tRoHA|2.

ipseckeyO| Cifst 2QF 2 Atgt

ipseckey B2 Network Security = Network IPsec Management #&t Z2IAUS
7121 dgto| Rist 455t 7| A ’“EE Yt 4+ JEF FLCH ARV} o] 0 of
St M A HEHE 2SS F2 IPsec E2fTC| HOotE 2 £ &L
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kstat H&H

kstat HH2Z ESP, AH 2! 7|E} IPsec G|O|E{Of| CHSE EAE EAIR ~ JSL f IPsec 2
M 242 “IPsec L IKE 2|0 23 24| 312" [197]0] LEELICH kstat(1M) Oi&2 T 0|
A E 2tz o|-A|A|2

snoop H&d Q! |Psec

snoop HHS AH U ESP |CIS P2 248 4 UBLICH ESPE C0[EIS gesislaz
snoop HIE ESP2 B3l USRIl SIS & + LI, AHE HOIEIS o aist o
002 AHZ E35|= E2LS snoop HAHES ALRSI0] ZANSE 2 ow_|q o
S42 AHZL THZOIM Q13| AL EIA=2] EAIZLICEH 2HMEE LIBS snoop(1M) O
EPTERIES YN ES

CHSE AFM| HE snoop £32] 0f|= IPsecZ TiZ10| 25| =2| &Ql5t= gt

O] 22|A0 ZEHE 22 2T AA ATELQ|0{Q) Wireshark (http://
www.wireshark.org/about.html) 52| EfAI HER I EAM 7| AFRS 4= Q&L|C

LI

IPsec RFC

IETF(Internet Engineering Task Force)= IP A|Z0] CHat £Qt o7 |&l 12 HEst
+= 02 RFC(Requests for Comment)S AlA|3#&LICH RFCO|| Cist 2 h

d= http
vvww.letf.org/§ HRSMYAIL OHZ RFC F52 84l 1P 20 =2 ChELIH.

m RFC 2411, “IP Security Document Roadmap,” 19984 11¥

m RFC 2401, “Security Architecture for the Internet Protocol,” 19984 11€

m RFC 2402, “IP Authentication Header,” 19984 11¥

m RFC 2406, “IP Encapsulating Security Payload (ESP),” 19984 11&

m RFC 2408, “Internet Security Association and Key Management Protocol
(ISAKMP),” 19984 11¥

m RFC 2407, “The Internet IP Security Domain of Interpretation for ISAKMP,” 1998

SRRES
m RFC 2409, “The Internet Key Exchange (IKEv1),” 1998& 11&
m RFC 5996, “Internet Key Exchange Protocol Version 2 (IKEv2),” 2010 9&

m RFC 3554, “On the Use of Stream Control Transmission Protocol (SCTP) with
IPsec,” 2003 72
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IPsecO]] CHSH 2.OF &2 G| O E{H{| O] A

IPsec E22F MH| 0] CHet 7| A= Y= Hot A H[O|EH|0]| A (SADB)OIAM FA| 2| E
LICH SA(R¢eH gigh= Q2= T2l 2 OFREI2E T2 S 2= gL T

in.iked G2 & ipseckey HH2 PF_KEY 27U QIE{I|O|AF AESHO SADBE 7A| 2elgf
LICt. SADB7t 238 L HIA|A|E *2[ste H-Eof CHeh AtMiet iE2 pf_key(7P) BiwE
H|O| A& ZZ2FHAI2.

IPsecOf|A 7| 2tE]

IKE(Internet Key Exchange) Z2E 28 |PsecOf CHSH 7| Zt2|2 A2 2 X{2|gHL|C},
ipseckey @EZ AIE0l0] IPsec SAE =22 2|2 = AT IKEE AtEd= 40| &
SLICH AFMIEE LHE2 “IPsec E0F H2H0f| CHSt 7| 2He|” [87]8 ZRSHIAIL.

Oracle Solaris@| SMF(MHE|A 22| 7]5) 7|52 IPsecOf| Cist CF2 7| 22| MH|AE A2
Lt

= .

B svc:/network/ipsec/ike A|H|A - 2tZ 7| 22|22 2|8 SMF MH|AQIL|C} ike AH|A
= QUAEATILSE IHJYLICE ike:ikev2 AH|A QIAEIAE= in.ikev2d HIE(IKEV2)S &
3101 2k5 7| 2|2 AHSFLICE ike:default AH|AE in.iked G2 (IKEV1)S A3
FLIC} IKEO|| gt @2 82 IKE(Internet Key Exchange)& Z5HIAI2. HI20
Chst XtMISH LI in.ikev2d(1M) 2 in.iked(1M) O+ T|O| X & ZtRSHU A

0ot o

to

B svc:/network/ipsec/manual-key:default A{H|A - £5 7| 22| 2 |5t SMF AME|A Q!
7

LICH manual-key AJBIAL ipseckey B CHSH G4} 87 AR3t0] 7|8 452
2 B2IBILICE ipseckey HHO| Chat B2 ipseckey(1M) Ofr2 T0|2|S 2125t

MA2,

IKEv2 2tZ

IKEv2& IKEV1S CHAIELICE HliE “IKEv2 2 IKEv1 HW” [128]8 ZRSHIAIL.
IKEv2 7&2|g] ¥ oY

CtE HOlM= IKEv2 29| 714 I, IKEv2 7]9] A4 22| L IKEv2E 7+¥5te Cfd
oF P MH|AS QOFBILICt AMH[A0| BiS ApM|EE LHE2 “Oracle Solaris 11.22] Al
o MB|A 22| 79 1 Y, “MH|A& 2| Vs VIS »ESHYAIL.
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IKEv2 2k

H12-1 IKEv2 MH|A O, B, 74 2 7| A4 21|, 5tES0] &3

oY, 9&], BE = ME[~ o9 O+ o] 3|

svc:/network/ipsec/ike:ikev2 IKEv2E &2|5t= SMF ME|AQIL|CY smf(5)

/usr/lib/inet/in.ikev2d IKE(Internet Key Exchange) G2 LIt ike:ikev2 MH|AE  in.ikev2d(1M)
ALz 4EY O A= 7| H2|E gt

/usr/sbin/ikeadm [-v 2] IKEv2 B oI5t D XM o2 +H5t7| /5t IKE 22| BE  ikeadm(1M)
QILCt AL 7155t Diffie-Hellman 121 2t IKEv2 22| 24
A E golg  EU

/usr/sbin/ikev2cert

/etc/inet/ike/ikev2.config |KEv2 Z20| 7|2 1M mMUQILICE QIHIRE |IKEv2 24
At

=2 =
/etc/inet/ike/ikev2.preshared NS

softtoken 7| A &4A

T 2Rt ikeuserZ FH 7| ASME BED HFSH= 1S ikev2cert(1M)
A Gi|O|E{H]|O| A e HHYLICE pktool FHE TZELC

pktool(1)
= 1ikev2.config(4)
2|A17| 1 OFRHI2E IKEv2 23S ZH|57| 95t
=LY,

O] IUO| Y2 ike:ikev2 AH|AE AFE2CZ MHS M in.
ikev2d G2 0| A|ZHELICH svecfg HHS AFESIO] O] T2

e T IKEV2 AARAILZHARE jkev2.preshared(4)
7

ikeuserZ| &7 5h= IKEV20] TS 701 7] 2 370 7|8 288 pkesll softtoken(5)
Lict. -

IKEv2 MH[A

SMF(AMB|A &2| 7|5)0Me IKEV2E B2|5h= svc: /network/ipsec/ike: ikev2 A{H|A
QAAHAS A SELICH 72222 0| MH|AE ARE &2 HYEULE O] MB|AE A

— 11—

202 M5t HA /etc/inet/ike/ikev2.config IFUO|A IKEV2 A2 BHS0{0F &
L Ct,

CHE T 22 ike:ikev2 AHIA S2 HEZ 24T 4 Y&,

config file 62 AL - IKEv2 774 TIAQ| 2| E R|HRLICE 27| 2t /etc/inet/
ike/ikev2.configQJLIC}. O UL AL HBH0| E4+5t0 ikeuser?} AR3HOF BHLICH
CHE IS AFESHA| DHYA|2,

debug_level S5 HHE - in.ikev2d H|E2| C|HZ 2SS HHYLICH 27| 22 op &
= operational ¥LICt 7t 242 ikeadm(1M) O+ H|O| 2|0 M 4% 73 Ot2fe]
ClH I 2f|H E|0| 58 HRsHUAI2.

debug logfile &5 A& - IKEV2E CIHZ5Y| /st 21 IHAQ| 2{X|& A F & LT}
27| Y2 /var/log/ikev2/in.ikev2d. log® L|C}.

kmf_policy SF A& - QISA F240] Cist 21 mtUQ| |2 E Y FLICL 7|22
etc/inet/ike/kmf-policy.xmlQL|C} O] MU AR HSHO| E4510 ikeuser?t &A%
SHOF SLICH CHE TUS AFESHA| OMYA|2,
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B pkcsll token/pin S& Y - IKEv2 GI20| Al f 7| X240 2215t= G| A
o PIN2 B ELICE O] 2f2 ikev2cert setpin @HO|M EZ20| MG 2f0F L =|5HOE
ot

B pkcsll token/uri S5 AE - 7| Z‘|7*|'A01| CHst PKCS #11 URIZ AAEL|CH =5t
7157| FE0|M SEEIO] HEAE AMESte{H O] gt 2| &3HoF gL Ct.

SMFO| CHat ZtM|BE LI 2 “Oracle Solaris 11.29] A|AEI MH|A 22| 79| 1 ZF, “AMH|A &
2| 7|5 A2 HRSHIA|IR. EFt smf(5), svcadm(1M) & svecfg(1M) DH-.%.- TH|0| 2|
2 2z,

IKEv2 |2

in.ikev2d Ol Oracle Solaris A|A&IO|A IPsecOf Tt 2SS
e SUSt T2 EZS AlSH 20| QA A|AED} FHA 5}@4 ol
?I _I_I'E:‘ Xl-_g_a Ol'Z'ioF Hl-AlOE 7\-||_|_o|-[_||:|, |PS€CE Al_ 5 04 IKEV2 EEE—Z—
S H55led= D= A|AHIO|AM O] B|=20| AlHE| 1 Q00 BHL|C}

7|24 O 2 svc:/network/ipsec/ike:ikev2 AlH|A = AtRO 2 MAL|R| QS LICH /etes
inet/ike/ikev2.config ItUS /431 ike:ikev2 A‘|H|A OIAEASE AIROZ MG F
S AMAER 2 E Al SMFO]| 2|5 in.ikev2d G|E0| A|2HEL|CE,

IKEv2 G| 20| MalE|™ A|ABES LS |0 IKEv2 AHE[E[0] S5t MH 9|E dyety
Ct. <+ otof| 2[FE ZHH2 2 |KE 7|7 A2 = I:|'|7~1|5‘=|”—|[:|'. 1n.1kev2d H=22 HEH
30|M %012'_ IKE 21t PF_KEY 22112 E1}ot= OIRHIRE EfE 22 -f—ﬂ%”—mf.
AMIsHLIBE pf_key(7P) 02! TO|A|S HZBHIAIR.

5 7tA| BHO| IKEv2 G2 A YLt ikeadn HHES AHESIH IKE S = = U
L|C}. Z}M|SH LHE2 “IKEV20]| CHSt ikeadm H&EH” [2 5] 2R5HMIA|L. ikev2cert &

HE AtESHH :'—7H L iRl 7| QISME B He|e o~ USLICH AHMs 82 “lKEVZ
ikev2cert @&” [21 5]% RS,

|IKEv2 T4 md

IKEv2 7+ O} /etc/inet/ike/ikev2. conflg._ IPsec 224 It /etc/inet/
ipsecinit.confOlM ESE|= A Y E HERT B0 Cist 7|2 @ sts Ol A=
2|S 2elgh o,

IKEQ| 7| ZH2lofl= T2 O M D147t 2OfBILICH |
S A EE UEYIE AR S5t FAe ol Ch. 7421 o f
01 IKEv2 SAZFCHA| QU21E17| 27H21] 7|2 Aj2E ik secs®} 22 &20)
BFELICH IKEv2 74 THUO o= “Dj2| 3Rt 7|2 KEv2 24" [134]2 ZZ3HIAIL.

IKEv2 ¥z 5t=0| of & Y2 ikev2.config(4) 0w HO| XS 2RI,

%g!% 7| A 22 E Hotst
HS 2|7
==}
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IKEv27t | ¥5t= IPsec SA= IPsec 7+ I /etc/inet/ipsecinit.confQ| A 2H0| 2} IP
mjZlS 2L Ct,

3

ol
o &

oy T
>

ike/ikev2.config IO CHot EQF 1124 AISH ipsecinit.conf IO 1124
St CH MY HE &= “ipsecinit.conf ! ipsecconfOf| C{St EOF 1024 AFS [2
ZSHA| 2.

Bo

At
0

IKEv20j| CHSt ikeadm HH

in.ikev2d B|=Z0| 4l SO B ikeadm [-v2] HHS ALESIO] LS +HY 4 ASL
Ct.

m [KEv2 HEfQ| 0f2f 22 FU T,
m ¥ 72| 02| 3|/ 7|, AR 7t5 S Diffie-Hellman 18, &&st L Q15 212|S
7|29 /4 IKEv2 SA S1F Z2 IKEV2 T2 24| E BAIELCH

O] Ho| MO CiEH Of| A L A MEL ikeadm(1M) O H|O| R & 2R SIHAIA|L.

ikeadm HHO|| CHEH EOF N2 AtSH2 ipseckey HHO| e AFatit HIZEHL|CH ME HE
= “ipseckeyO]| CHSH EOF ned AFE [210]2 2

N
ofi
>
=
to

IKEv2 D|2| S-w¢t 7| ot

/etc/inet/ike/ikev2.preshared U0 = IKEv2 AH|AOM AMESH= O|2] 375 7|17t &=
St=IL|C} O] O}UL ikeuser?} 29 5HH 06000 M ESEIL|C}

0|2| 385t 7|7f LSt ike/ikev2.config IIUOA RIS Aot BR 7|2
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