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GSS-API GSS IOl THE ZHAIRE 22 SHYLICE  GSS 2AL0] Chat S012t 242 ZYYLICh
2 LIS “Hot Mo GSS 242 Y
25 13212 AZHAIR
SAE g = AF2L A

/etc/ssh/ssh _host rsa key L= /etc/
ssh/ssh_host_dsa_key_l =24 2/\5 74
el 7|

/etc/ssh/sshiconfngI Hostbased
Authentication yes

/etc/ssh/known_hosts EE= ~/.ssh/known_
hostsQ| 24 SAE Z7 9’|

/etc/ssh/sshdiconfiggl Hostbased
Authentication yes

/etc/ssh/sshd_config®| IgnoreRhosts no
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O “RIYE e Het AL S ZRSHAIL

S20|ASOIK SAE J|u 2132 ALGOE HHBILICE,

S2t0|UHE 4 OHY /etc/ssh/ssh_configl|A CHS &S52 L= BILICE

HostbasedAuthentication yes

I 122 ssh config(4) 0f5Y HO|Z|E 2EREIAAIL.

MHOM SAE 7|t OI=22 AlRO 2 MASH|C},
Mef T4 T4 /etc/ssh/sshd_configOAl SUS &2 YA FHLICH

HostbasedAuthentication yes

oY 222 sshd _config(4) Ol 0[RS ZARSHAIL.
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MHO|A 22| RIL} A2 A= 22]0|ET} Alg|st £ Q= SAER QIAIE
mjle AL

AtMet 82 sshd(1M) Ol = HO| X 2f FILES S ARSI AIL.

B 2A2|RP7} RS A MBQ| /etc/ssh/shosts.equiv IFAUO| 220|HEE SHEO 2
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client-host

B ABAZL RMSHE AR MBQ| ~/.shosts IHU0]| S20| A E0f Ciet T2 27|50k
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client-host
MH{OllA] sshd O|20| 22|18 & U= SAE S 20| UMAE = U=A] EQITHL|CE
/etc/ssh/sshd_config It O{|A| IgnoreRhostsS no2 AL |Ct.

## sshd_config
IgnoreRhosts no

ALO|E2| Ot A AEAI0|AH & SAE0| L A[Ho| A=2] &l ct,

CHS W = SHLHE AMZSto] 2at0|EL| Z7H 7|8 AMH{of| Biz|EHL|Ct,

ID
P
=2
=
l
~
®n
[0
=
J
x
3
o
=
:
:r
o
7]
r+
7
H

ne
=2

ju

L]

B MBOJM sshd coan.g o

2 £33 3 A
—
OS] B7) SAE 7|5 2715

=& E.*LIEL

## sshd_config

IgnoreUserkKnownHosts no

AFEAL 2|2 2ot AOM ALEE S7H/71Q 7] & dd A [18]2 ZRSHAl
2

B A0 S2t0|AEL| 37| 7|F SAFELICE
SAE F|&= sete/ssh CIHEZ| O A0 YELICH YBHH O = HRHRY 2 E Al sshd
Gl=0] 7| /gt
a. AMBO||M /etc/ssh/ssh_known_hosts I}2U0]| 7| & 2=7}8tL|C},
S20|HEO|A Gt HOf| BiSe2fA| Q10| CHS F-ES LT L|CH

# cat /etc/ssh/ssh_host_dsa_key.pub | ssh RemoteHost \
‘cat >> /etc/ssh/ssh_known_hosts && echo "Host key copied"'

An - B0 SAE 7171 9f8 39 B0 A ALl Lot 22 2F 0AAL 448

LT}

njo

Client and server could not agree on a key exchange algorithm:

client "diffie-hellman-group-exchange-sha256,diffie-hellman-group-
exchange-shal,diffie-hellman-groupl4-shal,diffie-hellman-groupl-shal",
server "gss-groupl-shal-toWM5Slw5Ew8Mgkay+al2g==". Make sure host keys
are present and accessible by the server process. See sshd config(4)
description of "HostKey" option.

b. TEDEJ| HA|L|H 2791 A& E |3 eHL|C}
IHAO| 2ALE|H "Host key copied" HA| A7} EA|ELICE,
/etc/ssh/ssh_known hosts O}QQ| 2t 2 Juioz L8| TIEZ LM EIL|CE

hostnames algorithm-name publickey comment
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C. /etc/ssh/ssh_known_hosts O}AU-2 MRSt A=l SE50|| RemoteHostE A
M EUEZ FIFEHLCE

## /etc/ssh/ssh_known_hosts File
RemoteHost <copied entry>

B 2t SAS0|N Hot 4 R4 TRlofs TS $20| E3telof AL

## /etc/ssh/ssh_config
HostBasedAuthentication yes
#

## /etc/ssh/sshd_config
HostBasedAuthentication yes
IgnoreRhosts no

B Z} SAEOQ|A shosts.equiv I UO|= CHE S AE0| Ofg &=0] Z8te|0] QGLIC

## /etc/ssh/shosts.equiv on machine2
machinel

## /etc/ssh/shosts.equiv on machinel
machine2

m ZSAEQ| 2| 7= Ct2 SAEQ| /etc/ssh/ssh_known hosts IFAO]| Q&L|CH,

## /etc/ssh/ssh_known_hosts on machine2
. machinel

## /etc/ssh/ssh_known_hosts on machinel
. machine2
B ARBAL= &£ SAE 250 st A-S ZHLUCH oS S0, ALEA} John Doed| CH3H
ChE &7t LIEHRLIC.

## /etc/passwd on machinel
jdoe:x:3111:10:J Doe:/home/jdoe:/bin/sh

## /etc/passwd on machine2
jdoe:x:3111:10:J Doe:/home/jdoe:/bin/sh

Oracle Solaris 11.22] 20t & M|~ 22| - 2014'F 9



Al2fst7] 2o

Al2fst7] 2o

Holl M| BE LS PASH Y

HE Uue 2% HEJI A SAER WU 4 QEE BLCH A%0| RHUE0 BES
A I|SIEE EIHOR STELICH ORDIR|R AAZ0 M ZES X|HY 4 US

am- 5ot A WE WOl TCP AZ0| AFZEI0joF FLICT, Bot A2 ZE AL 9P
A C

Ct. AbA|SH LH % ‘Oracle Solaris 11.29| AF22} U T2 M|A EOF
MAI2

RE HYS 518515 dZ Mol Hot A HHS FdetLIct
/etc/ssh/sshd_config IFAO| A AllowTcpForwarding®| 22 yesZ BHATIL|CT

# Port forwarding
AllowTcpForwarding yes

ok 4 MH|AE CA| AlZHELICE,
remoteHost# svcadm restart network/ssh:default

2|& MH|A Zt2|of Chet ZFM|EE LIS “Oracle Solaris 11.22] A|AE! MH|A 22| 79| 1
&, “MHIA 2| 75 71 2 svcadm(1M) O w2 0| X & ZRSHUAIL.

remoteHost# /usr/bin/pgrep -1f sshd
1296 ssh -L 2001:remoteHost:23 remoteHost

=]
o

-

0] A&} M= /etc/ssh/sshd_config O}UQ| M
Ct Match E5 FQ| 7|9/ B2 Yz =22
Cifst o2l A|F LTt
solaris.admin.edit/etc/ssh/sshd config 28t S0{7} X| A=l 22|2040F SL|C 7| £
O root A3 = 0| H3HE0{7t YSLICH RM|TH LFE-E “Oracle Solaris 11.22] ALE2}
U T2 N A EOot ol “Z|HEl 2te| HTHAIE S ZRSHIAIL.

M2 2|3l /etc/ssh/sshd_config A2 HLICE


http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=SVSVFgmteb
http://www.oracle.com/pls/topic/lookup?ctx=E56343&id=SVSVFgmteb
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# pfedit /etc/ssh/sshd_config

2. 7|2 dEol2lo| CtE HOH A HYS ALESI=F AL8A}, A8, SLE E= 4
Lict.
Match E52 A% 44 S0 Bi=| &L T

2k - IOl 24 MIMof| EHAL 7|
sshd config(4) Oi=< m|O| X|

OIS S0, TCP S AEStEE 518514 S ABAIE US =& UASHICE T
M= public 1E2| AFEAL L 0|50] test2 A|2ISh= ARZAIFTCP HYE ALY &

LICt.

## sshd_config file
## Global settings

# Example (reflects default settings):

Host *
ForwardAgent no
ForwardX1l no
PubkeyAuthentication yes
PasswordAuthentication yes
FallBackToRsh no
UseRsh no
BatchMode no
CheckHostIP yes
StrictHostKeyChecking ask
EscapeChar ~
Match Group public
AllowTcpForwarding no
Match User test*
AllowTcpForwarding no

H H B R H R KR KR KR

Match 25 20| CHSE 2tM|Gt LI sshd config(4) Of+2 HIO|R|E ZRoHUA|L.

V¥V sftp IHAO]| CHSH ZH2| =l C|AER|S DtE= Hitd

[ [ e L

O] AXOoM= E3] sttp WSS ol S0l sftponly CIAER|E Y TILICH ALEALE
S HHER| 2RO e e CHEER|E & 4 SlEH .

A2t 2ol root SEHS QHOLOF BHL|CH ZFAM|TH LIS “Oracle Solaris 11.22] Af22} 4l &
7O “Z| P E e AT AL S ZRSHIAIR

1. EoH A MHoIA H2lE CIUEIE chroot BFO2 BHELCE

Oracle Solaris 11.22] 20t & M|~ 22| - 2014'F 9
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# groupadd sftp

# useradd -m -G sftp -s /bin/false sftponly

# chown root:root /export/home/sftponly

# mkdir /export/home/sftponly/WWW

# chown sftponly:staff /export/home/sftponly/WwWW

O] 40| /export/home/sftonly= root |42t HM|AE 4 Ql= ch
Ct. AL A0 A sftponly/www S+2| C|2UE2|0f Chist 27| MTHO| USLICE

H&SHM MM sftp 2E0f| LSt Match 222 3
18

/etc/ssh/sshd_config IO A sftp subsystem &
Cf.

# pfedit /etc/ssh/sshd_config

# sftp subsystem
#Subsystem sftp /usr/lib/ssh/sftp-server
Subsystem sftp internal-sftp

## Match Group for Subsystem

## At end of file, to follow all global options
Match Group sftp

ChrootDirectory %h

ForceCommand internal-sftp
AllowTcpForwarding no

& B+S AESIO] chroot 328 2| Y + UASLILE

n ClAE2[E A Z Lt
B su - QISE AMERIL| AHE 2} 0|58 A[FELCH.
B %% -% 7|2 O|AA 0| 2| L Ct,

S2HO|HEOM /0] SHIEA 2E5H=2] SHAFLICL
chroot 2F9| T}AUO| CHE 4= AFLICH.

root@client:~# ssh sftponly@server

This service allows sftp connections only.

Connection to server closed. No shell access, sftp is enforced.
root@client:~# sftp sftponly@server

sftp> pwd sftp access granted

Remote working directory: / chroot directory looks like root directory
sftp> 1s

Www local.cshrc local.login local.profile

sftp> get local.cshrc

Fetching /local.cshrc to local.cshrc

/local.cshrc 100% 166 0.2KB/s  00:00 user can read contents
sftp> put /etc/motd

Uploading /etc/motd to /motd

Couldn't get handle: Permission denied user cannot write to / directory
sftp> cd WWW



successful transfer

user can write to WWW directory
7t AlSE Ut

00:00

0.1KB/s
118 Jul 20 09:07 motd

118
10

100%
1 101

—

—

r--r-

Uploading /etc/motd to /WwWW/motd
sftp>

sftp> put /etc/motd
/etc/motd

sftp> 1s -1
-rw-
Of HoflM
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SO AoM ALEE SIH/702 7] 4 48 Y

Al2fst7] 2o

SAE 7|8 S0| FYEIASA (S AILE 2[R0 Z2l gLt

—

mySystem%s ssh-keygen -t rsa
Generating public/private rsa key pair.

OI7|M -te LD2IZ RYOR, rsa, dsa E rsa1YLICH,

7|2 Eue oo F=E A YELct

71242 Z RSA v2 7|5 LIEtL= O O|2 id rsa’t 2& Otof| EA|E!L|Ct Return 7| &
=2 0| ItUS MEASIAHL CHE Y 0| &2 Al3E 4= USUIC
Enter file in which to save the key (/home/username/.ssh/id rsa): <Press Return>

.pub ZAE S 712 7| OtY O|F0f| F7t5HH S7H 7|2] T 0| 50| At322 RS0 ZLL}

7|18 AFgote O LR SHASE YL
O 2= = 7lel 7|5 Y=elstes O AFEEULCE 8 252 AFESHA| = W0l E5L
Ct 22 = Y o BAIZ[R] E5H T
Enter passphrase (empty for no passphrase) <Type passphrase>
slolgoz 23ets S CAl YL
Enter same passphrase again: <Type passphrase>
Your identification has been saved in /home/username/.ssh/id_rsa.
Your public key has been saved in /home/username/.ssh/id_rsa.pub.
The key fingerprint is:
Qe:fb:3d:57:71:73:bf:58:b8:eb:f3:a3:aa:df:e@:d1 username@my
System
7| ool F=27t SHHEA| &ttt
% 1s ~/.ssh
id_rsa
id rsa.pub
O] A0 M= S71/712! 7| H0| 2HS O A UASLICE
HIE9T0| 915 Yo w2t Y13 FMS ALSSI0 Y7 SAE0| 2a0uLICH

B 2227t SAE J|WQISE YT FR R SAEQ| FI 7|5 HH SAE0 FAb
sflof & &% laLct,
OfA| %7—‘! SAEQ| 2008 4= UGLC AtMISH LHE2 20 AS ARESHo {4 =
LA E0| 21015k= EY [21]5

o
rok

F o dS2Al §lo] ChS B3-S YA LI



Eor A 7HQl 7o) thit 23 = #HE YH

% cat /etc/ssh/ssh_host_dsa_key.pub | ssh RemoteHost \
‘cat >> ~./ssh/known_hosts && echo "Host key copied"'

b. TE2OEJ} HAIE|H 2701 452 HZH|C},

Enter password: <Type password>

Host key copied

%

B AO|EOIM 371 7|5 S8t AF82} S-S ME5ts 2% 8 S2E0N
authorized_keys I}U-2 Z{-SL|C},

a. 378 AH =LE0| SALEL T
o Hof| HiseAl glo] B8 BES YT L.

mySystem% cat $HOME/.ssh/id_rsa.pub | ssh myRemoteHost \
‘cat >> .ssh/authorized_keys && echo "Key copied"'

I}UO| EALE|H "Key copied” HIA| |7t EA|ElL|C},

b. TE2OEJI BAIE|H 219 UASE A2FHL|C,
Enter password: Type login password
Key copied
mySystemss

I
HotHoM e ZELES Z0|= YUY [22]2 ZZESH A2, AtM|gt &2 ssh-
L b
=

CHs BFOIME= 712l 7(0f CHEt oIS YA B3 =S HEYLICH AME LHE2 ssh-

[}

o
keygen(1) O+ H0|A| & RSHYAIL.

YUBS MBI

-p S AHESIY ssh-keygen FE S Y5t TEZEO| SHRLICH

]
< Mo

mySystem% ssh-keygen -p
Enter file which contains the private key

(/home/username/.ssh/id rsa): <Press Return>
Enter passphrase

(empty for no passphrase): <Type passphrase>
Enter same passphrase again: <Type passphrase>

20 Oracle Solaris 11.22] 20t & M|~ 22| - 2014'F 9


http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN1ssh-agent-1
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN1ssh-agent-1
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN1ssh-add-1
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN1ssh-keygen-1
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN1ssh-keygen-1

O7|M -pE 72 7| Yo EYUZ HES 2 FLICHL

ssh 32 Y2ASID Y BAEC 08 Y 2112 AFFLICH

mySystem%s ssh myRemoteHost -1 username

DEDEJL BAR|H HH SAE 7|9 M2 dS SQlst|ct,
=T

=]
=210

YA SAEQ| AMEMS

The authenticity of host 'myRemoteHost' can't be established.
RSA key fingerprint in md5 is: 04:9f:bd:fc:3d:3e:d2:e7:49:fd:6e:18:4f:9c:26
Are you sure you want to continue connecting(yes/no)?

YUMo 2 O ZEDEE | SAEQ ofgt 27| HZEO| EA[E LG,

m 7 5AE0| Ny
HAl2.

mjo
jor
0
-O'l_l

o
s 3

4o
]
mjru
(1]
Ju
o
[
:

Are you sure you want to continue connecting(yes/no)? no

2| Rt M setc/ssh/ssh_known hosts IHUZ IG|O|EELICEH YH0|EE
ssh_known hosts I} 0| ZEXETJI HA|Z|R] U= LY

B §7 SAEQ| N2IMS OIS 39 DRI S0 ST CHS EIE AL LI

Are you sure you want to continue connecting(yes/no)? yes

O Mof| CHal Af4S AS e CL

a. DLELEJ} HA|E|H 2YASE Y2ishct,
Enter passphrase for key '/home/username/.ssh/id_rsa': <Type passphrase>

b. TEOEJ} BA|E|H AA 52 Qla4sh|c},
username@myRemoteHost's password: <Type password>
Last login: Wed Sep 7 09:07:49 2011 from myLocalHost
Oracle Corporation Sun0S 5.11 September 2011
myRemoteHost%
= [=} ==

U7 SAEOM EMYMG LB

2 FHO| Y=oy, #4let SHO| = etE LT

28 22| 2tof|A| 225t

21



22

o

1-2

HRE|H exitS YHSHAHLE LU A = LY

o
>
00
oot
T
o

myRemoteHost% exit

myRemoteHost% logout

Connection to myRemoteHost closed
mySystemss

O] Of[0i[A] jdoes & A|AEI 250|AM 27| AHEAH0| Software Installation #ot =
oHUO| | FELICH jdoe= ¥ A|ARIO|A I47| 2| 22| At GUIE AtEsta{ 1 §L|Ct,
X11Forwarding 7| E2| 7|2740| A& yesO| 1 xauth TH7 | 2|7} 2/ Z A|AEI0| M| €lL|C},

% ssh -1 jdoe -X myRemoteHost

jdoe@myRemoteHost's password: passvvonj

Last login: Wed Sep 7 09:07:49 2011 from myLocalHost
Oracle Corporation Sun0S 5.11 September 2011
myRemoteHost% packagemanager &

ASL U ABE QUG YD O M2 ALBSIE ZD O0|UE T2 AIRE 4 UL
|Ch SAEDIC} AH0| TI2 23S Mo st 7|2 27K

WO FL TS B0 MY (2t £5O02 HO|HE LIRS AIZHE 4

>
£
o

Olo]ME CI2S Al2fgt|ct.

mySystem%s eval “ssh-agent’
Agent pid 9892

Of|0] M E B2 0| AlRtE|A=A] UL Ct,

mySystem% pgrep ssh-agent
9892

Oflo]HE tf|2oj 712! 7|15 F7tElLIct.

mySystem%s ssh-add

Enter passphrase for /home/username/.ssh/id_rsa: <Type passphrase>
Identity added: /home/username/.ssh/id_rsa(/home/username/.ssh/id_rsa)
mySystemss

Oracle Solaris 11.22] 20t & M|~ 22| - 2014'F 9
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Al2fst7] o

mySystem%s ssh myRemoteHost -1 username

cdYE TEIEJ HA|L[A] b5 L T
ssh-add M At

0| OOl A= jdoe7t O O|HE 20| 5 HO| 7|2 ZIFBILICE -L S40| Cl20f HAE 2
£ 7|2 L5He O] AFBELCH MM £ Al -0 8410] 00U E G204 2E 7|2 A
Ste o AL2ELict,

myLocalHost% ssh-agent

mySystem% ssh-add

Enter passphrase for /home/jdoe/.ssh/id_rsa: <Type passphrase>
Identity added: /home/jdoe/.ssh/id rsa(/home/jdoe/.ssh/id rsa)
mySystem% ssh-add /home/jdoe/.ssh/id_dsa

Enter passphrase for /home/jdoe/.ssh/id_dsa: <Type passphrase>
Identity added:

/home/jdoe/.ssh/id_dsa(/home/jdoe/.ssh/id_dsa)

mySystem% ssh-add -1

md5 1024 Qe:fb:3d:53:71:77:bf:57:b8:eb:f7:a7:aa:df:e0:d1l
/home/jdoe/.ssh/id_rsa(RSA)

md5 1024 cl:d3:21:5e:40:60:¢c5:73:d8:87:09:3a:fa:5f:32:53
/home/jdoe/.ssh/id_dsa(DSA)

User conducts Oracle Solaris Secure Shell transactions
myLocalHost% ssh-add -D
Identity removed:

/home/jdoe/.ssh/id rsa(/home/jdoe/.ssh/id rsa.pub)
/home/jdoe/.ssh/id_dsa(DSA)

=t M AFE3I0| ZFSE RO Telsts WY

o
[
=1

= —
2|2 Y 4 U= AFEAE ‘EFS LIEP.

-

JIEHOE oot AE =t 0] 202 2018 £ YU a7 22 6 N
Aglo] A0 ZFS 2 G0|E|S ELh X1} 22 223 A2l 2oF 42 ALBJELT
ZFS =2

O] Z2{0|M root Heh= ¥

[l

2
A

SrLICt ZtM[St L2 “Oracle Solaris 11.22] AF2AF L T2 A E Ot
"ol “Z|JEl Ze| HTHALR"S JRSHUAL.

T AAE REOAM ARZAEE BHSLIC

=
O|€ S04, zfsroot AFEAIE CtE1 (S E A|SL T}

source # useradd -c "Remote ZFS Administrator" -u 1201 -d /home/zfsroot zfsroot

13, 222 ALE(HY) 23
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E310] ZFSE #F22 #2|5t= YH

source # passwd zfsroot
Enter password:

Retype password:

#

dest # useradd -c "Remote ZFS Administrator" -u 1201 -d /home/zfsroot zfsroot
dest # passwd zfsroot

zfsroot AFEAtE & A|2B-0M 25 S Lot H2|=|0{0F gL Tt

2. HOHA QIS0 CHEt AFEAL 7| A4S AELC
7| g2 A4 AAHO| SO{YLICH O3 & S 717t B A[LR0|A zfsroot AHEALO|
AL
a. 7|43 ‘44511 0|F id_migrate IO HYZ|EfLICE,

# ssh-keygen -t rsa -P "" -f ~/id_migrate

Generating public/private rsa key pair.

Your identification has been saved in /root/id_migrate.
Your public key has been saved in /root/id_migrate.pub.

The key fingerprint is:
3c:7f:40:ef:ec:63:95:b9:23:a2:72:d5:ea:d1:61:f0 root@source

b. 7|42 TE FES Y A2 2L,

# scp ~/id_migrate.pub zfsroot@dest:

The authenticity of host 'dest (10.134.76.126)' can't be established.

RSA key fingerprint is 44:37:ab:4e:b7:2f:2f:b8:5f:98:9d:e9:ed:6d:46:80.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'dest,10.134.76.126' (RSA) to the list of known hosts.

Password:
id migrate.pub 100% |*****************************| 399 00:00

3. S A28 ZT0fA ZFS mHY 22| st Z2OMAS 2fsrootOf| 2| HELICE

source # usermod -P +'ZFS File System Management' -S files zfsroot

dest # usermod -P +'ZFS File System Management' -S files zfsroot
4. CHAR AlAGHOl 3t T2MHA0| 2| HE|HER| BOISH|CE

dest # profiles zfsroot

zfsroot:

ZFS File System Management

Basic Solaris User
All

5. CHAM AJARIOM 7| 42| 38 K22 HE /home/zfsroot/.ssh C|HE2|2 0| S L Ct,
root@dest # su - zfsroot

Oracle Corporation Sun0S 5.11 11.1 May 2012
zfsroot@dest $ mkdir -m 700 .ssh

24 Oracle Solaris 11.22] 20t & M|~ 22| - 2014'F 9
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zfsroot@dest $ cat id_migrate.pub >> .ssh/authorized_keys
0| 2E5h=A] &g ct.

root@source# ssh -1 zfsroot -i ~/id_migrate dest \
pfexec /usr/sbin/zfs snapshot zones@test
root@source# ssh -1 zfsroot -i ~/id_migrate dest \
pfexec /usr/sbin/zfs destroy zones@test

(SH) 2942 S0 GO|EIE SAIE = Y= &gt
root@source# zfs snapshot -r rpool/zones@migrate-all

root@source# zfs send -rc rpool/zones@migrate-all | \

ssh -1 zfsroot -i ~/id_migrate dest pfexec /usr/sbin/zfs recv -F zones

(&) ZFS #2|E 2l zfsroot HIY S ALY 4= U= 7I5E A7 ELICE

root@dest# usermod -P -'ZFS File System Management' zfsroot

root@dest# su - zfsroot

zfsroot@dest# cp .ssh/authorized_keys .ssh/authorized_keys.bak

zfsroot@dest# grep -v root@source .ssh/authorized_keys.bak> .ssh/authorized_keys

EZ REJAA SAEQ MY =E A HY + UL 270 2HSO| ZES 24 G
JIst=E 2o 2 SYEULE Eot A2 S Salf O] ZEOM dH SAEZ29] HZO| 4
GEUCE oIS S0, IMAP4AS ALESIY HAH22 WAt B S 27| floh £E 1438 A
g USLIC ORIV Z2 AASOME ZES A FY + ASLICH

LE HYS AMESH{H 22|07t AA 2ot A MB{O|M ZE M-S AFE22 DYFO{0F
SLICH AMIE LI 2 2o oM ZE HES Fd5k= Y [15]8 ZRSHAI=.

27 HEO|M R HER G 2 TEO|M Y2 ZES Kol ZE Mg MY

A2 NG 24 OIS

9 Y% ZES ZYBL

B AH EEOM 2o SIS +AUSHEE 22 ZES 451U £ ZES 2| YELICt
= 2% A Ct

L4

B 2 EEO|N HOt AHS SAISIES U BES YN £ RES AYBLIG
AZ SN 44 Of|5te ¥ BES AHFLICH E3 SNS ULs 2H SAE
o 22 EES A

mySystem%s ssh -R remotePort:localhost:localPort



Efo OloME 22 ZE MIS AMESIO | F B0 A 2E45HA o
HE 20 Lo

m
@

myLocalHost% ssh -L 9143:myRemoteHost:143 myRemoteHost

0] HHE2 myLocalHostl| ILE 91430|A] ILE 14322 HZAS HYTHL|CH ZLE 1432
myRemoteHost2| IMAP v2 ME| LEQIL|C} Y S8 T2 )2HZ AlGHSH ALE A=
localhost:91430{| M 2{& IMAP AH0|| St 24 ZE HS S 2| Z&L|C},

of 15 9§ EE LS ALSSH0] B QIROIH S4I

7| Bl AFEAY} 2| R HEQA9| SAEO|M S|AL HEH LIRS SAE
2 HEAS UEY + A= YEE B0 SLCL

myLocalHost% ssh -R 9022:myLocalHost:22myOutsideHost

0| HH 2 myOutsideHostl| ILE 90220 A 2Z SAEQ| ILE 22 sshd AMHZE HEAS G
3FL1E+
= .

myOutsideHost% ssh -p 9022 localhost
myLocalHost%

CHe H20IM= scp HHE
SUCL 2Z SAE} JAH SAE 7
UEGLIE scp FE2 AS ZELES

=2
A2 A28 22| 70| *scp YBS AS

U XS T2 M3 ALY 5 USLICH AAMEH LIE2 sftp(1) Oy
s & AMAIR. 0= 0 1-6. “sftp @& AR A| ZE 2|&” 2 “Oracle Solaris
A AAE T.:FE'—I 70| “@IA A|AHI0| 291510 THY %Af(sftp)”o RS2,

43 - ZA MBIAE ft DA 2HAZ E5f sttp M ZAFT & USLICE scpo

b '
B YAt MB| A= ssh ME0|| CHet HMA L ZS=2E ZANE = ASLICEH 2MIS LIES
“Oracle Solaris 11.22] ZtAF 22| 72| “FTP X SFTP It H &S A= YH"S 225tt

1. HOLEAIIXZaMg A|RFEHL|C}
A O, HH Uiyl AHEAL O & tid BRI ER|E A E-LICH
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ks

Yol 90| A Chgt 7| HOH 4 A1 MY WY

o

1-6

mySystems scp myfile.1 username@myRemoteHost:~

ZEmes} BAEY SUSE HBHLC

Enter passphrase for key '/home/username/.ssh/id_rsa': <Type passphrase>
myfile.1 25% | HodkRdokck | 640 KB 0:20 ETA
myfile.1l

=4O FHA S0 Al H2 2L Y= S Yot 2 4&0| AU L. &2t 20
2isH Atgto| HA|EL|CY,

E EEERN
H
ne
E
=
Hr Ao

sftp Y AFE Al ZE X|H
O] oiM= ALEAZE sttp BH 2 EZY XES AFESHH 1 FLICH AFE A= -0 SHAE At
8ot0] ZEE X gt

%

s sftp -0 port=2222 guest@RemoteFileServer

Hlo Ho| AE ° O Al 2 A d
ol Q|F o] SAEQ| Clot 7|2 HOt A A A4 b
EH
=]
Hot A3 AHSot0] Yot LR SAEO|A Yot I—‘?'—QI SAEZ A 4Eg U
SLICE O] 22 st H 7 THUOM = BHE P22 ssh0f Tt TEA| HY
2 A YLC Y= P20 1-7. 2t 2 FY %Oﬂ M ot Q20| SAEN HES
ZRSHHAIR

Qlo] 7ot 4 Mt ~/.ssh/configE S3ll ssh &= 2FS AFEAF Fo|5HAL &te| +

ox =

o /etc/ssh/ssh_conf199| MAS AR 4 Q& LT}

T 7RO ZEA| HHOZ TIUS ALEAL Holg 4= USLICE
= HTTP S Z0i| AFBE|0Y, LITHZ| StLt=
ssh_config(4) Of=¥ HO| A& 2tRHIAIL,

T8 TUoM ZEA| HY L SAES 2|FeL.

L &2 AR50 TR0 et WS 02 7§ =L ct.

[Host outside-host]
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Yol 2 FO SAEQ CEt 7|2 Bt A ZE 4

oX

=13
odg

ProxyCommand proxy-command [-h proxy-server] \
[-p proxy-port] outside-host|%sh outside-port|%p

Host outside-host

YYUZO|H U2 SAE 0|50 YYE P T2A| YY 2|HS AAHAR A5y

hl — — g
Ct. outside-host0]| AL EFIES AESIH LT SAEN ZEA| A AH0| 4EE
L{Ct.
proxy-command
ZIIEM D=|E4° 2|7-I|:’ ||_‘_r
FHE2 O3S S 5t 4= USHIC
m HTTP ¥Z&9| AL /usr/lib/ssh/ssh-http-proxy-connect
m SOCKSS5 HZ9| AL /usr/lib/ssh/ssh-socks5-proxy-connect
-h proxy-server & -p proxy-port
SS B4 242 DEA| Mol T2A| RES XHFLICH YUS 39 TEAlE T
ZA M 2 T2A| LEE R H5H= &F H4(0f: HTTPPROXY, HTTPPROXYPORT

A
T

SOCKS5_PORT, SOCKS5 SERVER 2! http proxy)ZS CHA|ELICE http proxy H4= URLS
k=)

AZELICE SH0| S 48 P2 2l 87 B4 8 Lsor BLICL AMe U8
2 ssh-socks5-proxy-connect(1) 2 ssh-http-proxy-connect(1) Oi=< 1|
0| & 25t Al2.

outside-host
AEY EY SAES 2FULCH BHENM SAES Y5 H %h THA| Q15 At
235 c}

o-g

outside-port

HEY EY ZES AYYLILH YISOM ZES 7\IZ* F24 2 p ChA| QA4S AFEE
L|C}. Host outside-host &S AEotA| 210 %h L %pE A[YSH ssh HO| ==

CHOtCt S AE Q140 ZEA| HHO| 31%% LIC}.
2. 9IF SAEZ 230 2ot AS AAlgtL|Ct
0| =% L3t 25Ut
mySystem%s ssh myOutsideHost
O] HH2 71 74 THAOH| A myoutsideHostOf| |ZHﬁF LEA BE 21dE dMgU . A

S 22 2 912 2O WS A|A 2210 A I}Y /etc/ssh/ssh_config Of A ZHELICH,
ssh 0| T2 A| Ao Z Chy gLt

o 1-7 EoHd FYI0UM Yoty 2|F ol SAE0| HE

T LU M ZEA| BES [ Y5ts YY2 Loty 2|29 SAEQ| Le 7|2 2ot & o
2 2 48 [27]0M 2B EU L. Of 01|01I M ssh BESOM ZEA| HHO| A HE
LICt.
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ks

Yol 90| A Chgt 7| HOH 4 A1 MY WY

% ssh -o'Proxycommand=/usr/lib/ssh/ssh-http-proxy-connect \
-h myProxyServer -p 8080 myOutsideHost 22' myOQutsideHost

ssh FHO|| Cfst -o S BHEO0|M ZEA| BHPS 2| Yot= Y-S AZELCE O] o2
FIP2 LS YL

B sshS HTTP Z2A| P2 thA| g ct,

B ZE 3080 2 myProxyServerS ZTEA| MHZE A2 EHL|CT

B myOutsideHostQ| L E 220{ HATL|C}

13, 222 ALE(HY) 29
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0| Z0j A& Oracle Solaris £t 4l 7|520| 74 M| ths MYt CHe F=2S CHEL
Cf.

“HOH Aol Z240|AUE LU M 1497 [33]
Ot A0l 719 =" [34]
‘HOH Aol Y SAE R 2| [38]

H B B B B B
i

9
rE

PHO 2 EOoF A G2 (sshd)2 FE Al HIEZ MB|ATFA|2FE [ A[2FELILE Bl22
CO[AEZRE{Q| HAS 4 CHZ|FLICEH 20F & ME2 AL}t ssh, scp L£= sftp
S Sl U A|ZELCE A sshd B2 2f 41 AZ0| tish ZI UL E3 & G2
=3}, 01, ¥ 2 & S2t0|AEL}o| G|OJE] Bts 22| §L|Ct. Of={8t
Sc0|AES 4 Y & M S 719 Y2 ZY LN YIS e 4
= L7 Ct

P22 QISE[00F BfL|Ct. S0 HStH AFZAL7}

O} AMlo E
2ok Aol Ml 54
sshd CI20| MHZ S /etc/ssh/sshd_config TF0| 7|9/ Ao HolEL|ch, o
£ S0f, sshd_config TFAU2 AHI0] TS M AT} B BEIE 015 RES HOIBLICE ssha
o0l AIE 2P BYZ SHO2E MHIS SAS Aol & YBLIC

SC0|AES S22 ChZ 24 &2l0l Tt 208 & 7|/== Ao LT
4

L

J

A

—

m FI=S

0o
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B AREARS| 14 Y ~/.ssh/config

m A|AR RO 14 MY /etc/ssh/ssh_config

o€ 50, AF2At= BHZ20|A -c aes256-ctr,aes128-ctr,arcfours Z| 4510 aes128-
ctr2Ct RMS= A|AE 2HA 9| 717 ciphers S-S CAE 4= ASLICH 22T 2dHAY
&S aes256-ctrO| SMEHL|CY

HT
0
ux
1o
ro
ON
0
Al
EJ
rtol

z

AFRHEAE O1Z U AH| BAE QIZS YUBILICH
5t 7|7 MEHELICH 20t M2 Chost 012 U 5| met
4 ARBHRILICE 220[9IE 0I5 WAle B oF 4

I.

12

F

mjo I-IH%J
HT
U
Bhrio
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rz |H
40
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oo
fol

r
o
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m
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T rlo
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ne J
i
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fol
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=
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40
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ro
OIN
=
AN
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rr
ne
rc
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o

ol
A
rok
H
0
x
o
>
0
By
o]

J
==

— =L
| 5HL|CEH 7= RSA = DSAY

| Diffie-Hellman 7| &toz 2
b STt

o g ro

oo oN

>

|-|_|O

=

zo M
>
ol

20N o

ha
o\
4
ro

ro
oN o

=

|-O
)
0x

n

il

o
>

(o]
AN

2ot MoflA GSS A2 2% 21S

HOotMIoj|M 2130f| GSS-APIE AtES
O|AHEO0|| GSS-API ZHA| 2t 2}H ZHO
M-S E Lt

™ MB{0| GSS-API 012} 1A SHO| 0 St
| A0{OF &L|C}. mech dh ! mech krb50f| CHEH 2|4 0]

mech_dh2| A root”| keylogin HHS AHHO M AHOf| GSS-API A4H SHO| Y= A
olL|ct
= .

mech_krb52| B MHO|| SliEote= TAE FA[Q| /etc/krb5/krb5. keytabOf| R 2ot &=0|
A2 MH{0| GSS-API Q12 2tA SYHO| U= ZAYL|C

7
S 3 StLVE 22 E B 220U E0 mech_dhof| CHEE 7HA|ZF 24H SHO| U= AYL
Ct.

=
[S)
E

B keylogin B20| Haigl HS
B pam_dhkeys 25O0| pam.conf IIUO|M AR E AL

Chs S othivt 2=E 7 St0IUE0] mech_krbsOfl Eigt ZHA[ZE 24 SFO| U
LT}

rir
N
°

m kinit YHO| HHE FR
B pam krb5 2-=0| pam.conf OFAO A A2 E HR

HOt RPCO||AM mech dhE AFESH= G| CHst AHAM|SH L2 “Oracle Solaris 11.29]
Kerberos & 7|E} Q15 MH[A 22| 72 10 &, “HERIT AMH|A QIS 7472 2ERotA|
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2 mech _krb5 AFZO]| CiSH ZLM|TE LHE2 “Oracle Solaris 11.22| Kerberos & 7|Et Q1=
MH|A 22| 72f 2 &, “Kerberos AMH|A FE"E 2tRstA|2. &HAl0f| CiEt ZWI&F e
mech(4) & mech_spnego(5) Of+& H|O|R|E ZRSHUAIL.

o

OII

-

Mo 24 AISH Ol =
Hotdo| 3 4 2 o|ojg] A
US0| 2= Arﬂlr PEtdo2 A2 2Ysh L FYS dAlsto] 2oF A3 AFEE
7 AFLIEH AFEALE ssh BE S Sall 23S YT & ASLILL 0| S0, At
TTYE st X1 1 HE L= TCP/IP HES PETHHL EoF HAZ Salf ssh-agent
S Z2UZS MELR 4Y5t= 242 44T - AUt
7|24 ARZA ME Y 4= g3 Z2EUCH
1. ABAPEME RES AlRfete 2 = HE AdS 24Tt

O] 2E0 M= H|O|E{7t 22t0|AEZ EO|ES ol d& = SAEULTE MBHE0AM

= ClIOJE{7t & == TS Soll dS Lt

r

2. GOJ&] M&0| A=EH ALZA 22240 SE2FLICH
3. 7|2 dZE AQstn 2E X11 WY L TCP/IP 0| St 7|2 X11 dZ &
TCP/IP HE2 2 HEIZ FAIFLICE
4. MB7} 2ei0|UER S& HEf OIAIZ S EYLICH 2l EI2 RAISAE dEe £
E S 2 HZ0| siA|=|H S2H0|AET} MHOf| Ciet AZS siAgUC QA &8 2
2to I_—7f%—§5"~|5f.

Eot AN B2 44 T2 AHofgU L 4 THE2 FP=2Q 10 2l £

o — o _jl\_
T22 A E + ASHICL

ot Mo| 22L0|oHE 7

0| A9 O M A0 S2O[RIES SAS AAL XH2IO| T THY Jetc/ssh/
ssh conflgi X1|015' LIC}. ssh_config OS] M2 AFEAtO| A M ~/.ssh/config2

) Tl l2
CHAIE 2 QUSLICH AP AP HHZOIM & 24 TIAS ChxE 45 QaUct

=2 T My T oo
MHE{Q| /etc/ssh/sshd config OFQ A0 W2t ME{7} 5| 25t= E20|HE '4O| A
LG M 79 28 SE2 "2 49| 7|/E” [34] 2 HRSHYAI2. AMet WE
sshd config(4) Of%2 O[22 2t25HAIA|2.
22H0|AUE 779 THYUQ| 7|9 E= "2t 9| 7[RIE” [34]01| M LHEELICE 7|9 =0
712201 UZ BF U0l ASELICE 0] 7| =0 tisiM= ssh(1), scp(1), sftp(1) &
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L]

34

o} Mio

- =2—

Oracle Solaris 11.22| EOF 4l M| A 2t2| -«

ssh_config(4) O+ HO|X|Of| M [M|S| SYELICH F24e 7|UE S5 L S5 3
2HZ O3s B 2-5. “EOH Al 7|0 Chet BHUZE 51272 2ERFHAIA

Ot Mo| At} 7Y

MIEL| ME =

0|'O

EM4E /etc/ssh/sshd_config TFUZ AH|O{EL|CE MB 714 THUQ

5’|T_‘— ‘HOF A9 7|9 =7 [34]0| M LIZEUICE 7IHE0H 71 2210] UAS 87 20l

AlSE LI 7[AE0] THet
2.

| 7I9=

Chs BoM= 7|/E 2 sl 72
AIELIC 220|olE0] 225 = 7|9s

ALMer LHE2

sshd config(4) OH=<

0| A|

2oty Al

(S 7)) UEYLILH 7|/Es GEAC=E &

= ssh_config O}QUO| RO, AHO| HEE|= 7|

2/E = sshd_config IFO|| OI’\I_|I___f EOUOIM MAEE = 7|1/ EE QESLICH v Z2E
22 4 2ol Dok 4 Auiel 7|9SE BAIELICH
B2 2ot T4 Thle) 7l9ls
7IM= ey A3
AllowGroups MY
AllowTcpForwarding yes MY
AllowUsers AMH
AuthorizedKeysFile ~/.ssh/authorized keys SE|
Banner /etc/issue MY
Batchmode no ZS20|¢HE
BindAddress Z20|¢HE
CheckHostIP yes %E}O|0,_1§
ChrootDirectory no ISL|
Cipher blowfish, 3des 220|%E
Ciphers aes128-ctr, aesl28-cbc, 3des-cbc, e
blowfish-cbc, arcfour
ClearAllForwardings no 2210|AE
ClientAliveCountMax 3 MH
ClientAliveInterval 0 MY
Compression no oE
CompressionLevel 20|21 E
ConnectionAttempts 1 S210|AHE
ConnectTimeout A|AETCP A2t 21} Z20|HE

20144 9¥
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HE1= 7123 Szl
DenyGroups MH
DenyUsers AMH
DisableBanner no 220|AHE
DynamicForward S210|AUE
EscapeChar ~ Sz0|¢E
FallBackToRsh no 22i0[AHE
ForwardAgent no S210|AHE
ForwardX11l no S210|AHE
ForwardX11Trusted yes 220|AHE
GatewayPorts no D&
GlobalKnownHostsFile /etc/ssh/ssh_known_hosts S20|HE
GSSAPIAuthentication yes 2%
GSSAPIDelegateCredentials no S210|AUE
GSSAPIKeyExchange yes o
GSSAPIStoreDelegateCredentials yes MY
HashKnownHosts no S210|AHE
Host * ZtMISt LB 2 “20ot Ao SAE EF O 32t0|¢IE

7 [37]8 FZ2SHAR
HostbasedAuthentication no 2%
HostbasedUsesNameF romPacketOnly no S|
HostKey (v1) /etc/ssh/ssh_host key MY
HostKey (v2) /etc/ssh/host_rsa_key, /etc/ssh/host dsa_  A{H{

key
HostKeyAlgorithms ssh-rsa, ssh-dss 2210|%E
HostKeyAlias Sz0|¢E
HostName 220|AHE
IdentityFile ~/.ssh/id dsa, ~/.ssh/id rsa S20|HE
IgnoreIfUnknown 2210|AHE
IgnoreRhosts yes MY
IgnoreUserKnownHosts yes A
KbdInteractiveAuthentication yes o
KeepAlive yes 2%
KeyRegenerationInterval 3600 (seconds) A
ListenAddress A
LocalForward 220|AHE
LoginGraceTime 120 (seconds) AMH
LogLevel info e
LookupClientHostnames yes MY
MACs hmac-shal-*, hmac-md5-* & hmac-sha2-*» & 2&F

12z

2% Hor A 2tz 35
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7I19E 712 Szl

Match At
MaxStartups 10:30:60 AMH
NoHostAuthenticationForLocalHost no Z20|¢HE
NumberOfPasswordPrompts 3 20|21 E
PAMServiceName AMH
PAMServicePrefix MY
PasswordAuthentication yes D&
PermitEmptyPasswords no AMH
PermitRootLogin no MY
PermitUserEnvironment no MY
PidFile /system/volatile/sshd.pid AMH

Port 22 o=
PreferredAuthentications hostbased, publickey, keyboard- S20|HE

interactive,passwor

PreUserauthHook AMH
PrintLastLog yes MY
PrintMotd no M
Protocol 2,1 o=
ProxyCommand Z20|¢HE
PubkeyAuthentication yes D&
RekeylLimit 1G~4G S20|¢E
RemoteForward Z20|¢HE
RhostsAuthentication no MH, v1
RhostsRSAAuthentication no MY, v1
RSAAuthentication no MY, v1
ServerAliveCountMax 3 S20|HE
ServerAlivelInterval 0 2210|AHE
ServerKeyBits 512~768 MY, v1
StrictHostKeyChecking ask S210|AUE
StrictModes yes AMH
Subsystem sftp /usr/lib/ssh/sftp-server MY
SyslogFacility auth S|
UseFIPS140 no o=
UseOpenSSLEngine yes 2%
UsePrivilegedPort no D&

User S20|HE
UserKnownHostsFile ~/.ssh/known_hosts Z20|¢HE
UseRsh no 20| E
VerifyReverseMapping no AMH
X11DisplayOffset 10 MY
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718= 712% Szl
X11Forwarding yes MY
X11lUselLocalHost yes AMH
XAuthLocation /usr/bin/xauth =

M2 OE 22 SAE0|s T2 Eot A EY S 2| Yot= A0| FEY & JSLCE &2
A= Host 7|91 E2 TIHYUQ| &t=8 115355t

Of7HRH 4 MIEE /etc/ssh/ssh_config IFUO]
IE AR AIBAP A S EH SAEQ 2

G LERTE F- R

sshd_config O}AUO|| Ct2 HOM Al 7|2Vt MAZ|R| %42 AL /etc/default/login IFA 0|
M &5t 52| 4t 7t S L.

/etc/default/login2| SH=2 sshd_config?| 7|Q|E & 7t

CONSOLE=* PermitRootLogin=without-password

#CONSOLE=* PermitRootLogin=yes

PASSREQ=YES PermitEmptyPasswords=no

PASSREQ=NO PermitEmptyPasswords=yes

#PASSREQ PermitEmptyPasswords=no

TIMEOUT=seconds LoginGraceTime=seconds

#TIMEOUT LoginGraceTime=120

RETRIES 2! SYSLOG FAILED LOGINS password & keyboard-interactive Q1= BIHO|OH HEEIL|C

AME2H 2701 Aol 27|35t ATZEO|M Bt Hart YT sshd BI20 s 40| AHE
gL} Hpot Y| 22 l20f 7|220] ARZE U T

Lo— - — HA =]

TIMEZONE Tz 2hF HLo| 4 E Ao FLCH HYE(R| 2 S TIE0| Al3E
A2 M sshd H|=0f| Tz 2£0] AHE-ELIC}.
ALTSHELL SHELL Bt3 W0 4H S A|ORfL|Ct. 7| 22f2 ALTSHELL=YESO| O,

O B sshd Hl=0f| ALt 42| 7f0] At LT}, ALTSHELL=NO®! &
< SHELL 20| HE =R 5Lt

pa PATH 817 140 A HOIBHLITH 20| MR 4 22 7|2
2= /usr/binQL|C},



SUPATH rootOf| Ci{St PATH 2HE B0 Y-S A0 LICH Zf0| Y| ei2
A2 712 HA2+& /usr/sbin:/usr/bin@®L|C},

AtMISE LHE=2 login(1) & sshd(1M) Ol TO[R| S 22 AIL.

Kol Mlo] otgiz2] SAE 23| T

CIE SAEQ} OtMGIH EAIGHOF S 2t & A
Ihofl= ME 2] S7H 7|7f AE=[0f R0{0
ssh_known_hosts IS AUGHO|ES 4~ QU
S AFR3RA| O 20| 2&LCH
/etc/ssh/ssh_known hosts I} 2 Ct2up ZH0| O HhAlo 20t B X 5{OF &L Ct

o
m HOFHZ(O: 2ot Al IPsec £ LHRI Al2|eh £~ Q= A|AEIQ| KerberossHE! ftp)
S S5 Hjm

EQ| 2Z4 SAE /etc/ssh/ssh known hosts
Lt A3 EE AFESHY /etc/ssh/
o

Fel
A ATFET 2 B0 20| =222 0] Y

B A|AE] M| A| B
227 BAHA ZIH 7|5 known_hosts OO AR15H0 HMA HEHS FE 4+ Je 7t
532 210H2{™ ssh_known_hosts I}AUQ| {2l L2[S 4 Qe AAE AFESHOF & L|CH
ssh_known_hosts I}US M| S HEE 4 USLICH LISO0f scp HHS AtESH= A3 EE
£ Eolf 24 HAS AL & USLICE
OF M ol

HOor Al mf
Ot HOM e S22 2o & o & A|Qte|= IHY AR Aot 20 EL O
5272 2ok 4 1j
T2 0|5 T Agsis g Au L
~/.rhosts AR A% glo| 2A0le & = SAEE AYStE  -rw-r--r-- username

SAE/AZZ} 0|2 A4S ZEEHSLICE rlogind 2! rshd
G20l = o] IHYo| AtEE
o

L
~/.shosts INE=2{ %Fi 810| 29I EE 245t=  -rw-r--r-- username
S OE E

DH%TE IOIZIQI FILE %i;z_w

~/.ssh/authorized keys  ARSAF AHO| RIQIE 4 U= AFBAS BH IS B -ru-r--r-- username
[BLICH

~/.ssh/config A|AE MHS Chaste AFR R} IS LABHLCH CIW-T--r-- Username
~/.ssh/environment 2791 Al 27| 2|4 &L CH 712422 0| o4 -rw-r--r-- username
2 915]12| et&LICH O] IS 22 sshd_config I}

Q0f|M PermitUserEnvironment 7| EE yesZ A5
OF gct,
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