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AENBRER AR AR ANATE Oracle Solaris A% _EXTHHTALE., AEREATE

ol

= “Oracle Solaris 11.2 FFIEHIMEZ LT LINEE" [15]
n CRTRERRARYY [15]
n CFEERERRARYY [17]

Oracle Solaris 11.2 A FEEKI ML L ThEE

FNMRABE FERN BRI TR FIENERMERLIRE,

IKE hRA 2 (IKEV2) {§ IKE ¥MX AT FThRAS A IPsec IRIEE SN BAAETE, IKEV2 F
IPsec #p{F F Oracle Solaris FIMNEAEZRThEEF KM E X,

iE - Oracle Solaris FISNFEAESLTNEEBIL T 56 1 % FIPS 140-2 WiE., BX

IKE Zn{al{# A FIPS 140 18X , 1§45 .3k 8-1 “Oracle Solaris K] IKEv2 F1
IKEV1 SSI", B RXBEHMEAERFRER , 1§20 Oracle FIPS 140 Software
Validations (http://www.oracle.com/technetwork/topics/security/fips140-software-
validations-1703049.html) (Oracle FIPS 140 #{£F5E) .

IKE fRAS 1 (IKEVL) XFHKSARTH. BXEZEE , B3 0% 8 & KT Internet B4AXT
.

R R R

MEEEAGECE T BB K AR , EAVETE RRTREXT RE EUA, (virtual
machine, VM) % X4 S ak SR UGE RS AP0 I RIARIR . IXFRECE AT LA RRH AR AN
KBERESENAGHHRRESRRNE ZREBEREREIE , NMRSMEMIERE.
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KT HHAR

BE , XFACESFERGHNBNMNEREE T REMEITREERNEER , TX—TEHR
.

BERRARTT B ERh LI B E SR E VM AJREXS AR E ARE . ZINEEREE T XA T E
A BIRIRTF

s [P, DHCP #1 MAC #%%

m L2 ik , 520 M X EGES T (Bridge Protocol Data Unit, BPDU) iy

7 - AR RERAIT )R |, AR TAB KRR ISERMECE.

FERRRIPREY

Oracle Solaris FHISEME R HLHHFR HELL T ERIPZERY -

mac-nospoof

JE RS RSy MAC MBI IRARTR . ANREER BT A X , JEA mac-nospoof K
B3 LE DI TR F S BOX IR ) MAC ik,

ip-nospoof
EFHE‘W IP HERAIRTF. SRETEILT , AVFEE DHCP MIEFIGER 4Hb 1Pv6 it
LA,
FEATA{E A allowed-ips 4EFE BMEARINMBIE, X4T IP Mot , BAYREIEPZRILEC
allowed-ips FIFRF AL, YT ARP B , BRAE A IMGHIEAILT allowed-
ips FF&RH,

dhcp-nospoof

JEREtY DHCP & FHUKIRAIMRTT . BRAETEILT , AR ID SRS MAC Hiik4d
VLECH) DHCP &,

FEA]PA{E R allowed-dhcp-cids K BMERMAVFINE FHL. IR
dhcpagent(1IM) FMAFFEERFIZE allowed-dhep-cids FIFRIAKFR,

restricted

BAEHAIRBIA 1Pv4, 1Pv6 1 ARP, XFMRIFZETYH B iR RH L 5 A AR FT AE
EH L2 L

7 - XU R R LR K NAZ ST R & IR EREE T AR R T R 510
A mac_spoofed, dhcp spoofed, ip spoofed I restricted, %ﬁ%ﬁ%g$¥ﬁ%méﬁ
TR | B2 AT E B AP ECEFSTER [20].

BHRXLRIPLRNE TBRUE , E2 0 dladm(1M) FHRA.
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BCEREMRIP

BB SRR AR

EFERERRIT |, BREREEM protection B, MRFIPAEVESHMECESH (Hl20
ip-nospoof # allowed-ips &% dhcp-nospoof Fll allowed-dhcp-cids) —ife{FH , N&
PUTHANE MRE, B4, BREERAY. RE , ERIECE U SRIRR A LR H b
.

7E - RIS RBIS A AL B SRS 4R TP

LT {ES 3154 T 4 Oracle Solaris R85 _FAL BRI AR,

&1l FCERERRIPES SRR
% BtEA 2%
JB FRRERRERIP. PRAIAE R A X BB R HERE A SR WA SE FBERE AR [17]
H R R, MBS SERE 4RI ANAZEFRRERR AR (18]
HAE IP HERSRIPIEEL, HAE AT U I SERE RAPHLBIE 1P st AMTTERE 1P Susik AR LE 3231 1P HKH [18]
65 DHCP #EHE AT, 658 AT RAIE i AR RA AL S DHCP Sttt ézé{ﬂ?éﬁ DHCP % FALLAB 152 DHCP jik
[19]
BERERRIECE. ftIJH_dr glﬁ?ﬂ%‘ﬁ%ﬂlfﬂ%’%% FERRIT | MTERERRPECENSIHER [20]
SETEUR.
Y TR R
BT FE AT R 1 s AR FF IR L R ST
Finzar A ECA "Network Link Security” (&6t R%E) AURBLEXHRERR.

BXEZER ES N (F£ Oracle Solaris 11.2 R A AN R S ) PRYER
FriaRE R ETEAR ",

EA ] R RIFER,

# dladm show-linkprop -p protection

LINK PROPERTY PERM VALUE EFFECTIVE DEFAULT POSSIBLE

neto protection rw - -- -- -- mac-nospoof,
restricted,
ip-nospoof,

dhcp-nospoof

BRABEREANGE | FS N R RIPZEEL [16] F1 dladm(1M) FHI,
B HEE — RS FMRIP IR D AR R

# dladm set-linkprop -p protection=valuel,value,...] link
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AT AR PR RR AR

ERAUTRBIF , REKAE vnico G b 2 AR PUFGERE (RIP SR

# dladm set-linkprop \
-p protection=mac-nospoof,restricted,ip-nospoof,dhcp-nospoof vnic@

A EE - R AMNREMRME. HREENARRDSERE.

3. RIFRACERERMRF.

# dladm show-linkprop -p protection vnic0

LINK PROPERTY PERM VALUE EFFECTIVE DEFAULT POSSIBLE

neto protection rw mac-nospoof mac-nospoof -- mac-nospoof,
restricted restricted -- restricted,
ip-nospoof  ip-nospoof -- ip-nospoof,
dhcp-nospoof dhcp-nospoof -- dhcp-nospoof

VAR R R

W FRR SR RIPEE NREE , IR R,

Faza RIS ELA "Network Link Security” (P& 4 T4 ) PRECECHHBEIER.
B¥*xELZ{EE | E5 N (1£ Oracle Solaris 11.2 R AMBREM TS ) FrvERA
FTeE HETERIR".

1. JBid¥ protection B EE NHRAEZRFERRL.

# dladm reset-linkprop -p protection link

2. WIFRACHERMERRY.

# dladm show-linkprop -p protection vnic0

LINK PROPERTY PERM VALUE EFFECTIVE DEFAULT POSSIBLE

neto protection rw o -- -- -- mac-nospoof,
restricted,
ip-nospoof,
dhcp-nospoof

YV AMATERE IP bt PABTLE R IP Sk

Fezdt 25 ip-nospoof {RIFIEAY | qNAN{A S5 FREERE AR (171 BN,

W5 B "Network Link Security” (4TS ) PIRECEXHREEA.
B¥xELEE | ES N (1£ Oracle Solaris 11.2 R A REMN LS ) PHYER
g e EIERGR",
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LATEE DHCP & FHLLABALE52%) DHCP #i3R

1 WERBEER IP HORKERI.

# dladm show-linkprop -p protection link

LINK PROPERTY PERM VALUE EFFECTIVE DEFAULT POSSIBLE

link protection rw ip-nospoof  ip-nospoof  -- mac-nospoof,
restricted,
ip-nospoof,

dhcp-nospoof

2. ¥ P HHERINE] allowed-ips $ERK BMERITREET K.

# dladm set-linkprop -p allowed-ips=/P-addr[,IP-addr,...1 link

DU 7RBRBB AN 1P bk 10.0.0.1 F0 10.0.0.2 FRAIE vnico 5EFEM allowed-ips /&
M

# dladm set-linkprop -p allowed-ips=10.0.0.1,10.0.0.2 vnic@

BXEZEER , FHS A dladm(IM) FHR.

¥V 3MAIEE DHCP & FHLLARGLE % DHCP X

Fiezat 2S5 dhep-nospoof fRIPZERY | AN404A f2 FRBERG LRTP [1719F ATOR.
BRI BCE "Network Link Security” (MI4455HK %4 ) PERACESUHHEIE A,
H¥*xELZ{E B3N (1F Oracle Solaris 11.2 R AFSREM TS ) PrvEHA
FT¥EE I ETEAR .

1 WIERACEREX DHCP HimiR .

# dladm show-linkprop -p protection link

LINK PROPERTY PERM VALUE EFFECTIVE DEFAULT POSSIBLE

link protection rw dhcp-nospoof dhcp-nospoof -- mac-nospoof,
restricted,
ip-nospoof,

dhcp-nospoof

2. 34 allowed-dhcp-cids §&1% BHFEE ASCI 5835

# dladm set-linkprop -p allowed-dhcp-cids=CID-or-DUID[,CID-or-DUID, ...1 link

T IRBISBAAMTIEE F 454 hello {E vnice GEREAY allowed-dhcp-cids B :

# dladm set-linkprop -p allowed-dhcp-cids=hello vnic@

BXREZER  BSIN dladn(IM) FHR.
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MAER SRR EENSEHER

v

FFHaZ AT

IMTERERRFECEMSIHER

BN A4 BCA "Network Link Security” (484 T4 ) NRECEXHRNEIER.
BXEZEE |, E5 0N (1F Oracle Solaris 11.2 AR B AFHFEREL ) PER
g e R EIERPR",

ERERRIPBILE.

# dladm show-linkprop -p protection,allowed-ips,allowed-dhcp-cids /ink

MUFRBIBRT vnico §E15M) protection, allowed-ips F allowed-dhcp-cids B
1H.

# dladm show-linkprop -p protection,allowed-ips,allowed-dhcp-cids vnic@

LINK PROPERTY PERM VALUE EFFECTIVE  DEFAULT POSSIBLE
vnico0 protection rw mac-nospoof mac-nospoof -- mac-nospoof,
restricted restricted restricted,
ip-nospoof ip-nospoof ip-nospoof,
dhcp-nospoof dhcp-nospoof dhcp-nospoof
vnicO allowed-ips rw 10.0.0.1, 10.0.0.1, -- --
10.0.0.2 10.0.0.2
vnicd allowed-dhcp-cids rw hello hello -- --

7 - {24 ip-nospoof B /3R , FIFE EFFECTIVE B , Z{# ] allowed-ips B, {14
dhcp-nospoof & 2B} , A{EFH allowed-dhcp-cids B,

BERERRIPEOTER.
B4R distat frddt , Atz SEATHA.

# dlstat -A
vnico

mac_misc_stat
multircv
brdcstrcv
multixmt
brdcstxmt
multircvbytes
bcstrcvbytes
multixmtbytes
bcstxmtbytes
txerrors
macspoofed
ipspoofed
dhcpspoofed
restricted
ipackets
rbytes 182

[CURNSEN SIS S A SR SR SRS RS IS

S R IISA RN R BB E BT,
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WMAER SRR EENSEHER

fﬁ?‘iﬁﬁ kstat @34 , (BEBHEFRIEA. H120 , LT a4 0[7KE!] dhcpspoofed it¥k
o

# kstat vnic0:0:link:dhcpspoofed

module: vnic@ instance: 0
name: link class: vnic
dhcpspoofed 0

BXEZEE B2 dlstat(IM) # kstat(IM) FHRE.
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YA P45

AEABANAAFENE Oracle Solaris T4 fIRILE S5,

VALRLE

*2-1 TIMEEIESF IR
% BtEA &%
SRR B e TP RBI AT REFFAE LB IR E 2R RS AT EE FRRIER B FR IR T IR AR 23]
By LE R LR TR MAE R ks 5. WMAZEAI AR A [24]

BELLERST 5 E BiE SR AN L 4 @ BFRIN
MBIz,

AfATEA AR A B AR ANE AL [25]

ST 78 4 H AR RS (i
WP AEEEL VPN B R) |, FTHF™
BB HRZ BEE.

BELLE AR Skmp 5 W S i) ELAE R 50
SMBE.

MR E oA % 5 [26]

BT EHA TR RINEENRER
1k DOS i,

PR TCP (il 23 AT AVF AR 2% TCP
JEZ 5

IR E R TR TCP MBI [26]

TR RS R RE L
DOS Hif,

TERE TCP TS B KN EHE TCP
JEZ; 3

IMATRE L TCP ERMZRAME [27]

WIER & F¥E TCP EHAE MR
FEALEL.

& RFC 6528 T8 EKIFFIS4ERIE.

AT RN 4E TCP TR =M AR [27]

Bhlk ICMP EEMH.

IRR LR FRT MAFER AT

H{ATAELE ICMP E5E ) [28]

B SRR NREMREE.

EHREMIH RN R M.

’E

WHATH LR S E B AR LM [29)]

VAN AR LR B R TR AR

AR R A IEME KA |, FIARTEERERAES. TR

FRRITIEAE.

5% 2 = AL

 BEFHECE R

23



AR HRERER

24

FFHaZ AT

FFHaZ AT

X - S NS EICE I TSR MR REETIRRE. Bt , BN AEEE
WA RE.

IR A5 BCE "Network Management” (M4&ETH) ARECEXHHNEIRR. BX
FZ(5E , B35 N, (F£ Oracle Solaris 11.2 iR A AR L S ) RS BT
EHREIEAR",

KR M TR R BIEEIETT.

$ svcs -x svc:/network/routing/route:default
svc:/network/routing/route:default (in.routed network routing daemon)
State: online since April 10, 2014 05:15:35 AM PDT

See: in.routed(1M)

See: /var/svc/log/network-routing-route:default.log
Impact: None.

WRMFRIZIT , WATFELAMZLE.
SRR BRI,

# routeadm -d ipv4-forwarding -d ipv6-forwarding
# routeadm -d ipv4-routing -d ipv6-routing
# routeadm -u

KRB EEETIARE SO HEMA.

$ svcs -x routing/route:default
svc:/network/routing/route:default (in.routed network routing daemon)
State: disabled since April 11, 2014 10:10:10 AM PDT
Reason: Disabled by an administrator.
See: http://support.oracle.com/msg/SMF-8000-05
See: in.routed(1M)
Impact: This service is not running.

routeadm(1M) FH|

LIS I Ik s

BREEULT |, Oracle Solaris ¥32& [ 1A, MRERE [T ERIEESRKEREHHZ
HEETREM | BRI EERRERE.

¥ - 7E2F forward directed broadcasts P& BIERT |, ¥2EFT 3% ping.

IR A5 BCE "Network Management” (MZ&ETH) ARECEXHHEIRER. BX
FZ(5E , B35 N, (F£ Oracle Solaris 11.2 iR A AR L S ) RS B ATS
EREIEAR",
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HMATER FR E] B SR A R

FHAEZ BT

¥ IP AR AR A BIERENR O,

# ipadm set-prop -p _forward_directed_broadcasts=0 ip

Ko AiIE.,

# ipadm show-prop -p _forward_directed_broadcasts ip

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ip _forward_directed_broadcasts rw 0 -- 0 0,1
ipadm(1M) FH R

AT 2R A [B] B E SR KN R

£ LIS A2 A BT LE BUE R X MERTNIE R

B A5 BCE "Network Management” (4&ETH) ARECEXHHNEIRR. BX
BZ{58 , E5 N (f£ Oracle Solaris 11.2 R AAHREN TS ) PRYFERTTS
TR EIERPR”,

# 1P AxT &R B RWIMN BHERE R 0, ARKK LHE.
# ipadm set-prop -p _respond_to_echo_broadcast=0 ip
# ipadm show-prop -p _respond_to_echo_broadcast ip

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ip _respond_to_echo_broadcast rw @ -- 1 0,1

# 1P B ZEOBIERNIBN BHRER 0, REREYAIE.

# ipadm set-prop -p _respond_to_echo_multicast=0 ipv4
# ipadm set-prop -p _respond_to_echo_multicast=0 ipv6

# ipadm show-prop -p _respond_to_echo_multicast ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4 _respond_to echo multicast rw @ -- 1 0,1

# ipadm show-prop -p _respond_to_echo_multicast ipv6

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipvé respond to echo multicast rw @ -- 1 0,1

BXEZER , 155N (Oracle Solaris 11.2 T[S ¥ £F M ) &
H)“ respond_to_echo_broadcast #1 _respond_to_echo_multicast (ipv4 g% ipv6) "FA

ipadm(1M) FHR.
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MR E S E TEE

26

v

FHEZ BT

FHAEZ BT

IMTRE™ R ZTEE

ST RYHMIHAM ARG (Flanfhx3Esk VPN TTR) |, AT ™R L
f8=E. hostmodel BMER[IEH] IP BAEZ EE RS _ERAXFHERITA.

BRIR A ECA "Network Management” (P48 &3 ) BURBCECHHNEIER. AKX
BZI5E , H5 N (7 Oracle Solaris 11.2 FR B AN LS ) PR ERTTE
TEEIEAUR"

¥ 1P 41 hostmodel BHEIRE A strong,

# ipadm set-prop -p hostmodel=strong ipv4
# ipadm set-prop -p hostmodel=strong ipv6

K LHIEHFEETRERE.

# ipadm show-prop -p hostmodel ip

PROTO PROPERTY PERM CURRENT  PERSISTENT  DEFAULT  POSSIBLE

ipv6 hostmodel rw strong strong weak strong,src-priority,weak
ipv4  hostmodel rw strong strong weak strong,src-priority,weak

B¥XEL{EE ,E5 N (Oracle Solaris 11.2 T[S ¥MSZF M ) +
H“hostmodel (ipv4 8% ipv6) "1 ipadm(1M) FH@.

BRERSELEMBEANEZEE BN EREEKXTER IPsec RIFEA
LAN Z [B)f%#% [105].

TR ENTTE TCP EEMZ AR E

13 LIS F2 AL IE T 15 6 A TR A E RS EE L TELE AR S5 (denial of service, DOS) I
.

B A5 BCA "Network Management” (M4EETE) ARECEXHNEIRR. BX
FZ{EE , B35 N, (F£ Oracle Solaris 11.2 iR B AHISFRERILS ) S E B ATE
R EIRRPR”,

WERRENEZH.

# ipadm set-prop -p _conn_req_max_q0=4096 tcp

Ko AiIE.,

# ipadm show-prop -p _conn_req_max_q0 tcp

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE

tcp _conn_req max q@ rw 4096 -- 128 1-4294967295
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MR EEH TCP EHMmEAIE

FHAEZ T

FFHaZ AT

BXEZIEE , 155N (Oracle Solaris 11.2 T[S ¥ 2F M ) &
B)“_conn_req_max_q0"# ipadm(1M) FH R,

AR EEHE TCP EEMNRANE

fE LGS FE IR 15 S E AR ERBE LE DOS K.

B w‘zj\uﬁu\ﬁaﬁ 'Network Management" (W& ) MRECEXHHNEER. BX
BZ{5E , B3N (7 Oracle Solaris 11.2 EFW%H%F‘?‘FH HERRS ) PRERTE
E R BEIEBR”,

WERAENEEY.

# ipadm set-prop -p _conn_req_max_q=1024 tcp

Ko AiIE.,

# ipadm show-prop -p _conn_req_max_q tcp

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE

tcp _conn_req _max_q rw 1024 -- 128 1-4294967295

BXELZ(EE , 55N (Oracle Solaris 11.2 TS5 2FH ) +
B“_conn_req_max_q"# ipadm(1M) FHH.

AT AI4E TCP S R SRR AL

LRI A2 0T {R TCP ¥NAFSISERMSERTE RFC 6528 (http://www.ietf.org/rfc/
rfc6528.txt) FrAE.

28 M\/ﬁxET SEAH solaris.admin.edit/etc. default/lnetlnlt BENNEER, REER
, root AEFFHEN. BXELEE , ES N (F£ Oracle Solaris 11.2 EPEﬁaf%%F'
*D HFENR S ) PR ERFTEEREIERR",

IWF TCP_STRONG_ISS AAEMREERETNA 2.
# grep TCP_STRONG /etc/default/inetinit
# TCP_STRONG_ISS sets the TCP initial sequence number generation parameters.

# Set TCP _STRONG_ISS to be:
TCP_STRONG_ISS=2

AR TCP_STRONG_ISS KHEAR 2 , B HEYA 2,

# pfedit /etc/default/inetinit

% 2 Z AR 27
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WAZELE ICMP EE M)

TCP_STRONG_ISS=2

3. EMSISARL.

# /usr/sbin/reboot

vV a{aZELE ICMP EEM]

HEEER ICMP EEMIHEBAMENE ZTEM BARNEERH. EAK ICMP EEM
JHEATBES S "man-in-the-middle" (FAA) .

Faaze IR ECE "Network Management” (& EIE) ARECESUHHIEIRR. BX
FZ{5E , B35 N, (F£ Oracle Solaris 11.2 iR A AFISHRERL S ) RS B TE
TR EIERPR”,

1L ¥ IPERZHREERRBMEREN 1, RAEKRRYHIE.
ICMP EEM/HEABRENNKHBRERBETRUE. o, EE @ BRALERTEINR

£: CPU K.

# ipadm set-prop -p _ignore_redirect=1 ipv4
# ipadm set-prop -p _ignore_redirect=1 ipv6
# ipadm show-prop -p _ignore_redirect ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4 ignore redirect rw 1 1 0 0,1

# ipadm show-prop -p _ignore_redirect ipv6

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipve _ignore_redirect rw 1 1 0 0,1

2. LA ICMP EEMIEE.
XLETH EAIET] BRMETRTMO— I N B RER.

# ipadm set-prop -p send_redirects=off ipv4

# ipadm set-prop -p send_redirects=off ipv6

# ipadm show-prop -p send_redirects ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4 send redirects rw off off on on,off

# ipadm show-prop -p send_redirects ipvé
PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv6 send redirects rw of f of f on on,off

BXEZEE B350 (Oracle Solaris 11.2 TRASMS2FMH ) +
f“send_redirects (ipv4 % ipv6) "Fl ipadm(1M) FHR.
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IMTRMR S HREE AT 2 E

Y TS SBERAREE

FEREEN TRENMESEETAN , RITseE REZ N, A ERREME. MR
SERKMHAV , AP ANASHIRE AR .

IS oAl ﬂé’}%\?ﬁﬁ?ﬂé}@ﬂﬁ "Network Management" (MW4EHE) PERECENHHERER, BX
B8, 85N (#£ Oracle Solaris 11.2 FHf{R A ~HBHFER RS ) FPRERNTE
TE R EIRAPR”,

1 ¥ P BRNEEHERBMEREN O, REKRKLHIE,
SREE AT LSk BRI BR) DOS Hi.

# ipadm set-prop -p _forward_src_routed=0 ipv4
# ipadm set-prop -p _forward_src_routed=0 ipvé
# ipadm show-prop -p _forward_src_routed ipv4

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipv4 _forward_src_routed rw 0 -- 0 0,1

# ipadm show-prop -p _forward_src_routed ipv6

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ipve forward src routed rw 0 -- 0 0,1

BREZER  BEL <<Oracle Solaris 11.2 T[YIS M E2FM ) &
K “forwarding (ipv4 8% ipv6)

2. ¥ IP BRMEELIDN BMHRERN 0, REKRKYAIE.
BRAE A BIEBIER XMERTMIESR.

# ipadm set-prop -p _respond_to_address_mask_broadcast=0 ip

# ipadm show-prop -p _respond_to_address_mask_broadcast ip

PROTO PROPERTY PERM CURRENT PERSISTENT  DEFAULT POSSIBLE
ip _respond_to_address_mask_broadcast rw 0 -- 0 0,1

3. ¥ IP BRNEEINN BMERERN O, AEKEYFE.
BRAETHRARG LM CPU 5K |, HEhLLBUER XMEMEE.

# ipadm set-prop -p _respond_to_timestamp=0 ip

# ipadm show-prop -p _respond_to_timestamp ip

PROTO PROPERTY PERM CURRENT PERSISTENT  DEFAULT POSSIBLE
ip _respond_to timestamp rw 0 -- 0 0,1

4. K IP BRIERTRBEIEN B RER 0, REHKRK L HTE.
BREETMERARS EHE CPU 55K, FHEhLERUER XM MEE.

# ipadm set-prop -p _respond_to_timestamp_broadcast=0 ip

# ipadm show-prop -p _respond_to_timestamp_broadcast ip

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
ip _respond_to_timestamp broadcast rw 0 -- 0 0,1

5. [FALE IP JER&H.
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MRS HEE AT LE

30

FESN

ﬁﬁ%ﬂﬁﬁi@%ﬁlﬂ%fﬁ%ﬁﬁc IR BB AV BRIEE N RS ERCE RIS
RIFLARERTZ.

- TS ERERN L KAT2HER. 2HT)s , BxEEm o.

# ipadm set-prop -p _rev_src_routes=0 tcp

# ipadm show-prop -p _rev_src_routes tcp

PROTO PROPERTY PERM CURRENT PERSISTENT DEFAULT POSSIBLE
tcp _rev_src_routes rw 0 -- 0 0,1

BXEZIEE , 155N (Oracle Solaris 11.2 T[S ¥ 2F M ) &
F“ rev_src_routes”,

ipadm(1M) FHE
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Web RS ML 2 EXTFTETN

AZ AR {E AL LERHETFE (Secure Sockets Layer, SSL) BMXNEFANE Oracle
Solaris &% _ER) Web RE- 22185,

m  “SSL NZAIENNE Web fRFHIE(E" [31]
» A SSL NRZAGE fRIF Web fR%2%" [33]

SSL iZAIEME Web R 2FE(E

A4 4£ Oracle Solaris _EizfTHIET Web RS- 25 ECE A TENAZEAIME R SSL #MX , BD
SSL RAZIE, I Web RS- 25897~k Apache 2.2 Web fR%-25F1 Oracle iPlanet

Web Server, SSL MXATFEM N RFREF 2 BIRHMA RN, THE TR RS A%

UE, SSL P#ZAIE7E Web JRS25 LETHIBEHNE, TEIERT EAEE.

31 PAZINER Web fR% 25815

Oracle Solaris R %2

ssL
"""" Z;&E;'{ AERE  [aaan| Voo MR ]

——————————— hneE BiE 15
——— B (HXXAK HTTP)

% 3 & Web REFMREEEFEINY 31



SSL PNAZAIEMNZEE Web RE331E (S

32

SSL WAL SSL HXAR S #50m. ARAHEBUTILMAR.

n ZARIEINE T RS SN (20 Web JRE25) B SSL MaE , kT2 bk
B2k SSL FEIN AR F BN EKMEE, MREIR S TRERIT 35% , XEUR TNV
TR,

» SSL AMRIEEBERN. BIRATEERN IP #itt, At , Web REBATEZIEENE
L 1P HihtER] TCP 351,

m  SSL NZIEF Web fRE-25 0] 1R L{E.

& 3-1 “WAZNINEBH Web fRE#1E8E BR T — 1M EEAAE , EHA5FEH SSL Wi
RIEH Web RSB35, 7Eim[ 443 FACE SSL Nz |, AEis 8443 LEZE Web
R385 . HA Web RS- 25 TURRIAR M HTTP BE1E,

s IR SSL NZRIBEAIFFEREME , "G HECE ARNIREIR FENEE X,

& 3-2 “{F FA B PR [ENRIETUH I TRAZ IR Web R85 BR T EE:MA
R, B Web %250 SSL Nz IRECE A [EIRE|FH 2% Web fR%-25 SSL.

fEimE 443 EACE SSL NAZAIE, EFMNmE _EACE Web RS25. tmH 8443 Uk
AIMBHK HTTP B(5 , s 443 1EARIRIEH. [ERIFAEKAR SSL NiZIE
FRFRMEBEEHRINE SSLIRE.

& 32 15 AR PR BRI T AR INER () Web R %5258 (5

Oracle Solaris R %2

8443
SSL 5
....... 4.4.3.{ PAyras (443) Web AR 5538

___________ MZREE
FASC (4h3CA HTTP)

SSL PZAIH 3THF SSL 3.0 M TLS 1.0 BRX , ARERS RMMEEH. AXTES)
&, BHZIN ksslcfg(IM) FMA. MTFAZRZIFMMEES , SGAIEATRENEIRE)
2k SSL fR%25.
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/) SSL PRI RIP Web IRS%%

£/ SSL izAE R Web fR 5<%

FFaZ AT

U S FEutERaNTACE Web AR5 25RAE A SSL AR

= WAECE Apache 2.2 Web BRE-25A{#EFH SSL NAZAKIE [33]

= JMAACE Oracle iPlanet Web Server DAl SSL PAZAIE [35]
s WAECE SSL NAZAIERAEIRE] Apache 2.2 SSL [36]

» AMAERBIRA) SSL NAZAIE [39]

!zig{ﬁmaﬁ Apache 2.2 Web %25 AR SSL Nz
1

SSL NiZRIEA[ N Apache 2.2 Web fR%-25 £/ SSL A4S, T FERTSCINA 3-1
“INAZNNZER) Web RS 2518(5" PR RKEBE TR,

S BLE Apache 2.2 Web %25, Oracle Solaris FH5% Web i35,
WIRATE root .
=1k Web JR%5.

# svcadm disable svc:/network/http:apache22

BRS [ RLAMMEIEPBREE— T,

IR RTE ssl.conf HFFERE T SSLCertificateFile ¥ , NFEE KO EEAT
SSL NiZRIE,

ARIBFERE T SSLCertificateKeyFile ¥ , NMREIFEFRIHMAAIM. 1B1TS
TEZR S LAEFH I -

# cat cert.pem key.pem > cert-and-key.pem

HEERT ksslcfg HAMSH,

HETRAETIIE | 2N kssLcFa(IM) FMR., AUBHMSTOETE -

= key-format - 5 -f I —i2 e SUE PB4, XT SSL iz |, XFFHIE
A pkcs1l, pem F pkcsi2,

= key-and-certificate-file - 5 -i EIR—#E X B 17 pen F pkcs12 key-format IR AR
S AR EAARNE BRI E.

= password-file - 5 -p I —#CIREUH T INE pem B pkcs12key-format IR 4K

A4, SHF pkesil , ZALSETFIIE PKCS #11 &52. WR1{E A 0400 BEREFOL
X, TASSNEHSISEELRH.

m  token-label - 5 -1 EIR—#2FEE PKCS #11 S 4%,

% 3 & Web REFMREEEFEINY 33
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WARLE Apache 2.2 Web %32 bU{E A SSL AT

34

8.

» certificate-label - 5 -C FEIR—i#21%4F PKCS #11 A REENIERX S P IR,

= proxy-port - 5 -x WEH—iL R E SSL RIBimH. WIFEEMRAERO 80 Z IMOH Mhin
A. Web fR%-2517E SSL RIBIGO _EMITARMNBLA X ARE, BE |, AR 8443,

»  ssl-port - A SSL NZAIEFEE mlTin . BF |, H{ER 443,

B SSL WIZIE HIRS3RH1.
FRUTHEAZ—F5E SSL RIEEO & KEXHSHK :

m  F55F PEM 3k PKCS #12 {E 084058,

# ksslcfg create -f key-format -i key-and-certificate-file \
-p password-file -x proxy-port ssl-port

m I PKCS #11 fEA%4A5K,

# ksslcfg create -f pkcsll -T PKCS11-token -C certificate-label \
-p password-file -x proxy-port ssl-port

WUE AR5 SRR B TR,

# svcs svc:/network/ssl/proxy
STATE STIME FMRI
online 02:22:22 svc:/network/ssl/proxy:default

PAT 46t REAR AU AR 3<61

svcs: Pattern 'svc:/network/ssl/proxy' doesn't match any instances
STATE STIME FMRI

BLE Web RS2 SSL 38w _E{mlfr,

YW4E /etc/apache2/2.2/http.conf LEFFFARM—1T , PAE X SSL RIFigA. nRERAMR
%2300 1P HAk , Web BR$-298 R3O LT, ZITEMTRATRE ¢

Listen proxy-port

1 Web fR%-2%E SMF {KHE.

\r/éeb BR% 2R FINAEES) SSL NZARIERBIZ FAREREsh. T &R Ismx

# svccfg -s svc:/network/http:apache22
svc:/network/http:apache22> addpg kssl dependency
..apache22> setprop kssl/entities = fmri:svc:/network/ssl/proxy:kss1-INADDR_ANY-443
..apache22> setprop kssl/grouping = astring: require_all
..apache22> setprop kssl/restart_on = astring: refresh
..apache22> setprop kssl/type = astring: service
..apache22> end

JER Web BRE-2FMRS .
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HARCE Oracle iPlanet Web Server IU{$ fl SSL PIAZARIE

FFeaZ AT

# svcadm enable svc:/network/http:apache22

H{ATACE Oracle iPlanet Web Server P& SSL 4%
il

SSL NAZALIER]ANiE Oracle iPlanet Web Server _Ef{ SSL A4ME, HITFER] 52
A 3-1 “NIZNINEE Web %2585 PHIRRNERTE,

B %I FACE Oracle iPlanet Web Server, BYARS-250] M Oracle iPlanet Web Server
(http://lwww.oracle.com/technetwork/middleware/iplanetwebserver-098726.html?
ssSourceSiteld=ocomen) %, B XiRAH , E3 I, Oracle iPLANET WEB SERVER
7.0.15 (http://docs.oracle.com/cd/E18958_01/index.htm),

BRI BCAE "Network Security” (&4 ) RIRELEXHHEIER, BXEL
{£8 , 1528 N, (£ Oracle Solaris 11.2 A AMHRENRL ) FHEHRETHN
EIEAR”,

{£1F Web fRE-28.

FREE R Web REEIEARS25. B XA , 55 I Oracle iPLANET WEB SERVER
7.0.15 (http://docs.oracle.com/cd/E18958_01/index.htm),

HEBERT ksslcfg SRS,

BRTEMERSIE , ES N ksslcfg(lM) FHR. BRUMRHENSEHI K 5SS
AN ACE Apache 2.2 Web BR%-25AE F SSL NAZ{LIE [33] P8 3.

Bz SSL PIRZAIE HIARS 3B,
FRUTHEAZ—F5E SSL RIERO &KX SHK :

m  $5E PEM B PKCS #12 {EAE4AKER.

# ksslcfg create -f key-format -i key-and-certificate-file \
-p password-file -x proxy-port ssl-port

m  FETE PKCS #11 {E RN,

# ksslcfg create -f pkcsll -T PKCS11-token -C certificate-label \
-p password-file -x proxy-port ssl-port

S R B TR,

# svcs svc:/network/ssl/proxy
STATE STIME FMRI

% 3 & Web REFMREEEFEINY 35
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WNAECE SSL MAZAIERAEIREY Apache 2.2 SSL

36

FHEZ BT

online 02:22:22 svc:/network/ssl/proxy:default

ALE Web RF2FATE SSL RIFvmO AT,

BXAR |, %2 M, Oracle iPLANET WEB SERVER 7.0.15 (http://docs.oracle.com/cd/
E18958 01/index.htm).

1 Web fR%F-Z318E SMF MK,

Web fR%-23 IR $FIFE B3N SSL WZARIEBIZ 54 RERsN. LT i ¥EILZMER
M, {RiZ Web BR$-25R5H FMRI A svc:/network/http:webserver? :

# svccfg -s svc:/network/http:webserver?
svc:/network/http:webserver7> addpg kssl dependency
..webserver7> setprop kssl/entities = fmri:svc:/network/ssl/proxy:kssl-INADDR_ANY-443
..webserver7> setprop kssl/grouping = astring: require_all
..webserver7> setprop kssl/restart_on = astring: refresh
..webserver7> setprop kssl/type = astring: service
. .webserver7> end

JER Web BRE-2RMRF .

# svcadm enable svc:/network/http:webserver?7

WMAACE SSL NZRIERA[E IR E! Apache 2.2 SSL

TEEFES |, WKECE Apache 2.2 Web RE-38 3% SSL AZ{IE BLE AT SSL &%
AIENH], NRE PR SSL MEBEZESAAEE SSL WZAIE IREMMEE
7% , W) Apache 2.2 Web R%-25% F/ERIRAS). LI FERISCENE 3-2 “F A 2k [EIR
I TNAZINER Web RS2 185" FARKERATE.

BWIRAEIE root e, BREZEE , B35 N (7£ Oracle Solaris 11.2 Fff{R -~
HENRS ) PRERTEERETENR,

£ Apache 2.2 Web fR%=5 L , A2 RS 251 SSL NAAAIRE RRESIES.

a. ARIEPZKEK (Certificate Signing Request, CSR),
PAF @48 SSL ZAIRA AL CSR R KEXAIRLEA

# cd /root

# openssl req \

> -x509 -new \

> -subj "/C=CZ/ST=Prague region/L=Prague/CN="hostname'" \
> -newkey rsa:2048 -keyout webkey.pem \

> -out webcert.pem

Generating a 2048 bit RSA private key

Lt
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AMATACE SSL PR IERAENIRE Apache 2.2 SSL

writing new private key to 'webkey.pem'

Enter PEM pass phrase: JohnnyCashIsCool

Verifying - Enter PEM pass phrase: JohnnyCashIsCool

#

# chmod 440 /root/webcert.pem ; chown root:webservd /root/webcert.pem

- BRE FIPS 140 25k , RSA B4AKEE /DA 2048 fi1. BXEZER , ES
I, {Using a FIPS 140 Enabled System in Oracle Solaris 11.2 ) ,

b.

C.

BXEZEE , B5 N openss1(5) FHMRA.
EAERMARAAM (certificate authority, CA) &Ri% CSR,
A CA HZLZIEHEH webcert. pen 14,

7 SSL Az E A B A AREIES.

a. A, REMMRIFO4SEE.
# echo "RefrigeratorsAreCool" > /root/kssl.pass
# chmod 440 /root/kssl.pass; chown root:webservd /root/kssl.pass
i - DB B EM TR TR,
b BRGREBRAREBAFHEI—S#F,
# cat /root/webcert.pem /root/webkey.pem > /root/webcombo.pem
c. A SSL AAEERCE ARHASEBMOLSEIE,

# ksslcfg create -f pem -i /root/webcombo.pem -x 8443 -p /root/kssl.pass 443

¥ Web BR%2[ECE 7RO 8443 Ak IMEBHIE(E.,
F£ /etc/apache2/2.2/httpd. conf X HEFYRIE Listen 1T,

# pfedit /etc/apache2/2.2/httpd.conf

## Listen 80
Listen 8443

¥ SSL t5EAR sst. conf /NZE Apache BLE B %.

# cp /etc/apache2/2.2/samples-conf.d/ssl.conf /etc/apache2/2.2/ssl.conf

SR I EEE AR MR 443,
f# Web JRF-25F[fi#% /root/kssl.pass PN LS4EIE.

% 3 & Web REFMREEEFEINY
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38

a. BIEE—/MEE kssl.pass XHFH) shell fHlas,

# pfedit /root/put-passphrase.sh
#!/usr/bin/ksh -p

## Reads SSL gt passphrase
/usr/bin/cat /root/kssl.pass

b.  ERIAATHITIHRIF L.

# chmod 500 /root/put-passphrase.sh
# chown webservd:webservd /root/put-passphrase.sh

C. £ ssl.conf &M SSLPassPhraseDialog ¥R shell ji4,
# pfedit /etc/apache2/2.2/ssl.conf

## SSLPassPhraseDialog builtin
SSLPassPhraseDialog exec:/root/put-passphrase.sh

# Web JRF2FM N AMBIPERE TIEMVE.

ssl.conf EF M) sSLCertificateFile A SSLCertificateKeyFile S3{EM 2 FHEIRI
BEMEFR, EoTLEIEDE HIZdE R EMm .

# 1n -s /root/webcert.pem /etc/apache2/2.2/server.crt SSL CertificateFile default location
# ln -s /root/webkey.pem /etc/apache2/2.2/server.key SSL CertificateKeyFile default location

J2F Apache fR%-.

# svcadm enable apache22
(A[i%) WIEFMNEH R B IEEETT.
{8 openssl s client  kstat {5 EF A,

a. {ERTH SSL WA ERRMER X,

# openssl s_client -cipher RC4-SHA -connect web-server:443

kstat 11288 kssl full handshakes 380 1 AJAfIA SSL PRAZFLIE BXF SSL &iF 3
ITREIE,

# kstat -m kssl -s kssl_full_handshakes

b. fERARTIHE SSL NiZARIEERKMER X,

# openssl s_client -cipher CAMELLIA256-SHA -connect web-server:443

kstat 11#X#8 kss1 fallback connections &N 1 AJAABEEX , {B Apache Web
BRE2BE X SSL AVEFH TAMNE,
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AT FRBIBAR IR SSL pPaAZARIE

Bl 31

FHEZET

# kstat -m kssl -s kssl_fallback_connections

BLE Apache 2.2 Web JRE-25DAME A SSL NAZ{LIE
AR 580 pem BR4AFE A SSL RNAZAIRBIZE — N ARS-S24 :

# ksslcfg create -f pem -i cert-and-key.pem -p kssl.pass -x 8443 443

AT XIS 8 SSL Nz IE

SSL NAZAIEERXSA TR BB ARSI

= TR SSL BEEWIANE BXIgFHIT. £RBXKINETE 5% a) A HXIgIE
BB, L BEKIFP(EA ksslcfg M BEIRSBI/G |, TTRAEIES BXI%
T [B5h Web RS 2E,

» FCESCHIRT , R{ER ksslcfg M4 KIEEFFEMENLZEL IP Hllk. FFAIR | A3k
BITTiEA P H3EFERE INADDR_ANY,

S L RSP EEIEH Web JRF2IRS .

BRI BCA "Network Security” (Mi&%&4) F1 "Zone Management" (X3ZE&
) MRECEXHMEBEIER, BXELER , BSN (F£ Oracle Solaris 11.2 Ff#{R
FRHERN TS ) PHRER TS E R EIEAR",

e RX3gHF1E Web BR%-25.

B30 , E4Z1E apache-zone X3 K] Apache Web %528 , EIE1TLATH4 ¢
apache-zone # svcadm disable svc:/network/http:apache22

ELBXET |, AXIEFH SSL Ni%IE 42 AR 5561,

F A apache-zone BIEERRE-SBI , EERIUTEMGS ¢

# ksslcfg create -f pem -i /zone/apache-zone/root/keypair.pem \
-p /zone/apache-zone/root/skppass -x 8443 apache-zone 443

2 RXiEF |, B Web BR$-3:61.
5120 , J2F apache-zone 1 Web A%

apache-zone # svcadm enable svc:/network/http:apache22

% 3 & Web REFMREEEFEINY 39
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%TF Oracle Solaris Ff¥] IP I &2

AEMEAR Oracle Solaris {) IP 3823 ThRE. Bk IP TIEzES , B AESERE IP
TiEss.
AEAEYUTEE

“IP TIBERNA” [41]

“IP TigAs AR [42]

“IP USRS R HERY” [44]
“(ER 1P IS ECE U4 [45]
“(ER 1P TS ALNIE & [45]
“FIT 1P Zig<5 ) 1Pv6” [50]
“IP IEERF IR [51]

IP TiEE$N 48

Oracle Solaris f IP ITEFNBEE — NI AE |, AHRHAIRE AT ISMMLE Ik
(network address translation, NAT), IP i3 &80 EETCRESBIL IR R I FE T
IR TIRE.

AR RHEARNRIPUAGIER T MR NE S, 1P USRI AR 1P tiht, 3wH. #h
W, PEREROMRES EEIEATHIE. 1P TIERETUREANIR IP 3k, BH5 1P ity
HE, 1P b Bl St T .

IP ITiEss B NFFIR IP IISes T FRAER, EEFTR IP TISSHVFERFR. FTAMN
FIRRANESRR | GRAETRIZK /usr/lib/ipf/IPFILTER. LICENCE, ANRELLN Oracle Solaris
TREAMEEMEELREERENE  BBERIEEHNBER , UBAELEMEHRIAX
*,
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IP diE=8E4atiE

FHR 1P T igadE 2 IR

Darren Reed fREHIFFR IP IR K A E LT http://coombs.anu.edu.au/~avalon/
ip-filter.html, ¥k BEFER XFFR IP TIER[AMEE | HPEIEEmARECA "IP Filter
Based Firewalls HOWTQO" (Brendan Conoboy #1 Erik Fichtner , 2002) HIZFEHI5E
. HWHFRRH T 7€ BSD UNIX FNREHMER JOBRZE SRR, T BRRSXT
BSD UNIX FE4REH , {85 Oracle Solaris _t IP ¥ gz MACEFE%.

P TiEas mALE

ELEBE | IP TIERAPIT—RINLE. TERBLEENESE R IEINEAS
TCP/IP BMY Ak S BAE—iC
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IP B FMER

AR FFEAE T 3155

ML HEEE# (Network Address Translation, NAT)

BEM 1P BN AR RIS | ﬁ%ﬁé’v’l‘%)ﬂﬂﬂiﬂﬁ%%? ERBANNF
gk, HBRBBTA KL FHFEIE Internet B, BT NAT |, IXLALRATHRIR 1P
ok AR AGIEIRL

IP g1k

TS AR B ANNFIS RN, ATTERATBESHNFES S, S SHNLER |
HELEBROFITERMENZARNE | FAFREERESITEER.

FEESREGERE

BEBEAT , "BRELHET. BN BERELAN | KNI EM NI RFsii
1B, aRANSHFEHIL set defrag off , NIEKLZTF.

BRERE

WMRANFEIE keep state , WS BIMEEFRILIEESTEFTRMER , BEEUR
FHNFEERT pass X2 block,

Bh kBT

AT AR ERMAFNAS L RN | #HEESEAFEET IP TIRIEANZN
TCP/IP fIFE kA& L BIMLE L.,

2R

B AR PIRMNERREINES .

gk

DHRERTEEITHIRIE. TIREMITNARERIE block, pass, literal Fll send ICMP

response,

PRIEREE

PR ERTER IP T8I BEN UNIX IP B3t TiEE , NS E TTL iER.
IP 3riuE

BRI BB BT IR — R B L E LN,

P iS5 {5 F ENY

44

IP 1 3E28H SMF k%S svc:/network/ipfilter &R, ﬁ?’i% M SMF A |, &%
W, (f£ Oracle Solaris 11.2 ¥ ERARLGRS ) FHRFE 1 = Hﬁ%*fﬁlﬁc"’?ﬁ 2]
X5 SMF MXMBELHFERNEE , 155 M (F£ Oracle Solaris 11.2 FEIERGEAR
%) s 3 = SRS,

IP Sz B K B miE R B S 1.
IP 3&25EA Oracle Solaris f—EBN &k, BRABAT , BENAGECENER
BINEXMENE G 1P T8RS . BMEELEH (20 nwam(5) #1 netadm(1M)
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£/ 1P TSR ECE 1

FHTHR) TR k&, S TEMKMAS ENEHIERE  ¥ABH IP 3
2R, BXRSBARSKFENES , BSNEE 1P T8RS [53].

n I P IERS BRI root BBIAHELA "IP Filter Management" (IP &
#EHE) PURECESCH. AT "IP Filter Management” (1P 3825 E3H) APRAC
BXHNIAELENA IS Aae. ERZARTFBENEER, , E3IL (£
Oracle Solaris 11.2 FH{R A FHHENTS ) FRBIEAE".

= Oracle Solaris Cluster {453 a] H4E IR S A XFHER 1P IR TIIE |, BXTHK
FEAEFE RS 45 IP 1H82s . BRAEMEPEE IP TSN ERNFIIRS) , E5 N,
{Oracle Solaris Cluster ¥ IEFERG) T )“Oracle Solaris OS THEEFR&I",

" JIRFETE L ARG HABDITA BB AR FR =S X8 ST 1P g2 ), WISTHFAER
X3gh 2 R TIL IS,

EH 1P g5 BCE 1

IP 3iE 28 ] B3R L0 k3 AR &5 sk Mg it i44k (network address translation, NAT),
BRI T AR AEAN NAT HLN, Wm0 E IR0 E U FFIX LSRR 12
ZIRE RN P SRFMFBUERE. BARSE  BEEN| SRR B3N XL
. BREEHES , ES 0P DIERECEXHRB" [76]. BREZERE B
W, svc.ipfd(AM) FHR.

£ H IP TigaRANEE
TG ) I 1P RS E AT AR B R RO S, TELARLT
KIS -

» BEIBANES
g HBHEEEHR (Network Address Translation, NAT) FLRI& &

H5h , ATRAGIEHEDAS| A 1P #uhteE . ARJE , ATRAAEML IS &P X i, duhibi
AR ALANE, s w] KR BT

£ F 1P g BT IeTNRE

ATAE REEIENNE S REERTE. #H ipf a4 SN RNI%E &3 T
B, X ipf HSHNEZEE , ES N ipf(IM) 654,

AATER 1T LEM ipf S RABTIBECE AT A2 BT IEIN . ZRABE
%, ARV S R (L 1P T IERF IR STIOIRIE 4
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£/ 1P s ANES

5/ 1P B2 AT ALEF P AR B BN & « TRV SAAEESMNIE S, KRS
BT , SEREANES. BR , £ ipf -1 ST aSRENATIREM
WFxR, BRIEEERIEENINFIR , BN IP SB[ ALFERARIIR, FEESNHNTER
RN FEANAE , MASRIRENEITIE.

BB A, IP TERSIRR NS ECEMNSIZRIT KB H LG R N AL
FIRFEAN, 1P ITIEF T AP ATHE CRERFZBBNINE. ESBHEMNE
&, HFETRE—DLEANEHE R L AERM LA,

W REWFBEISMELR., E—FMESMEAR L BSEE quick REEFHANILES. 20
RANEIE quick KEF , MSHSPZAMUBITIRGE | FHFERSRERLSAN, H_F
BISMELE L BSEE group KEFHIFMNILEET. mMRASHILE , WIEKEIRC
BRARALR.

[=naben)ss Wl

FRUTEE R AN -
action [in|out] option keyword, keyword...

1. SMANEBLURIETT K. aREBSMNILES , ) 1P SiEFFHREN AT % /. AT
FIRBIEN AT RNE RRE.

block A LEBIBIT TSRS,

pass AFEETITERS.

log iai@{ﬂxmﬁx%ﬁﬂiﬂﬁ%ﬁiﬂo {FF ipmon LA EE

count BEAFETIRBLITEEY. FH ipfstat SR EFLT
=R,

skip number {Fid iRz BT number AN SRR,

auth BERERIEEEENAFEFPITERIE. ZREFAHERE
B EMHEIER,

2. action [FEMT—MEIANWAE in 8L out, SENEFREHE 2 BAS RN BT
FENARENBTELEA,

3. &K, ATRAMIERS R TERE. MRERASMER , MK LERMAK AL
At BIREINAFE .

log WRAMNB &R — M ULECALR , RACRAL. £/ ipmon 6347A]
ERHEE.
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fE 1P T ANES

quick

on interface-name

dup-to interface-
name

MRFELENE , WPITES quick EHRAIAR. Fadt—
SN E T LE.

R4 BFE NERFS 16 R # O B A R AL,

SHE BT interface-name BEIA A SR EEIFE E B AT EH)
IP ik,

3 - MR ) dup- to YEAVFEA IR R A1 — A%, S Oracle Solaris {1
SCSIGHT | (BRBBIEC AW, CTEEREIAS RSO T
T, TAERRTE e, EREHSIIIRY | T TR RSSO T4

.

to interface-name

¥ %8NE| interface-name _ERISNREAS .

4. FEEWE , JUNHE BRESMNILAE K& XaF o TiE. Wit e
TRENRFFAE FRRAT R 7

E-REEAT , TESREXHP BTSSR LE K B LIEE TSRS,

tos

ttl

proto

from/to/all/any

with

flags

icmp-type

EFRRAT7RERA- AR REUE , e T

8

ETEREFREESBLES, e FERAEFIREERES
T BABES Z BT MK R AR E.

S EWNXULED, TA{E FTE /etc/protocols SLEEFTERE T
AN EFR , BB FEATHBIBCRERRINY. KEBEF tep/udp
A ABF5 TCP A8 UDP AILEL,

SRUME—ImakfrAmILES : IR 1P ik, BAR 1P #ihbflis O
T, all XEFRTEZREFERMNAEIE BN,

SMBKREXNIEE BIEILAC, 7EXBFRIHEHA not Bk no —
W, MBS ERA AR 4 S aILAL.

f#t TCP MRETEWREM TCP ARELHTEIE. BX TCP #8&
MEZEE  FSA ipf(4) FHRE.

1RIE ICMP ZERUBH TR, X proto WK EA icmp B A {8
FAMRRT ; aRER flags WEH , NAER T .
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£/ 1P s ANES

48

keep keep-options  TATE FBIREBRIEE. 7] keep-options 3% state
BEW, state EMEREBBRLSEREE , FIUARBE
TCP., UDP # ICMP B,

head number R UERNI G — N FA |, ZBEBRETF number &R,
group number FRNFRINZSRS R number AT BEEH. IRFKTFERE

HAbA , WA ETA RN E 74 0 .
PUT7RBi5BARNAT 2B 3 B I sl MNE A ABUZZ RN, ZZFELEM 1P #tidik 192.168.0.0/16
FAREE , RREMNZRPEFELTAN :
block in quick from 192.168.0.0/16 to any
BXRATHREBSIBANNTEE LML  BS N 1ipf(4) FHR. FXRXEBSIEKEK
KUES , FS N EE 1P RSN BT IRANIES" [59], B RRBIF TR IP ik

FE (192.168.0.0/16) AR , 153 M. (F£ Oracle Solaris 11.2 FFIKIMLEEE ) F
%1 ZF NRINEERE",

£ FH 1P ITiG=5H NAT ThRE

NAT AR BRI , FITHR 1P SR B AR 1P sthitdis h HAth Internet BPREXRII
Hb, XEFREMEREABREL 1P AR B ARtbht HARSER XA, Hoh , BT
A NAT BREN— MO EEME)H—MsH . EXFEHTEMMEREEE RN
e, NAT B4HPaM RN,

A ATEA 1T L{EF ipnat d54ak7E NAT BCE U AU NAT LN, 012 NAT
FCE X HIER B RE ARSI config/ipnat_config_file BMEHMA. HREEA
/etc/ipf/ipnat.conf, HRBEZEE , FS I ipnat(1M) 54

NAT FNRT AR FBZI IPv4 F0 1Pv6 ik, $AT , MRSt ZERY 652 S 3hag R,
E/E IPv6 HubEf) NAT RN |, ABEREIAT{E A mapproxy F1 rdrproxy NAT 454,

ACE NAT #LIY

FRLTEIEBIE NAT LR :
command interface-name parameters

1. S MNEBAL T 62—k -

map ETEEHIREAR S FEPRE— 1P LR E 5 —4 1P
HuhEERPLE
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fE 1P T ANES

rdr BaN— 1P A OXEE®EI S —4 IP #HitkFigO
T,

bimap TEANER 1P HLERNPRER 1P btz B2 ST XA NAT,

map-block B ETHS IP R HR, aSE T3t Es 55 0 E
NTERNE L.

2. MapSREK T — M ERIERZEALFR , 40 bgeo,
3. Tk, ATRAAE NAT BCERISFS 8P et TiE. Hh—LS0ads

ipmask T‘a‘fEW%i‘%ﬁEﬁo

dstipmask TE/’T‘E ipmask %ﬁ?ﬁ)ﬁﬂ‘]i@iu
mapport FEXE tcp. udp BX tep/udp BMX ARG SHITE.

PAUT /R BAZIaAE NAT AL, EEHRE NIFEHIEH 192.168.1.0/24 ] net2 X%
ﬂjth iﬁ@%&&bﬁﬁﬂ%ﬂ&%ﬂﬂiﬁ%ﬁi%% 10.1.0.0/16 , FFELE NAT N EESF A,
FERLTALR)

map net2 192.168.1.0/24 -> 10.1.0.0/16

PATFARNER T 1Pv6 it :

map net3 fec0:1::/64 -> 2000:1:2::/72 portmap tcp/udp 1025:65000
map-block net3 fe80:0:0:209::/64 -> 209:1:2::/72 ports auto
rdr net@® 209::ffff:fel3:e43e port 80 -> fec@:1::e,fec0:1::f port 80 tcp round-robin

BRTEEQEZNEIE , ES N ipnat(4) FHRE.

£/ 1P T8RN RE

HuHEHA] ) — 4R PR HERD XS 2R S B0 5| . b AT DUB AR 1P stk SALRIARDL
ACATRRIBIE), Rl KA S AT,

HBEECE RN AT B 7 1P DB RS AR, DREE S, SRESHE
HRZBE ARSI config/ippool_config file BMMIE. HRAETEA /etc/ipf/

ippool.conf,

FLE b,

AU EA ] Al -
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FT 1P iTLiE25H) IPv6

table role = role-name type = storage-format number = reference-number

table RE XA HAEAE] A

role TERE IP Wigrhitfm . TR BME—R R ipf.
type TEE M TF RS,

number TEE T IEHLET AR s S

Fian , A 10.1.1.1 M 10.1.1.2 AR ML 192.16.1.0 fENRE 1331 , &
Eeh i RCE A EFERUT RN

table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24 };

Ria  BESIBANG S| BtRmS 13, FTEMZSUTREIZSMARIN] :

pass in from pool/13 to any

BIEE , WIRIERNBE XA S| BARLRS G2 BIER A S, ANRANXAEA , it
BARENH , ATt B
# ipfstat -io

empty list for ipfilter(out)
block in from pool/13(!) to any

B(ERS RN , BTt A S EHARANES. B, EFEEFRASI A
AORLIISC

BRTRAEZRE  FS N ippool(d) FHA.

T IP Tig2%HK) IPv6

50

IPv6 BT ISAT AET IR/ E 5 IPV6 sl B1E 1Pv6 HltA/HAN IPv6 ¥ &K TS,

IPVv6 % AT HERS IPv4 2500, 182 , XFIRRAH IP KHAEKFIERK/NERRR |, X
& IPTIRSNERITEEW. #RA jumbogram i IPv6 /A EKERIT 65,535 F i
BRI, IP 82 ZFF IPV6 jumbogram,

# - % Jumbograms KEZ{5E , 155 I, IPv6 Jumbograms, RFC 2675 (http://
www.ietf.org/rfc/rfc2675.txt),

5 1Pv6 XEXH IP RIS T IPvA KIS ERSA K. RABNESE , o1&
¥ -6 M EFE LGS —HER. ipf oM ipfstat LSEMEIEAT IPv6 BITIEH -6
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IP &S FHIT

Em, FHAHH -6 LMK ipf 6 Tu:ﬁ)\ﬁﬁﬂl%ﬁ IPv6 BT ERIR), EBIR IPv6 GEit
E8 , BFFHEA -6 M ipfstat 5. REXB BT IPv6 STIFHRELEIR , ipmon
# ippool M &I HF |PV6 ipmon unéaimﬁﬁj\]@,a IPv6 BB EICS. ippool A5
XHEE IPve KA. SZR]RUA IPv4 Bk IPv6 b2 S | skeZRNEE
IPv4 HhititFl IPV6 iﬂijtﬂﬁ‘}liﬂ,o

RURAEREMK IPv6 BTSN , BIRERRFER IPv6 XX, AJa , ¥HH%

128 EHN IP TESREH conflg/1p6 conflg file BHME. BAEA /etc/ipf/
ip6.conf,
BXRE P HESHERKES S NE 5 Z BLE IP diES.

Tie=5F MR

AT FH &S 1P 8%,

ipf(1M) IR 1P IRSFAN, BIRTRSHIFHITHMES .
ipf(4) BERTARE P SR BT ISHNEEEMAaTE,
ipfilter(s) R 1P T EeS iR,

ipfs(1M) EEHS SRREFNRE NAT FEFRESRER.
ipfstat(1M) RENERE REAENGIHER.

ipmon(1M) FIFAEREIFERBLIEM NAT KR,
ipnat(1M) BIE NAT #MLRFB/R NAT iHEE.

ipnat(4) A5 BT AIE NAT NEREEF A%,
ippool(1M) BUEEFIETERBIE,

ippool(4) AERATLE IP TRzt rnE A )X,
svc.ipfd(1M) B FACE IP TS RESHEE.

& 4 ZF XTF Oracle Solaris @ IP i3iE3%
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BlE 1P eSS

AERH IP TIRB[EFHNE LR, BXRBIREE , B2 W5 4 & KT Oracle Solaris
FH IP TiEes.

AEAEUTER

“‘BLE 1P IR RS [53]

“{F R IP RS MNEE" [59]

“BIN IP g MsIHE R [69]

QMR 1P TR B A [72]

“IP SRR ECE SR [76]

BCE IP &5 RS

UFESFIRSIE T AT 1P I8 MNIAR 5 AL A AR 55-pid

*51 ALE 1P RS IRFESFIIE
E% 5%
EBE IP TSR ERNAU R RS RRE. IMTRIR IP 2R AR S5 BR A [53]
i NAT Mttt R4 @ (EFAE BT SIS S . AT BUEER 1P IR RO E S [54]
SR, R 1P RS ARS . AT J2 FRANRIHT 1P L EE% [56]
EREXENBNRERE. IMATEFAELAR [56]
WIRRG LXK BRE. A0 S2 AR I8 [57]
fZIEAEM 1P Idiges. AT ABEE (58]

vV TEOR IP WigEs IR F R EE

Fiazh  EIE{T ipfstat 54 , B ﬁﬁi?,jqéj\ﬁﬂ?ﬁ IP Filter Management" (IP 38z E) X
REE SRR, BXBSIEE , B8N, (7 Oracle Solaris 11 2 TR A AN
FERRE ) PR ERTEENEESIR .
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WM AU 1P ISR ECE S

54

FHAEZ BT

EE P TS RFHBCE XL FRIE.

$ svecfg -s ipfilter:default listprop | grep file

config/ipf6 _config file astring /etc/ipf/ipf6.conf
config/ipnat_config file astring /etc/ipf/ipnat.conf
config/ippool config file astring /etc/ipf/ippool.conf
firewall config default/custom_policy file astring none

A=A XM REREM A E, XEHARFE , ERECZEE]. REKRE
BN E  IWIEBZFRBMIEE. AXER  ES e 1P DsSEE S
# [54].
EEH B C BT BRI EBEE AU, ES A 1P DissBeE S
4 [54] PR 1 FHHR 2,
MERBCER P TIRERS.
» EFHHEMAS L REBUTARER IP DS,

$ svcs -x ipfilter:default

svc:/network/ipfilter:default (IP Filter)

State: disabled since Mon Sep 10 10:10:50 2012

Reason: Disabled by an administrator.

See: http://oracle.com/msg/SMF-8000-05

See: ipfilter(5)
Impact: This service is not running.

» 71E IPv4 IERBSNEXNARLE L | BTUA T a4k ER IP 825K

# ipfstat -io

n EEEQERIEHSMH , FFIE /etc/nwam/loc/NoNet/ipf.conf, BN ATF
EBE.

» BEYCRE  ESINAIE 1P RIS ECE S [54].

E-BEF IPv6 MBK IP ITISS5RME , BRI -6 1% , 57E ipfstat -6io F—H, B
KEZEE  BZ N ipfstat(IM) FHIRT.

AR IP =S BCE X+

REY AN ERMEEER 1P TS8R , BETFEECERMSEHER 1P TIER
ERGIRECE . BARZIRS XL IR R%ARS

B A BCE "IP Filter Management” (IP 328 B1H) PIRECEXHHNEIR R,
H¥XxELZ{EE | ESN (1 Oracle Solaris 11.2 R AFSREM TS ) FvEHA
FT¥EE ) ETEAPR
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MBI 1P RIS ECE S

1. A IP SIESIRFIEE RIE SIS LE.
AXHEEBTIEMNES.

a. B REESIHREN custom,

# svccfg -s ipfilter:default setprop firewall_config_default/policy = astring:
"custom"

b. RJg , fEENE.
a0 , K /etc/ipf/myorg.ipf.conf WE MBI ISHNE SN E.

# svccfg -s ipfilter:default \
setprop firewall_config_default/custom_policy_file = astring: "/etc/ipf/
myorg.ipf.conf"

2. QIEBTIEANES.

’ﬁ?’i@L/ﬁE‘]‘fn B s WER 1P iR adiBTee” [45]. B XECESIHNRG]
S0P T ESECE 7R [76]F0 /etc/nwam/loc/NoNet/ipf.conf {5,

EJ g&% FHEE RIS AT, MASEHTEIR. SHRETIRSUHFHESTREBUTH
NEE -

pass in all
pass out all

3. (A[3E) h IP TS BIEE MLE k44 (network address translation, NAT) BL& 3
#.

EiBiT NAT 3848 | E{EBEE 4 /etc/ipf/ipnat. conf A NAT FLRBIEE ST,
WMRFEATRNBIR , MAINER config/ipnat_config file fRFBMEMIE , 20 :

# svccfg -s ipfilter:default \
setprop config/ipnat_config_file = astring: "/etc/ipf/myorg.ipnat.conf"

BRNATHEZER , BN ER IP TIS25H NAT ThEE" [48].

4. (W) RUEMEHECE M.

BER— AR BN IEE| B, B {ERRE B FR /etc/ipf/ippool. conf At BlFE
X, MRERTERBFR , NPSUER config/ippool_config file RS BHEHIE ,
o

# svccfg -s ipfilter:default \
setprop config/ippool_config_file = astring: "/etc/ipf/myorg.ippool.conf"

—Aiiﬂitflﬂ—flol@a IPv4 iiﬂinFD IPV6 MILLRER A S . AXRMIENEZER |, 55
WAER 1P I IEES R TNRE” [49].

% 5% iE IP T 55



TR FARMBIHT 1P D85

56

5.

v

FFHaZ AT

FFHaZ AT

(Ti%) JRRENERERITIE.
AMRFTELIRAGTERENCIRZ BRRE , MAABREETE. 1§23 W= mAE
IR [57]. ERINE LY AT IXEXIHARNIES .

(Tik) HASTBRBEA.

BREBEAT | £ IP iSSPt TEA. EREUREE , FENNNERAAE
% [56].

A S FRANRIHT 1P IS

BRI 5YBCA “IP Filter Management” (IP 13825 E1E) PURBCEXHHEER,
BXEZEE ,E2 N (f£ Oracle Solaris 11.2 Hhf{fF A AN TS ) SHYFEA
FTERE M ETEAR”,

EFERANA I 1P LIRS BECE M [54].

JBR 1P TR,

ZHERYER P Tk  ERAU TGS :

# svcadm enable network/ipfilter

ERFIEITIBH 1P SIB[EENMT | BIFZRSE

# svcadm refresh network/ipfilter

i - refresh n &P EIZAPIAIE. BREFAE , FHMARSRINFHRBCE M.
BXREEROINGRE , FEIEM IP iSRS [59].

AR BES

BREBIT , £ 1P TISST R TEL., BEMAEA , EERE I KIAAN
.

IR BCAE "IP Filter Management” (1P Ii&28%51H) AURBCE STHEF
solaris.admin.edit/path-to-IPFilter-policy-file {ZMHEIRR. root A EHE A XL
PR, BXEZ{ZE , B3N (1F Oracle Solaris 11.2 F{FF AR LS ) F
{5 R TS RE B TEA R,

$H 1P sz,
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We] S5 AR EIE I I

FHEZET

# svcadm disable network/ipfilter

1E P IS5 RME ST SRR LT AL,

set defrag off;

{£F pfedit @54 , 2N FFI/R :

# pfedit /etc/ipf/myorg.ipf.conf

AL ST TSR B BT block F pass FLRZ BT, it , ARALEATZ BIFRNIE
B, SRUFRAIZE

# Disable fragment reassembly
#

set defrag off;

# Define policy

#

block in all

block out all

other rules

J2R 1P diEss.
# svcadm enable network/ipfilter
RFR AR EHITEA,

# ipf -T defrag
defrag min @ max 0x1 current 0

ISR current BB 0 , MIERARSBHITEL, IR current A 1, MBS FHITEL.,

04 J3 AR X T &

BRI BCE "IP Filter Management” (IP IdjE28E1E) BURACE STHFI
solaris.admin. ed1t/path tO IPFilter-policy-file FFMNKEIER, root fBfEA FTAXLL
MR, BXEZIEE , ES W (£ Oracle Solaris 11.2 FHH{R A FHHFEN RS )
B“{8 R FTFE & B TEAR

R IP SIRIRIEFEETT , M HIELE.

# svcadm disable network/ipfilter

T P RS SRME ST KRR ALY,

set intercept_loopback true;

{£ pfedit @94 , A FFI/R :
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WARRETRE

58

FFHaZ AT

# pfedit /etc/ipf/myorg.ipf.conf

AT R T3P E L IFTA block F pass MMz BT, AT, TTAFEMATZ BTN
B, SRUTRBIZEM

#set defrag off;

#

# Enable loopback filtering to filter between zones
#

set intercept_loopback true;
#

# Define policy

#

block in all

block out all

other rules

JBHA 1P igss.

# svcadm enable network/ipfilter

RRUERNEIEHRE | EEANTH4

# ipf -T ipf_loopback
ipf loopback min @ max Ox1 current 1
#

R current B{ER 0 , MERARIXITIE., 2R current 24 1, NFARERETIE.

LUEE RN

S A2 NPAZ BB T B HLNFF 2 B AR S . anR(EAIITE | )JJ,Z\ T AN EC
%x#?ﬁ% IP TiEss AEFH BhaIL IR NAT, BXBELEE |, ES a7 2Rk
IP ITiEzs [56].

WA BB "IP Filter Management” (IP 825 E1H) SURELE XHHEE R,
BEXELEE ,E5 N (1F Oracle Solaris 11.2 AR B FFHFRRL L ) PER
g e EIERGR",

E2RZRS , EEA svcadn 4,

# svcadm disable network/ipfilter

TIMASIAALRS , TR EITRBIRANES . BXREZEE B EA
P IS AL S" [59].
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fE 1P T ANES

fEH IP T INES

HEATET | AJ8ER

BT

BEYEBUHBUE RIS NAT AR -

» FEANRGREER IP IR ST, xRt TR
UTFESFIRIILE T 5 IP IRFANE S RATFE,

&R 52 £ 1P s N E S EFS R

%

&%

BRESNATLIEANES.

M ERENNETIEAMRIES [60]

BRIFESNELIEANES.

M ERIFES AL IEANIES [60]

BERRRESMRIES.

AMATHUER RN BT B LSS [60]

DS S=N

AT R BT s & & [61]

AR MBFNES .

AR ANZ RS A A LIS & [62]
AL AR AETE S A B e &£ 4 [63]

EEHMIETES NS & 2 BT,

IMATAETESNAAETES AT BN & 2 BT [64]

MR BRAEE SRR & .

AT NPRAZ A IR AR TR S BT e ISR & [65]

BERIEFH NAT HL,

WAEE IP B HIES) NAT FLRY [65]

BikR NAT FLR,

AATEREITE 1P T IEES A NAT FLIU [66]

HARZMENESN NAT FR,

AR AN E NAT AL ER R [66]

BEEHHIE. WA EETESMAILT [67]
pillEszchilwie anfar iRttt [68]
F LR ANE kit AATREHLIIBH D E it [68]

=18 P T

a3y

IP Wiz A ARSI A BN S S I B FERT . RS S E IETEXS
FENBMERBHITHEIE. IEENMNUESHFMEARN , BRSERAXLEAMN | BRI
EAREEMRIES BATENANES. ATAEE, EEFMERUEEFARENNRILIEM

WA,

7 - PR MY IPvA BRG], 34T IPv6 4L, (M -6 66T , 202N oK IP I

IEES RS- R E [53] FHIBIR 2 TR,

% 5% iE IP T
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M ERESNNETIEANES

60

v

FFHaZ AT

FHEZ BT

FHAEZ BT

IMTEEENNBTIRANES

W5 BCE "IP Filter Management” (IP 825 E1H) SURELE XHRERERA.
BXELEE |, E5 N (1F Oracle Solaris 11.2 R B FAFHFERL L ) PER
g e R EIERPR",

EREINBLIRANSES.
AT 7R 61 BRI AZINAZT iEsh B AR & 80t .

# ipfstat -io

empty list for ipfilter(out)

pass in quick on netl from 192.168.1.0/24 to any
pass in all

block in on netl from 192.168.1.10/32 to any

MAEERREFINRTIEANES

B A BCE "IP Filter Management” (IP 38 BH) PIRECE X HHNBEIRR.
BXEZEE | E5N, (1F Oracle Solaris 11.2 PR B AR FERE L ) PYER
g e EIERGR",

BEEIN BT IBANES.
PUT 7~ B 7RARTE S AL e S & Bt
# ipfstat -I -io

pass out quick on netl all
pass in quick on netl all

IMATRTER FEEE N BT SRS &

WMRBEPITUATE—ES , BERAUTERE :
» BUEYET IP WIS IEAEE BN ATIEANE S Z M F— BT IEMNES.
» Bk ARIICEHNE—TIEANES.

B A BCE "IP Filter Management” (IP 38 B8 ) PIRECE X HHNEIRR.
B¥XxELEE | 5N (1£ Oracle Solaris 11.2 R P REHN LS ) FHYER
g e EIERGR",

EEUTHHEZ—

» MREHETEARMANES  FERINHFUE—DFRANES,
v ERCEX M ERURIANIES.

BiEF LRIRMNES |, FHERAFANEE.
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i BB IENE S

Bl 5-1

%l 5-2

v

FFaZ AT

# ipf -Fa -f filename

filename = RL N B EENANES .

BUMER ipf -D 83X svcadm restart ZKRHSRKBAEFINANES. HEHLSES
/\3? BRI |, RAETEEAFARNIES Z 512 A AIE.

BEAERBEEIEINES
AT /=BG B2 — AN B AL N B A HARRLNE & .

# ipfstat -io

empty list for ipfilter(out)

pass in quick on net@ all

# ipf -Fa -f /etc/ipf/ipfnew.conf

# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

ENRAENNBLIEANEE

AP RBREBAANAT R FR A Y aidt TiEsR S B B BN ad IS ANIES.
AT AS | AN AL NS &

# ipfstat -io

empty list for ipfilter (out)
block in log quick from 10.0.0.0/8 to any

SRJE , YRt /etc/ipf/myorg.ipf.conf BECESCH , RIFTARS , B BRI IHIESNMALR

PA
Bo

# svcadm refresh network/ipfilter

# ipfstat -io

empty list for ipfilter (out)

block in log quick from 10.0.0.0/8 to any

block in quick on netl from 192.168.0.0/12 to any

pulEp e Wl )

R \7ﬁ)32jq§j\ﬁﬂ?ﬁ "IP Filter Management” (IP idjga8E1E) MRALE XHHBIRA.
ﬁ%%yfn =, 20 (#£ Oracle Solaris 11.2 iR A FHHEN TS ) FRER
FTfERE ETEAR .

ESY

# ipf -F [a]i]o]

% 5% iE IP T
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MR RIS AN EE SN B s NI &

62

%l 5-3

FHAEZET

-a AN &P bR AT T ISR,
-4 SNt shon)sIWUR
-0 MR AE S BRI ISR,

MiERaE BN &S

PAF 7R B 7~ a0 NI E S I ML NS & P BBR FT A L IS AL,

# ipfstat -io

block out log on net@ all

block in log quick from 10.0.0.0/8 to any
# ipf -Fa

# ipfstat -io

empty list for ipfilter(out)

empty list for ipfilter(in)

TR AL RIS ANE A S BT e N R &

BN IR G S FEVASEZHIRIS T REEE G M. 1P SIS FEARMA
WERIFERRES, B2 , XLEMUEERF . ERREARSHEX , KIFCILT
IP 1825 AR S5 B B SR

B uﬂzﬁﬁ@ﬂﬁ 'IP Filter Management" (IP idj&z3E1H) AIRECESHNEIER.
BXEZEE ,E2 N (7£ Oracle Solaris 11.2 iR ~H#HEN T L ) FHER
Fr¥e E‘]”’*EEHBE

FERAUTAEZ — KRR IEESHNES

» JEASITEER ipf -f - 4, BHREMEFINES.

# echo "block in on netl proto tcp from 10.1.1.1/32 to any" | ipf -f -

R, ELESEARSE , XM MEKFMNAR BT IP TS BN —E 9.
» PITRAT 4

1. FERTERSCHP R AN S .
2. BE/RMANARMETESMNES.

# ipf -f filename

filename FEFLNAERIMZNEAMNEESHLERE. BT IP TIRMMERRE—1
DLBCKLN &% |, A, BRAEER quick KEETF , B NIATZRANAIRL IR A e i B4R,
iﬁ;ﬂﬁﬂ%@'—ﬁ@,ﬁ quick FREBFHRIFNILAD , MPATZANRERME , BARE
EESJWUN
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AR EIAE A BT SN E &

%l 5-4

FFHaZ AT

Bl 55

3R filename R HA— IP WiESECE A RUERE , WBESR. ERsRFH RS
IS EE R NI LEAN, BN, AR RPRR t—MImES AR &

RN INEE S BT IS S &
AR 7RI B0 M SATR AR B S AT IEMNIS &

# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

# echo "block in on netl proto tcp from 10.1.1.1/32 to any" | ipf -f -
# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

block in on netl proto tcp from 10.1.1.1/32 to any

LIRER YW pIIESIE ST syabu e Wl S

FEPIZF BRI AN ANE SFENASEIE AR AT REEE A . SANE ST 5ES)
MUEESHTI , MIFFL IP TigSRE. BR , BH. ERHERARFH , &
ZAIE SET WIS =R

WA BB "IP Filter Management” (IP i85 E1H) SURELE XHHERERA.
BXEZEE |, E5 N (1F Oracle Solaris 11.2 AR B FAFHFERL L ) PER
g e EIERGR",

TEFTERS A AN S
HELZIANFMEEEESANES.

# ipf -I -f filename

filename SFEIFNPRE ARMEFEESMNESHEE. BT IP TIRFER RE— LA
AMAPEGE , B, BRARER quick XEF , BNIFTRMAMNEAE TSN LR, MR
BEEE quick KEFHRAMUILE , MPITZANRERIE , BAEE FEAN,

Bl pIESIE IS PV WALTE Sy
DA 7R 61 RN AL A ST AR N HETE S AL ISR &

# ipfstat -I -io

pass out quick on netl all

pass in quick on netl all

# ipf -I -f /etc/ipf/ipftrial.conf

# ipfstat -I -io

pass out quick on netl all

pass in quick on netl all

block in log quick from 10.0.0.0/8 to any
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WAFETESNFIAETE NN BIT IS S & 2 [A1Y)HR

64

v

FFaZ AT

%l 5-6

T FETESNANAETE S AT BRI & 2 (B

ERRZT VRN S FENASHEHR T ReEE B M. THRFLL 1P TSR
FEPATRUEMNES .

K% szjqéa\ﬁﬂﬁ 'IP Filter Management" (IP 38235 1E) ARECESUHNEIER,
759'&%:9’[:. 5, &0, (f£ Oracle Solaris 11 2 PR A PAIHREN TS ) FRYER
Fr¥EE B TEAR .

EENFAEENRHNE S Z [T .
# ipf -s

FRGS , TAERNZTIENIEERMNES Z BV, EEE , tnRIEEHN
NEEA T, WEEaTIE.

- FIH. ERSUER P TIESREE Bk R 1P USRS RIS AL,
A RAREHMNES.

EENMAENN BT IS NS & 2 YR

AT RBIBIRER ipf -s éﬁﬂﬂ#‘&ﬂE/EﬂJﬁuU%Aﬁiﬁ/%ﬁJ%LJJJﬁA FSEED
%LAU%AHSU]HE/%#]M)JJ%

® 51T ipf -s €54 ZAT, ipfstat -1 -io dnS ML BIRAETESFNIESF A
N, ipfstat -io dp4AEIE B/RIESHILNIE & KFLA,

# ipfstat -io

empty list for ipfilter(out)

block in log quick from 10.0.0.0/8 to any

block in on netl proto tcp from 10.1.1.1/32 to any
# ipfstat -I -io

pass out quick on netl all

pass in quick on netl all

block in log quick from 10.0.0.0/8 to any

" JZ1T ipf -s @ Ja , ipfstat -1 -io fl ipfstat -io ap4HIHILE BRI MMNES
KRB BV,

# ipf -s

Set 1 now inactive

# ipfstat -io

pass out quick on netl all

pass in quick on netl all

block in log quick from 10.0.0.0/8 to any
# ipfstat -I -io

empty list for inactive ipfilter(out)
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AT A PIAZT B AETE S B IR ALE &

v

FFHaZ AT

%l 57

v

FHEZET

block in log quick from 10.0.0.0/8 to any
block in on netl proto tcp from 10.1.1.1/32 to any

T AARRZF B E AR BT IEARIE &

B SYBCA "IP Filter Management” (IP idi823%1E) APRECESUHHEIE R,
BXELZEL 550 (F£ Oracle Solaris 11.2 (R FFSHERELL ) FRER
P M TAR R

£ 2RMRIF HSPIEERENMNES.

# ipf -I -Fa

i - WRMERIETT ipf -s , WERKFARESANE S BCAESNMNES. THRIESMN
EEERERSPITIRIE,

MRz B AEESIR BT MRS S
AR R BN BFTIETE S B AN S & A BR BT A AL

# ipfstat -I -io

empty list for inactive ipfilter(out)

block in log quick from 10.0.0.0/8 to any

block in on netl proto tcp from 10.1.1.1/32 to any
# ipf -I -Fa

# ipfstat -I -io

empty list for inactive ipfilter(out)

empty list for inactive ipfilter(in)

B IP 82380 NAT FLu

TR VEE . ERMBEH IP IS8 NAT MR,

WMTEFE IP TR AIES) NAT FLN

IR A5 BCAE "IP Filter Management” (IP d)&25E1H) APRBCEHREER,
ﬁ KEZEE , B3N (7 Oracle Solaris 11.2 TR A FAHHER TS ) FPHER
e E R EIRAR",

BEETESNH NAT L0,
AT RGIBIRIESD NAT FLNE S S .

# ipnat -1
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AMATBREIRLTE P SRR NAT LR

66

FFHaZ AT

%l 5-8

FFEaZ AT

List of active MAP/Redirect filters:
map net@® 192.168.1.0/24 -> 20.20.20.1/32

List of active sessions:

IMATBUBERUE IP T I825FH NAT AR

B RSBLA "IP Filter Management” (IP 3838518 ) ARECE XHREIE R,
BXEZ{ZE B3N (1£ Oracle Solaris 11.2 Ff{FF AN LS ) FYER
FTHaE R BTRAR".

Mz iR NAT R,
# ipnat -FC

-C SETIER 4T NAT ANFIFRPRFTE. -F EHBIERLET NAT HifR (CBRSA)
TEFNH NAT BRET) FERFTHIESI.

Bk NAT LR
PR /RBI B/~ an A bk 457 NAT AL KI5,

# ipnat -1
List of active MAP/Redirect filters:
map net@® 192.168.1.0/24 -> 20.20.20.1/32

List of active sessions:

# ipnat -C

1 entries flushed from NAT list

# ipnat -1

List of active MAP/Redirect filters:

List of active sessions:

AR AL I0Z] NAT 3 ISR

HEAUNIB ANZIBA AN S & FEMA SR HR N AT BB FE B . 1P IR RS AR
WEHRIFERRES. B2 , NAT MUERF . ERREAMSNEL , RIFEILT
IP 13825 AR S5 A B S A

WA B "IP Filter Management” (IP 825 E1H) SURELE XHRERERA.
BXELEE |, E5 0N (1F Oracle Solaris 11.2 AR B AFHEREL ) PER
g e EIERIR",

FANTAEZ — KRR IEESHNES
» EGSITLEER ipnat -f - B4, BHRNE NAT HRNEE.
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WMAEREF LT

%1 59

v

FHEZ BT

# echo "map net0 192.168.1.0/24 -> 20.20.20.1/32" | ipnat -f -

ERF., EREARSE , XLEMRMAMNARET IP TIERELERN 5.
s PUTA T4

1. FERTSERISCAF B At NAT ALR,
2. BERAAMUFMENESNR NAT AL,

# ipnat -f filename

filename S HIFLUPKRANE] NAT FLRIRLERE .
BNR filename BHF—/ IP TR0 EXHBIMRE , WEERR. ERER

FIRS BT EHTRR N GX LA N, B, MRS E—MiE RN ES .
BHLNHNE] NAT RN &E4S
PAUT 7RG B Ran{a A an SATRRLRRNE] NAT fLN&E S

# ipnat -1

List of active MAP/Redirect filters:

List of active sessions:

# echo "map net0 192.168.1.0/24 -> 20.20.20.1/32" | ipnat -f -
# ipnat -1

List of active MAP/Redirect filters:

map net@® 192.168.1.0/24 -> 20.20.20.1/32

List of active sessions:

B IP D= R
AT RABLEIE, SRS,

WMAEREDBAL

J\ﬁkj‘]ﬁj\@ﬂ;ﬁ 'IP Filter Management" (IP i3jE23E1E) APRACE N HHEIEA,
ﬁ?&%ﬂn 2., &0, (F£ Oracle Solaris 11 2 PR A AR RS ) PHRER
g e EIERGR",

EREMI,
AR R BRI E R TE SR .
# ippool -1

table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };
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pgCp el

68

v

FHAEZ BT

#1 5-10

FFHaZ T

anfer Bt it

B A BCE "IP Filter Management” (IP I35 BH) PURECEXHHNEIRR.
H¥XxELZ{E B3N (1F Oracle Solaris 11.2 R AFSREM TS ) FrvEHA
FT¥EE I ETEAR

B 24 BTk it KR

# ippool -F

bkt
DA 7~ B an A st it

# ippool -1

table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };

# ippool -F

1 object flushed

# ippool -1

AAARTHE LI B N E Stk it

BN AZIIA AN G S FEVASEZAFRIS AT BEEE M. 1P SIS FEARMA
WEHRFFERRE., B2 , MU ERF, ERKEARSNEL , RIFEi
T IP FIER AR A BT

WA A5 BB "IP Filter Management” (IP 82518 ) SURELE XHRERERA.
BXELEE |, E5 N (1F Oracle Solaris 11.2 AR B AFHEREL ) PER
FT¥EE I ETEAR .

ERATAIEZ — RN EESHRES -
" TEASIT MM ippool -f - d54 , KANIKINZIMNIES.

# echo "table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24};" | ippool -f -

ERE. ERSERREN , XLEMMKFANRBET IP TEREE N —E05.
» PITAT 4 :

1. FERTERISCHFP AU H sttt
2. KE/BZMANIZRIEESbIL I,

# ippool -f filename

filename = R R ANZ A shith LS E
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BOR IP ISR MSTHESR

2. WMRXEHNAEREFIAAMNE ST , FHITILTHEE
a. IR INEFTE A AN,

b. KRB IEHLK N L ETHLRIR & .
ERBANARE AL INZE S BT ISMNISE & [62]F It AHHRIE.

- AERIFHER G 1P TIESME . BREEKRSAHRMEIAEHAR,

#l 511 CKALRETANZ BB
PR /RBI B/ a0 T M dn ST R AR Bt AL NS &

# ippool -1
table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };
# echo "table role = ipf type = tree number = 100
{10.0.0.0/32, 172.16.1.2/32, 192.168.1.0/24};" | ippool -f -
# ippool -1
table role = ipf type = tree number = 100
{ 10.0.0.0/32, 172.16.1.2/32, 192.168.1.0/24; };
table role = ipf type = tree number = 13
{10.1.1.1/32, 10.1.1.2/32, 192.168.1.0/24; };

BIR IP BN GEIHEE

&53 BoR IP TIBHRLOHEEMERSESS IR
% &%
EBERER. WMTEE 1P RS [69]
BEBREGHEER. WMAER IP RS LITHER [70]
Fld 1P ISR TAS . WAER IP iSRRI [71]
EFE NAT SIHER. WMTEF IP g NAT SR [71]
BERMIESIHER. WIAEE IP TiESFAISEHER [72]

VY WEEE IP TiRRIRER

Faaze IR ECA "IP Filter Management” (IP &8 B1E) MRACEXHHNERR.
BXELEE | E5 N (1F Oracle Solaris 11.2 AR B FHRREL ) PER
g KETERGR".
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MTEE P DBBORSIHER

70

® TEENRER.

# ipfstat

- ATRAEAT -t A UNIX top SRAIREFFRRAEBKRERK.

il 512 TEF IP TIEHRHRER
PAT 7RI B RS R .

# ipfstat
bad packets: in 0 out 0
IPv6 packets: in 56286 out 63298
input packets: blocked 160 passed 11 nomatch 1 counted @ short 0@
output packets: blocked @ passed 13681 nomatch 6844 counted @ short 0
input packets logged: blocked 0 passed 0
output packets logged: blocked @ passed 0
packets logged: input @ output 0
log failures: input 0 output 0
fragment state(in): kept @ lost @ not fragmented 0
fragment reassembly(in):bad v6 hdr 0 bad v6 ehdr 0 failed reassembly 0
fragment state(out): kept @ lost @ not fragmented 0
packet state(in): kept @ lost 0
packet state(out): kept @ Tlost 0
ICMP replies: 0 TCP RSTs sent: 0
Invalid source(in): 0
Result cache hits(in): 152 (out): 6837
IN Pullups succeeded: 0 failed: 0
OUT Pullups succeeded: 0 failed: 0
Fastroute successes: 0 failures: 0
TCP cksum fails(in): 0 (out): O
IPF Ticks: 14341469
Packet log flags set: (0)

none

FzEr \wiquéu\@ﬂﬁ "IP Filter Management" (IP i3iE23%1E) APRAECEHHEIE R,
ﬁ KEZER, ., (%£ Oracle Solaris 11.2 EPW%)%F%M&%%E‘B‘E% ) FEE

FEERE Eﬂﬂﬁﬁ”
o @E ’Ik:u—)bﬂ_’fl:uu o

# ipfstat -s

%l 513 EF IP TIEHKRESITHEE

AT RBI B RREGHE R
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IMTEE P BN AES I

v

FFHaZ#T

v

FFHaZ AT

# ipfstat -s
IP states added:

0 TCP
UDP
ICMP
hits
misses
maximum
no memory
max bucket
active
expired

0 closed
State logging enabled

[(SESEESENSENSESE )

State table bucket statistics:
0 in use

.00% bucket usage

minimal length

maximal length

.000 average length

[SEESE SIS

WAER IP D=5 HS

k0% ﬁﬁkﬁﬁ@ﬂﬁ "IP Filter Management" (IP i37E23%E18) MRECEXHRNEER,
ﬁ XEZEE ,E2 N (f£ Oracle Solaris 11.2 R A AFHER T L ) FHER
g e EIERPR",

EF IP TIERNALTESH,

A i B kT

# ipf -T list

fr_flags min @ max Oxffffffff current 0
fr active min @ max @ current 0

ipstate logging min @ max 0x1 current 1

fr authq ttl min Ox1 max Ox7fffffff current sz = 0
fr_enable_rcache min @ max 0x1 current @

WAIEE IP TIUEZSH NAT it s E

#r) \¢ﬁﬁjzjqéj\ﬁa7ﬁ "IP Filter Management" (IP 13i828E18) PIRECESUHHEIR R,
:ﬁ;&Eyfn,u , W, (7£ Oracle Solaris 11.2 F#f{F B AMHRRETSL ) P YEH
F)TTEJEE‘J%*EE?FRBE”Q

§E NAT le.:.l'-i_ I:III_;\o

F5E E IP TIES 71
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IMATEE P TIERH S HER

# ipnat -s

il 5-14 TEF IP TIEHEM NAT FHitEE
AT RBIEIR NAT ZRiHEE.

# ipnat -s

mapped in 0 out 0
added 0 expired 0

no memory 0 bad nat 0
inuse 0

rules 1

wilds @

Y MAEE IP g TER

Fazar BBy ﬁﬁ!?,j\]ﬁj\@ﬂ?ﬁ IP Filter Management"
ﬁ?&%ﬂn =, 3L (F£ Oracle Solaris 11 2 PR PR TS ) PHER

BT RE I ETEAR ",
o EBMUSITHEE.

# ippool -s

#l 515 FEF IP FIERABBIESIHER
PAT/RBIB /RIS HER

# ippool -s
Pools: 3

Hash Tables: 0
Nodes: 0

LIE IP It /)ﬁ %%E‘] Hlu\j{q:

(IP g EHE) APRECEHREIE R,

*54 £/ 1P g2 BEAHES SR

%

&%

Bl EThEK) 1P 1T RES BRI

AR 1P BRI E RS [73]

EEREBEIM. NAT BEXHENBEX
.

WMAER 1P IR R EI [74]

RI¥BREZHX,

WM RIFTBRBEZE X [75]

HERNBRERMHT , UMEERS%.

APRATSR I BRFEI A [75]
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AR 1P RN RE RSt

FFaZ T

1.

5| 5-16

IMAA 1P WDigas W E HEX

BRABAT | IP TIRRMTE BEEEER syslog I8k, AUIE—NEE KR
R IP TEREEERE , WH 'ﬁTﬁEtE‘%T £ syslog B REMMEIEEX S |
XA G A—A RIFHIA.

BRINAAE root fafa,
HaE 2 /2 FAM system-1og AR 53561,

% svcs system-log

STATE STIME FMRI
disabled 13:11:55 svc:/system/system-log:rsyslog
online 13:13:27 svc:/system/system-log:default

7 - AR rsyslog ARS-SCABIEXHL, , IE1E L rsyslog. conf LI,

BRI PI1TRYW4E /etc/syslog. conf S :

# Save IP Filter log output to its own file
local®@.debug /var/log/log-name

- EXBPER Tab BEMA B TIEEEEK SR Localo.debug 5 /var/log/log-name, B
XELEE , 55N syslog. conf(4) 1 syslogd(1M) FHR,

BIEEH BEX M.

# touch /var/log/log-name

RIFT system-1og FRFHECEEE.

# svcadm refresh system-log:default

7 - AR rsyslog ARF-EBR , ERIFT system-log: rsyslog JR$-3H1.,

A 1P TR EE
AR 7RBIBAZN{AI 632 ipmon. log PAARY IP IR
4§48 syslog.conf,

pfedit /etc/syslog.conf
## Save IP Filter log output to its own file
local@.debug<Tab>/var/log/ipmon.log

R, EHHIT LA, EFEIRE.
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IMATEE P B BE3F

74

v

FFHaZ T

1 5-17

# touch /var/log/ipmon.log
# svcadm restart system-log

IMTESR 1P TS5 B &

ETTRAMAA 1P g R E B & (73],

B ui!zjqﬁu\ﬁﬂﬁ 'IP Filter Management" (IP idj&z5E1H) MIRECESUHNEIER.
BXEZEE ,152& N (7£ Oracle Solaris 11 2 PR A AARENTS ) FHER
FriEEE EHRBE

EERESHE M. NAT BEScdsi s # BE304.

BEEFHENXH , BRAUTGS |, FHEREYAEM :

# ipmon -o [S|N|I] filename

s BRREBESE
N B/~ NAT B,
1 BRERM P BESH.

. REFEMBREEEM. NAT BEXHME M BEES , EERAAEMR

# ipmon -o SNI filename

= =ik ipmon SFPREfE  BTRAER ipnon KBRS HES. NAT B
HF0 1P Tg2F HE A -

# pkill ipmon
# ipmon -a filename

¥ - AR ipmon SFIPHFRNIEIZIT , EOMER ipmon -a 1Bk, BFE |, AT HBELER
e8| SHARIE s a3, 75253' ipmon -a #34&A]AFTFF ipmon IB—ABEIA, X, I EI
A ERMEERBEE ,ABRBE— N EIALRBIEFEAEEE.

BXRERREXMHNEZEE  §S A ipmon(1M) FHIR.

BE IP g BB
LT /RBIERT KB /var/ipmon.log Bt .

# ipmon -o SNI /var/ipmon.log
02/09/2012 15:27:20.606626 netd @0:1 p 129.146.157.149 ->
129.146.157.145 PR icmp len 20 84 icmp echo/0 IN
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AT RIF R A E& X

FFaZ AT

¥l 5-18

FHAZ BT

#1 5-19

BE
# pkill ipmon
# ipmon -aD /var/ipmon.log

02/09/2012 15:27:20.606626 net@ @0:1 p 129.146.157.149 ->
129.146.157.145 PR icmp len 20 84 icmp echo/0 IN

AT R B SR T X

WA ERE X HERRE LB REL .

B A BCE "IP Filter Management” (IP 3288 ) PIRECE XHHEIR R,
B¥XxELEE | ES N (1£ Oracle Solaris 11.2 R A REMN LS ) FYER
g e EIERGR",

RiFBREERFX,

# ipmon -F

RlF 8 R E&RX

AT -6 B~k BSScHH s . BMEREXHAT , RO RA— M RE |, 4
WRBIFTZR.

# ipmon -F

0 bytes flushed from log buffer
0 bytes flushed from log buffer
0 bytes flushed from log buffer

RIS R I BRIFESC

] IS EHE S S R S F B F TR NS B R ERISUHF.
BWIREIE root AR,
FICRHBRERIHF.

# cat /dev/ipl > filename

MK AICRE filename 3L , ERIEET RN ctri-c HEREH TR ER
HIESP RIS FE.

IR BREFEIAF
TR 61 BIRRER N BREFRI AR I BT ISR
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P 13 &= BC & SR

# cat /dev/ipl > /tmp/logfile

~C#

# ipmon -f /tmp/logfile

02/09/2012 15:

129.146.157.
02/09/2012 15:
.145,23 PR tcp len
02/09/2012 15:

129.146.157.
02/09/2012 15:

129.146.157

30:28.708294 net0
145,23 PR tcp len
30:28.708708 net0d

30:28.792611 net0
145,23 PR tcp len
30:28.872000 net0

@0
20
@0
20
@0
20
@0

:1 p 129.146.

52 -S IN

:1 p 129.146.

40 -A IN

:1 p 129.146.

70 -AP IN

:1 p 129.146.

129.146.157.145,23 PR tcp len 20 40 -A IN

02/09/2012 15:
129.146.157.
02/09/2012 15:
129.146.157.
02/09/2012 15:
129.146.157.
02/09/2012 15:
.145,23 PR tcp len

129.146.157

30:28.872142 net0
145,23 PR tcp len
30:28.872808 net0d
145,23 PR tcp len
30:28.872951 net0
145,23 PR tcp len
30:28.926792 net0

(output truncated)

P i8R ECE A7)

76

AT RGN AR AN EA, SRS 25 S0 AT ISR,
ACE S EPRAER) UNIX

 HS #) FEBREEERNIT.

» HRFLER T AR FETE—1T L.

n AVFE RN TSRS SRR AL AR B e

w FNETRELRZ 1T, ITREERFMT (\) F5RANAE T —1T 4Rk,
BRVEMPNEXER , ES I TE BTSN [46],

%l 5-20 IP TS EAECE

By

@0
20
@0
20
@0
20
@0
20

:1 p 129.146.

43 -AP IN

:1 p 129.146.

40 -A IN

:1 p 129.146.

47 -AP IN

:1 p 129.146.

40 -A IN

EALA

157.

157.

157.

157.

157.

157.

157.

157.

149,33923 -

149,33923 -

149,33923 -

149,33923 -

149,33923 -

149,33923 -

149,33923 -

149,33923 -

WRBIBIRIEA neto MLEIEOMNENARL LNECE.

# pass and log everything by default
pass in log on net® all
pass out log on net@ all

# block, but don't log, incoming packets from other reserved addresses

block in quick on net@ from 10.0.0.0/8 to any
block in quick on net® from 172.16.0.0/12 to any
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# block and log untrusted internal IPs. 0/32 is notation that replaces
# address of the machine running IP Filter.

block in log quick from 192.168.1.15 to <thishost>

block in log quick from 192.168.1.43 to <thishost>

# block and log X11 (port 6000) and remote procedure call

# and portmapper (port 111) attempts

block in log quick on net® proto tcp from any to net0/32 port = 6000 keep state
block in log quick on net®@ proto tcp/udp from any to net®/32 port = 111 keep state

BRI & & AN TR BIFLITFLE |, 92 B AVERHEM N BIEAFER neto O, -4
N EEARH LE N E R ZS(A) 10.0.0.0 #1 172.16.0. 0 (E AT BIH A A3, T—
MANE A BRLE Sk B ARG AE E NS, &R fa— N HLN&E&FELENIEE 6000 1
A 111 _HEAMA,

% 5-21 IP g2 RS20 E
BRI BRAE Web fRES 2B ENARSNECE. BLRSAE neto MKHEO.

web server with an net@ interface
block and log everything by default;
then allow specific services

group 100 - inbound rules

group 200 - outbound rules

(0/32) resolves to our IP address)
**¥*% FTP proxy ***

H R R KR

# block short packets which are packets
# fragmented too short to be real.
block in log quick all with short

# block and log inbound and outbound by default,
# group by destination

block in log on net@ from any to any head 100
block out log on net@ from any to any head 200

# web rules that get hit most often

pass in quick on net@ proto tcp from any \

to net@/32 port = http flags S keep state group 100
pass in quick on net@ proto tcp from any \

to net@/32 port = https flags S keep state group 100

# inbound traffic - ssh, auth

pass in quick on net@® proto tcp from any \

to net@/32 port = 22 flags S keep state group 100

pass in log quick on net® proto tcp from any \

to net@/32 port = 113 flags S keep state group 100

pass in log quick on net® proto tcp from any port = 113 \
to net@/32 flags S keep state group 100

# outbound traffic - DNS, auth, NTP, ssh, WwwW, smtp
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pass out quick on net® proto tcp/udp from net@/32 \
to any port = domain flags S keep state group 200
pass in quick on net@® proto udp from any \

port = domain to net@/32 group 100

pass out quick on net@ proto tcp from net@/32 \

to any port = 113 flags S keep state group 200

pass out quick on net@ proto tcp from net@/32 port = 113 \
to any flags S keep state group 200

pass out quick on net® proto udp from net@/32 to any \
port = ntp group 200

pass in quick on net@® proto udp from any \

port = ntp to net@/32 port = ntp group 100

pass out quick on net@ proto tcp from net@/32 \
to any port = ssh flags S keep state group 200

pass out quick on net® proto tcp from net@/32 \
to any port = http flags S keep state group 200
pass out quick on net® proto tcp from netd/32 \
to any port = https flags S keep state group 200

pass out quick on net@ proto tcp from net@0/32 \
to any port = smtp flags S keep state group 200

# pass icmp packets in and out
pass in quick on net@ proto icmp from any to net@/32 keep state group 100
pass out quick on net@ proto icmp from net@/32 to any keep state group 200

# block and ignore NETBIOS packets
block in quick on net® proto tcp from any \
to any port = 135 flags S keep state group 100

block in quick on net@ proto tcp from any port = 137 \

to any flags S keep state group 100

block in quick on net@ proto udp from any to any port = 137 group 100

block in quick on net® proto udp from any port = 137 to any group 100

block in quick on net® proto tcp from any port = 138 \

to any flags S keep state group 100

block in quick on net® proto udp from any port = 138 to any group 100

block in quick on net® proto tcp from any port = 139 to any flags S keep state

group 100
block in quick on net® proto udp from any port = 139 to any group 100

B 5-22 IP S RZSACE
PoRBRREA R NEEO neto FSMIFED net1 HIFEHZSHNACE.

# internal interface is net® at 192.168.1.1
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# external interface is netl IP obtained via DHCP
# block all packets and allow specific services
kkk AT ***

# Short packets which are fragmented too short to be real.
block in log quick all with short

# By default, block and log everything.
block in log on net@ all
block in log on netl all
block out log on net@ all
block out log on netl all

# Packets going in/out of network interfaces that are not on the
# loopback interface should not exist.

block in log quick on net® from 127.0.0.0/8 to any

block in log quick on net@ from any to 127.0.0.0/8

block in log quick on netl from 127.0.0.0/8 to any

block in log quick on netl from any to 127.0.0.0/8

# Deny reserved addresses.

block in quick on netl from 10.0.0.0/8 to any

block in quick on netl from 172.16.0.0/12 to any
block in log quick on netl from 192.168.1.0/24 to any
block in quick on netl from 192.168.0.0/16 to any

# Allow internal traffic
pass in quick on net@ from 192.168.1.0/24 to 192.168.1.0/24
pass out quick on net® from 192.168.1.0/24 to 192.168.1.0/24

# Allow outgoing DNS requests from our servers on .1, .2, and .3

pass out quick on netl proto tcp/udp from netl/32 to any port = domain keep state
pass in quick on net®@ proto tcp/udp from 192.168.1.2 to any port = domain keep state
pass in quick on net@® proto tcp/udp from 192.168.1.3 to any port = domain keep state

# Allow NTP from any internal hosts to any external NTP server.
pass in quick on net@® proto udp from 192.168.1.0/24 to any port = 123 keep state
pass out quick on netl proto udp from any to any port = 123 keep state

# Allow incoming mail

pass in quick on netl proto tcp from any to netl/32 port = smtp keep state

pass in quick on netl proto tcp from any to netl/32 port = smtp keep state

pass out quick on netl proto tcp from 192.168.1.0/24 to any port = smtp keep state

# Allow outgoing connections: SSH, Www, NNTP, mail, whois
pass in quick on net@ proto tcp from 192.168.1.0/24 to any port = 22 keep state
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80

pass out quick on netl proto tcp from 192.168.1.0/24 to any port = 22 keep state

pass in quick on net@® proto tcp from 192.168.1.0/24 to any port = 80 keep state

pass out quick on netl proto tcp from 192.168.1.0/24 to any port = 80 keep state
pass in quick on net@® proto tcp from 192.168.1.0/24 to any port = 443 keep state
pass out quick on netl proto tcp from 192.168.1.0/24 to any port = 443 keep state

pass in quick on net@ proto tcp from 192.168.1.0/24 to any port = nntp keep state
block in quick on netl proto tcp from any to any port = nntp keep state
pass out quick on netl proto tcp from 192.168.1.0/24 to any port = nntp keep state

pass in quick on net@ proto tcp from 192.168.1.0/24 to any port = smtp keep state

pass in quick on net@ proto tcp from 192.168.1.0/24 to any port = whois keep state
pass out quick on netl proto tcp from any to any port = whois keep state

# Allow ssh from offsite
pass in quick on netl proto tcp from any to netl/32 port = 22 keep state

# Allow ping out
pass in quick on net@® proto icmp all keep state
pass out quick on netl proto icmp all keep state

# allow auth out
pass out quick on netl proto tcp from netl/32 to any port = 113 keep state
pass out quick on netl proto tcp from netl/32 port = 113 to any keep state

# return rst for incoming auth
block return-rst in quick on netl proto tcp from any to any port = 113 flags S/SA

# log and return reset for any TCP packets with S/SA
block return-rst in log on netl proto tcp from any to any flags S/SA

# return ICMP error packets for invalid UDP packets
block return-icmp(net-unr) in proto udp all
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KT IP RE(KRAREEH

IP R&(RARLEH (IPsec) A IPv4 Fl IPv6 RIEEFE IP IR IR,
AEAEZATES :

“IPsec /144" [81]

“IPsec A" [82]

“IPsec &2 XX [85]

“IPsec {R# MY [86]

“IPsec {RIP%1E" [88]

“IPsec H{FHIR AR EAETC" [89]
“HEIAE FAZRFN IPsec” [91]
“REINE AL FN IPsec” [91]

“IPsec 1 FIPS 140" [91]

“IPsec 1 SCTP” [93]

“IPsec BLE a4 F3CH" [93]

BN LN IPsec , 1SN 7 E BLE IPsec, BXREE(ER  BENFE 12F
IPsec MZ4ABIRS %,

IPsec /)48

IPsec B EAMERF IP BNE , BEITRIEFBRFRHUTEMKSE, FA IPsec £
PLE EZPAT | FTRAMLE N FIFEFFRERE FI A IPsec AR , B X AL B FEE A EA
IPsec, AfEMIFY , IPsec ERIEMEBERENBHLA.

IPsec AL TARE :
s LMY - AT IP BRI, authentication header (KAiFsk) (AH) BTN

BUMREXE (integrity check vector, ICV) KR IP G , EE2BIEZ IP KkNTHE
BHES, MEFEREREERERIBR. BARATNEREREM.

encapsulating security payload, ESP (& 2B¥af) 2R IP AREH R
fir. MEBEARERERETTRURHREN | F/ ICV T RSB TEM.
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IPsec Eifi

IPsec 4],

= &KX (security association, SA) - INESE. 4. IP R&WWY. Pk, IP

X, AR HARATILECAHE SA SHEBERKSH.

»  RLXTRPIRE (security associations database, SADB) - 7% 2 AR

FE. SA &4 security parameter index, SPI (R£Z2H&s|) . RE2PMXUKRBAR
IP 33| . X=ANJTH A PAME—ARR IPsec SA, WEI&F IPsec k (ESP 3%
AH) B IP BE , RGTA7E SADB I RILECH SA, aNRHLEILACK SA , AT
Eﬁjﬁ IPsec BUTEAAREIMIIEIRIE, ARIIF L BEATKEIILACH) SA |, NHEFE

n AR - ReA BN A N EA(E AU A& SR TE B4R SA,

. TLRBEEIEEE (security policy database, SPD) - 15 £ A% IP B{EHTL KK
KEIERE. SPD &EBERNE , MHENZINTLAIEE, aJRUKSEE , el PARAEA
XEREEE., 3FE , BaILAR IPsec (£ , BIN BL 25K,

SEFAMNEA, |, IPsec KBS SME 2 RN IPsec ZAZ IP 4, RN IPsec, IP
1S 7E SADB FIERILACK SA |, FERLL SA BUTHRREE.

SFENE | IPsec FRESHHRBEIHNEEFTEYNFRIPER, MRRBERKE
$5E IP B ES IPsec R , A HGHEM AR HE. R EABR
IPsec {&17 , IP 3 7E SADB FIEZRILACH) SA , F¥ SA NV FBEIA.

N AFEFMITRUAR IPsec , MBEENEEFRIIBLT2IEINAT IP &, R
A EREEREFIERRE , BiEEXthisON A IPsec K& , M{EARNEZEFHIEBEEAR
% IPsec H@TZF LR, ¥ IPsec kRGN AT imA 2 fe , G T HARER TR =
IPsec FREE{RIF,

vy
L

6-1 ‘W TANEBITFEM IPsec” B/RT ¥ELESNAE AR IPsec B, IP
packet (IP43) AM{ALKERIEIX. BLIRAEEINEAA T AT AXT BN FIAIE Sk (authentication
header, AH) ¥ L2 H W (encapsulating security payload, ESP) SU&HIE .
EEETNAT N XL SRR R anf SR Eik.

6-2 ‘N T ENBITFEN IPsec” BRT IPsec £ N\RFE.
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IPsec B

6-1 NRTAMNEBTFEM IPsec
P
TCP. UDP REfh — (R
} _________
1P T
|
i IP SR ERE
l v
|
i IP JEbh 12
I v
|
[
: RN ESP ik 3 €
| AT TR
[
| &
| s Te
| v
[
|
| o 2 SEI0 AH S3E
i RERE —5¥  animet
|
[
| % ¢
| v
|
[
| sk .
BE% ESP N\ = TP 3%, REE
| BEERX T ¥ mesp gimma
| CRIHT)
|
[
| % e
: v
| EWE B
|
BB & net0, {EfIEHRE
BEiEIED. B
P 033k, i@ > RO
IP EETALIR ¢
Bt
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6-2 NATFEAEITFEN IPsec

FEAE

l |
l |
| w3 AH, mRgE |||
I BT, M SER |
| RO HE AH REp. P |
l |
l |
l |
l |
l |
| gham ESP, s | PP |
' MIh. NS EEER | g
: Wi hE ESP 848, P i
l |
l |
| |
I R EEIRIRA |
I gz P L ke
l (TCP. UDP BEft) |
l |
l |
l |
[ ZEREZFE |
| FeAMRIR? :
l |
| |
| |
| |
l |
l |
| ICMP &b :
l |
| |
l |
L = . . ||
TCP. UDP,
hE EIRENFE F R E At
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IPsec & KEk

IPsec &£ REx

IPsec R2XEX SA RENRERBME , MVATS SA PF4# 1P 2HILECK IP .
B SAFRHAMMK, RAKRMHBEEER@E , FIAR—EEZFTERHA SA.

AR =ATRLEE—# , o] DAME—3ARIR IPsec SA :
. T2PHY (AH B ESP)

= EFR IP ik
= security parameter index, SPI (&Z£%¥%%&3|)

SA K] SPI A RUREERIMRST | FF1ER IPsec {RIFIEAI AH 3% ESP k1%
. ipsecah(7P) 1 ipsecesp(7P) FHMITULEAT AH M ESP 12EHKRISEE. T
MREFMERTIRER., MREIERK , WaEZFA.

Lo KT ETE R L XIBURE (security associations database, SADB) &, HTE#
FHEIREEO PF_KEY {FE4FANY AR FRELAMRFE AN EIEHURE. A0 , IKE SFHRtFEF0
ipseckey Tn&fF F PF_KEY EHFHO.

A X IPsec SADB WEATEERRY , FE N IPsec (e XEMUEE" [201].

BxRuAEIE SADB WEZEE , S0 pf_key(7P) # ipseckey(1M) FHR.

IPsec &2 KPFKHEAETE

R KX (security association, SA) FRMEMRIKEATRALAME . MMEMRKEE
PRAEEAAEIE. Oracle Solaris AJRAA IPsec SA {RMFIFEAEIEAIL | IKE MFhE
HEE,

{# IKE & f IPsec SA

Internet #4335k (Internet Key Exchange, IKE) MY AT DAE shAt IR #4AEIE, Oracle
Solaris 11.2 #F IKE iRA 2 (IKEv2) # IKE ifZA 1 (IKEv1),

XA AER IKE B IPsec SA, XLEABHEYRIATDURHI TS -
FeE R &#

RAE RN EHRUETNAE

BaNE S RERFEERIRAE R SA

TR EE AT IANAEE R SA

BRELER 55 NIKE g LIERIE [118].
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http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN7pf-key-7p
http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=REFMAN1Mipseckey-1m

IPsec {4MY

ERCE IKE , 5305 9 F BLE IKEv2, MR EARTIF IKEV2 IMXNARSIES |, 58
1% 10 Z BLE IKEvL B RuaR,

£ FAFah 44K IPsec SA

FERFNEALER IKEEMER , MEBJRETRNE. REHF /etc/inet/
secret/ipseckeys A MNEELA, WRIXLLFLAME | ©A10] B TS RHEMLE IS
5. BX IKE SMEFRES , TUMERZTEOE/IMEZ . FINXAFF IKE KRG
{FF ipseckeys U 40 ipseckey,

X ipseckey S R BBRKE ML , (ERHGLSTIFEENGSIES. KBTS
CERERTFIINBENEFEOAXEGK., BREMEE , B3N ipseckey(1M)
pf_key(7P) FH &,

BE , BTEMERMITIAER IKE B , £ERF3h SALERK. B , 21F SPI{EEH
—i , ATRAEEHERF ) SA £ A IKE,

IPsec (R 11X

IPsec 124t T BFH AT RIPEIRH R £ PR :

m  IHIFSk (Authentication Header, AH)
n  EPRERLFWAA (Encapsulating Security Payload, ESP)

AH B RERARMEUR TR, A B TNE,

ESP B% BEMEBELRNE , BERIEE AR ASIETEMY., FLEmBEE A AR
RGN FILAE | 61420 AES GCM,

AH BHXARRESMLE A4 (network address translation, NAT) —i2 s .,

EATI S

authentication header (&IEsk) 4 IP BT HHERIE, STBMMURERRY. AH
SR IP BFRENEENES. TEFR , AH 3H7E IP ¥uRakMER k(8.

IP sk AH TCP

86 £ Oracle Solaris 11.2 PRI L L « 2014 4 9 A


http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=REFMAN1Mipseckey-1m
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IPsec {4 1Y

£HKAT L2 TCP, UDP, SCTP & ICMP, #NR{FMAKIE tunnel ([51&) , MRSk
AAE A1 1P #ieaK.

IR EBWRA

encapsulating security payload, ESP (k&G WANA) YMNhH ESP it RHNE
RN, ESP fft AH f2(HMBRS. A , ESP RRIFHMIBM IP k. ESP &2
HEAE RS IR Z RPN BTN, FX ESP FRABAT MENTAR , Fiiedt
ESP RIARS ] RE Seut O IsHiAHIZA.

ESP kHEAHE IP ¥af. ¥MES ESP —i2fE A , TN AT IP Hms
¥, A FEIFTR.

IP sk ESP TCP

O m=E

£ TCP AR |, ESP k&L , FHFEE AT TCP KR H¥IE. tnRME IP-in-
IP A, U ESP &7 NN IP B, BTSN EEFHR AFEEE , Ak, ESP
ATIAE FEE S IP %I,

YREEF setsockopt () MIFEFFRY , ATMER B, MRRET BFEK , Wt
IP KR , FSRAEE IP-in-IP 4, Bl40 , SRAKFE TCP BERF LREFHK , M&
AT RIER

[ IP(a -> b) options + TCP + data ]

FRTE TCP BT LRET B , WU TIIRAKEE

[ IP(a -> b) + ESP [ IP(a -> b) options + TCP + data ] ]

BXRHE—SNA | ES N IPsec FRIEHHERFIRFEET" [89].

{£F AH 1 ESP B &= =M

TRILIRT AH F1 ESP 12 H1{FF.

*6-1 B IPsec ] AH #0 ESP 12 4t{£F
I ASEE Sia [ BB
AH R ER N IP AREHERE RS TEM. BURRAE Hik, B
BERHNE
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IPsec {RIRBE

X BIEE RiP [atlal:Sh G
n HRERERREINEEREERENAND
® 7f AH RA ERERRIFNA SR ERH TN

ESP

RIPEF N ESP REIEME (ERMEBERE , X IP BRANHTNE. MLRE 507
IBERRANE i3

BB | 1R 465 AH HRINARRFRIT E SET]
Eﬂﬁﬁiﬁﬁﬁfl‘iﬁlﬁﬂﬂ‘ VRS TOEM, BURRIEMRE FiR. HM. 5N

IPsec FEIEE IZANBE %

IPsec R&WMUEAMFMLEIINE L | BISAERME., AH PRUERRIEE L. ESP
X AT AME M BB AR IR R, ST RMER ipsecalgs frRERVAL LHE
EREBHRSIR. BXEZEERE  BESN ipsecalgs(IM) FHR. S aTAER
getipsecalgbyname(3NSL) FHTRFNBRITNEERI RE X BHE.

IPsec {F FIMEAERBATMEFGIUE, FRMEIELR , IPsec A] DA FRE A TR 4
I,
BREZER  BEEAUTHRE :

= (f£ Oracle Solaris 11.2 EIRMBFNES ) P 1 = “INBHELL"
s (HEM@FFAFZR Oracle Solaris 11 T2 MF5r ) FHIE 8 &= “Oracle Solaris 1%

ERAE

IPsec {£IPREE

88

IPsec {RiP R AT AERL TR ANV A ¢

 RBLUEIRA
» FNEERTR

IPsec ¥ ALUHEIRIE N AZIS IPsec SREEALUILACHSMNR BANE AR, AT ATS
EFFEHEBAFETHIETR—. BTHEEARGNRAKHMESE AT EHE
N BT ShR AL

FANBIHIERNEST . EFTEZENBRREREETRAME . WRFAHEEK
IREE , UHSE I S AT RO,

BRI IPsec SRIETEEBISMELL , (EHAERRBISMELASMNIEABE L T BT RZ ¥
A, BEEWR SIS IPsec 5klg, SRR UERGTEERANRENEERFR
RIPIT.
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IPsec HHEIE R A% EAE

EAEHE P iht FRISKALT , ARGEHNNBEEIITRE , BEANSNAXKERK
Redlfl, Mk, MATARSNEME RSN RN AT ALK E AR,
HTEM IP X, WSPITREE , & AKIRKR2HH),

AT PAME R ipsecinit.conf X ipsecconf d5SKHALE IPsec k%, A FXVEMEEMR
B , &SN, ipsecconf(IM) FHTHE 7 = FLE IPsec,

IPsec FHREHmEAFRFEIRT

IPsec FRAERE LT IPsec BAEMBIFPRREIIES : FHiEXABFEEN, FHiEiEE
BRAZBNEEEFET REOYBUE. EREESXF , RIAAES—1 IP kFH
e AR HBAAT A TARE.

AR , BRTRAR AH, ESP BRI EIX —ERHMRIP. XEEATERIEN AT
EFEES AN TR

v FEERIF , SNERKRRE 1P M TR RN AT /B IPsec 5k,
v FERFERNT , SREFWAD IP k. N IP BAMHE RIFHRNAN IPsec 5k,
REFEREAT AN BT TR RASSFEASNAS | flNREMX,

EEGERT | IP k. T—KAR TSk E i 0 &6 0] FTH45E IPsec 5k
B, SKhRE , IPsec AJfE—MNw AR RERERFA 1P bt 2 (8585 S T R M ERAE R
g, B0, MR T—/KE TCP (ZFRwA) , WA A4MEB 1P kit TCP g’ E
IPsec R .

B ERERST IP-in-IP BB, ERERNT , RSN IP AR LEsBT
IPsec $kB&. BI4HXTAERINED IP Ml aRHISIHEAR FIR IPsec kelg. i , RED
IP sk, HF—NRETFT—AKIZFRIRA , TTRERHIHIITHRRE . SEGIERRR , £&
EAENT , SN IP SKIHFARFERE D 1P B1E FRIKRRE

Ht, , EREERT , TAKEREEN LAN (T MAXLF /W _E s O E IPsec
g, AIFEXLEF P _EHEER IP ik (BDEHL) $55E IPsec 5k, XLEFAAE
WA AEFIFER IPsec 5bg, B2 , ARBAANSHEIMIERE LIE1T  ENER
FREFESHAEE | FAXEME _ERMERIMOE RTaEA T, B TREFERHRS
IPsec SRBE K. BREOFLEFHSHENZEERETSFERSG , E2 N EM IPsec {RiF
VPN’ [101].

1£ Oracle Solaris F , (B R0 REE7E 1P (¥ Mg O _E3&bIHhiT. BRBEZEONGE
B 50, (1£ Oracle Solaris 11.2 458 TCP/IP M%& . IPMP 1 IP [¥i& ) S 4
ERXT IPFEEIE", IPsec RIEAIRML tunnel BT |, 1EF IP RFEMLEIEO., U
NI tunnel SRBEFET , ZELCRLR$5RE I AT B 1ERE 23 B0 RIS .

TERRT AZRIPHK TCP BRI IP BiREK.
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IPsec FiFHEIEAAME EHK

90

6-3 54 TCP {Z B MR SR 1P 4
P 3k TCP 3L

FEEMRAT , ESP iR FEIFTRNANRIPEIE. AR YRR BRMERDS.

6-4 i TCP EEMZRIFH 1P 4
IP sk ESP TCP
O m#

R EEAF , BT ESP KNER. [ 6-3 “Hil TCP (SEMNAR MR H IP A"
FHEESND IPsec kBB ERNRIP (FEHREIFH ESP) |, N TEIFTR.

6-5 PARSEAR TR IPsec

IP sk ESP IP % TCP sk

O #E

IPsec HRIE AFERAIUEMERIZHRET . BRESER  FEAUTHE

" FRENEETRBAOFEMEES  ESN ipsec(7P) FHE.
] E ?ﬁ%{ﬁ’l‘ﬁ?&?—%%ﬂ‘]ﬂ?ﬁﬂ , B3 Wanfa{E A IPsec (R4 Web RS- 28 SHAMARS 2%
= [99].
" BXBENEZEE  BSN ipsecconf(IM) FHR.
. E KEERLERRG , ES anA7ERE ERTC T E R IPsec fRIFFIAS LAN 2 (B
[105],
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AL ML IPsec

BIE ML IPsec

A& virtual private network, VPN (REIlE ML) @BE B TR REILEA LML (5
a0 Internet) EAl EREH. RERRXTRAMLE, 23T aME (8 VPN) ATRTHER
W48 _E i RS ERE ML _E RS IR E— T,

EACEMK tunnel ([5E) ERxXmiEd. FAHAKE , o A% — IP B8FHKEIF—1 1P
a4, FHEERFERNEKRFEERMEEBR. BXELZEE , 55N (f£ Oracle
Solaris 11.2 H&IH TCP/IP 4% . IPMP F0 IP (%3 ) a2 fECE 1P fiE”.

f%E 44— BB physical interface (WE4EM) EHEZE 1P, 43 IP [FEZAMK
IP IB{SATRMER IPsec BHTIRIF,

Oracle Solaris % & # 0 °] BT+ a8 3 B £ RS REEK 1P 8, Bidhk
BEIEHRBESERIA IP SkZBIRIN— 1Pk, RNk (E AT AT MLE IR Ep
i, XLt T ESR K neto A RN

TENEERT BN ANl {E A IPsec ZEE{1Z B4 VPN, Intranet 1 F Intranet 2

2 [AIRIB{S{ER IP-in-ESP £33+ Internet BT REE &, EHIRAIE | neto ik
TESNED 1P Sk {E A, TARED IP b2 Sk B NEX MBI R E (£ anstit, ®RW
B IP #4E2 ESP {747 , FTIAE(IFEET Internet W& HZKE,

66 R MLy
VPN
R O EmE
ZEN | : P4 2

R || | B
net1 |1 "0 akiakia @ HEE net il netl ]
I J @ i

BREELRERFEARG) , FS R AEREREINTE IPsec RIFFI LAN Z (B
&% [105],

IPsec #1 FIPS 140

1E/E M FIPS 140 (AL , FJURMELE IPsec ARFE FIPS 140 25k, RAEE#E
FIPS 140 ®IERERT QI BAFNER, A8mFRREEZMRBIER FIPS 140
AT %, BRARBATETE any Hik.
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IPsec 1 NAT i&/7

T - NRATREAER |, REEFER FIPS 140-2 BAUEKMNE , NAJZ1T Oracle Solaris
11.1 SRU 5.5 &4ThRkE% Oracle Solaris 11.1 SRU 3 &4ThR. Oracle D EXHMEE A
IThRFET ST INAELE TSR T FIPS 140-2 I0IE, Oracle Solaris 11.2 ZEFIHISIFREAE T
MEEFFFEMERE. THREAI AT SEME A ESHT T3k, N2 RAJEELE FIPS 140-2 X
BCE Oracle Solaris 11.2 , PUFI XL,

£ Oracle Solaris F L FIPS 140 #0178 , IPsec A[{E AL TS EARTEHLH] -

CBC. CCM. GCM #1 GMAC ##=X,F ] AES , B4AKE A 128 (%) 256 1z
3DES

SHA1

SHA2 , B4AK Sk 256 {ufl 512 £

A Oracle Solaris BT FIPS 140 WIFREIAMBAMESIER |, ES I, hitp:/
www.oracle.com/technetwork/topics/security/140sp2061-2082028.pdf, A XxELEK]
Wit , 3 MW, (Using a FIPS 140 Enabled System in Oracle Solaris 11.2 )

IPsec #1 NAT /A

IKE TTBUEE NAT & (NAT box) Skt IPsec SA. HINAE(E RG] AN ITERE ML Ll
i |, BME YRS T NAT ®EZAMaTantt. #la0 , AR TS AR &R
KRS UMER IPsec (R HIBE.

NAT & (NAT box) ] %% FEPN SRS 4 A ME—f Internet 3ifik, NAT & 0T
Internet AR R, BIANELE.

NAT & (NAT box) {7 TiB{s ARGtz [BEE A IKE KIBENFRANAT 7" , B NAT-
T. NAT-T A TFFIRS :

s BT AH PMXEURTARERN IP sk, Bk AH REES NAT-T —i2{Ef. ESP #MY
AT NAT-T,

= NAT & (NAT box) A& FEFRRIAL RN, {F 4S5k IPsec A IERLNEK NAT &
(NAT box) A[EE&THt NAT-T KIS,

(Y IKE BEh252 T NAT & (NAT box) Z AL , NAT-T A3517. IKE lghy
FEREET NAT & (NAT box) Z J& , BIEHEBEAITRIZ R LUK IKE B AZIT
B2 AN BN RS,

LT RFC AMA7T NAT BITHAERN NAT-T BIBRHI, BTRAM http:/Avww.rfc-editor.org FREX

RFC (IR,

s RFC 3022 , "Traditional IP Network Address Translator (Traditional NAT)" , 2001
1A

s RFC 3715, "Psec-Network Address Translation (NAT) Compatibility
Requirements" , 2004 4= 3 A

92 £ Oracle Solaris 11.2 PRI L L « 2014 4 9 A


http://www.oracle.com/technetwork/topics/security/140sp2061-2082028.pdf
http://www.oracle.com/technetwork/topics/security/140sp2061-2082028.pdf
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=OSFIP
http://www.rfc-editor.org

IPsec 1 SCTP

= RFC 3947 , "Negotiation of NAT-Traversal in the IKE" , 2005 £ 1 A
m  RFC 3948 , "UDP Encapsulation of IPsec Packets" , 2005 &= 1 H

IPsec #1 SCTP

Oracle Solaris XHFRIZEHHEM MY (Streams Control Transmission Protocol, SCTP),
XFFER SCTP #MXFI SCTP uisH-SKFE5E IPsec ikl , (HEXFMAIEAATFE. RFC
3554 FFEE SCTP K IPsec ¥ iR 3RHL, XLEFRF|ATEES R SCTP 413 IPsec
REGHTFEE NE 2%,

SCTP A[PAFEEA SCTP XKEXIN_E TP ERAS NI B drititt, 24 IPsec Rl%
K BTNt sk B ARt B |, JB{SR]RESTE SCTP Ykt BRI 5% B #rith
HEBFERK. IPsec SREG{SURAIVIIAHIIE. B X SCTP KIISE , 1EiE Stream Control
Transmission Protocol (SCTP) (jRisHl{EiiimY) RFC,

IPsec #l1 Oracle Solaris X33,

%ﬁi*iﬁ IPsec, EANDISESATAABCH IPsec SREEH IKE AiLE. RIS
TEEAL.

BHZ IP XIZRSN , EMNIRAECH IP . XTHE IP X% , IPsec JKEZF IKE FLE
SELRXEHHIIT, £F IP XIS IPsec SREEHLNIE R BCLa A IR 1P ik,

BXEZEE , E5 N, (Oracle Solaris Zones /M8 ) % 1 = “Oracle Solaris
Zones 74837,

IPsec F1E AL,

IPsec ] LS5 ML (virtual machine, VM) —#2{f . ZEFE SPARC R4t LAI#E VM ,
VB Oracle VM Server, 7£ x86 A%t L , #A]Af#E Oracle VM VirtualBox., & XAC
BIEE B2 NEIRER | THEEE Oracle VM MIRRAS,

IPsec ECE dp S F 4

3 6-2 “Bh9y IPsec FLE @SN AT ATEREMER IPsec XX, dSFRS
FRORF. ATEREITEM , ERAERAEEXH. EETRAONGS.
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IPsec Bt B &30

BXBEIORBHUEZEE , 55N, (£ Oracle Solaris 11.2 P EIFEARZLRSE ) FH

%1 FRESEETARMN.
B RIEMLE SN IPsec HIER |, 35
A% IPsec SKARRFFMNHNE L HMAEE

£ 0 {EF IPsec (R MBS [95].

 ESNE 12 F IPsec MREAEIRS X,

% 6-2 b5y IPsec RLE dy &ML+
IPsec 4>, SRS B FHR
svc:/network/ipsec/ipsecalgs B IPsec BIAM SMF fR%. ipsecalgs(1M)
svc:/network/ipsec/manual-key FEHEME IPsec SA {1 SMF iR 5. ipseckey(1M)
svc:/network/ipsec/policy B IPsec RIEH SMF RS smf(5).
ipsecconf(1M)
svc:/network/ipsec/ike:ikev2, sve:/ {EF IKE BzhEIE IPsec SA ] SMF AR%-361. smf(5). in.
network/ipsec/ike:default ikev2d(1M), in.
iked(1M)
/etc/inet/ipsecinit.conf {4 IPsec RBE 1. ipsecconf(1M)
FH SMF policy BRS FSRIE AL S| SIECE IPsec 5kEE.
ipsecconf 54 !BTJ\S:_EC a4, MTEBMBYLEIN Psec Mg , LEHT  ipsecconf(lM)
Hha,
1 SMF policy R% FIRFEARSES| SINACE IPsec 5kB%.
PF_KEY EHF3#0 4 REFUEE (security associations database, SADB) f## pf_key(7P)
H. AEFHRAFIEN G THE. -
ipseckey @74 IPsec SA NZ A4, ipseckey ;& PF_KEY HEMI M &4THT ipseckey(1M)
Ui, ipseckey AJLABUEE . SHERERMEEL SA.
/etc/inet/secret/ipseckeys X AEFEMEK SA,
3 SMF manual-key R FISRIERLS| SN FIECE SA,
ipsecalgs 34 ;Esec HiEm4d, "TRTERMEY IPsec BIEARFHBHRS ipsecalgs(1M)
F SMF ipsecalgs RS MRAERLS| SRED A IPsec Hix5H
ZEL.

BEERER IPsec HIFIFIBIEE X, HICHFH ipsecalgs fd
B | IR R BEF YRR,

IKEv2 BCEFRRE ., BEASIRETH T RANTLFHS
. &SN IKEV2 SKRFEFFICH [202],

IKEv1 BCEFKRR L. BRBEAT | R EE. BAEE
ET N FS%, 5 N IKEV] STRFEFFISC
4" [205],

MBISTHETELE |, svc: /network/ipsec/ike:default JREZL B3N
IKEV1 SF3P3F2 in.iked,

/etc/inet/ipsecalgs {4
/etc/inet/ike/ikev2.config {4

/etc/inet/ike/config {4

ikev2.config(4)

ike.config(4)
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AlE IPsec

AERMT ML IPsec NITFE, XLTFRHAELT B THHITNAE

= “fFf IPsec {RIFMILEIA(E" [95]
= “{FfF IPsec {#1" VPN" [101]
= “HAth IPsec {15 [109]

HX IPsec KHEREE , SN 6 F KT IP “L{KALEM., BX IPsec S %1(5
B B35 05% 12 = IPsec MI4AEIES %,

- X IR BRASG D AR TS 1P #ullk |, B IFEsf T ECE ST
DefaultFixed, RN netadm list #p4IR[A] Automatic , S I, netcfg(IM) FMT T #E
BFZEE.

£ IPsec {RIFMILEIB(S

FERART PRI AR ARG Z [FRIBE AR R Web fRF25. ERI VPN,
ESNER IPsec {747 VPN [101], B XEIE IPsec LAE¥ SMF 545 IPsec 1
IKE £5&FANEAEFE , 155 W HAth IPsec 155" [109].

U™MEEERTHAN IPsec BLEES :

= IPsec MIXiE, - ENMARABLANLRXE, , EAKTH IPXE., BXELZEERE  F
2 N“IPsec #1 Oracle Solaris X33 [93],

= IPsec 1 FIPS 140 5= - IPsec BIE R EE R %EFE Oracle Solaris BT FIPS 140
%ﬁEE‘]f‘}io AEFRERIELFEFNRFIFAE A FIPS 140 ARTRE L | FRIAERAGTSE
any BHi%.

= |Psec 1 RBAC - E{# XS IPsec , 55 N, (£ Oracle Solaris 11.2 Fff{E
FAAHRERETSL ) FRE 3 = “7£ Oracle Solaris FFEERIR". BFRE , ES
WanfaicE M T LA [111],

= |Psec 1 SCTP - aJA{# 3 IPsec SRR HHEHIHMY (Streams Control
Transmission Protocol, SCTP) XEX , B AN WIEIE., BXEZEE , ES
T“IPsec #1 SCTP” [93].
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AT IPsec (RIFHI A RS F Z AIMMLEE (S

IPsec #1 Trusted Extensions #5%& - f£BCE A Oracle Solaris f{] Trusted Extensions
REM AL L |, ATRA IPsec BIRINARE., BREZEL , BSN (Trusted
Extensions ECEFEIE ) PHR“BHRE IPsec EIE",

IPv4 F1 1Pv6 Hifik - AFErRGH ) IPsec srBl{E R IPv4 #hifit, Oracle Solaris X837 #F
IPv6 ik, Z4 IPv6e MLEHECE IPsec , B R 7rfI ittt B ATV ) IPV6 b
ik, {5 IPsec {REFREIERT , £X0] AT PNERHBIERISMERHENEIR A 1Pv4 0 1PV6 3
b, Fign , BEECESACE | PTRATE IPv4 R4S _EDARKE A1 IPVe SR,

ATESFIRIIE T E—NERENREZ[ERE IPsec BT
F2. ipsecconf(1M), ipseckey(1M) #1 ipadm(1M) FH MR EH
"Examples” (7~f5l) EPRNEBT B AKITFE.

xk7-1 {£H IPsec {RP MK IBEESFIR

% v %

gﬁﬁ/l\,‘%ﬁzrﬁﬂmﬁﬁf WRAGAEENBNERS. fgﬂfé}%ﬂ% IPsec {1475 & 1525 2 [AIRI
. 423815 [96]

£ IPsec JRBEFRIE Web R | Z5R3E Web {5 IPsec. Web B FHEEFE | 2MA{ER IPsec #37 Web JR%E-#5-5H

FRMRE, EIRA , XL IPsec A, AR5 A5 E0IEBAS [99]
5/ IKE A IPsec SA B3ht) | HEFERIAIE IPsec SA HIFTTE, “BLE IKEv2 [127] FIFeE
Bz, IKEv1” [151]
RERLWEINT AW £ Internet PRI N ARG 2 [BIRE IPsec, “f# 8 IPsec {/#" VPN" [101]
(virtual private network,
VPN),
REFNHHAEE, ;EWEFH IKE BB T A IPsec SA 11t Ria%k W{AFEhEIE IPsec B4R [109]
iR
A AN A3 S
VY {E{E R IPsec (RPN A IRF 2 Z [BIRIMLK B
BRRHERAEFUTRE :
. REEHBCTERS IP ML, FHIETEEITMKECE S DefaultFixed, Z5R netadm
list #54IR[E] Automatic , iHS N, netcfg(IM) FMR THRESEE.
. FANRSEHLZFRA enigma F partym,
» BARGEAE IP ML, ZHAERTRAR 1Pv4 bk, IPv6 HIBFEGXEIZS ., TR
{57 IPv4 Hhdik,
» FNARGALRXIBHER IP X%, BXEZEE , ES N IPsec # Oracle
Solaris [X15” [93],
» GANRGEMER AES BIAMEIE(S , F/H SHA-2 BIER(S.
i - Feuh A TREESK{E A SHA-2 k.
» FANRGEEALZTL LXK,
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WA 1Psec {RIFHI & RS 28 2 EAIMLE 15

FFHaZ AT

WMREAELZ SA |, WINFEE—XT SA KRB RLE,

3 - 27F Trusted Extensions &% _H{E FBHAREM IPsec , 755 W, (Trusted Extensions
BCEFMER ) PR NEMIEZ KR Trusted Extensions W& L A IPsec fREH LI FE
ENEI S

PEREBIRI A AT LLETIA T a4, AR root :

n BETEEEGS , BWRRCHSESE "Network IPsec Management” (M4% IPsec &
) SERBCESHREER,

 FELEEMEAT , EATRUER pfedit dS4miES IPsec XA | FHAEE
A,

»  FYELE hosts UM , BRIASIEIR root fEEIAAWELEFRERXPIR, &5
W) 7-7 “ER[{SF FREBACEFETE IPsec”,

BEXEZEE |, E5 N (1F Oracle Solaris 11.2 AR B FFHFER LS ) PER
g e R EIERGR",

MRBPITZFEEIE |, ESH) 7-1 BT (ER ssh EFTFERLE IPsec kg M (7£
Oracle Solaris 11.2 %1844 Shell yila) ) FR“A{a{ERLE Shell ;nf2EI8 ZFS” ,
T fi#H TR ERIEFE SRR,

EENARGLE | BENIRMEY /etc/inet/hosts 3LHEH,
IR AT {F Ay 2 R - R B FRAEAT A 1P sk |, TNAS DMK BN 2% 45 % AR«

a. fE&A partym ARG L , BLTRBRNAE hosts X4 :

## Secure communication with enigma
192.168.116.16 enigma

b. FE£A enigma KRS L , BLATABENAE hosts U -

## Secure communication with partym
192.168.13.213 partym

ENARG L, 41 IPsec RIS,

UOLHE SR /etc/inet/ipsecinit.conf, BIHRINGI , 5SS setc/inet/
ipsecinit.sample I‘f’-‘Fo

# pfedit /etc/inet/ipsecinit.conf

¥ IPsec SRBEINZRINZE] ipsecinit.conf {4,
B X IPsec REMANEIEARET RG] , SN ipsecconf(1M) FHR.

a. 7t enigma RZL EHRMPATRER :
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AT IPsec (RIFHI A RS F Z AIMMLEE (S

98

{laddr enigma raddr partym} ipsec {encr_algs aes encr_auth_algs sha512 sa shared}

BTREM dir X8F , TSRBSRNNATMRBIEANE.
b. 7E partym ALt LIRSS :

{laddr partym raddr enigma} ipsec {encr_algs aes encr_auth_algs sha512 sa shared}

ESAN RS L |, ¥ IKE BLE XEIE IPsec SA,
RECE IKEV2" [127] PRECE SRz —BITIRIE. B XK IKE BCEXXHRIEL 8

£ ikev2.config(4) FMM. MRSMHF IKEVL MHUKALIES , ES M HLE

IKEv1” [151] 1 ike.config(4) FMHE.

E - R VIRTF A RIHAT B | VES AT F a4 IPsec #4A [109].

K5 IPsec R SHFHIETX.

% pfbash
# /usr/sbin/ipsecconf -c /etc/inet/ipsecinit.conf

BEATHR. BRTHRNEE , SRELEL.
RIFT IPsec SREE.

# svcadm refresh ipsec/policy:default

IPsec SREGTARIEIL FATEARE , RBEHITHE. MREHEMT IPsec 5k

B ERHEEA.

# svcadm enable ipsec/policy:default

IE IPsec B4H.
m NREKEA ike RS, EWHIEH.

T - RS REEIETT IKEV] X ARSERE |, BTEE ike:default SKAI,

# svcadm enable ipsec/ike:ikev2

" NREFM ike B , EEHBILRSE.

# svcadm restart ike:ikev2

WMRAELRE 4 PFECE T ES , BRI RN TFhEIE IPsec 4 [109]PUMIERR

.
RIER BXT AT T R,
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WMAT{E R IPsec {RI Web RS 25 SHABRS SAETS

Bl 7-1

Bl 7-2

BRI, FE AR BEERR IPsec {RIF [115].

BEER ssh EHOEEACE IPsec kit

T RBIF |, root AAKEIRRBIEMA ssh HLVIRIE_NRE , ERD RS LR
F IPsec REMEH. BHIAENIRELAAHANEN. EXEZER , BER
ssh(1) FHRE.

1. BB EEHITAMAE A IPsec fRIFEI A IRS 25 Z [ARIMLE I8 {5 [96]HIETR 1
ER 5 RREFE ARG,
2. ERRMPZIREOT , B AMEREXAMRKAFEM 1D BT ssh @ Zf2E R,

local-system % ssh -1 jdoe other-system
other-system # su - root
Enter password: XXXXXXXX
other-system #
3. f£ ssh 2ENLIGEOT , B RBITRISR 1 ZEHR 7 KEEEZNAREH
IPsec SRE& N4,
4. B RLEE ssh &3F.

other-system # exit
local-system
# exit

5. B QBT TR 6 AR 7 EE DAL LIEA IPsec KR,
TREPN ARG TIBE (BIEER sshiEHk) B, WBEHEZ IPsec {RIF,

fitE IPsec SkBEATE FIPS 140 #2\ FIZ1T

HEAXRBIR , EERAERAT FIPS 140 AZE LECE T IPsec &kBg , DUEEBERSE
RWPKEZ DA 192 (ST HRETERSE ST 2R,

IR R4S T PIN T AE) IPsec S, SH—MRISHEE CCM VT AES T MEAT
WIE , A RMHERHHHCE N 102 (270 256 1 B9 AES FITA0% , SHA384 BT
ik,

{laddr machinel raddr machine2} ipsec {encr_algs aes-ccm(192...) sa shared} or ipsec
{laddr machinel raddr machine2} ipsec {encr algs aes(192...) encr auth algs sha2(384) sa
shared}

IMAIER IPsec fRIF Web fRS5=8 SHAMMR S 2FHIB(S

1E3E1T Web JRE-ZBIASE_ LTS IPsec 1717 Web & SAHIEK SN T B B,
SRR EEE T ZEFE Web BRS 23 FEMFim RS 35 2 8.

% 7= BLE IPsec 99
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WHA{E R IPsec 4R1F Web RS- &5 SHABRS S HIES

100

FFHaZ AT

F&T 84 Web & PSR IPsec 4b , IS FEHR ] IPsec SREEIE A VFIRS 254 H DNS &
FHIER, FTEHMIBEES IPsec {717,

W R EBRESTTR T ANAER IPsec (RIFHIA MRS 25 2 B IB(E [96] FTEM

AR LECE IPsec WBIR , ML T RMASAE

» FNRGHNFREEMI NS RIS ER IP X, AXEZER 55 M IPsec
F0 Oracle Solaris X318 [93].

» 5 Web RERFMNBEEX IPsec RIF,

» AT MEMEL

» CRBEEXBITTRIF.

PEREDIRIA P AT LLE T L a4 , RUA root,

» FE{TRREGS  BWBCANECAE "Network IPsec Management” (R4 IPsec &
1) PIRACEXHEIE R,

» RYES IPsec MXHARGXAHFIQIRES , WL pfedit 5.

" EYEHE hosts LI, RMURIR root AASIRBRE ST E AR,

B¥*xEL{E | E5 N (1£ Oracle Solaris 11.2 R AMBREM TS ) PrvER
FTEE ETRRIR".

MRBPITZFEEIE , ESH) 7-1 BT (ER ssh EFTFERLE IPsec JRig” M (7£
Oracle Solaris 11.2 %1844 Shell yila) ) FR“A{A{ERLE Shell ;ef2EI8 ZFS” ,
T B TR ST KRR A,

THEMPLERR S T ELRIT IPsec FRIERE,

X Web fR%-25 , XLERSEIE TCP uig[ 80 (HTTP) F1 443 (R4 HTTP), 1% Web
BRS-2324E DNS (& RSE) B/REL , NARS22ETREFEEXS TCP (£ 51
W) 1 UDP (AFPHUEHRIMY) BfEimA 53.

¥ Web R385 RBEIRNNZ] IPsec SRlE3CHF.
WU ITERNE ipsecinit. conf 3 :

# pfedit /etc/inet/ipsecinit.conf

# Web traffic that web server should bypass.
{lport 80 ulp tcp dir both} bypass {}
{lport 443 ulp tcp dir both} bypass {}

# Outbound DNS lookups should also be bypassed.
{rport 53 dir both} bypass {}

# Require all other traffic to use ESP with AES and SHA-2.
# Use a unique SA for outbound traffic from the port
{} ipsec {encr algs aes encr auth algs sha512 sa shared}

WECENAFREBEETIRRS , RERERBISMERIEL TR 1 P#HITTNAE.
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f# R IPsec &1 VPN

3. K IPsec RIS SLHERIEIL,

# ipsecconf -c /etc/inet/ipsecinit.conf

4. RF 1Psec %R,

# svcadm refresh ipsec/policy

5. R IPsec IZF4A,
EHET ike PR

# svcadm restart ike:ikev2

i - MR ERBEZETT IKEVL MY AL IE(S | BTERE ike:default S,

MRFHEE T B  ERBMTF N Psec T4 [109]FMIAIIHRIE,
BHREE TR,

6. (A[%) {HEFERLS Web JR%25#1TIE Web 15,
FBRLTITRINETFE RLGEH /etc/inet/ipsecinit. conf 3L :
## Communicate with web server about nonweb stuff

##
{raddr webserver} ipsec {encr _algs aes encr_auth algs sha512 sa shared}

WIBETL , SATERIFT IPsec SREEEFIMIE,

remote-system # ipsecconf -c /etc/inet/ipsecinit.conf
remote-system # svcadm refresh ipsec/policy

XL ARG IPsec RIGILACH |, JEFRRLEA BES Web JRS 23T &M TIE Web &1E.

7. (W) RMBILECHHINIGF 2R IPsec SREEI , AIFESANEERNT,

# ipsecconf -L -n

{5 IPsec {1 VPN

BETUER IPsec SRART” VPN, BXHRIEE , 155 I IPsec F{EHIRAMREE
3 [89]. ATHRHIREIFISFZEA IPv4 il | (BXERFIFIEREHERT IPv6
VPN, BXEENA , 5Z N EH IPsec (RIFMILIETE" [95].

BRERATHEREINK IPsec SKREHIRG , ES N ERERTER IPsec {/17 VPN
HI7RI” [102],

% 7= BLE IPsec 101



{#F IPsec &4/ VPN

102

FERFERI TR IPsec &3 VPN [KI7RH1

LAN FIFTHFMEECE T TERIFHIZE , 20 FATR

## Tunnel configuration for ##

# Tunnel name is tun@

# Intranet point for the source is 10.1.2.1

# Intranet point for the destination is 10.2.3.1
# Tunnel source is 192.168.1.10

# Tunnel destination is 192.168.2.10

# Tunnel name address object is tun@/to-central
# Tunnel name address object is tun@/to-overseas

7-1 % IPsec {RiFHf%E
IPsec B%i&

I:Fhf_,\ E3fN
10.1.2.0/24 10.2.3.0/24
4 — — 4
3 - — 3
2 = b 2

192.168.1.10 182.168.2.10

LAN LAN
tun0

AR RBIERE T A,

Bl 7-3 B —ETE - MERRT RAE Rk E

EWIRBIF | KREE 7-1 “% IPsec {RIFHIBEIE” /0 LAN B4 LAN KIFTE 8
{SEBATRUBIE REIE RS 1 (EXEIRE RS 2 , AEHEXRIES LAN KB4
LAN, IB{s{#F AES BT,

## IPsec policy ##
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f# R IPsec &1 VPN

{tunnel tun@ negotiate tunnel}
ipsec {encr _algs aes encr_auth algs sha512 sa shared}

Bl 7-4 B — MR F MR E

TEIRBIF | A%y LAN BFM 10.1.2.0/24 FIESM LAN [0FM 10.2.3.0/24 Z[8]
RIB{SEM T REREFXTEEHIT T ME. 90 LAN JRBEHAD IPsec SkEEHIBIL T |
iilE%EF'IlL\ LAN =508 1 prh% o pR Ba E fth LAN fHEIE(S , NB{ESERES 1 A 8E
Fo

## IPsec policy ##

{tunnel tun@ negotiate tunnel laddr 10.1.2.0/24 raddr 10.2.3.0/24}
ipsec {encr_algs aes encr _auth algs sha512 shared}

TR VPN i IPsec {E&HKIML&FRFMAEA

ATRREFMRREELRHTTIUTRE., AFEMERHER , F2IE 7-2 98T
Internet IEEHIMAZE Z [B)H VPN #4651,

» GANARGEMER 1Pv4 #i3EZS[E],

XL FEM A PAS 1PV6 hlikak IPv4 F IPv6 sihit4R &1 EHE .

» FANRGEAFTNED. neto #EOIEIEZ Internet, FELLRBIF |, Internet IP 3tk
192.168 FF4A. netl ¥EHE|/ATIM LAN (BIABIKNELR) . RGBT , N
XM 1P E ST 10 FFE4.

. g%%ﬁ%&%ﬁ%ﬁﬁ AES HJAK) ESP fin%. AES BIAER 128 {usk 256 (UK

n GANRGEEEXRA SHA-2 BiAM ESP BaF, 7 RBIF , SHA-2 Eix{Ef 512
ISR,

» GRS DUEHERIBEE A Internet K ERZS .

» FGNARGEMEFRALZE RS XL,

TRERT XL R ERARECESH.

% 7= BLE IPsec 103



{#F IPsec &4/ VPN

104

7-2

LAN
PRI ]

Calif-vpn

BT Internet IEERIMVAE Z AR VPN #£45)

192.168.13.5

net0 LAN ~
192.168.13.213 A )
@ Euro-vpn
net0
g 192.168.116.16
e
10.1.3.3 \
(R netl
W LR 192.168.116.4 10.16.16.6
T .
tun0 J
10.16.16.6
(RGw=)
TRIETEHESH.

B 9| nF4E eI
REi% euro-vpn calif-vpn
ARETNEXMIEA netl netl
RENEERIHE |, 35—/ MRE AR A IR 10.16.16.6 10.1.3.3
ARG NEXMIIIEXS 5 netl/inside netl/inside
RS Internet #1 neto neto

Z5E Internet itk
Internet #2842 #R
Internet F&ERESHbIE
P E 2R

7% & 42 BRI X 5%

192.168.116.16
router-E
192.168.116.4
tuno

tun@/v4tunaddr

192.168.13.213
router-C
192.168.13.5
tuno
tun@/v4tunaddr

BXBELHNES  FS
IP & ) FHEHE IP KJ;J_"
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AT AEREE AR TER IPsec (RIFFIA LAN 2[RI

v

FHAEZET

?ﬁﬂﬁ&[ﬁiiﬁ#ﬁiﬁ?ﬁﬁﬁ IPsec fRIFFIA LAN Z [B]f%

EREET , NEB IP BRERIFEANBK IPsec g,

WY R T anfa{E A IPsec (R A RS 25 Z [BIKIMLE A5 [96] ITFE. “ATRI
VPN ] IPsec {15 ML FRFMRER" [103] NA T AEKRE.

BRIEITHEGSHEERKERERRES , FSILMEER IPsec RIFF A IRF A ZEK)
M4% 18(5 [96] RN IR

i - ERA RGP PITHOS FEFDSIR.

§T§?§W¢%ﬁz&b , BN ERE X ARGRNEM ., SR RS
MPIKAE .

¥ - Z1£ Trusted Extensions RSt _E7EfF BRI TE ATHREEH IPsec , 155
M, (Trusted Extensions FCEFEIR ) 0 an{a @i AN v] {5 M4E BC B M E P LI 20
V&,

FNRENE XIS ER IP X%, BXELEE , 55 W IPsec #1 Oracle Solaris
X35 [93],

PERERBRA A AT RUEITIX M4, RIAREA root,

. EE{TECESGS , BRSO ECE "Network IPsec Management" (M4& IPsec &
) SERBCESHREER,

» EURIES IPsec XMARZGXHMEIEES] , B{EH pfedit 4.

LR hosts UM , BBIAJRAIE root fBEIAA RiE K B AR,

B¥xEL{EE | E5 N (1£ Oracle Solaris 11.2 R B REMN TS ) FrvER
FT¥EE B TEAR

MRPITZFEEIE | ES G 7-1 “BI(ER ssh EFOTFERLE IPsec JRkig” M (7£
Oracle Solaris 11.2 &% 4 Shell (0] ) FH“AM{T{EH%E L Shell ;TF2EHE ZFS” ,
TR TR & IR R,

FEBLE IPsec ZHIIEHIAMR.

a. ZF P HARM IP 3hSHKH.
# routeadm -d ipv4-routing

# ipadm set-prop -p forwarding=off ipv4
# routeadm -u
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AAIFEREERRINTER IPsec fRIFFIA™ LAN 2[RI

2XREIP igkmﬁETﬁﬂiﬁﬁLﬁt%’JbM MLEFER BN F— ML, BX
routeadm #p$KEH M, routeadm(1M) FHR.

b. JER IP AR ZBE.

# ipadm set-prop -p hostmodel=strong ipv4

JEH IP TR ZAFEREFARZNE R — KB EEIERK B R,

% hostmodel ZHURE A strong B , FIK4FEH O KB RHIEMIUNZIE A 4N
IP itz —. FFIEHME  EEEFEIARGHMAAIINE |, MEEF.

c. KRERERCEARZHMEIRS.
KUE ssh fRSEBIETEETT.

% svcs | grep network

online Aug_09 svc:/network/ssh:default

2. ¥ VPN i IPsec SRRERHNZ! /etc/inet/ipsecinit.conf 3C{4,
BREMIRG , S N EREEX TR IPsec /17 VPN HI7RFI” [102],

TERRRE R |, AN LAN _ERARZ S HIPNED IP itz [BAFE IPsec {71 , B
NN bypass 184,

a. 7f euro-vpn £ZE L , [[) ipsecinit.conf LAEZRMMPATOM :

# LAN traffic to and from this host can bypass IPsec.
{laddr 10.16.16.6 dir both} bypass {}

# WAN traffic uses ESP with AES and SHA-2.
{tunnel tun@ negotiate tunnel}
ipsec {encr_algs aes encr_auth_algs sha512 sa shared}

b. f£ calif-vpn &Z: L , [ ipsecinit.conf SCAERMPATIN :

# LAN traffic to and from this host can bypass IPsec.
{laddr 10.1.3.3 dir both} bypass {}

# WAN traffic uses ESP with AES and SHA-2.
{tunnel tun@ negotiate tunnel}
ipsec {encr_algs aes encr_auth_algs sha512 sa shared}

3. HEEBANASL , BLE IKE ERINREZEFRM—5T IPsec SA,
?E,H@\“EEElKEvz" [127] RRIELE TR —KALE IKE., BX IKE BLESTHHIEE

2N, ikev2.config(4) FMT. MRSNFF IKEVL BPHXKARGR(E  ESHE0E
IKEvl [151] 1 ike.config(4) FHME.
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AT AEREE AR TER IPsec (RIFFIA LAN 2[RI

E - NREDIRFNE IR TR |, B2 RAAF eI 1Psec &4A [109],

KL IPsec SR SUEFHIETE,

# ipsecconf -c /etc/inet/ipsecinit.conf

BEIETNR. KR STHHIEE |, SRIEUREL,
RIFT IPsec K%,

# svcadm refresh ipsec/policy

IPsec SREGTA R TATEARE , AMEMHITHFE. REEMT IPsec 5k
B ERHEER.

# svcadm enable ipsec/policy

B FHECEREIE tuno,
AT & BTECENEHRAMIMNTIRO . U2 tune REEFH NARFETSTE 1P HE,

a. ff calif-vpn A% L , QB ZRIEFHITECE.

# ipadm create-ip netl

# ipadm create-addr -T static -a local=10.1.3.3 netl/inside

# dladm create-iptun -T ipv4 -a local=192.168.13.213,remote=192.168.116.16 tun0
# ipadm create-ip tuno@

# ipadm create-addr -T static \

-a local=10.1.3.3,remote=10.16.16.6 tun0@/v4tunaddr

F—N ST IP %0 netl, - ap ATRMULRMEY net1, H="dn
LRTARE IP A tuno, FHN S AT ARMNFERRE R 1Pk, HX
FZ{EE 152 dladm(1M) 1 ipadm(1M) FHRT.

b. 7E euro-vpn B&GE L , BIEAEE I HITHCE.

# ipadm create-ip netl

# ipadm create-addr -T static -a local=10.16.16.6 netl/inside

# dladm create-iptun -T ipv4 -a local=192.168.116.16, remote=192.168.13.213 tun0@
# ipadm create-ip tuno@

# ipadm create-addr -T static \

-a local=10.16.16.6,remote=10.1.3.3 tun0/v4tunaddr

7 - ipadm @R -T EHATIEE R QAR dladn 41 -T ERATIEE X
iZSER

ARXUEGBSHER 15 dladm(1M) 1 ipadm(IM) FHTIAK (FE Oracle
Solaris 11.2 FECEMEEREMEAL ) PR WMAECE IPv4 A", BREH B
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AAIFEREERRINTER IPsec fRIFFIA™ LAN 2[RI

108

10.

FISE , 583N (7 Oracle Solaris 11.2 FECEFEIRMLLLAH ) F ) Oracle
Solaris H IR R & FIBRAE S f 427,

ESN ARG, BERA.

# ipadm set-ifprop -m ipv4 -p forwarding=on netl
# ipadm set-ifprop -m ipv4 -p forwarding=on tuno®
# ipadm set-ifprop -m ipv4 -p forwarding=off net0@

IP 3 RFE AT AR RSk B AW EA., 1P 3R ISR A BT REIRT H it
. BROHAE , BURRBREHEAMEXRZON IP 3 AThEE.

F A netl FHOAFENEBXMAED , FTANSIUSA netl i IP 3 &2ThEE. A tune BT
Internet SEFHEM AN RS , FTRAMIUERA tuno B IP 3 ATHEE. neto #HACRRAHE IP A
THEERASELLE Internet LSNP A IRE 8 STARIFPINEX R IEN R,

ESIMARG L RN HEREA.

# ipadm set-addrprop -p private=on net0

BI{E neto 22 IP ¥ AThRE , MEAVNNKIMNSEEEO. A0 , in. routed Y14
]EE neto AR RBINEEM T SO, TTUE SR EEOMT Birk | fR1bxe

ENEHMERS.

# svcadm restart svc:/network/initial:default

FRFRNMIBET neto ORI A,
AR VIE T AR ) Internet A EEZS.

a. fE calif-vpn ARG L , IRIMPL TR -

# route -p add net default 192.168.13.5

b. %£ euro-vpn AL L , RIPATIGHE :

# route -p add net default 192.168.116.4

RI{E neto AR ENELM K —ERS , neto ﬂlﬁa%'—ﬁl_ Internet i[R] ERIK Rt
ERENHRLRARSG |, neto FEA X Internet BEKEE. XIT Internet FEARER
XU, VPN REBE—B N , MABHAEZS. Ilﬂ: FRA] DA PR A A%
HHBE TR RIMCRBIRAIER R LG, BXRELZEL , BS M route(1M) #
in.routed(1M) FH R,
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Htth IPsec 1£5%

Hith IPsec %

PUTFES SRS L T &R IPsec B AJREEBITHIES .

F7-2 Hith IPsec {E55-HESFIR
7% BiER %
FNelERER IPsec SA, A IPsec SA 12t [RIA%ERE : WTFESBIEE IPsec %48 [109]
EMEREAA, BIEANEER LML , EATREINET root 5 | AATECE MR LA A [111]

BRAE.

AEE—AITRMMEFEMEE | QAT ARITMLEEIR | BABRESHET root £ | 6 7-7 (IS FREBACEMEIE
HMES MBBRECE 1, arme. IPsec”

KE IPsec ERIEERIPE. | BE snoop Mtk AT RIERANMTERY IP GRMSE | MTKKBESS IPsec {1 [115]

# Psec FAIMBEMEMERN—A | B, £, BIFHENREIME. WSMATUE | “EF IPsec MFHEARS B [189]

SMF [R5k EHE,

BRI BV,

v

A

FFHaZ AT

AMATFBNEIR IPsec 4

AT FRIRME T IPsec 47 , LMEAEARREM IKE SHTRAEIENER.

ﬁﬁﬁ ipseckey #p IR IPsec SA ERREH 5| FREALSRE. XNTIFAMEK IPsec
, WBIRRNE] /etc/inet/secret/ipseckeys {4,

AR - WRIERFEME |, FEERE , DHRERNBAR S 5. XLEER
TARIEBHER £HKIREA.

WAL T £ RXIBF A e FsEHELAE IP KIS HMmEME. STE/M IP XS , 57
& 1P IS ECE MEM R

BWINAAE root e, BRXEZIEE , ES I (F£ Oracle Solaris 11.2 R ~40
#&E‘]tcé ) FHE TR E M BTEAR .

H A% IPsec SA HI%R4H.

XLEREA AT FF ipsecinit. conf SUEFFHIEFERRE . FI20 , STRMEAINA{ER IPsec
R & BRSS28 2 [BI A RRER I8 (5 [96] PRI

{laddr enigma raddr partym} ipsec {encr_algs aes encr_auth_algs sha512 sa shared}

R {E 8 AES F1 SHA-2 &%,
a. MEMFENES.
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WMAFENBIZE IPsec T4A

WEEA R aes HB4H. shas12 EEEARAK. SA B security parameter index,
SPI (Z£3¥&3l)

s FAMER SPIERTRAFIFENL. — NEFRTANREE  — MR TE
NBE., 8MTFERKERKITRCYN\ANFR.

s WAAT SHA-2 BAEEIERNT/NHFIREN LS. S MNFRKEZLIA 512 4
FR. —MEFAT dst enigma , F—ANEFERAT dst partym,

s WARAT AES BB AN/ EHHIRENE. SN TFRKERLIMA 128 MF
TF. = EFHAT dst enigma , F—MF AT dst partym,

i - ipsecalgs -1 SR B RBEANEARN. EAFESA (B, /A SHAS12 M
%ES H/ik) B FEENERE. BORSSEE AERAEILT GMAC BIERTF3h
wHA,

b. AERHTBRES.

RGN R ERREIERAE RS | BRI,

»  {$FH pktool %54 , AN (FE Oracle Solaris 11.2 PEIRAMNBANER ) F g qn{a
{# A pktool fip&4 X FREST FIXTTHH IPsec JRBIFTIR.

2. YEEARINE IPsec BTN RERSCHE.

a. ZiE enigma AR5 /etc/inet/secret/ipseckeys 3 , FHEBRESUTRALE
M :

## ipseckeys - This file takes the file format documented in
## 1ipseckey(1lm).

# Note that naming services might not be available when this file
# loads, just like ipsecinit.conf.

#

# Backslashes indicate command continuation.

#

# for outbound packets on enigma
add esp spi 0x8bcdl407 \
src 192.168.116.16 dst 192.168.13.213 \
encr_alg aes \
auth_alg sha512 \
encrkey d41fb74470271826a8e7a80d343cc5aa... \
authkey e896f8df7f78d6cab36c94ccf293f031. ..
#
# for inbound packets
add esp spi 0x122a43e4 \
src 192.168.13.213 dst 192.168.116.16 \
encr_alg aes \
auth_alg sha512 \
encrkey dd325c5c137fb4739a55c9b3al747baa... \
authkey ad9ced7ad5f255c9a8605fba5eb4d2fd. . .
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MR EMR T2/ 6

ORISR

FHEZ T

b fEAFIEBIRRIAI .

# chmod 400 /etc/inet/secret/ipseckeys

WSRAFF pfedit -s @SB T ipseckeys U , NIARIREEM. BXEZ(E
B, ES N pfedit(AM) FHR.

c. BUENHHEIE.

# ipseckey -c /etc/inet/secret/ipseckeys

i - BN AG LA e 2 A,

BUE IPsec B4A.
m NRKEH manual-key fRF , EWHIEHA.

% svcs manual-key

STATE STIME FMRI

disabled Apr_10 svc:/network/ipsec/manual-key:default
# svcadm enable ipsec/manual-key

m RESH manval-key RS |, ERIFTLARS .

# svcadm refresh ipsec/manual-key

BRI IPsec SRR KRR , EIREE IPsec TFELUS BRI IPsec kg, B &R
VPN i IPsec SkBEHIRAI , ES W E A IPsec &% VPN” [101]. Bk IPsec KRG
HARAI , 35S RANA{EF IPsec #1714 IRE-25 Z [RIKMLE 1815 [96].

MR E MK T EAE
ﬁuigg Oracle Solaris KA RINAEEIR RS |, E{F A I FRR MR EIR A A Mg
T .

gﬁg%@%ﬁ root A BEQIRITEEAR. — A SIH HER T FHRRECE S 4+
=

FI|tH S8 XK ] RAURACE S
% getent prof_attr | grep Network | more

Network Management:RO::Manage the host and network configuration...
Network Security:RO::Manage network and host security...:profiles=Network Wifi
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Security,Network Link Security,Network IPsec Management...

Network Wifi Management:RO::Manage wifi network configuration...

Network Wifi Security:RO::Manage wifi network security...

Network Link Security:RO::Manage network link security...

Network IPsec Management:RO::Manage IPsec and IKE...

System Administrator:RO::Can perform most non-security administrative tasks:

profiles=...Network Management...
Information Security:RO::Maintains MAC and DAC security policies:
profiles=...Network Security...

Network Management (&) BCES4RE System Administrator (RSEEIE5)
FCE AN RECE . aNREH System Administrator (RETEIHRR) MRELEC
WA, Rt ERTRABIT Network Management (& EIE) BCE XA KG
4.

2. %l Network Management (R4ETE) BURACESCHF GRS,

% profiles -p "Network Management" info

cmd=/usr/sbin/dladm
cmd=/usr/sbin/dlstat

cmd=/usr/sbin/svcadm
cmd=/usr/sbin/svccfg
cmd=/usr/sbin/dumpcap

3. MWMEMBREMA B RTHRIERTLE,
ERLE 1 PRIAIRECE A E IS EMHRE.

» ROELHAAMERLNAE , FEM Network Security (W% 2) RRECEX
.

n EQIEE R AME IPsec 1 IKE € |, iE{EF Network IPsec Management (4%
IPsec &) MRECESH.

. ERIBMNEMKEENLTLMAE , IR "Network Management” (W4 EIE)
Bo &SRS | WE{E A "Network Security" (M4&%4) 8 "Network IPsec
Management" (M4 IPsec &I8) APRACE ST,

4. QIEAG , FEARANEELE—NTZIAF.
BxHE | ES N, (F£ Oracle Solaris 11.2 iR A FHIFHRENEL ) PRBIEA

&G 7-7 fE R FREBECEMETE IPsec”,
Bl 75 REFHHENREENLEHE

EARGIF | B AR A A ECHANPERECE S | B "Network
Management" (M4&&IE) F1 "Network Security” (MW&L2) . R/a , SEREHA
AT .

# roleadd -c "Network Mgt and Security" \
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MR EMR T2/ 6

Bl 7-6

Bl 77

-S ldap -K profiles="Network Management Plus" netmgtsec
# passwd netmgtsec

New Password: XXXXXXXX

Confirm password: XXXXXXXX

# usermod -R netmgtsec jdoe

1 jdoe 7A3H netmgtsec ARG , BCESCHFHIAR AT - jdoe .,

% su - netsecmgt
Password: XXXXXXXX
#

R BRI MEREIR

FEHREIF  EEAREFRNAAZEXNMELTLIAR, HP— M ARRTER Wi
MERT L, =M AEREEHE IPsec M IKE, ASMBIEE=TA , —A—3L

EHEAENAEMT

1. BEREE—NABMEA Linkwifi,

2. S5 Network Wifi (4 Wifi) . Network Link Security (445 %e4) 0
Network Management (4841 ) BPRECE CHEEA %A A,

3. B LK Linkwifi e FisaE LM .

4. BRI E_N AL A IPsec Administrator,

5. B 5% Network IPsec Management (4% IPsec &IH) F1 Network
Management (M4EEIR) WRACE XHFEEL LA .

6. &I E¥ "IPsec Administrator” (IPsec BIER) fAENAEYKE,.

ER{EH FREBECEMEE IPsec

HEARGIFR , BRI RREEMNEE IPsec,

%7 "Network Management" (M4EEIE) #1 "IPsec Network Management" (IPsec [
iﬁ"’é‘fﬂ) APRECE S |, B ST A PYmiE hosts SCEFROBE N AR HERIRE

1. EHREEMNMPIRECES M , — M RATHwEXH , H— T RATEREE.

# profiles -p -S LDAP "Hosts Configuration"

profiles:Network Configuration> set desc="Edits root-owned network files"
..Configuration> add auth=solaris.admin.edit/etc/hosts
..Configuration> commit
..Configuration> end

..Configuration> exit

# profiles -p -S LDAP "Read Network Logs"
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profiles:Read Network Logs> set desc="Reads root-owned network log files"
..Logs> add cmd=/usr/bin/more
..Logs:more>set privs={file_dac_read}:/var/user/ikeuser/*
..Logs:more>set privs={file_dac_read}:/var/log/ikev2/*
..Logs:more> set privs={file_dac_read}:/etc/inet/ike/*
..Logs:more> set privs={file_dac_read}:/etc/inet/secret/*
..Logs:more>end
..Logs> add cmd=/usr/bin/tail
..Logs:tail>set privs={file_dac_read}:/var/user/ikeuser/*
..Logs:tail>set privs={file_dac_read}:/var/log/ikev2/*
..Logs:tail>set privs={file_dac_read}:/etc/inet/ike/*
..Logs:tail> set privs={file_dac_read}:/etc/inet/secret/*
..Logs:tail>end
..Logs> add cmd=/usr/bin/page
..Logs:page>set privs={file_dac_read}:/var/user/ikeuser/*
..Logs:page>set privs={file_dac_read}:/var/log/ikev2/*
..Logs:page>set privs={file_dac_read}:/etc/inet/ike/*
..Logs:page> set privs={file_dac_read}:/etc/inet/secret/*
. .Logs:page>end
..Logs> exit

EIARACESCHF , A ATAER more, tail A page dr&EAXHE. cat #l head
mSTIEER.

2. FIERMBRAURIE M , AFAFIIT IPsec REMBRFNAMEREMEIRE
%.

# profiles -p "Site Network Management"
profiles:Site Network Management> set desc="Handles all network files and logs"
. .Management> add profiles="Network Management"
. .Management> add profiles="Network IPsec Management"
..Management> add profiles="Hosts Configuraton"
..Management> add profiles="Read Network Logs"
...Management> commit; end; exit
3. BHANGEXHAIZE—1MAE  ARaNic—1A4  RAekARenlics T iRMN
EMRLNER,.

# roleadd -S LDAP -c "Network Management Guru" \
-m -K profiles="Site Network Management" netadm
# passwd netadm

Password: XXXXXXXX

Confirm password: XXXXXXXX

# usermod -S LDAP -R +netadm jdoe

4. FEHSN , BIHRN jdoe RefABAL,
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MATRRAE RS IPsec {11

FFHaZ AT

IMTHRBR AR AR IPsec {RIF

ERBBAERZEURIP , E{FE snoop 54 KIMAIEE. AT EIZRR]PAZE snoop Hit =
BIR:

= AH: BUZRFERA AH IEEMRIPSK. NRE(FM auth_alg KRIFE(E , MABZILH]
.

" ESP: BUATSRAIEAEA X MEEIE. tNRE(EA encr_auth_alg 3K encr_alg SRR E
5, WEBRLETE.

W] ARIEFA R AN R Ge A Belh %S .

BRWIRAIE root FBABERIEE snoop Hiith. BRXEZEE , SN (£ Oracle Solaris
11.2 iR B FARRNT S ) P TE e SRR,

E—ANRGL , H140 partym , F3H root A,

% su -
Password: XXXXXXXX
#

(A1) BIR SA KEAEER.
# ipseckey dump

Bt RPLE SPI B S MK SA ILES, (ERTHLEER. BPSES.

EWARG L, HARETRETREALNE.
1£ partym FR—MRIGEOF , M enigma REH T A,

# snoop -d net@ -o /tmp/snoop_capture enigma
Using device /dev/el@00g (promiscuous mode)

MNERARGEREM,
EF—ANMIGEAF |, EFEERE] enigna REE. RELMAL. KR, &8 root
FEAM enigna REAEE partym REE. BIIXHE snoop -v enigma dn4HHiK.

partym%s ssh enigma
Password: XXXXXXXX
enigma%s su -
Password: XXXXXXXX
enigma# ping partym

& snoop Hith .

partym# snoop -i /tmp.snoop_capture -v

AT snoop Hithi e\ Wireshark I AFEfF. BXEZEE , ES NS
IPsec 1 IKE RGBT B IREHR [181]1F0“snoop 4541 IPsec” [200],
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MATRRAE R IPsec R

ERXHS |, EBRAZEYLA 1P KEEZFEREIEIE A1 Fl Esp S E/0ME . AT
A AH F ESP (5 ERIABIEESENRT

IP: Time to live = 64 seconds/hops

IP: Protocol = 51 (AH)

IP: Header checksum = 4e0Qe

IP: Source address = 192.168.116.16, enigma
IP: Destination address = 192.168.13.213, partym
IP: No options

IP:

AH:  ----- Authentication Header -----

AH:

AH: Next header = 50 (ESP)

AH: AH length = 4 (24 bytes)

AH: <Reserved field = 0x0>

AH: SPI = 0xb3a8d714

AH: Replay = 52

AH: ICV = c653901433ef5a7d77c76eaa

AH:

ESP: ----- Encapsulating Security Payload -----
ESP:

ESP: SPI = 0xd4f40a61

ESP: Replay = 52

ESP: ....ENCRYPTED DATA....
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IKE /M3

XF Internet Z4RATH#E

Internet #4A3c# (Internet Key Exchange, IKE) B3h3t{T IPsec (Internet MY & 4£)
REAER, AEREEX IKERUATEER :

= “IKE /48" [117]
n “IKEV2 BMYC [122]
= “IKEV1 MY [123]

BRRUBHIRA IKE PRXHIRE , EEI5% 9 & B IKEv2, BAKEXEM IKEVL , 3§
S0 10 B BB IKEvl, BXEEER , FEI%E 12 % IPsec MEBHEHESE.
X IPsec IER. , EZNEE 6 & XT IP REMKARLEH,

X} IPsec &4 KE£ (security association, SA) AN AR THEIRHR A REFETH,
EIBASHRETEFEA—NREFEERME. RIUEFATHE4A. Oracle Solaris {#
Internet 4A35# (Internet Key Exchange, IKE) B EIE®4A. IKE JHR T Fah AR
HREIETFEN R 2 NG .

IKE BT AR A] FRKAE A I AR M ER AT 08 . BEAF AN DR 23 ] LAY IR AL ) CPU
RERTPRE. B LNEAFERMHT BN —ZRY.

Oracle Solaris X3P MRA] IKE HMY,

m  IKE hRZ& 2 (IKEV2) , T Internet Key Exchange Protocol Version 2 (IKEv2), RFC
5996 (Internet Z4AASEIMXERZAS 2 , RFC 5996)

m |KE B 1 (IKEv1) , EF The Internet Key Exchange (IKE), RFC 2409 (Internet
WEAALH: , RFC 2409)

IKE #ESHAE

AT HEEMATE ZB/MEASK IKE BRK. BT ERNMRATH AR EM 7S,
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AR - PAREMN AR HEMEM RS S 54, IRARE FAIEXT#R
mEEE, WHEETIEE RSA # Diffie-Hellman #}X.,

IKE 701517 IKE TR ARG 2 R EIE IPsec SA, IKE iE—ANR21(E
B, RIPMEBEMRE . IKE STHPEHFEER /dev/ random &% MFEALEAE Ak25 0138
WA, AP IRFRRA R ERE R TR, INEAREATHAE IPsec SRIRAACESC
4 ipsecinit.conf FIEEMBIAER.

» Diffie-Hellman (DH) &% - —FB4ATIHE L, AP REELARENEE LRSS
A A — N HEE LA,

»  RSA Bk - —FaAEXIFRIARE L |, @R IBITIR M4t X.509 IEBHKATE BRI S /T
RS H. WEEMHE=14Z% (Rivest, Shamir 1 Adleman) #4.

H4%h , DSA 5k ECDSA BiAt A LATIHE K.

» TLIFHRR (perfect forward secrecy, PFS) - £ PFS &, BT {RIPSIBEMN®
AR TIREHMES. o, AR E BRI BIR MR EANIRIRAE K 4.
Hit, , PFS AIRh iR 2 ARTIE SR AIRLS.

= Oakley £ - BT 17 PFS, &2 M, The Internet Key Exchange (IKE) (Internet 2%
£A3TH) RFC BI%E 6 73,

» |KE 5RRBE - —F KEFN , BTEN IKE THHBREER SN EA RERILLTELE
AT E R E AN NS, XFE IKEV2 FFRME IKE SA |, 3k 7E IKEVL 7K
ERVER 1.

XS AIEE TR, B KR/, Oakley LHFNIIEFi%. Oracle Solaris IKE SPH 2
TP = 4RANE R A ERIE T IA.

IKE T {E[RIE

REIELEIETT IKE STHREHERT |, AJAPIEE 55— MEFEIETT IKE STIFHRRN ARG Z
()43 4 ¥Ex (security association, SA) FTES . AT SA FJE4L IPsec
SA BITHYFRA IKE, ARZA Oracle Solaris 373 IKE WMYXHIARZA 1 (IKEV1) FIRRA 2
(IKEv2),

IKE &£ XKEX (7 IKEvl Fh#RA) ISAKMP XM EL 1 SA) LR XA IKE RS2 (8]
Eﬁiﬁ—ﬁdﬁ)‘&ﬁo XA AR E L, IPsec $REE AR IR IPsec SA FTEMRIE
S,

IEAEIZTT IKE PRt FE AR Ge th A] ABCE AR H M ARLE A IPsec SA, #uX i
FER , RGHPRAREMX, MR IKE PE AT , IPsec SA A[RURTRIFMLEA,

7£ Oracle Solaris 11.2 FHHEMLELT S » 2014 £ 9 B


http://www.faqs.org/rfcs/rfc2409.html

IKE

W\
e
jax]

7% - 1 Oracle Solaris 11.2 1, IKEV2 {F FIMPHELLFRMEE L , XLREIXBL T 5
148 FIPS 140-2 Wi , {8 IKEVL KSR %, SATER T~ FIPS 140 k2. &
ELBOX A RARITNGE |, 5 W PLE IKEv2 M IKEVL” [121], EER FIPS 140-2 &
X, 1SN (f£ Oracle Solaris 11.2 FERIMFHEANES ) FHNAEIZEEAT FIPS
140 KI5| S35,

MRBAER , REEFEA FIPS 140-2 BERNE , RAJUZE1T Oracle Solaris 11.1
SRU 5.5 &{ThREL Oracle Solaris 11.1 SRU 3 &41ThR. Oracle B EXBIMEFE K TThR
FRETXSINEAELSRTERL T FIPS 140-2 303, Oracle Solaris 11.2 F-F B0 IEAEAL A4 22
FHEMERE. ThREANTTSEME A T 7 kMt 4 RATRELE FIPS 140-2 X\ T ELE
Oracle Solaris 11.2 , AKX Lot

FBE IKE SA TR SEEFERIT IKE SR MELIEMRIRINEE L, BuEmE
ATHEDS \KE PRGHNEERTE. TEEREEXETENARL , MARNAK
AERGNRSE,

Oracle Solaris SZFFFFPRI) IKE BAFAE! |, BITRSEEZ A3 4AF0 /N RUES.

T Z B ARIER) IKE

FAERZHEAR T/ 3BT ASCI FRFE |, RAMA IKE RGN, XLERAWHR
KT ZHZRER |, RN S AIAE IKE A2 BTANE 4AE. BB VIERA
A LW IKE BLER—H045y. TS FAMEEAR TAR IKE BEtadfr , MiXes s
ﬁﬂﬁ%@%fﬂl IKE #MXIAL. AbIEXL IKE BTN A S E AR —EZ4ARIEE W EINE
W

T HZRBEATBEME A IKE YHXFE IKE iR 2 BACHe, 8%, IWEHEE R RRKEN
(5120, ¥THEIE) SNFEFRGHE.

{/% Fﬁ#iziﬁjﬁﬁifﬂﬂﬂ%ﬁﬁéﬁiﬂ‘]ﬁ%#\ﬁ%%ﬁ WIKER). BTSN RS LK
-3 o

IKE , £ RAIES

RIPEBRHEERSRE— D UBFATIRRRGE MG , THEFIHTREMIEE
B. Bt , AMEBERELZNEAENRE,

PNEREBR— N QN AEFH TSR blob , E/XTAERIEBHEE | FIa0EFRH
2N, IEBHRES SRR ES T ES . FLEEXFAMETIES. HFES
AT AR RAEB RIS

NARMBFA AN S — A FRARMANEIRE L HIE. BTRAT ARSRIRELHE
FHRIE , XEEREAARZLAZTEAIRX. At , RRERTUEHRLE. BT
IREDFANFEIFRBIETE RSA FIABEIFZE A,
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IKE /48

WFE A RIBIT RSA, DSA 8 ECDSA EMF L HIAEHIEPNBNLIR, XLH
IEERLBELEN (RRIEPR—HY) £RBFER. ERERWMEER L, [
B, ARIREPAR NS ITRELABANANR. FEHYIA  IEBLELUREBAR
ATRAE FRIRAE B 24 BN A HERIRIE,

ERTTUBEES , EXFMERT , IERELTHIEBRAARIE , HEETUHSZ—
KRR, UHF—DXESHERERN , BTRIDBEBRIAPENREALNFFERS K.

% Z/MERHETTE certificate authority, CA (IEBAAARNM ) SHPEFEL, FE

FERANEZRIK (BIAR CA B trust anchor ({5116#) ) FT{E{E.

XEE/NREFLR 4 AR SRELE AR FERLEFE 3 FR oA/ EEREEE M) (public key
infrastructure, PKI), 2BZAR) PKISGE AJRESAMEE. M) PKI ATBERXT A {FE K
JWMEBMAE R CA MAL., FNSIZH PKI ATREE 2B AARE TS/ EABUR
CA.

1£ IKE P{ERAFUES

ATNBTE IKE PREFERASFERRSELIR, BREMETRE | FS L ERmeLE
FHEARE IKEV2” [128] FlF AT F R E4AECE IKEVL [152],

1. Z2FRAEZLRIEBBUEBIANM (certificate authority, CA) A HUES , BEEE

HE— N AIFLERT .

n XTEZLUET |, IKE XNEAFETUTHXLED , fFEHSNOBIERREN |
%Jﬁﬂ%zg SEHREBSASESRE. F XK, BAERERBEER TIPS

BREH.,

» XF CAMAHNED , BOTPITEZ SR, ERAFAFLERNTES |, 48] A AR,
IR 455K (certificate signing request, CSR), CSR ‘B4 /A4AFFRRST. HAY
HIFRRFF R — distinguished name, DN ($FiR4) , 640 :

DN="0=Example\, Inc, OU=qga, L=Silicon Valley, ST=CA, CN=enigma”

H7 - 0t DN SR THEAMBIIRRG | A 5~ NEBRITR LR
B

2. ¥ CSR A£Z| CA DIFRBE 4%,

TEHFIAGRFEF | AU CSR #504F Web FBarh | SRE ¥R BAIEATA CA, CA
AJREARBAREZ N EZE LU,

3. #18 CAEMMNEK LI , REBENSN IKEV2 B4AES), IKEVL BUEFE.
ERGEN CA KERNEI[ER, XEFPE— M NAT{SEHER CA B EAIARIK
EZZUEPBRSESE MK,

4. 7£ IKE S¥% 7 EEE IR,

5. {FA IKE #LAFHER,
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FZATDUBEAMATHEEIES | 620 DN, X3F CA Z£ZHNES , WA UECE IKE , {#
HIESZHAE CA BLMIES.

AT B R SHIRIET

EEZIERWANTERARLS , RASENATT MRERARM. MRICHRE
BT AT , CA RHEHIER,

CA Tas#iHr— N RENEPS 3R |, 8% #RIE certificate revocation list, CRL (MFH ¥4
FIR) . EATRUERECHIETRIRESHMY (Online Certificate Status Protocol, OCSP) sh&s
BEEEPBRE., BENBEPFHANT URL, BNIELFMARTAMEZE CRL 1) Web {7 B3R
# OCSP fR%#3H0 Web {7 E.

BHXELZ(EE , 550, RFC 2459: Certificate and CRL Profile (RFC 2459 : SF$
F1 CRL BEEf4) %1 RFC 2560: Online Certificate Status Protocol - OCSP (RFC
2560 : BRALUEFREIMY - OCSP)

EERATIERR RS L YNAE]

ANFEBAESUEBRIR BRI EEASHI. Rt , EfAEAEBRN ARG LR
IS AJRURSHE.  PIEREHE] 1Y (Network Time Protocol, NTP) BRI AR T RIS RS
KB4, Oracle Solaris Z4ThRFEIE T HEEFHIAEKFETF AR NTP g+,
FARITRYET N NTP Documentation (NTP 3X#Y) Mvg%eEL, &S] A% service/
network/ptp ¥X{4H, , Br & ¥HEAT[E]HMY (Precision Time Protocol, PTP) iR, 5
I, IEEE 1588 Standard for a Precision Clock Synchronization Protocol for Networked
Measurement and Control Systems (IEEE 1588 W& il & Fix ] RS S AT 6 [E) 25
TMNYARAE) .

bbik IKEv2 #1 IKEv1

TRbLE T Oracle Solaris &%t /) IKEv2 F1 IKEv1 fRASSIEL,

*81 Oracle Solaris F ] IKEv2 F1 IKEv1 32EH]

ThEE IKEv2 IKEv1

UEF chain of trust ({51F fe=t , ETHEHEFHRTSR ike/config MM cert_trust %K
)

UEPBAE ikev2cert ikecert certlocal €54

RSN ikev2cert import #54AIPAYAE  ikecert certdb 54T BUKEIMST HOIEH
FHFASAE PKCS #11 45 SAE IKE 40
e
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IKEV2 1Y

Thak IKEv2 IKEv1

IEBMEE ikeuser root

WEF R S kmf-policy.xml ike/config SR —LLSERK
IR PKCS #11 softtoken g M IKEVL ¥R B
EEEXHFER /etc/inet/ike/ /etc/inet/ike/ Fl /etc/inet/secret/
BEMEE ikeuser K/ root MK/

SRR in.ikev2d in.iked
EATTIFHREZEBER  IKE SA {FRMEHES AR AR EME N EEAESS
FIPS 140 B '

ERT IPsec @fs i FIPS 18 AN ZRAESE 1§ AN EHESR

140 E3%'

IKE SR ike/ikev2.config ike/config

IKE FAEHZ R4 ike/ikev2.preshared secret/ike.preshared

NAT 3% UDP iz 4500 UDP %1 4500

71| UDP %M 500 UDP % 500

ABRECE S W% IPsec &I ML% IPsec EIH

R%F2HR (FMRI) svc:/ipsec/ike:ikev2 svc:/ipsec/ike:default

TOracle Solaris 11.1 SRU 5.5 #1 SRU 3 fIMBHELSTIEEE T 45 1 4% FIPS 140-2 WE, MEEMT FIPS 140 R HIFE
{EFAMEAELE , WS{ER FIPS 140 BAFEIE. BREENT FIPS 140 XK.

IKEV2 tiMX

ZISTJN 4 IKEv2 X, BX IKEVI{EE , B2
uEJ 20 PEER IKEV2 # IKEVL” [121], BRERTEHMMNRMEER , ES WIKE /i
A" [117]. Oracle Solaris BB SIFFAIRAHK] IKE #3X.,

IKEV2 SFFP3HEE in. ikev2d B] DATEIFIGIE IPsec SA BIMMEBMEL., ES N,

% JIKEVL #1Y [123] ﬁ?&blﬁ?&‘

in.ikev2d(1M) FHR.

IKEV2 BrE ¥

/etc/inet/ike/ikev2.config BCEXMAEE in.ikev2d STFHENECE. BCERE T
UM, SEBEHASITUSXAEMECER IKEV2 % F—iERNSE , 5
WNEAFNLEUEEIE .

in.ikev2d SPPHFE X FHE AL Z R EEA (preshared key, PSK) AN SFIEFSRIAIE
514,

ikev2.config(4) FMEERRA T MNES], FHEMNAIREAME—IRE. TRIMETF
T TP ARG TR AR

122 £ Oracle Solaris 11.2 PRI L L « 2014 4 9 A


http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=REFMAN1Min.ikev2d-1m
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=REFMAN4ikev2.config-4

IKEV1 #1X

® TP identities and PSK auth

B TP address prefixes and PSK auth

B  TPv6 address prefixes and PSK auth

B (Certificate auth with DN identities

B Certificate auth with many peer ID types
®  (Certificate auth with wildcard peer IDs
B Qverride transforms

B  Mixed auth types

B Wildcard with required signer

i - MERZFWNRATASF L EKEUNXTET ID —iefER , 43F IP ik, DN, FQDN
ANEEFHpfFstut .

IKEV2 AU RiREE

kmf-policy.xml XHEE IKEV2 KAIEPRUESREE, kmfcfg dbfile=/etc/inet/ike/kmf-
policy.xml policy=default #34FATEBOEPRUFRRS . HEKEHAIEFER OCSP
N CRL PARUMERIUEHAE] A PILE B BT FFERET R, S50 , {FRLRIEET |, B RpE%s
ﬁgjﬁ?ﬂﬁ%’hﬁﬁ , UaNSeE B EIPITEEAE A TR, BN ERMERRAEK

IKEv1 #/}X

DUTFEB % IKEVL BT 7 HER. IKEVL B2% IKEv2 I , FE TR ERNR S
TEAEIE., BX IKEV2 FHEE , ES IIKEV2 UMY [122], BXRILE , 155 Wtk
IKEv2 F1 IKEV1” [121], BXFMMXMBEREE |, ESWIKE NA" [117]. IKEVL
A IKEv2 ATAENEST , SHALRGE XS N T,

IKEV1 %431

IKEV1 SPIF3H7E in.iked BEBIANR LA INEZEAFHRAE IPsec SA, IKEVL i2{itt4
IEM{RE (perfect forward secrecy, PFS), 7£ PFS &, INgEfFE AR EUR SN EZ4EIK
AHMEA. WS, REFEAR T RSB EH AN . BESN in. iked(1M)
FHT.

% 8 Z ¥£F Internet T4AXT 123


http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=REFMAN1Min.iked-1m

IKEv1 #1Y

IKEV1 BB 1 35#k

IKEV1 WMXB B EL. Oracle Solaris SZHFEEHERMER 1 X5#. FEERH ST
RIS, UMEEM XS Z AR ISAKMP %24 3KEX (security association,
SA). It ISAKMP SA {F IEXIFRINEAT MBI KL | F{E A F B SA A4
MEBRAEEX %R . 5 IPsec SA AF , ISAKMP SA WAl , AR FE—ILLx
BX.

IKEV1 ZEMER 1 AT 1 ISAKAMP SA AR AT RAECE . IKEVL £ M /etc/inet/
ike/config XHFEZEALE(SE. BCEEEATE

. 2RBW, WAFHEBRATR

» BEEZEFRATLIEMRE (perfect forward secrecy, PFS)
» SRS IKE 57

»  RIFITER 1 ATHMBIE

s WUFAE

RFIE AR R AL Z N ESARAGHED. AERTTLBEES |, skER
certificate authority, CA (UEPAREMAM) k.

BXEZER ,ESMN ike. configd) FHPRH.

IKEV1 BB 2 35k

WrE 2 AT|AR RIS, RIBEAITSYIE I IPsec SA BT IPsec BIAMAN
AR, WATHREBENER 1 UK ISAKMP SA /7 (&) .
REEAZH P RFIEMRLPRIRE IPsec RIEILH /etc/inet/ipsecinit. conf,

ZIHASE , IPsec SA EEERT4A, AIFE IPsec SA B , SA A EIRAR in. iked ST
HERE., WETEE.

BXELER 155N ipsecconf(IM) 1 in.iked(1M) FHH.

IKEv1 Ao & 1%E4%

/etc/inet/ike/config BLE S in.iked STHFHFENELE . ALE AT &AM
B, STHBENASATSXBIEER IKEVL SEF—ERRNSE , flanEik
FIOUEELIE. in.iked SPHPHFESIFE ML Z N BRI A SHERRIAES 14

TR auth_method preshared FE/nFE AT ZME4R, B preshared ZHMNK] auth_method
B REFERAED.
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IKEV1 #1X

1£ IKEV1 7, FSEEZREASHFEN IP Hhbit st St ik, XERPAMEEESD
RE: B /etc/inet/secret/ike. preshared {4,

BREZER  ESNIKE WI(ERE [118] , BAK ike.config(4) #1
ike.preshared(4) FR,
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AlE IKEV2

AENBIAHRGEE Internet BEAATIIRA 2 (IKEV2), FLBEFMBA IKEV2 5, E
S BIMAEIEEM IPsec iR AERMEME, AEAEUTER

“BLE IKEv2” [127]

“{ TS Z A ARRCE IKEV2” [128]

WA REAFE DATE A IKEV2 B/ASFEH" [133]

“{ TS Z A AHRCE IKEV2” [128]

BX IKE WIRMEE , 1625 8 T KT Internet B4AATHE. B X IKE ()

BEER SN 12 F IPsec MIEAEIESE, AXRELZIR , BEEN
ikeadm(1M), pktool(l), ikev2cert(1M), ikev2.config(4). in.ikev2d(1M) #l
kmfcfg(1l) FHTFHIRAI.

BCE IKEV2

ATRAME AT Z S, BELIEBFNERMAYH (certificate authority, CA) 4k
HIEHSRINIE IKE, FRPEEEEREAER A SS R RE a8 XEk. Bk, TTER

g HER—RME AR, MATAFE IKEV2 &% _Eia1T IKEVL, 8% |, AJBUETT
IKEV1 DARIPEARZFF IKEV2 ARG Z BB, IKEv2 ha] MEMA PKCS #11 i #444
MR EATIES,

i - XEESBIR ARG E N T 58 IP itk |, FHIEEEITMEECE X4
DefaultFixed, AN netadm list #54IR[E] Automatic , iES I, netcfg(IM) FHMRA T iR
BZER.

BLE IKEV2 f5 , EelE 7 = BLE IPsec FR{F FiX Lt IKEv2 FLNEIRH %4BM IPsec
7., LFHAYESNBIFEN IKEV2 BiLE.
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{F MR ZNELARCE IKEV2

AL ZHNEARE IKEV2

NREEE LS REHFMECE A (EA IKEv2 , TR XSFMEESIER |, NER
MAERZHEAR — NI ERERE, MARZREBNTUENANER, BXELZE
B, B L EAMARFHNEARIER IKE” [119],

Y iAERTRERLFNEARE IKEV2

EHIREY | ERENARGE B HREIRLFR enigma H partym, EATUACER A/ IKE s
5 o

ez RV BLA "Network IPsec Management” (4% IPsec B8 ) AURECE L4
KEE R, SWERCESH shel PEAER. BXEZEERE , BSN (F£ Oracle
Solaris 11.2 R A FFHEN TS ) PR ERTTEEREESR.

MRPITEFREETR , FS A 7-1 “BIER ssh iEHOTEALE IPsec 5% 1 (£
Oracle Solaris 11.2 &% 4 Shell iji[a) ) FH“UHIT{E AL L Shell ;Tf2EE ZFS”,
T TR &S TR,

1. HEEANERE L, YRiE /etc/inet/ike/ikev2. config S,

# pfedit /etc/inet/ike/ikev2.config

2. EWRXMHT , ABEERMALZEAAN,

E - R AELIR 4 PRIZ T,

B LA £ B BNREIR RS ipsecinit. conf X4 IPsec REGH LA,
LT IKEv2 BCERBISEIRNA{ER IPsec RIPHI & IR S 25 Z [AIFKPMLE 15 [96]
ipsecinit.conf 7NBIF 4R,

a. {5ltn , 7£ enigma ZRET_E{EH ikev2. config 3C{H :

i - WRRGIERT £ RSB RAMER. ETRAMEAXBAMERHREE—4LE
BEXEN. AREMFENBY , BRIEREIEANF,

### ikev2.config file on enigma, 192.168.116.16

## Global parameters

# This default value will apply to all transforms that follow
#

ikesa lifetime secs 3600
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QAT TR E R E4ARCE IKEV2

#

# Global transform definitions. The algorithm choices are
# based on RFC 4921.

#

## Two transforms are acceptable to this system, Group 20 and Group 19.

## A peer can be configured with 19 or 20.
## To ensure that a particular peer uses a specific transform,
## include the transform in the rule.
##
# Group 20 is 384-bit ECP - Elliptic Curve over Prime
ikesa_xform { encr_alg aes(256..256) auth_alg sha384 dh_group 20 }
# Group 19 is 256-bit ECP
ikesa_xform { encr_alg aes(128..128) auth_alg sha256 dh_group 19 }
#
## The rule to communicate with partym
## Label must be unique
{ label "enigma-partym"
auth_method preshared
local_addr 192.168.116.16
remote_addr 192.168.13.213

}

b. #£ partym AZ:_F{E ikev2. config 314 :

## ikev2.config file on partym, 192.168.13.213
## Global Parameters
#

ikesa xform { encr alg aes(256..256) auth alg sha384 dh group 20 }
ikesa_xform { encr_alg aes(128..128) auth_alg sha256 dh_group 19 }

## The rule to communicate with enigma
## Label must be unique
{ label "partym-enigma"
auth_method preshared
local_addr 192.168.13.213
remote_addr 192.168.116.16

EBNARG L, RIBASGHETE.

# /usr/lib/inet/in.ikev2d -c

BMAEEZRBEAREEST N RS LK /etc/inet/ike/ikev2.preshared X4,

EE - WHABHEARIR |, 3 ikeuser FTA. VIZMBIRRERESL M. MR, BER

pfedit 5 SYRIBENE , MRS RBEIRIBEM.

a. {540 , 7E enigma AL L , ikev2.preshared SLHHKIB RS THRAZ

# pfedit -s /etc/inet/ike/ikev2.preshared

%5 9 T fLE IKEV2
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## ikev2.preshared on enigma, 192.168.116.16
H#oe
## label must match the rule that uses this key
{ label "enigma-partym"
## The preshared key can also be represented in hex
## as in 0xf47cb0f432e1448095109582b
key "This is an ASCII Cqret phrAz, use str@ng p@ssword tekniques"
}

XK pfedit ALMIEHAIEE , ESN pfedit(lM) FHR
b. £ partym R4 L , ikev2.preshared XHFABIEUNAS , BEME—IRERHS

## ikev2.preshared on partym, 192.168.13.213

H#oe

## label must match the label of the rule that uses this key

{ label "partym-enigma"

## The preshared key can also be represented in hex

## as in 0xf47cb0f432e14480951095182b
key "This is an ASCII Cqret phrAz, use str@ng p@ssword tekniques"
}

JE R IKEV2 BR%53R41.

# svcadm enable ipsec/ike:ikev2

iﬁ%ﬁ&ﬁ?ﬁ LA | XA RS LRETMARF R, EFEF ikev2 R

# svcadm restart ikev2
F AR AMALEFE IKEv2 TR Z 548

EARBIF | IKEV2 BIE GChENRGAE—ITERXZENES |, TRES |, 581
FEARMEIMARZZ4A . MAELZEFHLBEHFES ikev2. config XHFFEAN
MW RIAREILAC, SR)5 , tAIEH B3 in. 1kev2d SPIPERE.

BWE F—ASENMELZZ4E |, B AYWIE ikev2.preshared X, partym EAISC
MR

# pfedit -s /etc/inet/ike/ikev2.preshared

#oe

{ label "partym-enigma"

## local and remote preshared keys

local key "P-LongISH key Th@t m~st Be Ch*angEd \'regulLarLy)"
remote key "E-CHaNge lEyeGhtB+1Bs et KeeS b4 2Lo0o0o0oOng"

}

AL, , enigma £ ikev2.preshared B4EAHEVRANT FoR ¢

#.
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1E IKEv2 1 TR F N BRI R X 577

HETRISTR

FFHaZ AT

{ label "enigma-partym"

## local and remote preshared keys

local_key "E-CHaNge lEyeGhtB+1Bs et KeeS b4 2Lo0o0o0OoOng"
remote key "P-LongISH key Th@t m~st Be Ch*angEd \'regulLarLy)"
}

SR RAFHRMNENRL LW IKEV2 JRE3261.,

# svcadm restart ikev2

WSS IPsec EMEFRTTR |, R EE IPsec T2 E BRI IPsec 5lE. B X{F
VPN K] IPsec SREGHIZRGI , S DL EA IPsec fR%7 VPN” [101], Bk IPsec SREGHIH
RGBS WANMA{E R IPsec {R17H & AR 28 Z (Bl MLE B 15 [96].

BEEZRE , EEN ikev2.config(4) ¥ ikev2.preshared(4) FH K.

7(7.;j_E IKEV2 {3 P SE 3 S A BRI A0 T R AT AR X 55

RH IPsec RIEIARMNZIMR X7 2 BN TIERCE , NFERIFH IPsec RIEARS .
FTREFBCERER RN IKE,

MREHTEF ARINZ] IPsec 5k , WERT 2T IPsec BRI S , EAIREH IKEV2
W=

BEEN T XNEH ARG ipsecinit.conf XHFHRIF T IPsec kg,

BB BLE "Network IPsec Management” (R4& IPsec &8 ) ARECE L4
REHER, BINRERCES M shell PRENEE. BXEZER , BS N (f£ Oracle
Solaris 11.2 FHER A FFHAFERNLT L ) PHERTTEEREERR.

MRBPITZFEEIE |, WESG) 7-1 BT ER ssh EFTFERLE IPsec kg M (F£
Oracle Solaris 11.2 $%&18% 4 Shell 3jji7] ) PR“tnAE{EHAL L Shell JTf2 & ZFS”
T B TR SRR,

A IKEv2 I —AMIRIVEIRE R IPsec HIFT RGNS,

a. f5lan , 7 enigma REE L, HLATHUNFRANZEISCH /etc/inet/ike/ikev2. config :

# pfedit ikev2.config
## ikev2.config file on enigma, 192.168.116.16

## The rule to communicate with ada
## Label must be unique

{label "enigma-ada"

auth_method preshared
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1£ IKEv2 F{F TS Z AR A R I B & 7

local_addr 192.168.116.16
remote addr 192.168.15.7
}

B X pfedit SHIERKEER |, ES W pfedit(IM) FHR

\

b. % ada ARG L , IMPLTRLAY
## ikev2.config file on ada, 192.168.15.7

## The rule to communicate with enigma
{label "ada-enigma"

auth method preshared

local _addr 192.168.15.7

remote addr 192.168.116.16
}

2. (W) EBNASL  WIEXXHHIEE.

# /usr/lib/inet/in.ikev2d -c -f /etc/inet/ike/ikev2.config

3. ANENRZAIE IKEV2 e FHEREA,

a. 7t enigma RS L , MPAUT{SEFRINE /etc/inet/ike/ikev2.preshared {4 :

# pfedit -s /etc/inet/ike/ikev2.preshared
## ikev2.preshared on enigma for the ada interface

## The rule to communicate with ada
## Label must match the label of the rule
{ label "enigma-ada"
# enigma and ada's shared key
key "Twas brillig and the slivey toves did *s@OmEtHiNg* be CareFULL hEEEr"
}

B X pfedit HAKIEMAEE | B35 N pfedit(IM) FHR

b. £ ada &ZZE E , LA T{EEARINE ikev2.preshared 3L :

# ikev2.preshared on ada for the enigma interface
#
{ label "ada-enigma"
# ada and enigma's shared key
key "Twas brillig and the slivey toves did *s@OmEtHiNg* be CareFULL hEEEr"
}

4. EEIRGE  BEEZAZINEZ,
n  MREBRRSE  ERIFLLRS.

# svcadm refresh ikev2
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VAR E AR IKEV2 RASBES

RIS

. MRKEARSE  FERAE.

# svcadm enable ikev2

BRI IPsec SRR ERTERL , EIREE IPsec TFELUS BRI IPsec kg, B &R
VPN i IPsec SkBEHIRAI |, S W EF IPsec /17 VPN” [101], B3k IPsec REEHIE
RGBS WAN{AI{E A IPsec {RIPH & IRS- 75 2 (Bl MLR 1845 [96].

A AR EELATERE IKEV2 BINSFED

FHAZ BT

BRANHIERS IKEV2 BL&ER , WIBIE— PKCS #11 4, &F FAE4AEE
FiEe Oracle Solaris FANZEHEZSINAEIR LK pkcs1l softtoken,

IKEV2 #) pkcs1l softtoken B4R T IR4HAR /- ikeuser IBMBRH. BREBRA
/var/user/ikeuser, FF ID ikeuser ARG —iiefit , (BNNBIEE4SAE. SIBRSE
B, Ve AE4RERE PIN, IKEV2 RS- FEME AL PIN BREIZEFE,

pkcsll softtoken BAAFESTENE IKEV2 {EAMFLE. A4FFAIES, XLEEAFNER
JBIT ikev2cert T4 EIE |, 4R pktool S HALRES. BRI HRTAE4F0
WFPIREN T3 ikeuser ATHM pkesll softtoken BR4ASE.

MEREHE PIN FRINK ikev2 REHBME(E , /var/log/ikev2/in. ikev2d. log MAFF T
RATFIBE. :

date: (n) No PKCS#11 token "pin" property defined
for the smf(5) service: ike:ikev2

WMRAREALGRES , ATLBRELLHEE.

AT A IKEV2 ASRERAIE I EARAE

WRITHPE A FIERS IKEv2 —ie(E ] , WREE— N RAE. BERTRAE , PR
BREHSP, in.ikevad STIPHFREFNNT , BE BRI B R M TR M PIN, 20
%ﬁﬁ REEAFEINER , BWRXHHTEE. REREANBERE R ERERES
F.

BIMREATBCE "Network IPsec Management” (R4 IPsec E1H) ARECESCHF

REHE R, BOWEBCEX M shell PEAER. BXEZ(EE  HE N (£ Oracle
Solaris 11.2 FHBR A FHSHEN TS ) PR ERITTEEREERR".
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WA A IKEV2 AN ERIEF A2 I REAE

1. &E IKEv2 B4AEM PIN,

{F 3 ikev2cert setpin dndBIiE IKEV2 B4R, Mand¥ PKCS #11 BEAFEMAER
B A ikeuser,

NBEFE PIN Sh{FEFHZH&. 540 , {8 whatShouldIWrite B , {B{E "What Should" FTH.

% pfbash

# /usr/sbin/ikev2cert setpin

Enter token passphrase: changeme

Create new passphrase: Type strong passphrase
Re-enter new passphrase: XXXXXXXX

Passphrase changed.

A TE - BHOSGEGRE— N RalE, B ENESREE,

2. BIBUAXEAREREEHAE.

BEAHER., MRURRERWAAFENER , WREEHESN in. ikev2d FIFBE
R AR E ARG R EAE.

. RBPERENERENER.

a. ¥ PIN ¥s/0A pkcsll_softtoken/pin RS BHEMIE.
# svccfg -s ike:ikev2 editprop

BB SATHF—NiEigwiE E e

b. XF setprop pkcsll_token/pin = {THUHER,

# setprop pkcsll token/pin = astring: () Original entry
setprop pkcsll_token/pin = astring: () Uncommented entry

c. FXRELE 1M PIN BEIES,

setprop pkcsll_token/pin = astring: PIN-from-Step-1

EESH PIN Z[AIB—1THE,

d. XISCHFIKERE refresh ITBURER , REREEH.

# refresh
refresh

e. (T]%E) IIE pkesll_token/pin JBMEMIME.
pkcs1l token/pin BMATEMEIRT ikeuser FTA KRR EN B EHRE.

# svccfg -s ike:ikev2 listprop pkcsll_token/pin
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pkcs1l token/pin astring PIN

n  KEEFHAEENERE , EAFHAREREEAE.
FY in.ikev2d SFHFHFESBNENE TGS

# pfbash
# ikeadm -v2 token login "Sun Metaslot"
Enter PIN for PKCS#11 token 'Sun Metaslot': Type the PIN from Step 1

ikeadm: PKCS#11 operation successful

3. (FiE) BIFRACERAEFRE PIN,

# ikev2cert tokens
Flags: L=Login required I=Initialized X=User PIN expired S=SO PIN expired
Slot ID Slot Name Token Name Flags

1 Sun Crypto Softtoken Sun Software PKCS#11 softtoken LI

Flags F9 ] LI F6/) PIN EIXE.

4. EFFF4EH pkesll_softtoken , i5{F H ikeadm #54>.

# ikeadm -v2 token logout "Sun Metaslot"
ikeadm: PKCS#11 operation successful

ERIABITIESHIRME | P R 2 MAIBEIRE A— BB IRIMEE. E5HfE |, F.48
SARBATA , ATTEARIK IKEV2 2. B IKEv2 21544k | iRIEE A
ikeadm delete ikesa i MRSVERS. MALZNEANMNSREEIER. BS N
ikeadm(1M) FHR.

FRASHERECE IKEV2

NIIEBX T AEFE R — M AEHERE., BREZER  FENIKE , ERAIE
7 [119].

NHREPBRNEIELRFAETE softtoken BEAFET . IR T RAHMNAS L , LA

g&?’#*iﬁ?fmﬁﬁ%ﬂﬁo BRI, FENANAAER AR IKEV2 A A4 A FIiE
5 [147],

BXRERIER  BSNIKE W IERE" [118],

PATES SRS L T 4 IKEV2 B ASFEPHITFE. MR ARSIEEZT Sun Crypto
Accelerator 6000 A , XS FE S BIE TR B EF EEEBRAE.
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AT B R AGHERECE IKEV2

#9-1 FRAERISFIRELE IKEV2

% ViEA &%

SIEPBAIER T, VAL SR AEAE IKEV2 IEHH) PKCS #11 B48E, “%ﬂ%’aﬁb%ﬂﬁuﬁ{% IKEV2 BIA4A
JEH” [133]

FRBEZEA AN PEPRE A —ANEAZELZNNPED., BIEBSEEXNSE W E B Z L A PEPRE

IKEV2, 7, FESATEFTHRESR. IKEV2 [136]

£ CA MARNERILE FEHRUE—A CSR , AREMARERKERSAE | tNIER CA ZL4NEPEE

IKEV2, WEAE. KA BIEFFA IKE SSEAHES. IKEV2 [141]

BeEA R E SRR, e DER CRL AR BRI OCSP %2 , B | AMAFE IKEV2 FIREIFRIIER

FEAAALEE LB AEIR g [144]
BUTECE | BIEBAFRETEEEN | XF] Sun Crypto Accelerator 6000 R , ¥ IKEv2 Bt | ANMAIZERE{47h A IKEV2 A R ANTF 1
EHREEAES. BEHERAR., INERER [147]

vV AERBEE ASHEDEE IKEV2

FERERET | FEE— N APEDHES . FAFNERFMEIE IKEV2 (K PKCS #11
softtoken H4AFEF . B AEPRIES IKE WEFR |, EMEFASEKENNAEIE
H.

EFBEABZEIEDH IKE R LHITIEFE.
FazE  BERAES , MRSTRAATA IKEV2 AFREBAEIHERESAE [133].

BB RDELE "Network IPsec Management" (4% IPsec ‘&18) ARECE ST
BIR, WIREARESH shell, HEXEZIER , B35 N (7£ Oracle Solaris 11.2 H1
RAFHHARENTS ) PRERITEEREERR.

MRPITZFEEIE | ESNH) 7-1 BT (ER ssh EFORFERCE IPsec JRkig” M (7£
Oracle Solaris 11.2 &% 4 Shell (8] ) FH“A{T{EH%E L Shell ;ZF2EHE ZFS” ,
T R TR & IR R,

1. HEBHEPLE—BZLIED.

B X ikev2cert gencert apdSHINAR , W EF pktool(l) FMITH A pktool
gencert keystore=pkcsll F#p4.

BX subject ZHHINEI , ES I E IKE PERAFRER" [120],

X - IEB R MR, WAREE RSRARR At B4R R E T R AR (5840

a. flan , partym RELEGSHKBRSUTHREZ
# pfbash

# ikev2cert gencert \
label="ITpartym" \
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WHAER B R AYIEBACE IKEV2

2.

subject="0=exampleco, OU=IT, C=US, CN=partym" \
serial=0x87654321

keytype=rsa

keylen=2048
Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX

UTHIRIHERPMNT #%H PIN SEEFAERYIAMK -

Error creating certificate and keypair:
keystore error: CKR_PIN_INCORRECT
libkmf error: KMF_ERR _AUTH FAILED

Error creating certificate and keypair:
keystore error: CKR_PIN_EXPIRED: PIN expired and must be changed
libkmf error: KMF_ERR BAD PARAMETER: invalid parameter

127K - BIRH pktool ay-SBEARIIEIMEDMHENAER. KEGSEDERTERANE
&, ROV SMESURFAEHMPERR. BEITHSHRNRBZ —ERERHS
RKieghz—1 2%,

b. enigma AL LHSHBRSATREIM :

# ikev2cert gencert \
label=ITenigma \
subject="0=exampleco, OU=IT, C=US, CN=enigma" \
serial=0x86428642
keytype=rsa
keylen=2048
Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX

(FTiE) 3 BEAFNES.

enigma # /usr/sbin/ikev2cert list objtype=both
Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX
No. Key Type Key Len. Key Label

Asymmetric private keys:

1) RSA ITenigma
Asymmetric public keys:

1) RSA ITenigma
Certificates:

1) X.509 certificate

Label: ITenigma

Subject: C=US, O=exampleco, OU=IT, CN=enigma
Issuer: C=US, O=exampleco, OU=IT, CN=enigma
Not Before: April 10 21:49:00 2014 GMT

Not After: April 10 21:49:00 2015 GMT
Serial: 0x86426420

Signature Algorithm: shalWithRSAEncryption

X509v3 Subject Key Identifier:
34:7a:3b:36:c7:7d:4f:60:ed:ec:4a:96:33:67:f2:ac:87:ce:35:cc
SHA1 Certificate Fingerprint:
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68:07:48:65:a2:4a:bf:18:f5:5b:95:a5:01:42:¢c0:26:e3:3b:a5:30

R - IREREGIEIEAR sHal, BFEAERANERFIACIEED , BEM keytype I
TR RIERS % |, f5I20 keytype=rsa hash=sha384, 4XEM , iES N pktool(l)
FHRE.

3. MB—NMARGURMHES.

a. EENARGL , (UEIERSHEISUF.
outformat=pem I AJ IR ATEPLUES BHRS AR EEXHFF. mE4S

PR ERHIES,
# cd /tmp

# ikev2cert export objtype=cert outformat=pem outfile=filename label=/abel
Enter PIN for Sun Software PKCS#11 softtoken:XXXXXXXX

b. JBITERFHMF. sftpZK ssh FREBEERIF—NRE.
BN, REEEHADRLE , EMA sttp HLREBNF—DREHIT k.

enigma # sftp jdoe@partym:/tmp/ITpartym.pem /tmp/ITpartym.pem.cert
partym # sftp jdoe@enigma:/tmp/ITenigma.pem /tmp/ITenigma.pem.cert

R SRR EMAA €. EARGIT | jdoe MR MHE—TH L.

4. RBREPERTLHR.
EREMRIEPLHRANEAEZ AT EMARES.

a. ESNARLG LR SHXHRE.

BI20 , partym EE BT F MBS partyn KIEBRAHHRRXL H—1
EME R, enigna B RIBITHEFHIFARIX enigma IEPBAHHE.

partym # digest -a shal /tmp/ITpartym.pem
c6dbef4136c0141ae621102461288e5546a59d86

enigma # digest -a shal ITenigma.pem
6b288a6a6129d53a45057065bd02b35d7d299b3a

b. EF—IRLL , HEEREF N REHREPRXMIETT digest 4,

enigma # digest -a shal /tmp/ITpartym.pem.cert
c6dbef4136c0141ae621102461288e5546a59d86

partym # digest -a shal /tmp/ITenigma.pem.cert
6b288a6a6129d53a45057065bd02b35d7d299b3a
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WHAER B R AYIEBACE IKEV2

5.

7.

XEAHEVAILEC, IRAILED , M TTER S AERAE, XTH Rt

PEEMRFIE , 1FS NG 9-3 HRIBTELIIE A FIET,
BRZJE , $F— P REREBSNENESAE.

BB NBRAEN , WIUNEBNE— I , AKE—IRRERS LRNES. 7%

SRNASHAFIEBARE.
enigma# ikev2cert import label=ITpartyml infile=/tmp/ITpartym.pem.cert

partym# ikev2cert import label=ITenigmal infile=/tmp/ITenigma.pem.cert

(FTi%) 3 BEABEPHIXT R,
PLERIES R B PIR 2 PEIFIER. BIaN | 1E enigma ZREAEF , BRA0T partym IEH.

enigma # /usr/sbin/ikev2cert list objtype=both
Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX
No. Key Type Key Len. Key Label

Asymmetric private keys:

1) RSA ITenigma
Asymmetric public keys:

1) RSA ITenigma
Certificates:

1) X.509 certificate

Label: ITenigma

Subject: C=US, O=exampleco, OU=IT, CN=enigma

Issuer: C=US, O=exampleco, OU=IT, CN=enigma

Not Before: April 10 21:49:00 2014 GMT

Not After: April 10 21:49:00 2015 GMT

Serial: 0x86426420

Signature Algorithm: shalWithRSAEncryption

X509v3 Subject Key Identifier:
34:7a:3b:36:c7:7d:4f:60:ed:ec:4a:96:33:67:f2:ac:87:ce:35:cc
SHA1 Certificate Fingerprint:
68:07:48:65:a2:4a:bf:18:f5:5b:95:a5:01:42:¢c0:26:e3:3b:a5:30

2) X.509 certificate

Label: ITpartyml

Subject: C=US, O=exampleco, OU=IT, CN=partym

Issuer: C=US, O=exampleco, OU=IT, CN=partym

Not Before: April 10 21:40:00 2014 GMT

Not After: April 10 21:40:00 2015 GMT

Serial: 0x87654321

Signature Algorithm: shalWithRSAEncryption

X509v3 Subject Key Identifier:
ae:d9:c8:a4:19:68:fe:2d:6c:¢c2:9a:b6:06:55:b5:b5:d9:d9:45:¢c6
SHA1l Certificate Fingerprint:
83:26:44:29:b4:1f:af:4a:69:0d:87:c2:dc:f4:a5:1b:4f:0d:36:3b

ESNARGL | £/ IKEv2 JRSHRES.
{HF pfedit pLYREE /etc/inet/ike/ikev2. config .
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a. flan , 7€ partym RZ L |, ikev2.config TRV BRSPATHNAZM

## ... Global transform that applies to any rule without a declared transform
ikesa_xform { dh_group 21 auth_alg sha512 encr_alg aes }
## ... Any self-signed

## end-entity certificates must be present in the keystore or
## they will not be trusted.
{
label "partym-enigma"
auth_method cert
local_id DN = "O=exampleco, OU=IT, C=US, CN=partym"
remote_id DN = "O=exampleco, OU=IT, C=US, CN=enigma"
}

b. #f enigma &RZE L |, ¥ enigma IEHH] DN FB{E ikev2.config ST local_id [

1B,
T TAEEER , EEH partyn IEFH) DN 1ERMRE. MRAMARLE L 1abel KT
AE R ME—H.

ikesa_xform { dh_group 21 auth_alg sha512 encr_alg aes }
{

label "enigma-partym"

auth_method cert

local_id DN = "O=exampleco, OU=IT, C=US, CN=enigma"
remote_id DN = "O=exampleco, OU=IT, C=US, CN=partym"
}

8. (A[iE) HEENARGL , 87 ikev2.config HFHIBA M,

# /usr/lib/inet/inikev2.d -c

BRAEMHIERRIESR , RRME.

9. ‘EBIMALL , KE IKEV2 RFKGIKKRE.

# svcs ikev2
STATE STIME FMRI
disabled Sep_07 svc:/network/ipsec/ike:ikev2

10. #ESANARSLE, B IKEV2 RE3KRHI.

partym # svcadm enable ipsec/ike:ikev2

enigma # svcadm enable ipsec/ike:ikev2
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%l 9-2

%l 9-3

RIS

FFHaZ AT

Bl — A RAMAIRM B LT

EARRBIF , B RIEEEB B ARF.

# ikev2cert gencert \
> label=DBAuditV \
> serial=0x12893467235412 \
> subject="0=exampleco, OU=DB, C=US, CN=AuditVault" \
> altname=EMAIL=auditV@example.com \
> keytype=ec curve=secp521rl hash=sha512 \
> lifetime=2-year

FRIETE LI A IES
EARBIF , B AP AEBESEIBES. WAENRRE | B RWVIEEETRLY
Z AT EREER S NEAE.

BRGNS |, f# ikev2cert list objtype=cert @4FILIES , RRERL NS
FEFMEPIEL , BEHARSFT— N REEHA,

SHA1 Certificate Fingerprint:
83:26:44:29:b4:1f:af:4a:69:0d:87:c2:dc:f4:a5:1b:4f:0d:36:3b

WRPIERM , FNEBREE RRAED R H A ANEAERER.

# ikev2cert delete label=label-name
Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX
1 public key(s) found, do you want to delete them (y/N) ? y
1 certificate(s) found, do you want to delete them (y/N) ? y

NSRRI IPsec ML RTTAL , WHIR[EE IPsec ITFELABFERIET IPsec 5ERE . B X{RIP
VPN i IPsec SkBEHIRAI |, S W EF IPsec /17 VPN” [101]. B3k IPsec REEHIE
B , ES WA ER IPsec (RIPFI A IR S 25 2 [BIAIRILE 1S [96].

W{AT{ER CA B2KNMEBECE IKEV2

RiPREBEASHALEE (FRIEBIMAYM (certificate authority, CA) A& I3t
P, BAXRERER  BESLIKE |, ERAYHES [119].

BEFA{ER CA MAKNMERH IKE &G EBITHLITAE.
BEERED , WIRSERANAT A IKEV2 ANERIEFR AR H{(F B %4AE [133].
BN ECAE "Network IPsec Management” (4% IPsec BIR) MPRECE ST

REHE R, BORERCEX M shell PEAER. BXEZEE  FE N (£ Oracle
Solaris 11.2 FBRA RN TS ) PR ERITEEREERR".

%9 E BLE IKEV2 141


http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=OSSUPrbactask-28

WHA{E RS CA ZRAKNEBECE IKEV2

MRBPITZFEEIE |, WESH) 7-1 BT (ER ssh EFTFERLE IPsec kg F (7£
Oracle Solaris 11.2 %18 % 4 Shell 3jji7] ) PR“tnA{E AL 4 Shell JTf2 & ZFS”
T R TR &SRR,

1. HEEAER.
AT HRIHERTRERAR CSR XTI \HEE -
Warning: error accessing "CSR-file"
Bian , £/ /tmp B3
# cd /tmp
2. BEIEPEREK.

{§F ikev2cert gencsr & BIUEPE R IEK (certificate signing request, CSR), Bk
ZaSS¥EReR |, WEEF pktool(l) FM A M pktool gencsr keystore=pkcsll

e,
B0 , LTSS 1E partyn RE_EBIE— MBS CSR 3L -
# pfbash

# /usr/sbin/ikev2cert gencsr \

keytype=rsa

keylen=2048

label=Partyml \

outcsr=/tmp/Partymcsrl \

subject="C=US, O=PartyCompany\, Inc., OU=US-Partym, CN=Partym"
Enter PIN for Sun Software PKCS#11 softtoken: XXXXXXXX

3.  (Wik) HH) CSR WABIHHIEE] CA Q) Web k&,
# cat /tmp/Partymcsrl

MIICkDCCAXoCAQAWTZELMAKGA1UEBhMCVVMxGzAZBgNVBAOTE1BhcnR5Q29tcGFu
eSwgSW5jLjESMBAGALIUECxMIVVMtUGFydH1tMQ8wDQYDVQQDEWZQYXJ0eWowggE i
MAOGCSqGSIb3DQEBAQUAA4IBDWAWGgEKAOIBAQCMbINMgZ4XWUv2qlfshZUN/SLb
WNLXZxdKwt5e71000ow]jyby69elL7HE0OQBUL j 73nTkXE3n4gxojBZE+hvI6GOCbREA
3j9SquP2US7Bn9XEcXRrsOc7MCFPrsA+hVIcNHpKNseUOU/ rg+wzoo5hAlixtWuXH
bYDeEWQi5t1ZgDZoCWGrdHE jwVyHfvz+a@WBjyZBYOueBhXaa68QqSOSnRVDX56Q
3p4H/AR4h0dcSja72XmMKPUS5p3RVb8Nn/hrfKjiDjiGYXD4D+WZxQ65xxCcnALVVH
nZHUTAtP7QHX4RXTQVNNWESY6CI5RX9297 rNWLsYvp/86xWrQkTINgVAeUKhAgMB
AAEwCwYJKoZIhvcNAQEFA4IBAQB3R6 rmZdqcgN8Tomyjp2CFTdyAWixkIATXpLM1
GL5ghrnDvadD61M+vS1yhF1IcSNM8fLRrCHIKtAmB8ITnggl//rzbHg3jdla/iQt
kgGoTXfz8j6B57Ud61+MBLiBSBYy0QK4GIg80j Lb9Kk5HsZ48mIoI/Qb7FFW4p9dB
JEUn@eYhkaGtwJ21YNNvKg0eOcnSZy+xP9Wa9WpfdsBO4TicLDw@Yq7koNnfLOIB
Fj2bt/wI7iZ1DcpwphsiwnW9K9YynAJZzHd1ULVpn5Kd7vSRz9youlLzSbh+9i1g0
E43DWOhRK6P/Uq@ON4elZcadotezNxyEqQIPZI7pl5uOo@sbiw

----- END CERTIFICATE REQUEST-----

4. ¥ CSR 2% certificate authority, CA (EPAEAM) .
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WA fE R CA Z & KREBACE IKEV2

CA TTRESEVREANTIZAE CSR, AZMABLEAAZIRATRAM Web ¥, LKA
BRIERRAI R AIEN. BE , BERHR CSR MUEIRAF,

R - BL Web REF—4 "Advanced” (5%%) =4 , L] AEXEAUWNET., CSR
PL PKCS#10 A& AE K. At , K Web REFIZE] PKCS#10 HIFS .

5 KN CAYRINSMERSANESE.
ikev2cert import ’%%IE:HEJ—)\%%HEo

a. FAM CAWEIKAHFIRES.

# ikev2cert import objtype=cert label=Partyml infile=/tmp/PartymlCert

R - AAEEE , @ SAKERSEAERNREIEARLA CSR HIFRE.

b. FAXE CA KARES,

# ikev2cert import objtype=cert infile=/tmp/PartymlCAcert

c. ¥{I{AHE CAIFBSNBLAE.

R - AREEE , mIARFEMER S ECARRAREME RIS CSR MR,

3R CA AP ERERRR T BMAM , WESATREBRSIAEN]. &
M, 2R CA L —A PKCSH#7 UHHRMHFIERHE , MIARMIELSC AR IR EME
B, RRESARTRIEBNSASMES :

i - BUAIRAIR root B BEIZTT openssl 654, ES M openss1(5) FHR.

# openssl pkcs7 -in pkcs7-file -print_certs
# ikev2cert import objtype=cert label=Partyml infile=individual-cert

6. REIUFPBWIERRE.,
MRIEBEEERT CRL 3 OCSP MEh4 , MNJARTE, R B SK AL E UE P RS
BN | S WAMTTE IKEv2 iR EVF BRI 5ERE [144].

7. EMEFEALSKERN IKE R ETRERER , BEME RS LS ikev2 fR%.
SEFTRETEE(F R trust anchor ({5{E4H) IEPRBMEECE K ikev2. config XL,

ETRMSE  ANRIEI IPsec RIREKTA , HIR[EZE IPsec BFELUSFERIHT IPsec 5Ri&, B R{EP
VPN [ IPsec RREHIRGI , iES I EH IPsec £/17 VPN” [101], B3k IPsec RE&HIE
IR | &S WANA{E R IPsec 1 & RS 25 Z [BIFRILE 1815 [96].
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BNMAAE IKEV2 R ENEFIIE SR

YV AMALE IKEV2 PR B UFRRIE SR

B U SHEPRTE IKEV2 RGFHLIE AR PITZ A ENACE.

Tz ROV BLA "Network IPsec Management” (4% IPsec B8 ) AURECE L4
KEER, BVWINERLENH shell FRRAEE. BXEZER , BES N (F£ Oracle
Solaris 11.2 FHH{R A FHHEN TS ) P ERTEE SRR,

MERPITIEFEEE |, ES WA 7-1 BT (FER ssh EFTFEACE IPsec kg 1 (1£
Oracle Solaris 11.2 %18 % 4 Shell 3j5i7] ) PR“tnE{E AL 4 Shell JTf2EHE ZFS”
T B TR SIS,

1. ERERBIERRIERRE.

IER M B ELENAE /etc/inet/ike/knf-policy. xml CHFIREM. HXHH
ikeuser FT , ATRAMEA knfcfg iy utTIE R, BREUEPRAIERIE R CRL THE /
var/user/ikeuser/crls B3%, fRENEI FAFER OCSP, tiRuhmHFElm T RIEERE
Internet , BAECE AR, B2 WANEFE IKEV2 F4NE S #SHHIES [145].

# pfbash
# kmfcfg list dbfile=/etc/inet/ike/kmf-policy.xml policy=default
Policy Name: default
Ignore Certificate Validity Dates: false Unknown purposes or applications for the certificate
Ignore Unknown EKUs: false
Ignore Trust Anchor in Certificate Validation: false
Trust Intermediate CAs as trust anchors: false
Maximum Certificate Path Length: 32
Certificate Validity Period Adjusted Time leeway: [not set]
Trust Anchor Certificate: Search by Issuer
Key Usage Bits: @ Identifies critical parts of certificate
Extended Key Usage Values: [not set] Purposes or applications for the certificate
HTTP Proxy (Global Scope): [not set]
Validation Policy Information:
Maximum Certificate Revocation Responder Timeout: 10
Ignore Certificate Revocation Responder Timeout: true
OCSP:
Responder URI: [not set]
OCSP specific proxy override: [not set]
Use ResponderURI from Certificate: true
Response lifetime: [not set]
Ignore Response signature: false
Responder Certificate: [not set]
CRL:
Base filename: [not set]
Directory: /var/user/ikeuser/crls
Download and cache CRL: true
CRL specific proxy override: [not set]
Ignore CRL signature: false
Ignore CRL validity date: false
IPsec policy bypass on outgoing connections: true
Certificate to name mapper name: [not set]

144 £ Oracle Solaris 11.2 PRI L L « 2014 4 9 A


http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=OSMSSsshuser-9
http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=OSMSSsshuser-9

BATAE IKEV2 HR4ME B RISHRED

FHEZET

Certificate to name mapper pathname: [not set]
Certificate to name mapper directory: [not set]
Certificate to name mapper options: [not set]

BRIUES , WAB TR R BIEEREMMEBIITIRE.

Fan , —ME7E CRL 2k OCSP HIERA] PA{FE AR UESRIEFERE URI , DMERREFR LS
BERE. BT ABCE B,

EE kmfcfg(l) FMT , THEATAECERIER.

ACEERREREE.
BXRRIEEES] |, VES NAMAFE IKEv2 Fr 4R B FSHANET [145].

WNA7E IKEV2 SR 403 B SHKIES

ERHEBRIERAEN REMMEMES. EREHMERSTRZE XK. ®IBE
SRR, EATMERZFAR, EATMERHSYIR , /EFET HTTP 1Y
HMERIDEH R B C LG,

BWEEIF AT KB CA FRER.

FHEBE P EDDLHESM CRL F1 OSCP Ak, BEEENIER , B3 N IKE ,
{FERASHIES" [119],

BRACANECAE "Network IPsec Management” (4% IPsec BIR) APRECE SCHEH
B R , FHFEFRECEH shel. HXEZER , 155N, (£ Oracle Solaris 11.2 7
RAFHFHRENTS ) PRERTTSERETERSR”,

FEM CA HIHIERF3RE] CRL 1 OCSP #8473,
EATAARYE CSR AR EARMAUETS.

# pfbash

# ikev2cert list objtype=cert | grep Label:

Enter PIN for Sun Software PKCS#11 softtoken:
Label: Partyml

Bign , PUF BB RH 8/ 7T IEF ) CRL #1 OCSP URI,

# ikev2cert list objtype=cert label=Partyml
X509v3 extensions:

X509v3 CRL Distribution Points:
Full Name:
URI:http://onsitecrl.PKI.example.com/0CCIPsec/LatestCRL.crl
X509v3 Authority Key Identifier:
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HMATE IKEV2 FR 4R B RISHHAES

Authority Information Access:
OCSP - URI:http://ocsp.PKI.example.com/revokes/
X509v3 Certificate Policies:
Policy: 2.16.840.1.113733.1.7.23.2

FE CRL Distribution Points & , URI {EFE/RIZEZRA) CRL A] \ Web RIS HFER
BY, OCSP HiHE/R& MERHPRERT AMARS 255N EMRE -

2. BEEE—AAME , BAX CRL B OCSP fR%RH1ER.

# kmfcfg modify \
dbfile=/etc/inet/ike/kmf-policy.xml \
policy=default \
http-proxy=www-proxy.ja.example.com:80

FEARIENA RS R, TTHEE— MU,

3. HHAERRIEREE R B ERN.
Bign , WA OCSP 2 EE EH.
# kmfcfg list \

dbfile=/etc/inet/ike/kmf-policy.xml \
policy=default

OCSP:
Responder URI: [not set]
Proxy: www-proxy.ja.example.com:80
Use ResponderURI from Certificate: true
Response lifetime: [not set]
Ignore Response signature: false
Responder Certificate: [not set]

4. EHE3h IKEV2 k%

# svcadm restart ikev2

5.  (®]i%&) f{=1L{FM CRL 8 OCSP,

m  EEIHFER CRL, BN :
# pfexec kmfcfg modify \

dbfile=/etc/inet/ike/kmf-policy.xml policy=default \
crl-none=true

crl-none=true S¥AIRHI ARG F WA S HZF FHM CRL,
m E(ZIH{FH OCSP , Fi#A :

# pfexec kmfcfg modify \
dbfile=/etc/inet/ike/kmf-policy.xml policy=default \
ocsp-none=true
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ATEER A IKEV2 2 ARFITEAEAGRED

Bl 9-4

FFHaZ T

B RS EAF IKEV2 IEPBRIEAATE]
EATRBIF |, B B SFFRERRERERIFRE R 20 7,

# kmfcfg modify dbfile=/etc/inet/ike/kmf-policy.xml policy=default \
cert-revoke-responder-timeout=20

BRAEERT , YN BEE , RANEFBIERS), 8XE |, B RECE—RE | #
Eﬁiﬁ%mﬁﬂﬁfﬁzﬁﬁ%o TEHECES | 205 OCSP 5 CRL JRE-BAIME , NMERIUE

# kmfcfg modify dbfile=/etc/inet/ike/kmf-policy.xml policy=default \
ignore-cert-revoke-responder-timeout=false

TiRUELRR , B RFREH S IKEV2 RS

# svcadm restart ikev2

WA FERE¢EF R IKEV2 4 s FIFEAE AN IED

INPREPHI AT AT EEIEAE L. Sun Crypto Accelerator 6000 R IR {77 0% |, 3
RPN IREN ARG IREIR L.

TERE M A RGN SIED |, SHERSE LA RMFEEASNERIAN., EEH
_F , ikev2cert gencert token=hw-keystore 454 T AR R4RE .,

I F2RIK Sun Crypto Accelerator 6000 AR BRI RS, WHREMMRED TR
R, MEBEREREHRAE. BXUE , 7§50 Sun Crypto Accelerator

6000 Board Product Library Documentation (http://docs.oracle.com/cd/E19321-01/
index.html) (Sun Crypto Accelerator 6000 AR =T EICRY) . XEHBRAIEZR4AERE
A

BN ECA "Network IPsec Management" (4% IPsec BIR) MPRECE LK
BIHRR, AXELEE , 5 0 (F£ Oracle Solaris 11.2 F#{R B AFHREN LT L ) F
KI5 R ETHE E B TEAR .

MRPITEFEEIE |, ESH) 7-1 BT (ER ssh EFORFERLE IPsec kg M (7£
Oracle Solaris 11.2 &I % 4 Shell ijjla) ) FHR“A{T{FE AL L Shell :Lf2EIE ZFS”,
T B TR 2R,

M AEIE EiEHE Sun Crypto Accelerator 6000 R4 H# 1D,

# pfbash
# ikev2cert tokens

Flags: L=Login required I=Initialized X=User PIN expired S=SO PIN expired
Slot ID Slot Name Token Name Flags

1 $Cca6000 $Cca6000 LI
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HTLER A IKEV2 L FRFIZEAEAGHED

2 n2cp/@ Crypto Accel Bulk 1.0 n2cp/@ Crypto Accel Bulk 1.0

3 ncp/@ Crypto Accel Asym 1.0 ncp/0@ Crypto Accel Asym 1.0

4 n2rng/@ SUNW_N2_Random_Number Ge n2rng/@ SUNW_N2_RNG

5 Sun Crypto Softtoken Sun Software PKCS#11 softtoken LI

2. ARBELEDH CSR, HIEELSH ID.

¥ - X F RSA , Sun Crypto Accelerator 6000 R % X35 2048 %48, XTTF DSA
AR ER 2 245 1024 S0 %4A.

WA TER . — :

. NTEERIES , FERIEL :

# ikev2cert gencert token=sca6000 keytype=rsa \

hash=sha256 keylen=2048 \

subject="CN=FortKnox, C=US" serial=0x6278281232 label=goldrepo
Enter PIN for sca6000: See Step 3

n TEREEEK  FEAEE

ikev2cert gencsr token=sca6000 -i
keytype=

hash=

keylen=

subject=

serial=

label=

> outcsr=

Enter PIN for sca6000 token: See Step 3

BX ikev2cert eSS EARAR |, ES N, pktool(1l) FHM K.

V V V V V V %

3. ERZIZRH PIN K, &2\ Sun Crypto Accelerator 6000 A4 . B§SfZAFH
A4,

i - B E AN R P EMNE 4,

MR Sun Crypto Accelerator 6000 R 441 inThex4ov IR admin BCE , IVEEA LA
THRA :

Enter PIN for sca6000 token: admin:inThe%4ov
MIIBUDCCASECAQAWSTELMAKGA1UEBhMCVVMxFTATBgNVBAOTDFBhcnR5Q29tcGFu

0KUDBbZ90/pLWYGr
----- END X509 CERTIFICATE-----

4. REEAEBMESAER.
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ATEER A IKEV2 2 ARFITEAEAGRED

WA TR — ¢

. BEZLRIEPREEITERS.
AT LBUEF R NG R AP

. BIFPELERERIES CA,
iz; CA RtANRAAIRAS CSR, BREFIFHAKILR |, 55 W £ IKE F{EAA4HE
3" [120],

BIEBSAREEALE.
SAMN CAWEIRRES , FHRMHPHR 3 FHMA S PIN,

# ikev2cert import token=sca6000 infile=/tmp/DCA.ACCEL.CERT1

Enter PIN for sca6000 token: Type user:password
# ikev2cert import token=sca6000 infile=/tmp/DCA.ACCEL.CA.CERT
Enter PIN for sca6000 token: Type user:password

BERAmERSUARE AR E R4 EAE.

HEEZER., MRURTLEMARFENER , WAEEFIEFN in. ikevad STt
BNUXEAREREEALE.

. EEFAFEEHER.

a. ¥ PIN %04 pkesll token/uri RS BHERIE.
BREBMRIRAR |, E5 I IKEV2 JR%" [203].

# svccfg -s ike:ikev2 editprop

BB SFTIF—Miniwia & H .

b. 52‘ setprop pkcsll_token/uri = fTHUHER , A TN SR REIIE
= .

# setprop pkcsll token/uri = () Original entry
setprop pkcsll_token/uri = pkcsll:token=sca6000

C. Xf setprop pkcsll_token/uri = {TEUHIER , AkB 4R 3 M) username:PIN
BHRIES.

# setprop pkcsll token/uri = () Original entry
setprop pkcsll_token/uri = admin:PIN-from-Step-3

d. SILHFREE refresh ITHUEER , REREEYL.

# refresh
refresh
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HTLER A IKEV2 L FRFIZEAEAGHED

e (A[iE) Z&E pkcsll_token JEMEKMEL.

# svccfg -s ikev2 listprop pkcsll_token
pkcs1l token/pin astring username:PIN
pkcsll token/uri astring pkcsll:token=sca6000

. MRKEEBEEDHER , EFERIEHBE.
| in.ikev2d STIFHFE EENINEITIH A4,
# pfexec ikeadm -v2 token login sca6000

Enter PIN for sca6000 token: admin:PIN-from-Step-3
ikeadm: sca6000 operation successful

ETROSE  AMBEIL IPsec FKIEERTA , HIREE IPsec TS HERRIHT IPsec kg, B X{FRP
VPN K] IPsec SRBEEIRAI , S W {EF IPsec {&1° VPN” [101], B3k IPsec RE&HIE
Rl | &S WANA{E R IPsec £ & RS- 25 Z [AIMLE 18 {5 [96].
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AlE IKEvl

ABNBIATHRGEE Internet Z4EATHARA 1 (IKEVL), BCLE IKEVL 5 , BB
FRLE _ER) IPsec £ RINEME, AEREUTEER :

“{ TR Z N SARCE IKEVL” [152]
“EAAPEBELE IKEVL” [156]
ST ARGELE IKEVL [172]

“MLE IKEVL BHOERMEH [179]

- REVTRUIERIL IKEV2 | EHESR 9 & FLE IKEV2,

BX IKE FHERMEE , 155 W2 8 & X T Internet B4AxT#. B X IKE
SEER  BESNE 12 & IPsec IBABEHESE, AXELTRE , HEN
ikeadm(1M), ikecert(1M) # ike.config(4) FMTRHKIRAEIFS .

- XIS BIRRGE B TEES IP it | HFHIFEEITMEECE ST
DefaultFixed, AN netadm list #54IR[E] Automatic , iES I, netcfg(IM) FHMA T iR
FZEE.

BCE IKEvl

ARMERTALZNES. BELIEBFNERMAM (certificate authority, CA) Ak
FRETSRINE IKE, ike/config SC{FHRIIRLNIKASREM IKEVL BAEF A IKEVL 4% H
MXKEX, Jit , ATRAVERS EER—METE IKE BIEAIA. FIFTERE PKCS #11 FEK)
TEST , IKEVL AT RAE FRIEHAORE A INIR 25

ACE IKEVL f5 , BTeAsE 7 & BLE IPsec {# A IKEv1 BCEM IPsec {15
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{F AR ZMELARCE IKEVL

{F ML ZRNELELE IKEV]

152

FHA&ZET

MBEEE LR Ao FMECE AEA IKEv] , AR XLEFMEIER , N1EH
ﬁ%,\;ﬂ%ﬂ%ﬁm—/% B, TS Z R A e e, BXPB(E
VES I ME TS Z B RIER IKE” [119],

A TR Z M ESARCE IKEVL

IKE STHUR M T XA A EAKENE L, FIENRAKERRGRTEMMEN. &
FORAEK, RO etigs.

RIS | AR ASCI A8 E4R.
ARSI F2E A RSB FR enigna # partym, 1HRER ARG BIREHLFR enigna F

partym,

¥ - E1E Trusted Extensions 2%t _H{F FHAREM IPsec , 5 W, (Trusted Extensions
FCEMEE ) PR NMEAEL KA Trusted Extensions IW%EPF“ F IPsec RIS FE
SNEI S

BN ELE ‘Network IPsec Management" (ML 1Psec BT ) APRACEXHH
EHER, BXESZEE , B5N (F£ Oracle Solaris 11.2 FHHRA AN R L ) +
B (s FR BT TEEE‘]%@HBE"O

WMRBPITIZFZEIR |, ESNH) 7-1 BI(FE ssh EIETFEEE IPsec 5RER” %ﬂ (f£
Oracle Solaris 11.2 EF' B4 Shell i5[R) ) P {EHA% <L Shell ;TfEEHE ZFS”,
T TR £ TR AR A,

HEENERSE L, 413E— /etc/inet/ike/config 314,
RO PAER /etc/inet/ike/config. sample {EAFEAR .

TEBNRLE LK ike/config LEFFAFNFILE FHSE.

PR RN £ B SN ARG ipsecinit. conf LY IPsec SRRE AT
PAREZhSME., AT IKEV] BCE RGBS SIAER IPsec RIF M & IR $-25 2 [BIFKMILE 18
1= [96]% /) ipsecinit.conf RBIELEER.

a. {540 , 7€ enigma AGL LB /etc/inet/ike/config L :

### ike/config file on enigma, 192.168.116.16

## Global parameters
#
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AT TR E R E4ARCE IKEVL

## Defaults that individual rules can override.
pl_xform
{ auth_method preshared oakley group 5 auth_alg sha encr_alg 3des }
p2 pfs 2
#
## The rule to communicate with partym
# Label must be unique
{ label "enigma-partym"
local_addr 192.168.116.16
remote_addr 192.168.13.213
pl_xform
{ auth_method preshared oakley_group 5 auth_alg sha256 encr_alg aes }
p2_pfs 5
}

b. £ partym ,%QEJ:{I%& /etc/inet/ike/config )’[‘H: :

### ike/config file on partym, 192.168.13.213
## Global Parameters
#
pl_xform
{ auth method preshared oakley group 5 auth alg sha encr alg 3des }
p2_pfs 2

## The rule to communicate with enigma
# Label must be unique

{ label "partym-enigma"

local_addr 192.168.13.213

remote_addr 192.168.116.16

pl_xform

{ auth_method preshared oakley_group 5 auth_alg sha256 encr_alg aes }
p2_pfs 5

}

3. ‘EENMALEL  MEXXHNEE.

# /usr/lib/inet/in.iked -c -f /etc/inet/ike/config

4. BMELEEZERNEBSIRELEEN ARG LM /etc/inet/secret/ike. preshared {4,

a. i , #£ enigma RS L , ike.preshared XK ERSUTRELM :

## ike.preshared on enigma, 192.168.116.16
#...
{ localidtype IP
localid 192.168.116.16
remoteidtype IP
remoteid 192.168.13.213
# The preshared key can also be represented in hex
# as in 0xf47cb0f432e14480951095182b
# key "This is an ASCII Cqret phrAz, use str@ng p@ssword tekniques"
}
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nfa{E TS = M ZE4ARCE IKEVL

#1 10-1

BT RMLE

b. £ partym %5 L , ike.preshared STHHIBRSATRAZM :

## ike.preshared on partym, 192.168.13.213
#...
{ localidtype IP
localid 192.168.13.213
remoteidtype IP
remoteid 192.168.116.16
# The preshared key can also be represented in hex
# as in 0xf47cb0f432e14480951095182b
key "This is an ASCII Cqret phrAz, use str@ng p@ssword tekniques"
}

JER IKEV1 fR%S.

# svcadm enable ipsec/ike:default

RIHT IKEV1 TS Z B4R

MR IKEvL B RERIFTAELZHNEL , 1T GREN ST RE LR , RRE
FE3N in.iked SPPHHAE,

B, ERANFRPERMAELZAEPANEN RS L |, B AR RIS Z RS
T,

# pfedit -s /etc/inet/secret/ike.preshared

{ localidtype IP

localid 192.168.116.0/24

remoteidtype IP

remoteid 192.168.13.0/24

# The two subnet's shared passphrase for keying material
key "LOooong key Th@t m”~st Be Ch*angEd \'reguLarLy)"

}

Ra , BIEAENRHEN ARG LM IKEVL RS
B X pfedit SHIEHNER , BS I pfedit(IM) FHR

# svcadm enable ipsec/ike:default

IR IPsec KRE KT : uaJ&IEIEIJ IPsec IIF2RASE sk R IPsec iklg., B RERP
VPN i IPsec FREEEIRB , ES N YEF IPsec {£37 VPN” [101], B X IPsec $RBEHIE
Bl | ES WANAER IPsec R F & IR S 25 Z [BIFKPILE 1B (5 [96].
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AT R FTHIST T ARG HT IKEVL

v

FHEZ BT

2.

AT S AR 5 T REEEE AT IKEVL

R IPsec RBIUAINEIAERIN SR Z RN THERE , MFZRFT IPsec RIEIRS .
T HREMNECERERNE3) IKEVL,

ﬁﬂéﬂ%%ﬁﬂ*]ﬁ%ﬁ‘?ﬁ}]ﬂiu IPsec kB , MIFRT BHT IPsec EHZ 4 , EAMIEH IKEVL
A&,

BEEN T XNEH ARG ipsecinit.conf XHFHRIFT T IPsec kb,

BRACAN LA "Network IPsec Management” (4% IPsec BIR) APRECE TR
TR, BXFEZ(EE ,B5N (F£ Oracle Solaris 11.2 (R RN TS ) +
B“{8 F FTFE E B TRASR

MRPITIEFEEIR , TS IH) 7-1 “BIFER ssh 1EHOTFEALE IPsec k%" 1 (£
Oracle Solaris 11.2 &% 4 Shell [0 ) FR“2MT{EH%E L Shell ;Ti2EE ZFS” ,
T TR S IEFE SRR,

A IKEV1 I — M IRIVEIRE R IPsec HIFT RGNS,

a. 50 , 7 enigma ARG L, BLATHRERNNZEIS A /etc/inet/ike/config :
### ike/config file on enigma, 192.168.116.16
## The rule to communicate with ada

{label "enigma-to-ada"

local_addr 192.168.116.16

remote addr 192.168.15.7

pl_xform

{auth_method preshared oakley group 5 auth alg sha256 encr alg aes}
p2_pfs 5

}

b. £ ada ARG L , ARAPAUTHLA :
### ike/config file on ada, 192.168.15.7
## The rule to communicate with enigma

{label "ada-to-enigma"

local addr 192.168.15.7

remote addr 192.168.116.16

pl xform

{auth_method preshared oakley group 5 auth alg sha256 encr alg aes}
p2_pfs 5

}

PXERRGANE IKEVL S FRERA.
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{FANIEPECE IKEVL

a. 7t enigma R&Zi L , LAT{EERNNE /etc/inet/secret/ike.preshared {4 :

## ike.preshared on enigma for the ada interface
#i#
{ localidtype IP
localid 192.168.116.16
remoteidtype IP
remoteid 192.168.15.7
# enigma and ada's shared key
key "Twas brillig and the slivey toves did *s@OmEtHiNg* be CareFULL hEEEr"
}

b. £ ada ARG L , A T{EE2RME! ike.preshared 3CHF :

## ike.preshared on ada for the enigma interface
#i#
{ localidtype IP
localid 192.168.15.7
remoteidtype IP
remoteid 192.168.116.16
# ada and enigma's shared key
key "Twas brillig and the slivey toves did *s@OmEtHiNg* be CareFULL hEEEr"
}

3. EBANARLL , BIFT ike IRF.

# svcadm refresh ike:default

EFRMSHE AR IPsec KBEKRTTA , IR [EIZ] IPsec AR ASRIHT IPsec HRlg., B xR
VPN K] IPsec SREGHIZRGI |, S I E A IPsec fR% VPN” [101], B X IPsec FREGHIH
foRBl | ES WANAER IPsec {37 % & AR %23 Z [BIRIRLE @ (5 [96],

FRASHERECE IKEVL

156

ERAAFIES , BERAGMITEETINEZMENMEM KL, IEPIMRYA (certificate
autgorit%, SA) MARAFIERIEE FESHMBALRSEITNE. IERRESY RARPK
%L'f%/ \é)L,o

NENEBHAT A AT SRR 4. AXETE , B2 ECE IKEvL Bk
R [179].

FTAUEH4 — KM X.509 distinguished name, DN (#7iR4) A& HIHE— R 7K.
Besh  IERRBER — AN EBEAAHR , BIANEFHRM M, DNS £, 1P it
%, EATURTEEM) DN BREANTH & AERIE IKEVL BCEFIRRIES. XEER4
XA tag=value 13\ , HPEMEASHIMCKMEXI, 6120 , enail FRCHIAE

A name@domain.suffix.,

7£ Oracle Solaris 11.2 FHHEMLELT S » 2014 £ 9 B



WA fE R B A ASHEBECE IKEVL

AUFESFIRSIL T 24 IKEVL A ASREBMIERE, XL AEMTIEERIRE 4 £
INEMFHLES.

#10-1 ERNFRERESFIRAEE IKEVL
5% Sk P
EREERNERICE EFN ARG LR F R ERAFF NS WA B R APHEDRE
IKEV1, IKEV1 [157]

n BERIEBRATA
B REXMEHRGEMAGHESR

BIIEPMAYMACE IKEVL, BBERLEREK , ARESNI ARG LHE CAMAK | MAER CA ZRAKIERICE

HAER, B3 N7E IKE B {ERASRER" [120], IKEv1 [162]

EAMIE AR ECE A SIES. BRATHREZ— AHATFERE AR 2 IKEVL A BFI7E

_ | AR [166]

n ERMBEHFERBERIES , AR AANT
FERGNINERE (.

n EAME AP AREREREKR , KFKES CA
HIASREHBARIMEITE 1.

EFRE CA BIETHEHS WA & RiilR] CRL, BNATFE IKEVL 4038 2 SHANGIE
3 (certificate revocation list, #[170]
CRL),

FHAEZET

¥ - E1£ Trusted Extensions Z&Zt_E AMH IKE B4 _EARE |, E1R#E (Trusted
Extensions ECEFEIE ) FHRBCEBIREN IPsec’ P IS FEIRIE.

NERUERFE Trusted Extensions A% L2 BXIgFEIE, Trusted Extensions A& E
YEIRMFEMHERH A,

MAE A B L N RERECE IKEVL

EHIIRES | BT ASIE — M RMBEDXT A SAFEATNED. FAFEHETAMIEDREUE
FERnEE E , TRAERD ikecert certlocal 343173 . ASFFNEREMIEATHIE

PHIRES ., TJRAFER ikecert certdb @3t T . B EXNEA RGN IE
B, WMEBRTRIE IKEVL %%,

BERUERLL CA SIAXKAIEBFIRNIELD , BAKSTY R, RNET CA ALK
IR, BERIEBARHERAASHIEBMETE Rt TRE.

BN LA "Network IPsec Management” (4% IPsec BIR) APRECE SCHEH
SR, BXFEZEE , B2 N (F£ Oracle Solaris 11.2 (R RN TL ) &
B“{8 R T E S TERRUR”

WRPITZATEE |, IESABI 7-1 @I ssh EHRTAZACE IPsec kg M (F£

Oracle Solaris 11.2 &% 4 Shell iji[a) ) FH“U{A{FE AL L Shell :Tf2EIE ZFS”,
T R TR & IR R R,
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AT B E R ASHERECE IKEVL

1. #£81 IKEvl ARG L , 7F ike.privatekeys HUEEFAIZBERUEH,
B K ikecert certlocal @IS , ES I ikecert(IM) FHR

a. flan , partym A L SHRBRSATHRAZM

# ikecert certlocal -ks -m 2048 -t rsa-sha512 \
-D "O=exampleco, OU=IT, C=US, CN=partym" \

-A IP=192.168.13.213

Creating private key.

Certificate added to database.

MIIC1TCCAb2gAWIBAQIEfdZgKjANBgkghkiGOwOBAQUFADAGMRGWFGYDVQQDEWIT

Za6i40aiorar

----- END X509 CERTIFICATE-----

He,

ks BIZBZEAIUER,

-m keysize EEBHANK/N.

-t keytype TEE B(ERNEIERTY,

-D dname FEEUEP B X.509 #RiR4 (distinguished name, DN), &
¥R, S ATE IKE JB{E FASRES" [120],

-A altname FEEIEPRERLFRENEHR. altname &I A tag=value., B

WARICE IP. DNS. email F DN,

7 - -0 AN Aﬁlﬁﬂﬁﬁm&ﬁmaﬁﬂhﬁﬁﬂlﬂiﬂ’%}bﬂﬁz%’* 40 192.168.13.213, FX
L, BT XEECRERIRHR , PSRETINGIEST ST RS LR BRE T IEMENES.

b. enigma AL L HSHBRSUTHELM :
# ikecert certlocal -ks -m 2048 -t rsa-sha512 \
-D "O=exampleco, OU=IT, C=US, CN=enigma" \
-A IP=192.168.116.16
Creating private key.
Certificate added to database.

MIIC1TCCAb2gAwIBAQIEB15JnjANBgkqhkiGOw@BAQUFADAaMRgwFgYDVQQDEWIT

y85m6LHIYtC6

2. REFEPHFBERRITERE.
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WAER B R AYIEBACE IKEVL

it JNEBR AT GRIDRAS . AT AR MR IEPRREE R TR, 3T
PRAETH MO EE B 7 IERFNES |, 20558 4 AT,

a.

40 , ¥ partym IEPRHRAEEN K IEL enigma EEA,

To: admin@enigma.ja.example.com

From: admin@party.us.example.com

Message: ----- BEGIN X509 CERTIFICATE-----
MIIC1TCCAb2gAwIBAQIEfdZgKjANBgkqhkiG9w@BAQUFADAaMRgwFgYDVQQDEWIT
a...+

zBGi4QkNdI3f

enigma BEIE A H BAIX enigma IEPHIALTS .

To: admin@party.us.example.com

From: admin@enigma.ja.example.com

Message: ----BEGIN X509 CERTIFICATE-----
MIIC1TCCAb2gAwIBAgIEB15JnjANBgkqhkiGOw@BAQUFADAaMRgwFgYDVQQDEWIT

y85m6LHIYtC6

ESNAL L, BRI RREBARNEIAAEIEET.

a.

b.

¥ EIR ST B R ERIBERL root SHMEEREISCHH.
A EEME ikecert 34,

# ikecert certdb -a < /tmp/certificate.eml

% 4K S\ BEGIN 5 END FRICZ [BJAISCAN,

55— ugERA—ERIEIBERREREER.
Bign , AT AMEE R, URIEERANEATEBRESY IR &SI
RSN HIERS ILAL.

a.

S partym REFREHIES.

LT /R%I% , Note 1 ¥57R T slot O EF'iIE%Eq distinguished name, DN (#x1R
%) . slot0 ':F'E‘]ﬂ\%ﬂﬂﬁ*ﬁﬂﬂ‘]ﬁ&ﬁ'] 2, Note 3) , Rt XEAEHAFAEE
FRIEPXS. EFEAAMES , WRAER @XTE‘JW»IE:F:XTO certdb Fa4 A I A HH
4>, T certlocal Fay4A[ 7L REHNSY.

partym # ikecert certdb -1

Certificate Slot Name: @ Key Type: rsa

(Private key in certlocal slot 0)

Subject Name: <O=exampleco, OU=IT, C=US, CN=partym> Note 1
Key Size: 2048
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Public key hash: 80829EC52FC5BA910F4764076C20FDCF

Certificate Slot Name: 1 Key Type: rsa

(Private key in certlocal slot 1)

Subject Name: <O=exampleco, OU=IT, C=US, CN=Ada>

Key Size: 2048

Public key hash: FEA65C5387BBF3B2C8F16C0O19FEBC388

partym # ikecert certlocal -1

Local ID Slot Name: @ Key Type: rsa

Key Size: 2048

Public key hash: 80829EC52FC5BA910F4764076C20FDCF Note 3

Local ID Slot Name: 1 Key Type: rsa-sha512
Key Size: 2048
Public key hash: FEA65C5387BBF3B2C8F16C019FEBC388

Local ID Slot Name: 2 Key Type: rsa
Key Size: 2048
Public key hash: 2239A6A127F88EEQCB40F7C24A65B818

A ERECKIE partyn REE B A BHERYT.

b. IF enigna ARG EBEA partym RAIEF,
RO BT IR A EAES.
¥ _E—5IRP partym £ Note 3 HIERFI5 enigma _E Note 4 fIEF 3 1THEER.

enigma # ikecert certdb -1

Certificate Slot Name: @ Key Type: rsa
(Private key in certlocal slot 0)
Subject Name: <O=exampleco, 0OU=IT, C=US, CN=Ada>
Key Size: 2048
Public key hash: 2239A6A127F88EEQCB40F7C24A65B818

Certificate Slot Name: 1  Key Type: rsa
(Private key in certlocal slot 1)
Subject Name: <O=exampleco, OU=IT, C=US, CN=enigma>
Key Size: 2048
Public key hash: FEA65C5387BBF3B2C8F16C019FEBC388

Certificate Slot Name: 2 Key Type: rsa
(Private key in certlocal slot 2)
Subject Name: <O=exampleco, OU=IT, C=US, CN=partym>
Key Size: 2048
Public key hash: 80829EC52FC5BA910F4764076C20FDCF Note 4

FHET enigma AHEPHIEEF MR E— MEPK ARSI Ea KRS L—5
IR partym RRAEEBILAL,

5. EBANRZL , EEXEHMES.
Ui /etc/inet/ike/config SLHELURBIMES.
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IEFEAR S EIR R AL cert _trust, remote addr # remote id S-¥XMHIE.

a. {540 , 7 partym RSt , ike/config XHHKIBRSUTHAIA :

# Explicitly trust the self-signed certs
# that we verified out of band. The local certificate
# is implicitly trusted because we have access to the private key.

cert_trust "O=exampleco, OU=IT, C=US, CN=enigma"

# We could also use the Alternate name of the certificate,

# if it was created with one. 1In this example, the Alternate Name
# is in the format of an IP address:

# cert_trust "192.168.116.16"

## Parameters that may also show up in rules.

pl xform
{ auth method preshared oakley group 5 auth alg sha256 encr alg 3des }
p2_pfs 5

{

label "US-partym to JA-enigma"

local_id type dn

local id "O=exampleco, OU=IT, C=US, CN=partym"
remote_id "O=exampleco, OU=IT, C=US, CN=enigma"

local_addr 192.168.13.213
# We could explicitly enter the peer's IP address here, but we don't need
# to do this with certificates, so use a wildcard address. The wildcard
# allows the remote device to be mobile or behind a NAT box

remote_addr 0.0.0.0/0

pl xform
{auth_method rsa sig oakley group 2 auth alg sha256 encr_alg aes}
}

b. f£ enigma &%t L , 7£ ike/config AP FRINAHS TN enigma {H.
XFEAESE , EER partyn {H. MHRAHBAL L label KEFHEEHE—K.

label "JA-enigma to US-partym"

local id type dn

local_id "O=exampleco, OU=IT, C=US, CN=enigma"
remote id "O=exampleco, OU=IT, C=US, CN=partym"

local addr 192.168.116.16
remote_addr 0.0.0.0/0

pl xform
{auth_method rsa sig oakley group 2 auth alg sha256 encr alg aes}
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162

RIS

v

Tzl

}

TENFEARS L , B IKEVL,

partym # svcadm enable ipsec/ike:default
enigma # svcadm enable ipsec/ike

RIS IPsec SEMEETTAL , WEIR[EIE IPsec TS FSKRIET IPsec 1%, A (R
VPN i IPsec SRBEHIRAI |, S W EFH IPsec {/1F VPN” [101], B3k IPsec REEHIE
RGBS WAN{A{E A IPsec {RIPH & IRS 75 2 (B MLR 1845 [96].

{{EA CA E2KMEBECE IKEV]

B RSBEE "Network IPsec Management” (4% IPsec ‘&8 ) ARECE ST
LR, BXELEE ,B5 0 (fF Oracle Solaris 11.2 FHf{FFH AFIHRERLL ) $
B“{8 F T B S TR,

MRBITZFEEIE |, WESIG) 7-1 B (ER ssh EFTFERLE IPsec k%" F (F£
Oracle Solaris 11.2 %518 % 4 Shell ijjj7] ) FHR“tnA{EHALL Shell ;Tf2 & ZFS”
T R TR &SRR,

fF ikecert certlocal -kc fy4BIFUEPELIEK (certificate signing request,
CSR).

BXRZGLSSEAORE |, ES L EREZE R A HIEPECE IKEVL [157] FRER
1,

# ikecert certlocal -kc -m keysize -t keytype \
-D dname -A althame

a. Bt , AT anSKFE partym R LA CSR :

# ikecert certlocal -kc -m 2048 -t rsa-sha384 \
> -D "C=US, O=PartyCompany\, Inc., OU=US-Partym, CN=Partym" \
> -A "DN=C=US, O=PartyCompany\, Inc., OU=US-Partym"
Creating software private keys.

Writing private key to file /etc/inet/secret/ike.privatekeys/2.
Enabling external key providers - done.
Certificate Request:

Proceeding with the signing operation.

Certificate request generated successfully (../publickeys/0)
Finished successfully.

MIIByjCCATMCAQAWUZELMAKGALUEBhMCVVMXHTAbBGNVBAOTFEV4YW1wbGVDb21w

1cM+tw@ThRrfuJlX9t/QalR/KxRIMA3zck080mO9X
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WA fE R CA Z & KAEBACE IKEVL

b. PAITFé54 4% enigma 225 4] CSR :

# ikecert certlocal -kc -m 2048 -t rsa-sha384 \

> -D "C=JA, O=EnigmaCo\, Inc., OU=JA-Enigmax, CN=Enigmax" \
> -A "DN=C=JA, O=EnigmaCo\, Inc., OU=JA-Enigmax"

Creating software private keys.

Finished successfully.
MIIBUDCCASECAQAWSTELMAKGALUEBhMCVVMXFTATBgNVBAOTDFBhcnR5Q29tcGFu

8qlqdjaStLGThDOO

¥ CSR 1234 CA.

CA TTRESEVREANTIEAE CSR, AZMALEFRAEIRITFRAM Web Hhm, %R A
LSRR ESTAMN. BF , BFEW CSR #MMEIRAESD, ARRELEHEKRE |
BaEMRCELED. AXREZER , §S I E IKE PEMLFRES" [120],
BEMEBARMEI RS,

ikecert certdb -a [ -a WK EARMERIXT R IARNEI RS LHNE LEREIEE. BXRE
258, BEIIKE | ERAFHES" [119],

a. AEMHA,
BXELZ{EE |, B3N (1F Oracle Solaris 11.2 iR B SRR TS ) F
KE AT W EENPR, MRBPITEIEEIE , B WH 7-1 BT {EA ssh &EH
TREACE IPsec $EB&” F1 (4E Oracle Solaris 11.2 &R 4 Shell Vi8] ) # 40
{{E %% Shell ImFEEIE ZFS” |, T iR TR LM 5.

b. MM CA WEIK AR EIES.
# ikecert certdb -a < /tmp/PKIcert.eml

C. ¥RAN CA R HUEF,
Ol E TR EREF.

# ikecert certdb -a < /tmp/PKIca.eml

d- 20R CA ZIXT EMSHESSVR , WK CRL HMNEY certridb BUHEFE :

# ikecert certrldb -a
Press the Return key
Paste the CRL

----- END CRL----
Press the Return key
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WHA{E S CA ZAKNEBECE IKEVL

Press Control-D

4. {FF /etc/inet/ike/config LM cert_root FKEEFIMRMAIEDH CA,
{#F CA IEPRHIIRR4 (Distinguished Name, DN),

a. {530 , partym RS L ike/config XA B RABESUTRALEM

# Trusted root cert
# This certificate is from Example CA
# This is the X.509 distinguished name for the CA's cert

cert_root "C=US, O=ExampleCA\, Inc., OU=CA-Example, CN=Example CA"
## Parameters that may also show up in rules.

pl xform
{ auth_method rsa_sig oakley group 1 auth_alg sha384 encr _alg aes}
p2 pfs 2

{

label "US-partym to JA-enigma - Example CA"

local id type dn

local_id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"
remote id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"

local addr 192.168.13.213
remote addr 192.168.116.16

pl_xform
{auth _method rsa sig oakley group 2 auth alg sha256 encr alg aes}
}

3% - auth_nethod SHAIFTA A R AR —17 L.

b. 7E enigma RGE L , BIEE—SMNRISCHE,
BAKTS | enigma ike/config XAFMAMBATIA T RLE

= GFEMEM cert_root {H,

 XPTARSE , {FH enigma fH.

= XTmAESER , {FA partyn {A.

= A label KEFOIEM—E., HWAEANISTAERGM label EARME.

cert_root "C=US, O=ExampleCA\, Inc., OU=CA-Example, CN=Example CA"
{
label "JA-enigma to US-partym - Example CA"

local id type dn
local id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"
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remote_id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"

local_addr 192.168.116.16
remote addr 192.168.13.213

5. &XE IKEv1 R AL E S SHEES.
WEIRIE Y BT
m  kiEHt ocsp

R ANFREBRMEE—MA[8) OCSP ARE-Z3H URI , (BEM RS TTIREET)
Internet , 5% <48 ignore ocsp JSINE! ike/config 3.

# Trusted root cert

cert root "C=US, O=ExampleCA\, Inc., OU=CA-Example,..
ignore_ocsp

ignore_ocsp KEFLENR IKEVL BRRIERER.

m KEHECRL
R CAXBIRMITEM CRL KR , kB BN ARG ITTAEIEER! Internet KF
CRL , #4827 ignore crls RI0E! ike/config 314,

# Trusted root cert

cert root "C=US, O=ExampleCA\, Inc., OU=CA-Example,..
ignore_crls

m 32T CRL 2{ OCSP 4 URI

AR CA AEHFREDBRM T FONKR , WATMEH ike/config CAFLAER
URI,

BFRRB , ES AT IKEVL MR ERMESHIETD [170].

fl 10-2 FEEE IKEvL B{$H rsa_encrypt

7E ike/config CHEF{EFE auth method rsa encrypt B, I X% RS AMEB R0
ZI| publickeys ¥ E.

1. BIEPRREATIEASGHEER,
AT PRI #ENEE T HB A
040 |, partym EIRRATPAAEITIHE.

To: admin@enigma.ja.example.com
From: admin@party.us.example.com
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HTZER A IKEVL 2 FRFIZEAEAGHED

Message: ----- BEGIN X509 CERTIFICATE-----
MII..
----END X509 CERTIFICATE-----

enigma B RATPUAEILTIHE ¢

To: admin@party.us.example.com

From: admin@enigma.ja.example.com
Message: ----- BEGIN X509 CERTIFICATE-----
MII

2. EENARSL  FEEEFEMERIZEAMAERRNEIAN publickeys ¥R,

# ikecert certdb -a < /tmp/saved.cert.eml

RSA JINZEAIIE %A B LEGNTE 4038 IKE FARR. BT rsa_encrypt FTiEAFEHT
NEARSEH , XFE IKEVL TTIER RN EARUES. E , rsa_encrypt AIAESK
IKEVL 357 ANE BRI 4A.

FTRA , #£ /etc/inet/ike/config X {E A rsa_encrypt B auth method B} , ASTUE X
FEAHNERRME] publickeys FIERE. ARINETRE , publickeys ¥UEEZ /DA EETE
EREM=/MEP :

. ERNRED

= CA KNE4E

» XEARAFHED

HEEHERR - IKEVL B3 tafr (Z/DEIFE=/MEP) ATREARSRIE KMIT/AH rsa_encrypt
fn%k. V&4N "authorization failed” (#FAN%kK) #1 "malformed payload" (B HFAEIN

HAR) ZZKREENR | TTRAFERR rsa_encrypt ATETCIAXT BB W ARIIHITMNE, FHNE
EMMEBRATE (30 rsa_sig) RBNEERETHA/N.

EEROSR QIR IPsec SREEARTTH , EREIZ) IPsec 2RISR ARIFET IPsec kg, A XRIF

VPN i IPsec SkBEHIRAI , S W EF IPsec /17 VPN” [101], B3k IPsec REGHIE
HI7RGBY , ES RANA{ER IPsec (R B & RS 25 2 A MILE T84S [96].

YV AMEAERE A IKEVL 4 RRFNTFEAE A SES

TERE A RIEAE AN SIED |, SRS LA RMFEHEASNERIAN., EFH
E , ikecert certlocal 1 ikecert certdb 5 WIANMRIEMH. T E<SHE ID | -T 1R
) f5 S AR 4.

Feze w WORECERRH.
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» ZWEHFER /usr/lib/libpkes1l.so i, FRIE /etc/inet/ike/config LA
pkcsll path XBEFHEMHAME. KEUIRIBLATARAESIN : RSA Security Inc. #
H ) PKCS #11 n#4h§4% 0 (Cryptographic Token Interface, Cryptoki) , B} PKCS
#11 .

BXRERR |, &2 LATECE IKEvL k&$k Sun Crypto Accelerator 6000
R [179],

BN ECA "Network IPsec Management" (4% IPsec BIR) APRECE SCHEH
B R, ARXEZEE , ESN (J£ Oracle Solaris 11.2 #ff{E A AR T L ) &
B3 R ATHE RE B TEA R

MERPITIEEEIE |, ESNA) 7-1 BT (ER ssh EHTFEACE IPsec kR 1 (£
Oracle Solaris 11.2 F&EIEE 4 Shell [0 ) FH“AMT{EH%E L Shell ;TF2EHE ZFS” ,
T R TR &R SRR,

ERB%&4LIEHE CSR , 3HEE4AE D,

% - XF RSA , Sun Crypto Accelerator 6000 1R 5% 3745 2048 {48, X+F DSA
AR B 2 X 3F 1024 (4R,

WA TERE — :

. NTEERIED , FERIEL :

# ikecert certlocal -ks -m 2048 -t rsa-sha512 \

> -D "C=US, O=PartyCompany, OU=US-Partym, CN=Partym" \
> -a -T dca@-accel-stor IP=192.168.116.16

Creating hardware private keys.

Enter PIN for PKCS#11 token: Type user:password

-T TSR kB E1%E4% Sun Crypto Accelerator 6000 R4k ID,

m  XF CSR, FFEHAMNIEE :

# ikecert certlocal -kc -m 2048 -t rsa-sha512 \

> -D "C=US, O=PartyCompany, OU=US-Partym, CN=Partym" \
> -a -T dca@-accel-stor IP=192.168.116.16

Creating hardware private keys.

Enter PIN for PKCS#11 token: Type user:password

BX ikecert i SHENRAR , BFS N ikecert(AM) FH R,

TERGAZTRBIA PIN B , 42 )\ Sun Crypto Accelerator 6000 A4 . SR M
A4.

N5 Sun Crypto Accelerator 6000 #REH 44 rgmatigt R~ ikemgr , WEEA LT
NE :
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HTZER A IKEVL 2 FRFIZEAEAGHED

168

Enter PIN for PKCS#11 token: ikemgr:rgm4tigt

- INREBRN ikecert @K -p B , PKCS #11 SN e EE | |
% root BPRIRYT. WNREIZH IR L7576 PIN | RUAIRIEIZTT in. iked 634 fR1E A
ikeadm iﬁié\ﬁ@ﬁﬁé\ﬁyﬁﬁﬁo

BAO4SRE , EBSBRATHS
Enter PIN for PKCS#11 token: ikemgr:rgm4tigt
MIIBuUDCCASECAQAWSTELMAKGA1UEBhMCVVMxFTATBgNVBAOTDFBhcnR5Q29tcGFu

0oKUDBbZ90/pLWYGr
----- END X509 CERTIFICATE-----

BERERRIESR F—T.
W —

. BEZRIEBREITRAL.
AR REE R BB

m ¥ CSR k%% certificate authority, CA (ERMENHM) .

& CA FRRBBIRIERER ., BXREBHMAKILEA |, ES NanER CA KL IEH
BCE IKEVL [162] 1R 2.

HERZ L |, Y5iE /etc/inet/ike/config LAFPLIRFIXELIEH.
WEEUTERZ—.

. BEZUED
{FAIFE RS EBIR A cert_trust, remote id A remote addr SHURMHMIE. Bl
B0, 7E enigma B&ZE L, ike/config R BRSUTRBZEM :

# Explicitly trust the following self-signed certs
# Use the Subject Alternate Name to identify the cert

cert trust "192.168.116.16" Local system'’s certificate Subject Alt Name
cert trust "192.168.13.213" Remote system's certificate Subject Alt name
{

label "JA-enigma to US-partym"

local id type dn

local id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"
remote id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"

local addr 192.168.116.16
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remote_addr 192.168.13.213

pl_xform
{auth_method rsa sig oakley group 2 auth alg sha256 encr alg aes}

}

n FEEK
¥ CA IRIBHIBFRIEA cert_root KBEFHIEREN. BI2N , enigma REL L ike/
config UM BRATRES U TR ZEALL
# Trusted root cert

# This certificate is from Example CA
# This is the X.509 distinguished name for the CA that it issues.

cert_root "C=US, O=ExampleCA\, Inc., OU=CA-Example, CN=Example CA"

label "JA-enigma to US-partym - Example CA"

local id type dn

local id "C=JA, O=EnigmaCo, OU=JA-Enigmax, CN=Enigmax"
remote id "C=US, O=PartyCompany, OU=US-Partym, CN=Partym"

local addr 192.168.116.16
remote_addr 192.168.13.213

pl xform
{auth _method rsa sig oakley group 2 auth alg sha256 encr alg aes}

}

ER P IR B X HIER.
RIBAELIR 2 PAEHAIER. |, 852 PIN &K,

T - IR ASREB AR AL AR R R4 £

. BELIESR,

AILERAZHNBEE LU, 7R RFIF |, WEFHFEAETE DCA.ACCEL. STOR. CERT {4
h,

# ikecert certdb -a -T dca@-accel-stor < DCA.ACCEL.STOR.CERT
Enter PIN for PKCS#11 token: Type user:password

MRBEZELUEPI rsa_encrypt FALE auth_method SEHIE , NPT EAHRUERIR
INEE 1704 .
m  3EH CAKIEH.
0 CA RIESBNEFE KA BENEB S AL HAIES.
EOl e EE RIS ERES.
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RIS

FHEZET

# ikecert certdb -a -T dca@-accel-stor < DCA.ACCEL.STOR.CERT
Enter PIN for PKCS#11 token: Type user:password

# ikecert certdb -a -T dca@-accel-stor < DCA.ACCEL.STOR.CA.CERT
Enter PIN for PKCS#11 token: Type user:password

ERNEE CA RIEP#4Y35R (certificate revocation list, CRL) , i3 lLanf1e
IKEv1 SR 4038 B HSHHIES [170],

SR IPsec SRS RTTAL , WHIR[EE IPsec 2B FERIET IPsec 5ERE . B X{RIP
VPN i IPsec SkBEHIRAI |, S W EH IPsec /17 VPN” [101], B3k IPsec REEHIE
RG] , ES WA ER IPsec (RPFI A RS 25 2 [AIAIMILE 1S [96].

AAFE IKEVL AR 2 HSHKIET

EREPEIER AEAN EERMMEZMIER. FHREMMERAETRTE XK, IEE

PEAEEWHAEN , LKTMERZFH AN, B RMERFELSYR , SBFBBT HTTP X

PRI PEAEAMAE. LTS OF A XA R EHEHES.

»  EETUFETR IKEVL ZREFEERFERAN T HEE—FIRFE/RTF (uniform resource
indicator, URI) i) CRL 8% OCSP, #1% 5 BI/RT %,

s ERATAFEIR IKEVL A— URI 3jjja] CRL 8% OCSP , i% URI githiiHix A7E3EE CA
AN ERUFRAR,

s AT RUFEIR IKEvL M\ LDAP fR%-23V40R) CRL |, % IR%-2580 DN (directory name , B
KEFR) MEIRATERE CA KASIERH,

AR CRL /B2 ikecert certrldb a4HIS¥K. BXRRH , ES WHI 10-3 ¥
CRL #5MEE IKEVL fASHE certridb BUEES",

BRRSBLE "Network IPsec Management” (4% IPsec ‘&8 ) AUSRECE STHH
LR, BXELEE ,BS M (£ Oracle Solaris 11.2 FHf{F A FIHRERLL ) $
B“{8 F FrfE & B TEAR

BRI CA WEIKAES.
B X ikecert certdb SIS E , ES N ikecert(AM) FH K.
Flan , BLREBEATIM PKI k. FREECESR.

# ikecert certdb -lv cert-protect.example.com
Certificate Slot Name: @ Type: dsa-sha256
(Private key in certlocal slot )
Subject Name: <O=Example, CN=cert-protect.example.com>
Issuer Name: <CN=ExampleCo CO (Cl B), O=Example>
SerialNumber: 14000D93
Validity:
Not Valid Before: 2013 Sep 19th, 21:11:11 GMT
Not Valid After: 2017 Sep 18th, 21:11:11 GMT
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Public Key Info:
Public Modulus (n) (2048 bits): C575A..A5
Public Exponent (e) ( 24 bits): 010001
Extensions:
Subject Alternative Names:
DNS = cert-protect.example.com
Key Usage: DigitalSignature KeyEncipherment
[CRITICALI]
CRL Distribution Points:
Full Name:
URI = #Ihttp://www.example.com/pki/pkismica.crl#i
DN = <CN=ExampleCo CO (Cl B), O=Example>

CRL Issuer:

Authority Key ID:

Key ID: 4F .. 6B
SubjectKeyID: A5 .. FD

Certificate Policies
Authority Information Access

V57EE CRL Distribution Points I,

= URI TFERIZAZRA) CRL £ Web 27T FBIK.
= DN Zi#E7R CRL £ LDAP f§%-35 E 2T, 7E IKE ¥ila] CRL fF , ¥ EREFX
CRL AR RAEA.

FR) CRL , BFEREEDRA.
EEUTAIEZ—AP05 R RIE CRL,

m  {FFH URIL,
K RBETF use_http NINEIFEHE) /etc/inet/ike/config X4, IR0 , ike/config
HRBREUTREZEM

# Use CRL or OCSP from organization's URI
use_http

= {EFH Web &,

HRBEF proxy ARAEY ike/config X, proxy KEEFH URL BIESEL , a1 T AT
7N

# Use web proxy to reach CRLs or OCSP
proxy "http://proxyl:8080"

m {3 LDAP fR%=5.
TEEHLH /etc/inet/ike/config LHFH , ¥ LDAP JRE-25F5RE A Ldap-list KT
E*]:é:%zo OREGLAZAIZ(EE LDAP BRESASLZFR, ike/config XHF MW B RSUATH
BEA

# Use CRL from organization's LDAP
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ldap-list "ldapl.example.com:389,ldap2.example.com"

BFPREHRZ BT , IKE AR EIELEF CRL,

ffl 10-3 % CRL #LN4Z! IKEVL FAZSHY certridb $IEES

WMRITENF DD & R IREL CA #) CRL , MATRUKZ CRL FahiRMNEAM certridb %
BFE, 1RE8 CA IR CRL IRERBISH |, SA/E{EFH ikecert certrldb -a dp ¥t
CRL RINEI¥IE .

# ikecert certrldb -a < ExampleCo.Cert.CRL

MENARGEE IKEVL

IPsec # IKE Z5KFME— ID ARMRIFABAR. X TIZBME— IP HhtSE RANRGE SIS SN
ROy , /fE A 1D 258, ATRAMEFELN ONS, DN BX email Z 28K 1D ERUME—IIAR

RARLE.

X3 T RAME— P Ml QANRGEE IS SN AL | RIFHA A REM 1D KAHITACE.
B0, MRALEHM NAT & (NAT box) Z JasEE R/ Ouh R, MRS ERENE
—Hitik, NAT & (NAT box) I8 —/ MO ARG TTIRRAKEE 1P k.

TAKZREANA KBS RESHRGENRIENS) , FAMELZNEATEREER
IP b, B FERBLRIEREEKE CA KIES , BINARL A LSHOuhRIBE,

UFES SRS L T ECE IKEVL DA IFITAR SRR Ok R ARG IE #2.

% 10-2 KEFNRGECE IKEVL 153K
% W8 &%
Wh NSO R TIEAE. AVREESNRGE SO R TR, SRR | AT RSN RERCE
GITRER SN RLL. IKEv1 [173]
EEZREBIARGNEENTORGEL | BRARGEEANZEZRERBEE P HIMEAR | 6] 10-4 B Ot ENEEAE
{EF CA KIATHERH IKEVL, i IPsec IRE. F IKEV1 #3525k BB ARG
SRS

INFFRFD IKEVL,

ERBEE IPHKARS LER CAR | BBIARRREARIPEEHREIPOMR (302 | 5 10-5 E/ IPsec F IKEvL

BEHER) MIRE. AL NAT Z Jaf RS

ERIREBNRENBEENTOREL | FREZREPREMXAS , IEZRBH®) | 6l 10-6 EXZREBNRLME
ERABZRIEHM IKEVL, RYEH IPsec IRE. BRI

WFE#1 IKEVL,

ENBEE PN AR LERBEES | FRALREPRESNRS , MRIFEFHE] | 4 10-7 ERABLELIERKAS

L R E DR

172 £ Oracle Solaris 11.2 PRI L L « 2014 4 9 A




AT AN RGECE IKEV]

FH&ZET

WA RANARGECE IKEVL

BINAAE root A, BXELZIERE , B

HERNTE ) PREREENEIENR".
FH ssh iEHHETEALE IPsec kM8 F1 (f£ Oracle Solaris 11.2 &% 4 Shell i8] )
FE“aN{A{E L4 Shell ITfEEIE ZFS” |, TR TR 2 HIEFEE LA,

B O RERE MRS AL,

ELE ipsecinit.conf 3C{&.

2: 0, {f£ Oracle Solaris 11.2 S #f{F 0
MERPITIEFEEE |, ESNA) 7-1 B (E

FLARGRE—NAVFRTEN IP MISTERRE. M) , IKE REEHHREPHRET

/— \$T%E4]/%§éjuﬂ£ = /ﬁE‘]

# /etc/inet/ipsecinit.conf on central
# Keep everyone out unless they use this IPsec policy:
{} ipsec {encr_algs aes encr_auth_algs sha256 sa shared}

BCE IKEVL ELESC#,
DNS #RRF GRS, WEBATRIEXRS:.

## /etc/inet/ike/ike.config on central
# Global parameters

#

# Find CRLs by URI, URL, or LDAP

# Use CRL from organization's URI
use_http

#

# Use web proxy

proxy "http://somecache.domain:port/"
#

# Use LDAP server

ldap_server "ldap-serverl.domain.org,ldap2.domain.org:port"

#

# List CA-signed certificates

cert_root "C=US, 0=Domain Org, CN=Domain STATE"

#

# List self-signed certificates - trust server and enumerated others
#cert_trust "DNS=central.domain.org"

#cert_trust "DNS=mobile.domain.org"

#cert_trust "DN=CN=Domain Org STATE (CLASS), o=Domain Org
#cert_trust "email=root@central.domain.org"

#cert_trust "email=userl@mobile.domain.org"

#

# Rule for mobile systems with certificate

{
label "Mobile systems with certificate"
local_id_type DNS

# CA's public certificate ensures trust,

# so allow any remote_id and any remote IP address.

% 10 = BLE IKEvl
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remote_id ""
remote addr 0.0.0.0/0

p2 pfs 5
pl_xform

{auth_method rsa_sig oakley group 5 encr_alg aes auth_alg sha256 }
}

BRENEGINBINARS , AR ARERENTHKRPORE.
a. FCE /etc/hosts 3014,

/etc/hosts XA FESIN ARG |, (B2 PURMH—/ Mt 2ot Wine s
U NERSE central FRIANEE 1P sk,

# /etc/hosts on mobile
central 192 .XXX.XXX.X

ECE ipsecinit.conf {4,
B RGRERIETDRGMAL P USRS R DR, SRR
i IPsec 5% .

# /etc/inet/ipsecinit.conf on mobile
# Find central
{raddr 192.XXX.XXX.X} ipsec {encr _algs aes encr_auth algs sha256 sa shared}

BLE IKEV] FCE ST,
FRRTARER IP ik, DUTFARRITXB ARG BN

= DN=/dap-directory-name
®m  DNS=domain-name-server-address
®  email=email-address

WP B TR RS mobile,

## /etc/inet/ike/ike.config on mobile
# Global parameters

#

# Find CRLs by URI, URL, or LDAP

# Use CRL from organization's URI
use_http

#

# Use web proxy

proxy "http://somecache.domain:port/"
#

# Use LDAP server

ldap server "ldap-serverl.domain.org,ldap2.domain.org:port"

#
# List CA-signed certificates
cert_root "C=US, 0=Domain Org, CN=Domain STATE"
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1 10-4

#

# Self-signed certificates - trust me and enumerated others
#cert_trust "DNS=mobile.domain.org"

#cert_trust "DNS=central.domain.org"

#cert_trust "DN=CN=Domain Org STATE (CLASS), 0=Domain Org
#cert_trust "email=userl@domain.org"

#cert_trust "email=root@central.domain.org"

#

# Rule for off-site systems with root certificate

{

label "Off-site mobile with certificate"
local_id_type DNS

# NAT-T can translate local_addr into any public IP address
# central knows me by my DNS

local _id "mobile.domain.org"
local addr 0.0.0.0/0

# Find central and trust the root certificate
remote_id "central.domain.org"
remote_addr 192.XXX.XXX.X

p2_pfs 5

pl xform
{auth _method rsa sig oakley group 5 encr alg aes auth alg sha256 }
}

B ike:default R%-.

# svcadm enable svc:/network/ipsec/ike:default

B OITENBCE AR IKEVL #RRBBENAGNZRIFIEE

IKE TTAM NAT & (NAT box) Z f5Eshihi. B2 , IKE KIFERERENAT &
(NAT box) iIZBEN NI FEHTH. FERLT/RBIS , CA BAHIERME RS REM
R G L. PORGHESEE NAT & (NAT box) Z [RRIARSH IPsec M1, mainl 2
AT R B RN RERNERN AT ARG, BRNRES RSMNRSE | E5 W6 10-5
“{#F IPsec 1 IKEV1 BCE NAT Z AL,

## /etc/hosts on mainl
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mainl
# Keep everyone out unless they use this IPsec policy:
{} ipsec {encr algs aes encr auth algs sha256 sa shared}

## /etc/inet/ike/ike.config on mainl
# Global parameters

#

# Find CRLs by URI, URL, or LDAP

# Use CRL from organization's URI
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#1 10-5

use_http
#
# Use web proxy
proxy "http://cachel.domain.org:8080/"
#
# Use LDAP server
ldap_server "ldapl.domain.org,ldap2.domain.org:389"
#
# List CA-signed certificate
cert _root "C=US, O=ExampleCA Inc, OU=CA-Example, CN=Example CA"
#
# Rule for off-site systems with root certificate
{
label "Off-site system with root certificate"
local_id_type DNS
local_id "mainl.domain.org"
local_addr 192.168.0.100

# CA's public certificate ensures trust,

# so allow any remote_id and any remote IP address.
remote_id ""
remote addr 0.0.0.0/0

p2 pfs 5

pl_xform

{auth_method rsa_sig oakley group 5 encr_alg aes auth_alg sha256}
pl_xform

{auth_method rsa_sig oakley group 5 encr_alg aes auth_alg sha256}
pl_xform

{auth_method rsa_sig oakley group 5 encr_alg aes auth_alg sha256}
pl_xform

{auth_method rsa_sig oakley group 5 encr_alg aes auth_alg sha256}
}

{£F IPsec 1 IKEv1 BCE NAT Z GHIAS:

ELTFRBIF , CA RAIERREERNRGEMHORG L. mobilel ¥ NAERERE

NEBER, Internet fREZALRES (Internet service provider, ISP) ML&{E B NAT & (NAT

box) , PAFS¥F ISP A mobilel $§E E ML, SR/ , NAT & (NAT box) & Fititis

#NSHAD ISP W@ﬁﬁ HZHN 1P st /\Tunfﬁ;ﬁ'f NAT Z J7., ;ﬁ%ﬁﬂﬂr/\

% F%Bftﬁﬁ'%im ,BSN fﬁ'J 10 4 gk OITENECE AE A IKEVL 2 REB3 AL
SR IEE"

## /etc/hosts on mobilel
mobilel 10.1.3.3
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mobilel
# Find mainl

{raddr 192.168.0.100} ipsec {encr _algs aes encr_auth algs sha256 sa shared}

## /etc/inet/ike/ike.config on mobilel
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# Global parameters
#
# Find CRLs by URI, URL, or LDAP
# Use CRL from organization's URI
use_http
#
# Use web proxy
proxy "http://cachel.domain.org:8080/"
#
# Use LDAP server
ldap_server "ldapl.domain.org,ldap2.domain.org:389"
#
# List CA-signed certificate
cert _root "C=US, O=ExampleCA Inc, OU=CA-Example, CN=Example CA"
#
# Rule for off-site systems with root certificate
{
label "Off-site mobilel with root certificate"
local_id_type DNS
local_id "mobilel.domain.org"
local_addr 0.0.0.0/0

# Find mainl and trust the root certificate
remote_id "mainl.domain.org"
remote_addr 192.168.0.100

p2_pfs 5

pl_xform

{auth_method rsa sig oakley group 5 encr alg aes auth alg sha256 }
}

EXKRBEBHNARGENBE RIS

FEUTRBIF , BELEBEEME , HEREBNREMNPORG L.
EXRBIRINRGRERN AT RS, BARIMREMRINARSLE , 18

RBZAUEBEART OARL .

## /etc/hosts on mainl
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mainl
# Keep everyone out unless they use this IPsec policy:
{} ipsec {encr algs aes encr auth algs sha256 sa shared}

## /etc/inet/ike/ike.config on mainl
# Global parameters

#

# Self-signed certificates - trust me and enumerated others
cert_trust "DNS=mainl.domain.org"

cert trust "jdoe@domain.org"

cert_trust "user2@domain.org"

cert trust "user3@domain.org"

mainl ZAJ A
2051 10-7 &
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%l 10-7

$*

Rule for off-site systems with trusted certificate

label "Off-site systems with trusted certificates"
local_id_type DNS

local_id "mainl.domain.org"

local_addr 192.168.0.100

# Trust the self-signed certificates

# so allow any remote_id and any remote IP address.
remote_id ""
remote addr 0.0.0.0/0

p2 pfs 5

pl_xform
{auth_method rsa_sig oakley group 5 encr_alg aes auth_alg sha256 }
}

ERABERIEBRKAT OARSE

FERUTFRAIF | mobilel ¥ MAERIEREERINE) S8, IEBELMAK , FRELEBNRG

MAFPORSE L, ISP ME{EH NAT & (NAT box) , BLAF ISP A mobilel $EE £ Fith

Ik, #KJ5 . NAT & (NAT box) ¥-% Bt a S5HA ISP M REZra4t 1P i
Ik, ABLEBBARTE NAT 2 J5. BXRAMAEAREERETTEN , B2 06 10-6 2K
Sl ZENNISETANS S

## /etc/hosts on mobilel

mobilel 10.1.3.3
mainl 192.168.0.100

## /etc/inet/ipsecinit.conf on mobilel
# Find mainl

{raddr 192.168.0.100} ipsec {encr_algs aes encr_auth_algs sha256 sa shared}

## /etc/inet/ike/ike.config on mobilel
# Global parameters

# Self-signed certificates - trust me and the central system

cert_trust "jdoe@domain.org"

cert_trust "DNS=mainl.domain.org"

#

# Rule for off-site systems with trusted certificate
{

label "Off-site mobilel with trusted certificate"
local_id_type email

local id "jdoe@domain.org"

local_addr 0.0.0.0/0

# Find mainl and trust the certificate
remote_id "mainl.domain.org"
remote_addr 192.168.0.100
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HETRISR

p2_pfs 5

pl_xform
{auth_method rsa sig oakley group 5 encr alg aes auth alg sha256 }
}

MRS IPsec Mg FTTR | R EE IPsec TF2LAE BRI IPsec 5lE. B X{R
VPN K] IPsec SREGHIZRGI , S DL EA IPsec fR#7 VPN” [101], B3k IPsec FREGHIH
RG] , ES RANAER IPsec {R#FH & RS 25 Z A MLE 1S [96],

BCE IKEV] EHGEREKEH

FFaZ T

NEBUEF AT ATEAE R4 £ . Sun Crypto Accelerator 6000 AR1Z{EFZE , 37
BN FBRIEN RGBSR L.

H{ATECE IKEvL 3E&$K Sun Crypto Accelerator 6000
R

AR IEF2{BAE Sun Crypto Accelerator 6000 AR EiEREI RS, WiTFRRRED
IR , MESRCEZKYE. BXRREA , 120 Sun Crypto Accelerator
6000 Board Product Library Documentation (http://docs.oracle.com/cd/E19321-01/
index.html) (Sun Crypto Accelerator 6000 AR F=faFEXARY) .

BRI BCE "Network IPsec Management” (4% IPsec E1H) APRECE ST
SR, XFELEE B30 (ff Oracle Solaris 11.2 R AFBFEH TS ) $
5 FR AT E & B TEAUR

MRBITZFEEIE | WESIH) 7-1 B (ER ssh EFTFERLE IPsec k%" F (F£
Oracle Solaris 11.2 %518 % 4 Shell ijjj7] ) FR“tnA{FEHALL Shell ;Tf2 & ZFS”
T B TR EHITFEE SRR A,

IIF PKCS #11 FER B HEE.

IKEV1 1§ F% FEA5IF24E Sun Crypto Accelerator 6000 AR _EAMR AR R TR 1R
E.

$ ikeadm get stats

PKCS#11 library linked in from /usr/lib/libpkcsll.so
$

EFRE1EHEM Sun Crypto Accelerator 6000 R K14k 1D,
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51 10-8

RIS

$ ikecert tokens
Available tokens with library "/usr/lib/1libpkcsll.so":

"Sun Metaslot

ZERE—MEE 32 MFRMSHE ID (HFRA keystore name (BEAERFR) ) . 1
BRBIF , ALK sun Metaslot ©h#5 ikecert d34&—i#C{FEFSKIEMBAINNIEK IKEVL 38
4,

E KANAI{EFAShERNRER |, B2 WAMAFERE 4R A IKEVL A A7 A Sk
3 [166].

FERTIZER ikecert S BEIPETK.
EFAFN{EF metaslot 42

SR ATFABRTEREE, £, I RRAOAR D ERINEAESR IR LK softtoken ER4AEF. softtoken
WAESRE 1D TRESATEERM.

$ ikecert tokens
Available tokens with library "/usr/lib/1libpkcsll.so":

"Sun Metaslot
B RAMAA softtoken HEAFEAIEOS5E | ES W pktool(1) FHR.

T ATREA 4 1] [ softtoken BR4RFERAMET, Sun.Metaslot.cert B2—/E7E CAE
PEISCH.

# ikecert certdb -a -T "Sun Metaslot" < Sun.Metaslot.cert

Enter PIN for PKCS#11 token: Type user:passphrase

WNRESL IPsec $ERERTTAY , EIREIZ IPsec ITFELAEAERIE IPsec k. B XE{RH
VPN [ IPsec RREHI7RGI , iES I EH IPsec £/17 VPN” [101], B3 IPsec RE&HIE
R | ES WANA{E R IPsec £ HF & RS 25 Z [BIRMILE 18 (5 [96].
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Xt IPsec R HESAEIERF I THEHR

EENBUTRS IPsec RHBAVHTHIEAS: , MABEREREE , MRIMATEERX
7EF IPsec, IKE MIFHEHAMSHIEE.

FEAEZUTESR :

S IPsec & HBAAEIRACE B THUEHRS [181]
“BEHEB KX IPsec REMBIRS KL [189]
“B&IH IPsec REMEMRSE" [193]
I F 1051 T IKE SFR3H2” [195]

5t IPsec K BAASIEACE B TIEHR

ERETEHRRNIRB 2 TsHARE |, £ IR E ARG UETF R EHER.
JF R EHRE , ez AIAE "Network IPsec Management” (4% IPsec ‘BIE) AN

FRECE SCHMETE REY) | ERLE S shell PE1T42 64, R, WAL , &
WIRAEAE root B,

HUIEHERE D IR RS REE TR A I TH S HAUR.

" # RN - RN EEAIRM A FEE & X LIRS AT LB T A €.
s AR - HIBA ST LB TR 4.

Y A #ER IPsec Fll IKE ARG DUETF BikEHERS:

JoF IPsec RETAAEIERS 81 , JAMERETHEAGN BEN TRRERS.
1. #ZF IPsec M IKEv2 REHMBE.
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182

LSRR T e RN EERE. FERAEAREEHEURMERAHEE.

% svcs -L policy
/var/svc/log/network-ipsec-policy:default.log

% svcs -L ikev2
/var/svc/log/network-ipsec-ike:ikev2.log

&t IKEV2 BEE VAR BESci.
root A PUSEUXLEHE,

°

% svccfg -s ikev2 listprop | grep debug
config/debug_level astring op
config/debug logfile astring /var/log/ikev2/in.ikev2d.log

ikeadm(IM) FMHTEHNA T VAR, B verbose F all FEHEHERISIEE B,

(A3%) BCERREA.
AT a5 0] UK R EVARE ). BIRFEERRES , 5 W6 11-3 “fEIE1EE1TH)
IKE SPHP 72 _B& B HTEAE AR,

# svccfg -s ikev2 setprop config/debug_level = all

REEH ikev2 IRS , BIUBIFTICAR ST DAE AR A .

# svcadm refresh ikev2

(FTiE) &3 wireshark 3KEFA.
Wireshark R F3F2 8] PAISZER snoop it .

% pkg info -r wireshark
Name: diagnostic/wireshark
Summary: Graphical network protocol analyzer
Category: Applications/Internet
State: Not installed
Publisher: solaris

FMRI: pkg://solaris/diagnostic/wireshark@version
# pkg install diagnostic/wireshark

MAI7E IPsec Fl IKE 1217 ZBIXT RT3t THUEHER

ERIIEIEITIXEMRS Z AT , KE IPsec BLEXHHIEL. IPsec BAASIAHHITETAR
TR ETEBRA Y,

K IPsec BLE X HHIETX.
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ETRINSR

v

# ipsecconf -c /etc/inet/ipsecinit.conf
ipsecconf: Invalid pattern on line 5: ukp
ipsecconf: form_ipsec_conf error
ipsecconf: Malformed command (fatal):

{ ukp 58 type 133-137 dir out} pass {}

ipsecconf: 1 policy rule(s) contained errors.
ipsecconf: Fatal error - exiting.

MRHE BRER | BBEMER  E1TH4  BEIRIERY.
KE ipseckeys SUHHIEIAR BIEM.

# ipseckey -c /etc/inet/secret/ipseckeys
Config file /etc/inet/secret/ipseckeys has insecure permissions,
will be rejected in permanent config.

R BRGER | BBEER , ARRIFLRS.

# svcadm refresh ipsec/policy

¥ - BIIET IKE STHHFERINIE IKE FBCE UM IKE TR Z B4R

RREBRE M.

» T IKEV2 FREBZELZIUEDBREHME | BHITIEREZE L A IERERE
IKEV2 [136] F 1R 4,

s EfE IKEV2 PRI ASHEPE BRI , EHUTE AT IKEV2 PR EIEPR
UESRRE [144],

s T IKEV1 FREBZELIEBREHM , EPIT I EREZER2 AP E
IKEV1 [157] S5 5E 4,

»  FIE IKEV]1 PR AIEBEBR MRS , BPITIFEATE IKEVL AT E 148
FUEH [170],

WREMECEESA IPsec REMEBMF WAL , WIRTERF 1T TR,

AHALE IPsec a1 THY XS REEHA THEHERR

HEIEEIZITEER IKE A Bl T HRAN AL L, TJUER ikeadn BB E
B AN, mecEZRBaAMmEAMm, o, teTERBECHNES TR |, A0
Wireshark N FHFEFF.

KERITm :

m R policy MHNKKNBEHEERFERCEA.
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AU RS L |, {#F manual-key JRSFITHEFEIE -

[

% svcs -a | grep ipsec

online Feb 04  svc:/network/ipsec/manual-key:default
online Feb_04  svc:/network/ipsec/ipsecalgs:default
online Feb 04  svc:/network/ipsec/policy:default
disabled Feb 28 svc:/network/ipsec/ike:ikev2

disabled Feb 28  svc:/network/ipsec/ike:default

WMREZARS  EERAE.

ATAREHE RIS IKE BR%. AT ARIHERF &AM IKE |, EHECESSEBE
U THUIEHR 1B .

n  EF IKEV2 REFHBEEMHHREE.

# svcs -xL ikev2
svc:/network/ipsec/ike:ikev2 (IKEv2 daemon)
State: disabled since October 10, 2013 10:10:40 PM PDT
Reason: Disabled by an administrator.
See: http://support.oracle.com/msg/SMF-8000-05
See: in.ikev2d(1M)
See: /var/svc/log/network-ipsec-ike:ikev2.log
Impact: This service is not running.
Log:
Oct 01 13:20:20: (1) Property "debug level" set to: "op"
Oct 01 13:20:20: (1) Errors and debug messages will be written to:
/var/log/ikev2/in.ikev2d. log
[ Oct 10 10:10:10 Method "start" exited with status 0. ]
[ Oct 10 10:10:40 Stopping because service disabled. 1]
[ Oct 10 10:10:40 Executing stop method (:kill). ]

Use: 'svcs -Lv svc:/network/ipsec/ike:ikev2' to view the complete log.

n (FiE) ATRCAIEFEE TR R AR AR B IR E.

# ikeadm set debug verbose /var/log/ikev2/in.ikev2d.log
Successfully changed debug level from 0x80000000 to 0x6204
Debug categories enabled:

Operational / Errors

Config file processing

Interaction with Audit

Verbose Operational

2. % ipsecconf 3SR B A5 R LHFHKINAMILAC.

# ipsecconf
#INDEX 14

{ 1laddr 10.133.66.222 raddr 10.133.64.77 }
ipsec  { encr_algs aes(256) encr auth algs sha512 sa shared }

{ laddr 10.134.66.122 raddr 10.132.55.55 }
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ipsec  { encr_algs aes(256) encr_auth_algs sha512 sa shared }
# cat /etc/inet/ipsecinit.conf

{ 1laddr 10.133.66.222 raddr 10.133.64.77 }
ipsec  { encr_algs aes(256) encr _auth algs sha512 sa shared }

{ 1laddr 10.134.66.122 raddr 10.132.55.55 }
ipsec { encr_algs aes(256) encr_auth _algs sha512 sa shared }

i - BACFBAL ATBESLILACE S A ZHER |, FIHERL: ipsecinit. conf XAFH T
HEEHIIE R BTE ipseccont i @ B AL EEIN

WRTTIEA ipseccont e BINME ML |, WRERMRFZEREEH , FRFRS.

% svcs policy
STATE STIME FMRI
online Apr_10  svc:/network/ipsec/policy:default

MREHE BIREER | VYRR ipsecinit.conf XHRABREER , RAERIFTIRS .

BOIE IKEV2 EE‘,E

BXUEEEBRENEERL , B AA 11-1 5 T IKEV2 BLE” #14) 11-2 “&
B FLILEFLR IJ}‘ELE"Q L/LTTWIJEPE@&MTETEEEW&Q

# /usr/lib/inet/in.ikev2d -c

Feb 04 12:08:25: (1) Reading service properties from smf(5) repository.

Feb 04 12:08:25: (1) Property "config file" set to: "/etc/inet/ike/ikev2.config"
Feb 04 12:08:25: (1) Property "debug level" set to: "all"

Feb 04 12:08:25: (1) Warning: debug output being written to stdout.

Feb 04 12:08:25: (1) Checking IKE rule #1: "Test 104 to 113"

Feb 04 12:08:25: (1) Configuration file /etc/inet/ike/ikev2.config is valid.

Feb 04 12:08:25: (1) Pre-shared key file /etc/inet/ike/ikev2.preshared is valid.

E - ARAASENES AR , IMEAESRAREX 2 Fthamit. mREE
debug_logfile fRF/BIMEME , BEEEHRBEEMZCHRAOARGH . TR , Filf
HefeMnizsa.

®  7f Checking IKE rule 79 , 13 IKE FLNESEHGE YK IP #itk, Hi20 , AT
ULRD, 3kE ipsecinit.conf M4 laddr (E53KE ikev2.config XM local addr
{EARULEL , F B maEthE A DLAL,

{ laddr 10.134.64.104 raddr 10.134.66.113 } /*¥* ipsecinit.conf **/
ipsec {encr algs aes encr auth algs sha512 sa shared}

local addr 10.134.64.104 /** ikev2.config **/
remote addr 10.134.66.113 /** ikev2.config **/

WMRFLERAIN. |, FERECE , SMAIERK IP #udik,
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F - FUNET A B ECARF AL | BIaNREHIETEIR 10.134.0.0/16, 4TXI4EE MG
/[lllo

® R Pre-shared key file THS/RIFTTH , WHERULICHE.

EHBERR. B, £ IKEV2 FF |, TF ikev2.config PHINMREEE RS
ikev2.preshared U HIAREEARILAC, Tk , MMREFERAMAN L |, BRI —
MARG LR AT Z R R B 5 EX S _ EREfE Mt %%%H*HIT_UEE PAK Iz
$£§$HIEE S5 E T _E A 4R AEILAL,

MBEERARARIAE , 155N %F IPsec # IKE & X&NR I TIHFEREA" [187].

Bl 111 BRI IKEV2 FLE
FERLTHEF |, IKE SA 46 FHIALE.
# /usr/lib/inet/in.ikev2d -c
M;; 08 08:52:49: (1) WARNING: Problem in rule "Test 104 to 113"
May 08 08:52:49: (1) HARD lifetime too small (60 < 100)

May 08 08:52:49: (1) -> Using 100 seconds (minimum)
May 08 08:52:49: (1) Checking IKE rule #1: "config 10.134.13.113 to 10.134.13.104"

EFE ikev2.config MR BNRE T ZE. ERFEE | EEEGEAREESCAZED
100 , SRERIFTARSS .

# pfedit /etc/inet/ike/ikev2.config

## childsa lifetime secs 60
childsa lifetime secs 100

# /usr/lib/inet/in.ikev2d -c

# svcadm refresh ikev2

#l 112 BEFTLEANHEE
HEUATHES , EXTELZNES , EXEAREANPER,

# /usr/lib/inet/in.ikev2d -c
Feb 4 12:58:31: (1) Reading service properties from smf(5) repository.

Feb 4 12:58:31: (1) Property "config file" set to: "/etc/inet/ike/ikev2.config"
Feb 4 12:58:31: (1) Property "debug level" set to: "op"

Feb 4 12:58:31: (1) Warning: debug output being written to stdout.

Feb 4 12:58:31: (1) Checking IKE rule #1: "Test 104 to 113"

Feb 4 12:58:31: (1) Configuration file /etc/inet/ike/ikev2.config is valid.

Feb 4 12:58:31: (1) No matching IKEv2 rule for pre-shared key ending on line 12
Feb 4 12:58:31: (1) Pre-shared key file /etc/inet/ike/ikev2.preshared is valid.
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1 11-3

BTN — S AL

o NRAMNEKRTEEZHERS |, IAATUEEZR RSN SHNRKARE AR DL, &
& ikev2.config FLAREEFD ikev2. preshared BEADRE , {FIEEIAILEL.

 NRARNMERES , WA ARIFREIERFELE ikev2. preshared SCHFSE 12 1TLARITR
FHZH540 |, fHLE No matching JHE.

FEIEFEIZTTH) IKE ST tE DR E AR A]
AL |, AR AE ikev2 JRFFRENR all.

# /usr/lib/inet/in.ikev2d -c
Feb 4 12:58:31: (1) Reading service properties from smf(5) repository.

Feb 4 12:58:31: (1) Property "debug level" set to: "all"

ARTERR T AMATE IPsec F IKE 5Z1T 2 BIX RS THUEHR (182 B %kR 2, 3 H
AT ARERDA op TIE all , EEM ikeadn dy & FEIEAEIZITH IKE STHR2EFE LR EA
KA.

# ikeadm set debug_level all

Xt IPsec F IKE & X SR 3t T HER

RAEAMATLE IPsec =1 THI X ARG UH THEHIR [183] A I RINAZE TTIEM R A
B AR BAR AT BB EBCEAE UM AEX iR S BL B E A L.

® IR ike:default Fl ike:ikev2 fRESNHIEEA |, ERHER IKEV2 F1 IKEVL FLRIAE
& NRATHEEIMSE S SRINASS T4 IPsec SA , FE BT REEISEIE N T E
BIEEEARE.

WRFER IKE AR, FHANAZEREI N,

# ikeadm -v[1]|2] read rule

»  WNFRIELT IKEVL , IBRARMRIG B EALBIEREREIN IKEVL RELRTR. 8
B ANEE , EEARTF IKEV2 RS _EIE1T ikeadm dump algorithms 654 :

# ikeadm dump groups Available Diffie-Hellman groups
# ikeadm dump encralgs All IKE encryption algorithms
# ikeadm dump authalgs All IKE authentication algorithms

2YIF IPsec 1 IKEVL SREESCEE |, ERERN RS LHTHENEL. RE , EFE3N
IKEV1 RS , FERIFHT IPsec fR%:.

# svcadm restart ike:default; svcadm refresh ipsec/policy
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» HRBT IKEVL ERATELZHEAIFEIZRE IKEVL RREEMIS  BERMAR

47 51T ipseckey flush #4542,

s MRFABLLUED , FEF—EE AL FREHAIZE DN HEHRES ,
MEMEBKEIELAL, BREUELTE |, FS A NA{ERBE L2 A FHERALE
IKEV2 [136] 5% 4,

MRIEPEEH , BIAFKIED , RERFFEF S IKEV2 R

®  {fF ikeadm -v2 dump | get B EFYHIM IKEV2 BiLE. BXRERWE , 8525

W EFE IKE 58" [189].

" A kstat @ BIRT IPsec MXHNSITHEE. AXREZER , 5S I kstat(lm)
FHRE.

# kstat -m ipsecesp
# kstat -m ipsecah
# kstat -m ip

AR RBIFF ) kstat MithT87R ipsecesp BRI H AL,

# kstat -m ipsecesp

module: ipsecesp instance: 0
name: esp_stat class: net
acquire requests 18
bad auth 0
bad decrypt 0
bad padding 0
bytes expired 0
crtime 4.87974774
crypto_async 0
crypto failures 0
crypto_sync 172
good_auth 86
keysock_in 135
num_aalgs 9
num_ealgs 13
out discards 0
out requests 86
replay early failures 0
replay failures 0
sa_port_renumbers 0
snaptime 5946769.7947628

m (FH snoop S BEAARZRIPHIE(S, Wireshark I BFERFAT LUIEER snoop #itl., A&
% snoop Mt IR |, ES AR AR B IPsec 747 [115].
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BEH K IPsec REMERSHEE

- ST RESEEGS , BB ECE "Network IPsec Management” (4% IPsec

BIH) PIRECEXHNEIR R, BIMIEECE XM shell FEAGE. AXEZEER

B2 W, (f£ Oracle Solaris 11.2 R A FFHAFERLE ) A ITTEE R EIE
R”,

EE IPsec MFNEHARFBH

AIUEFE IPsec R ARRFF BRI B FR.
= BIR IPsec BCESUHFABFR

% svccfg -s policy listprop config/config_file
config/config file astring /etc/inet/ipsecinit.conf

»  BIRIRTF IPsec FERNESAMIHFHIZHR

% svccfg -s manual-key listprop config/config_file
config/config file astring /etc/inet/secret/ipseckeys

EE IKEEE

AP EE IKE RENEM. IKE RS IKE SPPHFEN S MR A EE AR IERRIE R
B&. MRIZITEA IKE RS, TABRENREEZFNRSHELE. XLaSIEMRR,
IBEHERR AN s MRS A2 R B FE,

. Eﬁ % K; BRSSPI BN - i T LB IR IKEV2 RSP ECE B , AFERCE
7R o

i -&F& ipsecconf(1M), in.ikev2d(1M) Fl in.iked(1M) FMR , #RERT AN
ZTE IPsec, IKEV2 8% IKEV1 BR$H) config LA ERUEYE. B0 , IKEv2 BCESCHHER
FEABRBIEZE |, 13 ikeuser FTH., XLENRICEMBEENIFER.

% svccfg -s ipsec/ike:ikev2 listprop config

config application

config/allow_ keydump boolean false

config/config file astring /etc/inet/ike/ikev2.config
config/ignore errors boolean false
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config/kmf_policy astring
config/max_child_sas integer
config/max_threads integer
config/min_threads integer
config/preshared_file astring
config/response_wait_time integer

config/value_authorization astring

config/debug_logfile astring

config/debug_level astring

/etc/inet/ike/kmf-policy.xml
0

0

0
/etc/inet/ike/ikev2.preshared
30

solaris.smf.value.ipsec

op

ATFREIF R B/RT IKEVL IREATECE R, EITERE :default fRFIHBI.

o

config application
config/admin_privilege astring
config/config file astring
config/debug_level astring
config/debug_logfile astring

config/ignore_errors boolean

config/value_authorization astring

» EFE IKE THHRKYIPKE - ITRBIFHRBIL BIRT ikeadn & MS%, XL

SHATLBRTIP R SR

% svccfg -s ipsec/ike listprop config

base
/etc/inet/ike/config
op
/var/log/in.iked.log
false

solaris.smf.value.ipsec

«~

i - B(E A ikeadm 654 , IR

51T IKE STIPIHAR,

% ikeadm help

get

dump
read
help

% ikeadm help read

debug|priv|stats|pl|ikesa|rule|preshared|defaults [identifier]
pl|ikesa|rule|preshared|certcache|groups|encralgs|authalgs
rule|preshared [filename]
[get|set|add|del|dump|flush|read|write|token|help]

" BN ikeadn dy KT SHINEL - £/ help THSEBRGHSSY

IR, B

This command reads a new configuration file into

in.iked, discarding the old configuration info.

Sets of data that may be read include:

rule

preshared

all phase 1/ikesa rules
all preshared keys

A filename may be provided to specify a source file

other than the default.

» EREMELZHNES - JUEE IKEVL M IKEV2 TS ZREA,
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E - RAVBIT—A IKE RA , ATRAZRE -v 2530,

ST IKEV2 :
# ikeadm -v2 dump preshared
ST IKEVL :

# ikeadm set priv keymat
# ikeadm -v1 dump preshared

PSKEY: Rule label: "Test PSK 197 to 56"
PSKEY: Local pre-shared key (80 bytes): 74206272696c6c696720...3/584

PSKEY: Remote pre-shared key (80 bytes): 74206272696c6c696720...3/584

Completed dump of preshared keys

= BF IKE SA- WA AIFEX SA, Hif, AT REMEEMATIEE.
IMBRERESR , N SA R , DAREET BROMEE.

# ikeadm -v2 dump ikesa
IKESA: SPIs: Local 0xd3db95689459cca4 Remote 0xb5878717f5cfa877

XFORM: Encryption alg: aes-cbc(256..256); Authentication alg: hmac-sha512
LAAIP: AF_INET: port 500, 10.1.2.3 (example-3).

AEMIP: AF_INET: port 500, 10.1.4.5 (ex-2).

LIFTM: SA expires in 11459 seconds (3.18 hours)

STATS: @ IKE SA rekeys since initial AUTH.
LOCID: Initiator identity, type FQDN

CHILD: ESP Inbound SPI: 0x94841ca3, Outbound SPI 0x074aele5

Completed dump of IKE SA info

» BFREHN IKE MR - BEFIEE IKE HNETEERMER , BB UEA.

# ikeadm -v2 dump rule
GLOBL: Label 'Test Rulel for PSK', key manager cookie 1

GLOBL: Local auth method=pre-shared key
GLOBL: Remote auth method=pre-shared key
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GLOBL: childsa pfs=false

GLOBL: authentication lifetime=86400 seconds (1.00 day)
GLOBL: childsa lifetime=120 seconds (2.00 minutes)
GLOBL: childsa softlife=108 seconds (1.80 minute)
GLOBL: childsa idletime=60 seconds

GLOBL: childsa_lifetime_ kb=122880 kilobytes (120.00 MB)
GLOBL: childsa_softlife kb=110592 kilobytes (108.00 MB)
LOCIP: IP address range(s):

LOCIP: 10.142.245.197

REMIP: IP address range(s):

REMIP: 10.134.64.56

LOCID: Identity descriptors:

LOCID: Includes:

LOCID: fqdn="gloria@ms.mag"

REMID: Identity descriptors:

REMID: Includes:

REMID: fqdn="gloria@ms.mag"

XFRMS: Available Transforms:

XF @: Encryption alg: aes-cbc(128..256); Authentication alg: hmac-sha512
XF @: PRF: hmac-sha512 ; Diffie-Hellman Group: 2048-bit MODP (group 14)
XF 0: IKE SA lifetime before rekey: 14400 seconds (4.00 hours)

Completed dump of policy rules
» EF IKEV2 PHIUERRIEREE - MIRIETE dofile {EHM policy {H.
s FHETEM CRL FTREESKEIR T, MImA & @R H TR,

ERUFRBIREF , SMIEBF AR URI T CRL , REEFIIR. 45
REFAETHIN CRL B, ¥ TFEHH CRL F#|HM CRL.

# kmfcfg list dbfile=/etc/inet/ike/kmf-policy.xml policy=default

Validation Policy Information:
Maximum Certificate Revocation Responder Timeout: 10
Ignore Certificate Revocation Responder Timeout: true

CRL:

Base filename: [not set]
Directory: /var/user/ikeuser/crls
Download and cache CRL: true
CRL specific proxy override: www-proxy.cagate.example.com:80
Ignore CRL signature: false
Ignore CRL validity date: false

IPsec policy bypass on outgoing connections: true

» S TEK CRL SMETKREE R TUEE.
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LEHH % CRL IRE AN TER , B R FN T CRL, HEBRUK
#E3P Y RIK) CRL

Directory: /var/user/ikeuser/crls
Download and cache CRL: false
Proxy: [not set]

=18 IPsec REMBZERSE

BREBEN T2 IPsec kg , HERDECERER.

REABATALEREAEE. ETURE IKE XFHTHEESRNEEXHE. &
4;; IKE HLNEBETE/RIE AN AR ETRARS: . ikeadm dv 4 A LMEHIEFEIZITHI IKE SFH
PigER

ACEFER IPsec REMERS

» FCEFRIHT IPsec , AEEFRR :

# pfedit /etc/inet/ipsecinit.conf

# ipsecconf -c /etc/inet/ipsecinit.conf
# svcadm refresh ipsec/policy

# ipsecconf -Ln

» FCEMBA IPsec KFNE4SA :

# pfedit -s /etc/inet/secret/ipseckeys
# svcadm enable ipsec/manual-key

s BCEMBHA IKEV2 :

# pfedit /etc/inet/ike/ikev2.config
# /usr/lib/inet/in.ikev2d -c
# svcadm enable ipsec/ike:ikev2

s FEENER IKEVL :

# pfedit /etc/inet/ike/config
# /usr/lib/inet/in.iked -c
# svcadm enable ipsec/ike:default

» RWERECSARENAZ LEET IPsec # IKE :

# ipsecconf -Ln
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# ikeadm -v2 dump rule
# ikeadm set priv keymat
# ikeadm -v1 dump rule

" BEERREIE
ST IKEV2 :
# pfedit /etc/inet/ike/ikev2.config

# /usr/lib/inet/in.ikev2d -c
# svcadm restart ipsec/ike:ikev2

X+F IKEVL :

# pfedit /etc/inet/ike/config
# /usr/lib/inet/in.iked -c
# svcadm restart ipsec/ike:default

T FEhEsAEE

# pfedit -s /etc/inet/secret/ipseckeys
# ipseckey -c /etc/inet/secret/ipseckeys
# svcadm refresh ipsec/manual-key

&Y IPsec 1 IKE A]ECE /B :
IPsec k% :

# svccfg -s ipsec/policy setprop config/property = value
# svcadm refresh ipsec/policy; svcadm restart ipsec/policy

IKEV2 RS :

# svccfg -s ike:ikev2 editprop
# svcadm refresh ipsec/ike:ikev2; svcadm restart ipsec/ike:ikev2

IKEV1 R% :

# svccfg -s ipsec/ike setprop config/property = value
# svcadm refresh ipsec/ike:ikev2; svcadm restart ipsec/ike:ikev2

FENEAMS

# svccfg -s ipsec/manual-key setprop config/property = value
# svcadm refresh ipsec/manual-key; svcadm restart ipsec/manual-key

» 4 IKEV2 BB FHEL

# pfedit -s /etc/inet/ike/ikev2.preshared
# /usr/lib/inet/in.ikev2d -c
# svcadm restart ikev2

» A IKEV] FeETSe R Z®4A
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# pfedit -s /etc/inet/secret/ike.preshared
# svcadm restart ike

EEIFEZEITH IKE SFidtiE

BXEZEE , FEE ikeadm(IM) FHME. AT HIESNIE IKEV2 Bk IKEV1 TR
FIETTH AT A

EBUEFEZITH) IKE SFIA2E7E

AT BIRT ikeadn s MSHL , IS T MEBTIRHRRMLIIRE. ALS

BUFRET IKEV2 B IKEVL STHPHEAE,

% ikeadm help

set priv level

set debug level [filename]

add rule|preshared {definition}|filename
del pl|ikesa|rule|preshared identifier
flush pl|ikesa]|certcache

write rule|preshared filename

token login|logout PKCS#11-Token-Object

BIR ikeadm f S HIAFESTHIETL ¢

% ikeadm help add
This command adds items to in.iked's tables.

Objects that may be set include:
rule a phase 1 or IKE SA policy rule
preshared a preshared key

Objects may be entered on the command-line, as a
series of keywords and tokens contained in curly
braces ('{', '}'); or the name of a file containing
the object definition may be provided.

For security purposes, preshared keys may only be

entered on the command-line if ikeadm is running in
interactive mode.

{8 ikeadm fy 18 YL IKEV2 STHP3HFE

# ikeadm add rule | preshared {definition} | filename

% 11 % 3} IPsec RHFHETERFEITHRIZHR
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FIRIEEBITH IKE STIP3HFR

# ikeadm flush ikesa

# ikeadm del ikesa | rule | preshared identifier

# ikeadm set debug level

# ikeadm token login | logout PKCS#11-Token-Object
# ikeadm write rule | preshared filename

»  {FF ikeadm iy EEL IKEVL STHPBHFE :

ikeadm set debug level

ikeadm set privievel

ikeadm add rule | preshared {definition} | filename
ikeadm del pl | rule | preshared identifier

ikeadm flush pl | certcache

ikeadm del rule | preshared id

ikeadm write rule | preshared filename

# OH W W W W W
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IPsec FI%4AEIRS %

AZMA IPsec. IKEV2 F IKEVL IS E{z8.,

m “IPsec $%" [197]

= “IKEV2 $%” [202]

s “|KEv1 £3%” [205]

B RANATEMLEF I IPsec HEER |, S W5 7 = BLE IPsec, B K IPsec HIHER |
BENE 6 Z KT IP REKAREM,

BXESIN IKE ftBR , EENE 9 FE BLE IKEv2, BXIREE , 2 NE 8 E T
Internet ZR4AATHE

IPsec &%

IPsec fR%-. XHF1dp4

ATFET IPsec fRS. BP4Y IPsec RFC AR5 IPsec MR H 4.

IPsec k5%

REEMH T A (Service Management Facility, SMF) 4] IPsec 1=t PAF RS :

®  svc:/network/ipsec/policy RS - B3R IPsec 5Rig., BEBAT , RSLT
JAFRE. config file JRMAIEME T ipsecinit.conf XHFHIVE., FEIZ(T
DefaultFixed P& HCE SLHFRIARSE L |, ¥IIA{ER /etc/inet/ipsecinit.conf, fERIZ
ITHEEXHHRAS L , BHEANT.

®  syc:/network/ipsec/ipsecalgs iR% - BT IPsec RE L, BEEAT , IR
FAFBRRE.

®  svc:/network/ipsec/manual-key RS - BURFIN RIS, BRABIAT , RS A
TERKRE. config file BHUMEMTE T ipseckeys BLEHME. ¥IAEA /

etc/inet/secret/ipseckeys,
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IPsec &%

®  svc:/network/ipsec/ike R%S - BIE IKE, HRABIAT , WRFATERARKE., BX
AELEREM |, ES N IKEV2 fR% [203] F1*IKEVL fR%E [206].

H¥* SMF =8 , %55 N, (4£ Oracle Solaris 11.2 P EIERLZRE ) PHE 1 = “IR
KHIBT AR, BESN smf(5). svcadm(IM) F svccfg(IM) FHRT.

ipsecconf #p$

BRI PAMER  ipsecconf 34 AFEMALE IPsec R, YizfTH A 4RAECERIE , &G
LSTENZF B IPsec SRS, ASE XL BB EANIIN 1P AHIRES,
RATREE FANFE AN E R SRR SRR, ipsecconf fd b
18 security policy database, SPD (L2 KREEIERE) /) IPsec M, B X IPsec ik
BREM , 55N, ipsecconf(1M) FHR.

PRWINAAE root A BEVEAR ipsecconf ®4 . a4 ABLE RN A BSHM , [
B, °] DA B (S AR 3 B ) B (S A

BAARMHEFLTAE AR A SRRE TR BT DAfS Bh BN SRR TR A (5. BI40 , 2nR
B AEERNENFEE A , NAAEE taddr hostl I raddr host2 HIHIA I A
BiE. AL, SSTFEEEN, RE KRB,

H ipsecconf SRR IERZEH | SRAASRE. EWMRERSS| S
IPsec KB&AMTFIETNRE | 5[] /etc/inet/ipsecinit.conf LA IRANFEN SREGIN |, 4K
JERIFEE A policy RS . BXRHBI , ES I ER IPsec {RIFMLKIE(E" [95].

ipsecinit.conf BCE

F 7 Ja5h Oracle Solaris B 5 IPsec T2 %K , i5AE—MNELE A LUS T4 E R
IPsec $REETSkANIAML, IPsec, B ITHERIGRE ZFRA /etc/inet/ipsecinit. conf, XK
BRI R HREAEAER |, ES W ipsecconf(IM) FHT. ERERMEE , FTAFER
svcadm refresh ipsec/policy w4 RIFNZRRE .

ipsecinit.conf LA

Oracle Solaris F{FHBIEFS IPsec TRBE {4 ipsecinit.sample, f&B]PA{EFHLLICHF
VEXEMR KRB BT K ipsecinit.conf 3L, ipsecinit.sample B TRHG :

# In the following simple example, outbound network traffic between the local
# host and a remote host will be encrypted. Inbound network traffic between
# these addresses is required to be encrypted as well.

#
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IPsec %

# This example assumes that 10.0.0.1 is the IPv4 address of this host (laddr)
# and 10.0.0.2 is the IPv4 address of the remote host (raddr).
#

{laddr 10.0.0.1 raddr 10.0.0.2} ipsec
{encr_algs aes encr_auth algs sha256 sa shared}

The policy syntax supports IPv4 and IPv6 addresses as well as symbolic names.
Refer to the ipsecconf(1M) man page for warnings on using symbolic names and
many more examples, configuration options and supported algorithms.

This example assumes that 10.0.0.1 is the IPv4 address of this host (laddr)
and 10.0.0.2 is the IPv4 address of the remote host (raddr).

The remote host will also need an IPsec (and IKE) configuration that mirrors
this one.

HoH o R R B W R KR

The following line will allow ssh(l) traffic to pass without IPsec protection:

{lport 22 dir both} bypass {}

{laddr 10.0.0.1 dir in} drop {}

Uncommenting the above line will drop all network traffic to this host unless
it matches the rules above. Leaving this rule commented out will allow
network packets that do not match the above rules to pass up the IP

network stack. ,,,

H R R R K

ipsecinit.conf fll ipsecconf HEZLITEEIN

TRBEMEREIEER IPsec 5Rkilg., HRMAGEE UM EETFHRANENEET.
FRBIMARIPEMNENEET. BRELEE , 185N connect(3SOCKET)
accept(3SOCKET) FMM. tnREHRE , HEHOIEE. EXEZERE BN
ipsecconf(1IM) FHRH L L "EF4H .

ipsecalgs #p$

INEEHELR A IPsec 244t T RUEMANEHE %L, ipsecalgs ap4 ] AFIHEA IPsec 1Y
FFHIETL. ipsecalgs BLEfFAETE /etc/inet/ipsecalgs . B% , WXHTITHSE
¥, FEEBEERERE. R , MREFEEBEUH |, EFR ipsecalgs B4,

55| 418 svc: /network/ipsec/ipsecalgs:default JRSFE X FFRE X SHNIZIE
*

o

B IPsec WHXFIEZR RFC 2407 /4B ISAKMP domain of interpretation,
DOl (RGfERIS) FHTUER. BAMMES , ISAKMP DOI AA#K IPsec BikR H Y
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IPsec &%

(PROTO_IPSEC_AH Fll PROTO_IPSEC_ESP) EM M BZAEFMMSAE. BNEILEHMIS—
HMXARREX, 3XLE ISAKMP DOI JE M AL TF /etc/inet/ipsecalgs JCFH, BIEFITFMYX
4w SH Internet 4SS ECHLHM (Internet Assigned Numbers Authority, IANA) E X, {#5
ipsecalgs #34 , ATA%TXY IPsec ¥ B IAT K.

BXEENESEE , B2 ipsecalgs(IM) FMT. AXMBIERNEZEE , &
£, (#£ Oracle Solaris 11.2 HEHEMBANEF ) FHIE 1 3 MBS,

ipseckey #p%

A EFEBR ipseckey 634 A FIKFaNEE IPsec 4], B X ipseckey an4HI
B9 , 50, ipseckey(1M) FHK.

ipseckey IR EEEEM

#H Network Security (M&%&4) 8% Network IPsec Management (%% IPsec &
7)) PIRECE A BT MER ipseckey SMINBUBRNTAMEEE. MRANEE
RIS ST SRR |, (E4 B IPsec BEMEL.

7 - ARATRL , EER IKE MEEF3hnE.

BREZER  ES N ipseckey(IM) FH R LKL E.

kstat ﬁié}

kstat 5 BLB/RFT ESP. AH F1H th IPsec HIEHNZITHEE. “Xf IPsec #l IKE &

NEBRBHTHIERER" [187] ¥ T 5 IPsec #XHIEM. FHES N kstat(IM) Ff
.

snoop fn<# IPsec

snoop #4&ATA#AT AH KA1 ESP k. B3F ESP XfECHEUESHITMNE , ELL , snoop
WSNBEEERS ESP RIFMIMNEK. AH AXFERSH TN , Bt , 9TRAER snoop 6
SXES AH REFRIBIS. i -v ERERANXEER AH, BXEZER
BS ), snoop(1M) F .
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IPsec %

BREZEFRIPEFHIEH snoop Hih#6] , 155 RAAKK AR EX IPsec R [115].

WA MERE=F MR DT , BlaNRBRHFFIRIKE Wireshark (http://
www.wireshark.org/about.html) , A& FThRT S IRERZR4: .

IPsec RFC

Internet TF2{E%4H (Internet Engineering Task Force, IETF) EXE£H TIHEZNAB IP 2
REEREMINERIEM A (Requests for Comment, RFC). FXIEM RFC I
BN http:/iwww.ietf.org/, BUF RFC JIRAEEAE LN IP RS EER -

m RFC 2411 , "IP Security Document Roadmap" , 1998 &= 11 A
m  RFC 2401 , "Security Architecture for the Internet Protocol" , 1998 £ 11 B
m  RFC 2402 , "IP Authentication Header" , 1998 £ 11 A

= RFC 2406 , "IP Encapsulating Security Payload (ESP)" , 1998 4£ 11 A

= RFC 2408 , "Internet Security Association and Key Management Protocol
(ISAKMP)" , 1998 4£ 11 A

s RFC 2407 , "The Internet IP Security Domain of Interpretation for ISAKMP" , 1998
F11 A

m  RFC 2409 , "The Internet Key Exchange (IKEv1)" , 1998 & 11 A

= RFC 5996 , "Internet Key Exchange Protocol Version 2 (IKEv2)" , 2010 £ 9 A

m RFC 3554 , "On the Use of Stream Control Transmission Protocol (SCTP) with
IPsec" , 20034 7 H

IPsec &4 KEXBURE

BX IPsec RERFMEMEIHEERBER S XRIIIEE (SADB) F. LLXIX
(security association, SA) {RIMENBFSNL A,

in.iked SFIPFHFERD ipseckey d5{F F PF KEY EIEFIEO 4P SADB, Hx SADB 1]
{AMEVERIBEEREZEE , ESN pf_key(7P) FHE.

IPsec FHIZLIEIE

Internet #4335 # (Internet Key Exchange, IKE) MX4&B31EHE IPsec %40, A PAE
F ipseckey 654-FENEIHE IPsec SA , (B EA IKE, BXREZEE , B85 N IPsec
T REHEAAETE” [85],
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IKEV2 $3%

Oracle Solaris IR EIE T A (Service Management Facility, SMF) ThaEHA IPsec $24i
AT HEAEIERS -

®  svc:/network/ipsec/ike fR% - BT EINBEIEE4AM SMF RS, ike FREBM
AR, ike:ikev2 R SKBNEAT in.ikev2d TR (IKEV2) AR B ZNE
EAETR, ike:default JREFIEST in.iked SFHHFE (IKEV1), B X IKE Eﬁi}fzﬂﬂ
BSNE 8 F KT Internet B4R, FRXLTIFHENEZERE , BEL
in.ikev2d(1M) #1 in.iked(1M) FH K.

®  syc:/network/ipsec/manual-key:default fR% - BT FahEIRE4AM SMF AR
%, manual-key fRFIZTH A SFPEIH) ipseckey e KFINEEEL. HX
ipseckey W& HIEH , 15E N, ipseckey(1M) FHE.

IKEV2 &%

IKEV2 ERRT IKEV1, BXkbLE , 550 Thi IKEv2 #1 IKEV” [121],

IKEV2 3KARFEFFI3C 4

TREAT IKEV2 5 H%E‘]EEE%’-‘F IKEv2 WEARTEAB AL B DAK SR IKEV2 R Fhén 4
*ﬂﬂﬁ% BXRRFHEZEE , B3N (7 Oracle Solaris 11.2 FEIERG/RS ) FH
= REEETIA®AN.

121 IKEV2 JRE-&FR. 4. BEMBOFEELEDREERE

Xt B, GRS ViEA FHR

svc:/network/ipsec/ike:ikev2 B IKEv2 B SMF fR%. smf(5)

/usr/lib/inet/in.ikev2d Internet B4A3E# (Interet Key Exchange, IKE) SFIP3EFE. in.ikev2d(1M)
JAR ike:ikev2 BRSBPRIMIE BB BAETE,

/usr/sbin/ikeadm [-v 2] RATEBRMIRIHMER IKEV2 RIZK IKE BG4, BTEER  ikeadm(1M)
IKEV2 ‘E1833% |, #Flann] B Diffie-Hellman 45,

/usr/sbin/ikev2cert RATUEERARE (ikeuser) KM AIEMFHEASIEDAIUE  ikev2cert(1M)
FHIRFEEESS. VA pktool 14,

pktool(1)
/etc/inet/ike/ikev2.config IKEV2 SRREMIERETCE . BEATILAEN IKEV2 K ikev2.config(4)

SN IKEV2 KA, ALY,

WRLHEFLE , fE/BF ike:ikev2 JRSET , in.ikev2d SF3P
HFELEFN. TRMEA svecfg S ERIHERNE.

/etc/inet/ike/ikev2.preshared BAEES , HFNRERETIEBRRIEN IKEV2 REIHIT  ikev2.preshared(d)

softtoken B4R E

TBUEIRIE .,
BE IKEV2 KIRATIASRES |, 13 ikeuser FTA. pkcsll softtoken (5)
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IKEV2 3%

IKEV2 RS

RS- EIE T A (Service Management Facility, SMF) 3243 svc: /network/ipsec/ike:ikev2
RS SRBIVETE IKEv2, BREBIT , WRSLTERARS. BRERS 28T, HIRE
/etc/inet/ike/ikev2.config AT AIEF MM IKEV2 BLE.

PAF ike:ikev2 IREBMERTTACEK :

®  config file Bt - TE5€ \KEV2 BCE SR E ., YIIA{EA /etc/inet/ike/
ikev2.config, WHFABHHARIR , W ikeuser FTH. BAE(FERAEMIH.

= debug level B — % E in.ikev2d SFIFHFERVEALL S, ¥IA{EA op BX
operational, B XATBEHIE , iES N, ikeadm(IM) FH T+ "Object Types" (X5
Bl) THRBAEIINE.

= debug_logfile JBM - 15 TR IKEV2 WBEESUHIIAIE. VIRAEA /var/log/
ikev2/in.ikev2d.log,

= knf_policy M - REMEPR RGN BEHIE. TREEA /etc/inet/ike/kmf-
policy.xml, WEICHHRBYFAMNIR , WIE ikeuser FTH . B AE(FERAEAMMH.

®  pkcsll token/pin JBME - RETE IKEV2 STHP#HFZ BNEY FSREREIB4AER PIN,
ZENEFER ikev2cert setpin 4 A4 IR EMEILEL.

®  pkcsll token/uri JBME - REB4SAEM PKCS #11 URI, E{FBAMHEME R _FRELE
i, IR R E.

H¥* SMF =5 , 55 N, (£ Oracle Solaris 11.2 FEIERLRE ) RS 1 = “BR
ZEHTARN. FESNW smf(5). svcadm(1M) F1 svccfg(IM) FHR.

IKEV2 ~FiP3tFE

in.ikev2d TP FEE S ETE Oracle Solaris &%t IPsec N RR4R, XTPdHfE S
THEPNXEERE ARG |, MERZRIP A AR L XEX (security association, SA)
RBLTRAERMEMRL, ST AR RIE T AT RIER IPsec FHBIT IKEV2 YR
PBERARS LIETT.

BRAETEINT , svc:/network/ipsec/ike:ikev2 BREF2H. BLE T /etc/inet/ike/
ikev2.config EFEBA ike:ikev2 JRE3LAIf5 , SMF £&E A% 8| S8 /23] in. ikev2d
DR asvie

Y IKEV2 STHHFREI TR , RESFXTHEXEF IKEv2 KK TEIRINE , B4
4. RELEXHFPISENNRIENG , B3hE# IKE 48, in.ikev2d STIFEHFEET
PF_KEY EFEFMITAMEIENR IKEVER , FHTSNEBEER. BXEZER  FS
W pf_key(7P) FHR.
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IKEV2 $3%

BN IHF IKEV2 STHPFR, ikeadn 4T TEE IKE kM., BXEZEE
BS N IKEV2 f] ikeadm #34>" [204], fF /] ikev2cert @34 AIIABFMNEIR N SHER
R, BXEZEER , ESWIKEV2 ikev2cert 454" [205],

IKEv2 BCE X F

IKEV2 BLE {4 /etc/inet/ike/ikev2.config AT B IERLN |, XL FSkA IPsec &
B&SCHF /etc/inet/ipsecinit. conf FISA{RIFIIFEE LK i m IR 4.

$/ IKE E4AEIRAENNFIL RS, IKE LNFRAMEMEHRT R RS ML
ZHNEEERAE AR, £RSWATEL AN , FIZNER IKEv2 SA B4 Z BIRERE T
[B) ikesa_lifetime secs, Bk IKEV2 BLEXHHRG , 155 W E AT ZHNE4

ACE IKEV2" [128], B X IKEV2 RESTARBIFIREER , ES N, ikev2. config(4) Ff
.

IKEV2 35 IPsec SA £1R1E IPsec LB {4 /etc/inet/ipsecinit. conf FRRISEME Sk
RiF 1P A,

ike/ikev2.config XML LFEFEIYE ipsecinit.conf XHFHRILLIFESIMEM., B
KEMEE , ES N ipsecinit.conf 1 ipsecconf HIZTEFEFEIM" [199].

IKEV2 ] ikeadm 654>

Y in.ikev2d SPHHFRIZITES , ATRAMER ikeadm [-v2] 65 BUITATIRE -

. BE IKEV2 RKERNKANAE.

»  BIR IKEV2 SPHP3FEXT S |, BIRaNskBg RN, T HZR%4H. 0] Fi Diffie-Hellman
. MEMBEE A RINEMIES) IKEV2 SA,

ARG SHERR/REIFTTERER | 55 W, ikeadm(IM) FHR.

ikeadn T SBIBLIEETIT ipseckey HOMBLTEEFMAM. AXHEEE 5
20l ipseckey IR ETEEFEIN" [200],

IKEV2 FRSEH Z B

/etc/inet/ike/ikev2.preshared {EAE IKEV2 RS {ERMNMIAcEEZMN®4A. 0=
ikeuser fTH , X 0600 {73,
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IKEV1 3%

EEEMSLZHR4EAM ike/ikev2. config AT ECEFNIET |, PREFIBREH
ikev2.preshared 3Cff. H3TF IKEvV2 {f XL Z HBESAIIE IKEV2 X% T, XX
HIAIRAE in.ikev2d STHPH BT A FEM AL Z R ZRMAN 2 IS B .

IKEV2 ikev2cert 54>

ikev2cert e FATAEM,. FHEMEIE N, FMEAKIER., 7£ ike/ikev2.config M
FNFERE , ARMERAL S S . BT IKEV2 (FRXEERRIE IKEV2 XEF | IEHNH
SRAE in.ikev2d SPFHFREEUTAT HZUEBHFN Z 5T 26z,

ikev2cert a4l ikeuser B pktool f4.,

AT ikev2cert dp& A AVETE IKEV2 BEP, XLy LI ikeuser IKFIZIT, 45R
1Zf£7E PKCS #11 softtoken Z4AES,

®  ikev2cert setpin-— A ikeuser Al PAER— PIN, {#HIEHEEZRZI, PIN,

®  ikev2cert gencert - £ EZE LI,

m  ikev2cert gencsr - EREPEREK (certificate signing request, CSR).

m ikev2cert list - FIHB4EAFEFHAESD.

®  ikev2cert export - BPEFPESEHESH .

®  ikev2cert import - § AUFHEL CRL,

BX ikev2cert TR SHNEIANESR , ES N pktool()) FMR. BXRHBI , FEN

ikev2cert(IM) FHITW. H X softtoken EEERIEE , ES M cryptoadm(1M) Ff
o,

IKEV1l &%

IR BB A X IKEVL S2(ER. IKEVL B44 IKEV2 B , [FERTRURMHEIRK
BEEAEE. AX IKEV2 WEZER , EE N IKEV2 £%7[202], BXILE , 55
WPEER IKEv2 1 IKEV1” [121],

\KEV1 SSRIFERFFSCH4

TREART IKEVL REEHBCE S, IKEVL BEARITEME B AR SCEL IKEVL K Fhdp 4
MRS, BXBBMELEE , B5 M (1£ Oracle Solaris 11.2 FEHRALZRS ) P
%1 ERSEHETLARN.
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IKEV1 $3%

*® 122 IKEV1 [R55-2 7R, <. BCEMBAFMUEUREHEE
BE. B4, XHREE BiEA FHRI
svc:/network/ipsec/ike:default  EIE IKEV1 ff] SMF R, smf(5)

/usr/lib/inet/in.iked
/usr/sbin/ikeadm [-v1]
/usr/sbin/ikecert

/etc/inet/ike/config

ike.preshared

ike.privatekeys

publickeys B3%

crls B

Sun Crypto Accelerator 6000 1

Internet T4ARTH (IKEVL) SFP3HFE. B ike REEPRIRIE

BN T4AEIE,
ATEFEMIENSH IKE REEH IKE BG4S, AFEEE
IKE BT % , FIaNMEL 1 BILFI7] K Diffie-Hellman 28,

AT HEREE RPREBRNAEUERE FEIEB R S 4
TR P th A AT R PRI R AN AR 1 L

IKEV1 SEM IR AR E X . BEBTLAEEAN IKEVLIEK
FIHERIMNE IKEVL VSRS SFL,

MR , R ike BREAET |, in.iked STHHFESST
=), TRMER svecfg BB E.

/etc/inet/secret HRPHMARZRAM. BERTEN
B 1 TP IIENES . FERTUCEZARAEE IKEVL B
#R.

/etc/inet/secret BRFHRFEAER. B AHRAXTHFL
HERSY.

/etc/inet/ike BRFPEENAIBERIHHBER. BEAH/
FLEAST RN SAEBSY .

/etc/inet/ike B KA EAATNERICFHHEGHS RN B

X,

BE A TRERG P ABRIER IR N RIERRE . ZRIETE

&N A, FLEAFNNERIEF. Sun Crypto Accelerator 6000 AR 2
% 3 %M FIPS 140-2 AUER %

in.iked(1M)

ikeadm(1M)

ikecert(1M)

ike.config(4)

ike.preshared(4)

ikecert(1M)

ikecert(1M)

ikecert(1M)

ikecert(1M)

IKEV1 RS

RS- EIE T A (Service Management Facility, SMF) 3241t

svc:/network/ipsec/

ike:default RFAEIE IKEVL, BRETERT , WRSATERRE. SAKRSZHT
W32 IKEVL BLE U /etc/inet/ike/config,

LT ike fRS5BIMEEFTECEM :
®  config file BM - RE IKEV]1 BLBE X E . ¥IIA{EA /etc/inet/ike/config,

= debug_level JBME - 1&E in.iked ?TFJ‘&%%E@WW%&%IJ

operational, N, ikeadm(1M) FHTRF "Object Types"

BXURENE , EFS

) THXBEEKRIMR.

" admin privilege Bt - &E in.iked SFHPHFZHFAERF,
1 modkeys # keymat, BIRIFAEE , iE

)L, (£ Oracle Solaris 11.2 FEIRARZLIRSE ) FHE
svcadm(1M) F1 svccfg(1M) FHR.

BX SMFIER , E2
SEHTARN. FF
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YA1EA base, HAth{E
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IKEV1 3%

IKEV1 SF1P3tFE

in.iked STIPEFER] AE SHEIR IPsec SA , AFERIFE A IPsec MAMMBER4E, S
IPHFESI1Z1T IKEVL PMYXHIXT S ARG 2HE ISAKMP SA # IPsec SA,

REMEINT , svc:/network/ipsec/ike:default fREGEKBAH. BLE /etc/inet/ike/
config XM B ike:default fRZ G , SMF 27EAZE| SE 23N in. iked ST
HFE. BRT /etc/inet/ike/config LIS , HABRLE FFASTEHMSCHFFEIR ES |
BEVEX SMF B, BXEZ(EE , 155 N IKEv] SLRFE A4 [205] #
ike.preshared(4), ikecert(1M) PAK in.iked(1M) FHR.

JoF ike:default fRSJE , in.iked SPAPHFE O] DUSERECE UM | TSR E IKE X%7
HKIINESK LB R B IPsec BINED SA 53K,

XFKE IKEVL STEFHIIMNBIEK |, ike:default JRSEHIECE 7] DARSRE SR AR AN A,
A, RENESKEIT PF_KEY FEOMA. MO AR IPsec NAZERS (17fi% IPsec
SA FPITEMENEE) SEEAEIETI R in.iked (FEHRFEFIZEIT) ZBEH
Bz, YANREE SA RPat , BE48Id PFKEY MG in.iked SFIHFEAE—KIH
B, BXEZER ,BESNpf_key(7P) FH K.

B N4 IF IKEVL SFHHFE, ikeadm €540 DA IEEIZITROSTIR TR IR 1T
0. ikecert apd BB AEH_ERUFBEIEE. ike.privatekeys F publickeys.,

BRXUEGANELES , B2 M in. iked(IM), ikeadm(1M) F ikecert(1M) F
T,

IKEV1 BCE X

IKEV1 BCE {4 /etc/inet/ike/config fR3E IPsec LB {4 /etc/inet/ipsecinit. conf
FRRRSATE IPsec (RIPIIMEREIE SA,

{8 IKE MBS EIEAFEANL /S, IKEVL SIRARMRIEAEIZITH—1 IKEVL PP
HRERAZ. ZHNEEERIEA TR, £ RSHAIRENCIEERHFMRIZRRZ LN

T, Bk IKEVL 5REE ARG, 155 0 FRTE L Z N ESARCE IKEV2" [128], Bk
IKEV1 REEIRARBIFNEER , S 0, ike. config(4) FMR.

/etc/inet/ike/config AT A/BEERIELA T ARAESSINAER& 12 : RSA Security Inc.

B PKCS #11 &4 k%40 (Cryptographic Token Interface, Cryptoki), IKEv1 {# i,

PKCS #11 Fevslali A TR A MR M B4R 7 8.

ike/config XHFHIRLFEFIMY ipsecinit.conf XHFRREFEFMIN, HXRFH
28 , S W ipsecinit.conf F ipsecconf WL EIEEHI" [199].
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IKEV1 $3%

IKEV1 ikeadm 654>

ATAfEF ikeadm anSHITRATIRAE ¢

BE IKE RSN AT

B IKE P T2 E M

BIRIEMNER 1 AT HBRIE X SA BIZMISTITER

VIR IKE BN Es#k

IR IKE SFHPEEREXT & |, GIRNFTAMEL 1 SA, SERAN, WL ZmMa4E. TTAK
Diffie-Hellman 28, BHEX 1 MEBARAIEE L , PRIEPSEEF

BRI A SRETRRRGIFTERR | FS A ikeadm(1M) FHR.

IEEIETTH) IKE SPAPSRZMAAER AR E T A AE B FMEY IKE FIrtR2 L m.
A AB =FHFARER R

base Z& 1 REEERDER TS, base KAIRREIFET,
keymat £&% 3] AIRAMEA ikeadm 4B FH KFRHIE4A.
modkeys &5 aTAMIRR . SEFRIITRAE I F A B4R,

REIERSEBUFAN , AJfEA ikeadn 654, MRBHITAKAER , FEH ike RF
(K admin_privilege JE@M. BXRIGIFANEY , H2 W EHIEIEIZITH IKE T8t
F£" [195].

ikeadm S SHLEIEEFEMS ipseckey SR LLIEEFTMEAN, ES W ipseckey ]

LEEEFEM [200], BRIFET ikeadn s HFMEE , 1ES N ikeadm(IM) Fl}
P

IKEV1 TR Z R B4R

NEFHRETRELZHNEL , XEBEPEIEMETE /etc/inet/secret B3R FRIXHF.
ACE ike/config FAIFLNIRAE TR ZMBEART | ike.preshared XHFEE A TIEL
1 THMAMTRGCLZHESA. ipseckeys XHESHATHRY IP ERNMAELXZNT4. &
0600 {RIFIXLETHE, R 0700 {RIF secret B3R,

RTIELZNEARTRIEME 1 328 , RMAE in.iked STIFARR BN AT , A3CH
DIRE

BXFEH IPsec BHAKRG , ES N F 3402 IPsec #4A [109].
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IKEV1 3%

IKEV1 AR EMG <

ikecert TpBEIRAMAGNNAAER. AHIEPMES CRL BUEE. £ IKEVL BCE
XHFBELFEDRE , ATRMERS 4. BT IKEVL {F X8R ERIENE 1 3% ,
FAIRIEERTE in. iked ST Z BRI UEIEE. UT=FHLaaldbiE=
ﬂ‘%ﬂEfﬁE‘]ﬁqﬂ—ﬂﬂ . certlocal, certdb *I] certrldb,

IR ALIERET —4 Sun Crypto Accelerator 6000 4R , ikecert #54-2{# A PKCS #11
FEARRE 4 A FE B 1FAE.

BREZER  ESN ikecert(IM) FHT., HX metaslot LK softtoken Z4AFE)
58,1520, cryptoadm(AM) FH .

IKEV1 ikecert tokens #p<

tokens ZEEINHBFTHKISEE ID, FHLSK ID B , ikecert certlocal #1 ikecert
certdb g3 DA AASUERHN CSR, XELT4EAFEH M, 0] ATEAETEIETRR Sun
Crypto Accelerator 6000 #R_E, ikecert 54§ PKCS #11 FEifjlalE B4R .

IKEV1 ikecert certlocal #54

certlocal FnSEHEMIASIERE. FRAFHLSR0LEm , aTRURM, EFFBIFRFL
H, TFHSEATREEZZHIEREL CSR, -ks EMATAEBZEAKIED, -kc
EMABiE CSR, REATZMETERSIM /etc/inet/secret/ike.privatekeys B3xH |, siFE
BT -1 ISR 4

BIEFLEART |, ikecert certlocal 4FSHNEIRMWALE ike/config T AFFER
T, ikecert 3N ike/config W2 AN X R0 FRTR.

% 12-3 IKEV1 ] ikecert WA ike/config TZ [B)IXT N K&

ikecert 1EMM ike/config J A

-A subject-alternate-name cert_trust subject-alternate-name ME—#MRIEPAIFIG . FTEERMER IP Hulk, EBFARHH
e .

-D X.509-distinguished-name ~ X.509-distinguished-name IERMARNMMTTRERTR , BFEEZRMX (C). HARK
(ON). £H£REATT (OU) MAR&FR (CN).

-t dsa-shal | dsa-sha256 auth_method dsa_sig —FhiR ETE RSA fI8 IIE AT,

-t rsa-md5 F auth_method rsa_sig —FhiR L DSA FSIRAIIE AT,

-t rsa-shal | rsa-sha256 |
rsa-sha384 | rsa-sha512
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IKEV1 $3%

ikecert 1% ike/config I ViEA
RSA NAMRAEIR A ER AR payload (FHHR
fir) . BE  AMAEWATR (40 X.509 AMRE) ERAK
BRI,

-t rsa-md5 F auth_method rsa_encrypt RSA N BHIEGITEANE IKE FRSH , (BEEXK

IKE S$4 77 MBI A 4.

-t rsa-shal | rsa-sha256 |
rsa-sha384 | rsa-sha512

WNR(F M ikecert certlocal -kc @34 &4 CSR , MAK a4 M H R X FEH
MAHLH (certificate authority, CA)., ANREHKIATIZETTECHAHEALEM (public
key infrastructure, PKI) , MI&¥ i &i%£4 PKI B GR, #& Tk, CAZk PKI B R
SO, REGEFERE certdb Fis SR . CA REILEHNEDIMSES IR
(Certificate Revocation List, CRL) & certrldb F#5 B,

IKEV1 ikecert certdb #5<

certdb Fan & EIRNABUERE. (ERANFHLSMEm , ATRUR, EFRUEBIERERH
N4, %I AN ikecert certlocal -ks & TEIRFE ARG EA RAEBIEANIATER.
BAXRERE , EERAAFERABEE LNEDECE IKEVL [157], badb M CA i
FREREZ AWMA . BXRIRE , B NAAER CA ELFNERECE IKEVL [162],

IEBMNATFAETER LN /etc/inet/ike/publickeys B3RS, -T EIMAEIERME A L7
fEEF, RPN,

IKEV1 ikecert certrldb #p<

certrlidb Fand4EIRIEPH4YS K (Certificate Revocation List, CRL) #3E[E /etc/
inet/ike/crls, CRL ¥UREFE4EF/ANAKREESR. FEESRKIEPREESELSIFRS.
Y CA IR CRL B , AT Af#EF] ikecert certrldb @347E CRL ¥UEEP K
CRL., BXiI#E , 55 WAL IKEVL 4N EMEHHNET [170].

IKEV1 /etc/inet/ike/publickeys B3

/etc/inet/ike/publickeys B AGAFAEAXT I NEFE 0 B HAEPB S EXHTIE
. #% 0755 RIFIXER. ikecert certdb fIIEFKER. -T UK BLATFIETE
Sun Crypto Accelerator 6000 Az _E , TIAEFAETE publickeys B3R,

XL RIS A S E B — N RS A HNEBH X.509 #RiA%. MREREX
BHRED |, WA RS B AR AE B REZG SR . RERKE CA
FRED , NPERANZELIEB I CA ZREIMEIRES, BLE—NETAIXE) CAK
CSR HIEH. th&de CA KuEP.
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IKEV1 3%

IKEV1 /etc/inet/secret/ike.privatekeys H%

/etc/inet/secret/ike.privatekeys B3R IZME BT AN SARERXT —EB N BORLERSCHE, %

0700 {RFZBER. ikecert certlocal a53ET ike.privatekeys H3F., FEREHXNA
. BELRERE CAJF , AL, STV /ASATEELE /etc/inet/ike/publickeys

BxH , SEMEIFRNEHSF L.

IKEV1 /etc/inet/ike/crls H3E

/etc/inet/ike/crls BB EIEPINEHSIK (Certificate Revocation List, CRL) (. &
AXMHEBXIRT /etc/inet/ike/publickeys BSRFHIAFIERI M. CA AFUEFIRM
CRL, TJRMFFH ikecert certrldb sn4iETEHURE.
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3DES

AES

asymmetric key
cryptography (JEXIFREZ4AE
iica)

authentication header (¥uE
k)

bidirectional tunnel (XX [Ef%
)

Blowfish

broadcast address (] #%ith
3t)

certificate authority, CA (AE$
MANM)

certificate revocation list,

CRL (VEP#sHTI&R)
chain of trust ({5{E4%)

DES

R D) S

E& I, Triple-DES (= DES) .

Advanced Encryption Standard (SZRINEARAE) . —FPXTHREEEIE
mEEA, EEBAFLE 2000 4 10 AXBZFHE AR Rijndael Z{K{E
FHEIEIRAE. AES WNTMEXRT DES BUABUATRIINZEARHAE .

—FIMWRS: | HEAE ST AR R AR BT
BEAMRE. EXNHREARTAXNHREAMEBERIL - RL{EE. Diffie-
Hellman algorithm (Diffie-Hellman &%) 2 —FFAESTFREEATMNL.
M RYES symmetric key cryptography (SIFRE4ITEDSE) AHRY,

A 1P AR IO UE M TR M AR AR EMERY K.

AT RAR e (E 4 B E .

— PRI R E % , ©XA 32 {13 448 AT A K EwR4EA. HiEH
Bruce Schneier F#R Blowfish 4t X B4ARNEE BN FBFEF3H1T
ot

IPv4 Mgt , HENEBAMIFTEfRI24 0 (10.50.0.0) &4 1
(10.50.255.255), MZAHMILE_ERITE LA X R B 0 ag L
BEERZMEH T ITE.

TSIRIESITBLRAT |, TR FT QIR M 24 FIA 4 L4
STEOMTFAER, CA EHETEEBRAAKSH.

B CA #ssASIEPIFR. CRL fHE1E CRL BUEET | ‘% ¥iRE
FEIET IKE SH T4,

£ X.509 WF P | WFBMAYIMFIEM trust anchor ({5{X48) EIAF
WEBAENAIER ] UG (AN BT A I8 IE4E .

Data Encryption Standard (¥iEMNEARAE) . —FHFRESAMETT

&, FFAT 1975 48 , 1981 4EF3 ANSI AR A ANSI X.3.92, DES
£/ 56 (L&,
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Diffie-Hellman algorithm (Diffie-Hellman &%)

Diffie-Hellman
algorithm (Diffie-Hellman &
%)

digital signature (¥F&4)

distinguished name, DN (#R
REB)

domain of interpretation,

DOI (RS:higiis)
DSA

dynamic packet filter (zh754
Higa%)

ECDSA

encapsulating security
payload, ESP (H¥%Z£2HN
)

encapsulation (&%)

firewall (FfikiZ)

hash value (83{E)

HMAC

ICMP echo request
packet (ICMP [B|Bi&EK4,)

IKE

WHRANER"HELS:, Diffie 1 Hellman F 1976 £ R AT HREZ4EA
—BERY. FRZINY , A PR IEARNR B R 4R I
TEEARLHN AR T4, IKE MY EZESF A Diffie-Hellman,

B ANE AR F A S AEMEH S BT AR | AT RRARIEE,

—ME RS B F R BERREZEERNRELAIE, $RR%EF1E LDAP
N X509 MERBURHMBFEAF, BEXELEE , HS N A String
Representation of Distinguished Names (http://www.ietf.org/rfc/
rfcl779.txt) (AMRBNFRBRR) .

DOI & X ¥R, MEBEREITR LML LARERNHEL
E. REHKE, MEEEMNEEEETREMKEE.

Digital Signature Algorithm (BF&L£%E %) . —FAEL , XAX
JNAJ AR (512 £33 4096 {7) B4, EEBAFFRAE DSS fJik 1024
i, DSA HEAIKET SHA-1,

55 N, stateful packet filter (BIRSBILIEDS) .

Elliptic Curve Digital Signature Algorithm (#RIFhZ&IMFE4LE
%) . —HETHRBAHFEENNPREL, EEMEEKERL
Z0F , FTHE ECDSA B4AK/NAR /T DSA 4AK/N,

AR EMEAREERY Rk, ESP 2 IP R2KARLEHM (IPsec)
ARz —,

EF—MEFRERNBRAFHELRE , RS —MEREES
MMBBGATF.

BALRNE MK HRNIEMNS Internet [BES , ATFTLEE Z2ISMNB
RANRHARESIRM. HAETAEEaEE, RIRRS M
NAT (network address translation , PZ& il 64 )

—DMXEFREE T . (ERBSREAT IS REFRAIHE
FHWHEB. MD5 F SHA-1 #B/E T M EIZREL.

AT HTIBERIENINERSIFIE. HMAC BERARIERETE. HMAC
S5ESMEEFIR% (520 MD5 8% SHA-1) RN ERLZRARCEE
. HMAC (InEREN BURT IREHIS R A4 .

RIXE Internet ERITEAUEKRIN KB, HEZEEIEFE A "ping”
.

Internet Key Exchange (Internet #433c#) . IKE FITTEB3IA IPsec
24 KBX (Security Association, SA) 12 2T BRI AR
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link layer (%1% 2)

Internet Protocol, IP (Internet

#R)

IP

IP header (IP k)

IP in IP encapsulation (IP-in-
IP £3%)

IP link (IP §&§%)

IP packet (IP 1)

IP stack (IP %k)

IPsec
IPv4
IPv6

key management (%4A%
)
keystore name (4AFE&FR)

label (FR%E)

link layer (4&i%2)

1£ Internet _ERFIEN—ETTBENREE S — AT BT BRI AIES
I8
52 I Internet Protocol, IP (Internet #/MY) . 1Pv4 Fl IPv6,

Me—#rIR Internet B —+FUHEE. ZBIEBNIEIER B R
b, SKHPEE—NIEM |, ZERMAFRME LT,

IR IP AT IP BRI EEENS.

BEIASNE , TRUTETEAHEEE L TEE., HKERE

L0 1PV4/IPV6 ERT—Z. BIaNRAKR (ESEsiriE) 3k ATM ML,

AT —ANEREA IPvA FRISTHATEIEEL— IP 4%, BER—

MNFMELATERIECAZ A IP 5ERE. 7£ ATM LANE 1, —/ IP 4%
%E—’Mﬁﬁ LAN, 7E{£/ ARP B} , ARP ¥MXESCEZ#14 IP 4%

BT IP FRESE. IPBEESKINME. KEEABRNIEILA B AR
gk, SKFREMT BRI TAMRAMERAS B AR B s,

TCP/IP ZEWHAR. X EIEHIRIATHA T PSR 55 250w K AT
BRIREENIEETHNEE (TCPE. IPZ , BRNELTHME) .

IP security (IP &2tf) . A4 IP SRR RSERLEM.

Internet HIYARAS 41Pv4 BESFRA 1P, BARASTHF 32 (ot Z5/E).

Internet BMXERA 61Pv6 THF 128 {25 (a],

BIRZL £ KBk (security association, SA) AT,

18 541 network interface card, NIC (M4&3£0F) R MHEXIH
(BREEAE) TEEMEBIR. BAELHRNFRALSIETSHE ID,

1. IKEv2 N4 |, 2NR auth method A preshared , E{EWAS
RS ZBEAT T 1abel R HEILEL.

2. 432 IKEV2 IEBRE AKX, HEETHERAEPIRENESH
BBy (RS, AAFRRGHES) .

3. SRR BURLE R B3RS [)3%%) (mandatory access control,
MAC) $§7<. Confidential (#122) 1 Top Secret (48%%) EFrErE
B, BIRERMEEHEE MAC HRE,

4. IKEV1 ML RBET |, EER TR,

£8P IPVA/IPVE T —Z.
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link-local address (4ERgA<Hhtiih)

link-local address (4E3%453b
Hsik)

marker (3RIC2S)

MD5

message authentication code,

MAC (JHERRIED)

multicast address (%%
i)

multihomed host (Z XX
#l)

NAT

network address translation,

NAT (PI&g3tihit et )

network interface card,

NIC (RL&#AR)
packet filter (BITiE2%)
packet header (413K)
packet (1)

packet (£1)

payload (F¥HTFT)

perfect forward secrecy,
PFS (ST2IEM{RE)

£ IPv6 1, TRk _ESHEASKINE 20 B shRC &t B (IR
R BREBELT , SEAHhEE MRS MAC st 8132 K.

1. diffserv {KRLEMIF IPQOS FFII—MERR |, EERTEREEA
FHMESRC IP B/ DS FER. £ IPQoS ST , ARCAERE

dscpmk,

2. IPQoS KHIFHHI—/MESE | B1F A PR EFFCAK M K E
U LAN 88, AP IRSCRETERER VLAN IR & EME A BN
o BAERFRA dlcosmk,

—HMEEMEESELR , BTFHTEERE (BEBFER) . XK
T 1991 £ Rivest FF4.

l\)/lTAC A[HREIRRN TN | FRIEBIRASRIR. MAC REERTLESD
.

PUFE A RAME—EIEO K IPv6 Hiflk, REFIZEHIH A L%
FAFRATAED. IPv6 ZikihtS IPv4 TGt B ZThEE,

RBSAWBENATAGOIANRE. S EETHTLE Hn
A

52 I, network address translation, NAT (g3hibEde)

B—APEEFE R 1P M N 5 — AWK ERAR R 1P bk
K. BTRBIFTENLF P HUABE.

YERMEIEONMEIERC R, —L& NIC TTLEA L MPEHED |,
igh K.

— A KIETRE , FTRARCE A Ao ik Bt AL F5 RE AL B k3
B5 I IP header (IP3k) .
SN, IP packet (IP A1) .

B BELREA— N RuERK—AEE. B3 IP header (IP
k) PAR payload (R#fT) .

I AERNBIR. AR A IR BRI B AR B

g-»rmr“

£ PFS /|, RREfE MARIPEEREMNEAIRE AT, IS, AR
REfE AR EURE M ESANIRIR A Kb E 48, FEik , PFS AIFLLAR
EARHCRAIEE.

PFS {CEATEERIEMBRAH. HES N Diffie-Hellman
algorithm (Diffie-Hellman &%) .
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SHA-1

physical interface (#1383
H)

PKI

proxy server ({RIBARS-2%)
public key cryptography (/234
HRLF)

replay attack (E{HiE)

router advertisement (F&EI%8

BE)

router discovery (F&EIZ81E
)

router solicitation (FEERZ8E

3K)
router (F&EHZS)

RSA

SADB

security association, SA (&

£XEX)

security parameter index,

SPI (R£&E¥&Ksl)

security policy database,

SPD (R&RBEIERE)

SHA-1

A SHEMKNERE. EREE EARERINFEFUEMEEOF
(network interface card, NIC) 353, —££ NIC AJLEB L /MEER ,

20 igb,

Public Key Infrastructure (/AGAZERLER)) . BREREIED. IEBMALL
MFANFEAEMVAME RN RS , A TRRANKAE Internet FEH TR
& A B Y.

TR FUNBTERF (40 Web WSEES) FB— MRS Z RIRKARS
#x. ATEIRER - 6120 , BRIEXTFLE Web 3k SK(a).

—MNERS , BERARMARNES. NASERPAT. F48
AXBEFRWE AT, IKE 7 IPsec 121248,

£ IPsec 1, RAEBHRT BT, FHRNBHEEERKERR
B, AT BGEZINERE , TUEETAE—NTFR , HEX
FRATBNRIP AN & FIIPEIE.

PR E A HAFE AR S FMERRF] Internet BEAIEFE , ZEAZEH
BHTEE , RARMEAXHASERIEEMIE S TES.

FHEIRIT B CE R LA SRR,
FHEREHEIDSIRD (M F— e ) A% BERE &g
2,

BEAEGZMED ., BTREGFERENALZ. MRAF—1E
ARARLSE PPP ERAIRR , WAl X RS ECE IR .

KR FE 2 MNABBAGN AL, ZAET 1978 FERAEFA
# Rivest, Shamir 1 Adleman 44,

Security Associations Database (&4 XEEBURE) . TS RLAFM
THIARR., ESUENT SN S X LRAME X,

TEEMN—DENZB—ANENR L L BHERRIK.

FEE R4 KEFUREE (security associations database, SADB) F3ilit

N2 AR E B TR TR — N B2

BN AT RNRIEANKEIEE,. SPD X IP BEREMTIIE , UL

ME—NMEENZHEST. MZRBAXARITEEERNZA IPsec

BHTRIP.

Secure Hashing Algorithm (R£8FVEIL) . KRB IATT RSN

g ]2\6“ HUETIAZHTIEHE | DAERIEEME. SHA-1 B4R DSA
iN.
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smurf attack (smurf B{dT)

smurf attack (smurf %)

sniff (3FE)

spoof (F8FHkYE)

stateful packet filter (FRE
BLIEE)

stream control transport
protocol, SCTP (FiEHI{EH
PRY)

symmetric key

cryptography (X{FRE4AERS

%)

TCP/IP

Triple-DES (=Z DES)

trust anchor ({5{14#)

tunnel (f%i&)

virtual LAN (VLAN)
device (EE# LAN %% )

virtual network interface,

VNIC (ER#ML&#EN)
virtual network ( EEHAMIZE )

MU EEME|— IP broadcast address (] #%3iik) &4
THEHBAEAG ICMP (8] BAE SR RAXE A ™ 28 P48 R SR sk i .

T EAMKFEIT - BE EABUIEFR—ED5 , DMENLIERT
RS , B H 4.

ERA— 1P (CMBIHERIBEREREEEN) EITEAREHE
B, DURERSS AT EALKRLERANIR., BT IP B0 , BT
WIRSAE R IEEIRZEETANN 1P it |, KB KMER
XEBFEILRGRRE AT,

A RS AT E ShZE R AR S AN FIARER (S SR E SRR g BLE i
packet filter (BIL)EZ%) B firewall (FikdE) . IBIRERAIILACESK
SRR , BREBT IR T UHEL SR A LAKEE.

A5 TCP ZU A AR mmEE B ERERZINN. 1
fjlt\ , SCTP EFFERZBE , EERNIERZ—AURBZ A 1P i

—FEAL , HPHERNRAEENMERERLZ—NAREH. A
REART X EETINENRE. NHREART T IPsec P RE
EHKEIEITINER, AES B—ANHREBEAKIRA,

TCP/IP (Transmission Control Protocol/Internet Protocol , {&%i$5tH)
#M¥/internet 1Y) & Internet REXRBZES NN, EETUES
ML (PNEXMIESMNAR ) R FEIR{E M.

Triple-Data Encryption Standard (=EXUEMTARME) . —FIXTFRER
AMEFIE, =% DES ERWAKE A 168 f, == DES hE{E
3DES.

£ X.509 IEHF , REUEFMAYAKARIES . MMRIEPRIRAES
FERAER ] UE S —ME{E5E.

packet (f) fEFIHAEIRARIZIE. ES N encapsulation (&
®) .

fE IPsecF , ERLEMNRER R RIZEH. ERAKE  JE—1 1P
BEEEIF— 1P BF,

£ IP PRXARHIARM (BiEaER ) &A1 HiRHIBERER RMMLEER
H.

REEIUMLGEBM (MR BEEYIEMK N LRCEM) M
A, /2 (LA IPXI%K) £ VNIC EECE B REIUMLE .,

RAEFIE WS IR R A BN R R T EIR N ThAER & . ISR
EIARE R MR T FEESE AN ARG , BEFRAPILEER (network in

a box)”,

218 £ Oracle Solaris 11.2 PRI L L « 2014 4 9 A



virtual private network, VPN ( EZ4%& B4 )

virtual private network, BAREZEME , (FRABAKME (40 Internet) MIFKEHITIEHI.
VPN (EEfT R4 )
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73|

BWFHES
/etc/inet/hosts X4 , 97
/etc/inet/ike/config {4
cert_root X4EF , 164 , 169
cert trust JXtEYF , 161, 168
ignore crls X458 , 165
ikecert 45440 , 209
ldap-list <48 , 171
PKCS #11 ETq , 209
pkcs1l path 4B , 167 , 209
proxy X% , 171
use http XEEF , 171
INERIET |, 164, 169
TEME 4 B ROIES |, 168
TLFEEE , 207
E , 206
41 , 152
B&LIED | 160
WBH | 124 , 207
TRAEHZMESR | 152
/etc/inet/ike/crls H3x , 211
/etc/inet/ike/ikev2. config 344
TEME 4 B ROIE |, 149
TLFEEM , 204
WE | 202
B&LIED | 136
Bl |, 122, 204
TR ZME4EA | 128
/etc/inet/ike/ikev2.preshared j[ﬁ:
A/, 129, 130
WE , 202
AR |, 187
¥4, 132
Bl |, 204
/etc/inet/ike/kmf-policy.xml 3
{F/, 144, 192

EX , 123
BRE CA KR |, 144

/etc/inet/ike/publickeys H3% , 210
/etc/inet/ipsecinit.conf 34 , 198

NETEE , 93

R4 Web fR%-25 , 100

TEFEFEM , 199

451, 198

A& , 89

2239 LAN , 106

WtER | 94

WxiEE% | 102

WubEI% |, 98, 107
/etc/inet/secret/ {4 , 208

/etc/inet/secret/ike.preshared {4

{#F3 , 153, 194
TN, 125
45 , 156

/etc/inet/secret/ike.privatekeys B3 , 211
/etc/inet/secret/ipseckeys {4

f#F , 110, 193

174% \Psec %48 , 94

EX , 86

AR, 197

BubEL | 111
/var/user/ikeuser , 133

A

REEMAES| (security parameter index, SPI) , 85

TE R
ike/config {4 , 94

ike/ikev2.config {4 , 94

IPsec , 88
ipsecinit.conf 3 {4 , 198
kmf-policy.xml 344 , 192
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L HEMIIEFE (security policy database,
SPD) , 82, 198
%4> h% (security association, SA)
IKEvV1 , 207
IKEV2 , 203
IPsec , 85, 98, 106
IPsec ¥tigfE , 201
ISAKMP , 124
EX , 82
FEelE |, 109
™0 IPsec , 98 , 106
FEMERAE RS, , 122 , 124

Lo REEIEE (security associations database,

SADB) , 82, 201

L4 EHFE (Secure Sockets Layer, SSL) I,

SSL 1Y
LN
IPsec {1 , 86
RLEHTFE (Secure Sockets Layer,
ssL), 31
TLEFEEM , 87
HERZLEWHF (encapsulating security
payload, ESP) , 87
A | 81
ISUESK (authentication header, AH) , 86
ZeM
IKEvV1 , 207
IKEv2 , 203
IPsec, 81
TEFEEM
ike/config 34 , 207
ike/ikev2.config X4 , 204
ipsecconf @54 , 199
ipsecinit.conf 3 {4 , 199
ipseckey @54 , 200
ipseckeys X4 , 111
LY, 87
L LB WHRTT (encapsulating security
payload, ESP) , 87
Pt AH 1 ESP , 86
BUEWESET |, 199
TS ZMEER | 119
ISFSk (authentication header, AH) , 87
-A 16T
dlstat 54 , 20

222 £ Oracle Solaris 11.2 PRI L L « 2014 4 9 A

ikecert certlocal 54 , 158
-a &I
digest 454 , 138
dladm create-iptun 454 , 107
ikecert certdb %54 , 159 , 163
ikecert certlocal #54 , 167
ikecert certrldb #54 , 172
ikecert #p4 , 167
ipadm create-addr #54 , 107
ipf 454 , 60 , 63
ipmon @54 , 74 , 74
-A 1T
ikecert certlocal #54 , 158
ikecert 54 , 209
AH I, 3&uF3k (authentication header, AH)
Apache Web BR% 28
SSL PR #1 , 33
SSL N#ZIE FEIR , 36
/A SSL NzAIE BLE | 33
fnik SSL 4, 31
[E]iR SSL £ , 36
EXIFALE SSL /7 , 39

B
(&
IP, 81
£ NIRFERIRFEA | 83
RIP
EAE , 82
{F/ IKEVl , 124
1/ IPsec , 82, 86
SRR, 82
SR IFERIRFER | 84
KIRIF |, 115
AP ZiEsPHESR |, 56
BT
i3
TESIHLNES | 61
IEESIHNIES | 65
EEMAUANEFEFRA , 60
TENNEE 2 BV | 64
U REIAIALE | 60
BIEMNES | 59
foE , 46



ffs 0
MNETEFNES |, 62
RiP

IPsec #{s , 81

MANARGEZ [BHE |, 96

{# FH IPsec f) Web fR%-25 , 99
£ IPsec KIFSEhRSE , 172
£ IPsec KMLKIE(E , 95

fERF BT #E R IPsec ) VPN, 105

R HNY
IPsec , 86
A B FRIRS
/etc/inet/hosts {4 , 97
AT Z 4R |, 186
#RR4 (distinguished name, DN)
£/ , 210
EX , 156
7~ , 120 , 158
BPDU {#3
HEREIRTF , 16

C
R
IPsec , 88
WFHIAE |, 123, 144, 192
SR LA
ike/config X fF , 94
ike/ikev2.config X4 , 94
ipsecinit.conf 3C{4 , 198
kmf-policy.xml , 123
TETEFM , 199

GG

B, 210
BE

IKE SA , 191

IKE {Z&. , 189

IKE SPH3t 2R , 190

IKE JBtE(E , 189

IKE TS = H%4R |, 190

IP e NAT St 8, 71
IP digzs e ASE , 71

IP SiE2s PRttt | 67

IP iSRSttt s HER |, 72
IP gz PRSI HER | 70
IP T iE=8 PR | 69

IP ig=s HEH , 74
IPsec & , 189
IPsec {5 EMFENE4H , 189
IPsec fiCE , 198
TR IKE #LR , 191
UEPIIESRRS |, 192
(T SN
IPsec , 89
/3 ESP {RIPEI%UEE | 90
3 , 81
Z W, 7
IKEv2 3848 | 133
IP JigzsBCE X , 54
IPsec SA , 98 , 109
ipsecinit.conf 3 {4 , 97
57eXNA6 , 111
B2 LI (IKEvl) , 158
B2 LI (IKEv2) , 136
IEP& 453K (certificate signing request,
CSR) , 162
UEPBZ£ZEK (CSR) , 142
&
B¢ ER®4ER | 179
4 RS |, 147
Wi _ERY IKEVL 3848 , 210, 210
Wi FRPE4R | 163
W _EHREP |, 137

-C &I
ksslcfg and , 34
-c 16T

in.iked SFIFHEFE |, 153

in.ikev2d SPHPIHFE , 129
cert_root 4T

IKEvl FCE S , 164, 169
cert trust 9’6%?—

ikecert 540 , 209

IKEvl BCE 14, 161, 168
CRL (certificate revocation list , WEF#4E%13%)

ike/crls ¥EE | 211

ikecert certrldb #p4 , 210

MO E ), 170

4, 145, 170

1E IKEv2 FfCE | 144

Zm% , 165

AR 121
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CSR (certificate signing request , IER&LF
3K)
IKEv1
{§H , 210
EEH L, 167
$23Z , 163
k8 CA, 162
IKEv2
EEH L, 148
kB8 CA, 142
SSL{EA , 36

D
S
IKEv2 FEIES |, 138
Hikih
IP dgzs , 49
IP g2 HACE | 49
IP HigaR P AIBCE S | 49
Mhiex , 68
EF, 67
E —JL;V]"[%_/% , 12
fin , 68
Vi W E&Kﬁﬁﬂiﬁ
X CRL B HTTP jia)
use http R4 , 171
XFEF
47 IKEV2 FCE , 128
WRINE) IKEV2 BCE , 131
-D &I
ikecert certlocal 4, 158, 158 , 167
ikecert @54 , 209
debug_level JEL&L
IKEv2 , 182, 203
DefaultFixed P& HHNX
IKEv1 , 151
IKEv2 , 127
IPsec , 95
DHCP {£3
HEREARTP , 16
dhcp-nospoof
%ﬁﬁ%ﬁ?ﬁ"**” :
dladm 45 n 7

IPsec p&iE{#$~ , 105
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BERRIRYP , 17
DSS W& % , 209

E
ESP I, #RRK LB WS (encapsulating security
payload, ESP)
export Fdpd 7
ikev2cert fip4 , 138

F
JEESIHNES W 1P T8
HERLBWHAM (encapsulating security
payload, ESP)
IPsec R 1Y , 86
5 AH b3k, 86
RIFIP A , 81
TLFEEM , 87
Bl , 87
R EHIT A (Service Management Facility,
SMF)
Apache Web %23k |, 34
IKE AR , 202
IKEV1 RS
ike % , 206
ATELEREM |, 206
BA , 175, 207
B , 206
IKEV2 RS
ike:ikev2 IR%% , 202
T, 98
ATECEREM | 203
BR, 98, 203
Bl , 203
IP 3825 AR %
K&, 54
ACE |, 54
IPsec fR% , 197
ipsecalgs fIR% , 199
manual-key {1 , 111, 111
manual-key itBH , 202
policy fR% , 94
F3k , 93
SSL NiZIEMRS | 34



sl

system-log fili%5 , 73
-f 16T
in.iked SFHPHEAE |, 153
in.ikev2d SFHP#HFR |, 129
ipf 554, 60, 62, 63
ipnat €54 , 66
ippool 54 , 68
ksslcfg apd , 33
-F 1667
ipf #54 , 60, 63, 65
ipmon @54 , 75
ipnat 54 , 66
FIPS 140
IKE , 15, 119, 122
IPsec 1 , 95
IPsec BCEAN , 91
Sun Crypto Accelerator 6000 1z , 206
Web BR%-2% 2048 {1 %4AF0 , 36

G
By

IEEE1THY IKE SPHP3HE | 195
/\"EH

4% (IKEv1) , 210

AERED W AEH
TR

IKEv1 BT , 166

IP T B2SHNES | 62, 64

IPsec R HFAEIE |, 181

IPsec #1 IKE #F AT HHIASR , 181
IPsec #1 IKE FEIE W iki% , 187
Y% IPsec # IKE , 181
ERBIBITZHIMK IPsec # IKE , 182
HEFP Y4BT CRL , 192

1Z1T IPsec 1 IKE &% , 183

%LAIJ@HE/EW]%A
Ff N2y IP Tigas+ , 63
FNEE

?%Pﬁﬁ%
IP i85 , 59
IP 13825 A NAT |, 48
BTG , 45

gencert Fipd 7
ikev2cert @54 , 148

gencsr Fpd
ikev2cert #54 , 142

XKidiE

£ 1P JigR+F 2R , 57
TEENALNES TIP3 /)ﬁﬁ’ﬁ
hosts {4 , 97
httpd.conf 3 {4 , 37

|
-1 %

ipfstat #p un 7 , 60

ksslcfg an4 , 33
-1 3573

ipf 454 , 65

ipfstat 454 , 60
ignore crls XEEF

IKEv1 BEE {4 , 165
IKE , 81

20, IKEv1, IKEV2

FIPS 140 #%= , 15, 119, 122

NAT 1 , 177

RFC, 201

PMhRA | 117

HZ | 197

BIRIKE {58 , 189

JE$ , 119

WA= s | 119
ike RS

B , 198 , 202
ike.preshared if’-’F M, 7etc/inet/secret/
ike.preshared 3 {4
ike.privatekeys $UiEE , 211
ike/config X4 W, /etc/inet/ike/config X
ike/ikev2.config {4 MW, /etc/inet/ike/
ikev2.config 3
ikeadm 54>

{FFRHE |, 190, 195

Bl |, 204 , 204 , 207 , 208
ikecert ap4

-a %I, 167
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-A %I , 209

certdb ¥4, 159, 163
certrldb ¥4 , 172

-t 1670 , 209

tokens F45d , 179

e E(ER | 167
i8R , 204, 207 , 209

ikecert certlocal %4

-kc & , 162
-ks 1%ETM , 158

ikeuser H3% , 133
ikeuser K, 133
IKEV1

crls $UEE | 211
ike.preshared 3 {4 , 208
ike. privatekeys ¥EERE | 211
ikeadm iy up , 208
ikecert certdb w4, 163
ikecert certrldb >, 172
ikecert €54 , 179, 209
in.iked SF3P #5& , 207
ISAKMP SA , 124
NAT 0 , 175
publickeys #3EE , 210
SMF fR%tBH , 205
5 Oracle Solaris &%: Fi IKEv2 Lk |, 121
{# 3 Sun Crypto Accelerator 6000 4z , 179
{# 3 Sun Crypto Accelerator 3% , 209 , 210
fEEZA U , 158
Ut | 205
SFIPtRE |, 207
TeXKEk , 207
ST IFME{RE (perfect forward secrecy,
PFS) , 123
S, 151
HEARTEME(IE | 205
AT |, 123
PR |, 209
BRI , 208
kB SMF KRS , 206
KERERSBAW , 153
AMEZL U |, 158
LS &l
B, 208
WeHA , 208
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4 CSR , 162
*57Zj]/ \«Jb*u 172
e

KEENRSE , 172
{FF CAMEP , 162
FANFRES |, 157
FRAMALZHNES |, 152
EEHE , 179
BER |, 151
BCESCH | 205
MER 135 , 124
MER 2 3% , 124
L Z B4R | 125 , 125, 153, 156

IKEv2

ikeadm 454 , 204
ikev2.preshared {4 , 204
ikev2cert 454
tokens F#nd , 147
BEELLIUED , 136
TElgE ¢ EER | 147, 148
SIS |, 143
V88 , 205
in.ikev2d SFHPHFE |, 203
ISAKMP SA , 124
SMF BR%-HBR , 202
5 Oracle Solaris &%t EH) IKEv1 bbEs |, 121
{#FJ Sun Crypto Accelerator 6000 1} , 147
IR HIRRE |, 144
LTS RR | 147
BIEEZLIUED | 136
e |, 202
AN ERES | 135
SFPdEE |, 203
L& KEk , 203
S, 127
WEAATHR | 122
WEATEE | 205
PR EGLE | 202
ReREIE | 122
¥B8 SMF §IfR%: , 203
KREREERAW , 129
RIMBZ LIS | 136
HERUFPRELZVEK , 142
o=y
CAES , 141
S F/ARED | 135



fFRMALZN24A |, 128
AHIEPRETEARE | 133
iR |, 127
FCEX | 202
WAL PIN | 135
KUFACE , 185
ikev2 R%
ikeuser [, 133
£/ , 98
ikev2.preshared X4 W, /etc/inet/ike/
ikev2.preshared {4
ikev2cert 54
gencert 44 , 148
gencsr 454, 142
import Fdp4 , 139
list F#4 , 137, 141
setpin ¥4 , 134
5BH , 205
ikev2cert gencert i
g EFER , 148
ikev2cert import Tﬁié\
CAEH |, 143
B RERRINE 4R E | 139
I F#R% |, 139
AIMETS |, 143
ikev2cert list TJADV%
M , 145
ikev2cert tokens @54 , 135
import F#p4
ikev2cert ap4 , 139
in.iked SF3P3FE
-c 1% , 153
-f 1%ETm , 153
&, 207
WiER |, 123
in.ikev2d SPPHFE
-c 1%ETm , 129
-f 1%ETm , 129
BiE , 203
Bl , 122
in.routed STFF3EFE |, 23
Internet T4 KEXFAZE4AEIRIMY (Internet
Security Association and Key Management
Protocol, ISAKMP) SA
TFHEALE | 204 , 208

WwEH , 124
IP L KR EEH I, IPsec
IP A
{£F IPsec {#37 , 81
IP {RP
FERRARYP | 16
IP iTE2%
ipf 4
-6 Y& , 50
ipfilter JR% , 44
ipfstat €54
-6 1EIm , 50
ipmon #54>
IPv6 1 , 50
ippool #54 , 67
IPv6 #1 , 50
IPv6 , 50
IPv6 BLE X4 , 50
NAT #1 , 48
NAT L
E%F, 65
k0 , 66
NAT BCE4 , 48
{ERYEN , 44
EAFNES | 59
B
HEXH , 73
BIRACEXH , 54
il
NAT #LR| , 66
RIFTBEEZEHX |, 75
BLRIRR | 42
BT UERER | 45
JoH , 56
B , 57
HohE
ks , 68
Ev%F, 67
=R | 67
fhn , 68
HotibAn | 49
M ECE S |, 49
BICKHBREFRIXHF |, 75
FHTHE , 51
HEXH , 72
BREHEER , 69
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BIRERE{E , 53
55
S, 71
HHBBEEHER | 72
BEXH , 74
’H(/u—JL:Vl-'fn/u )
RER, 69
PEGIBCE S | 76
B | 41
R, 42
% H , 58
2 HBEA , 56
BT EMNEE
ZtHEER. |, 69
L&
HUEARER , 60
MUE&
iR , 61
WERIEEBR | 65
EMEZEYH , 64
7&zh , 60
FEADENEENE , 62
AnEIAETESh , 63 , 63
AFiE=N , 60
MUEEH , 45
BCE{ES , 53
FCES M, 45
IP diE=s ) IPv6
FCE S, 50
IP 825 RS
fRE1E , 53
IP %
1£ IPv4 VPN & |, 105
£ VPN & , 91
ip-nospoof
PERRARITYEEY
ipadm 454
hostmodel %% , 106
&% TEE | 106
ipf 54 , 41
S0, 1P g%
-6 1%EI , 50
-F 3% , 61
-f %57 , 63
-1 %5 , 63
WMo SATHMALI] |
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%I |, 60
ipfilter RS , 44
ipfilter:default &% , 54
ipfstat 54, 41, 69
S, 1P TiE%
-6 1%EW , 50
-i &M , 60
-0 1% , 60
%I , 60
ipmon 454
IPv6 #01 , 50
B IP RS RE
ipnat 54 , 41
S, 1P TiE%
-1 %&m , 65
NG} VTTM‘H]U%LNJ
ippool 454 , 41
0P IR
-F 1%&Tm , 68
IPv6 1 , 50
-1 3% , 67
A 1TRE AR
IPsec
/etc/hosts X4 , 97
FIPS 140 #1 , 91, 95
in.iked SPHPHEEE |, 202
in.ikev2d ??Flﬁ%i , 202
ipsecalgs #p nn , 199
ipsecconf %54 , 89, 198
ipsecinit.conf X ff
fR3F Web fg%25 , 100
REESCH | 89
2239 LAN , 106
eBH |, 198
BcE , 97
[ SERTS iiﬂ_‘ 1 , 102
ipseckey #54 , 85, 200
IPv4 VPN, U\& 105
kstat 454 , 200
NAT %0 , 92
RBAC #0 , 95
RFC , 201
route 54 , 108
SCTP mwm , 93,95
snoop #54> , 200



Trusted Extensions #rZ#0 , 96
L FIPS 140 #1517 , 99
ENBIE | 82
EtEzt | 89
{FA ssh FHTIEREREET , 99
RIF
VPN, 105
Web R385 , 99
4,81
BINARS , 172
1237 VPN , 101
REFIMY , 86
RIFRE | 88
RIEB{ERE , 96
JNEHELRH , 199
X3gF0 , 93, 95
4, Fl%k , 93
SNRBIRAR | 82
%24 H% (security association, SA) , 82 , 85
R4 KIEBIEFE (security associations
database, SADB) , 82 , 201
ZLWnY , 81, 85
LL S MEAS| (security parameter index,
SPI) , 85
R EMBIEFE (security policy database,
SPD) , 82, 198
T2t , 111
SO, 96
AT
IKEvV1 , 123
IKEV2 , 122
ipseckey #p4> , 85
&% , 201
XLARFRY R
snoop #p4 , 200
L LB W HRA (encapsulating security
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