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KT EMNHE

TEREMENAEMEEBIREFTL2MITEINE  MEES TR, APREF.
FEMAITHRT , Oracle Solaris $&{t T BT ¥H&H#RE Oracle Solaris ARG BHFEUT
IR L EAERIMA : Solaris e EHEMSATRITWIEL 2471 (PCI DSS),

FERIFEXER , EANTREFEPSIMBR LK. AEREENEMEITERE
WRAETHE , BIEXEHmS), IREMBSRIE , A IT ReFHFERA—E7.
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B MNMEHARETRLRNAB MY (Security Content Automation Protocol, SCAP)
HAFBURIASEEIES (Open Vulnerability and Assessment Language, OVAL) 4
B, Oracle Solaris ] SCAP LI IFFF& A+ E 5| 2 (Script Check Engine,
SCE) (7, SXLEIZAIEAN T U BT OVAL 2MFNRiN S TTER MR L e mE, I
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Solaris T4 KIEFEHER —TARAE , BT Oracle Solaris f]“fR &L 2" (Secure by
Default, SBD) R &3, AEMERME T HAECEH |, BD "Baseline” (FZk)
"Recommended" (ZiX) . “EMNMIFE" [BIFRFNAT XWAECE 4.

(f£ Oracle Solaris 11.2 FRAGMNERRFZNETE ) PHRERRELSL (Secure
by Default) B &E"F1 (Oracle Solaris 11 &£ 4N ) i “Oracle Solaris AJAL B TS
MENEA T MK SBD BB TINRE.

WHEAETIAHE PCIDSS., Internet £ (» (Center for Internet Security, CIS) Bi&
FTF Oracle Solaris i (EEEMHEERGRREHAEETSmM) (Defense Information
Systems Agency-Security Technical Information Guides, DISA-STIG) ZEHEHEK,

PCI DSS &£ R FEHE

PCI DSS ReRMEMR —MEHEER S  EATAEERGEGCFIEHFHN
ifk{%,%ﬂﬁéﬂéﬂo GIERI T RS ER RRE X , BRETBRMERFK

Oracle Solaris AZEHFRITALE A REFF& PCI DSS #r/E. BAMERESUAARET
EEE IR FHR HAMIEIR.

E MRS

EHERSENE (THREME) |, MERA—ANRL2EFSIE X FREERGEDR

EZEE (WIREFRAFE) | RAEERBES T EERMIRE. HIMNSEEIFERIHE R

FTENHIRA , AT a4 B M.

Oracle Solaris 121t 7 FA T4 2 Solaris EAPHARLEE THRBEIZA,

m  Solaris EHEFHK "Baseline" (EH%Z) BCEX{HS Oracle Solaris R4 SBD L+
ay U T

» 5 "Baseline" (&%) ACESCHAELY , Solaris "Recommended” (3EiX) BCE ST
HERBERE R LTLEK,
W MECEXHREAE—#S. 4 "Recommended” (X)) BLEXHHNAZOTES
"Baseline” (%) ELESUHEK.

8 Oracle Solaris 11.2 £ ¥ WHFERT « 2014 £ 7 B


http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=OSSADconcept-46
http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=OSSADconcept-46
http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=SYSADV7secovw-25
http://www.oracle.com/pls/topic/lookup?ctx=E56344&id=SYSADV7secovw-25
https://www.pcisecuritystandards.org/security_standards/

(& Oracle Solaris ¥

PCI DSS HAR & RS EBRE PCIDSS #5/., BT PCI DSS ZRAAAHIER
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» BXREAKER | 525N (Oracle Solaris 11.2 Package Group Lists ) |,

»  FEEIR compliance ZAAAER , WA E pkg info compliance 54,
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compliance #p4 AT HEFIIRE AZE BT EEMEMEH. Oracle Solaris
compliance &4 I E R S IMERM ST ZIREE, XFSHaSmt , ARHEERIERE
EHEETEER, AXUGSMER | 55N compliance(IM) FHA,

B RXFF compliance 4 H) SCAP THEMHEE , SN oscap(8) FMIW. EER
SCAP T EEMIRA , i§A4L oscap -V #i54,

7% - SCAP TAEBRTIER oscap f S MEHREAMMN, , WITER M AL,
(FHLS R AR RAHES . )

BE=TE MM

CIS BE=AMAALUAHEMRM T B EMNERE TR, EMfEF AT A g
CIS EHEM MR |, E5 CIS L&, TJRATE Microsoft Windows 2% H{#F CIS T
B K Oracle Solaris & MM,

4L Oracle Solaris & A

1B compliance 454 , A EEIBITEMNEIE Y , BIEEFPITINGE R, ZHndSAT
St ERFBREESIREG . (FR AR AA AR . BRI EIFERIRE
MEEZAZMENR, BRXEZEE , E5 compliance(IM) FHR.
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compliance S5 S {XBERE AN, IR AR T UHRS , NS FIMEHE P
MRS 2REMME, F180 , RIFER T P RIS BTN AFRIBER , BERFPRAS L
ALK S Xt 14 B RS RS 25 L1E1T compliance 454

1Z1T compliance 54 FTEHIANR

Oracle Solaris 244 T - MRBREDE S ¢ FATANIE MM ST A0TRA A BURAE.

= "Compliance Assessor" (BMMIF(EH) MIRRLE AR AT, KiTH
FRTEFETEAER . A AR DUR AT e b T

" Compliance Reporter (EWMREE) APREEE ST P NI WA T
R4,

compliance a4 HF a4 FEZU THUR :

®  compliance assess 54 - B ETAIFMNARK solaris.compliance.assess 35
. "Compliance Assessor" (i M\MEIF(E#E) ANRACE TR HE T XLEAR.

®  compliance delete M4 — FEXTHHEFMHERISARIBIR KL
solaris.compliance.assess %4, "Compliance Assessor" (&M EE) BPRAL
BER AT XLEAR

= compliance list #34 — {HAHBEARIRHK A FEBRTLUEITIH G4, Har SR Xt
BRG] .

®  compliance report @34 — {EA A FEBRI LTI A4 |, (BETNBELRIEA -
MRS, SHECT "Compliance Assessor" (3 MWMEIE{#E) 8% "Compliance
Reporter” (EMAMIREE) BCEHRA ] DIETHEEETRERFRE. EH
FEAE B AR |, B{IUREEANRM A P TTA4EBERE .

B E WM S

EMEEEIIE TR, RETUAETHETRE—T , LAl UEEFEFREETE.
BEMSITIHE (B12ARA cron RMVEITERGETT) AMHLARSEHIE M.

MBI TE MRS

BRAETEINT , solaris-small-server Fl solaris-large-server ZXHEEH compliance X
{441, solaris-desktop Fll solaris-minimal ZXE4EAE compliance {41,

WM LA "Software Installation” (3k#F%sk) ARECE LA BER ARG ARINER4F
B, BISECE KL% compliance di S HIEIEAR , 219Z1T compliance 4 AR
PR [L0]F FTik, BXRXEZIEE , 155 (#£ Oracle Solaris 11.2 R~ A3t
BT E ) FHERTEENEEAR",

2% compliance BR{4EH.
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IMMEITE MRS

# pkg install compliance
UTHEERERRGEE LK
No updates necessary for this image.

BXEZER , ES N pko(1) FHE.

i - VRS TE MR A DOgP TSR .

B VA,

# compliance list -p
Benchmarks:
pci-dss: Solaris_ PCI-DSS
solaris: Baseline, Recommended
Assessments:
No assessments available
# compliance -p profile -a assessment-directory

-p TERBLE XA TR. BEEXHAHRXNA/NE.
-a BNV E R A PR, TRERRESIEE.

Fan , AT 6n 4% {E A "Recommended” (1Y) BLE A1 VA,

# compliance -p Recommended -a recommended

%G5S 4ATE /var/share/compliance/assessments FHAI3E 4 A recommended BIE K , MA
BRPEF=/MHEXH , HAE—PEEH. — XML XHEER— HTML XX,

# cd /var/share/compliance/assessments/recommended
# 1s

recommended. html

recommended . txt

recommended . xml

gm BITH S SR | XU HARLWER. WRERRSH , AR EERERIFEE
(%) IRERIRE

# compliance report -s -pass,fail,notselected
/var/share/compliance/assessments/recommended/report.-pass,fail,notselected.html

44l HTML XA A S KBS MARIEE MRS . ZIREH R KIFEE
7.

TUERETERRE. B2 , REEERBERTIETRRE (BFH) —
EETERE.
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BAHESE RN

AEXAYwiEss P ERBENMH , RSP EER HTML XX, SEE XML BEF 2
FhEFE XML X4,

Bian , EEEKAIBRATERM HTML #R45 | ERALTNERELE -

file:///var/share/compliance/assessments/recommended,/report. -pass, fail,notselected. html
5 BERERERMWNETRRBLM,

a. FTEAXMNKEIRHBEE.

b. MRBELBRBIFEFSISRS: , BEAEFSISRS , ARHRIETHE,
6.  (AJiE) PA cron fEMVAIFETNIEST compliance di 4>,

# cron -e
XTFAERR 2:30 1IZ1THE HE MM |, root HRMAT&A -
30 2 * * * /usr/bin/compliance assess -b solaris -p Baseline
SMTHEEMBKRR 1:15 BITREREMMITE | root FRMATRAE
15 1 * * 0 /usr/bin/compliance assess -b solaris -p Recommended
STFESNAE KRR 4:00 1 Z1THE A E , root BARMAT&A -
@ 4 1* * /usr/bin/compliance assess -b pci-dss
STESNAE—NE—RR 3:45 1Z1THWME , root AT RA -
453 1,2,3,4,5,6,7 * 1 /usr/bin/compliance assess

7. () X ARG EREMBSERERREMAIRTER.
# compliance guide -a

ZIEER A SN ReNENEAFEUL KRBT MREREE DR, XSiEma BT
FYBH , WA AERRIARKAR, BREERT , KRN AN TEEEX A
TERE. ANRVNINERE R T EuE , EA] UG HiTsE.

BMAMSE TR
EN T 2HENESUTEE A Fr2BA S, a7 HEmIaMgFE. UTENAE
AR AENS 2 EZRTR.
PUFFE 0] SOREE NV FIHR S
. RLRNABEINIMY (Security Content Automation Protocol, SCAP)

12 Oracle Solaris 11.2 48 \M3ERS « 2014 £ 7 A


http://scap.nist.gov/revision

BAMESERN

= SCAP TA (OpenSCAP)

s FFURIASIHIES (Open Vulnerability and Assessment Language, OVAL)

Y BECEMTRIEAIEE (eXtensible Configuration Checklist Description Format,
XCCDF)

PAUFHUAGR (3 T S MMEAR AEIERN,

Internet Z£7(» (Center for Internet Security, CIS)
(BXFMz BB /EE) (Federal Information Security Management Act, FISMA)
(FEW-B2-LLFEEZE) (Gramm-Leach-Bliley Act, GLBA)

(@ RRRIET R REER) (Health Insurance Portability and Accountability Act,
HIPAA)

AT RAT IR L £ 4R (Payment Card Industry-Data Security Standard, PCI
DSS)

(FEHLAT- R e HTF/AZ) (Sarbanes Oxley, SOX)
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