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Solaris 11.2 ; 95 2 E " Verifying File Integrity by Using BART 5 ,

= YNEE(FF BART &M, 352/ " Securing Files and Verifying File Integrity in
Oracle Solaris 11.2 ; 9 " About Using BART ; 148 =3,

" JEEAL EFM: 81F bart(IM). bart rules(4) AR bart manifest(4),

RLERHE

Oracle Solaris 89 " BRFEEIBINGE (SMF) ) WEEELxE SIERFEIVINEE, 52 IRFE (151
WNFERZF Secure Shell) HIEE A B CRIGEEK, syslog 5% rsyslog EEHEXNBEA—ES
FRYECER, PTAERS BRI ESHSRBPNBRERR. BOIRER, JTLAREZEEZ
A EIEGCIRB A syslog, :52R syslogd(1M) # syslog.conf(4) 4 EF,

REMARIER

compliance assess IES AR ALKz L MIRRBIIRIE, FHIEEMEEMNRSER
BERTLUHEE, RHEESHZAKETWIIEEE, MEESEM, F28 Oracle
Solaris 11.2 T2 #R&53ERF 1 #1 compliance(1M) 4 L5,

SEARet

Oracle Solaris HRZEE N Z L H Trusted Extensions IHEER i,

Oracle Solaris F ] Trusted Extensions Zh&E

Oracle Solaris #J Trusted Extensions INgE R BIZEMAN L LIZBEFMNE, sILADRE
BRLERMESHETEE, Trusted Extensions LB BEAEBHIEMEETZE
1=l (DAC) ERE, UKRLEEAERWMEFEIES] (MAC) K8, BRIERLA Trusted
Extensions [E, BAIFMTEIEHIA2EEN, MO AARSEESRETIEFIT MAC R
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BEAReM

i, RALUEEAERD MAC INS, SHEBRENHET (L8 M@y
FERRRRBIIIBE, CARSIFTE SRR,

Trusted Extensions BfEfVEIFHERRMSERE, RARFRBEESERKICRAZEE
B/, Trusted Extensions Ei%5 26 B " Oracle Solaris 11 Common Criteria
EAL4+ 3858 1 B9—&B53,

Trusted Extensions & Common Criteria Labeled Security Package (LSP) FJ%E K,

B2 /5 26 ERY " Oracle Solaris 11 Common Criteria EAL4+ 3858 4 ,

MEESERM, F26E:

» UNFEECE R HEFE Trusted Extensions FIMERAE N, 52/ " Trusted Extensions
Configuration and Administration 5 ,

" 1ERA4R EFM: 83F trusted extensions(5). labeladm(1M) BARK
labeld(1M),

FEIERAR

kEBFERR, WERRGA (IRBHEEE) EREFEE —(ERKNE—FRE, KeIUNELS

B4k ZFS ERE NG EEEZE Trusted Extensions R4, EEEEEMR, B ALK
FRZENEPINER, WEESER, 552[ "Trusted Extensions Configuration
and Administration ; Y " Multilevel Datasets for Relabeling Files s

SRR BN

Trusted Extensions E1RCAHKIE . RASIRIRLE LIS InEL Z T B EE I AERE

InBE Z IR EM AR IREHRIERIRIE, WRRRHEICFIER ZERIEEL, A eeEiXiEa

ZIEBNEM. NFS FIZ B4 ZFS EREEIR AR EMINGE,

MFEZEM, FSH:

= "Trusted Extensions Configuration and Administration ; F#Y T Configuring the
Network Interfaces in Trusted Extensions

»  "Trusted Extensions Configuration and Administration ; #4958 15 & " Trusted
Networking 1

= Trusted Extensions Configuration and Administration ; F#J38 16 & "Managing
Networks in Trusted Extensions ;

Trusted Extensions % JE4k S [H]

BXZEWEMZSEBRIEXZZLNE, Trusted Extensions B ZEihE@E, AJURE
EERAERRIAHZEE, TS EEERLEEATERMHEER MRS,
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Oracle Solaris 11 Common Criteria EAL4+ ;32375

MEFZSE:M, #52F "Trusted Extensions User's Guide 1 , EERREFERE, 2
B8 ' Trusted Extensions Configuration and Administration ; FfJ58 11 & "Managing
Users, Rights, and Roles in Trusted Extensions . ,

Oracle Solaris 11 Common Criteria EAL4+ 8%

Oracle Solaris 11 @B 1 EXiBAZE T EMFTGREFRE DN (Evaluation
Assurance Level 4, EAL4) BURREE, WIEANT FRELIEHE (EAL4+), EAL4 2IETS 26 B
A EEIZEEE R IBRE (Common Criteria Recognition Arrangement, CCRA) F &
EREHEELR,

ERHEMEE R FKIREREE (Operating System Protection Profile, OSPP) BJ:3:E, 818
THIRVFE AR EE

 EMEEIE

n ERE 5 ERI R

» EBEALTEN

 EEY

NFREBEEM, FEH:

m  Oracle Security Evaluations Matrix (http://www.oracle.com/technetwork/topics/
security/security-evaluations-099357.html)

= The Common Criteria Recognition Arrangement (http://
www.commoncriteriaportal.org/ccra/)

= Operating System Protection Profile (http://www.commoncriteriaportal.org/files/
ppfiles/pp0067b_pdf.pdf)

AL 2 R MIMUE

26

MRBEXREMRRUARERE, SHELLBERRBZERIE, URREREBNTE2M
%, EEEEMREASRERNBEER, CUARSBERNTERLES,

NEESEM, B2EUTASR:

= Importance of Software Security Assurance (http://www.oracle.com/us/support/
assurance/overview/index.html)

= "Developers Guide to Oracle Solaris 11 Security ; FHIHI#% A T Secure Coding
Guidelines for Developers ;

= "Trusted Extensions Configuration and Administration ; FAJ{E% A T Site
Security Policy 4

»  "Trusted Extensions Configuration and Administration ; #f4 " Security
Requirements Enforcement ,
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AR T 2 SR A

s Keeping Your Code Secure (http://blogs.oracle.com/maryanndavidson/entry/
those_who_can_t_do)
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FEHRFRER AL EEFHFONAMF, FEATRELRERNE. RERRLS,
RERESEETRFBNFRBNEMEARRE, 50 IPsec,

n 5529 BHY " %% Oracle Solaris OS |
= 530 BN "RYINRRIRE .

= 5536 BN "REFEHRE

n 43 ER "FREREK.

w5545 BN "REERZRS .

w5547 BRI "MREREESR
5547 BN "RERAFEELEA |

» 49 BN "IEREAZERALTSME,

%28t Oracle Solaris OS

Oracle Solaris 0S TEEB ERNEFHTFEEN —HEB 2 AFANERRENNE
£, TEFAMREHNERREDISZEANRNAIE, flIl2AEFERE RIORER
BMARRERR, ERNEICBEE, HL2EH 0] IMNERE,

%4z Oracle Solaris OS B3, FREFEXRRKEEEHEERNIENIRE, WTAMA:

= Oracle Solaris XEUAfRES — " BENLREER (Al) 1 TRPNFEEENNFLEE
IIE L group/system/solaris-large-server 8540, LCAIR{H Oracle Solaris AHY

GlFES

=  Oracle Solaris /NEU{F]ARES — T BEILEEN (Al) ) MIXFLTEREASBEMINEZE
group/system/solaris-small-server Bf2H, CAIRILEBRA FIIESITIRIEMISITIEER
E’A’ﬁ%o

= Oracle Solaris &/NEUGEIAREE — " BEILERER (Al), MIXFELEEASBELENE
2 group/system/solaris-minimal-server 8¥4H, ARREE/NEMNIESITIRIEHIEH
BT RMNERRE,

®  Oracle Solaris £ — Live Media %8 group/system/solaris-desktop 2540, UAIE
fit Oracle Solaris 11 REIEIE,
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RYNABRRE

EERBVANRETNERANERAS, HB group/feature/multi-user-desktop 480
I EmEEARSE, MNEESERN, 528 "Optimizing the Oracle Solaris 11 Desktop

for a Multiuser Environment ; X,

WNEFER " BERERER (A) ) MITEHLTEMSEN, 5328 "installing Oracle Solaris
11.2 Systems ; FREYEE I1EB4 " Installing Using an Install Server , ,

NI BREREE, FERTIRREERRIENETIER:

m  Tinstalling Oracle Solaris 11.2 Systems |

m " Creating a Custom Oracle Solaris 11.2 Installation Image .
= " Adding and Updating Software in Oracle Solaris 11.2 ,
= Oracle Solaris 11.2 Package Group Lists

RYINARGRE

RIFIRFBRITFIIVEZE, LEES, Oracle Solaris BE&LHEYF, RBEEE root AEIYIE

EAERTUFINRL,
F2-1 RIRIRFEIEEEIRA
Ll 99 FEBIRE
1. ERE R LESREREE, EALTRRENERMEBHESTRNER | 5 30 B " IREERNE .,
EEEHEEL.,
2. FERR T MITIEZ EREE, HEXE ASLR BEERA, % 31 BRY " ANfEIEREE ASLR 2B .
3. RERKIVFEREIRTE, S EFEICTEREEEIRMENE, LARFERE | " Securing Systems and Attached Devices

&, 7£ x86 L, 77HY GRUB I}JﬁEiEEE%
“Giztl, £ SPARC L, H eeprom $§%
{REEMEE,

in Oracle Solaris 11.2 ; F#J " Controlling
Access to System Hardware 4

3. FATEENR. BERTABR ARV ENEEREIRTE
FF.

% 32 BN TR EENRT .

5. MR TIFIEFEETEIR AN | BREEAEAERESEERR.

5% 32 BN TNARIRMERENEREERE

al

6. BV RBRISMEIL 2 TR RIEH | ARENRBANEAERAZ IR,

BEAESHR.

5 33 BN TNARREMEREEIREE
E oLl

%34 Bl "R L M EREEREE
AEHL,

v fTERRE R RS

LRESVHNBEERRIEURERE,
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ATEREE ASLR 2B

Rk Al

R

BRIAZ AT

FE2p

IRINZEIRIE root B, WMEFE S S, B2 " Securing Users and Processes in
Oracle Solaris 11.2 ; Hf9J "Using Your Assigned Administrative Rights ; ,

BERIR LR,

BT pkg verify 54,
EEIRBCF, GESHEEXREESR,

# pkg verify > /var/pkgverifylog

E BB EATEERMGCER.
IMREIRFVSHER | FALERER R RBBIESHR.

MEEZEM, FSH pkg(1) R LFMA pko(5) R LFM, ELERE -FRESER
pkg verify 5§ RIEEHI,

2n{TERRE ASLR B AR

FOIURTHITIE TR ERARERNAUL TR, MRHEERABSETRITEEBAES
E’J

BNZEIRME root AR, WMFEEZE, 520/ " Securing Users and Processes in
Oracle Solaris 11.2 ; B9 "Using Your Assigned Administrative Rights ; ,

FERE ASLR 4SBT

# sxadm info

EXTENSION STATUS CONFIGURATION
aslr enabled (all) enabled (all)

all {ERYSBE KILTERR(E, BR _Iﬁ'é%“&féﬂlfﬁﬁﬁﬁﬁnﬂlnﬁaqﬂé..ai’&%ﬂ’ﬂﬂgﬁﬁﬁﬂiéi
tHero IO, ENERREFEEACIERTNES

R ASLR 21 , SERUATERRE LR AERT.

# sxadm delcust aslr

# sxadm info

EXTENSION STATUS CONFIGURATION

aslr enabled (tagged-files) system default (default)

EETREE, BRIUEREISER ZEMAEIEN sxadm 35514 ASLR R, WNEEE
B

1§|J 28 sxadm(1M) 4 -,
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T E AR TR

32

v

FRIAZ BT

R

FRIAZ BT

MIERAATER IR

wERILREFERRE LAFRMRT.

IENZEIR(E root FAAEE, WMFEESZE, 52/ " Securing Users and Processes in
Oracle Solaris 11.2 ; #H#9 "Using Your Assigned Administrative Rights ; ,

3 ABRE ARAS .

# svcs | grep network

online Sep 07 svc:/network/loopback:default
online Sep 07 svc:/network/http:apache22
online Sep 07 svc:/network/nfs/server:default
online Sep 07 svc:/network/ssh:default

FRKARTTENRS.
BN, FRERFRFLAZ NFS EHR2EEL Web EIARZE, BERFE R LIARE, FGEMF
ﬁﬁo

# svcadm disable svc:/network/nfs/server:default
# svcadm disable svc:/network/http:apache22

MNEEFESE, 52[ "Managing System Services in Oracle Solaris 11.2 ; HFf958 1
E TIntroduction to the Service Management Facility ; #1 svcs(1) 4 =3,

IR {E RERN EIREEREN

LEFEFRAREESNERETREEFEARRTERENEIR, MREEEEAERE
SRR ARIERE, LLEREERRIR 7T RENE(FA.,

BB root A, MEESE, LME "Securing Users and Processes in
Oracle Solaris 11.2 ; Y " Using Your Assigned Administrative Rights ; ,

ERF A& (Console User) #EfREE EREHINA .

% profiles -p "Console User" info

name=Console User

desc=Manage System as the Console User

auths=solaris.system.shutdown,solaris.device.cdrw,

solaris.smf.manage.vbiosd,solaris.smf.value.vbiosd

profiles=Suspend To RAM,Suspend To Disk,Brightness,CPU Power Management,
Network Autoconf User

help=RtConsUser.html

%ﬁ*&l‘ﬁ:&%f‘ , AP B ERERAERENEIMEZAEME (Console User) FREHE
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MR EREREEREERT

EE

BRIAZ AT

WNEMEREREE, 5528 " Securing Users and Processes in Oracle Solaris 11.2 ; A
"How to Create a Rights Profile ; ,

1E /etc/security/policy.conf HERPIIREITIZ A AEEIRREE.
#CONSOLE_USER=Console User
TEIRELEL R 2 AT LAAEIRER A

» HRSUCEAEHLA—EEMRRERENSEL, TEERREEPREESEE, (FRER
ER R ERIRRR TR,

# usermod -P shared-proﬁle username
. REJBATE policy.conf 1@ PERIEIREER AR EE,
# pfedit /etc/security/policy.conf...

#PROFS_GRANTED=Basic Solaris User
PROFS_GRANTED=shared-profile ,Basic Solaris User

MEEZEAM, 5352 "Securing Users and Processes in Oracle Solaris 11.2 ; A
T policy.conf File ; , LA policy.conf(4) & EFMHN usermod(1M) 48 EF i,

TR EASHEEREERT

{ERLLER, EMEIZEERPE RIREHEREZSERIENEZLNE, BEZAISE
7R /etc/issue 183, FREZBAIFER /etc/motd 1B,

EE - WRRFPREGHREEREXERANER, JRBELZRELENRERE,
wEERENEREREERTEMENEFANE,

B ERAWIER T RESIESME ) EREREENEIES, NEEZEM, &
2R " Securing Users and Processes in Oracle Solaris 11.2 ; F#9J " Using Your
Assigned Administrative Rights ; ,

BN /etc/issue FERW HILL LS.,

# pfedit /etc/issue
ALERT  ALERT  ALERT ALERT ALERT

This machine is available to authorized users only.
If you are an authorized user, continue.

Your actions are monitored, and can be recorded.
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MR AME R E R EEAER L

login IESEERFERIBER /etc/issue E’JI’EIE, FR1R ssh, telnet LA FTP BRFE— 1%,
EEEREETNEER /etc/issue IRE, F2REE 34 BW "B ELMENERE
EEEAETLE, .,

MEEZSEM, FSH issue(d) R LFMH pfedit(IM) & EFH,

2. FHERLEE /etc/motd HER.

# pfedit /etc/motd
This system serves authorized users only. Activity is monitored and reported.

7£ Oracle Solaris H, {EARAEIIYILE Shell EEER /etc/motd ERIIAE,

Y R eREREERHEANER L

RBRERZPEERULEMENTE, HERESERER. ARENRENRER.

OB ZBIEHATR /etc/issue R, RRBEZEAIEER /etc/motd FER,

MNEFSEM, BFR—TEELH "R4 > 5708 " THEERELE) " GNOME RERZIE
S, MH_%TLMEFH yelp 8%, 7E gdm(1M) 4R EFfEY "6DM Login Scripts and
Session Files s /NETHBREANREEEANEFIENEZT R,

EE - WREFFRELHRE AR EXEIFNEX, FJREtEERRIENRER,
mEEARNEEERERREMENHERNE,

ez EBERVER, BOBREE root B, EEREMCREMESR, BUEMBHRIEIK
solaris.admin.edit/path-to-existing-file 1ZEMNEIEE,

1. {FRATIHAP—EREE , EHREITREARASHFARTEME.
ERREFIEM HREHIRAEIE, FHAKRESE 33 BN " EZ 2 ENEEIZEE
2, ZHE 10 /etc/issue EEREFHLZ LIS,

= RIF 1 B% GDM YA HARFFIERN Al AEHEE TP R R R 2R,
/etc/gdm BB R =FERI IR R RIF IR E R R T M S MR IHLIEFE,

# pfedit /etc/gdm/Init/Default
/usr/bin/zenity --text-info --width=800 --height=300 \

--title="Security Message" --filename=/etc/issue
MNBAIE root EAESHRERHERIAMEN, B2 peditM) BLEF
H}O

n RIH 2 BREARE , FREASHRERAREILT.
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MR LRE R EEREEANER L

BAREGERBAUBRSENNERE, A EKRIEE /etc/issue IR, BNEEX
FEAZE GUI H,

FE - pkg fix Ed pkg update IESEBEEANMRE (gdn-greeter-login-window.ui), 4l
RERBET, FHERERIAEEERBEP, ABREARRGZEGILEEFEH

dnm A
EES=)

1# 9[1 Eﬂénﬂ; nﬁz&ﬂ pkg(5) %?J:qaﬂ:ﬂ'

a.

C.

HEEEEATAREEREN .

# cd /usr/share/gdm

CER) #EREBRANREERENENEIA,
# cp gdm-greeter-login-window.ui /etc/gdm/gdm-greeter-login-window.ui.orig

£/ "GNOME THAEM . N EREAREIEERARE.

glade-3 F2IVERIRY GTK+ NEGRETIEN. AEEREWARI L7 FREERIT
BREAREME,

# /usr/bin/glade-3 /usr/share/gdm/gdm-greeter-login-window.ui

EEREBNMERETEINIER, FE—T "GNOME FREFZIERS 1 HEY "
%, MEE "REFM. P8 "EAER 1 KTIUR glade-3(1) & EF M.

(ZF) RECBANBEAREERENERRIE.

# cp gdm-greeter-login-window.ui /etc/gdm/gdm-greeter-login-window.ui.site

FRTIEP—ERE , FEREERERRAETHIARNTEME.
ERBRRETHESMAESR, FAKREBSE 33 BN " E 2N ENEEIZREE
ER, 258 209 /etc/motd IERPIEZLE,

BIA 1 ERB BN EAARTEME.

# pfedit /etc/gdm/PreSession/Default
/usr/bin/zenity --text-info --width=800 --height=300 \
--title="Security Message" --filename=/etc/motd

AR -EERENIFEL, HERSEEHEAR,

B 2 @V —EEREER F—EREPRR T LA ENEmESR,

# pfedit /usr/share/gdm/autostart/LoginWindow/banner.desktop
[Desktop Entry]

Type=Application

Name=Banner Dialog
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REERE

&5 21

Exec=/usr/bin/zenity --text-info --width=800 --height=300 \
--title="Security Message" \

--filename=/etc/motd

OnlyShowIn=GNOME;

X-GNOME-Autostart-Phase=Application

EBANREDREE, FREVWEST2NMEREME, FeEETIERE, NFE
zenity IS IBIBMVE, 2R zenity(1) 4R EFM,

ERAENBRBEESAE

FELtEEfIF, EESETRAGENAREAEEERT zenity 55|18, SEEHE
8/ --warning EIE, REBREEZNENESER.

# pfedit /usr/share/gdm/autostart/LoginWindow/bannershort.desktop

[Desktop Entry]

Type=Application

Name=Banner Dialog

Exec=/usr/bin/zenity --warning --width=800 --height=150 --title="Security Message" \
--text="This system serves authorized users only. Activity is monitored and reported."
OnlyShowIn=GNOME;

X-GNOME-Autostart-Phase=Application

REEHE

RS, RBEESIRIE root AENWBEREIUFNRR, RIFKFRITIIESE,
REFE— ﬁxﬁﬁﬁ%#)\

F22 REFEREEE£RA

(= 8 HIREREA

FERMIGRAEE, TEEHE | INBEERATEEEEMREIEE, % 37 BN T IR EEGERI S

RS, BRI .

%&—RRfE AL B MR HITESIERR, HE—RRERENIERERIVESLL 022 FEMRE | 55 40 BEAY "WNFIREE ARG
THRME, B —RREFAE umask {8 .

RTE —AREREMIRSHEE, EARRREBNARGK L, RELRFAIRFHE % 38 B "UfAERE —AR(ERE
E, WEL EREIEENE NRE, BINRFSEE o

B EEABETELEN cusa 1812 | SHERRNEBERBRHERENERMNTER, %40 BHY "R ENEHMU

LT INIEREH .

BiIAE, S ENBRIEED BGERERTEENERE, " Managing User Accounts and User
WMtFE B REFERETTUIBRA L, Environments in Oracle Solaris 11.

2, Hfy T Managing User Accounts
ZEIAERRLERR ARMOR 2, B HC | by Using the CLI
MRe, RETECHAEEEH ARMOR,
"'Securing Users and Processes
in Oracle Solaris 11.2 1 Ff9
I Assigning Rights to Users 4
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WHATRR R B AR RSER )

=S

#H

HERAREA

R ETRE GNOME REERER

BlEEREEREYERENEEEAREN,

$528 "Oracle Solaris 11.2 Desktop

= Administrator's Guide ; FIfI5 11 &
" Disabling Features in the Oracle
Solaris Desktop System ; ,
PR fE A& R IERR. BIREREAEEMNERER, £ 41 81 "UABRERELRE
BHEAER
i. S
VAR E B R A AR
MRFAREEEZREENBEIELZLER, AERLLER, SRIEFLL /etc/default/
passwd IERPHEHIEE R,
BisazEl  BNZER B solaris.admin.edit/etc/default/passwd ISENEIEES, NMEFTSE,
#5218 " Securing Users and Processes in Oracle Solaris 11.2 ; F#J " Using Your
Assigned Administrative Rights ; ,
® (Hff pfedit 5 Y /etc/default/passwd B HEIT FHIEE

a.

BRERESRUER LATR TS , EEREOERAREE=EEFUL.

## /etc/default/passwd
##

#MAXWEEKS=

#MINWEEKS=
MAXWEEKS=13
MINWEEKS=3

BREBELES 8 BFIT.

#PASSLENGTH=6
PASSLENGTH=8

REBEHSAEFRACER,

#HISTORY=0
HISTORY=10

BORE HEERSRRNER.

#MINDIFF=3
MINDIFF=4

BRESEF—EARRTH.

#MINUPPER=0
MINUPPER=1

% 2 & ECE Oracle Solaris &2

37


http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=SDSAGlockdown-0
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=SDSAGlockdown-0
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=SDSAGlockdown-0
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=SDSAGlockdown-0
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=OSSUPrbactask-28

AATRSCE — RRAE B IR P EHE

. ERESEE—ERT.

#MINDIGIT=0
MINDIGIT=1

FHEH W yNEE PRGBS R AV BUEEE, 2 passwd(1) R EF.
» NFLREBENHZHERSG], F2B5E 13 BN " RRFIIES 2 RIRGIFIER . .

Y INMAERE —RE R E IR FEHE

ERALLIERF, EEREARKEREXRERTHE —REAERS.

TE - ARAHANRE, FAEHHTRIETACNERENEHHARIRENRSKHE
TE, %&Eﬁi-fﬁﬁﬁﬁ%ﬁ HEAE,

Bz AEERARETEEZINAKL, BUFRERTEASZMRRFRE MEEZEEZERR
HMECEABENER, LEEERTHEESERAMIRE,

BB root A, MBEESE, L[ "Securing Users and Processes in
Oracle Solaris 11.2 ; #H#Y "Using Your Assigned Administrative Rights ; ,

1. 4§ LOCK_AFTER_RETRIES &M EBMET % YES,
RIZEMHENEE,

. RELARHK.
LERREEANESER R RN BERE.,

# pfedit /etc/security/policy.conf

#LOCK_AFTER_RETRIES=NO
LOCK_AFTER_RETRIES=YES

. SRESEERE.

LA REREAREGHERTILESHNERSE. IREHSERAE, EXLIEERT]
IRFMERIRRR TR,

# usermod -K lock_after_retries=yes username

BV WIEIRIERREUERE,
LA REE AR IEIEIRILER R E BN B ERENR LR,
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ARATRSCE — AR R IR P EHE

a. FEHERRERERE.
# profiles -p Shared-profile -S ldap

shared-profile: set lock after retries=yes

MEESEIERRTEREIEN, 520 " Securing Users and Processes in
Oracle Solaris 11.2 ; Y " Creating Rights Profiles and Authorizations ; ,

b. HEHEREREIEIRIRAEAERE RS,

AR ZMERELA—EERRERENER, IEERRERETREEEE,
ERERAIBEEMNBRT R,

# usermod -P shared-profile username

BT BATE policy. conf #ERFE R IR EE R AR ERE,

# pfedit /etc/security/policy.conf

#PROFS_GRANTED=Basic Solaris User
PROFS_GRANTED=shared-profile ,Basic Solaris User

1% RETRIES R BMEES 3,
EIZEBMH(EEE,

. REERL.

# pfedit /etc/default/login

#RETRIES=5
RETRIES=3

. SESEERE.

# usermod -K lock_after_retries=3 username

m B WIEIRMERER ERE.
AIKEBLER 1.3 PEE, BN —(EE S lock after retries=3 FIEREREIE,

» NEFEAESNRAELZLEBMHNTRNS, 52/ "Securing Users and Processes
in Oracle Solaris 11.2 ; 935 8 & " Reference for Oracle Solaris Rights,

" EEA4E EFM: 8% policy.conf(4)., profiles(l). user attr(4) AR
usermod(1M),
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AATER E BB ELBRBIMER —FRAE I umask (B

40

v

FRIAZ BT

FrESH

BNMAIERE B A PR S — AR & umask {E

umask X FATETN I RRE (E AE B RAVIZESRIER(ITT, SIRTEER umask 18 022 KIFRH!
M%), FBEALEFREEARGIEINES,

BINEREESMRIEERIERNEBES, root HEEGELIRE, NEESEM, &
2] " Securing Users and Processes in Oracle Solaris 11.2 ; ##9 "Using Your
Assigned Administrative Rights ; ,

17 Oracle Solaris $t¥{# 4 Shell TARRE TR HAOEIBIIESR.

# 1s -la /etc/skel
.bashrc

.profile
local.cshrc
local.login
local.profile

EEFERAEREN /etc/skel FERPELTE umask {H.
EETNIER—EE:

®  umask 026 — IRIEPEERRE
(751) — B¥#HER %S r, HMAZRS x

= umask 027 — IRIEBRIBIIIERRE
(750) — B¥#HER A r, HW AZLIETFE

= umask 077 — IR EEMWIERRE
(700) - NRHEEF A E Mt ATFENE

MEEZE

i, 26

p=1113

= "Managing User Accounts and User Environments in Oracle Solaris 11.2 ; Ff3y
"' Managing User Accounts by Using the CLI ,

m " Securing Files and Verifying File Integrity in Oracle Solaris 11.2 ; HfJ " Default
umask Value ;

= 1ERAAR EFM: 81F useradd(1M) F0 umask(l),

AHAFERZ B NS ASMIE R4

LEFRFRIIEZEIRIE L. RRTFRIEU LA R 2 RIEAMEENEMERSEH,

EE - IEREFMEL T EIER B ENT 2R,
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WATRSIE RER FEREAHER

BiAZET  IRIAZEIR(E root BB, WNEFE BB, 3B2M " Securing Users and Processes in
Oracle Solaris 11.2 ; Hf9J "Using Your Assigned Administrative Rights ; ,

1. FENEIEIREIEERRERE 2 FERENA A E RN EREES.
14 cusa FEIZEERINNZI HFELZERRIEE,
# usermod -K audit_flags=cusa:no username

# rolemod -K audit_flags=cusa:no rolename

cusa T38RI T B IERIFERZEERIFIER /etc/secu rity/audit class $§$q30

2. ROSHKTERIESMISIHEL

# auditconfig -setpolicy +argv

3. (ER) FUsxpTIERLIE S IR,

# auditconfig -setpolicy +arge

EE - IEREEIR BRI EEHHAR,

FE2k = ERZEREMEREE, 5528 TManaging Auditing in Oracle Solaris 11.2 ; H
#9 " Audit Policy , .
n  UNEIREFREZIEIRAVED, 5528 T Managing Auditing in Oracle Solaris 11.2
ARy ' Configuring the Audit Service 5 # T Managing Auditing in Oracle Solaris
11.2 ; H#9 " Troubleshooting the Audit Service ; ,

" auditconfig(1M) & EFM

vV ABRERE N FTERNESHER

ERERRT, B RERAENREERE ZERREFHIHBDELRER. 7
g0, i Sun Ray EAEEZRETNBIRthFIRIEFIRE.

BiAZET  IRIAZEIR(E root BB, UIEFE BB, 352M " Securing Users and Processes in
Oracle Solaris 11.2 ; Hf9J "Using Your Assigned Administrative Rights ; ,

1 FHEAHERRENTEESR.
M R RIS IR R AR,
% ppriv -1lv basic
file link_any

Allows a process to create hardlinks to files owned by a uid
different from the process' effective uid.
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WARSIE RER FEREAHER

proc_info

Allows a process to examine the status of processes other

than those it can send signals to. Processes which cannot

be examined cannot be seen in /proc and appear not to exist.
proc_session

Allows a process to send signals or trace processes outside its
session.

2. EREERANBIREE,

. RELAL.
ENERRRNMEERERESLEER, WERBRSEZERNAEM,

# pfedit /etc/security/policy.conf

#PRIV _DEFAULT=basic
PRIV_DEFAULT=basic,!file_link any, !proc_info, !proc_session

n  BRRERMERERHER.
[ ERAEEEERERMERENIER.

# usermod -K 'defaultpriv=basic,!file_link_any' user

[ EAERERBRMERENTEF.

# usermod -K 'defaultpriv=basic, !proc_info' user

u Eﬁ%ﬁﬁﬁ%ﬂ@)}%:1ﬁféﬁﬁf’ﬁ¥ , Blan{E £ I B BTHIPSEL/ESRBREN ssh PSR

# usermod -K 'defaultpriv=basic, !proc_session' user

n  BREAEZERRETRE=TFHER.

# usermod -K 'defaultpriv=basic,!file_link_any, !proc_info, !proc_session' user

BV WIEIRERRELE,
LR REE AR EIRIRIC R E BB ERERA M.

a. FEHERRERERE.

# profiles -p Shared-profile -S ldap
shared-profile: set defaultpriv=basic,!file_link_any, !proc_info, !proc_session

MEEZRIIERREREIEM, 58260 "Securing Users and Processes in
Oracle Solaris 11.2 ; Y ' Creating Rights Profiles and Authorizations ; ,
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REABIK

FrESH

RAEARER

b. HHEREREEIRIRAGERERE RS,

MRS ERBEHA—EEMRRERE (140 Sun Ray (EAESRIRERE), 7]
MEERREETREEEE, FAEBIBRMENERE,

# usermod -P shared-profile username
&t a] AZE policy. conf ERFERIIEIRBERRAIEREE,
# pfedit /etc/security/policy.conf

#PROFS_GRANTED=Basic Solaris User
PROFS_GRANTED=shared-profile,Basic Solaris User

MNEESE:, 52ME "Securing Users and Processes in Oracle Solaris 11.2 ; FfY

% 1 Z " About Using Rights to Control Users and Processes ; #l privileges(5) 4&
5,

LERE, EBeIgeB U FIIRIERENERE, LHETAE,

RIBIERAELTER, R TIABIFERNITEEMIRMEEIILTHIIEE, SLPIRIEE]
§E{L IP. ARP BAKz TCP B E,

%23 FCE HRRRIF2EEREA
=4 REA HHBAREA
(AR B EER, PEHIETRERY4ERR H B BIEEFE N B R 4R I Securing the Network in Oracle Solaris
7ZHY, 11.2 4 B9 "How to Disable the Network
Routing Daemon
BA LE BB AR RS ThIE S BhLEEEE B, T Securing the Network in Oracle Solaris 11.

2 1 Ff T How to Disable Broadcast Packet
Forwarding 4

B 1L Ol FEE 1S O FE 2 RN 2 EiF X O fE T Securing the Network in Oracle Solaris
EXK, 11.2 , 9 "How to Disable Responses to
Echo Requests 4

SHEMEAEMPEZFMERNZRR | BLASTEE ERESEINNEBH T Securing the Network in Oracle Solaris 11.
(BIanpA AGEEY VPN BiEL), BERSPE | FIERS. 2 1 9 "How to Set Strict Multihoming J
FIRRAS R RIRF B A2 S UL THAE,

FEREGIRTRNRREREE, PRI TCP 1S IRFE 0 L ETRIKRFERL TCP T Securing the Network in Oracle Solaris 11.
8 S FHAE AR TS (DoS) X2, BARE, 2 4 H#Y THow to Set Maximum Number of

Incomplete TCP Connections ;

EREHIFFTENEGRE, #R | F5E TCP aEfETaiEE TCP & T Securing the Network in Oracle Solaris 11.

DoS &,

RIELRE, 2 4 H#Y THow to Set Maximum Number of
Pending TCP Connections ;
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BN{A{E AR TCP aefest

(=4 A AARAREA
AR 2B EEM T2 TERE. REEEEMEMERNT M, I Securing the Network in Oracle Solaris 11.
2 1 FfY "How to Reset Network Parameters
to Secure Values ;
1 TCP B2V IEINZI 488 AR EE R FIERRISN RS, G190 AEER TCP BHERER
%, UBRKIEEERENERRE FTP,
o
[P 6 P EREBITNAEIR HEBH NS, T Securing the Network in Oracle Solaris 11.
2 1 958 4 Z " About IP Filter in Oracle
Solaris 4
I Securing the Network in Oracle Solaris 11.
2 1 FBYEE 5 & " Configuring IP Filter .
o E 1N B 488 R B M ABRR IE AR, A IPsec # IKE REZEFBE IPsec T Securing the Network in Oracle Solaris 11.
M IKE Z BT ERER4EER 2 R ARRE (HH6, 2 1 H9EE 7 E " Configuring IPsec |
" Securing the Network in Oracle Solaris 11.
2 1 Hf9%E 9 B T Configuring IKEV2 ,
=]
VY {a{ER TCP AifEx
THSERRE/R TCP B8 2 n] 7£ Oracle Solaris RERM=FEFFER .
BiazEl  JRAZER root ABABEIENIEIN, UAER TCP B1&ER,
1 HBARFEFER TCP AR RKIRE sendnail JEAFEX.
LEFEARTETERR(ER TCP B2 {R5E, W "Managing sendmail Services in Oracle
Solaris 11.2 ; ##Y " Support for TCP Wrappers From Version 8.12 of sendmail ; Ffr
2. ZAESHEA inetd JRIGEVE TCP BEFER |, 552# " Administering TCP/IP
Networks, IPMP, and IP Tunnels in Oracle Solaris 11.2 ; ) T How to Use TCP
Wrappers to Control Access to TCP Services ;s .
3. {#/ TCP BEAEXIRE FTP 48K,
a. {KHE /usr/share/doc/proftpd/modules/mod_wrap.html 40 HIERER.
EREEEAREER, FTUAESUERET AT EER TCP BN FTP HEi(E
H.
b. H&TFI54MNZ proftpd. conf HERFATNEAR :
# pfedit /etc/proftpd.conf
<IfModule mod dso.c>
LoadModule mod_wrap.c
</IfModule>
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REERRG

c. EHREN FTP IR¥.

# svcadm restart svc:/network/ftp

EF

ZFS BRARB/EZNRMR, "JROETME, Bl B8 RETMIMEE=EEEE,

tmpfs IERA M BES ERFIM KR, HBRFAERTS (DoS) KB, Fx
RL5E 45 BB T AIER S tmpfs FERRMEHIKN o

TIEXERE tmpfs BIR/INBESI, W3Rt ZFS (Oracle Solaris HIFEERIER R 4K) 7]
FRERRRE, MFEEMEN, 5528 "Managing ZFS File Systems in Oracle

Solaris 11.2 ; EF'E’J Setting ZFS Quotas and Reservations y 1 zfs(1M) 4 =3,

*2-4 REERRRIEESRA

=3 EA AABARER

EREERRBHETE, BR BIKIBIERAR. FRAENEHE. =2 " Managing ZFS File Systems in Oracle

DoS IRE, BHxR, IEEERNERTE, Solaris 11.2 ; H#9 T Setting ZFS Quotas and
Reservations

REEHNEMEFRANS/NHRET | (REBERZA, EHENEE. 2E T Managing ZFS File Systems in Oracle

EiR R, REBHETE, Solaris 11.2 1 H#9 T Setting Reservations on
ZFS File Systems ;4

INEERRA LIER, BEREEIRE, ERNENBITEST " Managing ZFS File Systems in Oracle

HNERE, NRESRE, Solaris 11.2 ; Y " Encrypting ZFS File

Systems

" Managing ZFS File Systems in Oracle
Solaris 11.2 ; HfJ " Examples of Encrypting
ZFS File Systems

PR tmpfs tE3E

REFHIRN, PEERERETE /tmp PRI ARE 58 45 MY " UNMAIRRE] tpfs HERAMEIK

=, MEEIERAENEE, U

V' A{ATERE) tmpfs FER ALK/

tmpfs ERAMMIKNTERBZBRE, FELE, tmpfs FIEEEMREERIAMNRRLIE
BEMIRIRE=R/, /tp BIRRFMBRARENEREESEMNERNBRRER, FILEERARE
A ARG AN ARACIEE. BRY, BAREENRZEERETIESE /
tmp BERPBIABUER, AMENRRLE, RHERWERE, ErICARGIEE tnpfs
BRI,

ZRNERBERENE, NERRERRMEE,
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AATBRE tmpfs 4E 3R

FERHA/N

kG Al

EEURER vistab 183, BB EM solaris.admin.edit/etc/vfstab IZENEIES,
EEEFRENARR, BWEBWIEIK " HEEHEE | EIRIRTIE, root AEEEME

ELErR, MMEEZEA, :332F "Securing Users and Processes in Oracle Solaris
11.2 , Ay "Using Your Assigned Administrative Rights ; ,

FIRTE RS ERRCIEIEHE.

AE - AT EEBIFT{ERR SPARC T3 RIIRGE BB RIINR 1/0 3 E K E RERIRE (ssd)
F/\F8 279.40 MB &%, REAHEEL 500 GB HUEEIEEE

% prtconf | head

System Configuration: Oracle Corporation sundv
Memory size: 523776 Megabytes

System Peripherals (Software Nodes):

ORCL,SPARC-T3-4

scsi vhci, instance #0
disk, instance #4
disk, instance #5

disk, instance #6
disk, instance #8

FHE tmpfs KIGCIERERRI.

RN EEEI"E‘“?UJ\ﬁﬁ"” ERRBRG, EOIEEBEAKRL 20% Rt ECISEERH,
ERBINRE, EeIEeE UKL 30% Rt ECISEErRH,

FEE, ERB/NWRE, FEA 30 FRRE
10240M x .30 = 340M
HRBRANARR, FERA 20 FRHRE.

523776M x .20 = 10475M

1§ /etc/vEstab FEERFH swap I8 B B EARBIAKIK/N,

# pfedit /etc/vfstab

#device device mount FS fsck mount mount

#to mount to fsck point type pass at boot options

#

#swap - /tmp tmpfs - yes

swap - /tmp tmpfs - yes $ize=10400m
/dev/zvol/dsk/rpool/swap - - swap - no -
EWREIAA.

# reboot

BB K/ NRBIR DA

46 Oracle Solaris 11 T2 #ER « 2014 ££ 9 A


http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=OSSUPrbactask-28
http://www.oracle.com/pls/topic/lookup?ctx=E36784&id=OSSUPrbactask-28

RAESUEHHER

% mount -v

swap on /system/volatile type tmpfs
read/write/setuid/devices/rstchown/xattr/dev=89c0006 on Tues Feb 4 14:07:27 2014
swap on /tmp type tmpfs
read/write/setuid/devices/rstchown/xattr/size=10400m/dev=89c0006 on Tues ...

6. ERIERERE , WKEENFLFRRE,
of BOBHERBM, M swap BT REBBAVMIEH,
% df -h /tmp

Filesystem Size Used Available Capacity Mounted on
swap 7. 46 44M 7.46 1% /tmp

% swap -sS
total: 190248k bytes allocated + 30348k reserved = 220596k used,
7743780k available

MEEZEN, F20 tmpfs(7FS). mount tmpfs(IM), df(1M) LA swap(1M) E4&
==

RAESUEBUHER

¥R 2B root ARAEIMIENARMIERE, B solaris.admin.edit/path-to-system-
file YZ¥ERI R FN{ERE A RESEINZ system-file, MR root FABEEMIESAMAESR,

& 25 RE RS USSR F 2R A
=3 Bl AERAER A
A—MREREICERHIERER, 14— AR EF E RIS RIEPRERE AL 022 58 40 HRY " UNfeRRE B ARG —RRE
B AREIMERE, F#E umask & 4
187 ACL {RFEIES, ACLEE—RE | LML HEBMHEIVMREERMSIE | ZFS End-to-End Data Integrity (http:/blogs.
UNIX 1EREREAEM, EEH. oracle.com/bonwick/entry/zfs_end_to_end_

data)
WMEER ACL WX ESIE, F2H
Hiding Within the Trees (http://www.
usenix.org/publications/login/2004-02/
pdfs/brunette.pdf),

HERRIERTEM, EBEFIENER BART XL EEE I Securing Files and Verifying File Integrity in
=, Oracle Solaris 11.2 ; H#9 "How to Find Files
With Special File Permissions 4

RAERG AR A

&R BAECE Oracle Solaris K INGELMRERMER LR S, BERM LMERE L8
fEFRE X AR TS,
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RERBAFIRIE A

*®2-6 REZRRIFENEA(E AR
(=3 Boadl] AARAREA
BALL RN B R R AT MITHIES, HRERMEY, UBLEEERIER I Securing Files and Verifying File Integrity
REROTHMITRIES, in Oracle Solaris 11.2 1 H#9 T Protecting
Executable Files From Compromising
Security 4
AT u =B B REHL SHENMT R TEMIERA ASLR, 56 31 HRY "UNfIEREE ASLR BERLA .
(ASLR) {5 BB —EMIAE BT LAfE
ASLR,
REEZ, B AT # E B R e B M AE RS 55 52 BRY " {EFATEZARTS .
&,
RETTREE SWBEMIRIE BIVEBRMERE A ZRHIFENE " Troubleshooting System Administration
ER %o Issues in Oracle Solaris 11.2 ; H#Y
" Enabling File Paths ,
" Troubleshooting System Administration
Issues in Oracle Solaris 11.2 ; A
g9 T Administering Your Core File
Specifications 4
fEF SSL I IEfEIARES fREE AIMERZREBERIRRE (SSL) @iBE " Securing the Network in Oracle Solaris
Web {a1fR 28, HNZEE AN Web {FARES @5, 11.2 ; FEYEE 3 E "Web Servers and the
Secure Sockets Layer Protocol 4
BuaSRAEANEE, EIEAREREEFINEE, TR RER " Introduction to Oracle Solaris Zones .
EREREEAEXERS, fim, &
15 e] F2R 53 PR AR L4 & A ER B 4 Ui Web
EIlEN
EREFPHER. EiyERM—CEREFERNIR, " Administering Resource Management in

Oracle Solaris 11.2 ,

£ H SMF {Re& R RHKIARTS

] S B ATEIVINE] Oracle Solaris B9 " ARFSEIEINAEE (SMF) 1 THEE, ABERRY
g, EMEEURELLRBOER, BEAEALERNEREENERENALME
%O

NFERRENMEF, FEH:

= " Securing Users and Processes in Oracle Solaris 11.2 ; 9 " Locking Down
Resources by Using Extended Privileges .,

= Securing MySQL using SMF - the Ultimate Manifest (http://blogs.oracle.com/bobn/
entry/securing_mysql_using_smf_the),

" EHEALE EFM: 81F smf(5). smf security(5). svcadm(1M). svcbundle(1M)
AR svccfg(1M),
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IEREAS ERRen

BlE Kerberos 481%

ZEI A Kerberos BRFSREEDAVAERS, MWEERNRBRIMFESHERR LNTS
M, LERRFSRMHEAERERE, URBSHMAEN, E0]AER Kerberos ARFS
LEMBAEMARG, WTHES. RBENURERIESR, L, SESHTUERL
ARFS SRR EI LI ARFEFNI R AAIFEN. B4 Kerberos fEAE, ERIUBREMAHIEIRS
By7FEN,

MERBENMNRER, B2
= "Managing Kerberos and Other Authentication Services in Oracle Solaris 11.2
38 3 & " Planning for the Kerberos Service ,

= "Managing Kerberos and Other Authentication Services in Oracle Solaris 11.2
958 4 Z T Configuring the Kerberos Service |

" ERALZ EFM: 815 kadmin(IM), pam_krb5(5) BAK kclient(1M),

FEREAZ B R et

Trusted Extensions & 38HIE I TR B L@ H 7 ENIZHI (MAC) SRERIEFE Oracle
Solaris &£t BWBERBESEINERNRMEENRIE (B, ERZRREE) M
ERHERE (ERENERF), TEUERGE () LBERE (X88) <ENREFRRE
12, REIFHAMEEN. SEMNEEE—AEHEBARE,

Trusted Extensions BRFEHIER Y /S EBIE:

LR E R

» BREBIIERZRBEHINEA

» BEARE

» REEENEIR

s EBERNAKZEETE

» EERNEERE

system/trusted Fl system/trusted/trusted-global-zone EMEEREEC A imEER

BERBAETESBREHEZFEMREEIENR, system/trusted/trusted-extensions E&&
BXRBIR Mt Oracle Solaris ZEARAMEESEIRIE,

BCE Trusted Extensions

BNZES RS Trusted Extensions ESEEREE, AERBRERA, T3 trusted-
extensions ERIIE &, RAMIUEREZEENMEXERNITER, FlU0%ERL
RIERs T{Fuh, BHEMARBGENEZHIREE,

MFREENMERF, FESR:
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GBS BRRen

o A

m  "Trusted Extensions Configuration and Administration ; FHJ58 18843 " Initial
Configuration of Trusted Extensions

= " Trusted Extensions Configuration and Administration ; R385 11E35)
I Administration of Trusted Extensions ,

ALE AR IPsec

&R LAER IPsec (REFHNTTE.
NERFEMMNER, FERHE:
m " Securing the Network in Oracle Solaris 11.2 ; Hf955 6 & " About IP Security

Architecture

= Trusted Extensions Configuration and Administration y H1fJ " Administration of
Labeled IPsec .

»  Trusted Extensions Configuration and Administration 5 ##J " Configuring
Labeled IPsec .,
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e REREEZE, E]MKETR

BE:
LR .

» EHAERIEECER

» HITERRIEEERT

i
B
52
It

L E’-;Inlaﬂglﬁéb
» HITHRERE

MERRIT AR TN

FOMERRT AMRIRABIE R R £ FRMEER

*31

MR RRIFRERER

AERENNER, #HEKEERBHNTSMER

BERG. EMBTFEEER,

1B

#9

HARARREA

EERR LHEREEE.

MR E TR BRI R E R IEE
&,

55 30 B " NAIEREEEREEE

B= 1

EREEER RN, EEzE, EETHLLE BART &, & | 5 51 HRY (M BART BB iE R &M
ERQE%‘%QEE"J@%O
EREEER, HHETRERIFIEERIER Z setuid " Securing Files and Verifying File Integrity in
setgid HEFRIYIERZ, Oracle Solaris 11.2 ; H#9 "How to Find Files
With Special File Permissions ,
TE HA BB & IZaC iR, K EBFRRERRANIER. % 52 B " ERBZRT .

BRSNS HEM4MER
D%,

AL ER BEEHENRNERERE
¥.

55 53 HfY " AR EIRIEAZECER

MITHEERIE,

RN TSR ERMREE.

" Oracle Solaris 11.2 ¥ 48§53/ 1 0
compliance(1M) 4 FFf

{#F BART BSGEHER

BART B —fE{ERANZ 8 E M EFE

TR

HEERETH,

RRRPNENRBESEFENHRABERTEMEE
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&R

WNERRENMER, F2RHE:
= "Securing Files and Verifying File Integrity in Oracle Solaris 11.2 ; ##J T About
BART .

= "Securing Files and Verifying File Integrity in Oracle Solaris 11.2 ; #fY " About
Using BART ,

= " Securing Files and Verifying File Integrity in Oracle Solaris 11.2 ; #J TBART
Manifests, Rules Files, and Reports ;

MFEMBLRAMRZEEMNITERA, 5528 " Securing Files and Verifying File
Integrity in Oracle Solaris 11.2 ;, F#YJ "How to Compare Manifests for the Same
System Over Time s ,

{3 FITEZ IR %

BRERECHRARNERRIL. BZRFEE SRS TERERNIEA,

NERZIRFEMAERRE, 5528 "Managing Auditing in Oracle Solaris 11.2 1 , W&
2 FFMEEMEEL, 52 "Managing Auditing in Oracle Solaris 11.2 1 H#Y
" Audit Service Man Pages ; .

ToERBIEFERRT S LELIRIR:
» EVERNAEREEEZ. BRERZURMEITELLEZRERE. BRABHKEEN
ERAE,
EREIZECE. BRERUTIERIEHIEMRERE, FRERENELE,
EERIAENERTELESN ARMOR 2, 552M "Securing Users and
Processes in Oracle Solaris 11.2 ; F#YJ " Assigning Rights to Users, ,
= {EF cusa IBZIERIEZFIEEIEE,
cusa IERZEARIPHNSEHRERX ERM T2 MIREHNSIRENE, WMERRMR
BE, 52 /etc/security/audit class {&R, WMFIEFIVEREN, 2
B3 40 B "WfIERENEHUIMIERES . .
» EIEZECEREIE E R REAREE.
» BE "EERIRERSS (ARS) ) ERNERZ,
2/ "Managing Auditing in Oracle Solaris 11.2 ; #fY "How to Send Audit
Files to a Remote Repository i ,

s BEBHEZIERTEEHHERIER ZFSs £E LMERERERZR R,
n BNE syslog ARRENFMERREHIXFRE,
RZEN audit syslog SMIMER, ARERERBENEH.

#2088 "Managing Auditing in Oracle Solaris 11.2 ; 9 "How to Configure
syslog Audit Logs s

» [REFERZIBREIKN,
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& RS

7% audit binfile JMIMEINEY p_fsize BHERAFIANIXN, EEHMEZPIVER
HEFZ. HMERESRELARL cron TYESEER,

WNFEAEREEERI, 552E " Managing Auditing in Oracle Solaris 11.2 ; H1#9 "How to
Assign Audit Space for the Audit Trail 5 ,

v EEENERERREEHARERIER ZFS K& LHERERERAR.
» ERERERERAR LITERERER,

BB IEFEZR L8k
audit_syslog SMHEIVP] LAFRRGCERTASEE HXZ#§$?${¢FE’J¥7§1;:O EERIRERE R
BAREEMERTEE, FRITE FIEMES

# tail -0f /var/adm/auditlog

EERETEZICIR, 3328 "Managing Auditing in Oracle Solaris 11.2 ; HfJ " How to
Configure syslog Audit Logs s .

E R EFIETEMaCE%

TR BUSIR X F IR RIIEZACER, SR B R XML B IUSIR gL,
B'ZIJ S ERAEMAIER, F26:

= "Managing Auditing in Oracle Solaris 11.2 ; Ff9 " Audit Logs 4

= "Managing Auditing in Oracle Solaris 11.2 ; ##J " Preventing Audit Trail
Overflow 4

= "Managing Auditing in Oracle Solaris 11.2 ; F#J " Displaying Audit Trail Data .
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TH2EEHESE A Oracle Solaris RéELZEME. EhR Oracle Solaris FE1E
—LEANTZ2EEN, BFLEMELENR,

Oracle Technology Network _Fj& £ 2% 5%
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