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H1 it RESTful 2t
GET resourcesy ZE 2|AAE LIEFELCH
GET resources/<name> MEdE 2|arE MYSHE JSON 24
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220 S2 YBE UHEBILICH LHES GeT 230l OJ5H HErEl 343t Y /sHor BLIC
220

"resource name": {
"href": "path/to/this/resource",
"property 01": "value 01",
"property 02": "value 01
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iC
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BHSFHL|C.

[ = |
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HTTP S 3

{
"resource list name": [
{
"href": "path/to/resource 01",
"property 01": "value 01"
oA
"href": "path/to/resource 02",
"property 02", "value 02"
}
1
}
37 - O] Mol A= B[ 2Ot 917| &7 BS7| 2ls 2[5 7| Y SWE 2715t0f HAIO]
A 4E JSON BFet ZtE 20f FLICH M4 282 0] YAlS ZeotA| gLt

octs
HTTP S allH
GOIE{E M&ote 2Z& HE20[AA MB|A HH2 JSON C|0[E] FAIZ ARZst TS 6
Accept: application/json
Content-Type: application/json
SE sllHoll= thg Y27t ZaHE LT

Date: Tue, 23 Jul 2013 13:07:37 GMT X-Zfs-Sa-Appliance-Api: 1.0 Content-Type

: application/json
Content-Length: 357

=5 29| 32 Hl0|E{7} CA| &&[7] Hofl= LIE Z0|E & & QlgUCh L& ZOo[7t
HSE A = B S2H0|AEE EOFIA| S 225 A BetE 2 H0|EE HO{of
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UL 22 UrStEl O[O & ot L Zide MEIA 20| o7 HS-Z ARERILICH ALA|

StLiE2 2} 2|AA0 st M E JIZSHIA L. 2E 2|AaA0AM 2 Al Di7fHS~Z

A|dSH= A2 Ot LTt O] oM = El*ﬁﬂ A EE Ao OPfHSZ %E* o ArEE &

Bk 20| D7} A0l CHEH A 2F D H LT

52 At 2o| o7

OjoHHa My

props=true 2|0 Cist S5 A& DE} C|O|E{E LHEELICH?|
22k false).
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ABAS BEEISH= 012] GET YO ALRE £ US|
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[

ol

3 =5 d2 oELH0|E gf

s=ae 29

name sE 8208

label S5 d=o 49

immutable S5 YEE #4Y + Qi3S LEi= 2Lt
type S5 45 §9: String, Integer, Boolean...

choices GHE S5 dEo 2 A8 7Tt gt i

2o| Of7HtH ! start
Ut

start 22| D7 = limit D75 2| 5te Yot BAAM 2| FLCE O]= Bt
GIOIE{E Al&fStE Ol AL El= A2t QIHAE MG U AlZh LS A /SH= 2|40 T
S QIEAE "20130531T01:13:58" 0 22 A|ZH 24 4 UG L|CL.

f——J LAY

=cio[dLr 2R

F= U3 2 SE HO|2E2L aPH 2F S LIEIUE HTTP &&f 2=5 gretgiL|ct

message: 'ERR INVALID ARG',
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RESTful AP| 2

M| A ME|AE=Oracle ZFS Storage Appliance@| 2& RESTful APl MH|A0|| CHEH A|2HH
ULICE O] MH[AE AFEZ} 21 SHE QlSot il L WMA |- S EESH0] AL 7t

1 oo=2

ot RESTful APl MH|AS LESH= O AFEELICE

MH|A QM| A

MH| A0 M ASHA S 0] URL(http://zfssa.example.com:215/api/access/v1)S AL St

Lt

CIE AMH|AO]| QHAM|ASH{H X 1IA HHI/\E AHE3H 201510 AHE 7t AH|A9| 2]
2| Y HAE 7t 2 CHg SHetEl URIZ AHESH0] Of219h AH[AO]| HMATILCEH AMH|A 2
2= o2 ofE2to|AA 1 E E'-Ii s 7oz HEE & ASH L
#5 AMHE| A M A HEH

23 42 49

GET /api/access/v1 RESTful API MH|A GHMA 2| HE

Lt gt ct,
POST /api/access/v1 2791 MME ot}
DELETE /api/access/v1 MMHoilM 20k Tt
MH|A LIE

list services BH2 ALE 7tS5 MB|A M| A URIS LIF L CH 291 M43 25t
2| = AR list services YHZ A ESH 244 %%44_} SHH| AFR5H0 AL 7HsEH MH|A
UM A URIE LB 4= ASUICH O] HAZ SliY 0]S2H0[AA0M AEE

RESTful APl MH|A L M-S LHE

23 0:

GET /api/access/vl HTTP/1.1

Host: zfs-storage.example.com

X-Auth-User: joeadmin
X-Auth-Key: letmein
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MB|A 71 27| HY

210

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 190
X-Zfssa-Access-Api: 1.0

{
"access": {
"services": [{
"version": "1.0",
"name": "appliance",
"uri": "https://zfs-storage.example.com
Ao
"version": "1.0",
"name": "nas",
"uri": "https://zfs-storage.example.com
Ao
"version": "1.0",
"name": "replication",
"uri": "https://zfs-storage.example.com
Ao
"version": "1.0",
"name": "san",
"uri": "https://zfs-storage.example.com
Yoo 1
}
}

MH|A 7}2 27| B

get service= AR 7H58H 2E B S22 X &lo
C}.
29

GET /api/appliance/vl HTTP/1.1
Host: zfs-storage.example.com
X-Auth-Session: guigqpQRE4g89ngb

Sg of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 204
X-Zfssa-Access-Api: 1.0

{
"service": {
"name": "appliance",
"methods": [

18

:215/api/appliance/v1"

:215/api/nas/v1"

:215/api/replication/vl"

:215/api/san/v1l"
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x

{
"description": "Get appliance RESTful services",
"path": "/apis",
"request": "GET"

+

{
"description": "Get appliance RESTful service properties",
"path": "/apis/<api:path>",
"request": "GET"

1

{
"description": "Create a new alert threshold watch",
"path": "/alerts/thresholds",
"request": "POST"

Yoo ]

POST 2 S HUESH0] BN MB|A0M QIS ME IDE FELICE 0] S M4 IDE
L

0l ¢
€ 2 MB|AOM ID AH SF22 AFEE 4 UGUCL S IDE ASA| Md A2t =
3} £2 =0 ofs MHE A7t 23} 7|7 0) PESIELICE 7E3t2 Thof 152 LIC

DELETE 22 MM IDE 20t Y RE3tot= 4| AFRE &+ Y& O

S240|HEE 74 LY VA QIS YEE MHEIEE QF M/ME0| Zestr| A& CE
RESTful APl 2:240| statelessO| 22 Q= DB A ZHEL|C}

2791 KM

2 PosT RY2 M 20 HHE QYYLICE & Al HTTP HEf 2010] ALE 7kt
RESTful APl MH|A S2& Z5I5Hs TY S2 Y& "access"7t Q= JSON 24| ot B4 gt
gHgLct

2a 23 o:

POST /api/access/vl HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein-xxx

HEst 2012 X-Auth-Session HTTP &lIC1E S8 HTTP A€ 201(Created)2 S2 Al

M IDE gretELct S 222 0| 21012 ol UMAT £+~ e ME|A 58 25
L|ct.

S sllo:
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HTTP/1.1 201 Created
X-Auth-Session: guigqpQRE4g89ngb
Content-Type: application/json
Content-Length: 378
X-Zfssa-Access-Api: 1.0

{
"access": {
"services":[{
H
}
}

MM 20t

8l DELETEE= MM E 2012 2 B&53t= S MEE L CH
202 234 o

DELETE /api/access/vl HTTP/1.1
X-Auth-Session: guigqpQRE4g89ngb

Sg of:

HTTP/1.1 204 No Content
X-Zfssa-Access-Api: 1.0
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RESTful APl B2 MH|A

A RESTful API MB|AZS ALZSHE AHAlE ZEO ChHet A L SEHE AdL &+
U LICE,
A Had
FE Mu|A HF>
ChS B= 45 MH|A FF S 20 SL O}
H6 28 AMHA EHH
24 Z2 /api/alert/v1 a4
GET ZE MH|A FEPS LB
POST /thresholds M ZE YAz H=IE eteu ot
GET /thresholds/<threshold)> A BE AAIZ 93] 55 EE
£ 7tMdauHct
GET /thresholds 2E ZE LA x| HHE LIE
ct.
PUT /thresholds/<threshold> AEE B2 AL x| HHE &
gt
DELETE /thresholds/<threshold)> A HE LA HHE AAIFLICE
POST /actions M 22 Z%|E 2Lt
GET /actions/<actions) AZE 2 22| S5 FEE 7HA
St
GET /actions BE FE 2| HHE Lt
PUT /actions/<actions) A 8= 2 22| HAE e
Ct.
DELETE /actions/<actions) AYE 22| AHE AA LT
POST /actions/<actions) M BE =z 2E otsL|Ct
GET /actions/<actionsy/<action) AGE 2 22| 4Y SE FEE
JtAd &Lt
PUT /actions/<actions)>/<action> 2| HEl A8 22| 2 A E £~
stL|C]
erLct,
DELETE /actions/<actionsy/<action A|EE 2 A E ATALICE
GET /events M ZE O|HIEE £AIELICE
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2

2{z|0f| CHEt R AlE2}
("immutable")

statname AnalyticsStatistics

2| S ["cpu.utilization", "arc.
accesses", "arc.size", "arc.12_
bytes", "arc.|2_accesses", "arc.
12_size", "syscap.bytesused"”,
"syscap.percentused"”, "repl.
bytes", "repl.ops”, "shadow.
kilobytes", "shadow.ops",

"shadow.requests”, "io.bytes",
"io.ops", "datalink.kilobytes",

"nic.kilobytes", "net.kilobytes",
"ftp kilobytes", "fc.bytes", "fc.

ops", "http.regs”, "ndmp.bytes",
"ndmp.diskkb", "ndmp.ops",
"nfs2.bytes", "nfs2.ops", "nfs3.

bytes", "nfs3.ops", "nfs4.bytes",
"nfs4.ops", "sftp.kilobytes",
"smb.ops", "srp.bytes", "srp.

ops", "iscsi.bytes", "iscsi.ops"]

type ChooseOne

stat?} A58 25HHLHnormal)
A5t of2f 2 HojA m(inverted)
ZEE AHKAEA AL ["normal”,
"inverted"]

limit Positivelnteger

SA O chet &gt g

minpost Duration

2|4 ARZE2AS FEE HASH
Hof| 7 2|5HOF BLICE.

days ChooseOne

S Lofjat FE A ["all",

"weekdays", "weekends"]

window_start TimeOfDay

window_start2t window_end
Ato|of|2t HE A[A| ["none", "00:
00", "00:30", "01:00", "01:30",
"02:00", “02:307, “03:007, “03:
307, “04:00”, “04:30”, “05:007,
“05:307, “06:00”, “06:30”, “07:
007, “07:307, “08:00”, “08:307,
“09:007, “09:307, “10:007, “10:
307, “11:007, “11:30”, “12:007,
“12:307, “13:007, “13:307, “14:
007, “14:30”, “15:00”, “15:307,
“16:007, “16:307, “17:00”, “17:
307, “18:007, “18:30”, “19:007,
“19:307, “20:007, “20:307, “21:
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007, *21:307, ©22:00°, 22330,
23007, “23:30’]

window_end

TimeOfDay

window_startet window_end
Atojof|2t A AA| [“none”, “00:
007, “00:30”, “01:00”, “01:30”,
“02:007, “02:30”, “03:00”, “03:
307, “04:00”, “04:30”, “05:007,
“05:307, “06:00”, “06:30”, “07:
007, “07:30”, “08:00”, “08:307,
“09:007, “09:30”, “10:00”, “10:
307, “11:00”, “11:30”, “12:007,
“12:307, “13:00”, “13:30”, “14:
007, “14:30”, “15:00”, “15:307,
“16:00”, “16:30”, “17:00”, “17:
307, “18:00”, “18:30”, “19:007,
“19:307, “20:007, “20:30”, “21:
007, “21:307, “22:007, “22:307,
“23:00%, “23:30°] ("immutable”)

frequency

Duration

FEE AAAIGHT| A 22 A2t

minclear

Duration

"all clear" B2E AAAlot7| H E
A MEHQ 2[4 AJZE

GET /api/alert/v1l/thresholds HTTP/1.1
Authorization: Basic abcd123MWE=

HTTP/1.1 200 OK

: zfssa.example.com:215
: application/json

Date: Tue, 27 Aug 2013 17:38:40 GMT
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json

Content-Length: 689

{
"thresholds": [
{
"days": "all",
"frequency": 300,

"href": "/api/alert/v1l/thresholds/

"limit":

bec758cb-346e-6a7d-c211-b320c09ef6ab",
500,

"minclear": 300,
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"minpost": 300,

"statname": "cpu.utilization",

"threshold": "threshold-000",

"type": "normal",

"uuid": "bec758cb-346e-6a7d-c211-b320c09ef6a6",
"window end": 0,

"window_start": -1

"days": "all",

"frequency": 300,

"href": "/api/alert/v1l/thresholds/
475799d8-32c8-6ff6-882c-aa3b66e3a5a2",

"limit": 100000,

"minclear": 600,

"minpost": 300,

"statname": "datalink.kilobytes",

"threshold": "threshold-001",

"type": "normal",

"uuid": "475799d8-32c8-6ff6-882c-aa3b66e3a5a2",

"window_end": 300,

"window_start": 1200

-

GET /api/alert/vl/thresholds/1b15d405-75c4-4c0c-e0f6-8a108165b874

HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215
Accept: application/json

22} off:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 363

"threshold": {
"days": "weekdays",
"frequency": 300,
"href": "/api/alert/v1/thresholds/
1b15d405-75c4-4c0c-e0f6-8a108165b874",
"limit": 100000,
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"minclear": 300,

"minpost": 300,

"statname": "datalink.kilobytes",

"type": "normal",

"uuid": "1b15d405-75c4-4c0Oc-e0f6-8al08165b874",
"window end": 0,

"window_start": -1
}
}
=
A8 YAl oS
Z= YA BsUc
239

POST /api/alert/vl/thresholds HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 50

{"statname": "datalink.kilobytes", "limit": 100000}
SEA:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 321

Location: /api/alert/v1l/thresholds
/1b15d405-75c4-4c0c-e0f6-8al08165b874

{
"threshold": {
"href": "/api/alert/vl/alerts/thresholds
/1b15d405-75c4-4c0c-e0f6-8a108165b874",
}
}

PUT /api/alert/v1l/thresholds/1b15d405-75c4-4c0c-e0f6-8al08165b874
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HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

{"days":"weekdays"}

SE ol

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 326

-~

"threshold": {
"days": "weekdays",

-

DELETE /api/alert/v1l/thresholds/475799d8-32c8-6ff6-882c-aa3b66e3a5a2
HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

S ol

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

AdsE g3

m ad
m all
m appliance_software
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® backup
m cluster
H custom
® hardware
m hardware_faults
® ndmp
® network
m replication
m replication_source
m replication_target
m restore
W scrk
® shadow
m smf
m thresholds
m zfs pool
B8 48 Zz| "ad"
L] a4 oL
active_directory_degraded 22 LE|= active_directory_
degraded O|HIE [true E+= false]
ot Lx|sofF FL T,
smb_kerberos_client_ 22 ZE{= mb_kerberos_client_
authentication_degraded authentication_degraded O[HIE
[true E&= false]2t L2|3HOF &L
=3
B9 & 22| "all"
-] a4 4y
all_defects 22 LE{E all_defects O[HIE [true,
false]2t Y x|sHOF BLICH.
service_alerts 22 LB = service_alerts O[HIE
[true, false] 2t Y =|aHOF BHLICH
all_hardware_faults 22 ZE= all_hardware_faults O ¢l
E [true, false]2+ Y 2|30k ELIC}.
H10 ZE ZZ| "appliance software"
23R a4 oL
obstacles_to_system_software_ | £2 ZE{= obstacles_to_system_

update software_update O[HIE [true,
false] @t Y 2|3HO0f &HL|CE.

RESTful APl ZE MB|A 27



SEHR ¥ g
operating_system_kernel_panic | £ LE{= operating_system_
kernel_panic O|HIE [true &£&=
false]et Y =|5{OF BLIC}.
11 A2 2Z| backup
SEHE 74 oy
backup_finished 22 LE{= backup_finished OHIE
[true == false] 2t Y=|aHOF BHL
Ct.
backup_started 22 LE{= backup_started O|HIE
[true = false] 2 Y=|3HOF EHL|
Ct.
B12 ZE ZZ| "cluster”
SE 3R 78 g
cluster_i /o_link_down 22 LE{= cluster_i /o_link_down O|
HIE [true E= false]2t Y2[sHO}
_uct

ZE= cluster_i /o_link_failed 0|
HIE [true L= false] 2 Y 2|3H0F

4
Mo
n

cluster_i /o_link_failed

ct.

cluster_i /o_link_up 22 LE|= cluster_i /o_link_up O[#Hl
E [true E== false] 2t L=|3H0F &
=3

unexpected_peer_error_ 2E LE{= unexpected_peer_error_

occurred occurred O|HIE [true L= false]
oF AUX|5HOF FrLC.

communication_t o_peer_lost 22 ZE|{= communication_to_peer_
lost O|HIE [true L= false]2t
2|sf{of BfL|Ct.

cluster_peer_panicked 22 ZE{E cluster_peer_panicked 0|
HIE [true L= false]2t Y Z|5HOk
ct.

failed_to_set_s p_root_ 22 LE{= failed_to_set_sp_root_

password_on_cluster_peer password_on_cluster_peer Ol
E [true E== false] 2t L=|3H0F &
=3

cluster_rejoin_failed_on_peer 2E LE{= cluster_rejoin_failed_on_
peer O|HIE [true &= false] 2t &
2|sf{oF gLt

cluster_rejoin_mismatch_on_ 22 ZE|&= cluster_rejoin_mismatch_

peer on_peer O|HIE [true &= false]
oF AZ|sl{OF FLCt.

cluster_rejoin_completed_on_ 28 ZE|= cluster_rejoin_

peer completed_on_peer O[HIE [true

= false]oF Y2|sOf L|Ct.
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SEHR ¥ g

cluster_peer_lost_ 2E LE{E= cluster_peer_lost_

communication_token communication_token O|HIE
[true EE= false] 2 Y=|3HOF EHL|
=

cluster_rejoin _failed 22 ZE{= cluster_rejoin_failed Ol
E [true == false] et ¢z|3l0F &
=2

cluster_rejoin_mismatch 22 ZE{= cluster_rejoin_mismatch
O|HIE [true &£ false] 2t Yx|aH
Of gL,

cluster_rejoin_completed 22 UEE cluster_rejoin_completed
O|HIE [true = false]2F Y|l
Of g,

cluster_takeover_complete 2E LE{E= cluster_takeover_
complete O|HIE [true E= false]
oF AUX|5HOF FrLC.

resource_import_failed_during_ | & ZE|= resource_import_failed_

cluster_takeover during_cluster_takeover O|HIE
[true == false] 2t ¥ 2|5HOF B
=

local_cluster_communication_ | £ ZE{= local_cluster_

token_lost communication_token_lost O]l
E [true E= false]2t Y2|5H0F g
Lict,

B13 45 Z%| "custom"
SEHR ¥ g
patterns 7|24k FMA OJHIE patterns
H14 ZE ZX| "hardware"

SEHE 74 oy

fibre_channel_port_down 22 LE|+= fibre_channel_port_
down O[HIE [true L& false]2t
U5 OF Lt

multiple_transient_fibre_ 22 LE{= multiple_transient_fibre_

channel_port_status _changes channel_port _status_changes
O|HIE [true = false] 2t Yx|5H
OF g,

transient_fibre_channel_port_ | & LE|= transient_fibre_channel_

status_change port_status_change O|HIE [true
E = false]2F Y2|3H0F BHLICE.

fibre_channel_port_up 22 UE|= fibre_channel_port_up 0|
HIE [true & false]2t Y 2[5O}
_uct

network_port_down 22 ZE{&= network_port_down 0|
E [true &= false] 2t Yx|afj0f &
Lict,
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network_port_up 22 ZE{= network_port_up O[HIE
[true EE= false] 2 Y=|3HOF EHL|
=

chassis_connected_to_system 22 ZE{= chassis_connected_to_
system O|HIE [true &£+ false]2t
U|sHOF gt

chassis_removed 22 LE{= chassis_removed O|HIE

[true == false] 2t Y=|aHOF BHL
Ct.

hardware_component_inserted | &

LE{= hardware_component_
inserted O|HIE [true LE&= false]
of Ux|sHOF FrLCt.

hardware_component_removed | £&

ZE{= hardware_component_
removed O|BIE [true S+ false]
oF AX|5HOF FrLC,

disk_inserted 22 LE{= disk_inserted O[HIE [true
= false] 2t Y|aH0f BfLICE

disk_removed 22 LE{= disk_removed O[HIE
[true == false] 2t Y =|aHOF BHL
Ct.

i/o_path_added 22 LE{= i/o_path_added O[HIE
[true = false] 2 Y=|3HOF EHL|
Ct.

i/o_path_removed 22 ZE{= i/o_path_removed O[HIE
[true = false] 2 Y=|3HOF EHL|
=

service_processor_offline_or_ 22 LE{= service_processor_

unavailable

offline_or_unavailable O|HIE
[true == false] 2t ¥ 2|5HOF B
=

service_processor_online_after_ | 22

LIE{= service_processor_

outage online_after_outage O|HIE [true
£ = false]2F Yx[sof BHLICH
failed_to_set_root_password_ 22 LE{= failed_to_set_root_

on_service_processor

password_on_service_processor
O|HIE [true = false]2F Y|l
Of &t

H15 48 2Z| "hardware_faults"
SEXL 28 My
all_hardware_faults 22 ZE{= all_hardware_faults Ot
E [true == false] et Y z|3l0F &
=2

30 Oracle ZFS Storage Appliance RESTful API @A, 22|A 2013.1.3.0 + 20144 8¢



H16 ZE ZZ| "ndmp"

sE3= 2% 4

invalid_ndmp_restore 22 LE{= invalid_ndmp_restore O]
HIE [true £ false]2t Y x|5HOF
ct.

backup_finished 28 LE|= backup_finished O[HIE
[true = false] 2 Y=|3HOF EHL|
Ct.

backup_started 28 ZE{= backup_started O]HIE
[true == false] 2t ¥ 2|5HOF B
=

restore_finished 22 Lef= restore_finished O|HIE
[true &&= false]2F Y 2|5HOF &L
Ct.

restore_started 28 ZE{E restore_started O[HIE
[true = false] 2 Yx|3HOF EHL|
Ct.

"17 ZE ZZ| "network"

ss3e 2% P

datalink_failed 22 ZE{= datalink_failed O|HIE
[true == false] 2t ¥ 2|5HOF B
=

datalink_ok 22 L& datalink_ok O[HIE [true
= false]2F YX|3HOF BfLICE.

network_port_down = =& network_port_aown V|l

t k t d 28 ZE{= net k t d Of &l

E [true E= false] 2t Y=|3l0F &
Lict,

network_port_up 22 HE= network_port_up O|HIE
[true = false] 2 Y=|3HOF EHL|
Ct.

ip_address_conflict 28 ZE= ip_address_conflict 0|
E [true == false] 2t Y z|3H0F &
=2

ip_address_conflict_resolved 22 ‘UE{= ip_address_conflict_
resolved O|HIE [true £+ false]
of 2=|sH{OF FrL|Ct.

ip_interface_degraded 22 L= ip_interface_degraded O]
HIE [true L& false]2F L2|5H 0}
ct.

ip_interface_failed 22 ZEe{= ip_interface_failed O|HIE
[true = false] 2 Y=|3HOF EHL|
Ct.

ip_interface_ok ] EHE ip_interface_ok O|HIE}
[true == false]2F Y 2|5HOF B
=
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H18 ZE 22| "replication”

SEXE 8 Mgy

receive_failed_(unsupported _ | 28 ZE{= receive_failed_

version) (unsupported_version) O[HIE
[true = false] 2 Yx|3HOF EHL|
Ct.

receive_failed_(cancelled) 22 LE|= receive_failed_(cancelled)
O|HIE [true E= false] 2t YUx|5H
OF g,

receive_failed_(all_others) 2g LE|= receive_failed_(all_
others) O|HIE [true E£= false]2t
U|sHOF gLt

receive_failed_(out_of_space) 22 L& = receive_failed_(out_of
space) O|HIE [true &= false] 2t
Uz|slof BLCY.

receive_failed_(package_not _ | £ LEIE receive_failed_(package_

upgraded) not_upgraded) O|HIE [true E&=
false]@t Y=|3f{OF BL|C},

receive_finished B2e ZE{= receive_finished O|HIE
[true = false] 2 YX|3HOF EHL|
Ct.

receive_started 22 ZE{ = receive_started O[HIE
[true == false]2F Y 2|5HOF B
=

send_failed_(unsupported_ 28 E| = send_failed_

version) (unsupported_version) O|HIE
[true &&= false]2F Y 2|5 OF &L
Ct.

send_failed_(cancelled) 22 UE & send_failed_(cancelled)
O|HIE [true = false]2F x|l
OF gL,

send_failed_(all_others) ] LE{= send_failed_(all_others)
O[HIE [true E& false]2t Y|k
OF g,

send_failed_(connectivity) 22 ZE{= send_failed_
(connectivity) O[HIE [true £
false] @t 2 x|3HOf EHLICE.

send_failed_(out_of_space) 22 ZE{= send_failed_(out_of_
space) O|HIE [true &= false] 2t
U5 OF Lt

send_failed_(remote _ 822 ZE = send_failed_(remote_

verification) verification) O|HIE [true &=
false]@t Y=|3f{OF BL|C},

send_finished 22 ZIE{= send_finished O|HIE
[true = false] 2 YX|3HOF EHL|
Ct.

send_skipped_(already_ 22 ZE{= send_skipped_(already_

running) running) O[HIE [true == false]

o U=|3HOoF FLICt.
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SEXY 78 My

send_started 2e LE{E send_started O[HIE [true
E = false]2F Y2|3H0F BHLICE.

B19 HAE ZZ| "replication_source"

SEXE w8 My

send_failed_(unsupported_ Be HE{= send_failed_

version) (unsupported_version) O|HIE
[true == false] 2t Y =|aHOF BHL
Ct.

send_failed_(cancelled) 22 ZE{= send_failed_(cancelled)
O|HIE [true = false] 2t Y x|5H
OF g,

send_failed_(all_others) BEg ZE{= send_failed_(all_others)
O|HIE [true E= false]2t Ux|5H
OF g,

send_failed_(connectivity) 22 ZE{= send_failed_
(connectivity) O|HIE [true E=
false] @t Yx|3H0f BHL|CL.

send_failed_(out_of_space) 22 ZIE{= send_failed_(out_of_
space) O|HIE [true L& false]2t
U5 OF Lt

send_failed_(remote_ 2e EEf= send_failed_(remote_

verification) verification) O|HIE [true &=
false]@t 2|30k BL|C.

send_finished 22 ZIE{= send_finished OJHIE
[true EE= false] 2 Y=|3HOF EHL|
=

send_skipped_(already_ 22 ZE{= send_skipped_(already_

running) running) O|HIE [true =& false]
oF AZ|ol{OF FL(Ct.

send_started 22 LIE{= send_started O[HIE [true
£ = false]2F Yx[sof BLICH

H 20 HE 22| "replication_target"

SEXY 78 My

receive_failed_(unsupported_ 88 LE|= receive_failed_

verrsion) (unsupported_version) O|HIE
[true EE= false] 2 Y X|3HOF EHL|
=

receive_failed_(cancelled) 22 ZIE{ = receive_failed_(cancelled)
O|HIE [true L= false]2F Y x|5H
OF .

receive_failed _(all_others) 28 ZE| = receive_failed_(all_
others) O|HIE [true L= false] 2t
U5 OF L Ct.
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SEXR 78 My

receive_failed _(out_of_space) |82 LE{= receive_failed_(out_of_
space) O|HIE [true &= false]2t
U |sHOF gLt

receive_failed_(package_not_ 22 ZE|= receive_failed_(package_

upgraded) not_upgraded) O[HIE [true £&=
false] @t 2z|3HOf EHLICE.

receive_finished 22 LE{= receive_finished O|HIE
[true == false] 2t Y=|aHOF BHL
Ct.

receive_started 22 HEE receive_started O[HIE

[true = false] 2 Y=|3HOF EHL|
Ct.

21 ZE 22| "restore"

SE 3R 78 g

restore_finished 22 LE{= restore_finished O|HIE
[true == false] 2t ¥ 2|5HOF B
=

restore_started 22 LIE{= restore_started O[HIE
[true == false] 2t Y=|aHOF BHL
Ct.

H22 48 2| "scrk”

SEHR ¥ g

support_bundle_build_failed 2E LE{= support_bundle_build_
failed O|HIE [true £+ false]2t
U |sHOF gLt

support_bundle_sent 22 ZIE{= support_bundle_sent 0|
HE [true LE= false]F Y x|5HOF
_uct

support_bundle _upload_failed | £ ZIE{= support_bundle_upload_
failed O|HIE [true = false] 2t
U5 OF Lt

an_update_is_available_on_my_ | & LE{= an_update_is_available_

oracle_support. on_my_oracle_support. O|HIE
[true = false] 2 Y=|3HOF EHL|
Ct.

no_updates_available. 282 e = no_updates_available. 0|
HIE [true L& false]2t Y 2|5HOk
_uct.

the_appliance_failed_to_verify _ | 22 LE{E= the_appliance_failed_

if_an_update_i s_available.

to_verify_if_an_u pdate_is_
available. OJHIE [true &= false]
oF AZ|ol{OF FLCt.

Oracle ZFS Storage Appliance RESTful API & A,
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H23 ZE 22| "shadow"
SEXE 78 My
shadow_migration_complete 22 ZE= shadow_migration_
complete O|HIE [true &= false]
ot YUz|sf{of BFL|CY.
H24 a8 ZZ| "smf"
SEXE =8 My
service_failures 22 LE{+= service_failures O|HIE
[true &= false]2F Y 2|5 OF &L
Ct.
H25 ZE 22| "thresholds"
SEXE w8 My
thresholdid 7123k ZEIt Y=|3lof st 94%|2] UUID
H 26 ZE 2| "zfs_pool"
SEXE w8 My
resilver_finished 22 LE{= resilver_finished O[HIE
[true == false] 2t Y=|sHOF BHL
Ct.
resilver_started 22 ZE{= resilver_started O[HIE
[true = false] 2 Y=|3HOF EHL|
Ct.
scrub_finished 22 ZE{= scrub_finished O[HIE
[true EE= false] 2 Y=|3HOF EHL|
=
scrub_started 22 ZE{= scrub_started O|HIE [true
= false] 2t YX|3H0F BfLICE
hot_spare_activated 22 ZE{= hot_spare_activated O|¢l
E [true L= false]2t Y2510k g
Lict,
8 2z| L}E
2 22| U4E B2 2= & X2|E LE-YL T T2 2|20 Tt H0[8 S 7t 2
M HTTP GeT 22 A E &2 Z&| 2|AA0] href 55 HEO| MELICH

GET /api/alert/vl/actions HTTP/1.1
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Authorization: Basic abcd123MWE=
Host: zfs-storage.example.com:215
Accept: application/json

S¢ of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 1395

"actions": [

{

"action": "actions-000",

"category": "smf",

"href": "/api/alert/vl/actions/actions-000",
"service failures": true

"action": "actions-001",
"category": "scrk",
"href": "/api/alert/vl/actions/actions-001",
"action-000": {
"handler": "snmp_trap",

"href": "/api/alert/vl1l/alerts/actions/actions-001

/action-000"

I
"action-001": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/v1l/actions/actions-001
/action-001"
"subject": "Phone Home Alert"
+

"support_bundle build failed": true,
"support_bundle_sent": true,
"support_bundle upload failed": true

"action": "actions-002",
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-002
/action-000",
"subject": "CPU Busy Alert"
1
"thresholdid": "b182ca05-53d3-6604-b874-ec353335704d"

Oracle ZFS Storage Appliance RESTful API A A, 212|A 2013.1.3.0 - 20144 8¢



GET /api/alert/vl/actions/actions-002 HTTP/1.1

SE ol

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api:

1.0

Content-Type: application/json

Content-Length: 331

"action": {

"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",

"action-000":
"addre

"href":

"subje
+
"thresholdid":

{

ss": "Joe.Admin@acme.com",
"handler": "email",

/action-000",
ct": "CPU Busy"

"b182cab5-53d3-6604-b874-ec353335704d"

2 23| OHEY)

JSON 24| E Z&tot= &2
alerts/actions2 145"—0H0|E ILICH Ots 22| RS2
SHICH RS A|AEIOIA AL 7Hs

%ki gmzyw
'ad", "all", "applianc
"hardware", "hardware
"replication_source",

—

= Ch20[ ZeHg U

"/api/alert/vl/alerts/actions/actions-002

e software", "backup", "cluster", "custom",
faults", "ndmp", "network", "replication",
"replication_target", "restore", "scrk",

"smf", "thresholds" or "zfs pool"

239

POST /api/alert/vl/act

ions HTTP/1.1

Host: zfssa.example.com:215

X-Auth-Session: uerqgh
Content-Type: applicat

q84vbdv
ion/json

"shadow",

RESTful APl 22 AMB|A
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Content-Length: 30

{"category": "hardware_faults"}
Seo:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 118

Location: /api/alert/vl/actions/actions-006

{
"action": {
"href": "/api/alert/vl/actions/actions-006",
"category": "hardware faults",
"all_hardware_ faults": true
}
}

TIPS

PUT /api/alert/vl/actions/actions-001 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 30

{"support_bundle_sent": false}
SE ol

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 195

{
"action": {
"href": "/api/alert/vl/actions/actions-001",
"category": "scrk",
"support_bundle build failed": true,
"support_bundle_sent": false,
"support_bundle upload failed": true
}
}

on

Oracle ZFS Storage Appliance RESTful API A A, 212|A 2013.1.3.0 - 20144 8¢
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Z 2| AF

A8 22| A

HTTP DELETE RS ZBE 2| href £ 2| hrefol| A&5tH XY 2[AATF A EL
Cf. Aot AA SE2 HTTP A€ 204(No Content) & L|Ct,

24 o

DELETE /api/alert/vl/actions/actions-003 HTTP/1.1

Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

S5 o

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

S22
o M
2t A2 22| S50 8 22| &=0| It LG,

POST /api/alert/vl/actions/actions-001 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 68

{"address": "Joe.Admin@acme.com", "handler": "email", "subject":"CPU Busy"}
SEA:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 177

Location: /api/alert/vl/actions/actions-001/action-001

"action": {
"href": "/api/alert/vl/actions/actions-001
/action-001",
"handler": "email",
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"address": "Joe.Admin@acme.com",
"subject": "CPU Busy"

2| A
a8 22| 3
O|g7| st 7|=& & =27t +ZE LIt

230!

PUT /api/alert/vl/actions/actions-001/action-000 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 28

{"address": "Joseph.Admin@acme.com"}
SEA:

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 176

X-Zfssa-Version: jkremer/generic@2013.06.08,1-0

{
"action": {
"href": "/api/alert/vl/actions/actions-001
/action-000",
"handler": "email",
"address": "Joseph.Admin@acme.com",
"subject": "CPU Busy"
}
}

ol

A Y 8 2|9 F2 T 227t AHIE 4 USLICH 22| E A5t S DELETE 23S
22| href S5 FL0| AEELICH

DELETE /api/alert/vl/actions/actions-001/action-000 HTTP/1.1
Host: zfssa.example.com:215
X-Auth-Session: uerqghgq84vbdv

HTTP/1.1 204 No Content
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Analytics Services

Analyticse= LYot A4S Q2 Z0f| HA[ZtZ HA|SHL LSO A 4= A=S G0
L 5t
=

£ 7|8s5t= 7
= DTraceE &
}\fﬂxf ol M

Fl

AL 7}=3t Analytics Services

http://zfssa.example.com/api/analytics/v1.0/0l| A Ct&

-
SYLICE Analytics= &7| BUEY 2 B 24
O 2 A|A| AEHO| 02 ASS *Wl_f |
m]

MEZ Als L CH Analytics
MY £ QEE FHo=2

Analytics ServicesS AR S 4

QLI
24 A2 /analytics/v1 49
GET Analytics Services 25 Lgt
=3
POST /worksheets M Analytics ClIO|E{ MEE Rt
=
GET /worksheets/<worksheet) 2|4 & Analytics HIO|E| ME 52
YEE TS
GET /worksheets S.E Analytics HIO|E| HIE X E
Lt gL ct,
PUT /worksheets/<worksheet> Z| 4=l Analytics HIO|E| ME 24|
2 AZBH|C}H
DELETE /worksheets/<worksheet> 2| HE QIAAE U E AA|EHL
=
PUT Jworksheets/<worksheet)/ DE YIAE HO|H HEE LA
suspend SthefL
PUT /worksheets/<worksheet)/ 2E AIAE G0|E] HEE A7
resume ct.
POST /worksheets/<worksheet> / M 3AE G0l MEE 2tEL
datasets ct.
GET /worksheets/{worksheet> / AEE AAAE HOIH ME S5
datasets/<dataset> YEE TSt
GET /worksheets/<worksheet> / EE IAE GO ME HHE
datasets Liggtct,
PUT /worksheets/<worksheet) / A|ZE AIAIE CO|E] HE ZHA|
datasets/<dataset> £ £PELCH
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Analytics &4

A ZA2 /analytics/v1 Hd
DELETE /worksheets/<worksheet> / 2|4 S C|O|E| ME 2|2 Atx|E
datasets/<dataset> Lct,

POST /datasets A Analytics HI0|E MIEE BtSL
=

GET /datasets/<dataset> 2|4 =l Analytics HIO|E ME 52
YEE JPY L

GET /datasets S.E Analytics HIO|E] ME HHE
LiggtLct,

PUT /datasets/<{dataset> 2|4 Analytics GIO|E] ME ZH|
Z AT}

DELETE /datasets/<dataset) A|HE CIOE] ME A E AT
=2

PUT /datasets DEGO|Ef NEE YAl STtotA
L} 274 &L

PUT /datasets/<dataset>/data O] tloje MEE H&gtLChHA 2
2] k2 FR).

DELETE /datasets/<dataset>/data O| HOE] MIEOIIM 2| F&l [THe(]
GOl E A&t

GET /settings Analytics 4 4& LIZEHL Ct.

PUT /settings Analytics 832 &L}

Analytics A4

(e S= H2E £5 2. Analytic HIOIE S 2EBIAL HlOJE 2@ AIZHANS HHT
4 et
M-
I= 9
retain_second_data Z CF2| H|O|E{Of| CHEE A|2te] & 7tA
retain_minute_data & CH2| Cl|O|E{0]| CHSH A|Zte| B2 7t
retain_hour_data AlZE CH2| CO[E{Ofl CHSH A|Zte] B2 7HA

44 71327

Analytics 84 S5

23 o

rol

si2f 22 T gL,

GET /api/analytics/v1l/settings HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215
Accept: application/json
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Analytics I 3AIE

Analytics

210

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain hour data": 600,
"retain_minute_data": 400,
"retain second data": 200
}
}
A
24 =4

MY £ HY2 40| B2 2t 242 Analytics 838 £45t= O Ar2EL|Ct

PUT /api/analytics/vl/settings HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215
Content-Type: application/json
Content-Length: 60

{"retain hour data":600, "retain minute data":400, "retain second data":200}

22t off:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 101
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain hour data": 600,
"retain minute data": 400,
"retain second data": 200
}
}

HIAE

HIAE= EA7t 2 B2 EAIE= BUI SHHYLICE S A0 02 7t E74| ag U
O AIAEN AHFS AYSIL LIS EE5 MY 4+~ ASHICHL AIAES A5
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Analytics FIFAIE

44 Oracle ZFS Storage Appliance RESTful API ™A, &2|A 2013.1.3.0 -

e U= 2= SAH0l| thisl OF710| 2 20| Atz 2 AAELCH =, € U= 2= S
£ 811 0}710|E5t= 20| G| ALSEUCH HIIAE FF2 UIOHH AEY & U=
I EE 2e|5ts O AFE Y & UL

olg T

ctime Ol HAAETHEE AlZHLY IRt

mtime Ol YAAETL OIR|Ho 2 ~HE AlZH L I3

name Ol 2|3 A|EQ| O|F

owner O YIAES| 28}

uuid O] Y IAIE0] st HE R AEa}

YIAE L

12l LHE B E Analytics Y IAIEE LIEEHLCE
24 o

GET /api/analytics/vl/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

Sg of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheets": [{
"href": "/api/analytics/v1l/worksheets/ab59bcbc...",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
Ao
"href": "/api/analytics/v1l/worksheets/bb3ee729...",
"uuid": "bb3ee729-080a-cfla-98c9-9f485bc3a43d"
1
}

Analytics ¥ AAE 713 27|
Tl Analytics YIAEE 7t SL|C}

230!

GET /api/analytics/v1l/worksheets/ab59bcbc-080a-cfla-98c9-9f485bc3a43d

20144 8¢
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HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Host: example.zfssa.com:215
Accept: application/json

SEO:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheet": {
"ctime": "Thu Jun 13 2013 02:17:14 GMT+0000 (UTC)",
"href": "/api/analytics/v1l/worksheets
/ab59bcbc-080a-cfla-98c9-9f485bc3a43d",
"mtime": "Sun Jun 23 2013 16:22:01 GMT+0000 (UTC)",
"name": "myworksheet",
"owner": "root",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
}
}

SENERT]

M Analytics Y A EZS BHSLIC}
230!

POST /api/analytics/vl/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Content-Type: application/json
Content-Length: 26

{"name": "myworksheet"}
B3 o

HTTP/1.1 201 Created
Content-Length: 280
Location: /api/analytics/v1l/worksheets/bb3ee729-4480-4609-89b2-fae2dc@16bec

"worksheet": {

"uuid": "bb3ee729-4480-4609-89b2-fae2dc@l6bec",

"name": "myworksheet",

"owner": "root",

"ctime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"mtime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"href": "/api/analytics/v1l/worksheets
/bb3ee729-4480-4609-89b2-fae2dc@l6bec"
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46 Oracle ZFS Storage Appliance RESTful API ™A, &2|A 2013.1.3.0 -

ATAE A

Analytics H3AEE AAEL|CE O] oo M=
2|8k hrefOf| A AlH
CLI 9| 2t Y x|§HL Ct,

230!

HIAE O|F

DELETE /api/analytics/v1l/worksheets/name=myworksheet HTTP/1.1

Authorization: Basic ab6rt4psMwWE=
Content-Type: application/json
Content-Length: 26

2g of:

HTTP/1.1 204 No Content

X-Zfssa-Analytics-Api: 1.0

H3AE Hojg HE LtE

A e AIAES 2& HO|H MEZ LHEELICH IO ME 242 02 &5 22
23

olg FE

name 0| H|O|&{ MEO| CHSt 7|2 SH(2| 0|5

drilldowns A 242 BA|E S2ACR Qe 2L

seconds 0| H|OJE{ MEO] cHal HA|=|l= AIZHZ)
24 o

GET /api/analytics/vl/worksheets/name=myworksheet/datasets HTTP/1.1

Authorization: Basic ab6rt4psMWE=
Host: example.zfssa.com:215
Accept: application/json

Y3AIE Gjo|E]
IAAE GIO|H MEE

23 o

HIE 27}

2HSLCt.

20144 8¢
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Analytics I 3AIE

POST /api/analytics/v1l/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Content-Type: application/json

Content-Length: 26

{"name": "nfs4.ops", "seconds": 300}

220

HTTP/1.1 201 Created

Content-Type: application/json

X-Zfssa-Analytics-Api: 1.0

Location: /api/analytics/v1l/worksheets/name=me/datasets/nfs4.ops
Content-Length: 162

{
"dataset": {
"href": "/api/analytics/v1l/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": 0,
"drilldowns": [1,
"seconds": 300,
"time": ""
}
}

YA E H[O|E] HIE =7
|2 YTAIE clole] MES 238t

2% o

PUT /api/analytics/v1l/worksheets/name=myworksheet/datasets/dataset-008
HTTP/1.1

Authorization: Basic ab6rt4psMWE=

Content-Type: application/json

Content-Length: 26

{"seconds": 60}

22t off:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 161
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"href": "/api/analytics/v1l/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": 0,

Analytics Services
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Analytics HIO|E ME

"drilldowns": [1],
"seconds": 60,
wtime": "n

Analytics G|O|E| MIE

"27 CIoIE ME S5 42
0|5 Ad
name 712 S4el ol
grouping ol At &t a8
explanation 2 A9 4Y
incore Q130{ H|0|E] ME H|O|E{Q] HIO|E
size 20|23 G|0|&{ ME C|0|E{2] BIO|E
suspended ClOIEf METL A YAl SRS Y2 HEE LiE
Ue 22
activity B2 SQHOIH ME 2&E Z211

suspendedE A2ttt 2E S5 JdE = BE

rr
fuok

= s
At 715t ClO[E ME:

arc.accesses[hit/miss]
arc.12_accesses[hit/miss]
arc.12_size

arc.size
arc.size[component]
cpu.utilization
cpu.utilization[mode]
dnlc.accesses[hit/miss]
fc.bytes

fc.ops

ftp kilobytes

http.regs

io.bytes

io.bytes[op]
io.disks[utilization=95][disk]
i0.0ps

io.ops[disk]
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io.ops[op]
iscsi.bytes

iSscsi.ops
ndmp.diskkb
nfs2.ops
nfs2.ops[op]
nfs3.ops
nfs3.ops[op]
nfs4.ops
nfs4.ops[op]
nic.kilobytes
nic.kilobytes[device]
nic.kilobytes[direction]
sftp kilobytes
smb.ops
smb.ops[op]

ClO|E] MIE LIE

4= 2E Analytics CIO|E] NEZ LIZEILICE
23 0:

GET /api/analytics/vl/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwWE=

Host: example.zfssa.com:215

Accept: application/json

22t off:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"datasets": [{
"dataset": "dataset-000",

"href": "/api/analytics/vl/datasets/arc.accesses[hit/miss]",
"name": "arc.accesses[hit/miss]"

oA
"dataset": "dataset-001",
"href": "/api/analytics/vl/datasets/arc.12_accesses[hit/miss]",
"name": "arc.l2 accesses[hit/miss]",

oA

"dataset": "dataset-002",
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"href": "/api/analytics/vl/datasets/arc.12_size",

"name": "arc.l2 size",
oA
"dataset": "dataset-003",
"href": "/api/analytics/vl/datasets/arc.size",
"name": "arc.size",
oA
"dataset": "dataset-004",
"href": "/api/analytics/vl/datasets/arc.size[component]",
"name": "arc.size[component]",
oA
H

Cl|OIE] MIE 71X 27|

A Y& Ho]E NEOM 5= LS 7tHZLH T
23 o

GET /api/analytics/vl/datasets/nfs4.ops HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

220

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

"dataset": {
"activity": "none",
"dataset": "dataset-030",
"explanation": "NFSv4 operations per second",
"grouping": "Protocol",
"href": "/api/analytics/vl/datasets/nfs4.ops",
"incore": 296128,
"name": "nfs4.ops",
"size": 53211540,
"suspended": false

CllOoJE| MIE 257

M H0E] HES 2HELIC.
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23 o

POST /api/analytics/vl/datasets HTTP/1.1
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 26

{"statistic": "test.sine"}

22t off:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 200

Location: /api/analytics/vl/datasets/test.sine

"dataset":{
"href": "/api/analytics/v1l/datasets",
"name": "test.sine",
"grouping": "Test",
"explanation": "sine per second",
"incore": 34752,
"size": 31912,
"suspended": false,
"activity": "none"

E A%

ClOJE HIE =4

CIOIH ME £ A2 T HI0|E MEQ| HI0|H £33 YAl
Ca=e

LA S 2E 0!

POST /api/analytics/vl/datasets/nfs4.ops

{"suspended":true}

74 2 of:

POST /api/analytics/vl/datasets/nfs4.ops
{"suspended": false}

SE ol

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 228
X-Zfssa-Analytics-Api: 1.0

Analytics Services
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"dataset" {

"suspended": false

CllOIE] MIE A

ClOIEf MEZS AfAI—HC.

24 ol

DELETE /api/analytics/vl/datasets/test.sine HTTP/1.1
SE ol

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

CllOJE] HIE %%

ClOoIE MEE AME'UCL

24 o:

PUT /api/analytics/vl/datasets/nfs4.ops/data
SE ol

HTTP/1.1 202 Accepted

Cl|lo|E] M[E Hi[O[E{ A|A

CIOIE| MIE LH2| ClOlEf= 2, & = AlZH Tl 2oiIM AAE 4= AS LI

1

0% oy
el A7 Hel(z, &, AMZh
SE AR AYE 2 AZH O] =¢E H|O[E AH|A

T2 A2 150 8601 AlZt/g® ZAZ(Cf: 20130531T01:13:58) & LICY.
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Analytics HIO[E ME

24 o
DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour
SEA:

HTTP/1.1 204 No Content

Cllo|E] ME Ci|o]&] 712 <27]

Analytic H|O|Ef MEOfA HIO|&E 7t ZLICt

JI= dgy
start ME HloJE] S A|ZEE A|ZH
seconds ME OIo|HE S AIZHR) (7128 =1)

startTime2 Tt & StLHY 4= ASLICH

B SO 8601 A|ZH/YR 22+ (0f: 20130531T01:13:58)
m MHEQEA RS

m ZAE 2|8 now

startE AlSSHA| 2™ A2 A|ZH0f| A Yot= S HIOIE AlZHZ)S M o= - EL
CF. AIZE AJZH0] D2fQ 4 QI&LICH ClO[EIS 2218 AIZHE)O| 313 A2t 0| %2 o]
Z B2 MB{0|M G|0|E & Htetsty| Mol 2t HES 7|CHL T

ol o

startTime Stz R MEQ| A7t

sample BHEtEl IR HEC| ME QA

data ME H|o|E{o| HHY

3z 592t9| 210|E H|0|HE +&st= 232 o

GET /api/analytics/vl/datasets/nfs4.ops%5Bfile%5D/data?start=now&seconds=3
HTTP/1.1

Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: text/x-yaml

22t off:

HTTP/1.1 200 OK
Content-Type: text/x-yaml
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Analytics HIO|E ME

X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

data:
- sample: 239024557
data:
value: 5
startTime: 20130912T21:42:38
samples: 239024558

sample: 239024558

data:

value: 15
startTime: 20130912721:42:39
samples: 239024559

sample: 239024559

data:
value: 25
startTime: 20130912T21:42:40
samples: 239024560
size: 3
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22| AF

oF=RI0] MB[A

0] ZOfM= SH=RIIO 22 AH

MAl 2 24 249

—

MAsD 2 AESE 2|4

=2 O

2r2|of s 4L

A S 2e|sts ol AFSE LIt

—

23 ZA2 /hardware/v1 =L
GET /cluster 2AH S5 FE 2 S22H 2|
AN SES JHHSUCH
GET /cluster/resources /<resource: A|ZE S2AH 2o s S
path) £ ZJEE 74U
PUT /cluster/resources /<{resource: A EE S2{AH 2arE £HTL
path> Ct.
PUT /cluster/failback S2{AH OJ00f 2| HE ZE 2|A
A S M UEHEL|
PUT /cluster/takeover S2{AH OO0 A FE ZE 2|&
A5 QAR
PUT /cluster/unconfigure ZAHSIE {E20|AHAE 5
Y 2E=2 3 shAELC
GET /cluster/links SAH 7tE A3 MEKE Tt =
L|ct
PUT /cluster/setup 27| 22AH 43S 2™ELICH

SAE SE MH

o= O

1A 27|

A SHAH Y JEf A 2lan S5 YES THHFLICH

239

GET /api/hardware/v1l/cluster HTTI
Authorization: Basic abcd45sMWE=
Host: tanana:215

Accept: application/json

P/1.1

I I R



ECIPNC

56

Sg of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 529
X-Zfssa-Api: 1.0

{
"cluster": {
"description": "Clustering is not configured",
"peer_asn": "",
"peer description": "",
"peer_hostname": "",
"peer state": "",
"resources": {
"net/ixgbed": {
"details": ["10.80.231.58"],
"href": "/hardware/vl/cluster/resources/resources/net/ixgbe0",
"owner": "tanana",
"type": "singleton",
"user_label": "Untitled Interface"
1
"zfs/gold": {
"details": ["821G"],
"href": "/hardware/vl/cluster/resources/resources/zfs/gold",
"owner": "tanana",
"type": "singleton",
"user label": ""
}
I
"state": "AKCS_UNCONFIGURED"
}
}

S| AE 2|AA 7} L7

S2AH 2|20 M href 5 A2 E G2T oifY T S2{AH 2|20 Cfst H|0[H
£ 7tHE 4 USLICE O™ ofof| M & 7HR| 2|AAQ!1 /hardware/v1/cluster/resources/
resources/zfs/gold 2! /hardware/v1/cluster/resources/resources/net/ixgbe0S At2e

& sttt

S AE g|AA £H

AAR0| S| AES|H 0] FHS AHESIO] 2} 224 2|AA0 tist S5 YEE 43
& & AGLICH AN B2 CLI "4 22 A 2|aA"S ARTHYAI2.
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ERIPNCT

=2¢|£E 83

SHAEUA /5= HHES failover, takeback 2! unconfigure@L|Ct ZE HHAS 2
JhEl @ 0|22} 3| 22{AE 2|4 A0 ChstPuT M ABILICH HZ Al S ¥ @

& HTTP AEH 202 (Accepted)2 BtatgtL|CT,

23 0:
PUT /api/hardware/vl/cluster/failback HTTP/1.1

Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

220

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

SLETL HHS 5{E5ts SHIE JEN7E Ot B HTTP &l 409(Conflict) 7t BretE
LT}

ﬂJLU

A FIEQ| B Y3 HEIS BEELCE 232 aksh B8 "7 22~
"oF SYTILICE SHAE 0|2 HEO| A7t Gl=A] 2RI5H| fIsh 2248 4
M5E7| A0l O] YHS YAlst= A0 FELCH 23S Hdsh| Mo 2 3=
S_ACTIVE ”EH0=|0F oH-I Ef

(o]
==
O||

GET /api/hardware/v1l/cluster/links HTTP/1.1
Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

Accept: application/json

2g of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 181

{
"links": {

"clustron2_embedded:0/clustron uart:0 = AKCIOS TIMEDOUT\n
clustron2_embedded:0/clustron_uart:1 = AKCIOS_TIMEDOU\n
clustron2 embedded:0/dlpi:@ = AKCIOS TIMEDOUT"

}
}
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MAl

MA

58

2o|LE 43

setup cluster A2 A|AHIO| oist 27| S2HAE IS AYBLICH 2ZE 22{A8 P3=
AKCIOS_ACTIVE ¢E{0{0F StT{ L|O] A|ARME HR0] HA{OF 5|2t g = Z|= 25010k
LG 2FA| 2B o] FFO| LIHFLCf.

Lo—

230

PUT /api/hardware/v1/cluster/setup HTTP/1.1
Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215
Accept: application/json

{"nodename": "zfssa-storage-2", "password": "letmein"}

220

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

SIERIN 2 0jS2t0[AA

SIERIIO AHAl & <+

24 228 IpHeLE o AlgELC

234 Z2 /hardware/v1.0 49

GET /chassis SIEQO| MAIE LHEELICH

GET /chassis/<chassis) A|HE StEQI0] MA| 55 EEE
7t Lt

PUT /chassis/<chassis> A GE o= MA| S5 ZEE
S

GET /chassis/<chassisy/<fru_typed SIEQIO MA| 4 a8 LHEE
L|ct,

GET /chassis/<chassis)/<fru_type> / | X HE MAl 748 24 S5 FEE

<frup 7tAMgLct,
PUT /chassis/<chassis>/<fru_type> / | SIEIO] MA| 4 @4 S5 FE

<frup

S sggud.

MA| LHE

MA| 2t 27| HY
JOf CHa HTTP

ro
ro
1
Iy

>
o
z ol

<&l 200(0K)O| BretE Lt
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MAI

8 SE 3 g

string name MA| OIF

string model MA| 2 S
string manufacturer MA| A 2= A
string serial MAl L HS
string revision AL 20 2
string part MAl 24 &5 #=
boolean faulted 2 HAY|
string fru MAIS] FMRI £
string uuid MA] uuid A2}
230!

GET /api/hardware/v1l/chassis HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

Sg o

HTTP/1.1

200 OK

Content-Length: 788
Content-Type: application/json
X-Zfssa-Appliance-Api: 1.0

"hardware": [{

oA

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-000",

"manufacturer": "Oracle",

"model": "Oracle ZFS Storage ZS3-1",
"name": "cairo",

“rpm": "--",

"serial": "1211FM200C",

"type": "system"

"faulted": false,

"href": "/api/hardware/v1l/chassis/chassis-001",

"locate": false,

"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",

"part": "7046842",

"path": 2,

"revision": "0010",

"rpm": 7200,

"serial": "1235FM4002",

"type": "storage"

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-002",

I I R
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MAl

60

"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24P",
"name": "50050ccl10c206b96",
"part": "7046836",
"path": 2,
"revision": "0010",
"rpm": 10000,
"serial": "50050cc10c206b96",
"type": "storage"

H

MA| 4 24 71X 27|

O] FH2 AYE MAl U 2 StEQIN 9 245 BHEFSLICH

<&l 200(0K)O| ek LT}
23 o

GET /api/nas/vl/chassis/chassis-001 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

2g of:

HTTP/1.1 200 OK
Content-Type: application/json

"chassis": {
"type": "storage"
"faulted": false,
"href": "/api/hardware/v1l/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",

"path": 2,

"revision": "0010",
"rpm": 7200,

"serial": "1235FM4002",
"disk": [{

"device": "cOt5000CCA01A76A2B8d0",
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-000",

"interface": "SAS",
"label": "HDD 0",
"locate": false,
"manufacturer": "HITACHI",
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MAI

"model": "H7230AS60SUN3
"pathcount": 4,
"present": true,

.oT",

"revision": "A310",
"rpm": 7200,
"serial": "001210R37LVD YHJ37LVD",
"size": 3000592982016,
"type": "data",
"use": "peer”
oA
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-001",
oA
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-002",
oo A
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-023",
1,
"fan": [
{
"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-000",
oo A
"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-007",
.,
"psu": [
{
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-000",
oA
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-001",
oA
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-002",
oA
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-003",
1,
"slot": [{
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-000",
oA
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-001",
.,
}
}
= O
StEQo] A 24 7127
Ol Bd2 T StEQ0| 7+ 49| 55 Y& vretetL|th da3et BHo| CHall HTTP &
Eff 200(OK)O| EretEL(Ct SE A= TS ROl Zatel 74 24 55 dE& Tl
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w8 oz Moy

string device FRU &% ID

boolean faulted FRUOI 20| A=2A| O£ LtEt
Ue S2ia

string fru FRUS| FMRI 23

string interface FRU QIE{H|O|A S

string label FRU 2/%| 20|15

boolean locate S 10| 27| HAI7|

string manufacturer FRU A Z |

string model FRU 2%

string part FRU &3 s

boolean present FRU 22 ZA|7|

number rpm Z2lE{ RPM(C|23 X 8)

string serial FRU 23 #HS

number size FRU 37|(8%)

string type T8 24 7Y

string use T 24 ABYH EA

23 o

GET /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SE Ol

HTTP/1.1

200 OK

Content-Type: application/json

-~

"disk": {

Oracle ZFS Storage Appliance RESTful API A A, 212|A 2013.1.3.0 - 20144 8¢

"device": "cOt5000CCA01A764FBOdO",
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",

"interface": "SAS",
"label": "HDD 11",
"locate": false,
"manufacturer": "HITACHI",
"model": "H7230AS60SUN3.0T",
"pathcount": 4,

"present": true,
"revision": "A310",

"rpm": 7200,

"serial": "001210R322ED
"size": 3000592982016,
"type": "data",

"use": "peer"

YHJ322ED",



MAI

MERE SHEQI0 79 240 tiet S5 YES dYst= O AMES + ASUH
H38 22 HTTP &Elf 201 (Accepted)2 £& JSON ENEETE-VN SsEEEX

PUT /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-User: root

X-Auth-Key: letmein

Accept: application/json

Content-Type: application/json

Content-Length: 16

{"locate": true}
JSON S5 of|:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Length: 403
Content-Type: application/json

{
"disk": {
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
"locate": true
}
}

SIEQIOf M| 63



64 Oracle ZFS Storage Appliance RESTful API @A, 22|A 2013.1.3.0 + 20144 8¢



27 HYY2 CLI "RA| 22| 2" Of| '+ Of2{oi| A AtZE
HIA 271 A B MH|A APIZ 2tR5HIA|2.

4>
¥0
rr
HU
|J
i
e
L)
oo

rLCH T A

= R

23 B2 /api/log/v1 4y

GET 27 MH|A B LIASHLICH

GET /logs 2= 20 /YS LUIELCL

GET /logs/<Iog> NS 2 0] gt 21 328 U
FHCt

GET /collect/<log> AGE 20 =0 222 UR2
EgC

GET /collect QE 27§20 eS8 j2zC
gLct

24

O|Z210| QAN AFRE 4 Q= BE 22 Lp&iBHL|Ct 2t 2= 279]
2|0} 8H20| A7 7|2 S gHEFBHLICH,

230!

GET /api/log/v1l/logs HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Host: example.zfssa.com:215
Accept: application/json

220

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 532



27 52 7M7)

X-Zfssa-Api: 1.0

{
"logs": [

{
"href": "/api/log/v1l/logs/fault",
"name": "faults",
"size": 16,
"updated": "20130614T22:51:48"

1

{
"href": "/api/log/v1l/logs/audit",
"name": "audits",
"size": 460149,
"updated": "20130730T22:10:41"

1

{
"href": "/api/log/v1l/logs/alert",
"name": "alerts",
"size": 13054,
"updated": "20130728T00:06:10"

1

{
"href": "/api/log/v1l/logs/phone-home",
"name": "phone-home",
"size": 249,
"updated": "20130730T03:22:35"

1

{
"href": "/api/log/v1l/logs/system",
"name": "system",
"size": 344,
"updated": "20130724T03:21:55"

}

|
}

27 52 77|

66

2| HE 0jZ 20|14 20N 21 S22 BHE 4 YSLICH 2 21 22 2% 48
S2 Aol 5| 20| UR/A|ZHS BHEHEILICE

33 - 21 2:0] T2} o 22| Aot ZAC 2 Olsf OfA] OH 21 822 A2 E & g7 2
25 JSLICH o] EUF HFHS BUI Y L|01|A1E HZEL|CH BE AAS 218 203

T orefol| 2FE + S-S AFESH0] Ol2{st 28 CH22 =6t of giL(Ct

523 e
start=Cindex> 2|HE QI A/AIZION 21 BHEHS AlZFBILICE
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s532 29
limit=<number SHetE 27 9= 8 AlEELICH

A2 QIEAL MAE| JIEiH RIS SISHSHE 2F 092 J|2 MYPUCH 84 2t Y 2D
37|90t 371Ut 22 32 SIBEI| YALICH To Al QIMAL AIZF 2B & UBY

CHOi[: 20130724T03:21:55).

203 - SA A|ZH0IA 174 ECF Q2hEl A|7H S 51252 ASLICH 0| 21 HAHS A2t
2401 Chet Q1A Mo S ALZSHOF LT, 7\1|°P U2 A EE 230 s Bretz|= 27 -
% AoterL|Ch A EE Aot gfS 2ulstA| eb= 2r0| BretE Lt

GET /api/log/v1/logs/audit?limit=4&start=1000 HTTP/1.1
Authorization: Basic abcd45sMWE=

Host: tanana:215

Accept: application/json

220

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
X-Zfssa-Api: development
Transfer-Encoding: chunked

{
"logs": [

{
"address": "10.159.84.34",
"annotation": ""
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

oA
"address": "10.159.84.34",
"annotation": ""

"summary": "Destroyed share \"gold:tst.volumes.py.34111l.project/
tst.volumes.py.34111.lun.7\"",
"timestamp": "20131022T22:52:34",
"user": "root"
oA
"summary": "Joined workgroup \"RESTTESTWG\"",
"timestamp": "20131022T22:54:23",
"user": "<system>"
oA
"address": "10.159.84.34",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"
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ROAURIE P2 ZE ALE 22 Eolots gzip2 2 YEE tar IS BHetgiY
Ct. It Bi2| O 50| logs.tar.gz= =¥ E LTt HO[&{ 7t *'M’JBE oHS0f2| 1 AE2(Y
E 02 OR2EE AN 4 glE Lot
= 22 oY 0182 3 2420 27t & US LT
HAE AE

siLio] 21 R0 ClRRCsle A
O HAELS S210|9ER CHA| AER|YEIL|C} gzip $20| QL= EL
UO0| gzip2 2 LEELICE. 7|Et & RS A AUER| Fo0 PAEUCH
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HET B

O] oM 2Yst= HERT B2 HERT T4 L S LD HEJI HOIH 3,
QEHO|A & F=2E Fdste tl AHEE UL

=913 74

HESQA 7Y 7|52 AE5tH 22|H HEKI ZEE E6ff 23 E&, VNIC(ZHS NIO),
VLAN(Z} LAN) 2 CHE 22 52 H|E5t0 CHdst g HE L BJS Bts = US
LICt O3 Ct2 0|2{8t 2 ASHE 2|5 IPv4 Q! [Pv6 A E QI5H= THE Zo|510] A|AEIQ|

CtFot C|O|E] AMH| A0 HASH= O AHBE &~ ASLICH

A AEISl HERIT /g0l = CHS 47HA] 7 2471 UELICH

m 3 - 22/ HEYI HZE E= IPoIB(IP on InfiniBand) £& 0| siE st 22|&
HES R ZEQLCE

m GO|E Y3 - Ij3lg 2L 87| 5t 7|2 FHAYLICH G0l 3= H2|(E2[H
HESZ ZE) E= B2 FYY 112 S = USLICE = AFBAP} CHE E3
9 GojE] 232 P E§ VLAN 2 VNIC H0|E 35 Ho|&t &= Q&LC

m QB[O - IP 1 L 4 2YS [t 7|2 LA YLICE 2} IP QIETHOo[ A= THY
ClIO|E Aot HEE| ALt CHE QIEIO|AZ /= IPMP(IP Multipathing) &2 2

—_—

Yolg L.
m FE A)Y - AL 1P IHZIO| FEFE A Yst= YYE Ao{cts IP A= A1 +9Y
LT}
O] ZHOM= HERAT Y27t ALE 7tstt StEQIN S LIEIUDY, 719 Vs 280| 8l
LIC}. Ef|O[e 3= AS 2 AME[E|O|TY, O2fst L ES{T Z2|0f| LACPt Z2 d8S 4&
St=S 2S0{0F gL} QIEH0| A= H|O|8 P3E Soff HSkl= IP 20| ZetE AS
3 AUEIE[YLICE O] 2ZROM = HEST AHM|0|A HYO| & F2(AHS 2 EES fIetE

O] &2t A& 3 €4S flet AEH0|A) 22 FEE|USLIC.

HER3 Hloj&f F3

Z2t0|oiA0] Chst lo|E| Y3 B2|S HBBLICH CloJE]
9 A3 4 ALICH

=

HEAI H0|8 F3 FFL2 O
g3 2aLE UE, oY, 4
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28 HEXI Hloje H3 HAH
23 Z 2 /network/v1 49
POST /datalinks *}: HEXA clojg d3E oY
C
GET /datalinks/<datalink> A¥e HEQA HoH A3 EE
FEE 7tHZL
GET /datalinks 2E HELI COIH 3 HHE
Liggct,
PUT /datalinks/<datalink> A HE HES S CIO|E H3 24
£ gLt
DELETE /datalinks/<datalink> i:’éﬁr% CIOIE 23 A S AAE
C
H29 =24 2| HojlH d2 55 L
L] 78 Mg
class String "device"("immutable")
label NetworkLabel glol=E
links ChooseOne 23 [“igb1”, “ighb0”, “ixgbe2”,
“ixgbe3”, “igh4”, “igb3”,
“ixgbe1”, “igh2”, “igh5”]
jumbo 2 HE LY AL ["true”, "false"]
("deprecated")
mtu Positivelnteger Z|tf HE TRl(MTU)
speed ChooseOne 23 £& [“auto”, “107, “1007,
“1000”, “100007]
duplex ChooseOne 2|3 0|2 [“auto’, “half’, “full’]
H 30 VNIC 32| H0|E &3 S8 ¥
L] a4 4y
class String “vnic” (“immutable”)
label NetworkLabel g0l
links ChooseOne 23 ["ixgbe0"]
mtu Positivelnteger Z|tf A& T(MTU)
id VLAN VLAN ID
H 31 VLAN 32| G0 &3 55 ZE
kL] 4 Agy
class String "vlan"("immutable")
label NetworkLabel g0l
links ChooseOne 23 ["ixgbe0"]
mtu Positivelnteger Z|tf A& t(MTU)

Oracle ZFS Storage Appliance RESTful API A A, 212|A 2013.1.3.0 - 20144 8¢



FECEENEEE!

SE 3 w8 Agy
id VLAN VLAN ID
32 S 7|8 2| oK 23 55 HE

53 78 A

class String "aggregation"("immutable")

label NetworkLabel g0l

links ChooseN 23 [“igh1”, “igh0”, “ixgbe2”,
“ixgbe3”, “igh4”, “igh3”,
“ixgbe1”, “igh2”, “igb5”]

jumbo 2E A2 T AL ["true", "false"]
("deprecated")

mtu Positivelnteger Z|tf A& TI(MTU)

policy ChooseOne 28 [“L27, “L3”, “L4”, “L2+L3",
L2447, “L3+L4"]

mode ChooseOne 2 C [“active”, “passive”, “off”]

timer ChooseOne EFO|H [“short”, “long”]

key Integer S 7(("immutable")

33 P 8 Qo 7|5 3] HojE] 23 52 HE

SE 3L +8 A9

class String "partition" ("immutable")

label NetworkLabel glolE

links ChooseOne 23

pkey Pkey 28 397

linkmode ChooseOne 23 5E ["em”, "ud"]

HES3 Hoje] E3 LIE

0fE2t0|A A0 P4 2 C0[E IS LIEELICt H0lH

|2 20| 2t 23| o]

2|
o o B
Bl J3 S5 YL & T H0lf &3 2|AA0] tiet 4YS 7t 2= hrefE ZEEL

Ct.

230!

GET /api/network/vl/datalinks HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

JSON H|O]J€& of:

{
"datalinks": [{

HELZ EH 71



IEEENEEE!

"href": "/api/network/v1l/datalinks/ixgbe@",

oA
"href": "/api/network/vl/datalinks/ixgbel",

oA
"href": "/api/network/v1l/datalinks/ixgbe2",

oA
"href": "/api/network/vl/datalinks/ixgbe3",

}]

FECER N ER -]

GET B2 E= C|0|H 23 A S =2t &7 H0|8] P32 S5 YEE Z8&5H= JSON 247

GET /api/network/v1l/datalinks/ixgbe@ HTTP/1.1 Host: zfs-storage.example.com
Accept: application/json
JSON G|O]&{ 0f:

{

"datalink": {
"class": "device",
"datalink": "ixgbe0@",
"duplex": "auto",
"href": "/api/network/v1l/datalinks/ixgbe@",
"jumbo": false,
"label": "Untitled Datalink",
"links": [

"ixgbe0"

1,
"mac": "0:21:28:al1:d9:68",
"mtu": 1500,
"speed": "auto"

HES3 Glo]g 23 257

PosT &2 M H|OIH 235 ShSLICH A C|OJE 23S = M TSt SiLie| 7t S5

= S=
Y= 0= Hl0lH 39| SefAE Ho|sh= 2L 55 FEYLICH TojE 23 S2HA
= GOl Z3& s S0 Hox[1 CFZ 2L R S olLHE &+ UsUC

m device - 32| 7|8 H[O|& Y3 E TFLIC
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®m vnic - VNIC 7|8t 4|O|& &3 E Pt Y.

m vlan - VLAN 7|8t C|O|&] J3E THSLICE

B aggregation - £& 7|8t 4|0l A E E%'—ICL
® partition - IB 2& F< H|0|&] Y2 E PHsLICE

S2 Es 24 UE ClOJE Y3 DIROIN ALBE 4 U SUS CLISS
guict
= .

2389

POST /api/network/vl/datalinks HTTP/1.1
Host: zfssa.example.com:215
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 78

{
"class": "device",
"jumbo": true,
"links": ["ixgbe2"],
"label": "TestDatalLink"
}
SEOl:

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/v1l/datalinks/ixgbe2

HERI Glolg 3 +3

PUT EHIi‘: = Hlojef &3 %E— *E% g5t Gl ArEELICH 08 3 Yol Cheh At

230!
PUT /api/network/v1l/datalinks/ixgbe2 HTTP/1.1

{"jumbo": true}
S

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"datalink": {
"href": "/api/network/vl/datalinks/ixgbe2",
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"class": "device",
"label": "MyDatalLink",
"links": ["ixgbe2"],
"mac": "0:21:28:al:d9:6a",
"mtu": 9000,

"duplex": "auto",

"jumbo": true,

"speed": "auto"

HIES3 Clo]g 3 A4

O] FH2 A|AHOM HIOIEf IS AMAHEULE href 28 AHESIH A1 Y& HI0IE E3
= MAIgUCH
23

DELETE /api/network/vl/datalinks/ixgbe2 HTTP/1.1
SEA:

HTTP/1.1 204 No Content

HEY3 23]

AMARS| =2|d HESYT Y2[E UEYLIL 224 HE/JR Z20f| +4e + A= S5
FEIH YlaL .

H34 HEQIR HYH
[x] Z2 /network/v1 Y
GET /devices/<device> AYE HESA &2 55 EEE
7FAH St
GET /devices 2E HESI x| HHE LG
=3
H35 HERZ 32 S5 ZL
oIE =L
active 27t 2 MEfQIZ| o2 E LIEIE 22 2210
duplex &z[9| 0|F
factory_mac 3 MAC 4
media 2| oA
speed 2| £=(Mb/z)
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o 4%
up A7} 245t 0P E LEE 2 Z2i0

HERI 2| LIE
BE YEYT HAES Lsct

230!

GET /api/network/v1l/devices HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Host: example.zfssa.com:215

Accept: application/json

220

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 412
X-Zfssa-Gns-Api: 1.0

{
"devices": [{
"href": "/api/network/vl/devices/ixgbe0",
Ao
"href": "/api/network/v1l/devices/ixgbel",
Ao
"href": "/api/network/vl/devices/ixgbe2",
Ao
"href": "/api/network/v1l/devices/ixgbe3",
i3
}

HER3T 2| 7[A 27
G L|E913 ZA0IM S5 H2E JREBLC

Oil:

GET /api/network/vl/devices/ixgbe@ HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

Fo
o

210
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4=

76

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 178
X-Zfssa-Gns-Api: 1.0

"devices": {

"active": false,
"device": "ixgbe0",
"duplex": "full-duplex",

"factory_mac":

"0:21:28:a1:d9:68",

"href": "/api/network/v1l/devices/ixgbe0",
"media": "Ethernet",
"speed": "1000 Mbit/s",

"up": true

EC]]) BN

H 36 b”EE 3 0|Eﬂ1ﬂ|0|/\ EHEH

2 Z2 /api/network/v1 44

POST /interfaces él: HER QIEHO|AE PHEL|

GET /interfaces/<interface> AYE HESI QAHIO|A S
YEE JtMZU

GET /interfaces 2E HES{T QETO|A HHE
Lt et

PUT /interfaces/<interface> 2| e HEY A QE{H|0|A A E
SEgLCH

DELETE /interfaces/<interface> Zré*%' QIE{T|O| A ZHA|E ALA| L
C

37 HESI QAo S&E FE
M= M9
admin 0| QE{m|o| A0 CHEt 2|7t SHBE=A] RS LIE
e &

class 224 K (ip", "ipmp") (e T HEY £ 813)

curaddrs 32y 1P HES >~ 8l8)

enable 0| AEMHO|AE AHEL2Z MY SR| O{RE LBt

=l

label QIE{| O] A0 CiSt AHE A} 20|15

links O] QE{mHO| A0 CHEH HIESIT F 3 MHEY

state QIE{m|O|AS| HE{(HAT -~ g18)
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o|g My

vdaddrs IPv4 =4

vedhcp IPv4 DHCP Z2i2
v6addrs IPv6 4

vedhcp IPv6 DHCP 2211

HES3 IE{H0|A Lt

THE BE HEQ T QIHHO|AE LFEFHLCE,
239

GET /api/network/vl/interfaces HTTP/1.1
Authorization: Basic abcd1234MWE=

Host: zfssa.example.com:215

Accept: application/json

SE ol

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 369

{
"interfaces": {[
"href": "/api/network/v1l/interfaces/ixgbe0",
"v4addrs": ["10.80.231.58/24"]
oA
"href": "/api/network/v1l/interfaces/ixgbel",
"v4addrs": ["10.80.231.59/24"]
oA
"href": "/api/network/v1l/interfaces/ixgbe2",
"vdaddrs": ["10.80.231.60/24"]
oA
"href": "/api/network/v1l/interfaces/ixgbe3",
"v4addrs": ["10.80.231.61/24"]
]
}

HIES3 AEHO]A 7t 27

A Y HEKAT AHIO[A0 tiet S5 YL WA 552

— =

23 o

7t &L

HESI 3E
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GET /api/network/vl/interfaces/ixgbe® HTTP/1.1
Authorization: Basic abcd1234MWE=

Host: zfssa.example.com:215

Accept: application/json

SEO:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 292

{
"interface": {
"admin": true,
"class": "ip",
"curaddrs": ["10.80.231.58/24"],
"enable": true,
"href": "/api/network/vl/interfaces/ixgbe0",
"interface": "ixgbe0",
"label": "Untitled Interface",
"links": ["ixgbe0"],
"state": "up",
"vdaddrs": ["10.80.231.58/24"],
"v4dhcp": false,
"v6addrs": [1],
"vbodhcp": false
}
}

HESI AEH 0] A ST
M UIESIT QlE{H0|AS BHELICE

2389

POST /api/network/vl/interfaces HTTP/1.1
Host: zfssa.example.com:215

X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 78

{
"class": "ip",
"links": ["ixgbe3"],
"vdaddrs":"192.168.1.9/24"
}
S A

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
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Location: /api/network/v1l/interfaces/ixgbe3

HES3 AEHo] £ =
7|2 UE9IT Qe AS S HBHLIct

29

PUT /api/network/vl/interfaces/ixgbe3 HTTP/1.1

{
"vdaddrs": ["192.168.1.99/24"],
"interface": "Demo Rest"

}

SE ol

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"admin": true,
"class": "ip",
"curaddrs": ["192.168.1.9/24"],
"enable": true,
"href": "/api/network/v1l/interfaces/ixgbe3",
"interface": "ixgbe3",
"label": "Demo Rest",
"links": ["ixgbe3"],
"state": "failed",
"vdaddrs": ["192.168.1.99/24"]
"vadhcp": false,
"v6addrs": [1],
"vedhcp": false
}

HIERS QUE{H|O]A A
712 H=913 QIEH0|AS ARIBILICE

230!
DELETE /api/network/vl/interfaces/ixgbe3 HTTP/1.1
Authorization: Basic abcd1234MWE=

Host: zfssa.example.com:215

210
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HTTP/1.1 204 No Content

HESHI E=

80

HEQ3 ZF=2E 2|},

H 38 HESIT E=2 &
oA AR /api/network/v1 M
POST /routes MUHES F2E 2L
GET /routes/<route> AYE HEHI Z2 S8 EEE
7tM& Lt
GET /routes 2EUHESZ B2 HHYE LT
=2
DELETE /routes/<route> A EE 2 HAHE MAH T CH
GET /routing HE 22 2|38 58 JEE THAHS
=3
PUT /routing HE 32 24 S5 Y=LE +8¢E
Lct,
B39 HEQI FZ SE ZE
o5 My
type "system" E= "static"dt 22 22| FAEEIY
AS
family F2 O&(IPvd == IPvb)
destination 2 O FA4
gateway HO|EQ 0] FA
interface HES{2 o5 3 QEmo[A
Zt =20 chet href 32= CLIO| 2&E B2 IDE ARZSHA| R 0218t g2 =271 +8&
T HZE 4 UBLICH APIE Y2 U 1R S5 YES AL5I0] I JRE Meyst]
Ct. 22 routes/route-###2} H| 1510 routes/<named>=<value>L|C},
A o
A2 g

ox

off:

GET /api/network/v1/routes HTTP/1.1
Authorization: Basic abcd1234MWE=

O{S2f0[AA0M BHE 2E HESRA F2S LIEFLH.
o
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Host: zfssa.example.com:215
Accept: application/json

22t of:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

"routes": [{
"destination": "0.0.0.0",
"family": "IPv4",
"gateway": "10.80.231.1",
"href": "/api/network/v1l/routing/route-000",
"interface": "ixgbe0",
"mask": 0,
"route": "route-000",
"type": "static"

"destination": "10.80.231.0",

"family": "IPv4",

"gateway": "10.80.231.58",

"href": "/api/network/v1l/routes/route-001",
"interface": "ixgbe0",

"mask": 24,

"route": "route-001",

"type": "system"

-

oY F=20f tiet S5 2 E 7HAHSLIC

—

GET /api/network/vl/routes/destination=10.80.231.0 HTTP/1.1
Authorization: Basic abcd1234MWE=

Host: zfssa.example.com:215

Accept: application/json

22t off:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

"route": {
"destination": "10.80.231.0",
"family": "IPv4",
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"gateway": "10.80.231.58",
"href": "/api/network/v1l/routes/route-001",

"interface": "ixgbe0",
"mask": 24,
"route": "route-001",
"type": "system"
}
}
=
a2 27t
MUERA H2E ELICH B2 href 242 THE 27t A0 2I1E 3R HEE &
QUGLICH BHetEl S Yot olaf S2 Yol SASITR OIS 1 A2 Yt pHetel3|
rE ULt 43t BHS7|= HTTP MEH 204(Created)% BESHSHL|C}

POST /api/network/v1l/routes HTTP/1.1
Authorization: Basic abcd1234MWE=
Host: zfssa.example.com:215
Content-Type: application/json
Content-Length: 164

{
"family": "IPv4",
"destination": "0.0.0.0",
"mask": "0",
"gateway": "10.11.12.1",
"interface": "ixgbe0"

}

Z2H o

HTTP/1.1 201 Created

B2 HA

7|E HERIR 328 MAIgHCH

239

DELETE /api/network/v1l/routes/route-001 HTTP/1.1
Authorization: Basic abcd1234MWE=
Host: zfssa.example.com:215

a4 of:

HTTP/1.1 204 No Content
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RESTful APl @4 MH|AE= O]Z2t0|AA A 2|2 E Sof YA 248 210 &2[sh=
ol AtEELCt,
(=) A Hed
T'_'Z'" kl d I— O o
" 40 oAl ME|A EE
24 A= /problem/v1 44
GET A MH[A~ HE S LIERLICEH
GET /problems 2E S A E LILELIC
GET /problems/<problem) 2| HEl yuidel 20 st MR S
£ JEE 7ML
PUT /problems/<problem / 2|4E 24 uuidE BFEoZ B
markrepaired Al CE,

=4 Lt

O] FH2 O] SctO|ALO0|M A 2 JEfRl 2E 2H|E LIS YLICH 358 B Chish

O oL

HTTP AfEH 200(0K)0| Btat=lL|Ct,

=

230!

GET /api/problem/v1/problems HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SE of:

HTTP/1.1 200 OK
Content-Type: application/json

{
"problems": [{
"code": "AK-8003-Y6",
"description": "The device configuration for JBOD

'1204FMD063"' is invalid.",

RESTful APl 2| MB|A 83



= AMEIA HE

"impact": "The disks contained within the enclosure
cannot be used as part of a storage pool.",
"uuid": "@0d30be41-b50d-4d03-ddb4-edb69ee080f8",
"repairable": false,
"type": "Defect",
"timestamp": "2013-2-21 17:37:12",
"severity": "Major",
"components": [{
"certainty": 100,
"status": "degraded",
"uuid": "b4fd328f-92d6-4f0e-fb86-e3967a5473e7",
"chassis": "1204FMD063",
"label": "hc://:chassis-mfg=SUN
:chassis-name=SUN-Storage-J4410
:chassis-part=unknown
:chassis-serial=1204FMD063
:fru-serial=1204FMD063

:fru-part=7041262
:fru-revision=3529/ses-enclosure=0",

"revision": "3529",

"part": "7041262",

"model": "Sun Disk Shelf (SAS-2)",

"serial": "1204FMD063",

"manufacturer": "Sun Microsystems, Inc."

H
1

=4 L

27 LY 3L TY SAS LIBILICH 438 FHo| Chaf HTTP AEf 200(0K)O| gret

gUCt

URI ¥ O§7H8H s uuid - ©HY 2412 UUIDR LT

23 o

GET /api/problem/v1.0/problems/0d30be4l-b50d-4d03-ddb4-edb69ee080T8

HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SE .

HTTP/1.1 200 OK
Content-Type: application/json

"problem": {
"uuid": "0d30be41-b50d-4d03-ddb4-edb69ee0808",
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=A =+

Al 24 =2+ FE2 ot STE22 BAIE & UG

23 07 uuid - S7E 22 EAZ 42 UUIDYLICH

PUT /api/problem/v1/problems/0d30be41-b50d-4d03-ddb4-edb69ee0@80f8/repaired
HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

455t SEH2 HTTP & 202(Accepted)E PHetafLCt

HTTP/1.1 202 Accepted
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Ag L
2% A2 /role/v1 A4
DELETE /roles/<role>/authorizations / A 8= Aot 20 HAZ At
<auth) ct
i SH |.o=|
12 l' =
7t Aiol= LIS T 22 R0 S2 HRJI YUSLICL 9T S2 Aol MY Y2 CU &
SZS AZRSHAIR.
" 42 Adg s YL
2d sEyxo05 4
string name olg O|§(RtE = HEY £+ 9l8)
string description Astol MY
24 o
GET /api/role/v1l/roles HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
S of:
{
"roles": [{
"description": "Basic administration",
"href": "/api/role/vl/roles/basic",
"name": "basic",
"role": "basic"
oA
"description": "a",
"href": "/api/role/vl/roles/rola",
"name": "rola",
"role": "rola"
11
}
st |- :| |
o15t 712427
T Aol ciet 55 A2 S AMELCE S5 ZE UEt HO|E{E Bretsta™ 29| of7iHA
5 trueZ AEBILICH
24 o
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N

GET /api/role/vl/roles/basic?props=true HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Sg ol

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
"props": [{
"immutable": true,
"label": "Role name",
"name": "name",
"type": "String"
Ao
"label": "A description of this role",
"name": "description",
"type": "String"
.
"role": {
"authorizations": [],
"description": "Basic administration",
"href": "/api/role/vl/roles/basic",
"name": "basic"
}
}

H 43 Mg otsy| 55 38
23 sE3=oE e
string name M ggtol o015 (ES)
string clone e S& FEE =S4T AEQ 0]
E(MEH)
string description oAt dH(E4)
24 o

POST /api/role/vl/roles HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
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oX

Content-Type: application/json
Content-Length: 71

{"name":"role workflow", "description":"Role to run workflows"}

22t off:

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 143

Location: /api/role/vl/roles/role workflow

"role": {
"authorizations": [],
"description": "Role to run workflows",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"

18
o
1>
0

19
o
njo
=
rn
19
o
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oX
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ujn
oX
ok
1>
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>
-
o

ol

Fo
o
=

PUT /api/role/vl/roles/role_workflow HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"description":"Role allowing user to run workflows!"}
B2 o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 158

"role": {
"authorizations": [],
"description": "Role allowing user to run workflows!",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"
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AL

S e

PUT /api/role/vl/role_worksheets/revoke HTTP/1.1

Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json

22t off:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 0@

A AGIO|A 48HS ARIBILICH

o| Of7HEH4= "confirm"S "true

239

A%

o510
1=
‘2423

aHioF

g 0[&9
FLICE

AMEZOA A ZE=0f A

ol |'9.E

DELETE /api/role/vl/roles/rola?confirm=true HTTP/1.1

Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: */*

22t off:

HTTP/1.1 204 No Content

X-Zfssa-Appliance-Api: 1.0

2

O LE

2

GET /api/role/vl/roles/role workflow/authorizations HTTP/1.1
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Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json

SE ol

-~

"authorizations": [{
"allow_modify": false,
"allow read": true,
"auth": "auth-000",
"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",

owner": "kn,
"scope": "workflow",
nguidhs e
11
}
oSk sk o o=
Hob Aot 50 07|
A S8 A 2OIS HSLICH Y S2 YR CLIO| FO|E/0f Uk S2 YHot SUFL
C. 2t Mot 20 H2|E "scope" 5 L7t USLICE 7|EI 85 2= &g HRIE 7|
so@ M 4 UELICH Bl Zojle Chgo| ZaHEu

ad cluster keystore role stmf user
alert dataset nas schema sSvC workflow
appliance hardware net stat update worksheet
23 0:

POST /api/role/vl/roles/role _workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 41

{"scope": "workflow", "allow_read": true}

220

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 171

Location: /api/role/vl/roles/role workflow/authorizations/auth-000

"auth": {
"allow modify": false,
"allow_read": true,
"href": "/api/role/vl/roles/role workflow/authorizations/auth-000",
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"owner": "En
"scope": "workflow",
nuuid": v

ke
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PUT /api/role/vl/roles/role_workflow/authorizations/auth-000 HTTP/1.1

Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 29

{"allow_modify": true}

22t of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 171

"auth": {
"allow modify": true,
"allow read": true,

"href": "/api/role/vl/roles/role workflow/authorizations/auth-000",

"owner": "0,
"scope": "workflow",
nguidt: mEn

DELETE /api/role/vl/roles/role_workflow/authorizations/auth-000 HTTP/1.1

Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
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Accept: */*

220

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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SAN 72

RESTful API SAN AMH|A

ul API SAN MHE|AE A2510] 0| E210|HAAE SAN(Storage Area Network)ol| &

SANOJ= Ct31t 22 7|2 -9 247F ASLICH

B HEI AE2|Z[0f| AN ASH= S2H0|AHE

m UELRF AE2|RE AHIFste 2&E2|2| O{Z20[A

m S20|UEE AE2|2|0f| HASH= HIESRA

Of M 712 718 24= HERIINM AEE= Z2EZ0 %ﬁl‘&iol S
2f FHA|R[2L Tk 2He] A0 20| HERAY == AR LHEZS| B2
£BHEIL|C} RESTful API SAN AMH|AE= 2| &= 2t EEE+01| CH3t 4712 28 9| SAN
2|AaAE |t

m FHA|R} - SCS A1| A 2703}, SCSIBE L 1/0 23 &= A2g £+ Us 38 B2
E= 28 ALE YL 7HAIZFE A7 ﬂz—-’t Ay YA Salf AlEEL

m JHAIRE E - 29| JHAIRYLICE HHAIZE 10| LUN(Logical
=lof QOB ST 2 E0 HHAIRFB LUNOY QUMAE 4 U&LICH

B CHAF - HAIREH R SCSI B U /0 23S H2lots MUIAZ ABHe AE2(7) Al
A8 BHQILICY CIAS AEB|Z| AR 2R} QS0 1T 24 2
AEELICE 2YE Chae 07 0l4e =2 2|2 oj=0j3LCt,

W O O - URi0] ChARILICH LUNS 3Lto) S3 Cfy 180 s 2 o= U
2Byt

o
s
>

njo

ofm

ol

SAN ZH AR}

CHS Y2 SAN ZHAIALS 2elste B AFEE UL
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H 44 IHA|ZH HE
24 A2 [san/v1.0 a9
GET /<protocol}/initiators 2@l T2 EZ(FC, iSCSI, SRP)
2HX|0f| CHet 2= SAN ZHA|RHE Lt
G ct.
GET /<protocold/initiators / 2| ¥ Z2EZ(FC, iSCSI, SRP)
<initiator) SE Y20 thst Z|ZE SAN 7HA|
AHE 7t UL
POST /<protocol}/initiators A|HE T2EZ(FC, iSCSI, SRP)O|
CHSt A SAN ZHA|R}E BHSLCE,
PUT /<protocol)/initiators / 2| HE TZ2EZ(FC, iSCSI, SRP)
<initiator) ZHA|0f] CHSH 2| HEl SAN ZHA| S
QgL
DELETE /<protocol)/initiators / A|ZE IHA|AL A E ALAIRILICE

<initiator)

Ol2{5t FHEE CtS URI OW7HHSE AHERILICH

H 45 URI Of7EH 4

I= 9

protocol JWAIRH(FC, iSCSI, SRP)O|| CHSt NAS T2 EZ

THA| R JHAIZC] ign, wwn £ eui

IHA|AL BE Z Aot of2hol| LIEE &5 2 E ULZE ALERLCE CHE7| 2
¥ Y AT 5= YuE 93 o= Aggunt

H 46 HAIRE S5 HE

M= nREE Hd

alias all O ZHA|Atol| CHEt

ZHAIR} fc 0| JHAIRIO|| it ZE
WWN(World Wide Name)

ian iscsi Of ZHA|Z}0f| CHEH iSCSI A tatE O]
=

chapuser iscsi CHAP(Challenge Handshake
Authentication Protocol) AFZ 2}
o=

chapsecret iscsi CHAP(Challenge Handshake
Authentication Protocol) &&

THAIR} srp EUI(Extended Unigue Identifier)
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SAN ZHA|R}

JHAIR LI

AYE Z2EZ RHO| o{E2t0[AH Aoﬂ Choll L=l 25 2HAIAE LHE-ILCH SH 2
2 0|20] "initiators"Q! ZHA|ZA} 52 HE2O| HIE (JSON HANS ZE LI Ct
iSCSI ZHAIAE Ust= 242 of:

GET /api/san/v1l/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SOl

HTTP/1.1 200 OK
Content-Type: application/json

Ho

{
"initiators": [{
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:02",
"initiator": "iqgn.1986-03.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
A
"alias": "init-01",
"initiator": "ign.1986-03.com.sun:02:01",
"href": "/api/san/vl/iscsi/initiators/ign.1986-03.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
1
}

THAIR} MIEL HE 7F427)

T ISCSI 2HA| 2] MR HEE LHERILICH 85 222 iSCSI /HAZ 55 & E 0|50|
"initiator" Q! ZHA||(JSON A Z ZL&HEtL|Ct,

24 0:

GET /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SEA:

HTTP/1.1 200 OK
Content-Type: application/json

"initiator": {
"alias": "init-o01",
"href": "/api/san/vl/iscsi/initiators/ign.1986-03.com.sun:02:01"
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SAN ZHA|R}

"initiator": "ign.1986-03.com.sun:02:01",
"chapsecret": "",
"chapuser": ""

JHAIZ} S 7]

M iSCSI ZHA|AFE BESLICH IQN(SCSI Qualified Name)2 A|235H0F §LICH 24 222
iISCSI AR} S5 HE(JSON YA E ZetgtL|Ch SH2 43 Al HTTP oG 2 Alej I &
201(Created)2| A iSCSI 7HA|R}S| 2|2 URIE ZE&HEHL|CH SH 222 iSCSI 7HA|IAI 52
HEE 0|20| "initiator"® {4 (JSON A2 6L CY

239

POST /api/san/v1.0/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
"initiator": "ign.1986-03.com.sun:02:02",
"alias":"init-02"

}

o .

SE A

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 181

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:02

{
"initiator": {
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:02",
"initiator": "ign.1986-03.com.sun:02:02",
"chapsecret": "",
"chapuser": ""

THAIZE £

Ol @H2 7|2 HAIRE £ HELICH 2 222 JSON YA = £ E|0{0F & 7Y
A2t S5 ZYEE ZEHEILICE 7HAIRH0] CHSH IQNS URIO| Al S ELICEH d& Al HTTP
el 202(Accepted)”t BtEHEILICH SE 222 A iISCSI 7HAIAL S5 ZEE 00|
"initiator"Q!l ZH|(JSON HANZ Z3HEHL|CT,
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23 o

PUT /api/san/v1l/iscsi/initiators/iqn.1986-03.com.sun:01 /HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
"alias":"init-01-secure",
"chapuser":"chuck",
"chapsecret":"igottheintersect"

}

o .

SE A

HTTP/1.1 202 Accepted
Content-Length: 167
Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"initiator": {
"alias": "init-01-secure",
"href": "/api/san/v1l/iscsi/initiators/iqn.1986-03.com.sun:01",
"ign": "ign.1986-03.com.sun:1",
"chapsecret": "igottheintersect",
"chapuser": "chuck"
}
}

THAI AL AR
0210|1201 A] HAIZIE A HELIC

ofl:

Fo
X!

DELETE /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:0@1 HTTP/1.1
Host: zfs-storage.example.com:215

45t AA|l= T2t 20| HTTP £ 204(No Content)& gHetgfLCt.

HTTP/1.1 204 No-Content

HAIZE &

iSCSI ZHA| A} HEH2 O Z2t0| AL M iSCSI ZHAIRL 2L iSCSI ZHAIZF AES 2telot= Tl A
UL ALE 7tstt BF2 Ofefl 20| LHE%[0] AS LI,
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H 47 JHAIAF 2E HH
24 ZA2 [san/v1.0 49
GET /<protocol>/initiator-groups 2| @l T2 EZ(FC, iSCSI, SRP)
2HX|0f| CHet 2= SAN ZHA|Zt &
2 LIE &Lt
GET /<protocol}/initiator-groups / 2| =l Z2EZ(FC, iSCSI, SRP)
<{name> S5 Y20 thst 2| ZE SAN 7HA|
At A& 7tAHS UL
POST /<protocol>/initiator-groups 2| HE Z2EZ(FC, iSCSI, SRP)O||
CHEH AH SAN ZHAIZ} 2852 2t
=
PUT /<protocol>/initiator-groups / A 4E T2EZ(FC, iSCSI, SRP)
<name> ZHA|of| St 2| HE SAN ZHA|ZE O
&= 4L
DELETE /<protocold/initiator-groups / 2| HEl 0| HA|E AtA|RILICEH
<{name)

—

ol2{st FHE C+S URI OH7HHSE ALEEILICH

H 48 URI D7 o~
olg My
protocol IHAIAH(FC, iSCSI, SRP)Of| CHSH NAS Z2EEZ
name ZHAIZE 2E2| O|E /LY,

2 HARE D2 HHAIA
S= ¥ug T

o/ O

A2 & LIE

>
ofo
N
olr
2ﬂ
o
rn
=
(@)
%)
)
>
R
|
Hu
njo
i
ne
il
Il
M

1222 WA OE A BiEE Z&St= 00| "groups
S ZEELIC

230!

GET /api/san/vl/iscsi/initiator-groups HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

Sg of:

HTTP/1.1 200 OK
Content-Type: application/json

Oracle ZFS Storage Appliance RESTful API A A, 212|A 2013.1.3.0 - 20144 8¢
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HAIZE AE

{
"groups": [{
"href": "/san/vl/iscsi/initiator-groups/aktest-initiators-0",
"initiators": ["iqn.1986-03.com.sun:0"],
"name": "aktest-initiators-0"
oA
"href": "/san/vl/iscsi/initiator-groups/aktest-initiators-1",
"initiators": ["iqgn.1986-03.com.sun:1"],
"name": "aktest-initiators-1"
H
}

AR OE M AR 712 27|

chel iSCSI HAIZ AZ0M MF EEE 7FAZLICEH ZHAA L & LIS BHO|A HetEl
href 55 Z2& 7T 0] 80| MMAS 4~ USLICE

24 9:

GET /api/san/vl/iscsi/initiator-groups/test-group HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SOl

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/v1l/iscsi/initiator-groups/test-group"
"initiators": ["iqn.1986-03.com.sun:02:01"],
"name": "test-group"
}
}

HAIZE 2E S

)

T 810I iISCSIZHA|ZF D8 QSLICH 2 222 18 0|52 E&st= T "name”
Of7)H 47} Q= JSON ZHX|E Tt C}

=49 JHAIAH OE BHEY| &5 EE
SEHE w4 oy
name string HAIZF O EQl 0|2
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initiators array 7|12 JHAIZ}IQN S5 ZEo| i
23

POST /api/san/vl/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 64

Accept: application/json

{

"name":"group-01",

"initiators": ["iqn.1986-03.com.sun:02"]
}
SE o

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/san/vl/iscsi/initiator-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group",
"initiators": ["iqgn.1986-03.com.sun:02"],
"name": "group-01"
}
}

HAIZE 35 A

OfZ2t0|ALOM 2HAIZF DAES A AHELIC.

239

DELETE /api/san/v1.@/iscsi/initiator-groups/group-01 HTTP/1.1
Host: zfs-storage.example.com:215

35t A= HTTP A€ 204(No Content)E gratghLCct.
HTTP/1.1 204 No-Content
CH &

iSCSI CiAH HES {SCSI CHAF A SCSI CHAN 128 2t2|5He O AFRELICH AL 755t &
H2 Of2Hof| LFE O] UESLICE,
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H 50 oy B
24 A2 [san/v1.0 49
GET /{protocol>/targets A YE Z2EZ(FC, iSCSI, SRP)
Zizj|off cist 2= SAN tidS L
S
GET /<protocol>/targets/<target> A YE Z2EZS(FC, iSCSI, SRP)
S5 ZE0i| thgt 2[YE SAN thef
2 JtHEHL
POST /{protocol>/targets A ZE Z2EZ(FC, iSCSI, SRP)O|
st A SAN tieE 2HELICE
PUT /{protocol>/targets/<target> A YE ZE2EZ(FC, iSCSI, SRP)
A|ofl ChEt 2| YE SAN CHEE 5
Lot
DELETE /<protocoly/targets/<target> AYE Y HHE AR,
O] FY2 C+3 URI Oi7EH-S AHERILICY.
B 51 URI Of7H& 4~
7Y 0lE oy
string protocol SAN Z2EZ(FC, iSCSI, SRP)
string target Cii&r ID(IQN, WWN, EUI)

DE Y "get" HHL2 LY S5 Y2 E BHatot1 "target” "create” 2 3 F¥2 O
5 dEE Y™ 2 At L
H52 e S5 38
oI nzeE 49
alias iscsi AHHO| 818 & U UHSH 0|F
ign iscsi iSCSI 15t 0|5
state iscsi iSCSI CiaF AEH("online”,
"offline")
auth iscsi MEH o1Z K ("none", "chap”)
targetchapuser iscsi MEHH CHAP AFEZ} Q1=
targetchapsecret iscsi MEHH CHAP 23 Q1=
interfaces iscsi &S ARE = A HEHI
Bmol& =5
wwn fc 0| ciAtofl chst Worldwide 0|2
port fc HEQO| Z2|4 2%
mode fc O] ZEO| RE (FHA|A} E= CHA)
speed fc O] ZEO| At &
discovered_ports fc AMEl AAH JJA|Z} ZEO| 4~
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0|8 DZ2EF g
alias srp SRP CHAfO|| CHEH B2
eui Ssrp 0| Ci4te| EUI(Extended Unique
Identifier)
02 &5 2= iSCSl the & 28 7H4 2= dl Atgd LT
# 53 e 18 &5 88
w8 = My
string protocol et 28 Z2EZ(FC, iSCSI,
SRP)
string name iSCSI ChA O& 0|8
array targets iSCSI T4 IQN 18 28 B2
AF LA
CHek LT

O{SefO[ALM AEY & Us A Ee Z2EEZS| 2= SAN G

29

GET /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json

SE ol

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1337

"size": 7,
"targets": [{
"alias": "tst.volumes.py.12866.target",

0

S LI R C.

"href": "/api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:

72b6fa9a-96c4-e511-db19-aadb9bac2052",

"ign": "ign.1986-03.com.sun:02:72b6fa%a-96c4-

e511-db19-aadb9bac2052",

oA
"alias": "tst.volumes.py.96238.target",

"href": "/api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:

31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"ign": "ign.1986-03.com.sun:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
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Tl CiAIOA S& FEE JHELICE Yian" S8 F EE "alias=Calias>" & ALE310]
Chitg Metet 4 ULICH
23 of

GET /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MWE=

Accept: application/json

SE of:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 251

"target": {
"alias": "test-target",
"auth": "none",
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"interfaces": ["ixgbe0"],
"ign": "iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapsecret": ""
"targetchapuser": ""

-
-

[ -
M CHAZ BHELICE 23 222 M iSCS| iy 150 01591 S nane SE F27} s

POST /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Content-Type: application/json
Content-Length: 23

Accept: application/json

{"alias": "test-target"}
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HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 233

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008

"target": {

"href": "/api/san/v1l/iscsi/targets/iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008",

"alias": "test-target",

"ign": "iqgn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"auth": "none",

"targetchapuser": "",

"targetchapsecret": "",

"interfaces": ["ixgbe0"]

-

Chat 47

7|2 iSCSI g2 +YELIL. 23 222 3= iSCSI HY 55 Y28 Eolst=
JSON Z4A||S ZBlBtL|Ct d5 Al HTTP &f&ll 202(Accepted)?} BHetELICE SE &2
=

JSON Z{H| = QA E Cifof Biet 2ahiSCSIty S5 2 ZeLC

o O™
2389

PUT /api/san/v1l/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MWE=

Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 54

Accept: application/json

{"targetchapsecret":"letmeinnowplease", "auth":"chap",
"targetchapuser":"argus"}

SE ol
HTTP/1.1 202 Accepted
Content-Type: application/json

Content-Length: 189
X-Zfssa-San-Api: 1.0

"target": {
"href": "/api/san/vl/iscsi/targets/alias=test-target",
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"auth": "chap",
"targetchapsecret": "letmeinnowplease",
"alias": "test-arget",

"ign": "iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"targetchapuser": "argus",
"interfaces": ["ixgbe0"]

CHe A

A 2RO M SAN TS A AL

239

DELETE /api/san/v1l/iscsi/targets/iqn.1986-03.com.sun:02:e7e688b1l HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=

M
(eXS)

o

HTTP/1.1 204 No-Content

AtA|l= CF22F 20| HTTP & 204(No Content)&

BESHEHL|C

| My .

H 54 thy 28 33
A Z2 [san/v1.0 dd
GET /<protocol>/target-groups 2| ¥E T2 EZ(FC, iSCSI, SRP)
243|0fl st 2E SAN T4t Q&S
LiggtLct,
GET /<protocol>/target-groups / 2| Y= 22 EZ(FC, iSCSI, SRP)
<{target-group) =5 20| Chst 2| E SAN Chef
g8 7HMSULt.
POST /<protocol>/target-groups Z|HE T2 EZ(FC, iSCSI, SRP)O|
CHSH A SAN CHe O&S PHELUICH
PUT /<protocol>/target-groups / Z|4E T2 EZ(FC, iSCSI, SRP)
{target-group) ZHa|ofl CHEH 2| 8= SAN t OF
2 +E8gLch
DELETE /<protocolp/target-groups / A EE UA-08 HAE AARL
{target-group)> ct.

O|2{et HHL2 LIZ URI Oi7HEE ALE LT

- Oo
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the 3

108

B 55 URI Of7HEH 4~

ol& 49

protocol JHAIRH(FC, iSCSI, SRP)O|| CHSE NAS Z2EZ
name et 282 0|5

e A& LHE

01 Z 20| A0 Th3f ALRE 4 QU= RE S LIBILICH A2 Al HTTP Al
200(0K)0| WHte| 1 222 CfA 18 23| BjYS Eatsts 020 g ‘groups'9l 52
7k QL JSON 2442 TaHEL| Y,

2% of;

GET /api/san/vl1l/iscsi/target-groups
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json

Sg of:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 237

{

"groups": [{
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [

"iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"

1

oA
"href": "/api/san/v1l/iscsi/target-groups/alt-group",

i

2 2 /tHEUHH 242 tid O5 0182 S URID7iE+-S ASEUL &
g 222 Uy 08 58 ZEE Zaste 0150 "target-group" 2! JSON ZHA|E XL &5t

0

GET /api/san/vl/iscsi/target-groups/test-group
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Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json

SE Ol

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/v1l/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"iqn.1986-03.com.sun:02:0d5a0ed8-44b6-49f8-a594-872bf787ca5a"]
}
}

e A& 2=

MiSCSI HiYd &S 2EUth 2
JSON | LT

o'
Mo
Mo
rlo
=
]
gl
10
k=)
aju
ro
ra
ne
>

Q

3

[0)

on
J
ox
HL
N
0
rir

2389

POST /api/san/vl/iscsi/target-groups HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE

Accept: application/json

Content-Type: application/json
Content-Length: 97

{"name":"test-group",
"targets": ["ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"1}

SOl

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 154

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/target-groups/test-group

{
"group": {
"href": "/api/san/v1l/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]
}
}
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iy 28
AP 12 ARy
CH 08 A4
712 U4 2SS AMARILCH
24 o
DELETE /api/nas/v1.0/iscsi/target-groups/test-group
‘d&t A= HTTP A€ 204(No Content)E gHeteLC.
HTTP/1.1 204 No-Content
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M2 B

o

MHB|A RESTful APl= O{S2f0[AL00|M A3l SO ATEQ0] MH|AS LIESHL 22(st
= Ol AFEEL et

M| B

-

CFg MHIA 3PS AIBE 4 AULICH

H 56 MH|A HH

24 Z2 /service/v1 a4

GET MH|A HHS LIEELICH

GET /services 2E MHIAE LIEEL T

GET /services/<service> A|HEl MH[A0] CHEE T 2 el
£ 7t Lct

PUT /services/<service) A|ZE MH[A0 oSt e E
{uct

PUT /services/<service)/enable AZE MH[AE AtBoZ HH L
Ct.

PUT /services/<service)/disable A|HE MHIAE AR O1Gto 2 M
gt

MH|A L

O| HHS AE2[Z| O{22f0[HAOM AFEE £ = 8 7HsTH ME|A S 53 T AE
AEH 200(OK)O0| ghatElL|Ct

0z
4
o
o2l
=
rx
6
o
r~
o
0x
R
Ew
o]
o
=2
£
ol
=
T
_|
_|
0'!‘
m

23 o
GET /api/service/vl/services HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

Sg o

HTTP/1.1 200 OK

M|A HE AN



MBlA L

Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked
X-Zfssa-Service-Api: 1.0

{
"services": [{
"<status>": "disabled",
"href": "/api/service/vl/services/ad",
"name": "ad"
Ao
"<status>": "online",
"href": "/api/service/vl/services/smb",
"log": {
"href": "/api/log/v1l/logs/network-smb:default",
"size": 2
1
"name": "smb"
Ao
"<status>": "online",
"href": "/api/service/vl/services/dns",
"log": {
"href": "/api/log/v1l/logs/network-dns-client:default",
"size": 4
.
"name": "dns"
Ao
"<status>": "online",
"href": "/api/service/vl/services/dynrouting",
"log": {
"href": "/api/log/v1l/logs/network-routing-route:default",
"size": 81
.
"name": "dynrouting"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/ftp",
"log": {
"href": "/api/log/v1l/logs/network-ftp:proftpd",
"size": 40
1
"name": "ftp"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/http",
"name": "http"
Ao
"<status>": "online",
"href": "/api/service/vl/services/identity",
"log": {
"href": "/api/log/v1l/logs/system-identity:node",
"size": 4
.
"name": "identity"
Ao
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MBlA L

"<status>": "online",
"href": "/api/service/vl/services/idmap",
"log": {
"href": "/api/log/v1l/logs/system-idmap:default",
"size": 15
+
"name": "idmap"
Ao
"<status>": "online",
"href": "/api/service/vl/services/ipmp",
"log": {
"href": "/api/log/v1l/logs/network-ipmp:default",
"size": 3
1
"name": "ipmp"
Ao
"<status>": "online",
"href": "/api/service/vl/services/iscsi",
"log": {
"href": "/api/log/v1l/logs/network-iscsi-target:default",
"size": 3
1
"name": "iscsi"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/ldap",
"name": "ldap"
Ao
"<status>": "online",
"href": "/api/service/vl/services/ndmp",
"log": {
"href": "/api/log/v1l/logs/system-ndmpd:default",
"size": 11
.
"name": "ndmp"
Ao
"<status>": "online",
"href": "/api/service/vl/services/nfs",
"log": {
"href": "/api/log/v1l/logs/appliance-kit-nfsconf:default",
"size": 6
.
"name": "nfs"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/nis",
"log": {
"href": "/api/log/v1l/logs/network-nis-domain:default",
"size": 3
.
"name": "nis"
Ao
"<status>": "disabled",

"href": "/api/service/vl/services/ntp",

NEES-1
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114

:default",

"name": "ntp"
Ao
"<status>": "online",
"href": "/api/service/vl/services/replication",
"name": "replication"
Ao
"<status>": "online",
"href": "/api/service/vl/services/rest",
"log": {
"href": "/api/log/v1l/logs/appliance-kit-akrestd
"size": 10
.
"name": "rest"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/scrk",
"name": "scrk"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/sftp",
"name": "sftp"
Ao
"<status>": "online",
"href": "/api/service/vl/services/shadow",
"name": "shadow"
Ao
"<status>": "online",
"href": "/api/service/vl/services/smtp",
"log": {
"href": "/api/log/v1l/logs/network-smtp:sendmail",
"size": 6
.
"name": "smtp"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/snmp",
"name": "snmp"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/srp",
"name": "srp"
Ao
"<status>": "online",
"href": "/api/service/vl/services/ssh",
"log": {
"href": "/api/log/v1l/logs/network-ssh:default",
"size": 3
1
"name": "ssh"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/syslog",
"name": "syslog"
Ao
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"<status>": "online",
"href": "/api/service/vl/services/tags",
"name": "tags"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/tftp",
"name": "tftp"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/vscan",
"log": {
"href": "/api/log/v1l/logs/vscan",
"size": 0
1

"name": "vscan"

MH|A 7}2427)

o
og
oy
rlo

ol

f

o Aef 2 7y

mjo

ZSISH0] T MB|AS| ME YES 7HMFL T

fo
X!

ofl:

GET /api/service/vl/services/ndmp HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SOl

HTTP/1.1 200 OK
Content-Type: application/json

"service": {
"cram_md5_password": "",
"cram_md5 username": ""
"dar_support": true,
"default pools": [],
"drive_type": "sysv",
"href": "/api/service/vl/services/ndmp",
"ignore_ctime": false,
"name": "ndmp",
"restore_fullpath": false,
"status": "online",
"tcp_port": 10000,
"version": 4,
"zfs_force_override": "off",
"zfs token support": false
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MBIA HE] #HE

MU| A FEf 3

O] FE2 AYE MH|L9| HEHE HERLIC

m service - A{H[A 0|

m state - A A{H|A AEl(‘enable’, 'disable')

URI 075 AtESH= 29| of:

PUT /api/service/vl/services/replication/enable HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

Hast 22 HTTP AEH 202 (Accepted)S EHaHSHL|CE E5H JSON QY S AMH|A0 HE
SHO] MH|AE At2o 2 HYSHHLE ALE otsto 2 MYt 4 QIELICH

JSONS AHE3t= 249| o:

PUT /api/service/vl/services/replication HTTP/1.1
Host: zfs-storage.example.com

Accept: application/json

Content-Type: application/json

Content-Length: 22

{"<status>": "enable"}

MBIAE AL QFRte 2 dY5tH Chg JSONS HEFLICH

—o (=]

{"<status>": "disable"}
MBI 74 43

+dg U = ot?l 2|laAS Hote 4 1204 Of2{et HHI—

ot FE= o|H0l| Yol M S5 Y& 2t e put ¥ S
_¢0f01 £2T 4 YSLCH YL MB|AL
= oft¢l 2|20 HlE hrefS WefrtR e 4 UG LT

239

PUT /api/service/vl/services/sftp HTTP/1.1
Host: zfs-storage.example.com
Content-Type: application/json

{"port": 218}
4B SY2 HTTP HE 202 (Accepted)S BHaFEHL|CY
HTTP/1.1 202 Accepted

Content-Length: 162
Content-Type: application/json; charset=utf-8
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MHIA B|AA

X-Zfssa-Service-Api: 1.0

{
"service": {
"<status>": "disabled",
"href": "/api/service/vl/services/sftp",
"keys": [1,
"listen port": 218,
"logging_verbosity": "INFO",
"root_login": false
}
}

MH|A 2|AA

AL A{H| A0 519 2lAATF UBLICH 2t AH|A E MH|A 2 220 Cfs) dHatel o
Ol E QIS0 A2 S 4~ QU= ot 2|AAE HEFLICH
#57 MH|A o9 2|lan HH
24 a2z oy
GET /services/<serviceD/<{resource) MH|A 31| 2|AA LY
PUT /services/<serviced/<{resourced/ | ot 2| £H
<href)>
POST /services/<serviced/<resource M 5t 2laaE ptEL
DELETE /services/<service>/<resource>/ | ot 2|AAE AAELICEH
<href)>
Olefet P 2422 ChE RESTful APl Bt SUst IEHS AFZRLICEH O{7[A cETR A|E
£l 52| g|lan RYE LIGSHALE 74 = O AR E[1, PosTE Af 512 2(aA RYHE B
E= O AFBE[L, PuT2 o9 2|AAE £Hote O AFRE[1, DELETEE A|HE o519 2|lan
£ AA|5HE O AFEEL T

5t9) 2|an0t 2t 59| 2|AA0) Chsl AFBE 4 U S2 HE U BH 22 (L "TH A
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AERA =

RESTful APl A& 2[R| AMH|A

RESTful APl AE2|A| MH|A= A4S
2HZ 2e|ot= O AR ELICH E5F A

|ea2

A+
" d

B A
LHAE O
HA =

t

——

E2|2] &, Z2HE A A[AR 2 LUNS
=g pajgrct.

Oracle ZFS Storage Appliance®|M NASE Z& LUN 2 It A|AE ZR0M s
te 20f|lA LAEILICE 0] 2] NAS APIOA £ 22 o|E2t

Ot S5 5

o=

42 S5

ojoiA AE2|7| 7

M2 A= |:-|| M%E' |__||:|—_

o=

#58 2E2|2| & EE

FH Z2 /api/storage/v1 =k

GET /pools RE AER2|2] &8 LtFgCt

GET /pools/<pool> ;Ealxl = MR HEE 73 Y

POST /pools M AE2|Z] 28 TRt

PUT /pools/<pool> 0| AE2|R|E 27IUC

PUT /pools/<pool>/scrub A 4E Z0|M CIolE 23S
G-y

DELETE /pools/<pool>/scrub 2| Y E Z0(M Hloje] A2 2
S SA-UCL

DELETE /pools/<pool> i:’éi%l 2E2Z| E8 78 shAlE

C

O] FE2 AILEIOIM 2=

HTTP &€ 200(0OK)O0| gt

gLICL SEZL 0|F2 HE

LE2|R] 29 S5 HEE UE
FBLEIL|C} HTTP 222
HO|| Lot AS LT
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2 7ML

=59 AERR EEE YR
78 = My
string pool Cie 2 0|15
string profile GHOolg x| z=mtd
string state Z MEf("online", "offline",
"exported")
string asn =2 A7t ofE2to[AA U
HS
string peer SAHSIE AARIQ| F2 I
L E9 ASN
string owner E2 ARG AIARIQ SAE O
=
24 o

GET /api/storage/v1/pools HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Sg of:

HTTP/1.1 200 OK
Content-Type: application/json

-~

= /A2

Y2 S0l| CHe A2 2] ALY FEt

"00000000-0000-0000-0000-000000000000",

"00000000-0000-0000-0000-000000000000",

"pools": [{
"profile": "mirror3",
"name": "platinum",
"peer":
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0aecd10749"
Ao
"profile": "raidzl",
"name": "gold",
"peer":
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
1

Clol A
[

£2/7| ZojA 52

LICt 3t HHofl T3l HTTP A€l 200(0K)0| gretE Lt
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GET /api/storage/v1/pools/gold HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Sg ol

HTTP/1.1 200 OK
Content-Type: application/json

{
"pool": {
"profile": "raidzl",
"name": "gold",
"usage": {
"available": 2388000726016,
"total": 2388001816576,
"dedupratio": 100,
"used": 1090560
},
"peer": "00000000-0000-0000-0000-000000000000",
"state": "online",
"owner": "tanana",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0aecd10749"
}
}
=22 TIYULH &2 UE= o TR0 07 0f thsiM= CL 4 A 82|12 HE2 2
ZHYAIR. AFE Thstt 8 2 0| 2 ¢f2 ttetste B2 ME=dry run 232 +H
g = ASLICE Ol= Aol OiHe S8 HEES "true"2 Y5t +AFLICH

POST /api/storage/vl/pools?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMWE=
Content-Type: application/json

Accept: application/json

{

"name": "silver",
}
S of:

HTTP/1.1 200 OK
Content-Type: application/json

"props": [{

"choices": ["custom" ],
"label": "Chassis 0",
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"name": "0",

"type": "ChooseOne"
oA

"choices": ["custom"],

"label": "Chassis 1",

"name": "1",

"type": "ChooseOne"

"choices": [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12],
"label": "Chassis 1 data",

"name": "1l-data",
"type": "ChooseOne"
oA
"choices": ["mirror", "mirror3", "raidzl",
"raidz2", "raidz3_max", "stripe"],
"label": "Data Profile",
"name": "profile",

"type": "ChooseOne"
H
}

MA[[1]011M 8712] CIA3E AtESH=E 25 U=s 239 Off:

POST /api/storage/vl/pools HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=
Content-Type: application/json
Accept: application/json

{
"name": "silver",
"profile": "stripe",
"l-data": 8

}

SEA:

HTTP/1.1 201 Created
Content-Type: application/json

-~

"pool": {
"asn": "314d252e-c42b-e844-dabl-a3bcab80b563",
"errors": [],

"name": "silver",

"owner": "zfs-storage",

"peer": "00000000-0000-0000-0000-000000000000",
"profile": "stripe",

"status": "online",

"usage": {

"available": 1194000466944.0,
"dedupratio": 100,

"total": 1194000908288.0,
"used": 441344.0
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Zoj AE2|7] 27}

=0l 2E2|A| 27

——

O] P2 == USHL 7Y W RAFSLICE AEL|A| 27t= 7|& 30| 27t AE2| 4]
YRS FIHEUL. 20| F7te dsts 7o AE2(Z] YRS Eelsts 220 U= 2
hrefoi| PUT 23S WS ELIL

24 o

PUT /api/storage/v1l/pools/gold HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=
Content-Type: application/json

Accept: application/json

{

"2-data": 8
}
S of:

HTTP/1.1 202 Accepted

£ 2334

{pool>/scrub PUT = DELETE LA S H4sIH 22t E AT/ S A|&SHAHLE Al 20l
AT 2AAS SARLCEH AMSH LHEE2 CLIZE "7 AEL|R| A3 Y"S 2tRoH

N

= 44 sliAl

O] BH2 AILHOIM S5 HAZLICH
=2 YAlste 23

DELETE /api/storage/vl/pools/silver HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=

SE .

HTTP/1.0 204 No Content
Date: Fri, 02 Aug 2013 22:31:06 GMT
X-Zfssa-Nas-Api: 1.0
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D2AHE 2+

=

e

124

Content-Length: 0@

AE RFAH
_1— T dJ
DE D2ME Aelo| HelS Y B2 MY 4 YSLICH BE TR 2S5t
E%%%URW/MWM§EZH&1E'Eiﬂéwkﬁ%aé%%%/mmﬂw
{project}"& 7ttt
60 n2ME Y
24 A= /api/storage/v1 44
GET /projects = ZZHEE LIIFLCL
GET /pools/<pool>/projects D2HEE L}GFHLC}
GET /pools/<pool>/projects / DRHE ME FBE 71A4SHCt
{project>
POST /pools/<pool>/projects DZ2MEEZ OtsLC}
PUT /pools/<{pool>/projects / ODZ2HES f~HELC
<project>
DELETE /pools/<poold/projects / DZHEEZ AKEHL C
{project)
GET /pools/<poold/projects / D2AE OF ASS 7143
{project>/usage/groups Ct.
GET /pools/<pool>/projects / A|EE S0 et Z2AE AL
{project>/usage/groups/ e 7t
{group>
GET /pools/<{pool>/projects / D2 E ALEA MRS 74 S
{projecty/usage/users ct.
GET /pools/<poold/projects / A/ HEl ALEZ}O]| CHEE T2 A E A}

{project>/usage/users/{user)

S 7ML

S o=

== 20 St

=

B 61 OZHE S22 ALY
78 (JE=S Mo
string aclinherit ACL A& Z2f("discard”,
"noallow", "restricted",
"passthrough" "passthrough-x")
string aclmode DC A Al ACL S2f("discard",
"mask", "passthrough")
boolean atime 7| Al BMA AZEH AT|O|E S2i
)
string canonical_name BHEOIE
string checksum £2 A2 M ("fletcher2"”,
"fletcher4", "sha256")
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string compression Cllole &= d-("off", "Izjb",
"gzip-2", "gzip", "gzip-9")

number copies It EXH SARR2

datetime creation OD2HE (E& LUN, THY A[AE])
e Gxp el At

boolean dedup Gioly &8 241

string default_group D2HE 7|2 MY A|AE OF:
"other"

string default_permissions OD2HE 7|2 Ot A|AE! MGH
200"

boolean default_sparse OD2HE 7|2 LUN ATLA G|O[E
S

string default_user ODZ2HE 7|2 Y A|AH ALE R}
"nobody"

number default_volblocksize ODZ2HE 7|2 LUN 28 37|
8192

number default_volsize ODZ2AE 7| LUN 37|

boolean exported LEH Sea

string logbias S7|A 271 H10|0{A("latency”,
"throughput")

string mountpoint OL2E 2|38 7|22 35 "/export/
proj-01"

string name DI2HE 0|2

boolean nbmand HEZ2Z T4 2z S

boolean nodestroy A 2| E20a

number quota HIO|E THelel T2 E e 37|

string origin HE =4

string pool =08

boolean readonly 0| = trueZ2 M= 2 97|
Mg

string recordsize C|O|E{H]|O|A 2| 2= 37| "128k"

number reservation Cf|O|Ef o2k 37|

boolean rstchown AR HE AT &2

string secondarycache B IHAl AFEZF("all",
"metadata", "none")

string sharedav HTTP 3= ("off", "rw", "ro")

String Shareftp FTP g__lgr(uoﬂ:n’ anu’ uron)

string sharenfs NFS &% ("off", "on", "ro", "rw")

string sharesftp SFTP &S ("off", "rw", "ro")

string sharesmb SMB/CIFS 3 ("off", "rw", "ro")

string sharetftp TFTP &8 ("off", "rw", "ro")
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w8 oz Moy

string snapdir zfs/A Ak 2Ll ("hidden®,
"visible")

string snaplabel Ol o=l AHAE 20|

boolean vscan HRO|2{A AL S22

OZHE L}

ne

Ol HE2 A HE 22 2R L2HEZ LIGRLICH dhetel 2 Z2HE = 2|0 LIEE &3
‘tstt 55 dE S22 2 0|8, dd A7 29 dEl, S4| 24 L GO|8 AFEEE
ZEretct
2o| Oj7fH4 LE] - T2AE o] S Yt shE 7t ool YR LE 2B L35
SE g7ste et 221Y Y| WE YU
H 62 URI DH7{H 4~

Of7H e Moy

pool AE2Z] & Ol

249

GET /api/storage/vl/pools/gold/projects HTTP/1.1

Host:
Accept:

getO| H25tH JSON FAlo| T2 A

UL

2140

HTTP/1.1 200 OK
Content-Type:

{
“projects”:
“name”:
Ao
“name” :
}
}

QEZo|QE IRME B2

Oracle ZFS Storage Appliance RESTful API ™A, &2|A 2013.1.3.0 -

zfs-storage.example.com
application/json

E S5 2 uigat e HTTP 2 200(0K)O0|

application/json

[{
“proj-01”,

“proj-02",

L|C}. URIE= /projects A28 TaHgHL|CT

kat=

£ JEO| IR2 AESIH RE E2HES Tt 239| of:

20144 8¢

Higt
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GET /projects?filter=backup HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

O HH2 A HE =22 TY T2 HEO| thist &8 Y25 HEZU T 43t get2 JSON
Aol Z2HME 5§ FEL & HTTP 2& 200(0K)S BHataL|Ct
H 63 OZAE YRI Of7HHS 7t 27|

of7H S L

pool AERIZ| £ 0|2

project T2HE 0|2

"gold" Z0{| 0|20 "proj-01"9l ZZMES Lt

rir

39| of:
GET /api/storage/v1/pools/gold/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SE ol

HTTP/1.1 200 OK
Content-Type: application/json

-~

"project": {
"default volblocksize": 8192.0,
"logbias": "latency",
"creation": "20130411T20:02:35",
"nodestroy": false,
"dedup": false,
"sharenfs": "on",
"sharesmb": "off",
"default_permissions": "700",
"mountpoint": "/export",
"snaplabel": "",
"id": "042919bb-0882-d903-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],
"compression": "off",
"sharetftp": "",
"default_sparse": false,
"snapdir": "hidden",

"aclmode": "discard",
"copies": 1,

"aclinherit": "restricted",
"shareftp": "",
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"canonical_name": "gold/local/default",
"recordsize": 131072.0,
"usage": {

"available": 1758424767306.0,

"loading": false,

"quota": 0.0,

"snapshots": 0.0,
"compressratio": 100.0,
"child_reservation": 0.0,
"reservation": 0.0,

"total": 45960.0,

"data": 45960.0

i

"default volsize": 0.0,
"secondarycache": "all",
"collection": "local",

"exported": true,
"vscan": false,
"reservation": 0.0,
"atime": true,

"pool": "gold",
"default _user": "nobody",
"name": "default",

"checksum": "fletcher4",
"default_group": "other",
"sharesftp": "",
"nbmand": false,
"sharedav": "",
"rstchown": true

= —
D2HE 0HSY| BHS 2\YE A=2|x| 2o Y X FE 0|5 ZRYES oksLct 7|
2 55 27t A EE M Z2HET BtetE L O}
" 64 URI Of7HgH 4

of7HE 4 PL

pool AERR] & O|&

JSON 22 23 o7 4

B name - ZZ2MEZ OS24 Z2HE 0|53 A|3oHOF LTt
B project properties - TZ2HE S22 AHE A TR2HEQ| 27| o2 M

LT

0|50| "proj-01"¢| Z2HMEE Qo= Q39|

2
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POST /api/storage/v1/pools/gold/projects HTTP/1.1
Hosta: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

“name”: “proj-01",
“sharenfs”: “ro”

ZHEQ| URIEZ & St= 21 OJIE‘IQP %Wﬂ HTTP AFEH
St

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01

{
“project”: {
“name”: “proj-01”,
"href": "/api/storage/v1l/pools/gold/projects/proj-01",
“mountpoint”: “/export/acme/gold”,
}
}
O2AE AR
L=4dE 38
DRHE 47 YY2 7|2 TRYEQ| 448 HFTLC)
H 65 URI Of7HEH 2~
OH7HtA A9
pool 2E2|2 0|l
project O2ME 0|2
2 UL - ZRUE S8 YW - I2UE SS YRS | IRAE 27| o o
224G A /\L_|E+
o2 T M-g

D2HE 0|22 "proj-01"0|M "new-name"22 HAS= 229 of:

POST /api/storage/v1/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json
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“name”: “new-name”,
“sharenfs”: “rw”,
“compression”: *“gzip-9”

M35t SE2 HTTP A&l 202 (Accepted)S EHetstl R E Z2HE

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/v1/pools/gold/projects/new-name

{
“project”: {
“name”: “new-name”,
“sharenfs”: “rw”,
“compression: “gzip-9”,
}
}

m2HE A% PP AYE BO| oY TRHES AFLIC

H 66 URI Of7HEH 4~
O 7HEH Ad
pool 2E2|2 E 0l
project O=ZHE 0|2
2o

DELETE /api/storage/v1/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

OD2HE AMRE

[« =]

Get 24 D2ME AR 2|AAZS S5 TRAUEO| Tl AFERIY &

CIOIEIE 7142 & AU

Oracle ZFS Storage Appliance RESTful API A A, 212|A 2013.1.3.0 - 20144 8¢
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ol I AEl RFOH
IH A A 2+
OHU A AR 2IH2 IHU A AR ZRE LGSt e[ 25 2| fHele A|-EE &
EeZ| & s Z2HEZ X H LTt
{service uri}/pools/{pool}/project/{project}
H67 o A|AE HEA

234 A= Japifstorage/v1 A

GET /filesystems DE O AARS LIFRILICEH

GET /pools/<pool>/projects / OH A|AE! LS
<project>/filesystems

GET /pools/<pooly/projects / oY AAR NS HEE 7HA S
<project>/filesystems / Ct.

{filesystem)>

POST /pools/<pool>/projects / oY A|ARIE OHEL|CE
<project>/filesystems

PUT /pools/<pool>/projects / ot A ABIS £H T CH
<project>/filesystems /
filesystem)

DELETE /pools/<pooly/projects / T A|AEIS ARA|EHLCH
<project>/filesystems /

(filesystem)>

GET /pools/<pooly/projects / o AAR OF MBS 7t =
{project)/filesystems / Lct,
<filesystem>/usage/groups

GET /pools/<pool>/projects / 2| A= 120 Chot THQ A|AE] A}
<project>/filesystems / Y2 7tMZLC
{filesystem>/usage/groups /

{groupy

POST /pools/<{pool>/projects / oA A AR OE HHE P CH
<project>/filesystems /
<filesystem>/usage/groups

PUT /pools/<pooly/projects / o AAE OE HHE 48U
<project>/filesystems / Ct.

(filesystem>/usage/groups /
<{name)

GET /pools/<pooly/projects / oY A|AR AR} AR>S 7HAY
{project)/filesystems / St
<filesystem>/usage/users

GET /pools/<pool)/projects / A|HEl ALEALO]| CHEE I A[AE
<project)/filesystems / A2 2 7t FL|CH
<filesystem>/usage/users /
<user

POST /pools/<pool>/projects / OHY A|AE A2} HEE 2HEL
<project)/filesystems / ct.
<filesystem>/usage/users
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23 Z 2 /api/storage/v1 g
PUT /pools/<pool>/projects / T A|AE] AR} - EE 43 E
{project)/filesystems / Lct,
<filesystem>/usage/users /
<name>
2 I AAYS IRMEC| SE YHS AT Q00! TS THY AlAHY S5 Yua
skt L|Ct,
H 68 oY ALY S5 YE
78 = Moy
string casesensitivity A2t 22 HE("mixed",
“sensitive” E£& “insensitive”)
string group JE 0l
string normalization st
string permissions IHY A AR M5t
string project D2HE 0|
boolean quota_snap HEO AR4AES ZESH= S0
boolean reservation_snap Of|ofoi| ARAES L etch= 2212
string shadow G[O|Ef OFO| 22f|0] M A4
string sharesmb_name SMB 3%2| 0|&
object source B -
object usage oY A AR A2 Z ZE
string user 3RE 4Rtz AFBAL 0|&
boolean utf8only HIUTF-88 H&st= 2210

H 69 URI D§Z{H 2~
Of7HEA oy
pool AER|IZ| EO|E
project D=2HE 0|5
23 o

GET /api/storage/vl/pools/gold/projects/proj-01/filesystems HTTP/1.1
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Host: zfs-storage.example.com
Accept: application/json

=]

SAIO| QU A|AEI E2

£ ZE vt G4 HTTP AEf 200(0K)S

HTTP/1.1 200 OK
Content-Type: application/json

{
“filesystems”: [{
“name”: “filesystem-01",
“project”: “proj-01”,
“pool”: “gold”,

oA
“name”: “filesystem-02",
“project”: “proj-01",
“pool”: “gold”,

]
}

DEZ O O2AMEQ| DE M A|AE 22 2|YE/L|C}H 0] AL URIE
V1 /f|Iesystems7f =S

"abcd" E2AHE S of
of:

GET /api/storage/vl/filesystems?filter=abcd HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

/api/storag

2510 2 & I A|A

| 2
o=

I

:
[

=N Ea: i o B

OFY AL 7127 BE

LC

®70 URI DfZHH 4~

Bt

—

e/

2309

oj7Het

ek

pool

2E2|2 E 0|5

project

D2HE 0|2

filesystem

TR A2 015

O|20| "proj-01"Ql ZRHEZ LIH5 = 2

239 0!

GET /api/storage/v1l/pools/gold/projects/proj-01 HTTP/1.1
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Host: zfs-storage.example.com
Accept: application/json

B3 get ISON BAI9| T AR 52 2o S HTTP AEf 200(0K)2
c
Sg o

HTTP/1.1 200 OK
Content-Type: application/json

-~

"filesystem": {
"logbias": "latency",
"creation": "20130423721:30:34",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"mountpoint": "/export/grape",
"snaplabel": "",

"id": "424ca2ec-b3fa-df86-0000-000000000000",

"readonly": false,

"rrsrc_actions": [],

"compression": "off",

"sharetftp": "",

"source": {
"logbias": "default",
"dedup": "default",
"sharenfs": "inherited",
"sharesmb": "off",
"mountpoint": "inherited",
"rrsrc_actions": "local",
"compression": "default",
"sharetftp": "inherited",
"snapdir": "default",

"aclmode": "default",
"copies": "default",
"aclinherit": "default",

"shareftp": "inherited",
"readonly": "default",
"secondarycache": "default",
"exported": "inherited",
"vscan": "default",
"reservation": "local",
"atime": "default",
"recordsize": "default",
"checksum": "inherited",
"sharesftp": "inherited",
"nbmand": "default",
"rstchown": "default"

}

"snapdir": "hidden",

"aclmode": "discard",

Oracle ZFS Storage Appliance RESTful API A A, 212|A 2013.1.3.0 - 20144 8¢
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"copies": 1,

‘aclinherit": "restricted",

"shareftp": "",

"canonical name": "platinum/local/default/grape",

"recordsize": 131072.0,

"usage": {

"available": 880395477504.0,

"loading": false,
"quota": 0.0,

"snapshots": 18432.0,

"compressratio":

"reservation": 0.0,

"total": 50176.0,
"data": 31744.0
I

"secondarycache": "all",
"collection": "local",

"exported": true,
"vscan": false,
"reservation": 0.0,

"shadow": "none",
"atime": true,
"pool": "platinum",
"quota_snap": true,
"name": "grape",

"checksum": "fletcher4",

"project": "default",
"sharesftp": "",
"nbmand": false,

"reservation snap": true,

"sharedav": "",
"rstchown": true
}
}
ol AE| O =
I A| A8 OS]
OH A| AR OHSY| HE2 IZ*EI AE2R| E Es T2AE U=z A YT 0|52 It Al
A”E OHEULCH 7|12 S5 A|EE A I A ARO[ BRSHE LT
71 URI Of7H 4
OH7HHE s o9
pool LAE2|2| E 0|
project n2HE 0|2
filesystem o A A 0| &

2 o7 Es

B name - A O} A|ABIS Gl
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IOl K| AE) 2]
m filesystem properties - ItY A|AEl S5 HE L= Z2HE S5 JE0| LIZE 55
YEE 27| gfoR HHE 4 s
0| 20| "share-01"0| 2 ALZ2At "joe"7t 275 LY A|ABIS DHE= 240| Of:
POST /api/storage/vl/pools/gold/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com
Content-Type: application/json
Accept: application/json
{
“name”: “share-01",
“owner”: “joe"”
}
36 2tE7 M IHY AJARIC URIE Z&6t= 2| ollC2t &4 HTTP el
201(Created)S BHIBILICH 222 JSON HAI0| RE T A|AL 52 HBZ T35
Ct
SE o
HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/gold/projects/proj-01/filesystems/share-01
{
“filesystem”: {
“name”: “share-01",
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,
“owner”: “joe”
}
}
O} A|AEI 2
o T o
I AlAR) 43 B2 J|E DY A A0] $4S HABILICH AT TS HTTP Al
202(Accepted)§ BHetstn 2= Y A28 55 ZJEE LHEgU T
S OHH, - I A A S5 YR - THY AL = T2ME SEYEE 2HS
M'Q LIC},
272 URI O{7lH 4~
o7 Ad
pool 2E2|2] E 018
project D2HE 0|2
filesystem o A A8 O|&
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[e)
[

I}
3

' | 0|28 "share-01"0|A "new-name"22 HZAstD ARZZ "nobody"2 H
b 40l 0f:

PUT /api/storage/v1l/pools/gold/projects/proj-01/filesystems/share-01
HTTP/1.1

Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

U

o
rr -
fo >
o'

{
“name”: “new-name”,
“owner”: “nobody”,
}
ocCctk
SE o

HTTP/1.1 202 Accepted

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01/filesystems/share-01

“filesystem”: {
“name”: “new-name”,
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01",
“owner”: “nobody”

-

OiY AAR AR BE2 2[YE 2 = Z2HEQ| HY I A|A™ES A AL

H73 URI Of 72~
o7 Ad
pool AE2|Z| E 0|
project ODRAE 0|2
filesystem oY A AR Ol
28 9:

DELETE /api/storage/v1l/pools/gold/projects/proj-01/filesystems/share-01
HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json
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At
al

(o |
=

538 AR HTTP AEf 204(No Content)Z BHEHaILICH
seof:

HTTP/1.1 204 No-Content

MU AIAY HE| Y ALRY

AEZL E= OE FHE = 22 posT L= PUT 2 S ARSI 2HEAHL £ES 4~ AL T
1LY AIAE-II AH2 2|AAO| TS GET 2 oz4o T2HEO| O3t AFRAIG L= D2 ALR2F
GO E 7tH 2= G| AHEE LICE
DELUNEE= 28 Ao Hele A YE & = Z24E=Z YO O3 LUN BY
2 AEY 4+ JAFLC
H74 =5 %89
24 Z 2 /api/storage/v1 Mg
GET /luns 2E LUNSE LIEEL ot
GET /pools/<pool>/projects / LUNSE Lt gLt
<project>/luns
GET /pools/<pool>/projects / LUN M HEE JtM43LCt.
<project>/luns/<lun
POST /pools/<pooly/projects / LUNS 25Ut
<project>/luns
PUT /pools/<pool>/projects / LUNZ &Lt
<{projectd/luns/<lun)
DELETE /pools/<pool>/projects / LUNS AFAIEHLICE
<project>/luns/<lun)

ChS BOl= LUN S5 Z 27t Liet JUSLICH Eot 282 LE2HE 55 YEE A5t L
CHAS 4~ ASLICE
H75 285 8L

e o 4

string assignednumber |- LU BE

boolean fixednumber LU HEE 3z 2o n¥st= 22

)
string initiatorgroup HAIZE A&
string lunguid STMF GUID
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LUN 2+

w8 oz Moy

string lunnumber LU & S E£= "auto”

string project DZHE o|S(HET +~ 8l8)

object source S& ZEo| A4 ("local”,

|nher|ted”) Lt

boolean sparse Thin Z2H|AHY S AR 2Z A4
st= Z2i1

string status =2| &2z| &Ef("online",
"offline")

string targetgroup et 0T

object usage LUN AtEZ S LHE

number volblocksize 28 =25 37|

number volsize =& 37|

boolean writecache &H7I HAIE B2 HEst= &
21

DRUEOIN YR S HEIL AT & USUICH A2 WXL 0[2(3 SE FEE 242
LSBT Y 5% FEIELUNG "2 el OfLe 20l Al x S A
LICE. 712302 0[2{5t S2 FiBs TRAE0| o3 Y4 ELICH 0[2{3t S2 It A

f
|D:| ;HL__I- =2 -IEjl- LUN()-” §9-|OI|__|[:|.. AN 7H1.| L HHAHSH & O-IAL_|[:|- iﬁ% EI—Al At

o OoO™| L OZ2 T bA

LE o2 HAYSI2{H S5 FEIt "unset"Y 4 UASLIC
A= MY siAISH= JSON 29| of:

{"unset": ["compression"]}

luns LHE FH2 X FE & £= Z2HEO|M AIES & U= LUNS 55 BtatgtL o,
H76 URI Of7HEH 4~

o7 2 My

pool AE2R| FO|&

project Z2AE 0|F

TZ=2AE "proj-01" LA LUNSE Ltot= 232 of:
GET /api/storage/vl/pools/gold/projects/proj-01/luns HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

g get2 JSON FA 2| LUN S5 YE2t 374 HTTP &l 200(0K)S BretgiLct.

SE ol
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HTTP/1.1 200 OK
Content-Type: application/json

{
"luns": [{
"id": "fadac6fb-0bcc-d2e3-0000-000000000000",
“name”: “vol-01”
Ao
"id": "690aed407-7c4d-b5d2-0000-000000000000",
“name”: “vol-01",
1
}

LUN 7t 27|

LUN 7tM 27| BH2 A YE & £= Z2HEQ| T LUN &5 dE S BrEEiL(Ct
"77 URI Of7HH 4~

7R 2~ MY

pool AERIZ| £ 0|2

project LZHE 0|2

lun lun O|&

00| "vol-01"QI LUNS 7tM2= 239| of:

GET /api/storage/vl/pools/gold/projects/proj-01/lun/vol-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

‘458t get2 JSON HAIQ| LUN &5 L2t & HTTP A&l 200(0K)S gretgfLCt.
oct ol
SE o

HTTP/1.1 200 OK
Content-Type: application/json

-~

“lun”: {
"logbias": "latency",
"creation": "20130423T21:31:17",
"nodestroy": false,
"dedup": false,
"rrsrc_actions": [],
"id": "e3045406-319b-cf7a-0000-000000000000",
"writecache": false,
"compression": "off",
"copies": 1,
"stmfguid": "600144FODBEQAE4100005176FDA60001",
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"source": {
"compression": "default",
"checksum": "inherited",

"logbias": "default",
"dedup": "default",
"copies": "default",
"exported": "inherited",
"rrsrc_actions": "inherited",
"secondarycache": "default"

I

"canonical_name": "platinum/local/default/diskl",

"snaplabel": "",

"usage": {
"available": 881469214720.0,
"loading": false,
"snapshots": 0.0,
"compressratio": 100.0,
"total": 1073758208.0,
"data": 1073758208.0

I

"secondarycache": "all",

"collection": "local",

"exported": true,

"volsize": 1073741824.0,

"pool": "platinum",

"volblocksize": 8192,

"checksum": "fletchersd",

"project": "default",

"sparse": false

O] FF2 A LUNS ZHELICH Al LUNO| tfist 27| == 4| 245 AS3H0F FLC.

H78 URI Of7HEH 2~
7R M
pool AERIZ| £ 0|2
project ODRAE 0|2

23 of7fpi4:

m name - Al LUNS 2HS2{% A LUN 0|52 AIZ3H0 _
m volume properties - LUN S2 ZE = T2HE S2 HH0| LIYE S2 HEE 2
7l gz dde - AsHot

9!
I
Il

23 o
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POST /api/storage/v1/pools/gold/projects/proj-01/luns HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

Request JSON:

{
name : "vol-001", // Volume name (required)
size : 500000, // New Volume size
blocksize : 8192, // New Volume block size
sparse : true, // New Volume sparse data flag
initiatorgroup : 'default', // Initiator group name
targetgroup : 'default', // Target group name
lunnumber : ‘'auto', // Volume LUN number
status : 'online', // Initial Status ('online', 'offline')
fixednumber : false,
"source": {
"snapshot_id" : "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"snapshot": "/pool-001/local/proj-001/snap-001"
}
}

rcox
riot okl
ol r9.£

!
k=

FOf:

HTTP/1.1 201 Created
Content-Type: application/json
Location: http://zfs-storage.example.com:215

OS] Af LUNS| URIS EHsts 9|2] 3CIe 3174 HTTP AfEf 201(Created)S
LICt 222 JSON Aol R E |UN S& ZYEE e}

/pools/gold/projects/proj-01/luns/vol-001

{
“lun”: {
"name": "vol-001",
}
}
LUN =%

LUN =& H™E2 7| LUNS| £42 HELICH

=279 URI Of7 4~
of7H4: 4y
pool £2E22 E OIS
project Z2HE 0|2
lun LUN O|&
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LUN 2+

LY WHEr-2ESE YL - LUNE= B2
LUN O|2€ "vol-01"0l|A "new-name"2 2 HAGH= 29| 0

POST /api/storage/vl/pools/gold/projects/proj-01/luns/vol-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

-~

“name”: “new-name”,

438 SEHE HTTP &El 202(Accepted)E Btetst 2 LUN

ojn
J
oX!
HT
i
-
ne
o
-
a

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/v1l/pools/gold/projects/proj-01/luns/new-name

{
“lun”: {
“name”: “new-name”,
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,
}
}
Lun 47|

LUN 44| B2 XY & = Z2HEQ| T LUNS A AHFLIC.

rir

H 80 URI O{7HtH 4~
o7 4g
pool AEZIR| & 0|2
project D2AE 0|5
lun LUNO|E

23 0:

DELETE /pools/gold/projects/proj-01/luns/lun-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

485t get2 HTTP &EH 204(No Content)E gHEHEHL|C}
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AHAF L B3 24
Sg of:
HTTP/1.1 204 No-Content
ALHAE Ol & I AFOH
—_ J\': = Z-I il —|
BE AukAb 2olo| Well AYE B L DRUED YYELICH E5 AL 2elo| e
S MY A|AR = LUN &= e 4 AsLITt
B P=EIOIZHE 7|8 AHAF 2EA0]| CHSH URI= /api/storage/v1/pools/{pool}/
projects/{project}2 A|ZEL|C}
B 2= O A|AE 7|8 AHAF 2FAQ)| CSE URI= /api/storage/vl/pools/{pool}/
projects/{project}/filesystems/{filesystem}2S.2 A|Z-EIL|C}
m 2= [UN 7|8k ARHAE 2EA0)| CHSE URI= /api/storage/v1/pools/{pool}/projects/
{project}/luns/{lun}2. = A|Z}t=IL|C},
581 NNt

24 Z2 /api/storage/v1 ks

GET /snapshots DE 2Z AHAS LIFRLICH

GET /pools/<pool>/projects / DEDZHUE AUAZ LIFEL
<projectd/snapshots Ct.

GET /pools/<pooly/projects / DE OFY A AR AHAS LIS
<project)/filesystems / Lct,

{filesystem>/snapshots

GET /pools/<pooly/projects / ZE LUN A-ARS LIEELCH
<project>/luns/<lund /snapshots

GET /pools/<{pool>/projects / ODZ2AHE AHAFME ZEE J1A
<project>/snapshots/<snapshot)> | SLIC}.

GET /pools/<pooly/projects / I A AR ARMAEME YEE Tt
{projectd/filesystems / ALt
<filesystem>/snapshots /

{snapshot)>

GET /pools/<poold/projects / LUN AEHAE NS HEE 712 S
<project)/luns/<lund / Ct.
snapshots/<snapshot>

POST /pools/<pool>/projects / D2HE AHAS OHEL|CH
{projecty/snapshots

POST /pools/<pool>/projects / Y A AR ARHAES OHSL|CH
<project>/filesystems /
<filesystem>/snapshots

POST /pools/<pool>/projects / LUN AHARS TESL|CH
<project>/luns/<lund /snapshots

PUT /pools/<{pool>/projects / OD2HE AUHALS LSS C}
{project>/snapshots/<snapshot>

PUT /pools/<poold/projects / OpQY A|ARN AEARS AT CH
<project>/filesystems /
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23 AR [apifstorage/v1 Hd
<filesystem>/snapshots /
{snapshot>

PUT /pools/<pool>/projects / LUN AHHARS £ Tt
<projecty/luns/<lund /
snapshots/<snapshot>

PUT /pools/<pool>/projects / OHY A|AR ARMAES EX gL Ct
<project>/filesystems /
<filesystem>/snapshots /
<snapshot>/clone

PUT /pools/<pool>/projects / LUN 2@4k2 S35
<projectd/luns/<lun) /
snapshots/<snapshot>/clone

PUT /pools/<pool>/projects / HIO|E{2 RS T A|AE] AL
<project>/filesystems / AFO 2 ZuHSH|C},
filesystem>/snapshots /
<{snapshot>/rollback

PUT /pools/<pool>/projects / CIO|EE A|HE LUN 2 A2
<projectd/lun/<lun) /snapshots/ | SE4EtLICE,
<snapshot>/rollback

DELETE /pools/<pooly/projects / DZHE AHALS AR|EHL|CH
{project>/snapshots/<snapshot>

DELETE /pools/<pooly/projects / THQ A|AEN AHAES AR EHL|CH
{project)>/filesystems /
<filesystem»/snapshots /
{snapshot>

DELETE /pools/<pool>/projects / LUN AEHARS APAEHL| CF
<project>/luns/<lund /
snapshots/<snapshot>

GET /pools/<pool>/projects / OD2ME AHAFZA SRS LY
<{projectd/snapshots/ Lt
{snapshot> /dependents

GET /pools/<poold/projects / IFQI A|AEN ALHAF 24 5122 L}
<project)/filesystems / FgLct
<filesystem>/snapshots /
{snapshot>/dependents

GET /pools/<pool>/projects / LUN A4 24 =8 LIE™Y
<project>/lun/<lund /snapshots/ | Ct.
<snapshot> /dependents

POST /pools/<pool>/projects / M EZ2HE 215 AYAS OHEL
<project>/automatic ct.

GET /pools/<pool>/projects / 2| HE D2HE 215 AHAFSEE
2project>/automatic / YEE T4

automatic>

GET /poo_ls/<poo|>/projects / DE DZAE 2 AWAF ZHH 2
{projectd>/automatic Lt st ct,

PUT /pools/{pool>/projects / 2| HE T2HE 2} AYHAF ZHz|

{projectd/automatic /
<automatic>
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AHAF L B3 24

23 AR [apifstorage/v1 A

DELETE /pools/<pool)/projects / A EE S A E AAH L CH
<projecty/automatic /
<automatic>

POST /pools/<pool)/projects / A QY A AR 2pE ARMAES OHE
<project)/filesystems / =2
<filesystem>/automatic

GET /pools/<{pool>/projects / A|GE T A A 2HE AHA S
<{projecty/filesystems / E JEE M gL
<filesystem>/automatic /
<automatic)

GET /pools/{pool>/projects / DE T A|AE LS ALHAE ZHZ|
<projecty/filesystems / £ LhggtLct
<filesystem>/automatic

PUT /pools/{pool>/projects / A4 E T A|AE LS AHAE 2H
<projectd/filesystems / HE sEeLct
<filesystem»/automatic /
<automatic>

DELETE /pools/<pool)/projects / A HE 2SS HAHE APARILICH
<project>/filesystems /
<filesystem>/automatic /
<automatic>

POST /pools/<{pool>/projects / M LUN 25 A4S PHEL|CE
<projecty/luns/<lun/automatic

GET /pools/<pool>/projects / Z|HE LUN At AHAFS2 HE
<projecty/luns/<lund/ £ 7t ELch
automatic /<automatic>

GET /pools/<{pool>/projects / DE LUN 2tz AHAF ZHA S LIS
<projecty/luns/<luny/automatic | BfLIC}.

PUT /pools/<pool>/projects / 2| EE LUN AtEs AHAE A E
<projectd/luns/<lund/ dggLch.
automatic /<automatic>

DELETE /pools/<{pool>/projects / A ZE 2t HHE AAH T CH
<projecty/luns/<luny/
automatic /<automatic>

A LHAE I.O:I

—_— " A L =

O{SO|ALOM AHEE 4~ U= OfSH0|ALE LIZELICH 2 URIOH T2t 552 X
ZAHE THY AAY EE LUN AARS EEHHCH

H82 AN L BE YA

146

/api/storage/v1/pools/{pool}/projects/{project}

List Project Snapshots

/snapshots

List filesystem snapshots

/filesystems/{share}/snapshots

List lun snapshots

/lun/{share}/snapshots
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23 o

GET /api/storage/v1/pools/gold/projects/default/snapshots
Accept: application/json

SE of:

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshots": [{
"id": "3fbbcccf-d058-4502-8844-6feeffdfdch5",
"display name": "snap-001",
“display description": "Daily backup",
"volume id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created at": "2012-02-29T03:50:07Z"
Ao
"id": "e479997c-650b-40a4-9dfe-77655818b0d2",
"display name": "snap-002",
"display description": "Weekly backup",
"volume id": "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"status": "available",
"size": 25,
"created at": "2012-03-19T01:52:47Z"
1
}

o

Y AHAHO)| CHEE 2= YES SLIC S Al HTTP ¢E 200(0K)S BHergfLct.

GET /api/storage/v1/pools/gold/projects/default/snapshots/snap-001
Accept: application/json

S5 o

HTTP/1.1 200 OK
Content-Type: application/json

"snapshot": {
"id": "3fbbcccf-d058-4502-8844-6feeffdfdchb5",
"display name": "snap-001",
"display description": "Daily backup",
"volume id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
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"created_at": "2012-02-29T03:50:07Z"

}

}

A LH o=

A AR OFS D]

AUAFOIS )| Y2 T2 HE T A|AE £ | UNO|| CYEH AYARS OHEL|C}

m ZIZ2HE AHAOLSD| - POST /pools/{pool}/projects/{project}/snapshots

m I A|AEI ALHAEBEST| - POST /pools/{pool}/projects/{project}/filesystems/
{share}/snapshots

m 2 AYAFOFST| - POST /pools/{pool}/projects/{project}/luns/{lun}/snapshots

24 o

POST /api/storage/vl/pools/gold/projects/default/snapshots
Content-Type: application/json

{"name": "initial-backup"}
Sg o

HTTP/1.1 201 Created

Content-Type: application/json
Location: /pools/gold/projects/default/
snapshot/initial-backup

"snapshot": {
"name": "initial-backup",
"numclones": 0,
"creation": "20130610T21:00:49",
"collection": "local",
"project": "default",
"canonical name": "gold/local/default@initial-backup",
"usage": {
"unique": 0.0,
"loading": false,
"data": 145408.0
}
"type": "snapshot",
"id": "a26abd24-e22b-62b2-0000-000000000000",
"pool": "gold"

-

A LHAE

H A

0|5 HH7

|& AE4E0] 0|3 BHELICE

\J
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AgAt Y B3 2
m 2% URI- AW, 33) AUt 0|2
m 23 22 - A AU 0|22 EB5HE name Di7EIZ0] JSON 243
23 o
PUT /api/storage/v1l/pools/gold/projects/default/snapshots/initial-snapshot
Content-Type: application/json
Accept: application/json
{“name” :"old-snapshot”}
SE
HTTP/1.1 202 Accepted
Content-Type: application/json
Location: /pools/gold/projects/default/snapshot/initial-backup
ALHAE & -||
—_— A "I;Z
7|1Z AL M A I A| A8 = LUNS SHEU T
23 URI =A| THY A|AE:
PUT /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/{snap}/clone
=25 =4
PUT /pools/{pool}/projects/{project}/luns/{lun}/snapshots/{snapshot}/clone
H 83 URI Of7H&H 4~
o7 Ad
pool LA E 0|2
project AAODZAE 0|2
filesystem AN IR OIS (WY A|LH AHAES)
lun AA ZQ 0|2 (LUN AHARR)
snapshot AN AHAEO|2
LY EEZ2 U3 5 27t U= JSON A & ekt
H 84 SAH LA SEYE
w8 = My
string pool Ciet 5S4 2 0|8
string project CHA S4 Z2HE 0|5
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w8 oz Moy
string lun CHef LUN O S(LUN AHIAHE)
2349

PUT /api/storage/vl/pools/gold/projects/default/filesystems/fs0l/
snapshots/snap@1/clone

{"project":"rest", "share":"snap@lclone@l", "compression": "gzip-9"}
SE ol

HTTP/1.1 201 Created

Content-Length: 2035

X-Zfssa-Storage-Api: 1.0

Location: /api/storage/v1/pools/gold/projects/rest/filesystem/snap@lclone@l
Content-Type: application/json; charset=utf-8

{
"filesystem": {
"origin": {
"project": "default",
"share": "fs0Q1",
"snapshot": "snap0l",
"pool": "gold",
"collection": "local"
I
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone@l",
"mountpoint": "/export/snap@lclone@l",
"compression": "gzip-9",
"source": {
"compression": "local",
},
"canonical name": "gold/local/rest/snap@lclone@l"
}
}

AHAES EUSHH AHARO| AR E|US T AA T AAE = LUNO| o{ S AEf=Z THA|
LA A% 2E2 HTTP Al 202 (Accepted) 2 JSON YAIQ| AHAFSZ HE
=
=

PUT /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/{snap}/rollback

LUN AghAF 2
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PUT /pools/{pool}/projects/{project}/luns/{lun}/snapshots/{snapshot}/rollback

® 85 URI Of7HEH 4~
TP RS My
pool AN FO0|E
project an Z2HE 0|5
filesystem AA T AR O S(IHY A|AH AHAER)
lun A4 LUN OJS(LUN A HAE)
snapshot AN AHAE OIS
24 o

PUT /api/storage/v1l/pools/gold/projects/default/filesystems/fs-01
/snapshots/initial-backup/rollback

SE of:

HTTP/1.1 202 Accepted
Location: /pools/gold/projects/default/filesystems/fs-01/snapshot/fs-01-initial-clone
Content-Type: application/json

"snapshot": {
"name": "fs-0l-initial-clone",
"numclones": 0,
"creation": "20130610T21:00:49",
"filesystem": "fs-01",
"collection": "local",
"project": "default",
"canonical name": "gold/local/default/
fs-01@fs-01-initial-clone",
"usage": {
"unique": 0.0,
"loading": false,
"data": 31744.0
I
"type": "snapshot",
"id": "5c9bdad7-21c1-2238-0000-000000000000",
"pool": "gold"

-

RESTful APl AE2[Z| AMH|A
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m ZYE Z 0|3, ZZHE 0|3 Y AYAL 0|29 TRHE AWAL ALK - DELETE /
pools/{pool}/projects/{project}/snapshots/{snapshot name}

m ZYE Z 0|3, ZRZHUE 0|2, TIY AIAEH 015 U AUA 0152 T A|AE) Ahst
AMA| - DELETE /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/
{snapshot_name}

m ZYE Z 0|5, ZRHE 0|3, TIY AIAH 015 U A4 0152 T A|AH
LUN AFA| - DELETE /pools/{pool}/projects/{project}/luns/{lun}/snapshots/
{snapshot_name}

2389

PUT /pools/gold/projects/default/filesystems/fs-01/
snapshots/initial-backup HTTP/1.1

‘438t A= HTTP B 204(No Content)E BFEHEILICE

HTTP/1.1 204 No-Content

586 AUAES T2 LY HY B4
3y /api/storage/v1/pools/{pool}/projects/{project}
List Filesystem Dependents /filesystems/{share}/snapshots/{snapshot}/

dependents
List Volume Dependents lun/{lun}/snapshots/{snapshot}/dependents

B 87 URI O 7} 4
O7H S Mo
pool AAEI AER|IZ| EO| 0|2
project DZAE 0|&
filesystem o AAEI O
lun LUN O|&

23 o

GET /apistorage/v1l/pools/gold/projects/default/filesystems/fs01/
snapshots/snap0l/dependents
Accept: application/json

SOl

HTTP/1.1 200 OK
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A7|0}

X-Zfssa-Storage-Api: 1.0
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

"href": "/api/storage/v1l/pools/gold/projects/rest/filesystems/snap@lclone0l",

"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone02",

"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone03",

{
"dependents": [
{
"project": "rest",
"share": "snap@lclone@l"
+
{
"project": "rest",
"share": "snap@lclone02"
I
{
"project": "rest",
"share": "snap@lclone@3"
}
1
}

A3|0}

ALE2} Yol A7|0t S5 YEES A2 U CH

H 88 A7|0t S8 EE

A AR [apifstorage/v1 dd

GET /schema ZENAS A7|0 S8 EE HAYE
LiggtLct,

GET /schema/<property> 2| 8E NAS 27|10t S5 EE &5
HYEE It gL

POST /schema M NAS 27|10t S& ZEE ¢4
Ct.

PUT /schema/<property> ZI7**5| NAS A7|0F 52 HE 24|
2 ABHCH

DELETE /schema/<property> Z|HEl NAS A7|0F S2 2 245
£ APAELCE

A8 2} Mo 52
OflAf 2t ALE A &
O|& S0f, Ct2 "PUT" 222 0|20]| "priority"

{"custom:priority": 5}

ro

A2 0|20 0] "custom:"S 2I}5t0] TR2HE T A|AE A LUN
o] A7|0t S5 FEE B¥g &+
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# 89 A7|0F 074
o7 Ad
property S5 Y29 0|E(HEE = 213)
description S5 Y& dY(HetRA Mo~
type S&(“String”, “Integer”, “Positivelnteger”,
“Boolean”, “EmailAddress”, “Host”)

52 Yu L
A7|0} E2 YBE LAFLIC
230!

GET /api/storage/v1/schema

22 0ff:

{
"properties": [{
"description": "bob",
"href": "/api/storage/v1l/schema/bob",
"property": "bob",
"type": "String"

A
"description": "boo",
"href": "/api/storage/v1l/schema/boo",
"property": "boo",
"type": "String"
1

-

GET /api/storage/v1l/schema/priority

B o
{
"property": {
"description": "priority",
"href": "/api/storage/vl/schema/priority",
"property": "bob",
"type": "Integer"
}
}
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A7|0

S5 85 =7

M £710t S5 ZEE 2SHCH
230!

POST /api/storage/vl/schema HTTP/1.1
Host: zfssa.example.com:215
Content-Type: application/json
Content-Length: 64

{"property":"priority", "type":"Integer", "description":"Oh my"}
2240

HTTP/1.1 201 Created

Content-Length: 89

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json

Location: /api/storage/v1/schema/priority

{
"property": {
"href": "/api/storage/vl/schema",
"type": "Integer",
"description”: "Oh my"
}
}

PUT /api/storage/vl/schema/priority

{"description":"My custom priority level"}

220

HTTP/1.1 202 Accepted
X-Zfssa-Nas-Api: 1.0
Content-Type: application/json
Content-Length: 90

"property": {
"href": "//api/storage/v1l/schema/priority",
"type": "Integer",
"description": "My custom priority level"
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-

DELETE /api/storage/vl/schema/me HTTP/1.1

2o
HTTP/1.1 204 No Content
= 2

A2 2AS A ZRME 27| U ofZ240[ 1A 2 BRI HALICH

—

21 - B4|= Oracle ZFS Storage ApplianceO|A A2 0| 7=l 7|50|0f 24| RESTful
APIZtSllE 7|5 &algtLitt MB|A= TFE URIOIM AL S 4= AEUITHhttps://
host.example.com:215/api/storage/vl/replication

2| RESTful APl= Erg 2| AAZ BH2|TILIC
B 52| MH|A - =3 AL S BelSte ME[AYLT
m S| cHe - 012 2fO| AL TOf (AL M S| E HOIES 210 HY5t= 0 S2H0]
oI T{OQILCH O BOI 0{Z2L0|OIAS CIZ 0fZato|oi o ZA[E 4 UTS ahe
OZ2t0|AL0| 71 S 2|0[5t7| = FHL O
S AY - D2HE T IR, Y o{S240[AL L Y2 FH(YH|0|E 2L Bk,
El =

CIOIES % 20| %58ta2| 0 S E8hS A H3te A4 0jZ2to[oi 0] Chet 7
A A ALICt

m SA I§7| 2| - L0 A ZF"*Oﬂ SfE=l= HEYLILE £ 2L0M S 20| L2
=22 A€ C|0[E{E 2elste tie 01S2t0| A A0 EHOF—_r“H 7”21|°"—I11f 2803

20| AAO[ 2t 22 T O S2f0|AL0M 2ot SHLES| I | 2| H2te|0f 1 g

tio| A= ORIVIAIYLILE = S of 4|7t ST A 21/IH7|X] & & A =4
Y0 ES 2S0{0F LT},

—

=H A g %Zﬂ CheS atelshes ol AL gLt

=

APl= =A| 2 L S| IH7| 2|0f TS =4 26 S AMSELCEH MB|A APl 4| MB|2,

H 90 A MH[A HE
23 2 /api/service/v1/services Mo
GET /replication A MU~ MEf SE ZEE THA
St
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S chat

=t

23 ZA 2 /api/service/v1/services M

PUT /replication/enable A MH[AE AtBo 2 FZEIL
=

PUT /replication/disable A4 MH[AE ALE otelez 4
B ct
= .

2| MH|A 71427

S| MH| A9 MEHE THM-FLICE,
29

GET /api/service/vl/services/replication HTTP/1.1
Host: zfssa.example.com:215

Authorization: Basic ab6rt4psMWE=

Accept: application/json

220

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Replication-Api: 1.0

{
"service": {
"<status>": "online",
"href": "/service/vl/services/replication",
"sources": [1,
"targets": []
}
}

S| MH[A AR 43

CHE AMH| AL} ORRIZIZ[Z2 54| MH|A SEHE 28

—

ZES R INED

=

RESTful APIZ

O B AE 7tstt 54 td HES 20 SLIC

UAGLICH AtMt 82 MB|A

A
e

91 SA oia B
234 A= /api/service/v1/services M
POST /replication/targets M 4| cijA+2 PHELICH
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2 chat

23 ZA 2 /api/service/v1/services M

GET /replication/targets/<target> A8E B4 e S5 EE 7HA
St

GET /replication/targets DE SA| tiy HAHE LI

PUT /replication/targets/<target) A ZE A che HAE L
Ct.

DELETE /replication/targets/<target) A|HEl CHA U S APA|RFLICE

=A| e LIE
AAEIONM ALRE 4 Qs DE 22| ThAIS LE LTt

239

GET /api/service/vl/services/replication/targets HTTP/1.1
Host: zfssa-storage.example.com:215

Authorization: Basic ab6rt4psMWE=

Accept: application/json

SE ol

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"targets": [{
"actions": 0,
"address": "10.80.231.52:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "luxor",
"href": "/service/vl/services/replication/targets/target-000",
"label": "luxor"
1
}

A e 727

O| BH2 U HIOEOf| ALEE 4= U= AE 7tsTH AER|A| B 553 E86t0 T &
A CHAol ME HBE L C} ciA2 sHE href(target-000) = <named>=<value)
AEHO]| |l HM|AFE LT

23 o
GET api/service/vl/services/replication/targets/hostname=luxor HTTP/1.1

Authorization: Basic ab6rt4psMWE=
Host: zfs-storage.example.com:215
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Accept: application/json
SE ol

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 337

{
"hostname=luxor": {
"actions": 0,
"address": "10.80.231.52:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "luxor",
"href": "/service/vl/services/replication/targets/hostname=luxor",
"label": "luxor"
}
}

A tie 2=

#

Z 22|0j CHst Af 24 CiAHS OHS LT
239

POST /api/replication/vl/targets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"hostname":"example", “root password”:”letmein”, “label”:”east”}
orC .
SEA:

HTTP/1.1 201 Created

Content-Length: 135

Content-Type: application/json

Location: /service/vl/services/replication/targets/target-000
X-Zfssa-Replication-Api: 1.0

{
"target": {
"actions": 0,
"address": "123.45.78.9:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "example",
"href": "/service/vl/services/replication/targets/target-000",
"label": "east"
}
}
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A the A

O] B2 7|& =4 thid= AAELIC.
230!

DELETE /service/vl/services/replication/targets/target-000 HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMWE=

>

Mot AR|l= HTTP AEH 204(No Content)& YHatghL|C,

g of:

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

00

AFA
o N — |
27 24912 GIO[EIS 22 CjA0| A5t RAS FOlBLITE OIS BS 27 2eig 2
2| gL ct.
H92 =
A /api/storage/v1 Hd
GET /replication/actions DE BA &Y HHE LIHELICH
GET /replication/actions/<ra_id)> AHE B4 Y S5 HEE A
SLC}
POST /replication/actions M SA 2 27|
PUT /replication/actions/<ra_id» A HE B4 2 HHYE +ZF L
ct.
DELETE /replication/actions/<ra_id> A HE B 2 HHE AR
=
PUT /replication/actions/<ra_id> / MEHE] B3| 2tH2 A[2HEIL|CH
sendupdate
PUT /replication/actions/<ra_id> / MEiE 24 20 S SA|
cancelupdate
GET /replication/actions/<ra_id> / DE A Y Uy HHE LI
schedules =3
GET /replication/actions/<ra_id)> / A B4 24 LAY S5 YEE
schedules/<ra_schedule> 7tM&Hct,
POST /replication/actions/<ra_id> / M EA 2 LS oL Ct
schedules
PUT /replication/actions/<ra_id> / 8= =4 2y 2F HHE +F
schedules/<ra_schedule> Lt
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23 /api/storage/v1 Ao

DELETE /replication/actions/<ra_id)> / A HE B4 2 LY HA|E A
schedules/<ra_schedule> _ct.

GET /pools/<pool)/projects / 2E E4 2 HHE LR
{project>/replication/actions

GET /pools/<pool>/projects / AYE BH Y S5 ZHE 7HA
<{project)/replication/actions / St
{ra_id)

POST /pools/{pool>/projects / M 24 2t 0S|
{project>/replication/actions

PUT /pools/<pool>/projects / AEE B4 2Y HAE +He
<{project)/replication/actions / ct.
{ra_id>

DELETE /pools/<poold/projects / A|HE B4 2 HAH E AR
{project)/replication/actions / =
ra_id>

PUT /pools/<pool>/projects / MEHE S| 20 S A|2EHL C
<project>/replication/actions /
<ra_id>/sendupdate

PUT /pools/<pooly/projects / MEiE 54 24 S SA|Hct
<project>/replication/actions /
<ra_id)>/cancelupdate

GET /pools/<pool)/projects / 2E B Y UY HAE LEe
<projecty/replication/actions / =3
<ra_id>/schedules

GET /pools/<pool)/projects / AEE B4 24y U S5 HEE
<{projectd/replication/actions / 7tX Lt
<ra_id>/schedules /<ra_
schedule>

POST /pools/<pool>/projects / M EA4 2 4 etsEL Tt
{project>/replication/actions /
<ra_id>/schedules

PUT /pools/<pool>/projects / AEE B4 Y LY HHE +F
<{projectd/replication/actions / 2=
<ra_id>/schedules /<ra_
schedule>

DELETE /pools/<pool>/projects / AEE BA 2 LY HAZ AL
<{projectd/replication/actions / 2=
<ra_id>/schedules /<ra_
schedule>

GET /pools/<pool>/projects / 2E E4 2 AAHE LI
<project>/filesystems /
<filesystem>/replication /actions

GET /pools/<pool>/projects / AYE BH 2 S5 ZHE 7HA
<{projecty/filesystems / ST}
<filesystem>/replication /
actions/<ra_id>

POST /pools/{pool>/projects / M 2 2t 0S|

<project>/filesystems /
(filesystem>/replication /actions
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/api/storage/v1

g9

PUT

/pools/<poold/projects /
{project)/filesystems /
<filesystem>/replication /
actions/<ra_id>

A YE =4
ct.

A
=]

DELETE

/pools/<pool>/projects /
<project)>/filesystems /
{filesystem>/replication /
actions/<ra_id>

A YE =A
ch.

A
=]

GET

/pools/<pool>/projects /
<project>/filesystems /
<filesystem>/replication

TR A AR 3| 2
gt

PUT

/pools/<poold/projects /
<project>/filesystems /
<filesystem>/replication

=]
ne
>
[>
o2
Jr
2

)
14

PUT

/pools/<poold/projects /
{project)>/filesystems /
<filesystem>/replication /
actions/<ra_id>/sendupdate

PUT

/pools/<pool>/projects /
<{project)>/filesystems /
{filesystem>/replication /
actions/<ra_id>/cancelupdate

GET

/pools/<pool>/projects /
<project>/filesystems /
<filesystem>/replication /
actions/<ra_id>/schedules

GET

/pools/<poold/projects /
{project)/filesystems /
<filesystem>/replication /
actions/<ra_id>/schedules /<ra_
schedule>

AYE =4
Z=rEs

7_~||-(‘):’-{ ol

POST

/pools/<poold/projects /
{project)>/filesystems /
<filesystem>/replication /
actions/<ra_id>/schedules

PUT

/pools/<pool>/projects /
<project)>/filesystems /
{filesystem>/replication /
actions/<ra_id>/schedules /<ra_
schedule>

DELETE

/pools/<pool>/projects /
<project>/filesystems /
<filesystem>/replication /
actions/<ra_id>/schedules /<ra_
schedule>

e
ox
i
é
i
1z
)

GET

/pools/<poold/projects /
<project>/luns/<lun) /
replication/actions
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23 /api/storage/v1 A

GET /pools/<poold/projects / 2| Y= B 2 S2E HAEE JtHA
<projectd/luns/<lund / St
replication/actions/<ra_id>

POST /pools/<poold/projects / M S 2 2HE7|
<project>/luns/<lund /
replication/actions

PUT /pools/<pool>/projects / A ZE =H 2 HAE L
<projectd/luns/<lun) / ct.
replication/actions/<ra_id>

DELETE /pools/<pool>/projects / AEE SH 2y HAE AL
<projectd/luns/<lund / ct.
replication/actions/<ra_id>

GET /pools/<pooly/projects / LUN 84| 2 44 & 7t Ct
<project>/luns/<lun) /
replication

PUT /pools/<pool>/projects / LUN 54| 21f 438 +EELct
<project>/luns/<lund /
replication

PUT /pools/<{pool>/projects / MEHE 24| 20 S A|2EHL CH
<projecty/luns/<lund /
replication/actions/<ra_id> /
sendupdate

PUT /pools/<pooly/projects / MEiE 54 24 S SA|gH
<project>/luns/<lun) /
replication/actions/<ra_id> /
cancelupdate

GET /pools/<pool)/projects / 2E B Y UY HAE LEe
<project>/luns/<lund> / L,
replication/actions/<ra_id> /
schedules

GET /pools/<pool)/projects / AEE B4 Y U S5 HEE
<project)/luns/<lun) / M=
replication/actions/<ra_id> /
schedules/<ra_schedule>

POST /pools/<pool>/projects / M A 2 Y otsL Tt
<projecty/luns/<lund /
replication/actions/<ra_id> /
schedules

PUT /pools/<pooly/projects / AEE B4 Y LY HHE +F
<projectd/luns/<lund / shL|ct
replication/actions/<ra_id> /
schedules/<ra_schedule>

DELETE /pools/<pool>/projects / A|EE BA 2 UY WA Z AL
<projecty/luns/<lund / g ct

replication/actions/<ra_id> /
schedules/<ra_schedule>
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GET /api/storage/vl/replication/actions HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Accept: application/json

Sg o

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"actions": [{
"href": ""
Ao
"href": "",
1
}

23| 29} 427

=A| 2 LB 727 BF2 o IDOf ofsh A2 THY SA| Y| JEfE HEEL

GET /api/storage/vl/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Accept: application/json

25 o

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

"action": {
"average throughput": 0.0,
"bytes_sent": 0.0,
"collection": "local",
"continuous": false,
"enabled": true,
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Initial

"estimated size": 0.0,

"estimated_time_left": 0.0,

"href": "/api/storage/vl/replication/actions",
"id": "8373d331-de60-e590-90e8-9ad69fcbdaec"”,
"include_snaps": true,

"last sync": "20130916T21:36:50",

"last_try": "20130916T721:36:50",
"max_bandwidth": 0,

"pool": "gold",
"project": "blahl",
"share": "fsl",
"state": "sending",

"target": "38094753-6c90-49ed-aa92-995a296d432a",

"use ssl": true

— —
2 9]
values:

target = (unset)
pool = (unset)
enabled = true
continuous = false
include_snaps = true
max_bandwidth = unlimited
bytes sent = 0
estimated size = 0

estimated_time_left = 0
average throughput = 0

23

use_ssl = true

POST /api/storage/vl/replication/actions HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic ab6rt4psMWE=

Content-
Content-

Accept:

Type: application/json
Length: 121
application/json

"pool": "gold",

"project": "bluel",

"share": "fs1"

"target pool": "pooll",

"target": "38094753-6c90-49ed-aa92-995a296d432a"

RESTful APl AE2[Z| AMH|A
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Sg of:

HTTP/1.1 201 Created

Content-Length: 506

Content-Type: application/json

Location: /api/storage/vl/replication/action/8373d331-de60-e590-90e8-9ad69fcb4aec
X-Zfssa-Replication-Api: 1.0

"action": {
"project": "bluel",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"bytes sent": 0.0,
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"collection": "local",
"estimated size": 0.0,
"state": "idle",
"href": "/api/storage/vl/replication/pools/gold/projects/blahl/shares/fsl/
actions/8373d331-de60-e590-90e8-9ad69fch4aec",
"average_throughput": 0.0,
"use_ssl": true,
"estimated_time_left": 0.0,
"share": "fsl",
"id": "8373d331-de60-e590-90e8-9ad69fcbdaec"”,
"pool": "gold",
"include snaps": true

PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMWE=

Content-Type: application/json

{"use_ssl": false}

SHO:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

Content-Type: application/json
Content-Length: 620
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=4 4

"action": {
"target id": "407642ae-91b5-681lc-de5e-afcd5cbf2974",
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"dedup": false,
"use_ssl": false,
"id": "c141d88d-ffd2-6730-d489-b71905f340cc",
"include_snaps": true

-

14%
In

|0|E Z{£

A S =A| UEIOIES FAFLIC

ofl:

PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/cancelupdate
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

Sg ol

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

>

fo
o

YOI0|E HS

=A| YCIO|EE 7ttt ot We| A25I=S of of gL Tt
28 9:
PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/sendupdate

HTTP/1.1
Authorization: Basic ab6rt4psMWE=

SE Ol

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

A 25 AR
712 2 22 AAELIc

23 o
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DELETE /api/storage/vl/replication/actions/e7e688b1l-ff07-474f-d5cd-cac08293506e

HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMWE=

X

§38 A= HTTP A€ 204(No Content)E gHat&L| T},
SEoll:

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

23 17|

=AH &4 I 7| ] HFYLICH

H93 A AA L I7 2] HH

A /api/storage/v1 44

GET /replication/sources A AAE LIEFLICH

GET /replication/sources/<source) X AN ME ZEE LILELICH

GET /replication/sources/<source> / | A &= S 7|2 E 7t S L Ct.
packages/<package)

PUT /replication/sources/<source) / | X|¥E S| I{7|2|E F~H LT
packages/<{package>

DELETE /replication/sources/<source> / | A Q= S| I47| 2| & AA|EL|C
packages/<{package>

PUT /replication/sources/<source> / | A|4E THZ|Z|0f| CHEH

packages/<{package> /
cancelupdate

cancelupdateS ASHEHLICH

PUT /replication/sources/<source) /
packages/<package)/sever

2|8 E o7 |Z|0f| Tt severE A
ghuct.

PUT /replication/sources/<{source) /
packages/<package>/reverse

A|HEl I7|2|0f| CHSE reverseE A
SHBrL|Ct

PUT /replication/sources/<{source) /
packages/<{package>/clone

A YE 7|2 E S

GET /replication/sources/<source) /

O
oin

w55 dE E=3 UEFLIL

o =]
packages/<{package)/clone /
conflicts
GET /replication/sources/<source> / | 7| Z2HEE LIHRL|CH

packages/<package)/projects

GET /replication/sources/<{source) /
packages/<{package>/projects /
<project)

7|2 Z2HMEZS T

PUT /replication/sources/<{source) /
packages/<{package>/projects /
{project)

I4j7|2] Z2HES YL
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A /api/storage/v1 Hd

GET /replication/sources/<source) / | 7| Z2HE 1.5 AtEHES 7}
packages/<{package>/projects / | AgL|C}.
{project>/usage/groups

GET /replication/sources/<source> / | T7|A| Z2HE ALZ2} ALEHZ
packages/<{package>/projects / | 7tASLIC}.
{project>/usage/users

POST /replication/sources/<{sourced> / | Al AHARS OFSL|CH
packages/<{package)/projects /
<project>/snapshots

GET /replication/sources/<sourced> / | A& AL SE JEE IHHS
packages/<{package>/projects / | LIC}.
{project>/snapshots/<snapshot)>

GET /replication/sources/<sourced / | BE AHAL ZHH|Z LIHFIL|C}
packages/<package)/projects /
{project>/snapshots

DELETE /replication/sources/<source) / | A| Q& AL WA S AP RIL|CH
packages/<{package)/projects /
{project>/snapshots/<snapshot>

PUT /replication/sources/<{sourced> / | I{7|X| Z2HE AHAO| 0|2
packages/<package>/projects / | HFELIC}
<project>/snapshots/{snapshot)

POST /replication/sources/<{sourced> / | AH T{Z|R]| Z2HE 245 AHAS
packages/<{package>/projects / | BFSL|C}.
{project>/automatic

GET /replication/sources/<source) / | X ¥E 7 || Z2AHE 245 A
packages/<{package>/projects / | & &= JYHE JtH{FZLIC}.
{project>/automatic /
<automatic>

GET /replication/sources/<source> / | 2E Ij7|X| Z2HE 2|5 AU
packages/<{packaged/projects / | ZH2|E LtEEL|Ct
{project>/automatic

PUT /replication/sources/<source> / | A YT I{7|A| Z2HUE 25 AW
packages/<{package>/projects / | Ak H|E £=HEL|Ct
{projecty/automatic /
<automatic>

DELETE /replication/sources/<sourced / | Z|¥E 25 Z4X|E AAEL|C
packages/<package)/projects /
{project>/automatic /
<automatic®

GET /replication/sources/<source) / | T{7|Z| T A|ARS LIFFL|C
packages/<package)/projects /
<project>/filesystems

GET /replication/sources/<sourced / | I{7|Z]| T A|AELS Tt L|C},
packages/<{package)/projects /
<project>/filesystems /
{filesystem)>

PUT /replication/sources/<source> / | T{7|Z]| T A|AEIS £~ FHL|C

packages/<{package)/projects /
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170

A /api/storage/v1 49
<project)>/filesystems /
filesystem>

GET /replication/sources/<{sourced> / | T{7|X| MY A|AE OF ALEZHS
packages/<{package>/projects / | 7FA{SLICt.
<project>/filesystems /
<filesystem>/usage/groups

GET /replication/sources/<source> / | T{7|Z| T A|AR ALZ 2} AL S
packages/<{packagep/projects / | & 7tAHSL|C}.
<project>/filesystems /
{filesystem)>/usage/users

POST /replication/sources/<sourced> / | M ARHAS DS LICE
packages/<{package>/projects /
<project>/filesystems /
<filesystem»/snapshots

GET /replication/sources/<sourced> / | A|HE AHUA SE YEBE IHH S
packages/<{package>/projects / | LIC}.
<project)>/filesystems /
<filesystem>/snapshots /
{snapshot)

GET /replication/sources/<source> / | 2E AHAE A S LIS LT
packages/<{package)/projects /
<project>/filesystems /
<filesystem>/snapshots

DELETE /replication/sources/<sourced / | A/ QS AHAE U2 AFx|EL|CH
packages/<package)/projects /
<project>/filesystems /
<filesystem>/snapshots /
<{snapshot>

PUT /replication/sources/<sourced> / | T{7|Z| MY A| AR AHAEO| 0|5
packages/<packaged/projects / | S Hi&ELIC}.
<project)>/filesystems /
<filesystem>/snapshots /
{snapshot>

POST /replication/sources/<source> / | A THZ|Z] I} A| AR 2HE AHAF
packages/<packagep/projects / | S BtSLIC}
<project)>/filesystems /
<filesystem>/automatic

GET /replication/sources/<sourced / | Z| Q& TH7|Z| Tt A|AR 2pF A
packages/{packagep/projects / | &4 SE JEE 7IAHSLICH
<project>/filesystems /
<filesystem>/automatic /
<automatic>

GET /replication/sources/<sourced> / | 2& {7 |Z| T} A|AE 2tF AH
packages/<packagep/projects / | AF 2| LtHEL|C},
<project>/filesystems /
{filesystem>/automatic

PUT /replication/sources/<source) / | X Q& T{7|Z| Tt A|AR 2pE A
packages/<package>/projects / | HAF HHE £ZFLICH

<project>/filesystems /
<filesystem>/automatic /
<automatic>
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/api/storage/v1

DELETE

/replication/sources/<source) /
packages/<package)/projects /
{project)>/filesystems /
<filesystem»/automatic /
<automatic>

GET

/replication/sources/<{source) /
packages/<{package)/projects /
<project>/luns

I{Z7| 2] LUNS LI &L Ct,

GET

/replication/sources/<{source) /
packages/<{package>/projects /
<project>/luns/<lun>

I{7|2| LUNS 7t SU .

PUT

/replication/sources/<source) /
packages/<package)/projects /
<project>/luns/<lund

IH7| 2] LUNS =L

GET

/replication/sources/<source) /
packages/<package)/projects /
<project>/luns/<lund/usage /
groups

I§7|Z| LUN & A8 S 7S
LCt

GET

/replication/sources/<{source) /
packages/<package)/projects /
<project>/luns/<lun>/usage /
users

I{7| 2| LUN AFZ 2} AL EEE 7HA
SLch

POST

/replication/sources/<{source) /
packages/<{package>/projects /
<project>/luns/<lund/snapshots

GET

/replication/sources/<source) /
packages/<package>/

projects /<project>/luns/<lun>/
snapshots /<snapshot>

GET

/replication/sources/<{source) /
packages/<package)/projects /
<project>/luns/<lun/snapshots

DELETE

/replication/sources/<{source) /
packages/<package>/

projects /<{project>/luns/<lun>/
snapshots /<snapshot>

PUT

/replication/sources/<{source) /
packages/<package)/

projects /<project>/luns/<lund/
snapshots /<{snapshot>

I{7|Z| LUN 2&4Q| 0|52 BHE
LT}

POST

/replication/sources/<source) /
packages/<package)/projects /
<projecty/luns/<lund/automatic

A TIHZ|R| LUN RS ALHAES OtE
Si=3

GET

/replication/sources/<{source) /
packages/<package>/

projects /<{project>/luns/<lun>/
automatic /<automatic>

2|1 EE T7|Z| LUN k& AL
£ ZEE 7S

on

GET

/replication/sources/<{source) /
packages/<{package)/projects /
<project>/luns/<lun>/automatic

2E 7| A LUN At A EAE 215
S Lggud.
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2% /api/storage/v1 49
PUT /replication/sources/<sourced> / | ZA|&E THZ|A| LUN Ats A
packages/<{package)>/ HE

projects /<{project>/luns/<lun>/
automatic /<automatic>

DELETE /replication/sources/<source> / | Z|H@E= 2
packages/<package>/

projects /<{project>/luns/<lun>/
automatic /<automatic>

B AA LS

A& 758t 2E BX AAE LIGEILICE
239

GET /api/storage/v1l/replication/sources HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

=3 off:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"sources": [{
"asn": "314d252e-c42b-e844-dabl-a3bcab80b563",
"href": "/api/storage/vl/replication/sources/zfssa-repl-host",
"ip address": "10.80.231.58:216",
"name": "zfssa-repl-host",
"source": "source-000"
1
}

= o7 | Lt

AYE SA £200M 2E FAH| IH7| XS LT

29

GET /api/storage/vl/replication/sources/zfssa-repl/packages HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

22t off:

HTTP/1.1 200 OK
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X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"packages": [{
"enabled": true,
"href": "/api/vl/storage/replication/sources/zfssa-repl/packages/package-008",
"id": "b2d8b35a-a5a0-6c74-f7e9-b75c357e841f",
"last result": "unknown",
"last_sync": "unknown",
"last_try": "unknown",
"state": "idle",
"state description": "Idle (no update in progress)"

oA
"enabled": true,
"href": "/api/storage/vl/replication/sources/zfssa-repl/packages/package-009",
"id": "2643a0eb-648d-6ad7-d405-b690d06f6cT6",
"last_result": "success",
"last sync": "Wed Jul 31 2013 21:58:02 GMT+0000 (UTC)",
"last_try": "Wed Jul 31 2013 21:58:02 GMT+0000 (UTC)",
"state": "idle",
"state_description": "Idle (no update in progress)",
"project": "gold/nas-rr-2643a0eb-648d-6ad7-d405-b690d06f6cf6/default"”,

}

1}

H94 7|2 55 E=2 =4

+d oz Moy

boolean enabled S| LH0|E2| HAY AtEf
24 o

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

Content-Type: application/json

{"enabled": false}
Z1tof|:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
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230!

DELETE /api/storage/vl/replication/sources/zfssa-repl/packages
/8373d331-de60-e590-90e8-9ad69fcbdaec HTTP/1.1

Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMWE=

‘48t A= HTTP &€l 204(No Content)& gratefL|Ct.

ofl:

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

olo
AL

YCO|E &

O] I§7|2|0j| CHEt 2Iel S YH0|ES AL
230!

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec/cancelupdate HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

2l S YHO|ET} gle B HTTP HEl 409(Conflict) 7t grekE LTt

Ofl:

HTTP/1.1 409 Conflict
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 137

0lo
o

{
"cancelupdate": {
"AKSH_ERROR": "EAK NAS_REPL_BADSTATE",
"message": "operation illegal for state"
}
}
SEO:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
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PUT /api/vl/storage/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec/clone HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

Sg o

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

g5t SAI= HTTP HE 202(Accepted) S gretgfLtt. =20| 32 =A| 2ol 5

o - |
=0| U=A| &elste ol AFEE + ASLIT

GET /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec/clone/conflicts HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

=H/5=01M 3= ek

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 58

{
"conflicts": "There are no conflicts.\n"
}
— .
& Y&

Default settings:
target_project (unset)
original_mountpoint = /export

override _mountpoint = false
mountpoint

Ij7|2| £HY

=4 HZ2S HESHL I7|2| WES M Z2HER O|E°”—| Ct. O] 22 0| Ij7| 2| 2 = =
AlE slie SRE AL A LEID} %'-_r“i*ﬁi CHESHY] 0|28t =3 O AI2EI0M 22 &
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EE d&olfoF gt
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PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec/sever HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

{"projname":"restsev"}

g

C|
= -

L

OH

=3
S

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

I{7]| 2] ek vH 7|

=A|o| YetS BHELICE O] 22 0] IH7|2|0f Cist SA|E AHE Qtele = 25ta O Ij
7|22 HES 2AZ CHA| ZAIGIES FEE M 22 Z2HEZ O|SYLICH M Z2HE
It HEL2 AAZ CHA| SA|E W 0P| Y S YUG|0|E 0% AA0M £-3E 2= B}
ClOJE] = C0|§ ¥E Areto] &4 ELICH

239

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec/reverse HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

{"projname":"restrev"}

M
(e}

Ct
=

0K

=3
S

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
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AAS HHS AIA D YRS 2D 249 Y A A
A28 @20| Liet ILIc

o

Ct. G2 HOll= AL 7ts@

—

EEE

H95 O Z2t0[AHA A|AR HH

24 A= /api/system/v1 a4

GET /version Ol Z2t0|AA o= L AT EY
o HH IEE LHEELCH

PUT /diagreboot ODZ2MAOIM 27 2T FHE &
45t0 | Z20|AAE HEEFL
Ct.

PUT /reboot S20|HAE HREFL|CH

PUT /poweroff O{E20|AHAE FL|C}

PUT /restart 22| QIE{m|O|AE CHA| A|Rfstal
2t YL E fAFLICH

PUT /factoryreset Ee0|HA T E &5 Al HY
O CHA| 2 Z gLt

GET /disks 2E 2" CAIE LIERILC

GET /disks/<disk> AYE A2 OAT SE HBE
Lt gL Ct,

GET /memory AlAE O 22] AEf E0MYLCE

HH 71427

0| BYS AAY D HHES T3St AIAY PRE
AfEf 200(0K)O| BrErgILICY,

230!

ICh ‘g&¢e Yo tis HTTP

ANrgl gz 177

i



A|AE] 291 117

GET /api/system/v1l/version HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

S¢ of:

HTTP/1.1 200 OK
Content-Type: application/json

{
"system": {
"hw_csn": "1211FM2009",
"updated": "20130528T16:21:17",
"fw_vendor": "American Megatrends Inc.",
"os_isa": "i386",
"os boot": "20130528T16:25:44",
"hw_product": "Sun Netra X4270 M3",
"http_version": "Apache/2.2.24 (Unix)",
"hw_asn": "2f4aeeb3-b670-ee53-e0a7-d8e0aed10749",
"ssl version": "OpenSSL 1.0.0k 5 Feb 2013",
"os_machine": "i86pc",
"0os_nodename": "tanana",
"os_version": "nas/generic@2013.05.16,1-0",
"ak product": "SUNW,iwashiG2",
"fw_version": "21000208",
"os_release": "5.11",
"installed": "20130411T19:50:16",
"sp_version": "3.1.2.0",
"os_platform": "i86pc",
"fw_release": "10/22/2012"
}
}

=

A|AE 2] 117

[ -

O A2 O0|Se0| A0 22 SRS

U 3t DE HO[E) MH|AZ QMO AIRE &
HSl AQIR|0f T3t AHIA T2 MM HMA Ee

=}
%EI UMAIE R
=2
=

CL

S7|Ho2 Alai| D HTTP AEH 202 (Accepte
T2 0{Z2/0|QAZ RLIE{-YSHO} BiLCt,

= L—

)

0

230!

PUT /api/system/v1l/poweroff HTTP/1.1
Host: zfs-storage.example.com
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A 2B 2 E

A AEH EE

AAO| S MY 2L AV|E SHFULCE ZE MH[AE YA|ZH2
2 0| HHL H|Z 7|22 MlE| D HTTP AEf 202(Accepted)S ttat
LICH A HHEo| HEHE 2t == O S2t0|AAE 2L E{ IS OF LT

PUT /api/system/v1l/reboot HTTP/1.1
Host: zfs-storage.example.com

Al A&l T3] CHA] A2}

EREEER T

o

22| QIEHO| A ChA| A2t 21T YES 28y
FO| HEiE Wet7t=S O S2t0|UA

—

0 HTTP AER 202 (Accepted)E BHSHEHL|CH AlA|
£ ZL{E{Z5H0F §LCt.

=

Jage]
0%
0
rlo

T

F

29

PUT /api/system/v1l/restart HTTP/1.1
Host: zfs-storage.example.com

T2 MAOIAM 27 I YEE #2510 0|Z210
Ho 2 AaHe| 0 HTTP Aell 202 (Accepted)E tt
O{S2t0|AHAE 2 L|E{ZSHOF LTt

239

PUT /api/system/v1l/diagreboot HTTP/1.1
Host: zfs-storage.example.com

ST 2713 223

OfS2t0|UA 9 S el S5t Al dE22 S 2& #4 B3 AF0] &451 of

o=

E —_—

Z2i0|olAL HS H2| GAl 27| HHS S5 +@s/0{o BLICE. 0 YL HISI|Ho=
A3E| T HTTP 41E) 202(Accepted)S BHEISILICT A7 20| MEHS m2p7l=S oj22}
0|1~ DLIE|RY3OF BHLITt. O 2E 74 O[E{7} £4E|D2 2o of

=
44 "confirm=true"E AAalOF &LICt OH 2| to™ HHO| AI{EL|Ct.
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23 o

PUT /api/system/vl1l/factoryreset?confirm=true HTTP/1.1
Host: zfs-storage.example.com

A|AE 2|9 HE

ChS A& S HE ALES & A5H T
=96 A HE HY
234 A2 Japi/system/v1 49y
GET /bundles DE XY HES LHEFLIC
GET /bundles/<bundle> AZE HE HO|H = S5 HE
£ 7t gLch
POST /bundles A HES LESto 2218 1A
A MEZ 2EFLCE
PUT /bundles/<bundle>/retry A EE HES PREE A =TI
=
PUT /bundles/<bundle}/cancel A 5E HEQ| YREE 2AFY
=
DELETE /bundles/<bundle> A ZE HES AAFLIC

o = =
Al HE S
MH|A Q3 SHZS 2k A A|e HES CHELCH XY HES 0|2 MH|A Q0 HIHA|
HEL SRN( ME|A Q2 BS HOF &HLICEH SRN2 "3-nnnnnnnnnn” &4/0|0{0}
U XY HE2 A2 2212 14 XY MEZ A2 EstHH P2 ATl U= &
25t MOS 22 ZHE AF23510 Phone Home &S SZ3l0f &L Et.

R
OH
ol

ﬂJI

29

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 23

{"srn": "3-0123456789"}
Sg ol

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
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GET /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

Accept: */*

220

{
"bundles": [{
"status": "building",
"step progress": 6.25,
"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-

acf3fb0c3389.tar.gz",
"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "baB8ebd55-2349-c31c-cde3-acf3fb0c3389"

T HS0IH S HEE JHASLICH

GET /api/system/v1/bundles/9604155c-928b-cf97-c826-cda9fcl7ac57 HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfssa.example.com:215

Accept: */*

22} off:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 165

"bundle": {
"status": "building",
"step progress": 62.5,

[>
o

i

ol
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HE 2

"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",

"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",

"type": "User initiated",

"uuid": "baB8ebd55-2349-c31c-cde3-acf3fb0c3389"

o
oz
oy
rlo

A]

o

HSO| A5 Y=2EE LU

Fo
X!
2

PUT /api/system/v1/bundles/9aef7c¢38-073c-603f-f35c-be64e26e90e3/cancel HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

S 9

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

mjo

ot

C RFA
— g
= AL

al 2L A
] HE Y2 EO| HEHE ZHEZS= B A SE = U

fon

o>

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/retry HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

S 9

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

2212 12 A MEIZ ASOR YRR O YU WSS 2502 YREY 4 US
Lict.
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GET /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26€90e3 HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfssa.example.com:215

Accept: application/octet-stream

22t of:

HTTP/1.1 200 OK

Last-Modified: Mon, 16 Sep 2013 02:59:21 GMT
Content-Length: 112726389

Content-Type: application/x-tar
Accept-Ranges: bytes

Content-Encoding: gzip

O] FH2 OIS cHO|AL0M 2| HSS AAHRLIC.

[l

DELETE /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

Sg o

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

NECTEE TS

Ol2{gh YF2 A|AH YC|O[E O[0|R|E 22 &Lt

[ o [ =]

B97 YHOIE EH

A AR [apifsystem/v1 dd

GET /updates ZE AAH AOI0|EE LHERIL
=

GET /updates/<update> A ZE AL AO0|E S& FE
£ 7tHdgLch

GET /updates-firmware OF2[8) Al A|ZH 2 S AFEHQt B
N YgaoledE 42 7Y 248
Lt gL ct,




A A8 B0|E Lig

23 AR [apifsystem/v1 Hd

PUT /updates/<update) QAHI0IE M- 43

PUT /updates/<updated/upgrade 2|4 = Yd[o|E o|o|A|2 ¥20|
=gyt

PUT /updates/<update>/check A8 = Ld|0|E O|O|z|of| Cish A
12|0|= HEf ZALE Mgt

PUT /updates/<update)/rollback A| 4=l YAH|0|E 0O|0|R |2 SHHEHL
Ct.

PUT /updates-apply S8IE|2| ofs A AC0|EE A
gt

DELETE /updates/<update) A EE A A AOI0|ES AMAITL
=

POST /updates C|0|E O|0|R|E O{E2to|giaz
2esict,

H 98 AAE AG0|E S5 HE

olE 2% I

version String O] A YO|0|E

date DateTime 2a|A gxt AHo|E

status String 04| e FOO|E(HEY =+ 8l8)

update_deferred ChooseOne 2| 44 [“onreboot”,
“onrequest’]

A|H HC0|E SA:

The following updates enable features that are incompatible with earlier
software versions. As these updates cannot be reverted once committed, and
peer system resources are updated across a cluster, verifying first that the
system upgrade is functioning properly before applying deferred updates is

advised.

AL HHO|E LHE

184

AAE YHOIES 7t 2E 23 o:

GET /api/system/v1/updates HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json

Sg of:
HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
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Content-Type: application/json

{

"updates": [

{
"date": "Tue Aug 13 2013 17:47:32 GMT+0000 (UTC)",
"href": "/api/system/v1l/updates/nas@2013.08.13,1-0",
"status": "previous",
"version": "2013.08.13,1-0"

+

{
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1l/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0"

+

{
"date": "Sun Aug 25 2013 12:56:57 GMT+0000 (UTC)",
"href": "/api/system/v1l/updates/nas@2013.08.25,1-0",
"status": "waiting",
"version": "2013.08.25,1-0"

1

}

2 HC0|E 71327

ot YH0|E 0|0 2|of tist S5 LS 7M.

—

GET /api/system/v1/updates/nas@2013.08.25,1-0 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

2g of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

fo
X!
2

"update": {
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1l/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update deferred", "on request"

i
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AlAg QiE0|E @zE

AMAE HO|0|E HEE

O] FH2 A AILE YHO|E O|0|R|E F2EFILICH.

o
curlZ AHESto Bd ¥=2E9 of:

curl --user root:letmein -k --data-binary @nas@2013.08.24,1-0.pkg.gz \
--header "Content-Type: application/octet-stream" \
https://zfssa.example.com/api/system/v1/updates

O[0|Z[7t B2EE[1 &= A2l 0|= 0|02 FH[O|EL| S5 Yt BretELICH g5 Al

HTTP EH7F 201 (Created) 2 2= 2|2| oSOl Al O|0| 2|9 HTHA (2|7t EretE
LICt.

22t off:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Length: 541

Content-Type: application/json

Location: /api/system/v1/updates/nas@2013.08.24,1-0

{
"update": {
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1l/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update deferred", "on request"

¥ag0|=

186

O] FH2 YHIO|E O|0|RXE 2ESL 013 2t0|AAS 2 Y E YHO|E 0|02 AFEEF

LICt 2|GEl O|0[Z] ¢El= "previous"2t SHsHOF SFLICH 2] f2™ FHO| Il
Ct.

230!

PUT /api/system/v1/updates/nas@2013.08.25,1-0/upgrade
Host: zfssa.example.com:215

Authorization: Basic abcefgMWE=

Content-Length: 0@

2g of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
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PUT /api/system/v1/updates/nas@2013.08.24,1-0/rollback
Host: zfssa.example.com:215

Authorization: Basic abcefgMWE=

Content-Length: 0@

Sg of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

YOO E ofo|A] A
O Z210|1 A0 AFBEIR] 94 IO O[DIAIE HFHEUTt

2389

DELETE /api/system/v1l/updates/nas@2013.08.13,1-0 HTTP/1.1
Host: zfssa.example.com:215
Authorization: Basic abcefgMWE=

SE ol

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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RESTful APl AFE 2t ME|AE O} S2t0|AA0M 22 22| AHEA & AEAL

got= Ol AFEE UL

AME2} MH| A EE

CHE AFEAL MHIA BBS AFBE 4 AgUC

= AN

o

+
o

nx
oX
mjo
|

H99 AR} MH| A HY
2 Z 2 Japifuser/v1 a9
GET AHEF MH|A HY S LIERILIC
GET Jusers DE ALBAO)| OfS Qo YHE Lt
Gt
GET Jusers/<user> E4 ALEAt0|| Ofst M2 FEE Tt
ALt
DELETE Jusers/<usery AARIOIM 22 AFBALE A AT
Ct.
POST Jusers M 2Z ALAtE RHE7HLE, 7|12 At
28 M ALZALZ EA5tALL, H|
ER|3 A E2|0| A HE|AHE 27t
_uct.
PUT /users/<user) AEAL S5 YEE ST
PUT /users/<user)/preferences ArEZ} 2HE MY S - ELICH
GET Jusers/<user>/preferences AtEZ} 2HE HEE 7tAHSUCH
POST Jusers/{usery/exceptions M AFEZ} HEt £0] 02| E 2L
=
GET /users/<user>/exceptions/ A|ZE ALEAL AT 2O o2 S5
<auth) YEE T4
GET Jusers/<user>/exceptions DE AR} A B 02| HHAE
LiggtLct,
PUT Jusers/<user>/exceptions/ A YE ARZAL A 5O o2 2|
<auth) £ S48t
DELETE Jusers/<userp/exceptions/ A G E Aot 20 HHZ A
<auth) Ct.
POST Jusers/<user>/preferences/keys | M AF22} ssh 7|1 BHSLICH
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AHEAL L

A Z2 /apifuser/v1 Hd

GET Jusers/user>/preferences/keys / | | ¥ E At2Atssh 7| S8 JEE
<key) 7tM&H

GET Jusers/<userd>/preferences/keys | 2E AtE2}ssh 7| 24| E L& gt

=2

PUT Jusers/<userd/preferences/keys / | Z|&E AL Z10f| CiEH 2| HEl ssh
<key> 7|& +4FLc

DELETE Jusers/<user/preferences/keys / | AIAE 7| Z4X| S AFA|EHLICH
<key>

A8zt LI

190

2t MEA= CH3 E2 AR Vs T 29 S5 27 ASLICH

£ 100 A2 S8 EE
73 SEHL 08 Mo
string logname ALEZ 0|5 (Rt = HEE = ¢l

2)

string fullname A 0|
string initial_password el
boolean require_annotation ME =4 e S
string roles O AkZAte| gt
boolean kiosk_mode 7|43 AHZ A}
string kiosk_screen 7|23 5™

28 o:

GET /api/user/v1l/users HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json

SE ol
HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 394

"users": [{
"fullname": "Joe Admin",
"href": "/api/user/v1l/users/joe",

oA

Oracle ZFS Storage Appliance RESTful API A A, 212|A 2013.1.3.0 - 20144 8¢



AEAL 7HA 27|

"fullname": "Super-User",
"href": "/api/user/v1l/users/root",

H

A2} 712427

MRZFOH thst ME HEE 7H*
et 20 0l2] RS At S5 2 S YL
Ujct.

o 20f 02|15 EEBILC 2t
B3 8% S ¥2It BAY

#2101 &2t etd 43
a4 SE 3R 05 4y
string locale 219
string login_screen 27| 219| gtH
string session_timeout M Al Z2uH(E)
string advanced_analytics o Analytics 4| AtE

-

%l ssh 7|

ﬂJ|ﬂJ

2t AL At HolEl

g

3 4o YRR AYE

H 102 SSH7| S8 dE&

w8 SEHR 0 Mo

string type SSH 7| R&: RSA &&= DSA
string key SSH 7| L&

string comment O] SSH 7|2} Hatel MY
230!

GET /api/user/v1l/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json

SE of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{

"user": {
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"fullname": "Joe Admin",

"href": "/api/user/v1l/users/joe",
"initial password": "DummyPassword",
"kiosk mode": false,

"kiosk_screen": "status/dashboard",
"logname": "joe",
"require_annotation": false,
"roles": ["basic"]

A2} 2HS7|

O] FH2 L3 37t HAIS AFERILIC

M 22 ALZat BS7] - M 22 ARgAE TELICH

7|1Z MEAL FA| - 7|E AFAO|M M AFEALE AL

B2|2t 27t - HERT AMEA OIE22 2YE netuser S5 Y27 E2FLIC

0 3712 4% 2F0|M 220 U= JSON Y42 5= HE ot &N ALEA0]| gt posT 2
Yo| d&ELct.

M 2Z A8 S7|E L3l 22 S5 25 T

H 103 M AREZL 2HE7| S5 2
By EEpE yrre
string logname A AFEZ] 2191 0|5 (E=)
string fullname A ALEAt2| AA| 0|5 (H4)
string initial_password Z7| AEAL LE (H)
boolean require_annotation N =M e Held Faf0
712 A BA =A4l= T 22 e &5 JEE Tt
104 AHEAL 54 &5 EE
P ssa=oE o
string user a2 AHEA} OIS
string clonename M 24 23921 0|5
string fullname M 23 AHg 2L A 0|5 (2Z T
boolean 45 A=A AR 42 (2ZH0H
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A82f 27

H 105 HE A2 52 FE
bk SE3=0E g
string netuser UE AHEAF 2191 0| &

2Z MEAE UEE= 239 o
POST /api/user/v1l/users HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"logname":"joe",
Ao

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 386

Location: /api/user/vl1l/users/joe

"user": {

"href": "/api/user/v1l/users",

"logname": "joe",

"fullname": "Joe Admin",

"initial password": "DummyPassword",

"require_annotation": false,

"kiosk mode": false,

"kiosk screen": "status/dashboard",

"roles": ["basic"],

"exceptions": {},

"preferences": {
"locale": "C",
"login screen": "status/dashboard",
"session_timeout": 15,
"advanced analytics":
"keys": {}

false,

an0fel,

5t

"fullname":"Joe Admin", "initial password":"letmein"}

M= 4l
o =

ssh 717t 27t, &
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23 o

PUT /api/user/v1l/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 24

{"require_annotation": true}
B o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 236

"user": {
"href": "/api/user/v1l/users/joe",
"logname": "joe",
"fullname": "Joe Admin",
"initial_password": "DummyPassword",
"require_annotation": true,
"kiosk mode": false,
"kiosk_screen": "status/dashboard",
"roles": ["basic"]

AEAL A
NAZIOIN AFBALE ARIgHLICE

23 o

DELETE /api/user/v1l/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: */*

210

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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SEE-EORE

O] MH|AE= AS2RE Helote 4l AFBE UL HAZS2R= 01S20|UA0 F2EL
1 0]Z2t0[AL0fA T‘-FEIEI'_ AJZEQLCE OJELEEO'_ B 224 QIEMHO|A £
HE QUEIT|O| A0|AM A SefA YA O 2 Df7fHS L Maleh 4= JISLICH YFE2
oL 7:IE Z;(IE AIOHE|7-|L_|- X|2‘|El A|7|-0-|| AIOHEI AE %\ﬁ I, |'E.|'k| T—IE-EEOE =

T |
o) S A3 U W3AE BASIE $AOR 0B2(0[RIAS ST + Qo0 Sx 24| &
= 28 m22o| 2[30| ABHE BACR ARdste 59| Aelo] ARE & UL
.
ol =z=o0° A Had
HIASESF MH|A HH>
Cjg BE 93229 MH|A YHE 2o B
H 106 HIAEZ P MH|A HY
24 Z2 Japi/workflow/v1 49
GET IAEER MH|A FHEE LHEFL
=
GET /workflows LE AIAE=RE LHEFLIC
GET /workflows/<workflow) AYe YAERR SE FHE L}
G ct.
PUT /workflows/<workflow) ALE AE2R SEYEE >
L C}
PUT /workflows/<workflow)>/ AYE HYAERRE AU
execute
DELETE /workflows/<workflow) AZE AAEZRE MAFLICH
POST Jworkflows Ol Z2t0[AA0| M HIAEERE
=gyt

HIASESP LIE

O{Z2o|AHA0| HR|&E 2E %’—Jﬂnioe LiggtL|ct 29| D74~ showhidden=true?}
HEE B2 =250z ¢eHe s s A4 22271 kgL o)

H3AE=

[ole)
oY
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23 o

GET /api/workflow/v1l/workflows HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

25 o

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 1908

"workflows": [{
"description": "Clear locks held on behalf of an NFS client",
"href": "/api/workflow/v1l/workflows/10f25f2c-3a56-e733-d9c7-d4c6fd84e073",

+
{
"description": "Sets up environment for Oracle Solaris Cluster NFS",
"href": "/api/workflow/v1l/workflows/2793f2dc-72de-eac4-c58b-cfbe527df92d",
+
{

"description": "Removes the artifacts from the appliance used by Oracle Solaris
Cluster NFS",
"href": "/api/workflow/v1l/workflows/9e2d5eed-cc72-67b0-e913-bf5ffadld9el",

+
{
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/v1l/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
I
{
"description": "Removes the artifacts from the appliance used by Oracle Enterprise
Manager",
"href": "/api/workflow/v1l/workflows/bd7214fc-6bba-c7ad-ed1f-942c0189e757",
]

SEELERIY -]

o Y AS=?0| tist S5 LS 7M.

[} il

fo
o
=2

GET /api/workflow/v1l/workflows HTTP/1.1
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Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept:

Sg of:

application/json

HTTP/1.1 200 OK

X-Zfssa-
Content-
Content-

Appliance-Api: 1.0
Type: application/json; charset=utf-8
Length: 408

"workflow": {

"alert": false,

"description": "Sets up environment to be monitored by Oracle Enterprise Manager",

"href": "/api/workflow/v1l/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",

"name": "Configure for Oracle Enterprise Manager Monitoring",
"origin": "Sun Microsystems, Inc.",

"owner": "root",

"scheduled": false,

"setid": false,

"uuid": "bb5delb8-b950-6da6-a650-f6fb19f1172c",

"version": "1.1"

9IZ2Q 4H

9IZ22 |AA0| PUT 232 H45I0) UY 9IB220| T3t S= AL

—

US LY.

239

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d HTTP/1.

Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept:
Content-
Content-

{"setid":

application/json
Type: application/json
Length: 28

false}

Sg o

HTTP/1.1

202 Accepted

X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json

Content-

"wor

Length: 234

kflow": {

H3AE=

=
=

40

A
e
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"alert": false,
"description": "Echo bird repeats a song.",

"href": "/api/workflow/v1l/workflows/448b78el-f219-e8f4-abb5-e01le@9elfac8",

"name": "Echo",

"origin": "<local>",

"owner": "root",

"scheduled": false,

"setid": true,

"uuid": "448b78el-f219-e8f4-abb5-e0le@9elfac8",
"version": ""

gretetLch /I 322 o0
202(Accepted)?t FAE _C,>_
3 }” I:||-3|-E| |_|[:r

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d/execute HTTP/1.1

Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 28

{"song": "tweet tweet tweet"}
B3O

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 34

"result": "tweet tweet tweet\n"

HASESF AMA|

OfZ2t0|UA0M IAE2F ATHES AR

ofl:

0
X!

DELETE /api/workflow/v1l/workflows/f4fe892f-cf46-4d6a-9026-cddcOcce9971 HTTP/1.1
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Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: */*

220

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

SEELERIETS

IAEZRE o{S20|AHA0| Y2 EFHL|CL,
2389

POST /api/workflow/v1l/workflows HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/javascript
Content-Length: 290

var workflow = {
name: 'Echo',
description: 'Echo bird repeats a song.',
parameters: {
song: {
label: 'Words of a song to sing',
type: 'String',

}
+
execute: function (params) { return (params.song) }
+i
21t of|:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 268

X-Zfssa-Version: jkremer/generic@2013.09.14,1-0

Location: /api/workflow/v1/workflows/f4fe892f-cf46-4d6a-9026-cd0c@cce9971

"workflow": {
"href": "/api/workflow/v1l/workflows/f4fe892f-cf46-4d6a-9026-cddcOcce9971",
"name": "Echo",

"description": "Echo bird repeats a song.",
"uuid": "f4fe892f-cf46-4d6a-9026-cddcOcce9971",
"owner": "root",

"origin": "<local>",

H3AE=
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"setid": false,
"alert": false,
"version": "",
"scheduled": false
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RESTful 22t0|HE

SE HTTP 22}0|HE= RESTful 2210[AERZ AR E 4 UELICH BUIE 2/4A URLS
A310] RESTIul AP GET Z2HE EHEHe 4= A LITH Mozilla FirefoxOl£ RESTful 23
(https://addons.mozilla.org/en-us/firefox/addon/restclient/)= $~85H7| 2ol A %|
El 4~ Qli= RESTful 22}0|¢HE 2-&0| J&LIC} 0] 2 &2 puT, POST ! DELETE 2220t
OfL|2} Yt HTTP 6ET 2= ST 0] Hoj|Afi= 0i2f RESTful 22t0| A0 i 2}
MI3| CHS LT

Curl Rest 22}0|AHE

& JHA] LebH Rl CLI 7|8 HTTP 22t0| A E= wget & curl YU T O] Hojl= curlE AFE
St04 RESTful APl 222 $3lict= YO tist 0421 7t2] off 7t Lot JASUITH wgetS At

S QAR 7152 233 4 USLICE

2|AA G|O0|E] 7} 27|

O| oflOof| M= ZHEEEE HTTP GET 28-S ArESI0 €2 JSON HIO|EE 2= Yy S 20 §4
Ct.

> curl --user ${USER}:${PASSWORD} -k -i https://zfssa.example.com:215/api/nas/v1/pools/gold

HTTP/1.1 200 OK

Date: Tue, 23 Jul 2013 12:57:02 GMT
Server: WSGIServer/0.1 Python/2.6.4
Content-Length: 284

Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"pool": {
"profile": "mirror",
"name": "gold",
"usage": {

"available": 895468984832.0,
"total": 895500681216.0,
"dedupratio": 100,
"used": 31696384.0

+
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Curl Rest 22I0|HE

202

"peer": "00000000-0000-0000-0000-000000000000",
"state": "online",

"owner": "tanana",

"asn": "314d252e-c42b-e844-dabl-a3bcab80b563"

)LH Ell_J__‘,\' c]F"":7|

O] oflof M= 22| JSON BI0[E|E H&ESHA M 2| A4S HEE YYS 20| SL T

$ curl --user ${USER}:${PASSWORD} -s -k -i -X POST -d @- \
-H "Content-Type: application/json" \
https://zfssa-host.example.com:215/api/user/v1l/users <<JSON

> {"logname": "rest user",

> "fullname": "REST User",

> "initial password": "letmein"}
> JSON

HTTP/1.1 201 Created

Date: Tue, 23 Jul 2013 13:07:37 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 357

"user": {

"logname": "rest user",

"fullname": "REST User",

"initial password": "DummyPassword",

"require_annotation": false,

"kiosk mode": false,

"kiosk screen": "status/dashboard",

"roles": ["basic"],

"exceptions": {},

"preferences": {
"href": "/api/user/vl/users/larry/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session timeout": 15,
"advanced analytics": false,
"keys": {}

| glat 23

O ool M= AFZARS] MIAd AlZE 2SS RILICE
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% curl --user larry:letmein -3 -s -k -i -X PUT \
-H "Content-Type: application/json" -d @- \
https://tanana:215/api/appliance/v1/users/larry/preferences <<JSON

> {"session timeout":60}

> JSON

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2013 05:43:17 GMT

X-Zfs-Sa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 0@

"preferences": {
"href": "appliance/v1l/users/larry/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 60,
"advanced analytics": false,
"keys": {}

-
-

7|& 2| A

O] BHE2 AILH-OM AEALS A AHELITY.

curl --user ${USER}:${PASSWORD} -s -k -i -X DELETE https://tanana:215/api/appliance/v1/users/
jschwartz

HTTP/1.1 204 No Content

Date: Tue, 23 Jul 2013 13:21:11 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Length: 0@

Python RESTful 22}0|HE

Python RESTful API 22}0|AHE = RESTful MH|AQ| HIAE IS 3|
2to|E2{2|et & Al5-ELICt.

{O

{ot= REST H|AE

r

RESTful 22t0|QIE 2130 of:

>>> import urllib2
>>> import json

>>> request = urllib2.Request("https://zfsssa.example:215/api/access/v1l", "")
>>> request.add header("X-Auth-User", "rest user")

>>> request.add_header("X-Auth-Key", "letmein")

>>> response = urllib2.urlopen(request)

RESTful 22{0[2E 203



Python RESTful 22t0|1E

204

>>> response.getcode()
201

>>> info = response.info()
>>>
opener = urllib2.build opener(urllib2.HTTPHandler)
>>> opener.addheaders = [("X-Auth-Session", info.getheader("X-Auth-Session")),
('Content-Type', 'application/json'), ('Accept', 'appplication/json')]

3 CHS openerE AFE5H0] 0|0 At QIS E[ 20 JSON HIO|EHE ELfD B2 FH| 7t

AR S B 4 YBUCH

3| AA 7} 27|

C}S Python ZEE AHESt0] RESTul APl 2|AAO|A HIO|EIE 7HH 2 & UESLICH

GET of:

>>> request = urllib2.Request("https://zfssa:215/api/network/v1l/routes")
>>> response = opener.open(request)

>>> response.getcode()

200

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

"routes": [

{
"destination": "0.0.0.0",
"family": "IPv4",

"gateway": "10.80.231.1",
"href":
"/api/network/v1l/routes/ixgbe0,0.0.0.0,10.80.231.1",

"interface": "ixgbe0",
"mask": 0,
"type": "static"

-

2| AA O

uin

7

M 2|AAE Ot = Python 2E Of:

>>> action = {'category': 'network'}
>>> post data = json.dumps(action)
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>>>

>>>

>>>
>>>
201
>>>

request = urllib2.Request("https://zfssa:215/api/alert/vl/actions", post_data)

request.add header('Content-Type', 'application/json')

response = opener.open(request)
response.getcode()

response.info().getheader('Location')

'/api/alert/vl/actions/actions-001"'
>>> body = json.loads(response.read())
>>> print json.dumps(body, sort keys=True, indent=4)

{

-

3|4

"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": true,

"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface ok": true,

"network _port down": true,
"network_port_up":
true

-

>
1

A
o

ke

7|& 2| 2AE £S5 Python ZE 0f:

>>>

>>>

put data = '{"ip_address conflict resolved": false}'

request = urllib2.Request("https://zfssa:215/api/alert/vl/actions/actions-001",

put_data)

>>>

>>>

>>>
>>>
202
>>>

>>>

request.add header('Content-Type', 'application/json')
request.get_method = lambda: 'PUT'

response = opener.open(request)
response.getcode()

body = json.loads(response.read())
print json.dumps(body, sort_keys=True, indent=4)

RESTful 22{0[2E
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"actions": {
"category": "network",
"datalink failed": true,

"datalink ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address conflict": true,
"ip_address conflict resolved": false,

"ip_interface degraded": true,
"ip_interface failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":
true

-

e Eape |

7|E 2| AAE A

5t= Python ZE Of:

>>> request = urllib2.Request("https://zfssa:215/api/alert/vl/actions/actions-001")
>>> request.get method = lambda: 'DELETE'

>>> response = opener.open(request)

>>> response.getcode()

204
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