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AR, BIBGFERNA T A R AZANL A FIAERR AR AR %
BRBEIENREEN, BNERERSZAEATER , DUEF AT BRRLIkE
FRUFENT 2L,

SRS AT EREF{ES % | DUEFKEIH 3 Oracle ZFS Storage Appliance &Fp4st4
RN T2 EEEMNE L HAER. BXRREBCETRE , 55N (Oracle ZFS
Storage Appliance ‘BIEfERE) .

AT & T8 7T Oracle ZFS Storage Appliance T2 IhREFERIX :

VAR - MAREVAREHERER L LU ERGEHPER £ REIN.

n EIPER - AT BUI A CLI AOIEFEIIR). BRBIXS BUI 0 CLI iRl REeB 4
R GLREH. IFENRESY.

BERF - MATEIRRENEIEA AR B A FEA.

ViRl s3Ik - NBAVFSFRLE RIS B KRN H).

BABARS - MRS FT ISR RS AR A EEE AR 55 ATt (i et .

BB - MATERE LR ENERRS REN TR,

RERE - NMARSGRE : @ik, BREAFZE. SMTP, SNMP, syslog, REHRIR.
Hig S TR AR LE AT

v REFE - NMBESRLMRNETREE.

ARNBEENIAT IR AR ER L L AR ERGIR R 2NN,
=
VAL
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TERVIIA LR E AR R INAK PR MBS ; WIRIER R ERENA root FFERL, 20
SR Oracle ZFS Storage Appliance EE AW BUAE , NZR& AR S IEZZH root A
PRt ESE T NIAE.

1£ Oracle ZFS Storage Appliance RKI¥NIAFHAE] , FHES ARG IRSAIE RS KEEIZNA
KL, REEHE RTUMERZBOAKFAERARNR S , ViR R ETE R
PATVIARELTR., HP—PERPITHRSRERENTNRZBIREZM , XHMBLK
FIABRS AR R AL E B M EA0ME.

YRR e

RGN ARG , WRAEMFBTETEERYIE RS, Bl , RAGEERE
HINET , MESRBSRERLFERAIE), DAL MR K RIPFTEANE
BRI EARR A | DT IAREERAR K T[5).

Oracle ZFS Storage Appliance FITR®IAR , BIEFERTEFEL (Flan , B40. 81,
TAMRAIRNCRE) SR TES) , 3 A2 ARBOHRIKA RIERREINERR UL F
BRI T,

ATNAT Oracle ZFS Storage Appliance EIRHERIK T,

AR EIEI(0)

AINBT Oracle ZFS Storage Appliance jZFgiila)e £,

YRS AR E

XY 2s PR (Browser User Interface, BUI) BT RZEHE M EIE, EuJRMER BUI
BB % BB FMEBUEFE R RS FIRE .

BB HTTP &4 (HTTPS) N &R T. HTTPS £iE{F F&4 Oracle ZFS
Storage Appliance YA IEITHE—4 K B K ZIEPHITINE., HTTPS &AM 1]
EXBIASVEREA 15 9354,

aS{THRE

i 41TRE (Command Line Interface, CLI) A] THITRI4E BUI FHITHRI R ZEAEREE
IRRLE,
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224> Shell (Secure Shell, SSH) A FiEiT 5 CLI L EHETFE (Secure Sockets
Layer, SSL) &% %% Oracle ZFS Storage Appliance. SSH 8] ARYEMITFEEH
PATESHERN AR | FlanATHRESHBE Analytics SoiHEL.

PR A PIRAN

BHEMNRT root AP, EXBMHIBIRMAMEIES , MRBTIORRSE (20
22 BFRITMY (Lightweight Directory Access Protocol, LDAP) F14&15 2 ARS
(Network Information Service, NIS)) A .

Oracle ZFS Storage Appliance RESTful API

Oracle ZFS Storage Appliance RESTful API ] FT%&1% Oracle ZFS Storage
Appliance, RESTful (ARLEMET 7 EHE PRS2SR | AT e ir i@ dRmESE
Sa%. HASMEAMX REEXA T FECERNE L P B EE R RS .

Oracle ZFS Storage Appliance RESTful APl {5 BUI 1 CLI FRIMEIEEIE. kB
NI UL TR VESK AP R IS AR R SRS TIE - /Eis 0 215 EI@Id HTTPS &3
RHAT, RESTIUl API STHFF FR] E LBRIARRET A 15 5344 HTTPS £,

A %{FFH RESTful API %1% Oracle ZFS Storage Appliance {52 , /55 M, (Oracle
ZFS Storage Appliance RESTful Application Programming Interface (API) Guide)

(http://docs.oracle.com/cd/E51475_01/html/E52433/index.html) ( {Oracle ZFS
Storage Appliance RESTful i/ FAFE FF4mF2fE0 (API) 6/8) ) .

AT

ER AR T % | Oracle BIUE R FRIFRHT.

RO RHREATTREN ARG —HBIBRIITNA., EHZH , BXEEEITHRARS
MANEIRE, XHF A ER R AVFEE REIRE)SERTAARAS.

BEREH

ERFHE—TRE , BT RAGEHN—ED , BEASERITAGENITHE, mEl
RRTEM AR E BN AR E R, ROt HHIEARN B EHEESR AL EH A
. TEREENAANER ; SENFERERN , AENRTEEMN , MERNA
HTEH. MAEHE , BIUERRZBRFE R ARGARFARA.
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MRERN ARG EEMEIEEZFFHEBEAHSEE , W4m My Oracle Support & £
ALK, My Oracle Support T XIFA REMHFTREHAESIFE, | My
Oracle Support X RGRSEENBEZTARAFAHIE ; (NREEERER.

AcE &4

%ﬁ%@%@ﬂﬁﬁﬁ@]zﬁmwﬁﬁE’W(Eo XEFBABEEAHPEE | (MRFECER

BFHZERIH Oracle ZFS Storage Appliance Ff :

BRSSP - FRASIFRTNY (AN U R SE (Network File System,
NFS). Server Message Block (SMB), Y£FIEI&E. Internet /NUIHEM RGeHO
(Internet Small Computer System Interface, iISCSI), #BIXA{EHMY (Hypertext
Transfer Protocol, HTTP) FIX &MY (File Transfer Protocol, FTP)) if[a]3C {4
R IRI R FHL.

» EEHAF - SRS LNREMRSKA .

FUERTEERA .

EERAFAG

AR OB A B RO ECEBIA BRRTHAUR. BaRE i EE R —ARN.
AJRER RS MRS A RN EE AR ERAE. MARTHEHE R BRIE
MHE , MANESEA LRI,

FRAGERLZNTSNNEERER (206 B ARME root BFRERR) BR

%, AARHEIAANARENHJUARI, b, Bl EEITHEE B A AR
FEENRAFE. BAMBAT , ZAEFRA "Basic administration” (EAEE) KR ,
BAE RIERRIZA,

BHAFTUE :

M P - AT K {3 B ER{R7E1E Oracle ZFS Storage Appliance 5,

» BRAF - FHIIAM NIS 3% LDAP 1K, A FEHMRBRNRERELREF. W
MINA NIS/LDAP i FEXIZFXH& & HIAEAR |, XL P4 7] USSR HFEIER
%. BABOT , TR T ARAGR.
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BIEN , BPATITRERES , flitBREZRIR, B SREMERRGRA.
BRAFRAE. SNUETRA—ANESES , AT MIRBE. fimn ,
I IRFEENABEER B3N HTTP IRE , MARENEMA RS .

IREHIFIER

Oracle ZFS Storage Appliance Bt 1[a)35%%13& (Access Control List, ACL) 12t
ViR, ACL 2 —FLS , AT SAvrsdELevialsE X B3R,

Oracle ZFS Storage Appliance 2 ACL #&FU\ NFSv4 ACL 18R AERY | IRAET
Windows ACLiE X, XE2—FEEK ACL ##5Y | BJ4R XS STEF1 B KMk E(A].
FEEEPREANENBEREEBE— ACL , SMB # NFS T IRIEHREES
{EAMRMNEL , NMHHE RFSIELETRLL R ARSI B .

—A ACL H—ANEZ Mlalizhl4c B (Access Control Entry, ACE) 4R, &1 ACE #B
A2 ACE - THFR4EMARIK&E . ACE N FZEIM A A0 AT B4k AR AR S

ACL Zpk7&

i NFSv4 ACL , FrolZiscaF B RED A4k B~ ACE, ACE 4K ¥4AELE ACL
BETE AP R ERN S MNMRA IR SIS,

FE ACL V(4]

NFSv4 ACL AA—FEMIFF , B LRI TSTAE, BFRR/GE , JaLk ACE ¥ TTiAER
THZANR. TELEANRIG |, Ja4k ACE BIIER T AR,

SMB HZE iR ACL

SMB HZRIFHK ACL B —FS5HZRIFF 4k B R ACL L5&1F A AR E X ST
BHAPRA ACL, HERIRK ACL 3044 ACL z EXGRM T —MNialelisHIE |, DUER
HEMNE ZAARSHIEE ., EZRIESR ACL 7E(FF SMB MY S TR R #HTIR
B, MRFBET SMB WX SEXHRS: , NRERXZRIFLK ACL EARREMER. 2K
WMBRT , £ERIFER ACL 2R EFN AR TREZFIAR.
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ZFS ACL Btk

/WLﬁﬁﬂ%%EE&L%?WWSEFMJSMBEFM@%FHMMM&m&%XH

RA&TF zFs BiE. XANFET NFS /8 POSIX & X1 SMB & FHAME XIS
BHEES POSIX #A.

&y

TERRMAT BB SRR BRI BT iR .

*1 BIAEIRS

R Ve RGO

NFS it NFSV3 F1 NFSv4 HMYBISC i R85 ]R) 111 0 2049

iSCSI @3t iSCSI #HXE LUN (8] 3260 0 3205

SMB BT SMB HMXAISCHEE RG] SMB-over-NetBIOS 139
SMB-over-TCP 445
NetBIOS #iE+R 138
NetBIOS & FRARS: 137

Virus Scan XERGRETH

FTP BT FTP MMM RSV (R) 21

HTTP B HTTP YNNI RS VR] 80

HTTPS BT EANRNTLEE 443

NDMP NDMP FALARS 10000

EFER IFEE 216

ks SCHEZSEM LUN ERR IR

HI MBI

SFTP IBIE SFTP WM AISCHE R ST A] 218

TFTP B TFTP MY REEVR]

TEERIT LK FHEXIEMLE B AR 35028 4E

st im A%

RROME L , AT K.
8% EME—PMRE S,

ATF3REBIR T RIRBT A& BT R I i

im0
= icmp/0-65535 (PING)

¥ A5 AT AR S FF BT 8 E EAAAR S EM

A%k :
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tcp/1920 (EM)

tcp/215 (BUI)

tcp/22 (SSH)

udp/161 (SNMP)

MRERT HTTP XHHZE (EEAEA) | WEFEUATEARD :
=  tcp/443 (SSL WEB)

= tcp/80 (WEB)

s

= tcp/80 (WEB)

- XTFES , ReTegE i@ BRI % (Generic Routing Encapsulation, GRE) f%3i& .
XA RUEREE FinikA 1T , R GETRERIE MEM AT RER XIE. R
GRE [%&7E NFS #Z% 0 EARTTA , MERFERNGEREOEITES). EXFMERT , %A
216 IR TN,

NFS IUFFNANZE5%Mm

FIMERT , NFS H£Z @ JFi@iT AUTH_SYS RPC BF3HTAEC. el LB EELE il
It Kerberos R&B(THE, {FH AUTH_SYS BF , & FAHLE0 UNIX A3/ ID (User ID,
UID) #148 ID (Group ID, GID) fEM4_EASLTT NFS AR$-Z25HAE, HLIENL ST 4%
FHLERA root AEAREHTA NEMERE ; B, SIHER— N HAT AxeE.,

AT A Z BIFOA S AR R R AR , MR SIRLEST 4T E M. DNS SREiML:
A ZRIRATIR).

TN

ZeERYUEZRIFEHBHITRE., UFIIRNE T 7] B Kerberos ®R2EE :
»  krb5 - i&iT Kerberos V5 3724 B FI&SIE

»  krb5i - krb5 MNFTEEMRT (FUEEERENK)

»  krb5p - krb5i MIfEFARTT (¥IEEE B E MM INEK)

Kerberos ZERVRA S AT UAEZ R ETTEE. AT eERAEFR FYLEBATS
H B{EAT] Kerberos 25U THEEK,

Kerberos Z#U

»  sys - ARZIF
m  krb5 - {¥fR Kerberos v5 , & FHASE LRI THEE
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= krb5:krb5i - Kerberos v5 , T B TeEM | 2 FAL AT RAE R ATS S T 28R 34 T4

m  krb5i - {XfR Kerberos v5 TEM |, & PALAINE ISR TS,

»  krb5:krb5i:krb5p - Kerberos v5 , 18 TTEMEFER, , & YT RAE R T SIE AT
HRUPATHER

»  krb5p - {XfR Kerberos v5 [&%. , & FPHLAINE FAILISTY 31 THEE

ISCSI ¥R

1£ Oracle ZFS Storage Appliance _EEZE LUN B} , &aTPUBT iSCSI BMSH %%,
@i iSCSI BR% , iISCSI J2EN& AT A{E A iSCSI Wil B #F.

ZARS FHER ISNS YR FHTIE R, EEMECE. iSCSI RS FFHE A UARFRAE
#1X (Challenge-Handshake Authentication Protocol, CHAP) (B mIIE (B #Hrxt/2sh
P TRAE) FXEEUE (BARMESMERIE) . A | ZRFEXFHTFER UL
MNA RS (Remote Authentication Dial-In User Service, RADIUS) #3EE+ ) CHAP
KPR ETE.,

ROrESEPITRIE , AR TR, XEFMLMSRT AT, MRFMEHNERE
CHAP Z#RH CHAP 24 , MIAZEEPITRAE. WRAME3N5KH CHAP &t , 1Y
RGEARPITHETRIE , RILTH Bt 8 1 SRR M.

BT iSCSI RF , HAILIEEREBIE R ANE MINEsIR L /SI%R. (EA iscCs
1 CHAP JRiERT , RADIUS B FI{EIER¥ERE RADIUS BB 25HIFTH CHAP JiFH)
iISCSI #1Y.

RADIUS X#F

RADIUS KA = fE AP RIRSF2IMIT CHAP BUFRI RS, {#H iSCSI #
CHAP I&IERT |, ]k iSCSI BMYEE RADIUS |, XA [FIATAZ A iSCSI 1 RDMA f#)
iSCSI § & (iISCSI Extensions for RDMA, iSER) , A f5¥ AT CHAP BiEA XEEE K
RADIUS fR%-28.

J1{F Oracle ZFS Storage Appliance BEfg{$ A RADIUS 14T CHAP B&IF , MARIHE A
TESK

n  RBEWIMTEE RADIUS RS- 2303E , AKX 5% RADIUS RS 28BS EF AR E
4.

= RADIUS REBWAE—1KE (F1a0 , EER FYXXHF) FER KRt
T5_LEMERNEL.

= RADIUS WRBE—A%EB (Fian , EERA30HEF) R4t CHAP £#FH 58153
23K CHAP ZR4ADLAD,

n NREHMZRFEAE ION ZFRER CHAP £ (XERWNMWECE) BRETEAES
"Initiator" (f5zh2s) EF N RN G55 E , N RADIUS RS 25 0] ST RTARAE

IR,
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v AREFNE R AL CHAP £7K , W& IIRE — N B £ B N T a3
%%#?E%ﬁk IQN £ FRE| CHAP ZFRIIRGI KR, %EN5KE THIEE B3
CHAP #%4f,

SMB R AR ST

SMB MY (th#FRAIE Internet ST ZSE (Common Internet File System, CIFS)) £
FefEXt Microsoft Windows 4& LKL Z 1A, Hoh , BRI L,

AT SMB AR R LEE

= Restrict Anonymous Access to Share List ([REIELZSRIEZREIIR) - HER
k% PHERCEE Z RIS R Z AE A SMB #HTHIE, AR AER , NES
B FHLA] LR Z RIS R, BOATE LT 22 G,

= SMB Signing Enabled (5 SMB &4 ) - tiEme]{#H SMB £L2INBERRS
SMB EF’I‘JLE‘]EEM’ETE MRBATHER , NELLMERXTELHITRIE. 20
RERAT MRS , MARIERZ ESAELME. MG T ERIER,

= SMB Signing Required (FFE SMB &%) - £% SMB Z&N[{FAEmR. FH8
BRI , A0S TR SMB B TEE , BNSKHIELE, ~AXFF SMB LM%
FPHRTIEEERIRSE. BOAMEAT |, Bt T ]IS,

= Enable Access-based Enumeration (ERETARIKMZ) - REMEMATRIER
FHMEETIREREE. ﬁﬂ%gFﬁLiﬁﬂlﬁlﬂi/\X#ﬁﬁ% MR 123 LA
% B3RP 2EAHHER. AME T ERER,

Active Directory IS KIE

1EFERT , FF7E Microsoft Active Directory (AD) R TE Y. SMB & FHL AT AE
F Kerberos gk NTLM Z&iiFi%#Z1 Oracle ZFS Storage Appliance,

FA BT 2fREM Oracle ZFS Storage Appliance F#|4 SHTEERT |, B—ISak {5
Y Windows % FALKHE R Kerberos BAF ; BN , EAT¥ER NTLM IiE,

% SMB & FPHIEA NTLM b ERE &N , A AREIERHRE) AD 183z h2s Lt
TR, XFRAEERIE.

NRE X T PRSI NTLM BAER) Windows &£ 5kRg , N Windows & FPHLIAUE T 2R E
FNBEERNRE. BXREZEL , BSILLT Microsoft FF& B ML LE :

http://technet.microsoft.com/en-us/library/jj865668%28v=ws.10%29.aspx

WAEfE , BIAR R SMB £EEN“Re E T, ATe E T XRRAAFEEH—
Eé]iiéﬁ%ﬁﬁ (Security Descriptor, SID), SID FR/RXHFAM , BTHE XA
PR
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T ARG IE

ET AT , FIFZE Oracle ZFS Storage Appliance AHIBHTE N, “EA SMB
Eg&tﬁ?ﬁ@]&i?lf’ﬁéﬂ*ﬁﬁﬂ‘ﬁ&%ﬁ . STEAHE XA PR A NERLES R
UuE o

LAN Manager (LM) 367 SR TFHE5E iR &40 T TAEAIA I 57 FROIAE MY,

DATFFIRBIRT 81 LM 3R FIH Oracle ZFS Storage Appliance 1724 :

KA 2 0 HEZ LM, NTLM F1 NTLMv2 BF
KA 3 : FEX LM, NTLM F1 NTLMv2 3&3F
BA 4 : 3 NTLM F1 NTLMv2 B8&3F

&5 5 1 (VR NTLMv2 JiiE

BENRET THREARFZ G , MBI RER., EATENK SID SAFK UID KA
AATERE LEXHKA PR — M E—K SID. FIEAHA FEE XA UNIX A,

A2 FRFAN

AR RIS P |, XL R AN, B AT AGE I SCAHAR SR SR B S
RIFTA. MRV R ASRIE STHIEEHk & M AR R S0,

183 Microsoft EIEIEHI & PITHIEIEIRIE

FHRABELHA BRI TEIERERE , X TR Microsoft EIHER|& (Microsoft
Management Console, MMC) iZA2 5 THIRAERENN T —LEiA[RIBR 1.

ATFIIRERT AP RHE AVFRRIE -

» — KA, -FHEZRIE,
= Administrators 2R 52 - FIBFTFFEOF SRR |, BT FFA PiESE |, LREBEEBRSH
¢ HE. Administrators 8 A% Sub A PUR BEAME ML Z R ACL.

TREIH

REAMRSEXHRGR RS . BIHTAUNGARISGN | WEEMRSES
SRS REIRE |, MSIELEVIRIFIREICAE. 3R Oracle ZFS Storage
Appliance BXARIISMIBSI EHIT. SMERSI ERBIRIERERAT.

ERRHNREE I T X2 E , F TRERARBIRIIM. TR AHE
BAFRER SMB B AR ALREAM. NFS & YW AT ME RS |, (BET NFS
PRXE TR RMRE |, WERINKERETREAR I SMB & AR,
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R SIS B BORE IR 52X
SMB AN SCHERERT 5| 22k BT B, EAK#IT Oracle Solaris fNZHELS,

2 BuRE
SMB fR3-EF SMB YRREISE 1 AR ; IRAN SR ERUEE.

FTP ¥Rk ST

FTP AA¥EM FTP % SRS RYE. FTP RS FARARS , AFWAELRE
GELLE e

FTP XU TRERE. XEREABRAT FTP MGARIKME RS EEE

= Enable SSL/TLS (J2F SSL/TLS) - #tiF SSL/TLS MR FTP & |, SRR
FTP EHMER., ABIT |, HEmt T2EBRE.

= Permit Root login (34 Root f§ P%&S%) - ftif root BB AT FTP &%, BLALE
WF, HEmATERRE , BA FTP B ARSI AE , & kMG IRERE T
K2 NE .

= Maximum # of allowable login attempts ( AAFHRIBRAERE=EIAE) - FTP i&E3E0T
Fr2Z IR MeE =R R P mE e s =K. BUAEA 3.

= Logging level (BFEK5) - BERIFHLET.

FTP X#FUTFHEE :

= proftpd - FTP 4 , BFERINERHM AN ERER
= proftpd_xfer - SUHEHIAE
= proftpd_tls - 5 SSL/TLS fNZX4E3H FTP ¢k

HTTP ¥Rk ST

B HTTP, AJRAMER HTTP # HTTPS #MXAR HTTP ¥ /& Web 2\ AIYEFIhR A
#%%1 (Web based Distributed Authoring and Versioning, WebDAV) i[a) XX & 5t, XAf
—3k , B FPHUERIET Web RS AREZHRS ; IRE FIKEFF , B4
HWMEARHM RS H TR, HTTPS RES[EABZLTEIEHR.

AE AT B
= Require clientlogin (FEEFIER) - BAHLRERTIRIEA RETAIHZ R

B, & AT AR AR, MRARENEN , AR RS
HTTP A&%-F3 /~ "nobody” 15,
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= Protocols (WMY) - %&#F3HF HTTP M/EL HTTPS [sla) ik,

= Port (for incoming connections) (¥gH (FFENERE) ) -HTTP RO , BiAiwd
41 80,

= HTTPS Port (for incoming secure connections) (HTTPS #0 (AT EAKRESE
¥) ) - HTTP¥EO , ZhAMG A 443,

MRBAT "Require Client Login" (FE%& FHIE%) , N Oracle ZFS Storage
Appliance ¥FELE A4 kﬁ%zlsiﬂzﬁﬁﬁ' NIS /53 LDAP Fi St S E R
#l. ANZZFF Active Directory BF, {XZIFEAM HTTP Bk, FRIEFERKE HTTPS,
BNEAEH R MBI P AT | XOJREHNESBE. MRZAT "Require
Client Login" (FEZFHER) , MRZEASE=XIIEEIE.

RERBTRIE , B FME SIS E REMAIR. FrelZM - Ririia
NEBRMEAN. #FEZKERAFIE AR, EAMMIT.

NDMP IR 5

BT ML EIE EIR MY (Network Data Management Protocol, NDMP) fiR% , Oracle
ZFS Storage Appliance T A$ 5H2F2 NDMP & A4, (FRASIEZIEN AFEFF (Data
Management Application, DMA)) {Z=HIKET NDMP &0k 23k, BIZER
NDMP , al¥& & P8R (Flan , FAEER s e RN EZRIEFAOE) &
PR E B AHEFAR R (BIa0 |, BEm R ) FLERERSGE. Hah , TS DMA
NIRRT AHIEREAIRE.

AR R HIRIE IR 5

Oracle ZFS Storage Appliance &2 & #2405 B FEZFRIRN T SR T EF. FIRL
HE}?{MTE@Eﬂﬂ[‘”‘ﬁuﬁﬂﬁﬁﬁﬁﬁﬁlﬁuT%EE‘]U«% FHAEHIE MEE R TTAE F
ZI LR &

JRFLLERS T | wa AR SRR SRR XA B ML ZE RN I HIE
;M (REAHBCERIRME) . RRBERSE  FANEREIBEW , BALEHIE
Ayt B A ZF IR,

FLEREMTE RGBT , FETFEREK root A FAEE, FLEEFRABTRERIAR
HIBENEBIXFERK.

FEEARBERIE , K2 root AAERRIAEREOESRMY | HERFZRERATER
BB IRRR A RS T4,

A R EAREAR SR ERNB KX F4E, root A PEREEATIHRE R SRR
ﬁ%{, }%Kél&iﬁﬂﬂ%ﬁ‘]f?iﬁ%ﬁﬁo FIEREERE (BRENVIBSHTH) #EM SSL 2t
TR
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IR

fE R¥UEME

VR - T RIARMEIRE , EEEEETIENER | WA RSN TIE, ERA
R, DCZEEREVFRNES A H (S . Oracle (R T ITA R SRMMAF], BREEEE  F
2% "Oracle Software License Agreement ("SLA") and Entitlement for Hardware Systems with Integrated
Software Options”,

Oracle ZFS Storage Appliance JBANKZEIE (XHRSH LUN) AR IETRE NEREY
B RIRRAUERBIE N,

EIRNEEL

ZERBZETFE —ARNBERNAELRE | FFEHE Oracle Key Manager (OKM) A%t &
MNEBRTH B SEZRIBHBE N REAHT, OKM BAENBERS. BIRMEE
HHRFAERSEIR | FHEFAAMEK OKM 240 BRI (LA A 3 B4R K R INIRTEA4.

OKM RLRETEABIR RS (key management system, KMS) , aJi# & W RIEA BHK.

METHEHAOEIRMERERK, HWIBENFFARE T S b , AEFEERNHE

BN T TEEER LA _ER NSRRI T MR E., ATt B R EME .

OKM T] R X 7 i 4R BRI PkaR | 345 -

. ﬂ%@ﬁﬂg?ﬁﬁ% - OKM MR IIREHRIAA T |, B AN BIEEG AN ET 2R3

N#HH.

»  EIREM - OKM 121 7 IFE R —F RS BIR AL TERE KRBT M ASER
B FEREITENERENE.

w SEAY - EEBESK N TREE. SRR TFENENEER  OKMRIET S
AN, MAEREENT —MNERPEENAET R L,

n KBE - OKM TABHKENFHEZUREZHNEHES. B HEAREXT
PR R &ML E At F A ES IR (A BIEAR S .

» RIEMELARCE - XT84 OKM #& |, sLBEsERES |, ] DA N Ak
OKM B4AFE R MAIER4E. REBIEARNTIRETHLR  BAERERHAELS
ATCKHTEE BT S EA T B St Z RIEKEX.

HEIPEER

AL TREERER OKM BEARNHZRIFFI B /mlviin). BEIE(EA OKM %
1 , OKM 1 R B MIER .

RHRMEBNLZREMBMB VIR , FEMREEEMNAMBAERRE. WRES
TRATR , WEMAXBPARTEEZ RIRIRMB K[ TIR. WRENREHNE
AR, NITEEZRE P it Z 7R,

EUTERT , BATTRELZRBAAA ¢
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MR 24R
BIRBARSTHF MR AR A
EREIRACE B AMMRA
WEEWE

OKM R (OKM #24H)

B4R 45 FRHA
IR 4 FIEME AT | B AR R SR RS DL T k4.

MERAEFRR—EAN |, TAERTREZRIREPRER , HBRR LA
&), N{EA OKM &4 RS SRPITI OKM BEAREF B4R R10 . AR+ B4R
BENEREERGEERNRT . STAMEARE | o] RN IRERHER , DAk
BHITEERSNB ARG | XA RUR & MR B TR E RTNRE.

IR EIERS

RIS R NSNS RN ERSRIR B s B EURIIERIB BN e A d%. TRERBRT
RS, BRUARS A ATRERIBEIE. ARFOERZREEAFRABRERTR
AEBLTEE.

NFS JE_Ef NFS #2543 Oracle ZFS Storage Appliance B i, RILTTIENT 5
TR ME SR ; RRE2ITTH Kerberos ZREUHIER , NIEHERALHIE
4,

SFTP ¥R RS

SSH X 4EHi#Y (SSH File Transfer Protocol, SFTP) 3735\ SFTP & F#Lila)3c ¢
ARG, ARWERER , B, APYRE AT E R A FRIRS I TRIE,

TERE SFTP B4R , WMREFERAB B WA N ECH user B, SFTP B4R o
48, FFiET SFTP MR FRAFRIFITIIE.

0T Re R | AN S SN S B user RIEMIILE SFTP B4 , REXEHE
(P IHTRIE.

TFTP %IRRT

A SCERITEMY (Trivial File Transfer Protocol, TFTP) 2 —FMEHi ST R BT Y.
BRI/ NIES TR , (BfRZ FTP WAZ MR LTNEE, TFTP {XMITFE RS 2513EUM)
HEHEA XK. ERESIEBR , BENEES X B ARIERIRE.
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B

TEAEX I P 2%

1L EXIB ML (Storage Area Network, SAN) 7, BB BENas2AE X AT L5845

FIL5 (Logical Unit Number, LUN) XEX(B M Ezhas 5. SENBIREXRIKH LUN
REEES AT BRI TR, SEANFENIRE R LUN ReEB XA+ Esn

FTVIR], 7EAUZE LUN B , 0K LUN N BahaSA B ArE., WoaE L ED—
BArAF—Jash884E , LUN I A BERINTERL.

(& T FYIEFRAETMY (Challenge-Handshake Authentication Protocol, CHAP) B&3iF
(RAEA ISCSISER Eshsiml e A ES]) 25 , REPUTHABRIE,

i - (ERIARSRA RS EAFENEIHPRAK LUN B3h28.

M5B AR

M£&{= 2 AR% (Network Information Service, NIS) —F T BREF SRR L FRIR
%, Oracle ZFS Storage Appliance AT FFIZER NIS & 4 , WT{E NIS
ATRAESR FTP #1 HTTP/WebDAV, &A1) NIS A AT REBIREN. REFEHABC
FUSFPURE AN NIS {55

RERFIEINY

Oracle ZFS Storage Appliance {2 B xja#MY (Lightweight Directory Access
Protocol, LDAP) SKEEEIR A FAR ELBIRRFA - (FTP, HTTP) , R&SHF
LDAP-over-SSL &&t, LDAP ARG Z KT A PHMAREEFHEI AT AER -
» R TERZMERAFMARAFRKOEFRE.

. E}}j}ggﬁﬁf&%lﬁ%ﬁ%mﬁ( (20 NFSv4) , 2 FRAREGTEI A FAZA IR A AN AR
TR FR.

» S HAEARIEH R E R RE R R R A
(A]3E) &4 T E IR AR R I RAE SR
LDAP & UBESAEALS). 5140 , 24 A P Oracle ZFS Storage Appliance 36

;IE?J%HTI ZRE AL ) LDAP RS- SSHES 4 (FTERIARER—FH
Lsl) .

X3F LDAP EER et , FAERTPSHNISSE)
v RFRRSARHGIE
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» REEESRMN
= RZFEFA K Kerberos FEuE3HTRAIE
»  REFRTEENRIE A AR ER I TIE
» RFBDFREBEHNBE (FHREERT EMHNRSE)
. ARE
= {FF Kerberos Xt R %2531 THIE
= {FH TLS RS RS 231 TIAIE

WNR{FEF T Kerberos 8% TLS , Ni@id LDAP &L HINEEER MR , (BEHABAT
AZMER., FH TLS i, BEENKE—MEEAELEN. NS ERSFHED
FHE e SRR RUE A P,

TESNERRBIEZ ) LDAP RE[HNEPMAYANED , UAEFHNSNEE
LDAP AR5z HIET.

A FFRIA TLS (LDAPS), ANZHF STARTTLS & , WISEREARL 2 LDAP iE#
LB, REHERBETREEER., AXIFFEX FPHLEPK LDAP fR%25.

SRS

& FPHLATAE R SMB =% NFS jj[a) Oracle ZFS Storage Appliance _FRIXHRIR ; &

AR PHEE — NE—RR FARAS. SMB/Windows A P REB R SRS (Security

Descriptor, SID) , UNIX/Linux Fi A& A ID (User ID, UID), FB AR al LR LAMIAK

f, XEELA4R SID ARiR (XFF Windows /) Z3&H4H ID (Group ID, GID) RiR
(X+F UNIX/Linux BB F) .

TEEBHE B XA TGRS RIRRES |, B RIFELSHNERLR , FlanED
;J'ENDiE FPEMTEA Active Directory i 7. XXTTHE LR & _E S RIRAA R ASR
BEE,

BEZMARIERINGHST , XK Active Directory, LDAP #1 NIS B RS, T
ZHERANBERBSE MY/ VOERETEREME.

UNIX $RiREE

Microsoft 3247 —IR#FRA“UNIX FRREHE"( 1dentity Management for UNIX, IDMU) HIZ/
BE. W ERT Windows Server 2003 , EE5 Windows Server 2003 R2 15 5 ik
ARG, WINRER Z AIFRA "Services for UNIX" KIZNBERI—FD9 (RAIFEIESEER) .

IDMU (EZREZ 3T Windows £E24 NIS/NFS fiR%25. IDMU ARFETE RIEE—
A5 UNIX FXHIZH - UID, GID, 3% shell, #21885% , S TABARMUNSH,
XESHRMEM AD BT MU RFC 2307 (EARTE2MR) sElIR NIS JRS{e
.
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RGERE

ARoiRE

5/ IDMU BREEARS |, S3RR5T AR 5543 X LE UNIX JBPEFE Windows 5435 UNIX
SR AR KRR, WHESETERNBRFIFERMN , BEESHIRHRFLEN

IDMU SRR | MAE AVFERERIER., (ERLTTAN , FoikfEmEm

HAET B RHRET.

ET B RS

ETBERHIRET & A LDAP 8f Active Directory X¥ 5 MNER X QA% S B 5 21X iy
FAE LR ESHREE. WRACE XS5 RBAREIINEME.

ET 2RSS

ET 2RI R AR B R ARG FHHIMN, XEMNFE Windows B35
UNIX Sz BRI EFXR.

BT BR 5
IRISAER TR A PN ET ARSI | RGBS A% IR
BHEE | IAAESL I EAEELEIR GBI . LA IGR UNIX % #R8) Windows F8

HERG LRI —/N SR |, {8 SMB AERAS AR Windows & FHIEHA AKX
Windows &4 FiH. 1B , NFS B FHUEA A "nobody" Fif .

UTETHATTANAS T LRE.

EIE74
3% IR % FI T8 Oracle ZFS Storage Appliance JF AR B35 T2 XIFR S . 1XLLTH
BN e B SRS oT iR,

JEAH Oracle ZFS Storage Appliance 5 Oracle HI/E 87 FARIZERE ; ATRUBIT X ]
B Oracle %% . JEMEFREKRS KR ZE.

[El4#& AR %55 Oracle STFFEHTIBISRIZ ML

v HIEIRE - ARSA Oracle IREIFRIE RS ENRF 0., RIGLEFMER , 7]
RAFTFF SR,
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ROERE

» /K - Oracle &% H/OBEEFRERAGERENIBIETET. 4—1 8
TERGARKET R TR A%/ OBk | Oracle STRFATRESIB MK PHIBIATKRA.
. %}?ﬁﬁﬂﬁ - @) Oracle RIXTEMIHE. , #R UETEAME R AMBECE AR 77658

R 55 PR

{F A RS HRE AT A M) Oracle ZFS Storage Appliance 3REXAN TR , WA= 55
MZFFRAEF

" RBFIS

" RGEA

o ARHRRAS

AJAZE Oracle STIFHIEMARFARE , NMARAREREREEMK Oracle & , AR AT AR AR
FEA. BMERT , BRRSIRE.

{7 A MR EH BX

TRIBA BB LMY (Simple Mail Transfer Protocol, SMTP) %43¥ Oracle ZFS Storage
Appliance £ R FTERME , BE BATIINEEREZR., SMTP REZHMNBAME ; ©
R EERZEE B 5 B AR,

MBI T , SMTP fR%-{E DNS (MXiE3R) WM A XEIMAE. INFIRE X
WEKIBECE DNS |, skEINE IR B MK IEMZE DNS MX ik , AL ZR%
FCE MBS SN B AR S5 2558 A T mBE.

a8 P 2% TR 1Y

AT B LR S TR MY (Simple Network Management Protocol, SNMP) 7£ Oracle ZFS
Storage Appliance IR HFATNEE : SNMP AT DM SREEE. |, ATABCE Lk
A1 SNMP [&F. ATRAER SNMP R 1 1 2c,

Syslog
syslog JHE & M Oracle ZFS Storage Appliance {£#iZ|— 1M EZ MEFE RGN/ NEHIH
S. Syslog feft 7 R &AL :

DG ERACE AE — RS MEFE RS A X syslog JEE.
» R E _EXFF syslog KIARZ-SKHE syslog IHEH A ZTFERLE.
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syslog AJABCE A{E A RFC 3164 R ZEHEIEES | 3 E RFC 5424 #RIKE

FHARA 4830, Syslog JBEMEX UDP $ER{EH. Eit , BRSNS E
7, BEMRKERGNGFARSEMEIEEIE , NaTgHRARREXLHE. B,
B RV ZOANEME R RERRBIENIEAT , —LIEE TR A HEF.

HEBZUTITE :

wE , AR IHENARGAFRRE

BN, R SHERKR N ERLE
EEVER | A REXELHRE] (A UTC B[EIERIR)
FHAE , BB RERATLER

PREE , R R IHE R ARSA M A TR

HE MRS AES

ARBRR

ARSI MRS AFMAMCENACE. 1M Oracle ZFS Storage Appliance % EIAR R
Mz ESERERE , MR EE ARG B E.

HE I

IV Y4 EHpB I TRER VIR |, UE Oracle ZFS Storage Appliance %35 1IER#EE FIRINEK
PR, MEEERE— N RAERE | BT ARSI RSN E AR K X TTiA
L FAREESER. RERINEEXZSEE BXARX TR BIEEREEEE.

BrLE S5

LA T BIESEERTRERS |, TUAERAF RFETINE . XBFEET N ERBHREFER
B, HBME AL ZRFSHRE TSRS, AT, IAAEINET R HIEFHHERN
HZRIE, MR4LLEET Oracle ZFS Storage Appliance FEAMEXE SIBEREZ &R
BMERE T EN |, BAR& LN N Z RIBHE 5N,

%‘Eﬁ%ﬁ%——?’ﬁﬁf‘}ﬁ , BEVRRBNE BB, AMEAT , IERELTZEMAK

/Chro

£H&

AR T SR EMARNATZICKIIRE.
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EEQUL

HITHE

BHITEEICR T BAEsh s (AIFERAF4ES BUI A1 CLI) FEIRgE. TRERT
BUI ] g4 BRI TTHESR B RA :

®2 HITHECR
B8] )izl FA HE LVEER
2013-10-12 05:20: | root galaxy Disabled ftp
24 service
2013-10-12 03:17: | root galaxy User logged in
05
2013-10-11 22:38: | root galaxy Browser session
56 timed out
2013-10-11 21:13: | root <console> Enabled ftp service
35

Bl&HE

MREAT B, MLAER B7RS Oracle ARG Z EEFEM. THE BUI
AJRER B/RKEIE K B IRG)

*x3 [E#& BFEICR
B[R] Ve R
2013-10-12 Uploaded file ‘cores/ak.45e5ddd1-ce92-c16e-b5eb- OK
05:24:09 9cb2a8091flc.tar.gz' to Oracle support

B LA

£/ Oracle ZFS Storage Appliance ¥|%Ezs i AR MRES , B UAS 2HREA
L "Help® (F5Bh) FEEEIISE T T XREBLEE.

R AFERL T2 B EFX Oracle ZFS Storage Appliance 5B~ ME 2 -

https://www.oracle.com/storage/nas/index.html

AT KA

24

R TSN RATELREN SR LMKRM Oracle ZFS Storage Appliance k%, Fo
EEHMBERIFASA. £ BUI LB &N , B M FREPRATA AN
"Help" (#8))) fHERERITAFRENTIEE.
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x4 AR5 3#Y
®RE SR E
Active Directory AR %-:Active_Directory
S5t BR%-:Identity_Mapping
DNS AR% DNS
HSEEEH AR%-:Dynamic_Routing
IPMP BRS5IPMP
NTP BB INTP
[El3% AR%:Phone_Home
MR hR%E R4 Service_Tags
SMTP BR%5:SMTP
SNMP RS :SNMP
Syslog AR%:Syslog
REHRR BR%:System_Identity
SSH AR%5:SSH
&5 AL SO
iE R E
SAN BCE:SAN
SAN:FC BCE:SAN:FC
SAN:SCSI BCE:SAN:SCSI
SAN:SRP BcE:SAN:SRP
HE oE e
RF fCE:R /-
BEIEWR [T =pri]
ik =i
& [T
%6 ARy
A R E
HERIR HERIR
W& HEZRIRBES
IS HZ %R Shadow_Migration
ZS[a) &1 H=Z %R Space_Management
ARG TRZE HZ %R Filesystem_Namespace
HERIR HERRAZRIR
BHL HERRHZRREN
Y HERRHAZRIEPNY
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