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TY-FEDO T T2 LUET, uncover TNEINAZT—A2FHHL T, I-RANL =V ZHIELET,
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BLOT-RINV=V R EHREL T BMTHEET 2IZN DI M d Y -V TIIRIETERNELD
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www.oracle.com/technetwork/server-storage/solarisstudio/downloads/index.html) T, ¥
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sample T AL ZMNNZIZIRDY = AD-R I 7L I NHDET,

main.c
previse 1.c
previse all.c
samplel.c
sample2.c
sample3.c
sampled.c

T—IDPRRERT

I=R7FIA4HF DYV M HLT, 3 HEHETOT 22 NETEET,

BHNIS—T—IDRERERT

-xprevise AV Z AT avEHHUTAFVEHET DL, 2V /1 T T o—% BB H
U, 7 —=&%YV=Aa—REFAUT L2 N)D binary-name.analyze 7L 27 RN)D static 77 «L 27K~
IZEXIAAET, IV A TTHRHINDFHIN T T —DFEFDY ANMIDOWTIX, 17 X=Y D[ §ia—
RO | 2L TEZIWN,

1. sample TAL 7RI T IRDIDINZANLTT IVr—vavzERLET,

S5 - xprevise A7 avid, JEHESEL 2577 -xanalyze=code L[AIUTT,

B Oracle Solaris D&

$ cc -xprevise main.c previse*.c samplel.c sample2.c sample3.c

B Oracle Linux D&

$ cc -xannotate -xprevise main.c previse*.c samplel.c sample2.c sample3.c

¥R - Fa-NITIDIDESTIE sampled.c #AV3A I UEFA,

T S5—FT—4h% sample/a.out.analyze/static TALZMIZEZAENET,
2. OA=R7FI71Y GUI 2&EHL THREERRLUET,

$ code-analyzer a.out &

3. I-R7FI4Y GUI MBAE. IV /3 VR R OD o 7 I—-RORIEM TSR | 4 71T RR I E
T (KGRI E T DFE EIZHDTFANE, 13 EOFHHI-ROMEI MR IN/ZZE2RUTOET,
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rOpenAnalysis =[: Results x| 9] previse_all.c xrlﬁlsamplel.c... ﬂﬂa@

Showing 13 Issues Show: | Snippets | Reviewed || lgnored | Mew | Fixed

-

& DFM Double Freeing Memory: [ QS R el
u w fdemolfSolarisStudioSamples/CodeAnalyzer/samp
24: void test for_doublefreei){
25: char * x = mallocid);
27: free(x);
28: /% <bug double-free= */ free{x) /* </bug= */; /% BAD */
20: 1

© INF Infinite Empty Loop:
| N B dijdemol/SolarisStudioSamples/CodefAnalyzer/samp
31 oeRkekkckkcccceccecinfinite Toop errorsseseereretrs
32: void test_for_infiloop ()
33: 1
34d: while (1) { }
3m: ¥

& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{long *}0

| fdemol/SolarisStudioSamples/CodeAnalyzerfsamp
67: char * gp;
63: int test for nulld {(int ctl)
69: {
70: *{long*)@ = @;
7l: *(int *)0 = Ox12345678;

@ NUL Null Pointer Dereference, Leaky Pointer Check: *{{{int *})0)}}
ey demo 1 /S olarisStudioSamples/CodeAnalyzerfsamp
63: int test for nulld (int ctl)
69: {
70: *{long*)& = @;
fl: ¥{ipt *)0 = 0x12345673;
72: char *p = gp;

& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{int *})0)}}
- N m vdemol/SolarisStudioSamples/CodefAnalyzerfsamp |«

27 TClE, ZRIEIZOWT, FIEOREE, FEN R O o= AT 7V D ISR BEIFD 771
WD T Y= A FRRPFAR R U2 I-RAZRYINERRINZET,

4 BRAIORE, TAE) -0 ~HEFH TI-D Mz £ RT3, T5-7 13 @ 22V9I70LFT,
RIEDAZY I N = ANEAE T/ SADNRRINET,
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© DOFM Double Freeing Mermory: O o =
! fdemolfSolarisStudioSamples/Codefnalyzerfsamplefprevis
24: void test for doublefree(d){
25 char * % = malloc{4];
27 freeix);
28 ¥ <bug double-free= */ free(x) /* =/bug= */; /% BAD */

29
¥ Stacktrace
¢ [0 Erile [0 call stack
%:J ® test for_doublefree at previse all o2&

%;) ¢ [ Free at Stack
: @ test for_doublefree at previse all co27

2RI N — 2B L ﬁﬂﬁgwﬁkﬁ%c:%ﬁﬁmz‘b\{37{3\/7’\)5‘ oInb, Fﬁ%%ﬁﬁgﬂbf::}:%ﬁ\‘
T EDBRIE DIV ET,

Rewviewed

A - MERBEADMEEIELRITT DI, TR AT D EFICHD THERF A I RE Y Y %
D ILET REVEREIVY L FEOIERRBIERINET,

5. BILZI=7A1aV& )7L T ARYI RN —A%FHAUET,
(LI TORNATY)—DFEAEY) B ED 1 DOBET ATy & 270970 T AZYZ N
L—A%EET,

ZDOMBEDTT—/ AT, TA') =D —E U FED T I -/ AL EIXD ML DO H
UMWEENTHET,

7. WAIOBEBFOHLEL TNy IUET,

V= AT 7AINHEE TR H U RFARRINET, T AL, V—AD-RO T O+
RIIZRRINET,
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[ Open Analysis x| Results x - 12 previse_all.c x|’ 2 samplel.c *r_lﬁﬂsampm-c x| 4] »|[+|[O

Source o E-5- Q&S Fig <o ¥ ¥ H
2] alse |
160 1
181 1 = 4;
162 ¥
183

(=} return 1 + J;
145 ¥
106
167 / umr bitop error /
108 struct ttt {
169 int a: 1; —
110 int b: 13| =
111 ¥ N
112
113 void test_for_umrbitop(void)
114 1
115 T struct tit t; =
R ———r e e A L Fom e e |

Details Window X | Details Window =
€ 15508 UMR Uninitialized Mernory Read i

Stacktrace

¢ [ Error path i e [ call stack

T test_for_umr at previse all c:86 T test_for_umr at previse_all o104

% test_for_umr at previse_all.c:104 B

% test_for_umr at previse_all.c:101
all.c:101

% test_for_umr at previse_all. ;95

@ test for_umr st previse

% test_for_umr at previse_all.c:92

% test_for_umr at previse_all.c:92

8. TI—/SANDZDMDEBITOTHLEX TNV TN E, TI5—IZDREN 52/ S A% I-RNT
BRETIET,

9 FEOIIED LM HDIEEE L @ 22097 T UMR T5—21 71245 2 A e
bi‘d—o
IA-RHFIREZOLNDIRRGRERED . TT—RXA T OBIADA Y SV NIV T T IIHF I FRRINE
ER

10.45 LMo X 220y 7L TCa-R7F514Y GUI 2HUE T,

BHXE)—ERT—IDRERERT

HHT =R IEL N ESDINDE T 7T TV r—avaz a2y 58V, Gl 2 fl A &, FEAT

UC.HIAER) =T 7 AT =A% INETEE T, discover CaHllBHEZAAATHNS T T r—vay

2EITTEILIZEOTRIEINDHIAE) T VL AL T—DY AMIDWTIE, 17 =T DI &Y

ARN=T 7L ADME ]S IRUTZIN,

1. sample TALZN)C YU INT I r—yavk g A7 ay TREELET,
ZOATYavTRT /WY I REHPERIN, TI-BFCEG TS - AT-FELUTH 51
WEI-RTFIA P CLRRTELLINBIET,

B Oracle Solaris DG&:

$ cc -g main.c previse*.c samplel.c sample2.c sample3.c
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B Oracle Linux D&

$ cc -xannotate -g main.c previse*.c samplel.c sample2.c sample3.c

¥R - Fa-NITIDIDESTIE sampled.c #AV3AIIUEFA,

2. FTIZEHBERED AN 3 FVIZEHIBRE 2 Ml A0A L Z 8 IE T IR0, NV —Y T =2 DINE
RHIEH 92 A FV DI -2 RIELET,

$ cp a.out a.out.save

3. discover C/NAFIZE IR Z L AAAET,

$ discover -a a.out

4. FHUBEREN SN A FVEEITUTHIATY - T 7R AT - A& NELET,

$ ./a.out

FAT) =T IR AL T—T &) sample/a.out.analyze/dynamic T AL ZMIZEIAEFNET,
5. I=R7FI4Y GUI B L T REEXRRLET,

$ code-analyzer a.out &
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W" 9] previse_all.c x|/ ] samplel.c x|/ ] sample2.c.. EEE@

Showing 16 Issues Show: | Snippets | Reviewed || lgnored | Mew | Fixed

-

© DFM Double Freeing Memory: —

‘et memeafdemol /SolarisStudioSamples/CodeAnalyzer/sam
24: void test for_doublefreei){

25: char * x = mallocid);

27: free(x);

28: /% <bug double-free= */ free{x) /* </bug= */; /% BAD */ —
20: 1

© INF Infinite Empty Loop: i NS
| N N W hjdemol/SolarisStudioSamples/CodeAnalyzer/sam
31 oeRkekkckkcccceccecinfinite Toop errorsseseereretrs
32: void test_for_infiloop ()
33: 1
34d: while (1) { }
3m: ¥

@& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{long *}0

et demo1 /S olarisStudioSamples/CodeAnalyzer/sam
67: char * gp;

63: int test for nulld {(int ctl)

69: {

70: *(Llong*)0
7l: ¥(int *)0

0;
0x12345678;

@& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{int *})0)})

S om e w sfdemolssolarisStudioSamples/CodeAnalyzerfsamg
63: int test for nulld (int ctl)

69: {

70: *{long*)& = @;

7l: *(int *)0 = Ox12345678;
72: char *p = gp;

@& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{int *})0)})
| N B vdemol/SolarisStudioSamples/CodeAnalyzer/sam

1]

MES 2702, L B A 'Y —ORIEO T AR R INET, MIEODIH O 5, i
I—RORE (1B) FAXBAT)—T 7L ADRE (V) OWTNTHENERLTOE
—d_o

6. FERETANZVV T UTEINAE)-DIEZ 2R R T 2I20E, MBI X T TIE A7V ar%
HERNLUET,

Oracle® Solaris Studio 12.4: A—R7+ S/ H¥Fa—N)T7IL



Issues Sources =
Issues: @ Care () All
¢ & Analysis: Dynamic
[] Static (13
Crnarnic [3)
7 @& Severity
[] @ ERROR (3]
(] iy waRrMING
¢ W Bug type
[] oFM (Daouble Freeing Mermary
[] IMF {Infinite Empty Laop)
[] MFR {Missing Function Return)
[] MR (Missing malloc Return Yalue Check
[] MUL {Mull Painter Dereference, Leaky Pair
[] UMR (Uninitialized Merory Read) (3)
[]%ES (DOut-of-scope Local Wariable Usage)
9 = Binaries
[]aoutis)
¢ [E Files
[] 8 samples.c (2]
[] 8 samplel.c (1)

KGRI B TV kL 8% 3 OB AE) - DRI TP RRINET,

R - PRE BB LR, TNOZEIETIUIIEN OB EME I NS A REED @O HED ZETY,
W R RDHEIZIE, TR TIDOE 2-T—RERINDHED W< OPHEEL THY, 722 UK,
ZTNHDRETIEED Y THRA Y MALETH o720 FIED R U DRI U T -4 7 RUATHELLY

T5/20TT,

7. TRTOFHHAE)-DOMEZ LR TDIIE, TRIEI 2T D EBIZHZTTNTISIARE ZER

LET, TR 2712, 6 ROFRATY - D ENRRINET,
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...ig;; Results x| 8 previse_all.c xr_lﬁ!;-‘]samplel.c xr_lﬁ!;-‘]sampleZc x| 4 HE@
Showing 6 Issues Show: lgnored | Mew | Fixed

® UMR uninitialized Memory Read: at address 40628 (4 bytes) on the heap il
N u pomm/demolSolarisStudioSamples/CodeAnalyzer/sample/samplel.c
7: #include <stdlib.h~
9: void add_0 1 put_in 2{int *p)
106: {
11: pl21 = plol + pl1l;
12: ¥

® UMR uninitialized Memory Read: at address 4062¢ (4 bytes) on the heap
/demol/SolarisStudioSamples/CodeAnalyzer/sample/samplel.c
7: #include <stdlib.h=
9: void add_0 1 put_in 2{int *p)
16: |
11: pl21 = plol + pl1l;
12: }

® UMR uninitialized Memory Read: at address 40634 (4 bytes) on the heap
/demol/SolarisStudioSamples/CodeAnalyzer/sample/samplel.«

12: ¥

14: void mul_3 4 put_in_S5{int *p)
15: {

16: plsl = pl31 * pl4l;

17: ¥

® UMR uninitialized Memory Read: at address 40638 (4 bytes) on the heap
w/demol/SolarisStudioSamples/CodeAnalyzerssample/samplel.«

12: ¥

14: void mul_3 4 put_in_S5{int *p)
15: {

16: pl51 = pI3] * plal;

17: ¥

® UMR uninitialized Memory Read: at address ffbffo38 (4 bytes) on the stac
iydemol/SolarisStudioSamples/CodeAnalyzer/sample/sample3.c |+

FoRIDBINI Nz 3 ORI EE TN, %L R EIZE D EHIZBIEL TS0 EERLET, £
RINTWDERYOMEDRNEELETIUEL 2 HHE 3 FHHOMBELMMIND WML HY F
ERS

A OREEFIEL COB R ZDNDEINAT) -7 7 ADRREE IEFRIZT DI, FREO [ %
IRy E 22V IUET,

FER- TFERIZTO LI HD TR RZ 2V T58 KT UEMEERHE T U RRTED
EOTRVET,

8. TI=TAAVEIVYILTAZYI N —AZRKRL, A OFEZHELET,
ZOMEDG & ALY = AIZNFOHUAZ Y 7 L) Y TAZY IS G ENET,
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@ UMR Uninitialized Mernory Read: at address 40628 (4 bytes) onthe heap @ O £3

;: #include =stdlib. h=

o woid add_0 1 put_in_2{int *p)

10: {

11: pl2]l = plel + pll];

12: }

X Stacktrace

¢ [ call stack i
% add_0_1 _put_in_2 at samplel.c11
'@ samplel at samplel .23 :
'@ main at main.c:11
'@ _start in a.out+0x10ecs

9. AXVIHNOBEBITCHELEX TINIVwILT V- AT77IVNOBEET 72K RUET,
V=277V L, 774D FDEEMT 1Y RIIZAZY I N —ANERINET,

|51V Results xr_lﬁ_l_-f]previse_all.c x

Source B-5-

fSolarisStudioSamples/Codednalyzer/samplefsamplel.c:11

e [ mllocated st Stack (size 40)

'@ samplel at samplel c:21
'@ main at main.c:11
'@ _start in a.out+0x10ecs

? // Show that four UMRs have the same root cause
/¢ (memory allocated at same place but not initialized)

#include <stdlib.h=

void add_© 1 put_in_2(int *p)

{
T plzl.=plol + pl1l:

{
T plal = pl3l * plal:

3
4

5

4]

7

g

2]

18

@

12

13

14 void mul_3 4 put_in_S{int *p)
15

@

17

18

19 int samplel()

20

21

22

1
[T int *p = malloc{lo*sizeof (1nt));

A el P

[« 1

Details Window X

ﬁ Is=ue UMR Uninitialized Mermory Read at address 40628 (4 bytes) on the heap

Stacktrace

¢ [ call stack e
% add_0_1 put_in_2 at samplel o1l -
'@ samplel at samplel .23
'@ main at main.c:11
'@ _start in a.out+0x10ecs

[ [allocated At Stack (size 40]]
'@ samplel at samplel c:21
'@ main at main.c:11
'@ _start in a.out+0x10ecs

10.45 EBEO X 22Vw 27U TCaA-R7FI710Y% GUI 2HUE T,

A—FHANRL—I TS DIREERT

[l

T — R E 7B AT) =T IR AT —REEL 2N E IR b5, 7V r—avm a5
VU, 22 FHAGA R, EITU T A= RINL =Y F=RZETEX T, BIIAT) - T 5—F— &%
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HEI DN -g AT ar Ty IV = ay 2L BICE, HRE 2 AR RTIIZN A F) DY —
EHEELTHNBRILIZRDET,

1.

FNV=D T = RIEED 72D FHABSREZ AR &S R FE A F V2 a8 -LET,

$ cp a.out.save a.out

uncover T\ FNZEHIBEREZ AR AT T,

$ uncover a.out

FHUBSREAT S NS FVEEFUTA-RINL -V T - R2NELET,
$ ./a.out

I=RANL=IF=ZD, sample T AL ZMIAD a.out.uc TALTZMNTESAENET,
a.out.uc 7L ZMNZHLUT uncover ZFETLET,

$ uncover -a a.out.uc

I-RANL =Y F—&D sample/a.out.analyze/uncover 7 AL ZMIZEEAZINET,
I-R7F74Y GUI ZEEU TR REZRRUET,

$ code-analyzer a.out &

MG 2702, B2, B AT - DR, BLOT-RAINL -V ORENR R INET,
FERETANA)YTUTI-RAINL =Y OREZ T2 F RT3, I T TN =T 1 4
VavEBERLET,

FERIZ 12 D= RANL =Y DREZ DR FRINET, A REOFINZIE, BAER 2 A
NU=Y DEENEEFNTOET, ZOE S, 54T 2 E N7 ANEEMUZGEIZT
TVr—=2av DEFH N =I DM =tV MEINT 20 R TOET,
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|51V_|EE] previse_all.c xr_lﬁ!_-T]sampIel.c x| Results =" Bsamplez.c =x 4»][=][o]

Showing 12 Issues Show:| Snippets " Reviewed " lgnored " Hew " Fixed |

& Uncovered Function: Potential Coverage 12.1% 00 il
~ test_for_memoryleak =
NidemolSolarisStudioSamples/CodeAnalyzerfsample/previse_al
37: memory Leak errore#steessteetstess
38: #define N 20
40: void test_for_memoryleak(void)
41: {
42: int *ptra, sum = 0;

4 Uncovered Function: Potential Coverage 9.7%

= test_for_aob
- | W e | l{demol,{SoIar|sStud|oSamgles,{CodeAnaI)gzer[sample,{prewse al
aob error
9 extern void bar {int *);
10: int test_for_aob(int len)
11: {
12: int i, allenl, s = 0;

4w Yncovered Function: Potential Coverage 8.6%
unction_with_large_functionality

- o fdermolfSolarisStudioSamplesfCodednalyzerfsamplefsample?. c 38
a5: helper_function_2{};

36 T

37 woid function_with_large_functionality ()

33 {

a6 helper_function_1{};

4 Uncovered Function: Potential Coverage 6.8%

“ test_for_nulld
- /SolarisStudioSamples/CodeAnalyzer/samplefprevise_al
66: null pointer dereference# i ksskiksstins
67: char * gp;
68: int test_for_nulld (int ctl)
69: {

4]

Evh - EFIZAZO-E 2RI ANTORMEEFRRTDITIE, TFERIZTD EEHIZHZ T A=RYN ]

Snippets

NV 22V 7L TCI-RAZRY NN IERRIZUET,

[RE ] 27 Tld, N —Y DRIED 9 3 previse all.c V—AT771)V, 3 A sample2.c. B&
O 1 43 previse 1.c IZHEFNTVET,

7. sample2.c 77 1IVORIEZ T2 KR TDIZE, [MEIXTTEDOI7ANDA TV avzERLET,

ZOW T, THER 127121, sample2.c TROM 272 3 HFEDI-RAINL =Y DR IIVRERIN
i‘—é—o
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|51V_|EE] previse_all.c xr_lﬁﬂsamplel.c x[: Results =" B samplez.c = =l

Showing 3 Issues Show:| Snippets " Reviewed " lgnored " Hew " Fixed |

= function_with_large_functionality
: _ “tdemnolfSolarisStudioSamples/Codednalyzer/samplefsample?. c: 38

& Uncovered Function: Potential Coverage 5.6%
g o 6 @ R

a5: helper_function_2{};

36 T

37 woid function_with_large_functionality ()
33 {

a6 helper_function_1{};

Uncovered Function: Potential Coverage 2.2%
function_with_small_functionality
I m fdemolsSolarisStudioSamplesf/CodeAnalyzerfsamplefsample2.c:4:

39: helper_function 1();

40: ¥

42: void function with_small_functionality()
43: {

a4 helper_function 5();

Uncovered Function: Potential Coverage 1.3%
report_error
e e memew'demo1/SolarisStudioSamplesf/CodeAnalyzerfsamplefsample2.c:4¢

a4 helper_function 5();

45: }

47: void report_error()

48: £

49: printf{"an error has occurredin");

8. WINLDMETY—-AT7ANISADV Y I% IV I LT = AT7 IV EREET, EOREIZE
ETAAVIRHNDET V-—AT7 ()N & FAAZO-)ILVLET,

|51V_|EE] previse_all.c xr_lﬁﬂsamplel.c xr Results = 'E]samplelc x EEE@

Source @ B-8- G5 F = | g = R H
29 printf(“helper_function_2yn"}; =
30 helper_function_3(};

&L

32 void helper_function_1()

3= B[1

34 printf(“helper_function_1yn"};

5 helper_function_2(};

36 ¥

37 | wvoid function_with_large_functionality()

@ 1

39 [T helper_function_1(}; ]
40 ¥

41

42 wvoid function_with_small_functionality(} i =
@ i n
44 T helper_function_5(};

45 ¥

45

47 | void report_error(]} |
@ 8|

49 T printf("an error has occcurredyn®l;

50 ¥

Sl

52 |int sample2() =

[« I | L]
Details Window X =l

6 Is=ue Uncovered Function Potential Coverage §.6%
function_with_large_functionality

HNA=INTORNI-RIFE O HR T INET,
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T7ANTROMSIEANL -V DREIE, BE Ty W Ty—r3INnET,

codean AVY YV R{TY—ILD{EFH

I-R7F AT DTRTOMEEER . codean IV RTCEFEIFRIZHHTEE T, ZDEITavld, codean O
YYUREHHAUTI-RTHUNFI-ROREEZ M5 515%, SolarisStudioSampleApplications
DEL sample 70T A% {FHS>THHTLIENF - N)TILTT,

1. ZOFa—-N)TINVDOLEIDY 7Y 3> Tl sampled.c 2V ANV U TOERATUZ, cat IV R%E
HHALTZO77 VA2 T L a-LET,

$ cat sample_4.c
int another new umr()

{

return 0;
else
return 1;

}

int i BIHIEINTHRWZ L2 ERLET,
2. V=A%V UTHINL R-he AR LET,

Oracle Solaris D¥G&:

$ cc -g -xprevise main.c previse_l.c previse_all.c samplel.c sample2.c sample3.c

Oracle Linux D54

$ cc -xannotate -g -xprevise main.c previse_1l.c previse_all.c samplel.c sample2.c sample3.c

3. codean --save A7V aVEMEHLUTEHRKL - a.out ITIETELE T,

$ codean --save -s a.out
4. sampled.c ZE 8T sample 7 /)= avacmay /) (IVLET,

Oracle Solaris DIGE:
$ cc -g -xprevise *.c
Oracle Linux D&

$ cc -g -xannotate -xprevise *.c

ZOF U main NOIFOHIIND ZLIZHVEFAN HLWV UMR TI—2REIEET,
5. --whatisnew A 7Y arvEMHU T, M7z IBINI N/ AR EIC B L AR - IS LE T,

$ codean --whatisnew -s a.out
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STATIC report of a.out showing new issues:
Compare the latest results against a.out.analyze/history/2014.8.4.14.49.56...
ERROR 1 (UMR): accessing uninitialized data: i at:

another new umr() <sample 4.c : 4>

1: int another_new_umr()
2: {

3: int 1i;

4:=> if (1)

5: return 0;

PREVISE SUMMARY for a.out: 1 new error(s), @ new warning(s), @ new leak(s) in total

ROEIZ, codean (ZE>THEBKINDEAI-ROMEIZEE TS HTML LAR— e RUET,

Warnings ' Mermory Leaks !

1. UMR: accessing uninitialized data: i

Stack Trace

Expand all
Collapse all

Source Code

Expand All
Collapse All

w

how Errors

ECEEEEREARR

Summary
Errors: 1

Warnings: 0

codean DFEHHIZ DWW T, TOracle Solaris Studio 12.4: I—-R7F I/ P a—-HP-XHAR jOIa-R
TFIAYDOARY RIFAV AT = A B L codean(1) DY =a 7N R=VUZSBBLUTIZIN,

A—R7F M TREIN BBz ERLI—FOdE

I-RT7F I TR INZH L BDMEREIETSIET, A-RIZR O o/2ENDZ <DORED
fRETCE, O-RDMEE ZENZ KESHEETIXT,

TS — A CIE T TV =Y ay NOGEMRARI-RE M TXE4H 28R4 2 5 H
DET, BIMREIZI-ROMEZLVEE RG220, ZOLDBITI- DR RIEIIEZ I HET,
O-RANL—=V BB, BT ANAAL—NOWEIZEE I HET,
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I-R7F AP TIEIING 3 FHEOREBEDFEEVLHEEIN, G2 EHEELRI-RONEITRT 1 D0
V=)V TCIFHIENTEET,

A—R7F AV - TREHIhDBENLTS—

a2, discover, 8L uncover I&, I—RADERAI-RORE, B AT -7 72 ADRE, &
OHANL=YDREERELET, 207> ar Tl IV TR SN, I-RT7F 51 Tok
XINDLTT—DFEFIZ OV THIILE T,

INHEDITIT—-LEEDFMIZDOWTIE, [Oracle Solaris Studio 12.4: A=K7 F A F2—-H =X} A
R IOk ATO=RT7F A FTHHINETT— |2 S RUTIZIN,

#HI—RFOBE

H - RMRE TIZ IROBHD TI-DRHEINE T,

ABR: BB R %8 2 55t AHY) (beyond array bounds read)

ABW: FEAIRR %A 5EZIAA (beyond array bounds write)
DFM: AEY-0D —EHfi#i (double freeing memory)

ECV: BI/RAIEIFv ANE K (explicit type cast violation)

FMR: fEAAE)—DiAHY (freed memory read)

FMW: f#EAAE)-DEXIAA (freed memory write)

INF: ZZD R —7 (infinite empty loop)

MLK: XE€VY-1)—27 (memory leak)

MFR: B D )#2L (missing function return)

MRC: malloc EDEDMERL (missing malloc return value check)
NFR: #J#{b XN THROEEE DR (uninitialized function return)

RFM: f#fliFF A AEY—%3K 9 (return freed memory)

UMR: LI N THRNAE) =D A LI N TORO AT —DFEAID E Y MELF
(uninitialized memory read, uninitialized memory read bit operation)

URV: ffHINTORWEDME (unused return value)

B VES: Aa-7HTOREBOMHA (out-of-scope local variable usage)

EIMXEY—T I ADEE

AT =T 7 AMAE T IROFBEDO LT - INET,

B ABR: BFIERZZ 5540 (beyond array bounds read)
B ABW: fl5IE5 28k 2 2E X AA (beyond array bounds write)
B BFM: RIEZ4%EE% AE)— (bad free memory)
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BRP: RNIEZ realloc 7 RV A/XF A=4 (bad realloc address parameter)
CGB: U724 —R 710w (corrupted guard block)

DFM: AEY-0D —&Hfi# i (double freeing memory)

FMR: f# g A AT —DiiAHY (freed memory read)

FMW: S AAT)-DEZXIAA (freed memory write)

FRP: fi#fiti% & Realloc /87 A—4% (freed realloc parameter)

IMR: )72 AE)—DFAHY (invalid memory read)

IMW: #E&)72AEY —DEHEXIAA (invalid memory write)

MLK: A€Y—-1)—2 (memory leak)

OLP: V| Z Il E# (overlapping source and destination)

PIR: #3 HZHIA LI 725 A Y (partially initialized read)

SBR: A&y 75t %A 55iAHLY) (beyond stack bounds read)

SBW: A& 7157 %2 5FH EiAH (beyond stack bounds write)

UAR: )4 TENTORNWAEY-DFHAHY (unallocated memory read)
UAW: ED) Y TOEN TR AEY-DEXIAA (unallocated memory write)
UMR: #IHEXINTORNAEY =D FAHY (uninitialized memory read)

B AE) -7 7t ARAE T IROFBEOE LI MHINET,

B AZS: 0 Y1 ADE) YT (allocating zero size)

B MLK: A€)-Y—=7 (memory leak)

B SMR: BBEHZIERI LAY -DEDEEAHLY (speculative uninitialized memory read)

OA—RANL—SOREE
DRI —TRRE Tl I A= SN TR X hE T, S5 Homor -k AL -
DRI T8 =X TR B £ T LA D, I IER A8 — DEI AR X hES, =

DEIGIE, LT DEBENN-T 2T ANBIU G EIZT TV = ay OGN = )M 73—
LU MNEINT 20 & RUTVET,
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