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sample &V FFEFFAT SolarisStudioSampleApplications B3R CodeAnalyzer FHRH,
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main.c
previse 1.c
previse all.c
samplel.c
sample2.c
sample3.c
sampled.c
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S B R B

FATAE AR A2 TR\ 2 W =Fh2 AR,

W S B IRER S SR TR

{# F -xprevise JFaR A B HHHISCHFRT |, SWiFas & B I BE S MR I SR RN R DT
1 E%EF‘E‘] bmary name.analyze B3R static FERH ., BRIMFHRTKEINFHTERAZLETT)
x ,ES NEHEAERE [15],

1. 7£ sample BRF , AT HREAERN BREFF

7 - -xprevise IS -xanalyze=code ﬁﬁ( ) E%E’—ﬁ-ﬁﬁo

m 1£ Oracle Solaris _I :

$ cc -xprevise main.c previse*.c samplel.c sample2.c sample3.c

m 7f Oracle Linux _k :

$ cc -xannotate -xprevise main.c previse*.c samplel.c sample2.c sample3.c

i - BEERLER S TTEYRIFE sampled. c,

Fr AR RBIEE B\ sample/a.out.analyze/static B3R,
2. BEhMRELAHTES GUI IBERLER

$ code-analyzer a.out &

3. WAPBFTFFARRLHTES GUI, "Results” (5R) &4 BRGmFAa R IMEsSRLR)
5, "Results" (&R) */TKZEJ:E@IZIKTET%ZELT‘F_ FrS A RER)EL,
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rOpenAnalysis =[: Results x| 9] previse_all.c xrlﬁlsamplel.c... ﬂﬂa@

Showing 13 Issues Show: | Snippets | Reviewed || lgnored | Mew | Fixed

& DFM Double Freeing Memory: O U 3
/demol/SolarisStudioSamples/CodeAnalyzer/samp
24: void test for_doublefreei){
25: char * x = mallocid);
27: free(x);
28: /% <bug double-free= */ free{x) /* </bug= */; /% BAD */
20: 1

© INF Infinite Empty Loop:
H . B dijdemol/SolarisStudioSamples/CodefAnalyzer/samp
31 oeRkekkckkcccceccecinfinite Toop errorsseseereretrs
32: void test_for_infiloop ()
33: 1
34d: while (1) { }
3m: ¥

& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{long *}0
| fdemol/SolarisStudioSamples/CodeAnalyzerfsamp
67: char * gp;
63: int test for nulld {(int ctl)
69: {
70: *{long*)@ = @;
7l: ¥(int *)0 = 0x12345678;

@ NUL Null Pointer Dereference, Leaky Pointer Check: *{{{int *})0)}}
ey demo 1 /S olarisStudioSamples/CodeAnalyzerfsamp
63: int test for nulld (int ctl)
69: {
70: *{long*)& = @;
fl: ¥{ipt *)0 = 0x12345673;
72: char *p = gp;

& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{int *})0)}}
- N m vdemol/SolarisStudioSamples/CodefAnalyzerfsamp |«

XFEANA , AR BIREEEEE | RIS ARSI 128 PAROZ SR R B /R AR R
IERBATHRAREB AR,

4, BEFHXE—EE ("Double Freeing Memory" (NERIMANE) (%) RELZEE , F48
THEERES @,
SCEPR T RIB AR R ER |, H P BRFERIRIZ
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© DOFM Double Freeing Mermory: O o =
! fdemolfSolarisStudioSamples/Codefnalyzerfsamplefprevis
24: void test for doublefree(d){
25 char * % = malloc{4];
27 freeix);
28 ¥ <bug double-free= */ free(x) /* =/bug= */; /% BAD */

29
¥ Stacktrace
¢ [0 Erile [0 call stack
%—) ® test for_doublefree at previse all o2&

%.:) ¢ [ Free at Stack
: @ test for_doublefree at previse all co27

IR, EFTTPMARIRERNS | RERA LANERNA @ R ©, 1EREEEER T AR,

i d
- Wi S Results” (45R) FRASTREMN "Reviewed” (BEE) bl ot wiamad,

ZBFRNIAE, BIXAGHIRE BRI

5. BER—MERESRARITIHERRIRER.

6 sz A "Uninitialized Memory Read” (ERFHIAKAIPT) CEMBEREEERE & 7
FTFF AR ER.
SR B AR IR 12 AT R & R EE FiiZ 2 F "Double Freeing Memory" (WEREANTE) 6]
IR IEAZ AT A A R BUA .

7. WEF—NERHARA.

ilttﬂﬂgﬂﬂ?‘}ﬁ%# , FEREBREAR. R RIERARD T K "Details Window" (1%
HMEEEN) F.
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[ Open Analysis x| Results x - 12 previse_all.c x|’ 2 samplel.c X@SampleZc x| 4] »|[+|[O

Source - - GRL S IR SEoE #: _c 9 H
2] alse |
160 1
181 1 = 4;
162 ¥
183

(=} return 1 + J;
165 -1
106
187
168 & struct ttt {
169 int a: 1; —
110 int b: 13| =
111 - 1; N
112
113 void test_for_umrbitop(void)
114 1
115 T struct tit t; =
R ———r e e A L Fom e e |

Details Window X | Details Window =]
€ 15508 UMR Uninitialized Mernory Read i
Stacktrace
¢ [ Error path i e [ call stack
T test_for_umr at previse all c:86 T test_for_umr at previse_all o104

% test_for_umr at previse_all.c:104

% test_for_umr at previse_all.c:101
all.c:10l

% test_for_umr at previse_all. ;95

@ test for_umr st previse

% test_for_umr at previse_all.c:92

% test_for_umr at previse_all.c:92

8. XUl iRIAE A H feR ¥ A LUA B 2R S BRI,

BRI SR RS ER O T T #4% UMR SERIFEINE S (55,
BRAES BN S es b BoR T SRRSSRI A | P aiEARLREFIn] e A,
10. IR4A _EAK X KARBELHTEE GUI,

WM B IRENENFE B EIRE

TR BWE TEHISEIR , BETURE. BNFEITN AR R ESNSHNFA IR, X8
IR discover &M BFEFAREE1TN AFEFHEINsESRNERREERRSIEK |, B30 ERN
FiAR) R [16],
1. 7£ sample B3R , {#H - LA RAEGIN FEF.

PET AT FREE , AM{ERBOTES o] LB RN ZERIBRRBIITSEE.

m £ Oracle Solaris _t :

$ cc -g main.c previse*.c samplel.c sample2.c sample3.c
m  ff Oracle Linux _E :

$ cc -xannotate -g main.c previse*.c samplel.c sample2.c sample3.c

i - BRERLER Y TTHIRIF sampled. c,

2. BRFPZZHFIARIA S EE S EBIRIER , FATIEGINE AN — 253 ¢+,

$ cp a.out a.out.save
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3. {FF3 discover &M —#HHISCH .

$ discover -a a.out

4. BTN A SIS AR ShSRNF IR EE.
$ ./a.out

NERNFARSENREIEE S N sample/a.out.analyze/dynamic B3%.
5. BRI aHrss GUI IBEFRLER.

$ code-analyzer a.out &

W" 9] previse_all.c x|/ ] samplel.c x|/ ] sample2.c.. EEE@

Showing 16 Issues Show: | Snippets | Reviewed || lgnored | Mew | Fixed

-

© DFM Double Freeing Memory: —

‘et memeafdemol /SolarisStudioSamples/CodeAnalyzer/sam
24: void test for_doublefreei){

25: char * x = mallocid);

27: free(x);

28: /% <bug double-free= */ free{x) /* </bug= */; /% BAD */ —
20: 1

© INF Infinite Empty Loop: i NS
| N N W hjdemol/SolarisStudioSamples/CodeAnalyzer/sam
31 oeRkekkckkcccceccecinfinite Toop errorsseseereretrs
32: void test_for_infiloop ()
33: 1
34d: while (1) { }
3m: ¥

@& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{long *}0

et demo1 /S olarisStudioSamples/CodeAnalyzer/sam
67: char * gp;

63: int test for nulld {(int ctl)

69: {

70: *{long*)@ = @;

7l: *(int *)0 = Ox12345678;

@& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{int *})0)})
] =i N B d/demol/SolarisStudioSamples/CodeAnalyzerfsami
63: int test for nulld (int ctl)
69: {
70: *(long*)d = 0O;
fl: ¥(int *)0 = 0x12345678;
72: char #p = gp;

@& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{int *})0)})
: o . B Wdemol/SolarisStudioSamples/CodeAnalyzer/fsam) |«

"Results” (45R) ArEERIE BHSREAZNSAFRE. [RLEUHHA RS =B E ] TSR R)E
RFFSARRE (1R180) CENENFIREM (RERR) .

6. BLIBERUENBRNEANFRD | BFE "Issues” ([AJEl) AREEFEF "Dynamic” () i
I,
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Issues Sources =
Issues: @ Care () All
¢ & Analysis: Dynamic
[] Static (13
Crnarnic [3)
7 @& Severity
[] @ ERROR (3]
(] iy waRrMING
¢ W Bug type
[] oFM (Daouble Freeing Mermary
[] IMF {Infinite Empty Laop)
[] MFR {Missing Function Return)
[] MR (Missing malloc Return Yalue Check
[] MUL {Mull Painter Dereference, Leaky Pair
[] UMR (Uninitialized Merory Read) (3)
[]%ES (DOut-of-scope Local Wariable Usage)
9 = Binaries
[]aoutis)
¢ [E Files
[] 8 samples.c (2]
[] 8 samplel.c (1)

WA , "Results” (45R) RENBR=ONERNFE.

& - BRZORBERREREREMAE. —MeOREEE 248 "Al' (F1F) AEFIIHME
ANMELR , 510, R RS A A R 2 Ao R Ekth BLE R —eR e R —¥iEstit |

7. BEEEMANSHEEB , EFEE "Issues” ([Al) ARETHHR "All" (FfF) BiEiRd. I
7£ , "Results" (£&R) HEBRANINIENEFR-,
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...ig;; Results x| 8 previse_all.c xrl_a-‘]samplel.c x@samplelc x| 4 r||=|[O
Showing 6 Issues Show: | Snippets lgnored | Mew | Fixed

® UMR uninitialized Memory Read: at address 40628 (4 bytes) on the heap il
N u demol/SolarisStudioSamples/CodeAnalyzer/sample/samplel.«
7: #include <stdlib.h~
9: void add_0 1 put_in 2{int *p)
106: {
11: pl21 = plol + pl1l;
12: ¥

® UMR uninitialized Memory Read: at address 4062¢ (4 bytes) on the heap
/demol/SolarisStudioSamples/CodeAnalyzer/sample/samplel.c
7: #include <stdlib.h=
9: void add_0 1 put_in 2{int *p)
16: |
11: pl21 = plol + pl1l;
12: }

® UMR uninitialized Memory Read: at address 40634 (4 bytes) on the heap
/demol/SolarisStudioSamples/CodeAnalyzer/sample/samplel.«

12: ¥

14: void mul_3 4 put_in_S5{int *p)
15: {

16: pl51 = pI3] * plal;

17: ¥

® UMR uninitialized Memory Read: at address 40638 (4 bytes) on the heap
w/demol/SolarisStudioSamples/CodeAnalyzerssample/samplel.«

12: ¥

14: void mul_3 4 put_in_S5{int *p)
15: {

16: plsl = pl31 * pl4l;

17: ¥

® UMR uninitialized Memory Read: at address ffbffo38 (4 bytes) on the stac
iydemol/SolarisStudioSamples/CodeAnalyzer/sample/sample3.c

1

BECHAMBIBREEFR=10E , 3T HRENNATS%OREEXREK. EETHENARE
SR TREETHNE—REG , TREERTEREZAME=ANE-,

ZIEREE N E A R R RSN TF IR R | 1E R EGAN X R

"Ignore" (ZRE) 1R4A L,

- DUR , B #d "Results” FRETREDK “Ignored” (228) 1%l , ATAEFE/RRHARIALL,

8. AT BT RENU B RHEARIRERRAESE—NEH,
SHFIRIER | AR IRIREFE "Call Stack” (VEFEHEAR) 0 "Allocated At Stack" (Hk_ERIE S ED

=) .
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@ UMR Uninitialized Mernory Read: at address 40628 (4 bytes) on the heap (1 ]
fSolarisStudioSamples/Codednalyzer/samplefsamplel.c:11
71 #include =stdlib.h=
o woid add_0 1 put_in_2{int *p)

10 {

11: pl2] = plal + pl1]

120 1

X Stacktrace

¢ [ call stack i e [ allocated At Stack (size 40)
% add_0_1 _put_in_2 at samplel.c11 % samplel at samplel c21
'@ samplel at samplel .23 '@ main at main.c:11
'@ main at main.c 11 '@ _start in a.out+0x10ecs

'@ _start in a.out+0x10ecs

9. XAk R FOA B E B IR REX T,
FTFRURSCAERT |, AR ER B/RFEASCF T#Y "Details Window" (VFEHMEEEH) .

|51V Results xr_lﬁlj previse_all.c x| 4 HE@
Source =~ Ol - B
3 7 =
4 ~m
5 ? // Show that four UMRs have the same root cause i
[ £f (memory allocated at same place but not initialized)
7 #include <stdlib.h=
g
] void add_© 1 put_in_2(int *p) =
10 1 =
@ T plzl.=plol + pl1l:
1z L} m
13 .
14 void mul_3 4 put_in_S{int *p)
15 1 =
@ T plal = pl3l * plal:
17 ¥
18
19 int samplel()
20 1
1 int *#p = malloc(le*sizeof (int));
22 =
e dd Y P —
] I | [+]
Details Window X =1
ﬁ Is=ue UMR Uninitialized Mermory Read at address 40628 (4 bytes) on the heap
Stacktrace

¢ [ call stack
% add_0_1 _put_in_2 at samplel.c11
'@ samplel at samplel .23

¢ [ [allocated At Stack (size 40]]
'@ samplel at samplel c:21
'@ main at main.c:11

'@ _start in a.out+0x10ecs

'@ main at main.c:11
'@ _start in a.out+0x10ecs

10. #A_LAH X KA GUL.

W EM B RAEE R EUR

TR B BWE T S SEIRSENERNF ISR , SR AE. RIS TT AL R R E
mEIE. BEE , ERESNTNFERBIEZ AER -0 ERARN RRRF |, Sl — S HI3c 4t
ZHIRE T ER—TRIE,

1. SHERNKERE_EBHEUNETE R BN E.
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$ cp a.out.save a.out

1§ A uncover &M — 3504

$ uncover a.out

BATRIME A RSO DA SR R AL R HUE
$ ./a.out

RIDBE IR SN sample BRFPH a.out.uc BR,
Xt a.out.uc H3FIE{T uncover,

$ uncover -a a.out.uc

RIBEHIEEB A sample/a.out.analyze/uncover H3x,
JENRIBAHTES GUI IBEL

$ code-analyzer a.out &

"Results” (£R) WERNBRSEERE, hENFEBFAEE SR,
FERERMEN B RBE SR | 57 "Issues” (|a)#l) AREHI%EF "Coverage" (Bm)
I,

IFE , "Results” (ER) HENBRTZMBEZRS. SMNIAK#RPHaE—MNEE
E‘]E;E.EE%H: : lﬂ:ﬁﬁj\btm'f— I INZE S AR R R BB I N Y R R S RN E =
Aatl.

|5{ 8 previse_all.c xrl_a"‘]samplel_c x| Results x|’ 3 sample2.c x 4 b||>|O
Showing 12 Issues Show: | Snippets lgnored | Mew | Fixed

-

& Uncovered Function: Potential Coverage 12.1% o 2
~ test_for_memoryleak =
NidemolSolarisStudioSamples/CodeAnalyzerfsample/previse_al
37: memory Leak errore#steessteetstess
38: #define N 20
40: void test_for_memoryleak(void)
41: {
42: int *ptra, sum = 0;

Uncovered Function: Potential Coverage 9.7%
test_for_aob
[ [ ] l{demol,{SoIar|sStud|oSamgles,{CodeAnaI)gzer[sample,{prewse al
:H aob error
9: extern void bar {int *);
10: int test_for_aob(int len)
11: {
12: int i, allenl, s = 0;

Unecovered Function: Potential Coverage 8.6%
function_with_large_functionality
fdermolfSolarisStudioSamplesfCodesnalyeerfsamplefsample?. c:38

35, helper_function_2{};

36 T

37 woid function_with_large_functionality ()
33 {

a6 helper_function_1{};

Uncovered Function: Potential Coverage 6.8%

test_for_nulld

e b s fSolarisStudioSamplesfCodeAnalyzer/sample/previse_al
66: null pointer dereference# i ksskiksstins

67: char * gp;

68: int test_for_nulld (int ctl)

69: { -
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R - BEEFARMMNE TR | it Results’ (45R) AT "Snippets” (ELA
STPPEES | |y bR 1 ER,

B) =4

7£ "Issues" ([AJf) ARZE | previse all.c JBXHFHNNEEEH , sample2.c JBXHFH
=ANEEA)E Jﬁ , T previse_1.c JEXXHFFH —INEERE,

7. B{VEIR sample2.c MR , IEFE "Issues” ([a)dl) FREE_EEAHIZSCEEXT I FET,
"Results” (£5R) AREIE{NEB/RTE sample2.c *Tﬂzéﬂﬁ‘]:"ﬁﬂ%ﬁlﬂﬂo

|5{ 8 previse_all.c xrl_a"‘]samplel_c x[: Results x|’ 3 sample2.c x 4 b||>|O
Showing 3 Issues Show: | Snippets lgnored | Mew | Fixed

. Uncovered Function: Potential Coverage 2.6% 0o
functlon W|th _large_functionality -
“tdemnolfSolarisStudioSamples/Codednalyzer/samplefsample?. c: 38

35 helper_function_2();

36 T

37 woid function_with_large_functionality ()
33 {

a6 helper_function_1{};

&+ Uncovered Function: Potential Coverage 2.2%
= function_with_small_functionality

i W W WwWdemol/SolarisStudioSamples/CodeAnalyzer/sample/sample2.c:4:
39: helper_function 1();
40: ¥
42: void function with_small_functionality()
43: {
a4 helper_function 5();

Uncovered Function: Potential Coverage 1.3%
report_error
e smemew'demol /SolarisStudioSamples/CodeAnalyzer/sample/sample2.c: 4¢

a4 helper_function 5();

45: }

47: void report_error()

48: £

49: printf{"an error has occurredin");

8. %ﬁi%;ﬂ—/\lﬂ BRFSH ARG I TR RS . IR MRS , BRIEL LA ERE)
= O KIVR,
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|51V|_E‘| previse_all.c xrl_a-‘]samplel.c xr Results = EgE‘IsampleZc x 4 r||=|[O
Source - - GRL S IR SEoE #: _c 9 H

29 { printf(“helper_function_2yn"};

30 helper_function_3(};
3l ¥
| void helper_function_1()
1
printf(“helper_function_1yn"};
helper_function_2();

oid function_with_large_functionality()

32

33

34

35

28

a7

Lo L
SQ[T helper_function_1(};
4

41

42

4 |

44

45

45

A

i

~void function_with_small_functienality()

1

helper_function_5();
i

47 | void report_error(]}

@ 2 {
49 T printf("an error has occcurredyn®l;
50 1

Sl
52 |int sample2()

P

[4] Il ] [

Details Window X =

6 Is=ue Uncovered Function Potential Coverage §.6%
function_with_large_functionality

[l

B AR AT S SRARC R S D,
BN E S SR S B B,

{£H codean i 1T LR

25t , ATRUEI codean a5 SMERRBEAMTZSFRETBIIRE. AED B FANAEA codean 45
SR IARBEH R FTERSABE A SN B4 ZFE , KT SolarisStudioSampleApplications R —
sample F& /7.

1. AFFEREAIZENTDDKIME sanpled.c, TJFER cat HOTTIIH,

$ cat sample_4.c
int another new umr()
{
int i;
if (i)
return 0;
else
return 1;

}

BEE , int 1 KYEAMK.
2. YpFIRARIEIFE R SIRE.
7£ Oracle Solaris _k :
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$ cc -g -xprevise main.c previse_l.c previse_all.c samplel.c sample2.c sample3.c
1£ Oracle Linux _E :

$ cc -xannotate -g -xprevise main.c previse_l.c previse_all.c samplel.c sample2.c sample3.c

3. {#H codean --save WHUKFHSIRERTFE] a.out,

$ codean --save -s a.out

4. EHIRIZE sample NFFERF (OXIRBIFE sampled.c) .
7t Oracle Solaris _t :

$ cc -g -xprevise *.c
%&£ Oracle Linux _E :

$ cc -g -xannotate -xprevise *.c

BUHTEREM SR A M main VAT , (BEXRS| A—1F1HK UMR R,
5. {#H --whatisnew 1M A] RENA A MAEESRE KRS .

$ codean --whatisnew -s a.out

STATIC report of a.out showing new issues:

Compare the latest results against a.out.analyze/history/2014.8.4.14.49.56...
ERROR 1 (UMR): accessing uninitialized data: i at:

another_new_umr() <sample 4.c : 4>

1: int another new umr()
2: {

3: int 1i;

4:=> if (1)

5: return 0;

PREVISE SUMMARY for a.out: 1 new error(s), @ new warning(s), @ new leak(s) in total

TERERT B X codean A AHER SRR BA HTML 1RE.
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~ Errors T Warnings ' Memory Leaks !

1. UMR: accessing uninitialized data: i

Stack Trace

Expand all
Collapse all

Source Code
Expand All
Collapse All

Show Errors

ECEEEEREARR

Summary
Errors: 1
Warnings: 0

Leaks: O

BHX codean IEZ(ZE , 55N, (Oracle Solaris Studio 12.4 : RIS 288 FPERE ) PR
TR ST HRE"M codean (1) FHA.

AR TS TRE K [R) S R B AR

Eg{@‘é’égﬁﬂsﬁﬁﬁ%ﬁﬁﬂE‘]ﬂ%l‘)l‘ﬂﬂ , NOXRERS THIR AR IRE R AR A KSR S B f
EMFEEN.

BARFFSARE A LRI TR PR A R AES |, (BRATREFERIR. S SKEHEKEIT
/_%gﬁ%%& , (EEREB R AR T MRAERTR FENRLE, ARLE SR EE ] BN
'l«I o

REDHTHRBEE T X=MEERURNER | EEEBE— D TAP X B REH TR,

RS LRIKEIRFER R

Yi¥2%. discover A uncover AJESEMABRF EHFF SR, shERNFEARIRBALEE)
B, AESFIE T BXET AAMFHRAIESNT 28 0T HIS ERR IR,

BARXLERNELEMNELZEE , ESN (Oracle Solaris Studio 12.4 : REG A28 FH6m )
HIBSR A “REBDHTER D HTHIFR

FRSARBR
BRI E T BRI FARRE
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