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Note: Ifyou do not see the disks which you believe are available, check the Disk Discovery Path and readurite permissions on the disks.
“The Disk Discovery Path limits set of disks considered for discovery

DisDiscovery Pttmy_devices [‘change Disk iscavery Pa |
DisicGroup Attribures

An allocation unit (AU is the fundamental unit in which contiguaus disk space is allocated to ASM fies. ASM file extent size s a multiple of
AU, The AL size cannot be madified later.

Allacation Unit Size M) e

Specify minimum software versions for ASM, Database and ASM volumes that this disk group need to be compatible with

ASM Compatibility 121000

Database Compatibility 121000

ADVM Compatbility 121000

Refer Oracle Automatic Storage Management Administrator's Guide for mare details an the Com patibility matrix

(ide Advanced Options | K |  Cancel |  Hern
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Disk Group Name

Redundancy
Redundancy is achieved by storing multiple copies of the data on different failure groups. Normal redundancy needs disks from at least
twn different falure groups, and high redundancy from at least three different failure groups

High (3) Nermal () External (Nane)
Select Member Disks
%) showligible () showAll

‘Quorum failure aroups are used to store voting fles in extended clusters and do not contain any user data. They require ASM com patibilty
of LL2 or higher.

T~ [Disk Path Header Status | Disk Name | Size ()| Failure Group | Quorum
™[ jry_devices/diski1 CANDIDATE 1024 r
I | jry_devices/ diski2 CANDIDATE 1024 r
I | jmy_devices/diski3 CANDIDATE 1024 r
I | jry_devices/ diski1 CANDIDATE 1024 r
I | jry._devices/ diski2 CANDIDATE 1024 r
™| jmy_devices/diski3 CANDIDATE 1024 r
I | jmy_devices/diskm 1 CANDIDATE 1024 r
™| jmy_devices/diskm2 CANDIDATE 1024 r
I [jry._devices diskm3 CANDIDATE 1024 r

Note: Ifyou do not see the disks which you believe are available, check the Disk Discovery Path and readurite permissions on the disks.
“The Disk Discovery Path limits set of disks considered for discovery

Disk Discovery Pathi/my_devices Change Disk Discovery Path

Click on the Show Advanced Options button to change the disk group attributes. Disk Group com patibiity attributes may need to be moified
based on the usage of disk group for different versions of databases or ASM Cluster File Systems

ShowAdvanced options | [ oK | [ Cancel | [ Help
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ASM Instance: +ASM

Disk Graups

You can chaose to create a new disk aroup or add disks ta an existing disk group. To create dynamic volumes, you need disk
grauns with 11.2 ASM compatibiiy

“Tip: To perform operations on a disk group, right mouse click on the row.
Disk Graups

Disk Group Name __|Size (GB) __|Free (GB) | Usable (GB) | Redundancy State
T

DATA 2.83 NORMAL MOUNTED
Add Disks 056

Drop Disks 5.22

Edit Attributes
Manage Tempiates
Create ACFS for Darabase Use

Maunt
Dismount
Drop

Dismaunt All
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ASMCA detected an ASM instance of version 111.0.6.0, You need to upgrade your ASM instance to the Iatest version. As part of
the upgrade, the ASM Instance will be brought down, and then brought up. Please make sure that all darabases and applications
using this ASM instance are shutdown

ASM Oracle Home Path.
11.1.0.6.0 ASM Oracle Home 01 /epp/oracleasm/product/11.1.0/sm_1

112 Grid Infrastructure Home | 01 /app/oraclegic/product/11.2.0/gid

If there are existing diskaroups, you need to manually advance their ASM compatibilities post-upgrade to take advantage of the
119 newfeatures or use ASM Cluster File System

Oracle recommends that you create aless privileged ASMSNMP user with SYSDEA privilege to manitar the ASM instance. Specify
password for ASMSNMP user.

ASMSNMP Password

Confirm ASMSNMP Password

Uparade AsM
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Parameter Description

[Description: A comma separated It of paths used by the ASM to Imi the set of disks considered for
discovery when a newdisk is added to a Disk Group. The disk string should match the path of the disk,
ot the directory containing the disk. For exam ple: /dev/rdsk/"

anges to the
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In order o use Automatic Storage Managem ent (ASM), you need to have an ASM instance runining on your machine. There are
N0 ASM instances running on this machine. Use this page to specify parameters for a new ASM instance which wil be created
when you click Create ASM.
The new ASM instance requires its own SYS user with SYSASM privileges for remote management. Specify SYS password.

5YS Password

Confirm SYs Password

Oracle recommends that you use a less privileged ASMSNMP user with SYSDEA privileges ta manitar the ASM instance. Specify
ASMSNMP password
Manitor Passward

Confirm Password

Chaose the listener this ASM instance is ta be registered with
Listener LSTENER. =

The default settings for creating an ASM instance works for most installations. If you would like 1o make changes ta the
defaults, click the ASM Parameters button.

ASM Parameters
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Check Options

@ Check Without Repair
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Disk Group: DATA
General | Performance | Templates | Files | Access Contiol | Volumes.
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Ging: s T i s B

Select All| Select None | Expand &1 | Colapse Al

— Permissians Ownership
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Disk Group: DATA
General | Performance | Templates | Fles | Access Control | Volumes

Users
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Edit Advanced Attributes for Disk Group: DATA

srowsat | canel] ok |

Disk Group Compatibilty

‘dvancingthe disk group compailty enakles the user to use new festures avaiabie I the newer version. This operation can nat be reversed.

Database Compatity [17700.0

The miimum software versionresuvec or  catabase nstance 0 use fies ntis disk sroup (101 and shove).
A Conpatity [13700.0

The miimum softwere version resuirec for an ASH nstance to maurtthis cisk grou (101 and abave).
A3MVolume Compstivity [121000

The mirimum software version recured or an ASM Volume o use this sk group (1.2 an above).
(@ TIP The database compatity hasto be less than or ecualto the ASM compatiity. The ASM Volume compatiity can only be set when ASH compaioy s 11.2 an ot

Repair Time
‘Specity a ine periotthat is lang enough for you to repai the siskifalure aroup. Failre oroup repair tine should he greate than Disk repai time and note that larer the values

Faiure Grous Repalr Time [540 [Hows 2]
The faiLre Graus Repalr Tme apples to llthe fallre aroups inthe Disk Group except thase containing only ane Disk. This value wil averride the

OiskRepair Tme [55 [Fows =]
Disks wilhe crapped ater the specifid tine has passed.

@ TIP Disk repsirtine and Failre group repair tine ftribute can be set only ifthe ASM compatibiy is arester than or equelto 11.1.0.0 andl 12:1.0.0 respectively and diskgrou
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Disk Groups
Home | Performance | Disk Groups | Confguration | Users | ASM Clster Fle System

crost | ot 41| Dm0

P P ————

Select Al Select None.

Select | Name & Stste |Redundancy | Size (0B) | Used (68) |Used (%) Usable Fres (GB) | Member Disks.
RS MOUNTED NORMAL 1800 1059 m— ST 330 1
[ () DATAEXANPLE  MOUNTED NORMAL 300 060 2 5 05 3
=l 1 MOUNTED NORMAL 1200 057 R 522 2

@ TIP The usabie free space specifies the amourt of space that can be safely user for data. & value above 7ero means that recundancy oan be properly restored ter a

disk falre.

@ TIP Mount Al and Dismount ANl opersfion willarly mourt and dismourt the disk graups specified inthe Auto Mourt Disk Groups parameter
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@ TIP Guorum failre groups are used to store veing fles n extended clusters and o nat contain any user deta It requires ASM compatbilty of 11.2 or higher.

Disk Group Compatibilty
Higher campatiity enables the user o use new features avalakle inthe newer version. Once the disk sroup s created, the compatiblty version can nat be lowered.

Detebase Compatiilty

ASM Compatiity

ASM Valume Compticity

21

21

21

The mirimum software version recured for an ASM instance to mount this disk group (101 and ahove).

The mirimum software version recured or an ASM Volume o use this disk group (11 2 an above).

The mirimum software version recure for a database nstance o use fss nthis cisk oroup (10.1 an above).

@ TIP The database compatiity hiss 0 be less than or ectal o the ASM compatibity. The ASM Volume compatibity can orly be set when ASM compativity s
1.2.3nd above,
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Home | Performance | Disk Groups | Configuration | Users | ASM Cluster Fle System

To allow users o connect o the ASM nstance through remote connecton using password fle auhertication, the user nesds o be created and grarted with privieges. The
password fll has to be created Using the ORAPID ity aready and the REMOTE LOGIN_PASSWORDFILE nfialzation perameter needs to be set to EXCLUSIVE. Ina
Gluster environmert, creating or ediing a user on anz nade creates ar edts that user for e other runring nodes of the cluster automatically

5

‘Select All | Select None.
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[¢] ASM Configuration Assistant: Configure ASM: ASM Instances

[8] Convert to Oracle Flex ASM
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To complete ASM conversion, run the following script as privileged user in local node.
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Convert 1o Oracle Flex ASM
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[8] ASM Configuration Assistant: Configure ASM: ASM Instances

[o] Convert to Oracle Flex ASM

Oracle Flex ASM enables an Oracle ASM instance to run on a separate physical server from the database servers. er must be loaded
Wiith Oracle Flex ASM disk groups are managed by 2 small set of Oracle ASM Instances running on a subset of
cluster nades.

Oracle Flex ASM requires one or more designated network interfaces for communication amongst AS instances.
ASM Listener will be configured on the selected network interfaces

ASM Listener Fort

Select the network(s) to be used for ASM
I~ [ Interface Name Subnet Interface In Use
P ethl 192.168.122.0 Yes-cluster_interconnect

Convert 1o Oracle Flex ASM
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ASM Instance: +ASM

inamic volumes, you need disk

Creating the ASM Cluster File System for Database use, creates necessary volume and formats the file system. If
ACFS I5 o be used for Database Oracle Home, the size should be at least 7 CE.

Create ACFS for Darabase Use State

MOUNTED
Volume Name [dbhome_1

Maount Paint [actsmounts acts1 MOUNTED

size (GB) 7

Owner Name joracie

Owner Graup @oa

Dismount All
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ASM Instances

For Volumes and ASM Cluster File System(ACFS) related aperatians, ASM Dynamic Volume Manager(ADVM) driver must be loaded
anall nades of the cluster.

Tip: Ta perform aperations on an ASM instance, right mause click an the row.
ASM Instances

Node Instance Name Status ADVM Driver Status
S100dn +ASM L Up Loaded
SI00drU +ASM2 up Loadled

Convert 1o Oracle Flex ASM
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5H Configuration Assistant; Configure |

H: ASH Cluster File Sustens.

ASM Instance: +ASM

ASM Cluster File Systems

ASM Cluster File System (ACFS) can be used to stare files such as Executables, Oracle Diagnastic files, Application configuration
files, etc. To use ACFS, you need to create an ASM Volume first

Tip: The table shows both mounted and dismounted file systems. For dismounted file systems, the last known mount point is
Shown. To perfarm aperations an an ASM Cluster File System, right mause click an the raw.

ASM Cluster File Systems

Wourt Point Stae [Voume Device [size &) [Volume [Disk Group [Usea %
T —1 | /devjasm/volume1-401 1.00 VOLUMEL | DATA 10.15
Show Dismount Command
Resee

Set Encryption
Enable Encryption

Disable Encryption

Prepare and Enable Security
Disable Security

Enable Securlty

< I D]

Note: Some ACFS commands can be executed as privileged/root user only. If you choose any of these operations, ASMCA wil
generate the command that can be executed as privileged,root user manualy.

Security and Encryption
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ASM Instance: +ASM

Configuring ACFS security and encryption involves running commands as a

privileged user. The commands wil prompt for credentials when you run
them

5, Oracle Diagnostic files, Application configuration

inted fle systems, the fast known mount point is

Configure Securhty lick on the raw.

To configure security, you need ta designate an user as Security Admin.
Enter the Security Admin details

C8) | Volume Disk Group [ Used %
[VOLUMEL  DATA  10.15

Sy e [ |

[] Create password protected wallet

Note: Some ACFS commands can be executed as privileged/root user only. If you choose any of these operations, ASMCA wil
generate the command that can be executed as privileged,root user manualy.

Create | [ Security and Encryption
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Security and Encryption






OEBPS/Images/image01538.jpeg
¥ Carfigir ation
ASM Instance: +ASM

ASM valumes are typically formatted with ASM Cluster File System (ACFS). ACFS can be used to stare fies such as Executables,
stem, you need to create an ASM

Volume Name [

Disk Group Name [oaa

Disk Group Free Space (GB)  7.61

NABLED | Unknown
Disk Group Usable Space (G8) 330

Size [

ShowAdvanced Options | [ 0K

<






OEBPS/Images/image01537.jpeg
ASH Configuration Assistant: Configure ASH: Volunes
ASM Instance: +ASM

ASMvalumes are typically formatted with ASM Cluster File System (ACFS). ACFS can be used to store fies such as Executables,
Oracle Diagnostic files, Application configuration files, etc. To create an ASM Cluster File System, you need to create an ASM
Volume first.

Tip: Ta perform aperations on  volume, right mause click an the raw.

Valumes
RGN [Disk Growp [state__[Usage | Wount Point [size (@)
E2/dev/asm/volume2-401 ENABLED _ Unknown o
VOLUMEL | /dev/asmvolume1-401 |DATA |ENABLED | ACFS Enable 00 |
Disatle
Resize
Delere

Enable All | Disable All






OEBPS/Images/image01536.gif
ASM Cluster File System: /acfsmounts/acfs1

Genersl | Snapshols  SecurityEncryption
Security Encryption Configuration
T This page Shows the encrypton deal or i fe system, You may perfor enerygton cperaians o i fle system fram the
o Actions crop-daw.
Rules (7)
Rulesets 6 Gurrent Configuration Edit Configuration
Feams (5) Parameter Stetus St actions [ Lnset Encryption Parameters [v| G0
Encryption Encbied Steus Disabled Fie Actons [ Encryet Fies [¥] _Go
Configuration
. Hgorthn AES View Eneryption Popetes

Key Length 192





OEBPS/Images/image01535.jpeg
ASM Cluster File System: /acfsmounts/acfs1

General  Snapshols Security/Encryption
Security Realms
oo ACFS Securty resins provide a capsbity ta classify fle system abjects inta functionalaroups to provide fine-rained access

controlto deta stored inthese objects. The access recests t these objects willbe subjected to authorization based on the

Rules () command e s uesets associetec i he esin, e secirty s enbied on .
Rulesets (8)
SR SR— Lo
Ecomiion Rcreats [Econe Lt Dokt
Gonpausion [Resm e [ReamDeccrtion |05 Users 05 Graups [ Secuty | Encryston |
SYSTEM Securtyetads SysSechaninor 2 x
SvSTEM Logs sysSechdninor 2 x
SYSTEM At SysaudtagminGry v x
medHistRealm medMintenance. medhaintGrp. & &
SYSTEM Baclupoperat sysBackugor M x

& Enatied X Disabled





OEBPS/Images/image01534.jpeg
ASM Cluster File System: /acfsmounts/acfs1

General  Snapshols Security/Encryption
Security Rulesets
Contiguration

Atuleset is & collection of ane o mare rules thet evaluates to rus or false based on the evaluaton of sach rle t cortains and the

evalustion type (A1l True or Any True). A uleset can be associated wih & command e (access level) such a5 READ, WRITE efc.,
Rules () and can be enforced upon a resim for access authorization to s flesirectores.

Rulesets (5}
Feaims (5)
Search Ruleset Neme o
Encryption
Contiguration

[Horeste [Eome Lot R Dekte
[Rulesst Nare
mecRuieset!

[rues vt ot

meckistRule1a mecHistRUETh

ALL_TRUE
SYSTEM_RULESET_alwaysDeny  SYSTEM_RULE Atways ANY_TRUE
‘SYSTEM_RULESET_Audithanager  SYSTEM_RULE_Audihanager AL TRUE
‘SYSTEM_RULESET_Audithiyr_auditor SYSTEM_RULE_Aucihanager SYSTEM_RULE._Auditor ANY_TRUE
‘SYSTEM_RULESET _sudtor SYSTEM_RULE_Audtor ALLTRUE
mecRueSetz mecHtRue1c mecHstRuTd ALLTRUE





OEBPS/Images/image01533.jpeg
ASM Cluster File System: /acfsmounts/acfs1

Genersl | Snapshols  SecurityEncryption
Security Rules
At is @ Boclean expression hat evalustes to e o false based on the perameter on which th fue i based. An ogton of
(coanopeati “allow" or “deny" can be associated with each rule.
Rules (7}
i) Search Rul Name o
Iealns; () [Horeste [ECone  LEdt 3 Delete
Encryption T [Rule name [Fule e [Fule valuet Rule Vaue2 Fule Option
Contigration medHistFET e 2000 oz0000 (2
mesEtRue 1 e oz0000 os0000 x
medhistRule1h USERNAME oracle <@
meaEtRue 1 USERNAVE oracke x
SYSTEM_RULE Auitor GROLPNAVE o527 @
SYSTEM_RULE At CROLPNAVE o527 v
SYSTEM_RULE_Abways THE onon00 238388 v

& siow ¥ peny





OEBPS/Images/image01532.jpeg
ASM Cluster File System:/acfsmounts/acfs1

Goneral ™ Srapshats " SecurtyEneryption
Security Security Configuration
Coniguraton I s ety ol o1 S, Yo GO s 5 1y by s s
Rules (7)
i) Current Configuration i Contigurtion
Reains () Prepare Satus Freparea actons [prepare secuty 3] % |
e s View Fie Securty end Encrypton ropeties
Contiration

ACFS Security Access Control Workflow

Access

Conpar
Assign —)
Resd )

toRuleset
HR St
onReaim HR.






OEBPS/Images/image01531.gif
Create Snapshot on ASM Cluster File System: /acfsmounts/acfs1
o connen | cance | 0|

Number of Snapshots 0
Tota Free Space (GB) 08952

The Creste Snapshot operation creates a point-n-tine copy of the ASM Cluster Fle System. Snapshots are ahways mounted and avalable. The snapshots are created in
the ACFSisnaps drectory o the il system with he snapshot name s the drectory name.

* S e [t 20130115 145614
Atveate @ RedOnly € Resa e

Related Links
Open Teinet Session

FR——





OEBPS/Images/image01530.gif
ASM Cluster File System:/acfsmounts/acfs1
General | Snapshots | Securty/Encryption

Summary

A snapshat is a space effclent paint-n-time capy of the fle system. t can be used as  backup source ta recaver accidentaly deleted o madified fls, or for cta mining
and report appications.

Number of Snapshats 1
Last Snapshot Creation Tine Jan 18, 2013 3.01:30 PM PST
‘Space Used by Snapshots (MB) 00312
File System Free Space (GB) 0.8982

Snapshots

Search
To narrow down the Search resuls or o search for a specific snapshot, enter a search sting nthe Snapshot name fied and click Search. To display allthe ACFS
Snapshots for the selected ACFS flesystem, clear the search fied anc cick Search

L |

@ TIP Ta return exact or case-sensilive matches, double cucte the search strngs. You can use the wikcard symsol (%, ) n & double-cucted string.

cede
bt | | crstocris

Select Al Select None
Select | Name Parent Name. Creation Tme attribute

™ snapshot_20130116_145614 Jan 16,2013 3:01:30 PMPST Read Only





OEBPS/Images/image01529.gif
Disk Group: DATA
General | Performance | Termplates | Fles | Access Cortrol | Volumes

Cret | Enalo | Dot

S volumes are typicaly formattec with ASM Cluster File Systems, which you can use o store non-detahase fles such as executshles, Oracle race fies and aert logs,
application configuration fles, and so on

vt | Dol | et | rese A s i Sysiom | Viow i |

Select All | Select None:
Soct|vohme |VotmeDovice [Sute [Ussge | wountport S0 (68) | loceted Space (68) | Resndncy

™ VOLUME! feviasmivalume1-401 ENABLED ACFS Inctmountsfacts! 1 20029 Minor

™ VOLUME2 feviasmivalume2-401 ENABLED Not Specified 1 20029 Minor





OEBPS/Images/image01528.jpeg
ASM Cluster File System: /acfsmounts/acfs1
General | Snapshots  Securty/Encrypiion

Data Retrizved Janiary 18,2013 23556 PMPST Refresh

General Current Space Usage Daily Space Usage History (Last 7 Days)

Jan 14,2013 7:59:14 AMPST Used (GB) 010

Up Since
Chesk and Repair No Free (CE) 090 0.8
Used (%) 1047

Volume VOLLVET
olume Device ideviasmivolume! -401 Alacatic Space (08) 2011 0.6
Space Used by Snapshts (ME) 000

0.4
02
0.0
No data is currently avallable
Serviced Hosts
HostNare | AcrSSuius | vaiaie Sce Swe | Asvestmee |
2171547 uscracke com G [ Jan 14,2013 75514 AMPST Vourted  myash @
Aerts
Severty | category [ Nme Message Aert Tigered |

(o serts)





OEBPS/Images/image01527.gif
ASM Cluster File System
Home | Performance | Disk Groups | Configuration | Users | ASM Cluster File System

o e
i Vit el G it > Fesze ¥ g

Sokct | Mourt ot |avalebify | Site | Snapshas. | Used (%) | s (G8) [Sie (58) | Aloceied Spase (58) | Rekarancy | vk

fctoneuts @ veurten o T o107 ' 2009 W vouner

@ TIP Allocated Space is determined by the size and redundancy of the File System





OEBPS/Images/image01526.gif
Create ASM Volume
o connen | cance | 0|

Disk Group DATA Disk Group Usable Free Space (GB) 33027
Volume Allocatian Lt (ME) 256

*Volume.

*size |
Volume size wil be adustectto be in mulples of the Volume Alocaton Uit
Rectundancy [virror

Strpe Wit (8) 128
Strpe Colunns 4

Regions

Specify the regions that the prinary and mitror 2xtents shaulkl be writen to hased on access pattern. lace freauertly accessed deta inthe hot region, which s inthe
outermast tracks. The hot region has higher banchwicth and can provide improver O atercy

Prinary € Hot @ Coid
Miror (7 Hot @ Cold

@ TIP Ifthe data s recuently accessed and mostly read only,put the prinary extents inthe hot region anc mirror extets nthe cold region. | the data s frequently

accessed and Updated, put both prinary and mirror 2xtents nthe o region
Show Command | Cancel | 0k





OEBPS/Images/image01494.gif
s[T[u]viwix]+[z[¢[D]] ... ]A]B]

A[B[C[D[E[F[G[H[I[J[K]L[m]N[O[P]Q]R]

Allocation Unit (AU) Variable Size ASM File Extents






OEBPS/Images/image01493.gif
Allocation Unit (AU) Variable Size ASM File Extents

20002 [ 20003 H

20006 20007 H






OEBPS/Images/image01495.gif
A[B[C[p[