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1.0INTRODUCTION

1.1 PURPOSE AND SCOPE

This document defines the procedures required to configure PCA on a DSR system. This document
contains information that is needed to configure PCA which includes configuring the Resource Domains
and Diameter Stack (DPI).

The audience for this document includes these Oracle CGBU Groups:
e Software Development
e Product Verification
e Documentation
e Customer Service:
o Design Support
o Oracle TAC
o Professional Services

NOTE: This document is not intended for Oracle customers.
No additional software installation is required prior to executing this procedure. The standard installation

procedure documented in Reference [1] and [[1]] have installed all of the required software. PCA also
requires SBR function for which software is also included in standard installation described in Reference

[[11].
1.2 REFERENCES

[1] DSR 6.x/7.0 Base Hardware and Software Installation, E57789-01

[2] DSR 7.0 Software Installation and Configuration Procedure Part 2/2, E58954-01
[3] IPFE Installation and Configuration, WI006931, latest version, Mahoney

[4] GLA Feature Activation and De-Activation Guide # WI006953

1.3 ACRONYMS

Table 1. Acronyms

ART Application Route Table

BBERF Bearer Binding and Event Reporting Function (Policy Client)
COMAGENT Communication Agent

CTF Charging Trigger Function (Online Charging Client)
DA-MP Diameter Agent Message Processor

DB Database

DPI Diameter Plug-In

DSR Diameter Signaling Router

GUI Graphical User Interface

HA High Availability

IMI Internal Management Interface

IP Internet Protocol

IPFE Internet Protocol Front End

MP Message Processing or Message Processor

NE Network Element

NO Network OAM

NOAM Network OAM
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OAM Operations, Administration and Maintenance
OC-DRA Online Charging DIAMETER Routing Agent

OCS Online Charging System (Online Charging Server)
P-DRA Policy DIAMETER Routing Agent

PCA Policy and Charging Application

PCEF Policy and Charging Enforcement Function (Policy Client)
PCRF Policy and Charging Rules Function (Policy Server)
PRT Peer Route Table

SBR Policy and Charging Session Binding Repository
SO System OAM

SOAM System OAM

SSH Secure Shell

Ul User Interface

VIP Virtual IP

VPN Virtual Private Network

XMI External Management Interface

1.4 GENERAL PROCEDURE STEP FORMAT

Figure 1 illustrates the general format of procedure steps as they appear in this document. Where it is
necessary to explicitly identify the server on which a particular step is to be taken, the server name is given
in the title box for the step (e.g. “ServerX” in Figure 1).

Each step has a checkbox for every command within the step that the
technician should check to keep track of the progress of the procedure.

The title box describes the operations to be performed during that step.

Each command that the technician isto enterisin 10 point bold Courier font.

|

5 | ServerX: Connect to
the console of the
server

Establish a connection to the server using cu on the terminal server/console.

$ cu -1 /dev/ttyS7

7 of 104

Figure 1. Example of a procedure step
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2.0 PCA CONFIGURATION OVERVIEW

Before starting PCA configuration steps, PCA activation is required. Please refer to Appendix A in the
document for activation details.

This section lists the required information needed to configure PCA. This includes Diameter and PCA

specific configurations.

2.1 REQUIRED MATERIALS

A. A 3-tier DSR system installed using [1] and [2]

B. Following Diameter configuration material

1.

2
3
4.
5

6.

List of supported Application Ids

CEX Parameters

Local and Peer Node(s) configuration parameters
Diameter Connection parameters

Routing configuration parameters

° Route Groups

o Route Lists

. Peer Route Tables

o Application Route Tables)

IDIH Configuration Parameters (Optional)

C. Following PCA configuration material:

© ® N o g~ w DN PR

=
o

Server Group configuration parameters

Place configuration parameters

Place Association configuration parameters

Resource Domain configuration parameters

Number of Policy Binding Server Groups

Number of Policy and Charging Session Server Groups

Default Audit Options

Access Point Names and the “Stale Session Timeout” for the APN
Alarm Settings

Congestion Settings

D. Depending upon the PCA function, following configuration items

1.
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Policy DRA configuration parameters
o PCRF Pools
) PCRF Sub-Pools
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Early Binding Options
Topology Hiding Options

Online Charging DRA configuration parameters

OCS Realms/FQDNs and their session states
Realms that requrie Session State

CTFs that require Session State

Session State Scope

Session State Unavailable Action

OCS Pool Selection Mode.

ES58667-02



3.0PCA CONFIGURATION PREPARATION

This section provides detailed procedures to prepare a system for PCA configuration.
3.1 HARDWARE PREPARATION

There are no hardware changes necessary.

3.2 REQUIRED MATERIALS CHECK

This procedure verifies that all required materials needed for configuration have been collected and
recorded.

Procedure 1: Required Materials Check

This procedure verifies that all required materials are present.
Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Verify all required Information is listed in Section 2.1: Required information. Gather required information.
materials are present

O-lxr~m=aw
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3.3 SYSTEM TOPOLOGY CHECK

This procedure is part of PCA configuration preparation and is used to verify the system topology of the
DSR 7.0 network and servers.

Procedure 2: System Topology Check

S This procedure verifies System Topology.
; Check off (‘l) each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
1 Verify Network Element View the Network Elements configuration data; verify the data; save and print report:
D Configuration data
1. Log into the NOAM VIP GUI.
2. Select Configuration > Network Elements to view Network Elements Configuration
screen.
3. Click Report at the bottom of the table to generate a report for all entries.
4. Verify the configuration data is correct for your network.
5. Save the report and/or print the report. Keep these copies for future reference.
2 Verify Services View the Services configuration data; verify the data; save and print report:
D Configuration data _ ) ) ) ]
1. Select Configuration > Services to view Services screen.
2. Click Report at the bottom of the table to generate a report for all entries.
3. Verify the configuration data is correct for your network.
4.  Save the report and/or print the report. Keep these copies for future reference.
3 Verify Server Group View the Server Group configuration data; verify the data; save and print report:
D Configuration data
1. Select Configuration > Server Group to view Server Group screen.
2. Click Report at the bottom of the table to generate a report for all entries.
3. Verify the configuration data is correct for your network.
4.  Save the report and/or print the report. Keep these copies for future reference.
4 Analyze and plan DA- Analyze system topology and plan for any DA-MPs which will be out-of-service during the
D MP restart sequence PCA configuration sequence.
1. Analyze system topology gathered in Step 1 and 2.
2. Determine exact sequence which DA-MP servers will be restarted (with the expected
out-of-service periods).
5 Verify Network View the Network configuration data; verify the data; save and print report:
D Configuration data
1. Select Configuration > Network to view Network screen.
2. Click Report at the bottom of the table to generate a report for all entries.
3. Verify the configuration data is correct for your network.
4. Save the report and/or print the report. Keep these copies for future reference.
6 Verify Devices View the Devices configuration data; verify the data; save and print report:
| Configuration data _ ) ) ) )
1. Select Configuration > Network > Devices to view Devices screen.
2. Click Report All at the bottom of the table to generate a report for all entries.
3. Verify the configuration data is correct for your network.
4.  Save the report and/or print the report. Keep these copies for future reference.
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3.4 PCA / POLICY AND CHARGING SBR TOPOLOGY CHECK

This procedure is part of PCA configuration preparation to identify the 3-tiered PCA topology for the
deployed system, see diagram for 2 site system.

ra

MOAM MNE — LabC OAM Blades

NO-1 NO-2
Active | |Standby

I g
LabC — SOAM NEL LabD —SOAM MNE2
. o LabLSOAMSE o
Active [stamdby Spare
o LabDEDAMSE o o
Spare Active [standby
4 Policy Binding Resource Domain )
LabC Serwver Group
SR1 | active Istandiy Spare
LzbD Server Group
Spare Active [standby| =SR2
S vy
[ [ -
d Policy and Charging Session Resource Domain
LA Server Group
SR1 | active [standby Spare
LabD Server Group
Spare Active Standby| =F2
\ A
Policy and Charging DRA Resource Domain
L3l Server Group LapD Server Group
PCA PCA PCA PCA PCA PCA PCA PCA
LabC IPFE Server Group LabiD IPFE Server Group
IFFE IPFE IPFE IFFE IFFE IPFE IPFE IFFE
. b S

Figure 2. Example - PCA / Policy and Charging SBR Topology
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This procedure verifies and logs PCA Topology for the setup. This information must be
gathered before configuring the PCA system.

Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Identify the Place and 1. Identify and note the number of places and place names below — 2 in example, there
Place Association might be upto 12 places.

Information.

Orl#x=omHw

Number of Places:

Place Names:

2. ldentify and note the number of PCA mated pairs — LabC and Lab D in example.

Number of PCA Mated Pairs:

3. If Policy DRA function is being configured, then identify and note the Binding Region
place associations

Note: This step is required for Policy DRA functionality only.

Binding Region (Only 1 Binding Region since this is network wide) - LabC and Lab D are
associated places (since these are the only 2 sites/places, there might be more depending
on the number of sites/places).

Number of Places in Binding Region:

4. ldentify and note the other required place associations

PCA Mated Sites — Identify and Log the mated sites — Lab C and Lab D in example ( since
this is the only mated pair here, there can be more mated pairs)

PCA Mated Site 1: Lab C and Lab D
PCA Mated Site 2:
PCA Mated Site 3:
PCA Mated Site 4:
PCA Mated Site 5:
PCA Mated Site 6:
PCA Mated Site 7:

2 Identify and log the 1. Identify and log the number of ‘Policy and Charging DRA’ resource domains and their
D Resource Domain Server Groups — In this example it is 2 since there is only one mated pair.

information. PCA RD1 - LabCPCASG
PCA RD2 - LabDPCASG
PCA RD3 -
PCA RD4 -
PCA RDS -

PCA RDE6 -
PCA RD7 -

2. Identify and log the number of ‘Policy Binding’ resource domains and their Server
Groups

Note: This step is required for Policy DRA functionality only.

— In this example it is 2 since there is only one mated pair.
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Policy Binding RD1 — LabCBindingSR1SG
Policy Binding RD2 — LabDBindingSR2SG
Policy Binding RD3 — LabCBindingSR3SG
Policy Binding RD4 — LabDBindingSR4SG
Policy Binding RD5 -
Policy Binding RD6 -
Policy Binding RD7 -

3. Identify and log the number of ‘Policy and Charging Session’ resource domains and
their Server Groups — In this example it is 2 since there is only one mated pair.

Policy and Charging Session RD1 —
LabCSessionSR1SG

Policy and Charging Session RD2 —
LabDSessionSR2SG

Policy and Charging Session RD3 —
LabCSessionSR3SG

Policy and Charging Session RD4 —
LabDSessionSR4SG

Policy and Charging Session RD5 -
Policy and Charging Session RD6 -
Policy and Charging Session RD7 -

3.5 DIAMETER NETWORK CHECK

3.5.1 Diameter Network Check for Policy DRA
NOTE: EXECUTE THIS PROCEDURE FOR POLICY DRA FUNCTION

SKIP THIS PROCEDURE IF ONLINE CHARGING DRA FUNCTION ONLY
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This procedure verifies PCA - Policy DRA function Diameter Configuration.
Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Identify the diameter 1. Identify and log the hardware profile type for each of the DA-MP Servers (PCA )
network and properties.

Orl#x=omHw

2. Identify and log the number of policy clients and policy servers in the network.

3. Identify and log the diameter attributes for all the policy clients and policy servers in the
network — FQDN, Realm, IP address.

4. ldentify and log the type of diameter Transport Protocol needed for all the policy clients
and policy Servers - TCP/SCTP

5. Identify and log the type of diameter connection mode needed for all the policy clients
and policy server-  Responder/Initiator/Responder-Initiator

6. Identify and log the ‘Peer Node Indentification’ for all the policy clients and policy servers-
IP Address/FQDN.

7. ldentify and log the route groups and route lists needed for Policy Servers.

8. Identify and log the Policy Server configuration needed — Both Gx and Rx on same Policy
Server or are they on different servers.

9. Identify and log the number of peer route tables needed for the diameter configuration —
e.g. one for Rx Poalicy Servers and One for Gx Policy Servers .

10. Identify and log the number of Application Route Table entries — one for Gx Application
and one for Rx Application message processing.

11. Identify and log the TSA used for local nodes if IPFE is used.

2 Policy DRA Network 1. Identify and log the number of Policy Binding Server Groups and the number of Policy
D configuration (NO and Charging Session Server Groups to be configured.
scoped
ped) 2. Identify and log the Access Point Names used and the “Stale Session Timeout” for the
same.
3. Identify and log the PCRF Pools and the Sub-Pool selection rules.

4. Identify and log the “Policy and Charging -> Configuration -> Policy DRA-> General
Options” for the Policy DRA network —

Default Stale Session Timeout
Maximum Audit Frequency

5. Identify and log the “Policy and Charging -> Configuration -> Policy DRA-> Network
Wide Options” for the Policy DRA network —

Default Stale Session Timeout
Origin Host and Origin Realm for Policy DRA generated RAR messages
Maximum Audit Frequency
Early Binding Polling Interval
Maximum Early Binding Lifetime
Topoligy Hinding
a. Enabled/Disabled

b. If Enabled, then identify and log the the Scope — All Messages, All Foreign
Realms, Specific Hosts, All Foreign Realms + Specific Hosts

c. FQDN and Realm
6. Identify and log the Alarm Settings for “DSR Application ingress Message Rate”.
7. ldentify and log the Congestion Alarm Thresholds and Message Throttling Rules
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3 Policy DRA Site 1.Identify and log the all the PCRFs handling the Gx Traffic for this site.
D Configuration (SO

scoped) 2.Identify and log the “Policy and Charging -> Configuration -> Policy DRA-> Binding

Key Priority”settings.
3. Identify and log the clients for which the topology hiding is needed.
4. ldentify and log the PCRF Pool to PRT mapping configuration.

5. Identify and Log the error code configuration for each of the ‘Error Condition’ in the table
per the policy client team request/ inteoperability requirements for Policy Client Vendor.
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3.5.1 Diameter Network Check for Online Charging DRA
NOTE: EXECUTE THIS PROCEDURE FOR POLICY DRA FUNCTION

SKIP THIS PROCEDURE IF ONLINE CHARGING DRA FUNCTION ONLY

This procedure verifies PCA - Online Charging DRA function Diameter Configuration.
Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Identify the diameter
network and properties.

Orl#x=mHw»

1. Identify and log the hardware profile type for each of the DA-MP Servers (PCA )

2. ldentify and log the number of Online Charging clients and Online Charging servers in
the network.

3. Identify and log the diameter attributes for all the Online Charging clients and Online
Charging servers in the network — FQDN, Realm, IP address.

4. Identify and log the type of diameter Transport Protocol needed for all the Online
Charging clients and Online Charging servers - TCP/SCTP

5. Identify and log the type of diameter connection mode needed for all the Online Charging
clients and Online Charging servers -  Responder/Initiator/Responder-Initiator

6. Identify and log the ‘Peer Node Indentification’ for all the Online Charging clients and
Online Charging servers - IP Address/FQDN.

7. Identify and log the route groups and route lists needed for Online charging Servers.

8. Identify and log the number of peer route tables and peer route rules needed for the
diameter configuration for Online charging Servers .

9. Identify and log the number of Application Route Table entries —for RBAR (regionalized
routing configuration) and for PCA message processing.

10. Identify and log the TSA used for local nodes if IPFE is used.

2 Online Charging DRA
D Network configuration
(NO scoped)

1. Identify and log the number of Policy and Charging Session Server Groups to be
configured.

2. Identify and log the Access Point Names used and the “Stale Session Timeout” for the
same. (Optional)

3. Identify and log the “Policy and Charging -> Configuration -> Policy DRA-> General
Options” for the Policy DRA network —

Default Stale Session Timeout
Maximum Audit Frequency

4. Identify and log the Online Charging Network Realms to be configured for Session State
maintenance.

5. Identify and log the “Policy and Charging -> Configuration -> Online Charging DRA->
Network Wide Options” for the Policy DRA network —

Request Error Action

Session state Scope
6. Identify and log the Alarm Settings for “DSR Application ingress Message Rate”.
7. ldentify and log the Congestion Alarm Thresholds and Message Throttling Rules

3 Policy DRA Site
D Configuration (SO
scoped)

1.Identify and log the all the OCSs handling the Gy/Ro Traffic for this site.
2.1dentify and log the all the CTFs to be configured for Session State maintenance.

3. .Identify and Log the error code configuration for each of the ‘Error Condition’ in the table
per the policy client team request/ inteoperability requirements for Policy Client Vendor.
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3.6 PERFORM HEALTH CHECK

This procedure is part of PCA configuration preparation and is used to determine the health and status of
the DSR 7.0 network and servers. This may be executed multiple times but must also be executed at least
once within the time frame of 24-36 hours prior to the start of the maintenance window in which the PCA
configuration will take place.

Procedure 3: Perform Health Check (PCA configuration Preparation)

This procedure performs a Health Check.
Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

*+m-®»

Verify DSR Release DSR Release supports the PCA Application:

1. Log into the NOAM VIP GUI.

2. Select Administration > Software Management -> Versions; the DSR Software
Versions Report screen is shown.

3. Verify the ORACLE Communications DSR RPM Version shows version 7.0.0 or greater.

Verify Server status Verify Server status:

1. Select Status & Manage > Server; the Server Status screen is shown.

2. Verify all Server Status is Normal (Norm) for Application Status (Appl State), Alarms (Alm),
Database (DB), Collection (Reporting Status), and Processes (Proc).

3. Do not proceed to PCA configuration if any of the following statuses is not Norm: DB,
Reporting Status, Proc. If any of these are not Norm, corrective action should be taken
to restore the non-Norm status to Norm before proceeding with the PCA configuration.
Contact Engineering for assistance as necessary.

4. If the Alarm (Alm) status is not Norm but only Minor alarms are present, it is acceptable to
proceed with the PCA configuration. If there are Major or Critical alarms present, these
alarms should be analyzed prior to proceeding with the PCA configuration. The activation
may be able to proceed in the presence of certain Major or Critical alarms. Contact
Engineering for assistance as necessary.

Log all current alarms Log all current alarms in the system:

1. Select Alarms & Events > View Active; the Alarms & Events > View Active view is
shown.

2. Click Report button to generate an Alarms report.

3. Save the report and print the report. Keep these copies for future reference.
Note: the system should be alarm free unless the user is aware of the
alarms and understands the impact.

4. Select Alarms & Events > View History and repeat steps 2 and 3.
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4.0PCA CONFIGURATION

Before PCA configuration, execute the site survey and the system health check specified in Section3.0..
This ensures that all the data is ready for PCA configuration. Performing the system health check
determines which alarms are present in the system and if PCA configuration can proceed with alarms.

If there are servers in the system which are not in Normal state, these servers should be brought to the
Normal or the Application Disabled state before the PCA configuration process is started.

If alarms are present on the server, contact PCA Development to diagnose those alarms and determine
whether they need to be addressed or if it is safe to proceed with the PCA configuration.

*kkk WARNING *kkkikk

Please read the following notes on PCA configuration procedures:

Command steps that require user entry are indicated with JlCR NI I G Ranue -
The shaded area within response steps must be verified in order to successfully complete that
step.
Where possible, command response outputs are shown as accurately as possible. EXCEPTIONS
are as follows:
o Session banner information such as time and date.
o System-specific configuration information such as hardware locations, IP addresses
Node names and hostnames.
o ANY information marked with “XXXX” or “YYYY” where appropriate, instructions are
provided to determine what output should be expected in place of “XXXX or YYYY”
o Aesthetic differences unrelated to functionality such as browser attributes: window size,
colors, and toolbars and button layouts.
After completing each step and at each point where data is recorded from the screen, the
technician performing the PCA configuration must initial each step. A check box should be
provided. For procedures which are executed multiple times, the check box can be skipped, but
the technician must initial each iteration the step is executed. The space on either side of the step
number can be used (margin on left side or column on right side).
Captured data is required for future support reference.

NOTE: Refer to the data captured in Section 3.4 and Section 3.5 is available before proceeding with the
configuration in below sections.
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4.1 PLACE ASSOCIATIONS CONFIGURATION
If all the required resource domains are not already configured, then follow the procedures defined in this
section, else skip this section.

The following type of Place Associations is required for both functions (Policy DRA and Online Charging
DRA) of PCA:

. Policy and Charging Mated Sites

The following type of Place Associations is required for Policy DRA function ONLY:
. Policy Binding Region

4.1.1 Policy and Charging Places

Procedure 4: Policy and Charging Places configuration

S | This procedure configures the Resource Domain
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

=+ =g oo

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Places

to Places screen
Screen.

NOAM VIP: Add a Click on Insert inthe lower left corner.
new Place ) o
You will see a screen similar to:

Main Menu: Configuration -> Places [Insert]

Tue Nov 25 15:41:43

Inserting a new Place

Place

Field Value Description
,— . Unigue identifier used to label a Place. [Default = n/a. Range = A 1-32-character siring. Valid characters are alphanumeric,
Place Nams PlaceMName underscore, dash, and space.]
Parent NOMNE - |= The Parent of this Place
Place Type Site « |+ The Type ofthis Place
Servers
GTXA-NO1

GTXA_T11101_NO Available servers in GTXA_1111101_NO

GTXA-NOZ
GTXA_1111101_80 No senvers available

(0] [Apaly] [Cancal)

1. Enter the Place Name

2. Select “None” as the Parent

3. Select “Site” as the Place Type
4. Select the Servers.

5. Click Ok.

NOAM VIP: Add other | Repeat Step 4 for all other Places that are to be added.
Places.
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4.1.2 Policy and Charging Mated Sites Place Associations

Procedure 5: Policy and Charging Mated Sites Place Associations configuration

S

w= R om -

This procedure configures the Resource Domain

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.

NOAM VIP: Navigate
to Place Associations
screen

Navigate to Main Menu -> Configuration -> Place Associations

Screen.

NOAM VIP: Add
Policy and Charging
Mated Sites Place
Association

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Configuration -> Place Assodations [Insert]

Inserting a new Place Association

Place Association

Field Value Description

e R T T TETE I . Unigue identifier used to label a Plz
’ characters are alphanumeric, unde

Place Association Type | - Select Place Association Type - « |+ The Type ofthis Place Association

Places

Places DSRTOPCASIite Places in this Place Association

(0k] (Apply) [Cancl]

1. Enter the Place Association Name

2. Select “Policy and Charging Mated Sites” as the Place Association Type

3. Select the Places to associate with the Place Association. Select the sites (Places) which
need to be configured as mates.

4. Click Ok.

4.1.3 Policy Binding Region Place Associations

Procedure 6: Policy Binding Region Place Associations configuration

S | This procedure configures the Resource Domain

T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

E

P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

4 ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.
Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP
NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Place Associations
to Place Associations
screen
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. Screen.

Kl NOAM VIP: Add
Policy and Charging . .
Mated Sites Place You will see a screen similar to:
Association

Click on Insert inthe lower left corner.

Main Menu: Configuration -> Place Associations [Insert]

Inserting a new Place Association

Place Association
Field Value Description

. Unigque identifier used to label a Plz

*

SEERLERIZEITUETE I characters are alphanumeric, unde
Place Association Type | - Select Place Association Type - « |+ The Type ofthis Place Association
Places
Places DSRYOPCASIte

Places in this Place Association

|0k | [Apply| [cancel]

1. Enter the Place Association Name
2. Select “Policy Binding Region” as the Place Association Type

3. Select all the Places to associate with the Place Assaciation. Select all the sites (Places)
which have Policy Binding SBR Server Groups.
4. Click Ok.

22 of 104 ES58667-02




4.2 RESOURCE DOMAINS CONFIGURATION

If all the required resource domains are not already configured, then follow the procedures defined in this
section, else skip this section.

The following Resource Domains are required for both functions (Policy DRA and Online Charging DRA)
of PCA:

o Policy and Charging DRA
. Policy and Charging Session

The following Resource Domain is required for Policy DRA function ONLY:
. Policy Binding

Procedure 7: Policy and Charging Server SBR Groups Configuration

S | This procedure configures the Resource Domain
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

=+ =g oo

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Policy and Charging -> Configuration

to General Options -> General Options Screen.
Screen

Main Menu: Policy and Charging -> Configuration -> General Options

Field Value Description
Indicate whether the Policy
Policy DRA Enabled [Default = Policy DRA Disz

(Checked) or Policy DRA ¢

Indicate whether the Onlin
[Default = Online Charging
Charging DRA Enabled (C
(Unchecked)]

Mumber of Policy and Cha
Binding database.
[Default = 0; Range = 0-8]

Mumber of Policy and Cha
and Charging Session da
[Default = 0; Range = 0-8]

Online Charging DRA Enabled

Mumber of Policy Binding Server Groups

[=1

Mumber of Policy and Charging Session Server Groups (0

|App|y| | Cancel|
NOAM VIP: Configure 1. Enter the required Number of Policy Binding Server Groups throughout the network
the number of SBR 2. Enter the required Number of Policy and Charging Session Server Groups per Mated Site
Server Groups 3. Click Apply.

4.2.1 Policy and Charging DRA Resource Domain Configuration

Procedure 8: Policy and Charging DRA Resource Domain configuration

S | This procedure configures the Resource Domain
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= moH
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ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Resource Domains
to Resource Domain
Screen Screen.

NOAM VIP: Add Click on Insert in the lower left corner.
Policy and Charging . o
DRA Resource Domain | You will see a screen similar to:

Main Menu: Configuration -> Resource Domains [Insert]

Inserting a new Resource Domain

Resource Domain
Field Value Description

Unique identifier used to label a Res

Resource Domain Mame * -
I characters are alphanumeric and un

Resource Domain Profile | - Select Resource Domain Profile - |+ The Profile of this Resource Domain

Server Groups
C_BIND
C_MP
Server Groups C_SESS Server Groups associated with this B
NOAM_SG
SOAM_SG

(ok| [ Apply| [Cancel

1. Enter the Resource Domain Name

2. Select “Policy and Charging DRA” as the Resource Domain Profile
3. Select the Server Groups to associate with the Resource Domain
4. Click Ok.

NOTE:

For Mated DSR sites, create only one Policy and Charging DRA Resource Domain and
add the DA-MP Server Groups from both sites into this Policy and Charging DRA
Resource Domain.

For non-mated pair DSRs and standalone DSR: Configure a Policy and Charging DRA
Resource Domain per Site.

NOAM VIP: Restart Navigate toMain Menu -> Status & Manage -> Server screen.
the Servers

Select the Servers just added to the Resource Domain and click ‘Restart’ button.

4.2.2 Policy and Charging Session Resource Domain Configuration

Procedure 9: Policy and Charging Session Resource Domain configuration

S | This procedure configures the Resource Domain
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

= g omo-

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP
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NOAM VIP: Navigate
to Resource Domain
Screen

Navigate to Main Menu -> Configuration -> Resource Domains

Screen.

NOAM VIP: Add
Session Resource
Domain

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Configuration -> Resource Domains [Insert]

Inserting a new Resource Domain

Resource Domain

Field Value Description

Unique identifier used to label a Res

Resource Domain Name 3 -
I characters are alphanumeric and un

Resource Domain Profile | - Select Resource Domain Profile - |+ The Profile of this Resource Domain

Server Groups
C_BIND
C_MP
Server Groups C_SESS Server Groups associated with this R
MOAM_SG
SOAM_SG

[0k (Apply) [Cance]

1. Enter the Resource Domain Name

2. Select “Policy and Charging Session” as the Resource Domain Profile
3. Select the Server Groups to associate with the Resource Domain

4. Click Ok.

NOTE:

For Mated DSR sites, create only one Policy and Charging Session Resource Domain and
add all the Policy and Charging Session Server Groups from both sites into this Policy
and Charging Session Resource Domain.

For non-mated pair DSRs and standalone DSR: Configure a Policy and Charging Session
Resource Domain per Site.

NOAM VIP: Add other
Session Resource
Domains.

Repeat Step 4 for all other Session Resource Domains that are to be added.

NOAM VIP: Restart
the Servers

Navigate to Main Menu -> Status & Manage -> Server screen.

Select the Servers just added to the Resource Domain and click ‘Restart’ button.

4.2.3 Binding Resource Domain Configuration

The Policy Binding Resource Domain is only required for Policy DRA function of PCA. Skip this section if
not configuring the Policy DRA function.

Procedure 10: Binding Resource Domain configuration

S | This procedure configures the Resource Domain
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
i ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.
Establish GUI Session | Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
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on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Resource Domains
to Resource Domain
Screen Screen.

NOAM VIP: Add Click on Insert in the lower left corner.
Policy and Charging ) o
DRA Resource Domain | You will see a screen similar to:

Main Menu: Configuration -> Resource Domains [Insert]

Inserting a new Resource Domain

Resource Domain
Field Value Description

Resource Domain Name I . Unigque identifier used to label a Res
characters are alphanumeric and un

Resource Domain Profile | - Select Resource Domain Profile - |+ The Profile of this Resource Domain

Server Groups
C_BIND
C_MP
Server Groups C_SESS Server Groups associated with this R
MOAM_SG
SOAM_SG

[0k (Appiy] [Cane]

1. Enter the Resource Domain Name

2. Select “Policy Binding” as the Resource Domain Profile

3. Select the Server Groups to associate with the Resource Domain
4, Click Ok.

NOTE:
Create only one Policy Binding Resource Domain and add the Policy Binding Server
Groups from all the sites in the network into this Policy Binding Resource Domain.

NOAM VIP: Restart Navigate toMain Menu -> Status & Manage -> Server screen.
the Servers

Select the Servers just added to the Resource Domain and click ‘Restart’ button.
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4.3 DIAMETER CONFIGURATION PROCEDURES

4.3.1 Diameter Configuration for Policy DRA
Detailed steps are given in the procedure below.
Procedure 11: Diameter configuration for Policy DRA
NOTE: EXECUTE THIS PROCEDURE FOR POLICY DRA FUNCTION
SKIP THIS PROCEDURE IF ONLINE CHARGING DRA FUNCTION ONLY

This procedure configures the Diameter stack.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ g m o=

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Configuration ->

to Application Id Application Ids
Configuration Screen

SOAM VIP: Add Click on Insert inthe lower left corner.
Application Id for Gx ) o
Interface You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Application Ids -> [Insert]

Field Value Description
Name | g Application 1d Name

@ -Select- - Application Id is used to ic
Application 1d Yalue [Default=n/a; Range =1-

16777216 - 42049672941

Application Route Table a:
Application Route Table | Default - Used for routing Request:
when the downstream Pe

Peer Route Table associa
Peer Route Table Default - Used for routing Request:
Peer Mode does not have

Routing Option Set assoc
Routing Option Set Default - Used when processing trs
Peer Mode does not have

Pending Answer Timer as
Pendng Answer Timer Default - Used when processing tr:
Peer Node does not have

|0k| [Apply| [Cancel]

1. Select Application Id for Gx Interface “16777238”

2. Click Ok.
SOAM VIP: Add Click on Insert inthe lower left corner.
Application Id for Rx . o
Interface You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Application Ids -> [Insert]

Field Value Description
Mame | * Application I1d Mame

o -Select- - Application Id is used toic
Application Id Value [Default=n/a; Range =1 -

| 16777216 - 42949672941

Application Route Table a:
Lsed for routing Requests
when the downstream Pe

Application Route Table | Default

4

Peer Route Table associa

Peer Route Table Default - Used for routing Requests
Peer Node does not have
Routing Option Set assoc
Routing Option Set Default - Used when processing tr:

Peer Node does not have

Pending Answer Timer as
Pendng Answer Timer Default - Used when processing tr
Peer Node does not have

|Ok| [Apply| [Cancel]
1. Select Application Id for Rx Interface “16777236”

2. Click Ok.
SOAM VIP: Add Repeat Step 6 for all other Application Ids that are expected to be involved in the Diameter call-
Application Ids for any flows. For example, Gxx and S9 Interfaces.

other required Interfaces
for Policy DRA

SOAM VIP: Verify that | Navigateto Main Menu -> Diameter -> Configuration ->
all Application Ids have Application Ids
been configured

successfully. You should see a screen containing all the configured Application Ids.

Main Menu: Diameter -> Configuration -> Application Ids

Thu Aug 07 16:41

Application Route Table  Peer Route Table Routing Option Set Pending Answer Timer
16777236 3GPP Rx Default Default Default Default
16777238 3GPP Gx Default Default Default Default
4284967295 Relay Default Default Default Default

SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration -> CEX
to CEX Parameters Parameters
Screen

SOAM VIP: Add CEX Click on Insert inthe lower left corner.

Parameter for Gx . o
Interface You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> CEX Parameters -> [Insert]

Field Value Description
Application Id is used to identify a specific Diamete
Application I 16777238- 3GPP Gx |+ ppicatonl e

[Default = n/a; Range = 1- 16777215 for Standard +
16777216 - 4294967294 for Vendor specific Applic:

@ Authentication

Application Id Type Type of Application Id.

Accounting
If checked, Vendor |d and Application Id AVP will be
Vendor Specific Application 1d v grouped in Vendor specific Appplication |d AVP.
[Default = Unchecked, Range = n/a]
Avendor |d value for this Viendor Specific Applicatiol
Vendor Id ‘ID4‘IS| Vendor |d will be placed in Vendor |d AVP.

[Default = nfa; Range = 1 - 4294967295]
(ok] (Apply] [cancel]

1. Select Application Id Gx Interface “16777238”
2. Check the Vendor Specific Application Id button
3. Enter the Vendor Id “10415”

4. Click Ok.

SOAM VIP: Add CEX
Parameter for Rx
Interface

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> CEX Parameters -> [Insert]

Field Value Description
Application Id is used to identify a specific Diameter
- Application Id AVFP.
Application |d 16777236-3GPP Rx ~ |+

[Default = nfa; Range = 1 - 16777215 for Standard 2
16777216 - 4294967294 for Vendor specific Applic:

@/ Authentication

Application 1d Type Type of Application 1d.

Accounting
If checked, Vendor Id and Application Id AP will be
‘endor Specific Application Id v grouped in Vendor specific Appplication Id AVP.
[Default = Unchecked, Range = n/fa]
Avendor Id value for this Vendor Specific Applicatior
Vendor Id 'ID415| Vendor |d will be placed in Vendor Id AVP.

[Default = nfa; Range = 1 - 4204867295]
(0k] [Apply] [Cancel

1. Select Application Id Rx Interface “16777236”
2. Check the Vendor Specific Application Id button
3. Enter the Vendor Id “10415”

4. Click Ok.

SOAM VIP: Add CEX
Parameters for any
other required Interfaces

Repeat Step 9 for all other configured Application Ids. For example, Gxx and S9 Interfaces.

SOAM VIP: Verify that
all CEX Parameters
have been configured
successfully.

Navigate to Main Menu -> Diameter -> Configuration -> CEX
Parameters

You should see a screen containing all the configured CEX parameters.
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Main Menu: Diameter -> Configuration -> CEX Parameters

| I Application Id Type Vendor Id
16777236 - 3GPP Rx Authentication 10415

18777238 - 3GPP Gx Authentication 10415
4294967295 - Relay Authentication

IVl SOAM VIP: Navigate
to CEX Configuration
Sets screen

Navigateto Main Menu -> Diameter -> Configuration ->
Configuration Sets -> CEX Configuration Sets

SOAM VIP: Configure
the CEX Configuration
set to be used for
Connections with the
PCEF nodes.

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets -> [Insert]

Field Value

CEX Configuration Set Name Gix

Available CEX Parameters
Appiication id-"Name"-Type-Vendor Id

4284867295-"Relay™Authentication- -
16777236-"3GPP Rx"-Authentication-10415

|Addv ‘ | Remove ~
Selected CEX Parameters
Appiication Id-"Names"-Type-Vendorld

CEX Parameters 16777238-"3GPP Gx™-Authentication-10415

|Add v ‘ Remave *
Must Include CEX Parameters

Application Id-"Name"-Type-Vendorid

Available Supported Vendor ids

A

Supported Vendor lds Addv| | Remove *
Selected Supported Vendor lds
10415

|§| [pply | [cancel

. Enter the CEX Configuration Set Name “Gx”

. Select the 3GPP Gx Application Id “16777238” from Available Application Ids
. Click Add just below the list

. Select the Vendor Id “10415” from Available Supported Vendor Ids

. Click Add just below that list

. Click Ok.

DO WN-=-

SOAM VIP: Configure
the CEX Configuration

Click on Insert inthe lower left corner.
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Set to be used for You will see a screen similar to:
Connections with the AF

nodes. Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets -> [Insert]
Field Value
CEX Configuration Set Name Bx

Available CEX Parameters
Application Id-"Name"-Type-Vendor Id

4294867295-"Relay™Authentication- -
16777238-"3GPP Gx™-Authentication-10415

|Add vl [Remove ~|
Selected CEX Parameters
Application Id-"Name"-Type-Vendorid

CEX Parameters 16777236-"3GPP Rx™-Authentication-10415 -

|Add \rl Remove
Must Include CEX Parameters

Application ld-"Name"-Type-Vendorld

Available Supported Vendor s

Supported Vendor ids Addv | [Remove )
Selected Supported Vendor lds

10415 -

k] [poty] [cancel]

. Enter the CEX Configuration Set Name “Rx”

. Select the 3GPP Rx Application Id “16777236” from Available Application Ids
. Click Add just below the list

. Select the Vendor Id “10415” from Available Supported Vendor Ids

. Click Add just below that list

. Click Ok.

Il SOAM VIP: Configure | Click on Insert inthe lower left corner.

the CEX Configuration . .
Set to be used for You will see a screen similar to:

Connections with the
PCRF nodes.

OO WN-=-
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Main Menu: Diameter -> Configuration -> Configuration Sets - CEX Configuration Sets - [Insert]

Field Value

CEX Configuration Set Name GxAndRx

Available CEX Parameters
Application id-"Name"-Type-Vendor Id

4294867295 "Relay™Authentication-

[Remave -

Selected CEX Parameters

Application id-"Name"-Type-Vendorid

16777238-"3GPP Gx"-Authentication-10415

CEX Parameters 16777236-"3GPP Rx-Authentication-10415

|Add \r| Remove "
Must Include CEX Parameters

Application id-"Name"-Type-Vendorld

Available Supported Vendor lds

Supported Vendor ids Addv | |Remove |
Selected Supported Vendor lds

10415

|§| {Apply | | Cancel |

1. Enter the CEX Configuration Set Name “GxAndRx”

2. Select the 3GPP Gx Application Id “16777238” and 3GPP Rx Application Id “16777236” from
Available Application Ids

3. Click Add just below the list

4. Select the Vendor Id “10415” from Available Supported Vendor Ids

5. Click Add just below that list

6. Click Ok.

SOAM VIP: Configure
the CEX Configuration
Set for any other
combination of
Application Ids.

Repeat step 15 for any other combination of Application Ids that need to be shared in a CEX
exchange with some other node, for example, BBERF etc.

SOAM VIP: Verify that
all the required CEX
Configuration Sets have
been configured
successfully.

Navigate to Main Menu -> Diameter -> Configuration ->
Configuration Sets -> CEX Configuration Sets

You should see a screen containing all the configured CEX Configuration Sets.
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Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets

ﬁ?ﬂlﬁ:onﬂgu ration Set CEX Parameters Supported Vendor lds
Default - 1AppK
4284867295-Relay
©x - 1Appid 10415
16777238-3GPP Gx
CxAndRix - 2 Appids 10415
16777238-3GPP Rx
16777238-3GPP Gx.
Rx - 1Appid 10415
16777236-3GPP Rx

KN SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration -> Local
. to Local Nodes screen Nodes

IEl SOAM VIP: Configure | Click on Insert inthe lower left corner.

the first Local Node (P- . o
. DRA) You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Local Nodes -> [Insert]
Thu Fet

Adding a new node

Field Value Description
Unigue name ofthe Local Mode.
Local Mode |F'DRA . [Default = n/3; Range = A 32-character string. Valid ch;
Mame alphanumeric and underscore. Must contain at least c
must not start with a digit.]
Realm ofthis Local Mode. Realm is a case-insensitiv
consisting of a list of labels separated by dots, where
contain letters, digits, dashes (- and underscore {_")
Realm tekelec.com . startwith a letter, digit or underscore and must end wi
- digit. Underscores may be used only as the first charz
must be at most 63 characters long and a Realm mus
255 characters long.
[Default = nia; Range = Avalid Realm ]
Fully Qualified Domain Mame of this Local Mode. FQC
insensitive string consisting of a list of labels separah
where a label may contain letters, digits, dashes (~) a
., underscore (_"). Alabel must start with a letter, digit o
FELL |pdra.teke|ec.com| and must end with a letter or digit. Underscores may £
as the first character. A label must be at most 63 char
and a FQDM must be at most 255 characters long.
[Default = nia; Range = Avalid FQDM.]
SCTP 7 If checked, indicates that this Local Node listens for 5
Enabled connections.
SCTP Listen 3868 SCTP Listen Port number of this Local Node.
Port [Default = 3868; Range = 1024 - 65535]
TCPEnabled [7 If checkt_ad, indicates that this Local Node listens for T1
connections.
TCP Listen 3868 TCP Listen Port number of this Local Node.
Port [Default = 3868; Range = 1024 - 65535]
Connection ) ) ;
3 Connection Configuration Set of this Local Mode.
*
gstnﬂgurahon Default E [Default = n/a; Range = n/a)
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CEX
Configuration | GxAndRx |Z| *
Set

CEX Configuration Set of this Local Node.
[Default = n/a; Range = n/a]

10.240.71.118 [=]x+
10.240.71.121(TSA) [~ %

- Select -

The IP address and TSA list of this Local Node.
[Default = nfa; Range = 1- 8 entries]

IP Addresses

X X X X X X

|Apply| [Cancel|
1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values)

2. Click Ok.

NOTE:

The drop down list of IP address should contain the XSI addresses configured on DSR MP
Servers. If not found then Installation may be incomplete/incorrect, please contact ORACLE
Customer Service for further assistance.

SOAM VIP: Configure Repeat Step 19 and configure more Local Nodes if required.

other Local Nodes, if
required.

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Configuration -> Peer
to Peer Nodes screen Nodes

SOAM VIP: Configure | Click on Insert inthe lower left corner.

the first PCEF node ) o
You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Peer Nodes -> [Insert]

Adding a new Peer node

Fladd Valus

Pear Node Name [PcEF

Rezim oracie.com

FQDN |pc>af .oracle.com
SCTR Eranied J

SCTR Listen Pon 3858

TCR Enanied ]

TCP Lishen Port 38ER

031 10.240.147 22
o Agdresses

ARemate Fmplich Roue _Select- o X
Renlace Dest Reakm
Replace Dest Host

Topalogy Hiding Status

Milnkmum Connection Capacky 1 -

kizximum ARemate Routing ARempis 4 =

‘Same Pear

ARemzie Rouing on Connection Fallure
@) Dierent Pear

‘Same Pear
Afemzte Routihg on Answer Teodt (@) pmecas poar

Same Connection

‘Same Pear

ARemzie Rouing on Answer Resull Cooe
@) Dierent Pear

D pione
Wezsage Priork) S2Ting Read From Reguest Message
Liser Configured

Mezsage PriorRy Configuration Set

Agplication Routs Tanks Not Selected
[Pear Route Taoke Mot Selected »
mgress Routing Option Sat Not Selected

Egress Fending Answer Timer Mot Zslected »

Pear Noda Group Name

1. Enter the field values as shown above (the value given above are examples only and may be

replaced by actual values)
2. Click Ok.

Description

Unigue rame of T2 Pear Node

[Defaull = nia; Fange = A Z2-characer siring. Valk
FoEzim of ks Pesr Node. Resim 5 3 case-nsanzn
URCRrSCOre [*_7). A 120 MUSt Star Wi 3 ERer, aig
b 2t Mot 63 charachers long and a Realm must be
[Detaul = rvE Range = Avalld Rezim]

Fully Cuiaiified Domain Name of iils Peer Mode. FC
digits, dashes - and underseore (). A kabel me
craracher A lenel must be 3 mosl 63 charachers o
[Detul - v Range = Avalkd FRDN]

I Checied, INGICaRSS ISt Mils Peer Mok Iistens for &

SCTP Listen Port rmioer far Bils Peer Node
[Detzul = 3365 Range = 1024 - 63535

i chicied, Indicatess Inat ks Peer Mode listens for

TCP Listen Port rumier far fils Pear Node
[Datzul = 3365 Range = 1024 - 65535

The IP acdress list of ks Peer Node
[Detul - v Range = 1 - 128 entries]

Rooute List lo use for routing messages ko Biks Peer

i checked, Indicates st he Dectination-Realn AVF
[DetuR = Uncheckad: Range = na)

M checked, Indiates Tt e Cectination-Host AVP ¢
[Detaull = Uncheckad:; Range = na)

I Enaied, Indicates Tt e Topology Hiding will e
[Detaull = Disabled; Range = Disavled, Enabled]

The minlum rier of 3alisble comections i B
OmEnize, If e MUET of AElEDIE COMECons 1
Cormection Capachy’, e peer s Tegraded
Similtarly, 'no connections ars alishle 1o e peer,
[Det3R - 1; Range = 1 - 54 connections]

The mzxcimum rumder of tmes Fat a Regueest can b
[Dtul = 4 Range = 1 - 4 fimes]

WRESET O ol 10 PErion SRemEte routing on akerm
fallure ocours

[Detaul = Difirent Pesr]

"Wheinar or ol 1o perform hemsie noutihg on e 5
winem 3 Answer Thneout aoours
[Detzul - Cifierent Peer]

- \Winainzr or ot 1o parionm sRemate rading on 3ke
Answer Fesul Code 0DmUIrs

- Far a0 Arswer responss receied from 3 DAS Pes
= Sygiem Optionss — Message Cogy Options = O
[Detzul - Cifierent Peer]

Miessage PriorRy SSIng supports e lkowing che

hime - 81 Miessage Priorky DEsed on e Messag:
Detaul Message Priarky Configuration Set will b2 |

Read From Request Message - Read Message Pr
e
Liser Configured - Apply Lisar Configured Messag
_[Detauk = Nong]
The Message Priorky Configuration Sef used fo

The Message Priory Configuration St defines

Appiication Roule Table of fils Peer Node
NGl |5 "ot Selecied”, e oownsineam Appilic

Peer Roule Table of fils Peer Node
Nnailue 5 "Nt Selected”, e oownsineam Appilic

Fouting Option 521 of \ils Ingress Peer Node
iNnale ks "ot Selecied”, e dowrstneam Applic

Pending Arswer Timer of Biks egress Peer Nods
iaius ks “Not Selected”, e downstnaam Applk:

PeaT Node Group Name ilks Peer Node asckyne

@ m Cancel
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SOAM VIP: Configure
other Peer Nodes

Repeat Step 22 to configure other peer nodes (PCEFs, AFs, BBERFs etc.) as required.

SOAM VIP: Navigate
to Connections screen

Navigateto Main Menu -> Diameter -> Configuration ->
Connections

SOAM VIP: Configure
the connection with
PCEF Node

36 of 104
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Main Menu: Diameter -> Configuration -> Connections -> [Insert]

Adding a new connection

Fsld Vslus
Comnection Name |
@) sere
Transpon Pratozol
ToP

e Fora |
Initstor & Respondar o [«

Connection Mode

Local inkle Port
Primary Local IP Address

Sacondary Locsl P Address -Szlzct- -

PesT Node AF1

@ o pddress

Pear Node Ideniification Transpon FRDN

10.240.10.73 {TSA1-p)

-

Pear Diameater idently FODN

Primary Pesr IR Address 10.24D.71.85 o X
Sacondary Peer P Address - Bzlzot -

Transport FQDN

Commection Configuration Sat Detaull

CEX Configuraion Sat G

Capacky Configuration Se4 DetauR

Transport Congestion Abskement Thmeout 5 -

Remote Bus| Usage

Fiamole Busy Abatement Timeoul =]

@ niore
Meszage Priorky Seling

Utsar Configurad

Message Priorky Configuration Set

Egress Message Throwling Configuration Sat

Suponess Conmection Unayaliabie Alamm

Suppress Connection ARepls

Test Mode

Riead From Reguest Message

Description

. Aname Pt unigualy idertifes e Commection

[Detaull = r'z; Range = A 32-character siring. \alk characters an

The transpan protocol wsed by Tils Connection
The profoeal shoukd be SuDponad by bom Local Nooe 3nd Peer Nal

The Local Mode of Jils Conneciion.

initsRor Onily Indicatess Tt Local Node will caly IRzt Be connectl
Responder Only Indicates Bt Local Mode will cnfy respond fo fhe ¢
MRLEAOT & RESPONcET Indicates Tt Loo3l Nooe will IRt coanest
[Detull - InRIZAT & Responder; Range = na]

The Local IRzt Port of fiks COPecton

[Detmlt = va: Range = 1024-65535)

The 1P AGANESS 10 e U58d 36 e PTIETY Local Nooe 300ess for |
The 1P Address 1o be used as e Secondary Local Node address &
Thiks 3dress ks cnly used for SCTIP muRHhoming. This 20dress m

The Peer Node of ks Conmection.

Specifies how DSR will darke fe peer nooe's 1P 30ress(es) whe
P Address

Lisa e remote IP address{es) configured for Biks Connection whe
Transport FODN

Li5a e NS Tesoked TIamspon FQDN 300ME55 configuned for B
Poer Nooe FQDN

Uis2 e DINS recoled FODN 300ress oonfigured or e Peer N

The IP Address o be used 35 e Primarny Peer Mode address for §
The IP Address io be used as e Secondary Pear Node address o
Thils address ks only wsed for SCTP muRHoming. This address m

Fully Cualified Domailn kame for Bils connection. FRDN ks a case-
underscone and must end with 2 lefer or dight. Underscanes may e
[Detault = niz; Range = Avzlkd FODN]

The configuration s of fils Connecllon

CEX Configuration 528 of s Conmaciion.
[Detaun = VE; Range = nE]

The Capachy Configuration St usad for s Connection
The C3pachy CONMGUISHION St 0eNNSS NE5aNed 3nd MEHmUT ing
[Detmll - Detzult Range = A 32-characier string. valkd characen

Defines e time perkod (I seconds) spent by e connection n atg
[Detoul = 5; Range = 3 - 50 5205]

Defines whilch Request messages can b frwandad on s conney
Dilsanied” - The Connection ks Nt consioered b be BUSY ater ra
Enanied - The CONMECIin Is considered o be BUSY afer recemi
[Detaull = Disabled; Range = Disabled, Ensbled]

Defines e time perkod (I seconds) Bt 3 Connection will b2 cons
[Detoul = 5; Range = 3 - 50 5205]

ME553g2 Priorky SSRINg SUPDONS Me DIOWING chalces
None - Sat Message Priorfy esed on Peer Mode Message Prior
Read From Reguest Messags - Read Message Priorky from ingn
Liser Conmiguned - ApDly User Conmiguned kessage Priarty Corm
[Detmlt - Nong]

The Message Priory COMQUIation S22 usad o ks comection
The Message Priory Configutalon Sef defines Me priory of e R
The Egress Message Thiofiing Configuration Set used for Biks o

I Chacied, SOMNSCIon URAItDle k3 will Not b2 raksed
[Detl - unchacked: Range = i3]

I checked, e connection aRlemipts ho standoy Peer Moda will be sy
[Detaul = unchacked:; Range = n'z]

I checked, Indicates Tt connection |s 1R test mode
[Detoul = unchacked:; Range = n'z]

e

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values).
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2. Click Ok.

NOTE:

Make sure the IPFE configuration matches the protocol which is selected in this step.

SOAM VIP: Configure | Repeat Step 25 to configure all other required DIAMETER connections.
all other connection with
Peer nodes

SOAM VIP: Configure | For priority based initial CCR-I routing, there should be N+1 number for Route Groups
Route Groups configured where N is the number of PCRFs in the system. The first N Route Groups shall
contain a corresponding PCRF node in them and the last Route Group shall contain ALL
PCRFs.

The goal is to setup a Routing Configuration such that in case of an initial (binding capable)
session request, if there is no route available to the suggested PCRF, Diameter Routing Layer
automatically sends the request messages to any other available PCRF.

Navigate to Main Menu -> Diameter -> Configuration -> Route
Groups

il SOAM VIP: Insert a Click on Insert in the lower left corner.

new Route Group and . o
add the first PCRF to it. You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Route Groups -> [Insert]

Adding a new route group

Field Value De
A
n
Route Group Mame |Pcn‘RouteGroup * cf

A
@ Peer Route Group
E F
e Connection Route Group tEh
P
[C
. c
Peer Node Connection Provisioned . |
Peer Node, Capacity
Connection 01 |perf - - ¥
and Capacity
|Add |

HZzA=d=T

(0k] [Apply] [Cancel]

1. Enter the Route Group name.

2. Select the Peer Node name (PCRF name).
3. Enter the provisioned capacity as 1.

4. Click Ok.

SOAM VIP: Configure Repeat Step 28 for every PCRF that is connected to this DSR.
more Route Groups
corresponding to each
PCREF.

SOAM VIP: Configure | Click on Insert inthe lower left corner.
one Route Group

You will see a screen similar to:
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containing all PCRF

nodes Main Menu: Diameter -> Configuration -> Route Groups -> [Insert] & Help
Tue Feb 28 03:04:11 2012 EST

Adding a new route group

Field Value Description

Aname that uniquely identifies the Route Group.
Route Group . [Default = n/a; Range = A 32-character string. Valid characters are alphan
MName I’A”PC%RD“EGFWD and underscore.

Must contain atleast one alpha and must not start with a digif]

T 9 Peer Route Group ARoute Group can be provision as a set of Peers (PRG) or Connections |
e Connection Route Group that have the same priority within a Route List
_ Peer Modes associated with this Route Group.
Provisioned ., - - X
Peer Node Connection Capacity [Default = n/a; Range = 1 - 64 entries]
Paar Noda 01 PCRF1 E 1 X Connections associated with this Route Group
S [Default = n/a; Range = 1 - 64 entries]
Connection g5 PCRF2 E - 1
TEERaT Provisioned Capacity of the Peer Node/Connection within this Route Grou
03 | PCRF3 [+][-Se 1 Trafficis distributed to available Peer Nodes/Connections within a

|m‘ Route Group proportional to the Peer Node's/Connection’s provisioned cz
— [Default= n/a; Range =1 - 64000 ]

@(] |Apply| |Cancel|

1. Enter the Route Group name.

2. Select the Peer Node name (PCRF name).
3. Enter the provisioned capacity as 1.

4. Click Add.

5. Add another PCRF and so on.

6. Click Ok.

SOAM VIP: Configure | For priority based initial session binding, there should be N number for Route Lists configured
Route Lists where N is the number of PCRFs in the system. All Route Lists shall contain two Route Groups.
The Route Group with a single PCRF will have a higher priority whereas the Route Group with
all PCRFs will have a lower priority.

Navigateto Main Menu -> Diameter -> Configuration -> Route
Lists

SOAM VIP: Configure | Click on Insert in the lower left corner.

the first Route List ) o
You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Route Lists -> [Insert] & Help
Tue Feb 28 03:18:18 2012 EST

Adding a new route list

Field Value Description

Aname thatuniquely identifies the Route List.
[Default = n/a; Range = A 32-character string.
Route List Name |PcrfiRouteList * Valid characters are alphanumeric
and underscore. Must contain at least one
alpha and must not start with a digif]

Minimum Route Group Availability Weight of
this Route List. Minimum Route Group

Minimum Route Group 1 . Availability Weight is used to determine a
Availability Weight Route Group availability status within a Route
List
[Default = n/a; Range = 1- 1024000]
Route Group Priority Route Groups associated with this Route List.
Pcrf1RouteGroup |Z| 1 + [Default=nfa; Range = 1-3 entries]
PO T T AT AllPcrisRouteGroup[~] 2 Priority of Route Group within this Route List
Low value means high priority.
- Select - |Z| [Default = n/a; Range = 1- 3]

@(] |Apply| [Cancel|
1. Enter the Route List name.
2. Minimum Route Group Availability Weight should be 1.
3. Assign priority 1 to the Route Group containing the intended PCRF, assign priority 2 to the
Route Group containing all the PCRFS.
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4. Click Ok.

SOAM VIP: Configure | Repeat step 32 for all other PCRFs connected to this DSR.
all other Route Lists

SOAM VIP: Configure | Finally, configure the PRT such that DSR forwards messages based on the PCRF preference.
the Peer Routing Rules.
Navigate to Main Menu -> Diameter -> Configuration -> Peer

Route Table

SOAM VIP: Navigate to Main Menu -> Diameter -> Configuration -> Peer
Add PRT rules to Route Table
Default PRT

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Peer Route Tables &> Help

Fri Jul 27 06:44:30 2012 EDT
Filter =

Peer Route Table Name  Number of Rules
Default ]

Lo g
Insert Delete View / Edit Rules

1. Select the Default Peer Route Table Name to which rules are to be added.
2. Click on View/Edit Rules button.

Kl SOAM VIP: Configure | Click on Insexrt inthe lower left corner.
PRT rules for the first

PCRF You will see a screen similar to:
Inserting Rule for Peer Route Table: Default & Helr
Fri Jul 27 06:54:34 2012 EDT
Field Value Description -
Unique name of the Rule.
Rule Name |ru\e_pcrﬁ = [Default = nia; Range = A 32-c|
underscore. Must contain at lg
Peer Route Table Default * Peer Route Table associated

Priority of this Rule.
Priority 1 B Low value means higher prior
[Default = n/a; Range = 1-99]

Condiions associated with th
Each condition has three part,
In arder for a Diameter mess:
it must match the criteria of ez
Application-ld:

[Default = n/a; Range = 0-429,

Parameter Operator Value E
pe Command Cede:
Destination-Realm  Always True - | AND  [Default = nia; Range = 0-167|
Destination-Host Equals ~ pcrfliekelec.com AND  pestination-Realm and Origir|
o Realm is a case-insensitive s
Conditions Application-ld Always True - AND' where a label may contain lett
Alabel must start with a letter,
Command-Code Always True - AND Underscores may be used on
Alabel must be at most 63 ch
Qrigin-Realm AND
g Always True | [Default = nia; Range = Sub sf
Origin-Host Always Trug v | -
Destination-Host and Origin-+
FQDN is a case-insensitive s
where a label may contain lett
A label must start with a letter,
Underscores may be used an
Alabel must be at most 63 ch
[Default = nfa; Range = Sub sl
Action associated with this Ru
Act @ Route to Peer Route to Peer will route mess
o Send Answer 8end Answer will abandon mi

Answer Result-Code Value as -
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Route List associated with thi

Route List perfiRoutelist - Route Listis required if Action|
The priority of the message to
Message Priority No Change lowest priority. The Message F

field value is setto ‘Route to P| =

3002 UNABLE_TO_DELIVER Value to be placed in the Resi|
Answer Result-Code Value Answer Result-Code Value is
[Default = n/a; Range = 1000 -|
Vendor Id Value
Vendor Id | Vendor Id will be placed in Ver|

[Default = n/a; Range = 1 - 42¢

Answer Error Message | String to be placed in the Erro
’ ¢ [Default = null string, no Error-|

[ok] [Apply] [Cancel]

1. Enter the Rule name and priority values.

2. Select Destination host “Equals” the configured FQDN of PCRF1.
3. Select “Always True” for other conditions.

4. Select the Route List “Pcrf1RouteList”.

5. Click Ok.

SOAM VIP: Configure
PRT rules for all other
PCRFs

Repeat from step 36 for all other PCRFs connected to this DSR. This Routing configuration will
ensure that whenever PCA requests DSR to route to a particular PCRF based on PRT, DSR will
route to it if the PCRF is available, however, if not, it will route the message to any other
available PCRF.

SOAM VIP: Navigate
to the Application
Routing Rules screen

Navigate to Main Menu -> Diameter -> Configuration ->
Application Routing Rules

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Application Route Tables
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Mon &
Application Route Table
Name Number of Rules
Default 0
Ol
Insert Delete View / Edit Rules
1. Select the Default Application Route Table Name to which rules are to be added.
2.Clickon View/Edit Rules button.
Kl SOAM VIP: Configure | Click on Insexrt inthe lower left corner.
the ART for Gx Interface ) o
messages You will see a screen similar to:
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Inserting Rule for Application Route Table: Default

Flaid Valus D=

Rl Mame GxRuls . B
Appilication Roue Taole Drefault - A

Priarky 5 o ]

Parametsr Opsrator Valus

Desthation-Realm  Always Trus - amp O

Desthaion0s!  Always True - et
Condiions Agpilication-id Equals » IETTT238-3GPP Gx -~ AND
Command-Code  Always True - |-3zlect- AND
Crigln-Resim Always True - AND oy

Origin-Hos! Abways Trus - e

@/ Rouse to Application g
Forwand To Egress Routing :;
Sand Answer =]
AnEndon Wk NO Answer =

Action

Ansiwer Resul-Code Vale — &

Vendor i EE

Areswer Ermor Message
Application kame PCA - Ap
Gi-Prime i

(cok] (emiy

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values).
2. Click Ok.

) SOAM VIP: Configure | Click on Insert in the lower left corner.

the ART for Rx Interface ) L
messages You will see a screen similar to:
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Inserting Rule for Application Route Table: Default
Fisit Valus L
Fule Name RxRul= - [
Amllcaion Rowse Tabke | Dizfzut - 1
PriorRy 5 o 1
I
|
L
[
Parameter Opsrator valus |
Destination-Realm  Always True - s [
Desfination-Host  Ahways Trus - mo |
————— P §
CondRions Application-id Equals ~  VETTTZ3E - 3GPP Rx - AND
Command-Code  Always True w | | -Select- AND |,
|
Origin-Reaaim Always Trus - SR
Origin-Host Always True - 1
]
4
4
|
I
L
D moune 10 Agplication ]
e Forwand To Egress Routing :
S2nd Answer i
AbErvion Wi No Answer 1
Answer ResuR-Cade Ve — !
[
Wendor id \
I
Anzwer Ermor Message [
Agpliction Name PCA, - /
GaPrime
|0k | | Appiy | | Cancsi]
1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values).
2. Click Ok.
X SOAM VIP: Configure | Repeat Step 40 for any other Application Id that needs to be routed to the PCA Application by
the ART for all other Diameter Routing Layer.
. Interface s
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4.3.2 Diameter Configuration for Online Charging DRA
Detailed steps are given in the procedure below.
Procedure 12: Diameter configuration for Online Charging DRA
NOTE: EXECUTE THIS PROCEDURE FOR ONLINE CHARGING DRA FUNCTION
SKIP THIS PROCEDURE IF POLICY DRA FUNCTION ONLY

This procedure configures the Diameter stack.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Configuration ->

to Application Id Application Ids
Configuration Screen

SOAM VIP: Add Click on Insert inthe lower left corner.

Application Id for GyRo ) o
Interface You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Application Ids -> [Insert]

Field Value Description

Name |Diameter Credit Control * Application Id Mame
; ; Application Id is used to ide
@ 4-Diameter Credit Control ¥  [Default=n/a Range=1--

| 16777216 - 4294967294 fc
Relay]

Application |d Value

Application Route Table as
Used for routing Requests
when the downstream Pee
Table.

Application Route Table | Default

4

Peer Route Table associab

Peer Route Table Default « Used for routing Requests
Peer Node does not have £
Routing Option Set associz
Routing Option Set Default - SO s i [

downstream
Peer Node does not have £

Pending Answer Timer ass
Used when processing tral
Peer Node does not have 2

Pendng Answer Timer | Default

4

(0k| (Apply | Cancel

1. Select Application Id for Diameter Credit Control “4”.
2. Click Ok.

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Configuration -> CEX
to CEX Parameters Parameters
Screen

SOAM VIP: Add CEX Click on Insert inthe lower left corner.

Parameter for GyRo ] o
Interface You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> CEX Parameters -> [Insert]

Field Value Description

Application Id is used to identify a specific D
Application |d AVP.

[Default =nfa; Range = 1 - 16777215 for Stz
16777216 - 4294967294 for Vendor specific

Application 1d 4 - Diameter Credit Control - |+

9! Authentication

Accounting Type of Application Id.

Application Id Type

If checked, Vendor |d and Application 1d AVP
endor Specific Application 1d grouped in Vendor specific Appplication Id A
[Default = Unchecked, Range = n/a]

Avendor |d value for this Vendor Specific Ap

Wendor Id | Vendor Id will be placed in Vendor Id AVP.

[Default = nfa; Range = 1 - 4294957295]

(O] [Apply] | Cancel |

1. Select Application Id “4 - Diameter Credit Control”.
2. Click Ok.

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Configuration ->

to CEX Configuration Configuration Sets -> CEX Configuration Sets
Sets screen

SOAM VIP: Configure | Click on Insert inthe lower left corner.
the CEX Configuration ) o
set to be used for You will see a screen similar to:
Connections with the
CTF and OCS nodes.
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Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets -> [Insert]

Field Valus

CEX Configuration Set Name GyRo

Aualiable CEX Paramsiers
Application -"hame" Type-Viendor i

4234567255 "Relzy - Authentication- -

|A-:-: v | | Renn

‘Salected CEX Parameaters
Application i-"hame"- Tps-lendork

CEX Parameters 4-"Diameter Credit Control-Authentication- -

|A-:-: v | Remove ™
Wiust include CEX Parameters
Appication k-"Name"-Type-\Wenaorkl

Aglianle Suppanad Vandor ids

Supporied Venoor igs Add Remaove

‘Selecied Supponed Vendar ids

|E||APPY||C='F°E|

1. Enter the CEX Configuration Set Name “GyRo”.
2. Select the Diameter Credit Control Application Id from Available CEX Parameters box
3. Click Add just below the list.

4, Click Ok.
SOAM VIP: Configure Repeat step 17 for any other combination of Application Ids that need to be shared in a CEX
the CEX Configuration exchange with some other node, for example, BBERF etc.

Set for any other
combination of
Application Ids.

SOAM VIP: Verify that | Navigateto Main Menu -> Diameter -> Configuration ->
all the required CEX Configuration Sets -> CEX Configuration Sets
Configuration Sets have
been configured

You should see a screen containing all the configured CEX Configuration Sets.
successfully.

Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets

Mon Aug 11
ﬁEXConI’lgnrat\on Set CEX Parameters Supported Vendor lds
ame
Default —1AppId
4294967295-Relay
GyRo -1 1AppId

4-Diameter Credit Control
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iy SOAM VIP: Navigate
. to Local Nodes screen

Navigateto Main Menu -> Diameter -> Configuration -> Local

Nodes

Nl SOAM VIP: Configure
the first Local Node
. (OC-DRA)

Click on Insert

in the lower left corner.

You will see a screen similar to:
Main Menu: Diameter -> Configuration -> Local Nodes -> [Insert]

Adding a new node

Fleld

Local Node
Name

Reaim

FQON

SCTP
Enabled

SCTP Uisten
Port

TCP Enabled
TCP Listen
Pont

Connection
Configuration
Set

LEX

Conbjuralion E!'rHQ -

Sat

IP Addresses

1. Enter the field values as shown above (the value given above are examples only and may
be replaced by actual values).
2. Click Ok.

NOTE:

Value

| pCE

| pca.oracle.com

3868
Default :j -

10 240,71 118

10.240 71 A2TSA) | =

“Thu Fekt

Description
Unique name of the Local Node

. [Default = n/a; Range = A 32-character sting. Valid chy

alphanumeric and underscore. Must contain at least o
must not start with 3 digit]

Realm of this Local Node. Realm is a case-insensitv
consisting of a st of labels separated by dots, where
contain lefters, digits, dashes (~) and underscore (_")

. Startwith 3 lefter, digit or underscore and must end wi

digit. Underscores may be used only as the first chara
must be at most 63 characters long and a Realm mus
255 characters long

[Default = nfa; Range = Avalid Realm ]

Fully Qualiied Domain Name of this Local Node. FQD
insensitive string consisting of a list of Iabels separaty
where 3 label may contain letters, digits, dashes (<) a

. uncerscore (). Alabel must start with a letter, digit of

and must end with a letter or digit. Underscores may b
as the first character. A label must be at most 63 chan
and a FODN mus! be at most 255 characters long
[Default = n/a; Range = Avalld FQDN |

If checked, Indicates that this Local Node listens for St
connections

SCTP Listen Port number of this Local Node
[Default = 3868, Range = 1024 - 65535)

If checked, indicates that this Local Node listens for Tt
connections

TCP Listen Port number of this Local Node
[Default = 3868; Range = 1024 - 65535)

Connection Configuration Set of this Local Node
[Default = nfa; Range = n/a)

CEX Configuralion Sel of this Local Mods
[Cedaul = nfa; Range = nta)

The P address and TEA lisl of this Local Hode
[Cedault = nfa; Range = 1 -8 enkies]

{08 [Apely] [Cancel

The drop down list of IP address should contain the XSI addresses configured on DSR MP
Servers. If not found then Installation may be incomplete/incorrect, please contact Oracle
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Customer Service for further assistance.

SOAM VIP: Configure Repeat Step 11 and configure more Local Nodes if required.
other Local Nodes, if
required.

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Configuration -> Peer
to Peer Nodes screen Nodes

SOAM VIP: Configure | Click on Insert inthe lower left corner.

the first CTF node ) o
You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Peer Nodes -> [Insert] & Help
Wed Jul 04 06:42:01 2012 UTC

Adding a new Peer node

Field Value Description
Unigue name ofthe Peer Node
Peer Mode Name CTF e [Default = nfa; Range = A 32-character string. Valid char:

Must contain atleast one alpha and must not start with ¢

Realm of this Peer Node. Realm is a case-insensitive 5
dots, where a label may contain letters, digits, dashes (*
a letter, digit or underscore and must end with a letter or
first character. A label must be at most 63 characters lor
characters long. E
[Default = nfa; Range = Avalid Realm]]

Fully Qualified Domain Name of this Peer Node. FQDM
of labels separated by dots, where a label may contain |
Alabel must start with a letter, digit or underscore and rr
may be used only as the first character. Alabel must be
be at most 255 characters long

[Default = nfa; Range = Avalid FQDMN.]

SCTP Enabled ¥ If checked, indicates that this Peer Node listens for SCT

SCTP Listen Port number for this Peer Mode.
[Default = 3868; Range = 1024 - 65535]

TCP Enabled v If checked, indicates that this Peer Node listens for TCP
TCP Listen Port number for this Peer Node.

Realm oracle.com *

FQDN |ctf.oracle.com *

SCTP Listen Port 3868

TR D =6 3868 [Default = 3368; Range = 1024 - 655351
The IP address list of this Peer Mode.
X
P Addresses 0102505353 [Default = nfa; Range = 1- 128 entries]
Add
Alternate Implicit Route - Select- « ¥ Route List to use for routing messages to this Peer if all

If checked, indicates that the Destination-Realm AVP of 1
Replace Dest Realm with this Peer Mode Realm.
[Default = Unchecked; Range = nia]
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Replace DestHost

Minimum Connection

Capacity 1

Maximum Alternate 4 .
Routing Attempts

Alternate Routing on Same Peer

Connection Failure

Alternate Routing on
Answer Timeout

Alternate Routing on
Answer Result Code

Peer Route Table
Routing Option Set

Pending Answer Timer

|Defaul

9 Different Peer
Same Peer

@/Different Peer
Same Connection

Same Peer
@'Different Peer

Default

Default  ~

If checked, indicates that the Destination-Host AVP of ou
this Peer Node Fully Qualified Domain Name.
[Default = Unchecked; Range = n/a]

The minimum number of connections that must be avai
Otherwise, the Peer is ‘Degraded” if connections less th
“Awailable’ or Unavailable’ if no connections are availabl
[Default = 1; Range = 1 - 64 connections]

The maximum number of times that a Request can ber
peeris selected.
[Default = 4; Range = 1 - 4 times]

Whether or not to perform alternate routing on alternate
selecting the next eligible peer of a Peer Route Group w!
[Default = Different Peer]

Whether or not to perform alternate routing on the same
same peer before selecting the next eligible peer of a Py
OCCUrs

[Default = Different Peer]

-Whether or not to perform alternate routing on alternate
selecting the next eligible peer of a Peer Route Group w|=
- For an Answer response received from a DAS Peer (M
Answer Result Code is determined by the Diameter -= (
Copy Options -= DAS Answer Result Code parameter.
[Default = Different Peer]

The Peer Route Table to be associated with this Peer N
The Routing Option Setto be associated with this Peer|
The Pending Answer Timer to be associated with this P

[ok] [Apply] [Cancel]

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values).

2. Click Ok.

SOAM VIP: Configure
other Peer Nodes

Repeat Step 14 to configure other CTF and OCS peer nodes as required.

SOAM VIP: Navigate
to Connections screen

Navigate to Main Menu -> Diameter -> Configuration ->
Connections

SOAM VIP: Configure
the connection with CTF
Node
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Click on Insert

You will see a scri

Main Menu: Diameter -> Configuration -> Connections -> [Insert]

een similar to:

Adding a new connection

Field

Connection Name

Transport Protocol

Local Node

Connection Mode

Laocal Initiate Port

Primary Local IP Address

Secondary Local IP Address

Peer Node

Peer Node |dentfification

Primary Peer IP Address

Secondary Peer IP Address

Value

in the lower left corner.

|conn_ctf

SCTP
° TCP

pca |Z| o

Responder Only

—

CTF =]

9! |P Address
Transport FQDN

Peer Diameter |dentity FQDM

10.250 53 51[=[%

10.240.71 121(TSA) [= ]+

@ Help

Mon Feb 20 04:54:25 2012 EST

Description

Aname that uniguely identifies the Connection.
[Default = nia; Range = A 32-character string. Valid characters
not start with 3 digit]

The transport protocol used by this Connection.
The protocol should be supported by both Local Mode and Peg

The Local Mode of this Connection.

m

Initiator Only indicates that Local Mode will only initiate the con
Responder Only indicates that Local Mode will only respond ol
Initiator & Responder indicates that Local Node will initiate cor
Mode.

[Default = Initiator & Responder; Range = nfal

The Local Initiate Port of this Connection.
[Default = n/a; Range = 1024-65535]

The IP Address to be used as the Primary Local Mode address

The IP Address to be used as the Secondary Local Node addr
This address is only used for SCTP multi-homing. This addres:

The Peer Node ofthis Connection.

Specifies whether the Peer Mode is identified by IP address(e:
been selected and no Transport FODN has been specified, th

The IP Address to be used as the Primary Peer Mode address

The IP Address to be used as the Secondary Peer Node addre
This address is only used for SCTP multi-homing. This addres:

ES58667-02




Fully Qualified Domain Name for this connection. FQDN is a ¢
label may contain letters, digits, dashes (~") and underscore
Transpor FQDM | letter or digit. Underscores may be used only as the first chara
255 characters long
[Default = nfa; Range = Avalid FQDN]

Connection Configuration Default Iz' .

Set The configuration set of this Connection.

CEX Configuration Set of this Connection.

CENTRITL EEE GxOnly E [Default = nfa; Range = n/a)

The Capacity Configuration Set used for this Connection

The Capacity Configuration Set defines resernved and maximur
Capacity Configuration Set | Default |Z| * connection.

[Default = Default; Range = A 32-character string. Valid characl

must not start with a digit.]

Defines which Request messages can be forwarded on this ¢
connection’s Peer.

‘Disabled - The Connection is not considered to be BUSY afte
continue to be forwarded to (or rerouted to) this connection.

- ‘Enabled' - The Connection is considered to be BUSY after rec

*
RIS SRR Disabled |Z| forwarded to (or rerouted to) this connection until the Remote E
‘Host Override’ - The Connection is considered to be BUSY afi
whose Destination-Host AVP value is the same as the connec =
Remote Busy Abatement Timeout expires

[Default = Disabled; Range = Disabled, Enabled, Host Overrid

Defines the time period (in seconds)that a Connection will be
received.
[Default = 3; Range = 3- 60 secs]

If checked, indicates that connection is in test mode
[Default = unchecked; Range = nia].

oK [Agply] [Cancel] a

Remote Busy Abatement ,—
Timeout

TestMode

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values).
2. Click Ok.

NOTE:

Make sure the IPFE configuration matches the Transport Protocol which is selected in this step.

SOAM VIP: Configure
all other connection with
Peer nodes

Repeat Step 17 to configure all other required connections.

SOAM VIP: Configure
Route Groups

For priority based initial CCR-I routing, there should be N+1 number for Route Groups
configured where N is the number of OCSs in the system. The first N Route Groups shall
contain a corresponding OCS node in them and the last Route Group shall contain ALL OCSs.

The goal is to setup a Routing Configuration such that in case of an initial session request,
Diameter Routing Layer sends the request messages to any available OCS.

Navigateto Main Menu -> Diameter -> Configuration -> Route
Groups

vl SOAM VIP: Insert a
new Route Group and
add the first OCS to it.

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Route Groups -> [Insert]

Adding a new route group

Fiedd Vale

Roete Grovp 1—— e
Nare | ocsRouteGroup

© Peer Route Group

T
e Connecion Route Group

Peer Node Connection

ocs |[»]

Peer Node.
Coanection g4
and Capaaty

Add

1. Enter the Route Group name.

@ ven

“Twa Feb 28 03/04:153 2012 EST

Description

Anama that uniquely identiies tha Rowte Group

Petaul » nfa; Range = A 32-Characier string. Valld characters are alpham
and underscore

Mus!t contain at least one alpha and must not start with a AigH]

ARoute Group can Be provision as a set of Peers (PRG) of Connections |
hat have the same pricaly within 3 Route List

Pear Noces 35500abed with this Route Group
Petault » va; Range » 1 - 64 enties)

Connectons associated with his Route Group
[Oetault = /3, Range = 1 - 54 entries)

Provsioned Capadity of the Peer Node)Connacion within this Route Grou
TraMc is cesiduted 1o avadadie Peer Nodes/Connecions within a

Route Group proporbonal 1o the Peer Node's/Connection’s provisioned ci
Petault » nfa; Range = 1 - 54000

Ok Apply| Cancel

2. Select the Peer Node name (OCS name).
3. Enter the provisioned capacity as 1.

4. Click Ok.

SOAM VIP: Configure
more Route Groups
corresponding to each
OCS.

Repeat Step 20 for every OCS that is connected to this DSR.

SOAM VIP: Configure
one Route Group
containing all OCS
nodes

Click on Insert

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Route Groups -> [Insert)

Adding @ new route group

Field Value

in the lower left corner.

ﬁ:.':: Gi0UR. ZIOCSRouteGroup

@ Peer Route Group

Tue Fed 28 03:0

Description

Aname hat uriquely IGenafies the Route Group

{Oefault = va. Range = A 32.character siing. Vakd characters ate alphars
and underscore

Muzst contain 31 16331 0nve Sipha ana Must Not Stan with a oo

A Route Group can be provision as 3 sel of Peers (PRG) or Connections |

Tpe Connecson Route Group that have e same prionity within 3 Route List
Poor Nodes associated with s Route Group
Provisioned
Peear Node ‘4 it = o 51
Connection c r {ODofault = va. Range 64 entries)
Poer Node 01 OCS - 1 x Connections assodated with this Route Group
: y " = A e
Comnecion g2 OCST T2l - = {Default = nia; Range = 1 - 64 entries)
and Capacty S = Provisioned Capacly of mie Peer NoGNCONNECHn within tis Route GIou
03 OCS2 |~ 1 X Tramcis distiduted to availadle Peer Nodes/Connections within a
Add Route Group proportional 10 the Peer Node's/Connection's grovsioned ci
{Oofault = nlac Range = 1-64000]
04 Apply’ [Cancel
1. Enter the Route Group name
2. Select Type as ‘Peer Route Group’
3. Select the Peer Node name (OCS name).
4. Enter the provisioned capacity as 1.
5. Click Add and add another OCS and so on.
6. Click Ok.

SOAM VIP: Configure
Route Lists

For priority based initial session binding, there should be N number for Route Lists configured
where N is the number of OCSs in the system. All Route Lists shall contain two Route Groups.
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The Route Group with a single OCS will have a higher priority whereas the Route Group with all
OCSs will have a lower priority.

Navigate to Main Menu -> Diameter -> Configuration -> Route
Lists

vZl SOAM VIP: Configure
the first Route List

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Route Lists -> [Insert]

@ Help

Tue Fob 28 031381318 2012 EST

Adding a new route list
Freid Value Description

A name Bist uraguely idenifies the Route List
{ODefauit = nla Range = A 32-character string
Valid characters are alphanumeric

and underscore. Must contain at least one
alpha and must not stat with 3 A8

Route List Name [OcsRouteList

Minimum Route Group Avakadility Weight of
this Route List Misimum Route Geoup
AvaHabiey Weight IS used 1o Selermine 3
Roete Group avaladiity stadus within 3 Route
List

[Default = n'a; Range = 1 - 1024000)

Minimum Route Geoup
Araitabirty Weighe

Route Grosp
ocsRouteGroup (=] 1

Route Groups assocated with this Route List
{Defauit = nfa Range = 1+ 3 entries]

Route Group and Pricnty

ANOCSRoWeGrow (| 2 Prionty of Route Group within Shis Route List

Low value means high peionty

Select - [ Default = nia: Range = 1- 33

O Apply Cancel
1. Enter the Route List name.
2. Minimum Route Group Availability Weight should be 1.
3. Assign priority 1 to the Route Group containing the intended OCS, assign priority 2 to the
Route Group containing all the OCSs.
4, Click Ok.

SOAM VIP: Configure
all other Route Lists

Repeat step 24 for all other OCSs connected to this DSR.

SOAM VIP: Configure
the Peer Routing Rules.

Configure the PRT such that DSR forwards messages based on the OCS preference.

Navigateto Main Menu -> Diameter -> Configuration -> Peer
Route Table

SOAM VIP:
Add PRT rules to
Default PRT

Navigate to Main Menu -> Diameter -> Configuration -> Peer
Route Table
You will see a screen similar to:

@ Help

Fri Jul 27 06:44:30 2012 EDT

Main Menu: Diameter -> Configuration -> Peer Route Tables

Peer Route Table Name  Number of Rules
Default 0
L]

Insert Delete View / Edit Rules

Select the Default Peer Route Table Name to which rules are to be added and click on
View/Edit Rules button.

il SOAM VIP: Configure
PRT rules for the first
OCS

Click on Insert inthe lower left corner.

You will see a screen similar to:
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@HE\:

Fri Jul 27 06:54:34 2012 EDT

Inserting Rule for Peer Route Table: Default

Field Value Description -
Unigue name of the Rule
Rule Name Iru|979551 * [Default = n/a; Range = A 32¢

underscore. Must contain at le

Peer Route Table Default * Peer Route Table associated

Priority of this Rule.
Low value means higher prior
[Default = n/a; Range = 1-99]

Priority

Conditions associated with th

Each condition has three part!

In order for a Diameter messz

it must match the criteria of ez~

Application-ld:

[Default = n/a; Range = 0-429,
Value &

Parameter Operator

Command Code:
Destination-Realm  Always True - AND  [Default = n/a; Range = 0-167 |

Destination-Host ocs.oracle.com AND  Dpestination-Realm and Origir
Realm is a case-insensitive s|
where a label may contain lett
Alabel must start with a letter,
Underscores may be used on
Alabel must be at most 62 ch
[Default = n/a; Range = Sub sl

Equals -

Conditions Application-ld Always True -

Command-Code

Always True -

Origin-Realm Always True - | AND

Origin-Host Always True A |

Destination-Host and Origin-+
FQDNM is a case-insensitive sl
where a label may contain lett
Alabel must start with a letter,
Underscores may be used on
Alabel must be at most 62 ch
[Default = n/a; Range = Sub sl

Action associated with this Ru
Route to Peer will route mess
Send Answer will abandon mi
Answer Result-Code Value as ~

9Route to Peer

Action
Send Answer
Route List associated with thi

OcsRoutelist  » Route Listis required if Action

Route List
The priority of the message to

lowest priority. The Message F| _
fieldvalue is setto ‘Route to P =

Message Priority No Change ~

Value to be placed in the Resy
Answer Result-Code Value is
[Default = n/a; Range = 1000 -

3002 UNABLE_TO_DELIVER

—
—

I String to be placed in the Erro
[Default = null string, no Error-|

Answer Result-Code Value

Vendor Id Value
Vendor Id will be placed in Ver|
[Default = n/a; Range = 1 - 42¢

Vendor Id

Answer Error Message

[0k] [Apply] [Cancel|

1. Enter the Rule name and priority values.

2. Select Destination host “Equals” the configured FQDN of OCS.
3. Select “Always True” for other conditions.

4. Select the Route List “OcsRouteList”.

5. Click Ok.

NOTE: the above are sample configuration values, the actual configurations may differ.

SOAM VIP: Configure
PRT rules for all other
OCSs

Repeat from step 28 for all other OCSs connected to this DSR. This Routing configuration will
ensure that whenever PCA requests DSR to route to a particular OCS based on PRT, DSR will
route to it if the OCS is available, however, if not, it will route the message to any other available
OcCs.

SOAM VIP: Navigate
to the Application
Routing Rules screen

Navigate to Main Menu -> Diameter -> Configuration ->
Application Routing Rules

You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Application Route Tables
Mon A2
Application Route Table
Name Number of Rules
Default ]
L ool
Insert elete ew / Edit Rule
1. Select the Default Application Route Table Name to which rules are to be added.
2.Clickon View/Edit Rules button.
KXl SOAM VIP: Configure | Click on Insert inthe lower left corner.
the ART for GyRo . o
. Interface messages You will see a screen similar to:
E58667-02
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Inserting Rule for Application Route Table: Default

Field Value

Rule Name GyRoRule

Application Route Table

)
@
ol

Priority 1
Parameter Operator Value =
Destination-Realm  Always True - AND
Destination-Host Always True - AND

i Application-ld Equals ~ 4 -Diameter Credit Control -~ AND
Command-Code  Always True - sl
Crigin-Realm Always True - AND
Origin-Host Always True -

@) Route to Application
Forward To Egress Routin
Action E H
Send Answer

Abandon With Mo Answer

Answer Result-Code Value

Vendor Id

Answer Emor Message

Application Mame PCA -

Gux-Prime
[0k | [Apply | (Cancel]

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values).
2. Click Ok.

SOAM VIP: Configure | Repeat Step 31 for any other Application Id that needs to be routed to the PCA Application by
the ART for all other Diameter Routing Layer.
Interface s
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4.4 PCA FUNCTION CONFIGURATION PROCEDURES

This section provides the detailed procedure steps of the PCA configuration execution. These procedures
are executed inside a maintenance window.
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4.4.1 Policy DRA Configuration
Detailed steps are given in the procedure below.

Procedure 13: Policy DRA configuration

= g mo=-

This procedure configures the Policy DRA function of PCA application.

PRE-REQUISITE: Procedure 11 must be executed before this procedure.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Navigate
to PCRFs screen

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> PCRF's

SOAM VIP: Configure
the first PCRF node.

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRFs -> [Insert] 4

Mon Aug 18 14:14:49 20

Adding a new PCRF

Field Value Description

Aname that uniquely identifies the PCRF Peer Mode to be included
PCRF Peer Mode Mame porf - | * in the round-robin load distribution of new bindings to PCRFs
[Default = nfa; Range = List of configured Diameter Peer Nodes]

An optional comment to describe the PCRF node.
[Default = nfa; Range = 0-54 characters]

(0k] [Apply] [Cancel]

Comments

1. Select the PCRF name from the drop down
2. Click Ok.
NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure
all other PCRF nodes.

Repeat Step 3 to configure all the PCRF nodes.

SOAM VIP: Navigate
to Binding Key Priority
screen

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> Binding Key Priority

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Policy DRA -> Binding Key Priorityd

Mon Aug 18 14:18:44 20

Table Description: The Binding Key Priority table defines search priorities for binding keys that can be used to locate a subscriber binding for
Binding Dependent sessions of Gx-Prime and Rx diameter interfaces. The priority determines the order used to find a binding for subsequen|
sessions. The alternative binding keys must be assigned below in order to be used to locate subscriber bindings. If any alternative binding ki
not assigned a priority, they will not be used to locate subscriber bindings, even if the key is present in the Diameter message.

Priority Binding Key Type

1 IPv6 Address = =
2 IPv4 Address
3 - Select- -

4 - Select - A

|App|y‘ | Cancel|

SOAM VIP: Configure
the Binding Key
Priorities

1. Select the Binding Keys priority as appropriate
2. Click Apply.

SOAM VIP: Navigate
to Topology Hiding
screen

OPTIONAL
If Topology Hiding feature is required execute Steps 7 through 11. Else skip to Step 12

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> Topology Hiding

SOAM VIP: Configure
the Peer node for which
PCRF identity needs to
be hidden

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> Topology Hiding -> [Insert] 4

Mon Aug 18 14:22:53 20

Adding a new Policy Client

Field Value Description

Aname that uniquely identifies the Policy Client Peer Node from which
Policy Client Peer Node Name | pcef > [* PCRF names should be hidden.

[Default = n/a; Range = List of configured Diameter Peer Nodes]

An optional comment to describe the Policy Client Peer Mode
Comments

[Default: n/a; Range: 0-64 characters]
|§||ADPW‘ [Cancel|

1. Select the (policy client) node name from the list for which the PCRF identity needs to be
hidden

2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure
other Peer nodes for
which PCRF identity
needs to be hidden

Repeat Step 8 for all (policy client) nodes for which the PCRF identity needs to be hidden.

SOAM VIP: Navigate
to PCA Site Options
screen

OPTIONAL

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> Site Options
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"8 SOAM VIP: Configure
the Topology Hiding
FQDN

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> Site Options

Mon Aug 18 14:35:4

Field Value Description

Settings for Topology Hiding Options

Enable(checked) or disable(unchecked) topology hiding using the ch
box. If Enabled, select the Scope, FQDN and Realm to apply for topalt
hiding.

Scope: This sets the scope of messages where topology hiding will £
applied. Select All Messages' to perform topology hiding for all
messages destined for policy clients. SelectAll Foreign Realms' to
perform topology hiding if the realm of the policy client is different fron
the realm of the PCRF that originated the message. Select'Specific
Hosts' to perform topology hiding only ifthe policy clientis configured
the Policy and Charging -= Configuration -= Policy DRA -+ Topology
Hiding screen. Select "All Foreign Realms + Specific Hosts' to perforn
topology hiding if either condition ('All Foreign Realms’ or ‘Spedific
Hosts") is met.

Enabled V'

Scope Specific Hosts -
Topology Hiding Options

FQDN local.oracle.com FQDM and Realm: These values are used to populate the Diameter

Origin-Host and Origin-Realm AVP for answer messages routed frorm
PCRF to a policy client, or the Diameter Destination-Host and
Destination-Realm AVP for request messages routed from a PCRF tc
policy client

Realm oracle.com

[Default = Disabled: Mo (unchecked), Scope: n/a, FQDN: n/a, Realm: |
Range = Enabled: Yes (checked) or No (unchecked), Scope: All
Messages, All Foreign Realms, Specific Hosts, All Foreign Realms +
Specific Hosts; FODN and Realm: a case-insensitive string consistin
a list of labels separated by dots, where a label may contain letters,
digits, dashes (') and underscore {_"). A label must start with a letter,
digit or underscore and must end with a letter or digit. Underscores m
be used only as the first character. A label must be at most 63 charac
long and a FQDM must be at most 255 characters long.]

The name of the Peer Route Table to be used for routing new binding
requests

This entry is no longer used once PCRF Pooling is Enabled

[Default = Mot Selected: Range = List of configured Diameter Peer Ro
Tables ]

Peer Route Table Name | Mot

|Cance\|

If required,

1. Check the Enabled box

2. Select the appropriate value of Scope from the dropbox
3. Enter the virtual/pseudo host FQDN and Realm

4. Click Apply.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

IYA NOAM VIP: Configure
. PCRF Pools

Navigate to Main Menu -> Policy and Charging -> Configuration
-> PCRF Pools

Click on Insert inthe lower left corner.

You will see a screen similar to:
Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pools -> [Insert]

Mon Aug 18 19:12:4

Adding a new PCRF Pool

Field Value Description

Aname that uniguely identifies the PCRF Pool.

A PCRF Pool names a set of PCRFs that should be used for policy requests fror
specified APN. The mapping from APN to PCRF Pool is configured in Policy and
Charging -= Configuration -= Policy DRA = Access Point Names.

[Default = n/a; Range = A 32-character string. Valid characters are alphanumeric
underscore. Must contain at least one alpha and must not start with a digit)

Check this box ifthe PCRF Pool is to be used as a Sub-Pool.

A Sup-Pool is used if policy requests from specified origin-hosts should be rout
to a different set of the PCRFs from those in the PCRF Pool selected by the APN
Sub-Pool Selection Rules are configured in Policy and Charging -= Configuration
Policy DRA -= PCRF Sub-Pool Selection Rules

[Default = Mo (Unchecked), Range = Yes (Checked for Sub-Pool), Mo (Unchecke
for Pool)]

An optional comment to describe the PCRF Pool or Sub-Pool
[Default = n/a; Range = 0-64 characters]

PCRF Pool Mame |PcrfPool01 *

Sub-Pool

Comments

(0k] [Apply | [Cancel]
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1. Enter PCRF Pool name
2. Click Ok

NOTE: this is a sample set of configuration data, the actual configuration may differ.

NOAM VIP: Configure
PCRF Sub Pool

Navigate to Main Menu -> Policy and Charging -> Configuration
-> PCRF Pools

Click on Insert inthe lower left corner.
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pools -> [Insert]

Mon Aug 18 15:13:23

Adding a new PCRF Pool

Field Value Description

Aname that uniquely identifies the PCRF Pool
APCRF Pool names a set of PCRFs that should be used for policy requests from
. Specified APM. The mapping from APN to PCRF Pool is configured in Policy and
P eiSubPaail Charging -= Configuration -> Policy DRA -> Access Point Names
[Default = n/a; Range = A 32-character string. Valid characters are alphanumeric ar
underscore. Must contain at least one alpha and must not start with a digit]

Check this box ifthe PCRF Pool is to be used as a Sub-Pool.

ASub-Pool is used if policy requests from specified origin-hosts should be routed

to a different set of the PCRFs from those in the PCRF Pool selected by the APN.
Sub-Pool W Sub-Pool Selection Rules are configured in Policy and Charging -= Configuration -

Policy DRA - PCRF Sub-Pool Selection Rules.

[Default = Mo (Unchecked); Range = Yes (Checked for Sub-Pool), No (Unchecked

for Pool)]

An optional comment to describe the PCRF Pool or Sub-Pool.
[Default = n/a; Range = 0-54 characters]

(ok][Apply] [Cancel]

Comments

1. Enter PCRF Sub Pool name
2. Check the Sub-Pool box
3. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

Iy NOAM VIP: Configure
PCRF Sub Pool
Selection Rule

Navigate to Main Menu -> Policy and Charging -> Configuration
-> PCRF Sub-Pools Selection Rules

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Sub-Pool Selection Rules -> [Inser

Mon Aug 18 18

Adding 2 new PCRF Sub-Poal Selection Rule

Field Value Description

A name that uniquely identifies the PCRF
Sub-Pool Selection Rule.

[Default = n/a; Range = A 32-character strin/
characters are alphanumeric and undersco
Must contain atleast one alpha and mustn
with a digif]

Priority of this Rule.

Priarity ] * Low value means higher priority.
[Default = 50; Range = 1-99]
The name of the PCRF Pool for which a Sul
is being defined

PCRF Pool Name PerfPool01 = |« [Default = n/a; Range = Configured PCRF P
that have not been specified as PCRF Sub-
Mames]

PCRF Sub-Pool Selection Rule Mame |SubPoolSelectionRulell *

Condition associated with this Rule.

Origin-Host:
FQDN is a case-insensitive string consistin
list of labels separated by dots, where alab
.. contain letters, digits, dashes (-} and unde
Parameter Operator Value (_"). Alabel must start with a letter, digit or
Origin-Host  Starts With - attservicell underscore and must end with a letter or dit
Underscores may be used only as the first
character Alabel must be at most 63 chara
long and an FQDN must be at most 255
characters long
[Default = n/a; Range = Substring or comple
string of a valid FQDN]

PCRF Sub-Fool thatis to be used for Gx an

session initiation request messages matct
PCRF Sub-Pool Name PcrfSubPool0l |« this Rule

[Default = n/a; Range = Choice of configure:

PCRF Pools]

This read-only field displays the date and tit
this rule was created, or the |asttime the ru
changed, whichever is most recent. This fie
records the time and date of changes thatn
Last Updated affect routing of binding capable session in
requests. This date and time can be compsz
against binding creation times when
troubleshooting using Policy and Charging
Maintenance -= Policy Database Query

Conditions

[ox] [Apaly] [Cancel]
1. Enter the Rule name
2. Select PCRF Pool Name and PCRF Sub-Pool Name
3. Enter the Condition as shown
4. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

Il NOAM VIP: Configure | Navigate to Main Menu -> Policy and Charging -> Configuration
. Access Point Names -> Access Point Names

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Access Point Names -> [Insert]
Mon Aug 18

Adding a new Access Point Name

Field Value Description

The network identifier of the Packet Data Metwork access point.
[Default = nfa; Range = 1-100 characters. Valid characters are a
characters (A-Z and a-z), digits (0-9), hyphen (-), and period ().
and end with an alphabetic character or a digit]

Access Point Name |aan‘I.oracIe.com

The PCRF Pool to which new bindings initiated from the Access
PCRF Pool Mame PerfPoolll |« Metwork are to be routed.
[Default = Default PCRF Pool; Range = Configured PCRF Pools

This read-only field displays the number of PCRF Sub-Pools as

l—n with the selected PCRF Pool. The mapping between PCRF Poo

Number of Sub-Pools = Sub-Pool is configured in Policy and Charging -= Configuration
DRA -= PCRF Sub-Pool Selection Rules.

This setting is a time value (in hours), after which a session is ¢
to be stale. A session is considered stale only if no RAR/RAA m
are received in longer than this configured time. Ifa session's a
this value, that session is eligible to be audited out of the datab:
value is used for sessions associated with this Access Point Mi
sessions which are not associated with any configured Access
Mames, the Default Stale Session Timeoutvalue in the Policy D
Configuration Metwork-Wide Options table is used

[Default= 168 hours (7 days); Range = 1-2400 hours (1 hour to

This read-only field displays the date and time that this APN wa:
or the last time the PCRF Pool Name was changed, whichever i
recent. This field records the time and date of changes that may
Last Updated - - S N
routing of binding capable session initiation requests. This date
can be compared against binding creation imes when troubles
using Policy and Charging -= Maintenance -= Policy Database €

[0k] [Apply) [Cancel]

Stale Session Timeout (Hrs) 168

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values)

2. Click Ok.
NOTE: this is a sample set of configuration data, the actual configuration may differ.

Il SOAM VIP: Navigate
to PCRF Pool To PRT
Mapping screen

You will see a screen similar to:

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> PCRF Pool To PRT Mapping

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pool To
PRT Mapping

Mon Aug 18 15:38:

Table Description: The PCRF Pool To PRT Mapping table displays the list of PCRF Pools or Sub-Pool configured at the NOAMP a
each to be mapped to a Peer Routing Table to be used when a new binding is created for the PCRF Pool. The PCRF Pool or Sub-
used for a given subscriber binding attempt is determined based on Access point Mame to PCRF Pool mappings, or by rules cor
MOAMP in Policy and Charging -= Configuration -= Policy DRA -= PCRF Sub-Pool Selection Rules.

PCRF Pool Name Peer Route Table Name
Default Default

PcriFool0 Mot Selected
FcriSubPool01 Mot Selected

iY@ SOAM VIP: Configure
the PCRF Pool To PRT
. Mapping

Select the row with ‘Not Selected’ under Peer Route Table Name and click ‘Edit’

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pool To

PRT Mapping -> [ Edit] !

Mon Aug 18 15:39:33 20

Field Value Description

Aname that uniquely identifies the PCRF Pool.

. [Default=nfa; Range = A 32-character string. Valid characters are
alphanumeric and underscore. Must contain atleast one alpha
and must not start with a digit]

PCRF Pool Name |PerfPoc

The name of the Peer Route Table that is used to route new
bindings for this PCRF Pool

[Default = Mot Selected; Range = All Peer Route Tables
configured atthis site]

Peer Route Table Name |PcrfPoolPRT -

(ok] [Apply] [cancel]

1. Select appropriate Peer Route Table Name form the dropbox.
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure
other PCRF Pool To
PRT Mapping

Repeat Step 17 for all other PCRF Pool Names where the Peer Route Table Name is displayed
as ‘Not Selected’.

SOAM VIP: Navigate
to the Error Codes
screen

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Error Codes

You will see a screen similar to:
Main Menu: Policy and Charging -> Configuration -> Error Codes @ Help

Mon Aug 18 15:46:20 2014 ED1

Table Description: The Error Codes table defines the result codes to be returned for various Policy and Charging error canditions. Each error condition will return the result code configured for each
interface. Setiing an experimental result code requires a corresponding Vendor ID. The default result code is 3002-DIAMETER_UNABLE_TO_DELIVER. The Vendor ID — means the resuft code is not
vendor-specific.

Error Condition GrIGXX GX/GxX Rx Result RxVendor  S9 Result S9vendor  Gx-Prime Gx-Prime Gy/Ro GyRo
Result Code VendoriD  Code ) Code D Result Code Vendor ID Result Code Vendor ID
PCA Unavailable Or Degraded 3002 — 3002 — 3002 — 3002 — 3002 —
PCA Functionality Unavailable or Disabled 3002 — 3002 — 3002 — 3002 — 3002 —
Binding Not Found nla nia 3002 — nia nia 3002 — nia nla
Unable To Route 3002 — 3002 — 3002 — 3002 — 3002 —
SBR Error 3002 - 3002 - 3002 - 3002 - 5012 -
No Usable Keys In Binding Dependent Message nia nia 3002 - nia nia 3002 - nia nfa
Session Mot Found 3002 — 3002 — 2002 — 3002 — 5002 —
Missing Or Unconfigured APN 3002 — nia nfa 3002 — nfa nia nia nfa

il SOAM VIP: Configure
the Error Codes

Select the row to edit and click on ‘Edit’ button
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Error Codes -> [Edit]

Mon Aug 18 15:49:5

Field Value Description
This error condition applies to session creation messages for all Diameter

Error Condition |Unable To Route * interfaces. These error codes will be returned if a binding is found (or created) and
the Policy DRA is unable to route the message to the PCRF.
GG Result Cods 3002 . Result code to be returned on the Gx and G interfaces.

[Default = 3002; Range = 1-9999]

Vendor ID which corresponds with the experimental code for the Gx and G
Gx/Gxx Vendor ID interfaces
[Default = n/a; Range = 1-4294867295]

Result code to be returned on the Rxinterface.
e G 3002 ’ [Default = 3002 Range = 1-3999]

Vendor 1D which corresponds with the experimental code for the Rx interface

RxVendorID [Default = nia; Range = 1-4294957295]
. Result code to be returned on the 59 interface
S9Result Code 3002 [Default = 3002, Range = 1-9999]
59 Vendor 1D Vendor ID which corresponds with the experimental code for the 39 interface
sndar [Default = nia; Range = 1-4294957295]
GxPrime Result Code 3002 . Result code to be returned on the Gx-Prime interface.

[Default = 3002; Range = 1-89949]

Vendor ID which corresponds with the experimental code for the Gx-Prime interface
[Default = nfa; Range = 1-4294967295]

Result code to be returned on the Gy/Ro interface
[Default = 3002; Range = 1-9994]

Vendor ID which corresponds with the experimental code for the Gy/Ro interface
[Default = nia; Range = 1-4294967295]

[0k [Apply] [Gancel]

Gx-Prime Vendor ID

Gy/Ro Result Code 3002 *

Gy/Ro Vendor ID
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1. Enter the Result Code and Vendor ID values as appropriate
2. Click Ok.

A8 NOAM VIP: Enable Navigate to Main Menu -> Policy and Charging -> Configuration
. the Policy DRA function | -> General Options Screen.

Main Menu: Policy and Charging -> Configuration -> General Options

Mon Aug 18 19:52:00 2/

Field Value Description

Indicate whether the Policy DRA Function of
PCAis enabled.
Policy DRA Enabled v [Default = Policy DRA Disabled (Unchecked);
Range = Policy DRA Enabled (Checked) or
Policy DRA disabled (Unchecked)]

Indicate whether the Online Charging DRA
Function of PCAis enabled.
. [Default = Online Charging DRA Disabled
Online Charging DRA Enabled (Unchecked); Range = Online Charging DRA
Enabled (Checked) or Online Charging DRA
Disabled (Unchecked)]

Number of Policy and Charging SBR Server
. Groups thatwill host the Policy Binding

database

[Default = 0; Range = 0-8]

Number of Policy and Charging SBR Server
Groups that will host the Policy and Charging
Session database in mated DSR sites.
[Default = 0; Range = 0-8]

Number of Policy Binding Server Groups 1

Number of Policy and Charging Session Server Groups 1

|App|y||Cance\|
1. Check the Policy DRA Enabled box
2. Click Apply.
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4.4.2 Online Charging DRA Configuration
Detailed steps are given in the procedure below.

Procedure 14: Online Charging DRA configuration

This procedure configures the Online Charging DRA function of PCA application.

PRE-REQUISITE: Procedure 12 must be executed before this procedure.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Navigate Navigate to Main Menu -> Policy and Charging -> Configuration
to OCSs screen -> Online Charging DRA -> OCSs

SOAM VIP: Configure | Click on Insert inthe lower left corner.

the first OCS node. ) o
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> 0CSs -> [Insert]

Mon Nov 24 13:35:

Adding a new OCS
Field Value Description

Aname that uniquely identifies the OCS Peer Node to be included in the load distribution of new session initiation diameter request messages to
0CS Peer Node Mame * 0CSs.
[Default = nfa; Range = List of configured Diameter Peer Nodes]

An optional comment to describe the OCS node.

(G [Default= nfa; Range = 0-64 characters]

(0] [Apeiy] [cancel

1. Select the OCS name from the drop down
2. Click Ok.
NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure Repeat Step 3 to configure all the OCS nodes.
all other OCS nodes.

SOAM VIP: Navigate | If Session State needs to be maintained for Online Charging client, then

to CTFs screen Navigate to Main Menu -> Policy and Charging -> Configuration

-> Online Charging DRA -> CTFs

SOAM VIP: Click on Insert in the lower left corner.
Configure the first . .

You will see a screen similar to:
CTF node.

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> CTFs -> [Insert]

Mon Aug 18 16:46:5%

Adding a new CTF

Field Value Description
—- Aname that uniquely identifies the CTF Peer Node.
CTF Peer Node Name |dﬂ | | [Default = nfa; Range = List of configured Diameter Peer Modes]
An optional comment to describe the CTF Peer Mode.
Comments

[Default = nfa; Range = 0-64 characters]
[0%) (Aesiy] Gancel

1. Select the CTF name from the drop down
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2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Repeat Step 6 to configure all the CTF nodes for which the Session State needs to be
Configure all other maintained.
CTF nodes.

NOAM VIP: Configure | Navigate to Main Menu -> Policy and Charging -> Configuration
Access Point Names -> Access Point Names

Click on Insert inthe lower left corner.

You will see a screen similar to:
Main Menu: Policy and Charging -> Configuration -> Access Point Names -> [Insert]

Mon Aug 18 20

Adding a new Access Point Name

Field Value Description
The network identifier of the Packet Data Metwork access point.

Access PointName |ocsservice artcom| . [Default = n/a; Range = 1-100 characters. Valid characters are alphabetic characters (A-7 :
a-z), digits (0-9), hyphen (-), and period (). Must begin and end with an alphabetic characts
digit]

PCRF Pool Name Default - The PCRF Pool to which new bindings initiated from the Access Point Network are to be rc

[Default = Default PCRF Pool; Range = Configured PCRF Pools]

This read-only field displays the number of PCRF Sub-Pools associated with the selected
IC Paol. The mapping between PCRF Pool and PCRF Sub-Pool is configured in Policy and
Charging -= Configuration -= Policy DRA -= PCRF Sub-Pool Selection Rules.

Mumber of Sub-Pools

This sefting is a time value (in hours), after which a session is considered to be stale. A s
is considered stale only if no RAR/RAA messages are received in longer than this configu
time. If a session's age exceeds this value, that session is eligible to be audited out ofthe
database. This value is used for sessions associated with this Access Point Name. For
sessions which are not associated with any configured Access Point Mames, the Default!
Session Timeoutvalue in the Policy DRA Configuration Network-Wide Options table is usi
[Default = 168 hours (7 days); Range = 1-2400 hours (1 hour to 100 days]]

Stale Session Timeout (Hrs) 168

This read-only field displays the date and time that this APN was created, or the lasttime t
PCRF Pool Name was changed, whichever is most recent. This field records the time and
changes that may affect routing of binding capable session initiation requests. This date &
time can be compared against binding creation times when troubleshooting using Policy :
Charging -> Maintenance -> Policy Database Query.

(O] [Apply] [Gancel]

Last Updated |

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values)

2. Click Ok.
NOTE: this is a sample set of configuration data, the actual configuration may differ.
NOAM VIP: Navigate | OPTIONAL

to OCS Session
State screen

Execute Step 9, 10, 11 is any OCS is required to have Session State Configured.

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> OCS Session State

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> OCS Session State Qe
Mon Nov 24 13:41:01 2014 E£

‘Table Description: This table contains the nefwork-wide ist of Online Charging Server:
areinserted or deleted from e Policy and Charging -> Configurafion -> Onling Charging
eleciing e Peer Node Name on tre

sied by their Realm and FADN. itis u [ ssion State seffing for 0CSs. The list of OCSs in this table is -o-date when they
een at each sR's SOAM. The Reaim and FODN are configured from each site's Diameter-> Configuration -> Peer Nades screen priorfo

Realm FQDH Session State Enabled
QOCS1-GTAeast
eastgia com gaacom No

iU NOAM VIP: OPTIONAL

Confl_gure the Select an OCS by highlighting the line, click on edit in the lower left corner.
Session State for an
OCS. You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> OCS Session State -> [Edit]

Mon Nov 24 131450

Field Value Description
Realm of this Peer Node. Realmis a case-insensitive string consisting of a list ofIabels separated by dots, where alabel may contain letters, digits, dashes (-)

, andunderscore (). Alabel must start with a letter, digit or underscore and must end with a letter or digit Underscores may be used only as the first character. A

Ry |abel must be at most 63 characters long and a Realm must be at most 255 characters long.

[Default = n/a; Range = Avalid Realm ]

Fully Qualified Domain Name of this Peer Node. FQDN is a case-insensitive string consisting of a list of labels separated by dots, where a label may contain
QDN [0CS1-GTXAeastabe com , letters, digits, dashes (-) and underscore (). Alabel must startwith a letter, digit or underscore and must end with a letier or digit. Underscores may be used

DR ARG FLAD only as the first character. Alabel must be at most 63 characters long and a FODN must be at most 255 characters long.

[Default = n/a; Range = A valid FODN]

Sefting to enable Session State for OCSs. Check this boxifthe sessions are to be maintained for this 0CS. The Sessions shall be maintained ifthe Session

State Scope is setto Al Messages'in Policy and Charging -> Configuration > Online Charging DRA-> Network-Wide Options configuration or if Session State
0CS Session State Enabled Scope is setfo ‘Specific Messages' and this Session State Enabled sefiing is checked.

[Default = No (unchecked) - Do not maintain session states; Range = Yes (checked) - Maintain session states, or No (unchecked) - Do not maintain session
states]

(0] [y ancel
1. Check OCS Session State Enabled checkbox to turn on the Session State for this OCS; Or
uncheck OCS Session State Enabled checkbox to turn off the Session State for this OCS.
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

NOAM VIP:
Configure the
Session State for all
other OCSs.

OPTIONAL
Repeat Step 10 to configure all the OCSs.

NOAM VIP: Navigate
to Realms screen

OPTIONAL

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> Realms

NOAM VIP:
Configure the first
Realm.

OPTIONAL
Click on Insert in the lower left corner.

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> Realms -> [Insert]

Mon Au

Adding a new Realm

Field Value Description
Realm name is a case-insensitive string consisting of a list of lables separated by dots, where
contain letter, digits, dashes(-)and underscore ("_").A lable must start with a letter,digit or unders
Realm Name |Ocrealm.attcom *  end with a letter or digit Underscores may be used only as the first character.A label must be at
characters long and a Realm must be at most 255 characters long
[Default = nfa; Range = 1-100 enteries]
An optional comment to describe the Realm.
Comments

[Default = n/a; Range = 0-64 characters]
(0k] [Apply| [Cancel|

1. Enter the realm name
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

NOAM VIP:
Configure all other
Realm names.

OPTIONAL

Repeat Step 3 to configure all the realms.

NOAM VIP: Navigate
to Network-Wide
Options screen

OPTIONAL

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> Network-Wide Options
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ICY NOAM VIP:
. Configure the options

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> Network-Wide Options 4

Mon Aug 18 20:54:35 20

Field Value
General Options

Description

This sets the action to be taken if an in-session Request message should be routed or rejected ifthe Session
is not found or a database error occurs in the Policy and Charging Session database while attempting to

R = | Reject ~ B refrieve stored session data.

[Default = Reject; Range ="Reject, ‘Relay]
Session Options

This sets the scope of messages for which Session State will be stored.

Select’All Messages' to store Session State for all messages. Select'None’ to disable Session State for all
Session State Scope | All Messages .|, messages Select 'Specific Messages' to store Session State only if the CTF client is configured in the CTFs

configuration or OCS is configured with Session State as enabled in @CSs configuration or realm is configured
in Realms configuration.
[Default = None; Range = ‘None’, "All Messages’, ‘Specific Messages]

‘App\y||CanceI|
1. Select the appropriate values for the available options

2. Click Apply.

SOAM VIP: Navigate
to the Error Codes
screen

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Error Codes

You will see a screen similar to:
Main Menu: Policy and Charging -> Configuration -> Error Codes

& Help

Mon Aug 18 15:46:20 2014 ED1

Table Description: The Error Codes table defines the result codes to be returned for various Policy and Charging error conditions. Each error condition will return the result code configured for each
interface. Setting an experimental result code requires a corresponding Vendor ID. The default result code is 3002-DIAMETER_UNABLE_TO_DELIVER. The Vendor ID *— means the result code is not
vendor-specific.

I GXIGXX GXIGXX RxResult RxVendor SOResult S9Vendor Gx-Prime  Gx-Prime  GyRo GyRo
Result Code VendoriD  Code ) Code D Result Code Vendor ID Result Code Vendor ID
PCA Unavailable Or Degraded 3002 - 3002 - 3002 - 3002 - 3002 -
PCA Functionality Unavailable or Disabled 3002 - 3002 - 3002 - 3002 - 3002 -
Binding Not Found nla nia 3002 — nia nia 3002 — nia nla
Unable To Route 3002 — 3002 — 3002 — 3002 — 3002 —
SBR Error 3002 — 3002 — 3002 — 3002 — 5012 —
No Usable Keys In Binding Dependent Message nfa nia 3002 — nia na 3002 — na nfa
Session Not Found 3002 - 3002 - 3002 - 3002 - 5002 -
Missing Or Unconfigured APN 3002 — nia nfa 3002 — nfa nia nia nfa

Il SOAM VIP: Configure
the Error Codes

Select the row to edit and click on ‘Edit’ button
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Error Codes -> [Edit]

Mon Aug 18 15:49:5

Field Value Description

This error condition applies to session creation messages for all Diameter
interfaces. These error codes will be returned if a binding is found (or created) and
the Policy DRA is unable to route the message to the PCRF.

Error Condition |Unab\e To Route

Result code to be returned on the Gx and G interfaces.

ErERFESIEE | LA : [Default = 3002 Range = 1-9999]
Vendor ID which corresponds with the experimental code for the Gx and Gxx
GGxx Vendor ID interfaces
[Default = nia; Range = 1-4294967295]
. Result code to be returned on the Rxinterface.
RaFEED (ERE 3002 [Default = 3002; Range = 1-9999]
R Vendor ID Vendor ID which corresponds with the experimental code for the Rx interface
[Default = n/a; Range = 1-4294867295]
Result code to be returned on the 29 interface.
*
Sl 3002 [Default = 3002; Range = 1-9999]
S9Vendor 1D Vendor 1D which corresponds with the experimental code for the 59 interface
endor [Default = nia; Range = 1-4294967295]
. Result code to be returned on the Gx-Prime interface
Gx-Prime Result Code 3002 [Default = 3002: Range = 1-9999]
Gx-Prime Vendor 1D Vendor ID which correspands with the experimental code for the Gx-Prime interface
[Default = nia; Range = 1-42949867295]
Gy/Ro Result Code 3002 N Result code to be returned on the Gy/Ro interface

[Default = 3002; Range = 1-8999]

Vendor ID which corresponds with the experimental code for the Gy/Ro interface.
[Default = n/a; Range = 1-4294867295]

(0x] [Apply] [Cancel]

Gy/Ro Vendor ID

1. Enter the GyRo Result Code and GyRo Vendor ID values as appropriate
2. Click Ok.

NOAM VIP: Enable
the Online Charging
DRA function

Navigate to Main Menu -> Policy and Charging -> Configuration
-> General Options Screen.
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Main Menu: Policy and Charging -> Configuration -> General Options

Field

Policy DRA Enabled

Online Charging DRA Enabled

Mumber of Policy Binding Server Groups

Value

MNumber of Policy and Charging Session Server Groups 1

‘Apply||Cance\|

1. Check the Online Charging DRA Enabled box

2. Click Apply.

Mon Aug 18 2

Description

Indicate whether the Policy DRA Function of PCA s
[Default = Policy DRA Disabled (Unchecked), Range
DRA Enabled (Checked) or Policy DRA disabled
(Unchecked)]

Indicate whether the Online Charging DRA Function
enabled

[Default= Online Charging DRA Disabled (Uncheck
Range = Online Charging DRA Enabled (Checked)
Charging DRA Disabled (Unchecked)]

MNumber of Policy and Charging SBR Server Groups
hostthe Policy Binding database.
[Default = 0; Range = 0-8]

Mumber of Palicy and Charging SBR Server Groups

. hostthe Policy and Charging Session database inr

DER sites.
[Default = 0; Range = 0-8]
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4.5 CONFIGURING ONLINE CHARGING FUNCTION ON A RUNNING DSR PCA SYSTEM

4.5.1 Configuring new Online Charging DRA Sites
Detailed steps are given in the procedure below.

Procedure 15: New Online Charging DRA Site Configuration

S | This procedure configures a site for OC-DRA function in a DSR PCA network
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= R om -

Configure new PCA OC- | Execute the procedures defined in [1] and [[1]] to add new site(s) in the DSR network and
DRA site configure the PCA Online Charging Function by executing Procedure 14.

4.5.2 Configuring Online Charging DRA in existing Sites
Detailed steps are given in the procedure below.

Procedure 16: Online Charging DRA Configuration on a running DSR PCA System

S | This procedure configures OC-DRA function in a DSR PCA network without any hardware changes

T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#

Configure and enable Execute Procedure 14 to configure OC-DRA functionality.

OC-DRA

4.5.3 Configuring Online Charging DRA in existing Sites with scaling
Detailed steps are given in the procedure below.

Procedure 17: Online Charging DRA Configuration with scaling on a running DSR PCA System

S | This procedure configures OC-DRA function on a running PCA P-DRA system
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= g omo-

Configure additional DA- | Execute the procedures defined in [1] and [[1]] to add new DA-MP servers in the DSR site(s).
MP servers and Server

Groups(as required)

Configure additional Execute the procedures defined in [1] and [[1]] to scale the Policy and Charging Session SBR

Palicy and Charging capacity by configuring additional Session SBR Server Groups.
Session SBR servers

and Server Groups(as
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required)
NOAM VIP: Disable Disable the PCA functions — ‘Policy DRA’ and ‘Online Charging DRA’.
the PCA functions

Main Menu: Policy and Charging -> Configuration -> General Options

Mon Aug 18 21:00:25 0

Field Value Description

Indicate whether the Policy DRA Function of PCA is enabled
[Default = Policy DRA Disabled (Unchecked); Range = Policy
DRA Enabled (Checked) or Policy DRA disabled
(Unchecked)]

Indicate whether the Online Charging DRA Function of PCATs
enabled

Online Charging DRA Enabled [Default = Online Charging DRA Disabled (Unchecked);
Range = Online Charging DRA Enabled (Checked) or Onling
Charging DRA Disabled (Unchecked)]

Policy DRA Enabled

Number of Policy and Charging SBR Server Groups that will
hostthe Policy Binding database
[Default = 0; Range = 0-8]

Mumber of Policy Binding Server Groups 1

Mumber of Policy and Charging SBR Server Groups that will
hostthe Policy and Charging Session database in mated
DSR sites

[Default = 0; Range = 0-8]

Number of Policy and Charging Session Server Groups 1

\App\y||CanceI|
1. If checked, then un-check Policy DRA Enabled box
2. If checked, then un-check Online Charging DRA Enabled box

3. Click Apply.

NOAM VIP: Increase the Number of Policy and Charging Session Server Groups
Reconfigure the Number

. of Policy and Charging i i i i )
Session Server Groups Main Menu: Policy and Charging -> Configuration -> General Options

Mon Aug

Field Value Description

Indicate whether the Policy DRA Function of P
[Default = Policy DRA Disabled (Unchecked);
DRA Enabled (Checked) or Policy DRA disabl
(Unchecked)]

Indicate whether the Online Charging DRA Fu
enabled.

Online Charging DRA Enabled [Default = Online Charging DRA Disabled (Un
Range = Onling Charging DRA Enabled (Che
Charging DRA Disabled (Unchecked)]

Policy DRA Enabled

Number of Policy and Charging SBR Server G
haost the Policy Binding database.
[Default=0; Range = 0-8]

Mumber of Policy Binding Server Groups 1

MNumber of Policy and Charging SBR. Server G
, hostthe Policy and Charging Session databa

DSR sites

[Default=0; Range = 0-8]

MNumber of Policy and Charging Session Server Groups 2]

‘Apply||CanceI|
1. Enter the Number of Policy and Charging Session Server Groups

2. Click Apply.

NOAM VIP: Add new If not adding more DA-MP Server Groups, then skip to step 6.
Server Groups into . . . .
‘Policy and CF))harging Navigate to Main Menu -> Configuration -> Resource Domains
DRA'’ Resource

Domains (OPTIONAL) | Screen:

You will see a screen like:

Main Menu: Configuration -> Resource Domains & He

Tue Aug 19 15:06:14 2014 U
Filter -

Resource Domain Name Profile Server Groups
PCDRA_Domain Policy and Charging DRA

PcaSessionRD Policy and Charging Session

PcaBindingRD Policy Binding
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1. Select the appropriate resource domain with ‘Policy and Charging DRA' profile and click ‘Edit’

Main Menu: Configuration -> Resource Domains [Edit] & He

Tue Aug 19 15:10:47 2014 U

Editing Resource Domain PCDRA_Domain

Resource Domain

Field Value Description
Unique identifier used to label a Resource Domain.
. . . [Default = n/a. Range = A 1-32-character string.
FUREELTEE TOETT TR |PCDRA_Doma|n “alid characters are alphanumeric and
underscore ]
Resource Domain Profile | Policy and Charging DRA - |+ The Profile of this Resource Domain
Server Groups
A_NOAM_SG
B_SOAM_SG ] I
Server Groups C_BIND_SG girr\:]ear"(]}roups associated with this Resource
JIC_MP_SG
C_SESS_3G

[0K) (Aepy] (Canesl)

2. Check the Server Group to add to the resource domain
3. Click Ok.

NOAM VIP: Add new
Server Groups into
‘Policy and Charging
Session’ Resource

Navigate to Main Menu -> Configuration -> Resource Domains

Screen.
You will see a screen like:

Domain
Main Menu: Configuration -> Resource Domains & He
Tue Aug 19 15:06:14 2014 I

Resource Domain Name Profile Server Groups
PCDRA_Domain Policy and Charging DRA
PcaSessionRD Policy and Charging Session
PeaBindingRD Policy Binding

1. Select the appropriate resource domain with ‘Policy and Charging Session’ profile and click

‘Edit’
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Main Menu: Configuration -> Resource Domains [ Edit] @I
Tue Aug 15 21:21:55 2014

Editing Resource Domain PcaSessionRD

Resource Domain

Field Value Description
Unigue identifier used to label a Resource
Resource Domain Name |PcaSessionRD * Domain. [Default = n/a. Range = A

1-32-character string. Valid characters are
alphanumeric and underscore.]

Resource Domain Profile | Policy and Charging Session = |+ The Profile of this Resource Domain
Server Groups

A_NODAM_SG
B_SOAM_SG
S e C_BIND_3G ServerlGroups associated with this Resource
C_MP_SG Domain
VIC_SESS_SG
C_SESS_SG1

Ok || Apply | | Cancel

2. Check the Server Group to add to the resource domain

3. Click Ok.
[l NOAM VIP: Enable Navigate to Main Menu -> Policy and Charging -> Configuration
. both the PCA functions | -> General Options Screen.
Main Menu: Policy and Charging -> Configuration -> General Options
Field Valve Description
INGhCate whethir the Policy DRA Function of PCA s @
o > [Detauit = Policy DRA Dssabled (Unthecked) Range
Policy ORA Enathed J DRA Enadied (Checked) or Policy DRA @sadied

(Unchecked)

Indicate whether the Online Cheging DRA Functon |
enabled

[Detauit = Onbing Charging DRA Disadied (Unchacks
Range = Online Charging DRA Enabled (Checked) o
Charging DRA Disatied (Unchicked)

Onine Charging DRA Enadled 7

NumBer of Polcy ang Chaeging SBR Server Groups |
host the Policy Bnding database
Detacht = 0, Range = 0§

Numaer of Polcy and Chaspng SER Server Groups |
. hostthe Policy and Charpng Session datadase inm

DSR sites

[Detautt = 0, Range = 0-8)

Number of Policy Binding Server Groups

Number of Policy and Charging Session Server Groups

Apply| | Cancel
1. Check the Policy DRA Enabled box

2. Check the Online Charging DRA Enabled box

3. Click Apply.
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4.6 CONFIGURING POLICY FUNCTION ON A RUNNING DSR PCA SYSTEM

This section provides the procedures to configure the Policy DRA function in an already configured and
running DSR network with PCA application and Online Charging DRA function enabled.

4.6.1 Configuring Policy DRA
Detailed steps are given in the procedure below.

Procedure 18: Policy DRA Configuration with scaling on a running DSR PCA System

S | This procedure configures P-DRA function on a running PCA OC-DRA system
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
Configure additional DA- | Execute the procedures defined in [1] and [[1]] to add new DA-MP servers in the DSR
MP servers and Server site(s).
Groups(as required)
Configure Policy Binding | Execute the procedures defined in [1] and [[1]] to configure new Policy Binding SBR Server
SBR servers and Server | Groups.
Groups(as required)
Configure additional Execute the procedures defined in [1] and [[1]] to scale the Policy and Charging Session SBR
Policy and Charging capacity by configuring additional Session SBR Server Groups.
Session SBR servers
and Server Groups
(OPTIONAL)
NOAM VIP: Disable Disable the PCA functions — ‘Policy DRA’ and ‘Online Charging DRA'.
the PCA functions X i i X i
Main Menu: Policy and Charging -> Configuration -> General Options
Mon Aug 18 21:00:25 !
Field Value Description
Indicate whether the Policy DRA Function of PCAis enabled.
e m e
(Unchecked)]
Indicate whether the Online Charging DRA Function of PCAis
enabled.
Online Charging DRA Enabled [Default = Online Charging DRA Disabled (Unchecked);
Range = Online Charging DRA Enabled (Checked) or Online
Charging DRA Disabled (Unchecked)]
Mumber of Policy and Charging SBR Server Groups that will
Mumber of Policy Binding Server Groups 1 * hostthe Policy Binding database
[Default = 0; Range = 0-8]
Mumber ofP_ohcy and Chqrglng SEI_R Server GmL!ps that will
Mumber of Policy and Charging Session Server Groups 1 * E[ésgt:&:u“w T e I ST = I et
[Default = 0; Range = 0-8]
‘App\yl | Cancel |
1. If checked, then un-check Policy DRA Enabled box
2. If checked, then un-check Online Charging DRA Enabled box
3. Click Apply.
NOAM VIP: Configure the Number of Policy and Charging SBR Server Groups as per the new network
Reconfigure the Number | configuration
of Server Groups
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Main Menu: Policy and Charging -> Configuration -> General Options

Mon Aug

Field Value Description

Indicate whether the Policy DRA Function of P
[Default = Policy DRA Disabled (Unchecked);
DRA Enabled (Checked) or Policy DRA disabl
(Unchecked))

Indicate whether the Online Charging DRAFu
enabled

Cnline Charging DRA Enabled [Default = Online Charging DRA Disabled (Un
Range = Online Charging DRA Enabled (Che
Charging DRA Disabled (Unchecked)]

Mumber of Policy and Charging SBR. Server G
hostthe Policy Binding database.
[Default = 0; Range = 0-8]

Mumber of Policy and Charging SBR. Server G
. hostthe Policy and Charging Session databa

DSR sites.

[Default = 0; Range = 0-8]

Policy DRA Enabled

Number of Policy Binding Server Groups 1

Mumber of Policy and Charging Session Server Groups 2|

\Apply| | Cancel |
1. Enter the Number of Policy Binding Server Groups

2. Enter the Number of Policy and Charging Session Server Groups

3. Click Apply.
NOAM VIP: If required, execute the Procedure 6 and Procedure 10 to configure the Place Associations and
Reconfigure Place Resource Domain for the Policy Binding SBR function.

Associations and
Resource Domains

NOAM VIP: Add new If not adding more DA-MP Server Groups, then skip to step 8.
Server Groups into
‘Policy and Charging
DRA’ Resource
Domains (OPTIONAL)

Navigate to Main Menu -> Configuration -> Resource Domains

Screen.
You will see a screen like:

Main Menu: Configuration -> Resource Domains & He

Tue Aug 19 15:06:14 2014 U
Filter -

Resource Domain Name Profile Server Groups
PCDRA_Domain Palicy and Charging DRA

PcaSessionRD Palicy and Charging Session

PcaBindingRD Policy Binding

1. Select the appropriate resource domain with ‘Policy and Charging DRA' profile and click ‘Edit’
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Main Menu: Configuration -> Resource Domains [Edit] & He
Tue Aug 19 15:10:47 2014 U

Editing Resource Domain PCDRA_Domain

Resource Domain
Field Value Description

Unique identifier used to label a Resource Domain.
[Default = n/a. Range = A 1-32-character string.

FESTIEE JIETT HETE IPCDRA_Domam ’ Valid characters are alphanumeric and
underscore.]
Resource Domain Profile | Policy and Charging DRA « |+ The Profile of this Resource Domain
Server Groups
A_NOAM_SG
B_SOAM_3SG ] I
Server Groups C_BIND_SG girr\:]earir(]}roups associated with this Resource
viC_MP_SG
C_SESS_5G

(ok| [Apply| [cancel]

2. Check the Server Group to add to the resource domain

3. Click Ok.

NOAM VIP: Add new
Server Groups into
‘Policy and Charging
Session’ Resource

If not adding more Policy and Charging Session SBR Server Groups, then skip to step 9.

Navigate to Main Menu -> Configuration -> Resource Domains

D - Screen.
(OolgnTiTgNAL) You will see a screen like:
Main Menu: Configuration -> Resource Domains & He
Tue Aug 19 15:06:14 2014 I
Resource Domain Name Profile Server Groups
PCDRA_Domain Policy and Charging DRA
PcaSessionRD Policy and Charging Session
PeaBindingRD Policy Binding
1. Select the appropriate resource domain with ‘Policy and Charging Session* profile and click
‘Edit’
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Main Menu: Configuration -> Resource Domains [ Edit] @I
Tue Aug 15 21:21:55 2014

Editing Resource Domain PcaSessionRD

Resource Domain

Field Value Description
Unigue identifier used to label a Resource
Resource Domain Name |PcaSessionRD * Domain. [Default = n/a. Range = A

1-32-character string. Valid characters are
alphanumeric and underscore.]

Resource Domain Profile | Policy and Charging Session = |+ The Profile of this Resource Domain
Server Groups

A_NODAM_SG
B_SOAM_SG
S e C_BIND_3G ServerlGroups associated with this Resource
C_MP_SG Domain
VIC_SESS_SG
C_SESS_SG1

Ok || Apply | | Cancel
2. Check the Server Group to add to the resource domain

3. Click Ok.

Navigate to Main Menu -> Policy and Charging -> Configuration
-> General Options Screen.

NOAM VIP: Enable
both the PCA functions

Main Menu: Policy and Charging -> Configuration -> General Options

Mon Aug 18 21
Field Valvo Descripbon
InChcate whethir the Policy DRA Function of PCA 5 @
[Detauit = Policy ORA Cesabled (Unthecked). Range
o " 7 I 3
el DRA Enadied (Checkad) or Pelicy DRA @sadied

(Unchecked)

Indicate whether the Online Cheging DRA Functon |
enabled

[Detauit = Onbing Charging DRA Disadied (Unchacks
Range = Online Charging DRA Enabled (Checked) o
Charging DRA Disatied (Unchicked)

Onine Charging DRA Enadled 7

NumBer of Polcy ang Chaeging SBR Server Groups |
host the Policy Bnding database
Detacht = 0, Range = 0§

Numaer of Polcy and Chaspng SER Server Groups |
. hostthe Policy and Charpng Session datadase inm

DSR sites

[Detautt = 0, Range = 0-8)

Number of Policy Binding Server Groups

Number of Policy and Charging Session Server Groups

Apply| | Cancel
1. Check the Policy DRA Enabled box

2. Check the Online Charging DRA Enabled box

3. Click Apply.
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4.7 UN-CONFIGURING POLICY FUNCTION FROM A RUNNING DSR PCA SYSTEM

Detailed steps are given in the procedure below.

Procedure 19: Un-configuring Policy DRA

This procedure un-configures the Policy DRA function of PCA application.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.

NOAM VIP: Disable
the Online Charging
DRA function

Navigate to Main Menu -> Policy and Charging -> Configuration
-> General Options Screen.

Main Menu: Policy and Charging -> Configuration -> General Options

Field Value Description

Indicate whether the Policy DRA Function of PCAis e
[Default = Policy DRA Disabled (Unchecked), Range

Policy DRA Enabled
(Checked) or Policy DRA disabled (Unchecked)]

Indicate whether the Online Charging DRA Function
[Default = Online Charging DRA Disabled (Unchecke
Charging DRA Enabled (Checked) or Online Chargir

Online Charging DRA Enabled
(Unchecked)]

Mumber of Policy and Charging SBR Server Groups

Mumber of Policy Binding Server Groups 1 * Binding database.

[Default = 0; Range = 0-8]

Mumber of Policy and Charging SBR Server Groups
* and Charging Session database in mated DSR sites

Mumber of Policy and Charging Session Server Groups 1
[Default = 0; Range = 0-8]

‘AppIyHCance\l
1. Uncheck the Policy DRA Enabled box
2. Click Apply.

NOAM VIP: Delete the
Policy DRA specific
APNs

Main Menu -> Policy and Charging -> Configuration ->
Access Point Names

Delete the Policy DRA specific configuration data from this screen.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: De-
reference all the PRTs
from PCRF Pools

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> PCRF Pool To PRT Mapping

Edit all the PCRF Pool Name entries and set the Peer Route Table Name to ‘Not Selected’.

SOAM VIP: Delete all
the PCRFs

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> PCRFs

Delete the complete configuration data from this screen.

SOAM VIP: Delete all
the Topology Hiding
clients configuration

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> Topology Hiding

Delete the complete configuration data from this screen.

SOAM VIP: Un-
configure the Site
Options

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> Site Options

Uncheck the ‘Enabled’ box against ‘Topology Hiding Options’.

SOAM VIP: Restore

Main Menu -> Policy and Charging -> Configuration ->
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default values of Error Error Codes
Codes
(OPTIONAL) Edit all Error Conditions and set the Result Code as 3002 for all Policy DRA application
interfaces (Gx/Gxx, Rx, S9, Gx-Prime).

SOAM VIP: Perform Repeat Steps 4 to 9 on All Active SOAM servers.
steps on All Active
SOAM Servers

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Delete all | Main Menu -> Policy and Charging -> Configuration ->

té\elSub-PooI Selection | policy DRA -> PCRF Sub-Pool Selection Rules
ules

Delete the complete configuration data from this screen.
NOAM VIP: Delete all | Main Menu -> Policy and Charging -> Configuration ->
the PCRF Pools Policy DRA -> PCRF Pools

Delete the complete configuration data from this screen.
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4.8 UN-CONFIGURING ONLINE CHARGING FUNCTION FROM A RUNNING DSR PCA
SYSTEM

Detailed steps are given in the procedure below.

Procedure 20: Un-configuring Online Charging DRA

This procedure un-configures the Online Charging DRA function of PCA application.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Disable Navigate to Main Menu -> Policy and Charging -> Configuration

the Online Charging -> General Options Screen.
DRA function

Main Menu: Policy and Charging - > Configuration -> General Options

Field Value Description
Indicate whether the Policy DRA Function of PCA is &
Palicy DRA Enabled [Default = Policy DRA Disabled (Unchecked), Range

(Checked) or Palicy DRA disabled (Unchecked)]

Indicate whether the Online Charging DRA Function
[Default = Online Charging DRA Disabled (Unchecke
Charging DRA Enabled (Checked) or Online Chargir
(Unchecked)]

MNumber of Policy and Charging SBR Server Groups |
Number of Policy Binding Server Groups 1 * Binding database.
[Default = 0; Range = 0-8]

Mumber of Policy and Charging SBR Server Groups
Mumber of Policy and Charging Session Server Groups 1 # and Charging Session database in mated DSR sites
[Default = 0, Range = 0-8]

Online Charging DRA Enabled

‘Apply||Cance\|
1. Uncheck the Online Charging DRA Enabled box
2. Click Apply.

NOAM VIP: Delete all | Main Menu -> Policy and Charging -> Configuration ->
configured Realms Online Charging DRA -> Realms

Delete the complete configuration data from this screen.

NOAM VIP: Delete the | Main Menu -> Policy and Charging -> Configuration ->
Online Charging specific | Access Point Names

APNs
Delete the Online charging specific configuration data from this screen.

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Delete the | Main Menu -> Policy and Charging -> Configuration ->
Online Charging Servers | Online Charging DRA -> OCSs

Delete the complete configuration data from this screen.

SOAM VIP: Delete the | Main Menu -> Policy and Charging -> Configuration ->
Online charging Clients | online Charging DRA -> CTFs

Delete the complete configuration data from this screen.

SOAM VIP: Restore Main Menu -> Policy and Charging -> Configuration ->

default values of Error Error Codes
Codes
(OPTIONAL) 1. Edit the Error Condition ‘SBR Error’ and set the Gy/Ro Result Code as 5012.
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2. Edit the Error Condition ‘Session Not found’ and set the Gy/Ro Result Code as 5002.
3. Edit all other Error Conditions and set the Gy/Ro Result Code as 3002.

SOAM VIP: Perform Repeat Steps 5 to 7 on All Active SOAM servers.
steps on All Active
SOAM Servers

4.9 POST-CONFIGURATION PROCEDURES

4.9.1 Enable Application
Detailed steps are given in the procedure below.

Procedure 21: Enable Application

W Rmo- W

This procedure enables the PCA application.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - PLEASE DO ALL RESOURCE DOMAIN RELATED CONFIGURATION BEFORE CONTINUING THIS STEP.

Establish
GUI
Session
on the
active
SOAM
VIP

Establish a GUI session on the all Active SOAM servers by using the XMl VIP address. Login as user
“guiadmin”.

SOAM
VIP:
Navigate
to
Applicatio
ns screen

Navigate to Main Menu -> Diameter -> Maintenance -> Applications

SOAM
VIP:
Enable
the PCA
applicatio
n

Select the PCA row and Click Enable.

SOAM
VIP:
Verify that
the PCA
applicatio
n has
been
Enabled.

Navigate to Main Menu -> Diameter -> Maintenance -> Applications

Verify that the Application status has changed to Enabled-Available-Normal-Normal.

S MP Server ; Operational
Application Name T Admin State Sats

Congestion

Time of
Level

Operational Reason
PCA th-mp-th-2a Enabled Available MNormal MNormal 2015-M
PCA th-mp-th-1a  Enabled Available MNormal MNormal 2015-M

NOTE:

It may take some time (15-30 seconds) to initialize and change state.

SOAM
VIP:
Enable
PCA
applicatio
non All
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servers
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4.9.2 Restart Process

Detailed steps are given in the procedure below.

Procedure 22: Restart Server

= g omo-

This procedure restarts the DSR and Policy and Charging SBR process.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user
“guiadmin”.

NOAM VIP: Restart
Process on DSR MP
and Policy and
Charging SBR Servers

Navigate to Main Menu -> Status & Manage -> Server

Select all the MP servers with Function “Diameter Signaling Router” and “Policy and Charging
SBR” then Click Restart.

4.9.3 Enable Connections
Detailed steps are given in the procedure below.

Procedure 23: Enable connections

S | This procedure enables the Diameter connection with Peer nodes.
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP
SOAM VIP: Navigate Navigate to Main Menu -> Diamter -> Maintenance ->
to Connections screen Connections
SOAM VIP: Enable all | Select all Connection rows and Click Enable.
connections
SOAM VIP: Verify that | Navigate to Main Menu -> Diamter -> Maintenance ->
the connections have Connections
been Enabled.
Verify that the Admin state of all connections change to “Enabled” and the Operational Reason
shows “Connecting” for connections to PCRF nodes and “Listening” for connections to other
(policy client e.g. PCEF, AF etc.) nodes.
Main Menu: Diameter -> Maintenance -> Connections & Help
Thu Feb 16 09:39:46 2012 EST
. MP Server Admin Operational " _
Connection Name Hostname  State status Operational Reason Connection Mode Local Hode Peer No
conn_af bladet4  Enapled  Unavaiiaoie [SIEHINGEINI R-=sponder Only PDRA AF
conn_pcefl bladel4  Enabled  Unavailaole [SERMGEIMI <:ponder Only PDRA PCEF1
conn_pcef2 bladet4  Enapled  Unavaiiaoie [SIEHNGEINIIII Resronder Only PDRA PCEF2
conn_perft bladel4  Enabled  Unavailabic [ERTECIRGEII " iator Only PDRA PCRF1
conn_perf2 bladet4  Enabled  Unavailaoie [EERNSCINGEII 2t Only PDRA PCRF2
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NOTE 1.

For connections of type “Responder Only” (client nodes), the Operational Status and Reason
will be “Unk” if using TSA.

conn_afi Enabled  Un [ << vonder only PDRA AF1
NOTE 2:

It may take some time (15-30 seconds) to initialize and change state.

4.9.4 Perform Health Check
Execute Procedure 3 to verify the sanity of the system.

Procedure 24: Perform Health Check

This procedure performs a Health Check.

Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

*+m-=®»

Verify HA Services Verify HA Services status:
Status 1. Log into the NOAM GUI using the XSI VIP address.

2. Select Main Menu: Communication Agent -> Maintenance -> HA Services Status

3. Verify that the Main Menu: Communication Agent -> Maintenance -> HA Services Status
view screen is shown in work area.

4.  Verify that the “Resource Routing Status” is shown as “Available” for all the
“User/Provider” listed.

If all the verifications are successful, then proceed with next step else STOP! And call ORACLE
Customer Service for further assistance.

Verify the Automatic Verify ComAgent Automatic Connection Status:

Connection Count forall | 1. Log into the NOAM GUI using the XSI VIP address.

the PCA and Policy 2. Select Main Menu: Communication Agent -> Maintenance -> Connection Status
SPR servers 3. Verify that the Main Menu: Communication Agent -> Maintenance -> Connection

Status view screen is shown in work area.
4.  Verify that the “Automatic Connection Count” for each of the servers are shown as “X or
Y In Service” Where Y >= X and X=Y indicates successful Automatic Connection setup.

If all the verifications are successful, then proceed with next step else STOP! And call ORACLE

Customer Service for further assistance.

Verify the Policy and Verify Policy and Charging SBR Services status:

Charging SBR Status 5. Log into the NOAM GUI using the XSI VIP address.

6. Select Main Menu: PCA -> Maintenance -> Policy and Charging SBR Status

7. Verify that the Main Menu: PCA -> Maintenance -> Policy and Charging SBR Status
view screen is shown in work area.

8.  Verify that the server “Resource HA Role” is shown as “Active/Standby/Spare” and
‘Congestion Level’ is ‘Normal’ for all the “Binding Region” and ‘Mated Site” tables.

If all the verifications are successful, then proceed with signaling call flow execution else STOP!
And call ORACLE Customer Service for further assistance.
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5.0 CAVEATS
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6.0 CUSTOMER SERVICE SIGN OFF

Discrepancy List

Date Test Description of Failures and/or Resolution and Resolution
Case Issues. Any CSR’s / RMA’s issued | Engineer Responsible Date
during Acceptance. Discrepancy
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7.0APPENDIX-A

7.1 PCA FEATURE ACTIVATION PROCEDURE

This section provides the detailed procedure steps of the PCA activation.

7.1.1 Global PCA Activation on a freshly installed system
Detailed steps are given in the procedure below.

Procedure 25: PCA Activation

= g mo-

This procedure activates the PCA on complete system.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - COMPLETE THE TOPOLOGY CONFIGURATION OF ALL THE REQUIRED SOAM SERVERS BEFORE
CONTINUING THIS STEP. SEE [[1]] FOR STEPS. THIS PROCEDURE SHOULD BE USED TO ACTIVATE PCA ON A
DSR NETWORK FOR THE FIRST TIME. PERFORM THIS PROCEDURE ONLY ON A DSR NETWORK THAT HAS
NOT HAD THE PCA FEATURE ALREADY ACTIVATED.

NOAM VIP: Navigate
to HA screen

Navigate to Main Menu: Status & Manage -> HA

Find the Active NOAM and Active SOAM Servers list

Verify configuration of
All SOAM servers

Verify before continuing all SOAM servers should be configured in the topology.

1. Log into the NOAM VIP GUI.
2. Navigate Main Menu: Status & Manage -> Server. See all required SOAM servers are
configured and Application State is enabled.

Establish a secure shell
Session on the active
NOAM

Establish a secure shell session on the active NOAM by using the XMI VIP address. Login as
user “admusr”.

Use your SSH client to connect to the server (ex. putty)

Note: you must consult your own software client’'s documentation to learn how to launch a
connection. For example:

# ssh <active NO XMI VIP Address>

PCA Application

Activation: Change
directory

Change to the following directory:

# cd /usr/TKLC/dsr/prod/maint/loaders/activate

PCA Activation:
Execute the PCA
application activation
script

# ./load.pcaActivationTopLevel

Note: - This command execution will starts Activation on NOAM servers and All Active SOAM
servers.

If the activation fails, then execute the procedure in Section 7.2.2 to restore the system back to
state before start of activation.

PCA Application
Activation

(OPTIONAL): Clear
the Web Server cache

Delete all GUI cache files on active SOAM and NOAM for quick view of changes or wait for
some time so that new changes can reflect.

# clearCache
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7.1.2 Local PCA Activation on a newly added site
Detailed steps are given in the procedure below.

NOTE:- This procedure must be executed if a new DSR site is added to a DSR network in which PCA has
already been activated. If PCA has never been activated on the DSR network, procedure 26 should be used
instead to activate PCA on all configured sites.

This procedure activates the PCA on newly added site only. This section is only valid if system is already configured

and a new site is added to the system at a later stage. Skip this step if system is new for configuration.

Procedure 26: PCA Activation on newly added site

S

= =g omo-

7.1.3 Restart Process

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOAM VIP: Navigate
to HA screen

Navigate to Main Menu: Status & Manage -> HA

Find the Active NOAM and Active SOAM Servers list

Verify configuration of
All SOAM servers

Verify before continuing all SOAM servers should be configured in the topology.

1. Log into the NOAM VIP GUI.
2. Navigate Main Menu: Status & Manage -> Server. See all required SOAM servers are
configured and Application State is enabled.

Establish a secure shell
Session on the active
SOAM on the new site

Establish a secure shell session on the active SOAM by using the XMI VIP address.
Login as user “admusr”.

Use your SSH client to connect to the server (ex. putty)

Note: You must consult your own software client’'s documentation to learn how to launch a
connection. For example:

# ssh <active SO XMI VIP Address>

PCA Activation:
Change directory

Change to the following directory:

# cd /usr/TKLC/dsr/prod/maint/loaders/activate

PCA Activation:
Execute the PCA
application activation
script

# ./load.pcaActivateBscoped

Note: - This command execution will start activation on newly added SOAM Servers.

Check log file /var/TKLC/log/pcaActivateBscoped.log to see if there is any execution failure.
If the activation fails, then execute the procedure in Section 7.2.3 to restore the system back to
state before start of activation.

PCA Activation

(OPTIONAL): Clear
the Web Server cache

Delete GUI cache files on active SOAM for quick view of changes or wait for some time so that
new changes can reflect.

# clearCache

Detailed steps are given in the procedure below.
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Procedure 27: Restart Process

S | This procedure restarts the DSR and SBR application processes.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - This STEP is MANDATORY only if DSR MP AND PSBR Servers are newly added in the
TOPOLOGY.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user
on the NOAM VIP “guiadmin”.

NOAM VIP: Restart Navigate to Main Menu -> Status & Manage -> Server
Process on DA-MP

Servers Select all the DA-MP servers and press Restart.

NOAM VIP: Restart Navigate to Main Menu -> Status & Manage -> Server
Process on SBR

Servers Select all the SBR servers and press Restart.

7.1.4 Post PCA Activation System Health Check

7.1.4.1 System health check after Application Activation on NOAM server
Detailed steps are given in the procedure below.

Procedure 28: Verification of application activation on NOAM Server

This procedure verifies the PCA application activation on NOAM Server.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

*= g m-®»

Active NOAM VIP: Establish a GUI session on the Active NOAM by using the XMI VIP address. Login as user
Establish GUI Session “guiadmin”.
on the NOAM VIP

NOAM VIP: Verify that | Verify that the Resource Domain Profile show the new profile entries.

the Resource Domain Main Menu: Configuration -> Resource Domains [Insert]
Profile show the new Tus Aug 26 19148124 2

profile entries.

Inserting a new Resource Domain

Resource Domain
Field Value Description

N Unigue identifier used to |abel 3 Resource Domain. [Default = nia. Range = A 1-32-character string. Valid
Resource Demain Name are and el

Resource Domain Profile | - Select Resource Domain Profile - | = |+ The Profile of this Resource Domain
Server Groups - Select Resource Domain Profile -
NONE

Palicy and Charging Session
Palicy Binding

Policy and Charging DRA

lc_SESS_SG
lc_sess_sc1

Server Groups Server Groups associated with this Resource Domain

(0] [2ppiy] [Cancei]

NOAM VIP: Verify that | Verify that KPIs menu shows the KPI tabs for PCA, SBR, SBR-Binding and SBR-Sessoin.
the PCA specific KPIs
are shown.
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Main Menu: Status & Manage -> KPIs

Entire-Hetwork Dsr70PcaBind-a Dsri0FPcaBind-b Dsri0PcabaMP-a

ComAgent [ PCA SBR  SBR-Binding  SBR-Sessionll Server

NOAM VIP: Verify that | Verify that Measurement groups are shown for OC-DRA, P-DRA and PSBR.
the PCA specific

Main Menu: Measurements -> Report

Measurement groups Tue Au
are shown. Filter + Info v | Tasks ¥
Filter
Scope: | - Network Element - E I Server Group - E| | - Resource Domain - E| | -Place - E
-Place Association - j Reset
Report: | -~ Group - [=] | - Interval - Reset I
Column Filter: ComAgent Exception Reset
RIS comAgent Performance =
Time Range: | 0 ARM [2014 " [Jan [o1 [oo 00 Reset
"| oamPERF
OAM.SYSTEM

0OC-DRA Congestion Exception
0OC-DRA Diameter Exception
0OC-DRA Diameter Usage
P-DRA Congestion Exception
P-DRA Diameter Exception
P-DRA Diameter Usage

SBR Audit

SBR Binding Exception

SBR Binding Performance
SBR Policy Session Exception
SBR Policy Session Performance
Server Exception

NOAM VIP: Verify that | Verify that Main Menu on Active NOAM shows the Policy and Charging submenu with

the Main Menu shows Configuration and Maintenance screens.
the Policy and Charging ] - - -
submenu. B & Policy and Charging

H H C 0r|'r|uur:|'r|or|

91 of 104 ES58667-02



7.1.4.2 System health check after Application Activation on SOAM servers
Detailed steps are given in the procedure below.

Procedure 29: Verification of application activation on SOAM Servers

This procedure verifies the activation of PCA on SOAM Servers.

= g m o= W

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

SOAM VIP: Establish Establish a GUI session on the Active SOAM by using the XMI VIP address. Login as user

GUI Session using “guiadmin”.
SOAM VIP

SOAM VIP: Verify that | Verify that the Policy and Charging folder appears on the Left Hand Menu:

the Policy and Charging : . - -
folder is visible in the B & Policy and Charging

Left Hand Menu . ™ @ Configuration

eral Options

i B Site Options
Online Charging DRA

. [ Realms
B Error Codes
Alarm Settings

Congestion Options
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7.2 PCA FEATURE DE-ACTIVATION PROCEDURE
This section provides the detailed steps of the PCA De-Activation procedures.
7.2.1 Pre PCA De-Activation Steps

7.2.1.1 Verify and Deactivate the GLA application
Detailed steps are given in the procedure below.

Procedure 30: Verify and Deactivate GLA application

This procedure verifies that GLA is activated and then deactivates the GLA application.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - VERIFY FIRST THAT GLA IS ACTIVATED IN STEPS 1-2 AND THEN EXECUTE THE STEPS 4-5 TO
DEACTIVATE THE GLA APPLICATION.

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Maintenance ->
to Applications screen Applications

SOAM VIP: Verify the Verify the GLA application is present. If GLA application record is present. It means GLA is
GLA application is activated on this system.

present. NOTE: - IF GLA RECORD IS NOT PRESENT ON THIS SCREEN, THEN SKIP
THE REMAINING STEPS IN THIS PROCEDURE.

SOAM VIP: Deactivate | If GLA record is present in the Applications screen. Then execute the steps to deactivate the
the GLA application. GLA application as per De-activation procedures defined in [4].

SOAM VIP: Perform Repeat Step 1-4 on All Active SOAM servers.
steps on All Active
SOAM Servers

7.2.1.2 Disable PCA Functions
Detailed steps are given in the procedure below.

Procedure 31: Disable PCA Functions (PDRA and OCDRA)

S | This procedure disables the DSR connections.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES.

= g omo-

Establish GUI Session Establish a GUI session on the Active NOAM by using the XMI VIP address. Login as user
on the NOAM VIP “guiadmin”.
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YAl NOAM VIP: Disable
. PCA Functions.

Navigate to Main Menu: Policy and Charging -> Configuration -
> General Options

Uncheck ‘Policy DRA Enabled’ and ‘Online Charging DRA Enabled’. Click
Apply.

Main Menu: Policy and Charging -> Configuration -> General Options d
Thu Nov 20 14:57:07 2C
Field Value Description
Indicate whether the Policy DRA Function of PCA s enabled
Policy DRA Enabled [Default = Policy DRA Disabled (Unchecked); Range = Policy DRA Enabled (Checked) or Policy

DRA disabled (Unchecked)]

Indicate whether the Online Charging DRA Function of PCAis enabled.
Online Charging DRA Enabled [Default = Online Charging DRA Disabled (Unchecked); Range = Online Charging DRA Enabled
(Checked) or Online Charging DRA Disabled (Unchecked)]

7.2.1.3 Disable Diameter Connections
Detailed steps are given in the procedure below.

Procedure 32: Disable Diameter Connections

S | This procedure disables the Diameter connections.

w* =g ormo-

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on all the Active SOAM by using the XMI VIP address. Login as user
“guiadmin”.

SOAM VIP: Disable
DSR connections.

Navigate to Main Menu: Diameter -> Maintenance -> Connections

Select all the PCA specific diameter connections and click disable or click
Disable All (if applicable). The Admin State of connections should be shown
as Disabled.

Main Menu: Diameter -> Maintenance -> Connections @ te
Tue Jun 12 11:26:40 2012 UT
. MP Server | Admin Operational . . Remate IP
Connection Name Hostname | State Status Operational Reason  Connection Mode Local Node Peer Node Addresses
conn_af bladet2 Disabled |Unavailable Disabled Respander Only PDRA AF1
conn_pcef hlade12 Disabled |Unavailable Disabled Responder Only FDRA PCEF

SOAM VIP: Perform
steps on All Active
SOAM Servers

Repeat Steps 1 to 2 on All Active SOAM servers.

7.2.1.4 Disable Application
Detailed steps are given in the procedure below.
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Procedure 33: Disable application

w* mo- W»n

This procedure disables the PCA application.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Navigate
to Applications screen

Navigate to Main Menu -> Diameter -> Maintenance ->

Applications

SOAM VIP: Disable
the PCA application

Select the PCA row and press Disable.

If there are multiple DA-MPs under this SOAM then there will be multiple entries of PCA in this

screen. Select all the entries and click Disable.

SOAM VIP: Verify that
the PCA application has
been Disabled.

Navigate to Main Menu -> Diameter -> Maintenance ->

Applications

Verify that the Application status has changed to Disabled.

Main Menu: Diameter -> Maintenance -> Applications

. MP Server - Operational - Congestion
DSR Application Name MhE T Admin State State Operational Reason Level
PDRA hlade12 Disabled Unavailable Mot Initialized Mormal
SOAM VIP: Perform Repeat Steps 1 to 4 on All Active SOAM servers.
steps on All Active
SOAM Servers
E58667-02
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7.2.1.5 Stop Processes
Detailed steps are given in the procedure below.

Procedure 34: Stop Server Process

This procedure stops the DSR and PSBR processes.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= g m o= W

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Stop DSR | Find the DA-MP and SBR server hostnames corresponding to the functions “Diameter Signaling
MP and PSBR MP Router” and “SBR” from
Server processes. Main Menu: Configuration -> Server Groups

Then, navigate to Main Menu -> Status & Manage -> Server

Select all the DA-MP and SBR and press Stop.

7.2.1.6 Remove PCA Configuration Data
Detailed steps are given in the procedure below.

Procedure 35: Remove PCA configuration data

S | This procedure removes the PCA configuration data.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE:- DO NOT EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON THIS SYSTEM AND
YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-ACTIVATION

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Remove Main Menu: Policy DRA -> Configuration -> PCRFs

all the data from PCA . ) .
screen as mentioned. Delete the complete configuration data from this screen.

SOAM VIP: Perform Repeat Steps 1 and 2 on All Active SOAM servers.

steps on All Active
SOAM Servers
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7.2.1.7 Remove DSR Configuration Data
Detailed steps are given in the procedure below.

Procedure 36: Remove DSR configuration data

= g mo=-

This procedure removes the DSR configuration data.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE:-

A.) DO NOT EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON THIS SYSTEM AND
YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-ACTIVATION.

B.) DO NOT EXECUTE THIS STEP IF THERE ARE MUTIPLE APPLICATIONS INSTALLED ON THIS

SYSTEM.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Remove
all the data of
Application Routing
Rules.

Main Menu: Diameter -> Configuration -> Application
Routing Rules

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of Peer
Routing Rules.

Main Menu: Diameter -> Configuration -> Peer Routing
Rules

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of Route
Lists

Main Menu: Diameter -> Configuration -> Route Lists

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of Route
Groups

Main Menu: Diameter -> Configuration -> Route Groups

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of
Connections.

Main Menu: Diameter -> Configuration -> Connections

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of Peer
Nodes.

Main Menu: Diameter -> Configuration -> Peer Nodes

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of Local
Nodes.

Main Menu: Diameter -> Configuration -> Local Nodes

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of CEX
Configuration Sets

Main Menu: Diameter -> Configuration -> Configuration
Sets -> CEX Configuration Sets

Select and delete the PCA specific or the complete configuration data (as applicable) from this
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screen.

SOAM VIP: Remove
all the data of CEX
Parameters.

Main Menu: Diameter -> Configuration -> CEX Parameters.

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of
Application IDs

Main Menu: Diameter -> Configuration -> Application Ids

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Perform
steps on All Active
SOAM Servers

Repeat Steps 1 to 11 on All Active SOAM servers.

7.2.2 PCA De-Activation Procedure
Detailed steps are given in the procedure below.

Procedure 37: PCA Application De-Activation

S | This procedure de-activates the PCA application.
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
Establish a secure shell | Establish a secure shell session on the active NOAM by using the XMI VIP address. Login as
Session on the active user “admusr”.
NOAM
Use your SSH client to connect to the server (ex. putty)
Note: you must consult your own software client’'s documentation to learn how to launch a
connection. For example:
# ssh <active NO XMI IP Address>
PCA Deactivation: Change to the following directory:
Change directol . .
9 Y # cd /usr/TKLC/dsr/prod/maint/loaders/deactivate
PCA Deactivation: # ./load.pcaDeactivationTopLevel
Execute the PCA . ) ) o ) )
application de-activation | Note: - This command execution will starts De-Activation on Active NOAM and All Active SOAM
script servers.
PCA Deactivation Delete all GUI cache files on active SOAM and NOAM for quick view of changes or wait for
[OPTIONAL]: Clear some time so that new changes can reflect.
the Web Server cache # clearCache
Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP
NOAM VIP: Restart Navigate to Main Menu -> Status & Manage -> Server
DSR MP Servers
Select all the DA-MP servers and press Restart.
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7.2.3 Site Specific PCA De-Activation Procedure
THIS SECTION ONLY REQUIRED WHEN A PARTICULAR SITE NEEDS TO BE DEACTIVATED FOR PCA APPLICATION.

Detailed steps are given below.

Procedure 38: PCA Application De-Activation on a particular site.

S

T
E
P
#
1
|

This procedure de-activates the PCA application on a particular site.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish a secure shell
Session on the active
SOAM or on which
deactivation is required.

Establish a secure shell session on the active SOAM by using the XMI VIP address. Login as
user “admusr”.

Use your SSH client to connect to the server (ex. putty)

Note: you must consult your own software client’'s documentation to learn how to launch a
connection. For example:

# ssh <active SO XMI IP Address>

PCA Deactivation:
Change directory

Change to the following directory:

# cd /usr/TKLC/dsr/prod/maint/loaders/deactivate

PCA Deactivation:
Execute the PCA
application de-activation
script

# ./load.pcaDeactivateBscoped

Note: - This command execution will start De-Activation on selected active SOAM server.

PCA Deactivation
[OPTIONAL]: Clear
the Web Server cache

Delete all GUI cache files on active SOAM and NOAM for quick view of changes or wait for
some time so that new changes can reflect.

# clearCache
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7.2.4 Post PCA De-Activation Steps

7.2.4.1 Move Policy and Charging SBR Servers to OOS State
Detailed steps are given in the procedure below.

Procedure 39: Move Policy and Charging SBR Servers to OOS State

This procedure puts all the MP Servers in Policy and Charging SBR Server Groups in OOS.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ mo- W»n

NOTE: - DO NOT EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON THIS
SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-ACTIVATION.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu: Configuration -> Server Groups
to Server Groups
screen

NOAM VIP: Find the Find the Servers with Function as “Policy and Charging SBR”.
Server List

NOAM VIP: Navigate Navigate to Main Menu: Status & Manage -> HA

to HA screen
Edit the Servers from list created in Step 3. Change the value of “Max Allowed HA Role” to

00s.

7.2.4.2 Remove Policy and Charging SBR Servers from Server Groups
Detailed steps are given in the procedure below.

Procedure 40: Remove Policy and Charging SBR Servers from Server Groups

This procedure removes all the MP Servers in Policy and Charging SBR Server Groups from their respective
Server Groups.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

*= gm0

NOTE: - DO NOT EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON THIS
SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-ACTIVATION.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu: Configuration -> Server Groups
to Server Groups
screen

NOAM VIP: Find the Find the Servers with Function as “Policy and Charging SBR”.
Server List

NOAM VIP: Edit the Navigate to Main Menu: Configuration -> Server Groups

Server Groups. . . . . . )
Edit the Server Group with “Policy and Charging SBR” function and remove the servers from it.

Repeat the steps with all server groups with “Policy and Charging SBR” function.
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7.2.4.3 Delete Server Groups related to Policy and Charging SBR
Detailed steps are given in the procedure below.

Procedure 41: Delete Server Groups related to Policy and Charging SBR

This procedure removes the Server Groups related to Policy and Charging SBR.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= g m o= W

NOTE: - DO NOT EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON THIS
SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-ACTIVATION.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu: Configuration -> Server Groups
to Server Groups
Screen

NOAM VIP: Remove Remove the Server Groups which has Function value “Policy and Charging SBR”.

Server Groups
Resource Domains

7.2.4.4 Remove Place Configuration Data
Detailed steps are given in the procedure below.

Procedure 42: Remove Place configuration data

S | This procedure removes the Place configuration data.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ =g oo

»

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Remove Main Menu: Configuration -> Places
all the data from Place

screen as mentioned. ) )
Edit the Places and Remove Servers from it.

7.2.4.5 Reboot the Servers
Detailed steps are given in the procedure below.

Procedure 43: Reboot the Servers

This procedure removes the merge data from Servers by rebooting them.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= g om o=

NOTE: - PLEASE DON'T EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON
THIS SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-
ACTIVATION.

Establish GUI Session | Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
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on the NOAM VIP

NOAM VIP: Navigate
to Server Groups
Screen

Navigate to Main Menu: Status & Manage -> Server

NOAM VIP: Reboot
the Servers.

Reboots all the servers. Click each row of server and press Reboot. Keep order from down to
top. So that the self-server is rebooted at last.

After rebooting the last server (self-server) the GUI will go away. Please Establish a GUI
session on the NOAM by using the XMI VIP address. Login as user “guiadmin” after some time.

7.2.5 Post PCA De-Activation System Health Check

7.2.5.1 System health check after PCA De-activation on NOAM server
Detailed steps are given in the procedure below.

Procedure 44: Verification of application de-activation on NOAM Server

S | This procedure verifies the PCA application deactivation on NOAM Server.
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
Active NOAM VIP: Establish a GUI session on the Active NOAM by using the XMI VIP address. Login as user
Establish GUI Session “guiadmin”.
on the NOAM VIP
NOAM VIP: Verify that | Verify that the Resource Domain Profile drop down doesn’t show the profile entries of “Policy
the Resource Domain and Charging Session” and “Policy Binding”.
Profile doesn’t show the . . . !
profile entries of Binding Main Menu: Configuration -> Resource Domains [Insert]
and Session Profiles.
Inserting a new Resource Domain
Resource Domain
Field Value Description
Reszource Damain l— . Unigue identifier used ta label a Resource Domain. [Defau
Mame string. Yalid characters are alphanumeric and underscore ]
E;a;_ﬁ:rce DEmEm | Select Resource Domain Profile - % | = The Profile of this Resource Dormain
NOAM VIP: Verify that | Verify that KPIs menu don’t show the KPI tabs for PCA, SBR, SBR-Binding and SBR-Session.
the KPIs are not shown .
for PCA, SBR, SBR- Main Menu: Status & Manage -> KPIs
Binding and SBR-
Session. Tasks =
NO_1030302 hladeds hladel hlade0d
Server ComAnent | |
NOAM VIP: Verify that | Verify that Measurement groups are not shown for OC-DRA, P-DRA and SBR.
the Measurement
groups are not shown
for OC-DRA, P-DRA
and SBR.
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Main Menu: Measurements -> Report

Filter - Infa - Tasks ~

Filter

|Scope: |— Metwark Elament- « |— Server Group - ¥ |— R

Repu‘t:l—GrDup— v | LI

| — Group —
IERE Comagent Exception |
[ Comagent Perfarmance
OAM ALARM
LAk SvSTER

Server Exception

Sl NOAM VIP: Verify that | Verify that Main Menu on Active NOAM doesn’t show the Policy and Charging submenu.
. the Main Menu don’t

show the 4 )
Policy and Charging B Admir
submenu. ]

larm

y @ Communication Agent
& Help
E Logout

7.2.5.2 System health check after Application Deactivation on SOAM servers
Detailed steps are given in the procedure below.

Procedure 45: Verification of application de-activation on SOAM Servers

This procedure verifies the PCA application deactivation on SOAM Servers.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

*= gm-W®»

SOAM VIP: Establish Establish a GUI session on the Active SOAM by using the XMI VIP address. Login as user
GUI Session on the “guiadmin”.
SOAM VIP

SOAM VIP: Verify that | Verify that the Policy and Charging folder does not appear on the Left Hand Menu:
the Policy and Charging
folder is not visible in the
Left Hand Menu

- B Logout
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SOAM VIP: Verify that
the Diameter

maintenance application
menu do not show the
entry of PCA application

Verify that the Diameter maintenance application menu do not show the entry of PCA
application

Main Menu: Diameter -> Maintenance -> Applications

DSR Application Name

Tue Jul 03 1

WP Server Operational
State

Hostname Admin State

Congestion .
- Time of Last Update

Operational Reason -

SOAM VIP: Verify
PCA application on All
Active SOAM servers

Repeat Steps 1 to 3 on All Active SOAM servers from Active Servers List collected from Step 1
of Procedure 4.
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