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R RE R (single sign-on, SSO) UINEFXAFRMAGBEE, BEMIiE, Oracle End
User Security ZBEIXT A FEIUATERLAIE: (1) EENECEESHIEERRNERE
5, ) ZIEEENBMEREE,; 3) FREBHEEARHITTHNENEIE, TESE
IEFE (19089 Kerberos 3% PKI) BY4A43 0] LAFI A Oracle Advanced Securitys

Oracle Exadata fFiEIRSZ e AT —AIE XA AKF , STAFPKFPHAERREE
151 1T Oracle Exadata FfEARSZ [ EENEERUITERXETNE X NWABZ—K
RARG. Z—HH, ZFS FEREXNFEIRAMATIZEERIKS, XMEKFE5F
BRDECA BN,

FINER T, SuperCluster H{FFHY Oracle Exadata 77 fi#AR 5% 25 FAEUE @D Oracle
Automatic Storage Management TRiA{Al, W TR FRIBHEAENEF GIEER
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WEHBE. MENTAMERNAREERLE, FTiAREHIS5E, Oracle Automatic
Storage Management 23 =M RIEHIE . AR LL2M. Oracle Automatic Storage
Management SEEINN R 24 MBEECENNLZ 2%,

TSP AET, BENERMEFETEANZ 2N, EAEHURERGAN T
wlo EULRINF, AILEE#MEA, WECREHE M RIERFELR, BEty, X3
RESIEFEEERMABAEREN R SMIEROHRNES BLE M HE, EHE
ERBEAET (EEPESMUEERESFAENARSEER,) , LS NMAFEHREEN
EFMAEHECNEHEIFEER. e, S5ZeNTIRARMEIEERERE
SRR, BAAUERM RSN EIEER I,

HIBETCENNR2ME—HEMNITER, AJLIEHIXT Oracle ASM RIS RYIAIE],
ILLE £ 7R Oracle ASM SEEIAN ST £MH 2FS R, S0RTE SuperCluster ‘F& EEET
A& Oracle Database 32§, M52 Oracle ASM EENNEHFALLUFIREESE,
HNEMUEERLGNACIE. PEMNEENERN. I, BTFHIEECERNNRZEM
ERNESMUBECIRINEEE, Eitk, A EER U EER/ DT Exadata FiEARS
23 BB BV IR I IS HEEE K

7 Oracle ASM SEEINIEEFRZ2MH

Oracle SuperCluster M7

RiFR#2 R

A B A A A A R A C
WA 4 B8 1 #f4H 2 #if34H 3 B34 4 mams

Oracle ZFS g &

\_ X3 1 X 2

SuperCluster | i Oracle Solaris ##E 5% 2 R SR [ LE & = FH P BB A BT REXT PI4EE A AY
BitFo ILEEMBY Oracle Solaris THEERT LARGEILA T EAERD: 1P F MAC #iibERIR AR L2
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MIERIR (BN EEEEE TTIRE) o Oracle Solaris HUEFERR IR IP AT S I B F7E
ZI P IFIEREFEMFAA Oracle Solaris IEEE /X IT,

BT ENEFEREHEE R R EXT Exadata FiEARS 2#H T E IR EHRAAIAR],
b, SRZUERINIREILLSETFIE), RO Exadata FFHEARS BRECE MR IENHEARIEL2BEX
ANEERER VO B ITEEAR, RERMDATFM SuperCluster IR (RaREHE
1) #17ihRl. XA LR Exadata FFiEARSS SR REEMEENE LR A EUEHITE
#,

EXMEFEPNE2EER, RSREFTUESE—ITTIINITRE, BIRSETFER
HNERMELBXEFENRFIFMREENTTE, FIZXEtIEEREERETEN
1BRER, EHPHEATEEEB MRS, FRIZEXIEHET Oracle Solaris EHHIR
LINEENRE, FIWREED (BFFA) 0s BRMXHEL SRS REERTANBERLTE
EEN. BEISSHEXT RIRIFIRE B TP IERERINAIEN. (EHERANTEEET
12, HELEETAZMABREEREREN.

mRMAFSIEH T

FHEAMNERECHRPIFEEE, SRR T USRI BAREREHEITH
i, TEENTFHEUERESERFMHMMNEKR, BAMETNTFoRERHEEXRE
ERITHEE, TP BLNTEREREE XA BRI RM B IR, UEGHNEER
BEIAIR. EZAREE LH#THRANEITEEIURT XA/ N RIFIFRNEE T,

SuperCluster ZIERRZEH{ER Oracle Solaris Bt FRAARINE. FHEMLIERITESE
B. 8 MRETHEPNIEFLBXIBIEEMETITER, EIMRAMEMEEISE SuperCluster
TRE (2RXE) ., WAERBERENMEPTAENEEITERRE. IEENIZRNE
1, AAXEEIRSIEEAEERS, Oracle Solaris i it IHAE IR B BIRIR(E. m<IA
A, BEHPXEMETNEIMARERSL AR, 2 TASERKE, iRk, §
XFEESAF#HEITER, BEAFERHEAXEN, SMXENHEINIRAIUEFH#EETS
BXIFA LG LIE#EE R, T RIS 1/0 185 FI FZsH Oracle Solaris B It TARIZER5E
PMEE 4 MIEEIRRREXRVIRERE 4

Exadata f7fi&fR335 881 ZFS FEREXIFER. BAMEEFIT, XEALK R LUIHEE
BRI E UNRITEH ARE. REFEZARELRBF A, {B Oracle Solaris it A
ZFs FiEIR & ETRE RIRMKERS.

[EfEi, Exadata FERSZBFITR— N FENRASHES, XERASHATUS
Exadata 72 AR S B/ NHRHNEGNEEEIREEESFEA. BT Oracle Solaris B9 IP
ISR ThEE, mIBHEUEREFEMICR NN HILMEEE, HETUEEMNIELE
XK FI N FRiZIhEE. XA TFAHLAM D MEREMIIEENER. (Aik) aJUEE
Oracle Audit Vault and Database Firewall &8, MUER2#C2F R EZH Oracle F13E
Oracle #EZERIE TS 2 LUK R E Oracle Solaris BYEHITHE Bo

THREREEN 25



B SuperCluster T2 M REMENEMEIR

1832 5 Oracle Enterprise Manager 58, SuperCluster 8E5Z1FE M= EHENEE. =ielt
B A LUE X E R, mBENMEF 2 BRI, RAMATRRSBER, HELZFEN
MiE RN AREFMEBIEERR.

BXER

FE M [107]
R et [116]

B X SuperCluster K2 RIEMENEMZER

BX SuperCluster 221, FRRAEHMREMENEMER, BSHAUTER

26

{Oracle SuperCluster M7 - Platform Security Principles and Capabilities) ( {Oracle
SuperCluster M7 —F & &£ RMNFTHEE) )

http://www.oracle.com/us/products/servers-storage/servers/sparc-
enterprise/supercluster/supercluster-t4-4/ssc-security-pac-1716580.
pdf

{Oracle SuperCluster M7 - Secure Private Cloud Architecture) ( {Oracle
SuperCluster M7 —REMNERRERENE) )

http://www.oracle.com/technetwork/server-storage/engineered-systems/
oracle-supercluster/documentation/supercluster-secure-multi-tenancy-
2734706.pdf

{Comprehensive Data Protection on Oracle SuperCluster) ( {Oracle SuperCluster

L EEIRIERIF) )

https://community.oracle.com/docs/D0OC-918251

{Secure Database Consolidation on Oracle SuperCluster) ( {Oracle SuperCluster -
TEMBIBEES) )
http://www.oracle.com/technetwork/server-storage/sun-sparc-
enterprise/documentation/013-053-securedb-osc-t5-8-1990064.pdf
égr)ade SuperCluster and PCI Compliance) ( {Oracle SuperCluster 1 PCI ff&

http://www.oracle.com/technetwork/server-storage/engineered-systems/
sparc-supercluster/supercluster-pci-dss-compliance-2372543.pdf
{Oracle SuperCluster - Security Technical Implementation Guide (STIG) Validation and
Best Practices) ( {Oracle SuperCluster— &£ RALHEIER (STIG) WIFM &R EM
&) )
http://www.oracle.com/technetwork/server-storage/hardware-solutions/
stig-sparc-supercluster-1841833.pdf
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http://www.oracle.com/us/products/servers-storage/servers/sparc-enterprise/supercluster/supercluster-t4-4/ssc-security-pac-1716580.pdf
http://www.oracle.com/us/products/servers-storage/servers/sparc-enterprise/supercluster/supercluster-t4-4/ssc-security-pac-1716580.pdf
http://www.oracle.com/technetwork/server-storage/engineered-systems/oracle-supercluster/documentation/supercluster-secure-multi-tenancy-2734706.pdf
http://www.oracle.com/technetwork/server-storage/engineered-systems/oracle-supercluster/documentation/supercluster-secure-multi-tenancy-2734706.pdf
http://www.oracle.com/technetwork/server-storage/engineered-systems/oracle-supercluster/documentation/supercluster-secure-multi-tenancy-2734706.pdf
https://community.oracle.com/docs/DOC-918251
http://www.oracle.com/technetwork/server-storage/sun-sparc-enterprise/documentation/o13-053-securedb-osc-t5-8-1990064.pdf
http://www.oracle.com/technetwork/server-storage/sun-sparc-enterprise/documentation/o13-053-securedb-osc-t5-8-1990064.pdf
http://www.oracle.com/technetwork/server-storage/engineered-systems/sparc-supercluster/supercluster-pci-dss-compliance-2372543.pdf
http://www.oracle.com/technetwork/server-storage/engineered-systems/sparc-supercluster/supercluster-pci-dss-compliance-2372543.pdf
http://www.oracle.com/technetwork/server-storage/hardware-solutions/stig-sparc-supercluster-1841833.pdf
http://www.oracle.com/technetwork/server-storage/hardware-solutions/stig-sparc-supercluster-1841833.pdf

BX SuperCluster T2t REMZRIH IR

{Developer's Guide to Oracle Solaris 11 Security) ( {Oracle Solaris 11 FFAE RS
s )

https://docs.oracle.com/cd/E36784_01/html/E36855/index.html
Oracle Solaris 11 and PCI Compliance) ( {Oracle Solaris 11 1 PCI fF &%) )

http://www.oracle.com/us/products/servers-storage/solaris/solarisil/
solarislil-pci-dss-wp-1937938.pdf

{Oracle Solaris 11 Audit Quick Start) ( {Oracle Solaris 11 BT IFRIENITY )

http://www.oracle.com/technetwork/articles/servers-storage-admin/
sol-audit-quick-start-1942928.html

{Oracle Solaris 11 Security Guidelines) ( {Oracle Solaris 11 Z£ N )
http://docs.oracle.com/cd/E53394_01/html/E54807/index.html

{Oracle Database Security Guide 12c Release 1 (12.1)) ( {Oracle Database 155
12c &1ThR 1 (12.1)) )

https://docs.oracle.com/database/121/DBSEG/E48135-11.pdf
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http://www.oracle.com/us/products/servers-storage/solaris/solaris11/solaris11-pci-dss-wp-1937938.pdf
http://www.oracle.com/technetwork/articles/servers-storage-admin/sol-audit-quick-start-1942928.html
http://www.oracle.com/technetwork/articles/servers-storage-admin/sol-audit-quick-start-1942928.html
http://docs.oracle.com/cd/E53394_01/html/E54807/index.html
https://docs.oracle.com/database/121/DBSEG/E48135-11.pdf

28 Oracle SuperCluster M7 &5 & £155 » 2016 F£ 2 B



BEERINLR2ECE

UTEBNAT SuperCluster M7 HEVALZ 2ECE,

» FAREIRE" [29]
» CRUAR A AERS” [30]
= “Oracle Engineered Systems Hardware Manager EX1FYZ555” [31]

MINEEIRE

SuperCluster M7 M REBFZHRINE 2IRE. RAEFTHE, BEARINR2IRE:

»  FIERIRRFISCHERIEERE Z M,

n KMHEREZASSREEKE AR —ERBEBEKF .

= OS FHFIERINRAKF BHBE, BIEER,

» EETHER sumSHERIE .

= M OS RZAHEAT ARERMYFNER,

» 5| REHEFZTELERIP.

» FIERMENRFIRSHERZA, B1E inetd (Internet RS FHFEHTE) -
n EFEEERETERE T IR AR

» ESFARSHERNEE G RITXH LIKE T R SCHERPR.
= SSH iz AR FEEN T BN,

»  SSH[RF v2 #hilo

» BETARLEH SSH WIENLH.

s BB THEMNEZER,

s JBHERFATSERE EHNSBIEBEERED B,

EERIUNRERE



EAR K P AN EEES

FOAR P ik P A

TRFIET SuperCluster M7 WERABFIKFPFER. BXEMAGHESEETTRRET
BERUAZ B E MR,

il BAFR& =g AFkPMZEBES
TEUTRSELE m root welcomel IHEIA Oracle ILOM XH4EEHHY "Configuration and Maintenance" (ECEFNLIF) ,
JZ1THY Oracle PUAEAI: http://docs.oracle.com/cd/E24707_01/html/E24528
ILOM:
m SPARC M7
RYIBRS 2R
m  Exadata 7
fithRSS 28
m ZFS F#ig
SPARCM7 % m root welcomel IEBNERITERSB[/HEXBIAZERS [49],
FIpRS5 8% B oracle
i welcomel SHIFSHUTEIR:
grid
welcomel m Oracle Solaris 11—3F£[% Oracle Solaris 11 FIZ 23X, ML http://
www.oracle.com/goto/Solarisil/docs
m  Oracle Solaris 10—i5&[ {Oracle Solaris Administration: Basic
Administration)  ( {Oracle Solaris EIE: BEAEE) ) , MUEA: http://
docs.oracle.com/cd/E26505_01
Exadata 77fiffR m root welcomel IEEIERIFMEIRSSIERI [84.
et m celladmin
i welcome
cellmonit
or welcome
Oracle ZFS m root welcomel IBEEMELN ZFS 1FEI&%E root ZH3 [74],
Storage ZS3-ES . .
51E28R (Oracle ZFS Storage Appliance Administration Guide) ( {Oracle ZFS
Storage Appliance BIZ{ER) ) HHY "Users” (FAF) &893, MIHUEAI: http://www.
oracle.com/goto/ZS3-ES/docs
InfiniBand 354t ®™ root welcomel IHEEBME root F nm2user ZEHS [99],
i ®m nm2user PN . ) .
changeme  553FEI7 Sun Datacenter InfiniBand Switch 36 HTML Document Collection for
Firmware Version 2.1 HfY "Controlling the Chassis", MiE/I: http://docs.
oracle.com/cd/E36265_01
InfiniBand m ilom- ilom- BB IER 1B IR EFD (Oracle ILOM) [99]6
Oracle ILOM admin admin . .
m ilom- 5155 % InfiniBand 314, RIE/9: http://docs.oracle.com/cd/E36265_01
operator ilom-
operator
DIAMEER  m admin welcomel IAENEHLAKMIIENZZES [105]
Ha#,
Oracle /O 156l m admin welcomel i58% (Oracle I/O Domain Administration Guide) ( {Oracle I/0 1 EIEt5
BIR MY ) , MR http://www.oracle.com/goto/sc-m7/docso
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http://docs.oracle.com/cd/E26505_01
http://docs.oracle.com/cd/E26505_01
http://www.oracle.com/goto/ZS3-ES/docs
http://www.oracle.com/goto/ZS3-ES/docs
http://docs.oracle.com/cd/E36265_01
http://docs.oracle.com/cd/E36265_01
http://docs.oracle.com/cd/E36265_01
http://www.oracle.com/goto/sc-m7/docs

Oracle Engineered Systems Hardware Manager EXI#9Z53

A AFE& =G HFKFNEBREER

Oracle m admin welcomel 3&&# {Oracle SuperCluster M7 Series Owner's Guide: Administration) ( {Oracle
Engineered m service SuperCluster M7 RFIFTEEIER: B1E) ) , WAULA: http://www.oracle.
Systems welcomel  com/goto/sc-m7/docso

Hardware

Manager

- SNRERT LLLAMRY root 3 admin Z585, HWAZTE Oracle Engineered Systems
Hardware Manager F3#1T8E%. BXWEA, 1S ( Oracle SuperCluster M7 Series
Owner's Guide: Administration) o 515% Jl“Oracle Engineered Systems Hardware Manager

BB [31]

Oracle Engineered Systems Hardware Manager B X1FYZ555

Oracle Engineered Systems Hardware Manager 4B & B & H YK FZR,

3% - Oracle Engineered Systems Hardware Manager A3 B21& a2 1515 o X IRV 236

A 192
Ffi#8 Oracle ILOM root
Exadata 77fi#ARZ5288 OS root
ZFS 7788 0S root
IB 3ZHEH] root
LUK P E TR R 44T admin
PDU admin

B 3% Oracle Engineered Systems Hardware Manager FYSE%{5 8., 120l “Oracle
Engineered Systems Hardware Manager” [115], 3£ {Oracle SuperCluster M7 Series
Administration Guide) ( {Oracle SuperCluster M7 R%5|EIR$5FY ) , MUER http://
www.oracle.com/goto/sc-m7/docs.
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RIFERF

TEILBANTAT RIFEFNZ2EN:

“BREIA B [33]
‘515" [33]
“UXTN8E" [34]
“OBP” [34]

“EL{hFE 2R [34]

BR&IA Stz

5

3||j\;: Oracle SuperCluster M7 &5 RFEMEXRIGHE LETHIHIRFIREE L NRIFEE

B EMZRI], BRIEFELHEBIRAAL, XEFEME LRHIA R A iRIR AR
K&, USBimO. WRmOMARFIEH S,

B &R BB IT (field-replaceable unit, FRU) 3 & F 0] B 7T (customer-
replaceable unit, CRU) EBIERBIBINIER, NAFEENBAREEHBINIIE,

E R IOHZEAE BV _ EBIEKR TR, MBIt AIERRBIE IR K
EBIFE R,

BEARREEAERREENR2UE,

PREIARIZIE USB 618, R4AITHIZS. EZEBIRE (power distribution unit, PDU)
WL IR 2 KB EEBRIBER USB &%, LM IRFAGN—MRE2NS
%, AARRZESNMEWRE, B, XWolUSEFrERRIARE LIRS,

123 SuperCluster M7 RFIRFHAHFNFETIS,

AHENEGNFEERYS (NEREH) FINT2inic. ERNHRINERIMEES
ELTRE,
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IXzhas

o RREAHERANTILERFAFERAGHIESN AN Z T AR EESRRN L2
&, FTENRYILPIRERIERRFRA I BYME—IEE.
» REeMERERSRHIPIEER R,

Ixzhas

EEIRNBINESINZEE AREERRERS. ABLERSRITCEEXEEE, T8
MfER. FLEERNAEREISSZH, EXNEBITRULIE,

= f$ Oracle Solaris format(1M) 88 % EHEE IR R T EMRMIBRIREHES EBIFRE £UE,
» ALV YESEFHBUBEFRIPRIEKAERSENERR R F S .

» NRFE, AJLIFIA Oracle WEFEIBFIZEREIRS. BHBRLLE: http://

www.oracle.com/us/support/library/data-retention-ds-405152.pdf

A 3B - BT AR SRR BIE N AR, MR s AN X IR Ehes
HISELERIR,

OBP

ZIANER T, SPARC M7 &%) OBP A ZILRIF, 0] LUBIT 1T A T IRIERIRHi5A]
OBP, MMiERRAMNT M

n  SHEERRDRIF

. WEXKKE OBP R,

n  1Ef{t OBP I BB IEIRE.

HAbE =R

{SPARC M7 Series Servers Security Guide) ( {SPARC M7 R5IfREZLZLIgm) ) P
HBERRIPTE 2 ENIYIER T SuperCluster ) SPARC M7 fRS3528. ZELSIERAI ML
THIEFRIE: http://www.oracle.com/goto/M7/docs
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{#3F Oracle ILOM

Oracle ILOM 12T Foi#f FUAR S A IBSS B AI 3N, TR TEIEMIEM Oracle
SuperCluster A1, BEItHEIRSZ2S. FHERSEE. ZFS FEIGEM 1B .

8 Oracle ILOM, ERILURIZTF OS RSB MEERMBARERSHEMILE, Mz
IR RRITIZ SR I EE,

AT 2RI SuperCluster M7 B Oracle ILOM, EATBEMBEREEIRENATFIZD
BRT Oracle ILOM MY, LUTHEEE Oracle ILOM:

ITHERS 2
EFiEpRSS 2%
ZFS &FfEL &
IB 34241

HITUATES LRI Oracle ILOM:

»  EFF) Oracle ILOM CLI [35]
»  Ff7E Oracle ILOM hRZs [36]

s (MRFE) BAURMSE FIPS-140 BIHERIETT (Oracle ILOM) [36]
n “ERIABK R FZEES (Oracle ILOM)” [37]
u
u

“FHARFFHIMEEARSS (Oracle ILOM)” [38]
“584K, Oracle ILOM Z£E2E" [39]

S

“ELft Oracle ILOM &R [48]

Vv Z&RZ Oracle ILOM CLI

1. EEEMEDR, ZRF Oracle ILOM,
EURBIR, R ILOM_SP_ipaddress Bk A EE A RIZA4HY Oracle ILOM HY IP ik :

s HERSEE
n F(ERRSS 2%
m 7ZFS FEIgE
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HA%E Oracle ILOM hiRZs

v

v

36

= B XikH
EECERY 1P HAETE Oracle A 32 "Deployment Summary" (ZBEREE) $5H,

% ssh root@ILOM_SP__ipaddress

2. i) Oracle ILOM root &3,
B2 BIAMF FZES (Oracle ILOM)” [37]0

I%E Oracle ILOM hRZs

SNARMOVSE. TWEEML2IEIRINAE, EKF Oracle ILOM M B ER STHFHIRHN
hR2so

1. FEEEMSKH, ERE Oracle ILOM,
ES WEFF Oracle ILOM CLI [35]o

2. 8% Oracle ILOM iRZs,
ELEREIF, Oracle ILOM ZEERIRRZS AT 3.2.4.1.b,

-> version

SP firmware 3.2.4.1.b

SP firmware build number: 94529

SP firmware date: Thu Nov 13 16:41:19 PST 2014
SP filesystem version: 0.2.10

* - EFEFTEM SuperCluster £4_EHY Oracle ILOM BYRRZS, 1EZREERHFHY SuperCluster
Quarterly Full Stack Download Patch, Z#Z2FF] M My Oracle Support £3%15, Rt/
https://support.oracle.como

3 - Oracle T#2&% (30 SuperCluster) 7ER] LAfEFABPLERRZAHY Oracle ILOM FA{AIE
MXLRAFEZ RS, ETHRESIFHAFES, 55 Oracle IREKR,

(WNREE) BSAUMSSE FIPS-140 MIERIETT (Oracle
ILOM)

EEBRBBAE A REERAL FIPS 140 IEMMNER,

ZINER T, Oracle ILOM TEIGTESAERLR FIPS 140 IIEAIINE, fAM, MRFE,
AT LA I EFELR FIPS 140 BIERIINER

Oracle SuperCluster M7 &5 & £155 » 2016 F£ 2 B


https://support.oracle.com

ZRIAMK FFIZED (Oracle ILOM)

EEE NS FIPS 140 MiERiz1ThY, —LE Oracle ILOM $F4EFTHEEARRIH.  {Oracle
ILOM &R£155) T8 BA7T FIPS B AZZIFMNIHEE S5 (EE I EAth Oracle
ILOM ZJR” [48]) 1R T LEIEIHAERFIR,

FiES I“FIPS-140-2 &% 1 FF &M [110]0

AR - WESEREEE Oracle ILOM, EESSHAFEENMEIRERR, AL, 3t
Oracle ILOM #{TEMEMFE FIbR BB 2R, BB ALUNE FIPS 140 BIRT
BT, WTFEMERE FRNEEENRRS, 1581 Oracle ILOM E2E, LUERILL
£EE Oracle ILOM ZGREME, SNXEREBRREER,

EEEMES, FRE Oracle ILOM,
HEB MEFF Oracle ILOM CLI [35]o

%€ Oracle ILOM BFECE I LTS FIPS 140 BEIETT,

-> show /SP/services/fips state status
/SP/services/fips

Properties:

state = enabled

status = enabled

7E Oracle ILOM AR, & FIPS 140 B0 state M status B4R, state BIER
7% Oracle ILOM FRIEEEER,, M status BM4ERR Oracle ILOM FMHEITER. 0
SR FIPS state B4, MTET—X Oracle ILOM E#FH SIS 2ZH, EXAFAERIEITIE
& (FIPS status BM) o

BRAURFTSE FIPS 140 NERIETT.

-> set /SP/services/fips state=enabled

EHBTh Oracle ILOM JREZ4MIESE,
BENERER, HAMEFSBE) Oracle ILOM SP,

-> reset /SP

FRIAME P F1Z5ES (Oracle ILOM)

9

KR BRINEZED iRA

root

EBR welcomel XEAUAA MR AMEABBIAKS . kA BFHRITHE
EENMAFLEEMIFHZNEERIK,,
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ERINAFFHIMLERRSS (Oracle ILOM)

b

£S5

BRINEZRD iRA

EFREEE, BERRUED,

AN AFFHIMZERRSS (Oracle ILOM)

bR T Oracle ILOM AFFHIZRIAMLRARSS o

ﬁ?él_‘tbﬁﬁﬂﬂ']ﬁﬂmnu, 1BZ0# (Oracle ILOM Z£318m) (FS I HM Oracle
ILOM FIR" [48]) o
BRS5B#R iy | BiRA
SSH TCP 22 HEMMNE L Shell IRSEA, AFRIFEMR CLI XY Oracle ILOM FHITEEHR,
HTTP TCP 80 FREERUAY HTTP ARSS1EMA, AT AIFEMN Y285 EXY Oracle ILOM #{TEEE, RE
(BUI) TCP/80 3@ A F UBAXX AR 1TiAR], BERINERT Oracle ILOM £ B ENNIEREER
RS HWRERRA (T£ TCP/443 LIiETT) o
NTP UDP 123 FHEE AR A P45 B 8] 1Y (Network Time Protocol, NTP) (IXFREFH) REMEH, ATRSMARS
5 — SN ENRFEI S
SNMP UDP 161 FEERAY SNMP IRSSER, AFIRAEIEZED LM Oracle ILOM BIETTHRRHN L ARUL Z HIPERH
@%DO
HTTPS TCP 443 &M HTTPS BRS A, AT AFERNNEEAEEIINE (SSL/TLS) BIEXT Oracle ILOM
(BUI) HITEIRAIR,
IPMI TCP 623 HEMRBE BT & EIEHENO (Intelligent Platform Management Interface, IPMI) [RSZ AR, BFAE
MM EERRIEMITENEO, FREZAIARSS, EX Oracle Enterprise Manager Ops Center
FERTRBEREEREEHIE. FRU R, B ERFEEMBEGHATEREER,
iz TCP 5120  JmFE KVMS iROHEHRMHE T —E Y, XEMYIRME T B]5 Oracle Integrated Lights Out Manager
KVMS —ERERANTERE. W, RRMEEDRE.
5121
5123
5555
5556
7578
7579
ServiceTag TCP 6481 F Oracle ServiceTag ARS5 A, XERAFIRAIARS 28H ZHHARSS AR Oracle #EZR MY, Oracle
Enterprise Manager Ops Center %= LRSS ER Oracle ILOM HH 5 HAM Oracle BRIARS
BRR T SR P
WS- TCP 8888  EHEERKAY WS-Man ARS31EM, ATFIRMEETIRAER web BRSSED, ZIEOAF&E HTTPS X
Man over B Oracle ILOM, ZALLARSEY, FTiAFERA LR ERE Oracle ILOM, M Oracle ILOM hRZAR
HTTPS 3.2 FHA, BARBEESIRS.
WS- TCP 8889  IIRCIFEEMEY Ws-Man IRSSHEMA, ATRMETIAERN web IRSED, ZEOATELD
Man over HTTP MY EIE Oracle ILOM, ZRILARSEEY, I AFERILLHMYREE Oracle ILOM. M Oracle
HTTP ILOM hR7s 3.2 FF#8, RABEEIRS.
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31k Oracle ILOM Z£F2E

RSB WY o[} TiRA

BRER  TCP 11626 MIRORERNE QB RIVEM-ER, ZIER LR AP ST NAFR 2NZLARER. 2RIt
ARSZEY, MRAEMBAEN, WEEBE KVMS,

581Y Oracle ILOM Z£&£ &

IR EFAR T anfiEid S MELE IR B R R Oracle ILOM,

n BRERUNERPRS (Oracle ILOM) [39]

» FEEEM@ HTTPS BY HTTP EEM (Oracle ILOM) [41]
BRI AERIY [41]

= 9 HTTPS ZARIKHER TLS tHiY [42]

= Y HTTPS ZRKRFGBHFEFRER SSL S [43]

s ZAKRIRHER SNMP 1Y (Oracle ILOM) [43]

» FC&E SNMP vl #l v2c BfAFRFE (Oracle ILOM) [44]
s BHREIHABERIEP (Oracle ILOM) [45]

s BEENRREEREAIEER [45]

n EEEERFREBY (Oracle ILOM CLI) [46]

n FEEERZEINE (Oracle ILOM) [47]

vV ZHEAVERIARSS (Oracle ILOM)

PRSI ENETHEEERTEENERRS.

BIAMBL T, Oracle ILOM RN RINEL'EE, THENRSERER. A, 1R
EENRERBNER, AITERAEZRS.

1. 7HEEEMSEH, EFE Oracle ILOM,
ES IEFH Oracle ILOM CLI [35]o

2. 3% Oracle ILOM ZiFMIIRSEZFIR.

-> show /SP/services

3. WMERERSEELTERARS.
¥ servicename B AED R 2 PHEBIARSS B o
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PRFHENARS (Oracle ILOM)

-> show /SP/services/servicename servicestate

REAZIRSZE A LIRS servicestate S FEHAECRKICERSLTRALREE
RE, B—EARSS (40 servicetag. ssh. sso # wsman) fEREZ N state B, T
ERANLIREHMEMTA, MR servicestate B state BHUREIMIEN enabled, M
RARSETFBEARS, WTFREIAFR:

-> show /SP/services/https servicestate
/SP/services/https

Properties:

servicestate = enabled

-> show /SP/services/ssh state
/SP/services/ssh

Properties:

state = enabled

4. EBEZAFFENRS, BRESKRTIKEN disabled,
-> set /SP/services/http servicestate=disabled

5 MERTNFEREMRS.
RIBEANTEMGE, MRAFEAAEAEMIARS, WAILUSHER:

s NFHEREERE (HTTP, HTTPS), EA:

-> set /SP/services/http servicestate=disabled
-> set /SP/services/http secureredirect=disabled
-> set /SP/services/https servicestate=disabled

s WFREEZB. WA, BARIRSS (keyboard, video, mouse service, KVMS), FEN:

-> set /SP/services/kvms servicestate=disabled

»  XF Web fRSSEIE (WS-Man over HTTP/HTTPS)— (Oracle ILOM hR7s 3.1 f18
BhRAS) , A

-> set /SP/services/wsman state=disabled

n IFHEHEF (Single-Sign On, SSO) ARSS, A :

-> set /SP/services/sso state=disabled
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BOEEE HTTPS B HTTP EEME (Oracle ILOM)

ACEFSM HTTPS B HTTP EEME (Oracle ILOM)

ZINERT, Oracle ILOM BREABENRY HTTP 15 REEME HTTPS BRSS, LIMAR

Oracle ILOM MEIE 5 Z [ E T3 5 B M EREHEI ME,

EEIEMES, ERE Oracle ILOM,
ES WEFF Oracle ILOM CLI [35]o

BirreEEREEERR.

-> show /SP/services/http secureredirect
/SP/services/https

Properties:

secureredirect = enabled

MRERTRINRE, WERUEAREEEM,
-> set /SP/services/http secureredirect=enabled

BIBXIITSR 2 RIEIEIRE,

ZRARIRALER Y

ER T TR ARRAEN DN

= U HTTPS ZH SSLv2 thiX [41]
m JJ HTTPS Z22F3 SSLv3 ¥ [42]

79 HTTPS 2H SSLv2 t#hi¥

ZIAERT, &5 HTTPS BRSZEZH SSLv2 i,
HFLZRELEE, BASSLV FEEE,

EEEMEP, EFF Oracle ILOM,
HSMEFF Oracle ILOM CLI [35],

MEREN HTTP IRSZA7T SSLv2 il

-> show /SP/services/https sslv2
/SP/services/https

Properties:

sslv2 = disabled

1R31F Oracle ILOM

41



79 HTTPS ZH SSLv3 thi¥

3. WMRRSLFEARE, WEA sSLv2 il
-> set /SP/services/https sslv2=disabled

4. BIERRTEE 2 KTEE,
V 79 HTTPS £2H SSLv3 ¥

ZIANERT, &7 HTTPS BRSEZ B SSLv3 i,
HFLLEE, FEZHR SSLv3 il

1. HEEEMEP, EFF Oracle ILOM,
HS MEFF Oracle ILOM CLI [35],

2. MHERENHTTP IRSEZRAT SSLv3 il

-> show /SP/services/https sslv3
/SP/services/https

Properties:

sslv3 = enabled

3. T—T"—Sm SSLv3 Td]‘i«yo

-> set /SP/services/https sslv3=disabled

4. BIBRHUITHE 2 KEIERE,

V9 HTTPS ZRRIAHLIER TLS hi¥

ANERT, &7 HTTPS ARSEA TLSv1.0. TLSv1.1 # TLSv1.2 ¥,
BRI UBRA— N HE N RRTEELLERIER TLS thilhkZs,
HFLeEE, EFEM TLSVL.2, RIEFEEXFRIAMAR TLS thil

1. 7#EEEMSEH, EFE Oracle ILOM,
ES IEFH Oracle ILOM CLI [35],

2. RN HTTPS RSEAM TLS HilhRAEIT &R,

-> show /SP/services/https tlsvl tlsvli_ 1 tlsvl 2
/SP/services/https

42 Oracle SuperCluster M7 &5 & £155 » 2016 F£ 2 B



7 HTTPS ZRRKGBHFERER SSL %15

Properties:

tlsvl = enabled
tlsvl 1 = enabled
tlsvl 2 = enabled

2 TLSv1.0,
-> set /SP/services/https tlsvl_0O=disabled

/A TLSv1.1,

-> set /SP/services/https tlsvil 1=disabled

BEBRNITIR 2 KEIERE,

79 HTTPS ZRRRSEMNPEFRER SSL Fi5

ZHAER T, Oracle ILOM &8 HTTPS ARS 2 A5 P8 ERZH,

EEEBEMED, TRE Oracle ILOM,
ES IEF 3 Oracle ILOM CLI [35],

HBERERATREMPEFRENEN,

-> show /SP/services/https weak_ciphers
/SP/services/https

Properties:

weak_ciphers = disabled

WMREXRTIHINRE, WETURRRGENPERERZER,
-> set /SP/services/https weak_ciphers=disabled

BIBXIITSR 2 RIEIEIRE,

2 R R ER SNMP 1hiY (Oracle ILOM)

INERT, AT SMFIEIE Oracle ILOM BY SNMP IREZ B A SNMPv3 thil. H{E
ZAIAMRZAR SNMP Y, FRIEEEFEREND

—XLE Oracle M =77 RIEZIFRHHY SNMP X ARAF EZ EIRE], H5R5XLEA
XIS, UHIAEIXE SNMP X ARABIZHFE . #1R Oracle ILOM
Fo & X A (PR SR B R R XA AR
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EZE SNMP v1 1 v2c BI{AFRFE (Oracle ILOM)

44

3 - SNMP il hRZS 3 SIANT X ETFAF L 2EE (User-based Security Model, USM) BY
XHF, tETheEBEASSPRA P IKF B T E%H SNMP BEliAF R &, AIUAARAFPKFEE
FFEMNPR. I, FRFAMNANZEDD, BRIAER T, Oracle ILOM REEES USM tKF,
RIEEECHEE. EEMBEMNERKEE SNMPv3 USM K .

EEEMED, TRE Oracle ILOM,
EEMEFF Oracle ILOM CLI [35]o

RES SNMP HiYBIRE,

-> show /SP/services/snmp v1 v2c v3
/SP/services/snmp

Properties:

vl = disabled

v2c = disabled

v3 = enabled

MREE, HZEA SNMPv1 F1 SNMPv2c,

-> set /SP/services/snmp vi=disabled
-> set /SP/services/snmp v2c=disabled

BEERRITIR 2 KEIERE,

ECE SNMP v1 #l v2c El{&F#F & (Oracle ILOM)

WESERBTERHEE NFER SNMP v 8 SNMPv2c BI1E o

AT E SNMP a] LUEEIETT, B HFARS 23400050 FI0UEA R AR PRI A F 7T &
KR —H. Ftk, $E28 SNMP F{EFRTEREY, EHREIAY A Oracle ILOM F1ZEiA A
SNMP MY 5 Oracle ILOM &E3ZRIFF A A G ECE FTFRT o

BT SNMP BEATHRMRENEITIOR, FFREEAKEIA SNMP B FiiHE
MABEFAEXNEFRBEER,

EEEMES, ERE Oracle ILOM,
ES WEFH Oracle ILOM CLI [35],
U2 SNMP Bl&F5TE,
FbRGIF, BRaSITHReLITRm:

» string—BERATPEXKE, ERFEXNEENGEEEDZHEX SNMP FFF1F
BRI IHNER,
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BBIABERZIES (Oracle ILOM)

»  access— HRIBXZBRIZEZBIREHRIFRIE, B ro K rwe
-> create /SP/services/snmp/communities/string permission=access
SIEMBARFREZE, DAMERRINREFERT S,

fRIBRERIA SNMP H{EF T,

-> delete /SP/services/snmp/communities/public
-> delete /SP/services/snmp/communities/private

I93F SNMP FA{FZERF 8,

-> show /SP/services/snmp/communities

BEHIABZERIUEP (Oracle ILOM)

Oracle ILOM £ BERBIERRAFEIZER SSL # TLS hil. NRTIEE, NGBS
NEREE AR EE LSRR PERHBIRFIARTRIEBMA N2 9IS,

Oracle ILOM @3 & #7551 R FIEBMFAEE (8135 HTTPS. HTTP. SCP.

FTP. TFTP) , AXZ#FEERE SMMEE] Web 53 28 SR E o BEXEZER, S
Oracle ILOM BREM4EIFIER (5B EHAM Oracle ILOM FHIE”" [48]) o

Ha7%E Oracle ILOM BB EEFEARIABZERIER.

-> show /SP/services/https/ssl cert_status

/SP/services/https/ssl

Properties:

cert_status = Using Default (No custom certificate or private key loaded)

REGARBIESR,

-> set /SP/services/https/ssl/custom_cert load_uri=URI_method
-> set /SP/services/https/ssl/custom_key load_uri=URI method

ECE X SR EE R mAERhER

Oracle ILOM X#HEEERIER T AEDRSEBITE X0 s/ H b ER A+
Ho FINMERT, NHRFERIETE 15 DH/EE,
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Ao EE IR EEAY (Oracle ILOM CLI)

5 HTTPS M HTTP fRS5 XXM ZIEB SR RIMHITIRENERE, MERRESS MR

£ XEXHY sessiontimeout B,

1. 7IEEEMSZH, EZRE Oracle ILOM,
152 & FF Oracle ILOM CLI [35]o

2. KEE HTTPS RS XEMRIEEHEBIRISE,

-> show /SP/services/https sessiontimeout
/SP/services/https

Properties:

sessiontimeout = 15

3. IREFEMEIRBE.
¥ n BN D ¢ 9 BAFEERYE.

-> set /SP/services/https sessiontimeout=n
4. 1ES HTTP RS KEXBRENER S,

-> show /SP/services/http sessiontimeout
/SP/services/http

Properties:

sessiontimeout = 15

5 IREFEMERSE.
¥ n BN AD ¢ RIS E R E.

-> set /SP/services/http sessiontimeout=n

6. BEBRPITIE 2 MNP E 4 RWIEIRE,

vV EEEEERmER (Oracle ILOM CLI)

Oracle ILOM X #§7E CLI BEERIEQ FAEDIRSE I TNE X2 ¢8R B iR

FEH,
RAAERTS, SSH CLI RIEEMBIME, Eit, HRIERSHERRFIBZRFIERRK
o

HFREERE, RELSHY, FESNNSAAREXBKNEELE. AJUZ 15 28
RN EME,
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EEEERE ST (Oracle ILOM)

EEEMES, EFEF Oracle ILOM,
EEMEFF Oracle ILOM CLI [35],

ES CLI XEXIFEDBIN S,

-> show /SP/cli timeout
/SP/cli

Properties:

timeout = 15

REFENER S,
¥ n B LD ¢8RS RERIE,

-> set /SP/cli timeout=n

BIBXIITSR 2 REIEIRE,

FEEERES15= (Oracle ILOM)

Oracle ILOM X#EEEREEIIREZAMNZEERRETEFINER,
Oracle ILOM E#0ERERIEZAIETR, MERBEERIEIZEET.

&R LUEIRE Oracle ILOM ERBE N ERIZEZERIHE A RER T XY Oracle ILOM IHEERYIH

EIARPR. EEHEAN T FOH B AR I AT 2 B oK B X B5 83 A0 65 2 173 1) 57 1 SE o

Oracle ILOM XZ#FAEEE 1,000 N FEFREZENEFHEB.

EEEMEP, EFF Ooracle ILOM,
IEBMEFEF Oracle ILOM CLI [35]o

BERERE T EEMERER,

-> show /SP/preferences/banner connect_message login_message
/SP/preferences/banner

Properties:

connect_message = (none)

login_message = (none)

IRBERNERHER.

-> set /SP/preferences/banner connect_message="Authorized Use Only"
-> set /SP/preferences/banner login_message="Authorized Use Only"

RERTBRATERHEER,

1R31F Oracle ILOM
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Eh Oracle ILOM &R

-> show /SP/preferences/banner login_message_acceptance
/SP/preferences/banner

Properties:

login_message_acceptance = disabled

5 (Af) JBHESSHERHESER.

A 3B - EXESEREET GRS ER SSH NEEEREIEEET, EAEI0I8E
TERREEENMNVIERIER, A, EERTEIIEEREN, RATERESERE
ZER 8], Oracle ILOM FAA1FER CLIo

-> set /SP/preferences/banner login_message_acceptance=enabled

6. BIBRPITIE 2 NP E 4 RWIEIRE,

H1th Oracle ILOM &R

B X Oracle ILOM BIENIZ2dENELER, FSIRSTE SuperCluster M7 _EIE1THIAR
ASHEFTRZAY Oracle ILOM A4

s {Oracle ILOM Security Guide Firmware Releases 3.0, 3.1, and 3.2) ( {Oracle ILOM
2ol (AWAITHR3.0. 3.1#13.2) )) :

http://docs.oracle.com/cd/E37444_01/html/E37451

»  Oracle Integrated Lights Out Manager 7S 3.2.x:
http://docs.oracle.com/cd/E37444_01

m  Oracle Integrated Lights Out Manager hZ< 3.1.x:
http://docs.oracle.com/cd/E24707_01

m  Oracle Integrated Lights Out Manager hiRZ 3.0.x:
http://docs.oracle.com/cd/E19860-01
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RiPITEIRSS &

SuperCluster M7 RREF—B M E SPARC M7 fRE 2 ((HERSES) . §81tER

SREIN D AENBEESX (4 PDomain) o &4 PDomian BIEHFER—FAIE
25, ATEM PCle ¥ EBHERE. M PDomain ERE—HAEHFEN MRS BT, —X¢
TURAIBR 52 A0 IR BSHEIR (service processor module, SPM) BEEF DX,

BRTRIFEA PDomain.
TELIBORMET IHHERSSBN—HL LTS

BREINTBEIRS[/HERENIAZE [49]
“BRINK P FIZRS (T EARSS28) 7 [50]
Hi%E SuperCluster ZX AR 7S [50]

FEE L2 Shell ARSS [51]

I root BENAE [52]
“BRINATFRIMERS (TERS23) 7 [52]
“BIITEIRSB[BLLEE" (53]

“Hthit BARS[BHRIR" [71]

VvV EREINERSSEHERRINED

3837 Oracle ILOM R8N PDomain, #JUE R EFEHIiZ PDomain BEER) SPM, &
AU RSEERTITHNENITH. ERSISHEERS MO,

SR IR B Z M5 7EE R E SuperCluster 1T EIRSZ 28, AESHNBNHGEIREITE
AR552889 SPM _EE R Z! Oracle ILOM CLl, XA, EALIARLTF UL TEMAIRK
SHIRS 28

» FRBERER

. RAECER, BEVREET

= OSIEE5|S

» BEeEH, B oS EEET

1. 7IEEENMSZL, FA ssh BTER,

FRIPITERS 8 49



BIAKP D (TERSER)

$ ssh root@compute_server_SPM_ILOM_IP-address

2. HIMRRES, RAZEE,
HIBRIA root BT welcomel,
NRAGIRTEENED, FENEE,
LtEBY, &R ATEITEARSS 88 L HITTE Oracle ILOM EHITHREMR£ES,

3. MREFIHRHBRSB[BOENIESG, BRIMDZETIEH S,
-> start /Servers/PDomains/PDomain_0/HOST/console
Are you sure you want to start /Servers/PDomains/PDomain_0/HOST/console (y/n)? Yy
Serial console started. To stop, type #.

root@system-identifier-pdQ:~#

- WRENRETIET, WEARZEE PDomain IR

& - BYJREIR Oracle ILOM 2717, IBRANEXE (#. BEROARXT) o

4. WMRFE, AEBLAFRAG.
fEF su ap SR ANECE R root BEREF,.

BRIAKPAER (GRS EE)

/9 BIAZ BiEA

root welcomel Oracle ILOM EXRTEERRINEREIENERIIAZEL,
oracle welcomel

grid welcomel

V 3% SuperCluster 3 {hR 7

1. ERIE-SHERSB[HFRENER S,
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ECEZR 2 Shell RS

BEEIEREITRIRSSFHENBIAEN [49]0
2. BAUTHS,
# svcprop -p configuration/build svc:/system/oes/id:default

iR, MR ssc MEF RRIRFhRAS,

ZEEH SuperCluster FFBIRRZS, EREEERHFHY SuperCluster Quarterly Full Stack
Download Patch, Z#2F 8] M My Oracle Support £3X4§, W3S https://support.
oracle.como

# - XJF SuperCluster, FIRERHERIMNIIRSE!, PRE|EIEEARMPLERR (v LA 0 (el B
XEERRAS, EXERIRT, 155 Oracle R&REX R

Vv  EEZRZ Shell RS

PITAES BB FEGHTE Oracle SuperCluster REER L 2 Shell Z2EE,

/etc/ssh/sshd_config X BR—MNRFCEMNEENXY, EAUMPEER S Shell
RSHES .

1. BRIFE-SHBERSSEHUBRAF SBHRENIZE &S,
BB NERITBERSSF[FHERIINE 4910

2. YRiE /etc/ssh/sshd_config X5,

3. [oE ListenAddress ¥, LUAR{UEZIRETF SuperCluster E P Hli5iR LZHYERE.
HfR¥ ListenAddress IP #HHEE AE P ML,

XEFEIHRITEEEIEE 1B WA ERINARAH ZIENE S Shell E,

4. EFHHMM sshd_config B8, HRIBERKERIGEXESH,
UTIRERIMRIFL 2 Shell BRSS:

Protocol 2

Banner /etc/issue
PermitEmptyPasswords no
PermitRootLogin no
StrictModes yes
IgnoreRhosts yes
PrintLastLog yes
X11Forwarding no
ClientAliveInterval 600
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I8iF root BENAE

ClientAliveCountMax 0

{R7F sshd_config Xf¥.

EMRZRS.
WINE S AR S5 7 BEEE AE R

# svcadm restart ssh

VY I8 root ETHAG

ZIABERT, 7E Oracle Solaris B root ELEN— 1 RAEBMABREFMHKF A, LttIb,
SuperCluster EBEE R RIFER root AR ER. A root BB ZAE], PRIBERFPEBRILL
—REAFP B ER. FiB SuperCluster EIRIZEER L TER root fENABERIT,

ERIFE—aiERSSHBRENES S,
BB NERETBERSSF[FHEREINE (4910

I8 root BHEREHIRE N type=role,

# grep root /etc/user_attr
root::::type=role

(RI3%&) % root BEBHELER—RAF.

# usermod -R root user_name

RIAL TSRS (HRRSEE)

TRINH T I ERS 288 L AT RIERIAMLEARSS

RS Y

| RA

SSH TCP 22 HEMNRE Shell REMER, AFAFER CLI XItERS2EITEERIAIRL,
HTTP TCP 80 HEMB HTTP RSER, BFAFERN NSAE It EIRSSFHTERILR,
(BUI)
HTTPS TCP 443 EEEMEY HTTPS RS A, BT AFERN KSR BTN (SSL/TLS) BEXT i+ HARS 253
(BUI) TEEIAIE,
SNMP UDP 161 HERMA SNMP fRSZMEA, AT RHEEEZEOUSIITEIRS SBAEITIR T ST U E] 9B B
ﬁ%uo
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BUTERSSER2RE

eIt RIS BLEEE

T EBENAT AR etEE T ERS 2.

BHA intrd BRSS [53]
DRARENRS (tHERSE8) [54]
BRAMPEZEE (57]
JBF ASLR [57]
BOE TCP % [58]
A PCI FEMIREEBHEICRBEMZELBIRES (58]
WRAF ETERAETEHIINIR [59]
B 1P ISA3FA A [59]
iR FRARSS (X E R A S [59]
JE A Sendmail 1 NTP ARZ3 [60]
2 GSS (BRIEMFE Kerberos) [60]
NERAEXHIZE Sticky i [61]
RIPIZICERE [61]
Rl SEHEAR AT B THERE [62]
B RNE ARS8 [63]
BRI [63]
ELBRXIEPEAHIEER (IR) RIP [64]
FELBXEPERHIETER (BIR) FRIF [64]
BUERINZHI ZFS $RIEEE [65]

(AI3%E) AEAEIRRIREZREFEIE [66]
SRR T 2B/ X [67]
BRI TIELFHXIH [68]
BRI TIELFH X [68]
BRAZRLREIEMNS|S (Oracle ILOM CLI) [69]

VY BH intrd iRS3
FRBTEETRS (intrd) RS MM RS CPU ZiEIMN D ERUBERREMRE, BXFAE
B, 155 intrd(aM) FMT,
ZIRSIELBXIEPIETT,

1. BRIFE-SHBERSSEHUBRAF SBHRENIZE S,
BB NEREITBERSS[HEREINE (4910

FRIPITERS 8

53



BRTHENRS (HERSE)

54

BEiZARSS

# svcadm enable intrd

RATLENRS (HERSEE)

ERIE -QIHERSHHUBELEAR FHARENERS
BB NERENTBERSSF[FHEREINE (4910

MRERARZE NFS EFPHISARSEES, W NFS KL ES,
ZARS3 5 lockd(1M) ;J-;?E?Ejj NFS TEBIERS IR AR R E ThEE

# svcadm disable svc:/network/nfs/status

WMRIBATRER NFS HEHRZE NFSv4, NIZA NFS SiESIEEIRS,
NFS #iE B I2281E NFSv2 I NFSv3 2153 NFS XA H1Tie F Bl E iR,

# svcadm disable svc:/network/nfs/nlockmgr

MRRAREHXEF, WATLEZA NFS ERVIRSSEEE R GE,
XY RGN NFS RSB SBHEHXERAEE NFS TRIRS. BXEZELR, 551
mount_nfs(1M) FHT,

# svcadm disable svc:/network/nfs/client

EARZ NFS XRS50 R 45 2 A NFS ARS3 23RS
NFS ARZ22ARSZ T NFS s 2. 3 1 4 B AN NERFKIER, NREREFKELRIE NFS
ARs328, WERZARSE

# svcadm disable svc:/network/nfs/server

SNRA¥t DNS SRV i2R{EMA FedrS SAERET LDAP M5, NEAZRS
BEE X R4 (Federated file system, FedFS) & P HARSS 977 FedFS {5 E#Y LDAP RS
SEERIANEMNERER,

# svcadm disable svc:/network/nfs/fedfs-client

2 rquota RS,

remote ACENARSS 28 /9381 NFS EHMN AN G RARNAFIREEE, 532 H quota
(1M) AR EREEXE RSB ES. rquotad(1M) SFIFHIZBEEH inetd(1m) 3B
. ZFiPHRIREEXBEERERAFPHIMENES.
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BRTHENRS (HERSE)

10.

11.

12.

13.

# svcadm disable svc:/network/nfs/rquota

i'—‘T"—fFﬁ chd HE%O

chd BRSZEIE NFS s 4 thiV BB Sl m. nfs4cbd(1M) SPIPHFZTE NFS hZs 4 B
M Lbizf7, HeIERELEmFsiEO,

# svcadm disable svc:/network/nfs/chd

WNRAEA NFSv4, MZA mapid RS,

NFS AP F14H 1D BREF<FIFHFZARSS OISR EIBRST NFS ks 4 B MIFIARSS 23E A MY NFS
k7 4 owner 1 owner_group FRiRE M AR Zs# UID #1 GID 455,

# svcadm disable svc:/network/nfs/mapid

2H ftp RS

FTP RSB IRMARMB LIRSS, HERANXARKIE, FRALXEEHER scp(1) K
B ftp, ENZEFRAEMERIEN X e,

# svcadm disable svc:/network/ftp:default

BRITIEEEERRS.

ARGEERESRE HAL BRANEEEIEES, TREW EhEHMEE BRI N R TR
HHIRTENESS. AP TRESSANEEEFIEHRIEERIIRFA LN BXIFMAE
B, 1B5Z0% rmvolmgr (1M) FMT,

ZRSRELRKIEFIEIT.
# svcadm disable svc:/system/filesystem/rmvolmgr

2 smserver fRS.

smserver fRE B TR Al B iR FRIZE

# svcadm disable rpc/smserver:default

IFF /etc/pam.d BRHB r-protocol RS, 38T pam_deny.so.1 {ERIIEMIRRVIE
R,

BINERT, TaREESIRSS, 130 r-protocols. rlogin(1) M rsh(1). B2,
21E /etc/pam.d FENXLERSS, WNEM /etc/pam.d FRIFRTIRSENX, EEFHIR
ZNTFERRRSHIBERT, XERSBEREMARS (B30 SSH)

# cd /etc/pam.d
# cp rlogin rlogin.orig
# pfedit rlogin
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BRTHENRS (HERSE)

56

14.

15.

16.

17.

18.

auth definitive pam_deny.so.1
auth sufficient pam_deny.so.1
auth required pam_deny.so.1

# cp rsh rsh.orig

# pfedit rsh

auth definitive pam_deny.so.1
auth sufficient pam_deny.so.1
auth required pam_deny.so.1

4548 /etc/default/keyserv X, & ENABLE_NOBODY KEYS HIfEEEEXA NO,
keyserv fRSZTCAEH nobody FAFZEH. BAIAER T, ENABLE_NOBODY_KEYS HY{EA
YESo

# pfedit /etc/default/keyserv

ENABLE_NOBODY_KEYS=NO

[ ftpusers XHHRMA P LRS! ftp iHinlo

FTP X RHRAFRELFIERFP, “NERFEXHFNAFRERAFPBNEDE, —/#K
Kit, FEAFRKBFER FTP, XTCEAWIERSAIKF @G EIEHE /etc/ftpd/
ftpusers XA, LUERRIFMIIER FTP,

Xt /etc/ftpd/ftpusers BFRILBAF A FTP RSB, ELVECIEMBRAKEAR, I
U0 root. bin. adm Z.

# pfedit /etc/ftpd/ftpusers
root

daemon

bin

7 FTP IR 23 QIR AISIHIS B IR BAIA {4 B R 185D,
FTP IREZBA—ELFEABFP AL H 02, &8 FTP umask AJHRES FTP £
RS EBER XA B umasks

# pfedit /etc/proftpd.conf
Umask 027

ERAN MR E DRI,
SR AXEIRIERMMLE, ICMP ERER ipadn pSHITERER,
MR E AT B LEBUER KSR IIES.

# ipadm set-prop -p _respond_to_echo_multicast=0 ipv4
# ipadm set-prop -p _respond_to_echo_broadcast=0 ip

BHEEM ICMP EE,
R E2SER ICMP EEME EBMENEZIER BN EIERH, JEE89 ICMP EEM
SHETRES B "man-in-the-middle" (FFEIA) KiF,

# ipadm set-prop -p _ignore_redirect=1 ipv4
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BRFEEEE

2 mesg(1) UBALE talk(1) 1 write(1) iFiRIEIER iR,

# mesg -n

(A1) EEHEAENSR LR FRHENIRS.
BUABERT, ssh(1) @H—— A LUREMZFMEHIEEHMERS.

# svcadm disable FMRI of unneeded_service

BRAMCEZEE

NFRUEMIBHIM KBRS (FIEIBAESR VPN TTR) , BABRRTESE
F, hostmodel B AIEHZBERS L 1P HIEENLKENIZRITH, BEREBEIIR
BN 1, UERSEARNEO LZERSIESE. FIAMERN 0.

ERIE -QIHERSHHUBLAR FHARENER S,
BENERITBERSS[FHERIINE 4910

RBrEBZEEIREN 1

# ipadm set-prop -p _strict_dst_multihoming=1 ipv4

BHE ASLR

& - BN SEESE IR E XIS R E A ASLR.

Oracle Solaris #7128 T Z AP &I, LB At =EH/ERENL (address space
layout randomization, ASLR), ASLR XTIt =S [8]#Y X 530 77 AUiES gt it # 1T ia e b
B, ZTZ2BRENGIR LIS EUR[EIF M4 FE (Return Oriented Programming, ROP) K
FEXEN AR RENKN. KISAERESE T ZMEIHAE. BT ASLR BERAT]
REF IR FRRE Z G BB REN, F AT UERKISRHIF Z#HHIS 4 RF B E
ASLR.

ERIE—SHERSBHUBLAR B HHREHTIEE S,
BB NERETBERSSFFHEREINE (4910

B ASLR,

# sxadm delcust aslr
# sxadm info
EXTENSION STATUS CONFIGURATION
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ECE TCP &#

aslr enabled (tagged-files) System default (default)

AoE TCP EiE

BENEONED 1P IR K TCP IEZFIRE I 4096 BB TFIRME SYN kB
®IRS WL, REAHBAMEN TCP EREGENED 1024 BB TR LEELE S HTIEL
B&33 (distributed denial of service, DDoS) ¥ o

ERIE - ERSHAUBLEAR FHARENER S,
BEENERITBERSSF[FHERIINE [49]0

IRERAFFMHAPEN TCP EZH.

# ipadm set-prop -p _conn_req_max_q0=9096 tcp
# ipadm set-prop -p _conn_req_max_g=1024 tcp

7 PClI FEMHIZEZBBHFIZZ AEMNEHBE RS

/etc/default/passwd XHHHY HISTORY SR HISTORY B LEA P EREMEYE
L

SR MINWEEKS i€ &0 3 B HISTORY IEE A 10, N 10 NA AT EEE B ZER,

BERIE -GS ERSBHUBLAR BHIHEETIEE S,
BB NE R BERSSF[FHEREINE 4910

YRiE /etc/default/passwd XEHIGEZL S,

# pfedit /etc/default/passwd

#Compliance to the PCI-DSS benchmark is 10
#HISTORY=0

HISTORY=10

MINDIFF=4

MINDIGIT=1

MINUPPER=1

MINWEEKS=3

MAXWEEKS=13

YR8 /etc/default/login X LI EIEX LS,

# pfedit /etc/default/login

# Compliance edit
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WRAFETEREREYMNIR

#PASSLENGTH=6
PASSLENGTH=14

HRERAPEBRERTESHNR

FTERUIATREMEESANER, 8%, HttAPTNERXEXHHEAANE
BRPRIX M. BHELIXF, HREAFBRBINR.

BERIE - ERSBHUBLAR FHHREEIEE S,
BENERITBERS [ ERIINE [49]0

RERF BRI,

# chmod 750 /export/home/user_home_directory

B P TSR NS

1P SR/ E— M ETENBBEALE, TREERESETIEFMEMIEHE (network
address translation, NAT), B2 SR REEARFRIP LR LEETRENKE, 1P LI8HE
BIETREEDIE, FHEAUSIEMEE I,

ERIFE - BERS[HUBLAFR SiBRENERS,
BB NERETBEIRSSFHEREINE [49]0

B P 3538, A3,

# svcadm svc:/network/ipfilter:default

B R 2 FRAR 53 (N fE 2N sth S

OS fEFAZMNEXEMN. ipnodes. FF (passwd(4), shadow(4), user_attr(4))

# groups NE BEUEE, BXXLETMBNHIEEZMRKIE, 190, vILTE /etc/
hosts. NIS. LDAP. DNS 5% ={&i% DNS iR EI EMZ M EN ML, MNRR G4
XHZFERTXEDNE, RATEZRHNIMEPMSENLTS,

ERIE-SHBERSSBHUBELAR B HiHREHIEE S,
BB NE R BERSS[HEREINE [49]0
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B F Sendmail 1 NTP IR

60

2. FRMIRSEENERAMIM .

svccfg -s name-service/switch setprop config/default = astring: "files"
svccfg -s name-service/switch setprop config/host = astring: "files"
svccfg -s name-service/switch setprop config/password = astring: "files"
svccfg -s name-service/switch setprop config/group = astring: "files"
svccfg -s name-service/switch:default refresh

H* O H* H K

¥ BH Sendmail 1 NTP RS

Sendmail IRSZHEFEEIT, BNFEZIEER root WEERSHM.

1. BRIFE-SHERSSEHUBRAF SBHRENIZE S,
BEENERITBERSS[FHEREINE 4910

2. BHA sendmail,

# svcadm enable smtp:sendmail

3. WRFEE, L& NTP RS,
NINEEERFELZEMNTEENAERALRZE ntp RS,

# pkg install service/network/ntp

4. ¥ NTP IRSBEENZFFPNHERZRS.

WIS LSBT B MY SR IP I H ERE EHECE AR FHl. /etc/inet/ntp.conf X
BB VDEE—TIRZB[BENX . ZXHEMNE S restrict default ignore —
17, UBLEEFHIHETEHERS S,

# vi /etc/inet/ntp.conf
server server_IP_address iburst

restrict default ignore ...
# svcadm enable ntp

Vv #ZH GSS (PIE{EA Kerberos)

BAREIRS (9ss) EEBAR RSN AYTIZIEO (Generic Security Service Application
Program Interface, GSS-API) 2 ThEMVAERLFIIEIE, gssd(1M) SFHFH#HIZTERZ rpc 5
GSS-API Z&liE1To

Oracle SuperCluster M7 &5 & £155 » 2016 F£ 2 B



NEFTUEXHIRE Sticky i

3% - Kerberos fEA1ZARS . WRKRECEBKEA Kerberos, 1E2MA rpc/gss Ao

ERIE - ERSHHUBLAR FHARENER S,
BHENERENTERS BHERENINE (4910

BHA rpc/gsso

# svcadm enable rpc/gss

73 /tmpfs IEEK/\BEH,
FRINERT, tmpfs XEFRANK/NAZIRE, fEEtaesm, EaLiREIE
tmpfs HEHH KN BXEZEER, BB mount_tmpfs(1M) Fl vfstab(4) FHM B

# pfedit /etc/vfstab

évlvz;p - /tmp tmpfs - yes size=sz
EM5ISITERS .

# reboot

R EXHIZE Sticky {i

B R LAY sticky (I RIBLEBR X HPRBEE S root ABLUIMNIERARBFHE /RS
BRPHIXMH. XTEXNTFZAFAEANER (BlE /tmp BR) PIFEER.

ERINFE - BERS[BHUBLAF FHERENERS,
BB NERETBERSSFFHEREINE [49]0

£ /tmp LR EMERILFHEE X4 LIRE sticky i,

# chmod 1777 /tmp

RIPIZIDEL A

RO E R e B S BUREIE. FRIPAUEEXHRRMIERIZOEEE S, ESH
coreadm(1m) 1 chmod (1M) FH T,
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SRHISSHEAR AT AT

62

£ coreadm G EEFHIRE HAIMACE,

ERIE—SHERSBHUBLAR BHHREHIEE S,
BB NEREITBERSSF[FHEREINE [49]0

EEYRERE.,

# coreadm

global core file pattern: /var/share/cores/core.%f.%p
global core file content: default

init core file pattern: core

init core file content: default

global core dumps: enabled

per-process core dumps: enabled

global setid core dumps: disabled

per-process setid core dumps: disabled

global core dump logging: enabled

REZODXHHRIFZOEERE R,

# coreadm -g /var/cores/core_%n_%f_%u_%g_%t_%p \
-e log -e global -e global-setid \
-d process -d proc-setid

EIR,

# 1s -1d /var/share/cores
drwx------ 2 root root 2 Aug 2 2015 cores/

EER EIEHIZENIR,

# chmod 700 /var/share/cores

SR SCHE AR AT AT THENR

BREATHITHEZZE— N EREERNEIG, fERELRMNESX GHKRTE. B
Oracle Solaris nxstack &, REGHIBHERRNFERARCARATHIT. XY E AT LUIKEGK
FEANTEREHEHER ERIT 2N KT,

BERIE -GS ERSBHUBLAR B HHREETIEE S,
BENERITBEIRSSF[FHERIINE 4910

B A nxstack,
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BRMER =8

# sxadm set model=all nxstack

A
gl‘llIEEE%o

# sxadm get all nxstack
EXTENSION PROPERTY VALUE
nxstack model all

BRMENRREIE]
SHZHBER TG, FICE 77 BARFILIEE, NETHREREEEE AR
HEIRE RIP R B S NFTE REEIE (PR &)

ERIE—SHERSSBHUBLAR BHHREHIEE S,
BB NE R BERSSF[FHEREINE 4910

YmiE /etc/vfstab X1, H¥F swap IRE X encrypted,

# pfedit /etc/vfstab

/dev/zvol/dsk/rpool/swap - - swap - no encrypted

SIEH A1 PKCS #11 A,

# pktool setpin keystore=pkcsii
Enter token passphrase: changeme
Create new passphrase: welcomel
Re-enter new passphrase: welcomel

ER— I EMRERAHIGEHFMETE PKCS #11 ZHAET,

# pktool genkey keystore=pkcsll keytype=aes keylen=256 label=globalzone-key
—_——
BRA®ET

HIREITBEHBR T FE EIRIRME, BIERESHNGS,

BERIE - ERSBHUBLAR BHHRETIZEE,
BB NERITBERS [ EREINE [49]0

ECERHITT R,
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E2RXIGTERHIEER (k) R

64

# auditconfig -setpolicy +argv
# auditconfig -setflags lo,ad,ex >& /dev/null
# auditconfig -setpolicy +zonename

AERXEPERAKREER (k) RiP

Oracle Solaris #UEHERRFRIFAIBHILEERE VM 0] GERXTMKIE I BERE,

BRABERECE R LS EMIF RN NEBERES TN RRRWHRENE ZRBIE
MEMRBER, NMEEMEMEE, HRERIPAIHIEBEEERE VM RIS MLEIE
FRRYIRE. ZINRERRM T H 3 LU N E AR RIF

= 1P 1 MAC HX3R
L2 WIERGR, BHIA0MFIERIESE T (Bridge Protocol Data Unit, BPDU) B &

ERINFE - BRS[HUBLAF FHEREENERS,
BB NERENTBERSSF[FHEREINE [49]0

IREHERRIP,

# dladm set-linkprop -p protection=mac-nospoof,restricted, ip-nospoof, dhcp-
nospoof net0

HIABCE.

# dladm show-linkprop -p protection net0

LINK PROPERTY PERM VALUE EFFECTIVE DEFAULT POSSIBLE

neto protection rw mac-nospoof mac-nospoof -- mac-nospoof,
restricted restricted -- restricted,
ip-nospoof ip-nospoof -- ip-nospoof,
dhcp-nospoof dhcp-nospoof -- dhcp-nospoof

REHER ERFE IP,

# dladm set-linkprop -p allowed-ips=10.0.0.1,10.0.0.2 net0

FEEeRXIEFERAKREER (k) FRiF

Oracle Solaris #¥{#EHEE& fRIPt 0] LLER IR B F7E SuperCluster IR EFREFERIFTHE Oracle
Solaris IF£FH X,
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BIEMEN ZFS BiEE

ERIE -SIHERSHHUBLAR FHARENER S,
BEENE R ERS BHERFINE (4910

fEF zonecfg(1M) BA L TENTEMLEIE O LIRHSCHELEHERR (R IP,

MRAIFY IP AP REH B R, Z5IFRMNINEHE Oracle Solaris IPMP. Oracle Real
Application Clusters ZERBIFIBEIA IP #itlt, HFiFFR, ENEMELBXEG,
SuperCluster IF£FXINALEFAMAVERA =E Ko

# zonecfg -z zonename

zonecfg:zonename> select anet linkname=network-link-name

zonecfg:zonename:anet> set allowed-address="list of allowed_IP_addresses"
zonecfg:zonename:anet> set link-protection=mac-nospoof,ip-nospoof,restricted
zonecfg:zonename:anet> set configure-allowed-address=false
zonecfg:zonename:anet> end

zonecfg:zonename> commit

zonecfg:zonename> exit

BIEMERN ZFS RS

FEMSIIERIPIVAR T LUERERMER ZFs BiRSER#E—DRIFXKIEEERIN A
EFMERS. BEHERETIF2RXKSESETIEEEIN ANIERTER, NFMEN
ZFS BUREERE NI PES MIEES N BIEF R PAMEFAER ZFS =& H.

ERIE—SHERSBHUBLAR BHHREHIEE S,
BB NERITBERSS[FHEREINE [49]0

I ZFS B4R,
SRR —fE RS EREREMTFUTERENGS:

# zfs createzfs_pool_name/zfskeystore

$ chown root:root /zfs_pool_name/zfskeystore

$ chmod 700 /zfs_pool_name/zfskeystore

$ pktool genkey keystore=file keytype=aes keylen=256 \
outkey=/zfs_pool_name/zfskeystore/zone_name.key

BN/ ZFS $iELE,

# zfs create -o encryption=aes-256-ccm -0 \
keysource=raw, file:///zfs_pool_name/zone_name.key \
s _pool_name/ zone_name

3 u0l FBERRIESEHITINE.
FILCKRAEF AR u0l MBAHIESEH#ITME, EABEN FET
SuperCluster) ZAEEMIEENH—EH, BARIUATIE T ibRHERM R,

FRIPITERS 8 65



(F13%) HEIBEEISIRIR B RS
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FEARAIT, IEERBUESFIERNEASEDS R 3 PEIENEAEE, §EE, &
IR XLEEEIMNIREN TR, WAILIE XEIM ZFS EEESE, BIUES,

# zfs create -o compression=on -0 encryption=aes-256-ccm -0 \
keysource=raw, file:///zfs_pool_name/zfskeystore/zone_name.key \zfs_pool_name/u01

(AIik) AEAEHRIZEEDIEIE

FI—IES RN ZFS #IRE [651FERAMNE— M EAENXH (FiR) ZEHAX
%, ZXHONERFEREXSHRS L. 5— M EHRFEERILABZEERIERPN
PKCS#11 248, ¥R Sun Software PKCS#11 Softtoken, BAFRXF5%, iEHITAE

5o

MRS FTHIR PKCSHIL BRHATE, ARSI Bt 2FS . B, XERERETF
HEIRS \KIEHAEN 2P JEE (NBEFLREEEMINTN ZFS MIEE, B4
AERSERRE) . BXEMBAERERNESER, B3 2fs_encrypt (1M) F
.

ERINFE - BERS[BHUBLAR SBRENERS,
BEENE R ERS BHERFINE (4910

REIHINZEAERERN PIN (BiE5EIE) o
5% PKCS#11 Z5AFEXEXRIERIA PIN A9 changeme, TEASTRBIFE—MERTLEALL

ZHDEIE,

# pktool setpin keystore=pkcsii
Enter token passphrase:

Create new passphrase:

Re-enter new passphrase:

EX ${SOFTTOKEN} IFIRTE, UEFHREFEHEFRRNME,

FRINER T, PKCS#11 Softtoken MR FAMPITZEMETE /var /user/ ${USERNAME}/
pkcs1l_softtoken BRMH, BILLE X ${SOFTTOKEN} BT S8, LUSRAMEITEIETE
TEWAIE, & LUERLLINEEANZ LEIDIZIBRIPHNZ A S ASET SuperCluster
H7EfiE,

# export SOFTTOKEN=/<zfs_pool name>/zfskeystore
# pktool setpin keystore=pkcsii

Enter token passphrase:

Create new passphrase:

Re-enter new passphrase:

IE—1ER,
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BIRFAEE /X

# pktool genkey keystore=pkcs1l keytype=aes keylen=256 label=zone_name_rpool
Enter PIN for Sun Software PKCS#11 softtoken:

SUEMEE ZFs #UES, EHS|IBEL—TFIENER,

# zfs create -o encryption=aes-256-ccm -0 keysource=raw, pkcsil:
object=<zone_name>_rpool zfs_pool_name/zone_name
Enter PKCS#11 token PIN for 'zfs_pool_name/zone_name’ :

SIERTE2 /X

MAFZEHESAELBXEMNIFEFH X BB TR IERIFIFE, SuperCluster
HEIRS A LR REITE CHIARSS. ARIZRXIHET Oracle Solaris £/5XKIEH
FeRXEEENRLINEME, FJHRILTEENR EDHLE) os BRMXHE (&
REBEGZNANERLT) o BELHEXMRRIFFABFPERERINIER, (it
FRANTEEERIRE, HELEETFTRZNARRERIREREN.

F-EETIEXERE, BT EIAEBREERNMER reboot -- -w EEHMEIRRS
BRF AR SRV, FREXF IR #HTTE#.

REBEEANIZBIAN BIEF G EA TR ERIRTIEE T, EEME, fLWIL,
Oracle Database 32f§#0 Oracle RAC E¥5 1] LATE Oracle Solaris AR L IEL /B XIFHIEEIE
1To

LUBR AP &1 R3] Oracle Solaris 2/ X5 (ZAE. R 110 =)
BB NERETERSSF[HEREINE (4910

BFIRE file-mac-profile B RIELK Oracle Solaris £ BXIHACE.

# zonecfg -z global set file-mac-profile=fixed-configuration
zonecfg:global> commit

E#75|F Oracle Solaris £BXIFLUFEERE M, BT ILOM ITHI G EREE,

BEFRRE2LBEKIFRERFIEE &,
RERELBXIEN, SUERUTHFEYIZ—H#HAEFIGER:

» EFATHIE —FL-A
»  BRITIERIS — <Break> HE L HUIFS (CR~ Cul-b)

trusted path console login:

FRIPITERS 8 67



REFTZFEHXIE

68

> B>

BRI 10 HHLB/HEXI, &IE root BEBUNARFHITEARIEEN, REEHSIF
Z G EELR B RRET,

# reboot

EEATEZIFERXE

¥ Oracle Solaris IfLBXIFHALE AR X, BRITEES,

- BRASESHIEANECE (BEERCE) LI, Oracle Solaris 11 OS Bz FEMA R T X
g, AXAXERTNEZEE, 158 zonecfg(1M) FHT, BE, REETEEKE
EIES SuperCluster 1K REEFMB—EB 523117 7 Misto

% - BA Oracle Solaris IFEBXHMATNMEZ /G, FRERM. ECAMIBREIEA 1K~
MEZY, WMAESFFR, B2, AILUEZE—" LDAP BR, HESKETXENE
B, flAF. At A, NREEXHSE, HIFARX MR,

& - Oracle Solaris A~ B] T XIHINBEFR T 2RI TE T F7E Oracle Solaris IEL E XA 505
By ZFS $iESE ., EMXHRSE. HHIEERER/RA I T XINHE, SAMmel LUERE M
B (Fn, FERRIEEXER) B XEXHTERIIEE.

ERIFE -G BERSEHUBEAR BHHRETIEE G,
BB NERETBERSSF[HEREINE [49]0

fa1R Oracle Solaris 2 /HXIFE XA,
MR Ti$RE—ME, FRBH Oracle Solaris IFLBXIFIFEIETT, BHRIEEXHA,

- REFILUER zoneadm(1M) 3L FLEXI, EREEEENARERUNESXH
WiE, LOBRBERARSS PETFIEUEE R,

# zoneadm list | grep -w "zone_name"
B3R E file-mac-profile XIHAZE B4R IFE Oracle Solaris £ BXIHEE,

# zonecfg -z zone_name set file-mac-profile=fixed-configuration

MRFE, BHE2BREFATERE,
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BR%Z2KIEN5|F (Oracle ILOM CLI)

# zonecfg -z zone_name set file-mac-profile=none
E#i /25 Oracle Solaris IF2/FEKIHLUEEIER.

# zoneadm -z zone_name boot

BHAREKIENE|S (Oracle ILOM CLI)

WITAMES LB Oracle ILOM CLI BREZEWIEMNEIS, &, EHAILIEA Oracle
ILOM Web R, BN LLWIEASE|S (Oracle ILOM Web &) " [70]o

IR | S BIEERMFERERITZAIIIEXI RIEIR, Oracle Solaris FHIEENITAF
BRRZIER, WIER5IS A ERITZ AR IERAZIER, MR Oracle Solaris B%
EEMREE.

[BRE, Oracle Solaris JUIERY5 | SRFEENHRITRIZAR IR Z FIOERIRPH HEE
MER, XTGERQNMRRNEINNESENR. FITHHRERAIEERN, BAGE,
BLRH—FRESHE, BEENHAPITER, BARERY, FSENHARITER,

it B ARS323 _EiAin) Oracle ILOM,
BEE2NERITERS B HETLEIAZ [49],

BREIERNE|S.

-> set /HOST/verified_boot/ module_policy=enforce
Set 'module_policy' to 'enforce'

ifialH 273 Oracle RHAYIER,

LI IEIERIS | SIE P /etc/certs/ORCLS11SE EA Oracle ILOM BHI—EF4342
i,

# more /etc/certs/ORCLS11SE

————— BEGIN CERTIFICATE-----
MIIFEzCCA/ugAwIBAgIQDTuxWi®q5YGAhusOXgR+7TANBgkghkiGOwOBAQUFADCB
CXZousDBt9DdhjX6d0ZPLkdzBxqm8Bxg9H3iKtZBPuhZB19iXvLEOZY8sSOAW7UF
UHGOVZ9UBM4Tq5+KD1J8QXZG2ipTeat5XdzLmzA9w2jrrfxON+NcgvIVjdPXD8C4
wgaJllToqg==

————— END CERTIFICATE-----

BEhEBEIEN.

-> set /HOST/verified_boot/user_certs/1 load_uri=console

1l /etc/certs/ORCLS11SE XFHIAZR, HIGEHFLMZE Oracle ILOM 1FHI& ko
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BRA%Z2KIEMN5|S (Oracle ILOM CLI)

70

W Ctl-z RIEFHLIEEE,
W Ctrl-c BHHBFER,

----- BEGIN CERTIFICATE-----
MIIFEzCCA/ugAwIBAgIQDTuxWi®q5YGAhusOXqR+7TANBgkqhkiGOwOBAQUFADCB

CXZousDBt9DdhjX6d0ZPLkdzBxqm8Bxg9H3iKtZBPuhZB19iXvLEOzY8SSOAW7UF
UHGOVZ9U6M4T(g5+KDiJ8QXZG2ipTeat5XdzLmzA9w2jrrfxON+NcgvIVjdPXD8C4
wgaJllToqg==

----- END CERTIFICATE-----/AZ

Load successful.

IIEEH,

-> show /HOST/verified_boot/user_certs/1/

/HOST/verified_boot/user_certs/1

Targets:

Properties:

clear_action = (Cannot show property)

issuer = /C=US/0=0racle Corporation/0OU=VeriSign Trust Network/0OU=Class 2 Managed PKI
Individual

Subscriber CA/CN=Object Signing CA

load_uri = (Cannot show property)

subject = /0=0racle Corporation/OU=Corporate Object Signing/0OU=Solaris Signed Execution/
CN=Solaris 11

valid_from = Mar 1 00:00:00 2012 GMT

valid_until = Mar 1 23:59:59 2015 GMT

Commands:

cd

load

reset

show

->

I53F OBP use-nvram ST IEE N false,

fEFIOIERS| S6F, OBP use-nvram BEAIZE N false, XHEERIBHIEIEER OBP LA
2 RIGIEAS I FIhEE. BRINEN false, B R E Oracle Solaris FFEEN:

$ /usr/sbin/eeprom/eeprom use-nvramrc?

use-nvramrc?=false

Z2WINE|S (Oracle ILOM Web R)

Oracle ILOM Web REH XS BIIERN S| SRETEMERER XY, RIENTHEEE
CLI#E[E. S#nZEl "Host Management" (FEHEIE) SHFETH "Verified Boot" (IRIE
W51F) %%,

fBIan:
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HithitBHARSBHR

ORACLE' Integrated Lights Out Manager

Manags User: roat

w Systzm Information

Sl Verified Boot
DcUs The HostVerfled Baot allows you to setihe venfication policy for Solaris boot blocks and kemel modules. ILOM provides pre-installed System cenificate(s) for Solans bootblocks and the
initial two kemel modules, unic and genunix. You may upload User cerificates for Solaris kemel modules after unix and genunix, Ensure thatyou can access the cerificatz(s) through your
Processors netwotk or local file system. The files must be in PEM format, and they must nol be encrypled with 3 passphrase. The infermation for all Verified Boof cerlificates appears below. Make a
Memory selection and click the Load button 10 1oad a Usar Certiicate fle. To delets any uploaded Usar Certiicata flle, make a selaction and click the Remave buttan.
Power . .
Cacling Pelicy Configuration
Storage )
Boot Policy: Warning x|
Metworking
PCI Devices Module Palicy: [Enforce =]
Firmware

¥ Remote Control
~ Host Management

Power Control
Diwgnoalics System Certificates
Haost Control
o anct Radl System Certificates
HiostDbmai 0 [ issuer Subject Valid From Valid Until |
Status History Log 1 | 1c=Usio=Cracle C fioniali=VeriSign Trust U=Class 2 I0=Cratle Comoration/OU=Carporate Object Mar 4 00-00-00 | Mar1 23:55:58
Veyswitch WManagsd PKI Individual Subscriber CAICH=0bjact Signing CA SigninglOU=Solaris Signed ExsculionCh=Solaris 11 2012 GMT 2015 GMT
TEM '
Verified Boot
¥ [Pawer MaNag et User Certificates
User Certificates
. Remare |
[E] | I | Issuer Subject Valid From alid Unfil |
of1 |- - - -
O 2 | re=Usio=cracie GorporationiOU=VeriSign Trust MeworOU=Class 2 | I0=0racle CorporationiOL=Gorporate Object Mar1 D0:00-00 | Mar1 235959
Managed PKI Individual Subscriber CAICH=0bject Signing CA Signing/0l=Solanis Signed Execution/Ch=Solaris 11 2012 GMT 2015 GMT
|3 |- - - -
O # | 1c=Usio=cracle CorparalioniOU=VeriSign Trust OU=Class 2 | J0=Cracls CorporafionidU=Carporale Object Mar1D0.00.00 | Mard 235950
Managed PElIndhidual Subseribar CAIGH=0blatt Signing GA SlgningioIU=Solans Signed Exgcution/CH=Solars 11 2012 GMT 2015 GMT
o5 |- — & z

HitEARSS 2RH= TR

B 3% Oracle Solaris OS # Oracle Solaris Cluster Z£35F, 1BESRSER 0S MRASIRZHY
A, XEESHENLTF http:/docs.oracle.com/en/operating-systemso

& X Oracle VM Server for SPARC Z£fE8, BZIALT http://docs.oracle.com/
cd/E62357_01 IR 25,

BEXITERSB[BEHNLLELR, BEBRAAITF http://docs.oracle.com/cd/
E55211 01 &L £IER,

FRIPITERS 8 71


http:/docs.oracle.com/en/operating-systems
http://docs.oracle.com/cd/E62357_01
http://docs.oracle.com/cd/E62357_01
http://docs.oracle.com/cd/E55211_01
http://docs.oracle.com/cd/E55211_01
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RIP ZFS F(EIRTH

ZFS Z#I& &= SuperCluster Aff 2 —, BTFAESMSERIIENM (EERHILE-E.
YECE. B, ARMURURBIERIP) PAFEESIRMZS.

ZFS TFHEIRBECEM N TTR ZFS FEIEHEs. MR XM MEHIES.
TEILEBDNAT ZFS FiEigrER e AENMIHEE:

B RE| ZFS FEI%E 73]

W ZFS FEIRE IR A [74]

B ZFS ZE1% % root RS [74]
“FHARFFHIMEERRSS (ZFS ZEI1RE) 7 [75]
“SR1Y ZFS FEIR B R A E" [76]
FR%IEIEMLE1AIR] [81]

“Hth ZFS IFHE1K &R IR [81]

v BRI ZFs EFEILE

BRITEBOPNLRLMES, EFEEIEENKZERE ZFS FHEIRE,

LEESABNEFER CLI BER. BXERE Oracle ILOM Web REMIAERER, ESIR
{Oracle ZFS Storage Appliance BIZ15F) » SN HM ZFS FEEIEERIR" (8110

1. EENEERMSS, A ssHiERE ZFs #FiEigE.
MREAREEHMAFRERRE, WBHLL root HNER,

% ssh root@zFs_storage_App_IPaddress_or_hostname
Password:

Last login: Mon Oct 13 15:43:05 2015
hostname : >

2. WMBERE, FHE CLI FEh.

help SpLRHMFE T L FXBIEE), BXAE ARV A LUBI R EFIEEN help
HSERIRS. BIEMA Tab #5F help SALIEN help topics, FAIRRIMAERIER,
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HE ZFS RSB hRAE

v

M ZFS FiEig &I FhRs

ERUTERRAE ZFS Mg & ERERIAR S,

ZRF ZFS 175185,
ESNERE ZFS 1768185 [7310

BRI

hostname:> configuration version show

[...]

Appliance Product: Sun ZFS Storage 7320
Appliance Type: Sun ZFS Storage 7320
Appliance Version: 2013.06.05.2.10,1-2.1.1.1

]
FUTRBIR, ZFS FAEKERHFRINRZA /) 2013.06.05.2.10,

EEH ZFS FESE NGRS, 5% R &M SuperCluster Quarterly Full Stack
Download Patch, Z#2F 8] M My Oracle Support £3X4§, MHEA https://support.
oracle.como

& - X F SuperCluster K3, —LEHINPRE]S A PIaEZFRHI AT LAERRY ZFS FHEIR &
rhi A H IRFIGI AT E X b s, EXLEER T, 155 Oracle R&REXFRo

VY B ZFS FE18%F root HHY

74

ZFS TFHEIRE ARG RFAECERRIA root B, ZFS FERENMGREEBIEN aRIE
MERAZL Oracle ILOM F#11T, IREH root BHELLHRREE R IERAEISE,

FIRAEIRENEGI SR, BER shel EORERS. RIERRE LRNEEHRAIERN
o ZFS ZHIREM root BEIELLIEHIZE,

3 - 188 Oracle ILOM EB I\ root 1P, HEZIEA welcomel, BB IR
Oracle ILOM [35]o

BA root kP25, &R LRERHRILES AR B E .

3% - W18 A Oracle Engineered Systems Hardware Manager & ¥2H9{E{] SuperCluster £A 14

(40 AFS ZfEITHIZE OS) BT &N, &M ZTE Oracle Engineered Systems Hardware
Manager PEFMEE, BXIFHMEE, ESH (Oracle SuperCluster M7 R5EIRE
) o
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BINATFHIMBIRSS (ZFS FiEiRE)

ZRE ZFS FiEi5%F.
EENE TR ZFS 1768185 (7310

B root &5,

FEULRBIR, B password B AFF & EEE B EEDE Z+ 1% SRIEHIER,

hostname:> configuration users select root set initial password=password initial_password
= *kkkkkkkkhkkk

hostname: configuration users> done

BX ZFs FHERENTRELEMEENESER, 1521 (Oracle ZFS Storage
Appliance RE$5F) o ES N Efth ZFS FEIREZIR" (810

IARFHHIMEARSS (ZFS fFi#iSE)

LRI T ZFS R E AT RIERINMLARSS o

i[53 iy | BiRA

SSH TCP 22 R Shell IRSHEA, BFARFMFER CLI X ZFS FIS&EEITEERIARL,

PORTMAP  TCP/UDP 111 Bzi2 3129 (Remote Procedure Call, RPC) B[ FREFSFHP#HIE (/4 rpebind
3 portmap) fEf. HREMARS, FHELZFF NFS R4S 30

NTP UDP 123 FHEE A A9 R4 B 81 MY (Network Time Protocol, NTP) fRS3 (IXFEZF 1) fEH,
BT ARG5S — P RE MM EIRRS .

HTTPS TCP 215 EISRAREY HTTPS ARSSEM, AT AFEMN AR E@E N (SSL/TLS) BiExy

(BUI) ZFS FEIG & HITE IR,

it =kl TCP 216 BERNTEHIEEFIRSEM, TERIESHRSSEHNELMEHEI NS
(SSL/TLS) @& 7E ZFS FfEig & 2 B H=,

NFS TCP/UDP 2049 HMLE RS (network file system, NFS) BRS5# . NFS {RIHMEHHER
2, SERRIE O EHEURTERAMMRAH NFS 1% NFS iRZS 3 #REE RPC i RS

4045 IR (BELXFIIY) oA RNmOARBEHER. RS, EHNBEXR
- Z. PR, NFS hR7s 4 {X4&EE TCP/2049, NFS HiEARSS A TCP/4045,
=4

iSCSI/iSNS ~ TCP 3260 H iSCSI BRB R, ZRSHERIMIBFEELRRMERET 1P WEMEBEMINY. ZFS
FEGE T UEEN SHRMNEFNHEZ iSCSTi&& ()9 LUN) o

RS HRE TCP 6481 H Oracle ServiceTag RS {EH. XA TFIRGIIRS 23 Z1FARSIEREY Oracle 1
FE Yo Oracle Enterprise Manager Ops Center /= {ER LIRS IE R ZFS 1FiEi%
FEEH SEHM Oracle BFIRSHERBRER,

NDMP TCP 10000 H ML LIRS E MY (Network Data Management Protocol, NDMP) fREZ S/, %R

SAVF ZFS FEIRES STEMENER.
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SR ZFS FiEiIRE R e RE

ZFS FEIREXR T IFEMIFZRINBER T T ERRSHRS, 81
HTTP. FTP. SFTP. TFTP. WebDAV %, WIREZEEBHAXLRSE, NrlgtsHHE
MLZiE O,

seft ZFS FiEisE R i E

76

T ERAE T &K ZFS FESENR Rk E !

SERf Oracle ILOM ZEECE R [76]
DRARENRS (ZFS EFi#i&E) [76]
AR [77]

FR&] root RS Shell ATIZEIZIAIR] [77]
Ao B B2 R EA EEhEBE (HTTPS) [78]

R RIFHAER SNMP 11X [79]

Ao E SNMP BE{KF T [79]

AL E SNMP RAMEE [80]

SChE Oracle ILOM 2 EdEiRL

ZFS 17f#1% &+ Oracle ILOM R NEI T =M, SEAM Oracle ILOM LHE—4F, ErRILL
LHESTEHEXANEEFNR, UMHRENHALTLERE,

BiFHITIRIP Oracle ILOM [35] RV ZFZRIRIP ZFS 1761 Oracle ILOM R,

RARVENRS (ZFS Fi#1gE)

PAZFTENETNEEERTRENTMRS.

BIAMERT, ZFs FHIREXRBNZMINRERE, TUENRSSKER, 7AMm, )’
BENT2RBNER, JEFECAAEREZRS.

2RI ZFS FiE8%,
ESNEFE ZFS 1268185 (7310

B ZFS FEREIFHIRS TR

hostname:> configuration services
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1B

FAEhASERER

HBERERSEELTFRERARKE,
¥ servicename B ATENL B 2 HHHERRS B,

hostname:> configuration services servicename get <status>

yD%HE%Jk/p\/ﬁﬁL@{E enabled, mjiﬁﬂﬁﬁﬂk?)ﬁmﬁlp\o WU?D

hostname:> configuration services iscsi get <status>
<status> = online

BRABEENRS.
BRSZINEIGE N disable, l30:

hostname:> configuration services iscsi disable

Z A& REH

ZFS TFEIRERINE R TRENIETTESBRE M.

ZRSEARS ZA1, FHR ZFSs FiEIREEERERT T US ZBERERW
f% REHRERFHEENERBHSKRARIINER. A THEARRADSREEERZR
=, FERITRTE,

ZRF ZFS 175185,
EBNEFE ZFS 1765185 (7310

B ASEH,
hostname:> configuration services dynrouting disable

EMEDSREZSELTRARTS, BREA:

hostname:> configuration services dynrouting get <status>

FRH#l root EAZ L Shell H1TiZIZiH(0]

BINERT, ZFS FEIRBEE N AW root IKFEAR 2 Shell (SSH) lRSITIZIZE
Eiial,

ERUTEIZRIZRLL root £/ sSH HUATIZAZ AR,
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fLEEER B EER (HTTPS)

78

EHEREEN/G, root P REEBEEA ssH IR RS, A, root Bk BENSER
HTTPS BIER AL RS

ERE ZFS 1715185,
ESNEFE ZFS 1768185 (7310

2 )E root WITIZIZIAIAL,
hostname:> configuration services ssh set permit_root_login=false
HWIAFRERIF root Bk EF ssH BRI RS,

hostname:> configuration services ssh get permit_root_login

NRFENIT ssh BRERiFA), BELDEIE—IF root BKF

BXEE, B85 ZFS E#EIGE LIETHAIThREXINZEY {Oracle ZFS Storage
Appliance EIR5R) o IFEM HAth ZFS FHEISEH IR (8110

AE EIEFEA/EChER (HTTPS)

ZFS AR & T BB RIEL T REINSA BIFE XM 2 stk S G B &R HE
Ho FINERT, FEBWAFRE (HTTPS) 7E 15 D HERRIERNER,

& - ZFS FEIRER SSH s 1T R E P FRHS AT REI LS RNER

ERUTIERAEDBNSHIRENEHE,

ER3 ZFS FEIEE,
EENEFE ZFS 178185 [7310

ER YRS NEFEXRNREBN S,

hostname:> configuration preferences get session_timeout
session_timeout = 15

foE B S,
session_timeout EUSFAREAIIEE (TELRFIFA 10 58F) o

hostname:> configuration preferences set session_timeout=10
session_timeout = 10
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BRRIRHLER SNMP 1

BEBRAITI R 2 RKIIEEISE

ZHRIAHLIER SNMP 1Y

BIANBERT, &1 ZFS 17E1&% L BB SNMPvl 1 SNMPv2c, ZFS 128 & MIFRE
2RI AR AT 23 SNMPvIN2c, MARZS 2013.1.2 FFI4, ZFS FEIREESIF
SNMPV3,

i - SNMP ¥ hRZs 3 SIAT WEFHAFPHREIEE! (User-based Security Model, USM) B
S LINEEFERELMRAF AN T F48 SNMP BAFRTE, alUARFRKAE
BERENR. WIE. FRFAMYANZERD, BOAERT, ZFSs EEREREAER (RiE)
USMTlJPKF' HNAFRZHEE, HFL£EE, FETIHE. BEMNEMERKRIE USM &
JEFN Yo

IR FRERRIBR SNMP X ARZE, BRIEREFEREN.

B33 ZFS 125185,
ESNEFE ZFS 1768185 (7310

HEIREERMMRZASE) SNMP 1%,

hostname:> configuration services snmp get version
version = v2

BA SNMPv3 (3NRTTA) .
{£F SNMPv1/v2c #1 SNMPv3 @ B FHY, FEULEEZE SNMPv3 B, SNMPvl/v2c 2K

2R,

hostname:> configuration services snmp set version=v3
version = v3

IS3E SNMP BIRRZS,

hostname:> configuration services snmp get version
version = v3

ECE SNMP H{AF1T

XY ZFS 8IS &S BB NER SNMPv1 5% v2 B A BT ES.
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BOE SNMP EBRM%K

80

BT SNMP @FE AT HMAIRENEITINR, BILFREEAIIRIA SNMP HIEFITHRE
BMANEFEXBEFEEE,

BRE ZFS FE8%F,
ESNEFE ZFS 1768185 (7310

B SNMP A{FEZ5F 8,

FURBIF, ¥ string B AT S EEERERA X SNMP H{AF AT AR BVERE
=8

hostname:> configuration services snmp set community=string
community = value

I93F SNMP FA{FZERF 8,

hostname:> configuration services snmp get community

AOE SNMP B4R

X ZFS F#igEECE A EA SNMPv1 5 v2 BS A T ILES.

NTBRARREMBREEERAREEENTREY, NIZUEZFREERMENMNEIE
KRR SNMP &Eifl,

B R3 ZFS 1FE8F,
EBNEFE ZFS 1765185 (7310

B2E SNMP ZIME S,

hostname:> configuration services snmp set network=127.0.0.1/8
network = 127.0.0.1/8

L& SNMP MK SEEIE,

FHTREIH, MESEHIGEN 127.0.0.1/8, XIFFHRMAELIEPIEE TR SNMP
Tif), WIRBEREREEIE, UAFERIENENMME,

NREN 0.0.0.0/0, FRIFRBEFANEUENEIS,

hostname:> configuration services snmp get network
network = 127.0.0.1/8
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PR B IR RILK 375 7]

vV [REIEEMEKIAGIE

BT ERZEBUIEZI, ERHEL ANIEEESEMNLPEE ZFs FHERE QT
BIEEO, IWPBEEBT ZFS FEREHHRERENA TV BN EENZBERE. &
WA IR E IR RV IA1R), (BRI RIR TR EH TR LR EER,

F4h, L% ZFS IFEISE I E N AT 2 IL@ TS EMEZOHITERIRR, LEX
A LU LA 2SR S0 A,

1. ERI ZFS FEi8%F.
BB B FE ZFS EZEI8% [73]

2. EEEEEMSKEO.
TEMRGIR, B interface FIEE RIS E N A FRISSPRNESEZ O R T,

hostname:> configuration net interfaces select interface set admin=false

Hfth ZFS FHigE R IR

BX ZFs FEIRENEMT2HEN, 525 ZFS FEiRE LIETHRITREN MR
218/, FEIHE ZFS TS &Rk (741

UTERRETEXFmR e, DENEERTHEMESR
»  {Oracle ZFS Storage Appliance Security Guide, Release 2013.1.4.0) ( {Oracle ZFS
Storage Appliance X1Thk R 215/, &Z1Thk 2013.1.4.0) )

http://docs.oracle.com//cd/E56047_01

= {Oracle ZFS Storage Appliance Security Guide) ( {Oracle ZFS Storage Appliance &
£15/) ) (K17hk 2013.1.3.0)

http://docs.oracle.com/cd/E56021_01

= {Oracle ZFS Storage Appliance Security Guide) ( {Oracle ZFS Storage Appliance &
£15m) ) (R1ThR 2013.1.2.0)

http://docs.oracle.com/cd/E51475_01
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{R3F Exadata Z(ERS 28

Exadata 7Z#fRS 28 (LI TERTEM#EARSE2S) = SuperCluster FNTEEMEIR, BREFMHER
SREXTREE ML ZEFHES SuperCluster M7 W—E D SEFREMVENITE. F6EH
R LA MRS

- AR WENARENTS A BHMEFHEMYREHITEN, FNMFUHEMERS
B EIRSS B

SuperCluster M7 E/VE =M Z(i#IRSS5 25, FJLATE SuperCluster A ZEF ATIEAY BANZE
PREGIMIEEIRS 2. BHARIPENFERS 8.

IR EBNE T IfEIRIPFERSS 25 -

. BREEFMEIRSES OS [83]
“FRIAMK P A ZRRS” [83]
EFEARSS 28T [84]
“FRARFFHIMERS (E(EARS23) ”(85]
‘SR IFEIRS SR L AL E" [85]
“BR&BIZAE M LE I 17]” [93]
“HFERS 28 2R [95]

v BREFMERSEE OS

® EEEMEL, U celladmin HNERINE—EF#ERS S
BXRENEN, B2 BIAKF A" [83],

# ssh celladmin@storage_Server_IP_address

AROIAMK P A Z S

TRIIH T FERRSS B3 BVRIANK P A28,

{R1F Exadata 77{iARS5 28 83



BTtk S5 2R D

e 2 FR 3] ZIAFG iR

root BR welcomel BTFipnE#ERS 2 0S MHITEM SRR EH EMEERS [N,

celladmin BTEER  welcome BTFRITEHERSSILEMES, Ithih, T8 EHNFEEERSESERILKFE
17

cellmonitor MY5#G welcome NEATEMEN, P EERZR shell LURRTE ML P & F#EIRS 23 ERYED
B R,

vV EFEAR S R R

v

84

BRAAKAMERBRTIR, BSREFIAKFFEZE" [83]0

3 - YNRER T Oracle Engineered Systems Hardware Manager & B2A9Efa] SuperCluster
A (190 Exadata ZfiEARSS 28 OS) RIZES, HHAAZITE Oracle Engineered Systems
Hardware Manager PEMZE, BXFHEE, EZSH (Oracle SuperCluster M7 R5IE
EEE) -

LA celladmin B{3E REITFEIRS 2.
HFENERINEF#ERSS2s 0S [83]0

ERUTAEZ—ERRIAEE,
n  EEERIINRSSE EER—IKFRED,
# passwd account_name

n  EFEEFERS 8 LB — T KF 2,
cell group B—MRIEHXAX M, FIHTREEMEIRSHNENS (87—

™ o

EARTRGS, BUTHSTmE:

= new_password— B A & ik R REEHIF S,
®  account_name—E#&79 Oracle Linux M~ BV FFo

# dcli -g cell group -1 root "echo new_password | passwd --stdin account_name"

% Exadata 7Ffififk55 884X (kv s

1.

BERIE—-EFMHERS S
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BIARFHMBIRS (TFEARSS2R)

EBNEFINEHERSS 2 0S [83]0

BANUTHS,
EARGIFR, FERSESIGMRZAS 12.1.2.1.1.150316.2,

# imageinfo -ver
12.1.2.1.1.150316.2

EEMREIRE, BLERHFH SuperCluster Quarterly Full Stack Download Patch, %
F£B] M My Oracle Support _E3k1F, PI3EA https://support.oracle.como

i - XJF SuperCluster, FIBERBERIMNIIRSE!, PRE|EIEEARMPLERR (Fhivds LAK AN {al B
XEERRAS, EXERIRT, 155 Oracle R&REX R

RIALFRIMEEARSS (FiERRSS28)

BRSS B Y %0 WtEA

SSH TCP 22 R4 shell RS, ZRSERIIFHEIRSIZNGEF, FH CLUIRHWTRS
BIEIRIAR,
ZINERT, B2 Shell RS [EACE NXIMREIE (NET 0) 1 IB (BONDIBO)
& FRNEEIER,

FiERRSS B L A A SRR IR E 1 (RDSV3) i@ im 2 2 A1F1/17] (remote direct
memory access, RDMA) 2[5 SuperCluster _EFJ Oracle #EEIRHITEE. XhmiTa
BIEAEER TCP/IP, #BPFRTF SuperCluster 89 Oracle #1BEFRMZEARS 2SFATENA
&R 1B L8 53 X,

st FhEIRS SRR 2EE

i - FERS B[ EIE— MR Oracle ILOM 1FAFmB—&RSY . S5 EAt Oracle ILOM
KhE—1¥F, WAUKRSR2EEXNEEEN, WKENRIARLEEMUSH, B
KXEZER, HFE MR Oracle ILOM [35]o

R XA T IR ERS BT 2!

» “REFEERE [86]
m fEH host_access_control BRI FAZEHEIE [86]

{R1F Exadata 77{iARS5 28 85


https://support.oracle.com

{#H host_access_control B RAIHZLE

86

2.

LB RAL | SEHIZFER [87]

22 Oracle ILOM RZ 3T HI & 1410] [87]
FR%IfEA SSH ##1TIZAZ root 1419] [88]

FCE R4 BIE [88]
FEEZRDE 24 FM [88]

BCEZ LN £ IE R KK [89]
AEEIIE R BIE LEIR [90]

FCE S 4 A RRIT ISR [91]
FoEEREORNENEE (B3R Shell) [92]
LB BIBIZEOAEEE (K2 Shell) [92]
EERZEEINE (FERS28) (93]

LB E R

BE1FEIRSS 8 LSRR SAIBE E X, host_access_control SEFREEFEM——MER
WHRZHFHMNAZE. &8 Oracle IAZIFAE 1068804.1, FAFEXXLGENEE
HITFoIER. FIb, EEBILTARZA], ZBHIFTIRTE Oracle SuperCluster FEARZHF
HEBRHLE, REAEEREFERSSNE2EE, BEREXIHAE, 1M Oracle HA
SRR IEK,

host_access_control #3< B Exadata ZR{hRZS 11.2.3.3.0 figfdt, BFEEHRRN—
AipRNReiEEIRE:

FRHIITAZ root 1418,

FRHIXT S LEMK P BN L1518,

THEZ RS A& an HAF1 B 2 1 SR AR,

LHEERESINH,

TE X b P B E M = IE B Y SR B

{6 host_access_control ET0BLZLEIE

EEE host_access_control SLHEEFFRENAZRE, BHRITUTTSE.

B RIFMEIRS2E 0S,
BEBNEFINTEFHERSS2S 0S [83]0

(FI3%) 27 host_access_control By, ZHFFHAEE,
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B RY5| SEHZFED

# /opt/oracle.cellos/host_access_control --help

FERAS | SEHIEFZD

BRI S B E HE S SRR 5 73| SERF (GRUB) HIERAH I
OB RIBH R 43| SERRF T,

LA celladmin &{E REITFEIRS 2.
S NEFINZEHERSES 0S [83]0

RERAS|I SEHEFED.

# /opt/oracle.cellos/host_access_control grub-password
New GRUB password: password
Retype new GRUB password: password

[-..]
¥ingE.
NRELRE T — PN EATRFIRMIE, RABLRESISFEHEFEE,

# grep "Apassword" /etc/grub.conf
password --md5 $1$Hdner/$Q2VoiZeTJwmNQsSFnH9oFy.

X[ Oracle ILOM & &Iz &iAia)

EE8FHEIRSSEMPEIFE—PERAI Oracle ILOM U SEILER IS MAEIE, Oracle ILOM
18] A F iR EXI FiEIR S BB A AITH B BIZE 8],

NREBZAIET Oracle ILOM XHFHEIRS 2RV, BHITUTIIE,

LA celladmin B3 E REIF(EIRSS 28
BB BRI EEIRS2S 0S [83]0

P Oracle ILOM &% 8450,

# /opt/oracle.cellos/host_access_control access-ilomweb --lock
BIEgE,

# /opt/oracle.cellos/host_access_control access-ilomweb --status
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PREIMEER SSH #1TITAZ root 4R

v

FRE&IfEA SSH #1TiZEFZ root (7]

BRIMBERT, RIF root BRIZIZAIRE A FMHEIRS 2.

LA celladmin B3 E REIFEIRSS 28,
BEB BRI EEIRSES 0S [83]0

ZF@id SSH #1TIZ E root iAiAl,
# /opt/oracle.cellos/host_access_control rootssh --lock
WIS E,

# /opt/oracle.cellos/host_access_control rootssh --status

EC & R MK BiE

BINERT, FHERSS[BEENTELTRZHIIERBEERRIKF
BERZEE, FHRITUTER,.

LA celladmin &{3E REITFEIRS 2.
BEE2 BRI EEIRSSES 0S [83]0

ERiZEE.
REEEEMBNLLER, VIEEHE 3. NBLE, BZEBERATSENARILR
ERBRAVE,

# /opt/oracle.cellos/host_access_control pam-auth --deny 3

BiEgE,

# /opt/oracle.cellos/host_access_control pam-auth --status | grep deny=

ECEZ L 8 R

AIAERT, FHERSSALMERNEZNREIREZRAIKP BBHE T,
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FCEEhIM0 L IC R,

1. Ll celladmin B3 EREIF(EIRSS 25,
EBNEFINTFHERSS 2 0S [83]0

2. TEXFBEZM4RER,
1B

# /opt/oracle.cellos/host_access_control pam-auth --passwdqc NO,N1,N2,N3,N4

3% NO,N1,N2,N3,N4 B A LB S DR EME, XA MEHEIEE L RALKTILE 7414
FER, XLEWM TR (B1E passwdqc.conf(5) FMTIIFFILH) :

NO—BFREE—IMNEFHE FF. NEFF. KEFFHFHEFFRFR) HEE,
—RERE, thBEIGE A disabled, AABENBZBRLL,
N1—BFEER N ERDENATEBIREEERNZL, BFELMNER, 269
KEXKREDA N1 NFRT.

N2—BFEE— M EBIEENRE, EFELHNER, ZRKEMXAEDA N2 NF
FESAFEREEBEER,

N3I—FFELVEE=ZANFROENER, EFLMNVER, BEKEXNELDH N3

PAN— Ty

M F o
N4—-FBFELEEONFRDENERE, ECRUMNER, BHRRKELNELA N
PERo

BBEEEHBNELLER, NIE NO,N1,N2,N3,N4 B3 E A disabled, disabled,
disabled,disabled, 15, X#FAIHFRUERELVEEOIMNFRLE (K. NB. ¥
FHEHER) BKEZED RN 15 N ERFHZE,

- HBEFAORSE, BRFANATFHNEREENEFAHEER.

BN, BRENAXEEMEERNERERYE, BHEA:

# /opt/oracle.cellos/host_access_control pam-auth --passwdqc
disabled, disabled, disabled, disabled, 15

3. EIEISERYHEIRES.

# /opt/oracle.cellos/host_access_control pam-auth --status | grep min=

vV EEEFEIEAEICREK

RINERT, FERSSSEX—EBHLICREKE, UBLEBRERMITTEN+
(10) NS,
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EEIIER MBI ERER

LA celladmin B{3E REITF(EIRSS 28,
BB NEFINTFHEARSS 2 0S [83]0

EEIANRE.

# /opt/oracle.cellos/host_access_control pam-auth --status | grep remember=

3.

EEBHEIER,

R EER BRI R 2E KM PCI-DSS X, NMEEBHLIERRIKIKEN 50 XA
BRIk TEER DA ZKF R AN ZEHNEA— WEBE, FEBRN
A& ISR Al R ERBRAY(E,

# /opt/oracle.cellos/host_access_control pam-auth --remember 5

BWIESE, FEERITIE 2

i B 98 TIE SR T 53l XE RE SR

TOAER T, RSB Res, MR A RS R EAEEE R
HE 10 5358,

EERRAE, FATUATIE

LA celladmin B3 REITFEIRS 2.
B2 IEFINFMEIRS 2 OS [83],

EEIMNIRE.

# /opt/oracle.cellos/host_access_control pam-auth --status | grep lock_ time=

3.

Bz,
REEXEERPHNEZLER, WBEREN4 ) . IBLE, RZEBERATEE
By i = ERBR BV (B

# /opt/oracle.cellos/host_access_control pam-auth --lock 4

BIIESE, FEERITIE 2

90 Oracle SuperCluster M7 &5 & £155 » 2016 F£ 2 B



ECEE MDA anHATE I ERES

B & 225 & ap HATE I SR B

FHERRS SRS STM RN E RS, SEATERFIUTIRNSHY. FRARENRA
REg. BREBHREEIRRBUANEEDEIIRE S BRI R K.

IRBEEEHINLLERM PCI-DSS B3R, NERTRPEEEIPAIME:

R Oracle ZRIAE DOD {&
REKBEREGER 90 X 60 X
R R e 1K 1x
RIEEBKE 8 MFR 15 MFEF
EIERRES 7K 7K

EEHEPEASE, BHRITU TR

LA celladmin B{3E REITFEIRS 2.
EBNEFINTEHERSS 2 0S [83]0

EEYAIINIRE,
# /opt/oracle.cellos/host_access_control password-policy --status
RIBIE BV 22 10 SR B e B X L TR R
n EFENRKBHNEGEHASE, BREN

# /opt/oracle.cellos/host_access_control password-policy --PASS_MAX_DAYS 60
n EENRETREGERSY, JEA

# /opt/oracle.cellos/host_access_control password-policy --PASS_MIN_DAYS 1
n EFENRAREKESH, BEA:

# /opt/oracle.cellos/host_access_control password-policy --PASS_MIN_LEN 15
n EFENTNIRAESSY, BRA

# /opt/oracle.cellos/host_access_control password-policy --PASS_WARN_AGE 7

BIIESE, FEERITIE 2
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EEEEREOTEEN (BR Shell)

92

v

Ao E EIRZEOREDER (B Shell)

FHERSSHEIFAR LT REDRSEITE XM EERERITIEE.
BRNRGIKAER shell EXEEREORNEER, BHHRITUTIRE.

LA celladmin B3 & REIF(EIRSS 28,
BEENERIEMERS 23 0S 831,

EFLANIRE.
# /opt/oracle.cellos/host_access_control idle-timeout --status | grep Shell

EX EREOFEER,
RIREEEP R L 2 E KM PCI-DSS XK, WISEE 900 (F) o MBALE, HixfE
BN EEN AL R SRR (E,

# /opt/oracle.cellos/host_access_control idle-timeout --shell 900

BIWIESE, FEERITIE 2

AEEEEORNESDERN (Z%£ Shell)

FERSSEIFAR LA T AENIRSE I FE X EE SSH RIERITNEE,
B4 SSH =IEE X EEEOAEDE, FHITUTERE,.

LA celladmin B{7E REITFEIRS 2.
BEIEFINFMEIRS 2 OS [83],

EESFIIRE,
# /opt/oracle.cellos/host_access_control idle-timeout --status | grep SSH

73 SSH RIEE X EIREOFIERNER
REEEEMBHNLEER, MIEEE %00 (1) . MELE, BzEBRATEEM
b R ERER BV (Eo

# /opt/oracle.cellos/host_access_control idle-timeout --client 900

BEINRE, REERTIE 2
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EESRESTE (FHERSER)

vV RESRESE (FiEiRsS5EE)

FiERRS B IFER P REAREIEZ #1245 E T&F BH S HIHEE.

EEXIERERESIRE, BRITUTERE,

1. I celladmin SHERFITFHERS 23,
BEERNERENFMEIRSS 28 0S [83]

2. HREHFIRIRE.

# /opt/oracle.cellos/host_access_control banner --status

3. BIE—IEAMENERESITEESHNXAXH,

4. EXFEIERERE SRS,
REBEEEMBHREER, B filename BN B EHENERESITEUE BRI M4
RYER 2RI B R,

# /opt/oracle.cellos/host_access_control banner --file filename

5. EWIIGE, BEERITIR 2

PREIIZIZE ISR

AT LU SEhd S AL S SRR B B AR S3 B BN UEZAZ 48 5 10, 18R R LUEE E
XTE SR £ KA LS 7 18],

fER TR RANTIZ 7)o

n EERSSEIEMERRE 93]
n  PRHEIZFZEMLZIA1E) [94]

FiElRSFEENSIRS

FHRERSSHBEE— RSN ETAEENSE L, XBBTEMERS[BHERZRNEAR
VENMZBERE. WEENZRIHRBITEES, DEHRNREFHEEZZR!
AR EE S,
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MRENZAZ ML TH8)

v

PR&IZIE LR 17 18]

A IR A S5 A RSITFiEARSS 88 _ERVITAZMAR R, &R LUBE SEhE B L FRYS
EANE (AP AERESGHRNIR) KRN FAERS B[HINIEMLISLE, &
TR AEXERIMNE, LIREEEFEM PCI-DSS EXR AL,

AR - KiEIRROARBEES S, MR RERARA SR, RIS NN
B, BEERIZBIER.

ELHEMNE, BFHITUTER,.

LA celladmin B3 & REIFEIRS 28,
BEENERINEMERS 23 0S [83].

RERMBMNE,

# /opt/oracle.cellos/host_access_control access --status

BHIHNESHE—XER, HRESEASHEIE,
UTa<SrBMNESHEI— ASCI XA HH:

# /opt/oracle.cellos/host_access_control access-export --file filename
RIBEHERARCEMNENSZ, BERITTEN— IS GTREEMUE:
n EXH—ERANEMERGIARRNE, EEAN:

# /opt/oracle.cellos/host_access_control access --open
n EXHE—MYARFER SSH #ITANILARINFSNMNE, ER-A:

# /opt/oracle.cellos/host_access_control access --close

. EERUMEMNE, BEN:
R EHaipIMNIEFHEI— ASCII XA !

# /opt/oracle.cellos/host_access_control access-export --file filename
fERRIESE IR Z A X 4 LABCE N &,
MEXAEXGSNANE, MBS HFIRIFNE:

# /opt/oracle.cellos/host_access_control access-import --file filename
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HithZ RS HBHR

n BRFINASEM
X7 A BERIBU T SHAFNELRR:

» ARR-BRESEXRETF all HE IS MBERBAHIKF AR &

o ER-ANWEEEXET all FERMRRFHRRENENFE, RREER
#la. EBPMEHI&. Oracle ILOM. IP #ifik, WIZEHIAE, FEAZ K DNS iF,

EATRAIF, HM trustedhost.example.org EHLE . trusted.domain.com &
FREERIEN A EEZE, RXEERS 2RMVIFIRRRIE T celladmin A,

# /opt/oracle.cellos/host_access_control access --add --user celladmin \
--origins trustedhost.example.org, .trusted.domain.com

HitnF &k S 2= =R

158174 (Exadata Database Machine Security Guide) ( {Exadata Database Machine &%
$6/8) ) , PIHEA http://docs.oracle.com/cd/E50790_01/welcome.htmlo
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RIF 1B AR M3 HRA]

SuperCluster f£FAHY Oracle Sun Data Center InfiniBand Switch 36 JIFfE AEBA G KBS
e, BERYT BT UNREREE 7 RMKZEM,

IB STRA A FEZITBRS 28, FhER T ZFS Fi#ig%E. 1B XA EEHRAR
Oracle ILOM, LURIESKEEMISMINGE, 555IZ, Oracle ILOM RIFHAMEEHIA
F. . RS, thiXAEMEESH.

SuperCluster M7 E/DEBR IB 4, EAIULRES IB I LUKEESEER
K. BRITURIPE 1B 3HEA .

IR EBALR T g0 K17 SuperCluster M7 FAY 1B 341 :

ERE 1B AL [97]

HRE 1B AR E HFhRZS [98]
“BRIAMPAIZRES (1B 333841) " [98]

B root l nm2user G [99]

EIQ 1B RN EED (Oracle ILOM) [99]
“IB IR ANMLEFRE" [100]
“FNARFFEIMEERARSS (1B Z#EA) ” [100]
“SRIYK 1B IRAECE” [101]

“ELfth 1B 33324/ ZEIR” [105]

v BRI 1B A

LEES A BINEE R EIZIEN LB Oracle ILOM RE, AJLUETZAERITAZHER
£5

EEEMLE L, Ll ilom-admin HHERT 1B 3541 LA Oracle ILOM,
BXBINZRDE, BERBIAKFFIZRE (1B ) " [98].

% ssh ilom-admin@IB_Switch_ILOM_IPaddress
->
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HE 1B RN E HFhREs

vV HE 1B RALE Fhirds

AR, MR 2ERINEE, FRAREARIFHRMEFRAEHR IB it
Mo

1. Ll ilom-admin Z{AEZRE 1B .
BEBNEFE 1B A (971,

2. EI‘.TTE#FH&zko
FELtRBIA, 1B RIENEHFBIRE 2.1.5-1,

-> version

SP firmware 2.1.5-1

SP firmware build number: 47111

SP firmware date: Sat Aug 24 16:59:14 IST 2013
SP filesystem version: 0.1.22

EFH 1B ARV EHFRIRREAS, ER &Y SuperCluster Quarterly Full Stack Download
Patch, %2R R M My Oracle Support £3k1§, RIiEA https://support.oracle.
coms

& - X F SuperCluster M7 R, EAPRES A PIaE PRI AT LAERRY 1B STHRAER AR
N, XERFIFHDREBRHNEHRLN. AXLERERT, FS Oracle LREX R,

POIAMKPEE (1B 32H)

A B Bt} RINETS iyl

root EER welcomel FFinial 1B RRi%EH 0S. —REAEMLLKF,, MR ilom-
admin. ilom-operator & E KK,

ilom-admin BEER ilom-admin BF@ETERAT Oracle ILOM BRERITEIRINEE. FITHMGF
%K. EERFMRS, URNITIB RIgNiZEMNSHEETIEE,

ilom-operator BIER ilom-operator 1T T Oracle ILOM Y5A1H 1B 51912 BFTHAE.

nm2user Hix changeme I3 1B RIEN S LITEERmAER R8N Oracle
Enterprise Manager 18 & 52 F Lt P SR Sz 35 3 IR AT BB A AN 2R 14 1S
*mo
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B root M nm2user G

¥V EX root Ml nm2user G

IB IR MUB IR RAIK o root 1 nm2user 1K BIHAHIEE OS BLEH
DI RAFEZERMN. BERHERKS, EESNERRIARE,

HFE itk A FZRD, 1ESWNELR 1B A ZRS (Oracle ILOM) [99],

IB ST AT E X HGREISK R L E 2t Eavi. HLICRAEMMN, ErinHs
FRIEENERASEXEEHBRENZLEEREER, HLEATHREREXEENB
BERE BRI,

BX 1B RIHIKP EENESER, SENASIEMNIKS. NIMAEKP IEENRIH
BRI, 15208 (Oracle Sun Data Center InfiniBand Switch 36 Hardware Security Guide)
# {Oracle Integrated Lights Out Manager Supplement for the Oracle Sun Data Center
InfiniBand Switch 36) o EE I HA 1B R 2R [105],

3 - W15 A Oracle Engineered Systems Hardware Manager & I2HY1E{a] SuperCluster £A 14
(40 1B X$H) TR T8, SR TIE Oracle Engineered Systems Hardware Manager
FREHER, EXIFHMAER, 1557 (Oracle SuperCluster M7 75| EIRIERE) -

1. Blroot BRERE IB M.

# ssh root@iB_switch_IP_address

BXREIAERE, BESREBAKFFZD (1B 3H41) " [98].
2. B root FL,
$ passwd root

3. X nm2user Fh,

$ passwd nm2user

vV B IB TR EE (Oracle ILOM)
IB SRFER MIB LI RAIKF . ANEF 2 NTAWNEITE 1B 3HRYLAY Oracle ILOM FE
FRENERE, BXEMKFFER, BESNEN root Fl nm2user ZEH [99],

ZRIA 1B MK A FIFRE B - E X Atk ~ #B5@5d 1B 33#EA1 EAYER AL Oracle ILOM #
TEE,

BEEKAMERE, BHRITUTIRE.
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IB 3SR LS PR

IB RN FRE

LA ilom-admin SAEFF IB 3HEH.
BEINERE 1B KM (971,
BREIANER, BFSBIAKFPFZER (1B 33#41) " [98].

EET 1B Y LERER Oracle ILOM HF,

-> show /SP/users

T ilom-admin P IZEED,

-> set /SP/users/ilom-admin password=password

B HHMEREOSEEE ANRSEERNET, XEHT B RHHREEN
RARBBHFGEE R

L EEME RS AR BT H], UFHENRE FREHTIHAFH RN ERE

Do

PIALFRIMSEARSS (1B 3ZiH1)

RS AR Y wA 1588

SSH TCP 22 HEMMRE Shell IRSFEA, BFARIFER CLIXT IB IRVHITEIRR
iAo

HTTP (BUI) TCP 80 &M HTTP RSBER, BFAFERN KSR EXY 1B KIgNHTEES
ime RE TCP/80 @E BT UBXFNXi#TIAR, BERINMERT IB KNS
B ANNIEREEA RSN RSM4A (£ TCP/443 LiETT)

NTP UDP 123 & A A R4R B iE] Y (Network Time Protocol, NTP) (IX[RZFH1) ARSS(E
B, BFAthREFRHS— N Z MBI EIRRS

SNMP UDP 161 &MY SNMP FRS(ER, AT REEIEZEOLIEM 1B INBETIRR
AU EI I PEBE R

HTTPS (BUI) TCP 443 &R HTTPS BRSER, BFAFER N K2R @SN (SSL/TLS) &
EXY 1B NI TE IR,

IPMI TCP 623 HEMNE 8T & BB (Intelligence Platform Management Interface, IPMI)

BRSSER, BFASMENNEEHEEITENZED, ENEBLIRS,
[K79 Oracle Enterprise Manager Ops Center £/ E RUEREH B REUE. TiF
AIEREBTTIRAA. BT R E S MEGAGRESER.
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SR1K 1B N EEE

BRSS &R Y o {u| BieA

ServiceTag TCP 6481 F Oracle ServiceTag IR FEA. XERATIRFIRS B[N ZHRS IERHN
Oracle ¥$Z WY, Oracle Enterprise Manager Ops Center /= g fiE A tL AR S5 1€
F 1B IRV EH S EH At Oracle BEhARS AT RERK.

sa{l 1B 3TIAACE

TR EBENA T @I EHECEIRE SRR 1B A

» BPRERAMHEMRS (1B KHEN) [101]

» FEEFSME HTTPS B HTTP EEM (1B 33#e#) [102]
»  EZFARFHOER SNMP Y (1B 33HEHL)  [103]

= F2E SNMP HIPAFFIE (1B 3HEM) [103]

n BMRIABZRIEE (1B RHEH) [104]

s BB CLI EEIEEE (1B 3HEM) [105]

vV ZEERABENRS (B 32#)

BRI IFFAENETHEERERFTEENEMRS. RIANBERT, 1B IR FEAMLE
“BRINZLTRE, THENRSEWEZER, A, REBEFFNZLERMER, tJES
BRHETELZRSE,

1. Llilom-admin HHERE IB 33#H,
BEBNEFE 1B A (971,

2. T B RENZHFHHARS IR,
-> show /SP/services

3. MERERSESLTFEARE.
¥ servicename B AT 2 HRIARS B R,

-> show /SP/services/servicename servicestate

REKRZMIRSZEA LIRS servicestate SHHAFERATCHRKICERBELTERELERE
RS, B—ARSS (40 servicetag. ssh. sso # wsman) fEREZ N state B, T
WHERNERSHENTA, NRRBSKRESEREINEN enabled, MRTIRSATFE
BIRRE, LT REIFFTR:
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ECEIEM HTTPS W HTTP EEM (1B 33#241)

-> show /SP/services/https servicestate
/SP/services/https

Properties:

servicestate = enabled

-> show /SP/services/ssh state
/SP/services/ssh

Properties:

state = enabled

4. EZRFABFENRS, BERSIKETICE RN disabled,

-> set /SP/services/http servicestate=disabled

5 MERENZERAEMARS.
RIEERNIANGE, MRAFELAFER HTTP M HTTPS RU28ARSS, MATLORE
HEZR, #A:

-> set /SP/services/http servicestate=disabled
-> set /SP/services/http secureredirect=disabled
-> set /SP/services/https servicestate=disabled

s NEEEREIERE (HTTP, HTTPS):
-> set /SP/services/http servicestate=disabled
-> set /SP/services/http secureredirect=disabled

-> set /SP/services/https servicestate=disabled

Vv BREIEAE HTTPS W HTTP EEM (IB THiM)
ZMANERT, 1B THEYECE IEEND HTTP i3 KREEME HTTPS RS, LUFIRISH
MAN SRR > AR T R A B &R N,

1. Llilom-admin EHERE IB 3.
BERERT 1B ML [97]0

2. BIRE2BEERAREZEREM.

-> show /SP/services/http secureredirect
/SP/services/https

Properties:

secureredirect = enabled

3. WMRERTERINRE, WERALUERAREEEM.
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BRRTRHEER SNMP 1Y (1B 3HEHL)

-> set /SP/services/http secureredirect=enabled

ZRARKHALER SNMP 11 (IB 333841)

HINBERT, SR ABETFHEAMEIE 1B A SNMP BRSSEH SNMPv1.
SNMPv2c #1 SNMPv3 i, HRZARRIAMZASET SNMP hiX, FRIFFEFEREN.

i - SNMP i hiRZs 3 SINTSEFRHFHNLEER! (User-based Security Model, USM) B
T, IINEEFERLRAF AR T F4H SNMP FAFRTER, AU ARFPKAERE
FEMPR. IO, BRRAUMNANZERE, ENERT, 1B KBV AEEEM USM iKF, 1R
BEECHEE. BIEMEMERREE SNMPv3 USM tKF,

LA ilom-admin SAEFEF IB 3.
BEENEFD 1B 3L [97]0

HBES SNMP HYETIRE,

-> show /SP/services/snmp v1 v2c v3
/SP/services/snmp

Properties:

vl = enabled

v2c = enabled

v3 = enabled

MREE, HZA SNMPv1 1 SNMPv2c,

-> set /SP/services/snmp vi=disabled
-> set /SP/services/snmp v2c=disabled

A& SNMP FR\FRFER (1B 33##)

IWESNERTFREHEENFER SNMP vl 3 SNMPv2c B,

BT SNMP @FE AT HMAIRENEITINR, BIFREEAMIRIA SNMP HIEF TR
MABEFEXNEFBEE,

LA ilom-admin SAEFF IB 3HEH.
BEENEFD 1B 3L [97]0

BIEFH SNMP E{EF R,
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BEMEBINBERIESR (1B 31%H)

FURAIF, BERa<LITREYLITEL:

n string— BMABTFPEXNE, BRFEXNEERTGEEERSE X SNMP BEFER
BAMEOHER,
»  access—IRIEX R RIFERIET AR FERTHR, BN roH rwe

-> create /SP/services/snmp/communities/string permission=access
SIEMEARFREZE, DAMERRIAREFERTE,
3. fHBRERIA SNMP HEFRFH,

-> delete /SP/services/snmp/communities/public
-> delete /SP/services/snmp/communities/private

4. I8F SNMP AFEFH,

-> show /SP/services/snmp/communities

vV EMINABERIES (B 32#H)

IB 3XMAVEA B E ZIEBRATEIEER HTTPS thille FAREMZE, REBEERIE
BRI NFEEERERERH RS IATENERMATAERBIES.

IB ML #ilid 75 A 18] SSL/TLS IERFFAR (B4F HTTPS. HTTP. SCP.
FTP. TFTP) , XRZIFEIEREEMMEE web NN BAEP, BXEZER, &
2% Oracle Integrated Lights Out Manager Supplement for the Oracle Sun Data Center
InfiniBand Switch 36) X1, 1HS I“EM 1B THAZEIR" [105]

1. Ll ilom-admin Z{3ERE IB i,
BEBNEFE 1B A (971,

2. MHE 1B MBS EEERRIABZERIES.

-> show /SP/services/https/ssl cert_status

/SP/services/https/ssl

Properties:

cert_status = Using Default (No custom certificate or private key loaded)

3. REEALRIES.

-> load -source URI /SP/services/https/ssl/custom_cert
-> load -source URI /SP/services/https/ssl/custom_key
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BB CLI BEIEAIEEIY (1B i)

Vv ECE CLI BEESIFE (1B 33#EH)
IB 3N T T CLI EESIEMNFRESIRESEITE X M0 e s Ebr EiEH+
$Ho
ZINERT, CLITE 15 o /GEE,

1. Llilom-admin BE{AEZRE IB .
BERERT 1B 3L [97]0

2. 1WES CLI XEXHNAEBEN S,

-> show /SP/cli timeout
/SP/cli

Properties:

timeout = 15

3. IREFEMEIBE
¥ n BN D ¢ 9 RIS ERYE.

-> set /SP/cli timeout=n

BX IB XV BEENLeTENEZE S, 12 Sun Datacenter InfiniBand Switch 36
SA4ZE, M http://docs.oracle.com/cd/E36265_01c

vV ERRLAKMRZ AR

3 - 1B A Oracle Engineered Systems Hardware Manager & IEH9{E{a] SuperCluster £A
f (WAKRAIRN) B TED, EEMBTE Oracle Engineered Systems Hardware
Manager FEFHZIE, BXIFHES, 1ESIHE (Oracle SuperCluster M7 R E IR
M) o

1. FSBRITHREE KRR E & EEE F 2 R Mg &,
BIABRITIRCERE A 9600 R4S, 8 fil. TEHMERLK. 1 MELEUHBTEF.

fRIP 1B FILUK MR 105
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BRI RIA A2

sscsw-adm@ con® is now available
Press RETURN to get started.

2. BRMNEFERE,
sscsw-adme> enable
3. REEE,

sscsw-adme# configure terminal

Enter configuration commands,one per line.End with CNTL/Z.
sscsw-adm@(config)# enable password *******
sscsw-adm@(config)# enable secret *******
sscsw-adm@(config)# end

sscsw-adme# write memory

*Apr 24 14:25:05.893:%SYS-5-CONFIG_I:Configured from console by
console

Building configuration...

Compressed configuration from 2502 bytes to 1085 bytes [OK ]

4. RERE,

sscsw-adm@# copy running-config startup-config
5 RHKIE

sscsw-admo# exit

6. WA FIREBMS UKR IR BNERE,
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&£ Oracle Solaris fF &4 BERF A LUEGEHIRERART S RIEMEE,

Oracle Solaris compliance FR< A G EEMN B ME KRG EIRE. XHHm<LHL, A
EHEERIIREFEREERK, Oracle SuperCluster HFiZIFM N L2 RSN EERE
X

»  Recommended— & T Internet £ HLE/EMNECE X1,

= PCI-DSS—IIEZ F-R1TU B R £ 474 (Payment Card Industry Data Security
Standard, PCI DSS) {514 ZRRVECE X+

XESMTATER2EFMNEFTEMER, ERNTaMRE IRV AENE TR
Bl LEIN, FEMIIEERIRME TSR, EHFEEEMLR2TNERRIE K KELHN
RENEBESE, XLEFWBIISEER, UaBEREMNHNEN, BIAERT,
ZRENSENBESNLLEENXHIIIERI, SuperCluster Solaris & IE 5 Al /NN BB HEFH
eFES g T

T EENET ST EMHIREH WA T FIPS-140 514!

AR E TS [107]
n (A%) 8 cron BB ITTRE MRS [109]
m  “FIPS-140-2 51 1 fF &1 [110]

v ERAEEITHE

BERITARES, BUNHDEE "Software Installation” (L) NIRECE XA BER
HERIEIRS, BN EEEEENREABERITAZEL compliance 7%,

1. &% compliance 4,

# pkg install compliance
UTHRETRGEERE:

No updates necessary for this image.



LA AT

ﬁ;é%ﬁ’t:uu\, 1ﬁ |ﬁ.| pkg(l) %Eﬂﬂ')\o

- mHET A NN SN K P R Z Rt B,

2. FIHETAREE. ECEXHHLARIREMT,
FEATAIR, BRTEE

»  pci-dss— EIFE—NMEEEXH, ¥R Solaris_PCI-DSS
" solaris— BIIERMNMECE X, ¥ Baseliine # Recommended

# compliance list -p
Benchmarks:

pci-dss: Solaris_PCI-DSS
solaris: Baseline, Recommended
Assessments:

No assessments available

3. TSN,
{EA LU TIEAIETT compliance <!

compliance assess -b benchmark -p profile

b IEERTE R, MBFRIETE, WBIAER solaris,

-p ETRBEX . RBEXHEMEROANS, MBRIET, WEIAMENE—MREX
#,

i

n  fEF Recommended BRE X 14:

# compliance assess -b solaris -p Recommended

ZaSaerE /var/share/compllance/assessmentS FElE—BER, EREas=
MEGXE, PRR—TEEXHS. —1 XML XHEFF— HTML X%,

s {EH PCI-DSS EC&E S 4

# compliance assess -b pci-dss

-pei-dss EERBE—MREXMY, FTUTEEHLIT LIEEREXHIE (-p)o

4. BIIRTEMIEFESMEXH.

# cd /var/share/compliance/assessments/filename_timestamp
# 1s

recommended.html

recommended. txt

recommended.xml
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v

(A3%) fEHA cron RVBITREMEIRE

(AT

* - NRBEXIETTRE— compliance 87 %, RSB H, KRR
%, AETeEEFERITEER.

(FIi%) BIBEFIRS.

AIUEEETEHIRS. B2, RETRIBERPEBIT R,

FEARTGIR, -s EATFREMELERLANZBRERS .

ZIABERT, FR7T notselected B notapplicable Z¥9b, FRELRE
BERETREIRER. EREBEENRTRIALBZINEETHNES

AEFIR, FILUBIES MERERFIN L - RISEBRNERER,

MEFIR A = FRN AT AR IS E RN 5 BRI S RAETY, LFRAT

F. pass. fixed. notchecked. notapplicable. notselected. informational.
unknown. error 8§ failo

# compliance report -s -pass,fail,notselected
/var/share/compliance/assessments/filename_timestamp/report_A.html

a2 HTML 82 a8 REBS AR EETIR S, EREHWRENITEIE
7o

EERERS.

AIUEXAHERPEFERASXNE, EHEEPEE HTML X, HEE XML BEESH

FEE XML X, fli0, EEELTBFIERNES HTML RS, BBAUTXS
8% 8!

file:///var/share/compliance/assessments/filename_timestamp/report_A.html

BE R RIEE R IED YR BT,
MREETREFENSI SRS, BAEMIISRS, ARBRIETHE.

BTG, BERBERESTH AL,

) {EA cron (RILIETTH A RS

LUEBR AP &1, £/ crontab -e SIS HAFZBRME crontab X,
BUITRFIRIEM T crontab B BIRH:
» EERRE 230 BITEATEMITHE
30 2 * * * /Jusr/bin/compliance assess -b solaris -p Baseline
» ZEHIHZR 1:15 BITERAMTS MG,
151 * * 0 /usr/bin/compliance assess -b solaris -p Recommended

» EEAB—XRER 400 BT8R TE



FIPS-140-2 &5 1

M

@ 41 * * /usr/bin/compliance assess -b pci-dss
» EBAE-ER—EZR 345117
45 3 1,2,3,4,5,6,7 * 1 /usr/bin/compliance assess

FIPS-140-2 45 1 &4

7E SuperCluster EFEERIINZR N AIERFAK# T Oracle Solaris BIINZHELRINEE, ZINEE
£3 FIPS 140-2 k5! 1 FF&M4#17 7 I, Oracle Solaris NIZEMEZEZ Oracle Solaris B9HR
RINZFERE, TRMET D FIPS 140 IIERIER, EI1ZIFHAF T EMRIZEHIZ,
XLEFERRANBEFRENZR. B%. 8. SREMMIE. IEH4 R
JHEIWIETNRE, AAXLAZIRM AP RN BIZFTE FIPS 140 B TiE1T.

F% Oracle Solaris IIZZEZR 25, 5 Oracle Solaris #43TE—#2HY OpenSSL S RIZERM £+
X$ FIPS 140-2 k31 1 FFEM#HITTRIE, ZIERZRE T LS Shell M TLS MR
ERHITINE. ciRSIRHEEFIZFEERS FIPS 140 WIRKX TERBEFR V. EFE
FIPS 140 BYIE T FiE1THY, Oracle Solaris #1 OpenSSL (FIPS 140-2 1fft&) =3a%|fERA
FIPS 140 IIERIINZEE B E,

FEBN NREE) BREURE FIPS-140 BIEIETT (Oracle ILOM) [36]o
TRYIE T FIPS IABJBY B Oracle Solaris £ SuperCluster M7 2 #F0&E %,

%Ak CSP EBRES

v1.0 vl.l
XFHREEH
AES: ECB. CBC. CFB-128, CCM. GMAC. GCM #1 CTR #&#=, #%t 128, 192 #1256 (U AR/ | #2311 #2574
AES: XTS #3{, #7256 # 512 iIZEHK/N #2311 #2574
TripleDES: CBC #1 ECB 183, #H3XIZ0%EM 1 #1458 #1560
AEXFFREEER
RSA PKCS#1.5 EZ 4R/ 1024 F 2048 fiL (SHA-1. SHA-256. SHA-384 F1 SHA-512) #1194 #1321
ECDSA 24 M/IIE: P-192. -224. -256. -384 #1-521; K-163. -233. -283. -409 #1-571; B- #376 #446

163. -233. -283. -409 #1 -571

REEFIHTA (Secure Hashing Standard, SHS)

SHA-1. SHA-224. SHA-256, SHA-384 &l SHA-512 ‘ #1425 ‘ #1596
(2) ByE SR

HMAC SHA-1. HMAC SHA-224, HMAC SHA-256, HMAC SHA-384 Fl HMAC SHA-512 (#1425 [ #1596

FEAN N E A 2S

swrand FIPS 186-2 RE#| (4 AL 88 ‘ #1154 ‘ #1222
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FIPS-140-2 £&5l 1 fFF &

#$Ask CSP

EBRS

n2rng FIPS 186-2 BE4/1 48 4 Ak 28 #1152 ‘ #1226

Oracle Solaris 12 7MY FIPS 140-2 &3 1 317 7 IIFI IR B RIRHE,

= Oracle Solaris BYINZHELRINEE R Oracle Solaris R4t FHHRINZBEZERE, BiRET
A FIPS 140 #23R, AP IR AERF TEPETHNAEFRENE, RizE
RARNZEHIZRMENE, XLEEFEERANBEFRENR. @5, 85, E]4%E
FRANSIE. IEPAERFLIIE ARG E B IIEThEE. JH R XLEARIRIVA P RN BERFTE
FIPS 140 ¥\ Fiz1T, B30 passwd e5 <A IKEV2, WIZRERE (30 Kerberos 1
IPsec) fF£A%EH APl EABRIZINZEL,

= OpenSSL XREHR T SSH ] Web E‘Zﬁﬁ&rkﬁiﬂﬂ %o OpenSSL @ REEEFRE
(Secure Sockets Layer, SSL) #1f&4i/2% 2 (Transport Layer Security, TLS) #HX89FF &
TR\, #HEMEE, 1 Oracle Solaris #1, SSH 1 Apache Web AR5528& OpenSSL
FIPS 140 #EREYERAZE, Oracle Solaris 11.2 FHt OpenSSL BY FIPS 140 ARZs, ZhRkas
BIEFREEAEFER, (B Oracle Solaris 11.1 FEMIFIRRZ< 2 8EE Solaris SSH 8,
A FIPS 140-2 IREEERGAKE CPU, FIUBINERATABAEN. EAEE
5, EBHHEHEFIPS 140 RATERRHEEHEEERE,

B X7 Oracle Solaris _£/Z 8 FIPS-140 12 EEMNE LSS, FSIH "Securing the Oracle
Solaris 11 Operating System" (FfR Oracle Solaris 11 I#ERZ T L) R FRA A (Using
a FIPS 140 Enabled System in Oracle Solaris 11.2) ( {1 Oracle Solaris 11.2 FRfEA 1
FIPS 140 BYR %) ) BISXAY, BIHEA: http://docs.oracle.com/cd/E36784 01o


http://docs.oracle.com/cd/E36784_01
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1R SuperCluster M7 RN R G LS

UTEBNRT Er]ARERFNENE S EHIREIF L2 MR SuperCluster M7 £&751TH
ge:

»  “EIE SuperCluster 24" [113]

n MRS [116]

s CHGFIEHER [118]

E18 SuperCluster 214

SuperCluster M7 #| B &M= RN R L EIEINEE, B35 Oracle ILOM. Oracle Enterprise
Manager Ops Center. Oracle Enterprise Manager #1 Oracle Identity Management Suite, &
EJLER D #1T 7T IFANA:

» “Oracle ILOM Z2EIE" [113]

= “Oracle Identity Management Suite” [114]

m  “Oracle Key Manager” [114]

m  “Oracle Engineered Systems Hardware Manager” [115]

m  “Oracle Enterprise Manager” [115]

m  “Oracle Enterprise Manager Ops Center (RJi%) ”[116]

Oracle ILOM ¢ &1§

Oracle ILOM ZH#XN ¥ % SuperCluster M7 H{4RIARSS A0 IESS, {#F Oracle ILOM AJLAA
T HEINEIRERD:
n  RHZLEVIAE LT SuperCluster HHF TR EMIRRITIZEIR, HRIEES SSL &

IFEIET Web BUIAIR]. R Z S Shell B9a <4741 ARz IPMI v2.0 F0 SNMPv3
W

#fR SuperCluster M7 &5 RHR S 113



&1 SuperCluster 2%

114

» A RBAC REDBIRIEENR, IZTAFRPEREAE, URGIMITAIHITEI)
Ao

o RHAXAEERNEEENZINHITIER. STHITEEREHITIHRITIRE
AP B, (EBhItThEE, ERILUGNIRETRINAERDEL, HBERITXE
BRIFBISERF.

BXEZER, BESH Oracle Integrated Lights Out Manager 1%, PItAI: http://
docs.oracle.com/en/hardware/?tab=4

Oracle Identity Management Suite

Oracle Identity Management Suite B IE2—MALKABEF SO Mk NimEind s E . %
EHEZRHREATR. BT Web BUiERIEH. Web RESZ M. SMEE. BIIIEUNRE
HBIF R ER,.

Oracle Identity Management B] LURH—MNEES M FE S, FXEENEIAETE Oracle
SuperCluster Eiz{THIN AIEFMARSS, MEEEEIHIRIEIE Oracle SuperCluster HEKEE
Bt &5 AR S5 o

BXEZEE, 1B52% Oracle Identity Management 4%, MitA:

http://www.oracle.com/technetwork/middleware/id-mgmt/documentation/
index.html

Oracle Key Manager

Oracle Key Manager @ — M2 HMNZHEE RS (key management system, KMS), B LAE
K ARFIPEREE SNNE R AN EEM S,

Oracle Key Manager £fEEE R BRESER ANARGHZREWERIFME, AIUER
BT ERENHE RN ER. LWINEETERMNIRIEIFERIETT, NEBAEEMN EIRE
SREISCHESR G IRIEHIFIAE N E, HiEEMMSZHF Oracle B Sun Crypto Accelerator 6000
PCle & (—FIPS 140-2 SIEEHR2EIR) hRIPNL2EFHE,

7E SuperCluster BYIF1EH, Oracle Key Manager B] LUEAX. fRIFAIEIERY Oracle
StorageTek MNZMEH. FRFEBEIRINZTHEEIMZERY Oracle Database LA Oracle
Solaris 11 OS EANEERY ZFS X4 RS ARINE ZE AR

BXEZEE, 152% Oracle Key Manager X414, Wit :

http://docs.oracle.com/cd/E26076_02
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&1 SuperCluster Z£ 1%

Oracle Engineered Systems Hardware Manager

Oracle Engineered Systems Hardware Manager & F BUI B9H 1R AIRVEHEETH,
# Oracle RS ARFEH. BEXIFAMEE, 1EBR (Oracle SuperCluster M7 Series Owner's
Guide: Administration) o

Oracle Engineered Systems Hardware Manager S3EfHIIEE R

= SuperCluster M7 A %13
Oracle Engineered Systems Hardware Manager F] AR £t 7Zf#FfH SuperCluster M7 F&
HRIFRB W KPR BZD, REFERXLLEZIGREIE SuperCluster M7 214,
SEAZEBAEENE, EMAERFHZEER Oracle Engineered Systems Hardware
Manager N A2

w  ZAHIISIE

Oracle Engineered Systems Hardware Manager S5 M AMAFKF, —MKPBRAE
P R SRE 3 189FE E Hl Oracle Engineered Systems Hardware Manager & I£ARSS
WP, S— MK Oracle REARARIEE. ZIFHLHE SuperCluster M7 B,

Oracle Engineered Systems Hardware Manager $2fft A F 2t & 18 %R,

o FIOHRR-EBRECHEVEBEREEENAREFEN, NMHRRBEESERNE R
o

* - BXTHRRKKE, FERENEILELE.

» jEH —Oracle Engineered Systems Hardware Manager & FIEBRIFITBEIRS 285
Oracle Engineered Systems Hardware Manager fR552341 BUI Z [BIRVIE(5. XLEIEHE
ZERREEENEIE, TS SuperCluster LI 2M—R, B2, SIIAIUBTRAT
PIRERIIEBFE .

» 3% —30R Oracle Engineered Systems Hardware Manager 18 F B 4815 O 5 &89 1k
HERAR, AILUE#ATTERE. £ANRRO 8001 F) 8004 (B2% 8001 # 8004)

BXECEWEA, 1E31# (Oracle SuperCluster M7 Series Owner's Guide: Administration)) o

Oracle Enterprise Manager

Oracle Enterprise Manager Eff@— M2 EMNERXZBIERRA R, EETNARE
. FRiEI. EURERAEMEINEMSEMERERERE (FH Oracle Enterprise
Manager Ops Center) o Oracle Enterprise Manager feft A FEIER A
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o ZRNVAER. PEEFMBIEENIFALMN. SHEH. B, TEEE. R
B. FaMEENkE.

s FEEFUEPEIF LS MREILE U REIREARIARITHIF F I3RS, XTXLLETIEE
BIAR A PR FIRAA R, NMBAREEIFNZIRESE. &/VEIR 71 531E
NS MHER,

» SRMERAKMAAETRIIE. AREREFNEENET, MMRREURZE/
F U5 SuperCluster B EIE,

BXEZEE, 152% Oracle Enterprise Manager X414, PHEA: http://www.oracle.
com/technetwork/oem/grid-control/documentation/oem-091904.html

Oracle Enterprise Manager Ops Center (B]i%)

Oracle Enterprise Manager Ops Center z2—M AJ1ERFZ A, B FFEIE Oracle SuperCluster
HN—LeL M A,

{79 Oracle Enterprise Manager E489—%&843, Oracle Enterprise Manager Ops Center &2 —
IMREBHEIERRAR, NRSEE. OS. B, Bl Xig. EFEMNNESERMH
T—1NEER@,

& B LAfEA Oracle Enterprise Manager Ops Center 73 ECX I IBF I EIN AR KESHEIRIFIA
PR, EMEEREER. NRFEUNREEEMEEZIR, Oracle Enterprise Manager Ops

Center Z¥FZ ke, FEEMILINIEBEEMMEERE. B EFAIINLZ2RALKRER
o

BEXE LSS, 135 Oracle Enterprise Manager Ops Center 315, Wit/I: http://
docs.oracle.com/cd/E27363_01/index.htm

3% - X F LLETHY Oracle Enterprise Manager Ops Center iizZ<, Ops Center 221 M
SuperCluster &4t _E&#HiE1To M Oracle Enterprise Manager Ops Center 12c Release 2
(12.2.0.0.0) Z1ThRRFF4E, Ops Center BRI #AZNTE SuperCluster R UINN RS LR EE
170

TN TFTRHEEREERE MMM KN, BOAMETHEEXERMNINE, EomfE
FXEETNRERIG T IT M RRVINIR, BMMAME TN BAREEREETIMENNLEHER
’I\i lo

116 Oracle SuperCluster M7 &5 & £155 » 2016 F£ 2 B


http://www.oracle.com/technetwork/oem/grid-control/documentation/oem-091904.html
http://www.oracle.com/technetwork/oem/grid-control/documentation/oem-091904.html
http://docs.oracle.com/cd/E27363_01/index.htm
http://docs.oracle.com/cd/E27363_01/index.htm

SuperCluster M7 AR5 RG7EARSS 28 WS, BUREMEFERRMA T 2@ ERMEITI)
B8, MMIARAURFEERFBEFITHTEEERK,

TENLIBANAT TEARMEBEEER SAFETT:
s CTERREEM [117]

s CBIEEESH IS AR T [117]

n PRI IEAE” [118]

T e far sl

Oracle Solaris 0S E5—1M2EMHEITLE, SHUSMERIEE. KSTAREEN
HNRZERAAR. ZIESERE, fiRfteR. SEXIEESAPHITER.

B ASECE IMER Oracle Solaris Zones BY, 81MXKIGHNHEIHERAFEESREXIEH,
LARR IESTE# 178 K,

Oracle Solaris EHITRE T HERRFAHE (syslog) TEKHEINHERAXEZRZWESHIN
BB TFE AW NN TR ARSS BT LAEEA Oracle Solaris R iTHiE RIEA M INMNEHIT S
AR S

Oracle VM Server for SPARC FIIFBZ#/] Oracle Solaris Bt TEXR IR 5 BB EF0ig
EIEXBLAVIRER S G,

BXEZEE, 1584 Oracle Solaris T2 /E NPV YEFTFI 2P Oracle Solaris &£ 14 S0
73, M.

http://docs.oracle.com/cd/E26502_01
SRR AT A B It

f&Bh Oracle Database SY4RIEEERITHISZ 1, &0 LUE I RIEREF M HAE R E M4
HREEIHE R, WIhEErI & EIBR SR EREMBURE SN L, HR/EBESHITE
hRBERIFF$H,

Oracle Audit Vault and Database Firewall A] ASEFREIRHIEEFEHITIRE, HENIGHITH
EESIHRE2RZAABEET. ZRHEEANERSEEREMAENES), SIFHNA
FETIMEIEESEMAIE R, Oracle Audit Vault and Database Firewall £ IR EFIAT
EMNBEFMERIUEEES, FRETIFMAEERIFHEENRTES.

FUH Oracle Audit Vault and Database Firewall, BJLAXIB]AEZR AR LTG0 =18 500
BRSNS ERIR T E NN ER, XEZERTURNEIERANBRPENXNEHS
M, HENeIBENAP KA HERESBREENE,
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RAEME B

Oracle Audit Vault and Database Firewall Remote Monitor 5] LR SEINEUREZ 2t S
o IHEETOHIEEEIERONBRBERE, HIMINBRERSE. RERNEE
&fl. SQL FENREMEM. ERGFERETER SQL BEANAZE, rIEBEHRIRA!
A ERRVEIE EE SR B,

BXEZEE, 155 Oracle Audit Vault and Database Firewall 314, RHEN: http://
docs.oracle.com/cd/E37100_01/index.htm

P48 s 4

RIERSENNNEHITEER, FEEHHITRENLER,
FEEULTENUHBERN RN AT IZH RN R 2 M

» EEAEULAMAENES, ARECHAANLTSERBITH I,
n XWAEPHIARRNESHITESRNE, LUBERIENM Oracle ILOM K ERIFAE,

BEXEZ{EE, 1857 Oracle Solaris 0S WX £IEM:

m  Oracle Solaris 11 OS—http://www.oracle.com/goto/Solarisll/docs
m  Oracle Solaris 10 OS—http://www.oracle.com/goto/Solarisi6/docs

MREFME G E

SuperCluster M7 RFIRFBIEFHTE QFSDP Higfit, L QFSDP =EIRTEFFTE AN,
I BCE BT RFA B A 4E7E Oracle B—E R MR G A A & LizTTo

3 M My Oracle Support JREXERHHY QFSDP, Pt/ http://support.oracle.com

BRZLFNIREMNESHRIFEHAEE, 1B5S1@ (Oracle SuperCluster M7 25\~ it
BAY o MOS f&ifl 1605591.1 TB T SAIFRENL ™= it BB

T - REEIRER Oracle XRFARBVEWN, MIMALR. EFTEN R NAGHIT RN ELE
#F'o
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EFiERSS 2RNECE RS, 86
BRINRE, 29
L4 shell IR, BB&, 51
Z2fRE, 13
Z2EIE
Oracle Identity Management Suite, 114
Oracle ILOM, 113
LRGN, 110
e
EIE, 113
Z2WIEN5IT, BA, 69, 70
ASLR, BH, 57

B
[EN
IB HRANEH, 98
Oracle ILOM, 36
SuperCluster X4, 50, 84
ZFS FEg &M, 74
S
Exadata 2RSS 288, 83
IB 3344/, 97
OBP, , 34
Oracle ILOM, 35
ZFS Fi#ig#&, 73
KRR, 97
s, , 33
ITRRSEE, 49
RIPIZOEEDE, 61
Lyl
Exadata 2RSS 288, 93

Oracle ILOM, 47
Ao EeBEXiH, iLE, 68
Ao eR/HXE, iLE, 67
RE[HAITHER, SREISEHE, 62

C
R, £2, 13
BRI ZFS $IEE, 65

compliance 3, 107

D
BERE
Exadata TZfi5iR55288 OS, 83
IB X424/, 97
Oracle ILOM CLI, 35
ZFS 178, 73
1+ ERR5528 PDomain, 49
BERESIRA
Exadata TZfi5AR5528, 93
Oracle ILOM, 47
XFFREER, 110
ZEE, ™%, 57

E

Exadata TZfiiR$S 28
Exadata TZfi5iR$5 28, 83
fxiP, 83
NFEIMLEARSS, 85
R2EERT, 86
M REAE, 85
BOFEoniEsy

SSH, 92
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E]

&R shell, 92
ERTHBERLECE, 86
BERS, 84
A Oracle ILOM &% &i418], 87
BIEMLERE, 93
ficE

ZREHEICRIKEE, 89

BILE 2N, 88

ZRB4 i, 91

5| SEHIEFZE, 87

BRESHE, 93

RAKFPIE, 88

IERMBIEIEIR, 90
PRH&IZFE SSH root 151a], 88
PREITAZLE151R], 93
AR P AZES, 83

Exadata 7Rk 528 LBV 4 S HA, 91

F
BhA3E, 22
WiRlEE, 22
EXTREREA, 110
FEMkRsE
{EH cron {EWARY, 109
SSETAERE, 107
FEMHEIT, 25, 107
FIPS-140
LU &R AEREINIETT (Oracle ILOM), B, 36
%A1 {FEM, 110
INATIEE, 110

G
RE, ¥, 13
B
Exadata 7Zf#BRS528 %55, 84
IB XM LB root A0 nmuser 2285, 99
IB M Z5ES (Oracle ILOM), 99
ZFS Zfi#1%% root 43, 74
MUK MAZIRH RS, 105
HEIRSERINEG, 49
TS, 117
RFAHIMEIRS
Exadata ﬁﬁ%ﬂ&%%g: 85, 85
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IB X841, 100, 100
Oracle ILOM, 38, 38
ZFS TZf#i%%&, 75, 75
THEARSS28, 52, 52
E4EH, 118
E1IZ SuperCluster T2 %, 113
BIRMLE, 13
GSS, 2/, 60

H
IDEEHE, fRIF, 61

|
IB RS ML, 13
IB A
fR3F, 97
NFFHIMLEARSS, 100
ML RLEE, 101
2
Oracle ILOM %83, 99
root ¥ nmuser Zfg, 99
BRIINBERIUEH, 104
g3, 97
B 4hk4s, 98
Z=H
ARERRS, 101
RIRHLHER SNMP thIY, 103
MLEPRES, 100
&
CLI &=iE#8hY, 105
SNMP HIPAFFTE, 103
$gM@ HTTPS BY HTTP EEM, 102
AR P F1Z5ES, 98
IB X _EBIMILERRE, 100
intrd fRSS, BH, 53
1P i385 A&, 22, 59

J

AUEEH, 33

HERSES
&M, 49



]

RFBIMEARSS, 52
MY RELAE, 53
BRE, 49
ERAKRENRS, 54
AR P AIZES, 50
piipeaEs]
ZFS #IRE, €&, 65
Xig=|8), BH, 63
EFAR, 18
n#E=4e, 18
B, 116
T{etafa, 117
BIREERD, 117
WL, 118
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