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Understanding Quorum Disk Manager

This chapter contains the following topics:

= “Overview of Quorum Disk Manager” on page 7
m  “Software Requirements for Quorum Disk Manager” on page 8

Overview of Quorum Disk Manager

The Quorum Disk Manager utility is a new feature in Oracle SuperCluster release 2.3.

Using this utility, you can create an iSCSI quorum disk on two of the database domains and
store a voting file on those two quorum disks. These two additional voting files are used to meet
the minimum requirement of five voting files for a high redundancy disk group. This feature is
only applicable to Oracle SuperCluster systems that meet the following requirements:

m  The Oracle SuperCluster rack has fewer than five storage servers
m  The Oracle SuperCluster rack has at least two database domains
®=  You will have at least one high redundancy disk group

This feature allows for the voting files to be stored in a high redundancy disk group on Oracle
SuperCluster racks with fewer than five storage servers by creating two extra failure groups.

Without this feature, on Oracle SuperCluster racks with fewer than five storage servers,
voting files are stored in a normal redundancy disk group. This makes the Grid Infrastructure
vulnerable to a double partner storage server failure that results in the loss of the voting file
quorum, which then leads to a complete cluster and database outage. Refer to My Oracle
Support note 1339373.1 to restart the clusterware and databases in this situation.

The iSCSI quorum disks are stored inside the ZFS storage appliance and are available for
each domain, so they have the benefit of high availability. Systems with three Exadata storage
servers require two quorum devices for high redundancy.

m  In SuperCluster M8 and SuperCluster M7, the two ZFS storage controllers are set in
an active-active configuration. On an active-active ZFS storage appliance system in
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Software Requirements for Quorum Disk Manager

a correctly-configured SuperCluster M8 and SuperCluster M7 (one that has been set

up using best practices), one iSCSI quorum disk device will be created on each ZFS
storage controller. During controller failover, the quorum device associated with the failed
controller will temporarily become unavailable.

m  In SuperCluster T4-4, T5-8 and M6-32, the two ZFS storage controllers are set in an active-
passive configuration. On an active-passive ZFS storage appliance system, both iSCSI
quorum disk devices will be created in the same pool. During controller failover, both
quorum devices will temporarily become unavailable.

The Quorum Disk Manager utility (quorumdiskmgr) is used to create and manage all the
necessary components for implementing this feature, including the iSCSI configuration, the
iSCSI targets, the iSCSI LUNSs, and the iSCSI devices. For more information on the Quorum
Disk Manager utility, see “Quorum Disk Manager Reference” on page 33.

This feature is applicable to Oracle RAC clusters with Database I/O Domains, dedicated
Database Domains, and zones on dedicated Database Domains or Database I/O Domains. For
Oracle RAC clusters with zones on dedicated Database Domains or Database I/O Domains, the
quorum disk devices are created and managed from its corresponding global zone.

Software Requirements for Quorum Disk Manager

To use this feature, the following releases are required:

m  Oracle SuperCluster ExaFamily software release 2.3 and above, which is available in the
SuperCluster release 2.3 and in the January 2017 QFSDP

m  Patch 23200778 for all Database homes

m  Oracle Database 11.2.0.4 and above

m  Oracle Clusterware/Grid version 12.1.0.2 BP161018 or higher
= OEDA January 2017 release and above

V¥ Set Up Public Key Authentication for ZFS Storage
Controllers

You must set up public key authentication on the ZFS storage appliance for the ZFS storage
controllers for the first two global domains before using the quorumdiskmgr tool. You do
not have to set up public key authentication from non-global zones, but it is required for its
corresponding global zones.
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Set Up Public Key Authentication for ZFS Storage Controllers

Log in to the first ZFS storage controller using the CLI.

To log in remotely using the CLI, use an ssh client. If you have not configured other users to
administer the appliance, you must log in as root. When you log in, the CLI prompt consists of
the hostname, followed by a colon, followed by a greater-than sign:

% ssh root@zfs-controller1-hostname

Password:

Last login: Mon Oct 13 15:43:05 2009 from kiowa.sf.fishpo
zfs-controller-hostname: >

where zfs-controller1-hostname is the host name for the first ZFS storage controller.

Set up the public key authentication on the first ZFS storage controller for the
first global zone:

zfs-controller1-hostname:> configuration preferences keys

zfs-controller1-hostname: configuration preferences keys> create

zfs-controller1-hostname: configuration preferences key (uncommitted)> set type=DSA
zfs-controller1-hostname: configuration preferences key (uncommitted)> set key="DSA-key-text"

key = DSA-key-text == (uncommitted)

zfs-controller1-hostname: configuration preferences key (uncommitted)> set comment="fw-logl"

comment = fw-logl (uncommitted)

zfs-controller1-hostname: configuration preferences key (uncommitted)> commit
zfs-controller1-hostname: configuration preferences keys> show

Keys:

NAME

key-000

MODIFIED TYPE  COMMENT
10/12/2009 10:54:58  DSA fw-logl

The DSA-key-text is the key text itself (usually hundreds of characters), without spaces.
Repeat Step 2 for the second global zone.

Log out of the first ZFS storage controller:

zfs-controller1-hostname:> exit

Note - You do not have to repeat this procedure for the second ZFS storage controller. When
you set up the public key authentication on the first ZFS storage controller, it appears when you
log in to the second ZFS storage controller.

Log in to the first global zone in your system, if you are not logged in already.

Verify that you set up the public key authentication correctly:

% ssh root@zfs-controllerl-hostname hostname
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Set Up Public Key Authentication for ZFS Storage Controllers

where zfs-controller1-hostname is the host name for the first ZFS storage controller.

You should be able to log in to the ZFS storage controller successfully and see the CLI prompt.

7. Repeat Step 5 and Step 6 for the second global zone.
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Adding Quorum Disks to Database Domains

These instructions describe how to add quorum disks to an existing SuperCluster system that
has never had quorum disks set up previously:

= “New Deployments on Oracle SuperCluster 2.3 or Later ” on page 11
m  “Add Quorum Disks to Database Domains or Zones” on page 11

If you have a SuperCluster system where you have quorum disks set up already but you want to
make changes (such as removing quorum disk functionality or changing configurations where
quorum disk functionality is in place), see “Changing Existing Configurations” on page 27.

New Deployments on Oracle SuperCluster 2.3 or Later

If you purchased a new SuperCluster system running release 2.3 or later, your Oracle installer
will implement this feature by default when all of the following requirements are satisfied:

m  The system has at least two database domains and fewer than five storage servers.
®  You are running OEDA release January 2017 or later.

= You meet the software requirements listed in “Software Requirements for Quorum Disk
Manager” on page 8.

= You will have at least one high redundancy disk group.

If the system has three storage servers in place, then two quorum disks will be created on the
first two database domains of the cluster selected by your Oracle installer.

If the system has four storage servers in place, then one quorum disk will be created on the first
database domain selected by your Oracle installer.

Add Quorum Disks to Database Domains or Zones

If you purchased a new SuperCluster system running release 2.3 or later, your Oracle installer
should have already implemented the quorum disk feature as part of the initial installation. You

Adding Quorum Disks to Database Domains 11
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12

do not have to follow these instructions to manually add quorum disks to database domains in
that case.

However, if you have an existing SuperCluster system that was set up with a software version
earlier than version 2.3 and your SuperCluster system meets the following requirements:

m  The SuperCluster system has fewer than five storage servers
m  The SuperCluster system has at least two database domains
= You will have at least one high redundancy disk group

Then you can take advantage of the quorum disk feature by upgrading your software to release
2.3 or later and then implementing this feature manually using the instructions in this chapter.
Your SuperCluster system must meet the requirements provided in “Software Requirements for
Quorum Disk Manager” on page 8 and must be running Oracle Database 11.2.0.4 or above to
use the quorum disk feature.

The procedure to add quorum disks varies, depending on the type of database domain or zone
that you are adding the quorum disks to:

m [f you are adding quorum disks to dedicated Database Domains or Database I/O Domains
(global zones), then follow the instructions in “Add Quorum Disk to Database Domains
(Global Zones)” on page 12.

m  [f you are adding quorum disks to zones in dedicated Database Domains or Database 1/

O Domains (non-global zones), then follow the instructions in “Add Quorum Disks to
Database Zones (Non-Global Zones)” on page 17.

Once you have completed the procedures in one of those two sections, you will complete
the quorum disk configuration process using the instructions in “Complete the Quorum Disk
Configuration” on page 21.

Add Quorum Disk to Database Domains (Global
Zones)
The example in this section creates quorum disks for a small rack configuration with two

database domains: db01 and db02. On both db01 and db02, there are two InfiniBand interfaces:
bondib0 and bondib1.

You can find the network interfaces to be used for communication with the iSCSI devices using
the following command:

$ oifcfg getif | grep cluster_interconnect | awk '{print $1}'

You can find the IP address of each interface using the following command:
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ipadm show-addr interface_name
The InfiniBand IP addresses for this example are as follows:

m  On the first database domain (db01):
m  Network interface: bondib0, IP address: 192.168.10.45
m  Network interface: bondib1, IP address: 192.168.10.46
= On the second database domain (db02):
m  Network interface: bondib0, IP address: 192.168.10.47
m  Network interface: bondib1, IP address: 192.168.10.48

The ASM disk group to which the quorum disks will be added is DATAC1. The ASM owner is
grid, and the user group is dba.

Initially, the voting files reside on a normal redundancy disk group RECOC1:

$ $GRID HOME/bin/crsctl query css votedisk

## STATE File Universal Id File Name Disk group

1. ONLINE 21f5507a28934f77bf3b7ecf88b26c47 (0/192.168.76.187;192.168.76.188/
RECOC1 CD 00 celadml2) [RECOC1]

2. ONLINE 387f71eeB81f14f38bfbdf0693451e328 (0/192.168.76.189;192.168.76.190/
RECOC1 CD 00 celadml3) [RECOC1]

3. ONLINE 6f7fab62e6054fb8bf167108cdbd2f64 (0/192.168.76.191;192.168.76.192/
RECOC1 CD 00 celadml4) [RECOC1]

Located 3 voting disk(s).

Note - For several of the steps in this procedure, you must perform a process first on the first
database domain, wait for that process to finish on the first database domain, then perform the
same process on the second database domain, then wait for that process to finish on the second
database domain before moving on to the next step.

To create the quorum disks:

Verify that your SuperCluster system fulfills the proper software requirements
and that you have set up the public key authentication for the ZFS storage
controllers, if necessary.

See “Software Requirements for Quorum Disk Manager” on page 8 and “Set Up Public Key
Authentication for ZFS Storage Controllers” on page 8 for more information.

Log into the first database domain (db01) and the second database domain (db02)
as a root user.
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In this procedure, it is assumed that you have two separate terminal windows where you are
able to run steps on the first database domain (db01) in one terminal window and steps on the
second database domain (db02) in the second terminal window, and you are able to see when a
process has completed in the db01 terminal window before running that same step on the db02
terminal window.

Note - The following commands use - -owner=oracle and - -group=dba as examples. Replace
the owner and group information in the following commands with information that is valid for
your setup.

3.  On the first database domain, create quorum disk configurations:

db0O1# /opt/oracle.SupportTools/quorumdiskmgr --create --config --owner=oracle --
group=dba --network-iface-list="bondib@, bondibl"

4. Wait until the process has completed on the first database domain, then, on
the second database domain, run the same command to create quorum disk
configurations:

db02# /opt/oracle.SupportTools/quorumdiskmgr --create --config --owner=oracle --
group=dba --network-iface-list="bondib@, bondibl"

5. Verify that the configurations have been successfully created on the first and
second database domains.

a. Enter the following command on db01:

db01# /opt/oracle.SupportTools/quorumdiskmgr --list --config

b. Enter the same command on db02:

db02# /opt/oracle.SupportTools/quorumdiskmgr --list --config
Output similar to the following appears for both db01 and db02:
Owner: oracle
Group: dba

ifaces: bondib@,bondibl

[SUCCESS ] Successfully list quorumdisk config file

6. On the first database domain, create a target for ASM disk group DATAC1 and
make the target visible to both the first and second database domains.
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db0O1# /opt/oracle.SupportTools/quorumdiskmgr --

create --target --asm-disk-group=datacl --visible-

to="db01_bondib0_IPaddress, db01_bondibl_IPaddress, db02_bondib0_IPaddress, db02_bondibl_IPaddress"
For example:

db01# /opt/oracle.SupportTools/quorumdiskmgr --create --target --asm-disk-group=datacl
--visible-t0="192.168.10.45, 192.168.10.46, 192.168.10.47, 192.168.10.48"

Wait until the process has completed on the first database domain, then, on the
second database domain, run the same command to create a target for ASM disk
group DATAC1 and make the target visible to both the first and second database
domains.

db02# /opt/oracle.SupportTools/quorumdiskmgr --
create --target --asm-disk-group=datacl --visible-
to="db01_bondib0_IPaddress, db01_bondibl_IPaddress, db02_bondib0_IPaddress, db02_bondibl_IPaddress"

For example:

db02# /opt/oracle.SupportTools/quorumdiskmgr --create --target --asm-disk-group=datacl
--visible-t0="192.168.10.45, 192.168.10.46, 192.168.10.47, 192.168.10.48"

Verify the target has been successfully created on both database domains.

a. Enter the following command on the first database domain:
db01# /opt/oracle.SupportTools/quorumdiskmgr --list --target
On the first database domain, output similar to the following appears:
Name: ign.1986-03.com.sun:02:080a%9aa9-3cla-cd96-b80e-a812ce744211
Size: 128 MB
Lun: QD datacl dbol
Host name: DBO1
ASM disk group name: DATAC1
Visible to: 192.168.10.45, 192.168.10.46, 192.168.10.47, 192.168.10.48

Discovered by:

[SUCCESS ] List lun(s)

b. Enter the same command on the second database domain:
db02# /opt/oracle.SupportTools/quorumdiskmgr --list --target

On the second database domain, output similar to the following appears:
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Name: ign.1986-03.com.sun:02:080a%9aa9-3cla-cd96-b80e-a812ce744111
Size: 128 MB

Lun: QD datacl db02

Host name: DBO2

ASM disk group name: DATAC1

Visible to: 192.168.10.45, 192.168.10.46, 192.168.10.47, 192.168.10.48
Discovered by:

[SUCCESS ] List lun(s)

9. On the first database domain, create devices from targets on both database
domains.

db01# /opt/oracle.SupportTools/quorumdiskmgr --create --device --target-ip-
list="db01_bondib0_IPaddress, db01_bondibl_IPaddress, db02_bondib0_IPaddress, db02_bondibl_IPaddress"

For example:

db01# /opt/oracle.SupportTools/quorumdiskmgr --create --device --target-ip-
1ist="192.168.10.45, 192.168.10.46, 192.168.10.47, 192.168.10.48"

10. Wait until the process has completed on the first database domain, then, on the
second database domain, run the same command to create devices from targets
on both database domains.

db02# /opt/oracle.SupportTools/quorumdiskmgr --create --device --target-ip-
list="db01_bondib0_IPaddress, db01_bondibl_IPaddress, db02_bondib0O_IPaddress, db02_bondibl_IPaddress"

For example:

db02# /opt/oracle.SupportTools/quorumdiskmgr --create --device --target-ip-
1ist="192.168.10.45, 192.168.10.46, 192.168.10.47, 192.168.10.48"

11.  Verify the devices have been successfully created on both database domains.

a. Enter the following command on the first database domain:

db01# /opt/oracle.SupportTools/quorumdiskmgr --list --device

b. Enter the same command on the second database domain:
db02# /opt/oracle.SupportTools/quorumdiskmgr --list --device
Output similar to the following appears on both db01 and db02:

Device path: /dev/exadata_quorum/QD_DATAC1_DB01
Size: 128 MB
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12.

Host name: DBO1
ASM disk group name: DATAC1

Device path: /dev/exadata quorum/QD_DATAC1 DBO2
Size: 128 MB

Host name: DBO2

ASM disk group name: DATAC1

[SUCCESS ] List devices

Complete the quorum disk configuration process.

Go to “Complete the Quorum Disk Configuration” on page 21 for those instructions.

Add Quorum Disks to Database Zones (Non-
Global Zones)

The example in this section creates quorum disks for a small rack configuration with two
database zones: zone01 and zone02.

For non-global zones (zones within a dedicated Database Domain or Database I/0 Domain),
additional parameters are needed when you run the quorumdiskmgr tool, even though the
quorum devices are managed from the global zone. Specify the non-global zone that will be
affected to the quorumdiskmgr tool using the parameter - - zone-name. Also, you will run the
steps in the procedure in this section as the root user on the global zone (the Database Domain
hosting the zones).

To create the quorum disks:

Verify that your SuperCluster system fulfills the proper software requirements
and that you have set up the public key authentication for the ZFS storage
controllers, if necessary.

See “Software Requirements for Quorum Disk Manager” on page 8 and “Set Up Public Key
Authentication for ZFS Storage Controllers” on page 8 for more information.

Get the necessary IP address information for each non-global zone.
m  On the first non-global zone, enter the following command:
zoneOl# ipadm show-addr bondib0

Output similar to the following appears - note the IP address provided in the ADDR column
(in this case, 192.168.10.1):
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ADDROBJ TYPE STATE ADDR
bondib0/v4 static ok 192.168.10.1/22

®  On the second non-global zone, enter the following command:
zone02# ipadm show-addr bondib@

Output similar to the following appears - note the IP address provided in the ADDR column
(in this case, 192.168.10.2):

ADDROBJ TYPE STATE ADDR
bondib@/v4 static ok 192.168.10.2/22

3. Log into the global zone (the Database Domain hosting the zone) as a root user.

4. On the global zone, create the quorum disk configuration for the first non-global
zone:

/opt/oracle.SupportTools/quorumdiskmgr --create --config --owner=oracle --group=grid --
network-iface-list="bondib0@" --zone-name=zone0l

Where zone01 is the name of the first non-global zone.

5. On the global zone, create the quorum disk configuration for the second non-
global zone:

/opt/oracle.SupportTools/quorumdiskmgr --create --config --owner=oracle --group=grid --
network-iface-list="bondib0@" --zone-name=zone(2

Where zone02 is the name of the second non-global zone.

6. Verify that the configurations have been successfully created on the first and
second non-global zones.

a. Enter the following command on the non-global zone zone01:

/opt/oracle.SupportTools/quorumdiskmgr --list --config --zone-name=zone(Ol

b. Enter the same command on the non-global zone zone02:

/opt/oracle.SupportTools/quorumdiskmgr --list --config --zone-name=zone(02
Output similar to the following appears for both non-global zones zone01 and zone02:
Owner: oracle

Group: dba
ifaces: bondib®,bondibl
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[SUCCESS 1 Successfully list quorumdisk config file

On the global zone, create a target for the first non-global zone:

/opt/oracle.SupportTools/quorumdiskmgr --create --target --asm-disk-group=datacl —-
visible-to="zone01l_IP_address, zone02_IP_address" --zone-name=zone(01l

For example:

/opt/oracle.SupportTools/quorumdiskmgr --create --target --asm-disk-group=datacl —-
visible-t0="192.168.10.1, 192.168.10.2" --zone-name=zone0l

On the global zone, create a target for the second hon-global zone:

/opt/oracle.SupportTools/quorumdiskmgr --create --target --asm-disk-group=datacl —-
visible-to="zone01_IP_address, zone02_IP_address" --zone-name=zone(02

For example:

/opt/oracle.SupportTools/quorumdiskmgr --create --target --asm-disk-group=datacl —-
visible-t0="192.168.10.1, 192.168.10.2" --zone-name=zone02

Verify the target has been successfully created on the first and second non-
global zones.

a.

Enter the following command on the first non-global zone (zone01):
/opt/oracle.SupportTools/quorumdiskmgr --list --target --zone-name=zone(Ol
On the first non-global zone, output similar to the following appears:

Name: ign.1986-03.com.sun:02:080a%9aa9-3cla-cd96-b80e-a812ce744211
Size: 128 MB

Lun: QD datacl zone0l

Host name: ZONEOQ1

ASM disk group name: DATAC1

Visible to: 192.168.10.1, 192.168.10.2

Discovered by:

[SUCCESS ] List lun(s)
Enter the same command on the second non-global zone (zone02):
/opt/oracle.SupportTools/quorumdiskmgr --list --target --zone-name=zone(2

On the second non-global zone, output similar to the following appears:

Name: iqgn.1986-03.com.sun:02:080a%aa9-3cla-cd96-b80e-a812ce744111
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10.

11.

12.

Size: 128 MB

Lun: QD _datacl zone02

Host name: ZONE02

ASM disk group name: DATAC1

Visible to: 192.168.10.1, 192.168.10.2
Discovered by:

[SUCCESS ] List lun(s)

On the global zone, create devices for the first non-global zone:

/opt/oracle.SupportTools/quorumdiskmgr --create --device --target-ip-
list="zone01_IP_address, zone02_IP_address" --zone-name=zone(l

For example:

/opt/oracle.SupportTools/quorumdiskmgr --create --device --target-ip-list="192.168.10.1,
192.168.10.2" --zone-name=zone0l

On the global zone, create devices for the second non-global zone:

/opt/oracle.SupportTools/quorumdiskmgr --create --device --target-ip-
list="zone01_IP_address, zone02_IP_address" --zone-name=zone(2

For example:

/opt/oracle.SupportTools/quorumdiskmgr --create --device --target-ip-list="192.168.10.1,
192.168.10.2" --zone-name=zone02

Verify the devices have been successfully created on the first and second non-
global zones.

a. Enter the following command on the first non-global zone (zone01):

/opt/oracle.SupportTools/quorumdiskmgr --list --device --zone-name=zone(Ql

b. Enter the same command on the second non-global zone (zone02):
/opt/oracle.SupportTools/quorumdiskmgr --list --device --zone-name=zone(2

Output similar to the following appears on both zone01 and zone02:

Device path: /dev/exadata quorum/QD DATAC1 ZONEQ1

Size: 128 MB

Host name: ZONEO1

ASM disk group name: DATAC1

Device path: /dev/exadata quorum/QD DATAC1 ZONE02
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Size: 128 MB
Host name: ZONEO2
ASM disk group name: DATAC1

[SUCCESS ] List devices

Complete the quorum disk configuration process.

Go to “Complete the Quorum Disk Configuration” on page 21 for those instructions.

Complete the Quorum Disk Configuration

Once you have added the quorum disks to the database zones or the database domains, follow
these instructions to complete the quorum disk configuration.

Determine if the database domain where the quorum disks are being created is a
global zone or a non-global zone.

m  If the database domain is a global zone, then continue running the remaining steps in this
procedure in this global zone.

m  [f the database domain is a non-global zone (for example, a zone within a dedicated
Database Domain), then run the remaining steps in this procedure (steps Step 2 through Step
12) in the non-global zone that is part of the database environment with high redundancy.

Log in to the global zone or the non-global zone as an oracle user.

Set the ORACLE_HOME and ORACLE_SID environment variables:

export ORACLE_HOME=$GRID_HOME
export ORACLE_SID=ASM_instance_id

Alter the asm_diskstring initialization parameter and add /dev/exadata_quorum/* to
the existing string.

For example:

SQL> alter system set asm_diskstring='o/*/DATAC1l_*','o/*/RECOC1_*','/dev/exadata_quorum/
*' scope=both sid='*";

Verify the two quorum disk devices have been automatically discovered by ASM.

SQL> set linesize 200

SQL> col path format a50

SQL> select inst_id, label, path, mode_status, header_status from gv$asm_disk where path
like '/dev/exadata_quorum/%';
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Output similar to the following appears:

INST_ID LABEL PATH MODE_STATUS HEADER_STATUS

1 QD_DATAC1_DBO1 /dev/exadata_quorum/QD_DATAC1 DB@1 ONLINE  MEMBER
1 QD_DATAC1_DB02 /dev/exadata_quorum/QD_DATAC1 DB@2 ONLINE  MEMBER
2 QD_DATAC1_DBO1 /dev/exadata_quorum/QD_DATAC1 DB@1 ONLINE  MEMBER
2 QD_DATAC1_DB02 /dev/exadata_quorum/QD_DATAC1 DB@2 ONLINE  MEMBER

6. Add the two quorum disk devices to a high redundancy ASM disk group.

Verify that there is at least one high redundancy disk group in place by listing the disk groups
and their information:

$GI_HOME/bin/asmcmd 1lsdg

m  [f there is no high redundancy disk group, you have two options to create new diskgroup
with high redundancy, both of which are described in My Oracle Support note 438580.1:

= Drop the existing diskgroup after backing up data and create a new diskgroup with high
redundancy.

= Create a new high redundancy disk group and move the existing data to newly created
diskgroup. For example:

SQL> create diskgroup DATAC1l high redundancy quorum failgroup db0l disk '/dev/
exadata_quorum/QD_DATAC1_DBO1' quorum failgroup db02 disk '/dev/exadata_quorum/
QD_DATAC1_DB02'

Note - The "..." at the end of the command above signifies the intentional omission
of the ASM disks. Refer to https://docs.oracle.com/cd/B28359 01/server.111/
b31107/asmwithem. htm#0STMG24000 for more information on creating disk groups.

In both cases, add the two new quorum disks when you create the high redundancy ASM
group.

m If a high redundancy disk group already exists, add the two new quorum disks. For
example:

SQL> alter diskgroup datacl add quorum failgroup db@l disk '/dev/exadata_quorum/
QD_DATAC1_DB02' quorum failgroup db02 disk '/dev/exadata_quorum/QD_DATAC1_DBO1';

7.  Query the voting disks to ensure that they are in the desired disk group.
$ $GRID_HOME/bin/crsctl query css votedisk

Output similar to the following appears:
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## STATE File Universal Id File Name
Disk group

1. ONLINE ca2flb57873f4ff4bfldfb7882412912 (0/192.168.10.42/DATAC1_CD_09 celadml2)

[DATAC1]

2. ONLINE a8c3609a3dd44f53bf17c89429c6ebe6 (0/192.168.10.43/DATACL _CD_09_celadml3)
[DATAC1]

3. ONLINE cafb7e95a5be4f00bf10bc094469cad9 (0/192.168.10.44/DATAC1 CD 09 celadml4)
[DATAC1]

Located 3 voting disk(s).

Relocate the existing voting files from the normal redundancy disk group to the
high redundancy disk group.

$ $GRID_HOME/bin/crsctl replace votedisk +DATAC1

Verify that the voting disks have been successfully relocated to the high
redundancy disk group and that five voting files exist.

$ $GRID_HOME/bin/crsctl query css votedisk

The output should show three voting disks from the storage servers and two voting disks from
the database domains:

## STATE File Universal Id File Name Disk
group

1. ONLINE ca2f1b57873f4ff4bfldfb78824f2912 (0/192.168.10.42/DATAC1 CD 09 celadml2)
[DATAC1]

2. ONLINE a8c3609a3dd44f53bf17c89429c6ebeb (0/192.168.10.43/DATACL CD 09 celadml3)
[DATAC1]

3. ONLINE cafb7e95a5be4f00bf10bc094469cad9 (0/192.168.10.44/DATACL1 _CD 09 celadml4)
[DATAC1]

4. ONLINE 4dca8fb7bd594f6ebf8321ac23e53434 (/dev/exadata quorum/QD DATAC1 DBO1)
[DATAC1]

5. ONLINE 4948b73db0514f47bf94ee53b98fdb51 (/dev/exadata quorum/QD DATAC1 DB02)
[DATAC1]

Located 5 voting disk(s).

Relocate the OCR files from the normal redundancy disk group to the high
redundancy disk group.

$GI_HOME/bin/ocrcheck

$GI_HOME/bin/ocrconfig -add +DATAC1
$GI_HOME/bin/ocrconfig -delete +RECOC1
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11. Move the ASM password file and the ASM spfile to the high redundancy disk

group.

a. Move the ASM password file:

Get the source ASM password file location.

$ asmcmd pwget --asm

Move the ASM password file to the high redundancy disk group.
$ asmemd pwmove --asm full_path_of _source_file full_path_of_destination_file
For example:

asmcmd pwmove --asm +recocl/ASM/PASSWORD/pwdasm.256.898960531 +datacl/
asmpwdfile

b. Move the ASM spfile.

Get the ASM spfile in use:

$ asmcmd spget

Copy the ASM spfile to the high redundancy disk group.

$ asmemd spcopy full_path_of _source_file full_path_of_destination_file

Modify the Grid Infrastructure configuration to use the relocated spfile
on the next restart.

$ asmemd spset full_path_of_destination_file

Determine if you can shut down the cluster at this time.
m  If you can shut down the cluster at this time, restart the Grid Infrastructure:

# $GI_HOME/bin/crsctl stop crs
# $GI_HOME/bin/crsctl start crs

= [If can not shut down the cluster at this time, repeat step Step 11b every time an
initialization parameter modification to the ASM spfile is required, until the point
where you can shut down the cluster and restart the Grid Infrastructure using the
steps above.

12. Relocate the MGMTDB to the high redundancy disk group.
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Move the mgmtdb (if running) to the high redundancy disk group using My Oracle Support
note 1589394.1.

Configure the mgmtdb to not use hugepages:

export ORACLE_SID=-MGMTDB

export ORACLE_HOME=$GRID_HOME

sqlplus "sys as sysdba”

SQL> alter system set use_large_pages=false scope=spfile sid='*';
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Changing Existing Configurations

This chapter describes how to make changes to a SuperCluster system that has the quorum disk
feature already set up:

= “Removing the Quorum Disk Configuration ” on page 27

= “Changing Elastic Configurations” on page 28

¥ Removing the Quorum Disk Configuration

This section provides instructions for removing the quorum disk configuration, if you
implemented the feature and you decide you would like to remove it for any reason.

To remove the quorum disk configuration:

1. Ensure there is at least one normal redundancy disk group in place by listing the
disk groups and their information:

$GI_HOME/bin/asmcmd lsdg

If there is not at least one normal redundancy disk group, create one. Refer to My Oracle
Support note 438580.1 for details on how to change disk group redundancy.

2. Relocate the voting files to a normal redundancy disk group:
$GI_HOME/bin/crsctl replace votedisk +normal_redundancy_diskgroup

3. Drop the quorum disks from ASM.

Run the following command for each quorum disk:
SQL> alter diskgroup diskgroup_name drop quorum disk quorum_disk_name force;

Wait for the rebalance operation to complete. You can tell it is complete when v
$asm_operation returns no rows for the disk group.

4. Delete the quorum devices.
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Run the following command from each database node that has quorum disks in place:

/opt/oracle.SupportTools/quorumdiskmgr --delete --device [--asm-disk-group
asm_disk_group] [--host-name host_name]

5. Delete the targets.
Run the following command from each database domain that has quorum disks in place:

/opt/oracle.SupportTools/quorumdiskmgr --delete --target [--asm-disk-group
asm_disk_group]

6. Delete the configuration.

Run the following command from each database domain that has quorum disks in place:

/opt/oracle.SupportTools/quorumdiskmgr --delete —config

Changing Elastic Configurations

= “Adding a Database Domain” on page 28
= “Removing a Database Domain ” on page 28

m  “Adding an Oracle Exadata Storage Server and Expanding an Existing High Redundancy
Disk Group ” on page 29

= “Removing an Oracle Exadata Storage Server ” on page 31

Adding a Database Domain

If the existing RAC cluster has fewer than two database domains and fewer than five
storage servers, and the voting files are not stored in a high redundancy disk group, then
you should add quorum disks to the database domains and relocate the voting files to a high
redundancy disk group. See “Adding Quorum Disks to Database Domains” on page 11 for
those instructions. Note that the requirements listed in “Software Requirements for Quorum
Disk Manager” on page 8 must be met.

Removing a Database Domain

If you are removing a database domain that is not hosting a quorum disk, then no action is
required.
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If you are removing a database domain that is hosting a quorum disk containing a voting

file, and there are five or more storage servers in the RAC cluster, then no action is required.
When you remove the database node hosting the voting file, the dropped voting file will be
automatically relocated to a storage server that did not contain a voting file as part of the voting
file refresh.

If you are removing a database domain that is hosting a quorum disk containing a voting file
and there are fewer than five storage servers in the RAC cluster, then you must create a quorum
disk on a different database domain before you can remove the database node.

Adding an Oracle Exadata Storage Server and
Expanding an Existing High Redundancy Disk
Group

When you add a storage server that uses quorum disks, you should relocate a voting file from a
database node to the newly added storage server.

Add the Exadata storage server.

Refer to the following document for those instructions:
http://docs.oracle.com/cd/E50790 01/doc/doc.121/e51951/storage.htm#DBMMN22922

In the example below, the new storage server that is being added is called "celadm04".

After the storage server is added, verify the new fail group from v$asm_disk.

SQL> select distinct failgroup from v$asm_disk;
FAILGROUP

ADMO2

CELADMO1
CELADMO2
CELADMO3
CELADMO4

Verify at least one database node has a quorum disk containing a voting file.

$ crsctl query css votedisk
## STATE File Universal Id File Name Disk group

1. ONLINE  834ee5a8f5054f12bf47210c51ech8f4 0/192.168.12.125;192.168.12.126/
DATAC5 CD 00 celadm@l) [DATAC5]
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2. ONLINE f4af2213d9964f0@bbfa30b2ba711b475 (0/192.168.12.127;192.168.12.128/

DATAC5 CD 00 celadm@2) [DATAC5]

3. ONLINE ed61778df2964f37bfld53ea®3cd7173 (0/192.168.12.129;192.168.12.130/

DATAC5 CD 00 celadm@3) [DATAC5]

4., ONLINE bfelc3aa91334f1l6bf78ee7d33ad77e0 (/dev/exadata quorum/QD DATAC5 ADMO1)
[DATAC5]

5. ONLINE a3a56e7145694f75bf21751520b226ef (/dev/exadata _quorum/QD_DATAC5 ADM02)
[DATAC5]

Located 5 voting disk(s).

The example above shows there are two quorum disks with voting files on two database nodes.

4. Drop one of the quorum disks.
SQL> alter diskgroup datac5 drop quorum disk QD_DATAC5_ADMO1;

The voting file on the dropped quorum disk will be relocated automatically to the newly added
storage server by the Grid Infrastructure as part of the voting file refresh. You can verify this as
follows:

$ crsctl query css votedisk
## STATE File Universal Id File Name Disk group

1. ONLINE  834ee5a8f5054f12bf47210c51ecb8f4 (0/192.168.12.125;192.168.12.126/
DATAC5 CD 00 celadm@l) [DATAC5]

2. ONLINE  f4af2213d9964f0bbfa30b2ba711b475 (0/192.168.12.127;192.168.12.128/
DATAC5 CD 00 celadm@2) [DATAC5]

3. ONLINE  ed61778df2964f37bfld53ea03cd7173 (0/192.168.12.129;192.168.12.130/
DATAC5 CD_00 celadm@3) [DATAC5]

4. ONLINE  a3a56e7145694f75bf21751520b226ef (/dev/exadata quorum/QD DATAC5 ADMO2)

[DATAC5]

5. ONLINE ab5aefd60cf84fedbff6541b16e33787 (0/192.168.12.131;192.168.12.132/
DATAC5 CD 00 celadm@4) [DATAC5]

5. Delete the quorum device.

Run the following command from the database node:

/opt/oracle.SupportTools/quorumdiskmgr --delete --device [--asm-disk-
group asm_disk_group] [--host-name host_name]

6. Delete the target.

Run the following command from the database domain:

/opt/oracle.SupportTools/quorumdiskmgr --delete --target [--asm-disk-
group asm_disk_group]

7. Delete the configuration.
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Run the following command from the database domain:

/opt/oracle.SupportTools/quorumdiskmgr --delete —config

Removing an Oracle Exadata Storage Server

If removing a storage server results in the number of storage servers being used by the Oracle
RAC cluster dropping to fewer than five, and the voting files reside in a high redundancy disk
group, then you should add quorum disks to the database nodes, if they are not in place already.
See “Adding Quorum Disks to Database Domains” on page 11.

Before removing the storage server, add the quorum disks so that five copies of the voting files
are available immediately after removing the storage server.
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Quorum Disk Manager Reference

The quorum disk manager utility (quorumdiskmgr) runs on each database domain to enable
you to create and manage iSCSI quorum disks on database servers. Use quorumdiskmgr to

create, list, alter, and delete iSCSI quorum disks on database domains. The utility is installed on
database domains when they are shipped.

This reference section contains the following topics:

“Syntax for the Quorum Disk Manager Utility” on page 33
“quorumdiskmgr Objects” on page 34

“Creating a Quorum Disk Configuration (--create --config)” on page 34
“Creating a Target (--create --target)” on page 35

“Creating a Device (--create --device)” on page 36

“Listing Quorum Disk Configurations (--list --config)” on page 37
“Listing Targets (--list --target)” on page 37

“Listing Devices (--list --device)” on page 38

“Deleting Configurations (--delete --config)” on page 39

“Deleting Targets (--delete --target)” on page 40

“Deleting Devices (--delete --device)” on page 40

“Changing Owner and Group Values (--alter --config)” on page 41
“Changing the InfiniBand IP Addresses (--alter --target)” on page 42

Syntax for the Quorum Disk Manager Utility

The quorum disk manager utility is a command-line tool. It has the following syntax:

quorumdiskmgr --verb --object [--options]

verb is an action performed on an object. It is one of: alter, create, delete, list.

object is an object on which the command performs an action.
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quorumdiskmgr Objects

options extend the use of a command combination to include additional parameters for the
command.

When using the quorumdiskmgr utility, the following rules apply:

m  Verbs, objects, and options are case-sensitive except where explicitly stated.

= Use the double quote character around the value of an option that includes spaces or
punctuation.

quorumdiskmgr Objects

Object Description

config The quorum disk configurations include the owner and group of the
ASM instance to which the iSCSI quorum disks will be added, and

the list of network interfaces through which local and remote iSCSI
quorum disks will be discovered.

target A target is an endpoint on each database server that waits for an
iSCSI initiator to establish a session and provides required IO data
transfer.

device A device is an iSCSI device created by logging into a local or

remote target.

Creating a Quorum Disk Configuration (--create --config)

The --create --config action creates a quorum disk configuration. The configuration must be
created before any targets or devices can be created.

Syntax

quorumdiskmgr --create --config [--owner owner --group group] --network-iface-list
network-iface-1list [-—zone-name zone]

Parameters

The following table lists the parameters for the --create --config action:
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Parameter Description

owner Specifies the owner of the ASM instance to which the iSCSI
quorum disks will be added. This is an optional parameter. The
default value is grid.

group Specifies the group of the ASM instance to which the iSCSI quorum

disks will be added. This is an optional parameter. The default value
is oinstall.

network-iface-list

Specifies the list of network interface names through which the local
and remote targets will be discovered.

zone-name

Specifies the zone’s name if the quorum disk will be created inside a
zone. This is an optional parameter

Note - For --create —config option, you can provide any value in the --network-iface-list
parameter, since it will be ignored.

Example

quorumdiskmgr --create --config --owner=oracle --group=oinstall --network-iface-list="
ib@, ibl" -—zone-name dbadm010101

Creating a Target (--create --target)

The --create --target action creates a target that can be accessed by database servers with
an InfiniBand IP address in the specified InfiniBand IP address list and will be used to create
devices that will be added to the specified ASM disk group.

After a target is created, its asm-disk-group, host-name, and size attributes cannot be changed.

Syntax

quorumdiskmgr --create --target --asm-disk-group asm disk group --visible-to
infiniband ip list [--host-name host name] [--size size] [-—zone-name zone]
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Creating a Device (--create --device)

Parameters

Parameter

Description

asm-disk-group

Specifies the ASM disk group to which the device created from
the target will be added. The value of asm-disk-group is not case-
sensitive.

visible-to

Specifies a list of InfiniBand IP addresses. Database servers with an
InfiniBand IP address in the list will have access to the target.

host-name

Specifies the host name of the database server on which
quorumdiskmgr runs. The total length of asm-disk-group and host-
name cannot exceed 26 characters. If the host name is too long, a
shorter host name can be specified as long as a different host name
is specified for each database server in the quarter rack. This is

an optional parameter. The default value is the host name of the
database server on which quorumdiskmgr runs. The value of host-
name is not case-sensitive.

size

Specifies the size of the target. This is an optional parameter. The
default value is 128 MB.

zone-name

Specifies the zone’s name if the quorum disk will be created inside a
zone. This is an optional parameter

Example

quorumdiskmgr --create --target --size=128MB --asm-disk-group=datacl --visible-to="

192.168.10.45, 192.168.10.46"

--host-name=db@1 -—zone-name dbadm010101

Creating a Device (--create --device)

The --create --device action creates devices by discovering and logging into targets on
database servers with an InfiniBand IP address in the specified list of IP addresses.

The created devices will be automatically discovered by the ASM instance with the owner and

group specified during configuration creation.

Syntax

quorumdiskmgr --create --device --target-ip-list target ip list [-—zone-name zone]
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Listing Quorum Disk Configurations (--list --config)

Parameters
Parameter Description
target-ip-list Specifies a list of InfiniBand IP addresses. quorumdiskmgr will
discover targets on database servers with an InfiniBand IP address in
the list and log into the targets to create devices.
zone-name Specifies the zone’s name if the quorum disk will be created inside a
zone. This is an optional parameter.
Example

quorumdiskmgr --create --device --target-ip-list="192.168.10.45, 192.168.10.46" -—zone-
name dbadm@10101

Listing Quorum Disk Configurations (--list --config)

The --1list --config action lists the quorum disk configurations.

Syntax

quorumdiskmgr --list —config [-—zone-name zone]

Sample Output

Owner: grid
Group: oinstall
ifaces: ibl ib0

Listing Targets (--list --target)

The --1list --target action lists the attributes of targets, including target name, size, host
name, ASM disk group name, the list of IP addresses (a visible-to IP address list) indicating
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Listing Devices (--list --device)

which database servers have access to the target, and the list of IP addresses (a discovered-by IP
address list) indicating which database servers have logged into the target.

If an ASM disk group name is specified, the action lists all local targets created for the specified
ASM disk group. Otherwise, the action lists all local targets created for quorum disks.

Syntax

quorumdiskmgr --list --target [--asm-disk-group asm disk group] [-—zone-name zone]

Parameters

Parameter

Description

asm-disk-group

Specifies the ASM disk group. quorumdiskmgr displays all local
targets for this ASM disk group. The value of asm-disk-group is not
case-sensitive.

zZone-name

Specifies the zone’s name if the quorum disk is inside a zone. This is
an optional parameter.

Sample Output

Name: iqn.2015-05.com.oracle:QD DATAC1 DBO1

Size: 128 MB

Host name: DBO1

ASM disk group name: DATAC1

Visible to: 192.168.10.48, 192.168.10.49, 192.168.10.46, 192.168.10.47
Discovered by: 192.168.10.47, 192.168.10.46

Listing Devices (--list --device)

The --list --device action lists the attributes of devices, including device path, size, host
name and ASM disk group name.

If only an ASM disk group name is specified, the action lists all the devices that have been
added to the ASM disk group.

If only a host name is specified, the action lists all the devices created from the targets on the
host.
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If both an ASM disk group name and a host name are specified, the action lists a single device
created from the target on the host and that has been added to the ASM disk group.

If neither an ASM disk group name nor a host name is specified, the action lists all quorum disk
devices.

Syntax

quorumdiskmgr --list --device [--asm-disk-group asm disk group] [--host-name host name]
[-—zone-name zone]

Parameter Description

asm-disk-group Specifies the ASM disk group to which devices have been added.
The value of asm-disk-group is not case-sensitive.

host-name Specifies the host name of the database server from whose targets
devices are created. The value of host-name is not case-sensitive.

zone-name Specifies the zone’s name if the quorum disk is inside a zone. This is
an optional parameter.

Sample Output

Device path: /dev/exadata quorum/QD DATAC1 DBO1
Size: 128 MB

Host name: DBO1

ASM disk group name: DATAC1

Device path: /dev/exadata quorum/QD DATAC1 DBO2
Size: 128 MB

Host name: DBO2
ASM disk group name: DATAC1

Deleting Configurations (--delete --config)

The --delete --config action deletes quorum disk configurations. The configurations can
only be deleted when there are no targets or devices present.
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Deleting Targets (--delete --target)

Syntax

quorumdiskmgr --delete —config [-—zone-name zone]

Deleting Targets (--delete --target)

The --delete --target action deletes the targets created for quorum disks on database
Servers.

If an ASM disk group name is specified, the action deletes all local targets created for the
specified ASM disk group. Otherwise, the action deletes all local targets created for quorum
disks.

Syntax

quorumdiskmgr --delete --target [--asm-disk-group asm disk group] [-—zone-name zone]

Parameters
Parameter Description
asm-disk-group Specifies the ASM disk group. Local targets created for this disk
group will be deleted. The value of asm-disk-group is not case-
sensitive.
zone-name Specifies the zone’s name if the quorum disk is inside a zone. This is
an optional parameter.
Example

quorumdiskmgr --delete --target --asm-disk-group=datacl -—zone-name dbadm@10101

Deleting Devices (--delete --device)

The - -delete --device action deletes quorum disk devices.
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Changing Owner and Group Values (--alter --config)

If only an ASM disk group name is specified, the action deletes all the devices that have been
added to the ASM disk group.

If only a host name is specified, the action deletes all the devices created from the targets on the
host.

If both an ASM disk group name and a host name are specified, the action deletes a single
device created from the target on the host and that has been added to the ASM disk group.

If neither an ASM disk group name nor a host name is specified, the action deletes all quorum
disk devices.

Syntax

quorumdiskmgr --delete --device [--asm-disk-group asm disk group] [--host-name
host_name] [-—zone-name zone]

Parameter Description

asm-disk-group Specifies the ASM disk group whose device you want to delete. The
value of asm-disk-group is not case-sensitive.

host-name Specifies the host name of the database server. Devices created from
targets on this host will be deleted. The value of host-name is not
case-sensitive.

zone-name Specifies the zone’s name if the quorum disk is inside a zone. This is
an optional parameter.

Example

quorumdiskmgr --delete --device --host-name=db@l -—zone-name dbadm@10101

Changing Owner and Group Values (--alter --config)

The --alter --config action changes the owner and group configurations.
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Changing the InfiniBand IP Addresses (--alter --target)

Syntax

quorumdiskmgr --alter --config --owner owner --group group [-—zone-name zone]

Parameters

Parameter Description

owner Specifies the owner of the ASM instance to which the iSCSI
quorum disks will be added. This is an optional parameter. The
default value is grid.

Group Specifies the group of the ASM instance to which the iSCSI quorum
disks will be added. This is an optional parameter. The default value
is oinstall.

zone-name Specifies the zone’s name if the quorum disk is inside a zone. This is
an optional parameter.

Example

quorumdiskmgr --alter --config --owner=grid --group=oinstall -—zone-name dbadm010101

Changing the InfiniBand IP Addresses (--alter --target)

The --alter --target action changes the InfiniBand IP addresses of the database servers that
have access to the local target created for the specified ASM disk group.

Syntax

quorumdiskmgr --alter --target --asm-disk-group asm disk group --visible-to
infiniband ip list [-—zone-name zone]
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Changing the InfiniBand IP Addresses (--alter --target)

Parameters

Parameter

Description

asm-disk-group

Specifies the ASM disk group to which the device created from
the target will be added. The value of asm-disk-group is not case-
sensitive.

visible-to Specifies a list of InfiniBand IP addresses. Database servers with an
InfiniBand IP address in the list will have access to the target.
zone-name Specifies the zone’s name if the quorum disk is inside a zone. This is

an optional parameter.

Example

quorumdiskmgr --alter --target --asm-disk-group=datacl --visible-to0="192.168.10.45,
192.168.10.47" -—zone-name dbadm010101
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