ORACLE

Ora_cle® Communications
Policy Management
OSSI XML Interface Definitions Reference

Release 9.9
E58937 Revision 01

January 2015



Oracle® Communications OSSI XML Interface Definitions Reference, Release 9.9
Copyright © 2013, 2015, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing restrictions
on use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your
license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license,
transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means. Reverse
engineering, disassembly, or decompilation of this software, unless required by law for interoperability, is
prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free.
If you find any errors, please report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it
on behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software,
any programs installed on the hardware, and/or documentation, delivered to U.S. Government end users
are "commercial computer software" pursuant to the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, and adaptation
of the programs, including any operating system, integrated software, any programs installed on the
hardware, and/or documentation, shall be subject to license terms and license restrictions applicable to the
programs. No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications.
It is not developed or intended for use in any inherently dangerous applications, including applications
that may create a risk of personal injury. If you use this software or hardware in dangerous applications,
then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other measures to
ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages caused by
use of this software or hardware in dangerous applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks
of their respective owners.

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks
are used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD,
Opteron, the AMD logo, and the AMD Opteron logo are trademarks or registered trademarks of Advanced
Micro Devices. UNIX is a registered trademark of The Open Group.

This software or hardware and documentation may provide access to or information about content, products,
and services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly

disclaim all warranties of any kind with respect to third-party content, products, and services unless otherwise
set forth in an applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not
be responsible for any loss, costs, or damages incurred due to your access to or use of third-party content,

products, or services, except as set forth in an applicable agreement between you and Oracle.



Table of Contents

Part I: Introductory Information...........ceivenincnncnncnnnnenenensenscnenns 11
Chapter 1: About This Guide.........cceververrcnirenrenrcsncnrensensecsacesennens 12
INETOAUCHION. ... s 13
Scope and AUAIENCE..........ccouiiieriicc s 13
How This Guide is Organized............cccccieiuiiiiiiiiiiiiiicccccieciceeeeeceeeeenenes 13
Documentation Admonishments...........cccccooeiiiiiiniiiiii, 14
Related PuUbliCationsS..........ccoceviiiiiiiiiicice e 15
Locate Product Documentation on the Oracle Technology Network Site...................... 15
Customer Training........ccocoeviviiiiiiiiiiiiii e 15
My Oracle Support (MOS).........oriiiiirieieiiceie s 15
Emergency ReSPONSE..........cccovviiiiiiiiiiiiiiiicic e 16
Part II: Functionality Used in both Wireless and Cable Modes......... 17
Chapter 1: Schema Definitions and Request Specifications......18
Schema Definitions.........ccoviviiviimiiiiiiiiic s 19
Request Specification...........coiiiiiii s 19
Chapter 2: Common Responses and Commands............ccucueuu.... 21
Common RESPONSES.........cciiiiiiiiiiiiiiiciiicc e 22
Example XML Response for a Successful Operation..............ccocoeueveiircinininnnnan 22
Example XML Response for an Operation that Fails at the System Level........... 22

Example XML Response for an Operation that Includes an Application-level
FailUT@.....cooviiii e 22
Result Codes.......coiiiiiiiiiiiiiiii 23
Common COMMANS.........ccoviriiiirieiic et 23
Get VEISION....cuiiiiiiiiciiiciicicc e 24
Distribute Updates.........cccciiiiiiiiiiiiiiiiiiicccccccccceeeesceeenene 24
Serving Gateway/MCC-MNC Mapping.........cccceueeurueiiinimeieiniicie e 25
Query OM Stats Settings..........ccccevvviviiiiiiiiiii 25

E58937 Revision 01, January 2015 iii



Query Absolute Values for Statistics..........ccovvvviiiiiiiiiiiiic 26

Chapter 3: Operational Measurements Interface Overview.......27
OM Statistics Scheduled Task.........cccccoviiiiiiiniiiiiiiiiis 28

OM Statistics REQUESES.........ccciiiiiiiiiiiiiiiicc s 28
Attributes and Child Tags.........ccoceuiiimnieieiic e 28

Recorded Timestamp and Request Time Range..........cccccceeuvvureiiivnvvniinnnnenne 30

OM Statistics Response FOrmat..........oooeueiiiiioiiiiciccc 30
Interval StatiStICS........cccoeeiiiiiiiiiiicicceeee e 30

Absolute versus Delta Values...........ccccocoviiiiiiniiiiiniiiiiis 31

Empty Data Set......ccccooiviiiiiiiiiiii s 31

Timezones and Start/ENd TImMeS. ..ottt eaaee e 31
Counter Reset and FailoOVer..........cccccciiiiiiiiiiiiiiiiiniececeeeeeeeeeeeeeeeeeeee e 32
Comparisons Between the CMP GUI and OM Statistics..........ccccocevviviiiniiiiiniiiinns 33
Chapter 4: Identity Management (IDM)..........ccccvuevuerverenrenennennnn 35
Identity Management OVEIVIEW..........cccccuiuiiiiiiiiiiiiiiiiiccciiccicceieciesese e 36

Add @ USET ...t s 36
UPdate @ USET ... 42
QUETY @ USET ...ttt s 47
Delete @ USET.....c.cuiuiiiiiiiiicicicicccc s 49
Query User ROle.......oouiiiiii s 50
QUETY USEI SCOPE.....vmiiiiiniiiicic e 53
Chapter 5: Policy Table Interface.........ccocevevrevevuirucrucrunenenenncnene 55
Policy Table OVeIVIEW.......ccccvviiiiiiiiiiiiiiiicieieee e 56
Exported Policy Table XIML.........cccccooiiiiiiiiiiiiiccicicceicicscecsessssnenes 56

Add a POLiCY Table.......cciviiiiiieieiiiiiciiciccc e 57
Modify @ POlicy Table........ccccoiiiiiiiiiiiiiccc e 57
Delete a Policy Table.........ccccoiiiiiiiiiiiiiiiiiccc 58

Part ITI: Wireless Mode.........uiiiininenenncnnciinninininsenesnesnesnenssessessenne 59
Chapter 1: Topology Interface for Wireless Mode........................ 60
Network EIements..........cccciiiiiiiiiii s 61

Add a Network Element in Wireless..........cccccoeiiiiiiiiiiiiiiiiiicccccccnes 61

Update a Network Element in Wireless..........c.cccoovriiiiiiniieiiiiiccc 63

E58937 Revision 01, January 2015 iv



Add Network Element to GIOUP........cocovviviiiniiiiiniiiiiccnns 64

Remove Network Element from Group.........cccocoeeveeeeeieiicccniiccecee e 65
Delete Network EIBMENt........cccoccveiiieiiiieieseeieceete ettt enne e 66
Delete Network Element GIoup..........cccccciiiiiiiiiiiiiiiiiiiccccccccicicnes 66
Query Network Elements..........ccoceeiiiiiiiiiiias 67
APPHCALIONS.....oiiiiiiiiciic 69
Add APPLCALION.....cviiiieiiiiiciciceccce 69
Update APPpLiCation..........coeuiuiiiiiiiiiiiiiiiiiiiicce e 70
Delete APPLCAtION.......ccoiviiiiiiiieiiicicccece 70
Query APPLCAtION.......ccoiiiiiiiiccc e 71
TrALFIC PTOILES....uicviitiiiieietiettet ettt ettt et se s esseseereeteebeste s ebesbesbessessassassesnans 71
Add Traffic Profile......cceeciieeiiiiieieeieeeee ettt et 72
Update Traffic Profile.........ccccoviiiiiiiiiiiiiiiiicccss 73
Delete Traffic Profile.......coioiiiieiiiiieieieeieeeeeee ettt 74
Query Traffic Profile.........ccccooviiiiiiiiiiiiiii s 74
TIME POIIOAS. ...vievitieieeteeeetteteeete ettt ettt ettt et e e ba et e e ba et e ess e teessesteessesteensesssennas 76
Add Time Period........ccoccieiiieieiieiesiieiestetest ettt ae e ste et e eseesseesaessaessenseessenns 76
Update Time Period..........ccccciiiiiiiiiiiiiiiicccccccicnne 77
Delete Time Period........ccecvieieiiieieiieieseeteseete sttt sve sttt sseesaessaesne e 78
Query Time Period.........cccoiiiiiiiiiiiiie 79
CRarging SEIVETS.......coviiiiiiiiiiiieieieiee e 80
Add Charging SETVET..........ccciuiuiiiiiiiiiiiiiiiiiccieiee e 80
Update Charging Server.........oiiiiiiiiiiiieinicieceeee e 81
Delete Charging SeIVeT........ccciiiiiiiiiiiiiiiicccccciee e 81
Query Charging SeIVET..........iiiiiiiiiiieieeieeeee e 82
IMALCI LiSt.uviiiictieiecieeeeeeee ettt ettt ettt et et e et e ba et e e ba et e ets e teess e beeaseereenneereennas 83
Add MatCh LiSE...c.viceieieeeeieeieeeeeeetet ettt te st et e e st e be e e e ssaesaensaennenns 83
Update Match List........cccoiiiiiiiiiiiiiiicccicccccene 84
Delete MatCh LiSt.....cccuieieriieieiieiesiieieseeee sttt ae e ste st et esse s e ssaesnesseennens 85
Query Match List......c.coociiiiiiiiiccce 86
MONItOTING K@Y ..uoovoviiiiiiiietic e 87
Add Monitoring Key ... 87
Update Monitoring Key ... 87
Delete Monitoring Key ... 88
Query Monitoring Key ... 89
AV DEfINIION.....viitiiiicticieetieteeeeteet ettt ettt ettt e b e e ta et e e ra et e ess e beesseebeessesteensesreennas 89
Add AVP DefiNition.....ccveieieeieieiieiiiistisiesiesresesesesteaeseeseesesseetessessessessessessessessessans 89
Update AVP Definition.........ccccciiiiiiiiiiiiiiiiiicciciciicccciciicnnas 920
Delete AVE DefiNition......ccuccveieieieiiieriitesiestesieieiesteteseereesesre e esessessessessessessessessens 91
Query AVP Definition........ccciiiiiiiiiiiiiiicccciccccenes 92
Serving GPRS Support NOde.........ccviiiiiiiiiiiiiiiccc 92

E58937 Revision 01, January 2015 A%



Add SGSNL.....oiiiiiiiiiii s 93

Update SGSN......c.coimiiiiiiii s 93
DELEtE SGSIN ...ttt e e et e et e e e e e et e e et e enraeeeenreesenaes 94
QUETY SGSN...oiiiiiiicc 95

Chapter 2: Subscriber Interface for Wireless Mode.....................96

QUOLA PrOFILES.....cviceiiteeteeteeeeete ettt ettt ettt et te v e te e b e eseeaseeteenseereenseeaseseersennas 97
Add QUOLA PrOfile.....cviceieiiciieieceeeeeeeeee ettt nne s 97
Update Quota Profile...........cccccoeiiiiiiiiiiiiiiiicceeeeceeeeeeeeeeeeeeeeneveeeeeenes 101
Delete QUOta PrOfile........couiciiciieiieiieieeeee ettt e 104
Query Quota Profile.........c.cccociiiiiiiiiiiccceceeeeeeeeeee e 105

QUOLA CONVENTIONS. ...c.ueeieiierierietieteesteete st etesteeae s e esesteesesseeseeseessesssesseessesseessesssessesssesens 106
Add Quota CONVENTION.......ccvierieiiereetiete ettt ettt eereete v ereeereereeereereeereenseenae 106
Update Quota COnventions...........c.oecueieiiicieieiiiccieece s 107
Delete QuUota CONVENTION. .......cueivierietiereeeteet ettt ereeereete v e eereereeereereeereenseenas 108
Query Quota CONVENtON........ccccuiiiiiiiiiiiiiiic e 108

Chapter 3: Operational Measurement Requests for Wireless

MO uuaeeeiiereeeeeeccceeeeeeeeeeecceeeeessssssessssesssssssssssssssssasssssssssssssssssssssssee 1 10

Operational Measurements Requests Overview for Wireless Mode............cccccovuvuinnee 111
Message Processing Statistics.........c.cocoiiviiiiiiiiiiniiiiiiiicce 111
Topology Update Statistics.........ccoeueueiiiirieiiiiciciecc e 113
Network Element Statistics.........ccovuivriiiiiiniiiieiiccecce e 114
Latency StatiSticS......ooooiiiiieieiicciee e 118
Connected Network Elements Statistics.........ccoovvvieieriiniiiiiciccccecene 127
Diameter Operational Measurements Requests for Wireless Mode............c.cocoevuviinnns 128
Diameter Sh StatistiCs.........coooeuriirieiiiiicieicee s 128
Diameter Sh Peer Statistics..........cccooviiiiiiiiiiiiiiiiiiiiiiiiicics 130
Diameter Sy Statistics.........ccoviiiiiiiiiiiiiiic 131
Diameter Event Trigger Statistics........c.cccooioiiiiiiiiiiiiiiii 133
Diameter Application Function Statistics...........ccoeeviivicierniiiiiiencceceen 136
Diameter Application Function Peer Statistics..........cccocovorueieiiiiinieiniiic 137
Diameter Charging Function Statistics.........c.cccceeciieiiiiiiiiiiiniiiicciiccene 139
Diameter Charging Function Peer Statistics.........cccccooioirieiiiiiniiiii 140
Diameter Policy Charging Enforcement Function Statistics..........cccccceeuvueueunnnes 141
Diameter Policy Charging Enforcement Function Peer Statistics....................... 143

Diameter Multi-Protocol Routing Agent (MRA) Policy Charging Enforcement
Function Statistics.........ccoviiiiiiiiii 144

E58937 Revision 01, January 2015 vi



Diameter Multi-Protocol Routing Agent (MRA) Policy Charging Enforcement

Function Peer Statistics.........ccoovviiniiiniiiiici 146
Diameter Multi-Protocol Routing Agent (MRA) Distributed Routing and
Management Application (DRMA) Statistics........cccoeveueireieiiiniiceiecciee, 147
Diameter Multi-Protocol Routing Agent (MRA) Diameter Routing Agent
(DRA) SEatiStiCS. . c.erveuereeirieirienieienteterterertetestesestest ettt teses b sesessesesaenesaes 148
Diameter Multi-Protocol Routing Agent (MRA) Application Function (AF)
StAtISTICS ... 149
Diameter Multi-Protocol Routing Agent (MRA) Application Function (AF)
Peer StatistiCs.......cccoiviiiiiiiiiiiiiiicccc 150
Diameter Multi-Protocol Routing Agent (MRA) Bearer Binding and Event
Reporting Function (Bberf) Statistics...........cccooveueiiicininiiicce, 151
Diameter Multi-Protocol Routing Agent (MRA) Traffic Detection Function
(TDEF) StatiStiCS....e.erveueruetrieirienieierteiirtetertettstes sttt ettt ettt et s bt ae e eaes 153
Diameter Multi-Protocol Routing Agent (MRA) Traffic Detection Function
(TDF) Peer StatiStiCS.....ccveetrrerirririerinieienieiinieitsieitsteteeeteiet ettt essese e 154
Diameter Multi-Protocol Routing Agent (MRA) Traffic Detection Function
(TDF) over SCTP StatiStiCS......eoevuevertererierinieirieirieirieteieteiesteseseesessesessesesaeenaes 156
RADIUS-CoA based B-RAS Operational Measurement Requests.............cccocvuvvviinnes 156
RADIUS-COA StatiStiCs......coioiruiiiriiiiiiiiiiciiciiciniccneeeee s 157
RADIUS-CoA Network Element Statistics........cccoovvvviiiiiiniininiininens 159
KPT StatistiCs. ...cuevveuiiiiiiiiiiiiiccc e 160
LDAP Source StatiStiCs.........cooviiiiiiereiiiiiiiiiiiciciciceee e 162
Protocol Error StatiStiCs. ... ...t 163
Protocol MRA Error StatiStiCs.........ccccviiiiiiiiiiiiiiiicicicececc e 167
Session Cleanup StatisStiCs.........cocoveeiriiiiieieieiice e 172
Timeout StatistiCs. ... 173
Traffic Profile StatiStiCs.......cooviiiiiiriiciicecc e 187
Connection Error Statistics..........ccueiiiiiiiiiiiiiiiiii 188
QuOta Profile StatiStiCS.......coieieiiieieciiciecie ettt ettt e e et eae s reese s s ebeeraensens 193
Interval Statistics/PCRF Session License Tracking and Reporting............ccccocvvvvviinnns 194
PDN RAT Connection Statistics.........ccveiviiiiiiiniiiniiiiiiiciiccccceeces 196
PDN Connection APN StatiStics.........cccooviiiiiiiiiiiiiiiiiiiicececee e 198
KPI Dashboard StatiStiCs.........cceeeiririeueuiriniiiciiieiciccireeee e 199
AF Session Statistics for RAT-TYPE......coovviiimiiiiiiiiiiiic e 203
Replication StatiStiCS..........cccoiiiiiiiiiiiiiiiiiiiiiciciii e 204
SCTP Association Statistics..........cuveeviiiiiiiiiiiiiiiiic 207
Peer Associate StatiStiCs.........coviviiiniiiiiiiiiiicc s 208
Field Mapping Profile QUETies...........cccooviviiiimiiiiiiiniiiiic e 209
Mediation Field Mapping Profile Statistics..........ccocoeeviieicieiiiiiciccee 209
Mediation - Add Field Mapping Profile..........cccccoovviviiniiniiniin 209

E58937 Revision 01, January 2015 vii



Mediation - Update Field Mapping Profile...........ccccccoovvinininiiiinn 210
Mediation - Delete Field Mapping Profile...........cccccoooiviiiiiie 211
Message Error Statistics fOr GX.....oovviiiiiiiiiiii e 212

Part IV: Cable MoOde........eeeeeeceiiireeeeeeecceeeeeeesssseecsssssesssssssessssssssssssssesse 214

Chapter 1: Topology Interface for Cable Mode.............cccce0cveee.215

Network EIements..........ccociiiiiiiiiiiiiiiiiii e 216
Add a Network Element in Cable........c.c.cccooeiiiiiiiniiiiciececces 216
Update a Network Element in Cable..........ccooouiiiiiiiiii 218
Add Network Element to GIOUP.......ccccceueuiueiiiiiiiiiiiiciiiiciccccieceeeeeeceees 219
Remove Network Element from Group.........cccooeueiciniiciniicniineiiiececeecees 220
Delete Network Element...........ccooueviiiiiieiiiiiiiiccee s 221
Delete Network Element Group........cccoceoiieieiniiiicieiiice s 221
Query Network Elements.........ccccccceuiiiiiiiiiiiiiiiiiiccccceceeeeeas 222

Chapter 2: Subscriber Interface for Cable Mode.........................225

ALCCOUNES. ...ttt ettt e st e e ste e s e s st e sesseessaessesseessesseessanseessenseensenseensenses 226
OV I VIBW ...ttt ettt e et e te et este e ste e s tb e e beessbe e beessbaesseesssaasseessseanssansseesseenssannseens 226
A ACCOUNL...c.uiiiieiieeeeeeeee ettt et e st e e b e sseesseesaessessaesesnsens 226
Update ACCOUNL........ccoeuiiiiiiiiiiiicce e 227
Delete ACCOUNL......ooiiiieieiieieeeetee ettt e et e st e e seessessaessessaessesnsenns 228
QUETY ACCOUNL.....oiiiiiiiiicicc s 229
ETS ettt ettt ettt et st e et e st e st b e st e e bt e st e e ba e st e e taeea b e e et e e be e hteeba e taesabeenaaesntes 230
A THO ..ottt ettt et ettt re et e re et e ra e reenaeneas 230
UPdate TieT......ovueviieieieieiciciciceeeee e 231
DELEE THET....cuvivieiectieteeeee ettt ettt ettt ettt eere et e e ra e reenaeeas 231
QUETY THET ...ttt 232

Chapter 3: Operational Measurement Requests for Cable

1Y (s Yo L= RPPRRRRRPRRRRRRRPRPRRPRRR X 7

Operational Measurements Requests Overview for Cable Mode..........ccccccevueucurununnnns 235
Topology Update Statistics.........coorueueiiiieieieiicicecce e 235
Subscriber Update StatistiCs.........cccoeueuiuiuiuiiiiiieiiiiiicicieieicecceeeeieeceeeeee e 236
Policy Server StatiStiCs........ooiiiirieieiicieie e 237
Gate StatiStiCS.....ovirereieicieceeee e 238
Latency StatiStiCs.......cooeiiiiiicieiiiciee 239
MEPi StatiStiCS......covvviiiiiiiciiiiic s 249

E58937 Revision 01, January 2015 viii



PCMM CIMTS StAtISTICS. ..uvveiieeieeeerieeeeeeeeeteee et e eeteeeeeee e et eeeaeeeeesreeeesaeessseessssreesenneessnseesens 250

PCMM Network Element Statistics..........ccccceviiiiiiiiiiiniiiiiiiiiiiiiicccccccs 251
CMTS Re-discovery Operational Measurement Requests............cccccoeveveiieririeniiininnnnns 253

CMTS Re-discovery Query Network Element...........cccccoceuviviiiiiiiiinnniinns 253

CMTS Re-discovery Add Network Element Interface..........ccccccovvviiiivininnnnnn 254

CMTS Re-discovery Update Network Element Interface...........ccccccevieiniiininnnes 255
DQO0S CIMTS SHALISTICS. .eeuverierierieiieieriietereestesteeteseetesseesesseessesseessesssesseessessesssesssessesseensens 256
DQos Network Element StatiStics........cceiieviiiiecieiiieieeieiecreeeteeeeete et sve e a e 257
Protocol Error Statistics........ccviiiiiiiiiiiiiiiii s 258
Connection Error StatiStics.........ccooviiiiiiiniiiiiiiiicccce s 263
MPE/BOD Replication StatiStiCs.........cccceeueueueieieueieieieiiieieicieieieieieieieieieeeieienenenesenesenenenenenes 268

E58937 Revision 01, January 2015 ix



List of Tables

Table 1: AdMONISAMENLES.......c.cooiiiiiiiiii s 14
Table 2: OSSI Result COes.........coiiiiiiiiiiiiiiiiiii e 23
Table 3: AddSysAdminUser Operation Parameters............ccooveeuiiiiiriciiiiiiceeccece 37
Table 4: AddSysAdminUser Operation EITOrs...........cccooiiiiiiiiiiiiiiiiiicccccccccccicaes 37
Table 5: UpdateSysAdminUser Operation Parameters.............ccccceurviiiiuiirininiiiiiiniiicecseeceeeeeeas 43
Table 6: UpdateSysAdminUser Operation Errors...........c.cccccveciiiniriiiiiiiiinriceeeeceeeeeeeeeeeeeeeeas 43
Table 7: QuerySysAdminUser Operation Parameters.............cccoeeeviiiiiiiiiiiiiiicieeeceea 48
Table 8: Output Fields for QuerySysAdminUser Operation ... 48
Table 9: DeleteSysAdminUser Operation Parameters.............cocceueiiiireieiiiicieecccecce e 49
Table 10: DeleteSysAdminUser Operation Errors...........cccciiiiiiiiiiiiiiiiccccccicccccccnas 49
Table 11: QueryRole Operation Parameters...........ccccccccuiiiiiiiiriiiiiiiiininiiiicrccceeeeeeeeeeeeeeeneas 51
Table 12: Output Fields for QueryRole Operation ............cccccceccerrriiininirrieeceeeeeeeeeeeeeeeeeeeenas 51
Table 13: QueryScope Operation Parameters.............cccoevereiiiniiiiiiiiiiiieee s 53
Table 14: Output Fields for QueryScope Operation .............coooeiiiiiiiciiiiicc 53

E58937 Revision 01, January 2015 X



Part

I

Introductory Information

Topics:

e About This Guide.....12

E58937 Revision 01, January 2015

To simplify integration, the OSSI XML interface uses
an XML over HTTP(s) mechanism for requests and
responses. Using XML as a transport allows the data
to be represented in a portable, vendor-neutral and
readable format.

The interface itself is divided into the following
areas:

e Common Interface — defines generalized
operations performed on the system.

¢ Topology Interface — allows users to manage
and query network elements and paths.

* Subscriber Interface — allows users to manage
and query subscriber elements, such as accounts
and tiers.

* Operational Measurements (OM) Interface —
allows users to retrieve statistical data from the
system.

Each of these interfaces is described in detail in later
chapters of this document.

This chapter describes the Schema Definitions and
Request Specifications used within the OSSI XML
interface.

11
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This guide describes the Configuration Management
Platform (CMP) OSSI XML interface. This interface
allows an operator or third party system to
programmatically push configuration information
to and retrieve operational statistics from the policy
server deployment.

12



About This Guide

Introduction

This guide describes the Configuration Management Platform (CMP) OSSI XML interface. This interface
allows an operator or third-party system to programmatically push configuration information to and
retrieve operational statistics from the policy server deployment.

Conventions

The following conventions are used throughout this guide:

Bold text in procedures indicates icons, buttons, links, or menu items that you click on.
Italic text indicates variables.

Monospace text indicates text displayed on screen.

Monospace bol d text indicates text that you enter exactly as shown.

Scope and Audience

This guide is intended for operators or third party systems who are responsible for pushing
configuration information to and retrieving operational statistics from a policy server deployment.

How This Guide is Organized

The information in this guide is divided into four major sections presented in the following order:

¢ The first part, Introductory Information, includes:

About This Guide which contains general information about this guide, the organization of this
guide, and how to get technical assistance.

The second part, Functionality Used in both Wireless and Cable Modes includes:

Schema Definitions and Request Specifications describes the Schema Definitions and Request
Specifications used within the OSSI XML interface for both wireless and cable modes.

Common Responses and Commands describes the generic response format for many of the
commands used and the commands that are common to the various OSSI interfaces.

Operational Measurements Interface Overview describes the interface used to retrieve operational
counters from the system.

Identity Management (IDM) describes the interface that allows the CMP to configure user names,
passwords and roles using the OSSI interface.

Policy Table Interface describes an interface that allows you to generalize multiple similar policies
into a single policy, simplifying processes such as adding new policies, modifying existing
policies, and checking consistency among policies.

E58937 Revision 01, January 2015 13



About This Guide

* The third part, Wireless Mode describes all the functionality used in the wireless mode which
includes:

» Topology Interface for Wireless Mode describes the interface that allows wireless users to manage
and query network elements, paths, and other topology-related objects within the system.

*  Subscriber Interface for Wireless Mode describes the interface that allows wireless users to manage
and query quota profiles and quota conventions within their system.

* Operational Measurement Requests for Wireless Mode describes the various Operational
Measurements (OM) groups and the individual OM statistics specific to the wireless mode.

* The fourth part, Cable Mode describes all the functionality used in the cable mode which includes

» Topology Interface for Cable Mode describes the interface that allows cable users to manage and
query network elements within the system.

»  Subscriber Interface for Cable Mode describes the interface that allows cable users to manage and
query accounts and tiers within their system.

*  Operational Measurement Requests for Cable Mode describes the various Operational Measurements
(OM) groups and the individual OM statistics specific to the cable mode.

Documentation Admonishments

Admonishments are icons and text throughout this manual that alert the reader to assure personal
safety, to minimize possible service interruptions, and to warn of the potential for equipment damage.

Table 1: Admonishments

Icon Description
Danger:
(This icon and text indicate the possibility of
personal injury.)
DANGER
Warning;:
(This icon and text indicate the possibility of
WARNING equipment damage.)

Caution:

(This icon and text indicate the possibility of

CAUTION service interruption.)

Topple:

(This icon and text indicate the possibility of
TOPPLE personal injury and equipment damage.)

E58937 Revision 01, January 2015 14



About This Guide

Related Publications

For information about additional publications that are related to this document, refer to the Related
Publications Reference document, which is published as a separate document on the Oracle Technology
Network (OTN) site. See Locate Product Documentation on the Oracle Technology Network Site for more
information.

Locate Product Documentation on the Oracle Technology Network Site

Oracle customer documentation is available on the web at the Oracle Technology Network (OTN)
site, http://docs.oracle.com. You do not have to register to access these documents. Viewing these files
requires Adobe Acrobat Reader, which can be downloaded at www.adobe.com.

1. Log into the Oracle Technology Network site at http://docs.oracle.com.

2. Select the Appl i cati ons tile.
The Applications Documentation page appears.

3. Select Apps A- Z.

4. After the page refreshes, select the Conmuni cat i ons link to advance to the Oracle Communications
Documentation page.

5. Navigate to your Product and then the Release Number, and click the Vi ewlink (note that the
Download link will retrieve the entire documentation set).

6. To download a file to your location, right-click the PDF link and select Save Target As.

Customer Training
Oracle University offers training for service providers and enterprises. Visit our web site to view, and
register for, Oracle Communications training:
http://education.oracle.com/communication

To obtain contact phone numbers for countries or regions, visit the Oracle University Education web
site:

www.oracle.com/education/contacts

My Oracle Support (MOS)

MOS (https://support.oracle.com) is your initial point of contact for all product support and training
needs. A representative at Customer Access Support (CAS) can assist you with MOS registration.
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About This Guide

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support hotline
for your local country from the list at http://www.oracle.com/us/support/contact/index.html. When calling,

make the selections in the sequence shown below on the Support telephone menu:
1. Select 2 for New Service Request

2. Select 3 for Hardware, Networking and Solaris Operating System Support
3. Select one of the following options:

¢ For Technical issues such as creating a new Service Request (SR), Select 1
¢ For Non-technical issues such as registration or assistance with MOS, Select 2

You will be connected to a live agent who can assist you with MOS registration and opening a support
ticket.

MOQOS is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer Access
Support (CAS) main number at 1-800-223-1711 (toll-free in the US), or by calling the Oracle Support
hotline for your local country from the list at http://www.oracle.com/us/support/contact/index.html. The
emergency response provides immediate coverage, automatic escalation, and other features to ensure
that the critical situation is resolved as rapidly as possible.

A critical situation is defined as a problem with the installed equipment that severely affects service,
traffic, or maintenance capabilities, and requires immediate corrective action. Critical situations affect
service and/or system operation resulting in one or several of these situations:

* A total system failure that results in loss of all transaction processing capability

¢ Significant reduction in system capacity or traffic handling capability

* Loss of the system’s ability to perform automatic system reconfiguration

¢ Inability to restart a processor or the system

¢ Corruption of system databases that requires service affecting corrective actions

* Loss of access for maintenance or recovery operations

* Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance capabilities
may be defined as critical by prior discussion and agreement with Oracle.
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I1

Functionality Used in both Wireless and Cable Modes

Topics: This section is divided into specific chapters that
define functionality common to both wireless and
*  Schema Definitions and Request cable modes. The following chapters provide this
Specifications.....18 information in greater detail.

e Common Responses and Commands.....21

Common functionality is covered in these chapters:
*  Operational Measurements Interface

Overview....27 o Sd(lier?a Defi}r:itions agd Request Sp.?cifi?atio?s
* Identity Management (IDM).....35 ;e Sslrslle ?r?tcer(fe;r;: and request specifications for

*  Policy Table Interface.....55 ¢ Common Responses and Commands — defines

the generic response format for many of hte
commands used as well as the commands that
are common to the various OSSI interfaces.

* Operational Measurements Interface Overview
— defines the interface used to retrieve
operational counters from the system.

¢ Identity Management (IDM) — allows the CMP
to configure user names, passwords and roles
using the OSSI interface.

e Policy Table Interface --- allows the user to
generalize multiple similar policies into a single
policy that represents the policy structure, plus
a policy table(s) that captures the differences.
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Schema Definitions and Request Specifications

Topics:

* Schema Definitions.....19
*  Request Specification.....19
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To simplify integration, the OSSI XML interface uses
an XML over HTTP(s) mechanism for requests and
responses. Using XML as a transport allows the data
to be represented in a portable, vendor-neutral and
readable format.

The interface itself is divided into the following
areas:

Common Interface — defines generalized
operations performed on the system.

Topology Interface — allows users to manage
and query network elements and paths (mode
specific).

Subscriber Interface — allows users to manage
and query subscriber elements, such as accounts
and tiers (mode specific).

Operational Measurements (OM) Interface —
allows users to retrieve statistical data from the
system.

Each of these interfaces is described in detail in later
chapters of this document.

This chapter describes the Schema Definitions and
Request Specifications used within the OSSI XML
interface.

18



Schema Definitions and Request Specifications

Schema Definitions

The OSSI XML interface defines specific request and response messages for each of the areas outlined
previously. To enable message validation and to accurately specify the syntax of each of the messages,
XML schema definitions are provided as follows:

¢ OssiXmlRequestResponse.xsd — defines the XmlInterfaceRequest tag and the associated sub-element
type difinition. This xsd is used to validate add/update requests.

¢ OssiXmlCommon.xsd — defines the schema for global types and requests used in all interfaces.

¢ OssiXmlTopology.xsd — defines the schema for the topology interface.

¢ OssiXmlSubscriber.xsd — defines the schema for the subscriber interface such as Add Account and
UpdateAccount.

*  OssiXmlOm.xsd — defines the schema for the OM interface and the OSSI OM stats query and
response type defintion.

* OssiXmlRuntimeResponse.xsd - defines the runtime response type such as SubscriberLog,
SubscriberRealtimeStats and ResponseType.

¢ OssiXmlUserMgr.xsd - defines the User, Role-related type (such as: AddRole and
AddSysAdminUser).

¢ Export.xsd - is generated according to the data model (dal.xml) during the build phase and includes
miscellaneous types.

Request Specification

Each of the requests and responses defined within the previous schema definitions are sent to and
received from the Configuration Management Platform (CMP) using HTTP(s) messages. Specifically,
an HTTP POST message is sent containing the specific request message. The HTTP response contains
a response message indicating status and returning any data as required.

For an application desiring to use the OSSI XML interface, the only requirement is the ability to send
an HTTP POST and to process any response. This guide contains examples that use the command line
utility wget to send an HTTP POST request that contains data specified in an XML file as input and
returns an output XML file. The example that follows demonstrates the basic wget options; additional
options are available but not described here. Please note that the request URL is case sensitive and
must be entered as seen here.

> wget --post-file=input.xm --output-docunent=output.xni
"http://1.2.3.4/ m/xm | nterfaceRequest. do?user =t est &wd=t est "

Where the following describes each parameter:

e --post-file=input.xm (Required) — This parameter indicates the request input XML file.

e --out put-docunent =out put . xm (Optional) — This parameter is used to name the output
file. If unspecified, the default filename is the URL string indicated in the wget request.

e http://1.2.3.4/m/ xmlInterfaceRequest.do ?user =t est &wd=t est (Required) —
The HTTP request URL, including the authentication credentials.
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e --timeout =0 (Optional) — This parameter sets the network timeout to seconds. The default for
this value is 900 (15min). A value of 0 disables timeout checking completely.

e --progress=dot (Optional) — This parameter is used to display the progress bar on the request.

E58937 Revision 01, January 2015 20



Chapter

2

Common Responses and Commands

Topics: This chapter describes the generic response format
for many of the commands used and the commands
*  Common Responses.....22 that are common to the various OSSI interfaces.

e Result Codes.....23
e  Common Commands.....23
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Common Responses

This section describes the generic response format to many of the commands. The response format
follows the generic response tag defined in the XSDs. The following are examples of successful and
failed operations.

Example XML Response for a Successful Operation

The following is an example of an XML response for a successful operation:

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count ="2">Successfully inported 2 network el ements. </ Success>
<Fai | ure count="0"></Fail ure>
</ Command>
</ Response>

Example XML Response for an Operation that Fails at the System Level

The following is an example of an XML response for an operation that fails at the system level (for
example, a malformed request):

<?xm version='"1.0" ?>
<Response>
<Resul t >103</ Resul t >
<Command type="Xm I nt er f aceResponse" >
<Success count="0"></ Success>
<Fai lure count="1">Incorrectly formatted XM.. The el enent type
"Net wor KEl enment St at s" nust be termi nated by the matching end-tag
"</ Net wor KEIl enent St at s>". </ Fai | ur e>
</ Command>
</ Response>

Example XML Response for an Operation that Includes an Application-level Failure

The following is an example of an XML response for an operation that includes an application-level
failure:

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xmnl I nt er f aceResponse" >
<Success count ="0"></ Success>
<Fai lure count="1">Failed to inmport 1 network el enents.
Net wor k El ement includes an invalid NetworKkEl enent Type.
Net wor k El ement: Rout er A</ Fai | ur e>
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</ Command>

</ Response>

Result Codes

Many of the OSSI commands return a numeric result code in their response messages. This code
represents the status of the operation at the system level, and shows whether the command itself could
be executed or not. The following table describes the possible result codes.

Table 2: OSSI Result Codes

Result Code Description
0 The command was valid at a system level

100 There was a general failure due to an internal server error

101 The command failed authentication; the account or password does not match
between the OSSI and the URL

102 An input stream error occurred (for example, the requested data exceeds maximum
size). The maximum size for a single request is 20,000,000 bytes. An example of
the error message is:
errors.inmport Export.vari abl eMessageMaxFi |l eSi ze=I nport file
exceeds nmax size of 20M

103 The request is malformed; for example, the XML tags may be invalid. Refer to the
XSD of the OSSI query and ensure that no characters appear before the XML
header (<?xml version="1.0" encoding="UTF-8"?>).

Common Commands

This section describes commands that are common to the various OSSI interfaces. These include:

* Get Version — allows users to request the OSSI API version number, as a string (for example,
#2.0.3”). This enables the user to verify that the OSSI interface being used is the version expected,
ensuring that the commands will operate as specified for that version.

¢ Distribute Updates — allows users to trigger an immediate distribution of any pending data changes
to the policy servers. This enables the user to queue up many changes in the Configuration
Management Platform (CMP) before sending them all at once to the policy servers in the deployment.
Alternatively, changes can be distributed one-by-one on a per-command basis. The following types
of data are pushed down to the policy servers as part of this request:

* Topology data, which includes Network Elements and Paths.

e Tiers

e Subscriber accounts
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* Serving Gateway/MCC-MNC Mapping — allows users to verify input xml files.

* Query OM Stats Setting — allows users to verify the persistent-interval settings for Reset
Configuration and Collection Interval.

* Query Absolute Values for Statistics — allows users to retrieve absolute values when
Stats.Interval.Enabled. is set to false.

Get Version

The following examples show the requests and responses that are defined in the XSDs for the GetVersion
tag.

The following is an example of the request that follows the GetVersion tag.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm I nt er f aceRequest >

<Get Ver si on></ Get Ver si on>
</ Xm I nt er f aceRequest >

The following example response to the previous request follows the generic Response tag.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xn | nt er f aceResponse" >
<Success count="1">2. 2. 14</ Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Distribute Updates

The following examples show the requests and responses that are defined in the XSDs for the
DistributeUpdates tag.

The following is an example of the request that follows the DistributeUpdates tag.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >

<Di stri but eUpdat es></ Di st ri but eUpdat es>
</ Xm I nt er f aceRequest >

The optional ForceSynchronization attribute can be used to force a complete resynchronization of the
CMP and Multimedia Policy Engine (MPE) databases. The default value for this attribute is false.

Typically, using this attribute should not be necessary as the system should always be kept in-sync
automatically; it is merely provided as a fail-safe measure for unforeseen circumstances. Also note
that there is a performance impact from using this attribute, so it should not be used unless deemed
necessary by Policy support personnel. The following is an example of this attribute:

<?xm version="1.0" encodi ng="UTF-8" ?>
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<Xm I nt er f aceRequest >
<Di stri but eUpdat es ForceSynchroni zati on="true"></Di stri but eUpdat es>
</ Xm I nt er f aceRequest >

The following example response to the previous request follows the generic Response tag.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xn | nt er f aceResponse" >
<Success count ="3">Topol ogy updates successful . Tier updates successful .
Account updates successful . </ Success>
<Fai | ure count ="0"></Fai |l ure>
</ Command>
</ Response>

Serving Gateway/MCC-MNC Mapping

The following examples show the requests and responses that are defined in the XSDs for the
SgwMapping tag.

The following is an example of the request that follows the SgwMapping tag.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddSgwivappi ng>
<Sgwivappi ng>
<Nanme>t est </ Name>
<Descri pti on>description for the ntc-mc
mappi ng</ Descri pti on>
<MccMnc>111111</ MccMhc>
<Sgwl pAddr ess>
<| pAddr ess>10. 0. 0. 129</ | pAddr ess>
</ SgwM pAddr ess>
</ Sgwivappi ng>
</ AddSgwivappi ng>
</ Xm I nt er f aceRequest >

The following example response to the previous request follows the generic Response tag.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="1">Successfully inmported 1
Servi ng Gat eway/ MCC- MNC Mappi ngs. </ Success>
<Fai | ure count="0"></Fail ure>
</ Command>
</ Response>

Query OM Stats Settings

The following examples show the requests and responses that are defined in the XSDs for the
QueryOmStatsSetting tag.
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The following is an example of the request that follows the QueryOmStatsSetting tag.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >

<QueryQOntt at sSet ti ng/ >
</ Xm | nt er f aceRequest >

The following example response to the previous request follows the generic Response tag.

<?xm version='1.0" ?>
<Onfst at sSetti ng>
<Reset Confi gurati on>| nt er val </ Reset Confi gurati on>
<Col I ecti onl nt erval >15</ Col | ecti onl nt erval >
</ OrBt at sSet ti ng>

Query Absolute Values for Statistics

The following examples show the requests and responses that are defined in the XSDs for the Statistics
tag.

Note: If Stats.Interval.Enabled is set to true (meaning that Persistent Interval Statistics are in use),
then the CMP does not collect absolute counter values.

The following is an example of the request that follows the Statistics tag.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >

<Statistics/>
</ Xm I nt er f aceRequest >

The following example response to the previous request follows the generic Response tag.

<?xm version='1.0" ?>
<Statistics>
<Di anet er Af Peer Lat ency St at s>
Absol ute statistics values are not avail abl e.
</ Di anet er Af Peer Lat encySt at s>
</ Statstics>
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The Operational Measurements (OM) XML interface
is used to retrieve operational counters from the
system. This chapter describes the interface and how
it should be used.
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Operational Measurements Interface Overview

OM Statistics Scheduled Task

The OM interface requires that the “OM Statistics” scheduled task be running on the Configuration
Management Platform (CMP). This task performs the function of collecting the operational counters
from the MPEs in the network and recording them in the CMP database; the data is then available to
be queried via the OM XML interface (See Configuration Management Platform Wireless User’s Guide or
Configuration Management Platform Cable User’s Guide for more information). This task can be configured
by the user to poll at intervals between 5 minutes and 24 hours, with a default value of 15 minutes,
and keeps the data available for query for 1 to 30 days, with the default value being 7 days. The
recommended settings for this task varies with each deployment, dependant on the volume of data
being collected.

When OM requests are made, the data for the response is taken from the information that has been
collected by this task. Without the data that is collected through this scheduled task, there would be
no data available for OM queries.

Most values returned as part of the response are presented (by default) as deltas, representing the
positive change between the start time and end time. In order to calculate a delta there must be a
minimum of two recorded values available, so the OM Statistics task must have been run at least twice
in order to provide any data through the OM XML interface.

OM Statistics Requests

OM statistic requests consist of the following:

e Attributes and Child Tag
* Recorded Timestamp and Request Time Range

Attributes and Child Tags

The following attributes can be used with any of the OM Statistics requests as part of the
“QueryOMStats” tag:

¢ DeltaCount — The values for statistics which are cumulative in nature (for example, monotonically
increasing counters) are returned by default as a delta value. For these cumulative statistics, the
delta value returned represents the positive change in that value since the last recorded time period.
By setting the DeltaCount attribute to “false” the user can request that all statistics be returned as
absolute values instead, that is the total values since the beginning of time.

Some statistics are always returned as absolute values. These non-cumulative statistics have values
that can increase or decrease over time, for example Upstream and Downstream Bandwidth or
active Session Counts. These statistics are explicitly called out in this document as always returning
“absolute” values.

The following is an example of the DeltaCount attribute:

<?xm version="1.0" encodi ng="UTF- 8" ?>
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<QueryOntt ats Del t aCount ="f al se" >
<Start Ti me>2006- 10-12T11: 15: 00Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 25: 00Z</ EndTi ne>
<Net wor KEl enent St at s></ Net wor KEl enent St at s>
</ Quer yOntt at s>

* AggregateTimeSamples — The AggregateTimeSamples attribute allows the user to request that
all sample buckets in the response be aggregated into a single sample bucket. This allows users to
request data for a time period and see a summary of all recorded data for that specific time period,
rather than all the individual samples that make up the requested time period.

The following is an example of the AggregateTimeSamples attribute:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<QueryOntt at s Aggr egat eTi meSanpl es="true" >
<StartTi me>2006-10- 12T11: 15: 00Z</ Start Ti me>
<EndTi ne>2006- 10- 12T11: 25: 00Z</ EndTi me>
<Net wor KEl ement St at s/ >

</ Quer yOrtt at s>

The following child tags are available for OM XML Commands:

¢ StartTime/EndTime — These tags define the time range over which you want statistical data
returned. All statistic data recorded by the OM Statistics task over that requested time range is
returned. Also, the EndTime tag is an optional tag. If no EndTime tag is specified, then the time
range extends from the StartTime and continues until the current time. This provides a means to
capture the most up-to-date data.

The following is an example of the StartTime/EndTime child tags:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnrfst at s>
<StartTi me>2006- 10- 26T14: 30: 00Z</ St art Ti me>
<EndTi ne>2006- 10- 26T14: 35: 00Z</ EndTi me>
<Pol i cyServer St at s/ >
<l sConpl et e>t rue</ | sConpl et e>
</ Quer yOrtt at s>

¢ PolicyServer — This optional tag, specified as a child tag of some individual statistic groups, allows
the user to request statistics specific to an individual or a set of MPEs. The default behavior displays
statistics for all MPEs.

The following is an example of the PolicyServer child tag:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yQOnrfst at s>
<StartTi me>2006- 10- 26T14: 30: 00Z</ St art Ti me>
<EndTi ne>2006- 10- 26T14: 35: 00Z</ EndTi me>
<Pol i cySer ver St at s>
<Pol i cySer ver >At | ant al05</ Pol i cySer ver >
</ Pol i cySer ver St at s>
</ Quer yOntt at s>

E58937 Revision 01, January 2015 29



Operational Measurements Interface Overview

Recorded Timestamp and Request Time Range

The OM Statistics task runs on a scheduled interval. The statistics, however, are time stamped as they
are received from the MPEs to increase accuracy. For example, while the OM Statistics task may start
at 12:00:00, the statistics recorded for MPE1 may not be time stamped until 12:00:01, and MPE2 at
12:00:02, and so on.

This detail impacts the way the captured data should be requested through the XML interface so as
to ensure all the desired data is returned as part of the response. To ensure correct results, if the intent
is to retrieve data for a full 24 hour period, then the start and end times should extend beyond the
intended 24 hour period to ensure that any delayed results returned for an MPE are included in the
response.

For example, to retrieve statistics recorded for the entire day of March 10, the following request time
range is recommended (note that the EndTime is 15 minutes past midnight):

<Start Ti ne>2008- 03-10T00: 00: 00Z</ St art Ti ne>
<EndTi ne>2008- 03- 11T00: 15: 00Z</ EndTi nme>

OM Statistics Response Format

The XSD defines the schema for responses to OM XML requests. Results are returned in “Sample”
buckets representing a range of time. If Persistent Interval Statistics are enabled (Stats.Interval.Enabled),
this range is determined by the Stats Collection Period, found under Global Configuration Settings >
Stats Settings on the CMP, but also includes any “Manual” runs of the task initiated by the user.

If Stats.Interval. Enabled is set to false (meaning that Persistent Interval Statistics are not enabled), then
the CMP collects absolute counter values only; this range is determined by the interval settings of the
OM Statistics scheduled task and includes any “Manual” runs of the task initiated by the user.

Responses do not return data sets that exceed a maximum size. In this case, a user is directed to reduce
the scope of their query to accommodate for the size limitation of the XML response.

Interval Statistics

In the interval-statistics mode, all numeric data generated by MPEs and MRAs are reset at regular
intervals controlled by the Stats Collection Period. When in Interval mode, a reset occurs on the hour
and then every 5, 10, 15, 20, 30 or 60 minutes afterwards depending on the value of the Stats Collection
Period. See the CMP Wireless User Guide for details on setting interval statistics.

When in Interval Mode, the XML request and response will look similar to the example below.

Request:

<QueryQOntt at sSetti ng/ >
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Response:

<Onftt at sSetti ng>
<Reset Confi gurati on>l nt er val </ Reset Confi gurati on>
<Col | ecti onl nt erval >15</ Col | ecti onl nt erval >

</ OBt at sSet ti ng>

Absolute versus Delta Values

For all cumulative statistics (for example, monotonically increasing counters), the returned values are
presented as deltas, by default. These deltas represent the positive change in value between the start
and end times. This behavior can optionally be changed to return absolute values for all statistics (see
OM Statistics Requests).

Non-cumulative statistics, those statistics whose value can either increase or decrease between intervals,
are returned as absolute values. This prevents negative value responses as a result of a delta calculation.
For example, in “NetworkElementStats” the Upstream Bandwidth, Downstream Bandwidth, and
“active” Session Counts are returned as absolute values. These absolute statistics are explicitly called
out in this document as always returning “absolute” values. All absolute data points are taken as the
value at the End Time of the reported Sample.

Empty Data Set

Requests that do not result in any statistics contain the following message:
Not enough statistical data available to fulfill request.

If you receive this message, check the request parameters or select a different time range, as the message
indicates that for the parameters submitted as part of the request there is not enough recorded data
to respond.

This response can occur for a number of reasons. If you see the following in the response:

<| sConpl et e>f al se</| sConpl et e>

then the MPE or MRA has detected errors when collecting the stats, usually because a complete interval
was not available.

The OM Statistics Task must have been run at least two times within the specified time range (StartTime
and EndTime). The task itself runs on a schedule but the data is recorded dynamically as it is received
from the MPEs so this should be taken into account when requesting a particular range of time. Oracle
recommends that users start with a larger time window for testing and narrow that down, adjusting
the scheduled task as needed, until the desired data is returned. This message could also occur if

recorded data is unavailable for a specific parameter, such as a certain Network Element or MPE name.

Timezones and Start/End Times

OM responses include “Sample” buckets, each with a specified start and end time. These values are
returned in UTC (Coordinated Universal Time) format, which is the international time standard. The
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CMP is unaware of the timezone of the originating request and is therefore unable to return a “localized”
timezone to the user.

The XSDs define request/responses with the following:

<I-- Time Range -->
<xsd: el ement nanme="StartTi me" type="xsd:dateTi ne" m nCccurs="1" maxCccurs="1"/>
<xsd: el ement name="EndTi ne" type="xsd: dateTi me" m nCccurs="1" maxQccurs="1"/>

The type is defined as “xsd: dat eTi me”. This is a UTC format. This data type describes instances
identified by the combination of a date and a time.

Its lexical space is the extended format:

[ -] CCYY- Mt DDThh: mm ss[ Z| (+]| -) hh: ]

The time zone may be specified as Z (UTC) or (+ | -)hh:mm. Time zones that are not specified are
considered localized to the MPE Manager.

The following are examples of valid values for xsd:dateTime:
Example 1:

2007- 03-26T21: 32: 52Z - UTC format. This is the default response format for
all timestanps. It is also the recommend format for user requests.

Example 2:
2007-03-26T21: 32: 52+02: 00 - Localized tine with 2 hour offset to UTC ti me.
Example 3:

2007-03-26T19: 32: 52 - Localized tine. This will be interpreted as | ocalized
to the MPE Manager.

Example 4:
2007-03-26T19: 32: 52+00: 00 - Localized tine with no offset.

Note: All date and time numbers are two digits. For example, 3:00am, April 5th is written as
“2008-04-05T03:00:00” and not “2008-4-5T3:00:00”.

A request to retrieve statistics can be made either in UTC or as a time that is localized to the CMP. It
is recommended that users make their requests in UTC format to remain consistent with the UTC
output. UTC is also recommended, as end users may not be aware they are making requests from a
different timezone than the CMP and therefore may not be accounting for that difference when
analyzing results. If the MPEs, CMP, and end user are all in different timezones then the user would
be attempting to correlate values and draw conclusions from the reported statistics across all of those
timezones.

Counter Reset and Failover

MPEs and MRAs write historical data to a distributed comcol database and save it for 24 hours.

Note: CMP stores cluster-level interval stats to its own database. Data is available for external OSS
system to retrieve after the end of the next interval period.
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There are two cases where statistics can be reset:

* The user can click the “Reset All Counters” button on the Policy Server “Reports” page of the CMP
Graphical User Interface (GUI). This button is typically used to reset counters as a baseline from
which to run tests (refer to CMP User Guide for detailed description of this page.).

¢ The user can enable the Interval mode; when configured, numeric values are reset at regular
intervals controlled by the Stats Collection Period. When in Interval mode, a reset will occur on
the hour and then every 5, 10, 15, 20, 30 or 60 minutes afterwards depending on the value of the
Stats Collection Period. (When interval periods are changed, the database is purged.) See the CMP
User Guide for details.

In either case, all memory counters are reset to 0. This means that the delta values calculated for the
time period during which the reset occurred are not accurate.

For example, if at the StartTime the SuccessSessionCount value was 100, and a reset occurred resetting
the count to 0, then the next reported delta would be -100. If the SuccessSessionCount started at 100,
and during the sample time period, five successful sessions completed, then a reset occurred after
which 10 more sessions completed successfully, then the resulting delta for that time period would
be -90. This example shows that some information is lost; the response will indicate this with the

| sConpl et e flag settof al se. Ineither case, the value could not be seen as an accurate representation
of activity for that time and should be ignored. For this reason, negative delta values are always
returned as “0”.

The CMP will get incomplete interval stats from MPE/MRA in the following conditions:

* The active MPE/MRA blade switches over one or more times within an interval period.
¢ MPE/MRA has initially started up.

* Under high-load conditions, the MPE/MRA cannot store data to the database at the end of an
interval cycle (within a margin of a few seconds).

Comparisons Between the CMP GUI and OM Statistics

Relationships between the OM XML responses and the CMP Reports GUI can be drawn and used for
comparison.

The OM XML interface persists statistic values over time. This tool is intended for historical analysis
of statistics and can be used to track usage. The interface allows users to request data over a user-defined
time range and returns data for that period. The default behavior for this interface is to return data as
delta values. The delta is calculated as the positive change in value between the start and end times
returned in “Sample” buckets. Certain non-cumulative statistics are always reported as absolutes and
those individual statistics are explicitly documented. This behavior can also be changed to return
absolute values for all statistics; even those which are cumulative in nature (see OM Statistics Requests).

The “Reports” page in the Policy Server section of the CMP GUI displays statistics in real time (Refer
to the CMP User’s Guide for details). The intent of this page is for monitoring current statistics. The
page dynamically updates the displayed statistics every 10 seconds. These statistics are categorized
by protocol. The default behavior of this page displays statistics as absolute values. There is a “Show
Deltas” button at the top of the page; this button can be used to switch the display to calculated delta
values. The delta value shown is the difference between the current value and the last refresh of the
page (approximately 10 seconds).
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The top section on any statistics page, contained within the CMP GUI, usually correlates with the
“Message Processing Stats” of the OM XML interface. The individual statistics for each Network
Element can be found in the section at the bottom of the reporting page. These statistics correlate with
the “Network Element Stats” of the OM XML interface.

Labels for specific statistics may differ between the CMP GUI and the OM XML interface responses.
The specific types of statistics displayed may also differ by protocol. While the CMP GUI can use
labels and statistics specific to a certain protocol, the OM XML interface requests must use generic
language across protocols in order to remain consistent with published XSD definitions.

For deployments that collect statistics across multiple protocols, for example PCMM and DQoS, the
CMP GUI displays statistics for each protocol individually. However, in the XML Interface, the statistics
for available protocols are summarized in the response. For example, session count statistics for PCMM
and DQoS would be added together to display with each network element. Statistics for individual
protocols are not be displayed separately.

Additional details for the GUI's Reports/Statistics section of the CMP GUI can be found in the CMP
User’s Guide.
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Identity Management Overview

The Identity Management system connects to a CMP through an HTTP or HTTPS interface. The user
must specify the operation parameter idm in the requested URL, similartoht t p: // 127. 0. 0. 1/ mi /
xm I nt erf aceRequest . do?user =super vi sor &wd=passwor d&oper ati on=i dm

The account used for connecting the OSSI to the CMP is a regular CMP user account, with the default
global scope and the following privileges:

* Show Privilege for OSSI Import/Export
* Read-Write Privilege for User Management

The Identity Management feature allows users to perform the following tasks:

* Add a User - Create one or more users, or update a current user's parameters by overwriting them
with new parameters.

* Update a User - Update parameters for one or more users.

* Query a User - Query one user if the Name element occurs, or all users if no Name element occurs.
* Delete a User - Delete one or more users.

* Query Role - Query one role if the Name element occurs, or all roles if no Name element occurs.

* Query Scope - Query one scope if the Name element occurs, or all scopes if no Name element
occurs.

Add a User

The following examples show the request and response that are defined in the XSDs for the
AddSysAdminUser tag.

Successful Request
Request
This request follows the AddSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddSysAdni nUser >
<SysAdm nUser >
<Nanme>adm nl</ Nanme>
<Descri pti on>The default adm nistrator user with all
privil eges</Description>
<Passwor d>cam ant </ Passwor d>
<LockedSt at us>0</ LockedSt at us>
<Rol eRef >
<Name>Admi ni st r at or </ Name>
</ Rol eRef >
<ScopeRef >
<Nanme>Qd obal </ Nanme>
</ ScopeRef >
</ SysAdmi nUser >

E58937 Revision 01, January 2015 36



</ AddSysAdm nUser >
</ Xm I nt er f aceRequest >

Table 3: AddSysAdminUser Operation Parameters

Identity Management (IDM)

Parameter Name Optional/Required Limitation

User Name Required 250 characters (string)

Description Optional 250 characters (string)

Password Required A clear text

LockedStatus Required 0 = unlocked; 1 = locked

RoleRef Required Can specify only one role

ScopeRef Required Can specify multiple scopes
Response

This request follows the AddSysAdminUser tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>

<Resul t >0</ Resul t >

<Command type="Xn I nt er f aceResponse" >

<Success count="1">Successfully inmported 1 User(s).

<Fai | ure count ="0"></Fai | ure>

</ Command>
</ Response>

The errors that a user may receive are shown below.

Table 4: AddSysAdminUser Operation Errors

</ Success>

Error

Message

Description

ERROR_USER_INVALID_NAME

Invalid User Name for:
"{$UserName}'

UserName is an empty string.

ERROR_USER_NAME_TOO_
LONG

User Name exceeds max length
for: '{$UserName}'

UserName exceeds max length
(250 characters).

ERROR_USER_DESCRIPTION_
TOO_LONG

User Description exceeds max
length. User: '{$UserName}'

Description exceeds max length
(250 characters)

ERROR_USER_NOROLE_OR_
NOSCOPE

User: '{$Username}' must have
an associated Role and Scope.

Non-Role or non-Scope is
defined in OSSI command.

ERROR_USER_INVALID_ROLE_
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Error Message Description

NAME RoleName exceeds max length
(250 characters), or

There is more than one Role

defined.
ERROR_USER_INVALID_SCOPE_ [ Invalid Scope Name for: ScopeName is an empty string,
NAME {$ScopeName} or
ScopeName is exceeds max
length (250 characters).
ERROR_USER_ROLE_LINK The user: {$UserName}'s RoleName is not defined in
associated role does not exist. | CMP.
Please create it first.
ERROR_USER_SCOPE_LINK | The user: {$UserName}'s ScopeName is not defined in
associated scope does not exist. | CMP.
Please create it first.
ERROR_SCHEMA_INVALID |N/A If the input OSSI command

cannot match the schema
specification, there will be an
error-message response to the
operator. For example, if you
define a LockStatus with a string,
the following message will be
reported:

“Error parsing inport
file: Error parsing
import file:
cvc-datatype-valid. 1.2, 1:
"ABC is not a valid
value for 'integer'.

ERROR_USER_INVALID_NAME
Request
This request follows the AddSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddSysAdmi nUser >
<SysAdm nUser >

<Name></ Nanme>

<Descri pti on>The default adm nistrator user with all
privil eges</ Descri ption>

<Passwor d>or acl e</ Passwor d>

<LockedSt at us>0</ LockedsSt at us>

<Rol eRef >

<Name>Adm ni st r at or </ Nane>
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</ Rol eRef >
<ScopeRef >
<Name>d obal </ Nanme>
</ ScopeRef >
</ SysAdmi nUser >
</ AddSysAdni nUser >
</ Xm I nt er f aceRequest >

Response

The following error response occurs when the user name is invalid.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Conmand type="Xm I nt er f aceResponse" >
<Success count ="0"></ Success>
<Failure count="1">Failed to inport 1 User(s).

Invalid User Nane for: ''</Failure>
</ Conmand>
</ Response>

ERROR_USER_INVALID_ROLE_NAME
Request
This request follows the AddSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddSysAdni nUser >
<SysAdm nUser >
<Name>admi nl</ Nane>
<Descri pti on>The default adm nistrator user with all
privil eges</Description>
<Passwor d>or acl e</ Passwor d>
<LockedSt at us>0</ LockedSt at us>
<Rol eRef >
<Name></ Nanme>
</ Rol eRef >
<ScopeRef >
<Nanme>QG obal </ Nanme>
</ ScopeRef >
</ SysAdmi nUser >
</ AddSysAdni nUser >
</ Xm I nt er f aceRequest >

Response

The following error response occurs when the role name is invalid.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xn | nt er f aceResponse" >
<Success count="0"></ Success>
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<Failure count="1">Failed to inmport 1 User(s).

Invalid Role Nanme for: 'adm nl' </ Failure>
</ Command>
</ Response>

ERROR_USER_INVALID_SCOPE_NAME
Request
This request follows the AddSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddSysAdni nUser >
<SysAdm nUser >
<Name>adm nl1</ Nanme>
<Descri pti on>The default adm nistrator user with all
privil eges</Descri pti on>
<Passwor d>or acl e</ Passwor d>
<LockedSt at us>0</ LockedsSt at us>
<Rol eRef >
<Name>Admi ni st r at or </ Nanme>
</ Rol eRef >
<ScopeRef >
<Name></ Name>
</ ScopeRef >
</ SysAdm nUser >
</ AddSysAdni nUser >
</ Xm I nt er f aceRequest >

Response

The following error response occurs when the scope name is invalid.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm I nt er f aceResponse" >
<Success count ="0"></ Success>
<Failure count="1">Failed to inmport 1 User(s).

Invalid Scope Nane for: 'adm nl'</Failure>

</ Command>
</ Response>

ERROR_USER_ROLE_LINK
Request
This request follows the AddSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddSysAdni nUser >
<SysAdm nUser >
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<Nanme>adm nl</ Nanme>
<Descri pti on>The default admi nistrator user with all
privil eges</ Description>
<Passwor d>or acl e</ Passwor d>
<LockedSt at us>0</ LockedSt at us>
<ScopeRef >
<Name>Not Exi st G obal </ Nane>
</ ScopeRef >
</ SysAdmi nUser >
</ AddSysAdni nUser >
</ Xm I nt er f aceRequest >

Response

The following error response occurs when the user's associated role does not exist.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xn I nt er f aceResponse" >
<Success count ="0"></ Success>
<Failure count="1">Failed to inport 1 User(s).

User: 'adm nl' mnust have an associ ated Rol e and Scope. </ Fai | ur e>
</ Command>
</ Response>

ERROR_USER_NOROLE_OR_NOSCOPE
Request
This request follows the AddSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddSysAdni nUser >
<SysAdm nUser >
<Nanme>admi nl</ Nane>
<Descri pti on>The default adm nistrator user with all
privil eges</Description>
<Passwor d>or acl e</ Passwor d>
<LockedSt at us>0</ LockedSt at us>
<Rol eRef >
<Name>Not Exits Admi ni strator </ Nanme>
</ Rol eRef >
<ScopeRef >
<Nanme>QG obal </ Nanme>
</ ScopeRef >
</ SysAdmi nUser >
</ AddSysAdni nUser >
</ Xm I nt er f aceRequest >

Response

The following error response occurs when the user's role does not exist.

<?xm version='"1.0" ?>
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<Response>
<Resul t >0</ Resul t >
<Comand type="Xm I nt er f aceResponse" >
<Success count ="0"></ Success>
<Failure count="1">Failed to inmport 1 User(s).

The user: admi nl's associated role does not exist. Please create it
first.</Failure>
</ Command>
</ Response>

Request
This request follows the AddSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddSysAdni nUser >
<SysAdm nUser >
<Narme>adm nl1</ Nanme>
<Descri pti on>The default adm nistrator user with all
privil eges</ Description>
<Passwor d>or acl e</ Passwor d>
<LockedSt at us>0</ LockedsSt at us>
<Rol eRef >
<Name>Admi ni st r at or </ Nane>
</ Rol eRef >
<ScopeRef >
<Name>Not Exi st G obal </ Nane>
</ ScopeRef >
</ SysAdm nUser >
</ AddSysAdni nUser >
</ Xm I nt er f aceRequest >

Response

The following error response occurs when the user's scope does not exist.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count="0"></Success>
<Fai lure count="1">Failed to inport 1 User(s).

The user: admi nl's associ ated scope does not exist. Please create it
first.</Failure>

</ Command>
</ Response>

Update a User

The following examples show the request and response that are defined in the XSDs for the
UpdateSysAdminUser tag.
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Request
This request follows the UpdateSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eSysAdmi nUser >
<SysAdm nUser >
<Name>adm nl1</ Nanme>
<Descri pti on>New The default adm nistrator user with all
privil eges</Descri ption>
<LockedSt at us>0</ LockedSt at us>
<Rol eRef >
<Name>Admi ni st r at or </ Nane>
</ Rol eRef >
<ScopeRef >
<Name>Qd obal </ Nanme>
</ ScopeRef >
</ SysAdm nUser >
</ Updat eSysAdni nUser >
</ Xm I nt er f aceRequest >

Table 5: UpdateSysAdminUser Operation Parameters

Parameter Name Optional/Required Limitation

User Name Required 250 characters (string)
Description Optional 250 characters (string)
Password Optional A clear text

LockedStatus Optional 0 = unlocked; 1 = locked
RoleRef Optional Can specify only one role
ScopeRef Optional Can specify multiple scopes

The probable errors a user may receive are shown below.

Table 6: UpdateSysAdminUser Operation Errors

Error Message Description

ERROR_USER_NAME_NOT | Specified User does not exist: | The specified user is not in

_EXIST {$UserName} system.
ERROR_USER_INVALID Invalid User Name for: UserName is an empty string.
NAME "{$UserName}'

ERROR_USER_NAME_TOOQO_ | User Name exceeds max length [ UserName exceeds max length
LONG for: '{$UserName}' (250 characters).

ERROR_USER_DESCRIPTION | User Description exceeds max | Description exceeds max length
length. User: '{$UserName}' (250 characters)
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Error

Message

Description

_TOO_LONG

ERROR_USER_NOROLE_OR
_NOSCOPE

User: '{$Username}' must have
an associated Role and Scope.

Non-Role or non-Scope is
defined in OSSI command.

ERROR_USER_INVALID_ROLE
_NAME

Invalid Role Name for:
"{$RoleName}'

RoleName exceeds max length
(250 characters), or

There is more than one Role
defined.

ERROR_USER_INVALID
_SCOPE_NAME

Invalid Scope Name for:
{$ScopeName}'

ScopeName exceeds max length
(250 characters).

ERROR_USER_ROLE_LINK

The user: {$UserName}'s
associated role does not exist.
Please create it first.

RoleName is an empty string, or

RoleName is not defined in
CMP.

ERROR_USER_SCOPE_LINK

The user: {$UserName}'s

associated scope does not exist.

Please create it first.

ScopeName is an empty string,
or

ScopeName is not defined in
CMP.

ERROR_SCHEMA_INVALID

N/A

If the input OSSI command
cannot match the schema
specification, there will be an
error-message response to the
operator. For example, if you
define a LockStatus with a string,
the following message will be
reported:

“Error parsing inport
file: Error parsing
import file:
cvc-datatype-valid. 1. 2. 1:
"ABC is not a valid
value for 'integer'.”

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>

<Resul t >0</ Resul t >

<Command type="Xn | nt er f aceResponse" >
<Success count ="1">Successful |y updated 1 User(s).</Success>
<Fai |l ure count="0"></Fai |l ure>
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</ Command>
</ Response>

ERROR_USER_NAME_NOT_EXIST
Request
This request follows the UpdateSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eSysAdmi nUser >
<SysAdm nUser >
<Name>Not Exi st adni n1</ Name>
<Descri pti on>New The default adm nistrator user with all
privil eges</ Descri pti on>
<LockedSt at us>0</ LockedsSt at us>
<Rol eRef >
<Nanme>Admi ni st r at or </ Nane>
</ Rol eRef >
<ScopeRef >
<Name>d obal </ Nanme>
</ ScopeRef >
</ SysAdm nUser >
</ Updat eSysAdni nUser >
</ Xm I nt er f aceRequest >

Response

The following error response occurs when the user name does not exist.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Conmmand type="Xm | nt er f aceResponse" >
<Success count ="0"></ Success>
<Failure count="1">Failed to update 1 User(s).

Speci fied User does not exist: 'NotExistadm nl'</Fail ure>
</ Conmand>
</ Response>

ERROR_USER_NOROLE_OR_NOSCOPE
Request
This request follows the UpdateSysAdminUser tag defined in the XSDs.

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eSysAdmi nUser >
<SysAdm nUser >
<Nanme>adm nl</ Nanme>
<Descri pti on>New The default admi nistrator user with all
privil eges</Description>
<LockedSt at us>0</ LockedSt at us>
<Rol eRef >
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<Name>not exi st Adm ni strat or </ Nane>

</ Rol eRef >

<ScopeRef >
<Nanme>d obal </ Nane>

</ ScopeRef >

</ SysAdm nUser >
</ Updat eSysAdni nUser >
</ Xm I nt er f aceRequest >

Response

The following error response occurs when the user's specified role does not exist.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Conmmand type="Xm | nt er f aceResponse" >
<Success count ="0"></ Success>
<Failure count="1">Failed to update 1 User(s).

The user: adminl's associated role does not exist. Please create it
first.</Failure>
</ Conmand>
</ Response>

Request
This request follows the UpdateSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eSysAdmi nUser >
<SysAdm nUser >
<Name>admi nl</ Nane>
<Descri pti on>New The default adm nistrator user with all
privil eges</Description>
<LockedSt at us>0</ LockedSt at us>
<Rol eRef >
<Nanme>Admi ni st r at or </ Nane>
</ Rol eRef >
<ScopeRef >
<Name>Not exi st d obal </ Nanme>
</ ScopeRef >
</ SysAdm nUser >
</ Updat eSysAdni nUser >
</ Xm I nt er f aceRequest >

Response

The following error response occurs when the user's specified scope does not exist.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Conmmand type="Xm | nt er f aceResponse" >
<Success count ="0"></ Success>
<Fai lure count="1">Failed to update 1 User(s).
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The user: admi nl's associ ated scope does not exist. Please create it
first.</Failure>
</ Command>
</ Response>

ERROR_USER_INVALID_ROLE_NAME
Request
This request follows the UpdateSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eSysAdmi nUser >
<SysAdm nUser >
<Narme>adm nl1</ Nanme>
<Descri pti on>New The default adm nistrator user with all
privil eges</ Description>
<LockedSt at us>0</ LockedSt at us>
<Rol eRef >
<Name>123</ Nane>
</ Rol eRef >
<Rol eRef >
<Name>Adm ni st r at or </ Nane>
</ Rol eRef >
<ScopeRef >
<Nane>123</ Nane>
</ ScopeRef >
</ SysAdm nUser >
</ Updat eSysAdni nUser >
</ Xm I nt er f aceRequest >

Response

The following error response occurs when the role name either exceeds the maximum length of 250
characters, or there is more than one Role defined.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Conmmand type="Xm | nt er f aceResponse" >
<Success count ="0"></ Success>
<Failure count="1">Failed to update 1 User(s).

Invalid Role Nane for: 'adm nl'</Failure>

</ Command>
</ Response>

Query a User

The following examples show the request and response that are defined in the XSDs for the
QuerySysAdminUser tag. If the Name element occurs, the CMP will query only the corresponding
user; otherwise, all users are queried.
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Request
This request follows the QuerySysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Quer ySysAdni nUser >
<Nane>adm n</ Nane>
</ Quer ySysAdmi nUser >
</ Xm I nt er f aceRequest >

Table 7: QuerySysAdminUser Operation Parameters

Parameter Name Optional/Required Limitation

Name Optional 250 characters (string)

If the query is successful, the list of users will be returned in XML as a response with the following
fields for each user.

Table 8: Output Fields for QuerySysAdminUser Operation

Field Name Description

Name The user's name

Description The user's description

Password The user's password, encrypted

LockedStatus 0 = locked, 1 = unlocked

RoleRef The associated role

ScopeRef The associated scope; there can be multiple scopes.
Response

The response to this request:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Configurati onData version="7.5.0">
<SysAdm nUser >
<Nanme>admi n</ Nanme>
<Descri pti on>The default admi nistrator user with all
privil eges</Descri pti on>
<Passwor d>835154D6D3FA2C3575AA700A54AB9F6492E7 ABB7</ Passwor d>
<LockedSt at us>0</ LockedsSt at us>
<Rol eRef >
<Nanme>Admi ni st r at or </ Nanme>
</ Rol eRef >
<ScopeRef >
<Name>d obal </ Nanme>
</ ScopeRef >
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</ SysAdmi nUser >
</ Confi gur ati onDat a>

Delete a User

Identity Management (IDM)

The following examples show the request and response that are defined in the XSDs for the

DeleteSysAdminUser tag.

Successful Deletion

Request

This request follows the DeleteSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<Xm | nt er f aceRequest >
<Del et eSysAdni nUser >
<SysAdm nUser >
<Nanme>admi nl</ Name>
</ SysAdm nUser >
</ Del et eSysAdni nUser >
</ Xm I nt er f aceRequest >

Table 9: DeleteSysAdminUser Operation Parameters

Parameter Name Optional/Required

Limitation

Name Required

250 characters (string)

The probable errors a user may receive are shown below.

Table 10: DeleteSysAdminUser Operation Errors

Error Message

Description

{$UserName}

ERROR_DELETE_FAILURE Error deleting User Name:

The specified user does not exist,
or

“Admin” user is specified.

Response

The response to this request:

<?xm version='"1.0" ?>

<Response>

<Resul t >0</ Resul t >

<Comand type="Xm | nt er f aceResponse" >

<Fai l ure count="0"></Fai |l ure>
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</ Command>
</ Response>

If deletion is successful, the number of deleted users will be reported.

ERROR_DELETE_FAILURE
Request
This request follows the DeleteSysAdminUser tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Del et eSysAdmi nUser >
<SysAdm nUser >
<Name>admi nl1</ Nanme>
</ SysAdmi nUser >
</ Del et eSysAdnmi nUser >
</ Xm I nt er f aceRequest >

Response

The response to this request when the specified user name does not exist:

<?xm version='"1.0" ?>

<Response>

<Resul t >0</ Resul t >

<Command type="Xnm | nt er f aceResponse" >
<Success count="0"></Success>

<Failure count="1">Failed to delete 1 user.
Error del eting User Name: adm nl</Fail ure>
</ Conmand>

</ Response>

Query User Role

The following examples show the request and response that are defined in the XSDs for the QueryRole
tag. If the Name element occurs, the CMP will query the corresponding role with the name; otherwise,
it will query all roles.

Request
This request follows the QueryRole tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Quer yRol e>
<Nanme>Admi ni st r at or </ Nane>
</ Quer yRol e>
</ Xm I nt er f aceRequest >
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Identity Management (IDM)

Parameter Name Optional/Required

Limitation

Name Optional

250 characters (string)

If the query is successful, the list of users will be returned in XML as a response with the following

fields for each user.

Table 12: Output Fields for QueryRole Operation

Field Name Description

Name The role's name

Description The role's description

RolePrivilege The privilege with privilege name and access level
assigned to the Role. There can be multiple
privileges.

Response

The response to this request:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<Confi gurationData version="7.5.0">
<Rol e>
<Nanme>Admni ni st r at or </ Nane>

<Descri pti on>The default role with all privil eges</Description>

<Rol ePrivi | ege>
<Privil ege>policy server</Privilege>
<Level >40</ Level >

<Rol ePri vi |l ege>
<Privil ege>Net work El ement</Privil ege>
<Level >Read- Wi te</Level >

</ Rol ePri vi | ege>

<Rol ePri vi |l ege>

<Privil ege>Appl i cation</Privil ege>
<Level >Read- Wi te</Level >

</ Rol ePri vi | ege>

<Rol ePri vi | ege>
<Privil ege>Policy Library</Privilege>
<Level >Read, Depl oy, and Wite</Level >

</ Rol ePri vi | ege>

<Rol ePri vi | ege>
<Privil ege>Tenpl ate Li brary</Privil ege>
<Level >Read- Wit e</Level >

</ Rol ePri vi | ege>

<Rol ePri vi | ege>
<Privil ege>User Managenent </ Pri vil ege>
<Level >Read- Wit e</Level >

</ Rol ePri vi | ege>

<Rol ePri vi | ege>

<Privil ege>Manager Event and Audit Logs</Privil ege>

<Level >Read- Wit e</ Level >
</ Rol ePri vi | ege>
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<Rol ePrivi | ege>
<Privil ege>Tasks</Privil ege>
<Level >Read- Wit e</Level >

</ Rol ePri vi | ege>

<Rol ePrivi | ege>
<Privil ege>Li cense Managenent </ Pri vil ege>
<Level >Read- Wi te</Level >

</ Rol ePri vi | ege>

<Rol ePri vi |l ege>
<Privilege>Traffic Profil es</Privilege>
<Level >Read- Wi te</Level >

</ Rol ePri vi | ege>

<Rol ePrivi |l ege>
<Privilege>XM. | nport / Export</Privilege>
<Level >Showx/ Level >

</ Rol ePri vi | ege>

<Rol ePrivi | ege>
<Privil ege>Qperational Measurenents</Privil ege>
<Level >Read- Onl y</ Level >

</ Rol ePri vi | ege>

<Rol ePrivi | ege>
<Privil ege>Chargi ng Server</Privil ege>
<Level >Read- Wi te</Level >

</ Rol ePri vi | ege>

<Rol ePrivi | ege>
<Privil ege>Ti ne Period</Privilege>
<Level >Read- Wi te</Level >

</ Rol ePri vi | ege>

<Rol ePrivi | ege>
<Privilege>Policy Inport / Export</Privilege>
<Level >Read- Wit e</Level >

</ Rol ePri vi | ege>

<Rol ePrivi | ege>
<Privil ege>Al arns</Privil ege>
<Level >Read- Wi te</Level >

</ Rol ePri vi | ege>

<Rol ePrivi | ege>
<Privil ege>Audit Log User Info</Privilege>
<Level >Showx/ Level >

</ Rol ePri vi | ege>

<Rol ePrivi | ege>
<Privil ege>Password Strength</Privil ege>
<Level >Read- Wi te</Level >

</ Rol ePri vi | ege>

<Rol ePrivi | ege>
<Privil ege>Event Log</Privil ege>
<Level >Read- Wi te</Level >

</ Rol ePri vi | ege>

<Rol ePrivi | ege>

<Privil ege>Audit Log</Privilege>
<Level >Read- Wi te</Level >
</ Rol ePri vi | ege>
</ Rol e>
</ Confi gur ati onDat a>

A subset of the RolePrivilege element will be outputted in XML based on the mode selected by the
operator. The output XML cannot be imported to the CMP again.
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Query User Scope

The following examples show the request and response that are defined in the XSDs for the QueryScope
tag. If the Name element occurs, the CMP will query only the corresponding scope, otherwise all
scopes are queried.

Request
This request follows the QueryScope tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Quer yScope>
<Name>Qd obal </ Nanme>
</ Quer yScope>
</ Xm I nt er f aceRequest >

If query is successful, the list of the scopes will be returned in XML as a response. If no Ref element
occurs, it means the scope is a global scope in system.

Table 13: QueryScope Operation Parameters

Parameter Name Optional/Required Limitation

Name Optional 250 characters (string)

If the query is successful, the list of the roles will be returned in XML as a response.

Table 14: Output Fields for QueryScope Operation

Field Name Description

Name The scope's name

Description The scope's description
ResourceControllerGroupRef The manageable MPEs’ name set.
MRAGroupRef The manageable MRAs’ name set.
NetworkElementGroupRef The manageable Network Elements’ name set.
Response

The response to this request:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ConfigurationData version="7.5.0">
<Scope>
<Nanme>d obal </ Nane>
<Descri pti on>The default scope that automatically contains all itens in

E58937 Revision 01, January 2015 53



Identity Management (IDM)

t he systenx/Descripti on>
</ Scope>
</ Confi gur ati onDat a>

A subset of the Ref element will be outputted in XML based on the mode selected by the operator.
The output XML cannot be imported to the CMP again.
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Table-driven policies allows you to generalize
multiple similar policies into a single policy that
represents the policy structure, plus a policy table(s)
that captures the differences. These tables make
processes such as adding new policies, modifying
existing policies, and checking consistency among
policies, much simpler and less error prone.
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Policy Table Overview

Policy Tables can be imported or exported to the OSSI XML Interface using the CMP. See "Importing
to and Exporting from the CMP Database" in the CMP Wireless User Guide for details on using the OSSI
XML Interface.

Policy tables can be exported to the OSSI XML Interface, and then edited or replaced. Tables can also
be imported from the OSSI back to the CMP with changes, as new tables, or to delete an existing table.

The format for both export and import must be the same and must include:

¢ The policy table's name

¢ The policy table's description

¢ The names of the columns

¢ The data types of the columns

* The designation of which columns are keys
¢ The policy context variables for key columns
¢ The values in the cells

Exported Policy Table XML

The exported policy table will be in an XML file; see the example below. Descriptions of the fields are
given after the table.

The XML for a policy table must maintain the integrity of the table.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddPol i cyTabl eDat a>
<Pol i cyTabl eDat a>
<Nanme>T</ Name>
<Descri pti on>ABC</ Descri pti on>
<Tabl e>
<Header >
<Field Type="smart Stri ng255" Key="true" Fiel d="TA">TA</Fi el d>
</ Header >
<Record Nanme="1330657994893" >
<Field Field="TA">TA</ Fi el d>
</ Recor d>
<Record Name="1330657994894" >
<Fi el d Fi el d="TA">TAsssss</ Fi el d>
</ Recor d>
</ Tabl e>
</ Pol i cyTabl eDat a>
<Pol i cyTabl eDat a>
<Nanme>T2</ Nanme>
<Descri pti on>TABLE1111111111111111111111111</ Descri pti on>
<Tabl e>
<Header >
<Field Type="smart Stri ng255" Key="true" Fiel d="TA">TA</Fi el d>
</ Header >
<Record Name="1330657994893" >
<Fi el d Fi el d="TA">TA</ Fi el d>
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</ Recor d>\

<Record Name="1330657994894" >
<Field Field="TA">TAsssss</ Fi el d>

</ Recor d>

</ Tabl e>

</ Pol i cyTabl eDat a>

</ AddPol i cyTabl eDat a>

</ Xm I nt er f aceRequest >

Field Name Description
Name The name of the Policy Table that was exported
Description This description is copied from CMP

Add a Policy Table

You can use the OSSI XML Interface to add a policy table, if the policy-table name does not exist in
the CMP; or modify a table.

When naming a new table, the length limitation for the name is 255 characters; the description field
is a free-form text that identifies the policy table and has a limit of 250 characters. If the length of either
the name or description is exceeded, the import will fail.

The following example imports a Policy Table named "Samplel".

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<AddPol i cyTabl eDat a>
<Name>Sanpl e 1</ Nanme>
<Descri pti on>Sanpl e 1</ Descri pti on>
<Tabl e>
<Header >
<Field Type="smart Stri ng255" Key="true" Fiel d="TA">TA</Fi el d>
</ Header >
<Record Name="1330657994893" >
<Field Field="TA">TA</ Fi el d>
</ Recor d>
<Record Nane="1330657994894" >
<Fi el d Fi el d="TA">TAsssss</ Fi el d>
</ Recor d>
</ Tabl e>
</ AddPol i cyTabl eDat a>
<</ Xm | nt er f aceRequest >

Modify a Policy Table

You can use the OSSI XML Interface to change a policy table that is already in CMP.
If the table name does not already exist in the CMP, the import will fail.
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A column cannot be changed or removed if it is being used in a policy or policy template; if the changes
in the XML change or remove such a column, the import will fail.

The import allows these types of edits:

¢ Editing the name and description of policy tables

* Adding, removing, and reordering columns

¢ Editing a column's name, data type, and key status
¢ Adding, removing, and reordering rows

¢ Changing the data within the cells

The following example imports changes for a Policy Table named "Sample 1".

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Updat ePol i cyTabl eDat a>
<Nanme>Sanpl e 1</ Nane>
<Tabl e>
<Header >
<Field Type="smart Stri ng255" Key="true" Fiel d="TA"'>TA</Fi el d>
</ Header >
<Record Nane="1330657994893" >
<Fi el d Fi el d="TA">TA</ Fi el d>
</ Recor d>
<Record Nanme="1330657994894" >
<Field Field="TA">TAsssss</ Fi el d>
</ Recor d>
</ Tabl e>
</ Updat ePol i cyTabl eDat a>
</ Xm I nt er f aceRequest >

Delete a Policy Table

You can use the OSSI XML Interface to delete a policy table that is already in CMP.
If the Policy Table is currently used in a policy or policy template, the import will fail.
The following example deletes a Policy Table named "Sample 1".

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Del et ePol i cyTabl eDat a>
<Name>Sanpl e 1</ Nanme>
< </ Del et ePol i cyTabl eDat a>
</ Xm I nt er f aceRequest >
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Wireless Mode

Topics: This part is dedicated to the using the the OSSI XML

interface specifically for the wireless mode.

* Topology Interface for Wireless Mode.....60

®  Subscriber Interface for Wireless Mode.....96

*  Operational Measurement Requests for Wireless

Mode.....110 e Topology Interface — allows wireless users to
manage and query network elements,
applications, traffic profiles and other
topology-related objects in the system .

* Subscriber Interface — allows wireless users to
manage and query Quota Profiles and Quota
Conventions from the subscriber interface.

* Operational Measurements (OM) Interface —
allows wireless users to retrieve statistical data
from the system.

The interface itself is divided into the following
areas:

Each of these interfaces is described in detail in later
chapters in this part of the document.
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e AVP Definition.....89

e Serving GPRS Support Node.....
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The Topology Interface allows wireless users to
manage and query network elements, paths, and
other topology-related objects within the system.
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Network Elements

A network element represents a node in the network (cable or wireless), such as a router, CMTS, PDSN,
B-RAS, and so on. The network elements can be organized into logical groups that subdivide the
network space. Network elements have the following attributes that can be requested.

Note: Depending on your system configuration, not all attributes may be present.
Note: The same attributes are also used in the Update Network Element operation.
¢ Capability: The numerical identity of network element capability type, for example:

e TDF-Solicit
* Time-Tariff (PGW,DPI)
¢ Usage-Report-26(GGSN,PGW,SWG,DPI)

* SctpEnabled: Whether the Network Element supports diameter over SCTP.

¢ InitiateDirectConnection: The diameter connection port of the TDF element network.

¢ TdfPort: The diameter connection port of the TDF element network.

* ReconnectDelay: The delay period after diameter connection fails. The unit is in seconds.
¢ WatchDoglnterval: The time interval of the watch dog monitor.

* ResponseTimeout: The time period before there is a connection response timeout.

The following sections describe the available network tags.

Add a Network Element in Wireless

The following examples show the request and response that are defined in the XSDs for the
AddNetworkElement tag.

Note: See Network Elements for a complete description of Network Elements and Network Element
Groups.

Request
This request follows the AddNetworkElement tag defined in the XSDs.

The following example creates a new Network Element to represent a router in the network. It also
creates a group, and puts the router in that group.

The router contains the following attributes:

* Name (unique identifier): Router 23

¢ Description: Core router for the north east

¢ HostName (IP address or DNS hostname): 12.1.1.1
e NelD (another unique identifier): 112222

* Capacity (aggregate capacity in bps): 456000

The group contains the following attributes:

¢ Name: NE Group 1
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* Description: All core routers

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<AddNet wor kEl emrent >
<Net wor kEl enent >
<Nanme>Rout er 23</ Nane>
<Descripti on>Core router for the north east</Description>
<Host Name>12. 1. 1. 1</ Host Narme>
<Nel d>112222</ Nel d>
<Net wor KEl enent Type>PGM\/ Net wor KEI enent Type>
<NeSubType></ NeSubType>
<Capaci t y>456000</ Capaci t y>
</ Net wor kEl enent >
<Net wor kEl enment Gr oup>
<Name>NE G oup 1</ Nane>
<Description>All core routers</Description>
<Root Gr oup>t r ue</ Root G- oup>
<El enent Ref >
<Name>r out er 23</ Nane>
<SubG oup>f al se</ SubG oup>
</ El enent Ref >
</ Net wor KEI enent Gr oup>
</ AddNet wor KEI erment >
</ Xm I nt er f aceRequest >

Response
The response to this request follows the generic Response tag defined in the XSDs.

The example XML response that follows represents a successful operation that creates a new network
element and/or groups:

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count ="2">Successfully inmported 1 network el ements.
Successfully inmported 1 group.</Success>
<Fai | ure count ="0"></Fail ure>
</ Command>
</ Response>

The example XML response that follows represents an operation that includes both a success and a
failure (for example, an attempt to update a group’s description field (success), and add an unknown
network element “router 24” to the group “NE Group 1” (failed)).

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count="1">Successfully updated 1 groups. </ Success>
<Fai lure count="1">Failed to update 1 groups. Network El enent G oup
update returned an error attenpting to add the follow ng: router 24
G oup NE G oup 1</ Fail ure>
</ Command>
</ Response>
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Update a Network Element in Wireless

The following examples show the request and response that are defined in the XSDs for the
UpdateNetworkElement tag.

Note: See Network Elements for a complete description of Network Elements and Network Element
Groups.

Note: For a list of all the attributes that can be associated with a Network Element see: Topology Interface
for Wireless Mode.

Request
This request follows the UpdateNetworkElement tag defined in the XSDs.

The following example changes the capacity attribute of the network element named “Router 23" to
the new value: 4567000.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Updat eNet wor kEl enent >
<Net wor kEl enent >
<Nanme>Rout er 23</ Nane>
<Capaci t y>4567000</ Capaci t y>
</ Net wor kEl enent >
</ Updat eNet wor kEl enent >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xm I nt er f aceResponse" >
<Success count="1">Successfully updated 1 network el ements. </ Success>
<Fai l ure count="0"></Fai |l ure>
</ Command>
</ Response>

Delete Request for Update Network Element in Wireless

The following examples show the delete request and response that are defined in the XSDs for the
UpdateNetworkElement tag.

Note: See Network Elements for a complete description of Network Elements and Network Element
Groups.

Note: For a list of all the attributes that can be associated with a Network Element see: Topology Interface
for Wireless Mode.

Request
This delete request follows the UpdateNetworkElement tag defined in the XSDs.
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The following example is a request for the ManualSubnet operation to delete a network element.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eNet wor kEl enment >
<Net wor kEl enent >
<Nane>cnt s170</ Name>
<Descri pti on></ Descri pti on>
<Host Name>10. 60. 25. 170</ Host Nane>
<BackupHost Nane></ BackupHost Nane>
<Net wor kEl enent Type>CMI'S</ Net wor kEl enent Type>
<NeSubType>None</ NeSubType>
<Managed>t r ue</ Managed>
<PcrmPor t >3918</ PcrmPor t >
<DqosPort >0</ DgosPor t >
<ReadCommuni t y></ ReadCommuni t y>
<Capaci t y>0</ Capaci t y>
<X>0</ X>
<Y>0</ Y>
<Manual Subnet operation="del ete”>
<| pAddress>1. 1. 1. 0</ | pAddr ess>
<Mask>24</ Mask>
</ Net wor kEl enent >
</ Updat eNet wor kEl emrent >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="1">Successfully updated 1 network el ements. </ Success>
<Fai |l ure count="0"></Fai |l ure>
</ Command>
</ Response>

Add Network Element to Group

The following examples show the request and response that are defined in the XSDs for the
AddNetworkElementToGroup tag.

Request
This request follows the AddNetworkElementToGroup tag defined in the XSDs.

The following example adds three network elements (Router 2, Router 34, and Router 131) to a group
(Group 1).

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<AddNet wor kEl enent ToGr oup>
<G oupName>G oup 1</ GroupNane>
<Name>Rout er 2</ Name>
<Nane>Rout er 34</ Nane>
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<Nane>Rout er 131</ Nane>
</ AddNet wor kEl emrent ToGr oup>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xn | nt er f aceResponse" >
<Success count="3">Added 3 el enents to a group. </ Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Remove Network Element from Group

The following examples show the request and response that are defined in the XSDs for the
RemoveNetworkElementFromGroup tag.

Request
This request follows the RemoveNetworkElementFromGroup tag defined in the XSDs.

The following example removes two network elements (Router 34 and Router 131) from a group
(Group 1).

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<RenpbveNet wor KEl ement Fr onGr oup>
<G oupName>G oup 1</ GroupNane>
<Nane>Rout er 34</ Nane>
<Name>Rout er 131</ Nane>
</ RenmoveNet wor kEl enent Fr onGr oup>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count="2">Renoved 2 el ements from group. </ Success>
<Fai | ure count="0"></Fail ure>
</ Command>
</ Response>
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Delete Network Element

The following examples show the request and response that are defined in the XSDs for the
DeleteNetworkElement tag.

Request
This request follows the DeleteNetworkElement tag defined in the XSDs.
The following example deletes two network elements (Node 1 and Node 2).

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Del et eNet wor kEI enent >
<Nanme>Nodel</ Nane>
<Nanme>Node2</ Nane>
</ Del et eNet wor KEl emrent >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="2">Del eted 2 el enents. </ Success>

</ Command>
</ Response>

Delete Network Element Group

The following examples show the request and response that are defined in the XSDs for the
DeleteNetworkElementGroup tag.

Request
This request follows the DeleteNetworkElementGroup tag defined in the XSDs.

The following example deletes two network element groups (Group 1 and Group 2).

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Del et eNet wor KEl ement Gr oup>
<Name>G oup 1</ Name>
<Name>G oup 2</ Name>
</ Del et eNet wor kEl enent Gr oup>
</ Xm I nt er f aceRequest >

Response
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The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xmnl I nt er f aceResponse" >
<Success count="2">Del eted 2 network el enent groups. </ Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Query Network Elements

The following examples show the request and response that are defined in the XSDs for the
QueryNetworkElement tag.

Request
This request follows the QueryNetworkElement tag defined in the XSDs.
Example 1 — XML for querying multiple network elements by name.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Quer yNet wor KEIl enent >
<Name>NE A</ Name>
<Name>NE B</ Name>
</ Quer yNet wor KEl enent >
</ Xm I nt er f aceRequest >

Example 2 — XML for querying all network elements and groups.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >

<Quer yNet wor KEl enent >

</ Quer yNet wor KEl enent >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfigurationData -> NetworkElement tag defined in the
XSDs.

<ConfigurationData version="2.1.6">
<Net wor kKEl enent >
<Nane>vod- 1</ Nane>
<Descri ption/ >
<Host Nane/ >
<BackupHost Nane/ >
<Nel d>vod- 1</ Nel d>
<Net wor KEIl ement Type>Ser ver </ Net wor KEl enrent Type>
<NeSubType>None</ NeSubType>
<Capaci t y>0</ Capaci ty>
<X>0</ X>
<Y>0</Y>
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<Manual Subnet >
<| pAddr ess>88. 0. 0. 0</ | pAddr ess>
<Mask>8</ Mask>
</ Manual Subnet >
</ Net wor kEl enent >
<Net wor KEl enent >
<Name>er x- 1</ Name>
<Descri ption/ >
<Host Nane/ >
<BackupHost Nane/ >
<Nel d>er x- 1</ Nel d>
<Net wor KEl ement Type>B- RAS</ Net wor kEl ement Type>
<NeSubType>ERX</ NeSubType>
<Capaci t y>0</ Capaci ty>
<X>0</ X>
<Y>0</ Y>
<Manual Subnet >
<| pAddr ess>1. 0. 0. 0</ | pAddr ess>
<Mask>8</ Mask>
</ Manual Subnet >
<NEl nt erf ace>
<Nane>8/ 0</ Name>
<Descri pti on/ >
<Capaci t y>0</ Capaci t y>
</ NEl nt er f ace>
</ Net wor kEIl enent >
<Net wor KEl enent >
<Nane>r out er - 1</ Nanme>
<Descri pti on/ >
<Host Name/ >
<BackupHost Nane/ >
<Nel d>r out er - 1</ Nel d>
<Net wor KEl ement Type>Rout er </ Net wor KEl ement Type>
<NeSubType>None</ NeSubType>
<Capaci t y>0</ Capaci ty>
<X>0</ X>
<Y>0</ Y>
</ Net wor kEl enent >
<Net wor kEl ermrent >
<Nane>r out er - 2</ Nanme>
<Descri pti on/ >
<Host Name/ >
<BackupHost Nane/ >
<Nel d>r out er - 2</ Nel d>
<Net wor KEIl ement Type>Rout er </ Net wor KEl ement Type>
<NeSubType>None</ NeSubType>
<Capaci t y>0</ Capaci t y>
<X>0</ X>
<Y>0</ Y>
</ Net wor kEl enent >
<Net wor kEl ermrent >
<Nane>nx- 1</ Nanme>
<Descri pti on/ >
<Host Nanme>10. 60. 100. 101</ Host Nane>
<BackupHost Nane/ >
<Nel d/ >
<Net wor KEl ement Type>W r el i ne Gat eway</ Net wor KEl ement Type>
<NeSubType>MX Seri es</ NeSubType>
<Capaci t y>0</ Capaci ty>
<X>0</ X>
<Y>0</ Y>
<Di anet er Real n»j uni per. conx/ Di amet er Real n»>
<Manual Subnet >
<| pAddr ess>11. 0. 0. 0</ | pAddr ess>
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<Mask>8</ Mask>
</ Manual Subnet >
<Nedi anet eri d>
<Nedi anet eri dSt r >nx. j uni per. conx/ Nedi anet eri dStr>
</ Nedi anet eri d>
</ Net wor kEl enent >
</ Confi gur ati onDat a>

Applications

An application is a service in the network (for example, VoIP) for which Quality of Service (QoS) is
managed.

Add Application

The following examples show the request and response that are defined in the XSDs for the
AddApplication tag.

Request
This request follows the AddApplication tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddAppl i cati on>
<Appl i cati on>
<Name>VoD</ Nane>
<Descri pti on>Vi deo on Demand</ Descri ption>
<Lat encySensi tive>true</LatencySensitive>
<Tr acked>t r ue</ Tr acked>
<UpGat esPer Sessi on>1</ UpGat esPer Sessi on>
<DownGat esPer Sessi on>1</ DownGat esPer Sessi on>
<Tr acki ngTi nmeout Ti me>240</ Tr acki ngTi neout Ti ne>
<Tr acki ngTi meout Uni t >1</ Tr acki ngTi neout Uni t >
</ Appl i cati on>
</ AddAppl i cati on>
</ Xm | nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xm | nt er f aceResponse" >
<Success count="1">Successfully inmported 1 applications.</Success>
<Fai | ure count ="0"></Fail ure>
</ Command>
</ Response>
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Update Application

The following examples show the request and response that are defined in the XSDs for the
UpdateApplication tag.

Request
This request follows the UpdateApplication tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eAppl i cati on>
<Appl i cati on>
<Nane>VoD</ Nane>
<Descri pti on>Vi deo on Denmand</ Descri pti on>
<Lat encySensi ti ve>fal se</LatencySensitive>
<UpGat esPer Sessi on>3</ UpGat esPer Sessi on>
</ Appl i cati on>
</ Updat eAppl i cati on>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="1">Successfully updated 1 applications. </ Success>
<Fai l ure count="0"></Fai l ure>
</ Command>
</ Response>

Delete Application

The following examples show the request and response that are defined in the XSDs for the
DeleteApplication tag.

Request
This request follows the DeleteApplication tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Del et eAppl i cati on>
<Narme>VoD</ Nane>
</ Del et eAppl i cati on>
</ Xm I nt er f aceRequest >

Response
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The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xmnl I nt er f aceResponse" >
<Success count="1">Del eted 1 applications. </ Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Query Application

The following examples show the request and response that are defined in the XSDs for the
QueryApplication tag.

Request
This request follows the QueryApplication tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >

<Quer yAppl i cati on/ >
</ Xm | nt er f aceRequest >

Response

The response to this request follows the ConfigurationData -> Application tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ConfigurationData version="2.1.6">
<Appl i cati on>
<Name>VoD</ Nane>
<Descri pti on>Vi deo on Denand</ Descri pti on>
<Lat encySensi tive>true</LatencySensitive>
<Tracked>t rue</ Tr acked>
<UpGat esPer Sessi on>1</ UpGat esPer Sessi on>
<DownGat esPer Sessi on>1</ DownGat esPer Sessi on>
<Tr acki ngTi meout Ti me>240</ Tr acki ngTi nmeout Ti ne>
<Tr acki ngTi meout Uni t >1</ Tr acki ngTi neout Uni t >
</ Appl i cati on>
</ Confi gur ati onDat a>

Traffic Profiles

A traffic profile is a set of parameters and their values, which are used in protocol messages to define
QoS for sessions.
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Add Traffic Profile

The following examples show the request and response that are defined in the XSDs for the
AddTrafficProfile tag.

Note: The Sd protocol supports only App Detection Control (ADC) profiles.
Request
This request follows the AddTrafficProfile tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
Xm | nt er f aceRequest >
<AddTrafficProfil e>
<QosProfil e>
<Name>def aul t-rul e-traffic-profil e</ Name>
<Profil eType>0</Profil eType>
<QosProfil eType>Di aneter QoS</ QosProfil eType>
<QosProfil eProfil eParan>
<Prof i | ePar amJi d>par am di anmet er. qosProfi | e. profil eTypeNunber
</ Profil eParanmui d>
<Par anVal ue>10</ Par anVal ue>
</ QosProfil eProfil eParanr
<QosProfil eProfil eParan>
<Prof i | ePar amJi d>par am di anmet er. gosProfi | e. gci
</ Profil eParanli d>
<Par anVal ue>3</ Par anval ue>
</ QosProfil eProfil eParan
<QosProfil eProfil eParanr
<Profi | ePar amJi d>par am di anet er. qosPr of i | e. maxAut hUL
</ Profil eParanli d>
<Par anVal ue></ Par anval ue>
</ QosProfil eProfil eParan
<QosProfil eProfil eParan>
<Prof i | ePar amJi d>par am di armet er. qosPr of i | e. maxAut hDL
</ Profi | eParanli d>
<Par amval ue></ Par anVal ue>
</ QosProfil eProfil eParanr
<QosProfil eProfil eParan>
<Prof i | ePar amJi d>par am di armet er . qosPr of i | e. m nRat eUL
</ Profil eParanmui d>
<Par anVal ue></ Par anval ue>
</ QosProfil eProfil eParanr
<QosProfil eProfil eParan>
<Prof i | ePar amJi d>par am di anmet er . qosPr of i | e. m nRat eDL
</ Profil eParanli d>
<Par anVal ue></ Par anVval ue>
</ QosProfil eProfil eParan
<QosProfil eProfil eParanr
<Profi | ePar amJ d>par am di anet er. qosProfile. ARP. PriorityLevel
</ Profil eParanli d>
<Par anVal ue></ Par anval ue>
</ QosProfil eProfil eParan
<QosProfil eProfil eParan>
<Pr of i | ePar anmlJi d>par am di anet er. qosProfi |l e. ARP
. Preenpti onCapabi | i ty</Profil eParamJ d>
<Par amval ue></ Par anVal ue>
</ QosProfil eProfil eParanr
<QosProfil eProfil eParan>
<Pr of i | ePar anlJi d>par am di anet er. qosProfi |l e. ARP
. Preenpti onVul nerability</Profil eParanmi d>
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<Par anVal ue></ Par anval ue>
</ QosProfil eProfil eParanr
<QosProfil eProfil eParan
<Prof i | ePar amJi d>par am di amet er . gosProfile
. ResourceAl | ocati onNoti fication</Profil eParanl d>
<Par anVal ue></ Par anVval ue>
</ QosProfil eProfil eParan
</ QosProfil e>
<QosProfil eG oup>
<Nane>gr oupl</ Name>
<Descri pti on></ Descri pti on>
<Root G oup>t r ue</ Root G oup>
<El enent Ref >
<Name>defaul t-rul e-traffic-profil e</ Nane>
<SubGr oup>f al se</ SubG oup>
</ El enent Ref >
</ QosProfil eG oup>
</ AddTrafficProfil e>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count="1">Successfully inmported 1 Traffic Profile(s).</Success>

<Fai | ure count ="0"></Fai | ur e>
</ Conmand>
</ Response>

Update Traffic Profile

The following examples show the request and response that are defined in the XSDs for the
UpdateTrafficProfile tag.

Request
This request follows the UpdateTrafficProfile tag defined in the XSDs.

<<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eTrafficProfil e>
<QosProfil e>
<Name>defaul t-rul e-traffic-profil e</ Nane>
<Profil eType>0</Profil eType>
<QosProfil eType>Second Predefined PCC Rul e</ QosProfil eType>
</ QosProfil e>
</ Updat eTrafficProfil e>
</ Xm I nt er f aceRequest >

Response
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The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xmnl I nt er f aceResponse" >
<Success count="1">Successfully updated 1 Traffic Profile(s).</Success>

<Fai | ure count ="0"></Fai | ur e>
</ Command>
</ Response>

Delete Traffic Profile

The following examples show the request and response that are defined in the XSDs for the
DeleteTrafficProfile tag.

Request
This request follows the DeleteTrafficProfile tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm I nt er f aceRequest >
<Del eteTrafficProfil e>
<Name>defaul t-rul e-traffic-profil e</ Nane>
</ Del eteTrafficProfil e>
</ Xm | nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xm I nt er f aceResponse" >
<Success count="1">Deleted 1 Traffic Profil e(s).</Success>
<Fai | ure count="0"></Fail ure>
</ Command>
</ Response>

Query Traffic Profile

The following examples show the request and response that are defined in the XSDs for the
QueryTrafficProfile tag that queries all traffic profiles:

Request
This request follows the QueryTrafficProfile tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
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<QueryTrafficProfilel>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfigurationData -> QosProfile tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Confi gurationData versi on="">
<QosProfil e>
<Name>defaul t-rul e-traffic-profil e</ Nane>
<Profil eType>0</Profil eType>
<QosProfil eType>Predefi ned PCC Rul e</ QosProfil eType>
<QosProfil eProfil eParan>
<Prof i | ePar amJi d>par am di amet er . pccPr edef Rul e. profi | eTypeNunber
</ Profil eParanli d>
<Par anVal ue>11</ Par anVal ue>
</ QosProfil eProfil eParan
<QosProfil eProfil eParanr
<Prof i | ePar amJi d>par am di anet er. pccPr edef Rul e. nane
</ Profil eParanli d>
<Par anVal ue>PCRF- DEFAULT</ Par anVal ue>
</ QosProfil eProfil eParan>
<QosProfil eProfil eParan>
<Prof i | ePar amJi d>par am di anmet er . pccPr edef Rul e. descri pti on
</ Profi | eParanli d>
<Par anVal ue>This is the static rule that gets applied by default
</ Par anVal ue>
</ QosProfil eProfil eParanr
</ QosProfil e>
<QosProfil e>
<Name>p2p-rul e-traffic-profil e</ Nane>
<Profil eType>0</Profil eType>
<QosProfil eType>Predefi ned PCC Rul e</ QosProfil eType>
<QosProfil eProfil eParanr
<Prof i | ePar amJi d>par am di anet er. pccPr edef Rul e. profi | eTypeNunber
</ Profil eParani d>
<Par anVal ue>11</ Par anVal ue>
</ QosProfil eProfil eParan
<QosProfil eProfil eParan>
<Pr of i | ePar anmJi d>par am di anet er. pccPr edef Rul e. nane </ Profi | eParanli d>

<Par anmVal ue>P2P- RATE- LI M T- 64K</ Par anVal ue>

</ QosProfil eProfil eParanr

<QosProfil eProfil eParan>

<Prof i | ePar amJi d>par am di anmet er . pccPr edef Rul e. descri pti on
</ Profil eParanmli d>

<ParanVal ue>Rule limts bit-torrent and other peer to peer
appl i cations

to 64Kbps downstreanx/ Par anval ue>
</ QosProfil eProfil eParan
</ QosProfil e>

</ Confi gur ati onDat a>
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Time Periods

A time period defines a set of related time slots, which receives the same QoS (for example, “the peak
time of network usage is Monday through Friday from 9:00 am to 5:00 pm”).

Add Time Period

The following examples show the request and response that are defined in the XSDs for the
AddTimePeriod tag.

Request
This request follows the AddTimePeriod tag defined in the XSDs.

The StartTime and EndTime tags represent a time-of-day value expressed in milliseconds. For example,
“01:30” time-of-day corresponds to 5,400,000 ((60+30)*60*1000) when expressed in milliseconds.

The Mask tag represents the day-of-week expressed in the form of a bitmask. The value for each
day-of-week corresponds to a power of two: Sunday is 1, Monday is 2, Tuesday is 4, Wednesday is 8,
Thursday is 16, Friday is 32, and Saturday is 64. To specify a set of days, add together the values
associated with the respective days. For example, "Monday and Wednesday" corresponds to a value
of 10 (i.e. 2 + 8).

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddTi nePeri od>
<Ti nmePeri od>
<Nanme>t i neperi od1</ Nane>
<Descri pti on></ Descri pti on>
<Pr ecedence>1</ Pr ecedence>
<Ti neSl ot >
<Mask>0</ Mask>
<Year St r >2015</ Year St r >
<Mont hMask>4</ Mont hVask>
<DayStr>1, 2, 3</ DayStr>
<Rever se>f al se</ Rever se>
<Start Ti ne>43200000</ St art Ti ne>
<EndTi ne>46800000</ EndTi ne>
<St art Dat e></ St art Dat e>
<EndDat e></ EndDat e>
</ Ti meSl ot >
<Ti neSl ot >
<Mask>24</ Mask>
<Year St r ></ Year St r >
<Mbont hMask>0</ Mont hMask>
<DayStr ></ DaySt r >
<Rever se>f al se</ Rever se>
<Start Ti me>50700000</ St art Ti ne>
<EndTi ne>52500000</ EndTi ne>
<St art Dat e></ St art Dat e>
<EndDat e></ EndDat e>
</ Ti mreSl ot >
</ Ti mePeri od>
</ AddTi nePeri od>
</ Xm | nt er f aceRequest >
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Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="1">Successfully inmported 1 Tine Period(s).</Success>
<Fai |l ure count="0"></Fai |l ure>
</ Command>
</ Response>

Update Time Period

The following examples show the requests and responses that are defined in the XSDs for the
UpdateTimePeriod tag.

There are two operations associated with updating a time period. They are:

¢ Add TimeSlot (default setting)
* Delete TimeSlot

Add Time Slot
Request
This add timeslot request follows the UpdateTimePeriod tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eTi nePeri od>
<Ti nePeri od>
<Name>t i meperi od1</ Nane>
<Descri pti on>ss</ Descri pti on>
<Pr ecedence>3</ Pr ecedence>
<Ti meSl ot operation="add">
<Mask>8</ Mask>
<Year St r >2016, 2017</ Year Str >
<Mont hMask>2</ Mont hMask>
<DaySt r >8, 22</ DaySt r >
<Rever se>f al se</ Rever se>
<StartTi mre>50100000</ St art Ti me>
<EndTi ne>53100000</ EndTi me>
<St ar t Dat e></ St ar t Dat e>
<EndDat e></ EndDat e>
</ Ti me$sl ot >
</ Ti mePeri od>
</ Updat eTi mePeri od>
</ Xm I nt er f aceRequest >

Response

The add timeslot response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
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<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count="1">Successfully inmported 1 Tine Period(s).</Success>
<Fai l ure count="0"></Fai |l ure>
</ Command>
</ Response>

Delete Time Slot
Request
This delete timeslot request follows the UpdateTimePeriod tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eTi nePeri od>
<Ti mePeri od>
<Nanme>t i meperi od1</ Nane>
<Descri pti on>ss</ Descri pti on>
<Pr ecedence>3</ Pr ecedence>
<Ti meSl ot operation="del ete">
<Mask>8</ Mask>
<Year St r >2016, 2017</ Year St r >
<Mbont hMask>2</ Mont hMask>
<DayStr >8, 22</ DayStr >
<Rever se>f al se</ Rever se>
<Start Ti ne>50100000</ St art Ti ne>
<EndTi ne>53100000</ EndTi ne>
<St art Dat e></ St art Dat e>
<EndDat e></ EndDat e>
</ Ti meSl ot >
</ Ti mePeri od>
</ Updat eTi mePeri od>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the delete timeslot Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xmnl I nt er f aceResponse" >
<Success count="1">Successfully inported 1 Tine Period(s).</Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Delete Time Period

The following examples show the request and response that are defined in the XSDs for the
DeleteTimePeriod tag.

Request
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This request follows the DeleteTimePeriod tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Del et eTi nePeri od>
<Nare>t i meperi od1</ Nane>
</ Del et eTi mePeri od>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xn | nt er f aceResponse" >
<Success count="1">Deleted 1 tine period(s)</Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Query Time Period

The following examples show the request and response that are defined in the XSDs for the
QueryTimePeriod tag.

Request
This request follows the QueryTimePeriod tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Quer yTi nePeri od>
<Nanme>t i meperi od1</ Nane>
</ QueryTi mePeri od>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfigurationData -> TimePeriod tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Configurati onData version="9.9.0">
<Ti nePeri od>
<Nanme>t i neperi od1</ Nane>
<Descri pti on></ Descri pti on>
<Pr ecedence>1</ Pr ecedence>
<Ti nmeSl ot >
<Mask>0</ Mask>
<Year St r >2015</ Year St r >
<Mont hMask>4</ Mont hVask>
<DayStr>1, 2, 3</ DayStr >
<Rever se>f al se</ Rever se>
<Start Ti ne>43200000</ St art Ti ne>
<EndTi ne>46800000</ EndTi ne>
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<EndDat e></ EndDat e>

</ Ti meSl ot >

<Ti neSl ot >
<Mask>24</ Mask>
<Year St r ></ Year St r >
<Mbont hMask>0</ Mont hMask>
<DayStr ></ DaySt r >
<Rever se>f al se</ Rever se>
<Start Ti me>50700000</ St art Ti ne>
<EndTi ne>52500000</ EndTi ne>
<St art Dat e></ St art Dat e>
<EndDat e></ EndDat e>

</ Ti eS| ot >

</ Ti mePeri od>
</ Confi gur at i onDat a>

Charging Servers

Topology Interface for Wireless Mode

A charging server is a network element that processes accounting information for billing purposes.

Add Charging Server

The following examples show the request and response that are defined in the XSDs for the
AddChargingServer tag.

Request

This request follows the AddChargingServer tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm I nt er f aceRequest >
<AddChar gi ngSer ver >

<Char gi ngSer ver >

<Name>char gi ngSer ver _i npor t 1</ Name>
<Descri pti on></ Descri pti on>
<Security>true</Security>

<Host Name>80. 20. 20. 101</ Host Name>
<Port >4040</ Port >

<Tr anspor t >udp</ Tr ansport >

<Pr ot ocol >r adi us</ Pr ot ocol >

</ Char gi ngSer ver >
<Char gi ngSer ver >

<Nane>char gi ngSer ver _i nport 2</ Nanme>
<Descri pti on></ Descri pti on>
<Security>fal se</ Security>

<Host Nanme>12. 6. 43. 201</ Host Nane>
<Por t >7089</ Por t >

<Tr ansport >t cp</ Transport >

<Pr ot ocol >t acacs+</ Pr ot ocol >

</ Char gi ngSer ver >
</ AddChar gi ngSer ver >
</ Xm I nt er f aceRequest >

Response
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The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xmnl I nt er f aceResponse" >
<Success count="2">Successfully inported 2 Chargi ng Server(s).</Success>

<Fai | ure count ="0"></Fai | ur e>
</ Command>
</ Response>

Update Charging Server

The following examples show the request and response that are defined in the XSDs for the
UpdateChargingServer tag.

Request
This request follows the UpdateChargingServer tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm I nt er f aceRequest >
<Updat eChar gi ngSer ver >
<Char gi ngSer ver >
<Name>char gi ngSer ver _3</ Nane>
<Descri pti on></ Descri pti on>
<Security>true</Security>
<Host Nane>80. 20. 20. 100</ Host Nanme>
<Por t >6040</ Port >
<Tr ansport >t cp</ Tr ansport >
<Pr ot ocol >r adi us</ Pr ot ocol >
</ Char gi ngSer ver >
</ Updat eChar gi ngSer ver >
</ Xm | nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xm I nt er f aceResponse" >
<Success count ="1">Successful |y updated 1 Chargi ng Server(s).</Success>

<Fai | ure count ="0"></Fai |l ure>

</ Command>
</ Response>

Delete Charging Server

The following examples show the request and response that are defined in the XSDs for the
DeleteChargingServer tag.
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Request
This request follows the DeleteChargingServer tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Del et eChar gi ngSer ver >
<Name>chs1</ Name>
</ Del et eChar gi ngSer ver >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="1">Del eted 1 Chargi ng Server(s).</Success>
<Fai | ure count="0"></Fail ure>
</ Command>
</ Response>

Query Charging Server

The following examples show the request and response that are defined in the XSDs for the
QueryChargingServer tag.

Request
This request follows the QueryChargingServer tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Quer yChar gi ngSer ver >
<Name>char gi ngSer ver _3</ Nane>
<Name>char gi ngSer ver _4</ Nane>
<Name>char gi ngSer ver _i nport 1</ Name>
<Name>char gi ngSer ver _i npor t 2</ Nanme>
</ Quer yChar gi ngSer ver >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfigurationData -> ChargingServer tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Confi gurationData version="">
<Char gi ngSer ver >
<Name>char gi ngSer ver _3</ Nanme>
<Descri pti on></ Descri pti on>
<Security>true</ Security>
<Host Nane>80. 20. 20. 100</ Host Nanme>
<Por t >4040</ Port >
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<Tr ansport >udp</ Tr ansport >
<Pr ot ocol >r adi us</ Pr ot ocol >

</ Char gi ngSer ver >

<Char gi ngSer ver >
<Nane>char gi ngSer ver _4</ Nanme>
<Descri pti on></ Descri pti on>
<Security>fal se</ Security>
<Host Name>12. 6. 43. 200</ Host Name>
<Por t >7089</ Port >
<Transport >t cp</ Transport >
<Pr ot ocol >t acacs+</ Prot ocol >

</ Char gi ngSer ver >

<Char gi ngSer ver >
<Name>char gi ngSer ver _i nport 1</ Name>
<Descri pti on></ Descri pti on>
<Security>true</ Security>
<Host Name>80. 20. 20. 101</ Host Nanme>
<Por t >4040</ Port >
<Transport >udp</ Tr ansport >
<Pr ot ocol >r adi us</ Pr ot ocol >

</ Char gi ngSer ver >

<Char gi ngSer ver >
<Name>char gi ngSer ver _i npor t 2</ Nanme>
<Descri pti on></ Descri pti on>
<Security>fal se</ Security>
<Host Nane>12. 6. 43. 201</ Host Nane>
<Por t >7089</ Port >
<Transport >t cp</ Tr ansport >
<Pr ot ocol >t acacs+</ Pr ot ocol >

</ Char gi ngSer ver >

</ Confi gur ati onDat a>

Match List

The match list is a set of values that can be used within one or more policy definitions. When the user
writes a policy rule to compare against a value in a list, the list or set of lists to be used for comparison
is explicitly specified. For example:

“Where the SGSNIpAddress is contained in MaltaSgsnList, GreekSgsnList”

The Match List Type determines what kind of values can be specified in that list and how those values
are matched within the policy rule. Types can be “IPv4 Address” (allows address and subnet), “IPv6
Address”(allows address and prefix), “String”, and “Wildcard”.

Add Match List

The following examples show the request and response that are defined in the XSDs for the
AddMatchList tag.

Request
This request follows the AddMatchList tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
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<Xm I nt er f aceRequest >
<AddMat chLi st >
<TokenLi st >
<Name>mat ch_| i st _0la_sgsn</ Name>
<Description>This is a match list that will match the given
SGSN</ Descri pti on>
<l t enType>3</1tenilype>
<TokenLi stltenpr
<Val ue>44. 44. 44, 44</ Val ue>
</ TokenLi st ten>
<TokenLi stltenr
<Val ue>55. 55. 55. 55</ Val ue>
</ TokenlLi st I ten»
<TokenLi stltenr
<Val ue>66. 66. 66. 66</ Val ue>
</ TokenLi stltenp
</ TokenLi st >
<TokenLi st >
<Name>nmat ch_l i st _01b_sgsn_bl ack</ Nane>
<Description />
<l t enType>1</1t enilype>
<TokenLi stltenr
<Val ue>44. 44. 44. 44</ Val ue>
</ TokenLi st tenp
<TokenLi stltenr
<Val ue>55. 55. 55. 55</ Val ue>
</ TokenLi stltenp
<TokenLi stltenpr
<Val ue>66. 66. 66. 66</ Val ue>
</ TokenLi st | ten>
</ TokenLi st >
</ AddMat chlLi st >
</ Xm | nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xm I nt er f aceResponse" >
<Success count ="2">Successfully inported 2 Match List(s).</Success>
<Fai | ure count="0"></Fail ure>
</ Command>
</ Response>

Update Match List

The following examples show the request and response that are defined in the XSDs for the
UpdateMatchList tag.

Request
This request follows the UpdateMatchList tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
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<Updat eMat chLi st >
<TokenLi st >
<Name>mat ch_| i st _0la_sgsn</ Nane>
<Description>This is an updated match list that will match the
gi ven SGSN</ Descri pti on>
<l tenlype>3</1tenType>
<TokenLi stltenr
<Val ue>44. 44. 44. 77</ Val ue>
</ TokenLi stltemr
<TokenLi st tenr
<Val ue>66. 66. 66. 77</ Val ue>
</ TokenLi stltenm
</ TokenLi st >
</ Updat eMat chLi st >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>

<Resul t >0</ Resul t >

<Command type="Xnm I nt er f aceResponse" >

<Success count="1">Successfully updated 1 Match List(s).</Success>
<Fai |l ure count ="0"></Fail ure>

</ Command>

</ Response>

Delete Match List

The following examples show the request and response that are defined in the XSDs for the
DeleteMatchList tag.

Request
This request follows the DeleteMatchList tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Del et eMat chLi st >
<Name>nat ch_l i st _0la_sgsn</ Nane>
</ Del et eMat chLi st >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="2">Del eted 1 Match List(s).</Success>
<Fai | ure count="0"></Fail ure>
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</ Command>
</ Response>

Query Match List

The following examples show the request and response that are defined in the XSDs for the
QueryMatchList tag.

Request
This request follows the QueryMatchList tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm I nt er f aceRequest >
<Quer yMat chLi st >
<Name>mat ch_| i st _0la_sgsn</ Nane>
<Name>mat ch_l i st _01b_sgsn_bl ack</ Nane>
</ Quer yMat chLi st >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Confi gurationData versi on="">
<TokenlLi st >
<Name>mat ch_| i st _0la_sgsn</ Name>
<Description>This is a match list that will match the given
SGSN</ Descri pti on>
<l t enType>3</1tenilype>
<TokenLi stltenr
<Val ue>44. 44. 44. 77</ Val ue>
</ TokenLi st ten>
<TokenLi stltenr
<Val ue>66. 66. 66. 77</ Val ue>
</ TokenLi st | ten>
</ TokenLi st >
<TokenlLi st >
<Name>mat ch_l i st _01b_sgsn_bl ack</ Nane>
<Description />
<l tenType>1</1tenilype>
<TokenLi stltenr
<Val ue>44. 44. 44. 44</ Val ue>
</ TokenLi st ten>
<TokenLi stltenr
<Val ue>55. 55. 55. 55</ Val ue>
</ TokenLi stlten>
<TokenLi stltenr
<Val ue>66. 66. 66. 66</ Val ue>
</ TokenLi st ten>
</ TokenLi st >
</ Confi gur ati onDat a>

E58937 Revision 01, January 2015 86



Topology Interface for Wireless Mode

Monitoring Key

A monitoring key is a unique character string that identifies the quota profile to be used by a policy
and charging control (PCC) rule for usage tracking. The monitoring key is associated with the quota
profile by selecting a policy action that grants usage to a selected number of quota profiles.

Add Monitoring Key

The following examples show the request and response that are defined in the XSDs for the
AddMonitoringKey tag.

Request
This request follows the AddMonitoringKey tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddMoni t or i ngKey>
<Moni t or i ngKey>
<Name>Mboni tori ng Key 1</ Nanme>
<Descri pti on>Moni toring Key 1</Description>
<Moni t ori ngType>0</ Moni t ori ngType>
<Mbni t or i ngKey>KEY_1</ Moni t or i ngKey>
</ Moni t ori ngKey>
<Moni t or i ngKey>
<Name>Moni t ori ng Key 2</Nane>
<Descri pti on></ Descri pti on>
<Moni t ori ngType>2</ Moni t ori ngType>
<Moni t or i ngKey>KEY_2</ Moni t or i ngKey>
</ Moni t ori ngKey>
</ AddMbni t ori ngKey>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Commrand type="Xm | nt er f aceResponse" >
<Success count ="2">Successfully inported 2
noni t ori ngKey(s) . </ Success>
<Fai |l ure count ="0"></Fail ure>
</ Command>
</ Response>

Update Monitoring Key

The following examples show the request and response that are defined in the XSDs for the
UpdateMonitoringKey tag.
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Request
This request follows the UpdateMonitoringKey tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eMoni t or i ngKey>
<Moni t or i ngKey>
<Name>Moni t ori ng Key 2</Nane>
<Descri pti on></ Descri pti on>
<Moni t ori ngType>2</ Moni t ori ngType>
<Moni t or i ngKey>KEY_2</ Moni t or i ngKey>
</ Moni t or i ngKey>
</ Updat eMbni t or i ngKey>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response> <Resul t >0</ Resul t >
<Conmmand type="Xm | nt er f aceResponse" >
<Success count ="1">Successful |y updated 1 nonitoringKey(s).</Success>
<Fai | ure count ="0"></Fai |l ure>
</ Command>
</ Response>

Delete Monitoring Key

The following examples show the request and response that are defined in the XSDs for the
DeleteMonitoringKey tag.

Request
This request follows the DeleteMonitoringKey tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Del et eMoni t or i ngKey>
<Moni t or i ngKey>
<Nanme>Moni tori ng Key 2</ Nane>
</ Moni t ori ngKey>
</ Del et eMoni t or i ngKey>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count="1">Del eted 1 Monitoring Keys.</Success>
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<Fai l ure count="0"></Fail ure>
</ Conmand>
</ Response>

Query Monitoring Key

The following examples show the request and response that are defined in the XSDs for the
QueryMonitoringKey tag.

Request
This request follows the QueryMonitoringKey tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Quer yMoni t ori ngKey>
<Nanme>Moni tori ng Key 1</ Nane>
</ Quer yMoni t or i ngKey>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfigurationData > MonitoringKey tag defined in the
XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Confi gurationData version="8.0.0">
<Mbni t or i ngKey>
<Narme>Moni t ori ng Key 1</ Nane>
<Descri pti on>Moni toring Key 1</Description>
<Moni t ori ngType>0</ Moni t ori ngType>
<Moni t or i ngKey>KEY_1</ Moni t or i ngKey>
</ Mbni t ori ngKey>
</ Confi gur ati onDat a>

AVP Definition

An AVP is a Diameter protocol used to encapsulate protocol-specific information with usage monitoring
supported by the MPE. Diameter messages such as AAR, CCA, CCR, and RAR, are supported by 3rd
Party AVP policy conditions. The supported outgoing messages set or remove 3rd Party AVPs in
Diameter.

Add AVP Definition

The following examples show the request and response that are defined in the XSDs for the
AddAvpDefinition tag.

Request
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This request follows the AddAvpDefinition tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddAvpDefi ni ti on>
<AvpDefinition>
<Nanme>AVPSAMPLE: 1123</ Nanme>
<Descri pti on></ Descri pti on>
<AvpNane>AVPSAMPLE</ AvpNanme>
<AvpCode>0</ AvpCode>
<Vendor | d>1123</ Vendor | d>
<Mandat or yFl ag>f al se</ Mandat or yFl ag>
<Pr ot ect Fl ag>f al se</ Pr ot ect Fl ag>
<Mayencr ypt Fl ag>f al se</ Mayencr ypt Fl ag>
<Vendor Speci fi cFl ag>t r ue</ Vendor Speci fi cFl ag>
<AvpType>f| oat 32</ AvpType>
<Root Avp></ Root Avp>
</ AvpDefini ti on>
</ AddAvpDefi niti on>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Conmmand type="Xm | nt er f aceResponse" >
<Success count ="1">Successfully inmported 1 AVP Definition(s).</Success>
<Fai |l ure count ="0"></Fail ure>
</ Command>
</ Response>

Update AVP Definition

The following examples show the request and response that are defined in the XSDs for the
UpdateAvpDefinition tag.

Request
This request follows the UpdateAvpDefinition tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eAvpDefi ni ti on>
<AvpDefinition>
<Nanme>AVPSAMPLE: 1123</ Nane>
<Descri pti on></ Descri pti on>
<AvpNane>AVPSAMPLE</ AvpNane>
<AvpCode>567</ AvpCode>
<Vendor | d>1123</ Vendor | d>
<Mandat or yFl ag>f al se</ Mandat or yFl ag>
<Pr ot ect Fl ag>f al se</ Pr ot ect Fl ag>
<Mayencr ypt Fl ag>f al se</ Mayencr ypt Fl ag>
<Vendor Speci fi cFl ag>t r ue</ Vendor Speci f i cFl ag>
<AvpType>f| oat 32</ AvpType>
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<Root Avp></ Root Avp>
</ AvpDefi ni ti on>
</ Updat eAvpDefini ti on>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="1">Successfully inmported 1 AVP Definition(s).</Success>

<Fai l ure count="0"></Fai |l ure>
</ Conmand>
</ Response>

Delete AVP Definition

The following examples show the request and response that are defined in the XSDs for the
DeleteAvpDefinition tag.

Request
This request follows the DeleteAvpDefinition tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Del et eAvpDefiniti on>
<AvpDefinition>
<Name>AVPSAMPLE: 1123</ Nanme>
</ AvpDefi ni tion>
</ Del et eAvpDefiniti on>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml | nt er f aceResponse" >
<Success count="1">Del eted 1 AVP Definition(s)</Success>
<Fai | ure count="0"></Fail ure>
</ Command>
</ Response>

E58937 Revision 01, January 2015 91



Topology Interface for Wireless Mode

Query AVP Definition

The following examples show the request and response that are defined in the XSDs for the
QueryAvpDefinition tag.

Request
This request follows the QueryAvpDefinition tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Quer yAvpDefinition>
<AvpDefinition>
<Nanme>AVPSAMPLE: 1123</ Nanme>
</ AvpDefi ni ti on>
</ Quer yAvpDefi ni ti on>
</ Xm | nt er f aceRequest >

Response

The response to this request follows the ConfigurationData > AvpDefinition tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Confi gurati onData versi on="8.0.0">
<AvpDefinition>
<Nanme>AVPSAMPLE: 1123</ Nane>
<Descri pti on></ Descri pti on>
<AvpNane>AVPSAMPLE</ AvpNane>
<AvpCode>123</ AvpCode>
<Vendor | d>1123</ Vendor | d>
<Mandat or yFl ag>f al se</ Mandat or yFl ag>
<Pr ot ect Fl ag>f al se</ Pr ot ect Fl ag>
<Mayencr ypt Fl ag>f al se</ Mayencr ypt Fl ag>
<Vendor Speci fi cFl ag>t r ue</ Vendor Speci f i cFl ag>
<AvpType>f | oat 32</ AvpType>
<Root Avp></ Root Avp>
</ AvpDefi ni tion>
</ Confi gur at i onDat a>

Serving GPRS Support Node

A Serving GPRS Support Node (SGSN) may not provide a Gateway GPRS Support Node (GGSN)
with accurate or complete mobile country code (MCC) or mobile network code (MNC) information.
If not, the GGSN cannot pass this information on to the PCRF (including an MPE device), reducing
the PCRF’s ability to detect specific roaming scenarios. The MCC/MNC mapping table provides a
mechanism for the MPE device to convert an SGSN IP address (a value the GGSN can determine
without SGSN input) to the proper MCC/MNC value. You can map multiple serving gateways to
each MCC/MNC pair. Once the MCC/MNC values are determined, they can be used in policies to
differentiate subscriber treatment based on the specific roaming scenario.
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Add SGSN

The following examples show the request and response that are defined in the XSDs for the Add tag.
Request
This request follows the AddSgwMapping tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddSgwivappi ng>
<Sgwivappi ng>
<Nanme>SGSN- 1</ Nane>
<Descri pti on>SGSN- 1</ Descri pti on>
<MccMnhc>12345</ MccMWnc>
<Sgwl pAddr ess>
<| pAddr ess>10. 60. 25. 33</ | pAddr ess>
</ SgwW pAddr ess>
</ Sgwivappi ng>
</ AddSgwivappi ng>
</ Xm | nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xm | nt er f aceResponse" >
<Success count ="1">Successfully inported 1 Serving Gateway/ MCC- MNC
Mappi ng(s) . </ Success>
<Fai | ure count ="0"></Fail ure>
</ Command>
</ Response>

Update SGSN

The following examples show the request and response that are defined in the XSDs for the
UpdateSgwMapping tag.

Request
This request follows the UpdateSgwMapping tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eSgwivappi ng>
<SgwhMappi ng>
<Name>SGSN- 1</ Nane>
<Descri pti on>SGSN- 1</ Descri pti on>
<MccMhc>12345</ MccVhe>
<Sgwl pAddr ess>
<| pAddr ess>10. 60. 25. 33</ | pAddr ess>
</ SgwW pAddr ess>
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</ Sgwivappi ng>
</ Updat eSgwivappi ng>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Conmmand type="Xm I nt er f aceResponse" >
<Success count="1">Successfully updated 1 Servi ng Gat eway/ MCC- MNC
Mappi ng(s) . </ Success>
<Fai l ure count="0"></Fai l ure>
</ Conrmand>
</ Response>

Delete SGSN

The following examples show the request and response that are defined in the XSDs for the
DeleteSwgMapping tag.

Request
This request follows the DeleteSwgMapping tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Del et eSgwivappi ng>
<Sgw\appi ng>
<Nanme>SGSN- 1</ Nane>

</ Sgwivappi ng>
</ Del et eSgwivappi ng>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Conmmand type="Xm | nt er f aceResponse" >
<Success count="1">Del ete 1 Servi ng Gateway/ MCC- MNC mappi ngs. </ Success>

<Fai | ure count ="0"></Fai | ure>

</ Conmand>
</ Response>
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Query SGSN

The following examples show the request and response that are defined in the XSDs for the
QuerySgwmapping tag.

Request

This request follows the QuerySgwmapping tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Quer ySgwivappi ng>
<Nanme>SGSN- 1</ Nanme>
</ Quer ySgwivappi ng>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfigurationData > AvpDefinition tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Confi gurationData version="8.0.0">
<Sgw\appi ng>
<Nanme>SGSN- 1</ Nanme>
<Descri pti on>SGSN- 1</ Descri pti on>
<MccMhc>12345</ Mccihe>
<Sgwl pAddr ess>
<| pAddr ess>10. 60. 25. 33</ | pAddr ess>
</ SgwW pAddr ess>
</ Sgw\appi ng>
</ Confi gur at i onDat a>
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Chapter

2

Subscriber Interface for Wireless Mode

Topics: The Subscriber Interface allows wireless users to

manage and query subscriber elements within their
*  Quota Profiles.....97 system. In wireless mode, subscriber data includes
®  Quota Conventions.....106 only Quota Profiles and Quota Conventions.
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Quota Profiles

A Quota sets limits on a subscriber’s usage; the Quota Profile defines a specific quota.

Quota Rollovers (Rollovers) allow subscribers to carry forward unused units from one billing cycle
to another.

Quota Top-Ups (Top-Ups) allow a subscriber to obtain additional units for an existing plan.

Quota Passes (Passes) allow subscribers to access resources beyond the scope of their normal plan.

Add Quota Profile

Add Quota Plan

The following examples show the request and response that are defined in the XSDs for the AddQuota
tag.

Request

This request follows the AddQuota tag defined in the XSDs.
The following example creates two quotas:

¢ Quotal:

* quotaType=0

¢ EnableDynamicGrant = true

* MaxSessionsUsedForDynamicGrant = 20
¢ MinGrantSize = 3

¢ Quota2:

* quotalype=1

¢ EnableDynamicGrant = false

* MaxSessionsUsedForDynamicGrant = 10
¢ MinGrantSize =0

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddQuot a>
<Quot a>
<Nanme>quot al</ Nanme>
<Descri pti on></ Descri pti on>
<Li mi t Tot al Vol une>f al se</Li m t Tot al Vol une>
<Li mi t UpVol une>f al se</ Li m t UpVol unme>
<Li m t DownVol unme>f al se</ Li m t DownVol une>
<Tot al Vol uneLi m t >0</ Tot al Vol uneLi m t >
<UpVol uneLi mi t >0</ UpVol urneLi m t >
<DownVol uneLi nm t >0</ DownVol uneLi m t >
<Li m t Ti me>f al se</Li m tTi me>
<Ti meLi m t>0</ Ti nreLim t>
<Li m t Event >f al se</ Li m t Event >
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<Event Li nmi t >0</ Event Li ni t >

<Repl eni shi ngFr equency>0</ Repl eni shi ngFr equency>

<Vol uneThr eshol dPer cent age>0. 0</ Vol uneThr eshol dPer cent age>
<Ti meThr eshol dPer cent age>0. 0</ Ti meThr eshol dPer cent age>
<Event Thr eshol dPer cent age>0. 0</ Event Thr eshol dPer cent age>
<Enabl el nt eri nReporti ng>f al se</ Enabl el nt eri nReporti ng>

<l nterinReportingl nterval >0</ I nteri nReportinglnterval >
<Quot aExhaust i onAct i on>0</ Quot aExhaust i onActi on>

<Redi r ect Ser ver Type>1</ Redi r ect Ser ver Type>

<Quot aReset | nt er val Type>1</ Quot aReset | nt er val Type>

<Quot aReset DayOf Week>0</ Quot aReset Day Of Week>

<Quot aReset Ti me* Day></ Quot aReset Ti meCf Day>

<Quot aReset Ti neVar i abl e>o0</ Quot aReset Ti meVari abl e>

<Quot aReport Of f set Li m t >0</ Quot aReport O fset Li nmi t >

<Quot aType>0</ Quot aType>

<MaxLeakageThr eshol d>1</ MaxLeakageThr eshol d>

<Enabl eDynam cG ant >t r ue</ Enabl eDynani cG ant >

<MaxSessi onsUsedFor Dynam c¢cG ant >20</ MaxSessi onsUsedFor Dynani cGr ant >

<M nGrant Si ze>3</ M nG ant Si ze>
</ Quot a>
<Quot a>
<Nanme>quot a2</ Nane>
<Descri pti on></ Descri pti on>
<Li m t Tot al Vol ume>f al se</ Li mi t Tot al Vol une>
<Li m t UpVol unme>f al se</ Li m t UpVol une>
<Li mi t DownVol ume>f al se</ Li m t DownVol ume>
<Tot al Vol uneLi m t >0</ Tot al Vol unmeLi m t >
<UpVol uneLi m t >0</ UpVol uneLi m t >
<DownVol uneLi m t >0</ DownVol uneLi m t >
<Li mi t Ti me>f al se</Lim tTi me>
<Ti meLi m t>0</ TimeLim t >
<Li m t Event >f al se</Li m t Event >
<Event Li m t >0</ Event Li mi t >
<Repl eni shi ngFr equency>0</ Repl eni shi ngFr equency>
<Vol unmeThr eshol dPer cent age>0. 0</ Vol uneThr eshol dPer cent age>
<Ti meThr eshol dPer cent age>0. 0</ Ti mreThr eshol dPer cent age>
<Event Thr eshol dPer cent age>0. 0</ Event Thr eshol dPer cent age>
<Enabl el nt eri nReporti ng>f al se</ Enabl el nt eri nReporti ng>
<l nteri nmReportingl nterval >0</ I nteri nReportingl nterval >
<Quot aExhaust i onAct i on>0</ Quot aExhaust i onActi on>
<Redi r ect Server Type>1</ Redi r ect Ser ver Type>
<Quot aReset I nt er val Type>1</ Quot aReset | nt er val Type>
<Quot aReset DayOf Week>0</ Quot aReset DayOf Week>
<Quot aReset Ti meCf Day></ Quot aReset Ti meCf Day>
<Quot aReset Ti neVar i abl e></ Quot aReset Ti neVari abl e>
<Quot aReport O f set Li mi t >0</ Quot aReport O f set Li nmi t >
<Quot aType>1</ Quot aType>
<MaxLeakageThr eshol d>1</ MaxLeakageThr eshol d>
<Enabl eDynani cGr ant >f al se</ Enabl eDynami cGr ant >
<MaxSessi onsUsedFor Dynani cG ant >10</ MaxSessi onsUsedFor Dynani cG ant >

<M nG ant Si ze>0</ M nG ant Si ze>
</ Quot a>

</ AddQuot a>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
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<Response>
<Resul t >0</ Resul t >
<Comand type="Xm I nt er f aceResponse" >
<Success count ="2">Successfully inported 2 quota(s).</Success>
<Fai | ure count ="0"></Fai | ure>
</ Command>
</ Response>

Add Quota Pass
The following example creates two dynamic quota passes:
¢ dayPass

¢ DynamicQuotaType =1

¢ Priority =10

¢ LimitTotalVolume = true

e TotalVolumeLimit = 1,000,000

* passl

¢ DynamicQuotaType =1

® Priority =0

¢ LimitTotalVolume = false
e TotalVolumeLimit =0

Request
This request follows the AddQuota tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddQuot a>
<Quot a>
<Name>dayPass</ Nane>
<Descri pti on></ Descri pti on>
<Dynani cQuot aType>1</ Dynam cQuot aType>
<Priority>10</Priority>
<Li mi t Tot al Vol ume>t r ue</ Li m t Tot al Vol une>
<Li mi t UpVol une>f al se</ Li m t UpVol ume>
<Li mi t DownVol unme>f al se</ Li mi t DownVol unme>
<Tot al Vol ureLi mi t >1000000</ Tot al Vol uneLi m t >
<UpVol uneLi mi t >0</ UpVol uneLi m t >
<DownVol uneLi m t >0</ DownVol uneLi mi t >
<Li mi t Ti me>f al se</Lim t Ti me>
<Ti meLi m t >0</ Ti neLim t>
<Li mi t Event >f al se</Li m t Event >
<Event Li m t >0</ Event Li m t >
<Repl eni shi ngFr equency>0</ Repl eni shi ngFr equency>
<Vol uneThr eshol dPer cent age>0. 0</ Vol uneThr eshol dPer cent age>
<Ti meThr eshol dPer cent age>0. 0</ Ti meThr eshol dPer cent age>
<Event Thr eshol dPer cent age>0. 0</ Event Thr eshol dPer cent age>
<Enabl el nt eri nRepor ti ng>f al se</ Enabl el nt eri nReporti ng>
<I nterinmReportinglnterval >0</ I nteri nReportinglnterval >
<Quot aExhaust i onAct i on>0</ Quot aExhaust i onActi on>
<Redi r ect Ser ver Type>1</ Redi r ect Ser ver Type>
<Quot aReset I nt er val Type>1</ Quot aReset | nt er val Type>
<Quot aReset Dayf Mont h>0</ Quot aReset DayOf Mont h>
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<Quot aReset DayOF Week>0</ Quot aReset DayOr Week>
<Quot aReset Ti neCf Day></ Quot aReset Ti meCf Day>
<Quot aReport O f set Li mi t >0</ Quot aReport O f set Li nmi t >
<Quot aType>1</ Quot aType>
<MaxLeakageThr eshol d>0</ MaxLeakageThr eshol d>
<Enabl eDynani cGr ant >f al se</ Enabl eDynami cGr ant >
<MaxSessi onsUsedFor Dynam cG ant >0</ MaxSessi onsUsedFor Dynam cG ant >
<M nG ant Si ze>0</ M nGr ant Si ze>
<Dur ati onUni t Type>2</ Dur at i onUni t Type>
<Dur at i onUni t >0</ Dur at i onUni t >
<Acti veTi mePeri od></ Acti veTi nePeri od>
<Quot aConvent i on></ Quot aConvent i on>

</ Quot a>

<Quot a>
<Nane>passl</ Nane>
<Descri pti on></ Descri pti on>
<Dynam cQuot aType>1</ Dynam cQuot aType>
<Priority>0</Priority>
<Li mi t Tot al Vol ume>f al se</ Li ni t Tot al Vol unme>
<Li mi t UpVol une>f al se</ Li m t UpVol unme>
<Li m t DownVol une>f al se</ Li m t DownVol une>
<Tot al Vol uneLi m t >0</ Tot al Vol uneLi m t>
<UpVol uneLi mi t >0</ UpVol urneLi m t >
<DownVol uneLi nmi t >0</ DownVol uneLi mi t >
<Li mi t Ti me>f al se</Li m t Ti ne>
<Ti meLi m t >0</ Ti meLi m t>
<Li mi t Event >f al se</Li ni t Event >
<Event Li m t >0</ EventLi m t >
<Repl eni shi ngFr equency>0</ Repl eni shi ngFr equency>
<Vol uneThr eshol dPer cent age>0. 0</ Vol uneThr eshol dPer cent age>
<Ti meThr eshol dPer cent age>0. 0</ Ti meThr eshol dPer cent age>
<Event Thr eshol dPer cent age>0. 0</ Event Thr eshol dPer cent age>
<Enabl el nt eri nRepor ti ng>f al se</ Enabl el nt eri nReporti ng>
<I nterinmReportinglnterval >0</ | nteri nReportinglnterval >
<Quot aExhaust i onAct i on>0</ Quot aExhaust i onActi on>
<RestrictionFilters></RestrictionFilters>
<FilterldList></FilterldList>
<Redi rect Server Type>1</ Redi r ect Ser ver Type>
<Redi r ect Ser ver Addr ess></ Redi r ect Ser ver Addr ess>
<Quot aReset I nt er val Type>1</ Quot aReset | nt er val Type>
<Quot aReset DayOF Mont h>0</ Quot aReset DayOf Mont h>
<Quot aReset Day O Week>0</ Quot aReset Day Of Week>
<Quot aReset Ti neCf Day></ Quot aReset Ti meCf Day>
<Quot aReport O f set Li m t >0</ Quot aReport Of f set Li mi t >
<Quot aType>1</ Quot aType>
<MaxLeakageThr eshol d>0</ MaxLeakageThr eshol d>
<Enabl eDynani cG ant >f al se</ Enabl eDynani cG ant >
<MaxSessi onsUsedFor Dynan cG ant >0</ MaxSessi onsUsedFor Dynam cG ant >
<M nG ant Si ze>0</ M nG ant Si ze>
<Dur ati onUni t Type>2</ Dur ati onUni t Type>
<Dur at i onUni t >0</ Dur at i onUni t >
<Act i veTi nmePeri od></ Acti veTi nePeri od>
<Quot aConvent i on></ Quot aConvent i on>

</ Quot a>

</ AddQuot a>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
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<Response>
<Resul t >0</ Resul t >
<Command type="Xm I nt er f aceResponse" >
<Success count ="2">Successfully inmported 2 quota
convention(s). </ Success>
<Fai |l ure count="0"></Fai |l ure>
</ Command>
</ Response>

Update Quota Profile

Update Quota Plan

The following examples show the request and response that are defined in the XSDs for the
UpdateQuota tag.

Request
This request follows the UpdateQuota tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm I nt er f aceRequest >
<Updat eQuot a>
<Quot a>
<Name>quot al</ Name>
<Descri pti on></ Descri pti on>
<Li mi t Tot al Vol une>f al se</ Li m t Tot al Vol une>
<Li mi t UpVol une>f al se</ Li m t UpVol ume>
<Li mi t DownVol unme>f al se</ Li m t DownVol une>
<Tot al Vol uneLi mi t >0</ Tot al Vol uneLi m t >
<UpVol uneLi nmi t >0</ UpVol uneLi nmi t >
<DownVol uneLi m t >0</ DownVol uneLi mi t >
<Li mi t Ti me>f al se</Lim t Ti me>
<Ti meLi mi t >0</ Ti neLim t>
<Li mi t Event >f al se</ Li mi t Event >
<Event Li m t >0</ Event Li ni t >
<Repl eni shi ngFr equency>0</ Repl eni shi ngFr equency>
<Vol uneThr eshol dPer cent age>0. 0</ Vol uneThr eshol dPer cent age>
<Ti meThr eshol dPer cent age>0. 0</ Ti meThr eshol dPer cent age>
<Event Thr eshol dPer cent age>0. 0</ Event Thr eshol dPer cent age>
<Enabl el nt eri nRepor ti ng>f al se</ Enabl el nt eri nReporti ng>
<InterinReportinglnterval >0</ I nterinReportinglnterval >
<Quot aExhaust i onAct i on>0</ Quot aExhaust i onActi on>
<Redi r ect Server Type>1</ Redi r ect Ser ver Type>
<Quot aReset I nt er val Type>1</ Quot aReset | nt er val Type>
<Quot aReset DayOF Week>0</ Quot aReset Day X Week>
<Quot aReset Ti neCf Day></ Quot aReset Ti meCf Day>
<Quot aReset Ti neVari abl e>d</ Quot aReset Ti neVari abl e>
<Quot aReport O f set Li m t >30</ Quot aReport Of f set Li m t >
<Quot aType>0</ Quot aType>
<MaxLeakageThr eshol d>1</ MaxLeakageThr eshol d>
<Enabl eDynani cG ant >t r ue</ Enabl eDynami cGr ant >
<MaxSessi onsUsedFor Dynam cG ant >20</ MaxSessi onsUsedFor Dynani cG ant >

<M nGr ant Si ze>3</ M nGr ant Si ze>
</ Quot a>
<Quot a>

<Nanme>p1l</ Nane>

<Descri pti on></ Descri pti on>
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<Li m t Tot al Vol ume>f al se</ Li mi t Tot al Vol une>

<Li m t UpVol unme>f al se</ Li m t UpVol une>

<Li mi t DownVol ume>f al se</ Li mi t DownVol ume>

<Tot al Vol uneLi ni t >0</ Tot al Vol uneLi m t >

<UpVol uneLi m t >0</ UpVol uneLi m t >

<DownVol uneLi m t >0</ DownVol uneLi m t >

<Li mi t Ti me>f al se</Lim tTi me>

<Ti meLi m t >0</ Ti neLi m t >

<Li m t Event >f al se</Li m t Event >

<Event Li m t >0</ Event Li mi t >

<Repl eni shi ngFr equency>0</ Repl eni shi ngFr equency>

<Vol uneThr eshol dPer cent age>0. 0</ Vol uneThr eshol dPer cent age>
<Ti meThr eshol dPer cent age>0. 0</ Ti mreThr eshol dPer cent age>
<Event Thr eshol dPer cent age>0. 0</ Event Thr eshol dPer cent age>
<Enabl el nt eri nReporti ng>f al se</ Enabl el nt eri nReporti ng>
<l nteri nReportingl nterval >0</ I nt eri nReporti ngl nterval >
<Quot aExhaust i onAct i on>0</ Quot aExhaust i onAct i on>

<Redi rect Server Type>1</ Redi r ect Ser ver Type>

<Quot aReset I nt er val Type>2</ Quot aReset | nt er val Type>

<Quot aReset DayOf Week>0</ Quot aReset DayOf Week>

<Quot aReset Ti meCf Day></ Quot aReset Ti meCf Day>

<Quot aReset Ti neVar i abl e></ Quot aReset Ti neVari abl e>

<Quot aReport Of f set Li mi t >0</ Quot aReport O f set Li nmi t >

<Quot aType>1</ Quot aType>

<MaxLeakageThr eshol d>1</ MaxLeakageThr eshol d>

<Enabl eDynani cGr ant >f al se</ Enabl eDynami cGr ant >

<MaxSessi onsUsedFor Dynam c¢cG ant >10</ MaxSessi onsUsedFor Dynani cG ant >

<M nG ant Si ze>0</ M nG ant Si ze>
</ Quot a>
</ Updat eQuot a>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml | nt er f aceResponse" >
<Success count="1">Successfully updated 2 quota. </ Success>
<Fai |l ure count="0"></Fai |l ure>
</ Command>
</ Response>

The following example updates a dynamic quota with two passes:

Update Quota Pass
e dayPass

¢ DynamicQuotaType =1

e Priority =10

¢ LimitTotalVolume = true

e TotalVolumeLimit = 1,000,000

* passl
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¢ DynamicQuotaType =1

® Priority =0

e LimitTotalVolume = false
e TotalVolumeLimit =0

Request
This request follows the UpdateQuota tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eQuot a>

<Quot a>
<Nane>dayPass</ Nane>
<Descri pti on></ Descri pti on>
<Dynani cQuot aType>1</ Dynam cQuot aType>
<Priority>10</Priority>
<Li m t Tot al Vol ume>t rue</ Li m t Tot al Vol une>
<Li m t UpVol une>f al se</ Li m t UpVol une>
<Li mi t DownVol ume>f al se</ Li m t DownVol unme>
<Tot al Vol uneLi m t >1000000</ Tot al Vol uneLi mi t >
<UpVol uneLi m t >0</ UpVol uneLi m t >
<DownVol uneLi m t >0</ DownVol uneLi mi t >
<Li m t Ti me>f al se</LimtTi me>
<Ti meLi mi t >0</ Ti meLi m t >
<Li m t Event >f al se</ Li m t Event >
<Event Li m t >0</ Event Li m t >
<Repl eni shi ngFr equency>0</ Repl eni shi ngFr equency>
<Vol uneThr eshol dPer cent age>0. 0</ Vol uneThr eshol dPer cent age>
<Ti meThr eshol dPer cent age>0. 0</ Ti meThr eshol dPer cent age>
<Event Thr eshol dPer cent age>0. 0</ Event Thr eshol dPer cent age>
<Enabl el nt eri nReporti ng>f al se</ Enabl el nt eri nReporti ng>
<l nterinReportingl nterval >0</Int eri nReportingl nterval >
<Quot aExhaust i onAct i on>0</ Quot aExhaust i onActi on>
<Redi rect Server Type>1</ Redi r ect Ser ver Type>
<Quot aReset | nt er val Type>1</ Quot aReset | nt er val Type>
<Quot aReset DayOf Mont h>0</ Quot aReset DayOf Mont h>
<Quot aReset DayOf Week>0</ Quot aReset DayOf Week>
<Quot aReset Ti neCf Day></ Quot aReset Ti meCf Day>
<Quot aReport Of f set Li m t >0</ Quot aReport O f set Li mi t >
<Quot aType>1</ Quot aType>
<MaxLeakageThr eshol d>0</ MaxLeakageThr eshol d>
<Enabl eDynani cG ant >f al se</ Enabl eDynam cG ant >
<MaxSessi onsUsedFor Dynam cG ant >0</ MaxSessi onsUsedFor Dynam cG ant >
<M nGr ant Si ze>0</ M nG ant Si ze>
<Dur at i onUni t Type>2</ Dur ati onUni t Type>
<Dur at i onUni t >0</ Dur at i onUni t >
<Acti veTi mePeri od></ Acti veTi nePeri od>
<Quot aConvent i on></ Quot aConvent i on>

</ Quot a>

<Quot a>
<Name>pass1</ Nanme>
<Descri pti on></ Descri pti on>
<Dynamni cQuot aType>1</ Dynam cQuot aType>
<Priority>0</Priority>
<Li mi t Tot al Vol ume>f al se</ Li ni t Tot al Vol ume>
<Li mi t UpVol une>f al se</ Li m t UpVol ume>
<Li mi t DownVol unme>f al se</ Li mi t DownVol unme>
<Tot al Vol uneLi m t >0</ Tot al Vol uneLi m t >
<UpVol uneLi mi t >0</ UpVol uneLi m t >
<DownVol uneLi m t >0</ DownVol uneLi mi t >
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<Li mi t Ti me>f al se</Li m t Ti ne>
<Ti meLi m t >0</ Ti meLi m t>
<Li mi t Event >f al se</Li ni t Event >
<Event Li m t >0</ EventLi m t >
<Repl eni shi ngFr equency>0</ Repl eni shi ngFr equency>
<Vol uneThr eshol dPer cent age>0. 0</ Vol uneThr eshol dPer cent age>
<Ti meThr eshol dPer cent age>0. 0</ Ti meThr eshol dPer cent age>
<Event Thr eshol dPer cent age>0. 0</ Event Thr eshol dPer cent age>
<Enabl el nt eri nRepor ti ng>f al se</ Enabl el nt eri nReporti ng>
<I nterinmReportinglnterval >0</ | nteri nReportinglnterval >
<Quot aExhaust i onAct i on>0</ Quot aExhaust i onActi on>
<RestrictionFilters></RestrictionFilters>
<FilterldList></FilterldList>
<Redi r ect Server Type>1</ Redi r ect Ser ver Type>
<Redi r ect Ser ver Addr ess></ Redi r ect Ser ver Addr ess>
<Quot aReset I nt er val Type>1</ Quot aReset | nt er val Type>
<Quot aReset DayOF Mont h>0</ Quot aReset DayOf Mont h>
<Quot aReset Day O Week>0</ Quot aReset Day Of Week>
<Quot aReset Ti neCf Day></ Quot aReset Ti meCf Day>
<Quot aRepor t O f set Li m t >0</ Quot aReport Of f set Li mi t >
<Quot aType>1</ Quot aType>
<MaxLeakageThr eshol d>0</ MaxLeakageThr eshol d>
<Enabl eDynani cG ant >f al se</ Enabl eDynani cG ant >
<MaxSessi onsUsedFor Dynanm cG ant >0</ MaxSessi onsUsedFor Dynam cG ant >
<M nG ant Si ze>0</ M nG ant Si ze>
<Dur ati onUni t Type>2</ Dur ati onUni t Type>
<Dur at i onUni t >0</ Dur at i onUni t >
<Act i veTi nePeri od></ Acti veTi nePeri od>
<Quot aConvent i on></ Quot aConvent i on>
</ Quot a>
</ Updat eQuot a>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="1">Successful |y updated 1 quota
convention(s). </ Success>
<Fai | ure count ="0"></Fai | ure>
</ Command>
</ Response>

Delete Quota Profile

The following examples show the request and response that are defined in the XSDs for the DeleteQuota
tag.

Request

This request follows the DeleteQuota tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
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<Del et eQuot a>
<Name> quot al</ Nane>
</ Del et eQuot a>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Conmmand type="Xm | nt er f aceResponse" >
<Success count="1>Del eted 1 quot a</ Success>
<Fai |l ure count="0"></Fail ure>
</ Conrmand>
</ Response>

Query Quota Profile

The following examples show the request and response that are defined in the XSDs for the QueryQuota
tag.

Request
This request follows the QueryQuota tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Quer yQuot a>
<Name> quot al</ Name>

</ Quer yQuot a>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfigurationData > Quota tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Confi gurati onData versi on="8.0.0">
<Quot a>

<Name>quot al</ Nanme>
<Descri pti on></ Descri pti on>
<Li m t Tot al Vol ume>f al se</ Li nmi t Tot al Vol une>
<Li m t UpVol une>f al se</ Li m t UpVol unme>
<Li mi t DownVol ume>f al se</ Li mi t DownVol unme>
<Tot al Vol uneLi m t >0</ Tot al Vol uneLi m t >
<UpVol uneLi m t >0</ UpVol uneLi m t >
<DownVol uneLi m t >0</ DownVol uneLi mi t >
<Li m t Ti me>f al se</Lim tTi me>
<Ti meLi m t>0</TimeLim t >
<Li m t Event >f al se</ Li mi t Event >
<Event Li m t >0</ Event Li mi t >
<Repl eni shi ngFr equency>0</ Repl eni shi ngFr equency>
<Vol uneThr eshol dPer cent age>0. 0</ Vol unmeThr eshol dPer cent age>
<Ti meThr eshol dPer cent age>0. 0</ Ti meThr eshol dPer cent age>
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<Event Thr eshol dPer cent age>0. 0</ Event Thr eshol dPer cent age>
<Enabl el nt eri nReporti ng>f al se</ Enabl el nt eri nReporti ng>
<l nterinReportingl nterval >0</ I nteri nReportinglnterval >
<Quot aExhaust i onAct i on>0</ Quot aExhaust i onActi on>
<Redi r ect Ser ver Type>2</ Redi r ect Ser ver Type>
<Quot aReset | nt er val Type>1</ Quot aReset | nt er val Type>
<Quot aReset DayOf Mont h>0</ Quot aReset DayOf Mont h>
<Quot aReset DayOf Week>0</ Quot aReset DayOf Week>
<Quot aReset Ti meCf Day></ Quot aReset Ti meCf Day>
<Quot aReset Ti neVar i abl e>d</ Quot aReset Ti meVari abl e>
<Quot aReport O f set Li mi t >0</ Quot aReport O f set Li nmi t >
<Quot aType>0</ Quot aType>
<MaxLeakageThr eshol d>0</ MaxLeakageThr eshol d>
<Enabl eDynani cGr ant >f al se</ Enabl eDynami cGr ant >
<MaxSessi onsUsedFor Dynani cG ant >20</ MaxSessi onsUsedFor Dynani cG ant >
<M nG ant Si ze>0</ M nGr ant Si ze>
</ Quot a>
</ Confi gur ati onDat a>

Quota Conventions

A Quota Convention controls how units are consumed and how thresholds are calculated in Quotas,
Top-Ups, Rollovers, and Passes. A Quota Convention stores a service provider's configuration
preferences for how Quotas, Top-Ups, Rollovers, and Passes are processed.

Add Quota Convention

The following examples show the request and response that are defined in the XSDs for the
AddQuotaConvention tag.

Request
This request follows the AddQuotaConvention tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddQuot aConvent i on>
<Quot aConvent i on>
<Name>quot aConvent i on_def aul t </ Nanme>
<Descri pti on></ Descri pti on>
<Rol | over Usage>0</ Rol | over Usage>
<Per cent ageRol | over | nt er val >20. 0</ Per cent ageRol | over | nt erval >
<Per cent ageRol | over Max>0. 0</ Per cent ageRol | over Max>
<Behavi or Mask>128</ Behavi or Mask>
</ Quot aConvent i on>
<Quot aConvent i on>
<Name>rol | over _20150_al | </ Name>
<Descri pti on></ Descri pti on>
<Rol | over Usage>0</ Rol | over Usage>
<Per cent ageRol | over | nt er val >20. 0</ Per cent ageRol | over| nterval >
<Per cent ageRol | over Max>100. 0</ Per cent ageRol | over Max>
<Behavi or Mask>223</ Behavi or Mask>
</ Quot aConvent i on>
</ AddQuot aConvent i on>
</ Xm I nt er f aceRequest >
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Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count ="2">Successfully inported 2 quota
conventi on(s). </ Success>
<Fai | ure count="0"></Fail ure>
</ Command>
</ Response>

Update Quota Conventions

The following examples show the request and response that are defined in the XSDs for the
UpdateQuotaConvention tag.

Request
This request follows the UpdateQuotaConvention tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eQuot aConvent i on>
<Quot aConvent i on>
<Nanme>quot aConvent i on_def aul t </ Nane>
<Descri pti on></ Descri pti on>
<Rol | over Usage>0</ Rol | over Usage>
<Per cent ageRol | over | nt er val >20. 0</ Per cent ageRol | over | nt erval >
<Per cent ageRol | over Max>0. 0</ Per cent ageRol | over Max>
<Behavi or Mask>128</ Behavi or Mask>
</ Quot aConvent i on>
<Quot aConvent i on>
<Nane>r ol | over _20150_al | </ Name>
<Descri pti on></ Descri pti on>
<Rol | over Usage>0</ Rol | over Usage>
<Per cent ageRol | over | nt er val >20. 0</ Per cent ageRol | over | nt erval >
<Per cent ageRol | over Max>100. 0</ Per cent ageRol | over Max>
<Behavi or Mask>223</ Behavi or Mask>
</ Quot aConvent i on>
</ Updat eQuot aConvent i on>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count ="1">Successful |y updated 2 quota
conventi on(s). </ Success>
<Fai | ure count ="0"></Fai | ure>
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</ Command>
</ Response>

Delete Quota Convention

The following example shows the request and response that are defined in the XSDs for the
DeleteQuotaConvention tag.

Request
This request follows the DeleteQuotaConvention tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm I nt er f aceRequest >
<Del et eQuot aConventi on>
<Nane>abc</ Nane>
</ Del et eQuot aConventi on>
</ Xm | nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xm I nt er f aceResponse" >
<Success count="1">Del eted 1 Quota Convention(s).</Success>
<Fai | ure count="0"></Fail ure>
</ Command>
</ Response>

Query Quota Convention

The following example shows the request and response that are defined in the XSDs for the
QueryQuotaConvention tag.

Request
This request follows the QueryQuotaConvention tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Quer yQuot aConventi on>
<Name>quot aConvent i on1</ Name>
</ Quer yQuot aConventi on>
</ Xm I nt er f aceRequest >

Response
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The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes"?> <Confi gurationData
version="9.1.0">
<Quot aConvent i on>
<Nane>quot aConvent i on_def aul t </ Nane>
<Descri pti on></ Descri pti on>
<Rol | over Usage>0</ Rol | over Usage>
<Per cent ageRol | over | nt er val >20. 0</ Per cent ageRol | over | nt erval >
<Per cent ageRol | over Max>0. 0</ Per cent ageRol | over Max>
<Behavi or Mask>128</ Behavi or Mask>
</ Quot aConvent i on>
</ Confi gur at i onDat a>
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This chapter defines the various Operational
Measurements (OM) groups and the individual OM
statistics that comprise them. For several of the more
generic statistics, the instrumentation on the
Multimedia Policy Engine (MPE) and the Policy
Front End (MRA) may differ by protocol, and
therefore specific statistics may increment differently
across those protocols.

110



Operational Measurement Requests for Wireless
Mode

Operational Measurements Requests Overview for Wireless Mode

The OM interface consists of the following requests, grouped by category:

e (OSSI XML interface statistics

Topology Update Statistics — retrieves statistics on all updates made through the Topology
Interface.

Subscriber Update Statistics — retrieves statistics on all updates made through the Subscriber
Interface.

¢ Protocol-specific statistics

Message Processing Statistics — retrieves statistics on session events.

Latency Statistics - retrieves statistics on how quickly protocol messages are processed.
Network Element Statistics — retrieves statistics on session events for specific network elements
and interfaces.

RADIUS-S Statistics — retrieves statistics on accounting and change-of-authorization messages
specific to the RADIUS-S protocol.

Diameter Statistics — retrieves statistics on Diameter Application Functions (Cable), Charging
Functions (Wireless), Policy Charging Enforcement Functions (Wireless).

Timeout Statistics — retrieves timeout statistics not received in a predefined amount of time,
that are tracked per network element, MPE, and MRA, and PDN statistics (Wireless).

Latency Statistics — retrieves latency statistics information for incoming and outgoing messages
tracked per network element, MPE, and MRA.

Event Trigger Statistics — retrieves related event trigger statistics used for tracking activity.
Session Cleanup Statistics — retrieves the number of session cleanup statistics where sessions
are aged-out due to inactivity. The reauthorization is submitted and if it is unresponsive or an
error occurs indicating that the session is inactive, then it is removed from the system.

Traffic Profile Statistics — retrieves traffic profile statistics which counters the number of times
a PCRF attempts to install, remove, or fails.

Quota Profile Statistics — retrieves quota profile statistics to counter the number of times the
configured threshold reaches a maxed out limit.

Message Processing Statistics

The following examples show the request and response that are defined in the XSDs for the
MessageProcessingStats tag.

Request

This request follows the QueryOmStats > MessageProcessingStats tag defined in the XSDs.

The following is an example of a request for all policy servers in the system:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnrft at s>
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<Start Ti me>2006- 10- 26T14: 30: 00Z</ St art Ti ne>
<EndTi ne>2006- 10- 26T14: 40: 00Z</ EndTi nme>
<MessagePr ocessi ngSt at s/ >

</ Quer yOrtt at s>

Response

The response to this request follows the Statistics > MessageProcessingStats tag defined in the XSDs.

Individual statistics are defined as follows:

SessionCount: Session requests received.

SessionSuccessCount: Session requests successfully created.

ActiveSessionCount: the absolute value representing the current active session request received.
SessionFailCount: Session request failures. For example, this could be due to a policy denying a
request.

SessionProtocolFailCount: Number of session failures due to an invalid message or parameter.
This count is incremented whenever the MPE determines that an incoming message from the AM
has an invalid message and has to be dropped by the MPE.

SessionPolicyFailCount: Number of session requests that trigger a policy. This count is maintained
in the MPE, one per policy. When the condition of a policy triggers, the count for that policy is
incremented. The value displayed is a total trigger count. That is, the sum of this value for all the
policies. For example, if the definition of a policy is defined as, “when the device usage is greater
than 80% of capacity, reject message”. When the MPE executes this policy in response to a request,
if the policy triggers (i.e. if the MPE determines that the device usage is > 80%), the trigger count
for that policy is incremented.

PeakTransactionRate: An absolute value representing the peak number of transactions occurring
within a given sample period.

SessionUnknownPathFailCount: The number of session failures resulting from an unknown or
nonexistent path.

SessionUnknownSubscriberCount: The number of session failures resulting from an unknown
subscriber ID.

The following is an example of the MessageProcessingStats tag:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Statistics>
<MessagePr ocessi ngSt at s>
<Sanpl e>
<Start Ti ne>2006- 10- 26T14: 30: 22Z</ St art Ti ne>
<EndTi ne>2006- 10- 26T14: 35: 11Z</ EndTi ne>
<Pol i cyServer >At | ant al05</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Sessi onCount >100</ Sessi onCount >
<Sessi onSuccessCount >97</ Sessi onSuccessCount >
<Sessi onFai | Count >3</ Sessi onFai | Count >
<Sessi onUnknownPat hFai | Count >0</ Sessi onUnknownPat hFai | Count >
<Sessi onUnknownSubscri ber Fai | Count >0</ Sessi onUnknownSubscr i ber Fai | Count >

<Sessi onPr ot ocol Fai | Count >1</ Sessi onPr ot ocol Fai | Count >
<Sessi onPol i cyFai | Count >2</ Sessi onPol i cyFai | Count >
<PeakTr ansact i onRat e>0</ PeakTr ansact i onRat e>
<Act i veSessi onCount >0</ Act i veSessi onCount >
</ Sanpl e>
</ MessagePr ocessi ngSt at s>
</Statistics>
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Topology Update Statistics

The following examples show the request and response that are defined in the XSDs for the
TopologyUpdateStats tag.

Request
This request follows the QueryOmStats > TopologyUpdateStats tag defined in the XSDs.

The following is an example of a request for a topology update:

<?xm version="1.0" encodi ng="UTF-8" ?>

<Quer yOnfst at s>
<StartTi me>2006- 10- 26T14: 30: 00Z</ Start Ti me>
<EndTi ne>2006- 10- 26T14: 40: 00Z</ EndTi nme>
<Topol ogyUpdat eSt at s></ Topol ogyUpdat eSt at s>

</ Quer yOrtt at s>

Response
The response to this request follows the Statistics > TopologyUpdateStats tag defined in the XSDs.
Individual statistics are defined as follows:

¢ TopologyUpdateCount: The number of topology changes made in the Configuration Management
Platform (CMP) that resulted in changes to an MPE. Topology data includes Network Elements,
Paths, Interfaces, and Links. Changes to this data can occur through either the CMP Graphical User
Interface (GUI) or the XML interface. The counter increments for each MPE that updates as a result
of the change. For example, when a user updates a Network Element, the topology update counter
increments for each MPE that the Network Element is associated with.

Batch changes are treated as a single update to an MPE. An OSSI XML interface update may be
made across multiple elements but all of those changes are pushed at one time to the MPE. This is
treated as a single topology change with regard to the counter.

* TopologyUpdateFailCount: The number of topology changes made in the CMP that fail to update
an associated MPE. For example, if an MPE is offline while a Network Element is changed, the fail
counter will increment once for that failed MPE update.

The following is an example of the TopologyUpdateStats tag:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Topol ogyUpdat eSt at s>
<Sanpl e>
<StartTi me>2006- 10- 26T14: 30: 22Z</ St art Ti ne>
<EndTi ne>2006- 10- 26T14: 35: 11Z</ EndTi ne>
<Topol ogyUpdat eCount >942</ Topol ogyUpdat eCount >
<Topol ogyUpdat eFai | Count >6</ Topol ogyUpdat eFai | Count >
</ Sanpl e>
</ Topol ogyUpdat eSt at s>
</ Statistics>
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Network Element Statistics

The following examples show the request and response that are defined in the XSDs for the
NetworkElementStats tag.

Request
This request follows the QueryOmStats > NetworkElementStats tag defined in the XSDs.

The following is an example of a request for a single network element using the Name parameter:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnfst at s>
<Start Ti me>2006- 10- 26T14: 30: 00Z</ St art Ti ne>
<EndTi ne>2006- 10- 26T14: 35: 00Z</ EndTi nme>
<Net wor kEl enent St at s>
<Nanme>Rout er 1</ Nanme>
</ Net wor KEl enment St at s>
</ Quer yOrtt at s>

The following is an example of a request for multiple network elements using the Name(s) and Neld(s)
parameters. This example returns statistics for three different network elements:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Quer yOrtt at s>
<Start Ti me>2006- 10- 12T11: 15: 00Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 25: 00Z</ EndTi ne>
<Net wor kEl enent St at s>
<Nanme>Rout er 1</ Nane>
<Nane>Rout er 2</ Nane>
<Nanme>Rout er 3</ Nane>
</ Net wor KEl enent St at s>
</ Quer yOntt at s>

The following is an example of a request for all network elements in the system. This example returns
statistics for each network element:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Quer yOnfst at s>
<StartTi me>2006-10- 12T11: 15: 00Z</ Start Ti me>
<EndTi ne>2006- 10- 12T11: 25: 00Z</ EndTi nme>
<Net wor kEl enment St at s></ Net wor KEl emrent St at s>

</ Quer yOrtt at s>

Response

The response to this request follows the Statistics > NetworkElementStats tag defined in the XSDs.

Both Name and Neld are returned along with the statistics and actual recorded times for those statistics.
Sample groups are ordered by policy server, network element, available interfaces, and then by time.

This OM Group, by default, contains a combination of delta and absolute values. Individual statistics
returned as absolutes are described as follows:

¢ Name: Unique name identifying the Network Element for the following statistics.
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¢ Neld: Optional identifier field for the Network Element.
¢ InterfaceName: Identifying field for the Network Element’s Interface.

¢ SessionCount: Current active sessions for that Network Element or Interface. This is a cumulative
value and is displayed as an absolute.

¢ SessionSuccessCount: Successful sessions.
¢ SessionFailCount: Session failures.

Note: Session failures can occur for a variety of reasons, for example, when a gate is created
that is greater than the gate limit, the MPE responds with an error code. The default in this
instance is "0" which means "no limit".

e AbnormalDisconnectCount: Number of network elements that have disconnected from the
MPE abnormally. For example, due to a break in the network.

¢ Capacity: The currently defined maximum capacity for this Network Element or Interface. This
is a static absolute value defined in the CMP for that object.

¢ BandwidthUpstream: This is the current reserved upstream bandwidth allocated for this
Network Element or Interface. This is a non-cumulative value displayed as an absolute.

¢ BandwidthDownstream: This is the current reserved downstream bandwidth allocated for this
Network Element or Interface. This is a non-cumulative value displayed as an absolute.

¢ MaxBandwidthDownstream: This statistic represents the maximum committed bandwidth
flows allocated for this Nework Element or Interface. This value is also an absolute value that
indicates the peak bandwidth usage in the history of a Network Element.

The following is an example XML response to a multiple network element request:

<?xm version="1.0" encodi ng="UTF- 8" 2>
<Statistics>
<Net wor kEl enent St at s>
<Sanpl e>
<StartTi ne>2006- 10-12T11: 18: 30Z</ St art Ti ne>
<EndTi ne>2006-10- 12T11: 19: 20Z</ EndTi ne>
<Pol i cySer ver >At | ant a105</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Nanme>Rout er 1</ Name>
<Nel d>12345</ Nel d>
<Sessi onCount >3</ Sessi onCount >
<Sessi onSuccessCount >3</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci ty>
<Bandwi dt hUpst r eam>3000000</ Bandw dt hUpst r ean®
<Bandw dt hDownst r ean>100000</ Bandw dt hDownst r ean®
<Interface>
<I nterfaceNanme>| f 1</ | nt er f aceNane>
<Sessi onCount >3</ Sessi onCount >
<Sessi onSuccessCount >3</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor nmal Di sconnect Count >
<Capaci t y>50000000</ Capaci ty>
<Bandwi dt hUpst r ean>3000000</ Bandwi dt hUpst r ean»
<Bandw dt hDownst r ean>100000</ Bandw dt hDownst r ean®
</Interface>
</ Sanpl e>
<Sanpl e>
<Start Ti mne>2006- 10-12T11: 19: 20Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 20: 10Z</ EndTi nme>
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<Pol i cyServer >At | ant al05</ Pol i cySer ver >
<l sConpl et e>t rue</| sConpl et e>
<Nane>Rout er 1</ Nane>
<Nel d>12345</ Nel d>
<Sessi onCount >0</ Sessi onCount >
<Sessi onSuccessCount >0</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci ty>
<Bandwi dt hUpst r ean>3000000</ Bandwi dt hUpst r ean»
<Bandwi dt hDownst r eamr»100000</ Bandwi dt hDownst r ean»
<Interface>
<I nterfaceNanme>| f 1</ | nt er f aceNane>
<Sessi onCount >0</ Sessi onCount >
<Sessi onSuccessCount >0</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci ty>
<Bandwi dt hUpst r eam>3000000</ Bandw dt hUpst r ean®
<Bandw dt hDownst r ean>100000</ Bandw dt hDownst r ean®
</Interface>
</ Sanpl e>
<Sanpl e>
<StartTi mne>2006- 10-12T11: 20: 10Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 21: 00Z</ EndTi nme>
<Pol i cySer ver >At | ant al05</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Nanme>Rout er 1</ Nanme>
<Nel d>12345</ Nel d>
<Sessi onCount >9</ Sessi onCount >
<Sessi onSuccessCount >9</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci ty>
<Bandwi dt hUpst r eam>3000000</ Bandw dt hUpst r ean®
<Bandw dt hDownst r ean>100000</ Bandw dt hDownst r ean®
<Interface>
<I nterfaceNanme>| f 1</ | nt er f aceNane>
<Sessi onCount >9</ Sessi onCount >
<Sessi onSuccessCount >9</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci ty>
<Bandwi dt hUpst r ean>3000000</ Bandwi dt hUpst r eanm»
<Bandwi dt hDownst r eanr»100000</ Bandwi dt hDownst r ean®
</Interface>
</ Sanpl e>
<Sanpl e>
<Start Ti me>2006- 10-12T11: 18: 30Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 19: 20Z</ EndTi nme>
<Pol i cySer ver >At | ant al05</ Pol i cySer ver >
<| sConpl et e>t rue</ | sConpl et e>
<Nanme>Rout er 2</ Nane>
<Nel d>12341</ Nel d>
<Sessi onCount >11</ Sessi onCount >
<Sessi onSuccessCount >11</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci ty>
<Bandwi dt hUpst r ean>3000000</ Bandwi dt hUpst r ean»
<Bandwi dt hDownst r eanr»100000</ Bandwi dt hDownst r ean®
<Interface>
<I nterfaceNanme>| f 2</ | nt er f aceNane>
<Sessi onCount >11</ Sessi onCount >
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<Sessi onSuccessCount >11</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci t y>
<Bandwi dt hUpst r eanm>3000000</ Bandwi dt hUpst r eanm>
<Bandwi dt hDownst r eanr»100000</ Bandwi dt hDownst r ean»
</Interface>
</ Sanpl e>
<Sanpl e>
<Start Ti me>2006- 10-12T11: 19: 20Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 20: 10Z</ EndTi ne>
<Pol i cySer ver >At | ant al05</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Nane>Rout er 2</ Nane>
<Nel d>12341</ Nel d>
<Sessi onCount >2</ Sessi onCount >
<Sessi onSuccessCount >2</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci t y>
<Bandwi dt hUpst r eanm>3000000</ Bandwi dt hUpst r ean>
<Bandwi dt hDownst r eanmr»100000</ Bandwi dt hDownst r ean®
<Interface>
<l nt erfaceNane>| f 2</ | nt er f aceNanme>
<Sessi onCount >2</ Sessi onCount >
<Sessi onSuccessCount >2</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci t y>
<Bandwi dt hUpst r ean>3000000</ Bandwi dt hUpst r ean»
<Bandwi dt hDownst r eamr»100000</ Bandwi dt hDownst r ean»
</Interface>
</ Sanpl e>
<Sanpl e>
<StartTi me>2006- 10- 12T11: 20: 10Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 21: 00Z</ EndTi ne>
<Pol i cyServer >At | ant al05</ Pol i cySer ver >
<l sConpl et e>t rue</| sConpl et e>
<Nanme>Rout er 2</ Nane>
<Nel d>12341</ Nel d>
<Sessi onCount >9</ Sessi onCount >
<Sessi onSuccessCount >9</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci t y>
<Bandwi dt hUpst r ean>3000000</ Bandwi dt hUpst r ean»
<Bandwi dt hDownst r eamr»100000</ Bandwi dt hDownst r ean»
<Interface>
<I nterfaceNanme>I| f 2</ | nt er f aceNane>
<Sessi onCount >9</ Sessi onCount >
<Sessi onSuccessCount >9</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Abnor mal Di sconnect Count >0</ Abnor mal Di sconnect Count >
<Capaci t y>50000000</ Capaci ty>
<Bandwi dt hUpst r eam>3000000</ Bandw dt hUpst r ean®
<Bandw dt hDownst r ean>100000</ Bandw dt hDownst r ean®
</Interface>
</ Sanpl e>
</ Net wor KEIl ermrent St at s>
</Statistics>
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The following examples show the request and response that are defined in the XSDs for the
DiameterAfLatencyStats tag.

Request

This request follows the QueryOmStats > DiameterAfLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Xm | nt er f aceRequest >

<Quer yOrtt at s>

<StartTi ne>2001-

12-31T12: 00: 00</ St art Ti me>

<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Di anet er Af Lat encySt at s>

<Pol i cySer ver >Pol i cySer ver </ Pol i cySer ver >
</ Di anet er Af Lat encySt at s>

</ Quer yOrtt at s>

</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > DiameterAfLatencyStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0"
<Statistics>

encodi ng="UTF- 8" ?>

<Di anet er Af Lat encySt at s>

<Sanpl e>

<Start Ti ne>2001-12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi nme>

<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >

<l sConpl et e>t rue</ | sConpl et e>

<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >

<MaxTr ansact i onl nProcessi ngTi me>0</ MaxTr ansact i onl nPr ocessi ngTi ne>
<Aver ageTransacti onl nProcessi ngTi me>0</ Aver ageTr ansact i onl nPr ocessi ngTi me>

<MaxTr ansact i onQut Pr ocessi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Pr ocessi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi

me_I n_0_20_Count >0</ Tr ansact i onTi ne_| n_0_20_Count >

me_I n_20_40_Count >0</ Transacti onTi ne_I n_20_40_Count >
me_|In_40 60 _Count >0</ Transacti onTi ne_I n_40 60 Count >
me_I n_60_80_Count >0</ Transacti onTi ne_I n_60_80_Count >
me_I n_80_100_Count >0</ Transacti onTi ne_| n_80_100_Count >
me_In_100_120_Count >0</ Transacti onTi me_Il n_100_120_Count >
me_In_120 140 Count >0</ Transacti onTi ne_I n_120 140 Count >
me_In_140_160_Count >0</ Transacti onTi me_I n_140_160_Count >
me_I n_160_180_Count >0</ Transacti onTi ne_I n_160_180_Count >
me_I n_180_200_Count >0</ Transact i onTi me_Il n_180_200_Count >
me_|l n_gt_200_Count >0</ Transacti onTi me_I n_gt _200_Count >
me_Qut _20_40_Count >0</ Transacti onTi me_Qut _20_40_Count >
me_Qut _40_60_Count >0</ Transacti onTi me_Qut _40_60_Count >
me_Qut _60_80_Count >0</ Transact i onTi me_Qut _60_80_Count >
me_Qut 80 _100_Count >0</ Transacti onTi ne_Qut 80 100 _Count >
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<TransactionTi me_Qut _100_120_ Count >0</ Transacti onTi me_Qut _100_120_ Count >
<TransactionTi me_Qut _120_140_Count >0</ Tr ansacti onTi me_Qut _120_140_Count >
<TransactionTi me_Qut 140 _160_Count >0</ Transacti onTi me_Qut _140_160_Count >
<TransactionTi me_Qut _160_180_Count >0</ Tr ansacti onTi me_Qut _160_180_Count >
<Transacti onTi me_Qut 180 _200_Count >0</ Transacti onTi me_Qut _180_200_Count >

<TransactionTi me_Qut _gt_200_Count >0</ Transact i onTi me_Qut _gt _200_Count >
</ Sanpl e>
</ Di anet er Af Lat encySt at s>
</ Statistics>

Request
This request follows the QueryOmStats > DiameterAfPeerLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<Quer yOnrfst at s>
<StartTi ne>2001- 12- 31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Di anet er Af Peer Lat encySt at s>
<Nanme>Appl i cat i onNane</ Nane>
</ Di anet er Af Peer Lat encySt at s>
</ Quer yOrtt at s>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > DiameterAfPeerfLatencyStats tag defined in the
XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Di anet er Af Peer f Lat encySt at s>
<Sanpl e>

<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti me>
<EndTi me>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<Name>Appl i cat i onName</ Name>
<Nel d>Nel d</ Nel d>
<Net wor kEl ement Type>Net wor KEl ement Type</ Net wor KEl ement Type>
<Net wor KEIl ement SubType>Net wor KEl ement SubType</ Net wor KEl enent SubType>
<Connect Addr ess>10. 60. 4. 56</ Connect Addr ess>
<Connect Port >3868</ Connect Port >
<Connect Type>TCP</ Connect Type>
<MaxTr ansact i onl nProcessi ngTi me>0</ MaxTr ansact i onl nPr ocessi ngTi ne>
<Aver ageTransact i onl nProcessi ngTi ne>0</ Aver ageTr ansact i onl nProcessi ngTi ne>

<MaxTr ansact i onQut Processi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Pr ocessi ngTi me>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<TransactionTi ne_I n_0_20_ Count >0</ Transacti onTi nme_I n_0_20_Count >
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<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi

I n_20_40_Count >0</ Transacti onTi me_I n_20_40_Count >
1 n_40_60_Count >0</ Transacti onTi me_I n_40_60_Count >
I n_60_80_Count >0</ Transacti onTi me_I n_60_80_Count >
I n_80_100_ Count >0</ TransactionTi me_In_80_100 Count >
I n_100_120_Count >0</ Transacti onTi me_I n_100_120_Count >
1 n_120_140_Count >0</ Transacti onTi me_I n_120_140_Count >
_1'n_140_160_Count >0</ Tr ansact i onTi me_I n_140_160_Count >
- In_160_180_Count >0</ TransactionTi ne_I n_160 180 Count >
<TransactionTi me_I n_180_200_Count >0</ Transacti onTi ne_I n_180 200_Count >
<TransactionTi me_Il n_gt _200_Count >0</ Transacti onTi ne_I n_gt _200_Count >
<TransactionTi me_Qut _0_20_Count >0</ Transacti onTi ne_Qut _0_20_Count >
<Transacti onTi me_Qut 20 40 Count >0</ Transacti onTi ne_Qut 20 40 Count >
<Transacti onTi me_Qut 40 _60_Count >0</ Tr ansacti onTi me_Qut _40_60_Count >
<TransactionTi me_Qut _60_80_Count >0</ Transacti onTi ne_Qut _60_80_Count >
<TransactionTi me_Qut _80_100_Count >0</ Transacti onTi me_Qut _80_100_Count >
<TransactionTi me_Qut 100 120 Count >0</ Transacti onTi me_Qut 100 120 Count >

3333333333

<TransactionTi me_Qut _120_140_Count >0</ Tr ansacti onTi me_Qut _120_140_Count >
<TransactionTi me_Qut 140 160 Count >0</ Tr ansacti onTi me_Qut 140 160 Count >
<TransactionTi me_Qut _160_180_Count >0</ Tr ansacti onTi me_Qut _160_180_Count >
<TransactionTi me_Qut 180 200 Count >0</ Transacti onTi me_Qut 180 200 Count >

<TransactionTi me_Qut _gt_200_Count >0</ Transacti onTi me_Qut _gt _200_Count >
</ Sanpl e>
</ Di anet er Af Peer f Lat encySt at s>
</ Statistics>

Request
This request follows the QueryOmStats > PcnmCmtsLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<Quer yOrfst at s>
<StartTi me>2001-12-31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pcmnt sLat ency St at s>
<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >
</ PcrmCnt sLat ency St at s>
</ Quer yOrfst at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > PecmmCmtsLatencyStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Pcmnt sLat ency St at s>
<Sanpl e>

<StartTi me>2001-12-31T12: 00: 00</ St art Ti me>
<EndTi me>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
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<Cur r ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<MaxTr ansacti onl nPr ocessi ngTi ne>0</ MaxTr ansact i onl nProcessi ngTi ne>
<Aver ageTransacti onl nProcessi ngTi me>0</ Aver ageTr ansact i onl nPr ocessi ngTi me>

<MaxTr ansact i onQut Pr ocessi ngTi ne>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Processi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<TransactionTinme_In_0 20 Count>0</TransactionTine_In_0 20 Count >
<TransactionTi me_I n_20_40_Count >0</ Transacti onTi me_I n_20_40_ Count >
<TransactionTi me_Il n_40_60_Count >0</ Transacti onTi ne_I n_40_60_Count >
<TransactionTi me_Il n_60_80_Count >0</ Transacti onTi ne_I n_60_80_Count >
<TransactionTime_In_80 100 Count >0</TransactionTi ne_In_80 100 Count >
<TransactionTi me_I n_100_120_Count >0</ Transacti onTi ne_I n_100_120_Count >
<TransactionTi me_Il n_120_140_Count >0</ Transacti onTi me_Il n_120_140_Count >
<TransactionTi me_Il n_140_160_Count >0</ Transacti onTi me_I n_140_160_Count >
<TransactionTime_In_160_ 180 Count >0</ Transacti onTi ne_In_160_180_Count >
<TransactionTi me_I n_180_200_Count >0</ Transacti onTi ne_I n_180 200_Count >
<TransactionTi me_Il n_gt _200_Count >0</ Transacti onTi ne_I n_gt _200_Count >
<TransactionTi me_Qut _0_20_Count >0</ Transacti onTi ne_Qut _0_20_Count >
<Transacti onTi me_Qut 20 40 Count >0</ Transacti onTi ne_CQut 20 40 Count >
<Transacti onTi me_Qut 40 _60_Count >0</ Tr ansacti onTi me_Qut _40_60_Count >
<TransactionTi me_Qut _60_80_Count >0</ Transacti onTi ne_Qut _60_80_Count >
<TransactionTi me_Qut _80_100_Count >0</ Transacti onTi nme_Qut _80_100_Count >
<TransactionTi me_Qut 100 120 Count >0</ Transacti onTi me_Qut 100 120 Count >

<TransactionTi me_Qut _120_140_Count >0</ Tr ansacti onTi me_Qut _120_140_Count >
<TransactionTi me_Qut 140 160 Count >0</ Tr ansacti onTi me_Qut 140 160 Count >
<TransactionTi me_Qut _160_180_Count >0</ Tr ansacti onTi me_Qut _160_180_Count >
<TransactionTi me_Qut 180 200 Count >0</ Tr ansacti onTi me_Qut 180 200 Count >

<TransactionTi me_Qut _gt_200_Count >0</ Transact i onTi me_Qut _gt _200_Count >
</ Sanpl e>
</ PcrmCnt sLat ency St at s>
</ Statistics>

Request
This request follows the QueryOmStats > PcmmCmtsPeerLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<Quer yOrfst at s>
<StartTi me>2001-12-31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<PcmCnt sPeer Lat encySt at s>
<Name>Net wor KEl emrent Nanme</ Name>
</ PcrmCnt sPeer Lat ency St at s>
</ Quer yOrfst at s>
</ Xm | nt er f aceRequest >

Response

The response to this request follows the Statistics > PcmmCmtsPeerLatencyStats tag defined in the
XSDs.
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The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<PcmmCnt sPeer Lat encySt at s>
<Sanpl e>

<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<Nanme>Net wor kEIl ement Nanme</ Nanme>
<Nel d>Nel d</ Nel d>
<Net wor KEIl ement Type>Net wor KEl emrent Type</ Net wor KEl enent Type>
<Net wor KEI ement SubType>Net wor KEl enent SubType</ Net wor kEl enent SubType>
<Connect Addr ess>10. 60. 4. 56</ Connect Addr ess>
<Connect Por t >3868</ Connect Port >
<Connect Type>TCP</ Connect Type>
<MaxTr ansact i onl nProcessi ngTi ne>0</ MaxTr ansact i onl nPr ocessi ngTi ne>
<Aver ageTransacti onl nProcessi ngTi mne>0</ Aver ageTr ansact i onl nPr ocessi ngTi me>

<MaxTr ansact i onQut Pr ocessi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Processi ngTi me>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<TransactionTi me_Il n_0_20_Count >0</ Tr ansacti onTi me_l n_0_20_Count >
<TransactionTime_In_20 40 Count>0</Transacti onTinme_In_20 40 Count >
<TransactionTi me_I n_40_60_Count >0</ Tr ansacti onTi me_I n_40_60_Count >
<TransactionTi me_Il n_60_80_Count >0</ Transacti onTi ne_I n_60_80_Count >
<TransactionTi me_Il n_80_100_Count >0</ Transacti onTi ne_I n_80_100_Count >
<TransactionTime_In_100 120 Count >0</ Transacti onTi ne_In_100_ 120 Count >
<TransactionTi me_In_120 140 _Count >0</ Transacti onTi ne_I n_120 140_Count >
<TransactionTi me_Il n_140_160_Count >0</ Transacti onTi me_Il n_140_160_Count >
<TransactionTi me_Il n_160_180_Count >0</ Transacti onTi ne_Il n_160_180_Count >
<TransactionTi me_In_180_200_ Count >0</ Transacti onTi ne_I n_180_200_Count >
<Transacti onTi me_I n_gt_200_Count >0</ Tr ansacti onTi ne_I n_gt _200_Count >
<TransactionTi me_Qut _0_20_Count >0</ Transacti onTi ne_Qut _0_20_Count >
<TransactionTi me_Qut _20_40_Count >0</ Transacti onTi ne_Qut _20_40_Count >
<Transacti onTi me_Qut 40 _60_Count >0</ Transacti onTi ne_Qut 40 60 Count >
<Transacti onTi me_Qut _60_80_Count >0</ Tr ansacti onTi me_Qut _60_80_Count >
<Transacti onTi me_Qut _80_100_Count >0</ Transacti onTi me_Qut _80_100_Count >
<TransactionTi me_Qut _100_120_Count >0</ Tr ansacti onTi me_Qut _100_120_Count >

<TransactionTi me_Qut 120 140 Count >0</ Transacti onTi me_Qut _120_140_Count >

<TransactionTi me_Qut _140_160_Count >0</ Tr ansacti onTi me_Qut _140_160_Count >

<TransactionTi me_Qut _160_180_Count >0</ Transacti onTi me_Qut _160_180_Count >

<TransactionTi me_Qut _180_200_Count >0</ Tr ansacti onTi me_Qut _180_200_Count >

<Transacti onTi me_Qut _gt_200_Count >0</ Tr ansact i onTi ne_Qut _gt _200_Count >
</ Sanpl e>

</ PcrmCnt sPeer Lat ency St at s>
</Statistics>

Request
This request follows the QueryOmStats > PcmmAmLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
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<Xm I nt er f aceRequest >

<Quer yOrfst at s>

<StartTi ne>2001-12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi ne>

<PcmmAniat encySt at s>
<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >
</ PcrmmAniat ency St at s>

</ Quer yOrfst at s>

</ Xm | nt er f aceRequest >

Response

The response to this request follows the Statistics > PcmmAmULatencyStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0"
<Statistics>

encodi ng="UTF- 8" ?>

<PcmmAniat encySt at s>

<Sampl e>

<StartTi ne>2001-12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi ne>

<Pol i cySer ver>Pol i cyServer </ Pol i cyServer >

<l sConpl et e>t rue</ | sConpl et e>

<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >

<MaxTr ansacti onl nPr ocessi ngTi mne>0</ MaxTr ansact i onl nProcessi ngTi ne>

<Aver ageTransact i onl nProcessi ngTi ne>0</ Aver ageTr ansact i onl nProcessi ngTi me>

<MaxTr ansact i onQut Pr ocessi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTransact i onQut Processi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi

<Transacti onTi
<Tr ansact i onTi
<Transacti onTi
<Tr ansact i onTi

<Tr ansacti onTi
</ Sanpl e>

me_In_0 20 Count>0</TransactionTinme_In_0 20 Count>
me_In_20 40 Count >0</ Transacti onTi ne_I n_20_40_Count >
me_I n_40_60_Count >0</ Transacti onTi ne_| n_40_60_Count >
me_I n_60_80_Count >0</ Transact i onTi ne_| n_60_80_Count >
me_|In_80 100 Count >0</TransactionTine_|In_80 100 Count >
me_In_100_120_Count >0</ TransactionTi ne_In_100_120_Count >
me_I n_120_140_Count >0</ Transacti onTi me_I n_120_140_Count >
me_I n_140_160_Count >0</ Tr ansacti onTi ne_I n_140_160_Count >
me_|In_160 180 Count >0</ TransactionTime_In_160 180 Count >
me_In_180_200_Count >0</ Transacti onTi ne_I n_180_200_Count >
me_| n_gt _200_Count >0</ Transacti onTi ne_| n_gt _200_Count >
me_CQut _0_20_Count >0</ Transact i onTi ne_Qut _0_20_Count >
me_Qut 20 40 Count >0</ Transacti onTi ne_Qut 20 40 Count >
me_Qut _40_60_Count >0</ Transacti onTi me_Qut _40_60_Count >
me_Qut _60_80_Count >0</ Transacti onTi me_Qut _60_80_Count >
me_CQut _80_100_Count >0</ Tr ansact i onTi me_CQut _80_100_Count >
me_Qut 100 120 Count >0</ TransactionTime_CQut 100 120 Count >

me_Qut _120_140_Count >0</ Transacti onTi me_Qut _120_140_Count >
me_Qut 140 160 Count >0</ Transacti onTi me_CQut 140 160 Count >
me_Qut _160_180_Count >0</ Tr ansacti onTi me_Qut _160_180_Count >
me_Qut 180 200 Count >0</ Transacti onTi me_CQut 180 200 Count >

me_Qut _gt _200_Count >0</ Tr ansact i onTi nme_Qut _gt _200_Count >

</ PcrmmAnLat ency St at s>

</Statistics>
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This request follows the QueryOmStats > PcmmAmPeerLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Xm | nt er f aceRequest >

<Quer yOrft at s>

<StartTi ne>2001-12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi me>

<PcmmAnPeer Lat encySt at s>
<Name>Appl i cat i onNanme</ Nane>
</ PcrmAnPeer Lat ency St at s>

</ Quer yOrft at s>

</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > PcmmAmPeerLatencyStats tag defined in the

XSDs.

The following is an example of a response for a single policy server:

<Statistics>

<PcmmAnPeer Lat encySt at s>

<Sanpl e>

<StartTi ne>2013- 04-12T01: 45: 00Z</ St art Ti ne>

<EndTi ne>2013-

04-12T01: 00: 00Z</ EndTi nme>

<Pol i cySer ver >pol i cyserver </ Pol i cySer ver >

<l sConpl et e>t rue</ | sConpl et e>

<Nanme>Appl i cat i onName</ Name>

<Am d>Am d</ Aml d>

<Connect Addr ess>10. 60. 56. 60</ Connect Addr ess>

<MaxTransacti onl nProcessi ngTi mne>863</ MaxTr ansacti onl nProcessi ngTi ne>
<Aver ageTr ansact i onl nProcessi ngTi me>178</ Aver ageTr ansact i onl nPr ocessi ngTi nme>

<MaxTr ansact i onQut Pr ocessi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Processi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi nme>

<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi

<Transacti onTi

me_In_0 20 Count >0</ TransactionTi me_In_0 20 Count >

me_I n_20_40_Count >0</ Transacti onTi ne_I n_20_40_Count >
me_I n_40_60_Count >0</ Tr ansact i onTi ne_| n_40_60_Count >

nme_I n_60_80_Count >0</ Tr ansacti onTi me_I| n_60_80_Count >
me_|In_80 100 Count >0</ TransactionTi me_In_80_100 Count >
me_In_100_120_Count >0</ Transacti onTi ne_I n_100_120_Count >
me_I n_120_140_Count >0</ Transacti onTi me_I n_120_140_Count >
me_In_140_160_Count >0</ Transacti onTi ne_I n_140_160_Count >
me_In_160 180 Count >0</ TransactionTi ne_In_160 180 Count >
me_I n_180_200_Count >0</ Transacti onTi ne_Il n_180_200_Count >
me_| n_gt _200_Count >0</ Transacti onTi ne_| n_gt _200_Count >
me_Qut _0_20_Count >0</ Tr ansacti onTi me_Qut _0_20_Count >
me_Qut 20 40 Count >0</ Transacti onTi me_Qut 20 40 Count >
me_Qut _40_60_Count >0</ Transacti onTi me_Qut _40_60_Count >
me_Qut _60_80_Count >0</ Transacti onTi me_Qut _60_80_Count >
me_Qut _80_100_Count >0</ Transacti onTi ne_CQut _80_100_Count >
me_Qut 100 120 Count >0</ TransactionTi me_CQut 100 120 Count >

me_Qut _120_140_Count >0</ Transacti onTi me_Qut _120_140_Count >
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<TransactionTi me_Qut 140 _160_Count >0</ Transacti onTi me_Qut _140_160_Count >
<TransactionTi me_Qut _160_180_Count >0</ Tr ansacti onTi me_Qut _160_180_Count >
<Transacti onTi me_Qut 180 _200_Count >0</ Transacti onTi me_Qut _180_200_Count >

<TransactionTi me_Qut _gt_200_Count >0</ Transact i onTi me_Qut _gt _200_Count >
</ Sanpl e>
</ PcnmmAnPeer Lat encySt at s>
</ Statistics>

Request
This request follows the QueryOmStats > PcmmDpsLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<Quer yOnft at s>
<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<PcmDpsLat encySt at s>
<Pol i cySer ver>Pol i cyServer >
</ PcrmDpsLat encySt at s>
</ Quer yOrft at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > PecmmDpsLatencyStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF-8"?>
<Statistics>
<PcmDpsLat encySt at s>
<Sampl e>

<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<| sConpl et e>t rue</ | sConpl et e>
<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<MaxTransacti onl nPr ocessi ngTi me>0</ MaxTr ansact i onl nProcessi ngTi ne>
<Aver ageTransact i onl nProcessi ngTi ne>0</ Aver ageTr ansact i onl nProcessi ngTi ne>

<MaxTr ansact i onQut Pr ocessi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Processi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi nme>

<TransactionTime_In_0 20 Count >0</TransactionTine_In_0 20 Count >
<TransactionTi me_I n_20_40_Count >0</ Transacti onTi ne_I n_20_40_Count >
<TransactionTi me_Il n_40_60_Count >0</ Transacti onTi ne_I n_40_60_Count >
<Transacti onTi me_I n_60_80_Count >0</ Tr ansact i onTi me_Il n_60_80_Count >
<TransactionTime_In_80 100 Count>0</TransactionTi ne_In_80 100 Count >
<TransactionTi me_I n_100_120_Count >0</ Transacti onTi me_I n_100_120_Count >
<TransactionTi me_Il n_120_140_Count >0</ Transacti onTi me_Il n_120_140_Count >
<TransactionTi me_I n_140_160_Count >0</ Transacti onTi ne_I n_140_160_Count >
<TransactionTime_In_160_ 180 Count >0</ Transacti onTi ne_In_160_180_Count >
<TransactionTi me_Il n_180_200_Count >0</ Transacti onTi me_I n_180_200_Count >
<TransactionTi me_Il n_gt _200_Count >0</ Transacti onTi ne_I n_gt _200_Count >
<Transacti onTi me_Qut _0_20_Count >0</ Tr ansact i onTi me_Qut _0_20_Count >
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<Transacti onTi
<Transacti onTi
<Tr ansact i onTi
<Transacti onTi
<Tr ansacti onTi
<Transacti onTi
<Tr ansacti onTi

<Transacti onTi
</ Sanpl e>
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me_Qut _20_40_Count >0</ Transacti onTi me_Qut _20_40_Count >
me_Qut _40_60_Count >0</ Transacti onTi me_Qut _40_60_Count >
me_QOut _60_80_Count >0</ Transacti onTi me_Qut _60_80_Count >
me_Qut 80 100 _Count >0</ Transacti onTi ne_Qut 80 100 Count >
me_Qut _100_120_Count >0</ Transacti onTi me_Qut 100 _120_ Count >
me_Qut _120_140_Count >0</ Transacti onTi me_Qut _120_140_Count >
me_Qut _140_160_Count >0</ Tr ansacti onTi me_Qut 140 _160_Count >
me_Qut _160_180_Count >0</ Tr ansact i onTi me_Qut _160_180_Count >
me_Qut _180_200_Count >0</ Tr ansacti onTi me_Qut 180 200_Count >

me_Qut _gt _200_Count >0</ Tr ansact i onTi ne_Qut _gt _200_Count >

</ PcrmDpsLat ency St at s>

</Statistics>

Request

This request follows the QueryOmStats > PcmmDpsPeerLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Xm | nt er f aceRequest >

<Quer yOnft at s>

<StartTi ne>2001-12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi me>

<PcmDpsPeer Lat ency St at s>
<Nane>DpsNane</ Nane>
</ PcrmDpsPeer Lat ency St at s>

</ Quer yOrft at s>

</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > PcmmDpsPeerLatencyStats tag defined in the

XSDs.

The following is an example of a response for a single policy server:

<Statistics>

<PcmDpsPeer Lat ency St at s>

<Sanpl e>

<StartTi ne>2012- 06-07T01: 00: 00Z</ St art Ti ne>

<EndTi ne>2012-

06- 07T01: 15: 00Z</ EndTi me>

<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >

<l sConpl et e>t rue</ | sConpl et e>

<Name>DpsNanme</ Name>

<Dps| d>Nel d</ Dpsl d>

<Connect Addr ess>10. 60. 4. 56</ Connect Addr ess>

<MaxTr ansact i onl nProcessi ngTi ne>0</ MaxTr ansact i onl nPr ocessi ngTi ne>

<Aver ageTransact i onl nProcessi ngTi ne>0</ Aver ageTr ansact i onl nProcessi ngTi ne>

<MaxTr ansacti onQut Processi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Pr ocessi ngTi me>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<TransactionTi ne_I n_0_20_Count >0</ Transacti onTi me_I n_0_20_Count >
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<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi

I n_20_40_Count >0</ Transacti onTi me_I n_20_40_Count >
1 n_40_60_Count >0</ Transacti onTi me_I n_40_60_Count >
I n_60_80_Count >0</ Transacti onTi me_I n_60_80_Count >
I n_80_100_ Count >0</ TransactionTi me_In_80_100 Count >
I n_100_120_Count >0</ Transacti onTi me_I n_100_120_Count >
1 n_120_140_Count >0</ Transacti onTi me_I n_120_140_Count >
_1'n_140_160_Count >0</ Tr ansact i onTi me_I n_140_160_Count >
- In_160_180_Count >0</ TransactionTi ne_I n_160 180 Count >
<TransactionTi me_I n_180_200_Count >0</ Transacti onTi ne_I n_180 200_Count >
<TransactionTi me_Il n_gt _200_Count >0</ Transacti onTi ne_I n_gt _200_Count >
<TransactionTi me_Qut _0_20_Count >0</ Transacti onTi ne_Qut _0_20_Count >
<Transacti onTi me_Qut 20 40 Count >0</ Transacti onTi ne_Qut 20 40 Count >
<Transacti onTi me_Qut 40 _60_Count >0</ Tr ansacti onTi me_Qut _40_60_Count >
<TransactionTi me_Qut _60_80_Count >0</ Transacti onTi ne_Qut _60_80_Count >
<TransactionTi me_Qut _80_100_Count >0</ Transacti onTi me_Qut _80_100_Count >
<TransactionTi me_Qut 100 120 Count >0</ Transacti onTi me_Qut 100 120 Count >

3333333333

<TransactionTi me_Qut _120_140_Count >0</ Tr ansacti onTi me_Qut _120_140_Count >
<TransactionTi me_Qut 140 160 Count >0</ Tr ansacti onTi me_Qut 140 160 Count >
<TransactionTi me_Qut _160_180_Count >0</ Tr ansacti onTi me_Qut _160_180_Count >
<TransactionTi me_Qut 180 200 Count >0</ Transacti onTi me_Qut 180 200 Count >
<TransactionTi me_Qut _gt_200_Count >0</ Transacti onTi me_Qut _gt _200_Count >
</ Sanpl e>

</ PcrmDpsPeer Lat ency St at s>
</ Statistics>

Connected Network Elements Statistics

The following examples show the request and response that are defined in the XSDs for the
ConnectedNetworkElementStats tag.

Request
This request follows the QueryOmStats > ConnectedNetworkElementStats tag defined in the XSDs.

The following is an example of a request for all policy servers in the system:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnrfst at s>

<Start Ti ne>2007- 10- 26T14: 30: 00Z</ St art Ti ne>

<EndTi ne>2007- 10- 26T14: 40: 00Z</ EndTi ne>

<Connect edNet wor kEl enent St at s></ Connect edNet wor KEl enent St at s>
</ Quer yOrtt at s>

Response

The response to this request follows the Statistics > ConnectedNetworkElementStats tag defined in
the XSDs.

ConnectedNetworkElementCount — The absolute number of network elements maintaining a consistent
connection to each MPE. For example, B-RAS and MX elements.
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The following is an example XML response to a ConnectedNetworkElementStats tag request:

<xm version="1.0" encodi ng="UTF-8""?>
<Statistics>
<Connect edNet wor KEl enent St at s>
<Sanpl e>
<Start Ti me>2007- 10- 26T14: 30: 22Z</ St art Ti ne>
<EndTi ne>2007- 10- 26T14: 35: 11Z</ EndTi ne>
<Pol i cySer ver >At | ant al05</ Pol i cySer ver >
<Connect edNet wor kEl enent Count >52</ Connect edNet wor kEl enent Count >
</ Sanpl e>
</ Connect edNet wor KEIl enent St at s>
</Statistics>

Diameter Operational Measurements Requests for Wireless Mode

This section shows the requests and responses for:

* Diameter Sh Statistics

* Diameter Sy Statistics

* Diameter Application Function Statistics

» Diameter Application Function Peer Statistics

» Diameter Charging Function Statistics

* Diameter Charging Function Peer Statistics

* Diameter Policy Charging Enforcement Function Statistics

* Diameter Policy Charging Enforcement Function Peer Statistics

* Diameter Policy Charging Enforcement Function Statistics

* Diameter Policy Charging Enforcement Function Peer Statistics

* Diameter Multi-Protocol Routing Agent (MRA) Distributed Routing and Management Application (DRMA)
Statistics

¢ Diameter Multi-Protocol Routing Agent (MRA) Diameter Routing Agent (DRA) Statistics

* Diameter Multi-Protocol Routing Agent (MRA) Application Function (AF) Statistics

* Diameter Multi-Protocol Routing Agent (MRA) Application Function (AF) Peer Statistics

* Diameter Multi-Protocol Routing Agent (MRA) Bearer Binding and Event Reporting Function (Bberf)
Statistics

* Diameter Multi-Protocol Routing Agent (MRA) Traffic Detection Function (TDF) Statistics

* Diameter Multi-Protocol Routing Agent (MRA) Traffic Detection Function (TDF) Peer Statistics

* Diameter Multi-Protocol Routing Agent (MRA) Traffic Detection Function (TDF) over SCTP Statistics

Diameter Sh Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterShStats tag.

Request
This request follows the QueryOmStats > DiameterShStats tag defined in the XSDs.
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The following is an example of a request for all policy servers within the system:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnfst at s>
<StartTi ne>2001-12- 31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T13: 00: 00</ EndTi me>
<Di anet er ShSt at s>
<Pol i cySer ver >npe85</ Pol i cySer ver >
</ Di anet er ShSt at s>
</ Quer yOntt at s>

Response
The response to this request follows the Statistics > DiameterShStats tag defined in the XSDs.

The following is an example XML response to a DiameterShStats tag request:

<?xm version="1.0" encodi ng="UTF-8" ?>

<Statistics>
<Di anet er ShSt at s>
<Sanpl e>
<Start Ti me>2001- 12- 31T12: 00: 00Z</ St art Ti me>
<EndTi me>2001- 12- 31T12: 15: 00Z</ EndTi me>
<Pol i cySer ver >npe85</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Cur r ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Messagesl| nCount >0</ Messagesl| nCount >
<MessagesQut Count >0</ MessagesQut Count >
<UDRMessagesRecei vedCount >0</ UDRMessagesRecei vedCount >
<UDRMessages Sent Count >0</ UDRMessages Sent Count >
<UDASuccessMessagesRecei vedCount >0</ UDASuccessMessagesRecei vedCount >
<UDASuccessMessagesSent Count >0</ UDASuccessMessagesSent Count >
<UDAFai | ur eMessagesRecei vedCount >0</ UDAFai | ur eMessagesRecei vedCount >
<UDAFai | ur eMessagesSent Count >0</ UDAFai | ur eMessagesSent Count >
<PNRMessagesRecei vedCount >0</ PNRMessagesRecei vedCount >
<PNRMessagesSent Count >0</ PNRMessages Sent Count >
<PNASuccessMessagesRecei vedCount >0</ PNASuccessMessagesRecei vedCount >
<PNASuccessMessagesSent Count >0</ PNASuccessMessagesSent Count >
<PNAFai | ur eMessagesRecei vedCount >0</ PNAFai | ur eMessagesRecei vedCount >
<PNAFai | ur eMessagesSent Count >0</ PNAFai | ur eMessagesSent Count >
<PURMessagesRecei vedCount >0</ PURMessagesRecei vedCount >
<PURMessages Sent Count >0</ PURMessages Sent Count >
<PUASuccessMessagesRecei vedCount >0</ PUASuccessMessagesRecei vedCount >
<PUASuccessMessagesSent Count >0</ PUASuccessMessagesSent Count >
<PUAFai | ur eMessagesRecei vedCount >0</ PUAFai | ur eMessagesRecei vedCount >
<PUAFai | ur eMessagesSent Count >0</ PUAFai | ur eMessagesSent Count >
<SNRMessagesRecei vedCount >0</ SNRMessagesRecei vedCount >
<SNRMessages Sent Count >0</ SNRMessages Sent Count >
<SNASuccessMessagesRecei vedCount >0</ SNASuccessMessagesRecei vedCount >
<SNASuccessMessagesSent Count >0</ SNASuccessMessagesSent Count >
<SNAFai | ur eMessagesRecei vedCount >0</ SNAFai | ur eMessagesRecei vedCount >
<SNAFai | ur eMessagesSent Count >0</ SNAFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi mumAct i veSessi onsCount >
<Peer CkayCount >0</ Peer Ckay Count >
<Peer DownCount >0</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >

</ Sanpl e>
</ Di anet er ShSt at s>
</ Statistics>

E58937 Revision 01, January 2015 129



Operational Measurement Requests for Wireless
Mode

Diameter Sh Peer Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterShPeerStats tag.

Request
This request follows the QueryOmStats > DiameterShPeerStats tag defined in the XSDs.

The following is an example of a request for all policy servers within the system:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnrfst at s>
<StartTi ne>2013- 04- 25T12: 00: 00</ St art Ti ne>
<EndTi ne>2013- 04- 25T13: 00: 00</ EndTi ne>
<Di anet er ShPeer St at s>
<Nane>ser ver 1</ Nane>
</ Di anmet er ShPeer St at s>
</ Quer yOntt at s>

Response
The response to this request follows the Statistics > DiameterShPeerStats tag defined in the XSDs.

The following is an example XML response to a DiameterShPeerStats tag request:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Statistics>
<Di anet er ShPeer St at s>
<Sanpl e>
<StartTi me>2013- 04- 30T15: 00: 00Z</ St art Ti me>
<EndTi ne>2013- 04- 30T15: 15: 00Z</ EndTi me>
<Pol i cySer ver >Cf g4- S2- MPE- 1</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Nanme>ser ver 1</ Nane>
<Nel d></ Nel d>
<Net wor kEl enment Type></ Net wor KEl ement Type>
<Net wor kEl ement SubType></ Net wor KEl enent SubType>
<Connect Ti me>Fri Apr 26 15:46:17 EDT 2013</ Connect Ti ne>
<Di sconnect Ti ne>N A</ Di sconnect Ti ne>
<Connect Addr ess>10. 240. 54. 133</ Connect Addr ess>
<Connect Por t >3868</ Connect Port >
<Connect Type>TCP</ Connect Type>
<Messages| nCount >75439</ Messages| nCount >
<MessagesQut Count >75440</ MessagesCQut Count >
<MessagesError | nCount >75439</ MessagesEr r or | nCount >
<MessagesEr r or Qut Count >0</ MessagesEr r or Qut Count >
<UDRMessagesRecei vedCount >0</ UDRMessagesRecei vedCount >
<UDRMessagesSent Count >75440</ UDRMessages Sent Count >
<UDRMessagesTi meout Count >0</ UDRMessagesTi neout Count >
<UDASuccessMessagesRecei vedCount >0</ UDASuccessMessagesRecei vedCount >
<UDASuccessMessagesSent Count >0</ UDASuccessMessagesSent Count >
<UDAFai | ur eMessagesRecei vedCount >75439</ UDAFai | ur eMessagesRecei vedCount >

<UDAFai | ur eMessagesSent Count >0</ UDAFai | ur eMessagesSent Count >
<PNRMessagesRecei vedCount >0</ PNRMessagesRecei vedCount >
<PNRMessagesSent Count >0</ PNRMVessagesSent Count >
<PNASuccessMessagesRecei vedCount >0</ PNASuccessMessagesRecei vedCount >
<PNASuccessMessagesSent Count >0</ PNASuccessMessagesSent Count >
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<PNAFai | ur eMessagesRecei vedCount >0</ PNAFai | ur eMessagesRecei vedCount >
<PNAFai | ur eMessagesSent Count >0</ PNAFai | ur eMessagesSent Count >
<PURMessagesRecei vedCount >0</ PURMessagesRecei vedCount >
<PURMessages Sent Count >0</ PURMessages Sent Count >
<PURMessagesTi neout Count >0</ PURMessagesTi neout Count >
<PUASuccessMessagesRecei vedCount >0</ PUASuccessMessagesRecei vedCount >
<PUASuccessMessagesSent Count >0</ PUASuccessMessagesSent Count >
<PUAFai | ur eMessagesRecei vedCount >0</ PUAFai | ur eMessagesRecei vedCount >
<PUAFai | ur eMessagesSent Count >0</ PUAFai | ur eMessagesSent Count >
<SNRMessagesRecei vedCount >0</ SNRMessagesRecei vedCount >
<SNRMessages Sent Count >0</ SNRMessages Sent Count >
<SNRMessagesTi meout Count >0</ SNRMessagesTi neout Count >
<SNASuccessMessagesRecei vedCount >0</ SNASuccessMessagesRecei vedCount >
<SNASuccessMessagesSent Count >0</ SNASuccessMessagesSent Count >
<SNAFai | ur eMessagesRecei vedCount >0</ SNAFai | ur eMessagesRecei vedCount >
<SNAFai | ur eMessagesSent Count >0</ SNAFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >2</ Maxi numAct i veSessi onsCount >
</ Sanpl e>
</ Di anet er ShPeer St at s>
</ Statistics>

Diameter Sy Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterSyStats tag.

Request
This request follows the QueryOmStats > DiameterSyStats tag defined in the XSDs.

The following is an example of a request for all policy servers within the system:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnfst at s>
<StartTi me>2013- 03- 11T00: 00: 00</ Start Ti me>
<EndTi me>2013- 03- 14T01: 00: 00</ EndTi me>
<Di anet er SySt at s/ >
</ Quer yOrtt at s>

Response
The response to this request follows the Statistics > DiameterSyStats tag defined in the XSDs.

The following is an example XML response to a DiameterSyStats tag request:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Statistics>
<Di anet er SySt at s>
<Sanpl e>
<Start Ti me>2013- 06- 01T04: 00: 00Z</ St art Ti me>
<EndTi me>2013- 06- 01T04: 15: 00Z</ EndTi nme>
<Pol i cySer ver >MPE 35</ Pol i cySer ver >
<| sConpl et e>t rue</ | sConpl et e>
<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Messagesl| nCount >0</ Messages| nCount >
<MessagesQut Count >0</ MessagesQut Count >
<SLRMessagesRecei vedCount >0</ SLRMessagesRecei vedCount >
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<SLRMessagesSent Count >0</ SLRMessages Sent Count >
<SLRMessagesTi neout Count >0</ SLRVessagesTi neout Count >
<SLASuccessMessagesRecei vedCount >0</ SLASuccessMessagesRecei vedCount >
<SLASuccessMessagesSent Count >0</ SLASuccessMessagesSent Count >
<SLAFai | ureMessagesRecei vedCount >0</ SLAFai | ur eMessagesRecei vedCount >
<SLAFai | ur eMessagesSent Count >0</ SLAFai | ur eMessagesSent Count >
<SNRMessagesRecei vedCount >0</ SNRMessagesRecei vedCount >
<SNRMessages Sent Count >0</ SNRMessages Sent Count >
<SNRMessagesTi meout Count >0</ SNRMessagesTi neout Count >
<SNASuccessMessagesRecei vedCount >0</ SNASuccessMessagesRecei vedCount >
<SNASuccessMessagesSent Count >0</ SNASuccessMessagesSent Count >
<SNAFai | ur eMessagesRecei vedCount >0</ SNAFai | ur eMessagesRecei vedCount >
<SNAFai | ur eMessagesSent Count >0</ SNAFai | ur eMessagesSent Count >
<STRMessagesRecei vedCount >0</ STRMessagesRecei vedCount >
<STRMessagesSent Count >0</ STRMessages Sent Count >
<STRMessagesTi neout Count >0</ STRMessagesTi neout Count >
<STASuccessMessagesRecei vedCount >0</ STASuccessMessagesRecei vedCount >
<STASuccessMessagesSent Count >0</ STASuccessMessagesSent Count >
<STAFai | ur eMessagesRecei vedCount >0</ STAFai | ur eMessagesRecei vedCount >
<STAFai | ur eMessagesSent Count >0</ STAFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi munmAct i veSessi onsCount >
<Peer CkayCount >0</ Peer CkayCount >
<Peer DownCount >0</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er SySt at s>

</Statistics>

Individual statistics are defined for the Sy protocol are:

PolicyServer: The name of the MPE.

IsComplete: Shows if the statistics are complete.

CurrentConnectionCount: Number of servers currently connected.

MessagesInCount: The number of total messages received..

MessagesOutcount: The number of total messages sent.

SLRMessagesReceivedCount: The number of Spending-Limit-Request (SLR) messages received.
SLRMessagesSentCount: The number of Spending-Limit-Request (SLR) messages sent.
SLRMessagesTimeoutCount: The number of Spending-Limit-Request (SLR) messages sent where
a message was not received in a predefined amount of time.
SLASuccessMessagesReceivedCount: The number of Spending-Limit-Answer (SLA) messages
received with success status.

SLASuccessMessagesSentCount: The number of Spending-Limit-Answer (SLA) messages sent
with success status.

SLAFailureMessagesReceivedCount: The number of Spending-Limit-Answer (SLA) messages
received with failure status.

SLAFailureMessagesSentCount: The number of Spending-Limit-Answer (SLA) messages sent
with failure status.

SNRMessagesReceivedCount: The number of Spending-Status-Notification-Request (SNR)
messages received.

SNRMessagesReceivedCount: The number of Spending-Status-Notification-Request (SNR)
messages sent.

SNRMessagesTimeoutCount: The number of Spending-Status-Notification-Request (SNR) messages
sent where a message was not received in a predefined amount of time.
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* SNASuccessMessagesReceivedCount: The number of Spending-Status-Notification-Answer (SNA)
messages received.

* SNASuccessMessagesSentCount: The number of Spending-Status-Notification-Answer (SNA)
messages sent with success status.

* SNAFailureMessagesReceivedCount: The number of Spending-Status-Notification-Answer (SNA)
messages recived with failure status.

¢ SNAFailureMessagesSentCount: The number of Spending-Status-Notification-Answer (SNA)
messages sent with failure status.

¢ STRMessagesReceivedCount: The number of Session-Termination-Request (STR) messages
received.

¢ STRMessagesSentCount: The number of Session-Termination-Request (STR) messages sent.

* STRMessagesTimeoutCount: The number of Session-Termination-Request (STR) messages sent
where a message was not received in a predefined amount of time.

* STASuccessMessagesReceivedCount: The number of Session-Termination-Answer (STA) messages
received with success status.

* STASuccessMessagesSentCount: The number of Session-Termination-Answer (STA) messages
sent with success status.

* STAFailureMessagesReceivedCount: The number of Session-Termination-Answer (STA) messages
received with failure status.

* STAFailureMessagesSentCount: The number of Session-Termination-Answer (STA) messages
sent with failure status.

¢ ActiveSessionsCount: The number of AF active sessions.

* MaximumActiveSessionsCount: The number of historical maximum active sessions.

* PeerOkayCount: The count of peers whose state is okay.

¢ PeerDownCount: The count of peers whose state is down.

* PeerSuspectCount: The count of peers whose state is suspect.

¢ PeerReopenCount: The count of peers whose state is reopened.

Diameter Event Trigger Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterEventTriggerStats tag.

Request
This request follows the QueryOmStats -> DiameterEventTriggerStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Quer yOrft at s>
<StartTi me>2001-12-31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Di anet er Event Tri gger St at s>
<Pol i cySer ver >Pol i cyServer </ Pol i cySer ver >
</ Di anet er Event Tri gger St at s>
</ Quer yOrtt at s>

The response to this request follows the Statistics -> DiameterEventTriggerStats tag defined in the
XSDs.
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The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Di anet er Event Tri gger St at s>
<Sanpl e>
<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<SGSN_CHANGE>1</ SGSN_CHANGE>
<QOS_CHANGE>1</ QOS_CHANGE>
<RAT_CHANGE>1</ RAT CHANGE>
<TFT_CHANGE>1</ TFT_CHANGE>
<PLMN_CHANGE>1</ PLMN_CHANGE>
<LCOSS_OF BEARER>1</ LOSS_OF BEARER>
<RECOVERY_OF BEARER>1</ RECOVERY_ OF BEARER>
<| P_CAN_CHANGE>1</ | P_CAN_CHANGE>
<GW_PCEF_MALFUNCTI ON>1</ GW_PCEF_NMALFUNCT| ON>
<RESOURCES LI M TATI ON>1</ RESOURCES LI M TATI ON>
<MAX_NR BEARERS REACHED>1</ MAX_NR BEARERS REACHED>
<QOS_CHANGE _EXCEEDI NG_AUTHORI ZATI ON>1</ QOS_CHANGE EXCEEDI NG_AUTHORI ZATI ON>

<RAIl _CHANGE>1</ RAl _CHANGE>
<USER LOCATI ON_CHANGE>1</ USER LOCATI ON_CHANGE>
<QUT_OF CREDI T>1</ QUT_OF_CREDI T>
<REALLOCATI ON_OF _CREDI T>1</ REALLOCATI ON_OF CREDI T>
<REVALI DATI ON_TI MEQUT>1</ REVALI DATI ON_TI MEQUT>
<UE_| P_ADDRESS ALLOCATE>1</UE_| P_ ADDRESS ALLOCATE>
<UE_| P_ADDRESS RELEASE>1</ UE_| P_ADDRESS RELEASE>
<DEFAULT_EPS_BEARER QUS_CHANGE>1</ DEFAULT _EPS_BEARER QOS_CHANGE>
<AN_GW CHANGE>1</ AN_GW CHANGE>
<SUCCESSFUL_RESOURCE_ALLOCATI ON>1</ SUCCESSFUL_RESOURCE ALLQOCATI ON>
<UE_TI VE_ZONE_CHANGE>1</ UE_TI ME_ZONE_CHANGE>
<USAGE_REPORT>1</ USAGE_REPORT>
<USAGE_THRESHOLD REACHED>1</ USAGE_THRESHOLD REACHED>
<SERVI CE_FLOW DETECTI ON>1</ SERVI CE_FLOW DETECTI ON>

</ Sanpl e>

<| sConpl et e>t rue</| sConpl et e>

</ Di anet er Event Tri gger St at s>
</Statistics>

Request

This request follows the QueryOmStats > DiameterConnectionEventTriggerStats tag defined in the
XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Quer yQOrtt at s>
<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Di anet er Connect i onEvent Tri gger St at s>
<Nanme>Net wor KEl ement Nanme</ Nanme>
<Nel d>Nel d</ Nel d>
<Pol i cySer ver>Pol i cyServer </ Pol i cyServer >
</ Di anet er Connect i onEvent Tri gger St at s>
</ Quer yOntt at s>
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Response

The response to this request follows the Statistics > DiameterConnectionEventTriggerStats tag
defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>

<Di anet er Connect i onEvent Tri gger St at s>
<Sanpl e>
<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi nme>
<Pol i cySer ver >Pol i cySer ver </ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Name>Net wor KEl enent Nanme</ Name>
<Nel d>Nel d</ Nel d>
<SGSN_CHANGE>1</ SGSN_CHANGE>
<Q0S_CHANGE>1</ QOS_CHANGE>
<RAT_CHANGE>1</ RAT_CHANGE>
<TFT CHANGE>1</ TFT CHANGE>
<PLMN_CHANGE>1</ PLMN_CHANGE>
<LOSS_OF BEARER>1</ LOSS_OF BEARER>
<RECOVERY_OF_BEARER>1</ RECOVERY_OF BEARER>
<l P_CAN CHANGE>1</| P_CAN CHANGE>
<GW PCEF_MALFUNCTI ON>1</ GW PCEF_MALFUNCTI ON>
<RESOURCES_LI M TATI ON>1</ RESOURCES_LI M TATI ON\>
<MAX_NR_BEARERS REACHED>1</ MAX_NR BEARERS REACHED>
<QOS_CHANGE EXCEEDI NG AUTHORI ZATI ON>1</ QOS_CHANGE EXCEEDI NG AUTHORI ZATI ON>

<RAI _CHANGE>1</ RAI _CHANGE>
<USER_LOCATI ON_CHANGE>1</ USER_LOCATI ON_CHANGE>
<OUT_OF CREDI T>1</ OUT_OF CREDI T>
<REALLOCATI ON_OF_CREDI T>1</ REALLOCATI ON_OF_CREDI T>
<REVALI DATI O\I Tl MEOUT>1</ REVALI| DATI ON_TI VEOUT>
<UE | P_ ADDRESS ALLOCATE>1</ UE_I P_ ADDRESS ALLOCATE>
<UE | P ADDRESS RELEASE>1</ UE T P ADDRESS RELEASE>
<DEFAULT_EPS_BEARER QOS_CHANGE>1</ DEFAULT_EPS BEARER QUS CHANGE>
<AN_GW CHANGE>1</ AN_GW CHANGE>
<SUCCESSFUL_RESOURCE_ALLQOCATI ON>1</ SUCCESSFUL_ RESOURCE_ALLOCATI ON>
<UE_TI VE_ZONE_CHANGE>1</ UE_TI ME_ZONE_CHANGE>
<USAGE_REPORT>1</ USAGE_REPORT>
<USAGE_THRESHOLD REACHED>1</ USAGE_THRESHOLD REACHED>
<SERVI CE_FLOW DETECTI ON>1</ SERVI CE_FLOW DETECTI ON\>
</ Sanpl e>
</ Di anet er Connect i onEvent Tri gger St at s>

</Statistics>

Note: Only non-zero event trigger counts are included in the response.

Individual statistics are defined as follows for the PCEF and BBERF protocols:

SGSN_CHANGE (0)
QOS_CHANGE (1)
RAT_CHANGE (2)
TFT_CHANGE (3)
PLMN_CHANGE (4)
LOSS_OF_BEARER (5)
RECOVERY_OF_BEARER (6)
IP_CAN_CHANGE (7)
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e GW_PCEF_MALFUNCTION (8)

¢ RESOURCES_LIMITATION (9)

e MAX_NR_BEARERS_REACHED (10)

¢ QOS_CHANGE_EXCEEDING_AUTHORIZATION (11)
e RAL CHANGE (12)

¢ USER_LOCATION_CHANGE (13)

¢ OUT_OF_CREDIT (14)

e REALLOCATION_OF_CREDIT (15)

e REVALIDATION_TIMEOUT (16)

e UE_IP_ADDRESS_ALLOCATE (17)

e UE_IP_ADDRESS_RELEASE (18)

e DEFAULT_EPS_BEARER_QOS_CHANGE (20)
e AN_GW_CHANGE (21)

Diameter Application Function Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterAfStats tag.

Request
This request follows the QueryOmStats > DiameterAfStats tag defined in the XSDs.

The following is an example of a request for all policy servers within the system:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnrfst at s>
<StartTi ne>2014- 11- 18T00: 00: 00Z</ St art Ti nme>
<EndTi ne>2014- 11- 18T00: 05: 00Z</ EndTi ne>
<Di anet er Af St at s>
<Pol i cySer ver ></ Pol i cySer ver >
</ Di anmet er Af St at s>
</ Quer yOntt at s>

Response
The response to this request follows the Statistics > DiameterAfStats tag defined in the XSDs.

The following is an example XML response to a DiameterAfStats tag request:

<Statistics>
<Di anet er Af St at s>
<Sanpl e>
<StartTi me>2011- 09- 01T0O0: 00: 02Z</ St art Ti me>
<EndTi me>2011- 09- 01T0O0: 15: 02Z</ EndTi nme>
<Pol i cyServer>10. 15. 24. 106</ Pol i cySer ver >
<| sConpl et e>t rue</ | sConpl et e>
<Pendi ngConnect i onsCount >0</ Pendi ngConnect i onsCount >
<Cur r ent Connect i onsCount >1</ Curr ent Connect i onsCount >
<Messagesl| nCount >0</ Messagesl| nCount >
<MessagesQut Count >0</ MessagesQut Count >
<ASRMessagesRecei vedCount >0</ ASRMessagesRecei vedCount >
<ASRMessagesSent Count >0</ ASRMessages Sent Count >
<ASASuccessMessagesRecei vedCount >0</ ASASuccessMessagesRecei vedCount >
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<ASASuccessMessagesSent Count >0</ ASASuccessMessagesSent Count >

<ASAFai | ur eMessagesRecei vedCount >0</ ASAFai | ur eMessagesRecei vedCount >
<ASAFai | ur eMessagesSent Count >0</ ASAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >

<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<STRMessagesRecei vedCount >0</ STRMessagesRecei vedCount >
<STRMessagesSent Count >0</ STRMessages Sent Count >
<STASuccessMessagesRecei vedCount >0</ STASuccessMessagesRecei vedCount >
<STASuccessMessagesSent Count >0</ STASuccessMessagesSent Count >

<STAFai | ur eMessagesRecei vedCount >0</ STAFai | ur eMessagesRecei vedCount >
<STAFai | ur eMessagesSent Count >0</ STAFai | ur eMessagesSent Count >
<AARMessagesRecei vedCount >0</ AARMessagesRecei vedCount >
<AARMessagesSent Count >0</ AARMessages Sent Count >

<AARI ni ti al MessagesRecei vedCount >0</ AARI ni ti al MessagesRecei vedCount >
<AARI ni ti al MessagesSent Count >0</ AARI ni ti al MessagesSent Count >

<AARModi fi cat i onMessagesRecei vedCount >0</ AARMbdi fi cati onMessagesRecei vedCount >
<AARMbdi fi cati onMessagesSent Count >0</ AARMbdi fi cati onMessagesSent Count >
<AAASuccessMessagesRecei vedCount >0</ AAASuccessMessagesRecei vedCount >
<AAASuccessMessagesSent Count >0</ AAASuccessMessagesSent Count >
<AAAFai | ureMessagesRecei vedCount >0</ AAAFai | ur eMessagesRecei vedCount >
<AAAFai | ur eMessagesSent Count >0</ AAAFai | ur eMessagesSent Count >
<RxPcmmiVessagesTi meout Count >0</ RxPcmm\vessagesTi meout Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi mumAct i veSessi onsCount >
<Peer CkayCount >1</ Peer CkayCount >
<Peer DownCount >0</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
<Cur r ent Sponsor edSessi onsCount >0</ Cur r ent Sponsor edSessi onsCount >
<MaxSponsor edSessi onsCount >0</ MaxSponsor edSessi onsCount >
<Current Ser vi cePr ovi der sCount >0</ Curr ent Ser vi cePr ovi der sCount >
<MaxSer vi cePr ovi der sCount >0</ MaxSer vi cePr ovi der sCount >
<Cur r ent Sponsor sCount >0</ Cur r ent Sponsor sCount >
<MaxSponsor sCount >0</ MaxSponsor sCount >
</ Sanpl e>
</ Di anet er Af St at s>
</ Statistics>

Diameter Application Function Peer Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterAfPeerStats tag.

Request
This request follows the QueryOmStats ->DiameterAfPeerStats tag defined in the XSDs.

The following is an example of a request for a single peer using the Name parameter:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnrtt at s>
<StartTi me>2006- 10- 26T14: 30: 00Z</ St art Ti ne>
<EndTi ne>2006- 10- 26T14: 35: 00Z</ EndTi ne>
<Di anet er Af Peer St at s>
<Nanme>Ser ver 1</ Nane>
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</ Di amet er Af Peer St at s>
</ Quer yOntt at s>

The following is an example of a request for all peer elements in the system. This request returns stats
for each peer element:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Quer yOrtt at s>
<Start Ti me>2007- 01- 29T17: 30: 00Z</ St art Ti me>
<EndTi ne>2006- 01- 29T18: 10: 00Z</ EndTi me>
<Di anet er Af Peer St at s></ Di anet er Af Peer St at s>
</ Quer yOntt at s>

Response
The response to this request follows the Statistics -> DiameterAfPeertStats tag defined in the XSDs.

Both the Name and Neld are returned, along with the statistics and actual recorded times for those
statistics. Samples are ordered by policy server, network element, and then by time.

The following is an example XML response to a multiple network element tag request:

<Statistics>
<Di anet er Af Peer St at s>
<Sanpl e>
<StartTi me>2011- 08- 19T11: 15: 02Z</ St art Ti me>
<EndTi me>2011- 08- 19T11: 30: 00Z</ EndTi nme>
<Pol i cySer ver >10. 60. 24. 47</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Nane>i denti t y2</ Nane>
<Nel d></ Nel d>
<Net wor kEl enent Type></ Net wor kEl enent Type>
<Net wor kEl emrent SubType></ Net wor KEl ement SubType>
<Connect Ti me></ Connect Ti ne>
<Di sconnect Ti ne></ Di sconnect Ti ne>
<Connect Addr ess></ Connect Addr ess>
<Connect Por t ></ Connect Por t >
<Messages| nCount >0</ Messages| nCount >
<MessagesQut Count >0</ MessagesCut Count >
<ASRMessagesRecei vedCount >0</ ASRMessagesRecei vedCount >
<ASRMessagesSent Count >0</ ASRMessages Sent Count >
<ASASuccessMessagesRecei vedCount >0</ ASASuccessMessagesRecei vedCount >

<ASASuccessMessagesSent Count >0</ ASASuccessMessagesSent Count >
<ASAFai | ur eMessagesRecei vedCount >0</ ASAFai | ur eMessagesRecei vedCount >

<ASAFai | ur eMessagesSent Count >0</ ASAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >

<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >

<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<STRMessagesRecei vedCount >0</ STRMessagesRecei vedCount >
<STRMessagesSent Count >0</ STRMessages Sent Count >
<STASuccessMessagesRecei vedCount >0</ STASuccessMessagesRecei vedCount >

<STASuccessMessagesSent Count >0</ STASuccessMessagesSent Count >
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<STAFai | ureMessagesRecei vedCount >0</ STAFai | ur eMessagesRecei vedCount >

<STAFai | ur eMessagesSent Count >0</ STAFai | ur eMessagesSent Count >
<AARMessagesRecei vedCount >0</ AARMessagesRecei vedCount >
<AARMessagesSent Count >0</ AARMessages Sent Count >

<AARI ni ti al MessagesRecei vedCount >0</ AARI ni t i al MessagesRecei vedCount >

<AARI ni ti al MessagesSent Count >0</ AARI ni ti al MessagesSent Count >

<AARModi fi cati onMessagesRecei vedCount >0</ AARMbdi fi cati onMessagesRecei vedCount >
<AARMbdi fi cati onMessagesSent Count >0</ AARModi f i cat i onMessagesSent Count >

<AAASuccessMessagesRecei vedCount >0</ AAASuccessMessagesRecei vedCount >

<AAASuccessMessagesSent Count >0</ AAASuccessMessagesSent Count >
<AAAFai | ur eMessagesRecei vedCount >0</ AAAFai | ur eMessagesRecei vedCount >

<AAAFai | ur eMessagesSent Count >0</ AAAFai | ur eMessagesSent Count >
<RxPcmmiVessagesTi meout Count >0</ RxPcmm\vessagesTi meout Count >
</ Sampl e>
</ Di anet er Af Peer St at s>
</ Statistics>

Diameter Charging Function Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterCTFStats tag.

Request
This request follows the QueryOmStats ->DiameterCTFStats tag defined in the XSDs.

The following is an example of a request for all policy servers in the system:

<?xm version="1.0" encodi ng="UTF-8" ?>

<Quer yOrtt at s>
<Start Ti me>2007- 01- 29T17: 30: 00Z</ St art Ti me>
<EndTi ne>2007- 01- 29T18: 50: 00Z</ EndTi me>
<Di anet er CTFSt at s></ Di anet er CTFSt at s>

</ Quer yOntt at s>

Response
The response to this request follows the Statistics -> DiameterCTFStats tag defined in the XSDs.

The following is an example XML response to a multiple network element tag request:

<?xm version="1.0" ?>
<Statistics>
<Di anet er CTFSt at s>
<Sanpl e>

<Start Ti ne>2009- 08-19T19: 51: 28Z</ St art Ti ne>
<EndTi ne>2009- 08- 19T19: 52: 47Z</ EndTi ne>
<Pol i cyServer >l ocal ps</ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Peer CkayCount >0</ Peer Ckay Count >
<Peer DownCount >0</ Peer DownCount >
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<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
<Messages| nCount >0</ Messages| nCount >
<MessagesQut Count >0</ MessagesCut Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ureMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<ASRMessagesRecei vedCount >0</ ASRMessagesRecei vedCount >
<ASRMessagesSent Count >0</ ASRMessages Sent Count >
<ASASuccessMessagesRecei vedCount >0</ ASASuccessMessagesRecei vedCount >
<ASASuccessMessagesSent Count >0</ ASASuccessMessagesSent Count >
<ASAFai | ur eMessagesRecei vedCount >0</ ASAFai | ur eMessagesRecei vedCount >
<ASAFai | ur eMessagesSent Count >0</ ASAFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi nmumAct i veSessi onsCount >
</ Sanpl e>
</ Di anet er CTFSt at s>
</ Statistics>

Diameter Charging Function Peer Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterCTFPeerStats tag.

Request
This request follows the QueryOmStats > DiameterCTFPeerStats tag defined in the XSDs.

The following is an example of a request for a single network element using the Name parameter:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOrft at s>
<Start Ti ne>2006- 10- 26T14: 30: 00Z</ St art Ti ne>
<EndTi ne>2006- 10- 26T14: 35: 00Z</ EndTi ne>
<Di anet er CTFPeer St at s>
<Nane>Ser ver 1</ Nane>
</ Di amet er CTFPeer St at s>
</ Quer yOrtt at s>

The following is an example of a request for all network elements in the system. This request returns
statistics for each network element.

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Quer yQOnrfst at s>
<Start Ti mne>2007-01-29T17: 30: 00Z</ St art Ti ne>
<EndTi ne>2006- 01- 29T18: 10: 00Z</ EndTi ne>
<Di anet er CTFPeer St at s/ >

</ Quer yOrst at s>
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Response
The response to this request follows the Statistics > DiameterCTFPeerStats tag defined in the XSDs.

Both Name and Neld are returned along with the statistics and actual recorded times for those statistics.
Samples are ordered by policy server, network element, and then by time.

The following is an example XML response to a multiple network element tag request:

<?xm version='1.0" ?>
<Statistics>
<Di anet er CTFPeer St at s>
<Sanpl e>
<Start Ti me>2009- 08- 19T20: 08: 53Z</ St art Ti me>
<EndTi me>2009- 08- 19T20: 15: 00Z</ EndTi nme>
<Pol i cySer ver >l ocal ps</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Nane>ct f 1</ Nanme>
<Nel d></ Nel d>
<Net wor kEl enrent Type></ Net wor kEl enent Type>
<Net wor kEl emrent SubType></ Net wor KEl ement SubType>
<Acti veConnect i onCount >0</ Act i veConnect i onCount >
<Messagesl| nCount >0</ Messagesl| nCount >
<MessagesQut Count >0</ MessagesQut Count >
<MessagesError | nCount >0</ MessagesErr or | nCount >
<MessagesEr r or Qut Count >0</ MessagesEr r or Qut Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<ASRMessagesRecei vedCount >0</ ASRMessagesRecei vedCount >
<ASRMessages Sent Count >0</ ASRMessages Sent Count >
<ASASuccessMessagesRecei vedCount >0</ ASASuccessMessagesRecei vedCount >
<ASASuccessMessagesSent Count >0</ ASASuccessMessages Sent Count >
<ASAFai | ur eMessagesRecei vedCount >0</ ASAFai | ur eMessagesRecei vedCount >
<ASAFai | ur eMessagesSent Count >0</ ASAFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi numAct i veSessi onsCount >
</ Sanpl e>
</ Di anet er CTFPeer St at s>
</ Statistics>

Diameter Policy Charging Enforcement Function Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterPcefStats tag.

Request
This request follows the QueryOmStats > DiameterPcefStats tag defined in the XSDs.
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The following is an example of a request for all policy servers in the system.

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Quer yOnfst at s>
<StartTi me>2013-05-17T16: 30: 00Z</ St art Ti ne>
<EndTi ne>2013-05-17T17: 10: 00Z</ EndTi ne>
<Di anet er Pcef St at s></ Di anet er Pcef St at s>

</ Quer yOrst at s>

Response
The response to this request follows the Statistics > DiameterPcefStats tag defined in the XSDs.

The following is an example XML response to a DiameterPcefStats tag request:

<?xm version="1.0" ?>
<Statistics>
<Di anet er Pcef St at s>
<Sanpl e>
<StartTi me>2013- 05- 17T16: 45: 00Z</ St art Ti me>
<EndTi me>2013- 05- 17T17: 00: 00Z</ EndTi me>
<Pol i cyServer>MPE Site 3</PolicyServer>
<| sConpl et e>t r ue</ | sConpl et e>
<Curr ent Connect i onsCount >2</ Cur r ent Connect i onsCount >
<Messages!| nCount >1013973</ Messages| nCount >
<MessagesCQut Count >1013973</ MessagesCut Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessages Sent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >1013973</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi neout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >1013973</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >634980</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI MessagesSent Count >
<CCRI MessagesTi meout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessages Sent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi meout Count >0</ CCRUMessagesTi meout Count >
<CCRTMessagesRecei vedCount >378993</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi meout Count >
<CCAl SuccessMessagesRecei vedCount >0</ CCAl SuccessMessagesRecei vedCount >
<CCAI SuccessMessagesSent Count >634980</ CCAl SuccessMessagesSent Count >
<CCAl Fai | ur eMessagesRecei vedCount >0</ CCAI Fai | ur eMessagesRecei vedCount >
<CCAl Fai | ur eMessagesSent Count >0</ CCAl Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >378993</ CCATSuccessMessagesSent Count >
<CCATFai | ur eMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
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<Act i veSessi onsCount >255987</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >257999</ Maxi mumAct i veSessi onsCount >
<Peer CkayCount >2</ Peer CkayCount >
<Peer DownCount >0</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er Pcef St at s>
</Statistics>

Diameter Policy Charging Enforcement Function Peer Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterPcefPeerStats tag.

Request
This request follows the QueryOmStats > DiameterPcefPeerStats tag defined in the XSDs.

The following is an example of a request for a single network element, using the Name parameter.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnfst at s>
<Start Ti me>2013- 04- 25T14: 30: 00Z</ St art Ti ne>
<EndTi ne>2013- 04- 25T14: 35: 00Z</ EndTi nme>
<Di anet er Pcef Peer St at s>
<Nanme>Ser ver 1</ Name>
</ Di amet er Pcef Peer St at s>
</ Quer yOntt at s>

The following is an example of a request for all network elements in the system. This example returns
statistics for each network element.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Quer yOrtt at s>
<StartTi me>2013- 04- 25T17: 30: 00Z</ St art Ti ne>
<EndTi ne>2013- 04- 25T18: 10: 00Z</ EndTi ne>
<Di anet er Pcef Peer St at s></ Di anet er Pcef Peer St at s>
</ Quer yOntt at s>

Response
The response to this request follows the Statistics > DiameterPcefPeerStats tag defined in the XSDs.

Both Name and Neld are returned along with the statistics and actual recorded times for those statistics.
Samples are ordered by policy server, network element, and then by time.

The following is an example XML response to a DiameterPcefPeerStats tag request:

<?xm version="1.0" ?>
<Statistics>
<Di anet er Pcef Peer St at s>
<Sanpl e>
<StartTi ne>2013- 04- 25T16: 45: 00Z</ St art Ti ne>
<EndTi ne>2013- 04- 25T17: 00: 00Z</ EndTi ne>
<Pol i cySer ver >MPE</ Pol i cySer ver >
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<l sConpl et e>t rue</ | sConpl et e>
<Name>nr a. nane. conx/ Name>
<Nel d></ Nel d>
<Net wor kEl ement Type></ Net wor kEl ement Type>
<Net wor kEl enent SubType></ Net wor kEl enent SubType>
<Connect Ti me>Fri Jan 25 22:58:27 EST 2013</ Connect Ti me>
<Di sconnect Ti me>Thu Jan 24 09: 30: 21 EST 2013</ Di sconnect Ti me>
<Connect Addr ess>10. 15. 23. 193</ Connect Addr ess>
<Connect Port >57669</ Connect Port >
<Connect Type>TCP</ Connect Type>
<Messagesl| nCount >0</ Messagesl| nCount >
<MessagesQut Count >0</ MessagesCut Count >
<MessagesError | nCount >0</ MessagesEr r or | nCount >
<MessagesEr r or Qut Count >0</ MessagesEr r or Qut Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessages Sent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi neout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ureMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI MessagesSent Count >
<CCRI MessagesTi meout Count >0</ CCRI MessagesTi nmeout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi neout Count >0</ CCRUMessagesTi meout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi neout Count >0</ CCRTMessagesTi neout Count >
<CCAI SuccessMessagesRecei vedCount >0</ CCAl SuccessMessagesRecei vedCount >
<CCAI SuccessMessagesSent Count >0</ CCAl SuccessMessagesSent Count >
<CCAI Fai | ur eMessagesRecei vedCount >0</ CCAl Fai | ur eMessagesRecei vedCount >
<CCAl Fai | ur eMessagesSent Count >0</ CCAl Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >0</ CCATSuccessMessagesSent Count >
<CCATFai | ur eMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi mnumAct i veSessi onsCount >
</ Sanpl e>
</ Di anet er Pcef Peer St at s>
</ Statistics>

Diameter Multi-Protocol Routing Agent (MRA) Policy Charging Enforcement Function
Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterMraPcefStats tag.
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Request
This request follows the QueryOmStats > DiameterMraPcefStats tag defined in the XSDs.

The following is an example of this request.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Quer yOrft at s>
<Start Ti ne>2010- 04- 02T00: 01: 00</ St art Ti me>
<EndTi me>2011- 05- 21T23: 59: 00</ EndTi me>
<Di anet er M aPcef St at s>
<MRA>NT a156</ MNRA>
</ Di anet er M aPcef St at s>
</ Quer yOrft at s>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > DiameterMraPcefStats tag defined in the XSDs.
For example:

<Statistics>
<Di anet er M aPcef St at s>
<Sanpl e>
<StartTi me>2010- 06- 04T05: 43: 15Z</ Start Ti me>
<EndTi ne>2010- 06- 04T05: 43: 32Z</ EndTi me>
<MRA>nT a156</ NRA>
<| sConpl et e>t rue</ | sConpl et e>
<Current Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Messages| nCount >0</ Messagesl| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
<ASRMessagesRecei vedCount >0</ ASRMessagesRecei vedCount >
<ASRMessagesSent Count >0</ ASRMVessagesSent Count >
<ASASuccessMessagesRecei vedCount >0</ ASASuccessMessagesRecei vedCount >
<ASASuccessMessagesSent Count >0</ ASASuccessMessagesSent Count >
<ASAFai | ur eMessagesRecei vedCount >0</ ASAFai | ur eMessagesRecei vedCount >
<ASAFai | ur eMessagesSent Count >0</ ASAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI MessagesSent Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessagesSent Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<Peer CkayCount >0</ Peer CkayCount >
<Peer DownCount >0</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
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</ Di amet er M aPcef St at s>
</Statistics>

Diameter Multi-Protocol Routing Agent (MRA) Policy Charging Enforcement Function
Peer Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterMraPcefPeerStats tag.

Request
This request follows the QueryOmStats > DiameterMraPcefPeerStats tag defined in the XSDs.

The following is an example of this request.

<?xm version="1.0" encodi ng="UTF-8" ?>
- <Xl I nt er f aceRequest >

- <QueryOntt at s>
<Start Ti me>2013- 04- 25T00: 01: 00</ Start Ti me>
<EndTi me>2013- 04- 25T23: 59: 00</ EndTi me>
- <Di anet er M aPcef Peer St at s>

<Nane>nr al57</ Name>

</ Di anet er M aPcef Peer St at s>
</ Quer yOrfst at s>

</ Xm | nt er f aceRequest >

Response

The response to this request follows the Statistics > DiameterMraPcefPeerStats tag defined in the
XSDs. For example:

- <Statistics>
- <Di anmet er M aPcef Peer St at s>
- <Sanpl e>
<StartTi me>2013- 04- 25T16: 45: 00Z</ St art Ti me>
<EndTi me>2013- 04- 25T17: 00: 00Z</ EndTi nme>
<MRA>MRA</ MRA>
<I sConpl et e>t rue</ | sConpl et e>
<Nanme>npe. nane. conk/ Nanme>
<Nel d></ Nel d>
<Net wor kEl enrent Type></ Net wor kEl enent Type>
<Net wor kEl emrent SubType></ Net wor KEl ement SubType>
<Connect Ti me>Fri Jan 25 22:58:27 EST 2013</ Connect Ti ne>
<Di sconnect Ti ne>N A</ Di sconnect Ti me>
<Connect Addr ess>10. 15. 23. 95</ Connect Addr ess>
<Connect Por t >3868</ Connect Port >
<Connect Type>TCP</ Connect Type>
<Messagesl| nCount >0</ Messagesl| nCount >
<MessagesQut Count >0</ MessagesQut Count >
<MessagesError | nCount >0</ MessagesErr or | nCount >
<MessagesEr r or Qut Count >0</ MessagesEr r or Cut Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi neout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
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<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessages Sent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi neout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ureMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI MessagesSent Count >
<CCRI MessagesTi nmeout Count >0</ CCRI MessagesTi meout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessages Sent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi neout Count >0</ CCRUMessagesTi neout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi neout Count >0</ CCRTMessagesTi neout Count >
<CCAI SuccessMessagesRecei vedCount >0</ CCAl SuccessMessagesRecei vedCount >
<CCAl SuccessMessagesSent Count >0</ CCAl SuccessMessagesSent Count >
<CCAI Fai | ur eMessagesRecei vedCount >0</ CCAl Fai | ur eMessagesRecei vedCount >
<CCAI Fai | ur eMessagesSent Count >0</ CCAl Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >0</ CCATSuccessMessagesSent Count >
<CCATFai | ur eMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
</ Sanpl e>
</ Di anet er M aPcef Peer St at s>
</ Statistics>

Diameter Multi-Protocol Routing Agent (MRA) Distributed Routing and Management
Application (DRMA) Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterMraDrmaStats tag.

Request
This request follows the QueryOmStats > DiameterMraDrmaStats tag defined in the XSDs.

The following is an example of this request.

<?xm version="1.0" encodi ng="UTF-8" ?>
- <Xm I nt erfaceRequest >
- <QueryOnft at s>
<Start Ti me>2010- 04- 02T00: 01: 00</ St art Ti ne>
<EndTi me>2011- 05- 21T23: 59: 00</ EndTi me>
- <Di anet er M aDr naSt at s>
<MRA>NT al56</ MRA>
</ Di anet er M aDr maSt at s>
</ Quer yOrfst at s>
</ Xm I nt er f aceRequest >

Response

E58937 Revision 01, January 2015 147



Operational Measurement Requests for Wireless
Mode

The response to this request follows the Statistics > DiameterMraDrmaStats tag defined in the XSDs.
For example:

- <Statistics>
- <Di anet er M aDr naSt at s>

<Sanpl e>

<StartTi me>2010- 06- 04T05: 43: 15Z</ Start Ti me>

<EndTi me>2010- 06- 04T05: 43: 32Z</ EndTi me>

<MRA>nT al156</ MRA>

<l sConpl et e>t rue</ | sConpl et e>

<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Messages| nCount >0</ Messagesl| nCount >

<MessagesCQut Count >0</ MessagesQut Count >

<DBRMessagesRecei vedCount >0</ DBRMessagesRecei vedCount >
<DBRMessagesSent Count >0</ DBRMessages Sent Count >
<DBASuccessMessagesRecei vedCount >0</ DBASuccessMessagesRecei vedCount >
<DBASuccessMessagesSent Count >0</ DBASuccessMessagesSent Count >
<DBAFai | ur eMessagesRecei vedCount >0</ DBAFai | ur eMessagesRecei vedCount >
<DBAFai | ur eMessagesSent Count >0</ DBAFai | ur eMessagesSent Count >
<Bi ndi ngFoundSent Count >0</ Bi ndi ngFoundSent Count >

<Bi ndi ngFoundRecvCount >0</ Bi ndi ngFoundRecvCount >

<Bi ndi ngNot FoundSent Count >0</ Bi ndi ngNot FoundSent Count >

<Bi ndi ngNot FoundRecvCount >0</ Bi ndi ngNot FoundRecvCount >

<Pcr f DownSent Count >0</ Pcr f DownSent Count >

<Pcr f DownRecei vedCount >0</ Pcr f DownRecei vedCount >

<Al | Pcr f sDownSent Count >0</ Al | Pcr f sDownSent Count >

<Al | Pcr f sDownRecvCount >0</ Al | Pcr f sDownRecvCount >

<Peer CkayCount >0</ Peer Ckay Count >

<Peer DownCount >0</ Peer DownCount >

<Peer Suspect Count >0</ Peer Suspect Count >

<Peer ReopenCount >0</ Peer ReopenCount >

</ Sanpl e>
</ Di anmet er M aDr naSt at s>
</Statistics>

Diameter Multi-Protocol Routing Agent (MRA) Diameter Routing Agent (DRA) Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterMraDraStats tag.

Request

This request follows the QueryOmStats > DiameterMraDraStats tag defined in the XSDs.

The following is an example of this request.

<?xm version="1.0" encodi ng="UTF-8" ?>
- <Xm I nt erfaceRequest >

<Quer yOnfst at s>
<Start Ti ne>2010- 04- 02T00: 01: 00</ St art Ti ne>
<EndTi ne>2011- 05- 21T23: 59: 00</ EndTi ne>

<Di anet er M aDr aSt at s>
<MRA>NT al156</ MRA>
<MRA>NT al06</ MRA>

</ Di amet er M aDr aSt at s>

</ Quer yOrft at s>
</ Xm I nt er f aceRequest >
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Response

The response to this request follows the Statistics > DiameterMraDraStats tag defined in the XSDs.
For example:

- <Statistics>
- <Di anet er M aDr aSt at s>
- <Sanpl e>
<StartTi me>2010- 06- 04T05: 43: 15Z</ Start Ti me>
<EndTi ne>2010- 06- 04T05: 43: 32Z</ EndTi me>
<MRA>nT 2106</ MRA>
<l sConpl et e>t rue</ | sConpl et e>
<Act i veBi ndi ngsCount >0</ Act i veBi ndi ngsCount >
<Maxi mumAct i veBi ndi ngsCount >0</ Maxi numAct i veBi ndi ngsCount >
</ Sanpl e>
</ Di anet er M aDr aSt at s>
</ Statistics>

Diameter Multi-Protocol Routing Agent (MRA) Application Function (AF) Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterMraAfStats tag.

Request
This request follows the QueryOmStats > DiameterMraAfStats tag defined in the XSDs.

The following is an example of this request.

<?xm version="1.0" encodi ng="UTF-8" ?>
- <Xm I nt er f aceRequest >
- <QueryOntt at s>
<StartTi nre>2010- 04- 02T00: 01: 00</ St art Ti ne>
<EndTi ne>2011- 05- 21T23: 59: 00</ EndTi ne>
- <Di anet er M aAf St at s>
<MRA>NT a156</ MRA>
</ Di anet er M aAf St at s>
</ Quer yOrtt at s>
</ Xm | nt er f aceRequest >

Response

The response to this request follows the Statistics > DiameterMraAfStats tag defined in the XSDs.
For example:

- <Statistics>
- <Di anet er M aAf St at s>
- <Sanpl e>

<StartTi me>2010- 06- 04T05: 43: 15Z</ St art Ti me>
<EndTi ne>2010- 06- 04TO05: 43: 32Z</ EndTi me>
<MRA>NT a156</ MRA>
<l sConpl et e>t rue</ | sConpl et e>
<Pendi ngConnect i onsCount >0</ Pendi ngConnect i onsCount >
<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Messages| nCount >0</ Messagesl| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
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<ASRMessagesRecei vedCount >0</ ASRMVessagesRecei vedCount >
<ASRMessagesSent Count >0</ ASRMessagesSent Count >
<ASRHoSendCount >0</ ASRHoSendCount >
<ASRHoRecei vedCount >0</ ASRHoRecei vedCount >
<ASRHoTi neout Count >0</ ASRHoTi neout Count >
<RARHoSendCount >0</ RARHoSendCount >
<RARHoRecei vedCount >0</ RARHoRecei vedCount >
<RARHOTi nmeout Count >0</ RARHoTi neout Count >
<ASASuccessMessagesRecei vedCount >0</ ASASuccessMessagesRecei vedCount >
<ASASuccessMessagesSent Count >0</ ASASuccessMessagesSent Count >
<ASAFai | ur eMessagesRecei vedCount >0</ ASAFai | ur eMessagesRecei vedCount >
<ASAFai | ur eMessagesSent Count >0</ ASAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<STRMessagesRecei vedCount >0</ STRMessagesRecei vedCount >
<STRMessagesSent Count >0</ STRMessages Sent Count >
<STASuccessMessagesRecei vedCount >0</ STASuccessMessagesRecei vedCount >
<STASuccessMessagesSent Count >0</ STASuccessMessagesSent Count >
<STAFai | ur eMessagesRecei vedCount >0</ STAFai | ur eMessagesRecei vedCount >
<STAFai | ur eMessagesSent Count >0</ STAFai | ur eMessagesSent Count >
<AARMessagesRecei vedCount >0</ AARMessagesRecei vedCount >
<AARMessagesSent Count >0</ AARMessagesSent Count >
<AAASuccessMessagesRecei vedCount >0</ AAASuccessMessagesRecei vedCount >
<AAASuccessMessagesSent Count >0</ AAASuccessMessagesSent Count >
<AAAFai | ureMessagesRecei vedCount >0</ AAAFai | ur eMessagesRecei vedCount >
<AAAFai | ur eMessagesSent Count >0</ AAAFai | ur eMessagesSent Count >
<Peer CkayCount >0</ Peer Ckay Count >
<Peer DownCount >0</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er M aAf St at s>
</ Statistics>

Diameter Multi-Protocol Routing Agent (MRA) Application Function (AF) Peer Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterMraAfPeerStats tag.

Request
This request follows the QueryOmStats > DiameterMraAfPeerStats tag defined in the XSDs.

The following is an example of this request.

<?xm version="1.0" encodi ng="UTF-8" ?>
- <Xm I nterfaceRequest >
- <QueryOnft at s>
<StartTi me>2010- 04- 02T00: 01: 00</ Start Ti me>
<EndTi ne>2011- 05- 21T23: 59: 00</ EndTi ne>
- <Di anet er M aAf Peer St at s>
<Nane>nr al57</ Nanme>
</ Di anet er M aAf Peer St at s>
</ Quer yOrft at s>
</ Xm I nt er f aceRequest >
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Response

The response to this request follows the Statistics > DiameterMraAfPeerStats tag defined in the
XSDs. For example:

- <Statistics>
- <Di anet er M aAf Peer St at s>
- <Sanpl e>
<StartTi me>2010- 05- 31T07: 56: 55Z</ St art Ti me>
<EndTi ne>2010- 05- 31T08: 00: 00Z</ EndTi ne>
<MRA>NT a156</ VRA>
<l sConpl et e>t rue</ | sConpl et e>
<Nanme>or acl e</ Nanme>
<Neld />
<Net wor kEl emrent Type />
<Net wor kEl enent SubType />
<Connect Ti me>Mon May 31 15:54:23 CST 2010</ Connect Ti me>
<Di sconnect Ti ne>N A</ Di sconnect Ti me>
<Connect Addr ess>192. 168. 200. 106</ Connect Addr ess>
<Connect Port >56164</ Connect Port >
<Messages| nCount >0</ Messages| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
<MessagesEr r or | nCount >0</ MessagesErr or | nCount >
<MessagesEr r or Qut Count >0</ MessagesEr r or Qut Count >
<ASRMessagesRecei vedCount >0</ ASRMessagesRecei vedCount >
<ASRMessagesSent Count >0</ ASRMessages Sent Count >
<ASASuccessMessagesRecei vedCount >0</ ASASuccessMessagesRecei vedCount >
<ASASuccessMessagesSent Count >0</ ASASuccessMessagesSent Count >
<ASAFai | ur eMessagesRecei vedCount >0</ ASAFai | ur eMessagesRecei vedCount >
<ASAFai | ur eMessagesSent Count >0</ ASAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<STRMessagesRecei vedCount >0</ STRMessagesRecei vedCount >
<STRMessagesSent Count >0</ STRMVessagesSent Count >
<STASuccessMessagesRecei vedCount >0</ STASuccessMessagesRecei vedCount >
<STASuccessMessagesSent Count >0</ STASuccessMessagesSent Count >
<STAFai | ur eMessagesRecei vedCount >0</ STAFai | ur eMessagesRecei vedCount >
<STAFai | ur eMessagesSent Count >0</ STAFai | ur eMessagesSent Count >
<AARMessagesRecei vedCount >0</ AARMessagesRecei vedCount >
<AARMessagesSent Count >0</ AARMessagesSent Count >
<AAASuccessMessagesRecei vedCount >0</ AAASuccessMessagesRecei vedCount >
<AAASuccessMessagesSent Count >0</ AAASuccessMessagesSent Count >
<AAAFai | ur eMessagesRecei vedCount >0</ AAAFai | ur eMessagesRecei vedCount >
<AAAFai | ur eMessagesSent Count >0</ AAAFai | ur eMessagesSent Count >
</ Sanpl e>
</ Di anet er M aAf Peer St at s>
</ Statistics>

Diameter Multi-Protocol Routing Agent (MRA) Bearer Binding and Event Reporting
Function (Bberf) Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterMraBberfStats tag.

Request
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This request follows the QueryOmStats > DiameterMraBberfStats tag defined in the XSDs.

The following is an example of this request.

<?xm version="1.0" encodi ng="UTF-8" ?>
- <Xm I nterfaceRequest >
- <QueryOnft at s>
<Start Ti me>2010- 04- 02T00: 01: 00</ St art Ti me>
<EndTi ne>2011- 05- 21T23: 59: 00</ EndTi ne>
- <Di anmet er M aBber f St at s>
<MRA>NT al56</ MRA>
</ Di anet er Mr aBber f St at s>
</ Quer yOrft at s>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > DiameterMraBberfStats tag defined in the XSDs.
For example:

- <Statistics>
- <Di amet er M aBber f St at s>
- <Sanpl e>
<StartTi me>2010- 06- 04T05: 43: 15Z</ Start Ti me>
<EndTi ne>2010- 06- 04TO05: 43: 32Z</ EndTi me>
<MRA>NT a156</ VRA>
<l sConpl et e>t rue</ | sConpl et e>
<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Messages| nCount >0</ Messages| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
<MessagesEr ror | nCount >0</ MessagesErr or | nCount >
<MessagesEr r or Qut Count >0</ MessagesEr r or Qut Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI Messages Sent Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessagesSent Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessages Sent Count >
<Peer Ckay Count >0</ Peer CkayCount >
<Peer DownCount >0</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er M aBber f St at s>
</ Statistics>

E58937 Revision 01, January 2015 152



Operational Measurement Requests for Wireless
Mode

Diameter Multi-Protocol Routing Agent (MRA) Traffic Detection Function (TDF)
Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterMraTdfStats tag.

Request
This request follows the QueryOmStats > DiameterMraTdfStats tag defined in the XSDs.

The following is an example of this request.

<?xm version="1.0" encodi ng="UTF-8" ?>
-<Xm I nt er f aceRequest >
- <QueryOrftt at s> <Start Ti ne>2010- 04- 02T00: 01: 00</ St art Ti me>
<EndTi ne>2011- 05- 21T23: 59: 00</ EndTi ne>
-<Di anet er M aTdf St at s>
<MRA>NT a156</ MRA>
</ Di anet er M aTdf St at s>
</ Quer yOrtt at s>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > DiameterMraTdfStats tag defined in the XSDs.
For example:

<Statistics>

<D anet er M aTdf St at s>

<Sanpl e>
<Start Ti me>2012- 05- 28T09: 30: 00Z</ St art Ti me>
<EndTi me>2012- 05- 28T09: 45: 00Z</ EndTi me>
<MRA>KI i - 66- nT a</ MRA>
<l sConpl et e>t rue</ | sConpl et e>
<Cur r ent Connect i onsCount >1</ Curr ent Connect i onsCount >
<Messagesl| nCount >0</ Messagesl| nCount >
<MessagesQut Count >0</ MessagesQut Count >
<TSRMessagesRecei vedCount >0</ TSRMessagesRecei vedCount >
<TSRMessagesSent Count >0</ TSRMessages Sent Count >
<TSRMessagesTi neout Count >0</ TSRVessagesTi neout Count >
<TSASuccessMessagesRecei vedCount >0</ TSASuccessMessagesRecei vedCount >
<TSASuccessMessagesSent Count >0</ TSASuccessMessages Sent Count >
<TSAFai | ur eMessagesRecei vedCount >0</ TSAFai | ur eMessagesRecei vedCount >
<TSAFai | ur eMessagesSent Count >0</ TSAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi neout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi meout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
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<CCRI MessagesSent Count >0</ CCRI Messages Sent Count >
<CCRI MessagesTi neout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessages Sent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi neout Count >0</ CCRUMessagesTi neout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi meout Count >
<CCAIl SuccessMessagesRecei vedCount >0</ CCAl SuccessMessagesRecei vedCount >
<CCAl SuccessMessagesSent Count >0</ CCAl SuccessMessagesSent Count >
<CCAl Fai | ur eMessagesRecei vedCount >0</ CCAl Fai | ur eMessagesRecei vedCount >
<CCAI Fai | ur eMessagesSent Count >0</ CCAl Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >0</ CCATSuccessMessagesSent Count >
<CCATFai | ur eMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
<Peer CkayCount >1</ Peer CkayCount >
<Peer DownCount >0</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >

</ Sanpl e>

</ D anet er M aTdf St at s>

</ Statistics>

Diameter Multi-Protocol Routing Agent (MRA) Traffic Detection Function (TDF) Peer
Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterMraTdfPeerStats tag.

Request
This request follows the QueryOmStats > DiameterMraTdfPeerStats tag defined in the XSDs.

The following is an example of this request.

<<?xm version="1.0" encodi ng="UTF-8" ?>
-<Xm I nt er f aceRequest >
-<QueryOnft at s> <Start Ti me>2010- 04- 02T00: 01: 00</ St art Ti ne>
<EndTi ne>2011- 05- 21T23: 59: 00</ EndTi nme>
- <Di anet er M aTdf Peer St at s>
<Nane>nr al57</ Nanme>
</ Di anet er M aTdf Peer St at s>
</ Quer yOrfst at s>
</ Xm | nt er f aceRequest >

Response

The response to this request follows the Statistics > DiameterMraTdfPeerStats tag defined in the
XSDs. For example:

<Statistics>
<Di anet er M aTdf St at s>
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<Sanpl e>
<Start Ti me>2012- 05- 28T09: 30: 00Z</ St art Ti me>
<EndTi ne>2012- 05- 28T09: 45: 00Z</ EndTi ne>
<MRA>KI i - 66- nT a</ MRA>
<l sConpl et e>t rue</ | sConpl et e>
<l sConpl et e>t rue</| sConpl et e>
<Current Connect i onsCount >1</ Cur r ent Connect i onsCount >
<Messages| nCount >0</ Messagesl| nCount >
<MessagesQut Count >0</ MessagesQut Count >
<TSRMessagesRecei vedCount >0</ TSRMessagesRecei vedCount >
<TSRMessagesSent Count >0</ TSRMessages Sent Count >
<TSRMessagesTi meout Count >0</ TSRMessagesTi neout Count >
<TSASuccessMessagesRecei vedCount >0</ TSASuccessMessagesRecei vedCount >
<TSASuccessMessagesSent Count >0</ TSASuccessMessagesSent Count >
<TSAFai | ur eMessagesRecei vedCount >0</ TSAFai | ur eMessagesRecei vedCount >
<TSAFai | ur eMessagesSent Count >0</ TSAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi meout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI MessagesSent Count >
<CCRI MessagesTi neout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi meout Count >0</ CCRUMessagesTi neout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi meout Count >
<CCAI SuccessMessagesRecei vedCount >0</ CCAl SuccessMessagesRecei vedCount >
<CCAIl SuccessMessagesSent Count >0</ CCAl SuccessMessagesSent Count >
<CCAI Fai | ur eMessagesRecei vedCount >0</ CCAl Fai | ur eMessagesRecei vedCount >
<CCAl Fai | ur eMessagesSent Count >0</ CCAIl Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >0</ CCATSuccessMessagesSent Count >
<CCATFai | ur eMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
<Peer CkayCount >1</ Peer CkayCount >
<Peer DownCount >0</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er M aTdf St at s>
</ Statistics>
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Diameter Multi-Protocol Routing Agent (MRA) Traffic Detection Function (TDF) over
SCTP Statistics

The statistics field can be set to SCTP with the ability to support multiple IP addresses.

The following examples show the SCTP response defined in the XSDs for the
DiameterMraDrmaPeerStats tag.

Response

The response to this request follows the Statistics > DiameterMraTdfPeerStats tag defined in the
XSDs. For example:

The following is an example of this request.

<Statistics> <D anet er M aTdf Peer St at s>
<Sanpl e> <Start Ti me>2001-12-31T12: 00: 00</ St art Ti ne>
<EndTi me>2001-12-31T12: 15: 00</ EndTi ne> <MRA>NMRA</ MRA>
<Nanme>Net wor KEl enent Nane</ Nanme>
<Connect Ti me>2001- 12- 31T12: 00: 00</ Connect Ti ne>
<Di sconnect Ti ne>2001- 12-31T12: 00: 00</ Di sconnect Ti ne>
<Connect Type>SCTP</ Connect Type>
<Connect Addr ess>10. 15. 25. 110: 3868, 10. 15. 25. 119: 3868</ Connect Addr ess>
<Connect Port >N A</ Connect Port >

The following example show the TCP response defined in the XSDs for the DiameterMraTdfPeerStats
tag. This diameter connection is set to TCP.

Response

The response to this request follows the Statistics > DiameterMraTdfPeerStats tag defined in the
XSDs. For example:

<Statistics>
<Di aret er M aTdf Peer St at s> <Sanpl e>

<StartTi ne>2001-12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>

<MRA>MRA</ VRA>

<l sConpl et e>t rue</ | sConpl et e>
<Nane>Net wor KEl enent Nane</ Nane>
<Connect Ti me>2001-12- 31T12: 00: 00</ Connect Ti ne>
<Di sconnect Ti ne>2001-12-31T12: 00: 00</ Di sconnect Ti ne>
<Connect Type>TCP</ Connect Type>
<Connect Addr ess>10. 15. 25. 110</ Connect Addr ess>
<Connect Port >3868</ Connect Port >

RADIUS-CoA based B-RAS Operational Measurement Requests

This section shows the requests and responses for:

e RADIUS-CoA Statistics
e RADIUS-CoA Network Element Statistics
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RADIUS-CoA Statistics

The following examples show the request and response that are defined in the XSDs for the RadiusStats
tag.

Request

This request follows the QueryOmStats > RadiusStats tag defined in the XSDs.

The following is an example of a request for all policy servers in the system:

<?xm version="1.0" ?>
<Xm | nt er f aceRequest >
<Quer yOnfst at s>
<StartTi me>2014- 06- 20T14: 00: 00Z</ Start Ti me>
<EndTi ne>2014- 06- 24T20: 00: 00Z</ EndTi me>
<Radi usSt at s>
<Pol i cySer ver >mpe</ Pol i cySer ver >
</ Radi usSt at s>
</ Quer yOntt at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > RadiusStats tag defined in the XSDs.

* PolicyServer -- Name of the Policy Server queried.

* MessagesInCount — Number of messages in.

* MessagesOutCount — Number of messages out.

* AccountingStartCount — Number of Accounting Start messages received.

* AccountingStopCount — Number of Accounting Stop messages received.

e AccountingUpdateCount — Number of Accounting Interim Update messages received.

* AccountingResponseCount — Number of Accounting Responses sent.

* ReceivedMd5ErrorCount — Number of received messages dropped because of MD5 errors.
¢ SendMd5ErrorCount — Number of CoA requests that failed because of MD5 errors.

* ReceivedErrorCount — Number of received messages dropped because of errors.

* CoACount — Number of CoA messages sent.

¢ CoASuccessCount — Number of CoA-ACK messages received.

* CoAProvisionCount — Number of CoA messages to provision a default QoS profile.

¢ CoaApplicationCount — Number of CoA messages to adjust QoS for an application request.
¢ CoANckCount — Number of CoA-NAK messages received.

* NoResponseCount — Number of requests that received no response.

* UnknownGatewayRequestCount — Number of received messages dropped from unknown
gateways.

* UnknownSubscriberRequestCount -- Number of received messages dropped from unknown
subscribers.

* UnknownTierRequestCount -- Number of received messages dropped from unknown tiers.

* ResendCount — Number of CoA requests that were re-transmitted.

* SendErrorCount — Number of CoA requests that were not sent because of errors.

¢ SharedSecretAuthFailureCount -- Number of messages that dropped by SharedSecretAuthFailure.
* DuplicatedMessageCount -- Number of messages that are duplicated.
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¢ InterimUpdateMessagesInCount -- Number of interim update message, whose acct-status-type is
3.

e ActiveSessionsCount -- Number of sessions whose state is active, not including the sessions whose
state is potential stale.

¢ TimeLastMessageReceived -- The time of receiving last message.

* CoARequestCount -- Number of CoA request messages.

* CoARetryCount -- Number of CoA retry request messages that caused by timeout of CoA-ACK.
* CoATimeoutCount -- Number of COA request messages that receiving COA-ACK timeout.

¢ CoAAckCount -- Number of COA-ACK messages.

The following is an example XML response to a RadiusStats tag request:

<?xm version="1.0" ?>
<Statistics>
<Radi usSt at s>
<Sanpl e>
<Start Ti me>2014- 06- 22T08: 45: 00Z</ St art Ti me>
<EndTi me>2014- 06- 23T08: 45: 00Z</ EndTi me>
<Pol i cySer ver >npe</ Pol i cySer ver >
<I sConpl et e>t rue</ | sConpl et e>
<Messagesl| nCount >0</ Messagesl| nCount >
<MessagesQut Count >0</ MessagesQut Count >
<Accounti ngSt art Count >0</ Account i ngSt art Count >
<Account i ngSt opCount >0</ Account i ngSt opCount >
<Account i ngUpdat eCount >0</ Account i ngUpdat eCount >
<Account i ngResponseCount >0</ Account i ngResponseCount >
<Recei vedMI5Er r or Count >0</ Recei vedMd5Er r or Count >
<SendMI5Er r or Count >0</ SendMd5Er r or Count >
<Recei vedErr or Count >0</ Recei vedEr r or Count >
<CoACount >0</ CoACount >
<CoASuccessCount >0</ CoASuccessCount >
<CoAPr ovi si onCount >0</ CoAPr ovi si onCount >
<CoaAppl i cat i onCount >0</ CoaAppl i cat i onCount >
<CoANck Count >0</ CoANck Count >
<NoResponseCount >0</ NoResponseCount >
<UnknownGat ewayRequest Count >0</ UnknownGat ewayRequest Count >
<UnknownSubscr i ber Request Count >0</ UnknownSubscr i ber Request Count >
<UnknownTi er Request Count >0</ UnknownTi er Request Count >
<SendEr r or Count >0</ SendEr r or Count >
<ResendCount >0</ ResendCount >
<Shar edSecr et Aut hFai | ur eCount >0</ Shar edSecr et Aut hFai | ur eCount >
<Dupl i cat edMessageCount >0</ Dupl i cat edMessageCount >
<Dr oppedFor & her ReasonsCount >0</ Dr oppedFor & her ReasonsCount >
<I nt eri mJpdat eMessages| nCount >0</ | nt eri mJpdat eMessages| nCount >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Ti meLast MessageRecei ved></ Ti neLast MessageRecei ved>
<CoARequest Count >0</ CoARequest Count >
<CoARet r yCount >0</ CoARet r yCount >
<CoATi neout Count >0</ CoATi neout Count >
<CoAAckCount >0</ CoAAckCount >
</ Sanpl e>
</ Radi usSt at s>
</ Statistics>

E58937 Revision 01, January 2015 158



Operational Measurement Requests for Wireless
Mode

RADIUS-CoA Network Element Statistics

The following examples show the request and response that are defined in the XSDs for the
RadiusNetworkElementStats tag.

Request
This request follows the QueryOmStats > RadiusNetworkElementStats tag defined in the XSDs.

The following is an example of a request for Name(s) and Neld(s) parameters:

<?xm version="1.0" ?>
<Xm | nt er f aceRequest >
<Quer yOnfst at s>
<StartTi me>2014- 06- 20T14: 00: 00Z</ St art Ti ne>
<EndTi ne>2014- 06- 24T20: 00: 00Z</ EndTi me>
<Radi usNet wor KEl enent St at s>
<Pol i cySer ver >npe</ Pol i cySer ver >
<Nanme>BNGL</ Nanme>
</ Radi usNet wor KEIl enent St at s>
</ Quer yOrst at s>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > RadiusNetworkElementStats tag defined in the
XSDs.

Both Name and Neld are returned along with the statistics and actual recorded times for those statistics.
Sample groups are ordered by policy server, network element, and then by time.

¢ Name — Unique name identifying the Network Element for the following statistics.

¢ Neld — Optional identifier field for the Network Element.

¢ NetworkElementType — Type of the Network Element.

* NetworkElementSubType — Sub Type of the Network Element.

* AccountingStartCount — Number of Accounting Start messages received.

* AccountingStopCount — Number of Accounting Stop messages received.

¢ AccountingUpdateCount — Number of Accounting Interim Update messages received.

* AccountingResponseCount — Number of Accounting responses sent.

* AccessRequestCount — Number of Access-Request messages received.

* AccessAcceptCount — Number of Access-Accept messages received.

* AccessRejectCount — Number of Access-Reject messages received.

* ReceivedMd5ErrorCount — Number of received messages dropped because of MD5 errors.
* SendMd5ErrorCount — Number of CoA requests that failed errors because of MD5 errors.
* ReceivedErrorCount — Number of messages dropped because of errors.

¢ CoACount — Number of CoA messages sent.

* CoASuccessCount — Number of CoA-ACK messages received.

* CoAProvisionCount — Number of CoA messages to provision a default QoS profile.

¢ CoaApplicationCount — Number of CoA messages to adjust QoS for an application request.
* CoANckCount — Number of CoA-NAK messages received.

* NoResponseCount — Number of CoA requests that received no response.

* SendErrorCount — Number of CoA requests that were not sent because of errors.
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* ResendCount — Number of CoA requests that were retransmitted.

The following is an example XML response to a multiple network element request:

<?xm version="1.0" ?>
<Statistics>
<Radi usNet wor KEl enent St at s>
<Sanpl e>
<StartTi me>2014- 06- 22T07: 45: 00Z</ Start Ti me>
<EndTi ne>2014- 06- 22T08: 45: 00Z</ EndTi me>
<Pol i cySer ver >npe</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Name>BNGl</ Nanme>
<Nel d>1</ Nel d>
<Net wor kEl ement Type>BNG</ Net wor KEl enent Type>
<Net wor kEl enent SubType>BNG</ Net wor KEl enent SubType>
<Accounti ngSt art Count >0</ Account i ngSt art Count >
<Account i ngSt opCount >0</ Account i ngSt opCount >
<Account i ngUpdat eCount >0</ Account i ngUpdat eCount >
<Account i ngResponseCount >0</ Account i ngResponseCount >
<Recei vedMI5Er r or Count >0</ Recei vedMI5Er r or Count >
<SendMI5Er r or Count >0</ SendMI5Er r or Count >
<Recei vedEr r or Count >0</ Recei vedEr r or Count >
<CoACount >0</ CoACount >
<CoASuccessCount >0</ CoASuccessCount >
<CoAPr ovi si onCount >0</ CoAPr ovi si onCount >
<CoaAppl i cati onCount >0</ CoaAppl i cat i onCount >
<CoANck Count >0</ CoANck Count >
<NoResponseCount >0</ NoResponseCount >
<SendEr r or Count >0</ SendEr r or Count >
<ResendCount >0</ ResendCount >
<Shar edSecr et Aut hFai | ur eCount >0</ Shar edSecr et Aut hFai | ur eCount >
<Dupl i cat edMessageCount >0</ Dupl i cat edMessageCount >
<Dr oppedFor O her ReasonsCount >0</ Dr oppedFor & her ReasonsCount >
<I nt eri mJpdat eMessages| nCount >0</ | nt er i mUpdat eMessages| nCount >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Ti meLast MessageRecei ved></ Ti neLast MessageRecei ved>
<CoARequest Count >0</ CoARequest Count >
<CoARet r yCount >0</ CoARet r yCount >
<CoATi meout Count >0</ CoATi neout Count >
<CoAAckCount >0</ CoAAckCount >
</ Sanpl e>
</ Radi usNet wor kEl enent St at s>
</ Statistics>

KPI Statistics

The following examples show the request and response that are defined in the XSDs for the KpiStats
tag.

Request
This request follows the QueryOmStats > KpiStats tag defined in the XSDs.

The following is an example of this request.

<?xm version="1.0" encodi ng="UTF-8" ?>
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<Quer yOrtt at s>
<StartTi me>2001-12-31T12: 00: 00</ Start Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Kpi St at s>
</ Kpi St at s>
</ Quer yOntt at s>

Response

The response to this request follows the Statistics > KpiStats tag defined in the XSDs. For example:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Statistics>
<Kpi St at s>
<Sampl e>
<StartTi ne>2013-06-27T07: 45: 00Z</ St art Ti ne>
<EndTi ne>2013- 06- 27T07: 55: 01Z</ EndTi me>
<Pol i cySer ver >npe57</ Pol i cySer ver >
<I sConpl et e>f al se</ | sConpl et e>
<Transacti onSt art Count >0</ Tr ansact i onSt art Count >
<Transact i onEndCount >0</ Tr ansact i onEndCount >
<Messages| nCount >0</ Messages| nCount >
<MessagesQut Count >0</ MessagesCut Count >
<Current Tr ansact i onsPer Second>0</ Cur r ent Tr ansact i onsPer Second>
<MaxTr ansact i onsPer Second>0</ MaxTr ansact i onsPer Second>
<Curr ent TPSPer cent ageXf Capaci t y>0</ Cur r ent TPSPer cent ageCf Capaci t y>
<MaxTPSPer cent ageOf Capaci t y>0</ MaxTPSPer cent ageCXf Capaci t y>
<Cur r ent RXTr ansact i onsPer Second>0</ Cur r ent RXTr ansact i onsPer Second>
<Cur r ent PCMMIT ansact i onsPer Second>0</ Cur r ent PCMVITr ansact i onsPer Second>
<MaxPCMMTr ansact i onsPer Second>0</ MaxPCVMMIT ansact i onsPer Second>
<Cur r ent PCMMI'psPer cent ageOf Capaci t y>0</ Cur r ent PCMMTIpsPer cent ageCf Capaci t y>

<MaxPCMMIpsPer cent ageXf Capaci t y>0</ MaxPCMMIpsPer cent ageOf Capaci ty>
<MaxRXTr ansact i onsPer Second>0</ MaxRXTr ansact i onsPer Second>

<Cur r ent RXTpsPer cent ageCf Capaci t y>0</ Cur r ent RXTpsPer cent ageCf Capaci t y>
<MaxRXTpsPer cent ageCf Capaci t y>0</ MaxRXTpsPer cent ageCf Capaci t y>

<LoadSheddi ngSt at us>0</ LoadSheddi ngSt at us>

<LoadSheddi ngEf fi ci ency>0</ LoadSheddi ngEf fi ci ency>

<LoadSheddi ngDi st r essCount >0</ LoadSheddi ngDi st r essCount >

<Curr ent Sessi onCount >0</ Cur r ent Sessi onCount >

<MaxSessi onCount >0</ MaxSessi onCount >

<Current Sessi onPer cent ageCf Capaci t y>0</ Curr ent Sessi onPer cent ageCf Capaci ty>

<MaxSessi onPer cent ageX Capaci t y>0</ MaxSessi onPer cent ageCf Capaci ty>

<Cur r ent MPEConnect i onCount >0</ Cur r ent MPEConnect i onCount >

<Conf i gur edMPEConnect i onCount >0</ Conf i gur edMPEConnect i onCount >

<Cur r ent Connect edNECount >0</ Cur r ent Connect edNECount >

<Conf i gur edNECount >1</ Conf i gur edNECount >

<Cur r ent Pr ot ocol Er r or Sent Count >0</ Cur r ent Pr ot ocol Err or Sent Count >

<Curr ent Pr ot ocol Err or Recei vedCount >0</ Curr ent Pr ot ocol Error Recei vedCount >
<Server ACPUUt i | i zat i onPer cent age>14</ Server ACPUUt i | i zat i onPer cent age>
<Server AMenoryUti | i zat i onPer cent age>78</ Server AMenoryUti | i zati onPer cent age>

<Server ADi skUti | i zati onPer cent age>2</ Server ADi skUti | i zat i onPer cent age>
<Ser ver ABl adeFai | ur eCount >6</ Ser ver ABl adeFai | ur eCount >

<Server AUpTi neM | | i s>16208000</ Ser ver AUpTi meM | | i s>

<Ser ver ABl adeSt at us>12</ Ser ver ABl adeSt at us>

<Server BCPUUt i | i zati onPer cent age>0</ Ser ver BCPUUt i | i zat i onPer cent age>
<Server BMenoryUti | i zat i onPer cent age>0</ Server BMenoryUti | i zati onPer cent age>

<Server BDi skUti|izationPercent age>0</ Server BDi skUti|izationPercent age>
<Ser ver BBl adeFai | ur eCount >0</ Ser ver BBl adeFai | ur eCount >
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<Server BUpTi meM | | i s>0</ Ser ver BUpTi mreM | | i s>

<Ser ver BBl adeSt at us>0</ Ser ver BBl adeSt at us>

<Server CCPUU i | i zat i onPer cent age>0</ Server CCPUUt i | i zat i onPer cent age>
<Server CMenoryUti | i zat i onPer cent age>0</ Server CMenoryUti | i zati onPer cent age>

<Server CDi skUtilizati onPercentage>0</ Server CDi skUtil i zati onPercent age>
<Ser ver CBl adeFai | ur eCount >0</ Ser ver CBl adeFai | ur eCount >
<Ser ver CUpTi neM | | i s>0</ Server CUpTi neM | | i s>
<Ser ver CBl adeSt at us>0</ Ser ver CBl adeSt at us>
</ Sanpl e>
</ Kpi St at s>
</Statistics>

LDAP Source Statistics

The following examples show the request and response that are defined in the XSDs for the
LdapDataSourceStats tag.

Request
This request follows the QueryOmStats > LdapDataSourceStats tag defined in the XSDs.

The following is an example of this request.

<?xm version="1.0" encodi ng="UTF-8" ?>
<QueryOnttats Del taCount="fal se">
<StartTi me>2014- 03- 12T12: 00: 00Z</ St art Ti me>
<EndTi ne>2014- 03- 12T14: 45: 15Z</ EndTi me>
<LdapDat aSour ceSt at s/ >
<Pol i cySer ver >npe246</ Pol i cySer ver >
</ Quer yOrtt at s>

Response

The response to this request follows the Statistics > LdapDataSourceStats tag defined in the XSDs.
For example:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Statistics>
<LdapDat aSour ceSt at s>
<Sanpl e>
<StartTi ne>2014-03-10T12: 00: 00Z</ St art Ti me>
<EndTi ne>2014- 03- 10T12: 15: 00Z</ EndTi ne>
<Pol i cySer ver >npe246</ Pol i cySer ver >
<| sConpl et e>t r ue</ | sConpl et e>
<Successf ul Sear chCount >0</ Successf ul Sear chCount >
<Unsuccessf ul Sear chCount >0</ Unsuccessf ul Sear chCount >
<Sear chEr r or Count >0</ Sear chEr r or Count >
<MaxSuccessf ul Sear chTi neTaken>0</ MaxSuccessf ul Sear chTi neTaken>
<MaxUnsuccessf ul Sear chTi meTaken>0</ MaxUnsuccessf ul Sear chTi neTaken>
<AvgSuccessf ul Sear chTi meTaken>0. 0</ AvgSuccessf ul Sear chTi neTaken>
<AvgUnsuccessf ul Sear chTi mneTaken>0. 0</ AvgUnsuccessf ul Sear chTi neTaken>
</ Sanpl e>
</ LdapDat aSour ceSt at s>
</Statistics>
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Protocol Error Statistics

The following examples show the request and response that are defined in the XSDs for the
ProtocolErrorStats tag.

Request

This request follows the QueryOmStats > ProtocolErrorStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<QueryOnttats Del taCount="fal se">
<StartTi me>2010- 04- 02T00: 01: 00</ Start Ti me>
<EndTi ne>2011- 05- 31T23: 59: 00</ EndTi ne>
<Pr ot ocol Error St at s>
<Pol i cySer ver>rc178</ Pol i cyServer >
</ Prot ocol Error St at s>
</ Quer yOrtt at s>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > ProtocolErrorStats tag defined in the XSDs.

Individual statistics are defined as follows:

DiameterCommandUnsupported - The request contained a command code that the receiver did
not recognize or support.

DiameterUnableToDeliver - This error is given when the diameter node cannot deliver the message
to the destination, either because no host within the realm that supports the required application
was available to process the request, or because Destination-Host AVP was given without the
associated Destination-Realm AVP.

DiameterRealmNotServed - The intended realm of the request is not recognized.
DiameterTooBusy - The diameter node has too much traffic. When returned, a diameter node
attempts to send the message to an alternate peer.

DiameterLoopDetected - An agent detected a loop while trying to get the message to the intended
recipient. The message may be sent to an alternate peer if available.

DiameterRedirectIndication - A redirect agent has determined that the request could not be satisfied
locally and the initiator of the request should direct the request directly to the server, whose contact
information has been added to the response. When set, the Redirect-Host AVP must be present.
DiameterApplicationUnsupported - A request was sent for an application that is not supported.
DiameterInvalidHdrBits - A request was received whose bits in the diameter header were either
set to an invalid combination, or to a value that is inconsistent with the command code's definition.
DiameterInvalid AvpBits - A request was received that included an AVP whose flag bits are set to
an unrecognized value, or that is inconsistent with the AVP's definition.

DiameterUnknownPeer - A CER was received from an unknown peer.
DiameterAuthenticationRejected - The authentication process for the user failed, most likely due
to an invalid password used by the user. The user is then prompted for a new password.
DiameterOutOfSpace - A diameter node received the accounting request but was unable to commit
it to stable storage due to a temporary lack of space.
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* ElectionLost - The peer has lost the election process and has disconnected the transport connection.

¢ DiameterEndUserServiceDenied - The credit-control server denied the service request due to service
restrictions. If the CCR contained used-service-units, they are deducted, if possible.

¢ DiameterCreditControlNotApplicable - The credit-control server determined that the service can
be granted to the end user, but that no further credit control is needed for the service (for example,
the service is free of charge).

¢ DiameterCreditLimitReached - The credit-control server denied the service request because the
end user's account could not cover the requested service. If the CCR contained used-service-units,
they are deducted, if possible.

¢ DiameterAvpUnsupported - The peer received a message that contained an AVP that is not
recognized or supported and was marked with the Mandatory bit.

* DiameterUnknownSessionld - The request contained an unknown Session-Id.

¢ DiameterAuthorizationRejected - A request was received for which the user could not be authorized.
This error could occur if the requested service is not permitted to the user.

¢ DiameterInvalidAvpValue - The request contained an AVP with an invalid value in its data portion.

¢ DiameterMissingAvp - The request did not contain an AVP that is required by the command code
definition. If this value is sent in the Result-Code AVP, a Failed-AVP AVP is included in the message.

* DiameterResourcesExceeded - A request was received that cannot be authorized because the user
has already expended its allowed resources.

¢ DiameterContradictingAvps - The Home Diameter server has detected AVPs in the request that
contradict each other, and is not willing to provide service to the user.

¢ DiameterAvpNotAllowed - A message was received with an AVP that cannot be present.

¢ DiameterAvpOccursTooManyTimes - A message was received that included an AVP that appeared
more often than permitted.

¢ DiameterNoCommonApplication - This error is returned when a CER message is received, and
there are no common applications supported between the peers.

¢ DiameterUnsupportedVersion - This error is returned when a request was received with an
unsupported version number.

¢ DiameterUnableToComply - This error is returned when a request is rejected for unspecified
reasons.

¢ DiameterInvalidBitInHeader - This error is returned when an unrecognized bit in the diameter
header is set to one (1).

¢ DiameterInvalid AvpLength - The request contained an AVP with an invalid length.

¢ DiameterInvalidMessageLength - This error is returned when a request is received with an invalid
message length.

¢ DiameterInvalid AvpBitCombo - The request contained an AVP with an invalid AVP Flags value.

¢ DiameterNoCommonSecurity - This error is returned when a CER message is received, but there
are no common security mechanisms supported between the peers.

* DiameterUserUnknown - The specified end user is unknown in the credit-control server.

¢ DiameterRatingFailed - This error code is used to inform the credit-control client that the
credit-control server cannot rate the service request due to insufficient rating input, an incorrect
AVP combination, or an AVP or AVP value that is not recognized or supported in the rating.

¢ DiameterErrorlnitialParameters - The initial parameters contain an error.

* RadiusSessionContyextRemoved - The residual session context has been removed.

¢ RadiusInvalidEapPacket - An invalid EAP Packet was detected.

¢ RadiusUnsupportedAttribute - The request contained an unsupported attribute.

* RadiusMissingAttribute - A request was missing a required attribute.

¢ RadiusNasIdMismatch - The system was unable to match the received NAS to the stored information.
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* RadiusInvalidRequest - The system has received an invalid request.

¢ RadiusUnsupportedService - The requested service is not supported.

¢ RadiusUnsupportedExtension - The requested extension is not supported.

¢ RadiusInvalid AttributeValue - The request contains an invalid attribute value.

¢ RadiusAdministrativelyProhibited - The request is administratively prohibited.

* RadiusRequestNotRoutable - The request cannot be routed.

* RadiusSessionNotFound - The session context cannot be found.

* RadiusSessionNotRemoveable - The session context cannot be removed.

¢ RadiusProxyProcessingError - An unknown proxy processing error has occurred.

* RadiusResourcesUnavailable - The necessary resources are unavailable.

¢ RadiusRequestlnitiated - A request has been initiated.

* RadiusMultiSessionSelectionUnsupported - The requested multiple-session selection is not
supported.

¢ RadiusLocationInfoRequired - The location information is missing.

<?xm version='"1.0" ?>
<Statistics>
<Pr ot ocol Error St at s>
<Sanpl e>
<Start Ti me>2011- 02- 22T03: 45: 11Z</ St art Ti me>
<EndTi me>2011- 02- 22T03: 45: 33Z</ EndTi nme>
<Pol i cyServer>rc178</ Pol i cyServer >
<Di anet er CoomandUnsuppor t edRecei ved>0</ Di anet er CommandUnsuppor t edRecei ved>

<Di aret er CommandUnsupport edSent >0</ Di anet er ConmandUnsuppor t edSent >

<Di amet er Unabl eToDel i ver Recei ved>0</ Di anet er Unabl eToDel i ver Recei ved>

<Di anet er Unabl eToDel i ver Sent >0</ Di anet er Unabl eToDel i ver Sent >

<Di anet er Real nNot Ser vedRecei ved>0</ Di anet er Real mNot Ser vedRecei ved>

<Di anet er Real nNot Ser vedSent >0</ Di anet er Real nlNot Ser vedSent >

<Di anet er TooBusyRecei ved>0</ Di anet er TooBusyRecei ved>

<Di anet er TooBusySent >0</ Di anet er TooBusy Sent >

<Di anet er LoopDet ect edRecei ved>0</ Di anet er LoopDet ect edRecei ved>

<Di anet er LoopDet ect edSent >0</ Di amet er LoopDet ect edSent >

<Di anet er Redi rect | ndi cat i onRecei ved>0</ Di anet er Redi r ect | ndi cati onRecei ved>

<Di anet er Redi r ect | ndi cati onSent >0</ Di anet er Redi r ect | ndi cati onSent >
<Di aret er Appl i cat i onUnsupport edRecei ved>0</ Di anet er Appl i cati on
Unsupport edRecei ved>
<Di anet er Appl i cat i onUnsuppor t edSent >0</ Di anet er Appl i cat i onUnsupport edSent >

<Di anet er | nval i dHdr Bi t sRecei ved>0</ Di anet er | nval i dHdr Bi t sRecei ved>

<Di anet er | nval i dHdr Bi t sSent >0</ Di anet er | nval i dHdr Bi t sSent >

<Di anet er | nval i dAvpBi t sRecei ved>0</ Di anet er | nval i dAvpBi t sRecei ved>

<Di anet er I nval i dAvpBi t sSent >0</ Di anet er | nval i dAvpBi t sSent >

<Di anet er UnknownPeer Recei ved>0</ Di anet er UnknownPeer Recei ved>

<Di anet er UnknownPeer Sent >0</ Di anet er UnknownPeer Sent >

<Di anet er Aut henti cati onRej ect edRecei ved>0</ Di anet er Aut henti cati on
Rej ect edRecei ved>

<Di anet er Aut hent i cati onRej ect edSent >0</ Di anet er Aut henti cati on
Rej ect edSent >

<Di anet er Qut OF SpaceRecei ved>0</ Di anet er Qut Of SpaceRecei ved>

<Di anet er Qut O SpaceSent >0</ Di anet er Qut O SpaceSent >

<El ecti onLost Recei ved>0</ El ecti onLost Recei ved>

<El ecti onLost Sent >0</ El ecti onLost Sent >

<Di anet er EndUser Ser vi ceDeni edRecei ved>0</ Di anet er EndUser Ser vi ce
Deni edRecei ved>

<Di anet er EndUser Ser vi ceDeni edSent >0</ Di anet er EndUser Ser vi ceDeni edSent >
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<Di anet er Cr edi t Cont r ol Not Appl i cabl eRecei ved>0</ Di anet er Cr edi t Cont r ol Not
Appl i cabl eRecei ved>

<Di anet er Cr edi t Cont r ol Not Appl i cabl eSent >0</ Di anet er Cr edi t Cont r ol Not
Appl i cabl eSent >

<Di anet er Credi t Li m t ReachedRecei ved>0</ Di anet er Credi t Li m t ReachedRecei ved>

<Di anet er Credi tLi m t ReachedSent >0</ Di anet er Cr edi t Li mi t ReachedSent >
<Di amet er AvpUnsupport edRecei ved>0</ Di anet er AvpUnsupport edRecei ved>
<Di anet er AvpUnsupport edSent >0</ Di anet er AvpUnsupport edSent >
<Di anet er UnhknownSessi onl dRecei ved>0</ Di anet er UnhknownSessi onl dRecei ved>
<Di anet er UnhknownSessi onl dSent >0</ Di anet er UnknownSessi onl dSent >
<Di anet er Aut hori zat i onRej ect edRecei ved>0</ Di anet er Aut hori zati on
Rej ect edRecei ved>
<Di anet er Aut hori zati onRej ect edSent >0</ Di anet er Aut hori zat i onRej ect edSent >
<Di anet er | nval i dAvpVal ueRecei ved>0</ Di anet er | nval i dAvpVal ueRecei ved>
<Di anet er | nval i dAvpVal ueSent >0</ Di anet er | nval i dAvpVal ueSent >
<Di anet er M ssi ngAvpRecei ved>0</ Di anet er M ssi ngAvpRecei ved>
<Di anet er M ssi ngAvpSent >0</ Di anet er M ssi ngAvpSent >
<Di anet er Resour cesExceededRecei ved>0</ Di anet er Resour cesExceededRecei ved>
<Di anet er Resour cesExceededSent >0</ Di anet er Resour cesExceededSent >
<Di anmet er Cont r adi cti ngAvpsRecei ved>0</ Di anet er Cont r adi cti ngAvpsRecei ved>
<Di anet er Cont r adi cti ngAvpsSent >0</ Di anet er Cont r adi cti ngAvpsSent >
<Di anet er AvpNot Al | owedRecei ved>0</ Di anet er AvpNot Al | onedRecei ved>
<Di anmet er AvpNot Al | owedSent >0</ Di anet er AvpNot Al | owedSent >
<Di anet er AvypOccur sTooManyTi nesRecei ved>0</ Di anet er AvpQccur sTooMany
Ti nesRecei ved>
<Di anet er AvpCccur sTooManyTi nesSent >0</ Di anet er AvpOccur sTooManyTi nesSent >
<D anet er NoCommonAppl i cat i onRecei ved>0</ Di anet er NoConmonAppl i cat i onRecei ved>

<Di arret er NoConmonAppl i cat i onSent >0</ Di anet er NoCormonAppl i cati onSent >
<Di anet er Unsuppor t edVer si onRecei ved>0</ Di anet er Unsupport edVer si onRecei ved>

<Di anet er Unsuppor t edVer si onSent >0</ Di anet er Unsuppor t edVer si onSent >

<Di anet er Unabl eToConpl yRecei ved>0</ Di anet er Unabl eToConpl yRecei ved>

<Di aret er Unabl eToConpl ySent >0</ Di anet er Unabl eToConpl ySent >

<Di anet er |l nval i dBi t | nHeader Recei ved>0</ Di anet er | nval i dBi t | nHeader Recei ved>

<Di anmet er | nval i dBi t | nHeader Sent >0</ Di anet er | nval i dBi t | nHeader Sent >
<Di anet er | nval i dAvpLengt hRecei ved>0</ Di anet er | nval i dAvpLengt hRecei ved>
<Di anet er | nval i dAvpLengt hSent >0</ Di anet er | nval i dAvpLengt hSent >

<Di anet er | nval i dMessagelLengt hRecei ved>0</ Di anet er | nval i dMessagelLengt hRecei ved>
<Di anet er | nval i dMessagelengt hSent >0</ Di anet er | nval i dMessagelLengt hSent >
<Di anet er | nval i dAvpBi t ConboRecei ved>0</ Di anet er I nval i dAvpBi t ConboRecei ved>

<Di anet er | nval i dAvpBi t ConboSent >0</ Di anet er | nval i dAvpBi t ConboSent >
<Di arret er NoConmonSecuri t yRecei ved>0</ Di armet er NoConmonSecuri t yRecei ved>
<Di amet er NoConmonSecur i t ySent >0</ Di amet er NoConmonSecur i t ySent >
<Di anet er User UnknownRecei ved>0</ Di anet er User UnknownRecei ved>
<Di anet er User UnknownSent >0</ Di anet er User UnknownSent >
<Di anet er Rati ngFai | edRecei ved>0</ Di anet er Rat i ngFai | edRecei ved>
<Di anet er Rat i ngFai | edSent >0</ Di anet er Rat i ngFai | edSent >
<Di aneterErrorlnitial Paranet er sRecei ved>0</Di ameterErrorlniti al
Par anet er sRecei ved>
<Di aneterErrorlnitial Paramet ersSent >2</ Di anet er Error | ni ti al Par anet er sSent >

<Radi usSessi onCont yext RenovedRecei ved>0</ Radi usSessi onCont yext
RenovedRecei ved>
<Radi usSessi onCont yext RenmovedSent >0</ Radi usSessi onCont yext RenmovedSent >
<Radi usl nval i dEapPacket Recei ved>0</ Radi usl nval i dEapPacket Recei ved>
<Radi usl nval i dEapPacket Sent >0</ Radi usl nval i dEapPacket Sent >
<Radi usUnsupport edAttri but eRecei ved>0</ Radi usUnsupport edAttri but eRecei ved>

<Radi usUnsupport edAtt ri but eSent >0</ Radi usUnsupport edAttri but eSent >
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<Radi usM ssi ngAt tri but eRecei ved>0</ Radi usM ssi ngAttri but eRecei ved>

<Radi usM ssi ngAttri but eSent >0</ Radi usM ssi ngAttri but eSent >

<Radi usNas| dM smat chRecei ved>0</ Radi usNasl dM smat chRecei ved>

<Radi usNas| dM smat chSent >0</ Radi usNas| dM smat chSent >

<Radi usl nval i dRequest Recei ved>0</ Radi usl nval i dRequest Recei ved>

<Radi usl nval i dRequest Sent >0</ Radi usl nval i dRequest Sent >

<Radi usUnsupport edSer vi ceRecei ved>0</ Radi usUnsupport edSer vi ceRecei ved>
<Radi usUnsupport edSer vi ceSent >0</ Radi usUnsupport edSer vi ceSent >

<Radi usUnsuppor t edExt ensi onRecei ved>0</ Radi usUnsuppor t edExt ensi onRecei ved>

<Radi usUnsupport edExt ensi onSent >0</ Radi usUnsupport edExt ensi onSent >
<Radi usl nval i dAttri but eVal ueRecei ved>0</ Radi usl nval i dAttri but eVal ueRecei ved>

<Radi usl nval i dAttri but eVal ueSent >0</ Radi usl nval i dAttri but eVal ueSent >
<Radi usAdmi ni strati vel yProhi bi t edRecei ved>0</ Radi usAdni ni strati vely
Pr ohi bi t edRecei ved>
<Radi usAdmi ni strati vel yProhi bi t edSent >0</ Radi usAdni ni stratively
Pr ohi bi t edSent >
<Radi usRequest Not Rout abl eRecei ved>0</ Radi usRequest Not Rout abl eRecei ved>
<Radi usRequest Not Rout abl eSent >0</ Radi usRequest Not Rout abl eSent >
<Radi usSessi onNot FoundRecei ved>0</ Radi usSessi onNot FoundRecei ved>
<Radi usSessi onNot FoundSent >0</ Radi usSessi onNot FoundSent >
<Radi usSessi onNot Renmbveabl eRecei ved>0</ Radi usSessi onNot Renbveabl eRecei ved>

<Radi usSessi onNot Renpveabl eSent >0</ Radi usSessi onNot Renpveabl eSent >
<Radi usPr oxyPr ocessi ngErr or Recei ved>0</ Radi usPr oxyPr ocessi ngEr r or Recei ved>

<Radi usPr oxyPr ocessi ngEr r or Sent >0</ Radi usPr oxyPr ocessi ngErr or Sent >
<Radi usResour cesUnavai | abl eRecei ved>0</ Radi usResour cesUnavai | abl eRecei ved>

<Radi usResour cesUnavai | abl eSent >0</ Radi usResour cesUnavai | abl eSent >
<Radi usRequest | ni ti at edRecei ved>0</ Radi usRequest I ni ti at edRecei ved>
<Radi usRequest | ni ti at edSent >0</ Radi usRequest | ni ti at edSent >

<Radi usMul ti Sessi onSel ecti onUnsupport edRecei ved>0</ Radi usMul ti Sessi on

Sel ecti onUnsupport edRecei ved>
<Radi usMul ti Sessi onSel ect i onUnsupport edSent >0</ Radi usMul t i Sessi onSel ecti on

Unsupport edSent >
<Radi usLocat i onl nf oRequi r edRecei ved>0</ Radi usLocat i onl nf oRequi r edRecei ved>

<Radi usLocat i onl nf oRequi r edSent >0</ Radi usLocat i onl nf oRequi r edSent >
</ Sanpl e>

</ Prot ocol Error St at s>
</Statistics>

Protocol MRA Error Statistics

The following examples show the request and response that are defined in the XSDs for the
ProtocolMraErrorStats tag.

Request
This request follows the QueryOmStats > ProtocolMraErrorStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF-8"?>
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<Xm I nt er f aceRequest >
<QueryOnttats DeltaCount="fal se">
<Start Ti ne>2010- 04- 02T00: 01: 00</ St art Ti ne>
<EndTi ne>2011- 05- 31T23: 59: 00</ EndTi ne>
<Pr ot ocol Error St at s>
<MRA>MRA175</ MRA>
</ Prot ocol Error St at s>
</ Quer yOrtt at s>
</ Xm | nt er f aceRequest >

Response

The response to this request follows the Statistics > ProtocolMraErrorStats tag defined in the XSDs.

Individual statistics are defined as follows:

DiameterCommandUnsupported - The request contained a command code that the receiver did
not recognize or support.

DiameterUnableToDeliver - This error is given when the diameter node cannot deliver the message
to the destination, either because no host within the realm that supports the required application
was available to process the request, or because Destination-Host AVP was given without the
associated Destination-Realm AVP.

DiameterRealmNotServed - The intended realm of the request is not recognized.
DiameterTooBusy - The diameter node has too much traffic. When returned, a diameter node
attempts to send the message to an alternate peer.

DiameterLoopDetected - An agent detected a loop while trying to get the message to the intended
recipient. The message may be sent to an alternate peer if available.

DiameterRedirectIndication - A redirect agent has determined that the request could not be satisfied
locally and the initiator of the request should direct the request directly to the server, whose contact
information has been added to the response. When set, the Redirect-Host AVP must be present.
DiameterApplicationUnsupported - A request was sent for an application that is not supported.
DiameterInvalidHdrBits - A request was received whose bits in the diameter header were either
set to an invalid combination, or to a value that is inconsistent with the command code's definition.
DiameterInvalid AvpBits - A request was received that included an AVP whose flag bits are set to
an unrecognized value, or that is inconsistent with the AVP's definition.

DiameterUnknownPeer - A CER was received from an unknown peer.
DiameterAuthenticationRejected - The authentication process for the user failed, most likely due
to an invalid password used by the user. The user is then prompted for a new password.
DiameterOutOfSpace - A diameter node received the accounting request but was unable to commit
it to stable storage due to a temporary lack of space.

ElectionLost - The peer has lost the election process and has disconnected the transport connection.
DiameterEndUserServiceDenied - The credit-control server denied the service request due to service
restrictions. If the CCR contained used-service-units, they are deducted, if possible.
DiameterCreditControlNotApplicable - The credit-control server determined that the service can
be granted to the end user, but that no further credit control is needed for the service (for example,
the service is free of charge).

DiameterCreditLimitReached - The credit-control server denied the service request because the
end user's account could not cover the requested service. If the CCR contained used-service-units,
they are deducted, if possible.

Diameter AvpUnsupported - The peer received a message that contained an AVP that is not
recognized or supported and was marked with the Mandatory bit.

DiameterUnknownSessionld - The request contained an unknown Session-Id.
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¢ DiameterAuthorizationRejected - A request was received for which the user could not be authorized.
This error could occur if the requested service is not permitted to the user.

* DiameterInvalid AvpValue - The request contained an AVP with an invalid value in its data portion.

¢ DiameterMissingAvp - The request did not contain an AVP that is required by the command code
definition. If this value is sent in the Result-Code AVP, a Failed-AVP AVP is included in the message.

¢ DiameterResourcesExceeded - A request was received that cannot be authorized because the user
has already expended its allowed resources.

¢ DiameterContradictingAvps - The Home Diameter server has detected AVPs in the request that
contradict each other, and is not willing to provide service to the user.

¢ DiameterAvpNotAllowed - A message was received with an AVP that cannot be present.

¢ DiameterAvpOccursTooManyTimes - A message was received that included an AVP that appeared
more often than permitted.

¢ DiameterNoCommonApplication - This error is returned when a CER message is received, and
there are no common applications supported between the peers.

¢ DiameterUnsupportedVersion - This error is returned when a request was received with an
unsupported version number.

* DiameterUnableToComply - This error is returned when a request is rejected for unspecified
reasons.

¢ DiameterInvalidBitInHeader - This error is returned when an unrecognized bit in the diameter
header is set to one (1).
¢ DiameterInvalid AvpLength - The request contained an AVP with an invalid length.

¢ DiameterInvalidMessageLength - This error is returned when a request is received with an invalid
message length.

* DiameterInvalid AvpBitCombo - The request contained an AVP with an invalid AVP Flags value.

¢ DiameterNoCommonSecurity - This error is returned when a CER message is received, but there
are no common security mechanisms supported between the peers.

¢ DiameterUserUnknown - The specified end user is unknown in the credit-control server.

* DiameterRatingFailed - This error code is used to inform the credit-control client that the
credit-control server cannot rate the service request due to insufficient rating input, an incorrect
AVP combination, or an AVP or AVP value that is not recognized or supported in the rating.

¢ DiameterErrorlnitialParameters - The initial parameters contain an error.

¢ RadiusSessionContyextRemoved - The residual session context has been removed.
¢ RadiusInvalidEapPacket - An invalid EAP Packet was detected.

* RadiusUnsupportedAttribute - The request contained an unsupported attribute.

* RadiusMissingAttribute - A request was missing a required attribute.

¢ RadiusNasldMismatch - The system was unable to match the received NAS to the stored information.
¢ RadiusInvalidRequest - The system has received an invalid request.

* RadiusUnsupportedService - The requested service is not supported.

* RadiusUnsupportedExtension - The requested extension is not supported.

¢ RadiusInvalidAttributeValue - The request contains an invalid attribute value.

* RadiusAdministrativelyProhibited - The request is administratively prohibited.

¢ RadiusRequestNotRoutable - The request can't be routed.

* RadiusSessionNotFound - The session context cannot be found.

* RadiusSessionNotRemoveable - The session context cannot be removed.

¢ RadiusProxyProcessingError - An unknown proxy processing error has occurred.
* RadiusResourcesUnavailable - The necessary resources are unavailable.

* RadiusRequestlnitiated - A request has been initiated.
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* RadiusMultiSessionSelectionUnsupported - The requested multiple-session selection is not
supported.

* RadiusLocationInfoRequired - The location information is missing.

<?xm version="1.0" ?>
<Statistics>
<Pr ot ocol Error St at s>
<Sanpl e>
<StartTi me>2011- 02- 22T03: 45: 11Z</ St art Ti ne>
<EndTi me>2011- 02- 22T03: 45: 33Z</ EndTi me>
<MRA>MRAL175</ MRA>
<Di anet er ConmandUnsuppor t edRecei ved>0</ Di anet er ConmandUnsuppor t edRecei ved>

<Di anet er CommandUnsupport edSent >0</ Di anet er CommandUnsuppor t edSent >

<Di anet er Unabl eToDel i ver Recei ved>0</ Di anet er Unabl eToDel i ver Recei ved>

<Di amet er Unabl eToDel i ver Sent >0</ Di anet er Unabl eToDel i ver Sent >

<Di anet er Real nNot Ser vedRecei ved>0</ Di anet er Real mNot Ser vedRecei ved>

<Di anet er Real nNot Ser vedSent >0</ Di anet er Real nNot Ser vedSent >

<Di anet er TooBusyRecei ved>0</ Di anet er TooBusyRecei ved>

<Di anet er TooBusySent >0</ Di anet er TooBusySent >

<Di anet er LoopDet ect edRecei ved>0</ Di anet er LoopDet ect edRecei ved>

<Di anet er LoopDet ect edSent >0</ Di anet er LoopDet ect edSent >

<Di anet er Redi r ect | ndi cat i onRecei ved>0</ Di anet er Redi rect | ndi cati onRecei ved>

<Di anet er Redi r ect I ndi cati onSent >0</ Di anet er Redi r ect | ndi cat i onSent >
<Di anet er Appl i cati onUnsupport edRecei ved>0</ Di anet er Appl i cati on
Unsupport edRecei ved>
<Di anet er Appl i cati onUnsuppor t edSent >0</ Di anet er Appl i cat i onUnsupport edSent >

<Di anet er | nval i dHdr Bi t sRecei ved>0</ Di anet er | nval i dHdr Bi t sRecei ved>

<Di anet er | nval i dHdr Bi t sSent >0</ Di anet er | nval i dHdr Bi t sSent >

<Di anet er | nval i dAvpBi t sRecei ved>0</ Di anet er | nval i dAvpBi t sRecei ved>

<Di anet er | nval i dAvpBi t sSent >0</ Di anet er | nval i dAvpBi t sSent >

<Di anet er UnknownPeer Recei ved>0</ Di anet er UnknownPeer Recei ved>

<Di anet er UnknownPeer Sent >0</ Di anet er UnknownPeer Sent >

<Di aret er Aut hent i cati onRej ect edRecei ved>0</ Di anet er Aut henti cati on
Rej ect edRecei ved>

<Di anet er Aut hent i cati onRej ect edSent >0</ Di anet er Aut henti cati on
Rej ect edSent >

<Di anet er Qut OF SpaceRecei ved>0</ Di anet er Qut Of SpaceRecei ved>

<Di anet er Qut OF SpaceSent >0</ Di anet er Qut Of SpaceSent >

<El ecti onLost Recei ved>0</ El ecti onLost Recei ved>

<El ecti onLost Sent >0</ El ecti onLost Sent >

<Di anet er EndUser Ser vi ceDeni edRecei ved>0</ Di anmet er EndUser Ser vi ce
Deni edRecei ved>

<Di anet er EndUser Ser vi ceDeni edSent >0</ Di anet er EndUser Ser vi ceDeni edSent >

<Di anet er Cr edi t Cont r ol Not Appl i cabl eRecei ved>0</ Di anet er Cr edi t Cont r ol Not
Appl i cabl eRecei ved>

<Di anet er Cr edi t Cont r ol Not Appl i cabl eSent >0</ Di anet er Cr edi t Cont r ol Not
Appl i cabl eSent >

<Di anet er Credi t Li m t ReachedRecei ved>0</ Di anet er Credi t Li m t ReachedRecei ved>

<Di anet er Cr edi t Li m t ReachedSent >0</ Di anet er Credi t Li mi t ReachedSent >
<Di anet er AvpUnsupport edRecei ved>0</ Di anet er AvpUnsupport edRecei ved>
<Di aret er AvpUnsupport edSent >0</ Di anet er AvpUnsupport edSent >
<Di anmet er UnknownSessi onl dRecei ved>0</ Di anet er UnknownSessi onl dRecei ved>
<Di anet er UnknownSessi onl dSent >0</ Di anet er UnknownSessi onl dSent >
<Di anet er Aut hori zati onRej ect edRecei ved>0</ Di anet er Aut hori zati on
Rej ect edRecei ved>
<Di anmet er Aut hori zat i onRej ect edSent >0</ Di anet er Aut hori zat i onRej ect edSent >
<Di anet er | nval i dAvpVal ueRecei ved>0</ Di anet er | nval i dAvpVal ueRecei ved>
<Di anet er | nval i dAvpVal ueSent >0</ Di anet er | nval i dAvpVal ueSent >

E58937 Revision 01, January 2015 170



Operational Measurement Requests for Wireless
Mode

<Di anet er M ssi ngAvpRecei ved>0</ Di anet er M ssi ngAvpRecei ved>
<Di anet er M ssi ngAvpSent >0</ Di anet er M ssi ngAvpSent >
<Di anet er Resour cesExceededRecei ved>0</ Di anet er Resour cesExceededRecei ved>
<Di anet er Resour cesExceededSent >0</ Di anet er Resour cesExceededSent >
<Di anet er Cont r adi cti ngAvpsRecei ved>0</ Di anet er Cont r adi cti ngAvpsRecei ved>
<Di anet er Cont r adi cti ngAvpsSent >0</ Di anet er Cont r adi cti ngAvpsSent >
<Di anet er AvpNot Al | owedRecei ved>0</ Di anet er AvpNot Al | onedRecei ved>
<Di anet er AvpNot Al | owedSent >0</ Di anet er AvpNot Al | owedSent >
<Di anet er AvypOccur sTooManyTi nesRecei ved>0</ Di anet er AvpQccur sTooMany
Ti nesRecei ved>
<Di aret er AvpCccur sTooManyTi nesSent >0</ Di anet er AvpOccur sTooManyTi nesSent >
<D anet er NoCommonAppl i cat i onRecei ved>0</ Di anet er NoConmonAppl i cati onRecei ved>

<Di arret er NoConmonAppl i cat i onSent >0</ Di anet er NoCormonAppl i cati onSent >
<Di anet er Unsuppor t edVer si onRecei ved>0</ Di anet er Unsupport edVer si onRecei ved>

<Di anet er Unsuppor t edVer si onSent >0</ Di anet er Unsuppor t edVer si onSent >

<Di anet er Unabl eToConpl yRecei ved>0</ Di anet er Unabl eToConpl yRecei ved>

<Di aret er Unabl eToConpl ySent >0</ Di anet er Unabl eToConpl ySent >

<Di anet er | nval i dBi t | nHeader Recei ved>0</ Di anet er | nval i dBi t | nHeader Recei ved>

<Di anmet er | nval i dBi t | nHeader Sent >0</ Di anet er | nval i dBi t | nHeader Sent >
<Di anet er | nval i dAvpLengt hRecei ved>0</ Di anet er | nval i dAvpLengt hRecei ved>
<Di anet er | nval i dAvpLengt hSent >0</ Di anet er | nval i dAvpLengt hSent >

<Di anet er | nval i dMessagelLengt hRecei ved>0</ Di anet er | nval i dMessagelLengt hRecei ved>
<Di anet er | nval i dMessagelengt hSent >0</ Di anet er | nval i dMessagelLengt hSent >
<Di anet er | nval i dAvpBi t ConboRecei ved>0</ Di anet er | nval i dAvpBi t ConboRecei ved>

<Di anet er | nval i dAvpBi t ConboSent >0</ Di anet er | nval i dAvpBi t ConboSent >
<Di arret er NoConmonSecuri t yRecei ved>0</ Di armet er NoConmonSecuri t yRecei ved>
<Di amet er NoConmonSecur i t ySent >0</ Di anmet er NoConmonSecur i t ySent >
<Di anmet er User UnknownRecei ved>0</ Di anet er User UnknownRecei ved>
<Di anet er User UnknownSent >0</ Di anet er User UnknownSent >
<Di anet er Rati ngFai | edRecei ved>0</ Di anet er Rat i ngFai | edRecei ved>
<Di anet er Rat i ngFai | edSent >0</ Di anet er Rat i ngFai | edSent >
<Di aneterErrorlnitial Paranet er sRecei ved>0</Di anmeterErrorlniti al
Par anet er sRecei ved>
<Di aneterErrorlnitial Paranmet ersSent >2</ Di anet er Error | ni ti al Par anet er sSent >

<Radi usSessi onCont yext RenovedRecei ved>0</ Radi usSessi onCont yext
RenovedRecei ved>
<Radi usSessi onCont yext RenmovedSent >0</ Radi usSessi onCont yext RenmovedSent >
<Radi usl nval i dEapPacket Recei ved>0</ Radi usl nval i dEapPacket Recei ved>
<Radi usl nval i dEapPacket Sent >0</ Radi usl nval i dEapPacket Sent >
<Radi usUnsupport edAttri but eRecei ved>0</ Radi usUnsupport edAttri but eRecei ved>

<Radi usUnsupport edAtt ri but eSent >0</ Radi usUnsupport edAttri but eSent >

<Radi usM ssi ngAt tri but eRecei ved>0</ Radi usM ssi ngAttri but eRecei ved>

<Radi usM ssi ngAttri but eSent >0</ Radi usM ssi ngAttri but eSent >

<Radi usNas| dM smat chRecei ved>0</ Radi usNasl dM smat chRecei ved>

<Radi usNas| dM smat chSent >0</ Radi usNas| dM smat chSent >

<Radi usl nval i dRequest Recei ved>0</ Radi usl nval i dRequest Recei ved>

<Radi usl nval i dRequest Sent >0</ Radi usl nval i dRequest Sent >

<Radi usUnsupport edSer vi ceRecei ved>0</ Radi usUnsupport edSer vi ceRecei ved>
<Radi usUnsupport edSer vi ceSent >0</ Radi usUnsupport edSer vi ceSent >

<Radi usUnsuppor t edExt ensi onRecei ved>0</ Radi usUnsuppor t edExt ensi onRecei ved>

<Radi usUnsupport edExt ensi onSent >0</ Radi usUnsupport edExt ensi onSent >
<Radi usl nval i dAttri but eVal ueRecei ved>0</ Radi usl nval i dAttri but eVal ueRecei ved>

<Radi usl nval i dAttri but eVal ueSent >0</ Radi usl nval i dAttri but eVal ueSent >

<Radi usAdmi ni strati vel yProhi bi t edRecei ved>0</ Radi usAdni ni strati vely
Pr ohi bi t edRecei ved>
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<Radi usAdmi ni strati vel yProhi bi t edSent >0</ Radi usAdni ni stratively
Pr ohi bi t edSent >
<Radi usRequest Not Rout abl eRecei ved>0</ Radi usRequest Not Rout abl eRecei ved>
<Radi usRequest Not Rout abl eSent >0</ Radi usRequest Not Rout abl eSent >
<Radi usSessi onNot FoundRecei ved>0</ Radi usSessi onNot FoundRecei ved>
<Radi usSessi onNot FoundSent >0</ Radi usSessi onNot FoundSent >
<Radi usSessi onNot Renbveabl eRecei ved>0</ Radi usSessi onNot Renbveabl eRecei ved>

<Radi usSessi onNot Renpveabl eSent >0</ Radi usSessi onNot Renpveabl eSent >
<Radi usPr oxyPr ocessi ngErr or Recei ved>0</ Radi usPr oxyPr ocessi ngEr r or Recei ved>

<Radi usPr oxyPr ocessi ngEr r or Sent >0</ Radi usPr oxyPr ocessi ngErr or Sent >
<Radi usResour cesUnavai | abl eRecei ved>0</ Radi usResour cesUnavai | abl eRecei ved>

<Radi usResour cesUnavai | abl eSent >0</ Radi usResour cesUnavai | abl eSent >
<Radi usRequest | ni ti at edRecei ved>0</ Radi usRequest I ni ti at edRecei ved>
<Radi usRequest | ni ti at edSent >0</ Radi usRequest | ni ti at edSent >
<Radi usMul ti Sessi onSel ecti onUnsupport edRecei ved>0</ Radi usMul ti Sessi on
Sel ecti onUnsupport edRecei ved>
<Radi usMul t i Sessi onSel ect i onUnsupport edSent >0</ Radi usMul t i Sessi onSel ecti on

Unsupport edSent >
<Radi usLocat i onl nf oRequi r edRecei ved>0</ Radi usLocat i onl nf oRequi r edRecei ved>

<Radi usLocat i onl nf oRequi r edSent >0</ Radi usLocat i onl nf oRequi r edSent >
</ Sanpl e>
</ Prot ocol Error St at s>
</ Statistics>

Session Cleanup Statistics

The following examples show the request and response that are defined in the XSDs for the
StaleSessionStats tag.

Request
This request follows the QueryOmStats > StaleSessionStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF-8"?>
<Quer yOnrft at s>
<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<St al eSessi onSt at s>
<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >
</ Protocol Error St at s>
</ St al eSessi onSt at s>
</ Quer yOntt at s>

Response

The response to this request follows the Statistics > StaleSessionStats Stag defined in the XSDs.
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The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<st al eSessi onSt at s>
<Sanpl e>
<Start Ti me>2001- 12-31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<Sessi onReadyFor C eanUp>0</ Sessi onReadyFor C eanUp>
<Sessi onC eaned>0</ Sessi onCl eaned>
<Reaut hori zedSessi ons>0</ Reaut hori zedSessi ons>
<Reaut hori zedTi meout s>0</ Reaut hori zedTi meout s>
<Reaut hori zedd eaned>0</ Reaut hori zedd eaned>
</ St al eSessi onSt at s>

Individual statistics are defined as follows:

* Ready for Cleanup: GAUGE to track the number of current stale sessions.

¢ Removed for Error: COUNTER to track the number of deleted stale sessions that failed to reauthorize
due to an error response.

¢ Reauthorized: COUNTER to track the number of reauthorized stale sessions.
¢ Reauthorization Timeouts: COUNTER to track to the number of timed out reauthorization sessions.

* Removed for Expiration: COUNTER to track the number of timed out reauthorization sessions
due to age.

Timeout Statistics

The following examples show the response defined in the XSDs for the DiameterAf Stats tag.
The MRA response follows the Statistics > DiameterAfStats tag defined in the XSDs.

* AAR Timeout: The numeric count of AA-Request messages sent and AA-Answer messages not
received in a set amount of time.

¢ ASR Timeout: The numeric count of Abort Session Requests (ASR) messages sent where ASA
messages not received in a set amount of time.

* RAR Timeout:The numeric count of ReAuthorization Request (RAR) messages sent where RAA
messages not received in a set amount of time.

¢ STR Timeout:The numeric count of Session Termination Requests (STR) messages sent where STA
messages not received in a set amount of time.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Di anet er Af St at s>
<Sanpl e>
<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >

'<A'SRl\/Essages Recei vedCount >0</ ASRMessagesRecei vedCount >
<ASRMessagesSent Count >0</ ASRMessages Sent Count >
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<ASRMessagesTi neout Count >0</ ASRMessagesTi neout Count >

'<i=2ARI\/EssagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi neout Count >0</ RARMessagesTi neout Count >

'<§TRI\/EssagesRecei vedCount >0</ STRMessagesRecei vedCount >
<STRMessagesSent Count >0</ STRMessages Sent Count >
<STRMessagesTi neout Count >0</ STRMessagesTi neout Count >

'<AARI\/EssagesRecei vedCount >0</ AARMessagesRecei vedCount >
<AARMessagesSent Count >0</ AARMessagesSent Count >
<AARMessagesTi neout Count >0</ AARMessagesTi neout Count >

<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er Af St at s>
</ Statistics>

Response
The MRA response follows the Statistics > DiameterAfPeerStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF-8"?>
<Statistics>
<Di anet er Af Peer St at s>
<Sampl e>

<StartTi me>2001-12-31T12: 00: 00</ Start Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver>Pol i cyServer </ Pol i cyServer >
<Nanme>Net wor KEl enent Nanme></ Name>
<Nel d>Nel d</ Nel d>
<Net wor kKEl enment Type>Net wor KEI ement Type</ Net wor KEl ement Type>
<Net wor kEl ement SubType>Net wor kEl emrent SubType</ Net wor KEl enent SubType>

%AISRNbssagesRecei vedCount >0</ ASRMessagesRecei vedCount >
<ASRMessagesSent Count >0</ ASRMVessagesSent Count >
<ASRMessagesTi meout Count >0</ ASRMessagesTi neout Count >

%hARNbssagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessagesSent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >

<STRMessagesRecei vedCount >STRMessagesRecei vedCount </ STRMessagesRecei vedCount >
<STRMessagesSent Count >STRMessages Sent Count </ STRMessages Sent Count >
<STRMessagesTi meout Count >0</ STRMessagesTi neout Count >

<AARMessagesRecei vedCount >AARMessagesRecei vedCount </ AARMessagesRecei vedCount >
<AARMessagesSent Count >AARMessages Sent Count </ AARMessages Sent Count >
<AARMessagesTi meout Count >0</ AARMessagesTi meout Count >

.<AAAFai | ur eMessagesSent Count >0</ AAAFai | ur eMessagesSent Count >
</ Sanpl e>

</ Di amet er Af Peer St at s>
</Statistics>

The MRA response follows the Statistics > DiameterPcefStats tag defined in the XSDs.
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* CCR Timeout: The numeric count of CC-Request messages sent and CC-Answer messages not
received in a set amount of time.

Note: The number of CCR-I/U/T Timeouts should equal this number combined.

¢ CCR-I Timeout: The numeric count of CCR-Initial messages sent and CCA-Initial messages not
received in a set amount of time.

* CCR-U Timeout: The numeric count of CCR-Update messages sent and CCA-Update messages
not received in a set amount of time.

* CCR-T Timeout: The numeric count of CCR-Terminate messages sent and CCA-Terminate messages
not received in a set amount of time.

* RAR Timeout: The numeric count of Reauthorization Request messages sent and RAA messages
not received in a set amount of time.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Di anet er Pcef St at s>
<Sanpl e>

<StartTi me>2001-12-31T12: 00: 00</ Start Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Messages| nCount >0</ Messagesl| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >

<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi meout Count >0</ CCRMessagesTi neout Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI MessagesSent Count >

<CCRI MessagesTi neout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi meout Count >0</ CCRUMessagesTi neout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi meout Count >

<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er Pcef St at s>
</ Statistics>

The MRA response follows the Statistics > DiameterPcefPeerStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Di anet er Pcef Peer St at s>
<Sanpl e>
<StartTi ne>2001- 12- 31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
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<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >

<Nanme>Net wor kEl ement Nanme</ Nanme>

<Nel d>Nel d<Nel d>

<Net wor KEIl enment Type>Net wor KEl ement Type</ Net wor KEl enent Type>

<Net wor KEl ement SubType>Net wor KEl enent SubType</ Net wor kKEl enent SubType>

'<i?ARl\/EssagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi neout Count >0</ RARMessagesTi neout Count >

<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi neout Count >0</ CCRMessagesTi neout Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI Messages Sent Count >

<CCRI MessagesTi meout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessagesSent Count >
<CCRUMessagesTi meout Count >0</ CCRUMessagesTi meout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessages Sent Count >
<CCRTMessagesTi neout Count >0</ CCRTMessagesTi neout Count >

<Maxi mumAct i veSessi onsCount >0</ Maxi mumAct i veSessi onsCount >
</ Sanpl e>
</ Di amet er Pcef Peer St at s>
</Statistics>

The MRA response follows the Statistics > DiameterBberfStats tag defined in the XSDs.

* CCR Timeout: The numeric count of CC-Request messages sent and CC-Answer messages not
received in a set amount of time.

Note: The number of CCR-I/U/T Timeouts should equal this number combined.

* CCR-I Timeout: The numeric count of CCR-Initial messages sent and CCA-Initial messages not
received in a set amount of time.

* CCR-U Timeout: The numeric count of CCR-Update messages sent and CCA-Update messages
not received in a set amount of time.

* CCR-T Timeout: The numeric count of CCR-Terminate messages sent and CCA-Terminate messages
not received in a set amount of time.

* RAR Timeout: The numeric count of Reauthorization Request messages sent and RAA messages
not received in a set amount of time.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF-8"?>
<Statistics>
<Di anet er Bber f St at s>
<Sanmpl e>

<StartTi ne>2001- 12-31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12; 15: 00</ EndTi ne>
<Pol i cySer ver>Pol i cyServer </ Pol i cyServer >
<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >

.<'RARl\/EssagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >

.<'(:.(3Rl\/tessages Recei vedCount >0</ CCRMessagesRecei vedCount >
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<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi meout Count >0</ CCRMessagesTi neout Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI MessagesSent Count >

<CCRI MessagesTi neout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi meout Count >0</ CCRUMessagesTi neout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi meout Count >

<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er Bber f St at s>
</ Statistics>

The following is an example of a response for an MPE:

<Statistics>
<Di anet er Bber f St at s>

<Sanpl e>
<StartTi me>2012- 06- 07T01: 00: 00Z</ Start Ti me>
<EndTi ne>2012- 06- 07T01: 15: 00Z</ EndTi me>
<Pol i cyServer >kl i - 63- npe</ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<Curr ent Connect i onsCount >1</ Cur r ent Connect i onsCount >
<Messages| nCount >0</ Messagesl| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi neout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI Messages Sent Count >
<CCRI MessagesTi meout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessagesSent Count >
<CCRUMessagesTi meout Count >0</ CCRUMessagesTi meout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessages Sent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi neout Count >
<CCAIl SuccessMessagesRecei vedCount >0</ CCAl SuccessMessagesRecei vedCount >
<CCAl SuccessMessagesSent Count >0</ CCAl SuccessMessagesSent Count >
<CCAI Fai | ur eMessagesRecei vedCount >0</ CCAIl Fai | ur eMessagesRecei vedCount >
<CCAI Fai | ur eMessagesSent Count >0</ CCAIl Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >0</ CCATSuccessMessagesSent Count >
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<CCATFai | ureMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi numAct i veSessi onsCount >
<Peer CkayCount >1</ Peer CkayCount >
<Peer DownCount >0</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er Bber f St at s>
</ Statistics>

The MRA response follows the Statistics > DiameterBberfPeerStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF-8"?>
<Statistics>
<Di anet er Bber f Peer St at s>
<Sanpl e>

<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver>Pol i cyServer </ Pol i cyServer >
<Nanme>Net wor KEl enment Nane</ Nane>
<Nel d>Nel d</ Nel d>
<Net wor kEl enent Type>Net wor KEI ement Type</ Net wor KEl ement Type>
<Net wor kKEl ement SubType>Net wor KEl emrent SubType</ Net wor KEl enent SubType>

%i?)—\RI\/bssagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >

<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi meout Count >0</ CCRMessagesTi neout Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI Messages Sent Count >

<CCRI MessagesTi meout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi neout Count >0</ CCRUMessagesTi neout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi neout Count >

<Maxi mumAct i veSessi onsCount >0</ Maxi numAct i veSessi onsCount >
</ Sanpl e>
</ Di anet er Bber f Peer St at s>
</Statistics>

The following is an example of a response for an MPE:

<Statistics>
<Di anet er Bber f Peer St at s>

<Sanpl e>
<StartTi me>2012- 06- 07T01: 00: 00Z</ Start Ti me>
<EndTi ne>2012- 06- 07T01: 15: 00Z</ EndTi me>
<Pol i cyServer >kl i - 63- npe</ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<Nane>nr a66</ Nane>
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<Neld />
<Net wor kEl enent Type />
<Net wor KEl ement SubType />
<Connect Ti me>Tue Jun 05 02: 54: 29 EDT 2012</ Connect Ti ne>
<Di sconnect Ti me>Tue Jun 05 02: 54: 28 EDT 2012</Di sconnect Ti me>
<Connect Addr ess>10. 60. 25. 66</ Connect Addr ess>
<Connect Por t >48526</ Connect Port >
<Connect Type>TCP</ Connect Type>
<Messagesl| nCount >0</ Messages| nCount >
<MessagesQut Count >0</ MessagesQut Count >
<MessagesError | nCount >0</ MessagesEr r or | nCount >
<MessagesEr r or Qut Count >0</ MessagesEr r or Qut Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi meout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI MessagesSent Count >
<CCRI MessagesTi neout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi meout Count >0</ CCRUMessagesTi neout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi meout Count >
<CCAI SuccessMessagesRecei vedCount >0</ CCAl SuccessMessagesRecei vedCount >
<CCAIl SuccessMessagesSent Count >0</ CCAl SuccessMessagesSent Count >
<CCAI Fai | ur eMessagesRecei vedCount >0</ CCAl Fai | ur eMessagesRecei vedCount >
<CCAl Fai | ur eMessagesSent Count >0</ CCAIl Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >0</ CCATSuccessMessagesSent Count >
<CCATFai | ur eMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi numAct i veSessi onsCount >
</ Sanpl e>
</ Di anet er Bber f Peer St at s>
</ Statistics>

The MRA response follows the Statistics > DiameterShStats tag defined in the XSDs.

¢ UDR Timeout: The numeric count of User Data Request (UDR) messages sent and User Data
Answer (UDA) messages not received in a set amount of time.

¢ PUR Timeout:The numeric count of Profile Update Request (PUR) messages sent and Profile
Update Answer (PUA) messages not received in a set amount of time.

* SNR Timeout:The numeric count of Subscription Notification Request (SNR) messages sent and
Subscription Notification Answer (SNA) messages not received in a set amount of time.
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The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Di anet er ShSt at s>
<Sanpl e>

<StartTi me>2001-12-31T12: 00: 00</ Start Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Messages| nCount >0</ Messagesl| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
<UDRMessagesRecei vedCount >0</ UDRMessagesRecei vedCount >
<UDRMessagesSent Count >0</ UDRMessages Sent Count >
<UDRMessagesTi meout Count >0</ UDRMessagesTi neout Count >

'<i3.URMessagesRecei vedCount >0</ PURMessagesRecei vedCount >
<PURMessagesSent Count >0</ PURMessages Sent Count >
<PURMessagesTi meout Count >0</ PURMessagesTi neout Count >

'<-SNRM535agesRecei vedCount >0</ SNRMVessagesRecei vedCount >
<SNRMessagesSent Count >0</ SNRVessages Sent Count >
<SNRMessagesTi meout Count >0</ SNRvVessagesTi neout Count >

<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er ShSt at s>
</ Statistics>

The MRA response follows the Statistics > DiameterTdfStats tag defined in the XSDs.

CCR Timeout: The numeric count of CC-Request messages sent and CC-Answer messages not received
in a set amount of time.

Note: The number of CCR-I/U/T Timeouts should equal this number combined.

¢ CCR-I Timeout: The numeric count of CCR-Initial messages sent and CCA-Initial messages not
received in a set amount of time.

* CCR-U Timeout: The numeric count of CCR-Update messages sent and CCA-Update messages
not received in a set amount of time.

* CCR-T Timeout:The numeric count of CCR-Terminate messages sent and CCA-Terminate messages
not received in a set amount of time.

* RAR Timeout: The numeric count of Reauthorization Request messages sent and RAA messages
not received in a set amount of time.

The following is an example of a response for a single policy server:

<Statistics>
<Di anet er Tdf St at s>
<Sanpl e>

<StartTi me>2012- 05- 28T09: 30: 00Z</ Start Ti me>
<EndTi me>2012- 05- 28T09: 45: 00Z</ EndTi me>
<Pol i cyServer >kl i - 63- npe</ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<Curr ent Connect i onsCount >1</ Cur r ent Connect i onsCount >
<Messages| nCount >0</ Messagesl| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
<TSRMessagesRecei vedCount >0</ TSRMessagesRecei vedCount >
<TSRMessagesSent Count >0</ TSRMVessagesSent Count >
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<TSRMessagesTi neout Count >0</ TSRMessagesTi neout Count >
<TSASuccessMessagesRecei vedCount >0</ TSASuccessMessagesRecei vedCount >
<TSASuccessMessagesSent Count >0</ TSASuccessMessagesSent Count >
<TSAFai | ur eMessagesRecei vedCount >0</ TSAFai | ur eMessagesRecei vedCount >
<TSAFai | ur eMessagesSent Count >0</ TSAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessagesSent Count >
<CCRMessagesTi meout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI Messages Sent Count >
<CCRI MessagesTi neout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessagesSent Count >
<CCRUMessagesTi neout Count >0</ CCRUMessagesTi neout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi neout Count >
<CCAI SuccessMessagesRecei vedCount >0</ CCAIl SuccessMessagesRecei vedCount >
<CCAI SuccessMessagesSent Count >0</ CCAl SuccessMessagesSent Count >
<CCAl Fai | ur eMessagesRecei vedCount >0</ CCAl Fai | ur eMessagesRecei vedCount >
<CCAl Fai | ur eMessagesSent Count >0</ CCAIl Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >0</ CCATSuccessMessagesSent Count >
<CCATFai | ur eMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi numAct i veSessi onsCount >
<Peer CkayCount >1</ Peer Ckay Count >
<Peer DownCount >2</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er Tdf St at s>
</ Statistics>

The following is an example of a response for an MPE:

<Statistics>
<Di anet er Tdf St at s>

<Sanpl e>
<Start Ti mne>2012- 05- 28T09: 30: 00Z</ St art Ti ne>
<EndTi me>2012- 05- 28T09: 45: 00Z</ EndTi me>
<Pol i cyServer >kl i - 63- npe</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Current Connect i onsCount >1</ Cur r ent Connect i onsCount >
<Messagesl| nCount >0</ Messages| nCount >
<MessagesQut Count >0</ MessagesCut Count >
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<TSRMessagesRecei vedCount >0</ TSRMessagesRecei vedCount >
<TSRMessagesSent Count >0</ TSRMessages Sent Count >
<TSRMessagesTi meout Count >0</ TSRMessagesTi neout Count >
<TSASuccessMessagesRecei vedCount >0</ TSASuccessMessagesRecei vedCount >
<TSASuccessMessagesSent Count >0</ TSASuccessMessagesSent Count >
<TSAFai | ur eMessagesRecei vedCount >0</ TSAFai | ur eMessagesRecei vedCount >
<TSAFai | ur eMessagesSent Count >0</ TSAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi neout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ureMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessages Sent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi meout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI Messages Sent Count >
<CCRI MessagesTi meout Count >0</ CCRI MessagesTi meout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi neout Count >0</ CCRUMessagesTi meout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessages Sent Count >
<CCRTMessagesTi neout Count >0</ CCRTMessagesTi meout Count >
<CCAl SuccessMessagesRecei vedCount >0</ CCAl SuccessMessagesRecei vedCount >
<CCAl SuccessMessagesSent Count >0</ CCAl SuccessMessagesSent Count >
<CCAl Fai | ur eMessagesRecei vedCount >0</ CCAI Fai | ur eMessagesRecei vedCount >
<CCAI Fai | ur eMessagesSent Count >0</ CCAIl Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >0</ CCATSuccessMessagesSent Count >
<CCATFai | ur eMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi nmumAct i veSessi onsCount >
<Peer CkayCount >1</ Peer CkayCount >
<Peer DownCount >2</ Peer DownCount >
<Peer Suspect Count >0</ Peer Suspect Count >
<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er Tdf St at s>
</ Statistics>

The MRA response follows the Statistics > DiameterTdfPeerStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<Statistics>
<Di anet er Tdf Peer St at s>
<Sanpl e>
<StartTi ne>2012- 05- 28T09: 15: 00Z</ St art Ti ne>
<EndTi ne>2012- 05- 28T09: 30: 00Z</ EndTi ne>
<Pol i cySer ver >kl i - 63- npe</ Pol i cySer ver >
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<l sConpl et e>t rue</ | sConpl et e>
<Nane>kl i - 66- nr a2</ Nane>
<Nel d/ >
<Net wor kEl erent Type/ >
<Net wor kEl enent SubType/ >
<Connect Ti me>Thu May 24 01:23:51 EDT 2012</ Connect Ti ne>
<Di sconnect Ti ne>Fri My 25 04:18: 11 EDT 2012</Di sconnect Ti me>
<Connect Addr ess>10. 60. 25. 67: 57455, 10. 60. 25. 68: 57455</ Connect Addr ess>
<Connect Por t >0</ Connect Port >
<Connect Type>SCTP</ Connect Type>
<Messages| nCount >0</ Messagesl| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
<MessagesError | nCount >0</ MessagesEr r or | nCount >
<MessagesEr r or Qut Count >0</ MessagesEr r or Qut Count >
<TSRMessagesRecei vedCount >0</ TSRMessagesRecei vedCount >
<TSRMessagesSent Count >0</ TSRMessages Sent Count >
<TSRMessagesTi neout Count >0</ TSRMessagesTi neout Count >
<TSASuccessMessagesRecei vedCount >0</ TSASuccessMessagesRecei vedCount >
<TSASuccessMessagesSent Count >0</ TSASuccessMessagesSent Count >
<TSAFai | ur eMessagesRecei vedCount >0</ TSAFai | ur eMessagesRecei vedCount >
<TSAFai | ur eMessagesSent Count >0</ TSAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessagesSent Count >
<CCRMessagesTi meout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI Messages Sent Count >
<CCRI MessagesTi meout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi neout Count >0</ CCRUMessagesTi neout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi neout Count >
<CCAI SuccessMessagesRecei vedCount >0</ CCAIl SuccessMessagesRecei vedCount >
<CCAI SuccessMessagesSent Count >0</ CCAl SuccessMessagesSent Count >
<CCAl Fai | ur eMessagesRecei vedCount >0</ CCAl Fai | ur eMessagesRecei vedCount >
<CCAl Fai | ur eMessagesSent Count >0</ CCAIl Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >0</ CCATSuccessMessagesSent Count >
<CCATFai | ur eMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi numAct i veSessi onsCount >
</ Sanpl e>
</ Di anet er Tdf Peer St at s>
</ Statistics>
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The following is an example of a response for an MPE:

<Statistics>
<Di anet er Tdf Peer St at s>

<Sanpl e>
<StartTi me>2012- 05- 28T09: 15: 00Z</ Start Ti me>
<EndTi me>2012- 05- 28T09: 30: 00Z</ EndTi me>
<Pol i cyServer >kl i - 63- npe</ Pol i cyServer >
<| sConpl et e>t rue</ | sConpl et e>
<Nanme>kl i - 66- nTr a2</ Nane>
<Neld />
<Net wor kEl ement Type />
<Net wor KEl emrent SubType />
<Connect Ti me>Thu May 24 01:23:51 EDT 2012</ Connect Ti me>
<Di sconnect Ti ne>Fri May 25 04:18:11 EDT 2012</Di sconnect Ti ne>
<Connect Addr ess>10. 60. 25. 67: 57455, 10. 60. 25. 68: 57455</ Connect Addr ess>
<Connect Port >0</ Connect Port >
<Connect Type />
<Messages| nCount >0</ Messagesl| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
<MessagesEr r or | nCount >0</ MessagesErr or | nCount >
<MessagesErr or Qut Count >0</ MessagesEr r or Qut Count >
<TSRMessagesRecei vedCount >0</ TSRMessagesRecei vedCount >
<TSRMessagesSent Count >0</ TSRMessages Sent Count >
<TSRMessagesTi meout Count >0</ TSRMessagesTi neout Count >
<TSASuccessMessagesRecei vedCount >0</ TSASuccessMessagesRecei vedCount >
<TSASuccessMessagesSent Count >0</ TSASuccessMessagesSent Count >
<TSAFai | ur eMessagesRecei vedCount >0</ TSAFai | ur eMessagesRecei vedCount >
<TSAFai | ur eMessagesSent Count >0</ TSAFai | ur eMessagesSent Count >
<RARMessagesRecei vedCount >0</ RARMessagesRecei vedCount >
<RARMessagesSent Count >0</ RARMessages Sent Count >
<RARMessagesTi meout Count >0</ RARMessagesTi neout Count >
<RAASuccessMessagesRecei vedCount >0</ RAASuccessMessagesRecei vedCount >
<RAASuccessMessagesSent Count >0</ RAASuccessMessagesSent Count >
<RAAFai | ur eMessagesRecei vedCount >0</ RAAFai | ur eMessagesRecei vedCount >
<RAAFai | ur eMessagesSent Count >0</ RAAFai | ur eMessagesSent Count >
<CCRMessagesRecei vedCount >0</ CCRMessagesRecei vedCount >
<CCRMessagesSent Count >0</ CCRMessages Sent Count >
<CCRMessagesTi meout Count >0</ CCRMessagesTi neout Count >
<CCASuccessMessagesRecei vedCount >0</ CCASuccessMessagesRecei vedCount >
<CCASuccessMessagesSent Count >0</ CCASuccessMessagesSent Count >
<CCAFai | ur eMessagesRecei vedCount >0</ CCAFai | ur eMessagesRecei vedCount >
<CCAFai | ur eMessagesSent Count >0</ CCAFai | ur eMessagesSent Count >
<CCRI MessagesRecei vedCount >0</ CCRI MessagesRecei vedCount >
<CCRI MessagesSent Count >0</ CCRI MessagesSent Count >
<CCRI MessagesTi neout Count >0</ CCRI MessagesTi neout Count >
<CCRUMessagesRecei vedCount >0</ CCRUMessagesRecei vedCount >
<CCRUMessagesSent Count >0</ CCRUMessages Sent Count >
<CCRUMessagesTi meout Count >0</ CCRUMessagesTi neout Count >
<CCRTMessagesRecei vedCount >0</ CCRTMessagesRecei vedCount >
<CCRTMessagesSent Count >0</ CCRTMessagesSent Count >
<CCRTMessagesTi meout Count >0</ CCRTMessagesTi meout Count >
<CCAI SuccessMessagesRecei vedCount >0</ CCAl SuccessMessagesRecei vedCount >
<CCAIl SuccessMessagesSent Count >0</ CCAl SuccessMessagesSent Count >
<CCAI Fai | ur eMessagesRecei vedCount >0</ CCAl Fai | ur eMessagesRecei vedCount >
<CCAI Fai | ur eMessagesSent Count >0</ CCAI Fai | ur eMessagesSent Count >
<CCAUSuccessMessagesRecei vedCount >0</ CCAUSuccessMessagesRecei vedCount >
<CCAUSuccessMessagesSent Count >0</ CCAUSuccessMessagesSent Count >
<CCAUFai | ur eMessagesRecei vedCount >0</ CCAUFai | ur eMessagesRecei vedCount >
<CCAUFai | ur eMessagesSent Count >0</ CCAUFai | ur eMessagesSent Count >
<CCATSuccessMessagesRecei vedCount >0</ CCATSuccessMessagesRecei vedCount >
<CCATSuccessMessagesSent Count >0</ CCATSuccessMessagesSent Count >
<CCATFai | ur eMessagesRecei vedCount >0</ CCATFai | ur eMessagesRecei vedCount >
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<CCATFai | ur eMessagesSent Count >0</ CCATFai | ur eMessagesSent Count >
<Act i veSessi onsCount >0</ Act i veSessi onsCount >
<Maxi mumAct i veSessi onsCount >0</ Maxi numAct i veSessi onsCount >
</ Sanpl e>
</ Di amet er Tdf Peer St at s>
</Statistics>

The MRA response follows the Statistics > DiameterShPeerStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics xmns:xsi="http://ww.w3. org/ 2001/ XM.Schena- i nst ance"
XSi : noNanespaceSchemalLocat i on="o0ssi Xml On edi t . xsd" >
<Di anet er ShPeer St at s>
<Sanmpl e>
<StartTi me>2001-12-31T12: 00: 00</ Start Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver>Pol i cyServer </ Pol i cyServer >
<Nanme>Net wor KEl enent Narme</ Name>
<Nel d>Nel d</ Nel d>
<Net wor KEl enent Type>Net wor KEI ement Type</ Net wor KEl ement Type>
<Net wor kKEl ement SubType>Net wor kEl emrent SubType</ Net wor KEl enent SubType>

'<U.DRl\/bssagesRecei vedCount >0</ UDRMessagesRecei vedCount >
<UDRMessagesSent Count >0</ UDRMessages Sent Count >
<UDRMessagesTi meout Count >0</ UDRMessagesTi neout Count >

%i:’URNbssagesRecei vedCount >0</ PURMessagesRecei vedCount >
<PURMessagesSent Count >0</ PURMessages Sent Count >
<PURMessagesTi meout Count >0</ PURMessagesTi neout Count >

%.SNRNbssagesRecei vedCount >0</ SNRMessagesRecei vedCount >
<SNRMessagesSent Count >0</ SNRMessages Sent Count >
<SNRMessagesTi meout Count >0</ SNRMessagesTi neout Count >

<Maxi mumAct i veSessi onsCount >0</ Maxi mumAct i veSessi onsCount >
</ Sanpl e>
</ Di amet er ShPeer St at s>
</Statistics>

The MRA response follows the Statistics > DiameterMraDrmaStats tag defined in the XSDs.

¢ DBR Timeout: The numeric count of Diameter Binding Request messages sent and Diameter
Binding Answer messages not received in a set amount of time.

* RUR Timeout: The numeric count of Diameter Routing Update Request messages sent and Diameter
Routing Update messages not received in a set amount of time.

* LNR Timeout: The numeric count of Diameter Load Notify Request messages sent and Diameter
Load Notify Answer messages not received in a set amount of time.

¢ LSR Timeout:The numeric count of Diameter Load Subscription Request messages sent and
Diameter Load Subscription Answer messages not received in a set amount of time.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Sanpl e>
<StartTi me>2001-12-31T12: 00: 00</ St art Ti me>
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<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>

<MRA>MRA</ NRA>

<Current Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Messages| nCount >0</ Messagesl| nCount >

<MessagesQut Count >0</ MessagesQut Count >
<DBRMessagesRecei vedCount >0</ DBRMessagesRecei vedCount >
<DBRMessageSent Count >0</ DBRMessagesSent Count >
<DBRMessageTi neout Count >0</ DBRMessagesTi neout Count >

.<'R.LJRl\/EssagesRecei vedCount >0</ RURMessagesRecei vedCount >
<RURMessagesSent Count >0</ RURMessages Sent Count >
<RURMessagesTi meout Count >0</ RURMessagesTi neout Count >

.<LNRl\/EssagesRecei vedCount >0</ LNRMessagesRecei vedCount >
<LNRMessagesSent Count >0</ LNRMessages Sent Count >
<LNRMessagesTi meout Count >0</ LNRMessagesTi neout Count >

<LSRMessagesRecei vedCount >0</ LSRMessagesRecei vedCount >
<LSRMessagesSent Count >0</ LSRMessagesSent Count >
<LSRMessagesTi meout Count >0</ LSRMessagesTi neout Count >
<SQRMessagesRecei vedCount >0</ SQRMessagesRecei vedCount >
< SQRMessagesSent Count >0</ SQRMessages Sent Count >

< SQRMessagesTi meout Count >0</ SQRMessagesTi neout Count >

<Peer ReopenCount >0</ Peer ReopenCount >
</ Sanpl e>
</ Di anet er M aDr maSt at s>
</ Statistics>

The MRA response follows the Statistics > DiameterMraDrmaPeerStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Statistics>

<Di anet er M aDr maPeer St at s>

<Sanpl e>

<StartTi me>2001-12-31T12: 00: 00</ Start Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<MRA>NMRA</ VRA>
<Nanme>Net wor KEl ement Nane</ Nanme>
<Connect Ti me>2001- 11- 31T12: 00: 00</ Connect Ti ne>
<Di sconnect Ti ne>2001- 12- 31T12: 00: 00</ Di sconnect Ti ne>
<Connect Addr ess>10. 15. 25. 110</ Connect Addr ess>
<Connect Por t >3868</ Connect Port >
<Messages| nCount >0</ Messagesl| nCount >
<MessagesCQut Count >0</ MessagesQut Count >
<MessagesEr r or | nCount >0</ MessagesErr or | nCount >
<MessagesErr or Qut Count >0</ MessagesEr r or Qut Count >
<DBRMessagesRecei vedCount >0</ DBRMessagesRecei vedCount >
<DBRMessagesSent Count >0</ DBRMessages Sent Count >
<DBRMessagesTi meout Count >0</ DBRMessagesTi neout Count >

.<'R.LJRl\/EssagesRecei vedCount >0</ RURMessagesRecei vedCount >
<RURMessagesSent Count >0</ RURMessages Sent Count >
<RURMessagesTi meout Count >0</ RURMessagesTi neout Count >

<LNRMessagesRecei vedCount >0</ LNRMessagesRecei vedCount >
<LNRMessagesSent Count >0</ LNRMessages Sent Count >
<LNRMessagesTi meout Count >0</ LNRMessagesTi neout Count >
<LSRMessagesRecei vedCount >0</ LSRMessagesRecei vedCount >
<LSRMessagesSent Count >0</ LSRMessagesSent Count >
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<LSRMessagesTi neout Count >0</ LSRMessagesTi neout Count >
<SQRMVessagesRecei vedCount >0</ SQRMessagesRecei vedCount >
< SQRMessagesSent Count >0</ SQRMessages Sent Count >

< SQRMessagesTi meout Count >0</ SQRMessagesTi meout Count

<Al | Pcr f sDownRecvCount >0</ Al | Pcr f sDownRecvCount >
</ Sanpl e>
</ Di amet er M aDr raPeer St at s>
</Statistics>

Traffic Profile Statistics

The following examples show the request and response that are defined in the XSDs for the
TrafficProfileStats tag.

Request
This request follows the QueryOmStats > TrafficProfileStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Quer yOnfst at s>
<Start Ti ne>2001- 12- 31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<TrafficProfil eStats>
<Pol i cySer ver>Pol i cyServer </ Pol i cyServer >

<Nane>Tr af fi cProfi | eNane</ Name>

</[TrafficProfil eStats>

</ Quer yOntt at s>

Response
The response to this request follows the Statistics > TrafficProfileStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<TrafficProfil eStats>
<Sampl e>

<StartTi me>2001-12- 31T12: 00: 00</ Start Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<Name>Tr af fi cProf i | eName</ Name>
<Nurber O Ti mes| nst al | edAt t enps>0</ Nunber O Ti nesl nst al | edAt t enps>
<Nurmber O Ti mesRenovedBy PCRF>0</ Nunmber O Ti nesRenovedBy PCRF>

<Nunber O Ti nesFai | edOr RenovedBy Gat eway>0</ Nunber O Ti nesFai | edOr RenovedBy Gat eway >

</TrafficProfil eStats>

Individual statistics are defined for Traffic Profiles as follows:

¢ Install Attempt: COUNTER which tracks the number of times the PCRF attempts to install a specific
Traffic Profile.
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* Removed by PCRF: COUNTER which tracks the number of times the PCRF initiates the removal
of a specific Traffic Profile.

¢ Failed or Removed by Gateway: COUNTER which tracks the number of times specific Traffic
Profiles fail to install on the gateway, and the number of times the gateway removes a rule without
PCRF approval.

Connection Error Statistics

The following examples show the request and response that are defined in the XSDs for the
ConnectionErrorStats tag.

Request
This request follows the QueryOmStats > ConnectionErrorStats tag defined in the XSDs.

The following is an example of a request for all connection error statistics:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<QueryOntStats Del taCount="fal se">
<StartTi me>2010- 04- 02T00: 01: 00</ St art Ti me>
<EndTi ne>2011- 05- 21T23: 59: 00</ EndTi ne>
<Connect i onError St at s>
<Name>123</ Nane>
</ Connecti onError St at s>
</ Quer yOrst at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > ConnectionErrorStats tag defined in the XSDs.

¢ DiameterCommandUnsupported - The request contained a command code that the receiver did
not recognize or support.

¢ DiameterUnableToDeliver - This error is given when the diameter node cannot deliver the message
to the destination, either because no host within the realm that supports the required application
was available to process the request, or because Destination-Host AVP was given without the
associated Destination-Realm AVP.

* DiameterRealmNotServed - The intended realm of the request is not recognized.

* DiameterTooBusy - The diameter node has too much traffic. When returned, a diameter node
attempts to send the message to an alternate peer.

¢ DiameterLoopDetected - An agent detected a loop while trying to get the message to the intended
recipient. The message may be sent to an alternate peer if available.

* DiameterRedirectIndication - A redirect agent has determined that the request could not be satisfied
locally and the initiator of the request should direct the request directly to the server, whose contact
information has been added to the response. When set, the Redirect-Host AVP must be present.

e DiameterApplicationUnsupported - A request was sent for an application that is not supported.

¢ DiameterInvalidHdrBits - A request was received whose bits in the diameter header were either
set to an invalid combination, or to a value that is inconsistent with the command code's definition.

¢ DiameterInvalid AvpBits - A request was received that included an AVP whose flag bits are set to
an unrecognized value, or that is inconsistent with the AVP's definition.
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¢ DiameterUnknownPeer - A CER was received from an unknown peer.

* DiameterAuthenticationRejected - The authentication process for the user failed, most likely due
to an invalid password used by the user. The user is then prompted for a new password.

¢ DiameterOutOfSpace - A diameter node received the accounting request but was unable to commit
it to stable storage due to a temporary lack of space.

¢ ElectionLost - The peer has lost the election process and has disconnected the transport connection.

¢ DiameterEndUserServiceDenied - The credit-control server denied the service request due to service
restrictions. If the CCR contained used-service-units, they are deducted, if possible.

* DiameterCreditControlNotApplicable - The credit-control server determined that the service can
be granted to the end user, but that no further credit control is needed for the service (for example,
the service is free of charge).

¢ DiameterCreditLimitReached - The credit-control server denied the service request because the
end user's account could not cover the requested service. If the CCR contained used-service-units,
they are deducted, if possible.

¢ DiameterAvpUnsupported - The peer received a message that contained an AVP that is not
recognized or supported and was marked with the Mandatory bit.

¢ DiameterUnknownSessionld - The request contained an unknown Session-Id.

* DiameterAuthorizationRejected - A request was received for which the user could not be authorized.
This error could occur if the requested service is not permitted to the user.

¢ DiameterInvalid AvpValue - The request contained an AVP with an invalid value in its data portion.

¢ DiameterMissingAvp - The request did not contain an AVP that is required by the command code
definition. If this value is sent in the Result-Code AVP, a Failed-AVP AVP is included in the message.

¢ DiameterResourcesExceeded - A request was received that cannot be authorized because the user
has already expended its allowed resources.

* DiameterContradictingAvps - The Home Diameter server has detected AVPs in the request that
contradict each other, and is not willing to provide service to the user.

¢ DiameterAvpNotAllowed - A message was received with an AVP that cannot be present.

¢ DiameterAvpOccursTooManyTimes - A message was received that included an AVP that appeared
more often than permitted.

¢ DiameterNoCommonApplication - This error is returned when a CER message is received, and
there are no common applications supported between the peers.

* DiameterUnsupportedVersion - This error is returned when a request was received with an
unsupported version number.

¢ DiameterUnableToComply - This error is returned when a request is rejected for unspecified
reasons.

¢ DiameterInvalidBitInHeader - This error is returned when an unrecognized bit in the diameter
header is set to one (1).

¢ DiameterInvalidAvpLength - The request contained an AVP with an invalid length.

* DiameterInvalidMessageLength - This error is returned when a request is received with an invalid
message length.

¢ DiameterInvalid AvpBitCombo - The request contained an AVP with an invalid AVP Flags value.

¢ DiameterNoCommonSecurity - This error is returned when a CER message is received, but there
are no common security mechanisms supported between the peers.

¢ DiameterUserUnknown - The specified end user is unknown in the credit-control server.

* DiameterRatingFailed - This error code is used to inform the credit-control client that the
credit-control server cannot rate the service request due to insufficient rating input, an incorrect
AVP combination, or an AVP or AVP value that is not recognized or supported in the rating.

¢ DiameterErrorInitialParameters - The initial parameters contain an error.
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* RadiusSessionContyextRemoved - The residual session context has been removed.
¢ RadiusInvalidEapPacket - An invalid EAP Packet was detected.

¢ RadiusUnsupportedAttribute - The request contained an unsupported attribute.

* RadiusMissingAttribute - A request was missing a required attribute.

¢ RadiusNasIldMismatch - The system was unable to match the received NAS to the stored information.
¢ RadiusInvalidRequest - The system has received an invalid request.

¢ RadiusUnsupportedService - The requested service is not supported.

¢ RadiusUnsupportedExtension - The requested extension is not supported.

¢ RadiusInvalid AttributeValue - The request contains an invalid attribute value.

¢ RadiusAdministrativelyProhibited - The request is administratively prohibited.

¢ RadiusRequestNotRoutable - The request can't be routed.

* RadiusSessionNotFound - The session context cannot be found.

¢ RadiusSessionNotRemoveable - The session context cannot be removed.

¢ RadiusProxyProcessingError - An unknown proxy processing error has occurred.
¢ RadiusResourcesUnavailable - The necessary resources are unavailable.

¢ RadiusRequestInitiated - A request has been initiated.

* RadiusMultiSessionSelectionUnsupported - The requested multiple-session selection is not
supported.

* RadiusLocationInfoRequired - The location information is missing.

The following is an example of the ConnectionErrorStats tag:

<?xm version='"1.0" ?>
<Statistics>
<Connecti onError St at s>
<Sanpl e>

<StartTi me>2011- 02- 22T03: 45: 11Z</ Start Ti ne>
<EndTi ne>2011- 02- 22T03: 45: 33Z</ EndTi me>
<Pol i cyServer>rc178</ Pol i cySer ver >
<Nanme>123</ Nane>
<Nel d></ Nel d>
<Di anet er CommandUnsuppor t edRecei ved>0</ Di anet er CommandUnsupport edRecei ved>

<Di anet er CommandUnsuppor t edSent >0</ Di anet er CommandUnsuppor t edSent >
<Di anet er Unabl eToDel i ver Recei ved>0</ Di anet er Unabl eToDel i ver Recei ved>
<Di anet er Unabl eToDel i ver Sent >0</ Di anet er Unabl eToDel i ver Sent >
<Di anet er Real nNot Ser vedRecei ved>0</ Di anet er Real mNot Ser vedRecei ved>
<Di anet er Real mMNot Ser vedSent >0</ Di anet er Real nNot Ser vedSent >
<Di anet er TooBusyRecei ved>0</ Di anet er TooBusyRecei ved>
<Di anet er TooBusySent >0</ Di anet er TooBusySent >
<Di anet er LoopDet ect edRecei ved>0</ Di anet er LoopDet ect edRecei ved>
<Di anet er LoopDet ect edSent >0</ Di anet er LoopDet ect edSent >
<Di anet er Redi rect | ndi cat i onRecei ved>0</ Di anet er Redi r ect | ndi cat i onRecei ved>

<Di anet er Redi rect | ndi cati onSent >0</ Di anet er Redi r ect | ndi cati onSent >
<Di anet er Appl i cati onUnsupport edRecei ved>0</ Di anet er Appl i cati on
Unsupport edRecei ved>
<Di anet er Appl i cati onUnsupport edSent >0</ Di anet er Appl i cati onUnsupport edSent >

<Di anet er | nval i dHdr Bi t sRecei ved>0</ Di anet er | nval i dHdr Bi t sRecei ved>
<Di anet er | nval i dHdr Bi t sSent >0</ Di anet er | nval i dHdr Bi t sSent >

<Di anet er I nval i dAvpBi t sRecei ved>0</ Di anet er | nval i dAvpBi t sRecei ved>
<Di anet er | nval i dAvpBi t sSent >0</ Di anet er | nval i dAvpBi t sSent >

<Di anmet er UnknownPeer Recei ved>0</ Di anet er UnknownPeer Recei ved>

<Di anet er UnknownPeer Sent >0</ Di anet er UnknownPeer Sent >
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<Di anet er Aut hent i cati onRej ect edRecei ved>0</ Di anet er Aut henti cati on
Rej ect edRecei ved>
<Di anet er Aut hent i cat i onRej ect edSent >0</ Di anet er Aut henti cati onRej ect edSent >

<Di anet er Qut O SpaceRecei ved>0</ Di anet er Qut Of SpaceRecei ved>

<Di anet er Qut O SpaceSent >0</ Di anet er Qut O SpaceSent >

<El ecti onLost Recei ved>0</ El ecti onLost Recei ved>

<El ect i onLost Sent >0</ El ect i onLost Sent >

<Di anet er EndUser Ser vi ceDeni edRecei ved>0</ Di anet er EndUser Ser vi ce
Deni edRecei ved>

<Di anet er EndUser Ser vi ceDeni edSent >0</ Di anet er EndUser Ser vi ceDeni edSent >

<Di anet er Cr edi t Cont r ol Not Appl i cabl eRecei ved>0</ Di anet er Cr edi t Cont r ol Not
Appl i cabl eRecei ved>

<Di anet er Cr edi t Cont r ol Not Appl i cabl eSent >0</ Di anmet er Cr edi t Cont r ol Not
Appl i cabl eSent >

<Di anet er Cr edi t Li m t ReachedRecei ved>0</ Di anet er Credi t Li m t ReachedRecei ved>

<Di anet er Credi t Li mi t ReachedSent >0</ Di anet er Cr edi t Li m t ReachedSent >
<Di anet er AvpUnsupport edRecei ved>0</ Di anet er AvpUnsupport edRecei ved>
<Di anet er AvpUnsuppor t edSent >0</ Di anet er AvpUnsuppor t edSent >
<Di anet er UnknownSessi onl dRecei ved>0</ Di anet er UnknownSessi onl dRecei ved>
<Di anet er UnknownSessi onl dSent >0</ Di anmet er UnknownSessi onl dSent >
<Di anet er Aut hori zat i onRej ect edRecei ved>0</ Di anet er Aut hori zati on
Rej ect edRecei ved>
<Di anet er Aut hor i zat i onRej ect edSent >0</ Di anet er Aut hori zat i onRej ect edSent >
<Di anet er I nval i dAvpVal ueRecei ved>0</ Di anet er | nval i dAvpVal ueRecei ved>
<Di anet er | nval i dAvpVal ueSent >0</ Di an®et er | nval i dAvpVal ueSent >
<Di anet er M ssi ngAvpRecei ved>0</ Di anet er M ssi ngAvpRecei ved>
<Di anet er M ssi ngAvpSent >0</ Di anet er M ssi ngAvpSent >
<Di anet er Resour cesExceededRecei ved>0</ Di anet er Resour cesExceededRecei ved>
<Di anet er Resour cesExceededSent >0</ Di anet er Resour cesExceededSent >
<Di anet er Contr adi ct i ngAvpsRecei ved>0</ Di anet er Cont r adi ct i ngAvpsRecei ved>
<Di anet er Cont r adi ct i ngAvpsSent >0</ Di anet er Cont r adi ct i ngAvpsSent >
<Di anet er AvpNot Al | owedRecei ved>0</ Di anet er AvpNot Al | owedRecei ved>
<Di anet er AvpNot Al | owedSent >0</ Di anmet er AvpNot Al | owedSent >
<Di anet er AvpCccur sTooManyTi nesRecei ved>0</ Di anet er AvpCccur sToo
ManyTi mesRecei ved>
<Di anet er AvpCccur sTooManyTi nesSent >0</ Di anet er AvpCccur sTooManyTi nesSent >
<Di anet er NoConmonAppl i cati onRecei ved>0</ Di amet er NoConmon
Appl i cati onRecei ved>
<Di anet er NoConmonAppl i cat i onSent >0</ Di anet er NoCormonAppl i cati onSent >
<Di anet er Unsupport edVer si onRecei ved>0</ Di anet er Unsupport edVer si onRecei ved>

<Di anet er Unsuppor t edVer si onSent >0</ Di anet er Unsuppor t edVer si onSent >

<Di anet er Unabl eToConpl yRecei ved>0</ Di anet er Unabl eToConpl yRecei ved>

<Di anet er Unabl eToConpl ySent >0</ Di anet er Unabl eToConpl ySent >

<Di anet er | nval i dBi t | nHeader Recei ved>0</ Di anet er | nval i dBi t | nHeader Recei ved>

<Di anet er I nval i dBi t | nHeader Sent >0</ Di anet er | nval i dBi t | nHeader Sent >
<Di anet er I nval i dAvpLengt hRecei ved>0</ Di anet er | nval i dAvpLengt hRecei ved>
<Di anet er | nval i dAvpLengt hSent >0</ Di anmet er | nval i dAvpLengt hSent >
<Di anet er | nval i dMessagelLengt hRecei ved>0</ Di anet er | nval i dMessage

Lengt hRecei ved>
<Di anet er | nval i dMessagelLengt hSent >0</ Di anet er | nval i dMessagelLengt hSent >
<Di anet er | nval i dAvpBi t ConboRecei ved>0</ Di anet er | nval i dAvpBi t ConboRecei ved>

<Di anet er | nval i dAvpBi t ConboSent >0</ Di anet er | nval i dAvpBi t ConboSent >

<Di anet er NoCommonSecur i t yRecei ved>0</ Di anet er NoConmonSecur i t yRecei ved>
<Di anet er NoConmonSecur i t ySent >0</ Di anet er NoCormonSecuri t ySent >

<Di anet er User UnknownRecei ved>0</ Di anet er User UnknownRecei ved>

<Di anet er User UnknownSent >0</ Di anet er User UnknownSent >

<Di anet er Rat i ngFai | edRecei ved>0</ Di anet er Rat i ngFai | edRecei ved>

<Di anet er Rati ngFai | edSent >0</ Di anet er Rati ngFai | edSent >

<Di aneterErrorlnitial Paramnet er sRecei ved>0</Di aneterErrorlniti al
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Par anet er sRecei ved>
<Di anet erErrorlnitial Paranmet er sSent >2</ Di anet erError | ni ti al Par anet er sSent >

<Radi usSessi onCont yext RenovedRecei ved>0</ Radi usSessi onCont yext
RenobvedRecei ved>

<Radi usSessi onCont yext RenbvedSent >0</ Radi usSessi onCont yext RenovedSent >

<Radi usl nval i dEapPacket Recei ved>0</ Radi usl nval i dEapPacket Recei ved>

<Radi usl nval i dEapPacket Sent >0</ Radi usl nval i dEapPacket Sent >

<Radi usUnsupport edAt tri but eRecei ved>0</ Radi usUnsupport edAttri but eRecei ved>

<Radi usUnsupport edAttri but eSent >0</ Radi usUnsupport edAttri but eSent >

<Radi usM ssi ngAt t ri but eRecei ved>0</ Radi usM ssi ngAttri but eRecei ved>

<Radi usM ssi ngAt t ri but eSent >0</ Radi usM ssi ngAttri but eSent >

<Radi usNas| dM smat chRecei ved>0</ Radi usNas| dM smat chRecei ved>

<Radi usNasl| dM smat chSent >0</ Radi usNas| dM smat chSent >

<Radi usl nval i dRequest Recei ved>0</ Radi usl nval i dRequest Recei ved>

<Radi usl nval i dRequest Sent >0</ Radi usl nval i dRequest Sent >

<Radi usUnsupport edSer vi ceRecei ved>0</ Radi usUnsupport edSer vi ceRecei ved>
<Radi usUnsupport edSer vi ceSent >0</ Radi usUnsupport edSer vi ceSent >

<Radi usUnsuppor t edExt ensi onRecei ved>0</ Radi usUnsuppor t edExt ensi onRecei ved>

<Radi usUnsuppor t edExt ensi onSent >0</ Radi usUnsupport edExt ensi onSent >
<Radi usl nval i dAt tri but eVal ueRecei ved>0</ Radi usl nval i dAttri but eVal ueRecei ved>

<Radi usl nval i dAtt ri but eVal ueSent >0</ Radi usl nval i dAttri but eVal ueSent >
<Radi usAdmi ni strati vel yProhi bi t edRecei ved>0</ Radi usAdmi ni stratively
Pr ohi bi t edRecei ved>
<Radi usAdmi ni strati vel yProhi bi t edSent >0</ Radi usAdmi ni stratively
Pr ohi bi t edSent >
<Radi usRequest Not Rout abl eRecei ved>0</ Radi usRequest Not Rout abl eRecei ved>
<Radi usRequest Not Rout abl eSent >0</ Radi usRequest Not Rout abl eSent >
<Radi usSessi onNot FoundRecei ved>0</ Radi usSessi onNot FoundRecei ved>
<Radi usSessi onNot FoundSent >0</ Radi usSessi onNot FoundSent >
<Radi usSessi onNot Renpbveabl eRecei ved>0</ Radi usSessi onNot Renpveabl eRecei ved>

<Radi usSessi onNot Renpbveabl eSent >0</ Radi usSessi onNot Renpbveabl eSent >
<Radi usPr oxyPr ocessi ngErr or Recei ved>0</ Radi usPr oxyPr ocessi ngEr r or Recei ved>

<Radi usPr oxyPr ocessi ngEr r or Sent >0</ Radi usPr oxyPr ocessi ngErr or Sent >
<Radi usResour cesUnavai | abl eRecei ved>0</ Radi usResour cesUnavai | abl eRecei ved>

<Radi usResour cesUnavai | abl eSent >0</ Radi usResour cesUnavai | abl eSent >
<Radi usRequest | ni ti at edRecei ved>0</ Radi usRequest | ni ti at edRecei ved>
<Radi usRequest | ni ti at edSent >0</ Radi usRequest | ni ti at edSent >
<Radi usMul ti Sessi onSel ecti onUnsupport edRecei ved>0</ Radi usMul ti Sessi on
Sel ecti onUnsupport edRecei ved>
<Radi usMul ti Sessi onSel ecti onUnsupport edSent >0</ Radi usMul ti Sessi onSel ecti on

Unsupport edSent >
<Radi usLocat i onl nf oRequi r edRecei ved>0</ Radi usLocat i onl nf oRequi r edRecei ved>

<Radi usLocat i onl nf oRequi r edSent >0</ Radi usLocat i onl nf oRequi r edSent >
</ Sanpl e>
</ Connect i onError St at s>
</ Statistics>
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Quota Profile Statistics

The following examples show the request and response that are defined in the XSDs for the
QuotaProfileStats tag.

Request
This request follows the QueryOmStats > QuotaProfileStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Quer yOnfst at s>
<StartTi me>2001-12-31T12: 00: 00</ Start Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Quot aProfi | eSt at s>

<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >

</ Quot aProfil eSt at s>

</ Quer yOrtt at s>

Response

The response to this request follows the Statistics > QuotaProfileStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF-8"?>
<Statistics>
<Quot aProfil eSt at s>
<Sampl e>
<StartTi me>2001- 12-31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<Nanme>Quot aPr of i | eNane</ Nane>
<Nunmber O Ti nesAct i vat ed>0</ Nunmber O Ti nesAct i vat ed>
<Nunber O Ti mesVol umThr eshol dReached>0</ Nunber & Ti mesVol uimThr eshol dReached>

<Nunber & Ti mesTi meThr eshol dReached>0</ Nunber O Ti nesTi neThr eshol dReached>
<Nunmber O Ti nesEvent Thr eshol dReached>0</ Nunber O Ti nesEvent Thr eshol dReached>

</ Quot aProfil eSt at s>

Individual statistics are defined as follows for Quota Profiles:

¢ Activated: COUNTER which tracks the number of times that a specific Quota Profile is activated.

¢ Volume Threshold Reached: COUNTER which tracks the number of times the configured volume
threshold limit is reached for a specific Quota Profile.

¢ Time Threshold Reached: COUNTER which tracks the number of times the configured time
threshold limit is reached for a specific Quota Profile.

* Event Threshold Reached: COUNTER which tracks the number of times the configured event
threshold limit is reached for a specific Quota Profile.
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Interval Statistics/PCRF Session License Tracking and Reporting

The following XML requests and responses apply to interval statistics and PCRF session license tracking
and reporting. The Interval Stats tag allows for the collection of specific maximum values for some

counters over a time interval of 15 minutes. By using the OSSI/data collection feature maximums can
be collected for each 15-minute interval of a day, over a 30-day period, to determine peak usage times.

The following examples show the request and response that are defined in the XSDs for the IntervalStats
tag.

MPE Request

This request follows the QueryOmStats > IntervalStats tag defined in the XSDs.

The following is an example of this request for an MPE.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >

<Quer yOnfst at s>
<StartTi me>2001- 08- 01T10: 00: 01Z</ Start Ti me>
<I nterval St ats>
<Pol i cySer ver>nane</ Pol i cyServer> (policy server nane, if this field

does not exist, all policy servers are included in response)

</Interval St at s>
</ Quer yOntt at s>

</ Xm I nt er f aceRequest >

Where the TIMESTAMP: is a time stamp in the form:
YYYY-MM-DD-THH:MM:SSZ
MPE Response

The response to this MPE request follows the Statistics > IntervalStats tag defined in the XSDs.
Where:

IntervalStartTime - The time when this sub-system began collecting the data presented. If this is
the first instance of the sub-system collecting data, this value may be N/A.

ConfiguredLength - This value is always 900 seconds, which is 15 minutes.

ActualLength - The length of the interval. Normally, this is the same value as ConfiguredLength,
however there are two cases where these values will differ:

1. Cluster has just started and no data is available (ActualLength = 0)

2. Cluster has started and an interval completed but the software did not start on a quarter boundary
(e.g. ActualLength = nnn where nnn is any number between 0 and 900. If the software started
200 seconds after the 15-min boundary, the when the interval is completed, the ActualLength
=700).

IsComplete - If the ConfiguredLength has completed, then the value is true. If not, then the value
is false.

IntervalMaxTransactionsPerSecond - The maximum value of the statistic MaxTransactionsPerSecond
for the interval reported. As with MaxTransactionsPerSecond, this count does not include SH
traffic.

IntervalMaxMRABindingCount - The maximum value of the statistic MaxMRABindingCount for
the interval reported. This value is 0 on MPEs.
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¢ IntervalMaxSessionCount - The maximum value of the statistic MaxSessionCount for the interval
reported.

¢ IntervalMaxPDNConnectionCount - The maximum value of the statistic MaxPDNConnectionCount
for the interval reported.

For example:

<?xm version="1.0" ?>
<Statistics>
<Interval St ats>
<Sanpl e>
<StartTi mne>2011- 05- 04T13: 23: 527Z</ St art Ti ne>
<EndTi ne>2011- 05- 04T13: 23: 52Z</ EndTi ne>
<Pol i cySer ver >t est npe</ Pol i cySer ver >
<Interval Start Ti ne>2001- 05- 04T13: 15: 00Z</ I nterval Start Ti ne>
<Conf i gur edLengt h>900</ Conf i gur edLengt h>
<Act ual Lengt h>12</ Act ual Lengt h>
<| sConpl et e>f al se</ | sConpl et e>
<I nterval MaxTr ansact i onsPer Second>5</ | nt er val MaxTr ansact i onsPer Second>
<I nt er val MaxMRABI ndi ngCount >16</ | nt er val MaxMRABI ndi ngCount >
<I nt er val MaxSessi onCount >12</ | nt er val MaxSessi onCount >
<I nt er val MaxPDNConnect i onCount >12</ | nt er val MaxPDNConnect i onCount >
</ Sanpl e>
<Sanpl e>
<StartTi me>2011- 05- 04T13: 23: 52Z</ St art Ti ne>
<EndTi ne>2011- 05- 06T05; 57: 36Z</ EndTi nme>
<Pol i cySer ver >t est npe</ Pol i cySer ver >
<Interval Start Ti ne>2001-08-01T10: 00: 01Z</ I nterval Start Ti ne>
<Conf i gur edLengt h>900</ Conf i gur edLengt h>
<Act ual Lengt h>12</ Act ual Lengt h>
<l sConpl et e>f al se</| sConpl et e>
<l nt er val MaxTr ansact i onsPer Second>5</ | nt er val MaxTr ansact i onsPer Second>
<I nt er val MaxMRABI ndi ngCount >16</ | nt er val MaxMRABi ndi ngCount >
<I nt er val MaxSessi onCount >12</ | nt er val MaxSessi onCount >
<I nt er val MaxPDNConnect i onCount >12</ | nt er val MaxPDNConnect i onCount >
</ Sanpl e>
</Interval St ats>
</ Statistics>

MRA Request

This request follows the QueryOmStats > IntervalStats tag defined in the XSDs.
The following is an example of this request for an MRA.

Where:

¢ IntervalStartTime - The time when this sub-system began collecting the data presented. If this is
the first instance of the sub-system collecting data, this value may be N/A.

¢ ConfiguredLength - This value is always 900 seconds, which is 15 minutes.

¢ ActualLength - The length of the interval. Normally, this is the same value as ConfiguredLength,
however there are two cases (documented above) where these values will differ:

1. Cluster has just started and no data is available (ActualLength = 0)

2. Cluster has started and an interval completed but the software did not start on a quarter boundary
(e.g. ActualLength = nnn where nnn is any number between 0 and 900. If the software started
200 seconds after the 15-min boundary, the when the interval is completed, the ActualLength
=700).

e IsComplete - If the ConfiguredLength has completed, then the value is true. If not, then the value
is false.
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¢ IntervalMaxTransactionsPerSecond - The maximum value of the statistic MaxTransactionsPerSecond
for the interval reported. As with MaxTransactionsPerSecond, this count does not include SH
traffic.

* IntervalMaxMRABindingCount - The maximum value of the statistic MaxMRABindingCount for
the interval reported.

¢ IntervalMaxSessionCount - The maximum value of the statistic MaxSessionCount for the interval
reported.

¢ IntervalMaxPDNConnectionCount - The maximum value of the statistic MaxPDNConnectionCount
for the interval reported.

For example:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Quer yOnfst at s>
<StartTi me>2001- 08- 01T10: 00: 01Z</ St art Ti ne>
<l nterval M aSt at s>
<MRA>t est nT a</ MRA>
</l nterval MaSt at s>
</ Quer yOntt at s>
</ Xm I nt er f aceRequest >

MRA Response

The response to this MRA request follows the Statistics > IntervalStats tag defined in the XSDs. For
example:

<?xm version="1.0" ?>
<Statistics>
<Interval M aSt at s>
<Sanpl e>
<StartTi me>2011- 05- 04T13: 23: 527Z</ St art Ti ne>
<EndTi ne>2011- 05- 06T08: 15: 26Z</ EndTi ne>
<MRA>t est nT a</ MRA>
<Interval Start Ti ne>2011-04-04 09: 23:52.0</Interval Start Ti ne>
<Conf i gur edLengt h>900</ Conf i gur edLengt h>
<Act ual Lengt h>12</ Act ual Lengt h>
<| sConpl et e>f al se</| sConpl et e>
<I nt erval MaxTr ansact i onsPer Second>5</ | nt er val MaxTr ansact i onsPer Second>
<I nt er val MaxMRABi ndi ngCount >16</ | nt er val MaxMRABI ndi ngCount >
<I nt er val MaxSessi onCount >12</ | nt er val MaxSessi onCount >
<I nt er val MaxPDNConnect i onCount >12</ | nt er val MaxPDNConnect i onCount >
</ Sanpl e>
</ I nterval M aSt at s>
</Statistics>

PDN RAT Connection Statistics

The following examples show the request and response that are defined in the XSDs for PDN RAT
Type tag.

Request

This request follows the QueryOmStats > PdnRatTypeStats tag defined in the XSDs.
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Note: Current and Maximum AF Session counts are returned for all RAT types that are available from
each MPE device. If a RAT type is not available from an MPE device, no entry is returned.

The following are examples of a request for a single policy server and multiple policy servers:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<QueryOnttats Del taCount="fal se">
<StartTi me>2012- 10- 24T14: 00: 45</ Start Ti me>
<EndTi me>2012- 10- 24T14: 50: 00</ EndTi me>
<PdnRat TypeSt at s>
<Pol i cyServer >npel7-41</ Pol i cyServer >
</ PdnRat TypeStats >
</ Quer yOrfst at s>'
</ Xm I nt er f aceRequest >

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<QueryOrtt ats Del t aCount ="f al se">
<StartTi me>2012- 10- 24T14: 00: 45</ Start Ti me>
<EndTi me>2012- 10- 24T14: 50: 00</ EndTi me>
<PdnRat TypeSt at s>
<Pol i cySer ver >MPEO1</ Pol i cySer ver >
<Pol i cySer ver >MPE02</ Pol i cySer ver >
</ PdnRat TypeSt at s>
</ Quer yOrfst at s>'
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > CurrentConnectionsCount and
MaximumConnectionsCount tags defined in the XSDs.

Individual statistics are defined as follows:

¢ StartTime - The time this stat object was created.
* ResetTime - The last time the counters for this object were reset.
¢ CurrentConnectionsCount - The current number of PDN connections for this RAT-Type.

¢  MaximumConnectionsCount - The maximum number of PDN connections at any one point for
this RAT-Type. The default interval time is 15 minutes, and it can be configured by the Stats
Collection Period attribute in the Global Configuration Settings menu. It will be reset to
CurrentConnectionsCount only in the interval mode per interval time.

<?xm version='1.0" ?>
<Statistics>
<PdnRat TypeSt at s>
<Sanpl e>
<StartTi ne>2012- 10- 24T19: 45: 00Z</ Start Ti ne>
<EndTi ne>2012- 10- 24T19: 45: 00Z</ EndTi ne>
<Pol i cyServer >npel7- 41</ Pol i cySer ver >
<l sConpl et e>f al se</ | sConpl et e>
<Type>W.AN</ Type>
<Cur r ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Maxi muntConnect i onsCount >0</ Maxi nunmConnect i onsCount >
</ Sanpl e>
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<Sanpl e>

<StartTi ne>2012- 10- 24T19: 45: 00Z</ Start Ti ne>

<EndTi ne>2012- 10- 24T19: 45: 00Z</ EndTi ne>

<Pol i cyServer >npel7- 41</ Pol i cySer ver >

<l sConpl et e>f al se</| sConpl et e>

<Type>HRPD</ Type>

<Curr ent Connect i onsCount >1, 444</ Cur r ent Connect i onsCount >
<Maxi muntConnect i onsCount >2, 095</ Maxi munConnect i onsCount >
</ Sanpl e>

<Sanpl e>

<Start Ti me>2012- 10- 24T19: 45: 00Z</ St art Ti me>

<EndTi ne>2012- 10- 24T19: 45: 00Z</ EndTi ne>

<Pol i cySer ver >npel7-41</ Pol i cySer ver >

<| sConpl et e>f al se</ | sConpl et e>

<Type>EUTRAN</ Type>

<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<Maxi mumConnect i onsCount >0</ Maxi munConnect i onsCount >

</ Sanpl e>

</ PdnRat TypeSt at s>
</Statistics>

Note: For multiple policy servers, the names of the servers will be listed in the <PolicyServer> tags.
For example:

<PdnRat TypeSt at s>
<Sampl e>
<Start Ti me>2012- 10- 24T19: 45: 00Z</ St art Ti me>
<EndTi me>2012- 10- 24T19: 45: 00Z</ EndTi me>
<Pol i cySer ver >MPEO1</ Pol i cySer ver >
<Pol i cySer ver >MPE02</ Pol i cySer ver >

PDN Connection APN Statistics

The following examples show the request and response that are defined in the XSDs for PDN APN
tag.

Request
This request follows the QueryOmStats > PDNConnectionAPNStats tag defined in the XSDs.

The following are examples of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<QueryOrtt ats Del t aCount ="f al se">
<Start Ti me>2012- 09- 20T13: 00: 00</ St art Ti me>
<EndTi me>2012- 10- 30T13: 15: 00</ EndTi me>
<PDNConnect i onAPNSt at s>
<Pol i cySer ver >MPE 38</ Pol i cySer ver >
</ PDNConnect i onAPNSt at s>
</ Quer yOrft at s>
</ Xm I nt er f aceRequest >

Response
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The response to this request follows the Statistics > CurrentConnectionsCount and
MaximumConnectionsCount tags defined in the XSDs.

Individual statistics are defined as follows:

¢ StartTime: The time this stat object was created.
* Endtime : The time this stat object was ended.
e CurrentConnectionsCount: The current number of PDN connections for this APN.

* APNSuffix: A suffix configured on a CMP system that matches the MPE. Once a suffix is created,
each new PDN connection for that APN updates the current object. A CMP system can have up to
25 suffixes configured on it and each suffix can be up to 64 characters.

¢ MaximumConnectionsCount: The maximum number of PDN connections at any one point for
this APN. The default interval time is 15 minutes, and it can be configured by the Stats Collection
Period attribute in the Global Configuration Settings menu. It will be reset to
CurrentConnectionsCount only in the interval mode per interval time.

<?xm version='"1.0" ?>
<Statistics>
<PDNConnect i onAPNSt at s>
<Sanpl e>
<StartTi ne>2013-10-15T07: 00: 00Z</ St art Ti ne>
<EndTi ne>2013- 10- 15T07: 15: 00Z</ EndTi ne>
<Pol i cySer ver >MPE 38</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<APNSuf f i x>apnl</ APNSuf f i x>
<Cur r ent Connect i onsCount >1</ Curr ent Connect i onsCount >
<Maxi munConnect i onsCount >1</ Maxi munmConnect i onsCount >
</ Sanpl e>
</ PDNConnect i onAPNSt at s>
</Statistics>

KPI Dashboard Statistics

The following examples show the request and response that are defined in the XSDs for KPI Statistics
including the Active Sessions count under Performance.

Request
This request follows the QueryOmStats > KpiStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest <Quer yOnftt at s>
<StartTi me>2013- 01- 28T01: 25: 00</ Start Ti me>
<EndTi ne>2013- 01- 28T01: 30: 00</ EndTi ne>
<Kpi St at s>
<Pol i cySer ver >npel7- 54</ Pol i cySer ver >
</ Kpi St at s>
</ Quer yOrfst at s>'

Response
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The response to this request follows the Statistics > KpiStats tags defined in the XSDs.

The added counters are defined as follows:

<?xm version='"1.0" ?>
<Statistics>
<Kpi St at s>
<Sanpl e>
<StartTi ne>2013-01-28T06: 25: 00Z</ St art Ti ne>
<EndTi ne>2013- 01- 28T06: 30: 00Z</ EndTi ne>
<Pol i cySer ver >npel7- 54</ Pol i cySer ver >
<l sConpl et e>t rue</ | sConpl et e>
<Transacti onSt art Count >5991</ Tr ansact i onSt art Count >
<Transact i onEndCount >5991</ Tr ansact i onEndCount >
<Messagesl| nCount >5991</ Messages| nCount >
<MessagesQut Count >5991</ MessagesQut Count >
<Current Transact i onsPer Second>19</ Cur r ent Tr ansact i onsPer Second>
<MaxTr ansacti onsPer Second>21</ MaxTr ansact i onsPer Second>
<Curr ent TPSPer cent ageO Capaci t y>0</ Cur r ent TPSPer cent ageCf Capaci t y>
<MaxTPSPer cent agef Capaci t y>0</ MaxTPSPer cent ageCf Capaci t y>
<Current LTETransacti onsPer Second>9</ Curr ent LTETr ansact i onsPer Second>
<Curr ent EHRPDTr ansact i onsPer Second>0</ Cur r ent EHRPDTr ansact i onsPer Second>

<Cur r ent RXTr ansact i onsPer Second>0</ Cur r ent RXTr ansact i onsPer Second>
<LoadSheddi ngSt at us>0</ LoadSheddi ngSt at us>

<LoadSheddi ngEf fi ci ency>100</ LoadSheddi ngEf fi ci ency>
<LoadSheddi ngDi st r essCount >0</ LoadSheddi ngDi st r essCount >
<Cur r ent MRABi ndi ngCount >0</ Cur r ent MRABi ndi ngCount >
<MaxMRABi ndi ngCount >0</ Max MRABI ndi ngCount >

<Tot al MRABi ndi ngCount >0</ Tot al MRABi ndi ngCount >

<Curr ent Sessi onCount >3000</ Cur r ent Sessi onCount >

<MaxSessi onCount >3002</ MaxSessi onCount >

<Cur r ent PDNConnect i onCount >3000</ Cur r ent PDNConnect i onCount >
<MaxPDNConnect i onCount >3002</ MaxPDNConnect i onCount >

<Qur r ent PDNConnect i onPer cent ageCr Capaci t y>0</ Qur r ent PDNConnect i onPer cent age(f Capaci t y>

<MaxPDNConnect i onPer cent ageCf Capaci t y>0</ MaxPDNConnect i onPer cent ageO Capaci t y>

<Cur r ent Sessi onPer cent ageX Capaci t y>0</ Curr ent Sessi onPer cent ageCf Capaci t y>
<MaxSessi onPer cent ageO Capaci t y>0</ MaxSessi onPer cent ageCf Capaci t y>
<Cur r ent MPEConnect i onCount >0</ Cur r ent MPEConnect i onCount >
<Conf i gur edMPEConnect i onCount >0</ Conf i gur edMPEConnect i onCount >
<Cur r ent DRMAConnect i onCount >0</ Cur r ent DRMAConnect i onCount >
<Conf i gur edDRVMAConnect i onCount >0</ Conf i gur edDRMAConnect i onCount >
<Cur r ent Connect edNECount >0</ Cur r ent Connect edNECount >
<Conf i gur edNECount >4</ Conf i gur edNECount >
<Cur r ent MRAConnect i onCount >1</ Cur r ent MRAConnect i onCount >
<Conf i gur edMRAConnect i onCount >1</ Conf i gur edMrRAConnect i onCount >
<Cur r ent SPRConnect i onCount >0</ Cur r ent SPRConnect i onCount >
<Conf i gur edSPRConnect i onCount >0</ Conf i gur edSPRConnect i onCount >
<Curr ent Pr ot ocol Err or Sent Count >0</ Cur r ent Pr ot ocol Er r or Sent Count >

<Current Pr ot ocol Error Recei vedCount >0</ Cur r ent Pr ot ocol Err or Recei vedCount >

<Cur r ent MRABiI ndi ngPer cent ageCf Capaci t y>0</ Cur r ent MRABi ndi ngPer cent ageX Capaci t y>
<MaxMRABI ndi ngPer cent ageCf Capaci t y>0</ MaxMRABi ndi ngPer cent ageXf Capaci t y>
<PrimaryCPUUI | i zati onPer cent age>1</Pri maryCPUUt i | i zat i onPer cent age>

<PrimaryMenoryUtilizati onPercentage>79</Pri maryMenoryUtili zati onPer cent age>
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<Pri maryDi skUtili zati onPercent age>2</Pri maryDi skUtili zati onPercent age>

<Pri mar yBl adeFai | ur eCount >0</ Pri mar yBl adeFai | ur eCount >
<Pri maryUpTi neM | | i s$>39791000</ Pri maryUpTi meM | | i s>
<Pri mar yBl adeSt at us>12</ Pri mar yBl adeSt at us>
<SecondaryCPUUt i | i zat i onPer cent age>0</ Secondar yCPUUt i | i zat i onPer cent age>

<Secondar yMenoryUti | i zat i onPer cent age>0</ Secondar yMenoryUti |l i zat i onPer cent age>

<SecondaryDi skUti |l i zati onPer cent age>0</ Secondar yDi skUti | i zati onPer cent age>
<Secondar yBl adeFai | ur eCount >2</ Secondar yBl adeFai | ur eCount >
<Secondar yUpTi meM | | i s>0</ Secondar yUpTi mreM | | i s>
<Secondar yBl adeSt at us>0</ Secondar yBl adeSt at us>
<Server ACPUU i | i zat i onPer cent age>1</ Server ACPUUt i | i zat i onPer cent age>

<Server AMenoryUti | i zat i onPer cent age>79</ Server AMenoryUti | i zati onPer cent age>
<Server ADi skUti | i zati onPer cent age>2</ Server ADi skUti | i zati onPer cent age>

<Ser ver ABl adeFai | ur eCount >0</ Ser ver ABl adeFai | ur eCount >

<Server AUpTi meM | | i $>39791000</ Ser ver AUpTi mreM | | i s>

<Server ABl adeSt at us>12</ Ser ver ABl adeSt at us>

<Server BCPUU i | i zat i onPer cent age>0</ Server BCPUUt i | i zat i onPer cent age>

<Server BMenoryUti |l i zati onPer cent age>0</ Server BMenoryUti | i zat i onPer cent age>
<Server BDi skUti | i zati onPercent age>0</ Server BDi skUti |l i zati onPercent age>

<Ser ver BBl adeFai | ur eCount >0</ Ser ver BBl adeFai | ur eCount >

<Server BUpTi meM | | i s>0</ Ser ver BUpTi mreM | | i s>

<Ser ver BBl adeSt at us>0</ Ser ver BBl adeSt at us>

<Server CCPUU i | i zat i onPer cent age>0</ Server CCPUUt i | i zat i onPer cent age>

<Server CMenoryUti |l i zati onPer cent age>0</ Server CMenoryUti | i zat i onPer cent age>
<Server CDi skUti | i zati onPer cent age>0</ Server CDi skUti |l i zati onPercent age>

<Ser ver CBl adeFai | ur eCount >0</ Ser ver CBl adeFai | ur eCount >
<Server CUpTi meM | | i s>0</ Ser ver CUpTi mreM | | i s>
<Ser ver CBl adeSt at us>0</ Ser ver CBl adeSt at us>

</ Sanpl e>

<Sanpl e>
<Start Ti me>2013- 01- 28T06: 25: 00Z</ St art Ti ne>
<EndTi ne>2013- 01- 28T06: 30: 00Z</ EndTi ne>
<MRA>nT al7- 58</ NRA>
<l sConpl et e>t rue</ | sConpl et e>
<Transacti onSt art Count >5998</ Tr ansact i onSt art Count >
<Tr ansact i onEndCount >5998</ Tr ansact i onEndCount >
<Messages| nCount >11996</ Messages| nCount >
<MessagesCQut Count >11996</ MessagesCut Count >
<Current Tr ansact i onsPer Second>19</ Curr ent Tr ansact i onsPer Second>
<MaxTr ansact i onsPer Second>21</ MaxTr ansact i onsPer Second>
<Cur r ent TPSPer cent ageOf Capaci t y>0</ Cur r ent TPSPer cent ageCf Capaci t y>
<MaxTPSPer cent ageOf Capaci t y>0</ MaxTPSPer cent ageCf Capaci t y>
<Current LTETr ansact i onsPer Second>0</ Curr ent LTETr ansact i onsPer Second>
<Cur r ent EHRPDTr ansact i onsPer Second>0</ Cur r ent EHRPDTr ansact i onsPer Second>

<Curr ent RXTr ansact i onsPer Second>0</ Cur r ent RXTr ansact i onsPer Second>
<LoadSheddi ngSt at us>0</ LoadSheddi ngSt at us>

<LoadSheddi ngEf fi ci ency>100</ LoadSheddi ngEf fi ci ency>

<LoadSheddi ngDi st r essCount >0</ LoadSheddi ngDi st r essCount >

<Cur r ent MRABi ndi ngCount >3001</ Cur r ent MRABi ndi ngCount >

<MaxMRABI ndi ngCount >3001</ MaxMRABi ndi ngCount >

<Tot al MRABi ndi ngCount >2999</ Tot al MRABi ndi hgCount >

<Curr ent Sessi onCount >0</ Cur r ent Sessi onCount >
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<MaxSessi onCount >0</ MaxSessi onCount >
<Cur r ent PDNConnect i onCount >3000</ Cur r ent PDNConnect i onCount >
<MaxPDNConnect i onCount >3002</ MaxPDNConnect i onCount >

<Qur r ent PDNConnect i onPer cent ageCr Capaci t y>0</ Qur r ent PDNConnect i onPer cent age(f Capaci t y>

<MaxPDNConnect i onPer cent ageCf Capaci t y>0</ MaxPDNConnect i onPer cent ageXf Capaci t y>

<Cur r ent Sessi onPer cent ageX Capaci t y>0</ Curr ent Sessi onPer cent ageCf Capaci t y>
<MaxSessi onPer cent ageXf Capaci t y>0</ MaxSessi onPer cent ageCOf Capaci t y>
<Cur r ent MPEConnect i onCount >1</ Cur r ent MPEConnect i onCount >
<Conf i gur edMPEConnect i onCount >2</ Conf i gur edMPEConnect i onCount >
<Cur r ent DRMAConnect i onCount >0</ Cur r ent DRMAConnect i onCount >
<Conf i gur edDRVMAConnect i onCount >0</ Conf i gur edDRMAConnect i onCount >
<Cur r ent Connect edNECount >1</ Cur r ent Connect edNECount >
<Conf i gur edNECount >4</ Conf i gur edNECount >
<Cur r ent MRAConnect i onCount >0</ Cur r ent MRAConnect i onCount >
<Conf i gur edMRAConnect i onCount >0</ Conf i gur edMRAConnect i onCount >
<Cur r ent SPRConnect i onCount >0</ Cur r ent SPRConnect i onCount >
<Conf i gur edSPRConnect i onCount >0</ Conf i gur edSPRConnect i onCount >
<Curr ent Pr ot ocol Err or Sent Count >0</ Cur r ent Pr ot ocol Er r or Sent Count >

<Current Prot ocol Err or Recei vedCount >0</ Curr ent Pr ot ocol Err or Recei vedCount >

<Cur r ent MRABiI ndi ngPer cent ageCf Capaci t y>0</ Cur r ent MRABi ndi ngPer cent ageX Capaci t y>
<MaxMRABI ndi ngPer cent ageCf Capaci t y>0</ MaxMRABI ndi ngPer cent agef Capaci t y>
<PrimaryCPUU i | i zati onPer cent age>3</ Pri maryCPUUti | i zat i onPer cent age>

<PrimaryMenoryUtilizati onPercent age>60</Pri maryMenoryUtili zati onPer cent age>
<Pri maryDi skUti | i zati onPercentage>2</Pri maryDi skUtili zati onPercent age>

<Pri mar yBl adeFai | ur eCount >2</ Pri mar yBl adeFai | ur eCount >
<Pri maryUpTi neM | | i s>39736000</ Pri maryUpTi neM | | i s>
<Pri mar yBl adeSt at us>12</ Pri nmar yBl adeSt at us>
<SecondaryCPUUt i | i zat i onPer cent age>0</ SecondaryCPUUt i | i zat i onPer cent age>

<Secondar yMenoryUti | i zat i onPer cent age>0</ Secondar yMenoryUti |l i zat i onPer cent age>

<SecondaryDi skUti |l i zati onPer cent age>0</ Secondar yDi skUti | i zati onPer cent age>
<Secondar yBl adeFai | ur eCount >2</ Secondar yBl adeFai | ur eCount >
<Secondar yUpTi neM | | i s>0</ Secondar yUpTi neM | | i s>
<Secondar yBl adeSt at us>0</ Secondar yBl adeSt at us>
<Server ACPUU i | i zat i onPer cent age>3</ Server ACPUUt i | i zat i onPer cent age>

<Server AMenoryUti | i zat i onPer cent age>60</ Server AMenoryUti | i zati onPer cent age>
<Server ADi skUti | i zati onPer cent age>2</ Server ADi skUti | i zati onPer cent age>

<Ser ver ABl adeFai | ur eCount >2</ Ser ver ABl adeFai | ur eCount >

<Server AUpTi meM | | i s>39736000</ Ser ver AUpTi meM | | i s>

<Ser ver ABl adeSt at us>12</ Ser ver ABl adeSt at us>

<Server BCPUU i | i zat i onPer cent age>0</ Ser ver BCPUUt i | i zat i onPer cent age>

<Server BMenoryUti |l i zati onPer cent age>0</ Server BMenoryUti |l i zat i onPer cent age>
<Server BDi skUti | i zati onPercent age>0</ Server BDi skUti |l i zati onPercent age>

<Ser ver BBl adeFai | ur eCount >0</ Ser ver BBl adeFai | ur eCount >

<Server BUpTi meM | | i s>0</ Ser ver BUpTi neM | | i s>

<Ser ver BBl adeSt at us>0</ Ser ver BBl adeSt at us>

<Server CCPUU i | i zat i onPer cent age>0</ Server CCPUUt i | i zat i onPer cent age>
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<Server CMenoryUti |l i zati onPer cent age>0</ Server CMenoryUti | i zat i onPer cent age>
<Server CDi skUti | i zati onPer cent age>0</ Server CDi skUti |l i zati onPercent age>

<Ser ver CBl adeFai | ur eCount >0</ Ser ver CBl adeFai | ur eCount >
<Server CUpTi meM | | i s>0</ Ser ver CUpTi neM | | i s>
<Ser ver CBl adeSt at us>0</ Ser ver CBl adeSt at us>
</ Sanpl e>
</ Kpi St at s>
</Statistics>

AF Session Statistics for RAT-Type

The following examples show the request and response that are defined in the XSDs for AFSession
tag.

Request
This request follows the QueryOmStats > AFSessionStats tag defined in the XSDs.

Note: Current and Maximum AF Session counts are returned for all RAT types that are available from
each MPE device. If a RAT type is not available from an MPE device, no entry is returned.

The following are examples of a request for a single policy server and multiple policy servers:

<?xm version="1.0" encodi ng="UTF- 8" 2>
<Xm | nt er f aceRequest >
<QueryOnttats Del taCount="fal se">
<StartTi me>2012- 09- 20T13: 00: 00</ Start Ti me>
<EndTi me>2012- 10- 30T13: 15: 00</ EndTi me>
<AFSessi onSt at s>
<Pol i cyServer >npel7-41</ Pol i cyServer >
</ AFSessi onStats >
</ Quer yOrfst at s>'
</ Xm I nt er f aceRequest >

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<QueryOrtt ats Del t aCount ="f al se">
<Start Ti me>2012- 10- 24T14: 00: 45</ Start Ti me>
<EndTi me>2012- 10- 24T14: 50: 00</ EndTi me>
<PdnRat TypeSt at s>
<Pol i cySer ver >MPEO1</ Pol i cySer ver >
<Pol i cySer ver >MPE02</ Pol i cySer ver >
</ PdnRat TypeSt at s>
</ Quer yOrfst at s>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > CurrentConnectionsCount and
MaximumConnectionsCount tags defined in the XSDs.

Individual statistics are defined as follows:

e StartTime - The time this stat object was created.
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¢ EndTime - The time this stat object was ended.
* CurrentConnectionsCount - The current number of AF Sessions for this RAT-Type.

¢ MaximumConnectionsCount - The maximum number of AF Sessions at any one point for this
RAT-Type. The default interval time is 15 minutes, and it can be configured by the Stats Collection
Period attribute in the Global Configuration Settings menu. It will be reset to
CurrentConnectionsCount only in the interval mode per interval time.

<?xm version="1.0" ?>

<Statistics>
< AFSessionStats >
<Sanpl e>
<StartTi mne>2012- 10- 24T19: 45: 00Z</ St art Ti ne>
<EndTi ne>2012- 10- 24T19: 45: 00Z</ EndTi ne>
<Pol i cyServer >npel7-41</ Pol i cySer ver >
<| sConpl et e>f al se</| sConpl et e>
<Type>W.AN</ Type>
<Cur r ent Af Sessi onCount >0</ Cur r ent Af Sessi onCount >
<Maxi mumAf Sessi onCount >0</ Maxi numAf Sessi onCount >
</ Sanpl e>
<Sanpl e>
<StartTi ne>2012-10-24T19: 45: 00Z</ St art Ti nme>
<EndTi ne>2012- 10- 24T19: 45: 00Z</ EndTi ne>
<Pol i cySer ver >npel7-41</ Pol i cySer ver >
<I sConpl et e>f al se</ | sConpl et e>
<Type>HRPD</ Type>
<Cur r ent Af Sessi onCount >0</ Cur r ent Af Sessi onCount >
<Maxi mumAf Sessi onCount >0</ Maxi numAf Sessi onCount >
</ Sanpl e>
<Sanpl e>
<StartTi ne>2012- 10- 24T19: 45: 00Z</ St art Ti ne>
<EndTi ne>2012- 10- 24T19: 45: 00Z</ EndTi ne>
<Pol i cyServer >npel7- 41</ Pol i cySer ver >
<l sConpl et e>f al se</| sConpl et e>
<Type>HRPD</ Type>
<Cur r ent Af Sessi onCount >0</ Cur r ent Af Sessi onCount >
<Maxi mumAf Sessi onCount >0</ Maxi numAf Sessi onCount >
</ Sanpl e>
<Sanpl e>
<Start Ti me>2012- 10- 24T19: 45: 00Z</ St art Ti me>
<EndTi ne>2012- 10- 24T19: 45: 00Z</ EndTi ne>
<Pol i cySer ver >npel7-41</ Pol i cySer ver >
<| sConpl et e>f al se</ | sConpl et e>
<Type>EUTRAN</ Type>
<Cur r ent Af Sessi onCount >0</ Cur r ent Af Sessi onCount >
<Maxi mumAf Sessi onCount >0</ Maxi numAf Sessi onCount >
</ AFSessi onSt at s>

</Statistics>

Replication Statistics

The following examples show the request and response that are defined in the XSDs for the
ReplicationStats tag.

Request
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This request follows the QueryOmStats > ReplicationStats tag defined in the XSDs.

The following is an example of a request for performance statistics on MRA /MPE replication in the
system:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<QueryOnttats Val i dat eResponseXM.='true' >
<StartTi me>2013- 11- 02T04: 45: 00</ Start Ti me>
<EndTi me>2013- 11- 02T05: 00: 00</ EndTi me>
<Pol i cySer ver >MPECI ust er 1</ Pol i cySer ver >
<ReplicationStats/>
</ Quer yOntt at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > ReplicationStats tag defined in the XSDs.

The following is an example of the ReplicationStats tag:

<?xm version="1.0" encodi ng="UTF-8"?>
<Statistics>
<Repl i cati onSt at s>

<Sanpl e>
<StartTi ne>2013-11-02T08: 45: 00Z</ St art Ti ne>
<EndTi ne>2013-11- 02T09: 00: 00Z</ EndTi ne>
<Pol i cySer ver >MPECI ust er 1</ Pol i cySer ver >
<Bl adeHost Nane>MPE194</ Bl adeHost Nanme>
<Peer Host Nane>MPE195</ Peer Host Nane>
<Tot al Sent KB>0</ Tot al Sent KB>
<PeakSent KB>0</ PeakSent KB>
<AvgSent KB>0</ AvgSent KB>
<Tot al RecvKB>0</ Tot al RecvKB>
<PeakRecvKB>0</ PeakRecvKB>
<AvgRecvKB>0</ AvgRecvKB>

</ Sanpl e>

<Sanpl e>
<StartTi ne>2013-11-02T08: 45: 00Z</ St art Ti ne>
<EndTi ne>2013-11- 02T09: 00: 00Z</ EndTi ne>
<Pol i cySer ver >MPECI ust er 1</ Pol i cySer ver >
<Bl adeHost Nane>MPE194</ Bl adeHost Nane>
<Peer Host Nane>MPE196</ Peer Host Nane>
<Tot al Sent KB>0</ Tot al Sent KB>
<Peak Sent KB>0</ Peak Sent KB>
<AvgSent KB>0</ AvgSent KB>
<Tot al RecvKB>0</ Tot al RecvKB>
<PeakRecvKB>0</ PeakRecvKB>
<AvgRecvKB>0</ AvgRecvKB>

</ Sanpl e>

<Sanpl e>
<StartTi ne>2013-11- 02T08: 45: 00Z</ St art Ti ne>
<EndTi ne>2013-11- 02T09: 00: 00Z</ EndTi ne>
<Pol i cySer ver >MPECI ust er 1</ Pol i cySer ver >
<Bl adeHost Nanme>MPE195</ Bl adeHost Nane>
<Peer Host Nanme>MPE194</ Peer Host Nane>
<Tot al Sent KB>0</ Tot al Sent KB>
<PeakSent KB>0</ PeakSent KB>
<AvgSent KB>0</ AvgSent KB>
<Tot al RecvKB>0</ Tot al RecvKB>
<PeakRecvKB>0</ PeakRecvKB>
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<AvgRecvKB>0</ AvgRecvKB>

</ Sanpl e>

<Sanpl e>
<StartTi ne>2013-11- 02T08: 45: 00Z</ St art Ti ne>
<EndTi ne>2013-11- 02T09: 00: 00Z</ EndTi ne>
<Pol i cySer ver >MPECI ust er 1</ Pol i cySer ver >
<Bl adeHost Nanme>MPE195</ Bl adeHost Nane>
<Peer Host Nane>MPE196</ Peer Host Nane>
<Tot al Sent KB>5</ Tot al Sent KB>
<PeakSent KB>112</ PeakSent KB>
<AvgSent KB>0</ AvgSent KB>
<Tot al RecvKB>5</ Tot al RecvKB>
<PeakRecvKB>67</ PeakRecvKB>
<AvgRecvKB>0</ AvgRecvKB>

</ Sanpl e>

<Sanpl e>
<StartTi ne>2013-11-02T08: 45: 00Z</ St art Ti nme>
<EndTi ne>2013-11- 02T09: 00: 00Z</ EndTi ne>
<Pol i cySer ver >MPEC! ust er 1</ Pol i cySer ver >
<Bl adeHost Nane>MPE196</ Bl adeHost Nanme>
<Peer Host Nane>MPE194</ Peer Host Nane>
<Tot al Sent KB>0</ Tot al Sent KB>
<PeakSent KB>0</ PeakSent KB>
<AvgSent KB>0</ AvgSent KB>
<Tot al RecvKB>0</ Tot al RecvKB>
<PeakRecvKB>0</ PeakRecvKB>
<AvgRecvKB>0</ AvgRecvKB>

</ Sanpl e>

<Sanpl e>
<StartTi ne>2013-11-02T08: 45: 00Z</ St art Ti nme>
<EndTi ne>2013- 11- 02T09: 00: 00Z</ EndTi ne>
<Pol i cySer ver >MPECI ust er 1</ Pol i cySer ver >
<Bl adeHost Nanme>MPE196</ Bl adeHost Nane>
<Peer Host Nanme>MPE195</ Peer Host Nane>
<Tot al Sent KB>0</ Tot al Sent KB>
<PeakSent KB>0</ Peak Sent KB>
<AvgSent KB>0</ AvgSent KB>
<Tot al RecvKB>0</ Tot al RecvKB>
<PeakRecvKB>0</ PeakRecvKB>
<AvgRecvKB>0</ AvgRecvKB>

</ Sanpl e>

</ Replicati onSt at s>
</Statistics>

Individual statistics are defined for protocol errors are:

¢ PolicyServer: The name of the Policy Server in the system.

¢ BladeHostName: The name of the Blade on the host server.

¢ PeerHostName: The name of the peer server in the system.

¢ TotalSentKB: The total number of packets sent in KB during the interval.

¢ PeakSentKB: The peak rate of packets sent in KB/s during the interval.

* AvgSentKB: The average rate of packets sent in KB/s during the interval.

* TotalRecvKB: The total number of packets received in KB during the interval.
* PeakRecvKB: The peak rate of packets received in KB/s during the interval.

* AvgRecvKB: The average rate of packets received in KB/s during the interval.
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SCTP Association Statistics

The following examples show the request and response that are defined in the XSDs for the
SCTPAssociationStats tag.

Request
This request follows the QueryOmStats > SCTPAssociationStats tag defined in the XSDs.

The following is an example of a request for statistics for a SCTP association:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Quer yOnfst at s>
<StartTi me>2014- 07-22T09: 00: 00Z</ Start Ti me>
<EndTi ne>2014- 07- 22T09: 15: 00Z</ EndTi nme>
<SCTPAssoci ati onSt at s>
<MRA>NT a</ NRA>
</ SCTPAssoci ati onSt at s>
</ Quer yOrft at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > SCTPAssociationStats tag defined in the XSDs.
The following is an example of the SCTPAssociationStats tag:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<SCTPAssoci ati onSt at s>
<Sanpl e>
<StartTi me>2014-07-22T09: 45: 00Z</ Start Ti me>
<EndTi ne>2014- 07- 22T10: 00: 00Z</ EndTi me>
<MRA>NT a</ NRA>
<| sConpl et e>t rue</ | sConpl et e>
<Local Addrs>192. 168. 0. 101,
192. 168. 0. 102</ Local Addr s>
<Local Addr sPort >3868</ Local Addr sPort >
<Renot eAddr s>192. 168. 0. 103, 192. 168. 0. 104</ Renot eAddr s>
<Renot eAddr sPort >60000</ Renpt eAddr sPor t >
<Sct pDat aChunkSent >0</ Sct pDat aChunkSent >
<Sct pDat aChunkRecei ved>0</ Sct pDat aChunkRecei ved>
<Sct pDat aChunkReSent >0</ Sct pDat aChunkReSent >
<Sct pCongesti onDur at i on>0</ Sct pCongest i onDur ati on>
<Nbr Sct pCongest i on>0</ Nor Sct pCongest i on>
<Sct pUnavai | abl eDur at i on>0</ Sct pUnavai | abl eDur ati on>
<Nbr Sct pUnavai | abl e>0</ Nbr Sct pUnavai | abl e>
</ Sanpl e>
</ SCTPAssoci ati onSt at s>
</ Statistics>

Note: The following three conditions exist:

* Only "SctpDataChunkSent ,SctpDataChunkReceived,SctpDataChunkReSent" items can be supported.

e If the SCTP association is established and then released within one interval , the statistics of the
SCTP association will not be generated.
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* Do not support DeltaCount="false" and AggregateTimeSamples="true."

Peer Associate Statistics

The following examples show the request and response that are defined in the XSDs for the
PeerAssociateStats tag.

Request
This request follows the QueryOmStats > PeerAssociateStats tag defined in the XSDs.

The following is an example of a request for statistics for PeerAssociateStats tag:

<?xm version="1.0" encodi ng="UTF-8"?>
<Quer yOnrft at s>
<StartTi me>2014- 02- 18T00: 45: 00Z</ St art Ti me>
<EndTi ne>2014- 02- 18T01: 00: 00Z</ EndTi me>
< Peer Associ ateStats >
</ PeerAssoci ateStats >
</ Quer yOrtt at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > PeerAssociateStats tag defined in the XSDs.

The following is an example of the PeerAssociateStats tag:

<?xm version="1.0" encodi ng="UTF- 8" 2>
<Statistics>
<ReplicationStat s>
<Sanpl e>
<StartTi ne>2014- 02- 18T00: 45: 00Z</ St art Ti nme>
<EndTi me>2014- 02- 18T01: 00: 00Z</ EndTi me>
<MRA>f wang- 32- 112- nr a</ MRA>
<l sConpl et e>t rue</ | sConpl et e>
<Local Addr s>f €80: 0: 0: 0: 5054: ff: feld: 7630, 0:0: 0: 0: 0: 0: 0: 1, 127. 0. 0. 1,

fe80: 0: 0: 0: 5054: ff: f e4d: 5ael, 10. 60. 32. 81, 10. 60. 32. 80</ Local Addr s>
<Local Addr sPort >3456</ Local Addr sPort >
<Renpt eAddr s> 10. 60. 32. 80, 10. 60. 32.81,0: 0: 0: 0: 0: 0: 0: 1, 127. 0. 0. 1,

fe80: 0: 0: 0: 5054: f f: f e4d: 5ael, f e80: 0: 0: 0: 5054: f f: f eld: 7630</ Renpnt eAddrs >
<Renot eAddr sAddr >57440</ Renot eAddr sAddr >
< Sct pDat aChunkSent >0</ SctpDat aChunkSent >
Sct pDat aChunkRecei ved >0</ Sct pDat aChunkRecei ved >
Sct pDat aChunkReSent >0</ Sct pDat aChunkReSent >
Sct pCongesti onDur ati on >0</ SctpCongesti onDuration >
Nbr Sct pCongesti on >0</ Nor Sct pCongesti on >
Sct pUnavai | abl eDur ati on >0</ Sct pUnavai | abl eDurati on >
Nbr Sct pUnavai | abl e >0</ Nbr Sct pUnavai | abl e >
</ Sanpl e>
</Repli cati onSt at s>
</ Statistics>

ANNNNANNANA
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Field Mapping Profile Queries

Field mapping profile queries enable the system to differentiate between SPR and BOSS systems.

Mediation Field Mapping Profile Statistics

The following examples show the request and response that are defined in the XSDs for the
FieldMappingProfile tag.

Request
This request follows the QueryOmStats > FieldMappingProfile tag defined in the XSDs.

The following is an example of a request for statistics for Mediation Field Mapping Profile:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >

<Quer yFi el dMappi ngProfil e>

<Name>XX</ Nane>

</ Quer yFi el dvappi ngProfil e>

</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > FieldMappingProfile tag defined in the XSDs.
The following is an example of the FieldMappingProfile tag:

b_19114364_rel_9.9

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Confi gurationData version="9.9.0">
<Fi el dVappi ngProfi | e>
<Nanme>XX</ Nanme>
<Descri pti on></ Descri pti on>
<Mappi ngType>2</ Mappi ngType>
<SoapFi el dName>XX</ SoapFi el dNane>
<Spr Fi el dNanme>XX</ Spr Fi el dName>
<Sequence>0</ Sequence>
<Dat aType>0</ Dat aType>
<Mandat or y>f al se</ Mandat or y>
<Def aul t Val ue></ Def aul t Val ue>
<Val i dat i onRul es></ Val i dati onRul es>
</ Fi el dMappi ngProfil e>
</ Confi gur at i onDat a>

Mediation - Add Field Mapping Profile

The following examples show the request and response that are defined in the XSDs for the
AddFieldMappingProfile tag.

Request
This request follows the QueryOmStats > AddFieldMappingProfile tag defined in the XSDs.
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The following is an example of a request for statistics for adding a Mediation Field Mapping Profile:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<AddFi el dvappi ngProfi |l e>
<Fi el dvappi ngProfil e>
<Name>XX</ Nane>
<Descri pti on></ Descri pti on>
<Mappi ngType>2</ Mappi ngType>
<SoapFi el dNane>XX</ SoapFi el dNanme>
<Spr Fi el dNanme>XX</ Spr Fi el dName>
<Sequence>0</ Sequence>
<Dat aType>0</ Dat aType>
<Mandat or y>f al se</ Mandat or y>
<Def aul t Val ue></ Def aul t Val ue>
<Val i dat i onRul es></ Val i dati onRul es>
</ Fi el dMappi ngProfi | e>
</ AddFi el dVappi ngProfi | e>
</ Xm | nt er f aceRequest >

Response

The response to this request follows the Statistics > AddFieldMappingProfile tag defined in the
XSDs.

The following is an example of the AddFieldMappingProfile tag:

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count ="1">Successfully updated 1 match |ist(s).</Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Mediation - Update Field Mapping Profile

The following examples show the request and response that are defined in the XSDs for the
UpdateFieldMappingProfile tag.

Request
This request follows the QueryOmStats > UpdateFieldMappingProfile tag defined in the XSDs.

The following is an example of a request for statistics for updating a Mediation Field Mapping Profile:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eFi el dvappi ngProfi |l e>
<Fi el dvappi ngProfil e>
<Name>XX</ Nane>
<Descri pti on></ Descri pti on>
<Mappi ngType>2</ Mappi ngType>
<SoapFi el dNanme>XX</ SoapFi el dNane>
<Spr Fi el dNane>XX</ Spr Fi el dName>
<Sequence>1</ Sequence>
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<Dat aType>0</ Dat aType>
<Mandat or y>f al se</ Mandat or y>
<Def aul t Val ue></ Def aul t Val ue>
<Val i dat i onRul es></ Val i dat i onRul es>
</ Fi el dMappi ngProfil e>
</ Updat eFi el dMVappi ngProfi |l e>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > UpdateFieldMappingProfile tag defined in the
XSDs.

The following is an example of the UpdateFieldMappingProfile tag:

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xn | nt er f aceResponse" >
<Success count="1">Successfully updated 1 match |ist(s).</Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Mediation - Delete Field Mapping Profile

The following examples show the request and response that are defined in the XSDs for the
DeleteFieldMappingProfile tag.

Request
This request follows the QueryOmStats > DeleteFieldMappingProfile tag defined in the XSDs.

The following is an example of a request for statistics for deleting a Mediation Field Mapping Profile:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >

<Del et eFi el dvappi ngProfil e>

<Nanme>XX</ Name>

</ Del et eFi el dMappi ngProfil e>

</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > DeleteFieldMappingProfile tag defined in the
XSDs.

The following is an example of the DeleteFieldMappingProfile tag:

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xm I nt er f aceResponse" >
<Success count="1">Del eted 1 Medi ati on Field Mapping Profiles. </ Success>

<Fai l ure count="0"></Fail ure>
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</ Command>
</ Response>

Message Error Statistics for Gx

The following examples show the request and response that are defined in the XSDs for the
MessageErrorStats tag.

Request
This request follows the QueryOmStats > MessageErrorStats tag defined in the XSDs.

The following is an example of a request for statistics for MessageErrorStats tag:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<QueryOntStats Del taCount="true">
<StartTi me>2014-12- 18T03: 30: 00Z</ Start Ti me>
<EndTi ne>2014- 12- 18T03: 45: 00Z</ EndTi me>
<MessageError St at s></ MessageErr or St at s>
</ Quer yOntt at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > PeerAssociateStats tag defined in the XSDs.

The following is an example of the MessagErrorStats tag:

<?xm version="1.0" encodi ng="UTF-8"?>
<Statistics>
<MessageError St at s>

<Sanmpl e>
<StartTi mne>2014- 12- 18T03: 30: 00Z</ St art Ti ne>
<EndTi me>2014- 12- 18T03: 45: 00Z</ EndTi me>
<Pol i cyServer >MPE </ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<Nane>nr a. conpany. conx/ Nane>
<Nel d/ >
<MessageCommand>AAA</ MessageCommand>
<MessageEr r or Name>DI AMETER_ETC_FAI L_REASON</ MessageEr r or Nanme>
<MessageEr r or Code>- 1</ MessageEr r or Code>
<MessagesError | nCount >0</ MessagesErr or | nCount >
<MessagesEr r or Qut Count >0</ MessagesEr r or Qut Count >

</ Sanpl e>

<Sanpl e>
<StartTi mne>2014- 12- 18T03: 30: 00Z</ St art Ti me>
<EndTi me>2014- 12- 18T03: 45: 00Z</ EndTi me>
<MRA>VRA</ MRA>
<| sConpl et e>t r ue</ | sConpl et e>
<Nane>PGW 1</ Nane>
<Nel d/ >
<MessageConmmand>AAA</ MessageCommand>
<MessageEr r or Name>DI AMETER_ETC_FAI L_REASON</ MessageEr r or Nane>
<MessageEr r or Code>- 1</ MessageEr r or Code>
<MessagesError | nCount >0</ MessagesEr r or | nCount >
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<MessagesEr r or Qut Count >0</ MessagesEr r or Qut Count >
</ Sanpl e>
</ MessageError St at s>
</ Statistics>
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This part is dedicated to the using the the OSSI XML
interface specifically for the cable mode.

The interface itself is divided into the following
areas:

e Topology Interface — allows cable users to
manage and query network elements in the
system.

* Subscriber Interface — allows cable users to
manage and query subscriber accounts and tiers.

* Operational Measurements (OM) Interface —
allows cable users to retrieve statistical data from
the system.

Each of these interfaces is described in detail in later
chapters in this part of the document.

214



Chapter

1

Topology Interface for Cable Mode

Topics: The Topology Interface allows cable users to manage

and query network elements within the system.
* Network Elements.....216
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Network Elements

A network element represents a node in the network (cable or wireless), such as a router, CMTS, PDSN,
B-RAS, and so on. The network elements can be organized into logical groups that subdivide the
network space. Network elements have the following attributes that can be requested.

Note: Depending on your system configuration, not all attributes may be present.
Note: The same attributes are also used in the Update Network Element operation.
¢ Capability: The numerical identity of network element capability type, for example:

e TDF-Solicit
* Time-Tariff (PGW,DPI)
¢ Usage-Report-26(GGSN,PGW,SWG,DPI)

* SctpEnabled: Whether the Network Element supports diameter over SCTP.

¢ InitiateDirectConnection: The diameter connection port of the TDF element network.

¢ TdfPort: The diameter connection port of the TDF element network.

* ReconnectDelay: The delay period after diameter connection fails. The unit is in seconds.
¢ WatchDoglnterval: The time interval of the watch dog monitor.

* ResponseTimeout: The time period before there is a connection response timeout.

The following sections describe the available network tags.

Add a Network Element in Cable

The following examples show the request and response that are defined in the XSDs for the
AddNetworkElement tag.

Note: See Network Elements for a complete description of Network Elements and Network Element
Groups.

Request
This request follows the AddNetworkElement tag defined in the XSDs.

The following example creates a new Network Element to represent a router in the network. It also
creates a group, and puts the router in that group.

The router contains the following attributes:

* Name (unique identifier): Router 23

¢ Description: Core router for the north east

¢ HostName (IP address or DNS hostname): 12.1.1.1
e NelD (another unique identifier): 112222

* Capacity (aggregate capacity in bps): 456000

The group contains the following attributes:

¢ Name: NE Group 1
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* Description: All core routers

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<AddNet wor kEl emrent >
<Net wor kEl enent >
<Nanme>Rout er 23</ Nane>
<Descripti on>Core router for the north east</Description>
<Host Name>12. 1. 1. 1</ Host Narme>
<Nel d>112222</ Nel d>
<Net wor kEl enment Type>Rout er </ Net wor KEl enent Type>
<NeSubType></ NeSubType>
<Capaci t y>456000</ Capaci t y>
</ Net wor kEl enent >
<Net wor kEl enment Gr oup>
<Name>NE G oup 1</ Nane>
<Description>All core routers</Description>
<Root Gr oup>t r ue</ Root G- oup>
<El enent Ref >
<Name>r out er 23</ Nane>
<SubG oup>f al se</ SubG oup>
</ El enent Ref >
</ Net wor KEI enent Gr oup>
</ AddNet wor KEI erment >
</ Xm I nt er f aceRequest >

Response
The response to this request follows the generic Response tag defined in the XSDs.

The example XML response that follows represents a successful operation that creates a new network
element and/or groups:

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count ="2">Successfully inmported 1 network el ements.
Successfully inmported 1 group.</Success>
<Fai | ure count ="0"></Fail ure>
</ Command>
</ Response>

The example XML response that follows represents an operation that includes both a success and a
failure (for example, an attempt to update a group’s description field (success), and add an unknown
network element “router 24” to the group “NE Group 1” (failed)).

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count="1">Successfully updated 1 groups. </ Success>
<Fai lure count="1">Failed to update 1 groups. Network El enent G oup
update returned an error attenpting to add the follow ng: router 24
G oup NE G oup 1</ Fail ure>
</ Command>
</ Response>
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Update a Network Element in Cable

The following examples show the request and response that are defined in the XSDs for the
UpdateNetworkElement tag.

Note: See Network Elements for a complete description of Network Elements and Network Element
Groups.

Note: For a list of all the attributes that can be associated with a Network Element see: Topology Interface
for Wireless Mode.

Request
This request follows the UpdateNetworkElement tag defined in the XSDs.

The following example changes the capacity attribute of the network element named “Router 23" to
the new value: 4567000.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Updat eNet wor kEl enent >
<Net wor kEl enent >
<Nanme>Rout er 23</ Nane>
<Capaci t y>4567000</ Capaci t y>
</ Net wor kEl enent >
</ Updat eNet wor kEl enent >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xm I nt er f aceResponse" >
<Success count="1">Successfully updated 1 network el ements. </ Success>
<Fai l ure count="0"></Fai |l ure>
</ Command>
</ Response>

Delete Request for Update Network Element in Cable

The following examples show the delete request and response that are defined in the XSDs for the
UpdateNetworkElement tag.

Note: See Network Elements for a complete description of Network Elements and Network Element
Groups.

Request
This delete request follows the UpdateNetworkElement tag defined in the XSDs.
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The following example is a request for the ManualSubnet operation to delete a network element.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eNet wor kEl enment >
<Net wor kEl enent >
<Nane>cnt s170</ Name>
<Descri pti on></ Descri pti on>
<Host Name>10. 60. 25. 170</ Host Nane>
<BackupHost Nane></ BackupHost Nane>
<Net wor kEl enent Type>CMI'S</ Net wor kEl enent Type>
<NeSubType>None</ NeSubType>
<Managed>t r ue</ Managed>
<PcrmPor t >3918</ PcrmPor t >
<DqosPort >0</ DgosPor t >
<ReadCommuni t y></ ReadCommuni t y>
<Capaci t y>0</ Capaci t y>
<X>0</ X>
<Y>0</ Y>
<Manual Subnet operation="del ete”>
<| pAddress>1. 1. 1. 0</ | pAddr ess>
<Mask>24</ Mask>
</ Net wor kEl enent >
</ Updat eNet wor kEl emrent >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="1">Successfully updated 1 network el ements. </ Success>
<Fai |l ure count="0"></Fai |l ure>
</ Command>
</ Response>

Add Network Element to Group

The following examples show the request and response that are defined in the XSDs for the
AddNetworkElementToGroup tag.

Request
This request follows the AddNetworkElementToGroup tag defined in the XSDs.

The following example adds three network elements (Router 2, Router 34, and Router 131) to a group
(Group 1).

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<AddNet wor kEl enent ToGr oup>
<G oupName>G oup 1</ GroupNane>
<Name>Rout er 2</ Name>
<Nane>Rout er 34</ Nane>
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<Nane>Rout er 131</ Nane>
</ AddNet wor kEl emrent ToGr oup>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xn | nt er f aceResponse" >
<Success count="3">Added 3 el enents to a group. </ Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Remove Network Element from Group

The following examples show the request and response that are defined in the XSDs for the
RemoveNetworkElementFromGroup tag.

Request
This request follows the RemoveNetworkElementFromGroup tag defined in the XSDs.

The following example removes two network elements (Router 34 and Router 131) from a group
(Group 1).

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<RenpbveNet wor KEl ement Fr onGr oup>
<G oupName>G oup 1</ GroupNane>
<Nane>Rout er 34</ Nane>
<Name>Rout er 131</ Nane>
</ RenmoveNet wor kEl enent Fr onGr oup>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count="2">Renoved 2 el ements from group. </ Success>
<Fai | ure count="0"></Fail ure>
</ Command>
</ Response>
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Delete Network Element

The following examples show the request and response that are defined in the XSDs for the
DeleteNetworkElement tag.

Request
This request follows the DeleteNetworkElement tag defined in the XSDs.
The following example deletes two network elements (Node 1 and Node 2).

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Del et eNet wor kEI enent >
<Nanme>Nodel</ Nane>
<Nanme>Node2</ Nane>
</ Del et eNet wor KEl emrent >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="2">Del eted 2 el enents. </ Success>

</ Command>
</ Response>

Delete Network Element Group

The following examples show the request and response that are defined in the XSDs for the
DeleteNetworkElementGroup tag.

Request
This request follows the DeleteNetworkElementGroup tag defined in the XSDs.

The following example deletes two network element groups (Group 1 and Group 2).

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Del et eNet wor KEl ement Gr oup>
<Name>G oup 1</ Name>
<Name>G oup 2</ Name>
</ Del et eNet wor kEl enent Gr oup>
</ Xm I nt er f aceRequest >

Response
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The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xmnl I nt er f aceResponse" >
<Success count="2">Del eted 2 network el enent groups. </ Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Query Network Elements

The following examples show the request and response that are defined in the XSDs for the
QueryNetworkElement tag.

Request
This request follows the QueryNetworkElement tag defined in the XSDs.
Example 1 — XML for querying multiple network elements by name.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Quer yNet wor KEIl enent >
<Name>NE A</ Name>
<Name>NE B</ Name>
</ Quer yNet wor KEl enent >
</ Xm I nt er f aceRequest >

Example 2 — XML for querying all network elements and groups.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >

<Quer yNet wor KEl enent >

</ Quer yNet wor KEl enent >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfigurationData -> NetworkElement tag defined in the
XSDs.

<ConfigurationData version="2.1.6">
<Net wor kKEl enent >
<Nane>vod- 1</ Nane>
<Descri ption/ >
<Host Nane/ >
<BackupHost Nane/ >
<Nel d>vod- 1</ Nel d>
<Net wor KEIl ement Type>Ser ver </ Net wor KEl enrent Type>
<NeSubType>None</ NeSubType>
<Capaci t y>0</ Capaci ty>
<X>0</ X>
<Y>0</Y>
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<Manual Subnet >
<| pAddr ess>88. 0. 0. 0</ | pAddr ess>
<Mask>8</ Mask>
</ Manual Subnet >
</ Net wor kEl enent >
<Net wor KEl enent >
<Name>er x- 1</ Name>
<Descri ption/ >
<Host Nane/ >
<BackupHost Nane/ >
<Nel d>er x- 1</ Nel d>
<Net wor KEl ement Type>B- RAS</ Net wor kEl ement Type>
<NeSubType>ERX</ NeSubType>
<Capaci t y>0</ Capaci ty>
<X>0</ X>
<Y>0</ Y>
<Manual Subnet >
<| pAddr ess>1. 0. 0. 0</ | pAddr ess>
<Mask>8</ Mask>
</ Manual Subnet >
<NEl nt erf ace>
<Nane>8/ 0</ Name>
<Descri pti on/ >
<Capaci t y>0</ Capaci t y>
</ NEl nt er f ace>
</ Net wor kEIl enent >
<Net wor KEl enent >
<Nane>r out er - 1</ Nanme>
<Descri pti on/ >
<Host Name/ >
<BackupHost Nane/ >
<Nel d>r out er - 1</ Nel d>
<Net wor KEl ement Type>Rout er </ Net wor KEl ement Type>
<NeSubType>None</ NeSubType>
<Capaci t y>0</ Capaci ty>
<X>0</ X>
<Y>0</ Y>
</ Net wor kEl enent >
<Net wor kEl ermrent >
<Nane>r out er - 2</ Nanme>
<Descri pti on/ >
<Host Name/ >
<BackupHost Nane/ >
<Nel d>r out er - 2</ Nel d>
<Net wor KEIl ement Type>Rout er </ Net wor KEl ement Type>
<NeSubType>None</ NeSubType>
<Capaci t y>0</ Capaci t y>
<X>0</ X>
<Y>0</ Y>
</ Net wor kEl enent >
<Net wor kEl ermrent >
<Nane>nx- 1</ Nanme>
<Descri pti on/ >
<Host Nanme>10. 60. 100. 101</ Host Nane>
<BackupHost Nane/ >
<Nel d/ >
<Net wor KEl ement Type>W r el i ne Gat eway</ Net wor KEl ement Type>
<NeSubType>MX Seri es</ NeSubType>
<Capaci t y>0</ Capaci ty>
<X>0</ X>
<Y>0</ Y>
<Di anet er Real n»j uni per. conx/ Di amet er Real n»>
<Manual Subnet >
<| pAddr ess>11. 0. 0. 0</ | pAddr ess>
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<Mask>8</ Mask>
</ Manual Subnet >
<Nedi anet eri d>
<Nedi anet eri dSt r >nx. j uni per. conx/ Nedi anet eri dStr>
</ Nedi anet eri d>
</ Net wor kEl enent >
</ Confi gur ati onDat a>

E58937 Revision 01, January 2015 224



Chapter
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Subscriber Interface for Cable Mode

The Subscriber Interface allows cable users to

Topics:
manage and query the subscriber accounts and tiers.

e Accounts.....226
e Tiers.....230
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Accounts

An account represents a billable entity that contains the individual users.

Overview

The Subscriber Interface consists of the following requests:

¢ Accounts — An account represents a billable entity that contains the individual users.

* Add Account — Allows users to add and update subscriber accounts within their system. If an

account already exists with the given identifier (Account ID), then this is considered an update
and the new account replaces the existing one. All relationships between that account and other
objects in the system (for example, tiers) are maintained.

Update Account — Allows users to update accounts in their system. If no object exists with the
given identifier (Account ID), then this is a failure condition and the object is not saved.
Delete Account — Allows users to delete an account.

Query Account — Allows users to query a specific account or list of accounts, returning their
configured attributes.

* Tiers — A tier represents a class of service or a logical grouping of subscriber accounts.

e Add Tier — Allows users to add new tiers to their system. If a tier already exists with the given

identifier (Name), then this is considered an update and the new tier replaces the existing one.
All relationships between that tier and other objects in the system (for example, accounts) are
maintained.

Update Tier — Allows users to update tiers within their system. If no object exists with the
given identifier (Name), then this is a failure condition and the object is not saved.

Delete Tier — Allows users to delete a tier.

Query Tier — Allows users to query a specific tier or list of tiers, returning their configured
attributes.

Add Account

The following examples show the request and response that are defined in the XSDs for the Add Account

tag.

Request

This request follows the AddAccount tag defined in the XSDs.

The following example creates an account with the following attributes:

Account ID: 000123
Association to a network element named: Nodel
One user in this account, with the following attributes:

¢ User ID: bill_smith@company.com

One cable modem in this account, with the following attributes:
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e MAC address: 10:10:10:10:10:11
e [P address: 30.0.0.3
e Two CPEs behind this cable modem: 10.0.0.3, 20.0.0.3

e Association to a tier named: Premium

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<AddAccount >
<Account >
<Account | d>000123</ Account | d>
<Net wor kEl ement Nanme>Nodel</ Net wor KEl enment Nane>
<EndUser >
<EndUser | d>j ohn_smi t h@onpany. conk/ EndUser | d>
</ EndUser >
<Cabl eMbden»
<CmvacAddr >10: 10: 10: 10: 10: 11</ CnVacAddr >
<Cm pAddr >30. 0. 0. 3</ Ol pAddr >
<Cpe>
<Cpel pAddr >10. 0. 0. 3</ Cpel pAddr >
</ Cpe>
<Cpe>
<Cpel pAddr >20. 0. 0. 3</ Cpel pAddr >
</ Cpe>
</ Cabl eModen®
<Ti er Ref >
<Name>Pr em unx/ Name>
</ Ti er Ref >
</ Account >
</ AddAccount >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xm | nt er f aceResponse" >
<Success count="1">Successfully inmported 1 accounts.</Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Update Account

The following examples show the request and response that are defined in the XSDs for the
UpdateAccount tag.

Request
This request follows the UpdateAccount tag defined in the XSDs.
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The following example updates the account identified by ID 000123 to add a new user with ID
jane_doe@company.com.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Updat eAccount >
<Account >
<Account | d>000123</ Account | d>
<EndUser operator="'add"' >
<EndUser | d>j ane_doe@onpany. conx/ EndUser | d>
</ EndUser >
</ Account >
</ Updat eAccount >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="1">Successful ly updated 1 accounts. </ Success>
<Fai l ure count="0"></Fai |l ure>
</ Command>
</ Response>

Delete Account

The following examples show the request and response that are defined in the XSDs for the
DeleteAccount tag.

Request
This request follows the DeleteAccount tag defined in the XSDs.

The following example deletes two accounts: Accountl and Account2.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Del et eAccount >
<Account | d>Account 1</ Account | d>
<Account | d>Account 2</ Account | d>
</ Del et eAccount >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
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<Success count="2">Del eted 2 accounts. </ Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Query Account

The following examples show the request and response that are defined in the XSDs for the
QueryAccount tag.

Request
This request follows the QueryAccount tag defined in the XSDs.

The following example queries multiple accounts by account ID.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Quer yAccount >
<Account | d>000123</ Account | d>
</ Quer yAccount >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfigurationData -> Account tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Confi gurationData version="">
<Account >
<Account | d>000123</ Account | d>
<Net wor kEl enment Nane>Nodel</ Net wor KEl enent Nane>
<EndUser >
<EndUser | d>j ohn_sni t h@onpany. conx/ EndUser | d>
</ EndUser >
<Cabl eMbden»
<CmvacAddr >10: 10: 10: 10: 10: 11</ CmVacAddr >
<Cml pAddr >30. 0. 0. 3</ Cml pAddr >
<UpSer ver | ndex>0</ UpSer ver | ndex>
<UpChannel | ndex>0</ UpChannel | ndex>
<DownSer ver | ndex>0</ DownSer ver | ndex>
<DownChannel | ndex>0</ DownChannel | ndex>
<Docsi sVer si on>0</ Docsi sVer si on>
<MaxFl ows>0</ MaxFl ows>
<MaxCl assi fi er s>0</ Maxd assi fi er s>
<Cpe>
<CpeMacAddr >00: 00: 00: 00: 00: 00</ CpeMacAddr >
<Cpel pAddr >10. 0. 0. 3</ Cpel pAddr >
</ Cpe>
<Cpe>
<CpeMacAddr >00: 00: 00: 00: 00: 00</ CpeMacAddr >
<Cpel pAddr >20. 0. 0. 3</ Cpel pAddr >
</ Cpe>
</ Cabl eMbden®
<Ti er Ref >
<Nanme>Pr em unx/ Nane>
</ Ti er Ref >
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</ Account >
</ Confi gur ati onDat a>

Tiers

A tier represents a class of service or a logical grouping of subscriber accounts.

Add Tier

The following examples show the request and response that are defined in the XSDs for the AddTier
tag.

Request
This request follows the AddTier tag defined in the XSDs.

The following example creates two tiers:

¢ Tierl: Upstream bandwidth limit: 1 Mbps
¢ Tier2: Upstream bandwidth limit: 2 Mbps

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<AddTi er >
<Ti er>
<Nanme>Ti er 1</ Nane>
<Descri ption/ >
<ResourceLinm t>
<Resour ceType>0</ Resour ceType>
<Directi on>1</Di recti on>
<Li m t Val ue>1000000</ Li mi t Val ue>
</ Resour ceLi mt>
</ Tier>
<Ti er >
<Name>Ti er 2</ Nanme>
<Descri ption/>
<ResourceLi m t >
<Resour ceType>0</ Resour ceType>
<Direction>1</Direction>
<Li m t Val ue>2000000</ Li mi t Val ue>
</ ResourcelLi mt>
</ Tier>
</ AddTi er >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xn | nt er f aceResponse" >
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<Success count="2">Successful ly inported 2 tiers.</Success>
<Fai |l ure count="0"></Fai |l ure>
</ Command>
</ Response>

Update Tier

The following examples show the request and response that are defined in the XSDs for the UpdateTier
tag.

Request

This request follows the UpdateTier tag defined in the XSDs.

The following example updates the tier named Tier1 to change the upstream bandwidth limit to 555000
bps.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Updat eTi er >
<Ti er>
<Nanme>Ti er 1</ Nanme>
<ResourceLim t>
<Resour ceType>0</ Resour ceType>
<Direction>1</Di rection>
<Li mi t Val ue>555000</ Li m t Val ue>
</ ResourceLimt>
</ Tier>
</ Updat eTi er >
</ Xm | nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Command type="Xnm | nt er f aceResponse" >
<Success count="1">Successfully updated 1 tier.</Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

Delete Tier

The following examples show the request and response that are defined in the XSDs for the DeleteTier
tag.
Request
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This request follows the DeleteTier tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<Del et eTi er>
<Nanme>Ti er 1</ Nanme>
<Nanme>Ti er 2</ Nanme>
</ Del et eTi er >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the generic Response tag defined in the XSDs.

<?xm version='"1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xml I nt er f aceResponse" >
<Success count="2">Del eted 2 Tiers. </ Success>
<Fai | ure count ="0"></Fai | ur e>
</ Conmand>
</ Response>

Query Tier

The following examples show the request and response that are defined in the XSDs for the QueryTier
tag.

Request
This request follows the QueryTier tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" ?>
<Xm | nt er f aceRequest >
<QueryTi er>
<Nane>Ti er Col d</ Nane>
<Name>Ti er Bronze</ Name>
</ QueryTier>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfigurationData -> Tier tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Confi gurationData version="3.0.0">
<Ti er >
<Nanme>Ti er Gol d</ Nane>
<Descri ption/ >
<ResourcelLim t>
<Resour ceType>0</ Resour ceType>
<Direction>1</Direction>
<Li m t Val ue>9000000</ Li m t Val ue>
</ ResourceLimt>
</ Tier>
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<Ti er >
<Nane>Ti er Bronze</ Nane>
<Descri ption/ >
<ResourceLi m t >
<Resour ceType>0</ Resour ceType>
<Direction>1</Direction>
<Li m t Val ue>1000000</ Li mi t Val ue>
</ ResourcelLimt>
</Tier>
</ Confi gur ati onDat a>
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Measurements (OM) groups and the individual OM
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generic statistics, for example, the instrumentation
on the Multimedia Policy Engine (MPE) can differ
by protocol, and therefore specific statistics may
increment differently across those protocols.
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Operational Measurements Requests Overview for Cable Mode

The OM interface consists of the following requests, grouped by category:
¢ OSSI XML interface statistics

* Topology Update Statistics — retrieves statistics on all updates made through the Topology
Interface.

* Subscriber Update Statistics — retrieves statistics on all updates made through the Subscriber
Interface.

* Policy Server Statistics -- retrieves statistics on each policy server in the system, including the
associated subscribers and network elements.

* Protocol-specific statistics

* Message Processing Statistics — retrieves statistics on session events.

* Reserve Commit Statistics - retrieves statistics on reserve and commit requests specific to the
SPC DQoS protocol.

* Gate Statistics -- retrieves statistics on gate functioning.

* Multiple Grants Per Interval Statistics (Mgpi) -- retrieves statistics on an MPE device over a
Diameter-based Rx interface.

* Policy Statistics -- retrieves statistics on policy servers and execution frequency and duration.
¢ Diameter Statistics — retrieves statistics on Diameter Application Functions.

e PCMM CMTS Statistics -- retrieves statistics on DQos and DQos Network statistics.

* Protocol Error Statistics -- retrieves statistics from Diameter Application Functions (AF).

¢ Connection Error Statistics -- retrieves statistics from Diameter Application Functions (AF).

¢ Latency Statistics — retrieves latency statistics information for incoming and outgoing messages
tracked per network element, MPE.

* Event Trigger Statistics — retrieves related event trigger statistics used for tracking activity.

¢ Traffic Profile Statistics — retrieves traffic profile statistics which counters the number of times
a PCRF attempts to install, remove, or fails.

Topology Update Statistics
The following examples show the request and response that are defined in the XSDs for the
TopologyUpdateStats tag.
Request
This request follows the QueryOmStats > TopologyUpdateStats tag defined in the XSDs.

The following is an example of a request for a topology update:

<?xm version="1.0" encodi ng="UTF-8" ?>

<Quer yOnfst at s>
<StartTi me>2006- 10- 26T14: 30: 00Z</ Start Ti me>
<EndTi ne>2006- 10- 26T14: 40: 00Z</ EndTi me>
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<Topol ogyUpdat eSt at s></ Topol ogyUpdat eSt at s>
</ Quer yOntt at s>

Response
The response to this request follows the Statistics > TopologyUpdateStats tag defined in the XSDs.
Individual statistics are defined as follows:

* TopologyUpdateCount: The number of topology changes made in the Configuration Management
Platform (CMP) that resulted in changes to an MPE. Topology data includes Network Elements,
Paths, Interfaces, and Links. Changes to this data can occur through either the CMP Graphical User
Interface (GUI) or the XML interface. The counter increments for each MPE that updates as a result
of the change. For example, when a user updates a Network Element, the topology update counter
increments for each MPE that the Network Element is associated with.

Batch changes are treated as a single update to an MPE. An OSSI XML interface update may be
made across multiple elements but all of those changes are pushed at one time to the MPE. This is
treated as a single topology change with regard to the counter.

* TopologyUpdateFailCount: The number of topology changes made in the CMP that fail to update
an associated MPE. For example, if an MPE is offline while a Network Element is changed, the fail
counter will increment once for that failed MPE update.

The following is an example of the TopologyUpdateStats tag:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Topol ogyUpdat eSt at s>
<Sanpl e>
<Start Ti me>2006- 10- 26T14: 30: 22Z</ St art Ti mne>
<EndTi me>2006- 10- 26T14: 35: 11Z</ EndTi nme>
<Topol ogyUpdat eCount >942</ Topol ogyUpdat eCount >
<Topol ogyUpdat eFai | Count >6</ Topol ogyUpdat eFai | Count >
</ Sanpl e>
</ Topol ogyUpdat eSt at s>
</ Statistics>

Subscriber Update Statistics

The following examples show the request and response that are defined in the XSDs for the
SubscriberUpdateStats tag.

Request
This request follows the QueryOmStats > SubscriberUpdateStats tag defined in the XSDs.
For example:

The following is an example of a request for subscriber update statistics:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnrfst at s>
<Start Ti ne>2006- 10- 26T14: 30: 00Z</ St art Ti ne>
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<EndTi ne>2006- 10- 26T14: 40: 00Z</ EndTi ne>
<Subscri ber Updat eSt at s></ Subscri ber Updat eSt at s>
</ Quer yOrst at s>

Response
The response to this request follows the Statistics > SubscriberUpdateStats tag defined in the XSDs.
ndividual statistics are defined as follows:

* SubscriberUpdateCount: The number of subscriber changes made in the CMP that resulted in
changes to an MPE. Subscriber data includes accounts and tiers. Changes to this data can occur
through either the CMP GUI or the XML Interface. The counter is incremented for each MPE that
updates as a result of the change. For example, when a user updates an account, the subscriber
update counter increments for each MPE that the account is associated with.

Batch changes are treated as a single update to an MPE. An OSSI XML interface update may be
made across multiple accounts but all of those changes are pushed at one time to the MPE. This is
treated as a single subscriber change with regard to the counter.

* SubscriberUpdateFailCount: The number of subscriber changes made in the CMP that fail to
update an associated MPE. For example, if an MPE is offline while an account is changed, the fail
counter will increment once for that failed MPE update.

The following is an example of the SubscriberUpdateStats tag:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Subscri ber Updat eSt at s>
<Sanpl e>
<Start Ti me>2006- 10- 26T14: 30: 22Z</ St art Ti me>
<EndTi me>2006- 10- 26T14: 35: 11Z</ EndTi me>
<Subscri ber Updat eCount >942</ Subscr i ber Updat eCount >
<Subscri ber Updat eFai | Count >6</ Subscri ber Updat eFai | Count >
</ Sanpl e>
</ Subscri ber Updat eSt at s>
</ Statistics>

Policy Server Statistics

The following examples show the request and response that are defined in the XSDs for the
PolicyServerStats tag.

Request
This request follows the QueryOmStats > PolicyServerStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF-8" ?>

<Quer yOnfst at s>
<StartTi me>2006- 10- 26T14: 30: 00Z</ Start Ti me>
<EndTi ne>2006- 10- 26T14: 35: 00Z</ EndTi me>
<Pol i cySer ver St at s>
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<Pol i cyServer >At | ant al05</ Pol i cySer ver >
</ Pol i cyServer St at s>
</ Quer yOrst at s>

The following is an example of a request for all policy servers in the system:

<?xm version="1.0" encodi ng="UTF-8" ?>

<Quer yOrtt at s>
<StartTi me>2006- 10- 26T14: 30: 00Z</ St art Ti me>
<EndTi ne>2006- 10- 26T14: 40: 00Z</ EndTi me>
<Pol i cySer ver St at s></ Pol i cySer ver St at s>

</ Quer yOntt at s>

Response

The response to this request follows the Statistics > PolicyServerStats tag defined in the XSDs.

Individual statistics are defined as follows:

¢ TotalNetworkElementCount: The total (absolute) number of network elements associated with
that MPE. The absolute value is the value taken at the EndTime of the reported sample.

¢ TotalSubscriberCount: The total (absolute) number of accounts associated with that MPE.

The following is an example of the PolicyServerStats tag:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Pol i cySer ver St at s>
<Sanpl e>
<Start Ti me>2006- 10- 26T14: 30: 22Z</ St art Ti me>
<EndTi me>2006- 10- 26T14: 35: 11Z</ EndTi nme>
<Pol i cySer ver >At | ant a105</ Pol i cySer ver >
<| sConpl et e>t rue</ | sConpl et e>
<Tot al Net wor KEl enent Count >52</ Tot al Net wor KEl enent Count >
<Tot al Subscri ber Count >1000000</ Tot al Subscri ber Count >
</ Sanpl e>
</ Pol i cyServer St at s>
</ Statistics>

Gate Statistics

The following examples show the request and response that are defined in the XSDs for the GateStats
tag.

Request
This request follows the QueryOmStats > GateStats tag defined in the XSDs.

The following is an example of a request for all policy servers in the system:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOrtt at s>
<StartTi me>2007-10-26T14: 30: 00Z</ Start Ti me>
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<EndTi ne>2007- 10- 26T14: 40: 00Z</ EndTi ne>
<Gat eSt at s></ Gat eSt at s>
</ Quer yOrst at s>

Response
The response to this request follows the Statistics > GateStats tag defined in the XSDs.

* GateSetCount — Number of Gate Set messages processed.

¢  GateSetSuccessCount — Number of Gate Set Success messages processed.

* GateSetErrorCount — Number of Gate Set Error messages processed.

* GateStatusCount — Number of Gate Status messages processed.

* GateStatusSuccessCount — Number of Gate Status Success messages processed.
* GateStatusErrorCount — Number of Gate Status Error messages processed.

* GateDeleteCount — Number of Gate Delete messages processed.

* GateDeleteSuccessCount — Number of Gate Delete Success messages processed.
* GateDeleteErrorCount — Number of Gate Delete Error messages processed.

The following is an example XML response to a GateStats tag request:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<CGat eSt at s>
<Sanpl e>
<Start Ti ne>2007- 10- 26T14: 30: 22Z</ St art Ti ne>
<EndTi ne>2007- 10- 26T14: 35: 11Z</ EndTi ne>
<Pol i cySer ver >At | ant al05</ Pol i cySer ver >
<I sConpl et e>t r ue</ | sConpl et e>
<Gat eSet Count >100</ Gat eSet Count >
<Gat eSet SuccessCount >100</ Gat eSet SuccessCount >
<Gat eSet Er r or Count >0</ Gat eSet Er r or Count >
<Gat eSt at usCount >100</ Gat eSt at usCount >
<Gat eSt at usSuccessCount >100</ Gat eSt at usSuccessCount >
<Gat eSt at usErr or Count >0</ Gat eSt at usEr r or Count >
<Gat eDel et eCount >100</ Gat eDel et eCount >
<Gat eDel et eSuccessAckCount >100</ Gat eDel et eSuccessCount >
<Gat eDel et eErr or Count >0</ Gat eDel et eEr r or Count >
</ Sanpl e>
</ Gat eSt at s>
</Statistics>

Latency Statistics

The following examples show the request and response that are defined in the XSDs for the
DiameterAfLatencyStats tag.
Request

This request follows the QueryOmStats > DiameterAfLatencyStats tag defined in the XSDs.
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The following is an example of a request for a single policy server:

<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Xm | nt er f aceRequest >

<Quer yOnfst at s>

<StartTi ne>2001-

12-31T12: 00: 00</ St art Ti me>

<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Di anet er Af Lat encySt at s>

<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
</ Di anet er Af Lat encySt at s>

</ Quer yOntt at s>

</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > DiameterAfLatencyStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0"
<Statistics>

encodi ng="UTF- 8" ?>

<Di anet er Af Lat encySt at s>

<Sanpl e>

<StartTi ne>2001-12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi me>

<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >

<l sConpl et e>t rue</ | sConpl et e>

<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >

<MaxTr ansact i onl nProcessi ngTi me>0</ MaxTr ansact i onl nPr ocessi ngTi me>

<Aver ageTr ansact i onl nProcessi ngTi ne>0</ Aver ageTr ansact i onl nProcessi ngTi me>

<MaxTr ansacti onQut Processi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Pr ocessi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi me>

<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Transacti onTi

<Transacti onTi
<Tr ansact i onTi
<Transacti onTi
<Tr ansact i onTi

<Tr ansacti onTi
</ Sanpl e>

me_In_0_ 20 Count >0</ TransactionTi ne_In_0 20 Count >

me_I n_20_40_Count >0</ Transacti onTi ne_| n_20_40_Count >
me_I n_40_60_Count >0</ Transacti onTi ne_| n_40_60_Count >
me_|I n_60 80 Count >0</ TransactionTi me_In_60_80 Count>
nme_In_80_100_Count >0</ Transacti onTi me_In_80 100 Count >
me_I n_100_120_Count >0</ Transacti onTi me_I n_100_120_Count >
me_I n_120_140_Count >0</ Transacti onTi ne_I n_120_140_Count >
me_|In_140 160 Count >0</ TransactionTi me_In_140 160 Count >
me_In_160_180_Count >0</ Transacti onTi ne_I n_160_180_Count >
me_I n_180_200_Count >0</ Transacti onTi ne_I n_180_200_Count >
me_I n_gt _200_Count >0</ Transacti onTi ne_| n_gt _200_Count >
me_Qut 20 40 Count >0</ Transacti onTi ne_Qut 20 40 Count >
me_Qut _40_60_Count >0</ Transacti onTi me_Qut _40_60_Count >
me_Qut _60_80_Count >0</ Transacti onTi me_Qut _60_80_Count >
me_CQut _80_100_Count >0</ Tr ansact i onTi me_CQut _80_100_Count >
me_Qut 100 120 Count >0</ TransactionTime_CQut 100 120 Count >

me_Qut _120_140_Count >0</ Transacti onTi me_Qut _120_140_Count >
me_Qut 140 160 Count >0</ Transacti onTi me_CQut 140 160 Count >
me_Qut _160_180_Count >0</ Tr ansacti onTi me_Qut _160_180_Count >
me_CQut 180 200 Count >0</ Transacti onTi me_CQut 180 200 Count >

me_Qut _gt _200_Count >0</ Tr ansact i onTi nme_Qut _gt _200_Count >
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</ Di anet er Af Lat encySt at s>
</ Statistics>

Request
This request follows the QueryOmStats > DiameterAfPeerLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<Quer yOrfst at s>
<StartTi ne>2001- 12- 31T12: 00: 00</ St art Ti ne>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Di anet er Af Peer Lat encySt at s>
<Nanme>Appl i cat i onNane</ Nane>
</ Di anet er Af Peer Lat encySt at s>
</ Quer yOrtt at s>
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > DiameterAfPeerfLatencyStats tag defined in the
XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Di anet er Af Peer f Lat encySt at s>
<Sanpl e>

<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti me>
<EndTi me>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<Name>Appl i cat i onName</ Name>
<Nel d>Nel d</ Nel d>
<Net wor kEl ement Type>Net wor kEl ement Type</ Net wor KEl ement Type>
<Net wor KEIl ement SubType>Net wor KEl ement SubType</ Net wor KEl enent SubType>
<Connect Addr ess>10. 60. 4. 56</ Connect Addr ess>
<Connect Port >3868</ Connect Port >
<Connect Type>TCP</ Connect Type>
<MaxTr ansact i onl nProcessi ngTi me>0</ MaxTr ansact i onl nPr ocessi ngTi ne>
<Aver ageTransact i onl nProcessi ngTi ne>0</ Aver ageTr ansact i onl nProcessi ngTi ne>

<MaxTr ansacti onQut Processi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Processi ngTi me>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<Transacti onTi ne_I n_0_20_ Count >0</ Transacti onTi me_I n_0_20_Count >
<TransactionTi me_Il n_20_40_Count >0</ Transacti onTi ne_I n_20_40_Count >
<Transacti onTi me_I n_40_60_Count >0</ Tr ansact i onTi me_Il n_40_60_Count >
<TransactionTime_In_60 80 Count>0</Transacti onTine_In_60 80 Count >
<TransactionTi me_I n_80_100_Count >0</ Transacti onTi me_| n_80_100_Count >
<TransactionTi me_Il n_100_120_Count >0</ Transacti onTi me_Il n_100_120_Count >
<TransactionTi me_I n_120_140_Count >0</ Transacti onTi ne_I n_120_140_Count >
<TransactionTi me_In_140 160 _Count >0</ Transacti onTi me_In_140_160_Count >
<TransactionTi me_Il n_160_180_Count >0</ Transacti onTi me_I n_160_180_Count >
<TransactionTi me_Il n_180_200_Count >0</ Transacti onTi me_Il n_180_200_Count >
<TransactionTi me_I n_gt 200_Count >0</ Tr ansacti onTi me_Il n_gt _200_Count >
<TransactionTi me_Qut _0 20 Count>0</Transacti onTinme_CQut_0 20 Count >
<Transacti onTi me_Qut _20_40_Count >0</ Tr ansacti onTi me_Qut _20_40_Count >
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<Transacti onTi me_Qut _40_60_Count >0</ Tr ansacti onTi me_Qut _40_60_Count >
<TransactionTi me_Qut _60_80_Count >0</ Transacti onTi ne_Qut _60_80_Count >
<TransactionTi me_Qut _80_100_Count >0</ Transacti onTi me_Qut _80_100_Count >
<TransactionTi me_Qut 100 120 Count >0</ Transacti onTi me_Qut 100 120 Count >

<TransactionTi me_Qut _120_140_Count >0</ Tr ansacti onTi me_Qut _120_140_Count >
<TransactionTi me_Qut 140 160 Count >0</ Tr ansacti onTi me_Qut 140 160 Count >
<TransactionTi me_Qut _160_180_Count >0</ Tr ansacti onTi me_Qut _160_180_Count >
<TransactionTi me_Qut 180 200 Count >0</ Tr ansacti onTi me_Qut 180 200 Count >

<TransactionTi me_Qut _gt_200_Count >0</ Transacti onTi me_Qut _gt _200_Count >
</ Sanpl e>
</ Di anet er Af Peer f Lat encySt at s>
</ Statistics>

Request
This request follows the QueryOmStats > PcnmCmtsLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<Quer yOrfst at s>
<StartTi me>2001-12-31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<PcmCnt sLat ency St at s>
<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >
</ PcrmCnt sLat ency St at s>
</ Quer yOrfst at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > PcmmCmtsLatencyStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Pcmnt sLat ency St at s>
<Sanpl e>

<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<Cur r ent Connect i onsCount >0</ Cur r ent Connect i onsCount >
<MaxTr ansacti onl nPr ocessi ngTi ne>0</ MaxTr ansact i onl nProcessi ngTi ne>
<Aver ageTransact i onl nProcessi ngTi ne>0</ Aver ageTr ansact i onl nProcessi ngTi me>

<MaxTr ansact i onQut Pr ocessi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Processi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<Transacti onTi ne_I n_0_20_Count >0</ Tr ansacti onTi me_I n_0_20_Count >
<TransactionTime_In_20 40 Count>0</Transacti onTinme_In_20 40 Count >
<TransactionTi me_Il n_40_60_Count >0</ Transacti onTi ne_I n_40_60_Count >
<TransactionTi me_Il n_60_80_Count >0</ Transacti onTi ne_I n_60_80_Count >
<TransactionTi ne_I n_80_100_Count >0</ Tr ansacti onTi me_Il n_80_100_Count >
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<Tr ansacti onTi
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<Transacti onTi
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</ Sanpl e>
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In_100_120_ Count >0</ Transacti onTi ne_In_100_ 120 Count >
In_120_140_Count >0</ Transacti onTi ne_I n_120_140_Count >
In_140_160_Count >0</ Transacti onTi ne_I n_140_160_Count >
In_160 180 Count >0</ TransactionTine_|In_160 180 Count >
In_180_200_Count >0</ Transacti onTi ne_I n_180 200 Count >
I n_gt_200_Count >0</ Transacti onTi ne_I n_gt _200_Count >
CQut _0_20_ Count >0</ Tr ansact i onTi me_ Qut _0_20_Count >

Qut 20 40 Count >0</ Transacti onTi ne_ aut 20 40 Count >
Qut _40_60_Count >0</ Transacti onTi me_Qut _40_60_Count >
Qut _60_80_Count >0</ Transacti onTi me_Qut _60_80_Count >
Qut _80_100_Count >0</ Transact i onTi me_CQut _80_100_Count >

me_Qut 100 120 Count >0</ TransactionTi me_CQut 100 120 Count >

me_Qut _120_140_Count >0</ Transacti onTi me_Qut _120_140_Count >

me_Qut 140 160 Count >0</ TransactionTi me_CQut 140 160 Count >

me_Qut _160_180_Count >0</ Tr ansact i onTi me_Qut _160_180_Count >

me_CQut 180 200 Count >0</ TransactionTi me_Cut 180 200 Count >

me_Qut _gt _200_Count >0</ Tr ansact i onTi ne_Qut _gt _200_Count >

</ PcrmCnt sLat ency St at s>

</Statistics>

Request

This request follows the QueryOmStats > PcmmCmtsPeerLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Xm | nt er f aceRequest >

<Quer yOrfst at s>

<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti me>
<EndTi ne>2001- 12- 31T12: 15: 00</ EndTi ne>
<PcmCnt sPeer Lat encySt at s>

<Narme>Net wor KEl emrent Nanme</ Name>
</ PcrmCnt sPeer Lat ency St at s>

</ Quer yOrfst at s>

</ Xm | nt er f aceRequest >

Response

The response to this request follows the Statistics > PcmmCmtsPeerLatencyStats tag defined in the

XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Statistics>

<Pcmnt sPeer Lat encySt at s>

<Sanpl e>

<StartTi me>2001- 12- 31T12: 00: 00</ St art Ti me>
<EndTi me>2001- 12- 31T12: 15: 00</ EndTi ne>

<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>

<Nanme>Net wor KEl enent Nanme</ Name>

<Nel d>Nel d</ Nel d>
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<Net wor KEIl ement Type>Net wor kEl ement Type</ Net wor KEl enent Type>

<Net wor kEl enment SubType>Net wor kEl enent SubType</ Net wor KEl enent SubType>
<Connect Addr ess>10. 60. 4. 56</ Connect Addr ess>

<Connect Port >3868</ Connect Port >

<Connect Type>TCP</ Connect Type>

<MaxTr ansacti onl nPr ocessi ngTi mne>0</ MaxTr ansact i onl nProcessi ngTi ne>

<Aver ageTransacti onl nProcessi ngTi me>0</ Aver ageTr ansact i onl nPr ocessi ngTi me>

<MaxTr ansact i onQut Pr ocessi ngTi ne>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTransact i onQut Processi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<Transacti onTi
<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi

<Transacti onTi
<Tr ansact i onTi
<Transacti onTi
<Transact i onTi

<Tr ansacti onTi
</ Sanpl e>

me_In_0 20 Count>0</TransactionTinme_In_0 20 Count>
me_In_20 40 Count >0</ Transacti onTi ne_I n_20_40_Count >
me_Il n_40_60_Count >0</ Transacti onTi ne_I n_40_60_Count >
me_I n_60_80_Count >0</ Transacti onTi ne_| n_60_80_Count >
me_|In_80 100 Count >0</ TransactionTinme_|In_80 100 Count >
me_In_100_120_Count >0</ Transacti onTi ne_I n_100_120_Count >
me_In_120_140_Count >0</ Transacti onTi ne_I n_120_140_Count >
me_I n_140_160_Count >0</ Tr ansacti onTi ne_I n_140_160_Count >
me_|In_160 180 Count >0</ TransactionTime_In_160 180 Count >
me_In_180_200_Count >0</ Transacti onTi ne_I n_180_200_Count >
me_I n_gt_200_Count >0</ Transacti onTi me_I n_gt _200_Count >
me_Qut _0_20_Count >0</ Transacti onTi ne_Qut _0_20_Count >
me_Qut 20 40 Count >0</ Transacti onTi ne_Qut 20 _40_ Count >
me_Qut _40_60_Count >0</ Transacti onTi me_Qut _40_60_Count >
me_Qut _60_80_Count >0</ Transacti onTi me_Qut _60_80_Count >
me_Qut _80_100_Count >0</ Transact i onTi ne_Qut _80_100_Count >
me_Qut 100 120 Count >0</ TransactionTi me_CQut 100 120 Count >

me_Qut _120_140_Count >0</ Transacti onTi me_Qut _120_140_Count >
me_Qut 140 160 Count >0</ Transacti onTi me_CQut 140 160 Count >
me_Qut _160_180_Count >0</ Tr ansact i onTi me_Qut _160_180_Count >
me_CQut 180 200 Count >0</ Transacti onTi me_Cut 180 200 Count >

me_Qut _gt _200_Count >0</ Tr ansact i onTi ne_Qut _gt _200_Count >

</ PcrmCnt sPeer Lat ency St at s>

</Statistics>

Request

This request follows the QueryOmStats > PcmmAmLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Xm | nt er f aceRequest >

<Quer yOrfst at s>

<StartTi mne>2001- 12- 31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi nme>

<PcmmAniat encySt at s>
<Pol i cySer ver >Pol i cyServer </ Pol i cyServer >
</ PcrmmAnlLat ency St at s>

</ Quer yOrfst at s>

</ Xm I nt er f aceRequest >

Response
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The response to this request follows the Statistics > PecmmAmULatencyStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0"
<Statistics>

encodi ng="UTF- 8" ?>

<PcmmAniat encySt at s>

<Sanpl e>

<Start Ti me>2001- 12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi me>

<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >

<l sConpl et e>t rue</ | sConpl et e>

<Current Connect i onsCount >0</ Cur r ent Connect i onsCount >

<MaxTransacti onl nPr ocessi ngTi me>0</ MaxTr ansact i onl nProcessi ngTi ne>

<Aver ageTr ansact i onl nProcessi ngTi ne>0</ Aver ageTr ansact i onl nProcessi ngTi ne>

<MaxTr ansacti onQut Processi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Processi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi nme>

<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansact i onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi

<Tr ansacti onTi
<Transact i onTi
<Transacti onTi
<Transact i onTi

<Transacti onTi
</ Sanpl e>

me_In_0_ 20 Count >0</ TransactionTi ne_In_0 20 Count >

me_I n_20_40_Count >0</ Transacti onTi ne_I n_20_40_Count >
me_I n_40_60_Count >0</ Transacti onTi ne_| n_40_60_Count >
me_|I n_60 80 Count >0</ TransactionTi me_In_60_80 Count >
nme_I n_80_100_Count >0</ Transacti onTi me_I n_80_ 100 Count >
me_In_100_120_Count >0</ Transacti onTi ne_I n_100_120_Count >
me_I n_120_140_Count >0</ Transacti onTi ne_I n_120_140_Count >
me_|In_140 160 Count >0</ TransactionTi me_In_140 160 Count >
me_In_160_180_Count >0</ Transacti onTi ne_I n_160_180_Count >
me_I n_180_200_Count >0</ Transacti onTi ne_Il n_180_200_Count >
me_| n_gt _200_Count >0</ Transacti onTi ne_| n_gt _200_Count >
me_Qut 0 20 Count >0</ Transacti onTi me_Qut _0_20_ Count >
me_Qut _20_40_Count >0</ Transacti onTi me_Qut _20_40_Count >
me_Qut _40_60_Count >0</ Transacti onTi me_Qut _40_60_Count >
me_QOut _60_80_Count >0</ Transacti onTi me_Qut _60_80_Count >
me_CQut 80 _100_ Count >0</ Transacti onTi me_Qut 80 100 Count >
me_Qut _100_120_Count >0</ Transacti onTi me_Qut _100_120_ Count >

me_Qut _120_140_Count >0</ Tr ansacti onTi me_CQut _120_140_Count >
me_Qut _140_160_Count >0</ Tr ansacti onTi me_Qut 140 _160_Count >
me_Qut _160_180_Count >0</ Tr ansact i onTi me_Qut _160_180_Count >
me_Qut _180_200_Count >0</ Tr ansacti onTi me_Qut 180 200_Count >

me_Qut _gt _200_Count >0</ Transact i onTi ne_Qut _gt _200_Count >

</ PcnmmAnlat encySt at s>

</Statistics>

Request

This request follows the QueryOmStats > PcmmAmPeerLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Xm | nt er f aceRequest >

<Quer yOnft at s>

<Start Ti ne>2001-12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi me>

<PcmmAnPeer Lat encySt at s>
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<Name>Appl i cat i onNane</ Nane>
</ PcrmAnPeer Lat ency St at s>

</ Quer yOrft at s>

</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > PcmmAmPeerLatencyStats tag defined in the

XSDs.

The following is an example of a response for a single policy server:

<Statistics>

<PcmmAnPeer Lat encySt at s>

<Sanpl e>

<StartTi ne>2013-04-12T01: 45: 00Z</ St art Ti ne>

<EndTi ne>2013-

04-12T01: 00: 00Z</ EndTi nme>

<Pol i cySer ver >pol i cyserver </ Pol i cySer ver >

<l sConpl et e>t rue</ | sConpl et e>

<Name>Appl i cat i onName</ Nanme>

<Am d>Am d</ Aml d>

<Connect Addr ess>10. 60. 56. 60</ Connect Addr ess>

<MaxTransacti onl nProcessi ngTi ne>863</ MaxTr ansacti onl nPr ocessi ngTi ne>
<Aver ageTr ansact i onl nProcessi ngTi ne>178</ Aver ageTr ansact i onl nProcessi ngTi me>

<MaxTr ansact i onQut Pr ocessi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTransact i onQut Processi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi

<Transacti onTi
<Tr ansact i onTi
<Transacti onTi
<Tr ansact i onTi

<Tr ansacti onTi
</ Sanpl e>

me_In_0 20 Count>0</TransactionTinme_In_0 20 Count>
me_In_20 40 Count >0</ Transacti onTi ne_I n_20_40_Count >
me_I n_40_60_Count >0</ Transacti onTi ne_| n_40_60_Count >
me_I n_60_80_Count >0</ Transact i onTi ne_| n_60_80_Count >
me_|In_80 100 Count >0</TransactionTine_|In_80 100 Count >
me_In_100_120_Count >0</ TransactionTi ne_I n_100_120_Count >
me_I n_120_140_Count >0</ Transacti onTi me_I n_120_140_Count >
me_I n_140_160_Count >0</ Tr ansacti onTi ne_I n_140_160_Count >
me_|In_160 180 Count >0</ TransactionTime_In_160 180 Count >
me_In_180_200_Count >0</ Transacti onTi ne_I n_180_200_Count >
me_I| n_gt _200_Count >0</ Transacti onTi ne_| n_gt _200_Count >
me_CQut _0_20_Count >0</ Tr ansact i onTi ne_Qut _0_20_Count >
me_Qut 20 40 Count >0</ TransactionTi ne_Qut 20 40 Count >
me_Qut _40_60_Count >0</ Transacti onTi me_Qut _40_60_Count >
me_Qut _60_80_Count >0</ Transacti onTi me_Qut _60_80_Count >
me_CQut _80_100_Count >0</ Tr ansact i onTi me_CQut _80_100_Count >
me_Qut 100 120 Count >0</ TransactionTi me_CQut 100 120 Count >

me_Qut _120_140_Count >0</ Transacti onTi me_Qut _120_140_Count >
me_Qut 140 160 Count >0</ Transacti onTi me_CQut 140 160 Count >
me_Qut _160_180_Count >0</ Tr ansact i onTi me_Qut _160_180_Count >
me_CQut 180 200 Count >0</ Transacti onTi me_CQut 180 200 Count >

me_Qut _gt _200_Count >0</ Tr ansact i onTi ne_Qut _gt _200_Count >

</ PcmmAnPeer Lat ency St at s>

</Statistics>

Request
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This request follows the QueryOmStats > PcmmDpsLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >

<Quer yOnfst at s>

<StartTi ne>2001- 12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi me>

<PcmDpsLat encySt at s>
<Pol i cySer ver >Pol i cyServer >
</ PcrmDpsLat ency St at s>

</ Quer yOrft at s>

</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > PemmDpsLatencyStats tag defined in the XSDs.

The following is an example of a response for a single policy server:

<?xm version="1.0"
<Statistics>

encodi ng="UTF- 8" ?>

<PcmmDpsLat encySt at s>

<Sanpl e>

<StartTi ne>2001-12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi me>

<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >

<l sConpl et e>t rue</ | sConpl et e>

<Curr ent Connect i onsCount >0</ Cur r ent Connect i onsCount >

<MaxTr ansact i onl nProcessi ngTi me>0</ MaxTr ansact i onl nPr ocessi ngTi me>

<Aver ageTransact i onl nProcessi ngTi ne>0</ Aver ageTr ansact i onl nProcessi ngTi ne>

<MaxTr ansacti onQut Processi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Pr ocessi ngTi ne>0</ Aver ageTr ansact i onCQut Pr ocessi ngTi me>

<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi

me_In_0 20 Count >0</ TransactionTi ne_In_0 20 Count >

me_I n_20_40_Count >0</ Transact i onTi ne_| n_20_40_Count >
me_I n_40_60_Count >0</ Transacti onTi ne_| n_40_60_Count >
me_|I n_60 80 Count >0</ TransactionTi me_In_60_80 Count >
nme_In_80_100_Count >0</ Transacti onTi me_I n_80 100 Count >
me_I n_100_120_Count >0</ Transacti onTi me_I n_100_120_Count >
me_I n_120_140_Count >0</ Transacti onTi ne_I n_120_140_Count >
me_|In_140 160 Count >0</ TransactionTi me_In_140 160 Count >
me_In_160_180_Count >0</ Transacti onTi ne_I n_160_180_Count >
me_I n_180_200_Count >0</ Transacti onTi me_I| n_180_200_Count >
me_I n_gt _200_Count >0</ Transacti onTi ne_| n_gt _200_Count >
me_Qut 0 20 Count >0</ TransactionTi me_Qut _0_20_ Count >
me_Qut _20_40_Count >0</ Transacti onTi me_Qut _20_40_Count >

<Tr ansact i
<Transacti
<Transacti

onTi me_Qut _40_60_Count >0</ Tr ansact i onTi me_Qut _40_60_Count >
onTi me_Qut _60_80_Count >0</ Tr ansact i onTi me_CQut _60_80_Count >
onTime_CQut _80_100_ Count >0</ Transacti onTi me_Qut 80 100 Count >

<Transact i onTi
<Transact i onTi
<Transact i onTi
<Transact i onTi

<Tr ansact i onTi

me_Out _100_120_Count >0</ Transacti onTi me_Qut _100_120_Count >
me_CQut _120_140_Count >0</ Transacti onTi me_CQut _120_140_Count >
me_Qut _140_160_Count >0</ Tr ansacti onTi me_Qut 140 _160_Count >
me_CQut _160_180_Count >0</ Transacti onTi me_CQCut _160_180_Count >
me_Qut _180_200_Count >0</ Tr ansacti onTi me_Qut 180 200_Count >
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me_Qut _gt_200_Count >0</ Transact i onTi ne_Qut _gt _200_Count >

</ PcrmDpsLat ency St at s>

</Statistics>

Request

This request follows the QueryOmStats > PcmmDpsPeerLatencyStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Xm | nt er f aceRequest >

<Quer yOrft at s>

<StartTi ne>2001-12-31T12: 00: 00</ St art Ti ne>

<EndTi ne>2001-

12-31T12: 15: 00</ EndTi me>

<PcmDpsPeer Lat ency St at s>
<Nanme>DpsNane</ Nane>
</ PcrmDpsPeer Lat encySt at s>

</ Quer yOrft at s>

</ Xm I nt er f aceRequest >

Response

The response to this request follows the Statistics > PcmmDpsPeerLatencyStats tag defined in the

XSDs.

The following is an example of a response for a single policy server:

<Statistics>

<PcmDpsPeer Lat ency St at s>

<Sanpl e>

<StartTi ne>2012- 06- 07T01: 00: 00Z</ St art Ti ne>

<EndTi ne>2012-

06-07T01: 15: 00Z</ EndTi nme>

<Pol i cySer ver >Pol i cySer ver </ Pol i cyServer >

<| sConpl et e>t rue</ | sConpl et e>

<Nane>DpsNane</ Nane>

<Dpsl| d>Nel d</ Dpsl d>

<Connect Addr ess>10. 60. 4. 56</ Connect Addr ess>

<MaxTr ansacti onl nPr ocessi ngTi ne>0</ MaxTr ansact i onl nProcessi ngTi ne>
<Aver ageTransacti onl nProcessi ngTi ne>0</ Aver ageTr ansact i onl nProcessi ngTi me>

<MaxTr ansact i onQut Pr ocessi ngTi me>0</ MaxTr ansact i onQut Pr ocessi ngTi ne>
<Aver ageTr ansact i onQut Pr ocessi ngTi ne>0</ Aver ageTr ansact i onQut Pr ocessi ngTi ne>

<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi
<Tr ansacti onTi
<Transacti onTi
<Transacti onTi
<Tr ansacti onTi

me_I n_0_20_Count >0</ Transacti onTi ne_I n_0_20_Count >
me_In_20 40 Count >0</ Transacti onTine_In_20 40 Count >
me_I n_40_60_Count >0</ Transacti onTi ne_I n_40_60_Count >
me_I n_60_80_Count >0</ Tr ansact i onTi ne_| n_60_80_Count >
me_I n_80_100_Count >0</ Transacti onTi ne_I n_80_100_Count >
me_In_100 120 Count >0</ TransactionTi ne_In_100 120 Count >
me_In_120_140_Count >0</ Transacti onTi me_I n_120_140_Count >
me_I n_140_160_Count >0</ Tr ansacti onTi ne_I n_140_160_Count >
me_In_160_180_Count >0</ Transacti onTi ne_I n_160_180_Count >
me_In_180 200 _Count >0</ Transacti onTi ne_I n_180 200 Count >
me_I n_gt_200_Count >0</ Transacti onTi me_I n_gt 200_Count >
me_Qut _0_20_Count >0</ Transacti onTi ne_Qut _0_20_Count >
me_Qut _20_40_Count >0</ Transacti onTi ne_Qut _20_40_Count >
me_Qut _40 60 Count >0</ Transacti onTi me_Qut 40 _60_ Count >
me_Qut _60_80_Count >0</ Transacti onTi me_Qut _60_80_Count >
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<Transacti onTi me_Qut 80 _100_Count >0</ Transacti onTi ne_Qut 80 100_Count >
<TransactionTi me_Qut _100_120_Count >0</ Tr ansacti onTi me_Qut _100_120_Count >

<TransactionTi me_Qut 120 140 Count >0</ Transacti onTi me_Qut 120 140 Count >
<TransactionTi me_Qut _140_160_Count >0</ Tr ansacti onTi me_Qut _140_160_Count >
<TransactionTi me_Qut 160 180 Count >0</ Transacti onTi me_Qut 160 180 Count >
<Transacti onTi me_Qut _180_200_Count >0</ Tr ansacti onTi me_Qut _180_200_Count >

<Transacti onTi me_Qut _gt_200_Count >0</ Transacti onTi ne_Qut _gt_200_Count >
</ Sanpl e>
</ PcrmDpsPeer Lat encySt at s>
</ Statistics>

Mgpi Statistics

The following examples show the request and response that are defined in the XSDs for the MgpiStats
tag.

Request
This request follows the QueryOmStats > MgpiStats tag defined in the XSDs.

The following is an example of a request for all policy servers within the system:

<?xm version="1.0" encodi ng="UTF-8" ?>

<Quer yQOrtt at s>
<StartTi me>2007-10-26T14: 30: 00Z</ Start Ti me>
<EndTi ne>2007- 10- 26T14: 40: 00Z</ EndTi me>
<Mgpi St at s></ Mgpi St at s>

</ Quer yOntt at s>

Response

The response to this request follows the Statistics > MgpiStats tag defined in the XSDs.

* TotalFlowsCount — The number of active upstream diameter session flows in memory.
¢ ActualGatesCount — The number of actual upstream gates in memory.

¢ MultiFlowGatesCount — The number of gates in memory that have been aggregated, (for example,
possessing multiple diameter session flows on this gate).

» EffectiveGatesCount — A calculation using the formula Effective Gates = (Active Gate Count -
Actual Gate Count ) + Total Flow Count.

Note: Active gate count is the number of active gates, including the upstream gates and downstream
gates.

Example:

An MPE Upstream Service Flow Limit for Triggering MGPI = 2, Maximum Number of Grants per
Interval = 2 and MGPI = yes.

Send 3 same AAR requests to MPE, Active Gate Count = 5, Actual Gate Count = 2, Total Flow
Count = 3.
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The Effective Gate Count = (5-2) + 3 =6

The following is an example XML response to a MgpiStats tag request:

<xm version="1.0" encodi ng="UTF-8""?>
<Statistics>
<Mgpi St at s>
<Sanpl e>
<Start Ti ne>2007-10-26T14: 30: 22Z</ St art Ti ne>
<EndTi ne>2007- 10- 26T14: 35: 11Z</ EndTi ne>
<Pol i cySer ver >At | ant al05</ Pol i cyServer >
<l sConpl et e>t rue</ | sConpl et e>
<Tot al FI owsCount >10</ Tot al Fl owsCount >
<Acut al Gat esCount >52</ Act ual Gat esCount >
<Mul t i Fl owGat esCount >52</ Mul t i FI owGat esCount >
<Ef f ecti veGat esCount >15</ Ef f ect i veGat esCount >
</ Sanpl e>
</ Mgpi St at s>
</Statistics>

PCMM CMTS Statistics

The following examples show the request and response that are defined in the XSDs for the
PcmmCmtsStats tag.

Request
This request follows the QueryOmStats > PcmmCmtsStats tag defined in the XSDs.

The following is an example of a request for all policy servers in the system.

<?xm version="1.0" encodi ng="UTF-8" ?>

<Quer yOrft at s>
<StartTi me>2006- 10- 26T14: 30: 00Z</ St art Ti me>
<EndTi ne>2006- 10- 26T14: 40: 00Z</ EndTi me>
<PcmmCnt sSt at s></ PcrmCnt sSt at s>

</ Quer yOntt at s>

Response
The response to this request follows the Statistics > PecmmCmtsStats tag defined in the XSDs.
SessionCount — The number of session requests received.

SessionSuccessCount — The number of session requests successfully created.

SessionFailCount — The number of session request failures. For example, this could be due to a policy
denying a request.

SessionProtocolFailCount — The number of session failures due to an invalid message or parameter.
This count is incremented whenever the MPE determines that an incoming message from the AM has
an invalid message and as a result the message has to be dropped by the MPE.

SessionPolicyFailCount — The number of session requests that trigger a policy. This count is maintained
in the MPE, one per policy. When the condition of a policy triggers, the count for that policy is
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incremented. The value displayed is a total trigger count, (that is, the sum of this value for all the
policies). For example, if the definition of a policy is defined as, “when the device usage is greater
than 80% of capacity, reject message”. When the MPE executes this policy in response to a request, if
the policy triggers (that is, if the MPE determines that the device usage is > 80%), the trigger count for
that policy is incremented.

The following is an example XML response to a PcmmCmtsStats tag request:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<Pcmmnt sSt at s>
<Sanpl e>
<Start Ti me>2006- 10- 26T14: 30: 22Z</ St art Ti ne>
<EndTi ne>2006- 10- 26T14: 35: 11Z</ EndTi ne>
<Pol i cySer ver >At | ant al05</ Pol i cySer ver >
<Sessi onCount >100</ Sessi onCount >
<Sessi onSuccessCount >97</ Sessi onSuccessCount >
<Sessi onFai | Count >3</ Sessi onFai | Count >
<Sessi onPr ot ocol Fai | Count >1</ Sessi onPr ot ocol Fai | Count >
<Sessi onPol i cyFai | Count >2</ Sessi onPol i cyFai | Count >
</ Sanpl e>
</ PcmmCnt sSt at s>
</Statistics>

PCMM Network Element Statistics

The following examples show the request and response that are defined in the XSDs for the
PcmmNetworkElementStats tag.

Request
This request follows the QueryOmStats > PcmmNetworkElementStats tag defined in the XSDs.

The following is an example of a request for a single PCMM network element using the Name
parameter:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOrft at s>
<Start Ti ne>2006- 10- 26T14: 30: 00Z</ St art Ti ne>
<EndTi ne>2006- 10- 26T14: 35: 00Z</ EndTi ne>
<PcrmiNet wor KEl enent St at s>
<Nane>Rout er 1</ Nane>
</ PcmmNet wor KEIl enent St at s>
</ Quer yOrtt at s>

The following is an example of a request for multiple PCMM network elements using the Name(s)
and Neld(s) parameters. This example returns statistics for three different network elements:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Quer yOnrfst at s>
<Start Ti mne>2006- 10-12T11: 15: 00Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 25: 00Z</ EndTi ne>
<PcrmiNet wor KEl enent St at s>
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<Nanme>Rout er 1</ Nane>
<Nane>Rout er 2</ Nane>
<Nane>Rout er 3</ Nane>
</ PcmmNet wor kEl enent St at s>
</ Quer yOntt at s>

The following is an example of a request for all PCMM network elements in the system. This example
returns statistics for each PCMM network element:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Quer yOnfst at s>

<Start Ti me>2006- 10-12T11: 15: 00Z</ St art Ti ne>

<EndTi ne>2006- 10- 12T11: 25: 00Z</ EndTi nme>

<PcrmNet wor KEI enent St at s></ PcnmNet wor kEI enent St at s>
</ Quer yOrtt at s>

Response

The response to this request follows the Statistics > PcmmNetworkElementStats tag defined in the
XSDs.

Both Name and Neld are returned along with the statistics and actual recorded times for those statistics.
Sample groups are ordered by policy server, network element, available interface, and then by time.

* Name — Unique name identifying the network element for the following statistics.

* Neld — Optional identifier field for the network element.
¢ InterfaceName — Identifying field for the network element’s Interface.

¢ SessionCount — Current active sessions for that network element or Interface. This is a
non-cumulative value and is displayed as an absolute.

e SessionSuccessCount — Successful sessions.
e SessionFailCount — Session failures.

¢ Capacity — The currently defined, maximum capacity for this network element or Interface.
This is a static absolute value defined in the CMP for that object.

The following is an example XML response to a multiple network element request:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<PcrmmiNet wor KEI enent St at s>
<Sanpl e>
<Start Ti me>2006- 10-12T11: 18: 30Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 19: 20Z</ EndTi ne>
<Pol i cySer ver >At | ant al05</ Pol i cySer ver >
<Nanme>Rout er 1</ Nane>
<Nel d>12345</ Nel d>
<Sessi onCount >3</ Sessi onCount >
<Sessi onSuccessCount >3</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Capaci t y>50000000</ Capaci ty>
</ Sanpl e>
<Sanpl e>
<Start Ti me>2006- 10-12T11: 19: 20Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 20: 10Z</ EndTi me>
<Pol i cySer ver >At | ant al05</ Pol i cyServer >
<Nanme>Rout er 1</ Nanme>
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<Nel d>12345</ Nel d>
<Sessi onCount >0</ Sessi onCount >
<Sessi onSuccessCount >0</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Capaci t y>50000000</ Capaci t y>
</ Sanpl e>
</ PcmmNet wor KEI enent St at s>
</Statistics>

CMTS Re-discovery Operational Measurement Requests

This section shows requests and responses for:

* CMTS Re-discovery Query Network Element
® CMTS Re-discovery Add Network Element Interface
* CMTS Re-discovery Update Network Element Interface

CMTS Re-discovery Query Network Element

The following examples show the request and response that are defined in the XSDs for the
AddNetworkElement tag.

Request
This request follows the QueryNetworkElement tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Quer yNet wor KEl enent Redi scovery="yes" Di stributel medi atel y="yes” >
<Nanme>CMTS- 27- 1</ Nane>
<Nanme>CMTS- 27- 2</ Nane>
<Name>CMI'S- 27- 3</ Nanme>
</ Quer yNet wor KEl enent >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the ConfiguratonData > NetworkElement tag defined in the
XSDs.

<Confi gurati onData version="11.53.0">
<Net wor KEIl enment >

<Nanme>CMTS- 27- 1</ Nane>
<Descri ption/ >
<Host Nanme>10. 16. 27. 1</ Host Name>
<BackupHost Nane/ >
<Net wor kEl ement Type>CMI'S</ Net wor kEl erent Type>
<NeSubType>None</ NeSubType>
<Managed>t r ue</ Managed>
<PcmmPor t >3919</ PcnmPor t >
<DqosPort >0</ DgosPor t >
<ReadCommuni t y>publ i c</ ReadConmuni t y>
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<Capaci t y>0</ Capaci t y>

<X>0</ X>

<Y>0</ Y>

<Manual Subnet >
<| pAddr ess>27. 1. 1. 0</ | pAddr ess>
<Mask>24</ Mask>

</ Manual Subnet >

<Lear nedSubnet >
<| pAddr ess>27. 1. 2. 0</ | pAddr ess>
<Mask>24</ Mask>

</ Lear nedSubnet >

<Lear nedSubnet >
<| pAddr ess>27. 1. 3. 0</ | pAddr ess>
<Mask>24</ Mask>

</ Lear nedSubnet >

<Lear nedSubnet >
<| pAddr ess>27. 1. 4. 0</ | pAddr ess>
<Mask>24</ Mask>

</ Lear nedSubnet >

<Lear nedSubnet >
<| pAddr ess>27. 1. 5. 0</ | pAddr ess>
<Mask>24</ Mask>

</ Lear nedSubnet >

<Lear nedSubnet >
<| pAddr ess>27. 1. 6. 0</ | pAddr ess>
<Mask>24</ Mask>

</ Lear nedSubnet >

<Lear nedSubnet >
<| pAddr ess>27. 1. 7. 0</ | pAddr ess>
<Mask>24</ Mask>

</ Lear nedSubnet >

</ Net wor KEl enent G- oup>
</ Conf i gur ati onDat a>

CMTS Re-discovery Add Network Element Interface

The following examples show the request and response that are defined in the XSDs for the
AddNetworkElement tag.

Request
This request follows the AddNetworkElement tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm I nt er f aceRequest >
<AddNet wor KEl ement Redi scovery="yes" Distributel medi atel y="yes">
<Net wor KEIl enent >

<Name>CMI'S_publ i c</ Nane>
<Descri pti on></ Descri pti on>
<Host Nanme>10. 60. 58. 1</ Host Nanme>
<BackupHost Nane></ BackupHost Name>
<Net wor kEl ement Type>CMI'S</ Net wor KEl enent Type>
<NeSubType>None</ NeSubType>
<Managed>t r ue</ Managed>
<PcmmPor t >3918</ PcnmPor t >
<DqosPort >0</ DgosPor t >
<ReadConmmuni t y>publ i c</ ReadConmuni t y>
<Capaci t y>0</ Capaci ty>
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<X>0</ X>
<Y>0</ Y>
</ Net wor KEl enent >
</ AddNet wor KEl enent >
</ Xm | nt er f aceRequest >

Response

The response to this request follows the Command > NetworkElement tag defined in the XSDs.

<?xm version="1.0" ?>
<Response>
<Resul t >0</ Resul t >
<Comand type="Xm | nt er f aceResponse" >
<Success count ="2">Successfully inmported 1 network el ement(s).

Successfully to redi scover 1 CMIS(s). </ Success>
<Fai l ure count="0"></Fail ure>
</ Command>
</ Response>

CMTS Re-discovery Update Network Element Interface

The following examples show the request and response that are defined in the XSDs for the
UpdateNetworkElement tag.

Request
This request follows the UpdateNetworkElement tag defined in the XSDs.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Xm | nt er f aceRequest >
<Updat eNet wor KEl enent Redi scovery="yes" Distributel medi atel y="yes">
<Net wor kEl enent >
<Name>CMI'S_publ i c</ Nane>
<Descri pti on></ Descri pti on>
<Host Name>10. 60. 58. 1</ Host Name>
<BackupHost Nanme></ BackupHost Nanme>
<Net wor kEl enment Type>CMI'S</ Net wor kEl enrent Type>
<NeSubType>None</ NeSubType>
<Managed>t r ue</ Managed>
<PcrmPor t >3918</ PcrmPor t >
<DqosPort >0</ DgosPor t >
<ReadConmuni t y>publ i c1</ ReadConmuni t y>
<Capaci t y>0</ Capaci t y>
<X>0</ X>
<Y>0</ Y>
</ Net wor KEl enent >
</ Updat eNet wor kEl enment >
</ Xm I nt er f aceRequest >

Response

The response to this request follows the Command > UpdateNetworkElement tag defined in the
XSDs.

<?xm version="1.0" ?>
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<Response>
<Resul t >0</ Resul t >
<Command type="Xm I nt er f aceResponse" >
<Success count ="1">Successful |y updated 1 network el ement(s).</Success>

<Fai lure count="1">Failed to redi scover 1 CMIS(s).</Fail ure>
</ Command>
</ Response>

DQos CMTS Statistics

The following examples show the request and response that are defined in the XSDs for the
DqgosCmtsStats tag.

Request
This request follows the QueryOmStats > DqosCmtsStats tag defined in the XSDs.

The following is an example of a request for all policy servers in the system.

<?xm version="1.0" encodi ng="UTF-8" ?>

<Quer yOrfst at s>
<StartTi me>2006- 10- 26T14: 30: 00Z</ St art Ti me>
<EndTi ne>2006- 10- 26T14: 40: 00Z</ EndTi me>
<DgosCnt sSt at s/ >

</ Quer yOntt at s>

Response

The response to this request follows the Statistics > DqosCmtsStats tag defined in the XSDs.
SessionCount — The number of session requests received.

SessionSuccessCount — The number of session requests successfully created.

SessionFailCount — The number of session request failures. For example, this could be due to a policy
denying a request.

SessionProtocolFailCount — The number of session failures due to an invalid message or parameter.
This count is incremented whenever the MPE determines that an incoming message from the AM has
an invalid message and as a result, the message has to be dropped by the MPE.

SessionPolicyFailCount — The number of session requests that trigger a policy. This count is maintained
in the MPE, one per policy. When the condition of a policy triggers, the count for that policy is
incremented. The value displayed is a total trigger count, (that is, the sum of this value for all the
policies). For example, if the definition of a policy is defined as, “when the device usage is greater
than 80% of capacity, reject message”. When the MPE executes this policy in response to a request, if
the policy triggers (that is, if the MPE determines that the device usage is > 80%), the trigger count for
that policy is incremented.

The following is an example XML response to a DqosCmtsStats tag request:

<?xm version="1.0" encodi ng="UTF-8"?>
<Statistics>
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<DgosCnt sSt at s>
<Sanpl e>
<Start Ti me>2006- 10- 26T14: 30: 22Z</ St art Ti ne>
<EndTi ne>2006- 10- 26T14: 35: 11Z</ EndTi ne>
<Pol i cyServer >At | ant al05</ Pol i cySer ver >
<Sessi onCount >100</ Sessi onCount >
<Sessi onSuccessCount >97</ Sessi onSuccessCount >
<Sessi onFai | Count >3</ Sessi onFai | Count >
<Sessi onPr ot ocol Fai | Count >1</ Sessi onPr ot ocol Fai | Count >
<Sessi onPol i cyFai | Count >2</ Sessi onPol i cyFai | Count >
</ Sanpl e>
</ DgosCnt sSt at s>
</Statistics>

DQos Network Element Statistics

The following examples show the request and response that are defined in the XSDs for the
DqosNetworkElementStats tag.

Request
This request follows the QueryOmStats > DqosNetworkElementStats tag defined in the XSDs.

The following is an example of a request for a single DQoS network element using the Name parameter:

<?xm version="1.0" encodi ng="UTF-8" ?>
<Quer yOnfst at s>
<Start Ti ne>2006- 10- 26T14: 30: 00Z</ St art Ti ne>
<EndTi ne>2006- 10- 26T14: 35: 00Z</ EndTi ne>
<DqgosNet wor kEI emrent St at s>
<Name>Rout er 1</ Nanme>
</ DgosNet wor KEl enent St at s>
</ Quer yOntt at s>

The following is an example of a request for all DQoS network elements in the system. This example
returns statistics for each DQoS network element:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Quer yOnfst at s>

<StartTi me>2006-10- 12T11: 15: 00Z</ Start Ti me>

<EndTi ne>2006- 10- 12T11: 25: 00Z</ EndTi nme>

<DgosNet wor KEI erment St at s></ DgosNet wor KEl enent St at s>
</ Quer yOrtt at s>

Response

The response to this request follows the Statistics > DqosNetworkElementStats tag defined in the
XSDs.

Both Name and Neld are returned along with the statistics and actual recorded times for those statistics.
Sample groups are ordered by policy server, network element, available interface, and then by time.

¢ Name — Unique name identifying the network element for the following statistics.

¢ Neld — Optional identifier field for the network element.
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¢ InterfaceName — Identifying field for the network element’s Interface.

¢ SessionCount — Current active sessions for that network element or Interface. This is a
non-cumulative value and is displayed as an absolute.

e SessionSuccessCount — Successful sessions.
e SessionFailCount — Session failures.

¢ Capacity — The currently defined, maximum capacity for this network element or Interface.
This is a static absolute value defined in the CMP for that object.

The following is an example XML response to a multiple network element request:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Statistics>
<DqosNet wor KEl emrent St at s>
<Sanpl e>
<Start Ti me>2006- 10-12T11: 18: 30Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 19: 20Z</ EndTi nme>
<Pol i cyServer >At | ant al05</ Pol i cyServer >
<Nanme>Rout er 1</ Nane>
<Nel d>12345</ Nel d>
<Sessi onCount >3</ Sessi onCount >
<Sessi onSuccessCount >3</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Capaci t y>50000000</ Capaci ty>
</ Sanpl e>
<Sanpl e>
<Start Ti me>2006- 10-12T11: 19: 20Z</ St art Ti ne>
<EndTi ne>2006- 10- 12T11: 20: 10Z</ EndTi nme>
<Pol i cySer ver >At | ant al05</ Pol i cySer ver >
<Nanme>Rout er 1</ Nanme>
<Nel d>12345</ Nel d>
<Sessi onCount >0</ Sessi onCount >
<Sessi onSuccessCount >0</ Sessi onSuccessCount >
<Sessi onFai | Count >0</ Sessi onFai | Count >
<Capaci t y>50000000</ Capaci t y>
</ Sanpl e>
</ DgosNet wor KEI enent St at s>
</Statistics>

Protocol Error Statistics
The following examples show the request and response that are defined in the XSDs for the
ProtocolErrorStats tag.
Request
This request follows the QueryOmStats > ProtocolErrorStats tag defined in the XSDs.

The following is an example of a request for a single policy server:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<QueryOnttats Del taCount="fal se">
<Start Ti ne>2010- 04- 02T00: 01: 00</ St art Ti ne>
<EndTi ne>2011- 05- 31T23: 59: 00</ EndTi ne>
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<Pr ot ocol Error St at s>

<Pol i cySer ver>rc178</ Pol i cyServer >
</ Prot ocol Error St at s>
</ Quer yOrtt at s>

</ Xm | nt er f aceRequest >

Response

The response to this request follows the Statistics > ProtocolErrorStats tag defined in the XSDs.

Individual statistics are defined as follows:

DiameterCommandUnsupported - The request contained a command code that the receiver did
not recognize or support.

DiameterUnableToDeliver - This error is given when the diameter node cannot deliver the message
to the destination, either because no host within the realm that supports the required application
was available to process the request, or because Destination-Host AVP was given without the
associated Destination-Realm AVP.

DiameterRealmNotServed - The intended realm of the request is not recognized.
DiameterTooBusy - The diameter node has too much traffic. When returned, a diameter node
attempts to send the message to an alternate peer.

DiameterLoopDetected - An agent detected a loop while trying to get the message to the intended
recipient. The message may be sent to an alternate peer if available.

DiameterRedirectIndication - A redirect agent has determined that the request could not be satisfied
locally and the initiator of the request should direct the request directly to the server, whose contact
information has been added to the response. When set, the Redirect-Host AVP must be present.
DiameterApplicationUnsupported - A request was sent for an application that is not supported.
DiameterInvalidHdrBits - A request was received whose bits in the diameter header were either
set to an invalid combination, or to a value that is inconsistent with the command code's definition.
DiameterInvalid AvpBits - A request was received that included an AVP whose flag bits are set to
an unrecognized value, or that is inconsistent with the AVP's definition.

DiameterUnknownPeer - A CER was received from an unknown peer.
DiameterAuthenticationRejected - The authentication process for the user failed, most likely due
to an invalid password used by the user. The user is then prompted for a new password.
DiameterOutOfSpace - A diameter node received the accounting request but was unable to commit
it to stable storage due to a temporary lack of space.

ElectionLost - The peer has lost the election process and has disconnected the transport connection.
DiameterEndUserServiceDenied - The credit-control server denied the service request due to service
restrictions. If the CCR contained used-service-units, they are deducted, if possible.
DiameterCreditControlNotApplicable - The credit-control server determined that the service can
be granted to the end user, but that no further credit control is needed for the service (for example,
the service is free of charge).

DiameterCreditLimitReached - The credit-control server denied the service request because the
end user's account could not cover the requested service. If the CCR contained used-service-units,
they are deducted, if possible.

Diameter AvpUnsupported - The peer received a message that contained an AVP that is not
recognized or supported and was marked with the Mandatory bit.

DiameterUnknownSessionld - The request contained an unknown Session-Id.
DiameterAuthorizationRejected - A request was received for which the user could not be authorized.
This error could occur if the requested service is not permitted to the user.
DiameterInvalidAvpValue - The request contained an AVP with an invalid value in its data portion.
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¢ DiameterMissingAvp - The request did not contain an AVP that is required by the command code
definition. If this value is sent in the Result-Code AVP, a Failed-AVP AVP is included in the message.

* DiameterResourcesExceeded - A request was received that cannot be authorized because the user
has already expended its allowed resources.

¢ DiameterContradictingAvps - The Home Diameter server has detected AVPs in the request that
contradict each other, and is not willing to provide service to the user.

¢ DiameterAvpNotAllowed - A message was received with an AVP that cannot be present.

¢ DiameterAvpOccursTooManyTimes - A message was received that included an AVP that appeared
more often than permitted.

¢ DiameterNoCommonApplication - This error is returned when a CER message is received, and
there are no common applications supported between the peers.

¢ DiameterUnsupportedVersion - This error is returned when a request was received with an
unsupported version number.

¢ DiameterUnableToComply - This error is returned when a request is rejected for unspecified
reasons.

¢ DiameterInvalidBitInHeader - This error is returned when an unrecognized bit in the diameter
header is set to one (1).

¢ DiameterInvalid AvpLength - The request contained an AVP with an invalid length.

¢ DiameterInvalidMessageLength - This error is returned when a request is received with an invalid
message length.

¢ DiameterInvalid AvpBitCombo - The request contained an AVP with an invalid AVP Flags value.

¢ DiameterNoCommonSecurity - This error is returned when a CER message is received, but there
are no common security mechanisms supported between the peers.

* DiameterUserUnknown - The specified end user is unknown in the credit-control server.

¢ DiameterRatingFailed - This error code is used to inform the credit-control client that the
credit-control server cannot rate the service request due to insufficient rating input, an incorrect
AVP combination, or an AVP or AVP value that is not recognized or supported in the rating.

¢ DiameterErrorlnitialParameters - The initial parameters contain an error.

* RadiusSessionContyextRemoved - The residual session context has been removed.
¢ RadiusInvalidEapPacket - An invalid EAP Packet was detected.

* RadiusUnsupportedAttribute - The request contained an unsupported attribute.

* RadiusMissingAttribute - A request was missing a required attribute.

¢ RadiusNasIldMismatch - The system was unable to match the received NAS to the stored information.
¢ RadiusInvalidRequest - The system has received an invalid request.

¢ RadiusUnsupportedService - The requested service is not supported.

¢ RadiusUnsupportedExtension - The requested extension is not supported.

¢ RadiusInvalid AttributeValue - The request contains an invalid attribute value.

* RadiusAdministrativelyProhibited - The request is administratively prohibited.

¢ RadiusRequestNotRoutable - The request cannot be routed.

* RadiusSessionNotFound - The session context cannot be found.

¢ RadiusSessionNotRemoveable - The session context cannot be removed.

¢ RadiusProxyProcessingError - An unknown proxy processing error has occurred.
¢ RadiusResourcesUnavailable - The necessary resources are unavailable.

* RadiusRequestInitiated - A request has been initiated.

* RadiusMultiSessionSelectionUnsupported - The requested multiple-session selection is not
supported.
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¢ RadiusLocationInfoRequired - The location information is missing.

<?xm version='"1.0" ?>
<Statistics>
<Pr ot ocol Error St at s>
<Sanpl e>
<Start Ti me>2011- 02- 22T03: 45: 11Z</ St art Ti me>
<EndTi me>2011- 02- 22T03: 45: 33Z</ EndTi me>
<Pol i cyServer>rc178</ Pol i cyServer >
<Di anet er CoomandUnsuppor t edRecei ved>0</ Di anet er CommandUnsuppor t edRecei ved>

<Di arret er CommandUnsupport edSent >0</ Di anet er ConmandUnsuppor t edSent >

<Di anmet er Unabl eToDel i ver Recei ved>0</ Di anet er Unabl eToDel i ver Recei ved>

<Di anet er Unabl eToDel i ver Sent >0</ Di anet er Unabl eToDel i ver Sent >

<Di anet er Real nNot Ser vedRecei ved>0</ Di anet er Real mNot Ser vedRecei ved>

<Di anet er Real nNot Ser vedSent >0</ Di anet er Real nlNot Ser vedSent >

<Di anet er TooBusyRecei ved>0</ Di anet er TooBusyRecei ved>

<Di anet er TooBusySent >0</ Di anet er TooBusy Sent >

<Di anet er LoopDet ect edRecei ved>0</ Di anet er LoopDet ect edRecei ved>

<Di anet er LoopDet ect edSent >0</ Di amet er LoopDet ect edSent >

<Di anet er Redi rect | ndi cat i onRecei ved>0</ Di anet er Redi r ect | ndi cati onRecei ved>

<Di anet er Redi r ect | ndi cati onSent >0</ Di anet er Redi r ect | ndi cat i onSent >
<Di aret er Appl i cat i onUnsupport edRecei ved>0</ Di anet er Appl i cati on
Unsupport edRecei ved>
<Di anet er Appl i cat i onUnsuppor t edSent >0</ Di anet er Appl i cat i onUnsupport edSent >

<Di anet er | nval i dHdr Bi t sRecei ved>0</ Di anet er | nval i dHdr Bi t sRecei ved>

<Di anet er | nval i dHdr Bi t sSent >0</ Di anet er | nval i dHdr Bi t sSent >

<Di anet er | nval i dAvpBi t sRecei ved>0</ Di anet er | nval i dAvpBi t sRecei ved>

<Di anet er I nval i dAvpBi t sSent >0</ Di anet er | nval i dAvpBi t sSent >

<Di anet er UnknownPeer Recei ved>0</ Di anet er UnknownPeer Recei ved>

<Di anet er UnknownPeer Sent >0</ Di anet er UnknownPeer Sent >

<Di anet er Aut henti cati onRej ect edRecei ved>0</ Di anet er Aut henti cati on
Rej ect edRecei ved>

<Di anet er Aut hent i cati onRej ect edSent >0</ Di anet er Aut henti cati on
Rej ect edSent >

<Di anet er Qut OF SpaceRecei ved>0</ Di anet er Qut Of SpaceRecei ved>

<Di anet er Qut OF SpaceSent >0</ Di anet er Qut O SpaceSent >

<El ecti onLost Recei ved>0</ El ecti onLost Recei ved>

<El ecti onLost Sent >0</ El ecti onLost Sent >

<Di anet er EndUser Ser vi ceDeni edRecei ved>0</ Di anet er EndUser Ser vi ce
Deni edRecei ved>

<Di anet er EndUser Ser vi ceDeni edSent >0</ Di anet er EndUser Ser vi ceDeni edSent >

<Di anet er Cr edi t Cont r ol Not Appl i cabl eRecei ved>0</ Di anet er Cr edi t Cont r ol Not
Appl i cabl eRecei ved>

<Di anet er Cr edi t Cont r ol Not Appl i cabl eSent >0</ Di anmet er Cr edi t Cont r ol Not
Appl i cabl eSent >

<Di anet er Credi t Li m t ReachedRecei ved>0</ Di anet er Credi t Li m t ReachedRecei ved>

<Di anet er Credi t Li m t ReachedSent >0</ Di anet er Cr edi t Li m t ReachedSent >
<Di anet er AvpUnsupport edRecei ved>0</ Di anet er AvpUnsuppor t edRecei ved>
<Di anet er AvpUnsupport edSent >0</ Di anet er AvpUnsupport edSent >
<Di anet er UnknownSessi onl dRecei ved>0</ Di anet er UnknownSessi onl dRecei ved>
<Di anet er UnhknownSessi onl dSent >0</ Di anet er UnknownSessi onl dSent >
<Di aret er Aut hori zati onRej ect edRecei ved>0</ Di anet er Aut hori zati on
Rej ect edRecei ved>
<Di anmet er Aut hori zat i onRej ect edSent >0</ Di anet er Aut hori zat i onRej ect edSent >
<Di anet er I nval i dAvpVal ueRecei ved>0</ Di anet er | nval i dAvpVal ueRecei ved>
<D anet er | nval i dAvpVal ueSent >0</ Di anet er | nval i dAvpVal ueSent >
<Di aret er M ssi ngAvpRecei ved>0</ Di anet er M ssi ngAvpRecei ved>
<Di anet er M ssi ngAvpSent >0</ Di anet er M ssi ngAvpSent >
<Di anet er Resour cesExceededRecei ved>0</ Di anet er Resour cesExceededRecei ved>
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<Di anet er Resour cesExceededSent >0</ Di anet er Resour cesExceededSent >
<Di anet er Cont r adi cti ngAvpsRecei ved>0</ Di anet er Cont r adi cti ngAvpsRecei ved>
<Di anet er Cont r adi cti ngAvpsSent >0</ Di anet er Cont r adi ct i ngAvpsSent >
<Di anet er AvpNot Al | onedRecei ved>0</ Di anet er AvpNot Al | onedRecei ved>
<Di anmet er AvpNot Al | owedSent >0</ Di anet er AvpNot Al | owedSent >
<Di anet er AvpCccur sTooManyTi nesRecei ved>0</ Di anet er AvpQccur sTooMany
Ti nesRecei ved>
<Di anmet er AvypOccur sTooManyTi nesSent >0</ Di anet er AvypCccur sTooManyTi mesSent >
<Di anmet er NoCommonAppl i cat i onRecei ved>0</ Di anet er NoCommonAppl i cat i onRecei ved>

<Di anet er NoConmonAppl i cati onSent >0</ Di amet er NoConrmonAppl i cati onSent >
<Di anet er Unsuppor t edVer si onRecei ved>0</ Di anet er Unsuppor t edVer si onRecei ved>

<Di anet er Unsupport edVer si onSent >0</ Di anet er Unsuppor t edVer si onSent >

<Di aret er Unabl eToConpl yRecei ved>0</ Di anet er Unabl eToConpl yRecei ved>

<Di aret er Unabl eToConpl ySent >0</ Di anet er Unabl eToConpl ySent >

<Di anet er I nval i dBi t | nHeader Recei ved>0</ Di anet er | nval i dBi t | nHeader Recei ved>

<Di aneter | nval i dBi t | nHeader Sent >0</ Di anet er | nval i dBi t | nHeader Sent >
<Di anet er | nval i dAvpLengt hRecei ved>0</ Di anet er | nval i dAvpLengt hRecei ved>
<Di anet er | nval i dAvpLengt hSent >0</ Di anet er | nval i dAvpLengt hSent >

<Di anet er | nval i dMessagelLengt hRecei ved>0</ Di anet er | nval i dMessagelLengt hRecei ved>
<Di anet er | nval i dMessagelLengt hSent >0</ Di anet er | nval i dMessageLengt hSent >
<Di anet er | nval i dAvpBi t ConboRecei ved>0</ Di anet er | nval i dAvpBi t ConboRecei ved>

<Di anet er | nval i dAvpBi t ComboSent >0</ Di anet er | nval i dAvpBi t ConmboSent >
<Di arret er NoConmonSecuri t yRecei ved>0</ Di amet er NoConmonSecuri t yRecei ved>
<Di anet er NoCommonSecur i t ySent >0</ Di anet er NoCommonSecur i t ySent >
<Di anet er User UnknownRecei ved>0</ Di anet er User UnknownRecei ved>
<Di anet er User UnknownSent >0</ Di anet er User UnknownSent >
<Di anet er Rat i ngFai | edRecei ved>0</ Di anet er Rat i ngFai | edRecei ved>
<Di anet er Rat i ngFai | edSent >0</ Di anet er Rati ngFai | edSent >
<Di aneterErrorlnitial Paranet er sRecei ved>0</Di aneterErrorlniti al
Par anet er sRecei ved>
<Di aneterErrorl nitial Par amet er sSent >2</ Di anet er Error | ni ti al Par anet er sSent >

<Radi usSessi onCont yext RenbvedRecei ved>0</ Radi usSessi onCont yext
RenmovedRecei ved>
<Radi usSessi onCont yext RenmobvedSent >0</ Radi usSessi onCont yext RenovedSent >
<Radi usl nval i dEapPacket Recei ved>0</ Radi usl nval i dEapPacket Recei ved>
<Radi usl nval i dEapPacket Sent >0</ Radi usl nval i dEapPacket Sent >
<Radi usUnsupport edAttri but eRecei ved>0</ Radi usUnsupport edAttri but eRecei ved>

<Radi usUnsupport edAtt ri but eSent >0</ Radi usUnsupport edAttri but eSent >

<Radi usM ssi ngAttri but eRecei ved>0</ Radi usM ssi ngAttri but eRecei ved>

<Radi usM ssi ngAttri but eSent >0</ Radi usM ssi ngAttri but eSent >

<Radi usNas| dM smat chRecei ved>0</ Radi usNasl| dM snmat chRecei ved>

<Radi usNasl| dM snat chSent >0</ Radi usNas| dM smat chSent >

<Radi usl nval i dRequest Recei ved>0</ Radi usl nval i dRequest Recei ved>

<Radi usl nval i dRequest Sent >0</ Radi usl nval i dRequest Sent >

<Radi usUnsupport edSer vi ceRecei ved>0</ Radi usUnsupport edSer vi ceRecei ved>
<Radi usUnsupport edSer vi ceSent >0</ Radi usUnsupport edSer vi ceSent >

<Radi usUnsupport edExt ensi onRecei ved>0</ Radi usUnsuppor t edExt ensi onRecei ved>

<Radi usUnsupport edExt ensi onSent >0</ Radi usUnsupport edExt ensi onSent >
<Radi usl nval i dAttri but eVal ueRecei ved>0</ Radi usl nval i dAt t ri but eVal ueRecei ved>

<Radi usl nval i dAttri but eVal ueSent >0</ Radi usl nval i dAttri but eVal ueSent >
<Radi usAdmi ni strati vel yProhi bi t edRecei ved>0</ Radi usAdni ni stratively
Pr ohi bi t edRecei ved>
<Radi usAdmi ni strati vel yProhi bi t edSent >0</ Radi usAdni ni strati vely
Pr ohi bi t edSent >
<Radi usRequest Not Rout abl eRecei ved>0</ Radi usRequest Not Rout abl eRecei ved>

E58937 Revision 01, January 2015 262



Operational Measurement Requests for Cable Mode

<Radi usRequest Not Rout abl eSent >0</ Radi usRequest Not Rout abl eSent >

<Radi usSessi onNot FoundRecei ved>0</ Radi usSessi onNot FoundRecei ved>

<Radi usSessi onNot FoundSent >0</ Radi usSessi onNot FoundSent >

<Radi usSessi onNot Renoveabl eRecei ved>0</ Radi usSessi onNot Renoveabl eRecei ved>

<Radi usSessi onNot Renpveabl eSent >0</ Radi usSessi onNot Renoveabl eSent >
<Radi usPr oxyPr ocessi ngErr or Recei ved>0</ Radi usPr oxyPr ocessi ngEr r or Recei ved>

<Radi usPr oxyPr ocessi ngEr r or Sent >0</ Radi usPr oxyPr ocessi ngEr r or Sent >
<Radi usResour cesUnavai | abl eRecei ved>0</ Radi usResour cesUnavai | abl eRecei ved>

<Radi usResour cesUnavai | abl eSent >0</ Radi usResour cesUnavai | abl eSent >
<Radi usRequest | ni ti at edRecei ved>0</ Radi usRequest I ni ti at edRecei ved>
<Radi usRequest | ni ti at edSent >0</ Radi usRequest | ni ti at edSent >
<Radi usMul ti Sessi onSel ecti onUnsupport edRecei ved>0</ Radi usMul ti Sessi on
Sel ecti onUnsupport edRecei ved>
<Radi usMul ti Sessi onSel ecti onUnsupport edSent >0</ Radi usMul ti Sessi onSel ecti on

Unsupport edSent >
<Radi usLocat i onl nf oRequi r edRecei ved>0</ Radi usLocat i onl nf oRequi r edRecei ved>

<Radi usLocat i onl nf oRequi r edSent >0</ Radi usLocat i onl nf oRequi r edSent >
</ Sanpl e>
</ Prot ocol Error St at s>
</Statistics>

Connection Error Statistics

The following examples show the request and response that are defined in the XSDs for the
ConnectionErrorStats tag.

Request
This request follows the QueryOmStats > ConnectionErrorStats tag defined in the XSDs.

The following is an example of a request for all connection error statistics:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Xm | nt er f aceRequest >
<QueryOnttats DeltaCount="fal se">
<Start Ti me>2010- 04- 02T00: 01: 00</ St art Ti me>
<EndTi ne>2011- 05- 21T23: 59: 00</ EndTi ne>
<Connecti onError St at s>
<Nane>123</ Nane>
</ Connect i onError St at s>
</ Quer yOnrtt at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > ConnectionErrorStats tag defined in the XSDs.

¢ DiameterCommandUnsupported - The request contained a command code that the receiver did
not recognize or support.

¢ DiameterUnableToDeliver - This error is given when the diameter node cannot deliver the message
to the destination, either because no host within the realm that supports the required application
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was available to process the request, or because Destination-Host AVP was given without the
associated Destination-Realm AVP.

¢ DiameterRealmNotServed - The intended realm of the request is not recognized.

¢ DiameterTooBusy - The diameter node has too much traffic. When returned, a diameter node
attempts to send the message to an alternate peer.

¢ DiameterLoopDetected - An agent detected a loop while trying to get the message to the intended
recipient. The message may be sent to an alternate peer if available.

¢ DiameterRedirectIndication - A redirect agent has determined that the request could not be satisfied
locally and the initiator of the request should direct the request directly to the server, whose contact
information has been added to the response. When set, the Redirect-Host AVP must be present.

* DiameterApplicationUnsupported - A request was sent for an application that is not supported.

¢ DiameterInvalidHdrBits - A request was received whose bits in the diameter header were either
set to an invalid combination, or to a value that is inconsistent with the command code's definition.

¢ DiameterInvalid AvpBits - A request was received that included an AVP whose flag bits are set to
an unrecognized value, or that is inconsistent with the AVP's definition.

¢ DiameterUnknownPeer - A CER was received from an unknown peer.

* DiameterAuthenticationRejected - The authentication process for the user failed, most likely due
to an invalid password used by the user. The user is then prompted for a new password.

¢ DiameterOutOfSpace - A diameter node received the accounting request but was unable to commit
it to stable storage due to a temporary lack of space.

¢ ElectionLost - The peer has lost the election process and has disconnected the transport connection.

¢ DiameterEndUserServiceDenied - The credit-control server denied the service request due to service
restrictions. If the CCR contained used-service-units, they are deducted, if possible.

* DiameterCreditControlNotApplicable - The credit-control server determined that the service can
be granted to the end user, but that no further credit control is needed for the service (for example,
the service is free of charge).

¢ DiameterCreditLimitReached - The credit-control server denied the service request because the
end user's account could not cover the requested service. If the CCR contained used-service-units,
they are deducted, if possible.

¢ DiameterAvpUnsupported - The peer received a message that contained an AVP that is not
recognized or supported and was marked with the Mandatory bit.

¢ DiameterUnknownSessionld - The request contained an unknown Session-Id.

* DiameterAuthorizationRejected - A request was received for which the user could not be authorized.
This error could occur if the requested service is not permitted to the user.

¢ DiameterInvalid AvpValue - The request contained an AVP with an invalid value in its data portion.

¢ DiameterMissingAvp - The request did not contain an AVP that is required by the command code
definition. If this value is sent in the Result-Code AVP, a Failed-AVP AVP is included in the message.

¢ DiameterResourcesExceeded - A request was received that cannot be authorized because the user
has already expended its allowed resources.

e DiameterContradictingAvps - The Home Diameter server has detected AVPs in the request that
contradict each other, and is not willing to provide service to the user.

¢ DiameterAvpNotAllowed - A message was received with an AVP that cannot be present.

¢ DiameterAvpOccursTooManyTimes - A message was received that included an AVP that appeared
more often than permitted.

¢ DiameterNoCommonApplication - This error is returned when a CER message is received, and
there are no common applications supported between the peers.

* DiameterUnsupportedVersion - This error is returned when a request was received with an
unsupported version number.
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DiameterUnableToComply - This error is returned when a request is rejected for unspecified
reasons.

DiameterInvalidBitInHeader - This error is returned when an unrecognized bit in the diameter
header is set to one (1).
DiameterInvalid AvpLength - The request contained an AVP with an invalid length.

DiameterInvalidMessageLength - This error is returned when a request is received with an invalid
message length.

DiameterInvalid AvpBitCombo - The request contained an AVP with an invalid AVP Flags value.

DiameterNoCommonSecurity - This error is returned when a CER message is received, but there
are no common security mechanisms supported between the peers.

DiameterUserUnknown - The specified end user is unknown in the credit-control server.

DiameterRatingFailed - This error code is used to inform the credit-control client that the
credit-control server cannot rate the service request due to insufficient rating input, an incorrect
AVP combination, or an AVP or AVP value that is not recognized or supported in the rating.
DiameterErrorlnitialParameters - The initial parameters contain an error.
RadiusSessionContyextRemoved - The residual session context has been removed.
RadiusInvalidEapPacket - An invalid EAP Packet was detected.

RadiusUnsupported Attribute - The request contained an unsupported attribute.
RadiusMissingAttribute - A request was missing a required attribute.

RadiusNasIdMismatch - The system was unable to match the received NAS to the stored information.
RadiusInvalidRequest - The system has received an invalid request.
RadiusUnsupportedService - The requested service is not supported.
RadiusUnsupportedExtension - The requested extension is not supported.
RadiusInvalidAttributeValue - The request contains an invalid attribute value.
RadiusAdministrativelyProhibited - The request is administratively prohibited.
RadiusRequestNotRoutable - The request can't be routed.

RadiusSessionNotFound - The session context cannot be found.

RadiusSessionNotRemoveable - The session context cannot be removed.
RadiusProxyProcessingError - An unknown proxy processing error has occurred.
RadiusResourcesUnavailable - The necessary resources are unavailable.
RadiusRequestInitiated - A request has been initiated.

RadiusMultiSessionSelectionUnsupported - The requested multiple-session selection is not
supported.

RadiusLocationInfoRequired - The location information is missing.

The following is an example of the ConnectionErrorStats tag:

<?xm version='"1.0" ?>
<Statistics>
<Connecti onError St at s>
<Sanpl e>
<StartTi ne>2011- 02- 22T03: 45: 11Z</ St art Ti ne>
<EndTi ne>2011- 02- 22T03: 45: 33Z</ EndTi ne>
<Pol i cySer ver>rc178</ Pol i cyServer >
<Name>123</ Nane>
<Nel d></ Nel d>
<Di anet er CommandUnsuppor t edRecei ved>0</ Di anet er CoomandUnsuppor t edRecei ved>

<Di anet er CommandUnsuppor t edSent >0</ Di anet er ConmandUnsuppor t edSent >
<Di anet er Unabl eToDel i ver Recei ved>0</ Di anet er Unabl eToDel i ver Recei ved>
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<Di anet er Unabl eToDel i ver Sent >0</ Di anmet er Unabl eToDel i ver Sent >

<Di anet er Real nNot Ser vedRecei ved>0</ Di anet er Real mNot Ser vedRecei ved>

<Di anet er Real nlNot Ser vedSent >0</ Di anet er Real mNot Ser vedSent >

<Di anet er TooBusyRecei ved>0</ Di anet er TooBusyRecei ved>

<Di anet er TooBusySent >0</ Di anet er TooBusy Sent >

<Di anet er LoopDet ect edRecei ved>0</ Di anet er LoopDet ect edRecei ved>

<Di anet er LoopDet ect edSent >0</ Di anet er LoopDet ect edSent >

<Di anet er Redi rect | ndi cat i onRecei ved>0</ Di anet er Redi r ect | ndi cati onRecei ved>

<Di anet er Redi r ect | ndi cati onSent >0</ Di anet er Redi r ect | ndi cati onSent >
<Di anet er Appl i cati onUnsupport edRecei ved>0</ Di anet er Appl i cati on
Unsupport edRecei ved>
<Di anet er Appl i cat i onUnsupport edSent >0</ Di anet er Appl i cat i onUnsupport edSent >

<Di anet er |l nval i dHdr Bi t sRecei ved>0</ Di anet er | nval i dHdr Bi t sRecei ved>
<Di anet er | nval i dHdr Bi t sSent >0</ Di anet er | nval i dHdr Bi t sSent >
<Di anet er | nval i dAvpBi t sRecei ved>0</ Di anet er | nval i dAvpBi t sRecei ved>
<Di anet er I nval i dAvpBi t sSent >0</ Di anet er | nval i dAvpBi t sSent >
<Di anet er UnknownPeer Recei ved>0</ Di anmet er UnknownPeer Recei ved>
<Di anet er UnknownPeer Sent >0</ Di anet er UnknownPeer Sent >
<Di anet er Aut hent i cati onRej ect edRecei ved>0</ Di anet er Aut henti cati on
Rej ect edRecei ved>
<Di anet er Aut hent i cat i onRej ect edSent >0</ Di anet er Aut henti cati onRej ect edSent >

<Di anet er Qut O SpaceRecei ved>0</ Di anet er Qut Of SpaceRecei ved>

<Di anet er Qut O SpaceSent >0</ Di anet er Qut OF SpaceSent >

<El ecti onLost Recei ved>0</ El ecti onLost Recei ved>

<El ect i onLost Sent >0</ El ect i onLost Sent >

<Di anet er EndUser Ser vi ceDeni edRecei ved>0</ Di anet er EndUser Ser vi ce
Deni edRecei ved>

<Di anet er EndUser Ser vi ceDeni edSent >0</ Di anet er EndUser Ser vi ceDeni edSent >

<Di anet er Cr edi t Cont r ol Not Appl i cabl eRecei ved>0</ Di anet er Cr edi t Cont r ol Not
Appl i cabl eRecei ved>

<Di anet er Cr edi t Cont r ol Not Appl i cabl eSent >0</ Di anmet er Cr edi t Cont r ol Not
Appl i cabl eSent >

<Di anet er Cr edi t Li m t ReachedRecei ved>0</ Di anet er Credi t Li m t ReachedRecei ved>

<Di anet er Credi t Li mi t ReachedSent >0</ Di anet er Cr edi t Li m t ReachedSent >
<Di anet er AvpUnsupport edRecei ved>0</ Di anet er AvpUnsupport edRecei ved>
<Di anet er AvpUnsuppor t edSent >0</ Di anet er AvpUnsuppor t edSent >
<Di anet er UnknownSessi onl dRecei ved>0</ Di anet er UnknownSessi onl dRecei ved>
<Di anet er UnknownSessi onl dSent >0</ Di anmet er UnknownSessi onl dSent >
<Di anet er Aut hori zat i onRej ect edRecei ved>0</ Di anet er Aut hori zati on
Rej ect edRecei ved>
<Di anet er Aut hor i zat i onRej ect edSent >0</ Di anet er Aut hori zat i onRej ect edSent >
<Di anet er I nval i dAvpVal ueRecei ved>0</ Di anet er | nval i dAvpVal ueRecei ved>
<Di anet er | nval i dAvpVal ueSent >0</ Di an®et er | nval i dAvpVal ueSent >
<Di anet er M ssi ngAvpRecei ved>0</ Di anet er M ssi ngAvpRecei ved>
<Di anet er M ssi ngAvpSent >0</ Di anet er M ssi ngAvpSent >
<Di anet er Resour cesExceededRecei ved>0</ Di anet er Resour cesExceededRecei ved>
<Di anet er Resour cesExceededSent >0</ Di anet er Resour cesExceededSent >
<Di anet er Contr adi ct i ngAvpsRecei ved>0</ Di anet er Cont r adi ct i ngAvpsRecei ved>
<Di anet er Cont r adi ct i ngAvpsSent >0</ Di anet er Cont r adi ct i ngAvpsSent >
<Di anet er AvpNot Al | owedRecei ved>0</ Di anet er AvpNot Al | owedRecei ved>
<Di anet er AvpNot Al | owedSent >0</ Di anmet er AvpNot Al | owedSent >
<Di anet er AvpCccur sTooManyTi nesRecei ved>0</ Di anet er AvpCccur sToo
ManyTi mesRecei ved>
<Di anet er AvpCccur sTooManyTi nesSent >0</ Di anet er AvpCccur sTooManyTi nesSent >
<Di anet er NoConmonAppl i cati onRecei ved>0</ Di amet er NoConmon
Appl i cati onRecei ved>
<Di anet er NoConmonAppl i cat i onSent >0</ Di anet er NoCommonAppl i cati onSent >
<Di anet er Unsupport edVer si onRecei ved>0</ Di anet er Unsupport edVer si onRecei ved>

<Di anet er Unsuppor t edVer si onSent >0</ Di anet er Unsuppor t edVer si onSent >
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<Di anet er Unabl eToConpl yRecei ved>0</ Di anet er Unabl eToConpl yRecei ved>
<Di anet er Unabl eToConpl ySent >0</ Di anet er Unabl eToConpl ySent >
<Di anet er |l nval i dBi t | nHeader Recei ved>0</ Di anet er | nval i dBi t | nHeader Recei ved>

<Di anet er I nval i dBi t | nHeader Sent >0</ Di anet er | nval i dBi t | nHeader Sent >
<Di anet er | nval i dAvpLengt hRecei ved>0</ Di anet er | nval i dAvpLengt hRecei ved>
<Di anet er | nval i dAvpLengt hSent >0</ Di anmet er | nval i dAvpLengt hSent >
<Di anet er | nval i dMessagelLengt hRecei ved>0</ Di anet er | nval i dMessage

Lengt hRecei ved>
<Di anet er | nval i dMessagelLengt hSent >0</ Di anet er | nval i dMessagelLengt hSent >
<Di anet er | nval i dAvpBi t ConboRecei ved>0</ Di anet er | nval i dAvpBi t ConmboRecei ved>

<Di anet er | nval i dAvpBi t ConboSent >0</ Di anet er | nval i dAvpBi t ConboSent >
<Di anet er NoConmonSecur i t yRecei ved>0</ Di anet er NoConmonSecur i t yRecei ved>
<Di anet er NoCommonSecur i t ySent >0</ Di anet er NoCormonSecuri t ySent >
<Di anet er User UnknownRecei ved>0</ Di anet er User UnknownRecei ved>
<Di anet er User UnknownSent >0</ Di anet er User UnknownSent >
<Di anet er Rati ngFai | edRecei ved>0</ Di anet er Rat i ngFai | edRecei ved>
<Di anet er Rati ngFai | edSent >0</ Di anet er Rati ngFai | edSent >
<Di anet erErrorl niti al Paranet er sRecei ved>0</ Di aneterErrorlniti al
Par anet er sRecei ved>
<Di aneterErrorlnitial Paranet er sSent >2</ Di anet er Error | ni ti al Par amet er sSent >

<Radi usSessi onCont yext RenovedRecei ved>0</ Radi usSessi onCont yext
RenobvedRecei ved>

<Radi usSessi onCont yext RenbvedSent >0</ Radi usSessi onCont yext RenovedSent >

<Radi usl nval i dEapPacket Recei ved>0</ Radi usl nval i dEapPacket Recei ved>

<Radi usl nval i dEapPacket Sent >0</ Radi usl nval i dEapPacket Sent >

<Radi usUnsupport edAt tri but eRecei ved>0</ Radi usUnsupport edAttri but eRecei ved>

<Radi usUnsupport edAttri but eSent >0</ Radi usUnsupport edAttri but eSent >

<Radi usM ssi ngAt t ri but eRecei ved>0</ Radi usM ssi ngAttri but eRecei ved>

<Radi usM ssi ngAt t ri but eSent >0</ Radi usM ssi ngAttri but eSent >

<Radi usNas| dM smat chRecei ved>0</ Radi usNas| dM smat chRecei ved>

<Radi usNasl| dM smat chSent >0</ Radi usNas| dM smat chSent >

<Radi usl nval i dRequest Recei ved>0</ Radi usl nval i dRequest Recei ved>

<Radi usl nval i dRequest Sent >0</ Radi usl nval i dRequest Sent >

<Radi usUnsupport edSer vi ceRecei ved>0</ Radi usUnsupport edSer vi ceRecei ved>
<Radi usUnsupport edSer vi ceSent >0</ Radi usUnsupport edSer vi ceSent >

<Radi usUnsuppor t edExt ensi onRecei ved>0</ Radi usUnsuppor t edExt ensi onRecei ved>

<Radi usUnsuppor t edExt ensi onSent >0</ Radi usUnsupport edExt ensi onSent >
<Radi usl nval i dAt tri but eVal ueRecei ved>0</ Radi usl nval i dAttri but eVal ueRecei ved>

<Radi usl nval i dAtt ri but eVal ueSent >0</ Radi usl nval i dAttri but eVal ueSent >
<Radi usAdmi ni strati vel yProhi bi t edRecei ved>0</ Radi usAdmi ni stratively
Pr ohi bi t edRecei ved>
<Radi usAdmi ni strativel yProhi bi t edSent >0</ Radi usAdmi ni stratively
Pr ohi bi t edSent >
<Radi usRequest Not Rout abl eRecei ved>0</ Radi usRequest Not Rout abl eRecei ved>
<Radi usRequest Not Rout abl eSent >0</ Radi usRequest Not Rout abl eSent >
<Radi usSessi onNot FoundRecei ved>0</ Radi usSessi onNot FoundRecei ved>
<Radi usSessi onNot FoundSent >0</ Radi usSessi onNot FoundSent >
<Radi usSessi onNot Renpbveabl eRecei ved>0</ Radi usSessi onNot Renpveabl eRecei ved>

<Radi usSessi onNot Renbveabl eSent >0</ Radi usSessi onNot Renpbveabl eSent >
<Radi usPr oxyPr ocessi ngErr or Recei ved>0</ Radi usPr oxyPr ocessi ngErr or Recei ved>

<Radi usPr oxyPr ocessi ngEr r or Sent >0</ Radi usPr oxyPr ocessi ngErr or Sent >
<Radi usResour cesUnavai | abl eRecei ved>0</ Radi usResour cesUnavai | abl eRecei ved>

<Radi usResour cesUnavai | abl eSent >0</ Radi usResour cesUnavai | abl eSent >

<Radi usRequest | ni ti at edRecei ved>0</ Radi usRequest | ni ti at edRecei ved>
<Radi usRequest | ni ti at edSent >0</ Radi usRequest | ni ti at edSent >
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<Radi usMul ti Sessi onSel ecti onUnsupport edRecei ved>0</ Radi usMul ti Sessi on
Sel ecti onUnsupport edRecei ved>
<Radi usMul ti Sessi onSel ecti onUnsupport edSent >0</ Radi usMul ti Sessi onSel ecti on

Unsupport edSent >
<Radi usLocat i onl nf oRequi r edRecei ved>0</ Radi usLocat i onl nf oRequi r edRecei ved>

<Radi usLocat i onl nf oRequi r edSent >0</ Radi usLocat i onl nf oRequi r edSent >
</ Sanpl e>
</ Connect i onError St at s>
</ Statistics>

MPE/BOD Replication Statistics

The following examples show the request and response that are defined in the XSDs for the
ReplicationStats tag.

Request
This request follows the QueryOmStats > ReplicationStats tag defined in the XSDs.
The following is an example of a request for all MPE/BOD replication statistics:

Note: The request must contain the BOD or Policy Server name configured in the CMP.

<?xm version="1.0" encodi ng="UTF-8"?>
<Xm | nt er f aceRequest >
<QueryOnttats DeltaCount="fal se">
<StartTi me>2014- 03- 01T04: 30: 00</ St art Ti me>
<EndTi ne>2014- 04- 01T04: 45: 00</ EndTi ne>
<ReplicationStat s>
<BodSer ver >bod73</ BodSer ver >
</ Replicati onSt at s>
</ Quer yOntt at s>
</ Xm I nt er f aceRequest >

Response
The response to this request follows the Statistics > RepicationStats tag defined in the XSDs.

* BoD Server - The name of the BoD server.

* Blade Host Name - The name of the blade on the host server.

* Peer Host Name - Name of the server delegated as a peer.

* Total Sent KB - The total number of packets sent measured in kilobytes.

¢ Average Sent KB - The average number of packets sent measured in kilobytes.

¢ Peak Sent KB - The peak number of packets sent measured in kilobytes.

* Total Received KB The total number of packets received measured in kilobytes.

* Average Received KB - The average number of packets received measured in kilobytes.
* Peak Received KB - The peak number of packets received measured in kilobytes.

E58937 Revision 01, January 2015 268



Operational Measurement Requests for Cable Mode

The following is an example of the ReplicationStats tag:

<?xm version='"1.0" ?>
<Statistics>
<Repl i cationSt at s>
<Sanpl e>
<StartTi ne>2014-03-21T09: 25: 00Z</ St art Ti ne>
<EndTi ne>2014- 03- 21T09: 30: 00Z</ EndTi ne>
<BodSer ver >bod73</ BodSer ver >
<Bl adeHost Nane>kl i - bod- 25- 73</ Bl adeHost Nane>
<Peer Host Nanme>kl i - bod- 25- 81</ Peer Host Nane>
<Tot al Sent KB>5</ Tot al Sent KB>
<Peak Sent KB>0</ Peak Sent KB>
<AvgSent KB>0</ AvgSent KB>
<Tot al RecvKB>5</ Tot al RecvKB>
<PeakRecvKB>0</ PeakRecvKB>
<AvgRecvKB>0</ AvgRecvKB>
</ Sanpl e>
<Sanpl e>
<StartTi ne>2014-03-21T09: 25: 00Z</ St art Ti ne>
<EndTi ne>2014- 03- 21T09: 30: 00Z</ EndTi ne>
<BodSer ver >bod73</ BodSer ver >
<Bl adeHost Nane>kl i - bod- 25- 81</ Bl adeHost Nane>
<Peer Host Nanme>kl i - bod- 25- 73</ Peer Host Nane>
<Tot al Sent KB>5</ Tot al Sent KB>
<PeakSent KB>0</ Peak Sent KB>
<AvgSent KB>0</ AvgSent KB>
<Tot al RecvKB>5</ Tot al RecvKB>
<PeakRecvKB>0</ PeakRecvKB>
<AvgRecvKB>0</ AvgRecvKB>
</ Sanpl e>
<Sanpl e>
<StartTi ne>2014- 03-21T09: 40: 00Z</ St art Ti ne>
<EndTi ne>2014- 03- 21T09: 45: 00Z</ EndTi ne>
<BodSer ver >bod73</ BodSer ver >
<Bl adeHost Nane>kl i - bod- 25- 73</ Bl adeHost Nane>
<Peer Host Nane>kl i - bod- 25- 81</ Peer Host Nane>
<Tot al Sent KB>5</ Tot al Sent KB>
<PeakSent KB>0</ PeakSent KB>
<AvgSent KB>0</ AvgSent KB>
<Tot al RecvKB>5</ Tot al RecvKB>
<PeakRecvKB>0</ PeakRecvKB>
<AvgRecvKB>0</ AvgRecvKB>
</ Sanpl e>
<Sanpl e>
<StartTi ne>2014-03-21T09: 40: 00Z</ St art Ti nme>
<EndTi ne>2014- 03- 21T09: 45: 00Z</ EndTi ne>
<BodSer ver >bod73</ BodSer ver >
<Bl adeHost Nane>kl i - bod- 25- 81</ Bl adeHost Nanme>
<Peer Host Nane>kl i - bod- 25- 73</ Peer Host Nane>
<Tot al Sent KB>5</ Tot al Sent KB>
<PeakSent KB>0</ PeakSent KB>
<AvgSent KB>0</ AvgSent KB>
<Tot al RecvKB>5</ Tot al RecvKB>
<PeakRecvKB>0</ PeakRecvKB>
<AvgRecvKB>0</ AvgRecvKB>
</ Sanpl e>
</ Repli cati onSt at s>
</Statistics>
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