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Preface

Welcome to the JD Edwards World Service Enablement Installation and Configuration Guide.

Audience

This document is intended for implementers and end users of JD Edwards World Web
Enablement Services.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http: //www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Related Information

For additional information about JD Edwards World applications, features, content, and
training, visit the JD Edwards World pages on the JD Edwards Resource Library located at:

http://learnjde.com

Conventions

The following text conventions are used in this document:

Convention Meaning
boldface Indicates cautionary information or terms defined in the glossary.
italic Indicates book titles or emphasis.
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Part |

Overview and Service Enablement
Installation

This part contains these chapters:
Chapter 1, "Overview,"

Chapter 2, "Install Service Enablement."
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Overview

Thank you for ordering JD Edwards World Service Enablement. This Java-based service
enablement product is a statement of Oracle's continued commitment to the JD Edwards World
product family. Service Enablement allows you to integrate your JD Edwards World Software
with other software packages through the use of Java-based Web services.

This guide explains installation and configuration options and steps for:
> JD Edwards World Service Enablement.

See the JD Edwards World Service Enablement Guide for general information about JD
Edwards World Service Enablement.

Note: In this guide, the name System i includes IBM servers named
AS/400, eServer iSeries, System i5, System i or Power Servers running the
IBM i for Business operating system.

Overview 1-1
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Install Service Enablement

This chapter contains the topic:

> Section 2.1, "Installing Service Enablement."

2.1 Installing Service Enablement

To install Service Enablement
1. Download and unzip the service enablement archive file.

The download is available via the Update Center.
Start the Oracle Universal Installer (OUI) by running:

Disk1\oui\bin\setup.exe from the extract location

Figure 2-1 Oracle Universal Installer: Welcome screen

E% Oracle Universal Installer: Welcome == i:h

ORACLE
JD EDWARDS WORLD

>

Welcome

The Oracle Universal Installer guides you through the installation and configuration of your
Oracle products.

Click "Installed Products..." to see all installed products.

Deinstall Products... J

About Oracle Universal Installer...JI

Help Installed Products.. Back Install Cancel

LS . )

2. On the Welcome screen, click Next.
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Installing Service Enablement

Figure 2-2 Specify Home Details screen

E= Oracle Universal Installer: Specify Home Details

OoRrRACLE

JD EDWARDS WORLD

Specify Home Details

Destination
Enter or select a name for the installation and the full path where you want to install the product,
Mame: |world_Service_Enablementt |;]

Fath: | couwvorase_1|

| Browse.. )

Product Languages...
Help Installed Products... Iristall _] Cancel

3. On the Specify Home Details screen, enter a folder Name and Path for your installation.

JD Edwards World recommends that you retain the OraHome name in some form for your
path directory. Using the OraHome name is an Oracle convention that facilitates consistent
directory names among Oracle product installations.

Figure 2-3 Summary screen

OoORrRACLE"
JD EDWARDS WORLD

Summary
Oracle JD Edwards World Service Enablement A9.4 9.4.0.0.0

Global Settings
Source; CITEMPI02_Projects\OUMNord94 SE\Dis k1 \stageiproducts kml
Oracle Home: CWYorldSE_1 (Woarld_Service_Enahblement1)
Installation Type: Typical
Product Languages
LEngiish
Space Requirements
|—C:‘t Reguired 262MB (includes 45ME temporary) @ Available 210.72GB
New Installations {5 products)

|»

Installer SDK. Component 11.2.0.2.0

Oracle JD Edwards World Service Enablement A9.4 5.4.0.0.0
Oracle One-Off Patch Installer 11.2.0.0.2

-Oracle Universal Installer11.2.0.2.0 g

Fe LA A @R SA S

Help | Installed Products... | Back | led |

Cancel |

4. On the Summary screen, click Install.
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Figure 2-4 Install screen

ORACLE
JD EDWARDS WORLD

Install

Installing Oracle JD Edwarde World Service Enablement AS.4 9.4.0.0.0
“ Copying files for *Sun JOK 1.6.0.21.51

Setup pending...

Configuration pending...

copying ‘jdkilibvisualvmivisualvmiupdale_tracking/com-sun-tools-visualvm-tools xml'

| 1%

Wou can find the log of thiz instal ses=ion at
C:\WProgram Files (x8E6N0racielnventorylogsinstallActions201 4-12-31_02-09-26PM Jog

Help Installed Eroducts... | ) Inetall cancel

The Install screen displays the Setup in progress.

Figure 2-5 End of Installation screen

Oracle Universal Installer: End of Installation

ORACLE’
JD EDWARDS WORLD

End of Installation

The installation of Oracle JD Edwards World Service Ehablement A9.4 was
successful.

Help Installed Products...

5. On the End of Installation screen, click Exit.
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Figure 2—-6 Exit screen

i Do you really wantto ...

6. On the Exit screen, click Yes.
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Deploy and Configure Web Services

This part contains these chapters:

> Chapter 3, "About Deploying and Configuring Web Services,"
> Chapter 4, "Configure the WebLogic Application Server,"

> Chapter 5, "Configure the WebSphere Application Server."
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About Deploying and Configuring Web
Services

You must deploy the World Web Service EAR file to a WebLogic or WebSphere application
server. All necessary Java security setup occurs after deployment.

The following chapters contain specific deployment and security setup instructions for:
> WebLogic Application Server
> WebSphere Application Server

Note: Make sure you have installed and configured the application server
before deploying the EAR file.

About Deploying and Configuring Web Services 3-1
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Configure the WebLogic Application Server

This chapter contains the topic:
> Section 4.1, "Configuring the WebLogic Application Server."

4.1 Configuring the WebLogic Application Server

Before you begin, see the World specific steps outlined in Appendix A, "Install WebLogic
Application Server."

To configure the WebLogic Application Server
1. Start the WebLogic Admin Server.

%SystemRoot%\system32\cmd.exe /k"C:\Oracle\Middleware\user_projects\domains\base
domain\bin\startWebL ogic.cmd"

2. Launch the application server console.
http://localhost:7001/console

3. From WebLogic console select Security Realms to create a Security Realm.

Click New.

Figure 4-1 Create New Realm screen

Create a Hew Realm
oK ‘ Cancel

Realm Properties

The following properties will be used to identify your new Realm.

What would you like to name your new Realm?

4 “Hame: myrealm

To aveid overwriting new credential mapping information with old information in @ weblogic-ra. xml deployment descriptor file, check the Ignore Deploy Credential Mapping setting below.
[ 4E 1gnore Deploy Credential Mapping

oK ‘ Cancel

4. Enter a Realm Name and then click OK.
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Figure 4-2 Summary of Security Realms screen

Summary of Security Realms

A security realm is a container for the mechanisms—induding users, groups, security roles, security polides, and security providers—that are used to protect WebLogic resources. You can have
multiple security realms in a WebLogic Server domain, but only one can be set as the default (active) realm.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to explore and configure that reaim.

P Customize this table

Realms(Filtered - More Columns Exist)

New Showing 1to 1of 1 Previous | Next
[ | name & Default Realm
[ [myrealm true

New Showing 1to 1of 1 Previous | Next

5. Click New to create a realm.

Figure 4-3 Settings for myrealm screen

Settings for myrealm

Configuration | Usersand Groups | Roles and Polides | Credential Mappings | Providers | Migration

General ~RDBMS Security Store | User Lockout | Performance

Save

Use this page to configure the general behavior of this security realm.

Mote:

If you are implementing security using JACC (Java Authorization Contract for Containers as defined in JSR 115), you must use the DD Only security model, Other WebLogic Server models
are not available and the security functions for Web applications and EJBs in the Administration Console are disabled.

Name: myrealm The name of this security realm.  More Info...

ﬁ Security Model Default: DD Only - Spedifies the default security model for Web applications or EJBs that are

secured by this security realm. You can override this default during
deployment.  More Info...

4] Combined Role Mapping Enabled Determines how the role mappings in the Enterprise Application, Web

application, and EJB containers interact. This setting is valid anly for Web
applications and EJBs that use the Advanced security model and that initialize
roles from deployment descriptors.  More Info...

[] 8 Use Authorization Providers to Protect JMX A Configures the WebLogic Server MBean servers to use the security realm's

Authorization providers to determine whether a JMx dient has permission to
access an MBean attribute or invoke an MBean operation. More Info...
¥ Advanced

Save

6. Select the Providers tab and then click New.

Figure 4—4 Create a New Authentication Provider screen

Create a New Authentication Provider

oK ‘ Cancel

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider.

The name of the authentication provider.

“Name: WarldAuthenticator

This is the type of authentication provider you wish to create.

Type: WorldAuthenticator -

oK ‘ Cancel

7. Enter the Name and select the Type WorldAuthenticator from the dropdown list. (If the

WorldAuthenticator is not listed, review steps 18 and 19 of Appendix A, "Install WebLogic
Application Server.")

Click OK.
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The WorldAuthenticator displays as one of the Authentication Providers.

Figure 4-5 Settings for myrealm screen

Settings for myrealm

Configuration = Users and Groups

Roles and Polides ~ Credential Mappings = Providers  Migration

Authentication | Password Validation | Authorization | Adjudication | Rele Mapping | Auditing | Credential Mapping | Certification Path | Keystores

An Authentication provider allows Weblogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can

configure multiple Authentication providers in a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers

or DBMS. You can also configure a Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLogic Server.

b Customize this table
Authentication Providers
Hew Reorder Showing 110 30f 3 Previous | Next
[] | Name Description Version
[ | befaultauthenticator WebLogic Authentication Provider 10
[ | DefaultidentityAsserter WeblLogic Identity Assertion provider 10
O World Authentication Provider 10

WorldAuthenticator

New ‘ Reorder

Showing 1to 3of 3 Previous | Next

Make sure the WLS DefaultAuthenticator is before the WorldAuthenticator.

8. Click the WorldAuthenticator link.

Figure 4-6 Settings for World Authenticator screen

@ Home Log Out Preference:

Sui

=

Settings for WorldAuthenticator
Configuration

Common | Provider Specific

Save

>Summary of Security

This page allows you to define the general configuration of this provider.

aEName:
#FDescription:
@Fversion:

@] Control Flag:

Save

WOrIdAuﬂmnﬁmtjk
World Authentication Provider

1.0

REQUIRED

Welcome, weblogic | Connected to: base_domain

9. Set the Control Flag to REQUIRED, and then click Save.

Figure 4-7 Settings for Default Authenticator screen

Settings for DefaultAuthenticator

Configuration | Performance
Commen Provider Spedfic

Save

Migration

This page allows you to define the general configuration of this WebLogic Authentication provider,

Eame:
AE]Description:
Eversion:

5| Control Flag:

Save[

DefaultAuthenticator The name of this Weblogic Authentication provider.
WebLogic Authentication Provider A short description of the Authentication provider.
1.0 The version number of the Authentication provider.

More Info...

Mare Info...

More Info...

Returns how the login sequence uses the Authentication provider. More
“
SUFFICIENT Info...

Configure the WebLogic Application Server
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Configuring the WebLogic Application Server

From WebLogic console select Security Realms. Then select the Security Realm (the
exsisting or created one), and then select Providers.

10. Select the DefaultAuthenticator link, and change the Control Flag of the
DefaultAuthenticator to SUFFICIENT.

Click Save.
11. Create a machine using default values.

http://localhost:7001/consolehelp/console-help.portal?_nfpb=true&
pageLabel=page&helpld=machines.ConfigureMachines

Figure 4-8 Summary of Machines screen

[gummary of Machines

Amachine is the logical representation of the computer that hosts one or more Weblogic Server instances (servers). WeblLogic Server uses configured machine names to determine the optimum
server in a duster to which certain tasks, such as HTTP session replication, are delegated. The Administration Server uses the machine definition in conjunction with Node Manager to start remote
servers.

This page displays key information about each machine that has been configured in the current WebLogic Server domain,

b Customize this table

Machines
New Showing 1to 1of 1 Previous | Next
[ | name & Type
O |Lecl Machine
New Showing 1to 1of 1 Previous | Next

12. Select Local Machine.

Figure 4-9 Settings for Local screen

“gettings for Local
Configuration Monitoring  Notes

General | Node Manager | Servers

Save

This page allows you to define the Node Manager configuration for this machine. To control a Managed Server from the console, Mode Manager must be configured and running on the machine
where the Managed Servers are installed.

The settings defined on this page are used to configure communication between the current domain and Node Manager instances that control Managed Servers. This page does not control the
cofiguration of the Node Manager instances.

45 Type: Returns the node manager type. More Info...

Listen Address: localhost The host name or IP address where Node Manager listens for connection
requests. More Info...

Listen Port: 5556 The port number where Node Manager listens for connection requests.  More
Info...
{E@ More Info...
@g More Info...
[] Debug Enabled Spedfies whether communication with this Mode Manager needs to be

debugged. When enabled, Node Manager provides more information about
request processing. This information is sent to the log of the server making
requests to Node Manager. More Info...

Save

13. Create a managed server for the Web Services.

http://localhost:7001/consolehelp/console-help.portal?_nfpb=true&
pageLabel=page&helpld=domainconfig.CreateManagedServers
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Figure 4-10 Summary of Servers screen

Summary of Servers

Gonfiguration | Control
e

Aserver is aninstance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.

This page summarizes each server that has been configured in the current WebLogic Server domain.

[$]

¥ Customize this table

Servers (Filtered - More Columns Exist)

Ne_w Showing 1to 20f 2 Previous | Next
[ | name & Cluster Machine State Health Listen Port
[ | AdminServer(admin) RUNNING # oK 7001
D WorldServer Local UNKNOWN 8001

New

14. Select WorldServer.

Showing 1to 20f 2 Previous | Next

Set Machine to machine configured in step 12.

Figure 4-11 Server Start screen

General Cluster Services Keystores 550 Federation Services

Server Start

Save

Use this page to configure general features of this server such as default network communications,

Hame: WorldServer

4] Machine:
AF Cluster:

4F] Listen M&s

Listen Port Enabled

Listen Port: 3001
551 Listen Port Enabled

SSI Listen Pork: 8002
[] 45 dient Cert Proxy Enabled

Java Compiler: javac

+ Advanced

(Stand-Alone)

Deployment = Migration | Tuning = Overload = Health Monitoring

An alphanumeric name for this server instance. More
Info...

The WebLogic Server host computer (machine) on which
this server is meant to run.  More Info...

The duster, or group of Weblogic Server instances, to
which this server belongs.  More Info...

The IP address or DHS name this server uses to listen for
incoming connections.  More Info...

Spedifies whether this server can be reached through the
default plain-text (non-55L) listen port. More Info...

The default TCP port that this server uses to listen for
regular {non-SsL) incoming connections.  More Info...

Indicates whether the server can be reached through the
default S5L listen port.  More Info...

The TCP/IP port at which this server listens for SSL
connection requests.  More Info...

Specifies whether the HitpClusterServlet proxies the dient.
certificate in a spedal header.  More Info...

The Java compiler to use for all applications hosted on this
server that need to compile Java code. More Info...

Services use the SSL port (https://). Make sure to verify that the SSL Listen Port is

Enabled.

If using NodeManager to start and stop the managed server, select the Server Start tab and
configure as the following graphic displays:

Configure the WebLogic Application Server 4-5
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Figure 4-12 Settings for World Server screen

Settings lor WorkdServer
Comliquration Peotocss | Leggng  Debug  Moniloring  Conkrdl | Deployments  Services | Seowrity  Holes
Gerersl Custer Sendces Mestores | S5 FedemtonServices  Deplyment  Mgraton  Tunng  Overoad | MealthMonitorng | Server Start

Save

Pladke Manager ia a Webligic Server utity Bl you can use 1o slart, suspend, shul dewn, and restart servers Use b

el Lt 1 st s s o & vemete madh.

1] darvar Homes CAvackeMddiowarejd 160_14_R2T.6.5-32

7] 2ava Vendor: Sun

1] BEA tome: [T ————T.F

2] Bool Barcctory:

ver. More Infs.

»  Class Path:

\Oracle\Middleware\user_projects\domains\base_
domain\lib\BaseJar.jar;\Oracle\Middleware\user_projects\domains\base_
domain\lib\JDEWorldJDBC jar;\Oracle\Middleware\user_projects\domains\base_
domain\lib\jt400.jar;\Oracle\Middleware\user_projects\domains\base_
domain\lib\log4j-1.2.14.jar;\Oracle\Middleware\wlserver_

10.3\serven\lib\weblogic.jar;\Oracle\Middleware\wlserver_10.3\server\lib\weblogic_
sp.jar;

Note: For details about the latest version supported for log4j, see Doc ID
2318897.1 in My Oracle Support. (WS: Instructions to Address JD Edwards
World Security Vulnerabilities (Doc ID 2318897.1) (Release A9.4 Update)

> Arguments:

-Xms256m -Xmx512m -XX:CompileThreshold=8000 -XX:PermSize=256m
-XX:MaxPermSize=128m

15. Deploy Services to managed server On Server Console, select Deployments.
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Figure 4-13 Summary of Deployments screen

[}Snmmarv of Deployments

Control | Monitoring

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, dick the Install button,

P Customize this table

Deployments

| insta | ~ v Showing 1to 1of 1 Previous | Next
[ | mame & State Health Type Deployment Order
O (@) /Web_Services_w4-ContactPhonesService_v4-context-root Prepared Web Application 100

Install ‘ ~ v Showing 1to 1of 1 Previous | Next

16. Click Install.

Figure 4-14 Install Application Assistant screen

Install Application Assistant
Next ‘ ‘ cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application module descriptor that you want to install. You can also enter the path of
the application directory or file in the Path field.

Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) and/for confirm that your application contains the required deployment descriptors.

Path: C:\Oracle\Middleware'user_projects\domainsibase_domain\senvers\AdminSenverupload\Web_Senices_vd-ContactPhonesSenvice v

Recently Used Paths: C:\Orade\Middleware\user_projects\domains\base_domain\servers\AdminServer \upload\Web_Services_w4-ContactPhonesService_v4-
context-root
C:\IDeveloper 11g_Applications\\WebServices_v4\ContactPhonesService_v#\deploy
C:\IDeveloper11g_Applications\WebServices_v4\ContactPhonesService_v4
C:\IDeveloper11g_Applications\WebServices_v4\WLSSecurityTest\deploy

Current Location: localhost \ C: \ Orade \ Middleware \ user_projects | domains \ base_domain \ servers \ AdminServer \upload \ Web_Services_v4-ContactPhonesService_v4-
context-root \ app

= plan

(3 1@ web_Services_v4-ContactPhonesService_v4-context-root.war

Next ‘ ‘ Cancel

17. Locate service WAR file (WebServices xx_WLS.ear) and then click Next.

Figure 4-15 Install Application Assistant screen

Install Application Assistant

Back | Next | ‘ cancel

Choose targeting style

Targets are the servers, dusters, and virtual hosts on which this deployment will run. There are several ways you can target an application.

(& Install this deployment as an application
The application and its components will be targeted to the same locations. This is the most commen usage.
@ Insta%:his deployment as a library

Application libraries are deployments that are avaiable for other deployments to share, Libraries should be available on all of the targets running their referencing applications.

Back || Next | ‘ Cancel

18. Select Install this deployment as an application and then click Next.

Configure the WebLogic Application Server 4-7
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Figure 4-16 Install Application Assistant screen

Istall Application Assistant
Back || Next | |Canoe|

Select deployment targets

Select the servers and/jor dusters to which you want to deploy this application. (You can reconfigure deployment targets later)
Available targets for Web_Services_v4-ContactPhonesService_v4-context-root :

Servers

[ adminserver

WorldServer

Back || Next | |Canoe|

19. Verify the managed server you created earlier, and click Next.

Figure 4-17 Install Application Assistant screen

Install Application Assistant
Back || Next |F|nsh |Cannel
Optional Settings

You can modify these settings or accept the defaults
General

What do you want to name this deployment?

Name: Web_Serices_v4-ContactPhonesSe

Security

What security model do you want to use with this application?

(3) DD Only: Use only roles and policies that are defined in the deployment descriptors.

(O Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.

(O Custom Roles and Policies: Use only roles and policies that are wim:d in the Administration Console.

() Advanced: Use a custom medel that you have

on the realm’s tion page.
Source accessibility

How should the source files be made accessible?

(3) Use the defaults defined by the deployment's targets

Recommended selection.
() Copy this application onto every target for me

During deployment, the files will be copied automatically to the managed servers to which the application is targeted.

© Twill make the depl

ible from the ing location

Location: C-\Oracle\Midd! A\

_projects\dom \base_doma
the location.

Provide the location from where all targets will access this application’s files. This is often a shared directory. You must ensure the application files exist in this location and that each target can reach

Back || Next |F|n|sh |CanDeI

20. Click Finish.
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Figure 4-18 Summary of Deployments screen

Summary of Deployments

Control | Monitoring

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, click the Instal buttan.

P Customize this table

Deployments
Install ‘ 4 2 Showing 1to 10f 1 Previous | Next
[ | name & State Health Type Deployment Order
— Sort table by Name
O .q.Web,sarw:es,wc:.\-r\zmm:ej,wcuntextwut New Web Application 100

Install ‘ - ~ Showing 1to 16f 1 Previous | Next

The Summary of Deployments displays your service.

21. Configure security for service (the service must be Active/Started).

22. From the Deployments screen, expand the service you want to secure.
Collapse the Modules and EJBs nodes and then select the service you want to secure (for
example: AddressBooklmpl_v4Service).

Figure 4-19 Summary of Deployments screen

Install | ¥ ¥ Showing 1to 1of 1 Previous | Next
@ Name &% State | Health | Type Deployment Order
Ole -ﬁ-Web_Services_v+ContactPhonesService_v-1-context-root Active | ¥P 0K Web Application 100
[l web Services
@ContactPhonesImpl_v-1Service Web Service
Install | - - Showing 1to 10f 1 Previous | Next

23. Select the web service and then select the Configuration-> WS-Policy tab.

Figure 4-20 Settings for WS-Policy tab

Settings for ContactPhonesImpl_v4Service
Overview = Configuration | Security = Testing =~ Monitoring

General = Handlers | WSDL | WS-Policy | Fort Components

This page lists the policy files that are associated with the endpoints and operations of this WebService. The operations are listed below the endpaint -

click on the + sign to view them. Click on the endpeint or operation name to configure an assodated palicy file. For example, you can spedify that the
policy file applies only for inbound (request) SOAF messages, and so on .

WS5-Policy Files Associated With This Web Service

Showing 1to 1of 1 Previous | MNext

Service Endpoints and Operations % Policies

ContactPhonesImpl_v4Part

Showing 1to 1of 1 Previous | MNext

24. Select the option WebLogic on the Configure the Policy Type for a Web Service screen
and select Next.
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Figure 4-21 Configure a WebService policy screen

konﬁgurea WebService policy

oK | Cancel
Configure a W5-Policy File for a Web Service Endpoint

Use this page to configure the WS-Policy file that iz assocated with this Web Service endpoint.

The Available Endpoint Policies window lists the WS-Palicy files that are available for you to assodate to the Web Service endpoint. Use the arrows to
move a file to the Chosen Endpoint Policies table, then dick OK to activate your update.

Service Endpoint Policies

#F] Service Endpoint Policies:

Available Endpoint Policies Chosen Endpoint Policies
e T [
policy:Wssp1, 2-2007-EncryptBody. xml

policy:Wssp 1. 2-2007-Https-BasicAuth. xml

policy:Wesp 1. 2-2007-Https-ClientCertReq. xml

policy:Wssp1.2-2007-Hitps-UsernameToken-Digest.xml

policy:Wssp1. 2-2007-Https. xml

policy:Wssp1.2-2007-5aml1. 1-HolderOfkey-Wss 1. 0-Basic 128, xml
policy:Wesp1.2-2007-5aml 1. 1-HolderOfkey-Wss 1.0, xml

policy:Wesp1.2-2007-5aml 1. 1-HolderOfey-Wes 1. 1-Asymmetric. xm|

policy:Wssp1. 2-2007-5aml1. 1-SenderVouches-Https. xml

policy:Wssp1. 2-2007-5aml1. 1-SenderVouches-Wss 1. 0.ml >
policy:Wssp1.2-2007-5aml 1. 1-5enderVouches-Wsz 1. 1-Basic128. xml
policy:Wesp1.2-2007-5aml 1. 1-SenderVouches-Wse 1, 1 xml

policy:Wssp1.2-2007-5aml2.0-Bearer-Https. xml

policy:Wssp1. 2-2007-5aml2. 0-HolderOfey-Wss 1. 1-Asymmetric. xml

policy:Wssp1.2-2007-5aml2. 0-5enderVouches-Wss 1. 1-Asymmetric. xml

policy:Wesp1.2-2007-5aml2. 0-SenderVouches-Wss 1. 1. xml

policy:Wesp 1. 2-2007-Sign-Wsa-Headers. xml

policy:Wssp1. 2-2007-SignBody. xm|

policy:Wssp1, 2-2007-Wss 1. 0-UsernameToken-Digest-X 509-Basic256. xml

policy:Wssp1.2-2007-Wss 1. 0-UsernameToken-Flain-x 509-Basic256. xml

policy:Wesp 1. 2-2007-Wss 1. 0-%509-Basic256, xml

policy:Wssp1.2-2007-Wss 1. 1-DK-X509-SignedEndorsing. xml

nalimelssnt 229007 M1 1 Frrruntedkey-Racic178 wml Jﬂ

25. Select:
policy:Wssp1.2-2007-Https-UsernameToken-Plain.xml

Click the right arrow to move it from the Available Endpoint Policies to the Chosen
Endpoint Policies area.

Click OK.

Save the deployment plan.
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Figure 4-22 Save Deployment Plan Assistant screen

Save Deployment Plan Assistant
QK
Save Deployment Plan
You have made configuration changes that need to be stored in a new deployment plan.
sgct or enter the path of a deployment plan file, The path must end with ".xml". Itis highly recommended that this file be named Plan.xml.

Each plan should be located in its own directory, otherwise applications can inadvertently share deployment plan files. The plan file will be overwritten if
it already exists. Other files in the plan directory may be overwritten as well.

Path: C:\Oracle\Middleware\user_projects\domainsi\base_domain\servers\AdminServerupload\Web_Services
Recently Used Paths:  C:\Orade\Middleware \user_projects\domains\base_domain\servers\adminserver\upload\Web_Services_v4-

Current Location: localhost \ C: } Orade \ Middleware \user_projects | domains \ base_domain \ servers | AdminServer | upload \

OK

| Cancel

ContactPhonesService_v4-context-rootiapp

C:\Orade\Middleware \user_projectsdomains\base_domain\servers\AdminServer\upload\Web_Services_vw4-
ContactPhonesService_v4-context-root

C:\IDeveloper 11g_Applications\WebServices_v4\ContactPhonesService_v4\deploy
C:\1Developer 1 1g_applications\WebServices_v4\ContactPhonesservice_v4

Web_Services_v4-ContactPhonesService_v4-context-root Y app
) plan

| Cancel

26.

Restart the server.
Access the WSDL.

From the Home Weblogic screen, select Deployments, then Expand Web Services. Select
the Web Service Secured in Step 23. Select the Testing tab then Expand the service. Select
?WSDL under Test Point. The service WSDL will open in a browser window. Copy the
URL (WSDL) and paste into testing application. Remember to use SSL and the Secure
port (listed in Step 14).

Test services.

All web services need to specify a security string as part of the SOAP Header in the format
DN=username, ADR=machineName, ENV=environment, for example; replace
<soapenv:Header/> with the following lines:

<soapenv:Header>

<wsse:Security
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secex
t-1.0.xsd" xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"
soapenv:mustUnderstand="1">

<wsse:UsernameToken
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secex
t-1.0.xsd">

<Username>DN=SOAPROXY, ADR=JDED, ENV=A93TS</Username>

<wsse:Password
Type="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-username-token-pr
ofile-1.0#PasswordText">edduser93</wsse:Password>

</wsse:UsernameToken>

</wsse:Security>

</soapenv:Header>
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Configure the WebSphere Application Server

This chapter contains these topics:

> Section 5.1, "Configuring the WebSphere Application Server for World JAX-WS Web
Services,"

> Section 5.2, "Create an Application Server,"

> Section 5.3, "Set Up a Shared Library,"

> Section 5.4, "Set Server Heap Size,"

> Section 5.5, "Configure Application Security,"
> Section 5.6, "Set Up Policies and Bindings,"

> Section 5.7, "Deploy Services."

5.1 Configuring the WebSphere Application Server for
World JAX-WS Web Services

Since Release A.9.3.1, the World Web Services were updated to use the Java API for XML
Web Services (JAX_WS). In order to run these services on WehSphere Application Server,
there are specific release levels and configuration steps that need to be used.

The functionality for the JAX-WS services requires PM70894, which ships in versions
7.0.0.27, 8.0.0.6, and 8.5.0.2 of WebSphere. If this functionality is required for a earlier release
of WebSphere, you will need to contact your IBM representative to check on the availability of
an ifix for your specific version.

Please refer to the certification information on myoraclesupport.com to determine the versions
of WebSphere currently certified.

5.2 Create an Application Server
> See Appendix B, "Create WebSphere Application Server" in this guide.

5.3 Set Up a Shared Library

The jt400.jar file needs to be set up in a shared library so that the web services process can
authenticate a user. The jt400.jar can be downloaded and saved to an IFS folder.

To set up a shared library

1. Access the WebSphere Integrated Solutions Console and select Environment->Shared
libraries.
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Figure 5-1 Shared Libraries screen
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2. Select a scope from the drop-down and then click New.

Figure 5-2 Shared Libraries screen
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Enter "WAS_A931" in the Name field, and for the classpath, enter "/path," where jt400 is
saved as "/jt400.jar."
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Figure 5-3 Shared Libraries screen
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Click OK.
Click Save.

5.4 Set Server Heap Size

To set server heap size

1. From the WebSphere Integrated Solutions Console, select Servers_>Server Types_
>WebSphere application servers.
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Figure 5-4 WebSphere Application Servers screen
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2. Select your server.

Figure 5-5 WebSphere Application Servers screen
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3. Select Java and Process Management_>Process definition.
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Figure 5-6 WebSphere Application Servers screen
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4. Select Java Virtual Machine.

Figure 5-7 WebSphere Application Server screen
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For the Initial heap size, enter 1024.

For the Maximum heap size, enter 2048.
Click OK.

Click Save.

Restart the server.
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5.5 Configure Application Security

To configure application security

1. From the WebSphere Integrated Solutions Console, select the Security->Global Security

option.

Figure 5-8 Global Security screen
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2. Check the Enable administrative security checkbox and uncheck Use Java 2 security to
restrict application access to local resources.

3. Select the Security Configuration Wizard button.
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Figure 5-9 Configure Security screen
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4. Click Next.

Figure 5-10 Configure Security screen
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5. Select Federated repositories. Click Next.
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Figure 5-11 Configure Security screen
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6. Enter a user name and password to be used to administer this server.
7. Click Next, and click Finish.

8. Expand the Java Authentication and Authorization Service, and select System logins.

Figure 5-12 Configure Security screen
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9. Click New.
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Figure 5-13 Global Security screen
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10. Enter "worldBssvAuth" for the Alias, and click New under JAAS login modules.
11. Enter "com.ibm.ws.wssecurity.impl.auth.module.PreCallerLoginModule™ and click OK.
12. Click New under JAAS login modules to add the following modules:

> com.ibm.ws.wssecurity.impl.auth.module.UNTCallerLoginModule

> com.oracle.world.security.WorldSecLogin_WAS

(Check the Use login module proxy box when adding this class name)

2 com.ibm.ws.wssecurity.impl.auth.module. WSWSSLoginModule

> com.ibm.ws.security.server.Im.ltpaLoginModule

2 com.ibm.ws.security.server.Im.wsMapDefaultinboundLoginModule
13. Click Save.

The worldBssvAuth system login should look like the screen shot below:
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Figure 5-14 Global Security screen
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14. From the System logins screen click New.

Figure 5-15 Global Security screen
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Figure 5-16 Global Security screen
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15. Enter "worldBssvLogin" for the Alias and click New under JAAS login modules.

Figure 5-17 Global Security screen
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16. Enter "com.ibm.ws.wssecurity.wssapi.token.impl. UNTConsumeLoginModule" for the
Module class name, and click OK.

17. Click New and enter "com.oracle.world.security.WorldLoginModule_WAS" for the
Module class name.

18. Click the Use login module proxy checkbox and click OK.
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19. Click Save.

The worldBssvLogin system login should look like the screen shot below:

Figure 5-18 Global Security screen
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5.6 Set Up Policies and Bindings

To set up policies and bindings

1. From the Integrated Solutions Console, select Services->Policy sets->Application policy
sets.
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Figure 5-19 Application Policy Sets screen
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2. Select the box next to Username WSSecurity default and click Copy.

Figure 5-20 Application Policy Sets screen
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3. Enter "worldBssvPolicy" for the Name and click OK.
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Figure 5-21 Application Policy Sets screen
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4. Select worldBssvPolicy.

Figure 5-22 Application Policy Sets screen
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5. Check the box next to WS-Addressing and click Delete.
6. Click on WS-Security.
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Figure 5-23 Application Policy Sets screen
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7. Click on Main policy.

Figure 5-24 Application Policy Sets screen
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8. Uncheck the box next to Message level protection.
9. Click OK.

10. Click Save.
11. On the left hand menu, select General provider policy set bindings.
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Figure 5-25 General Provider Policy Set Bindings screen
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12. Check the box next to Provider sample and click Copy.

Figure 5-26 General Provider Policy Set Bindings screen
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13. Enter "worldBssvBinding" in the Name field and click OK.
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Figure 5-27 General Provider Policy Set Bindings screen
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14. Select worldBssvBinding.

Figure 5-28 General Provider Policy Set Bindings screen
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15. Check all the boxes EXCEPT WS-Security and click Delete.
16. Click OK.
17. Click Save.

18. Select worldBssvBinding->WS-Security->Authentication and protection.

Configure the WebSphere Application Server
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Figure 5-29 General Provider Policy Set Bindings screen
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19. Under Authentication tokens select con_unametoken.

Figure 5-30 General Provider Policy Set Bindings screen
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20. Select Callback handler.
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Figure 5-31 General Provider Policy Set Bindings screen
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21. Check the boxes next to the two Custom properties and click Delete.

Figure 5-32 General Provider Policy Set Bindings screen
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22. Under Custom properties, enter"
com.ibm.wsspi.wssecurity.token.UsernameToken.authDeferred" in the Name field.

23. Enter "true" in the Value field.
24. Click OK.
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Figure 5-33 General Provider Policy Set Bindings screen
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25. In the JAAS login dropdown box, select worldBssvLogin.
26. Click OK.

27. Click Save.

Figure 5-34 General Provider Policy Set Bindings screen
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28. In the breadcrumb menu, select WS-Security.
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Figure 5-35 General Provider Policy Set Bindings screen
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29. Select Caller.

Figure 5-36 General Provider Policy Set Bindings screen
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30. Click New.
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Figure 5-37 General Provider Policy Set Bindings screen
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31.
32.

33.

Enter "worldBssvCaller" in the Name field.

Enter
"http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#Us
ernameToken" in the Caller identity local part field.

In the JAAS login dropdown, select worldBssvAuth.

Figure 5-38 General Provider Policy Set Bindings screen

¥ Integrated Sslutions Console - Google Chrome

[ 10,190 042,102 100 25 enfcorokelogn. do

Intgrated SoluSions Consols Welcoma steve Walp | Logeut
Wiews [ Al tasks - | - -

walzame

Guidad Aetisitias pahsr > » Wisacurity > Callaes > Caller Fiakd ke
B, e e e For fuald halp infarmmation,
@ Sarvars The calar spacifiar the tokens or marsage part usad for authartication. alact & fiatd Iapal ot Bet

i
@ Applaarisns :
B $arvices Pags b
S More information sbout
this pegs

B Ferowcas
Catback handler cesterm properties
@ Sasuriny |
falact Hame Walus [
B Esvironmant 5 . '7. E— -
B Sratam administraton
1B Users and Srewps JAAE togin
B Mesitariag and Tusing [[waridusswautn | [ Maw applieation Login
R e 344 lngin, custom, proparties
M Surrhun b ten Falact Hama | valen MHew
@uoo] o | [ T Datate |

Tammand Assitance

isw_administative

astion

Callbach, handler
[

Lapply | [0%] [Rasat] [ancel

34. Click OK.
35. Click Save.
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Figure 5-39 General Provider Policy Set Bindings screen
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36. Restart the server.

5.7 Deploy Services

To deploy services

1. From the Integrated Solutions Console, select Applications->Application
Types->WebSphere enterprise applications.

Figure 5-40 Enterprise Applications screen
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2. Click Install.
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Figure 5-41 Preparing for the Application Installation screen
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3. Click Choose File, navigate to folder where the .ear file was downloaded, and select the
WorldWebServices_A931.ear file.

On the Preparing for the application installation screen, click Next.
On the Select installation options screen, click Next.
On the Map modules to servers screen, click Next.

On the Map virtual hosts for Web modules screen, click Next.

© N o 0 &

On the Summary screen, click Finish.

The following screen should be displayed:

Note: This can take several minutes.
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Figure 5-42

Installation screen
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9. Click Save.

Note: This can take several minutes.

Figure 5-43 Enterprise Applications screen
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10. Click WORLD_SOA_A931.
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Figure 5-44 Enterprise Applications screen
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11. Click Shared library references.

Figure 5-45 Enterprise Applications screen
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12. Check WORLD_SOA_A931, and click Reference shared libraries.

5-26 JD Edwards World Service Enablement Installation and Configuration Guide



Deploy Services

Figure 5-46 Enterprise Applications screen
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13. In the Available box, select WAS_A931, and click the arrow key to move the library to the

Selected box.
14. Click OK.

Figure 5-47 Enterprise Applications screen
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15. Click OK.

Figure 5-48 Enterprise Applications screen
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16. Click Service provider policy sets and bindings.

Figure 5-49 Enterprise Applications screen
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17. Check the box next to WORLD_SOA_A931, and click Attach Policy
Set->worldBssvPolicy.

Note: This can take several minutes.

18. Check the box next to WORLD_SOA_A931, and click Assign
Binding->worldBssvBinding.

Figure 5-50 Enterprise Applications screen

¥ Integrated Sslutions Console - Google Chrome

(B besert 11019 L2 0 L0147
Inbegrated Solss
Wiews |l nasks -
T Walzams
B Auidad Activities
e
Aspans o '
s St = | Datach Policy Sa || Arsign biading = ‘saripling gorven pnd tye Lask
BFn [amch Bolicy tor - ][ Oveash eoicy $os |[ Aryign binding - | e e
B Farrcas L=l alfEslEa
1 Eadiriiy [ Balet| Application/Bervica/Endpuint/ Oparation 3 | Atlached Palicy Sat 5 | Binding & [Datiey sharing & |
B Ensiranmant wou can ademiniter the folloving rasources:
& Spram adminisranian [ | worL_soa_ssm waddhisPakon woddbsabinding | Giasblad
1 ey 1o onvepe [a] A Sarsica i Dissblad
@ Meaitaring 1ad Tusing Geharnad) (irhartad) (inhasited)
wanam [——
@ Troshlashooting o Griharnad) Girharad) (inherited)
s [a] Dissblad
@ uool {imharied) Ginharted) linharited]
[a] i Dis stlud
Geharnad) (irhartad) linhasited)
[——
o Griharnad) Girharad) (inherited)
Dis
| Ginharned) Ginharted) Cinhasited)
(=] fimharad) finhartad)
o (irharaed)
[a] Addrazsbaoktmel_vdzervice warldbrrubinding
Ginharded)
-
a (irharsad)
o (irharaed)
o Ginharded)
a (irharsad)
[l BanhAvountlmpl_vATenice e
Inharns
4part
o n Ginharaed)
a (imhartad)
D (irharnsd)
o Ginharaed)
Dirsbled
a (imhartad) (inhasited)
Pageidofas ) Towl 2w
avmscrot-celectMeruitem{button. sesoniindng, Spenerslfwordissindng, -

19. Click Save.

20. On the left hand menu, select WebSphere enterprise applications.
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Figure 5-51 Enterprise Applications screen
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21. Check the box next to WORLD_SOA_A931 and click Start.

Figure 5-52 Enterprise Applications screen
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Install WebLogic Application Server

This appendix contains the topic:

> Section A.1, "Installing the WebLogic Application Server"

A.l Installing the WebLogic Application Server

To install the WebLogic Application Server
1. Download Required Jars:

jt400.jar - retrieve from: http://jt400.sourceforge.net/

log4j jar- for details about the latest version supported for log4j, see Doc ID 2763469.1 in
My Oracle Support. Use the following URL to access and sign in to My Oracle Support:

https://support.oracle.com

(WS: Instructions to Address JD Edwards World Security Vulnerabilities (Doc 1D
2763469.1) (Release A9.4 Update)

WebLogic Installation Instructions
1. Download the WLS server installation file from OTN and install. Use the default values.
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Figure A-1 Choose Middleware Home Directory screen

Oracle Installer, - Weblogic 10.3.2.0

Choose Middleware Home Directory

Specify the Middleware Home where you wish to install
wWeblogic 10.3.2.0.

ORACLE’

~ Middleware Home Type

(@) Create 3 new Middleware Home

— Middleware Home Directary

| Ci\OraclsiMiddieware|

| Browse. ., | | Reset |
2. Click Next.

Figure A—2 Register for Security Updates screen

& Oracle Installer - WebLogic 10.3.2.0

Register for Security Updates

Prowide your email address to be informed of security issues, install the product,

and initiake configuration manager. htkp: ey, oracle, comy'support/policies  html

ORACLE

Ernail:

11 wish ko receive security updates via My Oracle Suppart

My Oracle Support Password:

Easier For you if wou use your My Cracle Support email addressjusername,

3. Click Next.
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Figure A—3 Specify Download Options screen

= Oracle Installer - Weblogic 10.3.2.0

Specify Download Options
Configure the installer so it can conkact Oracle ORACLE

to retrieve the necessary installation archives,

~ Download Cptions

Please specify a location where the installer will place any downloaded archives, and whether the
downloaded archives should be removed when the installer exits, IF your computer uses an HTTP
proxy o reach the internet specify it here,

Skorage Directory:
| CHADOCUME~115P7055~ 1)L OCALS~1{Temp || Browse.., |

[] Remove downloaded files when installer exits.

[J Use HTTP Praxy

4. Click Next.

Figure A—4 Choose Install Type screen

= Oracle Installer - Weblogic 10.3.2.0

Choose Install Type
Select the bype of installation vou wish to perform, ORACLE

® Typical

Tnstall the following product(s) and component(s):

# WeblLogic Server
# Oracle Enterprise Pack for Eclipse

2 Custom
@_’ Chioose software products and components to install and perform optional
E configuration,

5. Select Typical and then click Next.
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Figure A5 Archive Download screen

Oracle Installer - Weblogic 10.3.2.0 - 12% Completed

Archive Download

Dowenload of installation archives from Oracle ORACLE

for Weblogic 10.3.2.0.

 Download Status

Daowenloading: ‘WebLogic Platform 10.3.2.0
Total Bytes: 774,592 687

Downloaded Bytes: 91,771,745

Time Remaining: 01:49

Elapsed Time: 0014

Transfer Rate: 6,830,358 KBjSec
Dewrloading .. el

Automatically continue installation after completion

[Eoor] [ |

6. Click Next.

Figure A—6 Choose Product Installation Directories screen

& Oracle Installer - WebLogic 10.3.2.0

Choose Product Installation Directories

Prowide the directaries where you wish to install ORACLE

weblogic 10,3.2.0,

" Discard Changes

Middleware Home Direckory

C:OracleiMiddleware

Product Installation Directories

The Product Home might contain shared utilities and any products or components Far which unique directaries
are not set,

‘WebLogic Server:

| ChOracleiMiddlewareiwlserver_10.3 || Browse. .. |

Oracle Enterprise Pack for Eclipse:
| CihoracleiMiddliewareloepe_11gR1PS1 || Browse, ., |

7. Click Next.
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Figure A—7 Choose Shortcut Location screen

= Oracle Installer - Weblogic 10.3.2.0

Choose Shortcut Location

The installer creates shortcuts to Oracle components, samples, and tools, As a ORACLE
user with administrative privileges, you can specify where these shortcuts are created,

Select the Skart Menu Folder in which yvou want ko create Oracle shortcuts:

® "all Users" Start Menu folder (recommended)
For some installations, this setting may limit the automatic creation

of server shorkcuts For users without administr ative privileges,
Refer to the documentation For more information.

_) Local user's Start Menu folder

Select this option if you need bo ensure that other profiles
registered on this machine will nok hawve access to these shortouks,

8. Click Next.

Figure A—8 Installation Summary screen

= Oracle Installer - Weblogic 10.3.2.0

Installation Summary

The Following Products and J0Ks will be installed, ORACLE

|| Weblogic Server

[ core application Server Implemants JEE technologies, Web services, and other leading
D Adrministration Console Intermet standards, to provide a reliable Framewark For highly

D Configuration Wizard and Upgrade F available, scalable, and secure applications.
[ web 2.0 HTTP Pub-Sub Server
[ webLogic 5CA
[ webLogic JDEC Drivers
[ Third Party IDBC Drivers
[ webLogic Server Clients
D weblogic Web Server Plugins
D IUCDI and Xguery Support

|| ©racle Enterprise Pack for Eclipse

[ commaon Files
] IDKs F Highlighted item: 674.5 MB

]

Description

—| | Approximate Installed Size

4] | |I| Total of all selected items: 1,215.4 MB

9. Configure the base_domain.
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Figure A-9 Create a New WebLogic Domain screen

Fusion Middleware Configuration Wizand

ok
Welcome

ORACLE’

® Create a new Webl ogic domain

Create a Weblogic domain in your projects directory.

O Extend an existing WeblLogic domain

Lse this option to add new components ta an existing domain and modify configuration settings,

=

Start > Programs > Oracle Fusion Middleware 11.1.1.2.0 > WebnLogic Server 11gR1 >
Tools > Configuration Wizard

Click Next.

Figure A-10 Select a Domain Source screen

E) Fusion Middleware Configuration Wizard

Select Domain Source

ORACLE’

® Generate a domain configured automatically to support the following products:

DlWebLDgic Advanced Web Services Extension - 10,3.2.0 [wlserver_lﬂ.S]‘

(1 Base this domain on an existing template

e

10. Click Next.
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Figure A-11 Specify Domain Name and Location screen

Fusion Middleware Configuration Wizand

Specify Domain Name and Location

ORACLE’

Enter the name and location for the domain:

Domain name: | base_domain |

Domain location: | C\oracle\Middlewareluser _projectsidomains | | Browse |

11. Click Next.

Figure A-12 Configure Administrator User Name and Password screen

E) Fusion Middleware Configuration Wizard

Configure Administrator User Name and Password

ORACLE’

", Disgard Changes

*ser name: ‘ weblogic

#ger password: ‘ skt

*Confirm user password: ‘ HEAR A |

Description: ‘ This user is the default administrator,

User Password:
"welcomel™

12. Click Next.
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Figure A—13 Configure Server Start Mode JDK screen

Fusion Middleware Configuration Wizard

Configure Server Start Mode and JDK
ORrRACLE

Before putting your domain into production, make sure that the production environment is secure, For mare information, see the topic 'Securing a
Production Environment’ in the Weblogic Server documentation,

Tao use WebLogic JRockit in praduction, Oracle recommends developing and testing wour applications with WebLogic JRockit early in the project cycle.
Far infarmation about WeblLogic JRockit, see the Weblogic JRockit documentation.

‘WeblLogic Domain Startup Mode JDK Selection
@ Development Mode ® Available JDKs
Utilize book,properties For username and Sun SDK 1.6.0_14 @ C:\OracleiMiddiewareljdkl6n_14_R27
password and pall for applications ko deploy, JRockic SDK 1.6,0_14 @ CiOracleiMiddiswaretjrockit_160_|

Sun JOK recommended For better startup
performance during iterative development.

) Production Mode

4

Require the entry of a username and password [1 |I|
and do not: pall for applications ta deploy.

wiebLogic JRockit J0K recommended for better O Other JDK

runtime performance and management.

Lacation: l:l

13. Click Next.

Figure A—14 Select Optional Configuration screen

E) Fusion Middleware Configuration Wizal

Select Optional Configuration

ORACLE’

Administration Server
Madify Settings

[]™anaged Servers, Clusters and Machines
Add or Delete
Modify Settings

] RDBMS Security Store
Modify Settings

Select:
- Administration Server
Click Next.
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Figure A-15 Configure the Administrator Server screen

Fusion Middleware Configuration Wizard

Configure the Administration Server

ORACLE’
. Disgard Changes
*hame: | AdminServer |
FListen address: | All Local Addresses [~ |

Listen port: | 7001 |

S5L lisken port: | |

55Lenabled: [

14. Use defaults and click Next.

Figure A-16 Configuration Summary screen

E) Fusion Middleware Configuration Wizard

Configuration Summary

ORACLE’
[Dromain Summary Click. on an item in the Domain Summary pane on the left to inspect its attributes in the
N Detals pane below. You can make limited adjustments by clicking Previous ko return ko a
Surnmary Yiew: _ N
‘ Deployment ‘ - ‘ prior panel. IF everything is satisfactory, click Create.
\=71 base_domain {C:\OracleiMiddewareluser_projectsidoma =
Details
=[] Server
. Atbribute  Walue
D AdminServer N . .
Mame Basic WebLogic Server Domain
Description  Create a basic Weblogic Server domain without installing sample application
Author Oracle Corporation

Location C:\oracelMiddlewarelwlserver_10. 3 commonltemplates)domainsiwls. jar

[ O [ | [

15. Click Create.
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Figure A-17 Creating Domain screen

Creating Domain

Fusion Middleware Configuration Wizand

= ]

Progress:

100%:

ORACLE"

Preparing...

Extracting Domain Conkents...

Creating Domain Security Information, ..
Saving the Domain Information. ..

Storing Domain Information, .

String Substituting Domain Files. .
Performing ©5 Specific Tasks...
Petforming Post Domain Creation Tasks., .,
Domain Created Successfully!

Domain Location: C:ioraceiMiddlewarsiuser_projectsidomainsibase_domain
Admin Server URL: http://SPARK-PC: 7001

[ Start Admin Server

[erevos ] [ pare |

16. Copy jt400.jar, IDEWorldJDBC.jar, log4j jar, and BaseJar.jar to WebLogic server library.

(WLS_Home\Middleware\user_projects\domains\base_domain\lib

The JDEWorldJDBC.jar and the BaseJar.jar are included in the Web Services .zip file

downloaded from the MyOQracleSupport website.

For details about the latest version supported for log4j, see Doc ID 2318897.1 in My
Oracle Support. (WS: Instructions to Address JD Edwards World Security Vulnerabilities

(Doc ID 2318897.1) (Release A9.4 Update)
17. Install the custom security authenticator into WebLogic server environment.

Copy the MJF (e.g. WorldAuthenticator.jar) to

<WL_HOME>/server/lib/mbeantypes.

The WorldAuthenticator.jar file is included in the Web Services .zip file downloaded from

the MyOracleSupport website.
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Create WebSphere Application Server

This appendix contains the topic:

> Section B.1, "Creating the WebSphere Application Server."

B.1 Creating the WebSphere Application Server

To create Application Servers in WebSphere
1. Launch the IBM Web Administrator for i: http://localhost:2001/HT TPAdmin.

Figure B—1 IBM Web Administrator screen
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Status
® Stooped
 Sopped
% Stopped
 Swpped
® Stogped
W Stpped
® Stopped
» supped
® Swpped
» supped
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*10184,10105,10106,10187,10100,10109,10200,10201
*10104,10105,10106,10107,10108,10102,10120,10021
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=10124,10075,100 2610137 101 78,101 29,10140,10141

Dascr

WebSphere application server created
‘WebSphere application server created
‘WebSphere application server created
‘WebSphere application server created

‘WabSphere appication Sarver created

2. Click Create Application Server.
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Fi

= C

 Common Tazks and VWizards

gure B-2 Create Application Server screen
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3.

Click Next.

Figure B—3 Create Application Server screen
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Creating the WebSphere Application Server

Note: Please refer to the certification information on myoraclesupport.com
to determine the certified versions of WebSphere.

Figure B—4 Create WebSphere Application Server screen
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Back | Hea Cancel

5. Enter Application Server Name and Description and then click Next.

Figure B-5 Create WebSphere Application Server screen
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6. Select Do not associate an external HTTP server with this application server and then
click Next.

Figure B—6 Create WebSphere Application Server screen
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7. Click Next.

Figure B—7 Create WebSphere Application Server screen
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8. Click Next.

Figure B—8 Create WebSphere Application Server screen
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9. Click Next.

Figure B-9 Create WebSphere Application Server screen
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10. Click Finish.
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Code and Deploy Your Own Web Services

This appendix contains these topics:

2

2

Section C.1, "Coding and Deploying Your Own Web Services,"
Section C.2, "Deployment Profiles."

C.1 Coding and Deploying Your Own Web Services

To code and deploy your own Web Services

?

Use the WebServiceBase_v4 and WebServiceBaselmpl_v4 classes to create custom web
services.

Both classes exist in the BaseJar.jar file.

Extending one of the base classes (WebServiceBase_v4 and WebServiceBaselmpl_v4)
gives you an RPGInvoke and Connection.

Use the RPGInvoke to call an RPG program on the JD Edwards World system.
Use the Connection to access the JD Edwards World database.

Extend WebServiceBase_v4 when creating services that only require executing a JD
Edwards World program.

Extend WebServiceBaselmpl_v4 when creating a web service that requires database
access.

Refer to the source zip file for examples on how to create web services using the
BaseJar.jar file.

C.2 Deployment Profiles

The jar files required for the Web Services were configured in the previous procedure by
adding the jar files to the World_Services folder and setting the server classpath to include
these jars.
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Figure C-1 World_Services Folder

3 MBean & || |2]Basedar jar 88KB Executable Jar File 3/8/2010 9:42
= ) Orace | |*] DEWeridIDEC jar 532KE Executable JarFile  3/3/2010 3:28
1= Bssv =] 5t400.ar 4,303KE  Executable Jar File 8/27/2009 9:4]
12 config [4)loga-1.2. 14.jar 359KB  Executable Jar File 9/14/2006 L:04

= ) Middieware

1) jdeveloper
1) jdk160_14_R27.6.5-32
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() modules
I3 orade_common
15 user_projects
1) utils
= 1) wiserver_10.3
(=) common
(= inventory
LN
=1 ) server
1) adr
I bin
= db
B ) ext
(22 jdbe
o
12 indude
=]
1) locale
I native
(= uninstall

o man

In Jdeveloper, the individual projects only need to deploy those files that are required by the
web service.

Figure C-2 Project Properties screen

& Project Properties - C:\JDeveloper11g_Applications\Web5Services_w#\EmailAddress_v4\EmailAddress... rg|

(@8 | )| Deployment
& Project Source Paths () Use Custom Settings

[#}-- ADF Model (3) Use Project Settings
----- ADF View
[ Ant Deployment Profiles:

[ Business Components E| webServices (WAR File) Edit...

[+~ Compiler

----- Dependencies
..... Delete
----- EJB Module

----- Extension

[#- Javadoc

----- Java EE Application

----- JSP Tag Libraries

----- 15P Visual Editor

----- Libraries and Classpath
----- Resource Bundle

----- Fun/Debug/Frofile

----- Technology Scope

-

1. Highlight WebServices(WAR File) and then click Edit.
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Figure C-3 Edit WAR Deployment Profile Properties screen
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2. Enter a path where you want your WAR file created.

Figure C-4 Edit WAR Deployment Profile Properties screen
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3. Under Web Files > Filters, select all files.
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Figure C-5 Edit WAR Deployment Profile Properties screen
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4. Under WEB-INF/classes, only select the files specific to this service. The files under base

are included in the BaseJar.jar, so they do not need to be included here.

Figure C—6 Edit WAR Deployment Profile Properties screen
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5. Under WEB-INF/Ilib no classes should be selected, these jars are either part of the WLS
install or were included in the server classpath in the installation instructions above.
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Uninstall Service Enablement

This appendix contains the topic:

> Section D.1, "Uninstalling Service Enablement.”

D.1 Uninstalling Service Enablement

To uninstall Service Enablement
If you need to uninstall JD Edwards World Service Enablement, use the OUI installer.

Figure D—1 OUI Installer Welcome screen

‘4 Qracle Universal Installer: Welcome

ORACLE
JD EDWARDS WORLD
Welcome

The Oracle Universal Installer guides you through the installation and configuration of your
Oracle products.

Click "Installed Products.." to see all installed products.

( Deinstall Products. .. )

Ahout Oracle Universal Installer...Jl

Help )I Installed Eroducts...JI Eack: e Install Cancel

1. Start the OUl installer:

Run Disk1\oui\bin\setup.exe and click Deinstall Products on the Welcome screen.
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Figure D-2 Inventory screen

X

“ Inventory

You hawe the following Cracle products installed:
OraClient! Dg_hame2 [
OUl_and_0SP_110G

~ Praduct Infarmation
Location:
CAOraHame_2

[ Show empty homes.

Ifyou want to remove Oracle software, please check the items and click
"Remowe".

To see the languages installed and other details of a component,select

the component and then click "Details".
Details... | Bemave...
Help Save As. I Close I

2. Select the checkbox of the Service Enablement folder name you created and then click
Remove.

Figure D-3 Confirmation screen

Are wou sure you want to deinstall the following products
and their dependent compaonents?

ChAdraHome_2 (1 product

L Oracle JD Edwards World Service Enablement 1.1.
Hormes to be removed

I—C:IOraHnme_E (Serice_Enablement)

3. On the Confirmation screen, click Yes.
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Figure D—4 Inventory screen

Cantents l-

ou have the following Qracle products installed:

S-0racle Homes

igmacnentmg_hnmez
OUl_and_0SF_11G

~— Product Informatian

Location:
Mot Available

[ Show empty homes.

Ifyou want to remove Oracle software, please check the items and click
"Femove".

To see the languages installed and other details of a component, select
the component and then click "Details".

Details...

Help Save As.. I Close

4. On the Inventory screen, click Close.

Figure D-5 End of Installation screen

¥ Oracle Universal Installer: End of Installation

ORACLE

JD EDWARDS WORLD
End of Installation
The installation of Oracle JD Edwards World Service Enablement was
successful.
Help instalied Products... Back ] et ) | Install Bt

5. On the End of Installation screen, click Exit.
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Figure D—6 Exit screen

6. On the Exit screen, click Yes.
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