Installation Guide

Oracle’ Health Sciences InForm Adapter
Release 1.3.7

ORACLE

Part Number: E54451-01



Copyright © 2006 - 2014, Oracle and/or its affiliates. All rights reserved.

The Programs (which include both the software and documentation) contain proprietary information; they are provided under a license
agreement containing restrictions on use and disclosure and are also protected by copyright, patent, and other intellectual and industrial
property laws. Reverse engineering, disassembly, or decompilation of the Programs, except to the extent required to obtain interoperability

with other independently created software or as specified by law, is prohibited.

The information contained in this document is subject to change without notice. If you find any problems in the documentation, please
report them to us in writing. This document is not warranted to be error-free. Except as may be expressly permitted in your license
agreement for these Programs, no part of these Programs may be reproduced or transmitted in any form or by any means, electronic or

mechanical, for any purpose.

If the Programs are delivered to the United States Government or anyone licensing or using the Programs on behalf of the United States

Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data delivered to U.S.
Government customers are "commercial computer software" or "commercial technical data" pursuant to the applicable Federal Acquisition
Regulation and agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, and adaptation of the
Programs, including documentation and technical data, shall be subject to the licensing restrictions set forth in the applicable Oracle license
agreement, and, to the extent applicable, the additional rights set forth in FAR 52.227-19, Commercial Computer Software -- Restricted
Rights (June 1987). Oracle USA, Inc., 500 Oracle Parkway, Redwood City, CA 94065.

The Programs are not intended for use in any nuclear, aviation, mass transit, medical, or other inherently dangerous applications. It shall be
the licensee's responsibility to take all appropriate fail-safe, backup, redundancy and other measutes to ensure the safe use of such

applications if the Programs are used for such purposes, and we disclaim liability for any damages caused by such use of the Programs.

The Programs may provide links to Web sites and access to content, products, and services from third parties. Oracle is not responsible for
the availability of, or any content provided on, third-party Web sites. You bear all risks associated with the use of such content. If you
choose to purchase any products or services from a third party, the relationship is directly between you and the third party. Oracle is not
responsible for: (a) the quality of third-party products or services; or (b) fulfilling any of the terms of the agreement with the third party,
including delivery of products or services and warranty obligations related to purchased products or services. Oracle is not responsible for

any loss or damage of any sort that you may incur from dealing with any third party.
Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks of their respective owners.

This documentation may include references to materials, offerings, or products that were previously offered by Phase Forward Inc. Certain
materials, offerings, services, or products may no longer be offered or provided. Oracle and its affiliates cannot be held responsible for any

such references should they appear in the text provided.



Contents

About this guide vii
Overview Of this GUIAC.....ciiii s viii
AAUAIEINICE vttt ettt ettt s st et s et eae s et e st s et ess et et es s et et ene et et ens et et ens et esens et eae s et ere s etereesetenen viii

DD OCUMENTATION 1.vteevevitiietceeieteeet ettt ettt ettt et et b et ese b e b ese s esese s eseas s eteas s et easesesessesessasesessasesessasesessnsesessnsesessnsesenes ix

Documentation accessibility
If yOU NEEd ASSISTANCE. ...euvuvieririircicie et sans

Finding InForm Adapter information and patches on My Oracle Support..

Finding Oracle dOCUMENTALION «....ucvuumviuieicicicicireiceececie e
Finding prerequisite software for Oracle Health Sciences applications .........cccecueeeeeececevcunciniincesiesicecenns i
Chapter 1 Overview of the InForm Adapter software 1
What is the InForm Adapter SOFtWArer ... 2
InForm Adapter components .........cccueeeee.
How does the InForm Adapter software worke.....
InForm Adapter deplOymEnt ...
About auditing CaPADIIIIES......cuivieiiiii s 5
About INFOrm AdaPter SECULILY .....cvuiciiiiiieieiieice ettt 6
USELname/ PassWOLd SECULLLY ...uvuuruuerumrusriseresereserisesssenssessessessesssesssessse s s s s s s e ssssssssssssessssssssssesssnsnns 6
Security using X.509 CErtifICAtES ...cviiiiii s 7
Chapter 2 Planning your implementation 9
SUPPOLLEd CONFIGUIALIONS ...ovveeieiriiiieieic ettt 10
InForm Adapter interfaces to INStall ..o 11
Installing the InForm Server Adapter with existing InForm study databases.........ccccocovvivviiiniiininicicn, 12
Chapter 3 Installing the InForm Adapter software 13
INStAllatioN OVEIVIEW ..cvuivuiiiiiiiiiiiiit s bbb bbb 14
Before installing the InForm Adapter SOftWALe ... 16
ENabling XA traNSACHOMNS «...c.vuuiuiuiciiiitiieeie et 16
Flushing the InForm database shared POl ... 17
Register THial TOOL. ... 17
Interfaces to INSTAll ... 23
InForm Server Adapter SEIVICES ... 23
InForm Adapter public interfaces........ w24
Installing the InForm Server Adapter (ISA) ... 26
Installing InForm Adapter interfaces................ 29
Uninstalling the InForm Adapter SOfEWATLE ... 38

Chapter 4 Upgrading a previous release of the InForm Adapter
software

Upgrade SCENATIos.......c.vuvuvcuniureieieieeicic e seeseeeeeeesennes

Upgrading from InForm Adapter 1.3 SPO or later
Running the upgrade WIZard.........ccccciiiiiiiciiciicc e

Supported scenarios for upgrading from InForm Adapter 1.2 SP2 or 1.2 SP3 ... 42
Upgrading from InForm Adapter 1.2 SP2 0 1.2 SP3......ccouiiiiiiiiiiicicnccceeeee e 43
Upgrading the Oracle database for the InForm Adapter Server ... 44

Oracle® Health Sciences InForm Adapter 1.3.7



Contents

Chapter 5 Configuring Security 47

Configuring username/PassWOrd SECULILY ...c.u v reuereeeuererieiererieiesenseise e ssse e ssessss e sse s ssessss e ssessssssessesssessesees 48
ODM Export interface—configuring username/password SECULILY .....cuveveereererereereerieriereerseraennne 48
Disctepancy Otiginal interface—configuring username/password SECULILY ....cveuveneveereereermemmerscranennn. 49
Discrepancy Enhanced interface—configuting username/password SECULItY.....curveereermermermerscrmennn. 49
Safety intetface—configuring username/password SECULILY .....evuevemeveereereerineriereneriemeeserse e sesnans 52

Configuring X.509 digital CEItifICALES .......cuiuiuiuiiiiriieiciciieirce e 55
Before you apply CEItIICALES ..ottt 55
Overview of configuring X.509 digital CertifICAES .......evuiuiuriuriiriiriirieeieie et 55
Supported Web SErVICE POLCIES ......ucuuiuiuiuriiiicicicicieieeee e 56

If you are using the Clintrial Integration Solution (CIS) application with Full Security....

Applying one certificate to all services on the InForm Adapter server
Applying different Certificates to SEIVICES ....cuumuuiuriiririeieiieireiseesciseseee s 61

Chapter 6 Verifying the Discrepancy Enhanced interface installation 67

Verifying the Discrepancy Enhanced interface installation and retrieving the WSDL......ccooviiiiiiiininininnns 68
Chapter 7 Manually adding studies 69
Overview of manually adding StUAIES ........ccciuiiiriiiiiii s 70
WCF—Manually adding StUdIEs ...t 70
WSE—Manually adding StUIES ........vvruimiiiiiieciiiici s ssssssss s ssssnes 72

Chapter 8 Performing InForm Adapter post-installation tasks 75
Overview of post-installation taSKS ... s 76

The web.config file.....cccovrvrririnnne .

Setting export security for the ODM interface .78
Using the ExportSecurity COMMANd.......ccviiiiiiiiiiiiiiiiiii s s ssses 78
Configuring the INForm Server AdapLer ... 80
Start services required by the Clintrial Integration Solution (CIS) SOftware.......ccovvviiiciiiiiiiinieinieines 80

Transaction detection settings for the Inform Server Adapter Service
Including or excluding studies from processing
Adding users to the InForm Adapter security groups...............
Configuring the InForm Adapter interfaces

The application cONfIGUIATION FIlE ......cuiiiuiiiicicici e
Increasing the timeout period for ASPINET ...

Appendix A Configuring the CIS application and interface 87

When to use the instructions in this aPPENdiX ..o 88

Configuring security for the CIS SOftWALE .....ccovviviviiiiicci s 89
Web policy for Clintrial Integration Solution (CIS) and InForm Adapter software.......ccoccuvvevceriinninncen. 89
Applying full security to InForm Adapter using one certifiCcate ..o
Applying full securtity using tWO CEITIIICAES .....cuiuiuiuiiriirieicirc et

Configuring the Clintrial Integration Solution (CIS) Central Administration interface
URLs must be identical on both sides of the firewall.........cccovvevvrieinivcininciciee

Appendix B Troubleshooting

Update to PFIA_SINGLETONS fails
Maximum open cursors exceeded .........ocincineiniinierieeicnenn:
End-of-file on communication channel database error
Cannot VIEW ASIMK PAZES ......cuuuiiiiiiiiicic ittt e
Date and tiMe PALSING CITOL ... bbb se bbb

iv Oracle® Health Sciences InForm Adapter 1.3.7



Installation Guide

Appendix C Using the silent install 101

Using the Silent ISTAll ...
Silent install parameters
Running the silent install

Oracle® Health Sciences InForm Adapter 1.3.7 v






About this guide

In this preface

Overview Of this GUIAE ..o viii
DOCUMENTALION ...vuiiiiiiii bbbt x
If yOU NEEd ASSISLANCE. ... X

Oracle® Health Sciences InForm Adapter 1.3.7 vii



About this guide

Overview of this guide

This guide provides a brief overview of the InForm Adapter software and step-by-step instructions
for installing and uninstalling the software, and setting security options, as well as troubleshooting
information.

Audience

This guide is for IT administrators and others who are responsible for integrating the InForm
software with other applications, including Oracle-provided products, third-party products, and
custom client processes.
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Documentation

The product documentation is available from the following locations:

e Oracle Software Delivery Cloud (https://edelivery.oracle.com)—The complete
documentation set.

e My Oracle Support (https://support.oracle.com)—Relase Notes and Known Lssues.

e Oracle Technology Network (http://www.oracle.com/technetwork/documentation)—The
most current documentation set, excluding the Re/ease Notes and Known Lssues.

All documents may not be updated for every InForm Adapter release. Therefore, the version
numbers for the documents in a release may differ.

Document Description

Release Notes The Release Notes document desctribes hardware and softwate
requirements and describes the new features, enhancements, and
fixed issues in this release.

Known Issues The Known Issues document provides detailed information about the
known issues in this release, along with workarounds, if available.

Installation Guide The Installation Guide provides a brief overview of the InForm
Adapter software, step-by-step instructions for installing and
uninstalling the software, setting security options, and
troubleshooting information.

Interfaces Guide The Interfaces Guide provides information on using the interfaces that
are included with the InForm Adapter software.

Secure Configuration Guide The Secure Configuration Guide provides an overview of the security
features provided with the InForm Adapter application including
details about the general principles of application security and how
to install, configure, and use the InForm Adapter application
securely.

Third Party Licenses and Notices  The Third Party Licenses and Notices document includes licenses and
notices for third party technology that may be included with the
InForm Adapter software.

Documentation accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http:/ /www.oracle.com/pls/topic/lookuprctx=acc&id=docacc.

Oracle® Health Sciences InForm Adapter 1.3.7 ix
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If you need assistance

Oracle customers have access to support through My Oracle Support. For information, visit
http:/ /www.oracle.com/pls/topic/lookuprctx=acc&id=info, ot if you are hearing impaired, visit
http:/ /www.oracle.com/pls/topic/lookup?ctx=acc&id=trs.

Finding InForm Adapter information and patches on My Oracle Support

The latest information about the InForm Adapter application is on the Oracle Supportt self-service
website, My Oracle Support. Before you install and use the InForm Adapter application, check My
Oracle Support for the latest information, including Release Notes and Known Issues, alerts, white
papers, bulletins, and patches.

Creating a My Oracle Support account

You must register at My Oracle Support to obtain a user name and password before you can enter
the site.

1 Open a browser to https://support.oracle.com.
2 Click the Register link.

3 Follow the instructions on the registration page.

Finding information and articles

1 Sign in to My Oracle Supportt at https://support.oracle.com.

2 If you know the ID number of the article you need, enter the number in the text box at the top
right of any page, and then click the magnifying glass icon or press Enter.

3 To search the knowledge base, click the Knowledge tab, and then use the options on the page to
search by:

e  Product name or family.

e Keywords or exact terms.

Finding patches
You can search for patches by patch ID or number, product, or family.
1 Sign in to My Oracle Supportt at https://support.oracle.com.
2 Click the Patches & Updates tab.
3 Enter your search criteria and click Search.
4 Click the patch ID number.

The system displays details about the patch. You can view the Read Me file before downloading
the patch.

5  Click Download, and then follow the instructions on the screen to download, save, and install the
patch files.

X Oracle® Health Sciences InForm Adapter 1.3.7
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Finding Oracle documentation

The Oracle website contains links to Oracle user and reference documentation. You can view or
download a single document or an entire product library.

Finding Oracle Health Sciences documentation

For Oracle Health Sciences applications, go to the Oracle Health Sciences Documentation page at
http:/ /www.oracle.com/technetwork/documentation/hsgbu-clinical-407519.html.

Note: Always check the Oracle Health Sciences Documentation page to ensure you have the most
up-to-date documentation.

Finding other Oracle documentation
1 Do one of the following:
¢ Go to http://www.oracle.com/technology/documentation/index.html.

e Go to http://www.oracle.com, point to the Support tab, and then click Product
Documentation.

2 Scroll to the product you need, and click the link.

Finding prerequisite software for Oracle Health Sciences applications

Prerequisite software for Oracle Health Sciences applications is available from the following
locations:

¢ Download the latest major or minor release from the Oracle Software Delivery Cloud

(https:/ /edelivery.oracle.com/).

For information on the credentials that are required for authorized downloads, click FAQs on the
main page of the Oracle Software Delivery Cloud portal.

e Download subsequent patch sets and patches from My Oracle Support
(https:/ /suppott.oracle.com).

To find patch sets or patches, select the Patches & Updates tab.

If a previous version of prerequisite software is no longer available on the Oracle Softwatre Delivery
Cloud, log a software media request Service Request (SR). Previous versions of prerequisite software
are archived and can usually be downloaded. After you open an SR, you can check its status:

e  US customers: Call 1-800-223-1711.

e Outside the US: Check www.oracle.com/us/support/contact/index.html for your local Oracle
Support phone number.

For more information on logging a media request SR, go to My Oracle Support for Document
1071023.1: Requesting Physical Shipment or Download URL for Software Media
(https:/ /suppott.oracle.com/epmos/faces/DocumentDisplay?id=1071023.1).
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CHAPTER 1
Overview of the InForm Adapter software

In this chapter
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Chapter 1 Overview of the InForm Adapter software

What is the InForm Adapter software?

The InForm Adapter software provides interfaces to web services that support the secure transfer of
data between InForm studies and either Oracle products (such as the Clintrial Integration Solution
(CIS) and Central Coding applications) or third-party products and custom applications. Each
application that can accept queries or updates to its data and metadata from InForm studies requires
a specific set of interfaces.

Like application programming interfaces (APIs), the InForm Adapter interfaces use published web
services interfaces to allow programmatic access to applications. This allows Oracle products to be
tightly integrated with third-party products and each other.

InForm Adapter components
The InForm Adapter application components include:

e InForm Server Adapter (ISA)—Provides a secure web service interface for all interactions
between the InForm Adapter interfaces and the InForm server. This interface is not open for
external integration.

¢ InForm Adapter interfaces—Contains the following interfaces:

Interface Description

Admin Provides access to information about the location of InForm
servers and InForm studies.

Two versions are available. You can install only one of them.
e Adapter Administration (WCF).

For Central Coding 3.0.2 or later, you must select this
interface.

e Adapter Administration.

Central Administration Provides an integration point for the central administration of
Oracle applications.

Note: This interface is not open for external integration.

Coding Provides support for the Central Coding application.
Two versions are available. You can install only one of them.
e Coding (WCF).

For Central Coding 3.0.2 or later, you must select this
interface.

e Coding.

Note: This interface is not open for external integration.

2 Oracle® Health Sciences InForm Adapter 1.3.7
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Interface Description

Discrepancy Transmits InForm queries (discrepancies) to and from other
systems or modules.

Two versions are available. You can install only one of them.
e Discrepancy Enhanced interface (default selection).

e Discrepancy Original interface.

ODM Export Provides access to receive InForm clinical data and metadata in
CDISC ODM standard format.

Safety Provides support for safety integration.

Note: This interface is not open for external integration.

Transaction Sends and receives synchronization transactions between the
InForm software and an external application.

Note: This interface is not open for external integration.

¢ InForm Adapter database—Contains the following types of information:
e Location of studies.
e Study database connection strings, usernames, and passwords.
e  Security information.
e Auditing information.

e Job scheduler details.

Oracle® Health Sciences InForm Adapter 1.3.7 3



Chapter 1 Overview of the InForm Adapter software

How does the InForm Adapter software work?

The InForm Adapter software is a collection of interfaces for Oracle applications, other client
processes, or third-party products, that require data exchange with, or updates from, InForm studies.

Each integrated application or process sends requests to the appropriate InForm Adapter
interface.

The interface interacts with the InForm Server Adapter (ISA) interface on the InForm server.

The InForm Adapter interface communicates with the InForm application server to perform the
requested task through a COM interface.

Certain interfaces interact directly with the InForm study database, as necessary, when retrieving
information.

TAForm Server L Application Servers |

InFarm Service

Aplicnti onf

InForm Server
InFerm Trial Process
:

——————
InFarm Adapter

Trial Admin
Database Database Firewall

InForm Adapter deployment

Oracle recommends the following deployment scenatio:

The InForm Server Adapter (ISA) must be installed on the InForm application server.

The InForm Adapter interfaces are typically located on the server that contains the InForm
Adapter database (referred to in this guide as the InForm Adapter server).

The InForm Adapter interfaces can also reside on the InForm application server. The InForm
Adapter database can reside on the InForm database server.

Oracle® Health Sciences InForm Adapter 1.3.7
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About auditing capabilities

The InForm Adapter audit service includes auditing capabilities for the InForm Adapter interfaces.
The audit trails provide secure, computer-generated, time-stamped activity logs.

When auditing is enabled for an InForm Adapter interface, the InForm Adapter software logs each
request to, and response from, a client application. A unique ID is used for each record in the audit
log. If a record in the log does not have an 1D, the audit service generates it.

The auditing service is automatically installed with each InForm Adapter interface. By default, the
audit service is disabled. To use auditing, you must enable it for each interface. For more
information, see Audit service settings (on page 83).

Oracle® Health Sciences InForm Adapter 1.3.7 5
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About InForm Adapter security

Security depends on the InForm Adapter interfaces and the Oracle applications used.

Security Used with this application or interface

username/password security e InForm Adapter Discrepancy Enhanced interface.
e InForm Adapter Discrepancy Original interface.
e InForm Adapter ODM Export interface.
e Central Coding (3.0.2 or later).

e InForm Adapter Safety interface

X.509 Digital Certificate e Central Coding.
security L . .
e  (lintrial Integration Solution (CIS).
e InForm Adapter Discrepancy Original interface.

e InForm Adapter ODM Export interface.

Username/password security

Username/password authentication provides secutity between the interface and the InForm server.
In the request for each method or operation, the SOAP header contains elements for the InForm
user name and password, and the SOAP body contains an attribute for the InForm study name.

The ODM Export interface, Safety interface, Discrepancy Original interface, and Discrepancy
Enhanced interface use username/password authentication when used for studies in:

e InForm 4.6 SP2a release (and later).
e InForm 5.0 SP1 release (and later).
e InForm 5.5 SPO release (and later, including InForm 6.0 and 6.1).

After you install the InForm Adapter software, you must perform additional configuration tasks to
enable username/password security authentication. For more information, see Configuring
Security (on page 47).

For more information about ODM Export interface methods and Discrepancy Enhanced interface
operations, see the chapters for each interface in the Interfaces Guide.

6 Oracle® Health Sciences InForm Adapter 1.3.7
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Security using X.509 certificates

Oracle provides message-level security using:

e WS-Security.

e WS-Policy.

e Security Assertion Markup Language (SAML) security tokens.

Oracle also provides X.509 digital certificates to sign SAML tokens and to encrypt and sign
messages.

Message-level security

To use message-level security, you must install and configure X.509 digital certificates for the InForm
Adapter server and the associated application (for example, the Oracle Central Coding application).
For more information about X.509 digital certificates configuration for Oracle applications, see
Configuting X 509 digital certificates (on page 55) and the documentation for the associated
applications.

For information about message-level security and integrating third-party applications and client
processes with InForm Adapter interfaces that are hosted by Oracle, contact Oracle.

X.509 digital certificates

When InForm studies, InForm Adapter interfaces, and related Oracle applications are all hosted at a
company site, you must obtain, install, and configure X.509 digital certificates on all machines that
need to be secured. Oracle provides a certificate configuration tool to help you install and configure
X.509 digital certificates. For mote information, see Configuting X 509 digital certificates (on
page 55).

Web Services Security (WS-Security)

The WS-Security model uses WS-Policy and SAML tokens that can be signed with X.509 digital
certificates, and messages that can be encrypted and signed with X.509 digital certificates. The policy
sets users and their rights.

By default, WS-Security is enabled. This guide includes recommendations on integrating InForm
Adapter interfaces with Oracle applications. For more information, see Affer completing the
InForm Adapter installation (sce "Performing InForm Adapter post-installation tasks" on

page 75).

To integrate custom applications and client processes with InForm Adapter interfaces that are hosted
by Oracle, contact Oracle.

Oracle® Health Sciences InForm Adapter 1.3.7 7
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Planning your implementation

In this chapter

Supported CONTIGUIALIONS .....cuvuieieiiiciiiciiicieieie e
InForm Adapter interfaces to iNStall........ccoviuriiiiiniiiiciiiiiiicce e

Installing the InForm Server Adapter with existing InForm study databases .......c.ccccoevevvercnaes
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Supported configurations

10

The InForm Adapter 1.3.7 software can be used with:

InForm 4.6.
InForm 4.7.
InForm 5.0.
InForm 5.5.
InForm 6.0.
InForm 6.1.

If your current configuration uses a version of the InForm Adapter software earlier than InForm
Adapter 1.3, see Supported scenarios for upgrading from InForm Adapter 1.2 SP2 or 1.2 SP3
(on page 42).

Note: The InForm Adapter 1.3 SP1 software supports Oracle 10g databases with Unicode

(AL32UTF8) character set.

The InForm ITM 4.6 software supports Oracle 10g databases with Western (WESMSWIN1252)

character set.

If your current configuration uses the same database to support InForm Adapter 1.2 SP2 or InForm
Adapter 1.2 SP3 and InForm 4.6, and you want to upgrade the InForm Adapter software to version
1.3.7, you must establish a separate database for the InForm Adapter software.

Oracle® Health Sciences InForm Adapter 1.3.7
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InForm Adapter interfaces to install

In a typical configuration in which the InForm Adapter server and the InForm server are located on
separate machines, you must install:

e The InForm Server Adapter ISA) on the InForm server. The ISA is comprised of two services:
e The InForm Server Adapter Web Service.
e The InForm Server Adapter Windows Service.

For information about which applications or interfaces require one or both of these services, see
InForm Server Adapter services (on page 23).

e The InForm Adapter interfaces on the InForm Adapter server. Install the interfaces that are
required by either:

e The Oracle application you are installing.
e The application or API you are developing.

For the list of interfaces you need to install, see InForm Adapter public interfaces (on page
24).

Oracle® Health Sciences InForm Adapter 1.3.7 11
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Installing the InForm Server Adapter with existing InForm
study databases

12

When the InForm Server Adapter software is installed on an InForm server, it populates a database
table with transaction XML for all studies on that server. This process can take several hours
depending on the number of studies, their size, and the available resources on the machine where the
InForm Server Adapter is installed.

While the transaction XML is being created, errors can occur as the InForm Server Adapter software
is communicating with another application (for example, the Central Coding application or Clintrial
Integration Solution (CIS) application). This process can also impact communication with other
applications that use the InForm Adapter software.

To prevent errors from occurring while the transaction XML is being created, Oracle recommends
you perform one of the following procedures:

e Allow the transaction XML to be created before running jobs from an application that
communicates with the InForm server.

The InForm Server Adapter must populate a new database table in the InForm study schema
with transaction XML. To do this, the study must be running. To verify that the transaction
XML is created, execute the following queries against every study database:

e Select count(*) from pf_transactionhistory—Indicates the number of transactions in the
study.

e Select count(*) from pfex_transactionxml—Indicates the number of transactions for
which XML has been created.

When you first install the InForm Server Adapter, no XML will have been created and the table
pfex_transactionxml will not exist, because it is created by the InForm Server Adapter.

These two queries should return the same count when all transaction XML has been created.
This can take several hours. To verify that progtess is being made, check that the second query
count continues to increase. Processing should stop when the count in the second query reaches
the count of the first query.

e Add the InForm Server Adapter offline:

1 Install the InForm software and the InForm Server Adapter on a machine that is not being
used for production.

2 When all of the transaction XML files have been created, export the study and load it into a
production database.

Note: These issues do not apply when you are adding a new study (a study that contains no data)
to the InForm Server Adapter instance.

Oracle® Health Sciences InForm Adapter 1.3.7
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Installing the InForm Adapter software
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Chapter 3 Installing the InForm Adapter software

Installation ove

rview

Install the InForm Adapter software from the InForm Adapter ISO image available on the Oracle
Software Delivery Cloud or My Oracle Support (MOS).

After you download the InForm Adapter ISO image, make it available to all the servers where you

plan to install

the InForm Adapter software.

Follow these steps to install the InForm Adapter software.

instructions

Note: If you are upgrading a previous release of the InForm Adapter software, follow the

in Upgrading a previous release (on page 39) before you perform any of the steps

that are listed in the table.

Where to get more information

1 Verify that all hardware and software Release Notes.
requirements are met.

2 Perform prerequisite tasks. Before installing the InForm Adapter

software. (on page 16)

3 On the InForm application server: Installing the InForm Server Adapter (ISA).
Install the InForm Server Adapter (ISA). (on page 26)

4 On the InForm Adapter server: Installing InForm Adapter interfaces. (on
Install the InForm Adapter interface(s) page 29)
for your specific products.

5 Determine whether you need to InForm Server Adapter services. (on page 23)
configure the services that comprise the
ISA.

6 Configure security for: Configuring Username/Password secutity.

(on page 48)

InForm Adapter ODM Interface.

InForm Adapter Discrepancy
Enhanced interface.

InForm Adapter Discrepancy
Original interface.

Central Coding 3.0.2 or later.

InForm Adapter Safety interface.

7 For

the Discrepancy Enhanced interface, Vetifying the Discrepancy Enhanced

verify the installation. interface installation (on page 67).

14
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Step Where to get more information

8 Configure digital certificates for: Configuring X 509 Digital Certificates (on
e Central Coding, page 99).
e (lintrial Integration Solution (CIS).
e InForm Adapter Discrepancy
Original interface, if necessaty.
e InForm Adapter ODM Interface, if
necessary.
9 Manually add studies (optional). Manually adding studies (on page 69).
10 Perform setup tasks as needed for your  Overview of post-installation tasks (on page
environment. 76).

After installing the InForm Adapter software, you can install any Oracle application that
communicates with the InForm Adapter software.
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Before installing the InForm Adapter software

Perform the following tasks before you install the InForm Adapter software:

Create an Oracle tablespace for the InForm Adapter server.

For more information, see the Oracle database documentation.

Enable XA transactions.

For more information, see Enabling XA transactions (on page 106).
Schedule an Oracle database job to flush the InForm database shared pool.

For more information, see Flushing the InForm database shared pool (on page 17) and
End-of-file on communication channel database error (on page 98).

Make sure that all clocks are synchronized on the machines on which you are installing the
InForm Adapter interfaces, the InForm server, and the database server.

Ensure the InForm database locale and the InForm Adapter Server locale ate set to the same
value.

If you have any studies that have been decommissioned in the InForm software, run the Register
Trial Tool to decommission the studies in the InForm Adapter software.

For more information, see Register Ttial Tool (on page 17).

Enabling XA transactions

16

To use the InForm Adapter software, XA transactions must be enabled.

1
2
3

Select Start > Control Panel > Administrative Tools > Component Services.
Expand Component Services > Computers.

Right-click My Computer, and select Properties.

The My Computer Properties dialog box appears.

Click the MSDTC tab.

In the Transaction Configuration section, click Security Configuration.
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The Security Configuration dialog box appears.

Security Configuration

— Security Settings
v Metwark DTC Access

— Client and Adminiztration
[ allow Bemote Clients v allaw Remote Administation

— Transachion banager Communication
¥ Allow |nbound v Allow Outbound

&+ Mutual Authentication Fequired
i~ |ncoming Caller uthentication Fequired
" No Authentication Feguired

[ Enable Transaction Intemet Protacal [TIP) Transactions

¥ Enable x4 Tranzactions

—DTC Logon Account
Account: |NT AuthonbyhHetwark S ervice Browse |
Pazsword I

Eonfirm passwond: |

] I Cancel l

6  Select Enable XA Transactions.

7  Click OK.

Flushing the InForm database shared pool

If you are running the Central Coding application, you might encounter an ORA-03113 database
error when retrieving a heavy volume of coding data requests from the InForm software. This is
caused by an Oracle issue in the 10.0.2.3 patch set.

To avoid this error, schedule an Oracle job that issues the following command to flush the shared
pool on the InForm database every four hours:

alter system flush shared_pool

For more information, see End-of-file on communication channel database error (on page 98).

Register Trial Tool

The Register Trial Tool is a command line tool that you use to register a study, register a server
adapter, decommission a study in the InForm Adapter software, and view lists of existing studies,
server adapters, and decommissioned studies.
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Decommiissioned studies in the InForm software and the InForm Adapter
software

A study that has been decommissioned in the InForm software is removed from the InForm
database, but connection information remains in the InForm Adapter database. If you install or
upgrade the InForm Adapter software, the installation program attempts to upgrade the study
database, but fails because it cannot locate information about the decommissioned study in the
InForm database.

To prevent this situation, use the Register Trial Tool to decommission the study in the InForm
Adapter database. You can use the Register Trial Tool before or after you install the InForm Adapter
software.

Using the Register Trial Tool
You can extract or install the Register Trial Tool:

e Before you install the InForm Adapter software.

The Register Trial Tool is located in the InForm Adapter product ISO. Open the ISO and
extract the RegisterT'rialTool.zip file to a local drive.

e As part of the InForm Adapter installation.

When you select the interfaces to install on the InForm Adapter server, the dialog box also
contains a checkbox for you to select the Register Trial Tool. For more information, see
Installing the InForm Adapter interfaces (on page 29).

When installation is complete, the tool can be found in:

Program Files\Phase Forward\InForm Adapter\RegisterTrialTool\bin

Note: On Microsoft Windows 2008 systems, you must be an administrator (part of the
administrator group for the InForm Adapter application) to run the Register Trial Tool. You cannot
run the Register Trial Tool with User Access Control turned on. You must either log in as an
administrator or open a command window as an administrator.

To use the Register Trial Tool:
1 Open a Command Prompt window and change to the RegisterTrialTool\bin directory
2 Issue the command RegisterTrialTool.

The command displays the usage of each option. With the Register Trial Tool you can do the
following tasks.
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Task For more information, see

Register a study in the InForm Adapter Register a study. (on page 20)
database, or update information on a study
that is already registered.

Register a server adapter and its Register a server adapter. (on page 20)
corresponding URL in the InForm Adapter

database.

Decommission (remove) a study from the Decommission a study (on page 21).

InForm Adapter database.

View a list of studies, a list of decommissioned View a Iist of studies (on page 22).
studies, and a list of server adapters that are
registered.

Register Trial Tool passwords

The RegisterTrialTool command takes an optional /passwordfile parameter that passes the path to
an XML file that contains the password for the InForm Adapter database and, if required, the trial
database. Each of the following is a valid example of a file path:

e /password:pwd.xml
e /password:D:\adapter_info\register\pwd.xml
e /password:"D:\adapter info\register\pwd.xml"

Note: File paths that contain spaces must be enclosed in quotes.

If you do not provide the /password parameter, you are prompted for it when you run the
RegisterTrialTool command.

Password file format

The password file you use with the RegisterTrialTool command is an XML file that contains the
following information.

e Ifyou are using a command that requires an InForm Adapter password and an InForm trial
password, use the following file contents:

<?xml version="1.0" encoding="utf-8"?>
<SecurityValue InformAdapterPassword=""informadapter’" TrialPassword=""trialPid" />

where
o informadapter—The password for the InForm Adapter database.

e t7ia/PID—The password to the InForm trial.
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20

e If the Register Trial Tool required an InForm Adapter password, use the following information
in the password file:

<?xml version="1.0" encoding="utf-8'"?>
<SecurityValue InformAdapterPassword=""informadapter’" |>

Note: A RegisterTrialTool command does not accept empty attributes. An error occurs if the
password file contains syntaxes such as <SecurityValue
InformAdapterPassword="informadapter" TrialPassword="" />

Register a study

SetTrial

Registers a study in the InForm Adapter database.

Note: If you are using InForm 6.1 or above, SetTrial also registers the InForm Adapter software in

the Integration Manager.

If the study name and study alias exist, SetTrial updates the other information you specity.

Syntax
RegisterTrialTool SetTrial <informadapter-user> <adapterDBConnectionStr>
<trial-alias> <trial-name> <trialConnectionStr> <trial-useriD>

[/serveradapter:<server-adapter-name>] [/virtualdirectory:virtual-directory-
name] [/passwordfile:<password-file>]

Considerations

e serveradapter:<server-adapter-name>
This parameter is required for interfaces that use the InForm Server Adapter.
For more information, see Interfaces to Install (on page 23).

e virtualdirectory:virtual-directory-name

This parameter is required if the virtual directory name was changed during the InForm Adapter
installation. If the default name is used, this parameter is optional.

Example
RegisterTrialTool _.exe SetTrial informadapteruser devl testtrial testtrial

rdinform_devl testuser /serveradapter:rdinformg
/virtualdirectory: InformAdapterVD /passwordfile:setreg.xml

Register a server adapter

SetServer

Registers a server adapter and its corresponding URL in the InForm Adapter database. Adds the
server adapter information to the PFIA_SERVERINFORMATION table. Optionally, tests the
validity of the URL you provide.
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If the server adapter name you specify already exists, the command updates the other information
you specify.
Syntax
RegisterTrialTool SetServer <informadapter-user> <adapterDBConnectionStr>
[/serveradapter:<server-adapter-name> <server-adapter-url>

[/virtualdirectory:Virtual-directory-name] [testURL]
[/passwordfile:<password-file>]

Considerations

e serveradapter:<server-adapter-name>
This parameter is required for interfaces that use the InForm Server Adapter.
For more information, see Interfaces to Install (on page 23).

e virtualdirectory:virtual-directory-name

This parameter is required if the virtual directory name was changed during the InForm Adapter
installation. If the default name is used, this parameter is optional.

Example
RegisterTrialTool .exe SetServer informadapteruser devl rdinform

http://rdinform/informadapter/serveradapter/serveradapter _asmx
/virtualdirectory: InformAdapterVD /passwordfile:reg.xml

Decommission a study
decommission
Removes the study from the InForm Adapter database.

e Tor InForm Adapter software versions prior to 1.3 SP2, the command also creates an XML file
containing the information about the study that was removed, and puts the file in the working
directory.

e TFor InForm Adapter software version 1.3 SP2 and subsequent versions, the command also
marks the study as decommissioned in the PFIA_TRIALINFORMATION table in the InForm
Adapter database.

Syntax

RegisterTrialTool decommission <informadapter-user> <adapterDBConnectionStr>
<trial-alias> <trial-name> [/passwordfile:<password-file>]

Example

RegisterTrialTool _.exe Decommission informadapteruser devl testtrial testtrial
/passwordfile:decomreg.xml
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View a list of studies
list
Generates the following lists:
e Studies that are currently registered in the InForm Adapter database.
e InForm Server Adapters that are registered in the InForm Adapter database.
e Studies that have been decommissioned in the InForm Adapter database.

Syntax

RegisterTrialTool list <informadapter-user> <adapterDBConnectionStr>
[/passwordfile:<password-file>]

Example

RegisterTrialTool _.exe List informadapteruser devl /passwordfile:studylist._xml
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Interfaces to install

Run the InForm Server Adapter installation to install the InForm Server Adapter on the InForm
server. For more information, see InForm Server Adapter services (on page 23).

Run the InForm Adapter installation to install the InForm Adapter interfaces on the InForm
Adapter server. For more information, see InForm Adapter public interfaces (on page 24).

InForm Server Adapter services

Install the InForm Server Adapter (ISA) on the InForm server. The ISA allows the InForm Adapter
software to communicate with the InForm software.

The ISA is required by most of the applications that use the InForm Adapter software. The ISA
consists of two services:

e InForm Server Adapter Web Service.
e InForm Server Adapter Windows Service.

In the table, a check mark indicates the service or services you require, depending on the InForm
Adapter interfaces and Oracle applications you want to use.

e If the application or interface you want to use requires only one of the services, install the ISA
and then turn off the service you do not need.

e If some of your applications or interfaces require a particular service and others do not, you must
leave the service running. For example, if you are using both the Central Coding application and
the InForm Adapter ODM Export interface, you must have both the ISA Web Service and the
ISA Windows Service running, with the ISA Windows Service set to automatic.
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Application or Interface

InForm Server Adapter (ISA)

ISA Web Service ISA Windows Service
Central Coding v
Clintrial Integration Solution v v
(CIS)
InForm Adapter Discrepancy v
Original interface
InForm Adapter Discrepancy v
Enhanced interface
v

InForm Adapter ODM Export
interface

This service must be running
and set to Automatic.

Note: This service is not
needed if only administrative
data and metadata is
transferred.

InForm Adapter Safety
interface

InForm Adapter public interfaces

24

You must install the InForm Adapter interfaces required by either:

e The Oracle application you are installing.

e The application or API you are developing.

The interfaces specified in the following table must be installed on the InForm Adapter server.

Note: Some interfaces, such as the InForm Adapter Administration interface, include both a
version that uses Windows Communication Foundation (WCF) web services and a version that
uses Web Service Enhancements (WSE) web services. Interfaces that use WCF are appended by
"WCF Service" in the Select Features page of the installation wizard. For more information, see
Installing InForm Adapter interfaces (on page 29).Unless otherwise noted in the following table,
you should select the version applicable to your development environment.
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To use this product or InForm

Select these interfaces when you install the software on

Adapter public interface

Central Coding

the InForm Adapter server

InForm Adapter Administration interface.

Note: For Central Coding 3.0.2 or later, requires the
WCF version of the InForm Adapter Administration
interface.

InForm Adapter Coding interface.

Note: For Central Coding 3.0.2 or later, requires the
WCEF version of the InForm Adapter Coding interface.

InForm Adapter Discrepancy Enhanced interface.

Clintrial Integration Solution (CIS)

InForm Adapter Administration interface.
InForm Adapter Central Administration.

InForm Adapter Transaction interface.

InForm Adapter Discrepancy
Original interface

InForm Adapter Administration interface.
InForm Adapter Discrepancy Original interface.

Note: The Discrepancy Original interface uses Web
Service Enhancements (WSE) web services. You must

explicitly select this interface during installation. It is not
the default.

You cannot install both the Discrepancy Original
interface and Discrepancy Enhanced interfaces.

InForm Adapter Discrepancy
Enhanced interface

InForm Adapter Administration interface.
InForm Adapter Discrepancy Enhanced interface.

Note: The Discrepancy Enhanced interface is the
default selection. It uses Windows Communication
Foundation (WCF) web services, which is part of
Microsoft NET 3.5. The Discrepancy Enhanced
interface uses username/password authentication
security for studies in InForm 4.6 SP2a and later.

You cannot install both the Discrepancy Original
interface and Discrepancy Enhanced interfaces.

InForm Adapter ODM interface

InForm Adapter Administration interface.

InForm Adapter ODM interface.

InForm Adapter Safety interface

InForm Adapter Administration interface.
InForm Adapter Safety interface.

Note: Not open for external integration.
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Installing the InForm Server Adapter (ISA)

Perform this procedure on each InForm server that needs to communicate with an InForm Adapter
interface.

1 Navigate to the InForm Server Adapter ISO image.

2 In the InFormServerAdapter folder, double-click setup.exe.
The Choose Setup Language page appears.

3 Select the language for the installation, then click Next.
The Welcome page appears.

4 Click Next.
The Required System Components page appears.

The installation wizard verifies that the server has all the necessary software components,
including the operating system, 11S, and the Oracle client.

If required components are missing or are the wrong version, installation stops. The names of
missing and invalid components appear on the Required System Components page. You must
install them before continuing the installation.

The Choose Destination Location page appears.

5 Verify the location where you want to install the product. To change the location, click Change
and select another location.

Note: The instructions, paths, and Start Menu navigation in this guide assume that you are
installing to the default location.
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The Windows Service Name Suffix page appears.

InForm Server Adapter - InstallShield Wizard |

Windows Service Hame Suffix

Enter a zuffis far the Windows Service name z0 the
name will be unique

Windows Service Mame Suffis |

[ mztalls hield

< Back

Cancel |

6  Enter a suffix for this instance of the InForm Server Adapter installation, and click Next.

The InForm Server Adapter Virtual Directory page appears.

InForm Server Adapter - Installshield Wizard |

InForm Server Adapter Yirtual Directory
Enter a roaot Yirtual Directon name for the [nFom Server Adapler.

InForm Server Adapter Wirtual Directory

|InF-:urmS erverddapter

|f InForm Adapter iz inztalled, vou must uze a different virtual directan
than the one wuzed by [InForm Adapter.

[ mztalls hield

Ment » Cancel
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7  Enter the virtual directory for this InForm Server Adapter instance, and click Next.

Note: Virtual directories are used to uniquely identify a specific instance of the InForm
Server Adapter software.

The Ready to Install the Program page appears.
8  Click Install.
9  When the installation is complete, click Finish.

For further steps, see Installation Overview (on page 14).
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Installing InForm Adapter interfaces

After the InForm Server Adapter (ISA) installation is completed on the InForm machine, you must
install the interfaces used to support specific products or features. For more information, see
Interfaces to install (on page 23). Typically, you install the additional interfaces on an InForm
Adapter server, a machine dedicated to InForm Adapter interfaces.

To install the InForm Adapter interfaces:

1
2

Navigate to the InForm Adapter ISO image.

In the InformAdapter folder, double-click setup.exe.
The Choose Setup Language page appears.

Select the language for the installation, then click Next.
The Welcome page appears.

Click Next.

The Required System Components page appears.

The installation wizard verifies that the server has all the necessary software components,
including the operating system, 11S, and the Oracle client.

If required components are missing or are the wrong version, installation stops. The names of
missing and invalid components appear on the Required System Components page. You must
install them before continuing the installation.

Click Next.

The Setup Type page appears.

InForm Adapter - Installshield Wizard

Setup Type
Select the setup type taingtall.

Select a setup ppe.

£ Complete

All program features will be inztalled. [Requires the most digk space. ]

Select which program features vou want installed. Becommended for
advanced users.

[rztallS hield

¢ Back I MHest > I Cancel
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6  Select Custom, and click Next.
The Destination Folder page appears.

Verify the location where you want to install the product. To change the location, click Change
and select another location.

Note: The instructions, paths, and Start Menu navigation in this guide assume that you are
installing to the default location.

7  Click Next.

The Select Features page appears. For more information, see Interfaces to install (on page 23).

InForm Adapter - InstallShield Wizard |

Select Features

Select the features zetup will inztall,

Select the features wou want tainstall, and deselect the features you do naot want o install.

— Dezcrption

S| iF o Adapker
[ IrFarrn Adapter Adrnini
~[w| InFarm Adapter Central Adminiztration
~[]InFarm Adapter Coding

~[w| InFarm Adapter Coding "/CF Service
~[]InFarm Adapter Discrepancy Original

~[w| InFarm Adapter Discrepancy Enhanced 'WCF
~[w| IFarm Adapter Eventing

[l InF arm Adapker 0D bl
1 | 3

J63.63 MB of zpace required on the C drive
3339.29 MB of space available on the C drive
" InstallShield

Required for all interfaces
except the Server Adapter
interface.

[nztall thiz zervice an the
|nForm Adapter server.

< Back | MHewt » I Cancel

8  Select the interface(s) that you want to install. You can also select the RegisterTrialTool. Click
Next.
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The Windows Service Name Suffix page appears.

InForm Adapter - Installshield Wizard |

Windows Service Hame Suffix

Enter a suffis far the Windows Service name so the
name will be unique

Wwindows Service Mame Suffix E

[rztallS hield

< Back | Mest » I Cancel

9  Enter a suffix for this instance of the InForm Adapter interfaces installation, and click Next.

The InForm Adapter Virtual Directory page appears.

InForm Adapter - Installshield Wizard

InForm Adapter Yirtual Directory

Enter a root Yirtual Directore name for the [InForm Adapter.

|nForm Adapter YWirtual Directon

fInFormédapter

[ ztallShield

MHewt > Cancel
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10 Enter the virtual directory for this InForm Adapter instance, and click Next.

Note: Virtual directories are used to uniquely identify a specific instance of the InForm
Adapter software.

The Company URL page appears.

InForm Adapter - InstallShield Wizard |

Company URL
Enter a company URL

Company LRL |

The company LRL must be the zame az the company UEL uzed by the calling
applications.

IrztallS hield

Mest » | Cancel |

11 Enter a unique identifier for your company data, typically your company URL (for example,
WWWw.mycompany.com).

Note: If your company uses other Oracle products that require a company URL, the value
you provide in this field must be identical to the URL you provided elsewhere.

12 Click Next.
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The Select the Oracle Home for InForm Adapter page appears.

InForm Adapter - InstallShield Wizard E

Select the Oracle Home for InForm Adapter

Oracle Homes

KEY OraClient10g home 1
KEY_OraDb10g_home_1

< Back MNext >

13 Select the registry key location for your installation of the Oracle database software
(ORACLE_HOME).

14 Click Next.
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The Database Configuration page appears.

InForm Adapter - Installshield Wizard

Databaze Configuration

Select a TMS name and provide credenhialz for an account that can be uzed to create the
Inform Adapter uzer and zchema.

THS Alias Marme:
O ~ |

Oracle account with creation privileges:

Paszward:

Tiest Connestian |

< Back I Hest > I Cancel

15 Enter the following:
e A 'TNS Alias Name.
¢ An Oracle account with creation privileges.
e A password for the Oracle account you specified.
The Test Connection button becomes available.

16 Click Test Connection.
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If the credentials that you specified are valid, a green checkmark appears.

InForm Adapter - InstallShield Wizard

Database Configuration

Select a THS name and provide credentialz for an account that can be uzed ta create the
|nfarm Adapter uzer and schema.

THS Alias Mame;

| TRIALT [ ﬂ

Oracle account with creation privileges:

Isystem

Pazzword:

< Back Hext » Cancel

17 Click Next.

The next Database Configuration page appears, on which you specify the InForm Adapter user.

InForm Adapter - InstallShield Wizard
Databaze Configuration

If thiz iz the first irme pou are installing, select "Mew Uzer''. To uzge an existing Inform Adapter

Lzer gelect the Infarm Adapter uger and enter the passwaord.can be used ta create the Inform
Adapter uger and schema.

" Existing User

|mform &dapter Leer Mame:
| Rform ddapter zer Pazsword;

P test Cannechon

IrztallS hield

¢ Back I MHest > I Cancel
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18 Do one of the following:

e  If this is the first time you are installing the InForm Adapter software, select New User and
click Next.

A dialog box appears for you to provide the new username and password.

InForm Adapter - Installshield Wizard

Databasze Conhiguration

Enter uzemame and pazsword far the new Inform Adapter uzer. Be sure to remember theze
account credenbials for future uze.

Mew Usermnanme:

Mew Paszward:

Re-enter pazsward:

| metallShield

¢ Back | [HiEwt = I Cancel

Provide the information and click Next.

or

e To use an existing InForm Adapter user, select Existing User, provide the User Name and
Password, and click Next.
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19

20
21

The next Database Configuration page appears, on which you specify a tablespace.

InForm Adapter - InstallShield Wizard Ed

Database Configuration
Chooze a tablespace where the |nform Adapter schema will be created

T ablezpace:

[MFOFRM -

[rztallS hield

< Back Hest » I Cancel

Choose a tablespace where the InForm Adapter schema will be created.
The Ready to Install the Program page appears.

Click Install.

When the installation is complete, click Finish.

For further steps, see Installation Overview (on page 14).
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Uninstalling the InForm Adapter software

1  Select Start > Settings > Control Panel, and click Add or Remove Programs.
2 Select the current version of the InForm Adapter, and click Remove.

3 In Windows Explorer, delete the InForm Adapter installation folder and all of its contents,
located at:
<installation_directory>\Program Files\Phase Forward\Inform Adapter

Note: The InForm Adapter database is not removed when you uninstall the InForm Adapter
software. You can use the same database when you install the new version of the InForm Adapter

software.
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Upgrading a previous release of the InForm

Adapter software

In this chapter
UPZLAAE SCENATIOS c..uviieiiieiiniietiit ettt ssanes
Upgrading from InForm Adapter 1.3 SPO Of later.......cccuviiuiiiniciniciniiricnicnicceccccene
Supported scenarios for upgrading from InForm Adapter 1.2 SP2 or 1.2 SP3.......c.cccvveuneee.
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Upgrade scenarios

The InForm Adapter 1.3.7 software can be used with:

e InForm 4.6.

e InForm 4.7.

e InForm 5.0.

e InForm 5.5.

e InForm 6.0.

e InForm 6.1.

Existing InForm Adapter version Use these upgrade instructions

InForm Adapter 1.3 SPO or later. Upgrading ftom InForm Adapter 1.3 SPO or
Iater. (on page 41)

A version of the InForm Adapter software Supported scenarios for upgrading from

carlier than InForm Adapter 1.3 with InForm  InForm Adapter 1.2 SP2 or 1.2 SP3 (on page 42).

4.5 or 4.0.

Note: If you are upgrading the InForm Adapter software in configurations in which InForm studies
have been decommissioned on the InForm server, you must decommission the studies in the
InForm Adapter software before you upgrade. For more information, see Register Trial Tool (on
page 17).

The InForm Adapter 1.3.7 software supports Oracle 10g databases with Unicode (AL32UTF8)
character set.

The InForm ITM 4.6 software supports Oracle 10g databases with Western (WESMSWIN1252)
character set.

If your current configuration uses the same database to support InForm Adapter 1.2 SP2 or InForm
Adapter 1.2 SP3 and InForm 4.6, and you want to upgrade the InForm Adapter software to version

1.

40

3.7, you must establish a separate database for the InForm Adapter software.
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Upgrading from InForm Adapter 1.3 SPO or later

To upgrade InForm Adapter 1.3 to InForm Adapter 1.3.7, run the upgrade wizard. The upgrade
wizard:

e Backs up your configuration files.
For interfaces that are upgraded, the upgrade wizard creates three copies of the config files:

e InFormAdapter.<interfacename>config. NEW—The config file that is installed during the
upgrade. For example InFormAdapter.coding.config. NEW.

e InFormAdapter.<interfacename>config. OLD—The original config file, for example
InFormAdapter.coding.config. OLD.

e InFormAdapter.<interfacename>.config—The active config file that consists of the original
content from the original file merged with the new config file.

Note: You should always review the contents of the config files after upgrading the InForm
Adapter software to make sure your settings were updated correctly.

o Removes installed services and interfaces that are obsolete:
e CRF Submit interface.
e InForm Adapter Service.
e InForm Server Adapter interface.

e Upgrades the InForm Adapter interfaces in-place, without affecting any settings in the current
installation.

Running the upgrade wizard

1 Navigate to the InForm Adapter ISO image.

2 In the InformAdapter folder, double-click setup.exe.
The Existing Installed Instances Detected page appears.

3 Select Maintain or update the instance of this application selected below, and click Next.
The Welcome page appears.

4 Click Next.
The Required System Components page appears.

The installation wizard verifies that the server has all the necessary software components,
including the operating system, 11S, and the Oracle client.

If required components are missing or are the wrong version, installation stops. The names of
missing and invalid components appear on the Required System Components page. You must
install them before continuing the installation.

5 Click Next.

The Setup Status page appears and tracks the status of the upgrade.
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Supported scenarios for upgrading from InForm Adapter
1.2 SP2 or 1.2 SP3

Component Current configuration Upgrade to

InForm Adapter database Oracle 91 WESMSWIN1252 Oracle 10g AL32UTFS8
InForm Adapter server InForm Adapter 1.2 SP2 or 1.2 InForm Adapter 1.3 .7
SP3
InForm software InForm 4.5 InForm 4.6
InForm database Oracle 91 WESMSWIN1252 Oracle 10g WESMSWIN1252

InForm Adapter database Oracle 91 WESMSWIN1252 Oracle 10g AL32UTF8
InForm Adapter server InForm Adapter 1.2 SP2 or 1.2 InForm Adapter 1.3 .7

SP3
InForm software InForm 4.6 InForm 4.6
InForm database Oracle 10g WESMSWIN1252  Oracle 10g WESMSWIN1252
InForm Adapter database Oracle 10g WESMSWIN1252  Oracle 10g AL32UTT8
InForm Adapter server InForm Adapter 1.2 SP2 or 1.2 InForm Adapter 1.3 .7

SP3
InForm software InForm 4.5 InForm 4.6
InForm database Oracle 91 WESMSWIN1252 Oracle 10g WESMSWIN1252

InForm Adapter database Oracle 10g WESMSWIN1252  Oracle 10g AL32UTT8
InForm Adapter server InForm Adapter 1.2 SP2 or 1.2 InForm Adapter 1.3 .7
SP3
InForm software InForm 4.6 InForm 4.6
InForm database Oracle 10g WESMSWIN1252  Oracle 10g WESMSWIN1252
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Upgrading from InForm Adapter 1.2 SP2 or 1.2 SP3

The upgrade script automatically backs up your configuration files.

1 Before you export the InForm Adapter database user, run CSScan on the user to verify that there
will be no data issues with migrating data to the new database character set (AL32UTFS).

For more information, see Upgrading the Oracle database for the InForm Adapter server
(on page 44).

2 If you are upgrading the Oracle database:
a  Export the InForm Adapter database user from the InForm Adapter server.

b On the InForm Adapter database server, upgrade or establish a new Oracle 10g database
with AL32UTF8 character set.

The procedure you use depends on the versions of the Oracle database and the InForm
software that are installed.

For more information, sece Upgrading the Oracle database for the InForm Adapter
server (on page 44).

¢ If you are updating the Oracle database, import the InForm Adapter database user into the
InForm Adapter database server.

3 In the setup directory, edit the setup.iss file.
For more information, see Editing the setup.iss file (on page 44).
4 Run the Upgrade_From_InFormAdapter_1_2.bat file from a command prompt.

5  Start the InForm Adapter Export Service if it will be used.
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Editing the setup.iss file

In the setup directory, edit the setup.iss file as follows.

Section Field Description
SdAskDestPath szDir Directory of the existing installation.
EnterSuffix Suffix Suffix value of the existing
installation.
EnterVirtualDirectory VirtualDirectoryName Virtual Directory name of the
existing installation.
CompanyURL CompanyURL Company URL of the existing
installation.
TA_TNS_Name_Admin Login TNS_Names TNS alias name of the Oracle
account with creation privileges.
SystemUserName Oracle account with creation
privileges.
SystemPassword Password of the Oracle account with
creation privileges.
Sd_Existingl A_User UserName User name of the existing InForm
Adapter database user.
UserPwd Password of the existing InForm

Adapter database user.

Upgrading the Oracle database for the InForm Adapter server

This section applies to upgrades from InForm Adapter 1.2 SP2 or InForm Adapter 1.2 SP3.

Upgrading Oracle 9i with Western character set database to Oracle 10G

with Unicode character set

Perform the procedure that is appropriate for your configuration.

The InForm Adapter software is the only product that uses this instance of the

Oracle database

Upgrade the InForm Adapter database server from Oracle 91 WESMSWIN1252 (Western European)
to Oracle 10g AL32UTF8 (Unicode).

44
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See the Oracle metalink article (Note:260192.1) on how to upgrade database character set from
WESMSWIN1252 to AL32UTFS.

1 In Step 7 How to do the actual change choose Option 1-importing/exporting the entire
database.

2 When you create the new database, make sure that it is created on an Oracle 10g instance that
uses the correct character set.

3 Import the entire database into the database that uses the new character set.

The InForm Adapter software and other products use this instance of the Oracle
database

Use this procedure if InForm studies use the same database instance as the InForm Adapter 1.2 SP3
or earlier software.

To use InForm Adapter 1.3 with InForm 4.6, you must move the InForm Adapter schema to a new
database that uses Unicode character set. The InForm studies continue to use the existing database
(Oracle 10g Western European character set).

Migrate the InForm Adapter database from Oracle 91 WESMSWIN1252 (Western European) to
Oracle 10g AL32UTF8 (Unicode).

See the Oracle metalink article (Note:260192.1) on how to upgrade database character set from
WESMSWIN1252 to AL32UTFES.

1 In Step 2 Check if you have no invalid code points in the current character set run the
CSScan utility on only the InForm Adapter user.

2 In Step 7 How to do the actual change choose Option 1-importing/exporting the entire
database, but export only the InForm Adapter user.

3 When you create the new database, make sure that it is created on an Oracle 10g instance that
uses the correct character set.

4 Import the InForm Adapter user into the new database.

Upgrading Oracle 10G from Western European to Unicode AL32UTF8
character set

Perform the procedure that is appropriate for your configuration.
The InForm Adapter software and other products use this instance of the Oracle
database

Use this procedure if InForm studies use the same database instance as the InForm Adapter 1.2 SP3
or carlier software.

To use InForm Adapter 1.3 with InForm 4.6, you must move the InForm Adapter schema to a new
database that uses Unicode character set. The InForm studies continue to use the existing database
(Oracle 10g Western European character set).
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Migrate the InForm Adapter database from Oracle 10g WESMSWIN1252 (Western European) to
Oracle 10g AL32UTF8 (Unicode).

See the Oracle metalink article (Note:260192.1) on how to upgrade database character set from
WESMSWIN1252 to AL32UTFES.

1 In Step 2 Check if you have no invalid code points in the current character set, run the
CSScan utility on only the InForm Adapter user.

2 In Step 7 How to do the actual change choose Option 1-importing/exporting the entire
database, but export only the InForm Adapter user.

3 When you create the new database, make sure that it is created on an Oracle 10g instance that
uses the correct character set.

4 Import the InForm Adapter user into the new database.

The InForm Adapter software is the only product that uses this instance of the
Oracle database

Upgrade the InForm Adapter database from Oracle 10g WESMSWIN1252 (Western European)
character set to AL32UTFS8 (Unicode).

See the Oracle metalink article (Note:260192.1) on how to upgrade database character set from
WESMSWIN1252 to AL32UTFES.

1 In Step 7 How to do the actual change choose Option 1-importing/exporting the entire
database.

2 When you create the new database, make sure that it is created on an Oracle 10g instance that
uses the correct character set.

3 Import the entire database into the database that uses the new character set.

The new database is created as an Oracle 10g database with the character set set to AL32UTFES.
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Configuring Security

In this chapter

Configuring username/password security

Configuring X.509 digital certificates ........
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Configuring username/password security

The SOAP header contains elements for the user name and password for ODM Export interface
methods, Safety interface, Discrepancy Original interface methods, and Discrepancy Enhanced
interface operations requests. The SOAP body contains an attribute for the study name. The user
name must represent an active account in the InForm software and the password must be valid.

For more information about the SOAP header and body, the ODM Export interface, the
Discrepancy Original interface, and the Discrepancy Enhanced interface, see the Interfaces Guide.

ODM Export interface—configuring username/password security

48

In addition to including the correct SOAP header and body information in the ODM method call,
you must also perform this procedure to configure username/password security for the ODM
Export interface.

The web.config file for the ODM Export interface is located on the InForm Adapter server in the
same directory as the InFormODM.asmx file:

/InFormAdapter/ODM/InFormODM.asmx
/InFormAdapter/ ODM/web.config

To configure the ODM web.config file for username/password secutity:

1
2

Open the web.config file.
In the INFORM AUTHENTICATION section, set the AuthenticateRequests value to "true".

For example:

<I-—INFORM AUTHENTICATION
The following setting is used to authenticate users against InForm 4.6
SP2a or greater.
This setting is used in conjunction with the InFormUsernameTokenManager
which should be
enabled in the "microsoft.web.services2.security”™ settings of this same
file. -—>
<appSettings>
<add key="InFormUsernameTokenManager.AuthenticateRequests" value="true" />
</appSettings>

Set the securityTokenmanager to the InFormUsernameTokenManager.

For example:

<microsoft.web.services2>
<security>
<securityTokenManager gname="wsse:UsernameToken"
type=""PhaseForward. InFormAdapter .Framework.Security. InFormUsernameTokenM
anager, PhaseForward.InFormAdapter.Framework.Security"
xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-secext-1.0._.xsd" />
</security>
</microsoft_web.services2>
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Discrepancy Original interface—configuring username/password security

In addition to including the correct SOAP header and body information in the Discrepancy Original
interface method call, you must also perform this procedute to configure username/password
security for the Discrepancy Original interface.

The web.config file for the Discrepancy Original interface is located on the InForm Adapter server
in the same directory as the InFormDiscrepancy.asmx file:

e /InFormAdapter/Discrepancy/InFormDiscrepancy.asmx
e /InFormAdapter/Discrepancy/web.config

To configure the Discrepancy Original interface web.config file for username/password security:

1 Open the web.config file.
2 In the INFORM AUTHENTICATION section, set the AuthenticateRequests value to "true".

For example:

<I-—INFORM AUTHENTICATION
The following setting is used to authenticate users against InForm 4.6
SP2a or greater.
This setting is used in conjunction with the InFormUsernameTokenManager
which should be
enabled in the "microsoft.web.services2.security”™ settings of this same
file. -—>
<appSettings>
<add key="InFormUsernameTokenManager.AuthenticateRequests" value="true" />
</appSettings>

3 Set the securityTokenmanager to the InFormUsernameTokenManager.

For example:

<microsoft.web.services2>
<security>
<securityTokenManager gname="‘wsse:UsernameToken"
type=""PhaseForward. InFormAdapter .Framework.Security. InFormUsernameTokenM
anager, PhaseForward. InFormAdapter.Framework.Security"
xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-secext-1.0.xsd" />
</security>
</microsoft._web.services2>

Discrepancy Enhanced interface—configuring username/password security

In addition to correct configuration of the SOAP header and body in the requests of Discrepancy
Enhanced interface operations, you must select the type of deployment to use.

For information about the SOAP header and body, see the Interfaces Guide.

Deployment types

The InForm Adapter Discrepancy Enhanced interface supports network access directly to the server,
network access through a load balancer, and local access. After you run the installation, you run a
script at the command line, in which you state the type of deployment you want to use. For more
information, see Choosing the deployment type (on page 50).
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Deployment types

Deployment name HTTP / HTTPS Authentication? URL / SOAP study

matching?
Default HTTPS Yes No
Load balanced HTTP * Yes Yes
LAN access HTTP No No

* Represents the data sent by the load balancer to the APIL

Default deployment

Default deployment is configured automatically by the product installer and allows clients to securely
access the server through the top-level virtual directory. An SSL certificate must be installed for the
discrepancy virtual directory and the request must include a valid user name/password used to
authenticate the requests.

Example client URL:
https://myserver/InFormAdapter/Discrepancy/DiscrepancyService.svc
Load balanced deployment

Load balanced deployment is configured through modifications to the web.config file and is intended
for use when exposing the API through the use of a network load balancer. When deployed in this
manner, the load balancer is responsible for SSL decryption (no certificate is installed for the adapter
virtual directory) as well as altering the request URL to remove the study name from the request.
Requests must include a valid user name/password. For more information, see Choosing the

deployment type (on page 50).
Example client URL:
https://myserver/InFormAdapter/Discrepancy/DiscrepancyService.svc

LAN access deployment

LAN access deployment allows clients on the same network-secured LAN to access the API without
security. As with default security, when deployed in this manner, the API is not exposed beneath the
study URL and, therefore, no study name matching is performed.

Example client URL:

https://myserver/InFormAdapter/Discrepancy/DiscrepancyService.svc

Choosing the deployment type

The InForm Adapter Discrepancy Enhanced interface comes with:

e Three variations of the web.config file to support the different configurations that are used to
deploy provisioning,.

e The utility WebConfigFileSelector.cmd, which you use to set the appropriate config file for your
configuration type.
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To select the deployment type:

1 Open a Command Prompt window and change to the
<InForm_Adapter_installation_directory>\Discrepancy\directory.

2 Issue the following command:
WebConfigFileSelector.cmd CONFIGURATION
where CONFIGURATION specifies the deployment type.
For example:

WebConfigFileSelector.cmd F5
The utility replaces the InFormAdapter\Discrepancy\web.config file with one of the following
files.

Deployment configuration options

Default SECURE Web_secure.conﬁg e Secure conﬁguratjon for client
requests sent over the Internet.

e  Supports HTTPS transport using
SOAP 1.2.

e Requires a Username Token in
the SOAP Security header for
providing the user name and
password credentials to
authenticate a request.

Load F5 Web_secure_F5.config e  Secure configuration for client
balanced requests sent over the Internet
using a network load balancer.

e Supports HTTPS into the
network load balancer and HTTP
out of it using SOAP 1.2.

e Requires a Username Token in
the SOAP Security header for
providing the user name and
password credentials to
authenticate a request.

LAN access UNSECURE  Web_nosecurity.config

Unsecure configuration for client
requests sent over a LAN from
behind a firewall.

e Supports HTTP transport and
SOAP 1.2.

e Does not perform request
authentication.
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Safety interface—configuring username/password security

In addition to correct configuration of the SOAP header and body in the requests of Safety interface
operations, you must select the type of deployment to use.

For information about the SOAP header and body, see the Interfaces Guide.

Deployment types - Safety

The InForm Adapter Safety interface supports network access directly to the server, network access
through a load balancer, and local access. After you run the installation, you run a script at the
command line, in which you state the type of deployment you want to use. For more information,

see Choosing the deployment type (on page 53).

Deployment types

Deployment name HTTP / HTTPS Authentication? URL / SOAP study

matching?
Default HTTPS Yes No
Load balanced HTTP * Yes Yes
LLAN access HTTP No No

* Represents the data sent by the load balancer to the APIL

Default deployment

Default deployment is configured automatically by the product installer and allows clients to securely
access the server through the top-level virtual directory. An SSL certificate must be installed for the
safety virtual directory and the request must include a valid user name/password used to authenticate
the requests.

Example client URL:

https://myserver/InFormAdapter/Safety/SafetyService.svc
Load balanced deployment

Load balanced deployment is configured through modifications to the web.config file and is intended
for use when exposing the API through the use of a network load balancer. When deployed in this
manner, the load balancer is responsible for SSL decryption (no certificate is installed for the adapter
virtual directory) as well as altering the request URL to remove the study name from the request.
Requests must include a valid user name/password. For more information, see Choosing the

deployment type (on page 53).
Example client URL:
https://myserver/InFormAdapter/Safety/SafetyService.svc
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LAN access deployment

LAN access deployment allows clients on the same network-secured LAN to access the API without
security. As with default security, when deployed in this manner, the API is not exposed beneath the
study URL and, therefore, no study name matching is performed.

Example client URL:

https://myserver/InFormAdapter/Safety/SafetyService.svc

Choosing the deployment type

The InForm Adapter Safety interface comes with:

e Three variations of the web.config file to support the different configurations that are used to
deploy provisioning.

e The utility WebConfigFileSelector.cmd, which you use to set the appropriate config file for your
configuration type.

To select the deployment type:

1 Open a Command Prompt window and change to the
<InForm_Adapter_installation_directory>\Safety\ directory.

2 Issue the following command:
WebConfigFileSelector.cmd CONFIGURATION
where CONFIGURATION specifies the deployment type.
For example:

WebConfigFileSelector.cmd F5
The utility replaces the InFormAdapter\Safety\web.config file with one of the following files.
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Deployment configuration options

Default SECURE Web_secure.conﬁg e Secure conﬁguration for client
requests sent over the Internet.

e Supports HTTPS transport using
SOAP 1.2.

e Requires a Username Token in
the SOAP Security header for
providing the user name and
password credentials to
authenticate a request.

Load F5 Web_secure_F5.config Secure configuration for client
balanced requests sent over the Internet
using a network load balancer.

e Supports HTTPS into the
network load balancer and HTTP
out of it using SOAP 1.2.

e Requires a Username Token in
the SOAP Security header for
providing the user name and
password credentials to
authenticate a request.

LAN access UNSECURE  Web_nosecurity.config

Unsecure configuration for client
requests sent over a LAN from
behind a firewall.

e Supports HTTP transport and
SOAP 1.2.

e Does not perform request
authentication.
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Configuring X.509 digital certificates

Before you apply certificates

During the installation of the InForm Adapter software, you either accepted the default virtual
directory name, InformAdapter, or provided a different virtual directory name.

If you provided a different virtual directory name, you must edit the SampleCertConfig.xml file to
specify the name before you apply any security certificates.

To edit the SampleCertConfig.xml file:

1 Using an XML editor of your choice, open the SampleCertConfig.xml file, located in
Installation_directory\lnstallScript\CertPicker\SampleCertConfig.xml

2 Search for all Servicelnstance XML elements with a baseUrl that contains the pattern
http:/ / serverName/InformAdapter.

3 Replace the InformAdapter part of the URL with the name that you gave the virtual directory
when you installed the InForm Adapter software.

4 Save and close the SampleCertConfig.xml file.

For example, if you specify MyInformAdapter as the virtual directory name during the installation
of the InForm Adapter software on server DPF003046, then in the SampleCertConfig.xml file, you
locate the first instance of http://DPF003046/InformAdapter

<Servicelnstance . . .
baseURI=http://DPF003046/ InformAdapter/TransactionAdapter/™” . . />

and replace it with

<Servicelnstance . . .
baseURI=http://DPF003046/My InformAdapter/TransactionAdapter/"” . . />

Replace all instances of the pattern that is found in the file, then save and close the file.

Overview of configuring X.509 digital certificates

Oracle provides a Certificate Configuration tool that you can use to install and configure X.509
digital certificates, and to secure communications for your product environment. For more
information about the different types of security, see Supported web service policies (on page 50).

When you use X.509 digital certificates to secure communication between an application or API and
the InForm Adapter software, you must configure the certificates after installing the InForm Adapter
software.

e  When an application and the InForm Adapter software are hosted at the same location behind a
firewall, you can configure one X.509 digital certificate.

For more information, see Applying one certificate to all services on the InForm Adapter
server (on page 57).

e If you want to encrypt messages, use SSL (https) on the InForm Adapter server or the firewall
protecting the InForm Adapter server, and configure one x.509 certificate.
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e If you are using the InForm Adapter software with two different applications, such as the
Central Coding application and the Clintrial Integration Solution (CIS) application, you can
configure one X.509 certificate for the services used by one application, and a different X.509
certificate for the services used by the other application.

For more information, see Applying different certificates to services (on page 61).

e Certificates must be installed in the Local Computer location in the Personal store on the
servers.

The security policy for an application and the InForm Adapter software being used by that
application must be the same. For example, if the InForm Adapter software is using the
TokenOnlyPolicy web service policy, the application must also use the TokenOnlyPolicy web service
policy. Security is applied by running the Certificate Configuration tool and loading the default
configuration file for the Oracle product.

Note: To configure X.509 digital certificates, you do not have to use the Certificate Configuration
tool from Oracle. You can use other tools, such as the Microsoft Management Console.

For more information about applying full security for the CIS application, see Configuring security
for the CIS software (on page 89).

For more information about applying security for the Central Coding application, see the Central
Coding Installation Guide.

Supported web service policies
Oracle provides the following web service policies:
e NoPolicy—No tokens and no signature or encryption of messages.
e TokenOnlyPolicy—Signed tokens but no message encryption.

e FullPolicy—Signed tokens and encrypted messages.

Note: Oracle strongly recommends TokenOnlyPolicy using HTTPS for all deployments.

The security policy for an application and the InForm Adapter software being used by that
application must be the same. For example, if the InForm Adapter software is using the
TokenOnlyPolicy web service policy, the application must also use the TokenOnlyPolicy web service
policy.

To change the web service policy for the InForm Adapter software and an application, run the
Certificate Configuration tool and load the CONFIG file that supports the security policy you want
to use. Before you run the Certificate Configuration tool, verify that the policyTemplateFilePath in
the SampleCertConfig.xml file points to the directory that contains the policy file for the specific
Service interface(s) that your application uses.
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For this policy Point to this directory
No security NoPolicy

Token security TokenOnlyPolicy

Full security FullPolicy

PF security (CIS 4.5 SPO only) PFPolicy

For example, if a CIS 4.5 SP0 application is using PFPolicy for the Central Admin interface service:

e The Central Admin interface service for the InForm Adapter software must also use PFPolicy.

e The policyTemplateFilePath for the Central Admin interface service would be
PFPolicy\policyCache-CentralAdmin.config.

However, if a CIS 4.5 SP1 application is using TokenOnlyPolicy for the Central Admin interface
services:

e The Central Admin interface service for the InForm Adapter software must also use
TokenOnlyPolicy.

e The policyTemplateFilePath for the Central Admin interface service would be
TokenOnlyPolicy\policyCache-CentralAdmin.config.

If you are using the Clintrial Integration Solution (CIS) application with Full
Security

If you are using the Clintrial Integration Solution (CIS) application with Full Security, you must do
the following:

1 Perform one of the procedures in this chapter as appropriate for your configuration.
Either:
e Applying one certificate to all services on the InForm Adapter server.
or
e Applying different certificates to services.

2 Perform one of the procedures in the appendix, Configuring the Clintrial Integration
Solution (CIS) Central Administration interface (on page 87), as appropriate for your
configuration.

Applying one certificate to all services on the InForm Adapter server

When all servers and services are on the same side of a firewall, you can use one certificate for all
services and apply the certificate to all servers in your product environment.

1  Select Start > Programs > Oracle > InForm Adapter > Certificate Configuration Tool.
The Introduction page appears.
2 Click Next.
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The Services page appears.

|_‘E Certificate Configuration (Step Z of 5)

Services

Select services to configure or define new ones. ou are able to specify the certificate that each service

will uze by clicking the 'Chooze Cerhificates or ‘apply One Certificate to All' button,

%

*_-] MHew “ Edit “ [elete | E Chooze Certifizates .-5.|:||:|I_I,I One Certificate To Al | *J Irnpaort

Ll | Service | Certific:ate | Authentication | Server
<3 hitp: A/DOCTMD04 Export Job Sc... Mo |45 erver
;j http: A/ DOCT D 044 nF armddapter Genernc Client Ma client
;j http:A/DOCTMD 04/ A nformédapterdd, . Adapter Admin.. Mo 185 erver
;j http: A /DOCTMD0d/ nformddapter/C...  Central Admin ... Mo &5 erver
;‘_‘, http: A ADOCTMD 04/ nformédapter/C...  Coding Interface Mo IS5 erver
L‘ http: A /DOCTMD 04/ nformddapter/...  Dizcrepancy In... Mo l&5erver
;j http: AADOCTHMD 044 nfarmédapter/E...  Eventing Inkerf... Ma &5 erver
;j http: A/DOCTMD 04/ nformédapters...  ODM Interface Mo &5 erver
;j http: A/ DOCT D04/ nformddapter/ T, Tranzaction Int. Mo 145 erver
1| |

et = Cancel |

Help |

3 Click Apply One Certificate to All.

The Certificate Browser page appears.

M Certificate Browser E2 I

mstall Certificate... |

Certificate Stors; |{Balefz] 01011}

1l Certificates [Local Computer) Izzued Ta | Issued By | Friendly Narme

{1 Personal

1| | i

Heln ok |

Cancel |

4 Navigate to your Personal certificate store, select the certificate to apply, and click OK.
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The Services page appears, with the certificate you applied listed next to every service.

E Certificate Configuration {Step 2 of 5)

Services

Select zervices to configure or define new ones, You are able to specify the certificate that each zervice

will uze by clicking the 'Choose Certificates’ or ‘Apply One Certificate to Al buttan.

1|

*j P e “ Edit * [relete | E Chooze Certificates @.-‘-\pply One Certificate To Al | *j Irnpaort

Lrl | Semnvice | Certificate | Authentication | Server
2_} http://DOCTMDO4 Export Job Sz Phaze Forward Test Certific.. Mo A5 erver
L‘ http:/DOCTMD 04/ RF ormédapter Generic Client Phaze Forward Test Certific... Mo client
2_} http: AADOCTMO 04 Anformadaptersd... Adapter Admin...  Phasze Forward Test Certific... Ma &S erver
< hitp: /DOCTMO04Anformadapter/C.. Central Admin | Phase Fonward Test Certific.. Mo &S erver
[ http: A/DOCTMD 04 nformAdapter/C.. Coding Interface  Phase Fonward Test Certific.. Mo |AServer
2_: http: 4 /DOCTMDO04 Anformadapters...  Discrepancy In...  Phase Fonward Test Certific... Mo &S erver
<3 hitp: A/DOCTMD04Anformadapter/E... Eventing Interf...  Phase Fonward Test Certific... Mo &S erver
[ http: A/DOCTMD 04 A nformAdapter/..  ODM Interface Phase Fonward Test Certific... Mo |&Server
Ej http://DOCTMD 04 nformadapter/T... Tranzachon Int..  Phaze Forward Test Certific... Mo &S erver

|

Help |

< Back

Cancel |

Caution: If you are using a hardware switch to direct web service requests, the URL for each
service must be the external URL that is used to access that InForm Adapter interface.

If you install the InForm Adapter software to a virtual directory that does not use the default
name, you must edit the services URL so that it includes the correct virtual directory name.

To specify a different URL for a service, select Edit to open the Service Definition page. Then
specify the correct URL for each service listed in the Services page.

5  Click Next.
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The Communications page appears.

E Certificate Configuration (Step 3 of 5)
Communications
Thiz zcreen allows youw to define how services communicate with each ather. Select a service fram the *
zervices list and add zervices that it communicates with on the right hand zide. w

Sends Reguests To

Service Ll Semice Ll

;‘_‘, ExportJob 5. kttpeA/DOCTRDOY

2_: Tranzachon ... http:A/DOCTMDO4 Informédapter/Tra. .
;j Adapter Addm...  http:/AADOCTMDO04 A nformadapterséd...
;j Central Admi...  kttp:A/DOCTMDO4/ nformédapter/Ce. .
L‘ Digcrepancy...  http:A/DOCTMDO4 Informédapter/Dis. . o £icdd
<3 Eventing Int...  httpe//DOCTMD04 nformbdapter/Ev...
;j Coding Interf ... http:A/DOCT MDO4/Anformédapter/Co.
;‘_‘, ODM Interface  kttp:A/DOCT MDO4 Informédapter/00. .
<3 Generic Client  hitpe/DOCT MD04/ nF ormtdapter

= [ Eroye

= From

Senice Ll

o Add == Femoyve

Help | < Back

Cancel

6 Accept the default communications, and click Next.

The Server page appears.

'_‘E Certificate Configuration {Step 4 of 5)

Server __,I—H
Thiz page allows you select the server vou wish to configure cerificates and policy for. G
b=

- =

& Update Cerificate Configuration for &l Services on this Machine
™ Pick a Server

Fleaze pick the server pou wish to configure. Daing so will anly wite out configuration fles far thoze service
inztances whos server matches the server below:

i

The wizard will configure certificates and policy for the following checked services.

Lrl | Type | Stabus -
Jhttp:!.-"DDETMDEId Export Job Scheduler 0K
Jhttp:!HDDETMDDﬂh’InfDrm... Transaction Interface 0K |

Jhttp:HDDETMDDda"Inform... Adapter Admin Interf. . OF
Jhttp:.»'.-’DDETMDEIdf"Inh:urm... Central &dmin Interfa.. 0K

DJMM:‘DDC?THDD#Infarm.. Dizscrepancy Intertace  OR
. | 'I_u_.llhﬁi“'Tllhﬁj L] [P | oS [P S [m it bl
< | »

Cancel |

Help | ¢ Back

7 Select Pick a Server, and sclect IAServer from the drop-down list.
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M ¢ ertificace Conliguration (Step 4 of 5)

Server __.I—H
Thiz page allows vou zelect the server you wish to configure certificates and palicy for. G
B

" Update Certificate Configuration for &l Services an this Machine
' Pick a Server

Pleaze pick the zerver pou wizh to configure. Doing =0 will only wite out configuration filez for those zervice
instances whos server matches the server below:

The wizard will configure certificates and policy for the following checked zervices.

Lrl | Type | Statuz -

nf hitp: A/DOCT MO 04 Export Job Scheduler 0K
wf http: /DOCTMD 04 nfarm... - Tranzaction Interface 0K
J http: A/DOCTMD 04 nform... Adapter Admin Interf... 0K
wf http: ADOCTMD 04 nform...  Central Admin Interfa... OK

DJ hitp O QCTMO0E nfarm,.  Discrepaney interface OK
. | 'I_LL_.JJF\I‘H‘"TI.JI"\I’\I L] I | - DU AP [m it hl
i | »

Help | < Back Mest » | Cancel |

8 From the list of services, deselect the Generic Client service.

9 If you are using the Discrepancy Enhanced interface, deselect the Discrepancy Original interface
on the Certificate Configuration (Step 4 of 5) page. The Certificate ConfigurationTool is used to
configure WSE services; the Discrepancy Enhanced interface uses WCF.

10 Select or deselect the services based on the applications you are using with the InForm Adapter
software. For example, for the Clintrial Integration Solution (CIS) application, select the
Transaction Interface and the Central Admin Interface.

11 Click Next.
The Summary page appears.
12 Click Finish.

Applying different certificates to services

If you are using the InForm Adapter software with two different applications, such as the Central
Coding application and the Clintrial Integration Solution (CIS) application, you can configure one
X.509 certificate for the services used by one application, and a different X.509 certificate for the

services used by the other application.

Perform the procedure two times: the first time to apply a certificate to the services used by the first
application, then again to apply a different certificate to the services used by the second application.

1  Select Start > Programs > Oracle > InForm Adapter > Certificate Configuration Tool.

The Introduction page appears.

2 Click Next.
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The Services page appears.

|_‘E Certificate Configuration (Step Z of 5)

Services

Select services to configure or define new ones. ou are able to specify the certificate that each service
will uze by clicking the 'Chooze Cerhificates or ‘apply One Certificate to All' button,

g_] MHew “ Edit “ [elete | E Chooze Certifizates @Appl}l One Certificate To Al

| 21 Import

Ll | Service | Certific:ate | Authentication | Server

<3 hitp: A/DOCTMD04 Export Job Sc... Mo |45 erver

;j http: A/ DOCT D 044 nF armddapter Genernc Client Ma client

;j http:A/DOCTMD 04/ A nformédapterdd, . Adapter Admin.. Mo 185 erver

;j http: A /DOCTMD0d/ nformddapter/C...  Central Admin ... Mo &5 erver

;‘_‘, http: A ADOCTMD 04/ nformédapter/C...  Coding Interface Mo IS5 erver

L‘ http: A /DOCTMD 04/ nformddapter/...  Dizcrepancy In... Mo l&5erver

;j http: AADOCTHMD 044 nfarmédapter/E...  Eventing Inkerf... Ma &5 erver

;j http: A/DOCTMD 04/ nformédapters...  ODM Interface Mo &5 erver

;j http: A/ DOCT D04/ nformddapter/ T, Tranzaction Int. Mo 145 erver

1| |
Help | Mext > Cancel |

3 Select the service to which you want to apply the certificate.

Caution: If you are using a hardware switch to direct web service requests, the URL for each
service must be the external URL that is used to access that InForm Adapter interface.

If you install the InForm Adapter software to a virtual directory that does not use the default
name, you must edit the services URL so that it includes the correct virtual directory name.

To specify a different URL for a service, select Edit to open the Service Definition page. Then
specify the correct URL for each service listed in the Services page.

4 Select Choose Certificate.

The Certificate Selection dialog box appeats.

Certificate Selection |

= || I+ Eecure Sever with Certificate
. o
Server Certificate:

[T Witual Directon Containe Authentication Senvize
[T Sameds Sewer Cetificate
Authentication Certificate:;

| =

Help k. | Cancel |
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5 Select Secure Server with Certificate.
6 Click the browse button to the right of the Server Certificate ficld.

7 Navigate to the Personal certificate store and select the certificate to use.

M Certificate Browser E2 I

mstall Certificate... |

Certificate Store: ocal Computer

|zzued To I lzzued By I Friendly Mame

{1 Trusted Root Certification Authoriies
i Intermediate Certification Autharities

Help [E | Cancel |

8  Click OK to select the certificate and return to the Certificate Selection page.
9 Click OK to apply the certificate.
10 For each service listed in the Services page, repeat steps 3 through 9.

11 When you finish applying certificates, click Next.
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The Communications page appears.

E Certificate Configuration (Step 3 of 5)
Communications
Thiz zcreen allows youw to define how services communicate with each ather. Select a service fram the *
zervices list and add zervices that it communicates with on the right hand zide. w

Sends Reguests To

Service Ll Semice Ll

;‘_‘, ExportJob 5. kttpeA/DOCTRDOY

2_: Tranzachon ... http:A/DOCTMDO4 Informédapter/Tra. .
;j Adapter Addm...  http:/AADOCTMDO04 A nformadapterséd...
;j Central Admi...  kttp:A/DOCTMDO4/ nformédapter/Ce. .
L‘ Digcrepancy...  http:A/DOCTMDO4 Informédapter/Dis. . o £icdd
<3 Eventing Int...  httpe//DOCTMD04 nformbdapter/Ev...
;j Coding Interf ... http:A/DOCT MDO4/Anformédapter/Co.
;‘_‘, ODM Interface  kttp:A/DOCT MDO4 Informédapter/00. .
<3 Generic Client  hitpe/DOCT MD04/ nF ormtdapter

= [ Eroye

= From

Senice Ll

o Add == Femoyve

Help | < Back

Cancel

12 Accept the default communications, and click Next.

The Server page appears.

'_‘E Certificate Configuration {Step 4 of 5)

Server __,I—H
Thiz page allows you select the server vou wish to configure cerificates and policy for. G
b=

- =

& Update Cerificate Configuration for &l Services on this Machine
™ Pick a Server

Fleaze pick the server pou wish to configure. Daing so will anly wite out configuration fles far thoze service
inztances whos server matches the server below:

i

The wizard will configure certificates and policy for the following checked services.

Lrl | Type | Stabus -
Jhttp:!.-"DDETMDEId Export Job Scheduler 0K
Jhttp:!HDDETMDDﬂh’InfDrm... Transaction Interface 0K |

Jhttp:HDDETMDDda"Inform... Adapter Admin Interf. . OF
Jhttp:.»'.-’DDETMDEIdf"Inh:urm... Central &dmin Interfa.. 0K

DJMM:‘DDC?THDD#Infarm.. Dizscrepancy Intertace  OR
. | 'I_u_.llhﬁi“'Tllhﬁj L] [P | oS [P S [m it bl
< | »

Cancel |

Help | ¢ Back
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13 Select Pick a Server, and select IAServer from the drop-down list.

iticace Confliguration (Step 4 of 5)

Server __.I—H
Thiz page allows you select the server you wigh to configure certifizates and policy for. [‘%
b=

. ?

" Update Certificate Configuration for &1 Services on this Machine
¥ Pick a Server

Pleaze pick the zerver pou wish to configure. Daoing 2o will only write out configuration files for those service
inztances whos server matches the server below:

The wizard will configure certificates and policy for the following checked zervices.

Lrl I Type I Status -

J hitp: A/DOCT MO 04 Export Job Scheduler  OK
J hitp: A/DOCTMD 04 nfarm... - Tranzaction Interface 0K
nf hittp: A/DOCT MO 04 rbarm...  Adapter Adrin Interf...  OF
wf http: A/DOCT D04 A nbarm...  Central Admin Interfa.. O

D«J Witp A0 QCTMO0E Infarm.. Discrepancy interface 0K
. 'I.l.l._..l.lhl'\i"'TI.ll"\l'\.l ] P Sy | TR oy e [l x
< [

Help | < Back Mext = | Cancel |

14 From the list of services, deselect the Generic Client service.

15 If you are using the Discrepancy Enhanced interface, deselect the Discrepancy Original interface
on the Certificate Configuration (Step 4 of 5) page. The Certificate ConfigurationTool is used to
configure WSE services; the Discrepancy Enhanced interface uses WCE.

16 Select or deselect the services based on the applications you are using with the InForm Adapter
software. For example, for the Clintrial Integration Solution (CIS) application, select the
Transaction Interface and the Central Admin Interface.

17 Click Next.
The Summary page appears.
18 Click Finish.
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In this chapter

Veritying the Discrepancy Enhanced interface installation and retrieving the WSDL
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Verifying the Discrepancy Enhanced interface installation
and retrieving the WSDL

68

Note: Before you verify the installation you must choose the deployment type. For more
information, see Deployment types (on page 49).

To verify the installation:

e Check IIS to make sure that the discrepancy virtual directory has been successfully created.

e If you are using the Default deployment, ensure that you have configured the SSL certificate for
the discrepancy virtual directory. For more information, see Default deployment (on page 50).

e Retrieve the WSDLs and XSDs for the Discrepancy Enhanced interface. This procedure can be
used to determine connectivity, especially when the discrepancy service is hosted behind an F5
load balancer.

To enable and disable the service metadata:

To display the WSDL and XSD, you must enable the service metadata.

Note: Only set this option to True (enable the service metadata) for debugging or testing
purposes. To implement best security practices, set this option to False (disable the service
metadata).

1 To enable the service metadata, set the value of serviceMetadata httpGetEnabled in the
web.config file to true:

<serviceMetadata httpGetEnabled="true" httpsGetEnabled="true" />.
2 After you retrieve the WSDL and XSD, disable the service metadata:

For more information about using this option securely, see the Secure Configuration Guide.
To retrieve the WSDL:
Use any Internet browser, such as MS Internet Explorer, to browse to the discrepancy address.

For example, to retrieve the WSDL, browse to

hft)tpgi//webexpress .domain.com/InFormAdapter/Discrepancy/DiscrepancyService.sv
The browser displays the WSDI.
To retrieve the XSD:
Use the same base address you used to retrieve the WSDL, with the following substitutions:

For the Discrepancy namespace, use the suffix ?Pxsd=xsd0

For example:

https://webexpress.domain.com/InFormAdapter/Discrepancy/DiscrepancyService.sv
c?xsd=xsd0
This address is found in the retrieved WSDL in import nodes with the schemal.ocation attribute.

The URLs in the returned WSDL will match the external URLs sent by the client.
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In this chapter

Overview of manually adding StUIES .........cceueiuriiiriiiriciiiieccc s
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Overview of manually adding studies

If you did not turn on UPD when you installed the InForm Adapter software, you must use the
study configuration web methods to:

e Add information about the studies for this InForm Adapter instance.

e Specify the URL for the InForm Server Adapter that is associated with each study.

The study configuration web methods are part of the InForm Adapter Admin interface. For more
information, see the Interfaces Guide.

Note: The procedures in this chapter show you how to add a study and a server using the Web-
based tool that is provided with the InForm Adapter application. A command line tool is also
available. For more information, see Using the Register Trial Tool (on page 18).

WCF—Manually adding studies

If you have the WCEF version of the InForm Adapter Administration interface, perform this
procedure on the machine where the InForm Adapter software is installed.

1 In the browser, enter the URL for the study configuration web service in the following format:

http://<machinename>/InFormAdapter/AdapterAdmin/SetDirect.aspx
where

<machinename> is the name of the machine where the application interfaces are installed.

Note: The URL that you select depends on your InForm Adapter installation. For example, on
the machine coding003, you enter the following URL:

http://coding003/InFormAdapter/AdapterAdmin/SetDirect.aspx
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The InForm Adapter Administration page appears.

InForm Adapter Administration

Set Trial

Trial Matme
Tral Alias

Tral DB User
Trial DB Password

|
|
Oracle Connection Sting I
!
|
|

InForm Server Adapter name

Submit Trial |

Set Server
Serverfdapter Mame I *
Server&dapter UEL | *

Serverfdapter Test URL [T

Submit Server |

2 In the Set Trial section, enter the following web service request parameters.

Field Description

Trial Name Study name (for example, PFST45).

Trial Alias <server name>_<trial name> (for example,
coding003_PFST45).

Oracle Connection String Oracle database server connection string,

Trial DB user The Oracle user account.

Trial DB password Password for the Oracle user account.

InForm Server Adapter name Arbitrary name for the InForm Server Adapter. Use this as

the Server Adapter Name in the Set Server section.

3 Click Submit Trial.

Verity that a message appears indicating that the web service request is successful.

Note: If you are using InForm 6.1 and later, SetTrial also registers the InForm Adapter in the
Integration Manager.
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4 In the Set Server section, enter the following web service request parameters.

Field Description

Server Adapter Name The value that you entered for the InForm Server Adapter
name field.
Server Adapter URL URL for the machine where the InForm Server Adapter is

installed (for example,
http://<serverAdapterName>/InFormAdapter/setverada
ptet/setveradapter.asmx)

Server Adapter Test URL Validates the URL location.

5  Click Submit Server.

Verity that a message appears indicating that the web service request is successful.

WSE—Manually adding studies

If you have the WSE version of the InForm Adapter Administration interface, perform this
procedure on the machine where the InForm Adapter software is installed.

1 In the browser, enter the URL for the study configuration web service in the following format:

http://machinename/ InFormAdapter/AdapterAdmin/TrialConfig.asmx
where

<machinename> is the name of the machine where the application interfaces are installed.

Note: The URL that you select depends on your InForm Adapter installation. For example, on
the machine coding003, you enter the following URL:

http://coding003/InFormAdapter/AdapterAdmin/TrialConfig.asmx

The TrialConfig page appears. The TrialConfig page lists the available commands for the web
service.

2 In the command list, click SetTrialDirect.
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The SetTrialDirect page appears.

TrialConfig

Click here for a complete list of aperations,

SetTrialDirect

Sets a trial using simply string types,
Test
To test the operation using the HTTP POST protocol, click the 'Invoke' button,

Farameter Value

trialMame:

trialalias:

oracleConnectionstring:

dbUserld:

dbPassword:

serverfdapterMame:

Invoke

3 Enter the following web service request parameters.

Field Description

trialName Study name (for example, PFST45).

trial Alias <server name>_<trial name> (for example,
coding003_PFST45).

oracleConnectionString Oracle database server connection string.

dbUserld The Oracle user account.

dbPassword Password for the Oracle user account.
serverAdapterName Arbitrary name for the InForm Server Adapter. Use this as

the serverAdapterName in the SetServerDirect command.

4 Click Invoke.
The Results page appears.

5 Verify that the value for <Result> in the XML file is True, as shown in the following example.
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<string

xmIns="http://www.phaseforward.com/InFormAdapter/AdapterAdmin/1.0">
<Result
xmIns="http://www.phaseforward.com/InFormAdapter/AdapterAdmin/1.0">True<
/Result>

</string>

Note: If you are using InForm 6.1 and later, SetTrial also registers the InForm Adapter in the
Integration Manager.

6 In the command list, click SetServerDirect.

The SetServerDirect page appears.

TrialConfig

Click here for a complete list of operations.

SetServerDirect
Sets a server using simple string types. Set the value of testUrl to "true" to test the serverAdapterUrl
Test

To test the operation using the HTTP POST protocol, click the 'Invoke' button.
Parameter Value

serverAdapterName:
serverAdapterurl:

testurl:

Invoke

7 Enter the following web service request parameters.

Field Description

serverAdapterName serverAdapterName that was entered in Step 3.

serverAdapterUrl URL for the machine where the InForm Server Adapter is
installed (for example,
http://<serverAdapterName>/InFormAdapter/serverada
ptet/serveradapter.asmx)

testURL True

8  Click Invoke.
The Results page appears.

9 Verify that the value for <Result> in the XML file is True, as shown in the following example.

<string

xmIns="http://www.phaseforward.com/InFormAdapter/AdapterAdmin/1.0">
<Result
xmIns="http://www.phaseforward.com/InFormAdapter/AdapterAdmin/1.0">True<
/Result>

</string>
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Overview of post-installation tasks

76

Perform the following tasks as needed for your environment:

Setting export security for the ODM interface.

Configuting the InForm Server Adapter (on page 80).
Configuring the InForm Adapter interfaces (on page 82).
Increasing the timeout period for ASP.NET.
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The web.config file

The InForm Adapter software uses web.config files for configuring the web services for each
interface, including the InForm Server Adapter (ISA) interface on the InForm application server.

The web.config file is part of the Microsoft configuration architecture. For more information, see the
MSDN documentation.

The web.config file should be used to configure security for each InForm Adapter interface.

Note: Whether you configure security through policy files and certificates, or username/password
security, depends on the InForm Adapter interface or interfaces you use and the version of the
InForm software used by the InForm studies to which you are connected. For more information,
see About InForm Adapter security (on page 6).
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Setting export security for the ODM interface

You can use the QueryData method to retrieve study data through the ODM interface. By default,
any QueryData calls use the default InFormAdapterUser (which was established as part of the
installation procedure). However, you may use a different user to retrieve this data, providing you
establish that user as a valid user for the InForm Adapter export service.

To establish a user as valid, use the IAConfigurationConsole utility,
PhaseForward InFormAdapter. IAConfigurationConsole.exe, which is located in:

Program Files\Phase Forward\InForm Adapter\InstallScript\lAConfiguration\bin\

Using the ExportSecurity command

78

The IAConfigurationConsole utility uses the ExportSecurity command to set the Export Service
security that is used by the ODM interface. The syntax for the ExportSecurity command is:

PhaseForward. InFormAdapter. IAConfigurationConsole.exe ExportSecurity option
[filename]

Parameter Description

option Values are:

e get—Returns the current security settings for the Export service.

e set—Replaces the current Export security settings with the
contents of the specified file.

Silename e The file containing the updated user information that is to be
used with the set parameter.

Typically, you redirect the results of the get option to a file for editing. In that file, you can add the
account information that will use the QueryData method to access the ODM interface.

After the file has been edited, use the set option to update the Export Service configuration file with
the updated account information.

Example

The following example shows how to:

e Export the current settings to a file.
e  Ldit the file.
e Submit the updated settings to the security service.

To export the current settings to a file for editing, use the following command:

PhaseForward. InFormAdapter. IAConfigurationConsole.exe ExportSecurity get >
temp.xml

The contents of the temp.xml file contain the default settings for the security service.
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<?xml version="1.0" encoding="utf-16"?>
<RequestSecurity xmlns:xsd="http://www.w3.0rg/2001/XMLSchema""
xmIns:xsi="http://www._w3.0rg/2001/XMLSchema-instance">
<NTSecurityltems>
<NTSecurity Destination="Default"” Userld="InFormAdapterUser"
Password="InFormAdapterUser" Domain="domain"/>

</NTSecurityltems>

</RequestSecurity>

In the edited version of the file, the NTSecurity element has been added for server CRFS01, allowing
access to user scott, with the password tiger, in the usa domain:

<?xml version="1.0" encoding="utf-16"?>
<RequestSecurity xmlns:xsd="http://www.w3.0rg/2001/XMLSchema""
xmIns:xsi="http://www.w3_.0rg/2001/XMLSchema-instance"'>
<NTSecurityltems>
<NTSecurity Destination="Default"” Userld="scott"
Password="tiger" Domain="usa"/>
</NTSecurityltems>
</RequestSecurity>

To replace the security settings with the updated file, use the following command:

PhaseForward. InFormAdapter. IAConfigurationConsole._exe ExportSecurity set
temp.xml

The Destination=""Default" attribute means that these credentials—user name, password, and
domain—will be used for any request, no matter which machine the request is directed to. To
override the default setting for a particular machine, you can add an NTSecurity entry for that
machine.

<?xml version="1.0" encoding="utf-16"?>
<RequestSecurity xmlns:xsd="http://www._.w3_0org/2001/XMLSchema""
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<NTSecurityltems>
<NTSecurity Destination="Default" Userld="'scott"
Password="tiger" Domain="usa"/>
<NTSecurity Destination="CRFS01" Userld="roy"
Password="tidbit" Domain="usa"/>
</NTSecurityltems>
</RequestSecurity>

In the edited version of the file, the N'TSecurity element has been added for server CRFS01, allowing

access to user roy, with the password tidbit, in the usa domain. All other machines will use the
credentials for user scott.

Oracle® Health Sciences InForm Adapter 1.3.7 79



Chapter 8 Performing InForm Adapter post-installation tasks

Configuring the InForm Server Adapter

Start services required by the Clintrial Integration Solution (CIS) software

By default, the Server Adapter and Export services are set to manual. To use the Clintrial Integration
Solution (CIS) software, the Server Adapter service must be running. Start the service manually after
you install the InForm Adapter software.

For more information, see InForm Server Adapter services (on page 23).

Transaction detection settings for the Inform Server Adapter Service

You can set the amount of time (in seconds) that the InFormServerAdapterService will allow
between transaction detection processing by editing the InFormServerAdapterService.config file.

To specify a transaction detection interval:

e  Edit the Updatelnterval entry:
<Updatelnterval>300</Updatelnterval>

The default setting is 300, indicating that the InFormServerAdapterService will wait for five
minutes between transaction detection processing.

Including or excluding studies from processing

You can configure the InForm Server Adapter (ISA) so that only specific studies on the InForm
server are processed. This behavior might improve performance if the InForm server contains large
studies or multiple studies.

You can specify:

¢ The maximum number of studies to be processed at one time, by specifying the number of
threads that can be running at one time.

e A list of studies to include or exclude from processing, based on the study prefix, suffix, or full
name.

To configure the InForm Server Adapter service:

1 On the InForm server, use the Windows Administrative Tools to stop the InForm Server
Adapter service.

2 Ina text editor, open the InFormServerAdapterService.config file.

3 Use TrialThreadPool to specify the number of threads to process the studies on the InForm
server. For more information, see the TrialThreadPool comments in the config file.

4 To include or exclude studies from processing, uncomment the appropriate InclusionCondition
or ExclusionCondition line and specify a value. For more information, see the InclusionList
comments in the InFormServerAdapterService.config file.
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Adding users to the InForm Adapter security groups

The following Windows security groups are created when additional InForm Adapter interfaces are
installed:

e InFormAdapterAdmin.

e InFormAdapterCentral Admin.
e InFormAdapterCode.

e InFormAdapterCoding,.

¢ InFormAdapterConfig.

¢ InFormAdapterCRFS.

¢ InFormAdapterDiscrepancy.
e InFormAdapterODM.

e InFormAdapterSafety.

e InFormAdapterSrv.

e InFormAdapterTran.

The Windows administrator must modify these user groups to include any users who will need access
to the InForm Server Adapter and the InForm Adapter interfaces.
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Configuring the InForm Adapter interfaces

Each InForm Adapter web service has two configuration files:

e An application configuration file for the web service.

e web.config

The application configuration file

Each web service and InForm Adapter Windows service has an application configuration file. This
file contains product-specific Oracle application configuration settings.

The application configuration files are in the \bin\config directories for the interfaces. They are

named as follows:

Service type File name / Example

Web service

InFormAdapter.<interfacename>.config

Example: InFormAdapter.coding.config

Location: <installation_directory>\coding'\bin\config

Windows service

<servicename>Service.config

InFormServerAdapterService.config

In the application configuration files, you can configure any of the following settings:

Configuration

Use these instructions

Adapter settings.

Adapter settings.

Error log settings.

Error logging settings (on page 83).

Audit service settings.

Audit service settings (on page 83).

ChunkSize parameter for the Coding interface.

Setting the ChunkSize parameter in the
InFormAdapter. Coding.config file (on page
83).

Event detection settings.

Event detection settings (on page 84).

Transaction detection intervals for the InForm
Server Adapter.

Transaction detection settings for the InForm
Adapter Service.

Enable or disable ODM data reduction.

Enabling or disabling ODM data reduction
(on page 84).
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Adapter settings

InForm Adapter settings are used with certificate security to define some base attributes of the
interface. If these settings are not found in the application configuration file the first time the
application tries to access them, they are created with the following default settings:
<AdapterSettings>

<ApplicationName>CentralServices</ApplicationName>

<Applicationld>[A new Guid is generated when these settings are created]

</Applicationld>

<CustomerURI>www . phaseforward.com</CustomerURI>
</AdapterSettings>

These settings are important because the roles coming in on a SAML token are filtered by the
customer URI. The InForm Adapter software recognizes only those SAML token security attributes
that are members of the same customer URI.

Note: The InForm Adapter settings are set during the installation and should not be changed.

Error logging settings

The InForm Adapter software uses the open source log4net component
(http:/ /logging.apache.org/log4net/) to perform error logging to a configurable location.

e By default, all InForm Adapter web services and Windows services are configured to log all
errors that occur to the event viewer.

However, they can be configured to log additional information to a log file or some other
location.

e Some requests that return errors deliver the errors to the calling application or client process.

In some situations (for example, when the debugging level of error logging is enabled), only the
errors related to the request atre relayed to the calling application. Debugging errors can be
routed to another location.

For more information, see http://logging.apache.org/log4net/release/config-examples.html.

Audit service settings

For most interfaces, enabling and disabling the audit service is controlled in the InFormAdapterAudit
parameter of the InFormAdapter.application.config file.

The following configuration settings must be set in this file:

e To enable auditing for the interface, set the auditRequest and auditResponse values to true:

<InFormAdapterAudit auditRequest=""true" auditResponse="true" />

e To disable auditing for the interface, set the auditRequest and auditResponse values to false:

<InFormAdapterAudit auditRequest="false" auditResponse="false" />

By default, auditing is disabled.

Note: For the Transaction and Adapter Administration interfaces, these parameters are in the
bin\config\WebService.config file.
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Setting the ChunkSize parameter in the InFormAdapter.Coding.config file

The ChunkSize parameter is the number of transactions that the InForm Adapter software looks at
in a single coding get request call, and determines whether the PFEX_VERBATIMCACHE table
needs to be updated based on new data, deleted data, or changed data in the InForm software. The
ChunkSize parameter is set to 2000 by default.

In very large studies in which the PFEX_VERBATIMCACHE table is rebuilt (for example, when a
new mapping is implemented) you might need to increase the value of the ChunkSize parameter.
Increasing the value can improve performance of the PFEX_VERBATIMCACHE table rebuild if
the verbatim density across the transactions in the study is not too high.

For example, in a very large study, transactions that contain verbatim information could be spread
out over several thousand transactions. If the ChunkSize is set to 2000, each call made to the Adapter
might update/insert only a few records. If the ChunkSize is set to 20000, each call will bring back
many more verbatims. The disadvantage to this higher setting would occur in studies that have a high
density of verbatims (such as if all 20000 transactions are from verbatim data). The call to the adapter
could take a long time and potentially time out.

The value of the ChunkSize parameter is global to the InForm Adapter server and will affect all
studies registered on that server.

To set the ChunkSize parameter:

e Edit the InFormAdapter.Coding.config file entry (this shows the default):
<ChunkSize size="2000" />
For example, in a very large study (greater than one million transactions) change the size to
20000:
<ChunkSize size="20000" />

Event detection settings

You can set the amount of time (in seconds) that the job scheduler will allow between event
detection processing by editing the ExportService.config file.

To specify the event detection interval:

e Edit the EventDetectionManager entry:

<EventDetectionManager EnableDetectorThreads="True" ThreadSleep="300"/>

The default setting is 300, indicating that the job scheduler will wait for five minutes between
event detection processing,.

Enabling or disabling ODM data reduction

ODM data reduction reduces redundancies in ODM output. Items are identified as unique based on
their identifying key (OID, repeat key, etc). Contents of items that have the same key are reduced to
a single item, in chronological order. The output remains ODM compliant, but is more compact.

ODM data reduction is enabled by default.
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You can disable ODM data reduction for the output of the GetTransactions method or the
DownloadPatientDataODM method by including the parameter skipODMReduction=TRUE in
input request to the method.

You can disable reduction for all studies on the server by uncommenting the element
<SkipODMReduction /> in the InFormAdapter. ODM.config file. The request parameter value, if
specified in the method call, takes precedence over the server-wide element value in the
configuration file.

For example, if you uncomment <SkipODMReduction /> in the configuration file, and include
skipODMReduction=False in the call to the GetTransactions method for study pfst450dm, only
the GetTransactions response for that particular request to trial pfst45odm will apply ODM data
reduction to the response.

For more information, see the Inferfaces Guide.
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Increasing the timeout period for ASP.NET

86

If a web service request runs longer than the default timeout period for ASP.NET, the following
message might appear:

Attempted to access an unloaded AppDomain
Such a timeout could occur during synchronization.

To resolve this issue, increase the value for responseDeadlockInterval in the machine.config file
on the servers. The default value is three minutes. This is a global value that applies to all ASP.NET
applications. For more information about setting the value, see the Microsoft documentation

(http://www.asp.net/).

Note: Oracle recommends that you do not change the responseDeadlockinterval value unless you
receive the error as described.
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When to use the instructions in this appendix

Use the instructions in this appendix if all of the following apply to your configuration:

®  You are using the Clintrial Integration Solution (CIS) application with full security (called
Authentication, Signing and Encryption in the Clintrial Integration Solution (CIS) application).

¢  You have already installed the Clintrial Integration Solution (CIS) application and enabled
security, following instructions in the Clintrial Integration Solution (CIS) Installation Guide.

You have already installed the InForm Adapter software, and configured security as described in
Configuring x.509 digital certificates (on page 55).
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Configuring security for the CIS software

The initial security for the InForm Adapter software automatically supports authentication between
clients and servers. For the CIS software, you can provide additional security by encrypting and
signing messages. To apply full security between the InForm Adapter software and the CIS software,
use the Certificate Configuration tool after you install the InForm Adapter software.

e This section explains how to apply full security to the InForm Adapter software.

e Tor information about applying full security to the CIS software, see the Clintrial Integration
Solution (CIS) Administration Guide.

Web policy for Clintrial Integration Solution (CIS) and InForm Adapter software

Define the web service policy for the Clintrial Integration Solution (CIS) software and the InForm
Adapter software as follows:

If the Clintrial Integration Solution (CIS) The InForm Adapter software must use

software uses

Authentication Only TokenOnlyPolicy for the setvice interfaces used by
Clintrial Integration Solution (CIS).

Authentication, Signing and FullPolicy for the service interfaces used by Clintrial

Encryption Integration Solution (CIS)

For more information, see:

o Applying full security to InForm Adapter using one certificate. (on page 89)
e Applying full security using two certificates. (on page 91)

Note: When you apply full security using one certificate, the certificate you use must have
both a private and public key. When you apply full security using two certificates, the
certificate you install on the InForm Adapter server must have a private key.

Applying full security to InForm Adapter using one certificate

This section describes how to use one certificate to apply full security.

Note: To access help, use the Help button on the Certificate Configuration tool pages and dialog
boxes.

1 Setup CIS for full security. For more information, see the Clintrial Integration Solution (CIS)
Administration Guide.

2 Navigate to the InstallScript\CertPicker directory to open and edit the SampleCertConfig.xml
file.
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The SampleCertConfig.xml file includes information about services and is used to apply default
security when the InForm Adapter software is installed. You must change this file to apply full
security for the InForm Adapter software.

Do one of the following, depending on your version of CIS.

To apply full security for CIS 4.5 SP1 and higher:

Use the FullPolicy policy template for specific services.

Before you run the Certificate Configuration tool, verify that the following services are using
the following paths for their policy template files. If these paths and policy template files are
not being used, edit the service to point to the correct web service policy template.

e Transaction Interface should use: .\FullPolicy\policyCache-Transaction.config

e Central Admin Interface should use: .\ FullPolicy\policyCache-
CentralAdmin.config

To apply full security for CIS 4.5 SP0:

Use the PFPolicy policy template for specific services.

Before you run the Certificate Configuration tool, verify that the following services are using
the following paths for their policy template files. If these paths and policy template files are
not being used, edit the service to point to the correct web service policy template.

e Transaction Interface should use: .\PFPolicy\policyCache-Transaction.config

e Central Admin Interface should use: .\PFPolicy\policyCache-
CentralAdmin.config

Note: The Server Adapter Interface file must always use NoPolicy.

Save the changes to the SampleCertConfig.xml file using either the original name or a unique
name.

To start the Certificate Configuration tool, select Start > Programs > Phase Forward > InForm
Adapter > Certificate Configuration Tool.

Load the XML configuration file that you changed and saved.
To apply the same certificate to all services, click Apply One Certificate to All.
Choose the same certificate you chose for CIS.

Click OK to return to the Services page.

Caution: If you are using a hardware switch to direct web service requests, the URL for each
service must be the external URL that is used to access that InForm Adapter interface.

If you install the InForm Adapter software to a virtual directory that does not use the default
name, you must edit the services URL so that it includes the correct virtual directory name.

To specify a different URL for a service, select Edit to open the Service Definition page. Then
specify the correct URL for each service listed in the Services page.

10 Click Next until you reach the Summary page.

11 To apply the certificate configuration, click Finish.
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Applying full security using two certificates

This section describes how to use two certificates to apply full security.

Note: To access help, use the Help button on the Certificate Configuration tool pages and dialog
boxes.

1 Setup CIS for full security. For more information, see the Clintrial Integration Solution (CIS)
Administration Guide.

2 Navigate to the InstallScript\CertPicker directory.
3 Open and edit the SampleCertConfig.xml file.

The SampleCertConfig.xml file includes information about services and is used to apply default
security when the InForm Adapter is installed. You must change this file to apply full security for
the InForm Adapter.

4 Perform one of the following procedures, depending on your version of CIS.
To apply full security for CIS 4.5 SP1 and later:
e Use the FullPolicy policy template for specific services.

Before you run the Certificate Configuration tool, verify that the following services are using
the following paths for their policy template files. If these paths and policy template files are
not being used, edit the service to point to the correct web service policy template.

e Transaction Interface should use: .\FullPolicy\policyCache-Transaction.config

e Central Admin Interface should use: .\FullPolicy\policyCache-
CentralAdmin.config

e Generic Token Setvice should use: .\ FullPolicy\policyCache-TokenService.config
To apply full security for CIS 4.5 SP0:
e Use the PFPolicy policy template for specific services.

Before you run the Certificate Configuration tool, verify that the following services are using
the following paths for their policy template files. If these paths and policy template files are
not being used, edit the service to point to the correct web service policy template.

e Transaction Interface should use: .\PFPolicy\policyCache-Transaction.config

e Central Admin Interface should use: .\PFPolicy\policyCache-
CentralAdmin.config

e Generic Token Service should use: .\PFPolicy\policyCache-TokenService.config

Note: The Server Adapter Interface file must always use NoPolicy.

5 Save the changes to the SampleCertConfig.xml file using either the original name or a unique
name.

6 To start the Certificate Configuration tool, select Start > Programs > Phase Forward > InForm
Adapter > Certificate Configuration Tool.

7  Load the XML configuration file that you changed and saved.
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8  Click Apply One Certificate to All to apply the same certificate to all services.

9 Choose the same certificate that you chose for the InForm Adapter software when you ran the
Certificate Configuration tool after you installed the InForm Adapter software.

For more information, see Applying one certificate to all services on the InForm Adapter
server (on page 57).

10 Select the Generic Token service.

11 Use Choose Certificates to open the Certificate Selection dialog box.
12 Click Browse to open the Certificate Browser page.

13 Select the certificate you chose for the CIS application.

14 Click OK until you return to the Services page.

Caution: If you are using a hardware switch to direct web service requests, the URL for each
service must be the external URL that is used to access that InForm Adapter interface.

If you install the InForm Adapter software to a virtual directory that does not use the default
name, you must edit the services URL so that it includes the correct virtual directory name.

To specify a different URL for a service, select Edit to open the Service Definition page. Then
specify the correct URL for each service listed in the Services page.

15 Select the Generic Client service.

16 Click Choose Certificates to open the Certificate Selection dialog box.
17 Click Browse to open the Certificate Browser page.

18 Select the certificate you chose for the CIS application.

19 Click OK to return to the Services page.

20 Click Next until you reach the Summary page.

21 Click Finish to apply the certificate configuration.

Note: If you are applying full security for the CIS 4.5 SPO software, you must use PFPolicy.
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Configuring the Clintrial Integration Solution (CIS) Central
Administration interface

When configuring the Clintrial Integration Solution (CIS) Central Administration interface, consider
the following.

e If your web server requires that the root virtual directory for a URL be all lowercase, edit the
RootlnstallDirectory entry in the InFormAdapter.CentralAdmin.config file so that the value
of the VirtualDirectoryName attribute is all lowercase.

For example:

<CAAdapterSettings>
<RootlnstallDirectory DirectoryName="InForm Adapter"
VirtualDirectoryName="informadapter" />
</CAAdapterSettings>

e If your environment uses a firewall that takes requests received as SSL and relays them as normal
HTTP requests behind the firewall, the InForm Adapter software needs to know that the URLs
it generates must use the HTTPS protocol.

To set this, add the HttpPrefix attribute to the CAAdapterSettings entry in the
InFormAdapter.CentralAdmin.config file, as follows:

<CAAdapterSettings HttpPrefix="https'>
<RootlnstallDirectory DirectoryName="InForm Adapter"
VirtualDirectoryName=""informadapter" />
</CAAdapterSettings>

URLs must be identical on both sides of the firewall

If your environment uses a firewall or load balancer that relays requests to the application server, you
must ensure that URL specified in the HTTP GET that is sent by the client to the firewall is passed
without modification to the application server. This means that the URL must correspond to the
directory structure of the application server behind the firewall.

For example, if the firewall receives the following request and forwards it to the application setver,
the application server must have a virtual directory named appinst] that contains the resource
foo.asmx in the app directory:

GET /appinstl/app/foo.asmx
Host www.example.com

If the firewall were to rewrite the request for a different virtual directory name, when the InForm
Adapter server builds a response messages containing URLs, it will build it using the /app/foo.asmx
structure, which is not the response structure the client is expecting.

For example:

Client to Firewall:

GET Zappinstl/app/foo.asmx
Host www.example.com

Firewall to Adapter Server:

GET /app/foo.asmx
Host www.example.com
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Update to PFIA_SINGLETONS fails

Occurs

When you are installing the InForm Adapter software.

Error message

ERROR PhaseForward.InFormAdapter.IAConfigurationConsole.IAConfigurationConsole Update
to data table informadapter. PFIA_SINGLETONS failed.

Possible causes

e XA transactions not enabled.
e Oracle patches not installed.

e PATH environment variable contains multiple Oracle Home entries.

Solution
e Enable XA transactions (on page 16).
e  Make sure that the correct versions of Oracle are installed.

For more information, see the Oracle 10g patch requirements in the InForm Adapter Relase
Notes.

e Make sure that the PATH environment variable lists the path for the client Oracle Home.

If there is more than one Oracle Home path listed, the client Oracle Home path must occur first.
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Maximum open cursors exceeded

Occurs

When the InForm Adapter Export Service is running.

Error message

ORA-01000: maximum open cursors exceeded.

Possible cause

Failure of the Export Service to release database resources during Eventing interface processing.
Solution

Increase the Oracle OPEN_CURSORS parameter to 1000, which is the recommended setting for
web service applications.
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End-of-file on communication channel database error

Occurs

When the Coding interface is running a heavy volume of the GetCodingData web method calls to
the InForm database.

Note: This error is limited to implementations that run the InForm Adapter software in
conjunction with the Central Coding application.

Error message

ORA-03113: end-of-file on communication channel.

Possible cause

This is an Oracle issue that was discovered in the 10.2.0.3 patch set. This issue occurs when the
database is performing a high volume of resource-intensive tasks.

For more information, refer to the Oracle Metal.ink article 418531.

Solution

e If you encounter this error, immediately run the following SQL*Plus command on the InForm
database:

alter system flush shared_pool

e Ifyou are running the Central Coding application, schedule an Oracle job to flush the shared
pool on the InForm database every four hours.
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Cannot view ASMX pages

Occurs

When you are navigating to a web service ASMX page.

Error message
HTTP 404 Page not found.

Possible cause

The following web service extensions are not allowed for 1IS:

e ASP.NET 1.1 (for all InForm Adapter releases).

e ASP.NET 2.0.50727 (for InForm Adapter 1.3 and later releases).

Solution

1 Launch Internet Information Services (IIS) Manager.
2 Expand the local computer.

3 Expand Web service extensions.

4 Right-click ASP.NET 1.1.4322, and select Allow.

5

If you use InForm Adapter 1.3 or later, right-click ASP.NET 2.0.50727, and select Allow.
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Date and time parsing error

Occurs

When you initiate a get job in Central Coding.

Error message

To prevent out-of-sync verbatim and query data, the ExchangeQueryUpdates job will not be run.
Please resolve the following error first: Source:Central Coding. Job failed with the following error:
An exception has been thrown calling the web method GetCodingData...

Possible cause

The date format of the locale specified in the trial database and the date format of the locale specified
on the InForm Adapter application server are not set to the same value.

Solution

Set the locale in the database and the locale of the InForm Adapter application server to the same
value.
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The InForm Adapter 1.3.7 software includes a silent install option that you can use to install,
upgrade, and uninstall the current version of the InForm Adapter software.

There is also a silent upgrade program which you can use to upgrade the InForm Adapter 1.2 SP2
software and InForm Adapter 1.2 SP3 software release streams. For more information, see
Upgrading from the InForm Adapter 1.2 SP2 software or the InForm Adapter 1.2 SP3
software (on page 42).

By default, the silent install and upgrade programs install the following interfaces:

InForm Adapter Administration (WCF version).
InForm Adapter Central Administration.

InForm Adapter Coding (WCF version).

InForm Adapter Discrepancy Enhanced interface.
InForm Adapter ODM.

InForm Adapter Transaction interface.

Register Trial Tool.

InForm Adapter Safety interface.

Note: If you have the InForm Adapter Discrepancy Enhanced interface installed, the upgrade
program keeps your existing Discrepancy Enhanced interface and security setting.

If you have the InForm Adapter Discrepancy Original interface installed and do not want to
upgrade, you must run the upgrade wizard. For more information, see Upgrading from InForm
Adapter 1.3 SPO or /ater (on page 41).

Some of the silent install options require installation parameters that you specify by editing the
setup.iss file, located in the installation folder. For more information, see Silent install parameters
(on page 103).
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Silent install parameters

The InForm Adapter 1.3.7 silent install uses the parameters settings you specify in the setup.iss file,

located in the InForm Adapter folder of the install image.

In the setup directory, edit the setup.iss file as follows.

Section Field Description
SdAskDestPath szDir Directory of the existing installation.
EnterSuffix Suffix Suffix value of the existing
installation.
EnterVirtualDirectory VirtualDirectoryN  Virtual Directory name of the
ame existing installation.
CompanyURL CompanyURL Company URL of the existing
installation.
TA_TNS_Name_Admin_Login TNS_Names TNS alias name of the Oracle
account with creation privileges.
SystemUserName  Oracle account with creation
privileges.
SystemPassword ~ Password of the Oracle account with

creation privileges.

If you are using an existing InForm Adapter database user

e Sd_ExistinglA_User UserName User name of the existing InForm
Adapter database user.

UserPwd Password of the existing InForm
Adapter database user.

e IA_ New User userName Set the value to blank by entering
single quotation marks with a space
between (' ).

UserPwd Set the value to blank by entering

single quotation marks with a space
between (' ).

e NewUser IA_Tablespace_SysPwd ComboBox1

Set the value to blank by entering
single quotation marks with a space
between (' ').

If you are creating a new InForm Adapter database user

e Sd_Existingl A_User UserName

Set the value to blank by entering
single quotation marks with a space
between (' ).

UserPwd

Set the value to blank by entering
single quotation marks with a space
between (' ').
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Section Field Description

e JA New_User userName User name of the new InForm
Adapter database user.

userPwd Password of the new InForm
Adapter database user.

e NewUser_IA_Tablespace_SysPwd ComboBox1 Tablespace name for the new
InForm Adapter database user.
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Running the silent install

To install, uninstall, or upgrade the InForm Adapter software, run the one of these commands:

e Silent_Install InformAdapter.bat—Installs the InForm Adapter 1.3.7 software.

The Silent_Install InformAdapter.bat command uses the parameters entered in the setup.iss
file.

e Silent_Upgrade_InformAdapter.bat—Upgrades the InForm Adapter 1.3 software stream to
the InForm Adapter 1.3.7 software.

e Upgrade from InformAdapter_1_2.bat—Upgrades the InForm Adapter 1.2 SP2 software or
the InForm Adapter 1.2 SP3 software streams to the InForm Adapter 1.3.7 software.

The Upgrade from InformAdapter_1_2.bat command uses the parameters entered in the
setup.iss file.

e Silent_Uninstall_InformAdapter.bat—Removes the InForm Adapter 1.3.7 software
installation.
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