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1.1

1. Preface

This document contains notes and installation steps needed to install and setup Oracle
Financial Services Lending and Leasing. Oracle Financial Services Lending and Leasing
relies on several pieces of Oracle software in order to run and this document is in no way
meant to replace Oracle documentation supplied with these Oracle products or available via
Oracle technical support. The purpose of this document is only meant to supplement the
Oracle documentation and to provide Oracle Financial Services Lending and Leasing specific
installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.
It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of Oracle Weblogic Server 10.3.6, Oracle Bl

Publisher 11.1.1.7.

Application installation is a nine step process.

Installing Software

Creating Domains, Repositories, Data Sources

Configuring Policies

Deploying Application

Enabling SSL
Launching Application

Mapping Enterprise Group with Application Role

Configuring Oracle Bl Publisher for Application

© © N o g b~ 0w DN =

Configuring JNDI name for HTTP Listener

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

1. Sun JDK Version 1.7.0_55 or above http://www.oracle.com/technetwork/javal/javase/
downloads/index.html

2. Oracle Repository Creation Utility (RCU) Version 11.1.1.7.0. Download RCU for the
respective platform from the "Required Additional Software" section of http://
www.oracle.com/technetwork/middleware/bi-publisher/downloads/index.html. RCU is
available only on Linux and Windows operating systems. Either the Linux RCU or
Windows RCU may be used to create schemas in a supported database.

3. Oracle Repository Creation Utility (RCU) Version 11.1.1.7.0. Download RCU for the
respective platform from the "Required Additional Software" section of
http://www.oracle.com/technetwork/middleware/bi-publisher/downloads/index.html

4. Oracle WebLogic Server 11gR1 Version 10.3.6

(http://www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-
097127 .html)

Navigate to Oracle WebLogic Server 11gR1 (10.3.6) + Coherence - Package Installer and
download the file for respective OS.

1-1 ORACLE
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1.2

1.3

To use WebLogic Server with 64-bit JVM's on Linux and Solaris or to use WLS on other
supported platforms, use the WebLogic Server generic installer listed under "Additional

Platforms". The generic installers do not include a JVM/JDK. These are to be downloaded
and installed prior to installing the Weblogic Server.

5. Oracle ADF 11g

http://www.oracle.com/technetwork/developer-tools/adf/downloads/index.html

Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.

Note

Use XManager for remote UNIX/LINUX machine. Please refer XManager Usage.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term

Refers to

Application

Oracle Financial Services Lending and Leasing

ORACLE



2. Installing Software

2.1 Installing Oracle WebLogic Server 11g

To install using generic Weblogic installer -
1. Run the command - java -jar wis1036_generic.jar

2. Welcome screen is displayed as shown below.

[®] oOracle Installer - WebLogic 10.3.6.0

Welcome

This installer will guide you through the installation of DRACLE-

WeblLogic 10.3.6.0

Instructions

Click the Mest button to proceed to the next screen. If you
want to change entries in a previous screen, click the
Previous button, You may quitthe installer at any time by
clicking the Exit button,

ORACLE’

o] s

3. Click Next to continue.
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|§| Oracle Installer - WeblLogic 10.3.6.0

Weblogic 10.2.6.0.

Choose Middleware Home Directory

Specify the Middleware Horme where yau wish to install

ORACLE

~ Middleware Haome Type

(®) Create a hew Middleware Home

(1 Uze an & g Middleware Home

~ Middleware Home Directary

| /scratchyoraclerappimiddleware

Iﬁrowse...l | Beset

| Previous || Mext |

4. Select Create a new Middleware Home as Middleware Home Type

5. Specify the path for Middleware Home Directory, and then click Next.

6. The following window is displayed.

2-2
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7.

8

. Uncheck the check box as in the above screen and click Next. Confirmation window is

[®] oracle Installer - WebLogic 10360 . El

Register for Security Updates
Provide yvour email address for security updates and DRACLE

to initiate configuration manager.

Ernail: |

Use My Oracle Support email addressjusername

[J I wish to receive security updates wia My Oracle Support

Support Password: ]

[®] Are you sure?

& Do you wish to bypass initiation of the configuration manager and
remain uninformed of critical security issues in your configuration?

|_veg I %o |

| Previous | | MNext

displayed . Click on Yes

. Click on Next The following window is displayed.

[® oracie mstaller - WebLogic 10.3.6.0
4

9

Choose Install Type
Selectthe type of installation you wish to perform. ORACLE‘

@ Typical

Install the following product(s) and companentis:

& Weblogic Server
# Oracle Coherence

0 Custom
@5 Choose software products and components to install and perform
= optional configuration.

Previous | Lkﬂext |

. Select ‘Typical as the ‘Install Type’ and click Next. The following window is displayed.
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[®] oracle Installer - WebLogic 10.3.6.0

JDK Sealection
|DKis) chosen will be installed. Defaults will ORACLE

be used in script string-substitution if installed.

| Discard Changes

Bundled |DK: Approximate installed size*
Highlighted item:
All selected bundled |DK's: 0.0 KB
Total of all selected items: 690.2 MB

#nstaller reguires free disk
approximately 2x this total

Local |Dk:
MeALE.0_22 usr/lib). djava-1.6.0-0penjdk-1.6.0.0.x86_&4)

‘Ereviuus H Hext |

10. Click Browse button and select existing JDK Home Path as shown below.
Laok In: ||=__|jdk11? |'||Q||1ﬁ\‘HIj||E?E?|EZ

[ | jdk1.7.0_55

Name: | /scratch/sfi117/dk117/jdkL.7.0_55 |

Type: Al Files |~ |

| SEIeEtJ| Cancel | |
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11. The selected Java Home is displayed as shown below.

Oracle Installer - WebLogic 10.3.6.0

JOK Selaection
|DKis) chosen will be installed. Defaults will ORACLE

be used in script string-substitution if installed.

' Disgard Changes

Bundled JDK: Approximate installed size*

Highlighted iterm:
All selected bundled JDK's: 0.0 KB
Total of all selected 690.2 MB
#nstaller requires free disk
approximately 2x this total

Local |DK:

I Mia 1.6.0_24 (fusriibd. fjava-1.6.0-openjdk-1.6.0.0x856_54)

Qracle 1.7.0_55 {fscratch/sfty117/jdk117/jdkl.7.0_55)

Previous | \_Eext |

12. Click Next. The following window is displayed.

|§| Oracle installer - WehlLogic 10.3.6.

Choose Product Installation Directories

Provide the directories where vou wish to install ORACLE

Weblogic 10.3.6.0.

) Discard Changes

Middleware Home Directory

Jscratchforacleappimiddleware

Product Installation Directaries

The Product Home might contain shared utilities and any products or components for which
unigue directaries are not set.

Weblogic Server:

| {scratchraraclerappimiddiewareiwlserver_10.3 || Browse. . |

Oracle Coherence:

| {scratcharaclerappimiddliewarefcoherence_3.7 || Browse... |

| Previous | | ﬂeka

13. Click Next. The following window is displayed.
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Note

You can change the Oracle WebLogic Server and Oracle Coherence paths, if required. ..

|§| Oracie Installer - WebLogic 10.3.6.0

Installation Summary

The following Products and JDKs will be installed. ORACLE

] WeblLogic Server
D Core Application Server
[} Administration Consaole
[j Configuration Wizard and Upgrade
[] web 2.0 HTTF Pub-5ub Server
[] webLogic 5ca
[] webLogic |DBC Drivers
[ Third Party JDBC Drivers
D; WeblLogic Server Clients
D Weblogic Web Server Plugins
[} UDD| and ¥query Support
D[ Evaluation Database
] 2racle Coherence
D Coherence Product Files

Description

Irmplerments |JEE technologies, Web services, and other
leading Internet standards, to provide a reliable
frarmework for highly available, scalable, and secure
applications.

Appraoximate Installed Size

Highlighted item: 593.9 MB
Total of all selected items: 690.3 MB

[+ [+]

Previous IﬁﬁtJ

14. Click Next. The weblogic installation starts. After its done the following window is
displayed.

|§| Oracle installer - Weblogic 10.3.6.0

Installation Complete
Click the Done button to exit the installer.

ORACLE’

k

ORACLE

- Messzage

Congratulations! Installation is complete.

Fun Quickstart

15. Click Done to close the window.
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2.2

Installing Oracle ADF Runtime

1. Extract the zipped file ofm_appdev_generic_11.1.1.7.0_disk1_10f1.zip.

2. Go to Disk1 folder of the above unzipped file. Run the following command

In Unix\Linux:./runinstaller

3. Enter JDK/JRE Home Path, when prompted.

4. Welcome window is displayed.

© Oracle Fusion Middleware 11g Application Developer Installation - Step 1 0 _

ORACLE’ 11g

L e B e e )

Welcome

Welcome

Install Software Updates

FUSION MIDDLEWARE

»

Prerequisite Checks
Installation Lacation
Application Server

Installation Summary
Installation Progress

Installation Camplete

Help

Welcome to the Oracle Fusion Middlewars 119 Application Developer
Installer version 11.1.1.7.0.

This installer can be used to install a new Oracle Application Developer
Oracle Home, orto patch an existing Oracle Application Developer Oracle
Home.

If you are installing a new Oracle home:

® Make sure you have installed a supported version of Oracle
WeblLogic Server 11g or IEM WebSphere.

# If the products you are installing require database schemas, make
sureyou have created these schemas inyour database.
For more information, see the Oracle Fusion Middleware Installation
Planning Guide.

Copyright {c) 1996, 2013, Oracle and/or its affiliates. All rights reserved.

Kl

|_'_-|"*F.Ie><t:> | | Cancel

[Elapsed Time: om 225
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5. Click Next. The following window is displayed.

[®] oracle Fusion Middleware 11g Application Developer Insiallation - Step 2 of 8

Install Software Updates

FUSION MIDDLEWARE

Welcome
— (2] Skip Software Updates

Skip Software Updates

(—C—€—€—€—€—E-€

| (O)'search My Oracle Support for Updates
Prereguisite Checks |

Installation Lacation s sword |
Application Server |
Installation Summary () Search Local Dirsctory for Updates
Installation Progress ral Director |

Installation Complete | Search For Update |

[ < Back ]I _H__ext:r—l |_:____I Cancel

6. Select Skip Software Updates and click Next. The following window is displayed.

[®] oracle Fusion Middleware 11q Application Developer

|Elap5ed Time: 1m 37s

o OoORACLE g
Prerequisite Checks e
q FUSION MIDDLEWARE
y Welcome Selection Check | Progress | Status |
.;,. Skip Software Updates [# Checking operating system certific... “100% e
J,. Prerequisite Checks [¥] | Chacking recommended operating... 100% v
l'i' _Installaﬂc-n :oca:_lnn [¥]  Checldng kernel parameters 100% 4
,;' Application Server [¥]  Checking Recommended glibc ver... 100% -./
+ Installation Summary [ Checking physical memory 100% | ¥y
|
e Instaliation Progress
|
2 Instaliation Complete
#- o Checking operating wstenk’eniﬁcuinn et
#-+ Checking recommended operating system packages st
#- ' Checking kernel parameters ’fi
B o Checking Recommended alibe version ]
Ll o# Chackinonbesical mamon: v
< o] |
l haps:d'l’lme;‘.lm 57s

2-8
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7. Click Next. The following window is displayed.

(@] Or'.&\a Fusion Middleware 11g Application Developer Instaliation - Step 401 8

FUSI'DN MIDDLEWARE

Specify Installation Location

¥ Welcome

Skip Software Updates

Prerequisite Checks

Installation Lecation

Application Server
Installation Summary Oracle Middlewars Home: tchj’nracle_iapp;’middlemre':] | Browse

Installatlon Progress Oracle Home Directory: sracle. co

C—C—€—4% —{_J—c —i =

Installation Complete

The Oracle home will be created under the Oracle Middleware Home location with
the given name.

' < Back " ﬁext}.]; Elnist ' Cancel

| |Elapsed Time: 2m 17s

8. Select Oracle Middleware Home Path as highlighted and click Next. The following
window is displayed.

Oracle Fusion Middleware 11¢ Applical

Application Server
FUSION MIDDLEWARE

Welcome

Skip Software Updates
Prerequisite Checks

Installation Location

(%) WebLogic Server

Application Server

Installation Summary

Installation Progress

(e —— —

Installation Complete r 1

WLS installation detected, WebLogic Server support available in this Middleware
Haome.

[ < Back ][ Mext >1 |_1=-:-.' _I| Cancel I

I |Elapsed Time: 2m 37s
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9. Select WebLogic Server and click Next. The following window is displayed.

[®] oracle Fusion Middieware 1 1g Application Developer Installation - Step 6 of &

k =

| Help

Installation Summary

'T' Welcome

| = =

¢ Skip Software Updates - Directory Details

| = Middieware Home Location: /scratchforacle/app/middlewars

T Prerequisite Checks Oracle Home Location: fscratchjforaclefapp/middleware foracle_commd
T Installation Location Application Server Type: WebLogic Server

KBplicaeR Server Application Server Location: fscratchforaclefapp/middiewars

e e & Disk Space
! Installation Summary Required: 1080 M8

Tl- Installation Progress Available: 132736 MB

| : i : | = Applications

[ stallat a et

4 nsta Ion Complete Oracle Enterprise meer

4 |- e ]—l 4

ORACLE’
FUSION MIDDLEWARE

11¢

[=}-Install Oracle Application Developer

Save Response File:

To change this configuration before installing, select the topic you want to
change in the pane on the left,
To install this configuration, select Install.

< Back [ Mext = | Install Cancel

IEIapsed Time: 2m 52s

10. Click Install. The following window is displayed.

[@] oracle Fusion Middleware 11g Application Developer Installation - Step 7 of &

ORACLE
FUSION MIDDLEWARE

Installation Progress

11¢

WEICOM & [a]

1 Progress
Skip Software Updates 100% |
Frereguisite Checks Completed ..

T

|

i

|

T 2
]' Installation Location 24 | Install Log /scratch/foracleforalnventory/logs/install2013-12-09_12-34-27PM.

i e
‘.

]
e

|

Installation Successful.
Starting execution of post install scripts

Execution of post install scripts completed

Application Servar

Installation Summary

Installation Progress |
4 ' [T
Oracle Fusion Middleware ) d o
. Xt e @ Pxoditgti' ity
e
N ORACLE
Help __ Next > : : I -| Cancel
| ]Erapsed Time: 10m 37s
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11. Once the installation is complete, click Next. The following window is displayed.

Ihstallation Complete

[®] Oracle Fusion Middleware 11g Application Developer Installation - Step 8 of 8

FUSION MIDDLEWARE

Welcome

Skip Software Updates
Prerequisite Checks
Installation Location
Application Server
Installation Summary

Installation Progress

[l NSl A TN G S T

Installation Complete

[=l-Install Oracle Application Developer

[i'_}---[]irecmry Details

-Middleware Home Location: fscratchyoracle/app/middleware

-Oracle Home Location: /scratch/oracle fapp/middlewars foracle_comm
-fpplication Server Type: WeblLogic Server

—-Application Server Location: /scratchforacle/app/middlewars
=H-Disk Space

~-Oracle Home Size: 1019 MB

“Available: 131696 MB

=} Applications

i Oracle Enterprise Manager

<

Save Installation Details:

Oracle Application Developer installation completed successfully

< Bach ||_ = | [ Einish I [ Cancel |

|Elapsed Time: 10m 57s

12. Click Finish to close the window.
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3. Creating Domains, Repositories, Data Sources

3.1 Creating Domain and Servers

1. In Unix/Linux machine, once the Oracle WebLogic Server is installed, navigate to the
following path.

<WL_HOME>/wliserver_10.3/common/bin

Note
Use XManager for remote UNIX/LINUX machine. Refer XManager Usage.

Here, WL_HOME is /home/Oracle/Middleware.
2. In Unix run config.sh.,

3. Click Configuration Wizard icon.

Fusian Middieware Configuration Wizand
Welcome
ORACLE
@ Create a new WebLogic domain
Create & WeblLogic domain in your projects directony
2 Extend an existing WebLogic domain
Ui this option 1o add new components 1o an existing domain and rodify configuration semings.
Exn || Hep ' Bt
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4. Select Create a new WebLogic domain and click Next. The following window is
displayed.

Select Domain Source

Fusion Middleware Configuration Wizard

ORACLE

® Generate a domain configured automatically to support the following products:

|Orac|e Enterprize Manager - 11.1.1.0 [oracle_common]l

[ Oracle WSt Palicy Manager - 11.1.1.0 [oracle_commaon]

[ Oracle |RF WebServices Asynchronous setvices - 11.1.1.0 [oracle_camman]

Oracle |RF - 11.1.1.0 [oracle_comman]

[ Basic WeblLogic SIP Server Domain - 10.3.6.0 [wiserver_10.3]

[ Oracle Platform Security Service for Audit - 11.1.1.0 [oracle_common]

[ weblLogic Advanced Web Setvices for JAX-RPC Extension - 10.3.6.0 [wizerver_10.3]
[ weblLogic Advanced Web Services for JAX-WS Extenzion - 10.3.6.0 [wizserver_10.3]

O Base this domain on an existing template

[Browse |

5. Select Generate a domain configured automatically to support the following
products option.

6. Select Oracle Enterprise Manager - 11.1.1.0 [oracle_common] check box.

Select Oracle JRF - 11.1.1.0 [oracle_common] check box.

8. Click Next. The following window is displayed.

2]

Specify Domain Mame and Location

Enter the name and location for the domain and its applications:
[romain name; UF:.LL_dcmqlr]'
Croam ain bocation: fsoratchyforaclefapp/middlesare fuser_projects fdomaing Erowae
Application lecation: | Jrormch/forscle fapp /mbddlesarce fuser_projacts fapplications Epmace
Exit Help Brevious Tyt

3-2 ORACLE




9. Enter Domain Name and click Next. The following window is displayed.

10. Edit Domain Location, if needed.

[®] Fusion Midisewarse Configuraton Wizard

Configure Administrator User Mame and Password

ORACLE

' Discard Changes

*Name: | weblogic

*Confirm user password: [ e |
Descriplion: l This wier i the default administrator.

|
User passward. | == |
|
|

Con [ (oo | o]

11. Enter credentials for the following:
e Name
e User password
e Confirm user password
e Description

3-3 ORACLE



12. Click Next. The following window is displayed.

3)

Fusion Middleware Configuration Wizard - X

Configure Server 5tart Mode and DK

ORACLE

Before putting your domain into production, make sure that the production environment is secure. For more information, see the topic
‘Securing a Production Environment' in the Weblogic Server documentatiorn.

‘WeblLogic Domain Startup Mode

JDK Selection

") Development Mode

Utilize boot.properties for username
and pazsword and poll for applications
to deploy.

Sun |DKE recommended for better startup
performance during iterative
development.

®) Production Mode

Require the entry of a username and
password and da not poll far
applications to deploy.

‘WeblLogic [Rockit |DE recommended for
better runtime performance and
management.

(® Available |DKs
Sun SDK.1.7.0_55 @ fscratch/sft/117 /jdkl17 /jdkl 7]

K1 | D

(") Other DK

Lacatian: l:l

T

13. Select Production Mode and JDK from Available JDKs

OR

Select Other JDK option to select any other JDK.

14. Click Next. The following window is displayed.

Select Optional Configuration

ORACLE

Exit

& Administration Server
Modify Settings

B Managed Servers, Clusters and Machines

Add or Delete
Modify Settings

[l Deployments and Services
Target 1o Servers or Chisters

[ RDEMS Security Store
Modify Settings

Help

Previous ﬂﬂﬁ
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15. Select Administration Server and Managed Servers, Clusters and Machines and
click Next. The following window is displayed.

!_: Fusion Middleware Configurakion Wizl

Configure the Administration Server
ORACLE’
) Dizgard Changes
“Hame: | OFSLL_AdminServer |
*Listen address. | Al Lﬁi-al.ﬂ.dd'ressu 1~ |
Listen port: | 7001 |
S5LEgten port: | 7002 J
SSLenabied; B4
B S S -
et |[ Hew | [erevious | [ tieny |

16. Enter Administration Server Name and Listen Port details. Check the SSL port and click
Next. The following window is displayed..

[ Fusion Mitoware Conflguration Wizan

Configure Managed Servers
oRACLE

[ add % Delere  Dizgard Changes | swheh Displyy
| Hame® Listen address™ Listen port S5L listen port 551 enabled
im OFSLL_ManagedServer | All Local Addresses | ™ | 7003 7503 ]
L

| i —

| Exn Help Previous L_im

17. Click Add button. Enter Name and Listen Port details in Configure Managed Servers
window. Check the SSL port and click Next. The following window is displayed.
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[®] Fusion Middeware ( onfiperation Wirand

Configure Clusters

oRACLE
Bl ada 3 [peiere &) Disgard Changes __| Ewineh Display
Hame® Cluster messaging made Muficast address Multicast port Cluster address

(e [ | [Brevous | [_sery ]

18. Configure as required and click Next. The following window is displayed.

®| Fusion Middl y G Mgra Lo

Configure Machines

ORACLE
Machine | Unix Machine |
3 agd 3 Loioe I Disgard Changes
Mame® Mode manager lizen address Mode manager listen pon

[Erovow |z ]
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19. Configure as required and click Next. The following window is displayed.

:!} Fusion Middieware Confupuration Wizard [

Configuration Summary
ORACLE
| Dromakn Summary | Click on &n item inthe Domain Summary pane on the [e 1o inspect itz attributes
;;mr;:;;!ew = | inthe Details pane below You can make limited adjustments by clicking Previous
I Deployment | = U PRt 1o & prior panel. i sverything s saisfactorny, click Create.
1 OFSLL_domain {/scratchforacke /app fmiddiewul = |
- Details |
33 Senver g 7y |
tribiite e
B OFSLL_ad |
ki ? s i Hame Basic webLogic Server Domain [=}
T r—l r‘:_runcr: Description  Create a basic WebLoglc $erver domain without installing samp|
=) Shutdown Class Aulhor Gracle Corporation
D JOC-5handown Location Jscratehforacie fapp fmiddiewars fadserver_10 3/ commontem
[} oMsshutdown =
=00 Sanup Class Hame Cracle Enterprise Manager L3
|_'| JRE Starup Class Description Enferprise Manager
[} Jps suarup Class Author Oracle Corporation
) ooL-sisnup Location Jeerutehforacie fapp fmiddbewars forachs_common e ommon 1
L) AWT Application Context Stu Hame emasTemplate
D IM Framewark Startup Class Description  emas plugin Template
[} web services Starup Class AiaFor Oracls Corporation
D JOC-Snartup Location FECrEtehforache Fapp i icdbewnrs o raebe o e O 0 Ot
[] oms-starup
=[] WLDF System Resource Hame Oracle WebCenter EM
[} Module-FMNDEW r=| | Description  This template will install aracle webcenter.compaser shared by
i | = R Ahar  Oenels Commaetinn P
[] ] ol i) | ol
L |[ e | [ Erevious | [ crepe |

20. Click Create. The following window is displayed.

Creating Dormarn

Preparing...

Extracting Domsim Comenis...

Creating Domain Security Infarmation
Sving 1he Dom um inform Bicn...
Searing Domain farmation

Serired Subativuving Do m uin Files
Parformsing 05 Spacific Taaks..,
Perfonmsing Post Doman Cristion Tasks.
Domain Crested Sucoessiullyd

Comain Location: fscratchforacie/app fmicdl deare fuser_projects fdomains f OF SLL_domain
Admbn Server URL: hifp: ffof s s 22 2009 7000 | hifps ffofss2 228097002

21. Once the creation of the Domain is complete, click Done to close the window.
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3.2

Note

The default Weblogic installation will be running JVM with 512MB, this has to be increased
for the ADF managed server. Say, for a 2 CPU Quad Core with 16 GB it could have the
JVM running at 8 GB as:

USER_MEM_ARGS="-Xms8192m —Xmx8192m -XX:PermSize=2048m -XX:Max-
PermSize=2048m"

22. The "$MW_HOME/user_projects/domains/mydomain" directory contains a script that can
be used to start the Admin server.

$ cd SMW_HOME!/user_projects/domains/mydomain/bin
$ ./startWebLogic.sh

If the server is required to be running and access to command line needs to be returned
use “nohup” and “&”

$ nohup ./startWebLogic.sh &

23. To Start Managed Server
$ cd SMW_HOME/user_projects/domains/mydomain/bin

$ ./$MW_HOME/user_projects/domains/mydomain/bin/startManagedWebLogic.sh
{ManagedServer_name} {AdminServer URL}

If the server is required to be running and access to command line needs to be returned
use "nohup" and "&".

$ nohup ./$MW_HOME/user_projects/domains/mydomain/bin/
startManagedWebLogic.sh {ManagedServer_name} {AdminServer URL} &

Applying the JRF Template

1. Start Oracle WebLogic Server

2. Login to Oracle Enterprise Manager 11g Console (http://hostname:port/em).

ORACLE Enterprise Manager 11g Fusion Middleware Control Setpv Helpv LogOut

FiFam~ | & Topology

Farm_ofsll_domain @ Logged in as weblogic
Page Refreshed Jan 31, 2013 12:07:47 PM 15T 02

= Deployments @  E Fusion Middleware

Nam Status  Target

e €PU Usage
= £ Application Deployments (%)

& [ Internal Applications

ﬁ MBOMMAVA-IN.in 0.00
(5] Ofsl_Managedserver
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http://<hostname>:portNo/em

3. On Left window panel, expand WebLogic Domain - OFSLL_domain and click
OFSLL_ManagedServer as shown below.

ORACLE Enterprise Manager 11g Fusion Middleware Control

Gararm~ | 4 Topology
B~
3 B Farm_ofsl_domain
& [ Application Deployments
= 3 webLogic Domain

5 ofell_domain
El adminserver

&5l [ofsl_ManagedServe

4. On right window panel, click Apply JRF Template Button
displayed as shown below.

& Ofsll_ManagedServer®
5 Weblogic Server v Pags Refras
(i) Information
Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the server. You
now to enable these features, The server mustbe restarted for this operation to complete. Note that the JRF template includes appiication deployments, startup and shutdown class
system dasspath.
Apply JRF Template

El Summary

@ [ Response and Load
General
1 To configure and manage this WebLogi
Shate ki Server, use the Oracle Weblogic Server
CPU Usage (%) Unavailable

Administration Consale.
Heap Usage (MB) Unavailable

Java Vendor Unavallable Work Manager

Java Version Unavaiable Requests (per minute) Unavaiable

Pending Requests Unavailsble

Servlets and JSPs JMS

. The confirmation message is

ORACLE Enterprise Manager 11g Fusion Middleware Control

GiFarm+ | 4 Topology
=
3 34 Farm_ofsl_domain
[ [ Application Deployments
= £3 webLogic Domain
& 55 ofsll_domain
5l adminserver

Setpw Helpv Lt

& Ofsll_ManagedServer@ Logged in as wel
(5] webLogic Server v

Page Refreshed Jen 31, 2013 13:08:15 M

[ Confirmation

The JRF Template has been successfully applied to server Ofsl_ManagedServer, The server must be restarted for this operation to complete, Some information provided by the JAF template may not be
immediately available. Use the Enterprise Manager Refresh button {next to the Page Refreshed tmestamp) to display the most recent information.

= Summary

@ B Response and Load

3.3 Creating Schemas using Repository Creation Utility

1. Download Oracle Repository Creation Ultility Tool
(ofm_rcu_linux_11.1.1.7.0_disk1_10f1.zip) from the link mentioned in prerequisites.

2. Unzip the ofm_rcu_linux_11.1.1.7.0_disk1_10f1.zip to your local drive.

Open command prompt on Unix and browse to $RCU_HOME/bin and run ./rcu
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4. The following window is displayed.

E-: [J:r:|:|]'5|1|'|r'_.' Creation I,11|h|5- Welcoime

Welcome 11g
FUSION MIDDLEWARE
T Weloome
Create Repository
“T‘ Welcome to Repoziory Creation Litility for Oracle Fuzion Middissare.
I ANA IS T [
y Deiab COfnes

The Repository Creation Utility enables you 1o create and drop component schemas that are par of
Oracle Fusion Middleware.

] Skip this Page Next Time
Messages.

e = L

5. Select Create to create new schemas and click Next. The following screen is dlsplayed.

. Rapository Creation Utility - Step 1 of 7 @ Create. Repository

Create Repository

" M FMN MIDDLEWARE
L
f“‘.l
; Creae
“T‘ Lrence. Repct Rovy Create and load component schemas into a database.
Database Connection Derails
T

Remove component schemas from a database.

Messages:

ks BT e )
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6. Provide database details where schemas need to be created, as shown in the above
screen. Click on Next. The following window is displayed.

I. Rl:zl.il_l'.iﬂl'lry Craation |HI|I!':" :ﬂl',‘rl Zof 7 = Datak: thon Delaids

Database Connection Details —11g
FUSION MIDDLEWARE
kb Database TypE: [oracle Database -
Lreate REpOSILONY
e Database Connection Details
= T = B Host Wame: (ofss222464.inoracle.com |
sglect Components En Erreing
T i For RAC database, specify VIP name or one of the Node name as Host name,

For SCAN enabled RAC database, specify SCAN host as Host name.

Map Tabisspace Port: §1_521 |

Serwice Mame: [OFSLLDE |

Username: [y |
User with DEA or SYIDEA privileges. Examplesys

Fassword: LIITITTTTTY |

Eole: |5vsoBa |

Cne or more components may require SYS0EA role for the operation to succeed.

Messages:

| Hew [ <pack “ uex*h} ] finisn | [ cancel

7. Provide database details where you want to create schemas, as shown in the above
screen.
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http://<hostname>:<Port>/<ContextName>/faces/pages/OfsllSignIn.jspx
http://<hostname>:<Port>/<ContextName>/faces/pages/OfsllSignIn.jspx

Note

You will require a user with SYSDBA role to create schemas.

8| Repository Creatson Utaty - Hleg 3 of 7 2 Select Comporsnis

Select Components

HIIlDH MIEILEWARE
: A Prefia groups the componen £ 1 solisied with one deployment

i ebecy am gximing Prefix -

1'. Batakage Connection Dealy &) Grente b now i [OFSS |
T Sehern CiNTHIWE RS Frifix can contain onky Alphia-numeric characlers, Prefic hould nal
start wilk & numbser avd should not Coms e amy Special Characters.
s shema Buiveords
Comporan | Schama Dwner |
EOracle 45 Repasnony Componens -
=& Common Schamas
P Metadara Servites CFSS_MOS
Clduntdin Servoes Lal
O Audit Gerdoes For Q5 LALIDES
DEITIH'HI‘I!-'E Seheduler Serace E5S
B Dracke PIANTOFm Sacuriny Sensies OF55_ 0F55
E [ iderd by Managemaent
B Web emer Conten
A 0racke Cana Inlepraos
= 0nch Busingss InteRgence
P Butingss infelkgende PLarfaam | PSS, BIPLATFORM =
-‘El'ﬂlﬂ.llﬂl; Communicaion Serdoes
#5004 and BPH Infrastruciure |

| Messages:

[ Heip | <bwk [ Hegs ]  cancel |

8. Select Create a new Prefix option and specify value. For example, OFSS.Check
Metadata Services, Oracle Platform Security Services and Business Intelligence
Platform as shown in the above screen.

9. Click Next. The following window is displayed.

tfor S_ecgnrv Senvices
smess lntelhgence Plalrurm

Operation completed. Click OK to continue to next page.
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10. Once the operation is complete, click OK. The following window is displayed.

. Repository Creation Utility - Step 4 of 7 : Schema Passwords

Sthema Passwords

ORACLE 11g

FUSION MIDDLEWARE

Please enter the passwords for the main and additional (auxilfary) schema users. Password can contain
| Welcame alphabets, numbers and the following special characters: §, #, _ Password should not start with a number
(e ar a special character.
: DA & Connection Detal: () Use same passwords for all schemas
+ Select Components () Use main schema passwords for auxiliary schemas
: ‘T' Schema Pass words _t (%) Specify different passwords for all schemas
¥ Component || schema Owner Sthema Password | Confirm Passward
o Summar Metadata Services |OFSS_MDS rer— e
" Oracle Platform Security Services  |QFSS_OPSS | sl
' d Business Intelligence Platform {OFSS_BIPLATFORM ik [sessesssnenenee
Messages:

11. Select Specify different passwords for all schemas and provide Schema Passwords
for each server as shown above.

4

12. Click Next. The following window is displayed.

5_'_' Repository Creation Wility - Stop 5 of 7 : Map Tablespaces

ooe 118

Choose tablespaces for the selected components, The default and tem porary tablespaces are specified in
thie table below:
Tao ereate newiablespaces or modify existing 1ablespaces elick the ‘Manage Tablefpaces® button.

Map Tablespaces

Companent [Schema Qwmer ['Dm Tablespace | Temp Tablespace |
) Metadaia Services | OF35_MDOS | TOFSS_MOG | TOFS3_LAS_TEMP
i ! Oracle Platform Secu..,  OF55_ 0F55 *OFS5_LAS OFSS *OFS5_1A5_TEMFP
¢ SchemaPasswords Business Intelligence . OFSS_BIPLATFORM  =OFS5, BIPLATFORM *OFS5 LAS_TEMP
n.:.- Map Tablespaces
T
y Summary

= Defauh tablezpaces (specified in the configuration files) are to be created upon confirmation,
Manage Tablespaces ]

Mezages!

[ e | [ <gack | pexi> et | [ Cancel ] |
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13. Click Next. The following window is displayed.

[®] Repository Creation Utility - Confirmation

2

Any tablespaces that do not already exist in the selected schemas
will be created.

Click ©FK.to create tablespaces.
Click Cancel to return ta the wizard.

QK. ] | Cancel

14. Click OK. The following window is displayed.

(@] Repository Creation Utility - Creating Tablespac

Yalidating and Creating Tablespaces

ﬂ Check tablespace requirements for selected components | 00:00.104(ms)
ﬂ Crea'te tablespaces in the repository database I_qg:_gg‘___faggiggg}__

| |
Operation completed. Click OK to continue to next page.
.'E“’x

15. Click OK to continue to the next page. The following window is displayed.

'_|'_| F-il_*plr'_;'.!llrj,' Croation LUHility - :§1|:F| BalT: Smlun:n'

Summary 11
FUSION MIDDLEWARE
T Welcome Dratabase delsils:
Creyte Bepogintary Host Name: ofz22 24 64 inoratle. com
T Par: 1521
T Dasabare Connection Detadls | service Nsme: OFSLLDE
Etlect Components om0
T Operation: Create
¥ fchema Pappwerds Frefix for (prefixable) Schema Cwners-OF5S
Map Tablespaces |
1 , | o T T eblessce tame
| | il-lvtudatﬂmites OFS5_MDS Drefauh QFS5_MDS
Temp OFSS_MAS_TEMP
| Addinianal Mane
il}mit Pistfarm Security Senvices OF55_0P35 Drefmish OFS5_IAS5_0PSS
Temp QFSE_InS_TEMP
| Additional MNone
|Business iIneligence Patform OFS5_BIPLATFORM Defauh OF 55 _BIFLATFORM
Temp OFS5_IAS_TEMP
Additianal Hone
11
aee ] (stax ] wer> | (g ] [ Coneel ]|

314 ORACLE



16. Click Create. The following windows are displayed.

Repository Creation Utility - Create

Repozitary Create in progress.
(5 Metadata Services 0009 935 (sed)

Oracle Platform Security Services 0

Business Intelligence Platform 0

Execute post create operations 0

| Stop
@] Repository Creation Utility - Step 7 of 7 : Completion Summnry |
| Completion Summary ORACLE 11g
FUSION MIDDLEWARE
Databate details;
Host Mame ofss2 22464 inorscle com
Par: 1521
Service Name: OFSLLDE
Connected Az FE
Dparstban Creale
BCU Logfile: Ampflogdir 2013-12-10_10-20/rculog
Component Log Directory:  fimp/logdir 2003-12-10_10-20
Execution Time: 20 seconds
Prefix for dprefixable) Schems Cwners OF55
w  Commpbetion Sumemay

. compomem | Staws Lagfite Time |
Metadans Services Tusceess mdg log D002 194 {zec)
Qrache Flaform Security Services Furiers opsslog D006 55056}
Buginess Intelligence Flatform Success biplatform. log 0006 S56(Tech

Hop

e |

17. Click Close to close the window.

3.4 Creating Metadata Repository

Assuming that OFSS_MDS schema is created using Oracle Repository Creation Utility (RCU)
as mentioned in Creating Schemas using Repository Creation Utility section, follow the below

steps to create the repository.
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1. Login to Oracle Enterprise Manager 11g console (http://hostname:port/em).

ORACLE Emorprise Manager 119 fusien vrmewars Comtrmd

S = el LogOut
reme g Topsogy
m~ OFSLL_domakn o Loggedin s webloge:
= B P i i Fivtioge Doman = g Rabeputand St #, 333 37 EP B 57 03
Aepcaton Srpasmert. I = eme
5 0 Ve o Copmes Se B Clhuller oo
= 4l O demain e i Saas: @
5§ ormy sdergerr Of Tecorfipure and mnagr Caw Defmit Smwon
- Loge » . i - Custer
5 DFEL MarsgniSerre - WL D, it T (R [ B e MBS Load
o vade con LRGS0 TR Rt00 e Negitten || Tyok
Pt LBagE fru o Csners fourd
gl Desiment i B — B
[ T-B
ou Seruces ¥
B Coman Coefigraten
Beauity ¥ Wi e
et bt el b
T0C Dats Sories
T MBS Bt e @
MName Sats Tt
f veebuapc Server Wamngtraton Cansse e A gt B dcaon Depmenss
- *
Pt Semern ;'m o 20 e Rphcatiorn
L g Srrborraton )
L a1 1 L
o P Manag e wm L} 0 o
i Qe Wiebd oqgec Domam Resowce Cosfer L]
erfore o togn

) What e an Cracks WabLoge Server Domant
() Mg O e AN SErr st Fulin M wae SO
(B Manage Cris WisLogs Servis mith Bu Admak ain Dordcls
sl Adewrestration: Tasks
) Fartg s Slapping Dracls Weblags Ser v Futinces
D Cansreng 50 A20RIBN LG Fiskon Madese Gl
(B} Troeil Sty Bradtie wih Fuson Melendrs Coriel
(@) armng Siarted g fa Fumn Meddenars Dot ol Miasn Broess
her Remcusors
D Orache Fuson Mademre Rrsources o P e
T Cvacie Fusion Mcdemirs Poruss

Click on domain name OFSLL_domain on the left side panel.

Expand Weblogic domain OFSLL_domain and click Metadata Repositories on right side

panel, as shown above screen.

4. The following window is displayed.

ORACLE Entarpriss Manager 114 Fusion Middewars Conirol

Gfiram | &b Toodogy
[+ B OFSLL_domain @
& B P P _doman il Webloge Doman +

1 [ appicaton Desioyments
5 0 Wesoge Doman: Metadata Repositories &
% il s domain

ou Ceste mast

Selpw Mepw LogOust

Logged oz webloge:
g rfrastad B . 01 i b 57 £

- . oo na
B oPa_tdwsercer UTALy i reated on sk e Bited recuRt e, T

rg T Regaostory O Metadsta Servioes (D) re00siones can be cested n 8 datsbase with e Reoository Creston
e

ot M5
OPGLL Marage e
4 - Datataie-Based Reprasavies

Foegwter.. || Deregiern,

Rty hsme

Betare you can Sy aooica) e y.

e —
N Bapontiry

File Raned Reposstories

Brrrgier

POl Locaen

Rsersitery Koama
Hes Rgmanery
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5. Click Register button. The following window is displayed.

ORACLE Entarprise Manager 11g Fusion Misdiewars Contral
iFamy g Toooogy
&~ OFSLL_domain @

Seps Hebw LogOut

Logged i a2 weblogic
= [ Farm _CFSLL_doman 4] Weblogic Domain Page Bafreshed Duc 12 3913 144:22 i 157 1)
# [ Applcaton Depioyments:

= (3 Webloge Domain Matadsta Raposinnes > Regiter Matadata Resostery
= N . | Register Database-Based Metadata Repository @

::J PG Managedserver | ATepository stores nf Apgication Server ad ather aogicatons. A ¥ Must be regstered to be coerational. A database-based repository s reated usnyg the Repository
= = Creation Lsity, To regster, input datebase connechon informabon and dick Query, then select one of the Metacata Repository and did O butipn.

Database Comnection Infarmation
Dacsbase Toe ) gracle 2 501 Sarver © mmpE2 O Myss *Liser Hame: | OFSS_MDS
" Hosthame | ofss222464,n.orade. com L e,
“Poct | 1821 Ade [momaL ]
" Serice Name | OFSLLDS
Lo
Metadats Repositery Is Regstered? Schema Hame Verson Bt Modified Time
L falsq. 0Fs5 05 1LLLED VAID Dec 10, 2013 10:34:57 AM 15T
MDS false DEv_MDS 1LL160 VAID Nov 25, 2013 12:25:43 PM IST
] false OFSLLMOS 1160 YAID N 22, 2013 3:26:047M 15T
MO faize oL M5 ILLLAD WaLID Oct 28, 2013 10:16:00 AM IST

Selected Repository - Schema: 0FSS_MDS
The slected schema can be regtered only It has not aeady been regstered.
e Hame [pdl

= Schema Password [assansed

6. Enterdatabase instance details under Database Connection Information section and click
Query.

7. All available schemas in the given database instance are listed.

8. Select the schema you require and enter Repository Name (adf) and the password
under Selected Repository — Schema OFSS_MDS section.

9. Click OK. The following window is displayed.

ORACLE Enterprise Manager 11g Fusion Middiewars Control Setpw Hebw LogOut

£ Topslogy
OFSLL_domain @ Logged n as weblogic
arm_CFSLL_doman ] Webtogc Doman « Page Rufreshed Do 12, 200 2ot P 1T 03
Appicabon Depioyments
= ‘WebLoge Do, - - [
S TN [Fre— @
o sErane Metadata Repository mds-acf has been sucoessfuly registered. IFit is nat visble n the table after refresh the page, it maybe because Server need 1o be restartec Restart Admin Server o pee the [
:_=7] CPSLL_AdminServer ey regestened Repository. -
OFSLL_ManagedServer
£ [ Metadata Repor positork @

You create most Fusan Mddeware component schema repastones in 8 dstabase using the Repository Creston Lisity. Metadata Serces (NDS) repositories can be reated n a datshace with the Repodry Createn
Lty or crested on diok as Se-batad repostories, Youmust regiter an MIS repository before you can déplay Applcation melacata i the repasitory.

Database-Based Repositories

Regater.., | Deregater, .
Repostory Name Database Type Database Name Schema Name O Locaton
mas-adf Orade OFSLDS OFS5_MDS s fack

File-Based Repositories

Regster... | Deregaier
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10. Click Repository name mds-adf on left panel

ORACLE Enterprise Manager 11g Fusion Middieware Control

=
= rarm_cesit_doman
[ Apphcation Deployments
= [ Webloge Doman
= 5] oFsiL_domsin
B ool _sdmrteve
&l oFSLL_Mansgedserver
£l [ Metadats Reostories
[Z) i

mds-adf @
[G] meracars Reposrory =
= Repository Partitions.
To st 3 partiton chok on a row n the Repository Parttons table,
[ Delete ... | Manage Labeis
Repasitary Partiton
Mo partibans faund

= Targeted Servers
story s accessble from
s WAemove .
E1 B orsu_sdmnserver

# Resouree Center

. You can even select it from right panel.

@o.

Setpw Hepw LogOut

Page Bafreshesd D 12, 2000 254740 7 157 83

Reac Write
&7 Applcatons  Resporse Load Response: Load
lsecends) fresdsjzecond]  (seconds} {readsfsecond)
= Response and Load @
1233 143% 1437 143 1441 1443 raas 1447
Becember 12 2013
1 »
— Document read trme (n asconds) = Nembar of dacuments read per sacond
Tatie view

11. Click Add and target to OFSLL_AdminSever and OFSLL_ManagedServer as on right

panel.

3.5 Creating Data Source

1. Login to WebLogic Server 11g console (http://hostname:port/console).

ORACLE

WebLogic Server® 11g

Administration Console
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2. The following window is displayed.
ORACLE WeblLogic Server® Administration Consolo

Change Center
View changes and restarts

(Click the Lack & Edit button to modify, add or
deiete i in T doman.

Lock & Edt

Release Configuraton

1 rome Log Out Prefivences (& 1

Home Page

d R

d Help

Home > Summary of Server s Sumeary of Serces sSumeary

L_doman >Summary of JOBC Data Sources

Welcome, weblogic | Connected to: OFSLL_domain

n Configure appleatons

General I

» Common Admiristraton Task Desanpions

Domain Structure b » Configure Gridlink for RAC Data Source » Read the documentation
OFSLL_doman # Recent Task Status a Ask  question on My Oracle Suppart
B-Envrorment » Set your console preferences = Orace Guardian Dvervien
~Deployments » Drade Enterprise Manager
E-Servces
E-Messagng ~ Domain Configurations
“Data Sources
Parsstant Sesres Domain e
Foreign IO Provders T B e
B R::m" e
ries _
3. Enbity Caches » Store-and Forward Agants
~COb u 45 Modules.
Ml Sessions 2 | s » PathSenices
iFaT:
— « VirtaiHosts = fridges
Howdo L. » Migratable Targets = Data Sources
» Search the configuration » Coherence Servers » Persstent Stores
U Ml Chang Cinar + Coherence Custers « L Ragstries
» Record WLST Scrpts + Machnes o MM Entity Caches
= Work Managers = Forsign IO Providers

» Changs Conssls prafarancas
+ P Corminck + Startup And Shutdown Ciasses

' Monitor servers

Your Deployed Resources

Interoperability
» WTC Servers
s Jolt Connection Posls

T a] - Deoments
Health of Running Servers:
our Application’s Security Settings
I _Fed il » Security Reaims
I Critieal {9
I Overloaded (0)
[ Varming {0)
L R=jci

3. Click Domain Name — Services — Data Sources.

4. The following window is displayed.

ORACLE WebLogic Server® Administration Console

Change Center @ Home LogOut Preferences [ pac

View changes and restarts

Chok the Lock & Edit button to modify, add o
delete items in this doman.

e a

Home 3 Summary of Servars »Summary of Services > Sumeary of J08C Duta Sources >OFSLL_domain >Summary of JD8C Data Sources

Summary of IDBC Data Sources.

Configuration  Moritorng

Lock 8 Ede

Faleass Configuration

borrow a database connection from a data source.

This page summarizes the JOBC data source objects that hawe been oreated in this doman.

b Customize this table

Data Sources (Fitered - Hore Columns Exist)

Cick the Zock & Fditbatton in the Change Center to actvate af the buttans on this page.
lected

A JDBC dats source i an chiect bound to the DI tree that provides databace connectily through & pool of JDBC connections, Applications can lock up & clata source on the D] tree and then

Welcome, weblogic | Connacted to: OFSLL_domain

Delele Showing Ota Dof 0 Previous | Next
‘ |I|m-r\ Type DT Hame [-m!h

[ There are no items to dsplay

Vaw ] [Deiete

Shawing 0t 00f 0 Previous | Next

« Create JDBC genenc data sources
« Creste J0BC Gridrk dats sources
» Creats J0BC mult data sources

® Delete JDBC data cources

= Delste TDBC mult data sources

System Status
Health of Running Servers

Faled (1)
Critieal ()
Overioaded {0)
Warring (0)
I ()

I
I
[
[
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5. Click Lock & Edit button on the left panel. Click New on right panel and select Generic
Data Source.

ORACLE Weblogic Server® Administration Consalo

Change Center 1 Home Log Out Preferences [ Record Heb Q Welcome, weblogic | Connected to: OFSLL_domiain
View changes and restarts Home a Summany of Servers » Summary of Sarvices »Summary of J08C Duta Sources »OFSLL_doman »Summary of JDBC Data Sources
Mo panding changes exist, Cick the Reiease Create & Mew J0OC Data Sounce
Configuration button to alow others 1o edt the
doman, Back| |Next| |{Finash | || Cancal|
ock & Edt
IDBC Data Source Properties
Reiease Configuration
The faowing properties will be used to dentify your new JDBC data sounte,
Domain Structure Indh edds
OFSLL_doman -
#-Environment What wodd you lke to name your new J06C data source?
Deployments
B senves (] " Hame: OFSLLNEW
B-Messagng
E =
[eta Bources i What JHDT name sroukd you lice to sssign to your neve JDBC Dats Socrcs?
“Persstent Stores
Faregn NI Providers ,]Emlllnma
‘Work Contexts f
ML Regsiries jdbe/ofs11DBConADS]
MM Entity Caches
yae ]
‘Mad Sessions
e 11
Howdo L.,

« Create JOBC generic data sources What databace: type would you B ko select?

» CranteLLR-snabied DBC data sources Database Type: Oracle =
System Status Bl | e uq | Finiah | || Cancel

Health of Running Servers

| Fsded (0)

[ Critica {0)

6. Enter Data source Name
7. Enter JNDI Name as jdbc/ofslIDBConnDS.

8. Select Oracle as Database Type and click Next. The following window is displayed.
ORACLE wWeblogic Server® Administration Cansole

Change Center &) Home Log Out Preferences (] Record el Q Welcome, weblogic | Comected to: OFSLL_domain
View changes andrestacts. Heme »Summary of Sarvans »Summary of Services » Sumeary of JOBC Data Scurces >0FSLL domain »Summary of JDBC Data Sources
I pending chances axat, Cick the Risease Create & Hew JDBC Data Source:
Carfiguraton buiton to alow others to ect the
doman, Back | Next Finuah Cancal
Lock & Ear
JDBL Data Source Properties.

Reiease Configuraton
—_ The following properties il be used o ientify your new JOBC data source.

Domain Structure

Database Type: Orade
Vihat databsse driver wouid you lke 1o ise to reate database connections? Hote: * indicates that the driver is explotly supported by Orade WeblLogc Server,

Database Driver: *Oracle's Daseer (Thin) for Instance connections Versions:9.0.1 and later [=]

| Back %| Fian | | | Caneai

* Create JOBC genenc data sources
o Create LLA-enabied JOBC dats saurces

System Status

Health of Running Servers

I Faded (0)

I Critical (9)

[ Overioaded {0)
I Warning {0)

| ________Ege)

9. Select the Database Driver "Oracle's Driver(Thin) for Instance connections;
Versions:9.0.1 and later” as shown above.
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10. Click Next. The following window is displayed.
ORACLE WebLogic Servar® Adminsraion Console

Change Center 1) Home Log Out Prefivences [B] Record Hep. Q Weicome, weblogic | Connected t9: OFSLL_domain

Howe > Summary of Sarvers »Summary of Services »Sumeary o

CEC Dats Sources >

domain > Summary of JOIC Data Soarces.

View changes and restarts
Mo pending changes exist, Cidk the Relsase Create a Hew JDBC Data Source.
Configration button to allow others 1o edt the

doman,

Lock & £t
Transaction Options

Release Configurston
‘ou have selectad non-ii JOBC driver 0 creste database connection in your new data source.

Domain Structure Does this data source support global ransactons? If yes, please choose the transaction protocel for this data source.
OFSLL_domain -
S-Ervrorment g | 4| supparts Global Transactions
i Daplymants
Salact this cpton if you want i enaible non-XA JDBC connections from the dats source to particpate in giobal the {way
in place of Emuate Two-Phase Commit.

Logging Last Resource

Sefact this option if you want to ensbls nan-LA JDEC connectons from the dats source t amulate partapaton in ghodal transactions usng JTA. Salect this option only If your Spckcation can toierate
hewrsbs conditens.

Emulate Two-Phase Commit

- Selact this opson if you want to enable nan-iA JOSC connections from the data source to the \ith thes opson, no other
rescurces can particpate in the global rancacton.

How do L.
@ One-Phase Commit
= Create JOBC genenc data sourdes

» Creste LLR-enabled JDBC dats sources. Back _N_mgﬁl Finh | || Cancel

System Status =]
Health of Rurring Servers

I Faled (0)
I Criveal (2]
I Overdoaded (0}
I

11. Click Next. The following window is displayed.

ML= VYEDLOgGIC DErVEr™ ASminisiraton Lonsole -
enter & Home Log Out Preferences (5] Record Help Q m‘m!mwm:m
ey naid vt Hom >Summary of Sarvers >Summary of Swrvices >Sutwmary of I0BC Dats Sources >

3 changes xist, Cick the Release Create a New JOBC Data Source

500 button to alow others tn edt the
Back| |Mext| || Fmmh | || Cancel
Lock & Ed -

Connection Properties
Define Connection Properties.

Release Configuration

tructure What is the name of the database you would lke to connect 157
s -
ment Database Name: OFSLLDB
enls
1 What is the name or IP address of the database server?
sagng E
;::::N“ F Hogt Rame: ofs5222464 in oracle_com
wgn P01 Providers
& Contexts Vihiatis the port on the database sarver Lsed to connect to the databass?
. Registriss I
L Entity Caches Port: 1521
-~
1 5esons What database
- i account user name do you want to use to ceate database cornections?

13

Database User Name: OFSLL141

ICEC geners: data sources
LR -gnabled JDEC data sources

What is the datahass account password to use to create database connections?

tatus
tunning Servers.

Fadad (1)

Confirm Password:

Back | | ||'m=\r. | L Cancei
Critical () — —w} Sap—
Overlosded (0)
Warming (0}

=i
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12. Enter Database details click Next. The following window is displayed.

ORACLE Weblogic Server® Administration Cansale

Change Center & Home Log Out Preferences [ Record Hep | Q
View changes and restarts Home >Summany of Seras > Surmary of Servicn »Summiy of JDBC Dnta Sourom »OFSLL docuin >Summary of JDBC Data Sources
o pending changes exist, Click the Release Create a New JDBC Data Source
Configuration button to alow others to edit the
st | Testcont | 1Back] et || Fasn | cancel
Lock S Eat
Test Database Connection
Reass Connguraten

Test the database avalablity and the cornection propertes you provided.

What 5 the il package name of J08C driver class vsed to reate database connectons i the connection pool?

Driver Class Name: vracle, ydbe OracleDriver
I
What's the LIRL of the databece o connect to? The format of the URL vanies by J0BC driver.
- Foreign NI Providers
Work Contexts L jdbe-oracle:thin:@ofss 222
AML Regatries L
:’;ﬂ"'"wmﬁ What databiose account user name da you want 1o use to reate datsbase cornections?
{ Ml Sessions % Database User Name: OFSLL141
LFe TS
Howdo L. B What s the database account passrord to use to Create database cornecions?
= Create JOGC Qenenc Cata sources (Piote: For secure password management, enter the password i th res
o Creats (R-enabled J0SC dats sousces
Pasoword:
System Status =]
Health of Runring Servers Confirm Password:
I Faded {0)
I - s () ‘What are the properties to pass to the JOBC drives when crestng database connections?
" Overloaded ()
i - Prebi
7 user=OFSLL14l

—

The set of orver properties whose values are derved at runtime from the named system property.

System Properties:

-_—

3. Click Test Configuration. The following window is displayed.

Welcome, weblogic | Cormected to: OFSLL_domain

"ORACLE Wablogic Sorvar® Admniarsion conrl B o7

Change Center & Home Log Out Preferences [ Record Hep | Q,
View changes and restarts Home > Summary of Servers > Summany of Sarvices > Summany of JOBC Cata Sources »OFSLL_domain > Summary of JD8C Data Sources
Hessages.
o pending changes exist, Cick the Releass
Configuration button to slow others to edt the o Connechon test sucoreded,
domain,
Taiiia Create a New JDBC Data Source
Release Configuraten Test Contiuraton | || Back lu_wtu Frisn | || cancel
Domain Structure Test Database Connection
OFSLL_doman . Test avalabity and you provided,
F Envwerment
i Deployments What is the full packags name of JDBC driver class wsed ta create database connectons in the connecton pool?
EServices =
Messagng
Data Sources £

iPargstent Stores Driver Class Hame: oracle jdbe OracleDrmver

What s the URL of the database 1o connect to? The format of the URL varies by JOBC driver,

URL: e oeacle thin @ofss 222

What database account user name do you want to use to ceate database comnexiions?

Database User Name: OFSLL141
& Create TBC genaric data sources.
o Creste LLR-snsbled JOBC dats sources \What iz the databsce sccount dtowe datah
System Status El
Health of Runing Servers kb
I Faded (0)
I crivcal (9) Confirm Passward:
I Orverioaded (8}
I Viamang [0) What are the properbes to pass tn the JDBC driver when cresting datsbass connections?
e

user=0FSLL14L
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14. Displays confirmation message as “Connection test succeeded”. Click Next. The

following window is displayed.

ORACLE Weblogic Server® Administration Consala

Change Center ) Home Log Out Preferences [ Record Hep

E— — Mt s Summary of Sarvars sSumeary of Sevices > Sursmary of J08C Date Sau

o perdng changes exist, Cick the Releose Create a Mew JDBC Data Scurce

Configuration button to alon others to edt the
doman, Beck]| [ieE

Finsh | || Cancel

Select Targets
Raiease Confguration

later e,

ife

You can select one or mare targets to deploy your new JOBC data seurce. IF you don't seiect a target, the data source wil be created but not deployed, You wil need to deploy the data source ata

Servers

¥/ ofsSLL_adminServer

£ 7| OFSLL_Managedserver

Back| (Wi | [Fign) | | €ancel

Welcome, weblogic | Conrectsd to: OFSLL_domain

F5LL_doman »Summary of JDBC Dats Sources

« Create JOBC genenc data sourees

o CraatelLR-enabiad JDBC data sources

System Status.
Health of Running Servers

15. Select target Servers OFSLL_AdminServer and OFSLL_ManagedServer and click
Finish. The following window is displayed.

ORACLE Weblogic Server® Adminisiration Conssle

Change Center. A Home Log Out Preferences ] Record Hep

L
View changes and restarts

2 changes exst. They must be activated Summary of JDBC Data Sources.

anding.
to take effect.
Configuration  Manvtarng

4 JDBC ot sousce a0 cbect bound to e 201
barrau & catabase connecton from 8 data source.

This page summarizes the JOGC data source objects that have been crested in this domain.

r Customize this table

Data Sources (Filtered - Hore Columns Exist)

INDI Hame:

| beieioecom0s

s >Summary of JDBC Data Sources

L tres that provides database connectty through a pat of J0BC cannectons. Applcations can ook up 2 data source on the DI tree and then

| Targets.

| 0P8 _drnterser, OFSLL Mansgecterver

Welcome, weblogic | Cornectes to: OFSLL_domain

Showing 110 10f 1 Previous | Next

Showng 110 1af 1 Previous | Hext

16. Click Activate Changes on the left panel.

Update the following parameters in JDBC data source connection pool:

1.

Pool.

users are more this needs to be increased.

Click Advanced button and update the fo
Inactive Connection Timeout=900

Click Save.

3-23

llowing:

Select Services— Data Sources—> select the OFSLL data source— Connection

Initial capacity and Maximum capacity is defaulted to 15, if the number of concurrent

Uncheck the "Wrap Data Types" parameter for better performance.
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3.6

Creating SQL Authentication Provider

1. Login to WebLogic server administration console and click Security Realms in left panel.

The following window is displayed.

ORACLE WeblLogic Server® Administration Cansale

Change Center @ Home Log Out Preferences [B3) ftecord Help a
View rhanpes ned rwstarts Fiorse > Fammary of Security Reslnus
Chck the Lodk &‘d- button to modify, add or Summary of Security Realms
delate itams i this
] R
Release seqity reaims in a WWiebLogic Server domamn, but only one can be set as the cefacit {active] realm.

[Domain Structure

v Customize this Lable

Realms (Filtered - More Columns Exist)
Chck the {ock & Fditbutton in the Change Center 1o activate al the buttons on this page.

New | | Delete

Name

users, Qroups, security roles, security poloes, and security providers-that are used to protect WeblLogic resaurces. ou can have multivie

This Security Reslms page kst sach seciity resim that has been configured in this Weblogic Server domain. Cick the name of the resim 1o explore snd configure that resim,

Welcome, weblogic | Connected to: OFSLL_domain

Shoving 110 Lof 1 Previus | Next

Showng 110 1of 1 Previous | Next

How do L. =

= Configure new secunty resims
» Deiste sacurity resims
= Change the defacit secusity reaim

System Status. =]

Health of Running Servers

] Faded (0}
I Ol (0)
[ Overloaded (0)
I

2. Click myrealm onright panel. The following window is displayed.

ORACLE WeblLogic Server® Administration Console
Change Center @ Home Log Out Preferences B fecord Hep Y

e Harma » Summary of Secueky Raslws = myraslm
G:kﬂ’thdci‘d‘halmumﬁ add or
delete items 1 ths doman,

Settings for myrealm
Configuration | Ussrs andGroups | Roles sndPoloes | Crecentisl Mappngs | Providers | Mgration

General = RDBMS Seaity Stare  UserLodkout | Performance

Chck the Lock & Editbutton in the Change Center to modify the setiings on ihis page,

OFSLL_domain Save
S-Emronment
Depiayments y
Bl Use this page t configure the ganaral behawior of s security resin

~Sequrity Reaims Mote:

£F yous pre i g 56 umJlCC\kw Contract for defined
it avalabie and the security Runctions for Web appicatons and EJ6s in the Adminsiraton Console are d

Hame: myreain

5 Securtlpodel Defaults T

prouTr = 1] Combined Role Mapping Enabled

= Manage security for Web applcations and
EEs

® Settha default security model

= Delegate $8aan authorization to the rasm

] Use Autharization Providers to Protect JHX Access

i JSR 215}, you must use the DD Only security medel, Other Weblogi: Server models are
sabled,

The name of this secusity resim.  More Infio.

Wekcome, weblogic | Connected to: OFSLL_domain

s i the Enterprise Appbcation, Vieh
evact. This setting is by for W
Ay model and that nitiakre

P
Mlean cperation.  More Info...

System Status =] | = WhdvEnced—

Health of Running Servers oo

| Faded (0] Chck the Lock & Editbution n the Changs Canter to madfy the settmgs on this page.
I Critical {0}

I Crverloaded (0)

[ Warring {3}
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3. Click on Providers tab. The following window is displayed.
ORACLE Weblogic Server® Adminisiration Consolo

Change Center @ Home Log Out Preferences [Ed Record Hep | Q Welcome, weblogic | Connected to: OFSUL_domain
View changes and restarts Hiama » Suemmary of Securty Reae ~Providars
Chick the Lodk & Edit button to modify, add or Settings for myrealm
delete iters 1 s doman,
Configration  Users and Groups  Roles and Poboes  Credential Mappngs  Providers  Migration
Lagk b Eat i

= — Authentication | Fassword Vaidaton | Authorizaton | Adpscation | RoleMapping | dudtrg | Credental Mappng | Certficaton Path  Keystores

Rickeaae Configuraion |
Domiain Structure A Auantcation rovider skows Weblogs Server o essblsh s by valdating o user. You must e voe Auantaaton rovider o securty resin, and you can confuee e Authentaaton
T provdersris Different types of e desgnad 1o access dffarent dats stires, tuch B LDAP seruers cr DEMS. Tou can o configure 8 Redim Adep
et it abon prvckr had aoves Yk 1 wckk ih s e s o vt et of Webl gk Server
i Desloyments

[ Customize this table

Authentication Providers

Chek the Lock & Editbution n the Change Center to actvate al the buttons on this page.

New | [Dulste] |[Recrder Shawing 1to 26f 2 Previous | Next

Hame Descrition version
Defauitiuthentcater Weblogie Authentication Provider

How do 1. 8] | [ oetmssenntyasserter Webloge [dentty Asserton provder Jus |

+ Configure Authentieation and Identty Wew| [Deeis] | Resrdes Showng 110 20f 2 Previous | Next

Assertion providers

& Configur the Passward Valdaton provider L

= Re-order Authentication providers

System Status
Health of Running Servers

4. Click Lock & Edit to unlock the screen and click New button in Authentication Providers
sub tab. The following window is displayed.

ORACLE WebLogic Server® Administration Cansole (=)
Change Center @ Home Log Out references [ Record Hebs Q Weknme, weblogic | Comected to: OFSLL_domain
Whew changes and restarts

Mo pending changes exist, Cick the Relesse
Configuraion button to slou: Others o edit the
doman,

Te name of the suthenbcaten pravider.

“tame OfsiDBAuthenticator

s 5 e type of sulhenteaton provider you W 19 reate.

Tvee: SQLAutentcator =)

(G |imes

Howdo 1.

» Manage security providers

= Comfigure Authentcaton and dentey
‘Asserton pravders

System Status.

eaish of Ruming Servers

I Faded )

I Crcai (0)

T Ouerlosded (@)

I o

5. Create Authentication provider with following values.

Name: OFSLLDBAuthenticator

Type: SQLAuthenticator
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6. Click OK button. The following window is displayed.
ORACLE Webloglc Server® Admiisaton Corsale

Change Center @) Home Lag Out Preferences B ficwed Heb | Q Welcome, weblogic | Connected to: DFSLL_domain
s Savamns o » i of Sacusty R
Haessages
Cicke the Lodk & B2 button to modfy, add or
et Rt domsain o il changes have been activated. Homeves 2 items must be restarted for e changes to take effect.
Lock SEot

Settings for myrealm

Relsass Configurason
Configuration  Users and Groups | Roles and Poboes  Credential Mappings  Providers  Mgraton

Domain Structure | Authentication = Password Valdaton = Aufwrizaton  Adudcaton Ao Mappng  Audtng  CredentialMappng | Certfication Path - Keystores
A Authentcaton provider allows WebLogic Server to establsh tn.-itbv wvaldating a user. You must have one Authentication provider in a secunty realm, and you can configune multiple Authentication
Broviders m a security resim, Criferent types of different data stores, such as LDAP servers o CBMS. You can aisn configure a Reaim Adanter
. Authenticabon provider that alows you users and !rnm of wieblogs: Server.
[Security Resing
- iriteroperabiity
-Dlagnostics ¢ Customize this table

Authentication Providers.
ik the Lock & Editbutton in the Change Canter to actvate al the buttons on ths page.

v | [Caleta| | [Rearder Showing 18 33 Previous | Next
Howdo L. e Ciraihiti -
T OfsiDBAuthenticator Provider that perfoeris DEMS authentkation 19

Assertion providers Defaitiuthenseater \Webloge: Authentication Provider 10
= Configure the Password Valdation provider DefauitidentityAserter Weblogec Identity Assertion provider |10
= Mariage security providers 1 ) Shawang vious.
o Set the JAAS control fag o] [Dsben] || Hoercs 18030F3 Previous | Next

= Rearder Authentication providers

System Status 3]
Fealth of Rurring Servers

Authentication order should be maintained as mentioned in the above screen.
7. OFSLLDBAuthenticator will be displayed as above.
8. Click on OFSLLDBAuthenticator.

9. The following window is displayed.
ORACLE WebLogic Server® Adninistation Consels 00 o

Change Center @ Home Log Out Preferences (2] fiecord Help Q Welcome, weblogic | Connected to: OFSLL_domain

Ve chmngpi el paskurts Homa > Smmary of Sicurty Ratirs >enyrasie >Providns > OfMIIDBAsthssticator
Mo panding changes exist, Chck the Release Settings for OfsiDBAuthenticator

Cmﬁp.-aw- button o alow others to edit the:

doman, Configuration  Performance

Lock § Ect || Commeon  Provide Specifc
Reloase Confguration
Save|
Domain Structure

This page dplays basic information sbout this SQU Authentication provider. You can also use this poge to set the JAAS Control Flag to control how this orowider & used in the login sequence.

&5 Hame: OfsiDBAuthentcator The niame of this SQL Authenitication provider.,  More Info...
] Description: Provider that performs DEMS authentxation A short descrigion of this SQU Authenication prowider. More Info...
4 Version: L0 The verson rumber of this SO Authentication provider.  Mare Inf.,
45| Control Flag: =3"Lr;|:'|c|5prf3 Speifies haw this —J. Authenticaton provider fits into the kg

- - sequence.  More Ini

| Save|

T

How do L. =]

= Configure Authenticaton and Identty
Assertion providers

# Set the JAAS control flog
= Configurs the Password Vahdatsn provider
« Manage searity providers

System Status =

10. Select SUFFICIENT as the Control Flag and click Save.
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11. Click Provider Specific sub tab under Configuration tab.

displayed.

ORACLE Weblogic Server® Administration Consale

@ rome eferences [54] Record Heb

Change Center

Wiew changes and restarts s
Settings for OfsHDBAuthenticator

exist, Click the Relsase
Sow others to o

Configuration  Performance.

Commen  Provider Specific

Saue

Plaintext Passwords Enabled

Data Source Hame:

Group Membership Searching:

Max Group Membership Search Levek:

How do L.
Password Style Retained

Password Algorithim:

System Status
Health of Aunning Servers
Password Style:

SQL Get Users Password:

SOL Set User Password:

SQL User Exists:

SO Vst Uerre

The following window is

:

Welcome, weblogic | Connected to: OFSLL_domain

Use this page to define the provider speafic configuration of this SQL Authentxation provider,

OFSLLNEW

unimited (%]

SHA-512]

SALTEDHASHED [=]

SELECT U_PASSWORD

UPDATE USERS SETU_

SELECT U_NAME FROM

12. Provide the following values in corresponding fields.

Data Source Name: OFSLLNEW
Password Style Retained: Uncheck
Password Algorithm: SHA-512
Password Style: SALTEDHASHED

Provide the SQL Queries from the column
Tables as given below.

Corresponding SQL Queries as per OFSLL

Operation Default SQL Query Corresponding SQL Queries as per our
from Weblogic Tables

SQL GetUsers | SELECT U_PASS- SELECT UAU_USR_PASSWORD FROM

Password: WORD FROM USERS | USER_AUTHORISATIONS WHERE
WHERE U_NAME =? | UAU_USR_CODE =?

SQL Set User | UPDATE USERS SET | UPDATE USER_AUTHORISATIONS SET

Password: U_PASSWORD =? UAU_USR_PASSWORD = ? WHERE
WHERE U_NAME =? | UAU_USR CODE =?

SQL User SELECT U_NAME SELECT UAU_USR _CODE FROM

Exists: FROM USERS USER_AUTHORISATIONS WHERE
WHERE U NAME =? | UAU_USR_CODE =?

SQL List SELECT U_NAME SELECT UAU_USR_CODE FROM

Users: FROM USERS USER_AUTHORISATIONS WHERE
WHERE U_NAME UAU_USR_CODE LIKE ?
LIKE ?
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Operation Default SQL Query Corresponding SQL Queries as per our
from Weblogic Tables
SQL Create INSERT INTO USERS | INSERT INTO USER_AUTHORISA-
User: VALUES (?,?,7) TIONS(UAU_USR_CODE, UAU_USR _-
PASSWORD,UAU_DESC) VALUES(?,?,?)
SQL Remove DELETE FROM DELETE FROM USER_AUTHORISA-
User: USERS WHERE TIONS WHERE UAU_USR_CODE= ?
U_NAME =?
SQL List SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Groups: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME UGR_GROUP_CODE LIKE ?
LIKE ?
SQL Group SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Exists: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME =? | UGR_GROUP_CODE =7
SQL Create INSERT INTO INSERT INTO
Group: GROUPS VALUES (? | USER_GROUPS(UGR_GROUP_CODE,U
. ?) GR_GROUP_DESC) VALUES(?,?)
SQL Remove DELETE FROM DELETE FROM USER_GROUPS WHERE
Group: GROUPS WHERE UGR_GROUP_CODE = ?
G_NAME = ?
SQL Is Mem- SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
ber: FROM GROUPMEM- FROM USER_GROUP_MEMBERS
BERS WHERE WHERE UGM_MEM-
G_NAME = ? AND BER_GROUP_CODE= ? AND
G_MEMBER =? UGM_MEMBER_USR_CODE =?
SQL List Mem- | SELECT G_NAME SELECT UGM_MEM-
ber Groups: FROM GROUPMEM- BER_GROUP_CODE FROM
BERS WHERE USER_GROUP_MEMBERS WHERE
G_MEMBER =? UGM_MEMBER_USR_CODE="?
SQL List SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
Group Mem- FROM GROUPMEM- FROM USER_GROUP_MEMBERS
bers: BERS WHERE WHERE UGM_MEM-
G_NAME =? AND BER_GROUP_CODE= ? AND
G_MEMBER LIKE ? UGM_MEMBER_USR_CODE LIKE ?
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-
Group Mem- GROUPMEMBERS BERS WHERE UGM_MEMBER_US-
berships: WHERE G_MEMBER | R_CODE="? OR
=? OR G_NAME =? UGM_MEMBER_GROUP_CODE="?
SQL Add INSERT INTO INSERT INTO USER_GROUP_MEM-
Member To GROUPMEMBERS BERS (UGM_MEM-
Group: VALUES( ?,?) BER_GROUP_CODE,UGM_MEMBER_US

R_CODE) VALUES(?,?)
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3.7

3.71

Member From
Group:

GROUPMEMBERS
WHERE G_NAME = ?
AND G_MEMBER =?

Operation Default SQL Query Corresponding SQL Queries as per our
from Weblogic Tables
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-

BERS WHERE UGM_MEM-
BER_GROUP_CODE= ? AND
UGM_MEMBER_USR_CODE= ?

WHERE U_NAME = ?

SQL Remove | DELETE FROM DELETE FROM USER_GROUP_MEM-
Group Mem- | GROUPMEMBERS BERS WHERE UGM_MEM-

ber: WHERE G_NAME = ? | BER_GROUP_CODE= ?

SQL Get User | SELECT U_DESCRIP- | SELECT UAU_DESC FROM USER_AU-
Description: TION FROM USERS | THORISATIONS WHERE UAU_US-

R_CODE = ?

SQLSet User

UPDATE USERS SET

UPDATE USER_AUTHORISATIONS SET

Description: U_DESCRIPTION =? | UAU_DESC=? WHERE UAU_US-
WHERE U_NAME =? | R_CODE=?
SQL Get SELECT G_DE- SELECT UGR_GROUP_DESC FROM
Group Descrip- | SCRIPTION FROM USER_GROUPS WHERE
tion: GROUPS WHERE UGR_GROUP_CODE-= ?
G_NAME = ?

tor

SQL SetGroup | UPDATE GROUPS UPDATE USER_GROUPS SET

Description: SET G_DESCRIP- UGR_GROUP_DESC= ? WHERE
TION = ? WHERE UGR_GROUP_CODE= ?
G_NAME = ?

Provider Name | OFSLLDBAuthentica-

13. Click Save.

Note

Application server needs to be restarted for these changes to take effect.

Creating User Groups and Users

Creating Users

Create an OFSLL application super user to login to the application.

A script is provided in the distribution media in the dba_utils folder to create an user.

Note

By default there are no users created to login to OFSLL application.
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Run the script "crt_app_user.sql script" as a OFSLL application owner user.

§ sqlplus

SQL*Plus: Release 11.,2,0.3.0 Production on Wed Nov 27 15:06:06 2013

Copyright (c) 1982, 2011, Oracle. All rights reserved.
Enter user-name:

Encer password:

OFSLL141

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.0.3.0 - &4bit Production
Data Mining and Real Application Testing options

With the Partitioning, OLAP,

SQL> @/cmp/dba_utils/crt_app_user.sql

Enter the name of the OFSLL App user Id you
Want to create user: OLLUSER

Enter the First Name for this user: OLL

Enter the Last Name for this user: USER

Enter the Phone Number for this user: 9090900990
Enter the Fax Number for this user: 8976986798
1 row creacted.

1 row created.

1 row creacted.

soL> I

1. Login into WebLogic server console.
2. Click Security Realms on the left panel.

3. Click myrealm on the right panel..

ORACLE Weblogic Server® Adn
@ Home 1og Ot Preferences [52]

wiration Consolo
Change Center

View changes and restarts.

Dok the Lodk & Edin button oo modéy, add o
Geiate ite= 1 P doman,

Summary of Security Realms.

Lock & Edt

A security reaim i & contaner for the mechanisms.
setunty resims in 4 WeblLogic Server domain, but onfy

Ths Secunty

e Customize this table

Realens (Filtered - Hore Colimns Exist)

nhaing uber s, OFOUDS, ST

an e st g the defil

conigured in this Weblogc Server domain, Clck the name of the resim o expiore and configure st resim.

Welcome, weblogic | Convected b DFSLL_domain

wryrasien + Sussmary of Secarity Realmm

tie, peLeity poboed, ansl security roviders-that are Lsed b orotest WebLogi rescunces. You can have multiole
{nctive) rasim

ik the: Lock & £ ‘enter i actvate al th this page.
teroper sty
Ve | [ Doiein Showeg 11 10f 1 Previcus | ext
| Mame o | Default Realm
p [oue |
New | [Deieos

Shawng 110 16 1 Previoos | Next

How do L

o Configurs rem secuty reskeg

Delete security resine

= Change the default seasity resin

System Status
Health of Runring Servers

1.

Select Users tab under Users and Groups.
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2. If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Users are automatically created in weblogic when created through an application.

ORACLE Weblogic Server® Administration Consala

Change Center 8 Home Log Ot Prefevences (B Ao el Q Welcome, weblogic | Comectsd to: OFSLL_domain
View changes and restarts o serryrasie > Lisary and Growpe » LUEERY » Summary of Enyronme 15 deormn » Summary of Sacurty A s > Summary of Sacurty Sagies 3omprasi = Users snd Groups
Cick the Lok & Edit button b modi®y, add or Settings for myrealm

delate itams i this domain,

iunen-.‘m-ns

Configrabon | Users and Groups  Rokes and Poloes | Credenbel Meppings  Providers  Mgrason

poge uredin
b Customize this table
Users
Naw | [ Deete Showng 102 100F 30 Previeus | Next

| mame | Description Provider

BATCH |BaTOH LSER OfibBAuthentieator

DEMOCOLL | om0 coLLECTOR | OfsiDBauthenticator

DEMOSALES | D=0 saEs AGENT | DflCEsuthenteator

DEMORPR ;ne»owen..seﬂ | OMIDEAtherbeater
How do L T | T

DEMOUNDW | DEMO LNDERWRITER OfsSlBiauthenboator
.1 g o EVENT | AT uzER | Ofbesthenticstor
O CR L ULUSER |ow vsem | ofsesuthentoam
o Modfy oars + 1 +

i OracieSystemiser | Orde sopkcabon software Systes user. | Defmatacmentator

= Delete users ! Wiiutt vt S e St

LSER L |usERT OfsiDBauthenbestor
System Status ] | webloge | i user s the default adminstrator. | efaultiuthenticator
Health of Rurring Servers Waw | | Daleba Shewing 160 300F 30 Previeus | Mext
| Faied (2]
| Critical {) &

Creriodad ()

3.7.2 Creating User Groups

1. Select Groups tab under Users and Groups.

2. If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Groups are automatically created in weblogic when created through an application.

ORACLE WeblLogic Server® Adminisiration Console

Change Center ama Log Out Praferences [B] econd baslp aQ
View changes and restarts Home > ryresin »Use's and Groups USRI >Summmary of Enyironeset »OPSL, domsn > Summany of Sacarty Kesms >
Chck the Lock & Edit button s0 modfy, add or Settings for myrealm
delate itams i this doman,
Configuraton  Users and Groups  Rows and Polces  Credental Mappngs  Providers  Mgraton
Lock & Edb
Sewase Canfqurabin
ot = Thes page sbouit each group that has been configured in this secusity resim.

OFSLL_doman
#H-Envronment

§ Customize this table

Groups

e (Dol

Welcome, weblogic | Comectad to: OFSLL_domain

Bairn > ryenai > Usars 30 Groups.

Showing 1 9o 9 Previous | Next

Description Provider
AdmINChanneLisers can BCoess the acmin dharnel, | Defaunauthenneatoe
view and moddy sl butes and start Defadtiuthentioator
AppTesters group. DefautAuthenticator
s from Foresgn domans. Defmitiuthentiator
How do L. T
| Deployers Depioyers can vetw 8l resource ATtrbutes Bnd cepioy ADOKADON. Defaitauthenbeator
* MEnaQe userk and Orones | Morntoes Monitors can view and modify af and perform by roles, Defatuthenteater
* Creste groups | oS _ussn OFSLL USER GROUP OfsiDaAuthenticator
= Modfy greups T
i 1| Operators Operatons can view and madify o but Defmitauthentcator
+ Dalete groups -
OradeSystemGroun Orade spohication saftware system grou. Defaultiuthenteator
System Status. =] \Hew | |Deiete Showng 10 90f 9 Prevous | Next
Health of Ruring Servers N
I Faded (0)
I Cribcal (9}
r Overloaded (1)

Waming {0}

I
I o 2
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3.7.3

Assigning Users to Groups

The USERS are automatically mapped to default application group - OFSLL_USER.

ORACLE WeblLogic Server® Admin

Change Center

wtration Conscle

Wiew changes and restants

ik the Lodk & Edit buston t modiy, edd or
delete doman,

Loce & Lot
iemne Configun S
Comain Structure:

Parent Groups:
Avaidsble:

Welcome, weblogic | Connected to OFSLL_doman

e - Gty Masken, evyrasie »hars nd Groues » DENCTLR »iters and Srouss > DENOSIPL

Use e S0t o confgure GrouD mestentho for the eer

Thous e can bet o menser of ary of these parent groups. Mare infa.

Choses:
oFsLL_UsIR

3.74

Resetting password via weblogic console

1. Click on User. Select Passwords tab. The following window is displayed.

ORACLE Weblogic Server® Administration Coneolo

Change Center
View changes and restarts Home » Surmiry o Sacurty Kasine
ik the Lock B e button to mody, 53 or Settings for DEHOSUPR

deinte (et 1 s
Lock & Edt
Anmane Comguraton S

Gerersl  Passwords  Groups

B Home Log Out Preferences (35 e

Use this page to change the password for the selected user,

Welcome, weblogic  Connected to: OFSLL_dosmain

Greups > DEHORIPE

reb a

The rew password of this user,  Mare Info.
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2. Enter the new password and confirm password.

"ORACLE Weblogie Server® A

Change Center B Fome 10001 Praternon. T3

Vicw changes and restarts iciomi.

ik e Lok bt Bttt madfy, 580 ¢ Settmgs bor DEHOSUPR
desete fizmg i the dompn,
Gerwrs  Passwords  Groups.

Lok & Edf

Save

L i 20 02 Change Tt pegmword for e selectediser,

Wirkomne, weblogic | Conrmcted toc OFSLL_ Scmain
o~ DEMORUPR

o s ..
s Create usey
= Ml aers

= Deiete usary

System Status
Health of Furweg Servers

I Faded (2

I e

3. Click on Save.The following window displayed.

ORACLE Weblogic Server® asminiaration Consols

Change Center M) rome Log Out Preferences [ fecort e
e r—p——- -

Hessages

ik the Lock & Edt bufton to mody, add o
e s s choman

o Serings updated auccessly
Settings for BEMOSUPR

Genersl  Pnsswords  Grouos

Save

Uise this page &0 change the passwond for the selected user

Wekcome, weblogic | Conrected to: 0F51L_domain

s > DEMOSUPR

The new password of s user.  More Info.

3.8 Implementing JMX Policy for C

hange Password

1.

Login to Oracle WebLogic Server 11g console (http://hostname:port/console)

Note

The Change Password feature uses the JMX Policy configured on the domain. Hence, the
AdminServer is required to be up and running to enable this.
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2. Click Domain — Security =& myrealm — Configuration
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3. To enable JMX policy select the "Use Authorization Providers to Protect JMX Access"
check box on the right panel
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4. Click Save and restart the server.

5. Re-login to console.

6. Click Domain — Security — myrealm — Roles and Policies— Realm Policies
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Note

If server is not restarted, JMX Policy Editor option will not appear
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7. Click on JMX Policy Editor to configure
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8. Select GLOBAL SCOPE
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9. Click Next
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10. Select weblogic.security.providers.authentication.
11. Select "SQLAuthenticatorMBean". Click Next.
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12. Expand "Operations: Permissions to Invoke" and select "ChangePassword"
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13. Click "Create Policy"
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14. It opens the below screen for Authorization providers where you can add conditions to
setup the policy.
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15. Click Add Condition. The below screen will be displayed.
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16. For Predicate List, select Group for configuration.
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3.9

17. Click Next.
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18. Select user roles for application.
19. Click Finish. Click on Save to complete the configuration. The following window will be
displayed.

Migrating Policy from File to Database
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For the scalability and manageability of the policy, you must migrate them from a file to
database.
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To migrate policy from File to Database:
1. Create a data source for OPSS schema with non XA and non global transaction.

New ~ Delete Showing 1to 30f 3 Previous | Mext
Hame &% Type JNDI Hame Targets
jdbc/devopss Generic jdbc/devopss 126_AdminServer, 126_ManagedServer
mds-126 Generic jdbc/mds/126 126_AdminServer, 126_ManagedServer
OFSLLNEW Generic jdbefofsDBConnDS 126_AdminServer, 1256_ManagedServer
New ~ Delete Showing 1to 30f 3 Previous | MNext

For data source creation refer Creating Data Source section of this chapter.

Go to $MW_Home/oracle_common/common/bin.
Run /setWIstEnv.sh

Run /wist.sh.

When prompted, enter connect( )

Enter Username, Password and Server URL

N o o b~ oD

Run the below command:

reassociateSecurityStore (domain="OFSLL domain", servertype="DB ORA-
CLE", datasourcename="jdbc/devopss", jpsroot="cn=opssNode", join="false")

datasourcename is the data source created in Step 1.

$oS1ALRSREUFLEYAO R (B5EAln="0NILL S5main, SRcTartype=" 0B (RACIE", datascurcenann="1d5e/A0Vepas" , Jpareatemensapaateds®, 16k

JTAT migration

8. The policy gets migrated from file to Database.

9. Restart the server for the changes to take effect.
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4. Configuring Policies

4.1

Configuring Password Policy for SQL Authenticator

1.

Login to the WebLogic server administration console with user login credentials.

2. Browse to Security Realms > myrealm- Providers as shown below. The following

window is displayed

ORACLE Weblogic Server® Administration Consale

Change Center ) Home Lo Out Preferences. (2] Heb

|#

-Providers

View changes and restarts Home 25
Chek the Lock & Edit button to modify, add or Settings for myrealm
delete tems i this doman
Configuration | Usersand Groups  Roles and Poliies | Credential Mappings  Providers  Migration
Lock & Eat J

Authentication  Password Valdston  Authorizaton | Adudcaton | RoleMapoing | Audtng  Credentsl Mapping

roviders i a security reaim. Different types of are designed o ac
Authentcation provider that sliows you to work with users and groups from previous relsases of WebLogic Server

Deploymants
EServices

‘Security Resing
- Interoperabity

| Customize this table

An Autheribieation provider allows WeblLogie Server to establish trust by valdatng & user, You must have cne Authenticaion provider in 8 security reabm, and you can conhigure mulliole Authentization
data stores, such a5 LDAP servers or DEMS. You can alsa configure a Ream Adapter

Welcome, weblogic | Connected (o: OFSLL_domain

Certfication Path  Keystores

4 Authentication Providers
= Dagnostis
Chck the Lock & Editbutton in the Change Center to actwate al the buttons on this page.
Shewing 118 3673 Prevous | Naxt
= = : =
Description Version
Provider that performs DEMS suthentication =
Howdo L \ebLoge: Authenbeation Prosder |10
o i | Weblogic Identity Asserton pravider [1e

Assartion provdars

» Configure the Fassuword Validation provider

Shewing Lto 303 Previous | Next

+ Re-order duthentication providers

System Status
Health of Running Servers.

| Failed (0)

3. Click Password Validation tab. The following window is displayed

ORACLE Weblogic Server® Administration Consalo
teb |

2 >myresim >Providers

Change Center
View changes and restarts

Chck the Lock & Edit button to modkfy, add or
delate tams in ths domain,

@ Home Log Out Preferences [&]

Settings for myrealm

Configuration | Users and Groups | Roles and Polices | Credential Mappngs  Providers | Migration

Lock & Edt

Authenticaton  Password Validation Authorzaton  Adudicaton | RoleMappng  Audtng  Credental Mapong

Ralease Configuration

Domain Structure

password meets the arteria estabished by the composition rules, and the password is accepted or rejected as appropriate.

¥ Customize ths table

The Password Valdation provider manages and enforces a set of configurable password composition rules. When configured in a security reaim, the Password Validation provider is automatically
invoiced by 8 supported authenticabon provider whenever a password is eated or updated for a user in the reaim, The Passiord Validation provider then performs

Welcome, weblogic | Connected to: OFSLL_domain

Certificaton Path | Keystores

a check to detarmine whether the

i Resims

i ;;‘W'ﬂ-*"‘-“ Password Validation Providers.

E-Diagnastics

Chick the Lock & Edit bution in the Change Center to activate al the buttans on ths page.
New| [Dewle | Regeder Showing 115 Lof 1 Previous | Next

Version ‘
10 ‘

Howdo L.

« Configure the Password Valdation provider

Showing 1to Lof 1 Previous | Next

System Status. =l
Hesith of Running Servers

I Faled
[ Crits
Qverladed (0)
| Werring (0)
T )
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4. Click SystemPasswordValidator link. The following window is displayed

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts.

Cick the Lock &Edit button to modify, add or
deiete items in this domain.

Lock & Edt

Rewasa Configuraton

Domain Structure
OFSLL_domain

B Home Log Out Preferences [ =

ot Hep | Y

Home > Summary of Securlty Besims »emyreaim »Broviden >SystemPasswordValidator

Settings for SystemPasswordValidator

Configuration

Common  Provider Spedific

Thes page deplays base nformation about this System Password Valdaton provider,

AE| Mamez SystenPasswordVaidator
] Description: Pasgword composition checks
4] version: 1.0

Welcome, weblogic | Connected to: OFSLL_domain

The name of this System Password Validation provider. - More Inf...
A short descrption of the System Password Vabdator provider,  More Info....

The version mumber of the System Password Validater provider,  Mare Info..

How do L.

+ Configure the Password Validation provider
» Manage security providers

System Status =]

Health of Running Servers.
Faled (0)

Howdo L.

= Configure the Password Valdation provider
= Manage security providers

System Status

Health of Running Servers

| Foded (0)

1 Critical (0}

| Ovarioaded (0}
I \Warning (0}

I O (2

User Hame Policies

Reject if Password Contains the User Hame

{71 Reject if Password Contains the User Hame Reversed

Password Length Policies.
Minimum Password Length: 5
Maximum Password Length: b 0

- Character Policies
Maximum Instances of Any Character: o
Maximum Consecutive Characters: 0
ch 0
Minimum Number of Numeric Characters: 0
Minimum Number of Lower Case Characters: 0
Hinimum Number of Upper Case Characters: 0
0
Hon-Alp C 1
Save

4-2

Speciies whether the password can cantain, or be set to, the
wsername, - More Info...

To determine AMNI"CDMHU:TO“NYLWO'RCM D‘htrc Verse
vl be case insensitive. 1f the vokie i “rue”, the
tar or be exqusl o the reverse usemame, | More

Specifies the minimum nurber of characters that the password may contain,
Note: lfhbcfad‘kh:nmmwu dﬂq(mhlcfr»-:r:dm make
sune that this number is consistent with the one configured for g

provider, More Info...

Spasifies the masimum number of character
To be accepted, the password may not contan a greater number o

characters than the value spexified, Specifying 0 results in no restriction on
password length.  More Enfo.

8t the pBszuwded may contain,

Specfies the mavimum number of tmes sy one character may Sppelr i the
pasoword.  More Info...

Specifies the musamum number of tmas that & chacscter may acpear
sonsecutvely in the password, More Info...

Specifies the mirmum number of alphahetic characters that a passwerd must
contsn,  More Info...

Specifies the minmum rurber of rumeric characters that must appear in the
password.  More Info...

Specfies the minimum nurber oflowercase characters that a password must
contan, More Info...

Specifics the minimum nurber of ugpercase characters that a password must
contsin, More Info,

Specifies. the mremum number of non-alphanumeric charac:
specal characters, such a2 9, *, #, or ) that must appear i the
password.  More Info...

ke o 85

SDeQ‘\es the mirimum number of numeric or special chavacters (such as %,
'+ of }) that a password must contain,  Mare Info...
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4.2

6. Configure the password policy as per the requirement. An example is provided below.

Howdo L.

= Configure the Password Vabdabon provder

« Manage secunty providers

System Status

7. Click Save.

User Hame Policees.

Reject f Password Contains the User Rame

Reject f Password Contains the User ame Reversed

Password Length Pobcies
Hinimum Password Length:

Masimurm Password Length:

Character Policies

Maximum Instances of Any Character:

Maximum Consecutive Characters:

Hinimum Number of Alphabetic Characters:

Miniensm Number of Bumeric Characters:

Minimmsm Number of Lower Case Characters:

Hinimum Number of Upper Case Characters:

Minirmm [«

Minirmism Number of lon-Alphabetic Characters:

.SO_NEr

20

Configuring User Lockout Policy

e
Mare Info...

Specthies the maxmum rumber of tmes any one character may appear in the
password,  More Enf...

of tmes that a chiracter may sopear
[

cuntan,  More Info.

wrmber of rumeric characters that must appear in the

Specfies the minum rumber of lowercase characters that a password must

cortain.  More Info..

the minimum rumber of Lppercase charactens that a password must
More Info,

meric or special characters (such s ¥, *
oritan, Mo I,

1. To Change User lockout policy, browse to Security Realms > myrealm->
Configuration Tab > User Lockout Tab. The following window is displayed

Change Center
Mirw changes and reuarts

i3 pading changan st Cick the Anleime
Coralign it Buitieet 15 dlow SEwrS 3563 Bt

Een

MORACLE Weblogh Sorver® Adeinistution Connske
B e Log Ot Pretererens [ Seerd Hep

sottmgs for myreaim

Comfliguration Loty and Groups Aokt 0% Polon  CedesnMapongs  Prewdens  Mgrawon

Geoersl  RDPMG Securty S UserLockeut  Ferforeence

Sare

i 0 gui 360 8 & Dammon

#1 ff] Leethunnt Enabled

o] Lockomt Threshokd:

7] Lockogh Dagration;

4] Lockint Bt Duration:

45| Lackost Cache Sz

o] Lohint G Thredbold:

D8 0 BECUTy BTEROK 17 TN e 0 ITACK, B MR BTIBTENE 0 W00 P 158 COEAEY LB VNOLE COPDPRnE Of LISTNES 51 MMaTIT, YRR Server
argries 8w of aérbustes B0 orotech wmer scoourts fom inkuciers. The page siows 8 2 e how user iooouts v be harded i T pecurity e

weloome, meblogic | Correcies i OPSLL_damain

2. Configure the User Lockout details as per the requirement. An example is provided

above.

4-3
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5. Deploying Application

5.1 Deploying Application

1. Login to the Oracle Enterprise Manager 11g console . (i.e. http://hostname:port/em)

Setup ¥ Help * LogOut

ORACLE Enterprise Manager 11g Fusion Middieware Control

Looged in 35 weblogic| Host ofss222475.in.oradk. com

B- ¢} OFSLL142_ManagedServer g
Farm_OFSLL142_domain 5 Weblogic Server ~ Page Refreshed Dec 24, 2014 5:25:41 PMIST 0)
=] Application Deployments
2 Weblogic Domain | Summary €] | Response and Load N
7 4] 0FslL142_domain 10
OFSLL1%2_ Adming General
5 et T [ To configure and manage this 0.8
Sl OFSLL42 ManagedSer | i WebLogic Server, use the Orade 06
7] Metadata Repositories " R Weblogic Server Administration
Epnir Console, 0.4
Logs + 0.2
i Work Manager
Performance Summary ation 0.0 — 1.0
Requests (per 287.59
VM Performance minute) 08
Port Usage Pending Requests 1 06
Application Deplayment s Deploy. B
System MBean Browser Undeploy... 0.2
Vieb Services Redesioy... s Servers 0 1
JMessages D 1715 1717 1719 1A 1723 1725 177 1N
[ WebLogic Server Administration Cansole Fetch Deployment Plan. i i December 24 2014
A Messages 0 £
General Information . 5
i JDBC and JTA Usage m Request Processing Time (ms) s Requests {per minute)
BeansinUse 0 Open JDBC Connections 0
{ : ; A TableView
Bean Accesses (per minute) 0,00 JDBC Connection Creates 0,00
Bean Access Successes (%) 0,00 (per minute)
Bean Transaction Commits {per minute) 0,00 Active Transactions 0
Bean Transaction Rolbacks (per minute) 0.00 ‘Transaction Commits '\Fef 0.00
Bean Transaction Timeouts (per minute) 0,00 _ m‘"f'e’
Bean Transaction Commits (%) 0.00 Tl fobieck fper 0.0
minute)
| Deployments @
Application Deployments
|
e e ‘ oy Sessm‘ Request Processing| Bean Accesses (per| |
| | Time (ms) minute)

[ [ Internal Applications

2. Rightclick on OFSLL_ManagedServer in left panel, select Application Deployment >
Deploy. The following window is displayed.

Help ~

ORACLE Enterprise Manager 119 Fusion Middleware Control
]

{¢ OFSLL142_ManagedServer (orade weblogic server) @ : Deploy Java EE Application

Select Archive Select Target /poiic

Select Archive @ Gancel | Step 10f4  Next

Speify the application or the exploded directory. Optionally you can specify 2 deployment plan.

Archive or Exploded Directory »| Information

" " ) ) : ; "
Java EE archive, Vieb Modes (WAR fies), EJ6 Modules (EJB JAR fles) and Resource Adapter Moduies (RAR fls) can be deployed. You can aiso deploy an exloded archive thats present on the server where |\ ye oo oo

Enterpnse Meniager s Gnning, applications that require Oracle
) Archive s on the machine where this web browser s running. D e hE A
advantage of the Oracle Application
No file selected. Development Framework (Oracle ADF).
(©) Archive or exploded directory is on the server where Enterprise Manager is running. If your application is a SOA composite,

Browse. use the SOA Compasite deployment.
wizard,

If your application is nota SOA

Deployment Plan
composite or it does not require an MDS

The deployment plan is a file that contains the deployment settings for an application. You can use a previously saved for this application.Later in the ocess, you can optionally repository or ADF connections, then
ed\tﬁme deplnyn;ar\t plan and save it for a future deployment of this application. If you do not have a deployment plan, one will be created automatically during the deployment process when deployment you can deploy your application using
configuration is done. this wizard or the Orade Weblogic

@ Create a new deployment plan when deployment configuration is done. Server Administration Console,

(2 Deployment plan is on the machine where this web browser is running,

Browse_ | No file selected.

©) Deployment plan is on the server where Enterprise Manager is running.

Browse. ..

3. Click Choose File button and select OFSLL application archive file i.e. ofsll_142.ear.
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4. Click Next. The following window is displayed

ORACLE Enterprise Manager 11g Fusion Widdiewars Control
4+ OFSLL142_ManagedServer (orsde weblogic server) @ i Deploy Java EE Application

Select Archive  Select Target Application Attributes Deployment

Help ~

5.

Select Target

Select the Weblogic server or duster that you want this application to be deployed to,

Cancel | Back |Step20of4 m |

Select |Name Type |Deployed Appiications |
= OFSLL142_AdminServer Oracle WebLogic Server DMS Application{11. 1. 1, 1.0}, FMW Welcome Page Application(11.1.0.0.0), em, wsil-nis
OFSLL 142_ManagedServer Oracle WebLogic Server DMS Application(11, 1. 1.1.0), wsil-wls

The following window is displayed.

ORACLE Enterprise Manager 11g Fusion Micdiewars Control
<t OFSLL142_ManagedServer (orade Weblasic sever) @ ¢ Deploy Java EE Application

Select Archive  Select Target ication Attributes D

Check target server as per the requirement OFSLL_ManagedServer and click Next.

Help ~

Application Attributes ®

Archive Type Java EE Applcation (EAR fie)
Deployment Plan Create a new plan
Deployment Target OFSLL142_ManagedServer

* Appiication [ofsi_142
Name
Archive Version V14.2.0.0.0-b124

Deployment
Flan Version

Context Root of Web Modules

Web Module lc

Cancel | Back [step3ofa Mext w

ofsl 142, war ofsll142

Target Metadata Repository
Select the metadata repesitory and spedify the parition in the repository that the application will be deplayed to.
*Repository Name Not specified in archive 7'
Repasitory Type
* Partition
Distribution

(@) Distribute and start application (servidng all requests)

(@ Distribute only

>|Other Options

Metadata Repositories

Select the metadata repository that the application will be deployed to.

Repository | mds-adf

Repository Details
Mame  mds-adf
Type Database
INDI Location  jdbc/mds/adf
Databaze Type Orade
Database Name OLLDE
Database User OFSLL142 MDS

JDBC URL jdbciorade:thin: @ofss222475.in.orade. com: 152 1/0OLLDE

@ Distribute and start appication in administration mode (servicing only administration requests)

Click # button to select Repository Name. The following window is displayed.

Ok Cancel

ORACLE



8. Select Repository as per requirement and click OK.

ORACLE Enterprise Manager 11g Fusion Middleware Control
{3 OFSLL142 ManagedServer (orade Weblogic Server) ® # Deploy Java EE Application

= = = =
Select Archive  Select Target i by o

Help ~
«Q

Archive Type  Java EE Application (EAR file)
Deployment Plan Create a new plan
Deployment Target OFSLL142 ManagedServer

* Application | ofsll142

Archive Version V14.2.0.0.0-b124

Deployment
Plan Version

Context Root of Web Modules
Web Module Context Root
ofsl 142.ar ofsll 142

Target Metadata Repository
Select the metadata repository and specify the partitio in the repository that the applcation wil be deployed to.
*Repository Nememds-adf ~ #
Repository Type Database
= Partition [ ofsll 142

Distribution
@ Distribute and start application (servicing all requests)

) Distribute and start appiication in administration mode (servicing only administration requests)
© Distribute only

>|Other Options

9. Enter Partition name as per the requirement and click Next.

ORACLE Enterprise Manager 11g Fusion Middleware Control
{p OFSLL142_ManagedServer (orade weblogic server) @ : Deploy Java EE Application

B —8
Select Archive  Select Target  Application Attributes  Deployment Settings

Application Attributes® Cancel | Back |step3ofa * Deploy

Help ~

[$]

Archive Type Java EE Applicaton (EAR file) Application Name  ofsli142
Deployment Plan  Create a new plan Version ¥14.2.0.0,0-6124
Deployment Target OFSLL142 ManagedServer Context Root ofsll142
DeploymentMode Distribute and start application (servidng all requests)

Deployment Tasks
The table below lists common tasks that you may wish to do before deploying the application

Deployment Settings Cancel | Back |stepaora *

Name | GoToTask  |Description
Configure Web Modules 7 Canfigure the web modules in your application.
Configure Application Seaurity Z Configure applcation palcy migration, credential migration and other security behavior,

>|Deployment Plan

10. Click Deploy. The following window is displayed
@ Deployment Succeeded

The Application "ofsli142" has been successfully deployed.

B To configure and manage the application "ofsll 1427, use the Orade Webl ogic Server Administration Console.

Summary
Version V14.2.0.0.0-b124

Deployed Archive  fscratchforadefapp/middlewarefuser _projects/domains/OFSLL142_domain/sysmanjupload /deploy/ofslli42_V14.2.0.0.0-b124farchive/
Location ofsl_142.ear

Archive Type Java EE Application (EAR file)
Deployment Mode Distribute and start application (servidng all requests)
Deployment Target OFSLL142_ManagedServer
Application States  Active (OFSLL142_ManagedServer)
Context Root ofsl142

/ Hide Progress Messages

[December 24, 2014 5:31:45 FM IST] Initiating deploy operation ...
[December 24, 2014 5;31:45 PM I5T] Saving the orade configuration changes to archive.

[December 24, 2014 5:31:47 PM IST] Archive: fscratch/orade/fapp/middlewarefuser_projects /domains f{OFSLL 142_domain/sysmanfupload /deploy/
ofslli42 V14.2.0.0.0-b124/archivejofsl_142.ear

[December 24, 2014 5:31:47 PM IST] Targeting MDS repository: com.bea:Name=mds-adf, Type=IDBCSystemResource to target OFSLL142_ManagedServer
completad,

[December 24, 2014 5:31:48 PM IST] [Deployer: 149191]Operation ‘'deploy’ on application 'ofsll 142 [Version=v14.2.0.0.0-b124} is initizlizing on
'OFSLL142_ManagedServer'

[December 24, 2014 5:31:59 PM IST] [Deployer: 143192]0Operation ‘deploy’ on application 'ofsl 142 [Version=\14.2.0.0.0-b124]" iz in progress an
'OFSLL142_ManagedServer'

»

[December 24, 2014 5:31:47 PM IST] Targeting MDS repository: com.bea:Name =mds-adf, Type=1DECSystemResource to target OFSLL 142_ManagedServer. (=

»

m
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11. Click Close once the message “Deploy operation completed” is displayed.The following

window is displayed with Application deployment status

ORACLE Enterprise Manager 11g Fusion Niddleware Gontrol

Fhrom v | & Topelagy
B~
£ 5 Farm_ofel_domein
= (3 appication Deployments
23 Iternal Applcations
@ oFeLL_141012.20,0.0b1
E 3 weblogic Domain
B £ orsiL_domsin
B orsL_saminserver State Rumning
Healih OK
CPU Usage (%) 7.56
Heep Usage (M) 242.85

<} Ofsll_ManagedServer @
5 Wehiogi Server -

E Summary

General

&l orsit_mmnzgaasanar
[ Metadsta Repasitories

JevaVendar Sun Microsystems Inc,

JavaVersion 1.6.0_26

Servlets and 15Ps
Active Sessions 0
Fequest Frocessing The (1s) 0
Requests (per minutz] 0.00

Beznsin Use

Eean Accesses (per minuts)

Been Access Suzcesses (%)

Bean Transaction COMMIts (per minuts)

ean Transacticn Rolbads (per minute)

h Bean Transaction Tmeouts (Der minuts)
Bean Transaction Commits {95)

[ Deployments
Application Depioyments
niame

1 £ Internal Applications
PYOFSLL_1410v14 2.0.0.0-617)

Up Since Feb 1, 2013 5:20:32PM

0.00
.00
.00
0.00
.00
c.o0

Sewp~ Felpv log

Logged inas weblogic|Host MBOMMAVA-IN.in oracle
Page Refreched Feb 1, 2013 5:62:52 PM 15

@ = Response and Load @
10
F'To configure and manage this Webloaic 08
biehlaci- S=ry
04
Work Hanager -
Requests (per minute) 167.48
0o 1
Fending Requests 1
08
L
s
04
MSServers 1
Pending Messages 0 B
Curren: Messages 0 0o
WIS TH T4 1T4Z AT47 1748 ATH
JDEC and JTA Usage
Open JOBC Conreciiors 0 L
IDBC Connection Creztes (per mirute) 0.00 = Rzqued Processing Trme (ms) = Requests (per mirute)
Actve Transactiors 0
Transacion Commits (per mirute) 0.00 Table View
Transaction Rolbacks {per mirute) 0.00
@

Active Sessions

i RaquetProcessny deun ccastes s

me (ns) mirute)
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6. Enabling SSL

The application is accessible only via https protocol; hence, after the deployment of the
application, you need to enable SSL.

To enable SSL:
1. Login to console.

2. $Domain_Home—> Servers —Manage Servers — Configuration— General. The
below screen is displayed.

ORACLE Weblogie Servr® sisrton onse B oF

Change Center 1) Home Log Out Prefarences (o Hel 8 Welcome, weblogic | Comected to: OFSLL_dontain
View changes and restarts ik bl ary of o6C Data Sources »OFRULNEW ary of Sacurty Rasies »Summary of Envirommant »Summary of Sarven >OF$LL_ManagedServer
Ehck the Lok & Edt bution to modfy, add or Settings for OFSLL_HanagedServer

delsts itams i this doman.
= Configuration ' Protocsls  Legong | Detug  Menitorrg  Control  Depieyments  Srviees  Searly | Notes
Loct ot

General | Custer  Serviees  Meystores  SSL  FederabionSénaces  Deploymént  Migrafion | Tuming  Owerdoad  meslth Moabirng  Server Start | Wb Saniges

o modh ”
Dompis Shrocturs Chok the Lok & Fditttion in the Change Center to moddy the sattings on tis page

ave

Use this page tn configure general featunes of this server such a5 ae.’w:ner.-a’r CommLnication

View 30 Tree @

Hame: OFSLL_MansgedServer Mace Info.
Wiork Mansgers Machime: ione) sching) a0 -
¥
p and Shutdmn Classes F
Clusten (Standalone)
Howdo L. E ] Listen Address:

= Configure default network connections
+ Create and configure machines Listen Port Enabled
» Confgure dusters

» Sty

200 BTvRTE

Listen Port:
+ Confgure WLDF diagnastic volume
System Status = 551 Listen Port Enabled
Health of Running Servers

SS1 Listen Part:

] Chent Ceort Proxy Enabled
Java Compiler;
Dragrostic Volume:

Check the ‘SSL Listen Port Enabled’ check box.
4. Specify the port for ‘SSL Listen Port’.

Note

It is recommended to disable http protocol.
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7. Launching Application

Verifying Successful Application Deployment and Launching Application
Successful Application deployment can be verified by following:
e Making sure that the state is ACTIVE and health in OK in the Weblogic.
e Access and log into the application.

After you enable SSL you can launch the application via https:\\ protocol.

To launch application
1. Verify if the deployed OFSLL application is Active.
BORACLE WeblLogic Sarver® Adeinististion " L] l

B roow Lot Perbeencr: G - 3 ecranr, mreg | roros v OPRE_ S

Domas Sbnatare

2. The URL of the OFSLL application will be
https://<hostname>:<Port>/<ContextName>/faces/pages/OfslISignin.jspx
(Example: https://localhost:7003/ofsll142/faces/pages/OfslISignin.jspx)

ORACLE s O
Financial Sarvices Lending and Leasing

-1 ORACLE



3. Login with the user credentials that was created in Users Creation.

oRACLE - O
Financial Senvices Lending and Leasing

egn

4. After successful login, the following screen is displayed

ORACLE Brominm COWEA « omity 7 Srda O
Financial Services Lending and Leasing

Cuashioard

o]

Coergrt & 108, 2000 Oracw ariw o afflam. & vghis reerees ot
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8. Mapping Enterprise Group with Application Role

Follow the below steps to add an user to the group
1. Login to Oracle Enterprise Manager 11g console (http://hostname:port/em).

2. Click WebLogic Domain — Security — Application Roles on the right panel.

Setupy Helpy LogOut

ORACLE Enterprise Manager 119 Fusion Middleware Control
EiFarmy | g Topokgy
-

El 58 Farm_ofsl_demain

Logged in as weblogic
Page Refreshed Sep 19, 2013 5:23:45 PMIST (]

ofsll_domain g
] Weblogic Domain

[=| Summary @+ [ Clusters @&y
- " Search @
eneral i
(10 sontaie ol Cluster Default
Administration Server Unavailable —Manage this WebLogic T s LT Messaging Load |
Domain, use the Oracle Address 5
Administratiof ver Host Unavailable ) Mode: Algorithm
Webl ogic Server
n Console. Mo Clusters found
a L [
[=) Servers @ @®~ = Deployments @®- |8
M Down (2) EDown (7)
Search ® Search ®
Name Status Target
Name Stalus  Host Cluster LBF:;[‘[ Se::;ﬁ =1 [ Application Depioyments
[ Internal Applications
&) ofsil_AdminServ 2 10,184 8¢ Y pryw— @, OFSLL_140(V14.0.0.0.0-b 3 ofsll_ManagedServe
5] ofsil Managess  {  10.1B4.8F Unavailat Unavaik
a m [
[=] Oracle WebLogic Domain Resource Center B
Before You Beain E]
3. Onclicking Application Roles, The following screen is displayed:
ORACLE Enterprise Manager 11g Fusion Middleware Control Setup~ Helpw LogOut
GiFarm, | 4 Topolegy
- ofsll_domain g Logged in as weblogic

El 54 Farm_ofsl_domain

il WebLegic Domain -

Page Refreshed Sep 12, 2013 3:05:13 PM IST 0

[0 Application Deployments Hors
Bl [ Weblogic Domain @+ [ Clusters o [
£ fsll_demain -
5 ] ofsil_dom e N Search [C]
[ Metadata Repositories I'c configure and
Logs * e this WebLogic Clisies Cluster Defauft
9 Name Servers Messaging Load |
Jain, use the Oracle Address Mode Algorithm
Logic Server
Port Usage k-, Console. No Clusters found
a I [ D)
Application Deployment » @& @ Deployments @ B
Web Services >
ADF Domain Cenfiguration
Security > Credentials W Down (7)
Metadata Repositories
JDBC Data Sources Security Provider Configuration
System MBean Browser ®
Applcation Poicies Status G Il
[ Weblogic Server Administration Console Application pﬁm fation Deployments
J ternal Applications
General Information System Policies SLL_140(V14.0.0.0.0-b 3 olsll_ManagedServe
—r -
(5] ofsil_ManagedS 3 10.184.8¢
A m Audit Policy
=) Oracle WebLogic Domain Resource Center A S

Before You Beain

4. Select Application Stripe from the drop-down menu.

5. Click the arrow head button. Details of the existing Roles are displayed below.
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6. Select the Role Name. Membership details of the selected Role Name are displayed

under Membership for "role_name"..

ORACLE Enterprise Manager 11g Fusion Middleware Control

FiFarmy | 4 Topology

=1 G4 Farm_ofsll_domain

[ Application Deployments

= B3 Weblegic Domain

=] Nﬂadata Repositories

7. Click Edit. The following window is displayed.

Setup+ Help o

ofsll_domain g
{53 WebLogic Domain

Log Out

Logged in as weblogic

Page Refreshed Sep 12,2013 3:07.07 PMIST 02

Application Roles

Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global
policy store when the are regi These are also

roles that are created in the context of end users accessing the application
B To manage users and groups in the WebLogic Domain, use the Oracle Weblogic Server Security Provider.

Policy Store Provider

[ESearch
Select an application and enter search keyword for role name to search for roles defined by this application. Use application stripe to search if application
uses a stripe that is differerent from application name.

Application Stripe | OFSLL_140#v14.0.0.00-6265 ~|
Role Name | starts With j

s ®
H Create... | Create Like... 7 Edi.. 3¢ De&'e |
Role Name Display Name Description
[ | OFSLL_USER OFSLL USER
[EMembership for OFSLL_USER
Principal Display Name Type Description
DEMOSUPR User
FLL_USER Group

m

ORACLE Enterprise Manager 11g Fusion Middleware Control

FiFarmy | . Topology
-
= 34 Farm_ofsi_demain
3 Appiication Deployments
= £3) Weblogic Domain

= B

Setupy Helpy LogOut

ofsll_domain g Legged in as weblogic
5] WebLogic Domain v

Page Refreshed Sep 19, 2013 5:21:37 PMIST 1)
Appiication Policies = Edit Application Grant

Edit Application Grant

QK Cancel
Application Stripe OFSLL_140#V14.0.0.0.0-b265
Grantee
Select the grantees (user, group or application role) you want to add fo the policy
iqp Add; 3¢ Delete...
Name Display Name Type Description
‘anonymous-role Anonymous Role Anonymous Role
Permissions
o Add 7 Edit. 3§ Delete
Permission Class Resource Name Resource Type Permission Actions
oracle.adf share security authorization.RegionPermissi  oracle.ofsll.view pagedefs pages view
oracle.adf.share security .authorization. RegionPermissi  oracle.ofsll.view pagedefs pages view
oracle.adi share security authorization. RegionPermissi  oracle.ofsllview pagedefs tempk view
oracle.adf.share security .authorization.RegionPermissi  oracle.ofsll.view pagedefs pages view
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8. Click Add. Select type as Group. Click on the arrow head button.

Add Principal

‘Specify criteria to search and select the application roles that you want to grant permissions to.

e

[=1Search

OracleSystemUser

EVENT BATCH USER
TEST1
BATCH USER
DEMO
UNDERWRITER
ssc
neMo saEs Y

9. Select the Principal "OFSLL_USER" to add and click OK. The following window is
displayed.

ORACLE Enterprise Manager 11g Fusion Middleware Control Setup» Helpy LogOut
e ————
= ofsll_domain g Loggedin as weblogic
& & Farm_ofsil_domain ] webLogic Domain + Page Refreshed Sep 12, 2013 3:08:06 PM IST 03

HEm jon D
£ £ WebLogic Domain Application Roles > Edit Appiication Role PR, :
£ [efsi_domain| Edit Application Role : OFSLL_USER ok | | Gancal

mﬁmm General

Appication Stripe OFSLL_140#14.0.0.0.0-6265
Fole Name OFSLL_USER

Display Name | OFSLL USER

Description
Y Members
An application role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to other application roles.
o Add  $% Delete
Hame Display Name Type
DEMOSUPR User
FLL_USER Group
DEMOGOLL User

10. The selected Principal is listed under Members.
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Click OK. The following window is displayed with the confirmation message as “The
Application role of ‘group_name’ has been updated”.

ORACLE Enterprise Manager 11g Fusion Middleware Control

EiFarmy | 2 Topokgy
B~
= B3 Farm_ofsll_domain
[ Appiication Deployments
E 3 Weblegic Domain
) otsi domain

[0 Metadata Repositories

Setup Helpy LogOut

ofsll_demain g

Logged in as weblogic
] weblLogic Domain +

Page Refreshed Sep 12, 2013 3:10:55 PM IST [$]

(i) Information =

An appiication role OFSLL_USER has besn updated.

Application Roles
Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global
policy store when the are reg These are also lication roles that are created in the context of end users accessing the application.
B Te manage users and groups in the WeblLogic Domain, use the Oracle Weblogic Server Security Provider.
Policy Store Provider
[=I'Search

Select an application and enter search keyword for role name to search for roles defined by this application. Use application stripe to search if application
uses a stripe that is differerent from application name.

Application Stripe | OFSLL_140#V14.0.0.0.0-b265 j

m

Role Name | starts With j @
Create.. | [F Createlie.. #Edt. 3 Deete.. |
Role Name Display Name Description
[ | OFSLL_USER OFSLL USER

[
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9. Configuring Oracle Bl Publisher for Application

1. Copy the OfsliCommonCSF .jar from /WEB-INF/lib available in the staging area to
$DOMAIN_HOME/lib

2. Update the setDomainEnv.sh file (SMW_HOME/user_projects/domains/mydomain/bin
directory) by appending the above jar file path —

EXTRA_JAVA_PROPERTIES="........ ${EXTRA_JAVA_PROPERTIES}
-Dofsll.csf.path=${DOMAIN_HOME}"

3. Configure Security via EMconsole

Note

It is assumed that Bl Publisher is installed and configured. Refer Bl Publisher Guide for
further details.

2] Most Yisited |_] Getting Started |5 | Latest Headlines E Understanding Your I.. E ‘Weblogic Server Perf... E Basics of Deploying Cr... E BPEL Process Deploym.. >

l_-] Credentials: /Farm_OFSLLTST_doma... = -

ORACLE Enterprise Manager 119 Fusion Middleware Control Setup » Helpw  Log Out
§§Farm - & Topology
M OFSLLTST_domain @ Logged in =s weblogic
=l 5 Farm_OFSLLTST_damain ] webLogic Domain + Page Refreshed Feb 13, 2013 1:22:25 PM 15T 0
# [ Application Deployments Hame
=l [ WeblLogic Domain
x I.:l:E OFSLLTST_domain Contral that certify the authority of entities used by Java 2, JZEE,
# [ Metadata Repositories dertial Store, a single, consolidated service provider to stare
Logs *
Part Usage
32 Delete... »
Application Deployment ¥ Type Description
Web Services > Password
Security & Credentials
" Metadata Repositaries
IDEC Data Sources Security Provider Configuration
System MBean Browser
Application Policies
BT weblLogic Server Administration Consols Application Roles
General Information Syskem Policies
Audit Policy
L3 Audit Stare 2

Transferting data from 10.184.132.170
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4. Click WebLogic Domain on the right panel. Select Security -> Credentials. Click ‘Create
Map’. The following window is displayed.

1
Most Yisited D etting Started Latest Headlines E Understanding Your I... E ‘webLogic Server Perf... E Eiasics of Deploying Or .. E BFEL Process Deploym.. £

©_ Mchfee I

D Credentials: /Farm_OFSLLTST_doma...

Create Map

& credential is uniquely identified by a map name and a key name. Typically,
the map name corresponds with the name of an application and all
credentials with the same map name define a logical group of credentials,
such as the credentials used by the application, all map names in a
credential stare must be distinct,

* Map Name | |

Cancel

Read 10,164,132,170

5. Enter the Map Name: ofsll.int.security

6. Click OK. The following window is displayed.

OFSLL126_Domaina Logged in as web
4] webLogic Domain ~ Page Refreshed Fab 25, 2013 5:11:04 PM It
Credentials
: L sitory of security data that certify the i i by Java 2, J2EE, and ADF applications, Applications can use the Credential Store, a single, consolidated service

‘pravider to store and manage their credentials securely.

[# Credential Store Provider

o CreateMap o Createkey | #Edit.. 3§ Delete... | Credent @ |

Credential Type Desaription

7. Click Create Key Button.
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The following window is displayed.

Create Key

Select Map  ofsllint, security | v
* fey
Tvpe | Password
* |dser Mame
* Password
* Confirm Password

Description

| Ok | Cancel
8. Enter the details as per your requirement.
9. And provide User Name and Password of Bl Publisher console.
Create Key
Select Map | ofsllint.security IE'
*Key |bip_key
Type | Password E
* User Name | weblogic
*Password | esesssee
* Confirm Password | sessssss
Description
(0] 4 Cancel

l

10. Click OK. The following window is displayed.

OFSLL126_Domain @
] webLogic Domain

(@) Information
The credential key, bip_key, has been created.

Credentials

Logged in as weblo
Page Refreshed Feb 25, 2013 5:11:04 PM IST

A credential store is the repository of security data that certify the authority of entities used by Java 2, J2EE, and ADF applications. Applications can use the Credential Store, a single, consolidated service

provider to store and manage ther aredentials securely.

[# Credential Store Provider

pCreateMap o CreateKey | #Edit.. $¢Delete.. | CredentialKey Name ®
Credential Type Desaription
B [ Jofsllint.security
@ bip_key Password

ORACLE



11. On the left panel, right click on the domain OFSLL141_domain > Security > System
Policies. The following window is displayed. Click Create.

L] L] L
OHRACLE Emarpriss Manager 119 Fusin MidSesars Conirol Seape Mepe LogOa
OFSLL141_domaing Logaed v weblogic
ol Westage Demar = Eage Rebewiad e 1, 04 1353 P 3T B
2l Sammary L Chuskrrs 5@
it . - B
f 1o confgure and marae Clatnt Etinat ey
o Weblogs Doman, use By St mma""' Mésiagng: Lo Sagdiatie
Corgra . Mode At it
il FER L g Clgtors found
]
Fort Usage: T Deployments BO-
ombtor Copse et
el Gerves e e [ &
AP Doman Confpuration
ety ¥ Crmdecasis
. Mty ey e @ -
TBC Data Sources Shunty Prover Confguraton Piare: sawha  Twoe!
Sstem MBsan Brovse Fleguest oo
o Frocesseg TS
Agplcaton Folon Time o "
[F WesLane Server ASRTRITEDON Cotdok Bgbeaten baiv o . o PS4 Manag
L] L1
Geceral informaton [rme.
Orache Beblogh Domain Rt D
[ ] = ]
ORALCLE Enterprise Manager 119 Fusien Metamamm Conp Srhpe belo. LogOut
@ - OFSLL141_domalng Logese a5 weblogic
B e OPRL 143 doman [ — S & s v Y
# (2} sppicaton Deplmmerns
) Weebiope Domsn System Pokdes
+ ol LA _drman PR DO e ok BT DOMCRS RO (5 AODRCETONS. (RN 35 DU MAn QRN A Tiu CBN (0T SRR DEFTMIEONS 3G Dreleges 1D Drropel O Cocease
= | e tintats Sepomtore of T mariage users and groucs in S ViesbLoge: Ooman, use the Crace bl oges Seroee Securss Broader,
Palicy Sbeee Frovder
Sepe fownloge Dasan
o B8_CRALLE
- Search
Erder sewrch bevesard for codebane % guer v Sysiem secunty grenis. i on sy searthed tdebase entry io $how Dermesons sesgred i the codebase
o s
st [oiprm oen 7] &
| crente, .
Tt
8 secusviy pel, LERHLE & b i socusty grin

12. The following window is displayed. Enter the codebase as "file:${ofsll.csf.path}/lib/
OfsliICommonCSF .jar" and click Add.
e oty |

@ - OFSLL141_domain g Loggese s webligic
5 mam_0PRLL 141_doman il WeiLoge: Coman » o Mbaatad A . ek 191 et e 23
# (2 aopicaton Decloementy

1 webiage Boman Srstem Poloes > Create Syviem Grant
il lorsii141_domam o | | carcs

& (2 Matatnta Rasomtones There e b differert 1y of e ook suppented b ookt seroer. rnonal pokr and codebase polcy. Prrcosl = — ettt ey
i peremmers. ard prrviegn i b eadstune, mhech o mos By URL o lecaton of 1 e Ml System. Cosehue can b eves SOECHY e taton of cude, Y00 B88 Tt whielr s, o0
S o s ot 8 e A o e

) e fiesee.com nop a

" Codetane (e E I of part M KRG e 38 o
Pewmminsbons

e Al | S B
b : e ey

1 oere, A0 8 new pemROn

13. The following window is displayed. Select the checkbox 'Select here to enter details for a
new permission' and enter the following details as the first permission class.

e Permission Class: oracle.security.jps.service.credstore.CredentialAccessPermission
e Resource Name: context=SYSTEM,mapName=ofsll.int.security,keyName=*
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e Permission Actions: read

Al Permnsicn

Satect Fom peTmons S FEOOUTCES LBES - iyISeT poloes of B doman, Erier pearch criters o sees i might
PO

Srarch

Higme Tiee
i peruases Sl

T

oracie Baur Sy T e reduiz e Crmdarialhocrestereanon
TR P

|
% peaEsteGTTTEM, muof i =0 i senaTe v =™
e || el

Configuring JNDI Name for http Listener
1.

Similarly, click Add to add the second permission class. Select the check box 'Select here

to enter details for a new permission' and enter the following details as the second
permission class.

e Permission Class: oracle.security.jps.service.credstore.CredentialAccessPermission
e Resource Name: context=SYSTEM,mapName=ofsll.http.listener.jndi,keyName=*
e Permission Actions: read

2. Click OK. The following window is displayed.

CHRALCLE Entarpriss Mansgar 11 Fusin Uistsswars Conirol

Stow HeDe LogOut
o~ OFSLL141_domakn g A
B rrm cPRL 141 _ooman Al Wemage Doman » e PR ——
O scokacr o
o Veebioge Doman Srem Polces > Edit System Grant
— e
§ Admantan There are Bus Sfferent byises of Sygtem Dbt S.000ME By aspbiten VEr: Drrnal Sokly and coded ey, Procpal pelcy Grants Sermmind and prevdieges B a latof user o roked. c‘mﬁ-\u
3 —y Graeis permders B privieges b & todebate, wheh i mostly UBL o ication of jar S in Sle syates. Codeibade san be ether sbachote path or relatve pal
) e rawinre Bese vives
Permamon Caay Eawasoe Mame Permieacr AiSond
erade seny. o serve. credine. Credern taldc seiilermasor sorhent=STITEN maphiaa wirfsl et sevunty eviome et resd
P B0 SO 08 BETSR TROENone, e A DRt e Torhen =GN mapfisme -« R prer i ie v - resd
3. Click OK. The following window is displayed.

OHRACLE Enfarprise Managar 119 Fusion Mcdrwan Commd

] wesogs Comar -

Do Babshad A , 24 3,800
) Informatica

The mbcurthy grand hak bear uodsted meessdilly

System Poldes Y
Syviempoloes e Fe §yviem-ce pokoes sophed i sl ACoboaons Cegicr
o Tomaage wieri and groues. in tha Veblogs Domain, e S Crad

e managaeent doman. You can grant specisl Derssons and privieges to orropa or cadebase
Secarity Pravde
Policy Shwee Priniddes

oo eetloge Doman
S BB DRASLE
Seandh

Eney earch Wiy for 00BEhaSE 1) QUETY SYSIET BECLIVTY QVENLS. DR 0N Ty S88°TWE0 COEEHE ETVITY 13 S50 DETPesOnd ASsgnex ) e (naeese
Troe —

1§ creane...

(9 crentenke.., Feav. oo

[
B ar{oommon. omparares. e e orace S0 _LL . Lidasidnt i
i i o i) A Ak
e . hivee ] M e e s TLS e S
e e bR

it [t e e | i . e Ty el fiean 1

Liar
Hie: figomar. home| fpervers /i (webioge Mame) (T _WL_umer focsmaog
ez §{zomar. home faer e i ebione Mame ) i _l, L ortal
1500 racke inome ) f0a moduies S0 4L
e Foemmon, componert hame) frod e on e 082
e i} R Lkl
e sl deniped o, cir | nasm_pifine_LL. 1, 1100 et deriped s et}

Perminsacny for Codebase; Pl S {ofsllol,path ) Sl OfsBCammont St jar
Epsturos Nave

Lot ST TEM maphase =0t L S804y ey i = *

Permaon Ator
ot mTSTEM aghiama ot it baserar o b fiarme a

Permasion: Clata
end

OB, SR T SETVRCE TSI € T eSS
read

‘oracly, pecurty P servicn credetone Cracerssl

SAse Hipw LagOut
OFSLL1A1_domaing

Logged ras weblogic

2]
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10. Configuring JNDI name for HTTP Listener

1. Click WebLogic Domain on the right panel. Select Security — Credentials.

ORACLE Enterprise Manager 11g Fusion Middisware Cantrol

[iFamy | &k Toovlogy
e
= B Farm_OFSLL141_domain
8 [ Appication Deployments:
[0 webLogic Doman
= 4l oFsiL141_domain
B OFSLL141_AdminServer
5 oFsiL141_ManagedServer
5] Services_ManagedServer
# [ Metadats Repostacies

Setp~ Hebw LogOut
OFSLL141_domain @
5] Weblogic Domain v

Home

Loggedin as weblogic
Page Refrashed Nov 21, 2013 3:06:44 o4 157 13

©-  E dusters Y ™
Control s " @
Logs » Custer  Defadt  Sesson
sarvers OO Messagng  Load Regkcaten

Mode Algarithen Type
Port Usage

Agpication Deployment > 2e-
Web Services H
ADF Demain Configuration

Seaurity >
Metadata Repositaries

J0SC Diata Sources

Systam MBezn Browser

Credentials WOown (11

Sacurity Providar Configuration

Applcaton Poloes
Appicaton Roles

MName

[ weblogic Server Adminstation Console £ [ Appication Depioyments

@ [ Intemnal Agplcations
) dbids-xons-web
@ dbsdss-web-ds

3
R dbids-ons-web-dt @
L
L]

General Information

Systen Polkcies
T

Services Manage

W oksic

Services_Manage .
il

4 Audit Policy
&l Oracle WebLogic Domain Resource Centy  Audt Stere
Before You Begin
(@ Whatis an Orace Weblogc Server Doman?
(@) Manage Oracle Weblogic Server with Fusion Mddessare Control
(@ Manage Oradle Weblogpic Server with the Administration Console
Typical Administration Tasks
(@) starting and Stapping Orade WeblLogic Server Instances
(@) Deplaying an Appicatan Uising Fusion Mddieware Control
(@ Tvoical Searity Practices with Fusion Mddieware Control
(@) Getting Started Using the Fusion M
Other Resources
) Orace Fusion Middeware Resources on the Web
& Orade Fusion Mddeware Forums

& Control Miean Browsers

2. On clicking Credentials the following window is displayed.

ORACLE Enterprise Manager 11g Fusion Middieware Control

iremy | 4 Topoiogy

# [ Metadata Repostanes

Sep - Hepw LogOut

OFSLL141 domain@

Logged n 2 weblogic
._ﬂ VieblLogic Domain »

Page Rafrashed Now 21, 2013 3:07:50 P 15T 0
Credentials

& eradantial atore i tha repostary of sacurity data that cantify the authonty of entites used by J8va 2, J2EE, and ADF applcations. Aphatons can Los the Cradental Storg, & sngle,
censoldated senace provider to store and manage ther credentials securely.

# Credential Store Provider

o CreateMap e Create key

Credental
@ [jofsl.int.security

3¢ Delete. Credential Key Name €]

Type Descripton
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3. Click on Create Map. The following window is displayed.

 Create Hap

and & kay

A
the map name corresponds with the name of an apclication and ol
Mmmhmmmmﬂn“mﬂm

such as the application
credental store must be dstinct.

4. Enter Map name as 'ofsll.http.listener.jndi".

5. Click OK. The following window is displayed.

ORACLE Manager 11g antrol

A
= (3 Metadatm Repostornes A v ty of 3ava 2, JZEE, and ADF appicabions. Appications can use the Credential Store, & single,
consoldated service provider to store and manage thes credentisls securely,
[# Credential Store Provider
dpcrestern dpoenerey | JEst. Roee.. | g ®
| @ jofelintsequity
- .
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6. Click Create Key Button. The following window is displayed.

7. Enter the details as per your requirement.

Key: jndiname
Credential: java:comp/env/jdbc/ofslIDBConnDS

Type:Generic
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sty
*Key |jndname

Tree [Genere [x]

Deseripton

8 Enter 85 text©) Enter map of property name snd value pors.
| jve:compyeny)

8. Click OK. The following window is displayed.

A sl stoee is thy story ty data that certify Java 2, J2£E, and ADF appications. Apphcations can use the Credental Store, 8 sngle,
e
[#Credential Store Provider
e e e — )
[N @ Eotsearty | ]
| @ Caofshtplstenernd
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A. Appendix
A.1 XManager Usage

To run any installer on remote non window machine user should have XManager software.

B Xstart g|ﬁ|®

session: [5]10,184.74.143 v

Host: | 10.184.74.143 v

Protocol: | S5H v [ setwp. |

User Marne: ||:ufs||126 |
arkout. .

Fassword: | senes | [ ]save

Execution Command:

| Jusribingxterm s -display $0ISPLAY | m
Oplions
¥ Show status dialog box,

Run

A%

i

[ ] show rephy messages.

To configure advanced options,
click the Advanced button, Advanced. .

Close

Help

Give the following details

Session name:Give session name.

Host name:Give the UNIX machine address.
Protocol: This value depends on the operating system.
For ExampleE.g.:

Oracle Enterprise Linux: SSH

IBM AIX: TELNET

Solaris: SSH

UNIX: SSH

User Name:Give the UNIX user name.
Password:Give the password.

Execution Command: This value depends on the operating system.

E.g.:

A1 ORACLE



Oracle Enterprise Linux: /usr/bin/xterm -Is -display $DISPLAY
IBM AIX: /usr/dt/bin/dtterm -Is -display $DISPLAY
Solaris: /usr/openwin/bin/xterm -Is -display $DISPLAY

UNIX: /usr/bin/X11/xterm -Is -display $DISPLAY

A2 ORACLE
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