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About This Guide

How This Guide is Organized

The information in this guide is presented in the following order:

About This Guide contains general information about this guide, the organization of this guide, and
how to get technical assistance.

Introduction describes how to access the Platcfg utility, how to use the utility interface in a Policy
Management environment, and troubleshooting.

Performing Initial Server Configuration describes how to access the Platcfg utility and configure your
application's initial configuration, and then how to verify the configuration.

Managing Certificates describes how to access the Platcfg utility to manage SSL security certificates,
which allow two systems to interact with a high level of security.

Synchronizing Files describes how and when to synchronize files in clusters.

Performing System and Server Backups and Restores describes how to perform system and server
backups and restores.

Glossary

Intended Audience

This guide is intended for the following trained and qualified service personnel who are responsible
for operating Policy Management servers and related support equipment:

System operators
System administrators

Documentation Admonishments

Admonishments are icons and text throughout this manual that alert the reader to assure personal
safety, to minimize possible service interruptions, and to warn of the potential for equipment damage.

Table 1: Admonishments

Icon Description

Danger:

(This icon and text indicate the possibility of
personal injury.)

DANGER

Warning:

(This icon and text indicate the possibility of
WARNING equipment damage.)

E60240 Revision 01, March 2015 15



About This Guide

Icon Description

Caution:

(This icon and text indicate the possibility of
CAUTION service interruption.)

Topple:
(This icon and text indicate the possibility of
TOPPLE personal injury and equipment damage.)

Related Publications

For information about additional publications that are related to this document, refer to the Related
Publications Reference document, which is published as a separate document on the Oracle Technology
Network (OTN) site. See Locate Product Documentation on the Oracle Technology Network Site for more
information.

Locate Product Documentation on the Oracle Technology Network Site

Oracle customer documentation is available on the web at the Oracle Technology Network (OTN)
site, http://docs.oracle.com. You do not have to register to access these documents. Viewing these files
requires Adobe Acrobat Reader, which can be downloaded at www.adobe.com.

1. Log into the Oracle Technology Network site at http://docs.oracle.com.

2. Select the Appl i cati ons tile.
The Applications Documentation page appears.

3. Select Apps A-Z

4. After the page refreshes, select the Communi cat i ons link to advance to the Oracle Communications
Documentation page.

5. Navigate to your Product and then the Release Number, and click the Vi ewlink (note that the
Download link will retrieve the entire documentation set).

6. To download a file to your location, right-click the PDF link and select Save Tar get As.

Customer Training
Oracle University offers training for service providers and enterprises. Visit our web site to view, and
register for, Oracle Communications training;:
http://education.oracle.com/communication

To obtain contact phone numbers for countries or regions, visit the Oracle University Education web
site:
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About This Guide

www.oracle.com/education/contacts

My Oracle Support (MOS)

MOS (https://support.oracle.com) is your initial point of contact for all product support and training
needs. A representative at Customer Access Support (CAS) can assist you with MOS registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support hotline
for your local country from the list at http://www.oracle.com/us/support/contact/index.html. When calling,
make the selections in the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request
2. Select 3 for Hardware, Networking and Solaris Operating System Support
3. Select one of the following options:

¢ For Technical issues such as creating a new Service Request (SR), Select 1
¢ For Non-technical issues such as registration or assistance with MOS, Select 2

You will be connected to a live agent who can assist you with MOS registration and opening a support
ticket.

MOQOS is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer Access
Support (CAS) main number at 1-800-223-1711 (toll-free in the US), or by calling the Oracle Support
hotline for your local country from the list at http://www.oracle.com/us/support/contact/index.html. The
emergency response provides immediate coverage, automatic escalation, and other features to ensure
that the critical situation is resolved as rapidly as possible.

A critical situation is defined as a problem with the installed equipment that severely affects service,
traffic, or maintenance capabilities, and requires immediate corrective action. Critical situations affect
service and/or system operation resulting in one or several of these situations:

* A total system failure that results in loss of all transaction processing capability

¢ Significant reduction in system capacity or traffic handling capability

* Loss of the system’s ability to perform automatic system reconfiguration

* Inability to restart a processor or the system

* Corruption of system databases that requires service affecting corrective actions

* Loss of access for maintenance or recovery operations

* Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance capabilities
may be defined as critical by prior discussion and agreement with Oracle.

E60240 Revision 01, March 2015 17


http://education.oracle.com/pls/web_prod-plq-dad/db_pages.getpage?page_id=225
https://support.oracle.com
http://www.oracle.com/us/support/contact/index.html
http://www.oracle.com/us/support/contact/index.html

Chapter

2

Introduction

Topics:

*  Accessing the Platcfg Utility.....19
* Using the Platcfg Utility.....19

*  Troubleshooting Using the Policy Configuration
Menu.....19

E60240 Revision 01, March 2015

This chapter describes how to use the Platform
Configuration (Platcfg) utility to configure Policy
Management on Configuration Management
Platform (CMP) servers and Policy Management
servers. The term Policy Management servers will be
used throughout this document to refer to the
Multimedia Policy Engine (MPE), Multi-Protocol
Routing Agent (MRA), Bandwidth on Demand
(BoD), Message Distribution Function (MDF) and
Management Agent (MA) collectively. Each server
is described individually in detail in their respective
manuals.

Your view of the product may vary from the figures
used as examples in this guide; the pages, tabs,
fields, menu items, and functions that you see
depend on your configuration, application, or mode.
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Accessing the Platcfg Utility

To access the Platcfg utility, complete the following procedures:

1.

2.

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

At the root prompt, enter the following command:
su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Note: The dash (-) is required inthesu - pl atcfg orthesudo su - pl atcfgcommand to
ensure proper permissions.

The following screen is displayed.

gaggggau Main Menu togggo

. Diagnostics

. Server Configuration

. Hetwork Configuration

. Security

: Remote Consoles

. HetBackup Configuration
i Policy Configuration
 Exit

Figure 1: Main Menu

Using the Platcfg Utility

To move and enter information within the Platcfg utility, use the following actions:

Up and down arrows--Moves the action up or down.

Left and right arrows--Moves the action sideways.

Enter key--Enters the selected item and moves to the next menu or feature screen.
First letter--Select the first letter of a menu item to move to that item.

Troubleshooting Using the Policy Configuration Menu

If a system failure occurs, use the Save Platform Debug Logs menu option on the Policy Configuration
Menu to help debug the issue.
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Saving Platform Debug Logs

The Save Platform Debug Logs option is used to troubleshoot a system failure. This option varies
from the standard Platcfg save debug log option by providing two settings that allow you to limit the
size of the save log files.

Information saved in the logs includes the current state of all logs, all the configuration files, all the
system proc entries, and several miscellaneous files. Output from this process is a single tar/gzip file.

To access this utility, complete the following procedures:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admrusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

4| Main Menu |7

Maintenance

Diagnostics

Server Configuration
Hetwork Configuration
Eemote Consoles
Security

NetBackup Configuration

Configuration

Policy

Exit

Figure 2: Main Menu--Policy Configuration
Note: NetBackup Configuration menu selection will only appear if the server is a CMP.

5. Select Save Platform Debug Logs from the Policy Configuration Menu and press Enter.
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——————4 Folicy Configuration Menu F———————

Set Policy Mode

Perform Initial Configuration

Festart Application

Cluster Configuration ERemowval

WVerify Initial Configuration

Verify Server 3tatus

S3L EKey Configuration

Ethernet Interface Parameter Settings

Sawve Platform Debugy Logs
Cluster File 3ync
Fouting Config

Firewall

DICP Config

Backup and Bestore

Exit

Figure 3: Policy Configuration Menu--Save Platform Debug Logs

6. In the screen that appears, enter values, where:

* Record limit for qptrace--Specifies the maximum number of gptrace messages to save. Do not
change this setting when generating a save log to debug a problem; only reduce the default
number messages when instructed to do so by Customer Support.

* Record limit for AppEventLog--Specifies the maximum number of AppEventLog records to
save. Do not change this setting when generating a save log to debug a problem; only reduce
the default number records when instructed to do so by Customer Support.

* Remember count limit settings--Specifies whether or not to retain limit setting from previous
log.

¢ Include trace/subact/synclog--Indicates whether to include the extra trace /subact/sync debug
records.

* Save as--Lists the path and filename of the file being saved.

Note: Include trace/subact/sync log should be left set to No unless directed to be set to Yes by My
Oracle Support (MOS).
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I Save Platform Debug Logs I

Fecord limit for gptrace:
Fecord limit for AppEventLog:
Femember count limit settings:
Include trace/subact/aync loog:

JavVe 83...

yelogs plat 2014112010574

Figure 4: Save Platform Debug Logs

7. Select OK and press Enter to save variable changes and generate the tar/gzip file.
The file is generated and saved in the specified location.
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This chapter describes how to access the Platcfg
utility, set the Policy Management configuration
mode, configure the initial configuration, and then
how to verify the configuration.
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Set Policy Mode

This section describes how to set the Policy mode on CMP servers and other Policy Management
servers for new system installations or upgrades.

To select the Policy Management mode, complete the following procedures:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

5. The following menu is displayed. Select Set Policy Mode from the Policy Configuration Menu
and press Enter.

——————4 FPolicy Configuration Menu F———————

et Policy HMode

Perform Initial Configuration
FEestart Application

Cluster Configuration Femoval
Verify Initial Configuration
Verify 3erver 3tatus

33L Key Configuration
Ethernet Interface Parameter 3ettings
Jave Platform Debug Logs
Cluster File 3vync

RFouting Config

Firewall

DICP Config

Backup and Restore

Exit

Figure 5: Policy Configuration Menu--Set Policy Mode

6. Select the appropriate mode and press OK.
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Cable
WMireline

WMireless

Figure 6: Select Policy Mode

Performing Initial Server Configuration

7. After selecting the mode, if the Select Network Layout screen is displayed, you will need to select
the appropriate network layout. Refer to the table below for more information about the network

layout choices.

a) If you have an optional Ethernet Mezzanine card installed, one of the two following screens
will display: one for CMP servers only and another for other Policy Management servers.
For a CMP server, select either bkup, common, or segregated_with_bkup, from the Select

Network Layout menu, select OK, and press Enter.

{ Select Network Layout

Network layout profile:

Figure 7: Select Network Layout--CMP Server

For other Policy Management servers, select either common or segregated, select OK, and press

Enter.

E60240 Revision 01, March 2015
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—l Select Network Layout I

Figure 8: Select Network Layout--Policy Management Server

Note: To enable traffic segregation in a system, an Ethernet Mezzanine card is required and a
selection other than common in the Select Network Layout screen is required.

Note: If the system does not have an Ethernet Mezzanine card, the Select Network Layout
screen is not displayed, and the network layout of Common is applied automatically.

b) If you have an MRA server and you are using Hewlett Packard (HP) c-Class or Sun Netra
hardware to provide separate external SCTP multi-homing and internal traffic by using an
additional signaling interface, selectcommon_with_sigc from the Select Network Layout menu,

select OK, and press Enter.

—| Jelect Network Layout I

Network lawvout profile: QRiEsdeiiiaei

common with sigo

Figure 9: Select Network Layout--MRA Server, SIGC

Table 2: Server Network Layouts

E60240 Revision 01, March 2015

Network Layout Name Network Layout Detail Description
common PMAC=bond0 This is the default layout after
OAM=bond0.<VLAN> policy product is installed. With
SIGA=bond0.<VLAN> this layout, the mezzanine cards
SIGB=bond0.<VLAN> are not used. The product
behaves exactly like an ordinary
c-Class server.
segregated PMAC=bond0 This mode is used by MPE and
OAM=b MRA for traffic segregation.
=bond0.<VLAN>
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Network Layout Name

Network Layout Detail

Description

SIGA=bond1.<VLAN>
SIGB=bond1.<VLAN>

If the server is upgraded from
an earlier release with traffic
segregation enabled, this layout
is automatically selected.

bkup

PMAC=bond0
OAM=bond0.<VLAN>
SIGA=bond0.<VLAN>
SIGB=bond0.<VLAN>
BKUP=bond2

This mode is used by CMP
where an extra BKUP interface
is used.

If the server isa CMP upgraded
from an earlier release with
segregation turned off, this
layout is automatically selected.

segregated_with_bkup

PMAC=bond0
OAM=bond0.<VLAN>
SIGA=bond1.<VLAN>
SIGB=bond1.<VLAN>
BKUP=bond2

This mode is used by CMP
where an extra BKUP interface
is used.

If the server isa CMP upgraded
from an earlier release with
segregation turned on, this
layout is automatically selected

common_with_sigc

OAM=bond0.<VLAN>
PMAC=bond0
SIGA=bond0.<VLAN>
SIGB=bond0.<VLAN>
SIGC=bond0.<VLAN>

This mode is used by a
customer using an MRA server
only in the Wireless mode with
c-Class or Netra hardware to
provide separate external SCTP
multi-homing and internal
traffic by using an additional
signaling interface.

Initial Configuration

This section describes how to perform the initial configuration on the CMP devices in your system.

To perform the initial configuration of the system, complete the following procedures:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your

system as adnusr .

2. At the root prompt, enter the following command:

su - platcfg

3. Or, at the admusr prompt, enter the following command:

sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

5. Select Perform Initial Configuration from the Policy Configuration Menu and press Enter.

E60240 Revision 01, March 2015
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——————4 Folicy Configuration Menu F———————

Set Policy Mode

FPerform Initial Configuration %
Festart Application

Cluster Configuration ERemowval

WVerify Initial Configuration

Verify Server 3tatus

S3L EKey Configuration

Ethernet Interface Parameter Settings
Save Platform Debuy Logs

Cluster File 3ync

Fouting Config

Firewall

DICP Config

Backup and Bestore

Exit

Figure 10: Policy Configuration Menu--Perform Initial Configuration

6. The Initial Configuration screen is displayed.

| Initial Configuration |

HostMName:

0AM Real IPwvd Address: iGN
0AM IPwv4 Default Route: §CRNEEEEN
0AM Real IPwvH Address:
0AM IPwvt Default Route:
NTP Servers:

DNS Server A:

DNS Server B:

DNS Search:

0AM Device:

Figure 11: Initial Configuration--Wireless
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I Initial Configuration I

HosthMame: Y[Rulg=prliEelits
0AM Real IPvd Address: jlEEEEHRRL:ReFLC YY)
0AM IPwvd Default Route: 248.1
0AM Real IPv6 Address:
0AM IPwE Default Route:
NTP Servers: jUEHES
DNS Server A: B
DNS Server B:
DNS Search: PEMIERLCETaN
0AM Device: [slelylsl®
0AM VLAN: B
SIGA V0LAN: SEry
SIGE V0LAN: [

Figure 12: Initial Configuration--Wireless, c-Class hardware

—————————4 Initial Configuration F—————————

HostMName :

OAM Beal IP Address:
O4AM Default Route:
NTF Zerver:

D3 3erver A4:

DHN3 Z3erwver EB:

D3 Zearch:

QLN Dewvice:
Backplanelevice:
BackplaneIpPrefix:

Figure 13: Initial Configuration--Cable
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—4| Initial Configuration |7

HostName: liwei-mra-cmcc-1_
OLM Real IP Addeces=: 10.60.32.60/524
OAM Default Route: 10.860.32.1

NTP Serwver: 10.60.27.191
DNS Serwver A: 10.60.2.15
DNS Server B:

DNS 3earch:

OAN Device: bondl

OAM VLAN Id: 32
SIGA VLAWN Id: 500
SIGE VLAN Id: &00
SIGC VLAN Id: 700

QK Cancel

Figure 14: Initial Configuration - Wireless, MRA Support

Enter the configuration values and then select OK, where:

* HostName--The unique name of the host for the device being configured.

* OAM Real IP Address--The IP address that is permanently assigned to this device.

* OAM Real IPv4 Address--The IPv4 address that is permanently assigned to this device.

* OAM Default Route--The default route of the OAM network.

* OAM IPv4 Default Route--The IPv4 default route of the OAM network.

* OAM Real IPv6 Address--The IPv6 address that is permanently assigned to this device.

¢ OAM IPv6 Default Route--The IPv6 default route of the OAM network.

* NTP Server (required)--A reachable NTP server on the OAM network.

* DNS Server A (optional)--A reachable DNS server on the OAM network.

* DNS Server B (optional)--A second reachable DNS server on the OAM network.

* DNS Search--A directive to a DNS resolver (client) to append the specified domain name (suffix)
before sending out a DNS query.

e Device--The bond interface of the OAM device. Note that the default value should be used, as
changing this value is not supported.

* OAM VLAN--The OAM network VLAN Id (only applies to c-Class servers or Netra X3-2 RMS;
field does not display otherwise).

¢ SIG A VLAN Id--The Signaling-A network VLAN Id (only applies to c-Class servers or Netra
X3-2 RMS; field does not display otherwise).

¢ SIG B VLAN Id--The Signaling-B network VLAN Id (only applies to c-Class servers or Netra
X3-2 RMS; field does not display otherwise).

¢ SIG C VLAN Id--The Signaling-C network VLAN Id (only applies to c-Class servers or Netra
X3-2 RMS; field does not display otherwise).

¢ BackplaneDevice--The backplane bond interface of the OAM device.
* BackplanelIpPrefix--The backplane bond interface IP Prefix of the OAM device.
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Note: All of the fields listed above are required, except for fields DNS Server and DNS Search,
which are optional but recommended

Note: If you have the optional Ethernet Mezzanine card installed, you will be prompted to select
a network layout after you Set Policy Mode. If traffic segregation is available and is defined, the
SIG-A and SIG-B interfaces will be segregated onto the optional second pair of 6120XG/6125XLG
enclosure switches. Do not enable traffic segregation if a second pair of 6120XG/6125XLG enclosure
switches are not available. Setting traffic separation information previously occurred after Initial
Configuration activities, but is now set in the Set Policy Mode activities.

Note: Every network service and IP flow that is supported by IPv4 is now supported by IPv6.
Either interface or a combination of the two can be configured.

. When finished, select OK to save and apply the configuration. At this point the screen pauses for
approximately a minute. This is normal behavior.

Verifying the Initial Configuration

Once you have made the initial configuration settings, verify the configuration by completing the
following procedure:

1. Select Verify Initial Configuration from the Policy Configuration Menu, and press Enter.

——————4 FPolicy Configuration Menu F———————

Set Policy Mode

Perform Initial Configuration
Festart Application

Cluster Configuration Remowval
Verifvy Initial Configuration
Verify 3erver 3tatus

S33L Key Configuration
Ethernet Interface Parameter Settings
Save Platform Debugy Logs
Cluster File 3ync

Fouting Config

Firewall

DICP Config

Backup and Bestore

Exit

Figure 15: Policy Configuration Menu--Verify Initial Configuration

2. Your initial configuration settings are displayed. For example:
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Figure 16: Index Table of Contents--Wireless

Figure 17: Index Table of Contents--Cable
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Figure 18: Index Table of Contents--Wireline

Note: Use the Forward and Backward buttons to page up and down through the list.

Verifying the Server Status

After you have made your initial configuration settings, view the Policy Process Management Status
and the Server Role by completing the following procedure:

1. Select Verify Server Status from the Policy Configuration Menu and press Enter.
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——————4 Policy Configuration Menu F———————

Set Policy Mode

Ferform Initial Configuration
Feztart Application

Cluster Configuration Bemowval
Verify Initial Configuration
verify Server Itatus

S5L Eey Configuration
Ethernet Interface Parameter Settings
Save Platform Debuy Logs
Cluster File 3Sync

Fouting Config

Firewzall

DSCP Config

Eackup and Restore

Exit

Figure 19: Policy Configuration Menu--Verify Server Status

2. Once fully configured, a server will show the server role as Active or Standby, (or Spare, if this is

a Policy Management server configured for georedundancy). Unknown is a valid state during

initial configuration, because the cluster has not been formed. Policy Process Management Status

should always be Running.

For example:

Index Table of Contents
Folicy Process Managemwent 3tatus: Bunning
Server Role: Active

Figure 20: Index Table of Contents--Server Status
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Cluster Configuration Removal

After removing a server from a cluster and before adding the server to another cluster, clean up the

cluster with the following procedure:

1. Select Cluster Configuration Removal from the Policy Configuration Menu screen and press
Enter.

—— Policy Configuration Menu p——m—

Set Policy Mode

Perform Initial Configuration
Festart Application

Cluster Configuration Eemowval
Verify Initial Configuration
Verify Jerwver 3tatus

S3L EKey Configuration
Ethernet Interface Parameter Settings
Sawve Platform Debugy Logs
Cluster File 3ync

Fouting Config

Firewall

DICP Config

BEackup and Restore

Exit

Figure 21: Policy Configuration Menu--Cluster Configuration Removal

2. Select Cluster Information Cleanup from the Cleanup Configuration Menu screen and press
Enter.

Cleanup Configuration Mennu

Cluster Information Cleanup
Exit

Figure 22: Cleanup Configuration Menu

3. Select Yes or No from the Cleaning up cluster information screen and press Enter.
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4| Cleaning up cluster information Ii

¥Tou are going to cleanup cluster
information. Continue?

Figure 23: Cleaning up cluster information

Configuring Routing on Your Server

This section describes how to configure routes on your server.

Note: When creating routes for an interface that does not have an active IP address, such as the SIG-A
interface on the standby server you receive a warning stating that the route cannot be applied at this
time but it will be saved. These routes show as INACT on the display routes section.

Configuring Routing
To configure routing, complete the following procedures:
1. Log in to your system as r 0ot if logging in from the system console. Otherwise, SSH into your

system as adnusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.
5. Select Routing Config from thePolicy Configuration Menu and pressEnter.
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——————4 Policy Configuration Menu F———————

Set Policy Mode

Ferform Initial Configuration
Festart Application

Cluster Configuration Bemowval
Verify Initial Configuration
Verify Server Status

S5L EKey Configuration
Ethernet Interface Parameter Settings
Save Platform Debuy Logs
Cluster File 3ync

Fouting Config

Firewall

DECP Config

Eackup and Restore

Exit

Figure 24: Policy Configuration Menu--Routing Config
6. Select Add Route from the Route Configuration Menu and press Enter.
Foute Configuration Menu
idd Foute

Delete Route
Display FRoutes

Export Routes
Import Routes
Exit

Figure 25: Route Configuration Menu--Add Route

The Add Route configuration screen is displayed. For example:
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IF Type:
Route Type:
Network:
Destination:
Gateway Address:

Figure 26: Add Route--Wireless

Note: The REP network selection will appear in the Interface screen only for c-Class MPE and
MRA servers if a static IP is set in the topology for MPE and MRA. The REP selection will not
appear for a CMP server or any other Policy Management server.

IP Type:

Eoute Type:
MNetwork:
Destination:
Gateway Lddress:

Figure 27: Add Route--Cable
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| Add Rouce |

IFP Type: (*) IPvd ([ ) IPwé
Route Type: (*) host ([ ) ner [ ) defaulc
Necwork: [ ) OAM () SIGA ([ ) SIGE (*) SIGC

Destinatcion:
Gateyay Address:

Cancel

Figure 28: Add Route--CMCC Wireless

Note: Use this screen to add a route when using a SIGC interface in a Wireless mode MRA server
with c-Class or Netra hardware.

7. Edit the information, where:
* [P Type--Defines whether this will be an IPv4 or IPv6 route.

* Route Type--Defines whether this route will be for a specific destination (Host), a specific
network segment (Net), or a default route. Note that this option is provided to allow the default
route to be moved to a different interface; only one default route per address family (IPv4 or
IPv6) should exist on a system at one time.

* Network--Indicates whether this route will be created on the OAM, REP (replication), SIGA,
SIGB, or SIGC interface. Note that the BKUP network is only available on CMP servers with
the optional mezzanine card installed.

¢ Destination--Indicates the destination IP address.

* Gateway Address--Indicates the gateway address.

8. When finished editing, select OK and press Enter. Press Enter again to save changes.

Deleting a Route

To delete an existing route, complete the following procedures:
1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.
5. Select Routing Config from the Policy Configuration Menu and press Enter.
6. Select Delete Route from the Route Configuration Menu and press Enter.
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Add Foute

Lelete Route %
Display Routes
Export Routes
Import Routes
Exit
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Figure 29: Route Configuration Menu--Delete Route

The Main Routing Table screen is displayed. For example:

10.
ho=st 10.
10.
host 10.
10.

{ Main Routing Table

NHetwork Destination

Gateway

defaulc COAM default
10.15.26.1

net CAM 192.168.0.0/24

1 By

1 L

1B

1 b

15

26.
29,
26.
27.
24.

1k
L)
1k

arrow keys to move between options

Figure 30: Main Routing Table

7. Select the route to delete by pressing the space bar, then select OK and press Enter. Use the Top,
Bottom, Prev, and Next buttons to scroll through the list. More than one route can be deleted at a

time.

Note: The route is deleted without warning.

Displaying Configure Routes

To display the configured routes, complete the following procedures:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your

system as admusr .

2. At the root prompt, enter the following command:

su - platcfg

E60240 Revision 01, March 2015
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3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

. Select Policy Configuration from the Main Menu and press Enter.

[S 1S

. Select Routing Config from the Policy Configuration Menu and press Enter.

[=))

. Select Display Routes from the Route Configuration Menu and press Enter.

—{ RBoute Configuration Menn F

Add Route
Delete Route %

Display Routes

Export Routes
Import Routes
Exit

Figure 31: Route Configuration Menu--Display Routes

The configured routes are displayed. For example:

Main Routing Table

Status Idx Type Network Destination
Gateway

ACT 000 IPw4 defaulc OAM defaulc
10.15.26.1

Figure 32: Main Routing Table

The status of each route displays as either ACT or INACT. ACT means the route is active and currently
running. INACT means that the route is saved in configuration, but cannot be activated at this time.
An inactive route may mean that an interface for which the route is configured does not currently
have an IP address; for example, a standby server on an interface that only has a VIP. An inactive
route may also mean that a route has been configured incorrectly, with the gateway IP address not
on the same subnet as the interface IP address.
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Exporting a Route

To export all existing routes, complete the following procedures:

1.

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

At the root prompt, enter the following command:

su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

5. Select Routing Config from the Policy Configuration Menu and press Enter.

6. Select Export Route from the Route Configuration Menu and pressEnter.

—I Foute Configuration Menu I—

Iicdd Foute
Delete Foute
Display Routes

Export Foutes
Import Routes %
Exit

Figure 33: Route Configuration Menu--Export Routes

The Export Routes To File screen is displayed. For example:

] Export Routes To File

OVl 1o/ FOUtES oubput. tHD

Figure 34: Export Routes To File

Specify the location and filename of the routes that are to be exported, then select OK and press
Enter. Routes are exported to the specified directory and filename.

Importing a Route

To import existing routes into the routing configuration, complete the following procedures:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your

system as adnusr .

2. At the root prompt, enter the following command:
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su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

5. Select Routing Config from the Policy Configuration Menu and press Enter.

6. Select Import Routes from the Routing Configuration Menu and press Enter.

—{ Boute Configuration Menn F

idd Route
Ielete Route
Display Routes
Export Routes

Import Routes %
Exit

Figure 35: Routing Configuration Menu--Import Routes

The Import Routes From File page is displayed. For example:

| Import Routes From File |

Eyie M tp,/ routes output.tEL

Figure 36: Import Routes From File

Specify the location and filename of the routes that are to be imported, then select OK and press
Enter.
Routes are imported into the routing configuration from the specified directory and filename.

Restarting the Application

To restart the application, enter the following procedures:

1.

G »® D

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

At the root prompt, enter the following command: su - pl atcfg
Or, at the admusr prompt, enter the following command: sudo su - platcfg
Select Policy Configuration from the Main Menu and press Enter.
Select Restart Application from the Policy Configuration Menu and press Enter.
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——————4 Folicy Configuration Menu F———————

Set Policy Mode

Ferform Initial Configuration
Festart Application

Cluster Configuration Bemowval
Verify Initial Configuration
Verify Serwver Status

S3L EKey Configuration
Ethernet Interface Parameter Jettings
Save Platform Debug Logs
Cluster File 3wync

Fouting Config

Firewall

DIECP Config

Eackup and ERestore

Exit

Figure 37: Policy Configuration Menu--Restart Application

You are prompted to continue:

| Restart op procmgr

Tou are going to restart gp procmgr.
Continue?

Figure 38: Restart qp_procmgr

Selecting Yes restarts qp_procmgr, which controls all Policy Management specific processes, and the
entire application is restarted. It does not restart High Availablity (HA) or database software, although

the failure of the application will trigger an HA failover.
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Configuring Firewall Settings

Note: During the editing of firewall configuration settings, if an attempt is made to leave the Firewall
Configuration Menu with unsaved changes, you are presented with the options to save changes and
exit, exit without saving changes, and to return to the Firewall Configuration Menu to continue.

Note: When all firewall configuration setting changes are completed, be sure to use menu item Save
and Apply Configuration from the Firewall Configuration Menu to commit the changes made to
the firewall configuration files and restart the firewall.

Note: In the following process, the term All indicates open access to any interface, for example: PMAC,
REP, OAM, SIG-A, and SIG-B.

To configure firewall settings on the server and restrict access to non-standard ports, complete the
following procedures:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

5. Select Firewall from the Policy Configuration Menu, and press Enter.

4| Policy Configuration Menu Ii

Set Policy Mode

Perform Initial Configuration
Restart Application

Cluster Configuration ERemowal
Verifvy Initial Configuration
Verify Serwver Status

S5L Kevy Configuration
Ethernet Interface Parameter Settings
Sawve Platform Debuy Logs
Cluster File Syhco

Routing Config

DSCP Config

Backup and Restore

Exit

Figure 39: Policy Configuration Menu--Firewall

6. Toenable the firewall, select Enable/Disable Firewall from the Firewall Configuration Menu and
press Enter.
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—4 Firewall Configuration HMenu F—

Enable/Dizsabhle Firewall
Display Firewall %
Customize Firewall

SJave and Lpply Configuration %
Exit

Figure 40: Firewall Configuration Menu--Enable/Disable Firewall

7. Select Edit from the Firewall Status screen and press Enter.

2003, 2014, Cracle and/or its

Firewall status

disabled

om rules:
om prefer:

Use arrow keys Lo move between options |

Figure 41: Firewall status screen

<Enter> =

—| Options |7

8. To define which IPv4 and IPv6 firewall to enable or disable, select from the list of interfaces on the

Enable/Disable Firewall Features Menu and press Enter.
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Enable
Enakble
Enakble
Enakble
Disahle
Disahle
Disahle
Disahle
Exit

—I Enable/Dizable Firewall Features Menu |—

iptahles
ipetables
custom rules
custom prefer
iptahles
ipetables
custom rules
custom prefer

Figure 42: Enable/Disable Firewall Feature Menu

9. When prompted to continue, select Yes from the Enable iptables? or other appropriate dialog

screen that appears and press Enter.

— Enshle iptables? ——

Enable iptahle=?

Figure 43: Enable iptables?

Note: By enabling iptables or ip6tables, firewalls are set up with a default set of rules. Default rules
allow the product to function as needed, but it may be necessary to open up additional ports.

10. The Factory Firewall Rule Set cannot typically be changed, but you may wish to open additional
ports in the firewall by enabling custom rules. To open additional ports, select Enable Custom
Rules from the Enable/Disable Firewall Features Menu.

Enahle
Enahle

Enakble
Enakble
Di=sahle
Di=sahle
Di=sahle
Di=sahle
Exit

—I Enable/Dizakble Firewall Features Menu I—

iptahle=
ipetabhles
Ccustom rules
custom prefer
iptahle=
ipetabhles
custom rules
custom prefer

Figure 44: Enable/Disable Firewall Features Menu--Enable custom rules
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11. Select Yes from the Enable custom rules? screen to confirm that custom rules are to be enabled or
select No to cancel.

——4 Enakble custom rules? F———

Enable custom rules?

Figure 45: Enable custom prefer feature?

12. If a custom rule conflicts with a default rule, the default rule is used, but the default rule can be
overridden if the custom prefer option is enabled. Rules conflict if they have matching protocols
(TCP, UDP) and ports (80, 443, etc.). To set custom rules to be used instead of default firewall rules,
select Enable custom prefer from the Enable/Disable Firewall Features Menu.

—I Enabhle/Dizahle Firewall Features HMenu |—

Enable iptables
Enable ipotables
Enable custom rules

Enable custom prefer
Disakhle iptables
Dizakhle ipetabhles
Disghle custom rules
Disakhle custom prefer
Exit

Figure 46: Enable/Disable Firewall Features Menu--Enable custom prefer

13. Select Yes from the Enable custom prefer feature? screen to confirm custom rules are to be preferred
over default rules or select No to cancel.

——4 Enable custom prefer feature? F———

Enable custom prefer feature?

Figure 47: Enable custom prefer feature?
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14. To add, edit or delete custom firewall rules, select Customize Firewall from the Firewall
Configuration Menu, and press Enter.

—I Firewall Configuration Menu |—

Enable/Disable Firewall
Diaplay Firewall

Cuatomize Firewall
Save and Apply Configuration g
Exit

Figure 48: Firewall Configuration Menu--Customize Firewall

15. Select Edit from the Firewall Custom Rules screen and press Enter.
3 3 - 2011 Tekelec, Inc.

Firewall Custom Bules |

Frotocol Device

Use arrow keys to move between options | <Enter> =

Figure 49: Firewall Custom Rules

16. To add a new rule of edit an existing rule, select Add Rule or Edit Rule from the Connection
Action Menu and press Enter.

Connection Action Menu

Acld REule

Edit Rule

I'elete Rule g

Exit
.

Figure 50: Connection Action Menu

17. Enter information to customize the firewall rule, then select OK and press Enter.
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| Customize Firewall |

Port:

Source Address
Type:

Protocol:
Interface:

Figure 51: Customize Firewall--Wireless

Note: The REP network selection will appear in the Interface screen only for c-Class MPE and
MRA servers if a static IP is set in the topology for MPE and MRA. The REP selection will not
appear for a CMP server or any other Policy Management server.

} Customize Firewall }

Fort:

Source RAddress:
Type:

Frotocol:
Interface:

Figure 52: Customize Firewall--Cable

Enter field values. When completed, select OK and press Enter.

Note: If configuring a CMP with the optional Ethernet mezzanine card or any product on any
mode on the Sun Netra X3-2, an additional interface appears called BKUP. This interface is dedicated
to perform remote archive activities for CMP backup operations. BKUP is included if ALL is selected
for Interface on the Customize Firewall screen.

The REP network selection will appear in the Interface screen only for c-Class MPE and MRA
servers if a static IP is set in the topology for MPE and MRA. The REP selection will not appear for
a CMP server or any other Policy Management server.
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| Customize Firewall }

Porc:
Source Address: 0.0.0.0/24
Type: (*) IFV4 [ ) IPVE
Protocol: (*¥) TCP { )} UDP
Interface: ([ ) OAM ( ) PHAC ( ) SIGA ( ) SIGE (¥*) SIGC ( ) ALL

Cancel

Figure 53: Customize Firewall--CMCC Wireless

Note: Use this screen to customize firewall when using a SIGC interface in a Wireless mode MRA
server with c-Class or Netra hardware.

18. To delete an existing custom rule, select Delete Rulefrom the Connection Action Menu and press
Enter. Then, select the rule to be deleted from the Select Rule Menu and press Enter.

19. When all editing is complete, save and apply the changes to the system:

a) If not at the Firewall Configuration Menu, select Exit to return to the Firewall Configuration
Menu. Then, select Save and Apply Configuration from the Firewall Configuration Menu
and press Enter to save all changes.

—| Firewall Configuration HMenu I—

Enable/Dizsable Firewall
Display Firewall %
Customize Firewall

Save and Apply Configuration %
Exit

Figure 54: Firewall Configuration Menu--Save and Apply Configuration

A dialog box will appear to confirm that the request to apply the changes is successful.

Displaying Firewall Settings

To display current firewall settings, complete the following procedures:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg
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4. Select Policy Configuration from the Main Menu and press Enter.

5. Select Firewall from the Policy Configuration Menu, and press Enter.

6. Select Display Firewall from the Firewall Configuration Menu and press Enter.
—4 Firewall Configuration Menu F—

Enable/Disable Firewall

Dizplay Firewall

Customize Firewall

Jave and Lpply Configuration
Exit

Figure 55: Firewall Configuration Menu--Display Firewall

7. Select the firewall action from the Display Firewall Menu and press Enter.
Display Firewall Menu

Display Firewall 3Itatus
Display Factory Rules

Display Custom Rules
Exit

Figure 56: Display Firewall Menu

The following is an example of the Display Firewall Status screen:

Dizplay Firewall Status

iptakhle=: dizabled
ipetakbles: dizabled
custom rules: dizabled

custom prefer: dizabled

Figure 57: Display Firewall Status
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The following is an example of the Display Factory Rules screen:

Dizplay Factory BEules
STATUS | PROTO | SOURCE | IPVER | INTERFACE | FORT
FI_OFF | top | all | both | OAH | tyagl
FII_OFF | top | all | hoth | ALL | http
FII_OFF | top | all | both | ALL | webcache
FII_OFF | top | all | hoth | ALL | https
FII_OFF | top | all | both | ALL | posvnoc-https
FII_OFF | udp | all | hoth | ALL | 9663
FII_OFF | top | all | hoth | ALL | =sh
FII_OFF | udp | all | hoth | ALL | ntp
FII_OFF | top | all | hoth | ALL | 16510
FII_OFF | top | all | hoth | ALL | 16426
FII_OFF | top | all | hoth | ALL | 16575
FII_OFF | top | all | hoth | ALL | 41207

Figure 58: Display Factory Rules

The following is an example of the Display Custom Rules screen:

INTERFACE |

TCE | 10.196.100.12/32 5IGB
TCP | 10.196.12.0/23 S IGE
TCP | 10.148.244.0/23 ALL

UO=ze arrow keys to move betweesn optlons <Enter> =selects

Figure 59: Display Custom Rules
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Use the options on the DSCP (Differentiated Services Code Point) Configuration menu to manage
DSCP configurations. These configurations allow you to operate DSCP on network interfaces (SIG A,
SIG B) for a Policy Management device. The configurations are persistent during system power off,
reboot, and upgrade. Configurations can also sync to other servers within a cluster.

Menu options include:

Add a DSCP configuration

View existing DSCP configurations

Edit a DSCP configuration

Delete a DSCP configuration

Sync a configuration to other servers in cluster

Adding a DSCP Configuration

Use the Add New DSCP Configuration to add a new DSCP configuration on the network interface
and begin DSCP marking of specified packets. Each DSCP configuration is saved to the configuration
file in the order in which it is added.

To add a new DSCP configuration, complete the following procedure:

1. Select DSCP Config from the Policy Configuration Menu and press Enter.

Set Policy Mode

Perform Initial Configuration
Festart Application

Cluster Configuration Remowval
WVerify Initial Configuration
Verify Server 3tatus

S3L EKey Configuration
Ethernet Interface Parameter Settings
Save Platform Debuy Logs
Cluster File 3ync

Fouting Config

Firewall

DICP Config
BEackup and Bestore
Exit

4| Folicy Configuration Menu Ii

Figure 60: Policy Configuration Menu--DSCP Config

2. Select Add New DSCP Configuration from the DSCP Configuration Menu and press Enter.
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DECP Configuration Menu

Add MNew DSCP Configuration
View DICP Configuration
Edit D3CP Configuration

Delete DSCP Configuration
Syne DSCP Configuration
Exit

Figure 61: DSCP Configuration Menu--Add New DSCP Configuration

3. Select the desired interface for the new configuration from the Select Interface screen, then select
OK and press Enter.

In the Policy Management architecture, network interfaces are segregated into SIGA, SIGB, SIGC,
and OAM. The interface SIGA is used to connect to the customer signaling A network; SIGB is
used to connect to the customer signaling B network; SIGC is used to connect to the customer
signaling C network SIGC is used on MRA only to internally connect to MPE when both SIGA and
SIGB were used for SCTP multi-homing; and OAM is used to connect to the customer management
network and for internal connection between the cluster and site. The Configuration includes
interface SIGA, SIGB, and SIGC but does not include OAM. Select either SIGA or SIGB for the
current DSCP configuration.

If more than one DSCP configuration is added on the same network interface (for example, SIGA),
the output packets sent from this interface are from the latest DSCP configuration added. The new
DSCP configuration (with the same or greater scope in output packets of this network interface)
takes precedence over any previous DSCP configurations.

Note: If one interface has both VIP and IP and associates DSCP only with VIP, the packets sent
from this interface may not be marked with DSCP as expected because the application may send
packets from the server IP instead of the VIP.

— Select Interface —
i SIGA
Choose: | SIGE

[*) 3IGC

Cancel

@

Figure 62: Select Interface
4. Specify the IP Protocol Version, Source IP Address, and Destination IP Address to associate with

the new configuration from the Input Source IP and Destination IP screen. If no settings are
specified here, default settings are used.
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Input Source IP and Destination IF

IPF Protocol Version:

Source IP Address:

Performing Initial Server Configuration

Select OK and press Enter to save setting selections and continue to Code Point selection.

5. Select the Code Point to use with this configuration from the Code Point selection window, then
select OK, and press Enter. When the configuration has been saved, DSCP marking begins on the

Choozse:

specified packets.

EF 101110
i 101100

- 011110
oi1ii00
ai1i010

oii000
ai10i1i0
oioi00
o1o010

oi0o000

— Qoi1iia

LF1z — 001100
AF11 - Q01010
— ool

NULL - 00r

Customize

Figure 64: Code Point selection
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Viewing DSCP Configurations

To display existing DSCP configurations, complete the following procedures:

1. Select DSCP Config from the Policy Configuration Menu and press Enter.
2. Select View DSCP Configuration from the DSCP Configuration Menu and press Enter
—| DECP Configuration HMenu I—

Add MNew DICP Configuration

View DICP Configuration %
Edit D3CP Configuration
Delete DACP Configuration
Sync DICP Configuration
Exit

Figure 65: DSCP Configuration Menu--View DSCP Configuration

3. All existing DSCP configurations are displayed.

View DSCP Configuration
Interface Protocol Source Destination L3CP
fEtatus

Figure 66: View DSCP Configuration

Editing a DSCP Configuration

To edit an existing DSCP configuration, complete the following procedure:

1. Select DSCP Config from the Policy Configuration Menu and press Enter.
2. Select Edit DSCP Configuration from the DSCP Configuration Menu and press Enter
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—| DECP Configuration HMenu I—

Add Wew DSCP Configuration
View DICP Configuration %

Edit DACF Configuration
Delete DBCP Configuration
Sync D3ICP Configuration
Exit

Figure 67: DSCP Configuration Menu--Edit DSCP Configuration

3. All existing DSCP configurations are displayed. Select the configuration to change from the Edit
DSCP Configuraton Menu and press Enter.

| Edit DSCP cConfiguration Menu |

AF43 - 100110
3IGE IPvh ALL ALL AF4z - 100100

Figure 68: Edit DSCP Configuration Menu

4. Select the interface to use for the configuration from the Select Interface screen, then select OK,
and press Enter.

Select Interface

Figure 69: Select Interface

5. Specity the IP Protocol Version, Source IP Address, and Destination IP Address from the Input
Source IP and Destination IP screen to associate with the configuration. If no settings are specified
here, the previous settings are used. Select OK and press Enter to save setting selections and
continue to Code Point selection
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Input Source IP and Destination IF

IPF Protocol Version:

Source IP Address:

Performing Initial Server Configuration

6. Select the Code Point to use with this configuration from the Code Point selection screen, then

Chooze:

select OK, and press Enter.

EF - 101110
101100
101000
100110
100100

L e e e
— O11100
011010
Q11000
o1o110
Q10100
Q10010

glioooc
aoiiin
ao1ioo0
aoio1n

aoilooo

NULL uful

Customize

Figure 71: Code Point selection.

Once OK is selected, the changes are saved for the configuration, and DSCP marking begins on
the specified packets.
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Deleting a DSCP Configuration

To delete an existing DSCP configuration, complete the following procedure:

1. Select DSCP Config from the Policy Configuration Menu and press Enter.
2. Select Edit DSCP Configuration from the DSCP Configuration Menu and press Enter
—| DICP Configuration HMenu I—

Iidd New D3CP Configuration
Wiew DICP Configuration
Edit D3CP Configuration

Delete D3ICP Configuration
Synce DSCP Configuration %
Exit

Figure 72: DSCP Configuration Menu--Delete DSCP Configuration
All existing DSCP configurations are then displayed.

3. Select the configuration to delete by pressing the space bar; more than one configuration can be
deleted at a time. and Select OKand press Enter.The selected configuration(s) are deleted.

I Current DSCF I

Del? Idx Int Prot Source Destination DECP
[*] 001 3IGA IPw4 ALL ALL AF43 - 100110
[ 1 00z 3IGE IPwe ALL ALL AF4z - 100100

Figure 73: Current DSCP

Note: When a configuration is deleted for a network interface that has more than one configuration
defined, priority is given to the most current remaining DSCP configuration regarding output
packet processing.

Syncing DSCP Configurations

DSCP configurations on one server can be synced with other servers in the same cluster. It is
recommended the sync be performed from the active server to all other servers (standby or standby
and spare) in a one site or two site cluster.

To sync existing DSCP configurations, complete the following procedure:

1. Select DSCP Config from the Policy Configuration Menu and press Enter.
2. Select Sync DSCP Configuration from the DSCP Configuration Menu and press Enter
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——4 DECP Configuration HMenu F——

Add MNew DICP Configuration
View D3ICP Configuration
Edit D3CP Configuration
Delete DACP Configuration

Aync DACP Configuration %
Exit

Figure 74: DSCP Configuration Menu--Sync DSCP Configuration
All existing DSCP configurations are then displayed.

3. If the sync is performed from a server that is not the Active server, a warning message appears,
giving you the option to abort the sync process. If you select Yes to continue, the sync process
begins. Once the process is complete, the following message is displayed:

Synchronized

Press any key to continue. ..

Figure 75: (Sync DSCP) Message

The configurations are copied to the other servers and take effect. The sync status is displayed for
each remote server.
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This chapter describes how to access the Platcfg
utility to manage SSL security certificates, which
allow two systems to interact with a high level of
security.

62



Description of Security Certificates

Managing Certificates

d
There are two types of security certificates used in a system: self-signed or signed by a 3 party.

* Self-signed certificates are created locally on each server in platcfg, then synchronized throughout
the system to allow encrypted communications between servers. Self-signed certificates are
inherently less secure than 3 party signed certificates, so they are not recommended for use in a
production environment. Additionally, some external systems may not allow the use of self-signed
certificates, which may necessitate the use of 3  party certificates.

d
* A Certificate Signature Request (CSR) is created locally in the platcfg utility, then is sent to a 3
party signing authority who generates a signed certificate based on your request. You then
synchronize this certificate throughout the system.

The following terminology is related to the management of certificate.

Table 3: Certificate Management Terminology

Term Definition

Certificate Used by SSL to verify a trusted server, also known
as a Key.

CN (Common Name) CN is the primary ID inside of a certificate. The

Keytool allows you to set this. Keytool refers to
the CN as First and Last Name.

First and Last Name

First and Last Name is the primary ID inside of a
certificate, also know as the CN. First and Last
Name is the way the Keytool refers to this ID.

Key

Used by SSL to verify a trusted server, also known
as a Certificate.

Managing SSL Security Certificates

Creating a Self-Signed Certificate

A Certificate, commonly known as a Key, is used by SSL to verify a trusted server. Certificate creation
is performed on the local server, and depending on your implementation, on the remote server. This
local certificate acts as a Private key for the local server.

Common Name (CN) is the primary ID inside of a certificate. The Keytool allows you to set this;
however, the Keytool refers to the CN as First and Last Name.

To create a self-signed key, complete the following:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your

system as adnusr .
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2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

5. Select SSL Key Configuration from the Policy Configuration Menu and press Enter.

——————4 Policy Configuration Menu F———————

Set Policy Mode

Ferform Initial Configuration
Festart Application

Cluster Configuration Bemowval
Verify Initial Configuration
Verify Server Status

Dol Key Configuration
Ethernet Interface Parameter Settings
Save Platform Debuy Logs
Cluster File 3ync

Fouting Config

Firewall

DECP Config

Eackup and Restore

Exit

Figure 76: Policy Configuration Menu--SSL Key Configuration

6. Select Configure keystore from the Configure SSL keys Menu and press Enter.

Configure 33L keys HMenu

Configure keystore|
Configure cacerts
Exit

Figure 77: Configure SSL keys Menu- Configure keystore

7. Select Create Self-Signed Key from theOperate keystore Menu and press Enter.

E60240 Revision 01, March 2015 64



Managing Certificates

Operate keyvstore Menu

Create Self-Signed Kevy

Export key

Create Certificate Signature Reguest [C3ER)
Import trusted key

View key

Delete key

Exit

Figure 78: Operate keystore Menu

8. Enter information on the Keystore Parameters screen,

I Input Parameters I

Alias:

First and Last Name:
Organizational Unit:
Organization Name:
Location or City:
State:

Country:

Expiration (days):
Eeystore Password:

Figure 79: Input Parameters
Note: t ontat must be used for the Alias field.
Note: A unique cluster ID name should be used in the First and Last Name field (the CN value).

9. When finished, select OK and press Enter.

Verifying the Self-Signed Certificate

Once the SSL certificate has been created, verify the certificate’s attributes before attempting to import
or export the certificate and create your secure connection. If the certificate on the host is not the same
after it is imported into its peer, the secure connection will not be allowed.

To verify the attributes for the SSL certificate, complete the following procedures:
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Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

At the root prompt, enter the following command:
su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Select Policy Configuration from the Main Menu and press Enter.

Select SSL Key Configuration from the Policy Configuration Menu and press Enter.
Select Configure keystore from the Configure SSL keys Menu and press Enter.
Select View key and press Enter.

I Operate keystore Menu I

Create Self-Signed Eey

Export key E
Create Certificate Signature Regquest (CSR) E
Inport trusted key
=
=
Delete key =
Exit

Figure 80: Operate keystore Menu--View Key

Enter the password (changei t ), select OK and press Enter.

| Keystore Parameters |

Key=tore Password:

Figure 81: Keystore Parameters

Select the certificate and press Enter.

Select kewstore item Menu

Figure 82: Select keystore item Menu

10. Verify the certificate information. For example:
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Alias name: cmpZ43-18

Creation date: Jun 19, 2014

Entry type: PrivateKeyEntry

Certificate chain length: 1

Certificate[1]:

Cwner: CH=Mehul Gogri, 0=0Oracle, 0OU=0QA, IL=Marlborough, S5T=MA, C=US

Izzuer: CHN=Mehul Gogri, 0=0Oracle, O0U=0QA, IL=Marlborough, S5T=MA, C=US

Serial number: cB884736

alid from: Thu Jun 19 15:43:00 EDT 2014 until: Wed Sep 17 15:43:00 EDT 2014

Certificate fingerprints:
MD5: CS5:FB:58:A1:0C:02:85:15:0C:44:16:D3:2B:FF:42:83
SHA1: B2:40:BF:46:23:77:98:3E:03:AD:ET: 79 :FF:43:C4:54:07:78:82:8C
SHAZXSGE: 93:896:1C:8RA:50:CO:E6:B6:237:75:CT:48:86:6E:45:F7:8B:3C:45:83:35:FF
Signature algorithm name: SHAZSewithRSA
Version: 3

Extensions:

¥1: OCbjectId: 2.5.29.14 Criticality=false

SubjectEeyIdentifier [

[FeyIdentifier [

0000: DE 17 AR AT T4 35 32 AD 3B 00 A7 1E 1F BE &5 25 ....t52.:..... el

0010: 34 AC E5 7D 4, ..

1

1

Figure 83: Verify Self-Signed Certificate

From the example, the key portions of the certificate are the Alias name, Owner, and Issuer. These
attributes are exported and imported to the other server to establish the secure HTTP session.

11. Select Exit and press Enter

Using a Local Certificate to Establish a Secure HTTP (https) Web-Browser
Session

To ensure a safe and secure TCP connection between an end-user (PC Web-browser) and the CMP
system, an https session can be created between the two by passing a predefined certificate to the
end-user. Once the end-user accepts the certificate, the https session is created.
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Policy Management Servers
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Web browsers function differently based on their configuration. Review your browser settings before
using SSL certificates.

To force end-users to establish an HTTPS session with the CMP system, refer to Creating a Self-Signed
Certificate and Configuring Firewall Settings to complete the following steps:

1. Exchange and import SSL keys between the CMP and the workstation as described in
2. Enable the firewall on the CMP,

3. Enable prefer custom,
4

. Create two customized firewall rules (one for port 80 and one for port 8080) where the allowed
host is 0.0.0.0/32.

Note: Because the ports 80 and 8080 conflict with the factory rule that allows anyone access to these
ports, using the prefer custom option will discard this rule, and instead use the custom rule which
will allow only 0.0.0.0 to connect via 80 or 8080, which locks down the unencrypted http ports.

Establishing a Secure Connection Between a CMP System and a CMP
Device

Note: Procedures used in this chapter may require the rebooting of one or more servers. Subsequently,
for HA to operate correctly in a clustered system, the active server of the cluster must not be rebooted
unless the cluster is in the "online" state. Before rebooting any server, check cluster status using the
CMP Manager Graphical User Interface. If a cluster is labeled Degraded, but the server detail does
not show any failed or disconnected equipment, the server is performing a database synchronization
operation and until the synchronization process has completed, the standby server cannot perform
as the active server.

Also, when a new certificate is configured, the synchronization will cause HA on the standby server
to restart.

It should be noted that SSL certificates are created on a per-cluster basis, and to ensure that the cluster
has the same certificate installed, you should force a system synchronization.

To establish a secure connection between a CMP system and a CMP device server, both the CMP
system and the CMP device server must exchange certificates. The following figure provides an
example of this:
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Export Local Certificat, o

Policy Management Servers
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EXPort L ocal certificat®

Within this figure, the SSL Certificate is shared within the cluster, with the following certificate exchange
occurring:

1.
2.

The CMP system creates a local certificate and exports the certificate to the CMP device server.

The CMP device server imports the peer certificate (local certificate created by the CMP system)
into its trust store.

The CMP device server creates a local certificate and exports the certificate to the CMP system.

. The CMP system imports the peer certificate (local certificate created by the CMP device server)

into its trust store.

Exporting the Certificate Signed Request to the Policy Management Servers

To establish a secure connection between the CMP system and a Policy Management server, first
ensure that the local certificate signed request has been created on each server or cluster, as described
in Creating a Self-Signed Certificate, then complete the following:

1.

NS @ e

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnmusr .

At the root prompt, enter the following command:
su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Select Policy Configuration from the Main Menu and press Enter.

Select SSL Key Configuration from the Policy Configuration Menu and press Enter.
Select Configure Keystore from the Configure SSL keys Menu and press Enter.
Select Export key from the Operate keystore Menu and press Enter.

I Operate keystore Menu I

Create Self-5Signed Eey

-

=
Create Certificate Signature Reguest (CSR)
Inport trusted key E
View key E
Delete key E
Exit

Figure 84: Operate keystore Menu - Export key
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8. Enter the Keystore Password (changei t ), select OK and press Enter.
9. Press Enter to accept the alias t ontat or enter the alias previously created for the certificate.

10. Select a certificate type of binary or ascii from the Export Certificate screen, then select OK and
press Enter.

I Export Certificate I

Certificate type:
Export the certificate to: [

Figure 85: Export Certificate

11. The certificate is exported.

| Message |

Succesded exporting to
Jopt/ocamiant/ tomoat,/cont/ . cer

Pre=s=s any key to continue. ..

Figure 86: Certificate Message

Importing the Peer Certificate

Once you have exported the local certificate, import the peer certificate (this is the certificate that was
exported from the other system) by completing the following procedures:

Note: This procedure is used to import a certificate to the peer machine. This includes certificates
generated by other servers including certificates signed by a third party or similar.

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

2. At the root prompt, enter the following command:
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su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Select Policy Configuration from the Main Menu and press Enter.
Select SSL Key Configuration from the Policy Configuration Menu and press Enter.
Select Configure cacerts from the Configure SSL keys Menu and press Enter.

NS @

Select Import trusted key from the Operate keystore Menu and press Enter.

4| Operate keystore Menu |7

Cerate Self-Signed EHey
Export kewy
Create Certificate Signature Redquest [(C3R)

Inmport trusted key
View key

Delete kew

Exit

Figure 87: Operate keystore Menu

8. Enter the Keystore Password (changei t ), select OK and press Enter.

I Input FParameters I

keystore Password: |

Figure 88: Input Parameters--Keystore Password

9. You are prompted for the import location and alias for the certificate.

I Import Certificate I

Figure 89: Import Certificate

10. Enter the Alias for the certificate, as set previously for the CN name, select OK and press Enter.
You are then presented with the certificate data for verification. Ensure that the CN name, Owner,
and Issuer names of the input file name match that of the previous export file.
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11. If the certificate data is correct, select OK and press Enter.

12. Log in to the CMP system, select the Policy Management server, and click the Secure Connections

checkbox, located on the Policy Server tab. Refer to the CMP user's guide that corresponds to the
mode of the system for more information.

Creating a CA Third-party Signed Certificate

Note: This section assumes that no SSL certificates have previously been generated on or imported
into the servers. If there are pre-existing certificates on the system (besides the default t oncat
certificate), please contact My Oracle Support (MOS) to determine its use and importance. Also, read
this method in its entirety before starting the operations.

Third-party certificates are implemented as follows:

1.
2.

Remove the Pre-existing Local Certificate

Generate a Certificate Signature Request, Exporting the Certificate Signed Request to the Policy Management
Servers, and Re-import the Third-party Signed Certificates.

Import the Third-party Peer Certificates
Synchronize and Reboot the Cluster

Remove the Pre-existing Local Certificate

On most Policy Management servers, there is a pre-existing certificate in the store that has an alias
name of t oncat . This certificate needs to be removed before continuing with any of the other required
certificate generation, or import/export functions. To do this, complete the following procedures:

1.

AN S

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

At the root prompt, enter the following command: su - pl at cf g.

Or, at the admusr prompt, enter the following command: sudo su - platcfg.
Select Policy Configuration from the Main Menu and press Enter.

Select SSL Key Configuration from the Policy Configuration Menu, and press Enter.
Select Configure Keystore from the Configure SSL keys Menu and press Enter.

Figure 90: Configure SSL keys Menu

Select Delete key from the Operate keystore Menu and press Enter.
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———————————4 Operate keystore Menu F———————————

Cerate J3elf-Signed Eey

Export key

Create Certificate Signature Fegquest [(C3ER)
Import trusted key

View key

Figure 91: Operate keystore Menu

8. Enter the Keystore Password (changei t ), select OK and press Enter.

9. Select the certificate to be deleted (tomcat in this example) and press Enter.

Jelect keystore item Menu

tomoat
Exit

Figure 92: Select keystore item Menu

You are prompted to delete the selected certificate. Select Yes to delete the certificate or No to leave
it as is, and then press Enter.

————————4 Delete existing certificate F—————————

Lre wou sure you want to delete tomoat?

Figure 93: Delete existing certificate

You are now ready to generate the local certificate, export it for signing, and then re-import it.

Generating a Certificate Signature Request, Exporting for Signing, Re-importing, and
Verifying

To generate the third-party signed local certificate you need to complete the following:

1.

Generate a Certificate Signature Request

2. Export the Certificate Signature Request from the System
3.
4. Verifying the Self-Signed Certificate

Re-import the Third-party Signed Certificates
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Generate a Certificate Signature Request

To generate a certificate signature request, complete the following procedures:

1

Select Policy Configuration from the Main Menu and press Enter.

2. Select SSL Key Configuration from the Policy Configuration Menu and press Enter.
3.
4. Select Create Certificate Signature Request (CSR) from the Operate keystore Menu and press

Select Configure keystore from the Configure SSL keys Menu and press Enter.

Enter.

————— Operate keystore Menu b———

Cerate Self-Signed EHey
Export kewy g

e Certificate Signature Reguest [C3R)
Import trusted key
View key
Delete kew
Exit

A —
Figure 94: Operate keystore Menu--Create Certificate Signature Request (CSR)

5. Enter the Keystore Password (changei t ), select OK and press Enter.

6. Select the desired certificate (t ontat , in this example) from the Create CSR screen to export for

signature and press Enter.
I Create CSR I

Put the C3IFE to: /(ejsaeEvihR=yalasday (-t g etabhlet=3a

Note: The alias (certificate) value is used later for re-importing the certificate after signing by a
third party. Use a name that allows the certificate to be identified with a specific system. Also of
importance is the Expiration attribute, which should be set to a sufficiently large value so that the
certificate does not expire before any peer certificates. A value preventing expiration before 2019
is recommended.

7. Select OK to accept the keystore destination, and press Enter. The following screen is displayed:
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| Hessage |

Succeeded creating C3E to
fopt/eamiant/ tomeat,/cont/csr

Press any key to continue...

Figure 95: Message--CSR success

Export the Certificate Signature Request from the System
To export a locally generated certificate signature request, complete the following procedures:

Select Policy Configuration from the Main Menu and press Enter.

Select SSL Key Configuration from the Policy Configuration Menu and press Enter.
Select Configure keystore from the Configure SSL keys Menu and press Enter.
From the Policy Configuration Menu, select SSL Key Configuration and press Enter.
Select Export key and from the Operate keystore Menu and press Enter.

Enter the Keystore Password (changei t ), select OK and press Enter.

NS @k w =

Select the desired certificate (t ontat , in this example) to export for signature and press Enter. You
are prompted to export a binary or ascii certificate.

I Export Certificate I

Certificate type:
Export the certificate to:

Figure 96: Export Certificate

8. Select OK and press Enter to accept the default value of binary. The certificate is exported.
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| Message |

Succesded exporting to
Jopt/ocamiant/ tomoat,/cont/ . cer

Pre=s=s any key to continue. ..

Figure 97: Export Success Message

After the certificate file is exported, provide it to the third party who signs and returns the certificate
request.

Re-import the Third-party Signed Certificates

After the certificate has been signed by the third party, two certificate files are returned by them for
importing into the Policy Management servers. One of these files is a signed local client certificate and
the other is a certificate authority (CA), peer certificate. Both certificates must be imported into the
system for proper SSL communication.

Note: It may necessary to edit the returned files to remove extraneous debugging information in the
certificate. This must be accomplished using a Linux-based editor to preserve line termination style.
The only contents that should be in the files are the blocks of data headlined by:

----BEGQ N CERTI FI CATE- - - - -
and concluded by:

All other text above or below these blocks should be removed.

To remove extra text in the certificate files, a further modification needs to be made to the signed local
client certificate. In order for the Policy Management servers to be able to import the local certificate
successfully, the CA certificate must be merged into this file as well. To do this, copy the BEG N END
certificate text block from the CA certificate and then paste the blocks into the local client certificate
below the BEG N END certificate text block. The final result is the original local client certificate text
block immediately followed by the certificate text block of the CA cert that was provided by the
third-party signer. An example of what this should look like is as follows:

----- BEG N CERTI Fl CATE- - - - -
M | C7zCCAl i gAw BAgl BBTANBgkqhki GOWOBAQUFADCB]j DEL MAk GA1UEBhMCVVIVK
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<t ext renoved>

gJeTRnZwWMI EXv71V85NGobVGgb1uR94kl Qaz FP5HC2b2C0Q=

----- END CERTI FI CATE- - - - -

----- BEG N CERTI FI CATE- - - - -

M | D TCCAvagAwW BAgl JAJCKgXr Xbh@Q MAOGCSqGSI b3DQEBBQUAM GVMQswCQYD

<t ext renoved>

YVPQATI Fnrt 1B9Qo1P8kW8l wPmE88Cg6nqt t ol hAnl i / | WBcp+Qzf JMk PBc Mk H2k 7 A==
----- END CERTI FI CATE-- - - -

Either copy these certificate files to the Policy Management server in advance, or store them somewhere
on the network accessible via SCP. They can be imported back into the system to secure the
communication channel with the third-party system. To import the certificates, complete the following
procedures:

1.

Select Policy Configuration from the Main Menu and press Enter.

2. Select SSL Key Configuration from the Policy Configuration Menu and press Enter.
3.
4

. First, import the local signed certificate. Select Import trusted key from the Operate keystore Menu

Select Configure keystore from the Configure SSL keys Menu and press Enter.

and press Enter

Enter the Keystore Password (changei t ), select OK and press Enter. You are prompted for the
location of the certificate to be imported.

Select or enter the location where the certificate is located and the certificate alias name, then select
OK and press Enter.

The certificate data displays for verification. To avoid confusion, though they may be different,
ensure that the Owner and Issuer names used for the certificate match the hostname of the server
the certificate is being created on. If all certificate information is correct, the next operation is to
import the CA certificate as a peer certificate.

Note: The alias entered MUST match the alias originally used to Create the Certificate Request.

Next, import the CA signed certificate. Select Import trusted key from the Operate cacerts Menu
and press Enter

Enter the Keystore Password (changei t ), select OK and press Enter. You are prompted for the
location of the certificate to be imported.

Select or enter the location where the certificate is located and the certificate alias name, then select
OK and press Enter.

The certificate data displays for verification. To avoid confusion, though they may be different,
ensure that the Owner and Issuer names used for the certificate match the hostname of the server
the certificate is being created on. If all certificate information is correct, the next operation is to
import the CA certificate as a peer certificate.

Note: The alias entered MUST match the alias originally used to Create the Certificate Request.

Import the Third-party Peer Certificates

In addition to the certificates that were imported in section Re-import the Third-party Signed Certificates,
you must also import a pair of peer certificates from the third party to connect to and communicate
with their server (versus their client communicating with the Policy Management servers).

The third party will provide a set of new client and CA certificate files, both of which will be imported
to the Policy Management servers as peer certificates.
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Note: It may be necessary to edit the returned files to remove extraneous debugging-type information
in the certificate. The only contents that should be in the files, are the blocks of data headlined by:

* ----- BEG N CERTI FI CATE- - - - -
and concluded by:
* ----- END CERTI FI CATE- - - - -

All other text above or below these blocks should be removed.

To import the peer certificates, either copy these certificate files to the Policy Management servers in
advance, or store them somewhere on the network accessible via SCP. To import the certificate,
complete the following procedures:

1. Select Policy Configuration from the Main Menu and press Enter.

Select SSL Key Configuration from the Policy Configuration Menu and press Enter.

Select Configure keystore from the Configure SSL keys Menu and press Enter.

Select Import trusted key from the Operate keystore Menu and press Enter.

gk LD

Enter the Keystore Password (changei t ), select OK and press Enter. You are prompted for the
location of the certificate to be imported.

6. Select or enter the location where the certificate is located and the certificate alias name, select OK
and press Enter.

Note: The alias entered here MUST match the alias originally used to Create the Certificate Request.

Synchronize and Reboot the Cluster

In order for the new certificates to take effect, all cluster servers must be synchronized and then
rebooted for the certificates to take effect on the CMP system.

* To synchronize, refer to Performing File Synchronization

* To reboot, refer to the CMP user's guide corresponding to the system mode.
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This chapter describes how and when to
synchronize files in clusters.

Files should be synchronized after any of the
following are configured:

* Routes (Routing Config)
¢ Firewall (Firewall)
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Synchronizing Files

Use the Cluster Sync Config menu to manage cluster sync configurations. Functionality available on

this menu includes:

* Reading Destination from COMCOL

* Adding a Sync File
* Deleting a Sync File

Reading Destination from COMCOL

To read the cluster sync destination from COMCOL, complete the following procedures:

1.

At the root prompt, enter the following command:

Or, at the admusr prompt, enter the following command:

sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

et Policy Mode

Perform Initial Configuration

Bestart Application

Cluster Configuration Remowval

Verify Initial Configuration

Verify Serwver Status

35L Key Configuration

Ethernet Interface Parameter Settings
SGave Platform Debug Logs

Cluster File Sync
Bouting Config
Firewall

DSCP Config

Backup and Restore
Exit

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

Select Cluster File Sync from the Policy Configuration Menu and press Enter.

——————4 Policy Configuration Menu F———————

Figure 98: Policy Configuration Menu--Cluster File Sync

6. Select Cluster Sync Config from the Cluster Configuration Sync Menu and press Enter.
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Cluster Configuration Sync Menu

Cluster Iync Config
Show Sync Config

Show Sync Destination
Show Sync Status
Start Synchronizing
Exit

Figure 99: Cluster Configuration Sync Menu--Cluster Sync Config

7. Select Read Destination from Comcol from the Config the Destination of Cluster Sync Menu
and press Enter.

Config the Destination of Cluster Syne Menu

Bead Destination From Comcol
bidd Syne File

Delete Sync File

Exit

Figure 100: Config the Destination of Cluster Sync Menu--Read Destination from COMCOL

The destination of the cluster sync file is read from COMCOL.

Figure 101: Detecting destination servers

Adding a Sync File
To create a new cluster sync configuration file, complete the following procedure:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

2. At the root prompt, enter the following command:
su - platcfg
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3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Select Policy Configuration from the Main Menu and press Enter.

Select Cluster File Sync from the Policy Configuration Menu and press Enter.

Select Cluster Sync Config from the Cluster Configuration Sync Menu and press Enter.
Select Add Sync File from the Config the Destination of Cluster Sync Menu and press Enter.

NS 9w

—I Config the Destination of Cluster Svnc Menu |—

Fead Destination From Comcol

Lodd Svnc File
Delete Svnc File %
Exit

Figure 102: Config the Destination of Cluster Sync Menu--Add Sync File

8. The Add a Sync File screen is displayed.
| idd a Sync File |

filename:

remote file:

scope (cluster/sitefclusterGroup) :
post script:

Figure 103: Add a Sync File

9. Enter data into the fields, where:

1. filename--The name of the sync file.
2. remote file--The name of the sync file if different at the remote site.
3. scope (cluster/site/clusterGroup)--Lists where each file is to be synced:

* cluster--Indicates access to all servers at all sites. Files that need to be in sync at all sites (such
as certificates) should be listed as Cluster.

¢ site--Indicates access to servers at the local site. IP-related files that may not be valid at other
sites (such as firewall and static routes) should be listed as Site.

* clusterGroup--Indicates access to all servers only in multiple CMP, MPE, or MRA clusters.

4. post script--

10. Select OK and press Enter
The new cluster sync configuration is saved.
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Deleting a Sync File

To delete an existing cluster sync configuration file, use the following procedure:
1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Select Policy Configuration from the Main Menu and press Enter.
Select Cluster File Sync from the Policy Configuration Menu and press Enter.

Select Cluster Sync Config from the Cluster Configuration Sync Menu and press Enter.

NS 9k

Select Delete Sync File from the Config the Destination of Cluster Sync Menu and press Enter.

—I Config the Destination of Cluster 3vnc Menu I—

FEead Destination From Comcol
Add Zynec File

Delete Zync File %
Exit

Figure 104: Config the Destination of Cluster Sync Menu--Delete Sync File

8. The Main Routing Table screen is displayed.

ain Routing Table I

=scope poa=stScript
ffirewall . properties =ite
ffirewall-settings.propertiess=site export TERM=xterm && fopt/camia
froutes.properties site fusr/binfperl fopt/camiant/bin/
/tomcat/conf/cacerts. jks clusterGroup
/tomcat/conf/ . keystore cluster fusr/binfperl fopt/camiant/bin/

Select the cluster sync configuration file to delete from the list, select OK, and press Enter. The
selected cluster sync configuration is deleted.

Figure 105: Main Routing Table
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Showing Sync Configuration

Use this option to view the location of synced files; this is useful when georedundancy is implemented.
The Scope column lists where each file is being synced: Site indicates that the file is synced to servers
at the local site, Cluster indicates that the file is synced to all servers at all sites. Files that must be in
sync at all sites (like certificates) are listed as Cluster; IP-related files that may are not valid at other
sites (like firewall and static routes) are listed as Site.

To display cluster sync filenames and their scope, complete the following procedure:
1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.
5. Select Cluster File Sync from the Policy Configuration Menu and press Enter.
6. Select Show Sync Config from the Cluster Configuration Sync Menu and press Enter.

4 Cluster Configuration 3ync Menu F

Cluster Syne Config

Ghow Syne Config g

Show Sync Destination
Show Sync Status
Gtart Synchronizing
Exit

Figure 106: Cluster Configuration Sync Menu--Show Sync Config

7. The Sync File screen is displayed.
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The Sync File

Filename Scope PostScript
fetc/camiant/firewall .properties zite
fetc/camiant/firewall-settings.properties zite export TERM=xterm
&& Sfopt/camiant/binfapplyFirewall.py —--all —--custom-prefer 23>&l1 > fdev/null
fetc/camiant/routes.properties zite fusr/bin/perl
Soptfcamiant/binfapplyRoute.pl 2>&l1 > fdev/mull
Sopt/fcamiant/tomcat/conf/cacerts.iks clusterGroup
Sopt/fcamiant/tomcat/conf/.keystore cluster fusr/bin/perl

fopt/camiant/bin/gp ssh restart.pl 2>&l > fdev/null

Figure 107: The Sync File

Showing Sync Destination

To display cluster sync destinations (hostname, IP address, and Location), complete the following
procedures:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.
5. Select Cluster File Sync from the Policy Configuration Menu and press Enter.

6. Select Show Sync Destination from the Cluster Configuration Sync Menu and press Enter.
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Cluzster Syvnc Config
Show Svne Config

Show Sync Destination
SJhow Svnc 3tatus
Start Svnchronizing
Exit

—I Cluster Configuration 3vnc Menu I—

.

Figure 108: Cluster Configuration Sync Menu--Show Sync Destination

7. The Sync Destination screen is displayed.

I The 3wync Destination
Hostname IFP address Lozation
foogiwaCHMP-1E 10.15.246.143

Figure 109: The Sync Destination

Showing Sync Status

To display cluster sync status, complete the following procedures:

1.

4. Select Policy Configuration from the Main Menu and press Enter.

Synchronizing Files

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your

system as adnusr .

At the root prompt, enter the following command:

su - platcfg

Or, at the admusr prompt, enter the following command:

sudo su - platcfg

5. Select Cluster File Sync from the Policy Configuration Menu and press Enter.

6. Select Show Sync Status from the Cluster Configuration Sync Menu and press Enter.

E60240 Revision 01, March 2015

86



Synchronizing Files

—I Cluster Configuration Svhce Menu |—

Cluster Svne Config
Show Svhne Config
Show Svhe Destination

Show Svne Status
Start Svnchronizing %
Exit

Figure 110: Cluster Configuration Sync Menu--Show Sync Status

The 5y

£n Status

[Mon Now 3 10:42:55 2014] 5tart Cluster File 5ync to cmp241-18
Jetoc/camiant/firewall.properties: OK
Jetoc/camiant/firewall-settings.properties: OK
Jetc/camiant,/routes.properties: OK
Jopt/camiant,/tomcat,/conf/cacerts.jks: OK
Jopt/camiant,/tomcat,/conf/ .keystore: OK

[Mon Nowv 3 10:43:26 2014] Finished Cluster File 5ync to cmp241-18

Figure 111: The Sync Status

Performing File Synchronization

Note: File synchronization (or cluster sync) copies configuration files from the target server to the
remaining servers in the cluster. Performing a cluster sync restarts qp_procmgr on the target servers,
so this action should only be performed from the Active server, otherwise a failover will occur. A
warning displays on the screen before continuing with the sync, to help prevent this issue from
occurring. There is a separate sync operation for DSCP configurations.

To perform the cluster sync, complete the following procedures:
1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.
5. Select Cluster File Sync from the Policy Configuration Menu and press Enter.

6. Select Start Synchronizing from the Cluster Configuration Sync Menu and press Enter.
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—I Cluster Configuration Svnc Menu |—

Cluster Svnc Config
Show Sync Config

Show Zynec Destination
Show Sync 3tatus

Start Synchronizing %
Exit

Figure 112: Cluster Configuration Sync Menu--Start Synchronizing

Note: A warning message is displayed, indicating that a cluster sync restarts qp_procmgr on the
target servers.
Warning: This action should only be performed from the Active server, otherwise
a failover will occur.

WARNING

7. Select OK and press Enter to continue.
Configuration files are synced to the other servers in the cluster, and qp_procmgr is restarted on
the target servers.
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This chapter describes how to manually configure
Ethtool options, including auto-negotiation, speed,
and duplex transmission parameters, on the
interface controller for a wireline network
installation.

Configuration settings are persistent over system
upgrades and reboots.
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Edit Network Interface Ethernet Parameters (Policy Configuration Method)

This section describes how to edit Network Interface Ethernet parameter settings using the Policy
Configuration method.

To edit network interface parameter settings, complete the following procedures:

1.

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

At the root prompt, enter the following command:

su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

6.

Select Ethernet Interface Parameter Settings from the Policy Configuration Menu and press Enter.

——————4 Policey Configuration Menu F———————

Set Policy Mode

Perform Initial Configuration
Restart Application

Cluster Configuration PBemowval
Verify Initial Configuration
Verify Serwver Status

SaL Key Configuration
Ethernet Interface Parame
Save Platform Debug Logs
Cluster File Swvnco

Routing Config

Firewall

DECP Config

Backup and Restore

Exit

Figure 113: Policy Configuration Menu--Ethernet Interface Parameter Settings

Select a network from the list on the Network Interfaces Menu. Each line in this display represents
a physical interface (OAM, SIGA or SIGB) using logical names instead of physical names. If multiple
logical interfaces share a physical interface, those interfaces are grouped on a single line.

-4 Network Interfaces HMenu F

bondl [(OLM, PMAC)
hondl (3IGLA, 3IGE)
Exit

Figure 114: Network Interfaces Menu
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7. The active mode of the device is automatically selected. Select from the options on the Edit
<linkname> Link Options screen, select OK and press Enter. Selection changes are made on both
devices of a bond interface at the same time.

| Edit bondd Link Options |

Figure 115: Edit <linkname> Link Options

Notes for setting link options:

1. The Speed is configurable only when the device supports 100baseT/Full. HP ProLiant
BL* (C-Class) eth01/eth02 does not support 100baseT/Full, so the speed is not configurable
for C-Class bond0.

2. The physical device might support several Speed modes, but 100baseT/Full is the only
candidate in the Platcfg gui.

3. If the interface is a bond device, then the Speed and duplex settings for the active
secondary device is fetched from kernel and displayed on the Platcfg gui. If any secondary
device of the bond interface is not linked, the bond interface is not configurable.

4. If the interface is a bond device, then primary_reselect is configurable.

5. If the two secondary devices in a bond device are running in different modes, a warning
message is displayed before the window is updated.

6. Itis strongly recommended that the auto-negotiation option is set to autoneg on at both
ends. If it is set to autoneg off, a warning message is displayed when OK is selected.

7. Thelink behavior is undefined if one end hasautoneg on while the other end has autoneg
off.

8. When OK is selected, the setting is applied to the interface immediately. For a bond
device, the setting is applied to both of the secondary devices.

9. If the applied mode is not compatible with the switch, it is possible that the link goes
down. This utility does not try to detect or correct this case.

Table 4: Ethtool speed compatibility matrix

Speed Setting: Default (autoneg on) [ 100baseT/Full, 100baseT/Full,
server/switch Autoneg on Autoneg off
Default (autoneg on) [ OK (case 1) OK (case 2) Undefined
100baseT /Full, OK (case 2) OK (case 3) Undefined
Autoneg on
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100baseT /Full, Undefined Undefined OK (case 4)
Autoneg off

Edit Network Interface Ethernet Parameters (TPD Method)

This section describes how to edit network interface ethernet parameter settings using the TPD platform
method. If none of the options are specified, auto-negotiation is assumed.

To edit network interface parameter settings, complete the following procedures:

1.

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

At the root prompt, enter the following command:
su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Network Configuration from the Main Menu - Network Configuration and press Enter.

5. Select Network Interfaces from the Network Configuration Menu and press Enter.

6. Select Edit an Interface from the Network Interfaces Menu and press Enter.

—I Network Interfaces HMenu I—

Add an Interface

Edit an Interface
Delete an Interface %
Exit

Figure 116: Network Interfaces Menu--Edit an Interface

Note: The following screens are for example only. Please contact My Oracle Support (MOS) for
details needed to configure the network interfaces for your server type and system mode.

Select a Network Interface name from the Connection to edit Menu choices.
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-| Connection to edit Menu |—

bond0. 344
bondl
bondl. 544
bondl. 644
bond2
bond3
eth0l
eth02
eth03
eth04
ethel
ethe2
ethe3
eth&d
Exit

Figure 117: Example view of Connection to edit Menu

8. To continue to the network Interface Options menu, select Edit from the Options menu on the
screen. Otherwise, select Exit to return to the previous menu.
Copyright (C) 2003, 2014, Oracle and/or its affiliates. I —————{ Options }—————
Hostname: CHF3O0
thl Int

Uze arrow keys Lo move hetweeh options

Figure 118: Example view of Interface Statistics
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9. Select the required speed and duplex options from the Interface Options menu, select OK and
press Enter.

4| Interface Options |7

MTU:

GRO:

EBEootProto:
dhep

Figure 119: Example view of Interface Options
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This chapter describes how to perform system and
server backups and restores.
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Performing a Server Backup

The server backup contains OS-level information that is configured in the platcfg utility such as IP,
NTP, and DNS addresses. This type of backup is unique to a server and should be created for every
server within a cluster.

To back up your server settings, complete the following:

1.

6.

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

At the root prompt, enter the following command:
su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Select the Policy Configuration from the Main Menu and press Enter.

Select Backup and Restore from the Policy Configuration Menu and press Enter. Note that System
Backup and System Restore are only allowed on a CMP or MA server, so these options do not
appear on the menu for other types of servers.

——————4 Policy Configuration Menu F———————

Set Policy Mode

Ferform Initial Configuration

Festart Application

Cluster Configuration Bemowval

Verify Initial Configuration

Verify Server Status

S5L EKey Configuration

Ethernet Interface Parameter Settings
Save Platform Debuy Logs

Cluster File 3ync

Fouting Config

Firewall

DECP Config

Eackup and Bestore %
Exit

Figure 120: Policy Configuration Menu--Backup and Restore

Select Server Backup from the Backup and Restore Menu and press Enter.
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Backup and Restore Menu

Serwver Backup

SGerver Restore

System Backup

System Hestore

Display Backup Files
Local Archiwve S3ettings
Scheduled Backup Settings
Bemote Archiwve Setting=s
Exit

Figure 121: Backup and Restore Menu

7. You are prompted for the ISO path to save the backup file. For example:

| sec packup location |

TR e R e AR o camiant /backup/ local archive/seowv

Figure 122: Set backup location

Accept the default backup directory or enter a desired directory. The file naming convention used
for the backup file is:

<hostname>-camiant-<release>-serverbackup-<datetime>.iso

AT EEY TO RETURN ToO THE FPLATCFG MENT.

Figure 123: Backup creation message
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Performing a System Backup

The system backup contains application-level information such as Topology, Network Element, and
Policy Management configurations that are configured in the CMP system. This backup saves the
information for an entire deployment and should be created on the active server of the Primary CMP
cluster.

When the backup file is created, the file contains a specific name and is located in a specific directory.
Transfer this backup to the FTP server and the PMAC server.

To back up your server settings, complete the following:
1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

5. Select Backup and Restore from the Policy Configuration Menu and press Enter.
6. Select System Backup from the Backup and Restore Menu and press Enter.

—4 Backup and Restore Menu F——

Server Backup
Server Restore

em Backup

Sy=tem Restore

Di=play Backup Files
Local Archive Settings
Remote Archiwve Settings
Scheduled Backup Setting=
Exit

Figure 124: Backup and Restore Menu

7. You are prompted for the ISO path. For example:
T |

| Sec backup locatlon |

TR e R e AR o C  camiant /backup/ local archive/server

Figure 125: Set system backup location
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Accept the default backup directory or enter a desired directory. The file naming convention used
for the backup file is:

<hostname>-camiant-<release>-systembackup-<datetime>.tar.gz

8. When you are done, select OK and press Enter. The backup is created:

vackup archiwve

'LATCFGE MEND.

Figure 126: Creating backup archive

Displaying Backup Files

To display current local archive and remote archive backup files, complete the following;:
1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select the Policy Configuration from the Main Menu and press Enter.
5. Select Backup and Restore from the Policy Configuration Menu and press Enter.

6. Select Display Backup Files from the Backup and Restore Menu and press Enter.
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—| Backup and Restore Menu |—

Server Backup

Server Restore =
System Backup =
System Restore =
Display Backup Files

Local Archive Settings =
Remote Archive Settings =
Scheduled Backup Settings =

Exit

Figure 127: Backup and Restore Menu--Display Backup Files

7. Make a selection from the Display Backup Files Menu to display either the local archive or the
remote archive:
a) Select Display Local Archive and press Enter.

Di=zplay Backup Files Menu

Display Local Archiwve
Display Bemote Archiwve
Exit

Figure 128: Display Backup Files Menu--Display Local Archive

The Local Archives screen is displayed. For example:
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Figure 129: Local Archives

b) Select Display Remote Archive and press Enter.

Figure 130: Display Backup Files Menu--Display Remote Archive

The Remote Archives screen is displayed. For example:
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Remote Archives

Figure 131: Remote Archives

Configuring Local Archive Settings

You can store up to three archives for both the server and system backup files. To configure this setting,
complete the following procedure:

1.

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

At the root prompt, enter the following command:

su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select Policy Configuration from the Main Menu and press Enter.

5. Select Backup and Restore from the Policy Configuration Menu and press Enter.

6. Select Local Archive Settings from the Backup and Restore Menu and press Enter.
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—I Backup and Restore Menu |—

Server Backup
Server Restore
Svatem Backup
Svztem Restore
Display Backup Files

Local Archive Settings
Eemote Archive Settings
Scheduled Backup Settings
Exit

Figure 132: Backup and Restore Menu

7. You are prompted to specify the number of archives for both the server and system backups. Note
that the following example shows both the number of server and system backups to keep; the
server backup option will only appear on a CMP or MA system.

| |

| Local Archive Jettings |

MNumber of S3erwver Backups to Keep: | -
MNumber of 3ystem Backups to Keep: | -

Figure 133: Local Archive Settings

8. Select the number of backups to keep for each archive. When finished, select OK and press Enter.

Configuring Remote Archive Settings

You can store system and server archives remotely. These archives have separate directories for each
host. This section describes how to configure, edit, and delete remotely stored systems and server
archives.

Configuring a Remote Archive

To configure this setting, complete the following;:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

2. At the root prompt, enter the following command:
su - platcfg

E60240 Revision 01, March 2015 103



Performing System and Server Backups and Restores

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Select Policy Configuration from the Main Menu and press Enter.
Select Backup and Restore from the Policy Configuration Menu and press Enter.
Select Remote Archive Settings from the Backup and Restore Menu and press Enter.

You are prompted for the archive type (server or system) to configure. Note that the server backups
option only appears on a CMP or MA system. Select Remote Archive for Server Backups or Remote
Archive for System Backups from the Remote Archive Settings Menu and press Enter.

———4 Femote Archive Settings Menu F———

NS 9w

Femote Archive for Serwver Backups
Femote Archive for Swvstem Backups
Exit

Figure 134: Remote Archive Settings Menu

8. Select Add Remote Archive or Remote Archive Settings Menu from the 2nd Remote Archive
Settings Menu and press Enter.

—| Remote Archive Settings Menu |—

Add Remote Archive
Edit Remote Archiwve
Delete Remote Archiwve
Display Remote Archive
Exit

Figure 135: Remote Archive Settings Menu

9. Enter remote access information in the screen that displays:

—| Add Remote Archive I—

UsSer:
password:
host:
folder:
CORnEnt @

I
Figure 136: Add Remote Archive

* where:
¢ user and password--Valid SSH login credentials for the target server.
* host--A reachable IP address or a resolvable hostname.
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¢ folder-—-A directory on the target server where the Policy Management server will attempt to
copy backups. The directory must already exist; it will not be created on demand.

¢ comment--The name of the remote archive when viewed in the platcfg utility.

10. When you are done, select OK and press Enter.

Editing a Remote Archive Configuration

To edit an archive configuration, complete the following:

1.

Select Policy Configuration from the Main Menu and press Enter.

2. Select Backup and Restore from the Policy Configuration Menu and press Enter.
3.
4

. Select either Remote Archive for Server Backups or Remote Archive for System Backups from

Select Remote Archive Settings from the Backup and Restore Menu and press Enter.

the Remote Archive Settings Menu and press Enter.

Select Edit Remote Archive from the Remote Archive Settings Menu and press Enter.

—| REemote Archive Settings Menu |—

Add Remote Archive

Edit Bemote Archive

Delete Remote Archive
Di=aplay Remote Archive
Exit

Figure 137: Remote Archive Settings Menu--Edit Remote Archive

Select the remote archive to edit from the Remote Archives Menu and press Enter.

Remote Archives Menu

Z2: Backup-2
Exitc

Figure 138: Remote Archives Menu

Enter all remote archive information and when finished, select OK and press Enter.
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—I Edit Remote Archive |7

user:
password:
host:
folder:
comment :

Figure 139: Edit Remote Archive

Deleting a Remote Archive Configuration

To delete a remote archive configuration, complete the following procedure:

Jury

. Select Policy Configuration from the Main Menu and press Enter.

2. Select Backup and Restore from the Policy Configuration Menu and press Enter.

3. Select Remote Archive Settings from the Backup and Restore Menu and press Enter.
4

. Select either Remote Archive for Server Backups or Remote Archive for System Backups from
the Remote Archive Settings Menu and press Enter.

o

Select Delete Remote Archive and press Enter.

-| Eemote Archive Settings Menu |—

Add Remote Archive

Edit Remnte Archiwve B
Delete Remote Archive
Display Remnte Archive =
Exit

Figure 140: Remote Archive Settings Menu

6. Select the remote archive to edit from the Remote Archives Menu and press Enter.

Remote Archives Menu

2: Backup—
Exic

Figure 141: Remote Archives Menu
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7. Select Yes or No from the Confirm deletion dialog box and press Enter. If Yes is selected, the

remote archive is deleted; if No is selected, the Remote Archive Settings Menu is redisplayed.

| confirm delerion |

Eeally delete the remote archiwve
secting?

Figure 142: Confirm deletion

Displaying a Remote Archive Configuration

To delete a remote archive configuration, complete the following procedure:

1.
2. Select Backup and Restore from the Policy Configuration Menu and press Enter.
3.
4

. Select either Remote Archive for Server Backups or Remote Archive for System Backups from

6.

Select Policy Configuration from the Main Menu and press Enter.

Select Remote Archive Settings from the Backup and Restore Menu and press Enter.

the Remote Archive Settings Menu and press Enter.
Select Display Remote Archive from the 2nd Remote Archive Settings Menuand press Enter.
4 Remote Archive Settings Menu F

Ldd BRemote Archiwve

Edit Remote Archive =
Delete Remote Archiwve
yisplay Remote Archive E

Exit

Figure 143: Remote Archive Settings Menu

One of the following screens is displayed: the first one for server backup and the second one for
system backups.
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1: ServerBackup-1
server*root~"10.148.252 .42~ /var/camianc/backup/neccaCHP-1A

i

U=e arrow keys Co move between options | <Enter> selectcs

Display Remote Archive For System-Backup
1: Backup-1
system"root”~10.148.252.42~/var/camiant/backup/remaote archive/syscembackup/net
raCMP-18

syatem*root"10.148.252.62"/var/camiant/backup/remote archive/systembackup/net
raCHP-1A

Figure 145: Display Remote Archive For System-Backup
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Scheduling Backups

You can configure your system or server to conduct backups on a scheduled basis. This section describes
how to schedule, edit, delete, and view scheduled backups.

Note: When Weekly is selected, the Days of the Month field is ignored, and when Monthly is selected,
the Days of the Week field is ignored.

Scheduling a Backup

To schedule a backup, complete the following procedure:
1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

4. Select the Policy Configuration from the Main Menu and press Enter.
5. Select Backup and Restore from the Policy Configuration Menu and press Enter.

6. Select Scheduled Backup Settings from the Backup and Restore Menu and press Enter.
—| Backup and Restore Menu |—

Server Backup

Server Restore

Syvstem Backup

Sv=tem Restore

Display Backup Files
Local Archive Settings

Eemote Archive Settings
Exit

Figure 146: Backup and Restore Menu--Scheduled Backup Settings
7. You are prompted for the backup type (server or system) to be scheduled. Select either Scheduled

Backup for Server Backups or Scheduled Backup for System Backups from the Scheduled Backup
Settings Menu and press Enter.
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—I Scheduled Backup Settings Menu I—

Di=splay Scheduled Backups

Scheduled Backup for Server
Scheduled Backup for System Backups E
Exit

Figure 147: Scheduled Backup Settings Menu

8. Select Add Schedule from the Scheduled Backup for server backups Menu and press Enter.

{ Schedule parsweters I

Harne
Min (0..59)
Hour (0O..23)

[*] Monthly

Figure 148: Schedule parameters

9. Enter the following information:

Name--A unique name identifying the scheduled backup.
Min--Minute to perform backup. Valid values are 0 to 59, with a default of 0.
Hour--Hour to perform backup. Valid values are 0 to 23, with a default of 0.

Weekly--Select to have the backup performed weekly. When Weekly is selected, the Days of
the Month value is ignored. The default backup is performed weekly.

Days of Week--Specifies that the backup is performed on specific days. Valid values are sun,
mon, tue, wed, thu, fri, and sat.

Monthly--Select to have the backup performed monthly. When Monthly is selected, the Days
of the Week value is ignored.

Days of the Month--Day to perform backup. Valid values include 1 and 15.

10. When you have finished, select OK and press Enter.

Editing a Scheduled Backup

To edit an existing scheduled backup, complete the following;:

1. Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

2. At the root prompt, enter the following command:

su

- platcfg

3. Or, at the admusr prompt, enter the following command:
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sudo su - platcfg
4. Select the Policy Configuration from the Main Menu and press Enter.
5. Select Backup and Restore from the Policy Configuration Menu and press Enter.
6. Select Scheduled Backup Settings from the Backup and Restore Menu and press Enter.
—4 Baclkup and Restore Menu F——

Server Backup

Server Restore

Sv=tem Backup

Svatem Restore

Display Backup Files
Local Archiwve Settings
Eemote Archiwve Settings

Figure 149: Backup and Restore Menu--Scheduled Backup Settings

7. Select either Scheduled Backup for Server Backups or Scheduled Backup for System Backups
from the Scheduled Backup Settings Menu and press Enter.

———4 Scheduled Backup Settings Menu F———

Di=splay Scheduled Backups

Scheduled Backup for Server
Scheduled Backup for System Backups E
Exit

Figure 150: Scheduled Backup Settings Menu

8. Select Edit Schedule from the Scheduled Backup for server backups Menu or from the Scheduled
Backup for system backups Menu (not shown) and press Enter.

4 Scheduled Backup for server backups Menu F

Bdd Schedule

Edit Schedule
Delete Schedule E
Exit

Figure 151: Scheduled Backup for server backups Menu

9. Edit the following Information:

¢ Name--A unique name identifying the scheduled backup.
* Min--Minute to perform backup. Valid values are 0 to 59, with a default of 0.
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* Hour--Hour to perform backup. Valid values are 0 to 23, with a default of 0.

* Weekly--Select to have the backup performed weekly. When Weekly is selected, the Days of
the Month value is ignored. The default backup is performed weekly.

* Days of Week--Specifies that the backup is performed on specific days. Valid values are sun,
mon, tue, wed, thu, fri, and sat.

* Monthly--Select to have the backup performed monthly. When Monthly is selected, the Days
of the Week value is ignored.

* Days of the Month--Day to perform backup. Valid values include 1 and 15.

10. When you have finished, select OK and press Enter.

Deleting a Scheduled Backup

To delete an existing scheduled backup, complete the following procedure:

1.

S A

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as admusr .

At the root prompt, enter the following command:
su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Select the Policy Configuration from the Main Menu and press Enter.

Select Backup and Restore from the Policy Configuration Menu and press Enter.

Select Backup and Restore from the Policy Configuration Menu and press Enter.

Select Scheduled Backup Settings from the Backup and Restore Menu and press Enter.

Select either Scheduled Backup for Server Backups or Scheduled Backup for System Backups
from the Scheduled Backup Settings Menu and press Enter.

Select Delete Schedule from the Scheduled Backup for server backups Menu or from the
Scheduled Backup for system backups Menu (not shown) and press Enter.

4 Scheduled Backup for server backups Menu F

Add Schedule
Edit 5S5chedule

Delete Schedule

Exit

Figure 152: Scheduled Backup for server backups Menu

10. When you have finished, select OK and press Enter. The scheduled backup is deleted.

Displaying Scheduled Backups

To display the scheduled backups, complete the following:

1.

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .
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2. At the root prompt, enter the following command:
su - platcfg

3. Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Select the Policy Configuration from the Main Menu and press Enter.
Select Backup and Restore from the Policy Configuration Menu and press Enter.
Select Backup and Restore from the Policy Configuration Menu and press Enter.

Select Scheduled Backup Settings from the Backup and Restore Menu and press Enter.

® N9 e

Select Display Scheduled Backups from the Scheduled Backup Settings Menu and press Enter.
The scheduled backups are displayed.

C ht (C) 2003 2014, Oracle and/or its affil

g

Schedul

Figure 153: Scheduled Backups

Performing a System Restore

The system restore option restores the Policy Management information that is unique to this system,
including topology, policies, and feature configuration.

Note: If a failover occurs during a system restore on the active server, the restored data will be replaced
by replication. To avoid this unintended overwriting, before conducting the restore on the active
server, stop QP and COMCOL on the standby server using the CMP interface, then perform the system
restore using the Platcfg Utility, and finally, restart QP and COMCOL on the standby server using the
CMP interface. The following commands from the CMP interface stop QP and COMCOL on the
standby server:

Note: The following commands from the CMP interface stop QP and COMCOL on the standby server:

service gp_procngr stop
servi ce contol stop

Note: The following commands from the CMP interface start COMCOL and QP on the standby server:

servi ce contol start
service gp_procngr start
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Note: For more information about how to use the CMP interface, refer to the CMP user's guide that
corresponds to the mode of the system.

To perform a system restore, complete the following:

1.

A

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnusr .

At the root prompt, enter the following command:
su - platcfg

Or, at the admusr prompt, enter the following command:
sudo su - platcfg

Select the Policy Configuration from the Main Menu and press Enter.
Select Backup and Restore from the Policy Configuration Menu and press Enter.
Select System Restore from the Backup and Restore Menu and press Enter.

Enter the path that contains the backup and select either Application or Full for the type of restore.

I Select tarball to restore from I
rhall to restore: IS 0.5.0 12.1. cku 06061715.tar.

Manually input:

Restore type: (*] Application

Figure 154: Select tarball to restore from

When you are finished, select OK and press Enter. The system restores to the backup version
specified.

Performing a Server Restore

The server restore restores the OS information unique to the server. This operation applies the data
from a previously saved server configuration backup file.

To perform a server restore, complete the following procedures:

1.

Log in to your system as r oot if logging in from the system console. Otherwise, SSH into your
system as adnmusr .

At the root prompt, enter the following command:

su - platcfg

Or, at the admusr prompt, enter the following command:

sudo su - platcfg

4. Select the Policy Configuration from the Main Menu and press Enter.

5. Select Backup and Restore from the Policy Configuration Menu and press Enter.

6. Select Server Restore from the Backup and Restore Menu and press Enter.
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Performing System and Server Backups and Restores

7. Enter the path that contains the backup, select OK, and press Enter. The system restores to the
backup version specified.

I Jelect iso to restore from I

manually inpuc: |

Figure 155: Select iso to restore from screen
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Bandwidth on Demand

BoD

CA

cMP

DNS
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See BoD.

Bandwidth on Demand

An application that provides
dynamic allocation of bandwidth;
for example, a broadband speed
promotion.

Canada (NPAC Region)
Conditioning Action

NPP CAs indicate what digit
conditioning actions to execute
when processing a digit string.

Certificate Authority: An entity
that issues digital certificates

Configuration Management
Platform

A centralized management
interface to create policies,
maintain policy libraries, configure,
provision, and manage multiple
distributed MPE policy server
devices, and deploy policy rules to
MPE devices. The CMP has a
web-based interface.

Domain Name Services
Domain Name System

A system for converting Internet
host and domain names into IP
addresses.
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DSCP

HA

HTTP

P

E60240 Revision 01, March 2015

Differentiated Service Code Point

Differentiated Services Code Point:
Provides a framework and building
blocks to enable deployment of
scalable service discrimination in
the internet. The differentiated
services are realized by mapping
the code point contained in a field
in the IP packet header to a
particular forwarding treatment or
per-hop behavior (PHB).
Differentiated services or DiffServ
is a computer networking
architecture that specifies a simple,
scalable and coarse-grained
mechanism for classifying and
managing network traffic and
providing quality of service (QoS)
on modern IP networks.

High Availability

High Availability refers to a system
or component that operates on a
continuous basis by utilizing
redundant connectivity, thereby
circumventing unplanned outages.

Hypertext Transfer Protocol

Intelligent Peripheral

Internet Protocol - IP specifies the
format of packets, also called
datagrams, and the addressing
scheme. The network layer for the
TCP/IP protocol suite widely used
on Ethernet networks, defined in
STD 5, RFC 791.IP is a
connectionless, best-effort packet
switching protocol. It provides
packet routing, fragmentation and
re-assembly through the data link
layer.

Glossary
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ISO

MA

MDF

MPE

MRA

Multimedia Policy Engine

NTP
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International Standards
Organization

Management Agent

Message Distribution Function. A
standalone hardware system,
situated between a Mediation
Gateway and an Oracle
Communications subscriber profile
repository (SPR), that exchanges
messages between a Mediation
Gateway and SPR systems

Multimedia Policy Engine

A high-performance,
high-availability platform for
operators to deliver and manage
differentiated services over
high-speed data networks. The
MPE includes a
protocol-independent policy rules
engine that provides authorization
for services based on policy
conditions such as subscriber
information, application
information, time of day, and edge
resource utilization.

Multi-Protocol Routing Agent

Scales the Policy Management
infrastructure by distributing the
PCREF load across multiple Policy
Server devices.

See MPE.

Network Time Protocol

Glossary
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PMAC Platform Management &
Configuration (also referred to as
PM&C)

Provides hardware and platform
management capabilities at the site
level for Tekelec platforms. The
PMAC application manages and
monitors the platform and installs
the TPD operating system from a
single interface.

vIP Virtual IP Address

Virtual IP is a layer-3 concept
employed to provide HA at a host
level. A VIP enables two or more
IP hosts to operate in an
active/standby HA manner. From
the perspective of the IP network,
these IP hosts appear as a single
host.

VLAN Virtual Local Area Network

A logically independent network.
A VLAN consists of a network of
computers that function as though
they were connected to the same
wire when in fact they may be
physically connected to different
segments of a LAN. VLANSs are
configured through software rather
than hardware. Several VLANSs can
co-exist on a single physical switch.
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