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which you supply particular values.
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What's New in This Guide?

This preface introduces the new and changed administrative features of Oracle Fusion
Middleware that are described in this guide, and provides pointers to additional
information.

New and Changed Features for Release 12¢ (12.1.3)

The following topics introduce the new and changed features of Oracle Fusion
Middleware and other significant changes that are described or referred to in this
guide, and provides pointers to additional information.

= Node Manager support for the OPSS Keystore Service. See Section 2.7.2 for
information about configuring Node Manager.

= Revised support for moving the OPSS Keystore Service to a new environment. See
Section 20.2.3. Also see Table A-13 for move plan properties related to the
Keystore Service.

= Support for moving the following components to a new environment:
- Oracle User Messaging Service. See Table A-22 for the move plan properties.
- Oracle Managed File Transfer. See Table A-25 for the move plan properties.
- Oracle SOA Core Extensions. See Table A-20 for the move plan properties.

- Oracle Enterprise Data Quality, which uses the move plan properties for Java
components. See Table A-13.

See Table 20-1 for a complete list of components that support the movement
scripts.

= Enhanced move plan properties for Oracle B2B. See Table A-23.

= Support for AES encryption for Oracle Wallets. See Section G.1.4.1.3 and
Section G.1.4.1.4.

= Support for certificate trust flags in Oracle Wallets. See Section G.1.4.4.
= Ability to import PKCS#12 files to Oracle Wallet. See Section G.1.4.5.
= FIPS-140 support in Oracle Fusion Middleware. See Chapter 8.

New and Changed Features for Release 12¢ (12.1.2)

The following topics introduce the new and changed features of Oracle Fusion
Middleware and other significant changes that are described or referred to in this
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guide, and provides pointers to additional information. This book is the new edition of
the formerly titled Oracle Fusion Middleware Administrator’s Guide.

Redefining of the Oracle home and elimination of the Middleware home. See
"New And Deprecated Terminology for 12c" in Understanding Oracle Fusion
Middleware.

OPMN is no longer used in Oracle Fusion Middleware. Instead, system
components are managed by the WebLogic Management Framework, which
includes WLST, Node Manager and pack and unpack. See "What Is the WebLogic
Management Framework" in Understanding Oracle Fusion Middleware.

Support for a "per domain" Node Manager. See "What Is Node Manager?" in
Understanding Oracle Fusion Middleware.

Oracle Web Cache is no longer part of Oracle Fusion Middleware.
Changes in moving from a source to a target environment:

— Because of the redefining of Oracle home and elimination of Middleware
home, some of the parameters to the scripts have changed. See Section A.1.2.

- Support for moving a standalone domain. See Section 20.3.5.

- Support for moving the Oracle home and binary files using storage-level
cloning tools. See Section 20.3.3.

- A move plan for Oracle Coherence. See Table A-15.

- A move plan for Oracle Web Services Manager. See Table A-16.

The OPSS Keystore Service is introduced. See Section 7.1.1.3.

SSL procedures for Oracle WebLogic Server have been updated. See Section 6.5.1.
Fusion Middleware Control supports cross-component wiring. See Section 3.3.

Oracle Fusion Middleware has introduced service tables, which provide a way for
service providers to publish endpoint information about their services, and clients
of these services to query and bind to these services. See Section 3.1.

Updated procedures for backup and recovery, including procedures for recovering
a standalone domain. See Chapter 18.

Enhanced support for querying diagnostic incidents. See Section 13.4.2.3.
Support for creating aggregated incidents. See Section 13.4.6.2.

Support for extended log format for access logs. See Section 12.1.1.



Part |

Understanding Oracle Fusion Middleware

This part provides an overview to Oracle Fusion Middleware and its concepts as they
relate to administering Oracle Fusion Middleware.

Part I contains the following chapter:

»  Chapter 1, "Introduction to Oracle Fusion Middleware"






1

Introduction to Oracle Fusion Middleware

Oracle Fusion Middleware is a comprehensive family of products ranging from
application development tools and integration solutions to identity management,
collaboration, and business intelligence reporting. This chapter provides an
introduction to Oracle Fusion Middleware.

It includes the following sections:
s Section 1.1, "What Is Oracle Fusion Middleware?"
»  Section 1.2, "Oracle Fusion Middleware Components"

For definitions of unfamiliar terms found in this and other books, see the Glossary.

1.1 What Is Oracle Fusion Middleware?

Oracle Fusion Middleware is a collection of standards-based software products that
spans a range of tools and services: from Java EE and developer tools, to integration
services, identity management, business intelligence, and collaboration. Oracle Fusion
Middleware offers complete support for development, deployment, and management.

For information about Oracle Fusion Middleware concepts, see Understanding Oracle
Fusion Middleware.

1.2 Oracle Fusion Middleware Components
Oracle Fusion Middleware provides the following components:

= Oracle WebLogic Server, an enterprise-ready Java application server that supports
the deployment of mission-critical applications in a robust, secure, highly
available, and scalable environment. Oracle WebLogic Server is an ideal
foundation for building applications based on service-oriented architecture (SOA).

See Also: Understanding Oracle WebLogic Server

= Oracle SOA Suite, a complete set of service infrastructure components, in a
service-oriented architecture, for designing, deploying, and managing composite
applications. Oracle SOA Suite enables services to be created, managed, and
orchestrated into composite applications and business processes. Composites
enable you to easily assemble multiple technology components into one SOA
composite application.

See Also: Administering Oracle SOA Suite and Oracle Business Process
Management Suite
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s Oracle HTTP Server, which provides a Web listener for Java EE applications and
the framework for hosting static and dynamic pages and applications over the
Web. Based on the proven technology of the Apache HTTP Server, Oracle HTTP
Server includes significant enhancements that facilitate load balancing,
administration, and configuration.

See Also: Administering Oracle HTTP Server

= Oracle Web Services Manager, which provides a way to centrally define and
manage policies that govern Web services operations, including access control
(authentication and authorization), reliable messaging, Message Transmission
Optimization Mechanism (MTOM), WS-Addressing, and Web services
management. Policies can be attached to multiple Web services, requiring no
modification to the existing Web services.

See Also: Administering Web Services

s Oracle Platform Security, which provides enterprise product development teams,
systems integrators, and independent software vendors (ISVs) with a
standards-based, portable, integrated, enterprise-grade security framework for
Java Standard Edition (Java SE) and Java Enterprise Edition (Java EE) applications.

Oracle Platform Security provides an abstraction layer in the form of
standards-based application programming interfaces (APIs) that insulate
developers from security and identity management implementation details. With
Oracle Platform Security, developers do not need to know the details of
cryptographic key management or interfaces with user repositories and other
identity management infrastructures. When you use Oracle Platform Security,
in-house developed applications, third-party applications, and integrated
applications benefit from the same uniform security, identity management, and
audit services across the enterprise.

See Also: Securing Applications with Oracle Platform Security Services

s Oracle Data Integrator provides a fully unified solution for building, deploying,
and managing complex data warehouses or as part of data-centric architectures in
a SOA or business intelligence environment. In addition, it combines all the
elements of data integration — data movement, data synchronization, data quality,
data management, and data services—to ensure that information is timely,
accurate, and consistent across complex systems.

See Also: Administering Oracle Data Integrator
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Part li

Basic Administration

This part describes basic administration tasks for Oracle Fusion Middleware.
Part II contains the following chapters:

»  Chapter 2, "Getting Started Managing Oracle Fusion Middleware"

»  Chapter 3, "Wiring Components to Work Together"

»  Chapter 4, "Starting and Stopping Oracle Fusion Middleware"

s Chapter 5, "Managing Ports"
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Getting Started Managing Oracle Fusion
Middleware

When you install Oracle Fusion Middleware, you install the binary files, such as
executable files, jar files, and libraries. Then, you use configuration tools to configure
the software. This chapter provides information you need to get started managing
Oracle Fusion Middleware, including information about the tools you use.

This chapter includes the following sections:
m  Section 2.1, "Overview of Oracle Fusion Middleware Administration Tools"

»  Section 2.2, "Getting Started Using Oracle Enterprise Manager Fusion Middleware
Control"

= Section 2.3, "Getting Started Using Oracle WebLogic Server Administration
Console"

= Section 2.4, "Getting Started Using the Oracle WebLogic Scripting Tool (WLST)"

= Section 2.5, "Getting Started Using the Fusion Middleware Control MBean
Browsers"

= Section 2.6, "Changing the Administrative User Password"
= Section 2.7, "Configuring Node Manager"

= Section 2.8, "Basic Tasks for Configuring and Managing Oracle Fusion
Middleware"

2.1 Overview of Oracle Fusion Middleware Administration Tools

After you install and configure Oracle Fusion Middleware, you can use the graphical
user interfaces or command-line tools to manage your environment.

Oracle offers the following primary tools for managing your Oracle Fusion
Middleware installations:

s Oracle Enterprise Manager Fusion Middleware Control. See Section 2.2.
= Oracle WebLogic Server Administration Console. See Section 2.3

s The Oracle Fusion Middleware command-line tools. See Section 2.4.

s The Fusion Middleware Control MBean Browser. See Section 2.5.

Note that you should use these tools, rather than directly editing configuration files, to
perform all administrative tasks unless a specific procedure requires you to edit a file.
Editing a file may cause the settings to be inconsistent and generate problems.
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Both Fusion Middleware Control and Oracle WebLogic Server Administration Console
are graphical user interfaces that you can use to monitor and administer your Oracle
Fusion Middleware environment. You can install Fusion Middleware Control and the
Administration Console when you install most Oracle Fusion Middleware
components.

Note the following:

= If you install a standalone Oracle WebLogic Server, Fusion Middleware Control is
not installed. Only the Administration Console is installed.

s If you install Oracle JDeveloper, neither Fusion Middleware Control or the
Administration Console are installed. They can be installed if you install Oracle
Fusion Middleware Application Developer.

You can perform some tasks with either tool, but for other tasks, you can only use one
of the tools. Table 2-1 lists some common tasks and the recommended tool.

Table 2-1 Comparing Fusion Middleware Control and WebLogic Server Administration

Console

Task Tool to Use

Manage Oracle WebLogic Server Use:

Create additional Managed Servers Fusion Middleware Control

Clone Managed Servers WebLogic Server Administration Console
Cluster Managed Servers Fusion Middleware Control

Start and stop Oracle WebLogic Server =~ Fusion Middleware Control or WebLogic Server
Administration Console

Add users and groups WebLogic Server Administration Console if using the
default embedded LDAP:; if using another LDAP
server, use the LDAP server's tool

Manage Data Sources Use:

Create data sources Fusion Middleware Control or WebLogic Server
Administration Console

Create connection pools Fusion Middleware Control or WebLogic Server
Administration Console

Manage JMS Resources Use:

Create JMS queues WebLogic Server Administration Console

Configure advanced queuing WebLogic Server Administration Console

Manage SOA environment Use:

Deploy SOA Composite applications Fusion Middleware Control

Monitor SOA Composite applications ~ Fusion Middleware Control

Modify Oracle BPEL Process Manager = Fusion Middleware Control

MBean properties

Debug applications such as Oracle Fusion Middleware Control
BPEL Process Manager applications

ADF Applications Use:

Deploy ADF applications Fusion Middleware Control
Java EE applications Use:
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Table 2-1 (Cont.) Comparing Fusion Middleware Control and WebLogic Server
Administration Console

Task Tool to Use

Deploy Java EE applications WebLogic Server Administration Console or Fusion
Middleware Control

Security Use:

Configure and manage auditing Fusion Middleware Control

Configure SSL WebLogic Server Administration Console for Oracle
WebLogic Server

Fusion Middleware Control for Java components and
system components. See Chapter 6.

Change passwords WebLogic Server Administration Console
Manage Components Use:
View and manage log files Fusion Middleware Control for most log files

WebLogic Server Administration Console for the
following logs:

DOMAIN_HOME/servers/server.
name/logs/access.log
DOMAIN_HOME/servers/server.
name/data/ldap/log/EmbeddedLDAP. log
DOMAIN_HOME/servers/server._
name/data/ldap/log/EmbeddedLDAPAccess.log

Change ports WebLogic Server Administration Console for Oracle
WebLogic Server and Java components

For some system components, Fusion Middleware
Control. See the administration guide for the

component.
Manage Oracle HTTP Server Fusion Middleware Control
Start and stop components Fusion Middleware Control
Start and stop applications Fusion Middleware Control

2.2 Getting Started Using Oracle Enterprise Manager Fusion Middleware
Control

Fusion Middleware Control is a Web browser-based, graphical user interface that you
can use to monitor and administer your domain. It can manage an Oracle WebLogic
Server domain with its Administration Server, one or more Managed Servers, clusters,
the Oracle Fusion Middleware components that are installed, configured, and running
in the domain, and the applications you deploy.

Fusion Middleware Control organizes a wide variety of performance data and
administrative functions into distinct, Web-based home pages for the domain, servers,
components, and applications. The Fusion Middleware Control home pages make it
easy to locate the most important monitoring data and the most commonly used
administrative functions—all from your Web browser.

The following topics are discussed in this section:

= Displaying Fusion Middleware Control

= Using Fusion Middleware Control Help

= Navigating Within Fusion Middleware Control
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s Understanding Users and Roles for Fusion Middleware Control
= Viewing and Managing the WebLogic Domain

= Viewing and Managing Components

2.2.1 Displaying Fusion Middleware Control

To display Fusion Middleware Control, you enter the Fusion Middleware Control
URL, which includes the name of the host and the administration port number
assigned during the installation. The following shows the format of the URL:

http://hostname.domain:port/em

The port number is the port number of the Administration Server. By default, the port
number is 7001. The port number is listed in the following file:
DOMAIN_HOME/config/config.xml

For some installation types, such as Web Tier, if you saved the installation information
by clicking Save on the last installation screen, the URL for Fusion Middleware
Control is included in the file that is written to disk (by default to your home

directory). For other installation types, the information is displayed on the Create
Domain screen of the Configuration Wizard when the configuration completes.

To display Fusion Middleware Control:
1. Enter the URL in your Web browser. For example:
http://hostl.example.com:7001/em

2. Enter the Oracle Fusion Middleware administrator user name and password and
click Login.

2.2.2 Using Fusion Middleware Control Help

At any time while using the Fusion Middleware Control Console, you can select Help
from the username menu at the top of the page to get more information. From the Help
menu, you can select the following:

= Contents, which lists the contents of Help.
= Help for This Page, which provides context-sensitive help for the current page.
s  How Do I?, which links to tutorial information in the documentation.

s Documentation Library, which links to the library on the Oracle Technology
Network.

s User Forums, which links to Discussion Forums on the Oracle Technology
Network.

s Oracle Technology Network, which links to the Oracle Technology Network.

2.2.3 Navigating Within Fusion Middleware Control

Fusion Middleware Control displays the target navigation pane on the left and the
content pane on the right. For example, when you first log in to Fusion Middleware
Control, the domain home page is displayed on the right.

From the target navigation pane, you can expand the tree and select an Oracle
WebLogic Server domain, an Oracle WebLogic Server Managed Server, a component,
an application, or a Metadata Repository.
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Change Center

Expand All
Collapse All

Right-Click
Target Menu

When you select a target, such as a Managed Server or a component, the target's home
page is displayed in the content pane and that target's menu is displayed at the top of
the page, in the context pane. For example, if you select a Managed Server, the
WebLogic Server menu is displayed. You can also view the menu for a target by
right-clicking the target in the navigation pane.

The following figure shows the target navigation pane and the home page of an
Managed Server. Because a Managed Server was selected, the dynamic target menu
listed in the context pane is the WebLogic Server menu.

Target Navigation Pane Content Pane

@ Weblogic Domain =

Dynamic Target Menu

. Refresh lcon
Target Narme Target Information lcon Context Pane

Enterprise Manager F

Change|Center® , soa_serverl @ Logged in as weblogicl || host.example.com
Tn Chapges~> [ » 5l weblogic Server = [ Start Up [ Shut Down... Page Refreshed Jan 23, 2014 7:23:46 AMPST
P -
Target Navigation Summary Response and Load
View = General Tools Lo
3 Application Deploymen UpSince Jan 13,2014 @ To configure and 0.8 S
3 soA UpSince .o120pM  manage this WebLogic 06
WeblLogic Domain Version 12.1.3.0.0 Server, use the
3 X o9 _J Webl ogic Server 0.4
[3] base_domain State Running Administration Console. 0.2
5 i Heath OK )
3 Adminserver 0.0 1.0
&5 bam_serverl Server Configured
B soa_Clster_1 Type 08
_d — i 4 Cluster spa_Cluster_1 P s [
N CPU Usage 2.53
&l soa_server2 (_,:__l_ § 0.4
) o
£ ums_serverl Heap Usage 662.41 0.2
) Metadata Repositories (MB) 0.0
N 07:11AM  07:15 07:19 07:23
@, [mds-ham! ,Java Orack January 23 2014
Home |Vendor Corporation
1 1 017 4 3
@, mds+  Administration ' H.’f 17.01
O3 User Mes Jversior B Request Processing Time (ms)
~  Target Information Bupport 0 M Requests (per minute)
Warkbench
Problems Table View
Serviets and 15Ps EIBs
Active Sessions 0 Beansin Use 0

Request Processing 0 Bean 1.78

Tima fmel Arrasese

In the preceding figure, the following items are called out:

WebLogic Domain Menu provides a list of operations that you can perform on
the domain. The WebLogic Domain menu is always available.

Change Center shows the changes made and allows you to lock and edit the
configuration, release the configuration, activate changes, undo all changes, and
change preferences. It also allows you to start and stop recording your session,
and view the recording.

Target Navigation Pane lists all of the targets in the domain in a navigation tree.

Content Pane shows the current page for the target. When you first select a target,
that target's home page is displayed.

Dynamic Target Menu provides a list of operations that you can perform on the
currently selected target. The menu that is displayed depends on the target you
select. The menu for a specific target contains the same operations as those in the
Right-Click Target Menu.

Right-Click Target Menu provides a list of operations that you can perform on the
currently selected target. The menu is displayed when you right-click the target
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name in the target navigation pane. In the figure, even though the WebLogic
Server is selected and its home page is displayed, the right-click target menu
displays the operations for a metadata repository because the user has
right-clicked the metadata repository.

The menu for a specific target contains the same operations as those in the
Dynamic Target Menu.

s Target Name is the name of the currently selected target.

s Target Information Icon provides information about the target. For example, for a
domain, it displays the target name, the version, and the domain home.

= Context Pane provides the name of the target, the name of the current user, the
host name, and the time of the last page refresh, as well as the Refresh icon.

= View lets you expand or collapse the navigation tree.

s The username menu provides links to Help, Accessibility, information about Fusion
Middleware Control, and logging out.

= Refresh indicates when the page is being refreshed. Click it to refresh a page with
new data. (Refreshing the browser window refreshes the page but does not
retrieve new data.)

In addition, from the home pages of targets such as the Administration Server or
Managed Servers, you can access the WebLogic Server Administration Console.

Table 2-2 describes some common ways you can navigate within Fusion Middleware
Control.

Table 2-2 Navigating Within Fusion Middleware Control

To: Take This Action:

View all of the targets in the From the View menu, select Expand AlL

domain

Operate on the domain Select the WebLogic Domain menu, which is always available at
the top left of Fusion Middleware Control.

Operate on a target Right-click the target in the target navigation pane. The target

menu is displayed.

Alternatively, you can select the target and use the dynamic
target menu in the context pane.

Return to the target's home Click the target name at the top left-hand corner of the context

page pane.
Refresh a page with new Click the Refresh icon in the top right of the context pane.
data

Return to a previous page  Click the breadcrumbs, which appear below the context pane.
The breadcrumbs appear when you drill down in a target. For
example, choose Logs from the WebLogic Server menu, then
View Log Messages. Select a log file and click View Log File. The
breadcrumbs show:

Log Messages > Log Files > View Log File: logfile_name

View the host on which the = Select the target in the target navigation pane and view the host
target is running name in the target's context pane. You can also view the host
name by clicking the Target Information icon.

View a server log file Right-click the server name in the target navigation pane.
Choose Logs, and then View Log Messages to see a summary of
log messages and to search log files.
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2.2.4 Understanding Users and Roles for Fusion Middleware Control

To access Fusion Middleware Control and perform tasks, you must have the
appropriate role. Fusion Middleware Control uses the Oracle WebLogic Server security
realm and the roles defined in that realm. If a user is not granted one of these roles, the
user cannot access Fusion Middleware Control.

Each role defines the type of access a user has, as described in Table 2-3.

Table 2-3 Roles Supported by Fusion Middleware Control

Role Actions Allowed

Administrator All access. An administrator has full privileges, including
creating and deleting instances and modifying the configuration.

Deployer Deploy, undeploy, and redeploy applications, modify the
configuration of applications, start and stop applications, create
and delete JDBC and JMS resources, and modify JDBC and JMS
resources, as well as all of the privileges of the Monitor role.

Operator Start and stop servers and applications, and all of the privileges
of the Monitor role.

Monitor View configuration, status of servers and applications, metrics,
log files and log messages.

Table 2—4 summarizes the privileges of each role that is supported by Fusion
Middleware Control.

Table 2-4 Privileges for the Supported Roles

Privileges Administrator  Deployer Operator  Monitor
Edit session operations: start or Yes Yes No No
release session, activate or undo

changes

Server, Cluster, Template, or

Machine

Lifecyle operations: create, delete  Yes No No No
Modify configuration Yes No No No
Control operations: start, stop, Yes No Yes No
resume

View configuration Yes Yes Yes Yes

Application Deployments

Lifecycle operations: deploy, Yes Yes No No
undeploy, redeploy

Modify configuration Yes Yes No No
Control operations: start, stop Yes Yes Yes No
JDBC and JMS resources

Lifecyle operations: create, delete  Yes Yes No No
Modify configuration Yes Yes No No
Control operations: start, stop Yes No No No
View configuration Yes Yes Yes Yes
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Table 2-4 (Cont.) Privileges for the Supported Roles

Privileges Administrator  Deployer Operator  Monitor
Startup and Shutdown Classes,

Coherence Clusters

Lifecyle operations: create, delete ~ Yes No No No
Modify configuration Yes Yes No No
View configuration Yes Yes Yes Yes

Note that the information in Table 2—4 is based on the default out-of-the-box security
policy for WebLogic Resources and MBeans. You can manage the default security
policies in the Administration Console, as described in "Use roles and policies to
secure resources” in the Oracle WebLogic Server Administration Console Online Help.

For more information, see "Understanding WebLogic Resource Security” in Securing
Resources Using Roles and Policies for Oracle WebLogic Server.

2.2.5 Viewing and Managing the WebLogic Domain

When you log in to Fusion Middleware Control, the first page you see is the domain
home page. You can also view this page at any time by selecting Home in the
WebLogic Domain menu.

The following figure shows the domain home page:

@1 WebLogic Domain

base_domain ®
=} WebLogic Domain ~

Change Center®
P Changes~v [ »

Logged in as weblogic
Page Refreshed Jan 23, 2014 8:16:05 AM PS i

Target Navigation Summary o Clusters o2
View ~ General View ~ »
[Z3 Applcation Deploymen — . Cluster
Administration Server AdminServer Name A Servers Eé.l;’(ef ing
s Administration Server Host  host.example.com ress Mode
e web'-og'c Domain Administration Server Listen 7001 B s0a_cluster_1 Unicast
1 base_domain] port ‘ .
AdminServer Support Workbench Problems 0 4
j] bam_serverl Tools
soa_Cluster_1 Deployments O
,% = - To configure and manage this WeblLogic Domain, use
&l s0a_servert the Weblogic Server Administration Console.
¥ soa_server2
&Sl ums_server1 4 Servers o B Down (22
: I wn
|23 Metadata Repositories M Up (79)
@J b=z I N = R
@_‘ mds-owsm
&y mds-soa =3§‘E‘;)(2
[’ User Messaging Service View » »
Name Status Deployed Ot
[23 Appiication Deployment:
View ¥ » {3 50A
E‘E soa-infra ’ soa_Cluster.
Name A< Sttus %B’:r Host  Clustt @ defaut
Dﬁ AIAAsyncEmmor ’
&5 Adminserver ®  Adminst.. @ offd AAB2BErTOrH: %
=] bam_serverl ' Configu... 10.240.... ‘ﬁ:AMBEBInIerFa( '
El soa_serverl ’ Configu... M ... soa_( il ATAETOrTaskA %
N & s0n_server2 € Configu.. smume... soa_( oflS AlaReadIMSNC ‘!‘ -
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The WebLogic Domain menu is displayed at the top of the page. From this menu, you
can monitor and configure the domain.

The WebLogic Domain menu is always displayed, even if you have selected other
entities.

You can view the routing topology by selecting Routing Topology from the WebLogic
Domain menu. The Topology Viewer provides you with a high-level view of the
topology, including Managed Servers, deployed applications, and the routing
configuration. See Section 11.3 for information about using the Topology Viewer.

2.2.6 Viewing and Managing Components

From the target navigation pane, you can drill down to view and manage the
components in your domain.

For example, to view and manage Oracle SOA Suite, take the following steps:
1. In the target navigation pane, expand SOA.
2. Select the SOA instance.

The home page for the SOA instance is displayed, as shown in the following

figure:
# soa-infra @ Logged in as weblogicl [ w0 % o waw com
% SOA Infrastructure = Page Refreshed Mar 17, 2014 11:23:01 AM PDT C’

Dashboard = Deployed Composites | Flow Instances  Error Hospital

»

Key Configuration & Business Transaction Faults

Last* 24% Hours [w]| @
Profle  SOA FOUNDATION WITH B2B @

Instance Tracking Production @
~ ) 9 Production @ Refresh region to show the latest data. Click graph to | _
Default Query Duration Last 24 Hours (@ =
Auto Purge Enabled @

Composites and Adapters Availability
SOA Runtime Health

7 s03_serverl EI

@ soa_cluster_1 Initalzed Successfully # No Composite Start-Up Errors

¥ soa-infra (soa_server2) « No EIS Connectivity Errors

¥ soa-infra (soa_serverl) & AllGC it up
omposites are

& soa-infra (ess_serverl)
T : " All adapter service endpoints are UP

3. From the SOA Infrastructure menu, you can perform many administrative tasks,
such as starting, stopping, and monitoring Oracle SOA Suite and deploying SOA
composite applications.

You can also view and manage system components. For example, to view and manage
Oracle HTTP Server, take the following steps:

1. From the navigation pane, expand HTTP_Server.

2. Select the Oracle HTTP Server instance, for example, ohsl.
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The home page for the Oracle HTTP Server ohsl is displayed, as shown in the
following figure:

@ ohs1i @ Logged in as weblogic! F

a Oracle HTTP Server = [[J) Start Up [ Shut Down... Page Refreshed Apr 10, 2014 11:24:35 AM PDT | O
Virtual Hosts 2 Response and Load N
MName | Request Throughput (reque 30

localhost.localdom... |

20
*14443-10.240.82._ |
10
0

6
4
< 1] 3 2 =
isti - 0
(il B (e TS SR u 112 A 11:16 11:20 11:24
April 10 2014
MName Throughput (reque
o -
mod_dms.c - M Request Processing Time (milli seconds)
mod_plsgl.c = M Request Throughput (requests per second)
mod_weblogic.c Table View
mod_ssl.c
mod_rewrite.c CPU and Memory Usage &
mod_context.c 1.0
mod_setenvif.c 0.8
mod_unique_id.c 32
mod usertrack.c Bl 0'2
< » 0.0 P— T
200
100
0
11:12 AM 11:16 11:20 11:24
April 10 2014 -

3. From the HTTP Server menu, you can perform many administrative tasks, such as
starting, stopping, and monitoring Oracle HTTP Server.

For more information about monitoring components, see Section 11.1.5.

2.3 Getting Started Using Oracle WebLogic Server Administration
Console

Oracle WebLogic Server Administration Console is a Web browser-based, graphical
user interface that you use to manage an Oracle WebLogic Server domain. It is
accessible from any supported Web browser with network access to the
Administration Server.

Use the Administration Console to:
= Configure, start, and stop WebLogic Server instances
= Configure WebLogic Server clusters

= Configure WebLogic Server services, such as database connectivity (JDBC) and
messaging (JMS)

= Configure security parameters, including creating and managing users, groups,
and roles

= Configure and deploy Java EE applications
= Monitor server and application performance

= View server and domain log files
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= View application deployment descriptors

= Edit selected run-time application deployment descriptor elements

2.3.1 Displaying the Oracle WebLogic Server Administration Console
To display the Administration Console:

1. Enter the following URL in a browser:

http://hostname: port_number/console

The port number is the port number of the Administration Server. By default, the
port number is 7001.

The login page is displayed.

Log in using the user name and password supplied during installation or another
administrative user that you created.

Oracle WebLogic Server Administration Console is displayed as shown in the
following figure:

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [24] Record Help

L

Welcome, weblogic | Connected to: soa_domain

View changes and restarts

Configuration editing is enabled. Future Home >soa_domain
changes wil automaticaly be activated as you = -
modify, add or delete tems in this domain. Settings for soa_domain
- Configuration Monitoring = Control = Security = Web Service Security =~ Notes
Domain Structure
soa_domain General JTA JPA EJBs WebAppications Logging = Log Fiters
+H-Environment
Deployments Save
B~ Services
Security Realms
B} Interoperablity A domain is a collection of WebLogic Server instances that is managed by a single
B} Diagnostics Administration Server. Use this page to configure administrative options that apply to al

servers in the current domain.

Indicates required fields

* Name: soa_domain The name of this WebLogic
Server domain. More Info...

How do I =] || Enable Administration Port s whether the
o n-wide administration port
« Change Console preferences -

1 be enabled for this
= Configure the domain-wide administration

port
" frenme confurEton s 31 mus be contoured for -
» Disable the Console servers in the domain. More
* Change to production mode Info...

Alternatively, you can access the Administration Console from Fusion Middleware

Control, from the home pages of targets such as the Administration Server or
Managed Servers.

2.3.2 Locking the WebLogic Server Configuration

Before you make configuration changes, lock the domain configuration, so you can
make changes to the configuration while preventing other accounts from making
changes during your edit session. To lock the domain configuration:

1. Locate the Change Center in the upper left of the Administration Console screen.
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2. From the Changes menu, select Lock & Edit to lock the configuration edit
hierarchy for the domain.

As you make configuration changes using the Administration Console, you click Save
(or in some cases Finish) on the appropriate pages. This does not cause the changes to
take effect immediately. The changes take effect when you click Activate Changes in
the Change Center. At that point, the configuration changes are distributed to each of
the servers in the domain. If the changes are acceptable to each of the servers, then
they take effect. If any server cannot accept a change, then all of the changes are rolled
back from all of the servers in the domain. The changes are left in a pending state; you
can then either edit the pending changes to resolve the problem or revert to the
previous configuration.

You can also lock the configuration by using the WLST command, startEdit:
startEdit()
For more information about the startEdit command and the stopEdit command, which

releases locks, see "startEdit" and "stopEdit" in the WLST Command Reference for
WebLogic Server.

2.4 Getting Started Using the Oracle WebLogic Scripting Tool (WLST)

The Oracle WebLogic Scripting Tool (WLST) is a command-line scripting environment
that you can use to create, manage, and monitor Oracle WebLogic Server domains. It is
based on the Java scripting interpreter, Jython. In addition to supporting standard
Jython features such as local variables, conditional variables, and flow-control
statements, WLST provides a set of scripting functions (commands) that are specific to
WebLogic Server. You can extend the WebLogic scripting language to suit your needs
by following the Jython language syntax.

The following topics describe using WLST to manage Oracle Fusion Middleware
components:

s Using WLST with Java Components
s Using Custom WLST Commands
s Using WLST Commands with System Components

2.4.1 Using WLST with Java Components

You can use WLST commands with Java components. You can use them in the
following ways:

= Interactively, on the command line
s Inscript mode, supplied in a file
s Embedded in Java code

For example, to invoke WLST interactively, and connect to the WebLogic Server, use
the following commands:

WL_HOME/server/bin/setWLSEnv.sh
WL_HOME/common/bin/wlst.sh
connect ('username', 'password', 'localhost:7001')

To display information about WLST commands and variables, enter the help
command. For example, to display a list of categories for online commands, enter the
following:
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wls:/base_domain/serverConfig> help('online')

help('activate') Activate the changes.

help('addListener') Add a JMX listener to the specified MBean.
help ('adminHome") Administration MBeanHome.
help('cancelEdit"') Cancel an edit session.

help('cd") Navigate the hierarchy of beans.
help('cmo') Current Management Object.

To monitor the status, you use the WLST state command, using the following
format:

state(name, type)

For example to get the status of the Managed Server wls_serverl, use the following
command:

wls:/WLS_domain/serverConfig> state('wls_serverl',6 'Server')
Current state of 'wls_serverl' : RUNNING

For more information about WLST, see the WLST Command Reference for WebLogic
Server.

2.4.2 Using Custom WLST Commands

Many components, such as Oracle SOA Suite, Oracle Platform Security Services
(OPSS), Oracle Fusion Middleware Audit Framework, and MDS, and services such as
SSL and logging, provide custom WLST commands.

To use those custom commands, you must invoke the WLST script from the Oracle
Common home. Do not use the WLST script in the WebLogic Server home.

For the following services, as well as components such as Oracle ADF and Oracle SOA
Suite, invoke WLST from the Oracle Common home:

= Oracle Metadata Services

= Diagnostic Framework

= Dynamic Monitoring Service (DMS)
= Logging

s  Oracle Platform Security Services

= Secure Sockets Layer (SSL)

s Oracle JRF

»  Oracle Web Services

»  Oracle Web Services Manager

The script is located at:

(UNIX) ORACLE_HOME/oracle_common/common/bin/wlst.sh
(Windows) ORACLE_HOME\oracle_common\common\bin\wlst.cmd

2.4.3 Using WLST Commands with System Components

You can use WLST commands with system components. The following component is
a system component:
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s Oracle HTTP Server

For system components, you can only the use the WLST commands listed in Table 2-5.
See WLST Command Reference for WebLogic Server for information about whether a
command can be invoked in online or offline mode.

Table 2-5 WLST Commands for System Components

WLST Command Description For more information:

create Creates an instance of the The create command in WLST
system component with Command Reference for WebLogic
defaults. Server

displayLogs Displays the messages in alog The displayLogs command in

displayMetricTableNames

displayMetricTables

dumpMetrics

listLogs

nmKill

nmServerStatus

nmStart

shutdown

start

state

file.

Displays the names of the DMS
metric tables.

Displays the contents of the
DMS metric tables.

Displays the available DMS
metrics.

Lists the log files.

Shuts down and instance.

Returns the status on an
instance.

Starts an instance.

Stops a system component
instance.

Starts a system component
instance.

Returns the state of a system
component instance.

WLST Command Reference for
Infrastructure Components and
Section 12.3.1.2

The displayMetricTableNames
command in WLST Command
Reference for Infrastructure
Components

The displayMetricTables
command in WLST Command
Reference for Infrastructure
Components

The dumpMetrics command in
WLST Command Reference for
Infrastructure Components

The listLogs command in WLST
Command Reference for
Infrastructure Components and
Section 12.3.1.2

The nmkill command in WLST
Command Reference for WebLogic
Server and Section 4.3.2.2

The nmServerStatus command in
WLST Command Reference for
WebLogic Server

The nmStart command in WLST
Command Reference for WebLogic
Server and Section 4.3.2.2

The shutdown command in
WLST Command Reference for
WebLogic Server and

Section 4.3.2.2

The start command in WLST
Command Reference for WebLogic
Server and Section 4.3.2.2

The state command in WLST
Command Reference for WebLogic
Server and Section 2.4

To use these commands, you must invoke the WLST script from the Oracle common
home in which the component has been installed. Do not use the WLST script in the
WebLogic Server home. The script is located at:

(UNIX)
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(Windows) ORACLE_HOME\oracle_common\common\bin\wlst.cmd

To monitor the status of a system component, you use the WLST state command,
using the following format:

state(component_ame, SystemComponent)

In online mode, you can use the cmo variable to invoke MBean operations that
provide even more functionality. For more information about the cmo variable, see

"Changing the Current Management Object" in Understanding the WebLogic Scripting
Tool.

To use WLST commands that are specific to a system component, invoke the WLST
script from the following location:

ORACLE_HOME/ component_ type/common/bin

2.5 Getting Started Using the Fusion Middleware Control MBean

Browsers

A managed bean (MBean) is a Java object that represents a JMX manageable resource
in a distributed environment, such as an application, a service, a component or a
device.

The following topics describe MBeans and how to view or configure MBeans:
s Understanding MBeans

= Using the System MBean Browser

= Using the MBeans for a Selected Application

2.5.1 Understanding MBeans

MBeans are defined in the Java EE Management Specification (JSR-77), which is part of
Java Management Extensions, or JMX, a set of specifications that allow standard
interfaces to be created for managing applications in a Java EE environment. For
information about JSR-77, see:

http://www.oracle.com/technetwork/java/javaee/overview-137048.html

You can create MBeans for deployment with an application into Oracle WebLogic
Server, enabling the application or its components to be managed and monitored
through Fusion Middleware Control.

Fusion Middleware Control provides a set of MBean browsers that allow to you
browse the MBeans for an Oracle WebLogic Server or for a selected application. You
can also perform specific monitoring and configuration tasks from the MBean browser.

The MBeans are organized into three groups: Configuration MBeans, Runtime
MBeans, and Application-Defined MBeans.

For more information about MBeans, see "Understanding WebLogic Server MBeans" in
Developing Custom Management Utilities Using JMX for Oracle WebLogic Server.

2.5.2 Using the System MBean Browser

You can view the System MBean Browser for many entities, including an Oracle
WebLogic Server domain, an Administration Server, a Managed Server, or an
application. You can search for an MBean, filter the list of MBeans, and refresh the list
of MBeans in the MBean navigation tree.
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To view the System MBean Browser specific to a particular Oracle WebLogic Server
Managed Server and to configure and use the MBeans:

1.
2.
3.

From the target navigation pane, expand the domain.

Select the Managed Server.

From the WebLogic Server menu, choose System MBean Browser.
The System MBean Browser page is displayed.

Expand a node in the MBean navigation tree and drill down to the MBean you
want to access. Select an MBean instance.

If you do not know the location of an MBean, you can search for the MBean:
a. Click the Find icon at the top of the MBean navigation tree.
b. For Find, select MBean Name.
You can also select Attributes, Operations, or JMX syntax.
c. Enter the name of the MBean and click the arrow.

To view the MBean's attributes, select the Attributes tab. Some attributes allow
you to change their values. To do so, enter the value in the Value column.

To view the available operations, select the Operations tab. To perform an
operation, click the operation. The Operations page appears. Enter any applicable
values and click Invoke.

For more information, see the Fusion Middleware Control online help.

2.5.3 Using the MBeans for a Selected Application

You can view, configure, and use the MBeans for a specific application by taking the
steps described in Section 2.5.2, and drilling down to the application. As an
alternative, you can navigate to an application's MBeans using the following steps:

1.
2.
3.

From the target navigation pane, expand Application Deployments.
Select the application.
From the Application Deployments menu, choose System MBean Browser.

The System MBean Browser page is displayed, along with the MBean information
for the application.

To view the MBean's attributes, select the Attributes tab. Some attributes allow
you to change their values. To do so, enter the value in the Value column.

To view the available operations, select the Operations tab. To perform an
operation, click the operation. The Operations page appears. Enter any applicable
values and click Invoke.

2.6 Changing the Administrative User Password

During the Oracle Fusion Middleware installation, you must specify a password for
the administration account. Then, you can use this account to log in to Fusion
Middleware Control and the Oracle WebLogic Server Administration Console for the
first time. You can create additional administrative accounts using the WLST
command line or the Oracle WebLogic Server Administration Console.
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You can change the password of the administrative user using the command line or
the Oracle WebLogic Server Administration Console, as described in the following
topics:

s Changing the Administrative User Password Using the Command Line
s Changing the Administrative User Password Using the Administration Console

For more information about users, roles, and changing passwords, see "Understanding
Users and Roles" in the Securing Applications with Oracle Platform Security Services.

2.6.1 Changing the Administrative User Password Using the Command Line

To change the administrative user password or other user passwords using the
command line, you invoke the UserPasswordEditorMBean.changeUserPassword
method, which is extended by the security realm's AuthenticationProvider MBean.

For more information, see the changeUserPassword method in the MBean Reference for
Oracle WebLogic Server.

2.6.2 Changing the Administrative User Password Using the Administration Console

To change the password of an administrative user using the Oracle WebLogic Server
Administration Console:

1. Navigate to the Oracle WebLogic Server Administration Console. (For example,
from the home page of the domain in Fusion Middleware Control, select To
configure and managed this WebLogic Domain, use the Oracle WebLogic Server
Administration Console.)

2. From the Domain Structure pane, select Security Realms.
The Summary of Security Realms page is displayed.

3. Select a realm, such as myrealm.
The Settings for the realm page is displayed.

4. Select the Users and Groups tab, then the Users tab. Select the user.
The Settings for user page is displayed.

5. Select the Passwords tab.

6. Enter the new password, then enter it again to confirm it.

7. Click Save.

2.7 Configuring Node Manager

Node Manager allows you to perform common operations, such as starting and
stopping, for a Managed Server using the Administration Console or Fusion
Middleware Control.

This section describes the following topics:
= Configuring Node Manager to Start Managed Servers
= Configuring Node Manager to Use the OPSS Keystore Service
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2.7.1 Configuring Node Manager to Start Managed Servers

If a Managed Server contains other Oracle Fusion Middleware products, such as
Oracle JRF or Oracle SOA Suite, the Managed Servers environment must be
configured to set the correct classpath and parameters. By default, Node Manager is
configured when you install Oracle Fusion Middleware.

However, if you do not select automatic configuration, you must provide this
environment information through the start scripts, such as startWebLogic and
setDomainEnv, which are located in the following directory:

DOMAIN_HOME/bin

If the Managed Servers are started by Node Manager (as is the case when the servers
are started by the Oracle WebLogic Server Administration Console or Fusion
Middleware Control), Node Manager must be instructed to use these start scripts so
that the server environments are correctly configured. Specifically, Node Manager
must be started with the property StartScriptEnabled=true.

There are several ways to ensure that Node Manager starts with this property enabled.
As a convenience, Oracle Fusion Middleware provides the following script, which
adds the property StartScriptEnabled=true to the nodemanager.properties file:

(UNIX) ORACLE_HOME/oracle_common/common/bin/setNMProps.sh.
(Windows) ORACLE_HOME\oracle_common\common\bin\setNMProps.cmd

For example, on Linux, execute the setNMProps script and start Node Manager:

ORACLE_HOME/oracle_common/common/bin/setNMProps. sh
DOMAIN_HOME/bin/startNodeManager.sh

When you start Node Manager, it reads the nodemanager.properties file with the
StartScriptEnabled=true property, and uses the start scripts when it
subsequently starts Managed Servers. Note that you need to run the setNMProps
script only once.

Also note that when the StartScriptEnable property is set to true, the Node Manager
reads the startWebLogic script, which in turns reads the setDomainEnv script. As a
result, you must make any tuning changes by editing the setDomainEnv script. Any
changes that are performed using the command line or Administration Console will
not be implemented when Node Manager starts the servers. For example, if you use
the Administration Console to change the server start arguments, those changes are
written to config.xml, but the Node Manager ignores these settings and uses those in
setDomainEnv.

See "Using Node Manager" in the Administering Node Manager for Oracle WebLogic
Server for other methods of configuring and starting Node Manager.

2.7.2 Configuring Node Manager to Use the OPSS Keystore Service

If you created a domain that included Oracle JRF and you configured Node Manager
as "per domain", you can configure Node Manager to use the Oracle Platform Security
Services Keystore Service. Take the following steps:

1. Configure the Keystore Service, as described in "Keystore Management with the
Keystore Service" in Securing Applications with Oracle Platform Security Services.

2. Configure Node Manager by editing the following file:

DOMAIN_HOME/nodemanager/nodemanager .properties

In the file, specify the following properties:
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KeyStores=CustomIdentityAndDemoTrust

CustomIdentityKeyStoreType=KSS
CustomIdentityKeyStoreFileName=kss://system/keystore name
CustomIdentityKeyStorePassPhrase= keystore_passphrase
CustomIdentityAlias= key store alias
CustomIdentityPrivateKeyPassPhrase= keystore_private key passphrase

Oracle Platform Security Services Keystore Service is not supported for a "per host"
Node Manager. In certain circumstances, however, a "per host" Node Manager will
attempt to load the keystore service. To prevent that, you must specify
UseKSSForDemo=false in the following file:

ORACLE_HOME/oracle_common/common/nodemanager /nodemanager .properties

Note: Oracle Platform Security Services adds the following
arguments to the startNodeManager script, which triggers the use of
the Keystore Service instead of a JKS -based keystore:

-Doracle.security.jps.config=DOMAIN_
HOME/config/fmwconfig/jps-config-jse.xml

-Dcommon . components . home=MW_HOME/oracle_common
-Dopss.version=12.1.3

If you configure Node Manager to start WebLogic Server without the
startWebLogic script (StartScriptEnabled=false), you must add
these arguments to the server's ServerStartMBean Arguments field
using and administration tool, such as WLST or the Administration
console.

In addition, you must add the following to the CLASSPATH
definition:

MW_HOME/oracle_common/modules/oracle.jps_12.1.3/jps-manifest.jar.

2.8 Basic Tasks for Configuring and Managing Oracle Fusion Middleware

The following provides a summary of the steps you need to take to configure and
manage a basic Oracle Fusion Middleware environment after you have installed the
software:

1. Configure Oracle WebLogic Server and components, such as Oracle SOA Suite or
Oracle HTTP Server. See Planning an Installation of Oracle Fusion Middleware.

2. Configure Node Manager. See Section 2.7.
3. Configure SSL. See Chapter 6.

4. Create and manage metadata repositories, including the MDS Repository. See
Section 14.2.

5. Deploy an application. See Chapter 10.

6. Configure load balancing. You can configure load balancing between different
components or applications. See the High Availability Guide.

7. Back up your environment. See Chapter 16.
8. Monitor your environment and manage log files. See Chapter 11 and Chapter 12.
9. Expand your environment. See Chapter 19.

This guide also describes other tasks that you may need to perform, depending on
your Oracle Fusion Middleware environment.
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Note: The procedures in this book for the most part assume that you
are using the standard installation topology, which consists of a
domain that contains an Administration Server and a cluster
containing two Managed Servers.

For more information about the standard topology, see
"Understanding the Oracle Fusion Middleware Infrastructure
Standard Installation Topology" in Installing and Configuring the Oracle
Fusion Middleware Infrastructure.
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Wiring Components to Work Together

This chapter describes service tables and how to wire particular Oracle Fusion
Middleware components together.

It contains the following sections:
»  Section 3.1, "Understanding Service Tables"
»  Section 3.2, "Viewing Service Tables"

= Section 3.3, "Wiring Components Together"

3.1 Understanding Service Tables

A service table provides a way for service providers to publish endpoint information
about their services, and clients of these services to query and bind to these services. A
service table is a single table in a database schema. There is one row for every endpoint
that is published to it. The service table schema is initially created by the Repository
Creation Utility.

See "Understanding the Service Table Schema" in Creating Schemas with the Repository
Creation Utility for information about the service table schema.

The local service table is associated with a domain. It contains endpoints that are
offered by that domain. For the local service table, the data source name is
LocalSvcTblDataSource.

For example, by default, the service table contains endpoint information for Oracle
Web Services Manager and Fusion Middleware Control.

3.2 Viewing Service Tables
You can view the service tables using Fusion Middleware Control:

1. From the WebLogic Domain menu, choose Cross Component Wiring, then
Service Tables.

The Service Tables page is displayed.
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2. You can view, edit, or delete the properties of an endpoint by clicking one of the
buttons.

3.3 Wiring Components Together

When you install and configure Oracle Fusion Middleware, most of the
cross-component wiring is automatically performed. However, there may be cases
when you want to connect another component or to change the current wiring. For
example:

s To connect Oracle HTTP Server to the Administration Server, so that it is
connected to Fusion Middleware Control and the Administration Console. See
Section 3.3.1.

= To connect Oracle HTTP Server to an Oracle WebLogic Server cluster or server, so
that applications can be routed through Oracle HTTP Server to the cluster or
server. See Section 3.3.2.

= To connect the Oracle Web Services Manager agent to the Policy Manager. See
"Using Cross-Component Wiring for Auto-Discovery of Policy Manager™" in
Securing Web Services and Managing Policies with Oracle Web Services Manager.

3.3.1 Wiring Oracle HTTP Server to the Administration Server

You can connect Oracle HTTP Server to the Administration Server so that you can
access Fusion Middleware Control and the Administration Console through the Oracle
HTTP Server, as described in the following topics:

= Why Wire Oracle HTTP Server to the Administration Server?

= Connecting Oracle HTTP Server to the Administration Server

3.3.1.1 Why Wire Oracle HTTP Server to the Administration Server?

By default, you can access Fusion Middleware Control and the WebLogic Server
Administration Console by directly accessing the Administration Server and the
default Administration port (7001). For example:

http://hostname:7001/em

However, in many cases, only the Oracle HTTP Server instances in the Web tier are
exposed to the Internet as part of a DMZ, and the application tier (where the
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Administration Server resides) is protected by an additional firewall. In those cases,
you can configure the Oracle HTTP Server instances in the Web tier to route any
requests to the management consoles to the Administration Server. This allows
administrators to access the management consoles from outside the firewall using the
standard front-end URL, which is used to access the Oracle HTTP Server instances.
Configuring the Web server in this way can also serve as a way of verifying the
configuration of your domain, in preparation for deploying applications. When you
deploy applications to the application tier, you can then configure Oracle HTTP Server
in a similar manner so your application users can access the applications through the
front-end HTTP Server instance URL

For a more complete example of how you might configure Oracle HTTP Server as part
of a Web tier, see "Configuring Oracle HTTP Server for High Availability" the High
Availability Guide.

3.3.1.2 Connecting Oracle HTTP Server to the Administration Server
To connect Oracle HTTP Server to the Administration Server:

1. From the navigation pane, expand HTTP Server.
2. Select an Oracle HTTP Server instance, such as ohs1.
The Oracle HTTP Server page is displayed.

3. From the Oracle HTTP Server menu, select Administration, then mod_wl_ohs

Configuration.

The mod_wl_ohs Configuration page is displayed, as shown in the following
figure:

@ ohs1 @ Logged in as weblogicl 7|

@ Oracle HTTP Server v [ Start Up [ Shut Down... »

() Information

All changes made in this page require a server restart to take effect.

mod_wl_ohs Configuration Apply || Revert

General

The mod_wl_ohs module allows requests to be proxied from an Oracle HTTP Server to Oracle
WebLogic Server. Specify parameters common for all URLs directed to the mod_wl_ohs handler, and
use the MatchExpression and Location sections to specify any overrides. If both WebLogic Cluster and
WebLogic Host are defined, WebLogic Cluster wil be used.

m

WebLogic Cluster \:k
WebLogic Host Ck
WebLogic Port

Dynamic Server List ON
Error Page
WebLogic Temp Directory

Exclude Path or Mime Type

Match Expressions

o Add Row Remove

Expression
Mo data to display

4. To connect to the Administration Server:

= For WebLogic Host, enter the host name for the Administration Server.
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= For WebLogic Port, enter the server port for the Administration Server.

Alternatively, you can click the search icon. Then, select the Administration Server
and click OK. The fields will be filled in automatically.

5. In the Locations section, click AutoFill.
All valid WebLogic Server endpoint locations are displayed.
6. From the table, select /em.
7. To add the Administration Console:
a. Click Add Row.
b. For location, enter /console.
c. For WebLogic Host, enter the host name for the Administration Server.
d. For Port, enter the Administration Server port number.
8. Click Apply.
9. Shutdown the Oracle HTTP Server instance, then start it again.

3.3.2 Routing Applications Through Oracle HTTP Server to Oracle WebLogic Server

To connect Oracle HTTP Server so that requests are routed through Oracle HTTP
Server to Oracle WebLogic Server:

1. From the navigation pane, expand the domain, then HTTP Server.
2. Select an Oracle HTTP Server instance, such as ohs1.
The Oracle HTTP Server page is displayed.

3. From the Oracle HTTP Server menu, select Administration, then mod_wl1_ohs
configuration.

The mod_wl_ohs Configuration page is displayed.

4. To have requests routed to the cluster, for WebLogic Cluster, enter the cluster
address. Alternatively, you can click the search Icon and select the cluster. The
fields will be filled automatically.

To have requests routed to a single WebLogic server:
s For WebLogic Host, enter the server name.
= For WebLogic Port, enter the server port.

Alternatively, you can click the search icon next to WebLogic Host. Then, select
the server from the list and click OK. The fields will be filled in automatically.

Note that if you enter values for both WebLogic Cluster and WebLogic Host and
Port. WebLogic Cluster will be used.

5. In the Locations section, click AutoFill.
All valid WebLogic Server endpoint locations are displayed.
6. Select the application from the table.
7. Click Apply.
8. Shutdown the Oracle HTTP Server instance, then start it again.
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Starting and Stopping Oracle Fusion
Middleware

This chapter describes procedures for starting and stopping Oracle Fusion
Middleware, including the Administration Server, Managed Servers, and components.

It contains the following sections:
= Section 4.1, "Overview of Starting and Stopping Procedures”

»  Section 4.2, "Starting and Stopping Oracle WebLogic Server Administration and
Managed Servers"

m  Section 4.3, "Starting and Stopping Components"

= Section 4.4, "Starting and Stopping Fusion Middleware Control"

= Section 4.5, "Starting and Stopping Applications"

= Section 4.6, "Starting and Stopping Your Oracle Fusion Middleware Environment"

= Section 4.7, "Starting and Stopping: Special Topics"

4.1 Overview of Starting and Stopping Procedures

Oracle Fusion Middleware is a flexible product that you can start and stop in different
ways, depending on your requirements. In most situations, you can use Fusion
Middleware Control, Oracle WebLogic Server Administration Console, or the WLST
commands to start or stop Oracle Fusion Middleware components.

These tools are completely compatible and, in most cases, can be used interchangeably.
For example, you can start a J2EE component using WLST and stop it using Fusion
Middleware Control.

4.2 Starting and Stopping Oracle WebLogic Server Administration and
Managed Servers

You can start Oracle WebLogic Server Administration Servers using the WLST
command line. You can start and stop Managed Servers using scripts, the WLST
command line, the WebLogic Server Administration Console, or Fusion Middleware
Control. The following sections describe how to start and stop WebLogic Servers using
the WLST command line, Fusion Middleware Control, or both:

s Starting and Stopping Administration Server
= Starting and Stopping Node Manager
= Starting and Stopping Managed Servers
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= Enabling Servers to Start Without Supplying Credentials
s Setting Up Oracle WebLogic Server as a Windows Service

4.2.1 Starting and Stopping Administration Server

You can start and stop the Oracle WebLogic Server Administration Server using the
WLST command line or a script. When you start or stop the Administration Server,
you also start or stop the processes running in the Administration Server, including
the WebLogic Server Administration Console and Fusion Middleware Control.

For example, to start an Administration Server, use the following script:

DOMAIN_HOME/bin/startWebLogic.sh

To stop an Administration Server, use the following script:

DOMAIN_HOME/bin/stopWebLogic.sh
username password [admin_url]

4.2.2 Starting and Stopping Node Manager

By default, Node Manager is configured when you configure Oracle Fusion
Middleware. If Node Manager is not configured, it is very important to change the
Node Manager property StartScriptEnabled to True. If this property is set to
False, you will encounter errors or problems when starting Managed Servers
configured for use by Oracle Fusion Middleware components. See Section 2.7.1 for
more information.

You can start Node Manager using the WLST command line or a script.
For example, to start Node Manager, use the following script:

(UNIX) DOMAIN_HOME/bin/startNodeManager.sh

(Windows) DOMAIN_HOME\bin\startNodeManager.cmd

To stop Node Manager, close the command shell in which it is running.

Alternatively, after having set the nodemanager.properties attribute QuitEnabled to
true (the default is false), you can use WLST to connect to Node Manager and shut it
down. For more information, see stopNodeManager in the WLST Command Reference
for WebLogic Server.

4.2.3 Starting and Stopping Managed Servers

You can start and stop Managed Servers using Fusion Middleware Control or WLST
commands and scripts, as described in the following topics:

= Starting and Stopping Managed Servers Using Fusion Middleware Control
= Starting and Stopping Managed Servers Using Scripts

4.2.3.1 Starting and Stopping Managed Servers Using Fusion Middleware Control

Fusion Middleware Control and the Oracle WebLogic Server Administration Console
use Node Manager to start Managed Servers. If you are starting a Managed Server that
does not contain Oracle Fusion Middleware products other than Oracle WebLogic
Server, you can start the servers using the procedure in this section.

However, if the Managed Server contains other Oracle Fusion Middleware products,
such as Oracle JRF or Oracle SOA Suite, you must first configure Node Manager, as
described in Section 2.7.1.
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To start or stop a WebLogic Server Managed Server using Fusion Middleware Control:
1. From the navigation pane, expand the domain.

2. Select the Managed Server.

3. From the WebLogic Server menu, choose Control, then Start Up or Shut Down.

Alternatively, you can right-click the server, then choose Control, then Start Up or
Shut Down.

4.2.3.2 Starting and Stopping Managed Servers Using Scripts

You can use a script or WLST to start and stop a WebLogic Server Managed Server.
For example, to start a WebLogic Server Managed Server, use the following script:

(UNIX) DOMAIN_HOME/bin/startManagedWebLogic.sh
managed_server_name admin_url

(Windows) DOMAIN_HOME\bin\startManagedWebLogic.cmd
managed_server_name admin_url

When prompted, enter your user name and password.
To stop a WebLogic Server Managed Server, use the following script:

(UNIX) DOMAIN_HOME/bin/stopManagedWebLogic.sh
managed_server_name admin_ url

(Windows) DOMAIN_HOME\bin\stopManagedWebLogic.cmd
managed_server_name admin_url

When prompted, enter your user name and password.

For information about using WLST to start and stop Managed Servers, see "Managing
the Server Life Cycle" in Understanding the WebLogic Scripting Tool.

4.2.4 Enabling Servers to Start Without Supplying Credentials

You can enable the Administration Server and Managed Servers to start without
prompting you for the administrator user name and password.

1. For the Administration Server, create a boot.properties file:
a. Create the following directory:
DOMAIN_HOME/servers/AdminServer/security
b. Use a text editor to create a file called boot.properties in the security directory
created in the previous step, and enter the following lines in the file:

username=adminuser
password=password

2. For each Managed Server:
a. Create the following directory:

DOMAIN_HOME/servers/server_name/security

b. Copy the boot.properties file you created for the Administration Server to the
security directory you created in the previous step.

3. Restart the Administration Server and Managed Servers, as described in
Section 4.2.1 and Section 4.2.3.
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Note: When you start the Administration Server or Managed Server,
the user name and password entries in the file are encrypted.

For security reasons, minimize the time the entries in the file are left
unencrypted. After you edit the file, start the server as soon as
possible in order for the entries to be encrypted.

For more information, see "Boot Identity Files" in Administering Server Startup and
Shutdown for Oracle WebLogic Server.

4.2.5 Setting Up Oracle WebLogic Server as a Windows Service

If you want a WebLogic Server instance to start automatically when you boot a
Windows host computer, you can set up the server as a Windows service. For complete
information, see "Setting Up a WebLogic Server Instance as a Windows Service" in
Administering Server Startup and Shutdown for Oracle WebLogic Server.

However, that chapter describes the process for a standalone Oracle WebLogic Server
installation. When Oracle WebLogic Server is part of an Oracle Fusion Middleware
environment, you must set the environment to include references to ORACLE_
COMMON. To do that, the script that you create is slightly different from that in
"Example Script for Setting Up a Managed Server as a Windows Service". The
following shows the correct script:

echo off

SETLOCAL

set DOMAIN_NAME=myWLSdomain

set USERDOMAIN_HOME=d:\Oracle\config\domains\myWLSdomain

set SERVER_NAME=myWLSserver

set PRODUCTION_MODE=true

set
JAVA_OPTIONS=-Dweblogic.Stdout="d:\Oracle\config\domains\myWLSdomain\
stdout.txt" -Dweblogic.Stderr="d:\Oracle\config\domains\myWLSdomain\stderr.txt"
set ADMIN_URL=http://adminserver:7501

set MEM_ARGS=-Xms40m -Xmx250m

call $USERDOMAIN_HOME%\bin\setDomainEnv.cmd

call "d:\Oracle_home\wlserver\server\bin\installSvc.cmd"

ENDLOCAL

4.3 Starting and Stopping Components

You can start and stop components using the command line, the WebLogic Server
Administration Console, or Fusion Middleware Control, depending upon the
component. The following topics describe how to start and stop components using
Fusion Middleware Control and the command line:

= Starting and Stopping Components Using Fusion Middleware Control
= Starting and Stopping Components Using the Command Line

4.3.1 Starting and Stopping Components Using Fusion Middleware Control

To start or stop a component:
1. From the navigation pane, navigate to the component.
2. Select the component, such as OHS.

3. From the dynamic target menu, choose Control, then Start Up or Shut Down.
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4.3.2 Starting and Stopping Components Using the Command Line

If a component is a Java component, you can use WLST commands to start and stop
the component. If a component is a system component, you can use scripts to call
WLST commands to start and stop the components, as described in the following
topics:

s Starting and Stopping Java Components
s Starting and Stopping System Components

4.3.2.1 Starting and Stopping Java Components
To start and stop Java components, use the WLST startApplication and
stopApplication commands:

startApplication (appName, [options])
stopApplication (appName, [options])

For example, to start Oracle Web Services Manager Policy Manager, use the following
command:

startApplication ("wsm-pm")

4.3.2.2 Starting and Stopping System Components

If a component is a system component, you can use scripts to call WLST commands to
start and stop the components or you can use WLST commands:

»  To start and stop system components using scripts, use the startComponent and
stopComponent scripts. You can use this method for system components, such as
Oracle HTTP Server, in a standalone domain or a WebLogic Server domain. You
must invoke them from the host that contains the Administration Server.

The scripts are located in

(UNIX) DOMAIN_HOME/bin

(Windows) DOMAIN_HOME\bin

To start or stop a component using these scripts, use the following syntax:

. /startComponent.sh component_name [storeUserConfig] [showErrorStack]

. /stopComponent.sh component_name [storeUserConfig] [showErrorStack]

In the syntax:

- component_name: The name of the component instance, such as ohsl.

- storeUserConfig: When specified, the script will prompt you for the user
name and password. Then, it will ask you if you want to store the user
configuration in a properties file. If you specify v, it creates a user
configuration file and an associated key file. The user configuration file
contains an encrypted user name and password. The key file contains a secret
key that is used to encrypt and decrypt the user name and password. The
following shows the names and location of the properties files:

user_home/ .wlst/nm-key-domain_name.props
user_home/ .wlst/nm-cfg-domain_name.props

After you have stored the information in the properties file, when you run the
scripts subsequently, you will not be prompted for a user name and password.
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- showErrorsStack: Provides more detailed error information, including all of
the messages in the error stack. Specify this option if you need to determine
the cause of errors.

For example, to start an Oracle HTTP Server instance called ohs1:
./startComponent.sh ohsl
You can also use these scripts to start and stop system components remotely. In

that case, the scripts read the configuration to determine the location of the
component.

= To start system components using WLST commands, you can use one of the
following methods:

— The nmstart command. You can use this method for Oracle HTTP Server in a
standalone domain or a WebLogic Server domain.

For example, to start the Oracle HTTP Server component OHS1, use the
following WLST commands:

nmConnect (domainName='domain_name', username='username',
password="'password')
nmstart (serverName='0HS1', serverType='OHS')

— The WLST start command. You can use this method for Oracle HTTP Server in
a standalone domain.

For example, to start the Oracle HTTP Server component OHS1, use the
following WLST commands:

connect ('username', 'password', 'hostname:port')
start ('OHS1'")

= To stop system components using WLST commands, use the WLST nmkill
command.

For example, to kill the Oracle HTTP Server component OHS1, use the following
WLST commands:

nmKill (serverName='ohsl', serverType='OHS')

To decide which method to use, note the following;:
= If you are using a WLST script, use the WLST commands.
s To quickly start and stop system components interactively, use the scripts.

= To start and stop system components remotely, use the scripts.

4.4 Starting and Stopping Fusion Middleware Control

If Fusion Middleware Control is configured for a domain, it is automatically started or
stopped when you start or stop an Oracle WebLogic Server Administration Server, as
described in Section 4.2.1.

4.5 Starting and Stopping Applications

You can start and stop applications using Fusion Middleware Control, the WebLogic
Server Administration Console, or the WLST command line. The following topics
describe how to start and stop applications using Fusion Middleware Control and the
command line:
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s Starting and Stopping Java EE Applications Using Fusion Middleware Control
s Starting and Stopping Java EE Applications Using WLST

4.5.1 Starting and Stopping Java EE Applications Using Fusion Middleware Control
To start or stop a Java EE application using Fusion Middleware Control:
1. From the navigation pane, expand Application Deployments.
2. Select the application.

3. From the Application Deployment menu, choose Control, then Start Up or Shut
Down.

To start or stop a SOA Composite application using Fusion Middleware Control:
1. From the navigation pane, expand the domain, then SOA, and then soa-infra.
2. Select the application.

3. On the SOA Composite page, click Start Up or Shut Down.

4.5.2 Starting and Stopping Java EE Applications Using WLST

To start or stop a Java EE application with the WLST command line, use the following
commands:

startApplication (appName, [options])
stopApplication (appName, [options])

The application must be fully configured and available in the domain. The
startApplication command returns a WLSTProgress object that you can access to
check the status of the command. In the event of an error, the command returns a
WLSTException. For more information about the WLSTProgress object, see
"WLSTProgress Object" in Understanding the WebLogic Scripting Tool.

4.6 Starting and Stopping Your Oracle Fusion Middleware Environment

This section provides procedures for starting and stopping an Oracle Fusion
Middleware environment. An environment can consist of an Oracle WebLogic Server
domain, an Administration Server, multiple Managed Servers, Java components,
system components, including Identity Management components, and a database
used as a repository for metadata. The components may be dependent on each other.
Therefore, it is important to start and stop them in a particular order.

4.6.1 Starting an Oracle Fusion Middleware Environment

To start an Oracle Fusion Middleware environment:

1. Start the database that hosts the metadata schemas. The following steps illustrate
one method for starting the database.

a. Navigate to the location of the database. For example, the database may reside
on a different host than Oracle Fusion Middleware.

b. Setthe ORACLE_HOME environment variable to the Oracle home for the
database.

c. Setthe ORACLE_SID environment variable to the SID for the database
(default is orcl.)
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d. Start the Net Listener:

ORACLE_HOME/bin/lsnrctl start

e. Start the database instance:

ORACLE_HOME/bin/sqlplus /nolog
SQL> connect SYS as SYSDBA
SQL> startup

SQL> quit

For more information about starting an Oracle Database, see the Oracle Database
Administrator’s Guide.

Start the Administration Server as described in Section 4.2.1.

Start Node Manager as described in Section 4.2.2.

Start any Oracle Identity Management components, such as Oracle Internet
Directory, which form part of your environment.

Start the Managed Servers as described in Section 4.2.3.2.

Note: The start up of a Managed Server will typically start up the applications
which are deployed to it. Therefore, it should not be necessary to manually start
applications after the Managed Server startup.

Start all other system components, such as Oracle HTTP Server:

(UNIX) DOMAIN_HOME/bin/startComponent.sh component_name
(Windows) DOMAIN_HOME\bin\startComponent.cmd component_name

4.6.2 Stopping an Oracle Fusion Middleware Environment

To stop an Oracle Fusion Middleware environment:

1.

Stop system components, such as Oracle HTTP Server. You can stop them in any
order:

(UNIX) DOMAIN_HOME/bin/stopComponent.sh component_name
(Windows) DOMAIN_ HOME\bin\stopComponent.cmd component_name

Stop the Managed Servers, as described in Section 4.2. Any applications deployed
to the server are also stopped.

Stop anyllg Oracle Identity Management components, such as Oracle Internet
Directory, which form part of your environment.

Stop the Administration Server as described in Section 4.2.1.
Stop Node Manager as described in Section 4.2.2.

Start the database that hosts the metadata schemas. The following steps illustrate
one method for stopping the database:

a. Navigate to the location of the database. For example, the database may reside
on a different host than Oracle Fusion Middleware.

b. Setthe ORACLE_HOME environment variable to the Oracle home for the
database.

c. Setthe ORACLE_SID environment variable to the SID for the database
(default is orcl).

d. Stop the database instance:
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ORACLE_HOME/bin/sqglplus /nolog
SQL> connect SYS as SYSDBA
SQL> shutdown
SQL> quit

e. Stop the Net Listener:
ORACLE_HOME/bin/lsnrctl stop

For more information about stopping an Oracle Database, see the Oracle
Database Administrator’s Guide.

4.7 Starting and Stopping: Special Topics

This section contains the following special topics about starting and stopping Oracle
Fusion Middleware:

= Starting and Stopping in High Availability Environments

= Forcing a Shutdown of Oracle Database

4.7.1 Starting and Stopping in High Availability Environments

There are special considerations and procedures for starting and stopping High
Availability environments, such as:

s Oracle Fusion Middleware Cold Failover Cluster
= Oracle Application Server Disaster Recovery

See the High Availability Guide for information about starting and stopping in
high-availability environments.

4.7.2 Forcing a Shutdown of Oracle Database

If you find that the Oracle Database instance is taking a long time to shut down, you
can use the following commands to force an immediate shutdown:

ORACLE_HOME/bin/sglplus /nolog
SQL> connect SYS as SYSDBA
SQL> SHUTDOWN IMMEDIATE;

An immediate database shutdown proceeds with the following conditions:

= No new connections are allowed, nor are new transactions allowed to be started,
after the statement is issued.

= Any uncommitted transactions are rolled back. (If long uncommitted transactions
exist, this method of shutdown might not complete quickly, despite its name.)

s Oracle does not wait for users currently connected to the database to disconnect.
Oracle implicitly rolls back active transactions and disconnects all connected users.

The next startup of the database will not require any instance recovery procedures.

For more information about shutting down an Oracle Database, Oracle Database
Administrator’s Guide in the Oracle Database documentation library
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Managing Ports

This chapter describes how to view and change Oracle Fusion Middleware port
numbers, such as those used by Oracle WebLogic Server or Oracle HTTP Server.

It contains the following sections:
»  Section 5.1, "About Managing Ports"
= Section 5.2, "Viewing Port Numbers"

= Section 5.3, "Changing the Port Numbers Used by Oracle Fusion Middleware"

5.1 About Managing Ports

Many Oracle Fusion Middleware components and services use ports. Most port
numbers are assigned during domain creation. As an administrator, it is important to
know the port numbers used by these services, and to ensure that the same port
number is not used by two services on your host.

For some ports, you can specify a port number assignment during domain creation.
See Also: Appendix D for a list of port numbers. Refer to the

installation guide for directions on overriding port assignments
during installation.

5.2 Viewing Port Numbers

You can view the port numbers currently in use with the command line or Fusion
Middleware Control, as described in the following topics:

= Viewing Port Numbers Using the Command Line

= Viewing Port Numbers Using Fusion Middleware Control

5.2.1 Viewing Port Numbers Using the Command Line

To view the port numbers for Oracle WebLogic Server, you can use the WLST get
command, with an attribute. For example, to get the Administration Port, use the
following command:

wls:/WLS_domain/serverConfig> get ('AdministrationPort')
9002
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5.2.2 Viewing Port Numbers Using Fusion Middleware Control

You can view the port numbers of the domain, the Administration Server, Managed
Servers, or components, such as Oracle HTTP Server, using Fusion Middleware
Control.

For example, to view the ports of a domain:
1. From the WebLogic Domain menu, choose Monitoring, then Port Usage.
The Port Usage page is displayed, as shown in the following figure:

soa_domain @ Logged in as weblogic

D:[ WebLogic Domain + Page Refreshed Mar 19, 2014 11:58:34 AM PDT C’

Port Usage
Show Al =]
Port in Use IP Address Component Channel Protocol

7007 10.240.82.231 s0a_server2 Default[ldap] Idap

7001 10.240.82.231 AdminServer Default[http] http

7001 10.240.82.231 Adminserver Defaultfiop] iiop

7001 10.240.82.231 AdminServer Default[ldap] Idap

7006 10.240.82.231 soa_serverl Default[CLUSTER-BR... CLUSTER-BROADC...
7006 10.240.82.231 soa_serverl Default[http] http

7007 10.240.82.231 s03_server2 Default[CLUSTER-BR... CLUSTER-BROADC...
7007 10.240.82.231 soa_server2 Default[t3] 3

7006 10.240.82.231 soa_serverl Default[t3] 3

7001 10.240.82.231 AdminServer Default[snmp] snmp

7007 10.240.82.231 s0a_server2 Default[snmp] snmp

7007 10.240.82.231 soa_server2 Default[http] http

7006 10.240.82.231 soa_serverl Default[ldap] Idap

7006 10.240.82.231 soa_serverl Defaultfiop] iiop

7007 10.240.82.231 s0a_server2 Defaultfiop] iiop

7001 10.240.82.231 AdminServer Default[t3] £3

7006 10.240.82.231 soa_serverl Default[snmp] snmp

Optionally, you can filter the ports shown by selecting a Managed Server from
Show.

The Port Usage detail table shows the ports that are in use, the IP Address, the
component, the channel, and the protocol.

You can also view similar pages for the Administration Server, Managed Servers, and
components, such as Oracle HTTP Server, by navigating to the target and choosing
Port Usage from the target's menu.

5.3 Changing the Port Numbers Used by Oracle Fusion Middleware

You can change the port numbers for some Oracle Fusion Middleware components,
using Fusion Middleware Control, Oracle WebLogic Server Administration Console,
or the command line.

Note: You can change a port number to any number you want, if it is
an unused port. You do not have to use a port in the allotted port
range for the component. See Appendix D for information on allotted
port ranges.

This section provides the following topics:

s Changing the Oracle WebLogic Server Listen Ports

Administering Oracle Fusion Middleware



Changing the Port Numbers Used by Oracle Fusion Middleware

s Changing the Oracle HTTP Server Listen Ports
s Changing the Oracle Database Net Listener Port
For information about changing other ports, see:

s "Configuring Node Manager" in Administering Node Manager for Oracle WebLogic
Server for information about changing the Node Manager port.

5.3.1 Changing the Oracle WebLogic Server Listen Ports

You can change the non-SSL (HTTP) listen port and the SSL (HTTPS) listen port for an
Administration Server or a Managed Server using the Oracle WebLogic Server
Administration Console or WLST, as described in the following topics:

s Changing the Oracle WebLogic Server Listen Ports Using the Administration
Console

s Changing the Oracle WebLogic Server Listen Ports Using WLST

See Administering Server Environments for Oracle WebLogic Server for more information
about changing Oracle WebLogic Server ports.

5.3.1.1 Changing the Oracle WebLogic Server Listen Ports Using the
Administration Console

To change the non-SSL (HTTP) listen port and the SSL (HTTPS) listen port for an
Administration Server or a Managed Server using the Oracle WebLogic Server
Administration Console:

1. Navigate to the server.
The Settings for server_name page is displayed.

2. Select the Configuration tab. On the General tab, change the number of the Listen
Port or SSL Listen Port.

3. If the server is running, restart the server.

4. If other components rely on the Oracle WebLogic Server listen ports, you must
reconfigure those components.

5.3.1.2 Changing the Oracle WebLogic Server Listen Ports Using WLST

To change the non-SSL (HTTP) listen port and the SSL (HTTPS) listen port for an
Administration Server or a Managed Server using the WLST command line. You must
run the commands in offline mode; that is, you must not be connected to a server.

For example, to change the Administration Server HTTP listen port to port 8001, use
the following WLST commands:

readDomain ("oracle/config/domains/domain_name")
cd("servers/AdminServer")

cmo.setListenPort (8001)

updateDomain ()

5.3.2 Changing the Oracle HTTP Server Listen Ports

To change the Oracle HTTP Server Listen ports (non-SSL or SSL), there are often
dependencies that must also be set.

The following topics describe how to modify the Oracle HTTP Server HTTP or HTTPS
Listen port:
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= Enabling Oracle HTTP Server to Run as Root for Ports Set to Less Than 1024
(UNIX Only)

s Changing the Oracle HTTP Server Non-SSL Listen Port in a WebLogic Server
Domain

s Changing the Oracle HTTP Server SSL Listen Port in a WebLogic Server Domain
s Changing the Oracle HTTP Server Listen Ports in a Standalone Domain

5.3.2.1 Enabling Oracle HTTP Server to Run as Root for Ports Set to Less Than
1024 (UNIX Only)

By default, Oracle HTTP Server runs as a non-root user (the user that installed Oracle
Fusion Middleware). On UNIX systems, if you change the Oracle HTTP Server Listen
port number to a value less than 1024, you must enable Oracle HTTP Server to run as
root.

For information about enabling the Listen port to run as root see "Starting Oracle
HTTP Server Instances on a Privileged Port (Unix Only)" in Administering Oracle HTTP
Server.

5.3.2.2 Changing the Oracle HTTP Server Non-SSL Listen Port in a WebLogic
Server Domain

To change the Oracle HTTP Server non-SSL (HTTP) Listen port, take the following
steps. Note that, on a UNIX system, if you are changing the Listen port to a number
less than 1024, you must first perform the steps in Section 5.3.2.1.

To change the Oracle HTTP Server Listen port using Fusion Middleware Control:

1. From the navigation pane, expand HTTP_Server. Then select the Oracle HTTP
Server instance.

2. From the Oracle HTTP Server menu, choose Administration, then Ports
Configuration.

3. Select the Listen port that uses the HTTP protocol, then click Edit.
4. Change the port number, then click OK.

5. Restart Oracle HTTP Server. (From the Oracle HTTP Server menu, choose Control,
then Restart.)

5.3.2.3 Changing the Oracle HTTP Server SSL Listen Port in a WebLogic Server
Domain

To change the Oracle HTTP Server SSL (HTTPS) Listen port, take the following steps.
Note that, on a UNIX system, if you are changing the Listen port to a number less than
1024, you must perform the steps in Section 5.3.2.1.

To change the Oracle HTTP Server SSL Listen port using Fusion Middleware Control:

1. From the navigation pane, expand HTTP_Server. Then select the Oracle HTTP
Server instance.

2. From the Oracle HTTP Server menu, choose Administration, then Ports
Configuration.

3. Select the Listen port that uses the HI'TPS protocol, then click Edit.
4. Change the port number, then click OK.
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5. Restart Oracle HTTP Server. (From the Oracle HTTP Server menu, choose Control,
then Restart.)

5.3.2.4 Changing the Oracle HTTP Server Listen Ports in a Standalone Domain

To change the Oracle HTTP Server non-SSL and SSL Listen ports in a standalone
domain, modify the following files:

DOMAIN_HOME/config/fmwconfig/components/OHS/instances/component_name/httpd.conf
DOMAIN_HOME/config/fmwconfig/components/OHS/instances/component_name/admin.conf
DOMAIN_HOME/config/fmwconfig/components/OHS/instances/component_name/ssl.conf

5.3.3 Changing the Oracle Database Net Listener Port

If your environment includes an Oracle Database that functions as a metadata
repository, and you want to change the listener port number for that database, perform
the procedure in this section.

First, determine if it is necessary to change the listener port number. If you are
concerned that you have another database on your host using the same port, both
databases can possibly use the same port.

Note that multiple Oracle Database 10g and Oracle Database 11g databases can share
the same Oracle Net listener port. If you are using an Oracle Database as a metadata
repository on the same host that contains another Oracle Database 10g or Oracle
Database 11g database, they can all use port 1521. There is no need to change the
listener port number.

Note: To run two listeners that use the same key value on one
host, refer to Section 5.3.3.1, "Changing the KEY Value for an IPC
Listener"

The procedure consists of the following tasks:

s Task 1, "Stop Components"

s Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
s Task 3, "Change the System Data Source"

Task 1 Stop Components
Stop all components that use the Metadata Repository. See Chapter 4 for instructions.

Task 2 Change the Metadata Repository for Oracle Net Listener Port
On the metadata repository host:

1. Ensure that the ORACLE_HOME and ORACLE_SID environment variables are
set.

2. Stop the metadata repository listener:

lsnrctl stop

3. Editthe listener.ora file, which is located at:

(UNIX) ORACLE_HOME/network/admin/listener.ora
(Windows) ORACLE_HOME\network\admin\listener.ora

Under the LISTENER entry, update the value for PORT. Save the file.
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Edit the tnsnames . ora file. The default location is:

(UNIX) ORACLE_HOME/network/admin/tnsnames.ora
(Windows) ORACLE_HOME\network\admin\tnsnames.ora

Make the following changes to the file:
a. Update the PORT value in each entry that applies to MDS Repository.
b. Add an entry similar to the following:

newnetport =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = tcp) (HOST = hostname) (PORT = port)))

In the example, hostname is the fully qualified host name and port is the
new port number.
Start the metadata repository listener:
lsnrctl start
Using SQL*Plus, log in to the metadata repository as the SYSTEM user with
SYSDBA privileges and run the following command:

SQL> ALTER SYSTEM SET local_listener='newnetport' scope=spfile;

Using SQL*Plus, restart the metadata repository:

SQL> SHUTDOWN
SQL> STARTUP

Task 3 Change the System Data Source

Change the system data source to use the new port number for the metadata
repository. To do so, you can use Fusion Middleware Control:

1.
2.

In the Change Center, click Lock & Edit.

In the navigation pane, expand select the domain.

The WebLogic Domain page is displayed.

From the WebLogic Domain menu, select JDBC Data Sources.

The Summary of JDBC Data Sources page is displayed.

Select the data source you want to change.

The JDBC Data Source page is displayed.

Select the Connection Pool tab.

To change the database port, modify the Database URL field. For example:

jdbc:oracle:thin:@hostname.domainname.com:1522/orcl

Click Save.

Restart the servers that use this data source. (Click the Targets tab to see the
servers that use this data source.)

5.3.3.1 Changing the KEY Value for an IPC Listener

It is not possible to run two listeners at the same time that are configured to use the
same KEY value in their IPC protocol address. By default, the metadata repository
listener has its IPC KEY value set to EXTPROC. Hence, if your computer has another
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IPC listener that uses the EXTPROC key, you should configure the metadata repository
listener to use some other key value such as EXTPROCI.

To change the KEY value of an IPC listener:

1. Stop the listener (ensure that your ORACLE_HOME environment variable is set
first):

lsnrctl stop

2. Edit the listener.ora and tnsnames. ora files. In each file, find the following
line:

(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC))

Change it to the following:

(ADDRESS = (PROTOCOL = IPC) (KEY

EXTPROC1) )

3. Restart the listener:

lsnrctl start
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Secure Communication

This part describes how to secure communications between Oracle Fusion Middleware
components. It covers technologies such as Secure Sockets Layer (SSL), keystores,
wallets, certificates, and FIPS support.

Part III contains the following chapters:

»  Chapter 6, "Configuring SSL in Oracle Fusion Middleware"
s Chapter 7, "Managing Keystores, Wallets, and Certificates"
»  Chapter 8, "FIPS 140 Support in Oracle Fusion Middleware"
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Configuring SSL in Oracle Fusion
Middleware

This chapter provides procedures to secure communications between Oracle Fusion
Middleware components in web, middle, and data tiers using Secure Sockets Layer
(SSL). It also describes advanced scenarios beyond the basic topologies and explains
best practices.

Refer to component-specific documentation to learn about the SSL cipher suite(s) that
the client can use during the SSL handshake.

This chapter contains these topics:

s Section 6.1, "How SSL Works"

s Section 6.2, "About SSL in Oracle Fusion Middleware"
= Section 6.3, "Configuring SSL for Configuration Tools"
= Section 6.4, "Configuring SSL for the Web Tier"

= Section 6.5, "Configuring SSL for the Middle Tier"

= Section 6.6, "Configuring SSL for the Data Tier"

s Section 6.7, "Advanced SSL Scenarios"

s Section 6.8, "Best Practices for SSL"

s Section 6.9, "WLST Reference for SSL"

Note: Where SSL connections are configured within Oracle
WebLogic Server, this chapter provides references to the relevant
Oracle WebLogic Server documentation rather than duplicating the
instructions here.

6.1 How SSL Works

This section introduces basic SSL concepts. It contains these topics:
s What SSL Provides

= About Private and Public Key Cryptography

s Keystores and Wallets

s How SSL Sessions Are Conducted
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6.1.1 What SSL Provides

SSL secures communication by providing message encryption, integrity, and
authentication. The SSL standard allows the involved components (such as browsers
and HTTP servers) to negotiate which encryption, authentication, and integrity
mechanisms to use.

= Encryption provides confidentiality by allowing only the intended recipient to
read the message. SSL can use different encryption algorithms to encrypt
messages. During the SSL handshake that occurs at the start of each SSL session,
the client and the server negotiate which algorithm to use. Examples of encryption
algorithms supported by SSL include AES, RC4, and 3DES.

= Integrity ensures that a message sent by a client is received intact by the server,
untampered. To ensure message integrity, the client hashes the message into a
digest using a hash function and sends this message digest to the server. The
server also hashes the message into a digest and compares the digests. Because
SSL uses hash functions that make it computationally infeasible to produce the
same digest from two different messages, the server can tell that if the digests do
not match, someone had tampered with the message. An example of a hash
function supported by SSL is SHA2.

= Authentication enables the server and client to check that the other party is who it
claims to be. When a client initiates an SSL session, the server typically sends its
certificate to the client. Certificates are digital identities that are issued by trusted
certificate authorities, such as Verisign. Chapter 7, "Managing Keystores, Wallets,
and Certificates" describes certificates in more detail.

The client verifies that the server is authentic and not an imposter by validating
the certificate chain in the server certificate. The server certificate is guaranteed by
the certificate authority (CA) who signed the server certificate.

The server can also require the client to have a certificate, if the server needs to
authenticate the identity of the client.

6.1.2 About Private and Public Key Cryptography

To provide message integrity, authentication, and encryption, SSL uses both private
and public key cryptography.

Secret Key Cryptography

Symmetric key cryptography requires a single, secret key shared by two or more
parties to secure communication. This key is used to encrypt and decrypt secure
messages sent between the parties. It requires prior and secure distribution of the key
to each party. The problem with this method is that it is difficult to securely transmit
and store the key.

In SSL, each party calculates the secret key individually using random values known
to each side. The parties then send encrypted messages using the secret key.

Public Key Cryptography

Public key cryptography solves this problem by employing public and private key
pairs and a secure method for key distribution. The freely available public key is used
to encrypt messages that can only be decrypted by the holder of the associated private
key. Together with other security credentials, private key is securely stored in an
encrypted container such as an Oracle wallet.

Public key algorithms can guarantee the secrecy of a message. However, they do not
necessarily guarantee secure communication because they do not verify the identities
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of the communicating parties. To establish secure communication, it is important to
verify that the public key used to encrypt a message does in fact belong to the target
recipient. Otherwise, a third party can potentially eavesdrop on the communication
and intercept public key requests, substituting its own public key for a legitimate key
(the man-in-the-middle attack).

To avoid such an attack, it is necessary to verify the owner of the public key with a
process called authentication. trusted by both of the communicating parties, a third
party known as a certificate authority (CA) can accomplish the authentication process.

The CA issues public key certificates that contain an entity's name, public key, and
certain other security credentials. Such credentials typically include the CA name, the
CA signature, and the certificate effective dates (From Date, To Date).

The CA uses its private key to encrypt a message, while the public key is used to
decrypt it, thus verifying that the message was encrypted by the CA. The CA public
key is well known, and does not have to be authenticated each time it is accessed. Such
CA public keys are stored in wallets.

6.1.3 Keystores and Wallets

In Oracle Fusion Middleware, components such as Oracle HTTP Server use the Oracle
Wallet as their storage mechanism. An Oracle wallet is a container that stores your
credentials, such as certificates, trusted certificates, certificate requests, and private
keys. You can store Oracle wallets on the file system or in LDAP directories such as
Oracle Internet Directory. Oracle wallets can be auto-login or password-protected
wallets.

Oracle HTTP Server uses Oracle wallet. Configuring SSL for Oracle HTTP Server thus
requires setting up and using Oracle wallets.

Note: As of Oracle Fusion Middleware 12c (12.1.3), you can take
advantage of the central storage and unified management available
with the Keystore Service to manage wallets and their contents
through the export, import, and synchronization features of that
service. See the Infrastructure Security WLST Command Reference for
details about the importKeyStore, exportKeyStore, and
syncKeyStore commands.

Other components use a JKS keystore or KSS keystore to store keys and certificates,
and configuring SSL for these components requires setting up and using the
appropriate keystores.

For more information about configuring keystores and wallets, see:

= Section 6.2, "About SSL in Oracle Fusion Middleware" for a fuller description of
keystore and wallet usage in Oracle Fusion Middleware

s Chapter 7, "Managing Keystores, Wallets, and Certificates" for a discussion of
these terms, and administration details

6.1.4 How SSL Sessions Are Conducted

The SSL protocol has two phases: the handshake phase and the data transfer phase.
The handshake phase authenticates the server and optionally the client, and
establishes the cryptographic keys that will be used to protect the data to be
transmitted in the data transfer phase.
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When a client requests an SSL connection to a server, the client and server first
exchange messages in the handshake phase. (A common scenario is a browser
requesting a page using the https: // instead of http: // protocol from a server. The
HTTPS protocol indicates the usage of SSL with HTTP.)

Figure 6-1 shows the handshake messages for a typical SSL connection between a Web
server and a browser. The following steps are shown in the figure:

1.

The client sends a Hello message to the server.

The message includes a list of algorithms supported by the client and a random
number that will be used to generate the keys.

The server responds by sending a Hello message to the client. This message
includes:

s The algorithm to use. The server selected this from the list sent by the client.
= A random number, which will be used to generate the keys.
The server sends its certificate to the client.

The client authenticates the server by checking the validity of the server's
certificate, the issuer CA, and optionally, by checking that the host name of the
server matches the subject DN. The client sends a Session ID for session caching.

The client generates a random value ("pre-master secret"), encrypts it using the
server's public key, and sends it to the server.

The server uses its private key to decrypt the message to retrieve the pre-master
secret.

The client and server separately calculate the keys that will be used in the SSL
session.

These keys are not sent to each other because the keys are calculated based on the
pre-master secret and the random numbers, which are known to each side. The
keys include:

= Encryption key that the client uses to encrypt data before sending it to the
server

= Encryption key that the server uses to encrypt data before sending it to the
client

= Key that the client uses to create a message digest of the data
= Key that the server uses to create a message digest of the data

The encryption keys are symmetric, that is, the same key is used to encrypt and
decrypt the data.

The client and server send a Finished message to each other. These are the first
messages that are sent using the keys generated in the previous step (the first
"secure" messages).

The Finished message includes all the previous handshake messages that each
side sent. Each side verifies that the previous messages that it received match the
messages included in the Finished message. This checks that the handshake
messages were not tampered with.

The client and server now transfer data using the encryption and hashing keys
and algorithms.
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Figure 6—-1 SSL Handshake
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6.2 About SSL in Oracle Fusion Middleware

This section introduces SSL in Oracle Fusion Middleware. It contains these topics:

SSL in the Oracle Fusion Middleware Architecture

L

= Keystores and Oracle Wallets
= Authentication Modes

= Tools for SSL Configuration

6.2.1 SSL in the Oracle Fusion Middleware Architecture

Figure 6-2 SSL in Oracle Fusion Middleware
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Notes:

= In Figure 6-2, the label "Oracle Enterprise Manager" refers to the
Fusion Middleware Control user interface.

s Other administrative tools are available for specific tasks.

In the Oracle Fusion Middleware architecture shown in Figure 6-2, the circles
represent the endpoints that can be SSL-enabled. For configuration details about each
endpoint, see:

1.

© ® N o o

Section 6.4.2.1, "Enabling SSL for Inbound Requests to Oracle HTTP Server Virtual
Hosts Using Fusion Middleware Control" and Section 6.4.2.2, "Enabling SSL for
Inbound Requests to Oracle HTTP Server Virtual Hosts Using WLST"

Section 6.4.2.3, "Enabling SSL for Outbound Requests from Oracle HTTP Server"
Section 6.5.1.1, "Configuring Inbound SSL to Oracle WebLogic Server"

Outbound connections to the LDAP server can originate from Oracle Platform
Security Services or from Oracle WebLogic Server:

a. Section 6.5.1.2.1, "Configuring Outbound SSL from Oracle Platform Security
Services to LDAP"

b. Section 6.5.1.2.3, "Configuring Outbound SSL from LDAP Authenticator to
LDAP"

Section 6.6.1.2, "SSL-Enabling a Data Source"

Section 6.6.1.1, "SSL-Enabling Oracle Database"

Section 6.5.2, "Client-Side SSL for Applications"

Section 6.5.1.2, "Configuring Outbound SSL from Oracle WebLogic Server"
Section 6.6.1.1, "SSL-Enabling Oracle Database"

Keystores and Wallets

Keystores and wallets are central to SSL configuration and are used to store certificates
and keys.

For details, see Section 6.2.2, "Keystores and Oracle Wallets."

6.2.2 Keystores and Oracle Wallets

Oracle Fusion Middleware 12¢ (12.1.3) supports different types of keystores for keys
and certificates:

JKS-based keystore and truststore

Oracle WebLogic Server uses JKS keystores in upgraded environments.
JDK's keytool utility manages JKS keystores and certificates.

Oracle wallet

System components like Oracle HTTP Server use the Oracle wallet.

Use Fusion Middleware Control, or the command-line WLST and orapki
interfaces, to manage wallets and their certificates for system components. You can
use either the Fusion Middleware Control or WLST to SSL-enable the listeners for
these components.
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s OPSS Keystore Service (KSS) keystore and truststore

The Keystore Service provides an alternative mechanism to manage keys and
certificates. Oracle WebLogic Server uses KSS keystores out-of-the-box in new 12c
(12.1.3) installations.

Use Fusion Middleware Control or WLST to manage KSS keystores and their
certificates. Use the WebLogic console to SSL-enable the listeners for WebLogic
servers.

For more information about these types of stores, and when to use which type of store,
see Section 6.1.3, "Keystores and Wallets".

See Also: Section 7.1, "Key and Certificate Storage in Oracle Fusion
Middleware" for keystore management

JDK7 Requires keyUsage with keyCertSign

Under JDK?7, self-signed CA certificates used for SSL configuration must have the
keyUsage extension with keyCertSign asserted. For details, see Section H.3.3.

6.2.3 Authentication Modes

The following authentication modes are supported:
»  In no-authentication mode, neither server nor client are required to authenticate.

Other names for this mode include Anonymous SSL/No
Authentication/Diffie-Hellman. This mode is considered unsecured.

s In server authentication mode, a server authenticates itself to a client.
This mode is also referred to as One-way SSL/Server Authentication.

s In mutual authentication mode, a client authenticates itself to a server and that server
authenticates itself to the client.

This mode is also known as Two-way SSL/Client Authentication.

» In optional client authentication mode, the server authenticates itself to the client, but
the client may or may not authenticate itself to the server. Even if the client does
not authenticate itself, the SSL session still goes through.

6.2.4 Tools for SSL Configuration

Oracle Fusion Middleware uses two kinds of configuration tools, common and
advanced.

Common Tools
s Fusion Middleware Control

s  WLST command-line interface
= Oracle WebLogic Server Administration Console
s keytool command-line tool

These tools allow you to configure SSL and manage Oracle Wallet/JKS keystore for
any listener or component in Oracle Fusion Middleware.

The first three tools on this list are usable when the component is associated with the
application server domain (when the component is not a stand-alone installation).
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Advanced Tools

orapki command-line tool is needed to manage wallets for certain stand-alone
installations.

See Also: Section 7.1, "Key and Certificate Storage in Oracle Fusion
Middleware" for keystore management

6.3 Configuring SSL for Configuration Tools

Several tools are available for Oracle Fusion Middleware configuration. This section
describes how to configure SSL for these tools to enable them to connect to an
SSL-enabled Oracle WebLogic Server.

See Also: Section 6.5.1.1 for details about enabling inbound SSL on
Oracle WebLogic Server.
For a list of all the configuration tools, see Section 6.2.4, "Tools for SSL Configuration.".
This section contains these topics:
= Oracle Enterprise Manager Fusion Middleware Control
= Oracle WebLogic Server Administration Console

s WLST Command-Line Tool

6.3.1 Oracle Enterprise Manager Fusion Middleware Control
Take these steps:

= Ensure that the SSL port is enabled on the Oracle WebLogic Server instance on
which Fusion Middleware Control is deployed, and that the browser (from which
you will launch Fusion Middleware Control) trusts the server certificate.

For details, see Administering Oracle WebLogic Server with Fusion Middleware Control.

= Now launch Fusion Middleware Control using an SSL-based URL, in the format
https://host : port.

6.3.2 Oracle WebLogic Server Administration Console

Ensure that the SSL port is enabled on the Oracle WebLogic Server instance. Now
launch the administration console by providing the SSL port in the URL. You may get
a warning that the certificate is not trusted; accept this certificate and continue.

For details, see Administering Oracle WebLogic Server with Fusion Middleware Control.

6.3.3 WLST Command-Line Tool
For details about configuring SSL for WLST, take these steps:

1. Launch the WLST shell.
2. Execute the WLST command:

help('connect')

Follow the instructions described in the help text to set up the WLST shell in SSL
mode.

See Also: Section 6.9 for details about using WLST.
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6.4 Configuring SSL for the Web Tier

This section describes SSL for Oracle HTTP Server which resides in the Web tier, and
contains these topics:

s Configuring Load Balancers

= Enabling SSL for Oracle HTTP Server Virtual Hosts

Note:

s This discussion applies to the Web Tier in the context of an Oracle
WebLogic Server domain.

»  The order in which these topics appear should not be confused
with the sequence in which SSL is enabled (which varies
depending on topology). Rather, they are arranged in order
starting with the most front-ending component.

This chapter does not cover all Oracle HITP Server configuration options. For
additional scenarios, see Installing and Configuring Oracle HTTP Server.

6.4.1 Configuring Load Balancers

Use the instructions specific to your load-balancing device to configure load balancers
in your Oracle Fusion Middleware environment.

6.4.2 Enabling SSL for Oracle HTTP Server Virtual Hosts

This section shows how to manage SSL configuration for Oracle HTTP Server virtual
hosts operating in an Oracle WebLogic Server environment.

Note: For Oracle HTTP Server in standalone mode, see Administering
Oracle HTTP Server.

For inbound traffic, see:

= Section 6.4.2.1 (using Fusion Middleware Control)
= Section 6.4.2.2 (using WLST)

For outbound traffic, see:

= Section 6.4.2.3 (using either Fusion Middleware Control or WLST)

6.4.2.1 Enabling SSL for Inbound Requests to Oracle HTTP Server Virtual Hosts
Using Fusion Middleware Control

You can SSL-enable inbound traffic to Oracle HTTP Server virtual hosts using these
steps:

1. Select the Oracle HTTP Server instance in the navigation pane on the left.

2. Create a wallet, if necessary, by navigating to Oracle HTTP Server, then Security,
then Wallets.

For details about wallet creation and maintenance, see Chapter 7, "Managing
Keystores, Wallets, and Certificates".
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3.

Navigate to Oracle HTTP Server, then Administration, then Virtual Hosts.

This page shows what hosts are currently configured, and whether they are
configured for http or https.

@ Oracle HTTP Server « Page Refreshed Feb B, 2009 2:22:50 PM PST ($]

Virtual Hosts

Create virtual hosts o maintain more than one server on one computer, as differentiated by their apparent hostname, enabling Oracle HTTP Server to serve
different Web sites simultaneously, You can select a virtual host row From the table and using the Configure menu specify mod_weblogic, mod_perl, 55L,
mime and log configuration for selected row,

Gﬂ- Create... 38 Remave Configure | =

Marme Server Mame Type Ports Protocol
*15859 IP_EASED G859 HTTPS
*14443 IP_BASED 4443 HTTPS

Select the virtual host you wish to update, and click Configure, then SSL
Configuration. (Note: If creating a new virtual host, see Administering Oracle HTTP
Server.)

@ Oracle HTTP Server = Page Refreshed Feb B, 2009 2:25:08 PM PST [$]

Virtual Hosts
Create virtual hosts o maintain more than one server on one computer, as differentiated by their apparent hostname, enabling Oracle HTTP Server to serve

different Web sites simultaneously, You can select a virtual host row From the table and using the Configure menu specify mod_weblogic, mod_perl, 55L,
mime and log configuration for selected row,

Gﬂ- Create... 22 Remave Configure |+

Mame Sed Server Configuration Ports Protocol

* 15559 MIME Configuration 2889 HTTRS
*14443 4443 HTTRS

Log Configuration
mod_perl Configuration
55L Configuration

mod_weblogic Configuration

The SSL Configuration page appears.

You can convert an https port to http by simply unchecking Enable SSL.
To configure SSL for a virtual host that is currently using http:

s Check the Enable SSL box.

= Select a wallet from the drop-down list.

@ Oracle HTTP Server = Page Refreshed Feb B, 2009 2:25:56 PM PST [$]
(i) Information
All Fields on this page will require a restart to take effect,

$5L Configuration @) ok || Cancel

Enable 551

Server Wallet Mame | default
@ TIP ‘wWallet is not required for no-auth mode but is needed in ather modes.
=l Advanced SSL Settings

Server S5L properties
S5L Authentication | Seryer Authentication v

* Cipher Suite all

* 350 Protocal Version

L]

s From the Server SSL properties, select the SSL authentication type, cipher
suites to use, and the SSL protocol version.

Note: The default values are appropriate in most situations.
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Note: aThis assumes that the certificate is available in Fusion
Middleware Control. If it was created through orapki, import it
first as explained in Section 7.4.4.5.1.

= The choice of authentication type determines the available cipher
suites, and the selected cipher suites determine the available
protocol versions. For more information about ciphers and
protocol versions, see "Properties Files for SSL" in Infrastructure
Security WLST Command Reference.

Click OK to apply the changes.

On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

Restart the Oracle HTTP Server instance by navigating to Oracle HTTP Server,
then Control, then Restart.

Open a browser session and connect to the port number that was SSL-enabled.

6.4.2.2 Enabling SSL for Inbound Requests to Oracle HTTP Server Virtual Hosts
Using WLST

Execute these WLST commands using the protocol described in Section 7.2.1.

Take these steps:

1.

Determine the virtual hosts for this Oracle HTTP Server instance by running the
following command:

listListeners('OHS_instance', 'OHS_instance'

This command lists all the virtual hosts for this instance. Select the one that needs
to be configured for SSL. For example, you can select vhostl. For details about this
command, see WLST Command Reference for WebLogic Server.

Configure the virtual host with SSL properties:

configureSSL('OHS_instance',
'OHS_instance',
'ohs',
'vhostl')

Note:

s configureSsSL uses defaults for all SSL attributes; see "Default
Values of Parameters" in Infrastructure Security WLST Command
Reference for details.

= You could also specify a properties file as a parameter to
configureSsL. See "Parameters in Properties File" and
"configureSsL" in the Infrastructure Security WLST Command
Reference for details and examples of how to use a properties file.
See "configureSSL" in the same document for details about
this command.
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3. On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

6.4.2.3 Enabling SSL for Outbound Requests from Oracle HTTP Server

You enable SSL for outbound requests from Oracle HTTP Server by configuring mod_
wl_ohs.

6.4.2.3.1 Enabling One-Way SSL
The steps are as follows:

1. Generate a custom keystore for Oracle WebLogic Server (see Section 6.5.1)
containing a certificate.

2. Import the trusted CA certificate used by Oracle WebLogic Server into the Oracle
HTTP Server wallet as a trusted certificate. You can use any available utility such
as WLST or Fusion Middleware Control for this task. (Note: The wallet mentioned
here is the one that the Oracle HTTP Server listen port uses for SSL. The trusted
(root) CA certificate that signed the Oracle WebLogic Server certificate must exist
in this wallet. For details on importing trusted certificates see Section 7.4.7.3.1.)

3. With Oracle WebLogic Server instance shut down, edit the Oracle HTTP Server
configuration file DOMATN_
HOME/config/fmwconfig/components/OHS/instance_name/ssl.conf and
add the following line to the SSL configuration under mod_weblogic:

W1lSSLWallet "$(DOMAIN_HOME}/config/fmwconfig/components/COMPONENT
TYPE/COMPONENT NAME/keystores/default"

where default is the name of the Oracle HTTP Server wallet in Step 2.
Here is an example of how the configuration should look:

<IfModule mod_weblogic.c>

WebLogicHost myweblogic.server.com

WebLogicPort 7002

MatchExpression *.jsp

SecureProxy On

WlSSLwallet "¢ (DOMAIN_

HOME} /config/fmwconfig/components/OHS/ohsl/keystores/default"
</IfModule>

Save the file and exit.

4. On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

5. Restart Oracle HTTP Server to activate the changes. See Administering Oracle HTTP
Server for details.

6. Ensure that your Oracle WebLogic Server instance is configured to use the custom
keystore generated in Step 1, and that the alias points to the alias value used in
generating the certificate. Restart the Oracle WebLogic Server instance. For details,
see Section 6.5.1.1.

6.4.2.3.2 Enabling Two-Way SSL

mod_wl_ohs also supports two-way SSL communication. To configure two-way SSL:

1. Perform Steps 1 through 4 of the preceding procedure for one-way SSL.

2. Generate a trust store, trust. jks, for Oracle WebLogic Server.
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The keystore created for one-way SSL (Step 1 of the preceding procedure) could
also be used to store trusted certificates, but it is recommended that you create a
separate truststore for this procedure.

Export the user certificate from the Oracle HTTP Server wallet, and import it into
the truststore created in Step 2.

You can use any available utility such as WLST or Fusion Middleware Control for
export, and the keytool utility for import. For details, see Section 7.4.5.

From the Oracle WebLogic Server Administration Console, select the Keystores
tab for the server being configured.

Set the custom trust store with the trust . jks file location of the trust store that
was created in Step 2 (use the full name).

Set the keystore type as JKS, and set the passphrase used to create the keystore.

Under the SSL tab, ensure that Trusted Certificate Authorities is set as from
Custom Trust Keystore.

Ensure that Oracle WebLogic Server is configured for two-way SSL. For details,
see "Configuring SSL" in Administering Security for Oracle WebLogic Server.

6.5 Configuring SSL for the Middle Tier

Using SSL in the middle tier includes:

SSL-enabling the application server

SSL-enabling components and applications running on the application server

This section addresses mid-tier SSL configuration and contains these topics:

Configuring SSL for Oracle WebLogic Server
Client-Side SSL for Applications

6.5.1 Configuring SSL for Oracle WebLogic Server

This section describes configuration for the application server.

6.5.1.1 Configuring Inbound SSL to Oracle WebLogic Server

For information and details about implementing SSL to secure Oracle WebLogic
Server, see the following topics in Administering Security for Oracle WebLogic Server:

"Configuring Oracle OPSS Keystore Service "
"Overview of Configuring SSL in WebLogic Server"

6.5.1.2 Configuring Outbound SSL from Oracle WebLogic Server

This section describes how to SSL-enable outbound connections from Oracle WebLogic
Server.

Configuring Outbound SSL from Oracle Platform Security Services to LDAP

Configuring Outbound SSL from Oracle Platform Security Services to Oracle
Database

Configuring Outbound SSL from LDAP Authenticator to LDAP
Configuring Outbound SSL to the Database
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6.5.1.2.1 Configuring Outbound SSL from Oracle Platform Security Services to LDAP This
section explains how to configure SSL (needs server- and client-side) for policy store
and credential store connections to an LDAP directory. It supports anonymous and
one-way SSL.

See Securing Applications with Oracle Platform Security Services for details about the
jps-config.xml file referenced in this section.

Anonymous SSL (Server-side)

Start the LDAP server in anonymous authentication mode.

Consult your LDAP server documentation for information on this task.
Anonymous SSL (Client-side)

In your jps-config.xml file, you must set the protocol to 1daps and specify the
appropriate port for the property 1dap . url. This information needs to be updated for
policy store, credential store, key store and any other service instances that use
ldap.url.

One-Way SSL (Client-side)
The following must be in place for the client-side configuration:

1. The JVM needs to know where to find the trust store that it uses to trust
certificates from LDAP. You do this by setting:

-Djavax.net.ssl.trustStore=path_to_jks_file

This property is added either to the JavaSE program, or to the server start-up
properties in a JavaEE environment.

2. Inyour jps-config.xml file, you must set the protocol to 1daps and specify
the appropriate port for the property 1dap . url. This information needs to be
updated for policy store, credential store, key store and any other service instances
that use 1dap.url.

3. Using keytool, import the LDAP server's certificate into the trust store specified in
step 1.

6.5.1.2.2 Configuring Outbound SSL from Oracle Platform Security Services to Oracle Database
You can set up a one-way or two-way SSL connection to a database-based OPSS
security store.

For details about configuring the database server and clients, see Securing Applications
with Oracle Platform Security Services.

6.5.1.2.3 Configuring Outbound SSL from LDAP Authenticator to LDAP For details about
outbound SSL to LDAP directories, see "How SSL Certificate Validation Works in
WebLogic Server" in Administering Security for Oracle WebLogic Server.

6.5.1.2.4 Configuring Outbound SSL to the Database See "Configuring Secure Sockets
Layer Authentication” in the Oracle Advanced Security Administrator’s Guide at
http://docs.oracle.com/cd/E11882_
01/network.112/e10746/asossl.htm for more information about configuring
SSL for the database listener.
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6.5.2 Client-Side SSL for Applications

For information on how to write SSL-enabled applications, see "Using SSL
Authentication in Java Clients" in Developing Applications with the WebLogic Security
Service.

For best practices, refer to Section 6.8.2, "Best Practices for Application Developers."

6.6 Configuring SSL for the Data Tier

This section contains this topic:

s Configuring SSL for the Database

6.6.1 Configuring SSL for the Database

This section contains these topics:
»  SSL-Enabling Oracle Database
s SSL-Enabling a Data Source

6.6.1.1 SSL-Enabling Oracle Database
Take these steps to SSL-enable Oracle database:

1. Create a root CA and a certificate for the DB. Here is an example:

Note: Self-signed certificates are not recommended for production
use. For information about obtain production wallets, see

Section 7.4.8.3, "Changing a Self-Signed Wallet to a Third-Party
Wallet.".

mkdir root
mkdir server

# Create root wallet, add self-signed certificate and export

orapki wallet create -wallet ./root -pwd password

orapki wallet add -wallet ./root -dn CN=root_test,C=US -keysize 2048 -self_
signed -validity 3650 -pwd password

orapki wallet display -wallet ./root -pwd password

orapki wallet export -wallet ./root -dn CN=root_test,C=US -cert
./root/bbdcertificate.txt -pwd password

#Create server wallet, add self-signed certificate and export

orapki wallet create -wallet ./server -pwd password

orapki wallet add -wallet ./server -dn CN=server_test,C=US -keysize 2048 -pwd
password

orapki wallet display -wallet ./server -pwd password

orapki wallet export -wallet ./server -dn CN=server_test,C=US -request
./server/creq.txt -pwd password

# Import trusted certificates

orapkl cert create -wallet ./root -request ./server/creq.txt -cert
./server/cert.txt -validity 3650 -pwd password

orapki cert display -cert ./server/cert.txt -complete

orapki wallet add -wallet ./server -trusted_cert -cert
./root/bbdcertificate.txt -pwd password

orapki wallet add -wallet ./server -user_cert -cert ./server/cert.txt -pwd
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password
orapki wallet create -wallet ./server -auto_login -pwd password}}

Update listener.ora, sglnet.ora, and tnsnames. ora for the database.
a. This example shows the default 1istener.ora:

SID_LIST LISTENER =

(SID_LIST =(SID_DESC =(SID_NAME = PLSExtProc) (ORACLE_HOME = /path_to_O_
H) (PROGRAM = extproc)))

LISTENER =(DESCRIPTION_LIST =(DESCRIPTION =

(ADDRESS (PROTOCOL = IPC) (KEY = EXTPROC1))

(ADDRESS = (PROTOCOL = TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
(ADDRESS = (PROTOCOL = TCPS) (HOST = mynode.mycorp.com) (PORT = 2490))

))

WALLET_LOCATION= (SOURCE= (METHOD=FILE) (METHOD_DATA= (DIRECTORY=/wallet_
Jlocation)))

SSL_CLIENT_ AUTHENTICATION=FALSE}}

And here is an updated 1istener.ora file, illustrating a scenario with no
client authentication:

SID_LIST LISTENER =
(SID_LIST =
(SID_DESC =
(GLOBAL_DBNAME = dbname)
(ORACLE_HOME = /path_to_O_H)
(SID_NAME = sid)

SSL_CLIENT AUTHENTICATION = FALSE

WALLET LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD_DATA =
(DIRECTORY = /wallet_path)

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC1521))
)
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
)
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCPS) (HOST = mycorp.com) (PORT = 2490))

Note that the SSL port has been added.
b. Likewise, a modified sglnet.ora file may look like this:

NAMES.DIRECTORY_PATH= (TNSNAMES, EZCONNECT)
SQLNET .AUTHENTICATION_SERVICES=(BEQ, TCPS,NTS)
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WALLET LOCATION=(SOURCE=(METHOD=FILE) (METHOD_DATA=(DIRECTORY=/directory)))
SSL_CLIENT AUTHENTICATION=FALSE

c. A modified tnsnames. ora file may look like this:

0ID =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = mynode.mycorp.com)
)
)
SSL =
(DESCRIPTION =

(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCPS) (HOST = mynode.mycorp.com) (PORT = 2490))

)

(CONNECT_DATA =
(SERVICE_NAME = mynode.mycorp.com)
or
(SID = mynode.mycorp.com)

)
(SECURITY=(SSL_SERVER_CERT DN=\"CN=server_test,C=US\"))

)
3. Test the connection to the database using the new connect string. For example:
$ tnsping ssl

$ sqlplus username/password@ssl

See Also: The chapter "Configuring Secure Sockets Layer
Authentication” in the Oracle Database Advanced Security
Administrator’s Guide.

6.6.1.2 SSL-Enabling a Data Source

Take these steps to configure your data sources on Oracle WebLogic Server to use SSL.

1. Create a truststore and add the root certificate (which is created when
SSL-enabling the database) as a trusted certificate to the truststore.

2. In the Oracle WebLogic Server Administration Console, navigate to the
Connection pool tab of the data source that you are using.

Note: The data source can be an existing source such as an Oracle
WebCenter Portal data source, or a new data source. See Creating a
JDBC Data Source in Administering JDBC Data Sources for Oracle
WebLogic Server for details.

The properties you need to specify in the JDBC Properties text box depend on the
type of authentication you wish to configure.

= If you will require client authentication (two-way authentication):

javax.net.ssl.keyStore=.. (password of the keystore)
javax.net.ssl.keyStoreType=JKS
javax.net.ssl.keyStorePassword=... (password of the keystore)
javax.net.ssl.trustStore=...(the truststore location on the disk)
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javax.net.ssl.trustStoreType=JKS
javax.net.ssl.trustStorePassword=. .. (password of the truststore)

= If you will require no client authentication:

javax.net.ssl.trustStore=...(the truststore location on the disk)
javax.net.ssl.trustStoreType=JKS
javax.net.ssl.trustStorePassword=. .. (password of the truststore)

3. In the URL text box, enter the JDBC connect string. Ensure that the protocol is
TCPS and that SSL._SERVER_CERT_DN contains the full DN of the database
certificate.

Use the following syntax if tnsnames.ora uses "SERVICE_NAME":

jdbc:oracle:thin:@ (DESCRIPTION= (ADDRESS_
LIST=(ADDRESS=(PROTOCOL=TCPS) (HOST=host-name) (PORT=port-number))) (CONNECT_
DATA= (SERVICE_NAME=service)) (SECURITY= (SSL_SERVER_CERT_DN="CN=server_
test,C=US")))

Use the following syntax if tnsnames.ora uses "SID":

jdbc:oracle:thin:@ (DESCRIPTION= (ADDRESS_
LIST=(ADDRESS=(PROTOCOL=TCPS) (HOST=host-name) (PORT=port-number))) (CONNECT_
DATA= (SID=service)) (SECURITY=(SSL_SERVER_CERT DN="CN=server_ test,C=US")))

4. Test and verify the connection. Your data source is now configured to use SSL.

6.7 Advanced SSL Scenarios

This section explains how to handle additional SSL configuration scenarios beyond the
basic topologies described earlier:

= Hardware Security Modules and Accelerators
s CRL Integration with SSL
s Oracle Fusion Middleware FIPS 140-2 Settings

For details and examples of the commands used in this section see Section 6.9.

6.7.1 Hardware Security Modules and Accelerators

A Hardware Security Module (HSM) is a physical plug-in card or an external security
device that can be attached to a computer to provide secure storage and use of
sensitive content.

Note: This discussion applies only to Oracle HTTP Server, which is a
system component supporting HSM.

Oracle Fusion Middleware supports PKCS#11-compliant HSM devices that provide a
secure storage for private keys.

Take these steps to implement SSL for a component using a PKCS#11 wallet:

1. Install the HSM libraries on the machine where the component is running. This is
a one-time task and is device-dependent.

2. Next, create a wallet using the orapki command-line tool. Note the following:

a. Choose PKCS11 as the wallet type.
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b. Specify the device-specific PKCS#11 library used to communicate with the
device. This library is part of the HSM software.

On Linux, the library is located at:
For LunaSA (Safenet): /usr/lunasa/lib/libCryptoki2.so
For nCipher: /opt/nfast/toolkits/pkcsll/libcknfast.so
On Windows, the library is located at:
For LunaSA (Safenet): C:\Program Files\LunaSA\cryptoki.dll
3. Now follow the standard procedure for obtaining third-party certificates: create a

certificate request; get the request approved by a Certificate Authority (CA); and
install the certificate signed by that CA.

The wallet you set up is used like any other wallet.
4. Verify the wallet with the orapki utility. Use the following command syntax:

orapki wallet pll_verify [-wallet [wallet]] [-pwd password]

See Also: Appendix G, "orapki" for details about orapki

5. Configure SSL on your component listener using the configureSSL WLST
command, providing a properties file as input. Your properties file should specify
the full path of the PKCS#11 wallet directory on the machine where the component
is running. (Note: Do not save the PKCS#11 wallet in the instance home directory.
Only wallets created and managed through Fusion Middleware Control or WLST
should reside in the instance home.)

A sample properties file could look like this:

SSLEnabled=true
AuthenticationType=Server
PKCS11lWallet=/tmp/lunasa/wallet

Note: You must use the WLST command configureSSL to
configure the PKCS11 wallet. You cannot do this task using Fusion
Middleware Control or any other tool.

6.7.2 CRL Integration with SSL

Note:

s This discussion applies only to Oracle HTTP Server in the context
of an Oracle WebLogic Server environment. For SSL configuration
in standalone components, see Administering Oracle HTTP Server.

= Manage CRL validation through WLST. You cannot perform this
task through Fusion Middleware Control.

Components that use SSL can optionally turn on certificate validation using a
certificate revocation list (CRL). This allows them to validate the peer certificate in the
SSL handshake and ensure that it is not on the list of revoked certificates issued by the
Certificate Authority (CA).

This section describes how to configure a component to use CRL-based validation, and
how to create and set up CRLs on the file system.
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6.7.2.1 Configuring CRL Validation for a Component

Configure SSL on your component listener using the configureSSL WLST
command, providing a properties file as input.

The properties file must be set up as follows:
1. The CertValidation attribute must be set to url.

2. The CertValidationPath attribute must be of the form file://file_path or
dir://directory_path.

= Use the first format if you are using a single CRL file for certificate validation.
This CRL file should contain a concatenation of all CRLs.

= Use the second format if you are specifying a directory path that contains
multiple CRL files in hashed form.

See Section 6.7.2.2, "Manage CRLs on the File System" on how to create CRLs
in hashed form.

In this example, the properties file specifies a single CRL file:

SSLEnabled=true
AuthenticationType=Server
CertValidation=crl

KeyStore=ohsl
CertValidationPath=file:///tmp/file.crl

In this example, the properties file specifies a directory path to multiple CRL files:

SSLEnabled=true
AuthenticationType=Server
KeyStore=ohsl
CertValidation=crl
CertValidationPath=dir:///tmp

6.7.2.2 Manage CRLs on the File System

Note: LDAP-based CRLs or CRL distribution points are not
supported.

You use the orapki command-line tool to manage CRLs on the file system. For details
on this topic, see Section G.1.5, "Managing Certificate Revocation Lists (CRLs) with
orapki Utility."

CRL Renaming to Hashed Form

If specifying a CRL storage location, the CRL must be renamed. This enables CRLs to
be loaded in an efficient manner at runtime. This operation creates a symbolic link to
the actual CRL file. On Windows, it copies the CRL to a file with a new name.

To rename a CRL:

orapki crl hash
[-crl [url|fi1ename]] [-wallet wallet] [-symlink directory]
[-copy directory] [-summary] [-pwd password]

For example:

orapki crl hash -crl nzcrl.txt -symlink wltdir -pwd password
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If the CRL file name is specified at runtime, multiple CRLs can be concatenated in that
file. The CRL created in this example is in Base64 format, and you can use a text editor
to concatenate the CRLs.

CRL Creation

Note: CRL creation and Certificate Revocation are for test purposes
and only used in conjunction with self-signed certificates. For
production use, obtain production certificates from well-known CAs
and obtain the CRLs from those authorities.

To create a CRL:

orapki crl create
[-crl [url|fi1ename]] [-wallet [cawallet]] [-nextupdate [days]] [-pwd password]

For example:
orapki crl create

-crl nzcrl.crl -wallet rootwlt -nextupdate 3650 -pwd password

Certificate Revocation
Revoking a certificate adds the certificate's serial number to the CRL.

To revoke a certificate:

orapki crl revoke
[-crl [url|fi1ename]] [-wallet [cawallet]] [-cert [revokecert]] [-pwd password]

For example:

orapki crl revoke
-crl nzcrl.txt -wallet rootwlt -cert cert.txt -pwd password

6.7.2.3 Test a Component Configured for CRL Validation

To test that a component is correctly configured for CRL validation, take these steps:
1. Set up a wallet with a certificate to be used in your component.

2. Generate a CRL with this certificate in the revoked certificates list. Follow the steps
outlined in Section 6.7.2.2, "Manage CRLs on the File System."

3. Configure your component to use this CRL. Follow the steps outlined in
Section 6.7.2.1, "Configuring CRL Validation for a Component."

4. The SSL handshake should fail when this revoked certificate is used.

6.7.3 Oracle Fusion Middleware FIPS 140-2 Settings
For details about FIPS 140 support in Oracle Fusion Middleware, see Chapter 8.

6.8 Best Practices for SSL

This section outlines some best practices for Oracle Fusion Middleware component
administrators and application developers. It contains these topics:

s Best Practices for Administrators

= Best Practices for Application Developers
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6.8.1 Best Practices for Administrators

Best practices for system administrators include the following:

s Use self-signed wallets only in test environment. You should obtain a CA signed
certificate in the wallet before moving to production environment. For details, see
Chapter 7, "Managing Keystores, Wallets, and Certificates."

n Itis recommended that components (at least in the Web tier) use certificates that
have the system host name or virtual host or site name as the DN. This allows
browsers to connect in SSL mode without giving unsettling warning messages.

= A minimum key size of 1024 bits is recommended for certificates used for SSL.
Higher key size provides more security but at the cost of reduced performance.
Pick an appropriate key size value depending on your security and performance
requirements.

s Lack of trust is one of the most common reasons for SSL handshake failures.
Ensure that the client trusts the server (by importing the server CA certificate into
the client keystore) before starting SSL handshake. If client authentication is also
required, then the reverse should also be true.

6.8.2 Best Practices for Application Developers
The following practices are recommended:
= Use Java Key Store (JKS) to store certificates for your Java EE applications.

= Externalize SSL configuration parameters like keystore path, truststore path, and
authentication type in a configuration file, rather than embedding these values in
the application code. This allows you the flexibility to change SSL configuration
without having to change the application itself.

6.9 WLST Reference for SSL

WLST commands are available to manage Oracle wallets and to configure SSL for
Oracle Fusion Middleware components.

See the following chapters of the Infrastructure Security WLST Command Reference for
details about these WLST commands:

s "SSL Configuration WLST Commands"

= "Wallet Configuration WLST Commands"
See Also: Section 7.2, "Command-Line Interface for Keystores and
Wallets" for important instructions on how to launch the WLST shell

to run SSL-related commands. Do not launch the WLST interface from
any other location.

Note: All WLST commands for SSL configuration must be run in
online mode.

Note: WLST allows you to import certificates only in PEM format.
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Managing Keystores, Wallets, and
Certificates

This chapter explains how to use Oracle Fusion Middleware security features to
administer keystores, keys, and certificates. These artifacts are used to configure SSL
and related tasks for Oracle Fusion Middleware components.

This chapter contains these sections:

= Section 7.1, "Key and Certificate Storage in Oracle Fusion Middleware"
= Section 7.2, "Command-Line Interface for Keystores and Wallets"

ms  Section 7.3, "Keystore Management"

= Section 7.4, "Wallet Management"

7.1 Key and Certificate Storage in Oracle Fusion Middleware

Keys and certificates are used to digitally sign and verify data and achieve
authentication, integrity, and privacy in network communications.

Private keys, digital certificates, and trusted CA certificates are stored in keystores.
This section describes the keystores available in Oracle Fusion Middleware and
contains these topics:

= Types of Keystores

= Keystore Management Tools

7.1.1 Types of Keystores

Oracle Fusion Middleware provides various types of keystores for keys and
certificates as shown in Table 7-1:

Table 7-1  Keystore Types in Oracle Fusion Middleware

Keystore Type Description Protection Mechanism
Oracle Wallet Oracle Wallet Password or auto-login
JKS Java Keystore Password

KSs OPSS Keystore Service Password or policy

7.1.1.1 About Oracle Wallet

An Oracle wallet is a container that stores your credentials, such as certificates, trusted
certificates, certificate requests, and private keys. You can store Oracle wallets on the
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file system or in LDAP directories such as Oracle Internet Directory. Oracle wallets can
be auto-login or password-protected wallets.

When creating a wallet, you can:

s Pre-populate it with a self-signed certificate. Such a wallet is called a test wallet
and is typically used in development and testing phases.

s Create a certificate request, so that you can request a signed certificate back from a
Certificate Authority (CA). Once the CA sends the certificate back, it is imported
into the wallet. Such a wallet is called a third-party wallet.

Either the test wallet or the third-party wallet may be password-protected, or may be
configured to not require a password, in which case it is called an auto-login wallet.

Oracle Wallets are used for Oracle HTTP Server. As of Oracle Fusion Middleware 12c
(12.1.3), you can take advantage of the central storage and unified management
available with the Keystore Service to manage wallets and their contents through the
export, import, and synchronization features of that service.

See Also:
= Section 7.1.1.3 for more information on the Keystore Service;

»  Infrastructure Security WLST Command Reference for details about
the importKeyStore, exportKeyStore, and syncKeyStore
commands.

7.1.1.2 About the JKS Keystore

A JKS keystore is the default JDK implementation of Java keystores. Java EE
applications can use the JKS-based keystore and truststore.

7.1.1.3 About the Keystore Service (KSS) Keystore

The OPSS Keystore Service enables you to manage keys and certificates for SSL,
message security, encryption, and related tasks.

The Keystore Service offers several advantages including policy-based protection and
centralized management of keystores and truststores, expiring certificates, and other
key material.

In Oracle Fusion Middleware 12¢ (12.1.3), Oracle WebLogic Server:
= uses the Keystore Service out-of-the-box

= uses JKS by default in upgraded environments.

7.1.2 Keystore Management Tools

Oracle Fusion Middleware provides these options for keystore operations:
s WLST, a command-line interface for JKS keystores and Oracle wallets
= orapki, a command-line tool for wallets

»  Fusion Middleware Control, a graphical user interface

About Importing DER-encoded Certificates

You cannot use Fusion Middleware Control or the WLST command-line tool to import
DER-encoded certificates or trusted certificates into an Oracle wallet. Use orapki
command-line tool instead.
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Using a Keystore Not Created with WLST or Fusion Middleware Control

If an Oracle wallet was created with tools such as orapki, it must be imported prior
to use. Specifically for Oracle HTTP Server, if a wallet was created using orapki, in
order to view or manage it in Fusion Middleware Control you must first import it with
either Fusion Middleware Control or the WLST importWallet command. For
details, see Section 7.4.4.5.1 and Section 7.4.4.5.2.

Copying Keystores to File System Not Supported

Creating, renaming, or copying keystores directly to any directory on the file system is
not supported. Any pre- existing keystore or wallet that you wish to use must be
imported using either Fusion Middleware Control or the WLST utility.

Managing Wallets in a Stand-alone Environment

In a stand-alone environment, such as a stand-alone OHS installation, the keystore
management features are provided by the database.

For details, see Administering Oracle HTTP Server:

JDK7 Requirement for Self-Signed Certificates

JDK7 requires the keyUsage extension for self-signed CA certificates used for SSL
configuration. For details, see Section H.3.3.

Additional Information
Details about the tools are provided in these sections:

s Command-Line Interface for Keystores and Wallets
= Wallet Management
s Appendix G, "orapki"

7.2 Command-Line Interface for Keystores and Wallets

Oracle Fusion Middleware provides a set of WLST scripts to create and manage
keystores and Oracle wallets, and to manipulate their stored objects.

7.2.1 How to Launch the Command-Line Interface

When running SSL WLST commands, you must invoke the WLST script from the Oracle
Common home. (See Section 7.2.1 for more information.)

This brings up the WLST shell. Connect to a running Oracle WebLogic Server instance
by specifying the user name, password, and connect URL. After connecting, you are
now ready to run SSL-related WLST commands as explained in the subsequent
sections.

Note: All SSL-related WLST commands require you to launch the
script from the above-mentioned location only.

Here is the basic execution sequence:

./wlst.sh

connect ( 'weblogic', 'weblogicl') --- To connect to WebLogic Admin Server
editCustom()

startEdit ()

wlstCommand ('paraml', 'param2', 'param3', 'parami')
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save ()
activate()

where wlstCommand is the actual WLST command. For example, to create an OHS
wallet:

connect ('weblogic', 'weblogicl') --- For connecting to WLS Admin Server
editCustom()

startEdit ()

createWallet('ohsl', 'ohsl', 'ohs', 'testwallet'

save ()

activate()

In this command the first two parameters both refer to the component instance name
(in contrast with earlier releases where they referred to an Oracle instance and a
component instance respectively, in this release both refer to the latter), the third
parameter is the component, and the fourth parameter is the wallet name.

Here is a sample output for createWallet:

wls:/base_domain/serverConfig> editCustom()
Location changed to edit custom tree. This is a writable tree with No root.
For more help, use help('editCustom')

wls:/base_domain/editCustom> startEdit ()

Starting an edit session ...

Started edit session, please be sure to save and activate your
changes once you are done.

wls:/base_domain/editCustom>
createWallet('ohsl', 'ohsl', 'ohs', 'testwallet', 'Welcomel')
Wallet created

wls:/base_domain/editCustom> save()

Saving all your changes ...

Saved all your changes successfully.
wls:/base_domain/editCustom> activate()

Activating all your changes, this may take a while ...

The edit lock associated with this edit session is released
once the activation is completed.

Activation completed

7.3 Keystore Management

For details about Keystore Service (KSS) keystore management, see "Keystore
Management with the Keystore Service" in Securing Applications with Oracle Platform
Security Services.

7.4 Wallet Management
This section contains the following topics:
= About Wallets and Certificates
»  Accessing the Wallet Management Page in Fusion Middleware Control
= Managing the Wallet Life Cycle
s Common Wallet Operations
»  Managing the Certificate Life Cycle

m  Accessing the Certificate Management Page for Wallets in Fusion Middleware
Control
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Common Certificate Operations

Wallet and Certificate Maintenance

This discussion assumes that components are installed within a WebLogic domain. For
wallet configuration in a stand-alone context, for example a stand-alone Oracle HTTP
Server, see Appendix G.

7.4.1 About Wallets and Certificates

This section contains the following topics:

About Password-Protected and Autologin Wallets
About Self-Signed and Third-Party Wallets
Sharing Wallets Across Instances

Wallet Naming Conventions

7.4.1.1 About Password-Protected and Autologin Wallets
You can create two types of wallets:

Auto-login wallet

This is an obfuscated form of a PKCS#12 wallet that provides PKI-based access to
services and applications without requiring a password at runtime. You can also
add to, modify, or delete the wallet without needing a password. File system
permissions provide the necessary security for auto-login wallets.

Note: In previous releases, you could create a wallet with a
password and then enable auto-login to create an obfuscated wallet.
With 12¢ (12.1.3), auto-login wallets are created without a password.
When using such a wallet, you do not need to specify a password.

If using an auto-login wallet without a password, specify a null
password (") in the 1dapbind command.

Older type of wallets (such as Release 10g wallets) will continue to
work as they did earlier.

Password-protected wallet

As the name suggests, this type of wallet is protected by a password. Any
addition, modification, or deletion to the wallet content requires a password.

Every time a password-protected wallet is created, an auto-login wallet is
automatically generated. However, this auto-login wallet is different from the
user-created auto-login wallet described in the previous bullet. While the
user-created wallet can be updated at configuration time without a password, an
automatically generated auto-login wallet is a read-only wallet that does not allow
direct updates. The wallet must be modified through the password protected file
(by providing a password), at which time the auto-login wallet is regenerated.

The purpose of this system-generated auto-login wallet is to provide PKI-based
access to services and applications without requiring a password at runtime, while
still requiring a password at configuration time.
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7.4.1.2 About Self-Signed and Third-Party Wallets

Self-signed wallets contain certificates for which the issuer is the same as the subject.
These wallets are typically created for use within an intranet environment where trust
is not a high priority. Each self-signed wallet has its own unique issuer; hence, in an
environment with multiple components and wallets, the trust management tasks
increase n-fold.

When created through Fusion Middleware Control, a self-signed wallet is valid for five
years.

Third-party wallets contain certificates that are issued by well known Certificate
Authorities (CA's). The functionality and security remain the same as for self-signed
wallets, but the use of third-party certificates provides added trust because the issuers
are well known, so they are already trusted by most clients.

Difference Between Self-Signed and Third-Party Wallets

From a functional and security perspective, a self-signed certificate is comparable to
one issued by a third party. The only difference is that a self-signed certificate is not
trusted.

7.4.1.3 Sharing Wallets Across Instances

Oracle recommends that you do not share wallets between component instances, since
each wallet represents a unique identity.

The exception to this is an environment with a cluster of component instances, in
which case wallet sharing would be an acceptable practice.

Note that no management tools or interfaces are available to facilitate wallet sharing.
However, you can export a wallet from one instance and import it into another
instance. See Section 7.4.4 for details of wallet export and import.

7.4.1.4 Wallet Naming Conventions
Follow these naming conventions for your Oracle wallets:

= Do not use a name longer than 256 characters.
= Do not use any of the following characters in a wallet name:

| ;,re#s$ ()<>/\N"""~{3}[]=+&" space tab

Note: Observe this rule even your operating system supports the
character.

s Do not use non-ASCII characters in a wallet name.

= Additionally, follow the operating system-specific rules for directory and file
names

Due to the way data is handled in an LDAP directory, wallet names are not
case-sensitive.

Thus, it is recommended that you use case-insensitive wallet names (preferably, using
all lower case letters). For example, if you have created a wallet named UPPER, do not
create another wallet named upper; doing so could cause confusion during wallet
management operations.
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7.4.1.5 Wallet Requirements in JDK7

JDKY7 requires the keyUsage extension for self-signed CA certificates used for SSL
configuration. For details, see Section H.3.3.

7.4.2 Accessing the Wallet Management Page in Fusion Middleware Control

An Oracle wallet is associated with the component where it is utilized. To locate a
component instance:

1. Log into Fusion Middleware Control using administrator credentials.

2. Select the domain of interest.

Note: You can use Setup to discover a specific Oracle WebLogic
Server domain to work with.

3. From the navigation pane, locate the instance (for example, an OHS instance) that
will use the wallet. Click on the instance.

The component type now appears on the upper left of the page adjacent to the
Farm drop-down.

4. Select the component type drop-down (for example, Oracle HTTP Server).

If the component is not started, start it by right-clicking to open the component
menu, press Control, then Start Up.

5. Navigate to Security, then Wallets.
6. The Wallets page appears.

On the Wallets page, you can:

»  Create a wallet.

s Delete a wallet.

s Import a wallet.

= Export a wallet.

7.4.3 Managing the Wallet Life Cycle

Typical life cycle events for an Oracle wallet are as follows:

s The wallet is created. Wallets can be created directly, or by importing a wallet file
from the file system.

s The list of available wallets are viewed and specific wallets selected for update.

= Wallets are updated or deleted. Update operations for password-protected wallets
require that the wallet password be entered.

s The wallet password can be changed for password-protected wallets.
s The wallet can be deleted.

= Wallets can be exported and imported.
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Note: As of Oracle Fusion Middleware 12c (12.1.3), you can take
advantage of the central storage and unified console available with the
Keystore Service to manage wallets and their contents through the
export, import, and synchronization features of that service. See
Infrastructure Security WLST Command Reference for details about the
importKeyStore, exportKeyStore, and syncKeyStore
commands.

7.4.4 Common Wallet Operations

This section describes the steps required to perform a range of wallet management
functions, including:

Creating a Wallet

Creating a Self-Signed Wallet

Changing a Self-Signed Wallet to a Third-Party Wallet
Exporting a Wallet

Importing a Wallet

Deleting a Wallet

7.4.4.1 Creating a Wallet

This section explains how to create an Oracle wallet:

Creating a Wallet Using Fusion Middleware Control
Creating a Wallet Using WLST

7.4.41.1 Creating a Wallet Using Fusion Middleware Control Take these steps to create a
wallet:

1.

a0 DN

Navigate to the Wallets page for your component instance. See Section 7.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."

Click Create.
The Create Wallet page appears.
Enter a wallet name.

Check or uncheck the Autologin box, depending on whether your wallet will be
an auto-login wallet. The default is an auto-login wallet.

See Section 7.4.1.1, "About Password-Protected and Autologin Wallets" for details.

Note: Wallets configured for Oracle Internet Directory must have
auto-login enabled.
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Oracle Internet Directory Page Refreshed Fab &, 2009 3:08:50 pM psT (2

‘iallets = Create Wallet

Create Wallet OK | Cancel
The wallet name should be unique for a given component, The wallet bype can be auto-login or password-protected. Passwards, if specified, have a minimum length of
eight characters, and contain alphabetic characters combined with numeric or special characters, Auto-login wallet is an obfuscated Form of PKCS#12 wallet that
provides PKI-based access to services and applications without requiring a password at runtime. Auto-login wallet don't need a password to modify, or delete the
wallet. File system permissions provide the necessary security For Auta-login wallets,

Details
*\allet Mame | pid?

[ aute-login
*Wallet Password | sessssss

* Confirm Password | ssssssss

6. Click Submit.

7. At this point, you must choose whether to add a certificate request (CR) at this
time. If you choose not to do so, you can always add the CR later; see
Section 7.4.7.1.1, "Adding a Certificate Request Using Fusion Middleware
Control."

In this example, we choose to add a CR:

Oracle Internet Directory Page Refreshed Feh b, 2009 3:11:42 PM pST Ll

Wallets > Create Wallet : Add Certificate Request
Create Wallet : Add Certificate Request ok | Cancel

To generate a certificate request (CR), enter the details of the CR. Click OK to generate a CR that you can cut and paste o export ko a file, You typically do this to get
a certificate signed by a Certificate Authority.

* Commen Mame | gidl
Organizational Unit
Organization
City
State
Country SRRETEREE T

Key Size | 1024 1w

Note: The common name entered here should match the host name
of the Oracle HTTP Server to which clients will connect; this helps to
prevent problems of the type mentioned in Section 7.4.8.2.

8. Click Finish.
9. There are two options for the CR:

= Copy and paste the Base64-encoded certificate request from the text box to a
file.

= Export it directly to a file with the Export Certificate Request button.
10. A message appears confirming the wallet creation.
7.4.4.1.2 Creating a Wallet Using WLST Execute these WLST commands using the
protocol described in Section 7.2.1.
Assuming the component instance is ohs1, use this command to create a wallet:

createWallet('ohsl', 'ohsl', 'ohs', 'ohs2', 'password')

where ohs2 is the wallet name and password is the password for this wallet. If an
auto-login wallet needs to be created, the password should be specified as " (that is, no
text between the quotes).

See Also: ‘"createWallet" in the Infrastructure Security WLST Command
Reference.
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7.4.4.2 Creating a Self-Signed Wallet

This section explains how to create a self-signed wallet:
s Creating a Self-Signed Wallet Using Fusion Middleware Control
»  Creating a Self-Signed Wallet Using WLST

7.4.42.1 Creating a Self-Signed Wallet Using Fusion Middleware Control
Take these steps to create a self-signed wallet:

See Also: Section 7.4.1.2, "About Self-Signed and Third-Party
Wallets"

1. Navigate to the Wallets page for your component instance. See Section 7.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."

2. C(Click Create Self-Signed Wallet.
3. On the Self-Signed Wallet page, enter data to create the wallet. This includes:
s The wallet name

»  Whether this is an auto-login wallet

See Also: Section 7.4.1.1, "About Password-Protected and Autologin
Wallets"

s The DN information
»  The key size

Oracle Internet Directary Page Refrashed Feb 6, 2009 3113156 PM pST Tl

Wallets > Create Self-Signed Wallet
Create Self-Signed Wallet Ok | Cancel
A self signed wallet is not signed by a well known CA, A self-signed wallet is not recommended in a production environment, The wallet name should be unigue for 3
given component. The wallet bype can be auto-login o password-protected. Passwords, if specified, have a minimum length of eight characters, and contain alphabetic
characters combined with numeric or special characters. Auto-login wallet is an obfuscated Form of PKCS#12 wallet that provides PkI-based access to services and
applications without requiring & password at runtime, Auto-login wallet don't need a password to modify, or delete the wallet, File system permissions provide the
necessary security for Auto-login wallets.

self-signed Wallet Details

*Wallet Name | selfsigned

Auto-login

Add Self-Signed Certificate
Add a self-signed certificate that becomes part of the wallet,
* Common Mame | |dap,acme,com
Organizational Unit | FOR, TESTING OMLY
Qrganization
City
State
country Elnited States ... ¥

Key Size | 1024 w

4. Click Submit.

5. A confirmation message is displayed and the new wallet appears in the list of
wallets.
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Oracle Internet Directary + Page Refreshed Fab &, 2009 3:16:12 pM psT 02

&> Confirmation =l
Self-signed wallet selfsigned successfully created

Wallets
A Wallet is a Keystore that stores ,509 certificates and private keys in industry-standard, PRCS #12 format, To create a wallet, dick Create, To create a wallst with 3
self-signed certificate, click Create Self-Signed Wallet. To manage the contents of a wallet, select a wallet and click Manage.

Create... 3¢ Delete... [ create Self-Signed wallet... 1%y Imnport... Expott... & Manage. ..
Narne Auta-login
oid2
selfsigned o

Note: Wallets configured for Oracle Internet Directory must have
auto-login enabled.

7.4.4.2.2 Creating a Self-Signed Wallet Using WLST
Execute these WLST commands using the protocol described in Section 7.2.1.

Assuming the component instance is ohs1, use these commands to create a self-signed
wallet:

createWallet ('ohsl', 'ohsl', 'ohs', 'ohs2', 'password')
addSelfSignedCertificate('ohsl', 'ohsl', 'ohs', 'ohs2', 'password',6 'subject_dn',
'key_size')

where ohs2 is the wallet name, subject_dn is the distinguished name of the
self-signed certificate, key_size is the key size in bits and password is the password
for this wallet. If an auto-login wallet needs to be created, the password should be
specified as " (that is, with no text between the quotes).

See Also:

»  "createWallet" in the Infrastructure Security WLST Command
Reference

= "addSelfSignedCertificate" in the Infrastructure Security WLST
Command Reference.

Note: Wallets configured for Oracle Internet Directory must have
auto-login enabled.

7.4.4.3 Changing a Self-Signed Wallet to a Third-Party Wallet

For steps to convert a self-signed wallet into a third-party wallet, see Section 7.4.8.3,
"Changing a Self-Signed Wallet to a Third-Party Wallet."

7.4.4.4 Exporting a Wallet

This section explains how to export a wallet:

= Exporting a Wallet Using Fusion Middleware Control

= Exporting a Wallet Using WLST

7.4.4.4.1 Exporting a Wallet Using Fusion Middleware Control Take these steps to export a
wallet:

1. Navigate to the Wallets page for your component instance. See Section 7.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."
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2. Select the row corresponding to the wallet of interest.

Note: Do not click on the wallet name itself; this opens the wallet for
certificate management operations.

Click Export.
The Export Wallet page appears.
Enter the filename and the location where the wallet is to be exported.

Click OK.

o o & W

Oracle Internet Directary +

wallets
A wWallet is a Keystore that stores ¥,509 certificates and private keys in industry-standard, PKCS #12 format, Toc
self-signed certificate, click Create Self-Signed Wallet, To manage the contents of a wallet, select a wallet and click

Create... 3¢ Delete... Create Self-Signed ‘Wallet. .. 1) Import... |3 Export...
Mame |
aidz Opening selfsigned.sso PZ|
selfsigned

‘fou have chosen to open

@ selfsigned.sso
which is a: 550 file
From: http://stanel4.us.oracle. com: 7001

What should Firefoz do with this file?

O g

(%): Save File

7.4.4.4.2 Exporting a Wallet Using WLST Execute these WLST commands using the
protocol described in Section 7.2.1.

Assuming the component instance is ohs1, use this command to export a wallet:

exportWallet ('ohsl', 'ohsl', 'ohs', 'selfsigned',K 'password', '/tmp')

where password is the password for this wallet (specify " as password for auto-login
wallet).

If it is an auto-login wallet, this command will export the wallet into a file named
cwallet.sso under the directory /tmp. If it is a password-protected wallet, there will be
two files created under /tmp, namely ewallet.pl2 and cwallet.sso.

See Also: "exportWallet" in the Infrastructure Security WLST
Command Reference.

7.4.4.5 Importing a Wallet

This section explains how to import a wallet:
= Importing a Wallet Using Fusion Middleware Control
= Importing a Wallet Using WLST

7.4.45.1 Importing a Wallet Using Fusion Middleware Control

Take these steps to import a wallet:
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1. Navigate to the Wallets page for your component instance. See Section 7.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control".

2. Click Import.
3. The Import Wallet page appears.

4, If this is an auto-login wallet, check the box and enter the wallet name. No
password is required.

COracle Internet Directary - Page Refreshed Feb &, 2003 3:18:30 P pST (2

‘Wallets = Import Wallet
Import Wallet Ok | Cancel

Click. "Browse" to select the wallet and import it For the selected component, The wallet name should be unique For the component, Password-protected wallet files
usually have a ".p12" extension and auto-login wallets have a ".ss0" extension. You import a wallet to use for a component, for example with S5L operations.

File [hewallet sso

#uto-login

*wallet Mamne

5. If this is not an auto-login wallet, uncheck the auto-login box. Specify both the
wallet name and password.

Oracle Internet Directory Page Refreshed Feh b, 2009 3:18:30 PM pST L

Wallets = Import Wallet

Import Wallet OK | Cancel
Click. "Browse" to select the wallet and import it For the selected component. The wallet name should be unique For the component. Password-protected wallet Files
usually have a ".p12" extension and auto-login wallets have a " 550" extension. You import a wallet ko use For a component, For example with S5L oper ations.

File [Cewalet p12

0 Auto-login
* yallet Mame | pids

*allet Password | essesee

6. Click OK. The wallet is imported into the repository.

7.4.45.2 Importing a Wallet Using WLST
Execute these WLST commands using the protocol described in Section 7.2.1.
Assuming the component instance is ohs1, use this command to import a wallet:

importWallet ('ohsl', 'ohsl', 'ohs', 'ohsb', 'password', '/tmp/ewallet.pl2')

where ohs5 is the wallet name, password is the password of the wallet being
imported and /tmp/ewallet.pl2 contains the wallet file (if there are two files
ewallet.pl2 and cwallet.sso, point to ewallet.pl2). Point to cwallet.sso
only if it is an auto-login wallet - in this case, the password should be specified as ".

See Also: "importWallet" in the Infrastructure Security WLST
Command Reference.

7.4.4.6 Deleting a Wallet

This section explains how to delete a wallet:
= Deleting a Wallet Using Fusion Middleware Control
s Deleting a Wallet Using WLST

7.4.4.6.1 Deleting a Wallet Using Fusion Middleware Control
Take these steps to delete a wallet:

1. Navigate to the Wallets page for your component instance. See Section 7.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."
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2. Select the row corresponding to the wallet of interest.

3. C(lick Delete.

Wallets
A Wallet is a Keystore that stores ¥,509 certificates and private keys in industry-standard, PKCS
self-signed certificate, click Create Self-Signed Wallet, To manage the contents of a wallet, selecl

@ Create... 3¢ Delete... ﬁ Create Self-Signed Wallet. .. &I Import...
Mame
nid2
selfsigned

& Delete wallet

Deleting a wallet also deletes any certificate in the
wallet. Any functionality that relies on the certificate
will become unusable. Are you sure you want to
delete the wallet selfsigned?

Delete

4. The wallet is deleted and no longer appears on the list of wallets.

7.4.4.6.2 Deleting a Wallet Using WLST
Execute these WLST commands using the protocol described in Section 7.2.1.
Assuming the component instance is ohs1, use this command to delete a wallet:

deleteWallet('ohsl', 'ohsl', 'ohs', 'selfsigned')

See Also: "deleteWallet" in the Infrastructure Security WLST Command
Reference.

7.45 Managing the Certificate Life Cycle

The complete certificate life cycle, starting from wallet creation, includes these actions:
1. Create an empty wallet (that is, a wallet that does not contain a certificate request).
2, Add a certificate request to the wallet.

3. Export the certificate request.

4. Use the certificate request to obtain the corresponding certificate.

5. Import trusted certificates.

6. Import the certificate.

These steps are needed to generate a wallet with a third-party trusted certificate. For
details about this task, see Section 7.4.7.5.1, "Converting a Self-Signed Certificate into a
Third-Party Certificate Using Fusion Middleware Control."

See Also: Section 7.4.6, "Accessing the Certificate Management Page
for Wallets in Fusion Middleware Control"

7.4.6 Accessing the Certificate Management Page for Wallets in Fusion Middleware
Control

An Oracle wallet is associated with the component where it is utilized.
To locate a component instance:
1. Log into Fusion Middleware Control using administrator credentials.

2. Select the domain of interest.
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Note: You can use Setup to discover a specific Oracle WebLogic
Server domain to utilize.

3. Use the navigation pane to locate the instance (for example, an Oracle HTTP
Server instance) that will use the wallet. Note: Oracle HTTP Server must be
running so that subsequent steps will work.

After locating your component instance, there are two ways you can access a wallet's
certificate management page in Fusion Middleware Control:

= Go to the wallets page, select the line for the wallet of interest and click Manage.

s Go to the wallets page, locate the wallet of interest, and click on the wallet
name.

On the Certificate Management page, you can:

= Add a certificate request.

»  Export a certificate request, a certificate, or a trusted certificate.
= Import a certificate or a trusted certificate.

»  Delete a certificate request, a certificate, or a trusted certificate.

7.4.7 Common Certificate Operations

This section describes the following common certificate operations:

= Adding a Certificate Request

= Exporting a Certificate, Certificate Request, or a Trusted Certificate
= Importing a Certificate or a Trusted Certificate

»  Deleting a Certificate Request, a Certificate, or a Trusted Certificate

s Converting a Self-Signed Certificate into a Third-Party Certificate

7.4.7.1 Adding a Certificate Request

This section explains how to add a certificate request to a wallet:
»  Adding a Certificate Request Using Fusion Middleware Control
» Adding a Certificate Request Using WLST

7.4.7.1.1 Adding a Certificate Request Using Fusion Middleware Control

It is possible to add a certificate request at the time you create the wallet, but if it was
not done at that time, you can do so using the following steps:

1. Navigate to the Certificate Management page. See Section 7.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. C(Click Add Certificate Request.
3. A dialog box appears where you enter the CRs DN values:
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Manage Certificates: selfsigned

To generate a certificate signing reguest (Z5R), click "Add Certificate Request", After you create a C5R, ¢
signed certificate. Toimpart the CA signed certificate or trusted cert, click Impart. You can only import the
(CSR wias generated.

o Add Certificate Request 1% Impart... Export... 3 Delste...

Subject Name Add Certificate Request icale Type
CN=Idap.acme. cf icate Reguest
CN=ldap.acme. cf icate:
OU=Class 1 Publi * Cammon Mame | gide ed Certificate
Ol=Secure Serv Grganizational Unit ed Certificate
CN=ldap.acme. cf ed Certificate
CN=GTE CyberTr Qrganization ed Certificate
Ol=Class 3 Publi City ed Certificate
Oll=Class 2 Publl State ed Certificate

B E T —

Key Size | 1024 &

Cancel | OK

Fields marked with an asterisk (*) are required. Note: The common name must be
the host name that clients will use to access the component.

4. C(lick OK.

5. The new CRis generated and a dialog box appears with the CR in the text box.
You can either:

= Copy and paste the Base64-encoded certificate request to a file.

= Export it directly to a file with the Export Certificate Request button.

[@ confirmation [
A certificate request with Subject Mame Ch=oide, C=US is created inside the wallet "selfsigned"” . See the content of the Certificate Request below, You can
submit it to a Certificate Authority, You can use "Export Certificate Request” to export: it into a file,

Wallets > Manage Certificates
Manage Gertificates: selfsigned

Certificate Request

A certificate request with Subject Mame Ch=oidé, C=L5 is created inside the wallet "selfsigned” . See the content of the Certificate Request below. You can
submit it to & Certificate Autharity. You can use "Export Certificate Request” ta export it into a file.

————— BEGIN NEW CERTIFICATE REQUEST-----

MIIBWZCEX (IBADACMOEWE 0DV QG EWI Y UZ ENMABGA LUEAXMED? L KN JCENZANE gk qhk iGOwWOEL GEF

220BjQAWgYRCgYEAUZMOEKMype e lodey 22 LHDF P+226N1pS / [y +vhd3yKi2/J9c ITRqameny

Jzgleblz3 jRYEMEANRTDE 0Ab0/ REEXMEX LYHN2 kDEShr / UbK 3 pGAa PY XEy gEwT e LW/ kN4wT ZT¥ 1d

hx2gktC4 ENWRGY 10vvEY zhngiz doMREXNKCAWEAZaAAMAOGCEQGE [D3 DY EBBAUAA 4GEA LM4XURDh

MELELINLAGNLYLLE s +qyveic tEmDlhaT 2wHNHUaSv £ LO2pHLO L jheh/ ZmmymdvxNESrve PhzUc 2
If+ATYSUNCSSMEAndpha knReMynQLo2 iu+J2Ka0BX +ceqpFWha fxSNUBEMO3AdTangyse

20WngSD
————— END NEW CERTIFICATE REQUEST-----|

Close || Export Certificate Request

7.4.7.1.2 Adding a Certificate Request Using WLST
Execute these WLST commands using the protocol described in Section 7.2.1.

Assuming the component instance is ohs1, use this command to add a certificate
request for a wallet:

addCertificateRequest('ohsl', 'ohsl', 'ohs', 'selfsigned', ‘'password', 'subject_
dn', 'key_size')

where password is the password for this wallet, subject_dn is the distinguished
name by which the certificate request is generated and key_size is the key size in
bits.

See Also: "addCertificateRequest" in the Infrastructure Security WLST
Command Reference.

7.4.7.2 Exporting a Certificate, Certificate Request, or a Trusted Certificate

This section explains how to export a Certificate, Certificate Request, or a Trusted
Certificate:
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= Exporting a Certificate, Certificate Request, or a Trusted Certificate Using Fusion
Middleware Control

= Exporting a Certificate, Certificate Request, or a Trusted Certificate Using WLST
7.4.7.2.1 Exporting a Certificate, Certificate Request, or a Trusted Certificate Using Fusion

Middleware Control Take these steps to export a certificate, a certificate request (CR), or a
trusted certificate:

1. Navigate to the Certificate Management page. See Section 7.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. Select the certificate, CR, or trusted certificate and click Export.

3. A dialog box appears with the certificate, CR, or trusted certificate in the text box.
You can either:

s Copy and paste the Base64-encoded certificate to a file.
= Export it directly to a file with the Export Certificate or Export Trusted
Certificate button.
7.4.7.2.2 Exporting a Certificate, Certificate Request, or a Trusted Certificate Using WLST
Execute these WLST commands using the protocol described in Section 7.2.1.

Assuming the component instance is ohs1, use this command to export a certificate
request:

exportWalletObject ('ohsl', 'ohsl', 'ohs', 'selfsigned', 'password',
'CertificateRequest', '/tmp', 'subject_dn')

where password is the password for this wallet, / tmp is the path under which the
certificate request is exported in BASE64 format in the file base64 . txt, and
subject_dn is the distinguished name of the certificate request that is exported.

To export a certificate or trusted certificate, replace CertificateRequest in the
above command with Certificate or TrustedCertificate.

See Also: "exportWalletObject" in the Infrastructure Security WLST
Command Reference.

7.4.7.3 Importing a Certificate or a Trusted Certificate
This section explains how to import a Certificate or a Trusted Certificate:

= Importing a Certificate or a Trusted Certificate Using Fusion Middleware Control

= Importing a Certificate or a Trusted Certificate Using WLST

7.4.7.3.1 Importing a Certificate or a Trusted Certificate Using Fusion Middleware Control

Note: You cannot use Fusion Middleware Control to import
DER-encoded certificates or trusted certificates into an Oracle wallet.
Use orapki command-line tool instead.

Take these steps to import a certificate or a trusted certificate:

1. Navigate to the Certificate Management page. See Section 7.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. Click Import.
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3. Inthe Import Certificate dialog, you can select either a certificate or a trusted
certificate.

4. There are two ways to do the import:
s Paste the Base64-encoded certificate or trusted certificate in the text box.

= Use the file selector to browse your file system to locate a file containing the
Base64-encoded certificate or trusted certificate.

Import Certificate

Certificate Type | Trusted Certificate
(O Paste Certificate or Certificate Chain
Paste the complete bases4-encoded certificate or certificste chain below,

{%}Select a file that contains the certificats or certificate chain

File Mame: Brovad

Cancel | OK

5. Click OK.

7.4.7.3.2 Importing a Certificate or a Trusted Certificate Using WLST

Note: You cannot use the WLST command-line tool to import
DER-encoded certificates or trusted certificates into an Oracle wallet.
Use orapki command-line tool instead.

Execute these WLST commands using the protocol described in Section 7.2.1.

Assuming the component instance is ohs1, use this command to import a certificate
into a wallet:

importWalletObject ('ohsl', 'ohsl', 'ohs', 'selfsigned', 'password',6 'Certificate’,
'/tmp/cert.txt")

where password is the password for this wallet and /tmp/cert. txt is the file that
contains BASE64 encoded certificate.

To import a trusted certificate, replace Certificate in the above command with
TrustedCertificate.

See Also: "importWalletObject" in the Infrastructure Security WLST
Command Reference.

7.4.7.4 Deleting a Certificate Request, a Certificate, or a Trusted Certificate

This section explains how to delete a Certificate Request, a Certificate, or a Trusted
Certificate:

»  Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using Fusion
Middleware Control

»  Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using WLST

7.47.41 Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using Fusion
Middleware Control

Take these steps to delete a CR, a certificate, or a trusted certificate:
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1. Navigate to the Certificate Management page. See Section 7.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. Select the row containing the certificate request, certificate or trusted certificate.
3. (Click Delete.
4. A dialog box appears, requesting confirmation.

Manage Certificates: selfsigned

To generate a certificats signing request (C5R), click "Add Certificats Request”. After you create a C5R, send it bo your CA wha v
signed certificate, To import the CA signed certificate or trusted cert, dick Impart. You can only import the CA-signed certificate ir
C5R was generated.

o Add Certificate Request: 1) Import... |y Export... 3¢ Delete...
Subject Name Certificate Type  Status  Key Size
CN=Idap. acme. com, O=FOR TEFF= e e s 1024
Ch=0id6,C=US [} Delete Certificate 104
€N=Idap.acme. com, OU=FOR TES 1024
. ‘ap ame;‘w ;| Are you sure you want to delete the selected
OU=Class 2 Public Primary Certlicd  Cagtificate CN=ldap.acme.com, DU=FOR TESTING 1024
CN=Idap.acme.com, OU=FOR TES  ONLY, C=US? 1024
Oli=Secure Server Certification A 1000

CN=GTE CyberTrust Global Rot, {
Oli=Class 3 Public Primary Certificamorrmmemareyye=—rermrgrmeee—o
Oli=Class 1 Public Primary Certification Autherity, O="verisign, Inc.", C=Us

1024
1024
1024

5. Click Yes.

6. The object no longer appears in the Manage Certificates list.

7.4.7.4.2 Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using WLST
Execute these WLST commands using the protocol described in Section 7.2.1.
Assuming the component instance is ohs1, use this command to delete a certificate:
removeWalletObject ('ohsl', 'ohsl', 'ohs', 'selfsigned', 'password',6 'Certificate',
'subject_dn')

where password is the password for this wallet and subject_dn is the

distinguished name of the certificate being deleted.

To delete a certificate request or trusted certificate, replace Certificate in the above
command with CertificateRequest or TrustedCertificate.

See Also: "removeWalletObject" in the Infrastructure Security WLST
Command Reference.

7.4.7.5 Converting a Self-Signed Certificate into a Third-Party Certificate

This section explains how to convert a Self-Signed Certificate into a Third-Party
Certificate:

s Converting a Self-Signed Certificate into a Third-Party Certificate Using Fusion
Middleware Control

s Converting a Self-Signed Certificate into a Third-Party Certificate Using WLST
7.4.75.1 Converting a Self-Signed Certificate into a Third-Party Certificate Using Fusion
Middleware Control

A self-signed certificate residing in a wallet can be converted into a third-party
certificate signed by a certificate authority (CA). Take these steps to perform the task:

Note: The steps are illustrated for use with Oracle Internet Directory,
and similar steps are applicable for generating wallets to use with
Oracle HTTP Server.
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1. From the navigation pane, locate your component instance.

2. Navigate to component_name, then Security, then Wallets.

3. From the list of wallets, select the wallet that contains the self-signed certificate.
4. The Manage Certificates page appears. It contains the list of certificates in the

wallet.

5. A new certificate request must be generated for the self-signed certificate that is to
be converted. Select the self-signed certificate and click Add Certificate Request.
A dialog box appears:
Manage Certificates: selfsigned
Tao generate a certificate signing request (CSR), click "Add Certificate Request”. After vou create a TSR, ¢

signed certificate, To import the A signed certificate or trusted cert, click Import, You can only impork the
SR was generated.

o Add Certificate Request 1oy Irnport... Export...  $€ Delete...
Subject Mame | Add Certificate Request B IR
Ch=ldap. acre.cf icate Request
CH=Idap,acme.of icate
OlU=Class 1 Publi * Common Mame | gidg ed Cettificate
Oll=5ecure Sery, Organizational Unit ed Certificate
CN=ldap.acme. o ed Certificate
CN=GTE CyberTq Organization ed Certificate
Oll=Class 3 Publi City ed Certificate
Oll=Class 2 Publ State ed Certificate
B h—
Key Size | 1024 w
Cancel | OK

Note: The common name entered here should match the host name
of the server to which clients will connect; this helps to prevent
problems of the type mentioned in Section 7.4.8.2.

6. Enter the certificate request (CR) details and click OK.
The CR is generated. You can either:
= Copy and paste the Base64-encoded certificate request to a file.
= Export it directly to a file with the Export Certificate Request button.

7. Submit the certificate request file to a certificate authority to generate a certificate.
This is an offline procedure that you can execute in accordance with your local
policy for obtaining certificates.

8. The CA signs the certificate request and generates a certificate. The CA will return
you one of the following:

= A single file containing both the newly generated certificate and its own CA
certificate in pkcs7 format

= Multiple files, one of which will be the newly generated certificate and the
other(s) its own CA certificate (or certificates, if there is a chain)

9. Use Import to import these files into your wallet:

s If you received a single file from the CA, import it as a trusted certificate,
using an alias that matches the alias of the self-signed certificate you are
replacing (from Step 3).

s If you received two or more files:

- Import the file(s) containing the CA certificate or certificate chain as
trusted certificate(s) (use an alias that is unique in the wallet).
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— Import the certificate file as a certificate (using an alias that matches the
alias of the self-signed certificate you are replacing).

Note: The order is important: you must import the trusted certificate
first, followed by the certificate.

For more information on how to identify the correct Trusted CA
Certificate or the correct chain of Trusted CA certificates, see Doc ID
1368940.1 in My Oracle Support Knowledge Base
https://support.oracle.com/epmos/faces/DocumentDispl
ay?1d=1368940.1

The CA returned a single file, which is imported as a trusted certificate:

Import Certificate

Certificate Type | Trusted Certificate
() Paste Certificate or Certificate Chain
Paste the complete baset4-encoded certificate or certificate chain belaw,

%] Select a file that contains the certificate or certificate chain

Cancel | Ol

10. After import, the certificate issued by the CA replaces the self-signed certificate.

7.4.75.2 Converting a Self-Signed Certificate into a Third-Party Certificate Using WLST
See Also:™ Section 6.9

Execute these WLST commands using the protocol described in Section 7.2.1.

Follow these steps to convert a self signed certificate to a third-party certificate using
WLST:

1. Add a certificate request, for example:
addCertificateRequest('instl', 'ohsl', 'ohs', 'selfsigned', 'password',
'subject_dn', 'key_size')

2. Export the certificate request:
exportWalletObject ('instl', 'ohsl', 'ohs', 'selfsigned', 'password',

'CertificateRequest', '/tmp', 'subject_dn')

3. Submit the certificate request /tmp/base64 . txt to a certificate authority. The
CA will return a newly generated certificate and its own certificate, either as one
file in PKCS#7 format or as multiple files, one of which will be the newly
generated certificate and the other(s) its own CA certificate (or certificates, if there
is a chain).

4. If you receive a single file from the CA, run the following command:

importWalletObject('instl', 'ohsl', 'ohs', 'selfsigned', 'password',
'TrustedChain', '/tmp/cert.txt')

where password is the password for this wallet and /tmp/cert. txt is the file
that the CA returned and contains BASE64 encoded PKCS#7.
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If you receive two or more files from the CA, import the file(s) containing the CA
certificate or certificate chain as trusted certificate(s) first, followed by the newly
generated certificate. For example when two files are returned:

importWalletObject ('instl', 'ohsl', 'ohs', 'selfsigned',6 'password',
'TrustedCertificate', '/tmp/cacert.txt')

importWalletObject ('instl', 'ohsl', 'ohs', 'selfsigned',K 'password',
'Certificate', '/tmp/cert.txt')

where password is the password for this wallet, /tmp/cert. txt is the file that
the CA returned and contains BASE64 encoded certificate and
/tmp/cacert. txt is the file containing the BASE64 encoded CA certificate.

For more information on how to identify the correct Trusted CA Certificate or the
correct chain of Trusted CA certificates, see Doc ID 1368940.1 in My Oracle
Support Knowledge Base
https://support.oracle.com/epmos/faces/DocumentDisplay?id=136
8940.1

See Also: The following references in the Infrastructure Security
WLST Command Reference:

= "addCertificateRequest"

= "exportWalletObject"

= "importWalletObject".

7.4.8 Wallet and Certificate Maintenance

This section contains the following administration topics:
»  Location of Wallets

»  Effect of Host Name Change on a Wallet

s Changing a Self-Signed Wallet to a Third-Party Wallet
= Replacing an Expiring Certificate in a Wallet

7.4.8.1 Location of Wallets

This section describes the location of wallets and provides maintenance details.

Root Directory for an Oracle HTTP Server Wallet
The root directory for Oracle HTTP Server wallets is:

$SDOMAIN_HOME/config/fmwconfig/components/OHS/ohs_instance name/keystores
This root directory contains subdirectories with wallet names, and these subdirectories
contain the actual wallet files.

For example, assuming ohs_instancel contains two wallets named ohs1 and ohs2,
respectively. ohs1 is a password-protected wallet, and ohs2 is an auto-login-only
wallet. A sample structure could look like this:

SDOMAIN_HOME/config/fmwconfig/components/OHS/ohs_instancel
/keystores/ohsl/cwallet.sso

$DOMAIN_HOME/config/fmwconfig/components/OHS/ohs_instancel
/keystores/ohsl/ewallet.pl2
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$SDOMAIN_HOME/config/fmwconfig/components/OHS/ohs_instancel
/keystores/ohs2/cwallet.sso

7.4.8.2 Effect of Host Name Change on a Wallet

Typically, the wallet DN is based on the host name of the server where the wallet is
used.

For example, if a wallet is being created for the Oracle HTTP Server my.example.com,
then the DN of the certificate in this Oracle HTTP Server wallet will be something like
"CN=my.example.com,O=organization name".

This synchronization is required because most clients do host name verification during
the SSL handshake.

Clients that perform host name verification include Web browsers and Oracle
HTTPClient, among others. If the host name of the server does not match that of the
certificate DN, then:

= A clear warning will be displayed (in the case of browser clients).
s There may be SSL handshake failure (in the case of other clients).

Thus, when you have a wallet on a server that is accepting requests from clients, you
must ensure that whenever the host name of this server changes, you also update the
certificate in the wallet.

You can do this by requesting a new certificate with a new DN (based on the new host
name).

7.4.8.21 Requesting a New Certificate for a Production Wallet The steps are:

= Generate a new request with the new DN (based on new host name).

= Send this request to a certificate authority (CA).

= Get back a new certificate from the CA.

s Delete the older certificate and certificate request from the wallet.

= Import the new certificate.

See Section 7.4.4 for details about these operations.

7.4.8.22 Requesting a New Certificate for a Self-signed Wallet The steps are:
»  Delete the existing wallet.

»  Create a new wallet with a self-signed certificate using the new DN (based on the
new host name).

See Section 7.4.4 for details about these operations.

For both production and self-signed wallets, once the new certificate is available in the
wallet, you need to ensure that it is imported into all the component wallets where it
needs to be trusted. For example, if Oracle WebLogic Server is SSL-enabled and the
certificate for Oracle WebLogic Server changed due to a host name change, then you
need to import its new certificate into the Oracle HTTP Server wallet so that it can
trust its new peer.

7.4.8.3 Changing a Self-Signed Wallet to a Third-Party Wallet

You can convert a self-signed wallet into a third-party wallet, one that contains
certificates signed by a trusted Certificate Authority (CA).
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Assuming a self-signed wallet named MYWallet, containing a certificate with DN as
"CN=my . example.com, O=example", take these steps to convert it into a third-party

wallet:

1. Remove the user certificate "CN=my . example.com, O=example" from the wallet.

2. Remove the trusted certificate "CN=my . example.com, O=example" from the
wallet (this has the same DN as the user certificate, but is a separate entity
nonetheless).

3. Export the certificate request "CN=my . example.com, O=example" from the
wallet and save it to a file.

4, Give this certificate request file to a third-party certificate authority (CA) such as
Verisign.

5. The CA will return one of the following:
= A user certificate file and its own certificate file
= A single file with a certificate chain consisting of a user certificate and its own

certificate
6. Import the above file(s) into the wallet.

See Section 7.4.4 for details about these operations.

7.4.8.4 Replacing an Expiring Certificate in a Wallet

An expiring certificate should be replaced before it actually expires to avoid or reduce
application downtime.

The steps for replacing an expiring certificate are as follows:

1.

Export the certificate request from the wallet (this is the same request for which
the current expiring certificate was issued).

Provide this certificate request to the third-party Certificate Authority (CA) for
certificate issuance. The validity date of the new certificate should be earlier than
the expiration date of the current certificate. This overlap is recommended to
reduce downtime.

Note: Steps 1 and 2 are not required when the third-party CA
already maintains the certificate request in a repository. In that case,
simply request the CA to issue a new certificate for that certificate
request.

Remove the existing certificate (the one that is about to expire) from the wallet.
Import the newly issued certificate into the wallet.

To reduce downtime, remove the previous certificate and import the new
certificate in the overlap period when the new certificate has become valid and the
older one has not yet expired.

If the new certificate was issued by a CA other than the one that issued the
original certificate, you may also need to import the new CA's trusted certificate
before importing the newly issued certificate.

See Section 7.4.4 for details about these operations.
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FIPS 140 Support in Oracle Fusion
Middleware

This chapter describes Oracle Fusion Middleware support for FIPS 140.

This chapter contains these topics:

s Section 8.1, "About the FIPS Standard"

m  Section 8.2, "About FIPS 140 in Oracle Fusion Middleware Release 12¢ (12.1.3)"
= Section 8.3, "Components with FIPS 140 Support"

= Section 8.4, "Common Scenarios for an Operational FIPS 140 Environment"

= Section 8.5, "Troubleshooting FIPS 140 Issues"

8.1 About the FIPS Standard

Federal Information Processing Standards (FIPS) are a series of standards established
by the US National Institute of Standards for Technology (NIST) for use in evaluating
the security of computer systems and networks.

One of the FIPS standards, FIPS 140-2, specifies the security requirements that must be
met by a cryptographic module to protect sensitive information. The standard
provides four increasing, qualitative levels of security to cover the wide range of
potential applications and environments in which cryptographic modules may be
employed.

Note: In the remainder of this chapter, the term 'FIPS 140' refers to
the FIPS 140-2 standard.

8.2 About FIPS 140 in Oracle Fusion Middleware Release 12¢ (12.1.3)

Oracle Fusion Middleware Release 12¢ (12.1.3) supports the use of FIPS 140-enabled
cryptographic libraries.

The ability to operate in FIPS 140 mode is not a generic, product suite-wide claim.
Instead, it is specific to a defined set of scenarios and transactions supported by
relevant Oracle Fusion Middleware 12¢ (12.1.3) product components. It applies where
validated cryptography is used to support or enforce security-sensitive tasks such as
authentication, authorization, confidentiality, integrity, and so on.

The use of cryptographic services for other tasks that are non-security sensitive does
not require FIPS 140 compliance. Oracle Fusion Middleware 12¢ (12.1.3) supports
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enabling FIPS 140 mode for security-sensitive scenarios while complying and
co-existing with product functionality that does not require operating in that mode.

About FIPS 140-validated Libraries

To support FIPS 140 operation, Oracle Fusion Middleware 12¢ (12.1.3) includes FIPS
140-validated RSA libraries from RSA, the Security Division of EMC (RSA).
Algorithms not approved under FIPS 140 are disabled within the RSA libraries.

The libraries are based on RSA version 6.1 BSAFE and JCE software and include the
following modules:

s Crypto-] V6.1.1
= SSL-JV6.12
s Cert] V6.1.1

Note: These are the FIPS 140-certified library and module versions at
the time of publication. The actual versions in effect at your
installation could be slightly different from the ones listed here, as the
vendor may issue some patches between certification and the time the
product actually shipped. Thus the actual version could be a dot
release of the certified version.

The version number is for information only; you can do any
independent verification of certification and strength of algorithms.

For background about the FIPS 140 standards and algorithms, refer to the FIPS 140-2
documentation at:

http://csrc.nist.gov/publications/PubsFIPS.html

Provider and Algorithm Selection

FIPS 140 implementation in Oracle Fusion Middleware occurs in the context of the
Java platform's Java Cryptography Architecture (JCA). To accommodate the
co-existence of FIPS 140-validated algorithms for security-sensitive tasks as well as
algorithms for other tasks, additional cryptographic providers are also configured to
provide functionality not supported in FIPS 140-validated RSA libraries, and for
certain non-compliant cryptographic functions such as MD5, which are disabled
within the FIPS 140-validated RSA libraries.

The basic flow is as follows:

= Anapplication (for example, an external web client or Oracle HTTP Server)
requests a service or connection to a server such as WebLogic Server. The request
typically involves a "payload" such as a data packet to be transmitted.

s JCA evaluates the request to determine whether FIPS 140 compliance is required.

"

»  The request is routed to JCA's "provider” framework, which contains a set of (FIPS
140-compliant and non-compliant) providers for digital signatures, message
digests (hashes), certificates, and certificate validation, encryption, and other
cryptographic services.

= The providers are searched in preference order and the implementation from the
first provider that supplies the correct algorithm is returned. For the
security-sensitive cases, only FIPS 140 compliant algorithms are used to execute
the cryptographic operations.
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Figure 8-1 illustrates this flow:

Figure 8—1 Selecting a FIPS 140 Provider

FIPS Mode Non-FIPS Mode
Scenario Scenario

e 4
\5l3 (57

FIPS MNon-FIPS FIPS Non-FIPS
Libraries Libraries Libraries Libraries
Provider A Provider B Provider A Provider B

»  The first request, on the left, is made in a security-sensitive scenario. JCA uses the
SHA-256 provider from the RSA cryptographic library to process the request and
deliver the FIPS 140 payload.

= The second request, on the right, is executed in a non-sensitive scenario. JCA uses
the MD5 provider from the non-cryptographic library to process the request with
the non-FIPS 140 payload.

Thus, a security-sensitive scenario such as HTTPS/TLS inbound and outbound
communication which is intended to be FIPS 140-compliant uses only those
cryptographic functions available in the FIPS 140-validated RSA libraries to encrypt
and sign HTTPS/TLS network payloads.

8.3 Components with FIPS 140 Support

When you plan to work with FIPS 140 in Oracle Fusion Middleware, be aware of the
different components at various layers of the middleware stack where certain features
may operate in FIPS 140 mode. If any component in the stack is operating in non-FIPS
140 mode, the transaction may not be FIPS 140-compliant. It is therefore important to
ensure that all relevant components are operating in FIPS 140 mode.

Table 8-1 lists the components where you can enable FIPS 140, and contains the
following details:

= The Oracle Fusion Middleware layer where the component resides;
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= the component name

s the scenario which can be FIPS 140-enabled

»  cross-reference to product documentation for details, including how to enable or
disable FIPS 140, other relevant configuration details, and what product functions
support the use of FIPS 140-validated cryptography.

Note:

Not all features of each listed component are FIPS
140-compliant. Only the specified features support FIPS 140.

Table 8-1 Components with FIPS 140 Support in Oracle Fusion Middleware
Component
Layer Component Feature Details
Fusion Oracle HTTP m  TLSInbound (HTTPS) ([These topics in Administering Oracle HTTP
g[;;iéﬂeware Server L TLS Outbound from Server:
OHS to WLS m  "SSLFIPS" directive for mod_ossl
m  "Managing Application Security"
Oracle WebLogic m  TLS inbound: HTTPS,  ['Enabling FIPS Mode" in Administering
Server T3S, IMX/T3S, ]MS Security for Oracle WebLogic Server
m  TLS outbound: HTTPS, ['Use the SHA-256 Secure Hash Algorithm" in
T3S, JMX/T3S, JMS, Securing WebLogic Web Services for Oracle
JDBC (Oracle RDBMS)  [WebLogic Server
m  Database Connections  ['Using Encrypted Connection Properties” in
(through Data Source)  |Administering JDBC Data Sources for Oracle
WebLogic Server
Oracle Platform m  Keystore Service 'FIPS Support in OPSS" in Securing
Security Services L Credential Store Service Applications with Oracle Platform Security
Services
Oracle Web m  Message protection "Supported Algorithm Suites" in Securing Web
Services Manager . Services and Managing Policies with Oracle Web
Token signature .
Services Manager
Database Oracle Database m  Database in FIPS 140 'Oracle Database FIPS 140-2 Settings" in Oracle
mode Database Security Guide

Note:

Database is included for reference. Consult the certification

matrix for supported versions and other details.

8.4 Common Scenarios for an Operational FIPS 140 Environment

Table 8-1 listed the components in Oracle Fusion Middleware with FIPS 140 features.
Table 8-2 lists typical protocols for each component scenario:

Note:

These are representative scenarios - the table is not intended to

provide a comprehensive listing of all possible scenarios.
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Table 8-2  FIPS 140 Scenarios

Feature or Connection

Communication Protocol

Signature Algorithm/Protocol Details

Inbound connection froman m
lexternal web client or
application to Oracle HTTP
Server

to OHS)

HTTPS (Client Access

SOAP-TLS (Server to

IHTTPS Server (TLS, Mutual Authentication,
IRSA-2048 with SHA-256 X.509 Certificates, AES-256
Bulk Data Encryption)

Server

Communication)
Outbound connection from m  HTTPS(OHS to HTTP HTTPS Client (TLS, Mutual Authentication,
Oracle HTTP Server to Oracle Servlet in WLS) for IRSA-2048 with SHA-256 X.509 Certificates, AES-256
WebLogic Server end-end SSL with Bulk Data Encryption)

external SSL

termination in OHS.

Inbound connection froman
lexternal web client or
application to Oracle

to HTTP Servlet)

HTTPS (Client Access

m  SOAP-TLS (Server to

HTTPS Server (TLS, Mutual Authentication,
IRSA-2048 with SHA-256 X.509 Certificates, AES-256
Bulk Data Encryption)

WebLogic Server S
erver
Communication)
Outbound connection from m  HTTPS (WLS to an IHTTPS Client (TLS, Mutual Authentication,
Oracle WebLogic Server to an external HTTPS IRSA-2048 with SHA-256 X.509 Certificates, AES-256
external web, proxy or server) Bulk Data Encryption)

application server

m  SOAP-TLS (Server to

Server

Communication)
Outbound connection from m  DB-TLS-jdbc JDBC (TLS, Mutual Authentication, RSA-2048 with
Oracle WebLogic Server to (WebLogic to SHA-256 X.509 Certificates, AES-256 Bulk Data
Oracle Database 11gR2 Database Encryption)

Communication)
XML Message Protection m  SOAP-MsgSec XML Signature (Basic2565ha256,
(XML Signing) for SOAP Basic256Sha256Rsal5); Entire Body, Include SwA

messages using Oracle Web
Services Manager

IAttachment

XML Message Protection m
(XML Encryption) for SOAP
messages using Oracle Web
Services Manager

SOAP-MsgSec

XML Signature (Basic2565ha256,
Basic256Sha256Rsal5); Entire Body, Include SwA
IAttachment

Inbound JMS connection to m  JMS traffic is secure in [MS/TLS
Oracle WebLogic Server flight
Outbound JMS connection m  JMS traffic is secure in [MS/TLS
from Oracle WebLogic Server flight
Secure JNDI lookups from = JDNI-EJB T3S
deployed components
Secure administrator accessto m  WLST traffic to WLS  [T3S
servers server is secure in

flight
Keystore and Certificate m  Encryption IRSA 2048, AES 256, SHA-2
Generation

m  Key Exchange
Hashing Algorithms, m  Hashing SHA-2
Password-Based Encryption E .
ncryption

Note:
Release 12¢ (12.1.3)

Unless otherwise indicated, all component servers are at
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8.5 Troubleshooting FIPS 140 Issues

This section explains how to troubleshoot issues encountered with FIPS 140
configuration. It contains these topics:

= FIPS 140 Troubleshooting for Stand-alone WebLogic Server

= FIPS 140 Troubleshooting for Oracle Platform Security Services
= FIPS 140 Troubleshooting for Oracle Web Services Manager

= FIPS 140 Troubleshooting for Database and JDBC Driver

8.5.1 FIPS 140 Troubleshooting for Stand-alone WebLogic Server

Take the following steps to troubleshoot FIPS 140 mode for a stand-alone Oracle
WebLogic Server:

During WebLogic Server Configuration
1. Make sure to prepend the server CLASSPATH with jemFIPS jar and sslj jar.

2. To explicitly verify *AES_256* cipher suites, update the local_policy.jar and US_
export_policyjar in the JAVA_HOME /jre/lib/security directory with the
corresponding file with unlimited strength.

3. Modify JAVA_HOME/jre/lib/security/java.security by putting
security.provider.1=com.rsa.jsafe.provider.Jsafe]JCE and
security.provider.2=com.rsa.jsse.JsseProvider on top of the list.

During Data Source Configuration
Make sure that the value of the DataSource property oracle.net.ssl_version is set to
1.0.

Note: oracle.net.ssl_version is an optional Oracle WebLogic Server DataSource
configuration property. A value of 1.0 represents connection through TLS v 1.0
Protocol.

8.5.2 FIPS 140 Troubleshooting for Oracle Platform Security Services

This section describes some troubleshooting tips in Oracle Platform Security Services
(OPSS).

During WebLogic Domain Creation
You may see the following exceptions in wlsconfig_xxxxx.log during domain
creation in FIPS 140 mode:

"CFGFWK-60455: The password
must be at least 8 alphanumeric characters with at least one number or
special character."

"Caused by: java.lang.NoSuchMethodError:
com.rsa.jsafe.JSAFE_SecretKey.generatelInit ([ILjava/security/SecureRandom;)"

This exception may occur if you are using crypto] 5 jars. Make sure you have installed
Oracle WebLogic Server with crypto] 6 jars to avoid this error.

When Exporting from Domain Keystore

If you are using JKS and JCEKS type keystores in a FIPS 140-enabled domain, and see
the following error:
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Command FAILED, Reason:
oracle.security.jps.service.keystore.KeyStoreServiceException: Failed to export
the keystore

make sure that you have configured the following providers in the java.security file:

sun.security.provider.Sun
com. sun.crypto.provider.SunJCE

8.5.3 FIPS 140 Troubleshooting for Oracle Web Services Manager

This section describes tips for issues originating in Oracle Web Services Manager.

During Message Protection Policy Enforcement

If you see this error during Oracle Web Services Manager message protection policy
enforcement:

Caused by: java.lang.SecurityException: Algorithm not allowable in FIPS140 mode:
MD5

at com.rsa.cryptoj.o.cc.b(Unknown Source)

at com.rsa.cryptoj.o.cc.f (Unknown Source)

make sure that certificates used in message protection enforcement are generated
using FIPS 140-compliant algorithms like SHATWithRSA or SHA256WithRSA.

If you encounter this error for the JKS keystore during message protection policy
enforcement:

oracle.fabric.common.PolicyEnforcementException: WSM-00143 : Failure creating Java
Keystore instance for type JKS.

make sure that sun.security.provider.Sun is configured in the JDK.

8.5.4 FIPS 140 Troubleshooting for Database and JDBC Driver

For complete details about security configuration for the database, the JDBC driver,
including data source issues related to database, see the white paper "SSL With Oracle
JDBC Thin Driver" on the Oracle Technology Network at:

http://www.oracle.com/technetwork/middleware/id-mgmt/documentation/index.html
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Part IV

Deploying Applications

This part describes the deployment process and how to deploy applications to Oracle
Fusion Middleware.

Part IV contains the following chapters:
»  Chapter 9, "Understanding the Deployment Process"
= Chapter 10, "Deploying Applications"






9

Understanding the Deployment Process

Before you deploy Oracle Fusion Middleware applications, such as Java EE
applications, you should understand the deployment process, such as designing and
developing applications and deploying those applications to Managed Servers.

This chapter includes the following sections:
= Section 9.1, "What Is a Deployer?"

= Section 9.2, "General Procedures for Moving from Application Design to
Production Deployment"

= Section 9.3, "Diagnosing Typical Problems"

9.1 What Is a Deployer?

A user in the role of deployer is responsible for deploying applications, such as Java
EE applications, and ADF applications, to WebLogic Server instances or clusters.

A user who is functioning as a deployer should be granted the Oracle WebLogic Server
deployer security role. The deployer security role allows deployment operations, as
well as viewing the server configuration and changing startup and shutdown classes.
To grant this role to a user, use the Oracle WebLogic Server Administration Console.
See "Managing Security Roles" in the Oracle WebLogic Server Administration Console
Online Help for more information.

9.2 General Procedures for Moving from Application Design to
Production Deployment

This section describes the general procedures involved in moving from application
design and development to deployment in a production environment. It contains the
following topics:

= Designing and Developing an Application
= Deploying an Application to Managed Servers

= Automating the Migration of an Application to Other Environments

9.2.1 Designing and Developing an Application

In many cases, developers use Oracle JDeveloper to create their applications. Oracle
JDeveloper is an integrated development environment (IDE) for building
service-oriented applications using the latest industry standards for Java, XML, Web
services, portlets, and SQL. JDeveloper supports the complete software development
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life cycle, with integrated features for modeling, coding, debugging, testing, profiling,
tuning, and deploying applications.

In this environment, you use the integrated Oracle WebLogic Server, which is
packaged with Oracle JDeveloper for testing your applications.

For information about developing your applications, see:

»  Developing Applications for Oracle WebLogic Server

»  Developing Fusion Web Applications with Oracle Application Development Framework
n  Developing SOA Applications with Oracle SOA Suite

9.2.2 Deploying an Application to Managed Servers

After you have designed and tested your application with the integrated Oracle
WebLogic Server, you can deploy the application to a Managed Server instance. For
example, you may have installed Oracle WebLogic Server and configured a domain,
including a Managed Server, in your production environment and you want to deploy
the application to that Managed Server.

The following books provide specific information about deploying the different types
of applications:

»  For Java EE applications, see Deploying Applications to Oracle WebLogic Server
»  For Oracle ADF, see Administering Oracle ADF Applications
= For Oracle SOA Suite, see the Developing SOA Applications with Oracle SOA Suite

This section provides an outline of the major steps involved when you migrate your
application from the integrated Oracle WebLogic Server to an environment separate
from the development environment. Those general steps are:

1. Package the application:

s For Java EE applications, you package the application in an EAR file. See
"Preparing Applications and Modules for Deployment" in Deploying
Applications to Oracle WebLogic Server.

s For Oracle ADF, you package the application in an EAR file. See "What You
May Need to Know About EAR Files and Packaging" in Developing Fusion Web
Applications with Oracle Application Development Framework.

s For Oracle SOA Suite, you package the application into a JAR or ZIP file. See
"Understanding the Packaging Impact" in the Developing SOA Applications with
Oracle SOA Suite.

2. Set up your environment. This includes:

s Installing and configuring a domain and a Managed Server that is configured
with the correct domain template. For example, if you are deploying an Oracle
SOA Suite application, the Managed Server must use the Oracle SOA Suite
domain template. The appropriate domain template is applied when you
create the domain using the Configuration Wizard. Alternatively, you can
extend a domain to use another domain template, as described in Section 19.2.

For more information about installing and configuring for specific
components, see:

- For Oracle ADF: "How to Install the ADF Runtime to the WebLogic
Installation" in Administering Oracle ADF Applications
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- For Oracle SOA Suite: "Installing Oracle SOA Suite and Oracle Business
Process Management Suite", "Configuring the Oracle SOA Suite Domain"
and "Configuring the Oracle Business Process Management Domain" in
Installing and Configuring Oracle SOA Suite and Business Process Management

s Creating any necessary schemas in an existing database. See Creating Schemas
with the Repository Creation Utility.

= Registering the MDS Repository with the Oracle WebLogic Server domain, if
your application uses the MDS Repository. For example, Oracle SOA Suite
applications require MDS. Some ADF applications involve customizations
using MDS. See Section 14.3.2.1.1 for information about registering the MDS
Repository.

If your application uses a database, set up the JDBC data sources.
For more information about setting up the JDBC data sources, see:

»  For pure Java EE applications: Administering JDBC Data Sources for Oracle
WebLogic Server

s For Oracle ADF: "How to Create a JDBC Data Source for Oracle WebLogic
Server" in Administering Oracle ADF Applications

s For Oracle SOA Suite: "Creating Data Sources and Queues" in the Developing
SOA Applications with Oracle SOA Suite

For Oracle SOA Suite, create connection factories and connection pooling. For
more information, see "Creating Connection Factories and Connection Pooling" in
the Developing SOA Applications with Oracle SOA Suite.

Create a connection to the target Managed Server.

From Oracle JDeveloper, you can deploy your applications to Managed Server
instances that reside outside JDeveloper. To do this, you must first create a
connection to the server instance to which you want to deploy your application.

For more information, see:

s For Oracle ADF: "How to Create a Connection to the Target Application
Server" in Developing Fusion Web Applications with Oracle Application
Development Framework

s For Oracle SOA Suite: "Creating an Application Server Connection" in the
Developing SOA Applications with Oracle SOA Suite

For Oracle SOA Suite, create a SOA-MDS connection, if the SOA composite
application shares metadata with other composites. See "Creating a SOA-MDS
Connection" in the Developing SOA Applications with Oracle SOA Suite.

Create a configuration plan or deployment plan, which contains information about
environment-specific values, such as JDBC connection strings or host names of
various servers. For more information, see:

s For pure Java EE applications: "Creating a New Deployment Plan to Configure
an Application” in Deploying Applications to Oracle WebLogic Server

= For Oracle SOA Suite: "Introduction to Configuration Plans" in the Developing
SOA Applications with Oracle SOA Suite

Migrate application security, such as credentials, identities, and policies. For more
information, see:

s For pure Java EE applications: "Migrating Security Data" in Administering
Security for Oracle WebLogic Server
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s For Oracle ADF: "Preparing the Secure Application for Deployment” in
Developing Fusion Web Applications with Oracle Application Development
Framework

s For Oracle SOA Suite: "Enabling Security" in the Developing SOA Applications
with Oracle SOA Suite

9. Create a deployment profile. A deployment profile packages or archives a custom
ADF or SOA application and associated files so that the application can be
deployed to a Managed Server instance. Deployment profiles are created at the
project and application level.

For more information, see:

= For Oracle ADF: "How to Create Deployment Profiles" in Developing Fusion
Web Applications with Oracle Application Development Framework

s For Oracle SOA Suite: "Optionally Creating a Project Deployment Profile" in
the Developing SOA Applications with Oracle SOA Suite

10. Migrate Oracle JDeveloper extensions for Oracle SOA Suite. Table 9-1 shows the
extensions and where they are documented:

Table 9-1 Oracle JDeveloper Extensions

Component Extension See:

Oracle SOA Suite SOA extensions "Enabling Oracle JDeveloper Extensions"
in Installing Oracle [Developer

11. Deploy the application to a Managed Server.
For more information, see:

= For pure Java EE applications: "Exporting an Application for Deployment to
New Environments" in Deploying Applications to Oracle WebLogic Server

= For Oracle ADF: "Deploying the Application" in Developing Fusion Web
Applications with Oracle Application Development Framework

s For Oracle SOA Suite: "Deploying SOA Composite Applications" in Developing
SOA Applications with Oracle SOA Suite

9.2.3 Automating the Migration of an Application to Other Environments

You can automate the migration of an application by using WLST or ant scripts. This
makes it easier to deploy your application to multiple environments or Managed
Servers and to deploy updated versions of the application.

For more information about using scripts to migrate an application to other
environments, see:

= For pure Java EE applications: "Using the WebLogic Scripting Tool" in
Understanding the WebLogic Scripting Tool

= For Oracle ADF: "Deploying Using Scripts and Ant" in Administering Oracle ADF
Applications

»  For Oracle SOA Suite: The following sections in the Developing SOA Applications
with Oracle SOA Suite:

- '"Managing SOA Composite Applications with Scripts"

9-4 Administering Oracle Fusion Middleware



Diagnosing Typical Problems

- "Managing SOA Composite Applications with ant Scripts"

9.3 Diagnosing Typical Problems

The following describes some of the typical problems that you may encounter when
you deploy an application to a Managed Server:

= Connection information. Ensure that you have correctly configured the connection
to the target Managed Server. See Steps 4, 5, and 6 in Section 9.2.2.

= Oracle JDeveloper extensions. Ensure that you have migrated any Oracle
JDeveloper extensions. See Table 9-1.

s Data sources. Ensure that you have correctly configured JDBC data sources. See
Step 3 in Section 9.2.2.

= Security configuration. Ensure that you have migrated application security, such
as credentials, identities, and policies. See Step 8 in Section 9.2.2.

In addition, see the "Troubleshooting Common Deployment Errors" in the Developing
SOA Applications with Oracle SOA Suite for information about troubleshooting SOA
applications.
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Deploying Applications

Deployment is the process of packaging application files as an archive file and
transferring them to a target application server. This chapter describes how to deploy,
redeploy, and undeploy applications to Oracle Fusion Middleware.

It contains the following sections:

Section 10.1, "Overview of Deploying Applications"
Section 10.2, "Understanding and Managing Data Sources"
Section 10.3, "Deploying, Undeploying, and Redeploying Java EE Applications”

Section 10.4, "Deploying, Undeploying, and Redeploying Oracle ADF
Applications"

Section 10.5, "Deploying, Undeploying, and Redeploying SOA Composite
Applications"

Section 10.6, "Managing Deployment Plans"

Section 10.7, "About the Common Deployment Tasks in Fusion Middleware
Control"

Section 10.8, "Changing MDS Configuration Attributes for Deployed Applications"

10.1 Overview of Deploying Applications

Oracle WebLogic Server provides a Java EE-compliant infrastructure for deploying,
undeploying, and redeploying Java EE-compliant applications and modules.

The following topics describe:

What Types of Applications Can You Deploy?
Understanding Deployment, Redeployment, and Undeployment

10.1.1 What Types of Applications Can You Deploy?

You can deploy the following into Oracle WebLogic Server:

A complete Java EE application packaged as an Enterprise Archive (EAR) file.

Standalone modules packaged as Java Archive files (JARs) containing Web
services, Enterprise JavaBeans (E]Bs), application clients (CARs), or resource
adapters (RARs).

An ADF application. Oracle Application Development Framework (Oracle ADF) is
an end-to-end application framework that builds on Java Platform, Enterprise
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Edition (Java EE) standards, and open-source technologies to simplify and
accelerate implementing service-oriented applications.

= An Oracle SOA Suite composite application. A SOA composite application is a
single unit of deployment that greatly simplifies the management and lifecycle of
SOA applications.

A Metadata Archive (MAR) is a compressed archive of selected metadata, such as the
application-level deployment profile, for an application. A MAR is used to deploy
metadata content to the metadata service (MDS) repository. ADF applications and
SOA composite applications use a MAR as a container for content that is deployed to
the MDS Repository.

Note: If your application uses password indirection in the
application-level data source, you cannot use Fusion Middleware
Control to deploy the application. The section "Deploying an
Application to an EAR File to run on Oracle WebLogic Server" in the
Oracle JDeveloper Help describes how to change the settings of the
application to be able to deploy the application using Fusion
Middleware Control.

You can use Fusion Middleware Control, Oracle WebLogic Server Administration
Console, Oracle JDeveloper, or the command line to deploy, undeploy, or redeploy an
application. Which method you use depends on the type of application, as described
in Table 10-1.

Table 10-1 Tools to Deploy Applications

Type of Application Tools to Use

Pure Java EE application Oracle WebLogic Server Administration Console
Fusion Middleware Control: Deployment Wizard
Oracle JDeveloper
WLST command line

ADF application Fusion Middleware Control: Deployment Wizard
Oracle JDeveloper
WLST command line

SOA Composite application Fusion Middleware Control: SOA Composite Deployment
Wizard

Oracle JDeveloper
WLST command line

If your application uses an MDS Repository, you must register the repository with the
Oracle WebLogic Server domain before you deploy your application. Applications
such as custom Java EE applications developed by your organization and some Oracle
Fusion Middleware component applications, such as Oracle B2B and Oracle Web
Services Manager, use an MDS Repository. For information about the MDS Repository
and registering the repository, see Section 14.3.
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Note: If your application contains an application-level credential
store, and you are moving the application from a test to a production
environment, you must reassociate the credential store, as described in
"Reassociating the Domain Policy Store" in Securing Applications with
Oracle Platform Security Services.

10.1.2 Understanding Deployment, Redeployment, and Undeployment

When you deploy an application, you deploy it to the application server for the first
time.

When you redeploy an application, you can:

= Redeploy a new version of the application; the previous version is still available,
but the state is set to "Retired."

This is known as the production redeployment strategy. Oracle WebLogic Server
automatically manages client connections so that only new client requests are
directed to the new version. Clients already connected to the application during
the redeployment continue to use the older version of the application until they
complete their work, at which point Oracle WebLogic Server automatically retires
the older application.

= Redeploy the same version of the application or redeploy an application that is not
assigned a version; the application version you select is replaced with the new
deployment.

= Redeploy a previous version of the application; the earlier, retired version is set to
"Active" and the later version is set to "Retired."

When you undeploy an application, Oracle WebLogic Server stops the application and
removes staged files from target servers. It does not remove the original source files
used for deployment.

10.2 Understanding and Managing Data Sources
The following topics describe data sources and how to manage them:
s Understanding Data Sources

s Creating and Managing JDBC Data Sources

10.2.1 Understanding Data Sources

A data source is a Java object that application components use to obtain connections to
a relational database. Specific connection information, such as the URL or user name
and password, are set on a data source object as properties and do not need to be
explicitly defined in an application's code. This abstraction allows applications to be
built in a portable manner, because the application is not tied to a specific back-end
database. The database can change without affecting the application code.

Applications use the Java Naming and Directory Interface (JNDI) API to access a data
source object. The application uses a JNDI name that is bound to the data source
object. The JNDI name is logical and can be mapped to any data source object. Like
data source properties, using JNDI provides a level of abstraction, since the underlying
data source object can change without any changes required in the application code.
The end result is the details of accessing a database are transparent to the application.
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See Administering [DBC Data Sources for Oracle WebLogic Server for more information
about data sources.

When you configure certain Oracle Fusion Middleware components, such as Oracle
SOA Suite, using the Oracle WebLogic Server Configuration Wizard, you specify the
data source connection information. If the components use the MDS Repository, the
Configuration Wizard prepends mds- to the data source name to indicate that the data
source is a system data source used by MDS Repository.

See Creating WebLogic Domains Using the Configuration Wizard for information about
specifying data sources with the Configuration Wizard.

If you are using Oracle Real Application Clusters (Oracle RAC) or Oracle Fusion
Middleware Cold Failover Cluster, you must configure one of the following types of
data sources:

s Multi data sources

To use multi data sources, you must use the Oracle WebLogic Server
Administration Console. Note that if you create a multi data source and you add
an existing MDS data source to it, the data source you added is no longer
considered a valid MDS Repository. The repository is not displayed in Fusion
Middleware Control or Oracle WebLogic Server Administration Console. For
example, the MDS Repository is not listed in the Fusion Middleware Control
navigation pane and is not displayed as a choice for a target metadata repository
when you deploy an application.

" GridLink data sources

To use GridLink data sources, you can use the Oracle WebLogic Server
Administration Console or Fusion Middleware Control, as described in
Section 10.2.2.5.

See Administering [DBC Data Sources for Oracle WebLogic Server for more information
about configuring multi data sources and GridLink data sources

10.2.2 Creating and Managing JDBC Data Sources
You can create and manage JDBC data sources using the following management tools:
s The Oracle WebLogic Server Administration Console
s The WebLogic Scripting Tool (WLST)
= Fusion Middleware Control

To create an MDS data source manually, you should use Fusion Middleware Control or
WLST to set the correct attributes for the data source. The MDS data source is
displayed in the navigation pane in Fusion Middleware Control and in the domain
structure in the Administration Console. If your application uses an MDS Repository,
you must register the repository with the Oracle WebLogic Server domain before you
deploy your application. For information about the MDS Repository and registering
the repository, see Section 14.3.

Note: When you create the data source, you must use the MDS
schema created by the Repository Creation Utility (RCU), not other
schemas.

Although it is not recommended, you can also use the Oracle WebLogic Server
Administration Console to create a MDS data source. If you do, note the following:
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You must prefix the data source name with mds - if you intend it to be used with
MDS Repository.

You must target the data source to the Administration Server and to all Managed
Servers to which you are deploying applications that need the data source.

You must turn off global transactions.

See Administering [DBC Data Sources for Oracle WebLogic Server for information about
creating and managing a data source using the Oracle WebLogic Server
Administration Console or WLST and for more information about configuring
multiple data sources.

The following topics describe how to create and manage JDBC data sources with
Fusion Middleware Control:

Creating a JDBC Data Source Using Fusion Middleware Control
Editing a JDBC Data Source Using Fusion Middleware Control
Monitoring a JDBC Data Source Using Fusion Middleware Control
Controlling a JDBC Data Source Using Fusion Middleware Control
Creating a GridLink Data Source Using Fusion Middleware Control

10.2.2.1 Creating a JDBC Data Source Using Fusion Middleware Control

To create a JDBC data source using Fusion Middleware Control:

1.

From the WebLogic Domain menu, choose JDBC Data Sources.
The JDBC Data Sources page is displayed, as shown in the following figure:

base_domain @ Logged in as weblogic
-\..Lj WeblLogic Domain ~ Page Refreshed Jan 28, 2014 11:29:59 AM PST o

/Domain_base_domain/base_domain >
JDBC Data Sources

This page Ists the JDBC system data sources that have been created in this domain. You can create or delete the system data
sources from this page.

View~ [ Create ~ Create Like Delete
é -

Name JNDI Name Type Targets
BamDataSource jdbc/BeamDataSource Generic bam_serverl
BamJobSchedDataSource jdbc/BeamlobScheduler Generic bam_serverl
EDNDataSource jdbc/EDNDataSource Generic soa_Cluster_1
EDNLocalTxDataSource jdbc/EDNLocalTxDataSource Generic soa_Cluster_1
LocalSvcTblDataSource jdbc/LocalSvcTbiDataSource Generic AdminServer

From Create, select Generic Data Source.

Follow the instructions in the wizard to set the properties of the data source and to
target the data source for one or more of the Managed Servers in the domain.

For help on individual fields and properties, use your mouse to give focus to a
field. Fusion Middleware Control displays a popup definition of the field.

Note that the data source properties you define in Fusion Middleware Control are
similar to those you define when creating data sources in the Oracle WebLogic
Server Administration Console. As a result, you can also refer to "Creating a JDBC
Data Source" in Administering JDBC Data Sources for Oracle WebLogic Server for
more information about the data source properties.
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10.2.2.2 Editing a JDBC Data Source Using Fusion Middleware Control

To edit an existing JDBC data source using Fusion Middleware Control:

1.

From the WebLogic Domain menu, choose JDBC Data Sources.

The JDBC Data Sources page is displayed.

Click the data source that you want to edit.

The page for that particular JDBC Data Source is displayed.

Use the tabs on this page to modify the properties of the selected data source.

For help on individual fields and properties, use your mouse to give focus to a
field. Fusion Middleware Control displays a popup definition of the field.

Note that the data source properties you edit in Fusion Middleware Control are
similar to those you edit when editing data sources in the Oracle WebLogic Server
Administration Console. As a result, you can also refer to "Creating a JDBC Data
Source" in Administering JDBC Data Sources for Oracle WebLogic Server for more
information about the data source properties.

10.2.2.3 Monitoring a JDBC Data Source Using Fusion Middleware Control

To monitor a JDBC data source using Fusion Middleware Control:

1.

From the WebLogic Domain menu, choose JDBC Data Sources.
The JDBC Data Sources page is displayed.

Select the data source that you want to monitor.

Click Monitoring to display the Monitor JDBC Data Source page.
This page shows the current instances of the selected data source.

Note that only data sources that are targeted to a running Managed Server are
shown on this page. If a specific data source is not listed on the monitoring page,
then edit the data source to be sure it is targeted to a running Managed Server.

For each data source instance, review the performance metrics.

10.2.2.4 Controlling a JDBC Data Source Using Fusion Middleware Control

To start, stop, suspend, resume, or clear the statement cache for a JDBC data source
using Fusion Middleware Control:

1.

From the WebLogic Domain menu, choose JDBC Data Sources.
The JDBC Data Sources page is displayed.

Select the data source that you want to edit.

Select the Control tab.

Note that only data sources that are targeted to a running Managed Server are
shown on this page. If a specific data source is not listed on the control page, edit
the data source to be sure that it is targeted to a running Managed Server.

Select the instance and click Start, Stop, Resume, Suspend, Shrink, Reset, Clear
Statement Cache to control or change the state of the selected JDBC data source.

Note that the commands you select on this page are similar to those available
when you are managing data sources in the Oracle WebLogic Server
Administration Console. Refer to "Managing WebLogic JDBC Resources" in
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Administering JDBC Data Sources for Oracle WebLogic Server for more information
about the JDBC data source control options.

10.2.2.5 Creating a GridLink Data Source Using Fusion Middleware Control

A single GridLink data source provides connectivity between WebLogic Server and an
Oracle Database service targeted to an Oracle RAC cluster. For detailed information
about GridLink data sources, see "Creating a GridLink Data Source" in Administering
JDBC Data Sources for Oracle WebLogic Server.

To create a Grid Link data source using Fusion Middleware Control:

1. From the WebLogic Domain menu, choose JDBC Data Sources.
The JDBC Data Sources page is displayed.

2. From Create, select GridLink Data Source.

3. Follow the instructions in the wizard to set the properties of the data source and to
target the data source for one or more of the Managed Servers in the domain.

For help on individual fields and properties, use your mouse to give focus to a
field. Fusion Middleware Control displays a popup definition of the field.

Note that the data source properties you define in Fusion Middleware Control are
similar to those you define when creating data sources in the Oracle WebLogic
Server Administration Console. As a result, you can also refer to "Creating a
GridLink Data Source" in Administering [DBC Data Sources for Oracle WebLogic
Server for more information about the data source properties.

10.3 Deploying, Undeploying, and Redeploying Java EE Applications

You can use Fusion Middleware Control, Oracle WebLogic Server Administration
Console, Oracle JDeveloper, or the command line to deploy, undeploy, or redeploy a
Java EE application. The following topics describe using Fusion Middleware Control
and the command line to accomplish these tasks:

= Deploying Java EE Applications
»  Undeploying Java EE Applications
= Redeploying Java EE Applications

See Deploying Applications to Oracle WebLogic Server for information about deploying
using Oracle WebLogic Server Administration Console and the WLST command line.

10.3.1 Deploying Java EE Applications

You can deploy an application to a Managed Server instance or a cluster. This section
describes how to deploy an application to a Managed Server. It contains the following
topics:

= Deploying Java EE Applications Using Fusion Middleware Control
s Deploying Java EE Applications Using WLST

10.3.1.1 Deploying Java EE Applications Using Fusion Middleware Control

To deploy a Java EE application to a Managed Server using Fusion Middleware
Control:

1. From the navigation pane, expand the domain.
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2. Select the server in which you want to deploy the application.
The server home page is displayed.

3. From the WebLogic Server menu, choose Control, then Deployments.
The Deployments page is displayed.

4. Click Deploy to open the Deploy Java EE Application Assistant.
The Select Archive page is displayed, as shown in the following figure:

f soa server1 @
—
Select Archive Sdlect Targe:

Deploy Java EE Application : Sclect Archive Bace  Stzp 1of4 | Mewt || Cancel

52ea’y the applcator or the exploded drectory, Cptonzlly you can specfy a deployment plar.,

Archive or Fyploded Nirectarn Informatic

Java EE archives, Wk Modules (WAR files), EJ8 Medulcs (E18 JAR files), Nesource Adapter Modules (RAR files), Concrenee Archives (GAR fies),  |ge tis page ot
JDBZ Modules. M5 Medules, anc library files [Jar filzs) can be d=ployed. You can zlso dedloy an exolod=c arcive thatis Fresen: en the servel | applications tha

wnere Enterpriee Manager ie runnirg. Meadala Servir
. advantage of t
@) archive 13 on the machine where this Web browser 1s runing. Ceveuprenl Fr
Bowse_ | Mo file selected. 1% your appicati
. wse Lie 504 Cu
_/ Archive or exploded diractory is o0 e server wnere Enterprise Mzanaagzr is running wizard.

Erawse.. 17 your applicali
campnste or it
silory ur AL

Deployment Pla Fepsiony
© men ! woun can reploy

The deployment plar = a fie that contans the ceplcyment s2tiings for a1 applicztion. You can use a previously saved deployment dlan for this Wiz wigard or Ut
appication. _ater in the desleyment pracess, you can optisraly edit the depovrent plan anc save it for a faturs deployment of this appication.  Server Administ
If you do not have a d=ploymentplan, are wil be aeated automatically during the depovmrent process when deplaymart confguration Is cone,

The deployme: plan & not apalizable when you dealoy a library.

@) Crazte anzw deploymen: clan when dealoyment configuration s dare.

_! Deploymert planis on the machine where this Web browser & running.

Buwse_ | No file selecled,

_!Neplymeart planis on the server where Frterprise Manager is ronning.

Ercwsze..

Deployment Type

The archive or exrloded directory can be depoved as a requlzr applcation o a liorary. Aoplication Ibraries are deploymens that ave availeblz ~or
other deployments to share, Librariez sneuld be availzblz on al of the targ=ts running their referendng applcatiors, The dzployment typz option
wil be set as liorary automaticlly when you deploy 3 ibrary filz [Jar filz).

? Deploy this arcilve or exploded drectory as an apolization

/ Deplay this aciive o exploded dieclory asalibrery

5. In the Archive or Exploded Directory section, you can select one of the following;:

= Archive is on the machine where this browser is running. Enter the location
of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Enter the location of the archive or click Browse to find the archive
file.

6. In the Deployment Plan section, you can select one of the following:
»  Create a new deployment plan when deployment configuration is done.

= Deployment plan is on the machine where this Web browser is running. If
you select this option, enter the path to the plan.

s Deployment plan is on the server where Enterprise Manager is running. If
you select this option, enter the path to the plan.

7. In the Deployment Type section, you can select one of the following:

= Deploy this archive or exploded directory as an application
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10.

11.

12.

13.

14.

15.

16.

17.

= Deploy this archive or exploded directory as a library
Click Next.
The Select Target page is displayed.

Select the target to which you want to deploy the application. The Administration
Server, Managed Servers, and clusters are listed. You can select a cluster, one or
more Managed Servers in the cluster, or a Managed Server that is not in a cluster.
Although the Administration Server is shown in the list of targets, you should not
deploy an application to it. The Administration Server is intended only for
administrative applications such as the Oracle WebLogic Server Administration
Console.

Click Next.
The Application Attributes page is displayed.

In the Application Attributes section, for Application Name, enter the application
name.

In the Context Root of Web Modules section, if the Web module does not have the
context root configured in the application.xml file, you can specify the context root
for your application. The context root is the URI for the Web module. Each Web
module or EJB module that contains Web services may have a context root.

In the Distribution section, you can select one of the following:
» Install and start application (servicing all requests)

= Install and start application in administration mode (servicing only admin
requests)

= Install only. Do not start

You can expand Other Options, which provides the following for Application
Source Accessibility:

s Use the defaults defined by the deployment's targets. Recommended selection.

= Copy this application onto every target. During deployment, the files will be
copied automatically to the Managed Servers to which the application is
targeted.

= Make the application accessible from the source location that it will be
deployed on. You must ensure that each target can reach the location.

In Other Options, you can also select one of the following for Deployment Plan
Source Accessibility:

»  Use the same accessibility as the application.

s Copy the deployment plan onto every target. During deployment, the files
will be copied automatically to the Managed Servers to which the application
is targeted.

= Make the deployment plan accessible from the source location that it will be
deployed on. You must ensure that each target can reach the location.

Click Next.
The Deployment Wizard, Deployment Settings page is displayed.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk.

See Section 10.7 for more detailed information about these tasks.
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Depending on the type of application, in the Deployment Tasks section, you can:

s Configure Web modules: Click Go to Task in the Configure Web Modules row.
The Configure Web Modules page is displayed. Click Configure General
Properties to view and edit the general configuration for the Web Module or
Map Resource References to map the resource references.

For example, you can change the session invalidation interval or the
maximum age of session cookies.

s Configure EJB modules: Click Go to Task in the Configure EJB modules row to
set standard EJB deployment descriptor properties. The Configure EJB
Modules page is displayed. Click Configure EJB Properties to view and edit
the general configuration for the EJBs or Map Resource References to map the
resource preferences.

For example, you can configure the maximum number of beans in the free
pool or the network access point.

s Configure application security: Click Go to Task in the Configure Application
Security row. Depending on what type of security is used, different pages are
displayed, as described in Section 10.7.

= Configure persistence: Click Go to Task in the Configure Persistence row to
configure Java Persistent API (JPA) persistence units.

18. Expand Deployment Plan.

You can edit and save the deployment plan, if you choose. If you edit the
deployment plan and change descriptor values, those changes are saved to the
deployment plan. In addition, the following configurations are saved to the
deployment plan:

= Application attributes
= Web module configuration
= EJB configuration

Application attributes related to MDS are stored in the file adf-config.xml.
Application security attributes are stored in weblogic-application.xml.

Fusion Middleware Control updates the relevant files and repackages the .ear file.
19. Click Deploy.

Fusion Middleware Control displays processing messages.
20. When the deployment is completed, click Close.

To deploy an application to multiple servers at the same time, navigate to the domain.
Then, from the WebLogic Domain menu, select Application Deployment, then
Deploy. The deployment wizard displays a page where you can select the servers.

To deploy an application to a cluster, select the cluster. Then, from the Cluster menu,
select Application Deployment, then Deploy.

10.3.1.2 Deploying Java EE Applications Using WLST

You can deploy an application using the WLST command line. To deploy a Java EE
application when WLST is connected to the Administration Server, you use the WLST
command deploy, using the following format:

deploy (app_name, path [,targets] [,stageMode] [,planPath] [,options])
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You must invoke the deploy command on the computer that hosts the Administration
Server.

For example, to deploy the application mainWebApp:

deploy ("myApp", "/scratch/applications/wlserveR/samples/server/examples/build/mainW
ebApp")

You can also deploy the application using the weblogic.deployer, as shown in the
following example:

java weblogic.Deployer -adminurl http://localhost:7001
-user username -password password -deploy
-name myApp c:\localfiles\mainWebApp
-plan c:\localfiles\productionEnvPlan.xml

See Also:

= "Deployment Tools" in Deploying Applications to Oracle WebLogic
Server for more information about using WLST to deploy
applications

»  WLST Command Reference for WebLogic Server

10.3.2 Undeploying Java EE Applications

You can undeploy an application or a specific version of an application from a
Managed Server instance or a cluster. This section describes how to undeploy an
application from a Managed Server. If an application has been deployed to multiple
servers, when you undeploy it using Fusion Middleware Control, the application is
undeployed from all the servers.

This section contains the following topics:
s Undeploying Java EE Applications Using Fusion Middleware Control
= Undeploying Java EE Applications Using WLST

10.3.2.1 Undeploying Java EE Applications Using Fusion Middleware Control

To undeploy a Java EE application from a Managed Server using Fusion Middleware
Control:

1. From the navigation pane, expand Application Deployments.
2. Select the application to undeploy.
The application home page is displayed.
3. From the Domain Application Deployment menu, choose Deployments.
4. Select the application.
5. In Confirmation page, click Undeploy.
Processing messages are displayed.
6. When the operation completes, click Close.

Alternatively, you can navigate to the domain, Managed Server, or cluster. Then, from
the target's menu, choose Application Deployment, then Undeploy. In the Select
Application page, select the application you want to undeploy.
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10.3.2.2 Undeploying Java EE Applications Using WLST

You can undeploy an application using the WLST command line. To undeploy a Java
EE application when WLST is connected to the Administration Server, you use the
WLST command undeploy, using the following format:

undeploy (app_name, path [,targets] [,options])

You must invoke the undeploy command on the computer that hosts the
Administration Server.

For example, to undeploy the application businessApp from all target servers and
specify that WLST wait 60,000 ms for the process to complete:

wls:/mydomain/serverConfig> undeploy ('businessApp', timeout=60000)

10.3.3 Redeploying Java EE Applications

You can redeploy a new version of an updated application, redeploy the same version,
or redeploy a non-versioned application. You can redeploy an application to a cluster
or a Managed Server.

The following sections describe how to redeploy an application to a Managed Server:
= Redeploying Java EE Applications Using Fusion Middleware Control
= Redeploying Java EE Applications Using WLST

If you are redeploying a non-versioned application or a versioned application with the
same version, note the following:

s The file name and path for the archive you are redeploying must be identical to
the file name and path you used when you initially deployed the application.

For example, if the file name and path of the original application was
/dual/staging/myApp.ear, then the revised application must be
/dual/staging/myApp.ear.

s If you initially deployed the application using the Oracle WebLogic Server
Administration Console or WLST or other management tools other than Fusion
Middleware Control, then you cannot redeploy the application using Fusion
Middleware Control.

10.3.3.1 Redeploying Java EE Applications Using Fusion Middleware Control

To redeploy a Java EE application to a Managed Server using Fusion Middleware
Control:

1. From the navigation pane, expand Application Deployments.
2. Select the application to redeploy.
The application home page is displayed.
3. From the Application Deployment menu, choose Deployments.
4. Click Redeploy.
The Select Application page is displayed.
5. Click Next.
6. In the Archive or Exploded Directory section, you can select one of the following;:

= Use the archive or exploded directory in the existing source location of the
application on the Administration Server.
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10.

11.

12.

13.

= Archive is on the machine where this browser is running. Enter the location
of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Enter the location of the archive or click Browse to find the archive
file.

In the Deployment Plan section, you can select one of the following:
s Create a new deployment plan when deployment configuration is done.

s Deployment plan is on the machine where this Web browser is running.
Enter the path to the plan or click Browse to find the plan file.

= Deployment plan is on the server where Enterprise Manager is running.
Enter the path to the plan or click Browse to find the plan file.

Click Next.

The Application Attributes page is displayed.

Click Next.

The Deployment Wizard, Deployment Settings page is displayed.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. Depending on the type of
application, in the Deployment Tasks section, you can:

= Configure Web modules

s Configure application security

= Configure EJB modules

= Configure persistence

See Section 10.7 for detailed information about these tasks.
Expand Deployment Plan.

You can edit and save the deployment plan, if you choose. If you edit the
deployment plan and change descriptor values, those changes are saved to the
deployment plan. In addition, the following configurations are saved to the
deployment plan:

= Application attributes
= Web module configuration
= EJB configuration

Application attributes related to MDS are stored in the file adf-config.xml.
Application security attributes are stored in weblogic-application.xml.

Fusion Middleware Control updates the relevant files and repackages the .ear file.
Click Redeploy.
Processing messages are displayed.

When the operation completes, click Close.

To redeploy an application to a cluster, select the cluster. Then, from the target's menu,
select Application Deployment, then Redeploy.
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10.3.3.2 Redeploying Java EE Applications Using WLST

You can redeploy an application using the WLST command line. To redeploy a Java EE
application when WLST is connected to the Administration Server, you use the WLST
command redeploy, using the following format:

redeploy (app_name [,planpath] [,options])

You must invoke the redeploy command on the computer that hosts the
Administration Server.

For example, to redeploy the application businessApp from all target servers:

redeploy ('businessApp')

10.4 Deploying, Undeploying, and Redeploying Oracle ADF Applications

Oracle ADF is an end-to-end application framework that builds on Java Platform,
Enterprise Edition (Java EE) standards and open-source technologies to simplify and
accelerate implementing service-oriented applications.

You can use Fusion Middleware Control, Oracle WebLogic Server Administration
Console, Oracle JDeveloper, or the command line to deploy, undeploy, or redeploy an
Oracle ADF application. The following topics describe using Fusion Middleware
Control, the Administration Console, and the command line to accomplish these tasks:

= Deploying Oracle ADF Applications
= Undeploying Oracle ADF Applications
= Redeploying Oracle ADF Applications

See Developing Fusion Web Applications with Oracle Application Development Framework
for information on developing ADF applications and for deploying them using Oracle
JDeveloper

10.4.1 Deploying Oracle ADF Applications

You can deploy an application to a WebLogic Server Managed Server instance or a
cluster. This section describes how to deploy an application to a Managed Server and
assumes that you have created an .ear file containing the ADF application.

This section contains the following topics:

= Deploying ADF Applications Using Fusion Middleware Control
s Deploying ADF Applications Using WLST

= Deploying ADF Applications Using the Administration Console

10.4.1.1 Deploying ADF Applications Using Fusion Middleware Control
To deploy an Oracle ADF application using Fusion Middleware Control:

1. From the navigation pane, expand the domain.

2. Select the server in which you want to deploy the application.
The server home page is displayed.

3. From the WebLogic Server menu, choose Control, then Deployments.
The Deployments page is displayed.

4. Click Deploy.
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The Select Archive page is displayed.
In the Archive or Exploded Directory section, you can select one of the following;:

= Archive is on the machine where this browser is running. Enter the location
of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Enter the location of the archive or click Browse to find the archive
file.

In the Deployment Plan section, you can select one of the following:
s Create a new deployment plan when deployment configuration is done.

s Deployment plan is on the machine where this Web browser is running.
Enter the path to the plan.

s Deployment plan is on the server where Enterprise Manager is running.
Enter the path to the plan.

In the Deployment Type section, you can select one of the following:
= Deploy this archive or exploded directory as an application

= Deploy this archive or exploded directory as a library

Click Next.

The Select Target page is displayed.

Select the target to which you want to deploy the application. The Administration
Server, Managed Servers, and clusters are listed. You can select a cluster, one or
more Managed Servers in the cluster, or a Managed Server that is not in a cluster.
Although the Administration Server is shown in the list of targets, you should not
deploy an application to it. The Administration Server is intended only for
administrative applications such as the Oracle WebLogic Server Administration
Console.

Click Next.
The Application Attributes page is displayed, as shown in the following figure:
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& soa_server1 @

Select Archive Select Target Application Attributes Deployment Settings

Deploy Java EE Application : Application Attributes Back | Step 30f4| Next | | Deploy | Cancel

-
Archive Type Java EE Application (EAR file)
Deployment Plan Create a new plan
Deployment Target soa_serverl

Deployment Type Application

* Application Name  mdsappdbl

Context Root of Web Modules

Web Module Context Root 3
mdsappdoweb.war mdsappdbweb

Target Metadata Repository

Select the metadata repository and specify the partition in the repository that the application wil be deployed to.

(i) Information
The metadata repostory "mds-appDBRepos (Database)” specified in this application & not a registered
repository in this domain. Select 2 registered repository.
* Repostory Name mds-appDBRepos 2
Repository Type Database

* Partition  partition1

Distribution

11.

12.

13.

14.

@) Instzl and start application (servicng all requests)
Install and start application in administration mode (servicing only administration requests)
Install only. Do not start.

In the Application Attributes section, for Application Name, enter the application
name.

In the Context Root of Web Modules section, if the Web module does not have the
context root configured in the application.xml file, you can specify the context root
for your application. The context root is the URI for the Web module. Each Web
module or EJB module that contains Web services may have a context root.

In the Target Metadata Repository section, you can choose the repository and
partition for this application. If the partition name is not specified in the
adf-config.xml file, the application name plus the version is used as the default
partition name. This ensures that the partition used is unique in the domain so
that the metadata for different applications are not accidentally imported into the
same repository partition and overwrite each other. Typically, each application's
metadata is deployed to its own partition.

= To change the repository, click the icon next to the Repository Name. In the
Metadata Repositories dialog box, select the repository and click OK.

= To change the partition, enter the partition name in Partition Name. Oracle
recommends that you create a new partition for each application. If you enter
a name of a partition that does not exist, the partition is created.

The adf-config.xml file in the .ear file is updated with the new information.

If the partition or repository specified in the application is not valid in the domain,
Fusion Middleware Control displays a message.

If the application's adf-config.xml file archive contains MDS configuration for an
MDS shared repository, the Shared Metadata Repository section is displayed. In
this section, you can choose the repository and partition for this application. If the
partition or repository specified in the application is not valid in the domain,
Fusion Middleware Control displays a message.
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19.

20.

21.

If you change the repository or partition, the adf-config.xml file in the .ear file is
updated with the new information.

In the Distribution section, you can select one of the following:
= Install and start application (servicing all requests)

= Install and start application in admin mode (servicing only administration
requests)

= Install only. Do not start.

You can expand Other Options. See Section 10.3.1 for a description of those
options.

Click Next.
The Deployment Wizard, Deployment Settings page is displayed.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. Depending on the type of
application, in the Deployment Tasks section, you can:

s Configure Web modules: Click Go to Task in the Configure Web Modules row.
The Configure Web Modules page is displayed. Click Configure General
Properties to view and edit the general configuration for the Web Module or
Map Resource References to map the resource references.

For example, you can change the session invalidation interval or the
maximum age of session cookies.

= Configure EJB modules: Click Go to Task in the Configure EJB modules row to
set standard E]JB deployment descriptor properties. The Configure EJB
Modules page is displayed. Click Configure EJB Properties to view and edit
the general configuration for the EJBs or Map Resource References to map the
resource preferences.

For example, you can configure the maximum number of beans in the free
pool or the network access point.

s Configure application security: Click Go to Task in the Configure Application
Security row. Depending on what type of security is used, different pages are
displayed, as described in Section 10.7.

= Configure persistence: Click Go to Task in the Configure Persistence row to
configure Java Persistent API (JPA) persistence units.

s Configure ADF Connections: To modify the ADF connections, click Go to Task
in the Configure ADF Connections row. The Configure ADF Connections page
is displayed, showing the current connection information. To modify a
connection type, click the Edit icon for a particular row. For example, you can
modify the connection information for an external application. For more
information about ADF connections, see Developing Fusion Web Applications
with Oracle Application Development Framework.

For more information about these options, see Section 10.7.
Expand Deployment Plan.

You can edit and save the deployment plan, if you choose.

Click Deploy.

Fusion Middleware Control displays processing messages.

When the deployment is completed, click Close.
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10.4.1.2 Deploying ADF Applications Using WLST
To deploy an ADF application using the WLST command line:

1. If your application uses an MDS Repository, you must configure the application
archive (.ear) file before you deploy your application. You must provide the
repository information for the deploy target repository and any shared metadata
repositories using the WLST getMDSArchiveConfig command. The repository
specified must already be registered with the domain before deploying the
application. The following example show how to use this command to get the
MDSArchiveConfig and call the setAppMetadataRepository method to set the
deploy target repository. Otherwise, your application will fail to start.

wls:/offline> archive = getMDSArchiveConfig(fromLocation="'/tmp/Appl.ear"')
wls:/offline> archive.setAppMetadataRepository (repository="'AppReposl’,
partition='partitionl', type='DB', jndi='mds-jndil')

The operation places the changes in the MDS configuration portion of the
adf-config.xml file in the archive file.
2. Save the changes to the original .ear file, using the following command:

wls:/offline> archive.save()

3. Deploy the application.

To deploy an application when WLST is connected to the Administration Server,
you use the WLST command deploy, using the following format:

deploy (app_name, path [,targets] [,stageMode] [,planPath] [,options])

You must invoke the deploy command on the computer that hosts the
Administration Server.

For example, to deploy the application myApp:

deploy ("myApp", "/scratch/applications/myApp", targets='myserver',
timeout=120000))

See Also:

= "Deployment Tools" in Deploying Applications to Oracle WebLogic
Server for more information about using WLST to deploy
applications

»  WLST Command Reference for WebLogic Server

10.4.1.3 Deploying ADF Applications Using the Administration Console
To deploy the application using the Oracle WebLogic Server Administration Console:

1. If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

2. In the left pane of the Administration Console, select Deployments.

3. In the right pane, click Install.

10.4.2 Undeploying Oracle ADF Applications
To undeploy an Oracle ADF application using Fusion Middleware Control:

1. From the navigation pane, expand Application Deployments.

2. Select the application to undeploy.
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The application home page is displayed.
3. From the Domain Application Deployment menu, choose Deployments.
4. Select the application.
5. In Confirmation page, click Undeploy.
Processing messages are displayed.
6. When the operation completes, click Close.

Alternatively, you can navigate to the domain, Managed Server, or cluster. Then, from
the target's menu, choose Application Deployment, then Undeploy. In the Select
Application page, select the application you want to undeploy.

Note that when you undeploy an application, documents stored in the MDS partition
are not deleted.

10.4.3 Redeploying Oracle ADF Applications

When you redeploy an application, if the application contains a Metadata Archive
(MAR), the contents of the MAR is imported to the application's metadata repository
only if the MAR is changed. If the MAR is unchanged from previous deployment of
the application, it is ignored.

If you are redeploying a non-versioned application or a versioned application with the
same version, note the following:

s The file name and path for the archive you are redeploying must be identical to
the file name and path you used when you initially deployed the application.

For example, if the file name and path of the original application was
/dual/staging/myApp.ear, then the revised application must be
/dual/staging/myApp.ear.

= fyouinitially deployed the application using the Oracle WebLogic Server
Administration Console or WLST or other management tools other than Fusion
Middleware Control, then you cannot redeploy the application using Fusion
Middleware Control.

To redeploy an Oracle ADF application using Fusion Middleware Control:
1. From the navigation pane, expand Application Deployments.
2. Select the application to redeploy.
The application home page is displayed.
3. From the Domain Application Deployment menu, choose Deployments.
4. Click Redeploy.
5. Click Next.
The Select Archive page is displayed.
6. Inthe Archive or Exploded Directory section, you can select one of the following:

= Use the archive or exploded directory in the existing source location of the
application on the Administration Server.

= Archive is on the machine where this browser is running. Enter the location
of the archive or click Browse to find the archive file.

Deploying Applications 10-19



Deploying, Undeploying, and Redeploying Oracle ADF Applications

10.

11.

12.

13.

14.

15.

16.

17.
18.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Enter the location of the archive or click Browse to find the archive
file.

In the Deployment Plan section, you can select one of the following:
s Create a new deployment plan when deployment configuration is done.

= Deployment plan is on the machine where this web browser is running.
Enter the path to the plan.

s Deployment plan is on the server where Enterprise Manager is running.
Enter the path to the plan.

Click Next.
The Application Attributes page is displayed.

In the Application Attributes section, for Application Name, enter the application
name.

In the Context Root of Web Modules section, if the Web module does not have the
context root configured in the application.xml file, you can specify the context root
for your application. The context root is the URI for the Web module. Each Web
module or EJB module that contains Web services may have a context root.

The Target Metadata Repository section is displayed. In this section, you can
choose the repository and partition for this application:

= To change the repository, click the icon next to the Repository Name. In the
Metadata Repositories dialog box, select the repository and click OK.

s To change the partition, enter the partition name in Partition Name. Oracle
recommends that you create a new partition for each application. If you enter
a name of a partition that does not exist, the partition is created.

If the application's adf-config.xml file archive contains MDS configuration for an
MDS shared repository, the Shared Metadata Repository section is displayed. In
this section, you can choose the repository and partition for this application.

Click Next.
The Deployment Settings page is displayed.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. In the Deployment Tasks
section, you can:

= Configure Web modules

s Configure application security

= Configure persistence

See Section 10.7 for detailed information about these options.
Expand Deployment Plan.

You can edit and save the deployment plan, if you choose.
Click Deploy.

Fusion Middleware Control displays processing messages.
When the deployment is completed, click Close.

In the Confirmation page, click Redeploy.
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10.5 Deploying, Undeploying, and Redeploying SOA Composite
Applications
SOA composite applications consist of the following:

= Service components such as Oracle Mediator for routing, BPEL processes for
orchestration, human tasks for workflow approvals, business rules for designing
business decisions, and complex event processing for queries of event streams

= Binding components (services and references) for connecting SOA composite
applications to external services, applications, and technologies

These components are assembled together into a SOA composite application. This
application is a single unit of deployment that greatly simplifies the management and
lifecycle of SOA applications.

You can use Fusion Middleware Control, Oracle JDeveloper, or the command line to
deploy, undeploy, or redeploy a SOA application. The following topics describe using
Fusion Middleware Control to accomplish these tasks:

= Deploying SOA Composite Applications
= Undeploying SOA Composite Applications
= Redeploying SOA Composite Applications

See Also: Administering Oracle SOA Suite and Oracle Business Process
Management Suite

10.5.1 Deploying SOA Composite Applications

When you deploy a SOA composite application, the deployment extracts and activates
the composite application in the SOA Infrastructure.

You can deploy SOA composite applications from Fusion Middleware Control with
the Deploy SOA Composite wizard:

1. From the navigation pane, expand SOA, and then select soa-infra.
The SOA Infrastructure home page is displayed.
2. From the SOA Infrastructure menu, choose SOA Deployment, then Deploy.

The Deployment Wizard, Select Archive page is displayed, as shown in the
following figure:
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# soa-infra®
Select Archive Select Target C
Deploy SOA Composite : Select Archive@ Back Step 1 of3| Next || Cancel

This wizard lets you create a runtime environment for SOA composite applications. Once this operation is performed, these applications can be
administered using Oracle Enterprise Manager. A single composite revision or 3 bundle containing revisions of multiple SOA composites can be
deployed.

Specify the archive and configuration plan to deploy a single revision of a SOA composite. Or specify 3 ZIP file and configuration plan to deploy
multiple composite revisions at once.
Archive or Exploded Directory

You can deploy 3 Service archive (SAR) or 2 ZIP file containing one or more Service archives (SARs). Ensure that the revision information for
each SOA composite is provided in its application package.

@) Archive is on the machine where this web browser is running.

Browse.. | Mo file selected.

_! Archive on the server where Enterprise Manager is running.

Configuration Plan
The configuration plan is a file that contains the deployment settings for a SOA composite revision.

9 Mo external configuration plan is required.
\_) Configuration plan is on the machine where this web browser is running.

Browse.. | Mo file selected.

A .. Configuration plan is on the server where Enterprise Manager is running.

3. In the Archive or Exploded Directory section, you can select one of the following:

= Archive is on the machine where this browser is running. Enter the location
of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Enter the location of the archive or click Browse to find the archive
file.

You can specify the archive of the SOA composite application to deploy. The
archive contains the project files of the application to be deployed (for
example, HelloWorld_rev1.0.jar for a single archive or OrderBooking_
rev1.0.zip for multiple archives).

4. In the Configuration Plan section, optionally specify the configuration plan to
include with the archive. The configuration plan enables you to define the URL
and property values to use in different environments. During process deployment,
the configuration plan is used to search the SOA project for values that must be
replaced to adapt the project to the next target environment.

5. Click Next.
The Select Target page appears.

6. In the SOA Partition section, select the partition into which to deploy this SOA
composite application. Partitions enable you to logically group SOA composite
applications into separate sections. Note that even if there is only one partition
available, you must explicitly select it. Once deployed, a composite cannot be
transferred to a different partition.

7. Click Next.
The Confirmation page appears.
8. Review your selections.

9. Select whether or not to deploy the SOA composite application as the default
revision. The default revision is instantiated when a new request comes in.
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10. Click Deploy.

Processing messages are displayed.

11. When deployment has completed, close the confirmation box.

See Also: "Deploying Applications" in Administering Oracle SOA
Suite and Oracle Business Process Management Suite for complete
information about deploying SOA Composite applications

10.5.2 Undeploying SOA Composite Applications

You can undeploy SOA composite applications from Fusion Middleware Control with
the Undeploy SOA Composite wizard:

1.

From the navigation pane, expand SOA, and then select soa-infra.
The SOA Infrastructure home page is displayed.
From the SOA Infrastructure menu, choose SOA Deployment, then Undeploy.
Select the composite to undeploy and click Next.
Review your selections. If you are satisfied, click Undeploy.
Processing messages are displayed.
When undeployment has completed, close the confirmation window.
See Also: "Undeploying Applications” in Administering Oracle SOA

Suite and Oracle Business Process Management Suite for complete
information about undeploying SOA Composite applications

10.5.3 Redeploying SOA Composite Applications

You can redeploy SOA composite applications from Fusion Middleware Control with
the Redeploy SOA Composite wizard:

1.

From the navigation pane, expand SOA, and then select soa-infra.

The SOA Infrastructure home page is displayed.

From the SOA Infrastructure menu, choose SOA Deployment, then Redeploy.
The Select Composite page is displayed.

Select the composite that you want to redeploy.

Click Next.

The Select Archive page appears.

In the Archive or Exploded Directory section, select the location of the SOA
composite application revision you want to redeploy.

In the Configuration Plan section, optionally specify the configuration plan to
include with the archive.

Click Next.
The Confirmation page appears.

Select whether or not to redeploy the SOA composite application as the default
revision.

Click Redeploy.
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Processing messages are displayed.
10. When redeployment has completed, click Close.
See Also: "Redeploying Applications" in Administering Oracle SOA

Suite and Oracle Business Process Management Suite for complete
information about redeploying SOA Composite applications

10.6 Managing Deployment Plans

A deployment plan is a client-side aggregation of all the configuration data needed to
deploy an archive into Oracle WebLogic Server. A deployment plan allows you to
easily deploy or redeploy an application using a saved set of configuration settings.

A new deployment plan is created by default if you do not apply an existing
deployment plan to an application at the time of deployment, as described in
Section 10.3.1. Once created, you can save a deployment plan as a file and reuse it for
redeploying the application or for deploying other applications.

However, if you change the configuration of an application after it is deployed (for
example, if you modify the MDS configuration of an application), then any existing
deployment plans you saved no longer represent the configuration settings of the
deployed application.

In such a situation, you can fetch a new deployment plan that more closely represents
the configuration of the deployed application.

To fetch the deployment plan of an application that is currently deployed:
1. From the WebLogic Domain menu, choose Deployments.
2. Select an application from the list of currently deployed applications.
3. Click Fetch Deployment Plan.
The Fetch Deployment Plan page is displayed.
4. Select a location where you want to save the deployment plan, and click Fetch.

You can save the plan to the computer where the Web browser is running or to the
computer where Fusion Middleware Control is running.

5. In the resulting dialog box, specify a directory location for the saved deployment
plan.

You can now use this deployment plan to later deploy or redeploy the application
using the configuration currently in use by the application.

Alternatively, you can edit a deployment plan on the Deployment Settings page of the
Application Deployment wizard.

10.7 About the Common Deployment Tasks in Fusion Middleware Control

When you deploy an application using Fusion Middleware Control, you can use the
Deployment Settings page of the Deployment wizard to perform specific deployment
configuration tasks before the application is deployed.

The following describes the deployment tasks that can appear on the Deployment
Settings page, depending on the type of application you are deploying.
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Configure Web modules

This deployment task is available when you are deploying any application that
includes a Web module. In most cases, this means the application contains a Web
application deployment descriptor (web.xml or weblogic.xml); however, a Web
module can also be identified by annotations in the Java code of the application.

You can use this deployment task to set standard Web application deployment
descriptor properties, such as:

m  Session validation interval

s Maximum age of session cookies

Configure EJBs

This deployment task is available for any application that includes an EJB module. In
most cases, this means the application contains an EJB deployment descriptor
(ejb-jar.xml or weblogic-ejb-jar.xml); however, an EJB module can also be identified by
annotations in the Java code of the application.

You can use this deployment task to set standard EJB deployment descriptor
properties, such as:

s The maximum number of beans in the free pool

s The EJB network access point

Configure Application Security

This deployment task is available for all application types. However, the options
available when you select this task vary depending on the existence of the following
files in the application:

= jazn-data.xml
If the jazn-data.xml file exists in the application, then you can:
- Append, overwrite, or ignore policy migration.
*  If you are deploying the application for the first time, then select Append.

*  If the application was previously deployed and the application
authorization policy exists, then select Append, or select Ignore to keep
the application authorization policy.

*  To overwrite the previous policy, then select Overwrite.

- Specify the Application stripe ID, if the stripe ID is inconsistent with the one
defined in the migration options.

- Specity that policies are removed when the application is undeployed.
= cwallet.sso

If an cwallet.sso file exists in the application, then you can set additional
application credential migration options.

If the application contains both files, the page displays both sections.

For more information about the settings available when you select the Configure
Application Security deployment task, see "Deploying Java EE and Oracle ADF
Applications with Fusion Middleware Control" in Securing Applications with Oracle
Platform Security Services.

If neither of these files exists in the application, then you can use this task to determine
how user roles and policies will be defined when the application is deployed. For
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example, you can choose to use only the roles and policies defined in the deployment
descriptors, or you can choose to use only the roles and policies defined on the server.
The Configure Application Security page displays the following options:

= Deployment Descriptors Only: Use only roles and policies that are defined in the
deployment descriptors.

s Custom Roles: Use roles that are defined in the Administration Console; use
policies that are defined in the deployment descriptor.

s Custom Roles and Policies: Use only roles and policies that are defined in the
Administration Console.

= Advanced: Use a custom model that you have configured on the realm's
configuration page.

Configure persistence

This deployment task is available for applications that contain one or more
persistence.xml files. Using this task, you can configure the Java Persistent API (JPA)
persistence units for the application.

You can view details about each persistence unit and define a Java Transaction API
(JTA) data source or non-JTA data source for each persistence unit.

Configuring the data sources for persistence units can be useful for applications that
take advantage of Oracle TopLink. For more information, refer to the Solutions Guide
for Oracle TopLink.

For more information about how persistence units and the persistence.xml file can be
used in Java EE applications, refer to the definition of Persistence Units in the Java EE
5 Tutorial at the following Web site:

http://download.oracle.com/javaee/5/tutorial/doc/bnbgw.html#bnbr]j

Configure ADF connections

This deployment task is available for applications that use ADF connections. You can
modify the connection information for an external application. For more information
about ADF connections, see Developing Fusion Web Applications with Oracle Application
Development Framework.

10.8 Changing MDS Configuration Attributes for Deployed Applications

If your application uses an MDS Repository, you can modify configuration attributes
after the application is deployed. To view or modify the attributes, you can use the
System MBean Browser or WLST.
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Note: Changes to the configuration persist in MDS as
customizations. Because these persist as customizations:

= Any changes made to the configuration are retained across
application deployments. For example, assume that an application
has an ExternalChangeDetectionInterval configuration attribute
value set to 40 seconds through Oracle JDeveloper. If you change
the ExternalChangeDetectionInterval configuration attribute to 50
seconds, and you redeploy the application, the value of the
attribute remains at 50 seconds.

= Ina cluster, because all instances of the deployed application
point to the same MDS Repository partition, all instances of the
application use the same value. If a configuration attribute has
been changed for one application instance, all instances of that
application in a cluster use the changed value.

The following topics describe how you can change the MDS configuration attributes:

Changing the MDS Configuration Attributes Using Fusion Middleware Control
Changing the MDS Configuration Using WLST
Restoring the Original MDS Configuration for an Application

10.8.1 Changing the MDS Configuration Attributes Using Fusion Middleware Control

To change the MDS configuration attributes of an application, take the following steps:

1.

Navigate to the application's home page by expanding Application Deployments.
Then, select an application.

The application's home page is displayed.
From the Application Deployment menu, choose System MBean Browser.
The System MBean Browser page is displayed.

Expand Application Defined MBeans, then oracle.adf.share.config, then Server:
name, then Application: name, then ADFConfig, then ADFConfig, and
ADFConfig.

Select MDSAppConfig.

The Application Defined MBeans page is displayed, as shown in the following
figure:
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wsm-pm @

5 Domain Application Deployment »  [[J) Start Up

£} shut Down...

/Domain_soa_domain/soa_dormain/wsm-pm = System

System MBean Browser
@ B
» [3 emomslogging.props
> [3 java.lang
> [3 java.nio
» [3 java.uti.logging
3 oracle.adf.share.config
» [3 Server: AdminServer
> [3 Server: soa_serverl
» [3 Server: soa_server2
» [3 oracle.adf.share.connections
» [3 oracle.as.cow
» [ oracle.as.ess
» [3 oracle.as.soainfra.bpel
» [3 oracle.as.soainfra.bpm.default
» [3 oracle.as.soainfra.config
> 3 oracle.as.util
» [3 oracle.beam.server
» C3 oracle.dfw
> [3 oracle.dms
» [ oracle.dms.context
» 3 oracle.dms.event.config
» £ oracle.dms.instrument

Application Defined MBeans: ADFCi... Apply

- KD Information

Logged in as weblogic
»

Revert

The changes made on this mbean are not managed by the
configuration session. The changes wil be applied immediately.
You cannot undo the changes from the Change Center.

 Show MBean Information

Attributes | Noftifications
MName
1 AppMetadataRepositoryInfo

4 2 AutoPurgeTimeTolLive

ConfigMBean
DeployTargetRepository

eventProvider
eventTypes

ExternalChangeDetection

8 ExternalChangeDetectionInterval

Description
Metadata repository pal
Automatically purge ver|
given time interval spec
If true, it indicates that
The repository where t
If true, it indicates that
JSR-77.
All the event's types er
Enables the application
performed external to t
The maximum time inte
detect external metadz
ExternalChangeDetectic
The maximum metadat ™
>

[ »

5. You can view the description and values for the attributes.

Table 10-2 describes the configuration attributes that are specific to MDS. Note
that other attributes, such as ConfigMBean appear in the browser, but these are
generic attributes for all MBeans.

Table 10-2 MDS Configuration Attributes for Deployed Applications

Attribute

Description

AppMetadataRepositoryInfo

AutoPurgeTimeToLive

ConfigMBean
DeployTargetRepository

eventProvider

eventTypes
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Read only. Describes the metadata repository partition
where the application is deployed.

Automatically purge versions of metadata documents older
than the given time interval, specified in seconds. Any
unlabeled versions older than this time interval are
automatically purged on any subsequent update from this
application. If the value is not set, versions are not

automatically purged.

If true, indicates that this MBean is a Config MBean.

The name of the target repository configured for the

application.

If true, it indicates that this MBean is an event provider as

defined by JSR-77.

All the event's types emitted by this MBean.
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Table 10-2 (Cont.) MDS Configuration Attributes for Deployed Applications

Attribute

Description

ExternalChangeDetection

ExternalChangeDetectionInterval

MaximumCacheSize

objectName
ReadOnly
ReadOnlyMode

RemoteNotifications

RestartNeeded

RetryConnection

SharedMetadataRepositoryInfo

stateManageable

Specifies that the MDS Repository is polled to determine if
any metadata changes have been performed on other cluster
nodes or by other applications. If changes are detected,
notifications are sent to applications that share the
repository.

Multiple applications can share metadata that is deployed
to a shared repository. Changes performed by one
application to this shared metadata can be detected by the
other application. To do this, all of the applications should
configure the shared repository as part of their application
configuration.

If the MDS Repository is being used by more than one
application in the same JVM, then MDS polls for changes if
any of those applications have ExternalChangeDetection set
to true.

This attribute should only be set to false if the application
metadata is never updated or if it is used only by this
application and on a single server node.

This attribute is applicable only to database-based
repositories. The default is true.

The maximum time interval, in seconds, to poll the MDS
Repository to determine if there are external metadata
changes. This attribute is only valid if
ExternalChangeDetection is enabled.

If the MDS Repository is shared and being used by more
than one application in the same JVM, MDS uses the lowest
of the values specified in the different applications for this
attribute. As a result, changing the value of this parameter
in one application only has an effect if the new value is
lower than any values specified in the other applications.

The default is 30 seconds.

The maximum metadata cache size limit, in kilobytes. If the
value is 0, caching is disabled. If no value is specified, there
is no cache limit. In this case, cached data is stored
indefinitely.

All the event's types emitted by this MBean.
If true, it indicates that this MBean is a read-only MBean.

Changes the application to read-only mode, so that no
updates can be made to the application's repository
partition, including configuration and application metadata.

Enables distributed remote notifications of applicable
metadata changes.This parameter is valid only if
ExternalChangeDetection is enabled.

Enables distributed remote notifications of applicable
metadata changes.This parameter is only valid if
ExternalChangeDetection is enabled.

Enables the application to retry the connection to the
metadata repository after connection failure.

Read only. Specifies the MDS Repository partition used by
the application. Note that an application can use more than
one shared metadata repository.

If true, it indicates that this MBean provides State
Management capabilities as defined by JSR-77.
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Table 10-2 (Cont.) MDS Configuration Attributes for Deployed Applications

Attribute Description

statisticsProvider If true, it indicates that this MBean is a statistic provider as
defined by JSR-77.

SystemMBean If true, it indicates that this MBean is a System MBean.

Visible If true, it indicates that this MBean is visible to the current
user.

6. To view or modify an attribute, select the attribute.
The attribute page is displayed.

7. If the attribute is not read-only, you can change the values. For example, for
AutoPurgeTimeToLive, you can change the interval, by entering a new value in
Value.

8. Click Apply.

9. Navigate up to ADFConlfig (the parent of MDSAppConfig) and select it.
10. In the Operations tab, click Save.

11. Click Invoke.

10.8.2 Changing the MDS Configuration Using WLST

10-30

You can change the MDS configuration of an application using WLST. The following
example shows a WLST script that reads and then sets the ReadOnlyMode attribute:

Getting ReadOnlyMode Attribute from MBean

connect ('username', 'password', ' hostname:port')

application = 'application_name'
attribute = 'ReadOnlyMode'
beanName = 'oracle.adf.share.config:ApplicationName='+ application

+',name=MDSAppConfig, type=ADFConfig,Application="+ application
+',ADFConfig=ADFConfig, *'

beanObjectName = ObjectName (beanName)

beans = mbs.queryMBeans (beanObjectName, None)
bean = beans.iterator () .next().getObjectName ()
custom()

value = mbs.getAttribute(bean, attribute)
print value

Setting ReadOnlyMode Attribute from MBean

attr = Attribute(attribute, Boolean(0))
mbs.setAttribute (bean, attr)

value = mbs.getAttribute(bean, attribute)
print value

Saving the Changes. This is required to persist the changes.

adfConfigName = 'oracle.adf.share.config:ApplicationName='+ application +
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', name=ADFConfig, type=ADFConfig,Application="'+ application + ', *'
adfConfigObjectName = ObjectName (adfConfigName)

adfConfigMBeans = mbs.queryMBeans (adfConfigObjectName, None)
adfConfigMBean = adfConfigMBeans.iterator () .next().getObjectName ()
mbs . invoke (adfConfigMBean, 'save', None, None)

10.8.3 Restoring the Original MDS Configuration for an Application

To restore the original MDS configuration for an application:

1.

Navigate to the application's home page by expanding Application Deployments.
Then, select an application.

The application's home page is displayed.
From the Application Deployment menu, choose System MBean Browser.
The System MBean Browser page is displayed.

Expand Application Defined MBeans, then oracle.adf.share.config, then Server:
name, then Application: name, then ADFConfig, and then ADFConfig.

Select the Operations tab.

Select RestoreToOriginal Configuration.

The Operation: restoreToOriginalConfiguration page is displayed.
Click Invoke.

Use this operation with caution. It causes all changes made to the original
adf-config.xml file to be discarded. The adf-config.xml is restored to the base
document.
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Part V

Monitoring Oracle Fusion Middleware

This part provides information about how to find information about the cause of an
error and its corrective action, to view and manage log files to assist in monitoring
system activity and to diagnose problems and how to monitor Oracle Fusion
Middleware.

Part V contains the following chapters:

s Chapter 11, "Monitoring Oracle Fusion Middleware"

s Chapter 12, "Managing Log Files and Diagnostic Data"
»  Chapter 13, "Diagnosing Problems"






11

Monitoring Oracle Fusion Middleware

This chapter describes how to monitor Oracle Fusion Middleware using Fusion
Middleware Control, Oracle WebLogic Server Administration Console, and the
command line.

It describes the following sections:
= Section 11.1, "Monitoring the Status of Oracle Fusion Middleware"
= Section 11.2, "Viewing the Performance of Oracle Fusion Middleware"

»  Section 11.3, "Viewing the Routing Topology"

11.1 Monitoring the Status of Oracle Fusion Middleware

Monitoring the health of your Oracle Fusion Middleware environment and ensuring
that it performs optimally is an important task for the administrator.

Oracle Fusion Middleware provides the following methods for monitoring the status
of your environment:

Oracle Fusion Middleware provides the following methods for monitoring the status
of your environment:

= Fusion Middleware Control: You can monitor the status of Oracle WebLogic Server
domains, clusters, servers, Java components, system components, and
applications. Navigate to the entity's home page, for example, to the home page
for an Oracle HTTP Server instance.

s Oracle WebLogic Server Administration Console: You can monitor the status of
Oracle WebLogic Server domains, clusters, servers, Java components, and
applications. From the Administration Console, navigate to the entity's page. See
"Overview of the Administration Console" in Understanding Oracle WebLogic Server
for information on monitoring using the console.

s The command line: You can monitor the status of your environment using the
WLST state command.

Most of the monitoring tasks in this chapter describe how to monitor using Fusion
Middleware Control or the command line.

The following topics provide more detail:

= Monitoring an Oracle WebLogic Server Domain

= Monitoring an Oracle WebLogic Server Administration or Managed Server
= Monitoring a Cluster

= Monitoring a Java Component
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Monitoring a System Component

Monitoring Java EE Applications

Monitoring ADF Applications

Monitoring SOA Composite Applications
Monitoring Applications Deployed to a Cluster

Monitoring the Status of Components Using the Command Line

11.1.1 Monitoring an Oracle WebLogic Server Domain

You can view the status of a domain, including the servers, clusters, and deployments
in the domain from the domain home page of Fusion Middleware Control:

1.

From the WebLogic Domain menu, select Home.

The domain home page is displayed, as shown in the following figure:

soa_domain ® Logged in as weblogic
£l WebLogic Domain ~ Page Refreshed Mar 17, 2014 11:29:55 AM PDT ()

Summary & Clusters 8y
General View ¥ »

. ) ) Clust
Administration Server AdminServer S AT S Cluster Mese
Administration Server slc01fkr.us.oracle.com Address Mod:

Host ﬁsoa cluster_1 3 Unic |E
Administration Server 7001 P T N
Listen Port 18
Support Workbench 0
Problems B e .
Tools

To configure and manage this WebLogic
Domain, use the Webloagic Server Administration

Console. | ol
my
Servers &,
View ~ »
W Name Status Dep
LN 3 Application Deployments
¢ £g504a
E% soa-infra ﬁ 503_
S = @ defautt

u{lﬁ ATAAsyncError

b

This page shows the following:

A general summary of the domain, along with a link to the Oracle WebLogic
Server Administration Console

Information about the servers, both the Administration Server and the Managed
Servers, in the domain

Information about the clusters in the domain
Information about the deployments in the domain

A Resource Center, which provides links to more information

For information about monitoring an Oracle WebLogic Server domain using the Oracle
WebLogic Server Administration Console, see "Overview of the Administration
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Console" in Understanding Oracle WebLogic Server. The Administration Console
provides details about the health and performance of the domain.

11.1.2 Monitoring an Oracle WebLogic Server Administration or Managed Server

You can view the status of a WebLogic Server Administration Server or Managed
Server in Fusion Middleware Control:

1. From the navigation pane, expand the domain.
2. Select the server.
The server home page is displayed.

The following figure shows the home page for a Managed Server:

@ soa_server1 ® Logaed in 3s weblogicl ]

5 WebLogic Server ~ [ Start Up [} Shut Down...

L.com

Page Refreshed Mar 17, 2014 11:53:58 AM PDT Cp

Summary Response and Load
General Tools 1.0
Up Since Mo 14,2014 @TO configure and 0.8 c
PN p:3s:10aM  manage this 0.6
Version 12.1.3.0.0 WebLogic Server, usi 0.4
- ) the Weblogic Server .
State Running Administration 0.2
Health 0K Console. 0.0 -1.0
Server Configured
Type 0.8
Cluster soa_cluster_1 0.6
CPU Usage 0.73 0.4
(%) 0.2
Heap 1,061.59 “o0a
Usage (MB) 11:40 AM _ 11:45 11:50 ’
Java Oracle Mar 17 14
Vendor Corporation n ‘ N
Java 1.7.0_17
Version B Request Processing Time (ms)
M Requests (per minute)
Support 0
Workbench Table View
Problems
Servlets and 1SPs EJBs
Active Sessions 0 Beansin 0
Request Processing 0 Use
Time {ms) Bean 2.72 b

This page shows the following:

= A general summary of the server, including its state, and information about the
servlets, JSPs, and E]Bs running in the server

= Response and load

» Information about the applications deployed to the server

For information about monitoring servers using the Oracle WebLogic Server
Administration Console, see "Overview of the Administration Console" in
Understanding Oracle WebLogic Server. The Administration Console provides details
about the health and performance of the server.

11.1.3 Monitoring a Cluster

You can view the status of a cluster, including the servers and deployments in the
cluster using Fusion Middleware Control:
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1. From the navigation pane, expand the domain.

2. Select the cluster.

The cluster page is displayed, as shown in the following figure:

& soa_cluster_1 @
2 webLogic Cluster ~ [ Start Up

3 shut Down...

Logged in as weblogic
Page Refreshed Mar 17, 2014 11:58:11 AM PDT O

Summary o - Response and Load f o -
General
0.8
Cluster Address
Cluster Broadcast Channel 4
Session Replication Type (Mone) 0.0
Default Load Algorithm  Round Rohin 0.8 o
Cluster Messaging Mode Unicast 0.4 -
Support Workbench Problems 0 0.0
11:42 AM 11:47 11:52 )
Tools Mar 17 14
& To configure and manage this WeblLogic Cluster, use 0 3
J q . . y
the Weblogic Server Administration Console B Request Processing Time (ms)
B Requests (per minute}
DI 8. Table View
Vo = = Servers &
View = »
Mame Status Deployed On
Name a~ Status  °VET pogr
Type
[ Internal Applic -
» [} Resource Ada '_ ess_serverl @ Configur... SSaluEs
@ . .
s, ACEOT_FYT_Mo -1%‘ soa_cluster_1 soa_serverl ‘1@ Configur_. @ »
% Actor_FYL % ess_serverl u .\j:’ soa_senver? ‘1@ Configur...
@ accor v @ soa_serven 4 [« m b =

This page shows the following:

A general summary of the cluster, including the broadcast channel, if
appropriate, the load algorithm, and the messaging mode

A response and load section, which shows the requests per minute and the
request processing time

A deployments section with information about the applications deployed to
the cluster

A servers section, with a table listing the servers that are part of the cluster

See Also: "Overview of the Administration Console" in
Understanding Oracle WebLogic Server for information about
monitoring a cluster using Oracle WebLogic Server Administration
Console. The Administration Console provides details about the
health and performance of the cluster.

11.1.4 Monitoring a Java Component

You can view the status of a Java component, including whether the component is
started, in the component home page in Fusion Middleware Control.

To monitor a Java component, such as Oracle Enterprise Scheduler:

1.

From the navigation pane, expand the type of component, such as Scheduling

Services.

Select the component. For example, select the ESSAPPinstance.

The component home page is displayed, as shown in the following figure:
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@ essapp @ Logged in as weblogic
[ scheduling Service Group ~ Page Refreshed Mar 17, 2014 12:01:33 PM PDT ()

Top 10 Long Running Job Requests  Top 10 Ready Job Requests

Scope '6 Current Scheduling Service '_ All Scheduling Services sharing the ESS repository

Reguest ID Processor Run Time <= Jlob Definition Submitted By Apr
MNo Running Job Requests.

g 1 3
Show All Running

m

Scheduler Components o2 Response and Load o2
| Start Stop

0.8
Component Status Enabled Deplo
Request Processor  Started Yes 503_5 0.4
Request Dispatcher Started Yes S0@_S5i 0.0 s
Request Processor  Started Yes S0@_si 0.8
Request Dispatcher Started Yes S0@_S5i 0.4
G| 1 b .

— 0.0 -
Completed Job Requests - Last Hour o 11:4%1AM1? » 11:54 11:59
ar

E 4 »

M Average Processing Time over fast hour (min...
M Requests Completed over last hour

Mo job requests
completed in kst 1

m

Table View =

This page shows the following;:

s The top 10 long running job requests
s Scheduler components

= A chart showing response and load

s Completed Job Requests in the last hour.

See Also: "Overview of the Administration Console" in
Understanding Oracle WebLogic Server for information about using the
Oracle WebLogic Server Administration Console to monitor Java
components

11.1.5 Monitoring a System Component
To monitor a system component, such as Oracle HTTP Server:

1. From the navigation pane, expand the component type, such as HTTP_Server.
2. Select the component, such as ohsl.

The component home page is displayed, as shown in the following figure:
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@ ohs1i @ Logged in as weblogic! F

a Oracle HTTP Server = [[J) Start Up [ Shut Down... Page Refreshed Apr 10, 2014 11:24:35 AM PDT | O
Virtual Hosts 2 Response and Load N
MName | Request Throughput (reque 30

localhost.localdom... |

20
*14443-10.240.82._ |

10

0

6
4
< 1] 3 2 =
isti - 0
(il B (e TS SR u 112 A 11:16 11:20 11:24
April 10 2014
MName Throughput (reque
o -
mod_dms.c - M Request Processing Time (milli seconds)
mod_plsgl.c = M Request Throughput (requests per second)
mod_weblogic.c Table View
mod_ssl.c
mod_rewrite.c CPU and Memory Usage &
mod_context.c 1.0
mod_setenvif.c 0.8
mod_unique_id.c gg
mod usertrack.c Bl 0'2
< » 0.0 P— T
200
100
0
11:12 AM 11:16 11:20 11:24
April 10 2014 -

This page shows the following:

A response and load section, which shows the requests per second and the request
processing time

CPU and memory usage
The virtual hosts, with their names, request throughput and response size.

Module request statistics, with a list of modules and the throughput for each.: A
table listing the processing time for each module

A Resource Center with links to relevant documentation

11.1.6 Monitoring Java EE Applications

To monitor a Java EE application using Fusion Middleware Control:

1.

From the navigation pane, expand Application Deployments, then select the
application to monitor.

The application's home page is displayed.

In this page, you can view a summary of the application's status, entry points to
the application, Web services and modules associated with the application, and the
response and load.

The following figure shows a portion of the application's home page:
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testappla @

4 Domain Application Deployment » [ Start Up

Summary

General

State
Health

Source
Path

Staging
Mode

Plan
Staging
Mode
Security
Model
Application
Type

0o o

Active
0K

/scratch/oraclel/Oracle/domains/soa_
domain/sysman/upload/deploy/testappla/
archive/testappla.ear

(not specified)

(not specified)

DDOnly

Enterprise Application

Deployments o1

View ~

Name

&3 Shut Down...

%[testappla @'

Data Sources &

This page shows the following:

Modules
Name
testappl-web.war

Web Services

Name

No Web Services Found

Server

‘| 1

Logaged in as weblogic

Module Type
Web Application

o2

Applicatiol

Page Refreshed Mar 17, 2014 12:51:26 PM PDT o

m

= A summary of the application, including its state, and information about active

sessions, active requests, and request processing time

= A Deployments section, with the application and its status.

= A list of modules with the type of module for each

11.1.7 Monitoring ADF Applications

To monitor an ADF application:

1. From the navigation pane, expand Application Deployments, then select the

application to monitor.

The application's home page is displayed.

The following figure shows a portion of the application's home page:
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mdsappdbl @

5 Domain Application Deployment = [ Start Up

General

State
Health

Source
Path

Staging
Mode

Plan
Staging
Mode
Security
Model
Application
Type

Active
0K

/scratch/oraclel/Oracle/domains/soa_
domain/sysman/upload/deploy/mdsappdb1/
archive/mdsappdbl.ear

(not specified)

(not specified)

DDOnly

Enterprise Application

Deployments o3

View »

MName

% mdsappdb1 ‘ﬁ

Data Sources &

MName

Location

No datasources found

& Shut Down...

mdsappdbweb.war
Web Services

Name

Mo Web Services Found

Server

4 | {11

Logged in as weblogic

Web Application
&

Applicatiol

Page Refreshed Mar 17, 2014 12:57:11 PM PDT O

m

= A summary of the application, including its state, the Managed Server on

which it is deployed, and information about active sessions, active requests,
and request processing time

Deployments, which lists the servers on which the application is deployed.
A list of modules with the type of module for each

A list of data sources

2. To view health of the environment, from the Application Deployments menu
choose Monitoring, then Environment Monitoring. The Environment Monitoring
page is displayed.

It contains tabs for Health, Query Caching, Workload, and Coherence.

11.1.8 Monitoring SOA Composite Applications

To monitor a SOA composite application:

1. From the navigation pane, expand SOA, then soa-infra. Select the application to
monitor.

The application's home page is displayed.

2. From this page, you can monitor the running instances, faults and rejected
messages, and component metrics.

The following figure shows part of a SOA composite home page:
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® customerservice [1.0] @ Logged in as weblogic| [3] -
o[ 504 Composite = Page Refreshed Mar 19, 2014 7:44:04 AM PDT G
Active | Refire ... Shut Do, . Test - Settings... w | @ [ &P Related Links ~

Dashboard = Composite Definition  Flow Instances  Unit Tests | Policies

Components
Marme Component Type
5 GetCustomersBPEL BPEL
5% DeleteCustomerBPEL BPEL
5 GetCustomerBREL BPEL
5% PUtCUstomerBPEL BPEL
1ff,:CustomerMet:IiatorSer\u’ice Mediator

Services and References

Marme Type Usage Total Messages  Average Processing Time (sec)
g:CustomerMediatorService_ep Web Service Service u] 0,000

.:;CustomerRestService REST Einding Service u] 0,000
r{'EzCustomerSer\u'ice.ﬂu:lapter JCA Adapter Reference o 0.000

This page, with the Dashboard tab selected, shows the following:
= A table containing a list of composites

= A table containing services and references

11.1.9 Monitoring Applications Deployed to a Cluster

If you deploy an application to a cluster, Oracle Fusion Middleware automatically
deploys the application to each Managed Server in the cluster. As a result, there is an
instance of the application on each server.

There are times when you want to monitor the performance of the application on an
individual server, and times when you want to monitor the overall performance of the
application across all the servers in the cluster.

For example, normally, you would manage the overall performance of the application
to determine if there are any performance issues affecting all users of the application,
regardless of which instance users access. If you notice a performance problem, you
can then drill down to a specific instance of the application to determine if the problem
is affecting one or all of the application instances in the cluster.

Fusion Middleware Control provides monitoring pages for both of these scenarios:
1. From the navigation pane, expand Application Deployments.
Fusion Middleware Control lists the applications deployed in the current domain.

2. If an application has been deployed to a cluster, expand the application in the
navigation pane. Fusion Middleware Control shows that it is deployed to the
cluster to indicate that it represents more than one instance of the application on
the cluster:

B testappla
&, testappla (soa_cluster_1)
% testappla (ess_serverl)
% testappla (soa_serverl)
% testappla (soa_server2)
B usermessagingdriver-email

3. Monitor the overall performance of the application on the cluster by clicking the

cluster application, or monitor the performance of the application on a single
server by clicking one of the application deployment instances.
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11.1.10 Monitoring the Status of Components Using the Command Line
To monitor the status of components using the WLST command line:
= For Java components, use the WLST state command, with the following format:
state(name, type)
For example, to get the status of the Managed Server serverl, use the following
command:

wls: /mydomain/serverConfig> state('serverl', 'Server')
Current state of "serverl": SUSPENDED

= To monitor the status of system components, use the WLST state command,
with the following format:

Oracle Fusion Middleware provides the following methods for monitoring the
status of your environment:

To monitor the status of system components, use the WLST state command,
with the following format:

state('component_name') ]

For example, to view the status ohs1, use the following command:

state('ohsl')]

11.2 Viewing the Performance of Oracle Fusion Middleware

If you encounter a problem, such as an application that is running slowly or is
hanging, you can view more detailed performance information, including
performance metrics for a particular target, to find out more information about the
problem.

Oracle Fusion Middleware automatically and continuously measures run-time
performance. The performance metrics are automatically enabled; you do not need to
set options or perform any extra configuration to collect them.

Note that Fusion Middleware Control provides real-time data. If you are interested in
viewing historical data, consider using Oracle Enterprise Manager Grid Control.

For example, to view the performance of an Oracle WebLogic Server Managed Server:
1. From the navigation pane, expand the domain.
2. Select the server to monitor.

The Managed Server home page is displayed.

3. From the WebLogic Server menu, choose Monitoring, then Performance
Summary.

The Performance Summary page is displayed. It shows performance metrics, as
well as information about response time and request processing time for
applications deployed to the Oracle WebLogic Server.

4. To see additional metrics, click Show Metric Palette and expand the metric
categories.

The following figure shows the Performance Summary page with the Metric
Palette displayed:
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* soa_serverl @ Logged in as weblogicl F
_, WebLogic Server ~ [ Start Up [} Shut Down... Page Refreshed Mar 19, 2014 10:21:49 AM PDT Cp
Performance Summary +  Metric Palette
Past 15 minutes 15 minutes Slider ['.;23 View v  Search +
_, soa_serverl -

m

Save Charts View v Overlay ¥ | Hide Metric Palette [C) Metrics
D Application Overview Metrics
[7) Application Work Manager Metrics

r‘ I_J Connection Pool Metrics By Server

m

General
15

10 I_J Datasource Mefrics
3 [7] E3B Module Metrics
0 (21 E3B Pool Metrics
D EJB Transaction Mefrics
[C7] Java EE Web Service Endpoint Metrics
[ M5 Destination Metrics
7T — [1 Ms Metrics
30 I_J IMS Server Mefrics

20 ] Request Processing |_J JTA Metrics
Time {ms) — )
10 [C2) 1TA Resource Metrics
0 [Z] VM Class Loading

W CPU Usage (%)

W Active Sessions

[Z2) 3vM compilation Metrics

= Requests (per [Z] 7vM Garbage Collectors
minute)

100

30 [0 Ps MarkSweep

Rarhana Crllartnr - Evaritinn Tirma (cinea obark

0

5. Select a metric to add it to the Performance Summary.

6. To overlay another target, click Overlay, and select the target. The target is added
to the charts, so that you can view the performance of more than one target at a
time, comparing their performance.

7. To customize the time frame shown by the charts, you can:

s Click Slider to display a slider tool that lets you specify that more or less time
is shown in the charts. For example, to show the past 10 minutes, instead of
the past 15 minutes, slide the left slider control to the right until it displays the
last 10 minutes.

m  Select the calendar and clock icon. Then, enter the Start Time and End Time. If
there is no data available for those times, a confirmation message displays,
explaining the timeline will be automatically adjusted to the time period for
which the data is available.

You can also view the performance of a components, such as Oracle HTTP Server or
Oracle SOA Suite. Navigate to the component and select Monitoring, then
Performance Summary from the dynamic target menu.

11.3 Viewing the Routing Topology

Fusion Middleware Control provides a Topology Viewer for the domain. The Topology
Viewer is a graphical representation of routing relationships across components and
elements of the domain You can easily determine how requests are routed across
components. For example, you can see how requests are routed from Oracle HTTP
Server, to a Managed Server, to a data source.

Note: To view relationships between Oracle WebLogic Server and
Oracle HTTP Server, each target must be running and show its status
as Up.
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The Topology Viewer enables you to easily monitor your Oracle Fusion Middleware
environment. You can see which entities are up and which are down.

You can also print the topology.

To view the topology:

1.

From the WebLogic Domain menu, click Routing Topology.
The Routing Topology page is displayed.

2. The following shows the Routing Topology page with information about the
Managed Server:
& soa_serverl @ Logged in as weblogicl [ «
5} WebLogic Server ~ [[J] Start Up [} Shut Down... Page Refreshed Mar 19, 2014 10:35:03 AM PDT O

Routing Topology

Return to Current Target View By Middleware EI T P sc B 57 EBResetrnd @R »

5 AdminServer (5]

% mds-bam

% mds-owsm

% mds-soa

@ Internal Applications (3) Eg

%I Resource Adapters {2 ORCL.US.ORACLE.COM

3

bam_server1 (10]

3

1% Properties for soa_serverl
ums_serverl (12]

& [/Domain_soa_domaim" soa_domain/soa_serverl

.@. soa_duster_1({114) Version 12.1.3.0.0
gy ess serverd (32) Oracle Home fscratch/oraclel/Oracle/Middleware/Oracle_Home
= Middleware Home /scratch/oraclel/Oracle/Middleware/Oracle_Home
Domain Home  fscratchforaclel/Oracle/domains/soa_domain
&l soa_server2 (39) Host slc01fkr.us.oracle.com
Member of /Domain_soa_domain/soa_domain/soa_cluster_1

5 soa_serverl (40)

With Topology Viewer, you can also:

Choose how to group the routing. From the View By menu, you can choose to
group by Middleware, host, or application.

Show or hide the filters.

View the targets by status. Click the green up arrow or the red down arrow at the
top of the page. A list of the targets with the specified status is shown.

Search for a target within the topology. This makes it easier to find a target if you
have many targets. Click the Toggle Find Toolbar. Then, enter the name, type, of
status, and click Find.

The Find results box is displayed. Click the target name to highlight the target. The
topology is repositioned so you can see the target if it was not previously visible in
the viewing area.

Hide or show the status or metrics. From Options, click Annotations, then Status,
Metrics, Metric Names and Values, or No Metrics.
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If you select Metrics or Metric Names and Values, one or more key performance
metrics for the component are displayed. (You cannot change the metrics that are
displayed.)

Reposition the topology and change its orientation:

- To change the orientation, from the Options menu, choose Layout, then Left to
Right or Top Down.

- To reposition the topology, click in the topology, but not on a target or route.
Drag the topology to position it.

- To change what is visible in the topology view, click the arrow in the
right-hand bottom corner Then, drag the shaded section in the navigator
window, which is located in the bottom right.

Navigate to the home page of a target. Right-click the target, and select Home.

Perform operations directly on the target by right-clicking. The right-click target
menu is displayed. For example, from this menu, you can start or stop an Oracle
WebLogic Server or view additional performance metrics.

View the routing relationships between components. For example, you can view
the routing from Oracle HTTP Server to Oracle WebLogic Server. Clicking on the
line between the two targets displays the URLs used.
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Managing Log Files and Diagnostic Data

Oracle Fusion Middleware components generate log files containing messages that
record all types of events, including startup and shutdown information, errors,
warning messages, and access information on HTTP requests. This chapter describes
how to find information about the cause of an error and its corrective action and to
view and manage log files to assist in monitoring system activity and in diagnosing
problems.

It contains the following sections:

s Section 12.1, "Overview of Oracle Fusion Middleware Logging"

»  Section 12.2, "Understanding ODL Messages and ODL Log Files"

= Section 12.3, "Viewing and Searching Log Files"

= Section 12.4, "Configuring Settings for Log Files"

»  Section 12.5, "Correlating Messages Across Log Files and Components"

»  Section 12.6, "Configuring Tracing"

12.1 Overview of Oracle Fusion Middleware Logging
The following topics describe HTTP access logging and diagnostic logging.
s Understanding Oracle Fusion Middleware HTTP Access Logging
s Understanding Oracle Fusion Middleware Diagnostic Logging

12.1.1 Understanding Oracle Fusion Middleware HTTP Access Logging

By default, Oracle WebLogic Server is configured to use the common log format for
HTTP access logs. Oracle WebLogic Server also supports the extended log format, an
emerging standard defined by the draft specification from the World Wide Web
Consortium (W3C).

When you install Oracle WebLogic Server with Oracle JREF, it uses the extended log
format for HTTP access logs by default. The extended log format allows you to specify
the type and order of information recorded about each HTTP communication.

Oracle Fusion Middleware supports the following field identifiers:

= date: The date at which transaction completed. The field has the format
YYYY-MM-DD. All dates are specified in GMT.

s time: The time at which transaction completed. The field has the format HH:MM,
HH:MM:SS or HH:MM:SS.S where HH is the hour in 24 hour format, MM is
minutes and SS is seconds. All times are specified in GMT.
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s cs-method: The request method, for example GET or POST. This field has type
<name>, as defined in the W3C specification.

s cs-url: The full requested URI. This field has type <uri>, as defined in the W3C
specification.

»  ctx-ecid: The Execution Context ID (ECID). The ECID is a globally unique
identifier associated with the execution of a particular request.

s ctx-rid: The Relationship ID (RID). The RID distinguishes the work done in one
thread on one process, from work done by any other threads on this and other
processes on behalf of the same request.

= sc-status: The status code of the response, for example (404) indicating a ""File not
found" status. This field has type <integer>, as defined in the W3C specification.

For information about the extended log format fields, see:

http://www.w3.0org/TR/WD-logfile.html

12.1.2 Understanding Oracle Fusion Middleware Diagnostic Logging

Most Oracle Fusion Middleware components write diagnostic log files in the Oracle
Diagnostic Logging (ODL) format. Log file naming and the format of the contents of
log files conforms to an Oracle standard. By default, the diagnostic messages are
written in text format.

ODL provides the following benefits:

»  The capability to limit the total amount of diagnostic information saved. You can
set the level of information saved and you can specify the maximum size of the log
file and the log file directory.

= When you reach the specified size, older segment files are removed and newer
segment files are saved in chronological fashion.

s Components can remain active, and do not need to be shutdown, when older
diagnostic logging files are deleted.

You can view log files using Fusion Middleware Control or the WLST displayLogs
command, or you can download log files to your local client and view them using
another tool (for example, a text editor or another file viewing utility).

Note: Oracle WebLogic Server does not use the ODL format. For
information about the Oracle WebLogic Server log format, see
Configuring Log Files and Filtering Log Messages for Oracle WebLogic
Server.

12.2 Understanding ODL Messages and ODL Log Files

Using ODL, diagnostic messages are written to log files and each message includes
information, such as the time, component ID, and user.

The following example shows an ODL format error messages from Oracle HTTP
Server:

[2014-03-13T12:31:29.0584-07:00] [OHS] [NOTIFICATION:16] [OHS-9999]
[mod_weblogic.c] [host_id: example] [host_addr: nn.nnn.nn.nn] [pid: 12789]
[tid: 46919953675776] [user: username VirtualHost: main

WebLogic Server Plugin version 12.1.2 <WLSPLUGINS_MAIN_LINUX.X64_130502.1731>
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In the message, the fields map to the following attributes, which are described in
Table 12-1:

Timestamp, originating: 2014-03-13T12:31:29.0584-07:00
Organization ID: OHS

Message Type: NOTIFICATION: 16

Component ID: mod_weblogic.c

HostID: host_id: example

Host Address: host_addr: nn.nnn.nn.nn

Process ID: pid: 12789

Thread ID: tid: 46919953675776

User ID: userId: username

Virtual Host: VirtualHost: main

Message Text: "WebLogic Server Plugin version 12.1.2

<WLSPLUGINS_MAIN_LINUX.X64_130502.1731>"

By default, the information is written to the log files in ODL text format. You can
change the format to ODL XML format, as described in Section 12.4.4.

Table 12-1 describes the contents of an ODL message. For any given component, the
optional attributes may not be present in the generated diagnostic messages.

Table 12-1 ODL Format Message Fields

Attribute Name Description Required
Timestamp, Originating ~ The date and time when the message was generated. This reflects the local ~Yes
(TIME) time zone.
Timestamp, normalized The timestamp normalized for clock drift across hosts. This field is used No
(time_norm) when the diagnostic message is copied to a repository on a different host.
Organization ID (org_id) = The organization ID for the originating component. No
INSTANCE_ID The name of the instance to which the component that originated the No
(INST_ID) message belongs.
COMPONENT ID The ID of the component that originated the message. Yes
(COMP_ID)
MESSAGE_ID (MSG_ID) The ID that uniquely identifies the message within the component. The ID  Yes

consists of a prefix that represents the component, followed by a dash,

then a 5-digit number. For example:

OHS-51009
MESSAGE_TYPE The type of message. Possible values are: INCIDENT_ERROR, ERROR, Yes
(MSG_TYPE) WARNING, NOTIFICATION, TRACE, and UNKNOWN. See Table 12-3

for information about the message types.
MESSAGE_LEVEL The message level, represented by an integer value that qualifies the Yes
(MSG_LEVEL) message type. Possible values are from 1 (highest severity) through 32

(lowest severity). See Table 12-3 for information about the message levels.
HOST_ID (HOST_ID) The name of the host where the message originated. No
HOST_NW_ADDR The network address of the host where the message originated. No
(HOST_ADDR)
MODULE_ID (MODULE) The ID of the module that originated the message. If the component is a Yes

single module, the component ID is listed for this attribute.
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Table 12-1 (Cont.) ODL Format Message Fields

Attribute Name

Description

Required

PROCESS_ID (PID)

THREAD_ID (TID)
USER_ID (USER)
ECID

RID

SUPPL_ATTRS

MESSAGE TEXT (TEXT)
Message Arguments (arg)

Supplemental Detail

The process ID for the process or execution unit associated with the
message.

The ID of the thread that generated the message.
The name of the user whose execution context generated the message.

The Execution Context ID (ECID), which is a global unique identifier of the
execution of a particular request in which the originating component
participates. You can use the ECID to correlate error messages from
different components. See Section 12.5 for information about ECIDs.

The relationship ID (RID), which distinguishes the work done in one
thread on one process, from work done by any other threads on this and
other processes, on behalf of the same request. See Section 12.5 for
information about RIDs.

An additional list of name/value pairs which contain component-specific
attributes about the event.

Oracle Fusion Middleware provides the supplemental attribute DSID
(Diagnostic Session ID). DSID is an ID for a user session and is used to
mabp a set of log messages, incidents, and other diagnostic data to a user
session. For example, you can see if a specific incident generated in a user
session may have been proceeded by earlier incidents in the same session,
and could therefore be the root cause of the subsequent incident.

The text of the message.
A list of arguments bound with the message text.

Supplemental information about the event, including more detailed
information than the message text.

No

No
No
Yes

The log file location depends on the type of component:

] For

(UN

most Java components, the log file location is:

IX) DOMAIN_HOME/servers/server_name/logs

(Windows) DOMAIN_HOME\servers\server_name\logs

The default name of a log file is server-name-diagnostic.log.

s For

(UN

system components, the default log file location is:

IX) DOMAIN_HOME/servers/component_name/logs

(Windows) DOMAIN_HOME\servers\component_name\logs

Table 12-2 shows the log file location for components of Oracle Fusion Middleware.

Table 12-2 Log File Location for Oracle Fusion Middleware Components

Component

Log File Location

Fusion Middleware Control

Oracle Application Development

Framework

Oracle Business Activity
Monitoring

Oracle Business Process
Management
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DOMAIN_HOME/sysman/log/emoms.log
DOMAIN_HOME/sysman/log/emoms.trc

DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log

DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log

DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log
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Table 12-2 (Cont.) Log File Location for Oracle Fusion Middleware Components

Component Log File Location

Oracle Enterprise Scheduler DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log
Oracle Event Processing DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log
Oracle HTTP Server DOMAIN_HOME/servers/component_name/logs/*.log

Oracle Managed File Transfer DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log

Oracle Platform Security Services = DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log

Oracle Service Bus DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log

Oracle SOA Suite DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log

Oracle TopLink DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log

Oracle Web Services Manager DOMAIN_HOME/servers/server_name/logs/owsm/msglogging
DOMAIN_HOME/servers/server_name/logs/owsm-diagnostic.log

Oracle WebLogic Server DOMAIN_HOME/servers/server_name/logs/server-name-diagnostic.log

Repository Creation Utility By default, writes to file specified in RCU_LOG_LOCATION. If not specified,

attempts to write to the following locations:
1. ORACLE_HOME/rcu/log/timestamp
2. /tmp/logdir.timestamp

12.3 Viewing and Searching Log Files

You can view, list, and search log files across Oracle Fusion Middleware components.
You can view and search log files using Fusion Middleware Control or you can
download a log file to your local client and view the log files using another tool. You
can also list, view, and search log files using the WLST command-line tool.

This section covers the following topics:

= Viewing Log Files and Their Messages

= Searching Log Files

= Downloading Log Files

Note the following about using the WLST commands to view the log files:

= To use the custom WLST logging commands, you must invoke the WLST script
from the Oracle Common home. See Section 2.4.2 for more information.

s The log viewing commands work whether you are connected or not connected to a
WebLogic server. If you are not connected, you must specify the path in the
oraclelnstance parameter, passing it the path to the domain home.

= Most of the WLST logging commands require that you are running in the
domainRuntime tree. For example, to connect and to run in the domainRuntime
tree, use the following WLST commands:

connect ('username', 'password', 'localhost:port_number')

domainRuntime ()
For more information about the commands, see "Logging Custom WLST Commands"
in the WLST Command Reference for Infrastructure Components.
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12.3.1 Viewing Log Files and Their Messages

You can view the log files using Fusion Middleware Control or WLST commands, as
described in the following topics:

= Viewing Log Files and Their Messages Using Fusion Middleware Control

= Viewing Log Files and Their Messages Using WLST

12.3.1.1 Viewing Log Files and Their Messages Using Fusion Middleware Control

You can view the messages for all of the entities in a domain, an Oracle WebLogic
Server, a component, or an application.

For example, to view the log files and their messages for a Managed Server:

1. From the navigation pane, expand the domain. Right-click the Managed Server
name and choose Logs, then View Log Messages.

The Log Messages page is displayed.

2. Expand Selected Targets and in the row for a particular component or application,
click Target Log Files.

The Log Files page is displayed. On this page, you can see a list of log files related
to the Managed Server, as shown in the following figure:

® soa_serverl @ Logged in as weblogic! 1 sico1fkr.us.oracle.com
,3 WebLogic Server ~ [ Start Up [ Shut Down... Page Refreshed Mar 19, 2014 12:02:45 PM PDT O

/Domain_soa_domain/soa_domain/soa_serverl = Log Messages >

Log Files
View » View Log File Download
Mame Directory

soa_serverl.log /scratchforaclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
soa_serverl-di.. /scratch/oraclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
access.log /scratch/oraclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
soa_serverl.out /scratch/oraclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
soa_serverl.o.. /scratchforaclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
soa_serverl.lo.. /scratchforaclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
soa_serverl.o.. /scratchforaclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
soa_serverl.lo.. fscratchforaclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
soa_serverl.o.. /scratchforaclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
soa_serverl.lo.. /scratch/oraclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
soa_serverl.lo.. /scratchforaclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
aia-trace.log /scratch/oraclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
soa_serverl-s.. [scratchf/oraclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/
aia-error.log /scratch/oraclel/Oracle/domains/soa_domain/servers/soa_serverl/logs/

3. Select a file and click View Log File.

The View Log Files page is displayed. On this page, you can view the list of
messages.

4. To view the details of a message, select the message.

The details are displayed in the pane below the listing, as shown in the following
figure:
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& soa_serverl @

5| weblogic Server ~ [ Start Up [ Shut Down...

Logged in as weblogic! 2l sico1fkr.us.oracle.com

Page Refreshed Mar 19, 2014 12:05:14 PM PDT Cp

/Domain_soa_domain,/soa_domain/soa_serverl = Log Messages > Log Files = View Log File: soa_server]

View Log File: soa_serverl.log

/scratch/oraclel/Oracle/domains/soa_domain
MName [servers/soa_serverl/logs/soa_serverl.

log
Last Mar 19, 2014 12:02:39 PM PDT
Modified

Date

Range Time Interval EI

Date

View » View Related Messages  +

Start mMar 19, 2014 02:26:06 (&Y

View  Manual Refreshlzl -
Log Server
Download Type

Sze 314.39
(KB)

m

End Mar 19, 2014 12:03:40 E@
Date

Time 4.7 Message Type Message ID Message

ar 19, 2014 2:26:06 AM PDT  Notification BEA-001128 Connection for pool "SOADataSource” hi »
Mar 19, 2014 2:26:06 AM PDT  Nofification BEA-001128 Connection for pool "SOADataSource” h;|_E_'|
Mar 19, 2014 2:26:07 AM PDT  Nofification BEA-000628 Created "1" resources for pool "EssIntern
Mar 19, 2014 2:26:07 AM PDT  Nofification BEA-000628 Created "1" resources for pool "SOADatz
Mar 19, 2014 2:26:07 AM PDT  Nofification BEA-000628 Created "1" resources for pool "EssIntern
Mar 19, 2014 2:26:16 AM PDT  Nofification BEA-001128 Connection for pool "SOALocalTxDataSo
Mar 19. 2014 2:26:21 AM PDT _ Nofification BEA-000628

< il

Created "1" resources for pool "SOADatz ~
| r

Rows Selected 1 Columns Hidden 32

Total Rows : 1000

Mar 19, 2014 2:26:06 AM PDT (Notification)

Message ID BEA-001128 Module
Message Level 1 Host
5323-f Host IP Address

Ecm ©

User
Refztionship ID 0

JDBC

slc01fkr

10.240.82.231

<WLS Kernel=

[ACTIVE] ExecuteThread: '8' for

Component soa_serverl Thread ID  queue: 'weblogic.kernel.Default

(self-tuning)’
Message Connection for pool "SOADataSource” has been closed.

By default, the messages are sorted by time, in ascending order. You can sort the
messages by the any of the columns, such as Message Type, by clicking the column
name.

To view messages that are related by time or ECID, click View Related Messages
and select by Time or by ECID (Execution Context ID).

The Related Messages page is displayed.

12.3.1.2 Viewing Log Files and Their Messages Using WLST

You can list the log files for an Oracle WebLogic Server domain, a server, or component
using the WLST 1istLogs command.

You can use this command while connected or disconnected. While connected, the
default target is the Oracle WebLogic Server domain.

To list the log files, first use the domainRuntime command as described in
Section 12.3. The following describes how to list and view log files:

To list all of the log files for the Oracle WebLogic Server wls_server_1, use the
following command:

listLogs (target='wls_server_1")
file://slcO0lfkr/scratch/oraclel/Oracle/domains/base_domain/servers/wls_server_
1/logs/wls_server_1.log

2014-03-21 06:55:37
2014-03-21 07:49:08
2014-03-21 08:46:29
2014-03-21 09:45:29

500.1K wls_server_1.10g00026
500.1K wls_server_1.10g00027
500.4K wls_server_1.10g00028
500.4K wls_server_1.10g00029
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2014-03-21 10:43:00 500.3K wls_server_1.10g00030
2014-03-21 11:39:56 500.3K wls_server_1.10g00031
2014-03-21 12:38:56 500.4K wls_server_1.10g00032
2014-03-21 13:18:06 358.1K wls_server_1l.log

file://slc0lfkr/scratch/oraclel/Oracle/domains/base_domain/servers/wls_server_
1/logs/wls_server_l.out

2014-03-13 11:00:05 4M wls_server_1.0out00001

2014-03-21 13:18:06 12.1M wls_server_1.out

»  To list the logs for a system component, use one of the following formats:

listLogs (target="'component_name')
listLogs (target="'sc:component_name')

For example, to list the logs for the Oracle HTTP Server ohsl, use the following
command:

listLogs (target='ohsl"')

»  To list the logs while disconnected, you must specify the oracleInstance
parameter, passing it the path of the domain. For example, to list the log files for
the Managed Server wls_server_1:

listLogs (oracleInstance="'/scratch/Oracle/config/domains/WLS_domain',
target='wls_server_1"')

»  To view the diagnostic messages in log files, use the WLST displayLogs
command. This command works when you are either connected or disconnected.

For example, to view the messages generated in the last 10 minutes in the log files
for the Oracle WebLogic Server domain, use the following command:

displayLogs (last=10)

[2014-03-21T13:30:11.892-07:00] [wls_server_1] [WARNING] [WSM-09004]
[oracle.wsm.resources.common] [host: slc0lfkr] [nwaddr: 10.240.82.231]

[tid: [ACTIVE].ExecuteThread: '5' for queue: 'weblogic.kernel.Default

(self-tuning) '] [userId: OracleSystemUser]

[ecid: 66217af9-247f-4344-94a9-14f90e75a586-000700b85,0] [APP: wsm-pm] [TARGET:

/base_domain/wls_server_1/wsm-pm]

[LOG_FILE: /scratch/oraclel/Oracle/domains/base_domain/servers/wls_server_

1/logs/wls_server_l-diagnostic.log]

Component auditing cannot be initialized.

[2014-03-21T13:30:11.895-07:00] [wls_server_ 1] [NOTIFICATION] [BEA-010227]
[EJB] [host: slcOlfkr] [nwaddr: 10.240.82.231] [tid: [ACTIVE].ExecuteThread:
'5' for queue: 'weblogic.kernel.Default (self-tuning)']

[userId: OracleSystemUser]

[ecid: 66217af9-247f-4344-94a9-14£f90e75a586-000700b85,0] [TXN_ID:

BEA1-7438ECB7CDFCAF163A9A]

[TARGET: /base_domain/wls_server_ 1]

[LOG_FILE: /scratch/oraclel/Oracle/domains/base_domain/servers/wls_server_

1/logs/wls_server_l.log]

EJB exception occurred during invocation from home or business:
weblogic.ejb.container.internal.StatelessEJBHomeImpl@314c2224 generated
exception: java.lang.reflect.UndeclaredThrowableException

The previous command returns the messages sorted by time, in ascending order.

s To display the logs for a system component, use one of the following formats:
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listLogs (target="'component_name')
listLogs (target="'sc:component_name')

For example, to display the log files for the Oracle HTTP Server ohs_1, use the
following command:

displayLogs (target='sc:ohs_1")

You can search the messages by specifying particular criteria and sort the output, as
described in Section 12.3.2.

See "Logging Custom WLST Commands" in the WLST Command Reference for
Infrastructure Components for more information about the 1istLogs and
displayLogs commands.

12.3.2 Searching Log Files

You can search for diagnostic messages by time, type of message, and certain log file
attributes by using Fusion Middleware Control or WLST commands, as described in
the following topics:

= Searching Log Files Using Fusion Middleware Control
s Searching Log Files Using WLST

12.3.2.1 Searching Log Files Using Fusion Middleware Control

You can search for diagnostic messages using standard and supplemental ODL
attributes using the Log Messages page of Fusion Middleware Control. By default, this
page shows a summary of the logged issues for the last hour.

You can modify the search criteria to identify messages of relevance. You can view the
search results in different modes, allowing ease of navigation through large amounts
of data.

The following sections describe how to search log files:

= Searching Log Files: Basic Searches

= Searching Log Files: Advanced Searches

12.3.2.1.1  Searching Log Files: Basic Searches This section describes how to perform
basic searches for log messages.

You can search for all of the messages for all of the entities in a domain, an Oracle
WebLogic Server, a component, or an application.

For example, to search for messages for a domain:
1. From the WebLogic Domain menu, choose Logs, then View Log Messages.

To search for messages for a component or application, select the component or
application. Then choose Logs, then View Log Messages from that target's menu.

The Log Messages page displays a Search section and a table that shows a
summary of the messages for the 10 minutes.

2. In the Date Range section, you can select either:

= Most Recent: If you select this option, select a time, such as 3 hours. The
default is 10 minutes.
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12-10

s Time Interval: If you select this option, select the calendar icon for Start Date.
Select a date and time. Then, select the calendar icon for End Date. Select a
date and time.

3. In the Message Types section, select one or more of the message types. The types
are described in Table 12-3.

4. You can specify more search criteria, as described in Section 12.3.2.1.2.

5. Click Search. The results are shown, as in the following figure:

[} soa_server2 @ Logged in as weblogicl [
5‘ WebLogic Server ~ [ Start Up [} Shut Down... Page Refreshed Mar 19, 2014 12:09:00 PM PDT O

/Domain_soa_domain/soa_domain/soa_server2 = Loc sages
Log Messages (@ ~ | Target Log Files... Manual Refresh El

Search
Selected Targets (33) -
Date  Most Recent [ 10 Days [ |=|
Range | B
* Message Incident Error \otification Trac nknown

Types
* Search 0 Selected Fields | ) All Figlds

Search

Tip: Enter one or more keywords separated by a comma. If keyword contains comma
then prepend the comma with \'. Example: weblogic, server\, weblogic server wil

" search.
View =  Show Messages ¥ | View Related Messages v »
A . Message
Time -~ Message ID Message
Type
Mdl 1%, ZUl% LUD3U4 AM FU I vwwdirng UELELLEU LINdL SENSUNS LredLled i din mvdimu Aueeor

Mar 14, 2014 10:53:09 AM PDT Warning BEA-002919  Unable to find a Work Manager with name wm/Sim ;
Mar 14, 2014 10:53:10 AM PDT Warning BEA-000000  2014-03-14 10:53:10.769/304.698 Oracle Coherer-%--;
Mar 14, 2014 10:54:06 AM PDT Warning BEA-050006 An attempt was made to look up the versioned ob
Mar 14, 2014 10:54:09 AM PDT Warning Failed to validate the xml content. Reason: cvc-cor
Mar 14, 2014 10:54:09 AM PDT Warning BEA-000000 Failed to validate the xml content. Reason: cvc-cor

6. To help identify messages of relevance, in the table, for Show, select one of the
following modes:

= Messages: Shows the matching messages.

To see the details of a particular message, click the message. The details are
displayed below the table of messages.

To view related messages, select a message, then click View Related Messages
and select by Time or by ECID (Execution Context ID).

= Group by: You can choose to group by one of the selections. This option
groups the messages based on the criteria you selected, such as Message Type
or ECID.

To see the messages, click the count in one of the message type columns. The
Messages by Message Type page is displayed. To see the details of a particular
message, click the message. The details are displayed below the table of
messages.

12.3.2.1.2 Searching Log Files: Advanced Searches You can refine your search criteria
using the following controls in the Log Messages page:

= Message: Select an operator, such as contains and then enter a value to be
matched.
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Add Fields: Click this to specify additional criteria, such as Host, which lets you
narrow the search to particular hosts. Then click Add.

For each field you add, select an operator, such as contains and then enter a value
to be matched.

Selected Targets: Expand this to see the targets that are participating in the search.
To add targets, click Add and provide information in the dialog box. To remove
targets, select the target and click Remove.

12.3.2.2 Searching Log Files Using WLST

You can search the log files using the WLST displayLogs command. You can narrow
your search by specifying criteria, such as time, component ID, message type, or ECID.
For example:

To search for error messages generated in the last 5 minutes, for a system
component such as the Oracle HTTP Server ohs1, use the following command:

displayLogs (target="'sc:ohsl', last=5)
To search for error messages generated in the last 10 minutes for the Managed
Server wls_server_1, use the following command:

displayLogs (oracleInstance="'/scratch/Oracle/config/domains/WLS_domain',
target='wls_server_1', last=10)

You can narrow your search by using the query parameter and specifying criteria,
such as component ID, message type, or ECID. In the query clause, you can specify a
query expression with any of the attributes listed in Table 12-1. Some of the criteria
you can use are:

Types of messages. For example, to search for ERROR and INCIDENT_ERROR
messages for the Managed Server wls_server_1, use the following command:

displayLogs (oracleInstance="'/scratch/Oracle/config/domains/wls_domain',
target='wls_server_1"',
query="'MSG_TYPE eq ERROR or MSG_TYPE eq INCIDENT ERROR')

A particular ECID. For example, to search for error messages with a particular
ECID (0000I3K7DCnAhKB5]Z4Eyf19wAgN000001,0") for the Managed Server wls_
server_1, use the following command:

displayLogs (oracleInstance="'/scratch/Oracle/config/domains/wls_domain',
target='wls_server_1",
query="ecid eq 0000I3K7DCnAhKB5JZ4Eyf19wAgN000001,0")

Component type. For example, to search for messages from Oracle HTTP Server
instances, use the following query:

displayLogs (query="'COMPONENT_ID eq ohs')

Range of time. To search for error messages that occurred within a specified range

of time, you specify the attribute TSTZ_ORIGINATING with both from and to
operators, using the following format:

displayLogs (query="'TSTZ_ORIGINATING from start_time and
TSTZ_ORIGINATING to end time')

You specify the date using the following ISO 8601 time format:

YYYY-MM-DDThh:mm:ss-hh:mm offset_from UTC
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For example:

2014-03-30T12:00:00:0000-08:00

For example, to display the error message from between 8:00 a.m. and 11 a.m. on
March 17, 2014, use the following command:

displayLogs (query="'TSTZ_ORIGINATING from 2014-03-17T08:00:00-07:00
and TSTZ_ORIGINATING to 2014-03-17T11:00:00-07:00")

= Group messages. To display a count of messages, grouped by specific attributes,
use the groupBy parameter to the WLST command displayLogs. For example,
to display the count of WARNING messages by component, use the following
command:

displayLogs (groupBy=['COMPONENT_ID'], query='MSG_TYPE eq WARNING')

= Group messages by supplemental attributes. If you use the DMS event tracing
commands, you can create a destination that enables you to query and group
messages by specific supplemental attributes. In this case, you use the
addDMSEventDestination command to create a destination with the property
writeDataAsMessageAttributes. (See "addDMSEventDestination" in the WLST
Command Reference for Infrastructure Components.)

Then, you can query the log messages. For example, to query by Completing
Party:

displayLogs (log="DOMAIN_
HOME/servers/AdminServer/logs/DMSEventTraceLoggerDestination-event.log",
groupBy=["SUPPL_ATTR.dms.NounType",
"SUPPL_ATTR.dms.NounPath",
"SUPPL_ATTR.org.service.CompletingParty"])

This command returns the following:

———————————————————————— e e
dms . NounType | dms.NounPath |org.service.CompletingParty | COUNT
——————————————————————— et St SRR
CallCenter_Agent | /callagent/Freya | null | 25
CallCenter_Agent | /callAgent/Johann | null | 20
CallCenter_Agent | /callagent/Rhys | null | 25
CallCenter City | /callCenter/fr/Pau | null | 2
CallCenter_City | /callCenter/fr/Vichy | null | 2
CallCenter_City | /callCenter/uk/Watford | null | 2
CallCenter_Country | /callCenter/de | null | 6
CallCenter_Country | /callCenter/fr | null | 6
CallCenter_Country | /callCenter/uk | null | 6
CallCenter_IncomingCall|/callCenter/fr/Pau/inCalls| agent | 10
CallCenter_IncomingCall|/callCenter/fr/Pau/inCalls| caller | 40

12.3.3 Downloading Log Files

You can download messages using Fusion Middleware Control or WLST commands,
as described in the following topics:

= Downloading Log Files Using Fusion Middleware Control

= Downloading Log Files for Specific Components Using Fusion Middleware
Control

= Downloading Specific Types of Messages Using Fusion Middleware Control
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s Downloading Log Files Using WLST

12.3.3.1 Downloading Log Files Using Fusion Middleware Control

You can download the log messages to a file. You can download either the matching
messages from a search or the messages in a particular log file.

To download the matching messages from a search to a file using Fusion Middleware
Control:

1. From the navigation pane, expand the domain and select the target, for example
by clicking on the domain.

2. From the dynamic target menu, such as the WebLogic Domain menu, choose Logs,
then View Log Messages.

The Log Messages page is displayed.
3. Search for particular types of messages as described in Section 12.3.2.1.

4. Select a file type by clicking Export Messages to File and select one of the
following:

= As Oracle Diagnostic Log Text (.txt)
= As Oracle Diagnostic Log Text (.xml)
= As Comma-Separated List (.csv)
An Opening dialog box is displayed.
5. Select either Open With or Save to Disk. Click OK.

12.3.3.2 Downloading Log Files for Specific Components Using Fusion Middleware
Control

To download the log files for a specific component using Fusion Middleware Control:

1. For system components, from the navigation pane, expand the installation type,
such as HTTP Server and select the component. For Java components, from the
navigation pane, expand the component type, and then select the component.

2. From the dynamic target menu, choose Logs, then View Log Messages.
The Log Messages page is displayed.
3. C(Click Target Log Files.

The Log Files page is displayed. On this page, you can see a list of log files related
to the component or application.

4. Select a log file and click Download.
5. An Opening dialog box is displayed.
6. Select either Open With or Save to Disk. Click OK.

12.3.3.3 Downloading Specific Types of Messages Using Fusion Middleware
Control

To export specific types of messages or messages with a particular Message ID to a file:
1. From the navigation pane, expand the domain and select a target.
2. From the dynamic target menu, choose Logs, then View Log Messages.

The Log Messages page is displayed.
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3. Search for particular types of messages as described in Section 12.3.2.1.
4. For Show, select Group by Message Type or Group by Message ID.

5. To download the messages into a file, if you selected Group by Message Type,
select the link in one of the columns that lists the number of messages, such as the
Errors column. If you selected Group by Message ID, select one of the links in the
Occurrences column.

The Messages by Message Type page or Message by Message ID is displayed.

6. Select a file type by clicking Export Messages to File and select one of the
following:

= As Oracle Diagnostic Log Text (.txt)
= As Oracle Diagnostic Log Text (.xml)
= As Comma-Separated List (.csv)
An Opening dialog box is displayed.
7. Select either Open With or Save to Disk. Click OK.

12.3.3.4 Downloading Log Files Using WLST

You can download log files using the WLST displayLogs command and redirecting
the output to a file. For example:

displayLogs (type=["'ERROR', 'INCIDENT_ERROR'], exportFile='/scratch/tmp/download_
log.txt"')

The messages are written to the file download_log.txt in the specified directory. By
default, they are written to standard output.

12.4 Configuring Settings for Log Files

You can change the log settings of Managed Servers and Java components using
Fusion Middleware Control or WLST.

Note: For many system components, which are listed in

Section 2.4.3, you cannot configure settings for log files using Fusion
Middleware Control. For information about how to configure options
for log files for system components, see the administrator's guide for
the component.

For Java components, you can configure the names and locations of log files, the size
of the log files, the level of information written to the log files, the format, and the
Locale encoding, as described in the following topics:

s Changing Log File Locations

= Configuring Log File Rotation

= Setting the Level of Information Written to Log Files
= Specifying the Log File Format

= Specifying the Log File Locale

Note the following about using the WLST commands to configure log settings:
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To use the custom WLST logging commands, you must invoke the WLST script
from the Oracle Common home. See Section 2.4.2 for more information.

The configuration commands, such as setLogLevel, only work in connected
mode. That is, you must connect to a running WebLogic Server instance before
you invoke the commands.

The configuration commands are supported for Java components that run within a
WebLogic Server, but are not supported for Oracle WebLogic Server. The
configuration commands are not supported for system components.

Most of the WLST logging commands require that you are running in the
domainRuntime tree. For example, to connect and to run in the domainRuntime
tree, use the following commands:

connect ('username', 'password', 'localhost:port_number')
domainRuntime ()

The 1istLoggers, getLogLevel, and setLogLevel commands work in
configand runtime mode. In config mode the commands work on loggers
that are defined in the configuration file. In runtime mode, the commands work
directly with loggers that are defined in the server JVM. By default, the
setLogLevel command sets the level on the run-time logger and updates the
logger definition in the configuration file. By default, the 1istLoggers and
getLogLevel commands return run-time loggers.

For more information about the commands, see "Logging Custom WLST
Commands" in the WLST Command Reference for Infrastructure Components.

12.4.1 Changing Log File Locations

You can change the name and location of log files by using Fusion Middleware Control
or WLST commands, as described in the following topics:

Changing Log File Locations Using Fusion Middleware Control
Changing Log File Locations Using WLST

12.4.1.1 Changing Log File Locations Using Fusion Middleware Control

To change the name and location of a component log file using Fusion Middleware
Control:

1.
2.

From the navigation pane, select the component.
From the dynamic target menu, choose Logs, then Log Configuration.
The Log Configuration page is displayed.

Note that the navigation may be different for some components. For example, for
Oracle HTTP Server, you choose Administration, then Log Configuration.

Select the Log Files tab.
In the table, select the log handler and click Edit Configuration.
The Edit Log File dialog box is displayed, as shown in the following figure:
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Edit Log File
Log File owsm-message-handler
Handler Class oracle.core.ojdl.logging.ODLHandlerFactory
* Log Path  ${domain.home}/servers/${weblogic.Name}/logs/owsm/msalogging,
Log File Format -@-Oracle Diagnostics Logging - Text! ) Oracle Diagnostics Logging - XML
Log Level E|
Use Default Attributes ::_I

Supplemental Attributes J2EE_APP.name,J2EE_MODULE.name,WEBSERVICE.name, WEBSER\

Loggers To Associate oracle.wsm.msg.logging =

Rotation Policy

{_uﬂ Size Based :j Time Based
* Maximum Log File Size (MB) 10.0 Start Time
Maximum Size Of All Log Files :
e il * Frequency Minutes
L 4
-
Retention Minutes
Period
w
Cancel | OK

5. For Log Path, enter a new path.
6. Click OK.
7. In the confirmation window, click Close.

Note that if you change the location of Oracle HTTP Server log files, the location of the
access_log and ohsn.log files are changed, but the location of console~OHS~1.log is
not changed.

12.4.1.2 Changing Log File Locations Using WLST

To change the log file location using WLST, use the configurelLogHandler
command. For example, to change the path of the logger named odl-handler, use the
following command:

configureLogHandler (name="'odl-handler', path='/scratch/Oracle/logs')

12.4.2 Configuring Log File Rotation

bug 8520773: to change to xml, must be named log.xml. In EM, don't specify file name
and log.xml will be created.

An ODL log is a set of log files that includes the current ODL log file and zero or more
ODL Archives (segment files) that contain older messages. As the log file grows, new
information is added to the end of the log file, server_name-diagnostic.log.
When the log file reaches the rotation point, it is renamed and a new log file, server_
name-diagnostic.log is created. You specify the rotation point, by specifying the
maximum ODL segment size or the rotation time and rotation frequency.

Segment files are created when the ODL log file server_name-diagnostic.log
reaches the rotation point. That is, the server_name-diagnostic.log is renamed
to server._name-diagnostic-n.log, where nis an integer, and a new server_
name-diagnostic.log file is created when the component generates new
diagnostic messages.

To limit the size of the ODL log, you can specify:
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The maximum size of the logging directory. Whenever the sum of the sizes of all of
the files in the directory reaches the maximum, the oldest archive is deleted to
keep the total size under the specified limit.

By default, the log files are rotated when they reach 10 MB. The maximum size of
all log files for a particular component is 100 MB.

The maximum size of the log file. You specify that a new log file be created when a
specific time or frequency is reached.

Note: After you change the log file rotation, the configuration is
reloaded dynamically. It may take 1 or 2 seconds to reload the
configuration.

The following topics describe how to change the rotation:

Specifying Log File Rotation Using Fusion Middleware Control
Specifying Log File Rotation Using WLST

12.4.2.1 Specifying Log File Rotation Using Fusion Middleware Control

To configure log file rotation using Fusion Middleware Control:

1.
2

6.

From the navigation pane, select the component.
From the dynamic target menu, choose Logs, then Log Configuration.
The Log Configuration page is displayed.

Note that the navigation may be different for some components. For example, for
Oracle HTTP Server, you choose Administration, then Log Configuration.

Select the Log Files tab.
In the table, select the logger and click Edit Configuration.
The Edit Log File dialog box is displayed.
In the Rotation Policy section, you can select one of the following:
= Size Based: If you select this, enter the following;:
- For Maximum Log File Size, enter the size in MB, for example, 15.

- For Maximum Size of All Log Files, enter the size in MB, for example,
150.

= Time Based: If you select this, enter the following:

— For Start Time, click the calendar and select the date and time when you
want the rotation to start. For example, select September 8, 2010 6:00 AM.

- For Frequency, you can select Minutes and enter the number of minutes,
or you can select Hourly, Daily, or Weekly.

— For Retention Period, you can specify how long the log files are kept. You
can select Minutes and enter the number of minutes, or you can specify
Day, Week, Month, or Year.

Specifying a shorter period means that you use less disk space, but are not
able to retrieve older information.

Click OK.
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7. In the confirmation window, click Close.

12.4.2.2 Specifying Log File Rotation Using WLST

To specify log file rotation using WLST, use the configureLogHandler command.
You can specify size-based rotation or time-based rotation.

For example, to specify that the log files rotate daily and that they are retained for a
week, use the following command:

configureLogHandler (name="'odl-handler', rotationFrequency='daily',
retentionPeriod="week")

To specify that the size of a log file does not exceed 5 MB and rotates when it reaches
that size, use the following command:

configureLogHandler (name="'odl-handler', maxFileSize='5M")

12.4.3 Setting the Level of Information Written to Log Files

You can configure the amount and type of information written to log files by
specifying the message type and level. For each message type, possible values for the
message level are from 1 (lowest severity) through 32 (highest severity). Some
components support only some of the levels for each message type. See the
administrator's guide for your component for more information. Generally, you need
to specify only the type; you do not need to specify the level.

When you specify the type, Oracle Fusion Middleware returns all messages of that
type, as well as the messages that have a higher severity. For example, if you set the
message type to WARNING, Oracle Fusion Middleware also returns messages of type
INCIDENT_ERROR and ERROR.

Table 12-3 describes the message types and the most common levels for each type.

Table 12-3 Diagnostic Message Types and Level

Message Type Level Description

INCIDENT_ERROR 1 A serious problem that may be caused by a bug in the
product and that should be reported to Oracle Support.

Examples are errors from which you cannot recover or
serious problems.

ERROR 1 A serious problem that requires immediate attention from
the administrator and is not caused by a bug in the product.

An example is if Oracle Fusion Middleware cannot process
a log file, but you can correct the problem by fixing the
permissions on the document.

WARNING 1 A potential problem that should be reviewed by the
administrator.

Examples are invalid parameter values or a specified file
does not exist.

NOTIFICATION 1 A major lifecycle event such as the activation or
deactivation of a primary sub-component or feature.

This is the default level for NOTIFICATION.
NOTIFICATION 16 A finer level of granularity for reporting normal events.

TRACE 1 Trace or debug information for events that are meaningful
to administrators, such as public API entry or exit points.
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Table 12-3 (Cont.) Diagnostic Message Types and Level

Message Type Level Description

TRACE 16 Detailed trace or debug information that can help Oracle
Support diagnose problems with a particular subsystem.

TRACE 32 Very detailed trace or debug information that can help
Oracle Support diagnose problems with a particular
subsystem.

The default is NOTIFICATION, level 1.

The INCIDENT_ERROR, ERROR, WARNING, and NOTIFICATION with level 1 have
no performance impact. For other types and levels, note the following:

= NOTIFICATION, with level 16: Minimal performance impact.

s TRACE, with level 1: Small performance impact. You can enable this level
occasionally on a production environment to debug problems.

s TRACE, with level 16: High performance impact. This level should not be enabled
on a production environment, except on special situations to debug problems.

s TRACE, with level 32: Very high performance impact. This level should not be
enabled in a production environment. It is intended to be used to debug the
product on a test or development environment.

Table 12—4 shows the log level mappings among ODL format, Oracle WebLogic Server,
and Java.

Table 12-4 Mapping of Log Levels Among ODL, Oracle WebLogic Server, and Java

ODL WebLogic Server Java

OFF OFF 2147483647 - OFF
INCIDENT_ERROR:1 (EMERGENCY) 1100
INCIDENT_ERROR:4 EMERGENCY 1090
INCIDENT_ERROR:14 ALERT 1060
INCIDENT_ERROR:24 CRITICAL 1030

ERROR:1 (ERROR) 1000 - SEVERE
ERROR:7 ERROR 980
WARNING:1 WARNING 900 - WARNING
WARNING:7 NOTICE 880
NOTIFICATION:1 INFO 800 - INFO
NOTIFICATION:16 (DEBUG) 700 - CONFIG
TRACE:1 (DEBUG) 500 - FINE
TRACE:1 DEBUG 495

TRACE:16 (TRACE) 400 - FINER
TRACE:32 (TRACE) 300 - FINEST
TRACE:32 TRACE 295

You can configure the message levels using Fusion Middleware Control or WLST
commands, as described in the following topics:
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s Configuring Message Levels Using Fusion Middleware Control

s Configuring Message Levels Using WLST

12.4.3.1 Configuring Message Levels Using Fusion Middleware Control
You can set the message level for a particular log file or for loggers.

To set the message level for a component log file:

1. From the navigation pane, select the component.

2. From the dynamic target menu, choose Logs, then Log Configuration.
The Log Configuration page is displayed.

Note that the navigation may be different for some components. For example, for
Oracle HTTP Server, you choose Administration, then Log Configuration.

3. Select the Log Files tab.
4. In the table, select the log file and click Edit Configuration.
The Edit Log File dialog box is displayed, as shown in the following figure:

Edit Log File
Log File owsm-message-handler
Handler Class oracle.core.ojdl.logging.ODLHandlerFactory
* Log Path  ${domain.home}/servers/${weblogic.Name}/logs/owsm/msglogaging,
Log File Format (@) Oracle Diagnostics Logging - Text Oracle Diagnostics Logging - XML

Log Level EI
Use Default ATtrbutes | pyrinenT ERROR:1 (SEVERE+100)
Supplemental Attributes | ERROR:1 (SEVERE) EBSERVICE.name, WEBSER\
I //ARNING:1 (WARNING)
Loggers To Associate | NOTIFICATION:1 (INFO) X,
: : NOTIFICATION:16 (CONFIG)
Rotation Policy NOTIFICATION:32
&7 TRACE:1 (FINE)
V| d pased
et i TRACE:16 (FINER)
* Maximum Log File Siz| TRACE:32 (FINEST) Time
Maximum Size Of All Log Files 1pg.0 * Fra = :
- equency
(MB) Minutes
=
Retention Minutes
Period
-
Cancel OK

5. For Log Level, select the logging level. For example, select WARNING:1
(WARNING).

6. Click OK.

7. In the confirmation window, click Close.

To set the message level for one or more loggers for a component:

1. From the navigation pane, select the component.

2. From the dynamic target menu, choose Logs, then Log Configuration.
The Log Configuration page is displayed.

Note that the navigation may be different for some components. For example, for
Oracle HTTP Server, you choose Administration, then Log Configuration.

3. Select the Log Levels tab.
4. For View, select Runtime Loggers or Loggers with Persistent Log Level State.

Run-time loggers are loggers that are currently active. Persistent loggers are
loggers that are saved in a configuration file and the log levels of these loggers are
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persistent across component restarts. A run-time logger can also be a persistent
logger, but not all run-time loggers are persistent loggers.

5. In the table, to specify the same level for all loggers, select the logging level for the
top-level logger. Then, for child loggers that do not specify that the logging level is
inherited from the parent, specify Inherited from Parent. For most situations, that
is sufficient.

However, if you need to specify the level for a particular logger, expand the logger
and then, for the logger that you want to modify, select the logging level. For
example, for the logger oracle.wsm.management.logging, select WARNING:1
(WARNING).

6. Click Apply.

12.4.3.2 Configuring Message Levels Using WLST

To set the message level with WLST, you use the setLoglevel command. To get the
current message level, you use the getLogLevel command. You must be connected
to WebLogic Server before you use the configuration commands.

You can view the log level for a logger for an Oracle WebLogic Server. For example, to
view the log level of the Oracle WebLogic Server wls_server_1, use the following
command:

getLogLevel (logger="'oracle', target='wls_server_ 1"')
NOTIFICATION:1

You can set the log level for a particular logger. The following example sets the
message type to WARNING for the logger oracle.wsm.msg.logging:
setLogLevel (target='wls_server_1', logger='oracle.wsm.msg.logging',
level="WARNING')

To get a list of loggers for the Oracle WebLogic Server wls_server_1, use the
listLoggers command:

listLoggers (target='wls_server_1")

oracle.wsm.msg.logging NOTIFICATION:1

oracle.wsm.nobehavior.model.NoBehaviorAssertion | <Inherited>
oracle.wsm.policy.advertisement.AdvertisementContext | <Inherited>
oracle.wsm.policy.model.impl.AndCompositeAssertion | <Inherited>

You can also filter logger names using the pattern parameter and a regular expression.
For example, to return all loggers that begin with oracle in the Oracle WebLogic
Server wls_server_1, use the following command:

listLoggers (target='wls_server_1', pattern='oracle.*')

Logger | Level

oracle NOTIFICATION:1
oracle.adf <Inherited>
oracle.adf.controller <Inherited>
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oracle.adf.desktopintegration <Inherited>
oracle.adf.faces <Inherited>

12.4.4 Specifying the Log File Format

By default, information is written to log files in ODL text format. You can change the
format to ODL XML format using Fusion Middleware Control or WLST commands, as
described in the following topics:

= Specifying the Log File Format Using Fusion Middleware Control
= Specifying the Log File Format Using WLST

12.4.4.1 Specifying the Log File Format Using Fusion Middleware Control

To change the format using Fusion Middleware Control:

1. From the navigation pane, select the component.

2. From the dynamic target menu, choose Logs, then Log Configuration.
The Log Configuration page is displayed.

Note that the navigation may be different for some components. For example, for
Oracle HTTP Server, you choose Administration, then Log Configuration.

3. Select the Log Files tab.
4. In the table, select the log file and click Edit Configuration.
The Edit Log File dialog box is displayed.

5. For Log File Format, select Oracle Diagnostics Logging - Text or Oracle
Diagnostics Logging - XML.

6. Click OK.

7. In the confirmation window, click Close.

12.4.4.2 Specifying the Log File Format Using WLST

To specify the log file format using WLST, you use the configureLogHandler
command, with the format parameter and specify either ODL-Text or ODL-XML.
ODL-Text is the default.

For example, to specify ODL-XML format, use the following command:

configureLogHandler (name='odl-handler', format='ODL-XML'")

12.4.5 Specifying the Log File Locale

The language and data formats used in the log files are determined by the default
locale of the server Java Virtual Machine (JVM). You can change them using the
Language and Regional Options applet in Control Panel on Windows or the LANG
and LC_ALL environment variables on a UNIX platform.

The character encoding of log files is determined by the server JVM's default character
encoding or an optional configuration setting. You should choose an encoding that
supports all languages used by the users, or the log file may be corrupted. By default,
the log is in the server JVM's default character encoding. If you change the encoding,
delete or rename old log files to prevent them from being damaged by the new logs
appended in a different encoding.
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For support of any language, Oracle recommends that you use Unicode UTF-8
encoding. On a UNIX operating system, setting the LANG and LC_All environment
variables to a locale with the UTF-8 character set enables UTF-8 logging (for example,
en_US.UTF-8 for the US locale in UTF-8 encoding).

You can specify the log file locale using WLST commands or by editing a file, as
described in the following topics:

s Specifying the Log File Encoding Using WLST
= Specifying the Log File Encoding in logging.xml

12.4.5.1 Specifying the Log File Encoding Using WLST

To specify the log file encoding using WLST, use the configureLogHandler
command. You can use the encoding parameter to specify the character set encoding.

For example, to specify UTF-8, use the following command:

configureLogHandler (name="odl-handler", encoding="UTF-8")

12.4.5.2 Specifying the Log File Encoding in logging.xml

To specify the log file encoding in the logging.xml file, use an optional encoding
property to specify the character set encoding.

The logging.xml file is located in the following directory:

DOMAIN_HOME/config/fmwconfig/servers/server_name/

For example, to specify UTF-8, add the following encoding property in the log_
handler element:

<property name='encoding' value='UTF-8'/>

12.5 Correlating Messages Across Log Files and Components

Oracle Fusion Middleware components provide message correlation information for
diagnostic messages. Message correlation information helps those viewing diagnostic
messages to determine relationships between messages across components. Each
diagnostic message contains an Execution Context ID (ECID) and a Relationship ID
(RID):

= An ECID is a globally unique identifier associated with the execution of a
particular request. An ECID is generated when the request is first processed.

= A RID distinguishes the work done in one thread on one process, from work done
by any other threads on this and other processes on behalf of the same request.

The ECID and RID help you to use log file entries to correlate messages from one
application or across Oracle Fusion Middleware components. By searching for related
messages using the message correlation information, multiple messages can be
examined and the component that first generates a problem can be identified (this
technique is called first-fault component isolation). Message correlation data can help
establish a clear path for a diagnostic message across components, within which errors
and related behavior can be understood.

You can use the ECID and RID to track requests as they move through Oracle Fusion
Middleware.

The following shows an example of an ECID:

0000I3K7DCnAhKB5JZ4Eyf19wAgN000001, 0
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The RID is one or more numbers separated by a colon (:). The first RID created for a
request is 0. Each time work is passed from a thread that has an ECID associated with
it to another thread or process, a new RID is generated that encodes the relationship to
its creator. That is, a new generation is created. Each shift in generation is represented
by a colon and another number. For example, the seventh child of the third child of the
creator of the request is:

0:3:7

You can view all the messages with the same ECID using the WLST displayLogs
command. The following example searches for the ECID in the domain:
displayLogs (ecid="0000H19TwKUCs1T6uBi8UH181kWwX000002")

You can also search for the ECID in a WebLogic Server instance, or a system
component, by specifying it in the target option.

You can search for messages with a particular ECID on the Log Messages page in
Fusion Middleware Control:

1. From the WebLogic Domain menu, choose Logs, then View Log Messages.

To search for messages for a component or application, select the component or
application and then choose Logs, then View Log Messages from that target's
menu.

2. Specify search criteria, as described in Section 12.3.2.1.2.
3. Click Search.

4. Select a message, then click View Related Messages and select by ECID
(Execution Context ID).

The messages with the same ECID are displayed, as shown in the following figure:

soa_domain ® Logged in a5 weblogic
Ijl WebLogic Domain - | Page Refreshed Mar 20, 2014 6:52:58 AM PDT Cp

/Domain_soa_domain/soa_domain > Log Messages > Related

Related Messages by ECID: c4cc4672- b118 477e b427 cc85da2f44d4 0{]{]!]52f1

Selected Targets (73)

View + View Related Messages | = || Export Messages to File |« Scope 30 seconds EI
Time -~ ﬁ:;?ge Message ID Message 1
:ﬂgj Mar 20, 2014 6:52:27 AM PDT  Error Failed to find the log query mbean. JMX call: validateTargets fort.. e =
Mar 20, 2014 6:52:27 AM PDT  Warning Invalid Remote Targets: [Target Name: /Domain_soa_domain/soa... €
Mar 20, 2014 6:52:28 AM PDT  Warning BEA-000000 java.lng.llegalStateException: The expression "#{bindings.CustC... #
Mar 20, 2014 6:52:28 AM PDT  Warning java.lang.IlegalStateException: The expression "#{bindings.CustC... ¢

Mar 20, 2014 6:52:28 AM PDT  Warning BEA-000000 java.lang.llegalStateException: The expression "#{bindings.CustC.. #‘"
Mar 20, 2014 6:52:28 AM PDT  Warning java.lang.IlegalStateException: The expression "#{bindings.CustC.. ElE
Mar 20, 2014 6:52:28 AM PDT  Warning BEA-000000 java.lang.llegalStateException: The expression "#{bindings.tgtCo... £|

Mar 20, 2014 6:52:28 AM PDT  Warning java.lang.IlegalStateException: The expression "#{bindings.tgtCo... ¢
Mar 20, 2014 6:52:28 AM PDT  Warning BEA-000000 java.lng.llegalStateException: The expression "#{bindings.tgtCo... #
Mar 20, 2014 6:52:28 AM PDT  Warning java.lang.IlegalStateException: The expression "#{bindings.tgtCo... ¢ ¥
< | i »
Rows Selected 1 Columns Hidden 36 Total Rows : 26

5. Trace the ECID to the earliest message. (You may need to increase the scope to
view the first message with the ECID.)
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12.6 Configuring Tracing

Sometimes you need more information to troubleshoot a problem than it is usually
recorded in the logs. One way to achieve that is to increase the level of messages
logged by one or more components. For example, you can set the logging level to
TRACE:1 or TRACE:32, as described in Section 12.4.3, which results in more detailed
messages being written to the log files. This is referred to as tracing.

However, this can often result in a large amount of log messages being written to the
log files. Oracle Fusion Middleware provides the following mechanisms to fine-tune
which messages are traced:

s QuickTrace, which provides fine-grained logging to memory

= Selective Trace, which provides fine-grained logging for a specific user or other
properties of a request

The following topics provide information about how to use these mechanisms:
s Configuring and Using QuickTrace

= Configuring and Using Selective Tracing

12.6.1 Configuring and Using QuickTrace

QuickTrace provides fine-grained logging to memory. The following topics describe
Quick Trace and how to enable and use it:

s Understanding Quick Trace
s Configuring QuickTrace
s Writing Trace Messages to a File

= Disabling QuickTrace Using WLST

12.6.1.1 Understanding Quick Trace

With QuickTrace, you can trace messages from specific loggers and store the messages
in memory. Because QuickTrace logs the messages to memory, it avoids the cost of
formatting, string manipulations, and input/output operations. As as result, you can
enable fine-level application logging for specific loggers without performance
overhead.

By default, QuickTrace writes the messages to one common buffer. However, you can
specify that messages for particular users are written to separate buffers.

You can save the messages that are in memory to a file by invoking the QuickTrace
Dump in Fusion Middleware Control as described in Section 12.6.1.3.1 or by using the
WLST, as described in Section 12.6.1.3.2.

To enable QuickTrace, you create a QuickTrace handler and associate a logger with it.
You can specify the buffer size, as well as other attributes, for the handler. Then, you
set the level of the amount and type of information to be written by the loggers to
memory.

12.6.1.2 Configuring QuickTrace

You can configure and use QuickTrace using Fusion Middleware Control or WLST, as
described in the following topics:

s Configuring QuickTrace Using Fusion Middleware Control

s Configuring QuickTrace Using WLST
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12.6.1.2.1 Configuring QuickTrace Using Fusion Middleware Control To configure QuickTrace
using Fusion Middleware Control:

1.

From the navigation pane, expand the domain. Right-click the Managed Server
name and choose Logs, then Log Configuration.

The Log Configuration page is displayed.
Select the QuickTrace tab.
Click Create.

The Create QuickTrace Handler dialog box is displayed, as shown in the following
figure:

Create QuickTrace Handler

* Mame
Handler Class oracle.core.ojdllogaing.Quick TraceHandlerFactory
* Buffer Size 5242880 &
* Maximum Field Length 240
Supplemental Attributes @
* Handler Level El
* Loggers To Associate >

Enable User Buffers? [ L)

User Mames for Reserve
Buffer

Enable DMS Metrics? [#] &

=1

Use Logging Context? [ |

-
L

Use Thread Name?

Use Real Thread ID? ||
I' ¥

Use Default Attributes? |s

|
Include Message Arguments [

Cancel | OK

For Name, enter a name for the handler.

For Buffer Size, enter the size, in bytes, for the buffer for storing log messages in
memory. The default is 5242880.

For Maximum Field Length, enter the length, in bytes, for each field in a message.
The fields can include the message text, supplemental attributes, and the thread
name. The default is 240.

An excessively long field for each message can reduce the amount of log records in
the buffer.

For Handler Level, select the log level for the handler. See Section 12.4.3 for
information about the levels.

For Loggers to Associate, select the loggers that you want to associate with this
QuickTrace handler. All messages of the specified level for these handlers will be
written to memory.

Many loggers are associated with other handlers. For example, the oracle.adf
logger is associated with the handlers odl-handler, wls-domain, and
console-handler. When you set the level of the logger, these handlers will use the
same level, such as TRACE:1, for the logger, such as oracle.adf. As a result, much
information will be written to the log files, consuming resources. To avoid
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10.

11.
12.

consuming resources, set the level of the handlers to a lower level, such as
WARNING or INFORMATION.

Select Enable User Buffer? if you want to enable a user buffer. If you enable this,
the handler maintains an individual buffer for each user you specify.

Then, for User Names for Reserve Buffer, enter the names of the users, separated
by commas.

For the remaining options, accept the default values. For information about the
options, see "ConfigureLogHandler" in the WLST Command Reference for
Infrastructure Components.

Click OK.

When the configuration completes processing, click OK.

Now, messages of the specified level for the specified loggers are written to memory.

12.6.1.2.2 Configuring QuickTrace Using WLST To configure QuickTrace using WLST, you
associate a logger with the QuickTrace handler, using the configureLogHandler
command.

For example, to associate the oracle.adf logger with the QuickTrace handler and write
all TRACE:1 messages to memory:

1.

Use the configureLogHandler command to associate the logger with the
QuickTrace handler:

configureLogHandler (name="quicktrace-handler", addToLogger="oracle.adf")

Handler Name: quicktrace-handler

type: oracle.core.ojdl.logging.QuickTraceHandlerFactory
encoding: UTF-8

maxFieldLength: 240

mode: objRef

useThreadName: false

useSourceClassandMethod: false

useLoggingContext: false

bufferSize: 5242880

The messages for the handler are written to a common buffer.

You can set additional properties for the QuickTrace handler. For example, to
enable user buffers for the users userl and user2:

configureLogHandler (name="quicktrace-handler", addToLogger="oracle.adf.faces",
propertyName="enableUserBuffer", propertyValue="true",
propertyName="enableUserBuffer", propertyValue="userl, user2")

Handler Name: quicktrace-handler

type: oracle.core.ojdl.logging.QuickTraceHandlerFactory
useLoggingContext: false

bufferSize: 5242880

reserveBufferUserID: userl, user2
enableUserBuffer: true

Messages for userl and user2 are written to separate buffers. In addition, messages
related to other users are written to the common buffer.
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To confirm the settings for the handler, use the listLogHandlers command, as
described in "listLogHandlers" in the WLST Command Reference for Infrastructure
Components.

2. Set the level of the logger, using the setLogLevel command:

setLogLevel (logger='oracle.adf', level='TRACE:1')

To confirm the settings for the logger, use the listLoggers command, as described
in "listLoggers" in the WLST Command Reference for Infrastructure Components.

3. Many loggers are associated with other handlers. For example, the oracle.adf
logger is associated with the handlers odl-handler, wls-domain, and
console-handler. When you set the level of the logger, these handlers will use the
same level (TRACE:1) for the logger oracle.adf. As a result, much information will
be written to the log files, consuming resources. To avoid consuming resources, set
the level of the handlers to a lower level, such as WARNING or INFORMATION.

For this example, set the level of the three handlers to WARNING:1:

configureLogHandler (name="odl-handler", level="WARNING:1")
configureLogHandler (name="wls-domain", level="WARNING:1")
configureLogHandler (name="console-handler", level="WARNING:1")

Note that you should keep the level of the QuickTrace handler at ALL, which is
the default.

For more information, see "configureLogHandler" in the WLST Command Reference for
Infrastructure Components

To confirm the level for the handler, use the getLogLevel command, as described in
Section 12.4.3.2.

12.6.1.3 Writing Trace Messages to a File

You can write trace messages to a file using Fusion Middleware Control or WLST, as
described in the following topics:

s Writing the Trace Messages to a File Using Fusion Middleware Control
= Writing the Trace Messages to a File Using WLST
12.6.1.3.1 Writing the Trace Messages to a File Using Fusion Middleware Control You can save

the messages that are in memory to a file by invoking the QuickTrace Dump in Fusion
Middleware Control:

1. From the QuickTrace tab of the Log Configuration page, select the handler and
click Invoke QuickTrace Dump.

The Invoke QuickTrace Dump dialog box is displayed.

2. For Buffer Name, if you have specified user buffers when you configured the
QuickTrace handler, select the user, or select Common Buffer for users that you did
not specify. If you did not specify any user buffers, the Common Buffer is the only
option.

3. Click OK.
When the processing is complete, the View Log Messages page is displayed.

4. You can search the messages, as described in Section 12.3.2, and you can correlate
the messages as described in Section 12.5.
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In addition, you can download the messages to a file, as described in
Section 12.3.3.1.

12.6.1.3.2 Writing the Trace Messages to a File Using WLST You can save the messages to a
file by using the executeDump command.
For example:

executeDump (name="odl.quicktrace", outputFile="/scratch/oraclel/qtl.dmp")

The command writes the dump to the specified file.
For more information about the executeDump command, see Section 13.4.4.3.

In addition, if an incident is created (automatically or manually), the QuickTrace
messages are written to dump files in the incident directory. If you enabled user
buffers, each user will have one file and the common buffer will have one file.

The file names have the following format:

odl_quicktraceN_iincident_number.username.dmp

For example:

odl_quicktrace6_il.weblogic.dmp

See Section 13.4.6.1 for information about creating an incident.

12.6.1.4 Disabling QuickTrace Using WLST

To disable QuickTrace, use the WLST configureLogHandler command and specify that
the level is OFF:

configureLogHandler (name="quicktrace-handler", level="OFF")

Handler Name: quicktrace-handler

type: oracle.core.ojdl.logging.QuickraceHandlerFactory
reserveBufferUserID: userl, user2
enableUserBuffer: true

To remove a specific logger from association with the QuickTrace handler, use the
configureLogHandler command with the removeFromLogger parameter:

configureLogHandler (name="quicktrace-handler",
removeFromLogger="oracle.adf.faces"

Handler Name: quicktrace-handler

type: oracle.core.ojdl.logging.QuickraceHandlerFactory
reserveBufferUserID: userl, user2
enableUserBuffer: true

For more information, see "configureLogHandler" in the WLST Command Reference for
Infrastructure Components.

12.6.2 Configuring and Using Selective Tracing

Selective tracing provides fine-grained logging for specified users or other attributes of
a request.
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The following topics describe selective tracing and how to manage it using Fusion
Middleware Control or WLST:

= Understanding Selective Tracing
= Configuring Selective Tracing
= Viewing Selective Traces

= Disabling Selective Tracing

12.6.2.1 Understanding Selective Tracing

Selective tracing provides fine-grained logging for specified users or other attributes of
a request.

For example, a user cannot perform some functions because of security permissions,
but it is not clear what operations or lack of permission for those operations are posing
a problem.

In this case, you can enable tracing across the entire system but this would generate a
large volume of log messages for all users in the system, not only for the user having a
problem. With selective tracing, you can enable tracing only for the user who is having
a problem. Then, you can ask the user to retry the functions. Following that, you can
look at the trace messages which apply to the specific request made by the user.

You can also specify the logger to narrow the scope of the messages being logged.

12.6.2.2 Configuring Selective Tracing

You can configure selective tracing using Fusion Middleware Control or WLST, as
described in the following topics:

s Configuring Selective Tracing Using Fusion Middleware Control

= Configuring Selective Tracing Using WLST

12.6.2.2.1 Configuring Selective Tracing Using Fusion Middleware Control To configure
selective tracing using Fusion Middleware Control:

1. From the navigation pane, right-click the domain name and choose Logs, then
Selective Tracing.

The Selective Tracing page is displayed, as shown in the following figure:
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soa_domain ® Logged in as weblogic
Lﬂ WebLogic Domain + Page Refreshed Mar 20, 2014 6:58:38 AM PDT (s
Selective Tracing -

10.

Use this page to configure the selective tracing settings.
'\D Information

Selective Tracing feature should be used only for critical diagnostics purposes. This feature adds more diagnostic logging
messages and could be a performance impact. Enable Selective Tracing only for the needed tracing options.

Tracing Options  Active Traces And Tracing History

Use this page for configuring selective tracing options. The configuration settings done on this page wil be applied to all the
Weblogic servers of the Weblogic domain.

Tracing Options

Application Name q Start Tracing =
Add Fields
Level TRACE:32 (FINEST) EI
Description

Duration {minutes)

| Generate A New Unigue Trace ID
\._/Use A Custom Trace ID

Trace ID

oDL
0DL logging events

Enable o

DMS
DMS data is composed of metrics that are created and updated by a broad range of Oracle components.

Enable

Loggers

For Application Name, select an application.

To add more fields, click Add Fields and select one of the options, such as Client
Host or User Name.

For Level, select a logging level. Table 12-3 describes the logging levels.
For Description, enter a description.

For Duration, enter the number of minutes that you want the selective trace to
run.

The selective trace is disabled after the specified time.

For Trace ID, select either Generate a New Unique Trace ID or Use a Custom
Trace ID. If you select Use a Custom Trace ID, enter an ID of your choosing, but
make sure that it is unique. Note Fusion Middleware Control does not verify the
uniqueness of the ID.

In the ODL section, select enable.
In the DMS section, select enable.
In the Loggers section, by default, all loggers are selected.

You can select specific loggers that you want to trace. To find particular loggers,
you can enter a string in the field above the table and click the Return key. For
example, to find all loggers that begin with oracle.security, enter oracle.security.

Then, in the table, select the loggers in the Enable on All Servers column.
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Note when you select loggers, those loggers apply to all current and active traces.
Also note that even if you disable the loggers, you may see messages because all
loggers have a general logging level, such as Notification. Those messages would
still be written.

11. Click Start Tracing.

Now that you have started the trace, you can view active traces, as well as former
traces, as described in Section 12.6.2.3.1.

12.6.2.2.2 Configuring Selective Tracing Using WLST You can configure loggers for
selective tracing and start tracing using the WLST configureTracinglLoggers and
startTracing commands.

For the simplest case, you can configure and start a trace using the startTracing
command. When you do so, the selective tracing includes all loggers enabled for
selective tracing.

For example, user] receives errors when attempting to perform certain operations. To
start a trace of messages related to userl and to set the logging level to FINE, use the
following command:

startTracing (user="userl",level="FINE")

Started tracing with ID: 885649f7-8efd-4a7a-9898-acchbfcObbba3l

The startTracing command does not provide options to include or exclude particular
loggers. In this case, you can use the configureTracingLoggers command. This
command allows you to configure selective tracing to include only particular loggers
and particular Oracle WebLogic Server instances. Note that the options you specify
apply to all current and active traces.

For example, to configure selective tracing to include only security-related loggers:
1. Specify that all loggers be disabled for tracing, as shown in the following example:

configureTracingLoggers (action="disable")
Configured 1244 loggers

2. Enable the security-related loggers, by specifying the pattern option with a regular
expression:

configureTracinglLoggers (pattern="'oracle.security.*', action="enable")
Configured 62 loggers

To see a list of the loggers that support selective tracing, use the WLST
listTracingLoggers command, as shown in the following example:

listTracingLoggers (pattern="oracle.security.*")

__________________________________________________________________ fomm e
Logger | Status

__________________________________________________________________ oo
oracle.security | enabled
oracle.security.audit.logger | enabled
oracle.security.jps.az.common.util.JpsLock | enabled

3. Use the startTracing command, specifying the users and the level. For example:

startTracing (user="userl",level="FINE")
Started tracing with ID: a9580e65-13c4-420b-977e-5ba7dd88ca7f
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See Also: The following commands in the WLST Command Reference
for Infrastructure Components for complete syntax:

= "configureTracingLoggers"
= ‘startTracing"

s ‘'listTracingLoggers"

12.6.2.3 Viewing Selective Traces

You can view selective traces using Fusion Middleware Control or WLST, as described
in the following topics:

= Viewing Selective Traces Using Fusion Middleware Control

= Viewing Selective Traces Using WLST

12.6.2.3.1 Viewing Selective Traces Using Fusion Middleware Control You can view the
selective traces that are currently active and the history of selective traces.

To view the selective traces:

1. From the Selective Tracing page, select the Active Traces and Tracing History tab.

The tab shows a table with the active traces and a table with the tracing history, as
shown in the following figure:

soa_domain ® Logged in as weblogic
(4] WebLogic Domain ~ Page Refreshed Mar 20, 2014 6:58:38 AM PDT (s
Selective Tracing -

Use this page to configure the selective tracing settings.
'\D Information

Selective Tracing feature should be used only for critical diagnostics purposes. This feature adds more diagnostic logging
messages and could be a performance impact. Enable Selective Tracing only for the needed tracing options.

Tracing Options ~ Active Traces And Tracing History
Use this page to see the active traces and the disabled traces (tracing history).
Active Traces

The table below shows a list of all the active traces. An active trace can be disabled. A disabled trace will show up in the
Tracing History table below.

m

Disable Disable and Create Incident

Trace ID Option Mame Option Value Description Start
5c461fb3-88c7-4865-9c11-606cf41afbfe Application Name testappla Mar 2
< T 3

Tracing History
The table below shows a list of all the disabled traces.

Clear History
Trace ID Option Mame Option Value Description Start
Mo tracing history
< T 3

2. Toview a trace, select it from the appropriate table.

The Log Messages page is displayed, with the messages that were captured by
Selective Tracing. You can search the messages, as described in Section 12.3.2, and
you can correlate the messages as described in Section 12.5.

In addition, you can download the messages to a file, as described in
Section 12.3.3.1.
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12.6.2.3.2 Viewing Selective Traces Using WLST After you have begun a trace, you can see
the active traces by using the listActiveTraces command, as shown in the following
example:

listActiveTraces()

————————————————————————————————————— B e T T TP
Trace ID |Attr. Name|Attr. Value| Level| Exp. Time |Description
————————————————————————————————————— B it S et
b73b351c-9a9b-47df-b05a-356a336d5780 | USER_ID | userl | FINE | 5/22/13 11:17 AM |
29580e65-13c4-420b-977e-5ba7dd88ca7f |USER_ID  |userl | FINE | 5/22/13 11:19 AM |

You can view the contents of the trace using the displayLogs command and passing it
the trace ID. You can also view traces that have stopped. For example:

displayLogs ("a9580e65-13¢c4-420b-977e-5ba7dd88ca7ft")

See "listActiveTraces" in the WLST Command Reference for Infrastructure Components for
complete syntax.

12.6.2.4 Disabling Selective Tracing

You can configure selective tracing, view traces, and disable selective tracing using
WLST, as described in the following topics:

=  Disabling Selective Tracing Using Fusion Middleware Control

=  Disabling Selective Traces Using WLST

12.6.2.4.1 Disabling Selective Tracing Using Fusion Middleware Control To disable selective
tracing using Fusion Middleware Control:

1. From the navigation pane, right-click the domain name and choose Logs, then
Selective Tracing.

2. Select the Active Traces and Tracing History tab.
3. In the Active Traces table, select the trace and click Disable.

12.6.2.4.2 Disabling Selective Traces Using WLST To avoid excessive logging in the
system, you can disable a selective trace when you have obtained the information that
you need. To disable a selective trace, you use the WLST stopTracing command,
passing it the trace ID or user. For example:

stopTracing (traceId="885649f7-8efd-4a7a-9898-accbfc0bbba3")
Stopped 1 traces

You can also disable all traces by using the stopAll option. For example:

stopTracing (stopAll=1)

See "stopTracing” in the WLST Command Reference for Infrastructure Components for
complete syntax

12-34 Administering Oracle Fusion Middleware



13

Diagnosing Problems

This chapter describes how to use the Oracle Fusion Middleware Diagnostic
Framework to collect and manage information about a problem so that you can resolve
it or send it to Oracle Support for resolution.

This chapter contains the following sections:

= Section 13.1, "Understanding the Diagnostic Framework"

= Section 13.2, "How the Diagnostic Framework Works"

»  Section 13.3, "Configuring the Diagnostic Framework"

= Section 13.4, "Investigating, Reporting, and Solving a Problem"

= Section 13.5, "Managing and Running the Health Test Framework"

13.1 Understanding the Diagnostic Framework

Oracle Fusion Middleware includes a Diagnostic Framework, which aids in detecting,
diagnosing, and resolving problems. The problems that are targeted in particular are
critical errors, such as those caused by code bugs, metadata corruption, customer data
corruption, deadlocked threads, and inconsistent state.

When a critical error occurs, it is assigned an incident number, and diagnostic data for
the error (such as log files) are immediately captured and tagged with this number.
The data is then stored in the Automatic Diagnostic Repository (ADR), where it can
later be retrieved by incident number and analyzed.

The goals of the Diagnostic Framework are:

= First-failure diagnosis

» Limiting damage and interruptions after a problem is detected
= Reducing problem diagnostic time

= Reducing problem resolution time

s Simplifying customer interaction with Oracle Support

The Diagnostic Framework includes the following technologies:

= Automatic capture of diagnostic data upon first failure: For critical errors, the
ability to capture error information at first failure greatly increases the chance of a
quick problem resolution and reduced downtime. The Diagnostic Framework
automatically collects diagnostics, such as thread dumps, DMS metric dumps, and
WebLogic Diagnostics Framework (WLDF) server image dumps. Such diagnostic
data is similar to the data collected by airplane "black box" flight recorders. When
a problem is detected, alerts are generated and the fault diagnosability
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infrastructure is activated to capture and store diagnostic data. The data is stored
in a file-based repository and is accessible with command-line utilities.

= Standardized log formats: Standardized log formats (using the ODL log file
format) across all Oracle Fusion Middleware components allows administrators
and Oracle Support personnel to use a single set of tools for problem analysis.
Problems are more easily diagnosed, and downtime is reduced.

= Diagnostic rules: Each component defines diagnostic rules that are used to
evaluate whether a given log message should result in an incident being created
and which dumps should be executed. The diagnostic rules also indicate whether
an individual dump should be created synchronously or asynchronously.

In addition, you can define custom rules that apply to a domain, a server, or an
application in a domain or server.

= Incident detection log filter: The incident detection log filter implements the
java.util.logging filter. It inspects each log message to see if an incident should be
created, basing its decision on the diagnostic rules for components and
applications.

= Incident packaging service (IPS) and incident packages: The IPS enables you to
automatically and easily gather the diagnostic data—log files, dumps, reports, and
more—pertaining to a critical error that has a corresponding incident, and package
the data into a zip file for transmission to Oracle Support. All diagnostic data
relating to a critical error that has been detected by the Diagnostics Framework is
captured and stored as an incident in ADR. The incident packaging service
identifies the required files automatically and adds them to the zip file.

Before creating the zip file, the IPS first collects diagnostic data into an
intermediate logical structure called an incident package. Packages are stored in
the Automatic Diagnostic Repository. If you choose to, you can access this
intermediate logical structure, view and modify its contents, add or remove
additional diagnostic data at any time, and when you are ready, create the zip file
from the package and upload it to Oracle Support.

= Integration with WebLogic Diagnostics Framework (WLDEF): The Oracle Fusion
Middleware Diagnostics Framework integrates with some features of WebLogic
Diagnostics Framework (WLDF), including the capturing of WebLogic Server
images on detection of critical errors. WLDF is a monitoring and diagnostic
framework that defines and implements a set of services that run within WebLogic
Server processes and participate in the standard server life cycle. Using WLDF,
you can create, collect, analyze, archive, and access diagnostic data generated by a
running server and the applications deployed within its containers. This data
provides insight into the run-time performance of servers and applications and
enables you to isolate and diagnose faults when they occur.

Oracle Fusion Middleware Diagnostics Framework integrates with the following
components of WLDEF:

- WLDF Watch and Notification, which watches specific logs and metrics for
specified conditions and sends a notification when a condition is met. There
are several types of notifications, including JMX notification and a notification
to create a Diagnostic Image. Oracle Fusion Middleware Diagnostics
Framework integrates with the WLDF Watch and Notification component to
create incidents.

- Diagnostic Image Capture, which gathers the most common sources of the key
server state used in diagnosing problems. It packages that state into a single
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artifact, the Diagnostic Image. With Oracle Fusion Middleware Diagnostics
Framework, it writes the artifact to ADR.

For more information about WLDE, see Configuring and Using the Diagnostics
Framework for Oracle WebLogic Server.

13.1.1 About Incidents and Problems

To facilitate diagnosis and resolution of critical errors, the Diagnostic Framework
introduces two concepts for Oracle Fusion Middleware: problems and incidents.

A problem is a critical error. Critical errors manifest as internal errors or other severe
errors. Problems are tracked in the ADR. Each problem has a problem key, which is a
text string that describes the problem. It includes an error code (in the format
XXX-nnnnn) and in some cases, other error-specific values.

An incident is a single occurrence of a problem. When a problem (critical error) occurs
multiple times, an incident is created for each occurrence. Incidents are timestamped
and tracked in the ADR. Each incident is identified by a numeric incident ID, which is
unique within the ADR home. When an incident occurs, the Diagnostic Framework:

= Gathers first-failure diagnostic data about the incident in the form of dump files
(incident dumps).

= Stores the incident dumps in an ADR subdirectory created for that incident.

= Registers the incidents dumps with the incident in ADR.

13.1.1.1 Incident Flood Control

It is conceivable that a problem could generate dozens or perhaps hundreds of
incidents in a short period of time. This would generate too much diagnostic data,
which would consume too much space in the ADR and could possibly slow down
your efforts to diagnose and resolve the problem. For these reasons, the Diagnostic
Framework applies flood control to incident generation after certain thresholds are
reached. A flood-controlled incident is an incident that is not recorded in the ADR.
Instead, the Diagnostic Framework writes a message at the WARNING level to the log
file and returns an oracle.dfw.incident.Incident object. Flood-controlled incidents
provide a way of informing you that a critical error is ongoing, without overloading
the system with diagnostic data.

By default, if more than 5 incidents with the same problem key occur within 60
minutes, subsequent incidents with the same problem key are flood controlled. You
can change this value using MBeans, as described in Section 13.3.

13.1.2 Diagnostic Framework Components

The following topics describe the key components of the Diagnostic Framework:
= Automatic Diagnostic Repository

= Diagnostic Dumps

= Management MBeans

s WLST Commands for Diagnostic Framework

= ADRCI Command-Line Utility
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Note: To use the Diagnostic Framework, in particular the Automatic
Diagnostic Repository, the Managed Servers must have Oracle JRF
applied. The following directory will exist for each Managed Server if
Oracle JRF has been applied:

DOMAIN_HOME/SERVERS/server name/adr

If the directory does not exist take one of the following steps:
= Apply Oracle JRF, as described in Section 19.3.1.

»  If Oracle JRF has been applied, restart the servers, making sure
that the Node Manager property startScriptEnabled is set to
true, as described in Section 2.7.1.

13.1.2.1 Automatic Diagnostic Repository

The Automatic Diagnostic Repository (ADR) is a file-based hierarchical repository for
Oracle Fusion Middleware diagnostic data, such as traces and dumps. The Oracle
Fusion Middleware components store all incident data in the ADR. Each Oracle
WebLogic Server stores diagnostic data in subdirectories of its own home directory
within the ADR. For example, each Managed Server and Administration Server has an
ADR home directory.

The ADR root directory is known as ADR base. By default, the ADR base is located in
the following directory:

DOMAIN_HOME/servers/server_name/adr

Within ADR base, there can be multiple ADR homes, where each ADR home is the
root directory for all incident data for a particular instance of Oracle WebLogic Server.
The following path shows the location of the ADR home:

ADR_BASE/diag/ofm/domain_name/server_name

Figure 13-1 illustrates the directory hierarchy of the ADR home for an Oracle
WebLogic Server instance.
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Figure 13-1 ADR Directory Structure for Oracle Fusion Middleware

ADR base ——/ )
) diag
/ ofm
domain_name
server_name
ADR home —j -
!, | J

- - -

alert incident (others)

incdir_1 incdir_2 incdir_n

The subdirectories in the ADR home contain the following information:
s alert: The XML-formatted alert log.

» incident: A directory that can contain multiple subdirectories, where each
subdirectory is named for a particular incident. The subdirectories are named
incdir_n, with n representing the number of the incident. Each subdirectory
contains information and diagnostic dumps pertaining only to that incident.

= (others): Other subdirectories of ADR home, which store incident packages and
other information.

Note: ADR uses the domain name as the Product ID and the server
name as the Instance ID when it packages an incident. However, if
either name is more than 30 characters, ADR truncates the name. In
addition, dollar sign ($) and space characters are replaced with
underscores.
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13.1.2.2 Diagnostic Dumps

A diagnostic dump captures and dumps specific diagnostic information when an
incident is created (automatic) or on the request of an administrator (manual). When
executed as part of incident creation, the dump is included with the set of incident
diagnostics data. Examples of diagnostic dumps include a JVM thread dump, JVM
class histogram dump, and DMS metric dump. For a list of diagnostic dumps, see
Table 13-7.

13.1.2.3 Management MBeans

The Diagnostic Framework provides MBeans that you can use to configure the
Diagnostic Framework. For example, you can enable or disable flood control and you
can configure how many incidents with the same problem key can occur within a
specified time period. For information about using the management MBeans to
configure the Diagnostic Framework, see Section 13.3.

You can also use the MBeans to query and create incidents, discover the list of
available diagnostic dump types, and execute individual diagnostic dumps.

13.1.2.4 WLST Commands for Diagnostic Framework

The Diagnostic Framework provides WLST commands that you can use to view
information about problems and incidents, create incidents, execute specific dumps
and query the set of diagnostic dump types. For more information, see:

= Viewing Problems

= Viewing Incidents

= Listing Diagnostic Dumps

= Viewing a Description of a Diagnostic Dump
s Executing Dumps

»s  Creating an Incident Manually

= "Diagnostic Framework Custom WLST Commands" in the WLST Command
Reference for Infrastructure Components

To use the custom WLST Diagnostic Framework commands, you must invoke the
WLST script from the Oracle Common home. See Section 2.4.2 for more
information.

13.1.2.5 ADRCI Command-Line Utility

The ADR Command Interpreter (ADRCI) is a utility that enables you to investigate
problems, and package and upload first-failure diagnostic data to Oracle Support, all
within a command-line environment. ADRCI also enables you to view the names of
the dump files in the ADR, and to view the alert log with XML tags stripped, with and
without content filtering.

ADRCl is installed in the following directory:

(UNIX) ORACLE_HOME/oracle_common/adr
(Windows) ORACLE_HOME\oracle_common\adr

See the following sections for information about using the ADRCI command-line
utility:

= Section 13.4.6.3 for information on packaging an incident.

= Section 13.4.6.4 for information on purging incidents.
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See Also:

s The chapter "ADRCIL: ADR Command Interpreter" in Oracle Database
Utilities

s The chapter "Managing Diagnostic Data" in the Oracle Database
Administrator’s Guide

13.2 How the Diagnostic Framework Works

The Diagnostic Framework is active in each server and provides automatic error
detection through predefined configured rules. Oracle Fusion Middleware
components and applications automatically benefit from this always-on checking.

Incidents are automatically detected in two ways:

= By the incident detection log filter, which is automatically configured to detect
critical errors.

= By the WLDF Watch and Notification component. The Diagnostics Framework
listens for a predefined notification type and creates incidents when it receives
such notifications.

For information about configuring WLDF Watch and Notification, see
Section 13.3.4.

= Programmatic incident creation. Some components create incidents directly.

Figure 13-2 shows the interaction when the incident is detected by the incident log
detector. It shows the interaction among the incident log detector, the WLDF
Diagnostic Image MBean, ADR, and component or application dumps when an
incident is detected by the incident log detector.

Figure 13-2 Incident Creation Generated by Incident Log Detector

Managed Server

WebCenter WLDF Diagnostic
Portal Image MBean
A
2 /
(@) | Log messages ® | Invoke
‘ ODL Log Handler
& l Write @] Write
@) | Filter
Log File

Y
Diagnostic : , Incident Detection Log Filter ——»‘ ADR
Rules Register Create -

Incident
(&) | Execute (&) | Execute

| Application Dump Component Dump

@

Write

The steps represented in Figure 13-2 are:
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9.

The incident detection log filter is initialized with component and application
diagnostic rules.

An application or component logs a message using the java.util.logging APL
The ODL log handler passes the message to the incident detection log filter.

The incident log detection filter inspects the log message to see if an incident
should be created, basing its decision on the diagnostic rules for the component. If
the diagnostic rule indicates that an incident should be created, it creates an
incident in the ADR.

The ODL log handler writes the log message to the log file, and returns control to
the application.

When an incident is created, a message, similar to the following, is written to the
log file:

[2014-03-28T11:05:34.603-07:00] [wls_server_1] [NOTIFICATION] [DFW-40101]
[oracle.dfw.incident] [tid: [ACTIVE].ExecuteThread: '4' for queue:
'weblogic.kernel .Default (self-tuning)'] [userId: weblogic] [ecid:
66217af9-247f-4344-94a9-14£90e75a586-000e093f,0] An incident has been signalled
with the incident facts: [problemKey=MDS-50500 [MANUAL] incidentSource=MANUAL
incidentTime=Fri March 28 11:05:34 PDT 2014 errorMessage=MDS-50500
executionContextId=null]

The Diagnostic Framework executes the diagnostic dumps that are indicated by
the diagnostic rules for the component.

The Diagnostic Framework writes the dumps to ADR, in the directory created for
the incident.

The Diagnostic Framework invokes the WLDF Diagnostic Image MBean
requesting that a Diagnostic Image be created in ADR.

WLDF writes the Diagnostic Image to ADR.

Figure 13-3 shows the interaction when an incident is detected by the WLDF Watch
and Notification system. It shows the interaction among the incident notification
listener, the WLDF Watch and Notification system, and the WLDF Diagnostic Image
MBean.

Figure 13-3 Incident Creation Generated by WLDF Watch Notification
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The steps represented in Figure 13-3 are:

1. The incident notification listener is initialized with component and application
diagnostic rules.

2. Oracle Fusion Middleware Diagnostic Framework registers a JMX notification
listener with WLDF. The listener listens for events from the WLDF Watch and
Notification system. It only processes notifications of type
oracle.dfw.wldfnotification.

3. Something in the system causes the configured WLDF watch to be triggered,
causing a notification to be sent to the incident notification listener. The
notification includes event information describing the data that caused the watch
to trigger.

4. The Diagnostic Framework creates an incident in ADR.

5. The Diagnostic Framework executes the diagnostic dumps that are indicated by
the diagnostic rules.

6. The Diagnostic Framework writes the dumps to ADR, in the directory created for
the incident.

7. The Diagnostic Framework invokes the WLDF Diagnostic Image MBean
requesting that a Diagnostic Image be created in ADR.

8. WLDF writes the Diagnostic Image to ADR.

13.3 Configuring the Diagnostic Framework

You can configure some settings for the Diagnostic Framework. In addition, you can
configure an WLDF Watch and Notification to create an incident. The following topics
describe how to configure the Diagnostic Framework:

s Configuring Diagnostic Framework Settings
s Configuring Custom Diagnostic Rules
s Configuring Problem Suppression

s Configuring WLDF Watch and Notification for the Diagnostic Framework

13.3.1 Configuring Diagnostic Framework Settings

You can configure the following settings:
= Enabling or disabling the detection of incidents through the log files
= Enabling or disabling flood control and setting parameters for flood control

You configure these settings by using the Diagnostic Framework MBean
DiagnosticConfig. The following shows the MBean's ObjectName:

oracle.dfw:type=oracle.dfw.jmx.DiagnosticsConfigMBean, name=DiagnosticsConfig

Table 13-1 shows the attributes for the DiagnosticConfig MBean and a description of
each parameter.
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Table 13-1

DiagnosticConfig MBean Attributes for Diagnostic Framework

Attributes

Description

DumpSamplingldleWhenHealthy

Determines whether dump sampling is active when the
system is healthy. By default, this is set to true, which
means that dump sampling is not active until an
incident occurs.

DumpSamplingMinimumHealthyPer

The amount of time in seconds that the dump sampling

iod is active after an incident occurs. The default is 259200
seconds (72 hours).
floodControlEnabled Enables or disables flood control. Specify true for

enabled or false for disabled. The default is true.

Note that flood control does not apply to manually
created incidents.

floodControlIncidentCount

Sets the number of incidents with the same problem
key that can be created within the time period,
specified by floodControlIncidentTimeoutPeriod,
before they are controlled by flood control. The default
is 5.

When flood control is enabled, if the number of
incidents with the same problem key exceeds this
count, no incidents are created, but the Diagnostic
Framework writes a message at the WARNING level to
the log file.

floodControlIncidentTimeoutPeriod

Sets the time period in which the number of incidents,
as specified by floodControlIncidentCount, with the
same problem key can be created before they are
controlled by flood control. The default is 60 minutes.

incidentCreationEnabled

Enables or disables incident creation. Specify true for
enabled or false for disabled. The default is true.

logDetectionEnabled

Enables or disables the detection of incidents through
the log files. Specify true for enabled or false for
disabled. The default is true.

maxTotallncidentSize

Sets the maximum total size that is allocated for all
incidents. When the limit is reached, the oldest
incidents are purged until the space used by all
incidents is less than the amount specified by this
parameter.

The default is 500 MB. The limit may be exceeded
during the creation of an incident, but when the
incident creation completes, the oldest incidents are
purged.

reservedMemoryKB

The amount of reserved memory that is released when
OutOfMemoryError is detected.

When the Diagnostic Framework starts, it allocates 512
KB of memory for its own private use. When the
Diagnostic Framework detects that an
OutOfMemoryError has occurred in the server, it frees
that block of memory and proceeds to create the
incident.

The default is 512 KB.

uncaughtExceptionDetectionEnabled

Enables the Java-based uncaught exception handler.
When enabled and an uncaught exception is detected,
an incident is created. Specify true for enabled or
false for disabled.

The default is true.
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Table 13-1 (Cont.) DiagnosticConfig MBean Attributes for Diagnostic Framework

Attributes Description

Indicates whether external JVM commands should be
used to perform thread dumps. Specify true for
enabled or false for disabled. The default is true.

useExternalCommands

The following example shows how to configure these settings using the Fusion
Middleware Control System MBean Browser:

1. From the WebLogic Domain menu, choose System MBean Browser.
The System MBean Browser page is displayed.

2. Expand Application Defined Beans, then oracle.dfw, then domain.domain_name,
then dfw.jmx.DiagnosticsConfigMBean.

3. Select one of the DiagnosticConfig entries. There is one DiagnosticConfig entry
for each server.

4. In the Application Defined MBean pane, expand Show MBean Information to see
the server name.
The following shows the System MBean Browser page:
soa_domain ® Logged in as weblogic

L,ﬂ WebLogic Domain + Page Refreshed Mar 20, 2014 10:06:53 AM PDT O

/Domain_soa_domain/soa_domain = Systern
System MBean Browser

& v B Application Defined MBeans: oracle.dfw.jn... Apply | Revert

5.

3 com.oracle.sdp.messaging -

(3 com.oracle.webservices
3 com.sun.management
3 emoms.props

3 emomslogging.props
(3 java.lang

3 java.nio

(3 java.util.logging

3 oracle.adf.share.config

'j) Information

The changes made on this mbean are not managed by the configuration
session. The changes will be applied immediately. You cannot undo the
changes from the Change Center.

Hide MBean Information
MBean Name oracle.dfw:name=DiagnosticsConfig, type=oracle.dfw.jrx.
DiagnosticsConfigMBean, ServerName=soa_server2
Description  This configuration MBean provides attributes for configuring
------ the Diagnostic Framework

[3 oracle.adf.share.connections Attributes = Operations = Notifications
3 oradle.as.cow —
Mame Description

(3 oracle.as.ess o _

) 1 ConfigMBean If true, it indicates that this MBear «
3 oracle.as.soainfra.bpel : 7 : T

) i 2 DumpSamplingEnabled Diagnostic Dump Sampling enablec
3 oracle.as.soainfra.bpm.default £ ) o

) 3 DumpSamplingldleWhenHealthy Dump Sampling is idle or not basec
3 oracle.as.soainfra.config

4 DumpSamplingMinimumHealthyPeriod The minimum period that is used f

(3 oracle.as.util
(3 oracle.beam.server
(3 oracle.dfw
3 Domain: soa_domain

3 oracle.dfw.jmx.DiagnosticsCon

@ DiagnosticsConfig
@ DiagnosticsConfig
@ DiagnosticsConfig

If true, it indicates that this MBear
JSR-77.

All the event's types emitted by t

m

5 eventProvider

6 eventTypes

7 FloodControlEnabled Incident flood control enabled/dis:

The number of incidents that can|_~
within the time period specified by
period’ setting

8 FloodControllncidentCount

9 FloodControlincidentTimePeriod The time span of flood controlin

To change the values for the attributes listed in Table 13-1, enter or select the value

in the Value field.

6. Click Apply.
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13.3.2 Configuring Custom Diagnostic Rules

You can configure custom diagnostic rules that apply to a domain, a server, or an
application in a domain or server.

You create the custom diagnostic rules by creating an .xml file with a particular format,
which is shown in the example later in this section. You must save the file to one of the
following locations:

s For rules that apply to the entire domain:

DOMAIN_HOME/config/fmwconfig/dfw

»  For rules that apply to a particular server:

DOMAIN_HOME/config/fmwconfig/servers/server_name/dfw

The file name must use the following format:

name.xml
appname#name . xml

In the format, appname is the name of the application to which the rule applies. The
appname must be the exact name of the deployed application. name is the name of the
rule you specify. If you do not specify appname, the rules will apply to the entire
server. For example, the following rule applies to the application myApp:

myApp#custom_rule.xml

The custom diagnostic rules file can contain the following types of elements to define
the rule:

= Log detection conditions, which are optional

You can define a set of conditions, in the logDetectionConditions element, to check
for in the diagnostic logs applicable to the server or to the specified application
against which that the rules are registered. When a log message matching the
condition is detected, an incident is created, capturing diagnostics that will help
identify the problem. By default, all INCIDENT_ERROR messages are detected
and an incident created for them. In addition, specific components may have
configured rules to detect specific messages.

The following example shows a fragment of a custom diagnostic rules file that
defines four log detection conditions. If one or more of the conditions are true, an
incident is created.

<?xml version="1.0" encoding="UTF-8"?>
<diagnosticRules xmlns="http://www.oracle.com/DFW/DiagnosticsFrameworkRules"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema-instance">
<logDetectionConditions>
<condition messageSeverity="INCIDENT ERROR"/>
<condition messageSeverity="ERROR" component="jrfServer_admin"/>
<condition messageSeverity="ERROR" module="test.servletA"/>
<condition messageId="FMW-40300"/>
</logDetectionConditions>

See Table 13-2 for a description of the conditions you can use.
s Processing rules

You can define processing rules that are evaluated when either the server or
application rules are involved in incident creation. For example, if the application
MyApp is involved in incident creation, any rules associated with the MyApp
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application are evaluated. In all cases, server-wide rules are evaluated regardless
of the application.

Processing rules consist of two parts:

Default actions, which are optional. If they are present, they are always
executed during incident creation. The actions are a list of diagnostic dumps to
execute, along with optional arguments.

The following shows an example set of default actions:

<defaultActions>
<dumpAction name="odl.logs">
<argument name="timestamp" value="INCIDENT_TIME" valueType="fact"/>
</dumpAction>
<dumpAction name="dms.metrics"/>
</defaultActions>

See Table 13-3 for a description of the optional arguments that you can use.

Condition-based actions, which are executed only if the condition evaluates to
true. Each <rule> element consists of a name attribute, along with a child
<ruleCondition> element and a child <ruleActions> element. The
<ruleActions> element contains one or more dumpAction elements. See

Table 13-4 for a list of the <ruleCondition> element attributes.

If multiple <condition> elements are specified in a single <rule> element, the
dumpAction is executed only if all conditions evaluate to true.

The following shows an example of a condition-based action rule. If the
MESSAGE_ID is DFW-99997, the condition evaluates to true and the
jvm.classhistogram dump is executed.

<processingRules>
<rule name="OOME">
<ruleCondition>
<condition name="MESSAGE_ID" value="DFW-99997"/>
</ruleCondition>
<ruleActions>
<dumpAction name="jvm.classhistogram"/>
</ruleActions>
</rule>
</processingRules>

Table 13-2 describes the attributes you can use to create the log detection conditions:

Table 13-2 Conditions for the LogDetectionConditions Element

Condition Description

messageSeverity The log level at which the message was logged. (This is the
MESSAGE_LEVEL field for ODL log files.) For example, INCIDENT_
ERROR, ERROR.

messageld The ID of the message. (This is the MESSAGE_ID field for ODL log

files.) For example, DFW-99997.

component The component name. (This is the COMPONENT_ID field for ODL log

module

files.) For example, oracle.mds.

The name of the module that originated the message. (This is the
MODULE_ID field for ODL log files.)

See Table 12-1 for a description of the ODL log file fields.
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Table 13-3 describes the optional arguments that you can use for the <defaultActions>
element.

Table 13-3 Optional arguments for the defaultActions Element

Argument Description

name The name of the argument.

value The value of the argument

type The type of argument. Valid values are:

= literal:If you specify this type, the literal value of the
argument is used. This is the default.

s fact:If you specify this type, the value must be either
INCIDENT_TIME or ECID.

= context: If you specify this type, the value must be the
name of a value in the DMS Execution Context. For
information on the DMS Execution Context, see "DMS
Execution Context" in Tuning Performance.

Table 13-4 shows the <ruleCondition> element attributes.

Table 13-4 Attributes for the ruleCondition Element

Element Description
name The name of the attribute. Valid values depend on the
valueType:

s If the valueType is fact, valid values are COMPONENT_
ID, MODULE_ID, or MESSAGE_ID.

s If the valueType is context, the value must be the name of
a value in the DMS Execution Context. For information on
the DMS Execution Context, see "DMS Execution Context"
in Tuning Performance.

operator The operator. Value values are EQ, EQNoCase, NE, Contains,
StartsWith, EndsWith, LT, GT, LE, GE. The default is EQ.

The values are case sensitive.

value The literal value to compare.

datatype The data type. Valid values are String or Integer. The default is
String.
The values are case sensitive.

valueType The type of argument:
u fact

] context

To create and load a custom diagnostic rule:
1. Create a file that contains the custom rules.
The following shows a sample custom rules file:

<?xml version="1.0" encoding="UTF-8"?>
<diagnosticRules xmlns="http://www.oracle.com/DFW/DiagnosticsFrameworkRules"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema-instance">

<logDetectionConditions>
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<condition messageSeverity="INCIDENT_ ERROR"/>
// detect all message logged at level INCIDENT_ ERROR
<condition messageSeverity="ERROR" component="jrfServer_admin"/>
// detect all "jrfServer_admin" component messages logged at level
ERROR
<condition messageSeverity="ERROR" module="test.servletA"/>
// detect all "test.servlet" module messages logged at level ERROR
<condition messageId="FMW-40300"/>
// detect message "FMW-40300"
</logDetectionConditions>

<defaultActions>
<dumpAction name="odl.logs">
<argument name="timestamp" value="INCIDENT_TIME" valueType="fact"/>
</dumpAction>
<dumpAction name="dms.metrics"/>
</defaultActions>

<processingRules>
<rule name="OOME">
<ruleCondition>
<condition name="MESSAGE_ID" value="DFW-99997"/>
</ruleCondition>
<ruleActions>
<dumpAction name="jvm.classhistogram"/>
</ruleActions>
</rule>
</processingRules>

</diagnosticRules>

2. Save the file, naming it with the extension .xml. If the rule applies to an
application, precede the file name with app_name#. Save the file to one of the
following locations:

DOMAIN_HOME/config/fmwconfig/dfw
DOMAIN_HOME/config/fmwconfig/servers/server_name/dfw

3. Load the rules, using the WLST command reloadCustomRules. The following
example loads the rule customrules.xml, which applies to the application myApp:
reloadCustomRules (name="'myApp#customrules.xml"')
You can reload all the rules in the domain or all the rules that pertain to a

particular server. The following example reloads all the rules for the server wls_
serverl:

reloadCustomRules (server='wls_serverl')

For more information about the reloadCustomRules command, see
"reloadCustomRules" in the WLST Command Reference for Infrastructure Components.

13.3.3 Configuring Problem Suppression

In certain situations, you may want to suppress the creation of incidents based on a
particular problem key. For example, in a development environment, when you are
developing a servlet, you may generate high number of uncaught exceptions as you
refine the code. This results in the creation of unnecessary incidents.
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The Diagnostic Framework allows you to configure problem suppression filters so that
problems that match the filter criteria do not result in the creation of an incident.

When you configure a problem suppression filter, you use a regular expression that
represents a pattern that you want to match. The regular expression is matched using
the java.util.regex class. For example:

s The following regular expression matches any incident with a problem key that
starts with MDS-5000.

MDS-5000. *
»  The following regular expression matches any problem with the text

OutOfMemory. Because the regular expression is case-sensitive, it will not match
problems with the text outofmemory .

. *OutOfMemory. *
You can add and remove filters and get a list of filters or the detail of one filter using
the DiagnosticConfig MBean.
Table 13-5 shows the operations and attribute for configuring problem suppression

filters and a description of each.

Table 13-5 DiagnosticConfig MBean Operations and Attributes for Problem
Suppression Filters

Operations and Attribute Description

Operation: Adds a new problem suppression filter. You pass it

addProblemKeyFilter(filter_pattern) the regular expression that repre.sents a pattern that
you want to match. For example:

addProblemKeyFilter (".*OutOfMemory.*)

Attribute: Returns a list of the configured problem suppression

getProblemKeyFilters() filters. For example:

getProblemKeyFilters ()

Operation: Returns the filter pattern associated with the specified
getProblemKeyFilter(filterID) ID. For example:
getProblemKeyFilter (id)

To find the ID, use the getProblemKeyFilters()
operation.

Operation: Removes the filter pattern associated with the given

removeProblemKeyFilter(filterID) filter ID. For example:
removeProblemKeyFilter (id)

To configure a problem suppression filter:
1. From the WebLogic Domain menu, choose System MBean Browser.
The System MBean Browser page is displayed.

2. Expand Application Defined Beans, then oracle.dfw, then domain.domain_name,
then dfw.jmx.DiagnosticsConfigMBean.

3. Select one of the DiagnosticConfig entries. There is one DiagnosticConfig entry
for each server.

4. In the Application Defined MBeans pane, select the Operations tab.
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7.
8.

Click addProblemKeyFilter. The Operation: addProblemKeyFilter page is
displayed, as shown in the following figure:

Operation: addProblemKeyFilter | Invoke | Revert | Retum

(i) Information

The changes made on this mbean are not managed by the configuration
session. The changes wil be applied immediately. You cannot undo the
changes from the Change Center.

MBean Name oracle.dfw:name=DiagnosticsConfig, type=oracle.dfw.jrx.
DiagnosticsConfigMBean, ServerName=soa_server2
Operation Name  addProblemKeyFitter
Description  Adds @ new Problem Key filter, with the specified fitter pattern
(i.e. SOA-4500.*), returning an id for the added filter

Return Type java.lang.5tring

Parameters
Name Type Value
pl java.lang.String

Return Value

For Value, enter a regular expression that represents a pattern that you want to
match pattern. For example, in a development environment, you might want to
add a filter so that incidents are not created when java.lang.IllegalStateException
Java Exceptions are reported. In that case, enter the following;:

".*[java.lang.IllegalStateException].*"

Click Invoke.
Click Return to return to the Application Defined MBeans page.

You can delete the filters using the removeProblemKeyFilter operation.

You can retrieve a specific filter, passing the ID of the filter to the getProblemKeyFilter
operation.

Alternatively, you can retrieve a list of the filters using the getProblemKeyFilters
attribute:

1.

From the WebLogic Domain menu, choose System MBean Browser.
The System MBean Browser page is displayed.

Expand Application Defined Beans, then oracle.dfw, then domain.domain_name,
then dfw.jmx.DiagnosticsConfigMBean.

Select one of the DiagnosticConfig entries. There is one DiagnosticConfig entry
for each server.

In the Application Defined MBeans pane, select the Attributes tab.
Click ProblemKeyFilters.
The list of problem suppression filters is displayed.

13.3.4 Configuring WLDF Watch and Notification for the Diagnostic Framework

Oracle Fusion Middleware configures a WLDF Diagnostics Module that contains a set
of Watch and Notification rules for detecting a specific set of critical errors and
creating an incident for each occurrence of those errors. The module is called
Module-FMWDFW and contains the following set of Watch conditions:

Diagnosing Problems 13-17



Configuring the Diagnostic Framework

Name Description

Deadlock Two or more Java threads have circular lock chains among their Java
Monitor object usage.

StuckThread An Oracle WebLogic Server ExecuteThread, which is blocked or busy
for more than the time specified by the Oracle WebLogic Server
StuckThreadMaxTime parameter.

UncheckedException This category includes all Unchecked Exception, RuntimeException,
and Errors caught by the Oracle WebLogic Server ExecuteThread, such
as NullPointerException, StackOverflowError, or OutOfMemoryError.

The Diagnostic Module also includes a configured WLDF JMX Notification
FMWDFW-notification of type oracle.dfw.wldfnotification. You can reuse
this WLDF JMX Notification for your own WLDF Watch conditions to create an
incident:

1. Display the Administration Console, as described in Section 2.3.1.

2. In the left pane, expand Diagnostics and select Diagnostic Modules.
The Summary of Diagnostic Modules page is displayed.

3. Click Module-FMWDFW.
The Settings for Module-FMWDEW page is displayed.

4. Select the Watches and Notifications tab. The following figure shows the Watches
and Notifications section:

Watches  Nofifications

Use this page to add watches to the current diagnostic module and to configure those watches. Click the
name of an existing watch to configure that watch.

 Customize this table

Watches
New | [Delete Showing 1 to 4 of 4 Previous | Next
[] | Name & Type Enabled Alarm Type
[] | Deadlock Server Log true Automatic Reset
[] | HeapSpace Server Log true Automatic Reset
[ | stuckThread Server Log true Automatic Reset
[] | UncheckedException Server Log true Automatic Reset
Newe| oS Showing 1 to 4 of 4 Previous | Next

5. Select the Watches tab and click New.
The Create Watch page is displayed.
6. For Watch Name, enter a name for the watch.

You can enter any name. Alternatively, you can use the following format to force
the Diagnostic Framework to use a custom message ID:

message-idi [application_namel#any_text
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The message ID consists of a prefix that can be 1 to 6 characters, and a number,
that can be 1 to 6 digits. The application name is optional. For example:

WLS-40500#My_Watch_Name

The following example uses the application name testapp:

WLS-40501#testapp#My_Watch_Name

The Diagnostic Framework uses the message ID as the incident message ID in
constructing the incident problem key.

7. For Watch Type, select a type, for example, Server Log.
8. Click Next.

9. For Current Watch Rule, construct an expression. For example, to construct the
expression (SEVERITY = 'Error') AND (MSGID = 'BEA-000337"):

a. Click Add Expressions.
b. For Message Attribute, select Severity.

c. For Operator, select =.

d. For Value, enter ERROR.

e. Click OK.

f. Click Add Expressions.

g. For Message Attribute, select MSGID.
h. For Operator, select =.

i. For Value, enter BEA-000337.

j. Click OK.

k. Inthe Create Watch page, ensure that the operator selected is AND.
10. Click Next.
11. Select an alarm type and click NEXT.
12. For Notifications, select FMWDFW-notification and move it to the Chosen box.
13. Click Finish.

For more information on creating watches, see "Construct watch rule expressions” in
the Oracle WebLogic Server Administration Console Online Help.

13.4 Investigating, Reporting, and Solving a Problem

This section describes how to use WLST and ADRCI commands and Remote
Diagnostic Agent (RDA) to investigate and report a problem (critical error), and in
some cases, resolve the problem. The section begins with a roadmap that summarizes
the typical set of tasks that you must perform. It describes the following topics:

s Roadmap—Investigating, Reporting, and Resolving a Problem
= Viewing Problems and Incidents

= Analyzing Specific Problem Keys

= Working with Diagnostic Dumps

s Configuring and Using Diagnostic Dump Sampling
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»  Managing Incidents

= Generating an RDA Report

13.4.1 Roadmap—Investigating, Reporting, and Resolving a Problem

Typically, investigating, reporting, and resolving a problem begins with a critical error.
This section provides an overview of that workflow.

Figure 134 illustrates the tasks that you complete to investigate, report, and resolve a
problem.
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Figure 13-4 Flow for Investigating a Problem
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The following describes the workflow illustrated in Figure 13—4:

1. You notice that the system, component, or application is not functioning as
expected. For example, you notice that there is a performance problem or users
have reported that the application that they are trying to access is reporting errors.

2. Check to see if a problem and an incident have been created that may be related to
the symptoms you are observing:

a. View the set of problems by using the WLST 1istProblems command, as
described in Section 13.4.2.1.
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b. If a problem has been created, list the incidents related to the specific problem
using the 1istIncidents command, as described in Section 13.4.2.2.

3. If anincident has not been created, go to Step 4. If an incident has been created, go
to Step 5.

4, If you do not see any incidents listed that are related to your problem, you can
create an incident manually using the createIncident command to capture
diagnostics for the problem.

Consider creating an incident when you encounter an issue, such as software
failure or performance problem, and you want to gather more diagnostic data. You
can view the log files and the messages in the files. If there is a specific message
that you believe is related to the issue you are seeing, you can use the message ID
in the createIncident command.

See Section 13.4.6.1 for more information about creating an incident.

5. View the details of the specific incident using the showIncident command, as
described in Section 13.4.2.2. This command lists information about the incident,
including the related message ID, the time of the incident, the ECID, and the files
generated by the incident.

6. Use the getIncidentFile command to view the contents of files for the
incident, as described in Section 13.4.2.2. The contents may provide information to
guide you to the source of the problem and help in resolving it.

7. If the contents of the files for the incident do not help you to resolve the problem,
you can execute additional dumps to view detailed diagnostics. For example, if
you are experiencing performance problems, execute the dms.metrics dump. See
Section 13.4.4 for information about the dumps available and how to execute
them.

8. If you still cannot resolve the problem, package the incident, along with the RDA
report, and send them to Oracle Support. See Section 13.4.6.3 and Section 13.4.7 for
information about packaging incidents and generating RDA reports.

13.4.2 Viewing Problems and Incidents

You can view the set of problems, the list of incidents, and the details of a particular
incident using the WLST command-line utility, as described in the following topics:

= Viewing Problems
= Viewing Incidents

= Querying Incidents

13.4.2.1 Viewing Problems

You can view the set of problems by executing the WLST 1istProblems command,
using the following format:

listProblems ( [adrHome] [,server])

The 1istProblems command lists the problems in the ADR home. Each problem has
a unique ID:

listProblems ()
Problem Id Problem Key
1 BEA-101020 [HTTP]
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13.4.2.2 Viewing Incidents

You can list of all available incidents or the incidents related to a specific problem by
executing the WLST listIncidents command, using the following format:

listIncidents([1id], [ADRHome])

For example, to see the list of all incidents, use the following command:

listIncidents ()

Incident Id Incident Time Problem Key
2 Fri Mar 28 11:05:59 PDT 2014 MDS-50500 [MANUAL]
1 Fri Mar 28 11:02:22 PDT 2014 MDS-50500 [MANUAL]

To view the incidents related to a specific problem, use the following command:

listIncidents(id='1")

Incident Id Incident Time Problem Key
2 Fri Mar 28 11:05:59 PDT 2014 MDS-50500 [MANUAL]
1 Fri Mar 28 11:02:22 PDT 2014 MDS-50500 [MANUAL]

To view the details of a particular incident, use the WLST showIncident command,
using the following format:

showIncident (id, [adrHome] [,server])

For example, to see the details of incident 1, use the following command:

showIncident (id='1")

Incident Id: 1

Problem Id: 1

Problem Key: MDS-50500 [MANUAL]

Incident Time:Fri Mar 28 11:02:22 PDT 2014

Error Message Id: MDS-50500

Execution Context:

Flood Controlled: false

Dump Files :
readme. txt
jvm_threadsl10_il.txt
dms_metricsll 1il.txt
dfw_samplingArchivel3_il.JVMThreadDump. txt
dfw_samplingArchivel3_il.readme.txt
odl_logsl4_il.txt

To view the contents of a file in the incident, use the WLST getIncidentFile
command, using the following format:

getIncidentFile(id, name [,outputFile] [,adrHome] [,server])

For example, to view the contents for the file odl_logs4_il.dmp use the following
command:

getIncidentFile(id='1', name='odl_logsl4_il.txt', outputFile="'/tmp/odl_logs4_il_

dmp.output ')

The command writes the output to the file odl_logs4_il_dmp.output.

13.4.2.3 Querying Incidents

While the 1istIncidents command shows you the incidents related to a particular
problem ID, or for a particular server, it does not allow you to restrict the list further.
The WLST queryIncidents command lets you query for the value of particular
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attributes across one or more servers, or all servers in a domain. For example, you can
query by the time of incident creation or the ECID.

An expression contains an incident attribute, an operator, and a string, in the following
format:

attribute operator "string"

You can combine query expressions with the Boolean operators AND or OR, and
group them by parentheses ().

The following incident attributes are supported:

s TIMESTAMP: Incident creation time. You can use the from and to operators to
specify a time range. The date format is YYYY-MM-DD HH:MM.

s ECID: Execution Context ID

= PROBLEM_KEY: Problem Key

s MSG_FACILITY: The error message facility, such as ORA or OHS.
s MSG_NUMBER: The error message ID, such as 600.

Custom incident attributes are also supported. For example, TRACEID, APP, URI, and
DSID are supported. In addition, the context values, as shown in the incident
readme.txt file, are supported. For example, DFW_APP_NAME and DFW_USER_
NAME are supported.

The following operators are supported:
= equals

= notEqual

s startsWith

= endsWith
= contains
»  isNull

= notNull

For example, you can query all incidents in all servers in the domain for the ECID
f19wAgN000001:

queryIncidents (query="ECID equals f19wAgN000001")
The following example queries all incidents that occurred between March 1, 2014 and
March 15, 2014, for the server wls_server_1:

queryIncidents (query="TIMESTAMP from '2014-03-01 00:00'AND TIMESTAMP to
'2014-03-15 00:00'",
servers=["wls_server_1"])

For more information about this command, see queryIncidents in the WLST Command
Reference for Infrastructure Components.

13.4.3 Analyzing Specific Problem Keys

The Diagnostic Framework provides a set of well-defined problem keys for unhandled
exceptions. These exceptions are either detected through the existing WLDF Watch
"UncheckedException" or through the Diagnostic Framework
java.lang.Thread.UncaughtExceptionHandler handler. Previously, the Diagnostic
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Framework generated problem keys with different formats for the same type of issues.
Table 13-6 describes these problem keys and how to use them to investigate a

problem.

Table 13-6 Uncaught Exception Problem Keys

Exception Problem Key

Description

java.lang.OutOfMemoryE DFW-99997

rror [java.lang.OutOfMemoryError]

Used by all java.lang. OUtOfMemoryError
incidents. With each incident of this type, a
jvm.classhistogram dump is executed. The dump
captures statistics about the instances of classes
that have been loaded and the counts of associated
Objects.

Review the contents of this dump for a good
starting point for understanding what has been
loaded into the JVM's memory. In addition, the
dms.metrics dump records statistics about the
overall JVM memory.

java.sql.SQLException DFW-99996

[ora-code |java.sql.SQLException]]
[package.class.method][app-name]

Used for all exceptions of type
java.sql.SQLException, including its subclasses.
The Diagnostic Framework attempts to extract the
Oracle error code from the exception error
message, and if it is successful, uses that in the
problem key. If not, it uses the exception name.

Review the text associated with the exception to
get more details, such as the operation that could
not be performed on the database. In addition, you
can review the SQL error code details for
additional information.

All others DFW-99998

[exception-name][package.class.name

1lapp-name)

Used by all other types of exceptions, such as
java.lang.NullPointerException,
java.io.IOException,
java.lang.StringIndexOutOfBoundsException, that
are not handled in a unique way.

Review the text associated with the exception to
get more details, such as the reason for the failure.
The source line in the problem key is a
best-attempt indicator of the location of the failure.

13.4.4 Working with Diagnostic Dumps

If you suspect a problem, you can make use of the built-in diagnostic dumps to report
detailed diagnostics that can help diagnose the problem. Diagnostic dumps provide a
means to output and record diagnostics data which serve as valuable information
when diagnosing issues with Oracle Fusion Middleware components, applications,
and infrastructure. The output from these dumps is intended to be used by customers
and Oracle Support to diagnose issues with Oracle Fusion Middleware.

Diagnostic dumps are executed in the following ways:

= Manually, using WLST commands, as described in the following sections

For example, if your Java EE application is hanging and you suspect a deadlock,
you could use the jvm.threads dump to obtain the set of threads.

= Automatically, when the Diagnostic Framework detects a critical error and creates
an incident or when the administrator creates an incident
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13.4.4.1 Listing Diagnostic Dumps

You can find a list of diagnostic dumps that are available for a Managed Server by
executing the WLST 1istDumps command, using the following format:

listDumps ( [appName] [,server])

For example, to list the available dumps for wls_serverl:

listDumps (server='wls_serverl')

Location changed to domainRuntime tree.

as the root.

This is a read-only tree with DomainMBean

For more help, use help(domainRuntime)

dfw.samplingArchive
dms.configuration
dms.ecidctx
dms.metrics
http.requests
jvm.classhistogram
jvm. threads

mds .MDSInstancesDump
odl.activeLogConfig
odl.logs
odl.quicktrace
opss.diagTest

opss.identityStoreUserRoleApiConfig

opss.securityContext
wls.image

Use the command describeDump (name=<dumpName>) for help on a specific dump.

Table 13-7 lists the diagnostic dump actions that are defined by Oracle Fusion
Middleware and their descriptions.

Table 13-7 Diagnostic Dump Actions

Dump Action

Description

dms.ecidctx

dms.metrics

http.requests

jvm.classhistogram

jvm.flightRecording

jvm.threads

mds.MDSInstancesDump
odl.activeLogConfig
odllogs

odl.quicktrace

wls.image

The data associated with a specific Execution Context ID (ECID),
if specified. Otherwise, the data associated with all available
ECIDs.

Dynamic Monitoring Service (DMS) metrics. For information
about these metrics, see "About Dynamic Monitoring Service
(DMS)" in Tuning Performance.

A summary of the currently active HTTP requests.

A JVM class histogram, the output of which varies depending on
the JVM vendor.

The active JRockit Flight Recorder recording.

Summary statistics about the threads running in a JVM as well
as performing a full thread dump.

Information about each MDS instance in the current JVM.

The active Java logging configuration.

Contents of diagnostic logs, correlated by ECID or time range.
Quick trace messages.

The WLDF server image dump.
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In addition, Oracle SOA Suite provides diagnostic dumps, as described in "Diagnosing
Problems with SOA Composite Applications" in Administering Oracle SOA Suite and
Oracle Business Process Management Suite.

13.4.4.2 Viewing a Description of a Diagnostic Dump

You can view a description of a particular dump, including the syntax for executing
the dump by using the WLST describeDump command. You specify the name of the
dump in which you are interested. For example, to view a description of the
dms.metrics dump, use the following command:

describeDump (name="'dms .metrics"')

Name: dms.metrics

Description: Dumps DMS (Dynamic Monitoring Service) metrics.
Run Mode: asynchronous

Mandatory Arguments:

Optional Arguments:

Name Type Description

dump STRING  How much to dump

servers STRING Server names

names STRING Name of DMS noun or metric

format STRING Format of the dump output; raw or xml

nountypes STRING Type of DMS noun

13.4.4.3 Executing Dumps

If you detect a problem and want to gather additional diagnostic data, you can invoke
the executeDump command for a specified dump. Each dump may have mandatory
or optional arguments, or both. To view the arguments for a particular dump and how
to specify them, use the describeDump command, as described in Section 13.4.4.2.

The following example executes the dump with the name dms.metrics and the
incident ID 1 and writes it to the file dumpout.txt:

executeDump (name='dms .metrics', outputFile='/tmp/dumpout.txt', id='1")
Dump file dms_metricsl_il.dmp added to incident 1

The command writes the dump output to the information about incident 1. If you
execute the showIncident command for incident 1, the output includes dms_metrics1_
il.dmp.

13.4.5 Configuring and Using Diagnostic Dump Sampling

Diagnostic dump sampling captures the output of diagnostic dumps at specified
intervals. By sampling at regular intervals, diagnostic dump sampling can help to
reveal issues such as slow running web requests, and where work is being performed
in those requests.

This section contains the following topics:

s Understanding Diagnostic Dump Sampling

s Configuring Dump Sampling

s Listing Dump Samplings

= Retrieving the Dump Sampling Output

13.4.5.1 Understanding Diagnostic Dump Sampling

All diagnostic dump samplings are performed in the background, at specified
intervals. By default, jvm.threads and jvm.classhistogram dumps are configured for
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sampling. However, they are not active until an incident is generated. Then, they
remain active for 72 hours, by default.

You can modify the settings for the default dump samplings and you can create new
sampling definitions for the dump actions listed in Table 13-7 and for any
application-specific dumps. You can configure multiple sampling definitions for the
same diagnostic dump, specifying different settings, such as sampling interval or
server.

For each diagnostic dump sampling, the Diagnostic Framework stores the specified
number of samples. When that limit is reached, the oldest sample is purged. All
samples are purged when the server shuts down.

Table 13-8 shows the settings of the dump samplings that are configured by default.

Table 13-8 Default Diagnostic Dump Samplings Configuration

Dump Name Sampling Interval Maximum Samples Stored
jvm.threads 60 seconds 10
jvm.classhistogram 30 minutes 5

The Diagnostic Framework triggers the retrieval of the dump samples whenever an
incident is created (through error detection or manual incident creation.) In addition,
you can retrieve the contents of the dump samples, as described in Section 13.4.5.4.

You can retrieve the dump sample archives in either text or zip files:

»  Text: By default, the diagnostic dump samples are concatenated into a single
archive file, in text format. An ASCII header an footer are wrapped around each
sample in the archive file. The header contains a timestamp and the name of the
diagnostic dump that produced the sample. Both the header and footer contain the
number of the samples in the archive and the number of the particular sample. For
example:

$$$=== BEGIN OF Diagnostic Dump - jvm.classhistogram (Archive #0 1_of_2) ===$S$$
Fri Sep 07 07:00:00 PDT 2013

<text of dump sampling>
$$S=== END OF Diagnostic Dump - jvm.classhistogram (Archive #0 1_of_2) ===$$$

= Zip: You can configure diagnostic dump samplings to return a zip file instead of a
concatenated file. The zip file contains all available dump sample files. This format
supports any diagnostic dumps whose outputs are in binary format not suitable
for concatenation, as well as for dumps that generate output in text format. This
format also reduces the size of the archive containing the samples.

The following example shows the contents of a zip file:

unzip -1 jvm_dump.zip
Archive: jvm_dump.zip
Length Date Time Name
508780 08-21-13 07:25  dfw_
samplingArchivel065570966467923683.JVMThreadDump . dmp
840 08-21-13 07:25 dfw_samplingArchive7749640004639161119.readme. txt

509620 2 files

Administering Oracle Fusion Middleware



Investigating, Reporting, and Solving a Problem

In addition to a text or zip file, when you retrieve a dump sample, the Diagnostic
Framework generates a readme file. The readme file either lists the line numbers for
each dump sample in the archive (for text format) or the individual sample file names
(for zip format). It also lists the timestamp for each sample and the index for the
archive.

The dump sample files are named using the following format:

dfw_dumpArchivennn. Sampling Name.{txt] |zip}

In the format nnn is a unique number assigned by the Diagnostic Framework.

For example, the following is an example of the name of a dump sample file for
JVMThreadDump:

dfw_dumpArchivel7394218037.JVMThreadDump. txt

The readme files are named using the following format:

dfw_dumpArchivennn.readme. txt

In the format nnn is a unique number assigned by the Diagnostic Framework.

All samplings are scheduled to begin at the next nearest interval, corresponding to the
frequency. For example, if a sampling is configured at 12:05:13 PM and the frequency is
5 seconds, the sample will be collected at 12:05:15 PM. This ensures that the collection
of a series of samplings with the same frequency will occur at the same time. It also
aligns all samples across machines, assuming their system clocks are synchronized.

Note: You must be connected to the Administration Server to
execute the WLST dump sampling commands.

13.4.5.2 Configuring Dump Sampling

You can create additional dump samplings, update existing dump samplings, remove
dump samplings and enable or disable dump sampling, as described in the following
topics:

= Activating the Default Samples

s Creating Dump Samplings

= Modifying Dump Sampling Settings

= Removing Dump Samplings

= Enabling or Disabling All Dump Sampling

13.4.5.2.1 Activating the Default Samples By default the jvm.threads and

jvm.classhistogram dumps are not activated until an incident occurs. Then, they are
active for 72 hours, by default.

You can change the behavior so that the dumps are active even if an incident has not
occurred by setting the value of the MBean DumpSamplingldleWhenHealthy to
false.

To change the amount of time used for determining the system's health, change the
value of the DumpSamplingMinimumHealthyPeriod MBean.

For information about changing the value of the Diagnostic Framework MBeans, see
Section 13.3.1
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13.45.2.2 Creating Dump Samplings You can create dump samplings for any dump
listed in Table 13-7 and for any application-specific dumps. To create dump samplings,
use the WLST command addDumpSample. The addDumpSample command uses the
following syntax:

addDumpSample (sampleName="sample name", diagnosticDumpName="dump name",

[appName="application_name",] samplingInterval=num_seconds,
rotationCount=num_samples, [dumpedImplicitly:{true|false},]
[toAppend:{true\false},] [args={"arg _name" : "value"},]

[server="server_name"])

For example, to create a dump sampling for the http.requests dump, setting the
sampling interval to 300 seconds and the rotation count to 10 samples, for the server
wls_serverl:

addDumpSample (sampleName="HTTPSampling", diagnosticDumpName="http.requests",
samplingInterval=300, rotationCount=10, server="wls_serverl")

HTTPSampling is added

For complete syntax, see "addDumpSample" in the WLST Command Reference for
Infrastructure Components.

13.4.5.2.3 Modifying Dump Sampling Settings You can change the settings of existing
dump samplings by using the WLST command updateDumpSample. The
updateDumpSample command uses the following syntax:

updateDumpSample (sampleName="sample_name",

[ appName="application_name",] samplingInterval=num seconds,
rotationCount=num samplings, [dumpedImplicitly:{true\false},]
[ toAppend:{true|false},] l[args={"arg _name" : "value"},]

[ server="server _name"])

For example, to modify the dump sampling HTTPSampling, changing the sampling
interval to 200 and the rotation count to 5:

updateDumpSample (sampleName="HTTPSampling", samplingInterval=200,
rotationCount=5, server="wls_serverl")

HTTPSampling is updated

For complete syntax, see "updateDumpSample" in the WLST Command Reference for
Infrastructure Components.

13.4.5.24 Removing Dump Samplings You can remove existing dump samplings using
the WLST command removeDumpSample. The removeDumpSample command uses
the following syntax:

removeDumpSample (sampleName="sample name", [server="server_name"])

For example, to remove the dump sampling HTTPSampling:

removeDumpSample (sampleName="HTTPSampling", server="wls_serverl")
Removed HTTPSampling

For complete syntax, see "removeDumpSample" in the WLST Command Reference for
Infrastructure Components.

13.4.5.2.5 Enabling or Disabling All Dump Sampling
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You can enable or disable all dump sampling using the WLST command
enableDumpSampling. This command affects all configured dump samplings. The
enableDumpSampling command uses the following syntax:

enableDumpSampling (enable={true|false}, [server="server name"])
Note that the server parameter is valid only if you are connected to the Administration

Server. If you do not specify the server parameter, dump sampling is disabled for the
Administration Server.

For example, to disable dump sampling for the Administration Server:

enableDumpSampling (enable=false)
Dump sampling disabled

To determine if dump sampling is enabled or disabled, use the WLST command
isDumpSamplingEnabled. The isDumpSamplingEnabled command uses the following
format:

isDumpSamplingEnabled ([server="server_name"])

For complete syntax, see "enableDumpSampling" and "isDumpSamplingEnabled" in
the WLST Command Reference for Infrastructure Components.

13.4.5.3 Listing Dump Samplings

You can list dump samplings using the WLST command listDumpSamples. You can
list all dump samplings, a specified dump sampling, or all dump samplings associated
with a specified server. The listDumpSamples command uses the following syntax:

listDumpSample ( [sampleName="gample_name",] [server="server name"])

For example, to list all dump samplings associated with the server wls_serverl:

listDumpSamples (server="wls_serverl")
Name : JVMThreadDump
Dump Name : jvm.threads
Application Name

Sampling Interval : 30

Rotation Count : 20

Dump Implicitly . true

Append Samples . true

Dump Arguments : context=true, timing=true, progressive=true, depth=20,

threshold=30000

Name : JavaClassHistogram
Dump Name : jvm.classhistogram
Application Name

Sampling Interval : 1800

Rotation Count : 5
Dump Implicitly : false
Append Samples . true

Dump Arguments

For complete syntax, see "listDumpSample" in the WLST Command Reference for
Infrastructure Components.
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13.4.5.4 Retrieving the Dump Sampling Output

To retrieve the output of dump samples, you can use the WLST executeDump
command or the WLST getSamplingArchives command, as described in the following
topics:

= Retrieving Dump Samples Using the executeDump Command

= Retrieving Dump Samples Using the getSamplingArchives Command

13.4.5.4.1 Retrieving Dump Samples Using the executeDump Command You can retrieve
dump samples using the WLST executeDump command, specifying the
dfw.samplingArchive dump. This command collects all default sample archives and
any dump samples that are specified with the parameter dumpImplicitly=true
from a temporary location and concatenates them into a single file. The command also
returns a readme file, with details of the dump samples.

When you use the executeDump command, you use the following syntax:

executeDump (name="dfw.samplingArchive",outputFile="filename"

For the outputFile parameter, you can specify a text file or a zip file. If you specify a
zip file, you must use the argument zipOutput=true.

For any dump sampling that is configured with the parameter
dumpImplicitly=false, you must specify the optional dfw.samplingArchive
argument sampleName to collect the contents of those dump samples. For example:

executeDump (name="'dfw.samplingArchive', args={'sampleName'
'JavaClassHistogram'})

For more information, see "executeDump" in the WLST Command Reference for
Infrastructure Components.

13.4.5.4.2 Retrieving Dump Samples Using the getSamplingArchives Command You can
retrieve dump samples using the WLST getSamplingArchives command. This
command collects all dump samples in a zip file containing the individual dump
sample files and a readme file. This method is particularly useful in dealing with
binary format dumps.

The getSamplingArchives command uses the following syntax:

getSamplingArchives ([sampleName="sample name"] [,outputFile="filename"
[,server="server_name"])

For example to retrieve the dump samples for the sampling JavaClassHistogram, use
the following command:

getSamplingArchives (sampleName="JavaClassHistogram",
outputFile="/tmp/sampling.zip")

The following shows the contents of the zip file:

unzip -1 /tmp/sampling.zip
Archive: /tmp/sampling.zip
Length Date Time Name
6241768 04-27-13 11:19 dfw_
samplingArchive8680976839106379444.JavaClassHistogram. dmp
552 04-27-13 11:19 dfw_samplingArchive7861027727509995202.readme. txt

6242320 2 files
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For complete syntax, see "getSamplingArchives" in the WLST Command Reference for
Infrastructure Components.

13.4.6 Managing Incidents

The Diagnostic Framework stores incidents, whether they are created automatically or
manually, and Oracle Fusion Middleware provides tools to help you process incident
reports and to package those incidents to send to Oracle Support. The following
sections describe:

s Creating an Incident Manually

s Creating an Aggregated Incident
= Packaging an Incident

= Generating an RDA Report

s Purging Incidents

13.4.6.1 Creating an Incident Manually

System-generated problems—critical errors generated internally—are automatically
added to the Automatic Diagnostic Repository (ADR). You can gather additional
diagnostic data on these problems, upload diagnostic data to Oracle Support, and in
some cases, resolve the problems, all with the workflow that is explained in

Section 13.4.

Consider creating an incident manually when you encounter an issue, such as
software failure or performance problem and you want to gather more diagnostic data,
but the Diagnostic Framework has not automatically created an incident.

You use the WLST command createIncident to create an incident manually. You
can specify an incident based on time, a message ID, an impact area, or an ECID. Then,
you can inspect the content of the incident or send it to Oracle Support for further
analysis.

For example, to manually create an incident based on a message ID:

1. Search the log files, as described in Section 12.3.2. If you find a message that you
suspect is related to the issue you are seeing, you can use the message ID when
you create the incident.

2, Use the following commands to invoke WLST, connect to the Managed Server and
navigate to the Managed Server instance:

java weblogic.WLST
connect ( 'username', 'password', 'localhost:7001')
cd('servers/server_name')

3. Create the incident, using the createIncident command, with the following

format:
createlIncident ([adrHome] [,incidentTime] [,messageId] [,ecid] [, appName]
[,description] [,server])

For example, to create an incident based on the error with the message ID
MDS-50500, use the following command, specifying the message ID, and provide
a description of the incident to help you and Oracle support track the incident:

createlIncident (messageId='MDS-50500', description='sample incident')
Incident Id: 1
Problem Id: 1
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Problem Key: MDS-50500 [MANUAL]

Incident Time:Fri Mar 28 11:02:22 PDT 2014

Error Message Id: MDS-50500

Execution Context:null

Flood Controlled: false

Dump Files :
jvm_threadsl0_il.txt
dms_metricsll_il.txt
dfw_samplingArchivel3_il.JVMThreadDump. txt
dfw_samplingArchivel3_il.readme.txt
odl_logsl4_il.txt

If you do not specify a server, the incident collects information from the server to
which you are connected. To specify a server, use the server option, as shown in
the following example:

createlIncident (messageId='MDS-50500"', description='sample incident',
server='wls_serverl')

)

If you do not specify the adrHome option, the incident is created in the server to
which you are connected. For example, if you are connected to the Administration
Server, the incident is created in the adrHome for the Administration Server.

The Diagnostic Framework evaluates the command and invokes the appropriate
diagnostic dumps. The incident and the diagnostic dumps are written to the ADR.
Each diagnostic dump writes its output to the incident.

You can view the information about the incident, as described in Section 13.4.2.2.

You can view the information in the dumps, as described in Section 13.4.4.

13.4.6.2 Creating an Aggregated Incident

If you have several incidents and want to combine them into a single incident, you can
use the WLST createAggregatedIncident command. For example, if you used
selective tracing, the resulting incidents containing the trace data may be generated on
multiple servers. With the createAggregatedIncident command, you can
generate an aggregated incident that meets criteria you specify. The original incidents
are untouched. That is, the aggregated incident contains a copy of the incident files
from the queried incidents.

The aggregated incidents are created on the Administration Server host, but they can
contain incidents from one or more servers or all servers in the domain.

You construct a query using an expression that contains an incident attribute, an
operator, and a string, in the following format:

attribute operator "string"
You can combine query expressions with the Boolean operators AND or OR, and
group them by parentheses ().

For information about the supported attributes and operators, see
"createAggregatedIncident” in the WLST Command Reference for Infrastructure
Components.

Each aggregated incident will contain a zip file for each incident returned from the
query, as well as descriptive text detailing the query used and the details of each
incident.

For example, to create an aggregated incident for all incidents that contain the ODL_
TRACE_ID of 123456 on the server wls_serverl:
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createAggregatedIncident (query="ORDL_TRACE_ID equals 123456", servers="wls_
serverl")

Incident 55 created, containing the following incidents:

Server wls_serverl

Incident Id Problem Key Incident Time

15 TRACE [123456] [MANUAL] Mon Apr 15 11:22:12 EDT 2014

To create an aggregated incident for al incidents that contain the ODL_TRACE_ID of
123456 on all servers in the domain:

createAggregatedIncident (query="ORDL_TRACE_ID equals 123456"

Incident 55 created, containing the following incidents:

Server wls_serverl, wls_server2

Incident Id Problem Key Incident Time

15 TRACE [123456] [MANUAL] Mon Apr 15 11:22:12 EDT 2014

13.4.6.3 Packaging an Incident

You can package the incident to facilitate sending the information to Oracle Support
by using the ADR Command Interpreter (ADRCI). The ADRCI utility enables you to
investigate and report problems in a command-line environment. With ADRCI, you
can package incident and problem information into a zip file for transmission to
Oracle Support.

The ADRCI command-line utility is located in the following directory:

(UNIX) ORACLE_HOME/oracle_common/adr
(Windows) ORACLE_HOME\oracle_common\adr

Packaging an incident involves a three-step process:
1. Create a logical package.

The package is denoted as logical because it exists only as metadata in the ADR. It
has no content until you generate a physical package from the logical package. The
logical package is assigned a package number, and you refer to it by that number
in subsequent commands.

You can create the logical package as an empty package, or as a package based on
an incident number, a problem number, a problem key, or a time interval. If you
create the package as an empty package, you can add diagnostic information to it
in step 2.

Creating a package based on an incident means including diagnostic data, such as
dumps, for that incident. Creating a package based on a problem number or
problem key means including in the package diagnostic data for incidents that
reference that problem number or problem key. Creating a package based on a
time interval means including diagnostic data on incidents that occurred in the
time interval.

2. Add diagnostic information to the package.

If you created a logical package based on an incident number, a problem number, a
problem key, or a time interval, this step is optional. You can add additional
incidents to the package or you can add any file within the ADR to the package. If
you created an empty package, you must use ADRCI commands to add incidents
or files to the package.

3. Generate the physical package.

When you submit the command to generate the physical package, ADRCI gathers
all required diagnostic files and adds them to a zip file in a designated directory.
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You can generate a complete zip file or an incremental zip file. An incremental file
contains all the diagnostic files that were added or changed since the last zip file
was created for the same logical package. You can create incremental files only
after you create a complete file, and you can create as many incremental files as
you want. Each zip file is assigned a sequence number so that the files can be
analyzed in the correct order.

Zip files are named according to the following format:

packageName _mode_sequence.zip

In the format:

= packageName consists of a portion of the problem key followed by a
timestamp.

= mode is either COM or INC, for complete or incremental.
m sequence is an integer.
For example, to package an incident, take the following steps:

1. Set the ORACLE_HOME and LD_LIBRARY_PATH environment variables as
shown in the following example:

ORACLE_HOME=0ORACLE_HOME/oracle_common
LD_LIBRARY_ PATH=0ORACLE_HOME/oracle_common/adr
2. Invoke ADRCI. For example:
ORACLE_HOME/oracle_common/adr/adrci
3. Use the SET BASE command to specify the ADR Base and the SET HOMEPATH

command to specify the ADR home that contains the incident. The path for the
HOMEPATH is relative to the ADR Base.

SET BASE /scratch/oracle/config/domains/wls_domain/servers/wls_serverl/adr
SET HOMEPATH diag/ofm/wls_domain/wls_serverl
4. Generate the logical package:

IPS CREATE PACKAGE INCIDENT incident_number

For example, the following command creates a package based on incident 1:
IPS CREATE PACKAGE INCIDENT 1

Created package 1 based on incident id 1, correlation level typical
ADRCI assigns the logical package a number.

5. Optionally, you can add diagnostic information to the logical package. You can
add the following types of information:

- All diagnostic information for a particular incident. For example, you can add
another incident that you think might be related to the incident you are
packaging, using the following command:

IPS ADD INCIDENT incident_number PACKAGE package number
- Anamed file within the ADR. For example, if an incident is related to an
application, you can add the .ear file for the application. You can also add a

readme file with notes you provide to Oracle Support. For example, to add a
file to the package, use the following command:

IPS ADD FILE filespec PACKAGE package number
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6. Generate the physical package using the following command:
IPS GENERATE PACKAGE package_number IN path
For example, to generate a package with the number 1, use the following
command:

IPS GENERATE PACKAGE 1 in /tmp
Generated package 1 in file /tmp/BEA337Web_20100223132315_COM_1.zip, mode
complete

This generates a complete physical package (zip file) in the designated path.

For more information, see the "ADRCI: ADR Command Interpreter” chapter of the
Oracle Database Ultilities.

13.4.6.4 Purging Incidents

By default, incidents are purged when the total size of all incidents exceed 500 MB.
You can use the maxTotallncidentSize MBean parameter to change this value, as
described in Section 13.3.1.

You can manually purge incidents using the ADRCI command. You can purge based
on an ID or range of IDs, the age of the incident, or the type of incident. For example,
to purge incidents that are older than 60 minutes, use the following command:

purge -age 60

See the "ADRCI: ADR Command Interpreter” chapter of the Oracle Database Utilities.

13.4.7 Generating an RDA Report

You can use the Remote Diagnostic Agent (RDA), a command-line diagnostic tool, to
provide a comprehensive picture of your environment. Additionally, RDA can provide
recommendations on various topics, for example configuration and security. This aids
you and Oracle Support in resolving issues.

RDA is a set of command line diagnostic scripts that are executed by an engine written
in the Perl programming language. RDA is used to gather detailed information about
an Oracle environment; the data gathered is in turn used to aid in problem diagnosis.
The output is also useful for seeing the overall system configuration.

RDA is designed to be as unobtrusive as possible; it does not modify systems in any
way. A security filter is provided if required.

RDA collects information that is useful for troubleshooting issues in the following
areas:

» Installation and configuration

= Performance

s ORA-600, ORA-7445, ORA-3113, and ORA-4031 errors
= Upgrade, migration, and linking

= Oracle Database

= Oracle Fusion Middleware

To run RDA, execute the following:

(UNIX) ORACLE_HOME/oracle_common/rda/rda.sh
(Windows) ORACLE_HOME\oracle_common\rda\rda.cmd
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The following shows a part of the output:

./rda.sh

S000INI: Initializes the Data Collection

RDA uses the output file prefix to identify all files belonging to the same
data collection. The prefix must start with a letter and must contain only
alphanumeric characters.

Enter the prefix to be used for all the generated files
Hit 'Return' to accept the default (RDA)
>

Enter the directory used for all the files to be generated

Hit 'Return' to accept the default
(/scratch/oraclel/Oracle/Middleware/Oracle_Home/oracle_common/rda/output)
>

Do you want to keep report packages from previous runs (Y/N)?
Hit 'Return' to accept the default (N)
>

Enter the Oracle home to be used for data analysis

Hit 'Return' to accept the default
(/scratch/oraclel/Oracle/Middleware/Oracle_Home

)

For more information about RDA, see the readme file, which is located at:

(UNIX) ORACLE _HOME/oracle_common/rda/README Unix.txt
(Windows) ORACLE_HOME\oracle_common\rda\README_Windows.txt

13.5 Managing and Running the Health Test Framework

Oracle Fusion Middleware provides a Health Test Framework that includes diagnostic
tests that are designed to exercise particular aspects of Oracle Fusion Middleware and
its applications, to determine whether they are operating correctly and to help identify
and resolve any problems.

This section contains the following topics:

s Understanding the Health Test Framework

s Understanding the Health Test Framework File Repository
= Using the Health Test Framework Command Line

= Managing the Health Test Framework

= Running Health Test Framework Diagnostic Tests

s Searching for Health Test Framework Diagnostic Tests

s Retrieving a Description of a Health Test Framework Test
s Listing Health Test Framework Test Runs

s Generating Health Test Framework Reports
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13.5.1 Understanding the Health Test Framework

The Health Test Framework lets you execute diagnostic tests and collects the results
into detailed diagnostic reports. The diagnostics tests are installed when you install or
patch Oracle Fusion Middleware.

You can use the Health Test Framework to check normal system health and to
troubleshoot system problems. You can configure your Oracle Fusion 