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Preface

This section describes the intended audience, how to use this guide, and provides
information about documentation accessibility.

Audience

This guide is intended for:

System and security administrators who administer web services and manage
security

Application developers who are developing web services and testing the security
prior to deployment of the web services

Security architects who create security policies

How to Use This Guide

It is recommended that you review Oracle Fusion Middleware Introducing Web Services
document to gain a better understanding of the two web service stacks supported in
Oracle Fusion Middleware 12c.

The document is organized as follows:

Part I, "Introducing Oracle Web Services," introduces you to the concepts and tasks
required to secure and administer web services. It provides a brief introduction to
web service policies and helps you to decide which security policies are best for
your web services. It also describes how to install and configure Oracle Web
Services Manager on WebLogic Server.

Part II, "Attaching and Managing Policies," describes how to work with policies
and policy sets using Fusion Middleware Control and with WLST. Topics such as
viewing, attaching, detaching, editing and overriding policies and policy sets are
included.

Part I1I, "Securing Web Services," describes how to configure your web service for
message protection, SSL, authentication, and authorization. SAML and WS-Trust

use cases are included as examples. You can also integrate hardware with Oracle

Web Services Manager.

Part IV, "Managing and Troubleshooting Oracle Web Services Manager," describes
how to diagnose problems and tune the performance of Oracle Web Services
Manager. It also describes how to work with the Oracle Web Services Manager
Repository.
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= PartV, "Oracle Web Services Manager Predefined Policies and Assertions
Templates," provides reference information describing the predefined policy and
assertion templates provided with OWSM.

s Part VI, "Security and Policy Reference for Oracle Web Services," provides
reference information that describes web service security and policy annotations;
assertion and policy set schemas; and the OWSM plug-in for Oracle Virtual
Assembly Builder

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Related Documents

For more information, see the following Oracle Web Services Manager documents:
»  Administering Web Services

»  Developing Extensible Applications for Oracle Web Services Manager

»  Developing Fusion Web Applications with Oracle Application Development Framework
»  Developing JAX-RPC Web Services for Oracle WebLogic Server

»  Developing JAX-WS Web Services for Oracle WebLogic Server

»  Developing Oracle Infrastructure Web Services

»  Developing Applications with Oracle [Developer

»  Developing SOA Applications with Oracle SOA Suite

» Interoperability Solutions Guide for Oracle Web Services Manager

»  Securing WebLogic Web Services for Oracle WebLogic Server

»  Understanding Oracle Web Services Manager

»  Understanding WebLogic Web Services for Oracle WebLogic Server

»  Understanding Web Services

»  Use Cases for Securing Web Services Using Oracle Web Services Manager

»  WebLogic Web Services Reference for Oracle WebLogic Server

See also the Oracle Web Services Manager Technology page at:
http://www.oracle.com/technology/products/webservices_manager/index.html.

Conventions

The following text conventions are used in this document:
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Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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What's New in This Guide

The following topics introduce the new and changed features of Oracle Web Services
Manager (OWSM) and other significant changes that are described in this guide, and
provides pointers to additional information.

New and Changed Features for Release 12¢ (12.2.1)

Oracle Fusion Middleware 12c¢ (12.2.1) includes the following new and changed
features for this document:

You can configure an application-level credential map name in certain predefined
policies using the csf.map configuration property, which can be used to override
the domain-level credential map on a per-attachment basis. See Creating an
Application-level Credential Map.

New jndi.connection.timeout property configuration property. See Configuring
High Availability and Cache Management Using WLST.

Oracle Web Services Manager allows web service clients to interact with the
Mobile and Social OAuth 2.0 server implementation for both SOAP and REST web
services, for "2-legged" authorization. See Using OAuth2 with Oracle Web Services
Manager.

You can now attach OWSM policies to RESTful web services and clients built
using the Jersey 2.x release. (You can still attach policies using the Jersey 1.x
release, but Oracle recommends you use the Jersey 2.x release.) See Chapter 4,
"Attaching Policies to Manage and Secure Web Services."

The following APIs were deprecated in the 12c (12.1.3) release and have been
removed in this release: weblogic.jaxrs.api.client, com.sun.jersey.api.client,
com.sun.jersey.api.client.async, com.sun.jersey.api.client.config, and
com.sun.jersey.api.client filter.

New and Changed Features for Release 12¢ (12.1.3)

Oracle Fusion Middleware 12¢ (12.1.3) includes the following new and changed
features for this document:

Support for Oracle Service Bus and Oracle SOA Suite (SOAP/RESTful web
services and JCA adapters), and Oracle Enterprise Scheduler. References to these
components are included throughout this document as necessary. Some specific
sections include:

"Web Services Security and Policy Management" on page 1-1

"Determining Which Predefined Policies to Use for a Web Service" on page 3-1
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"Defining the Type and Scope of Resources for Globally Attached Policies" on
page 4-70

Global policy attachment support for Java EE (WebLogic) web services. For more
information, see:

"Attaching Policies Globally Using Fusion Middleware Control" on page 4-21
"Attaching Policies Globally Using WLST" on page 4-47

Support for determining the source of direct policy attachments. For more
information, see "Determining the Source of Policy Attachments" on page 4-83.

Security enhancements, including:

Integration of OWSM with Oracle Entitlements Server (OES). For more
information, see "Configuring Fine-Grained Authorization Using Oracle
Entitlements Server" on page 10-5.

Ability to protect Personally Identifiable Information (PII) for SOA composites and
SOA and Oracle Service Bus JCA adapters. For more information, see "Protecting
Personally Identifiable Information” on page 8-1.

Ability to manage Secure Conversation sessions using WLST commands. For more
information, see "Understanding Secure Conversation Sessions" on page 12-6.

Additional configuration properties available for Kerberos login module
configuration in Fusion Middleware Control as described in "Configuring the
Kerberos Login Module" on page 14-7.

The ignore.timestamp.in.response configuration property was added to the
transport level (_over_ssl_) client policies and assertion templates. For more
information, see "Oracle Web Services Manager Predefined Policies" on page 17-1
and "Oracle Web Services Manager Predefined Assertion Templates" on page 18-1.

Ability to add assertions to a user-defined policy after adding an OR group. For
more information, see "Adding an OR Group to a Policy" on page 6-15.

The Algorithm Suite configuration setting defaults to BASIC_128 in all predefined
SSL templates and policies. For more information, see Chapter 18, "Oracle Web
Services Manager Predefined Assertion Templates."

Changes in the auto-discovery logic. The auto-discovery feature defaults to
connecting to the Policy Manager in the local domain using non-secure protocol.
However, if the auto-discovery logic cannot connect to a Policy Manager using
non-secure protocol because the non-secure port is disabled, it will now attempt to
connect to a Policy Manager using secure protocol. For more information, see
"Configuring the Policy Manager Connection Using Fusion Middleware Control"
on page 14-20.

Support for the following new client policy configuration properties that can be
overridden at design time for RESTful web service clients to configure the
username and password:

oracle.wsm.security.util.SecurityConstants.ClientConstants.WSM_USERNAME
_PROPERTY

oracle.wsm.security.util.SecurityConstants.ClientConstants.WSM_PASSWORD
_PROPERTY

For more information, see "Overriding Client Policy Configuration Properties at
Design Time" on page 5-3.



Other Significant Changes in This Document for Release 12¢ (12.1.3)

For 12c¢ (12.1.3), this guide has been updated in several ways. Following are the
sections that have been added, deleted, or changed.

A new section has been added to assist in troubleshooting WS-Trust
configurations. For more information, see "Diagnosing Common Oracle Web
Services Manager Exceptions for WS-Trust Use Cases" on page 16-21.

The SAML Message Protection Use Case and WS-Trust Use Cases chapters have
been removed from this document and added to a new document Use Cases for
Securing Web Services Using Oracle Web Services Manager.

Assertion template reference information for settings and configuration properties
is consolidated into a single appendix: Appendix B, "Predefined Assertion
Templates for Oracle Web Services."

Because configuration to a Policy Manager in a remote domain is not supported in
this release, the following sections have been updated:

"Configuring the Policy Manager Connection Using Fusion Middleware Control"
on page 14-20

"Configuring the Policy Manager Connection Using WLST" on page 14-44

The section "Configuring the Connection to a Remote Policy Manager" has been
removed.

New and Changed Features for Release 12¢ (12.1.2)

Oracle Fusion Middleware 12c¢ (12.1.2) includes the following new and changed
features for this document:

RESTful web services security using OWSM policies. For more information, see:

"Attaching Policies to RESTful Web Services and Clients at Design Time" on
page 4-6

"Attaching Policies Directly Using Fusion Middleware Control" on page 4-11

"Attaching Policies Directly to RESTful and Oracle Infrastructure Web Services and
Clients Using WLST" on page 4-40

Security enhancements, including:

Web Services Trust (WS-Trust 1.3) and Web Services Secure Conversation
(WS-SecureConversation 1.3) specification support, which together provide secure
communication between web services and their clients. You can use
WS-SecureConversation to increase the performance and security of your web
services. For more information, see Chapter 12, "Configuring Secure Conversation
Using Oracle Web Services Manager."

Support for KSS as the default message protection OWSM keystore. For more
information, see "Understanding OPSS Keystore Service for Message Protection”
on page 7-3.

Federated STS trust and token caching support, as described in "Overview of Web
Services WS-Trust" on page 11-26

Kerberos security enhancements. See credential delegation and single sign-on
using SPNEGO, as described in "Configuring Kerberos Tokens" on page 11-16,
derived key configuration, as described in "Derived Keys" on page B-16, and new
predefined policies, as described in Chapter 17, "Oracle Web Services Manager
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Predefined Policies."

Cache the nonce with Oracle Coherence, as described in "Caching the Nonce with
Oracle Coherence" on page 7-22.

Encrypted header support.

SHA 256 (SHA-2) algorithm support, as described in "Supported Algorithm
Suites" on page 18-125.

X509 security enhancements, including:

All X509 assertion templates enable you to set PKI path, as described in "Use PKI
Path" on page B-68.

All X509 assertion templates are signed, by default, as described in Appendix C,
"Schema Reference for Predefined Assertions for Oracle Web Services."

Digest authentication, as described in "Configuring Digest Authentication" on
page 11-3.

Support for SOAP over JMS transport as a connection protocol, including:

New predefined policies and assertion templates, as described in "SOAP Over JMS
Transport Policies" on page 17-264.

New annotations, as described in Appendix A, "Security and Policy Annotations
for Oracle Web Services."

Fast Infoset support, providing a compressed binary encoding format that
provides a more efficient serialization than the text-based XML format, including;:

New predefined policies and assertion templates, as described in "Configuration
Policies" on page 17-9.

New annotations, as described in Appendix A, "Security and Policy Annotations
for Oracle Web Services."

Cross-component wiring support, which provides a simplified method for wiring
Fusion Middleware components. OWSM uses cross-component wiring to
auto-discover the Policy Manager in the domain. It automates the wiring process,
and provides the ability to diagnose wirings after they are established. For more
information, see "Using Cross-Component Wiring for Auto-Discovery of Policy
Manager" on page 2-3.

Auto-discovery feature now defaults to connecting to the Policy Manager in the
local domain using non-secure protocol. A configuration option is available to
configure auto-discovery using SSL if required. For more information, see
"Configuring the Policy Manager Connection Using Fusion Middleware Control"
on page 14-20.

OWSM domain configuration is now consolidated in the OWSM Repository. In
previous releases, the OWSM configuration was stored in various files and
locations, such as jps-config.xml and policy-accessor-config.xml. This change
includes an enhanced interface for configuring the OWSM environment for
authentication, message protection, and policy access for the domain. For more
information, see Chapter 14, "Managing Oracle Web Services Manager Domain
Configuration."

Enhanced token issuer trust configuration. SAML trusted issuers and DN lists are
now stored in trust configuration documents in the OWSM repository. For more
information, see "Configuring Domain-Level Authentication Using Fusion
Middleware Control" on page 14-3.



Redesigned policy authoring and management pages. For more information, see
Chapter 6, "Managing Web Service Policies with Fusion Middleware Control."

High performance security using Oracle SPARC T5 and SPARC M5 servers, as
described in "Configuring OWSM for Oracle SPARC T5 and SPARC T4
Cryptographic Acceleration" on page 13-4.

OWSM introspection plug-in for Oracle Virtual Assembly Builder, as described in
Appendix E, "Oracle Web Services Manager Introspection Plug-in for Oracle
Virtual Assembly Builder."

Web services feature configuration using policies and annotations, as described in
the following sections, respectively:

"Configuration Policies" on page 17-9
Appendix A, "Security and Policy Annotations for Oracle Web Services"

Annotation support for attaching OWSM security policies to WebLogic web
services and clients, including the following:

weblogic.wsee.jws.jaxws.owsm. Property annotation to override configuration
properties when attaching an OWSM policy.

weblogic.wsee.jws.jaxws.owsm.SecurityPolicies annotation to attach an array
of OWSM polices.

weblogic.wsee.jws.jaxws.owsm.SecurityPolicy annotation to attach an OWSM
policy.

For more information, see "Attaching Policies to Java EE Web Services and Clients
Using Annotations" on page 4-3.

General predefined policy and assertion template updates, including:

New policy categories, such as Configuration, SOAP Over JMS Transport, and so
on. The new categories are updated in the relevant sections.

Predefined policies and assertion templates delivered with OWSM are read-only.
For more information, see "Overview of Web Services Policy Management" on
page 6-1.

Server restart is no longer required after policy attachment.
WLST enhancements, including:

Redesigned web services WLST framework to provide consistency across web
service stacks. As a result, there are a number of new and deprecated WLST
commands for Oracle Infrastructure web services. The new commands are used in
the examples throughout this document. For a complete list of deprecated
commands and their 12c equivalents, see "Deprecated Commands for Oracle
Infrastructure Web Services" in Release Notes for Oracle Fusion Middleware
Infrastructure.

Command syntax to identify a policy subject has changed. All WLST examples
have been updated throughout this document to use the new syntax. For more
information, see "Identifying and Selecting the Policy Subject Using WLST" on
page 4-40.

New OWSM repository WLST commands for exporting application metadata, and
migrating policy attachments and roles are provided. For more information, see
Chapter 15, "Managing the Oracle Web Services Manager Repository."
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New WLST commands for managing web service token issuer trust documents, as
described in Chapter 14, "Managing Oracle Web Services Manager Domain
Configuration."

Other Significant Changes in this Book for Release 12¢ (12.1.2)

For 12c (12.1.2), this guide has been updated in several ways. Following are the
sections that have been added or changed.

xlii

In this release, the Security and Administrator’s Guide for Web Services delivered in
Oracle Fusion Middleware 11g, has been split up into the following documents:

Understanding Oracle Web Services Manager

Securing Web Services and Managing Policies with Oracle Web Services Manager (this
document)

Administering Web Services

Predefined policy reference and configuration information has been consolidated
into one chapter. For more information, see Chapter 17, "Oracle Web Services
Manager Predefined Policies."

Summary list of OWSM logical roles has been included in "Modifying the User's
Group or Role" on page 2-7.

Default values for predefined assertion template properties appear consistently in
the Default Value column. In 11g, default values appeared in the Value field, in
some cases.

The sections "Assertion Template Settings for Oracle Web Services" and "Assertion
Template Configuration Properties for Oracle Web Services" have been moved
from Chapter 18, "Oracle Web Services Manager Predefined Assertion Templates"
to a new chapter, Appendix B, "Predefined Assertion Templates for Oracle Web
Services."



Part |

Introducing Oracle Web Services

Part I introduces you to the concepts and tasks required to secure and administer web
services. It provides a brief introduction to web service policies and helps you to
decide which security policies are best for your web services. It also describes how to
install and configure Oracle Web Services Manager on WebLogic Server.

Part I contains the following chapters:
»  Chapter 1, "Overview of Oracle Web Services Security and Policy Management,"

s Chapter 2, "Using Oracle Web Services Manager with WebLogic Server," describes
how to install and configure Oracle Web Services Manager on WebLogic Server.

s Chapter 3, "Determining Which Predefined Policies to Use for a Web Service,"
provides a questionnaire to help you identify the security policies that best meet
your requirements and a summary of predefined policies included in the current
release.






1

Overview of Oracle Web Services Security and
Policy Management

This chapter provides a brief overview of Oracle web services security and policy
management using Oracle Web Services Manager (OWSM).

This chapter includes the following section:

s Web Services Security and Policy Management

1.1 Web Services Security and Policy Management

Oracle Web Services Manager (OWSM) provides a policy framework to manage and
secure web services consistently across your organization. For details about OWSM,
see Understanding Oracle Web Services Manager.

OWSM can be used by both developers, at design time, and system administrators in
production environments:

= Application developers use Oracle JDeveloper to leverage the security and
management features of the OWSM policy framework. For more information, see
"Developing and Securing Web Services" in Developing Applications with Oracle
JDeveloper.

= System administrators can leverage OWSM post-deployment using Oracle
Enterprise Manager Fusion Middleware Control or the command line interface
WebLogic Scripting Tool (WLST).

Details for using OWSM, including the predefined policies and assertions, to secure
the web services in your environment are described throughout this document.

For definitions of unfamiliar terms found in this and other books, see the Glossary.

You can use the OWSM framework to secure the types and categories of Oracle web
services listed in Table 1-1. For more information about the web service categories and
the types of web services and clients, see "Overview of Web Services in Oracle Fusion
Middleware 12¢" in Understanding Web Services.
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Web Services Security and Policy Management

Table 1-1 Categories of Oracle Web Services Secured Using OWSM

Web Service Category

Web Service and Client Types

Oracle Infrastructure web services

Oracle ADF Services

= ADF Business Components services (SOAP and RESTful)
= ADF web applications (SOAP and RESTful)

= ADF data controls (SOAP only)

Oracle Enterprise Scheduler

= Web service jobs and callback services (SOAP only)

Oracle Service Bus
= Business and proxy services (SOAP, RESTful)
= JCA adapters

Note: You can also attach a subset of OWSM policies to non-SOAP
HTTP endpoints. For more information, see "Supported OWSM Seed
Policies for WSDL (non-SOAP), XML, and Messaging Service Service
Types with HTTP Transport" in Developing Services with Oracle Service
Bus.

Oracle SOA web services

= Service components (SOAP and RESTful)

= Service and reference binding components (SOAP and RESTful)
= JCA adapters

Java EE (WebLogic) web services

= JAX-WS (SOAP) web services
= JAX-RS (RESTful) web services
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Using Oracle Web Services Manager with
WebLogic Server

This chapter describes how to use Oracle Web Services Manager with WebLogic
Server. OWSM can be installed on WebLogic Server. You can configure OWSM to use a
domain-wide administration port, modify the default user, and share OWSM Policy
Managers between WebLogic Server domains.

This chapter includes the following sections:

= Installing Oracle Web Services Manager with WebLogic Server

s Configuring OWSM with a Domain-Wide Administration Port

s Using Cross-Component Wiring for Auto-Discovery of Policy Manager
= Verifying Service Table Entries and Agent Bindings

= Modifying the Default User

2.1 Installing Oracle Web Services Manager with WebLogic Server

OWSM is installed by default when you install Oracle Fusion Middleware
Infrastructure. However, if you have a standalone WebLogic Server environment with
JAX-WS web services and clients deployed, you can install OWSM and use it to secure
your web services and clients.

Note: OWSM is licensed only through SOA Suite; a standalone
license is not available. For information about licensing, see Oracle
Fusion Middleware Licensing Information.

To use OWSM with WebLogic Server, you need Java Required Files (JRF) and Oracle
Enterprise Manager Fusion Middleware Control. JRF consists of those components
that provide common functionality for Oracle business applications and application
frameworks. Oracle Enterprise Manager Fusion Middleware Control can be used to
secure and administer Java EE (WebLogic) web services.

The Oracle Fusion Middleware Infrastructure standard installation topology includes
OWSM, JRF and Enterprise Manager. Information about this topology and detailed
installation procedures are provided in Installing and Configuring the Oracle Fusion
Middleware Infrastructure. To use OWSM with WebLogic Server, follow the procedures
in that document to install and configure the Oracle Fusion Middleware Infrastructure
standard installation topology.
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Configuring OWSM with a Domain-Wide Administration Port

After you complete the installation and configure the domain, you can secure your
Java EE (WebLogic) JAX-WS web services using OWSM as described in this document.
You cannot attach OWSM policies to JAX-RPC web services.

Procedures for administering Java EE (WebLogic) web services are provided in
Administering Web Services.

2.2 Configuring OWSM with a Domain-Wide Administration Port

When your domain is configured to use an administration port, all tasks performed by
administrators must go through this port. By default, the OWSM Policy Manager is
targeted to a Managed Server. To use the Policy Manager with an administration port,
you must target the Policy Manager to the Managed Server and the Administration
Server.

For more information about the administration port, refer to the following topics:

s "Understanding Network Channels" in Administering Server Environments for Oracle
WebLogic Server.

s "Configure the domain-wide administration port" in Oracle WebLogic Server
Administration Console Online Help.

Configuring OWSM with a domain-wide administration port requires two main steps:

Step 1. Use the WebLogic Administration Console to target the Policy Manager to
the Administration Server.

1. Access the WebLogic Administration Console as described in "Accessing Oracle
WebLogic Administration Console" in Administering Web Services with Oracle Fusion
Middleware.

You can also access the WebLogic Administration Console from the WebLogic
Domain Home page in Fusion Middleware Control as follows:

a. Log in to Fusion Middleware Control as described in "Accessing Oracle
Enterprise Manager Fusion Middleware Control" in Administering Web Services
with Oracle Fusion Middleware.

b. In the navigator pane, expand WebLogic Domain and select the domain for
which you want to access the Administration Console.

The WebLogic Domain home page is displayed.

c. From the WebLogic Domain menu, select WebLogic Server Administration
Console. Alternatively, you can click the Oracle WebLogic Server
Administration Console link in the Summary section of the page.

d. In the Welcome page, log in using a valid username and password.

2. In the left pane of the Console, click Deployments. A table in the right pane
displays all deployed Enterprise Applications and Application Modules.

3. In the table, locate the wsm-pm application you want to re-target and click on its
name. You may have to click Next several times to find the application.

The Settings page for the application is displayed.
4. Click the Targets tab.

The servers to which the Policy Manager application is targeted are shown in the
Current Targets column of the table.

5. To target the wsm-pm application to the AdminServer, click Change Targets.
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6. In the Servers box, select AdminServer if it is not already selected and click Yes.
The changes are activated automatically.

Step 2. Use Fusion Middleware Control to specify the policy accessor URL for the
Policy Manager on the Administration Server.

1. Access the WSM Domain Configuration page, as described in "Navigating to the
WSM Domain Configuration Page" on page 14-2.

2. Select the Policy Access tab.

3. In the Policy Manager section of the page, clear the Auto Discover check box. The
PM URL Edit button is enabled.

4. Click the PM URL Edit button.

5. Inthe Edit PM URL Values page, click the + sign and enter the URL for the
Administration Server, such as t3s://host:admin_port/wsm-pm.

For example, t3s://localhost:9002/wsm-pm.
When an override port is configured for the Administration Server, use:
t3s://admin_server:admin_server override port

This specifies the location of a running Policy Manager running on the
Administration Server.

Note: When using an override port, the Policy Manager Validator page will still be
located at https://admin_server host:normal_https_port/wsm-pm, and not on
the override port. For more information, see "Diagnosing Policy Manager
Problems Using the OWSM Policy Manager Page" on page 16-1.

6. Click OK to close the window.

7. Click Apply on the Policy Access page.

2.3 Using Cross-Component Wiring for Auto-Discovery of Policy Manager

Cross-component wiring provides a simplified method for wiring Fusion Middleware
components. It automates the wiring process, and provides the ability to diagnose
wirings after they are established.

Wiring is simply a piece of configuration in one component that points to another
component, such as a URL that points to the admin interface of a component. With
cross-component wiring:

= Service providers publish their endpoints to a Service Table. These endpoints can
be published automatically, such as when you create or extend a domain using the
Configuration Wizard, or can be published manually by the administrator.

= Clients contain configuration that points to the service (for example, it has the
service URL). The client is "bound" to the service by updating this configuration
with the service information that was published to the Service Table. Binding is
performed automatically when creating or extending a domain using the
Configuration Wizard, or can be done manually by the administrator.

When you install and configure Fusion Middleware on WebLogic Server, the local
service table is created. It provides a means for service providers to publish endpoint
information about their services, and for clients of these services to query and bind to
these services. The Local Service table is scoped to a domain, and contains services that
are offered by that domain. For detailed information about service tables and
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Verifying Service Table Entries and Agent Bindings

cross-component wiring, see "Cross-Component Wiring" in Administering Oracle Fusion
Middleware.

OWSM uses cross-component wiring to auto-discover the Policy Manager in the
domain. When you use the Configuration Wizard to create or update a domain that
includes OWSM, Policy Manager URLs are published to the Local Service table. The
OWSM Agent is automatically wired to the OWSM Policy Manager using the endpoint
entries published to the Local Service table.

If, however, you change the domain using tools other than the Configuration Wizard
(such as the WebLogic Administration Console, Fusion Middleware Control, or
WLST), any changes to the Policy Manager URL are automatically published to the
Local Service table but the OWSM Agent client is not automatically bound to the new
URL. In this case, you need to manually bind the OWSM Agent to the Policy Manager
URL. For more information, see "Verifying Agent Bindings Using Fusion Middleware
Control" on page 2-5.

You can change and disable the auto-discovery settings as described in the following
sections:

s "Configuring the Policy Manager Connection Using Fusion Middleware Control"
on page 14-20

s "Configuring the Policy Manager Connection Using WLST" on page 14-44

2.4 Verifying Service Table Entries and Agent Bindings

This section describes how to verify service table entries and agent bindings using
Fusion Middleware Control:

=  Verifying Service Table Entries and Components Using Fusion Middleware
Control

=  Verifying Agent Bindings Using Fusion Middleware Control

2.4.1 Verifying Service Table Entries and Components Using Fusion Middleware
Control

You can verify that the service table entry contains the correct URL for the Policy
Manager as follows:

= Using the Service Tables page

1. From the WebLogic Domain menu, select Cross Component Wiring, then
Service Tables.

2. In the Service Table, verify that the URL in the Connection column and the
Last Published date reflect the correct information for the OWSM Policy
Manager with the Service ID urn:oracle: fmw.owsm-pm: t3.

= Using the Components page

1. From the WebLogic Domain menu, select Cross Component Wiring, then
Components.

2. In the Component Type table, select OWSM Policy Manager.

3. In the Service End Points table, verify that the correct URL is shown in the
Connection column and that the status is Published for the OWSM Policy
Manager with Service ID urn:oracle: fmw.owsm-pm: t 3. If the status is not
Published (for example Out of Sync), you can also use this page to publish
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the Policy Manager connection. To do so, select the Policy Manager in the table
and click Publish.

2.4.2 Verifying Agent Bindings Using Fusion Middleware Control

To verify that the OWSM Agent is wired correctly to the appropriate Policy Manager
URL:

1.

From the WebLogic Domain menu, select Cross Component Wiring, then
Components.

In the Components Table, select OWSM Agent.

In the Client Configurations table, verify that the Client ID
owsm-pm-connection-t3 reflects the correct Policy Manager URL in the
Connection column, and shows the status as Wired in the Status column.

If the Status column displays Out of Sync, you need to bind the Agent to the
Policy Manager. To do so:

a. Select owsm-pm-connection-t3 in the Client Configurations table and click
Bind.

b. In the Bind Client Configuration page, verify that the Service End Point
contains the correct Policy Manager URL and click Yes.

Confirmation is displayed on the Components page and the status of the
Agent is changed to Wired.

2.5 Modifying the Default User

The OWSM Agent run time uses the OracleSystemUser account and
OracleSystemGroup, by default, to communicate to the server.

To modify the default user, perform the steps described in the following sections:

Configuring an Authentication Provider

Configuring the Credential Store Provider

Configuring the Policy Manager CSF Key for the Domain
Modifying the User's Group or Role

Ensuring the User Has the Required Role

2.5.1 Configuring an Authentication Provider

To configure an authentication provider, perform the following steps:

1.

Configure an authentication provider, as described in "Configure Authentication
and Identity Assertion providers" in Oracle WebLogic Server Administration Console
Online Help.

= Select the name of the realm you are configuring (for example, myrealm).

= In the Create a New Authentication Provider page, enter the name for
Authentication Provider (for example, OID) and select the type Oracle Internet
Directory Authenticator.

= In the Settings section, set Control Flag to OPTIONAL.

In the Provider Specific tab, enter the following:
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= Host: the LDAP provider URL
s Port: port number
»  Principal: administrator user details (the new default user)
For example, CN=orcladmin,CN=Users,DC=us,DC=oracle, DC=com
s Credential: password for LDAP
s Confirm Credential: password for LDAP
s User Base DN
For example, CN=Users,DC=us,DC=oracle, DC=com
s Group Base DN
For example, CN=Groups,DC=us,DC=oracle, DC=com
Restart WebLogic Server.

2.5.2 Configuring the Credential Store Provider

Configure the credential store provider as described in "Adding Keys and User
Credentials to Configure the Credential Store" on page 7-10 with the following
parameters:

If a map does not already exist, select Create Map and enter the map name
oracle.wsm.security.

In the Credential Store Provider table, select oracle.wsm.security.

In the Create Key dialog, enter the appropriate key; for example, 0ID. Enter the
user name and password of the new default user (for example, orcladmin and
password).

2.5.3 Configuring the Policy Manager CSF Key for the Domain
To configure the Policy Manager CSF key for the domain, perform the following steps:

1.
2.

Log into Fusion Middleware Control with the new default user account.

From the navigation pane, expand WebLogic Domain and select the domain to be
configured.

From the WebLogic Domain menu, select Web Services, then WSM Domain
Configuration.

Select the Policy Accessor tab.

Configure the Policy Manager CSF key as described in Step 3 in "Configuring the
Policy Manager Connection Using Fusion Middleware Control" on page 14-20.

The CSF key that you specify in this step must match the CSF key specified for the
Policy Manager administrative user in the credential store. For more information,
see "Configuring the Credential Store Provider" on page 2-6.

Using the example provided in that section, select the OID key from the PM Csf
Key drop-down menu, and enter oracladmin and password as the
credential /password combination.

Click Apply and restart WebLogic Server.
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2.5.4 Modifying the User's Group or Role

The OWSM Agent runtime uses the OracleSystemUser identity to access wsm-pm. If
you define a new default user, it must be included in either the Administrator or
OracleSystemGroup group (if the groups exist), or be mapped to the default OWSM
logical roles defined in Table 2-1 (if the groups do not exist).

Table 2-1 Default OWSM Logical Roles

Role Default User Permissions
policy.Updater Administrators Create, edit, delete, and update policies.
policy.User All authenticated users Read-only permission (for example,

query/view document information).

policy.Accessor

s Administrators Used by the OWSM Policy Manager to
secure E]Bs that are accessed by the

= OracleSystemGroup OWSM Agent runtime to attach policies.

2.5.5 Ensuring the User Has the Required Role

To ensure the user has the required role, perform one of the following steps:

»  If the Administrator or OracleSystemGroup groups exist in the LDAP or identity
store, perform the following steps:

1. In LDAP, add the user that you would like to use as a default administrative
user.

2. In WebLogic Server Administration Console, ensure that the user exists in the
Administrator group. For more information, see "Manage Users and Groups"
in Oracle WebLogic Server Administration Console Online Help.

»  If the Administrator or OracleSystemGroup groups do not exist in the LDAP or
identity store, you can manage application roles using one of the following OPSS
scripts:

- grantAppRole—Adds a principal (class and name) to a role with a given
application stripe and name.

- revokeAppRole—Removes a principal (class and name) to a role with a given
application stripe and name.

- listAppRoleMembers—Lists all members in a role with a given application
stripe and role name.

For more information about these and other OPSS scripts, see "Managing the
Policy Store" in Securing Applications with Oracle Platform Security Services.

2.5.6 Examples of Using OPSS Scripts to Manage Application Roles

The following examples illustrate how to use the OPSS scripts. Before issuing the
OPSS scripts, you must start WLST and connect to the running instance of WebLogic
Server, as described in "Accessing the Web Services Custom WLST Commands" in
Administering Web Services.

The following command adds the policy.Accessor role to a principal named PAPUser:

grantAppRole (appStripe="wsm-pm",
appRoleName="policy.Accessor",principalClass="weblogic.security.principal .WLSUserI
mpl", principalName="PAPUser")

The following command removes the policy.Accessor role from OracleSystemGroup:

Using Oracle Web Services Manager with WebLogic Server 2-7



Modifying the Default User

revokeAppRole (appStripe="wsm-pm",
appRoleName="policy.Accessor",principalClass="weblogic.security.principal.WLSGroup
Impl", principalName="OracleSystemGroup")

The following command lists the members associated with the policy.Accessor role:

listAppRoleMembers (appStripe="wsm-pm", appRoleName="policy.Accessor")
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Determining Which Predefined Policies to Use

for a Web Service

This chapter provides a questionnaire to help you determine which security policies
are most appropriate for your web service. This chapter also provides summaries of
the predefined security policies included with the current release.

This chapter includes the following sections:

Security Policy Questionnaire for a Web Service

Summary of Predefined Security Policies for a Web Service

Which OWSM Policies Are Supported for Java EE Web Services and Clients?
Which OWSM Policies Are Supported for RESTful Web Services and Clients?

Which OWSM Policies Are Supported for Web Services and Clients That Use
SOAP Over JMS Transport

Which OWSM Policies Are Supported for SOA Composite Services and Clients
Which OWSM Policies Require You to Configure SSL?

Which OWSM Policies Are Supported for Identity Context?

Which OWSM Policies Support WS-SecureConversation?

Which OWSM Policies Are Supported for JCA Adapters?

Which OWSM Policies Are Supported for OES Integration?

Which OWSM Policies Are Supported for PII?

Which OWSM Policies Are Supported for Oracle Service Bus?

3.1 Security Policy Questionnaire for a Web Service

Use the following series of questions to help you identify the security policies that best
meet your requirements:

1.

What are the basic requirements of your security policy? Decide if you need to
only authenticate users, or if you only need message protection, or if you need
both.

a. Do you require authentication only? If yes, then go to step 2.

b. Do you require authorization only? If yes, then see Chapter 10, "Configuring
Authorization Using Oracle Web Services Manager".

c. Do you require authentication and authorization? If yes, then go to step 3.
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d. Do you only require message protection? If yes, then see "Security
Policies—Message Protection Only" on page 17-135.

e. Do you require both authentication and message protection? If yes, then go to
step 4.

2. If you only require authentication, then there are two basic questions you need to
consider:

a. Where will the token be inserted? Will the token to be inserted in the transport
layer or in a SOAP header?

b. Do you need to use a particular type of token? The supported credentials for
authentication-only policies are username/password, SAML, and Kerberos
tokens. Authentication-only policies are described in Section 3.2.1,
"Authentication Only Policies".

3. If you require authentication and authorization, then you need to consider the
following:

a. Review the considerations provided for authentication in step 2.

b. Review Chapter 10, "Configuring Authorization Using Oracle Web Services
Manager" for more information about authorization policies.

4, If you require both authentication and message protection, then you need to
consider the following;:

a. Will message protection be handled in the transport layer? If yes, then there
are four sets of policies to choose from: Username over SSL, SAML over SSL
(Sender-Vouches), SAML over SSL (Token Bearer), and HTTP token over SSL.
Kerberos over SSL is also available via a custom policy.

In one set of policies (wss_http_token_over_ssl_client_policy and
wss_http_token_over_ssl_service_policy) authentication is also handled in
the transport layer. For the other three polices, authentication takes place in
the SOAP header.

If you are using the WS-Security V1.0 or V1.1 standard, then both
authentication and message protection occur in the SOAP header. There are
five pairs of policies supporting the following tokens: username/password,
SAML, X.509 certificates, and Kerberos.

For more information, see "Security Policies—Messages Protection and
Authentication" on page 17-146.

3.1.1 Choosing the Right Authentication Policy for a Web Service

OWSM includes many different authentication policies, and it might not be obvious
which one best suites your needs.

Table 3-1 describes selected authentication policies and when you might want to use
them. In Table 3-1 the policy names are shown with wildcards (for example,
"*username_token*") to indicate all policies that have username_token in their name.)
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Table 3—-1 Choosing the Right Authentication Policy

Policy Type Description

*username_token* For these policies, the client needs to send the username and
password to the web service. The password must be made
available to the client in the credential store. This type of policy
is useful for identity switching, in which a client needs to
connect to a web service with an application identifier that is
different from the actual end user name. It is the simplest of the
authentication policies, and therefore compatible with the
widest variety of third party clients.

*saml* For these policies, the client needs to send a SAML assertion that
contains the user name. There are variants of SAML, including
the following:

s Sender Vouches. In this case the client constructs the SAML
assertion. The server needs to be set up to trust the client.
This policy is useful for identity propagation where a
particular end user has already authenticated to the client,
and the client needs to propagate this same user to the web
service side, without having to know this user's password.

Sender Vouches works best when communication between a
middleware servers that are part of the same domain, or
different domain that share the same credential store.
Because they all share the same credential store and keys it
is easier to make them all trust each other.

Be cautious when using sender vouches for clients that are
completely outside the domain. In sender vouches, the trust
is based on the client's key, and with this key an attacker can
impersonate any user. For example, do not use sender
vouches from a client residing in an end user's desktop,
because a malicious end user can easily get the client key,
and with that be able to impersonate any other end user.

= Holder Of Key from STS. The SAML holder of key is used in
conjunction with a Secure Token Service (STS), which
enables brokered trust. If there are many clients and many
web services all in different unrelated security domains, it is
difficult to make them all trust each other. Instead, they can
trust a central entity, the STS.

All the web services need to trust only the STS, and clients
need to prove themselves to the STS by sending the
credentials of the end users: user name, password, Kerberos
tokens, and so forth.

Because SAML sender vouches are username token are among the most used policies,
OWSM offers OR group policies combining these two, such as
oracle/wss_saml_or_username_token_service_policy. In most situations web
services should use this policy. This is policy is also a perfect candidate for global
policy attachment.

3.1.2 Choosing the Right Confidentiality and Integrity Policy for a Web Service
OWSM offers three levels of confidentiality and integrity:

= No confidentiality and integrity — Confidentiality and integrity require
cryptography, which consumes computing resources. In messages exchanged
between middleware servers in a fire walled private network, there is no need to
pay the price for confidentiality and integrity. The OWSM policies that do not
have confidentiality and integrity do provide authentication through username
token or SAML.
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SSL based confidentiality and integrity — SSL provides transport level
confidentiality and integrity. With SSL you need to change your endpoints to use
HTTPS, and make sure your clients talk to the HTTPS endpoints.

Message Security based confidentiality and integrity — Message security offers
much lower performance than SSL, but it has some advantages over SSL:

—  Unlike SSL, where the message stops being secure at the SSL termination point
(which can be a load balancer, Oracle HTTP Server, or J2EE container) with
message security the message remains secure all the way to the application.

—  With SSL, the security is at the container level. That is, all web services
running on a container must share the same key. With message security,
although the default is to share the same key throughout the domain, it is also
possible to override the key on a per-Web-service basis.

There are two versions of message security offered in OWSM: wss10 and wss11.
wssll is an improvement over wss10 because every client does need to have its
own client key, which is required for Wss10. (In certain policies such as SAML
sender vouches, the client key is required in wssl1l as well.)

wssll is also faster because it requires fewer asymmetric key operations. However
wss10 offers wider compatibility: some clients work with wss10 only.

Use wssl1 policies unless you need to support a client that can use wss10 only.

3.2 Summary of Predefined Security Policies for a Web Service

The following sections summarize the predefined security policies, based on the type
of security they provide and whether the policy is enforced at the transport layer or
SOAP header. For more information about the predefined policy categories, see "Policy
Categories" in Understanding Oracle Web Services Manager. For full descriptions of the
policies, see Chapter 17, "Oracle Web Services Manager Predefined Policies."

Security Policies

- Authentication Only Policies

- Authorization Policies

— Message Protection Only Policies

- Message Protection and Authentication Policies
WS-Trust Policies

Reliable Messaging Policies

No Behavior Policies

3.2.1 Authentication Only Policies

The following authentication only policies are provided for SOAP and RESTful web
services.

Table 3-3 summarizes the security policies that enforce authentication only for SOAP
and RESTful web services.
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Table 3-2 Authentication Only Policies—SOAP and RESTful Web Services

Client Policy Service Policy Authentication Transport

oracle/http_basic_auth_over_ssl_client_policy =~ oracle/http_basic_auth_over_ssl_service_policy Yes

N/A oracle/http_oam_token_service_policy Yes

oracle/http_saml20_token_bearer_client_policy oracle/http_saml20_token_bearer_service_polic Yes
y

oracle/http_saml20_token_bearer_over_ssl_clie oracle/http_saml20_bearer_token_over_ssl_serv Yes

nt_policy ice_policy

Attach one of the following: oracle/multi_token_rest_service_policy Yes

= oracle/wss_http_token_client_policy

= oracle/http_saml20_token_bearer_client_policy

" oracle/http_jwt_token_client_policy

. oracle/http_oauth2_token_client_policy

To support HTTP OAM security, you must

configure OAM Webgate to intercept the

request. For more information, see

"oracle/multi_token_rest_service_policy" on

page 17-72.

Attach one of the following: oracle/multi_token_over_ssl_rest_service_polic Yes

" oracle/http_basic_auth_over_ssl_client_policy y

. oracle/http_saml20_token_bearer_over_ssl_clie
nt_policy

" oracle/http_jwt_token_over_ssl_client_policy

" oracle/http_oauth2_token_identity_switch_ove
r_ssl_client_policy

= oracle/http_oauth2_token_over_ssl_client_poli
cy

To support HTTP OAM security, you must

configure OAM Webgate to intercept the

request. For more information, see

"oracle/multi_token_over_ssl_rest_service_polic
y" on page 17-74.

Table 3-3 summarizes the security policies that enforce authentication only for SOAP
web services and indicates whether the token is inserted at the transport layer or
SOAP header.

Table 3-3 Authentication Only Policies—SOAP Web Services Only

Authentication

Client Policy Service Policy Transport Authentication SOAP
oracle/wss_http_token_client_policy oracle/wss_http_token_service_policy Yes No
oracle/wss_username_token_client_po oracle/wss_username_token_service_ No Yes

licy policy

oracle/wss10_saml_token_client_polic oracle/wss10_saml_token_service_pol No Yes

y icy

oracle/wss10_saml20_token_client_po oracle/wss10_saml20_token_service_p No Yes

licy olicy

oracle/wss11_kerberos_token_client_p oracle/wssl1_kerberos_token_service_ No Yes

olicy policy

Table 3—4 summarizes the security policies that enforce authentication only for
AOuth2 and JWT web services.
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Table 3—4 Authentication Only Policies—OAuth2 and JWT Web Services

Authentication
Client Policy Service Policy Transport

oracle/http_oauth2_token_client_policy oracle/http_jwt_token_service_policy Yes

oracle/http_oauth?2_token_identity_switch_o
pc_oauth2_over_ssl_client_policy

oracle/http_oauth2_token_identity_switch_o oracle/http_jwt_token_over_ssl_service_poli Yes
ver_ssl_client_policy cy

oracle/http_oauth2_token_opc_oauth2_client Reserved for use with Oracle Cloud.
_policy

oracle/http_oauth2_token_opc_oauth2_over_
ssl_client_policy

oracle/http_oauth2_token_over_ssl_client_po oracle/http_jwt_token_over_ssl_service_poli Yes

licy cy
oracle/oauth2_config_client_policy NA
oracle/http_jwt_token_client_policy oracle/http_jwt_token_service_policy Yes

oracle/http_jwt_token_identity_switch_client
_policy

oracle/http_jwt_token_over_ssl_client_policy oracle/http_jwt_token_over_ssl_service_poli Yes
cy

3.2.2 Message Protection Only Policies

Table 3-5 summarizes the policies that enforce message protection only, and indicates
whether the policy is enforced at the transport layer or SOAP header.

Table 3-5 Message-Protection Only Policies

Message Message
Authentication Authentication Protection Protection

Client Policy Service Policy Transport SOAP Transport SOAP
oracle/wss10_message_pro oracle/wss10_message_ No No No Yes
tection_client_policy protection_service_polic

y
oracle/wssll_message_pro oracle/wssl0_message_ No No No Yes
tection_client_policy protection_service_polic

y

3.2.3 Message Protection and Authentication Policies

Table 3-6 summarizes the policies that enforce both message protection and
authentication but do not conform to the WS-Security 1.0 or 1.1 standard. The table
indicates whether the policy is enforced at the transport layer or SOAP header.

3-6 Securing Web Services and Managing Policies with Oracle Web Services Manager



Summary of Predefined Security Policies for a Web Service

Table 3-6 Message Protection and Authentication Policies

Message Message
Authentication Authentication Protection Protection

Client Policy Service Policy Transport SOAP Transport SOAP
oracle/wss_http_token_ov oracle/wss_http_token_ov Yes No Yes No
er_ssl_client_policy er_ssl_service_policy
Attach one of the oracle/wss_saml_or_usern No Yes Yes No
following: ame_token_service_policy
. oracle/wss_saml_token_o

ver_ssl_client_policy
. oracle/wss_username_tok

en_over_ssl_client_po

licy
oracle/wss_saml_token_be oracle/wss_saml_token_be No Yes Yes No
arer_over_ssl_client_policy arer_over_ssl_service_polic

y
oracle/wss_saml_token_ov oracle/wss_saml_token_o No Yes Yes No
er_ssl_client_policy ver_ssl_service_policy
oracle/wss_saml20_token_ oracle/wss_saml20_token_ No Yes Yes No
over_ssl_client_policy over_ssl_service_policy
oracle/wss_username_toke oracle/wss_username_tok No Yes Yes No
n_over_ssl_client_policy en_over_ssl_service_policy
oracle/wss10_saml_hok_to oracle/wss10_saml_hok_to No Yes No Yes
ken_with_message_protect ken_with_message_protect
ion_client_policy ion_service_policy
oracle/wss10_saml_token_ oracle/wss10_saml_token_ No Yes No Yes
with_message_integrity_cli with_message_integrity_se
ent_policy rvice_policy
oracle/wss10_saml_token_ oracle/wss10_saml_token_ No Yes No Yes
with_message_protection_  with_message_protection_
client_policy service_policy
oracle/wss10_saml20_toke oracle/wss10_saml20_toke No Yes No Yes
n_with_messa ge_protectio n_with_messa ge_protectio
n_client_policy n_service_policy
oracle/wss10_saml_token_ oracle/wss10_saml_token_ No Yes No Yes
with_message_protection_  with_message_protection_
ski_basic256_client_policy  ski_basic256_service_polic
y

oracle/wss10_username_id oracle/wss10_username_i No Yes No Yes
_propagation_with_msg_p d_propagation_with_msg_
rotection_client_policy protection_service_policy
oracle/wss10_username_to oracle/wss10_username_t No Yes No Yes
ken_with_message_protect oken_with_message_prote
ion_client_policy ction_service_policy
oracle/wss10_username_to oracle/wss10_username_t No Yes No Yes
ken_with_message_protect oken_with_message_prote
ion_ski_basic256_client_po ction_ski_basic256_service
licy _policy
oracle/wss10_x509_token_ oracle/wss10_x509_token_ No Yes No Yes
with_message_protection_  with_message_protection_
client_policy service_policy
oracle/wss11_kerberos_tok oracle/wssll_kerberos_tok No Yes No Yes
en_with_message_protecti en_with_message_protecti
on_client_policy on_service_policy
oracle/wss11_kerberos_tok oracle/wssl1_kerberos_tok No Yes No Yes

en_with_message_protecti
on_basic128_client_policy

en_with_message_protecti
on_basic128_service_polic

y
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Table 3-6 (Cont.) Message Protection and Authentication Policies

Message Message
Authentication Authentication Protection Protection

Client Policy Service Policy Transport SOAP Transport SOAP
Attach one of the oracle/wss1l_saml_or_use No Yes No Yes
following: rname_token_with_messag
. oracle/wss11_saml_token e_protection_service_polic

_with_message_prote

ction_client_policy
. oracle/wssl1_username_t

oken_with_message_

protection_client_poli

cy
oracle/wss11l_saml_token_ oracle/wssll_saml_token_ No Yes No Yes
with_message_protection_ with_message_protection_
client_policy service_policy
oracle/wssll_saml20_toke oracle/wssll_saml20_toke No Yes No Yes
n_with_message_protectio n_with_message_protectio
n_client_policy n_service_policy
oracle/wss11l_saml_token_ oracle/wssll_saml_token_ No Yes No Yes
identity_switch_with_mess with_message_protection_
age_protection_client_polic service_policy
y
oracle/wss1l_username_to oracle/wssll_username_to No Yes No Yes
ken_with_message_protect ken_with_message_protect
ion_client_policy ion_service_policy
oracle/wss11_x509_token_ oracle/wss11_x509_token_ No Yes No Yes
with_message_protection_  with_message_protection_
client_policy service_policy
oracle/wss_saml20_token_ oracle/wss_saml20_token_ No Yes No Yes
bearer_over_ssl_client_poli bearer_over_ssl_service_po
cy licy
oracle/wss_saml_token_be No Yes No Yes
arer_client_policy
oracle/wss_saml_token_be No Yes No Yes
arer_identity_switch_client
_policy

oracle/wss_saml_bearer_o No Yes No Yes

r_username_token_service
_policy

3.2.4 Authorization Policies

Table 3-7 summarizes the security policies that enforce authorization, and indicates

whether the policy is enforced at the transport layer or SOAP header.

Table 3-7 Authorization Only Policies

Message Message
Authentication  Authentication Protection Protection
Client Policy Transport SOAP Transport SOAP
oracle/binding_authorization_denyall_policy No Yes No No
oracle/binding_authorization_permitall_policy No Yes No No
oracle/binding_permission_authorization_policy No Yes No No
oracle/component_authorization_denyall_policy No Yes No No
oracle/component_authorization_permitall_policy No Yes No No
oracle/component_permission_authorization_policy No Yes No No
oracle/whitelist_authorization_policy No Yes No No
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3.2.5 WS-Trust Policies

Table 3-8 summarizes the WS-Trust policies.

Table 3-8 WS-Trust Policies

Message Message

Authentication Authentication Protection Protection
Client Policy Service Policy Transport SOAP Transport SOAP
oracle/sts_trust_config_clien oracle/sts_trust_config_service. No No No No
t_policy policy
oracle/wss_sts_issued_saml oracle/wss_sts_issued_saml_bea Yes No Yes No
_bearer_token_over_ssl_clie rer_token_over_ssl_service_polic
nt_policy y
oracle/wss11_sts_issued_sa oracle/wssll_sts_issued_saml_h No Yes No Yes
ml_hok_with_message_prot ok_with_message_protection_ser
ection_client_policy vice_policy
oracle/wss11_sts_issued_sa No Yes No Yes

ml_with_message_protectio

n_client_policy

3.2.6 MTOM Attachment Policies

The MTOM attachment policy included in the current release is listed below.

oracle/wsmtom_policy.

Please note the following:

If you configure MTOM from Fusion Middleware Control by attaching the
oracle/wsmtom_policy policy (either via direct or global policy attachment), the
endpoint throws a fault if the request is not MTOM encoded. The MTOM policy
rejects inbound messages that are not in MTOM format and verifies that outbound
messages are in MTOM format. In this use, requests must be MTOM-enabled.

If you configure MTOM for an ADF BC web service outside of Fusion Middleware
Control, such as by editing the MTOM-enabled switch in
oracle-webservices.xml or by directly adding the @4TOM annotation to the web
service, the endpoint can accept MTOM requests but does not return a fault if the
request is not MTOM encoded. In this use, requests might be MTOM-enabled, but
there is no requirement that they must be.

3.2.7 Reliable Messaging Policies

The Reliable Messaging policies included in the current release are listed below.

oracle/no_reliable_messaging_policy
oracle/wsrm10_policy

oracle/wsrm1l_policy

3.2.8 No Behavior Policies

These policies provide the ability to effectively disable a policy attached globally in a
policy set. There are no configuration properties available for these policies. All of
these policies use the same no behavior assertion.

Client Policies:

oracle/no_authentication_client_policy
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= oracle/no_fast_infoset_client_policy
= oracle/no_jms_transport_client_policy

= oracle/no_messageprotection_client_policy

Service Policies:
= oracle/no_addressing_policy

= oracle/no_atomic_transaction_policy

= oracle/no_async_web_service_policy

= oracle/no_authentication_service_policy

= oracle/no_authorization_component_policy

= oracle/no_authorization_service_policy

= oracle/no_cache_binary_content_policy

= oracle/no_fast_infoset_service_policy

= oracle/no_jms_transport_service_policy

= oracle/no_max_request_size_policy

= oracle/no_messageprotection_service_policy

= oracle/no_mex_request_processing_service_policy
= oracle/no_mtom_policy

= oracle/no_mtom_encode_fault_service_policy

= oracle/no_persistence_policy

= oracle/no_pox_http_binding_service_policy

= oracle/no_reliable_messaging_policy

= oracle/no_request_processing_service_policy

= oracle/no_schema_validation_policy

= oracle/no_soap_request_processing_service_policy
= oracle/no_test_page_processing_service_policy
= oracle/no_ws_logging level policy

= oracle/no_wsdl_request_processing_service_policy

3.3 Which OWSM Policies Are Supported for Java EE Web Services and
Clients?

Only a subset of OWSM policies are supported for Java EE web services and clients.
Specifically, you can attach to WebLogic JAX-WS web services and clients the OWSM
security policies in the following categories:

= Authentication only

= Message protection only

= Message protection and authentication
= Authorization

s WS-Trust
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s WS-SecureConversation

OWSM policies in the following categories are not currently supported for WebLogic
JAX-WS web services and clients:

s Atomic Transactions

= Configuration

= Management

»  MTOM attachment

= No behavior

= Reliable messaging

= SOAP Over JMS Transport
s WS-Addressing policies

Notes:

You can also secure Java EE (WebLogic) web services using WebLogic
web service policies, which are provided by WebLogic Server. You
manage WebLogic web service policies from the WebLogic
Administration Console. For more information about the WebLogic
web service policies, see Securing WebLogic Web Services for Oracle
WebLogic Server.

A subset of WebLogic web service policies interoperate with OWSM
policies. For more information, see "Interoperability with Oracle
WebLogic Server 12c Web Service Security Environments” in
Interoperability Solutions Guide for Oracle Web Services Manager.

You cannot attach OWSM policies to JAX-RPC web services.

3.4 Which OWSM Policies Are Supported for RESTful Web Services and
Clients?

Note: This section applies to Java EE, SOA, and Oracle Service Bus
RESTful web services and clients.

You can attach OWSM policies to RESTful web services and clients
that are built using Jersey 1.x JAX-RS RI only. RESTful web services
and clients that are built using Jersey 2.5 JAX-RS RI cannot be secured
using OWSM policies in this release. For more information about
securing RESTful web services and clients built using Jersey 2.5
JAX-RS R, see "Securing RESTful Web Services and Clients" in
Developing and Securing RESTful Web Services for Oracle WebLogic
Server.

Only a subset of OWSM security policies are supported for RESTful web services and
clients, as outlined in Table 3-9.
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Table 3-9 OWSM Security Policies Supported for RESTful Web Services and Clients

Security

Supported Policies

Authentication Policies

Authentication policies defined in Table 3-2.

Authorization

. oracle/binding_authorization_denyall_policy
. oracle/binding_authorization_permitall_policy
u oracle/binding permission_authorization_policy

Note: The oracle/binding_permission_authorization_policy permission-based
policy is not supported for RESTful Oracle Service Bus web services and clients.

Note: You can also attach a SPNEGO token policy that you create
using the oracle/http_spnego_token_service_template assertion
template. For more information, see "Understanding How to
Configure Kerberos With SPNEGO Negotiation" on page 11-23.

3.5 Which OWSM Policies Are Supported for Web Services and Clients
That Use SOAP Over JMS Transport

Only a subset of OWSM security policies are supported for web services and clients
that use SOAP over JMS transport. Supported policies include:

wsmtom_policy
wss_saml_token_bearer_client_policy
wss_username_token_client_policy and wss_username_token_service_policy

wss10_message_protection_client_policy and
wss10_message_protection_service_policy

wss10_saml_token_client_policy and wss10_saml_token_service policy

wss10_saml_hok_token_with_message_protection_client_policy and
wss10_saml_hok_token_with_message_protection_service_policy

wss10_saml_token_with_message_integrity client_policy and
wss10_saml_hok_token_with_message_integrity_service_policy

wss10_saml_token_with_message_protection_client_policy and
wss10_saml_token_with_message_protection_service_policy

wss10_saml_token_with_message_protection_ski_basic256_client_policyand
wss10_saml_token_with_message_protection_ski_basic256_service_policy

wss10_username_token_with_message_protection_client_policy and
wssl1l0_username_token_with_message_protection_service_policy

wss10_x509_token_with_message_protection_client_policy and
wss10_x509_token_with_message_protection_service_policy

wssll_kerberos_token_client_policy and
wssll_kerberos_token_service_policy

wssll_kerberos_token_with_message_protection_client_policy and
wssll_kerberos_token_with_message_protection_service_policy

wssll_kerberos_token_with_message_protection_basicl28_client_policyand
wssll_kerberos_token_with_message_protection_basicl28_service_policy
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wssll _message_protection_client_policy and
wssll_message_protection_service_policy

wssll_saml_token_identity_switch_with_message_protection_client_policy

wssll_saml_token with_message_protection_client_policy and
wssll_saml_token_with_message_protection_service_policy

wssll x509_token with_message_protection_client_policy and
wssll_x509_token_with_message_protection_service_policy

wssll_x509_token _with _message_protection_wssc_client_policy and
wssll_x509_token_with_message_protection_wssc_service_policy

wssll _x509_token with_message_protection_wssc_reauthn client_policyand
wssll_x509_token_with_message_protection_wssc_reauthn_service_policy

wssll_sts_issued_saml_hok with message protection_client_policy and
wssll_sts_issued_saml_hok_with_message_protection_service_policy

wssll_username_token with message_protection_client_policy and
wssll_username_token_with_message_protection_service_policy

wssll_username_token_ with message_protection_wssc_client_policy and
wssll_username_token_with_message_protection_wssc_service_policy

3.6 Which OWSM Policies Are Supported for SOA Composite Services

and Clients

For SOAP SOA composite service and clients, all policies described in "Oracle Web
Services Manager Predefined Policies" on page 17-1 apply except the configuration
policies, described in "Configuration Policies" on page 17-9.

For RESTful SOA composite services and clients, see "Which OWSM Policies Are
Supported for RESTful Web Services and Clients?" on page 3-11.

3.7 Which OWSM Policies Require You to Configure SSL?

The OWSM policies that require you to configure SSL are as follows:

oracle/wss_http_token_over_ssl_service_policy
oracle/wss_http_token_over_ssl_client_policy
oracle/wss_saml_token_bearer_over_ssl_server_policy
oracle/wss_saml_token_bearer_over_ssl_client_policy
oracle/wss_saml_token_over_ssl_service_policy
oracle/wss_saml_token_over_ssl_client_policy
oracle/wss_username_token_over_ssl_service_policy
oracle/wss_username_token_over_ssl_client_policy
http_basic_auth_over_ssl_client_policy
http_basic_auth_over_ssl_service_policy
http_jwt_token_over_ssl_client_policy
http_jwt_token_over_ssl_service_policy

http_oauth2_token_identity switch_opc_oauth2_over_ssl_client_policy
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s http_oauth2_token_identity_switch_over_ssl_client_policy
s http_oauth2_token_opc_oauth2_over_ssl_client_policy

s http_oauth2_token_over_ssl_client_policy

s http_saml20_token_bearer over_ssl_client_policy

m http_saml20_token_bearer over_ssl_service_policy

s multi_token_over_ssl_rest_service_policy

m wss_http_token_over_ssl_client_policy

m wss_http_token_over_ssl_service_policy

s wss_saml20_token_bearer_ over_ssl_client_policy

m wss_saml20_token_bearer_over_ssl_service_policy

s wss_saml20_token_over_ssl_client_policy

s wss_saml20_token_over_ssl_service_policy

m wss_saml_or_username_token_over_ssl_service_policy

m wss_saml_token_bearer_over_ssl_client_policy

s wss_saml_token_bearer_over_ssl_service_policy

m wss_saml_token_over_ssl_client_policy

m wss_saml_token_over_ssl_service_policy

m Wwss_sts_issued_saml_bearer_token_over_ssl_client_policy
m Wwss_sts_issued_saml_bearer_token_over_ssl_service_policy
m WwsSs_username_token_over_ssl_client_policy

m WSsS_username_token_over_ssl_service_policy

m WwsSs_username_token_over_ssl_wssc_client_policy

m WSsS_username_token_over_ssl_wssc_service_policy

In addition, you can create a new policy that requires SSL by using the following
templates:

m oracle/wss_http_token_over_ssl_service_template

m oracle/wss_http_token_over_ssl_client_template

m oracle/wss_saml_token_bearer_over_ssl_service_template

m oracle/wss_saml_token_bearer_over_ssl_client_template

m oracle/wss_saml_token_over_ssl_service_template

m oracle/wss_saml_token_over_ssl_client_template

m oracle/wss_sts_issued_saml_bearer_token_over_ssl_client_template
m oracle/wss_sts_issued_saml_bearer_token_over_ssl_service_template
m oracle/wss_username_token_over_ssl_service_template

m oracle/wss_username_token_over_ssl_client_template

s http_jwt_token_over_ssl client_template

s http_jwt_token_over_ssl_service_template
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http_oauth2_token_over_ssl_client_template
wssll_kerberos_token_over_ssl_client_template
wssll_kerberos_token_over_ssl_service_template
wss_http_token_over_ssl_client_template
wss_http_token_over_ssl_service_template
wss_saml20_token_bearer_over_ssl client_template
wss_saml20_token_bearer_over_ssl_service_template
wss_saml20_token_over_ssl_client_template
wss_saml20_token_over_ssl_service_template
wss_saml_token_bearer_over_ssl_client_template
wss_saml_token_bearer_over_ssl_service_template
wss_saml_token_over_ssl_client_template
wss_saml_token_over_ssl_service_template
wss_sts_issued_saml_bearer_ token_over_ssl_client_template
wss_sts_issued_saml_bearer_token_over_ssl_service_template
wss_username_token_over_ssl_client_template

wss_username_token_over_ssl_service_template

See Chapter 18, "Oracle Web Services Manager Predefined Assertion Templates" and
Chapter 17, "Oracle Web Services Manager Predefined Policies" for more information
on these assertions and policies.

3.7.1 Which Policies Require You to Configure Two-Way SSL?

The OWSM policies that require you to configure two-way SSL are as follows:

oracle/wss_saml_token_over_ssl_client_policy
oracle/wss_saml_token_over_ssl_service_policy

oracle/wss_username_token_over_ssl_client_policy, when mutual
authentication is selected.

oracle/wss_username_token_over_ssl_service_policy, when mutual
authentication is selected.

oracle/wss_http_token_ over_ssl_client_policy, when mutual authentication
is selected.

oracle/wss_http_token_over_ssl_service_policy, when mutual authentication
is selected.

In addition, you can create a new policy that requires two-way SSL by using the
following templates:

oracle/wss_saml_token_over_ssl_client_template

oracle/wss_saml_token_over_ssl_service_template
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3.8 Which OWSM Policies Are Supported for Identity Context?

OWSM supports the Identity Context feature, as described in "Propagating Identity
Context with OWSM" on page 11-14.

The following SAML policies support the propagate.identity.context configuration
property:

oracle/http_saml20_token_bearer_service_policy and
oracle/http_saml20_token_bearer_ client_policy

oracle/http_saml20_token_bearer_over_ssl_service_policy and
oracle/http_saml20_token_bearer_ over_ssl_client_policy

oracle/wss_saml_or_username_token_service_policy
oracle/wss_saml_or_username_token_over_ssl_service_policy

oracle/wss_saml_token_bearer_over_ssl_service_policy and
oracle/wss_saml_token_ bearer_ over_ssl _client_policy

oracle/wss_saml_token_over_ssl_service_policy and
oracle/wss_saml_token_over_ssl_client_policy

oracle/wss_saml20_token_bearer_over_ssl_service_policy and
oracle/wss_saml20_token_bearer_over_ssl_client_policy

oracle/wss_saml20_token_over_ssl_service_policy and
oracle/wss_saml20_token_over_ssl_client_policy

oracle/wssl0_saml_token_service_policy and
oracle/wssl0_saml_token_client_policy

oracle/wss10_saml_token_with_message_integrity_service_policy and
oracle/wssl0_saml_token with_message_integrity_client_policy

oracle/wss10_saml_token_with_message_protection_service_policy and
oracle/wssl0_saml_token with_message_protection_client_policy

oracle/wssl0_saml_token_with message protection_ski_basic256_service poli
cy and

oracle/wssl10_saml_token_ with_message_protection_ski_basic256_client_pol
icy

oracle/wss10_saml20_token_service_policy and
oracle/wssl0_saml20_token_client_policy

oracle/wss10_saml20_token_with_message_protection_service_policy and
oracle/wssl0_saml20_token with_message_protection_client_policy

oracle/wssll_saml_token_with_message_protection_service_policy and
oracle/wssll_saml_token with_message_protection_client_policy

oracle/wssll_saml_or_username_token with_message_protection_service polic
'

oracle/wssll_saml20_token_with_message_protection_service_policy and
oracle/wssll_saml20_token with_message_protection_client_policy

3.9 Which OWSM Policies Support WS-SecureConversation?

OWSM includes the following policies for which WS-SecureConversation is enabled
by default:

oracle/wssll_saml_token with_message_protection_wssc_client_policy
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m oracle/wssll_saml_token with_message_protection_wssc_service_policy

m oracle/wssll_saml_token with message_protection_wssc_reauthn_client_polic
y

m oracle/wssll_saml_token with message_protection_wssc_reauthn_service_poli
cy

m oracle/wssll_username_token_with_message_protection_wssc_client_policy
m oracle/wssll_username_token_with_message_protection_wssc_service_policy
m oracle/wssll_x509_token_ with_message_protection_wssc_client_policy

m oracle/wssll_x509_token_ _with_message_protection_wssc_service_policy

m oracle/wss_username_token_over_ssl_wssc_client_policy

m oracle/wss_username_token_over_ssl_wssc_service_policy

In addition to these policies, policies based on many of the predefined assertion
templates also support WS-SecureConversation. For more information, see Chapter 18,
"Oracle Web Services Manager Predefined Assertion Templates."

Note: SOAP over JMS is not supported for WS-SecureConversation
policies.

3.10 Which OWSM Policies Are Supported for JCA Adapters?

OWSM supports the following predefined policy for JCA adapters:
m oracle/pii_security_policy

In addition, custom policies that you create by cloning the pii_security_policy or
that are based on the oracle/pii_security_template can also be used. For more
information about using this policy, see Chapter 8, "Protecting Personally Identifiable
Information.”

Note: This policy is supported only for SOA and Oracle Service Bus
environments.

3.11 Which OWSM Policies Are Supported for OES Integration?

OWSM supports the following predefined policies for OES Integration:
m oracle/binding_oes_authorization_policy

s oracle/binding_oes_masking_policy

m oracle/component_oes_authorization_policy

In addition, custom policies that you create by cloning the OES policies or that are
based on the OES templates can also be used. For more information about using these
policies, see "Configuring Fine-Grained Authorization Using Oracle Entitlements
Server" on page 10-5

3.12 Which OWSM Policies Are Supported for PII?

OWSM supports the following predefined policy for protecting Personally Identifiable
Information (PII):
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m oracle/pii_security_policy

In addition, custom policies that you create by cloning the pii_security_policy or
that are based on the oracle/pii_security_template can also be used. For more
information about using this policy, see Chapter 8, "Protecting Personally Identifiable
Information.”

Note: This policy is supported only for SOA and Oracle Service Bus
environments.

3.13 Which OWSM Policies Are Supported for Oracle Service Bus?

For Oracle Service Bus, all policies described in "Oracle Web Services Manager
Predefined Policies" on page 17-1 apply except those specified in Table 3-10. The table
lists unsupported OWSM assertions for both SOAP and non-SOAP services, shows
which policies contain the assertions, and describes the affected capabilities and
alternatives to achieve the capabilities. Any assertions not listed are supported,
including user-defined assertions.

Table 3-10 Unsupported Policies and Assertions for Oracle Service Bus

OWSM Policies Containing the

Unsupported Assertion Assertion Capability Affected and Alternative

binding-permission-autho oracle/binding_permission_authori Permission-based access control to service.

rization zation policy Alternative: Use XACML authorization
policies.
sca-component-auhorizati oracle/component_authorization_de Role-based access control to deny/permit all to
on nyall_policy access the component.
oracle/component_authorization_pe Alternative: Not applicable
rmitall_policy
sca-component-pemission oracle/component_permission_autho Permission based Access Control to
-authorization rization_policy component
Alternative: Not applicable
OptimizedMimeSerializat oracle/wsmtom policy Message Transmission Optimization
ion Mechanism (MTOM)
Alternative: Use MTOM configuration directly
on proxy/business service.
RM Assertion oracle/reliable_messaging_policy WS-RM1.0/1.1
oracle/wsrml0_policy Alternative: Use the WS transport directly in
. Service Bus for WS-RM 1.0.
oracle/wsrmll_policy
UsingAddressing oracle/wsaddr_policy To require WS-Addressing

Alternative: Configure WS-Addressing on
business services that use the SOA-DIRECT
transport; or add WS-Addressing to messages
in a Service Bus pipeline.
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Part Il

Attaching and Managing Policies

Part II describes how to work with policies and policy sets using Fusion Middleware
Control and WLST. Topics such as viewing, attaching, detaching, editing and
overriding policies and policy sets are included.

Part II contains the following chapters:

s Chapter 4, "Attaching Policies to Manage and Secure Web Services," describes how
to use Fusion Middleware Control to attach security policies to web services.

s Chapter 5, "Overriding Policy Configuration Properties," describes how to
override security policy configuration properties by using Fusion Middleware
Control and WLST.

»  Chapter 6, "Managing Web Service Policies with Fusion Middleware Control,"
describes how to work with web service security policies. Topics include creating,
generating, editing, importing, and exporting policies. It also describes how to
work with assertion templates.






4

Attaching Policies to Manage and Secure Web
Services

This chapter introduces and describes security policies. Security policies provide a
framework to manage and secure web services consistently across your organization.
They can be attached directly to policy subjects, such as web services or clients. Policy
sets provide a means to attach policies globally to a range of endpoints of the same
type. This chapter describes how to attach policies at design time, and how to attach
and manage policies and policy sets using Oracle Enterprise Manager Fusion
Middleware Control and the command-line interface WebLogic Scripting Tool (WLST)
post-deployment.

This chapter includes the following sections:

s Overview of Policy Attachment

= Attaching Policies to Web Services and Clients at Design Time

= Attaching Policies to Web Services and Clients Using Fusion Middleware Control
= Attaching Policies to Web Services and Clients Using WLST

= Attaching Policies to Servlet Applications

= Specifying Run-time Constraints in Policy Sets

s Defining the Type and Scope of Resources for Globally Attached Policies

= Migrating Direct Policy Attachments to Global Policy Attachments

= Disabling a Globally Attached Policy

= Specifying the Priority of a Policy Attachment

»  Managing Endpoint Configuration Properties Using Fusion Middleware Control
s Determining the Secure Status of an Endpoint

= How the Effective Set of Policies is Calculated

s Determining the Source of Policy Attachments

4.1 Overview of Policy Attachment

A policy subject is the target resource to which OWSM policies are attached. There are
different policies for different types of resources (for example, a web service or client
or a SOA component). For more information about the policy subjects with which
policies can be associated, see "Attaching Policies to Policy Subjects" in Understanding
Oracle Web Services Manager.
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There are two ways to attach policies to web service clients and web services: at the
client and service design time, and post deployment.

= Atdesign time, you can attach OWSM security and management policies to
applications programmatically. You typically do this using your favorite IDE, such
as Oracle JDeveloper. Oracle JDeveloper automates ADF and SOA client policy
attachment.

= Post-deployment, you attach security and management policies to Oracle
Infrastructure web services and WebLogic web services using Oracle Enterprise
Manager Fusion Middleware Control or WLST. This provides the most power and
flexibility because it moves web service security to the control of the security
administrator. Polices can be attached directly to an endpoint, or globally to a
range of endpoints using policy sets.

Note: Globally attached policies (using policy sets) are supported for
RESTful web services and clients, Oracle Infrastructure web services
and clients, and Java EE web services and clients. However, if a policy
set includes non-security policies, those non-security policies are
ignored and therefore not included in the effective policy sets
calculated for Java EE web services and clients.

Globally attached policies are not supported for standalone Java EE
clients.

You can attach OWSM policies to RESTful web services and clients
that are built using Jersey 2.x JAX-RS RI only. For more information
about securing RESTful web services and clients built using Jersey 2.x
JAX-RS R, see "Securing RESTful Web Services and Clients" in
Developing and Securing RESTful Web Services for Oracle WebLogic
Server.

Regardless of whether you attach a policy at design time or post-deployment, the
client-side policy must be the equivalent of the one associated with the web service. If
the two files are different, and there is a conflict in the assertions contained in the files,
then the invocation of the web service operation returns an error.

For example, since the oracle/wss_http_token_over_ssl_service_policy policy
requires one-way authentication, the client policy must also be set for one-way
authentication.

For the predefined policies, both client and web service policies are included. If you
create a new policy, generating the policy as described in "Creating and Editing Web
Service Policies" on page 6-6 increases the likelihood that the client policy will work
with the service policy.

Note: If the OWSM Policy Manager is not available, any
modifications that you make to policy attachments for ADF and
WebCenter services and clients will not be saved to the OWSM
repository. For information about troubleshooting the connection to
the OWSM Policy Manager, see "Diagnosing Policy Manager Problems
Using the OWSM Policy Manager Page" on page 16-1.
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4.2 Attaching Policies to Web Services and Clients at Design Time

The following sections describe how to attach policies to web services and clients
using annotations based on whether you are creating an Oracle Infrastructure web
service or Java EE (WebLogic) web service or client.

= Section 4.2.1, "Attaching Policies to Java EE Web Services and Clients at Design
TIme"

= Section 4.2.2, "Attaching Policies to RESTful Web Services and Clients at Design
Time"

m  Section 4.2.3, "Attaching Policies to Oracle Infrastructure Web Services and Clients
at Design Time"

4.2.1 Attaching Policies to Java EE Web Services and Clients at Design Time

You can attach policies to Java EE web services and clients at design time, as described
in the following sections:

= Section 4.2.1.1, "Attaching Policies to Java EE Web Services and Clients Using
Annotations"

= Section 4.2.1.2, "Attaching Policies to Java EE Web Service Clients Using Feature
Classes"

= Section 4.2.1.3, "Attaching Policies to Java EE Web Services and Clients Using
JDeveloper"

4.2.1.1 Attaching Policies to Java EE Web Services and Clients Using Annotations

To attach security policies to Java EE web services and clients, you can use one of the
following annotations:

= weblogic.wsee.jws.Jjaxws.owsm.SecurityPolicy (single policy)
» weblogic.wsee.jws.Jjaxws.owsm.SecurityPolicies (multiple policies)

Only a subset of OWSM policies are supported for Java EE web services. For more
information, see Section 3.3, "Which OWSM Policies Are Supported for Java EE Web
Services and Clients?"

For Java EE web services, you can attach OWSM security policies at the class level
only. For Java EE web service clients, you can attach OWSM policies to web service
injection targets, defined using the java.xml.ws.WebServiceRef annotation.

When attaching security policies to web service clients, you can override a policy
configuration property using the weblogic.wsee.jws.jaxws.owsm. Property
annotation with the @SecurityPolicy annotation, as shown in Example below. In
addition, you can override a policy configuration property using the JAX-WS
RequestContext, as described in Section 5.3, "Overriding Client Policy Configuration
Properties at Design Time."

Note: Attaching OWSM security policies to Java EE web service
clients using Feature classes takes precedence over annotations. For
more information, see Section 4.2.1.2, "Attaching Policies to Java EE
Web Service Clients Using Feature Classes."

For more information about:

Attaching Policies to Manage and Secure Web Services 4-3



Attaching Policies to Web Services and Clients at Design Time

s The @SecurityPolicy, @SecurityPolicies, and @Property annotations, see
"WebLogic-specific Annotations" in WebLogic Web Services Reference for Oracle
WebLogic Server.

= Developing Java EE web services, see "Developing JAX-WS Web Services" in
Developing JAX-WS Web Services for Oracle WebLogic Server.

= Developing Java EE web service clients and defining web service injection targets
using @WebServiceRef, see "Developing Java EE Web Service Clients" in Developing
JAX-WS Web Services for Oracle WebLogic Server.

The following example shows how to attach multiple OWSM security policies to a
Java EE web service using annotations.

import javax.ws.WebService;
import weblogic.wsee.jws.Jjaxws.owsm.SecurityPolicy;
import weblogic.wsee.jws.Jjaxws.owsm.SecurityPolicies;

@SecurityPolicies ({
@SecurityPolicy (uri=
"policy:oracle/wssl0_username_token_with_message_protection_server_policy"),
@SecurityPolicy(uri="policy:oracle/authorization_policy")
1)
@WebService
public class HelloWorldImpl { ... }

The following example shows how to attach a policy to a Java EE web service client
using annotations. In this example, the @Property annotation is used to override the
keystore recipient alias configuration property when attaching the client policy.

package wsrm_jaxws.example;

import java.xml.ws.WebService;

import java.xml.ws.WebServiceRef;

import weblogic.wsee.jws.jaxws.owsm.SecurityPolicy;

import weblogic.wsee.jws.jaxws.owsm.SecurityPolicies;

import oracle.wsm.security.util.SecurityConstants.ClientConstants;

@WebServiceRef (name="MyServiceRef")
@SecurityPolicies ({
@SecurityPolicy (uri="policy:oracle/wssl0_message_protection_client_policy",
properties = {
@Property (name="ClientConstants.WSS_KEYSTORE_LOCATION",
value="c:/mykeystore.jks")

),

@SecurityPolicy (uri="policy:oracle/authorization_policy")

})

Service service;
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4.2.1.2 Attaching Policies to Java EE Web Service Clients Using Feature Classes

Note: If you attach OWSM policies using Feature classes at design
time, you will not be able to add or modify the policies using Fusion
Middleware Control after the client application is deployed. If you
wish to be able to add or modify policies post-deployment, it is
recommended that you use one of the following policy attachment
methods:

= Use annotations to attach OWSM policies to a web service client at
design time, as described in Section 4.2.1.1, "Attaching Policies to
Java EE Web Services and Clients Using Annotations."

»  Use Fusion Middleware Control to attach OWSM policies to a web
service client post-deployment, as described in Section 4.3.1.2,
"Attaching Policies Directly to Web Service Clients Using Fusion
Middleware Control."

You can use one of the following Feature classes to attach OWSM security policies to
Java EE web service clients:

= weblogic.wsee.Jjws.Jjaxws.owsm.SecurityPolicyFeature class (single policy)

= weblogic.wsee.Jjws.Jjaxws.owsm.SecurityPoliciesFeature class (multiple
policies)

Only a subset of OWSM policies are supported for Java EE web services. For more
information, see Section 3.3, "Which OWSM Policies Are Supported for Java EE Web
Services and Clients?"

Note: Attaching OWSM policies using Feature classes takes
precedence over annotations (described in Section 4.2.1.1, "Attaching
Policies to Java EE Web Services and Clients Using Annotations").

The following example shows how to use the SecurityPolicyFeature class to attach
an OWSM policy to a web service client.

Note: The oracle/wss_username_token_client policy shown in this
example is not secure; it transmits the password in clear text. You
should use this policy in low security situations only, or when you
know that the transport is protected using some other mechanism.
Alternatively, consider using the SSL version of this policy,
oracle/wss_username_token_over_ssl_client_policy.

JAXWSService jaxWsService = new JAXWSService ();
weblogic.wsee.jws.jaxws.owsm.SecurityPolicyFeature securityFeature = new
weblogic.wsee.jws.jaxws.owsm.SecurityPolicyFeature {

new

weblogic.wsee.jws.jaxws.owsm. SecurityPolicyFeature ("policy:oracle/wss_username_tok
en_client_policy") };

JAXWSServicePort port = jaxWsService.getJaxWsServicePort (securityFeature);
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The following example shows how to use the SecurityPoliciesFeature class to
attach multiple OWSM policy to a web service client.

weblogic.wsee.jws.jaxws.owsm. SecurityPoliciesFeature
securityFeature = new weblogic.wsee.jws.jaxws.owsm.SecurityPoliciesFeature

{

new weblogic.wsee.jws.jaxws.owsm.SecurityPolicyFeature (
new String[] {"policy:oracle/wss_username_token_client_policy",
"policy:oracle/authorization_policy"});

4.2.1.3 Attaching Policies to Java EE Web Services and Clients Using JDeveloper

For information about attaching policies to Java EE web services and client using
JDeveloper, see "How to Attach Policies to JAX-WS Web Services and Clients" in
Developing Applications with Oracle [Developer.

4.2.2 Attaching Policies to RESTful Web Services and Clients at Design Time

You can attach policies to RESTful web services and clients at design time, as described
in the following sections:

= Section 4.2.2.1, "Attaching Policies to RESTful Web Services Using Annotations"

= Section 4.2.2.2, "Attaching Policies to RESTful Web Service Clients Using Feature
Classes"

= Section 4.2.2.3, "Attaching Policies to RESTful Web Services and Clients Using
JDeveloper"

Note: You can attach OWSM policies to RESTful web services and
clients that are built using Jersey 2.x JAX-RS RI only. For more
information about securing RESTful web services and clients built
using Jersey 2.x JAX-RS RI, see "Securing RESTful Web Services and
Clients" in Developing and Securing RESTful Web Services for Oracle
WebLogic Server.

If you have modified the web.xml deployment descriptor file to define
the OWSM servlet filter in order to attach policies to a servlet
application, as described in "Attaching Policies to Servlet
Applications" on page 4-64, the deployment descriptor definition
takes precedence over the policy attachment procedures described in
this section.

4.2.2.1 Attaching Policies to RESTful Web Services Using Annotations

Note: You can attach OWSM policies to RESTful web services and
clients that are built using Jersey 2.x JAX-RS RI. Jersey1.x client form
12.1.3 is also supported.

For more information about securing RESTful web services and clients
built using Jersey 2.x JAX-RS RI, see "Securing RESTful Web Services
and Clients" in Developing and Securing RESTful Web Services for Oracle
WebLogic Server.
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To attach security policies to RESTful web services, you can use one of the following
annotations, included in the oracle.wsm.metadata.annotation package:

m @PolicySet
m @PolicyReference
m @Property

Only a subset of OWSM policies are supported for RESTful web services. For more
information, see Section 3.4, "Which OWSM Policies Are Supported for RESTful Web
Services and Clients?"

You can attach policies programmatically to the JAX-RS Application class only.

When attaching security policies to RESTful web services, you can override a policy
configuration property using the @Property annotation with the @PolicyReference
annotation, as shown in the example below.

For more information about the annotations, see Appendix A, "Security and Policy
Annotations for Oracle Web Services." For more information about the predefined
policies, see Chapter 17, "Oracle Web Services Manager Predefined Policies."

The following example shows to secure a JAX-RS Application class using the
@PolicySet, @PolicyReference, and @Property annotations.

import javax.ws.rs.core.Application;

import javax.ws.rs.ApplicationPath;

import oracle.wsm.metadata.annotation.PolicySet;
import oracle.wsm.metadata.annotation.PolicyReference;
import oracle.wsm.metadata.annotation.Property;

@PolicySet (references = {
@PolicyReference("oracle/wss_http_token_service_policy"),
@PolicyReference(value = "oracle/binding permission_authorization_policy",

properties = {

@Property (name="resource",value="com.sun.jersey.samples.helloworld.resources.MyApp
lication"),
@Property(name="action",value="")})
1)
@ApplicationPath ("resources")
public class MyApplication extends Application {
public Set<Class<?>> getClasses() {
Set<Class<?>> s = new HashSet<Class<?>>();
s.add (HelloWorldResource.class) ;
return s;
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4.2.2.2 Attaching Policies to RESTful Web Service Clients Using Feature Classes

Note: You can attach OWSM policies to RESTful web services and
clients that are built using Jersey 2.x JAX-RS RI. For more information
about securing RESTful web services and clients built using Jersey 2.x
JAX-RS RI, see "Securing RESTful Web Services and Clients" in
Developing and Securing RESTful Web Services for Oracle WebLogic
Server.

It is recommended that you use jersey2.x for building client but jersey
1.x client available in 12.1.3 is also supported. The plain JEE clients
created using Jerseyl.x/2.x are not managed clients, and therefore,
Oracle Enterprise Manager cannot be used to attach policies to these.
These have to created programmatically by using the feature classes.

If you attach OWSM policies using Feature classes at design time, you
will not be able to add or modify the policies using Fusion
Middleware Control after the client application is deployed. If you
wish to be able to add or modify policies post-deployment, it is
recommended that you use Fusion Middleware Control to attach
OWSM policies to a web service client post-deployment, as described
in Section 4.3.1.2, "Attaching Policies Directly to Web Service Clients
Using Fusion Middleware Control."

You can programmatically attach OWSM security policies to RESTful web service
clients using the Feature classes defined in Table 4-1. The classes are provided in the
oracle.wsm.metadata. feature package. For more information about the Feature
classes, see Table A-1.

Table 4-1 Feature Classes Used for Attaching Policies to RESTful Clients

Feature Class Description

AbstractPolicyFeature Base abstract class for policy subject feature classes.

PolicySetFeature Set of policy references and configuration override properties to attach to the
policy subject.

PolicyReferenceFeature Single policy reference to attach to the policy subject.

PropertyFeature Opltional property that can be used to override the configuration of one or more
policies.

When you create a RESTful client instance, optionally you can pass client
configuration properties by defining a org.glassfish.jersey.client.ClientConfig
and passing the information to the create method of the javax.ws.rs.client.Client
class. Using the ClientConfig, you can attach an OWSM policy such as
oracle/http_jwt_token_client_policy and override configuration properties.

The following is a sample client with jersey 2.x API:

package samples.helloworld.client;

import org.glassfish.jersey.client.ClientConfig;
import javax.ws.rs.client.Client;

import javax.ws.rs.client.ClientBuilder;

import javax.ws.rs.client.Invocation.Builder;
import javax.ws.rs.client.WebTarget;

import javax.ws.rs.core.Response;
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import oracle.wsm.metadata.feature.PolicyReferenceFeature;
import oracle.wsm.metadata.feature.AbstractPolicyFeature;
import oracle.wsm.metadata.feature.PolicySetFeature;
import oracle.wsm.metadata.feature.PropertyFeature;

public static void main(String[] args) {
ClientConfig cc = new ClientConfig();
cc.property (AbstractPolicyFeature.ABSTRACT_POLICY FEATURE,
new PolicySetFeature (
new PolicyReferenceFeature ( (
"oracle/wss_http_token_client_policy"), new
PropertyFeature (SecurityConstants.ConfigOverride.CO_CSF_KEY,
"weblogic-csf-key"))));
Client client = ClientBuilder.newClient (cc);

WebTarget webTarget =
client.target ("http://<host>:<port>/<context>/<resource>")
Builder request = webTarget.request ("text/plain");

String response = request.get(String.class);

client.close();

4.2.2.3 Attaching Policies to RESTful Web Services and Clients Using JDeveloper

For information about attaching policies to Java EE web services and client using
JDeveloper, see "How to Attach Policies to RESTful Web Services and Clients" in
Developing Applications with Oracle [Developer.

4.2.3 Attaching Policies to Oracle Infrastructure Web Services and Clients at Design

Time

You can attach policies to Oracle Infrastructure web services and clients at design time,
as described in the following sections:

= Section 4.2.3.1, "Attaching Policies to Oracle Infrastructure Web Services Using
Annotations"

= Section 4.2.3.2, "Attaching Policies to Oracle Infrastructure Web Service Clients
Using Feature Classes"

= Section 4.2.3.3, "Attaching Policies to Oracle Infrastructure Web Services Using
Oracle JDeveloper"

4.2.3.1 Attaching Policies to Oracle Infrastructure Web Services Using Annotations
To attach policies to Oracle Infrastructure web services, you can use any of the
annotations defined in Appendix A, "Security and Policy Annotations for Oracle Web
Services."

For more information about the predefined policies that can be attached using the
security and policy annotations, see Chapter 17, "Oracle Web Services Manager
Predefined Policies."

Figure shows how to attach policies to an asynchronous web service and to its
callback client that will connect to the callback service.
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import oracle.wsm.metadata.annotation.CallbackPolicySet;
import oracle.wsm.metadata.annotation.PolicySet;

import oracle.wsm.metadata.annotation.PolicyReference;
import oracle.wsm.metadata.annotation.Property;

@PortableWebService (serviceName = "EchoService", portName = "EchoPort")
@PolicySet (references = @PolicyReference (
"oracle/wss_username_token_service_policy"))

@CallbackPolicySet (properties = @Property("reference.priority", "1"),
references = {
@PolicyReference("oracle/wssl0_saml_token_client_policy"),
@PolicyReference("oracle/log_policy") })

public class EchoService {

public EchoService() ({
super () ;

public String echo(String message) {
return message + " echoed";

}

4.2.3.2 Attaching Policies to Oracle Infrastructure Web Service Clients Using
Feature Classes

You can programmatically attach OWSM policies to Oracle Infrastructure web service
clients using the Feature classes defined in Table A-1.

Using the RequestContext, you can attach OWSM policies and override configuration
properties. For example, the following code shows how to use the Feature classes in
the oracle.wms.metadata. feature package to attach the
oracle/wss_http_token_client_policy policy to the client, and overrides the
CO_CSF_KEY configuration property with the value weblogic-csf-key.

import oracle.wsm.metadata.feature.PolicyReferenceFeature;
import oracle.wsm.metadata.feature.AbstractPolicyFeature;
import oracle.wsm.metadata.feature.PolicySetFeature;
import oracle.wsm.metadata.feature.PropertyFeature;

void configureBasicAuth(Dispatch<SOAPMessage> dispatch) {
Map<String, Object> reqContext = dispatch.getRequestContext();
reqContext .put (AbstractPolicyFeature.ABSTRACT POLICY FEATURE,
new PolicySetFeature(
new PolicyReferenceFeature (
"oracle/wss_http_token_client_policy"), new
PropertyFeature (SecurityConstants.ConfigOverride.CO_CSF_KEY,
"weblogic-csf-key")));

4.2.3.3 Attaching Policies to Oracle Infrastructure Web Services Using Oracle
JDeveloper

When developing an application using JDeveloper, you can take advantage of the
wizards available to attach policies to Oracle Infrastructure web services and clients.
For more information, see:
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"Managing Policies" and "Attaching Policies to Binding Components and Service
Components" in Developing SOA Applications with Oracle SOA Suite.

"Securing Web Service Data Controls" in Oracle Application Development Framework
Developer’s Guide

"Developing and Securing Web Services" in the Developing Applications with Oracle
JDeveloper.

4.3 Attaching Policies to Web Services and Clients Using Fusion
Middleware Control

The following sections describe how to attach policies to a single policy subject and to
multiple subjects (global attachment) and how to validate the subject once policies are
attached:

Attaching Policies Directly Using Fusion Middleware Control

Attaching Policies Globally Using Fusion Middleware Control

Viewing Policies Attached to a Web Service Using Fusion Middleware Control
Validating a Policy Set

4.3.1 Attaching Policies Directly Using Fusion Middleware Control

The following sections describe how to attach and detach policies to and from a single
subject and to validate the subject once policies are attached:

"Attaching Policies Directly to a Single Subject Using Fusion Middleware Control"
on page 4-12

"Attaching Policies Directly to Web Service Clients Using Fusion Middleware
Control" on page 4-15

"Enabling or Disabling Directly Attached Policies Using Fusion Middleware
Control" on page 4-19

"Detaching Directly Attached Policies Using Fusion Middleware Control" on
page 4-20

Please note:

For WebLogic Java EE web services:

—  Only a subset of OWSM security policies can be attached. For more
information, see Section 3.3, "Which OWSM Policies Are Supported for Java
EE Web Services and Clients?"

- OWSM policies and WebLogic web service policies cannot be attached to the
same endpoint. If a Java EE endpoint has any WebLogic polices attached, the
WSM Policies tab is not displayed and you cannot attach OWSM security
policies. Instead, the WebLogic Policy Violations tab is displayed showing
violation details about the WebLogic web service policies attached to the
endpoint.

Note that WebLogic policies can be attached using the WebLogic Server
Administration Console. You cannot attach WebLogic policies using Fusion
Middleware Control.

For RESTful web services:
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—  You can attach OWSM policies to RESTful web services and clients that are
built using Jersey 2.x JAX-RS RI only. For more information about securing
RESTful web services and clients built using Jersey 2.x JAX-RS R, see
"Securing RESTful Web Services and Clients" in Developing and Securing
RESTful Web Services for Oracle WebLogic Server.

—  Only a subset of OWSM security policies can be attached. For more
information, see Section 3.4, "Which OWSM Policies Are Supported for
RESTful Web Services and Clients?"

- If you have modified the web.xml deployment descriptor file to define the
OWSM servlet filter in order to attach policies to a servlet application, as
described in "Attaching Policies to Servlet Applications" on page 4-64, the
deployment descriptor definition takes precedence over the policy attachment
procedures described in this section.

= For SOA composite services, only a subset of OWSM policies apply. For more
information, see "Which OWSM Policies Are Supported for SOA Composite
Services and Clients" on page 3-13.

4.3.1.1 Attaching Policies Directly to a Single Subject Using Fusion Middleware
Control

Note: When attaching policies directly to subjects within a clustered
server environment, the policy attachment details will be propagated
to other servers in the cluster following a brief delay. To expedite the
propagation of the information, perform one of the following steps:

»  Restart the other servers in the cluster.

»  Configure the cache refresh properties to minimize the delay. For
more information, see "Configuring High Availability and Cache
Management Using Fusion Middleware Control" on page 14-24.

A subject is an entity to which a policy can be associated. You can attach one or more
policies to a subject.

The order in which policies are attached to a subject or appear in the list of attached
polices does not determine the order in which policies are executed. As a message is
passed between the client and the web service, the order of the interceptors in the
policy interceptor chain determines the order in which the policies are executed.

For more informations, see "How Policies are Executed" in Understanding Oracle Web
Services Manager.

To attach a policy directly to a single subject:
[+] Video

1. View the details for a web service endpoint, as described in "Viewing the Details
for a Web Service Endpoint Using Fusion Middleware Control" in Administering
Web Services.

Note: When attaching policies to RESTful web services, you can
attach policies to RESTful applications only, as described in "Viewing
the Details for a RESTful Service Application" in Administering Web
Services. You cannot attach polices to RESTful resources.
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2. Click the Attach/Detach Policies link at the top of the page.

The WSM Policy Subject Configuration page is displayed and any policies that are
already globally and directly attached to the endpoint are displayed. For example,
see Figure 4-1.

Figure 4-1 WSM Policy Subject Configuration Page with Directly Attached Policies

jaxwsejb3owGlobal @ Logzed in as weblogic

== & Domain Application Deployment [ Start Up [} Shut Down... Aug 26,2015 30845 P8 POT

[Domain_base_domain,/base_domain/jaxwsejb30wGlobal > Web Service Configuration =
WSM Policy Subject Configuration Retum

Subject Name EchoEJBServicePort ( SOAP Web Service )

Select an expression from the Constraint dropdown to view the corresponding effective policy references. For policy set flagged as "Not Valid", click the link to view the
validation error details. When policies are attached / detached, effective policy references are recalrulated.

Comsfrarn | one Statns  Not Secure
Globally Attached Policies
Category/Policy Name Policy Set Enabled

Mo rows yet

Directly Attached Policies

View & Attach/Detach 3 Disable % Override Policy Configuration Effactive Only (@) Al Detach
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oracle/ws_logging level policy v v
oracle/test_page_processing_servica_policy v v
oracle/ mex_request_processing service_policy v v
oracle/request_procassing_service_policy v v
oracle/max_requast_size_policy v v

3. Select an expression from the Constraint menu to optionally apply a constraint to
the policy set that determines the context in which the policy set is relevant.

For more information about specifying a constraint, see "Specifying Run-time
Constraints in Policy Sets" on page 4-68.

4. Click the Attach/Detach option, located above the Category/Policy Name table.
The Policy Attachment dialog is displayed, as shown in Figure 4-2.
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4-14

Figure 4-2 Attaching Policies to a Web Service
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5. To view details about a policy, select the policy and click the View Detail icon. A
pop-up window provides a full read-only description of the policy and lists the
assertions that it contains, as shown in Figure 4-3. Click OK when you are finished
reviewing the details of the policy.

Figure 4-3 Viewing Details about a Policy

Category Security
Local Optimization Check Identity
Enabled

Assertions

Name

Log Messagel
WSSecurity SAML Token
Log Message2

Policy: oracle/wss10_saml_token_service_policy [

Description  This policy authenticates users using credentials provided in SAML
tokens in the WS-Security SOAP header. The credentials in the
SAML token are authenticated against a SAML login module. This
policy can be applied to any SOAP-based endpaint.

Categaory Type Advertised  Enforced
security/logging Logging
security/authentication wss 10-saml-token + "
security/logging Logging

Ok

6. Select a policy from the Available Policies list, and click Attach.

The selected policy moves to the Directly Attached Policies table.

Note: The list of available policies is filtered based on whether you
are attaching a policy to a SOAP or RESTful web service or client.
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7. Continue selecting and attaching policies as required. When you are finished, click
Validate to verify that the combination of policies selected is valid.

An Information pop-up should display with a "Validation is successful" message.
Click OK to close the pop-up.

8. Click OK at the top of the Policy Attachment page.

9. The Directly Attached Policies table on the WSM Policy Subject Configuration
page now displays the newly attached policy, based on Category.

Note: The output displays the globally attached policies that are in
effect for the endpoint, all directly attached policies, and whether the
endpoint has a valid configuration and is secure. Because you can
specify the priority of a globally or directly attached policy, as
described in "Specifying the Priority of a Policy Attachment" on
page 4-77, the Effective field for a directly attached policy indicates if
it is in effect for the endpoint. Note that to simplify endpoint
management, all directly attached policies are shown in the output
regardless of whether they are in effect. In contrast, only globally
attached policies that are in effect for the endpoint are displayed. For
details about effective policies for an endpoint, see "How the Effective
Set of Policies is Calculated" on page 4-80.

4.3.1.2 Attaching Policies Directly to Web Service Clients Using Fusion Middleware
Control

This section describes how to attach a policy to an Oracle Infrastructure web service
client, including Java EE web service clients, SOA reference, ADF Data Control (DC),
and asynchronous web service Callback clients.

Note: You can attach policies directly to RESTful web service clients
at design time only. For more information, see Section 4.2.2.2,
"Attaching Policies to RESTful Web Service Clients Using Feature
Classes."

4.3.1.2.1 Attaching Policies to SOA References Using Fusion Middleware Control The
following procedures describe how to attach policies to SOA references. For more
information about developing SOA references, see Developing SOA Applications with
Oracle SOA Suite.

To attach policies to a SOA reference:

1. Navigate to the Web Service Endpoint page, and view the SOA reference, as
described in "Viewing SOA References" in Administering Web Services.

2, Click the Attach/Detach Policies link at the top of the page.

The WSL Policy Subject Configuration page is displayed and any policies that are
already globally and directly attached to the endpoint are displayed.

3. Select a constraint, provided multiple selections are available. The effective
policies that are dynamically calculated shown on this page might change based
on the selected constraint.

4. Click Attach/Detach. The Policy Attachment dialog box is displayed.
5. Select a policy from the Available Policies list, and click Attach.
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10.

The selected policy moves to the Directly Attached Policies table.

Note: The list of available policies is filtered based on whether you
are attaching a policy to a SOAP or RESTful web service or client.

From the Available Policies section of the page, select one or more policies that you
want to attach. Click Validate to validate the policy, or Check Services
Compatibility to make sure that the client policies are compatible with the service
policies.

Click Attach when you are sure that you want to attach the policy or policies.

The Directly Attached Policies table on the WSM Policy Subject Configuration
page now displays the newly attached policy, based on Category.

Click OK.

You can click Return on the top-right corner of the page after policy attachment to
return to the Web Service motoring page.

4.3.1.2.2 Attaching Policies to Connection-Based Web Service Clients Using Fusion Middleware
Control The following procedure describes how to attach policies to a connection-based
web service client such as an ADF DC web service client or ADF JAX-WS Indirection
Proxy, or WebCenter client.

For more information about developing ADF DC web service clients, see "Using ADF
Model in a Fusion Web Application" in Developing Fusion Web Applications with Oracle
Application Development Framework.

To attach policies to a connection-based web service client:

1.
2.

10.
11.

In the navigation pane, expand Application Deployments.

In the navigation pane, expand the target application deployment and select the
application.

In the content pane, select Application Deployment, then ADF, then Configure
ADF Connections.

On the ADF Connections Configuration page, select a row in the Web Service
Connections list.

Click Advanced Connection Configuration and select the web service client from
the list.

On the Web Service Client page, select the WSM Policies tab.
Click the Attach/Detach Policies link at the top of the page.

The WSM Policy Subject Configuration page is displayed and any policies that are
already globally and directly attached to the endpoint are displayed.

Click the Attach/Detach option, located above the Category/Policy Name table to
open the Policy Attachment dialog.

In the Available Policies section of the page, select one or more policies that you
want to attach. Click Validate to validate the policy, or Check Services
Compatibility to make sure that the client policies are compatible with the service
policies.

Click Attach when you are sure that you want to attach the policy or policies.

Click OK.
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4.3.1.2.3 Attaching Policies to Asynchronous Web Service Callback Clients Using Fusion
Middleware Control The following procedure describes how to attach policies to an
asynchronous web service Callback client. For more information about developing
asynchronous web services and callback clients, see "Developing Asynchronous Web
Services" in Developing Oracle Infrastructure Web Services.

To attach policies to an asynchronous Callback client:

1.

7.
8.

Navigate to the Web Service Endpoint page, as described in "Viewing the Details
for a Web Service Endpoint Using Fusion Middleware Control" in Administering
Web Services.

From the Attach/Detach Policies drop down, select Callback Client.

The WSM Policy Subject Configuration page is displayed and any policies that are
already globally and directly attached to the endpoint are displayed.

Click the Attach/Detach Policies link at the top of the page.
In the Directly Attached Policies section of the page, click Attach/Detach.

In the Available Policies section of the page, select one or more policies that you
want to attach and click Attach.

Click Validate to validate if the combination of policies is valid.
Click OK.

You can click Return to return to the policy subject monitoring page.

4.3.1.2.4 Attaching Policies to Java EE Web Service Clients Using Fusion Middleware Control
This section describes how to attach a policy to a WebLogic Java EE web service client.

Notes: For WebLogic Java EE web service client policy attachments:
s Only OWSM security policies can be attached.

= OWSM policies and WebLogic web service policies cannot be
attached to the same client. If a Java EE client has any WebLogic
polices attached, the WSM Policies tab is not displayed and you
cannot attach OWSM security policies. Instead, the WebLogic
Policy Violations tab is displayed showing violation details about
the WebLogic web service policies attached to the client.

Note that WebLogic policies can be attached using the WebLogic
Server Administration Console. You cannot attach WebLogic
policies using Fusion Middleware Control.

s Oracle recommends that you attach OWSM policies to a web
service client post-deployment. If you attach OWSM policies
programmatically at development time, you will not be able to
modify or delete the policies after the client application is
deployed.

To attach a policy to a Java EE web service client:

1.

a.Navigate to the Java EE Web Service Client page, as described in "Viewing the
Web Services Summary Page for an Application" in Administering Web Services.

Select the Java EE Web Service Clients link to navigate to WSM Policy Subject
Configuration page for direct policy attachment.
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3.

Select the Configuration tab to view the available client ports to which you can
attach policies, as shown in Figure 4-4.

Notes: If a port is associated with a run-time client instance, expand
the port name to view the instance with which it is associated. You can
also attach policies to ports that are defined in the client application
but are not currently associated with a run-time client instance.

To ensure that the latest policies are always enforced, it is important to
follow Oracle's recommended best practices when developing your
WebLogic Java EE web service client. That is, you should explicitly
close client instances when processing is complete. If the client
instances are not closed, any policy changes in the repository are not
enforced on the client. For more information about the best practices,
see "Roadmap for Developing JAX-WS Web Service Clients" in
Developing JAX-WS Web Services for Oracle WebLogic Server.

Figure 4-4 Java EE Web Service Clients
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Click the name of the client port to navigate to the Java EE Web Service Client Port
page.

Click Attach/Detach.

In the Available Policies section of the page, select one or more policies that you

want to attach. Click Validate to verify that the combination of policies selected is
valid, then click OK.

The attached policy is shown on the Java EE Web Service Client Port page, as
shown in Figure 4-5.
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Figure 4-5 Attaching Policies to WebLogic Java EE Web Service Client Ports
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Optionally, specify configuration overrides for an attached policy. To do so:

a. Select the policy for which you want to configure the overrides in the WSM
Policies section of the page.

The properties that you can override are displayed in the Security
Configuration Details section of the page.

b. Enter the override value in the Current Value field for the property and click
Apply.

For more information about configuring overrides, see "Overriding Configuration
Properties at the Web Service Client Application Level Using Fusion Middleware
Control" on page 5-10.

You can click Return to return to the policy subject monitoring page.

4.3.1.3 Enabling or Disabling Directly Attached Policies Using Fusion Middleware
Control

When a policy is attached to a web service, it is enabled by default. You may
temporarily disable a policy for a single endpoint without disassociating it from the
web service. When the policy is disabled for an endpoint, it is not enforced for that
endpoint.

To enable or disable a policy attached to an endpoint (port):

1.

Navigate to the home page for the web service, as described in "Navigating to the
Web Services Summary Page for an Application" in Administering Web Services.

In the Web Service Details section of the page, select the Web Service Endpoints
tab to display a list of the web service endpoints in the application.

Click the name of an endpoint to navigate to the Web Service Endpoint page for a
particular web service.

Click the Attach/Detach Policies link, located near the top of the page. The
policies that are already globally and directly attached to the endpoint are
displayed.
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5.

Select a policy from the Directly Attached Policies list, and click Enable or
Disable to enable or disable the policy, respectively.

4.3.1.4 Detaching Directly Attached Policies Using Fusion Middleware Control
To detach a policy from a web service:

1.

Navigate to the home page for the web service, as described in "Viewing the Web
Services Summary Page for an Application" in Administering Web Services.

Select the Web Service Endpoints tab view the endpoints in the application and
select the endpoint from which you want to detach the policies.

On the Web Service Endpoint page, select click the Attach/Detach Policies link,
located near the top of the page. The policies that are globally and directly
attached to the endpoint are displayed.

In the Directly Attached Policies section of the page, click Attach/Detach.

In the Directly Attached Policies table, select the policy to be detached, and click
Detach.

Click OK to return to the Web Service Endpoint page.
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4.3.2 Attaching Policies Globally Using Fusion Middleware Control

Notes: Global policy attachments are supported for RESTful web
services and clients, Oracle Infrastructure web services and clients,
and Java EE web services and clients.

For WebLogic Java EE web services:

For

Only a subset of OWSM policies can be attached. For more
information, see Section 3.3, "Which OWSM Policies Are
Supported for Java EE Web Services and Clients?"

OWSM policies and WebLogic web service policies cannot be
attached to the same endpoint. If a Java EE endpoint has any
WebLogic polices attached and you create a policy set that applies
to that endpoint, the OWSM policies will be ignored when the
effective policy for that endpoint is calculated.

Note that WebLogic policies can be attached using the WebLogic
Server Administration Console. You cannot attach WebLogic
policies using Fusion Middleware Control.

RESTful web services:

You can attach OWSM policies to RESTful web services and
clients that are built using Jersey 2.x JAX-RS RI only. For more
information about securing RESTful web services and clients built
using Jersey 2.x JAX-RS RI, see "Securing RESTful Web Services
and Clients" in Developing and Securing RESTful Web Services for
Oracle WebLogic Server.

Only a subset of OWSM security policies can be attached. For
more information, see Section 3.4, "Which OWSM Policies Are
Supported for RESTful Web Services and Clients?"

For SOA composite services, only a subset of OWSM policies apply.
For more information, see "Which OWSM Policies Are Supported for
SOA Composite Services and Clients" on page 3-13.

Policy sets provide a means to attach policies globally to a range of endpoints of the
same type. For more information about global policy attachments, see "Understanding
Global Policy Attachments Using Policy Sets" in Understanding Oracle Web Services

Manager.

This section describes how to manage and create policy sets using Fusion Middleware

Control.

This section includes the following subsections:

= Navigating to the WSM Policy Set Summary Page Using Fusion Middleware

Control

= Viewing the Configuration of a Policy Set Using Fusion Middleware Control

s Creating a Policy Set Using Fusion Middleware Control

= Cloning a Policy Set Using Fusion Middleware Control

= Editing a Policy Set Using Fusion Middleware Control

= Specifying Run-time Constraints in a Policy Set Using Fusion Middleware Control
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= Enabling and Disabling a Policy Set Using Fusion Middleware Control
s Deleting Policy Sets Using Fusion Middleware Control

4.3.2.1 Navigating to the WSM Policy Set Summary Page Using Fusion Middleware
Control

You can manage your policy sets at the domain level from the WSM Policy Set
Summary page. From this page, you can see a list of all the existing policy sets or view
the details of an individual policy set, create a new policy set, and copy, edit, or delete
existing policy sets. You can also configure overrides for policy references in the policy
sets.

To navigate to the WSM Policy Set Summary page:
1. In the Navigator pane, expand WebLogic Domain.

2. Select the domain for which you want to manage policy sets.
3. From the WebLogic Domain menu, select Web Services then WSM Policy Sets.
The WSM Policy Set Summary page is displayed, as shown in Figure 4-6.

Figure 4-6 WSM Policy Set Summary Page
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4.3.2.2 Viewing the Configuration of a Policy Set Using Fusion Middleware Control

The following section describes how to view a policy set using Fusion Middleware
Control.

To view a policy set:

1. Navigate to the WSM Policy Set Summary page as described in "Navigating to the
WSM Policy Set Summary Page Using Fusion Middleware Control" on page 4-22.

2. In the WSM Policy Set Summary page, select a policy set from the table and click
View.

From this page you can view general information about the policy set, the scope of
resources to which it applies, any constraints that are configured, and the policy
references that are contained in the policy set.

3. When you are done viewing the policy set, click Return to Policy Sets.
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Figure 4-7 Viewing a Policy Set

base_domain @ Logged in as weblog
£l WebLogic Domain + Page Refreshed May 7, 2013 4:42:17 PMEDT
Policy Sets > View Palicy Set

View Policy Set Return To Policy Sets |

General Information

Mame gpa_ws_endpaint
Enabled
Type of Resources  SOAP Web Service
Description  Global policy attachment for SOAP Web Service resources,

Scope of Resources

| |Scope Pattern
Domain Mame =

Constraint

Constraint Expression |HTTPHeader(VIRTUAL_HOST_TYPE ','External)

Policy References

|Name |Cabegory | Enabled |Desu’ipﬁon | View Detail |
oradewss_saml_token_over_ssl_service_policy Security + This policy authenticates ... &d

4.3.2.3 Creating a Policy Set Using Fusion Middleware Control

The following section describes how to create a policy set using Fusion Middleware
Control.

To create a policy set:
() Video

1. Navigate to the WSM Policy Set Summary page as described in "Navigating to the
WSM Policy Set Summary Page Using Fusion Middleware Control" on page 4-22.

2. From the WSM Policy Set Summary page, click Create.
The first page of the policy set creation wizard is displayed.

3. In the Enter General Information page, as shown in Figure 4-8, enter a name for
the policy set in the Name field.

Figure 4-8 Enter General Information Page

/Domain_base_domain/base_domain{weblogic_domain):

Enter General Information Enter Reso_urce Scope Enter Constraint Add Po nces  Summa
Create Policy Set : Enter General Information Validate Back | Step 1of5 Mext | Cancel

Enter basic policy set information, such as name, description, and resource type, Click Mext to enter the resource scope,
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Enabled
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Description | pefault policies for all RESTful resources in the domain,

4. Select the Enabled check box if you want to enable the policy set.
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5. In the Type of Resources field, select the type of policy subject to which you want
to attach policies. On the next page you define the scope of resources to which you
want the policy set to apply. The type of policy subjects that you can select are
defined in "Understanding Policy Subjects" in Understanding Oracle Web Services
Manager.

Note: When creating policy sets, the SOAP Web Service and SOAP
Web Service Client subject types refer both to Oracle Infrastructure
web services and clients and to Java EE web services and clients.
Non-security policies are ignored when the effective policy set for Java
EE endpoints is calculated.

6. Optionally, add a description of the policy set in the Description field, and click
Next.

7. In the Enter Resource Scope page, enter at least one pattern string that defines the
scope for the resource type you selected in the previous step. Valid scopes are
defined in "Subject Types and Scope of Resources" in Understanding Oracle Web
Services Manager.

Note: To specify a resource scope, you must enter a pattern string in
at least one Pattern field on this page.

The list of available resource scopes is determined by the Resource Type you
selected on the previous page. For example, if you selected SOAP Web Service, the
resource scopes available are Domain, Application, Application Module or
Connection, RESTful Application, Service, Web Service Endpoint, or Port.

For example, to attach the policies to all web service endpoints in the domain,
enter a pattern string to represent the name of the domain only. You do not need to
complete any of the other fields. To attach the policies at a finer scope, for example
at the application or application module level, enter a pattern string to represent
the name of the application or the module in the Pattern field. You can use an
asterisk (*) as a wildcard character anywhere within the string to match any
number of characters at its position; you can specify multiple wildcards within the
string. Note that if you use only an asterisk wildcard for Domain, the scope level
will affect all domains in the enterprise.

If you provide a pattern string for multiple resource scopes, such as Domain Name
and Server Instance Name, the filtering conditions are ANDed together; for
example, Domain("myDomain*") AND Server ("*SOA*"). For more information
about specifying the resource type and scope, and an example that specifies
multiple resource scopes, see "Defining the Type and Scope of Resources for
Globally Attached Policies" on page 4-70.

8. Click Next.

9. In the Enter Constraint page, optionally enter a constraint to be applied to the
policy set that determines the context in which the policy set is relevant. For
example, you can specify that a service use message protection when
communicating with external clients since the message may be transmitted over
insecure public networks. However, when communicating with internal clients on
a trusted network, message protection may not be required.

To specify a constraint, in the Constraint Expression Details section of the page,
select the Enabled check box, provide a header name and value in the HTTP
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10.

11.

Header Name and HTTP Header Value fields, optionally select the {(NOT)
Operator to invert the constraint, and click Update Constraint. Then click Next.

For more information about specifying a constraint, see "Specifying Run-time
Constraints in Policy Sets" on page 4-68.

In the Add Policy References page, select a policy from the Available Policies list,
and click Attach.

Note: You can use the query by example fields above the Available
Policies table to filter the list of policies displayed. For example, to
view only security policies, select Security from the drop-down menu
above the Category column. To view only message protection policies,
enter message in the field above the Name column and press Enter.

To view details about a policy, select the policy and click the View Detail icon. A
pop-up window provides a full read-only description of the policy and lists the
assertions that it contains. Click OK when you are finished reviewing the details of
the policy.

Continue selecting and attaching policies. When you are finished, click Validate to
verify that the combination of policies selected are valid.

Figure 4-9 Add Policy References Page
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Click Next to view the Summary Page.

Review the policy set summary information. If you are satisfied with the policy
set, click Save.

Note that if the validation fails, the policy set is still saved, but in disabled mode.
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Figure 4-10 Summary Page in Create Policy Set Wizard
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4.3.2.4 Cloning a Policy Set Using Fusion Middleware Control

You can use an existing policy set as the base for a new policy set. The following
section describes how to clone a new policy set from an existing policy set using
Fusion Middleware Control.

Note that when you clone a new policy set from an existing policy set, all values and
attachments are copied into the new one. You can modify the resource scope and the
policy attachments in the new policy set, but you cannot change the type of resource to
which it applies.

To clone a new policy set using an existing policy set:

1. Navigate to the WSM Policy Set Summary page as described in "Navigating to the
WSM Policy Set Summary Page Using Fusion Middleware Control" on page 4-22.

2. In the WSM Policy Set Summary page, select the policy set that you want to copy
and click Create Like.

3. In the Enter General Information page, enter a new name and description for the
policy set.

Note the following:

»  The default new policy set name is created by appending "_Copy" to the base
policy set name. For example, if the base policy set is named
gpa_ws_endpoint, the name displayed for the copy is
gpa_ws_endpoint_Copy.

= The Type of Resources field is read-only. When you clone a policy set, you can
modify the scope but not the type of resources to which the policy set will be
attached.

4. Select or clear the Enabled check box to enable or disable the policy set.
5. Click Next.
6. In the Enter Resource Scope page, modify the scope as desired and click Next.
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10.

Note: To specify a resource scope, a pattern string must be provided
in at least one Pattern field on this page.

In the Enter Constraint page, optionally specify a constraint or modify an existing
constraint. Click Update Constraint, then click Next.

For more information, see "Specifying Run-time Constraints in Policy Sets" on
page 4-68.

In the Add Policy References page, modify the policy attachments as desired.
When you are finished, click Validate to verify that the combination of polices
selected is valid.

Click Next to view the Summary Page.

Review the policy set summary information. If you are satisfied with the policy
set, click Save.

4.3.2.5 Editing a Policy Set Using Fusion Middleware Control

The following section describes how to edit an existing policy set using Fusion
Middleware Control.

To edit an existing policy set:

1.

Navigate to the WSM Policy Set Summary page as described in "Navigating to the
WSM Policy Set Summary Page Using Fusion Middleware Control" on page 4-22.

In the WSM Policy Set Summary page, select the policy set that you want to edit
and click Edit.

In the Enter General Information page, select or clear the Enabled check box to
enable or disable the policy set. You can also edit the policy set description.

Note that the Name and Type of Resources fields are read-only.
Click Next.
In the Enter Resource Scope page, modify the scope as desired and click Next.

In the Enter Constraint page, optionally specify a constraint or modify an existing
constraint. Click Update Constraint, then click Next.

For more information about specifying a constraint, see "Specifying Run-time
Constraints in Policy Sets" on page 4-68.

In the Add Policy References page, modify the policy attachments as desired.
When you are finished, click Validate to verify that the combination of polices
selected is valid.

Click Next to view the Summary Page.

Review the policy set summary information. If you are satisfied with the policy
set, click Save.

4.3.2.6 Specifying Run-time Constraints in a Policy Set Using Fusion Middleware
Control
You can specify a run-time constraint when you are creating, editing, or cloning a

policy set using the policy set wizard. For more information about run-time
constraints, see "Specifying Run-time Constraints in Policy Sets" on page 4-68.
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After you provide the general information about the policy set and specify the
resource scope, the Enter Constraint page is displayed. If you are editing or cloning a
policy set with a constraint specified, the constraint currently configured in the policy
set is displayed, as shown in Figure 4-11. If you are creating a new policy set, these
fields are blank.

Figure 4-11 Enter Constraint Page in Policy Set Wizard
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{5
Enter General Information Enter Resource Scope  Enter Constraint  Add Policy References
Edit Policy Set : Enter Constraint Vaidate | Back |Step3ofs MNext | Cancel |

Optionally, enter constraint to be applied to policy set and dick Update Constraint. For example, to apply a constraint to requests containing the HTTP Header named
VIRTUAL_HOST_TYPE with a value of External, enter VIRTUAL_HOST_TYPE as the HTTP Header Name and External as the HTTF Header Value. If the constraint is enabled,
a HTTP header name is required. If the "'{NOT) Operator' is selected, the constraint expression is inverted.

Name gpa_ws_endpoint
Type of Resources  SOAP Web Service

Constraint
Constraint Expression HTTPHeader (VIRTUAL_HOST_TYPE','External’)
= =]
Constraint Expression Details Update Constraint
Enabled

1 (NOT) Operator []
Constraint Name HTTPHeader
* HTTP Header Name | VIRTUAL_HOST_TYPE
HTTP Header Value | External

To specify a constraint:

1. In the Constraint Expression Details section of the page, select the Enabled check
box to enable the constraint.

2. Optionally, select the (NOT) Operator to invert the constraint.

3. Enter a header name and header value for the HTTPHeader constraint function in
the HTTP Header Name and HTTP Header Value fields, respectively. If the
constraint is enabled, the HTTP Header Name field is required.

For example, as shown in Figure 4-11, to specify a constraint that applies to
external clients only, enter VIRTUAL_HOST_TYPE in the HTTP Header Name field
and External in the HTTP Header Value field.

4. Click Update Constraint.

The constraint expression is displayed in the Constraint field, for example
HTTPHeader ('VIRTUAL_HOST_TYPE', 'External').

4.3.2.7 Enabling and Disabling a Policy Set Using Fusion Middleware Control

The following section describes how to enable or disable a policy set using Fusion
Middleware Control.

To enable or disable a policy set using Fusion Middleware Control, edit the policy set
as described in "Editing a Policy Set Using Fusion Middleware Control" on page 4-27.
To enable the policy set if it is disabled, select the Enabled check box. To disable the
policy set, clear the Enabled check box.

Note that you must click Next through the remaining steps, then click Save to save the
updated policy set.
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4.3.2.8 Deleting Policy Sets Using Fusion Middleware Control

To delete policy sets using Fusion Middleware Control:

1.

Navigate to the WSM Policy Set Summary page as described in "Navigating to the
WSM Policy Set Summary Page Using Fusion Middleware Control" on page 4-22.

In the WSM Policy Set Summary page, select a policy set from the table and click
Delete.

A dialog box displays asking you to confirm the deletion. Click OK.

4.3.3 Viewing Policies Attached to a Web Service Using Fusion Middleware Control

To view the policies that are attached to a web service:

1.

Navigate to the home page for the web service, as described in "Viewing the Web
Services Summary Page for an Application" in Administering Web Services.

In the Web Service Details section of the page, click on the plus (+) for the web
service to display the web service endpoints if they are not already displayed.

Click the name of a endpoint to navigate to the Web Service Endpoints page for a
particular web service.

Click the OWSM Policies tab.

Figure 4-12 shows the screen display for an Oracle Infrastructure web service
endpoint that has both globally and directly attached policies. The output displays
the globally attached policies that are in effect for the endpoint, all directly
attached policies, and whether the endpoint has a valid configuration and is
secure. You can view the run-time constraints, if any, configured for a policy set by
placing your mouse over the policy set name, or clicking the red dot at the front of
the policy set name. For more information about run-time constraints, see
"Specifying Runtime Constraints in Policy Sets Using WLST" on page 4-60.

Because you can specify the priority of a globally or directly attached policy, as
described in "Specifying the Priority of a Policy Attachment" on page 4-77, the
Effective field for a directly attached policy indicates if it is in effect for the
endpoint. Note that to simplify endpoint management, all directly attached
policies are shown in the output regardless of whether they are in effect. In
contrast, only globally attached policies that are in effect for the endpoint are
displayed. For details about effective policies for an endpoint, see "How the
Effective Set of Policies is Calculated" on page 4-80.
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Figure 4-12 Policies Attached to an Oracle Infrastructure Web Service Endpoint

Web Services > Web Service Endpoint

CalculatorPort (Web Service Endpoint) @

Web Services Test Message Log Diagnostic Log

This page shows details and metrics for the Web service endpoint. The Polides tab lists the polides attached to this Web service endpoint, Attach/Detach takes you to a page where you attach
or detach policies. The Configuration tab displays the endpoint configuration.

Enabled
False

Endpoint Enabled
Asynchronous
Style

SOAP Version
Stateful

document
soapl.l
False

Tansport

Data Binding

Legacy Configuration
Implementation Class
WSDL Document

HTTP

jaxb20

False

oracle.j2ee. tests. ejb.impl, Calculator
CalaulatorPort

Implementation Type  JAX-WS

Operations | OWSM Policies | Charts | Configuration
Subject's Overall Palicy Configuration Status: Valid Secured o
‘Globally Attached Policies
Palicy N Cate Palicy Set Statu Total Viclati ey
S S s % By Authentication Authorization '
oracle/wss_username_token_service_pol Security ® Ipolicysets/globalfws_1 Enabled a 0 1]
< >
Directly Attached Policies
[ 3 Attach/Detach
. i % Security Violations
Policy Name Category Effective Status Total Viclations o s Confide
oradefwss 10_saml_hok_token_with_mes Security False Enabled a a 0
oradelog_policy Management True Enabled 0 nfa nja
< >

Figure 4-13 shows the screen display for a WebLogic Java EE endpoint. Only
policies that are directly attached to an endpoint are displayed. Globally attached
policies are not available.

Figure 4-13 Policies Attached to a WebLogic Java EE Web Service Endpoint
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4.3.4 Validating Policy Attachments

The type and number of assertions within a policy may be valid and, therefore, a
policy may be internally consistent and valid. However, when more than one policy is
attached to a policy subject, the combination of policies must also be valid. Specifically,
the following must be true:

Note: When you view a policy, only the major category, such as
security, is displayed. To see the subtype (such as authorization), see
the Assertion Details section of the assertion template on which the
policy is based.

s Only one MTOM policy can be attached to a policy subject.
= Only one Reliable Messaging policy can be attached to a policy subject.
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Only one WS-Addressing policy can be attached to a policy subject.
Only one Security policy with subtype authentication can be attached to a subject.
Only one Security policy with subtype sts-config can be attached to a subject.

If an authentication policy and an authorization policy are both attached to a
policy subject, the authentication policy must precede the authorization policy.

There may be one or more security policies attached to a policy subject. For
example, a security policy can contain an assertion that belongs to the
authentication or message protection subtype categories, or an assertion that
belongs to both subtype categories. The second security policy contains an
assertion that belongs to the authorization subtype.

If the policies attached to a subject are exact duplicates of each other, including any
configuration overrides, the policy attachment is viewed as a duplicate and the
configuration is valid.

If the policy requires a particular transport protocol (for example, HTTP or
HTTPS), it checks to see that the web service uses the expected transport protocol.
(The check is done at run time.)

The run time automatically enforce STS-Trust configuration policies first and
authorization policies last

After you attach the policies to your subjects with this feature, you must validate each
subject individually.

Note: The policy subject validation does not validate the XML
schema of the policy. Therefore, if you manually edit the policy file,
you must use another tool to check that the XML is valid.

To check for policy subject validation:

1.

N o a &

From the navigator pane, click the plus sign (+) for the Application Deployments
folder to expose the applications in the farm, and select the application.

The Application Deployment home page is displayed.

Using Fusion Middleware Control, click Application Deployment, then click Web
Services.

This takes you to the Web Services summary page for your application.

In the Web Service Details section of the page, click on the plus (+) for the web
service to display the web service ports if they are not already displayed.

Click the name of the port to navigate to the Web Service Endpoints page.
Click the Policies tab.

Click Attach/Detach.

Click Validate.

If there is a validation error, a dialog box appears describing the error. Fix the error
and do a policy subject validation again.
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4.3.5 Validating a Policy Set

In addition to validating that the policy set adheres to the rules described in
"Validating Policy Attachments" on page 4-30, policy set validation also performs the
following checks:

Validates that the defined resource type and scope is valid for the policy set

Validates that the value entered for the resource scope contains a supported
expression in a supported format

Validates that any referenced policies are available and compatible with each
other. For example, the policies are compatible if their categories are not in conflict
with each other.

Note: To ensure there are no conflicts between policy attachments,
you can use Fusion Middleware Control and WLST commands to
determine if web service endpoints contain a valid and secure
configuration. For more information, see "Determining the Secure
Status of an Endpoint" on page 4-78.

For troubleshooting information, see "Diagnosing Policy Attachment
Issues Using WLST" on page 16-16.

4.4 Attaching Policies to Web Services and Clients Using WLST

The following sections describe how to attach policies using WLST, based on the web
service or client type:

"Viewing Available Policies Using WLST" on page 4-32

"Attaching Policies Directly to Java EE Web Services and Clients Using WLST" on
page 4-33

"Attaching Policies Directly to RESTful and Oracle Infrastructure Web Services and
Clients Using WLST" on page 4-40

"Attaching Policies Globally Using WLST" on page 4-47
"Viewing Policies Attached to a Web Service with WLST" on page 4-61
"Displaying the Effective Policy Set Using WLST" on page 4-62

4.4.1 Viewing Available Policies Using WLST
To display a list of the available policies using WLST:

1.

Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

Use the listAvailableWlebServicePolicies () WLST command to display a list of
the web services.

listAvailableWebServicePolicies ([category], [subject])

For example:
wls:/base_domain/domainRuntime> listAvailableWebServicePolicies()
List of available OWSM policy - total : 115

security : oracle/http_basic_auth_over_ssl_service_policy
wsrm : oracle/wsrmlO_policy
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security : oracle/wss_username_token_client_policy

security : oracle/binding_authorization_denyall policy

security : oracle/wssll_username_token_with_message_protection_service_policy
security : oracle/no_messageprotection_client_policy

security : oracle/wss_saml_token_over_ssl_service_policy

3. Use the optional category and subject arguments to specify the policy category,
such as security or management, and the policy subject type, such as server or
client.

For example:

wls:/base_domain/domainRuntime>
listAvailableWebServicePolicies("security", "server")

List of available OWSM policy - total : 55

security : oracle/http_basic_auth_over_ssl_service_policy

security : oracle/binding_authorization_denyall_policy

security : oracle/wssll_username_token_with message_protection_service_policy
security : oracle/wss_saml_token_over_ssl_service_policy

security : oracle/wssl0_saml_token_service_policy

security : oracle/binding_permission_authorization_policy

security : oracle/no_messageprotection_service_policy

security : oracle/wssl0_x509_token_ _with_message_protection_service_policy
security : oracle/wss_sts_issued_saml_bearer_token_over_ssl_service_policy
security : oracle/wss_saml_token_bearer_over_ssl_service_policy

security : oracle/wss_saml20_token_bearer_over_ssl_service_policy

security : oracle/wss_saml_bearer_ or_username_token_service_policy
security : oracle/wssl0_message_protection_service_policy

4.4.2 Attaching Policies Directly to Java EE Web Services and Clients Using WLST

Policies can be attached directly to Java EE web services and clients using WLST, as
described in the following sections:

Note: A web service cannot contain both a WebLogic web service
policy and an OWSM web service policy. If you have a web service
with a WebLogic web service policy, you must first detach it before
attaching the OWSM web service policy.

= "Viewing the Policies That Are Attached to a Java EE Web Service" on page 4-33

= "Viewing the Policies That Are Attached to a Java EE Web Service Client" on
page 4-34

= "Attaching Policies Directly to a Java EE Web Service Using WLST" on page 4-35

= "Attaching Policies Directly to Java EE Web Service Clients Using WLST" on
page 4-36

= "Enabling and Disabling Web Service Client Policies Using WLST" on page 4-40

4.4.2.1 Viewing the Policies That Are Attached to a Java EE Web Service

Use the following procedure to view the policies that are attached to a web service:

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.
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2. Use the listWebServices WLST command to display a list of the web services in
your application as described in "Viewing the Web Services in Your Application
Using WLST" in Administering Web Services.

3. Use the listWebServicePorts command to display the port name for a web
service.

listWebServicePorts (application, moduleOrCompName, moduleType, serviceName)

For example, to display the port for the SimpleImpleService web service:

wls:/wls-domain/serverConfig>
listWebServicePorts('/base_domain/AdminServer/SimpleJAXWS', 'SimpleJAXWS#1!Simpl
eImplService',

'wls', 'SimpleImplService')

SimplePort

4. Use the listWebServicePolicies command to view the policies that are attached
to a web service port.

listWebServicePolicies (application, moduleOrCompName, moduleType, serviceName, subj
ectName)

For example, to view the policies attached to the port SimplePort port and any
policy override settings:

wls:/wls-domain/serverConfig>
listWebServicePolicies('/base_domain/AdminServer/SimpleJAXWS', 'SimpleJAXWS#1!Si
mpleImplService', 'wls',

'SimpleImplService', 'SimplePort')

SimplePort :

URI="oracle/wss_username_token_service_policy",
category=security, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true

The policy subject is secure in this context.

4.4.2.2 Viewing the Policies That Are Attached to a Java EE Web Service Client

Use the following procedure to view the policies that are attached to a web service
client:

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

2. Use the listWebServicesClients WLST command to display a list of the web
service clients in your application as described in "Viewing Web Service Clients
Using WLST" in Administering Web Services.

3. Use the listWebServiceClientPorts command to display the port name for a
web service.

listWebServiceClientPorts (application,moduleOrCompName, moduleType, serviceRefNam
e)
For example, to display the port for the service2 client:

wls:/wls-domain/serverConfig>
listWebServiceClientPorts('/base_domain/AdminServer/ClientEJB', 'owsm_mbean.reso
urce_pattern.ejb.ClientEJB/service2',
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'wls', 'owsm_mbean.resource pattern.ejb.ClientEJB/service2')
UpperCaseImplPort

Use the listWebServiceClientPolicies command to view the policies that are
attached to a web service port.

listWebServicePolicies (application, moduleOrCompName, moduleType, serviceRefName, p
ortInfoName)

For example, to view the policies attached to the port UpperCaseImplPort port and
any policy override settings:

wls:/wls-domain/serverConfig>
listWebServiceClientPolicies('/base_domain/AdminServer/ClientEJB', 'owsm mbean.r
esouce_pattern.ejb.ClientEJB/service2’,

'wls', 'owsm_mbean.resouce_pattern.ejb.ClientEJB/service2', 'UpperCaseImplPort')

UpperCaseImplPort :

URI="oracle/wss_username_token_client_policy",
category=security, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true

The policy subject is secure in this context.

4.4.2.3 Attaching Policies Directly to a Java EE Web Service Using WLST

Use the following procedure to attach (or detach) a single policy, or multiple policies,
to a single web service port using WLST.

1.

Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

View the list of policies currently attached to the port as described in "Viewing the
Policies That Are Attached to a Java EE Web Service" on page 4-33.

View the list of available policies as described in "Viewing Available Policies Using
WLST" on page 4-32.

To attach policies, do one of the following;:

»  Use the attachiiebServicePolicy command to attach a single policy to a web
service port. Specify the policy to be attached using the policyURI argument.
If you specify a policy that is already attached or exists, then this command
enables the policy if it is disabled.

attachWebServicePolicy (application, moduleOrCompName, moduleType,
serviceName,
subjectName, policyURI, [subjectType=None]

For example, to attach the policy wss10_message_protection_service_policy
to the SimplePort of the SimpleImplService web service, use the following
command:

wls:wls-domain/serverConfig>
attachWebServicePolicy('/base_domain/AdminServer/SimpleJAXWS', 'SimpleJAXWS#
l!SimpleImplService', 'wls', 'SimpleImplService', 'SimplePort', 'oracle/wssl0_m
essage_protection_ service_policy')

»  Use the attachWebServicePolicies command to attach multiple policies to a
web service port. Specify the policies to be attached using the policyURIs
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argument. If any of the policies that you specify in this command are already
attached, then this command enables the policies that are already attached (if
they are disabled), and attaches the others.

attachWebServicePolicies (application, moduleOrCompName, moduleType,
serviceName, subjectName, policyURIs, [subjectType=None]

For example, to attach the policies
oracle/wss_username_token_service_policy and
oracle/binding_authorization_denyall_policy to the SimplePort of the
SimpleImplService, use the following command:

wls:wls-domain/ServerConfig>attachWebServicePolicies
('/base_domain/AdminServer/SimpleJAXWS', 'SimpleJAXWS#1!SimpleImplService',"'
wls', 'SimpleImplService', 'SimplePort’',
["oracle/binding_authorization_denyall policy","oracle/wss_username_ token s
ervice_policy"])

Note: The policyURIs are validated through the OWSM Policy
Manager APIs if the wsm-pm application is installed on WebLogic
Server and is available. If the policy validation fails, a message is
displayed and the command is not executed.

If the wsm-pm application is not installed or is not available, these
commands are not executed.

For additional information about validating policies, see "Validating
Policy Attachments" on page 4-30.

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.4.2.4 Attaching Policies Directly to Java EE Web Service Clients Using WLST

The following procedure describes how to attach policies to SOA references, Java EE
web service clients.

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

2. View the web service clients as described in "Viewing Web Service Clients Using
WLST" in Administering Web Services.

3. Use the listWebServiceClientPorts command to display the port name for a
web service client.

listWebServiceClientPorts (application, moduleOrCompName, moduleType, serviceRefNam
e)
For example, to display the port for the client service2:

wls:/wls-domain/serverConfig>
listWebServiceClientPorts('/base_domain/AdminServer/ClientEJB', 'owsm_mbean.reso
urce_pattern.ejb.ClientEJB/service2’',

'wls', 'owsm_mbean.resource_pattern.ejb.ClientEJB/service2')

UpperCaseImplPort
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View the list of available policies as described in "Viewing Available Policies Using
WLST" on page 4-32.

To view only available client policies, set the subject argument to client. For
example:

listAvailableWebServicePolicies("", "client")

To attach policies, do one of the following:

Use the attachiWebServiceClientPolicy command to attach a single policy to
a Java EE web service client port.

attachWebServiceClientPolicy (application, moduleOrCompName, moduleType,
serviceRefName, portInfoName, policyURI, [subjectType=None]

Set the arguments as follows:

—  Specify the name of the client application using the application
argument.

—  Specify the Web module name for the moduleOrCompName argument.
- Specify wls for the moduleType argument.
—  Specify the name of the endpoint using the portInfoName argument.

—  Specify the policy to be attached using the policyURI argument. If you
specify a policy that is already attached or exists, then this command
enables the policy if it is disabled.

For example, to attach the client policy
oracle/wss_username_token_client_policy to the UpperCaseImplPort of the
service2 client, use the following command:

wls:/wls_domain/serverConfig>attachWebServiceClientPolicy('/base_domain/Adm
inServer/ClientEJB', 'owsm _mbean.resource_pattern.ejb.ClientEJB/service2’',
'wls', 'owsm_mbean.resource_pattern.ejb.ClientEJB/service2', 'UpperCaseImplPo
rt','oracle/wss_username_ token_client_policy')

Use the attachWebServiceClientPolicies command to attach multiple
policies to a web service client port. Set the arguments as described for
attaching a single client policy above, however you specify multiple policies to
be attached using the policyURIs argument. If any of the policies that you
specify in this command are already attached, then this command enables the
policies that are already attached (if they are disabled), and attaches the others.

attachWebServiceClientPolicies (application, moduleOrCompName,
moduleType, serviceRefName, portInfoName, policyURIs, [subjectType=None]

For example, to attach the policies
oracle/wss_username_token_client_policy and
oracle/wssl0_message_protection_client_policy to the
UpperCaseImplPort of the service2 service, use the following command:

wls:/wls_domain/serverConfig>
attachWebServiceClientPolicies('/base_domain/AdminServer/ClientEJB', 'owsm m
bean.resource_pattern.ejb.ClientEJB/service2’,

'wls', 'owsm_mbean.resource_pattern.ejb.ClientEJB/service2', 'UpperCaseImplPo
rt',

['oracle/wss_username_token_client_policy', 'oracle/wssl0_message_protection
_client_policy'l])
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Note: The policyURISs are validated through the OWSM Policy
Manager APIs if the wsm-pm application is installed on WebLogic
Server and is available. If the policy validation fails, a message is
displayed and the command is not executed.

If the wsm-pm application is not installed or is not available, these
commands are not executed.

For additional information about validating policies, see "Validating
Policy Attachments" on page 4-30.

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.4.2.5 Detaching Directly Attached Policies from Java EE Web Service and Clients
Using WLST

Policies can be detached from a Java EE web service or client using WLST, as described
in the following sections:

s "Detaching Directly Attached Policies from a Java EE Web Service Using WLST" on
page 4-38

s "Detaching Directly Attached Policies from Java EE Web Service Clients Using
WLST" on page 4-39
4.4.25.1 Detaching Directly Attached Policies from a Java EE Web Service Using WLST To

detach directly attached policies from a Java EE web service:

1. View the policies attached to the web service, as described in "Viewing Policies
Attached to a Web Service with WLST" on page 4-61

2. To detach policies from a Java EE web service endpoint, do one of the following:

s Use the detachiWebServicePolicy command to detach a single policy from a
web service endpoint.

detachWebServicePolicy (application, moduleOrCompName, moduleType,
serviceName, subjectName, policyURI, [subjectType=None]

Set the arguments as follows:

—  Specify the name of the application using the application argument.
- Specify the Web module name for the moduleOrCompName argument.
- Specify wls for the moduleType argument.

- Specify the name of the endpoint using the subjectName argument.

- Specity the policy to be detached using the policyURI argument. If you
specify a policy that is already attached or exists, then this command
enables the policy if it is disabled.

For example, to detach the policy
wss10_message_protection_service_policy from the SimplePort of the
SimpleImplService web service, use the following command:

wls:/wls_domain/serverConfig>detachWebServicePolicy('/base_domain/AdminServ
er/SimpleJAXWS', 'SimpleJAXWS#1!SimpleImplService', 'wls', 'SimpleImplService'
,'SimplePort', 'oracle/wssl0_message_protection_service policy')
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Use the detachiWebServicePolicies command to detach multiple policies
from a Java EE web service endpoint. You specify the multiple policies to be
detached using the policyURIs argument.

detachWebServicePolicies (application, moduleOrCompName,
moduleType, serviceName, subjectName, policyURIs, [subjectType=None]]

For example, to detach the policies
oracle/wss_username_token_service_policy and
oracle/binding_authorization_denyall_policy from the SimplePort of the
SimpleImplService, use the following command:

wls:/wls_domain/serverConfig>
detachWebServicePolicies('/base_domain/AdminServer/SimpleJAXWS', 'SimpleJAXW
S#1!SimpleImplService',

'wls', 'SimpleImplService', 'SimplePort', ['oracle/binding authorization_ denya
11 _policy', 'oracle/wss_username_ token service policy'])

4.4.25.2 Detaching Directly Attached Policies from Java EE Web Service Clients Using WLST To
detach policies from a Java EE web service client, do one of the following;:

1.

View the policies attached to the web service client, as described in "Viewing the
Policies That Are Attached to a Java EE Web Service" on page 4-33.

Do one of the following:

Use the detachWebServiceClientPolicy command to detach a single policy
from a Java EE web service client port. Specify the policy to be detached using
the policyURI argument.

detachWebServiceClientPolicy (application, moduleOrCompName, moduleType,
serviceRefName, portInfoName, policyURI, [subjectType=None]

For example, to detach the client policy
oracle/wss_username_token_client_policy from the UpperCaseImplPort of
the service2 service, use the following command:

wls:/wls_domain/serverConfig>
detachWebServiceClientPolicy('/base_domain/AdminServer/ClientEJB', 'owsm_mbe
an.resource_pattern.ejb.ClientEJB/service2',

'wls', 'owsm_mbean.resource_pattern.ejb.ClientEJB/service2', 'UpperCaseImplPo
rt', 'oracle/wss_username_token client_policy')

Use the detachilebServicePolicies command to detach multiple policies
from a web service port. Specify the policies to be detached using the
policyURIs argument.

detachWebServicePolicies (application, moduleOrCompName, moduleType,
serviceName, subjectName, policyURIs, [subjectType=None]

For example, to detach the policies
oracle/wss_username_token_client_policy and
oracle/wssl0_message_protection_client_policy from the
UpperCaseImplPort of the service2 service, use the following command

wls:/wls_domain/serverConfig>
detachWebServiceClientPolicies('/base_domain/AdminServer/ClientEJB', 'owsm m
bean.resouce_pattern.ejb.ClientEJB/service2’,

'wls', 'owsm_mbean.resouce pattern.ejb.ClientEJB/service2', 'UpperCaseImplPor
tll
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['oracle/wss_username_ token client_policy', 'oracle/wssl0_message_protection
_client_policy'])

4.4.2.6 Enabling and Disabling Web Service Client Policies Using WLST
Use the following procedure to enable or disable policies to a Web Service client:

1. View the web service clients as described in "Viewing Web Service Clients Using
WLST" in Administering Web Services.

2. Use the listWebServiceClientPorts command to display the port name and
endpoint URL for a web service client, as described in "Attaching Policies Directly
to Java EE Web Service Clients Using WLST" on page 4-36.

3. Use the enablelebServiceClientPolicy command to enable or disable a policy
that is already attached to a Web Service client. Setting the command to true
enables the policy. Setting it to false, disables the policy.

enableWebServiceClientPolicy (application, moduleOrCompName, moduleType,

serviceRefName, portInfoName, policyURI, [enable], [subjectType=None] )

The following example enables the client policy
oracle/wss_username_token_client_policy of the port UpperCaseImplPort of
the Web module WssUsernameClient.

wls:/wls-domain/serverConfig>enableWebServiceClientPolicy('/base_domain/AdminSe
rver/ClientEJB', 'owsm mbean.resouce_pattern.ejb.ClientEJB/service2’',

'wls', 'owsm_mbean.resouce_ pattern.ejb.ClientEJB/service2', 'UpperCaseImplPort’',"'
oracle/wss_username_token client_policy',true)

4.4.3 Attaching Policies Directly to RESTful and Oracle Infrastructure Web Services
and Clients Using WLST

You can attach and manage web service policies and policy sets using WLST. Policies
can be attached either directly or globally to RESTful and Oracle Infrastructure web
services using WLST, as described in the following sections:

s Identifying and Selecting the Policy Subject Using WLST

= Attaching Policies Directly Using WLST

s Enabling and Disabling Directly Attached Policies Using WLST
= Detaching Directly Attached Policies Using WLST

Note: You can attach OWSM policies to RESTful web services and
clients that are built using Jersey 2.x JAX-RS RI only. For more
information about securing RESTful web services and clients built
using Jersey 2.x JAX-RS RI, see "Securing RESTful Web Services and
Clients" in Developing and Securing RESTful Web Services for Oracle
WebLogic Server.

4.4.3.1 Identifying and Selecting the Policy Subject Using WLST

You can view the policy subjects for a web service or a SOA web service directly by
using the 1istWSMPolicySubjects () command. The 1istWSMPolicySubjects ()
command displays endpoint information, such as the application, assembly, and
subject patterns for the web service.
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You can navigate to the policy subject using the selectWSMPolicySubject command.
You must start a session using beginSMSession before performing any policy
management edits.

Example of identifying policy subjects:

To simplify searching for a particular subject, the application, assembly, or subject
argument can specify a pattern containing the wildcard character (*). In this case, all
the subjects matching that pattern will be listed. For example, invoking the
listWSMPolicySubjects command with ('jax*') as the argument returns all subjects
belonging to the jaxrs_packl and jaxwsejb30ws applications:

wls:/base_domain/serverConfig> listWSMPolicySubjects('jax*')
Application: /weblogic/base_domain/jaxrs_packl
Assembly: #jaxrs_packl.war
Subject: REST-Resource (Jersey)

Application: /weblogic/base_domain/jaxwsejb30ws
Assembly: #jaxwsejb
Subject:
WS-Service ({http://ejb.oracle.com/targetNamespace}EchoEJBService#EchoEJBServicePor
t)

Subject:
WS-Service ({http://www.oracle.com/jaxws/tests/concrete}WsdlConcreteService#WsdlCon
cretePort)

Subject:
WS-Service ({http://www.oracle.com/jaxws/tests}CalculatorService#CalculatorPort)

Examples of selecting policy subjects:

You can use the information provided to build the selectWSMPolicySubject
command:

wls:/base_domain/serverConfig> selectWSMPolicySubject
('jaxwsejb30ws', '#jaxwsejb', 'WS-SERVICE({http://ejb.oracle.com/targetNamespace}Ech
oEJBService#EchoEJBServicePort) ')

The policy subject is selected for modification.

As an alternative, you can use the selectWSMPolicySubject command to navigate to
the policy subject. The following example assumes that you already know part of the
application name:

wls:/base_domain/serverConfig> selectWSMPolicySubject ('*ejb30ws')
jaxwsejb30wsSelect any of the application name to

proceed.wls: /base_domain/serverConfig> selectWSMPolicySubject ('jaxwsejb30ws')
#jaxwsejb

Select any of the assembly name to proceed.

wls:/base_domain/serverConfig> selectWSMPolicySubject (assembly='#jaxwsejb"')
WS-Service ({http://mycompany.com/jaxws/tests/concrete}WsdlConcreteService#WsdlConc

retePort)
WS-Service ({http://mycompany.com/}JaxwsWithHandlerChainBeanService#JaxwsWithHandle
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rChainBeanPort)

WS-Service ({http://soapinterop.org/DoclitWrapperWTJ}DoclitWrapperWTJService#Doclit
WrapperWTJPort)

WS-Service ({http://mycompany.com/jaxws/tests}CalculatorService#CalculatorPort)
WS-Service ({http://ejb.mycompany.com/targetNamespace}EchoEJBService#EchoEJBService
Port)

Select any of the subject name to proceed.
wls:/base_domain/serverConfig> selectWSMPolicySubject
(subject='WS-Service({http://www.oracle.com/jaxws/tests/concrete}WsdlConcreteServi

ce#fWsdlConcretePort) ')

The policy subject is selected for modification.

4.4.3.2 Attaching Policies Directly Using WLST

Note: You can attach OWSM policies to RESTful web services and
clients that are built using Jersey 2.x JAX-RS RI only. For more
information about securing RESTful web services and clients built
using Jersey 2.x JAX-RS R, see "Securing RESTful Web Services and
Clients" in Developing and Securing RESTful Web Services for Oracle
WebLogic Server.

For SOA composite services and clients, only a subset of OWSM
policies apply. For more information, see "Which OWSM Policies Are
Supported for SOA Composite Services and Clients" on page 3-13.

When attaching policies directly to subjects within a clustered server
environment, the policy attachment details will be propagated to other
servers in the cluster following a brief delay. To expedite the
propagation of the information, perform one of the following steps:

m  Restart the other servers in the cluster.

s Configure the cache refresh properties to minimize the delay. For
more information, see "Configuring High Availability and Cache
Management Using Fusion Middleware Control" on page 14-24.

Policies can be attached to a policy subject, such as a web service or a web service
client. The following sections describe how to attach policies to a single web service
port and to web service clients.

Use the following procedure to attach a single policy, or multiple policies, to a single
web service or client endpoint using WLST.

[+]) Video

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

2. View the list of policies currently attached to the port as described in "Viewing
Policies Attached to a Web Service with WLST" on page 4-61.

3. View the list of available policies as described in "Viewing Available Policies Using
WLST" on page 4-32.

4. Begin a session using the beginWSMSession command, for example:
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wls:/wls_domain/serverConfig> beginWSMSession()
Session started for modification.

5. Identify and select the policy subject that you want to work with. See "Identifying
and Selecting the Policy Subject Using WLST" on page 4-40.

6. To attach policies, do one of the following;:

»  Use the attachiWSMPolicy command to attach a single policy to a web service
port. Specify the policy to be attached using the uri argument. If you specify a
policy that is already attached or exists, then this command enables the policy
if it is disabled.

attachwSMPolicy (uri])

For example, to attach the policy
oracle/wss_username_token_service_policy to the WsdlConcretePort of the
WsdlConcreteService, use the following command:

wls:/wls_domain/serverConfig>
attachWSMPolicy("oracle/wss_username_token_service_policy")

Policy reference "oracle/wss_username_token_service_policy" added.

= Use the attachwWSMPolicies command to attach multiple policies to a web
service port. Specify the policies to be attached using the policyURIs
argument. If any of the policies that you specify in this command are already
attached, then this command enables the policies that are already attached (if
they are disabled), and attaches the others.

attachWSMPolicies (policyURIs, [subjectType=None])

For example, to attach the policies
oracle/wss_username_token_service_policy and oracle/wsrml0_policyto
the WsdlConcretePort of the WsdlConcreteService, use the following
command:

wls:/wls_domain/serverConfig>
attachWSMPolicies(["oracle/wss_username_ token_service policy", "oracle/wsrml
0_policy"])

Policy reference "oracle/wss_username_token_service_policy" added.Policy
reference "oracle/wsrml0_policy" added.

Note: The policy URIs are validated through the OWSM Policy
Manager APIs if the wsm-pm application is installed on WebLogic
Server and is available. If the policy validation fails, a message is
displayed and the command is not executed.

If the wsm-pm application is not installed or is not available, these
commands are not executed.

For additional information about validating policies, see "Validating
Policy Attachments" on page 4-30.

7. Optionally, specify configuration override properties for the policy using the
setWSMPolicyOverride command. For example:

wls:/wls_domain/serverConfig>
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setWSMPolicyOverride ("oracle/wss_username_token service_policy",
"reference.priority", "10")

The configuration override property "reference.priority" having value "10" has
been added to the reference to policy with URI
"oracle/wss_username_token_service_policy".

8. Commit the session using the commitWsMSession command, for example:

wls:/wls_domain/serverConfig> commitWSMSession()

The policy set for subject
"/weblogic/base_domain/jastejb30ws|#jastejb|WS—Service({http://ejb.oracle.com
/targetNamespace}EchoEJBService#EchoEJBServicePort)" was saved successfully.

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.4.3.3 Enabling and Disabling Directly Attached Policies Using WLST

When a policy is attached to a web service, it is enabled by default. You may
temporarily disable a policy for a single endpoint without disassociating it from the
web service. When the policy is disabled for an endpoint, it is not enforced for that
endpoint.

To enable or disable a policy or multiple policies attached to an endpoint (port):

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

2. Use the listWebServicePolicies WLST command to display a list of the web
service policies attached to the desired port.

listWebServicePolicies (application,moduleOrCompName, moduleType, serviceName,
subjectName)

For example, to see a list of the policies attached to the WsdlConcreteServicePort,
use the following command. The results indicate that there are no policies
currently attached to the port

wls:/base_domain/serverConfig>
listWebServicePolicies('/base_domain/AdminServer/jaxwsejb30ws', 'jaxwsejb', 'web'
, '"WsdlConcreteService', 'WsdlConcretePort')

WsdlConcretePort :
URI="oracle/mex_request_processing_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true
URI="oracle/mtom_encode_fault_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true
URI="oracle/max_request_size_policy", category=wsconfig,
policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true
Property name="max.request.size", value="-1"
URI="oracle/request_processing service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true
URI="oracle/soap_request_processing_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true
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URI="oracle/ws_logging_level_policy", category=wsconfig,
policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true

Property name="logging.level", value=""

URI="oracle/test_page_processing_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;

reference-status=enabled; effective=true

URI="oracle/wsdl_request_processing_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;

reference-status=enabled; effective=true

URI="oracle/wssl0_saml20_token_with message_protection_service_policy",
category=security, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true
URI="oracle/binding_authorization_denyall_policy",
category=security, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true

The policy subject is secure in this context.

Begin a session using the beginWSMSession command, for example:

wls:/wls_domain/serverConfig> beginWSMSession()

Session started for modification.

Select the policy subject you want to work with. See "Identifying and Selecting the
Policy Subject Using WLST" on page 4-40.

Enable or disable a single policy using the enableWSMPolicy command and setting
the enable argument to true or false, respectively.

enableWSMPolicy (policyURI, [enable], [subjectType=None] ))
For example, to disable the

oracle/wssl10_saml20_token_with_message_protection_service_policy, enter
the following command:

wls:/base_domain/domainRuntime>
enableWSMPolicy('oracle/wssl0_saml20_token with_message_protection_service_poli
cy',false)

Enable or disable multiple policies attached to a port using the enableWSMPolicies
command and setting the enable argument to true or false, respectively.

enableWSMPolicies (policyURIs, [enable], [subjectType=None] ))

For example:

wls:/base_domain/domainRuntime>
enableWSMPolicies(['oracle/binding authorization denyall policy',
'oracle/wssl0_saml20_token with_message protection_service policy'],true)

Commit the session using the commitWSMSession command, for example:

wls:/wls_domain/serverConfig> commitWSMSession()

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.
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4.4.3.4 Detaching Directly Attached Policies Using WLST

Policies can be detached from a policy subject, such as a web service endpoint or from
a client endpoint using WLST, as described in the following sections:

= Detaching Policies from a Service Endpoint
= Detaching Policies from a Client Endpoint
4.4.3.41 Detaching Policies from a Service Endpoint To detach policies, first start a session

(beginwsMSession), and then select the endpoint from which you want to detach
policies. See "Identifying and Selecting the Policy Subject Using WLST" on page 4-40.

Then do one of the following:

»  Use the detachWSMPolicy command to detach a single policy from a web service
endpoint. Specify the policy to be detached using the policyURI argument.

detachWSMPolicy (policyURI, [subjectType=None])

For example, to detach the policy

oracle/binding_authorization denyall_policy from the selected subject:
wls:/wls_domain/serverConfig>

detachWSMPolicy("oracle/binding authorization_denyall policy")

»  Use the detachWSMPolicies command to detach multiple policies from a web
service endpoint. Specify the policies to be detached using the policyURIs
argument.

detachWSMPolicies (policyURIs, [subjectType=None])
For example, to detach the policies oracle/wss_username_token_service_policy

and oracle/wss10_message_protection_service_policy from the selected
subject, use the following command:

wls:/wls_domain/serverConfig>
detachWSMPolicies(["oracle/wss_username_token_service_policy","oracle/wssl0_mes
sage_protection_ service_policy"])

4.4.3.42 Detaching Policies from a Client Endpoint To detach policies, first start a session
(beginwsMSession), and then select the client policy subject from which you want to
detach policies. See "Identifying and Selecting the Policy Subject Using WLST" on
page 4-40.

Then do one of the following;:

»  Use the detachiWSMPolicy command to detach a single policy from a web service
client port.

detachWSMPolicy (policyURI, [subjectType=None])

For example, to detach the client policy
oracle/wss_username_token_client_policy from selected subject, use the
following command:

wls:/wls_domain/serverConfig>
detachWSMPolicy("oracle/wss_username_token client_policy")

Policy reference "oracle/wss_username_token_client_policy" removed.
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s Use the detachiiSMPolicies command to detach multiple policies from a web
service client port. You specify multiple policies to be detached using the
policyURIs argument.

detachWSMPolicies (policyURIs, [subjectType=None])

For example, to detach the policies oracle/wss_username_token_client_policy
and oracle/wssll_message_protection_client_policy from the selected client
subject, use the following command:

wls:/wls_domain/serverConfig>
detachWSMPolicies(["oracle/wss_username_token_client_policy", "oracle/wssll_mess
age_protection_client_policy"])

Policy reference "oracle/wss_username_token_client_policy" removed.
Policy reference "oracle/wssll_message_protection_client_policy" removed.

Note: When you detach a client-side security policy, you must
manually remove any configuration overrides because client
configuration overrides are applied at the port level. Otherwise, the
override remains in effect for all future policy attachments to this port,
both globally and directly.

4.4.4 Attaching Policies Globally Using WLST

Note: Global policy attachments using policy sets are supported for
Oracle Infrastructure web services and clients, Java EE web services
and clients, and RESTful web services and clients. However, if a policy
set includes non-security policies, those non-security policies are
ignored and therefore not included in the effective policy sets
calculated for Java EE web services and clients.

Globally attached policies are not supported for standalone Java EE
clients.

You can attach OWSM policies to RESTful web services and clients
that are built using Jersey 2.x JAX-RS RI only. For more information
about securing RESTful web services and clients built using Jersey 2.x
JAX-RS R, see "Securing RESTful Web Services and Clients" in
Developing and Securing RESTful Web Services for Oracle WebLogic
Server.

For SOA composite services and clients, only a subset of OWSM
policies apply. For more information, see "Which OWSM Policies Are
Supported for SOA Composite Services and Clients" on page 3-13.

For Java EE web services and clients, only a subset of OWSM policies
are supported. For more information, see Section 3.3, "Which OWSM
Policies Are Supported for Java EE Web Services and Clients?"

You can use WLST to create policy sets and manage global policy attachments. These
tasks are described in the following sections:

= Viewing a List of Policy Sets
= Displaying the Configuration of a Policy Set
= Managing Sessions Using WLST
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s Creating a New Policy Set Using WLST

s Cloning a Policy Set using WLST

= Editing a Policy Set

= Validating a Policy Set

= Enabling and Disabling a Policy Set

= Disabling a Globally Attached Policy

s Deleting Policy Sets Using WLST

= Specifying Runtime Constraints in Policy Sets Using WLST

Note: To view the help for the WLST commands described in this
section, connect to a running instance of the server and enter
help('wsmManage').

4.4.4.1 Viewing a List of Policy Sets
To display a list of the policy sets in the repository:

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

2. Use the listWSMPolicySets command to display a list of the policy sets in the
repository.
listWSMPolicySets ([type=None])
You can limit the display to include only those policy sets that apply to a specific
type of policy subject. To specify the type of subject, you must use the

abbreviations specified in "Understanding Policy Subjects" in Understanding Oracle
Web Services Manager.

For example, to display a list of policy sets that apply to SOAP web service
endpoints:

wls:/jrfserver_domain/serverConfig>listWSMPolicySets('ws-service')
Global Policy Sets in Repository:

default-domain-ws-domain
GPAsetl

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.4.4.2 Displaying the Configuration of a Policy Set

To view the configuration of a specific policy set in the repository:

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

2, Use the displayWSMPolicySet command to display the configuration of a
specified policy set.

displayWSMPolicySet ([name=None])
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When you execute this command outside of a session, you can display the
configuration of any policy set using the name argument. If the policy set does not
exist, an error message is displayed.

If you are creating or modifying a policy set in a session, you do not need to
specify the name argument. The current policy set is used by default. If the policy
set is being modified, then the modified version is displayed. Otherwise, the latest
version in the repository is displayed.

For example:
wls:/jrfserver_domain/serverConfig>displayWSMPolicySet ('default-domain-ws-domai

n')

Policy Set Details:

Display Name : default-domain-ws-domain

Type of Resources: SOAP Web Service

Scope of Resources: DOMAIN('*')

Description: Global policy attachments for Web Service Endpoint
resources.

Enabled: true

Policy Reference: URI=oracle/wss_saml_or_username_token_service_policy,

category=security, enabled=true
reference.priority=10

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.4.4.3 Managing Sessions Using WLST

When using WLST to create, modify, and delete policy sets, you must execute the
commands in the context of a session. Each session applies to a single policy subject,
such as a policy set or a Fusion Middleware web service endpoint.

To create a session, use the beginWSMSession command. After you have entered the
desired commands, write the contents of the session to the repository using the
commitWSMSession command.

Use the describeliSMSession command to describe the contents of the current session.
To exit a session without writing the contents, use the abortWSMSession command.

Examples of these commands are provided in the subsequent sections. For more
information about the WLST commands and their arguments, see "Web Services
Custom WLST Commands" in WLST Command Reference for Infrastructure Components.

4.4.4.4 Creating a New Policy Set Using WLST
[+]) Video

Use the following procedure to create a policy set using WLST.

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

2. Begin a session using the beginWSMSession command.

The beginwWsMSession command is used to create a session in which the repository
will be modified. All creation, modification, or deletion commands must be
performed in the context of a session. A session can only act on a single policy
subject.
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For example:

wls:/jrfserver_domain/serverConfig> beginWSMSession()
Session started for modification.

3. Use the createlSMPolicySet command to create a new, empty policy set. The
name, type, and attachTo arguments are required.

createWSMPolicySet (name, type, attachTo, [description=None], [enable='true'])

Where:
= name represents the name of the new, empty policy set.
= type represents the type of policy subject to which the new policy set applies.

= attachTo represents the scope of resources to which the policy set will be
attached. This argument must use a supported expression that defines a valid
resource scope in a supported format. For more information, see "Defining the
Type and Scope of Resources for Globally Attached Policies" on page 4-70.

Note: When creating policy sets, the SOAP Web Service (ws-service)
and SOAP Web Service Client (ws-client) subject types refer both to
Oracle Infrastructure web services and clients and to Java EE web
services and clients.

You do not need to enter the exact domain name for the resource scope.
Wildcards are permitted, as shown in the example. For details, see "Defining
the Type and Scope of Resources for Globally Attached Policies" on page 4-70.

» description represents an optional argument that provides a description of
the policy set.

= enable specifies if the policy set is enabled or disabled. This argument is
optional.

For example, to create a policy set for all services in a domain using only the
required arguments:

wls:/jrfserver_domain/serverConfig> createWSMPolicySet
('all-domains-default-web-service-policies', 'ws-service', 'Domain("*")')

Description defaulted to "Global policy attachments for SOAP Web Service
resources. "The policy set was created successfully in the session.

Note that because no description was specified on the command line, a default
description was provided.

4. Specify a description using the setWSMPolicySetDescription command.

setWSMPolicySetDescription(description)

For example, to set the description as "Default policies for web services in any
domain", use the following command:

wls:/jrfserver_domain/serverConfig> setWSMPolicySetDescription('Default
policies for web services in any domain')

Description updated.
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To attach a policy to the current policy set, first select the policy set, using
selectWSMPolicySet, then use the attachWSMPolicy command. The policy,
identified by the specified URI using the uri argument, is attached to the
endpoints specified in the policy set. You can repeat this command as needed to
attach all the desired policies to the policy set.

selectWSMPolicySet (policy set)
attachwWSMPolicy (uri)

For example, to attach the policy
'oracle/wssll_saml_or_username_token_with_message_protection_service_po
licy' to the subjects specified in the policy set, enter the following commands:

wls:/jrfserver_domain/serverConfig>selectWSMPolicySet ('all-domains-default-web-
service-policies')

The policy set is ready for modification in the session.

wls:/jrfserver_domain/serverConfig>attachWSMPolicy('oracle/wssll_saml_or_userna
me_token with_message protection_ service_policy')

Policy reference
"oracle/wssll_saml_or_username_token_with_message_protection_service_policy"
added.

Optionally, specify a configuration override or a run-time constraint. For details,
refer to the following topics:

= "Overriding Configuration Properties for Globally Attached Policies Using
WLST" on page 5-13.

= "Specifying Runtime Constraints in Policy Sets Using WLST" on page 4-60

Optionally, display the configuration of the policy set during the current session
using the displayWSMPolicySet command.

displayWSMPolicySet (name=None)

Note that when you execute this command within a session, you do not need to
specify the name argument. The current policy set is used by default. If the policy
set is being modified, then the modified version is displayed. Otherwise, the latest
version in the repository is displayed.

For example:

wls:/jrfserver_domain/serverConfig>displayWSMPolicySet ()

Policy Set Details:

Display Name: all-domains-default-web-service-policies

Type of Resources: SOAP Web Service

Scope of Resources: Domain("*")

Description: Default policies for web services in any domain

Enabled: true

Policy Reference:
URI=oracle/wssll_saml_or_username_token_with_message_protection_service_policy,
category=security, enabled=true, index=1

Validate the policy set using the validateWSMPolicySet command.

validateWSMPolicySet (name=None)
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If a name is not provided, then the command validates the policy set being created
or modified in the current session. Note that you can also execute this command
outside of a session. If you do so, the name argument is required.

For example:

wls:/jrfserver_domain/serverConfig> validateWSMPolicySet ()
The global policy set all-domains-default-web-service-policies is valid.

Write the contents of the current session to the repository using the
commitWSMSession command.

wls:/jrfserver_domain/serverConfig> commitWSMSession()

The policy set all-domains-default-web-service-policies is valid.
Creating policy set all-domains-default-web-service-policies in repository.

Session committed successfully.

Alternately, you can choose to cancel any changes by using the abortWsMSession
command, which discards any changes that were made to the repository during
the session.

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.4.4.5 Cloning a Policy Set using WLST

To create a policy set from an existing policy set:

1.

Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

Begin a session using the beginiSMSession command.
For example:

wls:/jrfserver_domain/serverConfig> beginWSMSession()

Session started for modification.

Use the cloneWSMPolicySet command to create a policy set using an existing
policy set.

cloneWSMPolicySet (name, source, [attachTo=None,] [description=None],
[enable="'true'])

Where:
= name represents the name of the new, cloned policy set.
= source specifies the name of the policy set to be cloned.

= attachTo represents the scope of resources to which the policy set will be
attached. This argument, if provided, must use a supported expression that
defines a valid resource scope in a supported format. You do not need to enter
the exact name for the resource scope. Wildcards are permitted, as shown in
the example. For more information, see "Defining the Type and Scope of
Resources for Globally Attached Policies" on page 4-70.
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If this argument is not specified, then the expression used in the source policy
set to identify the scope of resources is retained. You can also modify the
resource scope using the setWSMPolicySetScope command.

s description represents an optional argument that provides a description of
the cloned policy set.

= enable specifies if the policy set is enabled or disabled. This argument is
optional.

For example, to clone a policy set:

wls:/jrfServer_domain/serverConfig>cloneWSMPolicySet
('app-only-web-service-policies', 'all-domains-default-web-service-policies’',
None, 'Default policies for application jaxwsejb30ws')

The policy set was cloned successfully in the session.

Note that the attachTo argument was not specified in this example.

Optionally, view the configuration of the policy set using the
displayWSMPolicySet command.

For example:

wls:/jrfServer_domain/serverConfig> displayWSMPolicySet ()

Policy Set Details:

Display Name: app-only-web-service-policies

Type of Resources: SOAP Web Service

Scope of Resources: Domain("*")

Description: Default policies for application jaxws-sut

Enabled: true

Policy Reference:
URI=oracle/wssll_saml_or_username_token_with_message_protection_service_policy,
category=security, enabled=true, index=1

To change the resource scope of the attachments, use the setWSMPolicySetScope
command.

setWSMPolicySetScope (expression)

Where:

= expression isa supported expression that defines the resource scope, in a
supported format, that is valid for the resource type defined in the policy set.
For more information, see "Defining the Type and Scope of Resources for
Globally Attached Policies" on page 4-70.

For example, to attach the policies in the policy set only to the application named
jaxws-sut, enter the following command:

wls:/jrfServer_domain/serverConfig> setWSMPolicySetScope
('Application("jaxwsejb30ws")"')

Scope of resources updated.

Optionally, specify a configuration override or a run-time constraint. For details,
refer to the following topics:

s "Overriding Configuration Properties for Globally Attached Policies Using
WLST" on page 5-13.
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= "Specifying Runtime Constraints in Policy Sets Using WLST" on page 4-60

Optionally, view the configuration of the cloned policy set using the
displayWSMPolicySet command.

For example:

wls:/jrfserver_domain/serverConfig>displayWSMPolicySet ()

Policy Set Details:

Display Name: app-only-web-service-policies

Type of Resources: SOAP Web Service

Scope of Resources: Application("jaxwsejb30ws")

Description: Default policies for application jaxwsejb30ws

Enabled: true

Policy Reference:
URI=oracle/wssll_saml_or_username_token_with_message_protection_service_policy,
category=security, enabled=true, index=1

Write the contents of the current session to the repository using the
commitWSMSession command.
For example:

wls:/jrfserver_domain/serverConfig>commitWSMSession()
The policy set app-only-web-service-policies is valid.
Creating policy set app-only-web-service-policies in repository.

Session committed successfully.

Alternately, you can choose to cancel any changes by using the abortWsMSession
command, which discards any changes that were made to the repository during
the session.

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.4.4.6 Editing a Policy Set

To edit a policy set:
1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.
2. Begin a session using the beginWSMSession command.
For example:
wls:/jrfserver_domain/serverConfig> beginWSMSession()
Session started for modification.
3. Use the selectWSMPolicySet command to select an existing policy set to edit.

selectWSMPolicySet (name)
The latest version of the named policy set will be loaded into the current session.
For example, to edit a policy set to add policies, use the following command:

wls:/jrfServer_domain/serverConfig> selectWSMPolicySet
('all-domains-default-web-service-policies')
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The policy set is ready for modification in the session.

4. Edit the policy set as desired. For example:

To add policies to the policy set, use the attachWSMPolicy command,
identifying the policy by a specified URI using the uri argument.

attachwSMPolicy (uri)
For example, to add the

oracle/wss_saml_or_username_token_service_policy and the
oracle/log_policy policies to the policy set, enter the following commands:

wls:/jrfServer_domain/serverConfig>
attachWSMPolicy('oracle/wss_saml_or_username_token_service_policy')

Policy reference oracle/wss_saml_or_username_token_service_policy added.
wls:/jrfServer_domain/serverConfig>attachWSMPolicy('oracle/log policy')
Policy reference "oracle/log_policy" added.

To remove policies from the policy set, use the detachwWSMPolicy command,
identifying the policy by a specified URI using the uri argument.

For example, to remove the
oracle/wssll_saml_or_username_token_with_message_protection_service
_policy from the policy set, enter the following:

wls:/jrfServer_domain/serverConfig>
detachWSMPolicy('oracle/wssll_saml or username_token with message_protectio
n_service_policy')

Policy reference
"oracle/wssll_saml_or_username_token_with_message_protection_service_policy
" removed.

To enable or disable a policy attachment in the policy set, use the
enablelWSMPolicy command, identifying the policy by a specified URI using
the uri argument.

enableWSMPolicy (uri, [enable=true])

The default is true.
To disable the oracle/log_policy, enter the following:

wls:/jrfServer_domain/serverConfig>
enableWSMPolicy('oracle/log policy', false)

Policy reference "oracle/log_policy" disabled.

5. Optionally, specify a configuration override or a run-time constraint. For details,
refer to the following topics:

"Overriding Configuration Properties for Globally Attached Policies Using
WLST" on page 5-13.

"Specifying Runtime Constraints in Policy Sets Using WLST" on page 4-60

6. Validate the policy set using the validateWSMPolicySet command.

For example:
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wls:/jrfServer_domain/serverConfig> validateWSMPolicySet ()
The global policy set all-domains-default-web-service-policies is valid.

7. Optionally, display the modified policy set using the displayWSMPolicySet
command.

wls:/jrfServer_domain/serverConfig>displayWSMPolicySet ()

Policy Set Details:

Display Name: 11-domains-default-web-service-policies
Type of Resources: SOAP Web Service

Scope of Resources: Domain("*")

Description: Default policies for web services in any domain
Enabled: true
Policy Reference: URI=oracle/wss_saml_or_username_token_service_policy,

category=security, enabled=true, index=1
URI=oracle/log_policy, category=management, enabled=false,
index=2

8. To write the contents of the current session to the repository, use the
commitWSMSession command.

wls:/jrfServer_domain/serverConfig> commitWSMSession()
The policy set all-domains-default-web-service-policies is valid.

Updating policy set all-domains-default-web-service-policies in repository.
Session committed successfully.

Alternately, you can choose to cancel any changes by using the abortWsMSession
command, which discards any changes that were made to the repository during
the session.

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.4.4.7 Validating a Policy Set

In addition to validating that the policy set adheres to the rules described in
"Validating Policy Attachments" on page 4-30, policy set validation also performs the
following checks:

= Validates that the defined resource type and scope is valid for the policy set

= Validates that the value entered for the resource scope contains a supported
expression in a supported format

= Validates that any referenced policies are available and compatible with each
other. For example, the policies are compatible if their categories are not in conflict
with each other.
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Note: To ensure there are no conflicts between policy attachments,
you can use Fusion Middleware Control and WLST commands to
determine if web service endpoints contain a valid and secure
configuration. For more information, see "Determining the Secure
Status of an Endpoint" on page 4-78.

For troubleshooting information, see "Diagnosing Policy Attachment
Issues Using WLST" on page 16-16.

4.4.4.8 Enabling and Disabling a Policy Set

To enable or disable a policy set:

1.

Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

Begin a session using the beginiSMSession command.
For example:

wls:/jrfserver_domain/serverConfig> beginWSMSession()
Session started for modification.

Specify the policy set to be modified using the selectWSMPolicySet command.
For example:

wls:/jrfServer_domain/serverConfig> selectWSMPolicySet
('all-domains-default-web-service-policies')

The policy set is ready for modification in the session.

Use the enableliSMPolicySet command to enable or disable a policy set.

enableWSMPolicySet ( [enable=true])

Set the enable argument to true to enable a policy set if it is disabled. The default
is true. Set the enable argument to false to disable a policy set.

For example, to disable a policy set:

wls:/jrfServer_domain/serverConfig> enableWSMPolicySet (false)
Policy set disabled.

Validate the policy set using the validateWSMPolicySet command.
For example:

wls:/jrfServer_domain/serverConfig> validateWSMPolicySet ()
The global policy set all-domains-default-web-service-policies is valid.

To write the contents of the current session to the repository, use the
commitWSMSession command.

wls:/jrfServer_domain/serverConfig> commitWSMSession()

The policy set all-domains-default-web-service-policies is valid.
Updating policy set all-domains-default-web-service-policies in repository.

Session committed successfully.
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Alternately, you can choose to cancel any changes by using the abortWsMSession
command, which discards any changes that were made to the repository during
the session.

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.4.4.9 Deleting Policy Sets Using WLST

You can use the following commands to delete policy sets in the repository:

= deleteWSMPolicySet—Deletes an individual policy set within the context of a
session.

s deleteWSMAllPolicySets—Delete select or all policy sets in the repository. This
command can be used inside or outside a session.

To delete an individual policy set in a session:

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

2. Begin a session using the beginWSMSession command.
For example:

wls:/jrfserver_domain/serverConfig> beginWSMSession()
Session started for modification.

3. Optionally, list the policy sets in the repository using the 1istWSMPolicySets
command.

wls:/jrfServer_domain/serverConfig> listWSMPolicySets()

Global Policy Sets in Repository:
app-only-web-service-policies
all-domains-default-web-service-policies

4. Delete the desired policy set using the deleteliSMPolicySet command.

deleteWSMPolicySet (name)

For example:

wls:/jrfServer_domain/serverConfig>
deleteWSMPolicySet ('app-only-web-service-policies')

The policy set was deleted successfully in the session.

5. Optionally, list the policy sets in the repository using the 1istWSMPolicySets
command. Note that the policy set is flagged as delete pending.

wls:/jrfServer_domain/serverConfig> listWSMPolicySets()
Global Policy Sets in Repository:
app-only-web-service-policies [delete pending]

all-domains-default-web-service-policies

6. To write the contents of the current session to the repository, use the
commitWSMSession command.
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wls:/jrfServer_domain/serverConfig> commitWSMSession()
Deleting policy set app-only-web-service-policies from repository.
Session committed successfully.

Alternately, you can choose to cancel any changes by using the abortWSMSession
command, which discards any changes that were made to the repository during
the session.

To delete all or select policy sets in the repository:

1.

Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

Optionally, list the policy sets in the repository using the 1istWSMPolicySets
command.

wls:/jrfServer_domain/serverConfig> listWSMPolicySets()

Global Policy Sets in Repository:
all-domains-default-web-service-policies
ws-1
ws-2

Delete the desired policy sets using the deletelWSMALlPolicySets () command.
You can specify whether to force deletion of all the policy sets (using the force
argument), or prompt to select individual policy sets for deletion. This command
defaults to prompt mode.

deleteWSMAllPolicySets (mode)

For example, to specify the policy sets to be deleted:

wls:/jrfServer_domain/serverConfig> deleteWSMAllPolicySets()

Starting Operation deleteWSMAllPolicySets ...

Policy Set Name: ws-2

Select "ws-2" for deletion (yes/no/cancel)? yes

Policy Set Name: all-domains-default-web-service-policies

Select "all-domains-default-web-service-policies" for deletion (yes/no/cancel)?
no

Policy Set Name: ws-1

Select "ws-1" for deletion (yes/no/cancel)? yes

All the selected policy sets were deleted successfully from repository.

deleteWSMAllPolicySets Operation Completed.

To force the deletion of all policy sets:

wls:/jrfServer_domain/serverConfig> deleteWSMAllPolicySets('£force')

Starting Operation deleteWSMAllPolicySets ...

All policy sets were deleted successfully from repository.

deleteWSMAllPolicySets Operation Completed.

Attaching Policies to Manage and Secure Web Services 4-59



Attaching Policies to Web Services and Clients Using WLST

For more information about the WLST commands and their arguments, see "Web
Services Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.4.4.10 Specifying Runtime Constraints in Policy Sets Using WLST

You can specify a constraint in a policy set using the setWSMPolicySetConstraint
command. This command can be used only during the creation or modification of a
policy set within the context of a session.

The following procedure describes how to specify a run-time constraint while creating
a new policy set, but you can also use the setWsMPolicySetConstraint command in a
session while editing an existing policy set or creating a new policy set from an
existing policy set.

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

2. Begin a session using the beginWSMSession command.
For example:

wls:/jrfServer_domain/serverConfig> beginWSMSession()
Session started for modification.

3. Use the createlSMPolicySet command to create a new policy set.

For example, to create a policy set for that provides authentication and message
protection to external clients at the domain scope:

wls:/jrfServer_domain/serverConfig>createWSMPolicySet ('domainExternal', 'ws-serv
ice', 'Domain("*")', 'Authentication and message protection at domain scope for
external clients')

The policy set was created successfully in the session.

For details about creating a policy set using WLST, see "Creating a New Policy Set
Using WLST" on page 4-49.

4. Attach a policy to the current policy set. First select the policy set, using
selectWSMPolicySet, then use the attachWSMPolicy command, identifying the
policy by a specified URI using the uri argument.

For example, to attach the policy
oracle/wss10_message_protection_service_policy to the subjects specified in
the policy set, enter the following command:

wls:/jrfserver_domain/serverConfig>selectWSMPolicySet ('domainExternal')
wls:/jrfServer_domain/serverConfig>attachWSMPolicy('oracle/wssll_saml_or_userna
me_token_with message_protection service_policy')

Policy reference
"oracle/wssll_saml_or_username_token_with_message_protection_service_policy"
added.

5. Specify a run-time constraint using the setWSMPolicySetConstraint (constraint)
command. The constraint argument must use a supported expression that
defines a valid run-time constraint in a supported format. The following
expressions are certified in this release:

m HTTPHeader ("VIRTUAL_HOST TYPE", "External")
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L] 'HTTPHeader ("VIRTUAL_HOST TYPE", "External")

For example, to specify a constraint that applies to external clients only, enter the
following command:

wls:/jrfServer_domain/serverConfig>setWSMPolicySetConstraint ('HTTPHeader ("VIRTU
AL_HOST TYPE", "External")')

Constraint updated.
Optionally, display the configuration of the policy set during the current session
using the displayWSMPolicySet command.

For example:

wls:/jrfServer domain/serverConfig>displayWSMPolicySet ()

Policy Set Details:

Display Name: domainExternal
Type of Resources: SOAP Web Service
Scope of Resources: Domain("*")

Constraint: HTTPHeader ( "VIRTUAL_HOST_TYPE", "External")

Description: Authentication and message protection at domain scope for
external clients

Enabled: true

Policy Reference:
URI=oracle/wssll_saml_or_username_token_with_message_protection_service_policy,
category=security, enabled=true, index=1

Write the contents of the current session to the repository using the
commitWSMSession command.
wls:/jrfServer_domain/serverConfig> commitWSMSession()

The policy set domainExternal is valid.

Creating policy set domainExternal in repository.
Session committed successfully.

4.4.5 Viewing Policies Attached to a Web Service with WLST

Use the following procedure to view the policies that are attached to a web service:

1.

Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

Use the 1istWSMPolicySubjects WLST command to display a list of the web
services in your application as described in "Viewing the Web Services in an
Application Deployment Using Fusion Middleware Control" in Administering Web
Services.

Use the listWebServicePorts command to display the port name and endpoint
URL for a web service.

listWebServicePorts (application, moduleOrCompName, moduleType, serviceName)

For example, to display the port for the WsdlConcreteService:

wls:/wls-domain/serverConfig> listWebServicePorts
("/base-domain/AdminServer/jaxwsejb30ws",
"jaxwsejb", "web", "WsdlConcreteService")

WsdlConcretePort  http://host.example.com:7001/jaxwsejb/WsdlAbstract
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4. Use the listWebServicePolicies command to view the policies that are attached
to a web service port.

listWebServicePolicies (application,moduleOrCompName, moduleType, serviceName, subj
ectName)

For example, to view the policies attached to the WsdlConcretePort port and any
policy override settings:

wls:/wls_domain/serverConfig> listWebServicePolicies("/jaxwsejb30ws",
"jaxwsejb", "web", "WsdlConcreteService", "WsdlConcretePort")

WsdlConcretePort :

URI="oracle/mex_request_processing_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true

URI="oracle/mtom_encode_fault_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true

URI="oracle/max_request_size_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="max.request.size", value="-1"

URI="oracle/request_processing service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true

URI="oracle/soap_request_processing_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true

URI="oracle/ws_logging_level_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="logging.level", value=""

URI="oracle/test_page_processing_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true

URI="oracle/wsdl_request_processing_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true

URI="oracle/wssll_saml_or_username_token_with_message_protection_service_policy
", category=security, policy-status=enabled; source=global policy set
"domainExternal", scope="Domain("*")"; reference-status=enabled; effective=true

The web service is secure in this context.

4.4.6 Displaying the Effective Policy Set Using WLST

The displayWSMEffectivePolicySet () command allows you to display the
configuration of the effective policy set corresponding to the policy subject. It displays
the configuration of the actual runtime policy set used at the time of policy
enforcement. It also displays the global policy attachment information. This policy set
and global policy attachment information is stored within the policy subject.

Compare this command with the displayWSMPolicySet command, which displays
only the selected global policy set or the selected direct policy set, or with the
previewWSMEf fectivePolicySet, which displays the effective policy set, including
changes made to the actual runtime policy set, within the current session.
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The changes that you make in the course of the session will not show up in the
response to the displayWSMEffectivePolicySet () command until you commit the
session.

In the following example, the WsdlConcreteService#WsdlConcretePort endpoint
belonging to the jaxwsejb30ws application is selected. The
displayWSMEffectivePolicySet () command displays the security policies that are in
effect for the endpoint and their status.

wls:/jrfServer_domain/serverConfig> selectWSMPolicySubject ('jaxwsejb30ws',
'#jaxwsejb', 'WS-Service({http://www.oracle.com/jaxws/tests/concrete}WsdlConcreteSe
rvice#WsdlConcretePort) ')

The policy subject is selected for modification.
wls:/jrfServer_domain/serverConfig> displayWSMEffectivePolicySet()

Context : Constraint="HTTPHeader ('VIRTUAL_HOST TYPE', 'External')"

URI="oracle/mex_request_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

URI="oracle/mtom_encode_fault_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

URI="oracle/max_request_size_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="max.request.size", value="-1"

URI="oracle/request_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

URI="oracle/soap_request_processing service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

URI="oracle/ws_logging_level_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="logging.level", value=""

URI="oracle/test_page_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

URI="oracle/wsdl_request_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

URI="oracle/wssll_saml_or_username_token_with_message_protection_service_policy",
category=security, policy-status=enabled; source=global policy set
"domainExternal", scope="Domain("*")"; reference-status=enabled; effective=true

The web service is secure in this context.

The oracle/mex_request_processing_service_policy and
oracle/mtom_encode_fault_service_policy policies are detached from the service:

wls:/base_domain/serverConfig>
detachWSMPolicies(['oracle/mex_request_processing service_policy',
'oracle/mtom_encode_fault_service_policy'])

Policy reference "oracle/mex_request_processing service_policy" removed.
Policy reference "oracle/mtom_encode_fault_service_policy" removed.
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If you now run the previewWSMEffectivePolicySet () command, you will see that the
two policies have been removed from the policy set for the
WsdlConcreteService#lisdlConcretePort endpoint.

wls: /base_domain/serverConfig> previewWSMEffectivePolicySet ()
Context : Constraint="HTTPHeader ('VIRTUAL_HOST_ TYPE', 'External')"

URI="oracle/wssll_saml_or_username_token_with_message_protection_service_policy",
category=security, policy-status=enabled; source=global policy set
"domainExternal", scope="Domain("*")"; reference-status=enabled; effective=true

URI="oracle/max_request_size_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="max.request.size", value="-1"

URI="oracle/request_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

URI="oracle/soap_request_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

URI="oracle/ws_logging_level_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="logging.level", value=""

URI="oracle/test_page_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

URI="oracle/wsdl_request_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

The web service is secure in this context.

If you run the displayWSMEffectivePolicySet () command again, the
oracle/mex_request_processing service_policy and
oracle/mtom_encode_fault_service_policy policies will appear in the response. The
policies will not be removed from the response until you issue the

commitWSMSession () command.

4.5 Attaching Policies to Servlet Applications

To secure servlet applications, such as ADF business components exposed as RESTful
servlets, you can attach one or more of the predefined security policies defined in
Section 3.4, "Which OWSM Policies Are Supported for RESTful Web Services and
Clients?." For more information about these policies and how to manually configure
them, see Chapter 17, "Oracle Web Services Manager Predefined Policies."

For servlet applications, the OWSM servlet filter is used to intercept and process the
incoming request.

You can attach policies to a policy subject (servlet, in this case), either by directly
attaching an individual policy to a subject, or globally attaching policies to a set of
subjects by type using policy sets, as described in the following sections:

= "Attaching Policies Directly to Servlet Applications" on page 4-65
= "Attaching Policies Globally to Servlet Applications" on page 4-67
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4.5.1 Attaching Policies Directly to Servlet Applications

To attach policies directly to servlet applications, you must modify the web.xml
deployment descriptor file to define the OWSM servlet filter, associate it with a servlet
to be secured, and define the policy attachment metadata. You can map an OWSM
servlet filter to a single servlet only. If you need to secure multiple servlets, you must
define multiple servlet filters, maintaining a one-to-one correspondence.

For more information about the web.xml deployment descriptor, see "web.xml
Deployment Descriptor Elements" in Developing Web Applications, Servlets, and JSPs for
Oracle WebLogic Server.

To attach policies directly to servlet applications:

1. Define the OWSM security filter by adding a <filter> element, and defining the
following subelements:

a.

Specify a meaningful name for the OWSM servlet filter using the
<filter-name> element.

For example:

<filter-name>0WSM Security Filter</filter-name>

Define the OWSM servlet filter class using the <filter-class> element.
This element must be defined as follows:

<filter-class>
oracle.wsm.agent.handler.servlet.SecurityFilter
</filter-class>

To pass the servlet name as a parameter to the init () method of the OWSM
servlet filter class, add an <init-param> element to the <filter> definition.

For example:

<init-param>
<param-name>servlet-name</param-name>
<param-value>TestServlet</param-value>
</init-param>

Note: If you omit this parameter, then the servlet application will not be
protected, even if you define the <policySet> element in the next step.

Define the security policy attachments by adding an <init-param> that
defines a <policySet> element with one or more <PolicyReference> or
<OverrideProperty> elements. For more information about the <policySet>
element, see Appendix D, "Schema Reference for Web Services Policy Sets."

Note: In this context, the <policySet> element does not support the
constraint or status attributes. These attributes are supported for global
policy attachment only.

For example, in the following code excerpt the <policySet> is configured in
the form of CDATA.

<init-param>
<param-name>oracle.wsm.metadata.policySet</param-name>
<param-value><! [CDATA [<scall:policySet name="policySet"
appliesTo="REST-Resource()"
attachTo="Service('*')"
xmlns:scall="http://docs.oasis-open.org/ns/opencsa/sca/200903"
xmlns:orawsp="http://schemas.oracle.com/ws/2006/01/policy"
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xmlns:wspl5="http://www.w3.org/ns/ws-policy">
<wspl5:PolicyReference
URI="oracle/multi_token_rest_service_policy"
orawsp:category="security" orawsp:status="enabled">
</wspl5:PolicyReference>
<wspl5:PolicyReference
URI="oracle/binding_authorization_permitall_policy"
orawsp:category="security" orawsp:status="enabled">
</wspl5:PolicyReference>
</scall:policySet>]]>
</param-value>
</init-param>

2. Associate the OWSM security filter with the servlet using the <filter-mapping>
element.

For example:

<filter-mapping>
<filter-name>0WSM Security Filter</filter-name>
<servlet-name>TestServlet</servlet-name>
</filter-mapping>

3. Define the servlet and servlet mapping using the <servlet> and
<servlet-mapping> elements.

For example:

<servlet>
<servlet-name>TestServlet</servlet-name>
<servlet-class>webproj.TestServlet</servlet-class>
</servlet>
<servlet-mapping>
<servlet-name>TestServlet</servlet-name>
<url-pattern>/testservlet</url-pattern>
</servlet-mapping>

4. Repeat steps 1 through 3 for each servlet you wish to secure.

The following example shows how to update the web.xm1 file to attach policies to a
servlet application.

<?xml version = '1.0' encoding = 'windows-1252'?>
<web-app xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://java.sun.com/xml/ns/javaee
http://java.sun.com/xml/ns/javaee/web-app_2_5.xsd"
version="2.5" xmlns="http://java.sun.com/xml/ns/javaee">
<filter>
<filter-name>0WSM Security Filter</filter-name>
<filter-class>oracle.wsm.agent.handler.servlet.SecurityFilter</filter-class>
<init-param>
<param-name>servlet-name</param-name>
<param-value>TestServlet</param-value>
</init-param>
<init-param>
<param-name>oracle.wsm.metadata.policySet</param-name>
<param-value><! [CDATA[<scall:policySet name="policySet"
appliesTo="REST-Resource()"
attachTo="Service('*')"
xmlns:scall="http://docs.oasis-open.org/ns/opencsa/sca/200903"
xmlns:orawsp="http://schemas.oracle.com/ws/2006/01/policy"
xmlns:wspl5="http://www.w3.o0rg/ns/ws-policy">
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<wspl5:PolicyReference
URI="oracle/multi_token_rest_service_policy"
orawsp:category="security" orawsp:status="enabled">
</wspl5:PolicyReference>
<wspl5:PolicyReference
URI="oracle/binding_authorization_permitall_policy"
orawsp:category="security" orawsp:status="enabled">
</wspl5:PolicyReference>
</scall:policySet>]]>
</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>0WSM Security Filter</filter-name>
<servlet-name>TestServlet</servlet-name>
</filter-mapping>
<servlet>
<gservlet-name>TestServlet</servlet-name>
<servlet-class>webproj.TestServlet</servlet-class>
</servlet>
<servlet-mapping>
<servlet-name>TestServlet</servlet-name>
<url-pattern>/testservlet</url-pattern>
</servlet-mapping>
</web-app>

4.5.2 Attaching Policies Globally to Servlet Applications

To attach policies globally to servlet applications, you create and attach a policy set
using WLST, as described in "Attaching Policies Globally Using WLST" on page 4-47.

When creating the policy set, ensure that the type argument is set to REST-resource. It
is recommended that you define the resource scope as a Domain expression so that the
global policies apply to all RESTful services in the domain.

The following example shows attaching policies globally to servlet applications using
WLST.

C:\Oracle\Middleware\oracle_common\common\bin> wlst.cmd

wls:/offline> connect("weblogic", "password", "t3://myAdminServer.example.com:7001")
Connecting to t3://myAdminServer.example.com:7001" with userid weblogic ...
Successfully connected to Admin Server "AdminServer" that belongs to domain "my domain".

Warning: An insecure protocol was used to connect to the
server. To ensure on-the-wire security, the SSL port or
Admin port should be used instead.

wls:/my_domain/serverConfig> beginWSMSession()

Location changed to domainRuntime tree. This is a read-only tree with DomainMBean as the root.
For more help, use help('domainRuntime')

Session started for modification.

wls:/my_domain/serverConfig> createWSMPolicySet ('all-domains-default-REST', 'REST-Resource’,

|D°main(ll*ll) l)

Description defaulted to "Global policy attachments for Java EE RESTful Resource resources."
The policy set was created successfully in the session.

wls:/my_domain/serverConfig>selectWSMPolicySet ('all-domains-default-REST')
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The policy set is ready for modification in the session.

wls:/my_domain/serverConfig> attachWSMPolicy('oracle/http_basic_auth over_ssl_service_policy')

Policy reference

"oracle/http_basic_auth_over_ssl_service_policy" added.

wls:/my_domain/serverConfig> commitWSMSession()

The policy set all-domains-default-REST is valid.
Creating policy set all domains-default-REST in repository.

Session committed successfully.

wls:/my_domain/serverConfig> displayWSMPolicySet('all-domains-default-REST')

Policy Set Details:

Display Name : all-domains-default-REST
Type of Resources: RESTful Resource
Scope of Resources: Domain("*")

Description:
Enabled:
Policy Reference:

Global policy attachments for Java EE RESTful Resource resources.
true
URI=oracle/wss_http_token_service_policy, category=security, enabled=true

wls:/my_domain/serverConfig>

4.6 Specifying Run-time Constraints in Policy Sets

Applications can be deployed into environments that expose the same services to both
external and internal clients. In these environments, it is often desirable to enforce
different security behaviors based on where the client is located.

For example, in an environment consisting of a single Fusion Middleware server
(WebLogic Server) hosting web services, Oracle HTTP Server is configured at the front
end to listen for HTTP requests from two separate networks. One of these networks is
used to transport all private internal requests, while the other network is used to
transport all external requests. Access via the external network is through a firewall.
Since physical access to the internal network is highly restricted, requests from this
network are already protected. Therefore, it is only necessary to enforce authentication
and authorization. By not enforcing message protection, the load on the server is
reduced and performance is increased. However, all requests from the external
network are considered to be insecure since it can be potentially accessed by anyone.
In this case, in addition to authentication and authorization, message protection
(confidentiality and integrity) must be enforced. Performance for these requests will be
lower, but is considered acceptable since the alternatives (such as data leaks, replay
attacks, and so on) are far worse.

To ensure that a policy set is applied appropriately for an external network, the
administrator needs to specify a constraint expression against which the policy set is
evaluated. The value of the expression indicates the runtime context for which the
policy set is relevant.

The constraint expression must specify a valid header name and value. The following
expressions are certified in this release:
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HTTPHeader ("VIRTUAL_HOST TYPE", "External")—Sets the constraint as external
and indicates that the policy set should apply to all external requests received
through Oracle HTTP Server.

|HTTPHeader ("VIRTUAL_HOST_TYPE", "External")—Sets the constraint as NOT
external and indicates that the policy set should apply to all incoming requests not
received through Oracle HTTP server, such as those from an internal network.

Note: The run-time constraint function HTTPHeader is only certified
to use when Oracle HTTP Server is configured at the front end and the
Oracle HTTP Server administrator has added a custom
VIRTUAL_HOST_TYPE header to the request. For details about adding
the header to the request, see "Configuring the Oracle HTTP Server to
Specify the Request Origin" on page 10-19.

When specifying constraints, the following rules apply:

If multiple policy sets specify the same constraint, standard effective policy
calculation rules apply. For details about the standard effective policy rules, see
"How the Effective Set of Policies is Calculated" on page 4-80.

If multiple policy sets specify different constraints, the effective set of policies is
calculated against each type of constraint independently. That is, the effective set
of policies is evaluated for all external requests and a separate effective set of
policies is evaluated against all non-external requests.

If no run-time constraint is specified in a policy set, it applies to all requests; that
is, both external and non-external requests.

Figure 4-14 illustrates the effective policies for external and non-external requests
determined using constraints in three different policy sets.
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Figure 4-14 Effective Policy Calculation for Policy Sets with Run Time Constraints

Policy Set 1: domainExternal Policy Set 2: domaininternal

Constraint: HTTPHeader(“VIRTUAL HOST TYPE" “External’ Constraint: IHTTPHeader(“VIRTUAL_HOST_TYPE""External”)

Scope: Domain("*"} Scope: Domain("™")
Policy Reference: oracle/wss_saml_or_username_token_

. i
Policy Reference: oracle/wss11_sam|_or_username_token_ service_policy

with_message_protection_service_paolicy

Policy Set 3: domainLog

Constraint: (None)

o

pe: Domain{**"}

Policy Reference: oracle/log_policy

Effective Policy Calculation

Effective Set of Policies for Non-External Requests and
Effective Set of Policies for External Requests Requests with No Constraints

= gracle/wss11_saml_or_usemame_token_with_ = gracle/wss_saml_or_usermame_token_service_policy

massage_protection_service_policy
= oracle/log_policy
= oracleflog_policy

For details about how to specify a run-time constraint in a policy set, refer to the
following topics:

= "Specifying Run-time Constraints in a Policy Set Using Fusion Middleware
Control" on page 4-27.

= "Specifying Runtime Constraints in Policy Sets Using WLST" on page 4-60.

4.7 Defining the Type and Scope of Resources for Globally Attached
Policies

To attach policies globally across a set of resources, you must specify the type of policy
subjects to which the policy set applies and the scope of resources within the topology
of the enterprise.

The resource type, or subject type, identifies the type of endpoint to which the policy
set applies. It is mapped to the appliesTo attribute of the policy set. The resource
scope identifies the location within the resource where the policy set containing
policies should be applied. It is mapped to the attachTo attribute of the policy set and
is used for conflict resolution when multiple policy sets exist.

4.7.1 Defining the Resource Type

In Fusion Middleware Control, you select the resource type from a menu when you are
creating a policy set. When you create a policy set using WLST, you must use specific
abbreviations for these resource types.

For a list of valid resource types and their WLST equivalents, see "Understanding
Policy Subjects" in Understanding Oracle Web Services Manager.
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Note: When creating policy sets, the SOAP Web Service and SOAP
Web Service Client subject types refer both to Oracle Infrastructure
web services and clients and to Java EE web services and clients.

4.7.2 Defining the Resource Scope

For a list resource scopes that are valid for each policy subject type, see
"Understanding Policy Subjects" in Understanding Oracle Web Services Manager.

In Fusion Middleware Control, you specify the scope by entering a pattern string that
represents the name associated with the resource scope. For example, to attach a policy
set to all web service endpoints in a domain, you enter a pattern that represents the
name of the domain in the Domain Name field.

When specifying the resource scope in WLST, you need to use a supported expression
for each scope. These expressions are required for the following arguments:

» attachTo argument of the createWSMPolicySet and cloneWSMPolicySet
commands

»  expression argument of the setWSMPolicySetScope command

For both Fusion Middleware Control and WLST, you can enter the complete name, or
a partial value using wildcards. An asterisk (*) is permitted as a wildcard character
anywhere within the string to match any number of characters at its position. You can
specify multiple wildcards at any position within the string. For example, for the
domain name jrf_domain, you can enter jrf*, or *rf*domain, or any number of
combinations. You need to provide only a single pattern for a scope. If you do not
specify a pattern string for a resource scope, asterisk (*) is assumed. You can use single
or double quotes. If multiple values are provided, then all of the expressions must
match for the policy set to be considered attached to the policy subject.

Table 4-2 describes the supported expressions for WLST, and the resource scope name
as specified in Fusion Middleware Control.

Table 4-2 Supported Expressions for the Resource Scope

Fusion Middleware
Control Resource Supported Expression in

Scope Name WLST Description

Domain Name Domain("expression") This value will be matched against a policy
subject based on the management domain
in which it is deployed.

Application Name  Application("expression") This value will be matched against a policy

subject based on the name of the
application in which it is located.

Partition Name Partition('expression") This value will be matched against a policy
subject based on the name of the SOA
partition in which it is located.

ApplicationModule Module("expression") This value will be matched against a policy
Name or subject based on the name of the
Connection Name application module or connection in which

it is located.
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Table 4-2 (Cont.) Supported Expressions for the Resource Scope

Fusion Middleware

Control Resource Supported Expression in

Scope Name

WLST

Description

SOA Composite
Name

Composite("expression")

This value will be matched against a policy
subject based on the name of the SOA
composite in which it is located.

Note: For a composite, the expression
should use the composite name only, for
example:

Composite("*Basic_SOA_Client*")

Do not include the SOA partition or
composite revision number in the
expression.

ESS Job Name

Jobname("expression”)

This value will be matched against a policy
subject based on the name of the Oracle
Enterprise Scheduler web service job in
which it is located.

Resource Path

Path("expression")

This value will be matched against a policy
subject based on the name of the resource
path in which it is located.

Reference or Web
Service Client
Name

Reference("expression")

This value will be matched against a policy
subject based on the name of the reference
or web service client in which it is located.

RESTful
Application,
Service, or Web
Service Endpoint
Name

Service("expression")

This value will be matched against a policy
subject based on the name of the service,
RESTful application, or web service
endpoint in which it is located.

Note: For a service, the expression must
include the namespace and the service
name, for example:

Service (" {http://mynamespace/}myServi
ce" )

For applications assembled prior to PS5,
the namespace is not displayed in the
listWSMPolicySubjects output or in
Fusion Middleware Control where the
service name is displayed. In this case, you
can determine the namespace as described
in "Determining the Namespace for a Web
Service" on page 4-73.

SOA Component Component("expression") This value will be matched against a policy

Name subject based on the name of the SOA
component in which it is located.

Port Name Port("expression") This value will be matched against a policy
subject based on the name of the port in
which it is located.

Java EE Web Service EJBName("expression") This value will be matched against a policy

Client EJB Name subject based on the name of the Java EE
web service client EJB in which it is
located.

Callback Interface ~ PortType("expression”) This value will be matched against a policy

Name subject based on the name of the callback

interface in which it is located.
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4.7.3 Determining the Namespace for a Web Service

For applications assembled prior to PS5, the namespace is not displayed with the
service name in the output for WLST commands, or in Fusion Middleware Control
where the service name is displayed. To specify a service as a resource scope, you need
to include the namespace with the service name. You can determine the namespace for
a service from the web service WSDL document. To do so:

1. Display the WSDL document for the web service endpoint as described in
"Viewing the Web Service WSDL Document" in Administering Web Services.

2. Inthe WSDL document, locate the wsdl :definitions element, which includes the
target namespace for the service.

For example, in the TestService WSDL:

http://host:7001/jaxws-service/TestService?WSDL

The following wsdl:definitions element is included:

<wsdl:definitions
name="TestService"targetNamespace="http://service.jaxws.wsm.oracle/">

To specify a complete service name, combine the namespace with the service name.
Using the example above, the complete service name is as follows:

{http://service.jaxws.wsm.oracle/}TestService

4.7.4 Examples of Creating Policy Sets Using Different Resource Types and Scopes

The following examples demonstrate how to create policy sets using different resource
types and scopes.

The following example creates a policy set for an asynchronous callback client
(ws-callback) resource type. In this example, the policy set is attached at a specific
application scope, and applies to all services that satisfy the filter condition (Domain
AND Application).

beginWSMSession ()

createWSMPolicySet ('Async callback client', 'ws-callback',
'Domain ("FinancialDomain") and Application("Expense*")',
'Global policy for asynchronous callback client', true)
selectWSMPolicySet ('Async callback client')
attachwWSMPolicy('oracle/wssl0_saml_token_client_policy')
validateWSMPolicySet ()

commitWSMSession ()

displayWSMPolicySet ('Async callback client')

The following example creates a policy set named web_connection_cost_service for an
ADF SOAP web service connection (ws-connection) resource type. In this example, the
policy set is attached at a specific application module scope, and applies to all services
that satisfy the filter condition (Domain AND Application AND Module).

beginWSMSession ()

createWSMPolicySet ('web_connection_cost_service', 'ws-connection',
'Domain ("SCMDomain") and Application("ScmCst*") and Module("*Costs")',
enable=true)

selectWSMPolicySet ('web_connection_cost_service')

attachWSMPolicy ('oracle/wssl0_saml_token_client_policy')
validateWSMPolicySet ()

commitWSMSession ()

displayWSMPolicySet ('web_connection_cost_service')
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4.8 Migrating Direct Policy Attachments to Global Policy Attachments

You can use the migrateAttachments WLST command to migrate direct (local) policy
attachments to external global policy attachments if they are identical. Migrating
identical policy attachments improves manageability by reducing the number of
physical attachments that need to be maintained.

A direct policy attachment is identical to a global policy attachment if its URI is the
same as the URI provided by a global policy attachment, and if they both:

= Do not have any configuration overrides.
or

= Do have scoped configuration overrides, and the direct policy attachment's scoped
configuration override properties and values are the same as that of the global
policy attachment.

You cannot migrate the following:
= Programmatic policy attachments

= Direct or global policy attachments to SOA components

Notes: The migrateAttachments WLST command does not have a
way to identify unscoped overrides on direct policy attachments.
Therefore, a direct policy attachment with an unscoped override will
be treated as if it has no configuration overrides, and so it will be
migrated if migrateAttachments finds an equivalent global policy
attachment with no configuration overrides.

To migrate policy attachments:

1. Connect to the running instance of WebLogic Server as described in "Accessing the
Web Services Custom WLST Commands" in Administering Web Services.

2. Migrate the attachments using the migrateWSMAt tachments command. You can
specify whether to force the migration (force), prompt for confirmation before
each migration (prompt), or simply list the migrations that would occur (preview).
If no mode is specified, the default is prompt.

migrateWSMAttachments (mode="'prompt")
For example, to prompt, by default, for confirmation of each potential attachment
migration, enter the following command. Note in the output that there are

identical global and direct policy attachments for the jaxws-sut application that
can be migrated.

wls:/jrfServer_domain/serverConfig> migrateWSMPolicyAttachments()

Application: /WLS/base_domain/jaxwsejb30ws

Assembly: #jaxwsejb

Subject:

WS-Service ({http://www.oracle.com/jaxws/tests/concrete}WsdlConcreteService#Wsdl
ConcretePort)

Policy Reference: URI=oracle/wss_saml_or_username_token_service_policy,

source=global policy set "default-domain-ws-domain", reference-status=enabled
reference.priority=10
URI=oracle/mex_request_processing_service_policy,
source=local policy set, reference-status=enabled
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URI=oracle/mtom_encode_fault_service_policy, source=local
policy set, reference-status=enabled
URI=oracle/max_request_size_policy, source=local policy
set, reference-status=enabled
max.request.size=-1
URI=oracle/request_processing service_policy, source=local
policy set, reference-status=enabled
URI=oracle/soap_request_processing_service_policy,
source=local policy set, reference-status=enabled
URI=oracle/ws_logging_level_policy, source=local policy
set, reference-status=enabled
logging.level=
URI=oracle/test_page_processing_service_policy,
source=local policy set, reference-status=enabled
URI=oracle/wsdl_request_processing_service_policy,
source=local policy set, reference-status=enabled

URI=oracle/wssl0_saml20_token_with_message_protection_service_policy,
source=local policy set, reference-status=disabled

Application: /WLS/base_domain/jaxwsejb30ws

Assembly: #jaxwsejb

Subject:

WS-Service ({http://soapinterop.org/DoclitWrapperWTJ}DoclitWrapperWTJIService#Doc
litWrapperWTJPort)

Policy Reference: URI=oracle/wss_saml_or_username_token_service_policy,

source=global policy set "default-domain-ws-domain", reference-status=enabled
reference.priority=10
URI=oracle/mex_request_processing_service_policy,
source=local policy set, reference-status=enabled
URI=oracle/mtom_encode_fault_service_policy, source=local
policy set, reference-status=enabled
URI=oracle/max_request_size_policy, source=local policy
set, reference-status=enabled
max.request.size=-1
URI=oracle/request_processing_service_policy, source=local
policy set, reference-status=enabled
URI=oracle/soap_request_processing_service_policy,
source=local policy set, reference-status=enabled
URI=oracle/ws_logging_level_policy, source=local policy
set, reference-status=enabled
logging.level=
URI=oracle/test_page_processing_service_policy,
source=local policy set, reference-status=enabled
URI=oracle/wsdl_request_processing_service_policy,
source=local policy set, reference-status=enabled

URI=oracle/wssl0_username_token_with_message_protection_service_policy,
source=local policy set, reference-status=enabled

Application: /WLS/base_domain/jaxwsejb30ws

Assembly: #jaxwsejb

Subject:

WS-Service ({http://www.oracle.com/jaxws/tests}CalculatorService#CalculatorPort)
Policy Reference: URI=oracle/wss_saml_or_username_token_service_policy,

source=global policy set "default-domain-ws-domain", reference-status=enabled
reference.priority=10
URI=oracle/mex_request_processing_service_policy,
source=local policy set, reference-status=enabled
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URI=oracle/mtom_encode_fault_service_policy, source=local
policy set, reference-status=enabled
URI=oracle/max_request_size_policy, source=local policy
set, reference-status=enabled
max.request.size=-1
URI=oracle/request_processing service_policy, source=local
policy set, reference-status=enabled
URI=oracle/soap_request_processing_service_policy,
source=local policy set, reference-status=enabled
URI=oracle/ws_logging_level_policy, source=local policy
set, reference-status=enabled
logging.level=
URI=oracle/test_page_processing_service_policy,
source=local policy set, reference-status=enabled
URI=oracle/wsdl_request_processing_service_policy,
source=local policy set, reference-status=enabled
URI=oracle/wss_saml_or_username_token_service_policy,
source=local policy set, reference-status=enabled

Migrate "oracle/wss_saml_or_username_token_service_policy" (yes/no/cancel)? yes

"oracle/wss_saml_or_username_token_service_policy" was migrated
sucCessfully . ——— - oo

For more information about the arguments for this command, see "Web Services
Custom WLST Commands" in WLST Command Reference for Infrastructure
Components.

4.9 Disabling a Globally Attached Policy

To explicitly disable a globally attached policy for specific endpoints, predefined
policies that do not enforce any behavior are included with your Fusion Middleware
installation. You can disable a globally, or externally, attached policy by attaching one
of these predefined policies that contains the same category of assertions as the policy
to be disabled. You can attach the no behavior policy either directly to an endpoint, or
globally at a lower scope, such as at the application or module level. By default, a
policy that is directly attached takes precedence over a policy that is globally attached
and a policy that is globally attached at a lower scope takes precedence over a policy
that is globally attached at a higher scope. For more information, see "How the
Effective Set of Policies is Calculated" on page 4-80.

For example, if an authentication policy is globally attached to all service endpoints in
a domain, you can disable it for a specific web service endpoint by directly attaching
the oracle/no_authentication_service_policy to the endpoint. Alternatively, to
disable the authentication policy for only an application in the domain, you can create
a policy set that attaches the oracle/no_authentication_service_policy only to the
service endpoints in the application.
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Note: If the globally attached policy that you are disabling contains
any other assertions, those assertions are disabled also. For example, if
the global policy to be disabled is
oracle/wss10_saml_token_with_message_protection_client_policy
and you attach the no behavior
oracle/no_authentication_service_policy to an endpoint at lower
scope (or directly), both the authentication and the message protection
assertions of the globally attached policy are disabled.

For details about directly attaching a policy to an endpoint, see the following sections:
= "Attaching Policies Directly Using Fusion Middleware Control" on page 4-11
= "Attaching Policies Directly Using WLST" on page 4-42.

For more information about the no behavior policies, see "No Behavior Policies" on
page 3-9.

Note: Do not delete these no behavior policies. All of the policies use
the same no_behavior assertion. An assertion template is not
provided, therefore if you delete the policies, there is no way to
recreate them manually. If they are deleted by mistake, the only way
to restore them is to rebuild the repository. For more information, see
"Rebuilding the OWSM Repository" on page 15-8.

4.10 Specifying the Priority of a Policy Attachment

The predefined policies provided in your installation include a configuration override,
reference.priority, that allows an administrator to indicate a preference over which
policy attachment is used. By default, an attached policy has a reference.priority of
0 if no other value has been specified.

For example, an administrator can globally attach a policy at the domain scope and
specify a reference priority of 1 or greater to ensure that it takes precedence over any
directly attached policies, without having to modify the direct attachments. If the
administrator wants to make an exception for a particular direct attachment, then they
can specify a reference priority for that attachment to elevate its priority above that of
the global policy attachment. The policy attachment with the highest integer value for
reference.priority takes precedence in the effective policy calculation, regardless of
whether it is directly or externally attached, or its scope.

The value of reference.priority can be specified as follows:
= String values "true", "yes" and "on".

These string values are equivalent to integer value 1. Any other string values will
be treated as integer value 0.

= Integer values within the following range
-  MAX_VALUE = 2147483647 or (2°! - 1)
- MIN_VALUE = -2147483648 or (-2*!)

For more information, see the following topics:

s "Overriding Configuration Properties for Globally Attached Policies Using Fusion
Middleware Control" on page 5-11 and "Overriding Configuration Properties for
Globally Attached Policies Using WLST" on page 5-13
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s "Overview of Policy Configuration Overrides" on page 5-1

= "How the Effective Set of Policies is Calculated" on page 4-80

4.11 Managing Endpoint Configuration Properties Using Fusion
Middleware Control

After attaching a policy to an endpoint, you can view and manage the general
configuration properties for that endpoint. The endpoint Configuration feature
enables you to specify certain configuration information that you can override on a
per-attachment basis, in addition to, or in lieu of setting it globally for any attachment
of the policy.

Note: For wsconfig category policies, the functionality provided by
the Configuration link on the Web Service Endpoint pages is the same
functionality that is provided by the Override Policy Configuration
option provided on WSM Policy Subject Configuration pages for
Directly Attached Policies.

To view and manage these endpoint configuration properties:

1. Navigate to the home page for the web service, as described in "Viewing the Web
Services Summary Page for an Application" in Administering Web Services.

2. Select an endpoint from the Web Service Endpoints tab to open the endpoint
information page.

3. Click the Configuration link, located near the top of the page.

The Web Service Endpoint Configuration page is displayed. From this page you
can:

= Enable or disable endpoints, Restful service, WSDL, Metadata Exchange, and
Endpoint Test features of the web service

= Set the logging Level

= Enable or disable payload schema validation
= Configure atomic transaction flow support

»  Specify the atomic transaction version

= Specify a maximum request size by entering a numeric value and choosing the
unit type.

4. If you change any of these properties, click Apply.
5. Click Return to go back to the Web Services summary page.

4.12 Determining the Secure Status of an Endpoint

Global policy attachments provide the ability to adhere to a "secure by default”
philosophy in which all subjects are secured even if the developer, assembler or
deployer did not explicitly specify the policies to be attached. That is, using a policy
set the administrator can ensure that one or more policies are automatically applied if
none are explicitly attached.

An administrator can determine if all subjects in a domain are secure, and if the
endpoint configuration is valid, using both WLST and Fusion Middleware Control.
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Note the following:

= Anendpoint is considered secure if the policies attached to it (either directly or
globally) enforce authentication, authorization, or message protection behaviors. A
disabled policy or a disabled assertion within a policy does not enforce anything.

= Anendpoint has a valid configuration if there is no conflict in the combination of
attached policies according to the effective set of policies calculation. For more
information, see "How the Effective Set of Policies is Calculated" on page 4-80

Because you can specify the priority of a globally or directly attached policy, as
described in "Specifying the Priority of a Policy Attachment" on page 4-77, the
Effective field for a directly attached policy indicates if it is in effect for the endpoint.
Note that to simplify endpoint management, all directly attached policies are shown in
the output regardless of whether they are in effect. In contrast, only globally attached
policies that are in effect for the endpoint are displayed.

Using Fusion Middleware Control, you can view whether the configuration is valid
and if the endpoint is secure on the Web Service Endpoint page. Figure 4-15 shows a
valid configuration with a secure endpoint.

Figure 4-15 Web Service Endpoint Page With Valid and Secure Endpoint Configuration
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Using WLST, you can generate a list of endpoints and their secured status using the
listWsMPolicySubjects WLST command. The output from these commands, when
the detail argument is set to true as shown in the following example, provides
endpoint and policy details for all applications and composites in the domain, the
secure status of the endpoints, any configuration overrides and constraints, and if the
endpoints have a valid configuration.

wls:/jrfServer_domain/serverConfig> listWSMPolicySubjects(detail='true')
Application: /weblogic/base_domain/jaxwsejb30ws Assembly: WEB#jaxwsejb

Subject:

WS-SERVICE ({http://www.oracle.com/jaxws/tests/concrete}WsdlConcreteService#WsdlCon
cretePort)

URI="oracle/mex_request_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
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effective=true
Property name="local.policy.reference.source",
value="IMPLIED_ FEATURE"

URI="oracle/mtom_encode_fault_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="local.policy.reference.source",
value="IMPLIED_FEATURE"

URI="oracle/max_request_size_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="local.policy.reference.source",
value="IMPLIED_FEATURE"
Property name="max.request.size", value="-1"

URI="oracle/request_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="local.policy.reference.source",
value="IMPLIED_FEATURE"

URI="oracle/soap_request_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="local.policy.reference.source",
value="IMPLIED_FEATURE"

URI="oracle/ws_logging level_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="logging.level", value=""
Property name="local.policy.reference.source",
value="IMPLIED_FEATURE"

URI="oracle/test_page_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="local.policy.reference.source",
value="IMPLIED_FEATURE"

URI="oracle/wsdl_request_processing service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true

Property name="local.policy.reference.source",
value="IMPLIED FEATURE"

URI="oracle/wssll_saml_or_username_token_with_message_protection_service_policy",
category=security, policy-status=enabled; source=global policy set
"domainExternal", scope="Domain("*")"; reference-status=enabled; effective=true

Property name="local.policy.reference.source",
value="IMPLIED_FEATURE"

The web service is secure in this context.

For more information about using these WLST commands, see "Viewing the Web
Services in a Domain Using WLST" in Administering Web Services.

4.13 How the Effective Set of Policies is Calculated

OWSM places a limit on the number of policies that may be attached to a subject based
on the categories of the assertions that they contain. In most cases, attaching two or
more policies containing the same assertion categories is forbidden. For example, it
does not allow two policies containing authentication assertions to be attached to a
policy subject, although it does allow one policy containing an authentication assertion
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and one containing an authorization assertion to be attached to the same subject. If
multiple policies containing the same assertion category are attached to a subject, and
the assertions conflict, the configuration is considered invalid. For details about the
number and combination of policies that can be attached to a subject, see "Validating
Policy Attachments" on page 4-30

OWSM policies and WebLogic web service policies cannot be attached to the same
endpoint. If a Java EE endpoint has any WebLogic polices attached and you create a
policy set that applies to that endpoint, the OWSM policies will be ignored when the
effective policy for that endpoint is calculated.

To support the attachment of policies both directly and externally (globally), the
determination of the effective set of policies for a subject takes into account the
category of assertions within each policy. Note that policies that are directly attached
are attached at the port scope. By default, if a subject has a policy attached at the port
scope (such as a directly attached policy) with an assertion of a given category, then
any policies with conflicting assertions of the same category referenced by an external
policy set at a higher, or the same scope, will be excluded from the effective set of
policies for the subject, unless the reference.priority configuration override is set,
as described below. This process will be repeated at each subject scope.

Narrower /lower scopes take precedence over broader/higher scopes.

For example, the following resource scopes, in increasing order of precedence, are
valid for the SOAP Web Service policy subject:

= Domain

= Application

= Application Module or Connection

= RESTful Application, Service, or Web Service Endpoint
= Port

That is, a policy attachment at the Port scope (a narrower scope) will take precedence
over an attachment at the Domain scope (a broader scope). Using this example, a
policy attachment at the application scope will be excluded from the effective set of
policies for a subject if it contains conflicting assertions of the same category as a
policy that was attached at the module scope or attached directly (at the port scope).

The valid resource scopes for each policy subject, in increasing order of precedence, are
provided in "Understanding Policy Subjects" in Understanding Oracle Web Services
Manager. For additional information about resource scopes, see "Defining the Type and
Scope of Resources for Globally Attached Policies" on page 4-70.

By using the reference.priority configuration override, the administrator can
override the default precedence determined by scope and specify a preference over
which policy attachment is used. The policy attachment with the highest priority takes
precedence, irrespective of its scope.

When using reference.priority overrides, the following rules apply:

s The policy attachment with the highest priority (highest integer value) takes
precedence, regardless of scope.

s If attachments contain conflicting assertions of the same category and have the
same priority specified, the more specific scope takes precedence.

= If attachments contain conflicting assertions of the same category, priority, and
scope, then the configuration is invalid.

When run-time constraints are applied to policy sets, the following rules apply:
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s Each unique constraint creates an independent set of policies. The effective policy
calculation is performed only on the set of policies with the same constraint.

= When no constraint is specified in a policy set (the default), the policy reference in
this set is merged with the set of policies from each separate constraint. The
effective policy calculation is then performed on each set of policies to determine
the effective set of policies for each constraint.

For more information about run-time constraints, see "Specifying Run-time
Constraints in Policy Sets" on page 4-68.

The effective set of policies calculation takes into account the status of each policy
attachment. If a policy, a policy reference in a policy set, or a policy set is disabled, it is
removed from the effective set of policies for a subject.

If no reference.priority override is specified, a globally attached policy can be
overridden by attaching a policy containing assertions with the same categories at a
lower scope (for example at the port scope with a direct attachment). As a special case
of this, a globally attached policy can be effectively disabled for a specific subject by
attaching a policy with the same category of assertions that does not enforce any
behavior. For more information about the policies that do not enforce any behavior, see
"No Behavior Policies" on page 3-9.

The following examples demonstrate the results in effective policy calculations:
s Direct attachment: oracle/wss_username_token_service_policy

External attachment: oracle/wss_saml_or_username_token_service_policy @
Domain(™*')

Result: Direct attachment due to lower scope—
oracle/wss_username_token_service_policy

s Direct attachment: oracle/wss_username_token_service_policy

External attachment: oracle/wss_saml_or_username_token_service_policy @
Domain(*') with reference.priority=1

Result: External attachment due to higher
priority—oracle/wss_saml_or_username_token_service_policy @ Domain(™*')

= External attachment: oracle/wss_username_token_service_policy @
Application(™')

External attachment: oracle/wss_saml_or_username_token_service_policy @
Domain(™*')

Result: External attachment due to lower
scope—oracle/wss_username_token_service_policy @ Application("*')

= External attachment: oracle/wss_username_token_service_policy @
Application(™')

External attachment: oracle/wss10_message_protection_service_policy @
Domain(™*')

Result: Both attachments valid due to non-conflicting assertion
categories—oracle/wss_username_token_service_policy @ Application(*') and
oracle/wss10_message_protection_service_policy @ Domain(™*")

=  External attachment: oracle/wss_username_token_service_policy @ Domain('*')

External attachment: oracle/wss_saml_or_username_token_service_policy @
Domain(™*')
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Result: Invalid. Policies with conflicting assertion categories specified at the same
scope.

Direct attachment:
oracle/wssll_saml_token_with_message_protection_service_policy

External attachment:
oracle/wss1l_username_token_with_message_protection_service_policy @
Port("TestPort")

Result: Direct attachment. When policies with conflicting assertion categories are
specified at the same scope, the directly attached policy takes precedence over the
external policy attachment in the policy set.

Direct attachment:
oracle/wssll_saml_token_with_message_protection_service_policy

External attachment:
oracle/wss1l_username_token_with_message_protection_service_policy @
Port('TestPort') with reference.priority="true"

Result: External attachment due to higher priority
scope—oracle/wss1l_username_token_with_message_protection_service_policy
@ Port('TestPort')

Note: The amount of time it takes for a global policy attachment to
take effect is determined by the cache management settings in the
OWSM policy accessor. By default, this delay can be up to a maximum
of 11 minutes. To reduce the amount of the delay, you can tune the
following cache property settings:

= Policy Accessor
Initial Cache Refresh, default 600000 milliseconds (10 minutes)
Cache Refresh Time, default 600000 milliseconds (10 minutes)

For details about tuning these properties, see "Configuring High
Availability and Cache Management Using Fusion Middleware
Control" on page 14-24.

4.14 Determining the Source of Policy Attachments

To determine the source of a directly attached policy, use one of the following WLST
commands with the detail argument set to true.

listWebServices (detail=true), as described in "listWebServices()" in WLST
Command Reference for Infrastructure Components

listWebServiceClients (detail=true), as described in "listWebServiceClients()"
in WLST Command Reference for Infrastructure Components

listWSMPolicySubject (detail=true), as described in "listWSMPolicySubjects" in
WLST Command Reference for Infrastructure Components.

When the detail=true argument is specified, the output includes policy details for the
services, clients, or both, including the local.policy.reference.source property
which identifies the source of the direct attachment.

You can use this information in conjunction with the globally attached policies to
determine the source of the service or client's effective policies.
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Valid values for local.policy.reference.source are defined in Table 4-3.

Table 4-3 Valid Values for local.policy.reference.source Configuration Property

Source Description

ANNOTATION Policy annotation specified on the web service endpoint, as described in
Appendix A, "Security and Policy Annotations for Oracle Web Services."

IMPLIED_FEATURE Policy reference attached implicitly on web service or client endpoint.
Note: This value applies to Oracle Infrastructure web services only.

If not explicitly attached, the following polices are attached implicitly to the
endpoint, as required:

»  Configuration policy that was attached to an endpoint by default, and
not explicitly by user. For more information about the configuration
policies and their default values, see "Configuration Policies" on
page 17-9.

= Addressing policy (oracle/wsaddr_policy), if reliable messaging is
enabled, as described in "Reliable Messaging Policies" on page 17-49, or
if addressing is advertised as being required in the WSDL.

= Fast Infoset policy (oracle/fastinfoset_service_policy) if
advertised in the WSDL

= MTOM policy (oracle/wsmtom_policy) if MTOM is supported via the
deployment descriptor.

LEGACY_CONFIG Legacy configuration defined in oracle-webservices.xml deployment
descriptor (deprecated).

LEGACY_POLICYREFERENCE_PDD Legacy policy attachment defined in oracle-webservices.xml deployment
descriptor (deprecated).

LOCAL_ATTACHMENT Policy attachment using one of the following methods:

»  Fusion Middleware Control, as described in "Attaching Policies to Web
Services and Clients Using Fusion Middleware Control"” on page 4-11

s WLST, as described in "Attaching Policies to Web Services and Clients
Using WLST" on page 4-32

PROGRAMMATIC Programmatic policy attachment, as described in "Attaching Policies to Web
Services and Clients at Design Time" on page 4-3.

The following provides an example of the output from the

listWebServices (detail=true) WLST command. Note that the
local.policy.reference.source configuration property is provided for each directly
attached policy identifying the source of the attachment (shown in bold).

wls:/base_domain/serverConfig> listWebServices (detail="'true')

/base_domain/AdminServer/jaxwsejb30ws :
moduleName=jaxwsejb, moduleType=web, serviceName=CalculatorService
CalculatorPort http://host.example.com:1234/jaxwsejb/Calculator

URI="oracle/wssl0_saml20_token_with_message_protection_service_policy",
category=security, policy-status=enabled; source=global policy set "
MyPolicySetl", scope="DOMAIN('*')"; reference-status=enabled; effective=true
Property name="reference.priority", value="10"
URI="oracle/mex_request_processing_service_policy",
category=wsconfig, policy-status=enabled; source=local policy set;
reference-status=enabled; effective=true
Property name="local.policy.reference.source", value="IM
PLIED_ FEATURE"
URI="oracle/mtom_encode_fault_service_policy", category=wsconfig,
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policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true
Property name="local.policy.reference.source", value="IM
PLIED_ FEATURE"
URI="oracle/max_request_size_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true
Property name="local.policy.reference.source", value="IM
PLIED_ FEATURE"
Property name="max.request.size", value="-1"
URI="oracle/request_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true
Property name="local.policy.reference.source", value="IM
PLIED_ FEATURE"
URI="oracle/soap_request_processing_service_policy",
category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true
Property name="local.policy.reference.source", value="IM
PLIED_ FEATURE"
URI="oracle/ws_logging_level_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true
Property name="logging.level", value=""
Property name="local.policy.reference.source", value="IM
PLIED_ FEATURE"
URI="oracle/test_page_processing_service_policy", category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true
Property name="local.policy.reference.source", value="IM
PLIED_ FEATURE"
URI="oracle/wsdl_request_processing_service_policy",
category=wsconfig,
policy-status=enabled; source=local policy set; reference-status=enabled;
effective=true
Property name="local.policy.reference.source", value="IM
PLIED_ FEATURE"
URI="oracle/http_saml20_token_bearer_service_policy",
category=security,
policy-status=enabled; source=local policy set; reference-status=enabled;
reference-status=enabled; effective=false
Property name="local.policy.reference.source",
value="LOCAL ATTACHMENT"

The policy subject is secure in this context.
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Overriding Policy Configuration Properties

This chapter describes the policy configuration override feature which allows you to
specify certain web service configuration information in a policy that you can override
on a per-attachment basis, in addition to, or in lieu of setting it globally for any
attachment of the policy. This targeting of configuration information limits the number
of distinct policies you need to maintain.

This chapter includes the following sections:

= Overview of Policy Configuration Overrides

= Scope of Predefined Configuration Properties

= Opverriding Client Policy Configuration Properties at Design Time

= Opverriding Policy Configuration Properties Using Fusion Middleware Control
= Opverriding Policy Configuration Properties Using WLST

s Configuring User-Defined Properties for Web Service and Client Policies Using
Fusion Middleware Control

5.1 Overview of Policy Configuration Overrides

Note: Unless specified otherwise, the procedures in this chapter
apply to Oracle Infrastructure web services and RESTful web services
only.

Values for server-side configuration properties in a predefined or custom web service
policy can be used each time you attach the policy to a web service or overridden on a
per-attachment basis. For web service clients, configuration can be overridden on a
per-client basis. One of the possible uses of overrides is to limit the number of policies
you have to maintain: rather than creating multiple policies with slightly varied
configurations, you can use the same generic policy and override specific values to
meet your requirements.

Configuration properties that you can override are of two types:

»  Predefined policy configuration properties—The configuration properties
included with the predefined service policies allow you to override certain
domain-wide configuration settings, such as the CSF key used for storing the
signature-key password. For predefined client policies, you can override a
configuration property on a per-client basis or set it globally for any attachment of
the policy.
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The configuration properties that you can override in a predefined policy are
inherited from the assertion templates that are included in the policy. To determine
the configuration properties associated with each policy, see Chapter 17, "Oracle
Web Services Manager Predefined Policies." An alphabetized list of the
overrideable properties is provided in "Assertion Template Configuration
Properties for Oracle Web Services" on page B-71. Note that you cannot override a
property of type "constant".

s User-defined policy configuration properties—For a user-defined property, you
can add a property that has meaning in your environment. You can add a
user-defined property to a cloned predefined policy, or to a custom policy. For
more information about creating and configuring user-defined policy
configuration properties, see "Configuring User-Defined Properties for Web
Service and Client Policies Using Fusion Middleware Control" on page 5-15.

Note: The predefined policies are read-only and cannot be edited.
You can, however, create new policies using the predefined policies as
a base. For information about creating a new policy, see "Creating and
Editing Web Service Policies" on page 6-6. Once you have created the
new policy, you can edit the policy and set the configuration
properties as desired.

When attaching OWSM 12¢ predefined policies, if you specify a value
of blank (" ") in the Value field, the default value will be in effect. If
you have imported 11¢ policies or any custom policies, ensure that the
policy has a valid value in the Default field to achieve the same effect;
otherwise, the specified value will be picked up.

5.2 Scope of Predefined Configuration Properties

The scope for the server-side configuration property value is limited to the specific
policy attachment. That is, you could have two policies with the same server-side
configuration property name, say P1, attached to the same web service endpoint, and
the two P1 properties can have different values.

The scope for a client-side configuration property value is the client. There can be
multiple policies that are attached to the same client that use the same property. For
example, the oracle/wss_http_token client policy policy is one example of a
policy that includes the csf-key property, which has a default value of
basic.credentials. The value signifies a key that maps to a username/password. It
might happen that you will always use the same key value any time you attach this
policy to any number of web service clients. In this case, you can clone the
oracle/wss_http_token_client policy and set the value for the configuration
property in the cloned version and the new value can apply to every instance. You also
have the option to override the configuration property on a per-client basis when you
attach the policy.
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Notes: To clear an overridden configuration property, set it to an
empty string. Before you clear it, remember that other policies could
be using the same property. The properties are client-specific and
there could be multiple policies that are attached to the same client
that use the same property.

When you detach a client-side security policy, you must manually
remove any configuration overrides because client configuration
overrides are applied at the port level. Otherwise, the override
remains in effect for all future policy attachments to this port, both
globally and directly.

5.3 Overriding Client Policy Configuration Properties at Design Time

Note: The procedures in this section apply to Java EE, RESTful, and
Oracle Infrastructure web services.

You can override client policy configuration properties for an OWSM security policy
programmatically at design time using one of the following methods:

Java EE Web Services

JAX-WS RequestContext, as shown in xXREFTBD .

weblogic.wsee.jws.jaxws.owsm. Property annotation when attaching an OWSM
security policy to Java EE web services and clients, as described in Section 4.2.1.1,
"Attaching Policies to Java EE Web Services and Clients Using Annotations."

Using JDeveloper, as described in "Attaching Policies" in Developing Applications
with Oracle JDeveloper.

RESTful Web Services

oracle.wsm.metadata.annotation.Property annotation when attaching an
OWSM security policy to RESTful web services, as described in Section 4.2.2.1,
"Attaching Policies to RESTful Web Services Using Annotations."

oracle.wsm.metadata.feature.PropertyFeature annotation when attaching an
OWSM security policy to RESTful web service clients, as described in

Section 4.2.2.2, "Attaching Policies to RESTful Web Service Clients Using Feature
Classes." See also Example .

Using JDeveloper, as described in "Attaching Policies" in Developing Applications
with Oracle JDeveloper.

Oracle Infrastructure Web Services

oracle.wsm.metadata.annotation.Property annotation when attaching an
OWSM security policy to Oracle Infrastructure web services, as described in
Section 4.2.3.1, "Attaching Policies to Oracle Infrastructure Web Services Using
Annotations."

oracle.wsm.metadata.feature.PropertyFeature annotation when attaching an
OWSM security policy to Oracle Infrastructure web service clients, as described in
Section 4.2.3.2, "Attaching Policies to Oracle Infrastructure Web Service Clients
Using Feature Classes."
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= Using JDeveloper, as described in "Attaching Policies" in Developing Applications

with Oracle JDeveloper.

To clear a client policy configuration property, set it to the empty string. Before
clearing it, consider the other policies that might be using the same property. For web
service clients, configuration properties are client-specific; there may be multiple
policies attached to the same client that use the same property.

Table 5-1 lists the client-side configuration properties you can override
programmatically and the policies to which each property applies.

Note: For JSE clients, you need to configure the jps-config-jse.xml
in OPSS for access to the csf keys. For more information about
configuring the jps-config-jse.xml file, see "Using OPSS in Java SE
Applications" in Securing Applications with Oracle Platform Security

Services.

Table 5-1 Client Policy Configuration Properties That Can Be Overridden at Design Time

Property

Description

BindingProvider.USERNAME_PROPERTY
(javax.xml.ws.security.auth.username)

User name for authentication.

BindingProvider.PASSWORD_PROPERTY
(javax.xml.ws.security.auth.password)

Password for authentication.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.ATTESTING_MAPPING_ATTRIBUTE

Mapping attribute used to represent the attesting entity. Only
the DN is currently supported. This attribute is applicable
only to sender vouches message protection use cases. It is not
applicable to SAML over SSL policies.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.CALLER_PRINCIPAL_NAME

Principal name of the client, as generated using the ktpass
command and mapped to the username, for which the
kerberos token should be generated. Use the following format:
<username>@<REALM NAME>.

Note: keytab.location and caller.principal.name are
required for propagating client identity for Java EE
applications.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.ON_BEHALF_OF

Flag that specifies whether the request is on behalf of an
another entity. When set to true (the default) and
sts.auth.on.behalf.of.cst.key is configured, then it will be
given preference and the identity established using that CSF
key will be sent as onBehalfOf token.

Otherwise, if the subject is already established, then the
username from the subject will be sent as onBehalfO0f token.

If sts.auth.on.behalf.of.csf.key is not set and the subject
does not exist, on.behalf.of is treated as a token exchange for
the requestor and not for another entity. It is not included in
an onBehalfOf element in the request.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.SAML_AUDIENCE_URI

Relying party, as a comma-separated URI. This property
accepts wildcards. For more information, see
"saml.audience.uri" on page B-102.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.STS_KEYSTORE_RECIPIENT ALIA
S

Public key alias of the STS.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSM_INCLUDE_USER_ROLES

User roles in a SAML assertion.
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Table 5-1 (Cont.) Client Policy Configuration Properties That Can Be Overridden at Design Time

Property

Description

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSM_ISSUED_TOKEN_CACHING

Controls whether OWSM requests caching of tokens when
obtaining an issued token from a security token service (STS)
See "issued.token.caching" on page B-82 for more information.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSM_ISSUED_TOKEN_LIFETIME

The time in milliseconds for OWSM to request as the token
lifetime when obtaining an issued token from a security token
service (STS). See "issued.token lifetime" on page B-83 for
more information.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSM_PASSWORD_PROPERTY

Password for the RESTful web service client.

Note: This property is valid for RESTful web service clients
only.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSM_SAML_ASSERTION_FILE_NAM
E

File containing the assertions for SAML HOK policies.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSM_STS_AUTH_ON_BEHALF_OF_C
SF_KEY

On behalf of entity. If present, it will be given preference over
Subject (if it exists).

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSM_STS_AUTH USER_CSF_KEY

Username/password to authenticate to the STS.

If policy-reference-uri in the STS configuration policy
points to a username-based policy, then you configure the
sts.auth.user.csf.key property to specify a
username/password to authenticate to the STS.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSM_STS_AUTH_X509_CSF_KEY

X509 certificate for authenticating to the STS.

If the policy-reference-uri in the STS configuration policy
points to an x509-based policy, then configure the
sts.auth.x509.csf.key property to specify the X509
certificate for authenticating to the STS.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSM_SUBJECT_PRECEDENCE

Flag that specifies whether to use the OWSM subject. Set to
false to use a client-specified username.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSM_USERNAME_ PROPERTY

Username for the RESTful web service client.

Note: This property is valid for RESTful web service clients
only.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_CSF_KEY

Username and password corresponding to the csf-key
specified in the credential store, if the credential store is
available to the client.

Alternatively, you can set the username and password
explicitly. See the example later in this section.

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_ENC_KEY_ ALIAS

Alias of the key within the keystore that will be used to
decrypt the response from the service. This property overrides
any statically configured value.

This property is not used in WSS11 policies.
Type: java.lang.String

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_ENC_KEY_PASSWORD

Password for the key within the keystore that will be used for
decryption. This property overrides any statically configured
value.

This property is not used in WSS11 policies.
Type: java.lang.String
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Table 5-1 (Cont.) Client Policy Configuration Properties That Can Be Overridden at Design Time

Property

Description

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_KERBEROS_SERVICE_PRINCI
PAL

Service principal name to use when trying to access a service
that is protected using the Kerberos mechanism. This property
overrides any static configuration value.

Type: java.lang.String

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_KEYSTORE_LOCATION

Location of the keystore file. For KSS, this is the KSS URI. This
property overrides any statically configured value.

Type: java.lang.String

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_KEYSTORE_PASSWORD

Password of the keystore file. This property overrides any
statically configured value.

Type: java.lang.String

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_KEYSTORE_TYPE

Type of keystore file. This property overrides any statically
configured value. Valid values include: JKS and KSS (default).

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_RECIPIENT_KEY_ALIAS

Alias for the recipient's public key that is used to encrypt type
outbound message. This property overrides any static
configuration value.

Type: java.lang.String

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_SAML_ISSUER_NAME

SAML issuer name to use when trying access a service that is
protected using SAML mechanism. This property overrides
any static configuration value.

Type: java.lang.String

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_SIG_KEY ALIAS

Alias of the key within the keystore that is used for digital
signatures. This property overrides any statically configured
value.

For WSS11 policies, this property is used for mutual
authentication only.

Type: java.lang.String

oracle.wsm.security.util.SecurityConstants.
ClientConstants.WSS_SIG_KEY_ PASSWORD

Password for the alias of the key within the keystore that is
used for digital signatures. This property overrides any
statically configured value.

For WSS11 policies, this property is used for mutual
authentication only.

Type: java.lang.String

The following example shows how to override the client policy configuration
properties for keystore, username, and password using RequestContext.

package example;

import oracle.wsm.security.utils.SecurityConstants;

public class MyClientJaxWs {
public static void main(String[] args) {

try {

URL serviceWsdl
QName serviceName = new QName ("MyNamespace",
Service service = Service.create(serviceWsdl,

= new URL("http://localhost/myApp/myPort?WSDL") ;
"MyService") ;
serviceName) ;

MyInterface proxy = service.getPort (MyInterface.class);
RequestContext context = (
(BindingProvider)proxy) .getRequestContext () ;
context.put (oracle.webservices.ClientConstants.CLIENT CONFIG,
new File( "c:/dat/client-pdd.xml" ) );
context.put (BindingProvider.USERNAME_PROPERTY,
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getCurrentUsername () );
context.put (BindingProvider.PASSWORD_PROPERTY,
getCurrentPassword() );
context.put (SecurityConstants.ClientConstants.WSS_KEYSTORE_LOCATION,
"c:/mykeystore.jks");
context.put (SecurityConstants.ClientConstants.WSS_KEYSTORE_PASSWORD,
"keystorepassword" );
context.put (SecurityConstants.ClientConstants.WSS_KEYSTORE_TYPE,
"JKS" );
context.put (SecurityConstants.ClientConstants.WSS_SIG_KEY_ALIAS,
"your signature alias" );
context.put (SecurityConstants.ClientConstants.WSS_SIG_KEY_PASSWORD,
"your signature password" );
context.put (SecurityConstants.ClientConstants.WSS_ENC_KEY_ALIAS,
"your encryption alias" );
context.put (SecurityConstants.ClientConstants.WSS_ENC_KEY_PASSWORD,
"your encryption password" );
System.out.println(proxy.myOperation("MyInput"));
} catch (Exception e) {
e.printStackTrace() ;

WIP

The following example shows c:/dat/client-pdd.xml referenced in the previous
example:

! -- The contents of c:/dat/client-pdd.xml file mentioned above -- >
<oracle-webservice-clients>
<webservice-client>
<port-info>
<policy-references>
<policy-reference uri="management/Log Msg_Policy" category="management"/>
<policy-reference
uri="oracle/wssl0_username_token_with_message_protection_client_policy"
category="security"/>
</policy-references>
</port-info>
</webservice-client>
</oracle-webservice-clients>

The following example shows an example of how to override the RESTful web service
client policy configuration properties for the username and password.

package example;

import oracle.wsm.security.utils.SecurityConstants;

import com.sun.jersey.api.client.config.ClientConfig;

import com.sun.jersey.api.client.config.DefaultClientConfig;
import oracle.wsm.metadata.feature.PolicyReferenceFeature;
import oracle.wsm.metadata.feature.AbstractPolicyFeature;
import oracle.wsm.metadata.feature.PolicySetFeature;

import oracle.wsm.metadata.feature.PropertyFeature;

public class MyRESTfulClient ({
public static void main(String[] args) {

PropertyFeature uname = new

PropertyFeature (SecurityConstants.ClientConstants.WSM_USERNAME_PROPERTY, "yourusern
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ame") ;
PropertyFeature pwd = new

PropertyFeature (SecurityConstants.ClientConstants.WSM_PASSWORD_PROPERTY, "yourpassw
ord") ;
PropertyFeature[] propFeatures = new PropertyFeature[] { uname, pwd };
PolicyReferenceFeature clientPRF = new
PolicyReferenceFeature ("oracle/wss_http_token_client_policy");
ClientConfig cc = new DefaultClientConfig();
Map<String, Object> properties = cc.getProperties();
properties.put (AbstractPolicyFeature.ABSTRACT POLICY_FEATURE, new
PolicySetFeature(clientPRF, propFeatures));

5.4 Overriding Policy Configuration Properties Using Fusion Middleware

Control

Web services configuration can be overridden at the domain level, the web service
application port level (direct attachments), and at the client application level, as
described in the following sections:

s Overriding Configuration Properties at the Domain Level (Defining the Default
Value)

s Overriding Configuration Properties for Directly Attached Service Policies Using
Fusion Middleware Control

s Overriding Configuration Properties at the Web Service Client Application Level
Using Fusion Middleware Control

s Overriding Configuration Properties for Globally Attached Policies Using Fusion
Middleware Control

5.4.1 Overriding Configuration Properties at the Domain Level (Defining the Default

Value)

To override configuration properties at the domain level, you can change the default
value of a configuration override property in a policy. When you attach the policy to a
web service or client, any web service to which the policy is attached can use these
values, or you can override the value when you attach the policy.

For example, you may want to use domain level configuration overrides for keystore
configuration and authorization settings:

s The predefined OWSM message protection policies define a set of server-side
override properties such as keystore.sig.csf.key and keystore.enc.csf.key.
By default, these properties have a blank value. If you set (or then override) any of
the server-side configuration properties, then the new values are used in the
attached web service instead of the keystore passwords you configure as part of
setting up the keystore for message protection, as described in "Configuring
Keystores for Message Protection" on page 7-2.

If you do not set these properties and leave the default values, then the values you
configure as part of setting up the keystore for message protection are used
instead, as described in "Configuring Keystores for Message Protection" on

page 7-2.
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The predefined oracle/binding_permission_authorization_policy defines a set
of server-side override properties: action and resource. If you set (or then
override) these properties, the new values are used in the attached web service
instead of the action and resource match patterns you configure as described in
"Determining Authorization Permissions" on page 10-3.

Note: The predefined policies are read-only and cannot be edited.
You can, however, create new policies using the predefined policies as
a base. For information about creating a new policy, see "Creating and
Editing Web Service Policies" on page 6-6. Once you have created the
new policy, you can edit the policy and set the configuration
properties as desired.

To set a value for a configuration property in a policy:

1.

Navigate to the Web Services Policies page, as described in "Navigating to the
WSM Policies Page" on page 6-2.

From the WSM Policies page, select the cloned policy for which you want to set
the default value and click Open.

Select the Assertions tab, then click Configuration.

In the Configuration page, enter the desired value in the Value field for the
property.

Click OK.

Click Validate to validate the policy.

Click Save.

5.4.2 Overriding Configuration Properties for Directly Attached Service Policies Using
Fusion Middleware Control

To override configuration properties for directly attached policies, attach the policy to
the endpoint in the application, and then override the value for the desired property in
the attached policy. Note that you do not have to clone a predefined policy to
configure policy overrides at the application level because you are not changing the

policy.

To override a configuration property for a directly attached policy using Fusion

Middleware Control:

1. Attach the policy to the endpoint as described in "Attaching Policies Directly
Using Fusion Middleware Control" on page 4-11.

2. In the Directly Attached Policies table, select the policy that contains the property
to be overwritten and click Override Policy Configuration.

3. Select Override Policy Configuration.

The Security Configuration Details window is displayed, as shown in Figure 5-1.
This figure shows the overridable properties for the
oracle/wssl0_message_protection_service_policy.
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Figure 5-1 Overriding a Policy Configuration Property

I

Security Configuration Details m

|Name |value |original value |

reference. priority
keystore.sig.csfkey
keystore.enc.csfkey
sc. token. lifetime

Apply Revert

4. Enter the override value in the Value field for the property and click Apply.

The property is overridden on a per-attachment basis.

For example, assume that you have not changed the value of the
keystore.sig.csf.key property for the
oracle/wss10_message_protection_service_policy and that it is still blank. If web
service A attaches the oracle/wss1l0_message_protection_service_policy and
overrides the keystore.sig.csf.key property to be "sigkey," the
keystore.sig.csf.key property has a value of "sigkey" only for the
oracle/wss10_message_protection_service_policy attached to web service A.

For all other policies, keystore.sig.cst.key uses the value you configure as part of
setting up the keystore for message protection, as described in "Configuring Keystores
for Message Protection” on page 7-2.

5.4.3 Overriding Configuration Properties at the Web Service Client Application Level
Using Fusion Middleware Control

Note: The procedures in this section apply to Java EE and Oracle
Infrastructure web service clients only.

To override a client configuration property using Fusion Middleware Control:

1.

Attach a policy to a web service client, as described in "Attaching Policies Directly
to Web Service Clients Using Fusion Middleware Control" on page 4-15.

In the Directly Attached Policies table on the client endpoint page, select the policy
and click Override Policy Configuration.

Enter the override value in the Value field for the property and click Apply.

The property is overridden on a per-attachment basis.
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5.4.4 Overriding Configuration Properties for Globally Attached Policies Using Fusion
Middleware Control

Note: The procedure in this section applies to Java EE, RESTful, and
Oracle Infrastructure web services.

If a policy referenced in a policy set contains overridable properties, you can override
the existing value of the property for that policy set using Fusion Middleware Control.
Because global policy attachments can be scoped at a higher level than direct policy
attachments, such as application or domain level, configuration overrides configured
in the policy set also apply at the higher scope.

To override a configuration property in a policy referenced in a policy set:

1. Go to the WSM Policy Set Summary page as described in "Navigating to the WSM
Policy Set Summary Page Using Fusion Middleware Control" on page 4-22.

2. From the WSM Policy Set Summary page, select the policy set containing the
policy for which you want to configure overrides.

3. Select Override Policy Configuration.

The Override Policy Configuration page is displayed, as shown in Figure 5-2.

Figure 5-2 Policy Set Override Policy Configuration Page

Policy Sets >
Override Policy Configuration Return To Policy Sets | #

General Information

Mame  all-domain-default-web-service-policies Version Number 1
Enabled Last Updated Jun 4, 2013 6:31:24PM
Type of Resources  SOA SOAP Service Updated By weblogic
Description  Default policies for Web services in the domain

Scope of Resources

‘Scape Pattern
Domain Mame =

Constraint

Constraint Expression HTTPHeader(VIRTUAL_HOST_TYPE,'External’)

Policy References
3 Disable 7 Override Policy Configuration

JNamE |category | Enabled |Deseription | Wiew Detail
.orade,’wss1l_saml_or_username_token_wiﬂw_messagejrchecﬁan_servicejo\icy Security v This policy authenticates ... od

4. In the Policy References table, select the policy for which you want to override the
configuration property. If the policy contains overridable properties, the Override
Policy Configuration button is displayed.

5. Select Override Policy Configuration. The Security Configuration Details page is
displayed, containing a list of the configuration properties that can be overridden
in the selected policy.

6. Enter the override value in the Value field for the property and click Apply.
The property will be overridden for all endpoints to which the policy set applies.

Overriding Policy Configuration Properties 5-11



Overriding Policy Configuration Properties Using WLST

5.5 Overriding Policy Configuration Properties Using WLST

Web services configuration can be overridden at the web service application level, at
the client application level, and for globally attached policies as described in the
following sections:

Overriding Configuration Properties for Directly Attached Service Policies Using
WLST

Overriding Configuration Properties at the Web Service Client Application Using
WLST

Overriding Configuration Properties for Globally Attached Policies Using WLST

5.5.1 Overriding Configuration Properties for Directly Attached Service Policies Using

WLST

Note: The procedure in this section applies to Oracle Infrastructure
and RESTful web services only.

When you attach a policy that has an overridable property, you can override the
existing value using the setWSMPolicyOverride command.

1.

Attach the policy to the service or client as described in "Attaching Policies
Directly Using WLST" on page 4-42.

Within a session, use the setWSMPolicyOverride command to override policy

properties.

setWSMPolicyOverride (policyURI, property, value)

For example, to override the keystore.sig.csf.key property in the
oracle/wssl0_message_protection_service_policy policy, use the following
command:

wls:/wls-domain/serverConfig>setWSMPolicyOverride ("oracle/wssl0_message_protect
ion_service policy", "keystore.sig.csf.key", "sigkey")

The configuration override property "keystore.sig.csf.key" having value
"sigkey" has been added to the reference to policy with URI
"oracle/wssl0_message_protection_service_policy".

Notes: If the policy that you specify is not attached to the port, an
error message is displayed and/or an exception is thrown.

If you set the properties argument to None, then all policy overrides
are removed.

The local.policy.reference.source property is for informational
purposes only, to identify the source of the direct policy attachment,
and should not be overridden. For more information, see
"Determining the Source of Policy Attachments" on page 4-83.

For more information about this WLST command and its arguments, see "Web Services
Custom WLST Commands" in WLST Command Reference for Infrastructure Components.
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5.5.2 Overriding Configuration Properties at the Web Service Client Application Using
WLST

Note: This procedure applies to Oracle Infrastructure web service
clients only.

When you attach a client policy that has an overridable property, you can override the
existing value using the setWebServiceClientStubProperty or
setllebServiceClientStubProperties commands.

To override a client configuration property using WLST:

1. Attach the policy to the web service client, as described in "Attaching Policies
Directly to RESTful and Oracle Infrastructure Web Services and Clients Using
WLST" on page 4-40.

2. Use the setWebServiceClientStubProperty or
setWebServiceClientStubProperties command to override policy properties.

setWebServiceClientStubProperty (application, moduleOrCompName, moduleType,
serviceRefName, portInfoName, propName, [propValue])

setWebServiceClientStubProperties (application, moduleOrCompName,
moduleType, serviceRefName, portInfoName, properties)

For example, to set or override multiple properties:

wls:soainfra/serverConfig>

setWebServiceClientStubProperties('/base_domain/soa_serverl/adf_dc_to_bc',
'ADF_BC', 'wsconn', 'AppModuleService', 'AppModuleServiceSoapHttpPort',
[("csf-key", "HCM_APPID"), ('keystore.recipient.alias', 'orakey')])

Note: You should not override the local.policy.reference.source
property. This property is for informational purposes only, to identify
the source of the direct policy attachment. For more information, see
"Determining the Source of Policy Attachments" on page 4-83.

For more information about this WLST command and its arguments, see "Web Services
Custom WLST Commands" in WLST Command Reference for Infrastructure Components.

5.5.3 Overriding Configuration Properties for Globally Attached Policies Using WLST

Note: The procedure in this section applies to Java EE, RESTful, and
Oracle Infrastructure web services.

You can specify a configuration override in a policy referenced in a policy set using the
setWSMPolicyOverride command. This command can be used only during the
creation or modification of a policy set within the context of a session. The following
procedure describes how to specify a configuration override while editing an existing
policy set, but you can also use this command in a session while creating a new policy
set or creating a policy set from an existing policy set.
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Note: You can also set a configuration override scoped to a policy set
using the setWSMPolicySetOverride command. For more information,
see "setWSMPolicySetOverride" in WLST Command Reference for
Infrastructure Components

1. Begin a session using the beginWsMSession command.
For example:

wls:/jrfserver_domain/serverConfig> beginWSMSession()
Session started for modification.

2. Use the selectWSMPolicySet command to select an existing policy set to edit.
selectWSMPolicySet (name)
The latest version of the named policy set will be loaded into the current session.
For example, enter the following command:
wls:/jrfServer_domain/serverConfig> selectWSMPolicySet
('default-domain-ws-domain_gpa')
The policy set is ready for modification in the session.

3. Optionally, view the configuration of the policy set using the
displayWSMPolicySet command.
For example:

wls:/jriserver_domain/serverConfig>displayWSMPolicySet ()

Policy Set Details:

Display Name : default-domain-ws-domain_gpa
Type of Resources: SOAP Web Service

Scope of Resources: DOMAIN('base_domain')

Description: Global policy attachments for Web Service Endpoint
resources.
Enabled: true

Policy Reference:
URI=oracle/wssll_saml_or_username_token_with_message_protection_service_policy,
category=security, enabled=true, index=1

URI=oracle/log_policy, category=management, enabled=false,
index=2

4. Specify the configuration override for the policy reference using the
setWSMPolicyOverride command.

For example, to specify a configuration override for the reference.priority
property for
oracle/wssll_saml_or_username_token_with_message_protection_service_pol
icy, enter the following command:

wls:/jrfserver_domain/serverConfig>setWSMPolicyOverride('oracle/wssll_saml_or u
sername_token_with message_protection_service_policy',
'reference.priority','l')

The configuration override property "reference.priority" having value "1" has
been added to the reference to policy with URI
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"oracle/wssll_saml_or_username_token_with_message_protection_service_policy".

5. Optionally, view the configuration of the policy set.
For example:

wls:/jrfserver_domain/serverConfig>displayWSMPolicySet ()

Policy Set Details:

Display Name : default-domain-ws-domain_gpa
Type of Resources: SOAP Web Service

Scope of Resources: DOMAIN('base_domain')

Description: Global policy attachments for Web Service Endpoint
resources.
Enabled: true

Policy Reference:
URI=oracle/wssll_saml_or_username_token_with_message_protection_service_policy,
category=security, enabled=true, index=1

reference.priority=1

Note that the reference.priority configuration override is now shown in the
output (in bold in the above example.)

6. Validate the policy set using the validateWSMPolicySet command.
For example:

wls:/jrfServer_domain/serverConfig> validateWSMPolicySet ()
The global policy set default-domain-ws-domain_gpa is valid.

7. To write the contents of the current session to the repository, use the
commitWSMSession command.

wls:/jrfServer_domain/serverConfig> commitWSMSession()

The policy set default-domain-ws-domain_gpa is valid.
Updating policy set default-domain-ws-domain_gpa in repository.

Session committed successfully.

5.6 Configuring User-Defined Properties for Web Service and Client
Policies Using Fusion Middleware Control

Note: The procedures described in this section apply to Oracle
Infrastructure and Restful web services only.

You can add one or more user-defined server- or client-side properties that have
meaning in your environment to a cloned copy of a predefined policy, or to a custom
policy. Then, you can either use the user-defined property as-is, or override it when
you attach the policy.

In both cases, the property must already exist in the policy before you can override it
when attaching the policy to a web service or client. That is, you can override only
those properties that are already present in the policy.
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Therefore, you would typically add a user-supplied property with some default value
to the cloned version of the predefined or custom policy, and then override it on a
per-attachment basis.

You can add a user-defined property of type required, optional, or constant, but you
cannot override a property of type constant.

The following sections describe how to configure user-defined override properties:
= Scope of User-Defined Configuration Properties

= Adding a User-Defined Configuration Property

= Editing a User-Defined Configuration Property

s Deleting a User-Defined Configuration Property

s Opverriding the User-Defined Configuration Properties

5.6.1 Scope of User-Defined Configuration Properties

As with the predefined configuration properties, the scope for user-defined
configuration properties in a policy differs for clients and web services. Consider the
following:

= The scope for a client-side configuration property value is the client. There can be
multiple policies that are attached to the same client that use the same property.

s The scope for a server-side configuration property value is limited to the specific
policy. That is, you can have two policies with the same server-side configuration
property name, say P1, attached to the same web service endpoint, and the two P1
properties can have different values.

5.6.2 Adding a User-Defined Configuration Property

You can edit a cloned copy of a predefined policy, or a custom policy, to add a
user-defined configuration property.

To add a user-defined configuration property:

1. Navigate to the WSM Policies page, as described in "Navigating to the WSM
Policies Page" on page 6-2.

2. From the WSM Policies page, select the policy for which you want to add the
property and click Open.

3. Select the Assertions tab, and then click Configuration.
4. In the Configuration page, click Add to add the new property.

5. In the table, provide a name and a value for the new property. The Name field is
required and must be unique for the policy.

6. From the Type menu, select constant, optional, or required. You can subsequently
override only properties of type optional and required.

7. Click OK.
8. Click Validate to validate the policy.
9. Click Save.

5.6.3 Editing a User-Defined Configuration Property

You can edit a user-defined configuration property, if required, as follows:
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Navigate to the WSM Policies page, as described in "Navigating to the WSM
Policies Page" on page 6-2.

From the WSM Policies page, select the policy for which you want to edit the
property and click Open.

Select the Assertions tab, and then click Configuration.

In the Configuration page, edit the property as required and click OK.
Click Validate to validate the policy.

Click Save.

5.6.4 Deleting a User-Defined Configuration Property

You can delete a user-defined configuration property if you no longer need it as

follows:

1. Navigate to the WSM Policies page, as described in "Navigating to the WSM
Policies Page" on page 6-2.

2. From the WSM Policies page, select the policy for which you want to edit the
property and click Open.

3. Select the Assertions tab, and then click Configuration.

4. In the Configuration page, select the user-defined property to be deleted and click
Delete.

5. Click OK.

6. Click Validate to validate the policy.

7. Click Save.

5.6.5 Overriding the User-Defined Configuration Properties

You override a user-defined configuration property using the same methods that you
use for predefined or custom policies. For more information, see the following topics:

"Overriding Policy Configuration Properties Using Fusion Middleware Control"
on page 5-8

"Overriding Policy Configuration Properties Using WLST" on page 5-12
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Managing Web Service Policies with Fusion
Middleware Control

This chapter discusses the convenient interface Fusion Middleware Control provides
for managing the life cycle of web service policies. From the user interface, you can
create, validate, edit, enable, disable, export, and version web service policies. You can
also manage the use of assertion templates from the interface.

For information about web services policies and how Oracle Web Services Manager
(OWSM) uses policies to manage Quality of Service (QoS) for web services, see
"Overview of OWSM Policy Framework" in Understanding Oracle Web Services Manager.

This chapter includes the following sections:

s Overview of Web Services Policy Management
= Managing Web Service Policies

= Validating Web Service Policies

= Managing Policy Assertion Templates

= Enabling or Disabling Policies and Assertions
= Analyzing Policy Usage

= Advertising Policy Assertions

= Advertising WS-Policy and WS-SecurityPolicy Versions

6.1 Overview of Web Services Policy Management

In the 12c release, the predefined documents delivered with OWSM, including policies
and assertion templates, are read-only. If this is a new installation, then all of the
documents that are installed with OWSM will be read-only. To modify a predefined
policy or assertion template, you will need to clone it and then make the desired
modifications to the cloned version.

If you are installing into an existing OWSM environment, or if you are upgrading from
an older release, any predefined documents that have not been customized for your
environment are replaced with read-only versions, and new predefined read-only
documents are added. Note, however, that any existing predefined documents that
you have customized, and user-created custom policies in the repository are not
overwritten.
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Note: To ensure that you always get all of the latest policies, Oracle
recommends that you clone any predefined documents that you have
modified and migrate any policy attachments. For details, see
"Upgrading the OWSM Repository" on page 15-8.

6.2 Managing Web Service Policies

You manage the web service policies from the WSM Policies page. From this page you
can search for specific policies or types of policies, view policies, create new policies,
edit custom policies, delete custom policies, and import and export custom policies to
or from the OWSM repository.

The following sections provide additional information:

Navigating to the WSM Policies Page
Searching for Policies in the WSM Policies Page
Viewing the Details of a Web Service Policy
Creating and Editing Web Service Policies
Using Local Optimization with OWSM Policies (SOA Composites)
Generating Client Policies from a WSDL
Adding Assertions to a Policy

Adding an OR Group to a Policy

Importing Web Service Policies

Exporting Web Service Policies

Versioning Web Service Policies

Deleting a Web Service Policy

6.2.1 Navigating to the WSM Policies Page

You manage the web service policies from the WSM Policies page. From this page you
can search for specific policies or types of policies, view policies, create new policies,
edit custom policies, delete custom policies, and import and export policies to or from
the OWSM repository.

To navigate to the WSM Policies page:

1.

In the Target Navigation pane, expand WebLogic Domain and select the domain
for which you want to see the policies.

From the WebLogic Domain menu, select Web Services, then WSM Policies.

The WSM Policies page is displayed, as shown in Figure 6-1.
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Figure 6-1 WSM Policies Page

6.2.2 Searching for Policies in the WSM Policies Page

You can search for policies in the WSM Policies page using the advanced search

WSM Policies 18] Assertion Templates
Policies describe the capabilities and requirements of a Web service, Policy types are organized by categories such as security or management. Out of the box polices are read-only
and can be used as is. To modify a read-only policy select it in the table and choose the "Create Like™ action.
~|Search Saved Search v
Mame |Contains |[»
Category | Al w
Search | Reset | Save...
Actions + View - Create [ % Create Like Open 3§ Delete Export I&I Import E‘; Generate Client Policy E ﬁ' Detach
& v v
Mame Category Status Attachment |Description
B orade/addressing_routing_dient_palicy Configuration [ 1] This policy fadlitates setting dient-side response r...
B orade/async_web_service_palicy Configuration L 0 This policy fadlitates enabling and configuring JRF...
B orade/atomic_transaction_policy Atomic Transactions [ 1] This policy fadlitates enabling WS-AT Atomic Trans...
W oradebinding_authorization_denyall_policy Security ¥ i} This policy is a spedal case of simple role based au...
B orade binding_authorization_permitall_palicy Seaurity [ 1] This policy is a spedial case of simple role based au...
B orade/binding_oes_autharization_palicy Security L 0 This policy does user authorization based on palic...
B orade binding_oes_masking_policy Seaurity [ 1] This policy does response masking based on policy...
B crade/binding_permission_authorization_policy Security ¥ 0 This policy is a spedal case of simple Permission ba... B
Showina 153 out of 153 Rows

feature, the Query by Example filter, or a combination of the two to refine the search.
Details are provided in the following sections:

= Using Advanced Search

= Using the Query by Example Filter

6.2.2.1 Using Advanced Search

In the WSM Policies page, you can reduce the number of policies that are returned by

specifying the appropriate search criteria. To do so:

1. In the Search pane, specify the criteria to use in the search:

= In the Name field, enter a policy name or part of a policy name and select the
operator to use to refine the search. Available operators are Starts with, Ends

with, Equals, and Contains. For example, to search for message protection
policies only, select the Contains operator, and enter message in the Name

field.

You can use percent % as a wildcard, any place in the name. Asterisk * is not

recognized as a wildcard and is treated as plain text. Searches are

case-insensitive.

= In the Category field, select the desired category.

Alternatively, you can select one of the previously saved searches from the Saved

Search drop-down menu. The search parameters automatically populate the

search fields. If the Run automatically option is specified for the saved search, it
runs automatically and the results are displayed in the Policies table.

2. Optionally, refine the search using the Query By Example filter, as described in

"Using the Query by Example Filter" on page 6-4. Note that when you combine the
two search types, the data entered into the Query By Example fields is appended
using the AND operator to the data specified in the Search fields.

3. Click Search.
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The Policies table is refreshed to include only those policies that match the
specified search criteria. For example, using the example specified above for
message protection policies only, if you did not refine the search using Query by
Example, all message protection policies are shown in the list. If you used Query
by Example to refine the search for client policies only, the list displayed includes
only message protection client policies.

4. Optionally, click Save... to save the search criteria in the repository. Note that only
the values specified in the Advanced Search fields are saved; the values specified
in the Query By Example fields are not included in the saved searches.

In the Create Saved Search window, enter a name for the search in the Name field.
To use this saved search as the default selection for future searches, select Set as
default. To execute the search automatically when it is selected, select Run
automatically. Click OK.

To modify previously saved searches, click Personalize... from the Saved Search
drop-down menu. In the Personalize Saved Searches window, select the saved
search from the drop-down menu, edit as required and click Apply. To delete a
saved search click Delete. To duplicate a search, click Duplicate. Modify the
duplicate as desired and click Apply. When you are finished editing all of the
searches, click OK.

6.2.2.2 Using the Query by Example Filter

The Query by Example filter in the WSM Policies page allows you to query a specific
field and filter the results displayed in the table quickly and easily.

1. If the search fields are not displayed at the top of the Policies table, click the Query
by Example icon. A search field is displayed above the Name, Category, and
Status columns.

2. Enter the search criteria in the field above the column in which you want to search.
The value entered is interpreted as a "contains” expression. That is, the value is
wrapped in $value%, and will fetch all results that contain the value specified for
that column. For example, to search for client policies only, enter client in the
search field above the Name column.

3. If you are using the Query by Example filter separately (not in conjunction with
the advanced search fields), press Enter.

The list of policies displayed in the table is filtered to display only the results that
match the search criteria. Using the example specified in previous step, only client
policies are displayed.

Notes: The Query by Example search fields can be used in
conjunction with the advanced search fields to further refine the
search results, as described in "Using Advanced Search" on page 6-3.
When used together, the data entered into the Query By Example
fields is appended using the AND operator to the data specified in the
Search fields. You must use the Search button to get the combined
results.

You need to manually clear the Query by Example search fields when
you have completed the search.
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6.2.3 Viewing the Details of a Web Service Policy

Use the following procedure to view the details of a web service policy. Predefined
policies from Oracle are read-only and cannot be modified. These policies are
displayed in read-only mode. User-created policies are not read-only, and can be
edited as described in "Editing a Web Service Policy” on page 6-9.

1. Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2.

Optionally, refine the list of policies displayed using Search, as described in
"Searching for Policies in the WSM Policies Page" on page 6-3.

2. Select the policy to be viewed from the list of policies and click Open.
Alternatively, select Actions and then Open.

Figure 6-2 displays the Policy Details page for the
oracle/wssl0_saml20_token_with_message_protection_service_policy.

Figure 6-2 Policy Details Page with the General Tab Selected

Wss10 SAML V2.0 Token With Message Protection Service Policy Validate

General

Display Mame Wss10 SAML V2.0 Token With Message Protection Service Policy
Mame oradefwss10_saml20_token_with_message_protection_service_policy
Category Security

Description  This policy enforces message-evel protection and SAML V2.0 ~
based authentication for inbound SOAP requests in accordance
with the WS-Security 1.0 and SAML Token profile 1.1standards,
It uses WS-Security's Basic 128 suite of asymmetric key

Enabled
Local Optimization chedk-identity

~|Attachment Attributes

Applies To  Service Bindings
Service Category Service Endpeint
Attachment Count 0

~|Version Information

Version Number 1
Last Updated Thursday, January 31, 2013 1:03:18 PM GMT+00:00
Updated By unknown

The Policy Details page contains two tabs:

= The General tab (shown in Figure 6-2) displays information such as the policy
name and display name, policy category, description, whether the policy is
enabled, and the local optimization setting. The Attachment Attributes section
provides details about the type of endpoints to which the policy can be
attached, and the number of policy attachments. The Version Information
section lists the version number of the policy, when it was last updated, and
by whom. For user-created policies, you can also navigate to the Policy
Version history page. For more information about policy versions, see
"Versioning Web Service Policies" on page 6-18.

= The Assertions tab includes a table that lists all of the assertions contained in
the policy. Select the assertion name in the table to view the assertion details.
The content displayed varies depending on the assertion selected. Figure 6-3
displays the Assertions tab for the Wss10 SAML V2.0 Token With Message
Protection Service Policy.
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Figure 6-3 Policy Details Page with the Assertion Tab Selected

Wss10 SAML V2.0 Token With Message Protection Service Policy Validate
AR ssertions
@ Configuration o
|Name |Category |Type |
Log Message1 securitylogging Legging
[ ws-security 1.0 5AML 2.0 with certificates securityfauthentication .. wss10-saml-with-certifi . 7 <0
Log Message2 security/logging Logging
Name WS-Security 1.0 SAML 2.0 with certificates vr[¥lenforced < [¥] advertised

Category  securityfauthentication, security fmsg-protection
Type wss10-saml-with-certificates

Details

~|SAML Token Type

Version 2.0 Is Encrypted O
Confirmation Type sender-vouches Mame Identifier Format unspecified
Is Signed
~| X509 Token
Sign Key Reference Mechanism  direct Recipient Encryption Key Reference Mechanism  direct
Encryption Key Reference Mechanism  direct Iz Signed O
Recipient Sign Key Reference Mechanism  direct Use PKI Path []
| Secure Conversation
Enabled [] Re-Authenticate [] Derived Keys
Version 1.3 Client Entropy Server Entropy

Bootstrap Message Security
Inherit From Application Setting Use Independent Setting

~|Message Security

Algorithm Suite  BASIC_128 Indude Timestamp

Request Response Fault

Message Signing Setting | Message Encrypt Setting

Indude Entire Body

L=

6.2.4 Creating and Editing Web Service Policies

The following sections describe how to create and edit web service policies:
= Creating a New Web Service Policy

s Cloning a Web Service Policy

s Creating Custom Policies

= Editing a Web Service Policy

6.2.4.1 Creating a New Web Service Policy
Use the following procedure to create a new policy using one or more assertion
templates:

1. Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2 and click Create. Alternatively, select Actions and then
Create.

The Policy Details page includes two tabs: General and Assertions. The General
tab is displayed by default.
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10.

On the General tab, optionally specify a unique name in the Display Name field
to be used in the console to reference the policy. If you do not specify a display
name, the policy name is used to reference the policy.

Enter a policy name in the Name field.

The policy name must include the directory in which the policy is located. For
example, all predefined policies provided by Oracle are contained in the oracle/
directory, such as oracle/wss_http_token_service_policy.

Notes: Oracle recommends that you follow the policy naming
conventions described in "Recommended Naming Conventions for
Policies" in Understanding Oracle Web Services Manager.

You cannot edit the name of a policy once the policy is created. To
change the policy name, you will need to clone the policy and assign it
a different name.

Select the category to which the policy will belong from the Category drop-down
menu.

Note: You can create policies in the Security and Management
categories only.

Optionally, enter a brief description for the policy.

Select the Enabled option to enable the policy, if desired. Note that a policy that is
not enabled is not enforced at run time.

Select the type of Local Optimization to be used for the policy from the
drop-down menu. Available options are off, on, and check-identity. For more
information about the local optimization feature, see "Using Local Optimization
with OWSM Policies (SOA Composites)" on page 6-10.

In the Attachment Attributes section of the page, specify the type of policy subjects
to which the policy can be attached. From the Applies To menu, choose one of the
following options:

= All—Specifies that the policy can be attached to any type of policy subject,
including service endpoints, client endpoints, and SOA components.

= SOA Components—Specifies that the policy can be attached to SOA
components.

= Service Bindings—Specifies that the policy can be attached to web service and
client endpoints. When you choose this option, in the Service Category field
select whether the policy can be attached to web service endpoints, web
service clients, or both.

Select the Assertions tab, and click Add to add assertions to your policy. For more
information, see "Adding Assertions to a Policy" on page 6-14.

Optionally, add an OR group to the policy. Select the Add menu then select OR
Group. Then click Add to add the desired assertions to the OR group.

An OR group enables you to define multiple security subcategory options, only
one of which can be executed. For example, a subset can contain both a SAML
Token and a Username Token security /authentication subcategory assertion, so a
web service application can use either one or the other, but not both.
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For more information, see "Adding an OR Group to a Policy" on page 6-15.

11. Configure the assertions as required by modifying the settings and configuration
properties.

s To edit the assertion settings, select the assertion and edit the settings in the
Details section of the page.

= To edit the configuration properties, click Configuration.
The list of configuration properties defined for the assertion are displayed.

Edit the configuration properties as described in "Editing the Configuration
Properties in an Assertion Template" on page 6-27 and click OK.

= To enable or advertise the assertion, select the Enforced or Advertised options,
respectively.

For details about the settings and configuration properties for each assertion
template, see Chapter 18, "Oracle Web Services Manager Predefined Assertion
Templates."

12. When you have finished adding assertions to the policy, select the assertions in the
table and use the Move Up and Move Down buttons to set the order in the policy.
Assertions are invoked in the order in which they appear in the list.

13. Click Save to validate and save the policy.

If the policy is invalid, it is disabled as a precaution. After you correct the
validation issues, you will have to enable the policy. For more information on
policy validation, see "Validating Web Service Policies" on page 6-20.

6.2.4.2 Cloning a Web Service Policy

You can create a new policy by cloning an existing web service policy. For example,
you can create a copy of one of the read-only predefined policies and edit it to suit
your needs. You can also create a copy of a policy that you have created. Once the
policy is created, you can treat it like any other user-created policy, adding or deleting
assertions, and modifying existing assertions.

To clone a web service policy:

1. Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2.

2. Optionally, refine the list of policies displayed using Search, as described in "Using
Advanced Search" on page 6-3.

3. Select the policy to be cloned from the list of policies and click Create Like.
Alternatively, select Actions and then Create Like.

Note: You can clone policies in the Security and Management
categories only.

The Policy Details page is displayed.

The word Copy is appended to the name and display name of the cloned policy
and, by default, this is the name assigned to the new policy.

It is recommended that you change the name of this new policy to be more
meaningful in your environment.
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Notes: Oracle recommends that you follow the policy naming
conventions described in "Recommended Naming Conventions for
Policies" in Understanding Oracle Web Services Manager.

You cannot edit the name of a policy once the policy is created. To
change the policy name, you will need to clone the policy and assign it
a different name.

4. Modify the policy as required, including the assertions.
For details about adding assertions to the policy, see "Adding Assertions to a
Policy" on page 6-14.
For details about adding an OR group to the policy, see "Adding an OR Group to a
Policy" on page 6-15.

5. Click Save to validate and save the policy.
If the policy is invalid, it is disabled as a precaution. After you correct the

validation issues, you will have to enable the policy. For more information on
policy validation, see "Validating Web Service Policies" on page 6-20.

6.2.4.3 Creating Custom Policies

You can create custom policies using custom assertions. For more information and
procedures about how to create both custom assertions and policies, see "Creating
Custom Assertions" in Developing Extensible Applications for Oracle Web Services
Manager.

6.2.4.4 Editing a Web Service Policy

You can edit a user-created policy as described in this section.

Note: The predefined policies that are provided with OWSM are
read-only and cannot be edited. To edit a predefined policy you can
clone it and then edit the cloned version.

The changes that you make to the policy take effect at the next polling interval for
policy changes.

If you are using a database-based metadata repository, each time you save a change to
your policy, a new version is created, and the older versions are retained. For more
information about policy versioning, see "Versioning Web Service Policies" on

page 6-18.

To edit a web service policy:

1. Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2.
Optionally, refine the list of policies displayed using Search, as described in "Using
Advanced Search" on page 6-3.

2. Select the policy to be edited from the list of policies and click Open. Alternatively,
select Actions and then Open.

The Policy Details page is displayed. For predefined policies, this page is
read-only. However, for user-created policies, you can edit the policy from this
page. For more information about the Policy Details page, see "Viewing the Details
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of a Web Service Policy” on page 6-5.
3. Select the General tab and edit as follows:

= Edit the display name and description, if desired. You cannot edit the policy
name. To change the name of a policy, you will need to clone it and assign it a
different name.

= Edit the remaining fields on the tab as required, including enabling or
disabling the policy, specifying local optimization, or modifying the type of
policy subjects to which the policy can be attached.

4. Select the Assertions tab and edit as follows:

= Modify the assertion settings and configuration properties as required. To
modify the assertion settings, select the assertion in the table and edit the
settings as required in the Details section of the page. To edit the configuration
properties, click Configuration and edit the properties as required in the
Configuration table. To enable or advertise the assertion, select the Enforced
or Advertised options, respectively.

= Add assertions or OR groups as required, as described in "Adding Assertions
to a Policy" on page 6-14 and "Adding an OR Group to a Policy" on page 6-15,
respectively.

= Delete assertions or OR groups as required. To do so, select the assertion or OR
group in the table and click Delete.

For details about the assertions in each predefined policy, see Chapter 17, "Oracle
Web Services Manager Predefined Policies.".

5. Click Validate to validate the policy.

6. Click Save to save the changes.

6.2.5 Using Local Optimization with OWSM Policies (SOA Composites)

OWSM supports an Oracle SOA Suite local optimization feature for
composite-to-composite invocations in which the reference of one composite specifies
a web service binding to a second composite running in the same container. Local
optimization enables you to bypass the HTTP stack and SOAP /normalized message
conversions during run time. If a policy is attached to the web service binding, the
policy may not be invoked if local optimization is used.

This section includes:
= "Viewing the Default Local Optimization Setting in OWSM Policies" on page 6-10
= "Controlling When Local Optimization is Used" on page 6-11

For details about the SOA local optimization feature, see "Configuring Local
Optimization" in Administering Oracle SOA Suite and Oracle Business Process
Management Suite.

6.2.5.1 Viewing the Default Local Optimization Setting in OWSM Policies

By default, each of the OWSM predefined policies includes a local optimization
property. The default setting for the Local Optimization property is displayed on the
General tab of each policy. Procedures for viewing the details of a policy using Fusion
Middleware Control, including the Local Optimization property setting, are described
in "Viewing the Details of a Web Service Policy" on page 6-5.

There are three possible settings for the Local Optimization property:
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= on— Local optimization is turned on in the policy and the policy is not applied at
runtime.

s off — Local optimization is turned off and the policy is applied at runtime. The
request goes through the usual WS/SOAP /HTTP process.

s check-identity — Local optimization is used only if a JAAS subject exists in the
current thread, indicating that authentication has already succeeded. If the JAAS
subject does not exist in the thread, the request goes through the usual
WS/SOAP/HTTP process.

6.2.5.2 Controlling When Local Optimization is Used

There are two ways to control the local optimization feature, and they have different
scopes:

= At the composite level, by adding the oracle.webservices.local.optimization
property in the binding section of the composite.xnl file. The following values are
supported:

- true - (Default value). Local optimization is used if the attached policy is
configured to use it. For a description of the local optimization property
settings, see "Viewing the Default Local Optimization Setting in OWSM
Policies" on page 6-10. If optimization is used, the policy is not applied.

- false-- Local optimization is not used, regardless of the how the local
optimization property is configured in the policy. This setting forces the policy
to be applied.

The composite-level property is independent of the policy-level configuration.
That is, if you want to turn off the optimization regardless of whether a policy is
attached, set the composite-level property to false.

For more information, see "Policy Attachments and Local Optimization in
Composite-to-Composite Invocations" in Administering Oracle SOA Suite and Oracle
Business Process Management Suite.

= At the policy level, by configuring the local optimization property for a policy. The
possible settings for the local optimization property are described in "Viewing the
Default Local Optimization Setting in OWSM Policies" on page 6-10. The
policy-level property controls the optimization wherever the policy is used, unless
it has been overridden by the composite-level property.

Note: Predefined policies from Oracle are read-only and cannot be
modified. If you clone a predefined policy, Oracle recommends that
you do not change the local optimization setting. Doing so may
prevent the policy from being invoked, resulting in unexpected
behavior. If you create a new policy, however, you can set this
property as required for your environment.

If a policy is attached to a web service, the policy may not be invoked
if local optimization is used. Therefore, for each new policy that you
create, you need to decide whether you want to use local
optimization.

6.2.6 Generating Client Policies from a WSDL

After you have configured a web service, you can use the web service WSDL to
generate compatible client policies with the parameters required to call that service.
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Note that only assertions that are advertised in a policy can be used to generate
equivalent client assertions in the client policy.

Note: You must use the Oracle WSDL instead of the standard WSDL
to generate the client policy. The URL for the web service must be
appended with ?orawsdl, instead of ?wsdl. Generating the policy
increases the likelihood that the client policy will work with the
service policy.

When you generate a client policy, it is populated with the client assertion that is the
matching pair to the advertised service assertion. For example, if the service policy in
the WSDL contained the oracle/ wss_http_token_service_template, then the generated
client policy is populated with its counterpart, oracle/wss_http_token_client_template.

Before editing the policy, you must first save it. After you have made the desired
changes to the policy, you can access it from the WSM Policies page.

You can also delete any generated policies that you do not need. For example, you
may want to delete duplicates of already existing MTOM or Reliable Messaging
policies.

To create a web service client policy:

1.

Determine the WSDL for the web service for which you want to generate a web
service client policy.

Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2 and click Generate Client Policy.

The Oracle WSDL page used to create the client policies is displayed.

In the Oracle WSDL URL field, enter the URL to the web service WSDL using the
following format: wWeb_service_endpoint?orawsdl, where Web_service_endpoint
is the URL to the web service, for example
http://my-host:port/jaxwsejb/Calculator?wsdl.

Note: You must use ?orawsdl, instead of ?wsdl, to get the WSDL that
is used to generate the corresponding client policy.

The service policy information in the Oracle WSDL published for the web service
is used as the basis for generating the initial client policies.

If HTTP authentication is required, select Authentication and provide the
username and password in the appropriate fields.

Click Fetch.
Select the service and port from the drop-down lists.

The service and port combination define the endpoint to which the policies can be
attached in the orawsdl.

Click Generate Policies.

The client policies corresponding to the service policy specified in the wsdl for the
service and port are listed in the Generated Policy Results table as shown in
Figure 6—4.
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Figure 64 Generate Client Policies from WSDL

1% Dracle WSDL 4]

Enter the URL of the Web Service Endpoint. you must enter ?orawsd| instead of ?wsdl, to the WSDL that is used to generate
the corresponding dient policy.

* Oracle WSDL URL | http: fimyhost:port/Application20-Project1-contextroot/helloworldjaxwssoaphttpport? Q
Format: http: ffmy-host:portfpathfto/may-orawsdl. wsdl?orawsd|
Authentication [

Username

Password

Fetch Reset

Pick the service and port from the list and dick the Generate button

Service | helloWorldJaxws | » Fort | helloWorldJaxwsSoapHttpPaort [w Generate Polides
Generated Policy Results

|Category |Policy MName |Display Mame |
Security oradefwss11_saml_token_identity_switch Wes11 Saml Token Identity Switch With Messag
Security oraclefwss11_saml_token_with_message Wss11 Saml Token With Message Protection Clic
Security oraclefwss11_username_token_with_me: Wss11 Username Token With Message Protecti
Security oradlefwss_saml_token_bearer_over_ssl_ Wss SAML Token(confirmation method as beare
Security oradefwss_username_token_over_ssl_di Wss Username Token Over 551 Client Policy

Add Polidies | Cancel |

8. Optionally, select the policy and display name in the Generated Policy Results
table and edit as desired.

9. Click Add Policies.
The Generate Client Policies page is displayed.

The generated policies are listed in the table and their status is indicated as Not
Saved.

10. Click Save All to save all the policies, or select individual policies and click Save.

Note: You must save the policies before you can edit them.

11. To edit a policy, select the policy in the table and click Open.
12. In the Policy Details page, edit the policy as necessary.
13. Click Apply to save the changes to your policy.

14. You are returned to the Generated Client Policies page. Edit and save the other
policies as needed.

Once the policy is saved, you can navigate to the WSM Policies page and find the
policy in the list of policies.
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6.2.7 Adding Assertions to a Policy

You can add assertions to a user-created policy during policy creation or editing. You
cannot add assertions to the predefined policies provided with OWSM. The
predefined policies are read-only and cannot be modified.

Each policy can contain only one assertion for each of the following categories: MTOM
Attachments and Reliable Messaging. The policy can contain any number of assertions
belonging to the Security category; however, the combination of assertions must be
valid. For more information on valid assertions, see "Validating Web Service Policies"
on page 6-20.

To add an assertion to a policy:

1.

10.

Navigate to the Policy Details page for the policy to which you want to add
assertions.

Select the Assertions tab.
Click Add or select Assertion from the Add menu.

The Add Assertion page is displayed. The assertions available for that policy are
displayed in the Search Results table, organized by Template Name. Optionally,
use the View menu to display the Display Name column, or to change the order of
the columns.

Select an assertion from the table, or provide search parameters in the Name and
Category fields and click Search. The results that match the search criteria are
displayed in the Search Results table.In the Search Results table, select the
assertion or assertions to be added to the policy and click Add Selected. To add all
the listed assertions to the policy, click Add All.

The selected assertions are displayed in the Selected Assertion Templates table.
The assertions are displayed using the Template Name. Optionally, use the View
menu to display the Template Display Name column, or to change the order of the
columns.

In the Selected Assertion Templates table, optionally edit the names for the added
assertions in the Assertion Name field.

Review the selections in the Selected Assertion Templates table. To remove one or
more assertions from this table, click Remove Selected or Remove All. When you
have confirmed the assertion selection, click Add Assertion.

The added assertions are listed in a table in the Assertion tab.

For details about the OWSM assertion templates, see Chapter 18, "Oracle Web
Services Manager Predefined Assertion Templates."

To configure the assertion, select the assertion and edit the settings as required in
the Details section of the page.

To enable or advertise the assertion, select the Enforced or Advertised options,
respectively.

To edit the configuration properties, click Configuration.
The list of configuration properties defined for the assertion are displayed.
Edit the Configuration properties and click OK.

For details about the configuration properties for each assertion template, see
Chapter 18, "Oracle Web Services Manager Predefined Assertion Templates."
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Note that you can edit only the Value, and Description fields. The Name, Type,
and Default Value property settings defined in the assertion template cannot be
changed, and are displayed as read only. For details about these properties, see
"Editing the Configuration Properties in an Assertion Template" on page 6-27.

11. When you have finished adding assertions to the policy, select the assertions in the

table and use Move Up and Move Down buttons to set the order in the policy.
Assertions are invoked in the order in which they appear in the list.

12. When you are done, click Save to save the policy.

6.2.8 Adding an OR Group to a Policy

You can create an OR group, consisting of one or more assertions, enabling a single
policy to accept multiple types of security tokens. A client can enforce any one of the
policies that are defined in the OR group. For more information, see "Defining
Multiple Policy Alternatives (OR Groups)" in Understanding Oracle Web Services
Manager.

You can add only one OR group to a policy. Once you have added an OR Group, the
OR Group option is greyed out.

You add an OR group from the Policy Details page.

To add an OR group to a policy:

1.

Navigate to the Policy Details page for the policy to which you want to add the
OR group.

Select the Assertions tab.
Select OR Group from the Add menu.
An OR Group row is added to the assertions table.

Select Assertion to OR Group from the Add menu. Notice that the OR Group is
now greyed out on the menu, so you cannot add any additional OR groups.

Note: If you click Add or select Assertion from the Add menu, the
assertion will be added outside the OR group.

The Add Assertion search page is displayed.

Select one or more assertions from the Search Results table, or provide search
parameters in the Name and Category fields and click Search. The results that
match the search criteria are displayed in the Search Results table.

For details about the OWSM assertion templates, see Chapter 18, "Oracle Web
Services Manager Predefined Assertion Templates."

In the Search Results table, select the assertion or assertions to be added to the OR
Group and click Add Selected. The selected assertions are displayed in the
Selected Assertion Templates table.

In the Selected Assertion Templates table, optionally provide display names for
the added assertions in the Assertion Name field.

Review the selections in the Selected Assertion Template table. To remove one or
more assertions from this table, click Remove Selected or Remove All. When you
have confirmed the assertion selection, click Add Assertion.
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The added assertions are listed under the OR Group in the list of assertions in the
Assertion tab.

Note: The values for the WS-Policy attributes attachTo and
category limit the assertions that are valid within the current policy.
All assertions within an OR group must be compatible with the
attachTo and category attribute values in order to be considered. For
more information about WS-Policy attributes, see "wsp:Policy
Element" on page C-4.

9. To add additional assertions to the OR group, repeat steps 4 through 8.

10. Configure the assertions as required by modifying the settings and configuration
properties.

= To edit the assertion settings, select the assertion and edit the settings in the
Details section of the page.

= To edit the configuration properties, click Configuration.
The list of configuration properties defined for the assertion are displayed.

Edit the configuration properties as described in "Editing the Configuration
Properties in an Assertion Template" on page 6-27 and click OK.

= Toenable or advertise the assertion, select the Enforced or Advertised options,
respectively.

For details about the settings and configuration properties for each assertion
template, see Chapter 18, "Oracle Web Services Manager Predefined Assertion
Templates."

11. When you have finished adding assertions to the OR group, select the assertions
and use Move Up and Move Down to order them as needed. Assertions are
considered for invocation in the order that they appear on the list.

12. To delete an assertion from the OR group, select the assertion and click Delete. To
delete the entire OR group, select the OR group and click Delete.

13. When you are done, click Save to save the policy.

6.2.9 Importing Web Service Policies

Follow the procedure in this section to import one or more user-created policies into
the OWSM repository. Once the policies are imported, you can attach them to web
services and make changes to them. For more information on importing web service
policies, see "Understanding the Different Mechanisms for Importing and Exporting
Policies" on page 15-2.

Notes: The policy name you import must not already exist in the
repository.

Be aware that "policy name" and "file name" are different. The policy
name is specified by the name attribute of the policy content; the file
name is the name of the policy file. You might find it convenient for
the two names to match, but it is not required.

You cannot prefix the name of a policy with oracle_. Otherwise, you
will receive exceptions when you try to use the policy.
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To import one or more web service policies:

1.

Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2.

Click Import.

You are prompted to provide the name of a zip archive file containing the policies
to be imported.

Note: The policies to be imported must use the following directory
structure in the zip archive:

META-INF/policies/policyname

Within this directory structure, policyname includes the directory in
which the policy is located.

In 11g, policies were exported as XML files. If you are importing a
policy that you exported from an 11¢ domain, you must add the file to
a zip archive using the directory structure specified above.

In the Import window, enter the path and file name for the zip archive file in the
File Upload field, or click Browse to navigate to the directory where the policies
archive file is located, then select the zip archive file to be imported.

Click Import.

If an error is encountered with one of the policies, the import process stops. For
example, if there are five policies to be imported and an error is encountered in the
third one, the first two will be imported but the remaining policies will not.

An information window is displayed listing the policies that were imported. Click
OK to close the window.

The imported policies are added to the list of policies in the WSM Policies page.

6.2.10 Exporting Web Service Policies

You may want to export a policy to copy it from a development environment to a
production environment, or to simply view the policy in another tool or application.
You can export web service policies that you have created as described in "Creating
and Editing Web Service Policies" on page 6-6. Predefined policies cannot be exported
because the same read-only version of the policy will exist in the target environment.
Once the policy is exported, you can import it to another repository, attach it to web
services, make changes to it, and so forth.

For more information about exporting web service policies, see "Understanding the
Different Mechanisms for Importing and Exporting Policies" on page 15-2.

Use the following procedure to export a policy from the OWSM repository:

1.

Navigate to the WSM Policies page, as described in "Navigating to the WSM
Policies Page" on page 6-2.

Optionally, refine the list of policies displayed using Search, as described in
"Searching for Policies in the WSM Policies Page" on page 6-3.

Select the policy or policies to be exported from the list of policies and click
Export.

The policies are added to a zip archive file named policyexport.zip by default.
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4. Specify a file name for the archive file, if desired, then select a location in your
local directory to which you want to save the zip file and click Save.

The directory structure for each policy is maintained in the archive file using the
following structure:

META-INF/policies/policyname

Within this directory structure, policyname includes the directory in which the
policy is located.

6.2.11 Versioning Web Service Policies

Whenever a change to a user-created policy is saved, a new version of the policy is
automatically created and the version number is incremented. The Policy Manager
maintains the history of these changes, enabling you to go back to an earlier version.

Note: Version control does not apply to the Oracle predefined
policies because they are read only and cannot be modified.

Policy versioning requires that you use a database-based OWSM
Repository. If you are using a file-based repository, versioning
information is not maintained or displayed.

For example, you might find it useful to create two different versions of a policy,
perhaps one with logging and one without, and alternate between them. As another
example, you might have an occasional need to use a policy such as
oracle/binding_authorization_denyall_policy policy with selected roles to
temporarily lock down access to a web service.

By using the versioning feature, you can reuse multiple versions of a policy without
having to recreate them every time you need them.

You can also delete any version of the policy, except the active policy, from the Policy
Version history table by selecting the policy and clicking Delete.

You cannot edit the policy from the Policy Version history page. You must edit a policy
from the Policy Details page.

The following sections describe versioning in more detail:
= Viewing the Version History of a Web Service Policy
s Changing the Current Version of a Policy

= Deleting Versions of a Web Service Policy

= Exporting a Version of a Policy

6.2.11.1 Viewing the Version History of a Web Service Policy

You can view the version history for a web service policy from the Policy Version
history page, which you can access from the Policy Details page.

To view the version history for a policy:

1. Navigate to the Policy Details page for the policy as described in "Viewing the
Details of a Web Service Policy" on page 6-5.

2. Select the General tab for the policy, if it is not already selected.

3. In the Version Information section of the page, click Versioning History.

6-18 Securing Web Services and Managing Policies with Oracle Web Services Manager



Managing Web Service Policies

The Policy Version history for the page is displayed, as shown in Figure 6-5. The
policy versions appear in order in the version history table at the top of the page.
The currently active policy has the highest version number, and is the only policy
that can be attached to a policy subject. However, you can make an earlier version
of a policy the active version.

Figure 6-5 Policy Version History Page

Policy Version history

Mame hg wss10_saml20_token_service_policy_nolog
Display Name Wss10 SAML V2.0 Token Service Policy_nolog

o’ Make Current 3§ Delete Export

|CurrEnt |\'Ersic|r| |VErsiUn Date |Updated By |Descriptiun |
3 Mon Aug 27 22:19:21UTC 2012 weblogic This palicy authenticates users using credentials provided in SAMI
2 Mon Aug 27 22:16:37 UTC 2012 weblogic This palicy authenticates users using credentials provided in SAMI
1 Mon Aug 27 22:15:58 UTC 2012 weblogic This policy authenticates users using credentials provided in SAMI

General

Display Mame Wss10 SAML V2.0 Token Service Policy_nolog
Mame haqfwss10_saml20_token_service_policy_nolog
Category Security

Description  This policy authenticates users using credentials provided in SAML
V2.0 tokens in the WS5-Security SOAP header. The credentials in the
SAML 2.0 token are authenticated against a SAML 2.0 login module.
This policy can be applied to any SOAP-based endpoint.

Enabled
Local Optimization ched-identity

~| Attachment Attributes
Applies To  Service Bindings
Service Category  Service Endpoint
Attachment Count 0

~|Version Information
Version Mumber 3
Last Updated Mon Aug 27 22:19:21 UTC 2012
Updated By weblogic

6.2.11.2 Changing the Current Version of a Policy

Use the following procedure to change the current version of the policy:

1. In the Version Information section of the policy detail page, click Versioning
History to display the Policy Version history page.

2. In the policy version table, select the version to be made current and click Make
Current.

The selected policy version becomes the current active policy and the current
version number is incremented by 1. The earlier version of the policy is retained.

6.2.11.3 Deleting Versions of a Web Service Policy

Use the following procedure to delete earlier versions of a policy. You can delete all
versions except the active policy version. To delete all versions of the policy, including
the active version, see "Deleting a Web Service Policy" on page 6-20.

1. In the Version Information section of the policy detail page, click Versioning
History to display the Policy Version history page.

2. In the policy version table, select the version or versions to be deleted and click
Delete.

3. In the Confirm Policy Version Deletion box, click OK.

The selected policy version(s) is deleted from the OWSM Repository and the
Policy History table.
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6.2.11.4 Exporting a Version of a Policy

Use the following procedure to export a version of the policy:

1. In the Version Information section of the policy detail page, click Versioning
History to display the Policy Version history page.

2. In the policy version table, select the version to be made exported and click
Export.

You are prompted to open or save the file.
3. Select Save File and click OK.

4. Navigate to the local directory to which you want to save the file and update the
filename as desired.

5. Click Save.

6.2.12 Deleting a Web Service Policy

Before you delete a policy, Oracle recommends that you verify that the policy is not
attached to any policy subjects. If you try to delete a policy that is attached to a subject,
you will receive a warning. You will not be prevented from deleting an attached policy.
However, the web service request will fail the next time the subject to which the policy
is attached is invoked.

You can see the policy subjects that are attached to a policy by doing a policy
dependency analysis. For more information, see "Analyzing Policy Usage" on
page 6-31.

Note: Only user-created policies can be deleted. The predefined
policies delivered with OWSM are read only and cannot be edited or
deleted.

When you delete a policy, the active policy and all previous versions of the policy are
deleted. To retain the active policy version and delete only the previous versions of the
policy, see "Deleting Versions of a Web Service Policy" on page 6-19.

To delete a user-created web service policy:

1. Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2.
Optionally, refine the list of policies displayed using Search, as described in "Using
Advanced Search" on page 6-3.

2. From the WSM Policies page, select the policy to be deleted from the list of policies
and click Delete. Alternatively, select Actions and then Delete.

3. A dialog box appears asking you to confirm the deletion. Click Delete.

6.3 Validating Web Service Policies

There are restrictions on the type and number of policy assertions that are permitted in
a web service policy. A policy can contain only assertions that belong to a single
category. Therefore, you cannot combine a Security assertion with an MTOM assertion
in the same policy. The policy type is determined by the category of the assertion.
Therefore, a policy containing a security assertion is a security policy, a policy
containing a management assertion is a management policy, and so on. Security
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assertions are further categorized into subcategories: authentication, logging, message
protection (msg-protection), and authorization.

There are restrictions on the number and type of assertions you can have in a policy.
The restrictions are as follows:

= MTOM and Reliable Messaging policies can contain only one assertion.

= A security policy can contain multiple security assertions; however, there can be
only one assertion from the following subcategories in a policy: encryption,
signing, and authentication.

= Some assertions contain both authentication and message protection. For example,
if you view the
oracle/wssll_username_token_with_message_protection_service_policy, you
will see that the second assertion falls into two categories: security /authentication
and security /msg-protection, as shown in Figure 6-6.

Figure 6-6 Security Assertion with Two Subcategories

Wss11 Username Token With Message Protection Service Policy Validate
AN Assertions
&% Configuration 2
Mame Category Type
Log Message1 securitylogging Logging
. WS-Security 1.1 username with certificates security/authentication, security/msg-protection  wss11-username-with-certificat... ﬁ -
Log Message2 securitylogging Logging
< >
Mame WS-Security 1.1 username with certificates 1r ¥|Enforced <0 || Advertised

Category security/authentication, security/msg-protection
Type wss1l-username-with-certificates

= A security policy can contain any number of security_log_template assertions. For
example, if you view any of the predefined security policies, you will see two
logging assertions included.

Oracle recommends that you create one policy for authentication and message
protection, and a second policy for authorization. If you create a policy that contains
both an authentication and an authorization assertion, then the authentication
assertion must precede the authorization assertion.

When you create a new policy or edit a user-created policy, the validation process
checks to see that your policies meet these requirements. If the validation fails during
policy creation, the policy is created but is marked as disabled.

To validate a policy,
1. On the Policy Details page of the policy being viewed or edited, click Validate.
If the validation is successful, the Policy is Valid message appears.

If the validation is not successful, the resulting error message describes the
problem. Make the necessary corrections, then revalidate the policy.

2. Once the policy validates successfully, click Save to save the policy.

6.4 Managing Policy Assertion Templates

OWSM includes a set of predefined assertion templates that you can use to construct
policies. For additional information, see "Building Policies Using Policy Assertions" in
Understanding Oracle Web Services Manager. The predefined assertion templates are

Managing Web Service Policies with Fusion Middleware Control 6-21



Managing Policy Assertion Templates

read only and cannot be modified, but you can clone them to create new assertion
templates, if needed, to satisfy a specific requirement.

If the functionality you require, such as support for a non-standard security token, is
not provided out of the box, OWSM allows you to define custom policy assertions. For
details, see Developing Extensible Applications for Oracle Web Services Manager.

You can add one or more assertions to a user-created policy as described in "Adding
Assertions to a Policy” on page 6-14. You cannot add assertions to the predefined
policies that are provided with OWSM because they are read-only and cannot be
modified. Assertions are executed in the order in which they are listed in the policy.

For details about the predefined assertion templates, see Chapter 18, "Oracle Web
Services Manager Predefined Assertion Templates."

The following sections provide more detail about managing policy assertion
templates:

= Navigating to the Assertion Templates Page

s Searching for an Assertion Template in the Assertion Templates Page
= Viewing the Details of an Assertion Template

s Cloning an Assertion Template

= Editing an Assertion Template

= Editing the Configuration Properties in an Assertion Template

= Exporting an Assertion Template

s Importing an Assertion Template

= Deleting an Assertion Template

6.4.1 Navigating to the Assertion Templates Page

You can manage your assertion templates at the domain level from the Assertion
Templates page. From this page, you can copy, edit, and delete, import, and export
assertion templates.

Navigate to the Assertion Templates page as follows:

1. Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2.

2. In the upper right-hand corner of the page, click Assertion Templates.

6.4.2 Searching for an Assertion Template in the Assertion Templates Page

You can search for assertion templates in the Assertion Templates page using the
advanced search feature, the Query by Example filter, or a combination of the two to
refine the search. Details are provided in the following sections:

= Using Advanced Search
= Using the Query by Example Filter

6.4.2.1 Using Advanced Search

In the Assertion Templates page, you can reduce the number of assertion templates
that are returned by specifying the appropriate search criteria. To do so:
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Navigate to the Assertion Templates page as described in "Navigating to the
Assertion Templates Page" on page 6-22.

In the Search pane, specify the criteria to use in the search:

s In the Assertion Name field, enter an assertion template name or part of a
name and select the operator to use to refine the search. Available operators
are Starts with, Ends with, Equals, and Contains. For example, to search for
message protection assertion templates only, select the Contains operator, and
enter message in the Assertion Name field.

You can use percent % as a wildcard, any place in the name. Asterisk * is not
recognized as a wildcard and is treated as plain text. Searches are
case-insensitive.

= In the Category field, select the category to which the assertion template
belongs. The options are: All, Management, Security, Reliable Messaging,
MTOM Attachments, WS-Addressing, Make Connection, Atomic Transactions,
Configuration, and SOAP Over JMS Transport.

Alternatively, you can select one of the previously saved searches from the Saved
Search drop-down menu. The search parameters automatically populate the
search fields. If the Run automatically option is specified for the saved search, it
runs automatically and the results are displayed in the assertion templates table.

Optionally, refine the search using the Query By Example filter, as described in
"Using the Query by Example Filter" on page 6-23. Note that when you combine
the two search types, the data entered into the Query By Example fields is
appended using the AND operator to the data specified in the Search fields.

Click Search.

The Assertion Templates table is refreshed to include only those assertion
templates that match the specified search criteria. If you did not refine the search
using Query by Example, all message protection assertion templates are shown in
the list. If you refined the search for client assertion templates only using Query by
Example, the list displayed includes only client message protection assertion
templates.

Optionally, click Save... to save the search criteria in the repository. Note that only
the values specified in the Advanced Search fields are saved; the values specified
in the Query By Example fields are not included in the saved searches.

In the Create Saved Search window, enter a name for the search in the Name field.
To use this saved search as the default selection for future searches, select Set as
default. To execute the search automatically when it is selected, select Run
automatically.

To modify previously saved searches, click Personalize... from the Saved Search
drop-down menu. In the Personalize Saved Searches window, select the saved
search from the drop down menu and edit as required. Click Apply. When you are
finished editing all of the searches, click OK.

6.4.2.2 Using the Query by Example Filter

The Query by Example filter allows you to query a specific field and filter the results
displayed in the table quickly and easily.

If the search fields are not displayed at the top of the Assertion Templates table,
click the Query by Example icon. A search field is displayed above the Display
Name, Category, and Name columns.
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Enter the search criteria in the field above the column in which you want to search.
The value entered is interpreted as a "contains” expression. That is, the value is
wrapped in $value%, and will fetch all results that contain the value specified for
that column. For example, to search for client assertion templates only, enter
client in the search field above the Name column.

If you are using the Query by Example filter separately (not in conjunction with
the advanced search fields), press Enter.

The list of assertion templates displayed in the table is filtered to display only the
results that match the search criteria. Using the example specified in step 2, only
client assertion templates are displayed.

Notes: The Query by Example search fields can be used in
conjunction with the advanced search fields to further refine the
search results, as described in "Using Advanced Search" on page 6-22.
When used together, the data entered into the Query By Example
fields is appended using the AND operator to the data specified in the
Search fields. You must use the Search button to get the combined
results.

You need to manually clear the Query by Example search fields when
you have completed the search.

6.4.3 Viewing the Details of an Assertion Template

Use the following procedure to view the details of an assertion template. Predefined
assertion templates from Oracle are read-only and cannot be modified. These assertion
templates are displayed in read-only mode. User-created assertion templates are not
read-only, and can be edited as described in

To view the assertion template details:

1.

Navigate to the Assertion Templates page as described in "Navigating to the
Assertion Templates Page" on page 6-22.

Optionally, refine the list of assertion templates displayed using Search, as
described in "Using Advanced Search" on page 6-22.

Select the assertion template to be viewed from the list of assertion templates and
click Open. Alternatively, select Actions and then Open.

Figure 6-7 displays the Assertion Template Details page for the Wss10 SAML V2.0
Token with Message Protection service Assertion Template.
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Figure 6—7 Assertion Template Details Page

Wss10 SAML V2.0 Token with Message Protection service Assertion Template

MName oradefwss10_saml20_token_with_message_protection_service_template
Display Mame Wss10 SAML V2.0 Token with Message Protection service Assertion Template

Description  WS-Security 1.0 SAML V2.0 with Certificates. Provides
Authentication and Message Protection using Basic128

Category Security
Type wss10-saml-with-certificates

égﬂ Configuration
Settings
~|SAML Token Type
Version 2.0 Is Encrypted O
Confirmation Type SENDER_VOUCHES Mame Identifier Format UNSPECIFIED
Is Signed
~| X509 Token
Sign Key Reference DIRECT Recipient Sign Key DIRECT
Mechanism Reference Mechanism
Encryption Key Reference DIRECT Recipient Encryption Key DIRECT
Mechanism Reference Mechanism
~|Message Security
Algorithm BASIC_128 [l 1ndude Timestamp

Suite
Request Response Fault
Message Signing Setting | Message Encrypt Setting
Indude Entire Body
W/ Header Elements

|Namespace Name
Mo data to display

~|Secure Conversation
[Cenabled [re-authenticate Derived Keys
Version 1.3 Client Entropy Server Entropy
Bootstrap Message Security
Inherit From Application Setting

3. Review the details of the assertion template.

General information about the assertion template is provided at the top of the
page. Click Configuration to view the configuration properties for the template.
The Settings section of the page displays the settings specific to that template. For
details about the settings and configuration properties for each of the predefined
assertion templates, Chapter 18, "Oracle Web Services Manager Predefined
Assertion Templates."

6.4.4 Naming Conventions for Assertion Templates

The same naming conventions used to name predefined policies are used to name the
assertion templates. The predefined assertion templates begin with the directory name
oracle/ and are identified with the suffix _template at the end; for example,
oracle/wssl0_message_protection_service_template.

It is recommended that you follow the recommended naming conventions, and keep
any assertion templates that you create in a directory that is separate from the oracle
directory where the predefined assertion templates are located. You can organize your
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assertion templates at the root level, in a directory other than oracle, or in
subdirectories.

For more information about the naming conventions for predefined policies, see
"Recommended Naming Conventions for Policies" in Understanding Oracle Web Services
Manager.

6.4.5 Cloning an Assertion Template

You can create a new assertion template using an existing template as the base. Select
the assertion template that most closely matches the desired behavior, make a copy of
it using the Create Like feature, then make any changes required to get the new
behavior.

To clone a web service policy:

1. Navigate to the Assertion Templates page as described in "Navigating to the
Assertion Templates Page" on page 6-22.

2. Optionally, refine the list of assertion templates displayed using Search, as
described in "Searching for an Assertion Template in the Assertion Templates
Page" on page 6-22.

3. Select the assertion template to be cloned from the list of assertion templates and
click Create Like. Alternatively, select Actions and then Create Like.
The Assertion Template Details page is displayed.

4. Edit the name and display name for the assertion template and, optionally, enter a
brief description.

The word Copy is appended to the name and display name of the cloned assertion
template and, by default, this is the name assigned to the new assertion template.

It is recommended that you change the name of this new assertion template to be
more meaningful in your environment. For more information, see "Naming
Conventions for Assertion Templates" on page 6-25.

Notes: You cannot edit the name of an assertion template after it is
created. To change the assertion template name, you will need to clone
the assertion template and assign it a different name.

5. Modify the assertion template settings and configuration properties as required.
For details about the settings and configuration properties in each of the
predefined assertion templates, see Chapter 18, "Oracle Web Services Manager
Predefined Assertion Templates." For details about modifying the configuration
properties, see "Editing the Configuration Properties in an Assertion Template" on
page 6-27.

6. Click Save to save the new assertion template.

6.4.6 Editing an Assertion Template

You can edit a user-created assertion template as described in the following procedure.

Note: The predefined assertion templates that are provided with
OWSM are read-only and cannot be edited. To edit a predefined
template you can clone it and then edit the cloned version.
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1. Navigate to the Assertion Templates page as described in "Navigating to the
Assertion Templates Page" on page 6-22.

Optionally, refine the list of assertion templates displayed using Search, as
described in "Using Advanced Search" on page 6-22.

2. Select the assertion template to be edited from the list of assertion templates and
click Open. Alternatively, select Actions and then Open.

3. Edit the display name and description, if desired. You cannot edit the assertion
template name. To change the name of an assertion template you will need to
clone it and assign it a different name. and assertion template as required and click
Save.

4. Edit the settings as required.

For details about the settings and configuration properties for each of the
predefined assertion templates, see Chapter 18, "Oracle Web Services Manager
Predefined Assertion Templates."

5. Click Configuration to edit the configuration properties.
To delete a property, select the property in the table and click Delete.
6. Click OK to accept the configuration property changes.

7. Click Save to save the assertion template.

6.4.7 Editing the Configuration Properties in an Assertion Template

If you have cloned one of the predefined assertion templates, you can modify the
configuration properties to match your environment. For example, properties that are
configurable in assertion templates include csf-key, saml.issuer.name,
keystore.recipient.alias, and role, among others.

Note: You cannot modify the configuration properties in the
predefined assertion templates because they are read-only and cannot
be modified.

When you clone an assertion template, or edit a cloned assertion template, you can
configure the following settings for each property:

s Description—Description of the property.
= Value—Current value.
»  Default—Default value. This value is used if the Value field is not set.
s Type—Can be one of the following:
- Constant—Property cannot be overridden.
- Required—Property is required and can be overridden.
- Optional—Property is optional and can be overridden.
To configure the properties:
1. In the assertion template being cloned or edited, click Configuration.
The Configuration window displays the list of properties for the template.

2. Select the property from the list and modify the fields as required. Note that the
Name of an existing property cannot be changed.
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3. Add or delete configuration properties as required.

To add a configuration property, click Add. In the blank row that appears, provide
a name for the property. The remaining fields are optional. However, if you select
Type required, then you must provide a value for the property.

To delete a configuration property, select the property in the table and click Delete.
4. When you have finished changing the configuration properties, click OK.

5. Click Save to save the changes in the assertion template.

Note: When you add an assertion to a policy, as described in
"Adding Assertions to a Policy” on page 6-14, you can modify the
Value, Default, and Description configuration properties to match
your environment. The Name and Type configuration properties
defined in the assertion template cannot be changed, and are not
editable fields in the table.

6.4.8 Exporting an Assertion Template

You can export one or more assertion templates that you have created as described in
"Cloning an Assertion Template" on page 6-26. Predefined assertion templates can not
be exported because the same read-only version of the template will exist in the target
environment. After you have exported the assertion templates, you can then copy
them to a new directory if desired, or import them into another repository.

To export one or more assertion templates:

1. Navigate to the Assertions Templates page, as described in "Navigating to the
Assertion Templates Page" on page 6-22.

2. Optionally, refine the list of assertion templates displayed using Search, as
described in "Searching for an Assertion Template in the Assertion Templates
Page" on page 6-22.

3. Select the assertion template or templates to be exported from the list of assertion
templates and click Export.

The assertion templates are added to a zip archive file named
assertiontemplatesexport.zip by default.

4. Specify a file name for the archive file, if desired, then select a location in your
local directory to which you want to save the zip file and click Save.

The directory structure for each assertion template is maintained in the archive file
using the following structure:

META-INF/assertiontemplates/assertiontemplatename

Within this directory structure, assertiontemplatename includes the directory in
which the template is located and represent the values you specified when you
created the template.

6.4.9 Importing an Assertion Template

Follow the steps in this section to import a zip archive containing one or more
user-created assertion templates. You can use this feature in combination with Export
to move one or more assertion templates between different repositories. Once the
assertion template is imported, you can add it to web service policies and make
changes to it.
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Navigate to the Assertions Templates page, as described in "Navigating to the
Assertion Templates Page" on page 6-22.

Click Import.

You are prompted to provide the name of a zip file containing the assertion
templates to be imported.

Note: The assertion templates to be imported must use the following
directory structure in the zip archive:

META-INF/assertiontemplates/assertiontemplatename

Within this directory structure, assertiontemplatename includes the
directory in which the template is located.

In 11g, assertion templates were exported as XML files. If you are
importing an assertion template that you exported from an 11g
domain, you must add the file to a zip archive using the directory
structure specified above.

In the Import window, enter the path and file name for the zip file in the File
Upload field, or click Browse to navigate to the directory where the assertion
template zip file is located, then select the zip file to be imported.

Click Import.

If an error is encountered with one of the assertion templates, the import process
stops. For example, if there are five assertion templates to be imported and an
error is encountered in the third one, the first two will be imported but the
remaining assertion templates will not.

An information window is displayed listing the assertion templates that were
imported. Click OK to close the window.

The imported assertion templates are added to the list of assertion templates on
the Assertion Templates page.

6.4.10 Deleting an Assertion Template

Follow the steps in this section to delete an assertion template that you created or
imported. The predefined assertion templates delivered with OWSM are read-only
and cannot be deleted.

1.

Navigate to the Assertions Templates page, as described in "Navigating to the
Assertion Templates Page" on page 6-22.

Optionally, refine the list of assertion templates displayed using Search, as
described in "Searching for an Assertion Template in the Assertion Templates
Page" on page 6-22.

Select the assertion template to be deleted from the list of assertion templates and
click Delete.

You are prompted to confirm that you want to delete the assertion template.
Confirm your selection and click Delete.

The selected assertion template is deleted from the list of assertion templates on
the Assertion Templates page.
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6.5 Enabling or Disabling Policies and Assertions

The following sections describe the different methods for enabling or disabling
policies, or assertions within a policy:

= Enabling or Disabling a Policy for all Policy Subjects
= Enabling or Disabling Assertions Within a Policy

6.5.1 Enabling or Disabling a Policy for all Policy Subjects

When you create a policy, it is enabled by default unless it has validation errors. A
user-created policy can be globally enabled or disabled from the Policy Details page.
You can enable or disable the policy from one central location, and it will be enabled or
disabled for any policy subject to which it is attached.

Note: You cannot disable a predefined policy from Oracle for all
policy subjects. These policies are read-only and cannot be modified.
You can, however, disable policy references to an individual subject.
For more information, see "Enabling or Disabling Directly Attached
Policies Using Fusion Middleware Control" on page 4-19.

When you disable a policy from the Policy Details page, the policy continues to be
attached to the policy subjects, but the policy is not enforced. You may want to
temporarily disable a policy if you discover that there is a problem with the policy that
is causing all requests to a web service to fail. Once the problem is corrected, you can
globally enable the policy.

Before disabling a policy, you may want to click Usage Analysis Link (see "Analyzing
Policy Usage" on page 6-31) to see the policy subjects to which the policy is attached.
The change to the policy takes effect at the next polling interval for policy changes.

You may also selectively enable or disable a policy for a specific policy subject rather
than for all policy subjects. For more information, see "Enabling or Disabling Directly
Attached Policies Using Fusion Middleware Control" on page 4-19.

To enable or disable a user-created web service policy for all policy subjects:

1. Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2.

Optionally, refine the list of policies displayed using Search, as described in "Using
Advanced Search" on page 6-3.

2. Select the policy to be edited from the list of policies and click Open. Alternatively,
select Actions and then Open.

The Policy Details page is displayed. For predefined policies, this page is
read-only. However, for user-created policies, you can edit the policy from this
page. For more information about the Policy Details page, see "Viewing the Details
of a Web Service Policy" on page 6-5.

3. Select the General tab if it is not already selected.
4. Select or deselect the Enabled box to enable or disable the policy, respectively.
5. Click Save.
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6.5.2 Enabling or Disabling Assertions Within a Policy

Rather than enable or disable an entire policy as described in "Enabling or Disabling a
Policy for all Policy Subjects" on page 6-30, you may wish to enable or disable one or
more of the assertions that are contained within a policy. This provides a more
fine-grained level of control over the assertions that are executed.

Note: You cannot disable an assertion in a predefined policy from
Oracle. These policies are read-only and cannot be modified. To
disable an assertion in a predefined policy, you need to clone it and
then edit the cloned version.

For example, if you created a policy based on one of the read-only predefined web
service security policies, it contains an instance of the Security Log Assertion Template
(oracle/security_log_template), to capture the entire SOAP message before and
after the primary security assertion is executed. By default, the log assertion is not
enforced. You must enable it in order for the SOAP message to be logged in message
logs. (It is recommended that the logging assertion be enabled for debugging and
auditing purposes only. For more information about logging, see "Diagnosing
Problems Using Logs" in Administering Web Services.

To enable or disable one or more assertions within a policy:

1. Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2.

Optionally, refine the list of policies displayed using Search, as described in "Using
Advanced Search" on page 6-3.

2. Select the policy to be edited from the list of policies and click Open. Alternatively,
select Actions and then Open.

The Policy Details page is displayed. For predefined policies, this page is
read-only. However, for user-created policies, you can edit the policy from this
page. For more information about the policy details page, see "Viewing the Details
of a Web Service Policy" on page 6-5.

3. Select the Assertions tab.

4. Select the assertion in the table and select or deselect the Enforced box to enable or
disable the assertion within the policy, respectively.

5. Click Save.

6.6 Analyzing Policy Usage

Note: The policy usage feature described in this section requires that
you use a database-based OWSM Repository. If you are not using a
database-based repository, policy usage information is not available.

Policies are created and managed at the domain level. The central management of
policies gives you the ability to reuse policies and attach them to multiple policy
subjects. Any change to a policy (for example, editing a policy or deleting a policy)
affects all policy subjects to which the policy is attached. Therefore, before making any
changes to your policies, Oracle recommends you do a usage analysis to see which
subjects are using a particular policy.
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Note: The usage analysis simply identifies which policy subjects will
be affected; it does not define the effect of the change. You need to
evaluate the change on each of the policy subjects and determine if
you should proceed.

To perform a usage analysis:

1.

Navigate to the WSM Policies page as described in "Navigating to the WSM
Policies Page" on page 6-2.

Optionally, refine the list of policies displayed using Search, as described in "Using
Advanced Search" on page 6-3.

The Attachment Count column of the Policies table shows the number of subjects
to which a policy is attached.

Click the number in the Attachment column for the selected policy to display the
Usage Analysis page.

The Policy Subject List is filtered by subject type. The table displays a list of the
policy subjects, of the selected type, to which the policy is attached. Valid policy
subjects include OWSM Repository Documents and the subject types listed in
"Understanding Policy Subjects" in Understanding Oracle Web Services Manager.
Note that the Policy Subject List summary table displays fields that are relevant to
the selected policy subject type only.

The total number of policy subjects to which the policy is attached is shown at the
bottom of the page in the Attachment Count field.

To view the other policy subjects to which the policy is attached, select the subject
type from the Subject Type menu.

The Subject Type menu provides an attachment count for each subject type to
which the policy is attached.

In cases where multiple domains share the same OWSM Repository to store
OWSM metadata, you can specify whether you want to view policy subjects in the
Local Domain or in all domains in the enterprise. To view the policy subjects for all
domains in the enterprise, select Enterprise in the View Option field.

Please note:

Both enabled and disabled policy references are included in the policy usage
count. For information about disabling a policy reference, see "Enabling or
Disabling Directly Attached Policies Using Fusion Middleware Control" on

page 4-19 and "Enabling or Disabling a Policy for all Policy Subjects" on page 6-30.

You must invoke an ADF DC client to display an accurate policy usage count.

6.7 Advertising Policy Assertions

You can enable the advertisement of a policy assertion within the WSDL file by
selecting the Advertised option on the Assertions tab, as shown in Figure 6-8, when
performing any of the following tasks:

Creating or editing an assertion template, as described in "Creating and Editing
Web Service Policies" on page 6-6.

Adding an assertion or OR group to a policy, as described in:

- "Creating and Editing Web Service Policies" on page 6-6
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- "Adding Assertions to a Policy" on page 6-14
- "Adding an OR Group to a Policy" on page 6-15

Note: Advertisement of policy assertions in a WADL file is not
supported. The Advertised option has no effect when the associated
policy is attached to a RESTful web service.

Figure 6—8 Enabling Advertising for Policy Assertions
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6.8 Advertising WS-Policy and WS-SecurityPolicy Versions

For a standard WSDL (?wsdl) file, you can publish different version combinations for
WS-Policy and WS-SecurityPolicy. For example,

http:/ /localhost:8080/abc?wsdl&wsp=1.5&wssp=1.2 returns a WSDL with the
following policy versions published: WS-Policy 1.5 and WS-SecurityPolicy 1.2.

Note: For an Oracle WSDL (?orawsdl), you cannot advertise
different version combinations for WS-Policy and WS-SecurityPolicy.
For ?orawsdl, the policy is advertised with the following versions
only: WS-Policy 1.2 and WS-SecurityPolicy 1.1 with Oracle extensions.

Table 6-1 lists the valid version combinations.

Table 6-1 Policy Advertisement

Version Combination Description

?wsdl WS-Policy 1.2 and WS-SecurityPolicy 1.1
?wsdl&wsp=1.5 WS-Policy version 1.5 and WS-SecurityPolicy 1.3
?wsdl&wssp=1.2 WS-Policy versions 1.5 and WS-SecurityPolicy 1.2
?wsdl&wssp=1.3 WS-Policy versions 1.5 and WS-SecurityPolicy 1.3

?wsdl&wsp=1.5&wssp=1.2 WS-Policy 1.5 and WS-SecurityPolicy 1.2
?wsdl&wsp=1.5&wssp=1.3 WS-Policy 1.5 and WS-SecurityPolicy 1.3
?wsdl&wsp=1.2&wssp=1.2 WS-Policy 1.2 and WS-SecurityPolicy 1.2
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Securing Web Services

Part I1I describes how to configure your web service for message protection, SSL,
authentication, and authorization. You can also integrate various hardware modules
with Oracle Web Services Manager (OWSM).

Part I1I contains the following chapters:

s Chapter 7, "Configuring Message Protection for Web Services," describes how to
work with keystores and credential stores. It also describes how to use identity
extensions and how to cache the nonce using Oracle Coherence.

»  Chapter 8, "Protecting Personally Identifiable Information," describes how to
protect Personally Identifiable Information (PII) using the PII security policy.

»  Chapter 9, "Configuring Transport-Level Security (SSL)," describes how to work
with transport-level security in the form of SSL. It describes how to configure
one-way and two-way SSL for WebLogic Server and for web service clients. It also
describes how to configure SSL for Oracle HTTP Server.

s Chapter 11, "Configuring Authentication Using Oracle Web Services Manager,"
describes how to configure authentication in OWSM, including authentication
providers, digest authentication, SAML, Kerberos, ActiveDirectory, WS-Trust, and
identity extensions.

»  Chapter 10, "Configuring Authorization Using Oracle Web Services Manager,"
describes how to configure authorization in OWSM, such as determining which
resources to protect, and setting authorization permissions and an OPSS resource
name. It also describes how to configure fine-grained authorization using OES.

s Chapter 12, "Configuring Secure Conversation Using Oracle Web Services
Manager," describes how to configure WS-SecureConversation.

s Chapter 13, "Integrating Hardware with Oracle Web Services Manager," describes
how to integrate Web Services Manager with various hardware security modules
and for Oracle SPARC T4 and SPARC T5 cryptographic acceleration.






7

Configuring Message Protection for Web
Services

This chapter introduces and describes message protection configuration. You must
configure your Fusion Middleware Control and WebLogic Server environments to use
security policies. Message protection security policies or message protection and
authentication with SSL security policies require you to set up keystores and
truststores. (Authentication-only security policies do not require keys.)

This chapter includes the following sections:

s Overview of Message Protection Configuration for Web Services
»  Configuring Keystores for Message Protection

»  Creating an Application-level Credential Map

=  Using the Service Identity Certificate Extensions

s Caching the Nonce with Oracle Coherence

s Configuring Partial Encryption with Fusion Middleware Control

7.1 Overview of Message Protection Configuration for Web Services

Message protection involves encrypting the message for message confidentiality and
signing the message for message integrity. OWSM predefined policies and any policy
you create using one of the message-protection assertion templates provide the
options for message confidentiality, message integrity, or both.

The following steps summarize what you must do to configure the clients and services
for message protection:

= Attach the appropriate message protection policy to each of the clients and
services.

Note: Message protection-only policies do not authenticate or authorize the
requester.

= Sign the message if you want message integrity.
= Encrypt the message if you want message confidentiality.

= Add the required public and private keys to the keystores of the clients and
services. This step requires you to configure the keystore, as described in
Section 7.2, "Configuring Keystores for Message Protection.”

To sign and encrypt SOAP messages, you use public and private signature and
encryption keys that you store in the OWSM keystore for the WebLogic domain. The
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keystore configuration is domain wide: all web services and web service clients in the
domain use this keystore.

For summaries of the message protection policies available in the current release, see
"Message Protection Only Policies" and "Message Protection and Authentication
Policies" in Chapter 3, "Determining Which Predefined Policies to Use for a Web
Service."

Note: The OWSM run time does not use the WebLogic Server
keystore that is configured using the WebLogic Server Administration
Console and used for SSL as documented in Section 9.1, "Configuring
Keystores for SSL."

7.2 Configuring Keystores for Message Protection

Keys and the keystore provide the basis for configuring message protection. Before
you can use any message protection security policies, or message protection and
authentication with SSL security policies, you need to set up your keystores and
truststores. (Authentication-only security policies do not require keys.)

The keystore contains the entities private keys and the certificates associated with
those private keys. A truststore contains certificates from a Certificate Authority (CA),
or other entities that this entity trusts. The keystore and the truststore can be
maintained together in a common store.

OWSM provides support for the following keystores:

»  Keystore Service (KSS). For more information, see Section 7.2.1, "Understanding
OPSS Keystore Service for Message Protection.”

= Java Keystore (JKS). For more information, see Section 7.2.2, "Understanding Java
Keystore for Message Protection.”

»  Hardware Security Module (HSM). For more information about using HSM as
your keystore, see Section 13.1, "Using Hardware Security Modules With OWSM."

=  PKCSI11. For more information about using the PKCS11 keystore, see Section 13.2,
"Configuring OWSM for Oracle SPARC T5 and SPARC T4 Cryptographic
Acceleration.”

This section describes how to create JKS and KSS keystores, and how to populate these
keystores with keys and certificates.

After these keystores are created, you need to configure the OWSM Keystore at the
domain level. For more information, see the following topics:

= Section 14.5.1, "Configuring the OWSM Keystore Using Fusion Middleware
Control."

= Section 14.9.1, "Configuring the OWSM Keystore Using WLST."
This section contains the following topics:

s Understanding OPSS Keystore Service for Message Protection
s Understanding Java Keystore for Message Protection

= Adding Keys and User Credentials to Configure the Credential Store
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7.2.1 Understanding OPSS Keystore Service for Message Protection

As described in "Managing Keys and Certificates with the Keystore Service" in
Securing Applications with Oracle Platform Security Services, the OPSS Keystore Service
provides a mechanism to manage keys and certificates for message security. This is the
default approach for managing keys and certificates for message security.

This section contains the following topics:

s Using the OPSS Keystore Service for Message Protection
= Migrating a JKS Keystore Into the KSS Keystore

s Importing Certificates Into the KSS Keystore

s Overriding keystore.sig.csf.key and keystore.enc.csf.key Attributes

7.2.1.1 Using the OPSS Keystore Service for Message Protection

This section describes how to use the OPSS Keystore Service for message protection.

Notes: In previous releases of OWSM, the JKS keystore was used by
default. As of version 12.1.2, the OPSS Keystore Service is used by
default for original installations. If you are upgrading from a prior
release, your existing JKS keystore is used.

You can perform the OPSS Keystore Service operations using both
Fusion Middleware Control and WLST. This section focuses on the
Fusion Middleware Control steps, but "Managing Keys and
Certificates with the Keystore Service" describes both options.

To use the OPSS Keystore Service for message protection, perform the following steps:
1. Create a stripe and name it owsm.

a. In the content pane, select WebLogic Domain, then Security, and then
Keystore.

b. Click Create Stripe. The Create Stripe screen is shown in Figure 7-1.

c. Enter owsmand click OK.

Figure 7-1 Create Stripe

Create Stripe
Enter Stripe Mame. Enter a unigue

* Stripe Name | owsm

OK | Cancel

2. Create a keystore named keystore in the owsm stripe. (For more information, see
"Creating a Keystore with Fusion Middleware Control" in Securing Applications
with Oracle Platform Security Services.)

a. Select the owsm stripe you created and click Create Keystore.

The Create Keystore page is shown in Figure 7-2.
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Figure 7-2 Create Keystore

Create Keystore

Keystore Siripe  owsm
Name

J Enter a valid keystore name.
* Keystore Name | keystore
Protection ¢ Policy { Password
Keystore Password
Confirm Password

Grant Permission |

Code Base URL

OK | Cancel

b. Name this keystore keystore.

c. Set the protection type to Policy. (Password protected KSS keystores are not
supported in this release.)

d. Clear the Grant Permission check box.
e. Do not specify a code base URL.
f. Click OK.
3. Select the keystore you just created and click Manage.

The Manage Certificates screen is shown in Figure 7-3.

Figure 7-3 Manage Certificates

Keystore =

Manage Certificates: owsm/keystore
To work with a certificate or trusted certificate, select its row in the table and select a menu option. On this page you can generate a keypair; generate a certificate signing request (CSR)
which you send to your CA to verify your identity and return a signed certificate; and export or import a CA-signed certificate or trusted certificate, A CA-signed certificate must be imported
into the wallet from which the CSR was generated.

+ Generate Keypair Generate CSR & Import Export X{ Delete / Change Password

|Ahas ‘Subject Name |Cerﬁﬁcabe Type |Seria| Number |Certiﬁcabe SHA1 Fingerprint Expiration Date
No Certificates Found.

4. Click Generate Keypair to generate a private/public key pair.

You typically use this keypair to both sign and encrypt requests. However, you can
create separate key pairs for signing and encryption if you so choose.

The Generate Keypair screen is shown in Figure 7-4.

Figure 7-4 Generate Keypair

Generate Keypair
* Alias
* Common name
Organizational Unit
Organization
City
State

Country ;I

RSA Key Size | 1024 = |

OK | Cancel
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a. Specify an alias such as orakey for the key pair.
b. Specify other site-specific information as appropriate.

c. Accept the default RSA key size if appropriate for your environment. Oracle
requires a key length of 1024 bits or larger.

d. Click OK.

The certificate is generated by default as being issued by CN=CertGenCAB, OU=FOR
TESTING ONLY, O=MyOrganization, L=MyTown, ST=MyState, C=US. This issuer
does not exist in the keystore in the owsm stripe. Before you can use this certificate,
you must do one of the following:

s Export the democa certificate from the castore keystore in the system stripe
and import it into the keystore keystore in the owsm stripe as a trusted
certificate.

= Export the certificate you generated to a file, sign it using a CA, and import
the CA as well as the certificate into the keystore keystore in the owsm stripe.

See "Importing a Certificate or Trusted Certificate with Fusion Middleware
Control" in Securing Applications with Oracle Platform Security Services for the steps
to follow.

Configure OWSM to use this keystore and alias as described in Section 14.5.1.1,
"Configuring OWSM to Use the KSS Keystore."

Optionally, obtain trusted certificates, as described in "Importing a Certificate or
Trusted Certificate with Fusion Middleware Control" in Securing Applications with
Oracle Platform Security Services.

7.2.1.2 Migrating a JKS Keystore Into the KSS Keystore

If you have an existing JKS keystore, you can migrate one or more aliases from the JKS
keystore to the KSS keystore. To do this, perform the following steps:

1.

Make sure the aliases you want to import are in the JKS keystore. You can use
keytool (or your tool of choice) to do this.

C:\keytool -list -keystore default-keystore.jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

orakey, May 16, 2013, PrivateKeyEntry,
Certificate fingerprint (SHAL):
DE:0C:37:D5:34:92:00:2E:30:D7:10:EF:93:A5:C0:04:
52:02:26:B7

Use WLST to import one or more aliases from the keystore using the
