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file deliveries implemented in Oracle Managed File Transfer. Familiarity with FTP
(File Transfer Protocol) and web services is recommended for all users.
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Conventions

The following text conventions are used in this document:

Convention

Meaning

boldface
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nonospace
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Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Understanding Oracle Managed File
Transfer

Oracle Managed File Transfer (MFT) is a high performance, standards-based, end-to-
end managed file gateway. It features design, deployment, and monitoring of file
transfers using a lightweight web-based design-time console that includes transfer
prioritization, file encryption, scheduling, and embedded FTP and sFTP servers.
Security is maintained with security policies such as OWSM. This chapter describes
basic Oracle Managed File Transfer concepts.

This chapter includes the following sections:

What You Can Do with Oracle Managed File Transfer

* Oracle Managed File Transfer, Oracle Service Bus, and Oracle B2B
® Oracle Managed File Transfer Functional Use Case Patterns

¢ Oracle Managed File Transfer Architecture

e Components of Oracle Managed File Transfer

¢ Oracle Managed File Transfer User Roles

¢ Installing Oracle Managed File Transfer

¢ Screen Navigation in Oracle Managed File Transfer

Note: Screens shown in this guide may differ from your implementation,
depending on the skin used. Any differences are cosmetic.

Differences Between Using this Component in the Cloud and On-
Premises Environments

There may be differences between using this component in the cloud and on-premises
environments that impact the information described in this guide.

For information about differences, see Differences Between the Cloud and On-
Premises Environments and Known Issues for Oracle Managed File Transfer Service.

What You Can Do with Oracle Managed File Transfer

This topic describes the various operations that you can perform by using Oracle
Managed File Transfer.

Oracle Managed File Transfer lets you perform the following operations during the
transfer process:
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What You Can Do with Oracle Managed File Transfer

Scheduling

Resubmitting

Attaching inline or referencing

Compression and decompression

Encryption and decryption

Archiving, renaming, and deletion

Purging transfer instances and files

Pausing and resuming

Securing with OWSM policies

For more information about resubmitting transfers, see Resubmit a Transfer. For more
information about the other operations, see Designing Artifacts: Transfers_ Sources_
and Targets.

Oracle Managed File Transfer lets you track and troubleshoot file deliveries (transfer
instances) based on the following:

Success, frequency, and failure statistics

Metrics, recent errors, file finder, and active deliveries

Error information table

Active delivery progress table

Reports for individual deliveries

For more information, see Monitoring Oracle Managed File Transfer.

Oracle Managed File Transfer lets you transfer files to and from many endpoint types:

File and FTP based endpoints:

File: Transfer files from or to directories accessible to the Oracle Managed File
Transfer server.

FTP Embedded: Transfer files from the embedded MFT FTP (File Transfer
Protocol) or FTPS (FTP with Secure Socket Layer) server by copying the file into
one of the embedded server directories.

sFTP Embedded: Transfer files from the embedded sFTP (Secure Shell FTP or
SSH-FTP) server by copying the file into one of the embedded server directories.

FTP Remote: Transfer files from or to a remote FTP or FTPS server.

sFTP Remote: Transfer files from or to a remote sFTP server.

SOAP web-services based endpoints:

SOAP: Transfer files from or to Simple Object Access Protocol web service
endpoints inline or by reference to a folder location.

SOA: Transfer files from or to Oracle SOA (Service-Oriented Architecture) web
service endpoints.

1-2 Using Oracle Managed File Transfer



Oracle Managed File Transfer, Oracle Service Bus, and Oracle B2B

— Service Bus (OSB): Transfer files from or to Oracle Service Bus web service
endpoints.

— ODI: Transfer files from or to Oracle Data Integrator web service endpoints.
* B2B based endpoints:
— B2B: Transfer files from or to Oracle B2B (Business to Business) trading partners.
— Healthcare: Transfer files from or to Oracle B2B for Healthcare endpoints.
¢ Cloud endpoints:
— Oracle Cloud Service: Transfer files from or to Oracle Cloud Service.

— Oracle WebCenter Content: Transfer files from or to Oracle WebCenter Content.

For examples of some of these transfers in context, see Oracle Managed File Transfer
Functional Use Case Patterns. For full details on how to create these transfers, see
Designing Artifacts: Transfers_ Sources_ and Targets.

Oracle Managed File Transfer, Oracle Service Bus, and Oracle B2B

Oracle Managed File Transfer, Oracle SOA Suite, and B2B have overlapping features,
but each excels at different file transfer scenarios.

Oracle Managed File Transfer is especially good for:

* Transfer of large files limited in size only by the operating system and capacity of
the file system.

e Transfer from a single source with fan-out to many targets.

¢ Detailed auditing and recording of all transfers.

® Advanced security for transfers.

* Advanced transfer management, such as restart and pause/resume.

e Use of an embedded FTP or sFTP server.

Oracle SOA Suite is especially good for:

¢ Orchestration or complex integration, such as fan-in from multiple sources.
¢ Integration with enterprise systems such as messaging or ERP.

* Manual tasks, content based routing, or transformations.

B2B is especially good for:

® Scenarios in which document format is relevant (for example, HL7, EDI, and so on).
e Scenarios in which additional semantics, such as AS2, are required.

Oracle Managed File Transfer Functional Use Case Patterns

Oracle Managed File Transfer can help integrate applications by transferring files
between them in complex use case patterns. This section describes some common use
case patterns.
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Oracle Managed File Transfer Functional Use Case Patterns

For full details on how to integrate Oracle Managed File Transfer with other
applications, see Integrating Oracle Managed File Transfer with Other Products.

Standalone Applications

Figure 1-1 shows how Oracle Managed File Transfer can transfer files on its own using
embedded FTP and sFTP servers and the file systems to which it has access.

Figure 1-1 Standalone Use Case Pattern

Direct Fan Out
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A file transfer can have one or more targets. A multiple target use case pattern is called
fan-out. The target of one transfer can also use the same endpoint as the source of
another transfer, creating a chain.

SOA Integration

Figure 1-2 shows how Oracle Managed File Transfer can integrate with the web
service interfaces of SOA applications.

Figure 1-2 SOA Use Case Pattern
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A SOA application can be the source or target of a transfer. A SOA application can also
be the common endpoint for the target of one transfer and the source of another.

B2B Integration

Figure 1-3 shows how Oracle Managed File Transfer can integrate with B2B trading
partners.

Figure 1-3 B2B Use Case Pattern
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A B2B application can be the source or target of a transfer. A B2B application can also
be the common endpoint for the target of one transfer and the source of another.

Healthcare Integration

Figure 1-4 shows how Oracle Managed File Transfer can integrate with Healthcare
endpoints.
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Figure 1-4 Healthcare Use Case Pattern
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A Healthcare application can be the source or target of a transfer. A Healthcare
application can also be the common endpoint for the target of one transfer and the
source of another.

Oracle Service Bus Integration

Figure 1-5 shows how Oracle Managed File Transfer can integrate with Oracle Service
Bus web service interfaces.

Figure 1-5 Oracle Service Bus Use Case Pattern
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An Oracle Service Bus interface can be the source or target of a transfer. An Oracle
Service Bus interface can also be the common endpoint for the target of one transfer
and the source of another.

Hybrid Integration

Figure 1-6 shows how Oracle Managed File Transfer can integrate with multiple
applications.

Figure 1-6 Hybrid Use Case Pattern
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Oracle Managed File Transfer can be one participant in a web of data transfers that
includes multiple application types.

Oracle Managed File Transfer Architecture

Figure 1-7 shows the main components of Oracle Managed File Transfer, which
include configuration data, the user-interface console, embedded FIP and sFTP
servers, security, and interfaces to various types of file transfer endpoints. Oracle
Managed File Transfer can consist of multiple managed servers that provide high
availability.
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Figure 1-7 Oracle Managed File Transfer Architecture

e MFT Managed Server
Metadala | mET Console | MFT Server = Security o~
Access | I
Administration File Users and
MDS IE&IE?:; Processing Roles
- SECURITY
Designer Logging and | Encryption
STORE
Motifications
Schedules -~
Monitoring (S)FTP Certificates
RCU Dashboard Sarver
p
i Interfac
e CERT
STORE
ESS WebService FTP/SSH Transport JCA
S0A SOAP File B2B File/FTP
Semnvices Bus Clignt HealthCare Adapters

For details about the console, see Screen Navigation in Oracle Managed File Transfer.
For details about the other components, see Components of Oracle Managed File
Transfer.

Components of Oracle Managed File Transfer

This section explains most of the Oracle Managed File Transfer components shown in
Figure 1-7 in more detail.

Artifacts: Sources, Targets, and Transfers

When you create a file delivery structure using the Designer page of the Oracle
Managed File Transfer Console, you create three types of artifacts:

* A source, which defines an origin of files
e A target, which defines a destination of files

¢ A transfer, which associates a source with one or more targets

An artifact defines the configuration for parts of a file delivery structure. This is in
contrast to a file delivery instance, which is an individual file delivery that follows the
structure.

Sources and targets can be reused in multiple transfers. When more than one transfer
uses the same source, this is called transfer fan-out. When a transfer uses more than
one target, this is called target fan-out. A source and all associated transfers and
targets are collectively called a flow.

Using various artifact properties, you can define additional file delivery behavior:

¢ Filters: Files with specific name and extension patterns can be included or
excluded.

® Schedules: Transfers can be limited to specific times or time windows.
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® Preprocessing actions: Files can be compressed, decompressed, encrypted, or
decrypted.

* Postprocessing actions: Files can be decompressed.

* File operations: Files can be archived, renamed, moved, or deleted.

For information about creating artifacts, see Designing Artifacts: Transfers_ Sources_
and Targets.

Embedded FTP and sFTP Servers

Two servers are embedded in Oracle Managed File Transfer: FIP and sFIP. These two
embedded servers can be source artifacts. You can configure various properties of
these embedded servers, such as ports, security, and user access to directories. These
servers are automatically deployed as part of the WebLogic Server Oracle Managed
File Transfer deployment. For more information, see Administering Oracle Managed
File Transfer Embedded Servers.

Monitoring and Reports

Security

Oracle Managed File Transfer provides various tools in the Monitoring Dashboard:

¢ Metrics: real-time displays of transfer status, including failure ratio, payload file
size, transfer speed, and the total time of the transfer.

¢ File Finder: a table that shows either a source or target instance based on the search
type.

¢ Recent Errors: a searchable table of errors that occurred during the transfer.
e Active Deliveries: a table of in-progress, and recently completed file deliveries.

¢ Reports: detailed information about individual file deliveries from the perspective
of the source, transfer, or target.

For more information, see Monitoring Oracle Managed File Transfer.

Oracle Managed File Transfer provides security by:

¢ Limiting user access to the Oracle Managed File Transfer console
¢ Limiting user access to embedded FIP and sFIP server directories
e Limiting user access to files in a specific transfer instance

¢ Securing HTTP endpoint access for web service source types

* Key-based authentication

e FTP over SSL and sFIP transport

* Encryption of files

* Oracle Web Services Manager (OWSM) policies

e FIPS compliance

For more information, see Oracle Managed File Transfer Security.

Understanding Oracle Managed File Transfer 1-7



Oracle Managed File Transfer User Roles

Utilities

Repository

Interfaces

Oracle Managed File Transfer provides WLST command-line utilities for performing
many of its functions. Command categories are:

e Artifact management

¢ Metadata management

¢ Key management

¢ Deployment history display

¢ Transfer management

¢ Embedded server management

¢ Callout management

¢ Event notification management

® Archiving of runtime instances and transferred files
* Purging of runtime instances and transferred files
e Transfer priorities

e (Cloud services

For more information, see Oracle Managed File Transfer Utilities.

Oracle Managed File Transfer stores configuration data in an Oracle Metadata
Repository. You can edit, back up, and restore this configuration data. For more
information, see Administering Oracle Managed File Transfer.

Oracle Managed File Transfer uses various standard interfaces to communicate with
source and target endpoint types, including:

e FTP/SSH: interface for FTP servers, sFTP servers, and file systems
e Web service: interface for SOAP, SOA, Oracle Service Bus, and ODI

e B2B: interface for B2B and Healthcare

Oracle Managed File Transfer User Roles

File Handlers

Oracle Managed File Transfer has four user roles: file handlers, designers, monitors,
and administrators. For information about how to create users in these roles, see User
Authentication and Authorization.

File handlers perform these tasks:

¢ Copy files to file transfer staging areas, which are called sources.

1-8 Using Oracle Managed File Transfer



Oracle Managed File Transfer User Roles

® Retrieve files from file transfer destinations, which are called targets.

File handlers have no permissions to access Oracle Managed File Transfer itself. They
have the permissions required to access source and target directories and endpoints.

Designers

Designers perform these tasks:
e C(reate, read, update and delete file transfer sources.
¢ Create, read, update and delete file transfer targets.

¢ C(reate, read, update and delete transfers, which link sources and targets in
complete file delivery flows.

* Deploy and test transfers.

Monitors

Monitors perform these tasks:

® Use the Dashboard and reports to ensure that transfer instances are successful.
¢ Pause and resume lengthy transfers.

* Troubleshoot errors and resubmit transfers.

¢ View artifact deployment details and history.

¢ View artifact dependence relationships.

¢ Enable and disable sources, targets, and transfers.

* Undeploy sources, targets, and transfers.

e Start and stop embedded FIP and sFIP servers.

Administrators

Administrators perform these tasks:

¢ All file handler tasks

e All designer tasks

¢ All monitor tasks

¢ Add other users and determine their roles

¢ Configure user directory permissions

¢ Configure the Oracle Managed File Transfer server

¢ Configure embedded FTP and sFTP servers, including security

¢ Configure B2B and Healthcare domains

¢ Back up and restore the Oracle Managed File Transfer configuration

® Purge transferred files and instance data
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® Archive and restore instance data and payloads

¢ Import and export metadata

Installing Oracle Managed File Transfer

You can install Oracle Managed File Transfer on its own or in the same Oracle
WebLogic Server domain as Oracle SOA Suite. For more information, see Preparing to
Install and Configure Oracle Managed File Transfer in Installing and Configuring
Managed File Transfer.

Supported system configurations are listed on the Oracle Technology Network web
siteat ht t p: / / www. or acl e. com' t echnet wor k/ mi dd| ewar e/ i as/ downl oads/
fusion-certification-100350. htni.

Screen Navigation in Oracle Managed File Transfer

The Oracle Managed File Transfer console allows you to open, close, hide, and expand
areas so you can focus on a specific task. This section explains basic console
operations.

Design, Monitoring, and Administration Pages

In the center of the top banner of the console, there are links to the top-level pages;
which of these pages are accessible depends on your user role. For more information,
see Oracle Managed File Transfer User Roles. The top-level pages are:

* Designer: Use this page to create, modify, delete, rename, and deploy sources,
targets, and transfers.

* Monitoring: Use this page to monitor transfer statistics, progress, and errors. You
can also use this page to disable, enable, and undeploy transfer deployments and to
pause, resume, and resubmit instances.

¢ Administration: Use this page to manage the Oracle Managed File Transfer
configuration, including embedded server configuration.

Figure 1-8 Design, Monitoring, and Administration Pages

Design Monitoring  Administration

Using the Left Panel Navigator

On each top-level page, a navigation tree in the left panel displays the names of tasks
you can perform, most of which open tabs. A right facing arrow to the left of a name
indicates hidden subtasks. When you click on the arrow, it faces to the lower right and
subtasks are displayed.

For example, the Designer page has three main tasks: Transfer, Source, and Target. An
arrow to the left of Transfer indicates that at least one transfer has been created,
likewise for Source and Target. Click on the Transfer arrow to display names of
transfers.
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Screen Navigation in Oracle Managed File Transfer

Figure 1-9 Left Panel Navigator on Designer Page
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Opening and Closing Dynamic Tabs

To open the tab for a task in the navigation tree, click the task. You can also select the
task and then select the Open icon. You can have up to 15 tabs open at once on each
top-level page.

Figure 1-10 Opening a Tab
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For example, on the Designer page, to create a new source, click Source, likewise for
Transfer and Target. To edit an existing source, transfer, or target, click its name.

To close the active tab, click the Close icon on the right side of the top banner. To close
all tabs except the active tab, select Close Others from the drop-down menu to the
right of the Close icon. To close all tabs, select Close All from this menu.
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Figure 1-11 Options for Closing Tabs
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Dragging and Dropping Sources and Targets into Transfers

When you create a transfer and open its tab, <add source> and <add target> options
are displayed. You can drag and drop a source icon and one or more target icons into

the respective regions on the target page. You must drag and drop the icon; using the
name does not work.

Figure 1-12 Dragging a Source Icon to Add a Source
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Drag Source from tree and drop here to add Source

Expanding and Collapsing the Dashboard Regions

The main tab on the Monitoring page is the Dashboard, which is always open. The
Dashboard has four regions: Metrics, File Finder, Recent Errors, and Active Deliveries.
In the top right corner of each region is an Expand icon. Clicking this icon expands the
region to fill the entire console and displays additional details. To return to the
Dashboard, click the Collapse icon in the top right corner of the expanded region.
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Figure 1-13 Expanding and Collapsing a Monitoring Region
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Setting Language, Time Zone, and Accessibility Preferences

The steps for this process are:

1. On the right side of the top banner of Oracle Managed File Transfer, click
Preferences.

2. On the left side of the Preferences window, select Language.
3. Select a language from the Language drop-down list.

No Preference defaults to English.

Note:

You must log out and log in again for a language change to take effect.

4. Select a time zone for dashboards and alerts from the Time Zone drop-down list.
No Preference defaults to coordinated universal time (UTC).
5. On the left side of the Preferences window, select Accessibility.

You can also change accessibility settings from the login screen by clicking
Accessibility in the upper right corner.

6. Select an option from the Mode Settings drop-down list:
¢ No Preference

e Enable screen reader mode
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e Disable screen reader mode

No Preference defaults to screen reader mode disabled.

7. Select an option from the Contrast Settings drop-down list:
® No Preference
e Use high contrast

e Use normal contrast

No Preference defaults to normal contrast.
8. Select an option from the Font Settings drop-down list:
e No Preference
* Use large fonts
e Use normal fonts
No Preference defaults to normal fonts.

9. Click Apply, then click OK.

Oracle Enterprise Manager Fusion Middleware Control provides accessibility options
for the pages on which you monitor and manage Oracle Managed File Transfer.
Fusion Middleware Control supports screen readers and provides standard shortcut
keys to support keyboard navigation. You can also view the console pages in high
contrast or with large fonts for better readability. For information and instructions on
configuring accessibility in Fusion Middleware Control, see Using Oracle Fusion
Middleware Accessibility Options in Administering Oracle Fusion Middleware.
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Designing Artifacts: Transfers, Sources,

and Targets

This chapter describes how to design file delivery structures consisting of sources,
targets, and transfers using Oracle Managed File Transfer.

This chapter includes the following sections:

About Designing Transfers
Configuring a Transfer

Creating a Source

Creating a Target

Setting Up Schedules

Setting up Events

Setting Up Priorities

Deploying and Testing Transfers

Importing and Exporting Transfers

About Designing Transfers

Before designing a file transfer using the Design page in the Oracle Managed File
Transfer console, you should design the transfer on paper or a whiteboard.

Getting Ready to Create a Transfer

Transfers are an artifact that links a single source to one or more targets. Transfers can
include content filters and other actions that affect the transfer. Before you create a
transfer, you should determine the details of what the transfer should do. Consider
these specifications:

The origin location, from which files are transferred, called the source
The destination locations, to which files are transferred, called the target

Whether the origin and destinations are file system directories or web service
endpoint URLs. The origin and destinations can also be in other applications such
as B2B or Healthcare.

If the file is large, you might want to pass a reference to the web service destination
rather than the file.
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Designing End

Configuring

® Access parameters for the origin and destinations: usernames, passwords, security
certificates, and file system permissions

¢ The file format: binary, XML, or text

® Whether some files must be included or excluded based on format or name
e Whether files must be compressed or decompressed

*  Whether files must be encrypted or decrypted

e  Whether files must be renamed, moved, archived, or deleted

* Whether files must be scheduled for delivery at specific times or time ranges

Note:

You can use the Artifacts Search tab to see if a source, target, or transfer exists
that you can reuse or recreate with modifications. For more information, see
"Artifacts Search" in the Oracle Fusion Middleware MFT Online Help.

-to-End Flows

Sources and targets can be reused in multiple transfers. When more than one transfer
uses the same source, this is called transfer fan-out. When a transfer uses more than
one target, this is called target fan-out. A source and all associated transfers and
targets are collectively called a flow.

You cannot use a source as a target or a target as a source. However, a target and a
source can reference the same location. This allows the target of one transfer to be the
source of another, creating a transfer chain.

In addition to determining the specifications of each transfer, you should map out any
fan-outs and chains needed in the overall file delivery structure. For examples, see
Oracle Managed File Transfer Functional Use Case Patterns.

a Transfer

You can create a transfer before or after you create the source and targets. However,
you cannot deploy a transfer without a source and at least one target.

The steps for this process are:
1. Create a transfer in one of these ways:
¢ Click Transfers in the left pane navigator.
® Select Transfers in the left pane navigator and click the Create icon.

¢ Right-click Transfers in the left pane navigator and select the Create command.

The Transfers dialog opens.
2. Type a Name for the transfer.
The name can include letters, numbers, dashes, and underscores.

3. Type a Description for the transfer.
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The description is optional.
4. Click the OK button.

A tab for the transfer opens.

To avoid creating a transfer, click Cancel.
5. Add a source and one or more targets.
See Adding a Source and Targets.
6. Add content filters.
This is optional. See Setting Up Content Filters.
7. Add users, groups, and roles who can access the transfer payload.

This is optional and applies only to web service pass by reference transfers. See
Granting Payload Access.

8. Configure target-specific transfer settings.

This is optional. See Configuring Target-Specific Transfer Settings.
9. Add a schedule.

This is optional. See Setting Up Schedules.

10. Add preprocessing and postprocessing actions such as compression and
encryption.

This is optional and applies only to targets. Source actions are added directly in the
source artifact. See Setting Up Transfer Preprocessing and Postprocessing Actions.

11. Click the Save button.
To undo all changes since the last save, click Revert.
12. Click the Deploy button after saving.

You can add an optional comment.

If the associated source and target have not been previously deployed, deploying
the transfer automatically deploys the associated source and target.

If an existing transfer has most of the desired properties, you can duplicate it. See
Duplicating an Existing Transfer.

Adding a Source and Targets
The steps for this process are:
1. Click the arrow to the left of Transfers in the left pane navigator.

The transfers are listed. Note that this step might have been completed in the
previous section when creating the transfer.

2. Click the transfer name or right-click it and then select the Open menu item.

The transfer tab opens.
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3.

4.

5.

Add a source in one of these ways:

¢ Click add source if you already created the source. Select the source to add, then
select OK.

¢ Click create source to create a new source. Begin at step 2 in Creating a Source.

¢ Drag and drop a source from the navigation pane.

See Dragging and Dropping Sources and Targets into Transfers for more
information.

Add targets in one of these ways:

* Click add target if you already created the target.

Select the target to add in the left column, then click the single arrow icon to
move it to the column on the right. You can add more than one target. To select
all targets, click the double arrow icon. Click OK.

* Click create target to create a new target. Begin at step 2 in Creating a Target.

¢ Drag and drop a target from the navigation pane.

See Dragging and Dropping Sources and Targets into Transfers for more
information.

Save and Deploy the transfer.

Setting Up Content Filters

Content filters specify file name and extension pattern criteria for transfer. If no
content filters are defined, all files at the source endpoint are transferred.

The steps for this process are:

1.

Click the arrow to the left of Transfers in the left pane navigator.
The transfers are listed.

Click the transfer name or select it and then click the Open icon.
The transfer tab opens.

Click the arrow to the left of Content Filters.

The Content Filters settings are displayed.

Select Wildcard or Regular Expression to determine how the filter string is
interpreted.

Type a pattern in the text field for the filter.

If you selected Wildcard, use * as a wildcard. For example, *. xi specifies that
XML files are transferred. To specify text or XML files, you can use *. ( xml | XM_|
t xt | TXT) . For example, File = "TXT-20100505-XXXX.txt" where XXXX can be any
four successive digits. Regexp Filter expression ="XT-20100505-\\d{4}\\.txt".

For more information about regular expressions, see The Java Tutorials: Regular
Expressions.

The pattern is for file names only. Filtering on directory names is not supported.
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6. Click add filter to add another filter.
Another text field is created and given a new number.

7. Repeat steps 5 and 6 for each filter you want to add.
To delete a filter, click the red X to the right of the filter.

8. Use the up and down arrows to the right of each filter to change the filter order.
Lower numbered filters are performed first.

9. Save and Deploy the transfer.

Configuring Target-Specific Transfer Settings

Depending on the target type, different optional target-specific transfer settings are
displayed when you open a transfer tab and click the arrow to the left of a target.

If the target type is File, FTP Remote, or sFTP Remote, the subfolder setting is
displayed. This adds a transfer-specific subfolder to the target location.

If the target type is an HTTP SOA-based web service type (B2B, Healthcare, SOAP,
SOA, Service Bus, or ODI), the following Delivery Preferences are displayed:

* Delivery Method: Specifies the delivery method: Inline or Reference (default). If
Inline, the actual file is sent in the SOA message payload. If Reference, a link to the
file is sent.

* Reference Type: Specifies the reference type: FTP (default), File, or sFTP. Note that
internal and external port numbers can be set in the Advanced Delivery Properties
area of the Administration Server Properties page.

® Max Inline Size: Specifies the maximum size in bytes for inline deliveries.

Setting Up Transfer Preprocessing and Postprocessing Actions

After you add a target to a transfer, you can edit the transfer to add preprocessing
actions: compression, decompression (file type only), encryption or decryption. You
can also add decompression as a postprocessing action for a target of type File.

You can configure preprocessing for the source; see Setting Up Source Processing
Actions.

You can also create custom preprocessing and postprocessing actions; see Processing
Transfers with Custom Callouts.

Note:

Postprocessing occurs after file delivery. Therefore, the Active Deliveries and
File Finder views in the Dashboard tab on the Monitoring page show different
statuses if file delivery succeeds but postprocessing fails. Specifically, the
Active Deliveries view displays a Completed status but the File Finder view
displays a Failed status.
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Note:

If you add the same processing action to a source and a target that uses the
source, the action is performed twice. For example, if you add compression to
the source and the target, the transferred file is compressed twice.

Multiple file preprocessing decompression is only supported for the target
types SOAP, SOA, Service Bus, and ODI. For other target types, a
preprocessing decompression error occurs if a compressed file has multiple
entries.

Note:

If you copy a binary file to the source location using an FTP client external to
Oracle Managed File Transfer, be sure to configure it for binary transfer.
Otherwise the file might become corrupted. Processing actions such as
compression and encryption might not work properly.

Compression and Decompression Preprocessing Actions

You can compress or decompress a file prior to a transfer delivering it to a target. You
can specify either action in the transfer configuration.

Multi-file decompression preprocessing is supported only for SOAP, SOA, Service
Bus, and ODI type targets in which the Delivery Method is set to Reference. In this
case, the files inside the ZIP file are extracted to a unique random directory, and only a
reference to this directory is sent to the target. This directory is listed in the Target Pre-
Processing section of the target report. See Target Reports for more information.

Note:

Any processing function added after the multi-file decompression is ignored.
If the decompression preprocessing of other types of targets results in multiple
files, the decompression action generates an error.

The steps for this process are:

1.

Click the arrow to the left of Transfers in the left pane navigator.

The transfers are listed.

Click the transfer name or right-click it and then select the Open menu item.
The transfer tab opens.

Click the arrow to the left of the target.

The target settings are displayed.

Click add pre-processing actions.

The Pre-Processing Actions dialog opens.

Select Compress or Decompress from the All Actions drop-down list.
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6.

9.

Click Add to List.
To remove an action from the list, click the Delete icon to the right of the action.

If you selected Compress, select the compression level from the Level drop-down
list: Best Compression, Default Compression, or Best Speed. For more information,
see the java.util.zip package, especially the Def | at er class and the referenced
specifications.

Click OK.
To cancel adding actions, click Cancel.

Save and Deploy the transfer.

Encryption and Decryption Preprocessing Actions

You can encrypt or decrypt a file prior to transfer. You can specify only one encryption
or decryption algorithm in the transfer configuration. Along with PGP algorithm, MFT
supports PGP signatures. You can generate a signed and encrypted payload and
validate the signature when decrypting, this can be done at the artifact level.

Note:

PGP keystores must be configured and certificates must be imported before
you add an encryption or decryption action.

If a payload is encrypted by a PGP tool outside of MFT using a key length or
algorithm that is restricted, MFT decryption fails. These restrictions are mostly
specified at the JRE level in the JAVA_HOVE\jre7\|i b\ securi ty directory.

The steps for this process are:

1.

Click the arrow to the left of Transfers in the left pane navigator.

The transfers are listed.

Click the transfer name or right-click it and then select the Open menu item.
The General Information and Target Definitions tab opens.

Click the arrow to the left of the Target Definition tab.

The target settings are displayed.

On the Target details, click Pre-processing actions.

The Pre-Processing Actions dialog opens.

Select PGP Encryption or PGP Decryption from the All Actions drop-down list.
Click Add to List. The selected action appears in the Selected Actions list.

To remove an action from the list, click the Delete icon to the right of the action.

If you selected PGP Encryption, select values from the Encryption Alias, Armored,
Encryption Algorithm, and Signing key alias drop-down lists:
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Encryption Alias: the public key alias for encryption. For more information
about key aliases, see Configuring the PGP Keystore.

Armored: Binary or ASCIL Use ASCII if non-printing characters might be
stripped in transit.

Encryption Algorithm: Select from the following supported algorithms:

Note: If no algorithm is selected, global algorithm settings apply.

— Default

- Triple-DES

— CAST5 - set as default algorithm

— Blowfish

- DES

- AES-128

- AES-192

— AES-256 - set as default algorithm if FIPS mode is enabled
- Twofish

Signing key alias: Select from the list of imported private signing keys.

8. If you selected PGP Decryption, select the Decryption Alias from the drop-down
list. This is the private key alias for decryption. For decrypting, the signature must
be imported in the PGP keystore.

For more information about key aliases, see Configuring the PGP Keystore.

9. Click OK.

To cancel adding actions, click Cancel.

10. Save and Deploy the transfer.

After successful transfer, you can monitor the result in the Monitor dashboard. See
Monitoring Deployed Sources, Targets, and Transfers and Transfer Reports.

Changing Encryption Algorithm for PGP

To change encryption algorithm for PGP, follow these steps:

1. Step A

a.

b.

Log in to Oracle Enterprise Manager Fusion Middleware Control.
Expand the SOA node and select the soa-infra node.

From the SOA Infrastructure menu, choose Administration > System MBean
Browser . The System MBean Browser page is displayed.

. Under Application Defined MBeans, expand the server -

oracle.as.soainfra.config node. For example, oracle.as.mftinfra.config node.
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e. Expand the Server: soa_serverl node For example, mft_serverl node.
f. Expand the MFTConfig node.

g. Click the MFT MBean. The properties of the MBean are displayed in the right
pane.

h. Click the Operations tab.

i. Click addProperty operation in the list. Enter values for the key, value, and
optional comments.

i. Set Key value to "pgpEncryptionAlgorithm"
ii. Set value. For example, set value as “2” for Triple DES, and click Invoke.
2. Step B

a. In MFT, to change the encryption algorithm for PGP, set the
"pgpEncryptionAlgorithm" MBean for MFT. This Mbean accepts int value and
different values for the supported algorithms are listed below:

i. Triple DES = 2;
ii. CAST5 = 3;

iii. Blowfish = 4;
iv. DES = 6;
v.AES 128 =7;
vi. AES 192 = §;
vii. AES 256 = 9;
viii. Twofish = 10;

b. In FIPS mode, when MBean property PGPEncryptionAlgorithm is not defined,
then the default algorithm is AES 256. Supported algorithms are:

i.AES 128
ii.AES 192
iii.AES 256

c. In non-FIPS mode, when MBean property PGPEncryptionAlgorithm is not
defined, then the default algorithm is CASTS5. Supported algorithms are:

i. Triple DES
ii. Blowfish
iii. DES

iv. AES 192
v. AES 128
vi. AES 256

vii.Twofish
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2-10 Using Oracle

ODlInvoke Post-Processing Actions

This post processing function is used to configure the ODIInvoke web service and is
invoked after delivering the payload to the JCA bindings configured at the ODI target.
The ODIInvoke service triggers an ODI flow to retrieve the payload from the JCA
binding target type configured at the ODI target. The MFT message is marked as
complete once payload delivery is completed and the odi | nvoke service is invoked.

The MFT ODI target configures the JCA binding types along with the existing SOAP
method of message delivery. You can configure the following binding types in the
ODI target:

e File- Transfer file via File
¢ FTP Remote- Transfer file via FTP
e SFTP Remote- Transfer file via sFTP

e  SOAP- Transfer file via ODI SOAP DataService

After selecting one of the JCA binding types, you must configure the required
parameters for the JCA targets. Once a binding type is selected for an ODI target, you
can’t change the binding type, but you can continue modifying the parameters of the
current JCA target binding.

When you add an ODI target with JCA binding to a transfer, a post processing
function, Odi | nvokeWebSer vi ce, must be configured at the target. You need to
configure the Qdi | nvoke service URL, action, and other required parameters in this
post processing function.

In the Odilnvoke post processing function, fields are exposed to configure the
odi | nvoke service URL, port, operation, and other parameters exposed below:

® Request ScenarioRequestType

® ScenarioName string

® ScenarioVersion string

¢ Context string

* Synchronous boolean

¢ SessionName string

¢ Keywords string

® Variables VariableTypeArray Size

® Variables VariableType Name and Value string

¢ Debug DebugType

For Debug to work correctly, explicitly select the Debug checkbox. If you check any
other option (under Debug such as BreakOnError) without selecting the Debug
checkbox, it may not work correctly.

During MFT message processing for an ODI target of a binding type JCA, the payload
is moved to the JCA location configured at the target. The message is constructed in
the format expected by the odilnvoke service by reading all the configuration
parameters. Then the URL configured at the ODI target is invoked and the request
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message is constructed. Once MFT is able to invoke the ODI target successfully, MFT's
message is marked as COMPLETED.

Decompression Postprocessing

You can decompress a file after transfer only if the target type is File. You can specify
this action in the transfer configuration.

Multi-file decompression postprocessing is supported. In this case, the decompressed
files are extracted to a directory under the target location having the name of the ZIP
file without the extension. For example, if the target location is / t np/ nf t and the
transferred file with multiple entries is or der . zi p, decompressed files are extracted
to/tnp/ nft/order.

Note:

Any processing function added after the multi-file decompression is ignored.

The steps for this process are:

1. Click the arrow to the left of Transfers in the left pane navigator.
The transfers are listed.
2. Click the transfer name or right-click it and then select the Open menu item.
The transfer tab opens.
3. Click the arrow to the left of the target.
The target settings are displayed.
4. Click add post-processing actions.
The Post-Processing Actions dialog opens.
5. Select Decompress from the All Actions drop-down list.
6. Click Add to List.
To remove an action from the list, click the Delete icon to the right of the action.
7. Click OK.
To cancel adding actions, click Cancel.

8. Save and Deploy the transfer.

Transfer Notification Postprocessing Action

The Transfer Notification postprocessing action is used to notify users on successful
payload transfer. You can specify which channel—email or SMS— to use for sending
the notification. You can configure the format of the email /message, file name pattern,
and minimum file size to notify.

Ensure that the driver properties user messagi ngdri ver-emai | (nft_server1l)
in User Messaging Service (UMS) are set. For more information, refer Oracle User
Messaging Service Drivers

To add Transfer Notification as a postprocessing action:
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. Click the arrow to the left of Transfers in the left pane navigator.

The transfers are listed.

. Click the transfer name or right-click it and then select the Open menu item.

The transfer tab opens.

. Click the arrow to the left of the Target Definition.

The target settings for Source and Targets are displayed.

. Click add post-processing actions.

The Post-Processing Actions dialog opens.

. Select Transfer Notification from the All Actions drop-down list.

. Click Add to List.

To remove an action from the list, click the Delete icon to the right of the action.

. Provide the following details on the Transfer Notification fields:

¢ Template File: (Optional) Specifies an e-mail template file location to be sent as
part of transfer notification. For example: / u01/ dat a/ nft/noti fy. en

When a variable is specified in the Template File field, for example %
%FILENAME%% , Oracle MFT takes the File name from the run-time session.
Some of the pre-seeded variables you can use to create a template are
FILENAME, DATE, TRANSFERURL, SOURCENAME, USER, FILESIZE,
TARGETFILENAME, TARGETNAME, TRANSFERNAME,
TARGETENDPOINTREF, TARGETFILESIZE.

Note that To, CC and BCC fields are optional parameters, however Subject and
body are mandatory parameters.

If the Template File field is blank, following default template file is used:
Subject: Fil e 94| LENAMEX® Successful |y Processed

Body: The file %41 LENAMEY® upl oaded by 9%ASER® of size %
%1 LESI ZE%®%6 from t he source YSOURCENAMEY®6 was successful |y
processed on YWOATEWo6 by Oracle MFT. You can optionally
view t he 9B RANSFERURL%®% details of the transfer fromthe
consol e.

¢ Minimum File Size: Specifies the minimum file size in MB for sending
notification.

¢ Pattern Type: Specifies how the filter string is interpreted: Wildcard (the
default) or Regular Expression.

If you selected Wildcard, use * as a wildcard. For example, *.xml specifies that
XML files are transferred. To specify text or XML files, you can use *.(xml |
XML | txt | TXT).

For example, File = "TXT-20100505-XXXX.txt" where XXXX can be any four
successive digits.

Regular Expression = "XT-20100505-\\d{4}\ \.txt"
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¢ File Name Pattern: (Optional) Specifies the file name pattern for sending

notification.

* Add or Update Contacts to Notify: Select this option if you want to add user
contacts to notify. When clicked, Search Contacts dialog opens.

* Search Contacts:You can search and add contacts by type - User, External, or

Group.

Before you add users in the Add or Update Contact Users to Notify, you have
to create and configure new contact users using the WLST command. You can
create new users or you can use existing WebLogic users and User groups.

Note: You can configure only internal contacts using the WLS console, which
uses the LDAP user settings. You can use the WLST commands to configure
both internal and external contacts.

To create new external users, use the WLST command, cr eat eCont act . To
use existing Weblogic users or user groups, use the WLST command,

creat eUser Cont act or create User G oupCont act . These users are internal
and the email address and phone number come from the LDAP user setting. For
more information, refer Enable Event Notification.

Before you can run WLST commands, you must start WLST and connect to the
Oracle WebLogic Server managed server dedicated to Oracle MFT. For more
information, refer Running WLST Commands.

To create user contacts:

a. To create User contact, (Internal user) use the WLST command:
creat eUser Cont act (' webl ogic',' Email")

Attributes  Description Syntax Example

wls:/ Create a new user createUserContact(<us wls:/mydomain/
soainfra/ contact, which erName>,<deliveryCh serverConfig>
serverConfi can be used for annel>) createUserContact('us
g/> event notification. userName: user erl")wls:/soainfra/
help('create  Shortcut for this namedeliveryChannel  serverConfig/>
UserContac command is (optional): possible

t') 'crtUCont'. values Email /SMS. If

not specified, it will
use the user preferred
delivery channel
configured in the
WebLogic user store.

To create a Group user, (Internal user) use the WLST command:
creat eUser GroupCont act (‘ usergroup’)
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Attributes  Description Syntax Example
wls:/ Create a new user createUserGroupCont  wls:/mydomain/
soainfra/ group contact, act(<userGroupName serverConfig>
serverConf which canbe used >, <deliveryChannel>) createUserGroupCont
ig/> for event userGroupName: user  act('userGroupl’)
help('create notification. group name
UserGroup  Shortcut for this deliveryChannel
Contact') command is (optional): possible

'crtUGCont'. values Email/SMS. If

not specified, it will
use the user preferred
delivery channel
configured in the
weblogic user store.

To create a new External contact, use the WLST command:

createContact (' Email', "' abcd@f gh. con)

Attributes  Description Syntax Example
wls:/ Create a new createContact(<CType wls:/mydomain/
soainfra/ contact, which can >,<Value>) serverConfig>
serverConf be used for event  ContactType: Email /  createContact('Email’,
ig/> notification. SMS Value: Value for ~ 'abcd@efgh.com’)
help('create  Shortcut for this the contact type, ex.

Contact') command is Email id or phone no.

‘crtCont’.

Go to WLS Admin console and add the email/contact number for the user.

In the WLS Admin console, go to Home >Sunmmary of Security
Real ms >nyreal m >Users and G oups ><user > and update the
channel of communication. Enter the email address and the phone number

for SMS.

Search for users in Transfer Notification dialog and associate with the

notification action.

The search result is corresponding to the user type. For example, if you
search for External users, only external users are listed, User and Group

users are not listed.

8. Click Add after adding or modifying the contacts. The added contacts are listed in

9. Click OK to continue.

Duplicating an Existing Transfer

the Selected Contacts for Notification text box.

You can create a new file transfer by copying an existing one. The new transfer
references the same source and targets as the copied transfer.

The steps for this process are:

1. Duplicate a transfer in one of these ways:

® Select the transfer to copy and then the Duplicate icon in the left pane
navigator.
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¢ Right-click the transfer to copy in the left pane navigator and select the
Duplicate command from the pop-up menu.

The Duplicate Transfer dialog appears.
2. Type a Name for the transfer.

The name can include letters, numbers, dashes, and underscores.
3. Click the Create button.

A tab for the transfer opens, providing additional settings you can edit. For more
information about these settings, see these sections:

* Adding a Source and Targets

¢ Setting Up Content Filters

¢ Granting Payload Access

¢ Configuring Target-Specific Transfer Settings
¢ Setting Up Schedules

¢ Setting Up Transfer Preprocessing and Postprocessing Actions

To avoid creating a transfer, click Cancel.
4. Click the Save button after editing.

To undo all changes since the last save, click Revert.
5. Click the Deploy button after saving.

Deploying a transfer deploys the associated source and target automatically.

Creating a Source

You can create a source with a minimum number of settings. After you create it, you
can edit it to add more settings.

The steps for this process are:

1. Create a source in one of these ways:

Click create source in the transfer tab.

Double click Sources in the left pane navigator.

Select Sources in the left pane navigator and click the Create icon.
¢ Right-click Sources in the left pane navigator and select the Create command.

* Duplicate an existing source.

The Sources dialog opens.
2. Type a Name for the source.

The name can include letters, numbers, dashes, and underscores.
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Source Types

Note: In case of SOA/SOAP source, file names must not have spaces.

. Type a Description for the source.

The description is optional.

. Select the source Type.

This setting determines the other settings that appear. For more information about
source types and their settings, see Source Types.

. Type a value for the source location. For most source types, this is either:

¢ The Folder setting, which specifies a file system directory. Ensure that the folder
name does not exceed 60 characters.

* The URL setting, which specifies a web service endpoint.

The B2B and Healthcare source types have no source location setting in the Sources
dialog. You must provide the source location after creating the source.

. Type values for the required settings, which have blue asterisks next to them.

The only source types with required settings in addition to the source location are
the FTP Remote Source Type and sFTP Remote Source Type. Some of these settings
have defaults that you can accept and edit later.

. Click the OK button.

A tab for the source opens, providing additional settings you can edit. For more
information about these settings, see the source type under Source Types, Setting
Up Schedules, Setting Up Source Processing Actions, and Archiving and Deleting
Files Before Delivery.

To avoid creating a source, click Cancel.

. Click the Save button after editing.

To undo all changes since the last save, click Revert.

. Click the Deploy button after saving.

You can add an optional comment.

This step is optional. Deploying a transfer deploys the associated source and target
automatically.

If an existing source has most of the desired properties, you can duplicate it. See
Duplicating an Existing Source.

Oracle Managed File Transfer provides the following source types:
¢ FTP Embedded Source Type
e sFTP Embedded Source Type

¢ FTP Remote Source Type
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¢ sFTP Remote Source Type

¢ File Source Type

* SOAP Web Service Source Type

* SOA Source Type

® Service Bus Source Type

* B2B Source Type

® Healthcare Source Type

¢ WebCenter Source Type

® Oracle Storage Cloud Source Type
¢ ODI Source Type

FTP Embedded Source Type

Using the FTP Embedded source type means uploading files to the FIP server
embedded by Oracle Managed File Transfer, which transfers the files. The only
required setting is Folder, which specifies the embedded FTP server directory from
which to transfer files.

Note:

Files present in the embedded FIP source directory before the source is
deployed or enabled are ignored. Only files uploaded to the directory after
deployment or enabling are picked and transferred.

For more information about other settings you can edit after you create the source, see
"Source—FTP Embedded" in the Oracle Fusion Middleware MFT Composer Help Online
Help.

sFTP Embedded Source Type

Using the sFTP Embedded source type means uploading files to the sFTP server
embedded by Oracle Managed File Transfer, which transfers the files. The only
required setting is Folder, which specifies the embedded sFTP server directory from
which to transfer files.

Note:

Files present in the embedded sFTP source directory before the source is
deployed or enabled are ignored. Only files uploaded to the directory after
deployment or enabling are picked and transferred.

For more information about other settings you can edit after you create the source, see
"Source—sFTP Embedded" in the Oracle Fusion Middleware MFT Composer Help Online
Help.
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FTP Remote Source Type

Using the FTP Remote source type means transferring files from an FIP server outside
of Oracle Managed File Transfer. Table 2-1 lists the settings in the Sources dialog
specific to the FTP Remote type.

Table 2-1 Sources Dialog Settings for the FTP Remote Source Type

Setting Description

Host Name Specifies the host name.

Folder Specifies the directory from which files are transferred.
User Specifies the user accessing the source.

Password Specifies the user password.

Confirm Password Confirms the user password.

Control Port Specifies the port for the source.

SSL Specifies the use of SSL if checked. This is optional.
Implicit SSL Specifies the use of implicit SSL if checked. This is optional.

For more information about other settings you can edit after you create the source, see
"Source—FTP Remote" in the Oracle Fusion Middleware MFT Composer Help Online Help.

sFTP Remote Source Type

Using the sFTP Remote source type means transferring files from an sFTP server
outside of Oracle Managed File Transfer. Table 2-2 lists the settings in the Sources
dialog specific to the sFTP Remote type.

Table 2-2 Sources Dialog Settings for the sFTP Remote Source Type

Setting Description

Host Name Specifies the host name.

Folder Specifies the directory from which files are transferred.
User Specifies the user accessing the source.

Password Specifies the user password.

Note: MFT treats properties
beginning with $ as parameters. Add
a backslash before the $ for sFTP
passwords that start with $. This is
only for a leading $. If there are other
$s in the password, do not add more
backslashes. Example: for $xyz$123,
enter the password as \$xyz$123.
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Table 2-2 (Cont.) Sources Dialog Settings for the sFTP Remote Source Type

Setting Description

Confirm Password Confirms the user password.

Control Port Specifies the port for the source.

Authentication Type Specifies the authentication type: Password or Public Key.

Note: For remote SFTP servers,
private key passphrase is not
supported.

For more information about other settings you can edit after you create the source, see
"Source—sFTP Remote" in the Oracle Fusion Middleware MFT Composer Help Online
Help.

File Source Type

Using the File source type means transferring files from the local file system or from a
network-attached system. The only required setting is Folder, which specifies the
directory from which to transfer files. This directory must be accessible from Oracle
Managed File Transfer.

Oracle Managed File Transfer uses the same file adapter used by Oracle SOA Suite.

For more information about other settings you can edit after you create the source, see
"Source—TFile" in the Oracle Fusion Middleware MEFT Composer Help Online Help.

SOAP Web Service Source Type

Using a SOAP web service type means transferring files from a web service endpoint.
The only required setting is URL, which specifies the web service endpoint from
which to transfer files.

For more information about integrating with Oracle Managed File Transfer as a web
service, see Integrating with Web Services.

For more information about other settings you can edit after you create the source, see
"Source—SOAP" in the Oracle Fusion Middleware MFT Composer Help Online Help.
SOA Source Type

Using the SOA source type means transferring files from the web service interface of a
SOA application. The only required setting is the Location URL, which specifies the
suffix portion of the web service endpoint that SOA uses.

For example: ht t p: / / <HOST: PORT/ nf t app/ servi ces/ t ransf er/ <URL>?W5DL

For more information about integrating Oracle Managed File Transfer with Oracle
SOA Suite, see Integrating with Oracle SOA Suite.

For more information about other settings you can edit after you create the source, see
"Source—SOA" in the Oracle Fusion Middleware MFT Composer Help Online Help.
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Service Bus Source Type

Using the Service Bus source type means transferring files from the web service
interface of an Oracle Service Bus application. The only required setting is URL, which
specifies the web service endpoint from which to transfer files.

For more information about integrating Oracle Managed File Transfer with Oracle
Service Bus, see Integrating with Oracle Service Bus.

For more information about other settings you can edit after you create the source, see
"Source—Service Bus" in the Oracle Fusion Middleware MFT Composer Help Online Help.

B2B Source Type

Using the B2B source type means transferring files from an Oracle B2B trading
partner. No settings are required if B2B is collocated. The most important settings are
Trading Partner Name, which specifies the endpoint from which to transfer files, and
Domain Alias, which specifies the domain from which to transfer files.

To define a trading partner in Oracle Managed File Transfer, see Integrating with B2B
and Managing Domains.

For more information about other settings you can edit after you create the source, see
"Source—B2B" in the Oracle Fusion Middleware MFT Composer Help Online Help.

Healthcare Source Type

Using the Healthcare source type means transferring files from an Oracle B2B for
Healthcare domain. The only required setting is Endpoint Name, which specifies the
endpoint from which to transfer files. Another important setting is Domain Alias,
which specifies the domain from which to retrieve files.

To define a Healthcare domain in Oracle Managed File Transfer, see Integrating with
Healthcare and Managing Domains.

For more information about other settings you can edit after you create the source, see
"Source—Healthcare" in the Oracle Fusion Middleware MFT Composer Help Online Help.

Oracle WebCenter Content Server Source Type

Using the Oracle Content Server source type, you can download data from WebCenter
Content Server. You can create, save, deploy, and associate the source to any transfer.

Both the GET_FILE and GET_SEARCH_RESULTS service parameters are exposed as
part of the trigger. The GET_SEARCH_RESULTS service in the UCM gets the list of
payloads. Using the trigger, you can also specify the specific payload that needs to be
downloaded. The GET_FILE service is used to get the payload.

Configurable retry options via MBean are provided for the source. When all the retries
are exhausted, there will be an entry in the source message table for the files that were
not downloaded.

A schedule can be attached with the Content Server source. As part of schedule MFT
calls the GET_SEARCH_RESULTS service with the provided queryString param in the
source configuration.

For details about the configurable parameters for the WebCenter Content source, see
“Source- WebCenter” in Oracle Fusion Middleware MFT Composer Help Online Help.

For details about working with WebCenter Content, see Developing with Oracle
WebCenter Content.
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Oracle Storage Cloud Source Type

You can use Oracle MFT to download and upload the data from an Oracle Storage
Cloud Service source. Using the Oracle Cloud Storage (OCS) source type you can
create, save, deploy, and associate the source to any transfer. Trigger and polling is
available for the OCS endpoints. Duplicate handling is controlled by MFT. If the
trigger is invoked multiple times for the same directory, a file in the directory is
processed only once by MFT. MFT keeps track of already processed files.

Oracle Storage Cloud has a limitation of 5GB as the maximum file size that can be
uploaded to OCS. The actual file size can be larger than 5GB but when the large file is
split into segments, the maximum segment size can be 5GB or less. In MFT target
setting, a user can configure the segment size. For the outbound, a large file is split
into segments that are uploaded first. A segment suffix is added to each segment, for
example, a. t Xt - segnent - 001, a. t xt - segnent - 002 and so on. After uploading
all the segments, the actual object manifest file (a. t xt ) is uploaded. Segment files and
actual files can be uploaded in different containers. When downloading, OCS
automatically merges the segments after the download.

For details about the configurable parameters for the Oracle Storage Cloud source, see
“Source- Storage Cloud” in Oracle Fusion Middleware MFT Composer Help Online Help.
ODI Source Type

The MFT ODI integration supports two different Source interfaces, a file Event pattern
and a WebService ODI.

For more information about other settings you can edit after you create the source, see
"Source—ODI" in the Oracle Fusion Middleware MFT Composer Help Online Help.

To define an ODI domain in Oracle Managed File Transfer, see Integrating with Oracle
Data Integrator and Managing Domains.

A file Event pattern (which can be scheduled) on top of the binding endpoint type
(File, FTP, sFTP) retrieves files from wherever ODI has put them. You can configure
JCA source types as bindings in the ODI source along with the existing SOAP
binding. You can configure the following as binding types when creating the target:

e TFile- Transfer file via File
¢ FTP Remote- Transfer file via FIP
e SFTP Remote- Transfer file via sFTP

e SOAP- Transfer file via ODI SOAP DataService

Once you have chosen one of the JCA source types, you must configure the JCA
parameters as you do regular JCA sources. Once the binding type is chosen for an ODI
source, you can’t change the binding type but you can modify the properties for the
selected binding type.

A WebService ODI source type accepts the MFT SOAP payload from the ODI
application. Just like the SOAP or SOA Sources, the only required setting is URL,
which specifies the web service endpoint from which to transfer files either inline or as
a reference.

Setting Up Source Processing Actions

After you create a source, you can edit it to add processing actions such as
compression, decompression, encryption or decryption.
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You can configure processing actions for the transfer; see Setting Up Transfer
Preprocessing and Postprocessing Actions.

You can also create custom preprocessing and postprocessing actions; see Processing
Transfers with Custom Callouts.

Note:

If you add the same processing action to a source and a transfer that uses the
source, the action is performed twice. For example, if you add compression to
the source and the transfer, the transferred file is compressed twice.

A preprocessing decompression error occurs if a compressed file has multiple
entries.

Note:

If you copy a binary file to the source location using an FTP client external to
Oracle Managed File Transfer, be sure to configure it for binary transfer.
Otherwise the file might become corrupted. Processing actions such as
compression and encryption might not work properly.

Compression and Decompression at the Source

You can compress or decompress a file prior to transfer. You can specify either action
in the source configuration.

Note:

Multi-file decompression is not supported for sources. It is supported only for
SOAP, SOA, Service Bus, or ODI type targets as a preprocessing action or for
File type targets as a postprocessing action.

The steps for this process are:

1.

Click the arrow to the left of Sources in the left pane navigator.

The sources are listed.

Click the source name or right-click it and then select the Open menu item.
The source tab opens.

Click the arrow to the left of Actions.

The Actions section opens.

Click add processing actions.

The Processing Actions dialog opens.

Select Compress or Decompress from the All Actions drop-down list.
Click Add to List.

To remove an action from the list, click the Delete icon to the right of the action.
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7. If you selected Compress, select the compression level from the Level drop-down
list: Best Compression, Default Compression, or Best Speed. For more information,
see the java.util.zip package, especially the Def | at er class and the referenced
specifications.

8. Click OK.
To cancel adding actions, click Cancel.

9. Save and optionally Deploy the source.

Encryption and Decryption at the Source

You can encrypt or decrypt a file prior to transfer. You can add a single encryption or
decryption algorithm to the source configuration. Along with PGP algorithm, MFT
supports PGP signatures. You can generate a signed and encrypted payload and
validate the signature when decrypting, this can be done at the artifact level.

Note:

PGP keystores must be configured and certificates must be imported before
you add an encryption or decryption action.

If a payload is encrypted by a PGP tool outside of MFT using a key length or
algorithm that is restricted, MFT decryption will fail. These restrictions are
mostly specified at the JRE level in the JAVA_HOVE\ j dk8\ | i b\ security
directory.

The steps for this process are:

1. Click the arrow to the left of Sources in the left pane navigator.
The sources are listed.
2. Click the source name or right-click it and then select the Open menu item.
The source tab opens.
3. Click the arrow to the left of Actions.
The Actions section opens.
4. Click add processing actions.
The Processing Actions dialog opens.
5. Select PGP Encryption or PGP Decryption from the All Actions drop-down list.
6. Click Add to List.

Alternatively, to remove an action from the list, click the Delete icon to the right of
the action.

7. If you selected PGP Encryption, select values from the Encryption Alias, Armored,
Encryption algorithm, and Signing key alias drop-down lists:

* Encryption Alias: the public key alias for encryption. For more information
about key aliases, see Configuring the PGP Keystore.
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* Armored: Binary or ASCII. Use ASCII if non-printing characters might be
stripped in transit.

¢ Encryption algorithm: Select from the following supported algorithms:

Note: If no algorithm is selected, global algorithm settings will apply.

— Default
— Triple-DES
— CASTS5 - set as default algorithm
- Blowfish
- DES
- AES-128
- AES-192
— AES-256 - set as default algorithm, if FIPS mode is enabled
— Twofish
* Signing key alias: Select from the list of imported private signing keys.

8. If you selected PGP Decryption, select the Decryption Alias from the drop-down
list. This is the private key alias for decryption. For decrypting, the signature must
be imported in the PGP keystore.

For more information about key aliases, see Configuring the PGP Keystore.
9. Click OK.

To cancel adding actions, click Cancel.
10. Save and optionally Deploy the source.

After successful transfer, you can monitor the result in the Monitor dashboard. See
Monitoring Deployed Sources, Targets, and Transfers and Transfer Reports.

Archiving and Deleting Files Before Delivery

After you create a source, you can edit it to add file operations: archiving and deleting.
If a file is configured to be archived, it is copied to given physical target directory. If
the file is configured for deletion, it is deleted. Note that the archive or delete action
applies to the target system copy of the file, not the Oracle Managed File Transfer copy
of the file.

The steps for this process are:
1. Click the arrow to the left of Sources in the left pane navigator.
The sources are listed.
2. Click the source name or right-click it and then select the Open menu item.

The source tab opens.
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7.

Click the arrow to the left of Advanced Properties.

The Advanced properties section opens.

Click the Operation subtab.

The Operation subtab opens.

Select Archive, Delete, or Archive and Delete from the Action Type drop-down list.

If you selected Archive or Archive and Delete, type a path in the Physical Target
Directory field.

Save and optionally Deploy the source.

Duplicating an Existing Source

You can create a new source for file transfers by copying an existing one.

The steps for this process are:

1.

Duplicate a source in one of these ways:
¢ Select the source to copy and then the Duplicate icon in the left pane navigator.

* Right-click the source to copy in the left pane navigator and select the Duplicate
command from the pop-up menu.

The Duplicate Source dialog appears.
Type a Name for the source.
The name can include letters, numbers, dashes, and underscores.

Type values for the required non-duplicated settings, which have blue asterisks
next to them:

¢ Content Folder is required for sources of type File, FTP Remote, sFTP Remote,
FTP Embedded, or sFTP Embedded.

URL is required for sources of type SOAP, SOA, Service Bus, or ODL

Sources of type B2B or Healthcare have no required non-duplicated settings.
Click the Create button.

A tab for the source opens, providing additional settings you can edit. For more
information about these settings, see the source type under Source Types, Setting
Up Source Processing Actions, and Archiving and Deleting Files Before Delivery.

To avoid creating a source, click Cancel.

Click the Save button after editing.

To undo all changes since the last save, click Revert.
Click the Deploy button after saving.

This step is optional. Deploying a transfer deploys the associated source and target
automatically.
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Creating a Target

You can create a target with a minimum number of settings. After you create it, you
can edit it to add more settings.

The steps for this process are:
1. Create a target in one of these ways:
* Click create target in the transfer tab.
* Double click Targets in the left pane navigator.
* Select Targets in the left pane navigator and click the Create icon.

* Right-click Targets in the left pane navigator and select the Create command.

The Targets dialog opens.
2. Type a Name for the target.

The name can include letters, numbers, dashes, and underscores.
3. Type a Description for the target.

The description is optional.
4. Select the target Type.

This setting determines the other settings that appear. For more information about
target types and their settings, see Target Types.

5. Type a value for the target location. For most target types, this is either:

* The Folder setting, which specifies a file system directory. Ensure that the folder
name does not exceed 60 characters.

* The URL setting, which specifies a web service endpoint.

Note: In case of SOA/SOAP target, file names must not have spaces.

The B2B and Healthcare target types have no target location setting in the Targets
dialog. You must provide the target location after creating the target.

6. Type values for the required settings, which have blue asterisks next to them.

The only target types with required settings in addition to the target location are
FTP Remote Target Type and sFTP Remote Target Type. Some of these settings
have defaults that you can accept and edit later.

7. Click the OK button.

A tab for the target opens, providing additional settings you can edit. For more
information about these settings, see the target type under Target Types and
Moving and Renaming Files After Delivery.

To avoid creating a target, click Cancel.

8. Click the Save button after editing.
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To undo all changes since the last save, click Revert.
9. Click the Deploy button after saving.

You can add an optional comment.

This step is optional. Deploying a transfer deploys the associated source and target
automatically.

If an existing target has most of the desired properties, you can duplicate it. See
Duplicating an Existing Target.

Target Types

Oracle Managed File Transfer provides the following target types:
¢ FTP Remote Target Type

¢ sFTP Remote Target Type

¢ File Target Type

* SOAP Web Service Target Type
e SOA Target Type

* Service Bus Target Type

e B2B Target Type

* Healthcare Target Type

* WebCenter Target Type

¢ ODI Target Type

Oracle Managed File Transfer does not support embedded FTP or sFTP server targets.

FTP Remote Target Type

Using the FTP Remote target type means transferring files to an FTP server outside of
Oracle Managed File Transfer. Table 2-3 lists the settings in the Targets dialog specific
to the FTP Remote type.

Table 2-3 Targets Dialog Settings for the FTP Remote Target Type

Setting Description

Host Name Specifies the host name.

Folder Specifies the directory to which files are transferred.
User Specifies the user as whom to access the target.
Password Specifies the user password.

Confirm Password Confirms the user password.

Control Port Specifies the port for the target.

SSL Specifies the use of SSL if checked. This is optional.
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Table 2-3 (Cont.) Targets Dialog Settings for the FTP Remote Target Type

Setting Description

Implicit SSL Specifies the use of implicit SSL if checked. This is optional.

For more information about other settings you can edit after you create the target, see
"Target—FTP Remote" in the Oracle Fusion Middleware MFT Composer Help Online Help.
sFTP Remote Target Type

Using the sFTP Remote target type means transferring files to an sFTP server outside
of Oracle Managed File Transfer. Table 2-4 lists the settings in the Targets dialog
specific to the sFTP Remote type.

Table 2-4 Targets Dialog Settings for the sFTP Remote Target Type

Setting Description

Host Name Specifies the host name.

Folder Specifies the directory to which files are transferred.

User Specifies the user as whom to access the target.

Password Specifies the user password.

Confirm Password Confirms the user password.

Control Port Specifies the port for the target.

Authentication Type Specifies the authentication type: Password or Public Key.

For more information about other settings you can edit after you create the target, see
"Target—sFTP Remote" in the Oracle Fusion Middleware MFT Composer Help Online
Help.

File Target Type

Using the File target type means transferring files to the local file system or to a
network-attached system. The only required setting is Folder, which specifies the
directory to which to transfer files. This directory must be accessible from Oracle
Managed File Transfer.

Oracle Managed File Transfer uses the same file adapter used by Oracle SOA Suite.
For more information about other settings you can edit after you create the target, see
"Target—File" in the Oracle Fusion Middleware MFT Composer Help Online Help.

SOAP Web Service Target Type

Using a SOAP web service type means transferring files to a web service. The only
required setting is URL, which specifies the web service endpoint to which to transfer
files.

For more information about integrating with Oracle Managed File Transfer as a web
service, see Integrating with Web Services.
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For more information about other settings you can edit after you create the target, see
"Target—SOAP" in the Oracle Fusion Middleware MFT Composer Help Online Help.

SOA Target Type

Using the SOA target type means transferring files to the web service interface of a
SOA application. The only required setting is URL, which specifies the web service
endpoint to which to transfer files.

For more information about integrating Oracle Managed File Transfer with Oracle
SOA Suite, see Integrating with Oracle SOA Suite.

For more information about other settings you can edit after you create the target, see
"Target—SOA" in the Oracle Fusion Middleware MFT Composer Help Online Help.
Service Bus Target Type

Using the Service Bus target type means transferring files to the web service interface
of an Oracle Service Bus application. The only required setting is URL, which specifies
the web service endpoint to which to transfer files.

For more information about integrating Oracle Managed File Transfer with Oracle
Service Bus, see Integrating with Oracle Service Bus.

For more information about other settings you can edit after you create the target, see
"Target—Service Bus" in the Oracle Fusion Middleware MFT Composer Help Online Help.

B2B Target Type

Using the B2B target type means transferring files to an Oracle B2B trading partner.
No settings are required if B2B is collocated. The most important settings are Trading
Partner Name, which specifies the endpoint to which to transfer files, and Domain
Alias, which specifies the domain to which to transfer files.

To define a trading partner in Oracle Managed File Transfer, see Integrating with B2B
and Managing Domains.

For more information about other settings you can edit after you create the target, see
"Target—B2B" in the Oracle Fusion Middleware MFT Composer Help Online Help.
Healthcare Target Type

Using the Healthcare target type means transferring files to an Oracle B2B for
Healthcare domain. The only required setting is Endpoint Name, which specifies the
endpoint to which to transfer files. Another important setting is Domain Alias, which
specifies the domain to which to transfer files.

To define a Healthcare domain in Oracle Managed File Transfer, see Integrating with
Healthcare and Managing Domains.

For more information about other settings you can edit after you create the target, see
"Target—Healthcare" in the Oracle Fusion Middleware MFT Composer Help Online Help.
WebCenter Target Type

Using the Oracle Content Server source type, you can upload data to Webcenter
Content Server. You can create, save, deploy, and associate the source to any transfer.

For details about the configurable parameters for the WebCenter Content source, see
“Target- WebCenter” in Oracle Fusion Middleware MFT Composer Help Online Help.
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Oracle Storage Cloud Target Type

Using the Oracle Storage Cloud target type you can create, save, deploy, and associate
source to any transfer. Scheduling is supported for the OCS target.

For details about the configurable parameters for the Storage Cloud target, see
“Target- Storage Cloud” in Oracle Fusion Middleware MFT Composer Help Online Help.

Oracle Storage Cloud has a limitation of 5GB as the maximum file size that can be
uploaded to OCS. MFT segments the files for you so you can easily upload a file larger
than 5GB.

For more information about file segmentation, see “Uploading Files Larger than 5 GB”
in Using Oracle Storage Cloud Service.

ODI Target Type

The MFT ODI integration supports two different Target interfaces, .a file deliver and
notify pattern and a WebService interface.

For more information about other settings you can edit after you create the target, see
"Target—ODI" in the Oracle Fusion Middleware MFT Composer Help Online Help.

To define an ODI domain in Oracle Managed File Transfer, see Integrating with Oracle
Data Integrator and Managing Domains.

Using a file deliver and notify pattern, MFT delivers the file to one of the binding
types listed below then invokes the OdilnvokeWebService tool to process the file.
Neither a inline file nor a reference is provided as part of the OdilnvokeWebService
invocation. After selecting one of the binding types, you must configure the required
parameters for the targets. Once a binding type is selected for an ODI target, you can’t
change the binding type, but you can continue modifying the parameters of the
current target binding. For the File, FTP Remote and sFTP Remote bindings,
optionally, an ODI Invoke Post Processing Action can be configured to invoke an ODI
scenario to then process the file.

e TFile- Transfer file via File
e FTP Remote- Transfer file via FIP

e SFTP Remote- Transfer file via sFTP

For more information about the Odilnvoke WebService, see ODIInvoke Post-
Processing Actions

Using the WebService interface MFT invokes the ODI SOAP Data Services interface.
This is typically used to update a single table and not suited for file delivery.

For more information about other settings you can edit after you create the target, see
"Target—ODI" in the Oracle Fusion Middleware MFT Composer Help Online Help.

To define an ODI domain in Oracle Managed File Transfer, see Integrating with Oracle
Data Integrator and Managing Domains.

Moving and Renaming Files After Delivery

After you create a File, FIP Remote, or sFTP Remote target, you can edit it to add file
operations: moving and renaming.

The steps for this process are:
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1. Click the arrow to the left of Targets in the left pane navigator.
The targets are listed.
2. Click the target name or right-click it and then select the Open menu item.
The target tab opens.
3. Click the arrow to the left of Advanced Properties.
The Advanced properties section opens.
4. Click the Operation subtab.
The Operation subtab opens.
5. Select Move, Rename, or Move and Rename from the Action Type drop-down list.

6. If you selected Move or Move and Rename, type a path in the Physical Target
Directory field.

7. If you selected Rename or Move and Rename, type a file name pattern in the File
Naming Convention field.

You can use variables in the file name such as %y y MMddHHMME s SSS%for the
timestamp or UBEQYfor an incrementing integer. For example, Fi | e #SEQ% t xt
numbers files Fi | el. t xt, Fi | e2. t xt, and so on. See "Specifying the Outbound
File Naming Convention" in Understanding Technology Adapters for more
information.

8. Save and optionally Deploy the target.
Duplicating an Existing Target

You can create a new target for file transfers by copying an existing one.

The steps for this process are:
1. Duplicate a target in one of these ways:

* Select the target to copy and then the Duplicate icon in the left pane navigator.

* Right-click the target to copy in the left pane navigator and select the Duplicate
command from the pop-up menu.

The Duplicate Target dialog appears.
2. Type a Name for the target.

The name can include letters, numbers, dashes, and underscores.
3. Click the Create button.

A tab for the target opens, providing additional settings you can edit. For more
information about these settings, see the target type under Target Types and
Moving and Renaming Files After Delivery.

To avoid creating a target, click Cancel.
4. Click the Save button after editing.

To undo all changes since the last save, click Revert.
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5. Click the Deploy button after saving.

This step is optional. Deploying a transfer deploys the associated source and target
automatically.

Setting Up Schedules

You can schedule file deliveries so they occur only at specific times or time ranges. If
no schedule is configured, the file is delivered as soon as it is processed by Oracle
Managed File Transfer. You can configure a source schedule as part of source
configuration or a target schedule as part of transfer configuration.

If a schedule is defined for a listening source, the file is picked only when the schedule
expires. For a non-listening source, the file is picked as soon as it arrives at the source
location but remains with a status of Scheduled. When the schedule expires, the file is
processed further and delivered. All transfers that reference the source happen only
when the source schedule expires.

If a schedule is defined for a target, the file is delivered only when the schedule
expires. Before that it remains at the source location with a status of Scheduled.
Targets referenced by the same transfer do not share schedules.

Note:

Before adding a schedule, test the transfer without one to ensure that it works
properly. See Deploying and Testing Transfers.

Note:

Oracle Managed File Transfer interacts with Oracle Enterprise Scheduler
Service through the Or acl eSyst emJser . Do not delete this user. If you do,
clicking add schedule will result in an Or acl eSyst enser does not

exi st message, and Schedule Details may be blank in monitoring reports.
For more information about users, see Configuring Users.

The steps for this process are:

1. Click the arrow to the left of Sources or Transfers in the left pane navigator.
The sources or transfers are listed.

2. Click the source or transfer name or right-click it and then select the Open menu
item.

The source or transfer tab opens.

3. If you don't see the add schedule option, you can display it. In the source tab, click
the arrow to the left of Source Schedule. In the transfer tab, click the arrow to the
left of the target.

4. Click add schedule.
The Scheduler dialog opens.

5. Type a Name for the schedule.
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6. Select a value from the Frequency drop-down list: Once, Hourly /Minute, Daily,
Weekly, Monthly, Yearly, or Custom.

¢ If you selected Once, enter a date and time in the Start Date field.

¢ If you selected Hourly/Minute, specify the interval in hours and minutes. Enter
a Start Date and optionally an End Date.

¢ If you selected Daily, specify the interval in days. Enter a Start Date and
optionally an End Date.

¢ If you selected Weekly, specify the interval in weeks. Enter a Start Date and
optionally an End Date.

e If you selected Monthly, select a Repeat option:

— By day: Select a Week of the Month and a Day of the Week. For the Week
of the Month, you can select Last.

— By date: Select a day of the month or Last day of month.
Enter a Start Date and optionally an End Date.

¢ If you selected Yearly, select a Month and a Repeat option:

— By day: Select a Week of the Month and a Day of the Week. For the Week
of the Month, you can select Last.

— By date: Select a day of the month or Last day of month.
Enter a Start Date and optionally an End Date.

Click the Date/Time icon to select a date and time instead of typing them or to
select a different time zone. Click Customize Times to edit individual delivery
times.

7. If you selected Custom from the Frequency drop-down list or clicked Customize
Times, the Scheduler dialog expands and displays a table of times.

To add a time, click Add Time, specify a date and time in the Add Time dialog,
and click OK. Repeat for each time you want to add.

To remove a time, click Remove Time. To restore a removed time, click Add Back.

If you clicked Customize Times, you can cancel adding custom times by clicking
Change Frequency.

8. To specify a time range in which file deliveries can occur, check Use Duration.
Specify the duration in hours and minutes. The duration must be less than the
Frequency.

The duration is the range of time in which transfers occur. For example, if the
Frequency is Weekly, the Start Date is a Monday at noon, and the Duration is one
hour, then polling or transfers occur only on Mondays between noon and 1 pm.

9. Click OK.
To cancel adding a schedule, click Cancel.

10. Save and Deploy the source or transfer.
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Schedules with Polling Frequency and Minimum Age

The minimum age applies to the listening source types listed below:
* Remote sFTP

¢ Remote FTP

File

Storage Cloud Service

o Webcenter

If a schedule is defined for any of these source types, polling frequency and minimum
age applies only to the schedule duration. If the schedule ends before the expiration of
polling frequency, then the listening source types will not be polled.

Upon each polling occurrence or schedule expiration, MFT downloads only the files
that have a last modified time to a value that is larger than minimum age.

Setting Up Events

The Events service enables you to trigger a file transfer on demand. You can trigger
file transfers for sources such as File, FTP Remote, sFTP Remote, WebCenter, and
Oracle Storage Cloud Service. If the Events service is enabled for a source, it triggers
an immediate retrieval of files on external invocation. By default, the trigger service is
protected by username token policy.

You can invoke Events using the following methods:

e MFT console

e WLST commands: refer t ri gger Event in MFT WLST Command Summary
® REST Service: refer REST API for Oracle Managed File Transfer

* SOAP Service: refer Trigger Events using REST and SOAP Services

Enabling Events for a source

The Events service can be enabled by choosing the Source Schedule type as Event. To
secure the service, select the Security checkbox.

To enable Events using the MFT console:

1. Click the arrow to the left of Sources in the left pane navigator. The sources are
listed.

2. Click the source name or right-click it and then select the Open menu item.
(Optional) The source or transfer tab opens and source details are displayed.

3. Click the Source Schedule option. Polling and Events options are visible.

4. Enable the Events for the selected source by selecting the Events checkbox.

Events cannot be enabled if Polling is enabled. If you need Polling and Events
service to be enabled, add a schedule. Else, disable Polling and enable Events.
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If the same source is configured for Polling and Events, then if polling is in process,
Events request is not accepted. If an Event is in process, then Polling is paused until
the Event is completed.

5. Click the Security checkbox to secure the events. By securing the events, only
Administrators and configured MFT users can trigger an event. For information on
configuring users and roles, see Configuring Users.

6. Click Save to save the changes.

To invoke the Events service:

1. From the Monitoring tab, click the arrow to the left of Source Instances in the left
pane navigator.

2. Click the source name or right click it and then select the Open menu item.

3. On the Instances tab, select the source and click Invoke Event.

After you trigger an event, you get an Event session ID which is used to view the
Event details and status in the Web Service client.

Trigger Events using REST and SOAP Services

Once you have set up Events, you can trigger it on demand using REST or SOAP
operations.

For SOAP Services, URL is http://<host>:<port>/mftapp/services/MFTEventService
For REST services, refer REST API for Oracle Managed File Transfer

Supported SOAP Operations

The supported SOAP operations for trigger Events are:

e submi t Event - To submit an Event which will trigger the transfer, you need to
supply the source name as a mandatory parameter along with additional optional
parameters. On successful invoke of Event, an event Sessi onl d is returned
which can be used to query the Event status and instances.

Supported parameters for JCA sources: Pat t ern Type - wildcard or regular
Expression, | ncl udePat t er n - any wildcard or regular expression filter string,
Excl udePat t er n - any wildcard or regular expression filter string. These
properties override values defined at the source level.

Supported parameters for Oracle Cloud Storage sources: Payl oadKey, Pat h,
Delimter

Supported parameters for WebCenter Sources: DocNane, Docl d,
Revi si onSel ect i onMet hod, Rendi ti on, Quer yt ext, Quer yFor nat,
Securi t yGroup, Docunment Account

¢ getlnstanceDet ail s - Get the details of instances created by the Event. It
requires event Sessi onl d as mandatory input parameter. The response contains
the details of each instance (one instance per file). By default only minimal info is
provided, to get the full details you need to set the i nDet ai | attribute to true.

e get Event St at us - To get the overall Event status about counts of how many files
are processed successfully or failed or in progress along with the Event status (for
example Done or errored). It requires event Sessi onl d as mandatory input
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parameter. The response contains the count of instances in different states and
status of the Event.

All the operations of the Event SOAP service are protected by user name token policy,
to invoke MFT Event Service in SOAP, you must provide the user name token client

policy.

Setting Up Priorities

You can define priorities for transfers so that messages of High priority are processed
first.

You can control the order message processing and transfer of the payload based on the
priority of the associated transfer where messages of HIGH priority are processed first,
followed by MEDIUM, then LOW. If the priority of more than one transfer is the same,
then the messages are picked and processed in order of submission. Priority is an
attribute added to the MFT meta model and the priority defined on the Transfer page
is persisted in the MDS.

The message priority is shown in the reports for source/transfer/target modules. The
priority at source is inherited from the transfer. If there is more than one transfer then
the highest priority of all transfers is considered for the source level message
processing and is shown in the reports.

You can view the priority in artifact specific instances in the Monitoring
dashboard. The Monitoring dashboard also provides a filter so that you can search the
messages based on priority.

Deploying and Testing Transfers

After you create a transfer and its associated source and targets, you deploy the
transfer to activate it, then test it to make sure it works as designed.

Note:

Before adding a schedule, test the transfer without one to ensure that it works
properly. See Setting Up Schedules.

Deploying a Source, Target, or Transfer

Every artifact tab has a Deploy button. Before a transfer can deliver files, it must be
deployed. You can deploy sources and targets separately to make them available for
use in multiple transfers.

The deployment process has three steps:
1. The deployment user interface displays the list of files to be deployed.
2. The files are validated.

3. If the validation is successful, the artifact is deployed.

Deploying a transfer for the first time automatically deploys the associated source and
targets if they have been saved but not deployed. However, after the initial
deployment, each artifact must be separately redeployed after any modifications.
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Oracle Managed File Transfer maintains the version of the artifact. When an artifact is
deployed, the current version of the artifact is deployed. The Oracle Managed File
Transfer runtime engine operates only on the deployed version.

You can monitor, disable, and undeploy artifacts that have been deployed; see
Monitoring Deployed Sources_ Targets_ and Transfers.

How to Tell If a Transfer Is Successful

To test a deployed transfer, copy to the source location a test file of the type the
transfer is designed to deliver.

If you applied a content filter, you can also verify that a file of the wrong type is not
transferred. See Setting Up Content Filters.

Note:

If you copy a binary file to the source location using an FTP client external to
Oracle Managed File Transfer, be sure to configure it for binary transfer.
Otherwise the file might become corrupted. Processing actions such as
compression and encryption might not work properly.

Locating Received Files

You can verify that the transfer worked by verifying that the test file arrived at the
target location.

If you applied preprocessing or postprocessing actions such as compression or
encryption, you can examine the delivered file to verify that these actions occurred.
See Setting Up Source Processing Actions and Setting Up Transfer Preprocessing and
Postprocessing Actions.

You can also verify that actions such as moving and renaming occurred. See Archiving
and Deleting Files Before Delivery and Moving and Renaming Files After Delivery.

Watching Active Deliveries

If your test file is large, you can watch its progress on the Dashboard tab of the
Monitoring page. See Monitoring Active Deliveries.

Importing and Exporting Transfers

Exporting a transfer saves the transfer configuration and its associated source and
target configurations to a ZIP file. Sources and targets cannot be exported separately.

To export a transfer, open the transfer and click the Export button. You can download
the transfer with or without a config plan.

You can import a transfer you have previously exported. The steps for this process are:

1. Open the Import/Export tab on the Administration page.
2. Click Browse.
An operating system file uploading dialog box opens.

3. Select the directory from which to upload the file.
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4. Select the ZIP file to upload.
5. Click Open.
The full path to the file appears in the Import text box next to the Browse button.

6. Click Import.

This overwrites a transfer artifact with the same name, and overwrites any associated
source and targets with the same names.
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Processing Transfers with Custom Callouts

This chapter describes how to create and use custom callouts for file transfer
preprocessing and postprocessing in Oracle Managed File Transfer (MFT).

To create callouts, you must be familiar with Java and XML code and with creating
transfers as described in Designing Artifacts: Transfers, Sources, and Targets.

This chapter includes the following sections:

¢ Understanding Custom Callouts

* C(Creating a Custom Callout: High-Level Steps
* Creating the Code

* Creating the Callout Definition File

® Locating the Callout Directory

¢ Running the createCallouts Command

e Testing the Callout

* Reference Files

¢ Validating Checksum on Custom Callout

Understanding Custom Callouts

Oracle Managed File Transfer provides built-in compression, decompression,
encryption, and decryption actions for transfer preprocessing and postprocessing. See
Setting Up Transfer Preprocessing and Postprocessing Actions and Setting Up Source
Processing Actions for details.

You can create new preprocessing and postprocessing actions, which are called custom
callouts. Examples of custom callout uses are as follows:

* Adding copyright headers or footers

¢ Validating content

¢ Notifying a separate application in case of delivery success or failure

* Invoking a separate application in case of delivery success or failure

* Adding custom headers or properties, which are persisted in the MFT database

¢ Adding an alternative encryption technique

This chapter uses a Newline Conversion callout example.
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Custom callouts can be associated with either the source or the target. The sequence of
processing action execution during a transfer is as follows:

1. Source preprocessing actions
2. Target preprocessing actions
3. Payload delivery

4. Target postprocessing actions

Note:

In the MFT console, target processing actions are configured at the transfer. In
Designing Artifacts: Transfers, Sources, and Targets, these actions are referred
to as transfer processing actions. In this chapter, these actions are referred to as
target processing actions.

Note:

Postprocessing occurs after file delivery. Therefore, the Active Deliveries and
File Finder views in the Dashboard tab on the Monitoring page show different
statuses if file delivery succeeds but postprocessing fails. Specifically, the
Active Deliveries view displays a Completed status but the File Finder view
displays a Failed status.

Table 3-1 summarizes the types of callouts you can create.

Table 3-1 Callout Types
- ____________________________________________________|

Callout Type Interface Name Payload Modification Header and Property
Modification

Preprocessing PreCalloutPlugi  Allowed Allowed
n

Postprocessing ~ PostCalloutPlugi Not Allowed Allowed
n

Creating a Custom Callout: High-Level Steps

The high-level steps for creating a custom callout are:

1. Create the Java source code based on the appropriate interface and package it in a
JAR file. See Creating the Code.

2. Create a callout definition XML file based on the callout schema. See Creating the
Callout Definition File.

3. Copy the JAR file and the XML file into the callout directory. See Locating the
Callout Directory.

4. Run the createCallouts WLST command to configure the callout in MFT. See
Running the createCallouts Command.
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5. Test the callout by using it in a file transfer. See Testing the Callout.

The following sections describe these steps in detail using a Newline Conversion
callout example. A newline, also known as a line break or end-of-line (EOL) marker, is
a special character or sequence of characters signifying the end of a line of text. Unix
operating systems use different newline characters than DOS (and Windows)
operating systems. Using this callout, you can convert newline characters from DOS to
Unix or from Unix to DOS.

Creating the Code

This section includes the following topics:
* Java Code Requirements and Tips

¢ Java Code for the Newline Conversion Example

Java Code Requirements and Tips

The Java code defines the callout actions. It must meet these minimum requirements:

e It mustimport thej ava. i 0. | OException,java.io.|nput Stream
java.io. Qutput Streamandj ava. util . Map classes.

e [t must import the Pl ugi nQut put and Pl ugi nCont ext classes in the
comoracle.tip.nft.engine. processor. pl ugi n package.

¢ [t must implement the Pr eCal | out Pl ugi n or Post Cal | out Pl ugi n interface in
the com oracl e. cal | out package.

See PreCalloutPlugin Interface or PostCalloutPlugin Interface for the contents of
the interface.

¢ [t must be packaged in a JAR file.

You can include multiple callouts in the same JAR file or package them in separate
JAR files.

To make a callout set header variables, use code like this:

cont ext . get Cust onPr oper t yMap() . put (" name", "val ue");
cont ext . get Transpor t Header Map() . put ("name", "val ue");

To make a callout change the payload file name, use code like this:

Pl ugi nQut put pQut put = new Pl ugi nQut put () ;
pQut put . set NewFi | eNane("abc. xyz");
return pQutput;

To make a callout perform different actions for source preprocessing, source
postprocessing, target preprocessing, and target postprocessing, use code like this:

i f (message instanceof oracle.tip.nft.bean.SourceMessage){
/1 in case of source pre and post processing

} else if(message instanceof oracle.tip.nft.bean.|nstance){
/1 in case of target pre

} else if(message instanceof oracle.tip.nft.bean. Target Message ){
/1 in case of target post

}
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To compile the code, use a command like this, with the core MFT JAR file in the
classpath:

javac -classpath $MW HOVE/ nft/modul es/oracle.nft/core.jar <class>

To create the JAR file, use a command like this:

jar cf new ineConversion.jar

Java Code for the Newline Conversion Example

The Java class for the Newline Conversion example performs these actions:

1.

2.

5.

Specifies that the callout changes the payload.

Accepts the Type parameter value and determines whether it is Dos2Uni x or
Uni x2Dos.

Returns null if no Type value is provided.

Uses the doLi neConver si on method to rewrite each line in the payload with
the chosen newline characters.

Returns a copy of the payload file with the newlines changed.

Example - Newline Conversion Code shows the Java class code for the Newline
Conversion example.

package com oracle. callout.sanple;

inport java.io.BufferedReader;
inport java.io.BufferedWiter;
i mport java.io.Datal nput Stream

i mport java.io. DataQut put Stream
inport java.io.|CException;

i mport java.io.lnputStream

inport java.io.lnputStreanReader;
i mport java.io.CQutputStream
inport java.io.QutputStreanWiter;
inport java.util.Mp;

i mport oracle.tip.nft.engine.processsor. plugin. Pl uginContext;
import oracle.tip.nft.engine.processsor.plugin.PluginQutput;
import oracle.tip.nft.engine.processsor.plugin.PreCalloutPlugin;

public class New ineConversion inplements PreCalloutPlugin {

@verride
public bool ean i sPayl oadChangeRequi red( Pl ugi nCont ext cont ext,
Map<String, String> calloutParans) {
return true;

}

@verride
public PluginQutput process(PluginContext context, InputStreaminput,
Qut put Stream out, Map<String, String> calloutParans) {
String type = call outParans. get (" Type");
bool ean isDos = fal se;
if ("Unix2Dos".equal s(type)) {
i sDos = true;
}

doLi neConversi on(i nput, out, isDos);
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return new Pl uginQutput();
}

@verride
public PluginQutput process(PluginContext context, InputStreaminput,
Map<String, String> calloutParams) {
return nul l;

}

public static final String DOS_NEWLINE = "\r\n";
public static final String UNTX_NEWLINE = "\n";

private void doLineConversion(lnputStreamin, QutputStream out,
bool ean isDos) {
String newLineChar = null;
if (isDos) {
newLi neChar = DOS_NEW LI NE;
} else {
newLi neChar = UNI X_NEW LI NE;

Buf f er edReader bufferlin = null;
Buf feredWiter bufferQut = null;
try {
Dat al nput Stream datal n = new Dat al nput St rean(in);
bufferin = new Buf feredReader (new | nput StreanReader (dataln));
Dat aQut put Stream dat aCut = new Dat aCut put Strean{out);
buf ferQut = new BufferedWiter(new QutputStreamiiter(dataCut));
/1 For each l'ine in the un-normalized file
String line;
while ((line = bufferin.readLine()) != null) {
/1 Wite the original line plus the operating-system dependent
Il newine
bufferQut.wite(line);
buf ferQut. wite(newLi neChar);

} catch (Exception e) {
t hrow new Runti meException(e);
} finally {
try {
bufferlin.close();
bufferQut. cl ose();
} catch (I OException e) {
t hrow new Runti meException(e);
}

}

Creating the Callout Definition File

The definition file specifies the callout structure in the MFT configuration. It must
meet these requirements:

¢ It must conform to the XML format specified in the cal | out . xsd schema file. See
Callout Definition Schema for the contents of the schema file.

You can include multiple callouts in the same definition file or package them in
separate definition files.
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e Theti neout attribute of the Cal | out element must have a value (in seconds) to
prevent an insufficiently debugged callout with an infinite loop from running too
long.

e Thei npl ement at i ond ass attribute of the Cal | out element must reference the
Java class name, including the package name.

e Thel i braryNane attribute of the Cal | out element must reference the JAR file
name.

o If the Java class has input parameters, corresponding Par anet er elements must
be specified.

Example - Newline Conversion Callout Definition File shows the callout definition
file for the Newline Conversion example.

Example - Newline Conversion Callout Definition File

<?xm version="1.0" encodi ng="UTF-8"?>
<nft:Callouts xmns:nft="http://xmns.oracle.comnft"”
xm ns: xsi ="http: //ww. w3. or g/ 2001/ XM.Schema- i nst ance”
xsi:schemalocation="http://xmns.oracle.com nft callout.xsd ">
<nft:Callout description="New |ine conversion"
hel pText="New | i ne conversi on"
groupNanme="Sour ce- pre, Target-pre" ti meout="300"
i mpl ement ati ond ass="com oracl e. cal | out. sanpl e. New i neConver si on"
I'i braryName="new i neConversion.jar" name="New |ine conversion">
<nft:Paraneter description="Type" mandatory="true" hel pText="Type"
nane="Type" |i st Val ue="Dos2Uni x, Uni x2Dos"
par amet er Type="string" defaul t Val ue="Dos2Uni x"/ >
</nft:Callout>
</nft:Callouts>

Locating the Callout Directory

After you have created the JAR file and the definition file, you must copy them into
the MFT callout directory. The default location of this directory is as follows:

FMW HOVE/ user _proj ect s/ donai ns/ soainfra/nft/callouts

To verify the location, you can look at the MFT configuration.

The steps for this process are:
1. Go to the Administration page.
2. Inthe left navigation pane, click Server Properties.

3. Look at the Callout Directory setting near the top of the page.

Running the createCallouts Command

After you have copied the JAR file and the definition file into the MFT callout
directory, you must use the cr eat eCal | out s command to upload the callout
definition to the MFT configuration.

The steps for this process are:

1. Start WLST using the steps described in Running WLST Commands.
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2.

4.

Specify the full path to the callout definition file using the cr eat eCal | out s
command:

crtCal I s('/hone/user_projects/donmai ns/ soai nfra/nft/cal | outs/ New ine. xm")
The example uses the crt Cal | s abbreviation.

Verify that the callout has been added using the | i st Cal | out s command:
|'istCallouts()

Exit WLST using the steps described in Running WLST Commands.

For more information about MFT WLST commands, see MFT WLST Command
Summary and MFT Custom WLST Commands in WLST Command Reference for SOA
Suite.

Testing the Callout

After you create the callout and upload its definition, you must test it to be sure it
works as designed.

The high-level steps for testing a custom callout are:

1.

Add the callout to a source or target and deploy the associated transfer. See Adding
the Callout to a Source or Adding the Callout to a Target.

After the transfer runs, look at the source or target report. See Viewing the Report
to Verify the Callout Action.

Update the callout if you need to correct errors or make improvements. See
Updating the Callout.

Note:

If you were logged into the MFT console when you ran the cr eat eCal | out s
command, you must log out and log in again before you can add the callout to
a source or target.

Adding the Callout to a Source

The steps for adding the Newline Conversion callout to a source are:

1.

Click the arrow to the left of Sources in the left pane navigator.

The sources are listed.

Click the source name or right-click it and then select the Open menu item.
The source tab opens.

Click the arrow to the left of Actions.

The Actions section opens.

Click add processing actions.

The Processing Actions dialog opens.
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9.

Select New line conversion from the All Actions drop-down list.

Click Add to List.

To remove an action from the list, click the Delete icon to the right of the action.
Type Dos2Uni x or Uni x2Dos in the Type text box.

Click OK.

To cancel adding actions, click Cancel.

Save and optionally Deploy the source.

10. Add the source to a transfer and Deploy the transfer.

See Deploying and Testing Transfers for more information.

Adding the Callout to a Target

The steps for adding the Newline Conversion callout to a target are:

1.

Click the arrow to the left of Transfers in the left pane navigator.

The transfers are listed.

Click the transfer name or right-click it and then select the Open menu item.
The transfer tab opens.

Click the arrow to the left of the target.

The target settings are displayed.

Click add preprocessing actions.

The Pre-Processing Actions dialog opens.

Select New line conversion from the All Actions drop-down list.

Click Add to List.

To remove an action from the list, click the Delete icon to the right of the action.
Type Dos2Uni x or Uni x2Dos in the Type text box.

Click OK.

To cancel adding actions, click Cancel.

Save and Deploy the transfer.

See Deploying and Testing Transfers for more information.

Viewing the Report to Verify the Callout Action

To access the report for the source or target, go to the Monitoring page and see
Interpreting Source_ Transfer_ and Target Reports.

The New line conversion callout is listed in the Source Pre-Processing table in the
source report or the Target Pre-Processing table in the target report. The Status column
of either table shows the value Processed if the callout action was successful.
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In addition, the Advanced section of the report includes payl oadMbdi f i ed=yes in
the Message Property field if the callout action was successful.

See Source Reports or Target Reports for more information.

Updating the Callout
Keep these points in mind when updating callouts:
* No MFT server restart is needed when creating or updating callouts.

¢ If you change only the Java code, and the parameters are unchanged, all you need
to do is copy the new JAR file into the callouts directory.

e If you change the definition file, and the parameters are unchanged, all you need to
do is use the updat eCal | out s command to reload the callout definition.

¢ If you add, delete, or modify callout parameters, you must perform these steps:
1. Delete the callout using the del et eCal | out command.
2. Recreate the callout using the cr eat eCal | out s command.

3. Reconfigure the source or target to use the new callout version.

For more information about MFT WLST commands, see MFT WLST Command
Summary and MFT Callout Commands in WLST Command Reference for SOA Suite.

Reference Files

This section lists the contents of the following files:
¢ PreCalloutPlugin Interface
e PostCalloutPlugin Interface

e (Callout Definition Schema

PreCalloutPlugin Interface

Example - PreCalloutPlugin Interface shows the Java code for the
com or acl e. cal | out. PreCal | out Pl ugi n interface.

Example - PreCalloutPlugin Interface

public interface PreCalloutPlugin {

/ *

Dependi ng on the return of this function output streamfor changing the
pay load content will be passed. Only if the payl oad change is required
return true.

@ar am cont ext
@ar am cal | out Par ams
@eturn

*
*
*
*
*
*
*
*
*

/
public bool ean isPayl oadChangeRequi red(final PluginContext context,
final Map<String, String> calloutParans);

/**

* This function will be called only if the isPayl oadChangesRequired returns
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true. This method nust wite final pay load content to the output stream
Any custom properties or the header properties can be set at the context
| evel .

*
*
*
*
* @aram cont ext
* @aram input
* @ar am out
* @aram cal | out Par ams
* @eturn
*/
public PluginQutput process(final PluginContext context,
final InputStreaminput, CQutputStream out,
final Map<String, String> calloutParans);

/**

* This function will be called only if the isPayl oadChangesRequired returns
* false. Any custom properties or the header properties can be set at the
* context level.

@ar am cont ext
@aram i nput
@ar am out
* @aram cal | out Par ans
* @eturn
*/
public PluginQutput process(final PluginContext context,
final InputStreaminput, final Map<String, String> calloutParans);

* % % %

}

PostCalloutPlugin Interface

Example - PostCalloutPlugin Interface shows the Java code for the
com or acl e. cal | out. Post Cal | out Pl ugi n interface.

Example - PostCalloutPlugin Interface
public interface PostCalloutPlugin {

/**

* Any custom properties or the header properties can be set at the
* context |evel.
*
* (@aram cont ext
* @aram i nput
* @aram out
* @aram cal | out Par ans
* @eturn
*|
public PluginQutput process(final PluginContext context,
final InputStreaminput, final Map<String, String> call outParans);

}

Callout Definition Schema

The cal | out . xsd file defines the format of the callout definition XML file. Example -
Callout Definition Schema shows its contents.

Example - Callout Definition Schema

<?xm version="1.0" encodi ng="UTF-8"?>
<xsd: schema target Namespace="http://xmns. oracle.com nft"
xm ns="http://ww. w3. org/ 2001/ XM.Schena"
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xm ns: xsd="http: // wwv. w3. or g/ 2001/ XM_Schema"
xmns:nft="http://xnmns.oracle.comnft"
el ement For mDef aul t ="qual i fied">

<xsd: el ement name="Cal | outs">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement name="Cal | out" ninCccurs="0" maxCccurs="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement minCccurs="0" maxCccur s="unbounded"
ref="nft: Paraneter"/>
</ xsd: sequence>
<xsd:attribute name="nane" use="required">
<xsd: si npl eType>
<xsd:restriction base="nft:non-enpty-string">
<xsd: maxLengt h val ue="128"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
<I-- multiple val ues separated by comm are supported, possible
val ues
Source-pre, Target-pre, Target-post -->
<xsd:attribute name="groupNanme" type="nft:non-enpty-string"
use="optional "/>
<xsd:attribute name="inpl enentationd ass" type="nft:non-enpty-
string"/>
<l-- jar nane -->
<xsd:attribute name="libraryNanme" type="nft:non-enpty-string"/>
<xsd:attribute name="tineout" type="xsd:integer" use="optional"
defaul t="30"/>
<xsd:attribute name="description" type="nft:non-enpty-string"/>
<xsd:attribute name="hel pText" type="nft:non-enpty-string"/>
</ xsd: conpl exType>
<xsd: uni que name="Cal | out _UK">
<xsd: sel ector xpath="nft:Callout"/>
<xsd: field xpat h="@ane"/>
</ xsd: uni que>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >

<xsd: el ement nanme="Paraneter" >
<xsd: conpl exType>

<xsd: attribute name="nane" type="nft:non-enmpty-string" use="required"/>

<xsd: attribute name="parameter Type" type="nft:paraneter TypeLOV"
use="required"/>

<xsd: attribute name="basic" type="bhool ean" use="optional" default="fal se"/>

<xsd: attribute name="mandat ory" type="bool ean" use="optional"
defaul t="fal se"/>

<xsd: attribute name="hi dden" type="hbool ean" use="optional " default="fal se"/>

<I-- nultiple values separated by comm is supported -->

<xsd: attribute name="groupNane" type="nft:non-enmpty-string"
use="optional "/>

<!-- sub-groups can have multiple values separated by comma. -->

<xsd: attribute name="sub-groups" type="nft:non-enpty-string"
use="optional "/>

<I-- VRule: defaul tVal ue and paraneter TypeLOV MUST match -->

<xsd:attribute name="defaul t Val ue" type="nft:non-enpty-string"
use="optional "/>
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<xsd:attribute name="listVal ue" type="nft:non-enpty-string"
use="optional "/>
<xsd:attribute name="napVal ue" type="nft:non-enpty-string"
use="optional "/>
<!-- changed refValue from|DREF to non-enpty-string as |DREF does not allow
",". In the
future refValue can have val ue separated by ",".
someQ her Parans" -->
<xsd:attribute name="refVal ue" type="nft:non-enpty-string" use="optional"/>
<I--attribute name="tpQverrideabl e" type="bool ean" use="optional"
default="true"/-->
<xsd:attribute name="overrideLevel " type="nft:overrideLevel LOV"
use="optional " default="all"/>
<xsd: attribute name="di spl ayName" type="nft:non-enpty-string"/>
<xsd:attribute name="description" type="nft:non-enpty-string"/>
<xsd:attribute name="hel pText" type="nft:non-enpty-string"/>
</ xsd: conpl exType>
</ xsd: el ement >

Ex: "xPat haParans,

<xsd: si npl eType name="overrideLevel LOV'>
<xsd:restriction base="string">

<xsd
<xsd
<xsd
<xsd
<xsd

enuner ation
enuner ation
enuner ation
enuner ation
enuner ation

val ue="admn"/>
val ue="tp"/>
val ue="host"/ >
val ue="tpa"/>
val ue="al | "/>

</xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType name="non-enpty-string">
<xsd:restriction base="string">
<xsd: minLength val ue="1"/>
</xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType name="par anet er TypeLOV" >
<xsd:restriction base="string">

<xsd: enumeration val ue="float"/>
<xsd: enuneration val ue="integer"/>
<xsd: enurerati on val ue="string"/>
<xsd: enurrer ation val ue="bool ean"/ >
<xsd: enumeration val ue="date"/>
<xsd: enumer ation val ue="SQ'/ >
<xsd: enumeration val ue="MJ'/ >
<xsd: enumeration val ue="credential"/>
<xsd: enurreration val ue="list"/>
<xsd: enurer ati on val ue="map"/>
<xsd: enumeration val ue="ref"/>
<xsd: enumer ation val ue="hex"/>

</xsd:restriction>
</ xsd: si npl eType>
</ xsd: schema>

Validating using Custom Callout

You can validate a custom callout action. For example, when validating checksum,
you can validate by setting the exception object in the plugin output in the callout
implementation.

The code for validation is as follows:
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public PluginQutput process(PluginContext context, InputStreaminput,
Map<String, String> calloutParams) {

Pl ugi nQut put res = new Pl ugi nQut put() ;

bool ean isValid = validateChecksun{context, input, calloutParans) ;

if( ! isValid ){res.setException(new Exception("Checksum nm smatch, corrupted
payload.")) ;

}

returnres ;

}

The checksum action status for the above example will be failed for the instance report
page. The message status will be Failed[Pre-processing].
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Integrating Oracle Managed File Transfer
with Other Products

This chapter describes how to use Oracle Managed File Transfer (MFT) in application
integrations.

This chapter includes the following sections:

¢ Compatible Technologies and Integration Strategies
* Managing Domains

¢ Integrating with Oracle SOA Suite

¢ Integrating with Oracle Service Bus

* Integrating with Oracle B2B

¢ Integrating with Oracle Healthcare

¢ Integrating with Oracle Data Integrator

¢ Integrating with Web Services

¢ Integrating with Oracle WebCenter Content

¢ Integrating with Oracle Storage Cloud Service

e MFT WSDL Files

Compatible Technologies and Integration Strategies

Compatible Technologies and Integration Strategies summarizes the technologies
compatible with Oracle Managed File Transfer and the basic strategies for integration.

Table 4-1 Compatible Technologies and Integration Strategies for Oracle Managed

File Transfer
-

Technology Source and Target Types Integration Strategy
File system File, FTP Remote, sFTP Use standard file management and FTP
Remote, FTP Embedded, or sFTP commands.
sFTP Embedded
Web services SOAP, SOA, Service Bus,  Configure the integrating application to
ODI recognize the source or target as a web
service.
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Table 4-1 (Cont.) Compatible Technologies and Integration Strategies for Oracle

Managed File Transfer
- ___________________________________________________________|

Technology Source and Target Types Integration Strategy

B2B B2B, Healthcare Configure the integrating application to
recognize the source or target as a
trading partner channel or endpoint.

Within each technology, each integrating application recognizes Oracle Managed File
Transfer differently. Here are some examples:

¢ A SOA source in Oracle Managed File Transfer corresponds to an MFT reference
binding component in SOA.

¢ A SOA target in Oracle Managed File Transfer corresponds to an MFT service
binding component in SOA.

® A Service Bus source in Oracle Managed File Transfer corresponds to a business
service in Oracle Service Bus.

* A Service Bus target in Oracle Managed File Transfer corresponds to a proxy
service in Oracle Service Bus.

Some integrating applications, such as SOA, recognize Oracle Managed File Transfer
with a specific component or setting. Others, such as Oracle Service Bus, recognize
Oracle Managed File Transfer generically according to the technology.

Managing Domains

You must configure domains for SOA, Service Bus, B2B, Healthcare, and ODI sources
and targets if these integrating applications are not collocated on the same Oracle
WebLogic Server instance or cluster with Oracle Managed File Transfer.

The steps for this process are:
1. Open the Domains tab on the Administration page.

2. Click the Add icon.

An empty row is added to the domain table.
3. Enter the following information in the table cells:

* Domain Alias: The host name for connecting to the domain.

The Domain Alias setting for a source or target maps to this alias.

¢ Connection URL: The service endpoint URL for connecting to B2B and
Healthcare applications running on remote servers. These servers can be in the
same Oracle WebLogic Server domain as Oracle Managed File Transfer or in a
different domain. It is used to send messages to B2B and Healthcare targets.

* User: The user as whom to access the domain.
e Password: The user password.

¢ Confirm Password: The user password confirmation.
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¢ Tracking URL: The URL for the source or target location from or to which files
are transferred, if different from the Connection URL. See Specifying the
Tracking URL for more information.

¢ Type: The domain type, B2B, Healthcare, SOA, Service Bus, or ODL

This is only an optional label. It does not determine which domains are
available for which source and target types.

* Description: A text description of the domain.

¢ Example: t3:/ /host:port (host and port details of the WLS Server where B2B is
running).

4. Click Show Domain Details to display a list of referring sources and targets for
the selected domain.

By default, all source and target types are listed. You can uncheck B2B,
Healthcare, SOA, Service Bus, or ODI to hide sources and targets of that type.

5. Click Save.

To delete a domain, select the table row and click the Delete icon. To cancel all
changes since you last saved, click Revert.

After you create sources and targets that reference the domain aliases, you can select a
domain and click Show Domain Details to see the referring sources and targets.

Specifying the Tracking URL

The Tracking URL is the URL for the source or target location from or to which files
are transferred, if different from the Connection URL.

For all domain types, the tracking URL is the console URL used to access the
respective reporting module for the product being integrated. This URL can be the
load balancer IP or server address. It is used in generating the dynamic URL to open
the respective reporting page from the Oracle Managed File Transfer monitoring
module. For examples, see Interlinked SOA and MFT Reports, Interlinked B2B and
MEFT Reports, and Interlinked Healthcare and MFT Reports

When you select a Domain Alias for a source or target, all configured domains are
available for B2B and Healthcare targets, but only domains with a tracking URL are
available for B2B and Healthcare sources and for SOA, Service Bus, and ODI sources
and targets.

The connection URL for B2B remote integration points to the B2B managed server.
However, remote B2B report integration may use the HTTP URL of a load balancer
instead, in which case you must specify a tracking URL.

The connection URL for Oracle SOA Suite points to the SOA managed server.
However, because Oracle Enterprise Manager Fusion Middleware Control runs on the
administration server, the URL for flow trace navigation is different. Therefore, to
ensure that report interlinking works as described in Interlinked SOA and MFT
Reports, you must specify a tracking URL.

Tracking URL syntax is as follows:

http://host: port#domai n_name#domai n_t ype

The default for the optional domai n_t ype is webl ogi c_domai n.
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For example, if the MFT console URL is nf t . exanpl e. com 8001 and both MFT and
Fusion Middleware Control for SOA are in the same nft _dormai n, use this as the
tracking URL:

http://nft.exanpl e. com 8001#nft_domain

If the Fusion Middleware Control console URL is soa. exanpl e. com 21374 and
Fusion Middleware Control is in the W.S_SOA domain, use this as the tracking URL:

http://soa. exanpl e. com 21374#W.S_SOA

Integrating with Oracle SOA Suite

Oracle JDeveloper provides a specialized MFT component under BPEL Services to
represent an Oracle Managed File Transfer source or target in a BPEL process. After
you create a source or target of type SOA in Oracle Managed File Transfer, you create
a corresponding MFT component in your SOA application.

Integration between SOA and MFT uses several WSDL files. See MFT WSDL Files for
more information.

You must configure a SOA domain in Oracle Managed File Transfer if Oracle SOA
Suite is not collocated with MFT. To ensure that report interlinking works as described
in Interlinked SOA and MFT Reports, you must specify a tracking URL. For more
information, see Specifying the Tracking URL.

Creating an MFT Reference for a SOA Source

A SOA source in Oracle Managed File Transfer corresponds to an MFT reference
binding component in SOA. The SOA application sends the file.

The steps for this process are:
1. Create a new SOA Application and project in Oracle JDeveloper.
2. With the project open, display the Technology section of the Component Palette.

3. Drag and drop the MFT component icon into the right Partner Link swimlane.
The MFT Configuration Wizard opens.

4. On the MFT Adapter Reference page, specify a name or accept the default name of
nf t Ref er encenunber . Reference is selected as the binding. Click Next.

5.  On the Adapter Interface page, select Define using a new MFT Reference. Click
Next.

6. On the Service Connection page, select the connection to the Oracle WebLogic
Server on which Oracle Managed File Transfer is installed from the AppServer
Connection drop-down list. Select the managed server on which Oracle Managed
File Transfer runs from the SOA Server drop-down list if it does not autofill. Click
Test MFT to test the communication with Oracle Managed File Transfer. Click
Next.

7. On the Reference Configuration page, select the MFT source name from the
Source drop-down list. The endpoint location autofills in the Endpoint field. Click
Finish.

8. The MFT component appears in the BPEL process. Work with it as you would any
external reference.
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Creating an MFT Service for a SOA Target

A SOA target in Oracle Managed File Transfer corresponds to an MFT service binding
component in SOA. The SOA application receives the file.

The steps for this process are:

1. Create a new SOA Application and project in Oracle JDeveloper.
2. With the project open, display the Technology section of the Component Palette.

3. Drag and drop the MFT component icon into the left Partner Link swimlane. The
MFT Configuration Wizard opens.

4. On the MFT Adapter Reference page, specify a name or accept the default name of
nf t Ser vi cenunber . Service is selected as the binding. Click Finish.

5. The MFT component appears in the BPEL process. Work with it as you would any
exposed service.

Interlinked SOA and MFT Reports

An Oracle Managed File Transfer instance report for a SOA source or target has a
Correlation Flow ID link. Clicking this link opens the corresponding Flow Trace page
in Oracle Enterprise Manager Fusion Middleware Control for the SOA instance.

Likewise, a Fusion Middleware Control Flow Trace for Oracle Managed File Transfer
has a Managed File Transfer link in the Trace section. Clicking this link opens the
corresponding Oracle Managed File Transfer instance report.

To ensure that report interlinking works when Oracle SOA Suite is not collocated with
MFT, you must specify a tracking URL. For more information, see Specifying the
Tracking URL.

See Interpreting Source_ Transfer_ and Target Reports for more information about
Oracle Managed File Transfer instance reports.

Integrating with Oracle Service Bus

Oracle Service Bus uses a business service for outgoing data and a proxy service for
incoming data. The corresponding endpoints in Oracle Managed File Transfer are a
Service Bus source and a Service Bus target, respectively.

You must configure a Service Bus domain in Oracle Managed File Transfer if Oracle
Service Bus is not collocated with MFT. For more information, see Managing Domains.

Creating a Business Service for a Service Bus Source

A Service Bus source in Oracle Managed File Transfer corresponds to a business
service in Oracle Service Bus. Oracle Service Bus calls Oracle Managed File Transfer
and Oracle Service Bus sends the file. You can create a business service from either
Oracle JDeveloper or the Oracle Service Bus console.

For more information, see Creating and Configuring Business Services in Developing
Services with Oracle Service Bus.

Creating a Business Service in Oracle JDeveloper

The steps for this process are:
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Open or create the application and project to which you want to add the business
service.

In the Application Navigator, right-click the project and select New > Business
Service to display the Create Business Service wizard. On wizard pages not
mentioned, you can accept the default values and click Next.

On the Business Service Create Service Page, type a name, and set the Definition to
WSDL.

Click Browse. Navigate to the W.S Home/ nft/integrati on/ wsdl directory
and select the MFTSOASer vi ce. wsdl file. Click OK.

See MFT WSDL Files for more information about this file.
The WSDL settings appear on the Create Service Page. Click Next.

On the Business Service Transport Configuration Page, set the Protocol to ht t p.
Set the Endpoint URI to match the URL setting in the Service Bus source. Click
Create.

The Business Service Definition Editor appears with the general configuration of
the new business service displayed.

Creating a Business Service in the Oracle Service Bus Console

The steps for this process are:

1.

Import the WSDL file for Oracle Managed File Transfer into your Oracle Service
Bus project. The full path to this fileis W.S_Hone/ nft/i nt egrati on/ wsdl /
MFTSOASer vi ce. wsdl .

See MFT WSDL Files for more information about this file.

For instructions on the Service Bus side, see Importing and Exporting Resources
and Configurations in Developing Services with Oracle Service Bus.

In the Resource panel, select the project to which you want to add a business
service, and then click the down arrow next to the Create icon.

Select Business Service to display the Create Business Service wizard.

In the Create Service section of the Create page, enter a name for the business
service.

In the Service Definition section of the Create page, select WDL Based Ser vi ce.

. Click the Search icon to search for a WSDL resource. With all fields blank, click

Search. This finds all imported WSDL files. Select the WSDL file for Oracle
Managed File Transfer in the search results table. Click OK.

Once you specify the WSDL file, select the port or binding to use from the Port/
Binding field. Click Next.

On the Transport Page, set the Protocol to ht t p. Set the Endpoint URI to match
the URL setting in the Service Bus target. Click Create.

The Business Service Definition Editor appears with the general configuration of
the new business service displayed.
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Creating a Proxy Service for a Service Bus Target

A Service Bus target in Oracle Managed File Transfer corresponds to a proxy service in
Oracle Service Bus. Oracle Managed File Transfer calls Oracle Service Bus and Oracle
Service Bus receives the file. You can create a proxy service from either Oracle
JDeveloper or the Oracle Service Bus console.

For more information, see Creating and Configuring Proxy Services in Developing
Services with Oracle Service Bus.

Creating a Proxy Service in Oracle JDeveloper

The steps for this process are:

1.

Open or create the application and project to which you want to add the proxy
service.

In the Application Navigator, right-click the project and select New > Proxy
Service to display the Create Proxy Service wizard. On wizard pages not
mentioned, you can accept the default values and click Next.

On the Proxy Service Create Service Page, type a name, and set the Definition to
WSDL.

Click Browse. Navigate to the W.S Hore/ nft/integrati on/ wsdl directory
and select the MFTAny TypeSer vi ce. wsdl file. Click OK.

See MFT WSDL Files for more information about this file.
The WSDL settings appear on the Create Service Page. Click Next.

On the Proxy Service Transport Configuration Page, set the Protocol to ws. Set the
Endpoint URI to match the URL setting in the Service Bus target. Click Create.

The Proxy Service Definition Editor appears with the general configuration of the
new proxy service displayed.

Creating a Proxy Service in the Oracle Service Bus Console

The steps for this process are:

1.

Import the WSDL file for Oracle Managed File Transfer into your Oracle Service
Bus project. The full path to this fileis W.S_Hone/ nft/i nt egrati on/ wsdl /
MFTAny TypeSer vi ce. wsdl .

See MFT WSDL Files for more information about this file.

For instructions on the Service Bus side, see Importing and Exporting Resources
and Configurations in Developing Services with Oracle Service Bus.

In the Resource panel, select the project to which you want to add a proxy service,
and then click the down arrow next to the Create icon.

Select Proxy Service to display the Create Proxy Service wizard.
In the Create Service section of the Create page, enter a name for the proxy service.

In the Service Definition section of the Create page, select WSDL Based Ser vi ce.
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Click the Search icon to search for a WSDL resource. With all fields blank, click
Search. This finds all imported WSDL files. Select the WSDL file for Oracle
Managed File Transfer in the search results table. Click OK.

Once you specify the WSDL file, select the port or binding to use from the Port/
Binding field. Click Next.

On the Transport Page, set the Protocol to ws. Set the Endpoint URI to match the
URL setting in the Service Bus target. Click Create.

The Proxy Service Definition Editor appears with the general configuration of the
new proxy service displayed.

Integrating with B2B

B2B recognizes Oracle Managed File Transfer as a Remote Trading Partner. B2B uses
an external delivery channel to send files to Oracle Managed File Transfer. B2B
requires no special configuration to receive files. Instead, you configure a B2B domain
in Oracle Managed File Transfer.

Creating a Remote Trading Partner Channel for a B2B Source

A B2B source in Oracle Managed File Transfer corresponds to an external delivery
channel for a Remote Trading Partner in B2B. You can either configure a B2B domain
in Oracle Managed File Transfer (see Managing Domains) or configure a channel in
B2B.

The steps for this process are:

1.

2.

Go to the Partners page in B2B.

Select the remote trading partner in the Partner pane, or create a new remote
trading partner.

Select the Channels tab.

Type a Name for the new channel.

Select Generi ¢ MFT- 1. 0 from the Protocol drop-down list.

On the Transport Control Parameters tab, set the following parameters:

URL: The URL for connecting to Oracle Managed File Transfer.
User name: The username for connecting to Oracle Managed File Transfer.

Password, Confirm Password: The password for connecting to Oracle
Managed File Transfer.

Source: The name of the B2B source in Oracle Managed File Transfer.

Transfer: The name of the transfer associated with the B2B source. This is
optional.

Target: The name of the target associated with the B2B source. This is optional.

Source is always required. URL, User name, and Password are required if B2B
must connect to Oracle Managed File Transfer on a different server.

Click Save.
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8. The external delivery channel is ready to send files to Oracle Managed File
Transfer.

For more information, see Configuring Channels in User’s Guide for Oracle B2B.

Configuring a B2B Domain for a B2B Target

A B2B target in Oracle Managed File Transfer calls the EJB for the Host Trading
Partner in B2B. No B2B configuration is needed. However, you must configure a B2B
domain in Oracle Managed File Transfer if B2B is not collocated. For more
information, see Managing Domains.

Interlinked B2B and MFT Reports

An Oracle Managed File Transfer instance report for a B2B source or target has a
Correlation Flow ID link. Clicking this link opens the corresponding Business Message
report for the B2B instance.

Likewise, a B2B Business Message report for Oracle Managed File Transfer has an
MEFT Flow link in the Flow Trace column of the Result table. Clicking this link opens
the corresponding Oracle Managed File Transfer instance report.

See Interpreting Source_ Transfer_ and Target Reports for more information about
Oracle Managed File Transfer instance reports.

Integrating with Healthcare

Oracle SOA Suite for healthcare integration (Healthcare) recognizes Oracle Managed
File Transfer as a Remote Endpoint. Healthcare uses an outbound endpoint to send
files to Oracle Managed File Transfer and an inbound endpoint to receive files. You
must also configure a Healthcare domain in Oracle Managed File Transfer.

You must configure a Healthcare domain in Oracle Managed File Transfer if
Healthcare is not collocated with MFT. For more information, see Managing Domains.

Creating an Outbound Endpoint for a Healthcare Source

A Healthcare source in Oracle Managed File Transfer corresponds to an outbound
endpoint for a Remote Endpoint in Healthcare.

The steps for this process are:

1. In Healthcare, in the Configuration tab under the Design tab, click the Endpoint
folder and then click the Create icon.

2. In the Create window, enter the following and click OK:
* Name: Type a name for the new endpoint.
e Transport Protocol: Select MFT.
¢ Direction: Select Outbound.

* Source: Type the MFT source name.

The endpoint is displayed in the right panel of the Healthcare user interface.
3. Find the document to be transferred under the Document Protocol folder.

4. Drag and drop the document to be transferred into the Document to Send table.
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5. Save the endpoint.

For more information, see Working with Endpoints in Healthcare Integration User’s
Guide for Oracle SOA Suite.

Creating an Inbound Endpoint for a Healthcare Target

A Healthcare target in Oracle Managed File Transfer corresponds to an inbound
endpoint for a Remote Trading Partner in Healthcare.

The steps for this process are:

1. In Healthcare, in the Configuration tab under the Design tab, click the Endpoint
folder and then click the Create icon.

2. In the Create window, enter the following and click OK:
e Name: Type a name for the new endpoint.
¢ Transport Protocol: Select MFT.

e Direction: Select Inbound.

The endpoint is displayed in the right panel of the Healthcare user interface.
3. Click the Transport Details button.
4. In the Transport Protocol Parameters window, enter the following and click OK:
* Source: Type the MFT source name.
* URL: Type the URL of the MFT source.
¢ Username: Type the MFT username.

¢ Password, Confirm Password: Type the password for the MFT username.

The endpoint is updated.
5. Find the document to be transferred under the Document Protocol folder.
6. Drag and drop the document to be transferred into the Document to Receive table.

7. Save the endpoint.

For more information, see Working with Endpoints in Healthcare Integration User’s
Guide for Oracle SOA Suite.

Interlinked Healthcare and MFT Reports

An Oracle Managed File Transfer instance report for a Healthcare source or target has
a Correlation Flow ID link. Clicking this link opens the corresponding report for the
Healthcare endpoint.

Likewise, a Healthcare endpoint instance report for Oracle Managed File Transfer has
an MFT source or target icon. Clicking this icon opens the corresponding Oracle
Managed File Transfer instance report.

See Interpreting Source_ Transfer_ and Target Reports for more information about
Oracle Managed File Transfer instance reports.
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Integrating with Oracle Data Integrator

Oracle Managed File Transfer can integrate with Oracle Data Integrator (ODI) in one
of two ways:

¢ Through the file FTP or sFTP.

Using the file system is the simplest and most common integration method.

¢ Through web services, using the OdilnvokeWebService tool for ODI sources or
configuring data services for ODI targets.

For the web service integration method, you must configure an ODI domain in
Oracle Managed File Transfer if Oracle Data Integrator is not collocated with MFT.
For more information, see Managing Domains.

Using the file system is best for large files and batch processing, while using web
services is more suited to smaller payloads for updates or trickle feeds.

Using the File System and FTP and SFTP for ODI Integration

When you use the file FTP and SFTP for ODI integration, you use ODI source or target
types by selecting the binding type as File, FITP Remote and SFTP Remote. The use
cases are as follows:

ODI to MFT: A trigger event service is exposed as part of the trigger-based content
delivery feature. ODI invokes that service by providing the ODI/JCA source name
and other required parameters and in response a unique MFT id "Event Sessi onl d"
is returned. The source is validated and verified for Event invocation and then file
transfer is initiated. ODI can query the status of MFT instances by invoking another
operation "get | nst anceDet ai | s" in the same trigger service providing the
EventSessionld returned earlier.

MEFT to ODI: The odi | nvoke service acts in a post processing function. This post
processing function is used to configure the odi | nvoke service and is invoked after
delivering the payload to the JCA bindings configured at the ODI target. The

odi | nvoke service retrieves the payload from the JCA binding target type configured
at ODI target which and this retrieving is outside the scope of MFT. The MFT message
is marked as complete when payload delivery is complete and the odilnvoke service is
invoked.

These ODI transfers can use MFT features such as:

® Preprocessing, including encryption, decryption, and custom callouts that modify
the payload

® Scheduling

e Resubmission

Invoking a Web Service for an ODI Source

An ODI source in Oracle Managed File Transfer is exposed as a web service that ODI
can invoke using the OdilnvokeWebService tool.

Using an ODI source has the following limitations:

e MEFT doesn't support synchronous invocation.
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The response MFT sends to ODI includes only the MFT message ID.

MFT doesn't notify ODI of whether the transfer was successful.

However, you can create a custom callout to send a notification. See Processing
Transfers with Custom Callouts for more information.

The steps for this process are:

1.

2.

6.

In MFT, create an ODI source and enter a URL for the location.

In ODJ, in the Projects tree in the Designer Navigator, select the project and
package that will send a file to MFT.

Create an OdilnvokeWebService tool step in the package and select it.
Click the General tab under Properties.
Specify values for the following parameters:

* WSDL URL — Specify the URL of the MFT ODI source WSDL file. This is the
ODI source URL with a ?WSDL suffix. For example:

http:// ww. exanpl e. com 7001/ nf t app/ servi ces/ transf er/ odi - sr c- name?WsDL
See MFT WSDL Files for more information.

* Port Type — Specify MFTSer vi cePor t Type.

* Operation — Specify submi t .

* XML Request — Enter the web service payload, which includes SOAP headers
and the file to be transferred.

Select File > Save to save the package.

See Using the OdilnvokeWebService Tool in Developing Data Integrations with Oracle
Data Integrator for more information.

Creating a Data Service for an ODI Target

An ODI target in Oracle Managed File Transfer corresponds to a data service in ODL
ODI data services are specialized web services that provide access to data in
datastores. ODI generates these data services and deploys them to the web services
container in Oracle WebLogic Server.

Using an ODI target has the following limitations:

Input from the MFT source must adhere to the ODI data service schema.

The message type must be XML and must match the ODI WSDL format. MFT
cannot perform this validation.

MFT doesn't support synchronous messaging.
MEFT cannot access data exposed by the ODI data services.

The Attachment Payload Type and the By Reference Delivery Method are not
supported.

Small payloads, not large files, are recommended.
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The steps for this process are:

1.

5.

In OD], in the Models tree in the Designer Navigator, select the model that
contains the datastore.

Click the model to edit it.

Select Services.

Specify values for the following properties:

Application server — Specify the Oracle WebLogic Server host and port. For
example:

| ocal host: 7003

Namespace — Specify the MFT namespace:
http://xm ns.oracl e. con fmw/ nft/soap

Package name — Specify the package name:

com oracl e. nft

Name of Data Source — Enter a data source name.
Name of Data Service — Enter a data service name.

Active — Check the Active box next to the datastore to be exposed as a web
service.

Note the Web Service name and the Published entity. You need these to
configure the MFT target.

Select File > Save to save the model.

See Generating and Deploying Data Services in Administering Oracle Data Integrator for
more information.

After the data service is deployed in Oracle WebLogic Server, an MFT ODI target can
invoke the change operations exposed by the data service.

The steps for this process are:

1.

2.

In MFT, create a target of type ODIL

Specify the data service URL as the MFT target URL. For example:

http:// ww. exanpl e. com 15101/ nodel - nanme/ web- svc- nanme

Click the arrow to the left of Advanced Properties to display the properties.

Specify values for the following properties:

Service — Specify the Web Service name from the ODI model.

Port — Specify the port. By default, this is the Web Service name with a
SoapPor t suffix.

Action — Specify the web service method used to retrieve the transferred file.
By default, this is the Published entity from the ODI model with an add prefix
and a Li st suffix.

Integrating Oracle Managed File Transfer with Other Products 4-13



Integrating with Web Services

You can display web service information in Oracle WebLogic Server or Oracle
Enterprise Manager Fusion Middleware Control. See Developing JAX-WS Web
Services in Developing JAX-WS Web Services for Oracle WebLogic Server for more
information.

¢ Payload Type — Select Inline.
* Message Type — Select XML.
5. Save the target.
6. Add the target to a transfer.

7. In the transfer configuration, click the arrow to the left of Delivery Preferences to
display the options.

8. Specify Inline as the Delivery Method.

9. Save and Deploy the transfer.

Integrating with Web Services

Any application that can integrate with web services can integrate with Oracle
Managed File Transfer. Sources and targets of type SOAP are exposed as standard
web service endpoints. The source and target settings you specify in Oracle Managed
File Transfer are also the settings you specify in the integrating application to allow it
to recognize the source or target.

The file MFTAny TypeSer vi ce. wsdl is for any type of application that integrates
with web services. See MFT WSDL Files for more information.

For more information about web services, see Overview of Web Services in Oracle
Fusion Middleware 12¢ in Understanding Web Services.

Integrating with Oracle WebCenter Content

Using Oracle MFT you can download and upload data from an Oracle content server
using the Remote Intradoc Client (RIDC) client jar provided by Oracle WebCenter
Content to connect and perform various actions. RIDC provides a thin communication
API for communication with Oracle WebCenter Content Server. This API removes
data abstractions to the Oracle WebCenter Content Server while still providing a
wrapper to handle connection pooling, security, and protocol specifics. RIDC supports
Intradoc socket-based communication and the HTTP protocol.

Using the HTTP protocol to connect to WebCenter Content via the RIDC client, MFT
supports the following properties for the HTTP protocol:

¢ ConnectionUrl

e Username

e Password

* Proxy server name
* Proxy user name

e isSecure

e socketTimeout
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e connectionWaitTime
¢ contentType

¢ useSystemProxy

MEFT exposes three content server services:

* GET_FILE: Service that returns a specific rendition of a content item revision. A
copy of the file is retrieved without performing a checkout.

e CHECKIN_UNIVERSAL: Service that performs a Oracle Content Server-controlled
check in.

e GET_SEARCH_RESULTS: Service that returns a list of content items that match
specific search criteria.

For complete information on Oracle WebCenter Content, see Developing with Oracle
WebCenter Content.

Integrating with Oracle Storage Cloud Service

Oracle Storage Cloud Service is part of the Infrastructure as a Service (IaaS) offerings.
It is an enterprise-grade, large-scale object storage solution for files and unstructured
data. Stored customer data is automatically redundantly stored to prevent data loss.
You can use the service to back up content to an offsite location, programmatically
store content, and share content with peers.

In Oracle Storage Cloud Service, data is stored in the form of objects. An object is most
commonly created by uploading a file, although it can also be created from ephemeral
unstructured data. Objects must be created within a container. A container is a user-
created resource, which can hold an unlimited number of objects. Containers however,
cannot store other containers. Both objects and containers can have custom metadata
associated with them.

For more information about Oracle Storage Cloud Service, see About Oracle Storage
Cloud Service in Oracle Storage Cloud Service.

Using MFT you can upload and download data between cloud and on-premise
locations. MFT can be used to automate those transfers.

MFT WSDL Files

Oracle Managed File Transfer provides WSDL files, which integrating applications can
use to create web service interfaces to Oracle Managed File Transfer. These files are
located in W.S _Horre/ nft /i nt egrati on/ wsdl . Table 4-2 describes these files.
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MFT WSDL Files

Table 4-2 MFT WSDL Files
- - - "

WSDL File Purpose Operations Usage
Name
MFTAnyTypeSe Used in MFT submi t Ref er ence For submi t Ref er ence,
rvi ce. wsdl SOAP sources subnitinline the FTP or FILE reference
and targets. Both i d is required in the
Accepts SOAP (?t Operauons respon MFTSer vi cel nput
messages, with the MFT Message ID element of the SOAP
includin and other tracking bodv. The
inc g y
generic parameters. Tar get Fi | eNane and
messages. contentldentifier
are optional.
For submi t I nli ne, the
payload can be any valid
XML code embedded
directly under the SOAP
body.
MFTServi ce.w Used in MFT submi t An FTP or FILE reference
sdl SOA sources Responds with the or an inline or binary
and targets. Message ID and other payload i§ required in the
Accepts SOA tracking parameters. MFTSer vi cel nput
messages. element of the SOAP
body. The
Tar get Fi | eNane and
contentldentifier
are optional.
MFTSOAServi ¢ An abstract subni t Same as
e. wsdl WSDL for Responds with the MFTSer vi ce. wsdl .
Oracle Message ID and other
J Develqper tracking parameters.
integration.
Used for

creating the
MFT reference
WSDL.

M-TDi scovery
Servi ce. wsdl

Used by Oracle
JDeveloper to
query all MFT
SOA sources.
Used during
MFT SOA

source selection,

MFT SOA

reference design,

and SOA
composite
application
building.

get Sour ces

Responds with the list of
sources matching the

type.

A single string parameter
representing the source
type is required in the
MFTSer vi cel nput
element of the SOAP
body. Allowed values for
MFTSer vi cel nput are
SQAP, SOA, OSB (for
Service Bus), or ODI .

ODI can have a subtype of
FILE. FTP, or SFTP.

ODI can invoke this
operation to list all ODI
sources with JCA sources
in the definition.
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Table 4-2 (Cont.) MFT WSDL Files
_____________________________________________________________________________|

WSDL File Purpose Operations Usage

Name

MFTResubni t S  Used to support resubm t Message Required input

ervi ce. wsdl resubmission of Responds with t r ue or parameters are
MFT source, f al se indicating success MessageType and
transfer, and or failure. Messagel D. Allowed
target instance values for MessageType
messages. are SOURCE, TARCET, or

TRANSFER. User

comments are optional.

Headers of these WSDL files appear in the Source Report and Target Report for a
transfer, which are accessible from the Monitoring page. For more information about
these reports, see Interpreting Source_ Transfer_ and Target Reports. For more
information about the WSDL file headers, see "Source Protocol Headers" and "Target
Protocol Headers" in the Oracle Fusion Middleware MFT Composer Help Online Help.

The MFT WSIL URL is as follows:

http://host:port/inspection.wsil/?appname=nft-app

The MFT Discovery Service URL is as follows:
http://host:port/nftapp/services/ MFTDi scoveryServi ce?WsDL

Note:

Some SOAP clients automatically generate an i nput tag in the WSDL file,
which MFT interprets as a payload and appends to the transferred file. If this
tag is not needed, you can delete it.

Note:

Make sure the WSDL file has a valid value for MFTSer vi cePor t or you
might see this error message:

oracl e. j devel oper. webservi ces. nodel . WebSer vi ceException: Service
MFTServi ce_soap contains no SCAP ports and cannot be used.
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Monitoring Oracle Managed File Transfer

This chapter explains the Monitoring page of the Oracle Managed File Transfer
console. This page displays information about deployments of source, target, and
transfer artifacts. This page also displays dashboards for all artifacts, for all artifacts of
a specific type (source, transfer, or target), or for an individual artifact. Dashboards
provide information about in-progress and completed file delivery instances.

This chapter includes the following sections:

Monitoring Deployed Sources, Targets, and Transfers

Monitoring Transfer Flows Using the Main Dashboard

Interpreting Dashboards for All Transfers, Sources, or Targets
Interpreting Single Artifact Transfer, Source, and Target Dashboards
Interpreting Source, Transfer, and Target Reports

Pause and Restart a Transfer

Resubmit a Transfer

Diagnose File Delivery Failures

Diagnose Transfer Errors

Monitoring Deployed Sources, Targets, and Transfers

After you deploy source, transfer, or target artifacts, you can view them in the
Deployments tab on the Monitoring page. You can select which artifacts to view:

Order by time deployed, time updated, name, or artifact type, ascending or
descending.

Select a range using Deployed or Updated and From or To with dates and times.

Select, Unselect, or Invert All. Inverting means selecting unselected artifacts and
deselecting selected ones.

Show Only Sources, Targets, or Transfers. You can show any or all types.

Show Deployment Details shows labels and dependent artifacts for the selected
artifact. The label is the name of the deployment corresponding to the artifact on
the Oracle WebLogic Server managed server for Oracle Managed File Transfer.
Artifacts associated with the same transfer are mutually dependent.
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Note:

The Created timestamp refers to the creation of the label, not the artifact.
Editing and redeploying an artifact creates a new label.

To refresh the display according to these selections, click the Filter or Go icon. The Go
icon appears when you change these selections. To clear these selections and display
according to the defaults, click the Erase icon.

Disabling Sources, Targets, and Transfers

All deployed artifacts are enabled by default. Disabling an artifact makes it inactive
without undeploying it.

The steps for this process are:

1.

2.

Check the box to the left of the artifact.

Click the Disable button.

The Disable Deployments dialog appears, showing dependent artifacts affected by
the proposed disabling. You can enter an optional comment.

Click the Yes button.

The Disable Deployments dialog shows whether disabling was successful.

Click the OK button.

If disabling was successful, the Status column entry for the artifact changes from
Enabled in green to Disabled in red. Dependent artifacts may also be shown as
disabled.

Reenabling Sources, Targets, and Transfers

You can reenable a disabled artifact.

The steps for this process are:

1.

2.

Check the box to the left of the artifact.

Click the Enable button.

The Enable Deployments dialog appears. You can enter an optional comment.
Click the Yes button.

The Enable Deployments dialog shows whether enabling was successful.
Click the OK button.

If enabling was successful, the Status column entry for the artifact changes from
Disabled in red to Enabled in green.

Note:

If dependent artifacts were disabled, you must reenable them separately. For
example, if you disabled a source and the associated transfer was disabled,
reenabling the source does not reenable the transfer.
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Undeploying Sources, Targets, and Transfers

If you want to both inactivate and edit an artifact, undeploying it might be preferable
to disabling it. Oracle Managed File Transfer maintains versions of its artifacts (source,
transfer and target). When an artifact is deployed, the current version of the artifact is
deployed. These versions are stored for future auditing. When you undeploy an
artifact, the following occurs:

® The artifact becomes eligible for purging using a WLST command as described in
Oracle Managed File Transfer Utilities.

¢ That version cannot be deployed again. You cannot roll it back to previous version.
The steps for this process are:
1. Check the box to the left of the artifact.
2. Click the Undeploy button.
The Remove Deployments dialog appears. You can enter an optional comment.
3. Click the Yes button.
The Remove Deployments dialog shows whether undeployment was successful.
4. Click the OK button.

If undeployment was successful, the artifact is removed from the Deployments tab.

Note:

You cannot undeploy a source or target if the associated transfer is deployed.
The Undeploy button remains grayed out.

Redeploying Sources, Targets, and Transfers

To redeploy an artifact, open its tab on the Design page and click Deploy. See
Deploying a Source_ Target_ or Transfer.

Versioning Sources, Targets, and Transfers

Oracle MFT uses MDS to store metadata. The MDS Repository maintains versions of
the documents in a database-based repository. Versioning allows changes to metadata
objects to be stored as separate versions rather than simply overwriting the existing
data in the metadata repository. It provides version history, as well as the ability to
label versions so that you can access the set of metadata as it was at a given point in
time. An artifact can modified after deployment, however the original version will be
used at runtime until the newer version is deployed. To activate and apply the latest
changes, you must redeploy the artifact.

You can use WLST commands to perform the following operations on the MDS
Repository.

e getSourceDeploymentHistory used to list all the deployment history.

e exportDeployed Artifact used to export the deployed versions of the artifact.
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o deleteArtifactDeployment used to delete the older deployment history.

For detailed information on using the MDS Repository, see Managing the Metadata
Repository in Administering Oracle Fusion Middleware.

Monitoring Transfer Flows Using the Main Dashboard

The Dashboard tab on the Monitoring page is always open. The Main Dashboard
displays real-time and recent file-delivery data in four views:

® Metrics: See Interpreting Main Dashboard Metrics.
¢ File Finder: See Using the File Finder.
® Recent Errors: See Diagnose Transfer Errors.

e Active Deliveries: See Monitoring Active Deliveries.

You can expand each view to cover the entire tab by clicking the Expand icon in the
upper right corner. To collapse the view and return to the Main Dashboard, click the
Restore icon in the upper right corner of the expanded view.

The Design page and the Deployments tab show source, transfer, and target artifacts,
which structure how file deliveries happen. In contrast, the Main Dashboard shows
source, transfer, and target instances, which are the individual file deliveries
themselves.

Interpreting Main Dashboard Metrics

The Metrics view displays a variety of statistics about recent transfers. You can use
these statistics to determine which transfers are used frequently, failing, or taking a
long time to complete.

To determine how recent the transfers are, select one of these interval values from the
View Data drop-down list:

¢ Last Hour

¢ Last 6 Hours

e Last 24 Hours (default)

e Last 3 Days

e Last Week

The statistics displayed in the unexpanded view are:

e Transfers: Total, Completed, Active, and Failed

* Most Active Transfers: Transfers with the most instances in the selected interval
e Status: A pie chart of completed, active, and failed transfers

¢ Failure Ratio: The percentage of failed transfers

e Payload File Size: Average, Minimum, and Maximum in bytes

¢ Transfer Speed: Average, Minimum, and Maximum in bytes per second

e Total Time: Average, Minimum, and Maximum in milliseconds
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The expanded view adds an All Transfers table with these columns:

Transfer: Click on the name to open a transfer report. See Transfer Reports.
Refresh: Refresh the page with updated data.

Eraser Icon: Clears a selection from the transfer table. The icon is enabled if any
section of the pie chart is clicked causes the transfer table to be displayed.

Sort By: Choose whether to sort by status or by name.

Source: The source associated with the transfer. Click on the name to open a source
report. See Source Reports.

Status: Active, Failed, or Completed
Substatus: The transfer substatus. The substatuses of Active are:
— Delivery In Progress

— InProgress

— Paused

— Pending

- Pending Delivery

— Post Processing

— Pre Processing

- Retrying

— Scheduled

Substatuses of Failed are:

— Error

— Partial Error

— Post Processing

- Pre Processing

The only substatus of Completed is Successful.
Initiation Time: The date and time that the transfer started

Content Type: The type of the file transferred, for example, XML. Content filters
define content types. See Setting Up Content Filters.

Using the File Finder

The File Finder view provides a table that lets you search for transfer instances using
names of associated files, sources, or targets as your search criteria.

In the unexpanded view, you can search for a file name, a source or target name, or
both. Searches are case-sensitive and use the Starts With operator. You can use % as a
wildcard. Table columns are:
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Source or Target: Click on the name to open a source or target report. See Source
Reports or Target Reports.

Status: Active, Failed, or Completed

Create Time: The date and time that the file was written to the source or target
location

File: The name of the transferred file. The file might be renamed at the target; see
Moving and Renaming Files After Delivery.

Size: The size in bytes of the transferred file. Compression or encryption might
change the file size at the target; see Setting Up Source Processing Actions and
Setting Up Transfer Preprocessing and Postprocessing Actions.

The expanded view provides additional features:

A choice of operators: Starts With, Exact Match, or Contains
A Case Sensitive check box
Anicon you can use to clear all search parameters

Two additional table columns:

— Type, with these possible values: B2B, SOA, Healthcare, OSB, ODI, Source
Resubmit, or External

— Sender, the name of the user that initiated the transfer

Search fields for each column

Note:

Postprocessing occurs after file delivery. Therefore, the Active Deliveries and
File Finder views show different statuses if file delivery succeeds but
postprocessing fails. Specifically, the Active Deliveries view displays a
Completed status but the File Finder view displays a Failed status.

Monitoring Active Deliveries

The Active Deliveries view is the same unexpanded and expanded. For recent and in-
progress deliveries, it displays:

Transfer Name: Click on the name to open a transfer report. See Transfer Reports.
Start Time: The date and time that the transfer started.

Progress: The percent complete. If the progress is less than 100% and is not
changing, this might indicate that the transfer is paused or has failed. See Pause
and Restart a Transfer or Diagnose Transfer Errors.

Refresh: Choose the refresh interval of active deliveries.

Interpreting Dashboards for All Transfers, Sources, or Targets

A source, transfer, or target dashboard displays real-time and recent data for file
deliveries, or instances, related to all artifacts of the same type. Unlike the Main
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Dashboard, an all-artifact dashboard must be opened. Click Transfer Instances,
Source Instances, or Target Instances in the left pane navigator.

The views on an artifact dashboard are:
* Messages: See Interpreting Instance Messages.

¢ Summary Statistics: See Interpreting Dashboard Metrics.

Unlike the views on the Main Dashboard, the views on the artifact dashboards have
no Expand icons.

Interpreting Instance Messages

The Messages view is a searchable table of file delivery instance messages for all
artifact of the type for which the dashboard was opened. You can use % as a wildcard.
This table displays:

e ID: Click on the ID link to open a single-artifact source, transfer, or target
dashboard. See Interpreting Single Artifact Transfer_ Source_ and Target
Dashboards.

e Name: The name of the artifact.
e Status: Active, Failed, or Completed. Substatuses of Active are:

— Delivery In Progress

— InProgress

— Paused

- Pending

- Pending Delivery

— Post Processing

— Pre Processing

- Retrying

— Scheduled

Substatuses of Failed are:

— Error

— Partial Error

— Post Processing

— Pre Processing

The only substatus of Completed is Successful.
e URI: The URI for the source location, in the source dashboard only.
¢ Type: The source or target type, in the source and target dashboards only.

® Create Time: The date and time that the file was written to the source or target
location.
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Interpreting Dashboard Metrics

The Summary Statistics view displays a variety of statistics about recent transfers
related to the artifact type for which the dashboard was opened. You can use these
statistics to determine whether these transfers are used frequently, failing, or taking a
long time to complete.

To determine how recent the transfers are, select one of these interval values from the
View Data drop-down list:

e Last Hour

e Last 6 Hours

e Last 24 Hours (default)

e Last 3 Days

e Last Week

The statistics displayed are:

e Transfers: Total, Completed, Active, and Failed

* Status: A pie chart of completed, active, and failed transfers

* Most Active Artifacts: Names of the most active transfers, sources, or targets
¢ Failure Ratio: The percentage of failed transfers

¢ Payload File Size: Average, Minimum, and Maximum in bytes

¢ Transfer Speed: Average, Minimum, and Maximum in bytes per second

e Total Time: Average, Minimum, and Maximum in milliseconds

Interpreting Single Artifact Transfer, Source, and Target Dashboards

A single-artifact source, transfer, or target dashboard displays real-time and recent
data for file deliveries, or instances, related to a specific artifact. Unlike the Main
Dashboard, an artifact dashboard must be opened.

The steps for this process are:

1. Click the arrow to the left of Transfer Instances, Source Instances, or Target
Instances in the left pane navigator.

The artifacts of that type are listed.

2. Click the artifact name or right-click it and then select the Open menu item.

The dashboard tab for the artifact opens.

The views on an artifact dashboard are:
* Messages: See Interpreting Artifact Instance Messages.
* Artifact Information: See Interpreting Artifact Information.

* Summary Statistics: See Interpreting Artifact Dashboard Metrics.
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Unlike the views on the Main Dashboard, the views on the artifact dashboards have
no Expand icons.

Interpreting Artifact Instance Messages

The Messages view is a searchable table of file delivery instance messages for the
artifact for which the dashboard was opened. You can use % as a wildcard. This table
displays:

Report: Click on the report link to open a source, transfer, or target report. See
Source Reports, Transfer Reports, or Target Reports.

File Name: The name of the transferred file. The file might be renamed at the target;
see Moving and Renaming Files After Delivery.

Size: The size in bytes of the transferred file. Compression or encryption might
change the file size at the target; see Setting Up Source Processing Actions and
Setting Up Transfer Preprocessing and Postprocessing Actions.

Create Time: The date and time that the file was written to the source or target
location.

Status: Active, Failed, or Completed. Substatuses of Active are:
— Delivery In Progress
— InProgress

— Paused

— Pending

- Pending Delivery

— Post Processing

— Pre Processing

- Retrying

— Scheduled
Substatuses of Failed are:
— Error

Partial Error

— Post Processing

Pre Processing

The only substatus of Completed is Successful.

Interpreting Artifact Information

The Artifact Information view displays the following information, if applicable, for the
artifact for which the dashboard was opened. For sources, information about
referencing transfers is also displayed. For transfers, information about the referenced
source and targets is also displayed.
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Name: The artifact name.

Category: The artifact category.

URI: The endpoint location of a source or target.

Binding Type: The source or target type. See Source Types and Target Types.

Deployed: Whether the artifact is deployed, t r ue or f al se. See Deploying a
Source_ Target_ or Transfer.

Label: The name of the deployed artifact on the Oracle WebLogic Server dedicated
to Oracle Managed File Transfer.

Status: Whether the deployed artifact is Enabl ed or Di sabl ed. See Disabling
Sources_ Targets_ and Transfers and Reenabling Sources_ Targets_ and Transfers.

Version: The artifact version.

Create Time: The date and time that the artifact was created.

To open the artifact for which the dashboard was opened in a tab on the Designer
page, click View Definition. See Creating a Source, Creating a Target, or Configuring
a Transfer.

Interpreting Artifact Dashboard Metrics

The Summary Statistics view displays a variety of statistics about recent transfers
related to the artifact for which the dashboard was opened. You can use these statistics
to determine whether these transfers are used frequently, failing, or taking a long time
to complete.

To determine how recent the transfers are, select one of these interval values from the
View Data drop-down list:

Last Hour

Last 6 Hours

Last 24 Hours (default)
Last 3 Days

Last Week

The statistics displayed are:

Transfers: Total, Completed, Active, and Failed

Status: A pie chart of completed, active, and failed transfers

Failure Ratio: The percentage of failed transfers

Payload File Size: Average, Minimum, and Maximum in bytes

Transfer Speed: Average, Minimum, and Maximum in bytes per second

Total Time: Average, Minimum, and Maximum in milliseconds
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Interpreting Source, Transfer, and Target Reports

A report provides a wealth of detailed information about the involvement of a source,
transfer, or target in a specific file delivery instance. You can access a report from:

® The Transfer or Source column of the All Transfers table in the expanded Metrics
view. See Interpreting Main Dashboard Metrics.

® The source or Target column in the File Finder view. See Using the File Finder.

® The Transfer Name column in the Active Deliveries view. See Monitoring Active
Deliveries.

* The Report link in the Messages view of a source, transfer, or target dashboard. See
Interpreting Artifact Instance Messages.

¢ Another report. See Using the Flow Diagram, Source Reports, Transfer Reports,
and Target Reports.

You can also perform operations on transfers from reports. See Pause and Restart a
Transfer and Resubmit a Transfer.

Using the Flow Diagram

At the top of every source, transfer, or target report is a flow diagram, which shows all
artifacts related to the file delivery instance for which the report is generated. Figure
5-1 shows a typical flow diagram.

Figure 5-1 Flow Diagram
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The source is highlighted, indicating that this flow diagram is for a source report. You
can click on the transfer or target icon to go to the transfer or target report. Each
artifact has a green check, which indicates successful file delivery at each stage.

A down arrow to the right of an artifact indicates a fan-out. A flow diagram for a
transfer with more than one target shows a fan-out at the target. Figure 5-2 shows a
fan-out at the transfer, which means that more than one transfer uses the same source.

Figure 5-2 Flow Diagram with Fan-Out
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The green gear on the source icon indicates that a preprocessing action, such as
compression or encryption, is being performed at the source.

To display a list of all the artifacts in the fan-out, click the down arrow as shown in
Figure 5-3. You can then select from the list and go to the report for that artifact.
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Figure 5-3 Flow Diagram with Fan-Out List
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A flow diagram can also indicate warnings, errors, and resubmission attempts. Figure
5-4 shows a flow diagram for a file delivery instance that was resubmitted at the
source.

Figure 5-4 Flow Diagram with Resubmission, Warning, and Error Icons
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The green circle with the black arrow around it on the source icon indicates that a
resubmit occurred. The yellow triangles with exclamation points indicate that
warnings occurred at the source and transfer. The red circle with the exclamation
point indicates that an error occurred at the target.

Source Reports

A source report includes the following sections:

¢ Flow Display and Control: The flow diagram, Refresh button, report title, and
Resubmit Source button

® Summary: The file name, source location, payload size, resubmission count, and
other basic information

® Error: The error code, level, category, instance ID, timestamp, description, and
other information about the error, if one occurred

® Resubmitted Instances: The instance ID, user comment, user name, timestamp, and
other information about the source resubmission, if one occurred

e Transfer Instances: Information about transfers associated with the source. Click on
a transfer name to go to the transfer report.

® Source Processing: Information about preprocessing actions such as compression,
decompression, and encryption

¢ Advanced: Less commonly accessed information such as the source label and
internal ID

* Security: Information related to security, if applicable, such as algorithms,
certificates, and encryption

"

For full details about the information displayed in source reports, see "Source Report
in the Oracle Fusion Middleware MFT Composer Help Online Help.

Transfer Reports

A transfer report includes the following sections:
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Flow Display and Control: The flow diagram, Refresh button, report title, and
Resubmit Transfer button

Summary: The file name, status, resubmission count, and other basic information

Error: The error code, level, category, instance ID, timestamp, description, and
other information about the error, if one occurred

Resubmitted Instances: The instance ID, user comment, user name, timestamp, and
other information about the transfer resubmission, if one occurred

Target Delivery: Information about targets associated with the transfer. Click on a
target name to go to the target report.

Advanced: Less commonly accessed information such as the internal ID

Security: Information related to security, if applicable, such as algorithms,
certificates, and encryption

For full details about the information displayed in transfer reports, see "Transfer
Report" in the Oracle Fusion Middleware MFT Composer Help Online Help.

Target Reports

A target report includes the following sections:

Flow Display and Control: The flow diagram, Refresh button, report title, Pause
button, Resume button, and Resubmit Target button

Summary: The file name, target location, total time, resubmission count, and other
basic information

Error: The error code, level, category, instance ID, timestamp, description, and
other information about the error, if one occurred

Resubmitted Instances: The instance ID, user comment, user name, timestamp, and
other information about the target resubmission, if one occurred

Target Pre-Processing: Information about preprocessing actions such as
compression, decompression, and encryption

Target Post-Processing: Information about postprocessing actions such as
decompression

Advanced: Less commonly accessed information such as the transfer and target
labels and internal target ID

Security: Information related to security, if applicable, such as algorithms,
certificates, and encryption

For full details about the information displayed in target reports, see "Target Report"
in the Oracle Fusion Middleware MFT Composer Help Online Help.

Pause and Restart a Transfer

You can pause an in-progress transfer from the target report. You can access the target
report in these ways:

In the File Finder view, change Search For to Target, search for the file or target
name, then click the name of the target to open the report.
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® In the Active Deliveries view, click the name of the transfer to open the transfer
report, then click the target icon in the flow diagram to open the target report.

Note:

If a transfer has multiple targets, you must pause the transfer for each target
separately.

From the target report, click Pause to pause the file delivery to the target. To restart
file delivery, click Resume.

Resubmit a Transfer

You can resubmit a successful transfer to redeliver the file. You can resubmit it from
the source, transfer, or target report. Click the Resubmit Source, Resubmit Transfer,
or Resubmit Target button.

If a transfer has a status of Failed, you can resubmit it to try again. Whether you
resubmit from the source, transfer, or target report depends on where the failure
occurred. For more information about errors, see Diagnose Transfer Errors.

Resubmission occurs immediately and any schedule defined in the parent artifact is
ignored. For example, if you resubmit from the target, any schedule defined at the
target is ignored. However, if you resubmit from the source, a schedule defined at the
target is still honored.

Note: You need to manually refresh the page to view the details of the
resubmit status.

The Resubmit button may be disabled for a number of reasons, including;:
¢ The file to be transferred has been deleted.

e The transfer is still in progress.

® The transfer has a schedule and the delivery time is in the future.

¢ The target artifact has been disabled.

* Youdon't have permission to perform resubmit actions.

* Youdon't have permission to resubmit this particular transfer.

Bulk Resubmit

You can resubmit messages in bulk using an asynchronous wlst command. Multiple
criteria provide you with the flexibility to customize the resubmissions to meet your
needs.

For example, you could choose to resubmit all the failed messages to a given target for
a given duration or resubmit the source for all the instance messages for a given time
duration.

Supported Criteria
Syntax:
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resubmitMessages(<ResubmitType>, <state>, <artifactName>, <startTime>,
<endTime>, <chunkSize>, <chunkDelay>, <ignorelds>, <comments>,
<previewMode>)

You can choose from the following criteria for bulk resubmits:

Option Description Comments

Resubmit Type Source, Target, Required
Transfer_Instance, Example: W s: / mydonai n/
Target_Instance server Conf i g>

resubmi t Messages(' SOURCE' )

State Failed, Completed or Active Optional

The system will consider all states
(Failed, Completed, or Active).

Artifact Name The name of the artifact Optional

Example: W s: / nydonai n/

server Confi g>

resubm t Messages(' SOURCE' , ' F
AlLED , artifactNane='test
src')

Start Date Start and/or end date for Optional

End Date message creation. Format: Example: W s: / nydonai n/
dd-MM-yyyy H:m:s:S server Confi g>
resubm t Messages(' SOURCE ,' F
Al LED ,
startDat e="12-12- 2050
00: 00: 00: 00",
endDat e=" 30- 12- 2050
00: 00: 00: 00")

Chunk Size Batch size for resubmit. Optional

Default = 1000 messages

Chunk Delay Delay in seconds between the Optional
two batch resubmits. Default = 30 seconds

Example: W s: / nydomai n/

server Confi g>

resubmi t Messages(' TRANSFER |
NSTANCE' , ' FAI LED ,

artifact Name="'test
transfer', chunkSi ze=100,
chunkDel ay=60,

comrent s='test',

previ ewivbde='f al se")

Ignore IDs Comma separated list of Optional
corresponding message IDs
to be ignored during
resubmit.
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Option Description Comments
Comments Add any user comments Optional
Preview Mode When the command is runin  Optional

preview mode, it lists the
count of messages that will
be resubmitted for the given
criteria as well the entire wlst
object.

Default = true

If "true", no record will be
resubmitted. It can be used to get info
such as how many records will be
resubmitted for given criteria

Example: W s: / nydomai n/

server Confi g>

resubmi t Messages(' TRANSFER |
NSTANCE' , ' FAI LED ,

artifact Name="'test
transfer',

start Dat e="12-12- 2050

00: 00: 00: 00",

endDat e="30- 12- 2050

00: 00: 00: 00", chunkSi ze=100,
chunkDel ay=60,

i gnor el ds=' 42F03A2A-

D3DB- 4EF5-

A295- 246EA93FAB29, 5A6AA40C- 6
1CC- 4B5B- 8E65- 0D3D27098CD0" ,
comrent s='test',

previ ewibde='f al se")

Chunking and Resubmit Delay Duration Support

The criteria given for a resubmit may result in a huge number of instances to be
resubmitted and a high load on the system. To avoid such scenarios, you can
optionally specify two options, chunkSize and chunkResubmitDelay. For example, if
the resubmit criteria results in 1000 records and chunk size is 200 and resubmit delay
is 30 sec then 5 chunks(1000/200) are created and the delay between two chunks is 30
sec.

Based on the average expected time to process the resubmit message, you should
provide the appropriate chunk size and the delay time by either specifying the
parameter as part of the resubmit command, or by overriding the system defaults
using the Mbeans for these properties:

e resubmitChunkSizeDefault

¢ chunkResubmitDelayDefault

For more information about MBeans, see "Understanding WebLogic Server MBeans"
in Developing Custom Management Ultilities Using JMX for Oracle WebLogic Server.

Diagnose File Delivery Failures

Sometimes no error occurs, but a file does not arrive at the target location as expected.
If this occurs, check the following settings:
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¢ Content filters may exclude some files from delivery. See Setting Up Content
Filters.

¢ Files may be moved or renamed after delivery. Look for Modified File Name or
Target File Name in the report. See Source Reports, Transfer Reports, or Target
Reports and Moving and Renaming Files After Delivery.

¢ File deliveries may occur only at specific dates and times. Look for a Status of
Scheduled in the report. See Source Reports, Transfer Reports, or Target Reports
and Setting Up Schedules.

Diagnose Transfer Errors

The unexpanded Recent Errors view on the Dashboard tab of the Monitoring page
displays error codes, messages with endpoints, and timestamps.

The expanded Recent Errors view is a searchable table of errors, with additional
information, including detailed descriptions, instance types (source, transfer, or
target), levels, and severities. You can use % as a wildcard.

Clicking an error code in the unexpanded view or an error message in the expanded
view opens the report for the source, transfer, or target at which the error occurred.
The report includes an additional section with the error information. From the report,
you can view additional information and resubmit the transfer; see Resubmit a
Transfer.

Diagnosing Error Messages and Descriptions

For more details about specific MFT error messages that can appear in the MFT
Console, such as in the Recent Errors view, on the WLS command line or in the
diagnostic logs, see the chapter on MFT error Messages in Oracle Fusion Middleware
Error Messages.
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6

Administering Oracle Managed File
Transfer

This chapter describes how to administer the Oracle WebLogic Server managed server
dedicated to Oracle Managed File Transfer.

This chapter includes the following sections:

¢ Changing Server Properties

¢ Importing and Exporting the MFT Configuration

¢ Increasing Memory to Improve Performance of Large File Transfers
¢ Oracle WebLogic Server Startup and Shutdown

e Transferring Files Through Firewalls Using the MFT FTP Proxy Server
* Managing Multiple Weblogic Servers and High Availability

* Enabling Event Notifications

¢ Configuring Oracle Managed File Transfer Error Processor Queues
* Oracle Managed File Transfer Loggers

* Viewing Oracle Managed File Transfer Log Messages

* Moving Oracle Managed File Transfer to Another Environment
For information about keystores, see Managing Keystores.
For information about domains, see Managing Domains.

For information about administering Oracle Managed File Transfer embedded FTP
and sFTP servers, see Administering Oracle Managed File Transfer Embedded
Servers.

Changing Server Properties

The Server Properties tab on the Administration page is arranged in the following
sections:

* General Configuration Properties
* Performance Properties
¢ High Availability Properties

* Advanced Delivery Properties
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To save changes to these properties, click Save. To cancel all changes since you last
saved, click Revert.

General Server Configuration Properties

The Server Properties tab displays the following configurable fields:

Payload Storage Directory: The directory location where the MFT payloads are
stored. This has to be a shared location.

The default Payload Storage Directory is W.S_Hone/ user _pr oj ect s/
donmai ns/ base_domai n/ nft/ st or age. You must set it to a shared location if
multiple Oracle WebLogic Server instances run in a cluster.

Callout Directory: The shared directory location where custom callout JARs are
stored. MFT loads the callout jars from this location. The callout processing will fail
if no required jar is present in the given location. The default location is

WLS Hone/ user _proj ects/ donmi ns/ base_donmi n/ nft/cal |l outs.

Store Inline Payload: The Store Inline Payload setting determines whether inline
payloads are stored in the File System or a Database after transfer. You must select
one of the options.

If you select File System, the Payload Storage Directory specifies the File
System location. If the configured inline payload size is more, then File System
is recommended.

If you select Database, the payload is stored in the database that stores the
Oracle Managed File Transfer configuration.

Store Reference Payload: The Store Reference Payload checkbox determines
whether referenced payloads are stored in the payload storage directory. If you
check this box, the Payload Storage Directory specifies the file system location, if
you do not select the checkbox, then no reference payload will be persisted.

To change the Payload Storage Directory:

1. Stop the Oracle WebLogic Server managed server(s) dedicated to Oracle
Managed File Transfer.

2. Change the Payload Storage Directory setting.
3. Move the directories and files under the Payload Storage Directory.

4. Restart the managed server(s).

See Re-configuring the Port for how to stop and start the managed server(s).

Generate Checksum: The Generate Checksum setting helps you verify that all the
bits in a file were successfully transferred. If this box is checked, Oracle Managed
File Transfer generates a checksum for every payload before delivering it to target
and stores it in the database. This checksum can then be compared to verify that the
file was not corrupted during transfer.

Note: Checksum is necessary to validate the payload in the later stage. This is
an optional field, if you do not need MFT to generate checksum, then do not
select this field. This will avoid additional checksum computation thus
increasing the performance.
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Performance Properties

The Processors settings determine the number of processing threads dedicated to each
stage of file delivery. The default for all three settings is 2.

¢ Source Processors: determines the number of message processors required at the
source level. This handles transfer identification and source-level processing
function execution.

¢ Instance Processors: determines the number of message processors required at the
transfer level. This handles target-level preprocessing function execution.

* Target Processors: determines the number of message processors required at the
target level. This handles delivery and target-level postprocessing function
execution.

In most cases, this number has to be more because much of load like target message
processing or delivery happens in this layer. So usually this can be higher than
other two types processors.

Based on the transfer configuration, processing functions defined, and expected
payload pattern, you might want to increase of decrease the number of threads
assigned to each Processors setting. For example, if the time taken for target
preprocessing is short compared to delivery, you might want to reduce the number of
Instance Processors and increase the number of Target Processors for optimal
performance.

Oracle Managed File Transfer uses the collision detection feature of the internal JCA
adapter to prevent thread concurrency issues.

High Availability Properties
These settings are JCA adapter properties for high availability:

¢ Control Directory is the directory path which MFT File/FTP adapters require to
handle HA use cases. This field is required if the MFT is running in HA
environment. You must set it to a shared location if multiple Oracle WebLogic
Server instances run in a cluster, for example $DOVAI N_HOME/ nf t / control _di .

¢ Inbound Datasource is the inbound data source of MFT where the schemas
corresponding to high availability are precreated. This field is required if the
Control Directory is not provided. The default, established outside of Oracle
Managed File Transfer, is j dbc/ MFTDat aSour ce.

¢ Outbound Datasource is the outbound data source of MFT where the schemas
corresponding to high availability are precreated. This field is required if the
Control Directory is not provided. The default, established outside of Oracle
Managed File Transfer, is j doc/ MFTDat aSour ce.

For more information, see Configuring Oracle File and FIP Adapters for High
Availability in Understanding Technology Adapters.

Advanced Delivery Properties

The Advanced Delivery settings are required when Oracle WebLogic Server instances
are run with a load balancer. These settings capture the Internal Address and External
Address (IP addresses) and the FTP, FTPS, and sFTP ports that the load balancer uses.
Use this setting when Oracle Managed File Transfer sends a payload as an FTP or
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sFTP reference. If the values are set, they are used to construct the FTP reference (FIP/
sFTP host address and ports).

Internal Address: Internal proxy address and ports needed for reference delivery
cases.

External Address: External proxy address and ports needed for reference delivery
cases.

If Oracle MFT is running behind internal and external proxies, then the Internal and
External IP addresses are required.

For more information, see Load Balancing in a Cluster in Administering Clusters for
Oracle WebLogic Server.

Importing and Exporting the MFT Configuration

A backup of the Oracle Managed File Transfer configuration (or repository) includes
all Administration page settings and all Designer artifacts, excluding password
settings. The configuration is saved to a ZIP file, which you can restore later.

The steps for this process are:
1. Open the Import/Export tab on the Administration page.

2. Click Export.

An operating system dialog box opens asking what action to take with the file
export. zip.

3. Select Save File and click OK.

An operating system file saving dialog box opens.
4. Select the directory to which to save the file.
5. [Edit the file name. This is optional.

6. Click Save.

You can restore a backup of the Oracle Managed File Transfer configuration. This
overwrites the existing configuration except for password settings.

To import or export a single transfer artifact, see Importing and Exporting Transfers.

You can use the export M t Met adat a and i npor t MFTMet adat a WLST commands
to back up and restore the Oracle Managed File Transfer configuration. For more
information, see MFT Metadata Commands in WLST Command Reference for SOA Suite.

Keystores are not part of the Oracle Managed File Transfer configuration. For more
information, see Managing Keystores.

Increasing Memory to Improve Performance of Large File Transfers

If transfers of large files are running slowly or out-of-memory exceptions occur,
increase the memory (- Xn8) or heap size (- Xnx) to 1 or 2 GB. For example, the
following command increases the memory to 1 GB and the heap size to 2 GB:

setenv USER_ MEM ARGS "- Xnms1024m - Xmx2048m - XX: Per n5i ze=256m - XX: MaxPer ni ze=768nt
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Oracle WebLogic Server Startup and Shutdown

You can start, restart, or stop the Oracle WebLogic Server managed server(s) dedicated
to Oracle Managed File Transfer from the Oracle Managed File Transfer console.

Embedded servers are not the same thing as Oracle WebLogic Server managed
servers. The MFT embedded FTP and sFTP servers are services that run on the Oracle
WebLogic Server managed server(s) dedicated to Oracle Managed File Transfer. The
MEFT console page for embedded server ports management lists these managed
servers and allows you to stop and start them.

The steps for this process are:

1. On the left pane of the Administration page, click the arrow to the left of
Embedded Servers.

The Ports and User Access items appear.
2. Click Ports.
The Embedded Server Ports tab opens.

3. Select the Server Instance that you want to start, restart, or stop by checking its
box in the table. To perform an operation on all servers, check the Select All box.

4. Look at the Server Status. You can stop or restart the server if it is RUNNING.
You can start the server if it is STOPPED.

5. Click Start, Stop, or Restart.

6. Click the Refresh icon to update the table and verify the new Server Status.

The primary purpose of the Ports tab is updating embedded server ports. For details,
see Re-configuring the Port.

To start and stop only the embedded FTP and sFTP servers, see Starting and Stopping
Embedded Servers.

For more information about how to manage Oracle WebLogic Server startup,
shutdown, and failure recovery, see Starting and Stopping Servers in Administering
Server Startup and Shutdown for Oracle WebLogic Server.

Transferring Files Through Firewalls Using the MFT FTP Proxy Server

Oracle Managed File Transfer includes the MFT FTP Proxy Server, which has the
following characteristics:

* Supports the FTP, sFTP, and FTPS protocols.

* Resides separately outside a firewall, eliminating the need to deploy MFT outside
the firewall.

® Accepts external FTP requests and forwards them to MFT servers inside the
firewall.

¢ Typically connects to a single hardware load balancer.
¢ Supports standard gateway and reverse proxy use cases.

¢ Allows for configuration of ports and inbound server IP addresses.
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® Supports the use of any standard FTP client.
The following is a simple topology:
FTP Client > MFT FTP Proxy Server > Hardware Load Balancer > MFT Server Cluster

The files that comprise the MFT FTP Proxy Server are located in W.S_HOVE/ nf t /
appl i cati ons/ proxy/ confi g. The Readne. t xt file describes how to configure
and deploy the MFT FTP Proxy Server.

For more information about setting up firewalls, see Security Options for Cluster
Architectures in Administering Clusters for Oracle WebLogic Server.

Remote SFTP with Proxy Server

When Transport Provider is set as Socket, connection to remote server is direct, it does
not use the proxy definition. When Transport Provider is set as HI'TP, the connection
to remote SFTP server is through a proxy server. If the proxy details are not entered or
is invalid, then delivery will fail. When Transport Provider is set as HTTP and proxy
settings are defined and are valid, MFT will deliver the file to target via proxy server.

Managing Multiple Weblogic Servers and High Availability

Oracle Managed File Transfer runs on Oracle WebLogic Server. Therefore, setting up
high availability for Oracle Managed File Transfer depends on setting up high
availability for Oracle WebLogic Server.

This section includes the following topics:
¢ Configuring High Availability
* Preventing Cluster Startup Errors

¢ Load Balancing in Oracle Managed File Transfer

Configuring High Availability
The high-level steps for this process are:

1. Set up the JCA adapter properties for high availability during Oracle WebLogic
Server configuration. You need these for setting High Availability Properties. For
more information, see Configuring Oracle File and FTP Adapters for High
Availability in Understanding Technology Adapters.

2. Create a cluster of managed servers during the domain configuration step of
Oracle Managed File Transfer installation. For more information, see Configuring
a Cluster for Oracle Managed File Transfer in Installing and Configuring Managed
File Transfer.

3. Install a software or hardware load balancer. Note the Internal Address and
External Address (IP addresses) and the FTP, FTPS, and sFTP ports that the load
balancer uses. You need these for setting Advanced Delivery Properties. For more
information, see the load balancer documentation.

4. Configure High Availability Properties and Advanced Delivery Properties in
Oracle Managed File Transfer and Save them.

5. Restart each managed server. See Oracle WebLogic Server Startup and Shutdown.
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For more information about topics such as cluster topologies, virtual IP addresses,
load balancing options, failover, and so on, see Understanding WebLogic Server
Clustering, Virtual Server IPs and Pool, and Load Balancing in a Cluster in
Administering Clusters for Oracle WebLogic Server.

Preventing Cluster Startup Errors

If the Oracle WebLogic Server cluster uses unicast messaging, and the servers in the
cluster don't synchronize right away, you might see a message such as the following
when the cluster restarts:

<Error> <oracl e. soa. adapt er. j ms. i nbound> <BEA- 000000>
<JMBMessageConsumer _init:[destination =
MFTIMSSer ver _aut o_2@ ns/ nft/ MFTSour ceQueue

(payl oad = 1)]: ERRIMS_ERR CR_QUEUE_CONS.

Unable to create Queue receiver due to JMSException.

You might see messages such as the following in a stack trace:

webl ogi c. j ms. cormon. JMSException: could not find Server nft_serverl

j avax. nam ng. NameNot FoundException: Unable to resol ve
"webl ogi c. messagi ng. di spatcher. S: nft_serverl' . Resol ved
" webl ogi c. messagi ng. di spat cher'; remaining nane 'S:nft_serverl'

You can usually ignore these messages, because server synchronization is retried and
usually succeeds. If you prefer not to see this message, do one of the following;:

* Set the Member Warmup Timeout Seconds MBean attribute to 30. This delays
synchronization, giving the servers in the cluster time to start up first.

¢ Use multicast messaging, which sets the default of Member Warmup Timeout
Seconds to 30.

For more information, see "Communications In a Cluster" in Administering Clusters for
Oracle WebLogic Server.

Load Balancing in Oracle Managed File Transfer

Oracle Managed File Transfer has mechanisms to ensure that in a cluster, only one
Oracle WebLogic Server managed server dedicated to Oracle Managed File Transfer
executes a particular file transfer instance. Load balancing of transfers is sticky.

If a managed server fails while a transfer is in progress, the transfer is automatically
resubmitted when that managed server restarts.

Enabling Event Notifications

You can notify specific users about Oracle Managed File Transfer events such as errors
or new artifact deployments. Oracle MFT uses UMS for notification.

To notify specific users about events, you configure notifications using WLST
commands for Oracle Managed File Transfer, then you configure the email or SMS
driver. Notifications event types are as follows:

¢ RUNTI ME_ERROR_EVENT — Errors during events such as message processing,
server start-up, source error, or system event failure error.

e DELETE_ARTI FACT_EVENT — Deletion of a transfer, source, or target.

Administering Oracle Managed File Transfer 6-7



Enabling Event Notifications

e DEPLOY_ARTI FACT_EVENT — Deployment of a transfer, source, or target.

e EXPORT_| MPORT_EVENT — Import or export of the MFT configuration.

¢ PURGE_EVENT — Purging of runtime transfer instances or transfer payloads.

* ARCHI VE_RESTORE_EVENT — Archiving or restoring of runtime transfer instances
or transfer payloads.

All notification messages are sent to JMS MFTExceptionQueue, whether or not they
are enabled or there are contacts to be notified.. For more information about MFT
Exception Queue, see MFTExceptionQueue.

The steps for enabling event notifications are:

By default all the event notifications are disabled. Use the following WLST commands
to enable the MFT Notifications. For information on WLST commands, see Running
WLST Commands.

1. Use following WLST commands to start:

» Start WLST console using command: $MV HOME/ nf t / conmon/ bi n/
W st. sh

e Connect to MBean server:
connect (" adm nuser nane”, "adm npassword", "t 3://
I ocal host: nft—port"). Portis the configured port of mft server.

* Once connected, run following commands.

2. Create users, or contacts, to notify. For example: cr eat eCont act (' Emai | ',
'j ane. doe@xanpl e. com )

3. Associate contacts with the notification events. For example:
addCont act ToNot i fi cati on(' DEPLOY_ARTI FACT_EVENT', 'Email"',
'j ane. doe@xanpl e. com )

4. Enable the notification event. For example:
updat eEvent (' RUNTI ME_ERROR_EVENT', true)

The notification is enabled for the run-time message processing errors. Any
runtime message error will be notified via email to specified email address.

For notifications of type EMAI L or SM5 to work, you must configure an email or SMS
driver. See Configuring an Email Driver for Notifications or Configuring an SMS
Driver for Notifications for more information.

For more information about WLST notification commands for Oracle Managed File
Transfer, see MFT Event Notification Commands in WLST Command Reference for SOA
Suite.

Configuring an Email Driver for Notifications

Use Oracle Enterprise Manager Fusion Middleware Control to configure the email
driver for event notifications.

Note: By default all User Messaging Service (UMS) channels are enabled with
the Oracle specific-settings (mail server). External customer need to change
these settings in the Enterprise Manager for notification to work.
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The steps for this process are:

1. Log in to the Fusion Middleware Control console.
2. In the Target Navigation pane, expand the User Messaging Service node.
3. Expand the usermessagingdriver-email node.

4. Select the node for the Oracle WebLogic Server managed server dedicated to
Oracle Managed File Transfer. For example, this node might be named
usermessagingdriver-email (mft_serverl).

5. In the usermessagingdriver-email page, select User Messaging Email Driver >
Email Driver Properties to open the Email Driver Properties page.

6. On the Email Driver Properties page, enter values for your mail server for the
following (mandatory) Outgoing and (optional) Incoming Mail Server properties:

* Outgoing Mail Server
* Outgoing Mail Server Port
¢ Incoming Mail Server
* Incoming Mail Server Port
¢ Incoming Mail IDs
¢ Incoming User IDs
¢ Incoming Passwords
7. Click Apply.

8. Log out and log back in to the Fusion Middleware Control console and verify that
these properties are saved correctly.

9. Restart the Oracle WebLogic Server managed server dedicated to Oracle Managed
File Transfer if necessary. See Oracle WebLogic Server Startup and Shutdown.

The current def aul t Fr onEmai | Addr essFor Not i fi cati on Mbean property to
change the default sender address used for notifications is no.reply@oracle.com.

For more information about configuring the email driver in Fusion Middleware
Control, see Configuring the E-Mail Driver in Administering Oracle User Messaging
Service.

Configuring an SMS Driver for Notifications

Use Oracle Enterprise Manager Fusion Middleware Control to configure the SMS (or
SMPP) driver for event notifications.

Note: By default all User Messaging Service (UMS) channels are enabled with
the Oracle specific-settings (mail server). External customer need to change
these settings in the Enterprise Manager for notification to work.

The steps for this process are:
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1. Log in to the Fusion Middleware Control console.
2. In the Target Navigation pane, expand the User Messaging Service node.
3. Expand the usermessagingdriver-smpp node.

4. Select the node for the Oracle WebLogic Server managed server dedicated to
Oracle Managed File Transfer. For example, this node might be named
usermessagingdriver-smpp (mft_serverl).

5. In the usermessagingdriver-smpp page, select User Messaging SMPP Driver >
SMPP Driver Properties to open the SMPP Driver Properties page.

6. On the SMPP Driver Properties page, click Create.

7. On the Create SMPP Driver Properties page, enter values for the following
properties:

* SmsAccountld

* SmsServerHost

* TransmitterSystemld

® ReceiverSystemld

* TransmitterSystemType

® ReceiverSystemType

® DefaultSenderAddress

* ServerTransmitterPort

* TransmitterSystemPassword
8. Click OK.

9. Log out and log back in to the Fusion Middleware Control console and verify that
these properties are saved correctly.

10. Restart the Oracle WebLogic Server managed server dedicated to Oracle Managed
File Transfer if necessary. See Oracle WebLogic Server Startup and Shutdown.

For more information about configuring the SMS driver in Fusion Middleware
Control, see Configuring the SMPP Driver in Administering Oracle User Messaging
Service.

MFTExceptionQueue

When you install MFT, the MFT installer creates a JMS queue called
MFTExceptionQueue. This queue is used to trace events for notifications that are not
configured. To trace events, the server checks if any notification is enabled for a event.
If the notification is not enabled, then the same message is published in the
MFTExceptionQueue.

By using J]MS MFTExceptionQueue, you can track the following events:

6-10 Using Oracle Managed File Transfer



Configuring Oracle Managed File Transfer Error Processor Queues

Table 6-1 Events
- - -

Events Description

RUNTIME_ERROR_EVE  This event tracks the errors occurred at runtime. For example:
NT * Any errors that occur during the message processing
® Server start errors

* System event failure errors

EXPORT_IMPORT_EVEN This event tracks both export and import events. If notification is
T not configured, MFT submits a message in exception queue.

For example, a sample message has a whole repository export.
This message is submitted only when an event is successful.

DEPLOY_ARTIFACT_EV  This event tracks the artifact deployment events. If a notification

ENT is not configured, MFT submits a message in exception queue.
For example, a sample message indicates a deployment event for
a source, for example,“osbsrcl". This message is submitted only
if the deployment is successful.

DELETE_ARTIFACT_EV  This event tracks tip metadata deletion.

ENT For example, source, transfer and target deletion.

PURGE_EVENT This event tracks the runtime/payload purge. MFT submits a
message in exception queue when runtime/payload purge is
executed. This message is submitted on successful completion of
purge only if notifications are not configured.

For example, a sample message shows a runtime purge.

ARCHIVE_RESTORE_EV  This event tracks the runtime / payload archive and restore.

ENT MFT submits a message in exception queue when archive /
restore is executed for runtime/payload data. This message is
submitted on successful completion of event only if notifications
are not configured.

For example, a sample message shows a runtime archive event.

Configuring Oracle Managed File Transfer Error Processor Queues

You can configure JMS queues to receive MFT runtime error events using the Oracle
WebLogic Server Administration Console.

The preexisting MFT runtime processor queues are:
e MFTSourceQueue
e MFTInstanceQueue

¢ MFTTargetQueue

This section describes how to create corresponding error queues for each of these
runtime processor queues.

In MFT, messages are processed asynchronously. A single MFT message is processed
by three different processors and for each of these processors, there is a corresponding
queue as listed below:
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Table 6-2 Processors and Queues
|

Processors Queues

Source Processors MFTSourceQueue
Instance Processors MFTInstanceQueue
Target Processors MFTTargetQueue

Also, every MFT message corresponds to a J]MS message for each of these processors.
There can be exceptions to any of the error processor queues.

The expected and unexpected system-level errors are handled in the following way:

¢ Expected system-level errors: For every expected system-level error such as file not
found there is a corresponding MFT message which is marked as “Error".

For delivery related expected errors such as remote server down, the
corresponding message is retried based on the retry settings in the target. For other
expected errors, there are no retries.

* Unexpected system-level errors: If there are unexpected system-level errors such as
rac failures or JMS failures, MFT retries the JMS message three times. If all retries
are exhausted, then the MFT messages are stuck in active status. The corresponding
JMS message is purged or not depends on whether the JMS processor error queues
are associated with MFT processing queues.

By default, the error processing queues are not configured. If this is the case, the
JMS messages are purged otherwise the JMS messages are redirected to configured
error queue.

If transfer instances are stuck in active status for a long time, you can check these error
queues. The JMS messages in the error queues have the complete details of the transfer
instances. You can search for the message ID in the MFT log files to find the root cause
(error stack). Once the issue is resolved, you can re-send the JMS message to
corresponding runtime queue for reprocessing.

The steps for creating error queues are:

1. Access the Oracle WebLogic Server console using a URL that includes the Oracle
WebLogic Server hostname and the console port:

http://w s-host name: consol e-port/consol e
For example:
http://1ocal host: 7011/ consol e
2. Log in using the Oracle WebLogic Server admin username and password.

3. In the left pane of the Oracle WebLogic Server Administration Console, expand the
Services node and the Messaging node under it.

4. Select JMS Modules.
The Summary of JMS Modules page appears.

5. Select MFTJMSModule from the list of JMS modules.
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The Settings for MFTJMSModule page appear.

Note that MFTSourceQueue, MFTInstanceQueue, and MFTTargetQueue are in the
Summary of Resources list.

6. Click New.
The Create a New JMS System Module Resource page appears.
7. Select Queue and click Next.
8. Type a Name and a JNDI Name for the new queue and click Next.

For example, you could type MFTSour ceEr r or Queue for the Name and
j ms/ nft/ MFTSour ceEr r or Queue for the JNDI Name.

9. Select MFTSubDeployment from the Subdeployments drop-down list.
10. Select MFT]MSServer from the Targets list.
11. Click Finish.

The Settings for MFTJMSModule page reappear with the new queue added to the
Summary of Resources list.

12.Select MFTSourceQueue from the Summary of Resources list.
The Settings for MFTSourceQueue page appear.

13.Select the Delivery Failure tab.

14. Select Redirect from the Expiration Policy drop-down list.

15. Select the new queue from the Error Destination drop-down list.

16. Click Save.

17. Select MFTJMSModule from the breadcrumb list at the top of the page.
The Settings for MFTJMSModule page reappear.

18. Repeat steps 6 through 17 to configure error queues for the MFTInstanceQueue and
MFTTargetQueue JMS queues.

Configuring Oracle Managed File Transfer Loggers

MFT component log messages are written to the log file at this location:

W.S_HOVE/ user _pr oj ect s/ domai ns/ base_domai n/ servers/nft_serverl/nft_serverl-nft-
di agnostic.log

MFT embedded server log messages are written to the log file at this location:
WS _HOVE/ user _pr oj ect s/ domai ns/ base_domai n/ servers/nft_serverl/nft-es/nft_serverl-
nft-es-diagnostic.log

You can use Oracle Enterprise Manager Fusion Middleware Control to change the
sizes of these log files and to set the log level for the various loggers that write
messages to these log files.

The steps for this process are:
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1. Log in to the Fusion Middleware Control console.
2. Inthe Target Navigation pane, expand the Weblogic Domain node.

3. Expand the node for the domain on which the Oracle WebLogic Server managed
server dedicated to Oracle Managed File Transfer is installed.

For example, the domain might be soai nf r a or base_domai n.

4. Right-click on the MFT server.
For example, the MFT server might be nft _server 1.

5. Select Logs > Log Configuration.
6. Select the Log Files tab.
7. Select odl - handl er and click Edit Configuration.

8. Edit the Maximum Log File Size (MB) and Maximum Size of All Log Files (MB)
values and click OK.

9. Select the Log Levels tab.

10. Expand the Root Logger node and any other nodes necessary to display the
loggers for which to set log levels.

Table 6-3 lists the loggers relevant to MFT components. Table 6-4 lists the loggers
relevant to MFT embedded servers.

11. For each logger, select the desired Oracle Diagnostic Logging Level (Java Level):
SEVERE+100, SEVERE, WARNING, INFO, CONFIG, FINE, FINER, or FINEST.
The default is INFO.

12. Check Persist log level state across component restarts if necessary.

13. Click Apply.
Oracle Managed File Transfer Loggers

Table 6-3 MFT Component Loggers
_______________________________________________________________________________|

Logger Name Logged Events Default Production Level
Level
oracle.nft. ENG N Message processing, INFO SEVERE
E processing functions and
callouts, deployment
operations
oracle.nft. TRANS Transport layer interaction INFO SEVERE
PORT operations, system events
oracl e.nft. COMO Audit, notification, purge, INFO SEVERE
N archive, restore, server startup,

common utility APIs

oracle.nft. REPOS Java persistence operations INFO SEVERE
I TORY
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Table 6-3 (Cont.) MFT Component Loggers

Logger Name Logged Events Default Production Level
Level

oracle.nft. METAD WLST and EJB invoked API INFO SEVERE
ATA handling
oracle.nft. SCHED Schedule operations INFO SEVERE
ULER
oracle.nft. EMBED Embedded server INFO SEVERE
DED_SERVER communication with the MFT

server
oracle.nft. SECUR Security operations, OWSM INFO SEVERE
I TY local policy
oracle.nft. CONSO Console operations INFO SEVERE
LE_ Ul
oracl e. soa. adapt See Understanding Technology INFO SEVERE
er.file Adapters
oracl e. soa. adapt See Understanding Technology INFO SEVERE
er.file.inbound  Adapters
oracl e. soa. adapt  See Understanding Technology INFO SEVERE
er.file.outbound Adapters
oracl e. soa. adapt  See Understanding Technology INFO SEVERE
er.file.connecti Adapters
on
oracl e. soa. adapt  See Understanding Technology INFO SEVERE
er.file.transact Adapters
ion
oracl e. soa. adapt  See Understanding Technology INFO SEVERE
er.ftp Adapters
oracl e. soa. adapt See Understanding Technology INFO SEVERE
er.ftp.inbound Adapters
oracl e. soa. adapt  See Understanding Technology INFO SEVERE
er.ftp.outbound  Adapters
oracl e. soa. adapt  See Understanding Technology INFO SEVERE
er.ftp.connecti o Adapters
n
oracl e. soa. adapt  See Understanding Technology INFO SEVERE
er.jms Adapters
oracl e. soa. adapt  See Understanding Technology INFO SEVERE

er.jms.inbound

Adapters
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Table 6-3 (Cont.) MFT Component Loggers
- |

Logger Name Logged Events Default Production Level
Level
oracl e. soa. adapt  See Understanding Technology INFO SEVERE

er.jms.outbound  Adapters

oracl e. soa. adapt See Understanding Technology INFO SEVERE
er.jms.connecti o Adapters

n

oracl e. soa. adapt  See Understanding Technology INFO SEVERE
er.jms.transacti Adapters

on

Table 6-4 MFT Embedded Server Loggers
|

Logger Name Logged Events Default Production Level
Level

org. apache. ftpse FIP operations INFO SEVERE

rver

org. apache. sshd  sFTP operations INFO SEVERE

Viewing Oracle Managed File Transfer Log Messages

You can use Oracle Enterprise Manager Fusion Middleware Control to view messages
in the Oracle Managed File Transfer log files.

The steps for this process are:
1. Log in to the Fusion Middleware Control console.
2. In the Target Navigation pane, expand the Weblogic Domain node.

3. Expand the node for the domain on which the Oracle WebLogic Server managed
server dedicated to Oracle Managed File Transfer is installed.

For example, the domain might be soai nf r a or base_domai n.
4. Right-click on the MFT server.
For example, the MFT server might be nft _server 1.
5. Select Logs > View Log Messages.
The Log Messages page appears.
6. To display a list of MFT log files, click Target Log Files.
The Log Files page appears.
7. To View a log file, select the file and click View Log File.

The View Log File page appears.
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8. To view specific types of messages, specify search criteria and click Search.

Incrementally Moving Oracle MFT Metadata with Configuration Plans

You can substitute key protocol attributes when you move MFT metadata from
development or test environments to the production environment.

As you move metadata from one environment to another (for example, from testing to
production), you may need to modify environment-specific values. Configuration
plans enable you to modify these values using a single text (XML) file. The
configuration plan can be created by using the export wlst command or by exporting it
from the Ul The default generated configuration plan XML contains the current
values. When you are ready to move the file to production you can modify the config
plan xml to provide the substitute string for values that you want in the production
environment. When calling the import command in the production system, you can
optionally specify the modified config xml file to specify the string substitutions. To
verify the modified configuration plan the previewMode option can be used. This
option is available only in the wlst command not in the UL

A new parameter, configFile has been added to the existing import wlst commands,
which gives you the option to specify the string substitutions via a configPlan xml for

key attributes.

Protocol Attributes

File folder

FTP host, controlPort, user, password, folder

SSH-FTP host, port, user, password, folder,
authenticationType, privateKeyFile,
publicKeyFile

Embedded-FTP folder

Embedded-SSH-FTP folder

WS(SOA,SOAP,0ODI,OSB) url, service, port, action

B2B tpChannelName

Healthcare endpointName

Understanding When to Use Configuration Plans and T2P Migration

When you need to migrate data in MFT, you have two options, T2P migration or MFT
Configuration Plans.

T2P is for one-time migration of whole deployments utilizing an MFT Plugin to the
T2P Framework. The movement scripts are intended for moving to a new target
environment. They do not support moving artifacts to an already existing
environment nor do they allow moving artifacts incrementally.

For more information about the T2P migration scripts, see Moving from a Test to a
Production Environment in Administering Oracle Fusion Middleware.

The MFT Config Plan is for incremental migration including artifact level properties
(Sources, Targets, Transfers). You utilize the Config Plan in cases such as:
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* You need to migrate transferl from test to production and change the hostname
from testHost1.com to partnerl.com.

* The password is different from one environment to another so the MFT Config
Plan provides the option to change passwords during import

* The PGP key alias is different from one environment to another so the MFT Config
Plan provides the option to change key alias during import

Global Substitution for Attributes

You can globally substitute any of the attribute values apart from name or any internal
field. The following are two examples of global string replacements:

<sear chRepl ace>
<sear ch>http: // ny-dev-server</search>
<repl ace>http://ny-test-server</replace>
<sear chRepl ace>
<Source nane= "*">
<sear chRepl ace>
<sear ch>http: // ny-dev-server 1</ search>
<repl ace>http://ny-test-serverl</replace>
<sear chRepl ace>

<Sour ce>

Changing Key Attributes for a Given Source or Target

The ConfigPlan xml lists the key attributes for all the sources and targets and it
provides the option to change the value for a specific artifact. For example:

<Sour ce name="PO Source">
<bi nding type="ftp">
<attribute name="port">
<repl ace>8888</repl ace>
<lattribute>
<attribute name="host">
<repl ace>exanpl e. conx/ repl ace>
<lattribute>
</ bi ndi ng>
</ Sour ce>
In case of a conflict, the order of preference is:

1. Artifact specific change
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2. Artifact specific global rule

3. Global replacement

Basic validation is done for all substitution fields. Complete validation is done only
during deployment. Basic validation includes:

e Type validation : example only true/false will be allowed for Boolean fields

¢ Restrictions check : if the field is bounded by certain specified values then only
those values will be allowed

Specifying the Artifacts to Include in the Import
The config plan xml lets you specify the artifacts to include in the import. For example:

<transfers>
<incl ude>
<transfer name="PO transfer"/>
</include>
<transfers>

Password Change

A new wlst command cr eat eM t Cr edent i al returns and/or prints the CSF
reference to the generated key. Once the key is generated in the target environment
the same reference can be used in the config plan to replace the password fields.

Note:

Clear passwords are not supported.

Preview Imports

The preview mode option for the import command does not import metadata; it
simply list the artifacts that will be exported and all attributes which will be
overridden from the export zip because of the config plan. The default value is false.
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Modified WLST Commands

Command Details Syntax and Examples
Parameters
tMetadat. E t (only TIP
exportietadata xport (only export Metadata(' <Ar w s:/mydomai n/
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version) all the MFT
metadata to given
file

chiveFil e>',
gener at eConfi gPl an,
| ongFor mat )

ArchiveFile: File
location for exporting
metadata

generateConfigPlan(
optional, default
false): Indicates
whether to generate
the mftConfig XML.
Config plan is
generated in the
same folder where
archive file is
generated

longFormat(optional,
default false): If true,
most of the attributes
are included in the
config plan xml;
otherwise, only the
key attributes are
listed in the config
plan XML

server Confi g>
export Metadata("/tm
p/ nft/mds. zi p")

w s:/ mydomai n/
server Confi g>
export Metadata("/tm
p/ nft/mds. zi p",
true)

w s:/ mydomai n/
server Confi g>
export Metadata("/tm
p/ nft/mds. zi p",
true, true)
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Command Details Syntax and Examples
Parameters
tTransferMetad E t (only TIP
exportiransierieta xpc?r (only . export TransferMetad W s:/nydomain/
ata version) the given

transfer and related
metadata to a given
file.

ata(' <ArchiveFile>'

' <Transf er Nane>',
gener at eConfi gPl an,
| ongFor mat )

ArchiveFile: File
location for exporting
metadata

TransferName: Name
of transfer to be
exported

generateConfigPlan(
optional, default
false): Indicates
whether to generate
the mftConfig XML.
Config plan is
generated in the
same folder where
archive file is
generated

longFormat(optional,
default false): If true,
most of the attributes
are included in the
config plan xml;
otherwise, only the
key attributes are
listed in the config
plan XML

server Confi g>
export Transf er Met ad
ata('/tnp/nft/mds-
xfer.zip',
‘cotsmart-xfer')

w s:/ mydomai n/
server Confi g>
export Transf er Met ad
ata('/tnp/nft/nds-
xfer.zip',
‘cotsmart-xfer',
true)

w s:/ mydomai n/
server Confi g>
export Transf er Met ad
ata('/tnp/nft/mds-
xfer.zip',
‘cotsmart-xfer',
true, true)
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Command Details Syntax and Examples
Parameters
tDeployedArtif E t a deployed
exportieployedartt XPor acdep Oy? exportDepl oyedArtif w s:/nydomain/
act artifact from a given
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mds label.

act (' <Artifact Type>
"' <Artifact Name>',
<Label >, ' <Ar chi veFi
| ePat h>' | gener at eCo
nfigPl an,

| ongFor mat )

ArtifactType -
SOURCE /
TRANSEFER /
TARGET

ArtifactName: Name
of the artifact to
exported

Label: MDS label to
be exported

ArchiveFilePath: File
to which artifact is to
be exported. It
should be a zip file
and should not exist.

generateConfigPlan(
optional, default
false): Indicates
whether to generate
the mftConfig XML.
Config plan is
generated in the
same folder where
archive file is
generated

longFormat(optional,
default false): If true,
most of the attributes
are included in the
config plan xml;
otherwise, only the
key attributes are
listed in the config
plan XML

server Confi g>
export Depl oyedArti f
act (' TARGET', ' cotsm
art-file-

tgt', ' soa_nft-2012-
12-07
22:24:09.383","/tnp
[ export/cotsmart -
file.zip")

w s:/ mydomai n/
server Confi g>
export Depl oyedArti f
act (' TARGET', ' cotsm
art-file-

tgt', ' soa_nft-2012-
12-07
22:24:09.383","/tnp
[ export/cotsmart -
file.zip', true)

w s:/ mydomai n/
server Confi g>
export Depl oyedArti f
act (' TARGET', ' cotsm
art-file-

tgt', ' soa_nft-2012-
12-07
22:24:09.383","/tnp
/ export/cotsmart -
file.zip',
true,true)n
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Command Details Syntax and Examples
Parameters
importMetadata g;f;);tgr?f;df;t: i mpor t _Mst adata(' <Ar ws:/ rrydorrgi n/
. . chiveFile> ,<MtCon serverConfig>
location. Optionally ¢ gpy gy, i npor t Met adat a("/ t m
mft configplancan ey ewhbde) p/ nft/ nds. zi p*)
be specified to
change the parameter  ArchiveFile: File w s: / mydomai n/
during import. location for server Confi g>
Command canbe run  importing metadata i mpor t Met adata("/tm
xel;flr.ewew mode as co.nfigFileIiocatior?(o %;ﬁ tle p', "l tnplnft/
ptional): File location  pftconfij gpl an. xnm ")
for mftConfig XML
previewMode(option This will import the
al, default false): If metadata and
true, no metadata will override the values
be imported. It can be  using the config plan
used to determine XML.
which attributes will wl's: / mydomai n/
be changed because  ggyer Confi 9>
of config plan. i npor t Met adat a("/tm
p/nft/
mds. zi p","/tnp/nft/
nftconfigplan. xm",
fal se)
It will not import the
metadata. It provides
info on which
attributes will be
changed using of
config plan.
createMftCredential E;.ei;[?t;};; .credentlal createMtCredentia  ws:/ny domai o
| (password, key) server Confi g>
createMtCredentia
password: password | (' nypass')
for which credential
needs to be created \;Mef\://e :Tyog;)??'g:/
for mftapp. createMtCredentia
key(optional) : key | (" nypass', ' nykey')
for the credential
Related Topics:
WLST Commands

Administering Oracle Managed File Transfer 6-23



Incrementally Moving Oracle MFT Metadata with Configuration Plans

6-24 Using Oracle Managed File Transfer



v

Administering Oracle Managed File
Transfer Embedded Servers

This chapter describes how to administer the FTP and sFTP (SSH-FIP) servers
embedded by Oracle Managed File Transfer.

This chapter includes the following sections:

About Embedded FTP and sFTP Servers

¢ Embedded Server Configuration

e Starting and Stopping Embedded Servers

* Managing Embedded Servers and High Availability

e Supported FTP and sFTP Commands

For information about administering the Oracle WebLogic Server managed server
dedicated to Oracle Managed File Transfer, see Administering Oracle Managed File
Transfer.

About Embedded FTP and sFTP Servers

Oracle Managed File Transfer includes built-in FTP and sFTP servers, which handle
many of the types of file transfers performed. To transfer a file using one of the
embedded servers, upload the file into one of the embedded server directories.

These embedded servers have their own file system directories for sending and
receiving files. The default root directory location for both the FTP and sFTP servers is
WLS_Horre/ user _pr oj ect s/ dormai ns/ base_domai n/ nft/ftp_root.To change
this location, see Other Embedded Server Settings.

The payl oads directory under the root is for files accessed by external systems such
as SOA.

The FTP embedded server is enabled by default, but its security features are disabled.
The sFTP server is disabled by default.

Oracle Managed File Transfer supports the use of any compliant FTP or sFTP client.

Note:

Files present in an embedded FIP or sFTP source directory before the source
is deployed or enabled are ignored. Only files uploaded to the directory after
deployment or enabling are picked and transferred.
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Security

Oracle Managed File Transfer embedded servers can restrict user access to the server
file systems. For more information, see Embedded Server Security and Embedded
Server User Access.

Archiving and Purging Transfers and Files

To clear space in the embedded server file systems, you can use WLST commands to
archive and purge transfer instances and their associated files. For more information,
see MFT Archive and Restore Commands and MFT Purge Commands in WLST
Command Reference for SOA Suite.

Files uploaded to embedded server directories for which no sources are configured
cannot be purged or archived. Only files associated with a transfer instance can be
purged or archived.

Embedded Server Configuration

Embedded server configuration settings are in the Embedded Servers, Embedded
Server Ports, and Embedded Server User Access tabs on the Administration page. For
information about these settings, see the following sections:

¢ For Embedded Server settings, see Embedded Server Security and Other
Embedded Server Settings.

e For Embedded Server Ports settings, see Re-configuring the Port.

¢ For Embedded Server User Access settings, see Embedded Server User Access.

Re-configuring the Port
You can reconfigure the ports of the Oracle Managed File Transfer embedded servers.

Embedded servers are not the same thing as Oracle WebLogic Server managed
servers. The MFT embedded FTP and sFTP servers are services that run on the Oracle
WebLogic Server managed server(s) dedicated to Oracle Managed File Transfer.

The steps for this process are:

1. On the left pane of the Administration page, click the arrow to the left of
Embedded Servers.

The Ports and User Access items appear.
2. Click Ports.
The Embedded Server Ports tab opens.

3. Change the Configured Port value for each Server Instance and Service (FIP or
sFTP) combination you want to reconfigure.

4. Click Save.
5. Click Restart, Start, or Stop.

6. Click the Refresh icon to update the table. Verify that the new Server Status for all
servers is RUNNING and that the new Running Port values are the values you
configured.
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Path Separators for Remote FTP and sFTP Servers

If the path separator on a remote FTP server is not the conventional forward slash (/ ),
you must specify the FTP Path Separator when you configure FTP Remote or sFTP
Remote sources and targets.

For more information about other settings you can edit after you create an FTP Remote
or sFTP Remote source or target, see the Oracle Fusion Middleware MFT Composer Help

Online Help.

Other Embedded Server Settings

Table 7-1 lists the FTP embedded server settings not related to security. These settings
are on the Administration page, Embedded Servers tab, and FTP subtab.

Table 7-1 FTP Embedded Server Settings
- _______________________________________|

Setting Description
Root Directory Specifies the root directory of the FTP server. The default is
WLS Hone/ user _proj ect s/ domai ns/ base_domai n/ nft/
ft p_root. Youmust set it to a shared location if multiple Oracle
WebLogic Server instances run in a cluster.
To change the root directory:
1. Stop the Oracle WebLogic Server managed server(s) dedicated to
Oracle Managed File Transfer.
2. Change the Root Directory setting.
3. Move the directories and files under the root directory.
4. Restart the managed server(s).
See Re-configuring the Port for how to stop and start the managed
server(s).
Enabled Enables the sFTP server if checked. The default is enabled (checked).

Maximum Logins

Specifies the maximum number of concurrent users. The default is 10.

Maximum Login
Failures

Specifies the maximum number of login failures after which a
connection is closed. The default is 3.

Maximum
Concurrent Requests

Specifies the maximum number of concurrent requests the sFTP
server can accept. The default is 10.

Idle Timeout

Specifies the time in seconds that the server can be idle before the
connection ends and the user must log in again. The default is 600,
equivalent to 10 minutes.

Active Connection:

In active mode, the client establishes the command channel. The

Port Range Start, Port server establishes the data channel between a server port in the range

Range End from Port Range Start to Port Range End and a client port that the
client specifies using the PORT command.

Enable Enables the FTP server if checked. The MFT server does not start a

disabled FTP server during initialization. The default is disabled
(unchecked).
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Table 7-1 (Cont.) FTP Embedded Server Settings
________________________________________________________________________________|

Setting

Description

IP Check

Finds out whether the IP address for the data connection is the same
as for the control socket if checked. FTP uses two channels between
client and server, which are separate TCP connections. The command
channel is for commands and responses. The data channel is for
transferring files. The default is disabled (unchecked).

Passive Connection:
Port Range Start, Port
Range End

In passive mode, the client establishes both the command and data
channels. The server tells the client which port in the range from Port
Range Start to Port Range End to use for the data channel.

Table 7-2 lists the sFTP embedded server settings not related to security. These settings
are on the Administration page, Embedded Servers tab, and sFTP subtab.

Table 7-2 sFTP Embedded Server Settings
-~ - -]

Setting

Description

Root Directory

Specifies the root directory of the sFTP server. The default is
W.S_Horre/ user _pr oj ect s/ domai ns/ base_donmai n/ nft/
ft p_root. You must set it to a shared location if multiple Oracle
WebLogic Server instances run in a cluster.

To change the root directory:

1. Stop the Oracle WebLogic Server managed server(s) dedicated to
Oracle Managed File Transfer.

2. Change the Root Directory setting.
3.  Move the directories and files under the root directory.

4. Restart the managed server(s).

See Re-configuring the Port for how to stop and start the managed
server(s).

Enabled

Enables the sFTP server if checked. The default is enabled (checked).

Maximum
Concurrent Requests

Specifies the maximum number of concurrent requests the sFTP
server can accept. The default is 10.

Maximum Login
Failures

Specifies the maximum number of login failures after which a
connection is closed. The default is 3.

Idle Timeout

Specifies the time in seconds that the server can be idle before the
connection ends and the user must log in again. The default is 600,
equivalent to 10 minutes.

For information about the embedded server settings related to security, see Embedded

Server Security.

Starting and Stopping Embedded Servers

You can start or stop the Oracle Managed File Transfer embedded servers.

The steps for this process are:
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4.

Open the Embedded Servers tab on the Administration page.
Select the FTP or sFIP subtab.

Look at the Start and Stop buttons. If Start is grayed out, the server is running and
you can Stop or Restart it. If Stop is grayed out, the server is not running and you
can Start it.

Click Start, Stop, or Restart.

To restart all embedded servers, click Restart All.

To start, restart, or stop the Oracle WebLogic Server managed server(s) dedicated to
Oracle Managed File Transfer, see Oracle WebLogic Server Startup and Shutdown.

Managing Embedded Servers and High Availability

When you set up high availability for Oracle Managed File Transfer, the embedded
servers participate in the load balancing, failover, and other features. For more
information, see Managing Multiple Weblogic Servers and High Availability.

Supported FTP and sFTP Commands

Supported FTP commands are:

APPE: Appends data to the end of a file on the remote host.
AUTH: Establishes SSL encrypted session. Only the SSL type is supported.
CDUP: Changes to the parent directory.

CWD: Changes the working directory. If the directory name is not specified, the root
directory (/ ) is assumed.

LI ST: Lists files. Must be preceded by a PORT or PASV command.

MKD: Creates a directory.

M_SD: Similar to LI ST.

NOOP: No operation.

PASS: Specifies the password. Must be immediately preceded by USER
PASV: Listens on a data port.

PORT: Specifies the data port.

PROT: Specifies the data channel protection level.

PWD: Returns the name of the current working directory.

REST: Specifies the marker position from which the file transfer is to be restarted.
RETR: Transfers a copy of the file specified as the argument.

S| ZE: Returns the size of the file in bytes.

STOR: Accepts and stores the data received as a file.
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* TYPE: Specifies the file type, asci i (the default) or bi nary.

* USER: Specifies the user name.

e QUIT: Logs out.

* DELE: Deletes the file specified by the provided path.

* RMD: Removes a directory.

* RNFR: Renames from the specified name.

* RNTQ Renames to the specified name.

¢ STQU: Stores a unique file to this directory.

Supported sFTP commands are:

¢ cd: Changes the remote working directory.

¢ get: Downloads a file from a remote directory to a local directory.
e | s: Lists the contents of a remote directory.

¢ kdi r: Creates a remote directory.

* mv: Moves or renames a remote file.

* put: Uploads a file from a local directory to a remote directory.
e pwd: Prints a remote working directory.

* rm Removes a remote file.

e rmdi r: Removes a remote directory.

e quit,bye: Ends and disconnects a client or user session.

Oracle Managed File Transfer does not support shell command execution.
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Oracle Managed File Transfer Security

This chapter describes how to keep Oracle Managed File Transfer and its embedded
FTP and sFTP servers secure.

This chapter includes the following sections:

User Authentication and Authorization

Embedded Server Security

Integrating with Oracle Access Manager 11g for Single Sign-On
FIPS 140 Compliance

Message Encryption Using PGP

Managing Keystores

Enabling Security Audit Logging

OWSM Security Policy Attachment

Configuring SSL only Domain for Oracle Managed File Transfer

User Authentication and Authorization

Users can be configured, granted access to Oracle Managed File Transfer, and given
permissions to embedded FTP and sFTP server directories and transfer payloads.

Note: If a user’s permissions have changed when the user is already logged
in, the changes will be effective only on the next login. Once a user is
authenticated, the permissions of the user will not change until the user logs
out and logs in again. This is applicable for all the console, WLST, RESTful,
and embedded server operations such as deploy, enable/disable, import/
export or read/write embedded server operations.

Configuring Users

You configure Oracle Managed File Transfer users and assign them to groups in the
Oracle WebLogic Server Administration Console.
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Note:

Oracle Managed File Transfer interacts with Oracle Enterprise Scheduler
Service through the Or acl eSyst ermJser . Do not delete this user. If you do,
clicking add schedule in a transfer configuration will result in an

Oracl eSyst enlUser does not exi st message, and Schedule Details
may be blank in monitoring reports. For more information about transfer
schedules, see Setting Up Schedules.

The steps for this process are:

1. Access the Oracle WebLogic Server console using a URL that includes the Oracle
WebLogic Server hostname and the console port:

http://w s-hostnanme: consol e-port/consol e
For example:
http://1ocal host: 7011/ consol e
2. Log in using the Oracle WebLogic Server admin username and password.

3. In the left pane of the Oracle WebLogic Server Administration Console, select
Security Realms.

4. On the Summary of Security Realms page, select the name of the realm (for
example, myrealm).

5. On the Settings for Realm Name page, select Users and Groups > Users.
6. Click New.

7. In the Name field of the Create New User page, enter a unique alphanumeric name
for the user.

8. In the Description field, enter a description. The description might be the user's full
name. This is optional.

9. In the Provider drop-down list, select DefaultAuthenticator.
10. In the Password field, enter a password for the user.

The minimum password length is 8 characters. Do not use the username/password
combination webl ogi ¢c/wel conmel in production.

11. Re-enter the password for the user in the Confirm Password field.
12. Click OK to save your changes.

13. Click the name of the new user in the User table.

14. On the Settings for User Name page, select Groups.

15. Select a group or groups from the Available list box and move them to the Chosen
list box. A user can be a member of more than one group.

See Table 8-1 for MFT console access groups and Table 8-2 for MFT embedded
server access groups.
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16. Click Save.

For complete details, see Create Users and Add Users to Groups in the Oracle WebLogic
Server Administration Console Online Help.

Oracle Managed File Transfer Console Access

Users log in to the Oracle Managed File Transfer console using the name and
password assigned to them through the process described in Configuring Users. The
Oracle Managed File Transfer page on which the user starts depends on the user's

group:

* Administrators start on the Administration page.
* Deployers start on the Designer page.

* Monitors start on the Monitoring page.

A user assigned to both the Deployers and Monitors groups starts on the Designer
page.

Table 8-1 lists the roles, groups, and permitted actions for user access to the MFT
console. Console access is based only on roles. Embedded server access roles and
groups do not determine console access.

Table 8-1 MFT Console Roles, Groups, and Permissions

Role Groups with Role Console Actions Permitted

MFTAdmin Administrators, Import, Export, Purge, Design, Deploy,
OracleSystemGroup Monitor, Resubmit, Pause-Resume, Retry,
Disable, Enable, StartES, StopES (all actions)

MFTMonitor Monitors Monitor, Resubmit, Pause-Resume, Retry,
Disable, Enable, StartES, StopES

MFTDesigner Deployers Design, Deploy

Embedded Server User Access

You can grant users access to embedded FTP and sFTP server directories.

To use WLST to configure embedded server user access, see Oracle Managed File
Transfer Utilities and MFT Embedded Server Commands in WLST Command Reference
for SOA Suite.

The steps for this process are:

1. On the left pane of the Administration page, click the arrow to the left of
Embedded Server.

The Ports and User Access items appear.
2. Click User Access.
The Embedded Server User Access tab opens.

3. Select User, Group, or Role, then type a user, group, or role name in the text field.
You must type at least three letters. Any matches are displayed below the text
field. Click the match you want to add.
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8.

You configure users, groups, and roles using the process described in Configuring
Users.

Note:

If Enable screen reader mode is selected in Accessibility Preferences, you
must type the full user, group, or role name. See Setting Language_ Time
Zone_ and Accessibility Preferences for more information.

Click the Add Folder (+) icon.
The user's default folder is added to the table with Set As Home Folder selected.

To add other folders, click the Search icon.
a. Type a directory under which to search in the Available Folders text box.

b. Click the arrow to the right of the Available Folders text box.

Subdirectories of the search directory are displayed.
c. Click the arrow to the left of a directory to display further subdirectories.
d. To select a directory, check its box.
e. Click Add Selected.

Select Set As Home Folder to assign a different home folder. This is optional.

If Set as Home Folder is selected, the user is place in the Home Folder when they
log on to the embedded server. If the home folder does not exist, it is created at
login.

Set the following permissions for each row. To set a permission for all rows, check
or uncheck the box in the column header.

* Access Subfolders: Applies the same permission settings to all subfolders.
* Read: Allows viewing of file contents.

¢ Write: Allows modification of file contents.

¢ Delete: Allows file deletion.

¢ List: Allows viewing of directory contents.

Click Save.

To undo all permission changes for a specific user since the last Save, click Reset All.
To undo all changes for all users since the last Save, click Revert.

Table 8-2 lists the groups and default permitted actions for user access to MFT
embedded server directories. Console access roles and groups do not determine
embedded server access.
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Table 8-2 MFT Embedded Server Groups and Permissions
|

Group Members Actions Permitted Additional Notes
Administrators ~ Any Enterprise =~ Read, Write, Delete, List By default all permissions
user. (file operations) are granted to any
By default the createDir, renameDir, member.
user named deleteDir, changeDir
weblogic is a (directory operations)
member.
MFTESAdmin Any Enterprise  Read, Write, Delete, List This group is specifically
user. (file operations) for granting access to MFT
By default the createDir, renameDir, embedded servers.
Administrators  deleteDir, changeDir By default all permissions
group is a (directory operations) are granted to any
member. member.
OracleSystemGr Any Enterprise ~ Read, Write, Delete, List ~ Using this group for
oup user. (file operations) access provisioning is not
By default the recommended, because
user named this group is intended for
OracleSystemUs internal applications and
er is a member. system management.
Other Any Enterprise Read, Write, Delete, List Examples of these groups
preexisting user. (file operations) are Monitors and
groups Deployers.
These groups and users
belonging to them are
listed in the Embedded
Server User Access tab.
User-created Any Enterprise ~ Read, Write, Delete, List These groups and users
groups user. (file operations) belonging to them are
listed in the Embedded
Server User Access tab.
User-created Any Enterprise ~ Based on member groups. There is no preexisting

roles

user or group.

If a role has the
Administrators group as a
member, all operations
are allowed. Otherwise
only file operations are
allowed.

role for embedded server
access provisioning. You
can create a role, assign
members, and provision
access.

Granting Payload Access

You can grant users, groups, and roles access to the payloads of transfers with these
characteristics:

e A SOAP, SOA, Service Bus, or ODI target type

* A Delivery Method value of Reference
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¢ A Reference Type value of FTP

If you grant no specific access, then all users, groups, and roles have access to the
transfer payloads.

The steps for this process are:

1. Click the arrow to the left of Transfers in the left pane navigator.
The transfers are listed.

2. Click the transfer name or right-click it and then select the Open menu item.
The transfer tab opens.

3. Click the arrow to the left of Payload Access.
The Payload Access section opens.

4. Click add users, groups, and roles.
The Add Users dialog opens.

5. Select a category: User, Role, or Group.

6. Type part or all of a user, role, or group name in the Search field.

You must type at least three letters. Any matches are displayed below the Search
field.

7. Select the matching name you want to add.
The selected name appears in the search field.
8. Click Add to List.

The name appears in the Selected Users, Groups, and Roles list.

To delete a user, role, or group from the list, click the red X to the right of it.
9. Repeat steps 5 through 8 for each user, role, or group you want to add.
10. Click Add Users.

To cancel adding users, click Cancel.

The Add Users dialog closes.

11. Verify that each user, role, or group you wanted to add is displayed in the Payload
Access section of the transfer tab.

To delete a user, role, or group from the list, click the red X to the right of it.

12. Save and optionally Deploy the transfer.

For more information about configuring transfers, see Configuring a Transfer.

Embedded Server Security

Secure embedded servers are of two types: sFTP (SSH-FTP) or FTPS (FIP over SSL).
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The embedded servers support the following protocols: FTP RFC959, FTP RFC2228,
sFTP, FTPS, SSH-2, TLS 1.1, and TLS 1.2.The SSH-1 protocol and SSHD (secure shell)
are not supported.

SFTP (SSH-FTP)

Table 8-3 lists the sFTP embedded server settings related to security. These settings are
on the Administration page, Embedded Servers tab, and sFTP subtab. After changing
any of these settings, you must Stop and Start the sFTP server to activate the settings.

Table 8-3 sFTP Embedded Server Security Settings
-~ - -]

Setting Description
Authentication Type Specifies the authentication type: Password (default), Public Key,
or Both.
Host Key Alias Specifies the alias of the SSH private key for authentication. To
create SSH keys, see Configuring the SSH Keystore.
FTPS (FTP Over SSL)

Table 8-4 lists the FTP embedded server settings related to security. These settings are
on the Administration page, Embedded Servers tab, and FTP subtab. After changing
any of these settings, you must Stop and Start the FTP server to activate the settings.

Table 8-4 FTP Embedded Server Security Settings
- |

Setting

Description

Plain FTP

Enables plain FTP, without Implicit or Explicit SSL support, on the FTP server.
You can enable implicit or explicit SSL support, or both, in addition to plain
FTP. The default is enabled (checked).

Implicit

Requires the client to immediately challenge the FTPS server with a TLS/SSL
d i ent Hel | 0 message. A non-FTPS aware client cannot connect to an implicit
SSL-enabled server. The default is enabled (checked).

Explicit

Allows clients to explicitly request that the FTP server encrypt the session and
mutually agree to an encryption method. This is known as explicit FTPS or
FTPES. Explicit mode is legacy-compatible, so plain FTP clients can still connect
to the FTP server. Common commands for invoking FTPS security include
AUTH TLS and AUTH SSL. The default is enabled (checked).

Client
Authenticat
ion

Specifies the level of client authentication: Need, Want, or None. Applies only
if Implicit or Explicit is checked.

* Need - The FTP server's SSL engine requires client authentication during the
handshake.

e Want - The FTP server's SSL engine requests client authentication during the
handshake.

¢ None - No client authentication is performed (default).

Protocol

Specifies the security protocol: TLS (default) or SSL. Applies only if Implicit or
Explicit is checked.

Cipher
Suite

Specifies the cipher suites to use. To use all available cipher suites, check AllL
Checking none uses a default list. Applies only if Implicit or Explicit is
checked.
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Table 8-4 (Cont.) FTP Embedded Server Security Settings
______________________________________________________________________________|

Setting Description
Certificate ~ Specifies the alias of the SSL private key for authentication. Applies only if
Alias Implicit or Explicit is checked. To create SSL keys, see Configuring the SSL
Keystore.
Note:

The message shown below is not an issue and is information logged to
indicate that the FTPS service will not be started when there is no valid port
available. This error information is not shown when implicit FTPS service is
enabled.

{APP: nft-app] [partition-name: DOVAIN]
oracle.nft. COMON. <M~TServer.initFTPServer>;Invalid value for FTPS Port:
[-1]. FTPS Service will fail to start.

Integrating with Oracle Access Manager 11g for Single Sign-On

You can integrate the Oracle Managed File Transfer console URL with Oracle Access
Manager 11g to achieve single-sign-on with other Enterprise web applications.

For general information about installing and configuring Oracle Access Manager, see
"Configuring Oracle Access Manager (OAM)" in Oracle Fusion Middleware
Administrator’s Guide for Oracle WebCenter Portal.

To protect the MFT console URL, follow the steps described in "Configuring the
WebLogic Server Administration Console and Enterprise Manager for OAM" in Oracle
Fusion Middleware Administrator’s Guide for Oracle WebCenter Portal, except specify /
nftconsole /nftconsole/* /nftconsole/.../* asthe Resource URL.

Message Encryption Using PGP

You can encrypt or decrypt a file that is being transferred. For more information, see
Encryption and Decryption at the Source or Encryption and Decryption Preprocessing.

For encryption, you must reference the public PGP key alias. For decryption, you must
reference the private PGP key alias.

To set up PGP keys and key aliases in the Oracle Managed File Transfer keystore, see
Configuring the PGP Keystore.

FIPS 140 Compliance

FIPS 140-2 specifies the security requirements that must be met by a cryptographic
module to protect sensitive information. The standard provides four increasing,
qualitative levels of security to cover the wide range of potential applications and
environments in which cryptographic modules may be employed.

Oracle Fusion Middleware Release 12c (12.2.1.x) supports the use of FIPS 140-2
enabled cryptographic libraries. The ability to operate in FIPS 140 mode is specific to a
defined set of scenarios and transactions supported by Oracle Managed File Transfer.
It applies where validated cryptography is used to support or enforce security-
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sensitive tasks such as authentication, authorization, confidentiality, integrity, and so
on.

For more information about FIPS 140-2 use in Oracle Managed File Transfer, see FIPS
140 Support in Oracle Fusion Middleware in Administering Oracle Fusion Middleware.

In MFT, FIPS 140-2 certification involves certifying:
e Embedded SFTP Server

e Embedded FTP over SSL Server

¢ PGP Encrypt/Decrypt Actions

® Checksum generation

e SFTPRemote

Enabling FIPS 140-2 Mode from Java Options
To enable FIPS 140-2 mode from Java options, follow these steps:
1. Using the following URL, download and install the Java Cryptography Extension

(JCE) Unlimited Strength Jurisdiction Policy Files that correspond to the version of
your JDK. These Java policy JAR files affect cipher key sizes greater than 128 bits.

http:/ /www.oracle.com/technetwork/java/javase/downloads/index.html

Open the .ZIP distribution and update | ocal _policy.jar and

US_export _policy.jar inJAVA_HOME/jre/lib/ security. See the
README.txt file in the .ZIP distribution for more information and installation
instructions.

2. Create your ownj ava. securi ty file. You can use the one that comes with the
installed JDK as a guide

Add both the RSA JCE provider and the RSA JSSE provider as the first two Java
security providers listed in your j ava. secur ity properties file:

#
security. provider.1l=comrsa.]j safe. provider. Jsaf eJCE
security. provider.2=comrsa.jsse. JsseProvider

security. provider.3=sun. security. provider.Sun

3. Start WebLogic Server.

For complete details about enabling FIPS mode in WebLogic Server, see Enabling FIPS
Mode

SFTP

When FIPS is enabled at SFTP server, RSA and DSA keys are not supported. Oracle
MEFT supports only ECDSA keys of size 256, 384 bits.

Type Non-FIPS Algorithms FIPS Algorithms

KeyExchange DHG1 DHGI14

Ciphers BlowfishCBC AES128CBC, TripleDESCBC,
AES192CBC, AES256CBC
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Type Non-FIPS Algorithms FIPS Algorithms

Message Authentication HMACMD5, HMACMD596, HMACSHA1
HMACSHA196

Signature RSA, DSA ECDSA

Note: When FIPS is enabled at Oracle WebLogic Server, MD5 and Blowfish
encryption algorithms are not supported.

FTP-SSL

When FIPS is enabled at FTPS server, keys of size equals to or above 2048 bits are
supported. When enabled, by default, the ciphers listed in the Cipher suites list are
FIPS compliant. So MFT SSL server supports only those selected in that list.

Any ciphers with MD2, MD4, MD5, RC2, RC4, RC5, DH algorithms in it are not FIPS

approved algorithms.

Note: MFT SSL supports many ciphers in both non-FIPS and FIPS mode. But
not all ciphers supported by MFT are supported by the FTP clients. FTP clients
may support only subset of the MFT ciphers. Before using any cipher make
sure that the FTP client has the support for selected cipher. It is recommended
that you use a combination of ciphers which are common across providers

along with the specific ones.

PGP
Type Non-FIPS Algorithm FIPS Algorithm
Encryption CAST, BLOWFISH, SAFER, DES, = AES_128, AES_192, AES_256
TWOFISH, IDEA (not supported
due to licensing)
Note: In FIPS mode, TRIPLE_DES algorithm is not supported.
Algorithm MBean Value
NULL 0
IDEA (not supported due to licensing) 1
TRIPLE_DES 2
CAST5 3
BLOWFISH 4
SAFER (not applicable for PGP symmetric 5

keys)
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Algorithm MBean Value
DES 6

AES_128 7

AES_192 8

AES_256 9

TWOFISH 10

Checksum Generation

Type

Non-FIPS Algorithm

FIPS Algorithm

Message Digest

MD5

SHA-1, SHA-224, SHA-256,
SHA-384, SHA-512

Note:

Only MD5, SHA-1, SHA-256 are available with default provider, that is, in

non-FIPS mode.

JCA Transports

Type

Non-FIPS Algorithm

FIPS Algorithm

Data Integrity Algorithm

Key Exchange Algorithm

Cipher Suite

PKI Algorithm

Hmac-md5

Diffie-hellman-group1l-shal,
Diffie-hellman-group-
exchange-shal

Cast128, Twofish256,
Twofish128, Blowfish

DSS

Hmac-shal, Hmac-sha256,
Hmac-sha256@ssh.com

Diffie-hellman-group14-shal

3Des, Aes128, Aes192, Aes256

3Des, Aes128, Aes192, Aes256

Note:

When FIPS is enabled at the WebLogic level by adding FIPS jars, MD5/
blowfish is not supported even when FIPS at the MFT level is not enabled.

For more information about FIPS 140-2 use in Oracle Managed File Transfer, see FIPS
140 Support in Oracle Fusion Middleware in Administering Oracle Fusion Middleware..
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Managing Keystores

Oracle Managed File Transfer uses SSL and SSH keys for embedded server security
and PGP keys for message encryption. To manage keys in the Oracle Managed File
Transfer keystores, use the Oracle WebLogic Scripting Tool (WLST) and the Oracle
Managed File Transfer console, described in the following sections:

¢ Configuring the SSL Keystore
¢ Configuring the SSH Keystore

¢ Configuring the PGP Keystore

You can use the MFT WLST keystore management commands to generate, import,
export, delete, list, and update SSL, SSH, and PGP keys. For more information, see the
WLST Command Reference for SOA Suite.

Note:

SSL keys in binary (DER) format are not supported. Use keys in BASE64 (PEM
or CER) format. You can convert key formats using the openssl command.

Key lengths greater than 1024 bit are supported. However, there are some
export restrictions on key lengths greater than 1024 bit. These restrictions are
mostly specified at the JRE level in the JAVA HOVE\ j re7\ | i b\ security
directory.

Note:

To create additional keystores, you can use WLST commands or the Oracle
Enterprise Manager Fusion Middleware Control console. See Managing Keys
and Certificates with the Keystore Service in Securing Applications with Oracle
Platform Security Services, Managing Keystores, Wallets, and Certificates in
Administering Oracle Fusion Middleware, and Managing the Credential Store in
Securing Applications with Oracle Platform Security Services for more information
about Fusion Middleware Control.

Configuring the SSL Keystore

The default keystore is used for storing Oracle MFT SSL keys and certificates. To
configure the default keystore, use WLST and the Oracle Managed File Transfer
console.

The steps for this process are:
1. Start WLST using the steps described in Running WLST Commands.
2. Access the Oracle Platform Security Services key store service:
svc = get OpssServi ce(nane=" KeyStoreService')
3. Create the SSL keystore:

svc. creat eKeyStore(appStri pe="' <StripeNane>', name='<StoreNanme>',
passwor d=' <St or ePasswor d>', perni ssion=fal se/true)
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4. Create the SSL keys:

svc. gener at eKeyPai r (appStri pe=' Stri peNane', name=' St oreNange',
passwor d=" St or ePassword', dn='cn=ConpanyURL', keysize='1024",
alias="Alias', keypassword='KeyPassword')

For example:

svc. gener at eKeyPai r (appStripe='nft', nane='nftDefaul tStore', password='P@$Wrd',
dn=" cn=wwwv. myconpany. org', keysize='1024",
alias="nftssl', keypassword='P@$Wrd2')

Specify nf t as the stripe name and nf t Def aul t St or e as the store name. Oracle
Managed File Transfer uses these names by default. The store and key passwords
are optional.

When securing the FTP server, you reference the SSL private key alias configured
in this step. See the Certificate Alias description in FTPS (FTP Over SSL).

5. Exit WLST using the steps described in Running WLST Commands.

6. In the Oracle Managed File Transfer console, on the left pane of the Administration
page, click Keystores.

7. If you specified key and store passwords in previous steps, you must enter them on
this page.

Enter the key password in the Private Key Password field and the store password
in the Key Password field.

8. Click Save.

Configuring the SSH Keystore

To configure the SSH keystore, use WLST and the Oracle Managed File Transfer
console.

The steps for this process are:
1. Start WLST using the steps described in Running WLST Commands.

2. Use the gener at eKeys WLST command to create a password-protected private
SSH key. The key type is RSA and the key size is 1024 bits. For example:

gener at eKeys(' SSH , ' P@$Wrd', '/ export/ssh/ssh-pvt-keys. ppk')

If you are an advanced user and want to set additional key parameters, you can use
the ssh- keygen command instead. For example:

ssh-keygen -t rsa -b 2048 -f /export/ssh/ssh-pvt-keys. ppk -N P@3$Wrd
For more information about ssh- keygen, see ssh-keygen(1) - Linux man page.
The password is optional for either command.

3. Use the i nport CSFKey WLST command to import and create an alias for the key.
For example:

i mport CSFKey(' SSH, ' PRIVATE', 'nftssh', '/export/ssh/ssh-pvt-keys. ppk')

When securing the sFTP server, you reference the SSH private key alias configured
in this step. See the Host Key Alias description in sFTP (SSH-FTP).
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. Exit WLST using the steps described in Running WLST Commands.

. In the Oracle Managed File Transfer console, on the left pane of the Administration

page, click Keystores.

. If you specified a password in step 2, you must enter it in the SSH Private Key

Password field.

. Click Save.

Configuring the PGP Keystore

To configure the PGP keystore, use WLST and the Oracle Managed File Transfer
console.

Note:

If a payload is encrypted by a PGP tool outside of MFT using a key length or
algorithm that is restricted, MFT decryption will fail. These restrictions are
mostly specified at the JRE level in the JAVA HOVE\ jre7\|i b\ security
directory.

The steps for this process are:

. Start WLST using the steps described in Running WLST Commands.

. Use the gener at eKeys WLST command to create a password-protected PGP key

pair. For example:
generat eKeys(' PGP, ' P@$Wrd',' /export/pgp', 'exanpl e<exanpl e@xanpl e. com')

The password is optional.

. Use the i mpor t CSFKey WLST command to import and create an alias for each

key. For example:

i mport CSFKey(' PGP, 'PUBLIC, 'nftpgppub', '/export/pgp/pub.asc')
i mport CSFKey(' PGP, 'PRIVATE', 'nftpgppri', '/export/pgp/secret.asc')

For encryption, you must reference the public PGP key alias. For decryption, you
must reference the private PGP key alias. For more information, see Encryption
and Decryption at the Source or Encryption and Decryption Preprocessing.

. Exit WLST using the steps described in Running WLST Commands.

. In the Oracle Managed File Transfer console, on the left pane of the Administration

page, click Keystores.

. If you specified a password in step 2, you must enter it in the PGP Private Key

Password field.

. Click Save.
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Enabling Security Audit Logging

You can enable audit logging for Oracle Managed File Transfer using Oracle
Enterprise Manager Fusion Middleware Control or the Oracle WebLogic Scripting
Tool (WLST).

To generate reports of audit data, see Using Audit Analysis and Reporting in Securing
Applications with Oracle Platform Security Services.

Using Fusion Middleware Control to Enable Audit Logging

The steps for this process are:

1.

2.

3.

Log in to the Fusion Middleware Control console.
In the Target Navigation pane, expand the Weblogic Domain node.

Select the domain on which the Oracle WebLogic Server managed server dedicated
to Oracle Managed File Transfer is installed.

For example, the domain might be soai nf r a or base_domai n.
Right-click on the domain and select Security > Audit Policy.
Select MFT from the Audit Component Name drop-down list.

If you do not see the MFT component, then restart the Oracle WebLogic Server
admin server and managed servers. For more information, see Oracle WebLogic
Server Startup and Shutdown.

Change the Audit Level to Medi um
Click Apply.

Restart the Oracle WebLogic Server admin server and managed servers. For more
information, see Oracle WebLogic Server Startup and Shutdown.

Using WLST to Enable Audit Logging

The steps for this process are:

1.

2.

3.

Start WLST using the steps described in Running WLST Commands.

Use the following WLST command to enable audit logging for MFT:

set Audi t Pol i cy( conponent Type="M-T",filterPreset="None")

You can specify afil t er Preset of Cust omor Medi uminstead of None.

Exit WLST using the steps described in Running WLST Commands.

For more information about WLST commands for audit policies, see Manage Audit
Policies with WLST in Securing Applications with Oracle Platform Security Services.

OWSM Security Policy Attachment

Oracle Managed File Transfer supports securing web service sources and targets with
Oracle Web Services Manager (OWSM) policies. Web service sources and targets
include those of type SOAP, SOA, Service Bus, and ODL
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Note:

WS-Security compliant policies are not supported.

You can attach one policy file per source or target. The policy file holds the attached
policies and overridden attributes.

You can attach policies globally using Oracle Enterprise Manager Fusion Middleware
Control or the Oracle WebLogic Scripting Tool (WLST). You can attach policies locally
using the MFT console or WLST.

Web services security can be divided into the following parts:
¢ Design time — when policies are attached and registered for the source or target.

* Runtime — when the policies are enforced upon invoking the secured source or
target.

¢ Life cycle —how policies are managed regarding the life cycle of the source or
target.

This section includes the following topics:

¢ Using Fusion Middleware Control for Global Policy Attachment
e Using WLST for Global Policy Attachment

¢ Using the MFT Console for Local Policy Attachment

e Using WLST for Local Policy Attachment

¢ How the Policy Is Applied at Runtime

® Policies and Artifact Life Cycle Management

¢ Verifying Policy Registration

Using Fusion Middleware Control for Global Policy Attachment

How you attach a policy depends on whether the policy is inbound (for sources) or
outbound (for targets). In addition, some client policies require credentials.

Managing Policy Credentials

Some client policies, such as the user name token policy, require credentials. Before
you can attach such a policy using Oracle Enterprise Manager Fusion Middleware
Control, you must create a map and key. For more information, see Managing the
Credential Store in Securing Applications with Oracle Platform Security Services.

The steps for this process are:
1. Log in to the Fusion Middleware Control console.
2. In the Target Navigation pane, expand the Weblogic Domain node.

3. Select the domain on which the Oracle WebLogic Server managed server dedicated
to Oracle Managed File Transfer is installed.

For example, the domain might be soai nf r a or base_domai n.

8-16 Using Oracle Managed File Transfer



OWSM Security Policy Attachment

Right-click on the domain and select Security > Credentials.
The Credentials table appears.
Click Create Map.

In the Create Map dialog, type or acl e. wsm securi t y in the Map Name field.
Click OK.

The oracle.wsm.security credential appears in the Credentials table.
Select the oracle.wsm.security credential and click Create Key.

In the Create Key dialog, type basi c. cr edent i al s in the Key field. Type the
user information in the User Name, Password, and Confirm Password fields. Click
OK.

An expand arrow appears to the left of the oracle.wsm.security credential. Clicking
this arrow displays the basic.credentials key.

Creating a Policy Set for a Source

You can create a policy set and attach a policy for a source. For more information, see
Managing Web Service Policies with Fusion Middleware Control in Securing Web
Services and Managing Policies with Oracle Web Services Manager.

The steps for this process are:

1.

2.

Log in to the Fusion Middleware Control console.
In the Target Navigation pane, expand the Weblogic Domain node.

Select the domain on which the Oracle WebLogic Server managed server dedicated
to Oracle Managed File Transfer is installed.

For example, the domain might be soai nf r a or base_domai n.
Right-click on the domain and select Web Services > WSM Policy Sets.
The WSM Policy Set Summary table appears.

Click Create.

On the Create Policy Set: Enter General Information page, enter a Name, check
Enabled, and select SOAP Web Service from the Type of Resource drop-down list.
Click Next.

On the Create Policy Set: Enter Resource Scope page, type the following
information:

* Domain Name: Type the name of the domain on which the Oracle WebLogic
Server managed server dedicated to Oracle Managed File Transfer is installed.

For example, the domain might be soai nf r a or base_domai n.
e Application Name: Type *. or mftapp
* Application Module Name or Connection Name: Type *. or mftapp

* RESTful Application, Service, or Web Service Endpoint Name: This can be a
SOA composite endpoint or an Oracle Managed File Transfer source. For a
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8.

9.

source, type { htt p: / / xm ns. oracl e. coml f mw/ nft/
soap} MFTSer vi ce_sour ce- nane.

¢ Port Name: Type MFTSer vi cePort or the port name of a SOA composite (for
example submit _ptt).

Click Next. On the Create Policy Set: Enter Constraint page, click Next again.

On the Create Policy Set: Add Policy References page, select one or more policies
from the Available Policies list and click Attach. Click Next.

10. On the Create Policy Set: Summary page, click Save.

Creating a Policy Set for a Target

You can create a policy set and attach a policy for a target. For more information, see
Managing Web Service Policies with Fusion Middleware Control in Securing Web
Services and Managing Policies with Oracle Web Services Manager.

The steps for this process are:

1.

2.

Log in to the Fusion Middleware Control console.
In the Target Navigation pane, expand the Weblogic Domain node.

Select the domain on which the Oracle WebLogic Server managed server dedicated
to Oracle Managed File Transfer is installed.

For example, the domain might be soai nf r a or base_domai n.
Right-click on the domain and select Web Services > WSM Policy Sets.
The WSM Policy Set Summary table appears.

Click Create.

On the Create Policy Set: Enter General Information page, enter a Name, check
Enabled, and select SOAP Web Service Client from the Type of Resource drop-
down list. Click Next.

On the Create Policy Set: Enter Resource Scope page, type the following
information:

¢ Domain Name: Type the name of the domain on which the Oracle WebLogic
Server managed server dedicated to Oracle Managed File Transfer is installed.

For example, the domain might be soai nf r a or base_domai n.
e Application Name: Type *
¢ Application Module Name or Connection Name: Type *

* RESTful Application, Service, or Web Service Endpoint Name: Specify a SOA
composite endpoint name.

* Port Name: Port Name of the target SOA composite.
Click Next. On the Create Policy Set: Enter Constraint page, click Next again.

On the Create Policy Set: Add Policy References page, select one or more policies
from the Available Policies list and click Attach. Click Next.
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10. On the Create Policy Set: Summary page, click Save.

Using WLST for Global Policy Attachment

Using WLST, you can attach a policy to all web service endpoints in Oracle Managed
File Transfer.

The steps for this process are:
1. Start WLST using the steps described in Running WLST Commands.

2. Use the following WLST commands to create and attach a policy set:

begi nReposi t orySessi on())

createPolicySet('nft', 'ws-service', 'Domain("*")")

attachPol i cySet Pol i cy(' oracl e/ wss_user nane_t oken_servi ce_policy')
val i dat ePol i cySet ()

comi t Reposi t or ySessi on()

di spl ayPolicySet('nft")

The wss_user name_t oken_ser vi ce_pol i cy is an example. You can attach a
different policy.

3. Exit WLST using the steps described in Running WLST Commands.

You can also attach a policy to a specific web service endpoint, either a source or
target.

The steps for this process are:

1. Start WLST using the steps described in Running WLST Commands.
2. Use the following WLST commands to create and attach a policy set:

begi nReposi t orySessi on())

createPolicySet('nft', 'ws-service', 'Service("{http://xmns.oracle.con fmvnft/
soap} MFTSer vi ce_SOAPSour ce") ")

attachPol i cySet Policy(' oracl e/ wss_usernane_t oken_service_policy")

val i dat ePol i cySet ()

commi t Reposi t orySessi on()

di spl ayPolicySet (' nft")

The SOAPSour ce is an example. You can create a policy set for a different source
or target.

The wss_user name_t oken_ser vi ce_pol i cy is an example. You can attach a
different policy.

3. Exit WLST using the steps described in Running WLST Commands.

For more information about WLST commands for managing policy sets, see Policy Set
Management Commands in WLST Command Reference for Infrastructure Components.

Using the MFT Console for Local Policy Attachment
The steps for this process are:
1. Create and deploy the SOAP, SOA, Service Bus, or ODI application corresponding

to the MFT source or target. For a target, you must attach a policy to the
application.
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See Integrating Oracle Managed File Transfer with Other Products for more
information.

2. Create or open the source or target as described in Creating a Source or Creating a
Target.

3. Before clicking Save, click the arrow to the left of Policies.
The Selected Policies and Available Policies tables are displayed.

4. To search the Available Policies by name, type a full or partial name in the Search
field and click the Search icon.

5. Select one or more policies from the Available Policies list.
6. Click Attach.

The selected policies move to the Selected Policies list.

To detach one or more policies, select them and click Detach.
7. Click Save.
8. Add the source or target to a transfer as described in Configuring a Transfer.
9. Deploy the transfer as described in Deploying and Testing Transfers.

The attached policies are automatically registered in OWSM. To verify the
registration, see Verifying Policy Registration.

Using WLST for Local Policy Attachment

You can attach a policy to a specific web service endpoint, either a source or target.

The steps for attaching a policy are:
1. Start WLST using the steps described in Running WLST Commands.

2. Use the following WLST commands to create and attach a policy set:

begi nWsMsessi on()

|'i st WBMPol i cySubj ects(' nft-app')

sel ect WsMPol i cySubj ect (' / webl ogi ¢/ soai nfra/nft-app', '#SCAPSource',
"WsService({http://xmns.oracle.com fmvnft/

soap} MFTSer vi ce_SQAPSour ce#MTSer vi cePort)")

attachWsMPol i cy(' oracl e/ bi ndi ng_aut hori zati on_denyal | _policy")
attachWsMPol i cy(' oracl e/ wss_user name_t oken_servi ce_policy")

previ eWASMVES f ect i vePol i cySet ()

conmi t WSMSessi on()

The SOAPSour ce is an example. You can create a policy set for a different source
or target.

The wss_user name_t oken_servi ce_pol i cy is an example. You can attach a
different policy.

3. Exit WLST using the steps described in Running WLST Commands.
The steps for detaching a policy are:

1. Start WLST using the steps described in Running WLST Commands.
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2.

3.

Use the following WLST commands to create and attach a policy set:

begi nVBMsessi on()

|'i st WBMPol i cySubj ects(' nft-app')

sel ect WBMPol i cySubj ect (' / webl ogi ¢/ soai nfra/nft-app', '#SOAPSource',
"WsService({http://xmns.oracle.com fmw nft/

soap} MFTSer vi ce_SOAPSour ce#M-TSer vi cePort) ")

det achWsMPol i cy(" oracl e/ bi ndi ng_aut hori zati on_denyal | _policy")

det achWSMPol i cy(" oracl e/ wss_user name_t oken_servi ce_pol i cy"')

previ eWSVES f ect i vePol i cySet ()

commi t WSMSessi on()

The SOAPSour ce is an example. You can create a policy set for a different source
or target.

The wss_user narme_t oken_ser vi ce_pol i cy is an example. You can attach a
different policy.

Exit WLST using the steps described in Running WLST Commands.

For more information about WLST commands for managing policy sets, see Policy Set
Management Commands in WLST Command Reference for Infrastructure Components.

How the Policy Is Applied at Runtime

For a source, the sending user must specify the policy and its required credentials with
the file to be transferred. Otherwise the file transfer will not succeed.

For a target, the receiving user does not need to specify the policy. This is the
responsibility of the sending user in the transfer. However, if the sending user does
not specify the policy attached to the target and its required credentials, the file
transfer will not succeed.

Credentials that the policy requires can include a username, password, certificate, or
other security information. See Managing Policy Credentials for more information.

Policies and Artifact Life Cycle Management

A policy file is persisted in the MFT metadata store (MDS) and follows the exact life
cycle pattern of its parent source or target artifact, including the version.

Create an artifact, and the policy file is created in the MDS and referenced by the
artifact.

Deploy an artifact, and the policy file is automatically registered in OWSM.
Undeploy an artifact, and the policy file is de-registered.

Enable an artifact, and the policy file is automatically registered in OWSM.
Disable an artifact, and the policy file is de-registered.

Delete an artifact, and the policy file is deleted from the MDS.

Export an artifact, and the policy file is exported and linked to by the artifact export
file.

Import an artifact, and the linked policy file is also imported.
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Verifying Policy Registration

After you attach policies globally or locally, you can use WLST to verify that these
policies are registered in the OWSM repository as part of the effective policy set.

The steps for this process are:

1.

2.

3.

Start WLST using the steps described in Running WLST Commands.

Use the following WLST commands to specify the MFT policy subject and display
the effective policy set:

begi nWMsessi on()

I'i st WBMPol i cySubj ects(' nft-app")

sel ect WsMPol i cySubj ect (' / webl ogi ¢/ soai nfra/nft-app', '*', '*")
di spl ayWSMEf f ecti vePol i cySet ()

commi t WSMSessi on()

The output of the di spl ayWSMEf f ect i vePol i cySet command should list the
policies you attached.

Exit WLST using the steps described in Running WLST Commands.

For more information about the WLST commands for policy subjects, see Policy
Subject Commands in WLST Command Reference for Infrastructure Components.

For general information about the OWSM repository, see Overview of Web Services
Administration in Administering Web Services.

Configuring SSL only Domain for Oracle Managed File Transfer

Create a SSL only domain in Oracle Managed File Transfer.

To configure SSL only domain:

1.

Go to $DOVAI N_HOVE/ or acl e_conmon/ bi n/ directory and run the following
command:

sh |i bovdconfig.sh -host <host> -port <port> -userNane
<wl sadm nuser nane> - domai nPat h <Absol ut ePat hOf Dormai nHone> -
Ccreat eKeystore

Extract the certificate of AdminServer by connecting to http://host:port/console from
the web browser and export the certificate to a file. Enter the certificate details.

The file format should be "Base 64 Encoded x.509".

Note: The above step is applicable only for integrated Weblogic LDAP
(Default Authenticator). For other LDAPs, the certificate has to be exported by
using the appropriate LDAP commands.

Import the certificate exported in the above step to the created keystore by
executing the following command.

keyt ool -inportcert -keystore <DOVAI N HOVE>/ confi g/
f mmconfi g/ ovd/ def aul t/ keyst or es/ adapters. j ks -storepass
<password> -alias <alias> -file <fil ePath> -nopronpt
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The password is specified while generating the keystore and filepath is the file
containing the exported certificate.

Choose any alias of your choice.
Perform the SSL related changes to create SSL only domain.
Restart the Weblogic Admin and Managed Servers.

After restarting the server, you will be able to login to MFT console and embedded
servers in SSL only domain.

After creating the domain, you need to enable the SSL domain. To enable SSL domain,
see Enabling SSL only Domain.

Enabling SSL only Domain

After creating the SSL only domain, enable the domain by configuring SSL in different
use cases by following the steps below:

Enabling SSL only Domain

Follow the steps below to set up Oracle MFT in an SSL only WebLogic domain.

1.

Enable the SSL listening port at the time of domain creation, in case of new
domains.

For existing domain, extend the domain and select the SSL listening port.

Start the AdminServer and disable the non-SSL listening port of the managed
Server and AdminServer.

Start the managed server.

Invoking Webservice over SSL (HTTPS service)
Follow the steps below to invoke the SOA /SOAP targets over HTTP SSL protocol.

1.

Export the SSL certificate of remote SSL webservice, for example, from Web
browser to File.

Import the certificate to below stores:

a. jdk_home/jrel/libl/security/cacerts

b. /W server/server/lib/cacerts

c. EM > Security > Keystore > System > Trust store, CA store

Restart the server.

Configuring remote SSL FTP server

Follow the steps below to connect from a Remote FITP(S) Source or Target to a remote
FTP Server. The remote FTP Server can be non-MFT FTP Server, or it could be MFT
Embedded FTP Server within another deployment of MFT.
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1. Export the trusted certificate used for remote SSL FTP server to a file using
appropriate tools. In case of MFT FTPS remote server, do it via WLST with below
command:

<stripe>', nane=' <st
<certalias> ,type='C

svc. export KeyStoreCertificate(appStripe=
ore>' , passwor d=' <st or ePassword>', al i as=
ertificate',filepath="<filePath>")

2. Import the trusted certificate to MFT using the below WLST command:

svc. i nport KeyStoreCertificate(appStripe="' <Stripe>', nane=' <St
ore>',

passwor d=' <St or ePasswor d>' , al i as=
<keyPasswor d>' , type=' TrustedCertificate',filepath=

>")

<cert Al i as>', keypasswor d='
"<filepath
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Oracle Managed File Transfer Utilities

This chapter summarizes WLST (Oracle WebLogic Scripting Tool) commands that
perform Oracle Managed File Transfer (MFT) operations.

This chapter includes the following sections:
¢ Running WLST Commands
e MFT WLST Command Summary

e QOracle MFT EJBs

For more detailed descriptions and examples of the MFT WLST commands, see the
Oracle Managed File Transfer Custom WLST Commands in WLST Command Reference
for SOA Suite.

Running WLST Commands

Before you can run WLST commands, you must start WLST and connect to the Oracle
WebLogic Server managed server dedicated to MFT.

The steps for this process are:

1. Go to the Oracle WebLogic Server command directory for MFT:
cd ${ MV HOVE}/ nft/common/ bi n

2. Run the Oracle WebLogic Scripting Tool:
.Iwst.sh

3. Connect to the Oracle WebLogic Server managed server dedicated to MFT:
connect ("usernanme", "password”, "t 3:// host name: port")
For example:
connect ("webl ogi c", "webl ogi c1","t3:/ /] ocal host: 7011")

4. Run WLST commands as needed.
Use this command to list MFT WLST commands:

hel p("nft")

Use this command to list short names for MFT WLST commands:

hel p("nft-shortcuts")

The commands work in the same way whether you use the long or short names.
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5. Disconnect and exit.

di sconnect ()
exit()

MFT WLST Command Summary

Table 9-1 summarizes the MFT WLST commands. It is intended as a quick reference
and not as a complete description of each command. For a complete description of
these commands, see "Oracle Managed File Transfer Custom WLST Commands" in
WLST Command Reference for SOA Suite.

Table 9-1 MFT WLST Command Summary
- -]

Command Shortcut Syntax Description
bul kDepl oyAr  buDepAF . , Deploys a comma-
tifact bul kDepl oyArti fact (" TRA separated list of source,

NSFER| SOURCE| TARGET',
"artifact_nanes',
" comment ')

transfer, or target artifacts
or *for all. A comment is
optional.

createMtCre
denti al

createMt Credential (pas
sword, key)

Create the credential for
mftapp. Enter the
password for which
credential needs to be
created and the key for the
credential.

deleteArtifa del AF
ct

del eteArtifact (' TRANSFE
R| SOURCE| TARGET',
“artifact_nanme')

Deletes a source, transfer,
or target artifact.

deleteArtifa del DepAF

ct Depl oynent

del eteArti fact Depl oynen
t (" TRANSFER| SOURCE|
TARCET' ,
"artifact_nane',

"l abel ")

Deletes an undeployed
source, transfer, or target
artifact. Use Show
Deployment Details on
the Deployment tab to
view the | abel .

depl oyArtifa depAF
ct

depl oyArtifact (' TRANSFE
R| SOURCE| TARGET' ,
"artifact_nane',

' comment ')

Deploys a source, transfer,
or target artifact. A
comment is optional.

di sabl eArtif
act

di SAF

di sabl eArtifact (' TRANSF
ER| SOURCE| TARGET' ,
“artifact_name',
‘comrent ')

Disables a deployed and
previously enabled
source, transfer, or target
artifact. A comment is
optional.
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Table 9-1 (Cont.) MFT WLST Command Summary
____________________________________________________________________________|

Command Shortcut Syntax Description
enableArtifa enAF . . Enables a deployed and
ot enabl eArtifact (' TRANSFE previously disabled

R| SOURCE| TARGET' ,
"artifact_nane',
' comment ')

source, transfer, or target
artifact. A comment is
optional.

export Depl oy
edArtifact

expDepAF

export Depl oyedArti fact (
"<Artifact Type>',' <Arti
fact Name>' |, <Label >, ' <Ar
chi veFi | ePat h>' , gener at
eConfi gPl an,
| ongFor mat )

Exports a deployed
source, transfer, or target
artifact to a ZIP file. Use
Show Deployment
Details on the
Deployment tab to view
the | abel . If you are
connecting to WLST
remotely, the ZIP file is
created on the remote
server.

GenerateConfigPlan(optio
nal, default false):
Indicates whether to
generate the mftConfig
XML. Config plan is
generated in same folder
where archive file is
generated.

LongFormat(optional,
default false): If "true",
most of the attributes will
be included in the config
plan xml; otherwise, only
the key attributes will be
listed in the config plan
XML.

isArtifactln
MDS

i SAFi nMDS

i sArtifact | nvDS(' TRANSF
ER| SOURCE| TARGET' ,
"artifact_name')

Checks whether a source,
transfer, or target artifact
exists in the MDS
(Metadata Store) and
returns TRUE or FALSE.

undepl oyArti
fact

undepAF

undepl oyArtifact (" TRANS
FER| SOURCE| TARGET" ,
“artifact_nane',

' comment ')

Undeploys a source,
transfer, or target artifact
without deleting it from
the configuration. A
comment is optional.
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Table 9-1 (Cont.) MFT WLST Command Summary

Command Shortcut

Syntax

Description

export Mt Met
adat a

expMD

export Met adat a(' <Archiv
eFile>",

gener at eConfi gPl an,

| ongFor mat )

Exports the entire MFT
configuration, excluding
passwords, to a ZIP file. If
you are connecting to
WLST remotely, the ZIP
file is created on the
remote server.

GenerateConfigPlan(optio
nal, default false):
Indicates whether to
generate the mftConfig
XML. Config plan is
generated in same folder
where archive file is
generated.

LongFormat(optional,
default false): If "true",
most of the attributes will
be included in the config
plan xml; otherwise, only
the key attributes will be
listed in the config plan
XML.

export Tr ansf
er Met adat a

expXfrMD

export Transf er Met adat a(
"<ArchiveFile>",

' <Transf er Nane>',
gener at eConfi gPl an,

| ongFor mat )

Exports a transfer artifact
and related metadata to a
ZIP file. If you are
connecting to WLST
remotely, the ZIP file is
created on the remote
server.

GenerateConfigPlan(optio
nal, default false):
Indicates whether to
generate the mftConfig
XML. Config plan is
generated in same folder
where archive file is
generated.

LongFormat(optional,
default false): If "true",
most of the attributes will
be included in the config
plan xml; otherwise, only
the key attributes will be
listed in the config plan
XML.
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Table 9-1 (Cont.) MFT WLST Command Summary
____________________________________________________________________________|

Command Shortcut Syntax Description

i nport Mt Met inphD ) . . Imports a previously

adat a i mport Met adat a(' <Ar chiv exported MFT
eFile>' , <Mt ConfigPl anX

. configuration from a ZIP
M.>, previ ewibde) file.

GenerateConfigPlan(optio
nal, default false):
Indicates whether to
generate the mftConfig
XML. Config plan is
generated in same folder
where archive file is

generated.
reset Metadat resMD . Resets the MFT
a reset et adat Ia( preserve configuration, deleting all
_preferences’) artifacts and resetting all
administrative settings to
their defaults, while
preserving user
preferences if optional
preserve_preference
S is set to TRUE.
del et eCSFKey del Key ) Deletes a key alias from
del et eCSFKey(" SSH the MFT keystore.
PGP, ' PRI VATE|
PUBLIC, 'alias')
export CSFKey expKey } Exports keys from the
expor t CSFKey (" SSH MFT keystore to a key file.
PGP, ' PRI VATE|
PUBLI C ,

"key_file_path')
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Table 9-1 (Cont.) MFT WLST Command Summary

Command Shortcut

Syntax

Description

gener at eKeys genKeys

gener at eKeys(' SSH|
PGP, 'password',
"key file_path')

Generates keys and saves
them to one or more key
files. The key type is RSA
and the key size is 1024
bits. The private key
password is optional.

For SSH, the path must
include the key file name.

For PGP, two files are
generated under the
specified path: the

secr et . asc file contains
the PGP private key, and
the pub. asc file contains
the PGP public key.

For additional key
generation options that
are not supported by
gener at eKeys, external
key generation
applications like ssh-
keygen or gpg are

recommended.

i mport CSFKey i npKey

i mpor t CSFKey (" SSH|
PGP, ' PRI VATE|
PUBLIC, 'alias',
"key_file_path')

Imports a key to the MFT
keystore from a key file
and creates an alias.

| i st CSFKeyAl
i ases

| sKeyAl i ases

| i st CSFKeyAl i ases(' SSH
PGP, ' PRI VATE| PUBLIC,
"alias')

Lists key aliases in the
MFT keystore.

updat eCSFKey updKey ‘ Deletes a key alias from
Upd,at eICSFKey( SSH the MFT keystore and
PG>, PRI VATEl generates a new key file.
PUBLIC, 'alias',
"key_file_path')

get Sour ceDep get SrcDH i Returns the deployment

| oyment Hi st o get Slour ceDepl oyn?m Hi st history of a source artifact.

ry ory('source_nane')

get Target Dep get Trgt DH i Returns the deployment

| oyment Hi sto get Tlar get Depl oyn?ant H st history of a target artifact.

ry ory('target_nane')

get TransferD get Xfr DH Returns the deployment

epl oynent Hi s
tory

get Transf er Depl oynent H
story('transfer_nane')

history of a transfer
artifact.
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Table 9-1 (Cont.) MFT WLST Command Summary
____________________________________________________________________________|

Command

Shortcut

Syntax

Description

get Transfer|
nf o

get Xfrinfo

get TransferInfo('transf
er_nane', 'label")

Returns information about
a transfer artifact. Use
Show Deployment
Details on the
Deployment tab to view
the | abel .

pauseTransfe
r

pauseXfr

pauseTransfer('instance

_id", 'comrent")

Pauses an in-progress
transfer. Open the
Advanced section of the
target report to view the
instance ID. For
information about the
target report, see
Interpreting Source_
Transfer_ and Target
Reports. A comment is
optional.

resubmt

resub

resubm t (' resubnit_type
", 'instance_ids',
' comment ')

Resubmits a transfer. The
resubmt _type typeis
SOURCE,

TRANSFER | NSTANCE,
TARGET, or

TARGET_I NSTANCE.Open
the Advanced section of
the target report to view
the instance ID. For
information about the
target report, see
Interpreting Source_
Transfer_ and Target
Reports. A comment is
optional.

resubm t Mess
ages

resMsgs

resubm t Messages( <Resub
mtType>, <state>,
<artifact Name>,

<start Dat e>,

<endDat e>,

<chunkSi ze>,

<chunkDel ay>,

<i gnorel ds>,

<comment s>,

<previ ewhbde>)

Bulk resubmits of
transfers. The
ResubmitType is the type
of artifact for which
resubmit is invoked.
Possible values are source,
transfer_instance, target,
target_instance. State
(optional) includes Active,
Failed or Completed. The
start/end dates enable
you to resubmit all failed
messages within a
specified date range.
When the command is run
in preview mode, it lists
the count of messages that
will be resubmitted for
given criteria.
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Table 9-1 (Cont.) MFT WLST Command Summary

Command Shortcut

Syntax

Description

resuneTransf resXfer

er

resumeTransfer('instanc
e_id, 'comment')

Resumes a paused
transfer. Open the
Advanced section of the
target report to view the
instance ID. For
information about the
target report, see
Interpreting Source_
Transfer_ and Target
Reports. A comment is
optional.

confi gureHom conf HDir
ebDir

confi gureHonmeDir (' direc
tory_path',
'user_nane')

Assigns the specified
directory to the user as
home directory where that
user is located on login to
embedded servers.

grant Permi ss grPernDir o ] Grants permission to an
ionToDirecto granlt Pgr m ssi onToDi 'rect embedded server
ry Iory_( d! rect Ory_Pat h, directory. Users and
. princt pal _name' ' groups can be assigned a
. princi p_al a Iype ' set of permissions to an
. perm ssi onsl d existing directory on an
server_type', embedded server.
"incl ude_subfol der")
listAll Permi | sPerns o ] Lists all permissions
ssi ons granlt Pgr m ssi onToDi ,reCt available for a given
Iory( direct Olry_pat h, principal and server type.
server_type') The server type can be
FTP or sFTP.
createArtifa crtAF ) ‘ Create Artifacts from an
cts _\Cr eateArti facF s(* <xmi F input xml file containing
i1ePath>", previewhbde, U ,ptifact definition.
pdat el f Exi st's)
revokePerm's revPernDir o ! Revokes a set of
sionForDirec revokelPe_r m ssi onFor D re permissions from an
tory ct o_ry(, directory_path',  ompedded server
"principal _nane', directory.
"principal _type',
" permissions',
‘server_type',
"incl ude_subfol der")
start Enbedde startES . Starts an embedded FTP,
dSer ver start EnbeddedServer (" FT ppg (FTP over SSL), or

P| FTPS| SFTP')

sFTP (SSH-FTP) server
that was stopped.
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Command Shortcut Syntax Description
st opEnbedded st opES . Stops an embedded FIP,
Ser ver stopembeddedServer (" FTP Tpg (FTP over SSL), or
| FTPS| SFTP") sFTP (SSH-FTP) server
that is running.
updat ePorts  updPorts . ) Updates the port for an
updat ePort :s( SErver_ins  ompedded FTP, FTPS
tance_name', (FTP over SSL), or sFTP
. FTP| |FTP5| SFTP, (SSH-FTP) server, which is
port") a service of an Oracle
WebLogic Server
managed server dedicated
to MFT.
createCallou crtCalls , ) Creates callouts based on
ts createCal louts("def_fil . xMT file that defines
e_path’) them.
del eteCallou delCalls Deletes a callout.
t del eteCal | out (' cal l out _
name')
listCallouts IsCalls . Lists callouts.
|'istCallouts()
updat eCal | ou updCal |l s . ) Updates callouts with the
ts updateCal louts(* def _fil  s,10 names based on an
e_path’) XML file that defines
them.
addCont act To addCont Not e o . Adds a contact to a
Notification adldCont aICt ToNoti fi catio specific event notification.
n( eYem ' The val ue is an email
' Emai | | PHONE| FAX| SME', address or phone number.
"val ue') .
The event is
RUNTI ME_ERROR_EVENT,
DELETE_ARTI FACT_EVE
NT,
DEPLOY_ARTI FACT_EVE
NT,
EXPORT_| MPORT_EVENT,
PURGE_EVENT, or
ARCHI VE_RESTORE_EVE
NT.
createContac crtCont Creates a contact for event

t

createContact (' Email |
PHONE| FAX| SMS'
"val ue')

notifications. The val ue
is an email address or
phone number.
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Command Shortcut Syntax Description
del eteContac del Cont , ) Deletes a contact. The
t del et eCont aCtF Enai | val ue is an email address
PHONE| FAX| SMVE', or phone number.
"val ue')
listContacts |sConts . . Lists contacts.
I'istContacts(' Email |
PHONE| FAX| SMB' )
renoveCont ac renCont Not e o Removes a contact from a
t FromNotific renpveCf)nt act ‘Fr omNot i fi specific event notification.
ation Icatl _On( event” . The val ue is an email
Enai | | PHONE| FAX| SMS', address or phone number.
"val ue') .
The event is
RUNTI ME_ERROR_EVENT,
DELETE_ARTI FACT_EVE
NT,
DEPLOY_ARTI FACT_EVE
NT,
EXPORT_| MPORT_EVENT,
PURGE_EVENT, or
ARCHI VE_RESTORE_EVE
NT.
updat eEvent updEvt Enables or disables a

updat eEvent (' event',
"enabl ed")

specific event notification.
Set enabl ed to TRUE or
FALSE.

The event is

RUNTI ME_ERROR_EVENT,
DELETE_ARTI FACT_EVE
NT/

DEPLOY_ARTI FACT_EVE
NT/

EXPORT_| MPORT_EVENT,
PURGE_EVENT, or

ARCHI VE_RESTORE_EVE
NT.
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Command Shortcut Syntax Description

archivelnsta arcbData Archives runtime

nceDat a

archi vel nstanceDat a(arc
hi veFi | eName="fi | enane’

startDate="date',

endDat e=' date',

bat chl d=' batchld',
status="C F| Al *',

t est Mode=" TRUE| FALSE',
comments="text",

runl nSync="FALSE| TRUE',
f sArchi veFol der Pat h=" pa
th')

instances to a . dnp file.
The ar chi veFi | eNane
is required. Dates are in
dd- Myyyy H ms: S
format. The bat chl d is
an identifier in the output
of a previous

ar chi vel nst anceDat a
command. The st at us is
completed (default),
failed, active, or all. To
archive runtime instances,
sett est Mode=FALSE. Set
runl nSync=TRUE to run
immediately and block
execution of other WLST
commands. The

f sArchi veFol der Pat h
is required if archiving the
corresponding payloads.

restorelnsta resData

nceDat a

restorel nstanceDat a(arc
hi veFi | ePat h="path',
fileNamePrefix="prefix'
, fsFol derPat h="path',
runl nSync=" FALSE| TRUE' )

Restores previously
archived runtime
instances. The

archi veFi | ePat h is
required.The

fil eNamePrefix
(usually bat chl d) and

f sFol der Pat h are
required if restoring the
corresponding payloads.
Setrunl nSync=TRUE to
run immediately and
block execution of other
WLST commands.

archi vePayl o arcPLs
ads

ar chi vePayl oads(bat chl d
='batchld',

archi vePat h=" path',

runl nSync=" FALSE| TRUE' )

Archives payloads
corresponding to runtime
instances to

bat chl d_n. zi p files.
The bat chl d is an
identifier in the output of
a previous

archi vel nst anceDat a
command and is required.
The ar chi vePat h to the
payload archive directory
is also required. Set

runl nSync=TRUE to run
immediately and block
execution of other WLST
commands.
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Command Shortcut

Syntax

Description

rest orePayl o
adsByName

resPLbyN

rest or ePayl oadsByNang( f
il eNanes="filenane',

fol der Pat h=" path',

runl nSync="FALSE| TRUE' )

Restores previously
archived payloads by file
name. The f i | eNanmes
argument (usually

bat chl d) is required. The
f ol der Pat h to the
payload archive directory
is also required. Set

runl nSync=TRUE to run
immediately and block
execution of other WLST
commands.

rest orePayl o
adsByPrefi x

resPLbyP

rest or ePayl oadsByPrefi
X(fileNamePrefix="prefi
X',

fol der Pat h=" path',

runl nSync="FALSE| TRUE' )

Restores previously
archived payloads by file
name prefix. The
fileNanmePrefix
argument (usually

bat chl d) is required. The
f ol der Pat h to the
payload archive directory
is also required. Set

runl nSync=TRUE to run
immediately and block
execution of other WLST
commands.

pur gel nst anc
eDat a

prgDat a

pur gel nst anceDat a(start
Dat e=' date',

endDat e=' dat e',

bat chl d=' batchl d',
status="C F| A *',

t est Mode=" TRUE| FALSE',
comrents='text',

runl nSync=" FALSE| TRUE',
r unPayl oadPur ge=" FALSE|
TRUE',

<t ransf er Nanes>,
<namesDel i niter>)

Purges runtime instances.
All arguments are
optional. Dates are in dd-
MM yyyy Hms:S
format. The bat chl d is
an identifier in the output
of a previous

ar chi vel nst anceDat a
or pur gel nst anceDat a
command. The st at us is
completed (default),
failed, active, or all. To
archive runtime instances,
sett est Mode=FALSE. Set
runl nSync=TRUE to run
immediately and block
execution of other WLST
commands. Set

runPayl| oadPur ge=TRU
E to purge the
corresponding payloads.
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Command Shortcut

Syntax

Description

pur gePayl oad prgPLs
s

pur gePayl oads( bat chl d='
bat chld',

det ai | edAudi t =" TRUE|
FALSE' ,

runl nSync="FALSE| TRUE' )

Purges payloads
corresponding to runtime
instances. The bat chl d is
an identifier in the output
of a previous

archi vel nst anceDat a
or pur gel nst anceDat a
command and is required.
Set

det ai | edAudi t =FALSE
to turn off auditing of
purged files. Set

runl nSync=TRUE to run
immediately and block
execution of other WLST
commands.

createUser Co crt UCont

nt act

creat eUser Cont act (<user
Name>, <del i ver yChannel >

)

Create a new user contact,
which can be used for
event notification. .

deliveryChannel
(optional): possible values
Email/SMS. If not
specified, it will use the
user preferred delivery
channel configured in the
weblogic user.

createlUser&
oupCont act

crt UGCont

creat eUser G oupCont act (
<user G oupNane>, <del i ve
ryChannel >)

Create a new user group
contact, which can be used
for event notification.

deliveryChannel
(optional): possible values
Email /SMS. If not
specified, it will use the
user preferred delivery
channel configured in the
weblogic user.
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Command

Shortcut

Syntax

Description

addUser Cont a
ct ToNotifica
tion

addUCont Not e

addUser Cont act ToNoti fic
ation(<Event >,

<user Name>,

<del i ver yChannel >)

Add user contact for
notification event.

Event values:

RUNTI ME_ERROR_EVENT,
DELETE_ARTI FACT_EVE
NT,

DEPLOY_ARTI FACT_EVE
NT,

EXPORT_| MPORT_EVENT
deliveryChannel
(optional): possible values
Email /SMS

Note: Before adding an
internal contact make sure
that the email address/
contact number is present
in the user setting.

addUser Gr oup
Cont act ToNot
ification

addUGCont Not
e

addUser G- oupCont act ToNo
tification(<Event>,
<user G oupNane>,

<del i ver yChannel >)

Add user group contact
for notification event.

Event values:

RUNTI ME_ERROR_EVENT,
DELETE_ARTI FACT_EVE
NT,

DEPLOY_ARTI FACT_EVE
NT,

EXPORT_| MPORT_EVENT
deliveryChannel
(optional): possible values
Email /SMS

del et eUser Co
nt act

del UCont

del et eUser Cont act (<user
Name>, <del i ver yChannel >

)

Delete an existing user
contact. Note: If the
contact is in use (assigned
to an event), the user will
get an error message.

del et eUser &
oupCont act

del UGCont

del et eUser G oupCont act (
<user GroupNane>, <del i ve
ryChannel >)

Delete an existing user
groupcontact. Note: If the
contact is in use (assigned
to an event), the user will
get an error message.
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Command Shortcut Syntax Description
renoveUser Co renmJCont Not e Remove the given user
nt act f r omNot r?"PVELJ,SGr Contact FromMo contact from the
ification t(' fi C?ltal 02( <Bvent >, notification event.

user Nane>,

<del i ver yChannel >)

Event values:

RUNTI ME_ERROR_EVENT,
DELETE_ARTI FACT_EVE
NT,

DEPLOY_ARTI FACT_EVE
NT,

EXPORT_| MPORT_EVENT
deliveryChannel
(optional): possible values
Email /SMS

renmoveUser &
oupCont actfr
omNotificati
on

r emJGCont Not

removeUser G oupCont act F
romNot i fication(<Event>
, <user G oupName>,
<del i veryChannel >)

Remove the given user
group contact from the
notification event.

Event values:

RUNTI ME_ERROR_EVENT,
DELETE_ARTI FACT_EVE
NTI

DEPLOY_ARTI FACT_EVE
NTI

EXPORT_| MPORT_EVENT
del i ver yChannel
(optional): possible values
Email /SMS

updat eTri gge
r Event St at us

updTr gEVvt St

updat eTri gger Event St at u
s(<status>,

<sour ceName>,

<event Sessi onl d>)

Update the

Tri gger Event status of
the event Sessi onl d
provided.

If no event Sessi onl dis
provided then most recent
event status of the given
source is updated.

activatePurg
eSchedul e

act Pur geSch

activat ePur geSchedul e(s
chedul e_nane)

Used to activate a purge
schedule. Provide the
purge schedule name to
activate. Default

schedul eNane is the
default purge schedule. If
no purge schedule name is
provided, the command
will activate the default
purge schedule. Only one
purge schedule can be
activated using this
command.
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Command Shortcut

Syntax

Description

deactivatePu deact PurgeSc
rgeSchedul e h

<schedul eName>

Used to deactivate a purge
schedule. Provide the
purge schedule name to
deactivate it. Default
schedul eNane is the
default purge schedule. If
no purge schedule name is
provided, the command
will deactivate the default
purge schedule. Only one
purge schedule can be
deactivated using this
command.

nmodi f yPurgeS nodi f yPur geS
chedul e ch

modi f yPur geSchedul e( <st
art Dat e>, <endDat e>,
<schedul eTi me>,

<f requency>,
<retentionPeriod>,
<stat us>,

<transf er Nanes>,
<nanmesDel i m ter>,
<include> <coment>)

Used to modify an
existing purge schedule.
st art Dat e in dd-mm-
yyyy format,

schedul eTi ne in
hh:mm:ss format,
frequency values are
Daily, Weekly, Monthly,
or Yearly,

retentionPeriod
values are any non-
negative number, St at us
values are Completed
and/or Failed,

t ransf er Nanes can be
Transfer names whose
instances need to be
purged,

nanesDel i mi t er value
is single character string,

i ncl ude values are True
or False, conment value is
any string.
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updat eAppPro updAppPrt ) . Used to update
perties updat eAppPr oper ti es(’ <p Application properties of

ropertiesNameval uePair>  prpr system. The

', <delineter>") supported properties are

Server, HA, Performance
and Advanced properties.
Allows to update more
than one property at a
time where property is a
name/value pair, name is
the property name and
value is the property
value and each separated
by a delimiter. Supported
parameters are:

physi cal st oragedire
ct ory: String - Directory
Path,
calloutdirectory:
String - Directory Path,

st or eonl i nepayl oad:
String - {fileSystem,
database},

st orer ef erencepayl o
ad: Boolean - true/false,
gener at echecksum
Boolean - true/false,
sour cepr ocessors:
Number - non zero, non
negative number,

i nst ancepr ocessor s:
Number - non zero, non
negative

number,t ar get pr ocess
or s: Number - non zero,
non negative number,
controldirectory:
String - Directory

Path,i nbounddat asour
ce: String - MFT Data
Source Name,

out bounddat asour ce:
String - MFT Data Source
Name,

i nt er nal addr ess:
String - IP Address of
Load Balancer (LB),

i nt er nal FTPS: Number
- Port number of FTPS in
LB, i nt er nal SFTP:
Number - Port number of
SFTP in LB,

i nt er nal FTP: Number -
Port number of FTP in LB,
ext er nal addr ess:
String - IP Address of LB,
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ext er nal FTPS: Number
- Port number of FTPS in
LB, ext ernal SFTP:
Number - Port number of
SFTP in LB,

ext er nal FTP: Number -
Port number of FTP in LB.

updat eSFTPSe updSFTPSvr Used to enable/disable
rver updat eSFTPServer (' <enab .. Embedded SFTP
! eSFTP)t . Server. To enable SFTP
<ke_yA| ras>", server, SSH key alias

' <privateKeyPassword>') - pame s mandatory along
with the optional private
key password. If the key is
not password protected,
then private key password
is not required. To disable,
both key alias and
password are not
required. Supported
parameters are:
enabl eSFTP: Boolean to
enable/disable SFTP,
keyAl i as: SSH private
key alias,
pri vat eKeyPasswor d:
Optional password of the
SSH private key.

Note:

MFT WLST command shortcuts are shorthand aliases for the MFT WLST
commands. These can be substituted for the full command names if preferred.
There is no difference in the command behavior between using the full
command names or the shortcut command names.

Oracle Managed File Transfer EJBs

WLST commands are also exposed as EJBs and the commands are available in one of
the following EJBs:

e oracle.tip.mft.j2ee.ejb.KeyManagerService
¢ oracle.tip.mft.j2ee.ejp.MDSService

e oracle.tip.mft.j2ee.ejb.RuntimeService
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