
Oracle® Retail Order Management System 
(CWSerenade) 

Installation Instructions 
Release 5.0 

December 2017



ii 

Oracle® Retail Order Management System Installation Instructions, Release 5.0 

Copyright © 2017, Oracle and/or its affiliates. All rights reserved. 
This software and related documentation are provided under a license agreement containing 
restrictions on use and disclosure and are protected by intellectual property laws. Except as 
expressly permitted in your license agreement or allowed by law, you may not use, copy, 
reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or 
display any part, in any form, or by any means. Reverse engineering, disassembly, or 
decompilation of this software, unless required by law for interoperability, is prohibited. 

The information contained herein is subject to change without notice and is not warranted to be 
error-free. If you find any errors, please report them to us in writing. 

If this software or related documentation is delivered to the U.S. Government or anyone licensing it 
on behalf of the U.S. Government, then the following notice is applicable: 

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated 
software, any programs installed on the hardware, and/or documentation, delivered to U.S. 
Government end users are "commercial computer software" pursuant to the applicable Federal 
Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication, 
disclosure, modification, and adaptation of the programs, including any operating system, 
integrated software, any programs installed on the hardware, and/or documentation, shall be 
subject to license terms and license restrictions applicable to the programs. No other rights are 
granted to the U.S. Government. 

This software or hardware is developed for general use in a variety of information management 
applications. It is not developed or intended for use in any inherently dangerous applications, 
including applications that may create a risk of personal injury. If you use this software or 
hardware in dangerous applications, then you shall be responsible to take all appropriate fail-safe, 
backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its 
affiliates disclaim any liability for any damages caused by use of this software or hardware in 
dangerous applications. 

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be 
trademarks of their respective owners. 

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC 
trademarks are used under license and are trademarks or registered trademarks of SPARC 
International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are trademarks or 
registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open 
Group. 

This software or hardware and documentation may provide access to or information on content, 
products, and services from third parties. Oracle Corporation and its affiliates are not responsible 
for and expressly disclaim all warranties of any kind with respect to third-party content, products, 
and services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle 
Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to 
your access to or use of third-party content, products, or services, except as set forth in an 
applicable agreement between you and Oracle. 

Revision History
Date                                       Author                                     Revision
December 2017                     Karen Bottger                           Replaced SSL with TLS 1.2



  

 

Contact Information   

30500 Bruce Industrial Parkway 
Cleveland, OH 44139 USA 
Toll Free: 888.328.2826 
Tel: 440.498.4414 
Fax: 440.542.3043 

1800 West Park Drive 
Westboro, MA 01581  
Tel:508.655.7500 
Fax:508.647.9495 

7031 Columbia Gateway Drive 
Columbia, MD 21046‐2289 
Tel: 443.285.6000 

 

 



MICROS 
CWSerenade New Install Instructions for Release 5.0 (Release 5.0.150305-1350) 

Oracle | MICROS   December 2017      4 

NOTE: The rebranding for the latest version of these instructions is in development as part of post MICROS acquisition activities. 
References to former MICROS product names may exist throughout this document. 

Special Note for installing on Windows 2008/2012 servers 
If you are installing Serenade on Windows 2008/2012 server, when you are requested to run a windows batch file (.bat) or a windows executable 
(.exe), be sure to right-click and select ‘Run as administrator’ instead of simply double-clicking.  An example of this is the setup.exe in step 2 of 
Install the CWSerenade Application.  Also, in order to edit and save a properties file you will need run the notepad application also using the 
‘Run as administrator’ option. 

Prerequisites 

1. A recent Java JDK or JRE (1.5 or greater) must be loaded on each application server in order for the installation to run.  This JDK or JRE
must also be in the path.  To test this simply go to a command line and execute Java –version.  If it returns a valid result the JDK/JRE is
set up properly.

2. All installation steps must be performed by an Administrator of the machine, or someone with Administrator authority.  Failure to do so will
cause the application to not fully install.
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The following table is provided so that you can collect the needed information for the installation of CWSerenade version 5.0.  Information may be 
case-sensitive so record case accurately. 

Information needed for the installation of the CWSerenade database: 

Needed information How to obtain this information 
Database Server 
step used Value  

Database server login 
id/password. 

This will be the user id the CWSerenade application 
server will use to communicate with the CWSerenade 
database. 

Steps 9 and 10 of 
Preparing for the 
installation of the 
CWSerenade 
Database

The drive on the application 
server where you want the 
saved database image to be 
temporarily stored. 

The database image will be temporarily stored in the 
Serenade50Database folder on the application server 
before it is moved to the database server for installation.   

2a 

The drive and folder where 
the saved database image 
will be copied to from the 
application server before it is 
restored into SQL Server.   

By default this is C:\Install\Database but can be any valid 
path on the database server. 

2b 

The drive letter where the 
SQLData folder is stored on 
the database server.   

The default for this is D, but should be changed to the 
proper drive for your database server. 

2b 

The drive letter where the 
SQLLogs folder is stored on 
the database server.   

The default for this is E, but should be changed to the 
proper drive for your database server. 

2b 

Would like to have the 
installed database to include 
sample data?   

Sample data includes data that could assist you in setup 
or your basic understanding how the system works.  If 
you choose not to have sample data, the delivered 
database will only contain data needed to start using 
CWSerenade. 

2c 
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The user id of an initial user.   

You will use this initial user to initially sign in with, and 
also to set up other users.  Initially it will be granted all 
access authority, but can be restricted once other users 
are created. 

2d 

The default user id of a 
default user.   

The default user is needed in CWSerenade in order to 
run certain background jobs and webservices.  It is 
recommended this user be a user id of a user that is 
different from the initial user. 

2e 
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Information needed for the installation of the CWSerenade application: 

Needed information How to obtain this information 

Application 
Server step 
used Value

The installation drive letter where 
CWSerenade version 5.0 is to be 
installed 

This is the drive letter where CWSerenade version 5.0 
will be installed. 

2a 

The database connection 
information including the name of 
the database server, database 
name, and the user id and 
password for the CWSerenade 
database Obtain this from your database administrator. 

2b 

Email server connection 
information (Server name, user id, 
password, and from email 
address) 

In order for Serenade to send emails, it will need the 
name of the email server to use, a user id and 
password that can be used to log into the email 
server, and a email address to send emails from.  
Obtain this information from you email/network 
administrator. 

2c 

An email address where support 
emails should be sent. 

This needs to be a valid email address where 
CWSerenade can send support level emails.  

2c 

A unique name for each 
application server to be used to 
distinguish the application server 
for logging purposes.  

This can be the name of the application server or any 
unique name. 

2d 

Amount of memory on this 
application server 

1. Locate My Computer (either on desktop or from
Start menu).  2. Right-click on My computer and select 
properties.  3. On the General tab near the bottom it 
generally indicates the amount of memory in GB of 
RAM. 

2e 

The location of your TLS keystore 
and the password for this 
keystore 

The location of the TLS keystore and the password for 
this keystore are needed in order to keep TLS 
enabled.  Please note that these will not be required if 
you chose to disable TLS in CWSerenade. 

2g 
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Preparing for the installation of the CWSerenade Database 

1. Log into the database server where the CWSerenade database will be installed.
2. Open the SQL Server Management Studio.  You should see the following display:

3. Fill in the Server Name if it is not filled in with the name of the Database Server.
4. Change the “Authentication” from “Windows Authentication” to “SQL Server Authentication”.  This should open up the “Login” and

“Password” entry fields.

Note:  If “SQL Server Authentication” is not available as an option, stop the installation now and inform the system administrator that SQL 
Server authentication must be configured to be “SQL Server and Windows Authentication mode” in order to install CWSerenade. 

5. Enter “sa” in the “User Name” field and the password in the “Password” field.  Make sure “Remember Password” is not checked for
security concerns.  Click “Connect.”
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6. The main window of the “Management Studio” will appear.
7. The first thing you must do is create a User Profile for the Serenade application.  The next steps will step you through this process.
8. In the “Object Explorer” pane on the left hand side of the window, expand the “Security” folder.
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Right-click on the “Logins” folder and select “New Login…”  The “Login – New” window will appear, as shown below: 

9. Fill in the Login name with your desired login name.
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10. Click “SQL Server authentication”.  This will open up the protected fields, allowing you to specify the following information:
a. Password: Your password for the login.
b. Confirm password: same as above.
c. Enforce password policy: unchecked
d. Enforce password expiration: unchecked
e. User must change password on next login: unchecked

11. Select the “Server Roles” page by clicking on the Server Roles under the Select a page label on the left part of the window.
12. On the Server Roles page, check the box next to sysadmin.  Also make sure the box next to public is checked.
13. Click OK to add the user.
14. On the Management Studio, right-click the “Logins” folder and select “Refresh.”  You should now see the Login name that you created

listed.
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Installing the CWSerenade Database  

1. Copy the Database Server folder to one of the applications servers where you want to install CWSerenade.  This server must have
access to the SQL Server where the CWSerenade database will be installed.the server where you want to install the CWSerenade
database.

2. In the Database Server folder of the Install image that you just copied, you will find a setup.exe.  Double-click this file to start the
installation of the database.

If for some reason the installation window does not appear, please contact Micros support.

Once the installation window appears follow the prompts and instructions in the installation and return to this document when the
application installation is complete.  Listed below are some of the prompts in the installation that may need clarification:

a. The installation will prompt for the drive where you would like the CWSerenade database saved image stored.  This is the drive on
the local application server that the saved image of the database will be temporarily stored before it is manually moved over to the
database server.  This will default to the “C” drive, but if you would like to have CWSerenade installed on a different drive please
change it.  Please make sure to include the colon (:).  An example of the completed prompt is shown below:
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b. Next the installation will prompt for information about the database server itself.  The first is the drive and folder where the saved
database image will be copied to from the application server before it is restored into SQL Server.  By default this is
C:\Install\Database but can be any valid path on the database server.  The next question is the drive letter where the SQLData
folder is stored on the database server.  The default for this is D, but should be changed to the proper drive for your database
server.  The last question is the drive letter where the SQLLogs folder is stored on the database server.  The default for this is E,
but should be changed to the proper drive for your database server.  An example of the completed prompt is shown below:

c. Next the installation will prompt to ask if you would like to have the installed database to include sample data.  If you check the
box, then the delivered database will include sample data that could assist you in setup or your basic understanding how the
system works.  If you leave the box unchecked, then only the data needed to start using CWSerenade will be included in the
delivered database.  The default is to only deliver the needed data and not to include the samples.  An example of this prompt with
sample data not being included is shown below:
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d. Next the installation will prompt for the user id of an initial user.  You will use this initial user to initially sign in with, and also to set
up other users.  Initially it will be granted all access authority, but can be restricted once other users are created.  An example of
this prompt with filled in with example data is shown below:

e. Next the installation will prompt for the default user id of a default user.  The default user is needed in CWSerenade in order to run
certain background jobs and webservices.  It is recommended this user be a user id of a user that is different from the initial user.
An example of this prompt with filled in with example data is shown below:
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3. At this point the saved image of the database will be stored in X:\CWSerenade50Database where X:\ is the name of the drive you supplied
in above.  The database is not yet installed, and the next steps are listed here as they were at the end of the installation program:

a. Copy the contents of X:\CWSerenade50Database, where X: is the drive you specified in step 2a above, from the application
server where you ran the install above to the path on the database server that you specified in step 2b of the the installation
above.  By default this location was C:\Install\Database\.

b. Open Microsoft SQL Server Management Studio and log in using the user id and password you created in steps 9 and 10 of
Preparing for the installation of the CWSerenade Database.

c. Open up a query window.
d. Copy the contents of the Install_CWSerenade_Database.sql found in X:\CWSerenade50Database, where X: is the drive you

specified in step 2a above, to the query window and execute the query.
e. Check the “Messages” tag for any completion messages, and refresh the list of databases to ensure that CWSerenade was

restored.
f. Delete the X:\CWSerenade50Database folder, where X: is the drive you specified in step 2a above, from the application server

where you ran the install above.
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Install the CWSerenade Application 

1. Copy the Application Server folder to the application server where you want to install the CWSerenade application.  If your site has
multiple application servers, please copy this folder to each application server.

2. Inside the Application Server folder is the setup.exe.  Double-click this file to start the installation of the application.

If for some reason the installation window does not appear, please contact Micros support.

Once the installation window appears follow the prompts and instructions in the installation and return to this document when the
application installation is complete.  Listed below are some of the prompts in the installation that may need clarification:

f. The installation will prompt for the drive where you would like the CWSerenade application to be installed.  This will default to the
“C” drive, but if you would like to have CWSerenade installed on a different drive please change it.  Please make sure to include
the colon (:).  An example of the completed prompt is shown below:
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g. The installation will prompt you for the name of the database server and connection information.  This defaults to localhost so
please make sure to change this to the name of the database server where you installed the CWSerenade database.  The
installation also prompts you for the name of the CWSerenade database.  This defaults to CWSerenade which should be correct
unless you renamed the CWSerenade database.  The install also prompts for a user name and password to be used by the
CWSerenade application to connect to the CWSerenade database.  All information is required.
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h. The Installation will prompt you for email server connection information to allow CWSerenade to connect to the email server and
send emails.  The installation needs the name of the email server, the email address for CWSerenade to use to send emails from,
and the user id and password for Serenade to use to sign into the email server.  An example of this prompt is shown below:

i. The installation will prompt you for a name to uniquely identify this application server for logging purposes.  This does not need to
be the real name of this server, but should be a name that can be used to identify this machine from all other application servers
running CWSerenade.  An example of this completed prompt is shown below where APP01 is the name of the server:



MICROS 
CWSerenade New Install Instructions for Release 5.0 (Release 5.0.150305-1350) 

Oracle | MICROS   December 2017      19 

j. The installation will prompt you for the amount of memory on this application server.  This is needed so that the proper
configuration will be used when installing the Serenade service.  If your value is between one of the values listed, select the next
higher value.  For example if you have 7GB, select the 8GB setting.  An example of this completed prompt is shown below:

k. By default, this version of CWSerenade requires all customers to be running over TLS.  If for some reason your installation 
chooses not to do this, then the following prompt can be selected during the installation to disable TLS in CWSerenade:
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l. If you did not disable TLS, then the location of your TLS keystore and keystore password are required in order for CWSerenade to 
run under TLS

3. At this point CWSerenade is installed and set up on this server.  It is recommended that you reboot the application server before
continuing to make sure that all of these changes take effect.  If you have additional application servers where you plan on installing
CWSerenade, please repeat the Install the CWSerenade Application for each of these machines including the steps in the prerequisites
of this document.
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Additional setup in a multiple server environment  

It is fairly common that CWSerenade will be set up in a multiple server environment so the instructions below describe how to set up your 
application servers in a multiple server environment. 

1. The first step is to determine which application server you wish to be the primary application server.  This server will be where all
generated reports, documents and shared logs will be stored.

2. Once the primary application server has been identified, then you should log on to this server and share the X:\Serenade\CWSerenade
directory where X: is the drive where you installed the CWSerenade application.  This directory must be accessible to all other
CWSerenade application servers and must have all authority rights to this directory and files under it since files will need to be added,
deleted, and changed.

3. Before logging off the primary application server, make note of the name of this machine, or the IP address of this machine since this will
be necessary to point the other applications server to it.

4. Next log onto each one of the non-primary application servers and change any reference to C:\\Serenade\\CWSerenade to \\\\name or IP
address of primary application server\\CWSerenade in the following files to point to the primary application server:

a. X:\Serenade\server\conf\cwdirectcpproperties\cwdirectcp.properties where X: is the drive where you installed the CWSerenade
Application.  There should be five (5) or more places to change.

b. X:\Serenade\server\conf\cwdirectcpproperties\cwdirectcp_logging.properties where X: is the drive where you installed the
CWSerenade Application.  There should be one (1) place to change.

c. X:\Serenade\server\conf\cwdirectcpproperties\cwdirectcp_labelprinters.properties where X: is the drive where you installed the
CWSerenade Application.  There should be sixteen (16) places to change.

d. X:\Serenade\server\conf\cwdirectcpproperties\cwdirectcp_monitor.properties where X: is the drive where you installed the
CWSerenade Application.  There should be one (1) place to change.

5. An additional file that needs to be changed is X:\Serenade\server\conf\cwdirectcpproperties\cwdirectcp_interfaces where X: is the drive
where you installed the CWSerenade Application.  Change any reference to C://Serenade//CWSerenade to \\\\name or IP address of
primary application server//CWSerenade.  There should be three (3) places to change.

6. An additional file that needs to be changed is X:\Serenade\server\conf\cwdirectcpproperties\cwdirectcp_email.properties where X: is the
drive where you installed the CWSerenade Application.  Find the line that starts CWEMAIL_TEMPLATE_PATH.  This line should be set
up as follows where primaryappservername is the name of your primary application server:

CWEMAIL_TEMPLATE_PATH=//primaryappservername\\CWSerenade\\EmailTemplates\\ 
7. An additional file that needs to be changed is X:\Serenade\server\conf\jenasysproperties\jenasys.properties where X: is the drive where

you installed the CWSerenade Application.  In this file the config.dir=C:/CWSerenade should be changed to config.dir=//name or IP
address of primary application server/CWSerenade.  Please note the number of forward slashes.
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8. Since each of your non-primary servers needs to access a file on another server, a user will need to be set up to run the Serenade Service
that has authority to access these remote files.  See Setting up a user to run the Serenade Service below to see how to set up this
user.  After this user is set up, make sure to assign it to run the Serenade service.

9. In order for these changes to take affect, the Serenade Service will need to be stopped and restarted.
10. If you have more than one non-primary application server, repeats steps 4-9 on each of these servers.

Additional notes on Multiple Server Environments 
1. If CWSerenade is shut down on any of the machines in the environment, the CWSerenade application on all servers must be stopped and

started.
2. If the CWSerenade Application server designated as the primary needs to be rebooted for any reason, CWSerenade on all other servers

will need to be stopped and then restarted after the primary server is brought back online.
3. When starting up CWSerenade on all servers, the order should be:

a. CWSerenade on the Primary Application Server
b. CWSerenade on the first non-primary server.
c. CWSerenade on the second non-primary server.
d. CWSerenade on the … non-primary server.
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Testing the CWSerenade Application 

1. Once the CWSerenade application has been installed you can give it a quick test by doing the following:
a. Open a browser and point it to the CWSerenade application.  The URL for the CWSerenade application is

https://server:8443/CWSerenade.html where server is the name of the application server where you installed CWSerenade. 
Please not that if you are not using TLS, this address is http://server:8080/CWSerenade.html.

b. Log into the CWSerenade application using the following:
i. User: The Initial user you supplied in step 2d of Installing the CWSerenade Database.
ii. Password: The password will be the same as the user id.
iii. You will be immediately prompted to change the password.  The password must be at least 7 characters and no longer

than 12 characters.  It also must contain at least one number, and one uppercase letter.
iv. After changing the password, you will immediately be logged off and asked to login using the password you just created.
v. Please be patient since the first time you log onto the Serenade application it may take longer than normal for the first

screen to come up.  If you happen to get a blank screen, simply close the browser and launch Serenade again.
c. At this point you should be logged in.  On the first log in it may take the initial screen a couple minutes to completely load, so

please pause and allow it to completely load before starting to maneuver around from screen to screen.  This only is necessary
after the Serenade service is restarted and not on every login.

d. To check the application level and database level do the following:
i. Click on the MyJobs icon to get to the MyJobs screen.
ii. Click on the About button located on the side bar.
iii. On the About window, make sure the setting below match what is on this window:

Version = 5.0.150305-1350 
Database Level = 5.0.0.0171 

2. If you have additional application servers where you have installed CWSerenade, please repeat the Testing the CWSerenade
Application for each of these machines.

3. Once you have verified that all application servers are on the correct version, the final step is to make sure all application servers are
sharing the same cache.  To do this do the following steps:

a. Open a browser and point it to the Serenade application.
b. Log into the Serenade application.
c. Click on the MyJobs icon to get to the MyJobs screen.
d. Click on the Advanced commands to get to the Command screen.
e. Click on the My Cache button on the side bar to get to the Cache screen.
f. In the Servers in Cluster part of the screen, make sure you can see the IP addresses of all the other Serenade application servers

excluding the one you are currently using.  For example if you have three Serenade application servers that you just completed
upgrading, you should see the IP address of the two additional application servers.  If you do not see the correct application
servers or see additional servers that you don’t believe you should, please should contact support for assistance.

g. Repeat steps 3a-3f for each Serenade application server.
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Note about installation on test servers: 
If this installation is used for a test server, it is important to make sure that the multicastGroupAddress is changed in the ehcache.xml file 
located on each test application server.  This file is located at X:\Serenade\server\additional-lib\ where X: is the drive where you installed the 
CWSerenade Application.  If this setting is not changed, it will be sharing a data cache with your production environment which will potentially 
cause problems.  Please see the CWSerenade Configuration and Operations Guide for more information on this file. 

Notes about client browser configuration 

1. Pop-up blockers must be set to allow pop-up windows since the CWSerenade.html URL will launch a new window.
2. Javascipt must be enabled in the browser.  This can typically be handled by making sure the URL is in the “Intranet” zone.
3. If launching a second window, you MUST launch a new instance of Internet Explorer.

Setting up a user to run the Serenade Service 

By default the Serenade Service runs under the Local System account which works fine as long as you don’t need the application to write to other 
servers as would be needed if you are in a multiple application server environment or if you want to use encryption.  It is recommended that you 
use a domain user for ease of set up, but if needed, the same local user may be used on each machine.  The following instructions should be 
used as a guide to help you set up a local user which will allow CWSerenade to access other application servers and also access MQ: 

1. Create a local user on each CWSerenade application server and assign them to both the Administrators and mqm groups.  Make sure that
the user is the same on each CWSerenade application server.

2. Create a local user of the same name as was used above on the server that contains the MQ manager.  This user must only be assigned
to the the mqm group.

3. Set the Serenade Service to run as the newly created user account.

If a domain user is used, this user must have Administrator authority on all the CWSerenade machines and must be included in the mqm group. 
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Troubleshooting 

One of the most common errors that occur during the installation process is the misspelling of the database server name.  This manifests itself by 
allowing the user to access the CWSerenade application sign-on screen but the application always responds with an “Invalid User/Password”.  
The following steps will show you how to correct the name of the database server on the CWSerenade application servers: 

1. Log onto the CWSerenade application server that seems to have this problem.
2. Get any users off this machine and then stop the Serenade service if it is running.
3. Open the file X:\Serenade\server\conf\jenasysproperties\dbconfig.properties, where X: is the drive where you installed the CWSerenade

Application.  You should be able to open this file with any text editor.
4. In this file the database name is listed two (2) times.  Replace both these names with the correct name of the database server that

contains the CWSerenade database.  Make sure you are careful with the case of the server name since it is case sensitive.  Save this file
after you are done.

5. Open the file X:\Serenade\server\conf\tomee.xml, where X: is the drive where you installed the CWSerenade Application.  You should be
able to open this file with any text editor.

6. In this file the database name is listed two (2) times.  Replace both these names with the correct name of the database server that
contains the CWSerenade database.  Make sure you are careful with the case of the server name since it is case sensitive.  Save this file
after you are done.

7. Restart the Serenade service on this machine and try to sign-on again.
8. Remember that if you have multiple application servers you may need to correct this on each server.




