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1. INTRODUCTION

1.1 PURPOSE AND SCOPE

This document describes the procedures to install and configure Oracle Communications Policy
Management Release 12.1.x on HP c-Class systems, HP Rack Mount Servers and Oracle X5-2 Rack
Mount Servers. The audience for this document includes Oracle customers as well as these groups:
Software System, Product Verification, Documentation, and Customer Service including Software
Operations and First Office Application.

At the completion of this procedure, and assuming that the customer networking has been correctly
configured, it should be possible to:

o Access the Management interfaces for the system from a customer lab

¢ Access the Management interfaces for the system from a remote access (Oracle office)

e Have a clear Alarms condition for the system

e Make a test call through the system

Work instructions provided may require further customization with respect to the target customer’s
network.

Release 12.1.x introduces support for the X5-2 Oracle Rack Mount Server (RMS) and compatibility with
HP Gen-9 Rack Mount Servers and HP c-Class System Servers. The existing support for the HP Gen-6
and Gen-8 servers is continued.
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1.2 REFERENCES

1.2.1

[1] E59722 - HP Solutions Firmware Upgrade Pack Release 2.2.8 Release Notes*

[2] E59721 - HP Solutions Firmware Upgrade Pack, Upgrade Guide 2.2.8*

[3] E59723 - HP Solutions Firmware Upgrade Pack, Software Centric Release Notes 2.2.8
[4] E65467 - Oracle Firmware Upgrade Pack 3.1.5, Release Notes

[5] E65466 - Oracle Firmware Upgrade Pack Release 3.1.5 Upgrade Guide

[6] E53017 - TPD Initial Product Manufacture

[7]1 E53486 - Tekelec Platform 7.0.x Configuration Guide

[8] E53018 - TVOE 3.0.0.0.0 Software Upgrade Procedure

[9] E61655 - Policy and Charging Rules Function Installation Guide Release 11.5
[10]E62450 - Configuration Management Platform Wireless User's Guide Release 12.1.x
[11]E62447 - Platform Configuration User's Guide Release 12.1.x

[12]E62458 -SNMP User's Guide

These documents can be accessed at the following link

http://docs.oracle.com/en/industries/communications/

*

The HP Solutions Firmware Upgrade Pack (HP FUP) is provided for customers who bought their HP
hardware through Oracle. HP FUP firmware and documentation for Release 2.2.8 can be accessed on
the internal Oracle HP FUP website. Contact Oracle Support for assistance if needed.

Locate Product Documentation on the Oracle Technology Network Site

Oracle customer documentation is available on the web at the Oracle Technology Network (OTN) site,
http://docs.oracle.com. You do not have to register to access these documents. Viewing these files
requires Adobe Acrobat Reader, which can be downloaded at www.adobe.com.

1. Log into the Oracle Technology Network site at http:/docs.oracle.com.

2. Under Cloud, click the link for Industries (on the left hand menu). Under Industries click the link for
Oracle Communications documentation . The Oracle Communications Documentation window opens with
Tekelec shown under Platforms. Policy Management will be shown under Network Session Delivery and
Control Infrastructure.

3. Click Oracle Communications Documentation->Platforms->Tekelec for Platform related
Documentation or Oracle Communications Documentation-> Network Session Delivery and Control
Infrastructure-> Policy Management for Application related Documentation.

4. Navigate to your Product and then the Release Number, and click the View link (the Download link will
retrieve the entire documentation set).

5. To download a file to your location, right-click the PDF link and select Save Target As.
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1.3 ACRONYMS

An alphabetized list of acronyms used in the document:

Table 1. Acronyms

Acronym Definition

BIOS Basic Input Output System

BOM Bill Of Materials

CD Compact Disk

CMP Configuration Management Platform

DVD Digital Versatile Disc

EBIPA Enclosure Bay IP Addressing

ECO Engineering Change Order

FRU Field Replaceable Unit

FUP Firmware Upgrade Pack

GUI Graphical User Interface

Gx 3GPP reference point between PCEF and PCRF

HP c-Class HP blade server system

IE Internet Explorer

iLO (ILOM) Integrated Lights Out (Manager)

PFE Policy Front End (also referred to as Multiprotocol Routing Agent
IPM Initial Product Manufacture — the process of installing TPD on a hardware platform
IPv4 Internet Protocol version 4

Pv6 Internet Protocol version 6

MPE Multimedia Policy Engine

MRA Multiprotocol Routing Agent (also referred to as the Policy Front End (PFE)
NIC Network Interface Card

NW-CMP Network-Level CMP in a Multi-Level OAM Policy Deployment

OA HP Onboard Administrator

OAM Operations, Administration and Management

OCUDR Oracel Communications User database Repsi

0S Operating System (e.g. TPD or TVOE)

OTN Oracle Technology Network

OVA Open Virtualization Appliance

PCRF Policy Charging andb Rules Function

PM&C Platform Management & Configuration

PFE Policy Front End (also referred to as the Multiprotocol Routing Agent (MRA)
S-CMP Site-Level CMP in a Multi-Level OAM Policy Deployment

SFTP Secure File Transfer Protocol

Sh 3GPP reference between the PCRF and Subscriber Profile Repository (SPR)
SNMP Simple Network Management Protocol

SPP Service Pack ProLiant

SPR Subscriber Profile Repository

TPD Tekelec Platform Distribution

TVOE Tekelec Virtualization Operating Environment

USB Universal Serial Bus

VLAN Virtual Local Area Network

VSP Virtual Serial Port
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Multiple server types may be involved with the procedures in this manual. Therefore, most steps in the
written procedures begin with the name or type of server to which the step applies. For example:

Each step has a checkbox for every command within the step that the
technician should check to keep track ofthe progress of the procedure.

The title box describes the operations to be performed during that step.

Each command that the technician is to enterisin 10 point bold Courier jfont.

!

5 | ServerX: Connect
0 to the console of
the server

Establish a connection to the server using cu on the terminal server/console.

$ cu -1 /dev/ttyS7

Figure 1. Example of an instruction that indicates the server to which it applies

Management Server

HP Proliant DL 380 G9 server (RMS) deployed with HP c-Class used to
host PM&C application

PM&C Application

PM&C is an application that provides platform-level management
functionality for HP system , such as the capability to manage and
provision platform components of the system so it can host applications.

Configuration
Management
Platform (CMP)

(CMP) A centralized management interface to create policies, maintain
policy libraries, configure, provision, and manage multiple distributed MPE
policy server devices, and deploy policy rules to MPE devices. The CMP
has a web-based interface.

Multimedia Policy
Engine (MPE)

A high-performance,high-availability platform for operators to deliver and
manage differentiated services over high-speed data networks. The MPE
includes a protocol-independent policy rules engine that provides
authorization for services based on policy conditions such as subscriber
information, application information, time of day, and edge resource
utilization

Multi-Protocol Routing
Agent (MRA)

Now known as the
Policy Front End (PFE)

Scales the Policy Management infrastructure by distributing the PCRF
load across multiple Policy Server (MPE) devices
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2. GENERAL DESCRIPTION

This document defines the steps to execute the initial installation of the Policy 12.1.x application on
supported Policy Hardware platforms. Supported platforms include:

[1] HP C-class Blade Server
[2] HP DL380 Rack Mount Server
[3] Oracle X5-2 Rack Mount Server

Policy 12.1.x installation paths are shown in the figures below. The general timeline for all processes to
perform a software installation/configuration is also included below.

This document covers initial installation
of: TPD Software Platform, Networking
and Policy 12.1 application on supported
hardware platforms.

Hardware

and cabling
Install

Figure 2: Policy 12.1.x Application Installation Path

2.1 STARTING POINTS FOR INSTALLATION

There are two starting points for the Installation activity:

1. Equipment ordered from Oracle, and pre-configured from Oracle, and installed by Oracle or Oracle
contractor

2. Equipment ordered by the customer, and installed by another party

In the first case, there will be a known pre-configuration of the equipment that can reduce the installation
time. See “Manufacturing IP Networking Configuration” section for information. Also, the internal cabinet
cabling will be verified.

In the second case, more time will be required to verify the hardware install and cabling before starting.
Also, additional steps will be required to make initial configuration of the system. In this case, it is possible
that Firmware revisions may be newer than what is approved, and the equipment will need to be back-
reved to Oracle standards. This document may not be enough to deal will all issues for this installation.
At a minimum, the hardware configuration and cabling Technical References for the installation will be
needed.

This document assumes that all the internal cabinet cabling is correct and verified, and all hardware meets
Oracle supported versions.
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2.2 NETWORKING (C-CLASS)

IP networking for a C-class system.

¢ Uplinks to customer network, direct from c-Class Enclosure switches (HP Proliant 6120XG or
HP6125XLG) with 10G uplinks.

The decision of what interconnect method will be used is typically made even before equipment order is
placed.
2.3 NETWORKING OPTIONS (RMS)

Rack Mount Server installations are typically networked directly to customer provided IP networking
switches. This includes NIC1, NIC2, and iLo.

2.4 INSTALLATION TIME ESTIMATES

The following table illustrates the progression of the installation process by procedure with estimated
times. The estimated times and the phases that must be completed may vary depending on experience
and preparation, and un-expected site issues. The phases outlined are to be executed in the order they
are listed.

e Estimate is based on a single Cabinet with a single Enclosure.

e Installation time increases significantly if the equipment was not prepared/verified by the Oracle
manufacturing process.

Table 2: Installation times (c-Class)

Elapsed Time
Procedure Phase (Hours)
This Step Cumulative
Procedure 1 Install TVOE 3.0.0 on Management Server (DL380) 1.0
Procedure 2 | Upgrade DL380 Server Firmware 1.0
Procedure 3 | TVOE/Management Server Network Configuration 5
Procedure 4 | Install PM&C Application 1.0
Procedure 5 | Configure the PM&C Application (Web GUI) 5
Procedure 6 | configure initial OA IP (Front Panel) 25
Procedure 7 | configure the OA IP (OA Configuration Wizard) 75 5.0
Procedure 8 | Aqq Cabinet and Enclosure to the PM&C 5
Procedure 9 | configuring HP6125XLG Enclosure Switches 1.0 6.75
Procedure 10 | pqate Application Blade Firmware 2.0
Procedure 11 | confirm/Update Application Blade BIOS Settings 9
Procedure 12 | | 554 Appliction TPD ISO onto PM&C Server 5 9.5
Procedure 13 | |p\ Server Blades via PM&C 1.0
Procedure 14 | |sta)| Policy Application Software via PM&C 1.5 12.0
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Table 3: Installation times per server (HP-RMS)*

Elapsed Time
Procedure Phase (Hours)
This Step Cumulative
Procedure 15 | Configure iLO on HP RMS Server 5
Procedure 16 | Update HP RMS Server Firmware 1.0
Procedure 17 | Configure HP RMS Server BIOS 5
Procedure 18 | |pp of HP RMS Servers 1.0
Procedure 19 | | stq)| Policy Application RMS 1.0 4.0
Table 4: Installation times per server (Oracle X5-2)
Elapsed Time
Procedure Phase (Hours)
This Step Cumulative
Procedure 20 | Configure Initial ILOM IP address and BIOS Settings 5
Procedure 21 | Update X5-2 RMS Server Firmware 1.0
Procedure 22 | Configure X5-2 iLOM from GUI 5
Procedure 23 | |p\ of Oracle X5-2 RMS Server 1.0
Procedure 24 | Appjication Software Installation X5-2 RMS 1.0 4.0
Table 5: Configure Policy Application Servers
Elapsed Time
Procedure Phase (Hours)
This Step Cumulative
Procedure 25 | perform Initial Config of Policy Servers (Platcfg) 9
Procedure 26 | perform Initial Config of the Policy Servers (CMP GUI) 5
Procedure 27 | c\p site1 Cluster Topology Configuration 1
Procedure 28 | 1450/0gy Configuration of Additional Clusters 1
Procedure 29 | gg Key Exchanges to all Servers in the Topology 25
Procedure 30 | configure IP Routing on the MPE and MRA 25
Procedure 31 | Aqding MPE and MRA to CMP Menu 25
Procedure 32 | configure MPE Pool on MRA (Policy Front End) 25
Procedure 33 | pefine and Add Network Elements 5 4.5
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3. INSTALL PLANNING
This section provides a planning overview of the Installation activities.
3.1 IP NETWORK SURVEY

The Network Architecture Planning Document (NAPD) must be completed (with the customer input),
before Installation.

This will provide the IP addresses that the installer will need to configure at the equipment while on-site. It
also allows the customer to properly prepare for switch ports, cable drops, and IP network address
assignments for their network.

3.2 NETWORK CONFIGURATION FILES

For c-Class Enclosure installations it is VERY IMPORTANT that the Network configuration files, used to
configure the Enclosure switches and Aggregation switches, are prepared and verified before going to site.

For procedures to prepare the network configuration files please refer to Platform Configuration Guide-
Section 3.1 Networking

[7] E53486 - Tekelec Platform 7.0.x Configuration Guide

The preparation has these steps:

o Use Template files are provided on the Policy Application ISO image file, and may change from
one release to another. These template files are then edited to make them specific for the
customer install, and placed on the PM&C server (after it is installed). The files are used to by the
PM&C NetConfig tool to push the configuration to the switches.

e Once the files are prepared, have them reviewed and verified to minimize the time required on site
to fix errors.

Note: It is important to keep the installation as close to the Oracle standards as possible, to minimize
support issues.

3.3 REQUIRED MATERIALS

Oracle Communications Policy Management Application Software:

1. IS0 or USB image of Tekelec Platfrom Distubution (TPD)
o TPD.install-7.0.2.0.0_86.28.0-OracleLinux6.6-x86_64.iso or
o TPD.install-7.0.2.0.0_86.28.0-OracleLinux6.6-x86_64.usb

2. IS0 image of Comunnication Management Platform (CMP)
o 12.1.x.0.0.0_35.1.0-cmp-x86_64.iso

3. IS0 image of Multimedia Policy Engine (MPE) :
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o 12.1.x.0.0.0_35.1.0-mpe-x86_64.iso or
o 12.1.x.0.0.0_35.1.0-mpe-li-x86_64.iso (for Lawful Intercept)

4. 1S0 image of Multiprotocol Routing Agent (MRA)...also referred to as the Policy Front End (PFE)
o 12.1.x.0.0.0_35.1.0-mra-x86_64.iso

Note: Later versions may be posted as per latest Oracle ECO

Oracle Communications Policy Management and Configuration Platform (PM&C):
1. IS0 or USB image of Tekelec Virtual Operating Environment (TVOE)
o TVOE-3.0.2.0.0_86.28.0-x86_64.iso or
o TVOE-3.0.2.0.0_86.28.0-x86_64.usb
2. IS0 image of Policy Configuration Management Platform (PM&C):
o PMAC-6.0.1.0.0_60.21.0-x86_64.iso

Note: Later versions may be posted as per latest Oracle ECO
Other:
1. HP or Oracle Solution firmware (.usb or .iso image files) , as described in the next section
USB Flash Drives (for creating bootable USB media if using .usb files)
Standard Login information for components of system

B owon

Laptop and Cat 5 Ethernet cable (for direct connection to iLO from laptop)

3.4 ACQUIRING SOFTWARE

Customers:

If you already have a commercial license you should download your software from the Oracle Software
Delivery Cloud, which is specifically designed for customer fulfillment.

For patches, see My Oracle Support.

CLOUD

Oracle Software Delivery Cloud

Here you can download Oracle software products. If you have
questions regarding the download process, please see our
Frequenth_,- Asked Questions. New User? Register Here

Forgot User ID | Password?

Sign in and Accept the Export restrictions:
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Oracle Software Delivery Cloud

Export Restrictions

You agree that U.S. export control laws and other applicable export and import laws govern the export, re-export, transfer and use of the programs, including technical data; additional information can be
found on Oracle's Global Trade Compliance website.

You agree that neither the programs nor any direct product thereof will be exported, directly, or indirectly, in violation of these laws, or will be used for any purpose prohibited by these laws including,
without limitation, nuclear, chemical, or biclogical weapons proliferation.

Oracle Employees:

Under no circumstances are Oracle Employees authorized to download software for the purpose of distributing it to customers. Oracle products are available to employees for internal use or
demonstration purposes only. In keeping with Oracle’s trade compliance obligations under U.S. and applicable law, failure to comply with this policy could result in disciplinary action up to and including
termination.

Choose Oracle Communications Policy Management Option

CLOUD

Oracle Software Delivery Cloud

To select products for download, enter the Oracle Product into the type-ahead field below, then select from the list of available platforms. Once you have made
Products' section below. Repeat this step for all titles you wish to download. Once complete, click on the 'Continue’ button.
You must agree to Oracle's trial license terms before downloading products that you do not have a current valid license to use.

Filter Products By [ Programs [ Linu/ovMvMs [ Self-Study Courseware [ 1-Click Offerings
Product *[Start typing... | Select Platform v
AU LUTTINTUNLGLIUTED FUTILY Mididyetien
Oracle Communications Policy Management, 4G Service Enhancement
Selected Pro Orade Communications Policy Management, Analytics
Oracle Communications Policy Management, Bandwidth On-Demand Application Manager
Product Oracle Communications Policy Management, CALEA Support
Oracle Communications Policy Management, Configuration Management Platform
No Products selected gracle Communications Policy Management, Cross-APN Session Correlation
Oracle Communications Policy Management, Fixed Mobile Convergence
Oracle Communications Policy Management, LTE Enhancement
Oracle Communications Policy Management, Management Agent
Oracle Communications Policy Management, Multi-Level 0AM
Oracle Communications Policy Management, Multimedia Policy Engine
Oracle Communications Policy Management, OTT Services Basic
Oracle Communications Policy Management, Per 1K Network Access Sessions
Oracle Communications Policy Management, Per 500 Transactions per Second
Oracle Communications Policy Management, Policy Event Records Distribution
Oracle Communications Policy Management, Policy Front End

Choose Select Platform and check the Tekelec box and then Continue

Oracle Software Delivery Cloud

To select products for download, enter the Oracle Product into the type-ahead field below, then select from the list of available platforms. Once you have made your selection, the title will be displayed in the "Selected
Products’ section below. Repeat this step for all titles you wish to download. Once complete, click on the "Continue’ button.
‘You must agree to Oracle's trial license terms before downloading products that you do not have a current valid license to use.

Filter Products By ¥ fregrams I Linuxjovmvits [ self-Study Courseware [ 1-Click Offerings

Product *| oracle Communications Policy Management B
search ]
Selected Products _
¥ Tekelec
Product Platform
No Products selected
Clear [ Show Selected Cancel |

Confirm Oracle Communications Policy Management 12.1.x.0.0.0 for Tekelec and Continue
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Oracle Software Delivery Cloud

By default the most current release has been selected for you. If more than one release is currently available you may select an alternate release by clicking on the "Select Alternate Release..." link. Once the desired releases
have been selected, click on the 'Continue’ button. To view the specific downloads associated with each release you may expandjcollapse the list using the arrow to the left of the release name.

[ Available Release Selected Product Applicable Terms & Restrictions Size Published Date

1> ¥ Oracle Communications Policy Management 12.1.0.0.0 for Tekelec, 12 files Oradle Communications Palicy

Oradle Standard Terms and Restrictions  11.9 GB 0ct 06, 2015
Select Alternate Release... Management 4

Confirm the License Agreement

& Print
Oracle Standard Terms and Restrictions ﬁl

These Oracle Standard Terms and Restrictions apply to all programs available on this portal except for those
programs identified in the Special Programs License below. Cracle authorizes your access to programs you wish fo
download from this portal enly upon the condition that (1) you have already cbtained a license from Oracle, or an
Oracle partner, for your use of the programs and that your Oracle Master Agreement, Oracle License and Services
Agreement, Oracle PartnerNetwork Agreement, Oracle distribution agreement, or other license agreement for the
programs with Oracle or an Oracle parner, plus the applicable ordering document(s) with Oracle or an Oracle
pariner (each license agreement and associated ordering document collectively the "Commercial License"), governs
~your use of the programs, or (2) if you have not already obtained a license from Oracle or an Oracle Pariner for
your use of the programs, you accept that the Oracle Trial License Agreement below (displayed after the Oracle
Special Programs License Agreement) governs your use of the programs for the time specified in such agreement.
Note: Programs downloaded for trial use or downloaded as replacement media may not be used to update any
unsinnorted nroarams =
Scroll to read the full license agreement

I¥ 1 have reviewed and accept the terms of the Commercial License, Special Programs License, and/or Trial License.

Choose the required Software Versionsin their .zip compressed format

TR
Oracle Communications Policy Management 12.1.0.0.0 for Tekelec
Orade Communications Policy Management (12.1.0.0.0)
B V77937-01.zip Oracle Communications Policy Configuration Management Platform 12.1.0.0.0-35.1.0 1.0 GB
B \V77938-01.zip Oracle Communications Policy Front End 12.1.0.0.0-35.1.0 789.6 MB
B \V77967-01.zip Oracle Communications Policy Multimedia Policy Engine 12.1.0.0.0-35.1.0 825.6 MB
B V77968-01.zip Oracle Communications Policy Configuration Management Platform 12.1.0.0.0-35.1.0 OVA 1.6 GB
B V77969-01.zip Oracle Communications Policy Frent End 12.1.0.0.0-35.1.0 OVA 1.2 GB
B V77970-01.zip Oracle Communications Policy Multimedia Policy Engine 12.1.0.0.0-35.1.0 OVA 1.2 GB
B \V77971-01.zip Oracle Communications Policy Management License Document 12.1.0.0.0 820.6 KB
Orade Communications Tekelec Platform (7.0.2.0.0)
B V77390-01_10f2.zip Oracle Communications Tekelec Virtual Operating Environment 3.0.2.0.0_86.28.0 630.8 MB
B \V77390-01_20f2.zip Oracle Communications Tekelec Virtual Operating Environment 3.0.2.0.0_86.28.0 895.9 MB
B V77391-01_10f2.zip Oracle Communications Tekelec Platform Distribution 7.0.2.0.0_86.28.0 665.4 MB
B V77391-01_20f2.zip Oracle Communications Tekelec Platform Distribution 7.0.2.0.0_86.28.0 330.4 MB
& v77482-01.zip Orade Communications Tekelec Platform Management and Configuration 6.0.1.0.0_60.21.0 2.1 GBE

Note: OVA (Open Virtualization Appliance) files are specific to Virtual Installation and not covered in this
document. For information regarding the use and deployment of 12.1.x Policy OVA image files please refer
to the Policy Management 12.1.x Virtual Installation Guide.

Note: The following table maps the image files referenced in the beginning of this section to the
corresponding zip files posted on the Oracle Software Delivery Cloud.
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Oracle Software Delivery Cloud

Zip File Description Image File
V77937-01.zip OC Policy Configuration Management Platform cmp-12.1.0.0.0_35.1.0-x86_64.iso
V77938-01.zip OC Policy Front End mra-12.1.0.0.0_35.1.0-x86_64.iso
V77967-01.zip OC Policy Multimedia Policy Engine mpe-12.1.0.0.0_35.1.0-x86_64.iso
V77390-01_1of2.zip [OC Tekelec Virtual Operating Environment TVOE-3.0.2.0.0_86.28.0-x86_64.iso
V77390-01_20f2.zip [OC Tekelec Virtual Operating Environment TVOE-3.0.2.0.0_86.28.0-x86_64.ush
V77391-01_1of2.zip [OC Tekelec Platform Distribution TPD.install-7.0.2.0.0_86.28.0-OracleLinux6.6-x86_64.iso
V77391-01_20f2.zip [OC Tekelec Platform Distribution TPD.install-7.0.2.0.0_86.28.0-OracleLinux6.6-x86_64.usb
V77937-01.zip OC Tekelec Configuration Management Platform |PMAC-6.0.1.0.0_60.21.0-x86_64.iso

Note: Later versions may be posted as per latest Oracle ECO

3.5 ACQUIRING FIRMWARE

Several procedures in this document pertain to the upgrading of firmware on various servers and hardware

devices.

The HP Solutions Firmware Upgrade Pack (HP FUP) is provided for customers who bought their HP
hardware through Oracle. It describes new functionalities, fixed Bugs, known Bugs, and any additional
installation and configuration instructions required, relative to this release. For Policy Manager Release

12.1.x, the minimum supported firmware is 2.2.8.

Please refer to the HP FUP Release Notes as per the reference section of this document for more
information

[1] E59722 - HP Solutions Firmware Upgrade Pack Release 2.2.8 Release Notes
[2] E59721 - HP Solutions Firmware Upgrade Pack, Upgrade Guide 2.2.8

HP FUP firmware and documention for Release 2.2.8 can be accessed on the internal Oracle HP FUP
website. Contact Oracle Support for assistance if needed.

e HP Smart Update Firmware ISO - FW2_SPP-2.2.8.0.0_10.43.0.is0
or -FW2 SPP-2.2.8.0.0_10.43.0.usb

e HP Misc Firmware 1SO - FW2_MISC-2.2.8.0.0_10.43.0.iso

Note: Later versions may be posted as per latest Oracle ECO

For customers who have purchased their own HP hardware please refer to the HP FUP Software
Centric Release Notes as per the reference section of this document. For these customers, Firmware
Upgrade media is not directly provided by Oracle.

[3] E59723 - HP Solutions Firmware Upgrade Pack, Software Centric Release Notes 2.2.8
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Note: HP Gen9 servers are supported in a software centric model only. Please refer to the HP FUP
Software Centric Release Notes.

For customers who purchase Oracle Rack Mount Server X5-2 hardware directly from Oracle please
refer to

[4] E65467 - Oracle Firmware Upgrade Pack 3.1.5, Release Notes
[5] E65466 - Oracle Firmware Upgrade Pack Release 3.1.5 Upgrade Guide

Note: Firmware Upgrade media for the Oracle X5-2 RMS can be obtained from Oracle OTN. Specific
downloading instructions can be found in the section 3.1 “Downloading Oracle Software Release Patches”
of the Upgrade Pack Release Notes.

Policy 12.1.x Servers and devices that may require firmware updates are:
e HP ¢7000 Blade System Enclosure Components:
o Onboard Administrator
o HP 6120XG/6125XLG Network Switches
o HP BL460c G6/G8 Blade Servers

e HP Rack Mount Servers (DL380/DL360)
e Oracle X5-2 Rack Mount Server

3.6 PREPARATIONS BEFORE GOING TO SITE

It is important to have all the resources and as much planning as possible before going to the site to begin
installation.

Below is a checklist of items to have prepared.

Table 4: Checklist of preparations before going to site

Checkbox | Iltem Description Comments

Site Access Authorization from Customer

IP Address Assignments

Enclosure Layout diagram

Login/Passwords

netConfig prepared xml files For c-Class installation

TPD for Applications Servers ISO or USB images

TVOE and TPD for PM&C ISO or USB images™

PM&C Application software ISO image

Policy Application software (CMP,MPE) required ISO image

Policy Application software (MRA, MPE-li*) optional ISO image

Firmware ISO or USB images

Cisco Console Cable (for laptop connections to For c-Class Installation

switches)

Oft Cross-over CAT-5 cable To.connec’F Laptop to local 4948

switch, serial over LAN console
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connections and to access system
GUIs

Optional: Preferred for direct serial

Access to Monitor/Keyboard cart at site e
console connections

Optional: Allows Console and USB
HP Blade Monitor/Keyboard/usb front handle cable access direct to the blade for C-
Class installation

Optional: allows the user to
Customer provided Network drop cable - ready at site | establish and verify remote
connectivity to site

* The “MPE-Ii” ISO image file is used in place of the MPE ISO image file to provide Lawful Intercept on the
functionality on the MPE if required

3.7 CAUTIONS FOR ON-SITE ACTIVITIES

Below is a list of points to remember while on customer site:

Be certain of the equipment location, and system identification method.

If there are any differences in the installation from what was expected, follow up with installation
team to confirm.

Do not connect or move cables that are external to the site equipment cabinets for an HP c¢_Class
installation or external to the Rack Mount Servers for a RMS installtion. Look but don’t touch.

Think twice before shutting down or booting a server — is it safe?

Follow the procedure. Skipped steps can lead to problems.

3.8 FAQ FOR C-CLASS INSTALLATIONS

How do | verify the Firmware levels of the Installation, before going to site?

If the equipment went through Oracle Mfg process, it will have the latest rev available at the time it
was shipped. If the installation is c-Class then the OA (Online Administrator) GUI will have a
summary of the firmware revisions of all the equipment in the C-class enclosure, if it is possible to
access this (it will generally not be possible to access this until the install of the enclosure is
complete).

Can Firmware Updates be done later?

Yes, in general — but it will take more time to do this remotely because of file download speeds.
Important - these updates must be done before the system goes in-service.

Can the Cisco and HP switches be configured without using the PM&C NetConfig tool?

Not recommended. It is certainly possible to login to the switches from PM&C and make config
changes while troubleshooting. For example, to disable a port, turn on port mirroring, or add a
route. However, the configurations that are generated from netConfig have many important
settings to make the configuration work correctly. Also, it is important to backup the final switch
configuration to PM&C so that it can be restored in a repair operation. Also, it must be clearly
documented if the netConfig files are not to be used for restore operation (because the installer
has made switch configs outside of this tool).

How do | get NetConfig Template files?
Please refer to
[7] E53486 - Tekelec Platform 7.0.x Configuration Guide
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3.9 LOGINS/PASSWORDS

The standard configuration steps will configure standard passwords for root, admin and some other
standard logins referenced in this procedure. These passwords are not included in this document. Contact
Oracle support for this information.

Initial login to a HP server/module is configured by HP at the factory and provided on a plastic pull-out tag
on the front of the server/module. However, if the equipment went through Oracle Manufacturing, then the
HP passwords will have been replaced with the standard passwords.

3.10 OPTIONAL FEATURES PLANNING

When Policy installation is complete, further configuration and/or installation steps will need to be taken for
optional features that may be present in this deployment. Please check with Oracle Support for the
corresponding documentation relevant to any customer specific features for the post-Policy install
configuration steps needed.

Feature Document

4. INSTALLATION (AND NETWORKING) IN A C-CLASS ENVIRONMENT

The c-Class Hardware and software environment provides a platform for management and growth of blade
applications servers. The procedures in this section will configure this environment.

As mentioned earlier, the hardware installation and verification should be completed before executing the
procedures in this document. Also, the IP networking plan and IP assignments need to be completed
before executing this procedure.

IP addresses throughout this document show examples using IPv4, but IPv6 can be used if that is
preferred. Please note that mixed IP addresses (some systems IPv4 others IPv6) are not supported.

4.1 PM&C INSTALLATION

This section provides the procedures to install the TVOE (Tekelec Virtual Operating Environment) platform
and PM&C server application.

The TVOE and PM&C server is a rack mount server (DL380) with an Oracle Application that provides tools
to manage multiple c-Class enclosures and blade software, as well as networking equipment (Enclosure
switches) for the c-Class environment.

IMPORTANT: The correct time setting in the PM&C server CMOS BIOS (step 4 below) must be
performed to ensure later procedure steps will be successful. DO NOT CONTINUE to the next steps
unless the time has been correctly set. [This time setting will be pushed to the blades during IPM of the
blade servers, and will cause various issues during installation if not set correctly.]

Even if PM&C was previously installed, it is necessary to re-install the PM&C server, in order to assure a
correct installation for this customer site.
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PM&C 6.0.1 is deployed on a Virtual OS (TVOE) environment. The TVOE OS must be installed first, and
then the PM&C application ISO is installed. PM&C install is not service affecting for the Policy system.

Note that in Policy Rel 12.1.x, PM&C Server is used for Installation activities, growth of new servers and
Field repair activities. It is also used for deploying Firmware upgrades.

Procedure 1: Install TVOE 3.0.0 on Management Server (DL380)

Procedure 1: Install TVOE 3.0.0 on Management Server (DL380 )

STEP | This procedure will install TVOE 3.0.0 on the Management Server.
#
Needed material:

- TVOE 3.0.0 Media
Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

Connect to the Connect to the Server Console using a VGA Display and USB Keyboard, or
Server Console access the iLO interface and Remote Console application.

ik

See Supporting Procedures and Information in Section 8 of this document for further
detail how to access the iLO remote console.

2 Prepare to boot the The TVOE 3.0.0 software is provided as an .iso or a .usb image file.
I:' server to the TVOE To boot the server from the .usb or .iso image file, two methods are possible:
install 1ISO

- The TVOE .usbh image file is used to provide a bootable USB device

Note: To prepare a bootable USB device follow the instructions in this document as found
in the references section.

[2] E59721 - HP Solutions Firmware Upgrade Pack, Upgrade Guide 2.2.8
Section3.3.1 Preparing USB Media

This information is also contained in the readme file co-located with the TVOE .usb image
file on the Oracle Softare Delivery Cloud.

- The TVOE ISO image file is available on the user’s laptop, and the virtual DVD mount
capability of the server iLO interface is used to mount the ISO file from the laptop to
the server.

Note: see supporting procedures at the end of this document for further detail on how to

use the iLO remote console to mount an I1SO image file

Use one of these two methods to prepare the server to boot from the image file.

3 Access the Server Reboot the server and after the server is powered on, as soon as you see <F9=Setup> in the
I:' BIOS lower left corner of the screen, press F9 to access the BIOS setup screen.
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Procedure 1: Install TVOE 3.0.0 on Management Server (DL380 )

4 Set CMOS Clock

Scroll to Date and Time and press Enter

Set the date and time and press Enter, the time zone to be used is UTC.
OM-Based Setup Utility, Version 3.808
opyright 1982, 2813 Heuwlett-Packard Developnent Company, L.P.

pdify Date and Time
ENTER> to Save Changes, <ESC> to Main Menu
Go back to the main menu by pressing <Esc> and scroll up to Power Management Options

and press Enter
Select HP Power Profile and press Enter
Scroll down to Maximum Performance and press Enter

HP Pouer Profile

Press <Esc> to return to the main menu
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Procedure 1: Install TVOE 3.0.0 on Management Server (DL380 )

5 Configure iLO Serial Scroll to System Options and press Enter
I:I Port Change power profile (same as blades)

Select Serial Port Options and press Enter

Serial Port Options

Enbedded NICs

Advanced Memory Protection
USB Options

Processor Options

NUMLOCK Power-On State

Press Enter to select Embedded Serial Port and change it to COM2 and press Enter

Virtual Serial Port

Enbedded Serial Port |I] ‘I

P[COH 1J lRlH, 10: 3FBh-3FFh
; 10: 2F8h-2FFh

COM 3; lRﬂS; 10: 3E8h-3EFh

Press Enter to select Virtual Serial Port and change it to COM1 and press Enter

COM 1; IRO4; I0: 3FBh-3FFh
COM 2; IRO3; I0: 2F8h-2FFh
COM 3; IRQS; I0: 3EBh-3EFh

Enbedded Serial Port

irtual Serial Port

Press <ESC> 2 times to return to the main menu
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Procedure 1: Install TVOE 3.0.0 on Management Server (DL380 )

6 Double Check boot Scroll to Standard Boot Order and press Enter

I:I Order.
OM-Based Setup Utility, Version 3

opyright 1982, 2013 Hewlett-Packax

Systen Options

Standard Boot Order (IPL)
Boot Controller Order
Date and Tine

Server Availability
Server Security

BI0S Serial Console & EMS
Server Asset Text

dvanced Options

System Default Options
tility Language

Review the settings as follows. Note: Floppy Drive A may be moved to the last position in
the boot order if desired but this is not required.

ROM-Based Setup Utility, Version 3.08

opyright 1982, 2813 Heuwlett-Packard Development Company, L.P.

IPL:1 CD-ROH

IPL :2 Floppy Drive (A:)

IPL :3 USB DriveKey (C:)

IPL :4 Hard Drive C: (See Boot Controller Order)

IPL:5 PCI Embedded HP NC382i PCle DP Multifunction 1Gb Adapter Port 1

(Make changes if needed) for example:

ROM-Based Setup Utility, Version 3.66

opyright 1982, 2813 Heuwlett-Packard Development Company, L.P.

CD-ROH
Flo
UsB

Har|Set the IPL Device Boot Order to 2

PCI|Set the IPL Device Boot Order to 3 m 1Gb Adapter Port 1
Set the IPL Device Boot Order to 4
I (st the IPL Device Boot Order to 5

Press <ESC> to return to the main menu.
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Procedure 1: Install TVOE 3.0.0 on Management Server (DL380 )

7 Configure Server Select “Server Availability”

I:' Availability

Change “Automatic Power-On” to “Enabled”

Automatic Power-On

Change “Power-On Delay” to “No Delay”

Power-0On Delay
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8 Save Configuration

I:I and Exit

Press <ESC> until back to the main menu and then press F10 to save the configuration and
exit. The server will reboot.

<F18> to Confirm Exit Utility

9 Begin IPM Process

If the ISO is properly prepared, the server will boot from the I1SO and will display the boot
selection screen as follows:

3.0.1.8.8.86.19.0

»06_64
For a detailed description of all the supported commands and their optio
please refer to the Initial Platfornm cture document for this rele .
In addition to linux & rescue TPD provides the following kickstart profiles:

[ TPD i TPDnoraid i TPDblade i TPDcompact i HDD 1
Comnnonly used options are:

conso le=< sole_option>[ ,<{console_option>] 1

skconf ig=HHRAIDL ,forcel 1
es={device>[ ,device] 1]
tArchive 1

[
[
[
[
[
[
[
[

To install using a monitor and a local keyboard, add console=tty@

oot :

At the boot prompt as in the snapshot above type the following and then execute a
carriage return

boot: TPDnoraid console=tty0 diskconfig=HWRAID, force

Note: If you are using a direct serial console connection for installation, do not use the
console=tty0 option

Note: The actual version of the TVOE release to be installed will be the latest released
version per Oracle ECO (Engineering Change Order)
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10 IPM Complete The IPM process takes about 45 minutes, you will see several messages and screens in the

I:' process.

Once the IPM is complete, you will be prompted to press Enter as shown below. Remove
the USB drive or unmount the TVOE image from the iLO and press Enter to reboot the
server..

Note: If you do not remove the drive or unmount the TPD image before the system reboots
you will simply be presented with the boot prompt again as in the rpevious screen. In this is
the case, confirm that the USB drive has been removed or the image ISO has been
unmounted from the iLO and manually reboot again. For example, you can use the power
setting in the iLO to force a soft shutdown and reboot.

Virtual Power Button

System Power: GON

Graceful Power Off: Momentary Press
Force Power Off: Press and Hold
Force System Reset:

Force Power Cycle: Cold Boot 1

11 Server Reboot Once the Server Reboots, you should see a login prompt. Note that during the first system
I:I boot, swap files may be initialized and activated. Each swap file will take about 2 minutes.

If no login prompt is displayed after waiting 15 minutes, contact Oracle Customer Support
for Assistance.
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12 Verify release Login as admusr

[]

Example output below — Product Release may be different.

$ sudo appRev
[admusr@hostnameaf 2c3578b74f ~15 sudo appRev
Install Time: Wed Feb 18 13:52:48 2815
Product Name: TVOE
Product Release: 3.8.1.8.8_86.19.8
Base Distro Product: TPD

Base Distro Release: 7.8.1.8.8_86.19.8
Base Distro IS0: TPD.install-7.8.1.8.8_86.19.8-0Oraclelinuxb.6-xB6_64.is0
IS0 mame: TUDE-3.8.1.8.8_86.19.8-x86_64.iso
035: OracleLinux 6.6

[admusrfhostnameaf 2c357ALP4f ™1

13 Confirm no errors As admusr

|:| Example output below — Product Release may be different.
$ sudo verifylnstallLog
$ sudo echo $?

[admusrPuwee-tuvoe-host ~1$ sudo wverifylnstalllLog
[admusrBuwee-tvoe-host ~15 echo §7

Expected result is “0” errors

You have now completed this procedure.

Procedure 2: Upgrade DL380 Server Firmware

NOTE: Please refer to the FUP 2.2.8 upgrade documents to update the Firmware on the TVOE
Server.

[2] E59721 - HP Solutions Firmware Upgrade Pack, Upgrade Guide 2.2.8
[3] E59723 - HP Solutions Firmware Upgrade Pack, Software Centric Release Notes 2.2.8

Note: Access to the HP 2.2.8 Firmware Upgrade Guide may require enablement form Oracle
Support

Further detail is also provided in section 3.5 “Acquiring Firmware” of this document
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Procedure 3: TVOE/Management Server Network Configuration

STEP | This procedure will configure the Network on the TVOE/Management Server
#
Prerequisite: Procedure 1 - Install TVOE 3.0.0 on Management Server has been completed.
Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.
IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.
1 Determine Bridge names | Determine the bridge name to be used on the TVOE management server for the management

and interfaces network and fill in the <TVOE_Management_Bridge_Interface> values in the table below. The
following table shows a typical example.

If NetBackup is to be used, determine the bridge name to be used for the NetBackup network
and fill in the <TVOE_NetBackup_Bridge_Interface> values in the table below:

LSS X TVOE Bridge Name TVOE Bridge Interface
Interface Alias
Fill in the appropriate value:
bond0 for untagged (default) or
bond0.<vlan#> for tagged
control control
<TVOE_Control_Bridge_Interface>
Fill in the appropriate value:
bond0.<vlan#>, or bond1
management
management
<TVOE_Management_Bridge_Interface>
Fill in the appropriate value:
(bond0.<vlan#>, or bond2
NetBackup
(if applicable) NetBackup
<TVOE_NetBackup_Bridge_Interface>

TVOE iLO: Login and Log in to iLO with Internet Explorer or Mozilla Firefox using the iLO password and launch the
launch the integrated iLO remote console:
remote console http://<management_server_iLO_ip>

Click in the Remote Console tab and launch the Integrated Remote Console on the server.

Click Yes if the Security Alert pops up.

Alternately, the iLO can be logged into with an “ssh” client using the
<management_server_iLO_ip> . The login credentials will be the same as used for the web
browser authentication to the iLO. When the </>hpiLO-> prompt is accessed use the virtual
serial port command “vsp” and thenunthenticate to the TVOE platform same as with the iLO
remote console.
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Section 8: See “Procedures for iLO” for information for using the iLO

3. TVOE iLO: Verify the

I:' Control Network

Login as admusr
Verify the control network by running the following command
Note: The output below is for illustrative purposes only. The example output below shows the

control bridge configured.

S sudo netAdm query --type=Bridge --name=control

If the bridge has been configured, remove it by issuing the following commands.

$sudo netAdm delete --type=Bridge --name=control
$sudo netAdm delete --device=bond0

Note: The output below is for illustrative purposes only. The site information for this system
will determine the network interfaces, (network devices, bonds, and bond enslaved devices),
to configure.

Add control bridge:

$sudo netAdm add --device=bond0

--onboot=yes --type=Bonding --mode=active-backup --miimon=100
Device <bond0> added

$sudo netAdm set --device=eth01 --type=Ethernet --master=bond0 --slave=yes --onboot=yes
<eth01 _interface> added to bond0

$ sudo netAdm set --device=eth02 --type=Ethernet --master=bond0 --slave=yes --
onboot=yes
<eth02 _interface> added to bondO

$ sudo netAdm add --type=Bridge --name=control --bootproto=none --onboot=yes --
bridgelnterfaces=bond0 --delay=4
Bridge <control> added with bridgelnterface=bond0
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4 TVOE iLO: Set tagged

I:I control interface.

Confirm creation of control bridge
$ sudo netAdm query --type=Bridge --name=control

$ sudo netAdm add --device=bond0.<vlan#> --onboot=yes
This is the agreed upon vlan# configured per network design. In the snapshot below
vlan#=942 was used.

$ sudo set --type=Bridge --name=control --bridgelnterfaces=bond0. .<vlan#> --
address=192.168.1.2 --netmask=255.255.255.0
control bridge <vlan#), IP address and netmask set

This is the typical IP address and netmask that will be used on the private network within the
c-Class enclosure. Reference network design if needed. In the snapshot below ip address
192.168.1.2 net mask 255.255.255.0 is used

Confirm tagged configuration:
S sudo /usr/TKLC/plat/bin/netAdm query --type=Bridge --name=control

5 TVOE iLO: Verify the

I:I Management Network

Verify if the management network has been configured, by running the following command
Note: The output below is for illustrative purposes only. For a new install it is expected that
the management bridge has not yet been created.

$ sudo /usr/TKLC/plat/bin/netAdm query --type=Bridge --name=management

Create Management bridge using tagged interface on bond0

Ssudo netAdm add --type=Bridge --name=management --bootproto=none --onboot=yes --
bridgelnterfaces=bond0 --delay=4
Bridge <management> added with bridgelnterface=bond0

Confirm creation of management bridge
$ sudo netAdm query --type=Bridge --name=management
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Create vlan

$ sudo netAdm add --device=bond0.<vlan#> --onboot=yes

This is the agreed upon vlan# configured per network design. In the snapshot below vlan#=72
was used.

$ sudo set --type=Bridge --name=management --bridgelnterfaces=bond0.<vlan#> --
address=10.240.239.93 --netmask=255.255.255.192
management bridge <vlan#), IP address and netmask set

This is the agreed upon IP address and netmask that will be accessible from the network per
network design. In the snapshot below ip address 10.240.239.93 netmask 255.255.255.192 is
used

$ sudo netAdm

query --type=Bridge --name=management

6. TVOE iLO: Verify the

I:I NetBackup Network
(Optional)

Verify the NetBackup network. If the NetBackup feature is not needed, skip to the next step.
Note: The output below is for illustrative purposes only. The example output below shows the
control bridge configured.

# netAdm query --type=Bridge --name=netbackup
Bridge Name: netbackup

On Boot: yes

Protocol: none

IP Address: 10.240.6.2

Netmask: 255.255.255.0

Promiscuous: no

Hwaddr: 00:24:81:fb:29:58

MTU:

Bridge Interface: bond2

If the bridge has been configured as needed, skip to the next step.

Note: The output below is for illustrative purposes only. The site information for this system
will determine the network interfaces, network devices, bonds, and bond enslaved devices, to
configure.

Note: The example below illustrates a TVOE Management Server configuration with the
NetBackup feature enabled. The NetBackup network is configured with a non-default MTU
size.

Note: The MTU size must be consistent between a network bridge, device, or bond, and
associated VLANSs.
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EXAMPLE 1: Create NetBackup bridge using tagged interface on bond0.
# netAdm add --device=bond0.<vlan#>

# netAdm add --type=Bridge --name=netbackup
--onboot=yes --MTU=<NetBackup_MTU_size>
--bridgelnterfaces=bond0.<vlan#>

EXAMPLE 2: For this example, create NetBackup bridge using untagged interfaces (eth05 and
eth06) and bonding. <bond2>

# netAdm add --device=bond2

--onboot=yes --type=Bonding --mode=active-backup --miimon=100
--MTU=<NetBackup_MTU_size>

Interface <TVOE_NetBackup_Bridge_Interface> added

# netAdm set --device=<ethernet_interface_5> --type=Ethernet
--master=bond<2> --slave=yes

--onboot=yes

Interface <ethernet_interface_5> updated

# netAdm set --device=<ethernet_interface_6> --type=Ethernet
--master=bond<2> --slave=yes

--onboot=yes

Interface <ethernet_interface_6> updated

# netAdm add --type=Bridge --name=netbackup
--onboot=yes --MTU=<NetBackup_MTU_size>
--bridgelnterfaces=bond2

7. TVOE iLO: Verify the

I:' Default Route

Note: The output below is for illustrative purposes only. The example output below shows the
management bridge configured.

$ sudo netAdm query --route=default --device=management
Routes for TABLE: main and DEVICE: management

* NETWORK: default

GATEWAY: 10.240.4.1

If the route has been configured, skip to the next step.
Note: The default route must be configured per the network plan as per site information

For this example add default route on management network.
$ sudo netAdm add --route=default --device=management
--gateway=<mgmt_gateway_address>

Route to <TVOE_Management_Bridge> added

8. TVOE iLO: Restart the

I:' network interfaces

Restart the network interfaces

$ sudo service network restart
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Note: A successful restart should return [OK] in each line. If there are any failures or errors
there it is likely the configuration is not correct. The output of the command ifconfig —a may
be helpful in troubleshooting.

TVOE iLO: Set Hostname

Set the server hostname by running the following:

$ sudo su - platcfg

1. Navigate to Server Configuration > Hostname > Edit.
2. Set TVOE Management Server hostname

3. Press OK.

4. Navigate out of Hostname

{ Server Configuration Menu I

Configure Storage
Designation/Function
Set Clock

Time Zone

Exit

TVOE iLO: Set the time
zone and/or hardware
clock

1. Navigate to Server Configuration > Time Zone.
2. Select Edit.

3. Set the time zone and/or hardware clock.

4. Press OK.

5. Navigate out of Server Configuration

[Accept H/W clock for GMT]

4 Server Configuration Menu F

Hostname

Configure Storage E
Designation/Function =
Set Clock

Time Zone E

Exit

11.

[]

TVOE iLO: Set NTP

1. Navigate to Network Configuration > NTP.

2. Set NTP server IP address to point to the customer provided NTP server.
3. Press OK.

4, exit platcfg.
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4 Network Configuration Menu F

Network Interfaces
SHMP Configuration
Routing

Network Bridges
Configure Hetwork
[T P

Iptables

IPSEC Configuration
Resolv

Stunnel

Modify Hosts File
Exit

Ensure that the time is set correctly by executing the following commands:

$ sudo service ntpd stop
$ sudo ntpdate ntpserverl
$ sudo service ntpd start

Note: The above steps sync the management server NTP with the remote NTP server. After
executing this step allow some time and confirm that NTP is active with the “ntpq —pn”
command. There should be a star next to the configured NTP server IP address.

For troubleshooting purposes make sure the designated NTP server is reachable with the ping
command

12. TVOE iLO: Set SNMP

Set SNMP by running the following:
$sudo su - platcfg

1. Navigate to Network Configuration > SNMP Configuration > NMS Configuration.

2. Select Edit and then choose Add a New NMS Server. The 'Add an NMS Server' page will be
displayed.

3. Complete the form by entering in all information about the SNMP trap destination. Select
OK to finalize the configuration. The 'NMS Server Action Menu' will now be displayed. Select
Exit. The following dialogue will then be presented.

4. Select Yes and then wait a few seconds while the Alarm Routing Service is restarted. At that
time the SNMP Configuration Menu will be presented.

5. exit platcfg.

SMMP Configuration Menu F

SHMP Community Strings
Exit
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13.

[]

Management server iLO:
Setup syscheck

syscheck must be configured to monitor bonded interfaces. Replace "bondedinterfaces" with
"bond0" or "bond0,bond1" if segregated networks are used:

$ sudo syscheckAdm net ipbond --set --var=DEVICES
--val=<bondedinterfaces>
For example: bond0

$ sudo syscheckAdm net ipbond --enable

Confirm the bonded interfaces have been added to syscheck

$ sudo syscheckAdm net ipbond --get
[adn it ~1§

TVOE iLO: Verify Server
Health

Execute the following:

This command should return no output on a healthy system. If any alarms are reported,
contact Customer Care Center.

TVOE iLO: Perform a
TVOE backup using TPD
platcfg utility

Execute the following:
Ssudo su - platcfg

Navigate to Maintenance > Backup and Restore

————4 Maintenance Menu F————

Halt Server

Restart Server

Eject CDROM

Save Platform Debug Logs
Exit

Select "Backup Platform (CD/DVD)"

Note: You will be presented with a list of backup options. Select an applicable backup option,
and press enter to continue.

For example choosing Build I1SO only will place a backup image 1SO file in the directory
/var/TKLC/bkp
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—| Backup TekServer Menu |—

Select Backup Type (plat-app)
View Index Table of Contents
Select Backup Device (/dev/=r0)
Select Backup Media (CD-R)

Build ISO file only

Test Backup
Backup
Exit

|
Exit from TPD platcfg utility and Confirm the backup has been successfully created

The TVOE backup can be found in the "/var/TKLC/bkp/" directory, and is prefixed by the
server hostname

Move the TVOE backup to a customer provided backup server for safe keeping.

You have now completed this procedure.

Procedure 4: Install PM&C Application

Procedure 4: Install PM&C Application

STEP | This procedure will deploy PM&C application on the TVOE Host

#
Prerequisites:.
TVOE Installed

TVOE/Management Server Network Configured

Note: Use the following command to delete a TVOE guest (in the example below, the guest name is “PM&C”)::

# guestMgr --remove PM&C

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

TVOE iLO: Login and
launch the integrated
remote console

I:I!‘

Log in to iLO by Internet Explorer or Mozilla Firefox using the password provided by the
application:
http://<management_server_iLO_ip>

Click in the Remote Console tab and launch the Integrated Remote Console on the server.

Click Yes if the Security Alert pops up.

Note: As an alternative to the using the remote console it may be possible to use network access
to start a "vsp" session to the iLO IP address of TVOE Management Server or ssh to the
Management network address that was configured in prerequisite procedures.

2. TVOE iLO: Copy the
PM&C ISO to the TVOE

The PM&C Application ISO image file must be copied to the TVOE environment. This can be
done by either:
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L]

Management server

e inserting a non-bootable USB key into the server, and copying the ISO image file from
the USB key to the server

e As the server has had a network address configured in the prerequisite procedures, by
using an ftp application such as SCP, it may be possible to transfer the PM&C ISO
image file from a laptop directly to the TVOE Management Server.

The PM&C ISO image file should be copied to /var/TKLC/upgrade. The user admusr can be
utilized for this purpose. Confirm the image file has completed its transfer by listing the files in
/var/TKLC/upgrade.

Now run the following to mount the I1SO image file.

$ sudo mount -o loop /var/TKLC/upgrade/6.0._x.x.x-x86_64.iso /mnt/upgrade

TVOE iLO: Validate I1SO

S c¢d /mnt/upgrade/upgrade

S sudo .validate/validate_cd

If the media validation fails, the media is not valid and should not be used.
Note: The actual ISO image file name should be as per the latest Oracle ECO

TVOE iLO: deploy
PM&C

ONE Command—>

Using the PM&C-deploy script, deploy the PM&C instance using the configuration captured
during the site survey.

$ c¢d /mnt/upgrade/upgrade
If deploying PM&C without netbackup feature, run the following command:

$ sudo ./PM&C-deploy --guest=PM&C
--hostname=<PM&C_HostName>
--controlBridge=control

--controllP=192.168.1.1

--controlINM=255.255.255.0
--managementBridge=management
--managementlP=<PM&C_Management_ip_address>
--managementNM=<PM&C_Management_netmask>
--routeGW=<PM&C_Management_gateway_address>
--ntpserver=<TVOE_Management_server_ip_address>

If deploying PM&C with netbackup feature, run the following command:

# ./pmac-deploy --guest=pmac
--hostname=<PMAC_HostName>
--controlBridge=control

--controllP=192.168.1.1

--controlNM=255.255.255.0
--managementBridge=management
--managementIP=<PMAC_Management_ip_address>

38 of 209

E70153 Revision 01




Policy Management Bare Metal Installation Guide Release 12.1.x

Procedure 4: Install PM&C Application

--managementNM=<PMAC_Management_netmask>
--routeGW=<PMAC_Management_gateway_address>
--ntpserver=<TVOE_Management_server_ip_address>
--bridge=<TVOE_NetBackup_Bridge>

--nic=netbackup

The PM&C will deploy and boot. The management and control network will come up based on
the settings that were provided to the PM&C-deploy script.

Note: All IP addresses and netmasks used here should be as per the deployment network
design. The controlBridge configuration used here is typical for the c-Class enclosure private IP
network.

Note: If any issue is encountered with adding the routeGW or NTP server remove these lines
from the deploy command and try again. The default gateway can added with platcfg on the
Guest PM&C at a later point if necessary.

IF it is necessary to remove the guest and try again....
S sudo guestMgr --remove PM&C

5 TVOE iLO: Unmount

I:I the media

The media should auto-unmount, if it does not, unmount the media using the following
command:

Scd/

$ sudo umount /mnt/upgrade

Note: A reboot of the server should also result in unmounting the ISO image file

If using USB media, remove it from the server.

6. TVOE: Access PM&C

I:' Console from TVOE

Access TVOE Console, using either iLO Remote Console or SSH client such as putty. Login using
TVOE host admusr credentials.

Access PM&C Console using virsh, and wait until you see the login prompt:

S sudo virsh list

$ sudo virsh console <PM&C name>

PM&C login: admusr

password: <admusr_password>
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7. PM&C Console: Verify
D the PM&C is
configured correctly

on first boot

Run the following command (there should be no output):

Ssudo Is /usr/TKLC/plat/etc/deployment.d

8. Network Access:
I:I Verify network
connectivity to the

PM&C application

Confirm the PM&C network configuration and ping the default gateway
S ip -4 addr
{or ip -6 addr for IPv6 addresses}

Note: These are examples only

Note: Here the loopback, controlBridge and managementBridge addresses are seen

S netstat -r

. t 1 65 oG ] 0 m

Note: Here the default gateway, controlBridge and managementBridge networks are seen

Note: If the default gateway is not present because it was not entered when the deploy script
was executed it can be added with the following command
sudo netAdm add --route=default --device=management --gateway=<IP address>

$ ping <default gateway>

9. PM&C CLI: Set the

I:' PM&C timezone

Determine the TimeZone to be used for the PM&C

Note: Valid time zones can be found on the server in the directory "/usr/share/zoneinfo". Only
the time zones within the sub-directories (i.e. America, Africa, Pacific, Mexico, etc.....) are valid
with platcfg.

Ssudo set_PM&C_tz.pl <timezone>
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For example:
Ssudo set_PM&C_tz.pl America/New_York
Verify that the timezone has been updated:

Ssudo date

Alternateley the time zone may be selected using platcfg on the PM&C

$ sudo su — platcfg

Navigate to Server Configuration

Choose edit and select appropriate time zone

10. PM&C Console: Set

D SNMP for PM&C

Set SNMP by running the following:
Ssudo su - platcfg

1. Navigate to Network Configuration > SNMP Configuration > NMS Configuration.

2. Select Edit and then choose Add a New NMS Server. The 'Add an NMS Server' page will be
displayed.

3. Complete the form by entering in all information about the SNMP trap destination. Select OK
to finalize the configuration. The 'NMS Server Action Menu' will now be displayed. Select Exit. A
dialogue will then be presented.

4. Select Yes and then wait a few seconds while the Alarm Routing Service is restarted. At that
time the SNMP Configuration Menu will be presented.

5. exit platcfg.

11. PM&C Console:

I:I Reboot the PM&C

Reboot the PM&C server by running:

Ssudo shutdown —r now

You have now completed this procedure.
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Procedure 5: Configure the PM&C Application

STEP
#

This procedure will provide PM&C configuration using the web interface.

Prerequisite: Procedure 4. PM&C Deployment Procedure has been completed.
Note: The installer must be knowledgeable of the network. If you make a mistake, click Cancel and try again. The

finish step may take longer time because it reconfigures the network and attempts to connect may fail.

Note: After you have completed an initialization, the network parameters can no longer be changed through the
GUL. If you need to reset any of the network information, you must run the PM&Cadm resetProfileConfig command
in the PM&C shell. This will delete the existing configuration and allow you to run through the initialization wizard
again. Keep in mind that the reset will not run until all provisioned enclosures and cabinets are deleted

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

[

PM&C GUI: Load
GUI initialization
wizard

Open web browser and enter: http://<management_network_ip>/gui
Login as PM&Cadmin user.

ORACLE

Oracle System Login
Fri Oct 24 17:44:08 2014 UTC

Log In
Enter your username and password fo log in

Session timed out at 5:44:07 pm.
Username

Password

Change password

Lagin

Unauthorized access is prohibited. This Oracle system requires the use of Microsoft Internet Explorer 8.0, 9.0,
or 10.0 with support for JavaScript and cookies.

Oracle and Java are registered frademarks of Oracle Corporation and/or its affiliates.
Other names may be trademarks of their respective owners.

Copyright @ 2010, 2014, Oracle and/or its affiliates. All rights reserved.
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Procedure 5: Configure the PM&C Application

2 PM&C GUI: Select a

I:' profile

The first screen will be similar to image below

Profiles
File Hame Hame Comment Version
TVOE iF‘M&C TWOE Guest Manage systems from a TVOE hosted PM&C 6.0.0

Select the TVOE profile and click on Initialize, the following features screen will display

Feature description Role Enabled
DEVICE METWORK NETBOOT MNetwork device PXE initialization { imanagement v
DEVICE.NTP PMEC as atime server {imanagement v
PMAC MANAGED ‘Remote management of PM&C server: imanagement H
PMAC REMOTE BACKUP ‘Remote server for backup i management i
PMAC.NETBACKUP NetBackup client : ‘management i

For more information on Feature Configuration please consult the Feature Configuration
page from Online help available from PM&C GUI menu.

The snapshot above is an example of a typical feature configuration but requirements may
be particular to a specific deployment. Features can be enabled and disabled at a later time
if needed.

In this example the role for all features should be set to Management.

The following features are enabled by selecting the checkbox:
DEVICE .NETWORK .NETBOOT

DEVICE.NTP

PMAC.REMOTE.BACKUP

PMAC.NETBACK (only if NetBackup is used)

For more information on Feature Configuration please consult the Feature Configuration
page from Online help available from PM&C GUI menu.
And click on Next.

3 PM&C GUI:

I:' Network
Description

You will see this default screen similar to:

Networks I

Hetwork IP Hetwork Mask
192.168.1.0 i

Add | Delete

Enter the Network IPs and Netmasks for the control and Management Networks.

Click Next.
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Procedure 5: Configure the PM&C Application

4 PM&C GUI:

I:' Network Roles

You will see this default screen similar to:

Network Roles

Metwork IP Network Mask Role

192.168.1.0 255.255.266.0 contral

102402380 265.255.255.192 maznagemert |
Add

Verify the Roles and update if necessary.
Click Next.

5 PM&C GUI:

I:I Network Interface

You will see this default screen similar to:

Network Interfaces

Device IP Address Description

- {Control network
contral 12218800 fiar managed
servers

EManagemem of

management
isystemn devices |

Add

Verify the IP addresses for each Device and update if necessary.
Click Next.

6 PM&C GUI:

I:I Network Route

You will see this default screen similar to:

Device Destination IP Network Mask Gateway IP
Add

Click Add to create new routes. At a minimum a default route should be defined. The
following screen will be displayed.

Note: In Procedure 4 the default route was already defined for the Guest PMAC.
If this is the case and the default route is again defined here the system will respond that a
default route already exists. If this is encountered simply proceed to the next step.

For the default route, select the “management” Device, enter “0.0.0.0” for both Destination
Address and Destination Mask, and enter the gateway IP under Gateway as shown below

Add Route

Sat Oct 20

Device; management -
Destination Address:|0.0.0.0
Destination Mask:|0.0.0.0
Gateway |10.240.238 1

A

Far default routes, use the unspecified address (0.0.0.0) for both destination address and mask
Cancel | Add Route

Click Add Route. Repeat to define more routes.
Click Next when done.

44 of 209

E70153 Revision 01



Policy Management Bare Metal Installation Guide Release 12.1.x

Procedure 5: Configure the PM&C Application

PM&C GUI: DHCP
Ranges

You will see this default screen similar to below.
Set the starting DHCP address for the control network to 192.168.1.5.

[Note: 192.168.1.1 is allocated to the PM&C application, 192.168.1.2 is allocated to the
TVOE, and 192.168.1.3/4 are reserved for redundant PM&C. Addresses in the allowed range
will be allocated to the Enclosure blades for use by PM&C.]

PME&C Initialization

Sat Oct 20 20:

DHCP Ranges
Start DHCP End DHCP
192168.1.5

Add | Delete

If you need to define additional DHCP ranges, press “Add” (most deployments DO NOT
require additional DHCP Ranges). Otherwise, click Next.

PM&C GUI: Settings
summary

The following summary screen will be displayed.

Configuration Summary @+
Sat Oct 20 20:10:320 2012

 Metwork Description

Network IP Network Mask
192.168.1.0 255.255.255.0
10.240.238.0 28A.255.255.192

 Metwork and Roles Description

Network IP Hetwork Mask Role
192.168.1.0 265.255.255.0 control
10.240.238.0 265 255 255 192 management

* Metwork Interface Description

Device IP Address Description
cantrol 19216811 Control network for managed servers
management 10.240.238 4 Management of system devices
2
£ ?
+ Route Configuration
Device Destination IP % Hetwork Mask Gateway IP
management 0.000 0.000 10.240.2381
2
~ DHCF Caonfiguration
Start DHCP End DHCP
192.168.1.45 192.168.1.254
£ >

Cancel  Finish

Verify the values and click Finish.
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9 PM&C GUI: The following summary screen will be displayed, click on Tasks to view the Initialization
I:' Complete the Progress.

configuration
PM&C Initialization

Tasks

Mon Jul 02

D Task Target Status Start Time. Progress

2012-07-02

B[4l Initialize PM&C Initializing PM&C server 16:07:20

33%

Click Task Monitoring for status of this task.

ID  Task Target Status Running Time  Start Time Progress
- R . 2011-09-19
3 2 Initialize PM&C PM&C initialized 0:00:39 ear 100%

Wait till the Progress bar turns green, which signifies that the PM&C Initialization was
successful.

10 PM&C GUI: Verify Software - Software Inventory

I:I Control Network

The Software Inventory shows a summary of the servers discovered by DHCP on the control
network. At a minimum, the PM&C application will be shown. If there are blade servers in
the Enclosures that have TPD installed, then a list of these may also appear.
However, the information in this form will not be fully complete until: a) the Enclosure OA(s)
are configured (next Procedure), b) the blades all have TPD installed, and c) the PM&C
Hardware = Add Cabinet, Add Enclosure are completed.

Software Inventory & Help

Sat Oct 20 20:22:00 2012 EDT
Filter -

Ident IP Address Hostname Plat Hame Plat Version App Hame App VYersion

Host pmacTVOE238

2 192.168.1.1 pmac23g TPD (xB6_64) 6.00-80.22.0 PRAC 5.0.0_50.10.0
Guest pmac2ad

If some blade servers are also shown, it is an indication that the control network is properly
configured and networked. However, if there are no blades servers with TPD installed, then
this view may still be empty except for the PM&C. It is OK to proceed in either case.

You have now completed this procedure.
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4.3 HP C-7000 ENCLOSURE CONFIGURATION
Configuring the Onboard Administrator (OA) IP addresses is required prior to proceeding with the
configuration of the c-Class enclosure using the PM&C Management Server GUI in Procedure 8.

The following procedures are applied for each enclosure. (PM&C may manage multiple enclosures.)

Note: Once the OA IP address and network configuration has been completed the OA should be accessed
with a browser to determine if the OA Firmware is at the required level. For the procedure to determine
the OA firmware version and update the OA firmware if needed, please refer to Section 4.19: C7000
Onboard Administrator of the HP Solutions Firmware Upgrade Pack, Upgrade Guide 2.2.8 as found in the
reference section of this document.

[1] E59722 - HP Solutions Firmware Upgrade Pack_Release 2.2.8_Release Notes
[2] E59721 - HP Solutions Firmware Upgrade Pack, Upgrade Guide 2.2.8

Firmware package to be used to execute an OA Firmware Upgrade
e HP Misc Firmware ISO - FW2_MISC-2.2.8.0.0_10.43.0.iso

For more details on acquiring the firmware for the OA refer to the HP FUP 2.2.8 Upgrade Guide

The following is an example of the OA firmware version

Information
Device Name BladeSystem 7000 DDR2 Onboard Administrator with KWK

Manufarturar

“irmware Version _4. 30 Jul 08 2014

nardware Version

Part Number 456204-B21
Spare Part Number S03825-001

Serial Number 0B0BBKS5E34

Procedure 6: Configure the OA IP Addresses (Front Panel Display)

NOTE: Please refer to Tekelec Platform 7.0.x Configuration Guide to Configure the Onboard Administrator
(OA) IP addresses

Section 3.5.1 Configure Initial OA IP of the above document will provide the details required to configure
the Initial OA IP addresses using the front panel display.

Prerequisite: Onboard Administrator must be present in the OA Bay 1 location.

Note: The enclosure should be provisioned with two Onboard Administrators. This procedure needs
to be executed only for OA Bay 1, regardless of the number of OA’s installed in the enclosure.
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Procedure 7: Configure the OA IP Addresses (Configuration Wizard)

NOTE: Please refer to the Tekelec Platform 7.0.x Configuration Guide as found in the reference section of
this document to Configure the Onboard Administrstor (OA) IP addresses

Section 3.5.2 Configure Initial OA Settings Using the Configuration Wizard of the above document will
provide the details required to configure the Initial OA IP addresses using the Configuration Wizard.

This procedure will configure initial OA settings using a configuration wizard. This procedure should
be used for initial configuration only and should be executed when the Onboard Administrator in OA
Bay 1 (left as viewed from rear) is installed and active.

Prerequisites:

« If the aggregation switches are supported by Oracle, then the Cisco 4948/4948E switches need to
be configured

« If the aggregation switches are provided by the customer, the user must ensure that the customer
aggregation switches are configured as per requirements provided in the NAPD.

« In addition, section 3.5.1 Configure Initial OA IP must be completed.

Note: The enclosure should be provisioned with two Onboard Administrators. Note that the OA in

Bay 2 will automatically acquire its configuration from the OA in Bay 1 after the configuration is
complete.

Procedure 8: Adding the Cabinet and the Enclosure to the PM&C

Procedure 8: Adding the Cabinet and Enclosure to PM&C

STEP | This procedure provides instructions to add a cabinet and an enclosure to the PM&C system inventory.
#

Prerequisite: Prior procedure has been completed.

Note: The installer must be knowledgeable of the network. If you make mistake, hit cancel and try again. The finish
step may take longer time because it reconfigures the network and attempts to connect may fail.

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

PM&C GUI: Login Open web browser and enter: http://<management network ip>/gui
Login into the PM&C as admin user.

PM&C GUI: Navigate to Main Menu -> Hardware -> System Configuration -> Configure Cabinets.
Configure Cabinets

D.N I:I!ﬂ

8. Main Menu
B & Hardware
' B & System Configuration

- PConfigure Cabinets

: B Configure Enclosures
i Software
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Procedure 8: Adding the Cabinet and Enclosure to PM&C

3. PM&C GUI: Add

I:' Cabinet

On the Configure Cabinets panel click on Add Cabinet...

Provisioned Cabinets

There are no provisioned
cabinets

Add Cahinet

4. PM&C GUI: Enter

I:' Cabinet ID

Enter Cabinet ID and press Add Cabinet.

Add Cabinet

CabinetID: Cabinet 1D must be from 1 to 634,

5. PM&C GUI: Check

I:I errors

If no error is reported to the user you will see the following:

Configure Cabinets

Info -

Provisioned Cabinets
101

Add Cabinet || Delete Cabinet

Or you will see an error message:

Add Cabinet

f e Cabinet D 900 is invalid: must be between 1 and 654

6. PM&C GUI: Go to

I:' Configure HPC
Enclosures

Navigate to Main Menu -> Hardware -> System Configuration -> Configure Enclosures.

£, Main Menu

B & Hardware
- em Configuration

onfigure Cabinets

iE Software
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Procedure 8: Adding the Cabinet and Enclosure to PM&C

PM&C GUI: Go to
Add Enclosure

On the Configure Enclosures panel click on Add Enclosure...
Provisioned Enclosures

There are no provisioned
enclosures

Add Enclosure

PM&C GUI: Add
Enclosure

In the Add Enclosure panel enter Cabinet ID, Location ID and Bay 1 OA IP and Bay 2 OA IP.
Then click on Add Enclosure.

Cabinet ID:| 101 ~
Location ID: (1

Bay 1 QA IP: (10 240 237.134
Bay 2 OAIP:(10.240.237.135

Add Enclosure

Notes:

Location ID is used to uniquely identify the enclosure within the cabinet. It can have a value
of 1, 2,3 or 4. The cabinet id and location id will be combined to create a globally unique id
for the enclosure (for example, an enclosure in cabinet 502 at location 1, will have an
enclosure id of 50201).

Enclosures are typically numbered from the bottom. i.e. Enclosure in the bottom of the
cabinet is location = 1.

Location D must Be from 1 to 4.

PM&C GUI: Monitor
the Enclosure
discovery status

When the task is complete, the text will change to green and the Progress bar will indicate
"100%".

Configure Enclosures & Help
Thu May 26 15:12:04 2011 UTC

o | + Enclosure 50501 has been successfully added to the system

o0

Provisioned Enclosures
50501

Add Enclosure

o0

D Task Target Status Running Time  Update Time  Progress

3 AddEnclosure Enc:50501 OpenHpi Deamon Started 0:00:17 0:00:44 92%

PM&C GUI:
Background Task
monitoring

This page allows the user to monitor status updates:

2011-10-08
02:20:32

Enclosure added - starting

13  AddEnclosure ;
monitoring

Enc:50202 0:01:13 100%

NOTE: DO NOT click the L%l button as this will delete the selected task from the Background
Task Monitoring status screen.

PM&C GUI: Wait
until the Add
Enclosure task
finishes

The color of the progress bar will change to green when complete:

2011-10-08
02:20:32

Enclosure added - starting

Enc:50202 .
monitoring

33 Add Enclosure 0:01:13 100%

If the Add Enclosure task fails the Status will display information concerning the failed step
and the color of the Progress bar will change to red.
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Procedure 8: Adding the Cabinet and Enclosure to PM&C

12. PM&C GUI: Verify Software = Software Inventory

I:' Software Inventory If the control network is properly configured, the blades have TPD installed (at minimum),
and the Enclosure switches have a control network configured, the Software Inventory form

will show blade server information.

Example below:

Software Inventory @r
St Oct 20 20,54:08 2017 |
ident IP Address Hostname PlatName  PlatVersion  AppName AppVersion
Enc:23801 Bay.AF 30itieb3 4248
Enc:23801 Bay:3F 192.186.1.8 cs03I-cmp-a TPD (B6_64) 50172450  CMP 8.00.29.1.0
Enc 23801 Bay 4F 182168116 hostname!346527660 TPD (86_64) 42470800  MRA 761_16.10
Enc:23801 Bay 5F 192168110 cs-tb3l-mpe2-a TPD (66_64) 50172450  MPE 8002910
Enc:23801 Bay.7F 192168113 cslab-ompd-a TPD (B6_64) 50172450  CMP 8.00.29.1.0
Enc 23801 Bay 8F 18216817 cs4b31-mpet-a TPD (86_64) 50172450  MPE 800_26.10
Enc:23801 Bay 3F 192168111 cslab-sprh TPD (86_64) 42470800
Enc:23801 Bay:11F 192.166.1.6 c03I-emp-o TPD (B6_64) 50172450  CMP [ U.&g 1.0
Enc.23801 Bay 12F. 182168112 hostnamel346527788 TPD (B6_64) 42470800  MRA 761_16.10
Enc23801 Bay.13F. 19216815 cs4b31-mpe2-b TPD (66_64) 50172450  MPE 8002910
Enc:23801 Bay:15F 192168114 cslab-ompd-b TPD (B6_64) 50172450  CMP 8.00.29.1.0
Enc.23801 Bay 16F. 182168115 cs-tb31-mpel-b TPD (86_64) 50172450  MPE 800_26.10

Host: pmacTVOE238

192.168.1.1 pmac238 TPD (x86_64) 6.0.0-80.22.0  PMAC 5.0.0_50.10
Guest pmac238

NOTE: The procedure to configure the Enclosure switches, if they have not been previously
configured, is yet to be performed.

You have now completed this procedure.

Procedure 9: Configuring 6120XG/6125XLG Enclosure Switches

NOTE: Please refer to section 3.1.3 “C-Class Enclosure Switch-netConfig Procedures” in the Platform 7.0
Configuration Guide to configure enclosure switches.

[7] [E53486 - Tekelec Platform 7.0.x Configuration Guide

To configure the HP 6120XG/6125XLG Enclosure switch refer to following section of the Platform 7.0
Configuration Guide

3.1.3.3 Configure HP 6120XG/6125XLG Switch (netConfig)
This procedure will configure the 6120XG/6125XLG switches from the PM&C server and the command
line interface using templates included with an application.

Prerequisites:

It is essential that PM&C is installed. In addition, complete these procedures from the Tekelec 7.0 Platform
Configuration Guide:

+ Configure Initial OA Settings Using the Configuration Wizard

» Configure netConfig Repository

 Configure Initial OA IP .

Needed materials:

* HP MISC firmware ISO image

* Release Notes of the HP Solutions Firmware Upgrade Pack [2]

* Application-specific documentation (documentation that referred to this procedure)
» Template xml files in an application ISO on an application media.
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4.4 CONFIGURING THE APPLICATION BLADES

The following procedures are applied for each enclosure.

Note: during the following OA configuration steps, the IP addresses of the Enclosure switches are set.
These IP addresses are then used to configure the Enclosure switches.

Procedure 10: Update Application Blade Firmware

NOTE: Please refer to the HP FUP 2.2.8 upgrade documents to update the Firmware on the Application
Blades.

Further detail is also provided in section 3.5 “Acquiring Firmware” of this document

[2] E59721 - HP Solutions Firmware Upgrade Pack, Upgrade Guide 2.2.8
[3] E59723 - HP Solutions Firmware Upgrade Pack, Software Centric Release Notes 2.2.8

Note: Access to the HP 2.2.8 Firmware Upgrade Guide may require enablement form Oracle Support
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Procedure 11: Confirm/Update Application Blade’s BIOS Settings

[]

STEP | This procedure will provide the steps to confirm and update the BIOS boot order on the Blade servers.

#
Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.
IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

1. OA GULI: Login Open your web browser and navigate to the OA IP address

Login to HP OA as Administrator. Original password is on paper card attached to each OA.

I:I.N

OA: Navigate to
device Bay Settings

Navigate to Enclosure Information -> Device Bays -> <Blade 1>

Click on Boot Options Tab

[ HP BladeSystem Onboard Administrator m

T
i Device Bay Information - ProLiant BL460c GB (Bay 1)

Updated Tue Jun & 2010, 20.21.33

ov. oo | METERICININEGTITE s PN
SystemStatis 0 0 0 0 0
One Time Boot. You may specify one time boot seftings for the seiver After the server has booted using these seftings, it will refurn to usir
Systems and Devices the default sattings shown below.
(-]
Rack Firmware
Primary: 3030702 [ eni
B Enclosure Information
Enclosurs Settings The boot mathod that the ssrvers will use permansatiy.
TAdainistrator
£ standby Onboard Admiistrator
B Device Bays IPL Device: | cp-romM
1. blade01 (Booterder) | piskette Drive (A7)
73 2. blad=02 :sanllemvngyE[F)
- ard Drive C: (%)
3 BEgE PXE HIC 1 ()
4. blade04
5. bladeds
6. blade0§
7. bladed7
8. hostname1275662426 @an
9. Nostname 1275662422
10. hostname1275662420 [ Ao

Interconnect Bays
Fower and Thermal
R llzare A rinanticatinn

* See Boot Controller Order on Server's ROM-Based Setup Utility
* Sap Fmharded Nics under Sustem Ontinns =erction an Servars ROM-Razad Satun |ty

OA: Verify/update
Boot device Order

Verify that the Boot order is as follows. If itis not, use the up and down arrows to adjust the
order to match the picture below, then click on Apply

IPL Device:
(Boot order)

CD-ROM

Dizkette Drive (A)
USB Drivekey (C:)
Hard Drive C: (*}
FHE MIC 1 (**)
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Procedure 11: Confirm/Update Application Blade’s BIOS Settings

4, OA: Access the Navigate to Enclosure Information -> Device Bays -> <Blade 1> ->iLO
I:' Blade iLO
Click on Integrated Remote Console
Model iLo2

Primary: 103_03_03

Firmware Version 1.81 Jan 15 2010
B Enclosure Information
Enclosure Settings
Active Onboard Adminiztrator iLO Remote Management
Standby Onbeard Administrator
B Device Bays Clicking the links in this section will open the reqi
- § 1 does not require an iLO username or password to
Fort Mappi If your browser seftings prevent new popup windoy
2. blade02 Web Administration
3. bladed3 Access the iLO web user interface.
al 4. bladed4
- ade - Integrated Remote Console
5. DSR02bladeds coess the system KWM and gontrol Virtual Powe
5. hostname1303224145 Explorery
7. hostname130322415%
9. DSRO3blade0g gﬂegra::d IRtemottetiions;)IElCFullslcrte?:
e-zize the Integrated Remote Console to the same
10. DSR03blade10

client desktop.
11. DSRO4bladel

This will launch the iLO interface for that blade. If this is the first time the iLO is being
accessed, you may be prompted to install an addon to your web browser, follow the on
screen instructions to do so.

5. OA: restart the You might be prompted with a certificate security warning, just press continue.
I:' blade and access
the bios Once a prompt is displayed, login onto the blade using the “root” username.
Once logged in, Reboot the server (using the “reboot” command) and after the server is

powered on, as soon as you see <F9=Setup> in the lower left corner of the screen, press F9
to access the BIOS setup screen.

6. OA: Update bios Scroll down to Power Management Options and press Enter
I:I settings Select HP Power Profile and press Enter
Scroll down to Maximum Performance and press Enter

P Power Profile
HP Power Regulator

Advanced Power Management Options

I Device Enable/Disable
Standard Boot Order (IPL)
i Controller Order

Secur

3 vaad Options
System Default Options stem Default Options
ility Language ility Language

Press <Esc> twice to return to exit the BIOS setup screen and press F10 to confirm Exiting the

utility.

The blade will reboot afterwards
7. OA: Repeat for the Repeat Steps 2 through 6 for the remaining blades. Once done, exit out of the OA GUI.
I:I remaining blades

You have now completed this procedure.
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Procedure 12: Loading Software Images onto the PM&C

STEP | This procedure will load the Software Images needed for the Policy Application onto the PM&C.
#
Needed material: .
- Application TPD ISO Image (64 bit)
- Application ISO Images (cmp, mpe, [mra])
Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.
IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.
1. PM&C: Load Insert USB Key containing Software Images into PM&C USB port.
Application I1SO
I:I image file Mount the USB to /mnt/upgrade

$ sudo mount /dev/sdal /mnt/upgrade

Verify that there is space in the /var/TKLC/upgrade directory:
$ sudo df —h can be used for this. check. /var/TKLC/upgrade is in the /var/TKLC/ partition

S sudo Is /var/TKLC/upgrade

Select Image to transfer:
$ sudo Is /mnt/upgrade

Copy an Application Image file to /var/TKLC/upgrade:

S sudo cp /mnt/upgrade/<TPD or Application.iso> /var/TKLC/upgrade

- Alternative: Scp an Application ISO file to the management server and place it under
/var/TKLC/upgrade (if networking is available)

# scp <ISO_filename> admusr @<PM&C_manangement_network_ip>:/var/TKLC/upgrade

Note: the user pmacftpusr can also be used to scp/sftp an ISO image to the PM&C and by
default the ISO image will be placed in:

/var/TKLC/smac/image/isoimages/home/smacftpusr/

PM&C GUI: Login

Open web browser and enter: http://<management_network_ip>
Login as pmacadmin user.

L7

PM&C GUI:
Navigate to Manage
Software Images
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Procedure 12: Loading Software Images onto the PM&C

4. PM&C GUI: Add

I:' image

Press Add Image button. Use the dropdown to select the image.

4l & Hardware Manage Software Images
Image Name Type Architecture  Description
cmp-11.5.0.0.0_39.1.0-x86_64 Upgrade x86_64 115CMP ISO
€mp-12.1.0.0.0_35.1.0-x86_64 Upgrade x86_64 12.1CMP ISO
mpe-11.5.0.0.0_39.1.0-x86_64 Upgrade x86_64 11.5MPEISO
mpe-12.1.0.0.0_35.1.0-x86_64 Upgrade x86_64 121 MPE1SO
mpe-1i-12.1.0.0.0_35.1.0-x86_64 Upgrade x86_64 12.1 MPE-LIISO
mra-11.5.0.0.0_39.1.0-x86_64 Upgrade x86_64. 11.5MRAISO
mra-12.1.0.0.0_35.1.0-x86_64 Upgrade x86_64 121 MRAISO
TPD.install-6.7.0.0.1_84.18.0-OracleLinux6.5-x86_64 Bootable ¥B6_64
TPDIHEI70200 80220 0uchLiIO 08004 Gonible @66 121TPDIO

I Pause Updates

If the optical media was used in step 1, the device will appear as device://dev/scdO, If the
ISO image file was copied over by admusr in step 1 to /var/TKLC/upgrade/ the path to
var/TKLC/upgrade/*.iso is checked be default. If the image was transferred by pmacftpusr
to the /var/TKLC/smac/image/isoimages/home/smacftpusr/ the path to
/var/TKLC/smac/image/isoimages/home/smacftpusr/ *.iso is checked be default

Select the appropriate path, adding a commnet is optional and Press the Add New Image
button.

Add Software Image

Images may be added from any of these sources:

+ Oracle-provided media in the PM&C host's CD/DVD drive (Refer to Mote)
+ 1JSB media attached to the PM&C’s host (Refer to Mote)
+ BExternal mounts. Prefix the directory with "extfilei’™.
+ These local search paths:
= NanTKLClupgrade/.iso
= NanTKLC/smac/imagefiscimages/homelsmachpusr™.iso

Mote: CD and USB images mountad on PM&C's VM host must first be made accessible to the PM&C VM guest
page in VM Management.

Path: varTKLC/smac/imagefisoimages/home/smacttpusricmp-12.1.0.0.0_35.1 =

Diescription:

\ =l

Add Mew Imagel

You may check the progress using the Task Monitoring link. Observe the green bar indicating
success.
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Procedure 12: Loading Software Images onto the PM&C

5. PM&C GUI: Verify

I:' Image Loaded

Navigate to Main Menu -> Software -> Manage Software Images
ISO image files that have been added will now display. These files will have been moved to
the PM&C repository at /var/TKLC/smac/image/repository/*.iso

ORACLE Platform Management & Configuration
6.0.1.0.0-60.20.0

Manage Software Images
Image Name Type Architecture Description
cmp-11.5.0.0.0_39.1.0-x86_64 Upgrade *B6_64 11.5 CMP IS0
cmp-12.1.0.0.0_35.1.0%86_64 Upgrade XB6_64. 12.1 CHP IS0
e mpe-11.5.0.0.0_39.1.0-x36_64 Upgrade X86_64 11.5 MPE IS0
Monitoring mpe-12.1.0.0.0_35.1.0-x86_64 Upgrade x86_64 12.1 MPE IS0
Nol mpe-li-12.1.0.0.0_35.1.0-x86_64 Upgrade x86_64 12.1 MPE-LI 1SO
mra-11.5.0.0.0_39 1.0-x86_64 Upgrade XB6_64. 11.5 MRA IS0
mra-12.1.0.0.0_35 1.0-%86_64 Upgrade XB6_64. 12.1 MRA IS0
TPD.install-6.7.0.0.1_84.18.0-OracleLinuxf.5-x86_64 Bootable x86_64
TPD.install-7.0.2.0.0_86.28 0-OracleLinux6. 6-x86_64 Bootable ¥86_64 121TPDISO

6. PM&C GUI: Remove

I:' image file or Media

ISO images that have been added to the PM&C repository will be removed from the
/var/TKLC/upgrade directory or the /var/TKLC/smac/image/isoimages/home/smacftpusr
directory. Confirm they have been removed. If still present remove them.

$ sudo Is /var/TKLC/upgrade
$ sudo Is /var/TKLC/smac/image/isoimages/home/smacftpusr

If DVD Media was used, remove this from the drive.

7. PM&C GUI: Add

I:' additional images

Repeat this procedure to add other images.

If the USB device was mounted to copy an ISO image file, the USB device can now be
unmounted.

$ sudo umount /mnt/upgrade

You have now completed this procedure.
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Procedure 13: IPM Blades via PM&C

STEP
#

This procedure will provide the steps to install TPD on Blade servers from PM&C.

Prerequisites: Enclosures containing the blade servers targeted for IPM that have been configured.
Appropriate version of TPD is previously added to the PM&C Software Image management.

Needed material:

- TPD Media (64-bits)
Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

PM&C GUI: Verify if
PM&C Contol
Network is
established to the
blades.

Navigate to Software -> Software Inventory.

£, Main Menu
B & Hardware
! @ & System Inventory
y i@ Enclosure 10101

B FRU Info

: BB System Configuration
B & Software
- PSoftware Inventory]

B Manage Software Images

Ident IP Address
Enc:50301 Bay:1F 19216816
Enc:50301 Bay:2E 192.168.1.12
Enc:50301 Bay.3F 192.168.1.8
Enc:50301 Bay.8F 192.168.1.5
Enc:50301 Bay.9F 192.168.1.11
Enc:50301 Bay:10F 192.168.1.10
Enc:50301 Bay 11F 192.168.1.9
Enc:50301 Bay 16F 192.168.1.7

If the PM&C Control network is correctly configured, the PM&C will act as a DHCP server and
provide control network addresses in the range of 192.168.1.2 — 255 to the blade servers in
the managed cabinets/enclosures. PM&C always takes the address of 192.168.1.1. If the
server has requested an IP address from PM&C, the IP address will appear in the “IP
Address” column. TPD will always do this when a server blade is booted, and also
periodically after this.

If there are no IP Addresses in this view, then either:
e  PM&C Control Network is not correctly configured (probably a switch config issue)
e  The Blades do not have an OS installed.

If there are IP addresses in this view, then the contol network is OK.

Proceed to step #2 if there are no IP addresses in the view.

Proceed to step #3 step if there are IP addresses in the view.
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2. PM&C GUI: Navigate to Software -> Software Inventory.
I:' Determine if Blades | m 5, Main Menu
need to be IPM’ed - B & Hardware
case: Software | B & System Inventory
. . i Enclosure 10101
Inventory Display is | B FRUIfo
”blank" il System Configuration

& Software

& Psoftware Inventory]

B Manage Software Images

If the display is blank, then it may be that the blades do not have an OS installed, and it is

necessary to IPM the blades.
Enc:50302 Bay:1F
Enc:50302 Bay:2F

Enc:50302 Bay:3F
Enc:50302 Bay7F
Enc.50302 Bay:9F
Enc:50302 Bay:10F
Enc:50302 Bay:15F
ASEETE L 192.168.1.1 Wee-pmac TPD (x86_64) 7.0.1.0.0-86.20.0 PMAC 6.0.1.0.0,
Guest pmac

192.168.1.2 wee-oe-host TPD (x86_64) 7.0.0.0.0-86.14.0 TVOE 3.0.0.00,
|
[ Pause Updates  Selection active — updates paused /

Install 0S I Upgrade | Reject Upgrade |
Trancfar S9MA [mana I Ranonarata Gnact Novica Mannina 1S5 I Raofrach I

4l

Move to the step (following) to attempt the OS install for one or more blades.

NOTE: if the OS Install step fails, then it may be that the Control Network is not correctly
established, and trouble shooting will be required.

3. PM&C GUI: Navigate to Software -> Software Inventory.
I:I Determine if Blades | m '3 Main Menu

must be IPM’ed - B & Hardware

case: IP Addresses : B & System Inventory

i Enclosure 10101

and other .. FRU Info

information is . | M System Configuration

shown in Software B & Software

Inventory. .. | Manage Software Images

If the Control network is established and the blades have an OS installed (TPD), then the
PM&C gathers the current software information from the blades, and displays it in this list.
e |If the display shows an IP address (192.168.1.x), and PlatName = TPD, and Plat
Version= xxxxx, then the blade is already installed with a version of the TPD OS.

The version of TPD installed on the blades is usually not so important, as long as it is a 64 bit
version and not newer than the required version for the Application.. The Application Install
(Upgrade action on the PM&C GUI), to be performed in the next procedures, will
automatically upgrade the TPD version on the blade to the correct version for the
Application. i.e. the Application ISO includes the TPD version that the Application needs, and
the Application install will automatically upgrade the blade TPD (if needed) before it installs
the Application. If the version of OS installed on the blade is the same as what is required by
the application, then the install will proceed more quickly because it does not need to
upgrade TPD.

e If the Inventory form does not not show the correct version of the TPD on the
server, then the OS Install action is needed to install an appropriate version of TPD.
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Procedure 13: IPM Blades via PM&C

4.

[]

PM&C GUI: Select
Servers for OS
install

Navigate to Software -> Software Inventory.

Software Inventory

Th Oct 22 135

Ident. 1P Address Hostname Plat Name Plat Version ‘App Name  App Version

Enc50301 Bay 1F 192.168.1.6 slak-g6-mra-1a. TPD (x86_64) 7.0.2.0.0-86.28.0 MRA 121.00.0_351.0

Enc50301 Bay2F 192.168.1.12 slak-g6-mpe-1a TPD (x86_64) 7.0.2.0.0-86.28.0 MPE 121.00.0_35.1.0

Enc50301 Bay3F 192.168.1.8 slak-g6-mpe-2a TPD (x86_64) 7.0.2.0.0-86.28.0 MPE 121.00.0_351.0

Enc50301 BaygE 192168.15 i = {TPD (@5_64) 7.020.0-86280 cwP 121000_3510

Enc50301 Bay9F 192.168.1.11 slak-g6-mra-1b. TPD (x86_64) 7.0.2.0.0-86.28.0 MRA 121.00.0_35.1.0

Enc:50301 Bay 10F 192.168.1.10 ‘slak-g6-mpe-1b TPD (x86_64) 7.0.2.0.0-86.28.0 MPE 12.1.0.0.0_35.1.0

Enc:50301 Bay 11F 192.168.1.9 ‘slak-g6-mpe-2b TPD (x86_64) 7.0.2.0.0-86.28.0 MPE 12.1.00.0_35.1.0

Enc:50301 Bay 16F 192.168.1.7 ‘slak-g6-cmp-b. TPD (x86_64) 7.0.2.0.0-86.28.0 CMP 12.1.00.0_35.1.0

Enc50302 BariE

Enc50302 Bar2e

Enc50302 Bar3E

Enc50302 Bar7E

Enc50302 Bay9E

Enc50302 Bar10E

Enc50302 Bay15E

o 19216811 wee-pmac TPD (@5_64) 7.0.100-86200 PMAC 6010060200
10216812 wee-toe-nost TPD (186 64)  7.00.0.086.14.0 TVOE 3000085140

<

I Pause Updates  Selection active — updates paused

Install S Upgrade | ‘ | ject Upgrace |

Based on the decisions of the previous steps, determine what servers need an IPM.

Select the servers you want to IPM with a bootable TPD I1SO image file and select Install OS
button. If you want to install the same OS image to more than one server, you may select
multiple servers by clicking multiple rows individually. Selected rows will be highlighted in
green.

Note: IPM is also a useful recovery procedure if a server is in a bad or unknown condition, or
was configured with a different application, since the IPM will clean all the existing software
and disk configurations off of the server, and bring the server to a clean state.

PM&C GUI: Initiate
OS Install

After selecting Install OS, the next screen on the left side shows the servers to be affected
by this OS installation. From the list of available bootable images on the right side of the
screen, select the correct TPD image to install to all of the selected servers

Software Install - Select Image

Thu Oct 22 14

Targets Select Image
Entity Status Image Name Type Architecture  Description
Enc50301 Bay8E P e e T e e P —
Enc50301Bay 166 N !

[ T T TR Py, pp—

Supply Software Install Arguments (Optional)

Start Software Install

In this instance TPD 7.0.2.0.0_86.28.0 has been selected. See section 3.3 “Required
Materials” for more information on the required release versions.

Click on Start Software Install, a confirmation window will pop up, click on OK to proceed
with the install.

You have selected to install a bootable 0S iso on the selected targets.

‘The following targets already have an Application:

Enc10001 Bay-1F ==> NRA
Enc10001 Bay:2F ===
Enc10001 Bay:3F
Enc10001 Bay:7F ===
Enc:10001 Bay:9F
Enc:10001 Bay:10f
Enc:10001 Bay:11|
Enc10001 Bay-12F =
Enc10001 Bay-15F === CMP

Are you sure you want to install TPD.install dev-7.0.0.0.0_86.12.0-OracleLinux6 5-c86_84 on the listed entities?

Cancel
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Procedure 13: IPM Blades via PM&C

PM&C GUI: Monitor
OS Install

Navigate to Main Menu > Task Monitoring to monitor the progress of the OS Installation

background

)

Filer_~

Task

Background Task Monitoring

Target

Status

Running Time

task. A separate task will appear for each blade affected.

Start Time:
20141103

Progress

)26 mstalos Enc:10001 Bay:15F Network PXE Boot 0:00:00 14%
25 mstatos Enc10001Bay2  Network PXEBoot oo AW
2t mstios EncA0001BaYIE  Notwork PXEBoot oo WO
07 mstios EncA0001BayA0E  Wetwork PXE Boot R s
2 msaios Enc:10001 BayE Network PXE Boot 00000 214103
” y 0141103
21 mstos Enc10001 Bav Network PXE Boot w00 2 1o
] 20 mstalos Enc:10001 Bay4F Network PXE Boot 0:00:00 Lot 4%
19 mstanos Enc10001 Bayize Network PXE Boot won WO
)18 instalos Enc:10001 Bay:2E. Network PXE Boot 0:00:00 RO 4%

) » et 001 20141103
)17 mstanos Enc:10001 Bay:1E Network PXE Boot 00000 anait 4%

When the installation is complete, the task will change to green and the Progress bar will
indicate "100%".

I:I Install fails

7. PM&C GUI: IF OS

If the OS Install Fails, the Task status will show failed.
Note the step where the Installation failed.

It is also useful to login the server console (either via the iLO port, or using a local Key Board
and Monitor), and try the OS Install again. Note where the console is reporting a boot
problem.

If the boot hangs when trying to get a DHCP address, and execute PXE boot, then the Control
Network is a problem.

Trouble shoot the IP networking before proceeding.

You have now completed this procedure.
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4.5 INSTALL POLICY APPLICATION SOFTWARE

The following procedures install the Policy Application software to the blade servers.
There are several Application packages (.iso) that comprise the Policy Solution.
e CMP - Manager
e MRA - Routing Agent (Also know as the PFE or Policy Front End)
e MPE - Policy Server
Important Information:
e Layout diagram for C-class enclosure(s), identifying which bays will run which Policy application.
e |P Addressing design for the Application Networks (VLAN Ids also)
¢ Naming assignments (hostnames for Policy Servers)
e NTP Time source for these servers
e DNS Server addresses (optional)
e SNMP Managers

CAUTION: Do not mix up the enclosures when deploying the applications.

The bottom enclosure in a cabinet is identified in Oracle documentation as Enclosure 1. The
Enclosure above this is Enclosure 2. However, PM&C GUI forms may list the enclosures with
Enclosure 1 listed first, and Enclosure 2 listed below this in the form lists. Pay attention to this
point, as it can be a source of confusion.

Procedure 14: Install the Application Software on Blades using PM&C

Procedure 44. Install the Application Software on Blades using PM&C

STEP | This procedure will provide the steps to install Policy 12.1.x Application on the Blade servers.
#

Prerequisite: Procedure 13: IPM Blades has been completed. Loading Software Images to PM&C has been
completed.

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

1. PM&C GUI: Login Open web browser and enter: http://<management_network_ip>
I:I Login as PM&C admin user.
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Procedure 44. Install the Application Software on Blades using PM&C

2.

[]

PM&C GUI: Select
Servers for
Application install

Navigate to Software -> Software Inventory.

ORACLE Platform Management & Configuration
6.0100-50.18.0

Software Inventory

ue b 24 15019:50 2015 U7

Phdaress
02108114
2811
2ust1e
To2tia1t  osnameonzaeriass 19008 54 1000045140
Crcimoteyst  t6e1s  ihosmamssiabboart 1v0uen 6 7000088140

Plathame Pt Version ‘App lame. App Version Desig.Function

527762120 TPD 0185_54) 7000085140
1050695 TPD (:86_64) 7000088 180
7215018 TPD p85_64) 7000038140

Pause Updstes  Seection active

updates paused

nsi=lOS

Transfor'50
image

Select the servers on which the application is to be installed. If you want to install the same
application image to more than one server, you may select multiple servers by clicking
multiple rows individually. Selected rows will be highlighted in green.

Note: Here it can be noted that after the TPD OS has been installed the system will assign a
given hostname.

Note: 8 is the maximum number to be selected at one time.

Click on Upgrade

Install 05 H Upgrade ” Refresh

PM&C GUI: Initiate
Application Install

The left side of this screen shows the servers to be affected by this OS installation. From the
list of available bootable images on the right side of the screen, select one OS image to
install to all of the selected servers.

Software Upgrade - Select Image

Thu O+
Targets Select Image
Entity Status Image Name Type Architecture Description
Enc:50301 Bay 8F cmp-11.5.0.0.0_39.1.0-x86_64 Uparade xB6_64 115 CMP IS0
Enc:50301 Bay. 16F cmp-12.1.0.0.0_35.1.0-x86_64 Upgrade xB6_B4 1121 CMP IS0
mpe-11.5.0.0.0_39.1.0-x86_64 Upgrade xB6_64 115 MPE SO
mpe-12.1.0.0.0_35.1.0x86_64 Upgrade XB6_64 12.1 MPE ISO
mpe-i-12.1.0.0.0_35.1.0-x86_64 Upgrade xB6_64 121 MPE-LIISO
mra-11.5.0.0.0_39.1.0x86_64 Upgrade XB6_64 115 MRAISO
mra-12.1.0.0.0_35.1.0-x86_64 Upgrade xB6_64 121 NMRAISO
TPD.install-6.7.0.0.1_84.18.0-OracleLinux6.5- Bootable 36 64 115 TPD IS0
xB6_B4
TPD.install-7.0 2 0.0_86 28 0-OracleLinux6 6- Bootable ¥86_64 421TPD IS0
*B6_64
e

Supply Software Upgrade Arguments (Optional)

Start Software Upgrade

Click on Start Software Upgrade, a confirmation window will pop up, click on OK to proceed
with the install.
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Procedure 44. Install the Application Software on Blades using PM&C

PM&C GUI: Monitor
the installation
status

Navigate to Main Menu > Task Monitoring to monitor the progress of the Application
Installation.
task. A separate task will appear for each blade affected.

Background Task Monitoring

1D Task Target Status State Running Time  Start Time Progress
) 19 Upgrade Enc:10001 Bay:9F Task ID assigned IN_PROGRESS  0:00:00 33_1252,23,24 40%
)18 Upgrade Enc:10001 Bay:AF Task ID assigned IN_PROGRESS  0:00:01 33_1252'%29'2“ 0%

When the installation is complete, the task will change to green and the Progress bar will
indicate "100%".

REPEAT the above
steps for each
Application

Repeat steps 3 and 4 for each Application beings installed at the site.

L7 L

Verify Application
installations-Accept
Upgrade

Navigate to Software -> Software Inventory.

B & Softwar
Software Inventory]

Manage Software Image:

At this point, all the target servers have had their correct applications newly installed and
the AppVersion appears as Pending Acc/Reject.

Software Inventory

Thu Oct !
Ident IP Address Hostname Plat Name Plat Version App Name JApp Version
Enc:50301 Bay1F 192.168.1.6 slak-g6-mra-1a TPD (x86_64) 7.0.20.0-86.28.0 MRA Pending AcciRe|
Enc:50301 Bay2F 192.168.1.12 slak-g6-mpe-1a TPD (x86_64) 7.0.20.0-86.28.0 MPE ending AccRej
Enc50301 Bay3F 192.168.1.8 slak-g5-mpe-2a TPD (x86_64) 7.0.20.0-86.28.0 MPE Eendlng AcciRe|
Enc:50201 BayF 192168.15 slak-gé-cmp-a TPD (x86_64) 7.0.20.0-86.28.0 CHP ending AccRe)
Enc:50201 Bay9f 192.168.1.11 slak-g6-mra-1b TPD (x86_64) 7.0.20.0-86.28.0 MRA Pending AccRej
Enc:50301 Bay10F 192.168.1.10 slak-g6-mpe-1b TPD (x86_64) 7.0.20.0-86.28.0 MFE Fending AccRej
Enc50301 Bay11F 182 168.1.9 slak-g6-mpe-2b TPD (x86_64) 7.0.20.0-86.28.0 MPE Pending AcciRej
Enc:50301 Bay.16F 192.168.1.7 slak-gB-cmp-br TPD (x86_64) 7.0.2.0.0-86.28.0 CMP [Pending AcciRej
EneR0AND R

Verify the App Name shows the correct name (CMP/MPE/MRA) for each server on which
the Applications are now installed. Also confirm the correct Enclosure and Bay position.
Confirm all assignments are per the design. Now select the servers you wish to “Accept
Upgrade”. The Accept Upgrade” button will now be available to press. Confirm you wish to
accept the Upgrade.

Software Inventory

Thu Oct 22
Ident IP Address Hostname Plat Name Plat Version App Name App Version
Enc50301 Bay:1F 19216816 slak-g6-mra-1a TPD (x86_64) 7.0.200-86.280 MRA Pending Acc/Rej
Enc:50301 Bay.2F 192188112 slak-gG-mpe-1a TPD (x86_64) 7.0.2.0.0-86.28.0 MPE Pending Acc/Rej
Enc:50301 Bay.3F 192.168.1.8 slak-gG-mpe-2a TPD (x86_64) 7.0.2.0.0-86.28.0 MPE Pending Acc/Rej
Enc50301 Bay 8k 192.168.1.5 slak-g6-cmp-a TPD (x86_64) 7.0.2.0.0-86.28.0 cMP Pending Acc/Re]
Enc50301 Bay 9F 192168111 x| MRA Pending Acc/Rej
Enc:50301 Bay:10F 192.168.1.10 WPE Pending Acc/Rej
Enc:50301 Bay.11F 192.168.1.9 ‘e‘ Do yourealy want to accept the upgrades on all selected WPE Pending Acc/Rej
ENc:50301 Bay:16F 192.168.1.7 ) ervers? cMP Pending Acc/Re
Enc:50302 Bay.1F
Enc50302 Bay 2F Cancel
Enc50302 Bay.3F
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Procedure 44. Install the Application Software on Blades using PM&C

7. Verify Application Navigate to Software -> Software Inventory.
|:| Installations Software Inventory
Thu Oct 2

Ident IP Address Hostname Plat Name Plat Version App Name App Version
Enc:50301 Bay.1F 192.168.1.6 slak-g6-mra-1a TPD (x86_64) 7.0.2.0.0-86.28.0 MRA 12.1.0.0.0_35.1.0
Enc:50301 Bay:2F 192.168.1.12 slak-g6-mpe-1a TPD (x86_64) 7.0.2.0.0-86.28.0 MPE 12.1.0.0.0_35.1.0
Enc:50301 Bay.3F 192.168.1.8 slak-g6-mpe-2a TPD (x86_64) 7.0.2.0.0-86.28.0 MPE 12.1.0.0.0_35.1.0
Enc:50301 Bay:8F 192.168.1.5 slak-g6-cmp-a TPD (x86_64) 7.0.2.0.0-86.28.0 CMP 12.1.0.0.0_35.1.0
Enc:50301 Bay.9F 192.168.1.11 slak-g6-mra-1b TPD (x86_64) 7.0.2.0.0-86.28.0 MRA 121.0.0.0_351.0
Enc:50301 Bay.10F 192.168.1.10 slak-g6-mpe-1b TPD (x86_64) 7.0.2.0.0-86.28.0 MPE 12.1.0.0.0_35.1.0
Enc:50301 Bay. 11F 192.168.1.9 slak-g6-mpe-2b TPD (x86_64) 7.0.2.0.0-86.28.0 MPE 12.1.0.0.0_35.1.0

Enc:50301 Bay.16F 192.168.1.7 slak-g6-cmp-b TPD (x86_64) 7.0.2.0.0-86.28.0 CMP 12.1.0.0.0_35.1.0

You can now confirm that the “App Version” column no longer displays the “Pending
Acc/Rej” status but rather shows the correct Application Version.

You have now completed this procedure.

4.6 ESTABLISH NETWORKING TO CUSTOMER NETWORK

The following procedures bring up the network connections from the Policy equipment to the customer
network.

4.6.1 Connect PM&C iLO to Customer Network

The PM&C iLO port is recommended to be networked as standard switchport access port direct to a
customer switch. Since this is a “safe” connection from a network perspective, it may be easier to get this
connection brought up by the customer.

Verify the following:

» the PM&CLO port has the customer assigned IP address configured

» the cable from PM&C iLO port to the customer switch is in place

= the customer switch port is configured

= the customer switch port is enabled
Remotely, verify:

e http access to iLO GUI, and start the iLO Remote Console tool

e ssh access to the iLO vsp (Virtual Serial Port), and then to the PM&C Server console session
Note: from this iLO access, the following are all possible:

e console access to PM&C

e command line access to switches

e File transfer capability (via iLO Remote console “Virtual Mount” capability)

e Ssh access to all servers
The following section is used to enable access to the CMP GUI, PM&C GUI or OA GUI access
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4.6.2 Connect c-Class system to Customer Network

Customer will typically configure the customer network interfaces, but shutdown the ports until the Policy
system IP networking is configured and the Installation engineer confirms that the system is ready to be
networked.

It is recommended to share the Policy system port configurations with the customer IT person, to allow
them to verify that it meets their expectations.

When the customer opens the ports, there may be troubleshooting required of:
- Cabling
- Policy Server IP network configuration

- Customer IP network configuration

This may be easier to resolve if the Installation engineer is on site, and can trace cables and plug a laptop
into a switch to run port mirroring. Issues can also be resolved remotely via the PM&C iLO connectivity, if
this is in-place. It is ideal if the Installation engineer is able to sit with the customer networking person
during this activity to compare configurations and discuss the issues being seen.

Note: some customers will only allow customer switch configuration changes to be implemented in a
maintenance window.

Key Access points to discuss/verify with the customer:

- Customer can access the CMP GUI (accessible after initial config), all blade server iLOs, PM&C GUI
and OA GUI from within their corporate network

- Customer allows Installation engineer, who is at customer premises (customer lab for example), to
access product GUlIs.

- Installation Engineer can access the CMP GUI, all blade server iLOs, PM&C GUI and OA GUI
remotely (depends on customer security agreements)

If IP networking is NOT available, engineer can proceed to next steps, but will need to continue to work
from the site where they can connect a laptop to the local switch to access these GUIs.

Installation of the OS (TPD Platform), and the Policy Software Application (CMP/MPE/MRA) in a c-
Class environment has now been completed.

It will now be necessary to proceed to Section 7 “Configure Policy Application Servers” to perform the
required “Initial Configurations” for each server. Steps in Section 7 will configure the IP address
assignments that will be used for remote ssh access and for the servers to communication with other as
required to configure the Policy Solution Network Topology.

Section 5: “Installing an HP RMS environment” & Section 6:”Installing an Oracle x5-2 RMS environment”
detail the installation procedures specific only to those environments.
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5. INSTALLING AN HP RMS ENVIRONMENT

5.1 PREPARATION PROCEDURES

The following procedures are carried out on the HP DL380 server as example for HP RMS H/W.

For more details please refer to the supplemental procedures in Section 8 of this document. Additional
information can also be found in TPD Initial product Manufacture as found in the reference section of this
document.

Procedure 15: Configure DL380 iLO Port

Procedure 15: Configure DL380 iLO Port

STEP This procedure will configure the iLO Port IP address from the Console Boot Menu.
# (It is also possible to configure the iLO Port IP address from the iLO GUI, and from a ssh session to the server. These
other methods to set the iLO Port address are not covered in this procedure.)

Needed material:

- IP Addresses from the Network IP Planning document (or other customer provided document)
- Local console Access (Monitor/Keyboard)
- Connect laptop to server’s Serial Console

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

Console: connect to Connect to the server console (refer to Section 8 “Supporting Procedures” for additional
console information)

I:I!‘

) SLOTA1 ‘ o
sLOT 2
T s
|

»
]
s < =
L

Serial connector iLO connector USB connectors (4)

2. Console: reboot server | reboot the server: either press reset button, or run the command:

I:I # shutdown -r now

[If the Policy application is running, it is recommended to stop the application before reboot of
the server.]

3. Console: Enter iLO As the server is completing its POST startup, you will see the message:
I:I configuration menu <Integrated Lights-Out press [F8] to configure> at the bottom of the screen.

- press F8 to access the iLO configuration menu
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Power Switch Virtual Drives  Keyboard Help

HP Proliant

(F10) Intelligent Provisioning ~ (F11) Boot Menu

4. Console: Access DHCP

I:' setting form

Select DNS/DHCP from the Network tab pull-down.

User Settings About

5. Console: Configure
D DHCP Off Press F10 to
save
futoconf ipurat ion
DHCP Emable
DHS Hame
[Flal=5ave [ESCI=Cancel [Fll=Advanced

6. Console: Access IP Select NIC and TCP/IP from the Network tab pull-down.

I:' address form

7. Console: Configure IP

I:I address for iLO port

Configure the IP address, netmask, and gateway, and press F10 to save.
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8. Console: Access User

I:' Edit form

Select Edit from the User tab pull-down.

9. Console: Configure

I:' Administrator
password

Configure a Password for the default Administrator account, as per TRO06061, and press F10 to
save.

Console: Add root
user, and password.

Select Add from the User tab pull-down menu and create a root user, with all privileges set to
yes and the password set per TRO06061. Press F10 to save.

Console: Exit the
configuration

HE s

Exit the configuration utility.
Server will proceed with OS boot.

You have now completed this procedure.
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Procedure 16: Update Server Firmware

NOTE: Please refer to the HP FUP 2.2.8 upgrade documents to update the Firmware on HP RMS servers

[4] E59721 - HP Solutions Firmware Upgrade Pack, Upgrade Guide 2.2.8

[5] E59723 - HP Solutions Firmware Upgrade Pack, Software Centric Release Notes 2.2.8

Further detail is also provided in section 3.5 “Acquiring Firmware” of this document

Note: Access to the HP 2.2.8 Firmware Upgrade Guide may require enablement form Oracle
Support

Procedure 17: Configure BIOS

Procedure 17: Configure BIOS

STEP
#

This procedure will configure the RMS BIOS.

Needed material:

- IP Addresses from the Network IP Planning document (or other customer provided document)
Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

I:I!‘

Connect:

Connect to the Server Console or Remote Console:

- using a VGA Display and USB Keyboard, or

- using the Server iLO port and iLO Web Interface to access the Remote Console
- refer to Section 8 “Supporting Procedures” for additional information

I:I.N

Console: reboot server

reboot the server:
Login as root:

# shutdown -r now

[If the Policy application is running, it is recommended to stop the application before reboot
of the server.]

Console: Enter Setup
configuration menu (F9)

As the server is completing its POST startup, you will see the message:
To press F9 to access BIOS settings

- press F9 to access the Setup Utility
HP Proliant
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4, Console: Select and Set

I:I Data and Time

Scroll down until you see Date and Time, and press Enter.
Set the date and time, according to UTC, and press Enter. For example:

5. DL360 Console:
I:I Configure Serial port for
iLO (if needed)

Configure Serial Port for iLO by completing the following:
a) Scroll down to the System Options and press Enter.
b) Select the Serial Port Options and press Enter.

Serial Port Options

c) Press Enter to select the Embedded Serial Port, change the value to COM2, and press Enter.

COM 2; IRO3; I0: 2F8h-2FFh

d) Press Enter to select the Virtual Serial Port, change the value to COM1, and press Enter.

COM 1; IR04; I0: 3F8h-3FFh

DL360 Console: Select
Standard Boot Order
menu

Return to the main menu, select Standard Boot Order, and press Enter.

DL360 Console: Set
Standard Boot Order

D.ﬂ I:Isn

Validate the boot order and modify as needed.

Press Esc to return to the main menu.
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8. DL360 Console: Select a) Select Power Management Options and press Enter.
D Power Ma nagement Power Switch Virtual Drives ~ Keyboard
: RO Based Setup Utility, Version 3.00
Options menu opyright 1982, 2012 Hewlett-Packard Development Company, L.P.

System Options

PCI IRQ Settings

PCI Device Emable/Disable
Standard Boot Order (IPL)
Boot Controller Order
Date and Time
Server Availability
Server Security
BIOS Serial Console & EMS
Server Asset Text

d d Options
System Default Options
Utility Language

KEnter> to Uiew/Modify Power Management Options
K1s1> for Different Selection; <TAB> for More Info; <ESC> to Exit Utility

b) Select HP Power Profile and press Enter.

Power Switch  Virtual Drives  Keyboard

[ROM-Based Setup Utility, Ui 3.00
opyright 1982, 2012 Heule kard Development Company, L.P.

S Fouer Proile
[§i(|HP Power Regulator
PC|Redundant Power Supply Mode
PCl[Advanced Power Management Options
St

[T

Date and Time
Server fvailability
Server Security

BIOS Serial Console & EMS
Server Asset Text
Advanced Options
System Default Options
Utility Language

Maximum Performance

[<Enter> to Modify HP Power Profile Op <F1> for Help
K1/4> for Different Configuration Opt ESC> to Close Menu

9. DL360 Console: Set Set the Power Profile to Maximum Performance, as follows:

I:I Power Profile to
Maximum Performance Select Maximum Performance and press Enter.
Power Switch  Virtual Drives  Keyboard

[ROM-Based Setup Utility, Version 3.00
opyright 1982, 2012 Hewlett-Packard Development Company, L.P.

EIJHP Power Profile

T|HP Power Regulator
PC||Redundant Power Supply Mode
PC (A
St=j[Balanced Power and Performance
Boot|[Minimum Power Usage

Date
Serv|[Custom

Serv
BIOS S
Server Asset Text
fidvanced Options
System Default Options
Utility Language

Maximum Performance

<t/4> Changes Configuration Selection
<Enter> Saves Selection; <ESC> to Cancel

Press Esc until you are prompted to Confirm Exit Utility.
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Power Switch  Virtual Drives  Keyboard

ROM-Based Setup Utility, Uersion 3.00
opyright 1982, 2012 Hewlett-Packard Development Company, L.P.

<F10> to Confirm Exit Utility

urrent Boot Controller
PCI Embedded HP Smart Array P420i Controller

KF10> to Exit Utility
finy Other Key to Return to Main Menu

You have now completed this procedure.

5.2 SOFTWARE INSTALLATION (RMS)

Procedure 18: IPM of HP RMS Server
Procedure 18: IPM of HP RMS Server

STEP # | This procedure will install system OS ( IPM) of the server

Refer to Section 8 “Supporting Procedures” for additional information

Needed material:

Check off (*l) each step as it is completed. Boxes have been provided for this purpose under each step number.
- TPDISO image file to be used for virtual mount accessible on laptop or

- USB device prepared with bootable version of TPD image

NOTE: Screenshot given in this procedure are example of DL360 G6 and different H/W displays may vary.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

Insert Bootable USB
Media/mount TPD 1SO

I:I!‘

Create a bootable USB drive with TPD ISO image file using the method described in
Procedure 49: Create a Bootable USB with TPD or TVOE ISO image or other suitable method.
Then insert the USB drive locally into the server and reboot the server to the bootable USB
device. Then proceed to Step 3 of this procedure if using this method

OR

Use the virtual mount capability of the iLO remote console to mount the TPD ISO image file
using the following procedure
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Mount the ISO image through the iLO

1. Login to theiLO console via IE/Firefox

iLO 4
HP ProLiant

Firmware Version 2.03
ILOUSE312YML2

Local user name: it ates

Paswor +ese

2. Navigate to Remote Console:

@ iLO4
ProLiznt DL340p Gerd

Expand All

[#] Information R
Launen | Jma | ol Keys
ILO Federation
] Remote Console -
Remote Console
[+] Virtual Media
Power Management The .NET IRC piovides femote access fo he system KVM and control of Virtual Povier and Media from a single console buillon the Microsaft NET Framevork.

NET Integrated Remote Console (NET IRC)

Network

fyou are using Windows 7, Windows 8 or Wincows 8.1, a supported version cfthe NET Franework is included in your operaling system. The NET Framework is lso avaiable at the Mcrosofl Download Center. The NET IRC

emote Support supports he ollwing versions ofhe NET Framework 3.5 (Ful), 4.0 (Full, and 45
iminitation NET Framework Detection
Compatible Versions ‘ Status.
35 (Full
0 (Ful) Qox
45

Java Integrated Remote Console (Java IRC)

The Javz IRC provides remote zccess t> the system KVM and control of Virtual Power and Media from 2 Java applet.based console. Java IRC requires the availabity of Java.

HP iLO Mobile App ||

The HP L0 Mobile application provides access o the ramote console o your HP ProLiant sener from your mobie device. Tre mobie app interacts directy vith the L0 processor on HP ProLiant servers, providing total contral of
the server atall fmes as long as the sener is pugged n. You can dperi almost anywhere

3. Click “Launch” to start the remote console, an indication “verifying
application requirements” message appears:

aunching Application _ EI

Werifving application requirements. This maw take a few moments,

74 of 209

E70153 Revision 01




Procedure 18: IPM of HP RMS Server

Policy Management Bare Metal Installation Guide Release 12.1.x

4. Confirm to launch the console in the next security warning message by
clicking “Run”:

Application Run - Security Warning il

Do you want to run this application?

Name:
Integrated Remote Console

From (Hover over the string below to see the full domain):
10.253.104.245

Publisher:
Hewlett-Packard Company

Run | Don't Run I

Y While applications from the Internet can be useful, they can potentially harm your
3 computer. If you do not trustthe source, do not run this software. More Information...

5. Select Virtual Drives menu:

%2 iLO Integrated Remote Console - Server: CHP-1b-Wircline | iLO: ILOUSES: ol x|
Power Switch | Virtual Drives Keyboard Help
My Passport

Image File a in the

. URL Removable Medic SRNTES] 1] moni to the
LD LUl dminister the system, to identify

erating beyond their proper authority,

€. By accessing this stem,

'MP-1b-Wireline login: _

720 x 400 sloll |5) AES 200

6. Select Image file CD-ROM/DVD and browse to the TPD ISO location then
click open:

S o)

Power Switch Virtual Drives Keyboard Help

NOTICE -

mauthorized v Lookin: [ || 7.02 Tekeloc Pltfiom Distibuten 1012 | 4= 1 £ EB-
and to ir ti Hame =
ou are ¢ ]

<

File narme: [TPD.install7.0.2.0.0_86.26.0-OracieLinuk. 645 7|

Files of type: 150 Image Fies(*150)

720 x 400 »|e 5] AES 000
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Procedure 18: IPM of HP RMS Server

2.

[]

Console: Boot server,
wait for TPD boot:
form

From the Power switch menu on the remote console, click “Momentary Press” to initate a soft
shutdown.

Shared

#p L0 Integrated Remote Console - Server: CMP-1a-Wireline

Power Switch Virtual Drives  Keyboard Help

=I0ix]

() Momentary Press
3 Press and Hold
) cold Boot

se r
ry to properly administer the system,
or users operat beyond thei
improper acce e. By
to this monit

mauthor
nd to in

proper author
ing th

»_1a-Wireline login: NOHZ: local_softirq_pending 188

NOTICE - PROPRIETARY M
em is intended to be ed sol
legitimate corporate b
sary to properly admir
operati

in the
to the
to identify
thority,
system,

or user
imprope
enting to this m

MP-1a-Wireline login: _

720 % 400

L] I I N (31 AES C X o)

Wait for the server to power down and the Power Switch options to display only the
momentary press. Option. At this point click momentary press again to start the server.

g Integrated Remote Console - Server: Site2-nw-cmp-b | iLO: ILOUSES:
Power Switch Virtual Drives  Keyboard Help

Q) Momentary Press

Once the server has rebooted, the following screen should be displayed :
=lmix
Power Switch  Virtual Drives Keyboard Help

Copyright (C) 2003, 2015, Oracle andsor its affiliates. All rights reserved.

7.0.2.0.0_86.28.0
xB6_64
For a detailed de iption of all the supported commands and their options,
efer to the Initial Platform Manufacture document for th d
ition to linux & rescue TPD provides the following kickstart
[ TPD | TPDnoraid i TPDlum i

TPDcompact | HDD 1]

Commonly used options are:

>[,<console_option>1 1
_option> ]

el>l,
WRAIDI, f
{device>[,de
guestArchive 1

stall using a monitor and a local keyb , add cons
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3.

[]

Console: Enter TPD
boot: command with
correct options

TPD install takes 20 -
40 minutes to
complete

IPM the server using the following command at the boot prompt:

eboot: TPDnoraid console=tty0 diskconfig=HWRAID,force

Note: If a direct connection to the serial console is being used for this step instead of the
remote iLO console it is not necessary to include “console=tty0”

After the command has been entered hit the carriage return and you will see something like
the following screen indicating that OS is installing

0 le=tiyd

Note: If the server was previously configured with another non-Policy Solution Application
it may be necessary to clean up Logical Disc partitions created by this Application.

To perform that, use the following TPD command with scrub option at the boot prompt:
boot: TPDnoraid scrub console=tty0 diskconfig=HWRAID,force
This may take up 4 hours, depending on the disc configuration.

The TPD installation takes 20 - 40 minutes to complete, starting with some checks then
installation starts:

1 Installation Starting |
Starting installation process
1%

Then you will be able to monitor the packages installation progress:

{ Package Installation |

Packages completed: 524 of 881

Imstalling

selinax-policy-targeted-3.7.19-268.8. 1. 216_6. . Jprere 17 8,2 .8.8_86.
6.8 .moarch (3 M)

SELinux targeted baze policy
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Then post installation scripts kick off:

Post-Installation

Rumning post-installation scripts

After IPM process is completed, you are prompted to press Enter to reboot the server. At this
point the media used to install the OS must be removed or unmounted before selecting the
Reboot option. Otherwise the server will again boot to the bootable media .

| Complete |
Congratulations, your Oracle Linux Server installation is complete.
Fleaze reboot to wse the installed system. Hote that updates may

be available to ensure the proper functioning of your system and
installation of these wpdates is recommended after the reboot.

4. Console: Press Enter to

I:I reboot

In case installation is done remotely via iLO’s remote console, unmount the image from the
console’s virtual drives menu (uncheck the image file option) then press Enter to reboot the
server. In the case a bootable USB device was used, remove the USB device. In the case a DVD
was used as the bootable device the DVD should eject automatically.

If it happens that the server boots to the bootable media again after pressing the Reboot
option you should wait to be returned to the Reboot prompt as above rather than interrupting
the installation process. Simply remove the bootable image that was not removed the first
time and Reboot again.

Console: Login prompt

Once the server reboots, the login prompt is displayed.
If no login prompt is displayed after waiting 15 minutes, contact Oracle Customer Support for
assistance.

Console: Run syscheck

D.m I:Isn

At the login prompt, run the syscheck command. This checks the health of each of the major
subcomponents of the system, and displays an “OK” if all passed, or a descriptive error of the
problem if anything failed. The following shows a successful run of syscheck, where all
subsystems pass, indicating the post-install process is complete.

If any of the modules return an error, do not continue; contact Oracle Customer Support and
report the error condition.
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7.

[]

Console: Verify Install Verify that IPM completed successfully by checking the install logs for errors and displaying the
success install TPD platform version. . To do this, log in as admusr and then run the following
commands:

S sudo verifylPM (--force if needed)
S sudo echo $? (should return O errors)
$ sudo getPlatRev (should return the current TPD version installed)

Previous screen shot shows no errors returned which indicates the TPD installation process is
successfully completed. If errors are found, contact Oracle Customer Support.

You have now completed this procedure.

Procedure 19: RMS Application Software Installation

Procedure 19: RMS Application Software Installation

STEP
#

This procedure will install the Application Software.

Needed material:

- Application software ISO image files (cmp, mpe, and optionally mra)
- See Section 3.3 “Required Materials” and Section 3.4 “Acquiring Software” for details on the required versions

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.
IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

Note: Two methods for installing the Policy Application are presented here. The 1% is to use a USB drive inserted locally
into the server. This is the preferred method. The 2" is to use the virtual mount capability of the iLO remote console over
a network. Additionally any method that places the Policy Application ISO image file in the /var/TKLC/upgrade directory
of the target server is acceptable.

I:I!‘

Make the Policy Copy the Policy Application ISO image file (CMP,MPE or MRA) onto a USB drive and insert the USB
Application ISO drive locally into the server.

images available for

installation Connect to the server Console or Remote Console:

- using a VGA Display and USB Keyboard, or
- using the Server iLO port and iLO Web Interface (to access Remote Console)

Proceed to step #2 of this procedure

Or

Use the virtual mount capability of the iLO remote console to mount the Policy Application I1SO
image file using the following procedure:
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Note: This method is dependent on having a good network connection from the workstation
where the ISO is located to the target server iLO. The browser used to attach the ISO and launch
the server iLO remote console should be co-located with the I1SO file repository.

Mount the I1SO image through the iLO

1. Login to theiLO console via IE/Firefox

iLO 4
HP ProLiant

Firmware Version 2.03
ILOUSE312YML2

2. Navigate to Remote Console:

& Virtsal Medn .NET Integrated Remote Console [.NET IRC)
j Power Memsgamant The NETIRG peovides seecht Sccewh b Son dysiers KVM s caetral of Vbl Powar 40 Madks Bors & gl comboie busll i B bicicach HET Feassivont
Retwork
£ Hpoe 0t g Wdswn . Windioen e Wittt £ 11 supporie versin o NET Fiamporcrk 9 imchuted 1 poer epaeatin sten Tha NET Frispwerk o ass peadabl e Ukronst Dweicnd Crotee Tha NET IRC
3| Pemcts Suppert Svepert ot dobving versen of S HET Framewak 3.8 (Foll 410 Fot) and 45
Ramisiraton

NET Framework Detaction
Compitible Veericas | Statmn
A5 iFur
40 fFul Gox

.

R
Java Integrated Remote Console (Java IRC)
The Jrea IR eemoh Botrw I T fyplens KOV ag control of Wil Power B5d Medu Bom B v IGoNS-baied comacle Jave IRC miene Be peadabaty of L)
HP ILO Mobile App

The HP L0 Wsble appicaton - oo o ek device. The o pruviding otal oairel of
B e 39 00 b B - ™ et Ao dkeat 3 bt

3. Click “Launch” to start the remote console, an indication of verifying
application requirements message appears:

aunching Application _ il

g o

Verifying application requirements, This may take a Few moments,

4. Confirm to launch the console in the next security warning message by clicking
IIRunII:
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Application Run - Security Warning x|

Xy

Do you want to run this application?
e

.

Name:
Intearated Remote Console

From (Hover over ing below to see the full d in):
10.253.104.246

Publisher:
Hewlett-Packard Compan

Fun

[y While zpplications from the Intemet can be useful, they can potentially harm your
computer. If you do not trust the source, do not run this software. More Information...

5. Select Virtual Drives menu:

& W
Image File  CO-ROM/DVD

720 x 400 ~ ble 1) AES ae®

6. Select Image file <CD-ROM/DVD> from the drop down tab. Browse to the
Policy Application I1SO image file for the target serer.

Note: Make certain that the ISO image file selected (CMP, MPE or MRA) is the correct one for
the target server according to the Policy Solution Design!.
el

Power Switch Virtual Drives Keyboard Help

Look in | 12.1 Folicy Corfiguration Management Plation = | <= (& £ E3)-

Name = | -| Date modified | =] Type
|| cmp-12.1.0.0.0_35.1.0-x86_64.is0 9/24/2015 2:48PM  ISOFile

Bitel-nw-cmp

40

File name: IEmD-TZ 1.0.0.0_35.1.0x86_64.iso

Files of type: 150 image Fies 150)

In this example the CMP I1SO image has been selected. Click open to mount the required ISO
image file, the screen will close (the ISO has mounted) and you will be returned to the CLI prompt

of the remote console.

[]

Console: run platcfg
and validate the
media

Login as <admusr> if not already logged in.

Start the Platcfg utility by issuing the following command:
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#sudo su - platcfg

From within the platcfg utility, navigate to Maintenance > Upgrade > Validate Media:

Snrumr Cosd iguration iy
u Initiate Upgrade

Eeour it

Fewmvie Covsnles RBestari Server Paragement
Bctunck Conf igurat fon :;:hhh" il n

Exit

Then choose the ISO image and hit enter:

Note: Depending on the metod used the platcfg utility will search for any mounted 1SOs and if
successful will display the Policy Application ISO image file to install

1 Choose Upgrade Hedia Meno

- 1£.1.H.H.

| Choose Upgrade Media Menu |

Exit

Validation progress is indicated in the console by “#” signs as shown below:

URERR RS TRRTR AR ISR R RIR R R IR B IR IR SRR R R AR R R R AR R R R A iR e
PEAEIEAE DL IR T AR T AL IR AR IR T AR I AR AR AR PR AR R IR AR AR S TR
i e e e e ey g g e e ey e e e et e e g e e ey
ESETEE LI T IR TR AL IR TERE IR T T AR I ARSI I P AR TR SR AR AR
PEAEIEAE TR TR TR AR T AL IR AR IR I AR I AR AR AR PR AR R IR S AR AR R g
URTRTR RS TR AR RIS BRI R R R B IR R SRR R AR R R R AR R R R A ik e
PEAEIEAE DAL IR T AR AL IR AR IR R AR I AR AR AR PR AR R IR S AR AR R g
e g e e e e e e e e e e g e e e et ey e e ey
TR LI T IR T AL IR TERE IR T TR AR I AR SR AT A AR R TR T AR AR I
JEAEIEE DL IR T AR T AL IR AR I AR T AR I AR AR AR PR AR R I AR SR IR PR TR g
URTRTR RS TR AR RIS R BRI R RS R R B IR SRR R AR R AR R AR R R AR A iR e
EAEIEAE DRI R TR AR AL IR AEIE I AR T AR I AR AR AR PR AR R IR S AR AR TR g
e g e e e e e e g e e e e e et ey e e ey
ESETEE LI T IR T T AL IR TERE IR T TR AR I AR SRR I PR AR R AT S AR AR R
EAETEE T TR I A R T AR I R A R R

IMUT Ua te IHility w2 4, ()T

(81
ation is complete, the

TO RETURN TO THE FLATCFG HEHU
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3.

[]

Console: Select ISO
to install, and
confirm

Application install
may take 20 Minutes
—if installing with a
virtual mount, it will
take longer

From within the platcfg utility, navigate to Maintenance > Upgrade > Initiate Upgrade;

Select the ISO image as per the previous step, and hit ENTER

- 1£.1.8.8.8_35.1.8

Note: The server will reboot twice during the installation process, Do Not Remove the media at
this time.

Console: Verify Policy
install version

After the application has completed installation log back in to the command line as admusr and
confirm the installed TPD platform version and the policy application version.

1£.1.8.8.8_35.1.8

b-xBh_64 . %o

Verify:

e  TPD revision installed
e  Policy application installed and its revision

Console: Verify
Install success

# tail /var/TKLC/log/upgrade/upgrade.log

Bij 1 miniuie

Make sure the upgrade was successful.
In case UPGRADE STATUS was not successful, then inspect following log files for more details and
errors occurred:

e  /var/TKLC/log/upgrade/upgrade.log

e  /var/TKLC/log/upgrade/ugwrap.log

Remove Media

Once the login prompt is displayed, installation is complete. Remove the USB device or
transferred ISO image file from the server.
If the installation was done by virtual media mount, disconnect the 1SO file.

]
7.|:|

Policy Solution
servers

This procedure needs to be followed for each Policy application component (cmp/mpe/mra) on
each of the Policy Solution servers.

You have now completed this procedure.

Proceed to Section 7: Configure Policy Application Servers
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6. INSTALLING AN ORACLE X5-2 RMS ENVIRONMENT

6.1 PREPARATION PROCEDURES

The following procedures are carried out on the Oracle X5-2 server as an example for Oracle RMS H/W.
For more details please refer to the supplemental procedures in Section 8 of this document. Additional

information can also be found in [6] TPD Initial product Manufacture as found in the reference section of
this document.

Procedure 20: Configure Initial ILOM IP address and BIOS Settings

Procedure 20: Configure Initial iLOM IP address and Bios Settings

STEP | This procedure will configure the iLOM Port IP address using the BIOS setup utility accessible on bootup.
#

Needed material:

- IP Addresses from the Network IP Planning document (or other customer provided document)
- Monitor and keyboard to connect directly to the server or
- Connect laptop to serial port or

Check off (‘/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

1 Console: connect to Connect to the Server:
I:' console
- using a VGA Display and USB Keyboard, or
- using the Server Management Serial Port
- refer to Section 8 “Supporting Procedures” for additional information

2 Hot-plug 600W
Redundant Power Supplies

PCle Slot1 PCle Slot2 PCle Slot3

/

eth2l

eth22 eth3i eth2

System Status LEDs SERMGT 1 oGbE susg2o  Video
Ports Ports

X5-2 Rear Facing Interconnections iLOM

Note: To establish a serial console connection the connecting device should be set as follows:

Terminal Type [VT100+]
Eits per second [2&00]
Data Bits [2]
Farity [Mane]
Stop Bits [1]
Flow Control [Mane]
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Procedure 20: Configure Initial iLOM IP address and Bios Settings

2. Console: Access Bios

D Setup Utility by
powering up the server

This procedure will assign an initial IP address to the ILOM interface from the console, using
the Bios setup utility. After assigning the IP address to the ILOM, future connections can be
made directly to the web interface of the iLOM using a laptop directly connected to the iLOM
port on the server. Alternately a web interface connection to the iLOM IP address assigned in
this procedure can be used if the network connectivity has been established to support such a
connection.

In the case the ILOM already has a known IP address assigned but the IP address is unknown
this procedure can also be used to confirm the current iLOM IP address.

Establish access to the server post startup with directly connected monitor and keyboard
or serial connection from a laptop. Reset the power. On a server without an OS installed,
you will see something similar to the following as the system power up.

RL+FP on

for network b

Use <CTRL + E> as per the instructions, to launch the Bios setup utility.

3. Bios Setup Utility: set
I:' initial IP address for ILOM

After rebooting the server and executing a <ctrl + E > you will be presented with the Main
Bios Utility Setup screen.

/ ——t————-

| Project ¥Wersion 30.05.01.00 |Set the Date. Use Tab
| [Sat f31/2015] |to switch between Date
| System Time [16:28:2? | elements.

| |

| 0PI Link Speed 9.6 GT/s |

| Total Hemory 256 GB |

| Current Memory Speed 2133 MTfs |

| USB Devices: |

| 1 Drive, Z Hubs |

| | s========================
| BMC Status BMC iz working | =<: Select Socreen

| BMC Firmerare Revision 3.2.4.52 r101649 | "w: Zelect Item

| |Enter: Select

| = Product Information | +/-: Change Opt.

| > CPU Information |Fl: General Help

| > DIMM Information |F7: Discard Changes

| |F9: Optimized Defaults
| > Securitcy |Fl1l0: Save & Exit

| |ESC: Exit
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Procedure 20: Configure Initial iLOM IP address and Bios Settings

Use the right arrow to scroll to the “Advanced” menu

ght § American Me

Use the down arrow to scroll to “BMC Network Configuration”:

setup Utility — C zght 13 American M

» BHMC MNetwork Cor

Press “Enter” then scroll down with the arrows to “IPv4 IP Assignment” (below menu item
“Refresh”) and press enter:

You are prompted to choose between “Static” and “Dynamic”.

o Setup Utility - Co (C) merican

[Static]
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Procedure 20: Configure Initial iLOM IP address and Bios Settings

Highlight “Static” and press enter, then scroll down to “IPv4 address” and press enter to fill in
the IPv4 to be assigned to the iLOM

Aptio Setup Utility - Copyright

Continue in this fashion to configure “IPv4 Subnet Mask” and “IPV4 Default Gateway”.

Note: By scrolling down further in the BMC configuration screen it is also possible to enable
and set IPv6 address information. To set only the IPv4 address skip this step.

Static IFv6 address

Then scroll to “Commit” and press enter to save the changes:

Commit

Then press ESC to exit from the network configurations screen then scroll left with the arrows
To the main menu screen

Utility
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Procedure 20: Configure Initial iLOM IP address and Bios Settings

4, Bios Setup Utility: Set

I:I Data and Time

Use the down arrow to highlight the “System Date” then use the space bar to change the
month to set it to the current month, then press enter to move to the day and set it using the
space bar then same with the year:

stem Date

Scroll down to the system time and follow the same way used to set the date to set the time
to GMT (Greenwich Mean Time):

5. Bios Setup Utility: Set

I:I Performance Options

Navigate to the Advanced tab and select “CPU Power Management Configuration”.

Aptio Setup Utility - Copyright (C) 2013 American Megatrends, Inc.
Nain I® Eoot Exit

> CPU Power Management Configuration

Navigate to “ENERGY_PERF_BIAS_CFG” and “Enter”

EHERGY PERF BIAS CFG [Balanced Perf]
mode

Press ESC to exit the main screen, then with the right arrow move to the “Exit” menu and
press enter to save changes and exit:
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Procedure 20: Configure Initial iLOM IP address and Bios Settings

Utility - Copuright (C) 2013 American Megatrends, Inc

P
Hain 10 Eoot BN

Exit system setup after
Discard Changes and Exit saving the changes.

Discard Changes
Restore Defaults

++: select Screen

TL: Select Item
Enter: Select

+/-: Change Opt.

Fi: General Help

F?: Discard Changes
F3: Optimized Defaults
F10: Save & Exit

ESC: Exit

version 2.16.1243. Copyright (C) 2013 America

You have now completed this procedure.

Procedure 21: Update Server Firmware

NOTE: Please refer to the Oracle X5-2 Firmware upgrade documents to update the Firmware on the
Oracle RMS H/W

Further detail is also provided in section 3.5 “Acquiring Firmware” of this document

[4] E65467 - Oracle Firmware Upgrade Pack 3.1.5, Release Notes
[5] E65466 - Oracle Firmware Upgrade Pack Release 3.1.5 Upgrade Guide

The Oracle Firmware Upgrade Pack (FUP) consists of documentation used to assist in the upgrading
of Oracle rack mount servers. The pack consists of an Upgrade Guide and Release Notes. The current
minimum supported release for Platform 7.0.x is 3.1.3. However, if a firmware update is required, it

is recommended to use the latest available release. Firmware components can be downloaded from
My Oracle Support at https./support.oracle.com. Refer to the appropriate FUP Release Notes for
directions on how to acquire the firmware.
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Procedure 22: Configure Oracle X5-2 iLOM from GUI

Procedure 22: Configure Oracle X5-2 iLOM From GUI

STEP
#

This procedure will configure the RMS BIOS.

Needed material:

- Remote connection to iLOM web interface

Check off (*l) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

[N

iLOM web interface:
Login to the iLOM

Login to the iLOM web interface with a browser pointed to the IP address of the ILOM
interface. You will be asked for login credentials. The first time you login the password is
root/changeme.

Please Log In

SP Hostname: ORACLESP-1542NM103C

User Name: ||

Password: |

After logging in you will be presented with the Summary Information Page.

ORACLE’ Integrated Lights Out Manager v3.2.4.52 About  Refresh  Log
ar oot Rok 3 RAGLESP-154
hunvicaion Summary Information
- System Information . You may also changs power state status and More detais
-
PR General Information Actions
Memory System Type Rack Mount Power State @on Tum OFF
Model ORACLE SERVER X652
Power Locator Indicator OFF T
QPartID Qioss L (TJomOn_]
Cooling
Part Number 33776060+1+1
Storage Serial Number 1542NM103C Oracle System Assistant e
Networking System Identifer - Version: 12034187 —
PCI Devices System Fimwiare Version 3245 System Firmware Update T
e Primary Operating System Not Available e —
Host Primary MAC Address. 00:10:00:84774e Benoe Console Launch
Gl ILOM Address 10.250.36.218
System Log ILOM MAC Address. 00:10:£0:8D:78:02
> Remote Control Status
" Host Management Overall Status: @ OK  Total Problem Count. 0
> System Management Subsystem Status. Details Inventory
> Power Management Processors o Processor Architecture 86 64-bit Processors:  2/2 (mstalea Maximum)
1w Adminiraton Processor Summary Tuwo Inel Xeon Processor E5 V3 Series
Memory © oK Installed RAM Size: 26668 DiMMs: 16124 oot wazimum)
Site Map
Power ok Pemitied Power Consumption: 880 watts PSUs 212 gosstes 1 mazimum)
Actual Power Consumption: 248 watts
Cooling © ok Inlet A Temperature: e Chassis Fans: 16/ 16 (nsates  Masimum)
Exhaust Air Temperature: 38°C PSUFans:  Not Supporied
Storage & Not Available Installed Disk Size: Not Available Intemal Disks: ~ 2/8 (mstaea Maximum)
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Procedure 22: Configure Oracle X5-2 iLOM From GUI

2.

iLOM web interface :
Set the power policy

Navigate to System Management = Policy

IAVIGATION Policy

System Information
Summary
Processors 8 i

Service Processor Policies

Memory

Power

Configure system policies from this page. To modify a policy, select that policy, then choose Enable or Disable from the Action drop down fist. More details

Cooling

| Description Status |

[ Auto power-on host on boot (enabling this policy disables Set host power to last power state policy) Disabled \
rage ‘Set host power to last power state on boot (enabling this policy disables Auto power-on host policy) Disabled
Disabled

Networking Set enhanced PCle cooling mode policy
PCl Devices
Fimware
Open Problems (0)
System Log
Remote Control
Host Management
System Management
BIOS
Policy

Power Management

Then highlight the “Set host power to last power state on boot” option and from the “Actions”

menu select “Enable”

Service Processor Policies

Status
on boot (enabling this policy disables Set host power to last power state policy) Disabled
\ Set host power to last power state on boot (enabling this policy disables Auto power-on host policy) Disabled
Set enhanced PCle cooling mode policy Disabled
H g ”n
Confirm that status changed to “Enabled
Service Processor Policies
— Actions — ¥
Description Status
Auto power-on host on boot (enabling this policy disables Set host power to last power state policy) Disabled \
Set host power to last powrer state on boot (enabling this policy disables Auto power-on host policy) Enabled
Set enhanced PCle cooling mode policy Disabled

iLOM web interface :
Change the password
for root

Navigate to ILOM Administration - User Accounts

Integrated Lights Out Manager v3.2.4.52

About  Refresh  Logout

oot Role: aucro  SP Hostnan

e OR

AVIGATION User Management
—
Networking Active Sessions LDAP | LDAPISSL | RADIUS | Active Directory
PCl Devices
Add, delete, or mod
Fimware. being prompted again for a password. Hore detais.
Open Problems (0) © Single SignOn © Users © SSH Keys
System Log
Remote Control
Host Management Single Sign On
System Management Single Sign On: 7 Enabled
BIOS _
Policy
Power Management
Users

ILOM Administrati
S ©Add PEdt RDelete
Identifcation
Role
Logs

local ILOM user accounts and SSH Keys from this page. ILOM offers 10 local user accounts. Single Sign On enables an ILOM user to access the ILOM Remote Console without

o

root | Admin, User Management, Console, Reset and Host Control, Read Only (aucro)

Management Access

User Management
SSH Keys

©Add P Edit 3 Delete

Connectivty

Configuration Management|
e No ltems To Display
Date and Time

User Name Key Num Algorithm Fingerprint

Comment Bit Length

o
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Procedure 22: Configure Oracle X5-2 iLOM From GUI

Select <Edit> and change the root password and add new Users if required.

Password must be & to 16 characters, which are case sensitive and may not contain a
colon. Note that Roles cannot be modified for the special user root’

Properties

User Name: root

New Password: |

Confirm New Password: |

Role: Admin, User Management, Console, Reset and Host
Control, Read Only (aucro)

Click <Save> and exit.

You have now completed this procedure.

6.2 SOFTWARE INSTALLATION (RMS)

Procedure 23: IPM of Oracle X5-2 RMS Server

Procedure 23: IPM of Oracle X5-2 RMS Server

STEP #

This procedure will install system OS ( IPM) of the server
Refer to Section 8 “Supporting Procedures” for additional information

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

Needed material:

- TPDISO image file to be used for virtual mount accessible on laptop or
- USB device prepared with bootable version of TPD image

Note: Refer to Section 8 “Supporting Procedures” for additional information

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

I:I!‘

Insert Bootable USB
Media/mount TPD 1SO

Create a bootable USB drive with the TPD ISO image file using the method described in
Procedure 48: Create a Bootable USB with TPD or TVOE ISO image or other suitable method.
Then insert the USB drive locally into the server and reboot the server to the bootable USB
device. Then proceed to Step 3 of this procedure if using this method

If local access to the server is not available and network access to the iLO of the server has
been enabled, proceed to step 2 to remotely IPM the target server using the remote console
capability of the X5-2 ILOM as per the following procedure

92 of 209

E70153 Revision 01




Policy Management Bare Metal Installation Guide Release 12.1.x

Procedure 23: IPM of Oracle X5-2 RMS Server

Login to iLOM web interface and Navigate to “System Information” = “Summary” then launch

the remote console:

Note: This will launch the “video redirection” console which is preferred to perform these

procedures

ORACLE" Iniegrated Lights Out Manager 52

General Information
System Type
Model
CPart 1D
Part Number
Serial Humber
System Identifier
System Firmware Version
Primary Operating System
Host Primary MAC Address
1LOM Address
ILOM MAC Address

View system summary information. You may also change power state and view system status and fault information. lMore details

Actions

Rack Mount Pover State Unknoun

RN SEDEG 2 Locator Indicator @ oFF e
at0s4a

33384939+4+1

1516NM1008: e
3245 System Firmviare Update Upate
Oracle Linux Server release 6.5 p—

l ez
0.25035.171

Unknown

The iLOM remote system console will launch. If no OS has been previously installed something
similar to the following will be presented:

ing Intel Boot Agent.

In R) Boot Ag

Copyright (C) 1997

CLIENT MAC ADDR: @O 10 E© 8D 77

Corporation

FF GUID: F FFFF FFFF FFFF ©

51: No DHCP or proxyDHCP offers were r

PXE-MOF: Exiting Intel Boot Agent.

From “KVMS”, click “Storage”:

KVMS  Preferences Help
Storage...

Relinquish Full Control

Exit

= Orache(R) Integrated Lights Dut Hanager Remote System

In the Storage devices form that opens up, click on the “Add” button.
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Procedure 23: IPM of Oracle X5-2 RMS Server

72 storage Devices

Path Device Type

SSL Enabled

Remove.

Conn

And browse to ISO image file that will be mounted and click on “Select”.

% Add Storage Device

x|
Look In: ||j 7.0.2 Tekelec Platfrom Distribution 1 of 2 | v| E

D PointerDoc-ProductionVersionCGBUTKLC-032514.pdf
[} README.txt

D TPDjn5tal-7.0.2.0.0_8&.28.0—0radeljnuxﬁ.6—xnﬁ_ﬁ4150|
[y v77391-01_10f2.2ip

File Name: |TF'D.instaII—?.U.2.0.0_85.28.U—OracIeLinuxB.B—x85_54—.iso |

Files of Type: |AII Files | - |

[ select || cancel |

The Storage Devices form will now display the selcted ISO image file. Highlight the file and the

Connect option will now be available at the bottom of the form. Click on <Connect>. And then
Confirm <OK>.

|~ Storage Devices

1x

Path Device Type

|| D24 Software Delivery Cloud(7...1SO Image

/

SSL Enabled

Add... I Connect I Remove...

The Storage Devices will indicate that the ISO image has successfully mounted/connected.
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Procedure 23: IPM of Oracle X5-2 RMS Server

Leave this window open.

%

Path Device Type
(] SSL Enabled
EE

2. Console: Boot server,

I:' wait for TPD boot:
form

Return to the iLO summary page and navigate to Host Management -> Host Control

Refresh

ORACLE"  Integrated Lights Out Manager v3.2.4.52 About Logout

A1 User rool Roke: aucro SP Hosiname: ORACLESP-1542NM103C

Host Control

View and configure the h \information. Next i the next. i the next power-on. This change i More detals.

Settings

Memory Next Boot D
jext Boot Device:

Default (use BIOS seftings)
Default (use BIOS settings)

Power

e [aSavay] Default Hard Drive.
Storage Oaonosic Paricn
Networking

[

imary removable media

Fimware
Open Problems (0)
System Log

> Remote Control

= Host Management

Power Control

Diagnostics

Site Map

BT

Change the drop down tab to <CDROM>. And click on “save”. This will cause the server to
boot to the virtually mounted 1SO image from the previous steps.

ORACLE Integrated Lights Out Manager v3.2.4.52

AVIGATION Host Control

e View and configure the host control information. Next Boot Device confi

Summary
Processors Settings
Memory
MNext Boot Device: |cDRoM ;l
Power
Cooling Save

Storage

Metworking

In the iLO Navigate to Host Management -> Power Control and select “Reset” from the drop
down menu to reboot the server. Click on “Save” and the server will reboot to the mounted
ISO image.
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Procedure 23: IPM of Oracle X5-2 RMS Server

ORACLE’ Iintegrated Lights Out Manager v3.2.4.52

NAVIGATION Power Control

ystem Information Control the host power from this page. To change the power state, choose an option from the Actions drop down list. fmmediate Power Off ¢

Summary attempts to bring the OS down gracefully, then cuts power to the host. Power On gives the host full power. Power Cycle brings the hostto po
. Resetreboats the hostimmediately. ore details
Prace

Memory

Settings

Power

Hostis currently on.

— Select Action — B

— Select Action —

Cooling

Storage

Networking

<

Immediate Power Off
PCl Devices Gr: Shutdown and Power Off
Firmware b

Por yele

Open Problems (0)
ystem Log

™ Remaote Control

= Host Management
Poweer Control
Diagn

Host Control
If using this method proceed to the step #3.

Alternately: The following procedure can be used to reboot the server, set the boot order
using the Bios Setup Utility. As the server reboots from exiting the Bios Setup Utility it will
boot to the virtually mounted ISO image. The end result will be the same in that you will be
presented with the TPD install boot screen as in Step #3.

Click “Ctrl-Alt-Del” button from the remote console to reboot:

= Oracle(R) jhts =[x

KVMS Preferences Help
[mouse sync| | [Lcul [Lwin| [Lar| [R a1 [R win| [Rctl | [context] [[Lock] = . 9

iting Intel Boot Agent.
Boot Agent XE 3.
ight (C) 1997-201: | Corporation

CLIENT MAC ADDR: O 8D ?? FF GUID: FF200008 FFFF FFFF FFFF GO10EOSD7?
" 31: No DHCP or proxyDHCP off were d.

Exiting Intel Boot Agent.

Press”F2” to open BIOS settings:

) Orade) riegred UG Ot Warge Reraie e Cardal PoE 00 BA5LE77 Pl Corta PO Encypton) S
KU preferences Help
L]

4Sun

ORACLE"

On “Boot” menu, scroll to “Legacy Boot Option Priority” then highlight the the 1% position in
the boot order and press enter to display the boot #1 options.
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etup Utility - Copyr

[RATD:PCIE4: (B

Now navigate to “USB:VIRTUAL:Remote ISO CDROM” option and press enter:

Confirm that “USB:VIRTUAL:Remote I1SO CDROM” is now the 1% in order
Press enter again to confirm the remote ISO option is now the first option :

tup Utility - Cop

VIRTUAL : Remote

Scroll to “Exit” menu to save and exit:

p Utility - Copyr

nd Exit
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3.

[]

Console: Enter TPD
boot: command with
correct options

TPD install takes 20 —
40 minutes to
complete

The server has now booted to the virtually mounted TPD ISO image and the following screen is
presented:

7 iLO Integrated Remote Console - Server: Site2-nw-cmp-b | iLO: ILOUSES: o =] 3]

Power Switch Virtual Drives Keyboard Help
Copyright (C) 2003, 2015, Oracle andsor its affiliates. All rights reserved.

7.0.2.0.0_86.26.0

xB86_64
For a detailed description of all the supported commands and their options,
plea refer to the Initial Platform Manufacture document for this release.
In addition to linux & rescue TPD provides the following kickstart profiles:

[ TPD i TPDnoraid i TPDlum i TPDcompact i HDD ]
Commonly used options are:
con e 0 ption>[,< 1le_option>] 1
primaryl |

[
[
[
[
L d
[
[
[

To imstall using a monitor and a local keyboard, add console=tty®

oot _

“IPM” the server using the following command at the boot prompt:

*boot: TPDnoraid diskconfig=HWRAID,force console=tty0

To install using a monitor and a local keyboard, add console=ttyd

boot : TPDnoraid console=tty® diskconf ig=HWRAID,force

Note: If a direct connection to the serial console is being used for this step instead of the
remote iLO console it is not necessary to include “console=tty0”

After the command has been entered hit the carriage return and you will see something like
the following screen indicating that OS is installing

hoot : TPDnoraid diskconf ig=HWRAID,force console=tty@

Note: If the server was previously configured with another non-Policy Solution Application
it may be necessary to clean up Logical Disc partitions created by this Application.

To perform that, use the following TPD command with scrub option at the boot prompt:
boot: TPDnoraid scrub console=tty0 diskconfig=HWRAID,force
This may take up 4 hours, depending on the disk configuration.

The TPD installation takes 20-40 minutes to complete, starting with some checks then
installation starts:

Installation Starting

Starting installation process

19

Then you will be able to monitor the packages installation progress:
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Package Installation

Packages completed: 524 of 681

Inztalling

selinux-pol icy-targeted-3.7.19-268.8.1.e16_6 3prere17.8.2.8.68_86.
26.8.moarch (3 HBD

SELimmx targeted base policy

Then post installation scripts kick off:

Post-Installation

Running post-installation scripts

After IPM the process is completed, you are prompted to press Enter to reboot the server.
Disconnect the media used to finish installing the OS . Otherwise the server may again boot to
the bootable media. If the iLO method was used to select Next Boot device: <CDROM> the
server will not boot to the mounted media on the next reboot.

| Complete |
Congratulations, your Oracle Linux Server installation iz complete.
Pleaze reboot to use the installed system. Hote that updates may

be awvailable to ensure the proper functioning of your system and
installation of these uwpdates iz recommended after the reboot.

Using the iLOM’s remote console, Add “Storage Devices” form, unmount the image from the
ILOM remote console. Then highlighting the remote console dialog window press Enter to
reboot the server as per the following steps. .

In the case a bootable USB device was used, remove the USB device

To unmount the ISO image file select the file and click on “Disconnect if the file was previously
“connected”
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[% storage Devices

Path Device Type

Ix

| SSL Enabled

Slease, safely remove your storage device(s) that¥ou are sharing with your server before disconnecting storage

3lease remove and reinsert your writable media aftalgjou have disconnected your storage.

Disconnect

OK

Then press Enter to boot the server from TPD and finish up the installation. The installed OS

can be seen booting up
.~ Oracle(R) Integrated Lights Out Manager Remote System Ct =10]x]
KVMS Preferences Help

Mouse Sync| ‘ LCtl| |LWin| LA |RAIt| RWin |RCtl| | |Context||[Lock]| |Ct-Alt-Del =(y - LQ

Press any key to enter the menu

Booting TPD (2.6.32-584.16.2.elbprerel?.0.2.0.0_86.26.0.x86_64)
Press any key to continue.
Press any key to continue.

Press any key to continue.
Press any key to continue.
Press any key to continue.
Press any key to continue.
Press any key to continue.

4. Console: Login prompt

Once the server reboots, the login prompt is displayed. Login into the server with admusr.

Note: The server will reboot itself more than once during the TPD installation process.
i pToT

KVMS Preferences Help
Mouse Sync | L Ctl| |L Win| (L Alt| (R Alt| R Win| (R Ctl | Context| |[Lock]| Ctl-Alt-Del ‘=“(y L,g

[Jracle Linux Server release 6.6
ernel 2.6.32-5684.16.2 .elbprerel?.0.2.0.8_86.26.8.x86_b64 on an xB6_b4

hostnamee?I1f bcbB4f3 login:

If no login prompt is displayed after waiting 15 minutes, contact Oracle Customer Support for
assistance.

5. Console: Run syscheck

From the CLI prompt, run the “sudo syscheck” command. This checks the health of each of
the major subcomponents of the system, and displays an “OK” if all passed, or a descriptive
error of the problem if anything failed. The following shows a successful run of syscheck,
where all subsystems pass, indicating the post-install process is complete.
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hostnamee?91f bcoB4E3 login: admusr
Password :
admusrBhostnamee?91fbchB4f3 ~15
admusrBhostnamee?91fbchB4f3 ~15 sudo syscheck
funning modules in class disk...

0K

Punning modules in class hardware. ..
114

Running modules in class net...

OK

Punning modules in class proc...
114

funning modules in class system...
0K

Punning modules in class upgrade. ..
DK
0G LOCATION: ~var/TKLC/log-syscheck-sfail_log
admusr@hostnamee?91fbcoB4fd ~15 _
If any of the modules return an error, do not continue; contact Oracle Customer Support and
report the error condition.

6. Console: Verify Install

I:' success

Verify that IPM completed successfully by checking the install logs for errors and displaying the
install TPD platform version. . To do this, log in as admusr and then run the following
commands:

S sudo verifylPM (--force if needed)

S sudo echo $? (should return 0 errors)

$ sudo getPlatRev (should return the current TPD version installed)

Mouse Sync | L Ctl] [L Win| |L Alt| |R Alt| |R Win| |R Ctl | Context| |[Lock

[admusrfhostnamee?I1fbcbB4f3 ~ 15 sudo verifylPM
[admusrBhostnamee?91f becbB4f3 ~15 sudo echo §7

[admusrBhostnamee?91f becbB4f3 ~15 sudo getPlatRevw
.A.2.8.8-B6.28.8
[admusrBhostnamee?91f behB4F3 ~15

Previous screen shot shows no errors returned which indicates the TPD installation process is
successfully completed. If errors are found, contact Oracle Customer Support.

You have now completed this procedure.
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Procedure 24: RMS Application Software Installation

STE P | This procedure will install the Application Software.

#

Needed material:

- Application software ISO image files (cmp, mpe, and optionally mra)
- See Section 3.3 “Required Materials” and Section 3.4 “Acquiring Software” for details on the required versions

Check off (‘/) each step as it is completed. Boxes have been provided for this purpose under each step number

Note: Two methods for installing the Policy Application are presented here. The 1% is to use a USB drive inserted locally
into the server. This is the preferred method. The 2" is to use the virtual mount capability of the iLO remote console over
a network. This method is dependent on having a good network connection from the workstation where the I1SO is located
to the target server iLO. The browser used to attach the ISO and launch the server iLO remote console should be co-
located with the ISO file repository. Additionally any method that places the Policy Application I1SO image file in the
/var/TKLC/upgrade directory of the target server is acceptable..

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

=

Make the Policy
I:I Application 1SO
images available

for installation

Copy the Policy Application ISO image file (CMP,MPE or MRA)onto a USB drive and insert the USB
drive locally into the server.

Connect to the server Console or Remote Console:
- using a VGA Display and USB Keyboard, or
- using the Server iLO port and iLO Web Interface (to access Remote Console)

Proceed to step #2 of this procedure

Or

Login to iLOM web interface and Navigate to “System Information” = “Summary” then launch the
remote console:

Note: This will launch the “video redirection” console which is preferred to perform these
procedures

ORACLE’ Integrated Lights Out Manager v3.2.4.52

NAVIGATION Summary Information

Viewr system summary information. You may also change povier state and view system status and fault information. More defais

General Information
System Type Rack Mount

ORACLE SERVER X5-2

Q10544

33384030+4+1

1516111008

ol 32452
Primary Operating System Oracle Linux Server release 6.6
Host Primary MAG Address 00:10:€0.76:01:2¢

1LOM Address 10.250.35.171

ILOM MAG Address Unknown

The iLOM remote system console will launch. If no OS has been previously installed something
similar to the following will be presented:
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cle ) [u]|

Preferences Help

O
|x

M

Mouse Sync | L Ctl| L Win| L Alt| (R Alt| (R Win| RCtl Context| [Lock]| |Ctl-Alt-Del =(y

Oracle Linux Server release 6.6
Kernel 2.6.32-584.16.2.el6prerel?.B.2.8.8_86.26.8.x86_64 on an x86_64

hostnameaab4eBbd4aB5 login: _

From “KVMS”, click “Storage”:

= Dracle(R) Integrated Lights Dut Hanager Remote System Console P =10] x|
KVMS | Proferences Holp

Storage...

Relinquish Full Control

Exit

In the Storage devices form that opens up, click on the “Add” button.

X

Path Device Type

] SSL Enabled

And browse to ISO image file that will be mounted and click on “Select”.

Note: For Policy applications istallation make sure to choose the correct I1SO version
(CMP/MPE/MRA) for the target server.

Eﬁ: Add Storage Device 5I

Look In: |3 12.1 Policy Configuration Management ...| v | |&1| [T | || |BE| 8=

|} emp-12.1.0.0.0_35.1.0-x86_64.iso |

D PointerDoc-ProductionVersionCGBUTKLC-032514.pdf
[} README.txt

[y v77937-01.2ip

File Name: cmp-12.1.0.0.0_35.1.0-x86_64.is0

Files of Type: |All Files -

Select Cancel
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The Storage Devices form will now display the selcted ISO image file. Highlight the file and the
Connect option will now be available at the bottom of the form. Click on <Connect>. And then
Confirm <OK>.
| pah

D:12.1 Software Delivery Cloud7....1SO Image

e

Ix

Device Type

SSL Enabled

Casa | [ comont 1] [ somore

The Storage Devices will indicate that the ISO image has successfully mounted/connected.

Leave this window open.

x
Patn I Device Type
[¥] SSL Enabled
==

2. Console: run platcfg
I:' and validate the
media

Return to the CLI prompt and Login as admusr if not already logged in.
Start the Platcfg utility by issuing the following command:
#sudo su - platcfg

From within the platcfg utility, navigate to Maintenance > Upgrade > Validate Media:
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Then choose the ISO image and hit enter:

Note: Depending on the method used, the platcfg utility will search for any mounted ISOs and if
successful will display the Policy Management Application I1SO image file to install

Choose Upgrade Fedia Menu

- 1£.1.8.8.8_35

I Choose Upgrade Media Menu I

Make sure at the end of the validation process, the result is indicating “Media is Valid”:

Ualidating media

\iztatatatataiziz iz iR iz iR IR IR iR I3 12 2 MR S S R R R R R R R R R R R SRR R P e e e 7 1
\iztztatatatzizizizi2 iR iR IR IR i2 I3 IR 2 MR A S R R R R R R R R R R SRR R P e e 7 1
\iztztatztatziziz iz iR iz iR IR IR IR I3 12 2 A A R R S R R R R R S R R R R SRR R R R P e e e e 7 1
HEtatatatata oI 2121213131212 81 3121 2 e R R R R R R R R B e e 3 1 3
L R B D e 313 1
L B e e 3131
R R B B R B e 3131
R B B e 3131
L B B B e e 3131
L R B i 313 1
\iztztztztztzizizizi2 IR IR 121212121212 AR A R R R R R R R R S R R R R R R R B e e e e e 7 1
\iztztztztatziziz iz iR IR IR 121212121212 AR R R R R R R R R R R R R R R R R R B e e e e e 7 1
\iztztztztatzizizizi2 IR IR IR 1212121212 AR R R R R R R R R R R R R BB R R B e e e e 7 1
\iztztztatatzizi2 iz iR IR IR 121212121212 AR R R R R R R R R R R R R R R R R R B e e e 7 1
\iziziztztztzizizizizi2 IR IR IR IR IR IR IR I MR AR B 222 22 2

U ite Utility 3.1,
i

TO RETURN TO THE FLATCFG MEHNL

3. Console: Select ISO
I:I to install, and
confirm

Application install
may take 20
Minutes — if
installing with a
virtual mount, it will
take a little longer

From within the platcfg utility, navigate to Maintenance > Upgrade > Initiate Upgrade;

Select the I1SO image from the Media Menu, and hit ENTER .

12.1.4.8.8_35

Note: The server will reboot twice during the installation process, do not remove the media at
this time.
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4. Console: Verify

I:I Policy install version

After the application has completed installation log back in to the command line as admusr and
confirm the installed TPD platform version and the Policy Management application version.

#appRev

BB

Verify:
e  TPDrevision installed

®  Policy Management application installed and its revision

5. Console: Verify

I:I Install success

# tail /var/TKLC/log/upgrade/upgrade.log

Make sure the upgrade was successful.
In case UPGRADE STATUS was not successful, then inspect following log files for more details:
o  /var/TKLC/log/upgrade/upgrade.log

e  /var/TKLC/log/upgrade/ugwrap.log

Remove Media

Once the login prompt is displayed, installation is complete. Remove the USB device or virtually
mounted so image file from the server.
If the installation was done by virtual media mount, disconnect the ISO file.

Policy Solution

I:I.ﬂ I:I.m

This procedure needs to be followed for each Policy Management application component

servers (cmp/mpe/mra) on each of the Policy Management Solution servers.
You have now completed this procedure.
Proceed to Section 7: Configure Policy Application Servers
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7. CONFIGURE POLICY APPLICATION SERVERS

The following procedures configure the Policy Management Application and establish the network
relationships, to a level that would allow a basic test call though the system.

The following procedures are common to c-Class and RMS environments, except for small differences
noted within the procedures.

For the greater detail please refer the following documents as found in the reference section of
this document.

[9] E62450 - Configuration Management Platform Wireless User's Guide Release 12.1.x
[10] E62447 - Platform Configuration User's Guide Release 12.1.x

7.1 CONFIGURE NETWORK TOPOLOGY
Procedure 25: Perform Initial Configuration of Policy Servers Platcfg

Procedure 25: Perform Initial Configuration of the Policy Servers Platcfg

STEP | This procedure will configure the OAM Network Address of the server, and related networking.
#
Needed material:

- IP Addresses from the Network IP Planning document (or other customer provided document)
Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

1. Login to server as Access the iLO GUI, and open a Remote Console session then login as root
I:I root via Console Note: iLO procedures can be found in section 8.1 iLO (ILOM) Procedures
2. Verify the type of Login as root, via Console.
I:I server logged in to

# getPolicyRev —p

Output will be either mra, mpe, or cmp

Verify Policy Mode in | Run platcfg tool: From the main menu navigate to Policy Configuration -> Set Policy Mode
platcfg

I:Is»

#su - platcfg

Validate that default Policy mode “Wireless” is the one selected as shown below:

Select Policy Hode

Hit “Cancel” to exit the Policy mode settings screen.

Note: Policy Management 12.1.x.x only supports “Wireless Mode.
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4. Perform Initial

I:' Configuration

From the main menu navigate to Policy Configuration -> Perform Initial Configuration to
start performing the initial configuration of the server:

T
Clastar Conf | tlam Rowmces |
Uerify Initisl Cosl iguration
Verify Server Status

Note: HP RMS Hardware presents the following screen (No vlans need to be configured)

The configuration in this snapshot is only an example. Actual configuration should be in
accordance with network design requirments. See the table below for additional detail on
the configurable fields.

I Initial Configuration I

HostName :

OBM Real IPv4 Address:

OBM TPv4 Default Route:
OBM Real IPve Address:

OBM TPve Default Route:
NTP Servers:

DNS Server A:

DNS Server B:

DNS Search:

OBM Device:

Note: C-class server blades and Oracle X5-2 RMS Hardware present the following screen
(Vlans need to be configured according to network design requirements)

] Initial Configuration |

HostName:

OAM Real IPFv4 Address:

OBM IPv4 Default Route:
CBM Real IPvE Address:

OBM IPve Default Route:
NTP Servers:

DNS Server A:

DNS Server B:

DNS Search:

OBM Device:

CAM VILAN:

SIGA VLAN:

SIGE VLAN:
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Enter the configuration values and then select OK, where:

¢ HostName--The unique name of the host for the device being configured.

e OAM Real IP Address--The IP address that is permanently assigned to this device.

¢ OAM Real IPv4 Address--The IPv4 address that is permanently assigned to this device.

¢ OAM Default Route--The default route of the OAM network.

¢ OAM IPv4 Default Route--The IPv4 default route of the OAM network.

¢ OAM Real IPv6 Address--The IPv6 address that is permanently assigned to this device.

¢ OAM IPv6 Default Route--The IPv6 default route of the OAM network.

o NTP Server (required)--A reachable NTP server on the OAM network.

* DNS Server A (optional)--A reachable DNS server on the OAM network.

* DNS Server B (optional)--A second reachable DNS server on the OAM network.

* DNS Search--A directive to a DNS resolver (client) to append the specified domain name
(suffix)before sending out a DNS query.

¢ OAM Device--The bond interface of the OAM device. Note that the default value should
be used, as changing this value is not supported.

¢ OAMVLAN--The OAM network VLAN Id (only applies to c-Class servers or Oracle X5-2 RMS;
field does not display otherwise).

* SIG A VLAN --The Signaling-A network VLAN Id (only applies to c-Class servers or Oracle
X5-2 RMS; field does not display otherwise).

¢ SIG B VLAN --The Signaling-B network VLAN Id (only applies to c-Class servers or Oracle X5-
2 RMS; field does not display otherwise).

Note: All of the fields listed above are required, except for fields DNS Server and DNS Search,
which are optional but recommended

Note: Every network service and IP flow that is supported by IPv4 is now supported by IPv6.
Either interface or a combination of the two can be configured.

When finished completing the form , select OK to save and apply the configuration. At this
point the screen pauses for approximately a minute. This is normal behavior.

Confirmation message displays, select YES to save and apply the configurations.

Save and apply these configuration settings?

Save and apply these configuration sectings?

=

The platcfg form will process the configuration of the server, and then it will return to the platcfg
menu.
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6. Verify Config

From the main menu navigate to Policy Configuration -> VerifyInitial Configuration from
within the platcfg utility.

Policy Configuration Menu

Set Policy Mode

Perform Initial Configuration
Restart Application

Cluster Configuration Remowval
Uerify Server Status

S8L Key Conf iguration
Ethernet Interface Parameter Settings
Save Platform Debug Logs
Cluster File Sync

Routing Config

Firewall

DSCP Cownf ig

Backup and Restore

Exit

A display similar to the following is shown.

Index Table of Contents
Date/Time: 11/03/2015 10:51:49
|Hardware Type: ORACLESERVERXS5-2
|[BKUBDevice="bond2"
DNSSearch=""
DNSServerZ=""
DNSServerB=""
DefaultGw="10.240.220.225"
DefaultIpveGw=""
Device="bond0"
[HostName="x52cmp-la"
LayoutProfile="common"
[NtpServIpAddr="10.250.78.247"
|CAMDevice="bond0"
|CAMVLAN="3"
EMACDevice="bond0"
SIGADevice="bondl"
SIGAVLAN="5"
SIGBDevice="bondl"
SIGEVLAN="6"
ServIpAddr="10.240.220.229/27"

ServIpveAddr=""
INTP Status:

remote refid st © when poll reach delay offset jitter
+10.250.78.247  192.5.41.209 2 u 208 102¢ 377 0.206 0.618  0.651

Note: The NTP status may not have updated. This is normal behavior. You may need to hit
<enter> on the Forward button to view the NTP status.
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7. Verify Server Status Exit from this screen and select Verify Server Status:

Policy Configuration Menu

Set Policy Mode

Perform Initial Configuration
Restart Application

Cluster Configuration Remouval
Uerify Initial Configuration
35L Key Conf iguration
Ethernet Interface Parameter Settings
Save Platform Debug Logs
Cluster File Sync

Routing Config

Firewall

DSCFP Conf ig

Backup and Restore

Exit

The server should be in a running state. For example:

apyright (L) ZHH3, JH15, Uracle andsor its attiliates. All rights reserved.
nztname: Sitel-CHP

Index Table of Contents
Folicy Process Hanagement Status: RBunming
Gerver Role: Unknown

Press “Exit” repeatedly until completely exiting the platcfg utility. You will be returned back to
Linux prompt screen

8. Ping the OAM From the Linux command prompt ping the OAM gateway (default Gateway from the initial
I:I default gateway to config procedure) to make sure the gateway is reachable.

verify server is

available on the
network

If the gateway is reachable it should be possible to SSH to the server IP and login as admusr

In case you cannot SSH to the configured server or cannot reach the OAM gateway, review the
initial configurations and review the network setup to ensure there are no connectivity issues.

Execute ip -4 addr (IPv4) orip -6 addr (IPv6) to confirm the IP addresses configured during the
initialization are present.
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9. Verify NTP
connectivity

NOTE: Server sync to Network Time Protocol (NTP) is very important to the later steps in this
install.

To sync and verify NTP server connectivity, perform these steps:

# ntpq -pn

The “*” sign besides the NTP server Ip indicates the NTP server is in sync.

In case the sign is not there, you may try manually to sync with NTP server through the
following steps:

# service ntpd stop
# ntpdate <ntpserver address>

Bad response: 26 Jun 16:47:25 ntpdate[16364]: no server suitable for synchronization found
Good response:

# service ntpd start

If ntpdate has a bad response, follow up to get the needed networking, firewalls and
permissions to solve this connectivity issue with the NTP server.

NOTE: ‘ntpdate’ is an emergency utility; use only when you see significant time difference
between system and the actual time.

10. Repeat on additional

Repeat this procedure on all Policy components’ servers that are planned for service.

I:I servers If solution is geo-redundant, this procedure need to be performed on sitel and site2 Policy
servers
Bain Menu
Ferform Initial Configucation
Maintenance Restart Application
e g
Server Configuracion Verify Initial Configuration
Necworx Configuracion Verify Server Status
e oo e e
HerBackup Coniguracion Save Platform Debug Logs
. Gl Tiie s
ST
==
Backup mnd Restoce
You have now completed this procedure
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This procedure will perform initial configuration of the CMP GUI on a newly installed environment.

IMPORTANT:

In a deployment that will have Geo-Site CMP servers (requires a secondary Site2-CMP cluster) , the Geo-site CMP servers do not
get configured with this procedure. Instead, the Active (Sitel) CMPs are configured with this procedure, and are designated as
“CMP Site 1”. The other pair of CMPs will be added to the network Topology from the CMP Site 1 GUI . The CMP Site 1 cluster
will push the configuration to the Geo-Site (site2 cluster) CMPs at a later step in these procedures.

Procedure 26: Perform Initial Configuration of the Policy Servers CMP GUI

STEP
#

This procedure will configure the CMP at the Active site (CMP Site 1).
Pre-requisite:

- Network access to the CMP OAM REAL IP address, to bring up a web Browser GUI (http)
Check off (‘/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE..

I:I!‘

Open CMP GUI Open CMP GUI for the first time by opening the CMP OAM IP address in a supported
browser:
http://<CMP_REAL_OAM_IP>

Note: The initial GUI configuration can be performed on either CMP that will be located at
Sitel. If this is not geo-redundant solution there will be no Site 2 location

Set CMP Mode in 1% Once connected to the CMP GUI for the 1% time the , the user will be prompted to select the
selected CMP “modes” for the system, which define what functionality will be configurable from the CMP
GUIL. The mode selection depends on the customer deployment.

Select the check boxes as needed, and OK. The following page provides a sample selection.
ORACLE’

Policy Management Initial Configuration Screen

oK

[Note: modes can be changed at a later time if needed, but the method to access to this
mode selection is not documented.] Contact Oracle Support if Mode selection is required to
be changed after the initial configuration.
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3.

Set CMP Mode in 1%
selected CMP

Below is an example of a configuration that will provide basic functionality for a Policy
12.1.x wireless solution. The wireless mode of operation will have already been confirmed in
earlier procedures. [Checkboxes are for example only). In most cases, the Geo-Redundant
MPE/MRA option will not be needed.]

For the greater detail please refer to “The Mode Settings Page” in the following
document (as found in the reference section of this document).

[9] [E62450 - Configuration Management Platform Wireless User's Guide Release 12.1.x

Mode

Manage Policy Servers
Manage MA Servers

Manage Policies

Manage MRAs

Manage BoDs

Manage SPR Subscriber Data
Manage Geo-Redundant MPE/MRA/BoD
Manager is HA (clustered)
Manage Analytic Data
Manage Direct Link

Manager is NW-CMP
Manager is 5-CMP

Notes:

Note:

Mode Settings

Cable
PCMM
DQOS
Diameter AF
Wireless
Diameter 3GPP
Diameter 3GPP2
PCC Extensions
Quotas Gx
Quotas Gy
LI
SCE-Gx
Gx-Lite
Cisco Gx
DSR
SMS
SMPP
XML
SPR
Subscriber Profiles
Quota
Wireline
SpC
RADIUS
BoD
PCMM
Diameter
RDR

oogd

Oo”OOoOoooos

000 oooon dE

OodrRORNOEEORM

Diameter 3GPP, 3GPP2 and GxLite enable the functionality required to support
these protocols in a Policy Management Solution

Llis used if the MPE installation used the LI (Lawful Intercept ) version of the mpe
ISO image. To use this option the LI version of the MPE ISO image must have been
installed on the MPEs in the Policy Management Solution

Manage Policy Servers & Manage Policies are basic functions of the Policy
Management Solution

Manage MRA:s is only needed if MRAs, which are optional, are planned in the
deployment

Manager is HA (clustered) provides High Availability functionality for a clustered
pair of servers and is typically used in customer deployments.

The mode selections on this form depend on the customer deployment and should conform
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with the engineering team responsible for the planned Policy Management Solution
deployment.

Note: Manager is NW CMP & Manager is S-CMP are specific to a “Tiered CMP System”
deployment. For the procedure to deploy a Tiered CMP System see
Tiered CMP SYSTEM

4. Login to CMP GUI

After finishing the policy mode selection and pressing “OK”, login screen below would be
displayed:

ORACLE’

Welcome to the Configuration Management Platform (CMP). Please enter your user
name and password below to access the CMP deskiop. Ifyou do not have an existing
username of password, or ifyou have misplaced either, please contactthe system
administrator.

If the Installation has an Aggregation switch, then a laptop can be configured to use a port
on the Aggregation switch to access the CMP GUI.

If an Aggregation switch is not available, a surrogate Aggregation switch (temporary) may be
needed during installation.

5. Set admin password

Initial, default login is admin/policies
After login, the system will prompt the user to change the admin password.

m =T 'mB = Oracle Communications Policy Management

Favuward [ xpred

Thea passmard Tor this scooant bes axpired sl ot bs changed.

Unerraree wdrin
Caarrani Faswword [ramtanen
Mewr Paayeord

Canlirm #eosond

Shargs Fearsosd Lk

Enter the default old password then the new password twice and hit “Change Password”
button.

6. Verify that the CMP GUI is
|:| R LRI L R RPN Y= =dl Oracle Communications Policy Management
menus.
3 Policy Servers
MY FAVDR]TES; mu AL
PDLICYSERVER
You have completed this procedure
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This procedure will perform initial configuration of the CMP GUI, CMP Site 1 cluster

Procedure 27: CMP Sitel Cluster Topology Configuration

STEP
#

This procedure will perform configure the CMP at the Active site (CMP Site 1)

For additional detail please refer to the following (as per the reference section in this document).

[10] E62450 - Configuration Management Platform Wireless User's Guide Release 12.1.x

Note: The recommended sequence of creating the Policy Management topology is as follows:

1. Configure the primary CMP cluster — You start to build a topology by logging in to the active CMP server at the primary
site. Configure the CMP cluster settings. The settings are replicated (pushed) to the standby CMP server. Together, the two
servers form a primary, or Site 1, CMP cluster. This will be the primary CMP site for the whole topology network. The
primary site cannot be deleted from the topology.

2. Configure the secondary CMP cluster (optional) — Use the primary CMP cluster to configure a secondary, or Site 2, CMP
cluster. A secondary CMP cluster can provide geo-redundancy.

3. Configure MPE and MRA clusters — Enter MPE and MRA cluster settings on the active CMP server on the primary site.
4. For geo-redundancy (optional), configure additional sites for MPE and MRA clusters.

IMPORTANT:

In a deployment that has Geo-Site CMP servers, these Geo-site CMP servers DO NOT get configured with this procedure.
Instead, the Active site CMPs are configured with this procedure, and are designated as “CMP Site 1”. The other pair of
CMPs will be added to the network Topology from the CMP Site 1 GUI. The CMP Site 1 cluster will push the configuration
to the Geo-Site CMPs at a later step in these procedures.

Pre-requisite:

- Network access to the CMP OAM IP address, to bring up a web Browser GUI (http)
Check off (‘/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

=

View Topology Settings Select: Menu -> Platform Settings -> Topology Settings ->all clusters
The initial form will open, and display a message that initial configuration detected and CMP
Site 1 Cluster should be added.

05/15/14 10:47 AM | admin | Logout

[@rJYal=ll Oracle Communications Policy Management B

Initial Configuration Detected. Please add CMP Site 1 Cluster.

MY FAVORITES
*/POLICY SERVER
*/POLICY MANAGEMENT
+/NETWORK Cluster Settings

Cluster Configuration
Add GNP Site1 Cluster

“IMRA [ Name [ Appl Type 0AM VIP Server-A Server-B Operation
+/SYSTEM WIDE REPORTS
~|PLATFORM SETTING

Platform Confi

Topology Settings

SNMP Settings
+/UPGRADE MANAGER
+/SYSTEM ADMINISTRATION
+HELP
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2. Add CMP Site 1 Cluster —

I:I Server A

Select the button to Add CMP Site 1 Cluster.
The Topology Configuration form is displayed.

In this form, the CMP cluster can be given a name, and certain characteristics of the cluster
are defined.

This form will define a VIP address to be assigned to the active server in the cluster.

Note: The HW-Type will determine the determine whether Vlans are required. For c-Class and
Netra options Vlans are used. The VLANs will have been designated during the Initial
Configuration done with placfg. They should be used here as well.

e  RMS Hardware-Type does not require Vlans.
e VM Hardware-Type is for Virtualized Solutions and is covered in the 12.1.x Virtual
Install Guide and are not referenced here.

This is an example of the form for a NETRA HW Type for Oracle and Netra x5-2 Servers
(Requires Vlans)

[ Shared
—| ElCluster Settings

General

Network Configuration
General Network
VLAN ID
(OAM E]
SIG-A 5
SIG-B 6

Settings
Name

Appl Type
HW Type
OAM VIP
Signaling VIPs

CMP Sitel Cluster

CMP Sitel Cluster

NETRA

<OAM VIP1><10.240.220.228/27>

—| & Server-A
General
Settings
P <IP1><10.240.220.229>
IP Preference  1Pv4
HostName x52cmp-1a
Forced Standby No
Status standby

—| Elserver-B
General
Settings

P <IP1><10.240.220.230>
IP Preference  IPv4

HostMName *52cmp-1b

Forced Standby No

Status active

This is an example of the form for an RMS HW Type (does not need Vlans)

v Confiquration

Lencral
srttings
Hame

#ppl Tsps
HW Tspe (TT |

Gettings b

AN YIP O WISt D340 SR 1 2T
L

wdd s VIR
Sigraling VIPY

1=l

{ Esarvar-a

[P R P TRy

Ganaral Saings

«lPis o, AL 259, 2060

P !
Aedd Has [P

IP Frefarsncs F pei T paw

Hedlhaime SRE1CHIA

Foreed Stendby [T

Larn Carcal
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This is an example of the form for C-Class HW-Type (Requires Vlans)

Topology Configuration

S Tapsisgy Settings
) A% Sites

2w General

Settings

Metwork Configuration

Agel Tyoe
W Type

<OAM VIPL 410,240,239, 16/265
DAM VIR

Complete the form for Cluster Settings and Server-A. The information below should be
reviewed to determine the appropriate selections

— Select the right type hardware

HW Type — Select the type of hardware:

¢ C-Class (default)

¢ C-Class(Segregated Traffic) (for a configuration where Signaling and other networks are
separated onto physically separate equipment)

* NETRA (for a Netra server)

* RMS (for a rack-mounted server)

® VM (for a virtual machine)

— Complete Network Configuration Vlan IDs per network design if applicable.

Network VLAN IDs (appears if you selected C-Class, C-Class(Segregated Traffic), or NETRA)
Enter the Operation, Administration, and Management (OAM), SIG-A, and (optionally)

SIG-B virtual LAN (VLAN) IDs, in the range 1-4095. The defaults are 3 for the OAM Virtual IP
(VIP) and server IP, 5 for the SIG-A VIP, and 6 for the SIG-B VIP.

Note: If vlan IDs were designated in the initial config using platcgf they can be reused here to
match the initial configuration

— Complete the OAM VIP

OAM VIP (required) — The OAM VIP is the IP address the CMP uses to communicate with a
Policy Management cluster. Enter up to two OAM VIP addresses (one IPv4 and one IPv6) and
their masks. Enter the address in the standard dot format and the subnet mask in CIDR
notation from 0-32 (IPv4), or standard 8-part colon-separated hexadecimal string format and
the subnet mask in CIDR notation from 0-128 (IPv6).

— Complete Signaling VIP if applicable

Signaling VIP 1 through Signaling VIP 4 (optional) — Enter up to four IPv4 or IPv6 addresses
and masks of the signaling virtual IP (VIP) addresses; for each, select None, SIG-A, or SIG-B
to indicate whether the cluster will use an external signaling network. You must enter a
Signaling VIP value if you specify either SIG-A or SIG-B. If you enter an IPv4 address, use the
standard dot format, and enter the subnet mask in CIDR notation from 0-32. If you enter an
IPv6 address, use the standard 8-part colon-separated hexadecimal string format, and enter
the subnet mask in CIDR notation from 0-128.

Note: predefined for the first Site 1 CMP Cluster configuration, no input necessary
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—Complete Server-A IP

The IP address of the server. Up to two IP addresses can be entered (one IPv4

and one IPv6). Use the standard dot-formatted IP address string for an IPv4 address, and the
standard 8-part colon-separated hexadecimal string format for an IPv6 address

Server-A Hostname — hostname for the first server (predefined, no input)

—Checkbox for IP Preference

Specify the preferred IP version, either IPv4 or IPV6. If IPv6 is selected, the

server will prefer to use the IPv6 address for communication. If neither an IPv6 OAM IP nor a
static IP address is defined, the IPv6 radio button cannot be selected here. Similarly, If neither
an IPv4 OAM IP nor a static IP address is defined, the IPv4 radio button isn't accessible

—Complete HostName

The name of the server. This must exactly match the host name

provisioned for this server (that is, the output of the Linux command uname —n)

Note: If the server has a configured server IP address, highlight or select the ip address and
then you can click Load to retrieve the remote server host name. If retrieval fails, you must
enter the host name. This is the preferred method of datafilling the hostname to avoid errors.
If the target server IP address is unreachable the host name will not be fetched and network
connectivity should be checked

When done, save the form and select OK .

If the configuration contains Vlan IDs you will be prompted to confirm the Vlan IDs.

VLAN Confirmation

The VLAN IDs on the page must match the VLAN IDs configured on the server.
: A mismatch will cause HA to fail. Please confirm that the VLAN IDs are correct
== before saving.

|site |oam |s1G-A |siG-B |
|Primary 73 75 |76 |

Then the following confirmation prompt appears. Click <OK>

fctive Server will restart and you will be logged out.

oK Cancel

At this point you will be logged out of CMP GUI as OAM VIP should be used from this point
and on.

3. Login using the CMP

I:I cluster VIP.

After the Topology Configuration is saved, the CMP VIP address will be taken by the Active
CMP server of the cluster. This may take a minute.

Login to the CMP GUI using the VIP address, then navigate to Platform Settings -> Topology
Settings -> all clusters -> CMP Sitel Cluster
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Topology Configuration

&3 Topology Settings Madify Cluster Settings Modify Server-A Modify Server-8 | Back

=3 Al Clusters

[CRCHP Site1 Cluster

—| ElCluster Settings
General .
Settings Network Configuration
Name CMP Sited Cluster General Network———————
Apol Type CMP Site1 Cluster VLAN ID
HW Type NETRA 0aM
OAM VIP <OAM VIP1><10.240.220.228/27> SIG-A
Signaling VIPs SiG-8
= Server-A

General

Settings

P <IP1><10.240.220.229>

IP Preference  IPvd
HostName x52cmp-1a
Forced Standby No

Status
r EServer-B

Verify the configured CMP server is now in “Active” state

4 IF the CMP VIP is not

I:' available...

SSH to the CMP Real IP address of the CMP server to confirm the server role is “active” as
shown below

# ha.mystate

NOTE: “DbReplication_old” with role “O0S” is not an indication of a problem and can be
ignored.

It is still possible to login to the CMP server with its Real IP address, if needed, to verify that
the Topology Configuration was done correctly.

5 Modify CMP Site 1

I:I Cluster — add Server B

If second CMP server (for redundancy in an HA cluster) will be used, then Server-B needs to be
added to the CMP Site 1 Cluster. The next three steps do this.

Select: Menu -> Platform Settings -> Topology Settings
Select View for CMP Site 1 Cluster
Select Modify Server B

apalagy Configuration
{3 Topology Settings Modify Cluster Settings Modify Server-A Back

=13 Al Clusters
c

—| ECluster Settings

Seneral Network Configuration
Name CMP Sitel Cluster r General Network:

Appl Type CMP Sitel Cluster VLAN ID

HW Type NETRA oM 2

CAM VIP <OAM VIP1><10.240.220.228/27> SIG-A 5

Signaling VIPs SIG-B 6

= Server-A

General

Settings

b <IP1><10.240.220.229>
1P Preference  IPvd

HostName x52cmp-1a

Forced Standby No

Status active

[— SiServer-B

Enter:
=  Server-B P — OAM Real IP address for the second server.
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= Server-B Hostname — hostname for the second server. This hostname must exactly
match the hostname configured in platcfg (same as uname -n). Alternatively, you
may highlight the server IP then hit “Load” button for the system to automatically
look up the server name from initial configuration

Note: The “load” option should be used to correctly populate the Hostname. If the
server B IP address is reachable “load” will automatically pick up the correct hostname
from the target server.

Example of Sitel CMP Cluster Server B Topology Configuration
—[Ssorvers]
Delete Server-B
General Settings

=IP1= <10.240.220.230/=

IF
Add New IP | Edit Delete
IP Preference ® 1Pv4 O IPve
HostMame |x520mp-lb Lo_adl
Forced Standby O
Status standby

Select “save” then “OK” on the following confirmation message.

fctive Server will restart and you will be logged out.

The server status will be “out-of-service” for few minutes and that is expected until the cluster
forms:

—I =Herver BI

General

Settings

1P <IPLl==c 10,240,239, 204 -
IP Preference IFva

HostNarme Sitel-CHMP-B

Farced Standby Ves

Il ?rums aut-of- -:r*r'.'l'ﬂ

Note: Wait for any Alarms, such as the following, to clear.

31282 The HA manager (cmha) is impaired by a s/w fault
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6. Verify Server B is added

[]

Menu - Topology = CMP Site 1 Cluster

{3 Topology Settings

=3 All Clusters —| E'Cluster Settings

B Cre Site1 Clustes General

Settings

Name CMP Site1 Cluster
Appl Type CMP Sitet Cluster VLAN ID
HW Type NETRA 0AM

OAM VIP <OAM VIP1><10.240.220.228/27> SIG-A

Signaling VIPs SIG-8

—| El Server-A

Network Configuration
General Network

General
Settings

b <IP1><10.240.220.220>
1P Preference 1Py

HostName x52cmp-1a

Forced Standby No

Status active

—| Eservers |

Del er-B

General Settings

I<]P1> <10.240.220.230/>
bl

add New TP | Edit  Delete

1P Preference @ Pva O TPv6

x52cmp-1b Load
Forced Standby
Status standby

HostName

Verify status is:
e  Forced Standby = yes (automatically set upon entering CMP server-B information)
e  Status = standby (after refreshing the page)

(Wait a minute, if needed, for the status to become stable.)

7. GUI: Remove Force
Standby on Server B

Click Modify Server-B button and uncheck Force Standby, then click Save when finished and

“OK” to the following confirmation message:

—| EServer-B
Delete Server-B

General Settings

<IP1= <10.240.220.230/=

1P
Add New IP | Edit Delete

IP Preference ® 1Pve O IPVE

HostName [x52cmp-1b Load |
Forced Standby O
atus Standby

Verify status becomes:
e  Forced Standby = no
e  Status = Standby

—[Sseners]
General
Settings
P <IP1>10.240.220.230=
IP Preferance  IPv4

cmp-1b
Forced Standby Mo

Status standby
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8. GUI: Verify CMP cluster

[]

MY FAVORITES
POLICY SERVER
POLICY MANAGEMENT
SPR

SUBSCRIBER

SYSTEM ADMINISTRATION -> Reports

Manager Reports

Verify both CMP servers are present, with one “Active” and the other in “standby”
status and also the status of the cluster is “online”:

ORACLE ERYNEREEI I E B AEEREE]

CMP Sitel Cluster (P)

Mode: Active

Stats Reset: Manual

NETWORK Reset all Counters | Pause
MRA )
SYSTEM WIDE RepoRTs | Cster: Manager
PLATFORM SETTING Cluster Status
UPGRADE
GLOBAL CONFIGURATION | Blades
SYSTEM
ADMINISTRATION overall e —
System Settings State Blade Failures Uptime Disk  CPU Memory
oot pat 10.240.220.229 (Server-A) =P Active 1 1 hour 49 mins 27 secs 0.0% 1% 3%
Reports
10.240.220.230 (Server-B) Standby 2 27 mins 48 secs 0.0% 0% 2%
Trace Log

Audit Log

9. GUI: Verify CMP cluster

SYSTEM WIDE REPORTS —> Active Alarms

Verify that there are no active alarms on CMP(s).
Site1 CMP Cluster

ORACLE

Active Alarms (Stats Reset: Manual / Last Refresh:11/04/2015 15:42:08)

P v ][

| Y=V ||

[
i I | ——

£

SUBSCRIBER
NETWORK

Display results per page: [50 =]
[Eirst/prev]i[Next/Last] Total 1 pages

D Server Sever | severity | Alarm 1o Age/Auto Clear Description Time
SYSTEM WIDE REPORTS

Operation

10. GULI: Verify the server

Use the following Server-B real IP address and SSH to the just configured Server-B. Use the

I:' role ha.mystate command to verify that the server role is Stby as shown below:
# ha.mystate
NOTE: “"DbReplication_old” with role “O0S” is not an indication of a problem and can be
ignored

11. GUI: Configure LI If the Policy Management Solution will be using Lawful Intercept than the “mpe-li” 1SO will

Mediation Functions

have been used to install the MPEs and the “LI” mode will have been selected in the Initial
Configuration of the Policy Management Servers. If this is the case the LI Mediation Function
must be enabled on the CMP. If the Policy Management Solution is not using the “LI” function
there is no need to perfrom this procedure.

Note: In order to access the LI Mediation Function, you must log into the CMP GUI as user
“liadmin”.
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Log into the CMP as liadmin and navigate to Policy Server -> LI Mediation Function -> and click
on ‘Create LI-Mediation Function’
Outputs below are examples only.

LI-Mediation Function Administration

LI-Mediation Function: njbbxcppims1
Modify Delete

Configuration

Name njbbxcppims1
Description / Location NIEB ¥CPIO CALEA 76
Address 10.186.192.102

URL Absolute Path <None>

LI-Mediation Function Administration
LI-Mediation Function: txslxcppims1

Modify Delate

Configuration

Name txslxcppimsl
Description / Location TXSL XCPIO CALEA
Address 10.187.66.102

URL Absolute Path <None>

12. GUI: Add SNMP Servers

PLATFORM SETTING => SNMP Settings
Make the appropriate configuration for SNMP destination, version and community string and

then select save.

@)\« Oracle Communications Policy Manageme

SNMP Settings

MY FAVORITES SNMP Settings
POLICY SERVER

Managers Hostname/IP Address Port (Optional}
POLICY MANAGEMENT u B
anager —
SPR I
SUBSCRIBER Manager 2 [
NETWORK Manager 3 [
MRA Manager 4 [ | —
SYSTEM WIDE REPORTS
Manager 5 [ —
PLATFORM SETTING
Platform Configuration .
Setting Enabled Versions [gPv2c and SNMPVE[ v |
. [Traps Enabled =
Topology Settings
Traps from individual Servers O
SNMP Settings SNMPy2c Community Name [ermppubic
CreXoz SNMPy3 Engine ID
GLOBAL CONFIGURATION  snMpy2 Security Level [#uth Prv
SYSTEM SNMPV3 Authentication T IET=
ADMINISTRATION ) pe SHat
SNMPV3 Privacy Type =
HEE SNMPV3 Username (T=rE—
SNMPV3 Password | —

Cancel

NOTE: De-select the checkbox for “traps enabled” until ready to go live.

You have completed this procedure
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This procedure will configure the management relationships between the Active site CMP cluster and the
other servers (MPEs/MRASs), and their cluster assignments. After this, the status of the servers will be
available from the CMP GUI. The Geo-site CMP cluster is also configured in this way

It is allowed to perform a Topology Configuration for clusters at remote sites, even if those sites are not
fully networked or configured. The CMP will report Alarms in this case, and will continue to try to establish
the management services to the clusters until it is able to reach them. When the clusters become
available, the CMP will update status and the Alarms will clear.

Procedure 28: Topology Configuration of Additional Clusters

STEP
#

This procedure will configure the management relationships between the CMPs and the other servers (MPEs/MRAs), and
the cluster assignments. After this, the status of the servers will be available from the CMP GUI.

IMPORTANT:

Certain IP network services must be allowed between the CMP Site 1 cluster and the other clusters in the network, in
order for the full management relationships to be established. Incorrectly configured Firewalls in the network can cause
the Management relations to fail, and Alarms to be raised at the CMP.

Pre-requisite:

- Network access to the CMP OAM IP address, to bring up a web Browser GUI (http)

- The server software is installed on all servers in the target cluster

- The servers have been configured with network time protocol (NTP), domain name server (DNS), IP Routing, and
OAM IP addresses

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE

I:I!‘

Login to CMP Server From Browser, enter CMP Server VIP in Navigation string.

GUIs (using VIP) ORACLE

elcome to the Configuration Management Platform (CMP). Please enter your user
name and pass s the CMP ¢ p. If you do not have an existing
USer name or pass rif you have misplaced either, please contactthe system
administrator.
|
T —
Login as admin (or a user with admin privileges)
2. View Active Alarms It is recommended to View the Active Alarms in the system before performing Configuration
I:I work. Check Alarm information and determine if any Alarms present may affect configuration

activies.

11/05/15 02:59 PM | admin | Logou

View of Alarms from CMP GUI upper right banner
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Protocol Timer Profiles Display results per page: [50 =

[First/Prev]i[Nexi/Last] Total 1 pages

Roaming Profiles
Server

o Alarm 1D

Charging Servers Server Severity Age/Au

Time Periods

Serving Gateway/MCC-
MNC Mapping

Custom AVP Definitions
Custom Vendors

POLICY MANAGEMENT
SPR

SUBSCRIBER

NETWORK

MRA

SYSTEM WIDE REPORTS
KPI Dashboard
Subscriber Activity Log

Trending Reports

Alarms

fictive Alsrms

View of Alarms from System Wide Reports -> Active Alarms

IMPORTANT: In Policy 12.1.x, there is on-line help provided for Alarm descriptions.

In the Alarm views, click on the alarm Id to open the Alarm description help page.
Alternatively, from the Menu select On-Line Help, and select Troubleshooting Guide. Search
this for the Alarm Id.

3. View Topology Settings

PLATFORM SETTINGS -> Topology Settings
i Cluster Configuration
‘N Topology Settings
= Add CMP Sitel Cluste
(9] cmP Site1 Cluster

Add CMP Site2 Cluster Add MPE/MRA Cluster I

Cluster Settings

0AM VIP [
10.240.220.228/27 |

Server-£
10.240.220.

Appl Type
| CMP Site1 Cluster

Name [
CMP Sitel Cluster (P)

The Topology Settings screen allows for the selection of adding a CMP Site2 Cluster (used for
CMP Cluster Geo-Redundancy) or adding an MPE/MRA Cluster.

For a Geo-Redundant CMP Cluster select :
. Add CMP Site 2 Cluster

For a MPE or MRA cluster select:
e  Add MPE/MRA Cluster

Note: For a Geo-Redundant MRA/MPE cluster the option “Manage Geo-Redundant
MPE/MRA/BoD” will need to have been selected in the Initial Configuration of the Policy
Server

4. Add SITE 2 CMP Cluster-
Server-A

Adding a CMP Site2 CMP cluster is optional. If the Policy Management Solution design calls
for “Geo-Redundant” CMP clusters, the “Site 2 CMP Cluster” must be configured from CMP
Sitel Cluster GUI.

Select “Add CMP site2 cluster” and datafill the CMP Site2 Cluster form

Note: The fields that need to be datafilled in this form are the same as the CMP Sitel Cluster.
Review Procedure 27 step 2 if there are questions about the fields provided in the form.

The initial form will configure the Cluster OAM VIP and the Server-A Real IP address. To datafill
the hostname click on the <Load> button.

Note: CMPs are not typically configured with Signaling VIPs
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Topology Configuration

—| Elcluster Settings

General - .
Settings Network Configuration
Name CMP Site2 Cluster General Network
Appl Type CMP Site2 Cluster VLAN 1D
HW Type C-Class =l 0AM -

I siG-a |5
OAM VIP sics

Add New VIP | Edit  Delsts

Signaling VIPs

Add New VIP | Edit  Delete

Elserver-A
Delete Server-A

General Settings

1P |
Add New 1P| Edit | Dalst=

1P Preference © 1pva C 1Pve

HostName [

Forced Standby =

When completed save the form. The Geo —Redundant CMP Site2 Clsueter is now visible in the
Topology

Cluster Configuration
3 Topology Settings
=3
[8] cme site1 Cluster
[8] cmp site2 Cluster

Cluster Settings

Name | Appl Type [Site Preference|

OAM VIP [ Server-A | Server-B | Serverc | Operation
| CMP Site1 Cluster (P) |CMP Sitel Cluster]  N/A | 10.253.104.240/24 | 10.253.104.241 | 10.253.104.242 | N/A | View Demote
[ €MP Site2 Cluster (5) |CMP Site2 Cluster| N/A | 10.253.104.243/24 | 10.253.104.244 | 10.253.104.245 | N/A [ View Delete

5. Add SITE 2 CMP Cluster-
Server-B

CMP-Site2 Cluster will need Server-B added to complete the cluster configuration. From the
topology settings page click on CMP Site2 Cluster.

Click on Modify server-B.

A Topology Settings

=y All Clusters
[8] cmp sitex Cluster
[ERcr P Sitez Cluster

Configuration
Modify Cluster Settings Modify Servar-A Modify Server-B Back

—| ElCluster Settings

General

Settings

Name CMP Site2 Cluster

Appl Type CMP Site2 Cluster

HW Type RMS

OAM VIP «OAM VIP1><10.253.104.243/24>

Signaling VIPs

El Server-A

General

Settings

P <IP1=<10.253.104.244>
1P Preference  IPvé4

HostName SiteZ-nw-cmp-a

Forced Standby No

Status active

—{Fseera]

Datafill the form for Server-B accordingly and <Save>.
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Topology Configuration
3 Topology Settings Modify Cluster Ssttings || Modify Server-A || Modify ServarB | Back

=4 Al Clusters
[8] cme sitet Cluster

LIC!
D —| ElCluster Settings
General
Settings
Name CMP Site2 Cluster
Appl Type CMP Site2 Cluster
HW Type RMS
OAM VIP <OAM VIP1><10.253.104.243/24>

Signaling VIPs

—| El Sserver-A

General

Settings

P <IP1><10.253.104.244>
IP Preference  1Pv4

HostName Site2-nw-cmp-a

Forced Standby No

Status active

—| Elserver-B

General

Settings

1P <IP1><10.253.104.245>
IP Preference  IPv4

HostName Site2-nw-cmp-b

Forced Standby Yes

Status out-of-service

Note: Initally several alarms will be generated. Wait for all the alarms to clear - then refresh
the view of the toplogy screen to confirm that the CMP Site2 Cluster is now <standby>.

Topology Configuration
Modify Server-8 | Back

‘A Topology Settings Modify Cluster Sattings | Modify Server-a
=13 All Clusters
(8] cwp site1 Cluster

—| ECluster Settings

General
Settings
Name CMP Site2 Cluster
Appl Type CMP Site2 Cluster
HW Type RMS
CAM VIP <0AM VIP1> <10.253.104.243/24>
Signaling VIPs
—| = Server-a
General
Settings
P <IP1><10.253.104.244>
1P Preference  IPv4
HostName Site2-nw-cmp-a
Forced Standby No
Status active

—| EServe

General

Settings

1P <IP1><10.253.104.245>

1P Preference  1Pva

HostName Site2-nw-cmp-b

Forced Standby Yes . ————
Status standby

Return to topology configuration for the CMP Site2 Cluster and click on the < Modify Server-
B> again to uncheck the Forced Standby state of Server-B by unchecking the Forced Standby
box. <Save> the configuration

—[Gservers]
Delete Server-B |

General Settings

<IP1> <10.253.104.245/>

P
Add New IP I Edit | Delete
IP Preference @ pva © IPvE
HostMame ISite2-nw—:mp—b Load I
Forced Standby VF -
Status standby
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When the Geo-Redundat Site 1 and Site-2 clustersconfugration has been completed the CMP

Site-1 Cluster will be marked with a (P) for primary and the CMP Site-2 Cluster wiil be marked
with an (S) for secondary.

Cluster Configuration
23 Topology Settings

SE=WA Clusters Add CMP Sitel Clustes Add CMP Site2 Cluster
{8] cMp site1 Cluster

Cluster Settings
{8] cMp site2 Cluster

[ Name Appl Type | OAM VIP Server-A Server-B | o) i
|| _cmp site1 Cluster (P) _|/CMP Site1 Cluster| 10.253.104.240/24 | 10.253.104.241 | 10.253.104.242 | View Demote
|| cMP Site2 Cluster (S) |/ CMP Site2 Cluster| 10.253.104.243/24 | 10.253.104.244 | 10.253.104.245 | View Delete

The CMP Site2 Cluster Configuration is now complete.

6. Create and name Site-1

I:' and Site-2

NOTE: This step is to be
done once only.

MPE and MRA clusters can be dispersed between a primary site and a secondary site. This
provides Geo-Redundancy for the MPE/MRA clusters where Server-A and Server-B form an HA
Cluster at the Primary Site and Server-C provides a backup server at a secondary site.

Note: For a Geo-Redundant MRA/MPE cluster the option “Manage Geo-Redundant
MPE/MRA/BoD” will need to have been selected in the Initial Configuration of the Policy
Server

This step will create two separate sites into which MPE and MRA clusters can be added.

PLATFORM SETTINGS -> Topology Settings
e Ensure that “All Sites” configuration option is available

Note: “Manage Geo-Redundant MPE/MRA/BoD” should be selected in the CMP GUI Initial
Configuration form. If Sites is not visible go back and make this change now.

{_d Topology Settings
{1 | Create Site

H{_] all Clusters

e Click on ‘Create Site’ to create a new site name i.e. < Site-1>
e C(lick on ‘Create Site’ to create a new second site i.e.< Site2>
e  Name each additional site accordingly and save the configuration.

Note: If the hardware being used required VLANs you will need to configure VLANs in the Add
SITE form as well

Site Configuration
‘A Topology Settings

514 All Sites Modify Site \
@ Name Sitet
#{] All Clusters Max Primary Site Failure Threshold o
HW Type C-Class -

Network Configuration

General Network——————————
VLAN 1D

OAM

SIG-A

SIG-B

User Defined Network

VLAN 1D

REP

Concel

When completed multiple sites can now be viewed in the Topology. MPEs/MRAs will be
added to these sites at the time the topology for these servers is created.
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Site Configuration

{_d Topology Settings

Create Site I

H EI Ste-t Site Max Primary Site Failure Threshold
[9) site-2
#(] Al Clusters Site-1 0

Site-2 0

o

Add MPE/MRA Cluster | 1, \1e0pM SETTINGS > Topology Settings

Cluster Configuration

) D S B scid up siez Cluster | asa wpEnmA clozeer |

All Sites
@ ster
8 site2

Cluster Settings

E453 Al Clusters Name Appl Type _|Site Preference| 0AM VIP Server-A Server-B Server-C ‘Operation
CMP Site1 Cluster (P) CMP Site1 10.240.220.228/27 | 10.240.220.229 | 10.240.220.230 N/A View
[8] cwe siter Cluster Cluster
i . x52mpe-1 MPE Normal 100.65.32.234/27 (P) | 10.240.220.235 | 10.240.220.236 N/A Vi Delete
#] x52mpe-1 WA (3)

Click on <Add MPE/MRA Cluster>. In the Topology Configuration form, enter the
information for this cluster.

Topology Configuration

Alsites
@ ster
—[Ecluster settings
[3) ste2 Cluster Settings.
=& Al Clusters Name r 5CP Marking pHaNone)
[ o Siter Cluster Aol Type  [wee = ReplicationStream  [[——3]  Nene  OAM disi-a disics  dheep
ite € ¢ e e ¢
[ xs2mpe-1 e erence  IMormal = Replication & Heartbeat
Backup Heartbeat € © L] L L4
—[Eprimary Site Settings
™ Use Site Configuration
General Network Configuration
Ste Name  [Unapaciied =
iwType  [cmm |
omvie |
Add Newvi_| eat | Dalate

Signaling VIPs

User Defined Network:
VLAN ID
lRep

Delete

Add Newvip_| cie

Eserver-A
Delete Server-a

General Settings. Path Configuration

I Static IP

P
Add tewtp | cdi

C 1eva © 1pve

I add e | 2o

Losd

1p Preference

Delete
HostName

Forced Standby "

C 1pva C 1pve

: i tow | it [Detete
_Load|

Forced Standby =

1p Preference

HostName.

—[ Eservers
Add Server®

—[ Esecondary site Settings

=l
=

General
Settings

SiteName  [Unspachied
HW Type [comss
S

Signaling VIPs

Add Newvie [ edit|| Delete

Add Newvie [ edit|| Delete

I™ Use Site Configuration
Network Configuration

User Defined Network:
VLAN 1D
Rep

Elserver-C
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Itis allowed to add both Server-A, Server-B and Server-C in this form at the same time

Note: Here it is determined whether the cluster that will be added to the topology will be an
MPE cluster or a MRA cluster.

Note: These settings are only an example of a likely configuration. An actual deployment will
be specific to customer requirements.

Define the Cluster Settings

a) Name (required) — Name of the cluster. Enter up to 250 characters, excluding quotation
marks(") and commas (,).

b) Appl Type — Select the type of server: MPE (default) or MRA

c) Site Preference — NORMAL
DSCP Marking = NONE
Replication Stream Count =1 through 8

Replication and Heartbeat = REP
Backup Heartbeat = OAM

Define the Primary Site Settings

Site Name —Here the added server can be associated with a previously configured site in the
drop down tab if this will be Geo-Redundant topology

HW Type — Select the type of hardware:

¢ C-Class (default)

» C-Class (Segregated Traffic) (for a configuration where Signaling and other networks are
separated onto physically separate equipment)

* NETRA (for a Netra server)

* RMS (for a rack-mounted server)

* VM (for a virtual machine)

OAM VIP — The OAM VIP is not typically used for the MRAs or the MPEs. The Real IP address
is used by the CMP to communicate with the MPE or MRA cluster.

Signaling VIPs (required) — The signaling VIP is the IP address a PCEF device uses to
communicate with a cluster. Click Add New VIP to add a VIP to the system. A cluster supports
the following redundant communication channels for carriers that use redundant signaling
channels.

* SIG-A
¢ SIG-B
At least one signaling VIP is required.

Define the general network configuration for the C-Class, C-Class segregated, or Netra servers
in the Network Configuration section of the page. This section is not available for RMS.

a) Enter the VLAN IDs, in the range 1-4095 for the following:
1. Define the settings for Server-A in the Server-A section of the page.
2. Define the settings for Server-B in the Server-B section of the page.
3. Define the settings for Server-C in the Server-C section of the page.

Note: If the cluster is not a Geo-Redundant topology Server-C is not required
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Example of an MPE Cluster configuration of HW Type RMS

Topology Configuration
3 Topology settings

SE3 allstes
@ stet
[ Ectuster settings
[ ste2 Cluster Seftings
55y e Name c-cleaz e 5P Marking PHaNone) v
[ cwp sitet Cluster Appl Type e = ReplcationStream  [T———5]  None  OAM AisicA disics  diep
; e ¢
(@) xs2-mra1 e rence Mormal = Replication & Heartbeat
Backup Heartbeat € © . L L4

—[EPrimary site Settings

T Use Site Configuration

General
nos
site Nome  [Unspeciied =
HWType  [RMS |
oanvie
| addwemvie | [edi][olete
Signaling VIPs

Signaling VIPI><10.196.235 38/275 <SIG A>
<Signaling VIP2><10.196.235.70/27> <S1G-8>

Add Newvip_[[edi | Delete

Path Configurat
Static 1p}

nds vewto | est]_oeiee

Ip Preference @ 1pva C 1pve

Ritsmpe-ta Add New | edit]| Delete
osivame e e |

Losd
Forced Standby "

Example of an MRA cluster configuration of HW Type Netra

Topology Configuration
3 Topology Settings

SE3 Al sies
@ stes
[ Sctuster settings
(3 sie2 Cluster Settings
Sy m = Name sy DSCP Marking PHB(None) v
B) cop et Clster sovi e [iR E Ggetensvem ] e oan dsioa dsics deer
ite e
8 xs2mpe-1 Site [Normal =l Replication & Heartbeat
Preference PO e e e
Backup Heartbeat
—[EPrimary site settings
I™ Use Site Configuration
Snerat Network Configuration
SteName  [Unspeciied H General Network
WType  [NETRA C|

oam [

ORI VIR 10290 320 251727 A B
o | 7 sia [

aAdd Newvip [ edie | Delete pree e

signaling VIPs,

ViP15<10.196.239.37/27 <516 A>
VIP2><10/196.239.69/27><516-8>

Add Newvip | Edit|| Delet

Elserver-A
Delete SarverA
General Settings Path Confi
Static 1P

® I

ndsvewie | ean|_veise

1P Preference @ 1pva C 1Pvs

ostome P Add tew

Forced Standby. =

<Save> the topology configuration

Confirm the vlan configuration if the hardware type requires vlans

VLAN Confirmation

The WLAN ID= on the page must match the VLAN ID= configured on the server. A
4 l _mismatch will cause HA to fail. Please confirm that the VLAN IDs are correct
= before saving.

Site OAM SIG-A SI1G-B REP
Primary 3 5 6
Secondary 3 5 6

Click <OK> to confirm

Active server will restart.
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page.

23 Topology Settings

If the cluster has been added succesfully it will now be visible on the Cluster Configuration

Cluster Configuration

EE3 Al sites Add CMP Sital Clustar Add CMP Site2 Cluster || Add MPE/MRA Cluster
9] site-1
9 s Cluster Settings
[8] site-z
BESR- Clusters) Appl Type _[Site Preference OAM VIP Server-A Server-B Server-C Operation
CMP Sitet Cluster (7) CMP Sitel 10.240.220.228/27 | 10.240.220.229 | 10.240.220.230 WA view
[8) cMP sitet Cluster Cluster
y x52-mral MRA Normal [t0.240.220.231/27 (F)| 10.240.220.232 | 10.240.220.233 /A View Delete
[# xs2-mrat IR
8] xs2mpe-1 x52mpe-1 MPE Normal 100.65.32.234/27 (P) | 10.240.220.235 | 10.240.220.236 N/A View Delete
N/A (S)

Note: Initally several alarms will be generated. Wait for all the alarms to clear - then refresh
the view of the topology screen to confirm that the newly added MRA/MPE now shows an

“active” and a “standby” status for Server-A and Server-B. If there was a Server-C added for to
the MPE/MRA cluster topology check that server-C status now says “spare”.

Here is an example of a Geo-Redundant Policy System in a c-Class environment with <Site 1>
and <Site 2 CMP> Clusters and several MPE and MRA components

33 Topology Settings

Cluster Configuration

Add MPE/MRA Cluster

SE3 Al Sites Add Coip Sitet Cluste Add
9] srec Cluster Settings
@ s
Sy z Name Appl Type Site Preference OAM VIP Operation
brbg-mpe-1 MPE Normal /A (P) 10.250.84.7 10250848 10.250.85.13 View Delete
[8 o sitet Cluster VA (S)
[@] CMP Site2 Cluster brbg-mra-1 RA Normal WA () 10.250.84.4 10.250.84.5 10.250.85.14 View Delete
WA (S
(3] brog-mpe-1 CHP Sitet Cluster (7) CMP Stet Cluster WA 10.250.85.62/26 10.250.85.60 10.250.85.61 WA View Demote
@ brbg-mrart CMP Site2 Cluster (S) CMp Site2 Cluster WA 10.250.84.62/26 10.250.84.60 10.250.84.61 WA View Delete
rog-mra slak-mpe-1 PE Normal WA (7) 10.250.85.7 10.250.85.8 10.250.84.13 View Delete
(3] slak-mpe-1 N/A(S)
Slakmra-1 MRA Normal WA (7) 10.250.85.4 10.250.85.5 10.250.84.14 View Delete
[ slakmra-1 VA(S)

the topology.

in “All Sites”.

23 Topology Settings
FHZY Al sites

@ s

[® sk

=5y Al Clusters
CMP Sitel Cluster
CMP Site2 Cluster
brbg-mpe-1
brbg-mra-1

slak-mpe-1

FEEDE®

slak-mra-1

The MPEs and the MRAs have been assigned to the sites <BRBG> and <SLAK> per design of

Note: CMP clusters are associated with <CMP Site 1 cluster > and <CMP Site 2 Cluster> upon
creation. Only the MPEs and MRAs are associated directly to the customized sites populated

Site Configuration

Mudifyl Delate | Back

Configuration

Name BRBG

Max Primary Site Failure Threshold 2
HW Type C-Class

Network Configuration
General Network————————

VLAN ID
OAM 90
SIG-A 91
SIG-B 92

User Defined Network
VLAN ID
REP 94

Primary Site Clusters

Name Site Preference

brbg-mpe-1 Normal
brbg-mra-1 Normal

Secondary Site Clusters

Site Preference
Normal
Normal
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The Geo-Redundant configuration of the MPE cluster with a Spare server-C can be seen here.

Topology Configuration
Modify Cluster Settings || Modify Primary Site__ | Modify site | Delate sit= | Eack

—| FCluster Setti
Cluster Settings

Name slak-mpe-1 DSCP Marking EF

Appl Type MPE Replication Stream Count 8

Site Preference Normal Replication & Heartbeat None
Backup Heartbeat OAM

—| = Primary Site i

::;'tf:; Network Configuration
Site Name  SLAK General Network
HW Type Cotlass VLAN 1D
0AM VIP oam a5
Signaling VIPs <Signaling VIPL> <10.250.85.133/27> <SIG-A s1G-A 86
<Signaling VIP2> <fdfeidcba:0876::3/64> <SIG-A> [

User Defined Network
VLAN ID
REP 89

[ Ferera]

General Settings Path Configuration

1P <IP1><10.250.85.7> Static IP <10.250.85.195/27><REP>
1P Preference 1Pva

HostName slak-mpe-1a

Status active

—| E'Server-B

General Settings Path Configuration
1 <IP1><10.250.85.8> Static IP <10.250.85.196/27> <REP>
IP Preference  IPv4
HostName slak-mpe-1b
g

—| ElSecondary Site Setti

gggf;;; Network Configuration
Site Name ~ BRBG [ General Network
HW Type C-Class VLAN 1D
0AM VIP OAM 90
Signaling VIPs <Signaling VIP1> <fdfe:dcba:9878::5/64> <SIG-A> siG-A 91
siGE 92

User Defined Network:
VLAN ID
REP 94

Flserver-cC

General Settings Path Configuration
bl <IP1><10.250.84.13> Static 1P

1P Preference  IPv4

HostName slak-mpe-1c

<10.250.84.200/27><REP>

= - 10.250.84.135/27 SIG-A:
Status Spare = /27< i

Note: If the topology configuration is performed at a time when there is no network
connectivity between the CMP and the MRA/MPE servers being added to the topology, the
status of these newly added servers will show as “offline” and alarms will be generated due
the offline state. These alarms will persist until such time as the servers become reachable
from the CMP. The CMP will continually retry connecting to the servers that have been newly
added in the topology. When the new servers are reachable, the topology configuration will
complete and any alarms present due to the topology configuration will resolve/clear. In this
scenario, return to the CMP topology settings when connectivity is established between the
CMP and the newly added servers and confirm there are no alarms and the status of the
added servers are correct.

8. Repeat the previous A list of Clusters to be configured can be added to this step as a reminder.
I:I step for additional

clusters
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9. Verify Topology Select: Menu -> Topology Settings 2 View Cluster
I:I The status of each cluster can be viewed from this form.
Normal condition will be Active/Standby (and not Forced Standby) and Spare.
10. Verify Alarms If there are problems with the Management relationships between the CMP and the servers,
I:I there will be alarms reported.
Verify that Alarms do notindicate problems.
11. If the CMP will Manage If the CMP will Manage Remote sites, and these are not yet available.

Remote sites, and these
are not yet available.

a) Configure these clusters, but Return to the Verify Steps above after the connectivity has
been established.

--OR —

b) Configure these clusters at a later time when the connectivity is established.

Procedure 29: SSH Key Exchanges to all Servers in the Topology

After you perform the initial configurationof all the servers, and the topology has been set up correctly,
SSH keys must be exchanged.

Procedure 29: SSH Key Exchanges to all the Servers in the Topology

STEP
#

Pre-requisite:

- CMP Site 1 cluster is configured and GUI available
- MPE/MRAs for one or more sites are added to the CMP Topology and reachable

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

I.I:I

Ssh to CMP Site 1A:
Execute Key Exchanges
to MPE/MRAs

Ssh to the active server at CMP Site 1 Cluster. The CLI command <ha.mystate> can be
used to determine if the server is the active server in the HA cluster.

$sudo qpSSHKeyProv.pl --prov

Enter the Password of admusr
FC[ -1la 15 1do

135 of 209

E70153 Revision 01




Policy Management Bare Metal Installation Guide Release 12.1.x

Procedure 29: SSH Key Exchanges to all the Servers in the Topology

2. Ssh to CMP Site 1A: Ssh to the B server at CMP Site 1.
I:I Check Key Exchanges to
MPE/MRAs $sudo qpSSHKeyProv.pl --check --verbose

Enter the Password of admusr
[a -1z 1 do ap

After the topology has been setup and SSH keys have been correctly exchanged, it is
possible that some server in the topology changes its keys. This case happens when:
- A new server is added to the topology
- Aserver is re-installed
- Aserver is broken, and is replaced by another server
- Aserver has its SSH keys recreated manually

In any of the above scenarios this procedure should be executed again. The SSH
provisioning utility will recheck the existing ssh key exchanges in the entire topology and
provision any key exchanges not yet executed. It is OK to run the command multiple
times, even if keys were previously exchanged.

This procedure has been completed.
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On the MPE and MRA servers, the default route is initially configured to route all traffic via the OAM
interface for remote servers. This is done to facilitate clustering and topology configurations. However, in
many (most) networking environments, it is necessary to route signaling traffic (Diameter) via the Signaling
interfaces of the servers and switches, and OAM traffic (replication, configuration, Alarms, Reports) via the
OAM network. This requires routing configurations on the servers.

This procedure will guide you through configuring the required static routes on the MPE and MRA servers,
to provide separation of OAM and Signaling traffic.

The recommended method to provide this separation is:
e Add Static routes on the OAM network to Management servers (CMP, NTP, SNMP, PM&C).

Note: Adminstration of the MPEs and MRAs that require ssh access may be impacted by moving
the default gateway and may need static routes as well.

e Change the Default route on the servers to the SigA network.

In this way, traffic to other Signaling points in the network will follow the Default route over the SigA
network.

Note that this should only be done for the MPE and MRA, as the CMP should retain the default route on
the OAM interface.

This procedure is specific to the recommended method. Other routing configurations may be desired,
depending on the customer needs. This procedure will illustrate the basic steps for making routing
configurations on the MPE and MRA servers.

Procedure 30: Configure IP Routing on the MPE and MRA to separate OAM and Signaling traffic

STEP This procedure will configure the IP routing on the MPE and MRA to separate OAM and Signaling traffic.
# Specifically, it will change the Default route to the SigA network, and add static Routes for the OAM network.

Pre-requisite:

- Ssh access to the MPE and MRA servers

- During this procedure it is recommended that access to the server iLO remote console is always available to
get back into the server in case a route change impacts remote access.

- Using SSH from the CMP to access the MRA/MPE servers will minimize the possibility of losing connectivity
while performing this procedure.

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

=

Preparations: Determine the static routes that will be required on the OAM interface, once the default
I:' Identify the Static route is moved.

OAM Routes for

MPEs and MRAs As a minimum you will need the following static routes:

¢ Site 1 and 2 CMP OAM network (if not co-located)

e Server-C for geo-redundant MPE/MRA clusters

® NTP server

* DNS server

e SNMP trap destination

* Remote backup archives

¢ External syslog servers

¢ Any host you wish the MPE/MRA server to access over the OAM network i.e. routes to
mates in a geo-redundant setup.

While it is preferred to configure static host routes for each destination, fewer network
routes may be used to maintain network connectivity.
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2. Ssh: root login Ssh to a CMP server, and then ssh to the standby server of the MPE or MRA cluster to be

I:I configured.

Note: after this routing change, it may not be possible to ssh directly to the MPE and MRA
server OAM interface, since the Default route will no longer be set to use the OAM Network.
Thus, ssh access to the MPE and MRA servers OAM addresses must be via the CMP servers.

3. Ssh: Verify if server Ssudo ha.mystate

I:I is Standby

If this server is not standby, ssh to the other server of the cluster

4. Platcfg: Access Ssudo su - platcfg

I:I Routing Config tool | Select Policy Server Configuration = Routing Config
—| Policy Conriguration Menu |—

Set Policy Mode
Perform Initial Configuration

Restart Application

Cluster Configuration Removal

Verify Initial Configuration

Verify Server Status

55L Fey Configuration

Ethernet Interface Parameter Settings
Save Platform Debug Logs

Cluster File Sync
I fig

Firewall
DSCP Config
Backup and Restore
Exit

Note: it is not recommended to use other routing configuration methods, like netAdm or
configuring routes directly from the CLI.
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5. Platcfg: Add OAM

I:I Routes

Select “Add Route” option.
-l Houte Conriguration Menu l—

B R
Delete Route
Display Routes
Export Routes
Inport Routes
Exit

Add the OAM static routes as planned in step 1.

Note: If the route changes requred is large, it is possible to use the import/export
functionality of the platcfg utiility to modify the routing as needed.

Note: Use the space bar to select and tab to navigate

Example to Add Host Route (NTP Server):
| Rdd Route |}

IP Type:

Route Type:

Network:

Preferred Source Addr:
Destination:

Gateway Address:

Example to Add Network Route (Adminstrative Network) :
| 2dd Route |

IP Type:

Route Type:

Network:

Preferred Source Addr:
Destination:

Gateway Address:

6. Platcfg: Verify -

I:I Display Routes

Select “Display Route” option.

Main Routing Table
Network Destination

Status Idx Type

Source Gateway
[ACT 000 IPv4 default ORM 0.0.0.0/0
STATIC 10.240.220.225
[LCT 001 IPv4 host onM 10.250.78.247/32
Hone 10.240.220.225
[A.CT 002 IPv4 met ORM 10.154.136.0/24
Hone 10.240.220.225

Verify Routes are created as expected.

In this snapshot one host route and one network route has been added. The default
gateway still points to the OAM Interface.
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7. Platcfg: Delete OAM

I:I Default Route

Select “Delete Route” option.

Delete the current Default Route.
I Main Routing Table I

Del? Idx Type Network Destination
Source Gateway

Bl o0 IPvé default OAM 0.0.0.0/0
STATIC 10.240.220.225

[l ooz 1Pve nost onM 10.250.78.247/32
None 10.240.220.225

[N ooz 1Pve net 10.154.136.0/24

10.240.220.225

Note: This step will break the OAM network connectivity to the server, except via the CMP
servers. If the connection is lost, Ssh to the CMP, and then ssh to server. It may also be
possible to use the iLO remote console if needed.

8. Placfg: Add Default

I:' route via Sig
Network

Select “Add Route” option.
Add the Default routes via the SigA Gateway.

Example to Add Default Signaling Route:
| 2dd Route |

IP Type:

Route Type:

Network:

Preferred Source Addr:
Destination:

Gateway Address:

Note: On the standby server the default route will be Inactive. This is expected. The default
route will activate if the standby server becomes the active server in the HA cluster.

9. Platcfg: Verify -

I:' Display Routes

Select “Display Route” option.

or its affiliates. All righ

Main Routing Table

Status Idx Type Network Destination
Source Gateway
ACT 000 TIPv4 host oBM 10.250.78.247/32
HACT 001 IPv4 default SIGA 0.0.0.0/0
Hoos 10 1 |
ACT 002 TPv4 met OBM 10.154.0.0/16
Hone 10.240.220.225

Verify Routes are created as expected.

Ssh: Reboot the

10.
I:I server

Re-boot the server to assure that the default route change is made, and the routes are

stable across a boot

11. Ssh: Verify — PING or

I:I tracert to servers

Log back into the server with the newly addred routes and changed default gateway and
ping, traceroute or ssh to the servers defined in Step 1 to confirm the target servers are

reachable.

140 of 209

E70153 Revision 01




Policy Management Bare Metal Installation Guide Release 12.1.x

Procedure 30: Configure IP Routing on the MPE and MRA to separate OAM and Signaling traffic

12. Ssh: Switchover to Ssh to the Active server of the cluster as root. The following command will cause the
I:I make configured currently active server to become the standby server in order that the route configuration
server Active, and can be executed while the this server is Standby.
other server

Standby Ssudo service qp_procmgr restart

Repeat steps 4 — 11 of this procedure on the the server that is now “standby”. If the cluster
is geo-redundant this procedure should also be performed on the “spare” C-Server. This
procedure has now been completed for this cluster.

13. Ssh:Repeat this This procedure should be performed on all MRA and MPE clusters in the topology.

I:' procedure for
additional clusters
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7.2 POST TOPOLOGY CONFIGURATION TASKS

The following description provides an “Overview of the Main Tasks” applicable to configuring the MPE
(Policy Server) and MRA (Policy Front End) components, after the Policy Management Solution’s Topology
Configuration has been completed per the previous procedures in section 7.1 of this document. Note that
additional information on these tasks are reviewed in greater detail in the 12.1.x CMP Wireless User’s
Guide.

[10]E62450 - Configuration Management Platform Wireless User's Guide Release 12.1.x

In Policy 12.1.x, the Wireless User’'s Guide is provided with the CMP product, and available as On-line
help.

In the CMP Menu navigate to On-Line Help.

ORACLE

MY FAVORITES

POLICY MANAG’EMENT

* NETWORK

* MRA

SYSTEM WIDE REPORTS
PLATFORM SETTING

Platform Configuration
Setting

Topology Settings

SNMP Settings

UPGRADE

GLOBAL CONFIGURATION
SYSTEM ADMINISTRATION

HELP
About
I Online Help I
Below is the Help system welcome screen:

search: [ | [E] Scooe: Alltopics
SRR ;;,vl—";v—ﬁ Cco | edla0
=@ Getting Started =
= € Troubleshooting Reference
# \1_’ CMP Cable User's Guide Using the he|p system
=% CMP Wireless User's Guide
=% Policy Wizard Reference Browse topics in the Contents rame () on the lent. Click on a topic to have it displayed. Use the Back and

Forward buttons to navigate within the history of viewed topics.

Click on a link to go directly to one of these topics:

Searching for information

Limiting the search scope

Expanding the search scope to all topics

Synchronizing

Printing Help topics

Searching for information

Specific information can be located using the Search function. Use this procedure to search for specific

information.

1. Enter a word or words into the Search ( ')ﬂs\d located in the upper left corner of the Help window. For
example, if you want to learn more about passwords, enter the word password.
2. Click Go.
The Search Results page appears containing a list of relevant topics
. 3. Click Show result descriptions for more details about the search results
& > 4. Click the topic title to view the topic in its entirety. =]
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Note: The references in this section are from the CMP Wireless User's Guide Release 12.1.x

Overview of Main Tasks

The major tasks involved in using MPE devices are configuration, defining network elements, defining
manageable devices, managing subscribers, and administering authorized CMP users. The configuration
tasks are a series of required steps that must be completed in the following order:

1. Configure the topology, which defines the addresses and interconnections of Policy Management
clusters in your network. These steps are described in Configuring the Policy Management Topology.

2. Configure policy server profiles for MPE devices. This step is described in Managing Multimedia
Policy Engine Devices.

3. Configure protocol routing, which enables a Policy Management device to forward requests to
other Policy Management devices for further processing. This step is described in Configuring
Protocol Routing.

4. Configuring advanced device settings, which include expert settings, service overrides, and load
shedding options. This step is described in Configuring Advanced Device Settings.

The element and profile definition tasks you need to perform depend on what exists on your network.
They can be defined in any order at any time as needed. The full set of tasks is as follows:

» Create network element profiles, including protocol options, for each network element with which
Policy Management devices interact. This task is described in Managing Network Elements.

+  Specify which Policy Management device will interact with which network elements. This task is
described in Managing Multimedia Policy Engine Devices and Managing Policy Front End Devices.

» Define protocol timer profiles, which configure the Diameter response timeout values for specific
applications and the different message types within an application. This task is described in Managing
Protocol Timer Profiles.

+ Define charging servers, which are applications that calculate billing charges for a wireless
subscriber. This task is described in Managing Charging Servers.

* Map serving gateways to mobile country codes (MCCs) and mobile network codes (MNCs). This
task is described in Mapping Serving Gateways to MCCs/MNCs.

»  Configure Policy Front End (also called Multi-Protocol Routing Agent or MRA) devices, which are
Policy Management devices that can route requests to MPE or other MRA devices. This task is
described in Managing Policy Front End Devices.

» Configure subscriber profile repositories and manage entity states, quotas, pools, tiers, and
entitlements. These tasks are described in Managing Subscriber Profile Repositories and Managing
Subscribers.

The management and administrative tasks, which are optional and performed only as needed, are as
Follows:

* View reports on the function of the Policy Management systems in your network. This task is
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described in System-Wide Reports.

» Manage CMP users, accounts, access, authorization, and operation. These tasks are described in
System Administration.

* Upgrade software using the Upgrade Manager. These tasks are described in Upgrade Manager.

7.3 CONFIGURE POLICY SERVERS (AND MRAS)

The previous section provides an overview of all the main tasks to be performed after the Policy
Management Solution topology configuration has been completed. This section will only cover procedures
to configure the Policy Servers (and optionally MRAs) to a minimum level to execute a test call. Additional
details can be found in the CMP Wireles User’s Guide. For more information refer to the CMP Wireless
User's Guide.

[10]E62450 - Configuration Management Platform Wireless User's Guide Release 12.1.x

Procedure 31: Adding MPE and MRA to CMP Menu
This procedure will configure the Policy Server( MPE) and MRA applications.

Procedure 31: Configure Policy Server and MRA using CMP GUI

STEP | This procedure will perform the configuration of MPE/Policy Server and MRA applications
#

Pre-requisite:

- Network access to the CMP OAM IP address, to bring up a web Browser GUI (http)
- MRA and MPE clusters have been added to the CMP Topology

Check off (‘/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

=

Create Policy Server in Select: Policy Server -> Configuration -> Policy Servers

D CMP GUI
CORACLE Oracle Communicationsg Policy Management

mre Bk el b
=
BT L

e el

Click “Create Policy Server” in the Policy Server Administration screen:
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Procedure 31: Configure Policy Server and MRA using CMP GUI

Policy Server Administration
& Policy Servers

New Policy Server
@ ad
Configuration
Associated Cluster ~
Neme
Description / Location ;‘
Secure Connection =
Type Oracl -
Associated Templates(lower numbered templates take priority over higher numbered templates)
Total:o
Save | | Cancel

Enter values for the configuration attributes:
a) Associated Cluster (required) — Select the cluster with which to associate this MPE
device.

b) Name — Name of this MPE device. The default is the associated cluster name.

c) Description / Location (optional) — Information that defines the function or location of
this MPE device.

d) Secure Connection — Designates whether or not to use the HTTPS protocol for
communication (certifcates must be configured to use this option) between Policy
Management devices. If selected, devices communicate over port 8443.

e) Type — Defines the policy server type:

¢ Oracle (default) — The policy server is an MPE device and can be fully managed by the
CMP.

¢ Unmanaged — The policy server is not an MPE device and therefore cannot be actively
managed by the CMP. This selection is useful when an MPE device is routing traffic to a non-
Oracle policy server.

Note: When configuring an “Associated Cluster”, the drop down tab will only be populated
with MPE clusters that have been configured in the CMP Topology from previous steps.

New Policy Server

Configuration

Associated Cluster
Name

Description / Location

After completing the form, Click “Save” and confirm Configured Policy Server status is “on-
line”:

Policy Server Administration
3 Policy Servers

5@ Group: ALL
[ Create Policy Server || Create Group || Operations |
Policy Server Status
—_— @

2. Check MPE cluster in

I:I Reports tab

Select: Policy Server -> Configuration -> MPE-> Reports tab
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Procedure 31: Configure Policy Server and MRA using CMP GUI

Policy Server Administration
&3 Policy Servers
3 AL
@

Policy Server: x52-mpel

System E Logs PDIi(yServErT Diameter Routing T Policies T Data Sources T Session Viewer 1

Stats Reset: Manual

Cluster Information Report
Mode: Active

|| pouse

Reset All Counters | Rediscover Cluster

Clust mpel

luster Status__ On-line

Site Preference  Norma
Blades
Qverall util
State Blade Failures Uptime Disk  CP
10.240.220.235 (Server-A) == | Active 8 16 hours 24 mins 24 secs 00% 0
10.240.220.236 (Server-B) Standby 10 14 hours 5 mins 25 secs 00% 0

Validate that MPE cluster status is On-line and that both Active and Standby servers

displayed correctly

Diameter configurations
for MPE

Select: Policy Server -> Configuration -> MPE -> Policy Server tab

There are many configurations on Policy Server tab of a newly associated MPE. The most
important is to define Diameter Realm and identity to allow diameter connections.

FOLICY SERVER
Canfigurariasn

Ln Brgaratian Dot

S ALl

Fail iy s a sl
Aqiplis atines
simbch Lists Annociaticny
Qucts Profl Apghcabors <Mona>
- Matwork Elaments <Hona >
Guats CoRwanEiend Masmork Blament Groups <Hons>
Policy Countar 1D Gulegcribees Tndesng
Traffic Profiles Cefaults
Truges b [Fwa false
Amiey Praliles =B aine-1d 1 :.,:,.._-
Tnde s IPye alie
Prodncnl Timer Prodilas Thdesx Ly :-:I:.-:
T —— Index by MAT: alsem
Index by E.1E2 (MIISOM}: Falsa
Chhmging Satanass Indax by [HS1 Falum
R o Fo Owarrices by AFW >
Ferving Cebuway /L0 -HND He Configuration
“onitoring Key Timma OF Day Triggaring snabled
Cnas tarws AV [ Fiond s ling Comy Dienbiad
Fusdnen Wendnes @ Coay of Motk e TR
g Time Zoms Hong

POLICY MARAGEMESNT ren Daplight Saving Charges Disabled
HETWORE Defsukt Local Time Mods sEtem
— Enabla Pro Rats falzn
o p——
Billing Cates Effective Mams KB I ngD ytafffactie s
tonkguration Templsts " ,
Traok For Unkifpas vs Taly
A Aok Lssge For U il Lsers alse
EYRTER WIDE BEPOETS Sulbscribe For Unknosn Usars falze
PLATFORM SETTING Uam Single Lookup trus
LPGRALE Usm Combined Writes s
GLINEA L GO F DEURA TN Cache Guots Lssge false
GYRTEM AlMIMISTRATIN Cashs Brtity Btabe P,
HELF
Subacribe Quots Ussge falnm
Sulbgeribs Entrty Stats falzs
R e
Diamester ek = P =
Ciairsstar Ldenbty = Mo f =
Cefau Fesuures T oS -
Correlate PCEF ssamons ho
Validats usar ho
Diamatar FCEF Catault Profis =HNana >
Usm Sprchronous Sd Ho
Idsntfy Cruplicats ssetionz bagsad Ko

Ll 1 kl

an AP
Subzcriber 10 to deteor dupboats

To define these diameter parameters, click the “Modify” button on top of page then fill in
the diameter Realm and Identity that your network will be using and click “Save”:
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Procedure 31: Configure Policy Server and MRA using CMP GUI

|Att1'ibute Description

Diameter Realm The domain of responsibility (for example, galactel. com) for the MPE
device.

Diameter Identity The fully qualified domain name (FQDN) of the MPE device (for example,
mpe3.galactel.com).

For example:

Diameter
Diameter Realm oracle.com
Diameter Identity porf.oracle.com
Default Resource Id =MNone=
Correlate PCEF sessions Yes
Validate user Mo
Diameter PCEF Default Profile =None=
Use Synchronous Sd Mo
Identify Duplicate sessions based Mo
an APM
Subscriber ID to detect duplicate
sessions
Prevent Overlapping Rule Mames false
Protocol Timer Profile undefined

4. Create MRA in CMP GUI Select: MRA -> Configuration -> ALL

D e (o Ty ;l ’ MRA Administration

3 MRa

NETWORK & .
MRA

Create Multi-

outing Agent || Creats Group | Operations -]
|

Configuration
Configuration Template
MRA Associations

SYSTEM WIDE REPORTS

PIATENRM SETTING

Click “Create Multi-protocol Routing Agent” in the MRA Administration screen:
3 MRA ) MRA Administration
(]

New MRA

Configuration

Associated Cluster -

Name [ —

Description / Location d
Secure Connestion o

Stateless Routing r

Associated Templates(lower numbered templates take priority over higher numbered templates)

Total:o

Concel

Enter information as appropriate for the MRA cluster:

a) Associated Cluster (required) — Select the MRA cluster from the list.

b) Name (required) — Enter a name for the MRA cluster.

c) Description/Location (optional) — Free-form text. Enter up to 250 characters.

d) Secure Connection — Select to enable a secure HTTP connection (HTTPS) instead of a
normal connection (HTTP). The default is a non-secure (HTTP) connection.

e) Stateless Routing — Select to enable stateless routing. In stateless routing, the MRA
cluster only routes traffic; it does not process traffic. The default is stateful routing.

Then Click “Save” and confirm Configured MRA status is “on-line”:

MRA Administration

A MRA
e Group: ALL
[ crete Multi-protacol Routing Agent || Creste Group || Operations ]
Multi-protocol Routing Agent .
i [ ¥
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Procedure 31: Configure Policy Server and MRA using CMP GUI

5. Check MRA cluster in Select: MRA -> Configuration -> MRA -> Reports tab

I:I Reports tab
N 'MRA Administration

utilization

Disk CPU  Memory

Validate that MPE cluster status is On-line and that both Active and Standby servers
displayed correctly

6. Diameter configurations Select: MRA -> Configuration -> MRA -> MRA tab

I:I for MRA

It is important to define Diameter Realm and identity to enable diameter messaging to
function correctly:

o 7 mBl OCracle Communications Policy Management

s eyl Hdoay el RE

| eyt | Bt | e i by sty | Aruios swees |

To define these diameter parameters, click the “Modify” button on top of page then fill in
the diameter Realm and Identity that your network will be using and click “Save”:
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Procedure 31: Configure Policy Server and MRA using CMP GUI

Associations
3 MRA Network Elements =MNone=
=23 ALL Metwork Element Groups <MNonex>
MPE Pool
Name Primary Site IP Secondary Site Diameter Diameter
IP Realm Identity
<None>
Subscriber Ind
Defaults
Index by IPvd: false
Index by IP-Domain-Id: falze
Index by IPvE: false
Index by Username: false
Index by NAI: false
Index by E.164 (MSISDN): false
Index by IMSI: false
Index by Session ID: false
< No Overrides by APN =
Primary Indexing: <MNone=
Protocol Timer Profile undefined
Diameter
Diameter Realm oracle.com
Diameter Identity ¥52-mral.oracle.com
You have completed this procedure:

Procedure 32: Configure MPE Pool on MRA (Policy Front End)

If MRAs (Policy Front End) are used in the Policy Management System the MPEs for which the MRA wiill
act as the Policy Front End must be added to the MPE Pool on the MRA. If MPEs are not used in the
Policy Solution this procedure can be skipped.

Procedure 32: Configure MPE Pool on MRA (Policy Front End)

STEP | This procedure will add the MPE clusters to the MPE Pool of the MRA (Policy Front End)

# -
Pre-requisite:

- Network access to the CMP OAM IP address, to bring up a web Browser GUI (http)
- MRA and MPE clusters have been added to the CMP Menu

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

Create Network Element Select: MRA -> Configuration -> MRA -> MRA tab
in CMP GUI

I:I!‘
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Procedure 32: Configure MPE Pool on MRA (Policy Front End)

Notification Servers.
Time Periods

Serving Gateway/MCC-
MNC Mapping
Monitoring Key

Custom AVP Definitions
Custom VSA Definitions.
Custom Vendors
RADIUS CoA Template
Subscriber Keys
POLICY MANAGEMENT
Policy Library

Template Library

Policy Table Library
SPR

SUBSCRIBER
NETWORK

MRA

Configuration
Configuration Template.

MRA Associations

N
= AL
]

MRA Administration

Multi-protocol Routing Agent: x52-mra1

[ Svstem | Reports Tﬁﬁ Diameter Routing | Session Viewer |

Modify | _Advanced

Associations.

Network Elements PGW-test
Network Element Groups <None>
MPE Pool
Name Primary Site IP Secondary Site Diameter Diameter Route New  Transport Type Connection Protocol Timer
® Realm Identity Subscribers Tnfo Profile
<None>
Subscriber Indexi
Defaults
Index by Tpva: false
ndex by IP-Domain-Id: false
Index by IPV6: false
ndex by Username: false
indav by NAT- falea

Click “Modify” in the MRA Administration screen:

3 MpA
=43 ALL

Efce-mea

MRA Administration

Multi-protocol Routing Agent: x52-mral

" System T Reports TTQEW Diameter Routing } Session Viewer W

Modify MRA
Associations

Network Elements

Network Element Groups

Name

[Powtest | _manage..
Network Element Groups
=
¥
Primary Site IP Secondary Site IP Diameter

Realm

Click “Add” under MPE Pool: The “Add Diameter Peer” form opens.
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Procedure 32: Configure MPE Pool on MRA (Policy Front End)

Add Diameter MPE Peer

MPE Type IIntemaI
Associated MPE
x32-mpel
2 "
Primary Site IP [+]
Secondary Site IP E'

Diameter Realm

Diameter Identity

Protocol Timer Profile
Route New Subscribers v

T T
e TCP

Connections 1
SCTP

Max Incoming Streams Is_v
Max Outgoing Streams Is—v

| Save | Cancel |

Click the “Associated MPE” drop down on the Add Diameter Peer form:

MPE clusters previously configured in the CMP topology and added to the CMP menu will be
listed here.

Choose an MPE cluster from the drop down tab.

Add Diameter MPE Peer

MPE Type
Associated MPE %52-mpel
Name x52-mpel
Primary Site IP 10.196.239.38 [+]
Secondary Site IP E'
Diameter Realm oracle.com
Diameter Identity x52-mpel.oracle.com
Protocol Timer Profile undefined
Route New Subscribers v
Transport
“ TCP
Connections 1
SCTP

Max Incoming Streams I B W
Max Outgoing Streams IS e

Save Cancel

The required fields will auto-populate. Click “Save”

Note: The Diameter Realm and Diameter Identity must have already been data-filled on the
MPE as per step 3 in Procedure 32

MPE Pool

[@ Add [ Clone ¥ Edit |>( Delete

g = e Diameter Diameter
Name Primary Site IP Secondary Site IP Realm Identity
x52-mpel 10.196.239.38 oracle.com poy

mpel.oracle.com

The added MPE cluster now appears in the MPE Pool form. Navigate to the bottom of the
form and click “Save” again.
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Procedure 32: Configure MPE Pool on MRA (Policy Front End)

The added MPE cluster can now be seen in the MPE Pool

MPE Pool

Name Primary Site IP dary Site Di i Route New Transport Type Connection 1
P Realm Identity Subscribers Info 1

x52-mpel 10.196.239.38 oracle.com x52- true TCP Connections : 1«

mpel.oracle.com

Confirm the Diameter connection to the MPE from the MRA on the MRA Reports tab

Select: MRA -> Configuration -> MRA -> Reports Tab

MRA Administration
3 mrA
Sy ALL Multi-protocol Routing Agent: x52-mral

@ e \ 5
[ system M Logs | MRA | Diameter Routing |*Session Viewer

Stats Reset: Manual

Cluster Information Report
Mode: Active

Reset All Counters Rediscover Cluster | Pause

Cluster: x52-mra1

Cluster Status ~ On-line

Blades
Overall
State Blade Failures Uptime

10.240.220.232 (Server-A) Standby 10 1 day 5 hours 30 mins 33 secs
10.240.220.233 (Server-B) == Active 7 1 day 20 hours 57 mins 5 secs
Protocol Statistics
Name Connections Total client messages in / out Total messages timeout
Diameter

Diameter AF Statistics 1 0/0 [}

Diameter PCEF Statistics 1 0/0 0

Diameter CTF Statistics i 0/0 N/A

Diameter BBERF Statistics 1 0/0 0

Diameter 50 Statistics i 0/0 0

Diameter TDF Statistics 1 0/0 0

Diameter DRMA Statistics i 14/ 14 0

Logs can be noted on the MPE that the Diameter connection between the MRA and the MPE
has been established.

1401 Warning Diameter:Transport connection opened with peer 10.196.239.38:3868
1404 Info Diameter:Sent CER [705897686:1266001557] to x52-mpel.oracle.com
(10.196.239.38:3868)

1413 Info Diameter:Received CEA [705897686:1266001557] DIAMETER_SUCCESS (2001)
from x52-mpel.oracle.com(10.196.239.38:3868) in 0 ms

1407 Notice Diameter:Peer x52-mpel.oracle.com(10.196.239.38:3868) status changed
from INITIAL to OKAY

You have completed this procedure.
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Procedure 33: Define and Add Network Elements

Network elements are configured in the CMP to define the External systems that the Policy Server will
communicate with.

Procedure 33: Define and Add Network Elements

STEP
#

This procedure will add the Network elements that are configured in the CMP to define the External systems that the
Policy Server will communicate with.

Pre-requisite:

- Network access to the CMP OAM IP address, to bring up a web Browser GUI (http)
- MRA and MPE clusters have been added to the CMP Menu

Check off (\/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

[N

Create Network Element
in CMP GUI

Select: Network -> Network Elements -> All

Network Element Administration

ey ey
B 3 Network Elements

Create Netrork Element || Create Group | Bulk Delete || search
Custom AVP Definitions @ L ' §

Custom Vendors

=/ POLICY MANAGEMENT

Group: ALL

Policy Library
Template Library
Policy Table Library

- NETWORK

Network Elements |

Click “Create Network Element” in the Network Element Administration screen:

3 Network Elements

New Network Element
@

Name
Host Name / 1P Address

Des: =
Type GGsN =
Protocal Timer Profile undefined =

Capacity

Policy Servers associated with this Network Element

Policy Servers
S0 A

Oxs2-mpe1

MRAs associated with this Network Element

Multi-protocol Routing Agent
Simp T

Cx52-mra1

Enter information for the network element:

a) Name (required) — The name you assign to the network element.

b) Host Name/IP Address (required) — Registered domain name, or IP address in IPv4 or
IPv6 format, assigned to the network element.

c) Backup Host Name — Alternate address that is used if communication between the MPE
device and the network element’s primary address fails.

d) Description/Location — Free-form text. Enter up to 250 characters.

e) Type (required) — Select the type of network element.

The supported types are:

Note: This list varies depending on the configuration of the CMP system.
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Procedure 33: Define and Add Network Elements

¢ PDSN — Packet Data Serving Node (with the sub-types Generic PDSN or Starent)

e HomeAgent — Customer equipment Home Agent

* GGSN (default) — Gateway GPRS Support Node

¢ Radius-BNG — RADIUS broadband network gateway

e HSGW — HRPD Serving Gateway

* PGW — Packet Data Network Gateway

e SGW — Serving Gateway

* DPI — Deep Packet Inspection device

¢ DSR — Diameter Signaling Router device

* NAS — Network Access Server device

f) Protocol Timer Profile—select a protocol timer profile. For information on creating
protocol timers, see Managing Protocol Timer Profiles in the CMP Wireless User’s Guide
g) Capacity — Not applicable.

When you finish, click Save.

For this example a “PGW” Network Element has been defined.

New Network Element

Name IPGW-test
Host Name / IP Address ILD.250.35.L??
Backup Host Name |

Drescription / Location

Type PGW =]
Protocol Timer Profile undefined -I
Capability Timea-Tariff
Capacity I

After completing the form, Click “Save” .

Network Element Administration
iy Network Elements

Creats Network Element | Create Group || Bulk Delete || Search |
=]
Group: ALL
Name A Host Name / IP Address
PGW-test 10.250.35.177

The new Network Element has now been created.

2. Configure Network

I:I Element in CMP GUI

Select: Network -> Network Elements -> Network Element entity

~INETWORK [
B 3 Network Elements

=13 ALL

Network Element Administration

Network Elements
MRA

Configuration Network Element: PGW-test

Configuration Template R
PGW ‘
MRA Associations

SYSTEM WIDE REPORTS

= PLATFORM SETTING _vodify || oslate |
Name PGW-test
Platform Canfiguration Host Name / IP Address 10.250.35.177
Setting Backup Host Name / IP Address  <Nones
Description / Location
Topology Settings
SNMP Settings
Type PGW
UPGRADE Capability <None>
S Protocl Timer prole undefined
CONFIGURATION

Global Configuration

The newly created Network Element will display on the “System” tab, showing the
configuration from the previous step. For an initial call to the Policy Management System,
the Network Element will need connectivity (from the IP address assigned to the Network
Element during creation) to the Policy Management System. In addition the Network
Element will need a Diameter Identity assigned that will be used to authenticate the
Diameter connection from the Network Element.
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Procedure 33: Define and Add Network Elements

Click on the <PGW> tab of the network element to assign the Diameter Identity that will be
used to authenticate to the Policy Management System. Click “Modify”

Network Element Administration
‘2 Network Elements

B3 AL Network Element: PGW-test

Effeou-test — S

( System W

Modify Network Element

Diameter
IP Domain ID
—————#  Diameter Realm [orade.com
MIP6 Host Identity
- Diameter Identity | Add
cmp-1a.oracle.com
Delete
Cancel

Note: This tab is dependent on the Network Element “Type” that was configured during the
previous step. In this example the Network Element “Type” used is a “PGW” (Packet
Gateway) which will be used to establish a Diameter connection to the Policy Management
System (to the MPE in an MPE only system or to the MRA (Policy Front End) in a Policy
Management System that includes MPEs and MRAs).

On the PGW tab, datafill the Diameter Realm and Identity that will be assigned to the
Network Element. This should match the configuration that will be configured on the
Gateway Device, in this case, the PGW.

When you finish, click Save.
’ Network Element Administration
‘A Network Elements
=3 ALL Network Element: PGW-test

@ , I
Syslemw

Modify

Diameter

IP Domain 1D <None>

Diameter Realm orade.com

PMIPG Host Identity <Nonex

Diameter Identity cmp-1a.oracle.com

3. Deploy Network Element

I:I in CMP GUI

Select: Network -> Network Elements -> Network Element entity

~/ NETWORK A

ot et &3 Wetwork Elements Network Element Administration
=3 AL
MRA E] ey -
o — Network Element: PGW-test
nfiguration
Configuration Template
PGW
MRA Associations
* SYSTEM WIDE REPORTS
=/ PLATFORM SETTING Modify | _elate
Name
Platform Configuration Host Name / IP Address 10.250.35.177
Setting Backup Host Name / IP Address <None>
Description / Location
Topology Settings
SNmP settings
Type oW
UPGRADE Capabili <None>
Protocol Timer Profile undefined
~ GLOBAL
CONFIGURATION Capacity <None=

Global Configuration

Click “Modify” in the Network Element Administration screen and check the boxes as
appropriate to deploy the network element to the MPE and MRA if present.
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Procedure 33: Define and Add Network Elements

24 Netwerk Elements Capacity
=@ AL
E‘I PGW-test Policy Servers associated with this Network Element

Policy Servers
= AL
x52-mpel

MRAs associated with this Network Element

Multi-protocol Routing Agent
EF AL

[Ax52-mra1

When you finish, click Save.

Select: Policy Server -> Configuration -> MPE -> Policy Server tab

* MY FAVORITES — ‘A Policy Servers
- Policy Server: x52-mpel
POLICY SERVER B AL s P!
Configuration
System Reports | Logs Diami
Configuration Template
Applicati
prications Modify Advanced
Match Lists
Policy Counter 1D Associations

Traffic Profiles Applications. <Monex
Network Elements PGW-test
Retry Profiles etwor! ement Groups <None=

Protocol Timer Profiles

Confirm the deployed Network Element has now been associated with the MPE

Select: MRA -> Configuration -> MRA -> MRA tab

MRA Administration

= ,‘-_‘ ALL Multi-protocol Routing Agent: x52-mral

System Reports | Logs Diameter Routing T Session Viewer ]

Modify || Advanced |

Associations

Network Elements PGW-test
ETWOTK Elerment Groups =Nones

Confirm the deployed Network Element has now been associated with the MRA

Note: MRAs are optional. If no MRAs are present in the Policy Management System there is
no need to deploy a network element to an MRA.

You have completed this procedure.
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7.3.1 Load Policies and related Policy Data

This step is optional. Policies are not required to process a test call but for the purpose of verification, a
basic Policy can be installed manually, or using an import action and an xml file. The policy must be
deployed to the MPE which will process the test call.

Here is an example of a very simple policy that can be used to confirm session creation for a test call by
viewing the trace logs on the MPE that processes the test call.

Create new session

where the request is creating a new session

send notification to trace log with " new session created policy triggered™ and severity " Critical”
continue processing message

7.3.2 Add a Data Source

This step is optional. When the test call is received by the MPE, the MPE can be configured to perform a
Subscriber lookup to an appropriately configured Subscriber Database. Refer to CMP Wireless User's
Guide for more information.

Add Data Source

| Server Info “ Search Criteria | Search Filters ” Associated Data Sources |
Common O oAk
Admin State L3
Realm Enable Subscription
Unique Name Use Notif-Eff v
Sh Profile
Protocol Timer Profile
Transport
“ TCP SCTP
Connections Max Incoming Streams Is_v
Max Outgoing Streams Is_v

Primary Servers

Primary Identity Secondary Identity

Primary Address Secondary Address
Primary Port 3868 Secondary Port 3868

OAM TP
< >

save | | Cancel

Here is a sample configuration. This form will be specific to the customer site.

‘ Server Info || Search Criteria | Search Filters H Associated Data Sources ‘

Common
Admin State v
Realm ims.blueslice.com Enable Subscription v

Unique Name SPRO.3 Use Notif-Eff v
Sh Profile | Profilevd .
Protocol Timer Profile Iundeﬁned -
t
5 TCP scTp
Connections Max Incoming Streams |8 v
Max Outgoing Streams |3

Primary Servers

Primary Identity
Primary Address
Primary Port
0QAM 1P
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7.3.3 Perform Test Call

A basic test call will confirm that the system is ready for testing of call scenarios defined by the customer.
The test call will be initiated from the network element that was created in Procedure 33: Define and Add
Network Elements. For example, a PGW (Packet Gateway) will first establish a Diameter connection with
the PCRF and then initiate the test call by sending an Initial Diameter CCR-I message.

Note: Customer specific information such as “Indexing” and “Diameter Realm and Diameter Identity” may

be required on the on the MPE —>Policy Server tab for the test call. The following is a sample for reference
only.

Policy Server Administration
‘A Policy Servers

SS9 ALL Policy Server: x52mpe
O :52mpe P—

[ System 1§ Reports 1 Logs i Diameter Routing | Ppolicies | Data Sources | Session Viewer |

Modify | Advanced |
Associations
Applications <MNonez
Network Elements diamcli_gx
Network Element Groups <MNonez
Notification Servers <None>

Subscriber Indexing

Defaults

Index by IPv4: true
Index by IP-Domain-Id: true
Index by IPvG: false
Index by Username: false
Index by NAT: false
Index by E.164 (MSISDN): true
Index by IMSI: true
< No Overrides by APN =
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7.4 PRE-PRODUCTION CONFIGURATIONS

There are other steps required to verify the Operations configuration of the system. For example, to verify
that the SNMP traps (Alarms) are being delivered to the customer Network Management centers. These
are outside the scope of this document, but also need to be planned and executed.

Please reference the following document for information on configuring SNMP
[11]E62458 -SNMP User's Guide

Additional Procedures can be referenced from the following document
[10]E62447 - Platform Configuration User's Guide Release 12.1.x

Chapter 3: Performing Initial Server Configuration
e Configuring Routing on Your Server
e Configuring Firewall Settings

Chapter 4: Managing Certificates

Chapter 5: Synchronizing Files

Chapter 7: Performing System and Server Backups and Restores
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7.5 TIERED CMP SYSTEM

A “Tiered CMP System” uses the feature “Multi-Level OAM” to deploy CMPs clusters as either a NW-
CMP (Network CMP) or S-CMP (System-CMP). The NW-CMP manages a number of CMPs in S-CMP
mode. A CMP in S-CMP mode will manage individual MPE/MRA instances.

For additional information please reference the CMP Wireless User's Guide R12.1.x

E62450 - Configuration Management Platform Wireless User's Guide Release 12.1.x

The Oracle Communications Policy Management Network Configuration Management Platform
provides centralized management for systems containing multiple CMP servers. This configuration
is a tiere

d configuration that uses two types of CMP servers: Network Configuration Management Platform (NW-
CMP) and System Configuration Management Platform (S-CMP). The NW-CMP server

manages the entire system by managing one or more S-CMP servers. The NW-CMP sends configuration
updates to the S-CMP servers, and the S-CMP configures MPE and MRA devices.

The NW-CMP server configures Network tier objects. Examples of Network tier objects are policies,
network elements, and configuration templates. After the Network tier objects are configured on the
NW-CMP, the objects are distributed to S-CMP servers. On the S-CMP the Network tier objects can
be associated with MRA or MPE servers. Network tier objects cannot be created, modified, or deleted
on S-CMP servers.

The S-CMP servers configure System tier objects. System tier objects are MPE and MRA devices. These
objects are used to apply configurations to individual servers. The MPE and MRA configurations can
change individual server configuration parameters or associate Network tier objects with an MPE or

MRA device. The figure below shows the structure of a Network Configuration Management Platform
system.

Network Configuration
Management Platform

(NW-CMP)

System Configuration System Configuration
Management Platform Management Platform
(S-CMP) ' | (S-CMP)
XML/SNMP XML/SNMP
MRA MPE MPE MPE MPE MPE
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Device Configuration in a Network CMP

Configuration of MPE and MRA servers in a tiered CMP configuration can be done manually or with
configuration templates. In a manual configuration, the Network tier objects are created on the NW-CMP
server and then associated with individual MPE or MRA servers using S-CMP servers. While the
manual configuration method takes advantage of the network-wide configuration capability, it requires
significant configuration of individual servers and can have consistency problems.

Using configuration templates is a more efficient and consistent method of configuring MPE and MRA
servers across the entire CMP system. Since configuration template objects are configured at the

Network tier, all configuration templates are created and distributed by an NW-CMP server.

Configuration templates are only viewable on S-CMP servers. When using configuration templates,

the configuration of parameters and the association of configuration objects are consistent across all
devices in the CMP system. After a configuration template is created on the NW-CMP server, the template
is distributed to all S-CMP servers and is available for configuring individual servers.

It is recommended that a global configuration template is created for each server type. The global
configuration template is then distributed from the NW-CMP server to all S-CMP servers. Then the
global template is associated with the appropriate server. This results in a single global configuration
template object used network-wide on all servers of the same type. Since all the servers are associated
with the same global objects, applying a configuration change from the NW-CMP server becomes as
simple as making a change either in a configuration template or in another global object (such as a
policy) referenced by this configuration template. Any change to the configuration template is
immediately propagated from the NW-CMP server through the S-CMP servers to all associated servers.

To simplify the association of a configuration template to devices, virtual configuration templates can
be used. A Virtual Configuration template is a configuration template that consists of a reference to
a standard configuration template. Any place the virtual configuration template is used, it is replaced
by the definition of the standard configuration template. The virtual configuration template can make
changes to configuration of servers as easy as changing the virtual configuration template reference
from one standard configuration template to another standard configuration template.

Configuration templates created in
NW-CMP

Configuration templates distibuted by
NW-CMP

Templates are selected, ordered and
saved for device configuration

Template configuration is deployed to
the device

Device Configuration Flow Using Configuration Templates
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Procedure 34: Building a Tiered CMP System

Procedure 34: Building a Tiered CMP System

STEP
#

This procedure will review how to build a Tiered CMP System (Multi-Level OAM). Many of the procedures are the same as
for a Non-Tiered CMP system.

For additional detail please refer to the following (as per the reference section in this document).

E62450 - Configuration Management Platform Wireless User's Guide Release 12.1.x

Pre-requisites:

- Network access to the NW-CMP and S-CMPs OAM IP address, to bring up a web Browser GUI (http)
- Installed CMP Clusters available to be configured as NW-CMPs and S-CMPs

Check off (‘/) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.

=

Install Servers to be used | These steps are the same as for a Non-Tiered CMP System
in the System Topology
Follow the installation methods in this document as described in the section that corresponds
to the hardware environment.

e INSTALLATION (AND NETWORKING) IN A C-CLASS ENVIRONMENT
e  INSTALLING AN HP RMS ENVIRONMENT

e  INSTALLING AN ORACLE X5-2 RMS ENVIRONMENT

Note: The main difference between a “Non-Tiered CMP System” and a “Tiered CMP System” is
that the number of CMP servers that need to be installed will correspond to number of S-
CMPs plus the NW-CMPs per the network design. The CMP ISO application is the same for
both NW-CMP and S-CMPs. These two types of clusters will be differentiated during the

Initial Configuration of the mode options of the CMP Servers via the CMP GUI.

Configure Servers to be These steps are fundamantally the same as for a Non-Tiered CMP System unless otherwise
used in the Network noted in this procedure. Proceed with the procedures in the referenced section and refer
Topology back to this procedure as appropriate.

Referenced Section:

e  CONFIGURE POLICY APPLICATION SERVERS

Procedure 25: Perform Initial Configuration of Policy Servers Platcfg
No change

Procedure 26: Perform Initial Configuration of the Policy Servers CMP GUI

In this procedure, when the CMP GUI is accessed for the first time in a new installation, during
mode selection, mark the checkbox that corresponds to the role that CMP will play.

For the S-CMP select the checkbox for “Manager is S-CMP”
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Manage Policy Servers

Manoge MA Servers

Manoge Polidies

Manoge MRAs

Manage BoDs

Manage SPR Subscriber Data

Manage Geo-Redundant MPE/MRA/BoD
Manager is HA [clusterad)

Manage Analytic Data

Manage Direct Link

Manager is NW-CMP

ROO0OOOOFEOR

Manager is S-CMP »

For the NW-CMP, select the checkbox for “Manager is NW-CMP“

Manage Policy Servers

Manoge MA Servers

Maonage Policies

Maonoge MRAs

Manage BoDs

Manage SPR Subscriber Data

Manage Geo-Redundont MPE/MRA/BoD
Manager is HA (clusterad)

Manage Analytic Data

Manage Direct Link

Manager iz NW-CMP ———

Manager is S-CMP

OrOONOOO”EAOR

Note: For other Mode Selections refer to Procedure 26: Perform Initial Configuration of the
Policy Servers CMP GUI

Note: If neither NW-CMP or S-CMP is selected, the CMP configuration will default to the
legacy CMP of a Non-Tiered System.

Note: Once the mode options have been selected and saved with the option “Manager is S-
CMP” selected, the mode option settings on the S-CMP will be grayed out. This is because the
mode options will be controlled at the NW-CMP and pushed to the S-CMPs once the S-CMPs
have been added to the NW-CMP.

Important: If the mode selection of the CMP has been accessed for the purpose of changing
an existing “Non-Tiered” CMP to a “Tiered” S-CMP, and the Non-Tiered CMP has configured
data to be preserved, it is advisable to create and save a system backup off server.

Procedure 27: CMP Sitel Cluster Topology Configuration
No Change

Procedure 28: Topology Configuration of Additional Clusters
No Change

Procedure 29: SSH Key exchanges to all servers in the topology

This procedure will need to be executed from the “Active” server of the “SITE-1 NW-CMP”
cluster. Additionally, this procedure should be executed from the “Active” server of each
“SITE-1 S-CMP” cluster

Procedure 30: Configure the IP routing on the MPE and MRA
No Change

163 of 209

E70153 Revision 01




Policy Management Bare Metal Installation Guide Release 12.1.x

Procedure 34: Building a Tiered CMP System

Procedure 31: Adding MPE and MRA to CMP Menu

No Change

Note: In Procedure 32, “Diameter Realm” and “Diameter Identity” are manually configured for
both the MRA and the MPE. It is possible to define the “Diameter Realm” from the NW-CMP
in a Multi-Tier configuration but the “Diameter Identity” must be configured on the S-CMP as
this field will be unique to each S-CMP.

Procedure 32: Configure MPE Pool on MRA (Policy Front End)
No Change

Note: MRAs in a Policy System are optional. If the system will not be using MRAs this step can
be skipped.

After completing Procedure 33, further configuration of the newly added MPEs and MRAs will
be performed from the NW-CMP using configuration templates.

3. Login to the NW-CMP

I:' Gui and Add S-CMPs

Starting with Procedure 33 the methodology used to complete the system installation is
different for a “Tiered CMP System” than a “Non-Tiered CMP System”. Proceed as follows:

Note: The NW-CMP will expect that the S-CMPs are reachable and that a connection can be
established from the NW-CMP to the S-CMP to complete this step. If the S-CMPs are not
reachable, or if the CMP being connected to is not configured as a “S-CMP” there will be
associated alarms.

Occurrence Severity  Alarm ID Text OAM VIP Server

. = ) Site1-nw-cmp-b
Nov 19, 2015 11:57 AM EST Major 86304 S-CMP is unreachable. 10.253.104.240 100551045 A
Nov 18, 2015 11:57 AM EST Major 86303 NW-CHMP failed to apply settings to S-CMP. 10.253.104.240 ?'5‘6215'5“';]2"12";5 #

Login to the NW-CMP GUI using the VIP address.

NW-CMP = Configuration = All
|

‘ 5-CMPs
MY FAVORITES Group: ALL

POLICY SERVER o m

POLICY MANAGEMENT I Create S5-CMP | Create Group
SUBSCRIBER

NETWORK

MRA

S-CMP

Configuration

Select Create S-CMP

$-CMP Administration
2 s-cmps

S0 m New S-CMP
Name brbd x
Site One VIP 10.253.104.250
site Two VIP 10.240.220.44
Secure Connection O
Description
Cancel

In the “New-S-CMP” form datafill a <Name> and the <Sitel VIP>. If the S-CMP has a geo-
redundant Site 2 CMP add the Site 2 VIP as well.

Select Save.
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S-CMP Administration

(N 5-CMPs
;“-_‘ Group: ALL
: E‘I brbg Create S5-CMP Create Group I
(3 slak
S-CMP
brbg
slal

The S-CMP is now added to the NW-CMP.

Repeat this for each S-CMP that will be associated with the NW-CMP

4, NW-CMP: Create

I:I Network Element

Note: In this step the creation of a Network Element is used as an example. There are several
different configurations that can be completed on the NW-CMP and pushed to S-CMP in the
same fashion as the Network Elements. For a more comprehensive review of which
parameters can be configured on the NW-CMP and pushed to the S-CMPs and which
parameters can only be configured on the S-CMP, refer to the section “Network CMP Tier
Capabilities” in the Configuration Management Platform Wireless User's Guide Release 12.1.x

To create the Network Element on the NW-CMP follow steps 1 & 2 as in Procedure 34: Define
and Add Network Elements. The NW-CMP will automatically push the created Network
Element to all the S-CMPs it manages.

NW-CMP: NETWORK—>NETWORK ELEMENTS-> All

oRacLE

e (5 Netywork Elements
MY FAVORITES Semm New Network Element
POLICY SERVER 8 otio Name
POLICY MANAGEMENT @ et Host Name / IP Address
es
SUBSCRIBER Backup Host Name
NETWORK Description / Location
Network Elements.
MRA Type PDSN Generic PDSN[V ]
S-CMP. Protocol Timer Profile [undefined[V]
SYSTEM WIDE REPORTS Capaity
*/ PLATFORM SETTING
*| UPGRADE Network Element Groups which contain this Network Element
*/SYSTEM Network Element Groups
ADMINISTRATION
* HELP
Save | | Cancel

Datafill the network Element form and “Save” the configuration

NW-CMP: NETWORK->NETWORK ELEMENTS-> Newly Created Network Element

oRACLE

Q3 Wetwork Elements ini i
P — k Network Element Administration
B8y AL
POLICY SERVER
[8] kansas .l

POLICY MANAGEMENT Network Element: ohio
*| SUBSCRIBER @

NETWORK E PGW ]

Network Elements
EMRA Modify | Delete

s-cMP ame ohio

Host Name / IP Address 10.250.84.26

SYSTEM WIDE REPORTS. Backup Host Name / IP Address  <Nonex
*| PLATFORM SETTING Description / Location
* UPGRADE

SCSIEH Type PGW

DS IAIN Capabill Time-Tariff, Usage-Report-26
* HELP Protocol Timer Profile undefined

Capacity <None>

Network Element named “ohio” created on the NW-CMP.
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Repeat this step for any required additional Network Elements

NW-CMP: NETWORK->NETWORK ELEMENTS-> All
ORACLE’

Network El¢

‘d Network Elements
MY FAVORITES 55y M Create Network Element Create Group I Bulk Delete Search

* POLICY SERVER

j [#] kansas

+ POLICY MANAGEMENT | ) Group: ALL
*| SUBSCRIBER @ ohio

NETWORK Name 4. Host Name / IP Address

kansas 10.10.10.10

Network Elements
+ MRA chio 10.250.84.26
* S-CMP

* SYSTEM WIDE REPORTS

* PLATFORM SETTING

* UPGRADE

* SYSTEM
ADMINISTRATION

* HELP

Now confirm that the newly configured Network Element(s) have been automatically pushed
to the S-CMPs

S-CMP (Slak): NETWORK—->NETWORK ELEMENTS>

oRACLE

Network Element Administration
‘3 Network Elements

MY FAVORITES ey mm Search
* POLICY SERVER
[8] kansas
* POLICY MANAGEMENT ) Group: ALL
[3] ohio
* SPR
S erTeTTTs Name A Host Name / IP Address Type
N ORK ka.nsas 10.10.10.10 PGW
ohio 10.250.84.26 PGW
Network Elements
* MRA

*/ SYSTEM WIDE REPORTS

*/ PLATFORM SETTING

* UPGRADE

*/ GLOBAL CONFIGURATION

* SYSTEM
ADMINISTRATION
* HELP

Network Element named “ohio” created on the S-CMP (Slak).

S-CMP (Brbg): NETWORK->NETWORK ELEMENTS—>

(S-CMP) 11/
e

Network Element Administration
3 Network Elements

MY FAVORITES ae Search

*/ POLICY SERVER

*/ POLICY MANAGEMENT Group: ALL

* SPR

*| SUBSCRIBER Name 4 Host Name / IP Address Tvpe
NETWORK kansas 10.10.10.10 PGW

ohio 10.250.84.26. PGW

Network Elements

*I MRA

* SYSTEM WIDE REPORTS

* PLATFORM SETTING

* UPGRADE

* GLOBAL CONFIGURATION

Network Element named “ohio” created on the S-CMP (Brbg)
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5.

[]

NW-CMP: Create MPE or
MRA Template to
deploy Network Element

Note: In this example a Configuration Template for the MPE is created. If the Policy System

will include MRAs (Policy Front End) the procedure to create, push and apply Configuration

Templates for the MRA is similar except that for the MRAs, the Configuration Templates are
created from NW-CMP: MRA-> CONFIGURATION TEMPLATE-> Create Template.

Sracie

Configuration Templ; inistration

&) MRA Ten
. :;L::ZE::R i [_, Virtual Templates New Configuration Template
+/ POLICY MANAGEMENT “a Configuration
*/ SUBSCRIBER
*/ NETWORK Name |
MRA Copy From prTp—
Configuration Template Description
S-CMP
Configuration
*/ SYSTEM WIDE REPORTS
*/ PLATFORM SETTING _Save || Cancel
*/ UPGRADE

Create a Confguration Template for the MPE

The NW-CMP can be used to create a template that will be automatically pushed to the S-
CMPs in the same fashion that the Network Elements were created on the NW-CMP and
automatically pushed to the S-CMPs.

NW-CMP: POLICY SERVER-> CONFIGURATION TEMPLATE-> Create Template

ORACLE

Config ion Template inistration
~ 3 All Tempistes
MY FAVORITES T . .
2 Virtual Templates New Configuration Template
POLICY SERVER an . :
SIS W Configuration Template: .
Configuration Template Configuration
Applications
- Name '—
Match Lists
Copy From prr—
Quota Profiles

Description / Location
Quota Conventions

Policy Counter ID

Traffic Profiles save | Cancel

Datrs Deafilac

Datafill the “Create Template” form with a name and “Save”. Only <name> is a required field
at this point.

Open the newly created template and navigate to the Policy Server tab
NW-CMP: POLICY SERVER-> CONFIGURATION TEMPLATE-> Created Template=> Policy Server
tab

C

iguration Template inistration
3 Al Templates

3 Virtual Templates Configuration Template: Test1-MPE
=3 Configuration Templates - ey \
= Template | Logs Diameter Routing | Policiac | Nata Gamrcas
9 = J—\@_L € Select Network Hlements - Internet Explorer _[o| %[ =
ht '100.65.117.240 /i /==s do?SEL_SRC:
Modify Policy Server S e =
Select Network Elements
Associations
Applications [ Available Selected
Kansas ohio
Network Elements
Network Element Groups Network Element Group
K| _Cancel
< >

Select: Modify and then click on <Manage> “Network Elements” . This opens a dialog to
associate any required Network Elements for the target MPE
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Select the required Network Element that will be associated to the target MPE click on “OK”
Configuration Template Administi

‘A All Templates
i (1 Virtual Templates Configuration Template: Test1-MPE

=14 Configuration Templates -
@ estl-MPH Template | Logs ﬁ Diameter Routing T Policies T Data Sources ]

Modify Policy Server

Associations

Applications Manage...

Network Elements ohio Manage...

Network Element Groups Network Element Groups

Now “Save” the new Configuration Template

ORACLE

Configurati inistration
m 3 Al Templates
MY FAVORITES ; . E
23 Virtual Templates Configuration Template: Test1-MPE
POLICY SERVER - i
= 2 56 ¢ Templates —
Cos uration Template i ii il ici
7 ) 5 [ Template T Logs m Diameter Routing | Policies | Data Sources |
Applications.
Match Lists Modify | _Advanced
Quota Profiles

e The configuration was applied successfully.

Policy Counter ID Associations

iSRS pplication: Non

Retry Profiles Network Elements ohio
Tetwork Element Groups <None>

Protocol Timer Profiles.

The Configuration Template has now been completed. The configuration template will be
automatically pushed to the S-CMP where the Configuration Template can be applied to the
target MPE.

6. S-CMP: Apply

I:' Configuration Template
to target MPE

On the S-CMP check the Configuration Template that has been pushed from the NW-CMP to
the S-CMP to confirm the newly created Network Element on the Policy Server tab

S-CMP: POLICY SERVER-> CONFIGURATION TEMPLATE

oracLE

Configuration Template Administration
T AVOREES) A '3 All Templates
2 Virtual Templates Configuration Template: Test1-MPE
POLICY SERVER -
=€3 Configuration Templates -
Configuration i is i lici
g 5 (1emplaleT Logs H Diameter Routing T Policies T Data Sources }
Configuration Template
Applications Associations
CERDIES nplicatinne Non,
Quota Profiles Network Elements ohio

ement Groups <Nome>
Quota Conventions
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Now apply the configuration template to the target MPE on the S-CMP using the system tab of
the target MPE.

S-CMP: POLICY SERVER-> CONFIGURATION->System Tab
VP Brb

ORACLE’ -

Policy Server Administration
A (A Policy Servers
MY FAVORITES BEy AL Policy Server: ohio-mpe-1

POLICY SERVER

o) — N
Configuration @WT Loas T Policy Server | Diameter Routing T Policies T Data Sources | Session Viewer |

Cenfiguration Template

Applications Modify | Delete Rezpply Configuration

Match Lists

Configuration

Quota Profiles

Quota Conventions Name ohio-mpe-1
i Status on-line

Policy Counter ID i 12.1.0.0.0_35.1.0

Version
Description / Location

Traffic Profiles
Retry Profiles
Protocol Timer Profiles
Secure Connection No
Roaming Profiles Legacy No
Type Oracle
Charging Servers System Time Nov 22, 2015 03:55 PM EST

Time Periods

Serving Gateway/MCC-
MNC Mapping — -
take priority over higher numbered templates)
Monitoring Key
Custom AVP Definitions Priority Template Name
None

Select: “Modify” on the system tab and then click “Add” for “Associated Templates”.

.é Add Associated Templates - Internet Explorer — II:I IEI

f@) http://100.64. 180,27 mi/rcTemplatesList.do?SEL_SRC1=

Test1-MPE

Location I[II

ﬂl Cancel |

< >
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Procedure 34: Building a Tiered CMP System

Confirm the Configuration Template to be applied to the target MPE and select “Save.” This
will associate any configurations included in the Configuratopn Template to the corresponding
MPE.

S-CMP: POLICY SERVER-> CONFIGURATION > target MPE-> System tab
S-CMP Brbg

Policy Server Administration

Policy Server: ohio-mpe-1

ERM Logs | Policy Server | Diameter Routing | Policies | Data Sources | Session Viewer |

Maodify I M Reapply Configuration |
Configuration
Name ohio-mpe-1
Status On-line
Version 12.1.0.0.0_35.1.0

Description / Location

Secure Connection No

Legacy No

Type Oradle

System Time Nov 22, 2015 04:06 PM EST

Associated I lower bered | take priority over higher numbered templates)
Priority Template Name

1 Testl-MPE

Now confirm the Network Element from the Configuration Template shows as “deployed” on
the Policy Server tab of the target MPE.

S-CMP: POLICY SERVER-> CONFIGURATION -> target MPE-> Policy Server tab

Policy Server Administration
A Policy Servers

=3 AL Policy Server: ohio-mpe-1
@ _—
( SystemT RepuﬂsT Logs ﬁ Diameter Routing | Policies | Data Sources | Session Viewer
Modify | Advanced

Associations
icati Nona
I Network Elements ohio ii I
0Tk Element Groups, <None>

Note: When an object is associated wioth a target MPE using a configuration Template the
symbol “T” is dislayed next to the object to indicate the source of the object is from a
Configuration Template

In this fashion the NW-CMP can be used to manage configurations across a large number of
S-CMPs.

You have completed this procedure.
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8. SUPPORTING PROCEDURES AND INFORMATION

The following procedures and information may be referenced during installation, or may provide useful
alternative methods for performing certain steps.

8.1 ILO (ILOM) PROCEDURES

This section contains procedures for iLO Access and Configuration. The examples provided below are for
HP servers and in some case for Oracle X-5-2 servers. Generally procedures are similar for HP Servers
and Oracle X5-2 servers. In some case examples are provided for both systems. Below is a reference to
documentation that provides additional detail for both HP Servers and Oracle X5-2 servers.

Further detail is also provided in the following document as found in the reference section of this document
[6] E53017 - TPD Initial Product Manufacture

Procedure 5: Change iLO IP address from Console HP DL380

Below is a procedure to set the iLO IP address to a desired value using console access

If the server has been purchased from Oracle , then the iLO IP address may already be set to the
production standard value (192.168.100.5). This procedure can also be used to confirm if a network
address has already been assigned. The user can access the iLO GUI, and change the iLO address to a
customer/site specific value using the iLO IP address configuration form.

Procedure 35: Set/change iLO IP address via Console

STEP | This procedure will Set/change iLO IP address via Console, on a DL380 server
#
Needed material:
IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.
1. Connect to the Connect to the Server:
[l Server - using a VGA Display and USB Keyboard, or
- using the Server iLO port and iLO Web Interface (to access Remote Console)
(Note: default IP address on the iLO portis _192.168.100.5_)
2. Boot the Server =  Restart or power up the server.
d =  Press the F8 key when prompted during POST. The iLO RBSU runs. A dialog is
provided
3. Set the IP address = Select Network ->DNS/DHCP, press the Enter key, and then select DHCP
O and other iLO Enable. Press the spacebar to turn off DHCP. Be sure that DHCP Enable is set to
Parameters Off, and save the changes.
= Select Network ->NIC ->TCP/IP, press the Enter key, and enter the appropriate
information in the IP Address, Subnet Mask, and Gateway IP Address fields.
=  Save the changes.
= ExitiLO RBSU. The changes take effect when you exit iLO 3 RBSU.
4. Verify IP address Follow procedure to login to the iLO Port using configured IP address.
[l by Login to iLO
port
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Procedure 6: Connect Laptop to iLO Port

This procedure contains the steps to connect a laptop to the iLO via a directly cabled Ethernet connection.

Procedure 36: Connect Laptop to iLO port

Step Procedure Result
1. Connect the
I:‘ laptop’s
Ethernet port

Connect the laptop’s Ethernet

directly to th
irectly to the port to the PM&CIiLO port.

PM&C iLO port
using a
standard Cat-5
cross-over
cable.

.':",; ﬁ\_i?.ﬁ'?""!'ﬁ’."'T'-..li'-'I"'I"I'-"IIII‘II "‘7&1 “

2. Access the Windows 7

laptop network | ®  Go to Control Panel

interface card’s | e  Click on Network and Sharing Center

TCP/IP - e Click on Change Adapter Settings
Properties
screen. e  Right click Local Area Connection and select “Properties”
e  Select “Internet Protocol (TCP/IP)” and select “Properties”
x|

Netwaorking | Sharing I

Connect using:
I Ifl-:F| Inte!{R) Ethemet Connection 1218-LM

Configure... |
This connection uses the following items

121005 Packet Scheduler -]
g File and Printer Sharing for Microsoft Networks
«&- Cisco |P Communicator driver for CDP
& Intemet Protocol Version & {TCP/IPvE)
=i Intemet Protocol Version 4 {TCP/IPv4)
& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder -
«| | B

Install... Wrirstall | Properties |

D
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK | Cancel
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Procedure 36: Connect Laptop to iLO port

3. Set the IP The expectation for this IP addressing scheme is that the iLO Management Interface IP
et he address has been set previously to the 192.168.100.5/24. The IP addressing scheme to use
address to: . . - . .
on the laptop that will be making the iLO connection should correspond according to the
192.168.100.100 . . .
IP address assigned to iLO Management interface.
the Subnet
mask to:

255.255.255.0

and the Internet Protocol Version 4 (TCP/IPv4) Prope 2|>

Default

gateway to: General |

192.168.100.5

click “OK”. You can get IP settings assigned automatically if your network suppaorts

this capability. Otherwise, you need to ask your netwark administrator

2) Click “Close” for the appropriate IP settings.

from the

network

interface card’s {" Obtain an IF address automatically

main % Use the following IP address:

Properties

screen IP address: | 192,188 . 1 . 100
Subnet mask: | 255 .255.255. 0
Default gateway: | 192.168. 1 . g

" Ohbain BN server address automatically

¥ |ze the following DNS server addreszes:

Preferred DMS server: I

Alternate DMS server: I

[ validate settings upon exit Advanced... |
| Ok I Cancel

THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 7: Access the HP iLO GUI

This procedure contains the steps to access the HP iLO GUI.

Procedure 37: Access the HP iLO GUI

Step Procedure Result
1.
Launch
I:' Internet a@ 2 hitp://192.168.100.5/ pP-ex
Explorer and - = — —
“Go To”
192.168.100.
5
(manufacturi
ng default)
or customer
IP set during
installation.
2. Internet —
nterne i’:? ke [@Cerﬁﬁah& Error: Navigation Blocked l l
Explorer may | | ——=—
display a e
warning |.,@ There is a problem with this website's security certificate.
message
regardlng. The security certificate presented by this website was not issued by a trusted
the Security The security certificate presented by this website has expired or is not yet valid
Certificate. The security certificate presented by this website was issued for a different we
Security certificate problems may indicate an attempt to fool you or intercept
server.
We recommend that you close this webpage and do not continue to thi
& Click here to dose this webpage.
@ Continue to this website (not recommended).
& More information
3.
Select the . ) ) )
i We recommend that you close this webpage and do not continue to this website.
option to
“Continue to @ Click here to close this webpage.
the website & Continue to this website (not recommended).
(not ) )
& More information
recommend
ed)u
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Procedure 37: Access the HP iLO GUI

Log in as
user
“Administrat
or"

iLO 4

HP ProLiant

Firmware Version 1.30
ILOUSE31202CF

12 CopyrsN 2002-2013 Hewlet Packard Deveiapment Company L P

12.1.x

The HP iLO
Home page
is displayed.

Local User: Administrator

iLO Hosiname: 1LOUSE31202¢

Expand Al iLO Overview
] wormation
Overview Information Status
System Information Server Name brbg-mra-1b System Health ) ok
iLO Event Log Product Name ProLiant BL460c Gens ServerPower @ on
Integrated Management Log uuD 30313436-3631-5355-4533-313230324346
Acive Heallh Systom Log Server Seal umber  USE3N202CF uowoestor - @ up ore
Diagnostics i Proauct ID 641016621 TPM Status - Nal Present
::::: Z;De:«mw Senies SystemROM 191 097082013 i‘;‘;::::nl:s F’:\mM:'yE::H: 3.47.05 2014
Backup System ROM 12142012
Remote Console
Integrated Remote Console NET Java
Virtual Media License Type 1L0.4 Standard Blade Edition
wer Management ILO Firmware Version 13018 2013
Network 1P Address 102508469
[+] Remote Support Link-Local IPv6 Address  fo50:6e3b eSfTiea §1ie/s4
Administration L0 Hostname ILoUSE1202CF
BLecClass i
Active Sessions
[ User: =|wr Source |
| Local user agministrator 102511098 Web Ul |

THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 8: Changing the HP iLO address from the iLO GUI

This procedure will set the IP address of the iLO to the customer’s network so that it can be accessed by

Oracle support.

Procedure 38: Changing the HP iLO address from the iLO GUI

Step Procedure Result

1.

[]

Launch the
HP iLO GUI

The home page will be displayed

iLo4

Proliant BL46ic Gen
Expand Al iLO Overview
[=] iformation
Overvew Information Status
System Information Server Name brbg-mra-fo systemteatn @ ok

iLO Event Log Product Name

Infegrated Managemen Log uic

ProLiant B_450c Gen3
0313436.3631-5355-4533- 313130324346

severPower @ on

Local User. Administiator

L0 Hostname ILOUSE31202CF.

Home |

Aclve Health Systen Log Server Sera Number  USE312020F uorsctor - @upore
Diagnisiics Pros D P TPMStatus  fot Present
BackpSysemAOM 12142012
Remote Console
Inlegated Remote Console  NET Java
Virtual Vedia Lierse Typs L0 Standard Biade Edton
Povier Management iLO Fimvare Versin— 1304ul 182013
Network P Acdress 102508459
Remote Support Link-.ocal IPv6 Address  fed0:GebeSiifes2 511064
1LO Hostnane ILOUSET20GF.
Active Sessions
[ user: [ source |
| Locel User. Adminstrator 112511098 Web Ul |

2. iLO GUI Navigate to Network—>iLO Dedicated network port—=>1Pv4 TAB
i

configuration

Survey.
Hit Submit.

NOTE: You will lose access after you hit the Submit button.

iLO 4
7) ProLiant DL380p Gend

Expand All
Information
Remote Console
[=] virtual Mecia
Power Management
[] Network
ILO Dedicated Network Port
Shared Network Port
Remote Support

Administration

iLO Dedicated Network Port - IPv4 Settings

Summary | General | IPv4 | IPvS  SNTP
[ Enable DHCPv4

Use DHCPv4 Supplied Gateway

Use DHCPv4 Supplied Static Routes

Use DHCPu4 Supplied Domain Name

Use DHCPv4 Supplied DNS Servers

Use DHCPv4 Supplied Time Seftings

Use DHCPv4 Supplied WINS Servers

1Pv4 Address

Subnet Mask

Gateway IPvd Address

Destination Mask Gateway

Static Route #1(0.0.0.0 |[ono ][00 |
Stafic Route #2[00.0.0 |00 |[000 |
Static Route #3[0.0.0.0 |[oo00 |[0:0.00 |
Primary DNS Server

Secondary DNS Server

Tertiary DNS Server

Enable DDNS Server Registration

Primary WINS Server

0.0.00
Secondary WINS Server [0.0.0.0

Enable WINS Server Registration

Ping Gatevray on Startup

Change the IP Address, Subnet Mask and Gateway IP Address to the values supplied in the IP Site
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Procedure 38: Changing the HP iLO address from the iLO GUI

3.

[]

Reset IP
configuration
on laptop

If using a laptop, reset the PC’s network configuration, updating the IP configuration in network

[Internet Protocol Version 4 (TCP/IPv4) Properties ﬂ_’

General |

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically

—{* Use the following IP address:

IP address: 192,168 . 1 . 100
Subnet mask: | 255 .255.255. 0
Default gateway: 192,168 . 1 . §

| Obtain DRS server address autamatizally,

—{* Use the following DNS server addresses:

Preferred DNS server: I . . .
Alternate DNS server: I . . .

[~ validate settings upon exit Advanced... |
oK I Cancel

Reconnect to
iLO with
newly
configured IP
address

a@ 2 hitp://192168100.5/ L — Gﬂx

Note: Use the newly configured IP address

THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 9: Launching the Remote Console from the HP iLO GUI

This procedure will Launch the Remote Console after having connected to the HP iLO interface as per the
procedures in this section.

Procedure 39: Launching the Remote Console from the HP iLO GUI

Step Procedure Result
1. : . .
HP iLO Gui Navigate to Remote Console -> Remote Console
|:| D) oo
Expand All Remote Console -iLO Integrated Remote Console
8]

Lanch | Java | HolKeys

ataragenent g NET Integrated Remote Console (.NET IRC)
ath System Log

cess tothe system KM and confrolof Virtual Power and Media from a single consale bult on the Microsaft NET Frameviork
Losation Discavery Services
Insight Agent
%] L0 Federation
(=] Remote Console

fthe NET Framework is included in your operating system. The NET Framework is also available at the Microsoft Download Center. The NET IRC
445,

(5] Virtus! Media
%] Power Management

\

5] Administration

i,
Java Integrated Remote Console (Java IRC)
The Java IRC provides cess to the system KVM and control of Virtual Power and Media from a Java applet-based console. Java IRG requires the availabilty of Java. \
i,

Note: There are two modes that can be selected

2. Select the .net Integrated Remote Console

I:I HP iLO Gui

Note for Firefox users: Firefox requires an Add-on to launch .NET applications. Visit the Firefox
Add-on website to download the latest version of the Microsoft .NET Framework Assistant.

Note for Chrome users: Chrome requires an extension to launch .NET applications.
As a workaround select one of the following instead:

® Integrated .NET IRC application with another browser

e  Standalone .NET IRC application available from hp.com
® Integrated Java-based Remote Console (Java IRC)

® iLO Mobile Application to access the iLO Remote console

Confirm “run” when prompted

%

Do t t thi lication? ﬁ?
you want to run this application \\,L__._f

Name:
Integrated Remote Console

From (Hover over the string below to see the full damain):
100.65.117.246

Publisher:
Hewlett-Packard Compan

Run | Don't Run I

™ While applications from the Internet can be useful, they can patentially harm your
computer. If you do not trustthe source, do not run this software. More Infarmatian...
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Procedure 39: Launching the Remote Console from the HP iLO GUI

3. . ) ) -
Remote The remote console will present the login screen to the CLI of the installed OS. Login with admusr
I:I Console Login | to access the CLI prompt.
.net
(inet) Note: For keystrokes to register on the Remote Console window, the window may need to be
selected/highlighted with the mouse pointer while typing.
ol N [=1ET
Power Switch Virtual Drives Keyboard Help
Jracle Linux Server release 6.6
ernel 2.6.32-584.16.2.elbprerel?.8.2.8.8_86.26.8.xBb_64 on an xB6_64
Sitel-nw-cmp-a login: _
4. . . Alternately, a second option to launch the remote Remote Console is to select the Java Integrated
HP iLO Gui . .
I:I Remote Console from the remote console window as seen in step #1.
Note: The Java IRC provides remote access to the system KVM and control of Virtual Power and
Media from a Java applet-based console. Java IRC requires the availability of Java.
Note:The java console will take some before this prompt to appear and also for the remote
console to launchs
Confirm “continue ” when prompted
x|
Do you want to Continue?
The connection to this website is untrusted.
/ ! : Website: https://10.253.104.246:443
MNote: The certificate is not valid and cannot be used to verify the identity of this website.
More Information
Continue | Cancel |
5. Remote . . . Lo
Console Login The remote console will present the login screen to the CLI of the installed OS. Login with admusr
I:I . to access the CLI prompt.
(java)
Note: An advantage of this console is that the console size can be adjusted.
—Io|x]
Power Switch Virtual Drives Keyboard
Pracle Linux Server release 6.6
iernel Z.6.32-5684.16.2.el6prerel?.0.2.8.8_86.26.0.xB6b_64 on an xB6_64
[Sitel-nw-cmp-a login: _
Video:720x400 Gars 9@
THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 10: Virtual Mount an ISO image file from the HP iLO GUI

This procedure contains the steps to mount an ISO image file from the remote console of the iLO interface.

Procedure 40: Virtual Mount an ISO image file from the HP iLO GUI

Step Procedure Result
1. . )
Launch the Launch the remote console. In this example the .net console is used.
I:' remote
console
Jﬁ' iLO Integrated Remote Console - Server: Site2-nw-cmp-b | iLO: ILOUSE3 = IEIIil
Power Switch  Virtual Drives Keyboard Help
Jracle Linu ierver release 6.6
ernel 2.6 -5A4.16.2.elbprerel?.8.2.8.6_086.26.8. 64 on an xB86_64
Site2-nw-cmp-b login:
2. ) ) )
|:| Remote Select “Virtual Drives”. From the drop down tab, check the box “Image File CD-ROM/DVD.
Console

Jﬁ iLO Integrated Remote Console - Server: Site2-nw-cmp-b | iLO: ILOUSE3 - ||:| |5|

Power Switch | Virtual Drives Keyboard Help
e E\ My Passport
y & 6
it el?.8.2.8.8_86.26.0. 64 on an xB6_64
_ Impde File Removable Media
RL Removable Media
Image File CD-ROM/DVD
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Procedure 40: Virtual Mount an I1SO image file from the HP iLO GUI

3.

Remote You will be prompted to browse to the file you want to “virtual mount”. In this case a TPD
I:I Console Platform ISO image file has been selected
77110 In =]

Power Switch Virtual Drives Keyboard Help

cle Linux Server release 6.6
584.16.2.el e17.0.2.8.8_86.26.8.xB6_64 on an xB6_64

Leokin: | |, 70.2 Tekelec Platiom Distrbuton 162 v| &= (] 5 [

Name = +| Date modified
)15 11:3

File name: |TPDinstall-7.0.2.0.0_86.28.0-Cracle Linu6 6 = |

Files of typs [150 Image Fies (*150) =l

4. Open the selected ISO image file. You can confirm the image file is mounted if the checkbox is
Remote -
still checked.
Console lolx]
Power Switch | virtual Drives Keyboard Help

My Passport

[
Rl el?.0.2.8.8_86.26.8.x86_64 on an x86_64
Image File Removable Media

C. URL Removable Media

To unmount the image file simply uncheck the check box.

|77 iL0 Integrated Remote Console - Server: Site2-nw-cmp-b | iLO: TLOUSES:

Power Switch | Virtual Drives Keyboard Help
My Passport
6
el?7.8.2.8.8_86.26.8.x86_64 on an
Image File  Removable Media

L. URL Removable Media

CD-ROM/DYD

Weble s eee

THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 11: Access the Oracle X5-2 iLO GUI

This procedure contains the steps to access the HP iLO GUIL.

Procedure 41: Access the Oracle X5-2 iLO GUI

Step Procedure Result
1.
Launch
I:' Internet a@ 2 hitp://192.168.100.5/ pP-ex
Explorer and - = — —
“Go To”
192.168.100.
5
(manufacturi
ng default)
or customer
IP set during
installation.
2. Internet —
nterne i’:? ke [@Cerﬁﬁah& Error: Navigation Blocked l l
Explorer may | | ——=—
display a e
warning |.,@ There is a problem with this website's security certificate.
message
regardlng. The security certificate presented by this website was not issued by a trusted
the Security The security certificate presented by this website has expired or is not yet valid
Certificate. The security certificate presented by this website was issued for a different we
Security certificate problems may indicate an attempt to fool you or intercept
server.
We recommend that you close this webpage and do not continue to thi
& Click here to dose this webpage.
@ Continue to this website (not recommended).
& More information
3.
Select the . ) ) )
i We recommend that you close this webpage and do not continue to this website.
option to
“Continue to @ Click here to close this webpage.
the website & Continue to this website (not recommended).
(not ) )
& More information
recommend
ed)u
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Procedure 41: Access the Oracle X5-2 iLO GUI

4,

[]

Login as Fresh Install default password is changeme

user “Root”.
Please Log In

SP Hostname: x52cmp-1b

User Name:

Password: |

ORACLE’ Integrated Lights Out Manager v3.2.4.52

The X5-2

Refresh

Logout

iLOM Home a1 vser o
NavieATION Summary Information
page is 8 TR I View system summary information. You may also change power state and view system status and fault information. More details
displayed —
played. Processors Generalnformaion Actons
Memory System Type Rack Mount Power State @oN Tum OFF
Model ORACLE SERVER X5-2
Power Locator Indicator OFF
y QPart ID Q10544 @ Tum On
Cooling
Part Number 33384939+4+1
st 5
ST Serial Number 1516NM100B Oracle System Assistant DEnrH
Networking System Identifer - Version: 10083699 e
PCl Devices System Fimuare Version 32452 System Fimware Update: Update
e Primary Operating System Oracle Linux Server release 6.6 p——
- Host Primary MAC Address 00:10-0:76:01:ac @ Il aunchay
Open Problems (1) ILOM Address 1025035171

System Log ILOM MAC Address 00:10:E0:76:01:80

& Remote Control Status

2 Host Management

Overall Status: @ Service Required  Total Problem Count: 1

1 System Management Subsystem Status Details
Y T—— Processors 9 oK Processor Architecture XB6 64-bit
1 1LOM Administraton Processor Summary. Two Intel Xeon Processor E5 V3 Series
Memory @ oK Installed RAM Size: 256 GB
Site Map
Power © Senice Required Permitted Power Consumption: 880 watts
Actual Power Consumption: 176 watts
Cooling © oK Inlet Air Temperature: 7°c
Exhaust Air Temperature: 3C
Storage © oK Installed Disk Size: 23568

Inventory
Processors: 22 insialied Mssimum)
DIMMS: 16124 (nstiies | Masimam)
PSUs 212 (nstates  Maximur)

1616 (nstlies/ Masimum)
Not Supported

Chassis Fans:
PSU Fans:

Internal Disks: 2 /8 (instlied | Msximum)

THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 12: Changing the Oracle X5-2 iLO address from the iLO GUI

This procedure will set the IP address of the iLO to the customer’s network so that it can be accessed by
Oracle support.

Procedure 42: Changing the Oracle X5-2 iLO address from the iLO GUI

Step Procedure Result

|1:'| Launch the The home page will be displayed

X5-2 iLOM
GUI

ORACLE" Integrated Lights Out Manager v3.2.4.52 About  Refresh  Logout

NavicaTION ‘Summary Information
= System Information View system summary information. You may state and view nformation. More detais
Summary
(o= ‘General Information Actions
Memory System Type Rack Mount Power State @on Tum OF
Model ORACLE SERVER X5-2
Power. Locator Indicator OFF =
QPatID Qtoss a (L fumOn |
Cooling
Part Number 333649394441
Storage Serial Number 1516NM1008 Oracle System Assistant Laongh
System Idenifier - Version: 1004389 .
System Fimware Version 32452 System Firmuare Update —
P Primary Operating System Oracle Linux Server reloase 6.6
= Host Primary MAC Address 00:10:€076:01:ac Bemos Corsdic) Launch
([ ILOM Address 10.25035.174
System Log ILOM MAC Address 00:10.£076:01:80
= Remote Control Status
1 Host Management Overall Status @ Service Required  Total Problem Count: 1
0 System Management Subsystem Status. Details Inventory
O P Processors 0ok Processor Architecture X85 64-bit Processors: 22 (natabea  Mesimum)
STT— Processor Summary. Two Intel Xeon Processor E5 V3 Series
Memory oK Installed RAM Size: 2568 DINMs 16124 qrsta  Masimm)
Site Map
Power © Senvice Required Permitted Power Consumption: 880 watts PSUs: 212 (nstes  asimum)
Actual Power Consumption: 176 watts
Cooling ok Inlet Air Temperature: 17°C Chassis Fans: 16 /16 (rsalac Mo
Exhaust Alr Temperature: n°C PSUFans: ot Supported
Storage ook Installed Disk Size: 2368 Internal Disks: 2/ 8 (mstabea  Mesimor)

2. Navigate to Network—> iLOM Administration ->Connectivity

iLOM GUI
I:I configuration Change the IP Address, Subnet Mask and Gateway IP Address to the values supplied in the IP Site
Survey.

Hit Save.
NOTE: You will lose access after you hit the “Save” button.

ORACLE" Integrated Lights Out Manager v3.2.4.52

NAVIGATION Connectivity
Open Problams (1) m DNS | Serial Port
SEmlieg 802.1Q Taqging: ™ Enabled
o Remote Control ,—
= Host Management Xrli_f\ﬁllwdnrange is from 1-4079. The default is: Disabled
Power Control Responding DHCP Server:  10.250.35.14
Diagnostics IPvd
Host Control State: & Enabled
o System Management 1P Discovery Mode: c DHCP @ St
BI(?S DHCP Client ID: -W
Policy SysID is the System Identifier configured on the Identificatyéh Information page.

= Power Management IP Address: 10.250.35.171
= ILOM Administration Netmask: 2552552550
Identification
Gateway: 10.250.35.1

Logs

e A 1Pv6

User Management State: 7 Enabled

Connectivity Autoconfig: @ Stateless  None
Configuration Management| DHCPv6 Autoconfig: ¢ Stateless ( Stateful @ None
Notifications Link-Local IP Address: 1280::210:60fffe76:1b0/64

Date and Time Static IP Address: =128
Maintenancs Static Gateway: ]

Site Map
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Procedure 42: Changing the Oracle X5-2 iLO address from the iLO GUI

3.

[]

Reset IP
configuration
on laptop

If using a laptop, reset the PC’s network configuration, updating the IP configuration in network

[Internet Protocol Version 4 (TCP/IPv4) Properties ﬂ_’

General |

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically

—{* Use the following IP address:

IP address: 192,168 . 1 . 100
Subnet mask: | 255 .255.255. 0
Default gateway: 192,168 . 1 . §

| Obtain DRS server address autamatizally,

—{* Use the following DNS server addresses:

Preferred DNS server: I . . .
Alternate DNS server: I . . .

[~ validate settings upon exit Advanced... |
oK I Cancel

Reconnect to
iLOM with
newly
configured IP
address

a@ 2 hitp://192168100.5/ L — Gﬂx

Note: Use the newly configured IP address

THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 13: Launching the Remote Console from the Oracle X5-2 iLO GUI

This procedure will Launch the Remote Console after having connected to the HP iLO interface as per the

procedures in this section.

Procedure 43: Launching the Remote Console from the Oracle X5-2 iLO GUI

Step Procedure Result
. HP iLO Gui Naviagte to Remote Control -> Redirection
D ORACLE" Integrated Lights Out Manager v3.2.4.52
NAVIGATION Redirection
BSe i T Manage the host remotely by redirecting the system console to your lacal machine. More details
‘Summary
Processors
@  Use video redirection
Memory
 Use serial redirection
Power
Gl nbzupch Bemote,Conzojag)
Storage )
KVMS Ports
Networking
The following ports are utilized by the KVMS Redirection service and are the HTTP and HTTPS Web Server pc
PCI Devices be affected and requires a restart
Firmware Non-secure Port: 80
Open Problems (1) Secure Port: 443
System Log
= Remote Control
Note: There are two modes that can be selected
2. . Select the Use video redirection
X5-2iLOM

Confirm “OK” or “continue” if prompted

Message from webpage x
@™% The remote console application requires Java 6.0,
'-. ! Please download Java from http:/fwww.java.com.
Do you wish to continue?
OK Cancel
Security Warning x|

Do you want to Continue?
The connection to this website is untrusted.

/ ! Website: hitps://100.64.131. 171:443

Note: The certificate is not valid and cannot be used to verify the identity of this website.

More Information
Continue Cancel
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Procedure 43: Launching the Remote Console from the Oracle X5-2 iLO GUI
3.

Remote Select “run”
I:I Console

. x
(V|d.eo . Do you want to run this application?
redirection)

Name: Remote System Console Plus

Publisher: Orade America, Inc.
Location: https:/f100.64.131.171:443

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

[ Do not show this again for apps from the publisher and location above

6 More Information

Cancel

The remote console will present login screen to the CLI of the installed OS. Login with admusr to
access the CLI prompt.

KVMS Preferences Help
Mouse Sync L Ctl| |L Win | L Alt| R Alt| |RWin| R Ctl Context| |[Lock]| |Ctl-Alt-Del =(y LI;h

Oracle Linux Server release 6.6
Kernel 2.6.32-584.16.2.elbprerel?.8.2.8.8_86.26.8.x86_64 on an xB6_b4

Zcmp-1b login: _
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Procedure 43: Launching the Remote Console from the Oracle X5-2 iLO GUI

4. . Or Select Use serial redirection
X5-2iLOM
Click through the dialog boxes

Confirm “continue ” when prompted

Do you want to run this application?

Name: Remote System Console Plus

) Publisher: Orade America, Inc.

Location: https://100.64.131.171:443

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

[ Do not show this again for apps from the publisher and location above

? More Information

Cancel

5. Remote . . . L
Console Login The remote console will present login screen to the CLI of the installed OS. Login with admusr to

I:I . access the CLI prompt.

(java)

Note: Press Enter to get the CLI prompt to display.

54 on an

THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 14: Virtually Mount an ISO image file from the Oracle X5-2 iLO GUI
This procedure contains the steps to mount an ISO image file from the remote console of the iLO interface.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step
number.

Procedure 44: Virtually mount an ISO image file from the Oracle X5-2 iLO GUI

Step Procedure Result
1.
Launch the Launch the remote console.
I:I remote
console
Bl

KVMS Preferences Help

Serial redirection started.

L

54 on an

wp—-1b login: I

Console - S —

I:'I Remote Select “KVMS” and from the drop down tab, select Storage.
E Oracle(R) Integrated Lights Out Manager Remote Syslui

Relinguish Full Control
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Procedure 44: Virtually mount an ISO image file from the Oracle X5-2 iLO GUI

3. Remote In the form that opens up, click on the “Add” button.
Console
D x|
Path Device Type

/

SSL Enabled

| Add... | | Connect | | Remove...

And browse to ISO image file that will be mounted and click on “Select”.
7. Add Storage Device

x|
Look In: ‘ﬁ 7.0.2 Tekelec Platfrom Distribution 1 of 2 ‘ V‘ E

[y PointerDoc-ProductionVersionCGBUTKLC-032514.pdf
[} README.txt

1 TPDjnstan.o.z.o.o_aﬁ.za.wradeUnumnaﬁ_Mjsd
[y v77391-01_10f2.2ip

File Name:

[TPD.install-7.0.2.0.0_86.28.0-OracleLinux6.6-x86_64.i50 |
Files of Type: Al Files

Select || Cancel ‘
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Procedure 44: Virtually mount an ISO image file from the Oracle X5-2 iLO GUI

4,

[]

Remote
Console

N

You will see the path to the selected file populated in the form. Highlight the ISO image and the
buttons at the bottom of the form become available. Click on “connect” to complete mounting
the I1SO image file.

x|
N Path Device Type |

™ x\12.1 Software Delivery Cloud\7....150 Image

S35L Enabled

Add... Connect Remove...
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Procedure 44: Virtually mount an ISO image file from the Oracle X5-2 iLO GUI

5.

[]

Remote
Console

Once the iso image file is successfully “connected” you will be presented with the screen below
indicating that the iso image is now mounted.

x
Path Device Type

™ D:\112.1 Software Delivery Cloud\7.0.2 Tekelec Platf...IS0 Image

SSL Enabled

lease, safely remove your storage device{s) thqt you are sharing with your server before disconnecting storage

lease remove and reinsert your writable media altgr you have disconnected your storage.

| Add... | | Disconnect | | Remove...

To unmount the image file select the file and click on “Remove”

¥ oracle(R) Integrated Lights Out Manz x|
Are you sure that you want to remove the storage device?

Yes No

THIS PROCEDURE HAS BEEN COMPLETED
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Procedure 45: Launching the Remote Console using the OA (c-Class)

Procedure 45: Launching the Remote Console using the OA (c-Class)

1. Web Browser: Access
I:' Onboard Administrator

Login (must be Active
0A)

Open a web browser and navigate to the OA IP address. Note that you be prompted with a
warning for security certificates, because the certificate is self-signed. You must select
Continue to access this page.

User ame: 1
[t aciosures | satvs | Gomnction| remware |
Tom [ o o ey sm oassssescss e

2. Web Browser: Login as
I:I Administrator, and
view available server

blades

Log in to HP OA as a user with Administrative privilege.

) Wl ladeSystem Unboard Administrator
o

Updated Thu Nov 52015, 17:57:35

Rack Overview - 500_03_01 et [

9 ¥V i de o
Systemstatus 4 0 2 0 0 o
Systems and Devices
= Front View Rear View Enclosure Nare: s0301
Rack Overve Seria umber SaH1ospasH
Rack Fimviare wup: GesaH10sPesH
Part Number soro1e.821
Primary: 50301 AssetTag
& Enciosure formation vo sete @ o

Enclosure Seftings

Standby Onboard Administrator
I intercomect Bays
I Power and Thermal

I Active Onboard Administrator
Device Bays

e

Insight Display

Refresh Topology

3. Web Browser: Open
I:I the iLO form for the
server blade you wish

to connect to

From the navigation pane, select Device Bays, select the expand button on the desired
device, and click on the iLO link.

[ HP BladeSystem Onboard Administrator m
o o

View Legend
iLO - Device Bay 1

Updated Thu Nov 5 2015, 17:41:31

o ¥ 40 e 0 Processor Information Event Log
0o 0 o

SystemStaws 0 0 0

Systems and Devices

= Management Processor Information
ILOUSE31202C)

10.250.84.68

6C:3BESAZA14D

Rack Overview
Rack Frmware

Primary: ENCLOSURE_104_02_ MIDDLE
& Enciosure Information
2 Enclosure Settings.
B Active Onboard Administrator
B3 standby Onboard Administrator

iLo4

2.03 Nov 07 2014

iLO Federation Capable es

B Device Bays. iLO Remote lanagement
B 1. brog-mra-1a
) Clicking the links in this section will cpen the requested ILO sessions in new windows using single sign-on (SS0), which Goes not require an iLO username or
Port Mapping password to b entared.
F
e If your browser settings prevent new popup Windows from apening, the iinks will not function properly.
2. brbg-mpe-1a
2. slak-mpe-1¢ Web Administration
9. brbg-mra-1b Access the LO web user interface.

10. brbg-mpe-1b. Integrated Remote Console
siakmra-1c ccess the system KV and control Virtual Power & Wedia from a single console (requires AtiveX and Microsoft Intemet Explorer). Piease note: this may not be
B 11.siakmra-1 Atcess the system KVH and control Virtual Power & Media fr L e ( ActiveX and Microsoft Internet Explorer). Pl te: th t b
B nterconnect Bays. supported on al operating systems. Please check official L0 operating system support.
B Power and Thermal Remote Console

& UsersiAuthentication Aceess the system KV from a remote console. This requires a Java Virtual Machine Runtime Environment (JRE). Please note: this may not be supported on all operating
Insight Display systems. Please check official iLO operating system support
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Procedure 45: Launching the Remote Console using the OA (c-Class)

4.

[]

Web Browser: Click
the remote Console link

Click the Remote Console link, and a new browser window opens. You may be prompted
with a security certificate warning, as well as a warning about running content from an
untrusted site. Click though the prompts.

Java Integrated Remote Console

Access the system KVM and control Virtual Power & Media from an applet-based console requiring the availability of Java.

x|

Do you want to Continue?
The connection to this website is untrusted.

! ! Website: https://10.250.84.68:443

Mote: The certificate is not valid and cannot be used to verify the identity of this website,

Continue |

You must select Continue or Yes to proceed.

More Information

Web Browser: If Java
security error
encountered

If the following error is encountered check your java security setting on the laptop and
add the IP address of the target iLO to the exceptions list (see below)

x
Application Blocked by Java Security I[gl

For security, applications must now meet the requirements for the High or Very High security
settings, or be part of the Exception Site List, to be allowed to run.

More Information

Name: Java Integrated Remote Console
Location: https://10.250.85.68

Your security settings have blocked an application signed with an expired or

SEEETE not-yet-valid certificate from running

Java Integrated Remote Console

Access the system KVM and control Virfual Pc

@1 Error. Click for details

Note: Please keep the current window open, fc
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Procedure 45: Launching the Remote Console using the OA (c-Class)

Find the Java application in programs on the client workstation and open “Configure Java“

| iPass Help and Support

a

About Java RIS

Configure Java

R
| £:| Get Help
| £ Visit Java.com
| £ Visit Java.com
. Maintenance

. McAfee

. Microsoft Office

. mRemoteNG

. Notepad++

. OBEO

. ODP =~

4 Back

I Search programs and files l[i]j Shutdown | *

frsae 0Ol Slwlliale @ISl @ &

Go to the Security tab and click on <Edit Site List> and add the IP address of the target iLO.

=101x)
Generall Update | Java Advanced |

[+ Enable Java content in the browser

Security level for applications not on the Exception Site list
= Very High
Only Java applications identified by a certificate from a trusted autherity are allowed to run,
and only if the certificate can be verified as not revoked.
{* High

Java applications identified by a certificate from a trusted authority are allowed to run, even
if the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts,

ttps:/{10.240.239. 112 ﬁl
tps: /10,250,684, 123 =l

Restore Security Prompts | Manage Certificates... |

oK I Cancel I Apply I

Establish a new session and retry launching the console. When presented with the following
screen click the | accept checkbox and then <run>.

Fll
Do you want to run this application?

Name: Java Integrated Remote Console

Publisher: Hewlett-Packard

Location:  htips://10.250.85.68

Running this application may be a security risk

Risk:  This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown so it is recommended not to

run this application unless you are familiar with its source

The certificate used to identify this application has expired.
More Information

Select the box below, then click Run to start the application

™ I accept the risk and want to run this application. Run

& Show Options.
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Procedure 45: Launching the Remote Console using the OA (c-Class)

After a few moments, the Console window will open.

Power Switch Virtual Drives Keyboard

Oracle Linux Server release 6.6
Kernel 2.6.32-584.16.2.elbprerel?.B8.2.8.8_86.26.8.x86_64 on an x86_64

= lak-mra-1a login:

You have completed this procedure.
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Procedure 46: SSH to the HP iLO and access the OS CLI

This procedure will access the Linux OS CLI by using ssh to connect to the HP iLO

Procedure 46: SSH to the HP iLO and access the OS CLI

Step Procedure Result
1. Using an ssh client such as putty, begin an SSH session to the iLO IP address of the target HP
Open an SSH
. . server.
session to iLO
IP address 2ix|
Category:
=3 Session | Basic options for your PuTTY session |
Luglg\ng [~ Specify the destination you wart to connect to
rmK::buard Host Name for IP address) Port
- Bel [100.64.75.222 [22
| Features Connection type
51 Window ¢ Raw  Telnet ¢ Rlogin * 554 ¢ Serial
Appearance )
Behaviour [ Load. save or delete a stored session
Translation Saved Sessions
Selection [HPiLo|
; Colours i
i Default 5 - |
[=- Connection 12.‘\all-\|"!aﬂaﬁﬂlankg:lec :I =
D Ci itch for SLAK and WEE
p,a,:, Cuts 120 Sk GE M
- Telnet E;n;lﬁsure PMAC Delete |
- Rlogin Morisville Wireline CMP-1A
- 55H
Seral Close window on exit:
" Mways { MNever (% Onlyon clean exit
About Help Cancel |
Login with iLO credentials
At the HP iLO prompt use the command <vsp>. The host OS of the target server will now
request login credentials
Login to host OS
You have completed this procedure.
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Procedure 47: SSH to the Oracle X5-2 iLOM and access the OS CLI

This procedure will access the Linux OS CLI by using ssh to connect to the X5-2 iLOM

Procedure 47: SSH to the Oracle X5-2 iLOM and access the OS CLI

Step Procedure Result
1. Using an ssh client such as putty, begin an SSH session to the iLO IP address of the target HP
Open an SSH
. server.
session to
iLOM IP 212
address Categary
= S=ess|on | Basic options for your PUTTY session ‘
- Logging  Specify the destination you want to connect to
= Teminal
Keyboard Host Name {or IP address) Port
el [100.25.66.22] j22
: Features Connection type
B Window " Raw ¢ Telnet ¢ Rlogin  SSH (" Serial
- Appearance
‘. Behaviour i~ Load, save or delete a stored session
.. Translation Saved Sessions
|- Selection [X5-2iLOM
- Colours Site2-nw-cmp-a -] Load
B Connection Wireline CMP VIF Natted
- Data Wireline CMP-a iLD Save
XB5-2 switch 1A-Oracle
525whch2A{)n:lE ﬂl
brbg sessions MEAT DS 6103 =
Close window on exit
" Mways { MNever % Onlyon clean exit
s
Login with iLO credentials
At the X5-2 iLOM prompt use the command <start /HOST /console>. Confirm your
intention to start a console session and you will be presented with a the host OS login
prompt.
Login to host OS
You have completed this procedure.
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8.2 ADDITIONAL PROCEDURES

Procedure 48: Create a Bootable USB with TPD or TVOE ISO image

Procedure 48: Create a Bootable USB drive with TPD or TVOE ISO image

1. View Topology Settings

[]

Copying the USB image to a USB flash drive to achieve a Bootable Image:

For Tekelec Platform Distribution (TPD) and TVOE where bootable USB media is required for
system installation, the following instructions are provided to Copy the USB image for TPD and
Jor TVOE to a USB Flash Drive in a manner that yields a bootable image for use on the system.

1) Run fdisk to determine what devices exist PRIOR to plugging in the USB device
# fdisk -I | grep "Disk /dev"

Disk /dev/sda: 300.0 GB, 299966445568 bytes

Disk /dev/sdb: 1499.8 GB, 1499830990848 bytes

Disk /dev/mapper/vgroot-plat_root: 1073 MB, 1073741824 bytes
Disk /dev/mapper/vgbuild-home: 1499.8 GB, 1499828584448 bytes
Disk /dev/mapper/vgroot-plat_var: 1073 MB, 1073741824 bytes
Disk /dev/mapper/vgroot-plat_usr: 4294 MB, 4294967296 bytes
Disk /dev/mapper/vgroot-plat_tmp: 1073 MB, 1073741824 bytes

2) Insert USB drive

3) Run fdisk again to determine how the USB device was enumerated (/dev/sdc in this
example)

# fdisk -I | grep "Disk /dev"

Disk /dev/sda: 300.0 GB, 299966445568 bytes

Disk /dev/sdb: 1499.8 GB, 1499830990848 bytes

Disk /dev/mapper/vgroot-plat_root: 1073 MB, 1073741824 bytes
Disk /dev/mapper/vgbuild-home: 1499.8 GB, 1499828584448 bytes
Disk /dev/mapper/vgroot-plat_var: 1073 MB, 1073741824 bytes

Disk /dev/mapper/vgroot-plat_usr: 4294 MB, 4294967296 bytes

Disk /dev/mapper/vgroot-plat_tmp: 1073 MB, 1073741824 bytes
Disk /dev/mapper/vgroot-plat_var_tklc: 4294 MB, 4294967296 bytes
Disk /dev/mapper/vgroot-scratchpad: 287.9 GB, 287863472128 bytes
Disk /dev/sdc: 2044 MB, 2044723200 bytes

4) Run dmesg to confirm how the USB device was enumerated
# dmesg | tail -20

usb 1-5: Manufacturer: Generic

usb 1-5: SerialNumber: FSF3A1CA

usb 1-5: configuration #1 chosen from 1 choice
Initializing USB Mass Storage driver...

scsi3 : SCSI emulation for USB Mass Storage devices
usb-storage: device found at 2

usb-storage: waiting for device to settle before scanning
usbcore: registered new interface driver usb-storage
USB Mass Storage support registered.

usb-storage: device scan complete

scsi 3:0:0:0: Direct-Access Generic Flash Disk ~ 8.07 PQ: 0 ANSI: 2
sd 3:0:0:0: Attached scsi generic sg4 type 0
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Procedure 48: Create a Bootable USB drive with TPD or TVOE ISO image

sd 3:0:0:0: [sdc] 3993600 512-byte logical blocks: (2.04 GB/1.90 GiB)
sd 3:0:0:0: [sdc] Write Protect is off

sd 3:0:0:0: [sdc] Mode Sense: 03 00 00 00

sd 3:0:0:0: [sdc] Assuming drive cache: write through

sd 3:0:0:0: [sdc] Assuming drive cache: write through

sdc: sdcl

sd 3:0:0:0: [sdc] Assuming drive cache: write through

sd 3:0:0:0: [sdc] Attached SCSI removable disk

5) Run fdisk command on the newly enumerated device name to determine the partition
name (sdcl in this example)

# fdisk -1 /dev/sdc

Disk /dev/sdc: 2044 MB, 2044723200 bytes
31 heads, 30 sectors/track, 4294 cylinders
Units = cylinders of 930 * 512 = 476160 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x3fb6f5c2

Device Boot  Start End Blocks Id System
/dev/sdcl 2 4295 1996040 6 FAT16

6) Use the dd command to copy the image to the USB device (to the device and not the
partition)

# dd if=TPD.install-6.5.1_82.28.5-Cent0S6.4-x86_64.usb of=/dev/sdc

2306305+0 records in
2306305+0 records out
1180828160 bytes (1.2 GB) copied, 504.454 s, 2.3 MB/s

7) Remove USB drive and reinsert it. Run dmesg again to determine name.
# dmesg | tail -20

usb 1-5: Product: Mass Storage

usb 1-5: Manufacturer: Generic

usb 1-5: SerialNumber: FSF3A1CA

usb 1-5: configuration #1 chosen from 1 choice

scsi4 : SCSI emulation for USB Mass Storage devices

usb-storage: device found at 3

usb-storage: waiting for device to settle before scanning
usb-storage: device scan complete

scsi 4:0:0:0: Direct-Access  Generic Flash Disk ~ 8.07 PQ: 0 ANSI: 2
sd 4:0:0:0: Attached scsi generic sg4 type 0

sd 4:0:0:0: [sdc] 3993600 512-byte logical blocks: (2.04 GB/1.90 GiB)
sd 4:0:0:0: [sdc] Write Protect is off

sd 4:0:0:0: [sdc] Mode Sense: 03 00 00 00

sd 4:0:0:0: [sdc] Assuming drive cache: write through

sd 4:0:0:0: [sdc] Assuming drive cache: write through

sdc: unknown partition table

sd 4:0:0:0: [sdc] Assuming drive cache: write through

sd 4:0:0:0: [sdc] Attached SCSI removable disk

ISO 9660 Extensions: Microsoft Joliet Level 3

ISO 9660 Extensions: RRIP_1991A
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Procedure 48: Create a Bootable USB drive with TPD or TVOE ISO image

8) Mount the partition on the USB device to the /media mount point (use partition name and
not device)

# mount /dev/sdcl /media
9) Verify the USB contents look as expected (example below is from TPD)
# Isf /media

total 835588

drwxr-xr-x 5 root root 4096 Dec 31 1969 ./

dr-xr-xr-x. 29 root root 4096 Jan 11 17:10../

drwxr-xr-x 3 rootroot 4096 Jan 11 14:22 images/

-r-xr-xr-x 1rootroot 32768 Jan 11 13:22 Idlinux.sys*

drwxr-xr-x 2 root root 4096 Jan 11 14:22 syslinux/

-rwxr-xr-x 1 root root 855554048 Jan 11 14:22 TPD.install-6.5.1_82.28.5-Cent0S6.4-
x86_64.is0*

-rwxr-xr-x 1rootroot 32229Jan1114:22 TPD.ks*

drwxr-xr-x 4 root root 4096 Jan 11 14:22 umvt/

10) Mount the ISO image (may be different for non-TPD USB images) from the USB image to
another mount point

mount -o loop /media/TPD.install-6.5.1_82.28.5-Cent0S56.4-x86_64.iso /mnt/upgrade
11) Run command to validate the I1SO image
# /mnt/upgrade/upgrade/.validate/validate_cd

Validating cdrom...

UMVT Validate Utility v2.2.2, (c)Tekelec, June 2012
Validating /media/TPD.install-6.5.1_82.28.5-Cent0S56.4-x86_64.is0
Date&Time: 2014-01-14 17:53:31

Volume ID: tklc_000-0000-000_Rev_A_82.28.5

Part Number: 000-0000-000_Rev_A

Version: 82.28.5

Disc Label: TPD

Disc description: TPD

The media validation is complete, the result is: PASS
CDROM is Valid

12) Unmount the I1SO image
# umount /mnt/upgrade

13) Unmount the USB device
# umount /media

You have completed this procedure
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Procedure 49: Perform a Cluster File Sync

Procedure 49: Perform a Cluster File Sync

STEP | This procedure will perform a cluster file sync from the active blade to the standby blade of an HA cluster
#
Pre-requisite:
- HA Cluster has been completed in the Cluster Topology Configuration in the CMP GUI
- SSH Key exchanges to all servers in the topology has been completed
Check off (‘/) each step as it is completed. Boxes have been provided for this purpose under each step number.
IF THIS PROCEDURE FAILS, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ASSISTANCE.
1 SSH: Platcfg: Perform

cluster sync from active
server in the cluster to
HA mate

Ssh to the active server of the target cluster, and login as admusr and cconfirm that the ssh
session is on the active server.

Ssudo ha.mystate

Note: Cluster file syncs should always be performed from the active mate in the cluster to
the standby mate and not the other way around.

Ssudo su — platcfg

Policy Configuration - cluster file sync
Policy Configuration Menu

Set Policy Mode
Perform Imitial Configuration

Restart Application

Cluster Configuration Remowval

Verify Initial Configuration

Verify Server Status

55L Key Configuration

Ethernet Interface Parameter Settings
Save Platform Debug Logs

C r File c

Firewall

DSCP Config
Backup and Restore
Exit

From the “Cluster Configuration SyncMenu” select “Show Sync Destination”. On a newly
installed server the destination will be empty.

The Sync Destination

ostname IF address Location

|u

Navigate to “Cluster Sync Config” -> “Read Destination from Comco

| Config the Destination of Cluster Sync Menu |

Read Dest on From Comecol
Add Sync File
Delete Sync File
Exit

Select “Read Destination from Comcol”. Press any key to return to platcfg menu. After some
time you will be returned to the platcfg menu.
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Procedure 49: Perform a Cluster File Sync

In the platcfg menu navigate to “Show Sync Destination” and confirm the hostname is now
populated .

The Sync Destination
Hostname IF address Location
S52mpe-1b 10.240.220.236 Co40e

From the Cluster Configuration Sync Menu select “Start Synchronizing”.

4 Cluster Configuration Sync Menu F

Cluster Sync Config

Show Sync Config E
Show Sync Destination =
Show Sync Status

hronizi H

And confirm when prompted

The gp_procmgr on sSync target would restart, continue? P———

The gp procmgr on sync target would restart, continue?

Wait to be returned to the platcfg menu.

In the Cluster Configuration Sync Menu select “Show Sync Status”

4 Cluster Configuration Sync Menu F

Cluster Sync Config

Show Sync Config i
Show Sync Destination B
Show Sync 5 ]

Scart Synchronizing E
Exit

And Confirm success.
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Procedure 49: Perform a Cluster File Sync

en
[Wed Nov 11 13:05:
[Wed Nov 11 13:05:
[Wed Wov 11 13:05:
[Wed Hov 11 13:05:
[Wed Nov 11 13:05:
[Wed Hov 11 13:06:
[Wed Nov 11 13:06:

44 2015]
44 2015]
48 2015]
52 2015]
53 2015]
01 2015]
01 2015]

You have completed th

e and/or its affiliates.

All ric

The Sync Status

Status
======5tart Cluster File Sync to x52mpe-lb=—====
/etc/camiant/firewall.properties: OK

/etc/camiant/firewall-settings.properties: OK
/etc/camiant/routes.properties: OK
/opt/camiant/tomecat/conf/cacercs.jks: OK
/opt/camiant/tomcat/conf/.keystore: CK

Finished Cluster File Sync to x52mpe-lb======

Exit the Platcfg utility and return to cli prompt.

is procedure

8.3 C-CLASS: MANUFACTURING IP NETWORKING CONFIGURATION

This section describes the IP address configuration of the network interfaces that are applied during
Oracle manufacturing setup. These addresses are configured for use by manufacturing for the purpose of
diagnostics prior to shipping devices to a customer site.

These network IP addresses are expected to be changed once the devices are deployed at the customer

site.

8.3.1 Management VLAN

Network — 192.168.100.0

Netmask — 255.255.255.0

VLAN 2-VIP (Gateway) — 192.168.100.1
Switch 1A —192.168.100.2

Switch 1B — 192.168.100.3

PM&C Server — 192.168.100.4 bond 0.2
PM&C iLO — 192.168.100.5

First HP C7000 Enclosure Second HP C7000 Enclosure
HP ¢7000 0A 1 192.168.100.6 HP ¢7000 0A 1 192.168.100.28
HP c7000 OA 2 192.168.100.7 HP c7000 OA 2 192.168.100.29
HP Enclosure 1 Blade 1iLO 192.168.100.10 HP Enclosure 2 Blade 1 iLO 192.168.100.30
HP Enclosure 1 Blade 2iL0O 192.168.100.11 HP Enclosure 2 Blade 2 iLO 192.168.100.31
HP Enclosure 1 Blade 3iLO 192.168.100.12 HP Enclosure 2 Blade 3 iLO 192.168.100.32
HP Enclosure 1 Blade 4iL0O 192.168.100.13 HP Enclosure 2 Blade 4 iLO 192.168.100.33
HP Enclosure 1 Blade 5iL0 192.168.100.14 HP Enclosure 2 Blade 5 iLO 192.168.100.34
HP Enclosure 1 Blade 6iLO 192.168.100.15 HP Enclosure 2 Blade 6 iLO 192.168.100.35
HP Enclosure 1 Blade 7iLO 192.168.100.16 HP Enclosure 2 Blade 7 iLO 192.168.100.36
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HP Enclosure 1 Blade 8iL0O 192.168.100.17 HP Enclosure 2 Blade 8 iLO 192.168.100.37
HP Enclosure 1 Blade 9iLO 192.168.100.18 HP Enclosure 2 Blade 9 iLO 192.168.100.38
HP Enclosure 1 Blade 10 iLO 192.168.100.19 HP Enclosure 2 Blade 10iLO 192.168.100.39
HP Enclosure 1 Blade 11iL0O 192.168.100.20 HP Enclosure 2 Blade 11iL0O 192.168.100.40
HP Enclosure 1 Blade 12 iLO 192.168.100.21 HP Enclosure 2 Blade 12 iLO 192.168.100.41
HP Enclosure 1 Blade 13 iLO 192.168.100.22 HP Enclosure 2 Blade 13iL0O 192.168.100.42
HP Enclosure 1 Blade 14 iLO 192.168.100.23 HP Enclosure 2 Blade 14 iLO 192.168.100.43
HP Enclosure 1 Blade 15 iLO 192.168.100.24 HP Enclosure 2 Blade 15iLO 192.168.100.44
HP Enclosure 1 Blade 16 iLO 192.168.100.25 HP Enclosure 2 Blade 16 iLO 192.168.100.45
HP 6120XG switch Bay 1 192.168.100.26 HP 6120XG switch Bay 1 192.168.100.46
HP 6120XG switch Bay 2 192.168.100.27 HP 6120XG switch Bay 2 192.168.100.47
Third HP C7000 Enclosure Manufacturing Test Computer IP Addresses

HP ¢7000 0A 1 192.168.100.48 192.168.100.250

HP c7000 OA 2 192.168.100.49 192.168.100.251

HP Enclosure 1 Blade 1iLO 192.168.100.50 192.168.100.252

HP Enclosure 1 Blade 2iL0O 192.168.100.51 192.168.100.253

HP Enclosure 1 Blade 3iL0O 192.168.100.52 192.168.100.254

HP Enclosure 1 Blade 4iLO 192.168.100.53

HP Enclosure 1 Blade 5iL0 192.168.100.54

HP Enclosure 1 Blade 6iLO 192.168.100.55

HP Enclosure 1 Blade 7iLO 192.168.100.56

HP Enclosure 1 Blade 8iL0O 192.168.100.57

HP Enclosure 1 Blade 9iLO 192.168.100.58

HP Enclosure 1 Blade 10 iLO 192.168.100.59

HP Enclosure 1 Blade 11iLO 192.168.100.60

HP Enclosure 1 Blade 12 iLO 192.168.100.61

HP Enclosure 1 Blade 13 iLO 192.168.100.62

HP Enclosure 1 Blade 14 iLO 192.168.100.63

HP Enclosure 1 Blade 15 iLO 192.168.100.64

HP Enclosure 1 Blade 16 iLO 192.168.100.65

HP 6120XG switch Bay 1 192.168.100.66

HP 6120XG switch Bay 2 192.168.100.67

8.3.2 HP RMS Management Addresses
Network — 192.168.100.0

Netmask — 255.255.255.0
Switch VIP (Gateway) — 192.168.100.1
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Switch 1A —192.168.100.2
Switch 1B — 192.168.100.3

NOTE: 22 DL360 (1U) Servers allowed in one Cabinet.
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8.3.3 Application Default IP Addresses

Internal
XMI IMI XSI-1 XSI-2
NetID 192.168.101.0 192.168.101.64 192.168.101.128 192.168.101.192
NetMask 255.255.255.192 255.255.255.192 255.255.255.192 255.255.255.192
Switch A 192.168.101.2 192.168.101.66 192.168.101.130 192.168.101.194
Switch B 192.168.101.3 192.168.101.67 192.168.101.131 192.168.101.195
Switch VIP 192.168.101.1 192.168.101.65 192.168.101.129 192.168.101.193
Uplink Port - - - -
VLAN ID 3 4 5 6
VRRP ID 3 4 5 6

Default Gateway

192.168.101.1

192.168.101.65

192.168.101.129

192.168.101.193

8.3.4 External Default IP Addresses

XMI IMI XSI-1 XSI-2
NetID 192.168.102.0 192.168.102.64 192.168.102.128 192.168.102.192
NetMask 255.255.255.192 255.255.255.192 255.255.255.192 255.255.255.192
Switch A 192.168.102.2 192.168.102.66 192.168.102.130 192.168.102.194
Switch B 192.168.102.3 192.168.102.67 192.168.102.131 192.168.102.195
Switch VIP 192.168.102.1 192.168.102.65 192.168.102.129 192.168.102.193
Uplink Port - - - -
VLAN ID 3 4 5 6
VRRP ID 3 4 5 6

Default Gateway

192.168.102.1

192.168.102.65

192.168.102.129

192.168.102.193

207 of 209

E70153 Revision 01




Policy Management Bare Metal Installation Guide Release 12.1.x

Appendix A. DISCREPANCY LIST

The following form may be used to document discrepancies (variations, issues that will require additional
follow up at post-installation).

Discrepancy List

Date Procedure Description of Discrepancy Resolution Resolution
and Step Responsibility Date:
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Appendix B. ACCESSING ORACLE’S CUSTOMER SUPPORT SITE

MOS (https.//support.oracle.com) is your initial point of contact for all product support and training
needs. A representative at Customer Access Support (CAS) can assist you with MOS registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support hotline
for your local country from the list at http.//www.oracle.com/us/support/contact/index.html. When calling,
make the selections in the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request
2. Select 3 for Hardware, Networking and Solaris Operating System Support
3. Select 2 for Non-technical issue

You will be connected to a live agent who can assist you with MOS registration and provide Support

Identifiers. Simply mention you are an Oracle Customer new to MOS. MOS is available 24 hours a day, 7
days a week, 365 days a year.
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