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1.0INTRODUCTION

1.1 PURPOSE AND SCOPE

This document defines the procedures required to configure PCA on a DSR system. This document
contains information that is needed to configure PCA which includes configuring the Resource Domains
and Diameter Stack (DPI).

The audience for this document includes these Oracle CGBU Groups:
Software Development
Product Verification
Documentation
Customer Service:
o Design Support
o Oracle TAC
o Professional Services

No additional software installation is required prior to executing this procedure. The standard installation
procedure documented in Reference [1] and [2] have installed all of the required software. PCA also
requires SBR function for which software is also included in standard installation described in Reference

[2].
1.2 REFERENCES

[1] DSR 7.1 Base Hardware and Software Installation, E53488-01
[2] DSR 7.0/7.1 Software Installation and Configuration Procedure Part 2/2, E58954-02
[3] IP Front End (IPFE) User’s Guide, E53473-01

1.3 ACRONYMS

Table 1. Acronyms

ART Application Route Table

BBERF Bearer Binding and Event Reporting Function (Policy Client)
COMAGENT Communication Agent

CTF Charging Trigger Function (Online Charging Client)
DA-MP Diameter Agent Message Processor

DB Database

DPI Diameter Plug-In

DSR Diameter Signaling Router

GUI Graphical User Interface

HA High Availability

IMI Internal Management Interface

IP Internet Protocol

IPFE Internet Protocol Front End

MP Message Processing or Message Processor

NE Network Element

NO Network OAM

NOAM Network OAM

OAM Operations, Administration and Maintenance
OC-DRA Online Charging DIAMETER Routing Agent
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OCS Online Charging System (Online Charging Server)
P-DRA Policy DIAMETER Routing Agent

PCA Policy and Charging Application

PCEF Policy and Charging Enforcement Function (Policy Client)
PCRF Policy and Charging Rules Function (Policy Server)
PRT Peer Route Table

SBR Policy and Charging Session Binding Repository
SO System OAM

SOAM System OAM

SSH Secure Shell

Ul User Interface

VIP Virtual IP

VPN Virtual Private Network

XMI External Management Interface

1.4 GENERAL PROCEDURE STEP FORMAT
Figure 1 illustrates the general format of procedure steps as they appear in this document. Where it is

necessary to explicitly identify the server on which a particular step is to be taken, the server name is given
in the title box for the step (e.g. “ServerX” in Figure 1).

Each step has a checkbox for every command within the step that the
technician should check to keep track ofthe progress of the procedure.

The title box describes the operationsto be performed during that step.

Each command that the technician isto enterisin 10 point bold Courier font.

v l

5 | ServerX: Connect to Establish a connection to the server using cu on the terminal server/console.
the console of the
server $ cu -1 /dev/ttyS7

Figure 1. Example of a procedure step
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2.0 PCA CONFIGURATION OVERVIEW

Before starting PCA configuration steps, PCA activation is required. Please refer to Appendix A in the
document for activation details.

This section lists the required information needed to configure PCA. This includes Diameter and PCA

specific configurations.

2.1 REQUIRED MATERIALS

A. A 3-tier DSR system installed using [1] and [2]

B. Following Diameter configuration material

1.

2
3
4.
5

6.

List of supported Application Ids

CEX Parameters

Local and Peer Node(s) configuration parameters
Diameter Connection parameters

Routing configuration parameters

° Route Groups

o Route Lists

. Peer Route Tables

. Application Route Tables

IDIH Configuration Parameters (Optional)

C. Following PCA configuration material:

© ©® N o g~ w NP

Server Group configuration parameters

Place configuration parameters

Place Association configuration parameters

Resource Domain configuration parameters

SBR Databases

Default Audit Options

Access Point Names and the “Stale Session Timeout” for the APN
Alarm Settings

Congestion Settings

D. Depending upon the PCA function, following configuration items

1.
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Policy DRA configuration parameters

) PCRF Pools
) PCRF Sub-Pools
. Early Binding Options
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Topology Hiding Options

Online Charging DRA configuration parameters

OCS Realms/FQDNs and their session states
Realms that requrie Session State

CTFs that require Session State

Session State Scope

Session State Unavailable Action

OCS Pool Selection Mode.
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3.0PCA CONFIGURATION PREPARATION

This section provides detailed procedures to prepare a system for PCA configuration.
3.1 HARDWARE PREPARATION

There are no hardware changes necessary.

3.2 REQUIRED MATERIALS CHECK

This procedure verifies that all required materials needed for configuration have been collected and
recorded.

Procedure 1: Required Materials Check

This procedure verifies that all required materials are present.
Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Verify all required Information is listed in Section 2.1: Required information. Gather required information.
materials are present

O-lxr~m=aw
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3.3 SYSTEM TOPOLOGY CHECK

This procedure is part of PCA configuration preparation and is used to verify the system topology of the
DSR 7.1 network and servers.
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Procedure 2: System Topology Check

S This procedure verifies System Topology.
T
E Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
1 Verify Network Element View the Network Elements configuration data; verify the data; save and print report:
D Configuration data
1. Log into the NOAM VIP GUI.
2. Select Configuration > Network Elements to view Network Elements Configuration
screen.
3. Click Report at the bottom of the table to generate a report for all entries.
4. Verify the configuration data is correct for your network.
5. Save the report and/or print the report. Keep these copies for future reference.
2 Verify Services View the Services configuration data; verify the data; save and print report:

Configuration data

Select Configuration > Services to view Services screen.

Click Report at the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for your network.

Save the report and/or print the report. Keep these copies for future reference.

PwNE

Verify Place
Configuration data

View the Place configuration data; verify the data; save and print report:

Select Configuration > Places to view Server Group screen.

Click Report at the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for your network.

Save the report and/or print the report. Keep these copies for future reference.

PONPRE

Verify Server Group
Configuration data

View the Server Group configuration data; verify the data; save and print report:

Select Configuration > Server Group to view Server Group screen.

Click Report at the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for your network.

Save the report and/or print the report. Keep these copies for future reference.

©No O

Analyze and plan DA-
MP restart sequence

Analyze system topology and plan for any DA-MPs which will be out-of-service during the
PCA configuration sequence.

1. Analyze system topology gathered in Step 1 and 2.
2. Determine exact sequence which DA-MP servers will be restarted (with the expected
out-of-service periods).

Verify Network
Configuration data

View the Network configuration data; verify the data; save and print report:

Select Configuration > Network to view Network screen.

Click Report at the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for your network.

Save the report and/or print the report. Keep these copies for future reference.

PwNPRE

Verify Devices
Configuration data

View the Devices configuration data; verify the data; save and print report:

Select Configuration > Network > Devices to view Devices screen.

Click Report All at the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for your network.

Save the report and/or print the report. Keep these copies for future reference.

PwNPE
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3.4 PCA / POLICY AND CHARGING SBR TOPOLOGY CHECK

This procedure is part of PCA configuration preparation to identify the 3-tiered PCA topology for the
deployed system, see diagram for 2 site system.

ra

MOAM MNE — LabC OAM Blades

NO-1 NO-2
Active | |Standby

I g
LabC — SOAM NEL LabD —SOAM MNE2
. o LabLSOAMSE o
Active [stamdby Spare
o LabDEDAMSE o o
Spare Active [standby
4 Policy Binding Resource Domain )
LabC Serwver Group
SR1 | active Istandiy Spare
LzbD Server Group
Spare Active [standby| =SR2
S vy
[ [ -
d Policy and Charging Session Resource Domain
LA Server Group
SR1 | active [standby Spare
LabD Server Group
Spare Active Standby| =F2
\ A
Policy and Charging DRA Resource Domain
L3l Server Group LapD Server Group
PCA PCA PCA PCA PCA PCA PCA PCA
LabC IPFE Server Group LabiD IPFE Server Group
IFFE IPFE IPFE IFFE IFFE IPFE IPFE IFFE
. b S

Figure 2: Example - PCA / Policy and Charging SBR Topology
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S This procedure verifies and logs PCA Topology for the setup. This information must be
T gathered before configuring the PCA system.
E
P Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.
# SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
1 Identify the Place and 1. Identify and note the number of places and place names below — 2 in example, there
D Place Association might be upto 12 places.
Information.
Number of Places:
Place Names:
2. ldentify and note the number of PCA mated pairs — LabC and Lab D in example.
Number of PCA Mated Pairs:
3. If Policy DRA function is being configured, then identify and note the Binding Region
place associations
Note: This step is required for Policy DRA functionality only.
Binding Region (Only 1 Binding Region since this is network wide) - LabC and Lab D are
associated places (since these are the only 2 sites/places, there might be more depending
on the number of sites/places).
Number of Places in Binding Region:
4. ldentify and note the other required place associations
PCA Mated Sites — Identify and Log the mated sites — Lab C and Lab D in example ( since
this is the only mated pair here, there can be more mated pairs)
PCA Mated Site 1: Lab C and Lab D
PCA Mated Site 2:
PCA Mated Site 3:
PCA Mated Site 4:
PCA Mated Site 5:
PCA Mated Site 6:
PCA Mated Site 7:
2 Identify and log the 1. Identify and log the number of ‘Policy and Charging DRA’ resource domains and their
D Resource Domain Server Groups — In this example it is 2 since there is only one mated pair.
information.
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PCA RD1 - LabCPCASG
PCA RD2 - LabDPCASG
PCA RDS3 -
PCA RD4 -
PCA RDS -
PCA RD6 -
PCA RD7 -

2. Identify and log the number of ‘Policy Binding’ resource domains and their Server
Groups

Note: This step is required for Policy DRA functionality only.

— In this example it is 2 since there is only one mated pair.

Policy Binding RD1 — LabCBindingSR1SG
Policy Binding RD2 — LabDBindingSR2SG
Policy Binding RD3 — LabCBindingSR3SG
Policy Binding RD4 — LabDBindingSR4SG
Policy Binding RD5 -

Policy Binding RD6 -
Policy Binding RD7 -

3. Identify and log the number of ‘Policy Session’ resource domains and their Server
Groups — In this example it is 2 since there is only one mated pair.
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Policy Session RD1 — LabCSessionSR1SG
Policy Session RD2 — LabDSessionSR2SG
Policy Session RD3 — LabCSessionSR3SG
Policy Session RD4 — LabDSessionSR4SG
Policy Session RD5 -
Policy Session RD6 -
Policy Session RD7 -

3.5 DIAMETER NETWORK CHECK

3.5.1 Diameter Network Check for Policy DRA
NOTE: EXECUTE THIS PROCEDURE FOR POLICY DRA FUNCTION

SKIP THIS PROCEDURE IF ONLINE CHARGING DRA FUNCTION ONLY
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S This procedure verifies PCA - Policy DRA function Diameter Configuration.

T

E Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

#

1 Identify the diameter 1. Identify and log the hardware profile type for each of the DA-MP Servers (PCA )

D network and properties. . . . . .
2. ldentify and log the number of policy clients and policy servers in the network.
3. Identify and log the diameter attributes for all the policy clients and policy servers in the
network — FQDN, Realm, IP address.
4. ldentify and log the type of diameter Transport Protocol needed for all the policy clients
and policy Servers - TCP/SCTP
5. Identify and log the type of diameter connection mode needed for all the policy clients
and policy server-  Responder/Initiator/Responder-Initiator
6. Identify and log the ‘Peer Node Indentification’ for all the policy clients and policy servers-
IP Address/FQDN.
7. ldentify and log the route groups and route lists needed for Policy Servers.
8. Identify and log the Policy Server configuration needed — Both Gx and Rx on same Policy
Server or are they on different servers.
9. Identify and log the number of peer route tables needed for the diameter configuration —
e.g. one for Rx Poalicy Servers and One for Gx Policy Servers .
10. Identify and log the number of Application Route Table entries — one for Gx Application
and one for Rx Application message processing.
11. Identify and log the TSA used for local nodes if IPFE is used.

2 Policy DRA Network 1. Identify and log the SBR Databases of Session and Binding types to be configured.

D configuration (NO . . . . ) .
2. Identify and log the Access Point Names used and the “Stale Session Timeout” for the

scoped) same

3. Identify and log the PCRF Pools and the Sub-Pool selection rules.

4. Identify and log the “Policy and Charging -> Configuration -> Policy DRA-> General
Options” for the Policy DRA network —

Default Stale Session Timeout
Maximum Audit Frequency

5. Identify and log the “Policy and Charging -> Configuration -> Policy DRA-> Network
Wide Options” for the Policy DRA network —

Default Stale Session Timeout
Origin Host and Origin Realm for Policy DRA generated RAR messages
Maximum Audit Frequency
Early Binding Polling Interval
Maximum Early Binding Lifetime
Topoligy Hinding
a. Enabled/Disabled

b. If Enabled, then identify and log the the Scope — All Messages, All Foreign
Realms, Specific Hosts, All Foreign Realms + Specific Hosts

c. FQDN and Realm
6. Identify and log the Alarm Settings for “DSR Application ingress Message Rate”.

7. Identify and log the Congestion Alarm Thresholds and Message Throttling Rules
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Policy DRA Site
Configuration (SO
scoped)

1.Identify and log the all the PCRFs handling the Gx Traffic for this site.

2.1dentify and log the “Policy and Charging -> Configuration -> Policy DRA-> Binding
Key Priority”settings.

3. Identify and log the clients for which the topology hiding is needed.
4. ldentify and log the PCRF Pool to PRT mapping configuration.

5. Identify and Log the error code configuration for each of the ‘Error Condition’ in the table
per the policy client team request/ inteoperability requirements for Policy Client Vendor.
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3.5.2 Diameter Network Check for Online Charging DRA
NOTE: EXECUTE THIS PROCEDURE FOR ONLINE CHARGING DRA FUNCTION

SKIP THIS PROCEDURE IF POLICY DRA FUNCTION ONLY

This procedure verifies PCA - Online Charging DRA function Diameter Configuration.
Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Identify the diameter 1. Identify and log the hardware profile type for each of the DA-MP Servers (PCA )
network and properties.

Orl#x=mHw»

2. Identify and log the number of Online Charging clients and Online Charging servers in
the network.

3. Identify and log the diameter attributes for all the Online Charging clients and Online
Charging servers in the network — FQDN, Realm, IP address.

4. Identify and log the type of diameter Transport Protocol needed for all the Online
Charging clients and Online Charging servers - TCP/SCTP

5. Identify and log the type of diameter connection mode needed for all the Online Charging
clients and Online Charging servers -  Responder/Initiator/Responder-Initiator

6. Identify and log the ‘Peer Node Indentification’ for all the Online Charging clients and
Online Charging servers - IP Address/FQDN.

7. Identify and log the route groups and route lists needed for Online charging Servers.

8. Identify and log the number of peer route tables and peer route rules needed for the
diameter configuration for Online charging Servers .

9. Identify and log the number of Application Route Table entries —for RBAR (regionalized
routing configuration) and for PCA message processing.

10. Identify and log the TSA used for local nodes if IPFE is used.

2 Online Charging DRA 1. Identify and log the SBR Database of Session type to be configured.NOTE: Skip this step
D Network configuration if Session type SBR Database was added during Policy DRA Function configuration in 3.5.1

NO scoped
( ped) 2. Identify and log the Access Point Names used and the “Stale Session Timeout” for the
same. (Optional)

3. Identify and log the “Policy and Charging -> Configuration -> Policy DRA-> General
Options” for the Policy DRA network —

Default Stale Session Timeout
Maximum Audit Frequency

4. Identify and log the Online Charging Network Realms to be configured for Session State
maintenance.

5. Identify and log the “Policy and Charging -> Configuration -> Online Charging DRA->
Network Wide Options” for the Policy DRA network —

Request Error Action

Session state Scope
6. Identify and log the Alarm Settings for “DSR Application ingress Message Rate”.
7. ldentify and log the Congestion Alarm Thresholds and Message Throttling Rules

3 Policy DRA Site 1.Identify and log the all the OCSs handling the Gy/Ro Traffic for this site.
D Configuration (SO . ) . .
scoped) 2.ldentify and log the all the CTFs to be configured for Session State maintenance.

3. .Identify and Log the error code configuration for each of the ‘Error Condition’ in the table

per the policy client team request/ inteoperability requirements for Policy Client Vendor.
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3.6 PERFORM HEALTH CHECK

This procedure is part of PCA configuration preparation and is used to determine the health and status of
the DSR 7.0 network and servers. This may be executed multiple times but must also be executed at least
once within the time frame of 24-36 hours prior to the start of the maintenance window in which the PCA
configuration will take place.

Procedure 3: Perform Health Check (PCA configuration Preparation)

This procedure performs a Health Check.
Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

*+m-®»

Verify DSR Release PSR Release supports the PCA Application:

1. Log into the NOAM VIP GUI.

2. Select Administration > Software Management -> Versions; the DSR Software
Versions Report screen is shown.

3. Verify the ORACLE Communications DSR RPM Version shows version 7.0.0 or greater.

Verify Server status Verify Server status:

1. Select Status & Manage > Server; the Server Status screen is shown.

2. Verify all Server Status is Normal (Norm) for Application Status (Appl State), Alarms (Alm),
Database (DB), Collection (Reporting Status), and Processes (Proc).

3. Do not proceed to PCA configuration if any of the following statuses is not Norm: DB,
Reporting Status, Proc. If any of these are not Norm, corrective action should be taken
to restore the non-Norm status to Norm before proceeding with the PCA configuration.
Contact Engineering for assistance as necessary.

4. If the Alarm (Alm) status is not Norm but only Minor alarms are present, it is acceptable to
proceed with the PCA configuration. If there are Major or Critical alarms present, these
alarms should be analyzed prior to proceeding with the PCA configuration. The activation
may be able to proceed in the presence of certain Major or Critical alarms. Contact
Engineering for assistance as necessary.

Log all current alarms Log all current alarms in the system:

1. Select Alarms & Events > View Active; the Alarms & Events > View Active view is
shown.

2. Click Report button to generate an Alarms report.

3. Save the report and print the report. Keep these copies for future reference.
Note: the system should be alarm free unless the user is aware of the
alarms and understands the impact.

4. Select Alarms & Events > View History and repeat steps 2 and 3.
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4.0PCA CONFIGURATION

Before PCA configuration, execute the site survey and the system health check specified in Section3.0..
This ensures that all the data is ready for PCA configuration. Performing the system health check
determines which alarms are present in the system and if PCA configuration can proceed with alarms.

If there are servers in the system which are not in Normal state, these servers should be brought to the
Normal or the Application Disabled state before the PCA configuration process is started.

If alarms are present on the server, contact PCA Development to diagnose those alarms and determine
whether they need to be addressed or if it is safe to proceed with the PCA configuration.

*kkk WARNING *kkkikk

Please read the following notes on PCA configuration procedures:

Command steps that require user entry are indicated with JlCR NI I G Ranue -
The shaded area within response steps must be verified in order to successfully complete that
step.
Where possible, command response outputs are shown as accurately as possible. EXCEPTIONS
are as follows:
o Session banner information such as time and date.
o System-specific configuration information such as hardware locations, IP addresses
Node names and hostnames.
o ANY information marked with “XXXX” or “YYYY” where appropriate, instructions are
provided to determine what output should be expected in place of “XXXX or YYYY”
o Aesthetic differences unrelated to functionality such as browser attributes: window size,
colors, and toolbars and button layouts.
After completing each step and at each point where data is recorded from the screen, the
technician performing the PCA configuration must initial each step. A check box should be
provided. For procedures which are executed multiple times, the check box can be skipped, but
the technician must initial each iteration the step is executed. The space on either side of the step
number can be used (margin on left side or column on right side).
Captured data is required for future support reference.

NOTE: Refer to the data captured in Section 3.4 and Section 3.5 is available before proceeding with the
configuration in below sections.
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4.1 PLACE ASSOCIATIONS CONFIGURATION
If all the required resource domains are not already configured, then follow the procedures defined in this
section, else skip this section.

The following type of Place Associations is required for both functions (Policy DRA and Online Charging
DRA) of PCA:

. Policy and Charging Mated Sites

The following type of Place Associations is required for Policy DRA function ONLY:
. Policy Binding Region

4.1.1 Policy and Charging Places

NOTE: EXECUTE THIS PROCEDURE ONLY IF NEW MP SERVERS ARE TO CONFIGURED IN THE
TOPOLOGY OTHER THAN THOSE CONFIGURED DURING INSTALLATION PROCEDURE FROM [1]

Procedure 4: Policy and Charging Places configuration

This procedure configures the Places.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

w® m o= W»n

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Places
to Places screen
Screen.

NOAM VIP: Add a Click on Insert inthe lower left corner.
new Place . .
You will see a screen similar to:

Main Menu: Configuration -> Places [Insert]

Tue Mo 25 15:41:45

Inserting a new Place

Place

Field Value Description

Place Name W’ Lu“r?éi“r‘sec‘gree’?ll‘]ﬂ:sr;{Sa?dtgplzi?]a Place. [Default = n/a. Range = A 1-32-character string. Valid characters are alphanumeric,
Parent [NONE =] The Parent of this Place

Place Type + The Type of this Place

Servers

GTXA_TM11101_NO GTHANOT Available servers in GTXA_1111101_NO

GTXA-NOZ
GTXA_1111101_S0 No servers available

[ok] [Apply] [Cancel]

1. Enter the Place Name

2. Select “None” as the Parent

3. Select “Site” as the Place Type
4. Select the Servers.

5. Click Ok.

NOAM VIP: Add other | Repeat Step 4 for all other Places that are to be added.
Places.
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4.1.2 Policy and Charging Mated Sites Place Associations

Procedure 5: Policy and Charging Mated Sites Place Associations configuration

S | This procedure configures Place Association
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

= R om o=

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Place Associations
to Place Associations

screen Screen.

NOAM VIP: Add Click on Insert in the lower left corner.
Policy and Charging . o

Mated Sites Place You will see a screen similar to:
Association

Main Menu: Configuration -> Place Associations [Insert]

Inserting a new Place Association

Place Association
Field Value Description

- Unique identifier used to label a Plz

*

Place Association Name I characters are alphanumeric, unde
Place Association Type | - Select Place Association Type- »|= The Type of this Place Association
Places
Places DSRYOPCASIte Places in this Place Association

[ok| [Apply| [ Cancel]

1. Enter the Place Association Name

2. Select “Policy and Charging Mated Sites” as the Place Association Type

3. Select the Places to associate with the Place Association. Select the sites (Places) which
need to be configured as mates.

4. Click Ok.

4.1.3 Policy Binding Region Place Associations
NOTE: EXECUTE THIS PROCEDURE FOR POLICY DRA FUNCTION

SKIP THIS PROCEDURE IF ONLINE CHARGING DRA FUNCTION ONLY

Procedure 6: Policy Binding Region Place Associations configuration

S | This procedure configures the Policy Binding Region Place Associations
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

w* g omo-

Establish GUI Session | Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
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on the NOAM VIP

NOAM VIP: Navigate

Navigate to Main Menu -> Configuration -> Place Associations
to Place Associations

screen Screen.

NOAM VIP: Add Click on Insert in the lower left corner.
Policy and Charging ) o

Mated Sites Place You will see a screen similar to:
Association

Main Menu: Configuration -> Place Associations [ Insert]

Inserting a new Place Association

Place Association

Field Value Description

e P T BT I . Unigue identifier used to label a Plz
’ characters are alphanumeric, unde

Place Association Type | - Select Place Association Type - « |« The Type ofthis Place Association

Places

Places DSRYOPCASIte Places in this Place Association

[0k | [Apply| [Cancel|

1. Enter the Place Association Name
2. Select “Policy Binding Region” as the Place Association Type

3. Select all the Places to associate with the Place Association. Select all the sites (Places) in
the network..

4. Click Ok.
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4.2 RESOURCE DOMAINS CONFIGURATION
If all the required resource domains are not already configured, then follow the procedures defined in this
section, else skip this section.

The following Resource Domains are required for both functions (Policy DRA and Online Charging DRA)
of PCA:

o Policy and Charging DRA
. Policy Session

The following Resource Domain is required for Policy DRA function ONLY:

. Policy Binding

4.2.1 Policy and Charging DRA Resource Domain Configuration

Procedure 7: Policy and Charging DRA Resource Domain configuration

This procedure configures the Policy and Charging Resource Domain
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

w® m o= W»n

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Resource Domains
to Resource Domain
Screen Screen.

NOAM VIP: Add Clickon Insert inthe lower left corner.
Policy and Charging ) o
DRA Resource Domain | You will see a screen similar to:

Main Menu: Configuration -> Resource Domains [Insert]

Inserting a new Resource Domain

Resource Domain
Field Value Description

Unigue identifier used to label a Res
characters are alphanumeric and uni

Resource Domain Name | #

Resource Domain Profile |-SelectResource Domain Profile - = |+ The Profile of this Resource Domain

Server Groups
C_BIND
C_MP
Server Groups C_SESS Server Groups associated with this R
MOAM_SG
SOAM_SG

(ok| [Apply] [Cancel

1. Enter the Resource Domain Name

2. Select “Policy and Charging DRA” as the Resource Domain Profile
3. Select the Server Groups to associate with the Resource Domain
4. Click Ok.

NOTE:
For Mated DSR sites, create one Policy and Charging DRA Resource Domain and add the
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DA-MP Server Groups from both sites into this Policy and Charging DRA Resource
Domain.

For non-mated pair DSRs and standalone DSR: Configure a Policy and Charging DRA
Resource Domain per Site.

Ll NOAM VIP: Restart Navigate to Main Menu -> Status & Manage -> Server screen.

the Servers )
. Select the Servers just added to the Resource Domain and click ‘Restart’ button.

4.2.2 Policy Session Resource Domain Configuration

Procedure 8: Policy Session Resource Domain configuration

This procedure configures the Policy Session Resource Domain
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Resource Domains
to Resource Domain
Screen Screen.

NOAM VIP: Add Click on Insert inthe lower left corner.
Session Resource ) o
Domain You will see a screen similar to:

Main Menu: Configuration -> Resource Domains [Insert]

Inserting a new Resource Domain

Resource Domain
Field Value Description

Resource Domain Name | . Unigue identifier used to label a Res
characters are alphanumeric and uni

Resource Domain Profile | - Select Resource Domain Profile - |« The Profile of this Resource Domain

Server Groups
C_BIND
C_MP
Server Groups C_SESS Server Groups associated with this R
MOAM_SG
SOAM_SG

(ok| [Apply] [Cancel

1. Enter the Resource Domain Name

2. Select “Policy Session” as the Resource Domain Profile

3. Select the Server Groups to associate with the Resource Domain
4, Click Ok.

NOTE:
For Mated DSR sites, create one Policy Session Resource Domain and add all the Policy
Session Server Groups from both sites into this Policy Session Resource Domain.

For non-mated pair DSRs and standalone DSR: Configure a Policy Session Resource Domain
per Site.

NOAM VIP: Add other | Repeat Step 4 for all other Policy Session Resource Domains that are to be added.
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Session Resource
Domains.

NOAM VIP: Restart Navigate to Main Menu -> Status & Manage -> Server screen.
the Servers
Select the Servers just added to the Resource Domain and click ‘Restart’ button.

4.2.3 Policy Binding Resource Domain Configuration

The Policy Binding Resource Domain is only required for Policy DRA function of PCA. Skip this section if
not configuring the Policy DRA function.

Procedure 9: Policy Binding Resource Domain configuration

S | This procedure configures the Policy Binding Resource Domain
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

=+ =g omo-

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Resource Domains
to Resource Domain
Screen Screen.

NOAM VIP: Add Click on Insert in the lower left corner.
Policy and Charging ) o
DRA Resource Domain | You will see a screen similar to:

Main Menu: Configuration -> Resource Domains [Insert]

Inserting a new Resource Domain

Resource Domain
Field Value Description

Unique identifier used to label a Res

Resource Domain Name 3 -
I characters are alphanumeric and un

Resource Domain Profile | - Select Resource Domain Profile - |+ The Profile of this Resource Domain

Server Groups
C_BIND
C_MP
Server Groups C_SESS Server Groups associated with this R
MOAM_SG
SOAM_SG

(ok| [Apply] [Cancel

1. Enter the Resource Domain Name

2. Select “Policy Binding” as the Resource Domain Profile

3. Select the Server Groups to associate with the Resource Domain
4. Click Ok.

NOTE:
Create only one Policy Binding Resource Domain and add the Policy Binding Server
Groups from all the sites in the network into this Policy Binding Resource Domain.

NOAM VIP: Restart Navigate to Main Menu -> Status & Manage -> Server screen.
the Servers
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Select the Servers just added to the Resource Domain and click ‘Restart’ button.
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4.3 DIAMETER CONFIGURATION PROCEDURES

4.3.1 Diameter Configuration for Policy DRA
Detailed steps are given in the procedure below.
Procedure 10: Diameter configuration for Policy DRA
NOTE: EXECUTE THIS PROCEDURE FOR POLICY DRA FUNCTION
SKIP THIS PROCEDURE IF ONLINE CHARGING DRA FUNCTION ONLY

This procedure configures the Diameter stack.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ g m o=

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Configuration ->

to Application Id Application Ids
Configuration Screen

SOAM VIP: Add Click on Insert inthe lower left corner.
Application Id for Gx ) o
Interface You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Application Ids -> [Insert]

Field Value Description
Name | g Application Id Name

@ -Select- - Application Id is usedto ic
Application 1d Yalue [Default = n/a; Range = 1-

16777216 - 42949672941

Application Route Table a:
Application Route Table | Default - Used for routing Request:
when the downstream Pe

Peer Route Table associa
Peer Route Table Default - Used for routing Request:
Peer Node does not have

Routing Option Set assoc
Routing Option Set Default - Used when processing tr:
Peer Node does not have

Pending Answer Timer as
Pendng Answer Timer Default - Used when processing tr:
Peer Mode does not have

(Ok| (Apply| [Cancel

1. Select Application Id for Gx Interface “16777238”

2. Click Ok.
SOAM VIP: Add Click on Insert in the lower left corner.
Application Id for Rx ) o
Interface You will see a screen similar to:
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Main Menu: Diameter -> Configuration - > Application Ids -> [Insert]

Field Value Description

Mame Application Id Name

Application Id is usedtoic
[Default = n/a; Range = 1 -
| 16777216 - 42949672941

@ -S3elect- -
Application Id Yalue

Application Route Table a:
Used for routing Request:
when the downstream Pe

4

Application Route Table | Default

Peer Route Table associa
Used for routing Request:
Peer Node does not have

Peer Route Table Default

4

Routing Option Set assoc
Used when processing tr:
Peer Mode does not have

Routing Option Set Default -

FPending Answer Timer as
Used when processing tr:
Peer Node does not have

Pendng Answer Timer Default ~

(0k| (Apply | [Cancel
1. Select Application Id for Rx Interface “16777236”
2. Click Ok.

SOAM VIP: Add
Application Ids for any
other required Interfaces
for Policy DRA

Repeat Step 6 for all other Application Ids that are expected to be involved in the Diameter call-
flows. For example, Gxx and S9 Interfaces.

SOAM VIP: Verify that
all Application Ids have
been configured
successfully.

Navigate to Main Menu -> Diameter -> Configuration ->
Application Ids

You should see a screen containing all the configured Application Ids.

Main Menu: Diameter -> Configuration -> Application Ids

Thu Aug 07 16:41

Ap B J‘ Name Application Route Table  Peer Route Table Routing Option Set Pending Answer Timer
16777236 3GPP Rx Default Default Default Default

16777238 3GPP Gx Default Default Default Default

4294967295 Relay Default Default Default Default

SOAM VIP: Navigate
to CEX Parameters
Screen

Navigate to Main Menu -> Diameter -> Configuration -> CEX

Parameters

SOAM VIP: Add CEX
Parameter for Gx
Interface

Click on Insert inthe lower left corner.

You will see a screen similar to:

32 of 109

E63560-01



Main Menu: Diameter -> Configuration -> CEX Parameters -> [Insert]

Field Value Description
Application Id is used to identify a specific Diamete
Application Id 16777233 -3GPP Gx ~|» GET T AT

[Default = n/a; Range =1 - 16777215 for Standard ¢
16777216 - 4294967294 for Viendor specific Applic:

@' Authentication

Application Id Type Type of Application Id.

Accounting
If checked, Viendor Id and Application Id AVP will be
Vendor Specific Application 1d v grouped in Vendor specific Appplication |d AVP.
[Default = Unchecked, Range = n/a]
Avendor |d value for this Vendor Specific Applicatiol
‘endor Id ‘|D4‘|5| endor Id will be placed in Vendor Id AVP.

[Default = nfa; Range = 1 - 4294967295]

(ok] (Apply] [Cancel |

1. Select Application Id Gx Interface “16777238”
2. Check the Vendor Specific Application Id button
3. Enter the Vendor Id “10415”

4. Click Ok.

SOAM VIP: Add CEX
Parameter for Rx
Interface

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> CEX Parameters -> [Insert]

Field Value Description
Application Id is used to identify a specific Diameter
Application I 16777236-3GPP Rx |+ GT A EDAT

[Default = nfa; Range = 1- 16777215 for Standard #
16777216 - 4294967294 for Vendor specific Applic:

@ Authentication

Application Id Type Type of Application 1d.

Accounting
If checked, Viendor Id and Application Id AVP will be
Vendor Specific Application Id v grouped in Vendor specific Appplication |d AVF
[Default = Unchecked, Range = n/a]
Avendor Id value for this Vendor Specific Applicatior
Vendor Id ‘ID4‘IS| Vendor |d will be placed in Vendor Id AVP.

[Default = nfa; Range = 1- 4294967295]
(ok] [Apply] [Cancel|

1. Select Application Id Rx Interface “16777236”
2. Check the Vendor Specific Application Id button
3. Enter the Vendor Id “10415”

4. Click Ok.

SOAM VIP: Add CEX
Parameters for any
other required Interfaces

Repeat Step 9 for all other configured Application Ids. For example, Gxx and S9 Interfaces.

SOAM VIP: Verify that
all CEX Parameters
have been configured
successfully.

Navigate to Main Menu -> Diameter -> Configuration -> CEX
Parameters

You should see a screen containing all the configured CEX parameters.

33 0f 109

E63560-01




Main Menu: Diameter -> Configuration -> CEX Parameters

------------------------------------------ I Application Id Type  Vendor Id
16777236 - 3GPP Rx Authentication 10415
16777238 - 3GPP Gx Authentication 10415
4204967295 - Relay Authentication

IVl SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration ->

to CEX Configuration Configuration Sets -> CEX Configuration Sets
Sets screen

SOAM VIP: Configure | Click on Insert inthe lower left corner.
the CEX Configuration

set to be used for You will see a screen similar to:

Connections with the

PCEF nodes. Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets -> [Insert]
Field Value
CEX Configuration Set Name Gx

HAvailable CEX Parameters
Application Id-"Name"-Type-Vendor id

4284967295-"Relay™Authentication- -
16777236-"3GPP Rx"-Authentication-10415

‘Add \rl | Remaove *
Selected CEX Parameters
Application Id-"Name"-Type-Vendorid

CEX Parameters 16777238-"3GPP Gx"-Authentication-10415 -

‘ Add \rl Remove "
Wust Include CEX Parameters

Application Id-"Name"-Type-Vendorid

Awvailable Supported Vendor lds

A

Supported Vendor ids Addv| | Remove
Selected Supported Vendor lds

10415 &

|E‘ {Apply | | Cancel |

. Enter the CEX Configuration Set Name “Gx”

. Select the 3GPP Gx Application Id “16777238” from Available Application Ids
. Click Add just below the list

. Select the Vendor Id “10415” from Available Supported Vendor Ids

. Click Add just below that list

. Click Ok.

SOAM VIP: Configure | Click on Insert inthe lower left corner.

the CEX Configuration

o O WN-=-
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Set to be used for
Connections with the AF
nodes.

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets -> [Insert]

Field Value

CEX Configuration Set Name Rx

Auwailable CEX Parameters
Application Id-"Name"-Type-Vendor Id

4284967295-"Relay™Authentication- *
16777238-"3GPP Gx™-Authentication-10415

|Add vl |[Remaove |
Selected CEX Parameters
Application ld-"Name"-Type-Vendorld
CEX Parameters 16777236-"3GPP Rx"-Authentication-10415

|Add vl Remove ™
Wust Include CEX Parameters

Appiication ld-"Name"-Type-Vendorld

Auvailable Supported Vendor ids

Supported Vendor ids Add v ‘Remm’e"|
Selected Supported Vendor ids
10415

[ok] [Apply] [cancel

. Enter the CEX Configuration Set Name “Rx”

. Select the 3GPP Rx Application Id “16777236” from Available Application Ids
. Click Add just below the list

. Select the Vendor Id “10415” from Available Supported Vendor Ids

. Click Add just below that list

. Click Ok.

O WN-=-

Il SOAM VIP: Configure
the CEX Configuration
Set to be used for
Connections with the
PCRF nodes.

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Configuration Sets - CEX Configuration Sets - [Insert]

Field Value

CEX Configuration Set Name GxAndRx

Available CEX Parameters
Application ld-"Name"-Type-Vendor Id

4294967295-"Relay™Authentication-

(Remove ")

Selected CEX Parameters
Application id-"Name - Type-Vendorld

16777238-"3GPP Gx"-Authentication-10415

CEX Parametzrs 16777236-"3GPP Rx-Authentication-10415

|Add v ‘ Remove ”
Must Include CEX Parameters

Application id-"Name - Type-Vendorld

Avallable Supported Vendor Ids

Supported Vendor lds. Add v | |[Remove |
Selected Supported Vendor lds
10415

(o] [appiy] [cancel

1. Enter the CEX Configuration Set Name “GxAndRx”

2. Select the 3GPP Gx Application Id “16777238” and 3GPP Rx Application Id “16777236” from

Available Application Ids

3. Click Add just below the list

4. Select the Vendor Id “10415” from Available Supported Vendor Ids

5. Click Add just below that list

6. Click Ok.

Il SOAM VIP: Configure | Repeat step 15 for any other combination of Application Ids that need to be shared in a CEX
the CEX Configuration exchange with some other node, for example, BBERF etc.

. Set for any other
combination of
Application Ids.

IVl SOAM VIP: Verify that | Navigateto Main Menu -> Diameter -> Configuration ->
. all the required CEX Configuration Sets -> CEX Configuration Sets
Configuration Sets have
been configured

You should see a screen containing all the configured CEX Configuration Sets.
successfully.
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Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets

CEX Configuration Set
Name

CEX Parameters
Defautt - 1 Appid
4294967295-Relay
Gx - 1 Appid
16777238-3GPP Gx
GrAndRx = 2 App lds
. 16777236-3GPP Rx
16777238-3GPP Gx
Rx - 1 Appid
16777236-3GPP Rx

Supported Vendor lds

10415

10415

10415

Il SOAM VIP: Navigate
. to Local Nodes screen

Navigateto Main Menu -> Diameter -> Configuration -> Local

Nodes

Il SOAM VIP: Configure
. the first Local Node (P-

Click on Insert

in the lower left corner.

DRA) You will see a screen similar to:
Main Menu: Diameter -> Configuration -> Local Nodes -> [Insert]
Thu Fek
Adding a new node
Field Value Description
Unique name ofthe Local Mode.
Local Node |F'DRA . [Default = n/a; Range = A 32-character string. Valid chi
Mame alphanumeric and underscore. Must contain at least o
must not start with a digit.]
Realm of this Local Mode. Realm is a case-insensitivi
consisting of a list of Iabels separated by dots, where
contain letters, digits, dashes (-') and underscore (_")
Rezlm tekelec.com . start with a letter, digit or underscore and must end wir
: digit. Underscores may be used only as the first chara
must be at most 63 characters long and a Realm mus
255 characters long.
[Default = n/a; Range = Avalid Realm ]
Fully Qualified Domain Mame of this Local Mode. FQD
insensitive string consisting of a list of labels separat
where a label may contain letters, digits, dashes (<) a
. underscore (_"). Alabel must start with a letter, digit or
FEEL |pdra.te|vce|ec.cum| and must end with a letter or digit. Underscores may £
as the first character. A label must be at most 63 char:
and a FQDM must be at most 255 characters long.
[Default = n/a; Range = Avalid FQDM ]
SCTP 7 If checked, indicates that this Local Mode listens for 31
Enabled connections.
SCTP Listen 2868 SCTP Listen Port number of this Local Node.
Port [Default = 3868; Range = 1024 - 65535]
TCPEnabled [ If checks_.'d, indicates that this Local Mode listens for T¢
connections.
TCP Listen 2868 TCP Listen Port number of this Local Node.
Port [Default = 3868; Range = 1024 - 65535]
Connection ) . .
. . Connection Configuration Set of this Local Mode.
g::ﬂguratlon Defaul E [Default = n/a; Range = n/a]
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CEX
Configuration GxAndeE *
Set

CEX Configuration Set of this Local Node.
[Default = n/fa; Range = nia]

10.240.71.118 [=]x+
10.240.71.121(TSA) [+ [%

- Select - X
Select- = The IP address and TSA list of this Local Nade.
Select - X [Default = n/a; Range = 1- 8 entries]
Select X
IP Addresses
Select X
Select X

|Apply| [Cancel|
1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values)

2. Click Ok.

NOTE:

The drop down list of IP address should contain the XSI addresses configured on DSR MP
Servers. If not found then Installation may be incomplete/incorrect, please contact ORACLE
Customer Service for further assistance.

SOAM VIP: Configure Repeat Step 19 and configure more Local Nodes if required.

other Local Nodes, if
required.

SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration -> Peer
to Peer Nodes screen Nodes

SOAM VIP: Configure | Click on Insert inthe lower left corner.

the first PCEF node ) o
You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Peer Nodes -> [Insert]

Adding a new Peer node

Fleld Valus

Peer Node Name |PCEF'

Realm OrECke. Com

QDN |pc>af .oracle. com
SCTP Enanied <

SCTP Listen Pont 3858

TP Enabled )

TCP Listen Part 2588

0 10.240.147.22

P Addnesses

Abermie Imglich Roue _Soleot- - X
Fepiace Dest Resim
Feglace Dest Host

Topalogy Hiding StEus

Mirilmum Connection Capacky 1 -

Madmum ARemate Routing ARempis 4 =

Eame Pear

Aermaie Rouling on Connection Fallure
D pimerent Pear

Same Pear
ARemaie Riouing on Answer TR0l (@) ppmarent poer

Same Commedtion

Same Pear

Ahermaie Routing on Answer Resull Code
@) Diterent Peer

Qnore

Miessage Priorky 3eTing Sead From Sequsst Message
User Configured

Mezsage Prioriy Configuration Set

Agplication Rouls Tk Mot Selected o
[Pear Routs Taoke Mot Selected -
Ingresss FReolting Option Sat Mot Selected  »

Egress Fending Answer Timer Mot Sslected -

[Pear Node Group Name

1. Enter the field values as shown above (the value given above are examples only and may be

replaced by actual values)
2. Click Ok.

Description

Linkgue name of Ihe Pear Mode

[Detaull = ra; Fange = A 32-characker siring. valld
Feealm of fils Peer Node. Realm ks 3 case-insensih
undereaare 7). A [Ebel Mmust st Wil 3 leer, digl
e 3 most 63 characiers long and 2 Realm must b2
[Detaull = n'; Fange = Avalld Rezim]

Fully Crcaificd Doenzin Mame of Biks Peer Node. FQ
iR, 035085 (-7} 3nd UAGETSCONE (7). A L30al mus
characier. A label musi be 3t most 63 characiers lon
[Detzul = n'z; Rangs = Aallkd FQDN]

I ehecked, Indicates Wit ks PeeT N0G2 Iiskens for §

SCTP Listen POm rumber for iils Peer Node
[Detoul = 3355 Range = 1024 - 65535]
If checked, Indicates Bt ks Peer ode listens for 1

TCP Listen Port number for hls Peer Node
[Detsult = 3355 Range = 1024 - 3535

The IP address Ikt of ks Peer Node
[Detsul = n'z; Range = 1- 128 entries]

Rioute Lkt 10 wse for routing messages W s Peer

If checked, Indicates Bt e Destination-Realm AVF
[DetsuR = Unchaoked: Fange = na]

I ehecked, Indicates Tt e Dectination-Host AVP ¢
[Detaul = Unchecked: Range = nia]

if Enailed, Indicates Bt e Topalogy Hiding will be
[DetsuR = Disaled:; Fange = Disanled, Enanied]

The AT FRETIOET O EIiE0k: Connections 1 e
Omarwise, e number of 2alkaole conmactions 1|
Connection Capachy’, e peer Is “Degraded
SIIETY, If N0 CONMECons are SAaEliEDle 1 e peer
[Cetzul = 1; Range = 1 - 64 connestions]

Thie ezl mumider of fimes et 3 Reguest can b
[DetsuR = 4 Range = 1 - 4 Hmes]

WWRSEIET 0T P00 PErior ARSMEte Muting on Jhem
fallure oocurs

[Detzul = Different Pesr]

WWRSEIST 0T P00 PErion ARSMEte Muting of Be 53
when 2 Answer Timeout ocours
[Detzul = Different Pesr]

—~WWINSHDET O PR 0 RN IREMIEAE MOUIng on akel
Answer Resull Code ooours.

- Far an Answer response recahed from a DAS Pes
-> System Opfions = Message Copy Opfions - DV
[CetzuR - Cifkrent Pesr]

Message Priorky S2RINg SUppons e Rllowing cho

Kione - 521 Miessage Priorky besed on T Message
Detaul Mssage Priorky Configuration S2twill b2 ¢

Riead From Reguest Messags - Read Message Pr
noe

User Configured - Apgly Liser Configured Messags
[Detaun = oree]
The Message Priarky Configuration Sat used foi

The Message Priary Configuration St defines

Application Foue Table of Mis Pear Noda
Malue ks "Not Selecied”, e downstream Agpllc

[Pear Fioute Tabile of Mils Peer Node
Nncilue |5 "Not Selected”, e aowrsiream Applic

Foouting Opiion 5e4 of Mis INgress Peer Node:
i@l ks "Not Selecied”, e dowrstream Agplks:

Pending Arswer Timer of Biks egress Peer Node
ifzios b5 "Not Selected”, e downstream Agolk:

[Peer hiode Group IName iils Peer Node 3ssigne

@ m Cancel
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SOAM VIP: Configure
other Peer Nodes

Repeat Step 22 to configure other peer nodes (PCEFs, AFs, BBERFs etc.) as required.

SOAM VIP: Navigate
to Connections screen

Navigateto Main Menu -> Diameter -> Configuration ->
Connections

SOAM VIP: Configure
the connection with
PCEF Node
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_|

Main Menu: Diameter -> Configuration -> Connections -> [Insert]

Adding a new connection

Flaid Valus
Comnaction Name |
@
Trarvsoon Proton] £B
TGP

o e Fora |-
‘Cormection kode Initiztor & Responder o (-

Local inkiate Pon

Primary Local IP Address

Saoondany Local P Address -Gelect-
[Pear Node AF1

D) o psaress
Piar Nods iientmaztion Tramsport FRON

Pear Dilamater idenily FODN

Primary Peer P Address 10.240.71.85 o X

Secondary Peer 1P Addrezs

Tramsport FQON
Connection ConMguItion St Cetxn
CEX Configuration Set o

Capachy Configuration Set Detaul

Tiranspam Congestion Ackement TImeout 3 -

Femote Busy Usage

Remote Busy Abatement Timeout 3

Dnore

Message Priorky Sa8ing Fead Firom Reguest Message

Uisar Configurad

Mezssage PriorRy Configuration Set

Egress Message ThioRing Configuration Sat

Suppress Conneclion Uraaliatlke Alarm

Suppress Connaction ARempts

Test Winde:

Description

. Aname Pt unigualy identifies e Connection

[DetaR = Va; Range = A 32-CRATacEr siring. Valkd characters are

The MFaREPON PRotanl USad By ks COPMECHon
The prososal should be supported By boh Local Node and Peer Nod

The Local Mode of ks Connection.

niktzior Onily Indicztes Tt Local Node will ooty Infiste e connecth
Responder Only Indicates Bt Local ode will only respond i e ¢
niRtEA0r & Responcer Indicates M3t Local Node will Inktsie connect
[Detzul = INRttor & Respondar; Range - A

The Lozl Infiste Por of fils Connection

[Detsul = niz; Range = 1024-65535]

The IR Address 1 be used 35 e Primary Local Node sodress for
The I ABdress 1 be used 35 e Secondary Loeal Node address &
Trils 2007255 b5 only uSea for SCTP MURHNENIngG. This 200ress m
The Paar Nods of fils Conmection

Spectfies how SR will derke e pesr node's 1P sodress(2s) wher
P Address

Lise e remose P 300Tes5{25]) configuIred 10T Bils COMnaction wos
Transpor FODN

Uise e DN resoked Tramspon FQON address configured for il
Paer Nooe FQON

Use 2 DN resoked FODN ddress configured for e Peer o

The IP Address 10 be used 35 e Primary Peer Node aodress for

The IP Addness o be usad 35 e Secondary Peer Mode address i
Triks 3ddress s only used for SCTP muk-homing. Thils address m

Fully Cualified Domaln Kame for s comnection. FODN s a case-
underscone and must end wilh 2 leRer or digt. Underscorss may be
[Detaul = niz; Range = Alalld FRON]

The configuration 52t of \iks Conmection.

CEX Configuration Set of ks Conneclion
[Cefaul = 'z Range = niE]

The Capechy Configuration Set used for Tils Connection
The Capach; Configuration Sat defines resened and madmum ng
[Det3uR = Detsult Range = A 32-CAAMSCEr SiNng. Valld Character

DCefines I e period (IR Saconds) Spent by e connection In 2
[Detaull = 5 Fange = 3 - 60 5255

Defines which Request Messages can be Hrwarded on Bils comet
Cisabied” - The Connection ks not considered fo be BUSY ater rec
Enabled - The Connaction s comshdarad ho be BUSY afler recshir
[DetauR = Disabled; Range = Disabkd, Enanlad]

Defines he fime pariod (In seconds) Bt a Connection will b2 cons
[DetaR = 5; Range = 3 - 60 5605]

Message Prionky SERINg SUPPOMS e DIKWING choless
None - St Message Priorky based on Peer Node Message Priort
Read From Regquest Message - Read Message Priory from ingr
Liser Conmigured - Apply User Configured Message Priarty Con
[Detzult = Mone]

The Message Prionky COnMgUIation Sat L5ed Tr Bl cnnestion
The Message Priorky Configuision 521 defines e priorky of e R
The Egress Message TATORING CoMMguration Sat usad for iiks ¢

i checked, connection unavaitabie atanm will not be rElksed
[Detault = unchesked: Range = 1]

I GNacied, e COMNSCHoN SREMes b0 StandDy Pear Mode will be Su
[Detul - unchesked: Range - v

I checked, Indlcates Pt cOMREC IS In test made
[Detwul - unchesked: Range - n]

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values).

41 of 109

E63560-01



2. Click Ok.

NOTE:

Make sure the IPFE configuration matches the protocol which is selected in this step.

SOAM VIP: Configure | Repeat Step 25 to configure all other required DIAMETER connections.
all other connection with
Peer nodes

SOAM VIP: Configure | For priority based initial CCR-I routing, there should be N+1 number for Route Groups
Route Groups configured where N is the number of PCRFs in the system. The first N Route Groups shall
contain a corresponding PCRF node in them and the last Route Group shall contain ALL
PCRFs.

The goal is to setup a Routing Configuration such that in case of an initial (binding capable)
session request, if there is no route available to the suggested PCRF, Diameter Routing Layer
automatically sends the request messages to any other available PCRF.

Navigate to Main Menu -> Diameter -> Configuration -> Route
Groups

il SOAM VIP: Insert a Click on Insert in the lower left corner.

new Route Group and . o
add the first PCRF to it. You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Route Groups -> [Insert]

Adding a new route group

Field Value De
A
[C
Route Group Mame |Pcn‘RouteGroup * cl

A
@ Peer Route Group
E F
e Connection Route Group t(h
FI
[C
- c
Peer Node Connection Provisioned . [
Peer Node, Capacity
Connection 01 |perf - - ¥
and Capacity
| Add |

HZA=2d= 71

(0k| [Apply] [Cancel]

1. Enter the Route Group name.

2. Select the Peer Node name (PCRF name).
3. Enter the provisioned capacity as 1.

4. Click Ok.

SOAM VIP: Configure Repeat Step 28 for every PCRF that is connected to this DSR.
more Route Groups
corresponding to each
PCRF.

SOAM VIP: Configure | Click on Insert in the lower left corner.
one Route Group

You will see a screen similar to:
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containing all PCRF

nodes Main Menu: Diameter -> Configuration -> Route Groups -> [Insert] & Help
Tue Feb 28 03:04:11 2012 EST

Adding a new route group

Field Value Description

Aname that uniquely identifies the Route Group.
Route Group . [Default = n/a; Range = A 32-character string. Valid characters are alphan
MName I’A”PC%RD“EGFWD and underscore.

Must contain atleast one alpha and must not start with a digif]

T 9 Peer Route Group ARoute Group can be provision as a set of Peers (PRG) or Connections |
e Connection Route Group that have the same priority within a Route List
_ Peer Modes associated with this Route Group.
Provisioned ., - - X
Peer Node Connection Capacity [Default = n/a; Range = 1 - 64 entries]
Paar Noda 01 PCRF1 E 1 X Connections associated with this Route Group
S [Default = n/a; Range = 1 - 64 entries]
Connection g5 PCRF2 E - 1
TEERaT Provisioned Capacity of the Peer Node/Connection within this Route Grou
03 | PCRF3 [+][-Se 1 Trafficis distributed to available Peer Nodes/Connections within a

|m‘ Route Group proportional to the Peer Node's/Connection’s provisioned cz
— [Default= n/a; Range =1 - 64000 ]

@(] |Apply| |Cancel|

1. Enter the Route Group name.

2. Select the Peer Node name (PCRF name).
3. Enter the provisioned capacity as 1.

4. Click Add.

5. Add another PCRF and so on.

6. Click Ok.

SOAM VIP: Configure | For priority based initial session binding, there should be N number for Route Lists configured
Route Lists where N is the number of PCRFs in the system. All Route Lists shall contain two Route Groups.
The Route Group with a single PCRF will have a higher priority whereas the Route Group with
all PCRFs will have a lower priority.

Navigateto Main Menu -> Diameter -> Configuration -> Route
Lists

SOAM VIP: Configure | Click on Insert in the lower left corner.

the first Route List ) o
You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Route Lists -> [Insert] & Help
Tue Feb 28 03:18:18 2012 EST

Adding a new route list

Field Value Description

Aname thatuniquely identifies the Route List.
[Default = n/a; Range = A 32-character string.
Route List Name |PcrfiRouteList * Valid characters are alphanumeric
and underscore. Must contain at least one
alpha and must not start with a digif]

Minimum Route Group Availability Weight of
this Route List. Minimum Route Group

Minimum Route Group 1 . Availability Weight is used to determine a
Availability Weight Route Group availability status within a Route
List
[Default = n/a; Range = 1- 1024000]
Route Group Priority Route Groups associated with this Route List.
Pcrf1RouteGroup |Z| 1 + [Default=nfa; Range = 1-3 entries]
PO T T AT AllPcrisRouteGroup[~] 2 Priority of Route Group within this Route List
Low value means high priority.
- Select - |Z| [Default = n/a; Range = 1- 3]

@(] |Apply| [Cancel|
1. Enter the Route List name.
2. Minimum Route Group Availability Weight should be 1.
3. Assign priority 1 to the Route Group containing the intended PCRF, assign priority 2 to the
Route Group containing all the PCRFS.
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4. Click Ok.

SOAM VIP: Configure | Repeat step 32 for all other PCRFs connected to this DSR.
all other Route Lists

SOAM VIP: Configure | Finally, configure the PRT such that DSR forwards messages based on the PCRF preference.
the Peer Routing Rules.
Navigate to Main Menu -> Diameter -> Configuration -> Peer
Route Table

SOAM VIP: Navigate to Main Menu -> Diameter -> Configuration -> Peer
Add PRT rules to Route Table
Default PRT

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Peer Route Tables & Help

Fri Jul 27 06:44:30 2012 EDT

Peer Route Table Name  Number of Rules
Default 0

Lo
Insert Delete View | Edit Rules

1. Select the Default Peer Route Table Name to which rules are to be added.
2. Clickon View/Edit Rules button.

Kl SOAM VIP: Configure | Click on Insexrt inthe lower left corner.
PRT rules for the first

PCRF You will see a screen similar to:
Inserting Rule for Peer Route Table: Default @ Helr
Fri Jul 27 06:54:34 2012 EDT
Field Value Description -
Unique name ofthe Rule
Rule Name |ru\efpcrﬂ * [Default = nia; Range = A 32-c
underscore. Must contain at g
Peer Route Table Default * Peer Route Table associated

Priority of this Rule.
Priority 1 * Low value means higher prior
[Default = nfa; Range = 1 - 99]

Conditions associated with th
Each condition has three part
In order for a Diameter messs _
it must match the criteria of ez
Application-ld:

[Default = n/a; Range = 0-429,

Parameter Operator Value command Cods’
Destination-Realm  Always True - | AND  [Default = nia; Range = 0-167
Destination-Host ~ Equals - perfliekelec.com AND  Destination-Realm and Origir
Realm is a case-insensitive 5
Conditions Application-1d Always True - AND  where a label may contain lett
Command-Code Always True - AND o TR TSR i D8 B

Underscores may be used on

i Alabel must be at most 62 ch
Origin-Realm Always True - i ST

- -
Origin-Host Abways True I Destination-Host and Crigin-+
FQDN is a case-insensitive s1
where a label may contain lett
A label must start with a letter,
Underscores may be used on
Alabel must be at most 63 ch
[Default = nia; Range = Sub sl

Action associated with this Ru

@ Route to Peer Route to Peer will route mess

Send Answer Send Answer will abandon mi
Answer Result-Code Value as -

Action
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Route List associated with thi

E B perfiRoutelist ~ Route Listis required if Action
The priority of the message to
Message Priority No Change - lowest priority. The Message F
field value is setto ‘Route to P| =
3002 UNABLE_TO_DELIVER Value to be placed in the Resy
Answer Result-Code Value Answer Result-Code Value is
[Default = n/a; Range = 1000 -|
Vendor Id Value
Vendor Id I Vendor Id will be placed in Ver|

[Default = n/a; Range = 1 - 42¢

Answer Error Message | String to be placed in the Ermo
’ g [Default = null string, no Error-|

[ok] [Apply] [Cancel]

1. Enter the Rule name and priority values.

2. Select Destination host “Equals” the configured FQDN of PCRF1.
3. Select “Always True” for other conditions.

4. Select the Route List “Pcrf1RouteList”.

5. Click Ok.

SOAM VIP: Configure
PRT rules for all other
PCRFs

Repeat from step 36 for all other PCRFs connected to this DSR. This Routing configuration will
ensure that whenever PCA requests DSR to route to a particular PCRF based on PRT, DSR wiill
route to it if the PCRF is available, however, if not, it will route the message to any other
available PCRF.

SOAM VIP: Navigate
to the Application
Routing Rules screen

Navigate to Main Menu -> Diameter -> Configuration ->
Application Routing Rules

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Application Route Tables
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Mon 2
Application Route Table
Name Humber of Rules
Default 0
Lo ol
Insert Delete View | Edit Rules
1. Select the Default Application Route Table Name to which rules are to be added.
2.Clickon View/Edit Rules button.
Kl SOAM VIP: Configure | Click on Insert inthe lower left corner.
the ART for Gx Interface ) o
messages You will see a screen similar to:
E63560-01



Inserting Rule for Application Route Table: Default

Flald Valua

Fule Name GxRule

Application Roue Take

Priorky 5 .

Parametsr Opsrator

Destinalion-Realm  Always True

Desthation-Host  Always True

CondRions Agolization-id Equsls
Command-Code  Always True
Origin-Realm Always Trus
Oirkgin-Host Always Trus
D) Feuse 1 Application

Atk Forward To Egress Rouling

Send Answer
Abandon Wi No Arswer

Anzwer Resul-Code Value

‘wendor id

Arewer Emmor Message

Apolication Name PCA -

Gu-Prime

1. Enter the field values as shown above (the value given above are examples only and may be

replaced by actual values).
2. Click Ok.

Valua

16777238 - 3GPP Gx

n
[Ce
=]

Pri

awp ©0
AND
AND
AND

AND

|E| | Appiy

L SOAM VIP: Configure
the ART for Rx Interface
messages

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Inserting Rule for Application Route Table: Default

Flaid Valus

Fule Kame

Agpilication Rowe Taole Drefault -

Priorky 3 - |
[
1
4
[
Parameter Owpsrator alus |
Destination-Ream  Always True - s [
Destination-Host  Always Trus - mo |
= . Wi . an ¥
CondFlons Application-id Egquzls - ETT723E - 3GPP Rx -~ AND i
Command-Code  Ahways True v |-S=l=ct- AND
|
Orighn-Feaim Always Trus - AND I
Origin-Host Abways True - 1
\
¢
L)
|
I
L
9! Rowe o Aplication i
e Forward To Egress Routing

Send Answer
Anandan W o Answer

Arswer Resul-Code Value

‘wendor id

Answar Ermar Message
Application MName FCA -

x-Prime

1. Enter the field values as shown above (the value given above are examples only and may be

replaced by actual values).
2. Click Ok.

|E| | Apply | | Cancel |

SOAM VIP: Configure
the ART for all other
Interface s

Repeat Step 40 for any other Application Id that needs to be routed to the PCA Application by

Diameter Routing Layer.
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4.3.2 Diameter Configuration for Online Charging DRA
Detailed steps are given in the procedure below.
Procedure 11: Diameter configuration for Online Charging DRA
NOTE: EXECUTE THIS PROCEDURE FOR ONLINE CHARGING DRA FUNCTION
SKIP THIS PROCEDURE IF POLICY DRA FUNCTION ONLY

This procedure configures the Diameter stack.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Configuration ->
to Application Id Application Ids
Configuration Screen

SOAM VIP: Add

Application Id for GyRo ) o
Interface You will see a screen similar to:

Click on Insert inthe lower left corner.

Main Menu: Diameter -> Configuration -> Application Ids -> [Insert]

Field Value Description

Name |DiameterCreditControl * Application |d Mame

Application Id is used to ide

4 - Diameter Credit Control

Application Id Value

Application Route Table | Default

4

Peer Route Table Default

4

Routing Option Set Default

4

Pendng Answer Timer | Default

4

1. Select Application Id for Diameter Credit Control “4”.

2. Click Ok.

[Default=n/a; Range =1--
16777216 - 4294967294 fc
Relay]

Application Route Table as
Used for routing Requests
when the downstream Pee
Table.

Peer Route Table associat
Used for routing Requests
Peer Mode does not have 2

Routing Option Set associz
Used when processing tral
downstream

Peer Mode does nothave 2

Pending Answer Timer ass
Used when processing tral
Peer Mode does nothave 2

[0k (Appiy) [Canes]

SOAM VIP: Navigate
to CEX Parameters
Screen

Navigate to Main Menu -> Diameter -> Configuration -> CEX

Parameters

SOAM VIP: Add CEX
Parameter for GyRo
Interface

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> CEX Parameters -> [Insert]

Field Value Description

Application Id is used to identify a specific D
Application |d AVF.

[Default = nfa; Range = 1- 16777215 for Stz
16777216 - 4294967294 for Vendor specific

Application Id 4 - Diameter Credit Control = |+

@' Authentication

Accounting Type of Application Id.

Application Id Type

If checked, Vendor |d and Application Id AVP
“endor Specific Application 1d grouped in Vendor specific Appplication |d A
[Drefault = Unchecked, Range = n/a]

Avendor |d value for this Vendor Specific Ap

Vendor Id | Wendor Id will be placed in Vendor Id AVE.
[Default = nfa; Range = 1 - 42949657295]

(ok] (Apply] | cancel |

1. Select Application Id “4 - Diameter Credit Control”.
2. Click Ok.

SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration ->

to CEX Configuration Configuration Sets -> CEX Configuration Sets
Sets screen

SOAM VIP: Configure | Click on Insert inthe lower left corner.
the CEX Configuration ) o
set to be used for You will see a screen similar to:
Connections with the
CTF and OCS nodes.
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Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets -> [Insert]

Fleid Valus

CEX Configuration Set Name GyRo =

Aaliznke CEX Parameaters =
Anplication o~ Name™ Typa-Vendar i

4F3456T255-"Relzy -Authentication- -

|A-:-: v | | Remove ™
Selecled CEX Paramelers
Application I5-"Name™- Type-Vangarks

“Dizmetar Cradit Control-Authentication-
CEX Paramezrs 4-"Dizmeter Credit Control-Authentication

|A-:-: ¥ | Remave

st nclude CEX Parameaters
Application b~ Name™- Type-Vendark]

#AgliEnie Supporied Vendor ks

‘Sugpared Vendar ids Addv| Remove~

Selecled Supparied Vendor ids

|E| [ 2ppiy | | canes|

1. Enter the CEX Configuration Set Name “GyRo”.
2. Select the Diameter Credit Control Application Id from Available CEX Parameters box
3. Click Add just below the list.

4. Click Ok.
SOAM VIP: Configure Repeat step 17 for any other combination of Application Ids that need to be shared in a CEX
the CEX Configuration exchange with some other node, for example, BBERF etc.

Set for any other
combination of
Application Ids.

SOAM VIP: Verify that | Navigateto Main Menu -> Diameter -> Configuration ->

all the required CEX Configuration Sets -> CEX Configuration Sets
Configuration Sets have

been configured You should see a screen containing all the configured CEX Configuration Sets.
successfully.

Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets

Mon Aug 11
ﬁEXConﬂgurallon Set CEX Parameters Supported Vendor Ids
ame
Default =/ 1Appld
4294967295-Relay
GyRo =1 AppId

4-Diameter Credit Control
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I SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration -> Local
. to Local Nodes screen Nodes

I8 SOAM VIP: Configure | Click on Insert in the lower left corner.

the first Local Node ) o
. (OC-DRA) You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Local Nodes -> [Insert]

*Thu Feb

Adding a new node

Fleld Value Description

Unique name of the Local Node

. [Default = n/a; Range = A 32-character siing. Valid ch:
alphanumeric and underscore. Must contain at least o
must not start with a digit]

LocalNode [

Name Nz
Realm of this Local Node. Realm is a case-insensitv
consisting of a list of Iabels separated by dots, where
contain lefters, digits, dashes (~) and underscore ()

., Startwith a leftér, Gigit or underscore and mustendwe
digit Underscores may be used only as the first chara
must be at most 63 characters long and a Realm mus
255 characters long
[Default = n/a; Range = Avalid Realm |

Fully Qualied Domain Name of this Local Node. FQD
ingensitive string consisting of a list of Iabels separaty
where 3 label may contain letters, digits, dashes (<) a

. uncerscore (). Alabel must start with a letter, digit of
and must end with a letter or Gigit. Underscores may t
as the first character. A label must be at most 63 chan
and a FODN must be at most 255 characters long
[Default = n/3; Range = Avalid FQDN |

SCTP If checked, Indicates that this Local Node listens for St
Enabled connections

SCTP Listen SCTP Listen Port number of this Local Node
Port [Default = 3868, Range = 1024 - 65535)

If checked, indicates that this Local Node listens for Tt
connections

Realm oracle.com

FOQON | pca.oracle.com

3668

TCP Enabdled v

TCP Listen 3868 TCP Listen Port number of this Local Node
Pont Ca [Default = 3868; Range = 1024 - 65535]
gx"&;ﬁ;’;’m e Connection Configuration Set of this Local Node
et b [Default = nfa; Range = n/a)
g“ﬂ | ) CEX Confguraiion Set of his Local Node
S:!rl gursiion GyRo [= [Crefanil = nia; Range = nta)
10, 240.71.118 =
10,240 71 12TSA) | = X
¥
= This I ackdread and TEA st of this Local Mode
- [Coedsul = nia; Ransge = 1 - & et
M
P
AdEresses -
¥

oK) [Agpty] [Cancel ]

1. Enterthe field values as shown above (the value given above are examples only and may
be replaced by actual values).
2. Click Ok.

NOTE:
The drop down list of IP address should contain the XSI addresses configured on DSR MP
Servers. If not found then Installation may be incomplete/incorrect, please contact Oracle
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Customer Service for further assistance.

SOAM VIP: Configure
other Local Nodes, if
required.

Repeat Step 11 and configure more Local Nodes if required.

SOAM VIP: Navigate
to Peer Nodes screen

Navigate to Main Menu -> Diameter -> Configuration -> Peer
Nodes

SOAM VIP: Configure
the first CTF node

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Peer Nodes -> [Insert] & Help
Wed Jul 04 06:42:01 2012 UTC

Adding a new Peer node

Field Value Description
Unigue name of the Peer Mode.
Peer Mode Mame CTF e [Default = nia; Range = A 32-character sfring. Valid char:

Must contain at least one alpha and must not start with ¢

Realm of this Peer Mode. Realm is a case-insensitive s
dots, where a label may contain letters, digits, dashes (1
oracle.com . a letter, digit or underscore and must end with a letter or
el first character. Alabel must be at most 63 characters lor|
characters long 3
[Default = n/a; Range = Avalid Realm.]

Fully Qualified Domain Name of this Peer Node. FQDMN
of labels separated by dots, where a label may contain |
Alabel must start with a letter, digit or underscore and i
* \
Az gotadie com may be used only as the first character. A label must be
be at most 255 characters long.
[Default = n/a; Range = A valid FQDN.]

SCTP Enabled V! If checked, indicates that this Peer Node listens for SCT
SCTP Listen Port number for this Peer Node
HETELEET A0 3868 [Default = 3868; Range = 1024 - §5535]
TCP Enabled v If checked, indicates that this Peer Node listens for TCP
. TCP Listen Port number for this Peer Node.
R R 3868 [Default = 3368: Range = 1024 - 65535)
The IP address list of this Peer Mode.
X
IP Addresses ) 10.2:053.53 [Default = n/a; Range = 1 - 128 entries]
Add
Alternate Implicit Route - Select- - X Route List to use for routing messages to this Peerif all

If checked, indicates that the Destination-Realm AVP of
Replace Dest Realm with this Peer Node Realm
[Default = Unchecked; Range = nia]
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Replace DestHost

Minimum Connection

Capacity 1

Maximum Alternate 4 .
Routing Attempts

Alternate Routing on Same Peer

Connection Failure

Alternate Routing on
Answer Timeout

Alternate Routing on
Answer Result Code

Peer Route Table
Routing Option Set

Pending Answer Timer

Default |

@ Different Peer

Same Peer
@ Different Peer
Same Connection

Same Peer
@ Different Peer

Default -
Default  ~

If checked, indicates that the Destination-Host AVP of ou
this Peer Mode Fully Qualified Domain Mame.
[Default = Unchecked; Range = n/a]

The minimum number of connections that must be avai
Otherwise, the Peer is 'Degraded’ if connections less th
“Awvailable’ or 'Unavailable' if no connections are availabl
[Default = 1; Range = 1 - 64 connections]

The maximum number of times that a Requestcanber
peeris selected.
[Default = 4; Range = 1 - 4 times]

Whether or not to perform alternate routing on alternate
selecting the next eligible peer of a Peer Route Group w!
[Default = Different Peer]

Whether or not to perform alternate routing on the same
same peer before selecting the next eligible peer of a Py
occurs

[Default = Different Peer]

-Whether or not to perform alternate routing on alternate
selecting the nesxt eligible peer of a Peer Route Group w
- For an Answer response received from a DAS Peer (Mi
Answer Result Code is determined by the Diameter -> C
Copy Options -> DAS Answer Result Code parameter.
[Default = Different Peer]

The Peer Route Table to be associated with this Peer N
The Routing Option Set fo be associated with this Peer |
The Pending Answer Timer to be associated with this P

(k) [paly) [Cancel]

m

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values).

2. Click Ok.

SOAM VIP: Configure
other Peer Nodes

Repeat Step 14 to configure other CTF and OCS peer nodes as required.

SOAM VIP: Navigate
to Connections screen

Navigate to Main Menu -> Diameter -> Configuration ->
Connections

SOAM VIP: Configure
the connection with CTF
Node
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Click on Insert

You will see a scri

Main Menu: Diameter -> Configuration -> Connections -> [Insert]

een similar to:

Adding a new connection

Field

Connection Name

Transport Protocol

Local Node

Connection Mode

Local Initiate Port

Primary Local IP Address

Secondary Local IP Addr

Peer Mode

Peer Node |dentification

Primary Peer IP Address

Secondary Peer IP Address

Value

in the lower left corner.

conn_ctf

SCTP
@ TCP

pca |z| 5

Responder Only

—

BSS

CTF =]
@ |P Address
Transport FQDN

Peer Diameter |dentity FQDMN

10.260.53.61 =[x

10.240.71.121(T5A) [+ ]+

@He

Ip

Mon Feb 20 04:54:25 2012 EST

Description

Aname that uniquely identifies the Connection.
[Default = n/a; Range = A 32-character string. Valid characters
not start with a digit.]

The transport protocol used by this Connection.
The protocol should be supported by both Local Mode and Peg
The Local Mode of this Connection.

Initiator Only indicates that Local Node will only initiate the con
Responder Only indicates that Local Mode will only respond to
Initiator & Responder indicates that Local Node will initiate cor|
Mode

[Default = Initiator & Responder; Range = nia]

The Local Initiate Port of this Connection.

[Default = nia; Range = 1024-65535]

The IP Address to be used as the Primary Local Mode addres

The IP Address to be used as the Secondary Local Node addr
This address is only used for SCTP multi-homing. This addres

The Peer Node of this Connection.

Specifies whether the Peer Node is identified by IP address(es
been selected and no Transport FQDN has been specified, th

The IP Address to be used as the Primary Peer Mode address

The IP Address to be used as the Secondary Peer Node addre
This address is only used for SCTP multi-homing. This addres

E63560-01
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Fully Qualified Domain Name for this connection. FQDN is a ¢
label may contain letters, digits, dashes (~") and underscore
Transpor FQDM | letter or digit. Underscores may be used only as the first chara
255 characters long
[Default = nfa; Range = Avalid FQDN]

Connection Configuration Default Iz' .

Set The configuration set of this Connection.

CEX Configuration Set of this Connection.

CENTRITL EEE GxOnly E [Default = nfa; Range = n/a)

The Capacity Configuration Set used for this Connection

The Capacity Configuration Set defines resernved and maximur
Capacity Configuration Set | Default |Z| * connection.

[Default = Default; Range = A 32-character string. Valid characl

must not start with a digit.]

Defines which Request messages can be forwarded on this ¢
connection’s Peer.

‘Disabled - The Connection is not considered to be BUSY afte
continue to be forwarded to (or rerouted to) this connection.

- ‘Enabled' - The Connection is considered to be BUSY after rec

*
RIS SRR Disabled |Z| forwarded to (or rerouted to) this connection until the Remote E
‘Host Override’ - The Connection is considered to be BUSY afi
whose Destination-Host AVP value is the same as the connec =
Remote Busy Abatement Timeout expires

[Default = Disabled; Range = Disabled, Enabled, Host Overrid

Defines the time period (in seconds)that a Connection will be
received.
[Default = 3; Range = 3- 60 secs]

If checked, indicates that connection is in test mode
[Default = unchecked; Range = nia].

oK [Agply] [Cancel] a

Remote Busy Abatement ,—
Timeout

TestMode

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values).
2. Click Ok.

NOTE:

Make sure the IPFE configuration matches the Transport Protocol which is selected in this step.

SOAM VIP: Configure Repeat Step 17 to configure all other required connections.
all other connection with
Peer nodes

SOAM VIP: Configure | For priority based initial CCR-I routing, there should be N+1 number for Route Groups
Route Groups configured where N is the number of OCSs in the system. The first N Route Groups shall
contain a corresponding OCS node in them and the last Route Group shall contain ALL OCSs.

The goal is to setup a Routing Configuration such that in case of an initial session request,
Diameter Routing Layer sends the request messages to any available OCS.

Navigateto Main Menu -> Diameter -> Configuration -> Route

Groups
Yl SOAM VIP: Insert a Click on Insert in the lower left corner.
new Route Group and ) o
add the first OCS to it. You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Route Groups -> [Insert]

Adding a new route group

Fledd Vale
Rouste Geo -
Name ot ocsRouteGroup
Type @ Pear Route Group
: Connecion Route Group
Peer Node Connection
Poer Node,
Connection — —
0
and Capacity oCs -~

Add

1. Enter the Route Group name.

Q Help

“Twa Feb 28 03/04:153 2012 EST

Description

Anama that uniquely identes tha Route Group

Petaul » nfa; Range = A 32-characier string. Valid characters are alphan
and underscore

Mus!t contain at least one alpha and must not start with a aigH]

ARoute Group can Be provision as a set of Peers (PRG) o Connections |
hiat have the same pricaly within 3 Route List

Pear Noces 25500abed with this Route Group
Petault » /a; Range » 1 - 64 entries)

Provisioned ,

Capacity

Connecbons associated with his Route Group
Oetault = 3, Range = 1 - 64 entries)

Provsioned Capadity of the Peer Node)Connecion within this Route Grou
Trafic is cesyiduted 10 avadadie Peer Nodes/Connections within a

Route Group proporbional o the Peer Node's/Connection’s provsioned ci
Petault » nfa; Range = 1 -564000]

Ok Apply| Cancel

2. Select the Peer Node name (OCS name).
3. Enter the provisioned capacity as 1.

4. Click Ok.

SOAM VIP: Configure
more Route Groups
corresponding to each
OCS.

Repeat Step 20 for every OCS that is connected to this DSR.

SOAM VIP: Configure
one Route Group
containing all OCS
nodes

Click on Insert

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Route Groups -> [Insert])

Adding 2 new route group

Frodd Value

in the lower left corner.

Route Group - -
Naene ANOCSRouteGroup

@ Peer Route Group

Tue Feb 28 0

Description

A name hat uniquely IGenafies the Route Group

{Oefault = nva. Range = A 32-character siring. Vakd characters ate alphars
and underscore

Must contain 31 16331 one Mpha ana must Nol Stan with a oigi

A Route Group can be provision as 3 sl of Peers (PRG) or Connections |

Type Connecten Route Group that have The 5ame priority witvn 3 Route List
Poor Nodes associated with s Route Group
PeerNode  Connection pc'm' {Dofault = n/a. Range = 1 - 64 eniries)
Peer Node 01 OCS - 1 > Connections assocated with this Route Group
b e 0 = A 4. ]
Comnecion g2 OCST ol - - {Default = nia. Range = 1 - 64 entries)
20d CIpacly — - Provisionad Capacity of e Paer NooaConnechon within this Rowte Grou
03 OCS2 |» T X Tramcis disbioutad 1o availabie Peer Nodes/Connectons within a
Add Route Group proporional 1o the Peer Node's/Connection’s grovsioned ci
{Oofault = niac Range = 1-64000]
0K lApply; (Cancel
1. Enter the Route Group name
2. Select Type as ‘Peer Route Group’
3. Select the Peer Node name (OCS name).
4. Enter the provisioned capacity as 1.
5. Click Add and add another OCS and so on.
6. Click Ok.

SOAM VIP: Configure
Route Lists

For priority based initial session binding, there should be N number for Route Lists configured
where N is the number of OCSs in the system. All Route Lists shall contain two Route Groups.
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The Route Group with a single OCS will have a higher priority whereas the Route Group with all
OCSs will have a lower priority.

Navigate to Main Menu -> Diameter -> Configuration -> Route
Lists

vZl SOAM VIP: Configure
the first Route List

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Route Lists -> [Insert]

ONe‘C
o'aaia

2 EST

Tue Fob 28 03418118 201

Adding a new route list
Freid Value Description

A name Bt uriquely identfies the Route List
{Defauit = nla; Range = A 32-character string
Valid characters are aighanumeric

and underscore Must contain at least one
alpha and must not start with 3 e

Route List Name C'A';;Fio;!-:-Lxst

Minimum Route Group Avakadility Weight of
this Route List Missmum Route Group

1 3 Avaliabidly Wesght IS used 1o Sdermine 2
Roete Group avaladidity satus within 3 Route
List
[Default = n/a; Range = 1 - 1024000}

Minimum Route Group
Araitabinty Weight

Route Growp Priosity

ocsRouteGroup (=] 1

Routte Groups assocated with this Route List
[Defauit = na Range = 1+ 3 entries]

Route Group and Pricnty

ANOCSRoMGrop «| 2 Prionty of Route Group within s Route List

Low value means high paiority

- Select - [ [Default = nfac Range = 1-3§

O Apply Cancel
1. Enter the Route List name.
2. Minimum Route Group Availability Weight should be 1.
3. Assign priority 1 to the Route Group containing the intended OCS, assign priority 2 to the
Route Group containing all the OCSs.
4. Click Ok.

SOAM VIP: Configure
all other Route Lists

Repeat step 24 for all other OCSs connected to this DSR.

SOAM VIP: Configure
the Peer Routing Rules.

Configure the PRT such that DSR forwards messages based on the OCS preference.

Navigate to Main Menu -> Diameter -> Configuration -> Peer
Route Table

SOAM VIP:
Add PRT rules to
Default PRT

Navigate to Main Menu -> Diameter -> Configuration -> Peer
Route Table
You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Peer Route Tables

@ Help

Fri Jul 27 06:44:30 2012 EDT

Peer Route Table Name  Number of Rules
Default 0
L
Insert Delete iiew | Edit Rules

Select the Default Peer Route Table Name to which rules are to be added and click on
View/Edit Rules button.

il SOAM VIP: Configure
PRT rules for the first
OCS

Click on Insert inthe lower left corner.

You will see a screen similar to:
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30

Inserting Rule for Peer Route Table: Default

@ Help

Fri Jul 27 06:54:34 2012 EDT

Field Value
Rule Name rule_ocs1 :
Peer Route Table Default =
Priority 1 ‘
Parameter Operator

Destination-Realm  Always True

Destination-Host  Equals

Conditions Application-d Always True
Command-Code  Always True
Origin-Realm Always True
Origin-Host Always True
@ Route to Peer

Action

Send Answer
Route List OcsRoutelist «

WMessage Priority MNo Change -

3002 UNABLE_TO_DELIVER
Answer Result-Code Value

Vendor Id

Answer Error Message

1. Enter the Rule name and priority values.

2. Select Destination host “Equals” the configured FQDN of OCS.
3. Select “Always True” for other conditions.

4. Select the Route List “OcsRouteList”.
5. Click Ok.

NOTE: the above are sample configuration values, the actual configurations may differ.

Value

ocs.oracle.com

AND
AND

AND

AND
AND

[ok] [Apply] [Cancel]

Description -
Unique name of the Rule
[Default = n/a; Range = A 32-¢
underscore. Must contain atle

Peer Route Table associated

Priority of this Rule.
Low value means higher prior
[Default = nia; Range = 1-99]

Conditions associated with th
Each condition has three part:
In order for a Diameter messz _
it must match the criteria of ez =
Application-ld:

[Default = n/a; Range = 0-429.

Command Code:
[Default = n/a; Range = 0-167

Destination-Realm and Origir
Realm is a case-insensitive 5
where a label may contain lett
Alabel must start with a letter,
Underscores may be used on
Alabel must be at most 63 ch
[Default = nia; Range = Sub si

Destination-Host and Origin-+
FQDNM is a case-insensitive st
where a label may contain lett
Alabel must start with a letter,
Underscores may be used on
Alabel must be at most 63 ch
[Default = nia; Range = Sub si

Action associated with this Ru
Route to Peer will route mess
Send Answer will abandon mi
Answer Result-Code Value as ~

Route List associated with thi
Route Listis required if Action|

The priority of the message to
lowest priority. The Message |
field value is setto ‘Route to P|=

Value to be placed in the Resi|
Answer Result-Code Value is
[Default = n/a; Range = 1000 -|

Vendor Id Value
Vendor Id will be placed in Ver|
[Default = n/a; Range = 1 - 42¢

String to be placed in the Erro
[Default = null string, no Error-|

SOAM VIP: Configure
PRT rules for all other
OCSs

Repeat from step 28 for all other OCSs connected to this DSR. This Routing configuration will
ensure that whenever PCA requests DSR to route to a particular OCS based on PRT, DSR will
route to it if the OCS is available, however, if not, it will route the message to any other available

OocCs.

SOAM VIP: Navigate
to the Application
Routing Rules screen

Navigate to Main Menu -> Diameter -> Configuration ->

Application Routing Rules

You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Application Route Tables
Mon 2
Application Route Table
Name Humber of Rules
Default 0
Lo -]
Insert Delete View I Edit Rules
1. Select the Default Application Route Table Name to which rules are to be added.
2.Clickon View/Edit Rules button.
KXl SOAM VIP: Configure | Click on Insert inthe lower left corner.
the ART for GyRo . o
. Interface messages You will see a screen similar to:
E63560-01
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Inserting Rule for Application Route Table: Default

Field Value

Rule Mame

GyRoRule

Application Route Table

i)
o

Priority i

Parameter Crperator

Destination-Realm  Aways True

Destination-Host Always True
Conditions Application-Id Equals
Command-Code Always True
Crigin-Realm Always True
Owigin-Host Always True
@ Route to Application
Action Forward To Egress Routing

Send Answer

Abandon With No Answer

(%4
[1]
[1]
o]

Answer Result-Code Value

Vendor Id

Answer Emor Message
Application Name PCA

Gx-Prime

replaced by actual values).
2. Click Ok.

1. Enter the field values as shown above (the value given above are examples only and may be

Value E
AND
AND
4 - Diameter Credit Control ~ AND

AND

AND

[0k) [Fepy] [Cancel

SOAM VIP: Configure
the ART for all other
Interface s

Diameter Routing Layer.

Repeat Step 31 for any other Application Id that needs to be routed to the PCA Application by
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4.4 PCA FUNCTION CONFIGURATION PROCEDURES

This section provides the detailed procedure steps of the PCA configuration execution. These procedures
are executed inside a maintenance window.
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4.4.1 Policy DRA Configuration
Detailed steps are given in the procedure below.

Procedure 12: Policy DRA configuration

= g mo=-

This procedure configures the Policy DRA function of PCA application.

PRE-REQUISITE: Procedure 10 must be executed before this procedure.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Navigate
to PCRFs screen

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> PCRF's

SOAM VIP: Configure
the first PCRF node.

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRFs -> [Insert] 4

Mon Aug 18 14:14:49 20

Adding a new PCRF

Field Value Description

A name that uniguely identifies the PCRF Peer Mode to be included
PCRF Peer Mode Mame pcrf - * in the round-robin load distribution of new bindings to PCRFs.
[Default = n/a; Range = List of configured Diameter Peer Modes]

An oplional comment to describe the PCRF node.
[Default = n/a; Range = 0-64 characters]

(k] [Apply | [Cancel

Comments

1. Select the PCRF name from the drop down
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure
all other PCRF nodes.

Repeat Step 3 to configure all the PCRF nodes.

SOAM VIP: Navigate
to Binding Key Priority
screen

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> Binding Key Priority

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Policy DRA - > Binding Key Priorityd

Mon Aug 18 14:18:44 20

Table Description: The Binding Key Priority table defines search priorities for binding keys that can be used to locate a subscriber binding for
Binding Dependent sessions of Gx-Prime and Rx diameter interfaces. The priority determines the order used to find a binding for subsequen|
sessions. The alternative binding keys must be assigned below in order to be used to locate subscriber bindings. If any alternative binding k
not assigned a priority, they will not be used to locate subscriber bindings, even if the key is presentin the Diameter message.

Priority Binding Key Type
1 IPv6 Address =
2 IPv4 Address ~
3 - Select- -
4 - Select- -

|App\y | | Cancel |

SOAM VIP: Configure
the Binding Key

1. Select the Binding Keys priority as appropriate

Priorities 2. Click Apply.
SOAM VIP: Navigate OPTIONAL
;%LZ%OIOW Hiding If Topology Hiding feature is required execute Steps 7 through 11. Else skip to Step 12

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> Topology Hiding

SOAM VIP: Configure
the Peer node for which
PCRF identity needs to
be hidden

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> Topology Hiding -> [Insert] 4

Meon Aug 18 14:22:53 20

Adding a new Policy Client

Field Value Description

Aname that uniquely identifies the Policy Client Peer Mode from which
Policy Client Peer Node Name | pcef - |* PCRF names should be hidden

[Default = n/a; Range = List of configured Diameter Peer Modes]

An optional comment to describe the Policy Client Peer Node
Comments

[Default: n/a; Range: 0-64 characters]
[ok] [Apply] [Cancel]

1. Select the (policy client) node name from the list for which the PCRF identity needs to be
hidden

2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure
other Peer nodes for
which PCRF identity
needs to be hidden

Repeat Step 8 for all (policy client) nodes for which the PCRF identity needs to be hidden.

SOAM VIP: Navigate
to PCA Site Options
screen

OPTIONAL

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> Site Options
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Il SOAM VIP: Configure Main Menu: Policy and Charging -> Configuration -3 Policy DRA - > Site Options
the Topology Hiding Mon Aug 18 14:35:4
FQDN

Field Value Description
Settings for Topology Hiding Options:

Enable(checked) or disable{unchecked) topology hiding using the ch
box. IFEnabled, selectthe Scope, FQDN and Realm to apply for topole
hiding

Scope: This sets the scope of messages where topology hiding will £
applied. Select "All Messages’ to perform topology hiding for all
messages destined for policy clients. Select ’All Foreign Realms’ to
perform topology hiding if the realm of the policy clientis different fror
the realm of the PCRF that originated the message. Select ‘Specific
Hosts' to perform topology hiding only if the policy client is configured
Enabled [V the Policy and Charging -= Configuration -= Policy DRA -= Topology
Hiding screen. Select 'All Foreign Realms + Specific Hosts' to perform
topology hiding if either condition (All Foreign Realms® or "Specific

Scope Specific Hosts - Hosts?) is met

Topology Hiding Options

FODN local.oracle.com FQDN and Realm: These values are used to populate the Diameter

Origin-Host and Origin-Realm AVP for answer messages routed from

Realm oracle com PCRF to a policy client, or the Diameter Destination-Host and
Destination-Realm AVP for request messages routed from a PCRF to
policy client.

[Default = Disabled: No (unchecked), Scope: nfa, FQDM: nfa, Realm: 1
Range = Enabled: Yes (checked) or No (unchecked), Scope: All
Messages, All Foreign Realms, Specific Hosts, All Foreign Realms +
Specific Hosts; FODN and Realm: a case-insensitive string consistin
a list of labels separated by dots, where a label may contain letters,
digits, dashes (-') and underscore {"_"). A label must start with a letter,
digit or underscore and must end with a letter or digit. Underscores m
be used only as the first character. A 1abel must be at most 63 characi
long and a FQDN must be at most 255 characters long.]

The name of the Peer Route Table to be used for routing new binding
requests

This entry is no longer used ence PCRF Pooling is Enabled.

[Default = Not Selected; Range = List of configured Diameter Peer Ro
Tables ]

Peer Route Table Name | Mot Se

[Cancel
If required,

1. Check the Enabled box

2. Select the appropriate value of Scope from the dropbox
3. Enter the virtual/pseudo host FQDN and Realm

4. Click Apply.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

IVl NOAM VIP: Configure | Navigate to Main Menu -> Policy and Charging -> Configuration
. SBR Databases -> SBR Databases

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> SBR Databases —> [Insert]

Adding a new SBR Database

Field Value

Database Name |BindingSbrDb
Database Type Binding |+
Resource Domain BindingRd_25G ~ |+

Number of Server Groups 2

Place Association BindingRegion - |+

1. Enter Database Name

2. Select Database Type.

3. Select Resource Domain. This wil populate Number of Server Groups field with the number
of server groups currently present in the selected Resource Domain.

4. If needed, update Number of Server Groups value. Note that Resource Domain will then

have to be updated to match this count.
5. Select Place Association.

6. Click Ok

NOTE: This is a sample set of configuration data, the actual configuration may differ.

For Policy DRA Function one Session Type SBR Database per standalone-site/mated-
pair/mated-triplet and one Binding Type SBR Database for the network must be configured.

Description

Aname that uniquely identifies the SBR Database.
[Default = nfa; Range = A 32-character string. Valid characters are alphanumer
contain at least one alpha and must not start with a digit.]

The type of SER Database.

Select 'Binding’ for a Policy Binding database, or "Session' for a Policy DRA or i
Session database

[Default = nfa; Range = "Binding' or "Session’]

The Policy and Charging Session or Policy Binding Resource Domain that cor
configured for use by this database.

Select the Resource Domain that will host this database.

[Default = nfa; Range = Configured Resource Domains matching the selected
already been assigned to a Database]

The number of SBR Server Groups required to host this database

Enter or change the number of Server Groups necessary to support the desire
the selected Resource Domain already contains Server Groups, the number o
Resource Domain is displayed in the field, but can be overridden as desired
[Default = nfa; Range = 1 to 8]

The Policy Binding Region or Policy and Charging Mated Sites Place Associati
will use this database.

Select the Place Association that is to use this SBR Database

[Default = nfa; Range = Configured Place Associations matching the selected
already been assigned to a Database]

|§| | Apply | | cancel|

Ikl NOAM VIP: Configure

. PCRF Pools

Navigate to Main Menu -> Policy and Charging -> Configuration

-> PCRF Pools
Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Policy and Charging - > Configuration -> Policy DRA -> PCRF Pools -> [Insert]

Adding a new PCRF Pool

Mon Aug 18 15:12:4

Field Value Description

PCRF Pool Name |PcrfPool01

Sub-Pool

Comments

Aname that uniquely identifies the PCRF Pool.

APCRF Pool names a set of PCRFs that should be used for policy requests fror
specified APN. The mapping from APN to PCRF Pool is configured in Policy and
Charging -= Configuration -= Policy DRA -= Access Point Names

[Cefault = n/a; Range = A 32-character string. Valid characters are alphanumeric
underscore. Must contain at least one alpha and must not start with a digit]

Checkthis box if the PCRF Pool is to be used as a Sub-Pool.

A Sub-Pool is used if policy requests from specified origin-hosts should be rout
to a different set of the PCRFs from those in the PCRF Pool selected by the APN
Sub-Pool Selection Rules are configured in Policy and Charging -= Configuration
Policy DRA -= PCRF Sub-Pool Selection Rules.

[Default = Mo (Unchecked); Range = Yes (Checked for Sub-Pool), Mo (Unchecke
for Pool)]

An optional comment to describe the PCRF Pool or Sub-Pool.
[Default = n/a; Range = 0-64 characters]

[0k [Apply] [Cancel]
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1. Enter PCRF Pool name
2. Click Ok

NOTE: this is a sample set of configuration data, the actual configuration may differ.

Iy NOAM VIP: Configure
. PCRF Sub Pool

Navigate to Main Menu -> Policy and Charging -> Configuration
-> PCRF Pools

Click on Insert inthe lower left corner.
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pools -> [Insert]

Mon Aug 18 19:13:23

Adding a new PCRF Pool

Field Value Description

Aname that uniquely identifies the PCRF Pool
APCRF Pool names a set of PCRFs that should be used for policy requests from
. specified APN. The mapping from APN to PCRF Pool is configured in Policy and
e P ciSubPaai0l Charging - Configuration -= Palicy DRA -= Access Point Mames.
[Default = n/a; Range = A 32-character string. Valid characters are alphanumeric ar
underscore. Must contain at least one alpha and must not start with a digit]

Check this box if the PCRF Pool is to be used as a Sub-Pool.

A Sub-Pool is used if policy requests from specified origin-hosts should be routed

to a different set of the PCRFs from those in the PCRF Pool selected by the APN
Sub-Pool W Sub-Pool Selection Rules are configured in Policy and Charging -= Configuration -

Policy DRA - PCRF Sub-Pool Selection Rules.

[Default = Mo (Unchecked); Range = Yes (Checked for Sub-Pool), No (Unchecked

for Poaol)]

An optional comment to describe the PCRF Pool or Sub-Pool.

Comeas [Default = nia; Range = 0-54 characters]

(0x] [Apply| [Cancel]
1. Enter PCRF Sub Pool name
2. Check the Sub-Pool box
3. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

IEN NOAM VIP: Configure
PCRF Sub Pool
. Selection Rule

Navigate to Main Menu -> Policy and Charging -> Configuration
-> PCRF Sub-Pools Selection Rules

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Sub-Pool Selection Rules -> [Inser

Mon Aug 18 18

Adding 2 new PCRF Sub-Poal Selection Rule

Field Value Description

A name that uniquely identifies the PCRF
Sub-Pool Selection Rule.

[Default = nia; Range = A 32-character strin/
characters are alphanumeric and undersco
Must contain atleast one alpha and mustn
with a digif]

Priority of this Rule.
Priarity ] * Low value means higher priority.
[Default = 50; Range = 1-99]

The name of the PCRF Pool for which a Sul
is being defined

PCRF Pool Name PerfPool01 = |« [Default = n/a; Range = Configured PCRF P
that have not been specified as PCRF Sub-
Mames]

PCRF Sub-Pool Selection Rule Mame |SubPoolSelectionRulell *

Condition associated with this Rule.

Origin-Host:
FQDN is a case-insensitive string consistin
list of labels separated by dots, where alab
.. contain letters, digits, dashes (-') and unde
Parameter Operator Value ("_"). Alabel must start with a letter, digit or
Origin-Host  Starts With ~ attservicell underscore and must end with a letter or dit
Underscores may be used only as the first
character Alabel must be at most 63 chara
long and an FQDN must be at most 255
characters long
[Default = n/a; Range = Substring or comple
string of a valid FQDN]

PCRF Sub-Fool that is to be used for Gx an

session initiation request messages matct
PCRF Sub-Pool Name PcrfSubPool0l |« this Rule

[Default = n/a; Range = Choice of configure:

PCRF Poaols]

This read-only field displays the date and tit
this rule was created, or the |asttime the ru
changed, whichever is most recent. This fie
records the time and date of changes thatn
Last Updated affect routing of binding capable session in
requests. This date and time can be compz
against binding creation times when
troubleshooting using Policy and Charging
Maintenance -= Policy Database Query

Conditions

[ox] [Apaly] [Cancel]
1. Enter the Rule name
2. Select PCRF Pool Name and PCRF Sub-Pool Name
3. Enter the Condition as shown
4. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

ICE NOAM VIP: Configure | Navigate to Main Menu -> Policy and Charging -> Configuration
. Access Point Names -> Access Point Names

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Access Point Names -> [Insert]
Mon Aug 18

Adding a new Access Point Name

Field Value Description

The network identifier of the Packet Data Metwork access point.
[Default = nfa; Range = 1-100 characters. Valid characters are a
characters (A-Z and a-z), digits (0-9), hyphen (-), and period ().
and end with an alphabetic character or a digit]

Access Point Name |aan‘I.oracIe.com

The PCRF Pool to which new bindings initiated from the Access
PCRF Pool Mame PerfPoolll |+« Metwork are to be routed.
[Default = Default PCRF Pool; Range = Configured PCRF Pools

This read-only field displays the number of PCRF Sub-Pools as

l—n with the selected PCRF Pool. The mapping between PCRF Poo

Number of Sub-Pools = Sub-Pool is configured in Policy and Charging -= Configuration
DRA -= PCRF Sub-Pool Selection Rules.

This setting is a time value (in hours), after which a session is ¢
to be stale. A session is considered stale only if no RAR/RAA m
are received in longer than this configured time. If a session’s a
this value, that session is eligible to be audited out of the datab:
value is used for sessions associated with this Access Point M;
sessions which are not associated with any configured Access
Mames, the Default Stale Session Timeoutvalue in the Policy D
Configuration Metwork-Wide Options table is used

[Default= 168 hours (7 days); Range = 1-2400 hours (1 hour to

This read-only field displays the date and time that this APN wa:
or the last time the PCRF Pool Name was changed, whichever i
recent. This field records the time and date of changes that may
Last Updated - - T N
routing of binding capable session initiation requests. This date
can be compared against binding creation times when troubles
using Policy and Charging -= Maintenance -= Policy Database

|E| | Apply| [cancel |

Stale Session Timeout (Hrs) 168

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values)

2. Click Ok.
NOTE: this is a sample set of configuration data, the actual configuration may differ.

iY@ SOAM VIP: Navigate
to PCRF Pool To PRT
Mapping screen

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> PCRF Pool To PRT Mapping

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pool To
PRT Mapping

Mon Aug 18 15:38

Table Description: The PCRF Pool To PRT Mapping table displays the list of PCRF Pools or Sub-Pool configured at the MOAMP 3
each to be mapped to a Peer Routing Table to be used when a new binding is created for the PCRF Pool. The PCRF Pool or Sub
used for a given subscriber binding attempt is determined based on Access point Mame to PCRF Pool mappings, or by rules cor
MOAMP in Policy and Charging -= Configuration -= Policy DRA -= PCRF Sub-Pool Selection Rules.

PCRF Pool Name Peer Route Table Name
Default Default

PcriFool0 Mot Selected
PcriSubPool 1 Mot Selected

ILE SOAM VIP: Configure
the PCRF Pool To PRT
. Mapping

Select the row with ‘Not Selected’ under Peer Route Table Name and click ‘Edit’

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pool To

PRT Mapping -> [ Edit] ¢

Mon Aug 18 15:39:33 2C

Field Value Description

Aname that uniquely identifies the PCRF Pool.

. [Default=n/a; Range = A 32-character string. Valid characters are
alphanumeric and underscore. Must contain at least one alpha
and must not start with a digit]

PCRF Pool Name [PerPor

The name of the Peer Route Table that is used to route new
bindings for this PCRF Pool

[Default = Mot Selected; Range = All Peer Route Tables
configured at this site.]

Peer Route Table Name |PcrfPoolPRT -

[ok] [Apply] [cancel

1. Select appropriate Peer Route Table Name form the dropbox.
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure | Repeat Step 17 for all other PCRF Pool Names where the Peer Route Table Name is displayed
other PCRF Pool To as ‘Not Selected’.

PRT Mapping

SOAM VIP: Navigate Navigate to Main Menu -> Policy and Charging -> Configuration
to the Error Codes -> Error Codes

screen

You will see a screen similar to:
Main Menu: Policy and Charging -> Configuration -> Error Codes & Help

Mon Aug 18 15:45:20 2014 ED1

Table Description: The Error Codes table defines the result codes to be retumed for various Policy and Gharging eror conditions. Each error condtion will return the result code configured for each
interface. Setting an experimental result code requires a corresponding Vendor ID. The default resut code is 3002-DIAMETER_UNABLE_TO_DELIVER. The Vendor ID "~ means the result code is not
vendor-specific.

T GXIGXX. GXIGXX RxResult  RxVendor S9Result  S3Vendor Gx-Prime Gx-Prime  GyRo Gy/Ro
Result Code VendoriD  Code D Code D Result Code Vendor ID Result Code Vendor ID
PCA Unavailable Or Degraded 3002 — 3002 — 3002 — 3002 — 3002 —
PCA Functionality Unavailable or Disabled 3002 — 3002 — 3002 — 3002 — 3002 —
Binding Mot Found nia nia 3002 — nfa nia 3002 — nia nfa
Unable To Route 3002 — 3002 — 3002 — 3002 — 3002 —
SBR Emor 3002 — 3002 — 3002 — 3002 — 5012 —
No Usable Keys In Binding Dependent Message na nia 3002 — nia nia 3002 — nia nia
Session Not Found 3002 — 3002 — 3002 — 3002 — 5002 —
Missing Or Unconfigured APN 3002 — nia nia 3002 — nia nia nia nia

SOAM VIP: Configure | Select the row to edit and click on ‘Edit’ button

the Error Codes . - .
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Error Codes -> [Edit]

Mon Aug 18 15:49:5

Field Value Description

This error condition applies to session creation messages for all Diameter
interfaces. These error codes will be returned if a binding is found (or created) and
the Policy DRA is unable to route the message to the PCRF.

Error Condition |Unab\e To

Result code to be returned on the Gx and G interfaces

EUECHERE e | 3002 . [Default = 3002; Range = 1-9999]

‘Vendor ID which corresponds with the experimental code for the Gx and Gix
GGxx Vendor ID interfaces
[Default = nia; Range = 1-4294967295]

Result code to be retuned on the Rx interface.

REEGT R 3002 : [Default = 3002 Range = 1-399@]

Rx Vendor ID ‘Vendor ID which corresponds with the experimental code for the Rx interface.
[Default = nfa; Range = 1-4294967295]
Result code to be returned on the S9 interface.

*
59 Resull Code 3002 [Default = 3002, Range = 1-9999]
59 Vendor 1D Vendor ID which corresponds with the experimental code for the S9 interface
sndar [Default = nia; Range = 1-4294967295]
Gx.Prime Result Code 3002 . Result code to be returned on the Gx-Prime interface

[Default = 3002; Range = 1-9999]

‘Vendor 1D which corresponds with the experimental code for the Gx-Prime interface

P Y [Default = n/a; Range = 1-4294967295]

Result code to be returned on the Gy/Ro interface.

EIEITEE IR | 3002 . [Default = 3002; Range = 1-9999]

Vendor ID which corresponds with the experimental code for the Gy/Ro interface
[Default = n/a; Range = 1-4294067295]

(k] [Apply] [Gancel]

Gy/Ro Vendor ID
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1. Enter the Result Code and Vendor ID values as appropriate
2. Click Ok.

78 SOAM VIP: Navigate Execute Steps 21 through 23 if additional Suspect Binding Removal Rules are required.

to Suspect Binding
. Removal Rules screen

OPTIONAL Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> Suspect Binding Removal Rules

Note: A default Suspect Binding Removal rule for Gx CCA-I messages is created by default.

Rl SOAM VIP: Configure | Click on Insert inthe lower left corner.
. the Suspect Binding

Removal Rule for You will see a screen similar to:

Diameter Interfaces and

messages that are Main Menu: Policy and Charging -> Configuration -> Policy DRA -> Suspect Binding Removal Rules -> [Inifur,qtp], S zn@lsHET:‘:
needed.

OPTIONAL

Inserting a new Suspect Binding Removal Rule

Field Value Description

A name that uniquely identifies the Suspect Binding Removal Rue.
Rule Name [Defaul = n/a, Range = A 32-character string. Vaiid characters are alphanumeric and
underscore. Must contain at least one alpha and must not start with a digi.]

The Diameter Appiication Name and ki to which this Suspect Binding Removal Rule applies.
Session infiation answer messages including this Application-id are candidates to match this
rule.

[Default = n/a; Range = Supportad P-DRA Application-ids]

The Diameter Command Code or Extended Command Code name and value to which this.
Suspect Binding Removal Rule applies. Session initiation answer messages including this
Command Code are candidates to match this rule

[Defauk = /a; Range = Supported P-DRA session initiation answer messages]

Application Name - Select- - -

Command Code: - Select- A

The error category to which the Suspect Binding Removal Rule apples. Category ‘Unable to
Route' is for when no session initiation answer is received from the PCRF (possibly because
the request could not be routed). If Unable To Route' is chosen, the (Experimental) Result Code
sent to the poicy client is the one configured in Policy and Charging - Configuration -> Error
Codes screen for the specific interface. Category ‘External Resul is for when a specified
session infiation error answer is received from the PCRF. If External Result is chosen, a Result
Code must be specified, otherwise no Resutt Code is necessary.

[Default = n/a, Range = External Result, Unable to Route]

The session intiation error answer (Experimental) Resuk Code to which this Suspect Binding
Removal Rule applies if the Error Scenaria Category is ‘External Resulf. This fiekd is not
applicable when Error Scenario Category is set to ‘Unable to Route”

[Defautt = n/a; Range = 1-999]

Error Scenario Category - Select- v

Resutt Code

If a Result Code is entered in the Result Code field above, and that Result Code is an

Vendor D experimental result code, enter the Vendor-d in this field. Otherwise leave this field set o blank
[Defauk = n/a, Range = 1-£294967295]
Check this box if a single occurrence of this rule match means that the binding should be
removed. Uncheck this box if mutiple occurrences of this rule match are required before the
binding should be removed. Note: If this box is unchecked , the *Suspect Binding Removal

Remove Suspect Binding Immediately Events Threshokd' field in Policy and Charging -» Configuration -> Policy DRA > Network Wide
Options at the NOAM controls how many Suspect Binding Removal Events must occur before a
Session-Release RAR wil be sent to the policy client to request removal of the binding
[Defaul = o (Unchecked); Range = Yes (Checked), No (Unchecked))

An optional comment to deseribe this suspect binding removal rule.

- [Defauk = n/a; Range = 0 - 64 characters]

[0K] (ppiy ] [_cancet |
Enter the Rule Name
Select the Application Name from the dropbox
Select the Command Code(Message) from the dropbox

Select the required Error Scenario Category from the dropbox

o M~ w DN PRE

If the “External Error” Error Scenario Category was selected,

Enter the Result Code

6. If the “External Error” Error Scenario Category was selected,

Enter the Vendor ID(Optional)

7. Check the Remove Suspect Binding Immediately checkbox if the Binding is to be removed
on the first rule match. If not, leave the checkbox unchecked.

8. Click Ok.

NOTE: This is a sample set of configuration data, the actual configuration may differ.

Z8 SOAM VIP: Configure Repeat Step 22 for all Suspect Binding Rules that are needed.
additional Suspect

. Binding Removal Rules.
OPTIONAL

Note: Steps 21 through 23 may need to be repeated for each active SOAM.

25\ NOAM VIP: Enable Navigate to Main Menu -> Policy and Charging -> Configuration
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the Policy DRA function | -> General Options Screen.

Field Value Description
Indicate whether the Policy DRA Function of PCA is enabled

Policy DRA Enabled v [Default = Policy DRA Disabled (Unchecked); Range = Policy DRA Enabled (Checked) or Palicy
DRA disabled (Unchecked)]
Indicate whether the Online Charging DRA Function of PCA is enabled.

Online Charging DRA Enabled

[Default = Online Charging DRA Disabled (Unchecked); Range = Online Charging DRA
Enabled (Checked) or Online Charging DRA Disabled (Unchecked))

1. Check the Policy DRA Enabled box
2. Click Apply.
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4.4.2 Online Charging DRA Configuration
Detailed steps are given in the procedure below.

Procedure 13: Online Charging DRA configuration

This procedure configures the Online Charging DRA function of PCA application.

PRE-REQUISITE: Procedure 11 must be executed before this procedure.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Navigate
to OCSs screen

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> OCSs

SOAM VIP: Configure
the first OCS node.

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> 0CSs -> [Insert]

Mon Nov 24 13:35:

Adding a new 0CS

Field Value Description

Aname that uniquely identifies the OCS Peer Node to be included in the load distribution of new session initiation diameter request messages fo
0OCS Peer Node Name : 0CSs.

[Default = n/a; Range = List of configured Diameter Peer Nodes)

An optional comment to describe the OCS node.
[Defaut = n/a; Range = 0-64 characters]

Comments

(0K [appy| [Cancel]

1. Select the OCS name from the drop down
2. Click Ok.
NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure
all other OCS nodes.

Repeat Step 3 to configure all the OCS nodes.

SOAM VIP: Navigate
to CTFs screen

If Session State needs to be maintained for Online Charging client, then

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> CTFs

SOAM VIP:
Configure the first
CTF node.

Click on Insert in the lower left corner.
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> CTFs -> [Insert]

Mon Aug 18 16:46:5¢

Adding a new CTF

Field Value Description
. Aname that uniquely identifies the CTF Peer Node.
CTF Peer Node Name  [cff [~] [Default = nia; Range = List of configured Diameter Peer Nodes]
An optional comment to describe the CTF Peer Node
Comments

[Default = nia; Range = 0-64 characters]
[0%) ooi] (Ganeel]

1. Select the CTF name from the drop down
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2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Repeat Step 6 to configure all the CTF nodes for which the Session State needs to be
Configure all other maintained.
CTF nodes.

NOAM VIP: Configure | Navigate to Main Menu -> Policy and Charging -> Configuration
SBR Databases -> SBR Databases

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> SBR Databases -> [Insert]

Adding a new SBR Database

Field Value Description
Aname that uniquely identifies the SBR Database.

Database Name |Sessi0nSerb * [Default = n/a; Range = A 32-character string. Valid characters an
contain at least one alpha and must not start with a digit]
The type of SBR Database.

Database Type Session |« Select'Binding for a Policy Binding database, or"Session'foraF

Session database.
[Default = n/a; Range = ‘Binding’ or ‘Session]

The Policy and Charging Session or Policy Binding Resource Do
configured for use bythis database.

Resource Domain SessionRd_Mated | Selectthe Resource Domain that will host this database.
[Default = nfa; Range = Configured Resource Domains matching
already been assigned to a Database]

The number of SBR Server Groups required to host this databas
Enter or change the number of Server Groups necessary to supg
the selected Resource Domain already contains Server Groups,
Resource Domain is displayed in the field, but can be overridder
[Default = n/a; Range = 11to 8]

Mumber of Server Groups 2

The Policy Binding Region or Policy and Charging Mated Sites P
will use this database.

Place Association MatedSites - |+ Selectthe Place Association thatis to use this SBR Database.
[Default = nfa; Range = Configured Place Associations matching
already been assigned to a Database]

(0k] [Apply [Cancel

7. Enter Database Name
8. Select Database Type (Session).

9. Select Resource Domain. This wil populate Number of Server Groups field with the number
of server groups currently present in the selected Resource Domain.

10. If needed, update Number of Server Groups value. Note that Resource Domain will then
have to be updated to match this count.

11. Select Place Association.
12. Click Ok
NOTE: This is a sample set of configuration data, the actual configuration may differ.

For Online Charging DRA Function, Session Type SBR Database per Standalone-
site/mated-pair/mated-triplet MUST be configured.

NOAM VIP: Configure | Navigate to Main Menu -> Policy and Charging -> Configuration
Access Point Names -> Access Point Names

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Access Point Names -> [Insert]

Mon Aug 18 20

Adding a new Access Point Name

Field Value Description

The network identifier of the Packet Data Network access point

[Default = nfa; Range = 1-100 characters. Valid characters are alphabetic characters (A-Z ¢
a-z), digits (0-9), hyphen (-), and period ( ). Must begin and end with an alphabetic characte
digit]

The PCRF Pool to which new bindings initiated from the Access Point Network are to be rc
[Default = Default PCRF Pool; Range = Configured PCRF Pools]

Access Point Name |ocsservice.attcom| @

PCRF Pool Name Default M

This read-only field displays the number of PCRF Sub-Pools associated with the selected
Number of Sub-Pools |G Pool. The mapping between PCRF Pool and PCRF Sub-Fool is configured in Policy and
Charging -> Configuration -> Policy DRA - PCRF Sub-Pool Selection Rules.

This setting is a ime value (in hours), after which a session is considered to be stale. A s
is considered stale only if no RAR/RAA messages are received in longer than this configu
time. If a session's age exceeds this value, that session is eligible to be audited out of the
database. This value is used for sessions associated with this Access Point Name. For
sessions which are not associated with any configured Access Point Mames, the Default!
Session Timeout value in the Policy DRA Configuration Network-Wide Options table is ust
[Default = 168 hours (7 days); Range = 1-2400 hours (1 hour to 100 days)]

Stale Session Timeout (Hrs) 168

This read-only field displays the date and time that this APN was created, or the lasttime t

PCRF Pool Name was changed, whichever is most recent. This field records the time and

Last Updated | changes that may affect routing of binding capable session initiation requests. This date 2
time can be compared against binding creation times when troubleshooting using Policy i
Charging -= Maintenance -= Policy Database Query.

(ok] (Apply] [cancel]

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values)
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

IV NOAM VIP: Navigate | OPTIONAL
to OCS Session
State screen

Execute Step 9, 10, 11 is any OCS is required to have Session State Configured.

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> OCS Session State
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> 0CS Session State @

Mon Nov 24 13:41:01 2014 £

Table Description: This e networkwide list of Online Charging Senvers (0CSs)
are inserted or deled m e Policy and Charging -> Configurafion -» Onfine Charging DRA -+ OCSs screen 2t each site’
seleciing the Peer Node Mame on the OCS screen.

listed oy their Realm and FQDMN. itis usedto configure e S
The Realm and FOD)

n State sefing for 0CSs. The list of OCSs in this tal
figured from each site's Dizmeter-> Configuration -» Pe:

0t up-do-gate when they
0es sreen prior i

Realm FODN Session State Enabled
0C51-6TXA east-
east-ghia com gacom Mo

N NOAM VIP: OPTIONAL
Configure the

Session State for an
OcCSs. You will see a screen similar to:

Select an OCS by highlighting the line, click on edit in the lower left corner.

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> OCS Session State -> [Edit]

Mon Nov 24 13:45:

Field Value Description

Realm ofthis Peer Node. Realm is 2 case-insensifive string consisting of a list of [abels separated by dots, where a label may contain lefters, digits, dashes (~)
.. andunderscore (). Alabel must start with a letter, digit or underscare and must end with alefter or digit Underscores may be used only as the first character A

R |abel must be at most 63 characters long and a Realm must be at most 255 characters long.
[Default= n/a; Range = Avalid Realm]
Fully Qualified Domain Name ofthis Peer Node. FODN is a case-insensitive string consisting of a list of |abels separated by dots, where a label may contain
QDN . Ietters, digits, dashes () and underscore (_"). A label must start with a letter, digit or underscore and must end with a letter or digit. Underscores may be used
only as the first character. A label must be at most 63 characters long and a FQDN must be at most 255 characters long.
[Defautt=/a; Range = Avalid FQDN]
Setting to enable Session State for OCSs. Check this box if the sessions are to be maintained for this 0CS. The Sessions shall be maintained ifthe Session
State Scope is setfo ‘All Messages'in Policy and Charging -» Configuration -> Online Charging DRA-> Network-Wide Options configuration or if Session State
0CS Session State Enabled Scope is setto ‘Specific Messages' and this Session State Enabled seffing is checked
[Default = No (unchecked) - Do not maintain session states; Range = Yes (checked) - Maintain session states, or No (unchecked) - Do not maintain session
states ]

[0k [Appiy] [cancel]
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1. Check OCS Session State Enabled checkbox to turn on the Session State for this OCS; Or
uncheck OCS Session State Enabled checkbox to turn off the Session State for this OCS.

2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

NOAM VIP:
Configure the
Session State for all
other OCSs.

OPTIONAL
Repeat Step 10 to configure all the OCSs.

NOAM VIP: Navigate
to Realms screen

OPTIONAL

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> Realms

NOAM VIP:
Configure the first
Realm.

OPTIONAL
Click on Insert in the lower left corner.
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> Realms -> [Insert]

Mon Au

Adding a new Realm

Field Value Description

Realm name is a case-insensitive string consisting of a list of lables separated by dots, where
contain letter, digits, dashes(-'Jand underscore ("_").A lable must start with a letter,digit or unders
end with a letter or digit Underscores may be used only as the first character A label must be at
characters long and a Realm must be at most 255 characters long.

[Default = n/a; Range = 1-100 enteries]

Realm Name |Ocrea\m attom *

An optional comment to describe the Realm.

Comments [Default = n/a; Range = 0-64 characters]

[oK] [Apply] [cancel]
1. Enter the realm name
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

NOAM VIP:
Configure all other
Realm names.

OPTIONAL

Repeat Step 3 to configure all the realms.

NOAM VIP: Navigate
to Network-Wide
Options screen

OPTIONAL

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> Network-Wide Options

NOAM VIP:
Configure the options
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Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> Network-Wide
Options

Thu May 21 06:04:26 &

Field Value Description
Session Options

This sets the scope of messages for which Session State will be stored.

Select Al | ‘1o store Session State for all i Select 'None’to disable
Session State for all messages. Select‘Specific Messages' to store Session State only if
the CTF clientis configured in the CTFs configuration or OCS is configured with Session
State as enabled in ©CSs configuration or realm is configured in Realms configuration.
[Default = Mone; Range = None', "All Messages', ‘Specific Messages]]

Session State Scope None -

Sets the action to be performed if an in-session Request message cannot be
successfully processed due to the inability to retrieve session state associated with the
received Session-ld from the Session SBR (ie., session state is notfound or an SBR.
error is encountered). ‘Route to Peer will route the message to a peer using the Peer
Routing Table. "Send Answer will abandon message processing and send an Answer
response containing Answer Result-Code value configured for ‘Session Mot Found' or
"SBR Errar

[Default = Send Answer; Range ="Send Answer, ‘Route To Peer]

Session State Unavailable Action | Send Answer *

0CS5 Selection Options

This sets the operating mode for selecting the ©CS Server for routing the Session
Initiation Request messages
When 'Single Pool' mode is selected, the Session Initiation Requests are distributed in a
. " weighted round-robin scheme among all available OCS servers connected to this Node
0CS Fool Selection Mode SinglePool _ ~| \ynen Wultiple Fools' mode is selectzd:the Session Initiation Requests are routed to an
OCS server identified by RBAR in a specific pool of OCS servers

[Default = Single Pool; Range ="Single Pool’, "Multiple Pools]

‘Applﬂ ‘ Cancel |

1. Select the appropriate values for the available options

2. Click Apply.
Il SOAM VIP: Navigate Navigate to Main Menu -> Policy and Charging -> Configuration
to the Error Codes -> Error Codes
screen

You will see a screen similar to:
Main Menu: Policy and Charging -> Configuration -> Error Codes & Help

Mon Aug 18 15:45:20 2014 ED1

Table Description: The Error Codes table defines the result codes to be retumed for various Policy and Gharging eror conditions. Each error condtion will return the result code configured for each
interface. Setting an experimental result code requires a coresponding Vendor ID. The default resuft code is 3002-DIAMETER_UNABLE_TO_DELIVER. The Vendor ID "~ means the result code is not
vendor-specific.

Error Condition GxiGxx Gx/Gxx Rx Result RxVendor  S9 Result S9Vendor  Gx-Prime Gx-Prime GyRo GyRo
Result Code VendoriD  Code D Code D Result Code Vendor ID Result Code Vendor ID

PCA Unavailable Or Degraded 3002 — 3002 — 3002 — 3002 — 3002 —

PCA Functionality Unavailable or Disabled 3002 — 3002 — 3002 — 3002 — 3002 —
Binding Mot Found nia nia 3002 — nfa nia 3002 — nia nfa
Unable To Route 3002 — 3002 — 3002 — 3002 — 3002 —

SBR Error 3002 — 3002 — 3002 — 3002 — 5012 —

No Usable Keys In Binding Dependent Message nia nia 3002 — nfa nia 3002 — nia nla
Session Not Found 3002 — 3002 — 3002 — 3002 — 5002 —
Missing Or Unconfigured APN 3002 — nia nia 3002 — nia nia nia nia

IR SOAM VIP: Configure | Select the row to edit and click on ‘Edit’ button

the Error Codes . - .
. You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Error Codes -> [Edit]

Mon Aug 18 15:49:5

Field Value Description
This error condition applies to session creation messages for all Diameter

Error Condition |Unab\e To Route * interfaces. These error codes will be returned if a binding is found (or created) and
the Policy DRA is unable to route the message to the PCRF.
GG Result Code 3002 . Result code to be returned on the Gx and Gix interfaces

[Default = 3002; Range = 1-9999]

‘Vendor ID which corresponds with the experimental code for the Gx and Gix
Gx/Gxx Vendor ID interfaces
[Default = nia; Range = 1-4294967295]

Result code to be returned on the Rx interface

RxResult Code 3002 . [Default = 3002; Range = 1-9999]

Ry Vendor ID Vendor ID which corresponds with the experimental code for the Rx interface
[Default = n/a; Range = 1-4294967205]

50 Result Code 3002 = Result code to be returned on the 59 interface.

[Default = 3002; Range = 1-8989]

59 Vendor ID ‘Vendor ID which corresponds with the experimental code for the S9 interface.
sneer [Default = n/a; Range = 1-4294967295]

Result code to be returned on the Gx-Prime interface

Gy-Prime Result Code 3002 * [Default = 3002; Range = 1-9999]

‘Vendor ID which corresponds with the experimental code for the Gx-Prime interface

EePEEiET Y [Default = nia; Range = 1-4204967295]

3002 . Result code to be returned on the Gy/Ro interface

e [Default = 3002; Range = 1-9999]

‘Vendor ID which corresponds with the experimental code for the Gy/Ro interface.
S E R [Default = nia; Range = 1-4204967205]

(K] (Apely] [Cancel]

1. Enter the GyRo Result Code and GyRo Vendor ID values as appropriate

2. Click Ok.
Pl NOAM VIP: Enable Navigate to Main Menu -> Policy and Charging -> Configuration
the Online Charging -> General Options Screen.
DRA function
Field Value Description
Indicate whether the Policy DRA Func
Palicy DRA Enabled [Drefault = Policy DRA Disabled (Unch

DRA disabled (Unchecked]]

Indicate whether the Online Charging
Online Charging DRA Enabled v [Drefault = Online Charging DRA Disa
Enabled (Checked) or Online Chargir

1. Check the Online Charging DRA Enabled box
2. Click Apply.
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4.5 CONFIGURING ONLINE CHARGING FUNCTION ON A RUNNING DSR PCA SYSTEM

4.5.1 Configuring new Online Charging DRA Sites
Detailed steps are given in the procedure below.

Procedure 14: New Online Charging DRA Site Configuration

S | This procedure configures a site for OC-DRA function in a DSR PCA network
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= R om -

Configure new PCA OC- | Execute the procedures defined in [1] and [2] to add new site(s) in the DSR network and
DRA site configure the PCA Online Charging Function by executing Procedure 13.

4.5.2 Configuring Online Charging DRA in existing Sites
Detailed steps are given in the procedure below.

Procedure 15: Online Charging DRA Configuration on a running DSR PCA System

S | This procedure configures OC-DRA function in a DSR PCA network without any hardware changes

T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#

Configure and enable Execute Procedure 13 to configure OC-DRA functionality.

OC-DRA

4.5.3 Configuring Online Charging DRA in existing Sites with scaling
Detailed steps are given in the procedure below.

Procedure 16: Online Charging DRA Configuration with scaling on a running DSR PCA System

S | This procedure performs scaling of OC-DRA function on a running PCA system
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= g omo-

Call ORACLE Customer | If the need arises to scale OC-DRA on a running PCA system, please call ORACLE Customer
Service Service for assistance.
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4.6 CONFIGURING POLICY FUNCTION ON A RUNNING DSR PCA SYSTEM

This section provides the procedures to configure the Policy DRA function in an already configured and
running DSR network with PCA application and Online Charging DRA function enabled.

4.6.1 Configuring Policy DRA
Detailed steps are given in the procedure below.

Procedure 17: Policy DRA Configuration with scaling on a running DSR PCA System

S | This procedure performs scaling of P-DRA function on a running PCA system
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ =g omo-

Call ORACLE Customer | If the need arises to scale P-DRA on a running PCA system, please call ORACLE Customer
Service Service for assistance.
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4.7 UN-CONFIGURING POLICY FUNCTION FROM A RUNNING DSR PCA SYSTEM

Detailed steps are given in the procedure below.

Procedure 18: Un-configuring Policy DRA

This procedure un-configures the Policy DRA function of PCA application.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.

NOAM VIP: Disable
the Online Charging
DRA function

Navigate to Main Menu -> Policy and Charging -> Configuration
-> General Options Screen.

Field Value Description
Indicate whether the Policy DRA|
Policy DRA Enabled [Default = Policy DRA Disabled (1

DRA disabled (Unchecked))]

Indicate whether the Online Char
Online Charging DRA Enabled [Default = Online Charging DRA|
Enabled (Checked) or Online Ch

Audit Options

1. Uncheck the Policy DRA Enabled box
2. Click Apply.

NOAM VIP: Disable
the Policy DRA specific
SBR Database

Main Menu -> Policy and Charging -> Maintenenace -> SBR
Database Status

Select the SBR Database of type ‘Binding’ and Disable it.

NOAM VIP: Delete the
Policy DRA specific
SBR Database

Main Menu -> Policy and Charging -> Configuration -> SBR
Databases

Delete the SBR Database of type ‘Binding’ from this screen.

NOAM VIP: Delete the
Policy DRA specific
APNs

Main Menu -> Policy and Charging -> Configuration ->
Access Point Names

Delete the Policy DRA specific configuration data from this screen.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: De-
reference all the PRTs
from PCRF Pools

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> PCRF Pool To PRT Mapping

Edit all the PCRF Pool Name entries and set the Peer Route Table Name to ‘Not Selected’.

SOAM VIP: Delete all
the PCRFs

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> PCRFs

Delete the complete configuration data from this screen.

SOAM VIP: Delete all
the Policy Clients
configuration

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> Policy Clients

Delete the complete configuration data from this screen.

SOAM VIP: un-

Main Menu -> Policy and Charging -> Configuration ->
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configure the Site
Options

Policy DRA -> Site Options

Uncheck the ‘Enabled’ box against ‘Topology Hiding Options’.

SOAM VIP: Restore
default values of Error
Codes

(OPTIONAL)

Main Menu -> Policy and Charging -> Configuration ->
Error Codes

Edit all Error Conditions and set the Result Code as 3002 for all Policy DRA application
interfaces (GX/Gxx, Rx, S9, Gx-Prime).

SOAM VIP: Perform
steps on All Active
SOAM Servers

Repeat Steps 4 to 9 on All Active SOAM servers.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.

NOAM VIP: Delete all
the Sub-Pool Selection
Rules

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> PCRF Sub-Pool Selection Rules

Delete the complete configuration data from this screen.

NOAM VIP: Delete all
the PCRF Pools

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> PCRF Pools

Delete the complete configuration data from this screen.
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4.8 UN-CONFIGURING ONLINE CHARGING FUNCTION FROM A RUNNING DSR PCA
SYSTEM

Detailed steps are given in the procedure below.

Procedure 19: Un-configuring Online Charging DRA

This procedure un-configures the Online Charging DRA function of PCA application.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Disable Navigate to Main Menu -> Policy and Charging -> Configuration
the Online Charging -> General Options Screen.
DRA function
Field Value Description
Indicate whether the Policy DRA
Paolicy DRA Enabled [Default = Policy DRA Disabled (

DRA disabled (Unchecked)]

Indicate whether the Online Cha
Online Charging DRA Enabled [Default = Online Charging DRA
Enabled (Checked) or Online Cr

Audit Options

1. Uncheck the Online Charging DRA Enabled box
2. Click Apply.

NOAM VIP: Delete all | Main Menu -> Policy and Charging -> Configuration ->
configured Realms Online Charging DRA -> Realms

Delete the complete configuration data from this screen.

NOAM VIP: Delete the | Main Menu -> Policy and Charging -> Configuration ->

Online Charging specific | Access Point Names
APNs

Delete the Online charging specific configuration data from this screen.

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Deletethe | Main Menu -> Policy and Charging -> Configuration ->
Online Charging Servers | Online Charging DRA -> OCSs

Delete the complete configuration data from this screen.

SOAM VIP: Delete the | Main Menu -> Policy and Charging -> Configuration ->
Online charging Clients | Online Charging DRA -> CTFs

Delete the complete configuration data from this screen.

SOAM VIP: Restore Main Menu -> Policy and Charging -> Configuration ->

default values of Error Error Codes
Codes
(OPTIONAL) 1. Edit the Error Condition ‘SBR Error’ and set the Gy/Ro Result Code as 5012.

2. Edit the Error Condition ‘Session Not found’ and set the Gy/Ro Result Code as 5002.
3. Edit all other Error Conditions and set the Gy/Ro Result Code as 3002.

SOAM VIP: Perform Repeat Steps 5 to 7 on All Active SOAM servers.
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steps on All Active
SOAM Servers

4.9 POST-CONFIGURATION PROCEDURES

4.9.1 Enable Application
Detailed steps are given in the procedure below.

Procedure 20: Enable Application

= mo- W»

This procedure enables the PCA application.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - PLEASE DO ALL RESOURCE DOMAIN RELATED CONFIGURATION BEFORE CONTINUING THIS STEP.

Establish
GUI
Session
on the
active
SOAM
VIP

Establish a GUI session on the all Active SOAM servers by using the XMI VIP address. Login as user

“guiadmin”.

SOAM
VIP:
Navigate
to
Applicatio
ns screen

Navigate to Main Menu -> Diameter -> Maintenance -> Applications

SOAM
VIP:
Enable
the PCA
applicatio
n

Select the PCA row and Click Enable.

SOAM
VIP:
Verify that
the PCA
applicatio
n has
been
Enabled.

Navigate to Main Menu -> Diameter -> Maintenance -> Applications

Verify that the Application status has changed to Enabled-Available-Normal-Normal.

Application Name MP Server  ,ymin state ~ OPerational

Hostname Status Operational Reason

PCA th-mp-th-2a Enabled Available MNormal
PCA th-mp-th-1a Enabled Available Mormal
NOTE:

It may take some time (15-30 seconds) to initialize and change state.

Congestion
Level

Mormal 2015-M
Mormal 2015-M

Time of

E

SOAM
VIP:
Enable
PCA
applicatio
non All
Active
SOAM
servers

Repeat Steps 1 to 4 on All Active SOAM servers from Active Servers List collected from Step 1 of Procedure 4.
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4.9.2 Enable SBR Databases
Detailed steps are given in the procedure below.

Procedure 21: Enable SBR Databases

This procedure enables the SBR Databases.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - PLEASE DO ALL RESOURCE DOMAIN RELATED CONFIGURATION BEFORE CONTINUING THIS STEP.

Establish
GUI
Session
on the
active
NOAMP
VIP

Establish a GUI session on the Active NOAMP servers by using the XMI VIP address. Login as user “guiadmin”.

NOAMP
VIP:
Navigate
to SBR
Database
Status
screen

Navigate to Main Menu -> Policy and Charging -> Maintenance -> SBR
Database Status

NOAMP
VIP:
Prepare
the SBR
Database

Select the SBR Database and Click Prepare.

NOAMP
VIP:
Verify that
the SBR
Database
has been
prepared.

Navigate to Main Menu -> Policy and Charging -> Maintenance -> SBR
Database Status

Verify that the SBR Database status has changed to Prepare — Prepared - N of N prepared - N of N prepared

Main Menu: Policy and Charging -> Maintenance -> SBR Database Status

Thu May 07 07:36:41 2

Administrative Operational Resource User Resource Provider Reconfiguration In Database Type

LR ITE ST State Status Operational Reason Operational Reason Progress

BindingSbrDb Prepare Prepared 3 of 3 prepared 2 of 2 prepared No Binding
Session3brob Prepare Prepared 3 of 3 prepared 2 of 2 prepared No Session

NOTE:

It may take some time (5-6 seconds) to change state.

NOAMP
VIP:
Enabled
the SBR
Database

Select the SBR Database and Click Enable.

NOAMP
VIP:
Verify that
the SBR
Database
has been
enabled.

Navigate to Main Menu -> Policy and Charging -> Maintenance -> SBR
Database Status

Verify that the SBR Database status has changed to Enable — Normal - N of N available - N of N available
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4.9.3 Restart Process

Main Menu: Policy and Charging -> Maintenance -> SBR Database Status
Thu May 07 07:37:4
Administrative Operational Resource User Resource Provider Reconfiguration In
e State Status Operational Reason Operational Reason Progress TETIERI
BindingSbrDb Enable Mormal 3 of 3 available 2 of 2 available Mo Binding
SessionSbrDb Enable Normal 3 of 3 available 2 of 2 available Mo Session
NOTE:
It may take some time (5-6 seconds) to change state.
NOAMP Repeat Steps 1 to 6 for all SBR Databases which are to be enabled.
VIP:
Enable
PCA NOTE:
applicatio o .
non All If all the verifications for SBR Database Status are successful, then proceed with the next step else STOP! And
Active call ORACLE Customer Service for further assistance.
SOAM
servers

Detailed steps are given in the procedure below.

Procedure 22: Restart Server

S

=g om o

This procedure restarts the DSR and Policy and Charging SBR process.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user
“guiadmin”.

NOAM VIP: Restart
Process on DSR MP
and Policy and
Charging SBR Servers

Navigate to Main Menu -> Status & Manage -> Server

Select all the MP servers with Function “Diameter Signaling Router” and “Policy and Charging
SBR” then Click Restart.

4.9.4 Enable Connections
Detailed steps are given in the procedure below.

Procedure 23: Enable connections

S | This procedure enables the Diameter connection with Peer nodes.
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP
SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Maintenance ->
to Connections screen Connections
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SOAM VIP: Enable all
connections

Select all Connection rows and Click Enable.

SOAM VIP: Verify that
the connections have
been Enabled.

Navigate to Main Menu -> Diameter -> Maintenance ->
Connections

Verify that the Admin state of all connections change to “Enabled” and the Operational Reason
shows “Connecting” for connections to PCRF nodes and “Listening” for connections to other
(policy client e.g. PCEF, AF etc.) nodes.

Main Menu: Diameter -> Maintenance -> Connections

@ Help

Thu Feb 16 05:39:46 2012 EST

MP Server  Admin Operational
Connection Name Hostname  State Status Operational Reason  Connection Mode Local Node Peer No
conn_af blade14 Enabled  Unavailable Responder Only PDRA AF
conn_pcef1 blade14 Enabled Unavailable Responder Only FDRA PCEET
conn_pcef2 blade14 Enabled  Unavailable Responder Only PDRA PCEF2
conn_perfi blade14 Enabled  Unavailable Initiator Only PDRA PCRF1
conn_perf2 blade14 Enabled  Unavailable Initiator Only PDRA PCRF2
NOTE 1:

For connections of type “Responder Only” (client nodes), the Operational Status and Reason
will be “Unk” if using TSA.

conn_af1 Enabled Unk Responder Only PDRA AF1

NOTE 2:

It may take some time (15-30 seconds) to initialize and change state.

4.9.5 Perform Health Check
Execute this Procedure to verify the sanity of the system.
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Procedure 24: Perform Health Check

This procedure performs a Health Check.

Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

*+gm=®»

Verify HA Services Verify HA Services status:

Status 1. Log into the NOAM GUI using the XMI VIP address.

2.  Select Main Menu: Communication Agent -> Maintenance -> HA Services Status

3. Verify that the Main Menu: Communication Agent -> Maintenance -> HA Services Status
view screen is shown in work area.

4.  Verify that the “Resource Routing Status” is shown as “Available” for all the
“User/Provider” listed.

If all the verifications are successful, then proceed with next step else STOP! And call ORACLE
Customer Service for further assistance.

Verify the Automatic Verify ComAgent Automatic Connection Status:

Connection Count forall | 1. Log into the NOAM GUI using the XMI VIP address.

the PCA and Policy 2. Select Main Menu: Communication Agent -> Maintenance -> Connection Status
SPR servers 3. Verify that the Main Menu: Communication Agent -> Maintenance -> Connection

Status view screen is shown in work area.
4.  Verify that the “Automatic Connection Count” for each of the servers are shown as “X or
Y In Service” Where Y >= X and X=Y indicates successful Automatic Connection setup.

If all the verifications are successful, then proceed with next step else STOP! And call ORACLE
Customer Service for further assistance.

Verify the Policy and Verify Policy and Charging SBR Services status:
Charging SBR Status 5. Log into the NOAM GUI using the XMI VIP address.
6. Select Main Menu: Policy and Charging -> Maintenance -> Policy and Charging SBR
Status

7.  Verify that the Main Menu: Policy and Charging -> Maintenance -> Policy and
Charging SBR Status view screen is shown in work area.

8. Verify that the server “Resource HA Role” is shown as “Active/Standby/Spare” and
‘Congestion Level’ is ‘Normal’ for all the “Binding Region” and ‘Mated Site” tables.

If all the verifications are successful, then proceed with signaling call flow execution else STOP!
And call ORACLE Customer Service for further assistance.
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5.0 CAVEATS
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6.0 CUSTOMER SERVICE SIGN OFF

Discrepancy List

Date Test Description of Failures and/or Resolution and Resolution
Case Issues. Any CSR’s/ RMA’s issued | Engineer Responsible Date
during Acceptance. Discrepancy
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7.0REVIEW MEETING MINUTES

The initial formal review for this document is archived in the Document Review tool, under Review ID 1.
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8.0APPENDIX-A

8.1 PCA FEATURE ACTIVATION PROCEDURE

This section provides the detailed procedure steps of the PCA activation.

8.1.1 PCA Activation on a freshly installed system
Detailed steps are given in the procedure below.

Procedure 25: PCA Activation

= g mo-

This procedure activates the PCA on complete system.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - PLEASE COMPLETE THE TOPOLOGY CONFIGURATION OF ALL THE REQUIRED SOAM SERVERS
BEFORE CONTINUING THIS STEP. SEE [1] AND [2] FOR STEPS.

NOAM VIP: Navigate
to HA screen

Navigate to Main Menu: Status & Manage -> HA

Find the Active NOAM and Active SOAM Servers list

Verify configuration of
All SOAM servers

Before continuing all SOAM servers should be configured in the topology.

1. Log into the NOAM VIP GUI.
2. Navigate Main Menu: Status & Manage -> Server. See all required SOAM servers are
configured and Application State is enabled.

Establish a secure shell
Session on the active
NOAM

Establish a secure shell session on the active NOAM by using the XMI VIP address. Login as
user “admusr”.

Use your SSH client to connect to the server (ex. putty)

Note: you must consult your own software client's documentation to learn how to launch a
connection. For example:

# ssh <active NO XMI VIP Address>

PCA Application

Activation: Change
directory

Change to the following directory:

# cd /usr/TKLC/dsr/prod/maint/loaders/activate

PCA Activation:
Execute the PCA
application activation
script

# ./load.pcaActivationTopLevel
Note: - This command execution will starts Activation on NOAM servers and All Active SOAM
servers.

If the activation fails, then execute the procedure in Section 8.2.2 to restore the system back to
state before start of activation.

PCA Application
Activation

(OPTIONAL): Clear
the Web Server cache

Delete all GUI cache files on active SOAM and NOAM for quick view of changes or wait for
some time so that new changes can reflect.

# clearCache
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8.1.2 PCA Activation on a newly added site
Detailed steps are given in the procedure below.

NOTE:- This procedure needs to be executed only if a new site is added in existing configured system.
This procedure activates the PCA on newly added site only. This section is only valid if system is already configured
and a new site is added to the system at a later stage. Skip this step if system is new for configuration.

Procedure 26: PCA Activation on newly added site

S

= =g omo-

8.1.3 Restart Process

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOAM VIP: Navigate
to HA screen

Navigate to Main Menu: Status & Manage -> HA
Find the Active NOAM and Active SOAM Servers list

Verify configuration of
All SOAM servers

Before continuing all SOAM servers should be configured in the topology.

1. Log into the NOAM VIP GUI.
2. Navigate Main Menu: Status & Manage -> Server. See all required SOAM servers are
configured and Application State is enabled.

Establish a secure shell
Session on the active
NOAM

Establish a secure shell session on the active NOAM by using the XMI VIP address.
Login as user “admusr’”.

Use your SSH client to connect to the server (ex. putty)

Note: You must consult your own software client’'s documentation to learn how to launch a
connection. For example:

# ssh <active NO XMI VIP Address>

PCA Activation:
Change directory

Change to the following directory:

# cd /usr/TKLC/dsr/prod/maint/loaders/activate

PCA Activation:
Execute the PCA
application activation
script

# ./load.pcaActivationTopLevel

Note: - This command execution will start activation on newly added SOAM Servers.

If the activation fails, then execute the procedure in Section 8.2.3 to restore the system back to
state before start of activation.

PCA Activation
(OPTIONAL): Clear

the Web Server cache

Delete all GUI cache files on active SOAM and NOAM for quick view of changes or wait for
some time so that new changes can reflect.

# clearCache

Detailed steps are given in the procedure below.

Procedure 27: Restart Process

S | This procedure restarts the DSR and SBR application processes.

T

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
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SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - This STEP is MANDATORY only if DSR MP AND PSBR Servers are newly added in the

TOPOLOGY.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user
“guiadmin”.

NOAM VIP: Restart
Process on DA-MP
Servers

NOAM VIP: Restart
Process on SBR
Servers

Navigate to Main Menu -> Status & Manage -> Server
Select all the DA-MP servers and press Restart.
Navigate to Main Menu -> Status & Manage -> Server

Select all the SBR servers and press Restart.

8.1.4 Post PCA Activation System Health Check

8.1.4.1 System health check after Application Activation on NOAM server
Detailed steps are given in the procedure below.

Procedure 28: Verification of application activation on NOAM Server

S | This procedure verifies the PCA application activation on NOAM Server.
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
Active NOAM VIP: Establish a GUI session on the Active NOAM by using the XMI VIP address. Login as user
Establish GUI Session “guiadmin”.
on the NOAM VIP
NOAM VIP: Verify that | Verify that the Resource Domain Profile show the new profile entries.
the Resource Domain
Profile show the new
profile entries. Main Menu: Configuration -> Resource Domains [Insert]
Inserting a new Resource Domain
Resource Domain
Field Value Description
T B L e I— . Unigue identifier used to label 2 Resource Domain. [Default = n/a. Range = A 1-32-¢|
characters are alphanumeric and underscore.]
Resource Domain Profile |- Select Resource Domain Profile - | = |« The Profile of this Resource Domain
Server Groups - Select Resource Domain Profile -
NONE
Policy Session
Policy Binding
Puﬂc‘xlsggjchargmg DRA
NOAM VIP: Verify that | Verify that KPIs menu shows the KPI tabs for PCA, SBR, SBR-Binding and SBR-Sessoin.
the PCA specific KPIs
are shown. Main Menu: Status & Manage -> KPIs
Tasks ~
L Entire-Hetwork Dsry0PcaBind-a D=rr0PcaBind-b Dsr70PcaDaMP-a
ComAgent | PCA SBR  SBR-Binding  SBR-Sessionll  Server
NOAM VIP: Verify that | Verify that Measurement groups are shown for OC-DRA, P-DRA and PSBR.
the PCA specific
Measurement groups
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. are shown.

Main Menu: Measurements -> Report

Tue Au

Filter = Info = Tasks =

Filter

Scope: |- Network Element- |v| |-Server Group- |»| |-Resource Domain- |~| |-Place- =

i [-Place Association - j Reset

Report: I — Group — |z| I — Interval - Reset

Column Filter: E Reset

ComAgent Exception

ComAgent Performance [
OAM ALARM Jeo14™ " [Jan Jo1 | 00 00 Reset

Time Range:

OAMPERF
_Go | OAM.SYSTEM

OC-DRA Congestion Excepfion
OC-DRA Diameter Exception
OC-DRA Diameter Usage
P-DRA Congestion Exception
P-DRA Diameter Exception
P-DRA Diameter Usage

SBR Audit

SBR Binding Exception

SBR Binding Performance
SBR Policy Session Exception
SBR Policy Session Performance

Server Exception

Sl NOAM VIP: Verify that
the Main Menu shows
the Policy and Charging
submenu.

Verify that Main Menu on Active NOAM shows the Policy and Charging submenu with
Configuration and Maintenance screens.

H & Policy and Charging
H ' Configuration

SBER Data Migration Plans
H & Policy DRA
B PCRF Pools
B PCRF Sub-Pool Selection Rules
B P-J-:atworl-:—'l.*.n’ide Options
LR Jo

ion State

| Network-Wide Options

Bl Alarm
: Bl Congestion Options
H & Maintenance

[l SBR Database St:

[l SBR Status

[l Policy Databas

configuration
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8.1.4.2 System health check after Application Activation on SOAM servers
Detailed steps are given in the procedure below.

Procedure 29: Verification of application activation on SOAM Servers

= g m o= W

This procedure verifies the activation of PCA on SOAM Servers.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

SOAM VIP: Establish
GUI Session using
SOAM VIP

Establish a GUI session on the Active SOAM by using the XMI VIP address. Login as user

“guiadmin”.

SOAM VIP: Verify that
the Policy and Charging
folder is visible in the
Left Hand Menu

Verify that the Policy and Charging folder appears on the Left Hand Menu:

B & Policy and Charging
' H 't Drmqurzmon

izing Plans
i SBR Data Migration Plans
Policy DRA
B PCRF Pools
. PCRF Sub-Pool 5

. OCS Session State
Realms
| Network-Wide Options

H ' Maintenance
[l SBR Database Status
[l SBR status
[ Policy Da
I SBR Data
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8.2 PCA FEATURE DE-ACTIVATION PROCEDURE
This section provides the detailed steps of the PCA De-Activation procedures.
8.2.1 Pre PCA De-Activation Steps

8.2.1.1 Verify and Deactivate the GLA application
Detailed steps are given in the procedure below.

Procedure 30: Verify and Deactivate GLA application

This procedure verifies that GLA is activated and then deactivates the GLA application.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - PLEASE VERIFY FIRST THAT GLA IS ACTIVATED IN STEPS 1-2 AND THEN EXECUTE THE STEPS 4-5 TO
DEACTIVATE THE GLA APPLICATION.

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Maintenance ->
to Applications screen Applications

SOAM VIP: Verify the Verify the GLA application is present. If GLA application record is present. It means GLA is
GLA application is activated on this system.

present. NOTE: - IF GLA RECORD IS NOT PRESENT ON THIS SCREEN, THEN SKIP
THE REMAINING STEPS IN THIS PROCEDURE.

SOAM VIP: Deactivate | If GLA record is present in the Applications screen. Then execute the steps to deactivate the
the GLA application. GLA application as per De-activation procedures defined in [4].

SOAM VIP: Perform Repeat Step 1-4 on All Active SOAM servers.
steps on All Active
SOAM Servers

8.2.1.2 Disable PCA Functions
Detailed steps are given in the procedure below.

Procedure 31: Disable PCA Functions (PDRA and OCDRA)

S | This procedure disables the DSR connections.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES.

= g omo-

Establish GUI Session Establish a GUI session on the Active NOAM by using the XMI VIP address. Login as user
on the NOAM VIP “guiadmin”.
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Al NOAM VIP: Disable Navigate to Main Menu: Policy and Charging -> Configuration -
. PCA Functions. > General Options

Uncheck ‘Policy DRA Enabled’ and ‘Online Charging DRA Enabled’. Click

Main Menu: Policy and Charging -> Configuration -> General Options 4
Thu Nov 20 14:57:07 2C
Field Value Description
Indicate whether the Policy DRA Function of PCA is enabled.
Policy DRA Enabled [Default = Policy DRA Disabled (Unchecked); Range = Policy DRA Enabled (Checked) or Policy

DRA disabled (Unchecked)]

Indicate whether the Online Charging DRA Funclion of PCA is enabled
Online Charging DRA Enabled [Default = Online Charging DRA Disabled (Unchecked); Range = Online Charging DRA Enabled
(Checked) or Online Charging DRA Disabled (Unchecked)]

8.2.1.3 Disable Diameter Connections
Detailed steps are given in the procedure below.

Procedure 32: Disable Diameter Connections

S | This procedure disables the Diameter connections.

T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

E

P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

#
Establish GUI Session Establish a GUI session on all the Active SOAM by using the XMI VIP address. Login as user
on the SOAM VIP “guiadmin”.
SOAM VIP: Disable Navigate to Main Menu: Diameter -> Maintenance -> Connections

DSR connections.

Select all the PCA specific diameter connections and click disable or click
Disable All (if applicable). The Admin State of connections should be shown

as Disabled.
Main Menu: Diameter -> Maintenance -> Connections @ te
Tue Jun 12 11:26:40 2012 UT
. MP Server | Admin Operational . . Remate IP
Connection Name Hostname | State Status Operational Reason  Connection Mode Local Node Peer Node Addresses
conn_af blade!2 Disabled |Unavailable Disahled Responder Only FDRA AF1
conn_peef blade!2 Disabled |Unavailable Disahled Responder Only FDRA PCEF1

SOAM VIP: Perform Repeat Steps 1 to 2 on All Active SOAM servers.
steps on All Active
SOAM Servers

8.2.1.4 Disable Application
Detailed steps are given in the procedure below.
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Procedure 33: Disable application

w* mo- W»n

This procedure disables the PCA application.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Navigate
to Applications screen

Navigate to Main Menu -> Diameter -> Maintenance ->
Applications

SOAM VIP: Disable
the PCA application

Select the PCA row and press Disable.

If there are multiple DA-MPs under this SOAM then there will be multiple entries of PCA in this
screen. Select all the entries and click Disable.

SOAM VIP: Verify that
the PCA application has
been Disabled.

Navigate to Main Menu -> Diameter -> Maintenance ->
Applications

Verify that the Application status has changed to Disabled.

Main Menu: Diameter -> Maintenance -> Applications

MP Server Operational

S - Congestion
DSR Application Name MhE T Admin State State .

FORA hladet2 Disabled Unavailahle Mot Initialized Maormal

Operational Reason

SOAM VIP: Perform
steps on All Active
SOAM Servers

Repeat Steps 1 to 4 on All Active SOAM servers.
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8.2.1.5 Stop Processes
Detailed steps are given in the procedure below.

Procedure 34: Stop Server Process

This procedure stops the DSR and PSBR processes.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= g m o= W

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Stop DSR | Find the DA-MP and SBR server hostnames corresponding to the functions “Diameter Signaling
MP and PSBR MP Router” and “SBR” from
Server processes. Main Menu: Configuration -> Server Groups

Then, navigate to Main Menu -> Status & Manage -> Server

Select all the DA-MP and SBR and press Stop.

8.2.1.6 Remove PCA Configuration Data
Detailed steps are given in the procedure below.

Procedure 35: Remove PCA configuration data

S | This procedure removes the PCA configuration data.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ g mo-

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Remove | NOTE: THIS STEP #2 IS OPTIONAL. THIS STEP CAN BE SKIPPED
all the data from PCA IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON THIS SYSTEM
screen as mentioned. AND YOU WANT TO RE-USE THE PCRF CONFIGURATION DATA AFTER
RE-ACTIVATION. HOWEVER ALL SUBSEQUENT STEPS IN THIS
PROCEDURE ARE MANDATORY.

Main Menu: Policy DRA -> Configuration -> PCRFs

Delete the complete configuration data from this screen.

SOAM VIP: Perform Repeat Steps 1 and 2 on All Active SOAM servers.
steps on All Active
SOAM Servers

Establish GUI Session Establish a GUI session on the NOAMP by using the XMI VIP address. Login as user
on the NOAMP VIP “guiadmin”.

NOAMP VIP: Main Menu: Policy and Charging -> Maintenance -> SBR
Complete or Cancel any | Database Reconfiguration Status

ongoing Reconfiguration
Plans If any Reconfiguration Plan is in the Prepared or Preparing state, then click Cancel to return to
the Planned state.

If any Reconfiguration Plan has been started then click Complete and confirm the confirmation
dialog by clicking Force Complete to transition to the Complete state.
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NOAMP VIP: Delete Main Menu: Policy and Charging -> Configuration -> SBR

any existing Database Resizing Plans
Reconfiguration Plans

Delete all Database Resizing Plans from this screen.

Main Menu: Policy and Charging -> Configuration -> SBR
Data Migration Plans

Delete all Data Migration Plans from this screen.
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8.2.1.7 Remove DSR Configuration Data
Detailed steps are given in the procedure below.

Procedure 36: Remove DSR configuration data

= g mo=-

This procedure removes the DSR configuration data.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE:-

A.)) PLEASE DON'T EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON THIS
SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-ACTIVATION.

B.) DON’'T EXECUTE THIS STEP IF THERE ARE MUTIPLE APPLICATIONS INSTALLED ON THIS SYSTEM.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Remove
all the data of
Application Routing
Rules.

Main Menu: Diameter -> Configuration -> Application
Routing Rules

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of Peer
Routing Rules.

Main Menu: Diameter -> Configuration -> Peer Routing
Rules

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of Route
Lists

Main Menu: Diameter -> Configuration -> Route Lists

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of Route
Groups

Main Menu: Diameter -> Configuration -> Route Groups

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of
Connections.

Main Menu: Diameter -> Configuration -> Connections

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of Peer
Nodes.

Main Menu: Diameter -> Configuration -> Peer Nodes

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of Local
Nodes.

Main Menu: Diameter -> Configuration -> Local Nodes

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of CEX
Configuration Sets

Main Menu: Diameter -> Configuration -> Configuration
Sets -> CEX Configuration Sets

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.
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SOAM VIP: Remove
all the data of CEX
Parameters.

Main Menu: Diameter -> Configuration -> CEX Parameters.

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
all the data of
Application IDs

Main Menu: Diameter -> Configuration -> Application Ids

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Perform
steps on All Active
SOAM Servers

Repeat Steps 1 to 11 on All Active SOAM servers.

8.2.2 PCA De-Activation Procedure
Detailed steps are given in the procedure below.

Procedure 37: PCA Application De-Activation

S | This procedure de-activates the PCA application.
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
Establish a secure shell | Establish a secure shell session on the active NOAM by using the XMI VIP address. Login as
Session on the active user “admusr”.
NOAM
Use your SSH client to connect to the server (ex. putty)
Note: you must consult your own software client’s documentation to learn how to launch a
connection. For example:
# ssh <active NO XMI IP Address>
PCA Deactivation: Change to the following directory:
Change directol . .
9 v # cd /usr/TKLC/dsr/prod/maint/loaders/deactivate
PCA Deactivation: # ./load.pcaDeactivationTopLevel
Execute the PCA ) ) ) o ) )
application de-activation | Note: - This command execution will starts De-Activation on Active NOAM and All Active SOAM
script servers.
PCA Deactivation Delete all GUI cache files on active SOAM and NOAM for quick view of changes or wait for
[OPTIONAL]: Clear some time so that new changes can reflect.
the Web Server cache # clearCache
Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP
NOAM VIP: Restart Navigate to Main Menu -> Status & Manage -> Server
DSR MP Servers
Select all the DA-MP servers and press Restart.
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8.2.3 Site Specific PCA De-Activation Procedure
THIS SECTION ONLY REQUIRED WHEN A PARTICULAR SITE NEEDS TO BE DEACTIVATED FOR PCA APPLICATION.

Detailed steps are given below.

Procedure 38: PCA Application De-Activation on a particular site.

S | This procedure de-activates the PCA application on a particular site.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish a secure shell Establish a secure shell session on the active SOAM by using the XMI VIP address. Login as
Session on the active user “admusr”.

SOAM or on which
deactivation is required. Use your SSH client to connect to the server (ex. putty)

T
E
P
#
1
|

Note: you must consult your own software client’'s documentation to learn how to launch a
connection. For example:

# ssh <active SO XMI IP Address>

PCA Deactivation: Change to the following directory:
h irect . .
Change directory # cd /usr/TKLC/dsr/prod/maint/loaders/deactivate

PCA Deactivation: # ./load.pcaDeactivateBscoped

Execute the PCA . ) ) —_ .
application de-activation | Note: - This command execution will start De-Activation on selected active SOAM server.

script
PCA Deactivation Delete all GUI cache files on active SOAM and NOAM for quick view of changes or wait for
[OPTIONAL]: Clear some time so that new changes can reflect.

the Web Server cache

# clearCache
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8.2.4 Post PCA De-Activation Steps

8.2.4.1 Move Policy and Charging SBR Servers to OOS State
Detailed steps are given in the procedure below.

Procedure 39: Move Policy and Charging SBR Servers to OOS State

This procedure puts all the MP Servers in Policy and Charging SBR Server Groups in OOS.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ mo- W»n

NOTE: - PLEASE DON'T EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON
THIS SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-
ACTIVATION.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu: Configuration -> Server Groups
to Server Groups
screen

NOAM VIP: Find the Find the Servers with Function as “Policy and Charging SBR”.
Server List

NOAM VIP: Navigate Navigate to Main Menu: Status & Manage -> HA

to HA screen
Edit the Servers from list created in Step 3. Change the value of “Max Allowed HA Role” to

00s.

8.2.4.2 Remove Policy and Charging SBR Servers from Server Groups
Detailed steps are given in the procedure below.

Procedure 40: Remove Policy and Charging SBR Servers from Server Groups

S | This procedure removes all the MP Servers in Policy and Charging SBR Server Groups from their respective
Server Groups.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ g omo-

NOTE: - PLEASE DON'T EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON
THIS SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-
ACTIVATION.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu: Configuration -> Server Groups
to Server Groups
screen

NOAM VIP: Find the Find the Servers with Function as “Policy and Charging SBR”.
Server List

NOAM VIP: Edit the Navigate to Main Menu: Configuration -> Server Groups

Server Groups. ) ) ) ) ) )
Edit the Server Group with “Policy and Charging SBR” function and remove the servers from it.
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.I Repeat the steps with all server groups with “Policy and Charging SBR” function.

8.2.4.3 Delete Server Groups related to Policy and Charging SBR
Detailed steps are given in the procedure below.

Procedure 41: Delete Server Groups related to Policy and Charging SBR

This procedure removes the Server Groups related to Policy and Charging SBR.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= Mg mo=-

NOTE: - PLEASE DON'T EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON
THIS SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-
ACTIVATION.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu: Configuration -> Server Groups
to Server Groups
Screen

NOAM VIP: Remove Remove the Server Groups which has Function value “Policy and Charging SBR”.
Server Groups
Resource Domains

8.2.4.4 Remove Place Configuration Data
Detailed steps are given in the procedure below.

Procedure 42: Remove Place configuration data

S | This procedure removes the Place configuration data.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ g omo-

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Remove Main Menu: Configuration -> Places
all the data from Place

screen as mentioned. ) )
Edit the Places and Remove Servers from it.

8.2.4.5 Reboot the Servers
Detailed steps are given in the procedure below.

Procedure 43: Reboot the Servers

S | This procedure removes the merge data from Servers by rebooting them.

T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

E

p | SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

# | NOTE: - PLEASE DON'T EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON
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THIS SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-

ACTIVATION.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.

NOAM VIP: Navigate
to Server Groups
Screen

Navigate to Main Menu: Status & Manage -> Server

E

NOAM VIP: Reboot
the Servers.

Reboots all the servers. Click each row of server and press Reboot. Keep order from down to
top. So that the self-server is rebooted at last.

After rebooting the last server (self-server) the GUI will go away. Please Establish a GUI
session on the NOAM by using the XMI VIP address. Login as user “guiadmin” after some time.

8.2.5 Post PCA De-Activation System Health Check

8.2.5.1 System health check after PCA De-activation on NOAM server
Detailed steps are given in the procedure below.

Procedure 44: Verification of application de-activation on NOAM Server

S | This procedure verifies the PCA application deactivation on NOAM Server.
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
Active NOAM VIP: Establish a GUI session on the Active NOAM by using the XMI VIP address. Login as user
Establish GUI Session “guiadmin”.
on the NOAM VIP
NOAM VIP: Verify that | Verify that the Resource Domain Profile drop down doesn’t show the profile entries of “Policy
the Resource Domain Session” and “Policy Binding”.
Profile doesn’t show the . . . .
profile entries of Binding Main Menu: Configuration -> Resource Domains [Insert]
and Session Profiles.
Inserting a new Resource Domain
Resource Domain
Field Value Description
Reszource Damain I— . Unigue identifier used ta label a Resource Domain. [Defau
Mame string. Valid characters are alphanumeric and underscore.]
E;a;_ﬁ:rce DEmEm | Select Resource Domain Profile - % | = The Profile of this Resource Dormain
NOAM VIP: Verify that | Verify that KPIs menu don’'t show the KPI tabs for PCA, SBR, SBR-Binding and SBR-Session.
the KPIs are not shown .
for PCA, SBR, SBR- Main Menu: Status & Manage -> KPIs
Binding and SBR-
Session. Tasks -
NO_1030302 bladels hlade0& hladeds
Server  ComAgent | |
NOAM VIP: Verify that | Verify that Measurement groups are not shown for OC-DRA, P-DRA and SBR.
the Measurement
groups are not shown
for OC-DRA, P-DRA
and SBR.
107 of 109 E63560-01



Main Menu: Measurements -> Report

Filter - Infa - Tasks ~

Filter

‘Scupe: |- MNetwork Element- |— Server Group - v |- Fes

Repoft: | — Group — v | F

| — Group —
IER& Comagent Exception |
[ Comagent Perfarmance
Oa ALARM

[ TER

Server Exception

NOAM VIP: Verify that
the Main Menu don’t
show the

Policy and Charging
submenu.

Verify that Main Menu on Active NOAM doesn’t show the Policy and Charging submenu.

ain Menu

ation

L NConfigurationt

HE!|[:|
- B Logout

8.2.5.2 System health check after Application Deactivation on SOAM servers
Detailed steps are given in the procedure below.

Procedure 45: Verification of application de-activation on SOAM Servers

S | This procedure verifies the PCA application deactivation on SOAM Servers.
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
SOAM VIP: Establish Establish a GUI session on the Active SOAM by using the XMI VIP address. Login as user
GUI Session on the “guiadmin”.
SOAM VIP
SOAM VIP: Verify that | Verify that the Policy and Charging folder does not appear on the Left Hand Menu:
the Policy and Charging
folder is not visible in the ain Menu
Left Hand Menu
- E Logout
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SOAM VIP: Verify that | Verify that the Diameter maintenance application menu do not show the entry of PCA
the Diameter application

maintenance application Main Menu: Diameter -» Maintenance -> Applications
menu do not show the Tue Jul 03 3

entry of PCA application

DSR Application Name w:sﬁ]e;:z Admin State REretional Operational Reason Cz::gestion Time of Last Update
SOAM VIP: Verify Repeat Steps 1 to 3 on All Active SOAM servers from Active Servers List collected from Step 1

PCA application on All of Procedure 4.
Active SOAM servers
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