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Preface

The Oracle MICROS Suites Management Installation Guide explains the installation and setup of Suites
Management for sites running Simphony version 1.6 MR8 (and higher) and 9700 HMS version 4.0.

This guide includes instructions to:
¢ Install the Suites Management application
e Install the Suites Service
e Configure the Suites server on the enterprise and property levels

e Configure the Simphony Enterprise Management Console (EMC)

Related Documents

For more information, see the following documents:
e CAL Packages

Document Revisions

Revision Date Version

1st March, 2015 Suites Management version 3.5

Customer Support
To contact Oracle Customer Support, access My Oracle Support at the following URL:
https:/ /support.oracle.com
When contacting Customer Support, please provide the following information:
e Product version and program/module name
e Functional and technical description of the problem (include business impact)
e Detailed step-by-step instructions to re-create
e Exact error message received

e Screenshots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for example, 3.5)
or a later patch release (for example, 3.5.1). If you are installing the base release or additional patch
releases, read the documentation for all releases that have occurred since the base release before you
begin installation. Documentation for patch releases can contain critical information related to the
base release, as well as information about code changes since the base release.


https://support.oracle.com/

How Suites Management works - Simphony

The following diagram illustrates the information flow through the Suites Management application
and the communication flow from the enterprise to the workstation level.
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The enterprise and property levels contain different components as described in the following table.

Level Components Installed

Enterprise = Suites Management application
=  Suites website

= Suites Management database creation

Property =  Suites Web Service
= Transaction Services
=  LSMSimService

Workstation =  Suites SIM scripts




System requirements

Suites Management is compatible with the following platforms:

Category Supported Products
Operating Systems =  Windows Server 2008 64-bit (with 32-bit applications
enabled)
=  Windows Server 2008 R2 64-bit (with 32-bit applications
enabled)
Databases = Microsoft SQL Server 2008

=  Microsoft SQL Server 2008 R2

Prerequisite steps

e Install either 9700 HMS version 4.0 (or higher) or Simphony version 1.6 MR8 (or higher)
¢  On the Suites Management Application server:
¢ Install and enable Internet Information Services (IIS) version 7 (or higher)
e Install and enable ASP.NET 4.0
For the support of older versions of ASP.NET:
0 The Suites Management application uses controls that work well with
ASP.NET 2.0, but IIS 7 needs IIS 6 back-compatibility in order to support
ASP.NET 2.0.
To install the IIS 6.0 Management Compatibility Components by using the Windows Server
2008 Server Manager:
1. Click Start; click Administrative Tools, and then Server Manager.
2. In the left navigation pane, expand Roles, and then right-click Web Server (IIS),
and select Add Role Services.
3. On the Select Role Services pane, scroll down to Management Tools and select
IIS Management Console.
4. Scroll down to IIS 6 Management Compatibility and select all four of the
checkboxes.
5. Click Next from the Select Role Services pane, and then click Install at the
Confirm Installations Selections pane.
6. Click Close.
7. A system restart is required.
e Install an SSL certificate
Follow the steps outlined using this link: https://technet.microsoft.com/en-
us/library/cc771816%28v=ws.10%29.aspx
e Install the latest version of Adobe Acrobat Reader to view reports
e Installers need to know the Microsoft SQL Server 2008 administrator’s username
and password
e  For the Suites Service:
Install the latest version of Transaction Services

Required information from Simphony EMC
Workstation ID for the POSAPI client running Suites
e Revenue center (RVC) number of the Suites RVC
Property ID of the RVC running Suites


https://technet.microsoft.com/en-us/library/cc771816%28v=ws.10%29.aspx
https://technet.microsoft.com/en-us/library/cc771816%28v=ws.10%29.aspx

Required Suites Management version 3.5 browser settings

Verify the browser settings outlined below to prevent possible browser-based issues.

Microsoft Internet Explorer

To access the Microsoft Internet Explorer settings:

1.

5L

10.
11.

12.
13.
14.

15.
16.
17.

18.
19.
20.

Click Tools on the browser’s toolbar, and then select Internet options.
Click Delete under Browsing history on the General tab.
Deselect Preserve Favorites website data, select Temporary Internet website data and click
Delete.
Click Apply.
Click the Security tab.
Click the Local intranet icon (if the Suites Management server is on property) or click
Trusted Sites (if the Suites Management server is not on property).
e Add the URL you need in the Sites area under the Privacy tab.
e Click Trusted Sites and using the slider, ensure that the zone is set to a Low
security level setting.
e Click Apply.
Click the Privacy tab.
Click Sites and enter the URL of the Suites Management install, not the IP address nor the
host computer’s name. The entry should include the domain name that matches the SSL
certificate.
Click Allow.
Click OK.
Click Advanced and set the following options:
e Select Override automatic cookie handling.
e Click Accept under First-party Cookies.
e  Click Block under Third-party Cookies.
o Select Always allow session cookies.
Click OK.
Click Settings.
Add the same URL that you added under Sites (see step 6 above) to the exempted Pop-up
Blocker Settings. This enables popups for the Suites Management application, which are
required. It also ensures that you use the correct site based on the provided URL.
Click Close.
Click the Connections tab.
Click LAN Settings.
e Deselect Automatically Detect Settings (unless required).
e Disable the Proxy Server (unless required by the site).
Click OK.
Click the Advanced tab.
Select the following options:
Browsing section:
¢ Go to intranet site when a single word is entered in the Address bar
¢ Underline links — select Always
e Enable third party browser extensions*



Multimedia section:
e Show pictures
Security section:
¢ Empty Temp Internet Folder on Exiting Browser
21. Deselect the following options:
Security section:
¢ Do not save encrypted pages to disk
e Block unsecured images with other mixed content
Browsing section:
e Enable Suggested Sites
22. Click Apply.
23. Click OK.

Mozilla Firefox

To access the Mozilla Firefox settings:

Click the Menu bar icon on the browser’s toolbar.
Click Options.
Click Content on the toolbar.
Deselect Block pop-up windows.
Click Privacy on the toolbar.
Under History and Firefox will, select Use custom settings for history.
Select Accept Cookies from sites.
Select Never from the Accept third-party cookies options.
Click Advanced on the toolbar.
. Click the Network tab.
. Click Settings under Connection.
. Select No proxy (unless required by the site).
. Deselect Auto-detect proxy settings for this network (unless required).
Click OK.
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Google Chrome

To access the Google Chrome settings:

1. Click the Menu bar icon on the browser’s toolbar.

= C' A | G hitpsy//www.google.com/?gws_rd=ss _.9 E

Click Settings.
Scroll to the bottom of the page and click Show advanced settings...
Click Content settings under Privacy.
Select Allow local data to be set (recommended).
Select Block third-party cookies and site data.
Scroll further down to Pop-ups and select Allow all sites to show pop-ups.
Click Done.
Click Change proxy settings... under Network.
. Click LAN Settings.
e Deselect Automatically Detect Settings (unless required)
¢ Disable the Proxy Server (unless required by the site)
11. Click OK.
12. Click the Advanced tab.
13. Select the following options:

0 PN W
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Browsing section:
¢ Go to intranet site when a single word is entered in the Address bar
e Underline links
e Enable Third Party Extensions
Multimedia section:
e Show pictures
Security section:
¢ Empty Temp Internet Folder on Exiting Browser
14. Deselect the following options:
Security section:
¢ Do not save encrypted web pages to disk
¢ Block unsecured messages with other content
Browsing section:
e Enable suggested sites
14. Click Apply.
15. Click OK.



Client requirements

Suites Management is a web-based application that users access through a web browser from client
computers on the same network. A client computer accessing the Suites Management website must
minimally have the following installed:
Suites Management only requires one browser. Install one (or more) of the following:

e Internet Explorer 8 or later

e Firefox 31.4 or later

e Google Chrome (latest version)
To read Suites Management reports, install the following:

o  The latest version of Adobe Acrobat Reader

Suites Management installation scenarios

10

Suites Management contains two virtual directories in its components. One virtual directory is
installed when the application is installed — typically at the enterprise level. The other virtual
directory is installed with the Suites Management Service — typically on the local property level.
Suites Management supports different configuration options, as listed in the following installation
scenarios.

e Allin One Server — Simphony, Suites Management, and the databases are installed on the
same computer.

e  Multiple Servers — Simphony is installed on one computer, the databases are installed on
another computer, and Suites Management is installed on another computer at the
enterprise level with the Suites Service installed at the property level.

There are other potential installation scenarios. The example used in this document reviews the All
in One Server installation scenario. The All in One Server type of installation is not recommended
for sites that use Suites Management at multiple properties.



10.
11.

12.

13.

14.

Installing Suites Management

Obtain the Suites Management version 3.5 installation files from the Micros Members website
and place it on the computer that is designated as the Suites Management application server.

Double-click the SuitesSetup.exe file to begin the installation on the server that houses the
Suites Management application and database. The SuitesSetup.exe installs the Suites
Management application and database.

Click Next. The installer checks the server to ensure that IIS is installed and the Suites
Management installation wizard Welcome screen appears.

Enter the Database Server information.

e Database server that you are installing to: This is the server name or IP address of the
computer running Microsoft SQL Server where the Suites Management database resides. If
you are installing Suites in an All-In-One environment, the database name can remain (local)
or local host.

Select a connection method:

e Windows authentication

e SQL Server authentication using the Login ID and password below

Enter a Login ID and Password for the Microsoft SQL Server authentication connection method.
Click Next.

Select the destination folder for the Suites Management web files from the Welcome to the
Installation of... screen.

o The default path is <Drive letter>:\ Micros \LES\ Suites. Although the installation drive path is
configurable, the folder path should always be left at the default:

<Drive Letter>:\ Micros\ LES\ Suites.
Click Next.

Port# - Enter an unused Port number to use for Suites communication.

SSLPort# - Enter the unique Port number that is used by SSL.

¢ The port number selected for Suites Management and the SSL port number that the SUITES
website is bound to, must match. If a binding is made to a different port, the installer must
edit the SUITES Web.config file and set the value of the DefaultHttpsPort tag to match the
https binding. See the Install server certificate section for more information.

Virtual: - Name the Suites Management virtual directory.
¢ The default name for the Suites Management virtual directory is SUITES.

e A website named SUITES will be created during the installation. Enter this name in the
address bar of a browser to access the Suites Management website. If the virtual directory
name is SUITES, the URL for the Suites Management website is
http://ServerName:8001/SUITES/frmlogin.aspx.

Click Next.

Review the configured settings from the Start Copying Files screen.

11



e For All in One Server installation scenarios, when using SQL Server 2008 R2, the SQL
Server Maintenance Plan writes the Suites database backup tasks to the C:\ Program
Files\ Micros SQL Server \MSSQL10_50.MSSQLSERVER\MSSQL\ Backup folder.

e For multiple server installation scenarios, after installing the Suites database, it is
strongly recommended to access the database server and manually configure and
schedule periodic Microsoft SQL Server backup tasks for the Suites database. Here is an
example of a backup task path:

\ \<ServerName or IP address>:<Drive letter>\ Program Files\ Microsoft SQL
Server \MSSQL10_50.MSSQLSERVER\MSSQL\ Backup

15. Click Next.

e Setup starts on the Setup Status screen and a progress bar appears as the installation
proceeds.

16. A prompt to run the Key Manager Ultility appears. Click Yes to run the Key Manager utility.

17. Enter and confirm the newly entered Passphrase from the Micros LSM Key Manager screen,
and then click Update.

Micros Suite 0
MICROS LSM Key Manager

Setup Stz ;
rnicrosPocMumber=1
—pdate Pazsphrase
Suites M. Pazephraze Ixxxxxxx
Confirrn Pazsphrase Ixxxxxxxx
Inztalling

] |

—Encruption Kep Statuz

K.en Signature naot prezent.

Refrezh
Update Passphrase I_
It is strongly recommended bo run key rokakion only after all Cancel |
l 4, existing credit
— card records have been batched and settled, and only after the

exisking
database has been backed up, Da vou want ko proceed?

18. Click Yes to continue, or No to address the recommendations to batch all credit cards and to
perform backup tasks for both the Simphony and Suites Transaction databases.

12



19. Upon performing the first key rotation, the following message appears. Click OK.

The software has detected this is the First key rotation after the installation
and will now perform database re-encryption. The process may take
considerable

amount aof time ko complete, and the syskem needs to remain in down skate
during

the process. Please be patient and DO MOT inkerrupt the re-encryption
process!

Failure to do so may cause unrecoverable loss of encrypted datal

20. A message appears indicating that you must install a .PDF Reader in order to review Suites
reports.

13



Installing Suites Service

The SuitesServiceSetup.exe installs the Suites Service, which communicates with Transaction
Services during the Go-Live process. For Simphony environments, it also installs the
LSMWinService that communicates with Ops. In an enterprise environment, where there is one
Suites Management server and multiple properties, you should install this service on-site at the
property level. You must install Transaction Services on the property’s Point of Sales (POS)
application server before running the SuitesServiceSetup.exe installation.

You must install the Suites Service on the POS application server (for either 9700 version 4.0 HMS or
Simphony version 1.6 MR8 (or higher) in order to utilize a PC Autosequence to execute the Check
Regen process (which is an external program). See the Configure computer Autosequence section for
more information.

1. Obtain the Suites Management version 3.5 installation files from the Micros Members
website.

2. From the POS application server, double-click SuitesServiceSetup.exe to begin the
installation and the Suites Service installation wizard Welcome screen appears.

3. Click Next.
Select Simphony or 9700 to identify the POS application communicating with Suites.

Enter the name for the virtual directory used by the Suites Service. The default virtual
directory name is SUITESSERVICE. The virtual directory automatically installs under the
SUITES website on IIS.

6. Select the path where the Suites Service installs from the Micros Suites Service Setup
screen.

e The drive path is configurable, however the folder path should always be set to:
<Drive Letter>:\ Micros\ LES\ Suites
7. Click Next.

Enter the interface information from the Simphony Interface Information screen.

POS Application Required configuration information

Simphony 1.6 = Transaction Srv
= RVC Number (RVC ID number)
=  Workstation ID
= LSMWS
= Property ID

9700 4.0 = Transaction Srv
= RVC Number (RVC ID number)
= POS Interface Client Name




Field explanations for Simphony 1.6:

e Transaction Srv — This is the web address for Transaction Services. The default is
http:/ /localhost/ TSWebService/ TSWebService_1_0.asmx. This may be different
depending on the site. You must add the port number that Transaction Services is using
to the web address:
http:/ /localhost:PortNumber/ TSWebService/ TSWebService_1_0.asmx.

e RVC Number - This is the Suites revenue center number (RVC ID value).

e  Workstation ID — This is the Workstation ID number of the POSAPI client (required for
Simphony 1.6 sites only).

The fields configured here are specific to the site.

MICROS Suites Service Setup E I

SIMPHONMY Interface Information W}Nw&

' P T

If uzing Simphony, Please enter the following:

1] The ".azmx’ Address for Transaction Services,
21 RWC Mumber.

3"Workstation 1D

Tranzaction S Ihttp:.-’.-’lu:uc:alhnsta’TSWel:uS ervice/TSwebService_1_0.asmx

AL Mumber: I?
Workstation [D: I?“ |

|rgtallShield

¢ Back | M et = I Cancel

Simphony 1.6 example
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Field explanation for 9700 4.0:

e RVC Number — This is the revenue center object number

MICROS Suites Service Setup |
9700 Interface Information ,..ﬁ.k

Pleaze enter the 3700 BYC number for Suites to uze;

RYE f
Installshield
< Back | Mext » I Cancel
9700 4.0 example

e For 9700 version 4.0 sites, after the Suites Service installation has been completed, you need
to access the Suites application System Setup, System Parameters, Point of Sale Interface
Settings, and enter the POSAPI workstation name in the POS Interface Client Name field.

[@ Ordering

|* Event Satup System Parameters - Location Oplions

|® Owners

o Operationzl Settings

® System Setup
System Default tn Owners Credit Cand on Event Day Orders: @ ves © No

Parameters

Reset Quantity After Order of Menu ltem
@ Locstion Type @ ves ) No

@ Locstion
|® Location Setup
[* Menu Hems

[* ImportExport
P —— Licensing Settings

[* Reports

Calculate service charges or tax totals when saving an order (=) @) 0

Number of Suites Licensed 4

Miscellaneous Settings

Home Page Image Filename

Default Impert Settings
Default Producion Report Type | defaylt .
Default Label Type | gefauit :

Foint of Sale Interface Settings

POS Version: | 9700 Version 4.0 i

Imahmumm =05ARI I

URL for 5700 Web Service:  yp:/7172 23.5.160-3000/5

9700 4.0 environment example



You can find the required Interface information in EMC and the Transaction Services
Web.config file. To find the RVC ID number in the EMC, navigate to the property level,
Property Information, RVC Configuration module.

/ Home Page_}/ R¥LC Eunfiguratiun]

Filker

Show Records Where | Show All Records j Iu:u:nntains the text

ILDS Active
[

Pari

Master RWC 0 - None

iLes Woyageurs

For Simphony sites, in order to find the Workstation ID number in the EMC, navigate to the
property level, Property Hardware, and then select the Workstations module.

For 9700 sites, in order to find the POSAPI workstation client name, in the EMC, navigate to
the property level, Property Hardware, and then select the Workstations module. Note the
workstation name listed in the Name column and enter it in the Suites System Parameters
settings.

/ Home F‘age)/ 'ulul'urkstatiuns]

Filker
Show Reconds Where I Show All Recards j I conkains the bext
. Service Addre
# i | Yorkstation ID Name Host ID N
POSAPT POSAP
100 40 SERWEROPS 39 0.0.0.0
101 41 QEHWSIRDO1 40 0.0.0.0
102 4z QEHWSIRDOZ 41 0.0.0.0
103 43 QEHW3CATOL 4z 0.0.0.0
104 44 QEHWSBEAYDL 43 0.0.0.0
inc a4 MIFHWSRF A VA2 dd nmnmnn

The preceding screenshots are only examples. These numbers should be unique for every
property and revenue center.

9. C(lick Next.
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10.

Enter the required information from the Enter Additional Micros information screen to set
up the Luxury Suites Management (LSM)WebService.
e This information is required in Simphony environments, not 9700.

For fresh installations of the Suites Service, the installation wizard prompts you to enter the
following information. Default values have been assigned for these settings. You could leave

defaults or use blank settings and continue with the installation, however you would need to
gather this information from the EMC and edit the SuiteEnv.isl file after the Suite Service
installation is complete. See the Validate ISL Script Settings section for more information.

Field explanations for Simphony 1.6:

11.
12.

e LSM WS — Enter the URL of the LSMWebService

e Property ID - The Property ID is the number that identifies the Suites property in the
Suites database. This must have a Location ID value of 1. During installation, a default
sample Suites property (with a Property ID = 1) is created in the Suites database.

Click Next.

Enter the Interface and Suites Billing Tender Media (Bill TMED) numbers from the Enter
the Interface Number and Suites Billing Tender screen.

Field explanations:

13.

e Interface — Enter the URL of the LSMWebService (default value =1)
e Bill TMED - Enter the object number of the Suites Billing Tender Media record for PMS
(default value = 105)

Enter the Service Total Print Key and Service Total NO Print Key numbers from the Enter
the Service Total Print Keys screen. These are comma-separated values where the first
value is the Touchscreen Key Type and the second value is the Tender Media record
number.

Field explanations:

14.
15.
16.
17.

18.

e ST_PRT - The first value, ST, stands for the Touchscreen Key Type, which is 7 for a
Tender Media key in the EMC, Touchscreen Design module. The second value, PRT,
stands for the Print Check Service Total Tender Media record number used by the Suites
revenue center. (default values =7,52)

e ST _NPRT - The first value, ST, stands for the Touchscreen Key Type, which is 7 for a
Tender Media key in the EMC, Touchscreen Design module. The second value, NPRT,
stands for the NO Print Check Service Total Tender Media record number used by the
Suites revenue center. (default values 7,51)

Review the settings for the setup from the Micros Suites Service Setup screen.
Click Next.

The SQLite3Service Setup Wizard launches. Click Next.

Select the Installation folder for the SQLite Service.

e The path is configurable; however, the SQLite service needs to be installed using the
following path:

<Drive Letter>:\ Micros\ LES \ Suites\ Suites\ Utilities
Click Next.



19.

20.

21.
22.
23.

24.
25.
26.
27.

From the Confirm Installation screen, click Next to confirm the installation of the SQLite
Service.

Click Close from the Installation Complete screen to continue with the Suites Service
installation.

The LSMSimService Setup Wizard launches (for Simphony environments only, not 9700).
Click Next.

Enter the install folder for the LSM SIM Service from the Select Installation Folder screen.
The default installation path is:

C:\Program Files (x86)\Micros Systems Inc\LSMSimServiceSetup.
e Although this path is configurable, the folder path must be set to:
<Drive Letter>:\ Micros\ LES\ Suites \ Suites \ LSMSimService to function properly.
Click Next.
Click Next to confirm the LSM SIM Service installation.
Click Close.
Click Finish.

After the Suites Service installation has completed, from the Suites Management website, you
can export the POS application’s menu items and employees into the Suites database.

19



Post installation security step

The Suites Management application and database has a default Employee, Employee Role, and
Location pre-programmed in the system. This default location record cannot be deleted. The
best practice procedure is to rename the default Suites location by accessing the Suites
Management website to change the Location name to that of the property. During this step, it is
strongly recommended to also change the default micros Suites username to a unique name and
to assign a strong and PCI compliant password. For more information about creating strong
passwords, click the following link:

http://windows.microsoft.com/en-us/windows7/tips-for-creating-strong-passwords-and-
passphrases

Install server certificate

20

The Suites web page needs a server certificate to access parts of the Suites application. Each
customer that uses Suites is required to purchase a SSL Certificate from an authorized certificate
issuing authority. A self-signed certificate should not be used longer than absolutely necessary.

1. Navigate to the IIS Manager.

Click the server name under Connections.

Double-click the Server Certificates icon.

Select Create Self-Signed Certificate under Actions.

From the Specify Friendly Name screen, enter Suites for the certificate name.
Click OK.

Assign the certificate to Suites by navigating to the IIS Manager and selecting the Suites
website (this is the default website).

N o gl »w N

8. Click Bindings... on the side menu.

2 Explore

Edit Permissions. ..

Edit Site

D Basic Jettings...

Wiew Applications

Wigw Yirtual Direckaries



http://windows.microsoft.com/en-us/windows7/tips-for-creating-strong-passwords-and-passphrases
http://windows.microsoft.com/en-us/windows7/tips-for-creating-strong-passwords-and-passphrases

9. C(lick Add.

Site Bindings

Tyvpe | Haosk Marme | Paort | IFP Address | Binding Add...
http 5001
Edit...
Remove
Erowse
1] | 2

Close

il

11. Change the Type to https and leave the port set to 443
12. Change the SSL certificate to the Suites Certificate that you just created.

Add Site Binding HE|

Twpe: IP address: Port:
Ihttps j IF'.II Unassigned j |443
Host name:

35L certificate:

13. The Binding is now visible.

Site Bindings

Type | Hosk: Marme | Port | IP Address | Binding
http £001

https 443 *

4| I

7]
add...
Edit. ..
Remove

Erowse

Close

il

14. Perform an IIS reset after completing this section.




Validate IIS settings
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Confirm that 32-bit applications are enabled on the Suites Application Pool.

1.
2.

Navigate to the IIS Manager, and select Application Pools.
Right-click Suites and select the Advanced Settings link.

Verify that the Enable 32-Bit Applications setting is set to True.

File  Action  Wiew Help

E,: Server Manager

&= 7= H

% Server Manager (SIMLXAPP)
=] i Roles
= ﬂ File Services

‘32 Share and Storage Mar
= Qﬂ Wweb Server (115)

qb Internet Information Se
il Features

E Diagnostics
£ fﬁ’j Configuration
23 Storage

Internet Information Services {IIS) Manager

@‘f..“ [Q » SIMIZAPP b Application F

Advanced Settings

Q‘il Apr

This page lets
applications, ai

Filter:

Mame =~
L0 ASPNET v
[E}ASP.NET
2} Classic .ME
QDeFauItAp[
,@Suites

E {General) =)

JMET Framework Version ve.0

Enahl Applications True _-I

Managed Pipeline Mode

Marne False

Queue Length U

Skart aukomatically True
B cru

Lirnit 1}

Lirnit Action Modckion

Limit Inkerval {minutes) ]

Processor Affinity Enabled False —

Processor Affinity Mask, 4294967295
E Process Model

Identity NetworkService

Idle Time-out {minutes) 20

Load User Profile False

Maximurn Worker Processes 1

Fing Enabled True

Fing Maximum Response Time (seconc 90

Ping Period {seconds) 30

Shutdown Time Limit {seconds) a0

Fartun Timne |imit { seeonds an hd
Enable 32-Bit Applications
[enable32BitAppOniWing4] IF set ko true For an application pool on a 64-bit operating
system, the worker processies) serving the application pool will be in WowWead
(Windows on Windows64) mode, Processes in WOWE4 mode are 32-bit processes, .,

[8]4 Cancel |
Vi




Validate the Suites settings

1. Navigate to the IIS Manager, and select Application Pools.
2. Right-click Suites and select the Basic Settings link.
3. Verify that the Suites settings match those shown below:

Edit Application Pool B I

Marme:
ISuites

MET Framewark wersion:
|.NET Framework v2,0.50727 |

Managed pipeline mode:

¥ sStart application poaol immediately

K I Cancel




Validate LSM Closed Check Client settings
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Validate that the highlighted settings in the LSMClosedCheckClient.exe.config file are correct.
1. Navigate to <Drive Letter>:\ Micros\ LES\ Suites \ Utilities.

2. Enable the Network Service User to have full access to the Suites folder and subfolders.

<add key="Locationld" value="1"/>
<add key="LSMClosedCheckServiceUrl"
value=""http://localhost:8000/Suites/LSMWebService.asmx"/>
<add key="'SimphonyTSWebServiceUrl"
value=""http://1ocalhost:8000/TSWebService/TSWebService 1 0.asmx"/>
<add key="Wsld" value="80"/>
<add key="ClosedDays" value="'2"/>

<add key="'SaveTextFiles" value="1"/>
<add key="'LSMRvcMaster" value="20"/>

<add key="TotalsSet" value="0" />

<add key="ExportDir" value="${DRV8700}\Suites\export\checks"
/>

<add key="ExportArchiveDir"
value=""${DRV8700}\Suites\archive\checks" />

<add key="ExportArchiveDays" value="365" />

<add key="ExportDefsDir" value="${DRV8700}\Suites\export\defs"

/>
<add key="ExportDefsArchiveDir"
value="${DRV8700}\Suites\archive\defs" />
<add key="ExportDefsArchiveDays"™ value="365" />
<add key="QueueDir" value=""${DRV8700}\Suites\export\queue" />

e Locationld: Record number for the Suites property

¢ LSMClosedCheckServiceUrl: URL for the Suites Management Service
e SimphonyTSWebServiceUrl: URL for Transaction Services

e WSId: Workstation ID for the POSAPI client

e ClosedDays: This setting controls the amount of time that Transaction Services returns
checks. The configurable values are 0 for all checks, or 2 for the current business date’s
checks. The default and recommended value is 2.

e LSMRvcMaster: Record number for the Suites revenue center



Configuring Simphony \ 9700 EMC

This section contains configuration instructions for Suites Management in the EMC.

Configure CAL Packages — Simphony only

You must create a CAL package in EMC for the Suites package that will be added in the Create
Suites CAL Packages on the Server section.

1. Inthe EMC, navigate to the enterprise level, Hardware, and select CAL Packages.

2. Insert a new CAL Package using the + button on the toolbar.

3. Enter the following information:

Field Description

Name Enter Suites.

Platform Type Select the platform type for the model of workstation being used in the
Suites revenue center. Set this package to be sent to the workstation
model that the site is using, however you must place a copy of the files
in that model’s folder and create a proper setup.dat file to send the files
to the correct pathways on the workstation.

Folder Name Enter Suites.

Deployment Order The CAL Client Package should always be enabled and should always

be sent down first, so that the most recent version of the CAL Client is in
use by the workstation(s).

4. Click Add to add a deployment for each workstation in the Suites revenue center.

5. Configure the deployment as follows.

Deployment Type: 2 - Specific Service Host
Service Host: Each workstation in the Suites revenue center

Action to Take: 0 — Install
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Configure Interface for Simphony

Configure a new interface for the POS client(s) to communicate with the LSM Suites Services

26

Listener.
1. Inthe EMC, navigate to the enterprise level, Hardware, and select Interfaces.
2. Insert a new interface record using the + button on the toolbar.
3. Configure the settings as follows:
e Name: Suites
e Communication Name: Suites
e Interface Type: PMS/SIM
e Communications Type: TCP/IP
¢ Timeout: 30
e ISL Script Name: SuiteMgt
4. Click the Options tab and select the following options:
e 1-Use19 Digit Reference Entry for PMS Inquiries
e 2 -Enable Interface Log
e 3 - Allow Inquiry without Sign-In
e 5-ON =Use9 digits for Terminal ID’s; OFF = Use 2 digits for Terminal ID’s
e 8- Enable Offline Posting
5. Enter the TCP Host Name and Port Number in the TCP Communications section.
e This is the name or IP address of the machine where the Suites Service is running.
6. Click the Properties tab. Select the property that is using Suites Management.
e Assign only one property for this interface.
7. Assign the interface to a service host.

e The service host for the Suites Management interface must be the same machine running
the Suites Service and Transaction Services at the property level.

General} Options } Prnper‘tiesy Service I-Iost]

Current Record

Mumber I? Ludit This Record

MName |3u353

Service Host Configuration

Service Host |28 - WIN-GU3NIW7E7EB Select

Configuration: Host Name: WIN-6U3NIWTETEE, Net Mask: (Blank), Gateway: (Blank)

# Type Record Port URL

32 Credit Card 1-DEMOCA 3080 EGateway/EGateway.asmx

32 Credit Card 2 - Florida VisaD 3080 EGateway/EGateway.asmx
Interface 3080 EGateway/EGateway.asmx

57 Interface 7 - Suites 3080 EGateway/EGateway.asmx




If multiple properties in the same enterprise are using Suites Management, add a new interface
record for each property. Repeat the steps in this section for each property running Suites
Management.

If the application server or any other computer is the service host for this interface, move the
servicehost.xml file to the Simphony folder on that computer. Obtain the updated
servicehost.xml file at:

<Drive letter>:\ Micros \ Simphony \ EGatewayService \ CAL\ ServiceHosts
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Configure Interface for 9700

Configure a new interface for the POS client(s) to communicate with the LSM Suites Services

28

Listener.
1. Navigate to the EMC, Configurator, System Hardware, and select Interfaces.
2. Insert a new interface record using the Insert Record icon ** on the toolbar.
3. Configure the settings as shown below:
e System Name: Suites
e Service Type: 0- PMS/SIM
o Type: 1-TCP
¢ Communications Type: TCP/IP
e Timeout: 30
e ISL Script Name: SuiteMgt
4. Enter the TCP Host Name and Port Number in the TCP Communications section.
e This is the name or IP address of the machine where the Suites Service is running,.
Confiqurator— Interfaces |
Humber |5 FPC Mumber |-| - 4SUITES j
Syshern Mame IEUitES Backup PC ID -Naone j
Service Type |0 - PMS/SIM | Timeou [20
Type I'I -TCP j Fing Frequency IU
TCP Communications
TCP Host Mame Ichthast Part Mumber IBDDD
Ophions
[w] Usze 13 Digt Reference Entry for PMS Inquines | &
[T Uws Local Interface ] Enable Interface Log
) - [l Allow Inguirg without Sigreln
ISL Script M ame ISL‘"E"AE't [ Usze 5 Digits for Mumber of Guests
[w] OM = Usze 9 digits for Temminal IDs; OFF = Uze 2
Backup Interface ID -None j ] Force the Mumber of Guests to Zerawhen Creativ
) . ) - ] Diownload to Mobile MICROS
Offine Fasting Link [0 -Nane =l | @ Eneble Ofine Posting |
. Determine Link Statuz L zing Pin
o-M - O g ring
SIMDE Link I one J [] iCare SWC Interface ;I
5. Enable the following options:

e Use 19 Digit Reference Entry for PMS Inquiries

¢ Enable Interface Log

¢ Allow Inquiry without Sign-In

e ON =Use 9 digits for Terminal ID’s; OFF = Use 2 digits for Terminal ID’s
¢ Enable Offline Posting



Configure revenue center — Simphony

1. Inthe EMC, navigate to the revenue center level, RVC Information, select RVC Parameters, and
select the Format tab.

2. Set the Number of Guest Check Information Lines field to 10. This allows Suites information
to be contained in the check detail area.

Click the Interfaces tab.

Set one of the eight Interfaces fields to assign the use of Suites Management to that revenue
center and Save.

Configure revenue center — 9700

1. Inthe EMC, Configurator, select the revenue center that is running Suites from the Revenue
Center Selector dropdown box.

Navigate to RVC Information, select Parameters, and select the Format tab.

Set the Number of Guest Check Information Lines field to 10. This allows Suites information
to be contained in the check detail area.

Configurator - RYC Parameters |

General | Search ‘ Optionz Farmat | Fozting and Control Order Typez | Menu Levels | Interfaces
Print Output

Linez On First Guest Check Page ID— Line Feeds Before Order Output Header IU—
Linez On Other Guest Check pages ID— Line Feeds Before Firgt Guest Check Page ID—
tinirmumn Lines Per Rall Check/Receipt IU— Line Feeds Before Other Guest Check Pages Iﬂ—

Mumber OF Guest Check Information Lines I'ID

Sarting

Screen Sort Type ID.D.:. Mot Sort j
Cusztamer Receipt Sort Type |3 - Prirk Group, Consolidated j
Check Sort Type |3 - Print Group, Conzolidated j
LU/ Condiment Help Screen Sort Type ID -DaMat Sart j

4. Click the Interfaces tab.

5. Set one of the eight Interfaces fields to assign the use of Suites Management to that revenue
center and Save.
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Configure menu items - Simphony

Menu Item Classes
1. Inthe EMC, navigate to the revenue center level, Menu Items, and select Menu Item Classes.
2. Click the Options tab.
Set the following options in the Suites Management revenue center:
e 10- ON = Use Sub Level Pricing; OFF = Use Main Level Pricing — Deselect this option for
all menu items to be rung up in the Suites Management revenue center.

e 34 - Item is Beverage — Select this option for all menu items that are beverages in the Suites
revenue center.

Menu Item Definitions

1. Inthe EMC, navigate to the revenue center level, Menu Items, and select Menu Item
Maintenance. From the Record Type dropdown menu, select Menu Item Definition and click
Search.

e Menu items utilized by Suites Management cannot have more than one definition assigned
to it. The Suites Management application only recognizes the first definition for a menu
item.

¢ Menu items must have an NLU number associated with them. In Simphony environments,
Suites cannot recognize NLU numbers that exceed 10 digits. The NLU Group for each menu
item can be zero, but the NLU number is necessary to import the items into the Suites
Management database. This allows operators to place orders by NLU number.

Menu ltem Prices

1. Inthe EMC, navigate to the revenue center level, Menu Items, and select Menu Item
Maintenance. From the Record Type dropdown menu, select Menu Item Price and click Search.
e Menu item price records must have at least one price record whose Active On Level setting

is not 0 — All Levels. Suites Management does not recognize prices that are active on level 0
— All Levels.
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Configure menu items - 9700

Menu Item Classes

1.

In the EMC, Configurator, navigate to Menu Items, select Maintenance, Maintenance, and search
using the Class, by Type/Itemizer selection from the dropdown menu.

Select the Menu Item Class to be edited.
Click the Options tab.

Set the following options for every Menu Item Class used in the Suites Management revenue
center:

e 10 - ON = Use Sub Level Pricing; OFF = Use Main Level Pricing — Deselect this option for
all menu items to be rung up in the Suites Management revenue center.

e 34 - Item is Beverage — Select this option for all menu items that are beverages in the Suites
revenue center.

Menu Item Definitions

1.

Menu Item Prices
1.

In the EMC, Configurator, navigate to Menu Items, select Maintenance, Maintenance, and search
using the Definition, by Maj/Fam Grp selection from the dropdown menu.

e Menu items utilized by Suites Management cannot have more than one definition assigned
to it. The Suites Management application only recognizes the first definition for a menu
item.

e Menu items must have an NLU number associated with them. In 9700 environments, Suites
cannot recognize NLU numbers that exceed 10 digits. The NLU Group for each menu item
can be zero, but the NLU number is necessary to import the items into the Suites
Management database. This allows operators to place orders by NLU number.

In the EMC, Configurator, navigate to Menu Items, select Maintenance, Maintenance, and search
using the Definition, by Maj/Fam Grp selection from the dropdown menu.
Each menu item definition record has a Price tab where menu item prices are handled.

e Menu item price records must have at least one price record whose Active On Level setting

is not 0 — All Levels. Suites Management does not recognize prices that are active on level 0
- All Levels.
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Configure Touchscreen - Simphony \ 9700 / Touthscrsen YK

Before a Suites event, initiate the Go-Live process Legend |PICKLP SUITE
function from the Suites Management website to create

. . & . . Legend Size - I
checks in the Simphony system. Program a SIM inquiry
button to pick up the checks in Ops. Key Type [11 - Function =
Program a button on the Suite Attendant screen to call Key Number |
the Suites Management SIM function for picking up a Aipha |

Suites check. Program the touchscreen key using the

for the specific suite information to be written correctly to
the check. Mext Screen |0 - None

Media File [

; : Preset ML -
settings depicted here. e | =
Preset 5L+ | =]
Remove all reopen checks, pickup check SLU’s, and Color |6 - Cyan on Gray =l
function buttons from the employee’s screen. Suites lcon [None =]
checks must be picked up using the Pickup Suites button
P P & p lcon Location [l:l - Mot shown ll

L]
it

[T Full Screen Media

Bitmap

[I] Mane ﬂ

I~ Transpaent Bitmag

[T Stretch To Fit

Configure PC Autosequence — Simphony only

During the Start of Day process, via PC Autosequences, the system can automatically import the
Suites closed checks into the Suites Management database using the LSMClosedCheckClient.exe file
as long as the Suites Service is installed on the Simphony application server. The
LSMClosedCheckClient.exe is located here:

<Drive Letter>:\ Micros\ LES \ Suites\ Suites\ Utilities directory.

1. Copy the LSMClosedCheckClient.exe file to the <Drive Letter>:\ Micros\ Simphony\etc directory
on the Simphony application server. (If the site has multiple application servers, copy the file on
the server running the Suites Service.)

2. Configure a PC Autosequence in EMC to run the LSMClosedCheckClient.exe nightly. In the
EMC, navigate to the enterprise level, select Tasks, and then select PC Autosequences.

Insert a new PC Autosequence.

On the General tab, configure the settings as follows.

e Name: Enter Suites Check Export

o Allowed Properties: Select the property that uses Suites Management.

e Privilege Group: Set the privilege group for users to run this Autosequence. Entering 0
(zero) allows all users with EMC access to run this Autosequence.

e Parameters: Click Add to add a new parameter. Select Property Number as the
Parameter. Enter the Property Number in the Value column.
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e  (Click the Steps tab.

General | Steps | Execution History

Current Record

MNumber Audit Thiz Recard

Marne |Suites Check Export

Privilege and Property Access

tllowed Properties |l 1 - Suites Property

Privilege Group |1 "l

Select Al

Clear Al

Parameters
Add Delete Edit
Parameter ¥alue
Property Mumber 4

5. Configure the settings as follows:
e Step Type: Run External Program
e Parameters: Click Add to add a parameter
e Select the External Program File Path option

{4 select Autosequence Step Parameter

Parameter | Email address to notify an Failure

Email addresz to notify on Failure
Walue | Email address ta notify an Success
External Program Arguments
External F'rn:-%r-rarn File Path
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6. Enter the absolute path of the LSMClosedCheckClient.exe in the Value field.
The file is located here:

<Drive Letter>:\ Micros\ Simphony \ etc\ LSMClosedCheckClient.exe
e Click Add to add another parameter.
e Select the External Program Arguments option.

e Enter -simphony_checks in the Value column.

General |° Steps | Execution History |

Current Recaord

Murnber Audit Thiz Record

Mame |Suites Check. Expart |

Steps Step Parameters
Step Tupe |2 - Run Estemnal Program j
Call Autozequence IU -Mone ﬂ
Step On Success INDne ‘l Step On Fail INone "I
Parameter Yalue
External Program File Path Dy \Microst SimphonyetcLSMClosedCheckCli
External Program Arguments -simphony_checks
Add  Hemove fdd Delete Edi




Validate ISL Script Settings

If Suites and Simphony are installed on the same server, during the initial Suites Service installation,
four ISL files are copied to the following path:

<Drive Letter>:\ Micros\ LES\ Suites\ Suites\ SuitesSERVICE\ SIMScripts

The path is configurable, but could change depending on the path entered during the Suites Service
Installation section.

When upgrading Suites, any new ISL scripts are written to this path:

<Drive Letter>:\ Micros\ LES\ Suites \ Suites\ SuitesSERVICE\ SIMScripts folder.
Navigate to <Drive Letter>:\ Micros\ LES\ Suites\ Suites \ SuitesSERVICE \ SIMScripts.
Open the file named SuiteEnv.isl.

3. Under the Start user configuration section, change these lines to match the information in EMC.

var LSM_INTFC : n3 =
var LSM_RVC : n9 2

4. Access the LSM_INTEFC file through the RVC Parameters module in EMC.
Click the Interfaces tab.

1w

6. There are eight possible interfaces, including one for Suites. Use the record number of the Interfaces
field in this file.

Horne Page)/ R¥LC Parameters]

General ]—/ Search 1/ Ciptions ]—/ Format 1/ Posting and Control 1/ Qrder Types 1/ Menu Levels ;l/lnterfacest Ta:
Interfaces

1 [0-None =l 5 [0-None =
2 [2-Suies =l 6 |0-Nore =]
3. [0-None =l 7 |3-capus ]
4. |0-Nane =l e |8 ntan =l

Table Managerment Systern Options

TS Operatar IU -Mone Select
TMS Uszer Warkstation IU -Mone Select
TMS Lirk 10- Mane -

The preceding example shows the Suites interface as #2, so the file line in SuiteEnv.isl should be
updated to var LSM_INTFC - n3 = 2

Obtain the LSM_RVC number by looking in the RVC Configuration module on the property level in
EMC. This field requires the RVC object number.
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/ Horme Page ']/ R F'ararneter's/']/ RYLC Eunfiguratiun]

Filker
Show Becords Where IName j In::n:nntains the text
-+ 4 R¥C ID Mame ILDS Active Par
404 g Suites r 0 - More

In the preceding example, the RVC object number is 404. So the line in the .isl should be corrected to
look like var LSM_RVC : n9 = 404

Continuing on, the highlighted lines in the following example for the SuiteMgt.isl file must be
validated to ensure they are correct. If the workstations at the site are Win32 clients, the paths must
be edited to reflect the proper location for the directories.

Example: %AppRoot%POSCIient\sim is the directory for the var custom_dir.

var LSM_INTFC : n3 = 1
var LSM_RVC - n9 = 2
var micros_drv : a3 Mo

var custom_dir : al00 "CF\POSClient\sim"
var import dir : alo0 "CF\POSClient\sim"
var log_dir : al00 F\POSClient\log"

="C
var bin_dir : alO0 = "CF\POSClient\bin"
6

var AlphaTouch : n3 = 64

Y e e L L L
// New log directory 4 Simphony
/) -

var log_dir_simphony : al00 = "CF\POSClient\log"

7. Navigate to <Drive Letter>:\ Micros\ Simphony \ EGatewayService\ CAL\ WS5A\ Packages.
For this example, we are creating the folder for a CE WS5a. This may differ depending on the
workstation model that is being used at the site.

8. Create a Suites folder.

9. Copy the files from <Drive Letter>:\ Micros\ LES\ Suites \ Suites\ SuitesSERVICE\ SIMScripts folder
and paste them in the Suites folder <Drive
Letter>:\ Micros\ Simphony \ EGatewayService \ CAL\WS5A\ Packages \ Suites.
10. Create a setup.dat file for this folder. Continuing with the CE example, the Setup.dat should
look like this:
NAME, Suites,
VERSION,1.6.2.2,
TRANSFERFILE,SuiteMgt. isl ,\CF\POSClient\sim\SuiteMgt.isl,
TRANSFERFILE,SuiteMgtPrt.isl ,\CF\POSClient\sim\SuiteMgtPrt._isl,
TRANSFERFILE,SuiteMgtScreen. isl,\CF\POSClient\sim\SuiteMgtScreen.isl



Create Suites CAL Packages on the Server - Simphony

You must create CAL Packages on the Simphony application server to download the Suites ISL files
to each workstation in the Suites revenue center.

Copy the following files:
e SuiteEnv.isl

e SuiteMgt.isl

e SuiteMgtPrt.isl

e SuiteMgtScreen.isl

These files are located at: <Drive Letter>:\ Micros\ LES\ Suites \ Suites \ SuitesSERVICE\ SIMScripts
folder.

Create a CAL Package for each workstation type the site is using (for example, WS5, WS5A, KW270)
in each workstation directory on the server. Create the CAL packages at the following location:

<Drive Letter>:\ Micros\ Simphony\ EGatewayService\ CAL\ WS5A\ Packages

The highlighted part of the path changes depending on the workstation type. For example, if the
workstations in use at the site are WS5, the path is:

<Drive Letter>:\ Micros\ Simphony \ EGatewayService\ CAL\ WS5\ Packages

In each directory, create a folder called Suites. Copy the ISL files listed above to the newly created
Suites folder.

Copy the setup.dat file included with the installation to the Suites CAL Package folder.

The setup.dat should read as follows for CE workstations:

NAME, Suites,
VERSION,1.6.2.1,

TRANSFERFILE,SuiteMgt.isl,\CF\POSClient\sim\SuiteMgt.isl,
TRANSFERFILE,SuiteMgtPrt.isl ,\CF\POSClient\sim\SuiteMgtPrt.isl,
TRANSFERFILE, SuiteMgtScreen. isl ,\CF\POSClient\sim\SuiteMgtScreen.isl

Modify the setup.dat for Win32 clients and so it reads as follows:
NAME,Suites,
VERSION,1.6.2.1,

TRANSFERFILE, SuiteMgt. isl ,%AppRoot%POSClient\sim\SuiteMgt.isl,
TRANSFERFILE,SuiteMgtPrt.isl, %AppRoot%POSClient\sim\SuiteMgtPrt.isl,
TRANSFERFILE,SuiteMgtScreen.isl, %AppRoot%POSClient\sim\SuiteMgtScreen.isl
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Enable revenue center and employee roles to pick up unassigned checks

The employees and the revenue center need permission to pick up the unassigned checks that are
created through the Suites GoLive function.

Enable the revenue center to use unassigned checks:

1. Inthe EMC, select the revenue center level, select RVC Parameters, and then select the Posting
and Control tab

2. Go to Control and select option [23 - Allow Pickup/Creation of Unassigned Checks].
Enable the employee Role to pick up the unassigned checks:
1. Inthe EMC, select the enterprise level, select Roles, and then select the Guest Checks tab.

2. In the Add/Transfer/Pickup options, select the option [Authorize/Perform Creation and Pickup
of Unassigned Checks].

Configure Suites Management Server

The SuitesConfig.exe is used to configure the A/R Export file directory and the POSAPI workstation
name. Making changes in this application forces the web services to restart, so it is recommended
that no users be logged in to the website while the changes are being made.

1. Navigate to <Drive Letter>:\ Micros\ Suites \ Setup.
2. Double-click SuitesConfig.exe.

Suites Management Configuration

&/F Expart File Directan: Curant Saffimg: O |Wioroz | 5 wifes | Expoy
|D:'\Micrns'\5uites'\E:-:pu:urt

POSAF \workstation Mame: Crrant Seffimg POSA5F
.
[POSAP |

3. Enter information in the following fields:

e A/R Export File Directory — This is the directory where the A/R Export Files are created.

e POSAPI Workstation Name — This is the name of the POSAPI client that is used by
Transaction Services and the Go-Live process.

4. Click OK.

Save Configuration?

'0' You have configured:

= POSAPI Warkskation: POSAPI
AfR Export Direckory: D3Microst Suibest Export

Save these settings?

5. Click Yes to save the settings, or No to review them again.
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Running Suites Key Manager

This section outlines the steps for running the Key Manager utility for Suites. Suites can use credit
cards during the Go-Live process and in reports, and the Suites Key Manager enables the cards to be
encrypted when stored into the database.

1. Navigate to the path <Drive Letter>:\ Micros\LES\ Suites \ bin folder.

2. Double-click the KeyManager.exe file.

~ Computer « Mew Yolume (D:) ~ MICROS ~ Suikes = bin =

- l‘a] I Search bin

~
el
File Edit Wiew Tools Help
Organize »  Include in library -
F
. Favarites =
B Desktop

5 Downloads

=l Recent Places

B Deskiop
- Libraries
3 Documents
J Music
=] Pictures

E2 videos

A Adrministrator
M| Computer
b Flann Misk M (80

Share with +  Mew Folder 5

Mame “ Date modified | Type | Si
POSSysDI 11/13/2012 1:01 PM File Folder

%) Ajace.dll 632005 9:46 PM Application extension

%) CryptSec.dll

(%) CryptUkil.di

[ patabaseconfig.exe
=] DbConfig.=ml

) evorld, UL, dIl

D KeyManager.exe I

=] keyManager . xml
%) log4net. di
(%) LSMCustomnControls.dl

W CRAM — b D mmm A e Al

8192012 10:51 AM
BI9/2012 10:47 AM
BI9f2012 10:47 AM
11132012 1:02 PM
2J3{2004 9:32 AM

BI9/2012 10:51 AM
3j20{2012 9:05 AM
31212005 1:38 AM
BI9f2012 10:47 AM

CIalme T AN AT AR

Application extension
Application extension
Application

*ML Document
Application extension
Application

*ML Document
Application extension

Application extension

R (R J

Al

3. Enter the default username and password. The defaults are Username = micros Password =

micros.

KeyManager Login |

|lzermarme

Paszword

]

Cancel

4. Click OK to log in to the Key Manager Utility.
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5. Enter a Passphrase to encrypt secure data.
6. Click Update to update the Passphrase.

MICROS LSM Key Manager o =] |

microzPoMumber=1

—Update Pazsphraze

Fazzphraze ||

Confirm Pazzphrase I

|lpdate |

—Encryeption k.ey Status

k.ey Signature not prezent.

Fiefresh

7. The following message appears for the first key rotation.

The software has detected this is the first key rokation after the installation
and will now perform database re-encryption, The process may take
considerable

amount af time ko complete, and the syskem needs to remain in down skate
during

the process, Please be patient and DO MOT inkerrupt the re-encryplion
process!

Failure ko do so may cause unrecoverable loss of encrypted datal

8. Click OK. A progress bar appears, showing the status of the Database Re-Encryption.



9. Click OK when finished.

Database Re-Encryption

Re-Encryption Status 100%

Ok |

10. Click OK on the Change Passphrase Result dialog.

Change Passphrase Result |

|0| Passphrase sktored. {Database signature was nok present)

11. Click Yes on the Update Passphrase dialog.

Update Passphrase l

i . b Passphrase Change/Key Rokation has been successfully
" completed, Would you like to exik the application?

Yes Mo

12. After the installation is complete, install a PDF reader to view reports.

13. Click Finish.

Password security

As a Suites Management post-installation step and prior to going “live” at the property, it is crucial
to change the “micros” default user’s password in order to comply with Payment Card Industry
(PCI) Standards. When creating a strong password, it is highly recommended the use of the
following standards:

Include at least one character from at least three of the following classes: lowercase letters, uppercase
letters, numerals, punctuation (for example, #, |, $, %, and spaces).
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Add Network Service access to Suites folder

NSk »® N

To allow proper logging and access required in Suites Management, you must grant the
NETWORK SERVICE user full permissions to the Suites folder. The Suites folder is located
in the path specified during the installation process. Typically the path to the Suites folder
would be:

<Drive Letter>:\Micros\ LES\ Suites

Right-click on the Suites folder.

Click Properties.

Click the Security tab.

Click Edit.

Click Add.

Type NETWORK SERVICE in the object names to select window and click OK.
Select Full Control under the Allow column and click Apply and OK.

l Suites Properties |
General I Sharing  Security | Fresvious Wersions | Cuztomize I

Object name:  D:\Microz\LEShSuites

Gfl:lul:l ar uzer name:s:

82 SYSTEM N
= 4 METwORE SERVICE

52 Administrators [SIMTHAPP\Administratars]

I leare IS 154 PP 2are] hal
4 | B
To change permiszions, click Edit. Edit |

Permizzsions for HE TWORE.
SERYICE Al Deny

Full contral
b dify
Read & execute

Y

Ligt folder contents
Fead
Wit

Faor zpecial permizsions or advanced zettings, Advanced |
click Advanced.

Learn about access contral and permissions

k. I Cancel | Smply |

-
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