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Chapter 1

Overview

The Administration Guide describes how to implement and configure the Oracle Utilities Application Framework. This
includes:

Defining General Options

Access Groups, Data Access Roles and Users
User Interface Tools

Database Tools

Configuration Tools

To Do Lists

Defining Background Processes

Defining Algorithms

Defining Script Options

Application Viewer

Defining and Designing Reports

External Messages

Importing Users and Groups

Configuration Lab (ConfigLab)

Archiving and Purging

Configuring Facts

This guide contains the same content as the Framework Administration section of the online help.
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Chapter 2

Defining General Options

This section describes control tables that are used throughout your product.

Defining Installation Options

The topicsin this section describe the various installation options that control various aspects of the system.

Installation Options - Main

Select Admin Menu > Installation Options - Framework to define system wide installation options.
Description of Page

The Environment I D isaunique universal identifier of thisinstance of the system. When the system isinstalled, the
environment id is populated with asix digit random number. Whileit is highly unlikely that multiple installs of the system
at a given implementation would have the same environment ID, it is the obligation of the implementers to ensure that the
environment ID is unique across all installed product environments.

System Owner will be Customer Modification.
The Admin Menu Order controls how the various control tables are grouped on the Admin Menu.

« If you choose Alphabetical, each control table appears under a menu item that corresponds with itsfirst letter. For
example, the Language control table will appear under the L menu item entry.

« If you choose Functional, each control table appears under a menu item that corresponds with its functional area. For
example, the Language control table will appear under the General menu item entry. Note, the menu that is used when
this option is chosen is the sole menu identified with a menu type of Admin.

CAUTION: In order to improve response times, installation options are cached the first time they are used after aweb
server is started. If you change the Admin Menu Order and you don't want to wait for the cache to rebuild, you must
clear the cached information so it will be immediately rebuilt using current information. Refer to Caching Overview for
information on how to clear the system login cache (this is the cache in which installation options are stored).
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The Language should be set to the language in which you work.
The Currency Codeisthe default currency code for transactions in the product.

If your product supports characteristics on its objects, define the date to be used as the Char acteristic Default Date on
objects without an implicit start date. The date you enter in this field will default when new characteristics are added to
these objects (and the default date can be overridden by the user).

Active Owner displaysthe owner of newly added system data (system data is data like algorithm types, zone types, To Do
types, etc.). Thiswill be Customer M odification unless you are working within a development region.

Country and Time Zone represent the default country and time zone that should be used throughout the application.
Turn on Seasonal Time Shift if your company requires seasonal time shift information to be defined.

Installation Options - Messages

Select Admin Menu > Installation Options - Framework and the M essages tab to review or enter messages that will
appear throughout the application when a given event occurs.

The M essage collection contains messages that are used in various parts of the system. For each message, define the
Installation M essage Type and | nstallation M essage Text. The following table describes how the various M essage Types
are used in the system.

Message Type How The Message Is Used

Company Title for Reports This message appears as a title line on the sample reports provided
with the system. Generally it is your company name. It is only used
if you have installed reporting functionality and are using the sample
reports (or have designed your reports to use this message).

Installation Options - Algorithms
Select Admin Menu > Installation Options- Framework and the Algorithmstab to review or enter the algorithms that
should be evoked when a given event occurs.

The grid contains Algorithms that control important functions in the system. Y ou must define the following for each
algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

CAUTION: These agorithms are typically significant processes. The absence of an algorithm might prevent the system
from operating correctly.

The following table describes each System Event.

System Event Optional / Required Description

Validate Email Attachment Optional Algorithms of this type are used to validate
the attachments for size and total count while
sending attachments using the Email service.
Refer to Sending Email for more information.

Click here to see the algorithm types available
for this system event.
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System Event Optional / Required Description

Geocoding Service Optional Algorithms of this type use Oracle Locator to
retrieve latitude and longitude coordinates
using address information.

Click here to see the algorithm types available
for this system event.

Global Context Optional Algorithms of this type are called whenever
the value of one of the global context fields
is changed. Algorithms of this type are
responsible for populating other global context
values based on the new value of the field
that was changed.

Refer to Global Context Overview for more
information.

Click here to see the algorithm types available
for this system event.

Guaranteed Delivery Optional Algorithms of this type may be called
by processes that receive incoming
messages that should ‘guarantee delivery’.
Refer to Guaranteed Delivery for more
information. The business service F1-
GuaranteedDelivery may be used to invoke
this plug-in spot.

Click here to see the algorithm types available
for this system event.

Ldap Import Optional Algorithms of this type are called for
operations on users, groups, and group
memberships after they have been
processed.

Click here to see the algorithm types available
for this system event.

Ldap Import Preprocess Optional Algorithms of this type are called to
preprocess data retrieved from LDAP.

Click here to see the algorithm types available
for this system event.

Next To Do Assignment Optional This type of algorithm is used to find the next
To Do entry a user should work on. It is called
from the Current To Do dashboard zone
when the user ask for the next assignment.

Click here to see the algorithm types available
for this system event.

Reporting Tool Optional If your installation has integrated with a third
party reporting tool, you may wish to allow
your users to submit reports on-line using
report submission or to review report history
online. This algorithm is used by the two on-
line reporting pages to properly invoke the
reporting tool from within the system.

Click here to see the algorithm types available
for this system event.

SMS Receive Service Optional This type of algorithm is used to provide SMS
receive service. Only one algorithm of this
type should be plugged in.

Click here to see the algorithm types available
for this system event.

SMS Send Service Optional This type of algorithm is used to provide SMS
send service. If your installation uses the base
algorithm that uses BPEL, you will need to
create a feature configuration with the SMS
Send Configuration feature type to define
your Oracle BPEL server and service call
details. If your installation has integrated with
a third-party SMS service, you may want to
override this algorithm type with your own
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System Event Optional / Required Description
implementation. Only one algorithm of this
type should be plugged in.

Click here to see the algorithm types available
for this system event.

To Do Information Optional We use the term To Do information to
describe the basic information that appears
throughout the system to describe a To Do
entry.

Plug an algorithm into this spot to override the
system default "To Do information”.

Click here to see the algorithm types available
for this system event.

To Do Pre-creation Optional These types of algorithms are called when a
To Do entry is being added.

Click here to see the algorithm types available
for this system event.

Installation Options - Accessible Modules

Select Admin Menu > Installation Options - Framework and the Accessible M odulestab to view thelist of accessible
modules.

Description of Page
This page displays the full list of the application's function modules. A Turned Off indication appears adjacent to amodule
that is not accessible based on your system's module configuration setup.

FASTPATH: Refer to Module Configuration for more information on function modules and how to turn off modules
that are not applicable to your organization.

Installation Options - Installed Products

Select Admin Menu > Installation Options - Framework and the Installed Products tab to view aread only summary
of the products that are installed in the application version that you are logged into.

Description of Page

The Product Name indicates the name of the "products’ that are installed. The collection should include Framework, an
entry for your specific product and an entry for Customer Release.

Release | D shows the current release of the application that isinstalled. Thisfield is used by the system to ensure that the
software that executes on your application server is consistent with the release level of the database. If your implementation
of the product has devel oped implementation-specific transactions, you can populate the Release Id for the Customer
Release entry to define the latest release of implementation-specific logic that has been applied to this environment. In order
for thisto work, your implementation team should populate this field as part of their upgrade scripts.

The Release | D Suffix, Build Number and Patch Number further describe the details of your specific product release.

The Display column indicates the product whose name and rel ease information should be displayed in the title bar. Only
one product setsthisvalueto Yes.

Owner indicatesif thisentry is owned by the base package or by your implementation ( Customer M odification).

Product Typeindicates if the product isa Parallel Application. A parallel application is one that is independent of, and
does not conflict with, other parallel applications. Multiple parallel applications can be installed in the same database and
application server.
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NOTE: About Information. The information on thistab is used to populate the information displayed in the About
information for your product.

Support For Different Languages

User Language

The system provides support for multiple languages in a single environment. System users can use the system in their
preferred language, as long as atrandation into that language has been provided. A user sees the system in the language
defined on their user record. If enabled, users can use the Switch Language zone to switch to another supported language
real time.

NOTE: Normally, setting up the system for another language is an implementation issue, not an administrative setup
issue. However, there are several online administrative features that are used to set up a new language, and these are
described here.

The following steps are required to support a new language:
1. Define alanguage code and indicate that it isenabled. For details on this procedure, see Defining Languages.

2. Copy descriptions of all language-enabled tables from an existing trandation (e.g., English). The copied values act
merely as placeholders while the strings are trandlated into the new language. It is necessary to do thisas afirst step in
order to create records using the new language code created in the previous step. Language-based descriptions can be
copied using a supplied batch process, F1I-LANG. The batch copies al English labels in the system.

3. Apply the language pack. If the product supplies alanguage pack with trandations for the system metadata
descriptions, follow the instructions provided with the language pack to add the trand ated text.

4. Trandateadditional content. Translatable descriptions and |abels for implementation data may be updated / entered
in the application. First the user record must be updated to reference the new language. This may be done in one of the
following ways:

a. Switch to the new language using the Switch Language zone.
b. If that zoneis not available, navigate to the user page, assign the new language code to your User 1D, sign out, and
sign back in again.

Any online functions that you access will use your new language code. Y ou can change the language code for all users
who plan to use/modify the new language.

Additional Topics

Y our product may support additional uses for language. For example, in Oracle Utilities Customer Care and Billing, you
can define each customer's language. This allows you to send bills and other correspondence in each customer's preferred
language. For more information, navigate to the index entry L anguages, Customer L anguage.

Defining Languages

A language code exists for every language spoken by your users. The system uses this code to supply information to users
in their respective language. Select Admin Menu > Language to define alanguage.
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Description of Page

Enter aunique L anguage Code. If you are applying alanguage pack provided by the product, use the language code
designed by the language pack.

Enter the Description for the language. Typically this should be the name of the language in that language.

Turn on Language Enable if the system should add a row for this language whenever arow is added in another language.
For example, if you add a new currency code, the system will create language specific record for each language that has
been enabled. Y ou would only enable multiple languages if you have users who work in multiple languages. Languages that
are configured as enabled, appear in the Switch Language dashboard zone. In addition, the login page for the application
displays al the languages that are enabled, allowing the user to toggle the login instructions in that language.

NOTE: Thelist of enabled languagesis captured on the server at startup time. If a new language is enabled, contact
your server administrator to refresh the server in order to see the new language displayed in the login page.

The following two fields control how the contents of grids and search results are sorted by the Java virtual machine (JVM)
on your web server:

» TheLocaleisastring containing three portions:
» |SO language code (lower case, required)
» 1SO country code (upper case, optional)
» Variant (optional).

» Underscores separate the various portions, and the variant can include further underscores to designate multiple variants.
The specific VM in use by your particular hardware/OS configuration constrains the available L ocales. Validating
the L ocale against the JVM is outside the scope of this transaction. This means you are responsible for choosing valid
L ocales.

The following are examples of valid locales:

» en_US (thisisfor American English)

» en AU (thisisfor Australian English)
pt_BR (thisisfor Brazilian Portuguese)
fr_FR_EURO (thisisfor European French)
e ja JP(thisif for Japanese)

In addition, the Java collation APl can take a Collator Strength parameter. This parameter controls whether, for example,
upper and lower-case characters are considered equivalent, or how accented characters are sorted. Valid values for collator
strength are PRIMARY, SECONDARY, TERTIARY, and IDENTICAL. If you leave thisfield blank, Javawill use its
default value for the language. We'd like to stress that the impact of each value depends on the language.

Please see http://java.sun.com/j2se/1.3/docs/guide/intl/local e.doc.html for more information about the collator strength for
your language.

Display Order indicatesif this language is written L eft to Right or Right to L eft.

Owner indicatesif thislanguage is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add alanguage. This information is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_LANGUAGE.

Note that all administrative control tables and system metadata that contain language-specific columns (e.g., a description)
reference alanguage code.

In addition, other tables may reference the language as a specific column. For example, on the User record you indicate the
preferred language of the user.
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Defining Countries

The topicsin this section describe how to maintain countries.

Country - Main

To add or review Country definitions choose Admin Menu > Country .

The Main page is used to customize the fields and field descriptions that will be displayed everywhere addresses are used
in the system. This ensures that the all addresses conform to the customary address format and conventions of the particular
country you have defined.

Description of Page
Enter aunique Country and Description for the country.

The address fields that appear in the M ain page are localization options that are used to customize address formats so

that they conform to address requirements around the world. By turning on an address field, you make that field available
everywhere addresses for this country are used in the system. Y ou can enter your own descriptions for the labels that suffix
each switch; these labels will appear wherever addresses are maintained in the system.

NOTE: For any country where the State switch is checked, the valid states for the country must be entered on the
Country - State tab. When entering address constituents on arecord that captures this detail, the value for Stateis
verified against the data in the State table. For any country where there is a component of the address that represents a
"state" but your implementation does not want to populate the valid states for that country, choose a different field such
as County for this constituent (and define an appropriate label). When entering address constituents on a record that
captures this detail, no validation is done for the County column.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_COUNTRY.

Country - States

To maintain the states located in a country, choose Admin Menu > Country and navigate to the State page.

Description of Page
For any country where you have enabled the State switch, use the State collection to define the valid statesin the Country.

» Enter the standard postal abbreviation for the State or province.
» Enter aDescription for this state or province.

Defining Currency Codes

The currency page allows you to define display options related to currency codes that are used by your system. Use Admin
Menu > Currency Code to define the currency codesin which financial information is denominated.

Description of Page
Enter aunique Currency and Description for the currency.
Use Currency Symbol to define the character that prefixes currency amountsin the system (e.g., $ for U.S. dollars).
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Enter the number of Decimals that will appear in the notation for the currency. For example, there are two decimal positions
for Austraian dollars ($5.00), but no decimal positionsin the Italian lira (500 L).

The Currency Position indicates whether the currency symbol should be displayed as a Prefix or a Suffix to the currency
amount. For example, the US Dollar symbol is a prefix before the amount ($5.00) and the French franc symbol is a suffix
after the amount (200.00FF).

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_ CURRENCY _CD.

Defining Time Zones

The following topics describe how to design and set up time zones.

Designing Time Zones

NOTE: Customer Care and Billing - Interval Billing applications customers should consult the topic Designing Time
Zones (search the CCB Help index for "time options") for specific information relating to CCB functionality.

It is recommended that all time sensitive datais stored in the time of the base time zone as defined on the installation
options. Thiswill prevent any confusion when analyzing data and will ensure that your algorithms do not have to perform
any shifting of data that may be stored in different time zones.

The Time Zone entity is used to define al the time zones where your customers may operate. It is used by interfaces to help
ensure data is stored correctly in the base time zone.

When designing your time zones, the first thing to determine is the base time zone. For an example, let's assume that your
company's main office isin the US Central time zone. First, you need to define this time zone and define the seasonal time
shift whose schedule it follows.

When designing your time zones, the first thing to determine is the base time zone. If, for example, your company's main
office and all customers are located in the US Central time zone, you would first you need to define this time zone as well as
the labels for standard time (default) and daylight savings time (shifted). Because (in this example) all business occursin the
US Central time zone, no other time zone entries are required:

Time Zone Time Zone Name Default Label Shifted Label
USCentral US/Central CST CDT

Once thisis done you can link the time zone code to the installation option as the base time zone. Refer to Installation
Options - Main for more information.

If your company does business beyond your local time zone, then you can define the other time zones where you may have
customers or other systems with which you exchange data. Let's use the US time zones as an example. We'll define time
zones for Eastern, Mountain, Pacific, and one for Arizona (which doesn't observe daylight savings time):

Time Zone Time Zone Name Default Label Shifted Label
USCentral US/Central CST CDT
USEastern US/Eastern EST EDT
USMountain US/Mountain MST MDT
USArizona US/Arizona AST

USPacific US/Pacific PST PDT
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Setting Up Time Zones

All time sensitive datawill be stored according to the base Time Zone defined on the installation record. The time zone
table is used to define other time zones necessary for the application. When data being entered into the system isrelated to a
time zone other than that defined on the installation record, the time zone information may be used by integration/interface
logic to convert the data into the base time zone for storage on the database.

Open Admin Menu > Time Zone to define the time zones and their relation to the base time.
Description of Page

Enter aunique Time Zone and Description for the time zone.

Select the Time Zone Name from the list of Olson time zone values.

Indicate the Shift in Minutes that thistime zone differs from the base time zone defined on the Installation Options (for
Customer Care and Billing - Interval Billing applications only).

Indicate the Seasonal Time Shift applicable for this time zone (for Customer Care and Billing - Interval Billing
applications only).

Default Time Zone L abel isused to identify displayed and input times for non-shifted time. For example, the US/Central
label would be CST. If specified, this label must be different from the Default Time Zone Label.

Shifted Time Zone L abel is used to identify displayed and input times when time is shifted (typically by daylight savings
time). For example, the US/Central label would be CDT.

NOTE: Default Time Zone Label and Shifted Time Zone Label are used when you need to specify if atime is shifted.
For example, on aday when clocks are turned back one hour, atime entry of 1:30 am. needs to be labeled as either 1:30
am. standard time or 1:30 a.m. daylight savingstime. In the US/Central time zone this would look like 13:30 CST or
13:30 CDT.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_TIME_ZONE.

Setting Up Seasonal Time Shift

NOTE: Theinformation in this topic applies only to Customer Care and Billing - Interval Billing applications.
Open Admin Menu > Seasonal Time Shift to define the seasonal time shift schedule.

Description of Page

Enter a unique Seasonal Time Shift code and Description for the seasonal time shift.

The Collection defines the Effective Date/Time (in standard time) that a time zone may shift in and out of standard time.
If time is changed from standard time on the effective date/time, enter the Shift in Minutes that the time changes from

standard time (usually 60). If the time is changed back to standard time on the effective date/time, enter a Shift in Minutes
of 0.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_SEAS TM_SHIFT.
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Defining Geographic Types

If your company uses geographic coordinates for dispatching or geographic information system integration, you need to
setup a geographic (coordinate) type for each type of geographic coordinate you capture on your premises and/or service
points (geographic coordinates can be defined on both premises and service points).

To define geographic types, open Admin Menu > Geographic Type.
NOTE: Find a customer / premise using a geogr aphic coordinate. In Oracle Utilities Customer Care and Billing
there are several queriesthat allow you to search for customers and premises by geographic type. For example, Control

Central and Meter Search allow you to search using the premise or service point geographic type. Refer to the product
documentation for more information.

Description of Page
Enter an easily recognizable Geographic Type code and Description.

Define the algorithm used to validate the Validation Format Algorithm. If an algorithm is specified, the system will
validate that the geographic location entered on the premise and/or service point for the geographic typeisin the format as
defined in the algorithm. If you require validation, you must set up this algorithmin the system.

Click hereto see the algorithm types available for this plug-in spot.
Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_GEO_TYPE.

Defining Work Calendar

Workday calendars are used to ensure system-calculated dates fall on aworkday. Select Admin Menu > Work Calendar
to define aworkday calendar.

Description of Page

Theinformation on this transaction is used to define the days of the week on which your organization works.
Enter aunique Work Calendar and Description.

Turn on (check) the days of the week that are considered normal business days for your organization.

Use the collection to define the Holiday Date, Holiday Start Date, Holiday End Date, and Holiday Name for each
company holiday. Holiday Start Date and Holiday End Date define the date and time that the holiday begins and ends. For
example, your organization might begin a holiday at 5:00 p.m. on the day before the actual holiday.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_CAL_WORK.

Defining Display Profiles

When you set up your users, you reference adisplay profile. A user's display profile controls how dates, times, and
numbers displayed. Choose Admin Menu > Display Profile to maintain display profiles.

Description of Page
Enter aunique Display Profile | D and Description to identify the profile.
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Enter a Date Format. This affects how users view dates and how entered dates are parsed. Thisisa"free format” field with
somerules.

dd or d isinterpreted as the day of the month. The d option suppresses aleading 0.
MM or M isinterpreted as the month number. The M option suppresses aleading 0.

YYVYY, VY, or y isinterpreted as the year. The year can be 4 or 2 digits. They option allows entry in either 2 or 4-digit
form and is displayed in 2-digit form.

Other characters are displayed as entered. Typically, these other characters should be separators, such as"-", ".", or "/".
Separators are optional; a blank space cannot be use.

Here are some examples of date formats.

Format Displayed / entered as

MM-dd-yyyy 04-09-2001

d/Mlyyyy 9/4/2001

yy.MM.dd 01.04.09

MM-dd-y 04-09-01 - in this case you could also enter the date as 04-09-2001

NOTE: For centuries, the default pivot for 2-digit yearsis 80. Entry of a 2-digit year greater than or equal to 80 results
in the year being interpreted as 19xx. Entry of a 2-digit year less than 80 results in the year being interpreted as 20xx.

In addition, the following date localization functionality is supported. Note that in every case, the dateis stored in the
database using the Gregorian format. The settings below result in a conversion of the date for the user interface.

Hijri Dates
Entering iiii for the year isinterpreted as a year entered and displayed in Hijri format. For example, the Gregorian date

that this functionality relies on date mapping to be defined in the Hijri to Gregorian Date Mapping master configuration
entry. Refer to Additional Hijri Date Configuration for more information.

Taiwanese Dates

Entering tttt for the year isinterpreted as a year entered and displayed in Taiwanese format where year 1911 is
considered year 0000. For example, if the Gregorian date is 01-01-2005, it is displayed as 01-01-0094 for a user whose
display profile date format is dd-mm-tttt.

Japanese Dates

There are two options available for configuring Japanese Era date support. The setting Gyy for the year isinterpreted
asayear entered and displayed using an English character for the erafollowed by the eranumber. The letter ‘ T' isused
for dates that fall within the Taisho era. The letter ‘S is used for dates that fall within the Showa era and the letter ‘H’

is used for dates that fall within the Heisei era. For example, for a user whose display profile date format is Gyy/mm/
dd the Gregorian date 2008/01/01 is shown as H20/01/01 ; the Gregorian date 1986/03/15 is shown as S61/03/15. The
setting GGGGyy isinterpreted as a year entered and displayed using Japanese characters for the era followed by the era
number.

Japanese date limitations are as follows:
» Theyears 1912 through the current date are supported.

» Any functionality that displays Month and Y ear does not support Japanese Era dates. These dates are shown in
Gregorian format.

» Graphsthat display dates do not support the GGGGyy format.

Enter aTime Format. Thisisa"free format" display with somerules.

hh or h isinterpreted as the hour, 1-12; KK or K isinterpreted as the hour, 0-11; HH or H isinterpreted as the hour,
0-23; kk or k isinterpreted as the hour, 1-24. The h, K, H, and k options suppress aleading 0.

Oracle Utilities Application Framework Administration Guide « 27



« mm or misinterpreted as the minutes. The m option suppresses aleading O.
e ssorsisinterpreted as the seconds. The s option suppresses aleading 0.

» aisinterpreted to mean display am or pm (only needed when the hour is entered in hh, h, KK or K formats). If an am
or pm is not entered, it defaultsto am.

Here are some examples of time formats.

Format Displayed / entered as

hh:mma 09:34PM (can be entered as 09:34p)
hh:mm:ss 21:34:00

h:m:s 9:34:0

There are several options for displaying Numbers.

Decimal Symbol defines the separator between the integer and decimal parts of a number. Valid valuesare"." (a period) or
"," (acomma),

Group Symbol defines the means to separate groups of bigger numbers. Valid values are

o """ (comma). Large numbers group by threes separated by a comma, for example 1,000,000.

"." (period). Large numbers group by threes separated by a period, for example 1.000.000.
» None. Large numbers do not have any separator, for example 1000000.

» South Asian. This option uses acommafor its separator but will group large numbers as follows: the first commais
used for the thousands separation and numbers over 9,999 are grouped with 2 units, for example 10,00,000.

» Space. Large numbers group by threes separated by a space, for example 1 000 000.
Negative Format defines how negative values are displayed. Valid values are -9.9, (9.9), or 9.9-.

Currency values can have a different Negative Format from other numbers. Valid values are -$9.9, (S9.9), or S9.9-, where
the"S" represents the currency symbol.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference ClI_DISP_PROF-.

Additional Hijri Date Configuration

For implementations that wish to support displaying dates according to the Hijri calendar, besides appropriate configuration
in the Display Profile, the mapping between the Hijri dates and the Gregorian dates must be entered. This mapping is
defined in amaster configuration record.

Navigate using Admin Menu > Master Configuration. You are shown alist of master configuration business objects.
Find the entry for Hijri to Gregorian Date M apping. Click the add icon if thereis no record yet. Click the broadcast icon
to view an existing record or the edit icon to modify an existing record.

The mapping record contains a collection of entries for each year in the Ilamic calendar.

For each year, clicking the Expand Zone icon shows the mapping collection with the first date of each month of the Hijri
calendar. The corresponding date in the Gregorian calendar should be entered for each row.

Defining Phone Types

Phone types define the format for entering and displaying phone numbers.
To add or review phone types, choose Admin Menu > Phone Type.
Description of Page
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Enter a unique Phone Type and Description for each type of phone number you support.

Select an appropriate Phone Number Format Algorithm for each Phone Type. This agorithm controls the format for
entry and display of phone numbers. Click here to see the algorithm types available for this plug-in spot.

Use Phone Type Flag to define if this type of phone number is a Fax number. Defining which phone typeis used for
facsimile transmittal is only pertinent if your product supports routing of information viafax. For example, in Oracle
Utilities Customer Care and Billing, the system may be configured to fax a bill to a customer.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_PHONE_TYPE.

Setting Up Characteristic Types & Values

If you need to introduce additional fields to objects that were delivered with minimal fields, you can add a characteristic
type for each field you want to capture. Using the characteristic type approach allows you to add new fieldsto objects
without changing the database. There are some pages in the system that support a generic list of characteristics. For those
pages, no changes are required for usersto view and maintain characteristics. Other pages are business object oriented
pages and their maintenance and display are controlled by the Ul maps defined for the business objects. In those pages the
display / maintenance of the characteristics are driven by the design of the business object and its maps.

The topicsin this section describe how to setup a characteristic type.

There Are Four Types Of Characteristics

Every characteristic referenced on an object references a characteristic type. The characteristic type controls the validity of
the information entered by a user when they enter the characteristic's values. For example, if you have a characteristic type
on user called "skills®, the information you setup on this characteristic type controls the valid values that may be specified
by a user when defining another user's skills.

When you setup a characteristic type, you must classify it as one of the following categories:

» Predefined value. When you setup a characteristic of this type, you define the individual valid values that may be
entered by auser. A good example of such a characteristic type would be one on User to define one or more predefined
skillsfor that user. The valid values for this characteristic type would be defined in adiscreet list.

» Ad hoc value. Characteristics of thistype do not have their valid values defined in a discreet list because the possible
values are infinite. Good examples of such a characteristic type would be ones used to define a user's birth date or their
mother's maiden name. Optionally, you can plug-in an algorithm on such a characteristic type to validate the value
entered by the user. For example, you can plug-in an algorithm on a characteristic type to ensure the value entered isa
date.

» Foreign key value. Characteristics of thistype have their valid values defined in another table. For example perhaps you
want to link a user to atable where User is not already aforeign key. Valid values for this type of characteristic would be
defined on the user table. Please be aware of the following in respect of characteristics of thistype:

» Beforeyou can create a characteristic of this type, information about the table that contains the valid values must be
defined on the foreign key reference table.

» The referenced table does not have to be a table within the system.

» Not all entities that support characteristics support foreign key characteristics. Refer to the data dictionary to identify
the entities that include the foreign key characteristic columns.

» FileLocation. Characteristics of thistype contain a URL. The URL can point to afile or any web site. Characteristics of
this type might be useful to hold references to documentation / images associated with a given entity. For example, the
image of aletter sent to you by one of your customers could be referenced as a file location characteristic on a customer
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contact entry. When such a characteristic is defined on an entity, a button can be used to open the URL in a separate
browser window.

Searching By Characteristic Values

For certain entities in the system that have characteristics, you may search for arecord linked to a given characteristic value.
The search may be done in one of the following ways:

» Some base searches provide an option to search for an object by entering Characteristic Type and Characteristic Value.

» Your implementation may define a customized search for an entity by a characteristic value for a specific characteristic
type using a query data explorer.

« Your implementation may require a business service to find arecord via a given characteristic value. For example,
maybe an upload of user information attempts to find the user viaan Employee ID, defined as a characteristic.

Not al entities that support characteristics support searching by characteristics. Refer to the data dictionary to identify the
characteristic collections that include the search characteristic column.

CAUTION: For ad-hoc characteristics, only the first 50 bytes are searchable. For foreign key characteristics, the search
value is populated by concatenating the values of each foreign key column to a maximum of 50 bytes.

For the base searches that provide a generic option to search by characteristic type and value, you can restrict the
characteristic types that can be used to search for an entity. For example, imagine you use a characteristic to define a
"jurisdiction” associated with a To Do for reporting purposes. If your company operates within avery small number of
jurisdictions, you wouldn't want to allow searching for aTo Do by jurisdiction, as alarge number of To Do entries would be
returned.

A flag on the characteristic type alows an administrator to indicate if searching by this characteristic typeis allowed or
not allowed.

Characteristic Type - Main

To define a characteristic type, open Admin Menu > Characteristic Type.
Description of Page

Enter an easily recognizable Characteristic Type and Description for the characteristic type. Owner indicatesiif this
characteristic typeis owned by the base package or by your implementation ( Customer M odification).

CAUTION: Important! If you introduce a new characteristic type, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Use Type of Char Valueto classify this characteristic type using one of the following options (refer to There Are Four
Types Of Characteristics for more information):

» Predefined value. Characteristics of this type have their valid values defined in the Characteristic Value scroll, below.
For each valid value, enter an easily recognizable Characteristic Value and Description. For example, if you introduce
acharacteristic type to record the number of volts that are measured by a meter, you would add values for all voltage
levels measured by the meters utilized by your organization.

» Ad hoc value. Characteristics of thistype have an unlimited number of valid values. For example, if you use a
characteristic to define the date a meter was ordered, you'd use this classification because you can't define every possible
order date. If you use this option, you can optionally define the Validation Rule used to validate the user-entered
characteristic value. For example, if we carry on with our example, you'd use a validation rule to make sure that what the
user entered was actually adate. Click here to see the algorithm types available for this plug-in spot.
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» Filelocation value. Characteristics of thistype contain a URL. The URL can point to afile or any web site.
Characteristics of this type might be useful to hold documentation/images associated with a given entity. For example,
the image of the formal contract signed by a customer could be referenced as afile location characteristic on a service
agreement. When such a characteristic value is defined on an entity, the value is suffixed with a button that can be used
to display the URL in a separate browser window.

File location characteristic values must be entered in a"non-relative” format. For example, if you want to define a
characteristic value of www.msn.com, enter the characteristic valueasht t p: / / www. msn. com If you omit the
http:// prefix, the system will suffix the characteristic value to the current URL in your browser and attempt to
navigate to this location when the launch button is pressed. This may or may not be the desired result.

NOTE:

Due to browser security restrictions, opening URLs using the file protocol (“file://") from pages retrieved using http
does not work for Internet Explorer version 7 or later, or in Firefox. If the file protocol is used, the browser either
does not return properly or an error isthrown (e.g., "Access Denied", which usually results from cross site scripting
features added for security reasons).

Thisissue has no known workaround. To comply with browser security standards, the recommendation isto move
the target filesto an FTP or HTTP server location to avoid protocols that are subject to browser security restrictions.

» Foreign key reference. Characteristics of thistype have their valid values defined in another table. A good example
of such a characteristic type would be one used on a premise to define the premise's building manager. Valid values for
this type of characteristic would be defined on the person table (as you'd set up a person for the building manager and
then reference this person on the premise characteristic). If you choose this option, you must use FK Reference to define
the table that controls the valid values of this characteristic type. Refer to Setting Up Foreign Key References for more
information.

Use the Allow Search by Char Val to indicate if searching for an entity by this characteristic typeis Allowed or Not
Allowed. Refer to Searching by Characteristic Values for more information.

Where Used
Use the Data Dictionary to view the tables that reference CI_CHAR_TYPE.

Characteristic Type - Characteristic Entities

To define the entities (objects) on which a given characteristic type can be defined, open Admin Menu > Characteristic
Type and navigate to the Characteristic Entities tab.

Description of Page

Use the Char acteristic Entity collection to define the entities on which the characteristic type can be used. Owner
indicates if thisis owned by the base package or by your implementation ( Customer M odification).

NOTE: Thevaluesfor thisfield are customizable using the Lookup table. Thisfield nameis CHAR_ENTITY _FLG.
NOTE: Heads up. For many entitiesin the system, the valid characteristics for arecord are defined on arelated "type"
entity. For example, in Oracle Utilities Customer Care and Billing the meter type defines valid characteristics for meters

of that type. When configuring your system, in addition to defining the appropriate entity for a characteristic type, you
may also need to link the characteristic type to an appropriate entity "type".

Setting Up Foreign Key Reference Information

A Foreign Key Reference defines the necessary information needed to reference an entity in certain table.
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Y ou need to set up this control table if you need to validate aforeign key value against a corresponding table. For example,
if aschema element is associated with an FK Reference the system validates the element's value against the corresponding
table. Refer to Configuration Tools to learn more about schema-based objects. Another example is characteristics whose
valid values are defined in another table (i.e., you use "foreign key reference”" characteristic types). Refer to There Are Four
Types Of Characteristics for adescription of characteristics of this type.

A FK Referenceis used not just for validation purposes. It also used to display the standard information description of

the reference entity as well as provide navigation information to its maintenance transaction. Info descriptions appear
throughout the Ul, for example, whenever an account is displayed on a page, a description of the account appears. The
product provides base product FK references for many of its entities as they are used for validation and display of elements
in both fixed page user interfaces as well as portal based user interfaces.

An implementation may also see the need to define aforeign key reference. The following points describe what you should
know before you can setup aforeign key reference for atable.

» The physical name of the table. Typically thisisthe primary table of a maintenance object.

» The program used by default to construct the referenced entity's info description. Refer to Information Description |s
Dynamically Derived for more information on how thisis used.

» Thetransaction used to maintain the referenced entity. Thisis where the user navigates to when using the "go to" button
or hyperlink associated with the entity. Refer to Navigation Information Is Dynamically Derived for more information on
how thisis used.

» The name of the search page used to look for avalid entity. Refer to Search Options for more information.

Information Description Is Dynamically Derived

Typically aFK Reference is defined for a maintenance object's primary table. In this case the system dynamically derives
the standard information associated with a specific referenced entity as follows:

» Attempt to determine the business object associated with the referenced entity. Refer to the Determine BO maintenance
object algorithm system event for more information. If a business object has been determined, the system lets the
business object's Information plug-in, if any, format the description.

» If abusiness object has not been determined or the business object has no such plug-in, the system lets the maintenance
object's information plug-in, if any, format the description.

« If the maintenance object has no such plug-in, the system uses the info program specified on the FK Reference to format
the description.

NOTE: Technical note. For both Javaand COBOL, the class/ program that returns the information displayed adjacent
to the referenced entity is generated specifically for use as an info routine. Please speak to your support group if you
need to generate such aclass/ program.

NOTE: Generic routine. The system provides a generic information routine that returns the description of
control table objects from its associated |language table. By "control table" we mean atable with an associated
language table that contains aDESCR field. Refer to Defining Table Options for more information on tables
and fields. For COBOL, the name of the generic routine is Get Description Info. For Java, the javaclassis
com.splwg.base.domain.common.for eignK eyRefer ence.DescriptionRetriever.

Navigation Information Is Dynamically Derived

Typically aFK Reference is defined for a maintenance object's primary table. In this case the system dynamically derives
the actual transaction to navigate to for a given referenced entity as follows:
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» Attempt to determine the business object associated with the referenced entity. Refer to the Determine BO maintenance
object algorithm system event for more information. If a business object has been determined, use the maintenance portal
defined as its Portal Navigation Option business object option.

 |f abusiness object has not been determined or the business object defines no such option, the system uses the
transaction specified on the FK Reference.

Search Options
The product provides two main metaphors for implementing a user interface. For input fields that are foreign keys, search
options are dependent on the metaphor used by the page in question.

A fixed maintenance page user interface is a page supplied by the base product where only minor enhancements, if any,
can be introduced by implementations. The foreign key reference may be used in one of two ways.

» The based product may use an FK reference to define a base element on one of these pages. If asearch isavailable for
such elements, the FK reference's Search Navigation Key is used to implement the search.

 Entities that support characteristics typically include a generic characteristic collection Ul metaphor on these types
of pages. In this metaphor, aforeign key characteristic displays a search icon if the FK Reference has configured a
Search Navigation Key.

» A portal based user interface is amore flexible user interface where an implementation has more options for customizing
the look and feel. The base product uses Ul maps or automatic Ul rendering to display input fields. Elements that are
foreign keys may display a search icon if the FK reference defines a Search Zone.

NOTE: Defining search zonesdirectly. It's possible for elements on a Ul map to define a specific search zone
directly in the HTML, rather than using the search zone defined on an FK reference. Refer to the Ul map tips for more
information on implementing searches using zones.

Foreign Key Reference - Main

To setup aforeign key reference, open Admin > Foreign Key Reference.

CAUTION: Important! If you introduce a new foreign key reference, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Description of Page
Enter an easily recognizable FK (foreign key) Reference code and Description for the table.

Enter the name of the Table whose primary key isreferenced. After selecting a Table, the columnsin the table's primary
key are displayed adjacent to Table PK Sequence.

Use Navigation Option to define the page to which the user will be transferred when they press the go to button or
hyperlink associated with the referenced entity. Refer to Navigation Information Is Dynamically Derived for more
information on how thisis used.

The Info Program Type indicates whether the default program that returns the standard information description is written
in COBOL or Java.

 |f the Program Typeis COBOL, use I nfo Program Name to enter the name of the COBOL program.
 If the Program Typeis Java, use | nfo Program Name to enter the Java class name.
Refer to Information Description Is Dynamically Derived for more information on the info program is used.
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NOTE: COBOL Programs. COBOL programs are not supported by all products.

NOTE: View the source. If the program is shipped with the base package, you can use the adjacent button to display
the source code of this program in the source viewer or Java docs viewer.

Use Context Menu Name to specify the context menu that appears to the left of the value.

NOTE: Context Menu Name is not applicable to user interface elements displaying a generic collection using aforeign
key characteristic type. It isonly applicable for pages utilizing the foreign key compound element type for fixed page
user interface and for data displayed in a portal based user interface where the foreign key reference is defined as an
attribute for an element. Report parameters that reference foreign key characteristics are an example of a user interface
where a context menu is not displayed even if the foreign key reference defines one.

Use Search Navigation Key to define the search page that will be opened when a user searches for valid values on a user
interface that is a fixed page. Refer to Search Options for more information.

Use Search Type to define the default set of search criteria used by the Sear ch Navigation Key's search page.

Use Search Zoneto define the search zone that opens when a user searches for valid values when the foreign key reference
is configured as an input field on a portal based page. Refer to Search Options for more information.

Use Search Tooltip to define alabel that describes the Sear ch Navigation Key's search page.

NOTE: Search Typeand Search Tooltip. These attributes are only applicable to user interface elements utilizing
the foreign key compound element type on fixed page user interfaces. Report parameters that reference foreign key
characteristics are an example of a user interface where thisinformation is not used even if the foreign key reference
defines them.

Where Used

Follow thislink to open the data dictionary where you can view the tables that reference CI_FK_REF.

Defining Feature Configurations

A limited number of the system's features are configured by populating options on a "feature configuration". For example,
if your implementation uses Oracle Utilities Customer Care and Billing's batch scheduler, you must populate avariety of
options on the batch schedul er's feature configuration.

The administration documentation for each feature defines the impact of each option. The topics below simply describe how
to use this transaction in a generic way.

Y ou can create features to control features that you develop for your implementation. To do this:
» Definethe new feature. Y ou do this by adding a new lookup valueto the EXT_SYS TYP_FL G lookup field.

» Definethe feature's options. Y ou do this by creating a new lookup field. The field must be in the format xxxx_OPT _
TYP_FL G where xxxx istheidentifier of the EXT_SYS TYP_FL G added above.

e Flush all caches.

Feature Configuration - Main

To define your feature configuration, open Admin Menu > Feature Configuration .
Description of Page
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dataDictionary?type=TABLE&name=CI_FK_REF

Enter an easily recognizable Feature Name code.

Indicate the Feature Type for this configuration. For example, if you were setting up the options for the batch scheduler,
you'd select Batch Scheduler.

NOTE: You can add new Feature Types. Refer to the description of the page above for how you can add Feature
Types to control features developed for your implementation.

NOTE: Multiple Feature Configurationsfor a Feature Type. Some Feature Types allow multiple feature
configurations. The administration documentation for each feature will tell you when thisis possible.

The Options grid allows you to configure the feature. To do this, select the Option Type and defineits Value. Set the
Sequence to 1 unless the option may have more than value. Detailed Description may display additional information on
the option type.

NOTE: Each option isdocumented elsewher e. The administration documentation for each feature describesiits
options and whether an option supports multiple values.

NOTE: You can add new optionsto base-package features. Y our implementation may want to add additional options
to one of the base-package's feature types. For example, your implementation may have plug-in driven logic that would
benefit from anew option. To do this, display the lookup field that holds the desired feature's options. The lookup field's
nameis xxxx_OPT_TYP_FL G where xxxx isthe identifier of the feature onthe EXT_SYS TYP_FL G lookup value.
For example, to add new batch scheduler options, display the lookup field BS OPT_TYP_FLG.

Feature Configuration - Messages

If the feature exists to interface with an external system, you can use this page to define the mapping between error and
warning codes in the external system and our system.

Open this page using Admin Menu > Feature Configuration and navigate to the M essages tab.
Description of Page

For each message that may be received from an external system, define the Feature M essage Category and Feature
M essage Code to identify the message.

A corresponding message must be defined in the system message tables. For each message identify the M essage Category
and M essage Number . For each new message, the Message Category defaults to 90000 (because an implementation's
messages should be added into this category or greater so as to avoid collisions during upgrades).

Defining Master Configurations

A master configuration is an object that enables an implementation to define configuration for featuresin the system. It is
an alternative to using feature configuration for defining options. A master configuration is defined using a business object.
Only one master configuration may exist for a given business object.

The product provides one or more master configuration that may be used for configuration. Some examples, of base master
configuration business objects are as follows

+ Hijri to Gregorian Date Mapping. This allows an implementation that uses Hijri dates to define the mapping between
those dates and Gregorian dates.

» ILM Configuration. For implementations that use Information Lifecycle Management, the ILM configuration record
defines some parameters used by the process.
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« Migration Assistant Configuration. For implementations that use the configuration migration assistant (CMA), the
configuration record defines some parameters used by the process.

For alist of al the master configuration records provided by the product, navigate to the master configuration page in the
application.

Setting Up Master Configurations

To set up amaster configuration, open Admin Menu > Master Configuration.
The topicsin this section describe the base-package zones that appear on the Master Configuration portal.

Master Configuration

The Master Configuration List zone lists every category of master configuration.

The following functions are available:

» Click abroadcast button to open other zones that contain more information about the adjacent master configuration.
» Click the Add/Edit button to start a business process that updates the master configuration.

Master Configuration Details

The Master Configuration Details zone contains display-only information about a master configuration.
This zone appears when a master configuration has been broadcast from the Master Configuration zone.
Please see the zone's help text for information about this zone's fields.

Miscellaneous Topics

The following sections describe miscellaneous system wide topics.

Module Configuration

The system provides the ability to simplify the user interface based on functionality areas practiced by your organization.

Menu items and other user interface elements are associated with function modules. By default, all function modules are
accessible. If afunction moduleis not applicable to your business you may turn it off. Refer to Turn Off A Function Module
for more information on how to turn off amodule.

If afunction module is made non-accessible, i.e. turned off, its related elements are suppressed from the user interface.
In addition the system may validate that related functionality is not accessed. This also means that turning off the wrong
module may cause any of the following to occur:

» Menu items may not appear. Refer to Menu Item Suppression to better understand how menu item suppression works.
» Entire menus may not appear. Refer to Menu Suppression to better understand how menu suppression works.

 Tabs on pages may not appear.

» Fields may not appear.

» The system may return an error message when you attempt to use a function (indicating the function is turned off).

To correct the above situation, simply remove the module from the turned off list thus making it accessible again.
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Y our module configuration setup is displayed on the installations record.

Menu Item Suppression

The following points describe how your module configuration can suppress menu items.

» Menu itemsthat are owned by the base product (as opposed to those your implementation adds) are associated with one
or more function modules. If your module configuration has turned off al of the menu item’'s modules, the menu itemis
suppressed. If at least one of the modules is accessible, i.e. turned on, the menu item is not suppressed.

» If amenu line doesn't contain any accessible items, the menu line is suppressed.
« If al lines on amenu are suppressed, the menu is suppressed when the menu button is clicked.

Menu Suppression

In addition to the above Menu Item Suppression logic, the following points describe how your module configuration can
suppress an entire menu.

» Menusthat are owned by the base product (as opposed to those your implementation adds) are associated with one or
more function modules.

« If your module configuration has turned off all of the menu's modules, the entire menu is suppressed. If at least one of
the modulesis accessible, i.e. turned on, the menu s not suppressed.

Turn Off A Function Module
The base package is provided with a M odule Configuration Feature Configuration that allows your organization to turn
off base package function modules.

To turn off any of the base package function modules add a Turned Off option to this feature configuration referencing that
module. Refer to the MODUL E_FL G lookup field for the complete list of the application’s function modules.

Any module not referenced on this feature configuration is considered turned on, i.e. accessible. To turn on amodule,
simply remove its corresponding Tur ned Off option from this feature configuration.

Y ou may view your module configuration setup on the installation options page.

NOTE: Only one. The system expects only one M odule Configuration feature configuration to be defined.

Global Context Overview

The framework web application provides each product the ability to nominate certain fieldsto act asa"global context"
within the web application. For example, in Oracle Utilities Customer Care and Billing, the global context fields include
Account ID, Person ID and Premise ID. The values of these fields may be populated as aresult of searching or displaying
objects that use these fieldsin their keys. If you navigate to the Bill page and display a bill, the global context is refreshed
with the Account 1D associated with that bill. The global context for Person ID and Premise ID are refreshed with data
associated with that account.

The fields designated as global context for the product are defined using the lookup F1_Ul_CTXT_FLDS FLG.

Changing the values of the global context typically cause data displayed in zones on the dashboard to be refreshed to show
information relevant to the current values of these global context fields.
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When the value of one of the global context fields changes, an algorithm plugged into the installation record is responsible
for populating the remaining global context values accordingly. Refer to your specific product for more information about
the base algorithm that is provided for that product.

System Data Naming Convention

There are several maintenance objectsin the system that include owner flag in one or more of its tables. We refer to the data
in these tables as "system data'. Some examples of system data tables include Algorithm Type, Batch Control, Business
Object and Script. Implementations may introduce records to the same tables. The owner flag for records created by an
implementation is set to CM (for customer modification), however the owner flag is not part of the primary key for any

of the system data tables. Asaresult, the base product provides the following guidelines for defining the primary key in
system data tables to avoid any naming conflict.

Base Product System Data

For any table that includes the owner flag, the base product will follow a naming convention for any new data that is owned
by the base product. The primary key for records introduced by the product is prefixed with x1- where x1 is the value of
the owner flag. For example, if a new background process isintroduced to the framework product, the batch code nameis
prefixed with F1-.

NOTE: There are some cases where the hyphen is not included. For example, portal codes omit the hyphen.

For most system data, the remainder of the primary key isall in capital case. An exception is schema oriented records.
For business objects, business services, scripts, data areas and Ul maps, the product follows the general rule of using
Capital Case after the product owner prefix. For example, F1-AddToDoEntry is the name of abase product business
service.

NOTE: Data Explorer Business Services. For business services used to invoke a data explorer Zone, itis
recommended to name the Business Service the same name as the related Zone rather than defining a different
Capital Case name for the business service.

Please note that this standard is followed for all new records introduced by the base product. However, there are base
product entriesin many of these system data tables that were introduced before the naming convention was adopted. That
data does not follow the naming convention described above.

NOTE: Schema naming conventions. A context sensitive "Schema Tips' zone is associated with any page where a
schema may be defined. The zone provides recommended naming conventions for elements within a schema along with
acomplete list of the XML nodes and attributes available to you when you construct a schema.

Implementation System Data

When new system datais introduced for your implementation you must consider the naming convention for the primary
key. The product recommends prefixing records with CM, which is the value of the owner flag in your environment. Thisis
consistent with the base product naming convention. This convention allows your implementation to use the CM packaging
tool in the Software Development Kit as delivered. The extract file provided with the tool selects system data records with
an owner flag of CM AND with aCM prefix.

NOTE: If you choose not to follow the CM naming convention for your records and you want to use the CM packaging
tool, your implementation must customize the extract file to define the appropriate selection criteriafor the records to be
included in the package. Refer to the Software Development Kit documentation for more information.
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Also note that owner flag may be introduced to an existing table in a new release. When this happens, the CM packaging
tool is also updated to include these new system data tables. Y our implementation will have existing records in those tables
that probably do not follow any naming convention. After an upgrade to such arelease, if you want to include thisdatain
the CM packaging tool, you must customize the extract file for the tablesin question.

Caching Overview

A great deal of information in the system changes infrequently. In order to avoid accessing the database every time this type
of information is required by an end-user or a batch process, the system maintains a cache of static information on the web
server. In addition to the web server's cache, information is also cached on each user's browser.

Server Cache

The cacheis populated the first time any user accesses a page that contains cached information. For example, consider a
control table whose contents appear in a dropdown on various pages. When a user opens one of these pages, the system
verifiesthat the list of records exists in the cache. If so, it uses the valuesin the cache. If not, it accesses the database to
retrieve the records and saves them in the cache. In other words, the records for this control table are put into the cache the
first time they are used by any user. The next user who opens one of these pages will have the records for this control table
retrieved from the cache (thus obviating the database access).

The following points describe the type of data that is cached on the web server:
» Field labels. This portion of the cache contains the labels that prefix fields on the various pages in the system.

» System information. This portion of the cache containsinstallation and basic information about the various application
services (e.g., the URL's that are associated with the various pages).

» Menu items. This portion of the cache contains the menu items.

» Dropdown contents. This portion of the cache contains the contents of the various dropdowns that appear throughout
the system.

» XSL documents. This portion of the cache contains each page's static HTML.
 Portal information. This portion of the cache contains information about which zones are shown on the various pages.

The contents of the cache are cleared whenever the web server is "bounced". This means that fresh values are retrieved from
the database after the application server software is restarted.

If you change the database after the cache is built and the information you changed is kept in the cache, users may continue
to see the old values. If you don't want to bounce your web server, you can issue one of the following commands in your
browser's URL to immediately clear the contents of the cache (a separate command exists for each type of datathat is held
in the cache):

» flushAll.jsp?language=<language code>. This command flushes every cache described below.

» flushDropdownCache.jsp?language=<language code>. This command flushes all objects in the dropdown contents
associated with a given language (note, the language code is defined on the Language control table). Use this whenever
you change, add or delete values to/from control tables that appear in dropdowns. Unlike the above caches, the objectsin
the dropdown cache are flushed automatically every 30 minutes from the time they arefirst built.

 flushDropDownField.jsp?language=<language code>& key=<field> If you want to flush the values in a specific drop-
down field in the cache, specify the <field> using this command.

 flushMenu.jsp. This command flushes the menu cache. Use this command if you change menu data.

 flushMessageCatalog.jsp. This command flushes the field labels. Use this whenever you add or change any labels (this
istypically only done by implementers who have rights to introduce new pages).

» flushMessaging.jsp. This command flushes messages.
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 flushNavigationlnfo.jsp. This command flushes the navigation information in the cache.

» flushPortalM etal nfo.jsp. This command flushes the portal information cache. Use this command whenever you change
any portal zone meta-data.

» flushSystemL oginlnfo.jsp. This command flushes the system information cache. Use this whenever you change
navigation options, cached information from the installation record, or if you change an application service's URL.

o flushUl_XSLsjsp. Thiscommand flushes the XSL document cache. Use this command if you change user interface
meta-data. Also use this command whenever you change or introduce new zones.

For example, assume the following:
 theweb server and port on which you work is called OU-Production: 7500

 you add anew record to a control table and you want it to be available on the appropriate transactions immediately (i.e.,
you cannot wait for 30 minutes)

Y ou would issue the following command in your browser's address bar: http://OU-Production: 7500/
flushDropdownCache.jsp?language=ENG. Notice that the command replaces the typical cis.,jsp that appears after the port
number (thisis because these commands are simply different JSP pages that are being executed on the web server).

Client Cache

In addition to the web server's cache, information is also cached on each user's browser. After clearing the cache that's
maintained on the web server, you must also clear the cache that's maintained on your client's browser. To do this, follow
the following steps:

» Select Tools on your browser's menu bar

» Select Internet Options... on the menu that appears.

» Click the Delete Files button on the pop-up that appears.

» Turn on Delete all offline content on the subsequent pop-up that appears and then click OK.

» And then enter the standard URL to re-invoke the system.
NOTE: Automatic refresh of the browser's cache. Each user's cache is automatically refreshed based on the maxAge
parameter defined in the web.xml document on your webserver. We recommend that you set this parameter to 1 second

on development / test environments and 28800 seconds (8 hours) on production environments. Please speak to system
support if you need to change this value.

Batch Cache

When submitting a batch job, the batch component uses a caching mechanism using a Hibernate data cache. The tables
whose records are included in this cache are configured using the Caching Regime value of Cached for Batch. Refer to
Table - Main for more information.

When starting a thread pool worker, datain tables marked as cached is loaded and cached for as|long as that thread

pooal isrunning. If thereis a change in cached data that should be available for the next batch job, either the thread pool
worker must be restarted or aternatively, the F1-FL USH (Flush all Caches) background process can be submitted. This
background process receives the thread pool name asinput. It will flush the data cached for batch for that thread pool.

Debug Mode

Y our implementation team can execute the system using a special mode when they are configuring the application. To
enable this mode, enter ?debug=true at the end of the URL that you use to access the application. For example, if the
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standard URL was http://CD-Production: 7500/cis.jsp, you'd enter http://CD-Production: 7500/cis.jsp?debug=trueto
enable configuration mode.

When in this mode certain debugging oriented tools become available right below the main tool bar.

» Start Debug starts alogging session. During this session the processing steps that you perform are logged. For example,
the log will show the data areas that are passed in at each step and the data areas returned after the step is processed.

» Stop Debug stops the logging session.
» Show Trace opens awindow that contains the logging session. All of the steps are initially collapsed.
» Clear Traceclearsyour log file.

» Show User L og alowsyou to view your own log entries. The number of "tail" entriesto view may be specified in the
adjacent L og Entriesfield before clicking the button. Limiting the number of entries to view allows the user to quickly
and easily see only the latest log entries without having to manually scroll to the end of the log.

» Checking the Global Debug indication starts various tracing options.

Other parts of the system may show additional configuration oriented icons when in this mode. For example, explorer zones
may provide additional tools to assist in debugging zone configuration. These icons are described in the context of where

they appear.

Also, in debug mode drop down lists in data explorer and Ul map zones will contain the code for each item in addition to
the item's display string.

NOTE: Show User Log button is secured. An application service FIUSERL OG has been provided for this
functionality to allow implementations to restrict user access to this button. Such restriction may be called for in
production environments.

System Override Date

The system provides away to override the system date used for online operations. This feature is available if the server
administrator has enabled it in the environment properties. For instructions on configuring environment properties see the
Server Administration Guide. The system date override feature is not recommended for production environments.

Under the General System Configuration Feature Configuration, the System Override Date Option Type holds the
date the application will use asthe global system date instead of retrieving the same from the database. This feature can be
especially useful in running tests that require the system date to be progressed over a period of time.

The system override date feature is also available at the user level. Thisis useful when a user wants override the system date
to run tests without affecting the system date for other usersin the environment. In order to override the system date for the
user, open the Admin > User , page. On the Char acteristics tab, add the System Override Date characteristic type with a
characteristic value set to the desired date in the YY Y'Y -MM-DD format.

If system override dates are defined at both the feature configuration level and the user level, the date set at the user level
will take precedence.

Advanced Search Options

The product supports fuzzy searching in explorer zone types using the Oracle Text CONTAINS operator.

Refer to the DBA guide for details on setting up the database to support fuzzy searching. Note that there are some
implementations where fuzzy searching will not be possible. For example, it's only available for implementations using
the Oracle database. Additionally, not all languages are supported. Refer to the Oracle Database documentation for more
information about fuzzy searching.

For information about the particular syntax to use in the explorer zones, refer to the Zone Tips context zone available in the
Dashboard on the Zone portal.
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Chapter 3

Defining Security & User Options

The contents of this section describe how to maintain a user's access rights.

The Big Picture of Application Security

The contents of this section provide background information about application security.

Application Security

The system restricts access to its transactions as follows:
« An application service may be associated with every securable function in the system.

« All maintenance objects define an application service that includes the basic actions available, typically Add,
Change, Delete, and I nquire. The base product supplies an application service for every maintenance object.

» For maintenance objects whose user interface page is not portal-based, the application service also controls whether
the menu entry appears. If auser doesn't have access to the maintenance object's application service, the menu item
that corresponds with the application service will not be visible.

» For portal based user interfaces, each main portal defines an explicit application service with the access mode
Inquire, allowing the user interface to be secured independently of the underlying object security. If a user doesn't
have access to the portal's application service, the menu item that corresponds with the application service will not be
visible. The base product supplies an application service for every portal that is accessible from the menu.

+ Menuitems may define an application service. Use this technique for the following scenarios:

» Suppress amenu item if the underlying application security for the transaction does not provide enough fine
grained control. For example, imagine your implementation creates a special BPA script to add a To Do Entry
and would like users to use the special BPA rather than the base supplied Add dialogue for To Do Entry. The
underlying security settings for To Do Entry should grant Add access to these users given that the special BPA will
still add arecord. To suppress the base Add dialogue, link a special application service and access mode for the
base supplied menu item for To Do Entry Add. Then define amenu entry for the new special BPA for adding.

Oracle Utilities Application Framework Administration Guide « 42



» Suppressthe"+" icon if auser does not have add security for the object. By default the product does not suppress
the"+" icon if auser does not have add access to the object. Rather, the user is prevented from adding the record at
the back-end. If your implementation would like to suppress theicon, link the object's application service and the
Add access mode to the Add menu item.

» Zones define an application service

» For zoneslinked to aportal, if auser doesn't have access to the zone's application service, the zone will not be
visible on the portal. In most cases the zone defines the same application service asits portal. In specia cases,
such as the zones on the Dashboard, the product supplies separate application services for each zone allowing
implementations to determine at a more granular level which users should have access to which zones.

» For query zones that are configured on a multi-query zone, if a user doesn't have access to the zone's application
service, the zone will not be visible in the dropdown on the multi-query zone. In most cases all zonesin a multi-
guery zone define the same application service as the multi-query zone. The product may supply a special
application service for one or more zones in a multi-query zone if the functionality is special to certain markets or
jurisdictions and not applicable to al implementations.

+ For zones that are used by business services to perform SQL queries, the product supplies a default application
service. Security for these zones is not checked by the product as they are used for internal purposes.

» Business objects define an application service. If the business object defines alifecycle, the application service must
include access modes that correspond to each state. In addition, the standard maintenance object access modes of
Add, Change, Delete and Inquire are included. The base product business objects are supplied with appropriate
application services.

» Other configuration tool objects are securable but the base product typically does not supply special application services
for each object. An implementation may supply custom application services and link them to the appropriate record:

» BPA scriptsthat are accessible via a menu define an application service with the access mode Execute. The base BPA
scripts are typically configured with a default application service, which may be overridden by an implementation.

» Business Services define an application service with the access mode Execute. Thisis needed for business services
that may be executed from an external system, for example via XAl. Base business services are configured with a
default application service, which may be overridden by an implementation.

» Usersare granted access to application services via user groups. For example, you may create a user group called Senior
Management and give it access to senior manager-oriented pages and portals.

» When you grant a user group access to an application service with multiple access modes, you must also define the
access modes that are allowed. Often the access modes correspond to an action on a user interface. For example, you
may indicate a given user group has inquire-only access to an application service, whereas another user group has
add, change, cancel and complete access to the same service. Refer to action level security for more information.

« If the application service has field level security enabled, you must also define the user group's security level for each
secured field on the transaction.

» Andfindly, you link individual usersto the user groups to which they belong. When you link a user to a user group,
this user inherits all of the user group's accessrights.

CAUTION: Menus may be suppressed! If all menu items on a menu are suppressed, the menu is suppressed.

Importing LDAP Users and User Groups

If your organization uses Lightweight Directory Access Protocol (LDAP), you can import your existing LDAP users and
groups into the system. Once imported, all user and group functions are available. Y ou can import all users, a group of
users, or asingle user. Y ou can resynchronize your LDAP users and groups at any time.

For information on how to set up your system to import users and groups from an LDAP store as well as how to do the
import, refer to Importing Users and Groups.
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Action Level Security

When you grant a user group accessto an application service, you must indicate the actions to which they have access.

» For application services that only query the database, there is a single action to which you must provide access - thisis
caled Inquire.

» For application services that can modify the database, you must define the actions that the user may perform. At a
minimum, most maintenance transactions support Add, Change, and I nquir e actions. Additional actions are available
depending on the application service's functions.

CAUTION: Important! If an application service supports actions that modify the database other than Add, Change, and
Delete; you must provide the user with Change access in addition to the other access rights. Consider a transaction that
supports specia actionsin addition to Add, Change, and Inquire (e.g., Freeze, Complete, Cancel). If you want to give
auser access to any of these special actions, you must also give the user access to the Inquire and Change actions.

Field Level Security

Sometimes transaction and action security is not sufficient. There are situations where you may need to restrict access based
on the values of data. For example, in Oracle Utilities Customer Care and Billing you might want to prevent certain users
from completing a bill for more than $10,000. Thisisreferred to as "field level security".

Field level security can be complex and idiosyncratic. Implementing field level security always reguires some programming
by your implementation group. This programming involves the introduction of the specific field-level logic into the
respective application service(s).

NOTE: Field level security logic is added to user exits. Refer to the Public API chapter of the Software Development
Kit Developer Guide for more information on how to introduce field-level security logic into an application service's
user exits.

Even though the validation of a user's field-level security rights requires programming, the definition of a user's access
rightsis performed using the same transactions used to define transaction / action level security. Thisis achieved as follows:

» Create a security type for each type of field-level security.

» Definethe various access levels for each security type. For example, assume you have some users who can complete
bills for less than $300, and other users who can complete bills for less than $1,000, and still other users who can
complete bills for any value. In this scenario, you'd need 3 access levels on this security type:

« Level 1 (lowest): May authorize hills <= $300
» Level 2 (medium): May authorize bills <= $1,000
» Level 3 (highest): May authorize all bills

» Link this security type to each application service where this type of field level security isimplemented. Thislinkageis
performed on the security type transaction.

» Defining each user group's access level for each security type (thisis done for each application service on which the
security typeis applicable).

NOTE:

Highest value grants highest security. The system expects the highest authorization level value to represent highest
security level. Moreover, authorization level is an aphanumeric field so care should be taken to ensure that it's set up
correctly.
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Encryption and Masking

"Encryption" refers to encrypting data stored in a database using an encryption key.

Only users whose database access user 1D has the appropriate encryption key can retrieve decrypted information. Please
refer to your database's encryption guidelines for how to encrypt data.

"Masking" refersto overwriting all or part of a decrypted field value with a masking character before it is presented to a
user (or an external system) without the appropriate security access. For example, an implementation can mask the first 12
digits of a credit card number with an asterisk for users who do not have security rights to see credit card numbers.

Multiple masking rules. The system allows different masking rulesto be applied to different fields. For example, a credit
card number can be masked differently than a social security number. In addition, some user groups may be allowed to see
certain fields unmasked.

Masking happens after decryption. It is obvious, but worth emphasizing, that only decrypted data can be masked. This
means that if auser does not have authority to retrieve decrypted data then masking is not relevant because the data to be
masked would be encrypted.

The topicsin this section describe how to mask field values.

Identify the Fields to Be Masked

Y our implementation should list every field on every page and inbound web service request that requires masking
Classify each field into one of the following categories:

» Anelement that is retrieved by invoking a business object, a business service, or a service script

» Afield that isretrieved by invoking a page service

» A fieldthat isretrieved by invoking a search service

» Anad hoc characteristic type's value

Primary keys cannot be masked. A field defined as a unique identifier of arow cannot be configured for masking.
Masking afield that is part of the primary key causes a problem when attempting to update the record. Thisrestriction also
appliesto elements that are part of a"list" in an XML column on a maintenance object. One or more elementsin the list
must be defined as a primary identifier of the list. Be sure that primary key elementsin thelist are not ones that require
masking.

Masking appliesto strings. Only fields with a data type of String can be masked.

List membersthat contain different " types'. Consider a page with alist that contains a person's phone humbers. Y ou can
set up the system so that a person’'s home phone has different masking rules than their work number. If your implementation
has this type of requirement, the list of masked fields should contain an entry for each masking rule.

Create a Security Type For Each Logical Field
Examine the list of masked fields and look for "logical fields".

For example, assume your list contains the following masked fields:

» The Person - Main page retrieves information using the person page service. This page contains a grid that contains the
various forms of 1D associated with the person. Entriesin the grid with an ID Type of "Social Security Number" are
subject to masking.

» The Control Central - Main page retrieves data by invoking a search service. This service shows a person's primary form
of ID inthe search results. If aperson's primary ID istheir socia security number then it is subject to masking.
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» The Control Central - Account Information page contains a map zone that retrieves data by invoking a service script. One
of the elementsin this script's schema holds the person's socia security number and it is subject to masking.

In the above example, thereisasingle "logical field" associated with the three secured elements: the social security number.
Examine your list and define the distinct logical fields. For each one, create a security type with two authorization levels:

e 1-Canonly seethe element masked

e 2- Canonly seethe element unmasked

Y ou should link all of the security types to an application service of your choosing. We recommend linking every masking-
oriented security type to asingle application service (e.g., CM_MASK) as it makes granting access easier.

Create An Algorithm For Each Security Type

A masking algorithm must be created for each security type.

These algorithms determine if a user has the rights to view a given field unmasked, and, if not, how the field should be
masked.

The base package provides the algorithm type F1-MASK whose parameters are designed to handle most masking needs.
This algorithm type's parameters are described below to provide the compl ete picture of how to control how afield is
masked and who can see it unmasked:

» Masking Character: Enter the character used to overwrite afield's value for users who can only see masked values.

» Number of Unmasked Characters: If some of the field value should remain unmasked at the end of the string, enter the
number of unmasked characters.

e Unmasked Characters: If some charactersin afield value should never be masked, enter them. For example, if a phone
number can contain dashes and parenthesis and you don't want these characters masked, you would enter - () . .

» Application Service: Enter the application service that you crested above.
» Security Type: Enter the security type that you created above.

« Authorization Level: Enter the authorization level that a user must have to see this field unmasked. If you followed the
recommendations above, thiswill be 2.

Create A Feature Configuration For Each Secured Element

Create a feature configuration with a Feature Type of Data M asking.

Add an option for every field that you defined in Identify The Fields To Be Masked.

Each field's option value will have an Option Type of Field Masking and a Value that references the respective algorithm
defined above. In addition, the Vaue will contain mnemonics that differ depending on how the field is retrieved.

NOTE: Only fields defined as strings are supported.

Schema Based Object Field Masking
For datathat is accessed via a schema-based object call and displayed in a Ul map, the field to be masked must reference a
meta-data field name in its schema definition: field="fld_name", alg="algorithm name"

If the element references an mdField in the schema, that is the field used to identify the masking rule. If thereis no mdField
reference but only a mapField reference, that is the field used to identify the masking rule. For example, if you want to mask
acredit card number, let's assume that field is defined in the schemais the following:

<credit Card ndFi el d="CONBR' napFi el d="EXT_ACCT | D'/ >
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In this case, the option value should be field=" CCNBR", alg="algorithm name" . An option value of field="EXT _
ACCT_ID", alg="algorithm name" would not result in masking.

A "where" clause may also be specified. Thisis useful for datathat residesin alist where only data of a certain type needs

to be masked: field="fld_name", alg="algorithm name" , where="fld_name="value

For example, person can have a collection of IDs and only 1Ds of type 'SSN' (social security number) should be masked. If
the person data including its collection of person IDsis displayed on a Ul map via abusiness object call, let's assume the
collection is defined in the following way:

<personl Ds type="list" mapChil d=Cl _PER | D"'>

<i sPrimaryld mapFi el d="PRI M_SW />

<i dType mapFi el d="1D _TYPE CD'/ >

<per sonl dNunber mapFi el d="PER_| D_NBR'/ >

</ per sonl ds>

The option value may look like this: field="PER_ID_NBR", alg="algorithm name", where="1D_TYPE_CD="SSN""
Please note the following important points for schema based masking:

« Limitation of 'where field Although the main use of a'where' clause for schema oriented elements is to mask certain
elementsin alist based on a'type', it is also possible to mask a single field in the schema based on the value of another
field. For example, imagine that a customer submits a registration form that defines an 1D type and ID value. Although
this datais not in alist, the implementation may still want to only mask the ID value if the ID typeis"SSN". The
framework is only able to mask an element in the schema based on a'where' clause if the element in the ‘where' clauseis
a"sibling" in the schema.

« |f the element to be masked isin alist, the element in the 'where' clause must be in the same list.

 If an element to be masked mapsto areal column in atable, the element in the 'where' clause must also map to areal
column in the table.

 |If an element to be masked maps to the CLOB of atable as a single element, the element in the 'where' clause must
map to the same CLOB as asingle element.

» Multiplefeatureoption entriesfor the samefield. It's possible that different schemas in the system have a similar type
of datathat may be masked based on different conditions. For example, imagine that an implementation has different
schemas that captured or referenced person identifiersin different ways:

» One schema captures a single person ID without any corresponding "type" record and it should always be masked
using Algorithm CM_SSN_MASK:

<per sonSSN nmapXM_=BO_DATA_AREA ndFi el d=PER_| D_NBR/ >

» One schema captures a person ID and a corresponding ID Type and it should be masked with Algorithm CM_SSN_
MASK if thetypeis"SSN" and masked with algorithm CM_FEIN_MASK if the typeis"FEIN".

<per sonl dType mapXM_.=BO_DATA AREA ndFi el d=I D_TYPE_CD/ >
<per sonl d mapXM_.=BO_DATA_ AREA ndFi el d=PER_| D_NBR/ >

» One schema captures a person ID and a corresponding ID Type and it has the same masking rules as the previous
schema, but a different field name is used for the ID Type code. (This scenario could happen if for example a different
label isdesired for ID Type on the user interface for this schema.)

<per sonl dType mapXM_.=BO DATA AREA ndFi el d=CM_| D TYPE/ >
<personl d mapXM_=BO _DATA AREA ndFi el d=PER | D NBR/ >

For this scenario, the feature options may look like this:

1. fied="PER_ID_NBR",alg="CM_SSN_MASK"

field="PER_ID_NBR", alg="CM_SSN_MASK",where="ID_TYPE_CD='SSN'""
field="PER_ID_NBR", alg="CM_FEIN_MASK",where="1D_TYPE_CD='FEIN""
field="PER_ID_NBR", alg="CM_SSN_MASK",where="CM_ID_TYPE="SSN"'"
field="PER_ID_NBR", alg="CM_FEIN_MASK",where="CM _ID_TYPE="FEIN"

o M w DN
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For each schema, the system will first find whether the element applies to any masking option. It will find 5 masking
optionsfor the field PER_ID_NBR. Then it will determine if any sibling elements match the ‘where' clause.

« If more than one sibling element matches a'where' clause, a runtime error isissued. For example if a schema has an
element that references "mdField=ID_TYPE_CD" and an element that references "mdField=CM _ID_TYPE", thisis
an error. Additionaly, if multiple elements reference mdField=ID_TYPE_CD", thisisan error.

» |f oneand only one sibling element matches a ‘where' clause, the value of the element is compared to the values
defined in the 'where' clause. If it finds a match on the value, the appropriate masking algorithm is applied. If no
match isfound (for example, the Person ID Typeis"LICENSE") the element isdisplayed asis.

 If no sibling element matches a'where' clause and a feature option exists with no ‘where' clause (option 1 above), then
the masking algorithm of the option with no ‘where' clauseis applied.

» Changingthevaluein the'where' clause. If your implementation has some users that are allowed to change records
where some data is masked based on a condition, it is recommended to design the user interface to reset the masked
value when the value in the 'where' clause changes. For example, if auser is prevented from viewing a person's social
security number, but the user is allowed to make updates to the person's record, changing the value of the Person ID
Type should reset the Person ID Number. Thiswould ensure that the user does not 'unmask' the social security number
by ssimply changing the ID Type.

Records Maintained Using Page Maintenance

For data that is accessed via a page maintenance service call, indicate the table name and the field name where the data
resides: table="table name", field="fld_name", alg="algorithm name"

For example if the Person record and its collection of identifiers are displayed and maintained using page maintenance, the
option value should betable="CI_PER_ID", field="PER_ID_NBR", alg="algorithm name"

A "where" clause may also be specified: table="table_name", field="fld_name", where="fld_name="value'",
alg="algorithm name"

Thisisuseful for datathat residesin a child table where only data of a certain type needs to be masked. For the person ID
example, table="CI_PER_ID", fild="PER_ID_NBR", alg="algorithm name", where="1D_TYPE_CD="SSN'"

Characteristic Data

For datathat is stored as a characteristic, simply indicate the characteristic type: CHAR_TYPE_CD='char type,
alg="algorithm name"

This needs to be defined only once regardless of which characteristic entity the char type may reside on. Note that only ad-
hoc characteristics are supported.

Masking Fields in Explorer Zones or Info Strings

In explorer zones data is often retrieved using SQL directly from the database. No masking is applied automatically in this
case. If thereis datain the explorer zone results that should be masked, the masking must be applied by calling a business
service.

Similarly, an MO Info algorithm may not use BO interaction to get data. It may access data using SQL for efficiency
purposes. No masking in applied when retrieving data via SQL. To apply masking to a string prior to including it in aninfo
string, the masking must be applied by calling a business service.

The system supplies two business servicesto be called to determine if masking rules apply for a specific field.

 F1-TableFieldMask - Mask a Table field. This business service receives atable name, field name and one or more field
values. If masking appliesit returns the masked value.

» F1-SchemaFieldMask - Mask a Schemafield. This business service receives a schema name and type, XPath and field
value. If masking appliesit returns the masked value.
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Search Service Results

For datathat is displayed via a search service call, indicate the search name and the appropriate field to mask along with
the masking algorithm. For example:sear ch=" Sear chServiceName", field="PER_ID_NBR", where="1D_TYPE _
CD='SSN'", alg="algorithm name"

To find the name of the search service, launch the search in question, right click in the filter area and choose View Source.
Search for ServiceName. The service name islisted there. To find the field name to mask, go back to the search window
and right click on the results area and choose View Source. Look for the Widget Info section and find the field name in the
SEARCH RESULTS (do not include the $). Note, the "where" statement can only apply to fields that are also part of the
search results.

Grant Access Rights To The User Groups

For each security type, identify which users can see its data unmasked and which users can only see its data masked.

If the masked and unmasked users fit into existing user groups, no additional user groups are necessary. Otherwise, create
new user groups for the masked and unmasked users.

After the user groups for each security type are defined, link each user group to the application service defined above. When
auser group is linked to the application service, you will define the authorization level for each security type linked to the
application service. If auser group's users should see the security type's field values unmasked, set the authorization level

to 2; otherwise set it to 1. Refer to User Group - Application Services for the transaction used to link a user group to an
application service.

NOTE: Flush the cache. Remember that any time you change access rights you should flush the security cache (by
entering flushAll.jsp on the URL of the application) if you want the change to take affect immediately.

Additional Masking Information

The following points provide additional information to assist in your masking configuration:

« If the demonstration database includes a Data M asking feature configuration, review the settings because it will
probably contain masking rules that will match your own.

« Ondatainput pages, a user might be able to enter or change masked data, such as a bank account number, but not be able
to subsequently see what they added or changed.

» Externa systems can request information by performing a service call via XAl. Please keep in mind that some XAl
requests require data to be masked and some do not. For example, arequest from an external system to synchronize
person information needs the person's social security number unmasked; whereas a request from aweb self service
application to retrieve the same person information for display purposes needs the person's social security number
masked. To implement this type of requirement, different users must be associated with each of the requests and these
users must belong to separate user groups with different access rights.

 If amaintenance object (MO) contains a CLOB field that holds an XML document and a service call invokes the MO's
service program directly, the system will mask individual XML elementsin the CLOB if a Determine BO algorithm
has been plugged into the maintenance object and the element(s) in the respective BO schema have been secured as
described above.

The Base Package Controls One User, One User Group, And
Many Application Services

When the system isinitialy installed, the following information is delivered:

Oracle Utilities Application Framework Administration Guide « 49



» Application services for all secured transactions, business objects and zones in the base package.
» A useridentified by the user id SY SUSER.

» A user group identified by the user group code ALL_SERVICES. This user group is associated with all supported
application services delivered with the base product. This user group is given access to all access modes for all
application services (i.e., al actions on al transactions).

e Theuser SYSUSER islinked tothe ALL_SERVICES user group. This means that this user has accessto al
transactions and all actions.

NOTE: Animplementation may use the User Enable setting on the user record to disable SY SUSER so that it is not
available as avalid user in the application.

When you receive an upgrade:
» New application services are delivered for the new transactions, business objects, zones introduced in the release.

 Existing application services are updated with changes in their access modes (e.g., if anew action isadded to a
transaction, its application service is updated accordingly).

» TheALL_SERVICES user group is updated so it can access the new / changed application services.

CAUTION: Important! Y ou cannot change or remove the information delivered for ALL_SERVICES. Thisinformation
is owned by the base package. It is provided so that an "initial user" has access to the entire system and can setup user
groups and users as per your organization's business requirements. It is not recommended to provide your own users
with accesstothe ALL _SERVICES user group. Rather, create user groups that are appropriate for the organization's
business requirements and define user access to these user groups. If you introduce new transactions, configure them for
the appropriate custom user groups.

The Big Picture of Row Security

Some products allow you to limit a user's access to specific rows. For example, in Oracle Utilities Customer Care and
Billing, row level security prevents users without appropriate rights from accessing specific accounts.

By granting a user access rights to an account, you are actually granting the user access rights to the account's hills,
payment, adjustments, orders, efc.

Thetopicsin this section describe basic row level security objects.

FASTPATH: For amore detailed description of how row level security has been implemented in Oracle Utilities
Customer Care and Billing, refer to Administration Guide - Implementing Account Security in the Customer Care
and Billing documentation.

Access Groups, Data Access Roles and Users

Well use an example from Oracle Utilities Customer Care and Billing to describe how access groups and roles are used to
restrict access to accounts. The following diagram illustrates the objects involved with account security:

Data Access Role Access Group
= =
=
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An Access Group defines a group of Accounts that have the same type of security restrictions. A Data Access Role defines
agroup of Usersthat have the same access rights (in respect of access to accounts). When you grant a data access role
rights to an access group, you are giving all usersin the data access role rights to all accounts in the access group.

The following points summarize the data rel ationshi ps involved with account security:
» An account references a single access group. An access group may be linked to an unlimited number of accounts.
» A data accessrole has one or more users associated with it. A user may belong to many data accessroles.

» A data accessrole may belinked to one or more access group. An access group may be linked to one or more data
accessroles.

If you use row level security, setting up your access roles and groups can be easy or challenging - it all depends on your
organization's requirements. Refer to the product's Administration Guide - | mplementing Account Security for several
case studies. These case studies provide examples of how different requirements can be implemented using these concepts.

Defining Application Services

An application service exists for every transaction in the system. Please refer to Application Security for a description of
how application services are used when you grant user groups access rights transactions.

NOTE: Maintenance of thisinformation israre. The system is supplied with an application service for every
transaction in the system. Y ou will only add application servicesif you introduce new transactions.

CAUTION: Important! If you introduce a new application service, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Application Service - Main

Select Admin Menu > Application Service to define an application service.
Description of Page
Enter aunique Application Service code and Description for the application service.

Indicate the application service's various Access M odes (i.e., actions). Refer to Action Level Security for more information
about the significance of these fields.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference SC_APP_SERVICE.

Application Service - Application Security

Use the Application Security portal to set up security for an application service.
Open this page using Admin Menu > Application Service, and then navigate to the Application Security tab.
This section describes the available zones on this page.

Application Service Details zone. The Application Service Details zone contains display-only information about the
selected application service, including the Access Modes for the application service and its security type.

User Groupswith Access zone. The User Groups with Access zone lists the user groups that have access to the application
service. The following actions are available:

» Click the Description link to navigate to the User Group - Users page for the adjacent user group.
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» Click Deny Accessto remove the user group’s access rights from the selected Application Service.
» Usethe search filters to display the user groups that contain a specific user.

User Groupswithout Access zone. The User Group without Access zone lists the user groups that do not have access to
the application service. The following actions are available:

» Click the Description link to navigate to the User Group - Users page for the user group.

» Click Grant Accessto navigate to the User Group - Application Services page for the user group. The page is
automatically positioned at the selected application service.

» Usethe search filters to display the user groups that contain a specific user.

Defining Security Types

Security types are used to define the types of field level security.

NOTE: Programmingisrequired. You cannot have field level security without introducing logic to user exits. Refer
to Field Level Security for more information on how security types are used to define field level security.

Security Type - Main

Select Admin Menu > Security Type to define your security types.

Description of Page

Enter aunique Security Type and Description.

Use the Authorization Level grid to define the different authorization levels recognized for this security type. Enter an
Authorization Level Number and its Description.

NOTE: Programming isrequired. Note that the values that you enter are not interpreted by the system itself, but by
the user exit code used to implement the special security. Check with the developer of the user exit logic for the correct
values. Refer to Field Level Security for more information on how security types are used to define field level security.

Use the Application Services grid to define the application service(s) to which this security type is applicable. If this
application service is aready associated with user groups, you must update each user group to define their respective
security level. Thisis performed using User Group - Application Service.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_SC TYPE.

Defining User Groups

A user group is agroup of users who have the same degree of security access. Think of auser group as a"rol€"; associated
with arole are:

e Theuserswho play thisrole

» The application services to which the rol€'s users have access (along with the actions they can execute for each service
and their field level security authorization levels).
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User Group - Main

Select Admin Menu > User Group to view the application services to which a user has access.

CAUTION: Application services may not be changed or removed from the ALL_SERVICES user group. Refer to The
Base Package Controls One User, One User Group, And Many Application Services for an explanation.

Description of Page
Enter aunique User Group code and Description for the user group.

Owner indicatesif this user group is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add a user group. Thisinformation is display-only.

The Application Services grid displays the various application services to which usersin this group have access. Please
note the following in respect of this grid:

» Usethe Application Service search to restrict the application services displayed in the grid. For example, if you only
want to see application services that start with the word "field", you can enter thisword and press enter.

» To add additional application services to this user group, navigate to the User Group - Application Services page and
click the + icon.

» Toremove or change this user group's access to an application service, click the go to button adjacent to the respective
application service. Thiswill cause you to be transferred to the User Group - Application Services tab where you should
click the - icon to remove the application service from the user group.

» Note, Owner indicatesif this user group / application service relationship is owned by the base package or by your
implementation (Customer M odification). The system sets the owner to Customer M odification when you add an
application service to the user group. Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference SC_ USER_GROUP.

User Group - Application Services

Select Admin Menu > User Group and navigate to the Application Servicestab to maintain a user group's access rights
to an application service.

NOTE: Important! When you grant a user group access rights to an application service, you are actually granting all
usersin the user group access rights to the application service.

Description of Page

The Application Service scroll contains the application services to which the User Group has access.

NOTE: Note. You can also use Main page to select the application service for which you wish to change the access
privileges. To do this, simply click the go to button adjacent to the respective application service.

To add additional application services to this user group, click the + icon and specify the following:
 Enter the Application Service I D to which the group has access.
» Definethe Expiration Date when the group's access to the application service expires.

Define the Access M odes that usersin this group have to the Application Service. When a new application serviceis
added, the system will default all potential Access M odes associate with the Application Service. You need only remove
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those modes that are not relevant for the User Group. Refer to Action Level Security for more information about access
modes.

CAUTION: Important! If an application service supports actions that modify the database other than Add, Change, and
Delete; you must provide the user with Change access in addition to the other access rights. Consider a transaction that
supports actions in addition to Add, Change, and Inquire (e.g., Freeze, Complete, Cancel). If you want to give a user
access to any of these additional actions, you must also give the user access to the I nquire and Change actions.

If you require additional security options, often referred to as "field level” security, then you use Security Type Code
and assign an Authorization Level to each. When a new application service is added, the system will display a message
indicating how many security types are associated with this application service. Use the search to define each Security
Type Code and indicate the appropriate Authorization Level for this user group. Refer to Field Level Security for more
information about security types.

User Group - Users

Select Admin Menu > User Group and navigate to the User s tab to maintain the usersin a user group.
Description of Page
The scroll area contains the users who are part of this user group.

NOTE: Keepin mind that when you add a User to aUser Group, you are granting this user access to all of the
application services defined on the Application Services tab.

The following fields are included for each user:

» Enter the User ID of the user.

» UseExpiration Date to define when the user's membership in the group expires.
e Owner will be Customer M odification.

NOTE: Note. You can also add a user to auser group using User - Main.

Defining Access Groups

FASTPATH: Referto The Big Picture of Row Security for a description of how access groups are use to restrict access
to specific objects.

Access groups control which groups of users (referred to as Data Access Roles) have rights to accounts (or other objects)
associated with the access group. Select Admin Menu > Access Group to define your access groups.

Description of Page
Enter aunique Access Group code and Description for the data access group.

Use the Data Access Role collection to define the data access roles whose users have access to the access group's accounts
(or other objects). Keep in mind that when you add a Data Access Role to an Access Group, you are granting al users who
belong to thisrole access to al of the accounts (or other objects) linked to the access groups. Refer to Access Groups, Data
Access Roles and Users for more information.

NOTE: You can aso use Data Access Role - Access Group to maintain a data access rol€'s access groups.
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Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_ACC_GRP.

Defining Data Access Roles

FASTPATH: Referto The Big Picture of Row Security for a description of how access groups are use to restrict access
to specific objects.

The data access role transaction is used to define two things:
» The userswho belong to the data access role.
» The access groups whose accounts (or other objects) may be accessed by these users.

Data Access Role - Main

Select Admin Menu > Data Access Role to define the users who belong to a data access role.
Description of Page
Enter aunique Data Access Role code and Description for the data access role.

The scroll area contains the User s who belong to thisrole. A user's data access roles play a part in determining the accounts
(or other objects) whose data they can access. Refer to Access Groups, Data Access Roles and Users for more information.

To add additional usersto this data accessrole, press the + button and specify the following:

» Enter the User ID. Keep in mind that when you add a User to a Data Access Role, you are granting this user access to
all of the accounts (or other objects) linked to the data access rol€'s access groups.

» UseExpiration Date to define when the user's membership in this data access role expires.

NOTE: Also maintained on the user page. Y ou can also use User - Access Security to maintain a user's membership in
data access roles.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_DAR.

Data Access Role - Access Group

Select Admin Menu > Data Access Role and navigate to the Access Groups tab to define the access groups whose
accounts (or other objects) may be accessed by the usersin this data accessrole.

Description of Page

Use the Access Group collection to define the access groups whose objects can be accessed by this role's users. Keep in
mind that when you add an Access Group to a Data Access Role, you are granting all users who belong to this role access
to al of the accounts (or other objects) linked to the access groups. Refer to Access Groups, Data Access Roles and Users
for more information.

NOTE: You can aso use Access Group - Main to maintain an access group's data access roles.
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Defining Users

The user maintenance transaction is used to define a user's user groups, data access roles, portal preferences, default values,
and To Do roles. To access the user maintenance transaction, select Admin Menu > User .

The user maintenance transaction is the same transaction invoked when the user clicks on the preferences button; the only
difference isthat when the user transaction is invoked from the Administration menu, all input fields are updatable. When
the transaction isinvoked from the My Preferences Button, many fields are protected to prevent end-users from changing
important profile information. Please see the User Preferences page for a description of this transaction.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference SC_USER.
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Chapter 4

User Interface Tools

This section describes tools that impact many aspects of the user interface.

Defining Menu Options

The contents of this section describe how you can add and change menus and Context Menus.

CAUTION: Updating menus requires technical knowledge of the system. This is an implementation and delivery issue
and should not be attempted if you do not have previous experience with menus.

NOTE: Security and menus. Refer to Application Security for a discussion of how application security can prevent
menu items (or an entire menu) from appearing.

NOTE: Module configuration and menus. Y our module configuration can prevent menu items (or an entire menu)
from appearing.

Menu - Main

This transaction is used to define / change any menu in the system. Navigate to this page using Admin Menu > Menu .
Description of Page
Enter ameaningful, unique Menu Name.

Owner indicatesif thismenu lineis owned by the base package or by your implementation ( Customer M odification). The
system sets the owner to Customer M odification when you add a menu line. Thisinformation is display-only.

The Flush Menu button is used to flush the cached menu items so you can see any modified or newly created menus. Refer
to Caching Overview for more information.

Menu Type defines how the menu is used. Y ou have the following options:
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» Enter Admin for the administration menu. The Admin menu is a special type of Main menu as admin menu items can be
grouped aphabetically or by functional group. Refer to the description of Admin Menu Order on Installation Options -
Base for more information about admin menu options.

» Enter Context to define a context menu
» Enter Main to define a menu that appears on the menu bar.

» Enter Submenu to define amenu that appears when a menu item is selected. For example, the Main menu contains
numerous submenus. Each submenu contains the navigation options used to open a page.

Long Label isonly enabled for Admin and Main menus. It contains the text displayed to identify the menu when the menu
button is clicked.

Menu Bar Description is only enabled for Admin and Main menus. It contains the text displayed to identify the menuin
the menu bar.

Sequenceisonly enabled for Admin and Main menus. It controls the order of the menu in the list of menus that appears
when the menu button is clicked.

The grid contains a summary of the menu's lines. Refer to the description of Menu Items for how to add items to a menu
line.

* Menu LinelD isthe unique identifier of the line on the menu. Thisinformation is display-only.

» Sequenceistherelative position of the line on the menu. Note, if two lines have the same Sequence, the system
organizes the lines alphabetically (based on the Long L abel, which is defined on the next tab).

» Navigation Option / Submenu contains information about the line'sitems. If the line's item invokes a submenu, the
submenu's unique identifier is displayed. If the line'sitem(s) invoke atransaction, the description of the first item's
navigation option is displayed.

» LongLabel isthe verbiage that appears on the menu line.
» Item Count isthe number of menu items on the line.

« Owner indicatesif thismenu lineis owned by the base package or by your implementation ( Customer M odification).
The system sets the owner to Customer M odification when you add a menu line. Thisinformation is display-only.

Menu - Menu ltems

After amenu has lines (these are maintained on the main tab), you use this page to maintain amenu line'sitems.

Each menu line can contain one or two menu items. The line's items control what happens when a user selects an option on
the menu.

There are two types of menu items: one type causes a transaction to be invoked when it's selected; the other type causes a
submenu to appear. For example,

» Thefollowing is an example of a menu line with two items: one opens the account transaction in update mode, the other
(the + icon) opens the account transaction in add mode:

|!Accuunt -|-]

» Thefollowing is an example of amenu line with a single item that opens a submenu:

ICustDmerInfﬂrmatiun pl

If you want to display an existing menu line'sitems:

» Navigateto Admin Menu > Menu and display the menu in question.

 Click the go to button on the line whose menu items should be displayed on this tab.
If you want to add a new line to an existing menu line:
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» Navigateto Admin Menu > Menu and display the menu in question.
» Click the + button to add anew lineto the grid.

» Use Sequence to specify the relative position of the line on the menu. Note, if two lines have the same Sequence, the
system organizes the lines alphabetically (based on the Long L abel ,which is defined on the next tab).

+ Savethenew line.
» Click the go to button on the new line.
Description of Page

Menu Name is the name of the menu on which the line appears. Menu Line ID isthe unique identifier of the line on the
menu. Owner indicates if this menu is owned by the base package or by your implementation (Customer M odification).
Thisinformation is display-only.

The Menu Lineltems scroll contains the line's menu items. The following points describe how to maintain aline's items:
* Menu Item ID isthe unique identifier of the item.
» Owner indicatesif thisitem is owned by the base package or by your implementation (Customer M odification).
+ If the menu item should invoke a submenu (as opposed to a transaction):
» Use Sub-menu Nameto identify the menu that should appear when the line is selected
» UseLongLabel to define the verbiage that should appear on the menu line
« If theitem should invoke atransaction (as opposed to a submenu):

» Use Sequence to define the order the item should appear in the menu line (we recommend thisbe setto 1 or 2 asa
menu line can have a maximum of 2 menu items).

» Use Navigation Option to define the transaction to open (and how it should be opened). Refer to Defining
Navigation Options for more information.

 |f you want an icon to appear on the menu line (as opposed to text)

» Uselmage GIF Location and Name to define the location in which the icon resides on the web server. For example,
you could enter /images/contextAdd.gif if you want the classic "+" icon to appear. Y our icons can be located on the
product's web server or on an external web server. To add a new icon to the product web server, place it under the/
cm/images directory under the DefaultWebApp. Then, inthe URL field, specify the relative address of the icon. For
example, if theicon'sfile name is mylcon.gif, the URL would be /cm/images/myl con.gif. If the icon resides on an
external web server, the URL must be fully qualified (for example, http://myWebServer/images/myl con.gif).

» Uselmage Height and mage Width to define the size of theicon.
» UseBalloon Description if you want atool tip to appear when the cursor hovers over theicon.

» UseLong Label to describe what this menu item does (note, this won't appear on the menu because you are specifying
anicon; it'sjust good practice).

 If you want text to appear on the menu line (as opposed to an icon), use Long L abel to define the text.

» TheOverrideLabel isprovided in case you want to override the base-package's label.

» UseApplication Service and Access M ode to easily suppress a menu item for one or more users. Refer to Application
Security for more information.

NOTE: Owner indicatesif this menu lineis owned by the base package or by your implementation (Customer
M odification). The system sets the owner to Customer M odification when you add a menu line. Thisinformation is

display-only.
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The Big Picture of System Messages

All error, warning and informational messages that are displayed in the system are maintained on the message table. Every
message is identified by a combination of two fields:

» Message category number. Think of a message category as alibrary of messages related to a given functional area. For
example, there is a message category for billing messages and another one for payment messages.

» Message number. A unique number identifies each message within a category.
Every message has two components: a brief text message and along description. On the M ain tab, you can only maintain
the brief message. If you need to update a message's long description, you must display the message on the Details tab.

NOTE: You cannot changethe base package'stext. If the messageis"owned" by the base package, you cannot
change the base package's message or long description (if you could, your changes would be overwritten during an
upgrade). If you want your users to see a different message or long description other than that supplied by the base
package, display the message on the Details tab and enter your desired verbiage in the "customer specific" fields (and
flush the cache).

Defining System Messages

The contents of this section describe how to maintain messages that appear throughout the system.

Message - Main

Select Admin Menu > Message to maintain a message category and its messages.
Description of Page

To add a new message category, enter a M essage Category number and Description.

NOTE: Owner indicatesif this message category is owned by the base package or by your implementation (Customer
M odification). The system sets the owner to Customer M odification when you add a category. Thisinformation is

display-only.

CAUTION: Message category 80000 or greater must be used to define new messages introduced for a specific
implementation of the system. Changes to other Message Text will be overwritten when you next upgrade. If you want
to make a change to a Message, drill down on the message and specify Customer Specific Message Text. Note that even
for message categories 80000 and higher, message numbers lower than 1000 are reserved for common base product

messages.
To update a message, you must first display its M essage Category. Y ou can optionally start the message grid at a Starting
M essage Number .

To override the message text or long description of messages owned by the base package, click on the message's go to
button. When clicked, the system takes you to the Details tab on which you can enter your implementation's override text.

The following points describe how to maintain messages owned by your implementation:

» Click the - button to delete a message.

 Click the + button to add a new message. After clicking this button, enter the following fields:
» UseMessage Number to define the unique identifier of the message within the category.
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» Use Message Text to define abasic message. Y ou can use the %n notation within the message text to cause field values
to be substituted into a message. For example, the message text The % 1 non-cash deposit for % 2 expireson % 3 will
have the values of 3 fields merged into it before it is displayed to the user (%1 is the type of non-cash deposit, %2 is the
name of the customer, and %3 is the expiration date of the non-cash deposit).

Please note - the system merges whatever values are supplied to it. Therefore, if a programmer supplies a premise address
as the second merge parameter in the above message, this address is merged into the message (rather than the customer's
name).

» Owner indicates if this message number is owned by the base package or by your implementation (Customer
M odification). The system sets the owner to Customer M odification when you add a message. Thisinformation is

display-only.
» Click the go to button to enter a detailed description of the message. Clicking this button transfers you to the Details tab.

» To change amessage, smply overtypeits M essage Text and save the category. Note, you must transfer to the Details tab
if you want to update a message’ s detailed Description.

Where Used

Follow thislink to open the data dictionary where you can view the tables that reference ClI_MSG. In addition, messages are
used throughout the system for error messages and other system messages.

Message - Details

Select Admin Menu > Message and navigate to the Details tab to define detailed information about a message.

NOTE: You don't haveto usethe scroll. Rather than scrolling through the messages, you can display a message by
clicking the respective go to button in the grid on the main tab.

Description of Page

The M essage Collection scroll contains an entry for every message in the grid on the Main tab. It's helpful to categorize
messages into two categories when describing the fields on this page:

» Base-package messages

» Implementation-specific messages (i.e., a message added to M essage Category 80000 or greater)
For base-package messages, you can use this page as follows:

 If you want to override a message, specify Customer Specific M essage Text.

» You arelimited to the same substitution values used in the original M essage Text. For example, if the original M essage
Text isThe % 1 non-cash deposit for % 2 expires on % 3 and %1 is the type of non-cash deposit, %2 is the name of the
customer, and %3 is the expiration date of the non-cash deposit; your Customer Specific M essage Text islimited to the
same three substitution variables. However, you don't have to use any substitution variable in your message and you can
use the substitution variables in whatever order you please (e.g., %3 can be referenced before %1, and %2 can be left out
altogether).

« If you want to override the detailed description of an error message, specify Customer Specific Description. Note that
the system does not present longdetailed descriptions when warnings are shown to users. Therefore, it doesn't make sense
to enter this information for awarning message.

For implementation-specific messages, you can use this page as follows:
e Use Message Text to define the message.

Y ou can use the % n notation within the message text to cause field values to be substituted into a message. For example,
the message text The % 1 non-cash deposit for % 2 expires on % 3 will have the values of three fields merged into

it beforeit is displayed to the user (%1 is the type of non-cash deposit, %2 is the name of the customer, and %3 isthe
expiration date of the non-cash deposit).
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CAUTION: If both Message Text and Customer Specific M essage Text are specified, the system will only display the
Customer Specific Message Text in the dialog presented to the user.

» UseDetailed Description to define additional information about an error message. Note that the system does not present
detailed descriptions when warnings are shown to users. Therefore, it doesn't make sense to enter thisinformation for a
warning message.

CAUTION: If both Detailed Description and Customer Specific Description are specified, the system will only
display the Customer Specific Description in the dialog presented to the user.

The Big Picture of Portals and Zones

A portal is apage that is comprised of one or more information zones. The base product pages are built using either afixed
page metaphor or using portals and zones. The contents of this section describe general information about portals and zones.

There Are Three Types of Portals

There are three broad classes of portals:

» Standalone Portal. Standalone portal s are separate pages where the main tab of the pageis built using a portal. These
pages are opened using any of the standard methods (e.g., by selecting a menu item, by selecting afavorite link, etc.).
Additional tabsfor a stand-alone portal may be included using tab page portals.

» Tab Page Portals. These types of portals cannot be attached to a menu. They simply define the zones for atab on
either a standalone portal or on a*“fixed” page. Please contact customer support if you need to add portalsto existing
transactions.

» Dashboard Portal. The dashboard portal is a portal that appears in the Dashboard Area on the users desktop. Its zones
contain tools and information that exist on the user's desktop regardless of the transaction.

Thereis only one dashboard portal. This portal and several zones are delivered as part of the base-package. Y our
implementation can add additional zonesto this portal. Please contact customer support if you need to add zones to the
dashboard portal.

Common Characteristics of All Portals

The topics that follow describe characteristics common to all types of portals.

Portals Are Made Up of Zones

A "portal" is apage that contains one or more "zones' where each zone contains data of some sort.

All zones reference aZone Type. The zone type controls the behavior of the zone and the parameters available to configure
the zone.

Configuring Zones for a Portal

The portal page includes configuration of how the zones should appear on the portal by default. This includes the following
options, al of which may be overridden by an implementation.
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« The order in which the zone should appear. An implementation may configure an override sequence to change the order
zones on a base delivered portal.

» Whether the zoneis visible on the portal. Zones delivered in the base package should be configured to be visible. But an
implementation may override thisif desired.

» Whether the zone should display initially collapsed or not. A zon€' s datais only retrieved when it is expanded. As such,
azone may be configured to be initially collapsed when the datais not needed very often. A user can expand the zone
when the information is required. Implementations may change the collapsed setting of a base package portal / zone.

FASTPATH: Refer to Zones May Appear Initially Collapsed When a Page Opens for more information.

FASTPATH: Refer to Defining Portals for more information about this configuration.

In addition, the portal includes configuration to indicate whether or not the portal should appear on a user’s portal
preferences. Thisistypically enabled for a portal that provides disparate information where not all zones are applicable to
al users or where users may wish to adjust the order of the zones. An example of aportal enabled for portal preferencesis
the Dashboard portal. The user can override zone oriented configuration for the portal :

» Which zones appear on that portal

» The order in which the zones appear

»  Whether the zones should beinitially collapsed when the portal page opens.

» Therefresh seconds. Thisis applicable to zones displaying data that changes often.

An implementation can optionally configure the system to define portal preferences on one or more "template” users. When
atemplate user islinked to a"real" user, the real user's preferences are inherited from the "template” user and the "real” user
cannot change their preferences. Some implementations opt to work this way to enforce a standard look and feel for usersin
the same business area.

FASTPATH: Refer to User — Portal Preferences for more information about how users configure their zones.

Granting Access to Zones

An application serviceis associated with each zone. A user must be granted access rights to the respective application
service in order to see azone on a portal page.

FASTPATH: Refer to The Big Picture Of Application Security for information about granting users access rights to an
application service.

Please note the following with respect to zone application security:

» For most base package portals, all the zones for all the portals reference the same application service that is used to grant
access to the main (stand-alone) portal for the page. In other words, if the user has access to the page, then he has access
to al the zones on all portals for the page. There may be exceptionsto this rule for certain portals.

* For abase package multi-query zones, typically the individual query zones and the multi-query zone reference the same
application service that is used to grant access to the main (stand-alone) portal for the page. However, there may be
individual query zones provided with a unique application service. This may occur when the query option is unusual and
not applicable to all users or even to all implementations. If a user does not have security access to an individual query
zone, that option will not be available in the dropdown.

 For base package portals that are configured to show on portal preferences, it is common that the portal contains different
types of zones that may be applicable to different types of users. Typically these types of portalswill deliver a unique
application service for each zone so that an implementation may configure which user groups are allowed to view each
zone. For these types of portals, please note the following:
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» A user's Portal Preferences page contains arow for a zone regardless of whether the user has access rights to the
zone. Because of this, the system displays an indication of the user's access rights to each zone.

» |f auser'saccess rightsto a zone are revoked, the zone will be suppressed when the user navigates to the respective
portal page.

» Revoking a user's access rights does not change the user's portal preferences (i.e., auser can indicate they want to
see azone even if they don't have access to the zone - such a zone just won't appear when the respective portal page

appears).

NOTE: If you don't need to use zone security. When defining a zone, an application service is required. For zones that
don't require special security, the product provides a“ default” application service (F1-DFLTS) that may be used. The
expectation isthat all user groups are granted access to this application service.

Common Characteristics of Stand-Alone Portals

The topics that follow describe addition characteristics specific to stand-alone portals.

Putting Portals on Menus

A stand-alone portal should appear as a menu item on one of your menus. The following points provide how to do this:

» Every stand-alone portal has an associated navigation option. Y ou can see a portal's havigation option on the Portal -
Main page.

» Toadd aportal to amenu, you must add a menu item to the desired menu. This menu item must reference the portal's
navigation option. There are two ways to add a menu item:

« |f the portal's navigation option doesn't currently exist on amenu, you can pressthe Add To Menu button on the Portal -
Main page. When you press this button, you will be prompted for the menu. The system will then create amenu item on
this menu that references the portal’s navigation option.

» You can adways usethe Menu page to add, change and delete menu items.
NOTE: Nolimit. A portal's navigation option can appear on any humber of menu items (i.e., you can create severa
menu items that reference the same portal.

NOTE: Favoritelinks. Your users can set up their preferences to include the portal's navigation option on their
Favorite Links. Thisway, they can easily navigate to the portal without going through menus.

Granting Access to A Portal

An application serviceis associated with each stand-alone portal. A user must be granted access rights to the respective
application service in order to see a portal.

FASTPATH: Refer to The Big Picture Of Application Security for information about granting users access rights to an
application service.

NOTE: Automatically created. When you add a new stand-alone portal, the system automatically creates an
application service behind the scenes. You'll need to know the name of this application service as thisis what you use to
grant access to the portal. The name of each stand-al one portal's application service is shown on the portal transaction.

Please note the following in respect of how application security impacts a user's zones:
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» A user's Portal Preferences page only shows the portals configured to show on user preferences and where they have
security access.

» The system's menus only show portals to which a user has security access.

» Userscan set up favorite links to all portals, but they must have security rights to the portal's application service in order
to invoke the favorite link.

Custom Look and Feel Options

The default ook and feel of the application can be customized viafeature configuration and cascading style sheets. The
base package is provided with a Custom L ook And Feel Feature Configuration type. Y ou may want to set up afeature
configuration of thistype to define style sheet and Ul Map help options.

User Interface

The base package alows for the conditional inclusion of customer styles into the system style set. The custom style may
override any style provided by the base package. The style sheet may a so include new styles for use in customer zone
definitions. Use the Style Sheet option on the Custom L ook And Feel Feature Configuration to define your custom style
sheet.

NOTE: Note. Some styles cannot change if they are part of the HTML code.

CAUTION: Implementers must ensure that the customized user interface is stable and scalable. Changing font,
alignment padding, border size, and other user interface parameters may cause presentation problems, like scrollbars
appearing or disappearing, cursors not working as expected, and unanticipated look and feel alterations of some layouts.

Ul Map Help

A tool tip can be used to display additional help information to the user. This applies to section elements as well as
individual elements on amap zone or Ul Map. Refer to the tips context sensitive zone associated with the Ul Map page for
more information. The Custom L ook And Feel Feature Configuration provides options to control the following:

» Whether Ul Map Help functionality isturned on of off. By default it is turned on.
» Override the default help image with a custom image
» Thelocation of the help image, either before or after the element.

FASTPATH: Refer to the feature configuration for a detailed description of each option.

Setting Up Portals and Zones

The topicsin this section describe how to set up portals and zones. Please refer to the The Big Picture of Portals and Zones
for background information.

Defining Zone Types

Select Admin Menu > Zone Type to maintain zone types.
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NOTE: Itisnot very common for an implementation to introduce their own zone types.

Description of Page
Specify an easily recognizable Zone Type code and Description. Use the Detailed Description to describe in detail what
the zone type does.

CAUTION: When adding new zone types, carefully consider its naming convention. Refer to System Data Naming
Convention for more information.

Owner indicatesif this zone type is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add a zone type. This information is display-only.

Java Class Name is the Java class responsible for building the zone using the parameters defined below.
Two types of parameters are specified when defining a zone type:

» Parameter values that have a Usage of Zone are defined on the zones and control the functionality of each zone governed
by the zone type. A Usage value of Zone - Override Allowed indicates that an implementation may override the
parameter value for a base zone.

» Parameter values that have a Usage of Zone Type are defined directly on the zone type and control how the zone type
operates (e.g., the name of the XSL template, the name of the application service). A Usage value of Zone Type -
Override Allowed indicates that an implementation may override the parameter value for a base zone type.

The following points describe the fields that are defined for each parameter:

» Sequence defines the relative position of the parameter.

» Parameter Name isthe name of the parameter.

» Description isa short description that allows you to easily identify the purpose of the parameter.
» Comments contain information that you must know about the parameter or its implementation.

» Usage indicates whether the parameter value is defined in a Zone of thistype or in the Zone Type. Zone - Override
Allowed and Zone Type - Override Allowed indicate that override values for the parameters defined in a base zone or
base zone type can be entered.

» Required is checked to indicate that a zone must define avalue for the parameter. It is not checked if avalue for the
parameter is optional. Thisfield is protected if the Usage is Zone Type or Zone Type - Override Allowed.

» Parameter Valueis used to define the value of zone type parameters. Thisfield is protected if the Usageis Zone or
Zone - Override Allowed.

» Owner indicatesif this parameter is owned by the base package or by your implementation (Customer M odification).
The system sets the owner to Customer M odification when you add a parameter. This information is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_ZONE_HDL.

Zone Type Parameter Comments

For the product owned zone type parameters, the parameter’ s detailed description provides the detail needed for properly
configuring the parameter. For the Action parameters IMPLEMENTOR_ACTION_n), the parameter descriptionis
abbreviated. Additional detail about configuring this parameter may be found in the Zone Action Parameter detailed
information. The same details apply.

Defining Zones

The contents of this section describe how to maintain zones.
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Zone - Main

Select Admin Menu > Zone to maintain azone.
Description of Page
Specify an easily recognizable Zone identifier and Description.

CAUTION: Important! When introducing a new zone, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Owner indicatesif this zone is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer Modification when you add a zone. Thisinformation is display-only.

Zone Type identifies the zone type that defines how the zone functions.

Application Serviceisthe application service that is used to provide security for the zone. Refer to Granting Access To
Zones for more information.

The Width definesif the zone occupies the Full width of the portal or only Half.

NOTE: Zoneson the dashboard portal are always the width of the dashboard.

If the zone type supports help text, you can use Zone Help Text to describe the zone to the end-users. Please refer to the
section on zone help text for more information on how you can use HTML and cascading style sheetsto format the help
text.

Use Override Zone Help Text to override the existing embedded help text for this zone.

NOTE: Viewing Your Text. You can pressthe Test button to see how the help text will look when it's displayed in the
zone.

The grid contains the zone's parameter values. The Zone Type controls the list of parameters. The grid contains the
following fields:

» Description describes the parameter. Thisis display-only. Note that if there is a detailed description on the zone type
parameter, a question mark icon appears next to the parameter's description. Click the icon to see details related to the
parameter, including tips on how to populate the parameter value.

 isthevaluefor the parameter.

» UseOverride Parameter Valueto override the existing value for this parameter. Thisfield is enabled when the related
zone type parameter valueis Zone - Override Allowed, and the zone is owned by the base product.

» Owner indicatesif this parameter is owned by the base package or by your implementation (Customer M odification).
Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference Cl_ZONE.

Zone - Portal

Select Admin Menu > Zone and navigate to the Portal tab to define the portals on which a zone appears.
Description of Page

The scroll area contains the portals on which the zone appears.

To add a zone to a portal, press the + button and specify the Portal.
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dataDictionary?type=TABLE&name=CI_ZONE

NOTE: Owner indicatesif this portal / zone relationship is owned by the base package or by your implementation

(Customer Modification). Thisinformation is display-only.

NOTE: You can aso add azoneto aportal using Portal - Main. Additional configuration about how the zone appears

on the portal is available only on the Portal page.

Common Zone Parameters

For most zone parameters, the inline help for the parameter provides the detailed information needed for configuring the
parameter values. For some parameters with very detailed descriptions, the inline help is abbreviated and more detail is

provided here.

Zone Action

Most zone types provided by the product allow for one or more Zone Actions to be defined to appear in the zone header. An
action can appear as a hyperlink, icon or button. The action can also be provided asan HTML string.

NOTE: Zonetypes aso include parameters for actions defined at the zone type level using IMPLEMENTOR _
ACTION_n (Action n) parameters. These are rarely used by the product zone types. The actions defined here override
any actions defined on the zone type (if present). The details below apply to the zone type level actions as well.

A zone action is defined using the following mnemonics:

Mnemonic Description Valid Values
type= This mnemonic defines the appearance of the action in the zone LINK
header. ICON

BUTTON

ASIS
action= This mnemonic defines the action to take when the link/icon/button NAVIGATION

is clicked. This is ignored when the type=ASIS. SCRIPT
navopt= Defines the navigation option to use when the 'NAV_OPT_CD'
action=NAVIGATION.
bpa= Defines the script to run when the action=SCRIPT. 'SCRIPT_CD'
icon= Indicates the icon to use when type=ICON. DISP_ICON_CD

'path’

asis= This is required when the type=ASIS. This provides the ability to [HTML
precisely define the HTML you wish to have included in the header.
All valid HTML is permitted including the use of "ora" css classes
and javascript functions.
label= By default, the label or tooltip will come from the navigation option FIELD_NAME
or BPA script description. Use this mnemonic to override that label.

‘text’
context=[targetl=sourcel This is used to pass context data when navigating to a page or FIELD_NAME
target2=source?2] executing a BPA script. The mnemonic supports passing multiple

values.

In each case the target context field or BPA script variable is xpath
defined first followed by an equal sign, followed by source data

defined using one of the valid values defined in the next column.

One or more values may be defined. Each context value is defined ‘constant'

separated by spaces. The whole set of context values should be
surrounded by square brackets.
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Mnemonic Description Valid Values
sourceLoc= This mnemonic defines the source of the FIELD_NAME's value in G

the context mnemonic. P

If this mnemonic is left blank, the default behavior is as follows: D

- The portal context is checked.
- If no portal context value is found, the global context is checked.
- If neither value is available, the field is ignored.

class= Use this mnemonic to override the look and feel of the link / icon /
button using a different CSS style.

‘classNamel' ‘className2'

style= Use this mnemonic to override the look and feel of the action
element using the indicated css style.

Standard style= format.

Examples:

+ type=BUTTON action=SCRIPT bpa='F1-SET-USER' context=[USER_ID=USER_ID] label=UPDATE_LBL
» type=LINK action=NAVIGATION navopt="gotoUser' context= USER_| D=path(schema/user dl d)]

o type=ASISasis['<A class="oraLink" href="www.google.com" >Sear ch</a>']

NOTE: If the zone type has actions defined and there is a desire to simply remove the zone type actions, the Zone

Action can be set with the following configuration: type=ASI S asis=[]

User Filters

Data explorer zones include the ability to define User filters to allow a user to enter data to restrict the zone’ srows and / or
columns. The filters may be defined individually using User Filter parameters 1-25. Alternatively, a Ul map may be defined
for capturing filters. In this case, the map's input fields must be associated with the zone's filters by specifying the xpath=

mnemonic on the respective User Filter parameters.

These parameters are applicable to the zone types

» Info Data Explorer - Multiple SQLs (F1-DE)

» Query Data Explorer - Multiple SQLs (F1I-DE-QUERY)
 Info Data Explorer - Single SQL (F1-DE-SINGLE)

A user filter is defined using the following mnemonics:

Mnemonic Description Valid Values Comments
type= Defines the visual metaphor used to capture the filter DATE Filters of this type capture a d
values. DATE/TIME Filters of this type capture a d:
STRING Filters of this type capture a st
MONEY Filters of this type capture a m
reference the cur mnemonic.
NUMBER Filters of this type capture a ni
the decimals mnemonic.
LOOKUP Filters of this type capture a lo
reference the lookup mnemon
TABLE Filters of this type capture an
description). This type of filter
CHARTYPE Filters of this type capture pre
type (code and description). T
mnemonic.
ASIS Filters of this type capture a i
within the SQL statement.
label= Defines the filter's label that appears in the zone's FIELD_NAME Enter a valid field name whos

description bar and in the input area.

should always be the option u
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Mnemonic Description Valid Values Comments
‘text Defines the text directly.
cur= Defines the currency code applied when type=MONEY. = CURRENCY_CD Enter a reference to a valid cu
dec= Defines the number of decimal places when N It is optional. If provided it sho
type=NUMBER. decimals will default to the nut
code specified on the installati
lookup= Defines the lookup flag whose values appear when LOOKUP_FIELD_NAME Enter a reference to a valid ot
type=LOOKUP.
table= Defines the admin table whose values appear when TABLE_NAME Enter a reference to a valid ac
type=TABLE.
chartype= Defines the characteristic type code whose values CHAR_TYPE_CD Enter a reference to a valid ch
appear when type=CHARTYPE.
xpath= This mnemonic is used in conjunction with a Filter Area nameFromUIMap The type= mnemonic must als
Ul Map. For each filter, you must specify the xpath to otherwise the query's SQL col
the corresponding Ul map schema element.
likeable= This mnemonic defines if a likeable search is performed S The query will add % to the su
on the entered value when type=STRING. ]
The query will add % to the pr
PS The query will add % to the pr
divide= The mnemonic controls if a divider line appears above above This results in a divider line pl
andor below the filter. below This results in a divider line pl:
Note, you can specify this parameter twice if you want
divider lines placed above and below a filter, e.g.,
divide=above divide=below.
searchField= This mnemonic controls the initial population of the filter ~ FIELD_NAME Enter the field name that exac
when the zone is launched as a search from a Ul map. the oraSearchField html eleme
encrypt= This mnemonic defines if the user filter is encrypted and  [TBL_NAME,FLD_NAME,WHERE_FLD,WHERE_ A valid table name and field n:
needs to be searched by hashed value. VALUE] The WHERE_FLD and WHEF
required. Use this to only encr
a certain value. For example €
NBR,'SSN/].
Examples:

« label=F1_NBR_DAY Stype=NUMBER
« label=F1 SHOW_ALL_REQ_FLG type=L OOKUP lookup=F1 SHOW_ALL_REQ FLG
 Filter value where a Filter Ul Map is defined and Description is one of the filters. type=STRING xpath=description

likeable=S

» type=STRING label=DESCR likeable=S divide=below
» label=REQ_TYPE_CD type=TABLE table=F1_REQ_TYPE

Hidden Filters

Data explorer zones include the ability to define Hidden filtersto restrict the rows and / or columns that appear in the zone.
The following are the potential sources of a hidden filter's value:

» Theglobal area contains the fields whose values are maintained in global context.

» The portal area contains the fields describing the object currently displayed in a portal.

» Other zones on a portal can broadcast information to the portal area, which can then in turn be used by the zone asa

hidden filter.

These parameters are applicable to the zone types
» Info Data Explorer - Multiple SQLs (F1-DE)
» Query Data Explorer - Multiple SQLs (F1I-DE-QUERY)
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» Info Data Explorer - Single SQL (F1-DE-SINGLE)
A hidden filter is defined using the following mnemonics:

Mnemonic Description Valid Values Comr
name= This mnemonic defines the name of the field that needs to be FIELD_NAME
broadcast from other zones or populated in the portal context
datasource= This mnemonic defines the source of the hidden filter's value. Indicat
If this mnemonic is left blank, the default behavior is as follows: P Indicat
- If the field has been broadcast from another zone, the broadcast D Indica
value is used. model
- If no value is broadcast, the portal context is checked to determine
if this field exists (if so, its value is taken).
- If still no value, the global context is checked.
- If still no value, the zone appears as per the poprule mnemonic.
poprule= This mnemonic controls what happens if the hidden filter is not R Indica
present. "empty
zone.
o Indicat
still bu
type= Defines the visual metaphor used to capture the filter values. DATE Filters
DATE/TIME Filters
STRING Filters
MONEY Filters
referet
NUMBER Filters
referet
LOOKUP Filters
referel
TABLE Filters
descri|
CHARTYPE Filters
charac
referel
ASIS Filters
clause
label= Defines the filter's label that appears in the zone's description bar. FIELD_NAME Enter :
be the
‘text’ Define
cur= Defines the currency code applied when type=MONEY. CURRENCY_CD Enter :
dec= Defines the number of decimal places when type=NUMBER. N Itis op
numbe
on the
lookup= Defines the lookup flag whose values appear when type=LOOKUP. LOOKUP_FIELD_NAME Enter :
table= Defines the admin table whose values appear when type=TABLE. TABLE_NAME Enter :
chartype= Defines the characteristic type code whose values appear when CHAR_TYPE_CD Enter :
type=CHARTYPE.
searchField= This mnemonic controls the initial population of the filter when the FIELD_NAME Enter 1
zone is launched as a search from a Ul map. specifi

Multi-Select Action

This parameter defines an action to be included in the action area for multi-selection processing. Note that a multi-selection
action can only be used if the Multi Select parameter has been set to YES, which causes a checkbox to appear on each row
displayed. The action defined here will trigger against al rows selected by the user viathe checkbox.
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These parameters are applicable to the zone types

 Info Data Explorer - Multiple SQLs (F1-DE)

» Query Data Explorer - Multiple SQLs (F1I-DE-QUERY)
» Info Data Explorer - Single SQL (F1-DE-SINGLE)

A multi select action has the following mnemonics:

Mnemonic Description Valid Values
script= This mnemonic defines the script to be invoked when the action is clicked. This SCR_CD
is required.
type= This mnemonic defines how the action should be rendered. BUTTON
LINK
ICON
icon= This mnemonic defines the icon to display when type=ICON. DISPLAY_ICON_CD
refresh= This mnemonic indicates how and if a refresh should occur after the script NO
completes. ZONE
PORTAL
label= By default, the button label, link text or icon tooltip will come from the script FIELD_NAME
description. Use this mnemonic to override that label.
‘text’
list= When executing the script, the framework builds an XML list containing listElementName

information from each row selected. This list must be defined in the script's
schema and referenced in this mnemonic.

context=[elementNamel=rowDatal
elementName2=rowData2]

This mnemonic is used to populate the list with the appropriate information
from each selected row. The mnemonic supports passing multiple values.

In each case the element in the schema list is defined first followed by an equal
sign, followed by information about the data used to populate the element
defined using one of the valid values defined in the next column.

One or more values may be defined. Each context value is defined separated
by spaces. The whole set of context values should be surrounded by square
brackets.

Example of a schema:

<schema>

<accountlnfo type="list">
<account | d/ >

<nane/ >

<anount />

<process/ >

</ account | nf 0>

</ schema>

Example of list and context mnemonics.
list=accountInfo

context=[accountld=ACCT_ID name=C2 amount=P3 process="'0']

Cx

Px

COLUMN_NAME

‘constant'

class=

Use this mnemonic to override the look and feel of the action using a different
CSS style.

‘classNamel' ‘className2'

style=

Use this mnemonic to override the look and feel of the action element using the
indicated css style.

Standard style= format.

Zone How To Guide

The topicsin this section provide tips and techniques to assist you in setting up your zones.
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Zone Help Text

Most zone types support a button that allows a user to see zone-specific help text, which is defined on the zone page.
Y ou can use HTML tagsin the zone help text. The following is an example of help text that contains avariety of HTML
tags:

Thiszone summarizes <font color =blue><b>revenue</b></font> in 4 periods:<br>

The above would cause the word revenue to be bold and blue:

e <b>and </b> arethe HTML tags used to indicate that the surrounded text should be bold

» <font color=blue> and </font> are the HTML tags used to indicate that the surrounded text should be blue.

The following are other useful HTML tags:

» <br> causesalinebreak in atext string. If you use <br><br> ablank line will appear.

+ <I> causesthe surrounded text to be italicized

Please refer to an HTML reference manual or website for more examples.

Y ou can aso use "spans’ to customize the look of the contents of atext string. For example, your text string could be <span
style=" font-family: Courier; font-size:lar ge; font-weight:bold;" >revenue</span>. This would make the word "revenue"
appear as large, bold, Courier text. Please refer to a Cascading Style Sheets (CSS) reference manual or website for more
examples.

The following is an example of help text using avariety of HTML tags:
<font FACE="arid" size=2>
This zone summarizes <font color=blue><b>revenue</b></font> in 4 periods:.<br>

- The <b>1st period</b> is under your control. Y ou simply select the desired <b>Period</b>, above <i>(you may need to
click the down arrow to expose the filter section)</i><br>

- The <b>2nd period</b> is the period before the 1st period<br>

- The <b>3rd period</b> is the same as the 1st period, but in the previous year<br>
- The <b>4th period</b> is the period before the 3rd period<br>

<br>

Thetraffic light's color is determined as follows.<br>

- Theratio of the 1st and 3rd period is cal cul ated<br>

- If thisvalue is between 80 and 100, <font color=orange><b>yellow</b></font> is shown<br>
- If thisvalueis < 80, <font color=red><b>red</b></font> is shown<br>

- If thisvalueis > 100, <font color=green><b>green</b></font> is shown<br>

- If the value of the 3rd period is 0, no color is shown<br>

</font>

NOTE: Itispossibleto associate tool tip help with individual HTML and Ul map elements. For more information, see
Ul Map Help.

Maintaining Embedded Help
Embedded Help is the help text that is available to users on the fiel ds of the application.
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Y ou can use the Embedded Help portal to create or override the help text that appears on the fields in a Ul Map. Open this
page using Admin > Embedded Help .

Description of Page

Use the Ul Map Search zone to search for the Ul Map. Y ou can search by Ul Map name, Description, Business Object
name, or Business Object Description. The Business Object search filters will only display Ul maps that are defined on a
business object’ s options.

In the search results table the following actions are available:
» Click the Description link to go to the associated Ul Map’ s maintenance page.
» Click Edit to open the Embedded Help Authoring page. The following actions are available on this page:
» You can edit the Label and Help Textfieldsif the system owner is the same as the field owner.
NOTE: Do not edit the Label or Help Text fields for fields supplied in the base package.

» You can edit the Override Label and Override Help Text fieldsif the system owner is not the same as the field
owner. The values in these fields will override the existing label and help text.

» All disabled fields will have their text prefixed with "(Protected).”
» Click Saveto save your changes.
» Click Closeto close the page.

« Click Download to CSV Fileto create afile that contains the fields and their values. Y ou can use this file for
authoring the embedded help.

» Click Browseto locate aCSV file that you would like to upload.

» Click Upload to upload a CSV file. When you upload the file your new label and help text values will be saved to the
system.

Defining Context-Sensitive Zones

A context-sensitive zone allows you to associate a zone with a specific user-interface transaction. A context-sensitive zone
appears at the top of the Dashboard when a user accesses a page for which the zone is specified as the context. For example,
if you create an Account Characteristics zone and add it as a context-sensitive zone to the Account Maintenance page it
appears in the Dashboard whenever a user accesses the Account Maintenance page.

CAUTION: Make surethat the zone is appropriate for the transaction on which you are specifying it. For example, if
your zone requires an account ID as one of its keys, you would not display it on the Meter Read transaction.

Select Admin Menu > Context Sensitive Zone to maintain context-sensitive zones.

Description of Page

The Navigation Key isauniqueidentifier of atab page within the system. Owner indicates if this navigation key is owned
by the base package or by your implementation ( Customer M odification).

CAUTION: Important! When introducing a new context sensitive zone, carefully consider its naming convention. Refer
to System Data Naming Convention for more information.

The grid contains the list of context-sensitive zones and the sequence in which they appear in the dashboard for the selected
navigation key. The grid contains the following fields:

» Zoneisthe name of the zoneto display in the Dashboard.
» Seguenceisthe sequencein which the zone is displayed (if multiple context-sensitive zones are defined).
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« Owner indicatesif this context sensitive zone is owned by the base package or by your implementation ( Customer
M odification).

Where Used

A context-sensitive zone displays at the top of the Dashboard whenever a user accesses the transaction for with the zoneis
specified.

Defining Portals

This transaction is used to define / change portals. Navigate to this page using Admin Menu > Portal .

Description of Page

Enter ameaningful and unique Portal code and Description. Please be aware that for stand-alone portals, the Description
isthe portal page'stitle (i.e., the end-users will see thistitle whenever they open the portal).

CAUTION: Important! When introducing a new portal, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Owner indicatesif this portal is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add a portal. Thisinformation is display-only.

Type flag indicates whether the portal isa Standalone Portal, a Tab Page Portal or the Dashboard. Refer to There Are
Three Types of Portals for more information.

The following fields are only enabled for Standalone Portals:

» Navigation Option defines the navigation option that is used to navigate to this portal from menus, scripts and your
favorite links. The navigation option is automatically created when a Standalone Portal is added.

» You'll find an Add To Menu button adjacent. Thisfield isonly enabled if the navigation option is NOT referenced on
amenu. When you click this button, a pop-up appears where you define a menu. If you subsequently press OK, amenu
item is added to the selected menu. This menu item references the portal's navigation option. Y ou can reposition the
menu item on the menu by navigating to the Menu page.

Refer to Putting Portals on Menus for more information.

» Application Services defines the service used to secure this portal. The application service is automatically created when
a Standalone Portal is added. Please note that only users with access to this application service will be able to view this
portal and its zones. Refer to Granting Accessto A Portal for more information.

» Show on Portal Preferencesindicatesif auser is allowed to have individual control of the zones on this portal. The
portal will not appear in the accordion on the user's Portal Preferences page if thisvalueis set to No.

The grid contains alist of zones that are available in the portal. Click + to add a new zone to the portal. Click - to remove a
zone from the portal. The grid displays the following fields:

» Zoneisthe name of the zone as defined on the Portal Zone page.
» Description isadescription of the zone as defined on the Portal Zone page.

» Display controls whether or not the zoneisvisible in the portal. For portals that are configured to Show on Portal
Preferences, users may override this value for their view of the portal.

« Initially Collapsed controls whether or not the zoneisinitially collapsed in the portal. For portals that are configured to
Show on Portal Preferences, users may override this value for their view of the portal.

» Default Sequenceisthe default sequence number for the zone within the portal. It does not need to be unique within the
portal. Note that a sequence of zero will appear last, not first, in the portal. For portals that are configured to Show on
Portal Preferences, users may override this value for their view of the portal.
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» Override Sequence can be used by an implementation team to override the Default Sequence value that is set in the base
package.

» Refresh Seconds defines in seconds how often the zone is automatically refreshed. The minimum valid valueis 15. The
maximum valid value is 3600 (1 hour). A value of 0 indicates no automatic refresh. Implementers can change this value
as needed.

» Owner indicatesif this portal / zone relationship is owned by the base package or by your implementation (Customer
M odification). Thisinformation is display-only.

NOTE: Removing zonesfrom a portal. Y ou cannot remove a base package zone from a base package portal. An
implementation may override the Display setting to prevent a zone from displaying on the portal. In addition, you cannot
remove azone if auser has enabled it on their Portal Preferences. To remove a zone from the portal list, first make sure
that no user hasit enabled in their portal preferences.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_PORTAL.

Defining Display Icons

Icons are used to assist usersin identifying different types of objects or instructions. A limited number of control tables
allow administrative users to select an icon when they are configuring the system. Select Admin Menu > Display Icon
Reference to maintain the population of icons available for selection.

Description of Page
Each icon requires the following information:
» Display Icon isacodethat uniquely identifies the icon.

» |con Type defines how big theiconis (in pixels). The permissible values are: 30 x 21, 21 x 21, and 20 x 14. Note that
only iconsthat are 20 x 14 can be used on base package instructions.

» Description contains abrief description of the icon.

» URL describes where theicon islocated. Y our icons can be located on the product's web server or on an external web
server.

« Toadd anew icon to the product web server, place it under the /cm/images directory under the DefaultWebApp. Then,
inthe URL field, specify the relative address of the icon. For example, if the icon's file name is mylcon.gif, the URL
would be /cm/images/myl con.gif.

« If theicon resides on an external web server, the URL must be fully qualified (for example, http://myWebServer/
images/myl con.gif).

» Owner indicatesif thisicon is owned by the base package or by your implementation ( Customer M odification).
Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_DISP_|CON.

Defining Navigation Keys

Each location to which a user can navigate (e.g., transactions, tab pages, tab menus, online help links, etc.) isidentified by a
navigation key. A navigation key isalogical identifier for a URL.
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dataDictionary?type=TABLE&name=CI_PORTAL
dataDictionary?type=TABLE&name=CI_DISP_ICON

Navigation Key Types

There are two types of navigation keys:

System navigation keys define locations where the URL is derived from other entities within the system. The items that
are derived include the program location (i.e., physical location on the server), file name (i.e. program component name),
and the file extension (e.g. COB). System navigation keys refer to program components, such as tab menus or tab pages.

External navigation keys define locations simply asa URL. External URLSs can be specified as relative to the product
web server or fully qualified. External navigation keys always launch in a new instance of a browser window. Examples
of external navigation keysinclude online help links and URL s to external systems.

Navigation Key vs. Navigation Option

The system has two entities that work in conjunction with each other to specify how navigation works:

Navigation Key defines a unique location to which a user can navigate. For example, each page in the system has a
unique navigation key. Navigation keys can a so define locations that are "outside" of the system. For example, you can
create a navigation key that references an external URL. Think of a navigation key as defining "where to go".

Navigation Option defines how a page is opened when a user wants to navigate someplace. For example, you might have
anavigation key that identifies a specific page. This navigation key can then be referenced on two navigation options; the
first navigation option may allow users to navigate to the page in "add mode", while the second navigates to the page in
"update mode".

Please note that awide variety of options can be defined on a navigation option. In addition to defining if a pageis
opened in add or update mode, you can define which tab is opened, which fields should be passed to the page, which
search program is used, etc.

The Flexibility of Navigation Keys

Navigation keys provide a great deal of functionality to your users. Use navigation keysto:

Allow users to navigate to new pages or search programs

Allow usersto transfer to an external system or web page. After setting up this data, your users may be able to access
this external URL from amenu, a context menu, their favorite links, etc. Refer to Linking to External Locations for more
information.

Refer to the Tool Suite Guide for more information on devel oping program components.

NOTE: Replacing Base-Package Pages or Searches. If your new page or search has been designed to replace a
module in the base-package, the navigation key must indicate that it is overriding an existing navigation key.

Linking to External Locations

If you want to include links to external systems or locations from within the system, you need to:

Define a navigation key that specifies the URL of the location. For example, define an external navigation key that asa
URL of http://www.oracle.com/.

Define a navigation option that specifies from where in the system a user can go to your external location. For example,
define a navigation option with a usage of Favorites or with a usage of Menu. Y our navigation option points to the
navigation key you defined above.
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» Add your navigation option to the appropriate location within the system. For example, have users add the navigation
option to their Favorite Links or add the navigation option as an item on a menu.

Overriding Navigation Keys

Y our implementation may choose to design a program component (e.g., a maintenance transaction or search page) to
replace a component provided by the system. When doing this, the new navigation key must indicate that it is overriding
the system navigation key. As aresult, any menu entry or navigation options that reference this overridden navigation key
automatically navigates to the custom component.

For example, if you have a custom On-line Batch Submission page and would like users to use this page rather than the one
provided by the system, setting up an override navigation key ensuresthat if a user chooses to navigate to the On-line Batch
Submission from the main menu or from a context menu, the user is brought to the custom On-line Batch Submission page.

To create an override navigation key, you need to:
» Definea navigation key using an appropriate nhaming convention.

» |f the URL Location of the navigation key being overridden is Exter nal, specify a URL Location of Override
(Exter nal) and define the appropriate URL Override Location.

» If the URL Location of navigation key being overridden is System, specify aURL L ocation of Override (System) and
populate the Program Component ID with your custom program component ID.

» Specify the navigation key that you are overriding in the Overridden Navigation Key field.
Refer to the Tool Suite Guide for more information about developing your own program components.

Maintaining Navigation Keys
Select Admin Menu > Navigation Key to maintain navigation keys.

CAUTION: Important! When introducing a new navigation key, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Description of Page
The Navigation Key is aunique name of the navigation key for internal use. Try to use anamethat is easily recognizable.

Owner indicatesif this navigation key is owned by the base package or by your implementation ( Customer
M odification). Thisinformation is display-only.

For URL L ocation, you can select from the following options:
» Use External to create a navigation key where the location is specified in the URL Overridefield.

» UseOverride (External) to create a navigation key that overrides another external navigation key. If you use this
option, you specify the name of the navigation key you are overriding in the Overridden Navigation Key field.

» UseOverride (System) to point a system navigation key to a different location. If you use this option, you specify the
name of the navigation key you are overriding in the Overridden Navigation Key field.

» Use System to create a havigation key for a custom program component developed for your implementation.

FASTPATH: Refer to Navigation Key Types for more information about system and external navigation keys.

FASTPATH: Referto Overriding Navigation Keys for more information about settings required to override a system
navigation key.
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Program Component 1D is the name of the program component identified by the key (for system navigation keys). The
program component ID can also be used to specify the transaction with which an online help link is associated.

Overridden Navigation K ey isthe name of the navigation key that the current navigation key is overriding (if Override
(External) or Override (System) is selected for the URL L ocation). Refer to Overriding Navigation Keys for more
information.

URL Overrideisthe specific URL for the navigation key (external navigation keys only). The URL can be réelative to the
product web server or fully qualified.

Open Window Options allows you to specify options (e.g., width and height) for opening a browser window for an

external navigation key. (External navigation keys always launch in a new browser window.) Y ou can use any valid features
available in the Window.open( ) JavaScript method. The string should be formatted the same way that it would be for

the features argument (e.g., height=600,width=800,r esizeable=yes,scr ollbar s=yes,toolbar=no). Refer to a JavaScript
reference book for a complete list of available features.

Application Service isthe application service that is used to secure access to transactions associated with External
navigation keys. If a user has access to the specified application service, the user can navigate to the URL defined on the
navigation key. Refer to The Big Picture of Application Security for more information.

The grid displays menu items that reference the navigation key (actually, it shows menu items that reference navigations
options that, in turn, reference the navigation key).

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_MD_NAV.

Defining Navigation Options

Every time a user navigates to a transaction, the system retrieves a navigation option to determine which transaction should
open. For example,

» A navigation option is associated with every menu item. When a user selects a menu item, the system retrieves the
related navigation option to determine which transaction to open.

» A navigation option is associated with every favorite link. When auser selects afavorite link, the system retrieves the
related navigation option to determine which transaction to open.

» A navigation option is associated with every node in the various trees. When a user clicks anode in atree, the system
retrieves the related navigation option to determine which transaction to open.

+ Etc.

Many navigation options are shipped with the base package and cannot be modified as these options support core
functionality. As part of your implementation, you will probably add additional navigation options to support your specific
business processes. For example,

» A user can define their home page on their user preferences. They do this by selecting a navigation option.

- Etc.

The topicsin this section describe how to maintain navigation options.
CAUTION: In order to improve response times, navigation options are cached the first time they are used after aweb
server is started. If you change a navigation option and you don't want to wait for the cache to rebuild, you must clear
the cached information so it will be immediately rebuilt using current information. A special button has been provided

on the Main tab of the navigation option transaction that performs this function. Please refer to Caching Overview for
information on the various caches.

Oracle Utilities Application Framework Administration Guide * 79


dataDictionary?type=TABLE&name=CI_MD_NAV

Navigation Option - Main
Select Admin Menu > Navigation Option to define a navigation option.

Description of Page
Enter a unique Navigation Option code and Description.

CAUTION: When introducing a new navigation option, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

The Flush System Login Info button is used to flush the cached navigation options so you can use any modified navigation
options. Refer to Caching Overview for more information.

Owner indicates if this navigation option is owned by the base package or by your implementation ( Customer
Modification). Thisfield is display-only. The system sets the owner to Customer M odification when you add a navigation

option.

NOTE: You may not change navigation options that are owned by the base package.

Use Navigation Option Type to defineif the navigation option navigatesto a Transaction, launches a BPA Script or
opens an Attachment.

NOTE: The Attachment option typeis only applicable to navigation options for the Attachment maintenance object.

For navigation option types of Transaction , enter the related information:

» Navigation Mode indicates if the Target Transaction should be opened in Add M ode or Change Mode. Y ou may aso
specify a Tab Page if you want to open atab other than the main tab (i.e., you can leave thisfield blank if you want the
main tab to be displayed when the transaction opens).

» Add Mode should be used if the option is used to navigate to a transaction ready to add a new object. Y ou can use the
Context Fields at the bottom of the page if you want to transfer the contents of specific fields to the transaction when it
opens.

» Change Mode should be used if the option is used to navigate to a transaction ready to update an object. Y ou have two
ways to define the object to be changed:

» Define the name of the fields that make up the unique identifier of the object in the Context Fields (and make sure to
turn on Key Field for each such field).

» Definethe Search Transaction if you want to open a search window to retrieve an object before the target
transaction opens. Select the appropriate Sear ch Type to define which search method should be used. The optionsin
the drop down correéoond with the sections in the search (where Main is the first section, Alternateisthe 2" section,
Alternate 2 isthe 3" section, etc.). Y ou should execute the search window in order to determine what each section
does.

When you select a Sear ch Type, the system defaults the related fieldsin Context Fields. This means the system will
try to pre-populate the search transaction with these field values when the search first opens. Keep in mind that if a
search is populated with field values the search is automatically triggered and, if only one object is found that matches
the search criteria, it is selected and the search window closes.

NOTE: Finding transaction navigation keys. When populating the Target Transaction and Sear ch Transaction you
are populating an appropriate navigation key. Because the system has alarge number of transactions, we recommend
using the "%" metaphor when you search for the transaction identifier. For example, if you want to find the currency
mai ntenance transaction, enter "%currency” in the search criteria.
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» Search Group isonly visible if the Development Tools module is not turned off. It is used to define the correlation
between fields on the search page and the tab page. Y ou can view atab page's Search Groups by viewing the HTML
source and scanning for allFieldPairs.

For navigation option types of script , indicate the Script to launch. Y ou can use the Context Fields at the bottom of the
page if you want to transfer the contents of specific fields to temporary storage variables available to the script. The script
engine creates temporary storage variables with names that match the Context Field names.

The Go To Tooltip is used to specify the label associated with the tool tip that appears when hovering over a Go To object.
Refer to the Usage grid below.

The Usage grid defines the objects on which this navigation option is used:

» Choose Favoritesif the navigation option can be used asa favorite link.

» Choose Menusif the navigation option can be used as a user's home page or as a menu or context menu item.
» Choose Script if the navigation option can be used in a script.

» Choose Foreign Key if the navigation option can be used as a foreign key reference.

» Choose Go Toif the navigation option can be used asa"go to" destination ("go to" destinations are used on Go To
buttons, tree nodes, agorithm parameters, and hyperlinks).

« If your product supports marketing campaigns, you can choose Campaign if the navigation option can be used as a " post
completion" transaction on a campaign. For more information refer to that product's documentation for campaigns.

The Context Fields grid contains the names of the fields whose contents will be passed to the Target Transaction or
Script or launch of the Attachment. The system retrieves the values of these fields from the "current” page and transfers
them to the target transaction or to the script's temporary storage. Turn on Key Field for each context field that makes up
the unique identifier when navigating to atransaction in Change Mode.

NOTE: For an Attachment, the grid should contain the ID field for the attachment that will be opened.

NOTE: No context from menu bar. The standard followed for the base menu navigation optionsis that navigation
options launched from the menu bar are configured with no context; navigation options launched from context menus
include context.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_NAV_OPT.

Navigation Option - Tree

This page contains atree that shows how a navigation option is used. Select Admin Menu > Navigation Option and
navigate to the Tree tab to view this page.

Description of Page

The tree shows every menu item, favorite link, and tree node that references the navigation option. Thisinformationis
provided to make you aware of the ramifications of changing a navigation option.

Defining COBOL Program Options

The topicsin this section describe the transaction that allows you to define the metadata for COBOL programs within the
current environment's database.
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CAUTION: Updating COBOL Programs requires technical knowledge of the system. Thisis an implementation and
delivery issue and should not be attempted if you do not have previous experience.

COBOL Program - Main

NOTE: Not availablefor all products. This pageisonly available for products that support COBOL.

Use this transaction to define COBOL program user exits for your system. Navigate to this page using Admin Menu >
COBOL Program .

Description of Page
The following describes fields that are relevant to defining the user exit code that a COBOL Program should use:

Program Component |D represents theinternal ID that is given to the COBOL program component.
Prog Com Name s the physical name of the COBOL program component.

Short Comments provides a short description of the COBOL program component.

Template is the template used to generate the COBOL program component.

Specify User Exit Program if you have written user exit code for this COBOL program component.
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Chapter 5

Database Tools

This section describes a variety of database tools that are supplied with the your product.

Defining Table Options

The topicsin this section describe the transaction that allows you to define metadata for the application's tables.

Table - Main

Navigate using Admin Menu > Table.

Description of Page

Table Name istheidentifier of thistable.

Description contains a brief description of the table.

System Table defines if the table includes rows that are owned by the base product.

Enable Referential Integrity definesif the system performs referential integrity validation when rows in this table are
deleted.

Data Group 1D isused for internal purposes.
Table Usage defines how the table is used in the application. Thisfield isnot in use at thistime.
Table Typedefinesif thetableisan External Table, aView or aphysical Table.

Date/ Time Data Type defines if the system showstimes on thistablein Local Legal Time or in Local Standard Time
Local Legal Timeisthetime as adjusted for daylight savings/ summer time.

Table Classification Type specifies the category of data the table will hold. Thisis for information purposesonly and is
not used by any system processing. Valid values are Admin System Table, Admin Non System Table, Master Table,
Transaction Table, and Unclassified.

Table Volume Type specifies the expected amount of data the table will hold. Thisisfor information purposes only and
isnot used by any system processing. Valid values are High Volume, L ow Volume, Medium Volume, and Unclassified.
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The volume of datain a particular table in the system may differ greatly from one implementation to another based on
unique business requirements. The values populated for base product tables are set to volumes that are typical but may not
be true for a given implementation. The value may be updated to reflect the situation for a given implementation.

Audit Tableisthe name of the table on which this table's audit logs are stored. Refer to The Audit Trail File for more
information.

Use Audit Program Typeto defineif the audit program is written in Java or COBOL.
Audit Program isthe name of the program that is executed to store an audit log. Refer to Turn On Auditing For a Table
for more information.

NOTE: View the source. If the program is shipped with the base package, you can use the adjacent button to display
the source code of this program in the Java docs viewer.

Upgrade controls what happens to the rows in this table when the system is upgraded to a new release:

» Keep means that the rows on this table are not touched during an upgrade

» Merge means that the rows on this table are merged with rows owned by the base product

» Refresh meansthat the rows on thistable are deleted and refreshed with rows owned by the base product.
Data Conversion Role controls if / how the table is used by the conversion tool:

» Convert (Retain PK) means that the table's rows are populated from the conversion schema and the prime key in the
conversion schemais used when the rows are converted. A new key is not assigned by the system.

» Convert (New PK) meansthat the table's rows are populated from the conversion schema and the prime key is
reassigned by the system during conversion.

» Not Converted means that the table's rows are not managed by the conversion tool.

» View of Production meansthat the conversion tool uses aview of the table in production when accessing the rowsin the
table. Thisis commonly used for administrative tables.

A Language Tableis specified when fields containing descriptions are kept in a child table. The child table keeps a
separate record for each language for which a description is trandated.

Enable Data Dictionary definesif the tableis to be included in the Data Dictionary application viewer.

A Key Tableis specified when the prime-key is assigned by the system. This table holds the identity of the prime keys
allocated to both live and archived rows.

Type of Key specifies how prime key values are generated when records are added to the table:
» Other means aforeign-system allocates the table's prime-key.

» Sequential means a sequence number isincremented whenever arecord is added to the table. The next number in the
sequence determines the key value.

» System-generated means a program generates a random key for the record when it is added. If the record'stable isthe
child of another table, it may inherit a portion of the random number from its parent's key.

» User-defined means the user specifies the key when arecord is added.

Inherited Key Prefix Length defines the number of most significant digits used from a parent record's primary key value
to be used as the prefix for a child record's key value. Thisis only specified when the Type of Key is System-generated and
the high-order values of the table's key is inherited from the parent table.

Java Table Name. Thisfield is used to identify the entity/Java class name of the class that represents the table in the Java
cade. It should contain a short "camel Cased" name to be used as the name of the entity within the system. It must also be a
valid Java name, and must be unique across the system. This name is used as follows:

» Asthe short class name on all classesin the Java hierarchy for the class: the Impl class, the Gen, and the interface.
* InHQL queries, it is used to identify the hibernate entity being selected.
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Caching Regime determines if the table' s values should be cached when they are accessed by a batch process. The default
valueisNot Cached. You should select Cached for Batch if you know the values in the table will not change during the
course of abatch job. For example, currency codes will not change during a batch process. Caching atable's values will
reduce unnecessary SQL calls and improve performance.

Key Validation determines if and when keys are checked for uniqueness. The default value is Always Check Uniqueness.
Select Check Uniqueness Online Only when the database constructs the keys in the table, such asin log tables. Select
Never Perform Uniqueness Checking when you know that the database constructs the keysin the table and that users
cannot add rows directly to the table, such asin log parameter tables. Thiswill reduce unnecessary SQL calls and improve
performance.

Help URL isthelink to the user documentation that describes this table.
Help Text contains additional information about the table.

Extract for Trandlation isonly visible in a development environment. It indicates whether or not the table includes strings
that are eligible for product tranglation.

Trandation Context is only visible in a development environment. It is used to provide information to a translator about
the nature and purpose of rows in the table.

NOTE: Changesto base owned tables. Only the following attributes of tables that are owned by the product are
modifiable: Audit Table, Audit Program Type, Audit Program, Caching Regime, Key Validation and Table Volume

Type.

The grid contains an entry for every field on the table. Drilling down on the field takes you to the Table Field tab where
you may modify certain attributes. The following fields may also be modified from the grid: Description, Override Labdl,
Audit Delete, Audit Insert and Audit Update. Refer to the Table Field tab for descriptions of these fields.

Table - Table Field

Navigate using Admin Menu > Table and click the Table Field tab.
Description of Page

Field Nameisthe name of the field. It isfollowed by its Java Field Name.
Nullable, Required and Validate are for internal use.

Turn on Audit Delete if an audit record should be stored for this field when arow is deleted. Refer to How To Enable
Auditing for more information.

Turn on Audit Insert if an audit record should be stored for this field when arow is added. Refer to How To Enable
Auditing for more information.

Turn on Audit Update if an audit record should be stored for this field when it is changed. Refer to How To Enable
Auditing for more information.

The Allow Customization isonly applicable if the tableis an Admin System Table. It indicates fields that an
implementation is allowed to change for a base owned record. Changes to the field value of one of these types of fields by
an implementation are maintained when upgrading to a new version of the product.

Standard Time Typeisonly enabled if the Table indicates that the Date/Time Data Typeis Local Standard Time.
Each field that represent date/time should defineif it uses L ogical Standard Time, Physical Standard Time or uses a
Referenced Time Zone.

Sequenceis a unique sequence of this field with respect to other fields on the table.

The Label column is used to define a specia label for thisfield when it relates to thistableif it should be different from the
field’ slabel. Note that this only impacts the label on afixed page user interface. Labels on portal based user interfaces do
not use this information.
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The Override Label isprovided if an implementation wants to override the base-product label.

NOTE: If you want the Override Label to be shown in the data dictionary, you must regenerate the data dictionary.

Help Text contains any additional information about the field with respect to its use on this table.
Field Usageis not used at thistime.

Extract for Trandation isonly visible in a development environment. For tables marked to extract for trandation, each
trandatable field on the table should indicate Yes.

Trandation Context isonly visible in a development environment. It is used to provide information to atrandator about
the nature and purpose of the datain thisfield on thistable.

NOTE: Changesto base owned table/ fields. Only the following attributes of table / fields that are owned by the
product are modifiable: Audit Delete, Audit Insert, Audit Update, Override Label.

Table - Constraints

Select Admin Menu > Table and navigate to the Constraintstab to view the constraints defined on the table.
Description of Page
The fields on this page are protected as only the product development group may change them.

This page represents a collection of constraints defined for the table. A constraint isafield (or set of fields) that represents
the unique identifier of a given record stored in the table or afield (or set of fields) that represents a given record's
relationship to another record in the system.

Constraint 1D isaunique identifier of the constraint.

Owner indicatesif thisis owned by the base package or by your implementation (Customer M odification)

Constraint Type Flag defines how the constraint is used in the system:

» Primary Key representsthe field or set of fields that represent the unique identifier of arecord stored in atable.

» Logical Key represents an aternate unique identifier of arecord based on a different set of fields than the Primary key.

» Foreign Key represents afield or set of fields that specifies identifying and non-identifying relationships to other tables
in the application. A foreign key constraint references the primary key constraint of another table.

» Conditional Foreign Key represents rare relationships between tables where asingle field (or set of fields) may
reference multiple primary key constraints of other tables within the application as aforeign key.

When Enable Referential Integrity is checked, the system validates the integrity of the constraint when arow in the table
is modified.

Referring Constraint Owner indicatesif thisis owned by the base package or by your implementation (Customer

M odification).

Referring Constraint ID isthe Primary Key constraint of another table whose records are referenced by records stored in
thistable.

Referring Constraint Table displays the table on which the Referring Constraint ID is defined. Y ou can use the adjacent
go-to button to open the table.

Additional Conditional SQL Text isonly specified when the constraint is a Conditional Foreign Key. The SQL
represents the condition under which the foreign key represents a relationship to the referring constraint table.

NOTE: Additional Conditional SQL Syntax. When specifying additional conditional SQL text, al table names are
prefixed with a pound (#) sign.
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The Constraint Field grid at the bottom of the page is for maintaining the field or set of fields that make up this constraint.
Field isthe name of the table'sfield that is a component of the constraint.
Sequence The rank of the field as a component of the constraint.

The Referring Constraint Field grid at the bottom of the page displaysthe field or set of fields that make up the Primary
key constraint of the referring constraint.

Field isthe name of the table's field that is a component of the referring constraint.
Sequenceistherank of the field as a component of the referring constraint.

Table - Referred by Constraints

Select Admin Menu > Table and navigate to the Referred By Constraints tab to view the constraints defined on other
tables that reference the Primary Key constraint of thistable.

Description of Page

This pageis used to display the collection of constraints defined on other tables that reference the table.

Referred By Constraint 1d isthe unique identifier of the constraint defined on another table.

Referred By Constraint Owner indicates if this constraint is owned by the base package or by your implementation
(Customer M odification).

Prime Key Constraint I1d isthe Primary Key constraint of the current table.

Prime Key Owner indicatesif this prime key is owned by the base package or by your implementation (Customer
M odification).

Referred By Constraint Tableis the table on which Referred By Constraint Idis defined.

When Enable Referential Integrity is checked, the system validates the integrity of the constraint when arow in the table
is modified.

The grid at the bottom of the page displays the Field and Sequence for the fields that make up the constraint defined on the
other table.

Defining Field Options

The topicsin this section describe the transaction that can be used to view information about a field and to change the name
of afield on the various pages in the system.

Field - Main

Open thispage using Admin Menu > Field .

Description of Page

Field Name uniquely identifiesthisfield.
CAUTION: Asdescribed in System Data Naming Convention for most system data tables, the base product follows a
specific naming convention. However, thisis not true for the Field table. If you introduce new fields, you must prefix

the field with CM. If you do not do this, there is a possibility that a future release of the application could introduce a
new field with the name you all ocated.
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Owner indicatesif thisfield is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add afield.

Base Field indicates that the field inherits some of its definitions from another field.

Data Typeindicatesif the type of datathe field will hold. Valid values are Character, Character Large Object, Date,
DateTime, Number, Time, Varchar2 and XML Type. Thisfield is protected if the field refersto a Base Field.

Ext Data Type or Extended Data Type is used to further define the type of data for certain datatypes. Valid values are
Currency Sour ce, Day of Month, Duration, Money, Month of Year, Flag and Switch. Thisfield is protected if the field
refersto a Base Field.

Precision defines the length of the field. In the case of variable length fields, it is the maximum length possible. For number
fields that include decimal values, the precision includes the decimal values. Thisfield is protected if the field refersto a
Base Field.

Scaleis only applicable for number fields. It indicates the number of decimal places supported by thefield. Thisfield is
protected if thefield refersto aBase Field.

Sign isonly applicable for numbers. It indicates if the data may contain positive or negative numbers.

Level 88 Cpybk isonly applicable for applications that include COBOL. It defines the copybook that includes the list of
valid valuesfor the field.

Description contains the label of the field. Thisisthe label of the field that appears on the various pages on which the field
isdisplayed. Note, the field's |abel can be overridden for a specific table by specifying an Override Label on thetable/ field
information. However, this override is not used in portal based user interfaces. It is only applicable if the field is displayed
on fixed page user interfaces.

Java Field Name isthe reference to this field used in Java code.
Override Label isused if an implementation would like to override the label that appear on user interfacesin the system.

CAUTION: For fixed pages, if the field's label is overridden for a specific table, that override takes precedence. In thisis
the case the override on the table / field page should be used.

Work Field indicates that the field does not represent a database table column.

Help Text isused to provide field level embedded help to thisfield. If the field is displayed on a user interface that supports
display of embedded help, this text may be displayed.

Use Override Help Text to override the existing embedded help text for thisfield.

Extract for Translation isonly visible in a development environment. It indicates whether or not the field and its
description should be included in an extract of translatable strings when doing a product translation. This flag may be set to
“No” for work fields whose label is not visible to a user on any user interface.

Trandation Context isonly visible in a development environment. It is used to provide information to atrandator about
the use of the field’ slabel so that an appropriate translation can be provided.

Field - Tables Using Field

Select Admin Menu > Field and navigate to the Tables Using Field tab to view the tables that contain afield.
Description of Page

The grid on this page contains the Tables that reference the Field. Y ou can use the adjacent go to button to open the Table
Maintenance transaction.
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Defining Maintenance Object Options

A maintenance object is a group of tables maintained together within the system.

Maintenance Object - Main

Select Admin Menu > Maintenance Object to view information about a mai ntenance object.
Description of Page

Most maintenance objects are provided with the base package. An implementation can introduce custom maintenance
objects when needed. Most fields may not be changed if owned by the base package.

Enter a unique M aintenance Object name and Description. Owner indicates if this business object is owned by the base
package or by your implementation ( Customer Modification).

CAUTION: Important! If you introduce a new maintenance object, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Program Com ID isthe name of the program used to call the maintenance object's page program for validating constraints
when objects are archived, purged, or compared. Refer to Archiving and ConfigLab for more information.

Service Name is the name of the internal service associated with the maintenance object.
The grid displays the following for each table defined under the maintenance object:

Table The name of a given table maintained as part of the maintenance
object.
Table Role The table's place in the maintenance object hierarchy. Only one

Primary table may be specified within a maintenance object, but the
maintenance object may contain many Child tables.

Parent Constraint ID Specifies the constraint used to link the table to its parent table within
the maintenance object table hierarchy.

Compare Method Either Normal or Large Table; specifies the comparison method used
by the compare utility in the ConfigLab.

Owner Indicates if this is owned by the base package or by your
implementation ( Customer Modification).

Click the View XML hyperlink to view the XML document associated with the maintenance object servicein the Service
XML Viewer.

Maintenance Object - Options

Use this page to maintain a maintenance object's options. Open this page using Admin Menu > Maintenance Object and
then navigate to the Options tab.

Description of Page

The optionsgrid alows you to configure the maintenance object to support extensible options. Select the Option Type drop-
down to define its Value. Detailed Description may display additional information on the option type. Set the Sequence

to 1 unless the option can have more than one value. Owner indicatesiif thisis owned by the base package or by your
implementation ( Customer M odification).
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Y ou can add new option types. Y our implementation may want to add additional maintenance option types. For example,
your implementation may have plug-in driven logic that would benefit from a new option. To do that, add your new values

to the customizable lookup field MAINT_OBJ_OPT_FLG.

Maintenance Object - Algorithms

Use this page to maintain a maintenance object's algorithms. Open this page using Admin Menu > Maintenance Object

and then navigate to the Algorithms tab.
Description of Page

The Algorithms grid contains algorithms that control important functions for instances of this maintenance object. Y ou
must define the following for each algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all

possible events).

» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which

they should execute.

 |If the agorithm isimplemented as ascript, alink to the Script is provided. Refer to Plug-in Scripts for more

information.

» Owner indicatesif thisis owned by the base package or by your implementation ( Customer M odification).

The following table describes each System Event.

System Event

Optional / Required

Description

Audit

Optional

Algorithms of this type are called to notify of
any changes to the maintenance object's set
of tables.

Click here to see the algorithm types available
for this system event.

Determine BO

Optional

Algorithm of this type is used to determine the
Business Object associated with an instance
of the maintenance object. It is necessary to
plug in such an algorithm on a Maintenance
Object to enable the business object rules
functionality.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

Information

Optional

We use the term "Maintenance Object
Information” to describe the basic information
that appears throughout the system to
describe an instance of the maintenance
object. The data that appears in this
information description is constructed using
this algorithm.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

Revision Control

Optional

An algorithm of this type is used to enforce
revision control rules when an object is added,
changed or deleted. The maintenance object
service calls the plug-in once before the

Oracle Utilities Application Framework Administration Guide * 90


dataDictionary?type=algentity&name=F1MA
dataDictionary?type=algentity&name=F1BO
dataDictionary?type=algentity&name=F1MI

object is processed and once more after
applying all business object rules. This allows
revision rules to take place in proper revision
timings.

Click here to see the algorithm types available
for this system event.

Transition Optional The system calls algorithms of this type
upon each successful state transition of a
business object as well as when it is first
created. These are typically used to record
the transition on the maintenance object's log.

Note that some base maintenance objects
are already shipped with an automatic logging
of state transitions. In this case you may use
these algorithms to override the base logging
functionality with your own.

Click here to see the algorithm types available
for this system event.

Transition Error Optional The system calls this type of algorithm when
a state transition fails and the business object
should be saved in its latest successful state.
The algorithm is responsible for logging the
transition error somewhere, typically on the
maintenance object's log.

Notice that in this case, the caller does NOT
get an error back but rather the call ends
successfully and the exception is recorded
somewhere, as per the plug-in logic.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

NOTE: You can inactivate algorithms on Maintenance Objects. Y our implementation may want to inactivate

one or more algorithms plugged into the base maintenance object. To do that, go to the options grid on Maintenance
Object - Options and add a new option, setting the option type to I nactive Algorithm and setting the option value to the
algorithm code.

Maintenance Object - Maintenance Object Tree

Y ou can havigate to the Maintenance Object Tree to see an overview of the tables and table relationships associated with
the maintenance objects.

Description of Page

This page is dedicated to a tree that shows the maintenance object's tables as well as business objects, if you have defined
any. Y ou can use this tree to both view high-level information about these objects and to transfer to the respective pagein
which an object is maintained.

Defining Look Up Options

Some special fields have values that are defined by the base-package development group. For example:

» The navigation option usage field has potential values of Favorites, Go To and M enu. On the database, these values are
represented by the values of FAV, GOTO and MENU, respectively.
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» The access mode (used by application security) defines the actions that are available on various application services, for
example Add, Change, Delete, Complete and Cancel. On the database, these values are represented by the values of A,
C, D, CO, and CA respectively

We call these types of fields "lookup fields" (because we have to "look up” the descriptions on the "look up™ table when
they are displayed on atransaction).

The two examples described above represent the two different types of lookup fields.
» Thefirst example (navigation option usage) is alookup field where you cannot add, remove or change the valid values.
» The second example (access mode) is alookup field where you are alowed to add valid values.

We differentiate between these two types of lookups because the first type of lookup field (e.g., navigation usage option)
controlslogic in the system and if you change the valid values, the system will not work and if you add valid values, they
will not be used by any system logic. For the second type of lookup field (e.g., access mode), your implementation may
define additional values to be used by your customer modifications.

CAUTION: Important! If you introduce new lookup values, you must prefix the lookup value code with X or Y. If you
do not do this, thereis a possibility that a future release of the application could introduce a new lookup value with the
name you allocated.

Lookup - Main

Select Admin Menu > L ook Up to maintain lookup values.
Description of Page

Field Nameisthe name of the field whose lookup values are maintained in the grid. If you need to add a new lookup field,
you must first add a Field with an extended data type of Flag.

Owner indicatesif thislookup field is owned by the base package or by your implementation (Customer M odification).
Thisinformation is display-only.

Custom switch is used to indicate whether you are allowed to add valid values for alookup field whose owner is not
Customer M odification.

« If thisswitch isturned on, you may add new values to the grid for system owned lookup fields.

« If thisswitch isturned off, you may not add, remove or change any of the values for system owned lookup fields, with
the exception of the override description.

Thisfield is always protected for system owned |ookup fields because you may not change afield from customizable to
non-customizable (or vice versa).

Java Field Name indicates the name of thefield asit is referenced in Java code.
The grid contains the look up values for a specific field. The following fields may be modified:

Field Valueisthe uniqueidentifier of the lookup value. If you add a new value, it must begin withan X or Y (in order to
allow future upgrades to differentiate between your implementation-specific values and base-package values).

Description isthe name of the lookup value that appears on the various transactions in the system
Java Value Name indicates the unique identifier of the lookup value asit is referenced in Java code.

Statusindicatesif the value is Active or I nactive. The system does not allow | nactive values to be used (the reason we
allow Inactive valuesis to support historical datathat references a value that is no longer valid).

Detailed Description isthe detailed description for alookup value, which is provided in certain cases.

Override Description is provided if your implementation wishes to override the description of the value provided by the
product.
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NOTE: If you wish the override descriptions of your lookup values to appear in the application viewer, you must
regener ate the data dictionary application viewer background process.

Owner indicatesif thislookup value is owned by the base package or by your implementation (Customer M odification).
The system sets the owner to Customer M odification when you add lookup valuesto afield. Thisinformation is display-
only.

Defining Extendable Lookups

The "lookup" table isasingle table that holds valid values for many columns on many tables. Standard lookups are used
when the element's valid values are limited to a predefined list. These work well when:

» Thesize of thevalid valuesis 4 characters or shorter.
» Thevalid values are asimple code/ description pair.

However, there can be situations when the valid values exceed 4 digits. For example, when the value isinterfaced to another
system and this system uses longer values (and you don't want to do atransformation in the interface).

There are also situations when more than just a description is needed for each valid value. For example, what if the value
has both a description and alist containing different options based on existing conditions, such as the type of To Do to
create based on an activity's service class?

In these situations, extendable lookups can be used to store these types of values. Y ou use the Extendable Lookup portal to
create and maintain extendable lookups.

Extendable Lookup - Main

Open thispage using Admin > Extendable L ookup .
Description of Page

In the Extendable L ookup Search zone you can search for lookup values by either Business Object or Description. Click
Refresh to view the search resullts.

In the search results, select the Description link to go to the Extendable Lookup Value List zone for that record. In the
Extendable Lookup Vaue List zone the following actions are available;

» Click Add inthe zone stitle bar to add a new extendable |ookup value.

» Click Go To Search in the zong' stitle bar to go back to the Extendable Lookup Search zone.
» Click the Broadcast icon to view the details for the extendable lookup value.

» Click Edit to edit the details for the extendable lookup value.

» Click Delete to delete the extendable lookup value.

The Big Picture Of Audit Trails

The topicsin this section describe auditing, enabling auditing for fields, and auditing queries that you can use to view audit
records.

Oracle Utilities Application Framework Administration Guide ¢ 93



Captured Information

When auditing is enabled for afield, the following information is recorded when the field is changed, added and/or deleted
(depending on the actions that you are auditing for that field):
e UserID

» Dateandtime

e Tablename

* Row'sprimekey value

« Field name

» Beforeimage (blank when arow is added)

 After image (blank when arow is deleted)

» Row action (add, change, delete)

How Auditing Works

Y ou enable auditing on atable in the table's meta-data by specifying the name of the table in which to insert the audit
information (the audit table) and the name of the program responsible for inserting the data (the audit trail insert program).
Then you define the fields you want to audit by turning on each field's audit switch in the table's field meta-data. Y ou can
audit fields for delete, insert and update actions.

Once auditing is enabled for fields in atable, the respective row maintenance program for the table assembles the list

of changed fields and calls the audit trail insert program ( CIPZADTA is supplied with the base package). If any of the
changed fields are marked for audit, CIPZADTA inserts audit rows into the audit table ( CI_AUDI T isthe audit table
supplied with the base package).

NOTE: Customizing Audit Information. Y ou may want to maintain audit information other than what is described
in Captured Information or you may want to maintain it in a different format. For example, you may want to maintain
audit information for an entire row instead of afield. If so, your implementation team can use CIPZADTA and Cl_
AUDIT as examples when creating your own audit trail insert program and audit table structures.

The Audit Trail File

Audit log records are inserted in the audit tables you define. The base product contains a single such table (called CI_
AUDIT ). However, the audit insert program ( CIPZADTA) is designed to allow you to use multiple audit tables.
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If you want to segregate audit information into multiple tables, you must create these tables. Use the following guidelines
when creating new audit tables (that use the CIPZADTA audit insert program):

» The new audit tables must look identical to the base table ( CI_AUDIT ).

» The new tables must be prefixed with CM (e.g., CM_AUDIT_A, CM_AUDIT_B, etc.).

» The name of the new table must be referenced on the various tables whose changes should be logged in the new table.
NOTE: Interesting fact. It'simportant to note if you use your own tables (as opposed to using the base package table

caled CI_AUDIT), the SQL used to insert and access audit trail records (in CIPZADTA) isdynamic. Otherwise, if the
base package's table is used, the SQL is static.

How To Enable Auditing

Enabling audits is a two-step process:

» First, you must turn on auditing for atable by specifying an audit table and an audit trail insert program.
» Second, you must specify the fields and actions to be audited for the table.

The following topics describe this process.

Turn On Auditing For a Table

In order to tell the system which fields to audit, you must know the name of the table on which the field islocated. You
must specify the audit table and the audit trail insert program for atable in the table€'s meta-data.

NOTE: Most of the system's table names are fairly intuitive. For example, the user tableis called SC_ USER, the
navigation option tableis called CI_NAV_OPT, etc. If you cannot find the table using the search facility on the Table
Maintenance page, try using the Data Dictionary. If you still cannot find the name of the table, please contact customer
support.

To enable auditing for atable:

» Navigate to the Table maintenance page and find the table associated with the field(s) for which you want to capture
audit information.

» Specify the name of the Audit Table.

NOTE: Specifying the Audit Table. You can use the audit table that comes supplied with the base package ( Cl _
AUDIT) to audit multiple tables and fields. All the audit logs are combined in asingle table ( CI_AUDIT). However,
you can also have a separate audit table for each audited table. Refer to The Audit Trail File for more information.

» Specify the name of the Audit Program ( CIPZADTA isthe default audit program supplied with the base package).

CAUTION: By default, none of atable's fields are marked for audit. Even though you have enabled auditing for atable,
you must still specify the fields and actions on those fields to be audited (see below).

Specify The Fields and Actions To Be Audited

The system only audits actions (insert, update and delete) made to fields that you want audited.

To specify the fields and actions to be audited:

» Navigate to the Table - Table Field maintenance page for atable on which you have enabled auditing.
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» For each field you want to audit, specify the actions you want to audit by turning on the Audit Delete, Audit Insert and
Audit Update switches as appropriate.

NOTE: Note. You can also turn on the audit switches using the Field grid at the bottom of the Table maintenance page.

CAUTION: Audit Program Caching! The audit program from the table meta-datais read into a program cache on the
application server whenever the date changes or when the server starts. If you implement new auditing on atable, your
audit trail does not become effective until this program cache is reloaded. In other words, new audits on tables where
the audit program was not previously specified do not become effective until the next day (or the next restart of the
application server). However, if you change the fields to be audited for atable where the audit program is already in the
cache, your changes are effective immediately.

Audit Queries

There are two queries that can be used to access the audit information.

Audit Query by User
This transaction is used to view changes made by a user that are stored on a given Audit Trail File.

CAUTION: The system only audits changes that you've told it to audit. Refer to The Big Picture Of Audit Trails for
more information.

Navigate to this page by selecting Admin Menu > Audit Query By User.

Description of Page

To use this transaction:

» Enter the User |D of the user whose changes you wish to view.

» Enter the name of the table on which the audit trail information is stored in Audit Table. Refer to The Audit Trail File
for more information about thisfield.

NOTE: Default Note. If only one audit table is used to store audit trail information, that table is defaulted.

» Specify adate and timerangein Created between to restrict the records that result from the query.

NOTE: Default Note. The current date is defaulted.

» Click the search button to display al changes recorded on a specific audit table associated with a given user.
Information on this query isinitially displayed in reverse chronological order.

The following information is displayed in the grid:

» Row Creation Date is the date and time that the change was made.

» Audited Table Name contains the name of the table whose contents were changed.

« Primary Key isthe prime key of the row in the Audited Table whose contents where changed.

» Audited Field Name is the name of the field that was changed.

» Audit Action indicates whether the row action was Add, Change or Delete.

» Field Value Before Update contains the content of the field before the change. This column is blank if information was
Added.
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Field Value After Update contains the content of the field after the change. This column is blank if information was
Deleted.

Audit Query by Table / Field / Key

Thistransaction is used to view audited changes made to a given table.

CAUTION: The system only audits changes that you've told it to audit. Refer to The Big Picture Of Audit Trails for
more information.

NOTE: Most of the system'stable names arefairly intuitive. For example, the user tableis called SC_ USER, the
navigation option tableis called CI_NAV_OPT, etc. If you cannot find the table using the search facility on the Table
Maintenance page, try using the Data Dictionary. If you still cannot find the name of the table, please contact customer
support.

This transaction can be used in several different ways:

You can view all audited changesto atable. To do this, enter the Audited Table Name and |eave the other input fields
blank.

You can view al audited changesto agiven row in atable (e.g., all changes made to a given user). To do this, enter the
Audited Table Name and row's prime key (the row's prime key is entered in the field(s) beneath Audited Field Name).

You can view all audited changesto agiven field in atable (e.g., all changes madeto all customers rates). To do this,
enter the Audited Table Name and the Audited Field Name.

You can view all audited changesto a given field on a specific row. To do this, enter the Audited Table Name, the
Audited Field Name, and row's prime key (the row's prime key is entered in the field(s) beneath Audited Field Name).

Navigate to this page by selecting Admin Menu > Audit Query By Table/Field/Key
Description of Page

To use this transaction:

Enter the name of the table whose changes you wish to view in Audited Table Name.
If you wish to restrict the audit trail to changes made to a specific field, enter the Audited Field Name.

If you wish to restrict the audit trail to changes made to a given row, enter the row's prime key (the row's primekey is
entered in the field(s) beneath Audited Field Name). These fields are dynamic based on the Audited Table Name.

Specify adate and time range in Cr eated between to restrict the records that result from the query.

NOTE: The current date is defaulted.

Click the search button to display all changes made to this data.

Information on this query isinitially displayed in reverse chronological order by field.

The following information is displayed in the grid:

Create Date/Timeisthe date / time that the change was made.

User Name isthe name of the person who changed the information.

Primary Key isthe prime key of the row in the Audited T able whose contents where changed.
Audited Field Name isthe name of the field that was changed.

Audit Action indicates whether the row action was Add, Change or Delete.
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» Value Before Update contains the content of the field before the change. This column isblank if information was
Added.

» Value After Update contains the content of the field after the change. This column is blank if information was Deleted.

Bundling

The topicsin this section describe the bundling features in the application.

About Bundling

Bundling is the process of grouping entities for export or import from one environment to another.

For example, you might export a set of business objects and service scripts from a devel opment environment and import
them into a QA environment for testing. The group of entitiesisreferred to asabundle. Y ou create export bundlesin the
source environment; you create import bundlesin the target environment.

Working with bundles involves the following tasks:

» Configuring entities for bundling if they are not preconfigured

» Creating an export bundle, which contains alist of entitiesto be exported from the source environment
» Creating an import bundle to import those entities to the target environment

» Applying the import bundle, which adds or updates the bundled entities to the target environment

Sequencing of Objects in a Bundle

Bundle entities are added or updated to the target environment in the sequence defined in the bundle
Typically, the sequence of entities does not matter. However, sequence is important in the following situations:

» Entitiesthat are referenced as foreign keys should be at the top of the sequence, before the entities that reference them.
Specify zones last, asthey typically contain numerous foreign key references.

»  When importing a business object, specify the business object first, then its plug-in scripts, then the algorithms that
reference the scripts, and then the algorithm types that reference the algorithms.

»  When importing a portal and its zones, specify the portal first and then its zones.

» When importing a multi-query zone, specify the referenced zones first and then the multi-query zone.

» Always specify algorithms types before algorithms.

Y ou can specify the sequence when you define the export bundle or when you import the bundle to the target environment.

Recursive Key References

Recursive foreign keys result when one object has aforeign key reference to another object that in turn has aforeign key
reference to the first object.

For example, a zone has foreign keysto its portals, which have foreign keys to their zones. If the objects you want to bundle
have recursive relationships, you must create a 'bundling add' business object that has only the minimal number of elements
needed to add the entity. A bundling add business object for a zone contains only the zone code and description, with no
references to its portals. In the same way, a bundling add business object for a portal defines only its code and description.
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When you apply the bundle, the system initially adds the maintenance object based on the elements defined in the bundling
add business object. Before committing the bundle, the system updates the maintenance object with the complete set of
elements based on its physical business object.

Owner Flags on Bundled Entities

The owner flag of the entitiesin an import bundle must match the owner flag of the target environment.

If you need to import objects that your source environment does not own, you must replace the owner flag in the import
bundle with the owner flag of the target environment.

Configuring Maintenance Objects for Bundling

All base package meta-data objects are pre-configured to support bundling. All other objects must be manually configured.

If a base package maintenance object is pre-configured for bundling, the Eligible For Bundling option will be setto"Y" on
the Options tab for the maintenance object.

To configure other objects for bundling, review the configuration tasks below and complete all those that apply:

Complete this configuration task... for...

Make maintenance objects eligible for bundling All objects to be included in the bundle

Add a foreign key reference All objects to be included in the bundle

Create a physical business object All objects to be included in the bundle

Create a bundling add business object Objects with recursive foreign key references

Add the Current Bundle zone All objects, if you want the Current Bundle zone to appear on the
maintenance object's dashboard. This is not required by the bundling
process.

Create a custom Entity Search zone and add it to the Bundle Export All objects, if you want them to be searchable in the Bundle Export

portal portal. This is not required by the bundling process.

Making Maintenance Objects Eligible for Bundling
The "Eligible For Bundling" maintenance object option must be set to "Y" for all bundled objects.

To make maintenance objects eligible for bundling:

1. Select Admin Menu > Maintenance Object and search for the maintenance object.
2. On the Options tab, add a new option with the type Eligible For Bundling.

3. Setthevalueto"Y" and click Save.

Adding a Foreign Key Reference

Each maintenance object in a bundle must have aforeign key reference. Bundling zones use the foreign key reference to
display the standard information string for the maintenance object.

To add aforeign key reference to the maintenance object:

1. Select Admin Menu > FK Reference+ and set up aforeign key reference for the primary table of the maintenance
object.

2. Select Admin Menu > Maintenance Object and search for the maintenance object.
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3. On the Option tab, add a new option with the type Foreign Key Reference. The value is the name of the foreign key
reference you just created.

Creating a Physical Business Object

Each maintenance object in a bundle must have a physical business object. The physical business object's schema represents
the complete physical structure of the maintenance object, and includes elements for al fields in the maintenance object's
tables. The bundling process uses this schemato generate the XML for the import bundle.

To create a physical business object for the maintenance object:
1. Select Admin Menu > Business Object + and specify the maintenance object.

2. Click Generateinthe BO Schema dashboard zone to generate a schema that |ooks like the physical structure of the
mai ntenance object.

3. Savethe physical business object.
4. Select Admin Menu > Maintenance Object and search for the maintenance object.

5. Onthe Option tab, add a new option with the type Physical Business Object. The value is the name of the physical
business you just created.

Creating a Bundling Add Business Object

If the objects to be bundled have recursive foreign key references, you must create a bundling add business object to avoid
problems with referential integrity.

To create a bundling add business object:
1. Select Admin Menu > Business Object + and specify the maintenance object.

2. Click Generateinthe BO Schema dashboard zone to generate a schema that looks like the physical structure of the
mai ntenance object.

Remove all elements that are not essential. Typically, only a code and description are required.
Save the physical business object.

Select Admin Menu > Maintenance Object and search for the maintenance object you want to bundle.
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On the Option tab, add a new option with the type Bundling Add BO. The value is the name of the bundling add
business object you just created.

Adding the Current Bundle Zone

If you want the Current Bundle zone to appear on the maintenance object's dashboard, you must add the Current Bundle
zone as a context-sensitive zone for the maintenance object.

To add the Current Bundle zone to the maintenance object:
1. Select Admin Menu > Context Sensitive Zone and search for the navigation key for the maintenance object.
2. Add the Current Bundle zone, F1-BNDLCTXT, to that navigation key.
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Adding a Customized Entity Search Query Zone to the Bundle Export
Portal

If you want the maintenance object to be searchable in the Bundle Export portal, you must first create an entity-specific
guery zoneto search for the maintenance object. Then you must create a customized entity search zone that referencesthis
new query zone. Finally, you must add the customized entity search zone to the Bundle Export portal.

To make the maintenance object searchable;

1.

3.

4,

Create an entity-specific query zone to search for the maintenance object:

a) Select Admin Menu > Zone and search for one of the base query zones, such as the Algorithm Search zone, F1-
BNALGS.

b) Click the Duplicate button in the action bar.
c) Enter aname for the new zone.
d) Click Save.

e) Locatethe User Filter parameter in the parameter list. Add SQL to search for the maintenance object(s) you want to
appear in the zone.

f) Savethe query zone.
Create a customized entity search zone:

This step only needs to be done once. If you already have a customized search zone in the Bundle Export portal go to
step 3

a) Select Admin Menu > Zone and search for the F1I-BNDLENTQ Entity Search zone.

b) Duplicate this zone (as described above).

c) Remove any references to base query zones.

Add the new entity-specific query zone to the customized entity search zone:

a) Locate the customized entity search zone for your Bundle Export portal. Thisisthe zone created in Step 2.

b) Locate the Query Zone parameter in the parameter list. Add the name of the query zone you created in Step 1.
c) Savethe entity search zone.

Add the customized entity search zone to the Bundle Export portal:

This step needs to be done only once.

a) Select Admin Menu > Portal and search for the Bundle Export portal, FIBNDLEM.

b) Inthe zonelist, add the entity search zone you created in Step 2. (Add the new zone after the base entity search
Zone).

c) Savetheportal.

Working with Bundles

Use the Bundle Export portal to create an export bundle. The export bundle contains alist of entities to be exported from
the source environment. When you are ready to import the objects, use the Bundle Import portal to import the objects to the
target environment.
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Creating Export Bundles

An export bundle contains alist of entities that can be imported into another environment.

To create an export bundle:

1.
2.
3.

Log on to the source environment from which objects will be exported.
Select Admin Menu > Bundle Export+.

Complete the fields in the Main section to define the bundl€'s basic properties.

NOTE: You can use the Entities section to add bundle entities now, or save the bundle and then add entities as
described in step 5.

Click Saveto exit the Edit dialog. The export bundle status is set to Pending.
While an export bundleisin Pending state, use any of the following methods to add entities to the bundle:

a) Usethe Entity Search zone on the Bundle Export portal to search for entities and add them to the bundle. If an
entity isalready in the bundle, you can removeit.

b) Toimport entitiesfrom a.CSV file, click Edit on the Bundle Export portal, and then click CSV Fileto Upload.
Specify the file name and location of the .CSV file containing the list of entities. Click Submit to upload the file,
and then click Save to save the changes.

c) Usethe Current Bundle zonein the dashboard of the entity you want to add. (All entities that are configured to
support bundling display a Current Bundle zone). This zone displays alist of all pending export bundlesto which
you can add the entity.

d) When you check an entity into revision control, specify the export bundle on the Revision Info dialog.

When you have added all entities, click Bundlein the Bundle Actions zone on the Bundle Export portal. The export
bundle state is set to Bundled and the Bundle Details zone displays the XML representation of every entity in the
bundle.

NOTE: The owner flags of the entities in the bundle must match the owner flag of the bundle itself. If the owner
flags do not match, the system displays a warning message. Click OK to continue or Cancel to abort the bundle.
If you click OK, you will need to resolve the owner flag discrepancy before you import the bundle to the target
environment.

Copy the XML from the Bundle Detail zone to the clipboard (or to atext file). Y ou can now create an import bundle
and apply it to the target environment.

NOTE: If you need to make additional changes to the bundle, you must change the bundle state by selecting the
Back to Pending button in the Bundle Actions zone.

Creating and Applying Import Bundles

Import bundles define a group of entities to be added or updated in the target environment.

Before you create an import bundle, you must have already created an export bundle, added entities, and set the bundl€e's
state to Bundled.

To create an import bundle and apply it to the target environment:
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1. If you have not already copied the XML from the export bundle, do so now:
a) Select Admin Menu > Bundle Export and search for the bundle.

a) Copy the XML from the Bundle Detail zone to the clipboard (or to atext file).
Log on to the target environment.

Select Admin Menu > Bundle Import+ .

In the Bundle Actions zone, click Edit XML.

Paste the contents of the clipboard (or text file if you created one) into the Bundle Detail zone.
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Make any necessary changesto the XML and click Save. The status of the import bundleis set to Pending.

NOTE: Use caution when editing the XML to avoid validation errors.

7. Toremove entities from the import bundle or change their sequence, click Edit. Enter your changes and click Save to
exit the Edit dialog.

8. When you are ready to apply the bundle, click Apply. The import bundle state is set to Applied and the entities are
added or updated in the target environment.

Editing Export Bundles

Y ou can add or remove entities from an export bundle when it isin Pending state. Y ou can also change the sequence of
entities.

To edit to an export bundle that has already been bundled, you must change the bundle state by selecting the Back to
Pending button on the Bundle Export portal.

To edit apending export bundle:

1. Open the bundle in edit mode.

2. Click Edit on the Export Bundle portal.

3. Make any necessary changes on the edit dialog and then click Save.

Editing Import Bundles

Y ou can remove entities from an import when it isin Pending state. Y ou can also change the sequence of entities and edit
the generated XML.

To edit apending import bundle:
1. Open the bundlein edit mode.
2. Toedit the XML snapshot, click Edit XM L. Edit the XML code as needed, then click Save.

NOTE: Use caution when editing the XML to avoid validation errors.

3. Toremove entities or change their sequence, click Edit. Make any necessary changes and click Save.
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Revision Control

The topicsin this section describe the revision control featuresin the application.

About Revision Control

Revision control creates a history of a maintenance object as users make changesto it.

If revision control is enabled for an object you must check out the object to change it. While the object is checked out no
one else can work oniit. You can revert al changes made since checking out an object, reinstate an older version of an
object, recover a deleted object, and force a check in of an object if someone else has it checked out.

NOTE: Revision control does not keep your work separate from the environment. Because the metadata for
maintenance objectsisin the central database, any changes you make to an object whileit is checked out will be visible
to others and may impact their work.

Many of the maintenance objects used as configuration tools are already configured for revision control, but it isturned
off by default. For example, business objects, algorithms, data areas, Ul maps, and scripts are pre-configured for revision
control.

Turning On Revision Control

Revision control isturned off by default for maintenance objects that are configured for revision control.
To turn on revision control:
1. Add the base package Checked Out zone to the Dashboard portal.
a) Select Admin Menu > Portal .
b) Search for the portal CI_DASHBOARD.
c) Inthezonelist for the Dashboard portal, add the zone F1-USRCHKOUT.
2. Set up application security.

For users to have access to revision control, they must belong to a user group that has access to the application service
F1-OBJREVBOAS.

3. Add therevision control agorithm to the maintenance object that you want to have revision control.
This step must be repeated for each maintenance object that you want to have revision control.

a) Select Admin Menu > Maintenance Object and search for the maintenance object that you want to have revision
control.

b) Onthe Algorithmstab of the maintenance object, add the revision control algorithm F1-REVCTL.

Configuring Maintenance Objects for Revision Control

Most configuration tool maintenance objects are pre-configured for revision control. Y ou can configure other maintenance
objects for revision control, as well.

To configure other objects for revision control:

1. Create aphysical business object for the maintenance object.
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3.
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A physical business object is one that has a schema with elements for al of the fields for the tables in the maintenance
object. Follow these stepsto create a physical business object:

a) Select Admin Menu > Business Object + and specify the maintenance object.

b) Usethe BO Schema dashboard zone to generate a schemathat 1ooks like the physical structure of the maintenance
object.

c) Savethe physical business object.

d) Select Admin Menu > Maintenance Object and search for the maintenance object for which you want to enable
revision control.

e) On the Options tab of the maintenance object add a new option with the type Physical Business Object. The value
is the name of the physical business object that you just created.

Add aforeign key reference to the maintenance object.

Therevision control zones will display the standard information string for the object based on the foreign key reference.
Follow these steps to create aforeign key reference:

a) Select Admin Menu > FK Referencet+ and set up aforeign key reference for the primary table of the maintenance
object.

b) Select Admin Menu > Maintenance Object and search for the maintenance object.

c) On the Optionstab of the maintenance object, add a new option with the type Foreign Key Reference. Thevaueis
the name of the foreign key reference that you just created.

Add the Revision Control zone to the maintenance object.

a) Select Admin Menu > Context Sensitive Zone and search for the navigation key for the maintenance object.
b) Add the Revision Control zone, F1-OBJREVCTL, to that navigation key.

Add the revision control algorithm to the maintenance object.

a) Select Admin Menu > Maintenance Object and search for the maintenance object that you want to have revision
control.

b) Onthe Algorithmstab of the maintenance object, add the revision control algorithm F1-REVCTL.

Working with the Revision Control Zones

Y ou use two zonesin the dashboard to work with revision controlled objects when revision control is turned on .

The Revision Control zone gives you several options for managing the revision of the currently displayed object. This
zone also shows when the object was last revised and by whom. Thisinformation is linked to the Revision Control Search
portal which listsall of the versions of the object.

Using the Revision Control zone you can:

Check out an object in order to change it.

Check in an object so others will be able to work on it.

Revert the object back to where it was at the last checkout.

Force acheck in of an object that is checked out by someone else. Y ou need special access rights to force a check in.
Delete an object.

The Checked Out zonelists al of the objects that you currently have checked out. Clicking on an object listed in this zone
will take you to the page for that object. The zone is collapsed if you have no objects checked out.

See Revision Control Search for more information about Check In, Force Check In, and Check Out one or more records
simultaneously.
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Checking Out an Object

Y ou must check out a revision controlled object in order to change it.
An object must have revision control turned on before you can check it out.

NOTE: When you first create or update an object adialog box informs you that the object is under revision control. Y ou
can select OK to check out the object and save your changes, or Cancel to stop the update.

1. Goto the object that you want to work on.
2. Select Check Out in the Revision Control dashboard zone.

Checking In an Object

Y ou must check in arevision controlled object in order to create anew version of it. Checking in an object also allows
othersto check it out.

1. Selectalink inthe Checked Out dashboard zone to go to the object that you want to check in.

2. Select Check In inthe Revision Control dashboard zone.

3. Provide details about the version:
» Inthe External Referencesfield state the bug number, enhancement number, or areason for the revision.
» Inthe Detailed Description field provide additional details regarding the revision.

» Inthe Keep Checked Out box specify if you want to keep the object checked out. If you keep the object checked out
then your revision is anew version that you can restore later.

» Inthe Add To Bundle box specify if the object belongsto abundle.
4. Select OK to check in the object.

Reverting Changes

Reverting changes will undo any changes you made since you checked out an object.
To revert changes:

1. Go tothe object that you want to revert.

2. Select Revert in the Revision Control dashboard zone.

3. Inthe confirmation dialog box select OK to confirm the action or Cancel to return to the object page.

Once reverted, the object can be checked out by another user.

Forcing a Check In or Restore

You can force acheck in if an object is checked out by another user and that person is not available to check it in.
Y ou must have proper access rights to force a check in or restore.

To force acheck in or restore:

1. Goto the object that is checked out by another user.
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2. Select Force Check In or Force Restor e in the Revision Control zone.

The Force Check In option isthe same as aregular check in. The For ce Restor e option checks in the object and restores it
to the previously checked in version.

Deleting an Object

If revision control isturned on for an object, you must use the Revision Control zone to delete it.
The object must be checked in before it can be deleted.

To delete arevision controlled object:

1. Go tothe object that you want to delete.

2. Select Deletein the Revision Control zone.

3. Provide details regarding the deletion.

4. Select OK to delete the object.

The system creates arevision record before the object is deleted so that the deleted object can be restored.

Restoring an Object

Y ou can restore an older version of either a current object or a deleted object.
An object must be checked in before an older version can be restored.
To restore an object:
1. GototheRevision History portal for the object.
If the object was deleted you must search for it by goingto Admin Menu > Revision Control .
2. Select the desired entity by clicking the hyperlink in theDetails column.
Locate the row in the version history that has the version that you want to restore and click Restore.

4. Inthe confirmation dialog box select OK to confirm the action or Cancel to return to the object page.

Working with the Revision Control Portal

The Revision Control portal listsinformation about each version of arevision controlled object.

Y ou can havigate to the Revision Control portal from either alink in the Revision Control dashboard zone or by going to
Revision Control portal through the Admin Menu.

If you want to find the Revision History entry for an earlier version or deleted object, you must search for the object using
the Revision Control Search portal. Once you select the desired entry, you can restore a previous version of the object
clicking Restor e in the row for the version that you want to restore. Y ou can also see the details of each version by clicking
the broadcast icon for that version.

See Working with Revision Control Zones for more information about tasks that can be performed through Revision
Control.
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Revision Control Search

The Revision Control Search portal allows usersto search for entities that have arevision history. The Query Option
menu provides additional functionality so that users can search for revisions that are associated to theirs or other’s user ID.
Users can aso Check In, Force Check In, or Check Out one or more entities through this portal.

Query Option

» Revision History Search (default) allows the user to query for revised entities based on a combination of criteria.
» IntheUser ID field, enter the user ID that is associated with arevision.
» Inthe External Referencefield, enter an ID from an external system and is associated with arevision.

 Inthe Maintenance Object dropdown menu, select the Maintenance Object that is associated with arevision. The
optionsin thislist are populated by the Maintenance Objects that are active to track revision.

» IntheKey 1, Key 2, Key 3, Key 4, Key 5fields, enter the primary identifier(s) for the revised entity. Typicaly, the
entity only requires asingle key, but some entities require more than one (for example, Oracle Utilities Customer Care
and Billing SA Type require CIS Division and SA Type).

» Inthe Status dropdown menu, select the entity status for your search.

» Check In alowsthe user to search for entities currently checked out to the logged in user ID and a combination of
criteria. Once the search results are returned, the user has the option to select one or more entities and check them in.

» Inthe Maintenance Object dropdown menu, select the Maintenance Object that is associated with arevision. The
optionsin thislist are populated by the Maintenance Objects that are active to track revision.

* IntheKey field, enter the primary identifier(s) for the revised entity.

» Force Check In alowsthe user to search for entities that are currently checked out by other user 1Ds (excluding the
logged in user D) based on a combination of criteria. Once the search results are returned, the user has the option to
select one or more entities and check them in.

» Inthe Checked Out By User field, enter the user ID that has the entity in a Checked Out status.

» Inthe Maintenance Object dropdown menu, select the Maintenance Object that is associated with arevision. The
optionsin thislist are populated by the Maintenance Objects that are active to track revision.

* IntheKey field, enter the primary identifier(s) for the revised entity.

» Check Out allowsthe user to search for entities currently checked in user ID and a combination of criteria. Once the
search results are returned, the user has the option to select one or more entities and check them out.

 Inthe Maintenance Object dropdown menu, select the Maintenance Object that is associated with arevision. The
optionsin thislist are populated by the Maintenance Objects that are active to track revision.

« Inthe Key field, enter the primary identifier(s) for the revised entity.
Please see Working with Revision Control Zones for more information about working with individual entities.

Information Lifecycle Management

Information Lifecycle Management (ILM) is designed to address data management issues, with a combination of processes
and policies so that the appropriate solution can be applied to each phase of the data' s lifecycle.

Datalifecycle typically refersto the fact that the most recent datais active in the system. Astime progresses, the same data
becomes old and unused. Older data becomes overhead to the application not only in terms of storage, but also in terms
of performance. This older data’ simpact can be reduced by using advanced compression techniques, and can be put into
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slower and cheaper storage media. Depending on how often it’ s accessed, it can be removed from the system to make an
overall savings of cost and performance. The target tables for ILM are transactional tables that have the potential to grow
and become voluminous over time.

The Approach to Implementing Information Lifecycle
Management

This section describes the product approach to implementing ILM for its maintenance objects (MOs).

NOTE: Theterm archivingis used to cover any of the possible steps an implementation may take in their data
management strategy, including compression, moving to cheaper storage, and removing the data altogether.

Ageisthe starting point of the ILM product implementation for some of its high volume data. In general "old" records are
considered eligible to be archived. In the product solution, maintenance objects (MOs) that are enabled for ILM have an
ILM date on the primary table and the date is set to the record's creation date. For implementations that want to use ILM to
manage the records in the MO, the ILM date is used for defining partitions for the primary table.

However, there are cases where arecord's age is not the only factor in determining whether or not it iseligible to be
archived. There may be some MOs where an old record is till 'in progress or 'active' and should not be archived. There
may be other MOs where certain records should never be archived. To evaluate archive eligibility using information other
than the ILM date, the ILM enabled MOs include an ILM Archive switch that is used to explicitly mark records that have
been evaluated and should be archived.

Evaluating records to determine their archive eligibility should still occur on “old” records. The expectation isthat alarge
percentage of the old records will be eligible for archiving. The small number that may be ineligible could be updated with a
more recent ILM date. This may cause the records to move into a different partition and can delay any further evaluation of
those records until more time has passed.

The decision of how old arecord is has to be performed before it is evaluated for archive eligibility. This can be determined
by a system-wide setting, or uniquely for each maintenance object.

NOTE: The following information outlines the configuration for maintenance objects that support ILM in the product.
Thisis not acomplete summary of the process to implement Information Lifecycle Management. For more information
about implementing Information Lifecycle Management, see the see the Oracle Utilities Application Framework:
Database Administration Guide.

In order to implement ILM, the following requirements must be met:

» Referential Integrity: The recommended partitioning strategy for child tablesin a maintenance object is referentia
partitioning. In order to implement this, database referential integrity features must be enabled. For information about
the process to implement referential integrity, see the Oracle Utilities Application Framework: Database Administration
Guide.

 Partitioning: This provides away in which the data can segregate into multiple table partitions and will help in better
managesability of the lifecycle of the data. For information about partitioning, see the Oracle Utilities Application
Framework: Database Administrator’s Guide.

» Special Table Columns: Maintenance objects that support ILM include two specific columns: ILM Archive Switch
(ILM_ARCH_SW) and ILM Date (ILM_DT).

There are additional configuration points to further define how ILM works within the product:

» Maintenance Object Options: There are MO options that include configuration related to ILM.

» Master Configuration: An ILM master configuration record defines system wide ILM information.
» Batch Processes: Batch processes are defined to execute the ILM dligibility agorithm.
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e ILM Algorithm: Each maintenance object that is configured for ILM defines an ligibility algorithm that executes the
logic to set the ILM Archive switch appropriately.

Maintenance Object Options

Application metadata must be set up for the ILM crawler batch process to successfully manage the lifecycle of the data. The
key metadata infrastructure is related to setting up the value of the Maintenance Object (MO) Options types.

The following outlines the MO Option types that are in the base product:

» ILM Crawler Batch Control: This option identifies the batch control that is used to manage historic data. This process
invokesthe MO's ILM dligibility algorithm for entity instances whose retention period has elapsed.

« ILM Retention Period in Days: Thisoption is used by the base ILM crawler batch control. Use this option to override
the default retention period defined in the ILM master configuration.

Master Configuration

The Master Configuration business object for ILM Configuration defines global parametersfor all ILM eligible
Maintenance Objects. In addition, the Ul for this master configuration record displays summary information about all the
maintenance objects that are configured to use ILM.

A Master Configuration record must be added that includes a value in the Default Retention Period field.

» Default Retention Period: The ILM Crawler usesthisfield' s value (in days) if the retention period is not specified in
the MO Options.

Batch Processes
There are two main types of batch controls that manage datafor ILM in the application: ILM Crawler Initiator and
individual ILM Crawlers (one for each MO that is configured for ILM).

e ILM Crawler Initiator: (F1-ILMIN) - The LM Crawler Initiator is a parent batch process that starts the individual
ILM Crawler batch control as defined by the MO’ s options.

Restartable: In case of server failure, the ILM Crawler Initiator process can be restarted, which will also restart the ILM
Crawler processes.

* ILM Crawler: Each maintenance object that is configured for ILM definesan ILM Crawler. These are child batch
processes that can be started either by the ILM Crawler Initiator or by a standal one batch submission.
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evaluate records and perform actions

The ILM Crawler batch process selects records whose retention period has elapsed and invokes the MO's ILM eligibility
algorithm to determine if the record is ready to be archived or not. The ILM €ligibility algorithm is responsible for setting
the record's ILM archive switch to 'Y and updating the ILM date, if necessary.

The retention period defines the period that records are considered active. It spans the system date and cutoff date
(calculated as system date - retention days).

The retention days of an MO is derived as follows:

» If the ILM Retention Days MO option is defined, that is used.

» Otherwise, the Default Retention Days from the ILM Master Configuration record is used.
An error isissued if no retention period is found.

The crawler calculates the cutoff date and selects all records whose ILM archive switch is'N' and whose ILM dateis prior
to the cutoff date. Each record returned is subject to ILM €ligibility.

If the Override Cutoff Date parameter is supplied, it will be used instead of the calculated cutoff date.

Anerror isissued if the override cutoff date is later than the calculated cutoff date.

This parameter is useful if an object has many years of historic data eligible for archiving. Setting this parameter allows for
widening the retention period and therefore limiting the process to a shorter period for initial processing

NOTE: ILM Crawler batch processes are designed not to interfere with current online or batch processing. Because of
this, these batch processes can run throughout the day.

NOTE: Before passing the cut-off date to the algorithm, the ILM crawler ensures that the number of days calculated
(System Date — override cut-off date) is more than the retention period specified in the MO option OR the Master
Configuration. If the number of days calculated isless than the retention period specified on the MO option or the
Master Configuration, then it throws an error.

Oracle Utilities Application Framework Administration Guide « 111



Eligibility Algorithm

Algorithms are triggered by the ILM batch crawler for the maintenance object. The key responsibility of the ILM agorithm
isto determine whether arecord can be marked as ready to be archived or not. If arecord is determined to be ready for
archive, the algorithm should set the ILM Archive switch to Y. If not, the algorithm leaves the switch set to N and may
decide to update the ILM Date to something more recent (like the System Date) to ensure that the record does not get
evaluated again until the future.

Oracle Utilities Application Framework provides the algorithm ILM Eligibility Based on Status (F1-ILMELIG) to
support the ILM batch crawler. Refer to the algorithm type description for details about how this algorithm works. If a
maintenance object has special business rules that are evaluated to determine the eligibility for ILM, a custom algorithm can
be created and applied by the implementation team.
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Chapter 6

Configuration Tools

This section describes tools to facilitate detailed business configuration. The configuration tools allow you to extend both
the front-end user interface as well as create and define specialized back-end services. Note that the tools described here are
controlled completely by meta-data - no programming required!

Business Objects

This section provides an overview of business objects and describes how to maintain them.

The Big Picture of Business Objects

The topicsin this section describe background topics relevant to business objects.

What Is A Business Object?

The fundamental idea behind a business object is that it should closely match the end user's conception of an object (e.g.;
the specific information used to define a customer). Thisisin marked contrast to an application developer's notion of an
object (e.g.; the normalized database tables used to capture generic person information). The business object configuration
tool described here is a bridge between the two notions; a business object maps the end user's concept of an object to the
physical database structures, and services, used to maintain the information. In other words, a business object istypically a
simplification of the maintenance object.
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Name: Stepper, Sandra
Home Phone: (415) 733-2513
Business Phone:
Cell Phone:
FAX:
Social Security: 642-67-9820
Drivers License:
Email: ssandra@cassandra.net

Figure 1: Customer - as a Business Object
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Figure 2: Customer - as Defined in the Database

Another definition of a business object is a structure that allows an implementation to define asimpler view of a
maintenance object. For example, atax management COTS team can set up business objects for individual taxpayer,
corporation, and partnership all as simpler views of the Person maintenance object. Y et another use of business objectsis
for managing market messages. separate business objects can be defined for a multitude of market messages, all of which

belong to a single market message MO.

A Business Object Has Properties

A business object has properties (AKA, elements). Properties such as " Social Security Number" and "Home Phone" are
applicable to an individual taxpayer, whereas "Corporate Name" is applicable to a corporation. The structure of a business
object is defined using an XML schema. The purpose of the schema is to describe the business object's properties and map

them to the corresponding maintenance object fields.

<schema>
<name mapField="ENTITY_MAME">
<row mapChild="CI_PER_MAME"=
<SEQ_NUM is="1" /=

<frow=

<fname:
=driversLicense mapField="PER_ID_NBR"=
<row mapChild="CI_PER_ID"=
<ID_TYPE_CD is="DL" /=
</row=
</driversLicense =
=spcialSecurity mapField="PER_ID_NBR"=
<row mapChild="CI_PER_ID"=
<ID_TYPE_CD is="S5N" /=
<PRIM_SW default="true" /=
<frow>
< /socilSecurity >
<amail mapField="EMAILID"/ =

<NAME_TYPE_FLG default="PRIM" />
<PRIM_NAME_SW default="true" /=

Figure 3: Customer - Business Object Schema (partial)
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Keep in mind that many maintenance objects have child table collections (e.g., a collection of phone numbers, or a
collection of characteristics on an account) and therefore the definition of where a property resides can be sophisticated. For
example, defining a business object property like "Name" requires the implementer to define:

« The child table on the maintenance object that holds names (e.g., CI_PER_NAME)

» Theunique identifier of the instance of the collection in which the value resides (e.g., where Name Type Flag =
PRIM (ary))

» The name of thefield in which the property resides (e.g., ENTITY_NAME)

NOTE: Flatten. We use the terms "flattening” and "flatten out" to describe a business object property that residesin a
collection but is defined as asingular element.

Some maintenance objects allow data to be stored as an XML structure field (CLOB) with the entity. Business object
properties may reside in the MO's XML extension. Y ou will typically map business object propertiesto an MO XML
extension when the property does not have to be exposed for SQL indexing or joining (e.g., most fields on a tax form or the
elementsin amarket message).

Some business objects may have child tables that allow data to be stored asa CLOB. Y ou can map to these CLOB fieldsin
your schema.

CAUTION: CLOB isonly for non-indexed / joined fields! Wed like to stress that putting propertiesin an XML
document (CLOB) field should only be done for properties that will never be indexed or joined in an SQL statement. If
you need to "join" to a property you must map it to an indexed field, like a characteristic, rather than to the CLOB. This
is because databases do not commonly support indexes for elementsin a CLOB field (at |east not today).

NOTE: Schema Definition Tips. A context sensitive "Schema Tips' zone appears when you open the Business Object
page to assist you with the schema definition syntax. The zone provides a complete list of the XML nodes and attributes
available to you when you construct a schema.

XAl incoming messages and scripts support interaction with business objects. It is also possible to interact with business
objects directly from a Java class.

A Business Object May Define Business Rules

A business object may define business rules that govern the behavior of entities of this type.

» Simple element-level validation is supported by schema attributes. Note that element-level validation is executed before
any maintenance object processing. For more sophisticated rules you create Validation agorithms and associate them
with your business object. BO validation algorithms are only executed after "core validation" held in the MO is passed.

» A Pre-Processing algorithm may be used to "massage" a business object's elements prior to any maintenance object
processing. For example, you may use this type of algorithm to default element values.

A Post-Processing algorithm may be used to perform additional steps such as creating a To Do Entry or add alog record
as part of the business object logical transaction. These plug-ins are executed after all the validation rules are executed.

e An Audit algorithm may be used to audit changes made to entities of this type.
Any time a business entity is added, changed or deleted, the system detects and summarizes the list of changes that took
place in that transaction and hands it over to Audit plug-ins associated with the business object. These plug-ins are
executed after al the post-processing rules are executed. It is the responsibility of such algorithms to log the changes if
and where appropriate, for example asalog entry or an entry in an audit trail table or an entry in the business event log

By default all elements of the business object are subject to auditing. Y ou can however mark certain elements to be
excluded from the auditing process using the noAudit schema attribute. Marking an element as not auditable will prevent
it from ever appearing as a changed element in the business object's audit plug-in spot. Refer to the "Schema Tips'
context sensitive zone associated with the Business Object maintenance page for more information on this attribute.
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Refer to Business Object - Algorithms for more information on the various types of algorithms.

The system applies business object rules (schema based and algorithms) whenever a business object instance is added,
changed or deleted. Thisisonly possible when the call is made via the maintenance object service. For example, when made
viabusiness object interaction ("invoke BO"), the MO's maintenance page or XAl servicesthat reference the BO or the MO
service, etc. In addition the system must be able to determine the business object associated with the actual object being
processed. To do that the Maintenance Object itself has to have a Determine BO algorithm plugged in. If the business
object cannot be determined for a maintenance object instance business object rules are not applied.

NOTE:

Pre-Processing is special. The pre-processing algorithm plug-in spot is unique in that it only applies during aBO
interaction. It is executed prior to any maintenance object processing. It means that when performing add, change or
delete via the maintenance object service, the pre-processing plug-in is not executed.

CAUTION: Direct entity updates bypass business rules! As mentioned above, it is the maintenance object service layer
that applies business object rules. Processes that directly update entities not via the maintenance object service bypass
any business object rules you may have configured.

Business Object Inheritance

A business object may inherit business rules from another business object by referencing the latter asits parent. A child
business object can aso have children, and so on. A parent's rules automatically apply to al of its children (no compilation -
it'simmediate). A child business object can always introduce rules of its own but never remove or bypass an inherited rule.

Thefollowing isan illustration of multiple levels of business object inheritance.

Farent BO. GenericCustomer

Po=t Processing: Send
waloarme letter an add

B Human Customer

. |zstham e B BusinessCustomer

- firsthame Fost Processing: Check
= driverslcense credit history

BO: Corporate Custormer BO: PartnershipCustomer

When this type of custormer is Wyhen these typos of cusiomers are added, awelcome
added, only awelcome letieria sent letter iz sent end their credit history ia checkezd

Notice how the "Business Customer" business object extends its parent rules to also enforce a credit history check on all
types of customers associated with its child business objects.

Most types of business object system events allows for multiple algorithms to be executed. For example, you can have
multiple Validation algorithms defined for a business object. For these, the system executes al algorithms at all levelsin
the inheritance chain starting from the highest-level parent business object moving on to lower levels.

Other types of system events alows for a single algorithm to be executed. For example, you can only have one I nfor mation
algorithm to format the standard description of a business object instance. For these, the system executes the one at the level
nearest to the business object currently being processed.

NOTE: The parent and its children must reference the same maintenance object.
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NOTE: Datastructuresarenot inherited. While you can declare schemas on parent business objects, their children
will not inherit them. A good practice isto design child business object schemasto include their parent business object's
schema.

NOTE: Uselnheritance Wisely. Whileit isintellectually attractive to abstract behavior into parent BOsto avoid
redundant logic and simplify maintenance, before doing this weigh the reuse benefits against the cost in transparency, as
it is not easy to maintain a complex hierarchy of business objects.

Each Business Object Can Have A Different Lifecycle

Many maintenance objects have a status column that holds the business entity's current state within its lifecycle. Rules
that govern lifecycle state transition (e.g., what isitsinitial state, when can it transition to another state, etc.) and the
behavior associated with each state are referred to as lifecycle rules. Older Maintenance Objects, such as To Do Entry,
have predefined lifecycles whose rules are governed by the base-package and cannot be changed. The lifecycle of newer
Maintenance Objects exists in business object meta-data and as such considered softly defined. This allows you to have
completely different lifecycle rules for business objects bel onging to the same maintenance object.

Here are examples of two business objects with different lifecycles that belong to the same maintenance object.

Literature Request Lifecycle High Bill Complaint Lifecycle

Freiminany

NOTE: A Maintenance Object supports soft lifecycle rulesif it is defined with a Status Field Maintenance Object
option.

The topics that follow describe important lifecycle oriented concepts.

Valid States versus State Transition Rules

The boxes in the above diagram show the potential valid states a business entity of the above business object can bein. The
lines between the boxes indicate the state transition rules. These rules govern the states it can move to while in a given state.
For example, the above diagram indicates a high bill complaint that'sin the L odged state can be either Canceled or moved
into the Preliminary Investigation state.

When you set up a business object, you define both its valid states and the state transition rules.
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One Initial State and Multiple Final States

When you set up lifecycle states, you must pick one astheinitia state. Theinitia stateis the state assigned to new entities
associated with the business object. For example, the above high-bill complaint business object defines an initial state of
L odged, whereas the literature request one defines an initial state of Literature Sent.

Y ou must also define which statuses are considered to be "final". Typically when an entity reaches a"final" state, its
lifecycle is considered complete and no further processing is necessary.

NOTE: Allowing An Entity To Be" Reopened". You can set up your state transition rules to allow a business entity to
be "reopened" (i.e., to be moved from afinal state to anon-fina state). Neither of the above examples allows this, but it
ispossible if you configure your business object accordingly.

State-Specific Business Rules

For each state in abusiness object’s lifecycle, you can define the following types of business rules.

Logic To Take Place When Entering A State

Y ou can define algorithms that execute before a business entity enters a given state. For example, you could develop an
algorithm that requires a cancellation reason before an entity is allowed to enter the Canceled state.

Y ou can also incorporate state auto-transitioning logic within this type of algorithms. Refer to auto-transition for more
information.

Logic To Take Place When Exiting A State

Y ou can define algorithms that execute when a business entity exists a given state. For example, you could develop an
algorithm that clears out error messages when a given entity exitsthe Error state.

Monitor Rules

Y ou can define a gorithms to monitor a business entity while it isin agiven state. Thistype of logic istypically used

to check if the conditions necessary to transition the entity to another state exist (and, if so, transition it). For example,
transition an entity to the Canceled state if it's been in the Error state too long. Another common useisto perform ancillary
work while an entity isin agiven state. For example, update statistics held on the object while it'sin the Active state .

Monitor algorithms are invoked when a business entity first enters a state and periodically after that in batch. Y ou have the
option to defer the monitoring of a specific state until a specific monitoring batch job runs. Y ou do so by associating the
state with a specific monitoring process. In this case the system will only execute the monitoring rules of this state when
that specific batch process runs. This may be useful for example in a market-messaging world where you do not want an
inbound message processed when it is received; rather, you want to wait until alater point in time (maybe at the end of the
day).

A monitor algorithm can carry out any businesslogic. In addition it can optionally tell the system to do either of the
following:

» Stop monitoring and transition to another state. The system will not call any further monitoring agorithm plugged in on
the state and attempt to transition the entity to the requested new state.

» Stop monitoring. Same as above except that no transition takes place. Y ou may want to use this option to prevent
transitions while some condition is true.

If none of the above is requested the system keeps executing subsequent monitoring algorithms.
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FASTPATH: Refer to Business Object - Lifecycle for more information on how to set up state-specific algorithms.

Inheriting Lifecycle

If a business object references a parent business object, it dways inheritsits lifecycle from the highest-level business
object in the hierarchy. In other words, only the highest-level parent business object can define the lifecycle and the valid
state transitions for each state. Child business objects, in al levels, may still extend the business rules for a given state by
introducing their own state-specific algorithms.

The system executes all state-specific algorithms at al levelsin the inheritance chain starting from the highest-level parent
business object moving on to lower levels.

Auto-Transition

In asingle transition from one state to another, the system first executes the Exit algorithms of the current state, transitions
the entity to the new state, executes the Enter algorithms of the new state followed by its M onitor algorithms. At this point
if aMonitor algorithm determines that the entity should be further automatically transitioned to another state the remaining
monitoring algorithm defined for the current state are NOT executed and the system initiates yet another transition cycle.

Notice that an Enter algorithm can also tell the system to automatically transition the entity to another state. In this case the
remaining Enter algorithm aswell asall Monitor algorithms defined for the current state are NOT executed.

The following illustration provides an example of an auto-transition chain of events.

Retry Later

In this example a business entity isin a Pending state. While in that state a M onitor algorithm determines to auto-transition
it to the Denied state. At this point the following takes place:

» No further Monitor agorithms of the Pending state are executed

» Pending state Exit algorithms are executed

» The system transitions the entity to the Denied state

» Denied state Enter algorithms are executed. No further auto-transition is requested.

» Denied state Monitor algorithms are executed. No further auto-transition is requested.

Keeping An Entity In Its Last Successful State

By default, any error encountered while transitioning a business entity from one state to another rolls back ALL changes
leaving the entity in itsorigina state.

When applicable, the Maintenance Object can be configured to always keep an entity in itslast successful state rather than
rolling all the way back to the original state. This practice is often referred to as "taking save-points'. In case of an error, the
entity isrolled back to the last successfully entered state and the error islogged on the maintenance object's log. Notice that
with this approach no error is returned to the calling process, the error isjust logged!

The logic to properly log the error isin a Transition Error Maintenance Object plug-in. The system considers a
maintenance object to practice "save-points' when such an algorithm is plugged into it.

Even if the maintenance object practices "save-points', in case of an error the system will not keep an entity in the last
successfully entered state if that state is either marked as transitory or one of its Enter algorithms has determined that
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the entity should proceed to a next state. The system will roll back to the first previous state that does not match these
conditions.

Monitoring Batch Processes

The base package provides a periodic monitoring batch process for each maintenance object that supports soft state
transition. The process periodically executes the monitoring algorithms associated with the current state of an entity,
excluding states explicitly referencing a deferred monitoring batch process.

A deferred monitoring process works in the same way but only considers entities whose current state references this
particular batch control as their monitor process. Deferred monitoring is only needed for certain states based on business
reguirements.

Y our business rules will dictate the execution frequency of each monitoring process and the order in which they should be
scheduled.

NOTE: Updatesto the business object. When the monitor algorithms indicate that the business object should
transition, the monitor batch processes are responsible for ensuring the business object is transitioned appropriately and
that the appropriate exit, enter and monitor algorithms are executed. Please note that the business object is not updated
using acall to the maintenance object service and therefore the business rules plugged in to the business object are not
executed.

Transitory States

You can define a state as Transitory if you do not wish the business entity to ever exist in that particular state.
Thefollowing illustrates a lifecycle with atransitory Validate state.

In this example, the business entity is saved till not validated in the Pending state. At some point, the user is ready to
submit the entity for validation and transitions it into a transitory state Validate whose Enter rules contain the validation
logic. The responsibility of the transitory state's Enter algorithmsisto decide if the entity isvalid or in error and then
transitions it into the appropriate final state. In this scenario, you may not ever want the business entity to exist in the
Validate state.

Complete

This ic g transitory state

Let's also assume that the maintenance object in thisexampleis practicing " save-points’ and requires the entity to be kept
initslast successful state. If an error were to occur during the transition from Validate to the next state, the system would
roll back the entity back to Pending, and not Validate even though the entity has successfully entered the Validate state.
Refer to the Auto Transition section for more information.

State Transitions Are Audited

Most Maintenance Objects that support soft lifecycle definition also have alog to hold significant events throughout a
business entity's lifecycle. For example, log entries are created to record:

» When the business entity is created (and who created it)
»  When its status changes (and who changed it)
 If atransition error occurred (and the error message)
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» Referencesto other objects created throughout the entity's lifecycle. For example, if a To Do entry is created as part of
processing the entity, the To Do Entry is referenced in the log.

» Manual entries added by auser (think of these as"diary” entries)

When a business entity isfirst created and when it transitionsinto a new state the system calls Transition algorithm(s)
plugged in on the Maintenance Object to record these events. If the maintenance object supports alog these events can be
captures as log entries.

NOTE: Most base package maintenance objects supporting alog may already provide state transition logging as part
of their corelogic. In this case you only need to provide a Transition plug-in if you wish to override base logging logic
with your own.

Required Elements Before Entering A State

Y ou can define additional elementsthat are required before a business entity can enter a given state. For example, let's
assume that a Cancel Reason must be defined before an object can enter the Canceled state. Y ou do this by indicating that
element asaRequired Element state-specific option on the appropriate state on the business object.

Defining Reasons for Entering a State

Some business objects support configuring certain states to allow or require a status reason when an object enters the state.
The product provides a centralized status reason table that may be used to define the valid BO status reasons for various
business objects and various states. The status reasons are defined using the Status Reason portal.

The following sections provide additional information about the BO status reason functionality.

Maintenance Object Must Support Status Reason

In order for a business object to use the centralized status reason table to define reasons, the maintenance object must first
support the status reason. MOs that support status reason have the following characteristics:

» The primary table includes a column for Status Reason. This represents the status reason for the record’ s current status, if
applicable.

» Thelog tableincludes a column for Status Reason. The standard logic for capturing alog record when entering a state
also captures the status reason, if applicable.

 The maintenance object option collection includes an option that defines the Status Reason field. This setting is atrigger
for business objects of this MO to be able to configure states to allow or require status reason.

Business Object State Indicates if Reasons are Applicable

Oncethe MO is configured to support status reason, configuration on the business object is required to indicate the states
where areason is applicable. States may be configured to require status reasons or to mark status reasons as optional. With
this configuration, the framework will automatically get the list of valid reasons for that state and then prompt the user for a
status reason when a manual state transition occurs for that state. It also automatically triggers an error if the state requires a
status reason and no reason is provided.

NOTE: The status reason configuration on the business object state is customizable. That means that for a product
owned business object, an implementation may opt to change the delivered configuration.

Status reasons are defined for the parent (or “lifecycle”) business abject. All business objectsin the hierarchy of the parent
business object have the same valid reasons for their states.

The status reason code must be unique for the centralized status reason table. Business object and status are required fields,
so it is not possible to share acommon reason code (like “Not applicable”) across multiple business objects or states. If
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multiple BOs/ states want to support areason “Not applicable” then each must define a unique record for it. This point
should be considered when planning for your status reasons.

Selectable vs. Not Selectable

When defining a status reason, you may indicate whether it's Selectable or Not Selectable. When amanual transition is
performed and a user is prompted for a status reason, only the Selectable reasons are presented. The Not Selectable reasons
may be defined to support transitions that occur via algorithm processing.

Status Reason Business Object

The status reason maintenance object, as with many maintenance objects in the product, references a business object,

used to define attributes and behavior related to defining status reasons. The framework provides a business object for
status reason (F1-BOStatusReason). For the business objects that have states that require a status reason (let’s call these
transactional BOs"), if there is some specia logic required for defining the status reasons, it is possible to define a different
status reason BO. In this situation, the override status reason BO to use for capturing status reasons should be defined as a
BO option on the transactional BO using the Status Reason Business Object option type. If atransactional BO does not
define any status reason BO option, then the F1-BOStatusReason is used when adding a status reason.

Defining a Usage

The base product status reason BO provides the ability to define a*“ usage” value. Thisis useful for algorithms that perform
state transitions where a status reason is needed and where the algorithm is usable by more than one business object. In
this case, the status reason to use cannot be provided as a parameter because each business object must define its own set
of status reasons for each state. The Usage value can be used instead. Each business object can configure the status reason
to use in the algorithm and set the appropriate usage value. The algorithm can reference the usage value and retrieve the
correct status reason to use based on the record’ s transactional BO.

The status reason business object provided with the framework product (F1-BOStatusReason) supports capturing a usage.
The valid usage values are defined in the Status Reason Usage characteristic type.

Alternatives for Defining Reasons

There may be business objects in the system that capture reasons that are defined somewhere besides the BO status reason
table. For example, some objects may have an explicit administrative table for status reasons. Some objects may use a
Lookup or an Extendable Lookup to capture reasons. Refer to the business object description for information about how
valid reasons are defined, if applicable.

If a business object supports a reason that is not related to a state transition (such as a creation reason), the BO status reason
would not be used. One of the aternate methods for defining a reason, described above, would be used.

Granting Access To Business Objects

Every business object must reference an application service. When you link a business object to an application service, you
are granting all usersin the group accessto itsinstances. Y ou can prevent users from transitioning a business object into
specific states by correlating each business object status with each application service action (and then don't give the user
group rights to the related action).

FASTPATH: Refer to The Big Picture Of Application Security for information about granting users access rights to an
application service.

The system checks if auser has access rights each time the application isinvoked to add, change, delete, read, or transition
abusiness object. However, if abusiness object invokes another business abject, we assume that access was controlled by
theinitial business object invocation and we do not check access for other business objects that it invokes. In other words,
access rights are only checked for the initial business object invoked in a service call.
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In order to apply business object security the system must be able to determine the business object associated with the actual
object being processed. To do that the Maintenance Object itself hasto have a Determine BO algorithm plugged in. If

this algorithm is not plugged in or it cannot determine the BO on the MO, the system will NOT invoke any BO rules. If the
business object cannot be determined for a maintenance object instance, business object security is not checked. In this case
the system checks the user's access rights using standard maintenance object security.

NOTE: Parent business objectsareignored. If achild business object exists, a user need only have access to the child
business object's application service (not to every application service in the business object hierarchy).

Defining Business Objects

The topicsin this section describe how to maintain business objects.

Business Object - Main

Use this page to define basic information about a business object. Open this page using Admin Menu > Business Object.
Description of Page

Enter a unique Business Object name and Description. Use the Detailed Description to describe the purpose of this
business object in detail. Owner indicatesif this business object is owned by the base package or by your implementation
(Customer Modification).

CAUTION: Important! If you introduce a new business object, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Enter the Maintenance Object that is used to maintain objects of thistype.
Enter a Parent Business Object from which to inherit businessrules.

Lifecycle Business Object isonly displayed for child business objects, i.e. those that reference a parent business object. It
displays the highest-level business object in the inheritance hierarchy. Refer to Inheriting Lifecycle for more information.

Application Serviceisthe application service that is used to provide security for the business object. Refer to Granting
Access To Business Objects for more information. The application service on the child business object must have the same
valid actions as the application service on the parent business object.

Use I nstance Control to allow or prevent new entities from referencing the business object.

Click the View Schema hyperlink to view the business object's expanded schema definition. Doing this opens the schema
viewer window.

Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.

Click the View M O hyperlink to view the maintenance object in the Maintenance Object Viewer. You may find it useful to
leave the application viewer window open while defining your business object schema.

The options grid allows you to configure the business object to support extensible options. Select the Option Type drop-
down to defineits Value. Detailed Description may display additional information on the option type. Set the Sequence to
1 unless the option can have more than one value. Owner indicatesif this option is owned by the base package or by your
implementation (Customer M odification).

NOTE: You can add new optionstypes. Y our implementation may want to add additional option types. For example,
your implementation may have plug-in driven logic that would benefit from a new option. To do that, add your new
values to the customizable lookup field BUS OBJ_OPT_FLG. If you add a new option type for a business option,
you must update its maintenance object to declare this new option type. Otherwise, it won't appear on the option type
dropdown. Y ou do that by referencing the new option type asaValid BO Option Type maintenance object option.
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Where Used
Follow thislink to open the data dictionary to view the tables that reference F1_BUS OBJ.

Business Object - Schema

Use this page to maintain a business object's schema. Open this page using Admin Menu > Business Object and then
navigate to the Schema tab.

Description of Page

The contents of this section describe the zones that are available on this portal page.

The General I nformation zone displays main attributes of the business object.

Click the View Schema hyperlink to view the business object's expanded schema definition. Doing this opens the schema
viewer window.

Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.
The Schema Designer zone allows you to edit the business object's schema. The purpose of the schemais to describe the
business object's properties and map them to corresponding maintenance object fields.

NOTE: Generating a Schema A context sensitive "Generate Schema' zone is associated with this page. The zone
provides a button that allows the user to generate a basic schemathat includes all thefields for al the tables for the BO's
maintenance object.

NOTE: Schema Definition Tips. A context sensitive "Schema Tips' zoneis associated with this page. The zone
provides a complete list of the XML nodes and attributes avail able to you when you construct a schema.

Business Object - Algorithms

Use this page to maintain a business object's algorithms. Open this page using Admin Menu > Business Object and then
navigate to the Algorithms tab.

Description of Page

The Algorithms grid contains a gorithms that control important functions for entities defined by this business object. You
must define the following for each algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

« If the agorithm isimplemented as a script, alink to the Script is provided. Refer to Plug-In Scripts for more
information.

» Owner indicatesif thisis owned by the base package or by your implementation (Customer M odification).

The following table describes each System Event. Refer to A Business Object May Define Business Rules for more
information about these system events.

System Event Optional / Required Description

Audit Optional Algorithms of this type may be used to audit
certain changes made to business object
instances.

The system hands over to the algorithms
a summary of all the elements that were
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dataDictionary?type=TABLE&name=F1_BUS_OBJ

changed throughout a specific call to update
an object. Excluded from this processing are
elements explicitly marked on the schema

as requiring no audit. For each element its
original value before the change as well as its
new value are provided.

It is the responsibility of the algorithms to
record corresponding audit information.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Information Optional We use the term "Business Object
Information"” to describe the basic information
that appears throughout the system to
describe an entity defined by the business
object. The data that appears in this
information description is constructed using
this algorithm.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number found on the business
object closest to the current business object in
the inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Post-Processing Optional Algorithms of this type may be used to
perform additional business logic after a
business object instance has been processed.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Pre-Processing Optional Algorithms of this type further populates a
request to maintain a business object instance
right before it is processed.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Validation Optional Algorithms of this type may be used to
validate a business object instance when
added, updated or deleted.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

NOTE: You can add new system events. Y our implementation may want to add additional business object oriented
system events. For example, your implementation may have plug-in driven logic that would benefit from a new system
event. To do that, add your new values to the customizable lookup field BO_SEVT_FL G. If you add a new business
object system event, you must update the maintenance object to declare this new system event. Otherwise, it won't
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appear on the system event dropdown. Y ou do that by referencing the new system event asa VValid BO System Event
maintenance object option.

NOTE: You can inactivate algorithms on base Business Objects. Y our implementation may want to use a business
object provided by the base product, but may want to inactivate one or more algorithms provided by the base business
object. To do that, on the business object where this algorithm is referenced, go to the options grid on Business Object -
Main and add a new option, setting the option type to I nactive Algorithm and setting the option value to the algorithm
code.

Business Object - Lifecycle

Use this page to maintain a business object's lifecycle oriented business rules and options. Open this page using Admin
Menu > Business Object and then navigate to the Lifecycle tab.

Description of Page

The Status accordion contains an entry for every statusin the object's lifecycle. The entry appears differently for a child
business object as it can only extend its inherited lifecycle by introducing algorithms and options of its own.

Use Status to define the unique identifier of the status. Thisis NOT the status's description, it is ssmply the unique identifier
used by the system. Only the highest-level business object can define lifecycle statuses. For a child business object the
inherited status description is displayed allowing navigation to the corresponding entry on the business object defining the
lifecycle.

Use Description to define the label of the status. Thisfield is hidden for a child business object.

Use Access M ode to define the action associated with this status. Refer to Access Rights for the details of how to use this
field to restrict which users can transition a business entity into this state. Thisfield is hidden for a child business object.

Enter aMonitor Processto defer the monitoring of entitiesin this state until the specific batch process runs. Refer to
Monitor Rules for more information. Thisfield is hidden for a child business object.

The Status Reason dropdown indicates if users should be prompted to provide a specific reason when the business object
enters this state. This field appears only if the Status Reason Field is configured as an option on the business object's
maintenance object. Valid values are blank, Optional, and Required. The default value is blank (users are not prompted to
provide a status reason). See Configuring Status Reasons for more information about status reasons.

Use Status Condition to defineif this statusis an I nitial, Interim or Final state. Refer to One Initial Sate and Multiple
Final Satesfor more information about how thisfield is used. Thisfield is hidden for a child business object.

Use Transitory State to indicate whether a business entity should ever exist in this state. Only Initial or I nterim states can
have atransitory state value of No. Refer to transitory states for more information. Thisfield is hidden for a child business
object.

Use Alert Flag to indicate that being in this state warrants an application alert. This may be used by custom logic to provide
an alert to auser that entities exist in this state. Thisfield is hidden for a child business object.

Use Display Sequence to define the relative order of this status for display purposes. For example when displayed on the
status accordion and on the summary tab page. Thisfield is hidden for a child business object.

Algorithms

The Algorithms grid contains algorithms that control important functions for a given status. Y ou must define the following
for each algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.
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If the algorithm isimplemented as a script, alink to the Script is provided. Refer to Plug-In Scripts for more
information.

Owner indicates if thisis owned by the base package or by your implementation (Customer M odification).

The following table describes each System Event.

System Event Optional / Required Description

Enter Optional Algorithms of this type apply business rules

when a business object instance enters a
given state.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object Inheritance for more information.

Click here to see the algorithm types available
for this system event.

Exit Optional Algorithms of this type apply business rules

when a business object instance exits a given
state.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object Inheritance for more information.

Click here to see the algorithm types available
for this system event.

Monitor Optional Algorithms of this type monitor a business

object instance while in a given state.
Typically these are used to auto-transition it to
another state.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object Inheritance for more information.

Click here to see the algorithm types available
for this system event.

NOTE: You can inactivate statuslevel algorithmson base Business Objects. Y our implementation may want to use
abusiness object provided by the base product, but may want to inactivate one or more of the status oriented algorithms
provided by the base business object. To do that, on the business object and status where this algorithm is referenced, go
to the options grid and add a new option, setting the option type to I nactive Algorithm and setting the option value to
the algorithm code.

Next Statuses

Use the Next Statuses grid to define the valid statuses a business entity can transition into whileit'sin this state. This
section is hidden for a child business object. Refer to Valid Sates versus Sate Transition Rules for more information.
Please note the following about this grid:

Status shows the statuses for the top-level business object, the Status Code, the Lifecycle BO description, and the
Status description for each status.

Use Action L abd to indicate the verbiage to display on the action button used to transition to this status.

Sequence controls the relative order of one status compared to others for display purposes. This information may be used
to control the order in which action buttons are presented on a user interface.

Default controls which next state (if any) isthe default one. Thisinformation may be used by an Enter or Monitor
algorithm to determine an auto-transition to the default state. It may also be used to also mark the associated button as the
default one on a user interface.

Transition Condition may be configured to identify a common transition path from the current state. By associating
agiven "next status' with atransition condition value, you can design your auto-transition rules to utilize those flag
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values without specifying a status particular to a given business object. Thus, similar logic may be used across a range of
business objects to transition a business entity into, for example, the next Ok state for its current state. Y ou'll need to add
your values to the customizable lookup field BO_TR_COND_FLG.

» Transition Role controls whether only the System or both System and User have the ability to transition a business
entity into agiven "next status'.

» Whenyouinitialy set up a business object lifecycle, none of the statuses will reside on the database and therefore
you can't use the search to define a"next status'. We recommend working as follows to facilitate the definition of this
information:

» Leavethe Next Statuses grid blank when you initialy define a business object's statuses

» After all statuses have been saved on the database, update each status to define its Next Statuses (this way, you can
use the search to select the status).
Options

The options grid allows you to configure the business object status to support extensible options. Select the Option Type
drop-down to defineits Value. Detailed Description may display additional information on the option type. Set the
Sequence to 1 unless the option can have more than one value. Owner indicates if this option is owned by the base package
or by your implementation (Customer M odification).

NOTE: You can add new optionstypes. Y our implementation may want to add additional option types. For example,
your implementation may have plug-in driven logic that would benefit from a new option. To do that, add your new
values to the customizable lookup field BO_OPT_FL G. If you add a new option type for a status, you must update
the business obj ect's maintenance object to declare this new option type. Otherwise, it won't appear on the option type
dropdown. Y ou do that by referencing the new option type asaValid BO Status Option Type maintenance object
option.

Business Object - Summary

This page summarizes business object information in a high level. Open this page using Admin Menu > Business Object
and then navigate to the Summary tab.

Description of Page
The contents of this section describe the zones that are available on this portal page.
The General I nformation zone displays main attributes of the business object.

Click the View Schema hyperlink to view the business object's expanded schema definition. Doing this opens the schema
viewer window.

Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.
The Options zone summarizes business object and state specific options throughout the inheritance chain.
The Rules zone summarizes business object and state specific rules throughout the inheritance chain.

The Schema Usage Tree zone summarizes all cross-references to this schema. These may be other schemas, scripts, and
XAl Inbound Services. For each type of referencing entity, the tree displays a summary node showing atotal count of
referencing items. The summary node appears if at least one referencing item exists. Expand the node to list the referencing
items and use their description to navigate to their corresponding pages.

The Business Object Hierarchy zone displaysin atree view format the hierarchy of child business object associated with
the current business object. It also shows the current business object's immediate parent business object.
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Configuring Status Reasons

Status Reasons are used to provide more information about why a business object transitioned to a given state. The status
reason table provides a centralized place where status reasons can be defined across many different business objects and
states.

NOTE: Refer to Defining Reasons for Entering a State for overview information.

If abusiness object has one or more states that are configured to capture a status reason, you may configure the valid
reasons by navigating to the status reason portal using Admin Menu > Status Reason .

The topicsin this section describe the base-package zones that appear on the Status Reason portal.

Business Objects with Status Reason List

The Business Objectswith Status Reason List zone displays the business objects that have one or more statuses that can
have status reasons defined.

Click the broadcast icon to open other zones that contain more information about the business object’ s status reasons.

Status Reasons

The Status Reasons zone contains alist of the existing status reasons for the broadcasted business object.
The following actions are available:

» Click Add inthetitle bar to create a new status reason code for this business object.

» Click Edit to update the status reason.

» Click Delete to delete the status reason.

» Click Duplicate to duplicate status reason.

Business Services

In the same way that a business object is used to simplify a maintenance object, a business service can be used simplify a
back-end service. The rating engine is a good example of a complex back-end service because it must satisfy avast array

of differing requirements. However, it is also true that the actual data required for a specific rating task can be quite simple.
For example, if your script must calculate a simple cost per ton: you can pass the rating engine just a single service quantity
and receive a cal culated amount back.

Business services define alternative servicesto our internal servicesthat are easier to work with. A Business Service
provides a"simpler" datainterface thus making interaction with the actual service easier. For example, it may flatten out
complex collections and set up default values for other pieces of information (like a rate schedule).

= <input type="group™=
=genviceQuantity dataType="number"/=
=finput=
= =output type="group™=
=amount dataType="money"/=
=loutput=

Figure 4: Weight Calculation Business Service
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=IpageBody=
=field type="date” name="USER_START DT=[_xpath |-ffield=
=field type="string” name="BSEG_ID"=[_#path_|=/field>
=field type="string” name="BSEG_INFO"=[_xpath_]=ffield=
=field type="string” name="SA_INFO"=[_xpath |</field>
=field type="string” name="SA_ID"=[_*path_|=ffield=
=field type="date” name="START_DT"=[_#path_]-ffield=
=field type="date” name="END_DT"=[_xpsth_|<ifield=
=field type="boolean” name="THIRD_PARTY_SW=[ xpath_|=ifield=
<field type="date” name="ACCOUNTING_DT=[_*path |=field=
=field type="string” name="SP_ID"=[_*path_|=ffield=
=field type="string” name="PREM_ID">[_xpath_|</field=
=field type="string” name="LANGUAGE_CD"=[_xpath_]-ffield=
=field type="string” name="REV_CL_CD"=[_*path_]=/field=
=field type="string” name="RC_DESCR"=[_xrath_]-ffield=
=field type="string” name="RS_CD"=[_#path_]=/field=
=field type="string” name="RS_DESCR"=[_xpath_|-ffield=
list=
=listHeader=
=flistHeader=
<listBody=
=field type="rowActionFlag™=[_*path_]=/field=
=field type="string” name="CHAR_TYPE_CD":[_xpath_|=/fiald=
=field type="string” name="CHAR_TYPE_DESCR™=[_xpath_|=ffield=
=field type="string” name="CHAR_VAL™=[_xpath_]-ffield=
=field type="string” name="CHAR_VAL_DESCR"=[_xpath_|-/field=
=field type="string” name="ADHOC_CHAR_VAL™=[ xpath ]-field=
=field type="string” name="CHAR_TYPE_FLG"=[ xpath |-ffield=
=flistBody=
=flist>
list=
=listHeader=
=llistHeader=
<listBody=
=field type="rowActionFlag™=[_*path_]=/field=
=field type="string” name="RR_SP_ID"=[_xpath_|</field=
=field type="bigInteger’ name="SEQNO™=[_xpath_|-/field=
=field type="bigDecimal” name="REG_CONST"=[_xpath_]-ffield=
=field type="string” name="USAGE_FLG™=[_*path |=/field>
=field type="bigInteger” name="USE_PCT"=[_xpsth_|-ffield=
=field type="string” name="HOW_TO_USE_FLG"=[ xpath |-ffield=
=field type="boolean” name="MSR_PEAK_QTY_SwW=[ xesth |-ifield=
=field type="string” name="UOM_CD"=[_xpath_]=/field=
=field type="string” name="TOU_CD™=[_xpath ]/field>
=field type="string” name="SQI_CD"=[_xpsth_|-/field=
Figure 5: Rate Application Service (about 30% of actual service)

As with the business object, the business service's interface to the internal serviceis defined using its schema. The schema
maps the business service's e ements to the corresponding elementsin the internal service program's XML document.

Keep in mind that many back-end services have child table collections (e.g., a collection of input service quantities, or a
collection of output hill lines) and therefore the definition of where a business service property resides can be sophisticated.
For example, defining a business service property like "Weight" requires the implementer to define:

» The collection on the business service that holds service quantities (e.g., SQ)
» Theuniqueidentifier of the instance of the collection in which the value resides (e.g., where SQI Code = TONS)
» The name of the field in which the property resides (e.g., SQI_CD)
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<input type="group"=
<serviceQuantity mapField="INIT_SQ">
<row mapList="5Q"=>
<SQI_CD is="TONS"/>
</row=
< /serviceQuantity>
<finput>
<output type="group">
<amount mapFigld="CALC_AMT">
<row mapList="CALC_HDR">
<HEADER_SEQ is="1"/>
<frow=
<famount>
<foutput>

Figure 6: Weight Charge Schema

NOTE: Flatten. We use the terms "flattening” and "flatten out" to describe a business service property that residesin a
collection but is defined as asingular element.

NOTE: Schema Definition Tips. A context sensitive "SchemaTips' zone appears when you open the Business Service
page to assist you with the schema definition syntax. The zone provides a complete list of the XML nodes and attributes
available to you when you construct a schema.

XAl incoming messages and scripts support interaction with business services. Y ou can a so invoke a business service from
aJavaclass.

Defining Business Services

The topicsin this section describe how to maintain business services.

Business Service - Main

Use this page to define basic information about a Business Service. Open this page using Admin Menu > Business
Service.

Description of Page

Enter a unique Business Service name and Description. Use the Detailed Description to describe the purpose of this
business service in detail. Owner indicates if the business service is owned by the base package or by your implementation
( Customer Modification).

CAUTION: Important! If you introduce a new business service, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Enter the internal Service Name being called when this business service isinvoked.

Enter the Application Servicethat is used to provide security for the business service. The application service must have an
Access Mode of Execute.

Click the View Schema to view the business service's expanded schema definition. Doing this opens the schema viewer
window.

Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.

Click the View XML hyperlink to view the XML document used to pass data to and from the service in the Service XML
Viewer. You may find it useful to leave the application viewer window open while defining your business service schema.
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NOTE: XML document may not be viewable. If you create a new page service and do not regenerate the application
viewer, you will not be able to view its XML document.

Where Used
Follow this link to open the data dictionary to view the tables that reference F1_BUS SVC.

Business Service - Schema

Use this page to maintain a Business Service's schema and to see where the Business Service is used in the system. Open
this page using Admin Menu > Business Service and then navigate to the Schema tab.

Description of Page

The contents of this section describe the zones that are available on this portal page.

The General Information zone displays main attributes of the business service.

The Schema Designer zone alows you to edit the business service's schema. The purpose of the schemais to map the
business service's elements to the corresponding fields of the backend service program it rides on.

NOTE: Generating a Schema A context sensitive "Generate Schema' zone is associated with this page. The zone
provides a button that allows the user to generate a basic schema that includes al the elements that are found in the
XML of the BS' s service.

NOTE: Schema Definition Tips. A context sensitive "Schema Tips' zoneis associated with this page. The zone
provides a complete list of the XML nodes and attributes available to you when you construct a schema.

The Schema Usage Tree zone summarizes al cross-referencesto this schema. These may be other schemas, scripts, and
XAl Inbound Services. For each type of referencing entity, the tree displays a summary node showing atotal count of
referencing items. The summary node appears if at least one referencing item exists. Expand the node to list the referencing
items and use their description to navigate to their corresponding pages.

User Interface (Ul) Maps

The User Interface (Ul) map holds HTML to be rendered within portal zones and Business Process Assistant (BPA)
scripts. Ul maps allow your implementation to create input forms and output maps that closely match your customer's
business practices. In other words, the Ul Map is designed to facilitate the capture and display of your business objects and
business services.

The Ul map isarepository for asingle HTML document paired with an XML schema where the schema defines the data
that the HTML document displays and/or modifies. The Ul Map HTML gives you the ability to craft the display by any
method that an html document can support, including JavaScript and full CSS functionality.

Configuration tool support for Ul Maps hinges around the ahility to inject and extract an XML document from the HTML.
For more information on the specialized support for HTML and JavaScript functionality - please refer to the HTML tips
document (more on this below).
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<hTml>

<head>

<titlexfutput Perscnal Information</ticle>

<link rel="atylesheet® cype="text/css" href="cm templates/cmStyles.cas®/>
</head>

<body>

cgable width="100%" border="(" cellpadding="2" style="margin-cop:15px:"™ >

<TE>
<td/>
<td/>» <! >
<td rowspan="33% style="vertical-align:bottom; margin-left:Spx">
<input type="button" value="edit® onClick="oraRunScript('HumanInfol','‘personId®):"/>»
</td¥r
</t

<EpE>
<td class="out
<Td><EZpan o
</Tr>
<TI>
<td class=""ouctpuclabel®>Home Fhone:</cd>
<tdr<span crafField="homePhone® class="gutputDate™></apen></td>
<iery
LEr>
<td elass="purpucLabel">Businsas Phone:</ cd>

ucLabal™>Nama <,/ td>

lg="pame" clasa="ocutputlara”></span></cd>

<td><span o eld="businessFhone® class="outputData®>«</span></cd>
</ oE>
LTI

<td class="outputLabel">Cell Fhone:</td>

<td><span craField="cellPhone" class="outputData™>»</span></td>
</tz>
<tT>

<td class="pgutputLabel">FAX:</td>
<tdrc=pan creFisld="fax™ class="outputData™></span></cd>
</oe>
<CE>
<td clasa="outpucLabel"»Social Securityi</td>
<td»<apan orafield="sgcialSecurity® class="outputDaca®>»</span></td>

</ex>
=
<td class="purtputLebel”>Drivers Licenss:</td>
<tdy<span oraFiseld="driverslicense® class="ourputDaca™></span><c/td>
cier>
<EE>
£td’ class="pucputLabel">Fmail :</cd>
<td><apan crafField="email"™ claas="gucputData™»</spany</cd>
</ox>
</cable>
</body>
<Xl
<¥d

>Greer, Johan</names
1l>jurgen.greermedia.com</emails>
apity»338=-30=-2025</ = 3
License>»CB382020</dz3
ne> (B838) 030-0303</
sne>|(4494) 444-4040</ /0l
es=Phone> (737) 393-3838</bu
<fax> (3T3) D939-3939</fax>
raanTd>»1239997654< /parsonTds

o

<pe
<frooty>
</ mml>
</ html>

Figure 7: HTML to Display Customer Business Object

Name: Greer,Johan
Home Phone: (838) 030-0303
Business Phone: (737) 393-3838
Cell Phone: (444) 444-4040
FAX: (373) 939-3939
Social Security: 939-30-3939
Drivers License: C8392020
: jurgen.greer@media.com ij

Emai

Figure 8: Customer HTML Rendered (Output Data for Zone)
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Ul maps are typically crafted as output tables when used in conjunction with portal zones - please refer to Map Zones for
more information. When referenced within BPA scripts, Ul maps are typically crafted as forms for the capture and update
of data.

Edit Personal Information

(T
oy
=

Name: |Greer,Juhan
Last-name suffix, prefix first-name middle-name/initial
Home Phone: (838 030 - |o303
Business Phone: 737 393 - [3838
Cell Phone: |444 M44 - |4040
FAX: [373 939 - [3939
Social Security: (939 - |30 - |3939

Drivers License: |03392020

Email: ljurgen_greer@media_cum

Save Changes Cancel

Figure 9: HTML Input Form Rendered (for BPA Script)

Portal zones can reference a Ul map for the zone header. They may also utilize a Ul map to define their filter area. Thistype
of Ul map is not acomplete HTML document, but isinstead configured asa Ul Map "fragment".

NOTE: Ul Map Tips. A context sensitive"Ul Map Tips' zone appears when you open the Ul Map page to assist
you with the HTML document and schema definition syntax. The "tips" describe methods to take advantage of the
configuration tools, however, they are not an HTML reference.

NOTE: Editing HTML. You can use avariety of HTML editors to compose your HTML, which you can then cut, and
paste into your Ul map. In addition, the zone provides a complete list of the XML schema nodes and attributes available
to you when you construct the map's data schema.

Defining Ul Maps

The topicsin this section describe how to maintain Ul Maps.

Ul Map - Main
Use this page to define basic information about a user interface (Ul) Map. Open this page using Admin Menu > Ul Map.

Description of Page

Enter aunique M ap name. Owner indicates if the Ul map is owned by the base package or by your implementation (
Customer M odification).
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CAUTION: Important! If you introduce a new Ul map, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Use Ul Map Type to indicate whether the map isa Complete HTML Document or an HTML Fragment. Portal zones
can reference a Ul map to describe a fragment of their HTML, for example the zone header or filter area. In this case the Ul
map is hot a complete HTML document, but isinstead configured asa Ul Map "fragment".

NOTE: How used. A context sensitive "Ul Map Tips' zoneis associated with this page to assist you with the HTML
document definition syntax. Refer to the tips zone for more information on how to use fragment Ul maps to construct
portal zone HTML components.

Enter a Description. Use the Detailed Description to describe how this map is used in detail.
Click on the View Schema to view the Ul map's expanded schema definition. Doing this opens the schema viewer window.
Usethe Test Ul Map hyperlink to render your html in atest window.

NOTE: Testing your map. You can usethe Test Ul Map hyperlink to render your map's html. Importantly, the

hyperlink a so exercises the proprietary functionality that binds an xml element with an html element so you can get
immediate feedback on your html syntax.

Where Used
Follow thislink to open the data dictionary to view the tables that reference F1_MAP.

Ul Map - Schema

Use this page to maintain a Ul Map's HTML and schema and to see where the Ul Map is used in the system. Open this page

using Admin Menu > Ul Map and then navigate to the Schema tab.

Description of Page

The contents of this section describe the zones that are available on this portal page.

The General Information zone displays main attributes of the Ul Map.

The HTML Editor zone alows you to edit the HTML document of the map.
NOTE: HTML Definition Tips. A context sensitive"Ul Map Tips" zone is associated with this page to assist you with
the HTML document definition syntax. The "tips" describe good ways to produce simple HTML, however, they are not

an HTML reference. Note that you can use avariety of HTML editors to compose your HTML, which you can then cut
and paste into your Ul map.

NOTE: Providing Help. A tool tip can be used to display additional help information to the user. This applies to section
elements aswell asindividual elements on a map. Refer to the tips context sensitive zone for more information on how
to enable and provide Ul map help.

The Schema Designer zone allows you to edit the data schema part of the map. The purpose of the schemaisto describe
the data elements being displayed by the map.

NOTE: Schema Definition Tips. The same"UI Map Tips" zone above also provides a complete list of the XML nodes
and attributes available to you when you construct the map's data schema.

The Schema Usage Tr ee zone summarizes all cross-referencesto this schema. These may be other schemas, scripts, and
XAl Inbound Services. For each type of referencing entity, the tree displays a summary node showing atotal count of
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referencing items. The summary node appears if at least one referencing item exists. Expand the node to list the referencing
items and use their description to navigate to their corresponding pages.

Ul Hints

Ul Hints are tags and elements that allow dynamic generation of formatted Ul Maps. For example, Ul Hints can be used
as an dternative to manually creating maintenance and display Ul Maps for business abjects, thereby reducing the amount
of time and technical expertise needed for creating those objects. Ul Hints can aso be added to the schemas on business
services, service scripts, data areas, and Ul maps. If you develop aBO using Ul Hints, you should use them for the other
configuration tool schemas for the BO, such as the data areas, Ul map fragments, and display service scripts.

Additional information, including alist of working business objects that use Ul Hints, is available in the context sensitive
“Tips’ zone on the schema pages for the above configuration tools.

Ensuring Unique Element IDs for Ul Maps

The following describes how to modify JavaScript code to ensure the proper rendering of unique element IDs for Ul Maps.

The modification is required only for code that renders HTML using a getElementByld() (or similar) function to generate
list IDs and avoid account verification or related errors.

The following sample snippet contains the necessary modifications:

function getEl enent sFronli st (nanePrefix) {

var ret =[];

var el enents = docunent. get El ement sByTagName(" | NPUT") ;
for(var i=0;i<elenents.|length;i++) {

var elem D = elenments[i].id;

if((id) & (id.startsWth(nanePrefix + ' ")) {
ret.push(elements[i]);

}

}

return ret;

Since IDs aren't necessarily unique in generated Ul Map 1Ds, the code shown above ensures uniqueness at runtime by
appending an underscore and row number (e.g., myField 1, myField_2) for proper handling by Framework in the rendered
HTML, while still allowing you to reference the unmodified 1Ds contained in the generated Ul Map.

A switch in the spl.properties file also permits you to disable the generation of unique IDs for elementsin agrid (as
described below), though, for standards compliance reasons, it is highly recommended that this switch be left at is default
value.

Property Name: spl.runtine.conpatibility.ui MapDi sabl eGener at eUni queHt m | Ds

File Nane: spl.properties (under web project in FW

Default Value: false

Accepted Val ues: true or false

Description: This property controls the generation of unique IDs for all input elenents
inside a list. Wien this value is set to true it disables the generation of unique IDs,
thus replicating the old behavior. Wien this property is set to false or this property is
m ssing it enables the generation of unique IDs, thus enabling the list to be standards-
conpl i ant.
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Maintaining Managed Content

The Managed Content maintenance object is used to store content such as XSL files used to create vector charts, JavaScript
include files, and CSSfiles. These files may then be maintained in the same manner asthe HTML in Ul Maps.

The topicsin this section describe the Managed Content portal .

Managed Content - Main

This page is used to define basic information about the content. Open this page using Admin > Managed Content .
Description of Page

Enter a unique name for the content in the M anaged Content field.

Owner indicatesif the content is owned by the base package or by your implementation.

Use Managed Content Type to indicate the type of content, for example, XSLT or Javascript.

Enter aDescription.

Use the Detailed Description to describe in detail how this map is used.

Managed Content - Schema

This page is used to create and maintain the managed content. Open this page using Admin > Managed Content and then
navigate to the Schema tab.

Description of Page

The General Information zone displays the main attributes of the content. The Editor zone allows you to edit the content.

Data Areas

The data area has no business purpose other than to provide a common schema location for re-used schema structures.

It exists solely to help eliminate redundant element declaration. For example, if you have multiple schemas that share a
common structure, you can set up a stand-alone data area schema for the common elements and then include it in each of
the other schemas.

Be aware that a stand-alone data area can hold elements that are mapped to true fields. For example, you might have 50
different types of field activities and all might share acommon set of elements to identify where and when the activity
should take place. It would be wise to declare the elements that are common for all in a stand-alone data area and then
includeit in the 50 field activity business objects.

It's strongly recommended that you take advantage of stand-alone data areas to avoid redundant data definition!
CAUTION: Dynamic inclusion! When the system renders a schema, all schemas included within it are expanded

real-time. This means that any change you make to a data area will take affect immediately within all schemasitis
referenced within.
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NOTE: Schema Definition Tips. A context sensitive "SchemaTips' zone appears when you open the Data Area page
to assist you with the schema definition syntax. The zone provides a complete list of the XML nodes and attributes
available to you when you construct a schema.

Defining Data Areas

The topicsin this section describe how to maintain Data Areas.

Data Area - Main

Use this page to define basic information about a data area. Open this page using Admin Menu > Data Area.
Description of Page

Enter aunique Data Area name and Description. Use the Detailed Description to describe what this data area defines
in detail. Owner indicates if the data area is owned by the base package or by your implementation ( Customer
M odification).

CAUTION: Important! If you introduce a new data area, carefully consider its naming convention. Refer to System
Data Naming Convention for more information.

Click the View Schema to view the data area's expanded schema definition. Doing this opens the schema viewer window.
Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.

To extend another data area, reference that data areain the Extended Data Area field. By extending a data area you can
add additional elements to a base product data area.

Here's an example of an extended data area:
» The product releases with dataarea A, which contains elements g, b, and c.

 Your implementation creates data area CM-A, which contains element z, and references data area A as the extended data
area

» Atruntime, everywhere dataarea A isincluded it will contain elements a, b, ¢, and z.
Where Used
Follow thislink to open the data dictionary to view the tables that reference F1_DATA AREA.

Data Area - Schema

Use this page to maintain a Data Area's schema and to see where the data areais used in the system. Open this page using
Admin Menu > Data Area and then navigate to the Schema tab.

Description of Page

The contents of this section describe the zones that are available on this portal page.

The General Information zone displays the main attributes of the data area.

The Schema Designer zone allows you to edit the data area's schema. The purpose of the schemais to describe the
structure and elements of the data area.

NOTE: Schema Definition Tips. A context sensitive "Schema Tips' zoneis associated with this page. The zone
provides a complete list of the XML nodes and attributes available to you when you construct a schema.
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The Schema Usage Tree zone summarizes all cross-referencesto this schema. These may be other schemas, scripts, and
XAl Inbound Services. For each type of referencing entity, the tree displays a summary node showing atotal count of
referencing items. The summary node appears if at least one referencing item exists. Expand the node to list the referencing
items and use their description to navigate to their corresponding pages.

Schema Designer

The Schema Designer is a Framework component that offers a user-friendly interface for performing the following common
schema editing tasks:

 Displaying existing schemas.
 Creating schema elements.

» Moving elements within a schema.
« Adding attribute values.

» Defining "flattened"” fields.

» Adding custom nodes.

« Adding custom attribute values.

The designer provides the ability to toggle between Design and Sour ce modes by clicking the icons on the Schema
Designer title bar:

Source View

In the graphical Design mode, the zoneis split into two areas: the left pane displays elements of the schemain atree-like
presentation, while the right pane displays all valid attributes and values for selected schema elements.

Context-sensitive embedded help is provided for fields and controls in the right pane by clicking the Help icon @

You can aso use links in the Schema Tips zone in the dashboard area to open a navigable Help window containing
schemarrelated topics and tips. To search topic content, press Ct r | +F when the Schema Tips Help window has focus.

The Schema Designer is available by choosing the Schema tab on the Business Object, Data Area, Ul Map, Business
Service, and Script pages.

Schema Viewer

The schema viewer shows atree-view presentation of a schemain its expanded form.

The schemadillustrates the structure to be used when communicating with the schema's associated object. The following
takes place when a schema is expanded:

« If the schema definition includes references to other schemas, these references are replaced with the corresponding
schema definitions.

» Also, if the schema definition contains private elements, they are omitted from this view.

Clicking on any node on the tree popul ates the text box on the top with the node's absolute X Path expression. Y ou will find
this feature very useful when writing scripts interacting with schema-based objects. Scripting often involves referencing
elementsin a schema-based XML document using their absolute X Path expression. Y ou can use this feature on the schema
viewer to obtain the X Path expression for an element and copy it over to your script.
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Business Event Log

Business Event Log may be viewed as atool designed to capture any type of business event worth noting. Y ou configure
business objects to represent the various types of events your application calls for. The following type of details may be
captured for each event:

The business object representing the type of event.

The date and time the event took place and who initiated it.
The business entity for which this event islogged.
Standard application message to describe the event.

Additional context information that is available at the time of the event and varies for each type of event. The Business
Event L og maintenance object supports a standard characteristics collection aswell asan XML storage (CLOB) field.
The event's business object determines where each piece of information resides. Refer to Business Objects for more
information.

One common type of event may be the audit of changes made to sensitive data, for example, tracking an address change.
Whenever an entity associated with a business object is added, changed, or deleted the system summarizes the list of
changes that took place in that transaction and hands them over to Audit business object algorithms to process. Y ou may
design such an algorithm to audit the changes as business event logs. Refer to a business object may define business rules
for more information.

Y ou can also allow usersto initiate business event logs to capture important notes about a business entity by exposing a
BPA Script to invoke the event's corresponding business object.

Bottom lineisthat any process can create a business event log by invoking the business object representing the appropriate
type of event.

Where Used
Follow this link to open the data dictionary where you can view the tables that reference F1_BUS EVT_LOG.
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dataDictionary?type=TABLE&name=F1_BUS_EVT_LOG

Chapter 7

To Do Lists

Certain events that occur within the system will trigger messages describing work that requires attention. For example, if a
bill segment has an error, the system generates a To Do message to alert the person responsible for correcting such errors.

Each type of message representsa To Do list. For example, there are To Do lists for bill segment errors, payment errors,
customer contact reminder, etc.

Werefer to each message asaTo Do Entry. Each To Do entry is assigned a specific To Do Role. The role defines the users
who may work on the entry. A To Do entry has a To Do log that maintains record of the progress on the To Do entry. For
example, the To Do log indicates when the To Do entry was created, when it was assigned to a user and to whom it was
assigned, and when and by whom it was compl eted.

FASTPATH: Refer to To Do Processing for adescription of end-user queries and tools assisting in reviewing, assigning
and processing To Do entries.

The Big Picture of To Do Lists

The topics below provide more information about To Do configuration.

To Do Entries Reference A To Do Type

Every To Do entry references a To Do type. The To Do type controls the following functions:
» TheTo Do list on which the entry appears.
» The page into which auser is taken when they drill down on an entry.

» The message that appearsin the user's To Do list. Note this message can be overridden for specific To Do messages by
specifying a different message number in the process that creates the specific To Do entry. For example, the process that
creates To Do entries associated with bill segmentsthat arein error displays the error message rather than a generic "hill
segment isin error" message.
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« TheTo Do list's sort options. Sort options may be used on the To Do list page to sort the entries in a different order. For
example, when a user looks at the bill segment error To Do list, they have the option of sorting it in error number order,
account name order, or in customer class order. Note the default sort order is also defined on To Do type.

» Whether (and how) the To Do entry is downloaded to an external system (e.g., an email system).

» Therolesto which an entry may be reassigned.

» The default priority of the To Do list in respect of other To Do lists.

» TheTo Do list's usage, which indicates whether a To Do of that type may be created manually by a user.
» Theagorithms used to perform To Do list specific business rules.

» The characteristics applicable to the To Do list.

To Do Entries Reference A Role

Every To Do entry references arole. The role defines the users who may be assigned to Open entries.

The permissible roles that may be assigned to a To Do entry are defined on the entry's To Do type. After an entry is created,
its role may be changed to any role defined as valid for the entry's To Do type.

An entry'sinitia roleis assigned by the background process or algorithm that creates the entry. Because you can create your
own processes and algorithms, there are an infinite number of ways to default an entry's role. However, the base package
processes and algorithms use the following mechanisms to default an entry'srole:

» The system checksif an entry's message category / number is suppressed (i.e., not created). If so, the entry is not created.
Refer to To Do Entries Can Be Rerouted Or Suppressed Based On Message Number for more information.

» The system checksif an entry's message category / number is rerouted to a specific role. If so, it defaultsthisrole. Refer
to To Do Entries Can Be Rerouted Or Suppressed Based On Message Number for more information.

» Your specific product may introduce additional criteriafor assigning arole, for example perhaps important accounts are
assigned to akind of account management group and the account management group includes configuration for special
role for certain To Do types. Refer to Set Additional Information Before a To Do is Created for more information.

» If aRole wasn't determined in one of the previous steps and a Role is provided by the initiating process, the entry is
created with that Role.

« If the entry does not have arole after the above takes place, the entry's To Do type's default role is assigned to the entry.

NOTE:

At installation time, the system provides a default role assigned to the system To Do types when first installed called
F1 DFLT. Thisisdone to allow testing of the system prior to implementing of appropriate To Do roles for your
organization. The recommendation isto configure all the To Do Types with appropriate business oriented To Do
roles once they are defined.

CAUTION: Important! Most organizations have the notion of a supervisor who is responsible for al entries assigned to
agivenrole. It'simportant for this user (or users) to be part of all such roles. Refer to To Do Supervisor Functions for
information about transactions that can be used by supervisorsto review and assign work to users.

To Do Entries Can Be Rerouted (Or Suppressed) Based On
Message Number

Consider the To Do type used to highlight bill segmentsthat arein error. To Do entries of this type reference the specific
bill segment error number so that the error message can be shown when the Bill Segmentsin Error To Do list is displayed.
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NOTE: Message Category / Message Number. Every error in the system has a unique message category / number
combination. Refer to The Big Picture of System Messages for more information about message categories and
numbers.

If you want specific types of errors to be routed to specific users, you can indicate such on the To Do type. For example, if
certain bill segment errors are always resolved by a given rate specialist, you can indicate such on the To Do type. You do
this by updating the To Do type's message overrides. On this page you specify the message category / number of the error
and indicate the To Do role of the user(s) who should work on such errors. Once the To Do typeis updated, all new To Do
entries of this type that reference the message number are routed to the desired role.

NOTE: Reroute versus suppression. Rather than reroute an entry to a specific role, you can indicate that an entry with
a given message humber should be suppressed (i.e., not created). Y ou might want to do thisif you have alarge volume
of certain types of errors and you don't want these to clutter your users To Do lists.

Obviously, you would only reroute those To Do types that handle many different types of messages. In other words, if the
To Do type already references a specific message category / number rerouting is not applicable.

We do not supply documentation of every possible message that can be handled by a given To Do type. The best way to
build each To Do type's reroute list is during the pre-production period when you're testing the system. During this period,
compile alist of the messages that should be routed to specific roles and add them to the To Do type.

Keep in mind that if a message number / category is not referenced on a To Do type's reroute information, the entry is
routed as described under To Do Entries Reference A Role.

NOTE: Manually created To Do entries cannot bererouted or suppressed. The rerouting occurs as part of the
batch process or agorithm processing when the To Do is created. The role or user to whom amanua To Do should be
assigned is specified when the To Do is created online. A manually created To Do may also be forwarded to another
user or role.

The Priority Of A To Do Entry

Some To Do entries may be more urgent to resolve than others. A To Do entry is associated with a priority level
representing its relative processing order compared to other entries.

Priority level isinitially assigned as follows:

» If aCalculate Priority plug-in is defined on the To Do entry's type, the system callsit to determine the entry's priority.
Y ou may want to use this method if an entry's priority is based on context or time-based factors. For example, when
priority takes into consideration account specific attributes. When applicable, you may design a process that triggers
priority recalculation of To Do entries"at will". For example, when priority is reassessed periodically based on factors
external to the To Do entry'sinformation. Refer to To Do Type for more information on priority calculation algorithms.

« If apriority value has not been determined by a plug-in, the system defaults a To Do entry'sinitia priority to the value
specified on itstype.

A user may manually override a To Do entry's priority at any time. Notice that once a To Do entry's priority is overridden,
Calculate Priority plug-ins are no longer called so as to not override the value explicitly set by the user.

NOTE: The system does not use priority values to control order of assignment nor processing of To Do entries. Priority
isavailableto assist your organization with supporting a business practice that ensures higher priority issues are worked
on first.
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Working On A To Do Entry

A user can drill down on aTo Do entry. When a user drills down on an entry, the user is transferred to the transaction
associated with the entry. For example, if auser drills down on abill segment error entry, the user is taken to the Bill
Segment - Main page. Obviously, the page to which the user is taken differs depending on the type of entry.

Itisalso possible to configure the To Do type to launch a script when a user drills down on an entry rather than taking
the user to atransaction. The script would walk the user through the steps required to resolve the To Do entry. Refer to
Launching Scripts When A To Do Is Selected for more information.

After finishing work on an entry, the user can mark it as Complete. Completed entries do not appear on the To Do list
queries (but they are retained on the database for audit purposes). If the user cannot resolve the problem, the user can
forward the To Do to another user.

Launching Scripts When A To Do Is Selected

Users can complete many To Do entries without assistance. However, you can set up the system to launch a script when a
user selectsa To Do entry. For example, consider a To Do entry that highlights a bill that'sin error due to an invalid mailing
address. Y ou can set up the system to execute a script when this To Do entry is selected by a user. This script might prompt
the user to first correct the customer's default mailing address and then re-complete the bill.

A scriptislinked to a To Do type based on its message number using the To Do type's message overrides. Refer to
Executing A Script When A To Do Is Selected for more information.

To Do Entries Have Logs

Each To Do entry hasa To Do log that maintains a record of the To Dao's progress in the system. For example, the To Do
log indicates when the To Do entry was created, when it was assigned to a user and to whom it was assigned, and when and
by whom it was completed. Users can view the log to see who assigned them a particular To Do and whether any work has
already been done on the To Do.

A log entry is created for al actionsthat can be taken on aTo Do entry. Log entries are created for the following events:
» A ToDoentry iscreated (either by the system or by a user)

» A ToDoentry iscompleted (either by the system or by a user)

e A user takes an open To Do entry

» A supervisor assignsaTo Do entry

» A user forwards an entry to another user or role

» A user sends back aTo Do to the user who forwarded it

» A user manually adds alog entry to record details about the To Do's progress

» A user manually overridesthe To Do entry's priority

FASTPATH: For information about the contents of log entries for each of the events, refer to Log Entry Events.

How Are To Do Entries Created?

A To Do Entry may be created in the following ways.

» A background process can create To Do Entries.
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« An algorithm can create entries of a given type. Because the use of algorithmsis entirely dependent on how you
configure the control tables, the number of types of such entriesis indeterminate.

» A user can create entries of To Do types that have a M anual usage. Refer to To Do Entries Created Manually for
information about setting up manua To Do types.

For any base product process that includes logic to create a To Do entry, the system supplies a sample To Do type that may
be used. Although the To Do types provided by the product are system data, the following information related to each To
Do type may be customized for an implementation and is not overwritten during an upgrade:

» Thecreation process. If the To Do is created by a background process where the background processis referenced on a
To Do type. Refer to To Do Entries Created By Background Processes for more information.

« Therouting process. Refer to To Do Entries May Be Routed Out of the System for more information.
» Thepriority. Refer to To Do Type - Main for more information.
» The rolesthat may be associated with the To Do type. Refer to To Do Entries Reference a Role for more information.

» The message override information. Refer to To Do Entries Can Be Rerouted (Or Suppressed) and Launching Scripts
When a To Do Is Selected for more information.

To Do Entries Created By Background Processes

There are different types of To Do entries created by background processes:

» To Do entries created by dedicated To Do background processes

» To Do entries created for object-specific errors detected in certain background processes
« To Do entries created based on a specific condition

Dedicated To Do Background Processes

There are To Do entries that are created by system background processes whose main purpose is to create To Do entries
based on a given condition. For these background processes, the To Do Type indicates the creation background process.

NOTE: If you don't schedulethe background process, the entrieswill NOT be created! The To Do entries of this
type will only be created if you have scheduled the associated background process. Therefore, if you want the system to
produce a given entry, schedule the background process.

To Dos Created for Object-Specific Error Conditions

A system background process may create a To Do entry when an error is detected during object-specific processing and it is
not possible to create an exception record. (I.e., either no exception record exists for the process or the error is not related to
the entity reported in the exception record.)

For these background processes, the To Do Type must reference the creation background process. To have the system create
To Do entries for some or all of the errors generated by one of these processes, you must do the following:

 |If you want the system to generate To Do entries for errors detected by one of the background processes below, go to the
appropriate To Do type and populate the creation background process.

« If you want the system to generate To Do entries for some errors for the process, but not for al errors, populate the
creation background process and then proceed to the message overridestab to suppress certain messages. To this by
indicating the message category and message humber you want to suppress. Any error that is suppressed is written to the
batch run tree.

If you do not populate the creation background process, the errors are written to the batch run tree.
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NOTE: Errorsreceived while creating a To Do entry. If the background process cannot successfully create aTo Do
entry to report an object-specific error, the error is written to the batch run tree along with the error encountered while
attempting to create the To Do entry.

NOTE: System errorsarenot included. To Do entries are not created for a system error, for example an error related
to validation of input parameter. These errors are written to the batch run tree. Refer to Processing Errorsfor more
information.

To Dos Created by Background Processes for Specific Conditions

There are some system background processes that create a To Do entry when the process detects a specific condition that
auser should investigate. For each background process, the To Do typeis an input parameter to the process. The system
provides To Do types for each base package background process that may create a To Do entry.

NOTE: No Creation Process. These To Do types do not need (and should not have) a Creation Process specified.

To Do Entries Created By Algorithms

There are To Do entries that are created by algorithm types supplied with the base package. The system suppliesa To Do
Type for each of these To Do entries that you may use.

If you want to take advantage of these types of entries for system algorithm types, you must do the following:
e Createan algorithm:
» Thisagorithm must reference the appropriate Algorithm Type.

» These algorithms have a parameter of the To Do Type to be created. Y ou should specify the To Do Type indicated in
thetable.

» Plug the algorithm into the respective control table.

To Do Entries Created Manually

Y ou must set up manual To Do entry types if you want your users to be able to create To Do entries online. Users may
create amanual To Do entry as areminder to themselves to complete atask. Online To Do entries may also be used like
electronic help tickets in the system. For example, if auser is having a problem starting service, the user can createa To Do
that describes the problem. The To Do can be assigned to a help resolution group that could either resolve the problem or
send the To Do back to the initiating user with information describing how to resolve the problem.

If you want to take advantage of manual To Do entries, create a To Do type and specify the following information.
On the Main tab:

» SettheTo Do Type Usage flag to Manual.

» Set the Navigation Option to toDoEntryMaint (To Do entry maintenance).

o Set the Message Category and M essage Number to the message you want to be used for To Do entries of thistype.
A generic base message is provided (category 15, message 1000) that can be used for manual To Dos. If you use this
message, the To Do's subject appears as the message for the To Do.

On the Roles tab:
» Specify the To Do roles that may be assigned to To Do entries of thistype.
» Indicate the To Do role that should be defaulted when you create To Do entries of thistype.
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On the Sort Keystab:

When a user adds amanual To Do entry, the system creates an entry with three sort key values. (Sort keys may be used on
the To Do list page to sort the entries in adifferent order.) The To Do type should be set up to reference the sort keys as
follows:

Sequence Description

1 Created by user ID

2 Created by user name
3 Subject

We recommend that the keys have an Ascending sort order and that the Subject is made the default sort key.
On the Drill Keystab:

When a user adds amanual To Do entry, it is created with adrill key value equal to the To Do entry's ID. When the user
clicks the Go To button next to the message in the To Do list, the system uses the drill down application service (defined on
the main tab) and the drill key to display the associated To Do entry.

The To Do type should be set up with adrill key that reference the To Do entry table and the To Do entry ID:

Sequence Table Field

1 CI_TD_ENTRY TD_ENTRY_ID

The Lifecycle Of A To Do Entry

The following state transition diagram will be useful in understanding the lifecycle of a To Do entry.

ToDo Entry - State Transition

Open
“\‘
Being
Worked On a
T Complete

A To Do entry istypically created in the Open state. Entries of this type can be viewed by all users belonging to the entry's
role. Refer to How Are To Do Entries Created? for information about how entries are created.

An Open entry becomes Being Worked On when it is assigned to a specific user or when a user proactively assumes
responsibility for the entry. While an entry is Being Worked On, it isvisible on the To Do Summary page only by the user
who isassigned toit.

NOTE: To Do entriesmay be created in the Being Worked On state. Some To Do background processes may create
To Do entriesin the Being Worked On state. When a user adds a To Do entry online and assigns the To Do to a user
(as opposed to arole), the To Do entry isalso created in the Being Worked On state.

A Being Worked On entry may be forwarded to a different user or role. If the entry is forwarded to arole, it becomes
Open again.

When an entry becomes Complete, it is no longer visiblein the To Do list queries (but it remains on the database for audit
purposes). There are two ways an entry can become Complete:

» A user can manually indicate it is Complete (there are several ways to do this).
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» For To Do entriesthat are logically associated with the state of some object, the system automatically marks the entry
Complete when the abject is no longer in the respective state. For example, an entry that's created when an account
doesn't have a bill cycleis completed when the account has a bill cycle.

CAUTION: Important! The automatic completion of To Do entries occurs when the background process responsible for
creating entries of a given type is executed. Therefore, if you only run these processes once per day, these entries remain
Being Worked On even if the object is no longer in the respective state.

Linking Additional Information To A To Do Entry
Additional information may be linked to a To Do entry using characteristics. For example, when creating amanual To Do
entry, auser may define the account related to the To Do.

When creating an automatic To Do entry, the program that generates the To Do may link related datato the To Do using
characteristics. Use system algorithmto link related entities. For manually created To Dos, the valid characteristic types
that may be linked to the To Do entry must be defined on the To Do type for that To Do entry.

If your To Do entries reference characteristics that are related to your global context data, you may want to configure an
Alertsto display an alert if arelated entry is Open or Being Worked On.

Implementing Additional To Do Entry Business Rules
If your business practice calls for additional validation rules or processing steps to take place after aTo Do Entry is created
or updated, you may want to take advantage of the To Do Post Processing plug-ins defined on To Do type.

For example, you may want to validate that To Do entries are only assigned to users with the proper skill levels needed to
resolve them. Refer to F1-VAL-SKILL for a sample algorithm handling such validation.

To Do Entries May Be Routed Out Of The System

A To Do type can be configured so that its entries are interfaced to another system.

For example, agiven To Do type can be configured to create an email message whenever anew To Do entry is created. The
following points describe how to do this:

» Define the name of the background process responsible for interfacing the new To Do entries to another system on the
respective To Do type. The base package contains a batch process called F1-TDEER that can be used for most situations.
This batch process invokes the Exter nal Routing algorithms defined on each entry's To Do type.

» Plug in an appropriate Exter nal Routing agorithm on the respective To Do type. Thelogic in this type of algorithm
performs the interface efforts for a specific To Do entry. For example, if an email message should be created for aTo Do
entry, the logic in the algorithm would compose and send the email message(s) for a specific To Do entry.

Click here to see the agorithm types available for this system event.

Periodically Purging To Do Entries
NOTE: Thisfunctionality isnot availablein every product.

Completed To Do entries should be periodically purged from the system by executing the TD-PURGE background process.
This background process offers you the following choices:

* You can purge al To Do entries older than a given number of days.
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» You can purge a specific To Do type's To Do Entries that are older than a given number of days.

We want to stress that there is no system constraint as to the number of Completed To Do entries that may exist. Y ou can
retain these entries for as long as you desire. However, you will eventually end up with avery large number of Completed
entries and these entries will cause the various To Do background processes to degrade over time. Therefore, you should
periodically purge Completed To Do entries as they exist only to satisfy auditing and reporting needs.

NOTE: Different retention periodsfor different typesof To Do entries. Keep in mind that the purge program alows
you to retain different types of entries for different periods of time. For example, you could keep bill segment errors for
a short amount of time (as they tend to be voluminous), but keep disputed open item events for alonger period.

Setting Up To Do Options

Thetopicsin this section describe how to set up To Do management options.

Installation Options

The following section describes configuration setup on the installation options.

To Do Information May Be Formatted By An Algorithm

A To Do Information algorithm may be plugged in on the installation record to format the standard To Do information
that appears throughout the system. This algorithm may be further overridden by a corresponding plug-in on the To Do

Type.

Set Additional Information Before A To Do Is Created

A To Do Pre-creation algorithm may be plugged in on the installation record to set additional information for aTo Do
entry beforeit is created. Algorithms of this type are used for two common purposes.

» Linking context specific datato the To Do entry using characteristics. For example, Oracle Utilities Customer Care
and Billing provides an algorithm that attemptsto link arelated person, account, premise, service agreement or service
point to a To Do entry based onitsdrill key value. Note, before you can set up this algorithm, you must define the
characteristic types that you'll use to hold each of these entities. Also note that it is not necessary to define these
characteristics as valid characteristic types on the To Do type.

» Overriding the Role of a To Do entry based on specific configuration related to the To Do’ s context data. For example,
Oracle Utilities Customer Care and Billing provides an algorithm to determine a To Do role based on overrides related to
the account’ s account management group or division.

Alerts

If your To Do entries reference characteristics related to your global context data and your product supports dashboard
alerts generated by algorithms, you may want configure an algorithm to display an aert if the entry is Open or Being
Worked On for the data currently in context.

Refer to your product’ s documentation to determine if these types of aerts are supported.
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Next Assignment Algorithm

If your organization opts to use the next assignment feature supported by the Current To Do dashboard zone, you need to
plug-in aNext To Do Assignment algorithm into the installation options to determine the next To Do entry the user should
work on. Make sure you provide users with security access rights to the zone's next assignment action.

FASTPATH: Refer to the Current To Do zone for more information.

Messages

Y ou need only set up new messages if you use algorithms to create To Do entries or prefer different messages than those
associated with the base package's To Do types.

Feature Configuration

The base package is provided with a generic Activity Queue Management Feature Configuration type. Y ou may want
to set up afeature configuration of thistype to define any To Do management related options supporting business rules
specific to your organization.

For exampl e, the base package provides the following plug-ins to demonstrate a business practice where To Do entries are
only assigned to users with the proper skill levels to work on them.

» Thebase To Do Post Processing To Do Type agorithm F1-VAL-SKILL validates that a user has the necessary skill
levels required to work on agiven To Do entry.

» Thebase Next To Do Assignment installation options algorithm F1-NEXT-ASSG only assigns To Do entriesto
usersthat have the proper skills to work on them. This plug-in is only applicable if your organization practices work
distribution"on demand".

Y ou must set up such an Activity Queue M anagement feature configuration if you want to use any of the above base
package plug-ins.

The following points describe the various Option Types provided with the base package:

 Skill. This option provides areference to a skill category. For example, if you were using characteristics to represent skill
categories then you should reference each characteristic type using this option.

« Override Skill. This option provides an override skill information reference for a specific message. For example, if you
were using a To Do Type characteristic to specify an override skill category and level for a specific message category /
number then you would reference this characteristic type using this option.

NOTE: Skill Setup. Refer to the description of the above base package algorithms for further details on how to setup
skill level information.

NOTE: More Options. Your implementation may define additional options types. Y ou do this by add new lookup
values to the lookup field FIQM_OPT _TYP_FLG.

NOTE: Only one. The system expects only one Activity Queue M anagement feature configuration to be defined.
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Defining To Do Roles

This section describes the control table used to maintain To Do roles.

To Do Role - Main

The Main pageis used to define basic information about a To Do role.

To maintain thisinformation, select Admin Menu > To Do Role and navigate to the Main page.

Description of Page

Enter aunique To Do Role and Description for the To Do role.

The grid contains the ID of each User that may view and work on entries assigned to thisrole. The First Name and Last
Name associated with the user is displayed adjacent.

NOTE: System Default Role. The system supplies adefault role F1 DFLT linked to each system To Do type. Thisis
done so that To Do functionality may be tested prior to the creation of appropriate business oriented To Do roles.

Where Used
Follow thislink to view the tables that reference CI_ROLE in the data dictionary schema viewer.

In addition, various “type” objects or algorithms may reference aTo Do role to use when creating a To Do for a given
business scenario. Thisis dependent on your specific product.

To Do Role - To Do Types

The To Do Types page defines the To Do types that may be viewed and worked on by users belonging to agiven To Do
role.

To maintain thisinformation, select Admin Menu > To Do Role and navigate to the To Do Types page.
Description of Page
Enter the ID of each To Do Type whose entries may be viewed and worked on by therole.

Use As Default isadisplay-only field that indicatesif the roleis assigned to newly created entries of thistype. Y ou may
define the default role for a given To Do type on the To Do Type maintenance page.

CAUTION: If you remove aTo Do type where thisrole is the default, you must define a new role as the default for the
To Do type. Y ou do this on the To Do Type maintenance page.

Defining To Do Types

This section describes the control table used to maintain To Do types.

To Do Type - Main

The Main pageis used to define basic information about a To Do type.
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FASTPATH: Referto The Big Picture Of To Do Lists for more information about To Do typesand To Do listsin
general.

To maintain thisinformation, select Admin Menu >To Do Type and navigate to the Main page.

CAUTION: Important! If you introduce a To Do type, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Description of Page

Enter aunique To Do Type and Description for the To Do type.

Owner indicates if thisentry is owned by the base package or by your implementation (Customer M odification).
Use the Detailed Description to provide further details related to the To Do Type.

Enter the default Priority of To Do entries of thistype in respect of other To Do types. Refer to The Priority Of A To Do
Entry for more information.

For To Do Type Usage, select Automatic if To Dos of thistype are created by the system (i.e., a background process or
algorithm). Select Manual if auser can create a To Do of thistype online.

Define the Navigation Option for the page into which the user is transferred when drilling down on a To Do entry of this
type.

Use Creation Processto define the background process, if any, that is used to manage (i.e., create and perhaps complete)
entries of thistype. A Creation Process need only be specified for those To Do types whose entries are created by a
background process. Refer to To Do Entries Created By Background Processes for more information.

Use Routing Process to define the background process that is used to download entries of a given type to an externa
system, if any. A Routing Process need only be specified for those To Do types whose entries are routed to an external
system (e.g., an Email system or an auto-dialer). Refer to To Do Entries May Be Routed Out Of The System for more
information.

Use M essage Category and M essage Number to define the message associated with this To Do type's entries. Note:
this message will only be used if the process that creates the To Do entry does not supply a specific message number. For
example, the process that creates To Do entries that highlight bill segmentsthat are in error would not use this message;
rather, the entries are marked with the message associated with the bill segment's error.

Use the characteristics collection to define a Char acteristic Type and Characteristic Value common to all To Do entries
of thistype. Y ou may enter more than one characteristic row for the same characteristic type, each associated with a unique
Sequence number. If not specified, the system defaults it to the next sequence number for the characteristic type.

Where Used
Follow thislink to view the tables that reference CI_TD_TYPE in the data dictionary schema viewer.

To Do Type - Roles

The Roles page defines the roles who may view and work on entries of agiven To Do type.

To maintain thisinformation, select Admin Menu >To Do Type and navigate to the Roles page.

Description of Page

Enter each To Do Role that may view and work on entries of a given type. Turn on Use as Default if the role should be
assigned to newly created entries of thistype. Only one role may be defined as the default per To Do type.

FASTPATH: Refer to To Do Entries Reference A Role for more information about roles and To Do entries.
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To Do Type - Sort Keys

The Sort K eys page defines the various ways a To Do list's entries may be sorted. For example, when you look at the
bill segment error To Do List, you have the option of sorting the entries in error number order, account name order, or in
customer class order.

To maintain thisinformation, select Admin Menu >To Do Type and navigate to the Sort K eys page.

CAUTION: Do not change this information unless you are positive that the process/ algorithm that creates entries of a
given type stores this information on the entries.

Description of Page

The following fields display for each sort key.

Sequenceisthe unique ID of the sort key.

Description isthe description of the sort key that appears on the To Do list.

Use as Default indicates the default sort key (the one that isinitially used when a user opensa To Do list). Only one sort
key may be defined as the default per To Do type.

Sort Order indicates whether the To Do entries should be sorted in Ascending or Descending order when this sort key is
used.

Owner indicatesif thisentry is owned by the base package or by your implementation (Customer M odification).

To Do Type - Drill Keys

The Drill Keys page defines the keys passed to the application service (defined on the Main page) when you drill down on
an entry of agiven type.

To maintain thisinformation, select Admin Menu > To Do Type and navigate to the Drill Keys page.

CAUTION: Do not change this information unless you are positive that the process/ algorithm that creates entries of a
given type stores this information on the entries.

Description of Page

Navigation Option shows the page into which the user is transferred when drilling down on aTo Do entry of thistype.
The following fields display for each drill key.

Sequenceisthe unique ID of the drill key.

Tableand Field are passed to the application service when you drill down on an entry of agiven type.

Owner indicatesif thisentry is owned by the base package or by your implementation (Customer M odification).

To Do Type - Message Overrides

The Message Overrides pageis used if you want To Do entries that reference a given message category / number to be
routed to a specific To Do role (or suppressed altogether) or if you want to associate a script to a given message category /
number.

FASTPATH: Referto To Do Entries Reference A Role and To Do Entries Can Be Rerouted Or Suppressed for more
information.
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To maintain thisinformation, select Admin Menu > To Do Type and navigate to the M essage Overrides page.
Description of Page

The following fields display for each override.

M essage Category and Number allow the message to be overridden.

Exclude To Do Entry indicatesif a To Do entry of thistype that references the adjacent M essage Category and Number
should NOT be created.

Override Roleindicates the to do role to which a To Do entry of this type that references the adjacent M essage Category
and Number should be addressed. Thisfield is protected if Exclude To Do Entry ison.

Script indicates the script that should execute when a user drills down on a To Do entry of this type that references the
adjacent M essage Category and Number. Thisfield is protected if Exclude To Do Entry ison. Refer to Working On A To
Do Entry for more information.

To Do Type - To Do Characteristics

The To Do Characteristics page defines characteristics that can be defined for To Do entries of this type. The characteristic
types for characteristics that are linked to the To Do entry as aresult of a pre-creation algorithm do not need to be defined
here.

To maintain this information, select Admin Menu, To Do Type and navigate to the To Do Char acteristics page.
Turn on the Required switch if the Characteristic Type must be defined on To Do entries of thistype.

Enter aCharacteristic Value to use as the default for agiven Characteristic Type when the Default switch isturned on.
Use Sequence to control the order in which characteristics are defaulted.

To Do Type - Algorithms

The To Do Algorithms page defines the algorithms that should be executed for a given To Do type.
To maintain thisinformation, select Admin Menu, To Do Type and navigate to the Algorithms page.
Description of Page

The grid contains Algorithms that control important To Do functions. If you haven't already done so, you must set up the
appropriate algorithmsin your system. Y ou must define the following for each algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

The following table describes each System Event.

System Event Optional / Required Description

Calculate Priority Optional Algorithms of this type may be used to
calculate a To Do entry's priority. They are
called initially when a To Do entry is created
and each time it gets updated so long as
the To Do entry's priority has not been
manually overridden. Once overridden, these
algorithms are not called anymore.

Note that it is not the responsibility of the
algorithms to actually update the To Do entry
with the calculated priority value but rather
only return the calculated value. The system
carries out the update as necessary.
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If more than one algorithm is plugged-in the
system calls them one by one until the first to
return a calculated priority.

Click here to see the algorithm types available
for this system event.

External Routing Optional Algorithms of this type may be used to route a
To Do entry to an external system.

The base package F1-TDEER background
process invokes the algorithms for every To
Do entry that its type references the process
as the Routing Process and that the entry
was not already routed. The background
process marks an entry as routed by updating
it with the batch control's current run number.

If more than one algorithm is plugged-in the
batch process calls them one by one until the
first to indicate the To Do entry was routed.

Click here to see the algorithm types available
for this system event.

To Do Information Optional We use the term "To Do information" to
describe the basic information that appears
throughout the system to describe a To
Do entry. The data that appears in "To
Do information™ is constructed using this
algorithm.

Plug an algorithm into this spot to override the
"To Do information" algorithm on installation
options or the system default "To Do
information"” if no such algorithm is defined on
installation options.

Click here to see the algorithm types available
for this system event.

To Do Post-Processing Optional Algorithms of this type may be used to
validate and/or further process a To Do entry
that has been added or updated.

Click here to see the algorithm types available
for this system event.

List of System To Do Types

NOTE: List of To Dotypes. The To Do types available to use with the product may be viewed in the application
viewer's To Do type viewer. In addition if your implementation adds To Do types, you may regenerate the application
viewer to see your additions reflected there.

Implementing The To Do Entries

To enable the To Do entries visible in the application viewer, you must configure the system as follows:

» Definethe To Do roles associated with each To Do type and link the appropriate users to them. Once you have defined
the roles appropriate for your organization's To Do types, remove the reference to this system default role F1 DFLT.
Refer to To Do Entries Reference A Role for more information.

» For any To Do Typethat is provided for a specific background process, the To Do simply needs to reference the
appropriate Creation Background Process. When the background process is scheduled, To Dos are created based on
the logic of the related background process. This appliesto To Dos Created for Object-Specific Error Conditions and
Dedicated To Do Background Processes.
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» For any To Do Typethat is provided for creation by an algorithm or other process, there may be configuration required
to populate that To Do type as an algorithm parameter or as an attribute on a control table.

NOTE: Refer to the description of the To Do type for more information.
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Chapter 8

Defining Background Processes

This section describes how to set up the background processes that perform many important functions throughout your
product such as:

» Processing To Do Entries
» Processesthat purge data

» Processesthat archive data
* And many more...

There are also batch processes that will apply to your specific source application. Please refer to the documentation section
that appliesto your source application for more information.

The Big Picture of Background Processes

The topicsin this section provide background information about a variety of background process issues.

Background Processing Concepts

While the system uses a third-party party scheduler to secure and execute its background processes, there are additional
issues that you should be familiar with:

» Batch control records are used for the following purposes:

 For processes that extract information, the batch control record defines the next batch number to be assigned to new
records that are eligible for extraction. For example, the batch control record associated with the process that extracts
bill print information defines the next batch number to be assigned to recently completed bill routings. When this bill
print extract process next runs, it extracts all bill routings marked with the current batch number (and increments the
next batch number).

» The batch control record for each background process organizes audit information about the historical execution of
the background process. The system uses this information to control the restart of failed processes. Y ou can use this
information to view error messages associated with failed runs.
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» Many processes have been designed to run in parallel in order to speed execution. For example, the process that
produces billsin Oracle Utilities Customer Care and Billing can be executed so that bills are produced in multiple
"threads' (and multiple threads can execute at the same time). Batch control records associated with this type of
process organize audit information about each thread in every execution. The system uses thisinformation to control
the restart of failed threads. Refer to Parallel Background Processes for more information.

» Some processes define extra parameters. These parameters are defined with the batch control and will be used when
the background process is submitted on-line.

The following diagram illustrates the relationships that exist for batch control records.

Batch
Control

Batch
Thread

Batch
Instance

Results of each batch run can be viewed using the Batch Run Tree page.

Parameters Supplied To Background Processes

All background processes receive the following parameters.
» Batch code. Batch code is the unique identifier of the background process.

» Batch thread number. Thread number is only used for background processes that can be run in multiple parallel
threads. It contains the relative thread number of the process. For example, if the billing process has been set up to runin
20 parallel threads, each of the 20 instances receives its relative thread number (1 through 20). Refer to Optimal Thread
Count for Parallel Background Processes for more information.

» Batch thread count. Thread count is only used for background processes that can be run in multiple parallel threads. It
contains the total number of parallel threads that have been scheduled. For example, if the billing process has been set up
to runin 20 parallel threads, each of the 20 instances receives a thread count of 20. Refer to Optimal Thread Count for
Parallel Background Processes for more information.

» Batch rerun number. Rerun number isonly used for background processes that download information that belongs to
given run number. It should only be supplied if you need to download an historical run (rather than the latest run).

» Batch businessdate. Business date is only used for background processes that use the current date in their processing.
For example, billing using the business date to determine which bill cycles should be downloaded. If this parameter is
left blank, the system date is used. If supplied, this date must be in the format YYYY-MM-DD. Note: this parameter is
only used during QA to test how processes behave over time.
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» Override maximum records between commits. This parameter is optional and overrides each background process's
Standard Commit. Y ou would reduce this value, for example, if you were submitting ajob during the day and you
wanted more frequent commits to release held resources. Y ou might want to increase this value when a background
processis executed at night (or weekends) and you have alot of memory on your servers.

» Override maximum minutes between cursor re-initiation. This parameter is optional and overrides each background
process's Standard Cursor Re-Initiation Minutes. Y ou would reduce these values, for example, if you were submitting a
job during the day and you wanted more frequent commits to release held resources (or more frequent cursor initiations).
Y ou might want to increase these val ues when a background process is executed at night (or weekends) and you have a
lot of memory on your servers.

NOTE: The maximum minutes between cursor re-initiation is relevant for Oracle implementations only. Most of the
system background processes contain an outermost loop / cursor. The cursor is opened at the beginning of the process
and closed at the end. If Oracle feelsthat the cursor is open for too long, it may incorrectly interpret this as a problem
and my issue an error that the snapshot is too old. The commit processing for the background processes is designed to
refresh the cursor based on the minutes between cursor re-initiation in order to prevent this error.

e User ID. Please be aware of the following in respect of user ID:

» Theuser ID isauser who should have access to al application servicesin the system. Thisis because some batch
processes update records via services that may be check security.

» Any batch process that stamps a user ID on arecord it creates or updates uses this user ID.
» Thisuser ID's display profile controls how dates and currency values are formatted in messages.
» Password. Password is not currently used.

» Language Code. Language code is used to access language-specific control table values. For example, error messages
are presented in this language code.

e Traceprogram at start (Y/N), trace program exit (Y/N), trace SQL (Y/N) and output trace (Y/N). These switches
are only used during QA and benchmarking. If trace program start is set to Y, a message is displayed whenever a
program is started. If trace program at exist is set to Y, a message is displayed whenever a program is exited. If trace
SQL issetto Y, amessage is displayed whenever an SQL statement is executed. If output traceisset to Y, special
messages formatted by the background process are written.

NOTE: Theinformation displayed when the output trace switch is turned on depends on each background process. Itis
possible that a background process displays no special information for this switch.

Override Maximum Errors in Batch Process Parameter

Each of the batch processes has, as part of its run parameters, a preset constant that determines how many errors that batch
process may encounter beforeit is required to abort the run. A user can override this constant with an optional additional
parameter (MAX-ERRORS). If a user chooses not to enter a value for the parameter, the process uses its own preset
constant.

Theinput value must be an integer that is greater than or equal to zero. The maximum valid value for this parameter is
999,999,999,999,999.

The syntax for entering this additional parameter when submitting the batch processis "MAX-ERRORS=PARM VALUE",
where the PARM VALUE isthe desired value (e.g., MAX-ERRORS=50).
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Extra Parameters

Some background processes receive additional parameters that are specific to their functionality. When a process receives
additional parameters, they are defined and documented in the batch control entry in the application. They are also visible in
the batch control viewer (part of the application viewer).

The syntax for entering these parameters when submitting the batch processis "PARM-NAME=PARM VALUE", where
PARM-NAME is the name of the parameter as indicated in the batch control record. For example, if the batch control
includes the ADD-WORK-DAY S, with possible values of Y and N, and you want to pass avalue of N, enter the following
when prompted: ADD-WORK-DAY S=N.

Indicating a File Path

Some of the system background processes use extra parameters to indicate a File Path and/or File Name for an input file or
an output file. For example, most extract processes use File Path and File Name parameter to indicate where to place the
output file.

When supplying a FILE-PATH variable, the directory specified in the FILE-PATH must aready exist and must grant
write access to the administrator account for the product. Y ou may need to verify a proper location with your systems
administrator.

The syntax of the FILE-PATH depends on the platform used for the product application server. Contact your system
administrator for verification. For example, if the platform is UNIX, use forward slashes and be sure to put atrailing slash,
for example /spltemp/filepath/.

Processing Errors

When a background process detects an error, the error may or may not be related to a specific object that is being processed.
For example, if the program finds an error during batch parameter validation, this error is not object-specific. However, if
the program finds an error while processing a specific bill, this error is object-specific. The system reports errors in one of
the following ways:

« Errorsthat are not object-specific are written to the error message log in the Batch Run Tree.

» Some batch processes create entriesin an "exception table" for certain object-specific errors. For example, an error
detected in the creation of a bill in Oracle Utilities Customer Care and Billing may be written to the bill exception table.
If an error is written to an exception table, it does not appear in the batch run tree. For each exception table, thereisan
associated to do entry process that creates a To Do Entry for each error to allow a user to correct the problem on-line.

» For some background processes, errors that do not result in the creation of an exception record may instead generate a
To Do entry directly. For these processes, if you wish the system to directly create a To Do entry, you must configure the
To Do type appropriately. Refer to To Do entry for object-specific errors for information about configuring the To Do
type. If the background process detects an object specific error AND you have configured the system to create a To Do
entry, the error is not written to the batch run tree. If you have configured your To Do type to not create To Do entries for
certain errors, these errors are written to the batch run tree.

NOTE: Some processes create exceptions and To Do entries. It is possible for a background process to create entries
in an exception table AND create To Do entries directly, depending on the error. Consider batch billing in Oracle
Utilities Customer Care and Billing; any conditions that cause a bill or bill segment to be created in error status result in
arecord added to the bill exception table or the bill segment exception table. However, any object-specific error that is
not related to a specific bill or bill segment or any error that prevents a bill or bill segment from being created may result
inaTo Do entry for the object-specific error.
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System Background Processes

NOTE: List of system background processes. The list of background processes provided in the base product may be
viewed in the application viewer's batch control viewer. In addition if your implementation adds batch control records,
you may regenerate the application viewer to see your additions reflected there.

Submitting Batch Jobs

Most batch jobs are submitted via a batch scheduler.

In addition, you can manually submit your adhoc background processes or submit a special run for one of your scheduled
background processes using the online batch job submission page.

Technical Implementation Of Online Batch Submission

This section provides information about batch jobs are processed via the online batch submission.

A PERL Program Determines If There's Work To Do

A PERL program runs in the background looking for Pending batch jobs and then executes them. When a batch job
is executed, abatch run is created. The batch run keeps track of the overall status of the various parallel threads and it
manages restart logic should the run fail. The following flowchart provides a schematic of thislogic:
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When a Pending batch job is detected by the PERL program, the following takes place:
» The batch job's status is changed to Started.

» y paralée threads of the corresponding batch program are executed. Refer to Running Multi-threaded Processes for more
information.

When the batch program executes, its first thread has the responsibility of creating an In Progress batch run (assuming this
is not arestarted run).

A Common Routine Is Invoked When Batch Programs Complete

When al threads of a batch program complete, acommon routine is called. The following flowchart provides a schematic of
thisrouting'slogic:
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The following points summarize important conceptsillustrated in the flowchart:
» The batch job's status is changed to Ended.
» The system checksif al threads were successful:
« If at least one thread fails,
* Anemail issent (if an email addressis defined on the batch job request).
e Thebatch run's statusis changed to Error.
« If al threads are successful,
e Anemail issent (if an email addressis defined on the batch job request).
« Thebatch run's status is changed to Complete.

Polling Frequency

Usage of online batch submission requires that your system administrator create ajob in the operating system to
periodically execute the PERL program described above. The topicsin this section describe how to do this for the Windows
and Unix operating systems.

Windows Operating System

The configuration of the Periodic polling under Windows is documented in the Windows installation guide in the
"Configuring Batch Submission to Run Via a Job Scheduler" section.

Unix Operating System

The configuration of the Periodic polling under UNIX is documented in the installation guide in the "Configuring
cdxcronbatch.sh to Run Viaa Job Scheduler" section.

Parallel Background Processes

Many processes have been designed to run in parallel in order to speed execution. For example, the billing processin Oracle
Utilities Customer Care and Billing can be executed so that bills are produced in multiple "threads" (and multiple threads
can execute at the same time).

FASTPATH: The documentation for each background process provided with the system indicates if it may berunin
parallel. Open the help index and navigate to the index entry labeled background processes/ system processes to find
thelist of system processes for an indication of which processes can berunin parallel.
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By default the system distributes the data for the multiple threads using the primary key of the main table of the process.
For example, if you are running BILLING in Oracle Utilities Customer Care and Billing with multiple threads, the batch
process distributes the accounts across the multiple threads. The Account ID is 10 digitslong so if you run it with 4 threads,
the records are processed as follows:

« Thread 1: Account |Ds 0000000001 - 2500000000
« Thread 2: Account |Ds 2500000001 - 5000000000
e Thread 3: Account |Ds 5000000001 - 7500000000
« Thread 4: Account Ids 7500000001 - 9999999999

Note that the multi-threading logic relies on the fact that primary keys for master and transaction data are typically system
generated random keys.

NOTE: Overriding thethread ranges. Y our implementation has the ability to override the thread rangesiif certain data
in your system takes longer to process. For example, imagine you have a single account in Oracle Utilities Customer
Care and Billing that has thousands of service agreements (maybe the account for alarge corporation or amajor city).

Y ou may want to set up the thread ranges to put this large account into its own thread and distribute the other accounts
to the other threads. To do this, you should create the appropriate batch thread records ahead of time in a status of
Thread Ready ( 50) with the key ranges pre-popul ated. Note that the base product does not provide the ability to add
batch thread records online. If you are interested in more information about this technique, contact Customer Support.

Optimal Thread Count

Running a background process in multiple threads is ailmost always faster than running it in asingle thread. Thetrick is
determining the number of threads that is optimal for each process.

NOTE: A good rule of thumb isto have one thread for every 100 MHz of application server CPU available. For
exampleif you have four 450 MHz processors available on your application server, you can start with 18 threads to
begin your testing: (450 * 4) / 100 = 18.

Thisisarule of thumb because each processis different and is dependent on the datain your database. Also, your hardware
configuration (i.e., number of processors, speed of your disk drives, speed of the network between the database server and
the application server) has an impact on the optimal number of threads. Please follow these guidelines to determine the
optimal number of threads for each background process:

+ Execute the background process using the number of threads dictated by the rule of thumb (described above). During this
execution, monitor the utilization percentage of your application server, database server and network traffic.

 If you find that your database server has hit 100% utilization, but your application server hasn't one of the following is
probably occurring:

» There may be aproblematic SQL statement executing during the process. Y ou must capture a database trace to
identify the problem SQL.

» Itisalso possible that your commit frequency may be too large. Commit frequency is a parameter supplied to every
background process. If it istoo large, the database's hold queues can start swapping. Refer to Parameters Supplied to
Background Processes for more information about this parameter.

« Itisnormal if you find that your application server has hit 100% utilization but your database server has not. Thisis
normal because, in general, all processes are CPU bound and not 1O bound. At this point, you should decrease the
number of threads until just under 100% of the application server utilization is achieved. And thiswill be the optimal
number of threads required for this background process.

» |f you find that your application server has NOT hit 100% utilization, you should increase the number of threads until
you achieve just under 100% utilization on the application server. And remember, the application server should achieve
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100% utilization before the database server reaches 100% utilization. If this proves not to be true, something is probably
wrong with an SQL statement and you must capture an SQL trace to determine the cul prit.

Another way to achieve similar resultsisto start out with a small number of threads and increase the number of threads

until you have maximized throughput. The definition of "throughput” may differ for each process but can be generalized
asasimple count of the records processed in the batch run tree. For example, in the Billing background processin Oracle
Utilities Customer Care and Billing, throughput is the number of bills processed per minute. If you opt to use this method,
we recommend you graph a curve of throughput vs. number of threads. The graph should display a curve that is steep at first
but then flattens as more threads are added. Eventually adding more threads will cause the throughput to decline. Through
thistype of analysis you can determine the optimum number of threads to execute for any given process.

How to Re-extract Information

If you need to recreate the records associated with an historical execution of an extract process, you can - simply supply the
desired batch number when you request the batch process.

How to Submit Batch Jobs

Y ou can manually submit your adhoc background processes or submit a specia run for one of your scheduled background
processes.

FASTPATH: For more information, refer to Batch Job Submission.

How to Track Batch Jobs

Y ou can track batch jobs using the batch process pages, which show the execution status of batch processes. For a specified
batch control id and run id, the tree shows each thread, the run-instances of each thread, and any messages (informational,
warnings, and errors) that might have occurred during the run.

FASTPATH: For moreinformation, refer to Tracking Batch Processes.

How to Restart Failed Jobs and Processes

Every processin the system can be easily restarted if it fails (after fixing the cause of the failure). All you havetodois
resubmit the failed job; the system handles the restart.

CAUTION: If abatch processterminated abnormally, you must run the batch process UPDERR- Change Batch
Process's Status to Error before you resubmit the job. Refer to Dealing with Abnormally Terminated Batch Processes for
more information.

Defining Batch Controls

The system is delivered with all necessary batch contrals. If you introduce a new background process, open Admin
Menu > Batch Control to define the related batch control record. Refer to Background Processing Concepts for more
information.
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CAUTION: Important! If you introduce a new batch process, carefully consider its naming convention. Refer to System
Data Naming Convention for more information.

Description of Page
Enter an easily recognizable Batch Process and Description for each batch process.

Owner indicates if this batch control is owned by the base package or by your implementation (Customer M odification).
The system sets the owner to Customer M odification when you add a batch control. This information is display-only.

Use the Detailed Description to describe the functionality of the batch processin detail.

Use Batch Control Type to define the batch process as either Timed or Not Timed. A Timed batch process will be
automatically initialized on aregular basis. A Not Timed process needs to be run manually or through a scheduler.

Use Batch Control Category to categorize the process for documentation purposes.

If the batch processis Timed, then the following fields are available:

» Timer Interval isthe number of seconds between batch process submissions.

e User ID isthe ID under which the batch process will run.

» Email Addressisthe Email addressto be used for notification if the batch processfails.

» Timer Active alowsyou to temporarily switch off the timer for development or testing purposes.
» Batch Language is the language associated with the batch process.

Use Program Type to defineif the batch process program is written in Java or COBOL.

NOTE: COBOL Programs. COBOL isnot supported for all products.

Use Program Nameto define the program associated with your batch process:
« If the Program Type is COBOL, enter the name of the COBOL program.
 If the Program Typeis Java, enter the Java class name.

NOTE: View the source. If the program is shipped with the base package, you can use the adjacent button to display
the source code of this program in the source viewer or Java docs viewer.

Level of Service indicates the operating condition of the batch control.
» Disabled indicates that the batch level of service agorithm is not enabled for the batch control.

« Error indicates that errors were detected in the last batch process, or that the amount of time between batch processes
exceeded a specified period.

» Normal indicates that no errors were detected in the last batch process.

The Last Update Timestamp, Last Update | nstance and Next Batch Nbr are used for audit purposes.

Turn on Accumulate All Instances to control how this batch control is displayed in the Batch Run Tree. If checked, the
run statistics (i.e., "Records Processed" and "Recordsin Error") for athread are to be accumulated from all the instances

of the thread. Thiswould include the original thread instance, as well as any restarted instances. If thisis not turned on,
only the ending (last) thread instance's statistics are used as the thread's statistics. This may be preferred for certain types of
batch processes where the accumulation would create inaccurate thread statistics, such as those that process flat files and,
therefore, always start at the beginning, even in the case of arestart.

The following fields are default values that are used when a batch job IS submitted for the batch control:

» Use Thread Count to control whether a background processis run single threaded or in multiple parallel threads. This
value defines the total number of threads that have been scheduled.

» Select Trace Program Start if you want a message to be written whenever a program is started.
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» Select Trace SQL if you want a message to be written whenever an SQL statement is executed.

e UseOverride Nbr Recordsto Commit to define the default number of records to commit. Thisis used as the default
value for timed jobs as well as online submission of jobs that are not timed.

» Select Trace Program Exit if you want a message to be written whenever a program is exited.
» Select Trace Output if you want a message to be displayed for specia information logged by the background process.
For more information about these fields, see Batch Job Submission - Main

The parameter collection is used to define additional parameters required for a particular background process. The following
fields should be defined for each parameter:

Sequence. Defines the relative position of the parameter.

Parameter Name. The name of the parameter as defined in System Background Processes.
Description. A description of the parameter.

Detailed Description. A more detailed description of the parameter.

Required. Indicate whether or not thisis arequired parameter.

Parameter Value. Enter adefault value, if applicable.

Owner Indicatesif this batch processis owned by the base package or by your implementation (Customer Modification).
The system sets the owner to Customer M odification when you add a batch process. This information is display-only.

Batch Control - Algorithms

Use this page to maintain a batch control's algorithms. Open this page using Admin Menu > Batch Control and then
navigate to the Algorithms tab.

Description of Page

The Algorithms grid contains algorithms that control important functions for instances of this batch control. Y ou must
define the following for each algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

The following table describes the System Events.

System Event Optional / Required Description

Batch Control — Level of Service Optional Algorithms of this type are called to determine
the Level of Service provided by a batch
control by analyzing the batch run tree.

Click here to see the algorithm types available
for this system event.

The Big Picture of Requests

Requests enable an implementer to design an ad-hoc batch process using the configuration tools.

An example of such a process might be to send an email to a group of users that summarizes the To Do entriesthat are
assigned to them. Thisisjust one example. The request enables many types of diverse processing.
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Request Type Defines Parameters

For each type of process that your implementation wants, you must configure a request type to capture the appropriate
parameters needed by the process.

Previewing and Submitting a Request

To submit anew request, goto Main Menu > Batch, Request + . Y ou must select the appropriate request type and then
enter the desired parameter values, if applicable.

After entering the parameters, the following actions are possible:
» Click Save to submit the request.
» Click Cancdl to cancel the request.

» Click Preview to see a sample of records that satisfy the selection criteria for this request. Thisinformation is displayed
in a separate map. In addition, the map displays the total number of records that will be processed when the request is
submitted. From this map you can click Save to submit the request, Back to adjust the parameters, or Cancel to cancel
the request.

When arequest is saved, the job is not immediately submitted for real time processing. The record is saved with the status
Pending and a monitor process for this record's business object is responsible for transitioning the record to Complete.

Aslong asthe record is still Pending, it may be edited to adjust the parameters. The preview logic described above may be
repeated when editing arecord.

The actual work of the request, such as generating an email, is performed when transitioning to Complete (using an enter
processing algorithm for the business object).

To Do Summary Email

The base product includes a sample request process that sends an email to users that have incomplete To Dos older than a
specified number of days.

The following configuration tasks are required to use this process:

» Define an Outbound Message Type. The business object usually defined for the Outbound Message TypeisF1-
EmailM essage.

» Define an External System that contains the Outbound Message Type in one of its steps. In the External System step, you
may want to define an XAl, batch, or real-time processing method when sending the email notification.
For an XAl method you will need to create an XAl Sender in your email configuration. For a batch method a batch
program will need to be defined. For areal-time method the response X SL should be properly defined.

» Create a Request Type that includes the Outbound Message Type and the corresponding External System.
» Create a Reguest for the created Request Type.

Exploring Request Data Relationships

Use the following links to open the application viewer where you can explore the physical tables and data relationships
behind the request functionality:

» Click F1-REQ-TYPEto view the request type maintenance object's tables.
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» Click F1-REQto view the request maintenance object's tables.

Defining a New Request
To design a new ad-hoc batch job that users can submit via Request, first create a new Request Type business object. The
base product BO for request type, F1-TodoSumEmail Typ, may be used as a sample.

The business object for the request includes the functionality for selecting the records to process, displaying a preview map
for the user to review, and for performing the actual processing. The base product BO for request, F1-TodoSumEmailReq,
may be used as a sample. The following points highlight the important configuration details for this business object:

» Specia BO options are available for request BOs to support the Preview Request functionality.

» Request Preview Service Script. This script retrieves the information that is displayed when a user asks for a
preview of arequest.

» Request Preview Map. This map displays the preview of arequest.

» The enter algorithm plugged into the Complete state is responsible for selecting the records that satisfy the criteriaand
processing the records accordingly.

Setting Up Request Types

Use the Request Type portal to define the parameters to capture when submitting a request. Open this page using Admin
Menu > Request Type .

This topic describes the base-package zones that appear on the Request Type portal.

Request TypeList . The Request Type List zone lists every request type. The following functions are available:

» Click abroadcast icon to open other zones that contain more information about the request type.

» Click Add inthe zone's title bar to add a new request type.

Request Type. The Regquest Type zone contains display-only information about a request type. This zone appears when a
request type has been broadcast from the Request Type List zone or if this portal is opened viaadrill down from another
page. The following functions are available:

» Click Edit to start a business process that updates the request type.

» Click Deleteto start abusiness process that deletes the request type.

» Click Deactivate start a business process that deactivates the request type.

» Click Duplicate to start a business process that duplicates the request type.

» State transition buttons are available to transition the request type to an appropriate next state.
Please see the zone's help text for information about this zone's fields.

Maintaining Requests

Use the Request transaction to view and maintain pending or historic requests.

Open thispage using Main Menu > Batch > Request . This topic describes the base-package portals and zones on this
page.

Request Query. Use the query portal to search for an existing request. Once arequest is selected, you are brought to the
maintenance portal to view and maintain the selected record.
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Request Portal.This portal appears when a request has been selected from the Request Query portal. The following base-
package zones appear on this portal:

« Actions. Thisis astandard actions zone.

» Request. The Request zone contains display-only information about a request. Please see the zone's help text for
information about this zone's fields.

» Request Log. Thisisastandard log zone.
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Chapter 9
Defining Algorithms

In this section, we describe how to set up the user-defined algorithms that perform many important functions including:
» Validating the format of a phone number entered by a user.
» Validating the format of alatitude/longitude geographic code entered by a user.
 In products that support payment and billing:
» Calculating late payment charges.
» Calculating the recommended deposit amount.
» Constructing your GL account during the interface of financia transactions to your GL
« And many other functions...

The Big Picture Of Algorithms

Many functions in the system are performed using a user-defined algorithm. For example, when a CSR requests a
customer's recommended deposit amount, the system calls the deposit recommendation algorithm. This algorithm calculates
the recommended deposit amount and returnsit to the caller.

NOTE: Algorithm = Plug-in. We use the terms plug-in and algorithm interchangeably throughout this documentation.

So how does the system know which algorithm to call? When you set up the system's control tables, you define which
algorithm to use for each component-driven function. Y ou do this on the control table that governs each respective function.
For example:

» You define the algorithm used to validate a phone number on your phone types.

» You define the agorithm in Oracle Utilities Customer Care and Billing used to calculate late payment charges on each
Service Agreement Type that has |ate payment charges.

e Thelist goeson...

Thetopicsin this section provide background information about a variety of algorithm issues.
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Algorithm Type Versus Algorithm

Y ou have to differentiate between the type of agorithm and the algorithm itself.

» AnAlgorithm Type defines the program that is called when an agorithm of thistype is executed. It also defines the
types of parameters that must be supplied to algorithms of thistype.

» AnAlgorithm references an Algorithm Type. It also defines the value of each parameter. It isthe algorithm that is
referenced on the various control tables.

FASTPATH: Refer to How to Add A New Algorithm for an example that will further clarify the difference between an
algorithm and an algorithm type.

How To Add A New Algorithm

Before you can add a new algorithm, you must determine if you can use one of the sample algorithm types supplied with the
system. Refer to List of Algorithm Types for acomplete list of algorithm types.

If you can use one of the sample a gorithm types, simply add the algorithm and then reference it on the respective control
table. Refer to Setting Up Algorithms for how to do this.

If you have to add a new algorithm type, you may have to involve a programmer. Let's use an example to help clarify what
you can do versus what a programmer must do. Assume that you require an additional geographic type validation agorithm.
To create your own algorithm type you must:

» Writeanew program to validate geographic type in the appropriate manner. Alternatively, you may configure a plug-
in script to implement the validation rules. The advantage of the latter isthat it does not require programming. Refer to
plug-in script for more information.

» Create an Algorithm Type called Our Geographic Format (or something appropriate). On this algorithm type,
you'd define the name of the program (or the plug-in script) that performs the function. Y ou'd also define the various
parameters required by this type of algorithm.

 After creating the new Algorithm Type, you can reference it on an Algorithm.
« And finaly, you'd reference the new Algorithm on the Geographic Type that requires this validation.

Minimizing The Impact Of Future Upgrades

The system has been designed to use algorithms so an implementation can introduce their own logic in away that's 100%
upgradeable (without the need to retrofit logic). The following points describe strong recommendations about how to
construct new algorithm type programs so that you won't have to make program changes during future upgrades:

» Do not alter an algorithm type's hard parameters. For example, you might be tempted to redefine or initialize parameters
defined in an algorithm type's linkage section. Do not do this.

» Follow the naming conventions for the new algorithm type code and your source code, i.e., both the source code and the
algorithm type should be prefixed with "CM". The reason for this naming convention is to make it impossible for a new,
base-package algorithm type from overwriting your source code or agorithm type meta-data (we will never develop a
program or introduce meta-data beginning with CM).

» Avoid using inline SQL to perform insert/update/del ete. Rather, invoke the base-package's object routines or common
routines.

» Avoid using base messages (outside of common messages, i.e., those with a message number < 1000) as we may
deprecate or change these messages in future releases. The most common problem is caused when an implementation
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clones a base package algorithm type program because they need to change afew lines of logic. Technically, to be
100% upgradeable, you should add new messages in the "90000" or greater category (i.e., the category reserved for
implementation-specific messages) for every message in your new program even though these messages may be
duplicates of those in the base package.

Setting Up Algorithm Types

The system provides many algorithm types to support base product functionality. If you need to introduce a new type of
algorithm, open Admin Menu > Algorithm Type.

FASTPATH: Refer to The Big Picture Of Algorithms for more information.

CAUTION: Important! If you introduce a new agorithm type, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Description of Page
Enter an easily recognizable Algorithm Type and Description.

Owner indicatesif this agorithm type is owned by the base package or by your implementation (Customer M odification).
The system sets the owner to Customer M odification when you add an algorithm type. Thisinformation is display-only.

Enter a Detailed Description that describes, in detail, what algorithms of this type do.
Use Algorithm Entity to define where algorithms of this type can be "plugged in". If a detailed description about an
algorithm entity is available, asmall help icon is visible adjacent to the dropdown. Click the icon to view the information.

NOTE: Thevaluesfor thisfield are customizable using the lookup table. Thisfield nameisALG_ENTITY_FLG.

Use Program Type to defineif the algorithm's program iswritten in COBOL, Java or Plug-In Script.

NOTE: COBOL Programs. COBOL programs are not supported in all products.

Use Program Nameto define the program to be invoked when a gorithms of this type are executed:

« If the Program Type is COBOL, enter the name of the COBOL program.

» |f the Program Typeis Java, enter the Java class name.

 If the Program Typeis Plug-In Script, enter the plug-in script name. Only plug-in scripts defined for the algorithm
entity may be used.

NOTE: View the source. If the program is shipped with the base package, you can use the adjacent button to display
the source code of this program in the source viewer or Java docs viewer. For plug-in scripts, drill into the plug-in script
to view the details.

Use the Parameter Types grid to define the types of parameters that algorithms of this type use. The following fields
should be defined for each parameter:

» Use Sequence to define the relative position of the Parameter .
» Use Parameter to describe the verbiage that appears adjacent to the parameter on the Algorithm page.

* Indicate whether the parameter is Required. Thisindicator is used when parameters are defined on algorithms that
reference this algorithm type.
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« Owner indicatesif the parameter for this algorithm type is owned by the base package or by your implementation
(Customer Modification). The system sets the owner to Customer M odification when you add an algorithm type with
parameters. Thisinformation is display-only.

NOTE: When adding a new agorithm type that is for a Java program, the parameters are automatically generated based
on the Java code. Once an algorithm type exists, any additional parameters defined in the Java code should be manually
added to the algorithm type. For other program types, algorithm type parameters must be manually defined.

NOTE: When anew algorithm type parameter is added for any program type, existing algorithms for the algorithm type
do not automatically get updated with the new parameter. The algorithms must be manually updated.

Where Used
An Algorithm references an Algorithm Type. Refer to Setting Up Algorithms for more information.

List of Algorithm Types

NOTE: List of available algorithmstypes. The algorithm types available to use with the product may be viewed in the
application viewer's algorithm viewer. In addition if your implementation adds algorithm types or adds algorithms to
reference existing algorithm types, you may regenerate the application viewer to see your additions reflected there.

Setting Up Algorithms

If you need to introduce a new algorithm, open Admin Menu > Algorithm . Refer to The Big Picture Of Algorithms for
more information.

Description of Page
Enter an easily recognizable Algorithm Code and Description of the algorithm. Owner indicates if this algorithm is owned
by the base package or by your implementation (Customer M odification).

CAUTION: Important! If you introduce a new algorithm, carefully consider its naming convention. Refer to System
Data Naming Convention for more information.

Reference the Algorithm Type associated with this algorithm.

FASTPATH: Refer to Algorithm Type Versus Algorithm for more information about how an algorithm type controls the
type of parameters associated with an algorithm.

The parameters available for an algorithm are defined on the algorithm type. The system allows a set of parameter values
to change over time. Use the parameter scroll to view parameter values for a given Effective Date. The Owner of the
collection of parametersis displayed. The collection shows the Parameter description, the Sequence and the Value for
each parameter.

NOTE: If the product delivers an algorithm with parameter values defined, an implementation may override the base
provided parameter values by adding an additional effective dated collection of parameters.

NOTE: If an agorithm is defined and subsequently a new parameter is added to the algorithm type, existing algorithms
for the algorithm type should be updated as follows: Click the “+" to add a new effective dated entry to the parameter
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collection. At this point the latest list of parameters for the algorithm type are visible. Configure the parameters
accordingly.

Where Used

Algorithms are plugged in on control tables throughout the system. Each algorithm type’s Algorithm Entity indicates the
name of the control table where it is plugged in. The algorithm viewer in the application viewer may also be used to seea
list of plug-in spots along with their algorithm types and algorithms.
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Chapter 10
Defining Script Options

We use the term "script” to define processing rules that your implementation sets up to control both front-end and back-end
processing:

» Rulesthat control front-end processing are defined using Business Process Assistant (BPA) scripts. For example, your
implementation could set up a BPA script to guide a user through your organization's payment cancellation process.

» Rulesthat control back-end processing are defined using Server-based scripts. For example, your implementation could
set up a server-based script to control the processing that executes whenever a given type of adjustment is canceled.

The topicsin this section describe how to configure your scripts.

The Big Picture Of Scripts

This section describes features and functions that are shared by both BPA scripts and server-based scripts.

Scripts Are Business Process-Oriented

To create a script, you must analyze the steps used to implement a given business process. For example, you could create a
"stop auto pay" BPA script that:

» Asksthe user to select the customer / taxpayer using an appropriate search page

» Asksthe user to define the date on which the person would like to stop making automatic payments

» Invokes a server-based script that popul ates the end-date on the account's latest automatic payment instructions.

After you understand the business process, you can set up a script to mimic these steps. If the business processis
straightforward (e.g., users always perform the same steps), the script configuration will be straightforward. If the business
process has several logic branches, the composition of the script may be more challenging.
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A Script Is Composed Of Steps

A script contains one or more steps. For example, a"stop auto pay" BPA script might have three steps:

» Ask the user to select the customer / taxpayer using an appropriate search page

» Ask the customer the date on which they'd like to stop making automatic payments (and default the current date)
» Invoke a server-based script that, in turn, updates the account's auto pay options.

Each step references a step type. The step type controls what happens when a step executes. It might be helpful to think of a
script as amacro and each step asa"line of code” in the macro. Each step's step type controls the function that is executed
when the step is performed.

FASTPATH: Refer to How To Set Up Each Step Type for a detailed description of all available step types and how to
set them up.

Designing And Developing Scripts

Constructing a script is similar to writing a computer program. We recommend that you follow the approach outlined below
when you construct scripts:

» Thoroughly understand the business process to be scripted

» Thoroughly understand how the transactions and services that your script uses work

» Design the steps for the script "on paper”

» Determine the most maintainable way to set up your scripts. Rather than creating complex, monolithic scripts, we
recommend dividing scripts into smaller sections. For example:

» For BPA scripts,

» Determineif several scripts have similar steps. If so, set up a script that contains these common steps and invoke
it from the main scripts. For example, if the main script were a BPA script, thiswould be invoked viaa Perform
script step.

» Determineif alarge script can be divided into logical sections. If so, set up asmall script for each section and
create a "master script” to invoke each. For example, if the main script were a BPA script, this would be invoked
viaaTransfer control step.

» For server-based script, you can segregate reusable steps into "service scripts' and then use I nvoke service script
steps to execute the common logic.

» Add the script using Script Maintenance
» Thoroughly test the script

A Script May Declare Data Areas

Both BPA and server-based scripts may have one or more data areas:

« If the script contains steps that exchange XML documents, you must declare a data area for each type of XML document.
For example, if a BPA script has a step that invokes a service script, the BPA script must declare a data area that holds
the XML document that is used to pass information to and from the service script.

» You can use adata area as a more definitive way to declare your temporary storage. For example, you can describe your
script's temporary storage variables using a stand-alone data area schema and associate it with your script.
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Various step types involve referencing the script's data areas as well as support the ability to compare and move data to and
from field elements residing in the data areas.

An Edit Data step supports the syntax to dynamically declare data areas as part of the step itself. This technique eliminates
the need to statically declare a data area. Refer to Designing Generic Scripts for an example of when this technique may be
useful.

Designing Generic Scripts

Scripts may be designed to encapsulate an overall procedure common across different business objects.

For example, BPA scripts may implement a standard procedure to maintain business entities in which the first step obtains
the entity's data, the second step presents its associated Ul map to the user for update, and the last step updates the entity.
Notice that in this case the only difference from one object to another is the data to capture. Rather than designing a
dedicated BPA script with static data areas and invocation steps for each business object, you can design a single generic
script that dynamically invokes a business object and its associated Ul map.

Thisfunctionality is available only within an Edit Data step. With this technique, the name of the schema-based object is
held in avariable or an XPath schema location and is used to both declare and invoke the object.

NOTE: Tips. Refer to the tips context zone associated with the script maintenance page for more information on edit
data commands and examples.

Securing Script Execution

The system supports the ability to secure the execution of scripts by associating the script with an Application Service.
Refer to The Big Picture of Application Security for more information. Application security is optional and appliesto
service scripts and user-invocable BPA scripts only. If ascript is not associated with an application service, al users may
execute the script. Otherwise, only users that have Execute access to the application service may execute the script.

The Big Picture Of BPA Scripts

FASTPATH: Refer to The Big Picture Of Scripts to better understand the basic concept of scripts.

Users may require instructions in order to perform certain tasks. The business process assistant allows you to set up
scripts that step a user through your business processes. For example, you might want to create scripts to help users do the
following:

» Add anew person to an existing account

e Set up acustomer to pay automatically

» Modify acustomer who no longer wants to receive marketing information
» Maodify acustomer's web password

* Record atrouble order

« Merge two accounts into one account

» Fix abill with aninvalid rate

... (thelist isonly limited by your time and imagination)
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Users execute these scripts via the business process assistant (BPA). Users can also define their favorite BPA scriptsin
their user preferences. By doing this, a user can execute a script by pressing an accelerator key (Ct r1 + Shift +a
number).

Don't think of these scripts as merely atraining tool. BPA scripts can also reduce the time it takes to perform common tasks.
For example, you can write a script that reduces the "number of clicks" required to add a new person to an existing account.

CAUTION: Future upgrade issues. Although we make every effort not to remove fields or tab pages between rel eases,
there may be times when changes made by the base-package will necessitate changes to your scripts. Please refer to the
release notes for alist of any removed fields or tab pages.

CAUTION: Scriptsare not a substitute for end-user training. Scripts minimize the steps required to perform common
tasks. Unusual problems (e.g., amissing meter exchange) may be difficult to script as there are many different waysto
resolve such a problem. However, scripts can point a user in the right direction and reduce the need to memorize obscure
business processes.

The topicsin this section describe background topics relevant to BPA scripts.

How To Invoke Scripts

Refer to Initiating Scripts for adescription of how end-users initiate scripts.

Developing and Debugging Your BPA Scripts

You may find it helpful to categorize the step typesinto two groups: those that involve some type of activity in the script
area, and those that don't. The following step types cause activity in the script area: Height, Display text, Prompt user,
Input data, Input Map, Set focusto afield. The rest of the step types are procedural and involve no user interaction. For
debugging purposes, you can instruct the system to display text in the script area for the latter step types. Also note, for
debugging purposes, you can display an entire data area (or a portion thereof) in the script area by entering % +...+% where
... iIsthe name of the node whose element(s) should be displayed.

NOTE: Time saver. When you develop a new BPA script, change your user preferences to include the script as your
first "favorite”. Thisway, you can pressCt r | +Shi f t +1 to invoke the script (eliminating the need to select it from the
script menu).

Launching A Script From A Menu
Y ou can create menu items that launch BPA scripts rather than open a page. To do this, create a navigation option that
references your script and then add a menu item that references the navigation option.

If the navigation option is referenced on a context menu and the navigation option has a "context field", atemporary storage
variable will be created and popul ated with the unique identifier of the object in context. For example, if you add a "script”
navigation option to the bill context menu and this navigation option has a context field of BILL_ID, the system will creste
atemporary storage variable called BILL_ID and populate it with the respective bill id when the menu item is selected.

Launching A Script When Starting The System

Y ou can set the system to launch a script upon startup.
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For example, imagine that through an interactive voice response system, a customer has keyed in their account ID and has
indicated that they would like to stop an automatic payment. At the point when the IVR system determines that the customer
must speak to a user, the interface can be configured to launch the application. When launched it passes the script name and
account ID. It can also passa navigation option to automatically load the appropriate page (if thisinformation is not part of
the script).

To do this, parameters are appended to the standard system URL. The following parameters may be supplied:
 SCript=<scriptname>

» ACCT_ID=<account id>

* location=<navigation option>

Parameters are added to the standard system URL by appending a question mark (?) to the end and then adding the
"key=value" pair. If you require more than one parameter, use an ampersand (&) to separate each key=value pair.

For example, the following URL s are possible ways to launch the StopAutoPay script at startup, assuming your standard
URL for launching the system is http://system-server:1234/cis.jsp:

» http://system-server:1234/cis.jsp?script=StopAutoPay
 http://system-server:1234/cis.jsp?script=StopAutoPay& ACCT_ID=1234512345
 http://system-server;1234/cis.jsp?script=StopAutoPay& ACCT_ID=1234512345& location=accountMaint

It doesn't matter in which order the parameters are provided. The system processes them in the correct order. For example,
the following examples are processed by the system in the same way:

» http://system-server:1234/cis.jsp?ACCT _1D=1234512345& script=StopA utoPay& | ocation=accountM aint
 http://system-server:1234/cis.jsp?ACCT_1D=1234512345& | ocation=accountM ai nt& scri pt=StopAutoPay

These parameters are kept in acommon area accessible by any script for the duration of the session. To use these
parameters on a script you may reference the corresponding % PARM-<name> global variables. In this example, after the
system is launched any script may have access to the above account 1D parameter value by means of the % PARM-ACCT _
I D global variable. Also note, these parameters are also loaded into temporary storage (to continue the example, there'd also
be atemporary storage variable called ACCT _I D that holds the passed value).

Executing A Script When A To Do Entry Is Selected

The system creates To Do entriesto highlight tasks that require attention (e.g., records in error). Users can complete many
of these tasks without assistance. However, you can set up the system to automatically launch a script when a user selects a
To Do entry. For example, consider a To Do entry that highlights a bill that's in error due to an invalid mailing address. Y ou
can set up the system to execute a script when this To Do entry is selected by a user. This script might prompt the user to
first correct the customer's default mailing address and then re-complete the bill.

The following points provide background information to help you understand how to implement this functionality:

» Every To Do entry references a To Do type and a message category and number. The To Do type defines the category of
thetask (e.g., bill errors). The message number defines the specific issue (e.g., avalid address can't be found.). Refer to
The Big Picture of System Messages for more information about message categories and numbers.

» When auser drills down on aTo Do entry, either a script launches OR the user is transferred to the transaction associated
with the entry's To Do type. Y ou control what happens by configuring the To Do type accordingly:

« If you want to launch a script when a user drills down on an entry, you link the script to the To Do type and message
number. Keep in mind that you can define a different script for every message (and some To Do types have many
different messages).

« If the system doesn't find a script for an entry's To Do type and message numbey, it transfers the user to the To Do
type's default transaction.
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NOTE: How do you find the message number s? We do not supply documentation of every To Do type's message
numbers (this list would be impossible to maintain and therefore untrustworthy). The best way to determine which
message humbers warrant a script is during pre-production when you're testing the system. During this period, To Do
entries will be generated. For those entries that warrant a script, simply display the entry on To Do maintenance. On this
page, you will find the entry's message number adjacent to the description.

» Thesetypes of scriptsinvariably need to access data that resides on the selected To Do entry. Refer to How To Use To
Do Fields for the details.

The Big Picture Of Script Eligibility Rules

Y ou can configure eligibility criteria on the scripts to limit the scripts that a user seesin the script search. For example,
you could indicate a script should only appear on the script menu if the user belongsto the level 1 customer service
representative group. Y ou may aso indicate that a script should only appear if the data a user is viewing has certain criteria.
For example, if you are using Oracle Utilities Customer Care and Billing, you can indicate that a script should only appear
if the current account's customer classisresidential. By doing this, you avoid presenting the user with scripts that aren't
applicable to the current datain context or the user'srole.

The topicsin this section describe eligibility rules.

Script Eligibility Rules Are Not Strictly Enforced

The script search gives a user achoice of seeing all scripts or only scripts that are eligible (given the current datain context
and their user profile). This means that it's possible for a script that isn't eligible for the given context data/ user to be
executed viathis search. In other words, the system does not strictly enforce a script's dligibility rules.

It might be more helpful to think of eligibility rules as"highlight conditions". These "highlight conditions" simply control
whether the script appears in the script search when a user indicates they only want to see eligible scripts.

You Can Mark A Script As Always Eligible

If you don't want to configure eigibility rules, you don't have to. Simply indicate that the script is always eligible.

You Can Mark A Script As Never Eligible

If you have scripts that you do not want a user to select from the script menu, indicate that it is never eligible. An example
of ascript that you wouldn't want a user to select from the menu isone that is launched when a To Do entry is selected.
These types of scripts most likely rely on data linked to the selected To Do entry. As aresult, auser should only launch
scripts of thistype from the To Do entry and not from the script menu.

Criteria Groups versus Eligibility Criteria

Before we provide concrete examples of eligibility criteria, we need to explain two concepts: Criteria Groups and Eligibility
Criteria. A script's criteria groups control whether a user is eligible to choose a script. At ahigh level, it workslike this:

A criteriagroup has one or more dligibility criteria. A group's criteria control whether the group is considered true or
false.

» When you create a group, you define what should happen if the group istrue or false. Y ou have the following choices:

» Theuser iséeligible to choose the script
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e Theuser isnot eligible to choose the script
« The next group should be checked

WEe'll use the following example from Oracle Utilities Customer Care and Billing to help illustrate these points. Assume a
scriptisonly eligibleif:

» The customer has electric service and the user belongs to user group A, B or C
» OR, the customer has gas service and the user belongsto user group X, Y or A

Eligibility Group 1

Highle ifthe citeria indicate the gronpis TRUE

SCApt — Log Troubie Order

Ellgibility Criteria

Cusiomer has eledric service and the Luser Custarmer haz electric senice
belongs o user group &, Bor C bR e S SR BT
Customes hasgas sarvice and the user belongs
toussrgrodn B, Y oor A Eligihility Group 2

Eligble ifthe citeria indicatathe aouwp & TRUE

Eligibility Critesia

Custammer has gas serice

Lkor baongs user group =, Yor &,

This script requires two €eligibility groups because it has two distinct conditions:

» |F (Customer has electric service AND (User belongsto user group A, B or C))

» |F (Customer has gas service AND (User belongsto user group X, Y or A))

If either condition istrue, the script is eligible.

Y ou would need to set the following criteria groups in order to support this requirement:

Group No. Group Description If Group is True If Group is False

1 Customer has electric service Eligible Check next group
and the user belongs to user
group A,BorC

2 Customer has gas service and Eligible Ineligible
the user belongs to user group X,
YorA

The following criteria are required for each of the above groups:

Group 1: Customer has electric service and the user belongs to user group A, B or C

Seq Logical Criteria If Eligibility Criteria is True If Eligibility Criteria is If Insufficient Data
False
10 Customer has electric Check next condition Group is false Group is false
service
20 User belongs to user Group is true Group is false Group is false

group A,BorC

Group 2: Customer has gas service and the user belongs to user group X, Y or A

Seq Logical Criteria If Eligibility Criteria is True If Eligibility Criteria is If Insufficient Data
False

10 Customer has gas service  Check next condition Group is false Group is false

20 User belongs to user Group is true Group is false Group is false

group X, Y or A

The next section describes how you might configure the specific logical criteriain each of the groups.
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Defining Logical Criteria

When you set up an eligibility criterion, you must define two things:

» Thefield to be compared

» The comparison method

Y ou have the following choices in respect of identifying the field to be compared :

+ You can execute an algorithm to retrieve afield value from somewhere else in the system.

» Some products may support choosing a characteristic linked to an appropriate object in the system (such as an account or
person).

Y ou have the following choices in respect of identifying the comparison method:
» You can choose an operator (e.g., >, <, =, BETWEEN, IN, etc.) and a comparison value.

» You can execute an algorithm that performs the comparison (and returns True, False or Insufficient Data). Thisisaso
avery powerful feature, but it's not terribly intuitive. We'll present afew examples later in this section to illustrate the
power of this approach.

The Examples Of cript Eligibility Rules provide examples to help you understand this design.

Examples Of Script Eligibility Rules

The topicsin this section provide examples about how to set up script eligibility rules.

A Script With A Time Span Comparison

A script that is only eligible for senior citizens has the following eligibility rules:
+ Customer class = Residential

» Birth date equates to that of a senior citizen

These rules require only one eligibility group on the script. It would look as follows:

Group No. Group Description If Group is True If Group is False

1 Residential and Senior Citizen Eligible Ineligible

The following criteriawill be required for this group:

Group 1: Residential, Calif, Senior

Seq Field to Compare Comparison Method If True If False If Insufficient Data
10 Algorithm: retrieve =R Check next Group is false Group is false
account's customer condition
class
30 Person Algorithm: True if Group is true Group is false Group is false
characteristic: Date senior
of Birth

Thefirst criterion is easy; it calls an algorithm that retrieves afield on the current account. Thisvalue, in turn, is compared
to agiven vaue. If the comparison resultsin a True value, the next condition is checked. If the comparison doesn't result in
aTrue value, the Group isfalse (and, the group indicates that if the group is false, the script isn't eligible). Refer to SECF-
ACCTFLD in the product documentation for an example of an algorithm type that retrieves afield value from an account.

The last criterion contains a time span comparison. Time span comparisons are used to compare a date to something. In
our example, we have to determine the age of the customer based on their birth date. If the resultant age is > 65, they are
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considered a senior citizen. To pull this off, you can take advantage of a comparison algorithm supplied with the base script
as described below.

» Field to Compare. The person characteristic in which the customer's birth date is held is selected.

» Comparison Method. We chose a comparison algorithm that returns avalue of Trueif the related field value (the
customer's date of birth) is greater than 65 years (refer to SECC-TIMESPN for an example of thistype of algorithm).

You'l noticethat if avalue of Trueis returned by the Trueif senior algorithm, the group is true (and we've set up the
group to indicate a true group means the script is eligible).

NOTE: Thetime span algorithm can be used to compar e days, weeks, months, etc. Refer to SECC-TIMESPN for
more information about this algorithm.

A Script With Service Type Comparison

Imagine a script that is only eligible if the current customer has gas service and the user belongs to user groups A, B or C.
This script would need the following eligibility rules:

» Customer has gas service
» User belongsto user group A, B or C
These rules require only one eligibility group on the script. It would looks as follows:

Group No. Group Description If Group is True If Group is False

1 Has gas service and user is part Eligible Ineligible
of user group A, Bor C

The following criteria are required for this group:

Group 1: Has gas service and user is part of user group A, B or C

Seq Field to Compare Comparison Method If True If False If Insufficient Data
10 Algorithm: check if =True Check next Group is false Group is false
customer has gas condition
service
20 Algorithm: check if =True Group is true Group is false Group is false

user belongs to user
group A,BorC

Both criteriaare similar - they call an algorithm that performs alogical comparison. These agorithms are a bit counter
intuitive (but understanding them provides you with another way to implement complex eligibility criteria):

Thefirst criterion works as follows:

» Field to Compare. We chose a "field to compare” algorithm that checks if the current account has service agreements
that belong to a given set of service types. It returns avalue of Trueif the customer has an active service agreement that
matches one of the service typesin the algorithm. In our example, the "check if customer has gas service" agorithm
returns avalue of Trueif the customer has at |east one active service agreement whose SA type references the gas
service type. The "check if customer has electric service" agorithm is almost identical, only the service type differs.

» Comparison Method. We simply compare the value returned by the algorithm to True and indicate the appropriate
response.

The second criterion works similarly:

» Field to Compare. We chose a "field to compare” algorithm that checks if the user belongs to any user group in a set
of user groups. It returns avalue of Trueif the user belongsto at least one user group defined in parameters of the
algorithm. Refer to SECF-USRNGRP for an example of this type of algorithm.

» Comparison Method. We simply compare the value returned by the algorithm to True and indicate the appropriate
response.
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dataDictionary?type=algtype&name=SECC-TIMESPN
dataDictionary?type=algtype&name=SECC-TIMESPN
dataDictionary?type=algtype&name=SECF-USRNGRP

NOTE: Bottom line. The "field to compare" algorithm isn't actually returning a specific field's value. Rather, it's
returning avalue of True or False . Thisvaueisin turn, compared by the "comparison method" and the group is set to
true, false or check next accordingly.

The Big Picture Of Server-Based Scripts

FASTPATH: Refer to The Big Picture Of Scripts to better understand the basic concept of scripts.

Server-based scripts allow an implementation to configure backend business processes. The system supports two types of
server-based scripts, Plug-In scripts and Service scripts.

» Plug-in scripts allow an implementation to develop routines that are executed from the system's various plug-in spots
without coding. For example, an implementation could configure a plug-in script that is executed every time an
adjustment of a given type isfrozen.

» Service scripts allow an implementation to develop common routines that are invoked from both front-end and back-end
services. For example, an implementation could create a service script that terminates an account's automatic payment
preferences. This service script could be invoked from a BPA script initiated by an end-user when a customer asksto
stop paying automatically, and it could also be executed from a plug-in script if a customer failsto pay their debt on time.

The topicsin this section describe background topics relevant to server-based scripts.

Plug-In Scripts

NOTE: This section assumes you are familiar with the notion of plug-in spots (algorithm entities) and plug-ins. See The
Big Picture Of Algorithms for more information.

Rather than write ajava program for a plug-in spot, you can create a plug-in using the scripting "language”. In essence, this
isthe only difference between a program-based plug-in and a script-based one. Obvioudly, thisis asignificant difference as
it allows you to implement plug-ins without programming (and compilers).

The following topics describe basic concepts related to plug-in scripts.

A Plug-In Script's API
Like program-based plug-ins, plug-in scripts:
» Run on the application server

» Havetheir API (input / output interface) defined by the plug-in spot (i.e., plug-in scripts don't get to declare their own
API)

» Canonly beinvoked by the "plug-in spot driver"

The best way to understand a plug-in script's API isto use the View Plug-1n Script Data Area hyperlink on <ript - Data
Areato view its parameters data area schema.
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A Schema - Microsoft Internet Explorer

= =schema name="Adjustment TypeAdjustmentFreeze Algorthmspot"=
=l =goft type="list"=
value/=
=isoft=
=l =hard type="group"=
= =adjustment type="group" Use="input"=
=idi=
=fadjustment=
=hard=
=fschema=

Figure 10: Plug-In Data Area
Notice the two groups: soft and hard. If you are familiar with plug-in spots, you'll recognize these as the classic soft and
hard parameters:

» The soft parameters are the values of the parameters defined on the algorithm. Notice they are not named - if you want to
reference them in your plug-in script, you must do it by position (this is equivalent to what a Java programmer does for
plug-ins written in Java).

» Thehard parameters are controlled by the plug-in spot (i.e., the algorithm entity). Notice that this plug-in spot has a
single input parameter called " adjustment/id" . Also notice the use= attribute - this shows that this parameter is input-
only (i.e., you can't changeit in the plug-in script).

NOTE: XPath. You can click on an element name to see the XPath used to reference the element in your script.

Setting Up Plug-In Scripts

Y ou can write plug-in scripts for all plug-in spots that have been Java-enabled. The following points describe how to
implement a plug-in script:

» Compose your plug-in script, associating it with the appropriate algorithm entity (plug-in spot).

» Create a new algorithm type for the respective algorithm entity, referencing your plug-in script as the program to carry
out the algorithm type's function. Only plug-in scripts associated with the algorithm entity may be referenced on the
algorithm type.

» Set up an algorithm for the respective algorithm type and plug it in where applicable. Refer to Setting Up Algorithm
Types for more information.

NOTE: No plug-in scripts are shipped with the base-package.

Service Scripts

BPA scripts run on the client's browser and guide the end-users through business processes. Service scripts run on the
application server and perform server-based processing for BPA scripts, zones and more. Y ou may want to think of a
service script as acommon routine that is set up viathe scripting (rather than programming).

The following topics describe basic concepts related to service scripts.
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A Service Script's API

Aswith any common routine, a service script must declareitsinput / output parameters (i.e., its API). A service script's API
isdefined onits schema.

NOTE: Schema Definition Tips. A context sensitive "Script Tips' zone appears when you open the Script page
to assist you with the schema definition syntax. The zone provides a complete list of the XML nodes and attributes
available to you when you construct a schema.

Invoking Service Scripts

Any type of script may invoke a service script:

» A BPA script may invoke a service script to perform server-based processing.
» Plug-in scripts may invoke a service script (like a”common routing”).

» A service script may call another service script (like a"common routine').

Map zones may be configured to invoke service scripts to obtain the data to be displayed. Refer to Map Zones for more
information.

XAl incoming messages support interaction with service scripts allowing the outside world to interact directly with a service
script.

Y ou can aso invoke a service script from a Java class.

Debugging Server-Based Scripts

The server can create log entries to help you debug your server scripts. These logs are only created if you do the following:
» Start the system in ?debug=true mode

» Turn onthe Global debug checkbox in the upper corner of the browser. When you click this check box, a pop-up
appears asking you what you want to trace - make sure to check box that causes script steps to be traced.

Thelogs contain a great deal of information including the contents of the referenced data areafor M ove data, Invoke
business object, Invoke business service and I nvoke service script steps.

Y ou can view the contents of the logs by pressing the Show User L og button appears at the top of the browser.
Please note that all log entries for your user ID are shown (so don't share user id's!).

Maintaining Scripts

The script maintenance transaction is used to maintain your scripts. The topicsin this section describe how to use this
transaction.

FASTPATH: Refer to The Big Picture Of Scripts for more information about scripts.

Script - Main

Use this page to define basic information about a script. Open this page using Admin Menu > Script .
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NOTE: Script Tips. A context sensitive "Script Tips' zone is associated with this page. The zone provides useful tips
on various topics related to setting up scripts.

Description of Page

Enter aunique Script code and Description for the script. Owner indicates if the script is owned by the base package or by
your implementation (Customer M odification).

CAUTION: Important! If you introduce a new script, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Script Typeindicatesif thisisaBPA Script, Plug-In Script or Service Script. Refer to The Big Picture Of BPA Scripts
and The Big Picture Of Server Based Scripts for more information.

Accessibility Option appears only for BPA scripts. Set this value to Accessible from Script Menu for any script that may
be launched as a stand-alone script. Scripts with this configuration may be linked to a navigation option so that they may
be invoked from a menu and may be configured by a user as a favorite script. Set this value to Not Accessible from Script
Menu for any script that cannot be launched on its own. For example, any script that is ainvoked as a sub-script from
another script should have this setting. In addition, any script that is designed to be launched from within a specific portal
where certain datais provided to the script should include this setting.

Enter an Application Serviceif the execution of the script should be secured. Refer to Securing Script Execution for more
information.

Algorithm Entity appears only for plug-in scripts. Use thisfield to define the algorithm entity into which this script can be
plugged in.

Business Object appears only for business object related plug-in scripts. Enter the Business Object whose elements are to
be referenced by the plug-in script.

Script Engine Ver sion defines the version of the XML Path Language (XPath) to be used for the script. Script engine
versions 2 and 3 use the XPath 2 engine supplied by the XQuery team. Thisis the same engine used inside the Oracle
database. The current script engine version 3 isamodified version that offers performance improvements without impacting
existing version 3 scripts. Notesregar ding Script engine version 1. The XPath library used is Jaxen; for BPA scripts,

use |E'sbuilt-in MSXML parser; Xpath 1 (and even JavaScript) uses floating point arithmetic, which means that adding a
collection of numbers with two decimal places might end up with avalue of 10779.079999999998 instead of 10779.08.

Click the View Script Schemato view the script's data areas on the schema viewer window.
Click the View X SD hyperlink to view the business object's expanded schema definition in XSD format.

The View Script As Text hyperlink appears for server-based scripts only. Click thislink to view the internal scripting
commands that underly your script steps in a separate window. The presented script syntax isvalid within edit data steps.

The tree summarizes the script's steps. Y ou can use the hyperlink to transfer you to the Step tab with the corresponding step
displayed.

Script - Step

Use this page to add or update a script's steps. Open this page using Admin Menu > Script and then navigate to the Step
tab.

NOTE: Timesaver. You can havigate to a step by clicking on the respective node in the tree on the Main tab.

Description of Page

The Steps accordion contains an entry for every step linked to the script. When a script isinitially displayed, its steps are
collapsed. To see astep's details, ssimply click on the step's summary bar. Y ou can re-click the bar to collapse the step's
details. Please see accordions for the details of other features you can use to save time.
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Select the Step Type that corresponds with the step. Refer to How To Set Up Each Step Type for an overview of the step
types.
CAUTION: The Step Type affects what you can enter on other parts of this page. The remainder of this sectionis

devoted to those fields that can be entered regardless of Step Type. The subtopics that follow describe those fields
whose entry is contingent on the Step Type.

Step Sequence defines the relative position of this step in respect of the other steps. The position isimportant because it
defines the order in which the step is executed. Y ou should only change a Step Sequence if you need to reposition this step.
But take care; if you change the Step Sequence and the step is referenced on other steps, you'll have to change al of the
referencing steps.

NOTE: Leave gapsin the sequence numbers. Make sure you |leave space between sequence numbers so that you
can add new steps between existing onesin the future. If you run out of space, you can use the Renumber button to
renumber al of the steps. Thiswill renumber the script's steps by 10 and change all related references accordingly.

Display Step isonly enabled on BPA scripts for step types that typically don't cause information to be displayed in the
script area (i.e., step typeslike Conditional Branch, Go to a step, Height, etc). If you turn on this switch, information
about the step is displayed in the script areato help you debug the script.

CAUTION: Remember to turn this switch off when you're ready to let users use this script.

NOTE: If Display Step isturned on and the step has Text, this information will be displayed in the script area. If
Display Step isturned on and the step does NOT have Text, a system-generated messages describing what the step does
isdisplayed in the script area.

Display Icon controlsthe icon that prefixes the Text that's displayed in the script area. Using an icon on a step is optional.

Thisfield isonly applicable to BPA scripts.

Text isthe information that displaysin the script area when the step executes. Y ou need only define text for steps that
cause something to display in the script area.

FASTPATH: Refer to How To Substitute Variables In Text for a discussion about how to substitute variablesin a text
string.

FASTPATH: Referto How To Use HTML Tags And Spans In Text for a discussion about how to format (with colors
and fonts) the text that appearsin the script area.

The other fields on this page are dependent on the Step Type. The topics that follow briefly describe each step type'sfields
and provide additional information about steps.

Click on the View Script Schema hyperlink to view the script's data areas. Doing this opens the schema viewer window.

The View Script As Text hyperlink appears for server-based scripts only. Click thislink to view the internal scripting
commands that underly your script steps in a separate window. The presented script syntax isvalid within edit data steps.

How To Set Up Each Step Type

The contents of this section describe how to set up each type of step.

Common Step Types To All Script Types
The contents of this section describe common step types applicable to all script types.
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How To Set Up Conditional Branch Steps

Conditional branch steps alow you to conditionally jump to a different step based on logical criteria. For example, you
could jump to adifferent step in ascript if the customer isresidentia as opposed to commercial. In addition, several fields
arerequired for Conditional Branch steps:

Compare Field Type and Compar e Field Name define the first operand in the comparison. The Field Type defines where
thefield islocated. The Field Name defines the name of the field. The following points describe each field type:

e Current To Do Information. Usethisfield type when the field being compared resides on the current To Do entry.
Refer to How To Use To Do Fields for instructions on how to define the appropriate Field Name.

» Data Area. Usethisfield type when the field being compared is one that you put into one of the scripts dataareasin
an earlier step. Field Name must reference both a data area structure name as well asthe field, for example " parm/
charType'. Refer to How To Reference Fields In Data Areas for instructions on how to construct the appropriate Field
Name.

» Page Data Modd. Use thisfield type when the field being compared resides on one of the tab pages in the object display
area. Refer to How To Find The Name Of Page Data Model Fields for instructions on how to find the appropriate Field
Name.

» Predefined Value. Usethisfield type when the field being compared isa global variable.

» Temporary Storage. Use thisfield type when the field being compared is one that you put into temporary storage in an
earlier step. The Field Name must be the same as defined in an earlier step.

e User Interface Field. Usethisfield type when the field being compared resides on the currently displayed tab page.
Refer to How To Find The Name Of User Interface Fields for instructions on how to find the appropriate Field Name.

Condition defines the comparison criteria:

e Use>, <, =, >=, <=, <> (not equal) to compare the field using standard logical operators. Enter the comparison value
using the following fields.

» UselIN to compare thefirst field to alist of values. Each value is separated by a comma. For example, if afield value
must equal 1, 3 or 9, you would enter a comparison value of 1,3,9.

» Use BETWEEN to compare the field to arange of values. For example, if afield value must be between 1 and 9, you
would enter a comparison value of 1,9. Note, the comparison isinclusive of the low and high values.

Comparison Field Type, Comparison Field Name and Comparison Value define what you're comparing the first
operand to. The following points describe each field type:

e Current To Do Information. Use this field type when the comparison value resides on the current To Do entry. Refer to
How To Use To Do Fields for instructions on how to define the appropriate Field Name.

» DataArea. Usethisfield type when the comparison value resides in one of the scripts data areas. Field Name must
reference both a data area structure name as well asthe field, for example "parm/charType". Refer to How To Reference
Fields In Data Areas for instructions on how to construct the appropriate Field Name.

» PageData Model. Use thisfield type when the comparison value resides on one of the tab pages in the object display
area. Refer to How To Find The Name Of Page Data Model Fields for instructions on how to find the appropriate Field
Name.

» Predefined Value. Use thisfield type when the field being compared is a constant value defined in the script. When this
field typeis used, use Comparison Value to define the constant value. Refer to How To Use Constants In Scripts for
instructions on how to use constants.

» Temporary Storage. Usethisfield type when the comparison value is afield that you put into temporary storage in an
earlier step. The Field Name must be the same as defined in an earlier step.

» User Interface Field. Usethisfield type when the comparison value resides on the currently displayed tab page. Refer to
How To Find The Name Of User Interface Fields for instructions on how to find the appropriate Field Name.
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NOTE: Conditional field types. Thefield types Current To Do Infor mation, Page Data Model and User Interface
Field are only applicable to BPA scripts.

The above fields allow you to perform a comparison that resultsin avaue of TRUE or FAL SE. The remaining fields
control the step to which control is passed given the value:

» If TRUE, Goto definesthe step that is executed if the comparison resultsin aTRUE vaue.

» |If FALSE, Go to defines the step that is executed if the comparison resultsin a FAL SE value.
NOTE: Numeric Comparison. Comparison of two values may be numeric or textual (left-to-right). Numeric
comparison takes place only when values on both side of the comparison are recognized as numeric by the system.
Otherwise, textual comparison is used. Fieldsfor Current To Do Information, Data Area, Page Data M odel, and
User Interface Field types are explicitly associated with a data type and therefore can be recognized as numeric or
not. Thisis not the case for fieldsresiding in Temporary Storage or those set as Predefined Values. A Temporary
Storage field is considered numeric if it either holds a numeric value moved to it from an explicitly defined numeric
value (see above) or it is aresultant field of mathematical operation. A Predefined Value field is considered numeric
if the other field it is compared to is numeric. For example, if anumeric field is compared to a Predefined Value the

latter is considered numeric as well resulting in numeric value comparison. However, if the two fields are defined as
Predefined Values the system assumes their values are text strings and therefore applies textual comparison.

How To Set Up Edit Data Steps
Edit data steps provide a free format region where you can specify commands to control your script processing.

In general, the syntax available within edit data mimics the commands available within the explicit step types. However,
there are afew commands that are available only within edit data. For example, the two structured commands: For, and If.

For server-based scripts, you may find it useful to create afew explicit step types and then use the View Script as Text
hyperlink on the Script - Step page to better understand the edit data syntax.

NOTE: Not all BPA step types are supported using the edit data syntax. Tips. Refer to the tips context zone associated
with the script maintenance page for more information on edit data commands and examples.

Additional field required for Edit data steps:
Enter your scripting commands in the Edit Data Text field.

How To Set Up Go To Steps
Goto steps alow you to jump to a step other than the next step. Additional fields required for Go To steps:
Next Step defines the step to which the script should jump.

How To Set Up Invoke Business Object Steps
I nvoke business object steps allow you to interact with a business object in order to obtain or maintain its information.
The following additional fields are required for Invoke business object steps:

Use Warning Level to indicate whether warnings should be suppressed and if not, how they should be presented to the
user. By default, warnings are suppressed. If Warn As Popup is used, the warning is displayed using the standard popup
diaog. If Warn AsError isused processing is directed to the If Error, Go To step. Thisfield isonly applicable to BPA
scripts.
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Group Name references the data area to be passed to and from the server when communicating with the Business Object.
Indicate the Action to be performed on the object when invoked. Valid values are Add, Delete, Fast Add (No Read), Fast
Update (No Read), Read, Replace, Update.

NOTE: Performance note. The actions Fast Add and Fast Update should be used when the business object's data area
does not need to be re-read subsequent to the Add or Update action. In other words, the Add and Update actions are
equivalent to Fast Add + Read and Fast Update + Read .

The business object call will either be successful or return an error. The next two fields only appear when the call is issued
from aBPA script, to determine the step to which control is passed given the outcome of the call.

If Success, Go To defines the step that is executed if the call is successful. Thisfield isonly applicable to BPA scripts.
If Error, Go To definesthe step that is executed if the call returns on error. Please note that the error informationis held in
global variables. Thisfield is only applicable to BPA scripts.

NOTE: Error technique. Let's assume a scenario where a business object isinvoked from a BPA script and the call
returned an error. If the BPA script is configured to communicate with the user using a Ul map, you may find it useful
to invoke the map again to present the error to the user. Alternatively, you may invoke a step that transfers control to a
script that displays the error message information and stops.

How To Set Up Invoke Business Service Steps
I nvoke business service steps allow you to interact with a business service.
The following additional fields are required for Invoke business service steps:

Use Warning Level to indicate whether warnings should be suppressed and if not, how they should be presented to the
user. By default, warnings are suppressed. If Warn As Popup is used, the warning is displayed using the standard popup
diaog. If Warn AsError isused processing is directed to the If Error, Go To step. Thisfield isonly applicable to BPA
scripts.

Group Name references the data area to be passed to and from the server when the Business Service isinvoked.

The business service call will either be successful or return an error. The next two fields only appear when the call isissued
from a BPA script, to determine the step to which control is passed given the outcome of the call.

If Success, Go To defines the step that is executed if the call is successful. Thisfield isonly applicable to BPA scripts.
If Error, Go To defines the step that is executed if the call returns on error. Please note that the error information isheld in
global variables. Thisfield is only applicable to BPA scripts.

NOTE: Error technique. Let's assume a scenario where a business service isinvoked from a BPA script and the call
returned an error. If the BPA script is configured to communicate with the user using a Ul map, you may find it useful
to invoke the map again to present the error to the user. Alternatively, you may invoke a step that transfers control to a
script that displays the error message information and stops.

How To Set Up Invoke Service Script Steps
Invoke service script steps allow you to execute a service script.
The following additional fields are required for I nvoke service script steps:

Use Warning Level to indicate whether warnings should be suppressed and if not, how they should be presented to the
user. By default, warnings are suppressed. If Warn As Popup is used, the warning is displayed using the standard popup
diaog. If Warn AsError isused processing isdirected to the If Error, Go To step. Thisfield is only applicable to BPA
scripts.

Group Name references the data area to be passed to and from the server when the Service Script isinvoked.
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The service script call will either be successful or return an error. The next two fields only appear when the call isissued
from a BPA script to determine the step to which control is passed given the outcome of the call.

If Success, Go To defines the step that is executed if the call is successful. Thisfield isonly applicable to BPA scripts.

If Error, Go To definesthe step that is executed if the call returns on error. Please note that the error informationis held in
global variables. Thisfield is only applicable to BPA scripts.

NOTE: Error technique. Let's assume a scenario where a service script isinvoked from a BPA script and the call
returned an error. If the BPA script is configured to communicate with the user using a Ul map, you may find it useful
to invoke the map again to present the error to the user. Alternatively, you may invoke a step that transfers control to a
script that displays the error message information and stops.

How To Set Up Label Steps

L abel steps allow you to describe what the next step(s) are doing. Steps of this type are helpful to the script administrators
when reviewing or modifying the steps in a script, especially when a script has many steps. When designing a script, the
label steps enable you to provide a heading for common steps that bel ong together. The script tree displays steps of thistype
in adifferent color (green) so that they stand out from other steps.

There are no additional fields for L abel steps.

How To Set Up Move Data Steps

M ove data steps alow you to move data (from a source to a destination). The following additional fields are required for
Move data steps:

Sour ce Field Type, Source Field Name and Sour ce Field Value define what you're moving. The following points
describe each field type:

» Context Variable. Usethisfield typein aplug-in or service script if the source value is avariable initiated in a higher
level script.

e Current To Do Information. Use this field type when the source value resides on the current To Do entry. Refer to
How To Use To Do Fields for instructions on how to define the appropriate Field Name.

» DataArea. Usethisfield type when the field being compared is one that you put into one of the script's data areasin
an earlier step. Field Name must reference both a data area structure name as well as the field, for example "parm/
charType'. Refer to How To Reference Fields In Data Areas for instructions on how to construct the appropriate Field
Name.

» Global Context. Usethisfield typein a BPA script when the source valueis a global variable.

» PageData Model. Use thisfield type in a BPA script when the source value resides on any of the tab pages in the object
display area (i.e., the source field doesn't have to reside on the currently displayed tab page, it just has to be part of the
object that's currently displayed). Refer to How To Find The Name Of Page Data Model Fields for instructions on how
to find the appropriate Field Name.

» Portal Context. Usethisfield type when the source value is avariable in the portal context.

» Predefined Value. Use thisfield type when the source value is a constant value defined in the script. When thisfield
typeis used, use Sour ce Field Valueto define the constant value. Refer to How To Use Constants In Scripts for
instructions on how to use constants.

NOTE: Concatenating fieldstogether. You can also use Predefined Valueif you want to concatenate two fields
together. For example, let's say you have a script that merges two personsinto a single person. Y ou might want this
script to change the name of the person being merged out of existence to include the ID of the person remaining. In this
example, you could enter a Sour ce Field Value of % ONAME merged into person % PERID (where ONAME isa
field in temporary storage that contains the name of the person being merged out of existence and PERID contains the
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ID of the person being kept). Refer to How To Substitute Variables In Text for a description of how you can substitute
field values to compose the field value.

» Temporary Storage. Use thisfield type when the source value is afield that you put into temporary storagein an earlier
step. The Field Name must be the same as defined in an earlier step.

» User Interface Field. Usethisfield type when the source value resides on the currently displayed tab page. Refer to
How To Find The Name Of User Interface Fields for instructions on how to find the appropriate Field Name.

Destination Field Type and Destination Field Name define where the source field will be moved. The Field Type defines
where the field islocated. The Field Name defines the name of the field. The following points describe each field type:

» Context Variable. Usethisfield typein your plug-in or service script if you use a variable to communicate information
to alower level service script or schema.

» Data Area. Usethisfield type when the destination field resides on one of the scripts data areas. Field Name must
reference both a data area structure name as well asthe field, for example "parm/charType". Refer to How To Reference
Fields In Data Areas for instructions on how to construct the appropriate Field Name.

» Page Data Modd. Use thisfield type when the destination field resides on any of the tab pages in the object display
area (i.e., the field populated doesn't have to reside on the currently displayed tab page, it just has to be part of the object
that's currently displayed). Refer to How To Find The Name Of Page Data Model Fields for instructions on how to find
the appropriate Field Name.

» Portal Context. Usethisfield typein a BPA script when the destination to be updated is in the current portal context.

» Temporary Storage. Use this field type when the destination field resides in temporary storage. Use Field Nameto
name the field in temporary storage. Use Field Name to name the field in temporary storage. Refer to How To Name
Temporary Sorage Fields for more information.

» User Interface Field. Usethisfield type when the destination field resides on the currently displayed tab page. Refer to
How To Find The Name Of User Interface Fields for instructions on how to find the appropriate Field Name.

NOTE: Conditional field types. Thefield types Current To Do Information, Page Data M odel and User I nterface
Field are only applicable to BPA scripts.

How To Set Up Terminate Steps
Terminate steps cause a server-based script to end processing successfully or issue an error.
The following additional fields are required for Terminate steps:

Error indicates whether an error should be thrown or not. If error, Error Data Text must be specified, indicating the error
message and any message substitution parameters. Refer to the tips zone associated with the Script page for the actual
syntax of initiating an error message.

NOTE: The ability to terminate a step in error is only supported for server-based scripts.

Step Types Applicable to BPA Scripts only
The contents of this section describe step types that are only applicable to BPA scripts.

How To Set Up Display Text Steps

Display text steps cause atext string to be displayed in the script area. Steps of this type can be used to provide the user
with guidance when manual actions are necessary. In addition, they can be used to provide confirmation of the completion
of tasks.

Oracle Utilities Application Framework Administration Guide « 193



Theinformation you enter in the Text field isdisplayed in the script area when the step is executed.

The text string can contain substitution variables and HTML formatting commands. Also note that for debugging purposes,
you can display an entire data area (or a portion thereof) by entering % +...+% where ... isthe name of the node whose
element(s) should be displayed.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

How To Set Up Height Steps
Height steps are used to change the height of the script areato be larger or smaller than the standard size.
The following additional fields are required for Height steps:

Script Window Height defines the number of Pixels or the Per centage (according to the Height Unit) that the script
window height should be adjusted. The percentage indicates the percentage of the visible screen area that the script area
uses. For example, a percentage value of 100 means that the script areawill use the entire area.

NOTE: Standard Number of Pixels. The default number of pixels used by the script areais 75.

NOTE: Adjust script height in thefirst step. If you want to adjust the height of the script area, it is recommendation
to define the height step type as your first step. Otherwise, the script areawill open using the standard height and then
readjust, causing the screen to redisplay.

NOTE: Hidescript area. You could use thistype of step to set the height to O to hide the script area atogether. Thisis
useful if the script does not require any prompting to the user. For example, perhaps you define a script to take a user to
a page and with certain data pre-populated and that is all.

NOTE: Automatically close script area. If you want the script area to close when a script is completed, you could
define the final step type with a height of 0.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

How To Set Up Input Data Steps

Input data steps cause the user to be prompted to populate an input field in the script area. The input value can be saved in
afield on apage or in temporary storage. A Continue button always appears adjacent to the input field. Y ou may configure
steps of this type to display one or more buttons in addition to the Continue button. For example, you may want to provide
the ability for the user to return to a previous step to fix incorrect information. The user may click on any of these buttons
when ready for the script to continue.

The following additional fields are required for Input Data steps:

Destination Field Type and Destination Field Name define where the input field will be saved. The Field Type defines
where the field is located. The Field Name defines the name of the field. The following points describe each field type:

» Page Data Modd. Use thisfield type to put the input field into afield that resides on any of the tab pages in the object
display area (i.e., the field populated doesn't have to reside on the currently displayed tab page, it just hasto be part of
the object that's currently displayed). Refer to How To Find The Name Of Page Data Model Fields for instructions on
how to find the appropriate Field Name.

» Temporary Storage. Use thisfield type to put the input field into temporary storage. Use Field Name to name the field
in temporary storage. Refer to How To Name Temporary Sorage Fields for more information.
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e User Interface Field. Usethisfield type to put the input field into afield that resides on the currently displayed tab page.
Note, if you want to execute underlying default logic, you must populate a User Interface Field. Refer to How To Find
The Name Of User Interface Fields for instructions on how to find the appropriate Field Name.

The Prompt Values grid may be used to define additional buttons. A separate button is displayed in the script areafor each
entry inthisgrid.

» Prompt Text isthe verbiage to appear on the button. Refer to How To Substitute Variables In Text for a description of
how you can substitute field values into the prompts.

» Sequence controls the order of the buttons.
» Next Script Step defines the step to execute if the user clicks the button.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

How To Set Up Invoke Function Steps

NOTE: Functions were implemented prior to the introduction of business services (BS), service scripts (SS) and
business objects (BO). The functionality is still supported, but the recommendation for implementations going forward
isto use a step that invokes one of the above configuration tool objectsin a script rather than defining a function.

Invoke function steps may be used to retrieve or update data independent of the page currently being displayed. For
example, if you design a script that takes different paths based on the customer's customer class, you could invoke a
function to retrieve the customer's customer class.

FASTPATH: You must set up afunction before it can be referenced in a script. Refer to Maintaining Functions for the
details.

The following additional fields are required for I nvoke Function steps:
Function defines the name of the function. The function's L ong Description is displayed below.

When afunction isinvoked, it will either be successful or return an error. The next two fields control the step to which
control is passed given the outcome of the function call:

» |f Success, Go to defines the step that is executed if the function is successful.
» If Error, Goto defines the step that is executed if the function returns on error. Refer to How To Use Constants In
Scriptsfor alist of the global variables that are populated when a function returns an error.

NOTE: Error technique. If afunction returns an error, we recommend that you invoke a step that transfers control to
ascript that displays the error message information and stops (note, the error information isheld in global variables).
Y ou would invoke this script viaa Transfer Control. .

The Send Fields grid defines the fields whose values are sent to the function and whose field value source is not Defined
On The Function. For example, if the function receives an account ID, you must define the name of the field in the script
that holds the account ID.

» Field contains abrief description of the field sent to the function.

» SourceField Type and Mapped Field / Value define the field sent to the function. Refer to the description of Source
Field under How To Set Up Move Data Steps for a description of each field type.

« Comments contain information about the field (this is defined on the function).

The Receive Fields grid defines the fields that hold the values returned from the function. For example, if the function
returns an account's customer class and credit rating, you must set up two fieldsin this grid.

» Field contains abrief description of the field returned from the function.
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» Degtination Field Type and Mapped Field define the field returned from the function. Refer to the description of
Destination Field under How To Set Up Move Data Steps for a description of each field type.

» Comments contain information about how the field (thisis defined on the function).

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

How To Set Up Invoke Map Steps

Invoke map steps are used to invoke a Ul Map to display, capture and update data using an HTML form. Y ou may
configure steps of this type to display one or more buttons in addition to the Continue button. For example, you may want
to provide the ability for the user to return to a previous step to fix incorrect information. The user may click on any of these
buttons when ready for the script to continue.

The following additional fields are required for Invoke map steps:

Group Name references the data area to be passed to and from the server when rendering the HTML form associated with
the Map.

Use Target Area to designate where the map will be presented.
» Select BPA Zone if the map should be presented within the script area.

» Select Page Area if the map should be presented in the object display area, i.e. the frame typically used to house a
maintenance page.

» Select Pop-up Window if the map should be launched in a separate window.
The Returned Values grid contains arow for every action button defined on the map.
» Returned Valueisthe value returned when the user clicks the button.

» UseasDefault can only be turned on for one entry in the grid. If thisisturned on, this value's Next Script Step will be
executed if the returned value does not match any other entry in the grid. For example, if the user closes a pop-up (rather
than clicking a button), the default value will be used.

» Next Script Step defines the step to execute if the user clicks the button.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

How To Set Up Mathematical Operation Steps

Mathematical operation steps alow you to perform arithmetic on fields. Y ou can also use this type of step to add and
subtract days from dates. For example, you could calculate a date 7 days in the future and then use this value as the
customer's next credit review date. The following additional fields are required for Mathematical Oper ation steps:

Base Field Type and Base Field Name define the field on which the mathematical operation will be performed. The Field
Type defines where the field islocated. The Field Name defines the name of the field. The following points describe each
field type:

» Page Data Modédl. Usethisfield type when the field resides on any of the tab pagesin the object display area. Refer to
How To Find The Name Of Page Data Model Fields for instructions on how to find the appropriate Field Name.

» Temporary Storage. Use thisfield type when the field resides in temporary storage. Y ou must initialize the temporary
storage field with a Move Data step before performing mathematical operations on the field. Refer to How To Set Up
Move Data Steps for more information.

e User Interface Field. Usethisfield type when the field resides on the currently displayed tab page. Refer to How To
Find The Name Of User Interface Fields for instructions on how to find the appropriate Field Name.

Math Operation controls the math function to be applied to the Base Field. Y ou can specify +, -, /, and *. Note, if the base
field isadate, you can only use + or -.
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Math Field Type, Math Field Name and Math Field Value define the field that contains the value to be added, subtracted,
divided, or multiplied. The following points describe each field type:

e Current To Do Information. Use thisfield type when the value resides on the current To Do entry. Refer to How To
Use To Do Fields for instructions on how to define the appropriate Field Name.

» Page Data Modd. Use thisfield type when the value resides on any of the tab pages in the object display area. Refer to
How To Find The Name Of Page Data Model Fields for instructions on how to find the appropriate Field Name.

» Predefined Value. Use thisfield type when the valueis a constant. When this field typeis used, use Sour ce Field
Valueto define the constant value. Refer to How To Use Constants In Scripts for more information. Note, if you are
performing arithmetic on a date, the field value must contain the number and type of days months/ years. For example,
if you want to add 2 years to a date, the source field value would be 2 yearss.

» Temporary Storage. Use thisfield type when the value isafield that you put into temporary storage in an earlier step.
The Field Name must be the same as defined in an earlier step.

e User Interface Field. Usethisfield type when the value residesin afield on the current tab page. Refer to How To Find
The Name Of User Interface Fields for instructions on how to find the appropriate Field Name.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

How To Set Up Navigate To A Page Steps

Navigate to a page steps cause a new page (or tab within the existing page) to be displayed in the object display area. Steps
of thistype are a precursor to doing anything on the page. The following additional field is required for Navigate to a page
steps:

Navigation Option defines the transaction, tab, access mode (add or change) and any context fields that are passed to the
transaction in change mode. For example, if you want a script to navigate to Person - Characteristics for the current person
being displayed in the dashboard, you must set up an appropriate navigation option. Refer to Defining Navigation Options
for more information.

NOTE: Navigating to a page in update mode. Before you can navigate to a page in change mode, the page data model
must contain the values to use for the navigation option's context fields. If necessary, you can move valuesinto the
page datamodel using a Move Data step first. For example, before you can navigate to a page in change mode with an
account I1D in context, you may need to move the desired account 1D into the ACCT_ID field in the page data model.
The actua field name(s) to use are listed as context fields on the navigation option.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

How To Set Up Perform Script Steps

Perform script steps cause another BPA script to be performed. After the performed script completes, control is returned to
the next step in the original script. Y ou might want to think of the scripts referred to on steps of this type as "subroutines’.
This functionality allows you to encapsulate common logic in reusable BPA scripts that can be called from other BPA
scripts. This simplifies maintenance over the long term.

The following additional field is required for Perform script steps:
Subscript isthe name of the script that is performed.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.
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How To Set Up Press A Button Steps

Press a button steps cause a button to be pressed in the object display area or in the button bar. For example, you could
use thistype of step to add a new row to a person's characteristic (and then you could use a M ove Data step to populate the
newly added row with a given char type and value). The following additional fields are required for Press a button steps:

Button Name is the name of the button to be pressed. This button must reside on the currently displayed tab page (or in the
action bar at the top of the page). Refer to How To Find The Name Of A Button for more information.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

How To Set Up Prompt User Steps

Prompt user steps cause the user to be presented with a menu of options. The options can be presented using either buttons
or in the contents of a drop down. Y ou can aso use steps of thistype to pause a script while the user checks something

out (and when the user is ready to continue with the script, they are instructed to click a prompt button). The following
additional fields are required for Prompt User steps:

Prompt Type controlsif the prompt shown in the script areaisin the form of Button(s) or a Dropdown. Note, if you use
a Dropdown, a Continue button appears adjacent to the dropdown in the script area when the step executes. The user clicks
the Continue button when they are ready for the script to continue.

The Prompt Values grid contains arow for every value that can be selected by a user. Note, if you use a Prompt Type of
Button(s), a separate button is displayed in the script areafor each entry in this grid.

» Prompt Text isthe verbiage to appear on the button or in the dropdown entry. Refer to How To Substitute Variables In
Text for adescription of how you can substitute field values into the prompts.

» Sequence controls the order of the buttons or dropdown entries.

o UseAsDefault can only be turned on for one entry in the grid. If thisis turned on for adropdown entry, thisvalueis
defaulted in the grid. If thisisturned on for a button, this button becomes the default (and the user should just have to
press Ent er (or space) rather than click on it).

» Next Script Step defines the step to execute if the user clicks the button or selects the dropdown value.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

How To Set Up Set Focus To A Field Steps

Set focus to a field steps cause the cursor to be placed in a specific field on apage. A Continue button always appearsin
the script area when this type of step executes. The user may click the Continue button when they are ready for the script
to continue. Y ou may configure steps of this type to display one or more buttons in addition to the Continue button. For
example, you may want to provide the ability for the user to return to a previous step to fix incorrect information. The user
may click on any of these buttons when ready for the script to continue.

The following additional fields are required for Set focusto a field steps:

Destination Field Name defines the field on which focus should be placed. Thisfield must reside on the currently
displayed tab page. Refer to How To Find The Name Of User Interface Fields for instructions on how to find the
appropriate Field Name.

The Prompt Values grid may be used to define additional buttons. A separate button is displayed in the script areafor each
entry inthisgrid.

» Prompt Text isthe verbiage to appear on the button. Refer to How To Substitute Variables In Text for a description of
how you can substitute field values into the prompts.
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» Sequence controls the order of the buttons.

Next Script Step defines the step to execute if the user clicks the button.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

How To Set Up Transfer Control Steps

Transfer control steps cause the current BPA script to terminate and the control to pass to another BPA script. Y ou might
want to construct a BPA script with steps of this type when the script has several potential logic paths and you want to

segregate each logic path into a separate BPA script (for ease of maintenance).
The following additional fields are required for Transfer control steps:
Subscript isthe name of the script to which control is transferred.

NOTE: Conditional step type. This step typeis only applicable to BPA scripts.

Additional Topics

The contents of this section provide additional information about steps.

How To Find The Name Of User Interface Fields
Follow these steps to find the name of afield that resides on a page:

Navigate to the page in question.

Right click in the body of the page (but not while the pointer isin an input field). Note, if the field in question resides

inagrid, you must right click while the pointer isin the section that contains the grid (but not while the pointer isin an
input field in the grid) - thisis because there's a separate HTML document for each grid on a page.

Select View Sour ce from the pop-up menu to display

the source HTML.

Scroll to the Widget Info section (towards the top of the HTML document). It contains alist of all of the objectson a

page. For example, the following is an example from the Account - Main page:

widget 1nfo:
widget_ID , Element Type - label info - label
ENTITY_NAME, IL - $ENTITV_NAME - Name
ACCT_1D, IT - $ACCT_ID - Account ID

ACCT_CHECK_DIGIT, IL - $ACCT_CHECK_DIGIT - Account Check Digit

IM_ACCT_ID, IM - $SEARCH_FOR_ACC_LBL - Search for Account
COLL_CL_CD, HD - $CoLL.CL_CD - collection Class

SETUP_DT, IT - $SETUP_DT - ‘58t Up Date

CURRENCY_CD, IS - $CURRENCY_CD - cCurrency Code

CIS_DIVISION, IS — $CIS_DIVISION - CIS Division

PROTECT_DIV_SW, CB - CI_ACCTY$PROTECT_DIV_SW - Protect CIS Division
CUST_CL €D, IS - $CUST_CL CD - cCustomer Class

ACCESS_GRP_CD, IT - $ACCESS_GRP.CD - ACCESS Group
IM_ACCESS_GRP_CD, IM - $SRCH_ACC_GRP_CD - search for aAccess Group
ACCESS_DESCR, IL - $DESCR - pDescription
ACCT_MGMT_GRP_CD, IT - $ACCT_MGMT_GRP_CD -
IM_ACCT_MGMT_GRP_CD,
MGMT_DESCR, IL
ALERT_INFO, IA - JALERT_INFOQ -

AcCCOunt Management Group
IM - $5EARCH_FOR_TDR_LBL - Search Tor To po Role

alert Information

BILL_CYC_CD, IS = $BILL_CyC_cD - Bill cycle

BILL_AFTER_DT, IT - $BILL_AFTER_DT - B111 After

PROTECT_CYC_SwW, CEB - $PROTECT_CYC_SW - Protect 8111 Cycle
BILL_PRT_INTERCEPT, IT - $BILL_PRT_INTERCEPT - Bill Print Intercept
IM_BILL_PRT_INTERCEPT, IM - $FOR_BILL_PRINT_LBL - Search for User
MATLING_PREM_ID, IT - $MAILING_PREM_ID - Mailing Premise
IM_MAILING_PREM_ID, IM - $SEARCH_FOR_MAI_LBL -
FREM_INFO, IL

PROTECT_PREM_SW, CB - $PROTECT_PREM_SwW -

Protect Mailing Premise
dataframe, GD

Search for mailing Premise
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The field names that you'll reference in your scripts are defined on the |eft side of the HTML (e.g., ENTITY_NAME,
ACCT_ID, CUST_CL_CD, etc.).

The names of fields that reside in scrolls arein adlightly different format. The following is an example of the HTML for the
persons scroll that appears on Account - Person. Notice that the fieldsin the scroll are prefixed with the name of the scroll
plusa$ sign. For example, the person'sID iscalled ACCT_PERS$PER_ID.

widget Info: ;
widget_iD , Element Type - label info - Tabel
ENTITY_NAME, IL - SENTITY_NAME - Mame
FREM_INFG, HD
ATCT_I0, IT - $ACCT_ID - Account ID

ACCT_CHECK_DIGIT, IL - SACCT_CHECK_DIGIT - Account Check Digit
IM_ACCT_ID, IM - $SEARCH_FOR_ACC_LBL - search for Account
ACCT_PERSrecordcount, SN — $or_LeBL - of

ACCT_PERSPER_ID, IT - $PER_ID - Person ID

IM_ACCT_PERSPER_ID, IM - $FOR_PERSON_LBL - Search for Person
ACCT_PERSENTITY_MNAME, IL - SENTITY_NAME - Name
ACCT_PERSMAIN_CUST_SW, CB — SMAIM_CUST_SW - Main Customer

ACCT_PERSFIM_RESP_SW, CE - 3FIN_RESP_Sw - Financially responsible
ACCT_PERSTHRD_PTY_Sw, CB $THRD_PTY_Sw - Third Party Guaranmtor
ACCT_PERSACCT_REL_TYPE_CD, IS - CI_ACCT_PER$ACCT_REL_TYFE_CD - Relationship Type
ACCT_PERSWEB_ACCESS_FLG, IS - $WEB_ACCESS FLG - ‘web Self service access Flag
ACCT_PERSPFX_SFX_FLG, 15 - $PFX_SFX_FLG - Prefix/suffix
ACCT_PERSMNAME_PFX_SFxX, IT - §NAME_PFX_SFxX - PFx/Sfx Name
ACCT_PERSRECEIVE_COPY_SW, CB - §JRECEIVE_COPY_SW - Receives Copy of Bi11
ACCT_PERSBILL_RTE_TYPE_CD, IS - $BILL_RTE_TYPE_CD - Bi1] Route Type
ACCT_PERSBILL_RTE_TYPE_INFO, IL

ACCT_PER§BILL_RTG_METH_FLG, HD

ACCT_PERSBILL_FORMAT_FLG, IS - $BILL_FORMAT_FLG - B11]1 Format

The names of fields that reside in grids are in adightly different format. The following is an example of the HTML for the
names grid that appears on Person - Main. Notice that the fields in the grid are prefixed with the name of the grid plus a : x
$. For example, the person's name is called PER_NAME:x$ENTITY_NAME. When you reference such afield in your
script, you have the following choices:

» Substitute x with the row in the grid (and keep in mind, the first row in a grid is row 0 (zero); this means the second row
isrow 1).

 If you want to reference the "current row" (e.g., the row in which the cursor will be placed), you can keep the x notation (
X means the "current row").

widget Info:
widget_ID , Element Type - Tabel dnfo - Tabel
PER_MAME : x$MAME_TYFPE_FLG, IS - $WAME_TYPE_FLG - MName Type
PER_MAME : x$ENTITV_MAME, IT - CI_PER_MAMEJENTITY_MWAME -  Person Mame

How To Find The Name Of Page Data Model Fields

Y ou find the name of a Page Data M odel field in the same way described under How To Find The Name Of User Interface
Fields. The only restriction isthat you cannot refer to hidden / derived fields. However, you can refer to ANY of the object's
fields regardless of the tab page on which they appear. For example, if you position the object display areato the Main tab
of the Account transaction, you can reference fields that reside on all of the tab pages.

CAUTION: If you populate a Page Data M odé field, none of the underlying default logic takes place. For example,

if you populate a customer contact's contact type, none of the characteristics associated with the customer contact type
are defaulted onto the customer contact. If you want the underlying defaulting to take place, you must populate a User
Interface Field.

How To Find The Name Of A Button

If you want a Press a button step to press a button in the button bar, use one of the following names:
« IM_GOBACK

e IM_HISTORY

* IM_GOFORWARD
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« IM_SAVE
« IM_REFRESH

« IM_CLEAR
. IM_COPY
« IM_DELETE

» IM_ScrollBack

» |IM_ScrollForward

e |IM_menuButton

e« IM_CTRL_CENT

« IM_CTRL_CENTAI

« IM_USER HOME

« IM_TO DO

e IM_PrevTo Do

 IM_NextTo Do

e IM_CurrentTo Do

« IM_MY_PREF

« IM_helpButton

» IM_aboutButton

« IM_CTI

* IM_MINIMIZE_DASHBOARD. Pressing thiswill collapse the dashboard.
 IM_MAXIMIZE_DASHBOARD. Pressing this will expand the dashboard.

NOTE: Can't push the BPA button. You'll notice that the BPA Scripting button is missing. Thisis deliberate! Don't
run a script from within a script!

Follow these steps to find the name of other buttons that reside in the object display area:
» Navigate to the page in question.

+ Right click in the body of the page (but not while the pointer isin an input field). Note, if the field in question resides
inagrid, you must right click while the pointer isin the section that contains the grid (but not while the pointer isin an
input field in the grid) - thisis because there's a separate HTML document for each grid on a page.

» Select View Sour ce from the pop-up menu to display the source HTML.

» Scroll to the Widget Info section (towards the top of the HTML document). It contains alist of al of the objects on a
page, including buttons.

« lconized buttons (e.g., search buttons) are represented as HTML images and their field names are prefixed with IM. The
following is an example of the HTML on the Bill - Main page (notice the IM fields for the iconized buttons).

widget Info:
widget_ID , Element Type - Tlabel info - Tabel
BILL_IMFO, IL

BILL_ID, IT - CI_BILL$BILL_ID - &ill ID

IM_BILL_ID, IM - $SEARCH_FOR_A_B_LBL - sSearch for a Bill
ACCT_ID, IT - $ACCT_ID - Account ID

IM_ACCT_ID, IM — $FOR_AM_ACCOUNT_LEL - Search for Account

ACCT_NAME, TIL

IM_BILLCTXT, IM

CREDIT_MOTE_MSGE, IL

IM_50_TO_CR_MOTE_FR_BILL, IM - $GO_TO_BILL_LEL - Go To EBill
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 Transaction-specific actions buttons (e.g., the buttons use to generate and cancel a bill) are represented as switches. The
following is an example of the HTML on the Bill - Main page (notice the SW fields for the action buttons). Note, if you
want to Set focus to such afield, you would move a Predefined Value of TRUE to the switch.

TOT_AFT_COMPLETION, IL - SDERIWVED_AMT — FPayolT Balance
TOT_GEM_CHG, IL - $DERIVED_AMT - Payoff EBalance
ACTION_GEMERATE_SW, BU - $GEMERATE_LEL - Generate
ACTIOM_FREEZE_Sw, BU - $FREEZE_LEBL - Freeze
ACTIOM_CAN_FRZM_SW, BU - $CANCEL_FROZEM_LEL - Cancel Frozen
ACTION_COMPLETE_Sw, BU - $COMPLETE_LEL - cComplete
ACTION_FRZ_CMPL_SW, BU - $SA_ID_SRH - SA ID
ACTIOM_DELETE_SW, BU - $DELETE_LEL - Delete
ACTION_REOPEM_Sw, BU - $REOPEM_LEL - Reopen
ACTIOM_CR_MOTE. SW, BU - $CREDIT_MOTE_LEL - cCredit Mote

How To Substitute Variables In Text

Y ou can substitute field values into a step's text string. Y ou do this by prefixing the field name whose value should be
substituted in the string with a % . For example, the message, "On % COMPLETION_DTTM this bill was completed, it's
ending balance was % ENDING_BAL ANCE" contains two substitution variables (the bill's completion date / time and the
bill's ending balance).

To substitute the value of an element from a data area you need to reference its X Path location as follows: % =XPath=%. If
you want to substitute the whole XML node, not just the value, you need to reference it as follows % +XPath+%.

Only fields linked to the current To Do and fields that reside in temporary storage and global variables can be substituted
into atext string.

NOTE: You can substitute fields that reside in the User Interface or Page Data Model by first moving them into
temporary storage (using a M ove data step).

Y ou can also substitute field values into the verbiage displayed in prompts using the same technique.

How To Use HTML Tags And Spans In Text Strings and Prompts

You can use HTML tagsin a step's text string. For example, the word "Continue" will be italicized in the following text
string "Press<i>Continue</i> after you've selected the customer” (the <i> and </i> are the HTML tags used to indicate that
the surrounded text should be italicized).

The following are other useful HTML tags:
e <br> causesalinebreak in atext string. If you use <br><br> ablank line will appear.

» <font color=red> text </font> causes the surrounded text to be colored as specified (in this case, red). Y ou can also use
hex codes rather than the color name.

Please refer to an HTML reference manual or website for more examples.

You can also use "spans' to customize the look of the contents of atext string. For example, your text string could be "Press
<gpan style="font-family:Courier; font-size:large; font-weight:bold;">Continue</span> after you've selected the customer"”.
This would make the word "Continue" appear as large, bold, Courier text. Please refer to a Cascading Style Sheets (CSS)
reference manual or website for more examples.

How To Use Constants In Scripts

Some steps can reference fields called Predefined Values. For example, if you want to compare an input value to the letter
"Y", theletter Y would be defined as a Predefined Value'sfield value.

Special constants are used for fields defined as switches. When you move TRUE to aswitch, it turnsit on. When you move
FAL SE to aswitch, it turnsit off.
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You can use aglobal variable as a Predefined VVaue. For example, if you wanted to move the current date to afield, you'd
indicate you wanted to move a Predefined VValue named % CURRENT_DATE.

How To Use Global Variables

As described above, some steps can reference fields called Predefined Values. In addition to referencing an ad hoc constant
value (e.g., the letter Y), you can also reference aglobal variable in such afield value. A global variable is used when you
want to reference system data. The following global variables exist:

» %PARM-<name> isthe value of a parameter of that name passed in to the application when launched via the standard
system URL. Refer to Launching A Script When Sarting the System for more information on these parameters.

* %PARM-NOT-SET isto be used to compare against % PARM -<name> parameters to check if the parameter has
been set or not when the application was launched. A parameter that has not been set would test as equal to this global
variable. It is recommended to test parameters against this global variable before using them for the first time.

* % CONTEXT-PERSONID isaconstant that contains the ID of the current person

« % CONTEXT-ACCOUNTID isaconstant that contains the ID of the current account
* % CONTEXT-PREMISEID isaconstant that contains the ID of the current premise
* %BLANK isaconstant that contains a blank value, i.e. no value

» 9% SPACE isaconstant that contains a single space value

* % CURRENT-DATE isthe current date (as known by the browser, not the server)

* % SAVE-REQUIRED isaflag that contains an indication of whether the data on a page has been changed (and this
requires saving). Y ou may want to interrogate this flag to force a user to save their work before executing subsequent
steps. Thisflag will have avalue of TRUE or FAL SE.

 %NEWLINE isaconstant that contains anew line character (carriage return). Upon substitution, aline break isinserted
in the resultant text.

NOTE: The constant % NEWL INE does not have the desired effect when the resultant text isHTML. For example, a
step's text and prompt strings. Thisis because HTML ignores special characters such as new lines. Refer to How To Use
HTML Tags And Spans In Text to learn how to cause aline break in an HTML text.

In addition, if an Invoke Function step returns an error, the following global variables contain information about the error:
» %ERRMSG-CATEGORY and % ERRM SG-NUMBER contain the unique identifier of the error message number.

* %ERRMSG-TEXT contains the brief description of the error.

* %ERRMSG-LONG contains the complete description of the error.

How To Name Temporary Storage Fields

Input Data and M ove Data steps can create fieldsin temporary storage. Y ou specify the name of the temporary storage
field in the step's Field Name. The name of the field must NOT begin with % and must not be named the same as the global
variables. Besides this restriction, you can use any Field Name that's acceptable to JavaScript (i.e., you can name afield in
temporary storage almost anything). Keep in mind that field names are case-sensitive.

How To Work With Dates

Before we discuss how to work with dates in your scripts, we need to point out that there are two types of date fields: date-
only and date-time. Date-only fields only contain a date. Date-time fields contain both a date and atime. The following
topics describe how to work with dates on the various step types.
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NOTE: If you're working with afield that resides on the database (as opposed to atemporary storage field), the database
field name will tell you what type of dateit is: date-only fields are suffixed with DT, and date-time fields are suffixed
withDTTM.

Move Data
If you intend to use a M ove data step to populate a date-time field, please be aware of the following:

« If the destination field resides in the page data model, the source field value must be in the format YYYY-MM-DD-
HH.MM.SSor YYYY-MM-DD. If thefield isin the format YYYY-MM-DD, the time of 12:00 am will be defaulted.

 If the destination field resides in the user interface, you must use two steps if you want to populate both date and time.
To explain this, we'll assume the field you want to populate is called EXPIRE_DTTM:

» First, you populate the date portion of the field. To do this, you'd move a date (this value can be in any valid date
format that a user is allowed to enter) to afield called EXPIRE_DTTM_FWDDTM_PL. In other words, you suffix _
FWDDTM _P1 to the field name.

« If you want to populate the time, you'd move the time (again, the field value can bein any format that a user could use
to enter atime) to afield called EXPIRE_DTTM_FWDTTM_P2. In other words, you suffix _FWDDTM_P2 to the
field name.

If you intend to use a M ove data step to populate a date-only field, please be aware of the following:

« If the destination field resides in the page data model, the source field value must be in the format YYYY-MM-DD.

« If the destination field resides in the user interface, the source field can be in any valid date format that a user is allowed
to enter.

NOTE: % CURRENT-DATE. Keep in mind that the global variable%sCURRENT-DATE contains the current date
and you can move this to either a page data model, user interface, or temporary storage field. If you move %CURRENT-
DATE to atemporary storage fields, it isheld in the format YYYY-MM-DD.

Mathematical Operation

If you intend to use aMathematical operation step to calculate a date, you can reference both date-only and date-time
fields. Thisis because mathematical operations are only performed against the date portion of date-time fields.

Mathematical operations are limited to adding or subtracting days, months and yearsto / from a date.

NOTE: A useful technique to perform date arithmetic using the current date is to move the global
variable%CURRENT-DATE to atemporary storage field and then perform the math on thisfield.

Input Data
If you intend to use an Input data step on adate-time field, please be aware of the following:

» |f thefield residesin the page data model, the user must enter avalue in the format YYYY-MM-DD-HH.MM.SS (and
therefore we do not recommend doing this).

» If thefield residesin the user interface, you must use two stepsif you want to populate both date and time. To explain
this, we'll assume the field you want to populate is called EXPIRE_DTTM:

» First, you populate the date portion of the field. To do this, you'd input the date (this value can bein any valid date
format that a user is allowed to enter) in afield called EXPIRE_DTTM_FWDDTM_P1. In other words, you suffix _
FWDDTM _P1 to the field name.
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« If you want to populate the time, you'd input the time (again, the field value can be in any format that a user could use
to enter atime) in afield called EXPIRE_DTTM_FWDTTM_P2. In other words, you suffix _FWDDTM _P2 to the
field name.

If you intend to use an Input data step to popul ate a date-only field, please be aware of the following:

» |f thefield residesin the page data model, the user must enter avaluein the format YYYY-MM-DD (and therefore we
do not recommend doing this).

» If thefield residesin the user interface, the user can enter any valid date format.

How To Use To Do Fields

Asdescribed under Executing A Script When A To Do Entry |'s Selected, you can set up the system to automatically launch
a script when a user selects a To Do entry. These types of scripts invariably need to access data that resides on the selected
To Do entry. The following points describe the type of information that resides on To Do entries:

» Sort keys. These values define the various ways a To Do list's entries may be sorted. For example, when you look at the
bill segment error To Do List, you have the option of sorting the entriesin error number order, account name order, or in
customer class order. Thereis a sort key value for each of these options.

e Message parameters. These values are used when the system finds %n notation within the message text. The %n
notation causes field values to be substituted into a message before it's displayed. For example, the message text The % 1
non-cash deposit for % 2 expires on % 3 will have the values of three fields merged into it before it is displayed to the
user (%1 isthe type of non-cash deposit, % 2 is the name of the customer, and % 3 is the expiration date of the non-cash
deposit). Each of these three valuesis stored as a separate message parameter on the To Do entry.

» Drill keys. These values are the keys passed to the page if a user drilled down on the entry (and the system wasn't set up
to launch a script). For example, a To Do entry that has been set up to display an account on the account maintenance
page has adrill key of the respective account ID.

« ToDoID. Every To Do entry has aunique identifier referred to asits To Do ID.
Y ou can access thisinformation in the following types of steps:

» Move Data steps can move any of the above to any data area. For example, you might want to move a To Do entry's drill
key to the page data model so it can be used to navigate to a specific page.

» Conditional Branch steps can perform conditional logic based on any of the above. For example, you can perform
conditional logic based on a To Do entry's message humber (note, message numbers are frequently held in sort keys).

» Mathematical Operation steps can use the above in mathematical operations.

A To Do entry's sort key values are accessed by using aField Type of Current To Do Information and a Field Name of
SORTKEY][index]. Note, you can find an entry's potential sort keys by displaying the entry's To Do type and navigating to
the Sort Keystab. If you want to reference the first sort key, use an index value of 1. If you want to use the second sort key,
use an index value of 2 (and so on).

A To Do entry'sdrill key values are accessed by using aField Type of Current To Do Information and a Field Name of
DRILLKEY[index]. Note, you can find an entry's potential drill keys by displaying the entry's To Do type and navigating
to the Drill Keystab. If you want to use the first drill key, use an index value of 1. If you want to use the second drill key,
use an index value of 2 (and so on).

A To Do entry's message parameters are accessed by using aField Type of Current To Do Information and aField
Value of M SGPARM{[index]. Note, because a To Do type can have an unlimited number of messages and each message
can have different parameters, finding an entry's message parameters requires some digging. The easiest way to determine
these valuesis to display the To Do entry on To Do maintenance. On this page, you will find the entry's message category/
number adjacent to the description. Once you know these values, display the message category/number on Message
Maintenance. Y ou'll find the message typically contains one or more %n notations (one for each message parameter). For
example, the message text The % 1 non-cash deposit for % 2 expires on % 3 has three message parameters. Y ou then need
to deduce what each of the message parameters are. Y ou do this by comparing the message on the To Do entry with the
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base message (it should be fairly intuitive as to what each message parameter is). If we continue using our example, %1 is
the non-cash deposit type, % 2 is the account name, and % 3 is the expiration date. Y ou can access these in your scripts by
using appropriate index valuein M SGPARM [index].

A To Do entry'sunique ID is accessed by using aFField Type of Current To Do Information and aField Valueof TD_
ENTRY_ID.

In addition, any of the above fields can be substituted into a text string or prompt. Simply prefix the To Do field name with
a% as you would fields in temporary storage. For example, assume you want your script to display the following text in the
script area: "ABC Supply does not have abill cycle" (where ABC Supply is the account's name). If the first sort key linked
to the To Do entry contains the account's name, you'd enter atext string of % SORTKEY[1] does not have a bill cycle.

How To Reference Fields In Data Areas

Various step types involve referencing field elements residing in the script's data areas. To reference an element in adata
areayou need to provide its absolute X Path notation starting from the data area name. For example, use "Casel ogAdd/
casel D" to reference atop-level "casel D" element in a script data area called "Casel ogAdd".

Y ou don't have to typein long XPath notions. Use the View Script Schema hyperlink provided on the Script - Sep tab
page to launch the script's data areas schema.

2 Schema - Microsoft Internet Explorer

éCaseLogAddftaselD

=l=schemas=
=l =CaselLoghdd type="group"=
=caselli=
=“mne eCat dataType="number"/>

Figure 11: Schema Viewer

Doing this opens the schema viewer window where you can:

» Click onthefield element you want to reference in your script step. The system automatically populates the text box on
the top with the element’s absolute X Path notation.

» Copy the element's X Path notation from the text box to your script.

You can also usethe View Data Area, View Service Script Data Area, or View Plug-In Script Data Area links on Script
- Data Area to the same effect. These open up the schema viewer for a specific data area respectively.

Script - Data Area

Use this page to define the data areas used to pass information to and from the server or any other data area describing your
temporary storage. Open this page using Admin Menu > Script and then navigate to the Data Ar ea tab.

Description of Page

The grid contains the script's data areas declaration. For steps that invoke an object that is associated with a schema, you
must declare the associated schema as a data area for your script. In addition, if you have defined one or more data areasto
describe the script's temporary storage, you need to declare them too. The following bullets provide a brief description of
each field on a script data area:

» Schema Type defines the type of schema describing the data area's element structure.

» Thedataarea's schemais the one associated with the referenced Object. Only objects of the specified Schema Type may
be selected.

» Data Area Name uniquely identifies the data area for referencing purposes. By default, the system assigns adata area
with the associated object name.
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« Click onthe View Data Arealink to view the data area's schemain the schema viewer window.

The View Service Script Data Area link appears for service scripts only. Use thislink to view the script's parameters data
area schema in the schema viewer window.

The View Plug-In Script Data Area link appears for plug-in scripts only. Use this link to view the script's parameters data
area schema in the schema viewer window.

FASTPATH: Referto A Script May Declare Data Areas for more information on data areas.

Script - Schema

Use this page to define the data elements passed to and from a service script. Open this page using Admin Menu > Script
and then navigate to the Schema tab.

NOTE: Conditional tab page. Thistab page only appears for service scripts.

Description of Page

The contents of this section describe the zones that are available on this portal page.

The General Information zone displays the script name and description.

The Schema Designer zone allows you to edit the service script's parameters schema. The purpose of the schemaisto
describe the input and output parameters used when invoking the script.

NOTE: Script Definition Tips. A context sensitive "Script Tips' zoneis associated with this page. The zone provides
acomplete list of the XML nodes and attributes available to you when you construct a schema as well as other useful
information assisting with setting up scripts.

The Schema Usage Tr ee zone summarizes all cross-references to this schema. These may be other schemasincluding this
schemain their structure definition, scripts and XAl Inbound Services. For each type of referencing entity, the tree displays
asummary node showing atotal count of referencing items. The summary node appearsif at |east one referencing item
exists. Expand the node to list the referencing items and use their description to navigate to their corresponding pages.

Script - Eligibility
Use this page to define a script's eligibility rules. Open this page using Admin Menu > Script and then navigate to the
Eligibility tab.

NOTE: Conditional tab page. Thistab page only appearsfor BPA scripts.

Description of Page
Use the Eligibility Option to indicate whether the script is Always Eligible, Never Eligible or to Apply Eligibility
Criteria. The remaining fields on the page are only visible if the option is Apply Eligibility Criteria.

CAUTION: The following information is not intuitive; we strongly recommend that you follow the guidelines under
The Big Picture Of Script Eligibility before attempting to define this information.

The Eligibility Criteria Group scroll contains one entry for each group of eligibility criteria. The following fields may be
defined for each group:

» Use Sort Sequenceto control the relative order in which the group is executed when the system determines if the script
should appear in the script search.
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» Use Description and L ong Description to describe the criteria group.

o Uself Group is Trueto define what should happen if the eligibility criteria (defined in the following grid) return avalue
of True.

» Choose Eligibleif this script should appear.
» Choose Ineligibleif this script should not appear.
» Choose Check Next Group if the next criteria group should be checked.

e Uself Group is False to define what should happen if the eligibility criteria (defined in the following grid) return a
value of False.

» Choose Eligibleif this script should appear.
» Choose Indligibleif this script should not appear.
» Choose Check Next Group if the next criteria group should be checked.

The grid that follows contains the script's eligibility criteria. Think of each row as an "if statement” that can result in the
related eligibility group being true or false. For example, you might have arow that indicates the script is eligibleif the
current account in context belongs to the residential customer class. The following bullets provide a brief description of
each field on an €ligibility criterion. Please refer to Defining Logical Criteria for several examples of how thisinformation
can be used.

» Use Sort Sequence to control the order in which the criteria are checked.
» UseCriteria Field to define the field to compare:

» Choose Algorithm if you want to compare anything other than a characteristic. Push the adjacent search button to
select the algorithm that is responsible for retrieving the comparison value. Click here to see the algorithm types
available for this plug-in spot.

» Some products may also include an option to choose Char acteristic. Choosing this option displays adjacent fields
to define the object on which the characteristic resides and the characteristic type. The objects whose characteristic
values may be available to choose from depend on your product.

» UseCriteria Comparison to define the method of comparison:

» Choose Algorithm if you want an algorithm to perform the comparison and return avalue of True, False or
Insufficient Data. Push the adjacent search button to select the algorithm that is responsible for performing the
comparison. Click here to see the algorithm types available for this plug-in spot.

» Choose any other option if you want to compare the Criteria Field using alogical operator. The following options are
available:

e Use>, <, =, >=, <=, <> (not equal) to compare the Criteria Field using standard logical operators. Enter the comparison
value in the adjacent field.

» UselIN to comparethe Criteria Field to alist of values. Each value is separated by a comma. For example, if afield
value must equa 1, 3 or 9, you would enter a comparison value of 1,3,9.

» Use BETWEEN to compare the Criteria Field to arange of values. For example, if afield value must be between 1 and
9, you would enter a comparison value of 1,9. Note, the comparison isinclusive of the low and high values.

» The next three fields control whether the related logical criteria cause the eligibility group to be considered true or false:

» Uself Trueto control what happensif the related logical criterion returns avalue of True. Y ou have the options of
Group istrue, Group isfalse, or Check next condition. If you indicate Group istrue or Group isfalse, the script
isjudged Ineligible or Eligible based on the values defined above in If Group isFalseand If Group isTrue.

» Uself Falseto control what happensif the related logical criterion returns avalue of False. Y ou have the options of
Group istrue, Group isfalse, or Check next condition. If you indicate Group istrue or Group isfalse, the script
isjudged Ineligible or Eligible based on the values defined above in If Group isFalseand If Group isTrue.
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dataDictionary?type=algentity&name=SECF
dataDictionary?type=algentity&name=SECC

« Uself Insufficient Data to control what happens if the related logical criterion returns avalue of "Insufficient Data".
Y ou have the options of Group istrue, Group isfalse, or Check next condition. If you indicate Group istrue or
Group isfalse, the script isjudged I neligible or Eligible based on the values defined abovein If Group is False and
If Group isTrue.

Merging Scripts

Use the Script Merge page to modify an existing script by copying steps from other scripts. The following points summarize
the many diverse functions available on the Script Merge transaction:

» You can use this transaction to renumber steps (assign them new sequence numbers).

» You can use this transaction to move a step to a different position within a script. When a step is moved, all referencesto
the step are changed to reflect the new sequence number.

» You can use this transaction to delete a step.
» You can use this transaction to copy steps from other scripts. For example,

e « Youmay want to create a script that is similar to an existing script. Rather than copying all the information from the
existing script and then removing the inapplicable steps, this page may be used to selectively copy steps from the
existing script to the new script.

» You may have scripts that are very similar, but still unique. Y ou can use this transaction to build large scripts from
smaller scripts. In this scenario, you may choose to create special 'mini' scripts, one for each of the various options
that may make a script unique. Then, you could use the script merge page to select and merge the mini scriptsthat are
applicable for amain script.

NOTE: Thetarget script must exist prior to using this page. If you are creating a new script, you must first create the
Script and then navigate to the merge page to copy step information.

After creating your new seript

Seript: Change Aute Pay Information Secript: Change WSS Information
ge ay ae

¥ g 2
| Sen Tyne Description

10 Prompt | Customer displayed?
: 20 Marigale | Control Ceniral - Main
20 Prompt Select customer.

' 40 Mavigale |Person- WSS

| 60 | setforus [WiES PASSND
Display lext | Save Changes = A0 Displar text| Save Changes i

S S S e e S, ] R e T e e

San Type Diaceription I
10 Prompt | Customer displayed? 2
a0 Mavinate | Control Central - M an s
[n] Prampt | S=lect customer.
40 | Navigae JAccount- Auto Pay
a0 | Setfocus |START_DT

R G A e

.Mavigate to the merpe page to
enpy sfeps from other serpts

NOTE: Duplicate versus Merge. The cript page itself has duplication capability. Y ou would duplicate a script if you
want to a) create anew script AND b) populate it with all the steps from an existing script.

Script Merge

Open Admin Menu > Script Merge to open this page.
Description of Page

For Original Script, select the target script for merging steps.
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For Merge From Script, select the template script from which to copy the steps.

NOTE: You may only copy steps from one Merge From script at atime. If you want to copy steps from more than one
script, select the first Merge From script, copy the desired steps, save the original script, and then select the next Merge
From script.

The left portion of the page displays any existing steps for the Original Script. The right portion of the page displays the
existing steps for the M erge From Script.

Y ou can use the Copy All button to copy all the steps from the M erge From script to the Original script. If you use Copy
All, the steps are added to the end of the original script.

Each time you save the changes, the system renumbers the stepsin the original script using the Start From Sequence
Number and I ncrement By.

Merge Typeindicates Original for steps that have already been saved in the original script or Merge for steps that have
been merged, but not yet saved. The Sequence, Step Type and Description for each step are displayed.

The topics that follow describe how to perform common maintenance tasks:

Resequencing Steps

If you need to resequence the steps:

» Usethe up and down arrows in the Original Script grid to reorder the steps.

» Makeany desired changes to the Start From Sequence Number or I ncrement By.
» Click Save.

The steps are given new sequence numbers according to their order in the grid.

FASTPATH: Refer to Editable Grid in the system wide standards documentation for more information about adding
records to a collection by selecting from alist and repositioning rows within a grid.

Removing a Step from Script

If you want to remove arecord linked to the Original script, click the "-" button to the left of the record.

For example, to remove the Navigate to a page step, use the "-".

Merge Type SequUence Step Type Description
= | ¢ {:y | Qriginal 10 Prompt user Prampt user
= 1-} {":y Ziriginal 20 Mavigate ko a page | Mavigate to
= i.,} {":y Qriginal 30 Display kext Display kext

After removal, the grid displays:

Merge Type SequUence Step Type | Description
= . {:y |Original 10 Prompt user Prompk user
=%t & ‘ Original 30 Display bext Display bext

NOTE: You cannot delete a step that is referenced by other steps unless you also delete the referencing steps, such as
Goto step or Prompt type steps. The system informs you of any missing referenced steps when you attempt to save the
original script.
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Adding a Step to a Script

Y ou can move any of the steps from the Merge From script to the original script by clicking the left arrow adjacent to
the desired step. Once arecord is moved it disappears from the Merge From information and appears in the Original
information with the word M er ge in the Merge Type column.

For example, to copy the Prompt user step, click the left arrow.

Merge Type | Sequence | Step Type | Descriphion Sequerce | Step Type Dezcription
) - - 10 Frompt user Prompt user - Does the dasbhoeard con
e Havigate to a page | Navigate to a page - C1_CC_MAIN{AC
U ] Set Focus to a field | Set Focus to & feld - (ENTITY_NAME) P

The step is moved to the left portion of the page.

Merge Type | Sequence | Step Type | Desonphion Sequerce | Step Type Deszcription
Merga ] Prompt user | Prompt user - Doe:|| 9% 20 Hawigate to a page | Navigabe toa page - C1_CC_MARNI A
SR ] Sef Focus to a Field | Set Focus to a Feld - (ENTITY_MAME) P

NOTE: If you add a step, such as Go to step or Prompt type steps, that references other steps, you must also add the
referenced steps. The step references are updated to use the new sequence numbers when you save the original script.
The system informs you of any referenced steps that haven't been added when you attempt to save the original script.

Removing an Uncommitted Step from a Script

If you have moved arow to the original script by mistake, you can remove it by clicking the right arrow adjacent to the
appropriate record.

Merge Typs  Sequsnce | Step Type | Desoriplion Sequence | Step Type Desscriplion
"';-_\_‘1 Merge ta Prompk user | Prompt user - Daes (| &0 | 20 Mavigate ko s page | Navigats bo & page - C1_CC_MATR A0
w30 | Get focus bo & field | Set focus to a fisk - (ENTITY_NAME) P
au 40 | Mo data Morve data - Copry “FoCONTEXT-PERSD

Maintaining Functions

NOTE: Functions were implemented prior to the introduction of business services (BS), service scripts (SS) and
business objects (BO). The functionality is still supported, but the recommendation for implementations going forward
isto use one of the above configuration tool objectsin a script rather than defining a function. The documentation has
not been updated throughout this section to highlight where BS, SS or BO could be used to perform the equivalent logic.

Invoke function steps may be used to retrieve or update data independent of the page currently being displayed. For
example, if you design a script that takes different paths based on the customer's customer class, you could invoke a
function to retrieve the customer's customer class. Doing thisis much more efficient than the aternative of transferring to
the account page and retrieving the customer class from the Main page.

An Invoke function step retrieves or updates the relevant data by executing a service (on the server). These types of steps
do not refer to the service directly. Rather, they reference a"function" and the function, in turn, references the service.

NOTE: Functionsare abstractions of services. A function is nothing more than meta-data defining the name of a
service and how to send datato it and retrieve data from it. Functions allow you to define a scriptwriter's interface to
services. They also allow you to ssimplify a scriptwriter's set up burden as functions can handle the movement of data
into and out of the service's XML document.
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The topicsin this section describe how to set up a function.

NOTE: You can retrieve data from all base-package objects. If you know the name of the base-package "page”
service used to inquire upon an object, you can retrieve the value of any of itsfields for use in your scripts. To do this,
set up afunction that sends the unique identifier of the object to the service and retrieves the desired fields fromit.

Function - Main

Use this page to define basic information about a function. Open this page using Admin Menu > Function .
Description of Page

Enter a unique Function code and Description for the function.

Use the Long Description to describe, in detail, what the function does.

Define the Internal Service that the function invokes.

NOTE: Inthisrelease, only page services can be invoked.

Click the View XML hyperlink to view the XML document used to pass data to and from the service. Doing this causes the
XML document to be displayed in the Application Viewer.

NOTE: XML document may not be viewable. If you create a new page service and do not regenerate the application
viewer, you will not be able to view its XML document.

The tree summarizes the following:

» Thefields sent to the service. Y ou can use the hyperlink to transfer to the Send Fields tab with the corresponding field
displayed.

» Thefieldsreceived from the service. Y ou can use the hyperlink to transfer to the Receive Fields tab with the
corresponding field displayed.

» Scriptsthat reference the function. Y ou can use the hyperlink to transfer to the script page.

Function - Send Fields

Use this page to add or update the fields sent to the service. Open this page using Admin Menu > Function and then
navigate to the Send Fields tab.

NOTE: Displaying a specific field. Rather than scrolling through each field, you can navigate to afield by clicking
on the respective node in the tree on the Main tab. Also note, you can use the Alt+right arrow and Alt+left arrow
accelerator keysto quickly display the next and previous entry in the scroll.

NOTE: You'redefining the service' sinput fields. On this tab, you define which fields are populated in the XML
document that is sent to the service. Essentialy, these are the service'sinput fields.

Description of Page
Use Sequence to define the order of the Send Fields.

Enter aunique Function Field Name and Description for each field sent to the application service. Feel free to enter
Commentsto describe how the field is used by the service.

Use Field Value Sour ce to define the source of the field value in the XML document sent to the service:

Oracle Utilities Application Framework Administration Guide ¢ 212



« If thefield'svalue is the same every time the function isinvoked, select Defined On The Function. Fields of thistype
typically are used to support "hard-coded" input values (so that the scriptwriter doesn't have to populate the field every
time they invoke the function). Enter the "hard-coded" Field Value in the adjacent field.

» |f thefield'svalueis supplied by the script, select Supplied By The Invoker. For example, if the function retrieves an
account's customer class, the script would need to supply the value of the account ID (because a different account ID is
passed each time the function isinvoked). Turn on Required if the invoker must supply the field's value (it's possible to
have optional input fields).

Regardless of the Field Vaue Source, use XML Population L ogic to define the XPath expression used to popul ate the
field'svalue in the XML document sent to the service.

NOTE: Usability suggestion. Y ou populate afield's value in an XML document by specifying the appropriate X Path
expression for each field. Rather than referring to an XPath manual, the system can create the X Path expression for you.
To do this, click the adjacent View XML hyperlink. Thiswill display the XML document used to communicate with
the Service defined on the Main page. After the XML document is displayed, click the XPath hyperlink adjacent to

the desired field to see how the X Path expression looks. Y ou can then cut / paste this X Path expression into the XML
Population Logic Field.

Function - Receive Fields

Use this page to add or update the fields received from the service. Open this page using Admin Menu > Function and
then navigate to the Receive Fields tab.

NOTE: Displaying a specific field. Rather than scrolling through each field, you can navigate to afield by clicking
on the respective node in the tree on the Main tab. Also note, you can use the Alt+right arrow and Alt+left arrow
accelerator keys to quickly display the next and previous entry in the scroll.

NOTE: You'redefining the application service's output fields. On thistab, you define which fields are populated in
the XML document that is received from the service. Essentially, these are the service's output fields.

Description of Page
Use Sequence to define the order of the Receive Fields.

Enter aunique Function Field Name and Description for each field received from the service. Feel free to enter
Commentsto describe the potential values returned from the service.

Turn on Required if the invoker must use the field.

Regardless of the Field Value Source, use XML Population L ogic to define the X Path expression used to retrieve the
field's value from the XML document received from the service.

NOTE: Usability suggestion. You retrieve afield's valuein an XML document by specifying the appropriate X Path
expression for the field. Rather than referring to an XPath manual, the system can create the XPath expression for you.
To do this, click the adjacent View XML hyperlink. Thiswill display the XML document used to communicate with
the Service defined on the Main page. After the XML document is displayed, click the XPath hyperlink adjacent to
the desired field to see how the XPath expression looks. Y ou can then copy / paste this X Path expression into the XML
Population Logic Field.

NOTE: Fieldsin multiple lists. Note that the X Path expression generated in the application viewer refersto lists
using ageneric “list” reference. If afield within the list is unique across the service, the generic list referenceis
sufficient for the XML population logic. However, if the field you are trying to referenceisin multiple lists, the
XPath must include the list name. Adjust the Application Viewer’'s generated X Path by adding the list name, which
can be found in the overview panel in the Service XML viewer. For example, instead of /pageBody/list/listBody/
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field[@name="FIELD_NAME'], the XPath Population Logic must read /pageBody/listf@name="LI1ST_NAME’]/
listBody/field[@name="FIELD_NAME’].
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Chapter 11

Attachments

Some implementations may require that attachments be avail able from the application. These attachments can be stored in
the Attachment table and then linked to other objects if applicable.

Attachment Overview

The following topics provide additional information regarding attachment functionality.

Attachment Types

The system supports several different attachment content types, for example:
« PDF Document

» Excel Spreadsheet

« Jpeg Image

e Text Document

The attachment data itself may be text or binary. When storing the data in the application however, it is stored as text
information only. As aresult, the upload of an attachment that is a binary type requires a conversion prior to storing the
data. When viewing the attachment, the data is converted again for display.

Each type of attachment is defined using an attachment business object. The business object includes configuration defining
the supported file extensions, whether the datais binary or not and the content type that represents the type of data for the
attachment.

NOTE: To view the attachment business objects provided with the base product, navigate using Admin Menu >
Business Object (in search mode) and search for business objects related to the Maintenance Object for Attachments
(FL-ATCHMT).

Oracle Utilities Application Framework Administration Guide « 215



Owned Attachments

Attachments can be either ‘owned’ or ‘common’. An owned attachment is one that is related to a specific record. For
example, the specific test results for a given device can be uploaded and linked to that device or to its test records. These
types of attachments are typically uploaded and maintained via the object that ownsit.

Common Attachments

Common attachments are ones that are uploaded independent of any transaction in the system. They can be used for

general system or company information. Or they can be linked to more than one transaction. For example, instructions for
performing a certain type of task can be uploaded as an attachment and linked to a task type where those instructions are
relevant. These types of attachments are uploaded and maintained in the central Attachment portal. Objects that may refer to
the attachments may link the attachments via characteristics or some other appropriate mechanism.

Emailing Attachments

The system supports a business service that may be used by system processing to send an email. The business service F1-
Email Service supports receiving the IDs of one or more attachments as input parameters.

Refer to Sending Email for more information.

Configuring Your System for Attachments

In order to link attachments to objectsin the system, there may be some configuration or implementation required to support
thelink. It is possible that one or more objects in your product already support attachments out of the box. Consult the
product documentation for the specific object for confirmation. For objects in the system that do not support attachments out
of the box, the following sections provide some guidelines for enabling support for attachments. Contact product support for
more information.

Supporting Common Attachments

The attachments themselves are created / uploaded using the attachment portal. Refer to Attachments — Main for more
information.

If your implementation has a use case where one or more common attachments may be linked to an object (and the object
does not already support this functionality), the object may need to be extended to capture the attachments.

« |f the object includes a characteristic collection, thisis a recommended way to capture attachments. A characteristic type
should be defined for each type of attachment. The characteristic type should be aforeign key type and should reference
the Attachment FK reference. The characteristic entity collection should include the object that the common attachment
will be linked to.

» Most characteristic collections are sequence based characteristics and would support multiple entries for the same
characteristic types, if multiple attachments are applicable.

« If the object to support the attachments is governed by a business object, the implementation must extend the business
object to define one or more appropriate elements used to capture the attachments. If only one attachment of acertain
typeisallowed, asingle flattened characteristic may be used. If multiple attachments of a certain type are alowed, the
BO schema may define a“flattened list” exposing the sequence and the characteristic type.

« If the object is maintained on a“fixed page” with a generic characteristic collection, no additional configuration is
needed to allow usersto link attachments to that object.
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Supporting Owned Attachments

When creating an attachment for a specific record, the attachment itself captures the information about the related record,
namely its maintenance object code and its primary key. For these types of attachments, no configuration is needed on the
related business object to capture the attachments, as was the case with common attachments.

However, it is recommended to configure the user interface of the related object so that the owned attachments can be
viewed and maintained from that page. Thistypically entails the creation of a special zone that retrieves alist of existing
attachment records that reference the current record as its foreign key (owner). The zone would include links or buttons to
add, upload or view an attachment.

If your product already has support for viewing and maintaining owned attachments on one of the base portals, that may be
used as an example to follow. If your product does not have support for owned attachments, contact customer support for
more information.

Defining a New Attachment Type

As mentioned, the product provides support for several content types. If your implementation needs to support attachments
for a content type not currently supported, create a new business object copying the configuration of an existing attachment
business object.

Configure the following option types for the BO:

» Binary indicates whether the attachment data must be converted from binary format. Binary attachments are stored in the
database as text, and are then converted back to the original format when retrieved.

» Content Type represents the browser's mime type of the attachment.
» Supported File Extension specifies the valid file extensions for the content type.
Once the business object is defined, it isready for use.

Maintaining Attachments

This section describes the functionality supported for maintaining attachments.

Attachment - Query

Use the attachment query to search for an existing attachment. Navigate to this page using Admin Menu > Attachment
(in search mode).

Once an attachment has been selected, you are brought to the maintenance portal to view and maintain the selected record.

Attachment - Main

This portal appears when an attachment has been selected from the Attachment Query portal or when drilling into a
common attachment.

The attachment zone provides basic information about an attachment, including the ability to upload the file and to view an
uploaded file.
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How to Add an Attachment

Use the following steps to create anew common attachment.

1. Launch the add dialogue either from the Add hyperlink on the Attachment Search zone or viathe menu using Admin
Menu > Attachment (in Add mode).

When prompted, choose the appropriate attachment business object for the type of file you are attaching. Click OK.
Enter the Attachment Name and click Save.

After the attachment page displays, click Upload.

o M WD

In the upload dialogue, use the Browse button to find the file to attach and then click Upload.

The attachment zone provides basic information about an attachment, including the ability to upload the file and to view an
uploaded file.
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Chapter 12

Data Synchronization

NOTE: Theinformation in this section appliesto the integration with Oracle Utilities Meter Data M anagement and/or
Oracle Utilities Network Management System.

Defining Sync Requests

This section highlights functionality provided to help an implementation manage the communication of datato an external
system.

The Big Picture of Sync Requests

Y our implementation may need to communicate certain datato external systems. This may be part of a data warehousing
requirement or an integration effort. The synchronization process has two main parts. First, the change to the data must
be detected and captured. Once that is accomplished, the next step is to manage the communication of that change to the
external systemsinvolved. The changes must be captured in chronological order so asto avoid systems going out of sync.

Capturing the Change

The base product has provided the Audit plug-in spot on the MO to allow for processing to be called by the system upon
detecting a change to an MO. The framework calls the algorithm defined on this plug-in spot in the event a change to the
MO has been detected. The base product comes with a generic change data capture algorithm F1-GCHG-CDCP that
makes use of this plug-in spot to create the sync request BOs. The Sync Request BO MO Option is used to define these
sync request BOs. The generic algorithm loops through this list of BOs and instantiates them, if no instances of those BOs
yet exist in theinitial state. The MO and primary key used for these sync requests will be the MO being modified and its
primary key.

Sometimesit is necessary to instantiate a sync request whose MO is different from the MO being modified. As an example,
a change to the Person record may need to instantiate an SA sync request. In this case, your implementation will have to
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create your own Audit algorithm that captures this idiosyncratic logic. For examples on how thisis done, please refer to the
Oracle Utilities CCB-MDM Integration Implementation Guide.

Sync Request Maintenance Object

The sync request maintenance object (MO) is used to communicate data elements to an external system. It holds the data
elements that are to be synchronized or extracted out of your system and also holds the MO and primary key constituents
that drive the sync request. If your organization wishes to use this MO, you can either use the business object (BO) supplied
in the base product or configure your own BO.

This MO provides the following functionality:

» A business object option External System is provided for business objects of thistype. The value specified on this
option is used by the base product to create an entry in the IM S Queue.

» A business object option Outbound Message Typeis provided for business objects of this type. The value specified on
this option is used by the base product to create an entry in the IMS Queue.

« AnInformation algorithm is provided (F1-SY NC-INFO).
» The standard Deter mine BO agorithm is provided.

» The standard logs are provided.

» The standard characteristics collection is provided.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference F1-SYNC REQ.

For more information about this MO and to review the business objects defined for this MO, navigate to Admin,
Maintenance Object and view the MO F1-SYNC REQ.

Sync Request Business Object

The sync request business abject (BO) contains the rules that govern the processing of a sync request. The algorithmsin this
BO control what data elements are synchronized to an external system; how this datais to be communicated to the external
system; and how the communication of thisinformation is controlled chronologically to ensure that changes are processed
in the right order. The base product provides the BO F1-SyncRequest, which contains the following life cycle.

» Pending. Theinitial state of the sync request BO. At this point, a pre-processing algorithm would have already taken a
snapshot of what the relevant information looked like prior to the change. A deferred monitor algorithm is specified on
this state so as to accumulate all changes prior to sending the sync request to the external system. Furthermore, in order
to prevent the sync request from transitioning to the next state while another sync request may not have completed its
processing yet, the base package provides the monitor algorithm F1-WAITREL SR that skips transitioning if it detects
another instance of the same BO in anon-final state for the same MO and primary key combination.

» DetermineIf Sync Needed. Thistransitory state will contain the algorithm that takes the final snapshot of the relevant
information so that it may be compared against the initial snapshot to see if the change affected any of the relevant data
elements. The base product provides the algorithm F1-COM PSNAPS for this purpose. Y our implementation may also
add your own rules here to discard the sync request if certain criteria are met.

» Discarded. If the comparison of the initial and final snapshots yields no changes, or if it fails any other checks your
implementation has introduced, the sync request is transitioned to this state. If any processes are dependent on the sync
request transitioning to afinal state, your implementation may plug in an enter algorithm on this state to kick off the
dependent process.

Oracle Utilities Application Framework Administration Guide « 220



» Send Request. Thistransitory state is used to hold the algorithm that facilitates the sending of the sync request to the
external system. The algorithm used here may write a message to a JM S Queue or write arecord to the general process
MO or perform any other task that is suited to how your implementation communicates the change.

» Awaiting Acknowledgement. This state can be used to hold the sync request from further state transitions until
an acknowledgement is received from the external system. We strongly recommend designing some form of
acknowledgement that the external system has processed the information as this helps control the chronological flow of
information. The base package provides the business service F1-UpdateSyncRequest that transitions the sync request to
either the next default state (in this case the Synchronized state) if a positive acknowledgement is received; or the state
associated with the Rejection transition condition (in this case the Error state) if a negative acknowledgement is received.

» Synchronized. Once the information has been processed and acknowledged by the external system, the sync
request is transitioned to this state. If any processes are dependent on the sync request processing successfully, your
implementation may want to plug in an enter algorithm on this state to kick off the dependent process.

» Error. If anegative acknowledgement is received or if the acknowledgement is not received within the prescribed period
of time, the sync request istransitioned to this state. Y our implementation may wish to create a to do entry when the sync
request transitions to this state. The base product provides the enter algorithm F1-TDCREATE for this purpose. The exit
algorithm F1-TODOCOMPL has also been provided to complete any to do entries when leaving this state.

» Canceled. A user may transition the sync request to this state from either the Awaiting Acknowledgement state or the
Error state if he wishes to discontinue processing of the sync reguest for any reason. Y our implementation will have
to configure your own cancel reasons to document the transition. If any processes need to be triggered when the sync
regquest reaches this state, your implementation can plug in an enter algorithm containing such logic.

Designing Your Sync Requests

The starting point for designing sync requests is the analysis of the external system's data requirements. Y our
implementation will need to analyze the external system's data model and compare it against your system's data model.
Where the relevant data reside in your system will need to be identified. If the data reside in more than one MO, a decision
must be made to either combine the information in one sync request or to break up the sync request into several ones.

For each sync request identified, the driving MO must be determined. The BO for each sync request can then be created
as a sub-class of the base BO F1-SyncRequest. For an example of how these BOs are configured, please refer to Oracle
Utilities CCB-MDM Integration Implementation Guide or Oracle Utilities CCB-NMS Integration Implementation Guide.

Sync Requests

The Sync Request portal is used to view information about data synchronizations from Oracle Utilities Customer Care and
Billing to Oracle Utilities Meter Data Management, or from Oracle Utilities Customer Care and Billing to Oracle Utilities
Network Management System. Navigate to this portal by using Main Menu, Customer Information, Sync Request
Search.

Sync Request Query

Use the query portal to search for an existing Sync Request. Once a Sync Request record is selected, you are brought to the
maintenance portal to view and maintain the selected record.
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Sync Request Portal
This portal appears when a sync request has been selected from the Sync Request Query portal.

The topicsin this section describe the base-package zones that appear on this portal.

Sync Request Actions

Thisis astandard actions zone.
If the Sync Request isin a state that has valid next states, buttons to transition to each appropriate next state are displayed.

Related Sync Request

The Related Sync Request zone shows al related sync requests that are in anon-final state. Refer to the zone's help text for
additional information about this zone's fields.

Sync Request

The Sync Request zone shows display-only information about the sync request. Refer to the zone's help text for additional
information about this zone's fields.

Sync Request - Log

The sync request log page contains an entry for every recorded event during the lifecycle of the sync request. There are two
general types of log entries:

» Automatic entries. The system automatically creates an entry in the log when usage is requested or there is a status
change or when arelated entity is created. This also includes any implementation-specific log entries. Users cannot
modify or delete these log entries.

« Manual entries. Users can add manual entries to record significant events at their discretion.
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Chapter 13

Application Viewer

The Application Viewer allows you to explore meta-data driven relationships and other deliverable files online.

NOTE: Running Stand-Alone. Y ou can also launch the Application Viewer as a stand-alone application (i.e., you do not
need to start it from within the system). Refer to Application Viewer Sand-Alone Operation for more information about
running the Application Viewer as a stand-alone application.

To open the application viewer from within your application, navigateto Admin Menu > Application Viewer . The
application viewer may also be launched from other locations for example when viewing a section of the online help files
that contain hypertext for atable name, clicking on that hypertext brings you to the definition of that table in the data
dictionary.

Application Viewer Toolbar

The Tool Bar provides the main controls for using the Application Viewer. Each button is described below.

Data Dictionary Button

-
i
—

Data Dicticnary

The Data Dictionary button switches to the Data Dictionary application.

Physical and Logical Buttons

Phyyzical Lagical
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The Physical button changes the display in the List Panel from alogical name view to a physical name view. Note that the
Tables are subsequently sorted by the physical name and therefore may not be in the same order as the logical name view.
Once clicked, this button toggles to the Logical button.

The L ogical button changes the display in the List Panel from a physical name view to alogical name view. Note that the
Tables are subsequently sorted by the logical name and therefore may not be in the same order as the physical name view.
Once clicked, this button toggles to the Physical button.

These buttons are only available in the Data Dictionary.

Collapse Button

- 4

—_—

“a
Collapse

The Collapse button closes any expanded components on the list panel so that the child items are no longer displayed.
This button is only available in the Data Dictionary viewer.

Attributes and Schema Button

The Attributes button changes the display in the Detail Panel from arelated tables view to an attribute view. Once clicked,
this button toggles to the Schema button.

£l
Schema

The Schema button changes the display in the Detail Panel from an attribute view to arelated tables view. Once clicked,
this button toggles to the Attributes button. Note that only tables have this view available. Columns are always displayed in
an attribute view.

These buttons are only available in the Data Dictionary.

Maintenance Object Button

d

ad
haint. Object

The Maintenance Object button switches to the Maintenance Object viewer application.

Group and Ungroup List Buttons
- | =

Group List Ungmu;‘Ust
The Group List button groups the list of maintenance objects by the function modules they are associated with. A

maintenance object may appear in multiple groupsif it is part of more than one module. Once clicked, this button toggles to
the Ungroup List button.
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The Ungroup List lists the maintenance objects in alphabetical order. Once clicked, this button toggles to the Group List
button.

These buttons are only available in the Maintenance Object viewer.

Algorithm Button

e i
&

Hglorithm

The Algorithm button switches to the Algorithm viewer application.

Batch Control Button

P

Batch E:ontml

The Batch Control button switches to the Batch Control viewer application.

To Do Type Button

To Do Type

The To Do Type button switches to the To Do Type viewer application.

Description and Code Buttons

|||1'Ih||||
P”I

ode

02| iyl

Desci'ip"t.ion
The Description button changes the display in the List Panel to Description (Code) from Code (Description). Note that the
list is subsequently sorted by the description. Once clicked, this button toggles to the Code button.

The Code button changes the display in the List Panel to Code (Description) from Description (Code). Note that the list is
subsequently sorted by the Code. Once clicked, this button toggles to the Description button.

These buttons are only available in the Batch Control and To Do Type viewers.

Cobol Source Button

Cobal Source

NOTE: Thisfunctionality isnot available in every product. This button only appears when you are using a product
that supports COBOL .

The Coboal Sour ce button switches to the Source Code viewer. This button is not available when you are already in the
Source Code viewer.
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Y ou are prompted to enter the name of the source file you want to view. The name of the source code file should be entered
without the extension.

Source File Name |
Load | Cancel

Load Source Button

Load Source
The L oad Sour ce button loads another source file that you specify. This button is only available in the Source Code viewer.

Y ou are prompted to enter the name of the source file you want to view. The name of the source code file should be entered
without the extension.

Source File Name |
Load | Cancel |

Used By and Uses Buttons

Used By Uzes

The Used By switches the tree in the list panel to a child-parent view. The source fileis used by the fileslisted in the tree.
Once clicked, this button toggles to the Uses button.

The Uses button switches the treein the list panel to a parent-child view. The source file uses the files listed in the tree.
Once clicked, this button toggles to the Used By button.

These buttons are only available in the Source Code viewer.

Service XML Button

Service XL

The Service XML button switches to the Service XML viewer. This button is not available when you are already in the
Service XML viewer.

Y ou are prompted to enter the name of the service XML file you want to view. The name of the service XML file should be
entered without the extension.

Service XML Namef:
Load | Cancel
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Select Service Button

(.-"i
Load 3L
The Select Service button loads another service XML file that you specify. This button is only available in the Service
XML viewer.

Y ou are prompted to enter the name of the service XML file you want to view. The name of the service XML file should be
entered without the extension.

Java Docs Button

=

Java Docs

The Java Docs button switches to the Java Docs viewer.

Classic Button

This button is only available in the Java Docs viewer.

The Classic button launches the classic Javadocs viewer on a separate window. If you are more comfortable with that ook
you can use this viewer instead.

Preferences Button

.t_"

Preferences

The Prefer ences button allows you to set optional switches used by the Application Viewer. Refer to Application Viewer
Preferences for more information.

Help Button

o

&
Help

The Help button opens the Application Viewer help system. Y ou used this button to access thisinformation.

About Button

The About button opens awindow that shows when was each Application Viewer data component recently built.
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Datafor all application viewer components may be regenerated to incorporate up-to-date implementation-specific
information. Refer to Application Viewer Generation for further details.

Slider Icon

This"dider" icon allows you to resize the list panel and detail panel to your preferred proportions.

Data Dictionary

The data dictionary is an interactive tool that allows you to browse the database schema and to graphically view
relationships between tablesin the system.

To open the data dictionary, click the Data Dictionary button. Y ou can also open the data dictionary by clicking the name of
atablein other parts of the application viewer or in the online help documentation.

NOTE: DatalsGenerated. A background process generated the data dictionary information. Refer to Application
Viewer Generation for further details.

Using the Data Dictionary List Panel

The list panel displays alist of tables and their columns. The list panel can list the table names by either their logical names
or their physical names. Click the appropriate button on the tool bar to switch between the two views. Thelist is displayed
in alphabetical order, so the order may not be the same in both views. Both views function in a similar manner.

In thelist panel, you can navigate using the following options:
» Click theright arrow icon to expand atable to show its columns.

 Click the down arrow icon to collapse the column list for atable. Optionally, collapse all column lists by using the
Collapse button.

 Click the column name to display information about the column in the detail panel.

» If the detail panel isin related table view, click the table name to view its related tables. If the detail panel isin table
detail view, click the table name to display its information.

Primary And Foreign Keys

The columnsin thelist panel may display key information as well as the column name:
» A yelow key indicates that the column is a primary key for the table.

A light blue key indicates that the column is aforeign key to another table. If you hover the cursor over theicon, the tool
tip indicates the foreign table.

» A dark blue key indicates that the column is a conditional foreign key. A conditional foreign key represents rare
relationships between tables where asingle field (or set of fields) may reference multiple primary key constraints of other
tables within the application as aforeign key.

« A red key indicates that the column isalogical key field. A logical key represents an alternate unique identifier of a
record based on a different set of fields than the primary key.

If you hover your cursor over anicon, thetool tip indicates the key type.
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Field Descriptions Shown

The language-specific, logical name of each field is shown adjacent to the physical column name in the data dictionary. You
can enter an override label for a table/ field's to be used throughout the system as the field's logical name. Heretoo it isthe
override label that is shown.

NOTE: Regenerate. You should regenerate the data dictionary after overriding labels. Refer to Application Viewer
Generation for further details.

Using the Data Dictionary Detail Panel

The Data Dictionary detail panel displaysthe details of the selected item. There are three main displays for the Detail Panel:
* Related tables view

e Tabledetail view

» Column detail view

Related Tables View

The Related Tables view displays information about the table's parent tables and child tables. Click the Schema button in
the tool bar to switch to related tables view.

In the related tables view, you can navigate using the following options:

» Click the left arrow and right arrow icons to view the related tables for that linked table. The List Panel is automatically
positioned to the selected table.

Click the maintenance object icon ( E) to view the table's maintenance object.

 If you want to position the List Panel to view the columns for different table click the name of the table for which you
want to view the columns.

Table Detail View

The table detail view displays information about the selected table. Click Attributes (in the toolbar) to switch to the table
detail view.

In the table detail view, you can navigate using the following options:

« |f user documentation is available for the table, click the View User Documentation link to read the user documentation
that describes the table's maintenance object.

« If thetable has an associated Language Table, click the link to view the Language Table details.

« If thereis an associated Maintenance Program, click the link to view the source code for the maintenance program (you
are transferred to the Source Code Viewer).

» If thereisan associated Key Table, click the link to view the Key Table details.
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Column Detail View

Click on acolumn name in the list panel to switch to the column detail view. The Column Detail view displays information
about the selected column.

In the column detail view, you can navigate using the following options:

« |f user documentation is available for the column, click the View User Documentation link to read about the column's
related maintenance object.

« If the column isaforeign key, click the table name to switch to the Table Detail view for that table.

+ If the column has a Field Validation Copybook available (normally only present for flag and switch fields), click the link
to view the source code for the copybook (you are transferred to the Source Code Viewer).

Lookup Values

If the selected column is alookup field its valid values are also listed. Notice that you can enter an override description for
lookup values. In this case the override description is shown.

NOTE: Regenerate. You should regenerate the data dictionary after overriding lookup value descriptions. Refer to
Application Viewer Generation for further details.

Maintenance Object Viewer

The maintenance object viewer is an interactive tool that allows you to view a schematic diagram of a maintenance object.
A maintenance object is a group of tables that are maintained as a unit.

To open the Maintenance Object Viewer, click the Maint. Object button in the application viewer or click a maintenance
object icon in the Data Dictionary.

NOTE: DatalsGenerated. A background process generated the maintenance object information. Refer to Application
Viewer Generation for further details.

Using the Maintenance Object List Panel

Thelist panel displays alist of maintenance objects. The list panel can also group the maintenance objects by their function
module. Click the appropriate button on the tool bar to switch between the grouped and ungrouped lists. The grouped list
may include a maintenance object more than once (if it isincluded in more than one module).

In thelist panel, you can navigate using the following options:
« If thelist panel is grouped, click the right pointer » icon to expand a module and view its maintenance objects.
» |f thelist panel is ungrouped, click the down pointer = icon to collapse the list of maintenance objects for amodule.

 Click the maintenance object name to display information about the maintenance object in the detail panel.

Using the Maintenance Object Detail Panel

The Maintenance Object detail panel displays a schematic of the selected maintenance object.
In the detail panel, you can navigate using the following options:
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» Click atable nameto transfer to the Data Dictionary table detail view for atable. (Click the Maint. Object button in the
tool bar to return to the maintenance aobject.)

Click the source codeicon ( 1) to view the Service Program used to maintain the displayed object. (Click the Main.
Object button in the tool bar to return to the maintenance object.)

Click the service XML icon ( %) to view the XML file of the Service Program used to maintain the displayed object.
(Click the Maintenance Object button in the tool bar to return to the maintenance object.)

Algorithm Viewer

The algorithm viewer is an interactive tool that allows you to view algorithm types (grouped by their plug-in spot) and their
related algorithms.

To open the Algorithm Viewer, click the Algorithm button in the application viewer. The Algorithm viewer may also be
opened from certain locations in the online help documentation.

NOTE: DatalsGenerated. A background process generates algorithm information. Refer to Application Viewer
Generation for further details.

Using the Algorithm Viewer List Panel

Thelist panel displays alist of algorithm types and their related algorithms, grouped by their plug-in spot.
Inthelist panel, you can navigate using the following options:

» Click the agorithm plug-in spot description to display information about the plug-in spot in the detail panel.

» Click theright pointer » icon to expand a plug-in spot and view its algorithm types and their related algorithms.
» Click the down pointer = icon to collapse the list of algorithm types for a plug-in spot.

» Click the algorithm type name to display information about the algorithm type in the detail panel.

 Click the algorithm name to display information about the algorithm in the detail panel.

Using the Algorithm Plug-In Spot Detail Panel

The Algorithm plug-in spot detail panel displays further information about the selected plug-in spot.

Using the Algorithm Type Detail Panel

The Algorithm Type detail panel displays further information about the selected algorithm type.
In the Algorithm Type detail panel, you can navigate using the following options:

+ Click on the program name to view its source in the source viewer or Java docs viewer.

Using the Algorithm Detail Panel

The Algorithm detail panel displays further information about the selected algorithm.
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Batch Control Viewer

The batch control viewer is an interactive tool that allows you to view batch controls.

To open the Batch Control Viewer, click the Batch Control button in the application viewer. The Batch Control viewer may
also be opened from certain locations in the online help documentation.

NOTE: DatalsGenerated. A background process generates batch control information. Refer to Application Viewer
Generation for further details.

Using the Batch Control Viewer List Panel

Thelist panel displays alist of batch controls. The list panel can display the list of batch controls sorted by their code
or sorted by their description. Click the appropriate button on the tool bar to switch between sorting by the code and
description.

Inthelist panel, you can click the batch control to display information about the batch control in the detail panel.

NOTE: Not All Batch ControlsIncluded. Note that the insertion and key generation programs for conversion (CIPV*)
are not included.

Using the Batch Control Detail Panel

The batch control detail panel displays further information about the selected batch control.
In the batch control detail panel, you can navigate using the following options:
+ Click on the program name to view its source in the source viewer or the Java docs viewer.

» If aTo Do type references this batch control asits creation or routing process, click on the To Do typeto view its detail
in the To Do type viewer.

To Do Type Viewer

Theto do type viewer is an interactive tool that allows you to view to do types defined in the system.
To open the To Do Type Viewer, click the To Do Type button in the application viewer. The To Do Type viewer may aso
be opened from certain locations in the online help documentation.

NOTE: DatalsGenerated. A background process generates To Do type information. Refer to Application Viewer
Generation for further details.

Using the To Do Type Viewer List Panel

The list panel displays alist of To Do types. Thelist panel can display the list of To Do types sorted by their code or sorted
by their description. Click the appropriate button on the tool bar to switch between sorting by the code and description.

Inthelist panel, you can click the To Do type to display information about the To Do type in the detail panel.
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Using the To Do Type Detail Panel

The To Do type detail panel displays further information about the selected To Do type.
In the To Do type detail panel, you can navigate using the following options:

« If the To Do type references a creation process or arouting process, click on the batch process to view its detail in the
batch control viewer.

» Click onthetablelisted in the drill key section to view its detail in the data dictionary.
» Click onthefield(s) listed in the drill key section to view its detail in the data dictionary.

Source Code Viewer

The source code viewer is an interactive tool that allows you to browse the source code of modules that execute on the
application server. It currently supports Cobol modules only.

NOTE: Thisfunctionality isnot available in every product. The source code viewer currently supports COBOL
modules only. It isavailable only as part of products that support COBOL.

NOTE: Proprietary modules. The source code of a small number of modules has been suppressed due to their
proprietary nature.

There are many ways to access the source code viewer:

» Thedata dictionary allows you to view the source code of the program responsible for validating and updating
information on a given table. Thisfeature isimplemented by viewing the tabl€'s attributes and then drilling down on the
maintenance program's name.

» The maintenance object viewer alows you to view the source code of the maintenance object's service program. This
featureisimplemented by viewing the maintenance object and then clicking on the source code icon.

« If you know the name of a program, you can navigate to the source code viewer and enter the program name. To open
the source code viewer from within the application viewer, click the COBOL Source button. When you are prompted to
enter the program name, enter the name without the extension.

Using the Source Code Viewer List Panel
Thelist panel displays atree of Program Sections, Copybooks, SQL Includes, Programs, and SQL statements that are used
by the selected source file. Y ou can change the listed items types using Application Viewer Preferences.

Thelist panel can list the source code's children (source code that the file uses) or the parents (source code that uses the
file). Click the appropriate >button on the tool bar to switch between the two views.

In the list panel, you can navigate using the following options:
» Click the"+" icon to expand an included source file to view itsincludes.
» Click the"-" icon to collapse the includes for a sourcefile.

» Click the open folder icon to view the source of afilein the Application Viewer's detail panel. Thelist panel changesto
display the source code tree for the file displayed in the detail panel.

» Click an item's name or description to position the detail panel to view that item.
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Using the Source Code Viewer Detail Panel

The detail panel displays the source code of the selected file.
Y ou can navigate using the following options:

« If another fileis referenced in the code, click the link to view the code for the referenced file. The list panel changesto
display the source code tree for the file displayed in the detail panel.

» If aperform statement is referenced in the code, click the link to go to the referenced section.
» When an SQL statement references a table name, click the link to view the table in the Data Dictionary's related tables
view.

The * back arrow becomes active once subsequent files of source code are viewed. The name of the source that is
displays when the button is clicked appears to the right of the button.

The > forward arrow becomes active once the back button (described above) is used. The name of the source that is
displays when the button is clicked appears to the left of the button.

Service XML Viewer

The service XML viewer is an interactive tool that allows you to browse the XML files of service programs that execute on
the application server.

Y ou can access the service XML viewer as follows:

» The maintenance object viewer allows you to view the XML file of the maintenance object's service program. This
featureisimplemented by viewing the maintenance object and then clicking on the Service XML icon.

» When viewing a maintenance object on the Maintenance Object page, clicking the View XML hyperlink causesthe
service’s XML document to be displayed in the Service XML Viewer.

» When viewing a business service on the Business Service page, clicking the View XML hyperlink causes the service's
XML document to be displayed in the Service XML Viewer.

»  When setting up a Function, you may want to view the XML document used to pass data to and from the service.
Clicking the View XML hyperlink causes the XML document to be displayed in the Service XML Viewer.

Using the Service XML Viewer Overview Panel

The overview panel displays a high level nodes and list names structure of the XML document.

In the overview panel, you can click on any node item to position the detail panel to view that item.

Using the Service XML Viewer Detail Panel

The detail panel displays nodes and attributes of the selected XML file.
Click the xpath button to view the XML path that should be used to reference the selected node in the XML document. The
box at the top of the overview panel changesto display this information.

NOTE: Fieldsin multiplelists. Note that the generated X Path expression refersto lists using ageneric “list” reference.
For example: /pageBody/list/listBody/field @name="FIELD_NAME’]. If aservice has afield that appearsin more
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than one list, the above X Path may not be sufficient for referencing that field. In this case, references to the XPath
should be adjusted to include the list name. Thelist nameisvisible in the overview panel. To add the list name, use
[@name="LIST_NAME’]. For example: /pageBody/listf@name="L1ST_NAME’]/listBody/field[@nhame="FIELD_
NAME'].

Java Docs Viewer

The Java Docs viewer is an interactive tool that allows you to browse Java documentation files (Javadocs) for Java classes
that execute on the application server.

NOTE: Proprietary Java Classes. A small number of Java classes have been suppressed due to their proprietary nature.

NOTE: Classic view. If you are more comfortable using the classic Javadocs viewer you may use the Classic button.

To open the Java Docs viewer from within the application viewer, click the Java Docs button. Additionally, the algorithm
viewer allows you to view the Javadocs of an algorithm program written in Java.

Using the Java Docs Viewer List Panel

Thelist panel displays atree of Java packages where each package may be expanded to list the Javainterfaces classes it
includes.

Inthelist panel, you can navigate using the following options:

» Click theright arrow icon to expand a Java package to view the Java interfaces and classes it includes.

» Click the down arrow icon to collapse the list for a Java package. Optionally, collapse al lists by using the Collapse
button.

» Click the Javainterface or class name to display information about it in the detail panel.
Thelist details panel designates the interfaces and the classes as follows:

» A green dot indicates Java interfaces.

» A blue key indicates Java classes.

If you hover the cursor over the icon, the tool tip indicates whether it's an interface or aclass.

Using the Java Package Detail Panel

The package detail panel displays a summary of the various Java classes that are included in the selected Java package.
Click the Java class name to display information about the Java class in the detail panel.

Using the Java Interface / Class Detail Panel

The detail panel displays Java documentation information about the selected Java interface or class.

Y ou can havigate using hyperlinks to other locations in the current detail panel or to view the details of other Java
interfaces/ classes.
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Application Viewer Preferences

This panel displays Optional Switches that can be used to affect the behavior of the Application Viewer.

When you are using a product that includes the source code viewer, the preferences panel includes Source Tree [con
Display options. These options are used to suppress the display of certain icons from the Source Tree. Thisis used to (for
example) hide the copybooks from the display. Select the items that you want view in the source tree and click OK.

The Available Languages allows you to select the language in which the labels and buttons are displayed. Select your
desired language and click OK.

Application Viewer Stand-Alone Operation

You can run the Application Viewer as a stand-alone application (i.e., you do not need to launch it from the online
application environment). To run it as a stand-alone application, you should copy the Application Viewer files (al filesin
the appViewer directory) and the online help files (all filesin the help directory) to the server on which you want to run the
Application Viewer.

NOTE: Online Help. If you do not copy the online help files, online help will not be available for the Application
Viewer, nor will you be able to view business descriptions of the tables maintenance objects.

To start the application viewer in stand-alone mode, launch the appViewer.html file (located in the appViewer directory).

Stand-Alone Configuration Options

Y ou can configure the Application Viewer for stand-alone operation by modifying optionsin a configuration file. The
Application Viewer comes with a default configuration file called config_default.xml (located in the appViewer\config
directory). Create a copy of the default configuration file and rename it to config.xml. Modify the options described in the
following table to suit the needs of your installation.

NOTE: Default Configuration. If you do not create the config.xml file, the Application Viewer launches with its default
(internal) configuration.

Option Description

defaultLanguage The default language used when the application viewer is started.
Available values are those marked as language enabled on the
language page.

defaultView The default view then the application viewer is started. Available values
include:

- Data Dictionary
- Source Viewer

dataDictionary Whether the Data Dictionary is available or not:
-Y
-N

sourceCode Whether the Source Code Viewer is available or not:
-Y
-N

baseHelpLocation The location of the stand-alone online help in relation to the application
viewer. Specify the directory structure relative to the location of the
directory in which the Application Viewer files are located. Note that this
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is the directory in which the language subdirectories for the online help
are located. The default location is:

../help

appViewerHelp The default help topic that is launched when the Help button is clicked
in the Application Viewer. Specify a help file and anchor that is under
the appropriate language directory under the baseHelpLocation. The
default is:

Framework/Admin/91AppViewer.htmI#SPLINKApplication_Viewer

Example Application Viewer Configuration

The following excerpt shows an example Application Viewer configuration.

<?ml version="1.0" encoding="UTF-8" ?>

<configuration>

<option id="defaultLanguage">PTB</option>

<option id="defaultView">Data Dictionary</option>

<option id="dataDictionary">Y </option>

<option id="sourceCode">Y </option>

<option id="baseHel pL ocation">../hel p</option>

<option id="appViewerHel p">Framework/Admin/91A ppViewer.html#SPLINKApplication_Viewer</option>

</configuration>

Application Viewer Generation

The Application Viewer isinitially delivered with COBOL source and service XML information only.

NOTE: COBOL sourceinformation isonly available as part of products that support COBOL.

The other components of the application viewer are generated on site.

» Usethe background process F1-AVAL G to regenerate algorithm information

» Usethe background process F1-AVBT to regenerate batch control information.

» Use the background process F1-AVM O to regenerate maintenance object information
» Use the background process F1-AVTBL to regenerate data dictionary information.

» Usethe background process F1-AVTD to regenerate To Do type information.

These processes have been introduced so that you can more easily incorporate your implementation-specific information
into the application viewer.

To keep the information shown in the application viewer current it isimportant to execute these background processes after
you introduce changes to the corresponding system data.

NOTE: Data Generation IsNot Incremental. Each new execution of these processes first deletes existing data (if any)
in the corresponding folder before it generates new data.
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NOTE: Other Extensions. Cobol source and service XML may also be extended to include implementati on-specific
information. The base package is provided with specia scripts that handle this type of extension. Refer to the Software
Development Kit User Guide for further information on application viewer extensions.

NOTE: War File. If your application isinstalled in war file format, each generation of application viewer data rebuilds
the corresponding war file. The web application server then needs to be "bounced" in order to make the newly generated
data available to the application viewer. Please consult your system administrator for assistance.

NOTE: Certain Web Application Servers Are Special. WebSphere and Oracle Application web application servers
require an additional step in order to make the newly generated data available to the application viewer. These web
application servers require arebuild of the application ear file and its redeployment in the web application server. This
step is described in the installation document. Please consult your system administrator for further details.
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Chapter 14

Defining and Designing Reports

This section describes how to configure your third party reporting tool and how to define your reports in the system to
enable users to submit reports online.

The Big Picture Of Reports

Thetopicsin this section describe the approach for designing and defining your system reports.

Integration with Bl Publisher and Business Objects Enterprise

Y our DBMS, your product, and Bl Publisher or Business Objects Enterprise/ Crystal Reports can work together to produce
reports. Y ou may choose to use a different reporting tool, but this may not be atrivial effort. This section provides high-
level information about some of the business requirements that are being solved with the reporting solution.

Reports Must Be Multi-Language

The system supports a multi-language implementation and the reporting solution for the system must also support a multi-
language implementation.

 If aFrench-speaking user requests a given report, all 1abels, headings and messages are in French. If the same report is
requested by an English-speaking user, all information isin English

» Different fonts may be necessary for a given report (the font for Chinese is rather different than the font for English)
» Dates and numbers must be formatted as per the user's profile in your product

» Currency must be formatted as per the currency definition in your product

In order to provide the above functionality, the third party reporting tool must do the following:

» Accessthe system's field and message metadata for |abels, headings and messages (as different values can be defined for
different languages in system's metadata)
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 Retrieve the appropriate font, size, and layout based on the requested report and the user's language
« Usethe currency code information in the system to format currency-oriented information
» Usetheuser'sdisplay profile to format date and number fields

Requesting Reports from The System

Although reports are rendered in your reporting tool, users must be able to request ad-hoc reports from within the system
(assuming users have the appropriate security access).

» The prompts for the input parameters must be shown in the user's language

» Users should be able to use the standard search facilities to find parameter values
» Plug-ins can be optionally used to cross-validate input parameters

» Application security must authorize ad-hoc report requests

Overview of the Data - Bl Publisher

The following diagram provides an overview of where datais stored for your reports for integration with Bl Publisher.
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Figure 12: Application and Bl Publisher
The application contains:
» The application data that appears on your reports.
» Thelanguage-specific headings, labels and messages on your reports.
» Thelayout file name to be used for the report.
Bl Publisher contains:
« How your reports |ook.
» Information about scheduled reports and reports that have aready run.
The DBMS contains the SQL used to retrieve the data on your reports (residing in database functions).
NOTE: Bl Publisher can be configured to retrieve data via a service call. Because every business object can be read via

aservice call, elementsthat reside in a Character Large Object (CLOB) can be displayed on reports produced using Bl
Publisher. See your product's Optional Products Installation Guide for information on this configuration.

Overview of the Data - Business Objects Enterprise

The following diagram provides an overview of where data is stored for your reports for integration with Business Objects
Enterprise.
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Figure 13: Application and Business Objects Enterprise

The application contains:

» The application data that appears on your reports.

» Thelanguage-specific headings, |abels and messages on your reports.

« For Business Objects Enterprise, the font and size in which each report is rendered.

Business Objects Enterprise contains:

» How your reports look.

»  When your reports are produced (the batch scheduler).

« Historical images of reports.

The DBMS contains the SQL used to retrieve the data on your reports (residing in stored procedures).

How To Request Reports

A user may request an ad hoc report from within your product:
» A report submission page enables a user to choose the desired report and enter the parameter values for the report
» The user must be granted security access to the report

» Therequest is passed to the reporting tool real time. Refer to Configure The System to Invoke Bl Publisher or Configure
The System to | nvoke Business Objects Enterprise for more information.

» Thereporting tool generates the report and displays it in a new browser window

The reporting tools' scheduler creates reports (as per your schedule)

« Thisfunction isentirely within the reporting tool. No scheduling functions reside within your product.
A user can request an ad-hoc report from within the reporting tool

» Note, the user's ID must be supplied as a parameter to the report in order for the user's profile to be used to format dates
and numbers

Viewing Reports

As described above, ad-hoc reports requested from within your product are displayed immediately after they are generated
in anew browser window

Crystal's report repository can be used to retrieve historical versions of areport. The Report History page allows users to
open the Crystal's report execution history page and request a view of this report.

NOTE: The Report History page currently does not display historical reports for Bl Publisher.
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Configuring The System To Enable Reports

Configuring Bl Publisher Reports

This section contains topics specific about configuring the product to interoperate with Bl Publisher.

Configure the System to Invoke Bl Publisher Real-time

The base product provides an installation algorithm plug-in spot called Reporting Tool. This plug-in spot should contain an
algorithm that invokes the third party reporting tool real-time.

For BI Publisher, the system provides an algorithm type called F1-BIPR-INV, which invokes Bl Publisher.

These algorithms rely on information defined in the Reporting Options table: the reporting server, reporting folder and
the user name and password for accessing the reporting tool. The values in the reporting options should have been set up
when the system was installed. Contact your system administrator if there are any problems with the values defined on the
reporting options.

To use the algorithm types to invoke Bl Publisher, perform the following steps:
 Create an algorithm for the appropriate algorithm type.

» Onthe installation options, add an entry to the algorithm collection with an algorithm entity of Reporting Tool and
indicate the algorithm created in the previous step.

Batch Scheduling in Bl Publisher

For many of your reports, you probably want the report to be produced on aregular basis according to a scheduler. The
reporting solution relies on the BI Publisher software to provide the batch scheduler functionality. Refer to Bl Publisher
documentation for details about configuring the batch scheduler.

NOTE: The report history page currently does not display historical reports for Bl Publisher.

Configuring Business Objects Enterprise Reports

This section contains topi cs specific about configuring the product to interoperate with Business Objects Enterprise.

Configure the System to Invoke Business Objects Enterprise Real-
fime

The base product provides an installation algorithm plug-in spot called Reporting Tool. This plug-in spot should contain an
agorithm that invokes the third party reporting tool real-time.

For Business Objects Enterprise, the system provides an algorithm type called RPTE-INV, which invokes Business Objects
Enterprise.

These algorithms rely on information defined in the Reporting Options table: the reporting server, reporting folder and
the user name and password for accessing the reporting tool. The values in the reporting options should have been set up
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when the system was installed. Contact your system administrator if there are any problems with the values defined on the
reporting options.

To use the algorithm types to invoke one of the reporting tools, perform the following steps:
» Create an algorithm for the appropriate algorithm type.

» Onthe installation options, add an entry to the algorithm collection with an algorithm entity of Reporting Tool and
indicate the algorithm created in the previous step.

Batch Scheduling in Business Objects Enterprise

For many of your reports, you probably want the report to be produced on aregular basis according to a scheduler. The
reporting solution relies on the Business Objects Enterprise software to provide the batch scheduler functionality. Refer to
Business Objects Enterprise documentation for details about configuring the batch scheduler.

The product provides areport history page to display report instances that were produced via the batch scheduler and are
stored in arepository. The report history page relies on the reporting tool algorithm to invoke Business Objects Enterprise
and display the historic instances for the selected report.

Defining Reporting Options

The reporting options are provided as a mechanism for defining information needed by your reporting solution. The base
product uses the reporting options to define information needed to access the reporting tool from within the system using the
algorithm defined on the installation option.

Navigate to this page using Admin Menu > Reporting Options.

Description of page

The following information must be defined to interface with Bl Publisher real-time. Contact your system administrator to
report any problems with the settings defined here.

Reporting Folder Defines the shared folder where reports are stored.

For Business Objects Enterprise, defines the name of the virtual directory on the server where Java Service pages (JSP) are
located. The reporting tool algorithm uses this information to construct the URL to launch the reporting tool. The reporting
tool algorithm assumes that a JSP named "logon.jsp" islocated there.

Reporting Server Definesthe URL of the web application where the reporting tool isinstalled. For example, using Bl
Publisher, theformat is: ht t p: / / <Bl Publ i sher Server>: <port >.

Reporting Tool User 1D Not applicable when integrating with Bl Publisher.

For Business Objects Enterprise, defines the user id to use when logging in.

Reporting Tool Password Not applicable when integrating with Bl Publisher.

For Business Objects Enterprise, defines the password to use when logging in.
NOTE: Customize Options. The reporting options are customizable using the Lookup table. Thisfield nameis
RPT_OPT_FLG. Thereporting options provided with the system are needed to invoke the reporting tool. If your

implementation requires other information to be defined as reporting options, use the lookup table to define additional
values for the reporting option flag.

Where Used
Thisinformation is used by the reporting tool algorithm on the installation option to invoke the reporting tool software.
Implementations may use reporting options to record other information needed for their reporting tool.
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Defining Report Definitions

For each report supplied by your installation, use the report definition page to define various attributes of the report.

Report Definition - Main
Navigate to this page using Admin Menu > Report Definition.

CAUTION: Important! If you introduce new report definitions, you must prefix the report code with CM. If you do not
do this, thereisadlight possibility that a future release of the application could introduce a new system report with the
name you allocated.

Description of page

Enter an easily recognizable Report Code and Description for each report. Use the External Reference ID to define the
identifier for this report in your external reporting tool.

Define an application service to enable users to request submission of this report online or to view report history for this
report. Once you define an application service for each report, use application security to define which users may access
this report.

NOTE: Access Mode. The access mode for application services related to reports must be set to Submit/View Report.

If you have more than one parameter defined for your report and you wish to perform cross-validation for more than one
parameter, provide an appropriate Validation Algorithm. Click here to see the algorithm types available for this system
event.

Enter aL ong Description to more fully describe the functionality of this report. Thisinformation is displayed to the user
when attempting to submit the report online or when viewing history for this report.

For Bl Publisher, if you want to use one of the sample reports provided by the system, but with a different layout, indicate
the layout to use for the report in the Customer Specific Font/ Layout fieldand Bl Publisher uses this information instead.
The name for base report layout is <report code> Base. For example, a base layout for CI_VACANT isnamed Cl_
VACANT Base.

For Business Objects Enterprise, the Report Font and Report Font Size are used to control the display of the report
information. If you wish to use one of the sample reports provided by the system, but wish to use a different font and font
size, indicate your Customer Specific Font in the Customer Specific Font/ Layout field and Business Objects Enterprise
uses this information instead.

Report Definition - Labels
Navigate to this page using Admin Menu > Report Definition and go to the L abels tab.

NOTE: Company name and logo. Note the company name used as atitle in the sample reportsis defined as a message
on the installation options. For information about installing the company logo, refer to the Reports Configuration
chapter of the Installation Information.

Description of Page

In order to provide multi-language capability for each report, the labels used for the report must support multiple language
definitions. For each label used by your report, indicate a unique Sequence and the Field used to definethe Label. The
label defined here should be the same label that is defined in your report layout defined in the external reporting tool.
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When rendering an image of the report, the external reporting tool retrieves the appropriate label based on the language used
for the report.

Report Definition - Parameters

Navigate to this page using Admin Menu > Report Definition and go to the Parameterstab .
Description of Page

The Parameters scroll contains one entry for every parameter defined for the report. To modify a parameter, simply move
to afield and change its value. To add another parameter, click + to insert arow and then fill in the information for each
field. Thefollowing fields display:

Parameter Code The identifier of the parameter. This must correspond to the parameter definition in the reporting tool.
Required Turn on this switch if the user must supply avalue for the parameter when submitting the report.

Sort Sequence Indicate the sort sequence for this parameter. This sequence must match the parameter order defined in the
reporting tool's report. It is also used when displaying the list of parameters on the report submission page.

Characteristic Type Indicate the characteristic type used to define this parameter.

Default Value Use thisfield to define a default value for this parameter. Default values are displayed to the user when the
report is chosen on the report submission page.

Description Define a brief description of the parameter. This description is used when displaying the parameter on the
report submission page.

L ong Description Define a detailed description of the parameter. This description is used on the report submission page
when the user requests more information for a given parameter.

Sample Reports Supplied with the Product

The system provides several sample reports that may be used by your organization as they are or as a starting point for
creating anew report. The following sections provide an overview of the sample reports along with instructions on how to
use one of the sample reports in your implementation environment.

NOTE: Additional samplereports. Your specific product may supply additional sample reports. Information about
any additional reports, if applicable would be found in your specific product's documentation. Open the help index and
navigate to the index entry labeled reports/ sample reportsfor < product>.

How to Use a Sample Report Provided with the System

If you would like to use any of the sample reports, you need to perform some steps to be able to execute them in an
implementation environment. This section walks you through the steps needed.

Steps Performed at Installation Time

The Installation Guide provides instructions for setting up and configuring your product and reporting tool to use the
sample reports provided with the system. The following steps are described there.

» Setting up the stored procedures used by the sample reports.

« Defining the company title and logo used by the sample reports. Note the company name used as atitle in the sample
reportsis defined as a message on the installation options. For information about installing the company logo, refer to
the Reports Configuration chapter of the Installation Information.
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» Defining a user for integration with your product.
» Publishing the sample reportsin Bl Publisher or Business Objects Enterprise.
Contact your system administrator to verify that the above steps have occurred.

Subreports Used with Crystal Reports

The sample reports supplied with the system use several common subreports. Subreports are used in Crystal Reports to
retrieve common data such as, labels and your company title. They are shared for all reports and may be reused for customer
reports. Implementers may also use these subreports when designing new reports.

NOTE: Specific Subreports. This section only includes common subreports that may be reused by new reports. Y ou
may notice that other subreports are supplied with the system. These subreports provide functionality for a specific
sample reports and are not meant for reuse.

Display Company Logo and Title

The subreport CIZCOM P receives the user id as a parameter and calls the stored procedure CIZCOMP . It retrieves the
company'stitle in the user's language from the appropriate installation message record.

FASTPATH: Refer to the Reports Configuration chapter of the installation guide for more information about defining
the location for the company logo.

Format Report Information

The subreport CIZINST defines shared variables that are used for formatting fields in the main report. It calls the stored
procedure CIZINST . This subreport receives the user id and report code as parameters. It retrieves the font and font size
from the report definition . It retrieves the format date/time and number format from the user's display profile . Finally,
it retrieves the currency from the installation record and retrieves the currency symbol and position from the currency's
record.

NOTE: Multi-currency. All reports support multiple currencies. Currency information is returned for each row by the
appropriate stored procedure. This subreport retrieves the currency code from the Installation Options and should only
be used in areport if there is no other currency information available.

Labels

The subreport CIZLABEL keeps al labels used in the main report. It calls the stored procedure CIZLBALL with the user
ID as aparameter. This stored procedure returns all 1abels defined for all reports. The subreport selects labels specified

for the current report and sets shared variables LOOL...L 100 to store the labels. If more than 100 labels are required for a
new report, the version of the CIZLABEL subreport used for the new report should be changed to add additional shared
variables.

How To Define A New Report
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Use a Sample Report as a Starting Point

» Makeacopy of the report and save it in an appropriate directory. Prefix the new report name with CM.

» Review the stored procedure(s) used for this report. Refer to the installation guide for information about where the stored
procedures should be defined. If you want to change the data that is being accessed, copy the stored procedure, prefixing
the new stored procedure with CM. Make the appropriate changes in the new version of the stored procedure. Contact
your database administrator to find out the procedure for creating a new stored procedure.

NOTE: Performance consider ations. When designing a stored procedure, you must consider the performance of the
report when executed. Consult your database administrator when designing your database access to ensure that all issues

are considered.

NOTE: Defining M essages. The stored procedures provided with the system use messages defined in message category
30. If your new stored procedures require new messages, use message category 90000 or greater, which are reserved for
implementations.

» Review the parameters used by the report. Make appropriate changes to the parameters required by the report. This
affects how you define your report. Refer to Designing Parameters for more information.

» Determine whether or not you require cross validation for your report parameters. If any cross validation is necessary,
you should design an appropriate validation algorithm to be executed when requesting a report in your product. Refer to
Designing Validation Algorithms for more information.

NOTE: CrossValidation for On-line Submission Only. The cross validation algorithm is only executed for ad-hoc
report submissions via your product. If you submit this report through your reporting tool, this algorithm is not executed.

» Review the labels used by the report. Labels and other verbiage are implemented in the sample reports using a reference
to the field table in the system. This enables the report to be rendered in the appropriate language for the user. For any
new report label you require, you must define anew field entry. Refer to Designing Labels for more information.

» Review the layout of the report and make any desired changes based on your business needs.

When you have finished designing and coding your new report in your reporting tool, you must do the following in order
for it to be usable:

» Publish thereport in Bl Publisher or Business Objects Enterprise. Refer to the documentation for these products for
details about publishing areport. Refer to Publishing Reportsin Bl Publisher and Publishing Reportsin Business
Objects Enterprise for configuration information specific to publishing areport for integration with your product.

» Definethe report. Refer to Designing Your Report Definition for more information.

Publishing Reports in Bl Publisher

Please refer to the documentation for Bl Publisher for more information about publishing areport in this system. The
remaining topicsin this section provide information about settings needed to ensure that the report is accessible using Bl

Publisher.

Bl Publisher Database Access

When publishing areport in Bl Publisher, you are asked for database logon information. The logon user name and password
must be the user name and password that has access to the database functions related to this report in your database.
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Verify Bl Publisher User Access Rights

To verify the user's access rights to folders in Bl Publisher:
» Open the Bl Publisher Enterprise Security Center.
» Check that the role for the user has access to the appropriate report folders.

For more information, refer to the "Understanding Users and Roles' section in the Oracle Business I ntelligence Publisher
User's Guide.

Publishing Reports in Business Objects Enterprise

Please refer to the documentation for Business Objects Enterprise for more information about publishing areport in this
system. The remaining topics in this section provide information about settings needed to ensure that the report is accessible
using Business Objects Enterprise.

Business Objects Enterprise Database Access

When publishing areport in Business Objects Enterprise, you are asked for database logon information. The logon user
name and password must be the user name and password that has access to the stored procedures related to thisreport in
your database.

Verify Parameter Definition

This section describes how to verify parameter definitionsin the Crystal Management Console (CMC).

» Once your report has been published, navigate to the CMC. This is the web-based administration component for
Business Objects Enterprise and provides access to al administrative functions.

» To verify/change the settings of areport in the CMC go to the Objects management area and select the desired report by
clicking itslink located in the Object Title column.

» Once you have selected your report, click the Parameter s tab to change the settings.

« If your report requires parameters to be provided by the user, you must configure the parameter settingsin the CMC to
ensure that parameter values are passed from the system when submitting the report viathe Report Submission page. If
you plan to submit reports from within your product, the Prompt the user for new value(s) when viewing check box
should be checked.

» Click OK on thiswindow and then click Update.

NOTE: Submitting Reports Through Business Objects Enterprise. If you plan to submit reports from Business
Objects Enterprise, you must a so define an appropriate initial value for each parameter, if applicable.

NOTE: User ID. Theuser id is defined as the first parameter in every sample report. This parameter is hidden when the
report is submitted from within your product, but it must be defined in the Crystal report.

Verify Business Objects Enterprise User Access Rights

To verify the accessrights for auser in CMC:
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» Navigate to the Rightstab in the Objects management area of the CM C and check that the user has correct security level
for the report.

 Integration with your product requires an access level of View On Demand for the user.

Designing Your Report Definition

When adding a new report, you must define it in the system to allow usersto request ad-hoc reports from on-line and to
take advantage of the multi-language provisions in the system. The following topicsillustrate the steps to take to correctly
configure your report definition.

Designing Main Report Definition Values

Refer to field description section of the report definition main page for information about defining general information
about the report.

For the validation algorithm, preliminary steps are required. Refer to Designing Validation Algorithms for more
information.

For the application service, preliminary steps are required. Refer to Designing Application Services for more information.

Designing Characteristic Types

The parameter tab on the report definition page uses characteristic types to define the report parameters. For each report
parameter that you plan to use, you must define a characteristic type.

Y ou do not need a unique characteristic type for each report parameter. For example, if Start Date and End Date are
parameters your report, only one Report Date characteristic type needs to be defined. This characteristic type would be
used on both date parameters.

Each characteristic type to be used as a report parameter must indicate a characteristic entity of Report.
To illustrate the characteristic type definitions, let's ook at the sample report Tax Payables Analysis. It needs the following
parameters: From Date, To Date, GL Account Type Characteristic Type and Account Type value.

NOTE: Account Type Parameters. The tax payables report must find general ledger entries that have posted to a
certain distribution code. In order to find the appropriate distribution code, the report expects each distribution code to
be defined with a characteristic indicating its GL account type (for example, Revenue, Asset, etc.) The report needs to
know the characteristic type used to define this entry.

To support the required parameters, the following characteristic types are needed.

Char Type Description Type Valid Values Char Entities

CI_DATE Date Parameter Ad-hoc (Uses validation algorithm Report
to validate proper date
entry)

CI_CHTYP Characteristic Type FK Reference CHAR_TYP Report

CI_GLTY GL Account Type Pre-defined A- Asset, E- Expense, Distribution Code, Report
LM- Liability/

miscellaneous, LT-
Liability/taxes, R-Revenue

Highlights for some of the above settings:

» We have defined a characteristic type for defining a characteristic type. Thisisto allow the user to indicate which Char
Type on the Distribution Code is used for the GL account type. Thisisan FK reference type of characteristic.

» The GL account type characteristic type is referenced on both the Distribution Code entity and the report entity.

Oracle Utilities Application Framework Administration Guide « 249



Designing Parameters

Y our report definition parameters collection must define a unique parameter entry for each parameter sent to the reporting
tool. The sequence of your parameters must match the sequence defined in your reporting tool.

Continuing with the Tax Payables Analysis report as an example, let'slook at the parameter definitions.

Parameter Code Description Char Type Default Value
P_FROM_DT From Date CI_DATE N/a

P_TO DT To Date CI_DATE N/a
P_CHAR_TYPE Account Type Characteristic CI_CHTYP CI_GLTY
P_TAX_ACCTY_CHAR Account Type Char Value for Tax CI_GLTY LT-Liability/taxes

Related GL Account

Highlights for some of the above settings:

» Thefrom date and to date parameters use the same characteristic type.

» The characteristic type parameter is defined with a default value pointing to the GL account type characteristic type.
» The GL account type parameter defines the liability/taxes account type as its default value.

NOTE: User Id. The sample reports provided by the system pass the user id as the first parameter passed to the
reporting tool. It does not need to be defined in the parameter collection for the report.

Designing Validation Algorithms

When designing your report definition, determine if cross validation should occur for your collection of parameters. In the
Tax Payables Analysis report, there are two date parameters. Each date parameter uses the characteristic type validation
algorithm to ensure that avalid date is entered. However, perhaps additional validation is needed to ensure that the start date
isprior to the end date. To do this, avalidation algorithm must be designed and defined on the report definition.

The system provides a sample algorithm RPTV-DT that validates that two separate date parameters do not overlap. This
algorithm should be used by the Tax Payables Analysis report.

If you identify additional validation algorithm, create anew algorithmtype. Create an algorithm for that algorithm type
with the appropriate parameter values. Plug in the new validation algorithm to the appropriate report definition.

Designing Application Services

Application services are required in order to allow a user to submit areport on-line or to view history for areport. Define an
application service for each report and define the user groups that should have submit/view accessto this report.

Update report definition to reference this application service.

Designing Labels

The system supports the rendering of areport in the language of the user. In order to support a report in multiple languages,
the verbiage used in the report must be defined in atable that supports multiple languages. Some examples of verbiagein a
report include the title, the labels and column headings and text such as "End of Report”.

The system uses the field table to define its |abels.
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NOTE: Report Definition. This section assumes that your new report in the reporting tool has followed the standard
followed in the sample reports and uses referencesto field names for all verbiage rather than hard-coding text in asingle
language.

For each label or other type of verbiage used by your report, define afield to store the text used for the verbiage.

Navigate to the field table using Admin Menu, Field.

Enter aunique Field Name. This must correspond to the field name used in your report definition in the reporting tool
and it must be prefixed with CM.

Define the Owner as Customer M odification.

Define the Data Type as Char acter.

Precision isarequired field, but is not applicable for your report fields. Enter any value here.

Use the Description to define the text that should appear on the report.

Check the Work Field switch. Thisindicates to the system that the field does not represent afield in the database.

Update the report definition to define the fields applicable for this report in the L abels tab.
If your installation supports multiple languages, you must define the description applicable for each supported language.
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Chapter 15

External Messages

This section describes mechanisms provided in the product that enable an implementation to configure the system to
communicate with an external application.

Incoming Messages

This section provides information about support for incoming messages.

Inbound Web Services

Inbound web service functionality is provided to support receiving web service requests from an external system.

Overview

The following topics provide overview information about inbound web services (IWS).

Multiple Operations

An inbound web service supports the configuration of one or more operation per web service. Each operation defines the
schema-based object to invoke to perform the desired function. An operation may refer to a Business Service, a Business
Object, or a Service Script. If the IWS supports multiple operations, each operation can refer to the same or acompletely
different schema-based object from other operations within the IWS. In addition, each operation may define a transaction
type, which is essentially an action that is supported by the schema-based object.

By default, Inbound Web Services uses the Schema Name to dictate the Request and Response for the service. The AP
can be overridden with custom formats by specifying Request and Response Schemas with the appropriate Request and
Response XSL to transform into the relevant schema formats.
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Annotations Used for Security

When preparing to deploy inbound web services, the security aspects of the service must be decided. There are three options
avallable:

» Attach a security policy to the IWS viaaWeb Service Annotation. The product supplies the security policy Username
Token Policy that may be used. This attaches a policy file (UsernameToken.xml) to the Inbound Web Service at
deployment time.

« Attach security policies to the Inbound Web Service viathe J2EE Web Application Server. This allows for multiple
policies to be attached as support by the 2EE Web Application Server.

» A combination of the internal and external security policies.

Inbound Web Service Deployment

Once an Inbound Web Service it must be deployed to the J2EE Web Application Server in order for it to be available to the
Web Service Clients to access the system. Refer to Deploying Web Services for more information.

Configuring Inbound Web Service Options

This topic describes the configuration needed for using inbound web services.

Technical Configuration

In order to use inbound web services, there are tasks a system administrator must perform.
Refer to the Server Administration Guide for technical details of each of these processes.

Maintaining Inbound Web Service Annotation Types

The product provides the annotation type Policy Annotation that defines the WS-Policy annotation. If your implementation
wishes to define additional annotation types, use the Inbound Web Service Annotation Types portal. Open this page using
Admin Menu > Inbound Web Service Annotation Type.

Y ou are taken to the query portal where you can search for an existing inbound web service annotation type. Once an
annotation type is selected, you are brought to the maintenance portal to view and maintain the selected record.

NOTE: Use of custom policies should only be considered if the policies supplied by the 2EE Web Application Server
are not sufficient for your implementation’ s needs.

Inbound Web Service Annotation Type Portal
This page appears when viewing the detail of a specific inbound web service annotation type.

It contains a zone that includes display-only information about the inbound web service annotation type along with the
actions that are available for maintaining an annotation type.

Please see the zone's help text for information about this zone's fields.
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Maintaining Inbound Web Service Annotations

The product provides the annotation User name Token Policy, which references the annotation type Policy Annotation
and enables WS-security. If your implementation wishes to define additional annotations, use the Inbound Web Service
Annotation portal. Open this page using Admin Menu > Inbound Web Service Annotation .

The topicsin this section describe the base-package zones that appear on the Inbound Web Service Annotation portal.

Inbound Web Service Annotation List

The Inbound Web Service Annotation List zone lists every annotation. The following functions are available:
» Click abroadcast button to open other zones that contain more information about the adjacent annotation.
» The standard actions of Edit, Delete and Duplicate are available for each annotation.

» Click the Add link in the zon€e's title bar to add a new annotation.

Inbound Web Service Annotation

The Inbound Web Service Annotation zone contains display-only information about an annotation, including its parameters.
This zone appears when an annotation has been broadcast from the Inbound Web Service Annotation List zone or if this
portal is opened viaadrill down from another page.

Please see the zone's help text for additional information about this zone's fields.

Maintaining Inbound Web Services

Inbound Web Services are used to define a specific message that your implementation will receive from an external system
and provides configuration needed to process the inbound message.

The product provides several inbound web services out of the box. By default, no annotations are defined for the base
inbound web services. Y ou may modify the message options or the annotations for any base IWS record. In addition, you
may define additional IWS records for other incoming messages supported by your implementation.

To view or define an inbound web service, navigate using Admin Menu > Inbound Web Service.

Inbound Web Service Query

Use the query portal to search for an existing inbound web service. Once an inbound web service is selected, you are
brought to the maintenance portal to view and maintain the selected record.

Click the Add link in the zon€e's title bar to add a new inbound web service.

Inbound Web Service — Main

This portal appears when an inbound web service has been selected from the Inbound Web Service porta or when drilling
into the record from another page.

The topicsin this section describe the base-package zones that appear on this portal.

Inbound Web Service
The Inbound Web Service zone contains display-only information about selected inbound web service.
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Note that the display for the base business object includes a deployment status. Refer to Inbound Web Service Deployment
for more information about the value of this status.

Also note that once an IWS record has been deployed, certain updates to the configuration require re-deployment. Refer to
theinline help and Inbound Web Service Deployment for more information.

Please see the zone's help text for more information about this zone's fields.

Inbound Web Service — Log

To view the Inbound Web Service - Log page, open Admin Menu > Inbound Web Service select an inbound web
service, and then navigate to the L og tab.

This page contains a standard log zone.

Deploying Web Services

This topic describes the configuration needed for using inbound web services.

Once an Inbound Web Serviceis defined it is not automatically available to the Web Service Clients to access the system.
The Deployment Status and the Active flag (set to true) indicate whether a Web Service is available or not. The last stepis
to deploy the Inbound Web Servicesto the J2EE Web Application Server. This deployment phase has a number of steps that
are automatically performed when a deployment isinitiated:

» TheWeb Servicefiles are generated and policies are attached.
» The WSDL is generated with appropriate annotations and enumerations.

» The necessary java stub code to implement the Web Service in the J2EE Web Application Server is generated and
compiled.

» TheWeb Services are built into avalid Web Application Archive (WAR) file.

» Optionally, the newly created Web Services WAR file is deployed to the J2EE Web Application Server. This can also be
done manually for clustered deployments, if desired.

There are two methods available for deploying inbound web services:

» Deployment at the command line using the iwsdeploy[.sh] command as outlined in the Server Administration Guide.
This method is recommended for native installations and production implementations.

 Deployment using the Inbound Web Service Deployment portal. This method is recommended for development and non-
production environments.

Inbound Web Service Deployment

To use the online Inbound Web Service Deployment portal, navigate using Admin Menu > Inbound Web Service
Deployment .

This following sections describe the base zones that are provided on the portal.

Deploy Inbound Web Services

This zone provides information about the last deployment. Use the Deploy button to deploy or re-deploy inbound web
services. All inbound web services whose Active switch is Yeswill be deployed. All whose active switch is No will be
undeployed.

Oracle Utilities Application Framework Administration Guide ¢ 255



NOTE: When an Inbound Web Service is deployed, the value of its service revision field is captured. Certain changes
to configuration will required re-deployment to take effect. When any of the following changes occur, the IWS service
revision valueisincremented. Thiswill cause the deployment status to show Needs Deploy.

» Active switch is changed
« AnAnnotation is added or removed
» An Operation is added or removed.

» The Operation Name, Schema Type/ Schema Name, Request or Response Schema, Reguest or Response XSL for an
Operation is changed.

Deployment Status
This zone displays alist of inbound web servicesin the product, including the deployment status.

The deployment status is determined by comparing the internal Service Revision field on each IWS against the value
captured at the time of deployment.

» Deployed. Indicates that the IWS has been deployed and no changes have been detected to the configuration.

» Needs Deploy. Indicates that the IWS has never been deployed or has been deployed but in the meantime, changes have
been detected to the configuration that require redeployment.

» Undeployed. Indicates that the IWS is marked as inactive and the IWS is not found to be deployed at thistime.
» Needs Undeploy. Indicates that the IWS is marked as inactive but the IWS is found to be deployed at thistime.

Use the broadcast button adjacent to any of the inbound web services listed in the zone to view the details of the IWS
record.

Inbound Web Service

This zoneisvisibleif any of the inbound web services in the deployment status zone have been broadcast. It is the same
zone that appears on the Inbound Web Service — Main portal.

Guaranteed Delivery

There are alternatives for sending messages to the system besides using inbound web services. An external system may be
able to send messages to the system in a generic manner where a new web service does not need to be defined for every new
type of message. These types of messages may provide a payload (the message) and the service script or business serviceto
invoke. An example of this type of communication is a message sent from a mobile application using RESTful operations.

The external system may have no mechanism for retrying failed messages. For this situation, the product provides an
algorithm that may be used to capture incoming messages that should ‘ guarantee delivery’. A servlet processing this type of
message may invoke the installation algorithm - Guaranteed Delivery, passing the details of the message and an indication
if aresponse should be returned. The algorithm is responsible for storing the message information in a table so that it can be
subsequently processed.

NOTE: The framework does not provide a sample algorithm for this plug-in spot. Y our specific product may provide an
algorithm and additional support for guaranteeing messages. Refer to your product documentation for more information.
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Outgoing Messages

This section provides information about support for sending messages from the application. Note that the XAl section also
describes sending outgoing messages using Outbound Message. This functionality is also supported.

Web Service Adapters

The base product provides a configuration object called Web Service Adapter that is used to help build configuration
objectsto allow for functionality in the system to initiate aweb service call from within the system. A Web Service Adapter
provides the following functionality:

o WSDL (web service description language) import. An implementer can use the WSDL import functionality to read the
details of aWSDL into the system

» Interna API generation. The system generates internal data areas that have two main purposes:. they provide the API for
custom code to define the appropriate input and they provide output data for the web service call using Oracle Utilities
Application Framework schema language. In addition, the web service dispatcher uses element mapping defined in the
data areas to transform the internal XML into the structure expected by the external system as described in the WSDL.

» Definesthe URL needed to perform the web service call at runtime.

Understanding Web Service Adapters

The following topics describe the system functionality in more detail.

Importing a WSDL

Configuring a Web Service Adapter starts by identifying the WSDL (the web service description language document
used to define the interface) that will be provided by the external system. The following steps describe the base product
functionality provided to allow a user to import aWSDL.

» Navigate to the Web Service Adapter pagein add mode and select the appropriate base business object.
» Enter ameaningful Web Service Name and appropriate descriptions.
» Provide the URL of the given WSDL.

» Click Import to retrieve the details of the WSDL. The system then parses the WSDL details and popul ates the WSDL
Service Name, WSDL Source, WSDL Port, URL and alist of Operations (methods) defined in the WSDL.

» Determine which Operations should be active based on the business regquirements for invoking this web service. Active
operations are those that the implementation is planning to invoke from the system. These require appropriate request
and response data areas generated for them. The following section provides more information about that.

» Specify the appropriate Security Type to configure the type of security to use when invoking this web service.
e Click Save.

At this point, aweb service adapter record is created in pending status. The next step isto generate the request and response
data areas for the operations configured as active.

Generating Request and Response Data Areas

Each active operation for the web service adapter requires apair of data areas, request and response, that represent the
request and response XML messages for the operation.
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The base product provides steps to generate the data areas as follows:

» Asdescribed in the Importing aWSDL section above, the operations listed in the WSDL are generated for the web
service adapter and the implementer should indicate which operation to activate.

» After saving the pending web service adapter, the display lists al the active operations and for each one includes a
Gener ate button.

» After clicking Gener ate for an operation, awindow appears where the names of the new Request and Response Data
Areas may be defined. Click Save to generate the data areas.

The generated data areas provide the API for the implementer to use when implementing the web service call in an
appropriate algorithm or servicein the system. The data areas contain the appropriate mapping from the elements that the
implementer works within the code that invokes the web services and the WSDL definitions.

To facilitate generating the request and response data areas, the base product invokes a special business service used to
create the appropriate mapping. The business service is defined as a BO option on the Web Service Adapter business object.
This allows an implementation to provide a custom business service to further enhance the request and response mapping
where appropriate.

NOTE:

Generated data areas. It is possible to edit and modify the generated data areas after they are created. An implementer
can change element names or remove unneeded elementsif desired. Manually changing the generated data areas must be
done only when absolutely necessary. Thisis because the system is not able to validate manual changes and issues with
the data areas would only be detected at run time.

Activating Web Service Adapters

The business objects provided by the base package for web service adapters include a simple lifecycle of Pending and
Active. Configure the web service adapter and its data areas while in Pending status and activate it when it is ready to be
implemented in the appropriate system functionality.

Invoking Web Services

To make acall to aweb service using aweb service adapter, the system has provided a Web Service Dispatcher business
service (F1-1nvokeWebService) to submit aweb service call. The calling program is responsible for retrieving al the
information to correctly populate the request data required by the web service call before invoking the business service.

NOTE:
Refer to the detailed description of the business service for more information.

Limitations
The following points highlight limitations associated with the types of web services that the system supports:

» Itispossiblefor one WSDL document to contain definitions for several web services. The system currently supports
only one port or service per WSDL document.

» Itispossiblefor aWSDL to support multiple message patterns. The system currently supports only request / response.

Setting Up Web Service Adapters

Use the Web Service Adapter portal to define the configuration needed to communicate with an external system using aweb
service call. Open this page using Admin Menu > Web Service Adapter .

This topic describes the base-package zones that appear on the Web Service Adapter portal.
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Web Service Adapter Query

Use the query portal to search for an existing web service adapter. Once aweb service adapter is selected, you are brought
to the maintenance portal to view and maintain the selected record.

Web Service Adapter Portal

This page appears when viewing the detail of a specific web service adapter.

Web Service Adapter - Main

The Web Service Adapter main page contains a zone that includes display-only information about the web service along
with the actions that are available for maintaining a web service adapter.

Please see the zone's help text for information about this zone's fields.

FASTPATH: Refer to Understanding Web Service Adapters for information about common web service adapter
functionality.

Web Service Adapter - Log

This page contains a standard log zone.

Sending Email

The framework provides the ability to initiate an email from within the system. The following topics highlight the
functionality available.

» Sending email “real time”. The framework provides a business service F1-Email Service that supports sending an email.
The schema supports elements for al the information required to create an email. It also supports sending attachments.
The SMTP information (host, user name and password) may be provided or may be defined on an XAl sender, that may
be provided as input. Review the business service schema for information about the input elements.

NOTE: Validating attachments. If aValidate Email Attachment algorithm is plugged into the installation record, it
is called to validate the attachments supplied, if applicable.

» Staging records to be emailed in “near real time”. This option may be used by options that are creating emailsin bulk.
This technique uses the outbound message table to capture the details of the email message.

XML Application Integration

This section describes the XML Application Integration (XAl) utility, which enables you to configure your system to
receive information from and to send information to external applications using Extensible Markup Language (XML)
documents.
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The Big Picture of XAl

The XML Application Integration (XAl) module provides the tools and infrastructure that businesses require for integrating
their applications with your product. The integration your product with other systems across organizationa boundaries or
business is made possible, regardless of the platforms or operating system used. XAl provides an integration platform that
enables the following:

» Integrate with Customer Relationship Management (CRM) systems
 Provideinformation feeds for web based customer portals

 Fit seamlessly with web based applications

» Facilitate fast implementation of batch interfaces

» Integrate with other XML compliant enterprise applications

XAl exposes system business objects as a set of XML based web services. The service can be invoked via different
methods, e.g., Hypertext Transfer Protocol (HTTP) or Java Message Service (JMS). Consequently, any application or tool
that can send and receive XML documents can now access the rich set of system business objects. Business-to-Business
(B2B) or Business-to-Consumer (B2C) integration with other enterprise applications as well as the setup of web portalsis
made very simple and straightforward.

XAl Architecture

The XAl architecture contains 3 major components:
» The Core Server Component

e The Multi Purpose Listener (MPL)

e The Client Component

The Core Server Component

The core server component is responsible for receiving XML requests, executing the service and returning the response to
the requester.

The following diagram shows the XAl tool operating on aweb server and providing integration between the system
business objects and various external applications.
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The coreisbuilt in Java, using alayered, scalable architecture. The basic transport protocol supported by the core is SOAP/
HTTP.

FASTPATH: Refer to SOAP for more information.

The XAl core server provides a Java servlet to process requests through HTTP. Y ou may also use other messaging
mechanisms such as message queuing, publish/subscribe or a staging table. The multi-purpose listener processes the

messages.

The Multi Purpose Listener (MPL)

NOTE: Multi Purpose Listener functionality has been replaced with Oracle Service Bus (OSB). New implementations
should use OSB for processing. Existing implementations with MPL configurations should migrate these to OSB. See
Using Oracle Service Bus (OSB) as a Replacement for MPL for additional information.

The Multi Purpose Listener (MPL) is amulti-threaded Java server that constantly reads XML requests from various external
and internal data sources, such as a Java Message Service (JIMS) message queue, a JM S topic or system staging tables.

The MPL can be used to process inbound messages (those sent by an external application to invoke a system service),
or outgoing messages (those sent by your product to external applications). The MPL uses different receivers to process
messages from different data sources.

A receiver isimplemented using 3 distinct layers:
e TheReceiving Layer
» The Execution Layer
e The Response Layer

The Receiving Layer

Thislayer deals with polling various locations to determine if new records, files or incoming requests exist. The various
locations include:
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» Staging tables, including XAl staging control, XAl upload staging, notification download staging (certain products only),
and outbound message.

» Anexterna directory that contains afile, for example a comma delimited file or an XML file.
» A JMS queueltopic.

A separate receiver is defined to read requests from each of these locations. When the MPL server starts, it looks for all
defined active receiversin the XAl Receiver table, and for each receiver it starts athread that constantly fetches messages
from the message source.

Once arequest messageisread, it is passed to an execution thread that implements the execution layer. Each receiver
references an Executer that is responsible for executing the request.

Configuring Multiple MPL Servers

A single MPL server may only run one of each of the above staging table receivers for a given JDBC connection. To
enhance the performance of the processing of the staging tables, you may define multiple MPL servers where each one runs
the active receivers defined in the receiver table.

To ensure that each staging table receiver processes its own set of recordsin the staging table, the receiver selects a set
number of records (specified as XAl option Number of Recordsan MPL Receiver Will Process At a Time) and marks
those records with the 1P address and port number of the MPL.

The Execution Layer
The execution layer sends the XML request to the XAl core server and waits for aresponse.

NOTE: Currently the only type of executer supported isthe XAl servlet running either on an XAl server or locally
under the MPL. However the architecture allows for executing a request on other execution environments.

The executer isinvoked and is passed in an XAl Inbound Service that specifiesan XML request schemaand an adapter.
Adapterstell XAl what to do with arequest. The adapters point to a specific Java class that renders a service.

For example you can configure an Adapter to invoke any published application object (by pointing it to the appropriate java
class). This adapter accesses system objects through the page service. Y ou can think of an adapter as a plug-in component.

Once the executer processes the request and aresponse is received, it istransferred to the next layer, the response layer.

The Response Layer

The response layer is responsible for "responding” to the execution. The responses are handled by invoking an appropriate
sender defined on the receiver's response information. Each sender defined in the system knows how to process its response.
For example:

» The JMS queue sender and the IM S topic sender post responses to the appropriate queue / topic.
» The staging control sender handles errors received during the execution of the staging control request.

» The upload staging sender updates the status of the upload staging record based on the success or failure of the staging
upload request.

» Thedownload staging sender is a bit unusual because it is helping to build the message being sent (Oracle Customer
Care and Billing only).

NOTE: There are some cases where aresponse is not applicable. For example, the file scan receiver creates a staging
control record to process afile that existsin a directory. Thereis no "response” applicable for executing this request.
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Using Oracle Service Bus (OSB) as a Replacement for MPL

This section describes the installation and configuration of Oracle Service Bus (OSB) as areplacement for the Multi-
Purpose Listener (MPL).

Oracle Utilities Application Framework (OUAF) has long utilized the MPL for integrating the product with alarger
enterprise infrastructure. While it has served its purposes over the years, it has fallen behind accepted industry standards
based on the Service Oriented Architecture (SOA). The magjority of MPL functionality can be replaced with out of the box
solutions provided by Oracle Service Bus (OSB). For the two exceptions, Outbound M essage and Notification Download
Staging (NDS), the framework includes resources for integrating these with OSB.

OSB is extensible by defining transports. A transport is a software entity whose sole purpose is to produce a message to
be processed by OSB and consumes the result (normal or error) returned by OSB. By utilizing the two custom transports,
OUAF Outbound Message and NDS, to define what messages to process, an implementation can fully utilize an OSB
development environment to define how to process these messages.

Before developing OSB integrations for OUAF, the devel oper should be familiar with OSB devel opment such as creating
proxy services, business services, and message flow/routing. These terms are defined as follows:

Business Service: In OSB, aBusiness Service is an entity that receives a message from OSB and processes it. This should
not be confused with the OUAF Business Service entities. In this section we use Business Service or OSB Business to refer
to abusiness service in OSB. If we need to refer the business services in OUAF we will refer to them as OUAF Business
Services.

Proxy Service: In OSB, aProxy Serviceisthe entity that receives a message from a source and routes it to a Business
Service. These replace the MPL Senders and Receivers. An OSB replacement for an MPL Receiver will receive a message
from an external source (such as aweb service, email, or file) and deliver messages to OUAF via a Business Service created
from an XAl Web Service or Inbound Service. An OSB replacement for an MPL Sender will receive a message from
OUAF (Outbound Message, NDS) and deliver it to an external destination (web service, email, etc.).

Migrating MPL Integrations to OSB

OUAF installations with existing MPL based integrations should use OSB as a functional replacement. These are not drop
in replacements. The existing MPL configuration is not utilized in any way by OSB:

» FileImport/Export —should utilize OSB native file import/export adapter. This is much more powerful and user
friendly than MPL. It will not utilize MPL configuration.

» Email —should utilize the Oracle Email adapter. It will not utilize MPL configuration.

+ JMS—should utilize standard OSB JM S adapter. MPL configuration will not be used.

» DBMS-should utilize the OSB Database adapter. MPL configuration will not be used a migration best practice and
sample IMS interface will be developed.

» Outbound Message — should utilize the OUAF Outbound Message (omsg) transport. Each proxy service will
encapsul ate information about which type of outbound messages to query, where to send the message, and how to
process the response.

» Notification Download Staging (NDS) — should utilize the OUAF NDS (nds) transport. Each proxy service will
encapsul ate information about which NDS records to process, where to send the message, and how to process the
response.

Installing the OSB Transports

Before you can develop OSB proxy services that use the OUAF omsg or nds transports, you must install the transports
in the target OSB environment. The OSB transports are released as binary packages to be deployed into a WebL ogic
environment.
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Follow these steps to deploy the transports:

o o M w NP

Install WebL ogic and OSB on the target system.

Extract the contents of the OUAF Transport distribution osb_ouaf_transports.zip

Extract osb_osb_transports.zip.

Run the setDomainEnv.cmd/setDomainEnv.sh from the OSB user domain to set up the OSB compliant environment.
Change to the ouaf_osh_transports/osb directory.

Edit build.properties to define the installation properties # Weblogic and the OSB installation directories:

mw. hore=C: / or acl e/ M ddI ewar e
W . home=${ mw. hormre}/w server_10. 3
osb.install.dir=${mw horme}/ O acl e_0OSB1

# Staging area to pick up deployable entities

ouaf . osb. di st =C: / ouaf _osb_transports ouaf. osb. dist.transport=%${ouaf.osb.dist}/transport
ouaf . osb. di st. ecl i pse=${ ouaf. osb. di st}/eclipse

ouaf. osh. di st.of fline=${ouaf.osb.dist}/offline

### Webl ogi ¢ Server information ###
w s. host name=| ocal host

w s. port=7001

w s. user nanme=webl ogi c

w s. passwor d=webl ogi c1

W s. server. name=Admi nServer

Deploy the transport by running ant deploy.
NOTE: The build.xml file requires weblogic.jar to be in the classpath asit contains the wideploy ant action.

The easiest way to verify the installation was successful isto create a simple outbound message or nds based proxy service.

Configuring JDBC Data Sources

Outbound messages and NDS transports read their messages from the OUAF database. Both transports access the database
viaaWebL ogic data source that is configured as follows:

1.

a M w DN

Loginto the WebL ogic console and click on Data Sour ces in the Domain Configurations, Services section of the
page.

Inthe list of data sources, select New > Generic Data Source to create a new data source.
Specify a JNDI Name. This name is used to identify the data source connection in your OSB Proxy Services
In the Configuration, Connection Pool tab, assign the URL and credentials needed to connect to the database.

Save the database connection.

Developing an Outbound Message Transport Using OSB

Before developing an OSB outbound message proxy service, you should prevent any legacy MPL services from attempting
to process that type of outbound message. This is accomplished by changing the processing method from MPL to SOA in
the OUAF application.

Example

This example shows how to create an OSB integration to handle OUAF Outbound Messages. In OSB, thisis accomplished
by creating a proxy service that is configured to receive outbound messages. Once a proxy service receives amessage it can
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optionally transform the message and then route it to an OSB Business Service which will usually be aweb service created
fromaWSDL.

Specifically, this example creates a proxy service that receives ZZKJHTY P outbound messages and sends them to avery
simple HelloWorld web service that is described in the book Definitive Guide to SOA. In practice, any web service can be
used.

To create the OSB Business for the Hello World web service, follow these steps:

1. Saveacopy of the HellowWorld web service's WSDL to your local computer.

2. Logintothe OSB Service bus console (for example, http://localhost:7001/sbconsol ).
Under Change Center, click Edit to create anew session.

Click Project Explorer to see all your OSB Projects.

Create anew project or click on an existing project (for example, OutboundM essage).
Click on the project namein the project list to go to the project editor.

In the project, select WSDL from the Create Resour ce menu to create anew WSDL.

© N o g >~ w

In the WSDL details page, give your WSDL a name and either upload the WSDL file or cut and paste its contents into
the text area.

9. Savethe WSDL. thistakes you back to the Project page.
10. Select Business Service from the Create Resour ce menu to create a new business service resource.
11. Give your business service a name and description.
1. Select WSDL Web Service for the service type and then click Browse to select the WSDL that you just created.

2. Inthe WSDL browser, select the WSDL and click on its port. Thiswill enable the Submit button which will bring
you back to the Business Service page

12. Click Next to set the configuration for the Business Service's transport. Click Add in the Endpoint URI. Thiswill add
the endpoint defined in the WSDL to the list of existing URI’'s. Use the garbage can icon to delete the URI REPLACE_
WITH_ACTUAL_URL.

13. Click Last to verify the configuration and then click Save. Alternatively, click next to view the other configuration
options that you don’'t need to modify.

To create an OSB Proxy Service using the OUAF transports, follow these steps. Steps 1-5 can be skipped if you' re already
in the Project Editor after creating the business service.

1. Logintothe OSB Service bus console (for example, http://localhost: 7001/sbconsole).

2. Under Change Center, click Edit to create a new session.

Click Project Explorer to see all your OSB Projects.

Create anew project or click on an existing project (for example, OutboundM essage).

Click on the project name in the project list to go to the project editor.

In the project, select Proxy Service from the Create Resour ce menu to create a new proxy service.
Give the new proxy service aname (for example, OutboundM essageTest) and description.

For Service Type, select Any XML Service.

© © N o g >~ w

Click Next to go to the Transport Configuration page
10. For Protocol, select omsg .

11. Inthe Endpoint URI field, enter the ID of the type of outbound message that this proxy service should process (for
example, ZZKJHTYP).
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12.
13.
14.
15.

16.
17.
18.
19.
20.
21.

22.

Get All Headers should be set to No because there are not currently any headers defined
Click Next to go to the OMSG transport configuration page.
Specify the name of the JIDBC Data Source that connects to the OUAF database (for example, FW420DEV)

Adjust the poll interval if you would like the outbound message table polled at a different frequency from the default of
60 seconds.

L eave the dispatch policy set to the default values.

Click Next to go to the Message Handling page.

Leave all default values on the Message Handling page.

Click Next to review your settings. Then click Save to save the proxy service

On the project page, click the message flow icon under Actionsto define the processing of the message.

Define any transformations that are needed on the input and route the message to a previously defined business service
set up for the endpoint for the remote system.

In the OSB Change Center, activate your changesto start the ProxyServices.

The XAl Client Component

The XAl Client component isthe set of online control tables and tools used to manage your XAl environment.

The Schema Editor isatool used to create and maintain XAl schemas.

FASTPATH: Refer to XAl Schema for more information.

The Registry isaterm used to refer to al the tables required to "register” a servicein the system. It includes the XAl
Inbound Service and a set of control tables defining various options.

The Trace Viewer isinstalled with your XAl client toolsand is used to view traces created on the XAl server.

XML Background Topics

The following section introduces some background information related to XML.

XAl Schemas

NOTE: Business Adapter. The BusinessAdapter adapter supports communication to configuration tool objects:
business objects, business services and service scripts through their own schema API. When communicating to these
objects, it is not necessary to create XAl schemas for the schemas associated with the objects. Asaresult, thereisno
need to use the XAl schema editor when defining XAl Inbound Services for this adapter.

At the core of XAl are XML web services based on XML schemas. XML schemas define the structure of XML documents
and are the infrastructure of e-business solutions. They are used to bridge business applications and enable transaction
automation for e-commerce applications. Industry standard schemas document common vocabularies and grammars,
enhancing collaboration and standardization. Validating XML processors utilize XML schemas to ensure that the right
information is made available to the right user or application.

The system exposes its application objects as XML schemas that define the interface to system services. Every service
(e.g., CreatePerson or AccountFinancialHistory) is defined using a pair of schemas:. the Request Schema and the Response
Schema. The request and response schema can be identical.
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The Request Schema defines the XML document structure describing the "inputs' for a service.
The Response Schema defines the XML document structure describing the "outputs® of a service.

The Schema Editor

To facilitate the process of exposing business objects as XML schemas, we use the Schema Editor, a graphical tool to
create, import and maintain schemas. The Schema Editor provides automated wizards to import schemas residing in existing
data structures and documents. The Schema Editor can import schemas from the following sources. system business objects,
ODBC data sources, sequential files.

Data Sources Schema Editor KAl Repository
Siehal SOVL
It Objact e
Schema
hl efaln fo
AL
Response
DhBC schema
JOBC
: Services
Sequential Regictry
File =

Before the XAl tool can use a service, it must be registered or published.

FASTPATH: Refer to Schema Editor and How to Publish an XAl Service for more information.

XSL Transformations

XSL Transformations (XSLT) is alanguage used to transform an XML document into another XML document or another
document format such asHTML. It is part of the Extensible Stylesheet Language (XSL) family of recommendations for
defining XML document transformation and presentation. It is defined by the World Wide Web Consortium (W3C) and
iswidely accepted as the standard for XML transformations. Severa tools are available on the market to generate XSLT
scriptsto transform an XML document defined by a source schemato an XML document defined by atarget schema.

FASTPATH: Refer to How To Create an XS Transformation for more information.

In XAl you can use XSL to:
» Transform an inbound message into the structure required by the XAl request schemafor that service.
» Transform the response to an inbound message into a format defined by a schema provided by the requesting application.

FASTPATH: Refer to XAl Inbound Service for more information.

» Transform an outgoing message before it is sent out.

FASTPATH: Refer to XAl Route Type for more information.

» Transform datafrom an external source before it isloaded into the staging upload table.

FASTPATH: Refer to XAl Inbound Service Saging for more information.
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SOAP

SOAP stands for Simple Object Access Protocol. The SOAP "Envelope" is the wrapping element of the whole request
document that may be used by messages going through the XAl tool.

The following diagram shows asimple XML request using the SOAP standard.

<SOAP-ENV:Envelope-

<CorrelationID=1234</CorrelationI D>
<SOAPActionVersion=1.2</50APActionVersion=

<SOAP-ENV:Body=
transaction Type="Read >
=CISAccountService:
<CISAccountHeader
AccouniD="1234>
f=
=/CIS AccountService=
=/CISAccount=
</SOAP-ENV: Body>
Z/SOAP-ENV:Envelope=

FASTPATH: Refer to How to Build the XML Request Document for more information about building a request using
the SOAP standard.

XPATH

The XML Path Language (XPath) is an expression language used by XSLT to access or refer to parts of an XML document.
It is part of the XSL recommendations maintained by the W3C. XPath provides the syntax for performing basic queries
upon your XML document data. It works by utilizing the ability to work with XML documents as hierarchically structured
data sets.

In the following XML document, some examples of XPath references are:
+ authors/author/name

 authors*/name

« authorg/author[nationality]/name

« authors/author[nationality="Russian’]/name

 authorg/author[ @period="classical"]

<7xml wersion='l.0'?>
<guthorss
<guthor period="classical®>
“namerSophocles< mamer
<nationalityriresk</nationalityr
<fauthor>
<guthor>
<pamerLec Tolstoy</name>
“nationalityrRussian</nationalitys
</auchor>
<author period="classical®>
<name>Plato< /mame>
<pationality>Greak</nationality>
< fauthor>
<jauthors>
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In the XAl tool, XPath is used to construct outgoing messages.

Server Security

XAl server security supports the basic HT TP authentication mechanism as well as web service security (WS-Security)
to authenticate the user requesting service. When authenticating using WS-Security, the SOAP header contains the
authenticating information.

The base package provides two XAl server URLS, one that uses basic HT TP authentication (‘/classicxai’) and another that
supports both methods ('/xaiserver'). Regardless of which authentication method is practiced, it is the latter you should
expose as your main XAl server. The main XAl servlet gathers authentication information from the incoming request
(HTTP or SOAP header) and further callsthe internal ("classic") servlet for processing.

The"classic" XAl server security uses the basic HT TP authentication mechanism to authenticate the user requesting
service. It assumes the requester has been authenticated on the Web server running the XAl servlet using the standard
HTTP (or HTTPS) basic authentication mechanism. The authenticated user-id is passed to the application server, which is
responsible for enforcing application security. This requires the system administrator to enable basic authentication for the
Web server running the XAl servlet. To enable HTTP basic authentication, the XAl server '/classicxai’ should be defined as
a url-pattern in the web resource collection in the web.xml file. When the XAl server is not enabled for basic authentication,
it transfers the user-id specified on the Default User XAl option to the application server.

By default, the system would always attempt to further authenticate using SOAP header information. Thisis true even if the
request has already been authenticated via the Web server. Use the Enfor ce SOAP Authentication XAl Option to override
this behavior so that a request that has been authenticated already by the Web server does not require further authentication
by the system.

If SOAP authentication information is not provided, the system attempts to authenticate this time using information on the
HTTP header. Y ou can force the system to solely use SOAP authentication using the Attempt Classic Authentication XAl
Option.

Currently the system only supports the standard Username Token Profile SOAP authentication method where "Username”,
"Password" and "Encoding” information is used to authenticate the sender's credentials. The following is an example of a
Username Token Profile in a SOAP header:

<SOAP- ENV: Envel ope xm ns: SOAP- ENV = "urn: schemas- xm soap- or g: envel ope" >
<SQOAP- ENV: Header xm ns:wsse="htt p://ww. W3. or g/ 2001/ XM_Schena- i nst ance" >
<wsse: Security>

<wsse: User naneToken>

<wsse: User nane>MYUSERI D</ wsse: User name>

<wsse: Password Type="Passwor dText " >MYPASSWORD</ wsse: Passwor d>

</ wsse: User naneToken>

</ wsse: Security>

<SQAPAct i onVer si on>2. 0. 0</ SOAPAct i onVer si on>

</ SOAP- ENV: Header >

<SQAP- ENV: Body>

</ SOAP- ENV: Body >
</ SOAP- ENV: Envel ope>

By default both user and password are authenticated. Y ou can use the System Authentication Profile XAl Option to change
this.

NOTE: Custom authentication. Y ou can override the base package user credentials authentication logic using the
System Authentication Class XAl Option.
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Inbound Messages

Inbound messages are XML messages sent by an external application to invoke a system service. Inbound messages can
be sent one at atime or in batches of several messagesin afile. Third party integration points can import web services for
inbound service calls. The standard method of doing thisis by publishing aWSDL (Web Service Definition Language)
definition for each exposed service.

Synchronous Messages

XAl

Rgpos:itory

¥
XAl Server

| 4

Synchronous service requests are sent using the HTTP protocol to the XAl servlet, which runs under aweb application
server such as WebL ogic.

» The service request XML document must conform to the request schema that defines the service.

» The XAl servlet on the web server receives the service request XML document and based on the service name in the
document identifies the appropriate XAl Inbound Service. Once the service isidentified, the XAl servlet accesses the
XAl Inbound Service record to find out the properties of the service.

» Based on the service properties, the XAl module loads the request and response schemas from the schemas repository
(and caches them in memory).

» Based on the Adapter referenced by the service, it calls the appropriate adapter. The adapter performs most of the work
to service the request.

» The adapter connects to the application server, based on the connection information in the registry control tables.
« It then parses the request document using the request schema.

« Once the request document has been validated, the adapter converts the XML request document into acall to the
application server.

» The response returned by the application server is then converted into a service response XML document, based on the
response schema.

» The XML response document is shipped back to the caller over HTTP.
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Using HTTP for Synchronous Service Execution

Invoking a service is not much different from sending aregular HTTP request. Here the HTTP request containsthe XML as
aparameter. The XAl server handling requests viathe HTTP protocol isimplemented using a Java servlet running on the
web server.

Microsoft Visual Basic/C Example

Microsoft provides an easy way to send XML requests over HTTP. To send and receive XML data over HTTP, use the
Microsoft XMLHTTP object

set xmlhttp = createObject("Microsoft XMLHTTP")

xmlhttp.Open "POST", http://Local host:6000/xaiserver, false

xmlhttp.Send XML Request

XMLResponse = xmlhttp.ResponseText

Here http://localhost: 6000/xaiser ver isthe URL of the XAl server. XML Request contains the XML request to be
processed by XAl and XM L Response contains the XML response document created by the XAl runtime.

Java Example

Java provides avery simple way to send arequest over HTTP. The following example shows how a request can be sent to
XAl from an application running under the same WebL ogic server as the one XAl runs. In this example, we use the "dom4j
" interface to parse the XML document.

import com.splwg.xai.external .*;

import org.dom4j.*;

String xml;

xml ="<XML request>";

XAIHTTPCallForWebL ogic httpCall = new XAIHTTPCallForWebL ogic();
String httpResponse = httpCall.call X Al Server(xml);

Document document = DocumentHel per.parseText(httpResponse);

Asynchronous Messages

Varioustypes of receivers running under the MPL server (rather than the XAl server) handle asynchronous inbound
messages from several sources.

Requests may be received viathe following:

» MQSeries, TIBCO or any JM S compatible messaging system

» The XAl Upload Staging table

Theresponseis returned to the IMS queue/topic or to the staging table.

FASTPATH: Refer to Designing XAl Receiversfor more information about the different receivers provided by the
product for the different data sources.

The following diagram shows the flow for asynchronous inbound messages.
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Using JMS

Java Message Services (M S) is a standard Java 2 Platform, Enterprise Edition (J2EE) protocol to send/receive
asynchronous messages using a queue or topic message protocol.

XML messages may be received and sent via JM S using either a JM S Queue or IMS Topic. In order to accessaJMS
provider such as MQSeries, TIBCO or WebL ogic, the MPL must first connect to the appropriate server usingaJJMS
Connection.

The following diagram depicts a message sent and received through a JM S Queue.

ML Request

Business Services
WL Responsg

Using JMS Queues

JMS Queues are used to receive and send messages using the message queue protocol. Products that support this protocol
include MQSeries.

The following describes events that take place when a IMS queue is used:

» Therequester places the XML request message on a IMS queue. The request contains both the XML message and the
name for the reply queue.

» The JMS Queue Receiver waits for messages on that queue. When the message arrivesit is selected from the queue and
executed using the adapter for the requested service.

« The XML response message is placed on the reply queue specified in the request. It is the requester's responsibility to
fetch the response message from the queue.

The MPL uses a JNDI server to locate the queue resource.

FASTPATH: Refer to Designing XAl JMS Queues for more information.

Using JMS Topics
JM S Topics are used to send and receive messages using the publish/subscribe messaging model. Products that support this
protocol include TIBCO, MQSeries and WebL ogic.

The MPL uses a JNDI server to locate the topic resource.
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» DefineaJMSTopic receiver, listening to a predefined JIMS Topic.

» The other application builds an XML message based on the schema defined for that service.

» It sendsthe XML request to the predefined topic and specifies the reply topic name.

» The MPL reads the message from the Topic, executes the service and returns the response to the reply topic specified in
the inbound message.

FASTPATH: Refer to Designing XAl JMS Topics for more information.

Staging Upload

The system provides a staging table, where an interface can store XML requeststo perform a service in the system.
Some external systems interfacing with the system are not able to produce XML request messages. Or you may have
external systems that produce XML messages but the messages are sent in a batch rather than real time. The system
provides the capability to read an external data source containing multiple records, map the datato an XML request and

store the request on the XAl upload staging table. These records may bein XML requests, sequential input files or database
tables.

The XAl upload staging table may be populated in one of the following ways:

»  When a collection of messagesin afile or database table must be uploaded, a staging control record should be created
for each file/database table. The Saging Control Receiver processes each file or database table and creates records in the
XAl upload staging table for each message.

» The XML File Recelver creates records directly in the XAl upload staging table. Note, in addition, the XML File
Receiver creates a staging control record to group together these records.

» XAl createsrecordsin the XAl upload staging table for inbound messagesin error that are configured to post the error.

» Itispossible that when aresponse to a notification download staging message is received (Oracle Customer Care and
Billing only), the response requires some sort of action. If thisis the case, the system creates an XAl upload staging
record (and an XAl staging control record) for the response.

Staging Upload Receiver

Oncethe XML requests are in the staging table, the Staging Upload Receiver reads the requests from the XAl upload
staging table and invokes the XAl server (viathe executer) with the appropriate XAl inbound service. Inbound service
records typically point to the core adapter used to invoke system services.

Staging Upload Sender

The staging upload sender handles "responses’ to the execution of the message in XAl upload staging. If the execution
is successful, the sender updates the status of the upload staging record to complete. If the execution is unsuccessful, the
sender updates the status to error and creates arecord in the XAl upload exception table.

NOTE: Configuration required. The above explanation assumes that you have correctly configured your upload
staging receiver to reference the upload staging sender. Refer to Designing Responses for a Receiver for more
information.

Staging Control

The staging control table is used to indicate to XAl that thereis afile or table with a collection of records to be uploaded.
The special Staging Control Receiver periodically reads the staging control table to process new records.

The XAl staging control table may be populated in one of the following ways:
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» To process a specific sequential input file, manually create a staging control record and indicate the |ocation and name of
the file and the XAl inbound service to use for processing. Use this mechanism to process ad-hoc uploads of files.

» |f afileisreceived periodically, you may define a File Scan Receiver, which periodically checks a given file directory
for new files. Thefile scan receiver creates a new staging control record to process thisfile.

» The XML File Receiver processes afile containing a collection of XML messages to be uploaded. The XML file receiver
creates a staging control record and creates records directly into the XML upload table. The staging control record is
automatically set to a status of Complete and is used to group together the XML upload records. Refer to Processing
Saging Upload Records for a Saging Control for more information.

» Toupload records from a database, manually create a staging control record and indicate an appropriate XAl inbound
service, which contains the information needed by the system to access the appropriate table. Use this mechanism to
process ad-hoc uploads of files.

NOTE: To upload records from a database table, you must create a staging control record. There is no receiver that
periodically looks for records in a database table.

» Toupload records from a Lightweight Directory Access Protocol (LDAP) store, use the LDAP Import page to select
users or groups to process. Uploading records from this page causes a staging control record to be created. In addition,
you may manually create a staging control record to upload data from an LDAP store and indicate the appropriate file to
import. Refer to How Does LDAP Import Work for more information.

» Whenever an XAl upload staging record is created, an XAl staging control record is created as well.

FASTPATH: Refer to Batch scenarios for more information about configuring the system to populate the staging
control with requests from external files.

Staging Control Receiver

The Staging Control Receiver processes staging control records and invokes XAl (viathe executer) to execute the regquest.
The executer uses the appropriate adapter to generate recordsin the XAl Upload Staging table - one for reach record in the
file or table.

The diagram below illustrates the information used by the staging control receiver to load data onto the staging table from a
sequential input file.

Create an AL
message using the
input schema

Fead records
From Input File

HML message
based on target
serdice schema

Store record
in stacing upload

Transform using
recard X5l

The staging control adapter does the actual work. It reads the individual records in the input file and applies the X SL
transformation script indicated on the XAl inbound service record to the input data to produce an XML request in the XAl
upload staging table.

Processing Staging Upload Records for a Staging Control

In some cases, a process may populate records directly into the XML staging upload table. An example of such aprocessis
the XML File Receiver. In this case, a staging control record is aso created and used to group together the staging upload
records.

The staging control contains information needed to process a group of staging upload records:
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» The user related to these records. This user is for application security purposes. The user indicated here must have the
proper rights for the application service and transaction type to be executed by XML upload records processed for this
staging control.

» Anindication of whether or not the records should be processed sequentially.

Processing Staging Records in Sequential Order

In some cases, a collection of messages uploaded together in a file must be processed in the order the messages are received.
For example, if messages to add a person and add an account for this person are received together, the message to add the
person must be processed before the message to add the account.

If messages received in afile must be processed sequentially, turn on the Sequential Execution switch on the staging control
record. When the staging control receiver creates records in the XML upload table, the identifier of each record isbuilt asa
concatenation of the staging control record and a sequential number. If your staging control record indicates that the XML
upload records should be processed in sequential order, the records are processed in primary |D order.

NOTE: Non-sequential processing. If your staging control does not indicate that the related XML records should be
processed in sequential order, the records are processed by the staging control receiver using a random, multi-threaded
mechanism.

If you have defined a receiver to periodically search for files and populate records in the staging control table, you may
turn on the Sequential Execution switch on the receiver. This ensures that records processed as aresult of thisreceiver are
executed in sequential order.

Staging Control Parameters

If your staging control accesses the data from a database table, you have the capability of defining the selection criteria. XAl
inbound services that reference the Cl SStagingUpload adapter may contain a collection of fields that are used in an SQL
WHERE clause. When adding a new XAl Saging Control record, you can define the values for the WHERE clause.

For example, imagine that you have awork management system where new premises are defined. Rather than waiting for
this system to "push” new datato you, you design the interface to have the system "pull” the new data by looking directly at
the "new property” database table.

The Request XML for your XAl service contains SQL statements used to access the data. Y ou could define a Staging
Control Parameter of "Add Date". When creating your staging control, you may enter a parameter value of today's date.
When thisrecord is processed, it only retrieves new properties from this work management table whose Add Date is today.

The following example shows part of the Request XML schemafor an XAl Service that SELECTS premises based on postal
code.
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<Schema wmins="urn:schemas-microsoft -com:xml-data" «mins: di="urn:schemas-microsoft
com:dat rj!l,rpu;‘ winlns: d="urn schemas-microsoft-com :clﬂlgpr,lplpc:,' wrlng: b="wrn:schemas-
microsoft-com:BizTalkServer' biroot_reference="TestDuplicatePremise”:
<ElemantTypa nama="TestDuplicatePremise’ content="eltOnly">
=hiproparty name="adapter'=CISStagingUpload=/b: property =
<hiproparty name="stagingUploadType"=DB</b:property=
zelement type="Request” />
calgment type="Response”’ />
=/Element Type:
- <ElementTypa nams="Request’ contant="altOnly"=
<attributeType name="Postal” d:type="string" d:maxlength="12" />
<b:Recordinfo /o
=attnbuta type="Postal® /=
=/Element Typaz=
- <ElementType name="Response’ content="eltOnly">
<b! Racordlnfo />
zalament type="Premises" />
</ElementType=
<ElementTypa nama="Premises">
<o Recordinfo />

<hiproperty name="80QL">8ELECT PREM_TYPE_CD, KEY_S8W, OK_TO_ENTER_SW,
TRENMD_AREA_CD, ADDRESS1, MAIL ADDR_SW, POSTAL FROM CISADM.CI_PREM WHERE
POSTAL = @TestDuplicatePremise/Request /Postal</bproperty >
<b:property name="tableName">CISADM.CI_PREM</b:property:
- cattributeType name="PREM_TYPE_CD" d:type="string" d:maxLength="008">
<b:proparty name="dataType"=strng</b: progerty=

VpE>
<AttibuteType name="KEY_SW' d type="string" d:maxLength="001">
<b: proparty name="dataType >string=/b: praperty>
<h: property name="uniqueld"=KEY_SW=/b:property> :F

The postal code value to substitute into the WHERE clause is defined on the individual XML Staging Control records.

FASTPATH: Referto Creating a Schema for a Database Extract and XAl Staging Control for more information.

Staging Control Sender

Before the staging control receiver invokes the executer, it changes its status to complete, assuming that there will be no
problems. If the executer detects an error condition, the staging control sender updates the status of the staging control
record to error and removes any XAl upload staging records that may have been created.

NOTE: Configuration required. The above explanation assumes that you have correctly configured your staging
control receiver to reference the staging control sender. Refer to Designing Responses for a Receiver for more
information.

Inbound Message Error Handling

For messages that are processed using the staging upload table, application errors that prevent XAl from successfully
processing the message cause the staging record to be marked in error and highlighted viaa To Do entry.

For messages that are not processed via staging upload, your implementation should consider what should happen to
application errors. If the origin of the message is able to handle an immediate error returned by XAl, then no special
configuration is needed. An example of thisisan HTTP call to our system where the originator of the message is waiting for
areal-time response.

Otherwise, for messages where errors should not be returned to the originator, but should be highlighted in this system
for resolution, be sure to mark the Post Error switch on the XAl inbound service. When this switch isturned on and an
application error is received by XAl when processing the message an XAl upload staging record is created (along with a
staging control record) and marked in error.

For example, if amessageis received viaa JMS queue, application errors that prevent XAl from processing the message
should not be returned to the queue because there is no logic to route the error to the sending system.
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Integration Scenarios

Integration Using an EAI (or Hub)

It ispossible for your various systems to be integrated with each other using a hub. The hub isimplemented using an
Enterprise Application Integration (EAI) tool provided by athird party vendor. Most hubs support HTTP and/or IMS and
can work with XML schemas or document type definitions (DTDs).

» XAl services are presented to the EAI tool as schemas or as DTDs, immediately making the system callable from the
hub.

« Integration scripts or workflow processes are defined in the EAI tools.
» At runtimethe hub usesHTTP or IM S to access the system using inbound messages.

» Outgoing messages are used to notify the hub about events occurring in the system. The messages are sent using HTTP
or IMS.

Batch Scenarios

Messages may be sent in batch files, or may be retrieved from a database. In al cases, the system needsto be able to read
the file and identify each individual message in order to create an XML request that can be processed by the XAl server.
Once each individual message isidentified, arequest is stored on the XAl Staging Upload table for later execution.

XML Message File

It ispossible for you to receive afile containing a collection of XML messages. The system identifies each separate
message within the file and creates an entry for each message on the XAl upload staging table. It also creates a staging
control record to group together each newly created XAl upload record. This staging control is created in Complete status
and is not processed by the staging control receiver.

Since external applications may send messages in a format unknown to X Al, the system needs a mechanism for identifying
the messages and mapping them to an XAl service.

XAl Groups

First the system associates the entire XML file with an XAl Group. Y ou can think of the XAl Group as a categorization
of the collection of messages. For example, you may have a separate XAl Group for each third party who sends you a
collection of XML messages.

The system uses an XPath and X Path value to identify the correct XAl Group for the XML file.

Attachments and Rules
After identifying the appropriate group to which an XML file belongs, the system takes each message in the file and applies
the appropriate XSL transformation to the message to produce arecord on the upload staging table.

To process the messagesin afile, the system needs to know how to identify each message in afile containing multiple
messages. A file may use the same root element for each message or different root elements for different types of messages.
For each XAl group, you must indicate the root element(s) that identifies a message by defining one or more attachments.
Each attachment defines aroot element, which tells the system when a new message begins.

Once the system has identified each separate message in thefile, it must determine the correct XSL transformation script to
apply. Once again the system uses an XPath and X Path value to identify the correct XSL to apply. For each XAl group, you
define one XAl rule for every possible type of message you may receive in the file. Each XAl rule defines an XPath, XPath
value and XSL transformation script.
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Note you may assign a priority to each of your rules. The rules for more common messages may be assigned a higher
priority. This enhances performance by ensuring that rules for more common messages are processed before rules for less
COMMON Messages.

NOTE: Include parent elements. If the XML message includes parent elements (such as atransmission id or a
date/time) that are needed for any of the separate child messages that are posted to the upload staging table, you can
configure the appropriate attachment to include parent elements.

FASTPATH: Referto Designing an XML File Receiver for more information about defining receivers that process
XML files.

Sequential Input File
Y ou may receive messages in a sequential input file, such as a comma-delimited file.

FASTPATH: Referto Creating an XML Schema for a Sequential Input File for more information about creating
schemas for thistype of file.

The following steps should be performed when configuring the system to enable data to be uploaded from an input file into
the staging upload table:

1. Create an XML Schema that describes the records in the sequential input file.

2. Createthe XSLT transformation that maps arecord in the input file to an XML service request in your product.

3. Create an XAl service representing the batch process that |oads the input file into the staging table.

4. If desired, create anew file scan receiver, which waits for an input file to appear in a particular directory. (If you do not
take this step, then you need to create a staging control when you want afile to be processed.)

NOTE: Character Encoding. If thefile is encoded with a specific character encoding, you may indicate the encoding
as part of the file name to be uploaded. If the file name ends with ?enc=?x, where x is the file character encoding, the
adapter processes the file accordingly. For example, the file name may be specified as premiseUpload.csv?enc="?
UTF-8. If the encoding is not specified as part of the file name and the fileisin UTF-16 or UTF-8 with byte order mark,
then the adapter can recognize the encoding.

Database File
It is possible for you to define an interface where inbound messages are retrieved by reading records in a database table.

The following steps should be performed when configuring the system to enable data to be uploaded from a database table
into the staging upload table:

» Create an XML Schema that describes the records in the database table.
» Createthe XSLT transformation that maps a record in the database table to an XML service request in your product.
» Create an XAl service representing the process that 1oads the records from the database table into the staging table.

LDAP Import

Refer to Importing Users and Groups for information about using XAl to import user and user group definitions from a
Lightweight Directory Access Protocol (LDAP) store.
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WSDL Catalog

Web Service Definition Language (WSDL) is alanguage for describing how to interface with XML-based services. It acts
asa"user's manual" for Web services, defining how service providers and requesters communicate with each other about
Web services.

The base package provides the ability to publish aWSDL definition for each service exposed as an XAl Inbound Service. In
addition, it is possible to request a catalog of all the XAl Inbound Services and alink to each WSDL. To view the catalog,
launch anew browser session and enter the URL  http://$host: $port/X Al App/xaiser ver ?W SDL where $host and $port
are replaced by the appropriate values for the current environment.

Outgoing Messages

"Outgoing messages' is the term used to describe messages that are initiated by our system and sent to an external system.
Messages may be sent real time or near real time. The system provides two mechanisms for communicating messages to
external systems.

» Outbound messages. This method allows implementers to use configurable business objects to define the message
format and to use scripts to build the message. If sent near real-time the message is posted to the outbound message
table waiting for MPL to poll the records, apply the XSL and route the message. If sent real time, the message dispatcher
routes the message immediately.

» Notification download staging (NDS) messages. Using this method near real-time, arecord iswritten to the NDS staging
table referencing only key fields. MPL then polls the records, invokes a service to build the message, applies the XSL
and routes the message. If sent real-time, no record is posted to the staging table but rather the message dispatcher routes
the message immediately.

The following sections describe the outbound messages mechanism in more detail.

FASTPATH: For NDS, refer to Oracle Customer Care and Billing help, Workflow and Notifications, Notification and
XAl.

Near Real Time Messages

This section describes the capability to send outgoing messages from the system to another application in "near real time"
using Outbound Messages and XAl. The processis referred to as "near real time" because an appropriate MPL receiver is
continuously checking for new records in the outbound message table for processing.

For each outbound message that your implementation must initiate you define a business object for the outbound message
maintenance object. Using the business object's schema definition, you define the fields that make up the XML source field.
These are the fields that make up the basis for the XML message (prior to XSL transformation).

For each external system that may receive this message, you configure the appropriate message X SL and routing
information.

Because the outbound message type is associated with a business object, your implementation can easily create outbound
message records from a script using the I nvoke business object step type. Such a script would

» Determine the appropriate outbound message type and external system based on business rules
» Access the data needed to populate the message detail

» Populate the fields in the schema and use the I nvoke business obj ect script step type for the outbound message type's
business object to store the outbound message.
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» The resulting outbound message ID is returned to the script and the scriptwriter may choose to design a subsequent step
to store that ID as an audit on the record that initiated this message (for example store a case long entry or afield activity
log entry)

The remaining points describe how the outbound message record is further processed.

Outbound Message Receiver

The outbound message receiver processes records in the outbound message table that have a processing method flag equal
to XAl and astatus of pending and changes the status to in progr ess. The receiver then retrieves the message XSL and the
XAl sender defined for the external system / outbound message type.

NOTE: Template external system. If the outbound message's external system references atemplate external system,
the outbound message type configuration for the template external system is used.

It applies the message XSL (if supplied). If the option to validate outbound message schemas is turned on, the schema
validation is performed.

Refer to Outbound Message Error Handling for information about error handling.
If no errors are received, control isturned over to the outbound message sender for routing.

NOTE: Initialization of receiver. During the initialization of this receiver (for exampleif there is a problem with MPL
and it isrestarted) any records that are found to bein progress are changed to pending so that those messages are sent

properly.

Lifecycle of Outbound Message

The outbound message receiver processes outbound message records based on their status. The following diagram describes
thelifecycle of an XAl type outbound message.

Outbound Message Lifecycle
Pending
I TErmr a Canrceled
In Progress A—/_/'
:

Complete

» Records are created in pending status.

» The outbound message receiver processes pending records and changes the status to in progress.
» If the message is sent successfully the system changes the status to complete.

« If there was a problem sending the message the system changes the statusto error.

» When the user resolves the error they can change the status back to pending.

» A user can change the status of a pending or error record to canceled.

» For the rare cases where there is a problem with MPL and a message is | eft in the status in progr ess, users may manually
change the status to canceled. In addition the outbound message receiver includes a step at startup to find in progr ess
messages and change them to pending.
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Outbound Message Sender

The outbound message sender is responsible for routing the message to the XAl sender determined by the receiver. If the
routing is successful the outbound message status is marked complete. If the routing is unsuccessful, the statusis marked in
error.

Refer to Outbound Message Error Handling for information about error handling.

NOTE: Automatic Resend. If you have configured the system for automatic resend and the system detects that the
error is due to the sender being unavailable, the message remainsin pending status.

NOTE: Configuration required. The above explanation assumes that you have correctly configured your outbound
message receiver to reference the outbound message sender. Refer to Designing Responses for a Receiver for more
information.

Outbound Message Error Handling

If the outbound message receiver or the outbound message sender detects an error while attempting to process the outbound
message, it marks the message in error, captures the error message and its parameter values and creates a To Do entry using
the To Do type specified in the XAl option To Do Type for Outbound Message Errors.

A separate background process F1-DTDOM is responsible for completing To Do entries for outbound messages no longer
inError.

Batch Message Processing

Y our implementation may be required to send messages to the same destination as asingle XML file with multiple
messages include. The following points describe thislogic:

» Theindividual messages that should be grouped together must have a processing method of batch on the external
system / outbound message type record. The appropriate batch code that is responsible for grouping the messages must
also be provided.

» A separate "consolidated message" outbound message type should be configured for the external system with a
processing method of XAl and an appropriate XAl sender.

» When outbound message records are created for the individual messages, the batch code and current batch run number
are stamped on the record.

»  When the batch process runsit is responsible for building the XML file that is a collection of the individual messages.
This batch process should include the following steps:

» « Format appropriate header information for the collection of messages
» Apply theindividual message X SL to each message before including the message
» Insert anew outbound message for the external system with the "consolidated message" outbound message type. This
consolidated message is routed to the appropriate sender via XAl.

NOTE: No process provided. The system does not supply any sample batch job that does the above logic.
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dataDictionary?type=batch&name=F1-DTDOM

Outbound Message Schema Validation

The outbound messages that are generated by the system should be well formed and valid so that they do not cause any
issues in the external system. To ensure this validity you may configure the system to validate messages before they are
routed to their destination.

» Define adirectory where the valid W3C schemas are located using the XAl option Outbound M essage Schema
L ocation

» Each external system message must indicate the appropriate W3C schema to validate against
Y ou may turn on or off this validation checking using an XAl option Schema Validation Flag.

Automatic Resend

If asystem error is received by the MPL when attempting to route the message to a sender, (using the outbound message
method or the NDS message method), the system marks the appropriate tablein error. Thisistrue even if the reason for
the error is that the connection to the sender is unavailable. When the connection is restored, a user must change the status
of the appropriate record to pending (for outbound messages) or retry (for NDS messages) in order for the message to be
resent.

Alternatively, you can configure your system to attempt to automatically resend the message. This section describes the
logic available for auto resend. To enable automatic resend, you must set the flag Automatically Attempt Resending to
Unavailable Sender s on XAl option appropriately.

If an error is received by the MPL when it attempts to invoke a sender and the auto resend option is on, the system does
not mark the record in error. It continues to attempt sending messages to the sender until the number of errors has reached
a predefined maximum error number (defined as an XAl option). When the maximum is reached, the sender is marked as
unavailable and an MPL log entry is created. The MPL ignores messages for unavailable senders.

The system tries to resend messages to this sender the moment the sender is reset to be available. The following points
describe how a sender becomes available:

» MPL attemptsto retry sending messages to unavailable senders every X minutes, where X is defined on XAl option.
e On MPL startup all senders are marked as available

» A user may navigate to the XAl Command page and issue acommand M PL Refresh Sender to refresh the cached
information for a particular sender

Real Time Messages

The system supports the ability to make web service cals, i.e. sending real time messages, to an external system. The
configuration of real time messagesis similar to the configuration of near real-time ones, with the following exceptions:

» The processing method defined for the outbound message type and an external system must be Real-time.

» The XAl sender defined for the outbound message type and an external system has to be set up with Real-time
invocation type.

Just like near real-time messages, you can easily create outbound message records from a script. When areal time message
is added, the system immediately routes it to the external system. If the external system provided a response message

back, the system captures the response on the outbound message. If the outbound message type for the external systemis
associated with aresponse XSL it is applied to transform the response. In this case the system captures the raw response as
well on the outbound message.

Any error (that can be trapped) causes the outbound message to bein a state of Error. It isthe responsibility of the calling
process to check upon the state of the outbound message and take a programmatic action. When the outbound message state
is changed back to Pending the message will be retried.
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The base package provides a business service called "Outbound Message Dispatcher (F1-OutmsgDispatcher)" that further
facilitates making web service calls, allowing the calling script to configure the following behavior:

»  Whether or not the sent message is captured as an actual outbound message record.

»  Whether or not exceptions encountered while sending the message are trapped. Trapping errors allows the calling script
to interrogate any errors encountered and take some other programmatic action.

Refer to the description of the business service for a better understanding on how it works.

NOTE: HTTP Sender. In the current release of the product, only senders that communicate viaHTTP are supported.

Designing Your XAl Environment

This section guides you through the steps required to design the tables that control your XAl processing.

Installation

The XAl server isinstalled with default configuration. This section describes how you may customize the XAl server
configuration.

Startup parameters are defined in two parameters files

e The XAlParameterInfo.xml fileis used by the XAl HTTP server. Thisfile is found within the XAl directory in the path
(..\splapp\xai).

o The MPLParameterinfo.xml fileis used by the MPL server. Thisfile isfound within the XAl directory in the path (...
\splapp\mpl).

Both files store the parameters as XML files with the following elements (sections):

» Source

+ ParameterVariables

» AdHocParameters

The XAl Source Section

The XAl tool accesses XAl registry information through the standard system programs. The <Sour ce> section in the
XAl Par anet er I nf o. xm filetells XAl the user ID for accessing the registry information. It contains the following
attributes:

Attribute Name Description

Source Type This should be set to CorDaptix, which tells XAl to access the registry
through the standard access to system programs.

CorDaptixUser The user ID to use when accessing the registry data.

The MPL Source Section

The <Sour ce> sectionin the MPLPar anet er | nf 0. xm file defines the database connection information used to
connect to the database storing the X Al table information. It contains the following attributes:

Attribute Name Description

Source Type Defines the source of the data, for example ORACLE or DB2.
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jdbcURL The URL used to connect to the product database. For example:
jdbc:oracle:thin:@//server-name:1234/DBNAME

databaseUser The Oracle User Id used to connect to the database. For example:
sysuser
databaseUserPassword The Oracle password used to connect to the database. For example:

sysuser passwor d

The Parameter Variables Section

When defining values for fields in certain control tablesin the registry, you may reference substitution variables that point
to the <Par anet er Var i abl es> section of the installation files. Substitution variables provide for dynamic substitution of
values based on parameters provided at server startup.

To specify a substitution parameter in a string value you enter the name of the substitution parameter enclosed with @

For example if you have afield in the XAl control tables that should contain the URL for the XAl HTTP servlet, you could
enter the value in the following way: http://@HOST @: @PORT @/xaiserver.

In the parameters section, define the appropriate values for these parameters, for example:
<Par anet er Vari abl es>
<Par anet er Var i abl e name="HOST" val ue="I| ocal host" />

<Par anet er Vari abl e name="PORT" val ue="8001" />
</ Par anet er Vari abl es>

At run time, the system buildsthe URL ashtt p: / /| ocal host : 8001/ xai ser ver.
Every substitution parameter is defined using an <Par arret er Var i abl e> element with the following attributes:

Attribute Name Description
Name The name of the substitution parameter
Value The value to replace an occurrence of the substitution parameter in an

XAl control table field

NOTE: Substitution parameters can only be used for string fields, and not for fields that are foreign keysto other
objects.

The AdHoc Parameters Section

The <AdHocParameters> section is used to provide registry definitions that override the existing ones. Unlike the
<ParameterV ariables> section, awhole registry object definition can be specified in this section. When the XAl server
starts, it first reads the registry definitions from the database and then it reads the <AdhocParameters> section. If it finds an
object definition in this section, it usesit to replace the one read from the database.

Attribute Name Description

Object Name The object name may be one of the following objects:
Option
Receiver
Sender

Object Attributes The attributes of the object. Each object type has it own set of
attributes:

'Option’ object attributes

name The option flag. Must be defined in the OPTION_FLG table

value The value for that option

'Receiver' object attributes
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name The receiver ID

Class The JMS provider. May be 'MQ'

TargetClient The client type writing/reading to the JMS queue/topic. May be 'IMS' or
'MQ'. Only relevant for interfacing with MQSeries

JMSProvider The JMS provider. May be 'MQ'

TargetClient The client type writing/reading to the JMS queue/topic. May be 'IMS' or

'MQ'. Only relevant for interfacing with MQSeries

Executer The XAl Executer ID for this receiver

'Sender’ object attributes

Class The JMS provider. May be '‘MQ'
JMSProvider The JMS provider. May be 'MQ'
TargetClient The client type writing/reading to the JIMS queue/topic. May be 'IMS' or

'MQ'. Only relevant for interfacing with MQSeries

NOTE: LDAP Import Mapping. If your organization integrates with an LDAP store, you must define your LDAP
import mapping and create a reference to this mapping in the ad-hoc parameters section. Refer to Including Your LDAP
Import Mapping in the XML Parameter Information File for more information.

Designing XAl Inbound Services

When designing your XAl environment, you should first identify the services that you would like to perform. Determining
your services facilitates your design for the other registry options.

To design your inbound services,

Determine each service that needs to be performed
Determine the correct adapter that is needed by your service.

Determine the required layout of the request and response messages and specify the request schema and response
schema.

If atransformation of the datais required, you need to design the appropriate request XSL and response XSL
transformation scripts.

If the service references the staging upload adapter, determine the staging file type and design the record X SL
transformation script. In addition, determine if you want to enter an input file name and interface name. Finally,
determine whether or not you need to indicate a special JDBC connection.

As new releases of the system are installed, it may be necessary to modify your service for the new release. If thisisthe
case, you need to design separate versions of the inbound service.

FASTPATH: Refer to XAl Inbound Services for more information.

Designing XML Schemas

You need XML schemas for the services you designed in Designing XAl Inbound Services.

For each message, identify what service you need to invoke and what action you need to perform. If you have multiple
actions that you may need to perform for the same service, you may choose to create a single generic XML schema or you
may choose to create multiple schemas, which are more specific. For generic messages, the transaction type, indicating

the action to perform would be passed in on the XML request document to indicate what must be done. For more specific
messages, you may be able to indicate the transaction type directly on the schemaand it would not need to be overwritten at
run time.
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Y ou need to create a response schema for each request schema. It is possible for you to use the same schemafor both
functions.

FASTPATH: Refer to Schema Editor and How To Create XML Schemas for more information.

Designing XSL Transformations

Y ou need an XSL transformation script for each service you designed in Designing XAl Inbound Services, where you
determined a transformation is necessary. In addition, you need XSLT scripts for your outgoing messages. Each sender,
which receives a message, probably requires a transformation of the messageinto alocal format. Refer to How To Design
Outgoing Messages for more information.

For each message requiring transformation, determine the format used by the external system. In most cases, it is not the
same format recognized by the system. For each case, you must create an XSL transformation, which maps the message
format from the external format to one expected by your product or from your product format to one expected by the
external system.

When identifying the required X SL transformations, remember to take into consideration the data that is processed by
the staging control table. This service reads data stored in afile or database table and uses the Record X SL to map the
individual records to anindividual service request.

FASTPATH: Refer to How To Create an XS Transformation and XAl Inbound Service for more information.

Designing Your Registry Options

The XAl registry isaset of control tablesthat is used to store service definitions as well as various system information
required by the XAl and MPL servers. The following sections describe each table in the registry.

Designing XAl JNDI Servers

The XAl tool, including receivers and senders, uses a Java Name Directory Interface (JNDI) server to locate resources on
the network. JDBC connections, JMS connections, JM S queues and JM S topics should be defined on the INDI server. In
addition, adapters that need to access your product information reference the INDI server to determine where your product
is running.

Design your JNDI server vaues as follows:
» DefineaJINDI server that indicates where the system is running.

 If you are using JMS resources, such as JIMS Queue or IMS Topic, and these are located in a server other than the one
where the system is running, define the server where these resources are located.

 If you areusing LDAP Import, define a INDI server that pointsto the LDAP server.
« |f there are any other resources that may be needed by XAl, define a INDI server to indicate where these are located.
The product is shipped with a INDI server running under the same Weblogic server used for the system.

When defining the URL, you may use substitution parameters such as those shown in the example below. XAl uses
the parameter variables section of your start up parameters to build the appropriate URL. Refer to Installation for more
information

JNDI Server Description Provider URL
WLJINDI Weblogic JNDI Server t3://@WLHOST@:@WLPORT@
ACTDIR Active Directory Server Idap://@LDAPHOST@:@LDAPPORT@
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Designing XAl JDBC Connections

If you need to access a database table to process your messages, XAl needs to know the location of the database and how
to access it. If the tables are located in the same database used for the system (defined in your Installation), then you do not
need to enter any extra JDBC Connections. If you need to access data that lives in another database, design the additional
JDBC Connections and determine the type of connection and connection information.

FASTPATH: Refer to XAl JDBC Connections for more information about defining XAl JDBC Connections.

Designing XAl JMS Connections

If you are using IM S to send and receive messages, then you must define a JIMS Connection to indicate the INDI server to
use to locate these resources. For each IM S connection defined, the MPL server creates a pool of connections that are later
shared by multiple threads.

FASTPATH: Refer to XAl IMS Connections for more information about defining XAl JMS Connections.

Designing XAl JMS Queues

If your business uses IM'S Queues to send and receive messages, then you need to add an entry on the XAl JMS Queue page,
defining the INDI server and Queue Name.

Designing XAl JMS Topics

If your business uses JM'S Topics to send and receive messages, then you need to add an entry on the XAl JMS Topic page,
defining the INDI server and Topic Name.

Designing XAl Formats

The Formats section of the registry is used to define data formats. Data formats can be used in schema definitions to specify
data transformations. To determine what data formats you need to define for your XAl environment, you must review the
expected format of data that you will be exchanging and determine whether or not data transformation is required.

The following sections describe the four different types of formats and some guidelinesin their use.

Date Formats
Date formats may be specified using any valid Java format supported by the java.text.SimpleDateFormat class.

To specify the time format use atime pattern string. For patterns, all ASCII letters are reserved. The following usageis
defined:

Symbol Meaning Presentation Example
G era designator Text AD

y year Number 1996

M month in year Text & Number July & 07
d day in month Number 10

h hour in am/pm (1~12) Number 12

H hour in day (0~23) Number 0
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m minute in hour Number 30

S second in minute Number 55

S millisecond Number 978

E day in week Text Tuesday

D day in year Number 189

F day of week in month Number 2(2 " Wed in July)
w week in year Number 27

W week in month Number 2

a am/pm marker Text PM

k hour in day (1~24) Number 24

K hour in am/pm (0~11) Number 0

z time zone Text Pacific Standard Time
! escape for text Delimiter

" single quote Literal !

Currency Formats
Currency formats are used to specify formatting for elements representing currencies. They may include the following:

Symbol Meaning

# number place holder

, thousands separator

decimal point

$ currency sign

For example to define the currency format for US dollar, indicate: $#,#.00

Phone Formats

Phone formats can be used to specify formats for telephone numbers. The supported format specification is limited to the
following format characters:

Symbol Meaning
0 number place holder
\0 0

Any other character appearing in the formatting expression is a placeholder for that character. To specify the '0' character,
use\0'.
Phone Format Example: (000) 000-0000

Text Formats

Text formats are used to specify formats for character string attributes. The following expressions are supported:

Symbol Meaning

\cUpperCase Translate the string to upper case.

\cLowerCase Translate the string to lower case.

\cProperCase Translate the string to proper case. The first character of every word
is translated to uppercase. The remaining characters are translated to
lowercase.
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FASTPATH: Refer to XAl Format to define your XAl Formats.

Designing XAl Adapters

The product provides a set of adapters to process your XML requests. The adapters point to a specific Java class that renders
aservice. If you find that you need to use a protocol, which is not supported by the adapters provided, you will need to add
anew XAl Class (which points to a Java class) and anew XAl Adapter. It is recommended that your implementers contact
customer support. The following adapter classes are provided.

« BASEADA: Thisisthe core adapter class that provides access to any published system service. This adapter accesses
system objects through the page server. Services with this adapter need to indicate the object (application service), which
should be invoked.

» BUSINESSADA: Thisisthe core adapter class that provides access to schema-based objects. This adapter accesses
business objects, business services and service scripts through their schema API. Services with this adapter need to
indicate the schema of the object, which should be invoked. When communicating to these objects, it is not necessary to
create XAl schemas for the schemas associated with the objects. XAl is able to directly communicate with these objects
using their existing schema definitions. As aresult, thereis no need to use the XAl schema editor when defining XAl
Inbound Services for this new adapter.

» STGUPADA: This staging upload adapter classis used when an extrastep is required prior to using a service with the
core adapter. For example, perhaps you need to read afile, which isnot in XML format, and convert it to an XML format
recognized by the system. Services with this type of adapter do not need to indicate an application service but must
indicate information about the file to be converted. Refer to XAl Saging Control for more information.

« LDAPIMPRTADA: Thisisaspecial adapter that is used when importing Lightweight Directory Access Protocol
(LDAP) objectsinto the system. If your organization uses LDAP, you can import your existing LDAP users and groups
into your product, so that you do not need to define them twice. The adaptor can process search, validate and import
XML requests. Refer to Importing Users and Groups for more information.

+ XAICMNDADA: Thisisan internal adapter. It is used to send commands to the XAl Server.
» SIEBELADA: This adapter is no longer supported.

Designing XAl Executers

The executer is responsible for executing messages received through a message receiver. The product provides an executer,
which uses the XAl server; however the architecture allows for implementing additional execution classes. If you require
adifferent executer and therefore a different execution class, it is recommended that your implementers contact customer
support.

FASTPATH: Refer to XAl Executer for more information.

Designing XAl Senders

XAl senders are responsible for define outgoing message destinations and for " responding” to the XAl executer.
» For NDS messages, the sender to use is defined on the XAl route type for the notification download profile.

+ For outbound messages, the sender to use is defined on the external system/ outbound message type collection.
» For responding to the XAl executer, the sender to use is defined on the receiver.

For each sender, you must reference an appropriate XAl class. The information in this section describes the sender classes
that are provided with the system.

Y ou must create sendersto "respond” to the various staging table receiversin the system.
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» Create a sender to be used for "responses’ to messages processed by the staging control receiver. Y ou should create one
sender, which points to the XAl Class UPLDERRHNDL R. Refer to Saging Control Sender for more information about
this sender.

» Create a sender to be used for "responses” to messages processed by the upload staging receiver. Y ou should create one
sender, which points to the XAl Class STGSENDER. Refer to Staging Upload Sender for more information about this
sender.

» Create a sender to be used for messages processed by the download staging receiver. Y ou should create one sender,
which points to the XAl Class DWNSTGSNDR. (DWNSTGSNDR is not availablein al products.)

» Create a sender to be used for messages processed by the outbound message receiver. Y ou should create one sender,
which pointsto the XAl Class OUTM SGSNDR. Refer to Outbound Message Sender for more information about this
sender.

NOTE: Sample Datafor Initial Install. When first installing the system, sample XAl senders for each of the above
"response” conditions are provided. Y our implementation may use these records or remove them and create your own.

Next, design the senders for "responses’ to other receivers, for example the IMS queue receiver or IM S topic receiver. The
system provides XAl classes to use for these senders. Use the class JIM SSENDER for a IMS queue sender and TPCSNDR
for a IM S topic sender.

Finally, review all your outgoing messages and determine the mechanism for communicating with the target system for
each message.

» For al sendersthat are used for real time messages, define a context entry with a context type of Response Time Out to
define the amount of time the system should wait for areal time response.

The topics below describe configuration required for senders that route a message viaan HTTP sender, aflat file sender or
an email sender.

Adding an HTTP Sender

An HTTP sender is one that sends messages to an HTTP server using the HTTP protocol. HTTP senders should reference
an XAl Class of HTTPSNDR.

Various parameters are required to establish a session with the target HTTP server. Y ou specify these parameters by
defining a collection of context values for the sender. A set of context types related to HTTP variablesis provided with the
product. The following section describes the context types and where appropriate, indicates valid values.

Before defining the HTTP sender, you need to find out how the HTTP server on the other side expects to receive the
request, and in particular, to answer the following questions:

e What isthe address of the HTTP server?
* |sthe HTTP server using a POST or GET HTTP method?

 If the server isusing POST, how are message contents passed? Does it use an HTTP FORM or does it passthe datain
the body of an XML message?

Context Type Description Values

HTTP URL1 - URL9 Used to construct the URL of the target HTTP
server.

Since the URL may be long and complex, you
can break it into smaller parts, each defined
by a separate context record. The MPL server
builds the full URL by concatenating the
values in URL1 through URL9.

You may use substitution variables when
entering values for URL parts.

HTTP Method The HTTP method used to send the message.  POST or GET
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HTTP Proxy Host If connecting to the remote system requires
using an HTTP Proxy, then this context field
can be used to configure the HTTP Proxy
Host. If the Proxy Host is set, the Sender
class must use the value specified to connect
to the remote system via a proxy.

HTTP Proxy Port If connecting to the remote system requires
using an HTTP Proxy, then this context field
can be used to configure the HTTP Proxy
Port. If the Proxy Port is set, the Sender class
must use the value specified to connect to the
remote system via a proxy. If the HTTP Proxy
Host is not set, HTTP Proxy Port is ignored
and the connection will be made directly to the
remote system.

HTTP Transport Method Specifies the type of the message. You can Send or sendReceive
either send the message or send and wait for
a response.

HTTP Form Data Used when the message is in the format

of an HTML Form ( Cont ent - Type:
appl i cati on/ x- ww f or m ur| encoded).

This context specifies the form parameters
(data) that should be passed in the HTTP
message. Since a form may have multiple
parameters, you should add a context record
for each form parameter.

The value of a form parameter takes the
format of x=y where x is the form parameter
name and y is its value.

If y contains the string @XM_-M5G@(case
sensitive) then this string is replaced by
the content of the service response XML
message.

If a context record of this type is defined for
a sender, the sender uses the HTML Form
message format to send the message even
if @XMLMSG@ is not specified in one of the
context records.

If a context record of this type is not defined
for a sender, then the XML is sent with

Cont ent - Type: text/plai n. When using
POST it is put in the HTTP message body.

Always required when using the GET method.
If you are using the GET method and do

not specify a Form Data context record, no
message is transferred to the HTTP server.

The MPL server builds formData by
concatenating the individual parts.

You may use substitution variables when
entering values for Form Data.

HTTP Login User The HTTP server may require authentication.
Add a context record of this type to specify the
login user to use.

HTTP Login Password The HTTP server may require authentication.
Add a context record of this type to specify the
login password to use.

HTTP Header Sometimes the HTTP server on the other side
may require the addition of HTTP headers to
the message.

For each HTTP header that has to be
specified you should add a context record with
a value having the following format x:y where
X is the header name and y is the value for the
header
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Character Encoding

Indicates if the message should be encoded. UTF-8 or UTF-16
The sender will add to the HTTP's content

type header the string ; char set =x where x

is the value of this context and when sending

the message it will encode the data in that

encoding.

Example 1

Thisis an example of an HTTP sender definition that connects to an external HTTP Inbound Server. The HTTP server
on the other side expects a POST with some form parameters and the XML message specified in the SWEExtData form

parameter. Note that @XMLMSG@ is used for the SWEExtData form parameter.

Context Type

Context Value

HTTP URL1

http://<Web Server>/esales/start.swe

HTTP Method

POST

HTTP Transport Method

sendReceive

HTTP Form Data

SWEEXxtSource=<Source Name>

HTTP Form Data

SWEEXxtCmd=<Execute>

HTTP Form Data

SWEExtData=@XMLMSG@

HTTP Form Data

UserName=SADMIN

HTTP Form Data

Password=SADMIN

Example 2

Thisis an example of an HTTP sender definition that connects to athird party web service.

Context Type

Context Value

HTTP Header

Content-Type:text/xml

HTTP Header

SOAPAction:http://mwm.splwg.com/WebServices/Submit

HTTP Method

POST

HTTP Transport Method

sendReceive

HTTP URL1

http://10.10.17.138/SPLMWMService

HTTP URL2

/SPLMWMService.asmx

Adding a Flat File Sender

This sender is used when you want XML messages to be written to aflat file. For example, it can be used in the
notification download process to write a response message to aflat file. Flat file senders should reference an XAl Class of
FLATFILESNDR. In addition, the following context records should be defined for senders of thistype.

Context Type

Description Values

Flat file output directory

Directory in the file system where to write the
file

Flat file filename pattern

The name of the output file. The file name
may be a literal constant, or generated
dynamically.

To create a dynamic filename use <file name>
$$ID, where $$ID is replaced at run time by
the ID of the NDS message that triggered the
response message. If no file name is defined
for the sender, the XAl server generates a file
name with the following format 'XAI$$ID.xai'.

Append data to file

This parameter controls whether the content YES or NO
of the response message is appended to an

existing file, or a new file is created (possibly

replacing an existing one).
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Character Encoding Indicates if the message should be sent with UTF-8 or UTF-16
character encoding. The sender will write the
content of the file with encoding specified
in the context value. If no value is specified,
the sender uses the default Java system
encoding, which is determined according to
the operating system locale.

Adding an Email Sender

The email sender allows for XML messages to be sent as email messages through an SMTP server. It can beused in
notification download processes to send a response as an email message. The email sender supports standard email
functionality such as"CCs" and attachments.

The content of the email message is controlled by the XSL script defined in the XAl route type of the NDS message. The
XSL script has accessto all context records of the NDS message as well as the input XAl message that was created by
processing the NDS.

An email sender must point to the XAl Class EMAILSENDER. In addition, the following context records should be
defined for senders of thistype.

Context Type Description Values
SMTP Host name The SMTP server host name.

SMTP Username The user ID used to access the SMTP server.

SMTP Password The password used to access the SMTP

server.

Designing XAl Groups

XAl groups are used by the system to process an XML file containing multiple messages to be uploaded into the system.
One or more groups may be defined for an XML file receiver.

FASTPATH: Refer to XML Message File for more information about how groups are used to process an XML file.

When setting up your XAl environment, identify the interfaces that require uploading an XML file containing multiple
XML messages into the system through XAl.

First you need to categorize the XML files that you may receive. Define an XAl Group for each logical categorization.

For example, you may want to define a separate XAl Group for each third party who may send you a collection of XML
messages. Or, if al third party service providers send direct access messages in a standard format, you may want to define a
single XAl Group for direct access messages.

For each group, you need to identify the root elements that indicate when a new message is starting. This collection of
unique root elements for agroup is called the attachments.

For each group, you must identify every possible message that may be sent. For every message, define an XAl Rule. The
rule indicates the XSL transformation script to be executed along with the XPath and X Path value that the system usesto
identify each message.

FASTPATH: Refer to XAl Group to define groups, their attachments and their rules.

Designing XAl Receivers

Receivers define small pieces of code that wait for requests to be received through various sources. Each receiver references
an XAl class where the small piece of code is defined. The following receiver classes are provided:

Oracle Utilities Application Framework Administration Guide « 293



» STGRCVR Thereceiver that references this class polls the XAl upload staging table for new inbound requests.
» STGCTLRCVR: Thereceiver that references this class polls the XAl staging control table for new upload processes.

» DWNSTGRCVR : Thereceiver that references this class polls the notification download staging table (NDS) for new
messages. (Not availablein all products).

« OUTMSGRCVR : The receiver that referencesthis class polls the outbound message table for new messages.

+ JMSRCVR: Receivers that reference this class receive requests through a message queue that supports the JIM S Queue
interface, such as IBM MQSeries.

+ TPCRCVR: Receiversthat reference this class receive requests through a publish/subscribe model, such as TIBCO, or
any system supporting the IMS Topic interface.

» FILESCANRCVR: Receiversthat reference this class poll a given directory for files with a given file name pattern.

« XMLFILERCVR: Receiversthat reference this class poll a given directory for XML files with a given file name
pattern.

Multiple receivers may be defined for these receiver classes. For example, the XML file receiver defines the scan directory.
If you have multiple directories that contain files to be uploaded, define areceiver for each directory.

All types of receiversreference an XAl Class and XAl Executer. If you require anew XAl Class or Executer because you
use a protocol that is not currently supported, it is recommended that your implementers contact customer support.

Designing Responses for a Receiver

Once arequest has been sent for execution to the XAl server (viathe executer), the response layer processes the response.
For some receivers, aresponse may not be applicable. For example, afile scan receiver reads flat filesin a given directory
and posts records to the XAl staging control table. Responses are not applicable for this type of receiver.

The response may be conditional on the outcome of the request and may be sent to more than one destination ( sender). To
design your receiver responses, determine the conditions under which a response should be sent for each request processed
by each receiver:

» Never send aresponse

» Send aresponse if the request was successful

» Send aresponse if the request was unsuccessful due to a system error

» Send aresponse if the request was unsuccessful due to an application error

Once you determine when to send a response, you must determine where to send the response. Responses for different
conditions may be sent to different XAl Senders or to the same XAl Sender.

Designing Receivers that Poll Staging Tables
The following receivers are needed to poll the various system staging tables.

» Create a staging upload receiver that references the XAl Class STGRCVR. For responses, All Events should reference
the staging upload sender.

» Create a staging control receiver that references the XAl Class STGCTLRCVR. For responses, All Events should
reference the staging control sender.

« |If your implementation uses the NDS message method of communicating outgoing messages, create a staging download
receiver that references the XAl Class DWNSTGRCVR. For responses, All Events should reference the download
staging sender. NDS messaging is not supported in all products.

« If your implementation uses the outbound message method of communicating outgoing messages, create an outbound
message receiver that references the XAl Class OUTM SGRCVR. For responses, All Events should reference the
outbound message sender.
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For all the above receivers, if you need to access multiple environments, simply create receivers for each JDBC connection.
Note that you should not add more than one of each of the above receivers pointing to the same JDBC connection. To
improve performance for a single JDBC connection you may configure multiple MPL servers.

NOTE: Sample Datafor Initial Install. When first installing the system, records for each of the above receivers are
provided. Y our implementation may use these records or remove them and create your own.

Designing a JMS Queue Receiver

If you need to receive messages through a JM S compatible queue, you need to define a IMS Queue receiver. When
designing a M S Queue receiver you first need to design a JIMS Connection and a JMS Queue.

If you would like to post responses back to the IMS queue, you may create an XAl sender to send the response to the IMS
queue.

Designing a JMS Topic Receiver

If you need to receive messages through a JMS Topic using the publish/subscribe model, you need to definea JMS Topic
receiver, which receives messages published under a specific topic. When designing a IMS Topic receiver you first need to
design a JMS Connection and a JIMS Topic.

If you would like to post responses through a IMS Topic using the publish/subscribe model, you may create an XAl sender
to send the response to the JIM S topic.

Designing a File Scan Receiver

The file scan receiver constantly looksin a given directory for files with a given pattern. When it finds a matching file, it
creates arecord in the staging control table to upload the contents of the file into the upload staging table.

When setting up your XAl environment, identify the interfaces that require uploading afile from a directory into the system
through XAl. For each unique file, define afile scan receiver. For each receiver record, indicate the Scan Directory, where
new fileswill be placed, the Scan File, which is the naming pattern to look for and the XAl Inbound Service to use for
mapping the data into a system service.

In addition, if you want to specify a character encoding, the following Context record should be defined.

Context Type Description Values

Character Encoding Indicates that the message is character UTF-8 or UTF-16
encoded. When the receiver creates a staging
control entry for a file, it will add ?enc=?x to
the name of the file in the table where x is the
value of this parameter. Refer to Sequential
Input File for more information.

Designing an XML File Receiver

The XML file receiver constantly looks in a given directory for XML fileswith a given pattern. When it finds a matching
file, it goes through steps to identify each separate message in the file, determine the appropriate X SL transformation and
create arecord in the staging upload table.

FASTPATH: Refer to XML Message File for more information.

When setting up your XAl environment, identify the interfaces, which require uploading an XML file containing multiple
XML messages into the system through XAl. For each uniquefile, define an XML file receiver. For each receiver record,
indicate the Scan Directory, where new files will be placed, the Scan File, which is the naming pattern to look for and the
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collection of XAl groups. XAl groups are used by the system to identify each separate message in the file and to determine
the appropriate XSL transformation for each message.

FASTPATH: Refer to Designing XAl Groups for more information.

How To Design Outgoing Messages

The following sections walk you through configuring your system to communicate messages to external systems based on
how your implementation communicates.

Configuring the System for Outbound Messages

The following sections describe the setup required when using outbound messages to communicate with an external system.
The configuration walks you through the steps to configure a single external system and all its messages.

Define the Outbound Message Type

For each outbound message that must be sent to an external system, create a business object for the outbound message

mai ntenance object. Using the business object's schema definition, your implementation defines the fields that make up the
XML sourcefield. These are the fields that are the basis for the XML message. XSL transformations may be applied to this
XML source to produce the XML message.

Once you have your business object and schema, define an outbound message type for each unique outbound message.

Define the XAl Sender

When messages are routed to an external system via XAl, each message must be associated with an XAl Sender, which tells
the system how to send the message.

Define the External System and Configure the Messages

Define an external system and configure the valid outgoing messages and their method of communication ( XAl, Batch, or
Real Time). Refer to Batch Message Processing for more information. Refer to Real Time Messages for more information.

Configuring the System for NDS Messages
Refer to the documentation for your product to find out if NDS messaging is supported.

Schema Editor

The Schema Editor is a Graphical User Interface (GUI) tool to create XML schemas. The tool provides wizards to generate
schemas from various sources.

Opening the Schema Editor

After launching the schema editor, you are asked to connect to a database. On the Connect dialog:

» Select an ODBC data source pointing to the desired database.
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» Enter the data source, user 1D, password and database owner required to log on to that database.

e Click Connect.

After connecting, the schema editor appears.

Use the File/Open dial ogue to select a schema from the schema directory. Refer to The Options Menu for information about
setting the default schema directory.

NOTE: When opening a schema, the schema editor validates the schema and any errors are displayed. Refer to
Validating a schema for more information.

Schema Editor Window

The schema editor allows you to modify individual elements and attributes of a given schema.
Description of Page

Refer to System Wide Functions for Schema Editor for information about the various menu options available for the schema
editor.

Service Name Enter the name of the service to be created in the service name text box. Thisis the name of the first element
under the Body element in the XML document.

CAUTION: Important! When adding new schemas, carefully consider the naming convention for the Service Name.
Refer to System Data Naming Convention for more information.

Adapter The adapter used to process services using this schema.

Internal Service Name If the schemaisfor an adapter that should invoke a system service, thisisthe internal name of the
service.

Transaction Type Select the transaction type performed by the service. The available values are Read, Add, Change,
Update, Delete, List and Sear ch.

NOTE: The difference between Change and Update is that for Change, all field values must be passed in with the
request. Field values that are not passed in to the request are set to null. For Update, you need only pass the primary key
field values and the values of the fields to be updated. All other fields retain their existing values.

Left Panel

The left panel of the schema editor displays atree view of the hierarchical elementsin the schema. The (+) expands a node,
the () collapses a node.

Right Panel

The following attributes appear on the right panel of the Schema Editor. Some fields cannot be modified in the schema
editor. The field description indicates when the field is protected.

Tag Name The XML element tag name. Thisfield is protected, but you may modify this attribute to give the element a self-
explanatory name by right-clicking on the element name in the left tree-view.

M etal nfo Name Maps the element to afully qualified field name in the service, for example PER_ID. Thisfield is
protected.

Internal Type This property is popul ated automatically when you generate the schema from your product. The values
further define elements and attributes. The values are page, pageBody, list, listHeader, listBody, sear chHeader,

codeT ableDesc, Private. The values of codeT ableDesc and Private are used to define specia types of attributes. Refer to
How to Create Code Description Attribute and How to Create a Private Attribute for more information.

Private attribute A field that does not exist on the server side, but one that you still want to have in the schema. Refer to
How to Create a Private Attribute for more information.
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Description A description of thisfield.

Content The element type. Thisfield isonly available for elements. Possible values are eltOnly- element may contain only
other elements and no text, TextOnly- element may only contain text.

Search Type Services, which perform a Search, may allow searching based on different criteria. The values are taken
from the system metainformation when the schemais generated. The possible values are Main, Alternatel, Alternate2,
Alternate3, Alternated, Alternate5 and Alter nate6.

NOTE: You would not typically modify this value because it corresponds to a value in the meta information. However,
the value is modifiable to accommodate the rare case in which a service may change in a new release. In this scenario,
you may prefer to update the schema manually rather than regenerate a new schemafor the new version.

IsPart of Primary Key Used to indicate to the XAl server whether or not this field makes up part of the primary key of
the record. The values are taken from the metadata information when the schemaiis generated. Value may betrue or false.

NOTE: Typically you would not modify this value because it corresponds to a value in the meta data information.
However, the value is modifiable to accommodate the rare case where a service may change in anew release. In this
scenario, you may prefer to update the schema manually rather than regenerate a new schemafor the new version.

Min Occurs Thisfield isavailable for elements only and is used for repeating elements. It defines the minimum number of
occurrences for an element. Value may be O or 1.

Schema Max Occurs Thisfield is available for elements only and is used for repeating elements. It defines the maximum
number of occurrences for an element. Value may be 0, 1 or *.

Limit Number of occurrences Thisfield is available for elements only and is used for repeating elements. If the Schema
Max Occursfield has been set to *', define the number of max occurrences here.

XML Data Type The data type for the attribute. Possible values are number, string, decimal, date, dateTime, and
boolean.

Server Data Type Indicates the data type of this attribute on the server. Thisfield is protected.

Service Format The format expected by the service. At runtime, XAl converts the Tag format to the Service Format before
executing the request. Formats are defined in XAl Format.

Tag Format The format used to format an element/attribute in the schemas. Formats are defined in XAl Format.
Min Length Use this property to define the minimum length of the attribute, if applicable.

Max Length Use this property to define the maximum length of the attribute, if applicable.

Precision Thisisused for decimal attributes to define the maximum number of digits.

Scale Thisfield isused for decimal attributes to define the number of digits at the right of the decimal point.

Required A value of Y indicates that the element must appear in XML document. A value of N indicates that the element is
optional.

Default value Default value to be used for Request schema, when the element is not supplied as part of the XML request
document.

Fixed Value Fixed value to be used for Request schema. This valueis used regardless of the value supplied in the request
document.

Code Table Field This property is used for attributes that are descriptions of a code table, where the description is not
automatically returned by the system service. Use this property to indicate the code whose description should be retrieved
by the XAl server. Refer to How to Create Code Description Attribute for more information.

Code Table Program This property is used for attributes that are descriptions of a code table, where the description is
not automatically returned by the system service. Use thisfield to indicate the program that XAl should call to access the
description for the Code Table Field. Refer to How to Create Code Description Attribute for more information.

Creating a Schema
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Usually you do not create schemas from scratch; rather you use Schema Creation Wizards to import existing data structure
definitions from a variety of data sources:

e System services

o CommaDéimited Files (CSV)
 Database Extract

e Any XML document

FASTPATH: Refer to How to Create XML Schemas for detail about each creation wizard.

Once aschemais created based on the existing data structure, it is displayed in a TreeView on the |eft panel. Once the
imported schema has been edited, it serves asthe basis for creating the request and response schemas. When imported, the
schema exposes all fields defined in the service. Y ou may want to remove some attributes/el ements from the request or
response schema

NOTE: Although the main purpose of the editing process in the creation of the request and response schemasiis the
elimination of elements, which makes the schema shorter and more understandable, it is not required for processing
purposes. Therefore, if you don't mind that you have not used elements in your schemas, you could stay with one
schema, which serves as both the request and response schema.

1. Savethe Schema as a Reguest schema with an appropriate name, for example PersonlnfoRequestSchema.xml

2. To create the Response schema, which isidentical to the request schema, use the Save As Response menu option. This
renames the top element of the schemato ServiceNameResponse, for example Personl nfoResponse and save the schema
under adifferent name i.e. PersonlnfoResponseSchema.xml. Note that if the request and response schemas are identical
then one schemamay be used for both and there is no need to create separate schemas.

3. Read in the Request Schema (File/Open) and modify its structure. Depending on the service type, you'll have to modify
the contents of the Reguest Schema. Thisis usually required when the serviceisan "Info" service, which requires very
few input elements. In such cases you'll delete most of the elements on the schema and only leave the necessary elements
required to invoke the service. For example: in the Personl nfo request, you only need the Personld and the Company
elementsin the request schema.

4. Read in the Response Schema (File/Open) and Modify its structure. Depending on the service type, you'll want to
modify the contents of the Response Schema. Thisisusually required when the serviceisan "Add" or "Delete” service,
which returns very few input elements. In such cases you'll delete most of the elements on the response schema and only
leaves the necessary elements required by the requester of the service.

Adding an Element/Attribute

Usually, you won't have to add element or attributes to a schema. However if the schema already exists and you want to add
an element/attribute, you can follow this procedure. Be aware that any element/attribute added here must also exist on the
xml metainfo.

+ Select the element's node on the TreeView.

» Right click on it and select the 'Add Element' or 'Add Attribute' option in the pop up menu
» Enter the element/attribute name in the prompt dialog box and click OK.

Removing Elements/Attributes

When generating a schema using one of the wizards, the generated schema may contain information that you do not want
to publish as part of the service, or is not required for a particular service. Y ou can remove elements/attributes from the
schema, and though these elementd/attributes may still exist on the service they are not seen by the XAl service using this
schema. To remove an element or attribute:

» Select the node to be removed.
» Right click and select "Delete” from the popup menu.
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Renaming an Element

To rename an element:

» Select the element's node on the TreeView.

» Right click it and select the Rename option in the pop up menu
» Enter the new name in the prompt dialog box and click OK.

NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable
do not affect the runtime copy of these servers. Refer to XAl Command for information about refreshing a schema.

Validating a Schema

Although a schemais validated against the metainfo XML file when it isread into the editor or before it is saved, you can
perform the validation at any time while the schema is being edited. To validate a schema, click on the toolbar "V alidate"

button _v'i| If the schema fails to validate the schema errors dialog is displayed.

Schema Validation Errors

When the editor fails to validate a schema against the xml metainfo file, it pops up adialog that lists the errors found in the
schema definition. These errors may be of two types:

« An element or attribute in the schema could not be found in the xml metainfo file. Y ou can click Remove to remove the
element from the schema.

» Thedatatype of an attribute does not match the one defined in the metainfo file. Y ou can click Correct, and the editor
fixes the datatype so it does match.

The Correct All button can be used to correct al fields that have data types that do not match the one in the XML metainfo
file

NOTE: Correcting errors does not save the schema definition into afile. Y ou have to save it manually.

If you Exit without correcting the errors, the schema displays with the mismatch information highlighted in red.

Registering a Service

Before a service can be used it must be defined in the XAl Inbound Service table in the XAl registry. A service can be
registered in the XAl registry directly from the schema editor. Go to the menu item 'Register Service' in the 'Schemas
menu. The Register service Ul page appears. Fill in the required fields.

NOTE: Theregistry entry for the service can be later modified using the XAl Inbound Service page.

Testing a Schema
The schema editor provides atesting option. Refer to Testing a Schema Using the Schema Editor for more information.

NOTE: Testingin your product. You may also test your schemas and your services using either XAl Submission or
XAl Dynamic Submission.

Oracle Utilities Application Framework Administration Guide « 300



System Wide Functions for Schema Editor

Because the schema editor isin an application outside of the standard products, this section introduces some general
functions related to the application.

Application Standards

» The schema editor is a Multiple Document Interface (MDI) windows application. It may contain multiple active
windows. Y ou may jump from one window to the other using the Window menu option.

» The Editor window is always active. Closing the schema editor window quits the application.

 Inthe Editor window, a splitter bar is available to resize the schematree view horizontally.

» Actions may be performed using menu items or by clicking on toolbar buttons.

» All messages are displayed on a status bar at the bottom of the screen. Some may also be displayed using message boxes.

The File Menu

Use the File menu to open existing schemas and to save a schemato afile.
Connect

Connects to the database.

Open - Loading an existing schema into the editor

Y ou can read an existing schemainto the editor.

1. Click on the Open toolbar button or select the File/Open menu option.
2. Afilesdlection dialog is shown. Select the schemafile name.

3. The editor first validates the schema against the xml metainfo file. If it fails to validate it shows the Schema Validation
Errorsdialog.

Save
Save the current schemato afile. Using the current file name.

To save a Schema, click on the Save tool bar button, or select the File/Save menu option. When you save a schema, the
editor first attempts to validate the schema. If it failsto validate it against the XML Metainfo file, you are prompted to save
it with inconsistency errors or to return to the editor.

Save As

Save the current schemato afile. Use adifferent file name.

Save As Response

Save a copy of the current schemato afile as aresponse schema. Use a different file name.

The View Menu

Use the view menu to perform actions on the Tree View nodes or to view errors. The following menu options are available;
Expand All

Expand all nodesin the Tree View

Collapse All
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Collapse all nodesin the Tree View

Expand Branch

Expand the selected node and al the node's children
Search (Ct r | +F)

Find a node with a node name containing a given string
Search Again (F3)

Find the next node with containing the search string
View SchemaErrors

Display the Schema Validation Errors dialog.

Web Browser

Display the current schema definition on aweb browser page

The Schemas Menu

Use the Schemas menu to create, test, validate and register schemas.

 To create schemas from various sources use the Create menu.

» Tovalidate a schema select the Validate option (Ct r | +V).

» To create a sampleinstance and test the schema, select the Test option (Ct r | +T).

» To create an entry in the service registry for a service represented by the current schema, select the Register Service
option (Ct r | +R). Refer to Registering a Service for more information.

The Export Menu

The options on this menu are no longer supported.

The Options Menu

Always Save AsW3C

Turn on this option to save schemas in W3C format by default instead of XDR format.
Always Save AsDTD

Turn on this option to save schemasin DTD format by default instead of XDR format.
Preferences

The following options may be set on the preferences dialog (Select Options and then Preferences):
» The Default Date Time Format - used for schema date fields

» The default Schema Directory - used to read/save schemas

» Thedefault Metainfo Directory - used to create/validate schemas

» The XAl Servlet URL - used when executing requests from the test schema dialog.
» The Default Account Id - used when generating sample instances of a schema

» Language - used to access language specific data
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The Tools Menu

Schemas tools can be invoked from the Schema Editor Tools menu.

Converting Schemasto a W3C compatible schema

Schemas generated in the Microsoft BizTalk-compatible format (XDR format) may be saved in aformat compatible with
the October 2000, W3C XML schema standard. To save a schemain a W3C format:

Select Convert to W3C from the Tools menu. The Convert to W3C dialog box appears.
Select the schema(s) to be converted. Multiple schemas may be converted in a single step.

The name of the W3C schema is the same name as the schema but with an ".xsd" file extension, and is saved to the same
directory asthe origina schema.

Click Convert.

Converting Schemastoa DTD
Schemas generated in the Microsoft BizTalk-compatible format (XDR format) may be saved asaDTD.

Select the Convert to DTD option from the Tools menu. The convert DTD dialog box appears.
Select the schema(s) to be converted. Note that multiple schemas may be converted in asingle step.

The name of the W3C schema is the same name as the schema but with a".dtd" file extension, and is saved to the same
directory asthe origina schema.

Click Convert.

Validating multiple schemas

The schema validation tool can be used to validate the correctness of an XAl schemawhen compared to the metainfo xml
definition used to generate the schema. For each validated schema, the validation tool scansthe list of elements/attributes
and compares them with those defined in the XML metainfo file. Select Validate Schemasin the T ools menu.

The Validate Schema dialog box appears.

Theleft list box is used to select the directory where the schemas to be validated are stored. By default thisisthe
Schema Directory as defined in the preferences.

On theright, thelist of schemasis displayed on agrid.

Multiple schemas may be validated in a single step.

To select aschema click on the left button (the first column in the row).

To select multiple schemas, hold the Ct r | key and select the required schemas.
Click Val i dat e Schenas.

The schemagrid is updated. When an attribute defined in the schema is missing from the metainfo file or when the
properties of the element do not match defined in the metainfo, a button is displayed at the right of the schema name.
Clicking on the edit button loads the schema into the editor and displays the Schema Validation Errors dialog for that
schema. Y ou can correct the schema and saveit.

Setting Up Your XAl Environment

This section describes the control tables available to administer your XAl environment.
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XAl Class

The XAl Classes are references to actual Java classes. The XAl Class defines the Java class used to implement Receivers,
Senders, Adapters and Executers. Thisinformation is provided with the system and does not need to be modified for a
specific installation.

To view an XAl class, open Admin Menu, XAl Class.
Description of Page

The XAl Class and Description are unique identifiers of the XAl Class. The Class Definition indicates the Java class,
implementing the adapter, receiver, sender or executer.

Owner indicatesif this XAl classis owned by the base package or by your implementation ( Customer M odification). The
system sets the owner to Customer M odification when you add an XAl class. Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_XAl_CLASS

XAl Envelope Handler

To view your envelope handlers, open Admin Menu, XAl Envelope Handler. Thisinformation is provided with the
system and does not need to be modified for a specific installation.

Description of Page
Enter aunique XAl Envelope Handler 1D and Description.

Indicate whether the Envelope Typeis Custom SOAP Envelope, Default (no SOAP environment) or SOAP Envelope.
Note that the values of Siebel I ntegration Message and Siebel VBC are not supported.

When the envelope type is SOAP Envelope, indicate the Envelope URI.

Owner indicates if this XAl envelope handler is owned by the base package or by your implementation (Customer
M odification). The system sets the owner to Customer M odification when you add an XAl envelope handler. This
information is display-only.

Setting Up Your Registry

The following section describes the control tables that are logically considered part of the XAl Registry.

XAl Option

The XAl Options page defines various system settings used by the XAl and MPL servers. The settings here may be
overridden by the AdHoc Parameters section of the X AlParameterInfo.xml or MPL Parameterinfo.xml. To define options
for your environment, open Admin Menu, XAl Option.

Description of Page
Define the following information for your XAl and MPL servers.

Option Description MPL / XAl Option Name
Automatically Attempt Resend to Unavailable Set to Y if you wish to enable Automatic shouldAutoResend
Sender (Y/N) Resend. Set to N if you wish to log errors

when the system fails to send an outgoing

message.
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Default Email Sender

This is the default XAl Sender used for
sending e-mails when no explicit XAl Sender
is specified.

defaultEmailSender

Default Response Character Encoding

Determines the character encoding to be used
when a response is sent. For example, you
may specify UTF-8 or UTF-16. If no value

is specified then the default is UTF-8. If no
special encoding should be done, then enter
the value none.

defaultResponseEncoding

Default User

The default user is used by XAl to access
your product when no other user is explicitly
specified. Refer to Server Security for more
information. Additionally, the Default User

is used for MPL transactions where there is
no facility to provide a User ID. For example,
no facility exists to provide a user id when
reading messages from a JMS Queue. In
these messaging scenarios, the system

will use the Default User for authorization
purposes.

defaultUser

Email Attachment File Location

This is the default location of e-mail
attachment files. If not specified, the e-mail
service provided with the product assumes a
full path is provided with each attachment file.

emailAttachmentFileLocation

Email XSL File Location

This is the default location of e-mail XSL
files. If not specified, the e-mail service
provided with the product assumes a full path
is provided to an XSL file as part of an e-mail
request.

emailXSLFileLocation

JDBC Connection Pool Max size

The MPL uses a pool of JDBC connections
to connect to the database. This option
determines the maximum number of JDBC
connections that can be opened in the pool.
The default value is 100.

JDBCConnPoolMaxSize

Maximum Errors for a Sender

This value is required if you have enabled
Automatic Resend. It defines how many errors
you receive from a sender when attempting to
send an outgoing message before you mark
the sender unavailable.

maxSendingErrors

Messages JDBC Connection

Specifies the JIDBC connection that XAl uses
to read the text for its messages.

messagesJDBCConnection

Messages Language

The default language to use for the
messages.

language

MPL Administrator Port

The port number to be used for receiving MPL
operator commands.

adminPort

MPL HTTP Server Authentication Method

This setting, along with the MPL HTTP Server
User and Password are used to secure
commands received by your MPL (such as
those issued via XAl Command) through
HTTP. Currently only BASIC authentication is
supported.

MPLHTTPAuthMethod

MPL HTTP Server Password

This setting, along with the MPL HTTP Server
Authentication Method and User are used

to secure commands received by your MPL
(such as those issued via XAl Command)
through HTTP. The password should be in
encrypted form, using the same encryption
that is used for the database password. .

MPLHTTPAuthPassword

MPL HTTP Server User

This setting, along with the MPL HTTP Server
Authentication Method and Password are
used to secure commands received by your
MPL (such as those issued via XAl Command
) through HTTP.

MPLHTTPAuthUser

MPL Log File

The MPL Log File setting is used to
specify the name of the file where MPL log

MPLLogFile
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information is to be written. The log contains
technical information about the operation of
the MPL.

MPL Trace File The MPL Trace File setting is used to MPLTraceFile
specify the name of the file where MPL trace
information is to be written.

MPL Trace Type The MPL Trace Type is used to enable or MPLTraceType
disable tracing of the MPL. The possible
values are FULL- All trace messages are
written to the log file and NOLOG- No
information is written to the log file.

Outbound Message Schema Location Enter the full path of the virtual directory xaiOuboundSchemaloc
where valid W3C schemas are stored if your
implementation wants to validate outbound
message schemas. For example: http:/
localhost/cisxai/schemas.

Privileged Users Comma separated list of users that are superUsers
allowed to specify an effective User or
effective User Id via framework custom SOAP

Headers.
Records MPL Receiver Will Process At a If your implementation has configured Not currently used
Time multiple MPL servers, indicate the number

of records that each MPL receiver should

process.
Schema Directory The full path of the virtual directory where schemaDir

XML schemas are stored. For example: http:/
localhost/cisxai/schemas. If this option is not
specified, the XAl uses the current directory,
from where it is being run, to locate schemas.

Schema Validation Flag Enter Y to turn on schema validation for xaiSchemaValidationCheck
outbound messages. Enter N to turn this off.

Send SOAP Fault as HTTP 500 Enter Y to ensure that a SOAP error is sendErrorAsHttp500
reported as an HTTP 500 "internal server
error”.

Sender Retry Seconds This value is required if you have enabled senderWaitTime

Automatic Resend. It defines how many
seconds to wait after marking a sender
unavailable before you mark the sender
available again (and retry sending messages
to it).

System Error JDBC Connection When a request fails to execute due to a systemErrorTableJDBCConnection
system error, the MPL retries its execution
several times. The MPL registers the system
error in a table and uses this table for the
retries. This setting specifies the JDBC
connection required to access this table. Only
enter a value in this field if it is different from
the database environment used to read the
XAl registry.

System Error Max Retry When a request fails to execute due to a systemErrorMaxRetries
system error, the MPL retries its execution
several times until a maximum number of
retries is reached. This option specifies the
maximum number of retries.

System Error Retry Interval When a request fails to execute due to a systemErrorRetryInterval
system error, the MPL retries its execution
several times. This option specifies the
number of seconds the MPL server waits
between retries.

Thread Pool Initial Size The MPL uses a thread of pools to enhance threadPoollnitialSize
performance. The MPL starts with a minimum
number of threads and grows/shrinks the pool
based on the MPL system load. This option
specifies the initial number of threads in the
thread pool. The minimum number of threads
is 12.
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Thread Pool Max Size

This option specifies the maximum number of
threads in the thread pool.

threadPoolMaxSize

Thread Pool Non Activity Time

This option specifies how long a thread in the
pool may be inactive before it is timed out and
released from the pool.

poolNoneActivityTime

To Do Type for Inbound JMS Message Errors

To Do type for inbound JMS message errors.
The inbound message processor uses this
To Do type when creating To Do entries

for inbound JMS messages that cannot be
successfully processed. The system provides
the To Do type F1-INJMS that may be used
here.

toDoTypeforinboundJMSMessageErrors

To Do Type for Outbound Message Errors

To Do type for outbound message errors.
The outbound message receiver uses this
To Do type when creating To Do entries

for outbound messages that cannot be
successfully processed. The system provides
the To Do type F1-OUTMS that may be used
here.

outboundErrorTodo

WSDL Service Address Location

Specifies the SOAP address location that
XAl uses in creating a WSDL. If no value is
present, the XAl's URL is used.

wsdlAddressLocation

XAl Authentication Password

The multi-purpose listener uses this field in
combination with the XAl Authentication
User when attempting to communicate
with the XAl server over HTTP, which is
running on a secured servlet and requires
authentication.

HTTPBasicAuthPassword

XAl Authentication User

The multi-purpose listener uses this field in
combination with the XAl Authentication
Password when attempting to communicate
with the XAl server over HTTP, which is
running on a secured servlet and requires
authentication.

HTTPBasicAuthUser

XAl Trace File

The full path name for the file, where the XML
messages should be written. For example: c:
\inetpub\wwwroot\cisxai\xai.log.

traceFile

XAl Trace Type

Use this option to specify the level of logging.
The possible values are FULL- All XML
messages are written to the log file and
NOLOG- No information is written to the log
file.

FASTPATH: Refer to Server Trace for more
information about tracing.

traceType

XSL Directory

The full path of the virtual directory where
XSL transformation scripts are located. XSL
transformation scripts can be defined for each
service. By default, this is the same directory
as the schemas directory.

XSLDir

Where Used

Used by the XAl tool to obtain various required settings and locations.

NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable
do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.

XAl INDI Server

To define anew JNDI Server, open Admin Menu, XAl JNDI Server.
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Description of Page
Enter aunique XAl JNDI Server and Description.
Indicate the Provider URL, which isthe URL of the INDI server .

Indicate the I nitial Context Factory, which is a Java class name used by the JNDI server provider to create INDI context
objects.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference Cl_XAl_JNDI_SVR.
NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable

do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.

XAl JDBC Connection
To enter or view an XAl JDBC Connection, open Admin Menu, XAl JDBC Connection.

Description of Page

Enter aunique XAl JDBC Connection and Description.

Use the Connection Type to indicate how the JIDBC connects to a database. The following connection types are valid:
» Oracle Defined Connection indicates the connection is to an Oracle database through a JINDI entry.

» DB2 Defined Connection indicates the connection isto a DB2 database through a INDI entry.

» JNDI Defined Connection indicates the connection is using the MQ series classes implementing JIMS.

» Determined by parameter fileindicates that the connection information should be determined by looking at the
parameters defined at Installation.

For connection types of Oracle or DB2, use the JDBC URL to indicate URL of the database connection to beinitialized
at XAI/MPL startup time. Indicate the Database User and Database Passwor d required for accessing the database. The
JDBC connection URL can either be a Type 2 or a Type 4. For example:

» Type 2: jdbc:oracle:oci8: @CD2000DV
» Type 4: jdbc:oracle:thin: @myhost: 1521/ CD2000DV

For a connection type of Determined by parameter file, indicate the parameter substitutions, which should be accessed
from the parameter file for the JDBC URL, database user and database password, for example, @IDBCURL @,
@DBUSER@ and @DBENCPASS@.

When the connection type is INDI, indicate the XAl JNDI Server and the INDI Data Sour ce name as defined in the
JINDI.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference Cl_XAl_JDBC_CON.

NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable
do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.

XAl JMS Connection
To define a IMS Connection, open Admin Menu, XAl JM S Connection.

Description of Page
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Enter aunique XAl JM S Connection and Description.
Indicate the XAl JNDI Server to be used. Refer to XAl JNDI Server for more information.
Use the INDI Connection Factory to indicate the lookup keyword in the INDI server used to locate the IMS connection.
Where Used
Follow thislink to open the data dictionary where you can view the tables that reference ClI_XAl_JMS CON.
NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable

do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.

XAl IMS Queue

To define your IMS Queue values, open Admin Menu, XAl JM S Queue.
Description of Page
Enter aunique XAl JM S Queue and Description.
Enter the Queue Name as defined in the INDI server. Thisisthe JNDI lookup name identifying the queue.
Usethe Target Client Flag to indicate whether or not the target clientisJMSor MQ.
Select the XAl JNDI Server where the queue is defined. Refer to XAl JNDI Server for more information.
Where Used
Follow thislink to open the data dictionary where you can view the tables that reference Cl_XAl_JMS Q.
NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable

do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.

XAl IMS Topic
To define your IMS Topic values, open Admin Menu, XAl IMS Topic.

%A1 IMS Topic Erf
AT WS Tope Diescripkian | XAT INDI Server Togpic Mams
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Figure 14: XAl JMS Topic - Main

Description of Page
Enter aunique XAl JM S Topic and Description.
Select the XAl JNDI Server where the topic is defined. Refer to XAl INDI Server for more information.
Enter the Topic Name as defined in the INDI server. Thisisthe INDI lookup hame identifying the topic.
Where Used
Follow thislink to open the data dictionary where you can view the tables that reference Cl_XAl_JMS TPC.
NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable

do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.
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XAl Format

Open Admin Menu, XAl Format to define the various formats.
Description of Page
For each new format, specify aunique XAl Format name and Description.

Indicate whether the Format Typeisa Currency for matting string, a Date/Time for matting string, a Phone for matting
string or a Text for matting string.

Finally, indicate the Format Expression, which defines the formatting pattern to be applied.

Owner indicatesif thisformat is owned by the base package or by your implementation ( Customer Modification). The
system sets the owner to Customer M odification when you add an XAl format. Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference ClI_XAl_FORMAT.
NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable

do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.

XAl Adapter

To define a new adapter, open Admin Menu, XAl Adapter.
Description of Page
Indicate a unique Adapter Name and Description.

Indicate the XAl Class, which isthe name of the Java class, implementing the adapter. The class should be onethat is
defined for an adapter. The adapter classes provided with the product are BASEADA- Core Adapter, BUSINESSADA-
Business Requests Adapter, LDAPIMPRTADA- LDAP Adapter, and XAICMNDADA- XAl Command Adapter. Note
that the values SIEBEL ADA and STGUPADA are no longer supported.

FASTPATH: Refer to XAl Classfor more information.

The following fields are not applicable for the BusinessAdapter adapter.

Usethe XAl IJNDI Server to indicate the name of the WebL ogic INDI server running your product. Refer to XAl JNDI
Server for more information.

Indicate the Default User to be passed to your product server when this adapter is executed.

NOTE: If the XML request is sent over an HT TP connection, which has been authenticated, the authenticated User Id is
passed to your product.

The Default Date format and the Default DTTM (date / time) Format specify date and date/time formats to use when a
schema does not explicitly indicate formats.

Owner indicatesif this XAl adapter is owned by the base package or by your implementation (Customer M odification).
The system sets the owner to Customer M odification when you add an XAl adapter. Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_XAl_ADAPTER.
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NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable
do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.

XAl Executer

To define a new Executer, open Admin Menu, XAl Executer.
Description of Page
Enter aunique Executer 1D and Description.

Indicate the XAl Class for this executer. The class should be one that is defined for an executer. The executer class
provided with the product is XAIURLEXEC- XAl Executer.

Indicate the appropriate Executer URL.

Owner indicatesif this XAl executer is owned by the base package or by your implementation ( Customer M odification).
The system sets the owner to Customer M odification when you add an XAl executer. Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_XAl_EXECUTER.
NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable

do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.

XAl Sender

XAl Sender - Main

To define a new sender, open Admin Menu, XAl Sender.
Description of Page

Enter aunique XAl Sender and Description.

Use Invocation Type to define whether the sender is a Real-time sender or called by MPL to route near real-time
messages. The default isMPL.

Indicate the XAl Class for this sender. The class should be one that is defined for a sender. The sender classes are
DWNST GSNDR- Download Staging sender, EMAIL SENDER- Email sender, FLATFILESNDR- Flat file sender,
HTTPSNDR- HTTP sender, JM SSENDER- JM S Queue sender, STGSENDER- Staging Upload sender, TPCSNDR-
JMS Topic sender and UPLDERRHNDL R- Upload Error Handler.

Indicate whether or not this sender is currently Active.
Indicate whether the M SG Encoding is ANSI message encoding or UT F-8 message encoding.
If the XAl Classis JM SSENDER or TPCSNDR indicate the appropriate XAl JM S Connection

FASTPATH: Refer to XAl JMS Connection for more information.

If the XAl Classis JIMSSENDER, use the XAl JM S Queue to define where the response is to be sent.

FASTPATH: Refer to XAl IMS Queue for more information.
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If the XAl Classis TPCSNDR, usethe XAl JM S Topic to define where the response is to be sent.

FASTPATH: Refer to XAl IMS Topic for more information.

If the XAl class for this sender is STGSENDER indicate the XAl JDBC Connection.

FASTPATH: Refer to XAl JDBC Connection for more information.

XAl Sender - Context

The sender may require context information to define additional information needed by XAl to successfully send outgoing
messages. Open Admin Menu, XAl Sender and navigate to the Context tab.

Description of Page

Define the Context Type and Context Value, which contain parameters for senders when more information is required.
For example, flat file senders need to indicate the file path and name. Email senders need to indicate a server, user name and
password.

FASTPATH: Refer to Designing XAl Senders for more information about the various senders that may require context
information.

NOTE: The vauesfor the Context Type field are customizable using the Lookup table. Thisfield nameis SENDER _
CTXT_FLG.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference Cl_XAl_SENDER.

NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable
do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.

XAl Group

XAl groups are used to process XML files, which contain a collection of XML messages to be uploaded in batch.

XAl Group - Main

To define your XAl groups, open Admin Menu > XAl Group .

Description of Page

Enter aunique Group and Description for the XAl Group.

Indicate the Par ser used for this group. Possible values are Dom Parser and StAX Par ser.

NOTE: Dom Par ser reads the full XML document into memory and therefore is not ideal for larger XML documents.

Indicate the XPath and XPath Value, which an XML file receiver usesto identify which group agiven XML file belongs
to.

+ For StAX Parsersthe XPath islimited to the root element.
» For Dom Par ser s, the XPath supports defining elements at alower level than the root element.
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XAl Group - Attachments

Open Admin Menu > XAl Group and navigate to the Attachments tab to define attachments for your group.
Description of Page

For each entry in the attachments collection, indicate the Sequence and the Root Element. Use Include Elementsto
indicate if Parent elements should be included along with the current element when applying the XAl rules.

FASTPATH: Refer to XML Message File for more information about how thisis used.

XAl Group - Rules

Open Admin Menu > XAl Group and navigate to the Rulestab to define rules for your group.

Description of Page

For each entry in the rules collection, indicate the Sequence, the Priority, the XPath name and XPath Value and the XSL
File Name.

NOTE: Include Parent. If your attachment indicates that Par ent elements should be included, be sure that the parent
element isincluded in the X Path defined here.

FASTPATH: Refer to XML Message File for more information about how thisis used.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference Cl_XAl_RGRP.

XAl Receivers

XAl Receiver - Main

To define your XAl receivers, open Admin Menu > XAl Receiver .
Description of Page

Enter aunique Receiver |D and Description for the XAl Receiver.

Indicate the XAl Classfor thisreceiver. The class should be one that is defined for areceiver. The receiver classes are
DWNSTGRCVR- Download Staging receiver, FILESCANRCVR- Upload Files from a directory, JM SRCVR- IMS
Queue receiver, OUTM SGRCVR- Outbound Message receiver, STGCTLRCVR- Staging Control receiver, STGRCVR-
Staging Upload Receiver and TPCRCVR- JMS Topic receiver, XMLFILERCVR- XML File receiver.

FASTPATH: For moreinformation, refer to Designing XAl Receivers about different types of receivers.

Indicate whether or not this receiver is currently Active.

Identify the Executer 1D. Select the XAILOCAL executer if the XAl classfor thisreceiver is STGCTLRCVR. Select the
BYPASSXAI executer if the XAl class for thisreceiver is OUTMSGRCVR. For all other receivers select the XAIURL
executer. For more information, refer to XAl Executer.

Indicate whether the M SG Encoding is ANSI message encoding or UT F-8 message encoding.
The Read Interval indicates the number of seconds between read cycles.
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Start At Time and Dur ation are not currently in use.
If the XAl classfor thisreceiver is FILESCANRCVR, STGRCVR, STGCTLRCVR or XMLFILERCVR, indicate the
XAl JDBC Connection.

FASTPATH: Refer to XAl JDBC Connection for more information.

Turn on Sequential Execution if the received requests should be processed in sequential order (instead of multithreaded).
If thisvalue is turned on then XAl staging control records created by this receiver are marked for sequential execution.

JMS Information
The following information is only available if the XAl Classis JIMSRCVR or TPCRCVR.
Indicate the appropriate XAl JM'S Connection

FASTPATH: Refer to XAl JMS Connection for more information.

Indicate the appropriate XAl JIM S Queue.

FASTPATH: Refer to XAl IMS Queue for more information.

Indicate the appropriate and XAl JIM S Topic.

FASTPATH: Refer to XAl IMS Topic for more information.

File Information

The following information is only available if the XAl Classis FILESCANRCVR or XMLFILERCVR.

Use the Scan Directory to indicate where to look for new files.

In Scan File,indicate the file pattern. All files with names matching the pattern are uploaded into the staging upload table.
For each file found, arecord in the staging control table is created.

CAUTION: WARNING. MPL expects dl files conforming to the Scan File pattern to be complete. If afileisin the
process of being copied into the scan directory and its name conforms to the naming pattern, MPL still attempts to
process it and may issue an error for the incomplete file. It is suggested that files first be copied into the scan directory
with a different name that does not conform to the naming pattern, for example filename.xml.inprocess. Once the file
copy/transfer is complete, rename the file to one that conforms to the naming pattern, for example, filename.xml.

Thefollowing information is only available if the XAl Classis FILESCANRCVR.

Use the XAl In Service Name to indicate how the recordsin the file are mapped and how they are transformed to match a
system service request structure.

XAl Receiver - Context

Open Admin Menu > XAl Receiver and navigate to the Context tab to define context for your receiver.
Description of Page

The Context collection enables you to define a collection of Context Types and Context Values defining. Use this
collection when you need to store an attribute of areceiver that is not catered for in the current table.

NOTE: The valuesfor the Context Type field are customizable using the Lookup table. Thisfield nameisRCVR _
CTXT_FLG.
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XAl Receiver - Response

Open Admin Menu > XAl Receiver and navigate to the Response tab to define where to send responses to requests made
by thisreceiver. Refer to Designing Responses for a Receiver for more information.

Description of Page

The response collection enables you to define the destination ( XAl Sender) where responses to a request may be sent
under various circumstances ( Event). The events currently defined with the product are All events, M essage executed
OK, Application Error, System Error.

NOTE: The valuesfor thisfield are customizable using the Lookup table. Thisfield nameis ON_EVENT_FLG.

XAl Receiver - Groups

Open Admin Menu > XAl Receiver and navigate to the Groupstab to the valid XAl groups for an XML file receiver.
Description of Page

This collectionis only available if the XAl ClassisXMLFILERCVR.

For each entry in the Group collection, indicate the Priority and the Group. Refer to XAl Groups for more information
about defining groups.

Where Used
Receivers are used by the XAl server and by the MPL server to process messages sent to the system from various sources.
NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable

do not affect the runtime copy of these servers. Refer to How to Refresh the Runtime Copy of the Registry for steps
required to ensure that the servers use the most current data.

Service Program

This transaction defines services available in the system. These include user interface services as well as stand-alone XAl
services. A service may beinvoked by XAl and as such may be referenced by an XAl Inbound Service. Use this transaction
to introduce a new stand-alone XAl service.

Select Admin Menu > Service Program to maintain service programs.
Description of Page
Define a Service Name for your new service.

CAUTION: Important! When adding new service programs, carefully consider its naming convention. Refer to System
Data Naming Convention for more information.

Owner indicates if this service is owned by the base package or by your implementation ( Customer M odification). The
system sets the owner to Customer M odification when you add a service. This information is display-only.

Description describes the service.
Service Type indicates whether the serviceis a Java Based Service or a Cobol Based Service.

This Program Component grid showsthe list of program user interface components associated with the service. For a
stand-alone XAl service thislist is optional.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_MD_SVC.

Oracle Utilities Application Framework Administration Guide « 315


dataDictionary?type=TABLE&name=CI_MD_SVC

XAl Inbound Services

The XAl Inbound Services section in the registry is the main section of the registry. It is used to define the service
characteristics. Basically, a serviceis defined by an Adapter responsible for executing the service, apair of XML schemas
and connection attributes. The Adapter defines the interface with the target application server, while the schemas define the
structure of the request XML document expected by the service and the structure of the response XML document generated
by the service.

XAl Inbound Service - Main
To create or update an inbound service, open Admin Menu > XAl Inbound Service.

CAUTION: Important! When adding new inbound services, carefully consider the naming convention of the XAl In
Service Name. Refer to System Data Naming Convention for more information.

Description of Page

Define aunique XAl In Service Name. Thisinformation is used in the system to identify the service. The service name
isalso thefirst XML element after the <Body> element in the XML request/response document. The system generates a
unique XAl Service I D, which serves as the primary key.

Owner indicates if this XAl inbound service is owned by the base package or by your implementation ( Customer
M odification). The system sets the owner to Customer M odification when you add an XAl inbound service. This
information is display-only.

Indicate the Adapter, which defines the interface with the target application server.

FASTPATH: Refer to XAl Adapter for more information.

If adapter for this service should invoke a system service, then indicate the appropriate Service Name.

FASTPATH: Refer to Service Program for more information about defining services.

If adapter is the base package Business Adapter then Service Name does not appear. Instead, use Schema Typeto indicate
the type of object this service invokes and Schema Name to reference the object to invoke. Using this adapter, you may set
up service to invoke business objects, business services and service scripts.

FASTPATH: Refer to Designing XAl Adapters for more information about the Business Adapter .

Use the Description and L ong Description to describe the service.

Check the Active switch if this service is enabled and available for execution. If this switch is unchecked, then the serviceis
defined in the registry, but not yet available for public use.

Check the Post Error switch to support inbound message error handling for messages that are not processed viathe
staging upload table.

Check the Trace switch if you would like the trace to be on for this particular service. If the general trace option is not
activated, you can force atrace for a particular service.

FASTPATH: Refer to Server Trace for more information about trace functionality.

When the Debug switch is checked, debug information is generated on the XAl console when this serviceis executed. The
debug information can be useful to resolve problems.

Schema Definitions
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NOTE: Request Schema and Response Schema are not applicable to services invoking schema-based objects. They do
not appear when the Business Adapter is used.

The next two properties define the request and response XML schemas. The schemas were created using the Schema Editor
and are SOAP compatible. The schema XML files are expected to be stored in the Schemas Directory on the Web server
running the XAl server.

The Request Schema isthe XML schema defining the service request. The request sent to the server must adhere to the
schema definition.

The Response Schema isthe XML schema defining the service response. The response generated by the XAl server
corresponds to the response schema definition.

The same service may perform several actions on abusiness object. Use the Transaction Type to define the default

action performed by a service. The transaction type can be provided when invoking a service, by dynamically specifying a
transaction type attribute on the Service element of the XML request. This field may take the following values: Read, Add,
Change, Update, Delete, List and Sear ch.

NOTE: The difference between Change and Updateisthat for Change, al field values must be passed in with the
request. Field values that are not passed in to the request are set to null. For Update, you need only pass the primary key
field values and the values of the fields to be updated. All other fields retain their existing values.

Services, which perform a Search, may allow searching based on different criteria. When the Transaction Typevalueis
Sear ch, use the Sear ch Type to define the default search criteria. The possible values are Main, Alternatel, Alter nate2,
Alternate3, Alternated, Alternate5 and Alter nate6.

NOTE: Thisisadefault definition only and it may be overridden at run time when the service isinvoked. To override
the search type at run time, you should specify the searchType attribute on the Service element of the XML request.

XSL Transformation Definitions

Sometimes, the XML request document does not conform to the request schema, or the response document expected by the
service requestor is not the one generated by the adapter. In such cases the request and/or the response documents must be
transformed. The XAl server supports transformation through XSL transformation scripts. Transformation scripts may be
applied to the request before it is passed to the adapter or applied to the response document before it is sent to the service
requestor.

The Request XSL isthe name of the XSL transformation to be applied to the request document before processing it. The
transformation is usually required when the incoming document does not correspond to the XAl service request schema
therefore it has to be transformed before it can be processed by the adapter.

The Response XSL isthe name of the XSL transformation to be applied to the response document when the requester of the
service expects the response to have a different XML document structure than the one defined by the response schemafor
the service.

Click the WSDL URL hyperlink to launch a separate window that contains the WSDL definition for the inbound service.
Note that the server name and port number for the URL are built using a setting in the common properties file using the XAl
HTTP Caller URL setting.

NOTE: Refer to WSDL Catalog for information on how to obtain the WSDL catalog for all XAl Inbound Services.

XAl Inbound Service - Staging
The staging tab is used to define parameters for services that use the Staging Upload adapter.

FASTPATH: Refer to XAl Upload Staging for more information.

Oracle Utilities Application Framework Administration Guide « 317



Open Admin Menu > XAl Inbound Service and navigate to the Staging tab to define attributes for your upload staging
adapters.

Description of Page

Indicate the Staging File Type to be processed by the staging upload service. Possible values are Comma Delimited file,
Database Extract and Sequential file.

The format of the recordsin the input file are not in an XML format and do not correspond to an XAl service schema. Asa
result, the input record must be transformed into an XML message that conformsto an XAl service request schema. Enter
the Record XSL, which indicates the X SL transformation script used to transform the input record into the appropriate
XML message.

For sequential filesand Comma delimited files, indicate the Input File Name to be processed.

NOTE: This parameter can be overridden in the Staging Control table when a regquest to execute such aserviceis
made.

When the service takes itsinput from a Database extract, indicate the JDBC Connection used to connect to the database
that contains the input data.

NOTE: If thisvalueis not populated XAl uses the default JDBC connection, which is the current product database.

FASTPATH: Refer to XAl JDBC Connection for more information about defining these values.

Use the Interface Name to provide a description of the interface being implemented through this service.

XAl Inbound Service - Parameters

This tab enables you to define parameters that are used as selection criteria by the DB Extract staging upload service.
Open Admin Menu, XAl Inbound Service and navigate to the Par ameter s tab.

Description of Page

The Parameter s that were defined under the Request element in the schema are displayed here. They are used to drive the
extraction process. Thistab only displaysthelist of parameters. The values for these parameters can later be entered when
the control record to invoke this serviceis created.

FASTPATH: Refer to Saging Control Parameters for more information.

Owner indicatesif this XAl inbound service is owned by the base package or by your implementation ( Customer
M odification). The system sets the owner to Customer M odification when you add an XAl inbound service. This
information is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference ClI_XAI_IN_SVC.

NOTE: Theinformation in thistableis cached by the XAl server and by the MPL server. Changesto valuesin thistable
do not affect the runtime copy of these servers. Refer to XAl Command for information about refreshing a service.

XAl Route Type

Refer to the documentation for your product to find out if XAl Route Type is supported.
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Defining Outbound Message Types

Use this page to define basic information about an outbound message type. Open this page using Admin Menu >
Outbound Message Type.

NOTE: Thispageisnot availableif the Outbound M essage moduleis turned off.

Description of Page

Enter aunique Outbound M essage Type and Description. Use the Detailed Description to describe the outbound
message type in detail.

Indicate the Business Object that defines business rules and the schema for outbound messages of this type.
Indicate the relative Priority for processing outbound message records of this type with respect to other types.

This bottom of this page contains a tree that shows the various objects linked to the outbound message type. Y ou can use
this tree to both view high-level information about these objects and to transfer to the respective page in which an object is
maintai ned.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference F1_ OUTMSG_TYPE.

External Systems

Use this page to define an external system and define the configuration for communication between your system and the
external system.

External System - Main
Open this page using Admin Menu > External System.

NOTE: Thispageisonly availableif either the Outbound M essage or the Open Market I nterchange module is not
turned off.

Description of Page

Enter aunique External System and Description.

Usethefield Our Nameln Their System to specify the identity of your organization (i.e., your external system identifier)
in the external system.

NOTE: The workflow process profile and notification download profile are only applicable to products that support
workflow and notification. They and are not visiblein the product if the Open Market I nterchange moduleis turned
off.

If this externa system sends inbound communications through notification upload staging, the type of workflow process
that is created is controlled by the sender's W/F (Wor kflow) Process Profile.

If you send notifications to this external system, select a Notification DL (download) Profile that is used to define the
configuration of the outgoing messages.

NOTE: Theremaining fields are not visible if the Outbound M essage moduleis turned off.

Oracle Utilities Application Framework Administration Guide « 319


dataDictionary?type=TABLE&name=F1_OUTMSG_TYPE

Set Usage to Template External System for external systems whose outbound message type configuration isinherited by
other external systems.

If the outbound message type configuration should be inherited from atemplate external system, define the Template
External System. If thisfield is specified, the outbound message type collection displays the data defined for the template
system as display-only.

The Outbound M essage Type accordion contains an entry for every type of outbound message defined for this external
system. For each type of outbound message identify its Outbound M essage Type.

Define the Processing M ethod for messages of thistype. If the value is XAl, indicate the appropriate XAl Sender. If the
valueis Batch, indicate the appropriate Batch Control.

The Message XSL isthe schema used to transform information from the format produced by the system to aformat
understood by the sender, who receives a message of thistype.

Enter the file name of the appropriate W3C Schema if you want to validate the message built for outbound messages for
this external system / outbound message type prior to being routed to their destination. Refer to Outbound Message Schema
Validation for more information.

Response XSL will have the same search service asis used for the existing Message XSL field. Thisfield will only be
displayed when the processing method is Real-time. Refer to Outgoing Messages for more information on how it is used.

External System - Template Use

If you are viewing an external system whose usage isa Template External System, use this page to view the other external
systems that reference this one. Open this page using Admin Menu > External System and then navigate to the Template
Use tab.

Description of Page
The tree shows every external system that references this external system asits template.

Maintaining Your XAl Environment

This section describes various tools provided to enable your XAl administrators to more easily maintain your XAl
environment.

XAl Submission

This page exists for testing purposes. It alows you to create an XML request document and submit it to the system, to
ensure that the XML has been built correctly.

XAl Submission - Main

To submit an XML document for testing, navigateto Admin Menu > XAl Submission and navigate to the main tab.

Description of Page

This pageis used to test XML schemas, which are defined for the XAl tool. Enter an appropriate XML document in the
XML Request field. Typically, you define the XML schema using the schema editor in the XAl application. Then you
would copy and paste the document here, then modify the schema to enter actual data for testing purposes.

When you have entered the document, choose Save to submit this document to the system. Note that this request
information is not saved anywhere. It ssimply calls the system with the appropriate service name and executes the XML
request.
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Navigate to the Response tab to view the response.

XAl Submission - Response

To view the response to a XML document for testing, navigate to the response tab.
Description of Page

After choosing Save on the main tab to submit atest for an XML request, the response to your request is displayed in the
XML Response text box.

XAl Dynamic Submission

This page exists for testing purposes. It is similar to the XML Submission page, but it dynamically builds your XML
document based on a selected XAl service and data that you enter.

XAl Dynamic Submission - Main

To create and submit an XML document for testing, navigateto Admin Menu > XAl Dynamic Submission and navigate
to the main tab.

Description of Page

Select the XAl In Service Name, which identifies the XAl Inbound Service called by the XAl tool to load/update the
system data. After selecting, click Load Ul. This button causes the system to read the XML schema associated with the
service and build the screen with the associated prompts and fields, which enables a user to enter data.

NOTE: Testing schema. This page tests submitting the schema referenced on an XAl inbound service. If your service
references an XSL transformation script, that information isignored. This page tests post-XSL transformation.

Select the Transaction Type associated with this XML request. The valid values are Add, Change, Delete, List, Read,
Sear ch and Update. Thisinformation is built into the XML request document.

Set the Trace option to yesto request level tracing to be executed inside the XAl tool . This resultsin information written to
afile, which may be useful in debugging.

The bottom portion of the screen contains field prompts and input fields for the data associated with the XML request linked
to this service. The system dynamically builds this portion of the page by reading the XML Request associated with the
service. Y ou can enter datain the displayed fields.

NOTE: This page also generates other tabs dynamically for any collections that exist for the service being displayed.
These tabs vary based on the service. The response tab is the only other tab that is always present.

Enter valuesin the appropriate fields. Y ou need to have some knowledge of what information is needed based on the service
and transaction type. For example, if your service is accessing the account record and you want to read the record, you

only need to provide the account id. However, if your transaction type is add, you need to fill in all the fields necessary for
adding an account. If you have not entered values correctly, you receive an error in the Response.

When finished entering valuesin the fields, click Show XML to see the XML request built based on the schema and the
values of the fields entered.

If everything looks OK, click Submit to execute the XML request. Note that this request information is not saved
anywhere. It simply calls the system with the appropriate service name and executes the XML request.

Y ou are brought to the Response tab, where you may view the response.
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XAl Dynamic Submission - Response

To view the response to the XML document submitted for testing, navigate to the response tab.
Description of Page

After choosing Submit on the main tab to submit atest for the XML request built dynamically, the response to your request
isdisplayed in the XML Response text box.

Additional XAl Tools

This section introduces some additional tools to help you maintain your XAl environment.

XAl Service Export

The service export page alows you to export the definition of an XAl Inbound Service to afile. This function may be
helpful if you need to copy the definition of this service to a separate environment. To export a service, open Admin Menu,
XAl Service Export.

Description of Page

Upon entry into this page, you are provided with the current list of XAl In bound Services and their Description s. Usethe
XAl In Service Name search field to find the XAl service that you would like to export.

Use the Export? column to indicate which XAl service(s) you would like to export. Once you have selected your services,
choose Save.

NOTE: If multiple services are selected, they are exported together into the same output file.

Y ou are presented with the standard File Download dialogue where you can open or save the file.

XAl Service Import

The service import page allows you to import the definition of an XAl Inbound Service from afile into the XAl service
table. This function may be helpful if you need to copy in the definition of this service from a separate environment. To
import a service, open Admin Menu, XAl Service Import.

Description of Page

Upon initia entry into this page, you are provided with an input field, where you can enter the file name to import. Click
Browse to search for the desired file in a directory.

Oncethefileisidentified, click Read File, to read in the contents of thefile.
NOTE: Theformat of the file must include tags indicating the column names for XAl Inbound Service table along

with the values of the columns. For an example of how the format should be, ssmply go to the XAl Service Export page,
export a Service and view the format of the resulting file.

Once the file has been read in, the list of XAl services found defined within the fileis displayed in the Import grid,
identified by their XAl In Service Name and Description. In the Import? column, indicate which services to import.

If aservice with this service name already existsin the table, you must check the Overwrite Existing switch in order to
indicate that the imported file information should replace the current service. An XAl Inbound Service that is provided as
part of the system (i.e., with an owner of Base Product) may not be overwritten.

Click Save to proceed with the import. If any problems are found, information is displayed in the M essage Text column.
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XAl Command

Use the XAl Command page to send commands to the XAl and MPL server. To execute a command, open Admin Menu,
XAl Command.

Description of Page

The following operator commands may be sent to the XAl server. For each of these commands, you may check Also Sent
to MPL URL, in which case, the command is also sent to the MPL server. You need to indicate the URL of the MPL
server.

Display Registry Use this command to display the current registry information that the XAl instance is running with.

Refresh Code and Description Thisisrelated to an attribute in the schema editor where you may indicate that the
description of a control table code should be returned along with the code itself. Thisinformation is kept in cache memory
in the server. As aresult, changes made to descriptions have no effect on the runtime server. This command clears the cache
of control table codes and descriptions accessed by the server. Refer to How to Create Code Description Attribute for more
information.

Refresh Registry The registry contents are kept in cache memory in the server. Asaresult, making changesto the registry
control tables has no effect on the runtime server. Use this command to refresh the contents of the registry cache with the
new values in the registry control tables. The command reloads all registry control table data into the server.

Refresh Schema Schema definitions are stored in cache memory on the XAl server. Asaresult, modifying a schema
definition has no effect on the runtime server. To refresh schema definitions, use the Refresh Schemas command.

Refresh Service Service definitions are stored in cache memory on the XAl server. Asaresult, modifying an XAl inbound
service definition has no effect on the runtime server. To refresh service definitions, use the Refresh Service command. Y ou
are prompted to indicate which service to refresh.

Refresh XSL X SL Transformation script definitions are stored in cache memory on the XAl server. As aresult, modifying
an XSL transformation definition has no effect on the runtime server. To refresh XSL transformation definitions, use the
Refresh XSL command.

Trace On Usethis command to start the XAl server trace.
Trace Off Use thiscommand to stop the XAl server trace.
XAl TraceClear Usethiscommand to clear the contents of the tracefile.

XAl Trace Swap Use this command to rename the current trace file by appending the date and time to the end. A new
trace fileis then created with the name as defined in the XAl option page.

The following operator commands can be sent to the MPL server. Y ou must set the URL of the MPL server first.

MPL Refresh Executer Executer definitions are stored in cache memory. As aresult, adding or modifying executer
definitions has no effect on the runtime server. Use this command to refresh executer definitions. Y ou are prompted to
indicate the executer to refresh.

MPL Refresh Receiver Receiver definitions are stored in cache memory. As aresult, adding or modifying receiver
definitions has no effect on the runtime server. Use this command to refresh receiver definitions. Y ou are prompted to
indicate the receiver to refresh.

MPL Refresh Sender Sender definitions are stored in cache memory. As aresult, adding or modifying sender definitions
has no effect on the runtime server. Use this command to refresh sender definitions. Y ou are prompted to indicate the sender
to refresh.

MPL Start Receiver Usethis command to start a particular receiver. Y ou are prompted to indicate the receiver to start.

MPL Stop Usethiscommand to stop all MPL activity. It stops all receivers and waits for all executers and sendersto
complete.

MPL Stop Receiver Usethis command to stop a particular receiver. Y ou are prompted to indicate the receiver to stop.

Oracle Utilities Application Framework Administration Guide « 323



MPL Trace On Usethis command to start the MPL server trace.
MPL Trace Off Use this command to stop the MPL server trace.

When you have chosen the appropriate command and indicated any extrainformation, click Send Command to send the
command to the server(s).

If you have sent a command to the XAl Server, then the bottom portion of the screen displays the response in the XAl
Response. If you have sent acommand to the MPL Server, then the bottom portion of the screen displays the response in
the MPL Response. If you have sent acommand to both servers, the bottom portion of the screen displays both responses.

MPL Exception

The MPL Exception table is used by the MPL to keep information about requests that resulted in a system error. These are
errors that occurred inside the MPL. For example, if the MPL fails to send arequest to XAl (maybe WebL ogic is down),
thisis a system error, which would be logged in the MPL exception table.

There are errors that are defined recoverable. This means that the MPL will retry the action that failed, according to the
parameters it received.

Server Trace

The XAl server traces every request and response. The requests/responses are written to atrace file on the server. The trace
file may be viewed using the Trace Viewer.

Starting the Trace

The log starts automatically based on definitionsin the XAl Optionsin the traceType and traceFile options. To manually
start the trace:

» Navigateto Admin Menu, XAl Command
e Select the Start Trace command from the command dropdown
» Click Send Command

Stopping the Trace

» Navigateto Admin Menu, XAl Command

» Select the Stop Trace command from the command dropdown
» Click Send Command

Trace Viewer

Use the Trace Viewer utility to view the log file. The Trace Viewer isinstalled when you install the XAl client tools. It can
be found in the XAl program group under Start/Programs.

Main Page
When the Trace Viewer starts, select atrace file to view. A trace file may be opened in one of two ways:

» Toopen atracefile directly from its location on the web application server, use the File, Open HTTP menu item and
provide the appropriate URL.
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» To open atracefile on the local/network file system use the File, Open menu item
Description of Page

Once atracefileis opened, it displaysalist of al the requests on the |eft side including the Service Name, the Start Time
and the End Time.

To display the XML contained in the request and response entries for a displayed request, select arequest entry.
Filtering Options

Since the trace file may contain avery large number of messages, the trace viewer limits the number of messages that can
be displayed. It does that by displaying messages traced within the last x number of Minutes, Hours or Days.

Use the Max M essages to limit the number of messages displayed.

NOTE: Default Note. By default, the Trace viewer displays the first 200 messagesin the trace file.
To view only errorsin the trace, check the Show only Errors option.

NOTE: Refresh Display. After changing any of the above filtering options, click the refresh button &) in order to
redisplay the request entries based on the new options.

The First Message Found field indicates the date and time of the earliest entry in the trace file.
Viewing as Text

To view thetrace file as text rather than viewing each entry inits XML format, use the View, As Text menu option. The
contents of the trace file are displayed in text format in a separate window.

Statistics Page

Use the View, Statistics menu item to view the statistic page, which displays performance statistics about the XAl services
that were executed in the XAl tracefile.

For each type of XAl Service and transaction type, it displays the following information based on the requests traced in the
XAl tracefile:

» The Service Name with the transaction type in parentheses

» The Number of callsfor this service in the listed trace records
» The Average duration Time (in seconds)

e The Max imum duration Time (in seconds)

e TheMin imum duration Time (in seconds)

NOTE: RequestsIncluded in Statistics. Only requests falling in the time selection criteria and listed on the main log
viewer are processed for calculating the statistics.

To display a Duration Chart for a particular service, check the Service. A chart such as the one below is displayed.

How To
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How to Build the XML Request Document

To execute a service, an application sends an XML request document over HTTP or to one of the XAl defined receivers.
The request document must be built according to the request schema defined for that service. In addition, it is recommended
that request documents adhere to the SOAP protocol. For these cases, a SOAP envelope must wrap the request document.

A request document contains the following elements:

SOAP-ENV:Envelope

SOAP-ENV:Body

Inbound Service Name

Service Element

[Service Header]

[Service Detail |

The Service Header and the Service Details elements are optional (unless specified otherwise in the request schema) but

at least one of the service header or details element must appear in the request. For retrieval service, usualy the Header is
enough, for maintenance service the Details element is enough. All other elements are mandatory.

The following XML document shows a simple request adhering to the SOAP standard.
<SOAP-ENV:Envel ope xmins: SOAP-ENV ="urn:schemas-xml soap-org:envel ope">
<SOAP-ENV:Header>

<Sender>

<Credential domain="NetworkUserld">
<ldentity>admin@company.com</Identity>

<SharedSecret>wel come</SharedSecret>

</Credential>

</Sender>

</SOAP-ENV:Header>

<SOAP-ENV:Body>

<Personinfo>

<PersonService>

<PersonHeader Personl D="0726118368"/>

</PersonService>

</Personinfo>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

SOAP Envelope

The soap envelope is the wrapping element of the whole request document.

Theroot of the request document is always the SOAP-ENV :Envel ope el ement. The namespace attribute (xmlns=...) must be
the same as the one defined in the SOAP Envelope Handler in the XAl Envelope Handler page.
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Example for SOAP 1.0

<SOAP-ENV:Envel ope xmIns: SOAP-ENV ="urn:schemas-xml soap-org:envel ope">
Examplefor SOAP 1.1

<SOAP-ENV:Envel ope xmins: SOAP-ENV ="http://schemas.xml soap.org/soap/envel ope/" >

NOTE: If XAl cannot identify an appropriate envelope handler, it assumes that the root node is the service.

Header

The Envel ope element may optionally be followed by the 'Header' element, which may contain the following optional
elements:;

The SoapActionVersion element

Multiple versions of a schema may exist for the same service. The SoapActionVersion element in the header defines which
version of the schemaisto be used for the service.

For example, if the service requires arequest schema name A ccountRequestSchema and the version element on the
soap header is <SoapActionVersion>1.2</SoapActionVersion>, then the server attempts to use a schema with the name
AccountReguestSchema.V1.2.xml.

When the version element is not present in the request, the server uses the default version as defined for that service in the
XAl Inbound Service page.

The Correlationld element

The Correlationld element can be used by the sender to match an XML response to an XML request. When a Correlationld
is specified in the header of the request document, the XAl server copies this Correlationld header element asisinto the
XML response document.

Document Body

The Body element (<SOAP-ENV :Body>) contains the Service information itself. The content of the Body element isan
XML document based on the service request schema.

Service Name

The first element following the Body element must be the XAl service name. (i.e. ClSPersoninfo). We refer to this element
asthe XAl Service Element. The XAl server uses the tag name to locate the service in the XAl Inbound Service.

Transaction Type

The service element may contain the optional attribute transactionType. For services that represent page maintenance
services in the system, the transaction type (Read, Add, Update, Change, Delete) is defined in the XAl Inbound Service. An
optional attribute may be specified in the first element to override the transaction type of the service. This allows using the
same service definition to perform various transaction types.

Example 1. This service is used to perform an add of arecord.
<SOAP-ENV:Envelope>

<SOAP-ENV:Body>

<Account transactionType='"Add">

</Account>

</SOAP-ENV:Body>

</SOAP-ENV:Envel ope>
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Example 2. This serviceis used to perform an update to a record.
<SOAP-ENV:Envelope>

<SOAP-ENV:Body>

<Account transactionType='"Update’>

</Account>

</SOAP-ENV:Body>

</SOAP-ENV:Envel ope>

Search Type

Search services may provide one or more type of searches, each using a different set of search fields. The default search
type (MAIN, ALT, ALT1-ALT9) isdefined in the XAl Inbound Service. However you may want to use various search types
for the same service. To do so, you specify the sear chType attribute on the service name element of the request.

For example the CDxA ccountSearch service, provides the ability to search for accounts by AccountlD (the MAIN search
type) or to search accounts using an EntityName (the AL T searchType). The service is defined in the XAl Inbound Service
as using the default searchType=MAIN.

Example. The following request searches by account 1D
<SOAP-ENV:Envel ope xmlns: SOAP-ENV ="urn:schemas-xml soap-org:envel ope">
<SOAP-ENV:Body>

<AccountSearch searchType="MAIN">

<Account>

<AccountHeader AccountlD="0726118368"/>
</AccountHeader>

</Account>

</AccountSearch>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

This one searches by EntityName.
<SOAP-ENV:Envel ope xmIns: SOAP-ENV ="urn:schemas-xml soap-org:envel ope">
<SOAP-ENV:Body>

<AccountSearch searchType="ALT">
<Account>

<AccountHeader EntityName="Brazil"/>
</AccountHeader>

</Account>

</AccountSearch>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Trace

Traces are available at multiple levelsin XAl.
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System Level - All requests/responses are traced.
Service Level - All request/responses of a particular service type are traced.
Request Level - Trace only this request.

The trace attribute in the service element may be used to activate tracing for a particular request. Thisis useful if the
XAl server trace option was not set and you want to trace a particular request without tracing al other requests. The trace
attribute may take yes/no values.

Example:

<SOAP-ENV:Envelope>

<SOAP-ENV:Body>

<Account transactionType="UPDATE' trace="yes>
</Account>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Delete Unspecified Rows

The attribute deleteUnspecifiedRows, may be used on the list elementsin request documents, to delete all rows

in the list that were not referenced explicitly in the request. This attribute is applicable to services executed with
transactionType="UPDT". Thisis useful when one wantsto replace all rowsin alist with anew set of rows without having
to explicitly reference all existing rowsin thelist. This attribute may take the following values:

» yes- All rowsinthelist are deleted prior to applying the rows specified in the request.
+ no (default) - rowsin the list are not deleted.
Following the Body element is the Main service element. This might be a page, list or search element.

For page services, following the main service element, there is one header element and one detail element. The header
element only contains attributes. The details element may contain attributes and nested lists.

<SOAP-ENV:Body>

<Account>

<AccountHeader>

<AccountDetails>

<AccountPersons>

<AccountDebtCl asses>

<AccountDetails>

</Account>

</SOAP-ENV:Body>

For list or search services, following the main service element, there is one header element and one row element. The header
element only contains attributes. The row element may contain attributes and nested lists.
<SOAP-ENV:Body>

<AccountFinancialHistory>

<AccountFinancial HistoryHeader>

<AccountFinancialHistoryRow>

</AccountFinancialHistory>
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</SOAP-ENV:Body>

Constructing Requests to Access Your Product

Constructing XML requests for the system is not different than doing it for other adapters, however the following guideline
should be followed when constructing XML requests containing lists.

Page Services

Requests to access system Page services contain the following elements:

Service
CDrAc countMaintenanc eSenice

Pagell etails PageH ea der
CD xAcc ountMaintenancel etails C DxAc countMaintenancet ea des

Li=t1 List2

Debt Class AccountP ersones
List3

Amears

Page Read
To read a page, build arequest that only contains the page header and use transactionType='"READ'.

NOTE: Do not add the PageDetails element and underlying elements to the request. The request works but it adds
unnecessary XML processing overhead on the server side.

Page Maintenance

To add or update a page service, the page details element is mandatory. Underlying elements may also be required
depending on the service.

Performing Actions on Lists

Page services may contain Lists hanging off the service details element. |.e. the account maintenance service contains
several lists under the service details element.

Performing an Action on a Specific Row

Some request schemas may contain lists. Actions such as Add, Delete, and Update may be performed on list items (rows).
An action on alist item is specified using the "rowAction™ attribute on alist item. The rowAction attribute may take the
following values:

Row Action Description
Add Add the row to the list.
Change Change the row. The row to be updated is identified using the attributes

that have been defined in the schema as primary key fields.
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UpAdd The row to be updated is identified using the attributes that have been
defined in the schema as primary key fields. If the row can be found
then it is updated, if not it is added to the list.

Delete Delete the row. The row to be deleted is identified using the attributes
that have been defined in the schema as primary key fields.

NOTE: When the rowAction attribute is not provided for alist item, it defaults to the transaction type of the service. |.e.
if the serviceis defined with transaction type="Add" then rowAction defaults to "Add".

Performing an Action on the Entire List
The following attributes can be specified in the List element:

getAlIRows: By default XAl retrieves al rows that can fit in the buffer. However you may want to limit the number of rows
that are returned.

To limit the number of rows specify: getAllRows="false' as an attribute in the List element.

DeleteUnspecifiedRows: Sometimes you want to replace al rowsin alist with anew set of rows (not necessarily the same
number of rows). Instead of having to read the list first, delete the unnecessary rows one by one and then add the new one,
XAl provide an attribute that first deletes all rows in the list and then applies the rows that were explicitly specified in the
list.

Performing an Action That Is Limited by Collection Size

In some cases you may want to add or update more elements than there are in the collection. For example, you may want to
update fifteen characteristics in a service agreement when the collection size is only ten. To do this you can create two or
more Consecutive messages:

» Thefirst message updates the service agreement with up to ten characteristics.

« If thefirst update was successful and there are more characteristics to update, then send a second message that includes
the ID received from the previous message and additional characteristics. This step can be repeated until all elements are
updated.

List Services

List services can only retrieve data and therefore are much simpler. To build arequest for alist service, you only haveto
provide the list header (with the required attributes).

NOTE: Do not send the ListBody element in the request as it adds processing overhead on the server side.

Search
CDxAccountiaintenanceService

ListBody SearchHeader
CDxAccountSearchRow CDxAccountSearchHeader

Search Services

Search services are very similar to list services, except that you can apply various search criteria using the searchType
attribute on the service element.
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NOTE: Do not send the ListBody element in the request as it adds processing overhead on the server side

Structure of an XML Response Document

Normal Response

When the service executes successfully, the SOAP envelopeisreturned asis. The response Body is built according to the
response schema.

The XML document that is returned to the requester is as follows:
» SOAP Envelope
» Response Body

Fault Response

When an error occurs while executing a service, the XML document returned as the response is built according to the SOAP
fault protocol. The first element following the Body element is the <Fault> element. The detail element contains detailed
explanation of the error.

» ResponseStatus
» ResponseCode
e ResponseText

How To Create XML Schemas

This section explains how to create different types of schemas.

Creating a Schema for a System Service

This section explains how to create an XML schemafor a system service.

In the Schema Editor, select the Schemas/Create/Service menu option. The 'Generate Schema for a Service' Dialog Box
appears. Fill inthe following fields:

Service Name Enter the name of the service to be created in the service name text box. Thisisthe name of the first element
under the Body element in the XML document. Clicking on the selection button at the right of thistext box displays a
selection list of available servicesin the system. The selection list is built out of the metadata tables in the system.

M etal nfo Directory/File The product uses XML Metalnfo filesinternally to describe a service. The Schema Editor uses
thisfile to convert it to avalid XML Schema. Enter the name of the XML file defining the service. Thisfileisused to
generate the XML schemafor the service.

Transaction Type Select the transaction type performed by the service. The available values are Read, Add, Change,
Update, Delete, List and Sear ch.

NOTE: The difference between Change and Update is that for Change, all field values must be passed in with the
request. Field values that are not passed in to the request are set to null. For Update, you need only pass the primary key
field values and the values of the fields to be updated. All other fields retain their existing values.

To generate the Schema, click OK.
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Creating a Schema From an XML Instance Document

Oftenitisrequired to create an XSL transformation between two XML documents, one representing an XAl service and
the other adocument in another application. Although XSL scripts can be written manually (very tedious and erroneous
process), we recommend using mapping tools such as the Microsoft BizTalk Mapper to create transformation scripts.

The BizTalk Mapper requires XML schemas in order to graphically design the transformation. While schemas for system
services are available, schemas might not be available for the other XML document. Provided that you have an instance of
the other XML document, the Schema Editor can be used to generate a schema based on that instance.

To create a schema based on any XML document:

Select Schemas/Create/ XML Instance option from the menu.
Enter the service name to be created in the Service name textbox.
Enter the file name for the XML document to be imported.

Click Generate.

Creating an XML Schema for a Sequential Input File
The input data file may be:

A file where each record is described using a COBOL copybook.
A comma delimited file (CSV).

Creating a Schema for a File Described by a COBOL Copybook

To create a schemafor afile described by a COBOL Copybook, you use the Import COBOL copybook Wizard in the
Schema Editor.

Select Schemas/COBOL Copybook from the menu. The Generate Schema for a Cobol CopyBook dialog appears.

Enter a unique Service Name and enter the name of the COBOL Copybook, for example: MtrUpld.cbl. (Clicking the ...
button displays afile selection dialog box.)

Click Generate to generate the XML schema.

A schemais generated in the schema editor. Y ou may now use the Schema Editor to edit the schema as with any other
type of schema.

Save the Schema with an appropriate name, e.g., CustomerContactsUpl oadSchema.xml

Example:

If the Cobol copybook looks like:

06 ACCT-ID PIC X(10)

06 MTR_ID PIC X(08)

06 MTR_READ PIC 9(10)

06 MTR_READ_DT PIC 9(8)

Then the generated Schema looks like this:
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Creating a Schema for a Comma Delimited Input File

To create a schemafor acomma-delimited file, use the Import CSV Wizard in the Schema Editor.

» Select Schemas/ CSV (Comma Delimited File) from the menu. The Generate Schema for a CSV File dialog appears.

» Enter aunique Service Name and the name of the CSV File. (Clicking the ... button displays afile selection dialog box.)

 If the sample CSV file contains field headersin the first row, check the First Row contains column header s check box.
The field headers are used to create the attributes in the schema. Otherwise the attribute names are FIEL D1, FIEL D2,
etc..

« Click Generate.

» A schemais generated in the schema editor. Y ou may now use the Schema Editor to edit the schema as with any other
type of schema.

Creating a Schema for a Database Extract
Use the DB extract, when the data to be loaded on the staging table resides on arelational database.

» A schemafor a database extract describes how and what data is extracted from the database. An extract may extract data
from several tables.

» Eachtableisrepresented by a node on the tree on the left hand side, under the 'Response’ element.

» Thefirst element under the response element is the driving table and for each row retrieved from that table arecord is
written to the staging table.

» Each response node may contain child nodes allowing a hierarchical extraction process. For example, we may want to
extract accounts and their linked persons. For this case, we have an Account node and a child node under Account.

» A specia node on the left hand side is the 'Request’ node. The Request node does not represent any particular table. It
contains alist of fields that are used as selection criteria, mainly used to extract data from the main table.

Consider the following example: Y ou have account information on alegacy system and you want to migrate that datainto
the system. The legacy system has an ACCOUNTS tables and an ACCOUNT_PERSON table. Y ou want to migrate all
ACCOUNTS in the legacy system, which have a given Customer Class. Y ou want to be able to upload data each time

with various Customer Class values. Therefore the first SQL statement retrieves data from the ACCOUNTS table and uses
external criteriafor the customer class. The second SQL statement retrieves data from the ACCOUNT _PERSONS table and
uses the ACCOUNT _ID from the main record set.

To create a schema for a database extract, use the Import Database extract Wizard in the Schema Editor.
» Select Schemas/Database Extract from the menu. The Connection dialog appears.

« Indicate the database, which contains the tables required for the extract. This might be the same database as your product
or adifferent one. Click Connect.

» You are prompted to indicate whether to create a new schema or to open an existing one. When you create a new
schema, the Editor starts a Wizard that guides you through the schema definition process.

» First, you're prompted to enter the service name for this schema. Thisis the root element name of the schema.
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e« Inour example, we will use AccountsDBEXxtr act

» Next, you are prompted to enter the list of request attributes to be used by the main SQL. Each attribute has aname, a
data type and a maximum length. On the right side you can see the list of defined request attributes. Y ou use the left
side to add or modify attributes. After you have entered the request attributes, click OK. We'll define CustClass as an
example.

« « Name: CustClass
« DataType: string
» Max Length: 8
» Next you're prompted to enter the name of the root SQL element.
e« Inour example, we will define Accounts
» Thetable selection list dialog appears. Select atable from the table list box. Thistable is used by the root SQL element.

» Onceyou select the table, the full screen appears. On the left side there is a tree representing the schema. On the
right thereis atabbed dialog used to define the response elements. Each response node represents an SQL statement.
Continuing with our example, on the Define Node tab, we enter the following:

« « Node Name: Accounts
» Table Name: <connection name>.Cl_ACCT

» Navigate to the Select tab to define the list of columns to be retrieved in this SQL. They are used to build the SELECT
clause of the SQL statement. Each selected column is defined as an attribute of that response element in the schema. On
the left you have the list of available columns. On the right you see the list of selected columns.

» Navigate to the Wher e tab to define the selection criteria for this SQL statement. Use the bottom frame to define criteria.
Criteria are defined by a column, an operator and a value. The value may be a constant or areference to an attribute in a
parent element. In our example we'll use the request attribute CustClass as the value.

e « CriteriaColumn: CUST_CL_CD
e Operator: =
» Vaue @AccountsDBEXxtract/Request/CustClass

»  When you've completed the definition of aresponse element, click OK. This generates the SQL statement for that
element and stores it on the schema.

» Now add another response element, called "AccountPersons’. It is used to retrieve all persons linked to an account.
Select the "Accounts' element on the left and click Add (located under the Tree View). Repeat steps described above
for the new response element. Enter "AccountPersons’ as the element name, select ACCT_PER as the table name and
define the Select and Where clauses. This time use an attribute of the "Accounts' element to build the criteriafor the
"AccountPerson”. This means that for each record returned by the root element, an SQL statement is generated to access
the ACCT_PER table using the current ACCT_ID in Accounts.

» You have now completed the definition of the schema. Click on the toolbar "Test" button. When you test a DB extract
schema, the editor prompts you for every attribute in the request element. It replaces every reference to arequest attribute
with the value you provide for the relevant SQL statement. In our example we only have one request attribute, the
CustClass. Enter "I" for industrial customers.

» Theresponse tab is now active and it shows the response document built as aresult of executing the test. It should return
al the elements of the Account table as defined in the response.

Y ou can now save the schema by clicking Save.
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How to Publish an XAl Service

The system is distributed with a limited number of XAl inbound services. However implementers may want to access
system services that were not published with the base product. The following section provides a quick guide for publishing
system business object as an XML based Web service.

» Select the system business object to be exposed

» Create the Request/Response XML schemas using the Schema Editor
» Register the service by creating an XAl Inbound Service record

» Test the Service

Import
Metalnfo s(:]?ema
Repository WWhzard
l G
& = H_‘_‘_H_ﬂ__,
Smid,f‘y | Schemas
Schema Repository
I —
It
= |
Register . Service
Service Registry
\_._____‘—___._.,r

Select the Business Object

Thefirst step isto select the system business object to be exposed as an XML based message. The following section
describes how a business object is selected.

In your product, business objects are implemented as services. For each service, there exists a metadata definition of its
input and output data called the "metainfo” file. While this metadata is most commonly used to construct the content of
online pages, another use of this metadatais XAl, which can expose the same underlying service as an XML service. A tool
exists that makes this possible. The Schema Editor reads the metainfo file corresponding to a service and generates an XML
schema document describing the structure of the service when exposed as an XML service.

If the system does not provide a service that meets your needs, your implementation must define its own page service.

Define the Request/Response Schemas

Once the business object has been identified, we have to expose it as a pair of request/response XML schemas. The XML
schemas are the foundation of the product APIs. They define both the structure of the documents that are exchanged
between a service requester and the system and the internal mapping between the XML documents and the implementation
of the business object in the system

Every serviceis defined by a pair of XML Schemas: the request and response schemas. The schemas contain additional
information that maps the XML elements to the service. The request/response schemas are usually different, but in some
cases may be the same schema.
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The Request Schema

The request schema defines the XML document structure describing the "inputs”’ required by a service. Inputs may consist
of asingle element such as Person ID to implement the Personinfo service or multiple elements that describe a Person to
implement the PersonAdd service.

FASTPATH: Refer to How to Build the XML Request Document for more information.

The Response Schema
The response schema defines the XML document structure describing the "outputs' of a service. The XML elements that
are defined in the response schema are the ones that are returned to the service requester upon execution of the service.

FASTPATH: Referto Structure of an XML Response Document for more information.

Register the Service

For aservice to be available, it must be registered by creating an XAl Inbound Service record. The XAl inbound serviceis
used at run time to determine how arequest is to be processed. The inbound service contains various parameters that control
the execution of the service.

FASTPATH: For moreinformation, refer to Registering a Service.

NOTE: Test the Service. Once the schemas have been created and the service has been registered, you should test the
schema and the service.

Testing a Schema Using the Schema Editor

The following section explains how to test a schema using the "Test Schema’ option in the schema editor Tools menu. Use
this option when a schemais being edited.

NOTE: Before aschema can be tested, a service using this schema must have been registered.

Y ou need to create an 'instance’ XML document (a document with test data plugged in) based on the schema. The Test
schema dialog provides the tools to create the instance, edit it, execute it and save it for future use.

Creating therequest document

The first thing you have to do when you invoke the Test Schema Dialog is to create an initia instance of the request
document, based on the schema currently being edited.

1. Select the transactionType: The transaction type combo displays alist of possible transactions for this service, depending
on the service type (page, list or search).

2. When the transaction type is SRCH and more than one search type is available, the search type combo displays the list
of available search types for this service, based on the schema definition. Y ou must choose the search option. The combo on
the right shows which fields are required by each search type.

3. Click Create. A tree representation of the request instance is displayed on the left TreeView.
Viewing/Editing the request instance
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The tree view only displays elements of the request document. To display the list of attributes for an element, click that
element. The attributes are displayed on the grid on the right. Y ou may modify the value directly on the grid. If you need to
enter along textual value, click the button "..." at the right of the attribute.

By default the editor provides predefined values for ‘commonly' used attributes such as Accountl D, PersonlD, Premisel D,
BillID and SAID for an account shipped on the demo database. Y ou may change them directly on the grid.

The request can be viewed on the tree or as text on a browser page. Use the toggle toolbar button to switch between modes.
Saving therequest instance

To save arequest instance, click Save. A save dialog box is displayed.

Executing the request

Once you've finished editing the request, you can execute it (send it using HTTP to the XAl servlet).

1. Enter the URL address of the XAl servlet. It appears at the right of the Execute button.

2. Click Executeto send the request.

3. Theresponseis displayed on the Response tab.

Viewing the response

The response received as aresult of executing the request, is displayed on the 'response’ tab. It can be shown in atree mode,
similar to the request, or on a Web browser page. Use the toggle toolbar button to switch between modes.

Saving theresponse

Y ou can save the response to an XML file.
1. Click SavetoFile.

2. Select afile name from the file dialog

How To Create Code Description Attribute

Many product tables contain fields that represent codes in a control table. Sometime the service contains the description
for the code as well. This occursif the user interface associated with the service uses a go look button to provide help

in entering avalid value for that field. If the user interface associated with the service uses adropdown list box asa
mechanism for entering avalid value, then the description of the code is not included in the system service.

For the cases when the description of the code is not included in the system service, you may use special logic provided by
the schema editor to include a description, if needed.

 Select the code attribute whose description should be included (for example, on the Meter schema, right click on the
Meter1dTypeCode attribute). Right click on the attribute and select Add Code Description Attributein the pop-up
window.

» A dialogue box appears asking for the label to use for this new attribute. The label defaultsto the label of the code with
Description appended at the end (for example, M eter |dTypeCodeDescription). Choose an appropriate label and click
OK.

» Next, you are asked for the Code table program to be used by XAl to retrieve the description of the code at runtime.
(Continuing our example, thisisCIPTMITW).

» After clicking OK, select the new attribute and view its properties.

How To Create a Private Attribute

Private attributes are attributes in your schemathat do not correspond to any attributes in the system service. The schema
editor ignores private attributes when validating a schema against a system service. The XAl server ignores private
attributes when accessing system services.
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To create a private attribute:

» Select any existing attribute and right click on the attribute. Select Add Private Attribute in the pop-up window.
» A dialogue box appears asking for the label to use for this new attribute. Enter an appropriate label and click OK.
» Your new attribute is created. Select the attribute and enter the other properties for this attribute.

How To Create an XSL Transformation

When the service data schemais different from an external data schema received from or being sent to an external system,
we must map the data in the external schema to the service schema. To achieve this task we use a mapping tool.

In the following example, we are using the Microsoft BizTalk Mapper to create an XS Transformation (XSLT) script
that describes the transformation; however, other transformation tools available on the market can be used. This example
assumes that there is a file with customer contact information to be uploaded into the Oracle Utilities Customer Care and
Billing customer contact table. It assumes that XML schemas for the input file and for the customer contact service already
exist.

» Launch the Microsoft BizTalk Mapper.

» Enter the name of the input schemafile as the source, e.g., CustomerContactsUploadSchema.xml.

 Enter the name of the service schemafile as the target (e.g., CustomerContactAddRequestSchema.xml).

» BizTak Mapper alows you to drag elements from the source XML to the target XML.

»  When you are finished mapping elements, compile the transformation map.

» Save the transformation script with an appropriate name, e.g., CustomerContactsUpload.xsl.

» After saving the XSL script you need to edit it in Notepad and save it in ANSI encoding.

This XSL transformation script is now available for use as the Record X SL on the XAl Inbound Service - Staging page.

XSL Transformation with W3C

XAl W3C schemas (.xsd) use a namespace to qualify the elements in the schema. Each schema has a target namespace
named after the service name. For example, if the service name is CDxA ccountM aintenance then the target namespace for
the schemawould be: http://splwg.com/CDxAccountM aintenance.xsd.

When using an XSL transformation with system W3C schemas (.xsd), the X SL transformation needs to explicitly qualify
the elements in the schema with the schema namespace. Following is an example:

= 151 ®5l= P e w3 org/ 1999 788 Transtform® =mins: msasl="wrn:schemas-microsoft -comasit”
sra"wrpivar’ =mil sera"urncuser’ xmins: s 'I'|tr_n:,.",-":1_|iu||] comfCDxAccountMaintenance. 1sd” axclude-resuit-
="msxsl var use sion="1.0"s

JH: mathod="gml" omit-<ml-declaration="yes" />

=ci="uns:COxAccount Maintenance” /=

plate match="kns COXAccountMalntenance s
ceountMaintenances

ne="transactionType">
elect="mtransactionType" />

wAccountMaintsnanceServices
ountiaintensnoeHesders

It attnbute name="AccountlD®:
<kzl: value-of

sccountMaintenances

ates
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Substitution Parameters For NDS Messages

Y ou may configure your system to use notification download tables to interface outgoing messages via XAl. When creating
notification download staging records, you may use the context collection to define extrainformation about the NDS.

Context variables are exposed to the X SL transformation script as script parameters. Each context variable can be referred
to using a parameter name having the same name as the context variable. The following XSL example shows how it is done
for creating an email, but the same concept can be used for any XSL script used in aroute type. In this example XPER and
OHAD are context variables of the notification download record.

<xdl:stylesheet xmins:xsl="http://www.w3.0rg/1999/X SL/Transform' xmlns:msxsl="urn:schemas-microsoft-com:xslt'
xmins:var="urn:var' xmlns:user="urn:user' exclude-result-prefixes='msxsl var user' version='1.0">

<xsl:output method="xml' omit-xml-declaration="yes />

<xdl:param name="X PER"></xd:param>

<xdl:param name="OHAD"></xdl:param>

<xdl:template match="/">

<xsl:apply-templates sel ect="CDxPersonM aintenance'/>

</xd:template>

<xdl:template match="CDxPersonM ai ntenance>

<EmailMessage>

<To>

<InternetAddress address="ohad_anyone@splwg.com” personal="A AcA£ AA°AC" charset="Windows-1255" />
<InternetAddress1>

<!-- Connection from source node "EmailID" to destination node "address" -->

<xdl:attribute name="address’><xdl:value-of select="CDxPersonM aintenanceService/ CDxPersonMaintenanceDetails/
@EmaillD'/></xdl:attribute>

</InternetAddress1>

</To>

<BCC1><InternetAddress address="ohad_anyone@splwg.com" /></BCC1>

<Subject charset="Windows-1255">

<!-- Connection from source node "EntityName" to destination node " Subject" -->

<xsl:value-of select="CDxPersonM ai ntenanceService/CDxPersonM aintenanceDetails @EntityName'/>
Mark Brazil

</Subject>

<MessageText charset="Windows-1255">

<!-- Connection from source node "Description” to destination node "MessageText" -->

<xdl:value-of select="CDxPersonM aintenanceService/ CDxPersonM aintenanceDetail s/ @Description'/>
<xd:value-of select="$XPER"/>

<xsl:value-of select="$OHAD"/>
Thisistext of the email message.
</MessageT ext>
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<Attachmentl fileName="d:\cdx\test\test.pdf" contentld="f|3">

</Attachment1>

</Email M essage>

</xd:template>
</xgl:stylesheet>

How to Refresh the Runtime Copy of the Registry

Asexplained above, the registry is read into cache memory when the XAl server starts. If the registry is modified and you
want to immediately apply the changes on arunning server, you have to manually refresh the registry.

To manually refresh the registry:

Navigate to Admin Menu, XAl Command

Select the Refresh Registry command from the command dropdown.

If you want to also refresh the MPL server, check the Also Send to MPL URL check box.

Click Send Command

The refresh command is sent to the XAl server and the response is displayed in the response textbox.
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Chapter 16

Importing Users and Groups

If your organization uses Lightweight Directory Access Protocol (LDAP), you can import your existing LDAP users and
groups into Framework. Once imported, all user and group functions are available. Y ou can resynchronize your LDAP users
and groups at any time.

NOTE: Import only. The system currently supportsimporting LDAP information. Exporting users and groups from the
system to LDAP is not provided.

This section describes how to set up your system to import users and groups from an LDAP store aswell as how to do the
import.

NOTE: XML Application Integration. Thetopicsin this section are technical, and we assume that you are familiar
with XML Application Integration (XAl).

How Does LDAP Import Work?

The LDAP import process uses aspecial XAl service (LDAP Import) that reads the information from the LDAP store and
creates the appropriate security entries by calling standard XAl services to maintain users and groups. The entire import
process may be more appropriately called synchronize because groups, users, and the connections between them are
synchronized between the LDAP store and your product.

Invoking The Import Process

The staging control receiver invokes the LDAP Import service when it encounters a pending record on the XAl staging
control table with aservice ID of LDAPImport. To create a pending LDAP import staging control record, use the LDAP
Import page to select the users or groups to be imported and click Synchr oni ze. The LDAP Import page popul ates all
necessary request parameters when creating the staging control record.
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Processing LDAP Import Requests

The LDAP import service calls the LDAP Import Adapter, which performs the following actions:

It reads the LDAP configuration information provided as XAl parameters to the request. Parameters include the Java
Name Directory Interface (JNDI) server, user and password for the LDAP server, and the transaction type (e.g., import).

It connects to the LDAP store using a JNDI specification.

For each element (user or group) in the request, the LDAP is searched by applying the search filter (specified for the
element) and the searchParm (specified in the request).

The adapter goes through each entry found in the search and verifies whether or not there is already an entry in the
system and whether a user belongs to a user group. From this information, it automatically determines the action to be
taken:

e Add

» Update

» Link user to group

» Unlink user from group (by setting the expiration date)

If the entry is a group, the adapter also imports all the usersin LDAP that are linked to the group. If the entry isauser,
the adapter imports the groups to which the user belongsin LDAP.

For each imported entity, the adapter creates an appropriate XML request and adds it to the XAl upload

staging table. If, for example, the action isto add a user, it creates an XML request corresponding to the
CDxXAIlUserMaintenance service; and if the action isto add a group, it creates an XML request corresponding to the
CDxXAIlUser GroupMaintenance service.

The XML upload staging receiver processes the upload records in sequential order (based on the upload staging ID).

NOTE: No Second Order Import. If auser isimported because the name belongs to an imported group, the adapter
does not import al the other groups to which the user belongs. If agroup isimported because the imported user belongs
to it, the adapter does not import all the other users that belong to the group.

NOTE: Long User and Group Names. Users and groups whose names exceed the length limit in the system are not
synchronized.

Setting Up Your System For LDAP Import

In order to set up your system for LDAP import, you must:

Define a INDI server that pointsto your LDAP server.
Create an XML file that maps LDAP objects to Framework objects.
Reference the LDAP mapping file in your XAl Parameter Information and MPL Parameter Information files.

The system is pre-configured for all other XAl components that are necessary for running LDAP Import, including:

LDAP Import Adapter XAl class

LDAP Import XAl adapter

LDAP Import XAl service

The necessary XML request and XML response schemas (L DA PImportRequest.xsd and L DA PImportResponse.xsd)
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Defining a JNDI Server That Points to the LDAP Server

XAl uses Java Name Directory Interface (INDI) serversto locate resources that are needed by XAl. To use LDAP Import,
you must define a INDI server that points to the LDAP server where the users and groups you want to import are located.

NOTE: JNDI Server Initial Context Factory. The JINDI server should have its Initial Context Factory field set to
com sun. j ndi . | dap. LdapCt xFact ory. Thisuses Sun's LDAP JNDI provider, which is provided with the
application to access the LDAP store. If desired, you can use another INDI LDAP provider by setting a different initial
context factory and adding the classes of that provider to the classpath.

FASTPATH: Refer to Designing XAl JNDI Servers for more information.

Mapping Between LDAP Objects And Base Security Objects

An LDAP store consists of multiple entries. Each entry represents an object in the directory that isidentified by a
Distinguished Name (DN) and may contain one or more attributes. In atypical LDAP store there is usually an entry for
users and an entry for groups. The connection between users and groups may be implemented in two different ways:

» The users belonging to agroup are defined in a special multiple-value attribute on the Group entry.
» Thegroupsto which a user belongs are defined in a special multiple-value attribute on the User entry.

The mapping between LDAP security objects and base security objectsis stored in an XML document that can be processed
by the XAl service. As part of setting up your system for LDAP import, you need to define this mapping. The base package
comes with a sample mapping file that can be used when your LDAP store is a Microsoft Active Directory Server (ADS).

Y ou can use thisfile as the basis for creating your own mapping file if you are using a different LDAP store (e.g., Novell
Directory Server).

Attribute mappings are defined in the XML parameter information file under the LDAPImportAdapter section. Note that the
mapping itself isin an external filethat isincluded in the XML parameter information file.

The XML structure:

» Maps LDAP Entriesto system objects

» Maps attributesin the LDAP entry to attributes in the system object
 Describes objects linked to the LDAP entry

Mapping an LDAP Entry to a Base Object

Each LDAP entry is mapped to a base product object (User or Group) using an <L DAPEntry> element that has the
following attributes:

Attribute Description

name The name of the LDAP entry:
- Group
- User

baseDN The base distinguished name in LDAP for this entry.

cdxEntity The name of the base product entity to which the LDAP entry is
mapped:

- User

- UserGroup
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searchFilter An LDAP search filter that is used to locate LDAP entries. A
%searchParm% string in that filter is replaced by the value from the
user or group search on the LDAP Import page.

Scope Sets the scope of the search. Valid values are:
- onelevel (the value normally used)
- subtree

Mapping LDAP Entry Attributes to Base Object Attributes

Each attribute in the LDAP entry is mapped to attributes in the base object using an <LDAPCDXAttrMappings> section
under the LDAP entry. Each <LDAPCDXAttrMapping> element has the following attributes:

Attribute Description
IdapAttr The name of the LDAP attribute to be mapped.
cdxName The name of the base product attribute to be mapped. Note this is

the name of the attribute in the XAl schema for the User or Group
maintenance services.

javaClass The name of a Java class to be called. To provide more flexibility in
attribute mappings, especially when there is not a simple one to one
attribute mapping, you can derive the value of a base product attribute
by calling a method in a Java class. The Java class gets the LDAP
entry as input and implement its own logic for computing the value of
the attribute.

The class should implement the ICDXValueObtainer interface whose
source can be found in the cm_templates directory. The class should
be available to both the defaultWebApplication and the XAIApp.

idParm When the javaClass attribute is specified, the IdParm attribute contains
a parameter value that is passed to the Java class method.

format When the javaClass attribute is specified, the format attribute contains
a parameter value that is passed to the Java class method.

default The default value that will be assigned to the CDx attribute when one of
the following occurs:

- The LDAP attribute contains a null or empty value
- The LDAP attribute does not exist or is not specified.
- The Java class method returns a null or empty value.

Default values are applied only when creating a new entity and are not
applied to updated entities.

Describing Linked Objects

When mapping the user entity you need to describe how the groups the user belongs to are retrieved. When mapping the
group entity you need to describe how the users contained in the group are retrieved. The link information is required when
displaying the list of objects that is affected by the import.

Linked objects are described using the <L DAPEntryLinks> section under the LDAP entry. LDAP provides two methods to
retrieve the linked objects:

» Thelinked objects are stored as multiple-value attributes on the entity (e.g., users contained in agroup are stored as a
multiple-value attribute on the Group entity).

« Thelinked objects are retrieved by applying a search filter on an LDAP entity (e.g., the groups to which a user belongs
might be retrieved by applying a search filter to the Group entity).

Each <L DAPEntryLink> element has the following attributes:

Attribute Description
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linkedToLDAPERtity The name of the linked entity (User or Group). Use User when
describing the Group entity. Use Group when describing the User

entity.

linkingLDAPALtr The multiple-value attribute name on the LDAP entity that contains the
linked entity.

linkingSearchFilter The search filter to be applied to retrieve the list of linked objects, for
example:

(&amp;(objectClass=group)(memberOf=%attrdo))

The search filter may contain the string % attr % that acts as a
substitution string and is replaced at run time by the value of the
attribute named "attr" of the imported entity. If the LDAP entry you
are describing is a Group and the string is %name%, it is replaced by
the value of the "name" attribute of the group you are importing. If the
LDAP entry you are describing is a User and the string is %dn%, it is
replaced by the "dn" attribute of the User you are importing.

linkingSearchScope Sets the scope of the search. Valid values are:
- onelevel (the value normally used)
- subtree

Example XML Mapping

The following XML excerpt describes a mapping to the Microsoft ADS. The example makes the following assumptions:
» The base product attribute "DisplayProfileCode" is defaulted to "NORTHAM" when adding a new user.

» The LDAP Group entry contains the list of users belonging to the group in the member attribute.

» The groupsto which a user belongs are retrieved by applying a search filter.

<L DAPEntries>

<LDAPEntry name=" User" baseDN=" CN=User s,DC=splwg,DC=com" cdxEntity=" user" searchFilter=" (& amp;
(objectClass=user)(name=% sear chPar m%))">

<LDAPCDXAttrMappings>

<LDAPCDXAttrMapping |dapAttr=" name" cdxName=" User" />
<LDAPCDXAttrMapping cdxName=" L anguageCode" default=" ENG" />
<LDAPCDXAttrMapping cdxName=" FirstName" default=" fn1" />
<LDAPCDXAttrMapping cdxName=" LastName" default=" fn2" />
<LDAPCDXAttrMapping cdxName=" DisplayProfileCode" default=" NORTHAM" />
<LDAPCDXAttrMapping cdxName=" ToDoEntries" default=" 1" />
<LDAPCDXAttrMapping cdxName="TD_ENTRY_AGE_DAY S2" default=" 12" />
</LDAPCDXAttrMappings>

<LDAPEnNtryLinks>

<LDAPEnNtryLink linkedToLDAPEntity=" Group" linkingLDAPAttr=" member Of" />
</LDAPEntryLinks>

</LDAPEnNtry>

<LDAPEnNtry name=" Group" baseDN=" CN=User s,DC=splwg,DC=com" cdxEntity=" user Group" searchFilter="
(& amp; (obj ectClass=gr oup)(name=% sear chPar m%))">

<LDAPCDXAttrMappings>
<LDAPCDXALttrMapping ldapAttr=" name" cdxName=" User Group" />
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<LDAPCDXAttrMapping ldapAttr=" description" cdxName=" Description" default=" Unknown" />
</LDAPCDXALttrMappings>
<LDAPEnNtryLinks>

<LDAPEnNtryLink linkedToLDAPEntity=" User" linkingSearchFilter=" (& amp; (objectClass=user)(member Of=
% distinguishedName%s))" linkingSearchScope=" onelevel" />

</LDAPEnNtryLinks>
</LDAPEnNtry>
</LDAPEnNtries>

Including Your LDAP Import Mapping in the Parameter
Information Files

After you have defined your LDAP mapping in an XML file, you need to include it in the <AdHocParameters>
sections of the XAl Parameter Information file (XAIParmameterlnfo.xml) and the MPL Parameter Information

(MPLParameterinfo.xml) file. The definitions are made to the LDAPImport adapter under an <Adapters> section that you
add.

NOTE: Update Both Parameter Information Files. Make sure that you include the same update in both parameter
information files (XAl ParameterInfo.xml and MPL Parameterinfo.xml).

The following example shows an excerpt from the parameter information files:

<AdHocParameters>

<Adapters>

<Adapter name=" LDAPImport" maxReturnedResults=" 300">

<?XAl includeURL= file:///c:\Cdx\Product\ServerssM AIN_PROD_ORA\cisdomain\xai\ldapdef.xm|?>
</Adapter>

</Adapters>

</AdHocParameters>

In the example above, the mapping fileis called |dapdef.xml.

The maxReturnedResults attribute limits the number of LDAP entries the adapter returns for the search request. Thislimitis
only applicable to the LDAP Import user interface. Theimport processitself is not affected by this parameter.

FASTPATH: For more information about the XML Parameter Information file, refer to XAl Installation.

LDAP Import

Open Admin Menu > LDAP Import to import users and groups into the system.

NOTE: LDAP Import Setup. Your system must be appropriately configured for this page to operate correctly. Refer to
Setting Up Your System For LDAP Import for more information.

Description of Page

Enter the LDAP JNDI server that should be used to connect to the LDAP server from which you want to import users or
groups. Refer to Defining a INDI Server for more information.
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If the LDAP server from which you are importing users or groups requires authentication, specify an LDAP User and
L DAP Password for the server.

NOTE: Username and password. Contact your LDAP system administrator for the format of the username and
password to use.

From the L DAP Entity drop-down list, select either User or User Group depending on whether you want to import users
or groups from the LDAP server.

Select the name of the User or Group that you want to import. (The label of thisfield changes depending on the LDAP
Entity you selected.) Y ou can use the search button to search for alist of users or groups that exist in the LDAP store.

After all fields have been specified, click the Find icon to return alist of all the objects contained in the selected user or
group. If auser is specified, al the groups to which the user belongs are displayed in the grid. If agroup is specified, all the
users that belong to the group are displayed in the grid.

Click the Synchronize button to import the specified user or group and its linked objects (shown in the grid).
The LDAP Import service creates the configuration parameters on the XML staging control table and the XAl Staging
Control page opensto let you view the status of your request.

FASTPATH: For more information, refer to How Does LDAP Import Work?

Oracle Utilities Application Framework Administration Guide « 348



Chapter 17

Configuration Migration Assistant (CMA)

This chapter describes the Configuration Migration Assistant (CMA), afacility to enable the export of customer-owned
configuration data from one environment to another.

CAUTION: This chapter isintended for users responsible for testing configuration data and performing "what if"
analysis in non-production databases.

Understanding CMA

The Configuration Migration Assistant (CMA) provides implementers with aflexible, extensible facility for migrating
configuration data from one environment to another (e.g., from a development environment to a production environment).
Datais exported from the source system to afile. The file can then be checked in to a version control system for reuse, or
can be immediately imported into the target system and applied.
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Administrators

Developers

W

NOTE: Asused in this chapter, source systems are those on which export-related activities are conducted and target
systems are those on which migration updates are to occur. The two system preparation tasks described in Migration

Assistant Configuration must be performed on both source and target systems.

The CMA Process Flow

Master Configuration Configure Locations of Files (set once only)

Configure Configure Objects and Criteria for Migration

Export Configuration Data

—————

Import Configuration

The high-level CMA process comprises the following tasks and flows. Each is described in more detail |ater in this section.

« One-timetasks, which must be applied on both source and target systems:
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Specify the source and target paths and a file extension for import and export data filesin the Migration Assistant
Configuration master configuration record.

Create athread pool that turns off the L2 caching. Thisisrequired to support the import step where cached data

is being added or updated. It’s recommended for all steps (including export and compare) to ensure that the
agorithms are working with the data in the database rather than the cache. Refer to Caching Considerations for more
information.

» Configuration steps are used to define the data to migrate. This task is performed on the source system and may be
defined at any time. Note that the products provide base delivered configuration that may be used asisor used asa
template for building more specific configuration for a given implementation.

Each type of record that may be copied requires a Migration Plan. The migration plan is used to identify the
maintenance object (MO) for the record (using a business object) and allows for instructions to specify related records
that may be included in the migration. Multiple migration plans may exist for a given maintenance object if there are
different requirements for migrating records in that MO under different circumstances.

» The primary instruction in the migration plan could define the physical BO of the record. This signalsto CMA that
all records for the MO are eligible to be migrated.

« The primary instruction may define a specific BO, in which case only records that reference that BO inits parental
hierarchy are considered.

NOTE: Refer to Understanding the BO Filtering Process for more information.

» Subseguent instructions may include references to related records. There may be some circumstances where a
migration should include subsequent records and some circumstances where they shouldn’t based on requirements.

A Migration Request is used to define a set of migration plans to be included together in a single migration attempt.
In addition, the migration request may define selection criteria for each migration plan to limit the migration to a
subset of datafor each MO. Selection may be defined using SQL, an agorithm or explicit primary key values.

FASTPATH: For moreinformation, refer to CMA Configuration.

» The Export processincludes al the steps needed to select records to be exported from the source environment and create
the export file.

A Migration Data Set Export object is created for a specific migration request.

Thelifecycle of the Migration Data Set Export business object includes algorithms that select the appropriate records
according to the migration request, determine dependencies between records to build groupings of related objects and
create the export file.

Because there may be alarge volume of datain the export, many of the stepsin the lifecycle of the migration data set
export are executed viathe Migration Data Set M onitor.

FASTPATH: For moreinformation, refer to Exporting a Migration.

» Thelmport processesinclude al the steps needed to read an imported file, compare the datain the file to the datain the
target, review the proposed changes and apply the updates. The following isahigh level overview of the process.

A Migration Data Set Import object is created for a given fileto import.

The next step reads the import file and creates Migration Transactions and Migration Objects based on the
information in the import file. A migration object is created for every maintenance object record to potentially be
created or updated. The migration transaction is a grouping record that groups together related migration objects.

The next step isfor the objects to Compar e the data being imported against the data for that record in the target
environment. If it isfound that the migration object is new or represents a change to the existing record in the target
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environment, appropriate SQLs are generated. If no changes are found, the object is marked “unchanged” and doesn’t
progress.

» Onceall the objects are compared, the user may review the objects for acceptance or rejection.
» When the migration objects are all accepted or rejected, the next step isto apply the objects and update the target
environment.

FASTPATH: For moreinformation, refer to Importing and Applying a Migration.

Migration Assumptions, Restrictions, and Recommendations

The following sections describe miscellaneous topics that are important to learn with respect to CMA.

Type of Data Migrated

CMA isdesigned to migrate configuration data only. The tool cannot be used to migrate master or transactional data that
contains system-generated primary keys.

The comparison step of the import process will generate appropriate insert or update SQL statements for the following data
found in the export:

» Configuration data in a maintenance object with no owner flag. Thisis purely implementation data.

» Configuration datain a maintenance object with owner flag, where the owner is Customer M odification. For example,
implementer-specific business objects.

» Configuration data in a maintenance object with owner flag, where the main record is owned by the product but where a
child record exists with an owner of Customer M odification. For example, implementer-specific algorithms added to a
base owned business object.

» Customizablefieldsin arecord that is owned by the product. For example, the priority of a based owned To Do type.

No Record Deletion

The CMA process allows users to define records to copy from a source environment to a target environment. In that way,
the import process for the migrated records is able to identify objects to add and objects to change. There is no mechanism
for indicating that records in the target environment should be deleted. The absence of those records in the import is not
enough because the migration may be only importing a subset to add or update. If data on the target system must be deleted,
users must delete the recordsin the target accordingly.

Note that CMA does support the deletion of child rows of an object as aresult of acomparison. Thisisonly applicableto
child records that are owned by the implementation.

CMA Configuration

The following sections describe tasks required for CMA configuration.

Master Configuration — Migration Assistant

Before proceeding with your first migration, system wide configuration must be defined. Thisis captured in the Migration
Assistant Configuration master configuration record. This must be defined in both the source environment and the target
environment.
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Navigate using Admin Menu > Master Configuration. Inthe Master Configuration list, scroll to Migration Assistant
Configuration and click the add icon if there is no record yet or the edit icon to modify an existing record.

For more information about specific fieldsin the master configuration, refer to the inline help.

NOTE: Thisrecord can be updated at any time to change details. The new configuration takes effect on all subsequent
exports and imports.

Migration Plans

A migration plan defines one or more types of objectsthat are eligible for migration. It is essentially a set of instructions
describing how the data to be exported is structured, allowing objects to be migrated together as alogica unit to ensure
consistency and completeness.

The following topics describe defining a migration plan aswell as other topics for amigration plan.

Defining a Migration Plan

To view or define amigration plan, navigate using Admin Menu > Migration Plan.

Usethe Migration Plan Query portal to search for an existing migration plan. Once amigration plan is selected, you are
brought to the maintenance portal to view and maintain the selected record.

The following points provide information about defining I nstructions for a migration plan.

The Instruction Sequence uniquely identifies the instruction. The recommendation is to use increments of 10 to allow
insertion of other instructionsin the future.

Select Primary for thefirst Instruction Type. All migration plans must contain one and only one primary instruction. All
subsequent instructions require a Subor dinate instruction type. In this case, the Parent Instruction Sequence must be
entered. This number, used to maintain the defined relationships in the exported data, must match an instruction sequence
number at a higher level in the hierarchy.

Theinstruction Description provides a business description of the instruction.
Select a Business Object (BO) to define the type of object from which datawill be derived.
NOTE: Though BOs are specified in each instruction, it's important to understand that each BO is used only for filtering

purposes. The migrated data set comprises the complete contents of the maintenance object that the business object
structure is defined against. For a more detailed explanation of this, see Understanding the BO Filtering Process.

NOTE: Refer to Identifying Tables to Exclude From Migrations for information about defining child tables to always
exclude from amigration.

Traversal Criteria provides three options to define how the child object is connected to the parent object so the system
knows how to traverse from one object to another. Traversal Criteria Type options are Constraint, SQL and XPath. The
following points explain each option:

» Constraint allowsyou to select atable constraint that represents a given record's relationship to another record in the
system viaaforeign key reference. If Constraint is selected, the following additional fields are enabled:

e Constraint ID isaunique identifier for the constraint. The search will show the valid table constraints for the MO of
the instruction’s BO and the MO of the parent instruction’s BO.

» Constraint Owner is used to define the owner of the constraint. Thisis populated automatically when selecting a
constraint from the search.
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» SQL letsyou specify SQL join criteria between the parent instruction’ s object and the child object in the SQL Traver sal
Criteria. When referring to afield on the parent instruction’ s object, use the syntax #PARENT. TABLE_NAME. FI ELD_
NAME. When referring to afiled on the current instruction’ s object, use the syntax #THI S. TABLE_NAME. FI ELD_NAME.
For example, the following statement is used on a migration plan for Business Object, where the parent instruction is the
BO and the subordinate instruction is used to reference the Ul Map that is referred to as a BO option with the option type
“FIDU”:#TH S. F1_MAP. MAP_CD = #PARENT. F1_BUS OBJ_OPT. BUS OBJ_ OPT VAL AND #PARENT. F1_BUS
OBJ_OPT. BUS OBJ_OPT_FLG = ' F1DU .

» The XPath option lets you apply syntax in an X Path expression referencing elements in the instructions' referenced
business objects. Thisis entered in the XPath Traversal Criteria. For example, the display map collection
statement in the SQL example noted above would be written as followsin XPath: #t hi s/ mapCd = #parent/
busi nessOhj ect Opt i on/ busi nessOhj ect Opti onVal ue AND #par ent/ busi nessChj ect Opti on/
busi nesshj ect Opti onType = ' F1DU . Thistechnique allowsforeign key references that are mapped inside a
CLOB to be referenced.

NOTE: The #parent expressions may access elements that are stored in the CLOB and described using mapXML
and mdField. However, the #this expressions must refer to fields available in the business object using the mapField
reference.

Defining Next Migration Plan provides the ability to indicate that in addition to copying the object defined in the
instruction, any additional instructions included in that referenced migration plan will also be included in an export.

The Algorithms grid contains algorithms associated with each instruction. Y ou must define the following for each
algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence and Algorithm for each system event. Y ou can set the Sequence to 10 unless you have a System
Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which they should execute.

System Event Optional / Required Description

Import Optional Algorithms of this type may be used to adjust
the data after it is moved to the target system.

Refer to Adjusting Imported Data for more
information.

Click here to see the algorithm types available
for this system event.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference F1_MIGR_PLAN.

Understanding the BO Filtering Process

Migration plan instructions require the definition of a business object to provide CMA with information about the record
related to the instruction. If the business object is the physical business object for the maintenance object, then CMA
assumes that the instruction appliesto all records that satisfy the traversal criteria. CMA recognizes the physical BO by
comparing the BO to the value defined in the maintenance object option. If the business object defined is not the physical
BO, then CMA will limit the records in the instruction to those that explicitly reference this BO or reference a child of this
BO asits"determine BO" value. (In other words, this BO must be in the parentage hierarchy of the records to be included in
the instruction.)

For example, if you define amigration plan for Master Configuration and use the physical business object for the instruction
(F1-MstCfgPhysicalBO) then all master configuration records are considered for the instruction. If instead the business
object you define is Migration Assistant Configuration (F1-MigrationAssistantConfig) then only the record related to this
business object isincluded in the instruction.
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Migration Plans for Objects with CLOB-Embedded Links

When migrating objects where foreign key references are captured in the object's CLOB, subordinate instructions are
needed to define the foreign key referencesin order for CMA to understand the relationships. Thisisin contrast to direct
foreign keys where CMA can determine the rel ationships using constraints. The instructions provide two purposes. For
wholesale migrations, where al data (or alarge amount of data) is being migrated, the instructions allow CMA to group
related objects into transactions. This helpsin the apply process at import time to ensure that related objects are grouped
together. However, the apply process includes iterative steps to try to overcome dependencies like this so defining the
instructionsis not critical for this type of migration. For piecemea migrations, defining instructions ensures that the related
objects are included in the migration, if appropriate.

The following are options for creating migration plans with CLOB-embedded links:

One option is to use the specific logical (business) BO in the primary instruction to define the object you are copying.
With this option, the subordinate instructions may use X Path criteriato define the related foreign key. When this
approach is used, a separate Migration Plan must be created for each logical BO. (Refer to Understanding the BO
Filtering Process for more information.) This option would only be used in isolated cases.

Another option isto create amigration plan that uses the Physical BO as the primary instruction, and then include a
subordinate instruction for the real logical BO, using SQL Traversal to join the object to itself by its primary key. Note
that with this technique, the records that reference the logical BO will till only be included in the export file once. At
this point further subordinate instructions may use X Path notation to define the foreign key data. Using the physical BO
as the primary instruction ensures that all records in the MO are considered. The subordinate instructions with the logical
BO and XPath notations will only apply to the records that are applicable to that BO. This option is useful for MOs that
have a small number of logical business objects with disparate foreign keys.

Another option isto use the physical BO in the primary instruction and use raw SQLs in the subordinate instruction's
traversal criteriato identify the foreign keys using substring commands. A separate Subordinate Instruction is needed for
each SQL corresponding to each element occurrence. Using this technique has the same advantages of the previousin
that all records for the MO are included in the migration. However, this technique may be useful for maintenance objects
with alarger number of business objects expected where each has one or more foreign keys. It's especially useful if many
business objects reference the same foreign key. Then only one instruction is required for that foreign key. Note that a
single migration plan may use this technique and the X Path technique for different elements.

A migration request may have multiple migration plans for the same maintenance object. That allows for some flexibility
and long term maintainability in that the above techniques may be used in multiple migration plans. Consider the following
example:

A product provides base business objects with foreign keys defined in the CLOB and provides the appropriate migration
plan with instructions. An implementation extends this business object or perhaps creates their own business object for
the same maintenance object and includes different additional foreign keysin the CLOB. Rather than duplicating the
base migration plan and adding additional instructions for the additional foreign keys, the implementation can create a
second migration plan for the MO with the additional foreign keys defined. A migration request should be defined to
include both migration plans. In this case if the implementation has only one custom BO, they can choose to use the
custom BO as the primary instruction as described above in the first option.

Defining a Migration Request

Migration Requests are unordered lists of Migration Plans that are to be migrated together. Algorithms, SQL statements, or
specific keys are used to specify the set of objects you want to export. When complete, the request describes the complete
data set that is extracted to the migration export file when the request is executed.

To view or define a migration request, navigate using Admin Menu > Migration Request.
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Usethe Migration Request Query portal to search for an existing migration request. Once a migration plan is selected, you
are brought to the maintenance portal to view and maintain the selected record.

Define one or more Migration Plans for the migration request. Note that the order doesn’t matter. During the export
process, CMA looks at al objects that qualify for the export and will group them together based on their relationships.

For each option, define an appropriate Selection Type, which is used to filter which records in the migration plan’s object
should be selected. The valid values are Algorithm, SQL Statement, and Specific Key.

» For the option Algorithm, specify an Algorithm for the Key Selection. The algorithm is responsible for returning alist
of key valuesto include in the migration.

NOTE: The algorithmsthat are eligible to be plugged in here are those valid for the Migration Request — Select
system event. Click here to see the algorithm types available for this system event.

» For the option SQL Statement, specify an SQL Statement for the key selection. may be used to limit the keys to
include. To migrate all recordsin the table, the SQL statement "1=1" may be used. Refer to the inline help for other
examples.

» For the option Specific K ey, enter one or more primary keys to individually to define the records to include. Click the
“+" to enter each additional key. Each row represents one key and supports a multi-part primary key.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference F1_MIGR_REQ.

Wholesale and Piecemeal Migrations

The Configuration Migration Assistant is used for two general types of migrations: wholesale and piecemeal. The following
sections provide some additional information about these concepts.

Wholesale Migrations

Wholesale migrations are used when migrating all the configuration and/or administrative data from one environment to
another. For example, a wholesale migration might be used when migrating administrative data from a development or test
environment to a production environment.

A wholesale migration may be comprised of one or more migration requests that in total include al the administrative data
to move. Whether one migration request is used or multiple are used depends on the following considerations:

» For each migration request used, a separate migration data set export record (and therefore separate migration data set
import record) is needed. The multiple records may cause more user interaction with the data to progress al the records
to their final state.

» Onthe other hand, splitting data into multiple migration requests, grouping information logically together may allow for
more reuse.

» Inaddition, you should consider that the framework product provides base migration requests and your specific edge
product may provide base migration requests as well that may or may not include framework migration plans. Using
the product provided migration requestsis beneficial with respect to maintenance. As features are added to the product
(including new administrative maintenance objects), any impact on CMA should be included in the product owned
migration requests. If your implementation introduces new custom administrative maintenance objects that should be
included in CMA, then custom migration plans and a custom migration request should be added. Y our implementation
may choose to include only migration plans for your custom MOs (and simply migrate the objectsin thistable as a
separate step in the process) or include other migration plans from the product in your custom migration plan to have a
consolidated plan.
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Migration plans used in wholesale migrations may be designed to omit subordinate instructions related to explicit foreign
keys that are identified through constraints as they are not needed, assuming that the data they are referring to will also be
included in the migration.

NOTE: Refer to Framework Provided Migration Objects for information about migration requests provided in the
framework product. Refer to your specific product’s documentation for information about addition base provided
migration regquests.

Piecemeal Migrations

A piecemeal migration refers to migrating a targeted subset of data from one environment to another. Examples of
piecemeal migrations include:

» Migration of anew Business objects with its options and agorithms.
» Migration of anew maintenance portal, its zones, and its application service.
» Migration of al outbound message types.

Administrative users can define a migration request with the specific types of objects that should be copied and use
selection criteriato limit the records to copy as desired.

The migration plansincluded in a‘piecemeal’ migration regquest should be reviewed carefully to verify what subordinate
instructions are included. When copying a specific type of record, there may be related records that should be copied as
well and other related records that should not be copied. For example, when copying a custom To Do Type, perhaps any
algorithms it refersto should be copied (along with their algorithm types) and its message should be copied, but not its
navigation option or its drill keys, which would probably refer to base values.

Characteristic Type Configuration

The CMA import process will attempt to create alog record for any administrative object that includes alog table. If your
implementation has introduced any custom administrative tables that you plan to include in a migration request and it
includes alog table, you must, to ensure that the log creation is successful, add your log table as a valid characteristic entity
to the characteristic type F1-M GO (Migration Object).

Navigate using Admin Menu > Characteristic Type, and select the characteristic type F1-M GO. Navigate to the
Characteristic Entity tab and add arow to include the characteristic entity for your custom maintenance object's log table.

Identifying Tables to Exclude From Migrations

Some maintenance objects that are eligible to be migrated may include child tables that should not be included in the
migration. For example, if an object includes log tables, the entries in the log should reflect the actions on the object in that
system, and will be different between the source system and the target system. If you have a custom Maintenance Object
that includes tables you don't wish to migrate (such as alog table), use the Non-Migrated Table option on the MO to
specify thistable. All child records for this table will also be ignored during migration.

Another use case to consider is a child “many-to-many” table that connects two administrative objects and existsin the
maintenance object of both tables. The child table may be in both MOs for convenience sake, but it may be that one MO is
considered more of a“driver” object and the other more of a subordinate. If you are doing a targeted (piecemeal) migration
where you want to copy a subset of objects, you may want to only copy the driver object and its children and their data but
not their children. For example, in Oracle Public Sector Revenue Management, a Form Type includes a collection of valid
Form Change Reasons and in turn the Form Change Reason refersto its Form Types. If an implementation wantsto do a
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targeted migration of aform type and include al its related information, including form rules and form change reasons, it
does not want the migration of aform change reason to in turn copy all its form types (and their data).

The CMA Execution Process

The following diagram illustrates a high-level view of the Configuration Migration Assistant execution process. The
subprocesses illustrated here are described in more detail in the following sections.

Define Migration Export

Export Data

Source

Export File

Target

Define Migration Import

Import Data

Approve [/ Reject

Apply Changes

Exporting a Migration

The migration export process begins in the source environment by defining aMigration Data Set Export, which specifies
adefined Migration Request and provides a file name and description for the export file. After the data set is defined and
saved, the Migration Data Set Monitor batch job can be submitted generate the export file.
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Define Migration Data Set
Export

Run F1-MGDPR to export

File stored in repository

The following topics provide more detail about this process.

Migration Data Set Export

To migrate data from one region to another, define aMigration Data Set Export. This establishes the export file name
and identifies the migration request that includes the migration plans and selection criteria for the objects to include in the
migration.

To view an existing migration data set export, navigate using Admin Menu > Migration Data Set Export. Use the query
criteriato locate the desired data set.

To define a new migration data set export record, navigate using Admin Menu > Migration Data Set Export > Add.
Note that you can also initiate the creation of an export data set from the Migration Request portal using the Export button.
The export requires the name of an existing Migration Request.

Enter aunique File Name for the export. Do not use spaces in the name, and do not enter the file extension or a path. The
output location and file extension of the intended export file, which should appear in the Export Directory and File Suffix
labels, are defined in the Migration Assistant Configuration master configuration record.

Enter an Export Description for the data set.

The Sour ce Environment Referenceis for information purposes. It should be populated with text that provides a
meaningful description of the source environment. The default value is the URL of the source environment.

When the data set is complete, click Save.

Export Lifecycle

The following diagram describes the lifecycle of a Migration Data Set Export (data set).
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The following points describe the lifecycle.

The data set is created in Pending status.

A user may choose to temporarily Cancel apending data set to prevent it from being processed. The user can later return
it to the Pending state when desired.

The record remains in Pending until its monitor batch job is submitted. The Migration Data Set Export M onitor
(F1I-MGDPR) selects pending records and transitions them to Set up data. Refer to Running Batch Jobs for more
information.

Set up datais atransitory state that includes the algorithm that does the work of determining the objectsto include in the
export and group related objects together into atransaction. If everything is successful, the export file iswritten to the
appropriate file location and the record transitions to Exported. If an error is detected, the process stops and the record
transitionsto Error.

If arecordisin error and it is possible to correct the error, the record may be transitioned back to Pending to try again.

When the process is marked as Exported, the export file can be imported into the target system.

NOTE: The export process creates afile, providing the benefits of having a standalonefile. It can be stored in aversion
control system for audit purposes or provided to others for import purposes.

CAUTION: Under no circumstances should exported data files be edited manually. Doing so could cause data corruption
when thefileis applied to the target environment.

NOTE: The export functionality is supported using the business object Migration Data Set Export (F1-
MigrDataSetExport). The expectation is that implementations will use the delivered base business object and itslogic
and will have no reason to implement a custom business object for the CMA export process.

Importing and Applying a Migration

Theimport process is broken down into four general steps: Import, Compare, Approve, Apply. The following points
provide an overview of the steps.

Import. Thefirst step coversimporting the file and creating appropriate Migration Import records in the target
environment to facilitate the subsequent steps.

Oracle Utilities Application Framework Administration Guide « 360



« Compare. The compare step reviews each object that isin the import file and compares the object in the import against
the equivalent record in the target environment. The comparison step results in noting which objects are unchanged,
which are new (and the appropriate SQL to insert them) and which objects are changed (and the appropriate SQL to
update them). Based on user configuration at import time, the objects that qualify for the import may be in a state that
requires review or may be pre-approved.

» Approve. Once the comparison is complete, the user should review the results. There may be records marked for review.
All of these records must be approved or rejected before the import can proceed. When the user is satisfied with the
results of the comparison and has completed the review, the import is marked to proceed to the Apply step.

» Apply. Thisisthefinal step and isthe step where the records in the target environment are added or updated. Because
of potential high volumes of data and because of possible dependencies between records, this step supports two levels of
attempting to apply the records. There is an apply step at the object level and an apply step at the transaction level. This
will be described in more detail below.

Import Step

The import process starts with verifying the import directory configured in the Master Configuration —Migration Assistant
for the target environment and ensuring that the exported file is located in that directory. Then, in the target environment, a
Migration Data Set Import record should be created. The user indicates the file name.

In addition, the user decides what the default status should be for resulting objects.

» TheDefault Statusfor Add sets the default status for objects that are determined to be new during the import
comparison process. The default isto automatically set new objects to Approved status. Other options are to set any new
objectsto Rejected or Needs Review status.

» The Default Statusfor Change sets the default status for objects that are determined to be changed during the import
comparison process. As with new objects, the default for changed objectsis Approved, with Rejected or Needs Review
options available.

Thefileto import contains alist of all the objects included in the export. Any objects that the export step determined to be
related have been grouped into “transactions’. Once the Migration Data Set Import (data set) is created, the next step isto
read in the file and create Migration Transactions and Migration Objects.

Thefollowing is a portion of the Migration Data Set Import lifecycle asit pertains to the import step.

Readyto

Pending ---- i

———-= System

System/ User

mmmmm  System/ User (User only)

The following points describe the lifecycle.
» Thedataset iscreated in Pending status.

» Therecord remainsin Pending until its monitor batch job is submitted. The Migration Data Set Import Monitor (F1-
MGDIM) selects pending records and transitions them to Ready to Compar e. Refer to Import Process Summary for
more information.

The Ready to Compare state has an algorithm that is responsible for reading the related import file and creating the
migration transactions and migration objects. The data set remains in this state until the comparison step is complete.

NOTE: A user may choose to Cancel a data set. Refer to Cancelling a Data Set for more information.
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The following diagram highlights the relationships of the resulting migration import records.

Migration
Data Set

e

Migration
Transaction

s

Migration
Object

The migration transaction and migration object each have their own lifecycle that will help manage the subsequent compare
and apply steps. At the end of the import step, the status values of the three types of records are as follows:

« Migration Data Set Import isin the Ready to Compar e state.
» Migration Transaction isin the Pending state.
» Migration Object isin the Pending state.

NOTE: Theimport functionality is supported using business objects supplied by the base product. The expectation

is that implementations will use the delivered base business objects and their logic and will have no reason to
implement a custom business objects for the CMA import process. The base business objects are Migration Data Set
Import (F1-MigrObjectlmport), Migration Transaction (F1-MigrTransactionlmport) and Migration Object (F1-
MigrObjectlmport).

Compare Step

Theimport step results in the creation of one or more migration objects, one for each record selected in the export based
on the export’s migration request and its configuration. Related objects are grouped together in migration transactions. The
next step in the import process is the Comparison step. In this step, the data captured by the import file for each object is
compared to the view of that object in the target environment.

To cater for a possible large volume of objects, the comparison is done via a batch monitor. To aide in performance of

the process, the monitor is performed on the migration objects so that it can be run multi-threaded. Once the objects are
finished with the comparison, the migration transactions and the migration data set should be updated with an appropriate
overall status before continuing to the next step. As aresult, the comparison actually requires three steps: Migration Object
Comparison, Migration Transaction Status Update and Migration Data Set Export Status Update. The steps are explained in
detail in the following sections.

Migration Object Compare

Thisisthe main step of the comparison. The Migration Object Monitor (F1I-MGOPR) selects pending migration object
records and transitions them to Comparing. Thisis atransitory state that includes the algorithm that does the work of
comparing. There are various possible outcomes that could occur based on the logic in the algorithm. The following
diagram illustrates a portion of the migration object lifecycle that pertains to comparison.
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The following points describe the lifecycle.

» When Pending records are selected by the monitor batch job, it transitions to Comparing where the algorithm will
determine the appropriate next state.

« If therecord in the migration object isfound in the target environment and the data is exactly the same, the record
transitions to Unchanged.

« If therecord in the migration object isfound in the target environment and the data is different, the algorithm generates
the appropriate SQL to be used later in the Apply step to update the record and then transitions to Approved, Needs
Review or Rejected based on the Default Status For Change setting captured on the Data Set.

« If therecord in the migration object is not found in the target environment, the algorithm generates the appropriate SQL
to be used later in the Apply step to insert the record and then transitions to Approved, Needs Review or Rejected based
on the Default Status For Add setting captured on the Data Set.

« If thereisany issue with attempting to parse the object data from the import, the record transitionsto Error Comparing

« |If thereisany reason that the imported object is not valid for import, the record transitionsto Cannot Apply. Thelog
will be updated with the error that caused the record to transition to this state. An example is that perhaps the record was
exported in a different version of the product and has additional elements that are not recognized in this version.

NOTE: Refer to Cancelling a Data Set for information about cancelling a data set and its impact on its related objects.

Migration Transaction Status Update

After the import step, the migration transaction remains in the Pending state until all its objects have completed the
comparison step. At that point, the status of the transactions should be updated based on the results of their objects. The
Migration Transaction Monitor (FI-MGTPR) selects pending migration transaction records and runs its monitor
algorithms. There are various possible outcomes that could occur based on the logic in the algorithms. The following
diagramillustrates a portion of the migration transaction lifecycle that pertains to comparison.
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The following points describe the lifecycle possible next states after Pending.

» If any related migration object isin the Error Comparing state, the transaction transitionsto Error Comparing.

« If all related migration objects are in the Unchanged state, the transaction transitions to Unchanged.

» Otherwise, the transaction transitions to Ready to Apply. This means that at least one object isin an “apply-able” state.
The transaction remains in the Ready to Apply state until a user has approved the data set to move to the Apply step and
the transaction’ s related objects have attempted to apply themselves. Thisis described in more detail below.

NOTE: Refer to Cancelling a Data Set for information about cancelling a data set and its impact on its related objects.

Migration Data Set Import Status Update

Once all the objects and all transactions have been updated via the previous two steps, the migration data set export must
be updated based on the results of their transactions. The Migration Data Set Import Monitor (F1-MGDIM) selects
Ready to Compare data sets and runs its monitor algorithms. Note that this is the same monitor process that is used to select
Pending data sets. There are various possible outcomes that could occur based on the logic in the algorithms. The following
diagram illustrates the portion of the migration transaction lifecycle that pertains to comparison.
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System / User
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The following points describe the lifecycle possible next states after Ready to Compare.
« If any related migration transactionsisin the Error Comparing state, the data set transitionsto Error.
 If al related migration transactions are in the Unchanged state, the data set transitions to Unchanged.
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» Otherwise, the transaction transitions to Awaiting Approval. This means that there are no errors and at least one object
isinan “apply-able” state.

The data set remains in the Awaiting Approval state until a user decides that the data set and al its records are ready to
progress to the Apply step.

NOTE: A user can choose to cancel adata set at any timewhileit isin progress. Refer to Cancelling a Data Set for
more information.

Approval Step

Once the comparison is complete and the data set transitions to the Awaiting Approval state, a user needs to progress the
data set to Apply Objectsto trigger the Apply step. The following points describe steps a user may take during the approval
step.

« |f the data set configuration for the Default State for Add and Change was set to Approved, then any migration object
that is determined to be eligible for the Apply step will bein the Approved state. In this situation, a user may want to
review the data set and its transactions and objects to see verify that the results make sense. At that time, the user is able
to move an object to Needs Review or Rejected as appropriate.

« If the data set configuration for the Default State for Add and Change was set to Needs Review for either option, then
each migration object in the Needs Review state must be reviewed and the user must either Reject or Approve each
object before moving to the Apply step.

« If the data set configuration for the Default State for Add and Change was set to Rejected for either option, the
assumption isthat the rejected records don’t need to be reviewed. But if a user finds arejected record that shouldn’t be
rejected, it may be transitioned to Approved (or Needs Review) as appropriate.

Once the user is comfortable with the data set’ s results and no more objects are in the Needs Review state, the user should
transition the record to Apply Objects. Thiswill initiate the Apply step.

NOTE: Refer to Maintaining Import Data for details about the pages provided to help the user review a data set and its
transactions and objectsto help in the approval step.

NOTE: A user can choose to cancel adata set at any time whileit isin progress.

Apply Step

The apply step is the step where records in the target environment are added or updated. Like the comparison step, the apply
step is actually multiple steps to optimally handle high volume and dependencies between records as smoothly as possible.
Before explaining the apply stepsin detail, the following points highlight the type of datathat may be included in agiven
data set.

1. Recordsthat have no foreign keys and therefore no dependencies on other records. Examples: Message, Display Profile.

2. Recordsthat have foreign keys that may already be in the target. Examples: Algorithms for existing algorithm types, To
Do Rolesfor existing To Do Types.

3. Recordsthat have foreign keys that are new records but also part of the migration. CMA detected the relationship at
export time and grouped the objects in the same transaction. Example: Script-based Algorithm Type where the script is
also in the migration.

4. Recordsthat have foreign keys that are new records but aso part of the migration. CMA did not detect the relationship.
This may occur if the reference the foreign key isin a CLOB or parameter column and the migration plan did not
include an instruction to explicitly define the relationship. Example, a Zone that references avisibility script.
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5. Recordsthat have circular references where both records are new and are part of the migration. CMA detected the
relationship at export time and grouped the objects in the same transaction. Example: plug-in Script for aBO plug-in
spot. The script references the BO and the BO references an algorithm for the script’ s algorithm type.

To handle high volume data, the first step in the apply process isto perform the apply logic at the migration object level via
amulti-threaded batch job. This should result in al records in categories 1 and 2 above being applied successfully.

For records in categories 3 and 4 above, if arecord with aforeign key is added or updated before its related record, the
validation will fail. However, if the related record is added first and then the record referring to it is added, validation will
pass. Because the migration objects are not ordered, the multi-threaded batch process may not process records in the desired
order. To overcome this potential issue, the Apply step has special functionality, described in detail below.

For records in category 5 above, the circular reference will mean that the apply process at the object level will not
successfully add or update these records. The apply process at the transaction level will cover these records. Thisis
described in detail below.

Apply Objects
Oncethe Data Set isin the state of Apply Objects, the Migration Object Monitor — Apply process (F1I-MGOAP) runs

to attempt to apply the objects. The background process in conjunction with the Apply agorithm have special functionality
to ensure records in categories 3 and 4 (above) successfully apply during this step:

» TheMigration Object Monitor — Apply processis a special one that continually re-selects records in the Approved
state until there are no more eligible records to process.

» When an error isreceived in the Apply Object algorithm, the algorithm increments an “iteration count” on the migration
object record. If the iteration count does not exceed a maximum count (noted in the algorithm), the object remainsin the
Approved state and is eligible to be picked up for processing again. If the iteration count exceeds the maximum defined
in the algorithm, the record transitions to the Error Applying state.

The following diagram is the portion of the migration object lifecycle that pertains to the Apply step. Note that this diagram
isnot complete. A subsequent section provides more information about resolving errors.

Approved fo-------------- Applied

Cannot Apply Error Applying

———- System

System f User

e System f User (User only)

At the completion of the Apply monitor process, typically the objects will be in the Applied state or the Error Applying
state. The records in the Error Applying state are in that state for one of two reasons.

» They arein category 5 described above where the records have a circular reference with another record. For this
scenario, the Apply Transactions step described below should successfully apply the records.

» Thereissome other error that is unrelated to the records in the current migration. In this case, manual intervention is
required. Refer to the Resolving Errors section below for more information.

As shown in the diagram, the Apply Objects algorithm may also detect a reason that the object cannot be applied. This may
occur if the object in the target environment has been updated since the comparison step, making the SQL captured at that

Oracle Utilities Application Framework Administration Guide * 366



point no longer applicable. If this occurs, after the current migration is fully applied, the original file may imported again,
and new comparisons can be generated and applied.

Apply Transactions

Ideally, after the Apply Objects step, all the objects are Applied or arein Error Applying due to the “circular reference’
situation. The typical next step isto turn over responsibility to the transactions. The migration transactions can then attempt
to apply their objectsin bulk.

In order to ensure that multiple background processes are not trying to select migration objects to run the Apply step, the
transactions are only eligible to attempt to “apply my objects’ if the Data Set isin the Apply Transactions state.

Awaiting

Approval

Apply Objects Apply.f 1
Transactions

———- System

System f User

e System/ User (User only)

A monitor algorithm (executed by the data set monitor batch process) on the Apply Objects state checks to seeif al
migration objects are no longer Approved and do not have any records in Error Applying. If so, it automatically
transitions the record to the Apply Transactions state.

If any objectsarein Error Applying, the monitor algorithm does not automatically transition the record. In that case, a
user must decide if the record should transition to Apply Transactions. The Resolving Errors section below describes
alternative steps that the user may take if there are errors.

Once the Data Set isin the state of Apply Transactions, the Migration Transaction Monitor — Apply process (F1—
MGTAP) runs. It attempts to apply the transaction’s objects. If no migration objects are in error, the migration transaction
simply transitionsto Applied. If any of the migration objectsarein Error Applying, the background process and the Apply
algorithm have special functionality to try to overcome dependencies in migrated objects:

» The Apply algorithm selects all migration objectsin error and performs all their SQL, then validates all the records. If
there are objects in the transaction with circular references, they should pass validation at this point.

» Because there may still be some dependencies across transactions, similar error handling described in the Apply Objects
step occurs here. When an error isreceived in the Apply Transaction’s Object algorithm for any of the objectsin the
transaction, the algorithm increments an “iteration count” on the migration transaction record. If the iteration count
does not exceed a maximum count (noted in the algorithm), the transaction remains in the Ready to Apply state and is
eligible to be picked up for processing again. If the iteration count exceeds the maximum, the record transitions to the
Error Applying state. Note that if any objects in the transaction are in error, none of the objects are applied. They all
remain in error.

» TheMigration Transaction Monitor — Apply processis a special one that continually re-selects records in the Ready
to Apply state until there are no more eligible records to process.

The following diagram is the portion of the migration transaction lifecycle that pertains to the Apply step illustrating the
points above. Note that this diagram is not complete. A subsequent section provides more information about resolving
errors.
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If at the end of the transaction level Apply process there are transactions in error (and therefore there are still objectsin
error), auser must review the errors and determine how to fix them. Refer to the Resolving Errors section below for more
information.

Resolving Errors

As mentioned in the previous sections, errors may be received after the Apply Objects process runs and the system will not
automatically transition the data set to the Apply Transactions. Rather, a user must make the decision. This allows for the
user to review the errors and make a decision:

« If the errors appear to be dependency related, the user can decides to let the "transactions apply their objects" and
transition the data set to Apply Transactions, described above.

« If the errors appear to be related to an outside issue that can be manually resolved, the user may choose to fix the issue
and redo the Apply Objects step.

» The user may also decide to reject one or more objects to remove them from the migration.

After the Apply Transactions step, if there are till errors, a user must review the records and determine how to proceed
» The user may decide to reject one or more objects to remove them from the migration.

» The user may manually resolve an issue external to the migration and then decide to do one of the following:

» Redo the Apply Objects step. Thisis recommended if there are alarge number of Objects still in error and not a
large number of dependencies expected. The benefits of running the Apply Objects multi-threaded will ensure that the
process runs efficiently.

» Redo the Apply Transactions step.

Because the objects and transactions are in Error Applying, in order to “retry” the Apply step after manually fixing an error,
the system needs to move the records back to the state that allows them to be picked up by the appropriate Apply process.
For migration objects, records need to be moved back to Approved. For migration transactions, records need to be moved
back to Ready to Apply. Thisis accomplished with a Retry Count. Thisis different from the Iteration count that is used
during the apply steps to handle the iterative selection logic. The following points describe the Retry logic for migration
objects.

» When the Migration Data Set Import record first enters the Apply Objects state, its Object Retry Count is set to 1.
»  When Migration Objectsfirst enter the Approved state, their Object Retry Count is set to 1.

»  When migration objects transition to Error Applying, it remainsin this state aslong as the object’ s Retry Count
matches the data set’ s Object Retry Count (or it is successfully applied viathe Apply Transactions step).

» If auser decidesto Retry Objects (using an action button on the Migration Data Set Import page), the data set’s Object
Retry Count isincremented and the Data set returns to the Apply Objects state.
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« At this point, the monitor on the Error Applying state for the objects detects that the object’ s Retry Count doesn’t match
the data set’ s Object Retry Count and that triggers the transition back to Approved. Thisincrements the object’s retry
count to match the data set’s. Now the objects are eligible to be picked up by the object level Apply process.

Analogous logic exists for the migration transactions.

» When the Migration Data Set Import record first enters the Apply Transactions state, its Transaction Retry Count is set
to 1.

»  When Migration Transactions first enter the Ready to Apply state, their Transaction Retry Count is set to 1.

«  When migration transactions transition to Error Applying, it remainsin this state as long as the transaction’ s Retry
Count matches the data set’ s Transaction Retry Count.

» If auser decidesto Retry Transactions (using an action button on the Migration Data Set Import page), the data set’s
Transaction Retry Count isincremented and the Data Set returns to the Apply Transactions state.

« At this point, the monitor on the Error Applying state for the transactions detects that the transaction’ s Retry Count
doesn’t match the data set’s Transaction Retry Count and that triggers the transition back to Ready to Apply. This
increments the transaction’ s retry count to match the data set’s. Now the transactions are eligible to be picked up by the
transaction level Apply process.

Finalize Apply Step

Once all the migration objects for amigration transaction are in afinal state (Applied, Rejected or Cannot Apply), the
migration transaction transitions to the Applied state. Once all the migration transactions are in the Applied state, the
Migration Data Set record transitions to the Applied and the import is complete.

NOTE: To review thefull lifecycle for each record, refer to the Business Object — Summary tab in the application
metadata for the base business objects Migration Data Set Import (F1-MigrObjectlmport), Migration Transaction
(F1-MigrTransactionimport) and Migration Object (F1-MigrObjectimport).

Adjusting Data While Importing

Some records may have data that is specific to the environment it isin and won't apply in the target environment. In
such cases, an agorithm plugged into the migration plan instruction may be used to adjust the data when importing. This
algorithm is executed in the apply step after the record isinserted but before the validation is executed.

Some examples of records that may require import algorithms.

» Batch Control referencesits next batch sequence number. This number is only relevant with respect to its environment.
The instruction for a batch control can include an algorithm to not overwrite the batch sequence number when copying a
batch control.

» Some products include administrative objects that reference a master data object. Master data objects are not copied as
part of CMA. Animport algorithm may be used to adjust the referenced master data foreign key when importing, for
exampleto reset it (or not overwrite when updating). If the algorithm knows how to find the appropriate master data
record to link, that may also be included.

Import Process Summary

The following table summarizes the steps required to compl ete the import process from start to finish. It highlights what
steps are manual and what steps are performed by a batch monitor process. For the Apply steps, there are two parts where
multiple next actions are possible. The possible next actions have the same sequence with aletter following the sequence.
For each step, the table highlights the Next Action sequence that would occur.

Also note that a sequence and action marked in bold is considered the “normal path”.

Oracle Utilities Application Framework Administration Guide * 369



Step Seq Action Manual / Batch Portal — Batch Control Record Next Action
Action Impacted —  Sequence
Resulting
Status
Import 10 Create Import Manual Migration Data Migration Data 11
record Set Import - Set Import -
Add Pending
Import 11 Import file Batch F1-MGDIM - Migration Data 20
Migration Data  Set Import
Set Import - Ready to
Monitor Compare
Migration
Transaction
- Pending
Migration
Object -
Pending
Compare 20 Migration Batch F1-MGOPR Migration 21
Object - Migration Object -
Compare Object Monitor ~ Approved,
Needs
Review,
Rejected,
Unchanged
or Error
Comparing
Compare 21 Migration Batch F1-MGTPR Migration 22
Transaction - Migration Transaction
Status Transaction - Ready
Update Monitor to Apply,
Unchanged
or Error
Comparing
Compare 22 Migration Batch F1-MGDIM - Migration Data 30
Data Set Migration Data  Set Import
Export Status Set Import - Awaiting
Update Monitor Approval,
Unchanged or
Error
Approval 30 Review Manual Migration Data Migration 40
comparison Set Import, Object -
results, drill in to the Approved or
approve / Transactions / Rejected (no
reject as Objects as records should
needed necessary. be in Needs
Review)
Migration Data
Set Import -
Apply Objects
Apply 40 Apply Batch F1-MGOAP Migration 41
Objects - Migration Object -
Object Monitor ~ Applied or
- Apply Error Applying
Apply 4la Data Set Batch F1-MGDIM - Migration 42
Transition - Migration Data Data Set
auto transition Set Import Import - Apply
to Apply Monitor Transactions
Transactions.
Only
applicable if
no migration
objects are in
Error Applying
Apply 41b Data Set Manual Migration Data Migration 42
Transition Set Import - Data Set
- manual
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Step Seq Action Manual / Batch Portal — Batch Control Record Next Action
Action Impacted —  Sequence
Resulting
Status
transition click Apply Import - Apply
to Apply Transactions Transactions
Transactions.
Occurs if
user reviews
errors and
determines
that they may
be resolved
in the Apply
Transaction
step.
Apply 41c Data Set Batch Migration Data Migration Data 44
Transition Set Import Set Import -
- manual - click Retry Apply Objects
transition to Objects
Retry Objects.
Occurs if user
decides to fix
an external
error and
wants to try
the batch level
Apply again.
Apply 42 Apply Batch F1-MGTAP Migration 43
Transactions - Migration Transaction
Transaction - Applied or
Monitor - Error Applying
Apply Migration
Object -
Applied or
Error Applying
Apply 43a Data Set Batch F1-MGDIM - Migration Data ~ N/a
Transition Migration Data  Set Import -
- auto Set Import Applied.
transition to Monitor
Applied
Applicable if
all transactions
are Applied
Apply 43b Data Set Manual Migration Data Migration Data 44
Transition Set Import Set Import -
- manual - click Retry Apply Objects
transition to Objects
Retry Objects.
Occurs if user
decides to fix
an external
error and
wants to try
the batch level
Apply again
at the Object
level.
Apply 43c Data Set Manual Migration Data Migration 45
Transition Set Import Data Set
- manual - click Retry Import - Apply
transition Transactions Transactions
to Retry
Transactions.

Occurs if user
decides to fix
an external
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Step Seq Action Manual / Batch Portal — Batch Control Record Next Action
Action Impacted —  Sequence
Resulting
Status
error and
wants to try
the batch
level Apply
again at the
Transaction
level.
Apply 44 Move Objects Batch F1-MGOPR Migration 40
from Error - Migration Object -
Applying back Object Monitor ~ Approved
to Approved.
Occurs if user
chose to Retry
Objects.
Apply 45 Move Batch F1-MGTPR Migration 42
Transactions - Migration Transaction
from Error Transaction - Ready to
Applying back Monitor Apply
to Ready to
Apply.

Occurs if user
chose to Retry
Transactions.

The following table summarizes the batch monitor jobs that are used in the import process. Y ou can see that there are
special monitor processes for the Apply step for both the Object and Transaction. However, for al other states that have
monitor logic, the standard monitor process for that MO is used.

Batch Control

Description Comments

F1-MGDIM

Migration Data Set Import Monitor Processes data set records in the following
states:

¢ Pending
* Ready to Compare
¢ Apply Objects

* Apply Transactions

F1-MGTPR

Migration Transaction Monitor (Deferred) Processes transaction records in the following
states:

¢ Pending
« Error Applying

F1-MGTAP

Migration Transaction Monitor - Apply Processes transaction records in the Ready to
Apply state where the data set is in the Apply
Transactions or Canceled state.

F1-MGOPR

Migration Object Monitor Processes object records in the following
states:

¢ Pending

* Needs Review (check for Data Set
cancellation)

* Rejected (check for Data Set cancellation)

« Error Applying

F1-MGOAP

Migration Object Monitor - Apply Processes object records in the Approved
state where the data set is in the Apply
Objects or Canceled state.

Refer to Running Batch Jobs for more information about managing the batch jobs.
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Cancelling a Data Set

A user may choose to Cancel adata set to prevent it from being processed at any point during the process.

If related migration transactions or migration objects have aready been created, they will not be canceled as part of the data
set getting canceled (due to possible high volumes of related records). They will be canceled the next time an appropriate
monitor batch process runs. The child records checks to see if the data set has been canceled prior to any state transition.

Additional Note Regarding Imports

The following points describe miscellaneous comments related to Migration Import.

» CMA relieson the fact that database referential integrity constraints are not in place, and that the SQL statements can
be run in any order within the transaction. Any archiving solution that requires referential integrity constraints (such
as Information Lifecycle Management) would not be possible on this data. Given that CMA migrations comprise
administrative data and not transactional data, this should be a reasonable exception.

« Thevalidation that is performed is only viathe Page Validate service. BO validation algorithms are not executed. Page
validation does not include validation of the business object against the schema (for example, for required fields, field
Sizes, etc.).

» All migration reguests can be exported at the same time. On the import side, however, you should consider importing,
reviewing, and applying an entire file/data set before moving on to the next one. The reason is that if objects are included
in more than one file, two sets of "inserts” will be generated, but only the first will succeed. The second will cause an
insert error on the object, and the transaction would be marked with status "Error Applying". If instead you wait until
thefirst file is applied before importing the second, the second data set will not generate any SQL for the object, since
it has already been inserted. It's a matter of efficiency: If you first import al files and then try to apply al, you'll have to
identify the duplicated object as an error and then mark the object as rejected before applying the transaction.

Caching Considerations

Because CMA updates administrative datathat is usually read from a cache, athread pool with the L2 cache disabled is
required during the execution stages of migration. Contact your system administrator and ask for the name of athread pool
with the L2 cache disabled. This thread pool name must be entered in the batch controls used for CMA processing in the
Thread Pool Name parameter.

Refer to Running Batch Jobs for more information about running CMA batch jobs.

The Batch Server Administration Guide also contains information on preparing and implementing thread pools and turning
off the L2 cache.

Also note that after a successful migration, the target region now has new administrative data which needs to be part of the
L2 cache. The existing thread pool workers should be restarted by your system administrators.

Maintaining Import Data

This section describes the portals provided to add, view and maintain migration import data.

Migration Data Set Import
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Use the Migration Data Set Import portal to view and maintain migration data set import records. Navigate using Admin
Menu > Migration Data Set Import.

Migration Data Set Import Query

Use the query portal to search for an existing Migration Data Set Import record. Once arecord is selected, you are brought
to the maintenance portal to view and maintain the selected record.

In addition, the query provides an option to specifically search for data sets that have either objectsin error or transactions
inerror.

Migration Data Set Import Portal

This page appears when viewing the detail of a specific migration data set import record.
Thetopicsin this section describe the tabs that appear on the portal.

Migration Data Set Import — Main

This portal appears when a migration data set import record has been selected from the query portal. The topics below
describe the base-package zones that appear on the portal.

Migration Data Set Import
The Migration Data Set Import zone contains display-only information about the selected record.
Please see the zon€e' s help text for information about this zone' sfields.

Migration Data Set Transactions

This zoneis visible once the Import Step has occurred and lists al the transactions that are related to the data set. To see
more information about a specific migration transaction, click the hypertext for its ID. This brings you to the Migration
Transaction portal.

Migration Data Set Impacted Object Summary

This zoneis visible once the Import Sep has occurred and lists the objects that are related to the data set. To see more
information about a specific migration object, click the hypertext for its ID. This brings you to the Migration Object portal.

Migration Data Set Objects in Error

Thiszoneisonly visible if the data set’s status is Apply Objects, and there are objects in the status Error Applying. It
indicates the error for each object. A user may use this zone to review errors after the monitor batch job to apply objects
completes. Using the error information shown, the user can choose to transition the record to Error Applying or manually
fix the cause of the error and click Retry Objects.

NOTE: Refer to Apply Step for more information about resolving errors.

Migration Data Set Transactions in Error

Thiszoneisonly visible if the data set’s status is Apply Transactions, and there are transactions in the status Error
Applying. It indicates the error for each object. A user may use this zone to review errors after the monitor batch job to
apply transactions completes. The errors received when attempting to apply objects at the transaction level may differ
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from those received when attempting to apply objects at the object level. A transaction log is created for each object error
received and these exceptions are shown in this zone.

NOTE: Refer to Apply Step for more information about resolving errors.

Migration Data Set Import — Log

Navigate to the Log tab to view the logs for the migration data set import record.

Migration Transaction Portal

This page appears after drilling into a specific migration transaction from the migration data set portal or from the migration
object portal.

The topicsin this section describe the tabs that appear on the portal.

Migration Transaction — Main

The topics below describe the base-package zones that appear on the portal.

Migration Transaction
The Migration Transaction zone contains display-only information about the selected record.
Please see the zon€e' s help text for information about this zone' sfields.

Migration Transaction Objects

This zone lists the objects that are related to the data set. To see more information about a specific migration object, click
the hypertext for its ID. This brings you to the Migration Object portal.

Migration Transaction — Log

Navigate to the Log tab to view the logs for the migration transaction.

Migration Object Portal

This page appears after drilling into a specific migration object from the migration data set portal or from the migration
transaction portal.

The topicsin this section describe the tabs that appear on the portal.
Migration Object — Main
The topics below describe the base-package zones that appear on the portal.

Migration Object
The Migration Object zone contains display-only information about the selected record.
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Please see the zone' s help text for information about this zone' sfields.

Migration Object — Log

Navigate to the Log tab to view the logs for the migration object.

Running Batch Jobs

There are several batch jobs that are part of the CMA process, especially the import step. And in some cases, a single batch
jobs may process multiple states in the same business object lifecycle. Implementations must decide the best way to manage
the batch job submission depending on how they plan to work.

» Batch scheduler. If an implementation wishesto put these batch jobsin the batch scheduler, a given job may need to be
included several times to manage progressing the records to completion.

» Timed Batches. The batch controls can be configured as timed batches so that they run every N minutes based on the
setting. This allows for the batch jobsto run periodically and process whatever isready. A user doesn’t have to manually
submit a batch request. Navigateto Admin Menu > Batch Control and select the appropriate batch controls. For each
one, change the Batch Control Typeto Timed. Fill in the additional information that appears for timed batches.

» Manual submission. The user managing the CMA import process submits the appropriate batch jobs on demand when
aparticular step isready. Navigate using Main Menu > Batch > Batch Job Submission (in add mode) , select the
appropriate batch control and fill in the parameters as needed.

Note that for the CMA batch processes, especially the “apply” batch processes, the setting of the Thread Pool Name
parameter isimportant. This parameter specifies the thread pool that will be executed by the batch. Since the CMA apply
processes update administrative data that is usually read from a cache during batch processing, the thread pool named here
must be one with the L2 cache disabled. In addition, after successfully applying the migrated data, the L2 cache of all thread
pools must be refreshed. For more information, see Caching Considerations.

Refer to the parameter descriptionsin the batch control metadata for more information about filling in the parameters.
For additional details on submission controls, refer to the topic Batch Job Submission - Main in the Batch Jobs section.

CMA Reference

This section provides additional reference information.

Framework-Provided Migration Configuration

This topic describes special information relating to migration objects provided for use by CMA in the product. Additional
objects may be provided by your specific product. Any special information for objects is provided separately in each
product's documentation.

You can see dl currently available objects and their descriptions by performing a search in the Migration Plan Query or
Migration Request Query pages.

The following points highlight some information about the Framework-provided migration plans and migration requests:
» Fields and characteristic types are not migrated with the object unless specifically indicated.
» The Application Service used by an object is migrated only if it is CM-owned.
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The F1-L anguage migration plan should never be used in a migration request with other objects. Defined constraints
will cause CMA to link all objects with alanguage table—which is almost all of the system admin data—into one large
transaction. Attempting to update and commit al the changes for this one large transaction may cause performance issues
and/or out of memory errors. For this reason, this MO has its own migration request, F1-L anguages.

The migration request F1-SchemaAdmin defines migration plans related to data that is commonly used in schema:-based
objects.

The Batch Control object optionally references a User. If this user does not exist on the target system, CMA cannot
apply the requested changes.

The base migration plans for MO and BO include instructions to copy option types that use foreign key references to
refer to other objects. Note that the data stored in the options are not validated, so defining these instructions is not
required when doing wholesale migrations. However, including subordinate instructions for foreign key referencesis
useful for piecemeal migrationsto ensure that the related datais included in the migration. If you add additional MO or
BO option types that use foreign keys and you want to support piecemeal migrations, you must create custom migration
plans and regquests for MO and BO, respectively to include these referenced objects in the migration plan. Note that you
do not need to duplicate the instructions in the base migration plans. Y ou may define the additional migration plans to
only have the additional custom option types. When submitting a migration regquest for MO or BO you must include both
the base migration plans and the custom migration plansin the request.

The migration plans provided by CMA migrate scripts, schema-based objects and zones, and, through constraints, some
of the associated data associated with them. However, data specified through aternate formats (such as through Edit
Data steps in scripts, referenced in schemas for schema-based objects, or data from mnemonicsin zone parameters,

etc.) are not identified and combined in the same transaction. It'simportant to note that this could cause validation errors
during Apply, and may require retrying or migrating the additional data separately. See Apply Step for a description of
how to reapply the import should an Applied With Errorsresult occur.

There are two migration plans for Scripts. The migration plan F1-ScriptOnly migrates just the script and its
Application Service (provided the Application Service is CM-owned). Thisis used in the F1-Framewor kAdmin
migration request, which migrates all admin objects. The migration plan F1-Script includes most related objects, but
does not migrate any objects referenced in the edit data area steps. It does not move the Function maintenance object
(which has been deprecated). This migration plan is not included in any base migration requests. It may beincluded in
any appropriate custom piecemeal migration request where scripts and related data should be migrated.

If your implementation includes a Featur e Configuration setting for the F1_DBCONINFO entry that will be included
in amigration request, be sure that the import user on the target region has the appropriate security rights to this entry
(Super User access mode for the Feature Configuration application service (CIL TWSDP).

All of the provided Framework-owned migration requests include the SQL statement " 1=1" so that al recordsin the plan
are migrated. If an implementation wants to limit a migration to a subset of records, the prepackaged migration request
may be duplicated and then customized to modify the key selection criteria.

Many of the X Al-related maintenance objects include references to environment-specific data, and data should be
migrated with extreme care. Migration plans are not provided for MOs that contain mostly environment-specific data.
Migration plans are provided for the following X Al-related maintenance objects, but these plans are not included in the
F1-XAl-Admin migration request: External System, XAl Receiver, XAl Sender, and XAl Route Type.

Migration Requests for Wholesale Migrations

The following framework provided migration requests may be used in awholesale migration. Refer to your specific
product’s CMA documentation for its recommendation on which migration requests to use for a full migration of
framework and product administrative tables.

» The F1-SchemaAdmin(Framework Schema Admin) migration request. This request contains migration plans for objects

needed by schema based objects, such as Field and Lookup. It has few dependencies on its data and many other objects
include dependenciesto it.
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e The F1-Framewor kAdmin (Framework Admin) migration request. This includes migration plans for most widely used
maintenance objects Y our product may have chosen to incorporate migration plans from this migration request directly
into one of its owned migration requests.

» TheF1-General SystemOptions (General System Objects) migration request. This includes migration plans for business
related objects that may or may not be applicable to al products. Y our product may have chosen to incorporate a subset
of the migration plans from this migration request directly into one of its owned migration requests.

For each migration request determined to be needed for awholesale migration, create a migration data set export record and
process it as documented in Exporting a Migration.

Executing Piecemeal Migrations

Piecemea migrations involve copying atargeted set of data. It may be that it includes a subset of maintenance objects (for
example all Activity Typesor all Asset Types) or it may further limit the records within one or more maintenance objects
(for example, all ‘electric’ rates). Many piecemeal migrations are ad-hoc, depending on the specific requirements at the
time.

If your product has provided migration requests for piecemeal migrations out of the box, it would they would be defined

to copy the appropriate type of data. However, the selection criteriawould most likely not be limited to atype of record.
Assuch, it could be used asisfor a“copy al datain these maintenance objects’ migration. For example, the framework
provides a migration request for Security Configuration. This may be used to copy all the data in the various security tables.
Oracle Public Sector Revenue Management provides a migration request to copy form types and its related data.

If your implementation wants to copy only a subset of data for maintenance objects covered by abase provided migration
request, do the following:

1. Duplicate the base migration regquest.

2. Find the migration plan for the object or objects where you want to limit the data. Enter appropriate Key Selection
criteriato select the desired data.

3. Usethat migration request to request a migration data set export request.

If your piecemeal migration requirement is not satisfied by a base migration request that may be used as a starting point,
review the base migration plans for the records that should be copied. Determine if the migration plans have the desired
subordinate instructions to copy (or not copy) the related data as desired.

« If existing migration plans satisfy your requirements, create a migration request that includes those plans (and desired
key selection as needed). Use that migration request to create a migration data set export request.

« If existing migration plans do not satisfy your requirements, create migration plans as needed. Create a migration request
that includes those plans (and desired key selection as needed). Use that migration request to create a migration data set
export request.
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Chapter 18

Configuration Lab (ConfigLab)

NOTE: Thisfunctionality is not available in all Framework-based products. Oracle recommends that customers use
Configuration Migration Assistant (CMA) for their configuration data migration needs. ConfigLab may continue to be
used for migration of master and transaction data for those products that support the tool. For details about features and
functionality for the CMA facility, see the Configuration Migration Assistant section in this document.

CAUTION: This chapter isintended for users responsible for testing configuration data and performing "what if"
analysis in non-production databases.

In order to implement new business practices, users change configuration data. The best way to confirm the system
will work as desired is to test the changes using production data before the changes are promoted to production. The
Configuration Lab (or ConfigL ab) tools exist to support this methodology; specifically, the ConfigL ab tools alow you to:

Copy data from production to a"test" environment.

Change the configuration data as dictated by new / different business practices.
Confirm the changes are correct by using the system's online and batch transactions.
Approve or reject individual changes.

Apply the approved changes to production.

The ConfigLab tools have many uses in addition to testing configuration data and promoting the changes to production. To
illustrate some of the options, the following points describe ways that Oracle Utilities Customer Care and Billing users can
apply the ConfigLab tools:

Problematic customers and bills can be transferred to a " playpen™ environment where the system's transactions are used
to experiment with potential corrections without affecting production.

Historical bills are transferred to a "revenue analysis' environment where the revenue team can perform what-if analysis
to determine the impact of rate changes on future revenue.

Business process scripts developed in a"development” environment can be promoted to a"QA" environment where they
can be tested thoroughly before being promoted to production.

In summary, the ConfigL ab tools can be used to compare and promote data between any two databases.
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The topics that follow describe how to use the ConfigL ab.

The Big Picture of ConfigLab

The topicsin this section describe major concepts that will facilitate your use of the ConfigL ab.

Same Word, Two Meanings

We use the term Configuration Lab (or ConfigL ab) to describe two different things:

A ConfigLab is atest environment where your organization can experiment with changes to configuration data. For
example, you can set up a ConfigLab environment to test changes to the algorithms used to calculate your customer's
bills.

We also use the term ConfigL ab to describe the tools used to compare and promote data between databases. For
example, you can use ConfigL ab tools to promote changes to configuration data in a pre-production database to
production.

Pushing and Pulling Data Is Implemented Via Comparing

The following points describe potential uses of the ConfigLab tools:

Y ou might want to "push” problematic billsto a"playpen” environment where you can experiment with different options
to correct them.

Y ou might want to "push” existing rates from production into a " pre-production” environment where you can experiment
with rate changes.

After you've tested new ratesin a " pre-production” environment you can pull them into production.

While the above tasks are very different, they are all implemented using the same philosophy. The following points describe
this philosophy:

In order to transfer data between two environments, you execute a background process to compare the datain a "target”
environment with that in a"source" environment. For example, if you want to promote new / changed rates from a"pre-
production” environment to production, the background process compares the ratesin "pre-production” (the source) with
the ratesin "production” (the target).

It should be noted that the comparison is always performed in the "target" environment. To continue with the previous
example, you would execute the comparison process in production and you'd indicate you want to compare production
with the "pre production” environment.

The ConfigL ab categorizes the comparison results as follows:
» Add. If data existsin the source environment that is not in the target environment, the data is categorized as"add".

» Change. If data exists in the source environment with the same prime key as datain the target environment but with
different column values, the datais categorized as "change".

» Deélete. If dataexistsin the target environment that is not in the source environment, the datais categorized as
"delete".

Y ou use the Difference Query to view the results of the comparison. This query also allows you to approve or reject the
adds, changes and del etes.

After confirming the results of the comparison are as desired, you run the CL-APPCH background process (apply
changes) to apply the approved changes to the target environment. This background process is executed in the target
environment (just as the comparison process was).
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The Compare Process Is Controlled By Metadata

Y ou do not write programs to compare data in two databases. Rather, you set up meta-data to define the objects you want
to compare. After this set up is complete, you execute background processes to compare the desired object and, if desired,
promote the differences.

The following topics describe the meta-data that you set up to define what to compare.

Maintenance Objects Are Composed of Tables

A maintenance object is meta-data that defines a group of tables that make up alogical entity. Maintenance object meta-
data exists for every object in the system. For example, there is a maintenance object called USER . This maintenance
object's tables hold the information about your users.

When you submit a background process to compare the tables in two databases, you don't tell the process about the
individual tables. Rather, you define the maintenance objects that you want compared and the system uses the maintenance
object meta-data to determine the physical tablesto compare (note, thisis not 100% true, please see Database Processes
Define The MOs To Compar e for the complete story).

NOTE: These tables comprise alogical transaction. It might be useful to think of a maintenance object as the tables that
are committed in alogical transaction whenever the object is added, changed or del eted.

Please notice that the USER maintenance object has asingle Primary table and multiple Child tables. Thisis true of
virtually every maintenance object in the system (i.e., all MO's have asingle Primary table and 0 to many Child tables).
Each instance of a given maintenance object has a single row on the Primary table, and zero or more rows on each Child
table.

The base package is shipped with al maintenance object and table meta-data populated. Y ou will not have to change this
meta-data unless your implementation has introduced new tables.

Database Processes Define The Maintenance Objects To Compare

A database process (DB process) is meta-data that defines the group of maintenance objects to compare. To be exact, a
DB process defines the maintenance objects whose tables are compared by a comparison background process.

A DB process has 1 or more maintenance objects; the number depends on what you want compared. For example:

 If you want to promote user information that was set up in a pre-production database to production, the related DB
process requires a single maintenance object init (i.e., USER ).

« If you want to copy the contents of every object that holds configuration data from pre-production to production, the
related DB process would have many maintenance objects (i.e., one for every object that holds configuration data).

When you link a maintenance object to a DB process, the system assumes that you want to compare EVERY row in
every table defined on the maintenance object. If thisiswhat you want to do, then you are finished with the DB process
configuration tasks. However, if you want to compare a subset of the rows on these tables, the next section describes
additional configuration tasks that must be performed.

DB Process Instructions Limit Which Objects Are Compared

A maintenance object specified on aDB processis referred to as DB process instruction (because it contains "instructions’
governing the tables AND rows to be compared).
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When you create an instruction (i.e., when you link a maintenance object to a DB process), you must define the type of
instruction:

« A Primary instruction defines a maintenance object that isindependent of any other maintenance object on the DB
process. A DB process can contain an unlimited number of Primary instructions.

» A Child instruction defines a maintenance object that is related to a Primary maintenance object in some way. A
Primary maintenance object can reference an unlimited number of Child maintenance objects.

An example will help explain the difference. The following DB process is used to compare business process scripts. This
DB process has asingle Primary instruction ( SCRIPT ) and many Child instructions (one for each foreign key referenced
on the script maintenance object).

Shabus | fctive W

This DE process #all copry scrighs from & source enviranment into this erdronment, Tha salaction e
criteria have bean sebup to orly copy soripts whase unique identiier begins with “CI_" as thess are
b the: sampde scripts in the demonstr ston database have been setup

Lowg Descriplion

Hoke, assumption Is that 4l subscripts are also prefixed with *CI_" and therefiore copled by the primary
nskruction, =

D8 Process Type Cofigars W
e
Bakch Conltrol ‘5 CI_COPsSC Jot] Copy scripts

| Seq Description Mainterance Object _Rule Parert Seq
5 | = | Rudeis) 10 |Script (e Tabie fuls) SCRIPT ,,"; Script, CI_SCR Frimary | (1]
& | = | -msrucnon 20/ |Display 1con DIP 1CON o2 Eﬁj':_‘?;:?c:“ chid 10| seipt, c1_scr
5= | = | Insbruction 30 (Algorithm - Comparison ALGORITHM ,F—-' Algerithm, CI_ALG Child w 10] Seripk, CT_SCR
% | = | Instruction 40| |Algorithm - Retrieval ALGORITHM £E  Algorithm, CI_ALG Chld 10| Script, C1_SCR
% | = | mnstrucrien 50| [nevigation option KA. CET = Eaﬁ:\tfmﬁ"" child 10| sop, c_sce
5 | = | Instruction Gl |Furctian FLBICTION §E  Function MO, CILFLNC || Chid W 10| Sonpt, CT_SCR

Figure 15: A DB Process With Six Instructions

Notice that each Child islinked to a Primary instruction. This means that when the system compares a script, it will also
compare the child objects referenced on each script.

If you did not indicate these were Child instructions (i.e., they were marked as Primary instructions), the system would
compare every Display Icon , Algorithm , Navigation Option and Function in the system; even those not referenced
on ascript. In other words, Child instructions limit the child object that are compared to those related to its Primary
maintenance object.

The following topics describe advanced DB process instruction concepts.

FASTPATH: Refer to Defining Database Process I nstruction Options for more information on setting up DB process
instructions.

Table Rules Define Which Objects Will Be Compared

If aDB process instruction has no table rules, every instance of the object will be compared when the compare process

runs (and this might be exactly what you want to do). However, assume you only want to compare business process scripts
whose prime key startswith CI_ . To do this, you need a"table rule" on the DB process instruction associated with the
SCRIPT maintenance object. Table rules contain SQL snippets that are incorporated into the WHERE clause into the SQL
statement used to select objects. For example, the following table rule will limit the selection of scripts to that that start with
Cl_.

Table Rules
Tahle Creertide Condition

% | = |[ciscr | £E Script | &5 #CI_SCR.5CR_CD LIKE 'CI_%'

Figure 16: DB Process Instruction Table Rule
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Table rules may be specified on any DB process instruction for any table within the related maintenance object. However,
most of the time, they are only specified on a Primary DB process instruction's Primary table.

CAUTION: Specifying additional WHERE clauses may introduce inefficient data access. If you are comparing large
amounts of data, it's a good ideato compose table rules that are supported by an index.

NOTE: Inner Joins. If you specify atable rule on a Child table within the DB process instruction, that table is joined
with itsrecursive parent tables in the resulting SQL. Use the SQL viewer (a push button on the DB process instruction
page) to make sure that the resulting SQL isreally what you want.

FASTPATH: Refer to Defining Database Process Instruction Options for more information on setting up DB process
instruction table rules.

Criteria Algorithms Also Define Which Objects To Compare

When the background process sel ects objects to compare, you can optionally haveit call a plug-in to further restrict which
objects are compared (table rules are the first level of restriction). We refer to these algorithms as "criteria algorithms”.

Criteria algorithms are specified on DB process instructions (just as the table rules are). Y ou'd only need a criteria algorithm
if the criteria could not be composed using an SQL statement (if you could compose the criteria using an SQL statement,
you'd put this SQL in atablerule).

The comparison process passes criteria algorithms the primary key value of the selected maintenance object. These
agorithms simply return a'Y es or No value depending on program logic that determines whether the object should be
compared. These algorithms are usually defined on a Primary DB process instruction, but there is no restriction.

FASTPATH: Refer to Defining Database Process Instruction Options for more information on setting up DB process
instruction algorithms.

Processing Algorithms Perform Extra Processing

A DB Process instruction can have from 0 to many Apply Changes Processing algorithms. These algorithms perform extra
processing when the approved differences are applied to the target database (by running the Apply Changes ( CL-APPCH

) background process). For example, if you were transferring Batch Control objects to production from a test environment,
you could use an Apply Changes Processing algorithm to set each batch control's run number to the next available value

in production (rather than use the last run number in the test environment). When the Apply Changes executes, it simply
passes the primary key of each changed object to the algorithm(s). The algorithm can then update the object's data as
desired and these changes are committed when the maintenance object is committed to the target environment.

FASTPATH: Refer to Defining Database Process I nstruction Options for more information on setting up DB process
instruction algorithms.

A Batch Control Must Exist

A DB process must reference a batch control. This batch job is submitted when you want to compare the maintenance
objects defined in the DB process.

By convention, we recommend that you name the batch control the same as the DB process. For example, a DB Process
Cl_COPSC (Copy Scripts) references a batch control CI_COPSC . This haming convention is not required; it's
recommended to simplify the administration of the batch controls.

Oracle Utilities Application Framework Administration Guide « 383



To create anew batch control, you must duplicate the batch control CL-COPDB provided in the base product, because
aside from the batch code and description, al the settings for the new batch control must match the base one.

The Comparison Process Creates Root Objects

When you submit the batch control defined on the DB process, "root objects' are created. A root object isarecord that a
difference exists between a maintenance object in the source environment and the target environment.

This diagram shows the state transition of root objects:

R oot Object Lifecycle
Initial
Permimy
N‘/‘ Rajocted
Approved .
L 2
Complete Error

» Both the Initial and Pending states are transitory and should not be visible to end-users.

« The comparison background process puts root objects into either the Approved or Rejected state. Y ou control the value
by populate the parameters on the background process accordingly.

» You can manually change a Rejected root object to Approved (and vice versa).

» When you are ready to commit the changes to the target environment, run the apply changes ( CL-APPCH ) background
process. This process only processes Approved root object. When aroot object is processed, its status is changed to
Complete if no problems are encountered (i.e., the change is committed on the target environment). The status of the root
object is changed to Error if problems are encountered (e.g., validation fails).

» You can transition an Error object back to the Approved state if you want to reattempt applying the change to the target
environment (you must resubmit the Apply Changes ( CL-APPCH ) background process to do this).

» You can transition an Error object to the Rejected state if you want to acknowledge that the change should not be applied
to the target environment.

NOTE: Difference Query. Use the Difference Query to view the root objects produced by a comparison background
process. On this query, you can also change the action of root objects as described above.

Applying Approved Changes To The Target Environment

Asdescribed above, you submit a background process to compare the maintenance objects in two environments. This
background process creates a "root object” record for every difference between the two environments. Y ou can approve or
reject any root object; rejecting aroot object means the related difference will not be applied to the target environment.

When the root objects are in the desired state, you submit the Apply Changes ( CL-APPCH ) background process. This
process applies all approved root objects to the target environment. If you've defined processing algorithms on the DB
processsinstructions, it will execute these as the changes are applied to the target environment.

Oracle Utilities Application Framework Administration Guide « 384



How To Compare Objects In Two Databases

The above sections provided background information about comparing objects in two environments; the following section
reiterates this information in step-by-step instructions:

NOTE: Remember, you always execute the comparison background process from the "target” environment (i.e., the one
that will be changed)

» Make sure that an environment reference exists in the "target" database pointing at the source database. This environment
reference must be defined as either a Compare Source or a ConfigLab.

» Create a batch control for the DB process (if one doesn't already exist).

» Create a DB process to define the maintenance objects to be compared. Make sure to reference the batch control created
in the previous step. Also inspect the DB process instructions to make sure they are consistent with what you want to
compare.

e Submit the DB process's batch control.

» After the comparison batch process completes, transfer to the Difference Query to view the results of the comparison.
» Approve al changes using the Difference Query.
» Reject al changes that you don't want applied.

» After the changes are marked as desired, submit the apply changes background process ( CL-APPCH ). After this
process completes, return to the Difference Query to check that all of your approved changes have become complete
(this means that the target database has been changed).

Environment Management

When you want to compare maintenance objects in two environments, you submit a background processin the "target”
environment. When you submit this job, you must define the "source” environment. This environment's data will be
compared against the target environment's data. Y ou identify the source environment by supplying an "environment
reference code" to the background process.

Y ou must run a utility to create an environment reference as this utility sets up many database synonyms (the comparison
process uses these synonyms to access the data in this environment). The topics in this section describe how environment
references are created and managed.

Two Types Of Environments

CAUTION: Thissectionis confusing asit assumes you understand the difference between objects with random number
prime-keys versus those that have user-assigned prime keys. If the object has a prime key that's suffixed with _ID, thisis
arandom number object; otherwise, it's not.

When you run the utility that creates an environment reference, you must define the type of environment:

« If you want the prime-key values of "random number" objects to be unique across both environments, indicate the
environment isa ConfigLab .

« If you don't care about the uniqueness of the prime-keysin the two environments, indicate the environment is a
Comparison Source . If you choose this option and you add entities with system-assigned prime keys, there's a slight
chance that your newly added rows will be rejected as duplicatesif you promote the additions to the target environment.
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NOTE: Rule of thumb. If you think you're going to add "random number" objects in the source environment and
you don't want to risk the system assigning a prime-key that's already used in the current environment, indicate the
environment is a ConfigL ab . Otherwise, indicate the environment isa Comparison Source.

Registering Environments

Y ou must run a utility to create an environment reference. Y our implementation's database administrator should execute
this utility because it performs functions that require administrative access. The following points summarize what this utility
does:

» Adds an environment reference object. This object defines the environment's:
e Role
e Universal environment ID
» Theprefix character used for creating synonyms described below.

» Creates remote table synonyms in the current environment that reference tables in the environment being referenced.
Refer to Database Usersand Database Relationships. The names of these synonyms are the same as the physical table
names except the first character is replaced with the environment reference's prefix character. For example, assuming
the environment reference's prefix isZ , the ClI_SA_TYPE table in the target environment database is referenced viathe
Z|_SA_TYPE synonym in the current environment.

NOTE: Note. Registering an environment is a one-time operation. Once the environment is registered, it maintainsits
roleuntil itis deregistered. Also note that if an upgrade or single-fix makes a table change, you must reregister all
environments.

Main |
; ]
Envvironmeent Relerence ﬁw{lﬂf[@}.ﬂ 4|
Description [Production's CanfigLab

This erviranment & used to eaperment on configuration changes on actual ;I
production accounts, IF besting proves the configuration change basks are
acceptable, the changes may be appliied back to the production erviranment,

Long Description

Environment Robe |Conficlab = EnviFonment ID | 957957
Shabus ke -i Name Prefis -

Figure 17: Environment Reference Example

FASTPATH: For moreinformation on registering environments, refer to How To Register a ConfigLab Environment.
For more information viewing environment references created by the registration utility, refer to Defining Environment
Reference Options

CAUTION: Whileitis possible to register multiple ConfigL ab environments for a given environment, we
recommended NOT doing this because there is a slight chance that changes made in one ConfigL ab would be
overwritten with changes made in another. This warning does not apply to Compar e Sour ce environments. Refer to
Two Types Of Environments for more information.

Deregistering ConfigLab Environments

Y ou should deregister environments that you no longer plan to compare. When you deregister an environment, the remote
table synonyms are removed and the environment reference statusis changed to inactive.
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FASTPATH: For moreinformation on deregistering environments, refer to How To Register a ConfigLab Environment.

Reregistering ConfigLab Environments

If you deregistered an environment and you heed to compare maintenance objects in that environment again, you must
reregister it. You must also reregister an environment if you apply asingle fix or upgrade that makes a database change.

When you reregister an environment, the environment reference status is changed to active and the remote table synonyms
are updated accordingly.

FASTPATH: For moreinformation on reregistering environments, refer to How To Register a ConfigLab Environment.

Database Users

When you install any Framework product, you define a user as the owner of the database schema objects. We'll call this
database user SPLADM . To use ConfigLab tools, you need to define two additional database users in each environment's
database:

» A user with read/write access to the database schema. We'll call this database user CI SUSER.

» Note that this database user isinstalled automatically when your product isinstalled in an Oracle database. For DB2,
this database user must be added manually following installation and prior to environment registration. For MS SQL
Server this database user is not necessary.

» The application server(s) accessing the environment should be configured to access its database as the CI SUSER
database user.

» A user with read-only access to the database schema. We'll call this database user CISREAD.

» Note that this database user isinstalled automatically when the system isinstalled in an Oracle database. For DB2 and
MS SQL Server, this database user is not necessary.

Database Relationships

If an environment will be accessed by the ConfigL ab tools (either as a source or atarget), you must define database
rel ationships between the two environments.

» In Oracle, adatabase link defines a database relationship. A database administrator must add database linksin the
"target" and "source" databases as described in the sections below. These database links must be added prior to executing
the environment registration utility.

» InDB2, adatabase relationship is not a database object like it isin Oracle, however the same principles apply. A
database administrator must ensure that security is configured to allow the database users in both environments to access
remote host schemas as described in the sections below.

e INnMS SQL Server, adatabase relationship is defined with the linked servers. A database administrator must add linked
server and SQL Server data source (ODBC) for target and source database server prior to executing registration utility.

The DB2 version of the registration utility grants the privileges to individual remote host schema objects, the Oracle
registration utility relies on the privileges associated with database links, whereas the MS SQL Server registration utility
doesn't grant any privileges, rather uses fully qualified object name.

The topicsin this section describe these database relationships.
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ConfigLab Database Relationships

Prior to registering a ConfigLab environment, the following database rel ationships must be configured by your
implementation's database administrator:

CISADM |CISUSER |CISREAD

CISADM | CISUSER [CISREAD

The following topics describe these database links.

From The Target To The ConfigLab

The diagram above shows how a database relationship allows the CI SUSER database user defined in the target
environment to access database objects in the ConfigL ab environment's database.

From The ConfigLab To The Target

Remember that when you register an environment as a ConfigL ab , there is a database relationship from the CISUSER
schemain the ConfigL ab environment database that points to the CISUSER schemain the target environment. This
database relationship allows a subset of tables (i.e., the system-generated key tables) to access the target environment's
CISUSER schema when generating a key value for a new record.

When a system-generated key valueis assigned, the key value is also kept in the table's corresponding "key table" (see
Defining Table Options). Key tables store the environment identifier along with the key value.

The key table in the target environment holds the key values of rows in its own environment plus the key values of rowsin
the ConfigL ab environment. This ensures that system-generated keys added in the ConfigL ab are not used in the target
environment.

Compare Target Database Relationships

Prior to registering a Compare Sour ce environment, the following database rel ationships must be configured by your
implementation's database administrator to match the diagram below:
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CISADM |CISUSER |CISREAD

CISADM |CISUSER |CISREAD

Notice that there is no database relationship originating from the Compar e Sour ce schema back to the target environment's
schema. Thisis because random keys added in a Compar e Sour ce are not kept in the target environment's key table
(because the system does not guarantee unique keys between a Compar e Sour ce and a target environment).

NOTE: In Oracle, the database link defines privileges to the remote database objects. The database link accesses the
Compar e Sour ce database as CI SREAD. In DB2, the registration utility grants the target environment's CI SUSER
database user read-only access to a Compar e Sour ce environment's database (a separate CI SREAD database user
defined in the Compar e Sour ce environment is unnecessary). In MS SQL Server, registration utility uses fully qualified
object name to the remote database objects.

The diagram below shows how the script table in a Compar e Sour ce environment's database is accessed by the target
environment using a remote table synonym, prefixed with "R" in this case:

Cl_SCR {synonym}

Cl_SCR (synonym}
-SCR_C0
-SCR_ELIG_OPT_FLG -5CR_CO

- VERSI DN -SCR_ELIG OPT_FLG
SERSION

RI_SCR {synonym}

-ECR_CO
-5CR_FLIG_OPT_FLEG

_VERSIOM OATABASE

RELATIONSHIP

Figure 18: Compare Source Environment Tables Accessed Via Remote Table Synonyms

How To Register a ConfigLab Environment

A database administrator must execute the environment registration utility, as administrative accessis required. This utility
isalso used to deregister and reregister environments.
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NOTE: Oracle, DB2, MS SQL Server Environment Registration . Note that there are three separate versions of the
registration utility, one for Oracle, one for DB2 and one for MS SQL Server:

Oracle (EnvSetup)

The registration utility may be executed from any workstation configured to connect to both the supported environment
database and the ConfigL ab environment database.

In this example, we describe how to register a ConfigL ab (the same principles apply for Compar e Sour ce and Sync
Target ). We'll call the supported environment database "CDXPROD" and the ConfigL ab environment database
"CDXCLAB".

A samplefile oracle-compare-source.bat is provided with an example for a Compar e Sour ce registration.

Y ou may specify the following parameters on the command line. If parameters are not supplied, the registration utility
prompts for them:

» Information about the supporting environment database:
« Name of the database
» Application Schema owner
» Application Schema user password
» Database user with read-write privileges to the application schema
« Database user with read-only privilegesto the application schema
-sCDXCLAB,CISADM {application schema owner password},CISUSER,CISREAD
» Information about the supported environment database:
« Name of the database
» Application Schema owner
» Application Schema user password
» Database user with read-write privileges to the application schema
« Database user with read-only privilegesto the application schema
-r CDXPROD,CISADM {application schema owner password},CISUSER,CISREAD
e Action:
» |-Install (register), U-Reconfigure (reregister), D-Uninstall (deregister)
-al
« Environment type of the supporting environment:
» CMPS-Compare Source, SYNT-Sync Target, CLAB-ConfigLab, ARCH-Archive
-t CLAB
 Environment reference code:
» The environment reference used to track the ConfigL ab environment.
-e PROD-CONFIGLAB
* Name prefix:

» The prefix character used to reference database tables in the ConfigL ab environment. Note that this character must not
be C, S, or aname prefix used by an existing supporting environment.

-nL
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» Environment description:
» Description of the environment reference.
-d Production ConfigL ab
 Source database link name:
» Name of the database link from the production database to the ConfigL ab environment database.
-X CDXPRODCI SUSER-CDXCLABCISUSER
o Target database link name:

» Name of the database link from the ConfigL ab environment database to the production database. Not specified for
Compare Source or Sync Target environments.

-y CDXCLABCISUSER-CDXPRODCISUSER
e Oracle character set:
» The Oracle character set specified for the production database.
-c {Oracle database character set}
» Apply changes to the databases:
» Specify this parameter to apply the changes directly instead of writing themto alog file.
-u
» Owner Flag:
 Specify the Owner Flag for the application.
-o owner flag value
e Logfile name:
» Specify the name of the log file if the parameter above was not specified.

-I {log file name}

DB2 (EnvSetup)

The registration utility may be executed from any workstation configured to connect to both the production environment
database and the ConfigL ab environment database.

In this example, we describe how to register a ConfigL ab environment. Wel'll call the supported environment database
"CDXPROD" and the ConfigL ab environment database "CDXCLAB".

A sample file DB2-compare-source.bat is provided with an example for a Compar e Sour ce registration.

Y ou may specify the following parameters on the command line. If parameters are not supplied, the registration utility
prompts for them:

« Information about the supporting environment database:

 Location of the database

» Database user with SY SADM privileges

» Password of database user with SY SADM privileges

» Application Schema owner database user

» Database user with read-write privileges to the application schema

-sCDXCLAB,{sysadm user},{sysadm user password},CISADM,CISUSER
« Information about the supported environment database:
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 Location of the database
» Database user with SY SADM privileges
» Password of database user with SY SADM privileges
+ Application Schema owner database user
» Database user with read-write privileges to the application schema
-r CDXPROD {sysadm user},{sysadm user password},CISADM,CISUSER
« Action:
« I-Install (register), U-Reconfigure (reregister), D-Uninstall (deregister)
-al
» Environment type of the supporting environment:
» CMPS-Compare Source, SYNT-Sync Target, CLAB-ConfigLab, ARCH-Archive
-t CLAB
» Environment reference code:
» The environment reference used to track the ConfigL ab environment.
-e PROD-CONFIGLAB
» Name prefix:

» The prefix character used to reference database tables in the ConfigL ab environment. Note that this character must not
be C, S, or aname prefix used by an existing supporting environment.

-nA
» Environment description:
» Description of the environment reference.
-d Production ConfigLab
» Apply changes to the databases:
» Specify this parameter to apply the changes directly instead of writing themto alog file.
-u
e Owner Flag:
 Specify the Owner Flag for the application.
-o owner flag value
» Logfilename:
» Specify the name of thelog fileif the parameter above was not specified.
- {log file name}

MS SQL Server (EnvSetup)

The registration utility may be executed from any workstation configured to connect to both the production environment
database and the ConfigL ab environment database.

In this example, we describe how to register a ConfigL ab environment. We'll call the supported environment database
"CDXPROD" and the ConfigL ab environment database "CDXCLAB".

A samplefile MS SQL Server-compare-source.bat is provided with an example for a Compar e Sour ce >registration.
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Database security will need to be setup for the utility to register.

Example:

CDXPROD - The database already has a user-id. CDXPRODUSER defined and security has been generated for this user.
CDXCLAB - The database aready has a user-id. CDXCLABUSER defined and security has been generated for this user.
For the utility to register database CDXCLAB in database CDXPROD, additional security needs to run.

In database CDXCLAB, add the user CDXPRODUSER:

exec sp_adduser ' CDXPRODUSER ',' CDXPRODUSER ', ' public'

Generate security for the user CDXPRODUSER in database CDXCLAB.

Add an ODBC connection on the database server, called CDXCLAB, with loginid sa connecting to CDXCLAB.

Add an ODBC connection on the database server, called CDXPROD with loginid sa connecting to CDXPROD.

Y ou may specify the following parameters on the command line. If parameters are not supplied, the registration utility
prompts for them:

Information about the supporting environment database:
» Name of SQL Server data source (ODBC) for the database
» Password for the sa account
» Name of the Linked server in the supporting environment
« Name of the database
» Application schema owner database user
-sCDXCLAB,{sa user password},SF-PDNT-032,CDXCLAB,dbo
Information about the supported environment database:
» Name of SQL Server data source (ODBC) for the database
« Password for the sa account
» Name of the Linked server in supported environment
» Name of the database
» Application schema owner database user
-r CDXPROD,{sa user password},SF-PDNT-022,CDXPROD,dbo
Action:
» |-Install (register), U-Reconfigure (reregister), D-Uninstall (deregister)
-al
Environment type of the supporting environment:
» CMPS-Compare Source, SYNT-Sync Target, CLAB-ConfigLab, ARCH-Archive
-t CLAB
Environment reference code:
» The environment reference used to track the ConfigLab environment.
-e PROD-CONFIGLAB
Name prefix:

» The prefix character used to reference database tables in the ConfigLab environment. Note that this character must not
be C, S, or aname prefix used by an existing supporting environment.

-nA
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» Environment description:
» « Description of the environment reference.
e -d Production ConfigL ab
» Apply changes to the databases:
» « Specify this parameter to apply the changes directly instead of writing them to alog file.
e -u
e Owner Flag:
» « Specify the Owner Flag for the application.
» -oowner flag value
+ Logfile name:
» « Specify the name of thelog file if the parameter above was not specified.
» -l {logfile name}
NOTE: When you run adistributed transaction against alinked server in Microsoft SQL Server 2000 on a computer that

is running Microsoft Windows Server 2003, the following settings are required for Microsoft Distributed Transaction
Coordinator (MSDTC).

» Click Start , choose All Programs, then choose Administrative Tools, then click Component Services.
« Inthe Component Services Wizard, expand Component Services, then double-click Computers.
» Right-click My Computer , then click Properties.

» Clickthe MSDTC tab, then click Security Configuration.

 Inthe Security Configuration dialog box, click to select the Network DT C Access checkbox.

e Under Network DTC Access, click Network Transactions.

» Make surethat DTC Logon Account isset to NT Authority\NetworkService.

e Click OK.

» |nthe message box, click Y esto continue.

» Inthe DTC Console M essage dialog box, click OK.

» Inthe System Properties dialog box, click OK.

» Reboot the computer for these changes to take effect.

NOTE: Note In some cases, you must start the DTC service before you start the SQL Server service so that the linked
server distributed queries work correctly.

Maintaining Environment References

An environment reference is used to track a supporting environment's purpose relative to the current environment within the
application. An environment is an instance of your product database and runtime programs. Environment references specify
roles that describe how the supporting environment is used.

NOTE: Registration Utility. The registration utility adds environment references for you. Refer to Archiving and
Purging and Configuration Lab for more information on the functions of the registration utility and how to executeit.

Select Admin Menu > Environment Reference to view environments and their use within the application.
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Description of Page

Some fields on this page are protected as only the registration utility may change them. The following describes fields you
may change and fields that may be relevant to Archiving and Configuration Lab:

Environment Reference is the name of the supporting environment reference.
Enter a Description and L ong Description for the environment reference.

Use Environment Role to specify how the supporting environment that is represented by the environment referenceisto be
used. The valid values are;

» Archive. Specify if the environment reference represents a supporting environment used to house archived data moved
from the current environment.

» Compare Sour ce. Specify if the environment reference represents a supporting environment used as a source of control
data from which the current environment may copy.

» ConfigLab. Specify if the environment reference represents an environment used as a configuration lab.
» Sync Target. Specify if the environment reference represents a supporting environment used as the target for a copy of a
subset of data from the current environment.

FASTPATH: For moreinformation on specific uses of environment roles, refer to Archiving and Purging and
Configuration Lab.

The Environment | D associates the environment reference with its environment's universal identifier within the
application. Thisuniversal identifier ison the Installation Options of the target environment.

Use Name Pr efix to specify how the current environment accesses tables in the supporting environment described by the
environment reference. The prefix replaces the C in the table name. For instance, assuming the current environment is
production, the production environment accessesthe CI_ACCT tablein the ConfigLab asZl _ACCT.

Defining Database Process and Instruction Options

The topicsin this section describe the pages used to define DB Processes and DB Process Instructions.

Defining Database Process Options

The topicsin this section describe the transaction that can be used to maintain database processes used to perform Archive
Engine operations such as archive and purge and ConfigLab operations like compare.

Database Process - Main

Select Admin Menu > DB Process to set up database processes used with ConfigLab and Archive Engine.
Use DB Process to specify the name of the database process.

Description and L ong Description contain descriptions of the database process.

Use Statusto specify if the database processis Active or I nactive.

Use DB Process Type to specify if the DB processis used for Archive, Compare, or Purge.

Use Batch Controal to specify the batch control associated with the DB process.

The grid at the bottom shows all of the DB process instructions for the DB process. Note that each DB process instruction is
linked to a maintenance object.
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To the left of the Seq column information about the instruction is displayed as hypertext. Clicking on the hypertext brings
you to the DB instruction. The following grid describes the text that may appear:

Text

When Text Appears

Rule(s) & Algorithm(s)

Displays when the instruction has at least one rule and at least one
algorithm.

Rule(s)

Displays when the instruction has at least one rule and no algorithms.

Algorithm(s)

Displays when the instruction has at least one algorithm and no rules.

Instruction

Displays when the instruction has no rules or algorithms.

The following fields display for each instruction.

Seq
Description

Maintenance Object

Role

Parent Seq

Linkage Constraint ID

A unique identifier for the DB process instruction under the DB process.
Enter a description of the DB process instruction.

Specify the maintenance object associated with the DB process
instruction.

Either Primary or Child. If Child is specified, specify parent process
sequence and a linkage constraint referring to a table defined on the
parent instruction's maintenance object.

Specify the process sequence of the parent DB process instruction on
which the DB process instruction is dependent.

Specify how maintenance objects of the DB process instruction and its
parent are linked. This is a constraint on a table defined under the DB
process instruction's maintenance object. This constraint references

a table defined under the maintenance object that belongs to the DB
process instruction specified by parent process sequence.

Database Process - DB Process Tree

Y ou can navigate to the DB Process Tree to see an overview of the database process, associated maintenance objects, and

instruction algorithms.

Description of Page

This page is dedicated to atree that shows the DB process instructions and instruction algorithms associated with the
database process. Y ou can use this tree to both view high-level information about these objects and to transfer to the

respective page in which an object is maintained.

Defining Database Process Instruction Options

A DB process instruction represents a single maintenance object as part of a DB process.

Database Process Instruction - Main

Select Admin Menu > DB Instruction to define DB process instructions for a given DB process.

Description of Page

DB Process I nstruction contains a concatenation of basic information about the DB Process instruction. This information
only appears after the DB process instruction has been added to the database. The adjacent up and down arrows cause the
DB process instruction immediately before or after this DB process instruction to be displayed.

DB Process specifies the name of the database process to which this DB process instruction belongs.

Click View SQL to display the resulting select statement used as the basis for building root objects or archive root objects

when the DB process is executed.
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Process Sequenceis aunique identifier for the DB process instruction under the DB process.

Enter a Description of the DB process instruction.
NOTE: Skipping an Instruction. If you would like a DB process to skip a DB process instruction during a given
batch run, you can temporarily add two forward slashes ("//") to the description of the DB process instruction. For
example, imagine you have defined a Copy Account DB Process that includes instructions to copy credit and collection
information. Perhaps you would like to copy a set of accounts, but you do not need the C& C information. Rather than

creating another DB process that does not include these instructions, you could add "//" to the instructions you want to
skip during this batch run.

M aintenance Object specifies the maintenance object associated with the DB process instruction.

Instruction Roleidentifiesthe DB processinstruction as Primary or Child. If Child is specified, specify parent process
sequence and a linkage constraint referring to a table defined on the parent instruction's maintenance object.

Parent Seq is the process sequence of the parent DB process instruction on which the DB process instruction is dependent.

Linkage Constraint | D specifies how maintenance objects of the DB process instruction and its parent are linked. This
isaconstraint on atable defined under the DB process instruction's maintenance object. This constraint references atable
defined under the maintenance object that belongs to the DB process instruction specified by parent process sequence. The
Constraint Owner indicates whether the constraint is Base Product or a Customer M odification.

The Instruction Algorithms grid shows the algorithms associated with the DB process instruction. These algorithms are
used as criteriafor root object exclusion when a DB process is executed, or they may execute special processing required to
maintain normal system operation after the DB process has been executed.

» Specify the order in which DB process instructions a gorithms are executed by entering a Sequence number.
» Specify the algorithm's System Event (see the following table for a description of all possible events).
» Specify an Algorithm used to perform operations associated with the DB process instruction.

The following table describes each System Event.

System Event Description

Apply Changes Processing Click here to see the algorithm types available for this system event.

Archive Copy Data For information about this system event refer to Archiving Data to Flat
Files.

Click here to see the algorithm types available for this system event.

Archive Criteria For information about this system event refer to Criteria Algorithms
Exclude Records.

Click here to see the algorithm types available for this system event.

Archive Processing For information about this system event refer to Processing Algorithms
Perform Extra Processing.

Click here to see the algorithm types available for this system event.

Compare Criteria For information about this system event refer to Criteria Algorithms
Also Define Which Objects To Compare.

Click here to see the algorithm types available for this system event.

Purge Criteria For information about this system event refer to Criteria Algorithms
Exclude Records.

Click here to see the algorithm types available for this system event.

Purge Processing For information about this system event refer to Processing Algorithms
Perform Extra Processing.

Click here to see the algorithm types available for this system event.

Sync Criteria For information about this system event refer to Criteria Algorithms
Also Define Which Objects To Compare.

Click here to see the algorithm types available for this system event.

Sync Processing Click here to see the algorithm types available for this system event.
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The Table Rules grid shows the table rules associated with the DB process instruction. Similar to criteria algorithms
specified above, table rules can exclude a subset of records from being processed when the DB process is executed.

Table Specify the table within the maintenance object hierarchy. Generally,
this is the Primary table of the maintenance object associated with a
Primary DB process instruction. When selecting records from tables
during a DB process, it is assumed that all child records within the
hierarchy are selected. Specifying a table rule for a child table is
unusual.

Override Condition The condition specified is incorporated into the WHERE clause of the
dynamic SQL used to create root objects.

NOTE: Override Condition Syntax. When specifying an override
condition, you must prefix all table names with a pound (#) sign.

For example, if a DB process' purpose was to archive bills, and

you wanted to exclude the bills for account 3728474536 from

being archived, you would specify CI_BILL as the table in the table
rule, and the override condition would be #CI_BILL.ACCT_ID <>
'3728474536'. Note that you do not include the word "WHERE" in
the override condition text. Note also that SQL syntax for Oracle
and DB2 may differ, and that DB2 is stricter with regard to data type
comparisons than Oracle. You may alias table names in table rules
that make use of sub-queries, but avoid prefixing aliases with "CHD"
or "PRT" as they may conflict with internal aliases.

CAUTION: Use table rules sparingly. Since table rules are
incorporated into the WHERE clause when selecting records during
DB process execution, override conditions that are not based on
indexes can cause inefficient data access.

Database Process Instruction - DB Process Instruction Tree

Y ou can navigate to the DB Process Instruction Treeto see an overview of the database process instruction, associated
maintenance objects, instruction algorithms for the current DB process instruction and recursive child DB process
instructions.

Description of Page

This page is dedicated to atree that shows the database process instruction, associated mai ntenance objects, instruction
agorithms for the current DB process instruction and recursive child DB process instructions. Y ou can use this tree to both
view high-level information about these objects and to transfer to the respective page in which an object is maintained.

Difference Query

When you submit the batch job associated with a comparison DB process, the process saves the differences on the database.
Werefer to each difference as a"root object”. The topicsin this section describe the query used to view these differences.

FASTPATH: Referto The Comparison Process Creates Root Objects for more information.

Difference Query - Main

Use Admin Menu > Difference Query to view asummary of the differences between the maintenance objectsin two
environments.

Description of Page
Batch Control , Batch Number , and Batch Business Date is the batch run that compared the maintenance objects.
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DB Process isthe DB process that defines the maintenance objects that were compared.

Environment Reference is the name of the environment whose data was compared against the datain the current
environment.

The grid contains a summary of the comparison results:

» Add. If amaintenance object existsin the source environment that is not in the current environment, the maintenance
object is categorized as "add".

« Change. If amaintenance object existsin the source environment with the same prime key as data in the current
environment but with different column values, the maintenance object is categorized as "change'”.

» Delete. If amaintenance objects exists in the current environment that is not in the source environment, the datais
categorized as "delete".

The summary is further categorized based on the promotion status of the difference. Distinct summary lines are shown for
each statusvalue - All , Approved , Complete, Error , Initial , Pending , Rejected.

The area above the grid allows you to filter the items that appear in the grid:
» UseAction to restrict the summary information based on the comparison category (see above for alist of the categories).

o Use Statusto restrict the summary information based on the status of the information. Refer to The Comparison Process
Creates Root Objects for a description of each state.

Don't forget to click the search button after changing the filters.

The following points describe each column in the grid:

+ Click the adjacent go to button to transfer to the Differences Query tab where the associated root objects can be viewed.
» The Maintenance Object column defines the type of maintenance object.

» The Description column describes the maintenance object.

» TheAction column indicates if the maintenance objects are to be Added, Changed or Deleted (note, these actions are
only performed if the execute the apply changes background process CL-APPCH).

» The Status column indicates the status of the maintenance objects.

» TheTotal Root Objects column displays the number of maintenance objects with this Action and Status for the Batch
Control and Batch Number .

Click Approve All to set the status of all root objects associated with the Batch Control and Batch Number to Approved.
Click Reject All to set the status of all root objects associated with the Batch Control and Batch Number to Rejected.

Difference Query - Difference Query

The Main tab provides a summary of the differences in the maintenance objects. This tab shows the details of every
maintenance object. Use Admin Menu > Difference Query and navigate to the 2 "d tab to view thisinformation.

NOTE: Drill-over from the main tab. The easiest way to populate information on this pageisto drill over on arow in
the summary grid on the Main tab.

Description of Page
Please see the Main tab for adescription of the fields in the first section. The following points describe the remaining fields:
» Use Maintenance Object to restrict the root objects in the grid to those related to a specific maintenance object.

» UseActionto restrict the root objects that appear in the grid to those marked with the specified action ( Add , Change,
Delete).

» Use Statusto restrict the root objects that appear in the grid to those in a specific state.
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» You may also specify unique identifier of the maintenance object to further filter the root objects that appear in the grid.
The prompts for the unique identifier differ depending on the selected Maintenance Object .

Don't forget to click the search button after changing the filters.
Click Select All to select all root objects currently displayed in the grid.
Click Clear All to unselect al root objects currently displayed in the grid.

The grid displays the root objects that correspond to the criteria specified in the filter. The following points describe each
column:

» Click the Select checkbox to select or unselect a specific root object.

« Click the adjacent go to button to transfer to the Root Object - Root Object Tree page where the root object can be
viewed.

« The Maintenance Object column displays the maintenance object associated with the root object.
» The Description column describes the maintenance object associated with the root object.
» ThePK Info column displays primary key of the maintenance object.
» The Action column shows the action associated with the root object.
» The Status column shows the status associated with the root object.
» ThePrimary Root column displays information about the root object's Primary root object.
» The Other Roots column displays whether the root object is associated with more than one maintenance object.
Click Approve to set the status of selected root objects to Approved.
Click Reject to set the status of selected root objectsto Rejected.
NOTE: Run CL-APPCH. After approving root object, run the apply changes background process ( CL-APPCH ) to

apply the changes to this environment. Don't forget to return to this query to confirm that al of your Approved changes
have Completed.

Root Object

When you submit the batch job associated with a comparison DB process, the process saves the differences on the database.
Werefer to each difference as a'"root object”. The topics in this section describe the transaction that shows the details of a
root object.

FASTPATH: Referto The Comparison Process Creates Root Objects for more information about root objects.

NOTE: Drill-down from the Difference Query. The easiest way to populate information on this page isto drill down
from the Difference Query.

Root Object - Main

Use Admin Menu > Root Object to view the prime key root objects.
Description of Page
Root Object displays the description of the maintenance object related to the root object including:

 thevalue of the Primary key for the record stored on the Primary table associated with the root object's maintenance
object,
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« the environment reference used as the source of the Compar e DB process,

» the action assigned to the root object, and

» theroot object's status.

Root Object isthe uniqueidentifier of the root object.

Maintenance Object displays the code and description of the root object's maintenance object.

Environment Refer ence displays the code and description of the environment that was the source environment of the
comparison.

Action displays the action assigned to the root object by the comparison process.

Status displaysthe status assigned to the root object. Thisfield is updateable for root objectsin approved , rejected , and
error status for the most recent batch run related to the Compare DB process.

Batch Control and Batch Number describe the batch run of the Compare DB process used to create the root object.

Thefirst grid at the bottom of the page describes the components that make up the value of the Primary key of the
maintenance object:

Field. The name of agiven field that is part of the Primary key constraint for the record's table.
Description . The description of the field.

PK Value. Displaysthe PK field's value.

Constraint 1d. Displaysthe Primary key constraint associated with the record's table.

Sequence Displays the order in which the record's field is displayed as part of the Primary key constraint.

The second grid describes the DB process instructions that are associated with the root object (as a difference could be
highlighted by multiple DB process instructions).

DB process. The name of the Compare DB process used to create the root object.

Process Sequence. Along with DB Process,, this represents the reference to the DB process instruction that specifies the
root object's maintenance object.

Primary Root . Theidentifier for the root object that groups this root object together with other root objects for processing
when changes are applied.

M aintenance Object Description.

Thisisthe description of the maintenance object associated with the Primary Root object.
Level Nbr. Aninternal level number assigned to the root instruction during the compare.
Root Instruction. The unique identifier of the root instruction.

Root Object - Data Differences

The Main tab provides a summary of the root object. This tab shows the details of tables that will be changed if the root
object is approved (and the apply changes background processis run). Use Admin Menu > Root Object and navigate to
the Data Differences tab to view thisinformation.

Description of Page
Tableand Description. Theidentity of the table that will be changed
PK Value. Therow's primary key.

Statement Type. May belnsert , Update, or Delete . This defines the type of SQL statement to be used to change this
environment.

SQL. The actual SQL statement to be used to apply changes to the data in the current environment.
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Suppress. Check this box if the SQL statement should not be executed when the Apply Changes process runs. This only
appliesto Insert and Update statements. A Delete statement cannot be suppressed as that could lead to orphaned recordsin
the database.

Root Object - Root Object Tree

This tab provides an aternate view of the information shown on the Data Differences tab. Use Admin Menu, Root Object
and navigate to the Root Object Tree tab to view this information.

Description of Page

This page displays atree that shows the details of tables that will be changed if the root object is approved (and the apply
changes background processis run).

Root Object Exception

After executing the background process to apply changes to data based on root objects created by a Compare DB process,
any errors that occur as part of applying the changes are written to the root object exception table.

FASTPATH: Referto The Comparison Process Creates Root Objects for more information.

To view the messages associated with the exception records, schedule the TD-CL ERR background process. This process
generatesa To Do entry for every record in the root object exception table.

After correcting the cause of the error, navigate to Root Object and change the status to approved or rejected , and run CL -
APPCH again.
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Chapter 19
Archiving and Purging

NOTE: Thisfunctionality is available only in Oracle Utilities Customer Care and Billing. Thisis functionality is not
the product recommended mechanism for managing old data. Please refer to Information Lifecycle Management (ILM)
for information about the recommended tool. The functionality and its documentation remain in the product for upgrade
purposes.

The term archiving describes the process of moving selected data from production to an archive environment while
maintaining the referential integrity of the overall application.

The term purging describes the process of deleting data from production without storing the data in another environment.
Similar to archiving, the purge process must not affect the referential integrity of the application.

The Archiving Engine refers to the tools and infrastructure that are required for archiving and purging production data.
The concepts for archiving and purging are very similar, except that purged production datais not transferred to an archive
database.

CAUTION: Technical Chapter! The concepts described chapter do not relate to normal business process. If you are not
responsible for managing product databases, skip this chapter.

The Big Picture of Archiving and Purging

Astime passes, the amount of data stored in the production database grows. Some tables can become very large and retain
seldom-accessed data in the production database. Extremely large volumes of data may impede system performance.

In order to reduce the amount of raw data stored in the production database, a subset of records in the production database
can be moved to an archive database, or a purged from the system.

Archiving and purging keeps the volume of datain the production database at a manageable level without compromising the
system's ability to perform normal operations.
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NOTE: Production Environment. This document makes many references to the production environment. It is quite
possible to archive and purge non-production data, but for the sake of clarity, this document refersto "production” in
place of any source environment for archive or purge.

CAUTION: There are currently no sample processes for restoring archived data. Please make sure you are very familiar
with the Archive Engine and sample archive procedures before attempting to archive production data.

Storing Archived Data

When you archive, you move data out of the production environment's database to an aternate Framework environment's
database.

How To Run ArcSetup Utility

The utility may be executed from any workstation configured to connect to both the production environment database and
the archiving environment database.

In this example, we describe how to setup an Ar chive environment. Well call the production environment database
"ENVPROD" and the Ar chive environment database "ENVARCH".

 Information about production database:
» Name of Archiving Database
» System Database user password
» Application schema owner database user
« Database user with read only privileges to the application schema
-d ENVPROD,manager ,CISADM,CISREAD
e Action:
» A-After Archived, B-Before Archiving
-aB

+ DB Process Name:
-p CIARC_BI

* Logfile name:
» Thisisan optional parameter if not specified the log file will be generated with ArcSetup.log
-1 {log file Name}

Multi-Environment Application

Think of the product as an application that is not bound to a single database instance. To understand ConfigL ab concepts,
you must think of the product as a collection of environments. An environment is an installed version of the product
database, application server and web server.

There is only one environment in the application whose database contains production data. Let's call this the production
environment. Other environments exist to support the production environment in various ways. Thereisno logica limit to
the number of supporting environments that may exist within the application.
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Environment Roles

The environments supporting production are categorized into environment roles based on their function.
An Archive environment is arepository for data that is removed from production.

ConfigL ab, Compar e Sour ce, and Sync Target environment roles are discussed in Configuration Lab.
The following illustration depicts a production environment with multiple supporting environments:
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Figure 19: Production with Multiple Supporting Environments

Archive Environment Registration

Archive environments must be registered before they can be utilized. Registering an archive environment involves running
an environment registration utility, specifying information about both production and the archive environment being
registered. Y our implementation's database administrator must execute the registration utility as the utility performs
functions on the database that require administrative access.

When using Oracle as your database, you have the choice of configuring the archive database to be in the same Oracle
instance (recommended) or a separate Oracle instance. For other databases, separate database instances are required.

The following summarizes the functions performed by the registration utility:

» Adds an environment reference in the production environment specifying the target environment's role (in this case
Archive), the target environment's universal environment ID, as well as a prefix character used for creating synonyms
described below.

« Creates synonyms in the production environment database that reference tables in the target environment database over
a database relationship. Refer to Database Users and Database Relationships below. These synonyms are prefixed with
the environment reference's name prefix that is used in place of the "C" in anormal table name. For example, assuming
the environment reference's name prefix is A, the Cl_BILL tablein the target environment database is referenced via the
Al_BILL synonym in the production environment database.

NOTE: Registering a supporting environment is a one-time operation. Once the environment is registered, it maintains
itsroleuntil itis deregistered. Also note that if the system is upgraded or if asinglefix is applied, you must reregister
all supporting environments.
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FASTPATH: For moreinformation on registering environments, refer to How To Register an Archive Environment. For
more information on viewing environment references created by the registration utility, refer to Defining Environment
Reference Options.

CAUTION: Whileit is possible to register multiple archive environments within the application, it is not recommended.
Spreading archived financial data across multiple databases may cause financial balances to display inaccurately when
viewed within an archive environment.

Deregistering an Environment

If you no longer want use a given environment for archive processing, you should deregister it using the registration utility.
Deregistering an environment removes the remote table synonyms that were added when the environment was registered
and it changesthe environment reference status to inactive.

FASTPATH: For moreinformation on deregistering environments, refer to How To Register an Archive Environment.

Reregistering an Environment

If you had previously deregistered an environment reference and you wish to make that environment available for archive
processing again, you must reregister it using the registration utility. Y ou must also reregister an environment after
upgrading or applying a single fix. Reregistering an environment updates the environment reference statusto activeif it
was previously inactive and it creates/drops/updates the remote table synonyms.

FASTPATH: For moreinformation on reregistering environments, refer to How To Register an Archive Environment.

Database Users and Database Relationships

When an environment isinstalled initially, a database user is defined as the owner of al the application database schema
objects. We'll call this database user CISADM. To use the archive engine, two additional database users are necessary for
each environment's database:

» Database user with read/write access to the application database schema. We'll call this database user CI SUSER.
» Thisdatabase user isinstalled automatically when the system isinstalled in an Oracle database.

» The application server(s) used to access the production environment should be configured to access the production
database as the CI SUSER database user. Thisisthe default in an Oracle installation. For DB2, thisis amanual
operation that must be performed manually following installation and prior to environment registration.

» Database user with read-only access to the application database schema. We'll call this database user CISREAD.
» Note that this database user isinstalled automatically when the system isinstalled in an Oracle database.

» The application server(s) used to access the archive environment should be configured to access the archive database
asthe CI SREAD database user.

Prior to registering an Ar chive environment, the following database relationships must be configured by your
implementation's database administrator to match the diagram below:
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CISADM |CISUSER |CISREAD

CISADM |CISUSER |CISREAD

NOTE: Same Oracle Instance. If you configured your archiving environment to be in the same Oracle instance as your
production environment then you don't need to configure a database link.

Notice that the database relationship originating from the production environment's Cl SUSER database schema references
the CI SUSER schema in the archive environment's database. A database relationship originating from the archive
environment's CI SREAD database schema references the master and configuration datain the CISREAD schemain the
production environment's database.

Archive database processes that are run from the production environment move datainto a given archive environment.
When the process populates tables in an archive environment's database, the CI SUSER to CI SUSER database relationship
isused.
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NOTE: Archiving Data Using Flat Files. As an aternative to archiving data using the database rel ationships described
above, you can move your archive datato flat files and then subsequently import these flat filesinto your archive
environment. For some environments, bypassing the database relationships for the archive step may provide better
performance. Refer to Step 4: Move or Delete Production Data for more information about the background process that
archives datato flat files.
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Maintaining Data Integrity

Referential integrity of the production database must be maintained after archiving or purging. Imagineif bill records
were purged and bill segment records were not. Some bill segment records would reference non-existent bill recordsin the
production database. To effectively archive or purge production data without causing system problems, it isimportant to
understand the system's data model.

Archiving or purging production data requires analysis of table dependencies. When choosing data to archive, a primary
production maintenance object is selected. All of the table relationships related to the maintenance object must be analyzed.
Rules for handling different table relationships during archiving or purging are necessary.

ldentifying Relationships

Often parent-child relationships exist between tables. To avoid repeating groups of data stored on one table, achild tableis
used to store the repeating information. Records on a child table cannot exist without a related parent record. Child tables
have identifying relationships with parent tables.

Records on a parent table should be archived or purged along with related records on all child tables. This ensures that child
records are not orphaned. This axiom is recursive, as child tables may have child tables of their own.

Suppose that you want to archive meter read data. For each CI_MR (meter read) record that is archived, the related child
recordsin CI_REG_READ (register reading) and CI_MR_REM (meter read remark) tables should also be archived. The
following illustrates how register reading records and meter read remark records are related to a parent meter read record.

Meter Read Record

Register Reading Meter Read
Record Remark Record

Non-ldentifying Relationships

Parent-child is not the only way tables may be related. To minimize database storage requirements, attributes related to a
specific entity exist on asingle table. Generally tables do not redundantly store data that already exists on another table.
Instead, a reference to the table is used. These tables have non-identifying relationships.

Consider afield activity step for reading a meter. The field activity step table does not store the date and time the meter was
read, as thisinformation is kept on the meter read table. The field activity step merely contains a reference to the meter read.

Meter Read e — Field Activity

Record - Siep Record

Special consideration must be taken to manage non-identifying relationships during the archiving or purging of production
data. Most of the time, the best solution is to use non-identifying relationships as exclusion criteria, but there are exceptions
where it is acceptable to allow foreign key references to archived data.

Let'stake alook at this from an archive and purge perspective separately:

» Archive processes.
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» When datais archived, it is moved from the production environment's database to an archive environment's database.
Since the data still exists within the application, references to data moved from production to archive may still be
considered valid. The system takes special measures when presenting archived foreign key references. Thisis considered
an inter-database foreign key.

While references to foreign keys outside of the environment's database are sometimes valid, it is still good practice to
minimize the number of foreign keys that reference archived data.

« Purge processes.

» Dangling foreign key references to deleted records must not be left after a purge process has been executed. After a
purge, the data does not exist in any environment, so any reference to the dataisinvalid.

Inter-Database Foreign Key References

When a system-generated key value is assigned to a record, the system also stores the key value in akey table that
corresponds to the record's database table (see Defining Table Options). Key tables store the universal environment
identifier along with the key values.

When data is moved from production to archive, the archived records related key table records are not deleted from the
production database. The key table records are instead updated with the universal environment identifier of the target
archive environment. This prevents the system from re-using an archived key value. For example, since field activity steps
are alowed to reference archived meter reads, the key values of the archived meter reads cannot be assigned to new meter
reads.

NOTE: Imagine. What would happen if archived key values were re-used? New records added to production might be
unwittingly linked to records that were ssimply preserving their link to archived records.

If the production system encounters aforeign key reference to arecord that is not in the current environment's database, it
will look up the key value on the record's associated key table to see if the underlying data has been archived. The existence
of the key value on the key table satisfies application level referential integrity, because the key of t