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Oracle Key Manager &% A FENX 10 MEAF D AP IDIZBEEST—MEE,

ENIRERRFZIERE OKM BEEFREE — KMA NEXW, ZHFZER

ID MZBFEARRTFARERIAZRANAR ID MEBREE. SAPEXAEEEEH

J?lltlléf’\ﬁif’ﬁﬂif, FrE X B2 5R1R 97 F P REMZBATIEXN N R A RITIGR(EZ Bl
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81 KMA X HAITIIREICREITSEHSH, SFERAE. APUA OKM 85
T E KMA RHBVEHS, B, BPZXE KMA BE&RIIELKAET, MKA
2ERHITEHS. Bi2RIETRTSEMMNEITES, Fla0, WIEKKMEIERE
SEM—PNEITEHS. WNRTE OKM BEEFIRIZT SNMP I, NIEasEe
EFAY, KMA X2 SNMP INFORM &iXE)XLEE SNMP I8, NREE Tixiz
Syslog, M KMA E=E XL IHEERRAMBCENIRS S, 152N "ITiZ Syslog

o

RRPZIERERE] OKM 85, HEUTNRERE T ABTEREEFFITEN.

KMA EIEEEIT S, KMA SIRBERBHRMERS (%) BIFFRIBE TS,
L2 E A REFEESX EREHARMIERS,

3.7. Hith 2 £Ih8E

Oracle Key Manager i1 T Hth L £IhgE, BXXLEINEE IR EM OKM IhEEE
%58, EBiA (Oracle Key Manager Overview) , WiE7g:

http://www.oracle.com/technetwork/articles/systems-hardware-
architecture/010-013-st-ckm-solution-4-187263.pdf

3.7.1. &£ds

KI5 KMA Zjgl. AR5 KMA Zall & KMA 533 KMA Z[aREE hiX@—E
B EBMERT, RAEHEFERLRBENLEMNEBIGIERRITRIEMRN MY
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MR, BEEERMIPBRENNANFAT, XMEBMLMATURIERERS
(Transport Layer Security, TLS) (R£EZF) BB, WITHEERIE, FAEENES
— AN B — T HITIIE. OKM 3.1+ KMA SSIa4 A TLS 1.2 iTEXNE S 54|
BfSo

3.7.2. BER2ER

KMA B— 1T ANBHLLIRIR, ZIRREFZRMITH, BEEFLLRRE— Sun
Cryptographic Accelerator (SCA) 6000 =, &2 T FIPS 140-2 Level 3 JAIE, BI1E
HE&RIMZFR A (Advanced Encryption Standard, AES) 256 i iIZH5E (IEHE
£ 2015 £F 12 A 31 BEHRREEIT, EEREMAPFRMEN HSM) . % SCA
6000 =3Z#F FIPS 140-2 Level 3 ##FiRI(, # B OKM & LU A TVERIZF.
OKM B¥ELIR S FIPS tERMRENIETTH, MZEZHAFRXE SCA 6000 RRIMNZEDR
REBARHENF N, % SCA 6000 RERLZT FIPS IARTRIPENENER2E, 1R FIPS
186-2 DSA BN EERMSRFIEEN A, A SHA-1 REMINZEZ A,

R KMA KREZE AER SCA 6000 &, MER Solaris INZEZR (Solaris
Cryptographic Framework, SCF) PKCS#11 B EHITINE . SCF Z1E FIPS 140 &
I FRBRIEA R Solaris FIPS 140-2 R HRIREIER,

3.7.3. AES {3

FLBEFH. £ KMA LE#EZH. $ERERIREREEEAEEXXGH
BY, Oracle Key Manager £/ AES ZiA 814 (RFC 3994); ZE3EXF 256 {U%H
INEZAFRFRIFPITREZH,

3.7.4. ZAEH|

a1 OKM BEEME— KMA BY, Z KMA 24— MEARMIZ M, HmEisE
INEM KMA BY, £5ZAEHIFIH KMA, ESFRATINRENE, HNzgEEH
8 KMA BI24ER— 1AM, HFEENERTIBETINE KMA, FiE KMA
HEHRIBEZEE R ARFIFZIHBHOKR), UEBREAEERTHNERHMAIEE
B, Y3ENMIEBEERZRAN, ZREBSS5BETHEN KMA EF, EXRIZEH,
Z KMA 2 MEZRMHIREN—MERFINERR, HEZBAIEERRIEMNEIAZE
AU EIRE T, S, 1Z KMA S8BT MEE XL HIEEEHEHZIB EhrEM
KMA. UfE, RIBRIUSEEFMEM KMA BERKERIA, TEAREERESE
fEARIBA ST A R T P L& 1% Bl

3.7.5. Solaris FIPS 140-2 Z£ 50

2013 £ 12 B, XEERINESHRAHRT (National Institute of Standards and
Technology, NIST) 7 Solaris 11 H#9 Oracle Solaris RIZINIZHESRIEIRME T RS
7J 2061 BY FIPS 140-2 Level 1 J8IEIEH, 2014 £ 1 B, NIST 79 SPARC T4 #l
SPARC T5 ##J Oracle Solaris Userland INZMEZRMA 7 48 S /9 2076 B9 FIPS 140-2
Level 1 I83FIE+, Oracle Key Manager 3.1.0 KMA BIFEEFH1E#1T FIPS 140-2 It
IEMiRAY Solaris 11.3, Oracle Key Manager 3.1.0 KMA ##J Oracle Solaris PIAZ 1N
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« Oracle FEEEHIEEINZ (Transparent Database Encryption, TDE) 11g f1E S hr4s
» Oracle ZFS Storage Appliance

« Oracle Solaris 11 ZFS X4 £&%:

o, FRETAMHNBARFAAARFERNESRTE, XF PKCS#11, #ETH
LAFN Oracle #3EEZERYEREIEEIE (Transparent Database Encryption, TDE) —i2
ERNHR TR,

4.1. Linux PKCS#11 KMS 1R1&12F

X FHREFFAH PKCS#11 5 OKM #ITIBENEF, &7 —1 Linux PKCS#11 KMS
IR, BERRILM My Oracle Support RIS T EiZ Linux PKCS#11 KMS 121
2F, HIFHEHZREE Oracle Enterprise Linux R55288 £, SEMAE—#, 3% Linux
PKCS#11 KMS 12t i2F A EMERINETE£KHE, #FH Oracle Key Manager & &
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opt/kms/username BR . ARM/HEIRRANFaEFH logrotate Z XKL
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HiaiEEl, EEEXHERT, REMNEIEEIEREE— PKCS#12 XH&EH, %
PKCS#12 XHH—1EIEF LUFRIP. BX1Z Linux PKCS#11 KMS RIEEFMES
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http://www.oracle.com/technetwork/documentation/tape-storage-
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4.2. Solaris PKCS#11 KMS 121412 F

B Solaris 10 #1 Solaris 11 2t 7 280 PKCS#11 KMS 1&21H12F,

4.3. JCE KMS 1B{&18F

T FHELMER M OKM FRERZAR Java BFIGNAREFHNFAAR, #HT—
Java Cryptographic Environment 12412, Lth™=mBE&L5E# Oracle =mE&EMME
B LAM Oracle i ARMIKF-
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Oracle Enterprise Manager 9 OKM &t
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Oracle Enterprise Manager (OEM) Cloud Control B Oracle Key Manager (OKM) %
AR EM OKM 215, BTFEENS KMA #BZEHHITEM. NZI AR
T ReHERE,
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ZEA TLS #ITIUEFH T KMA iz syslog BRSZ 28 Z [BIANBEHITIMNE. KMA &
TiERITFE syslog IREZZIAVIEBF LN ARITIZARSZ e #HTIIE,  (FiE) ATz
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KMA _ERY Oracle Hardware Management Pack (HMP), 5 ILOM —i2, HMP F=f2
Oracle Single System Management I 5G2Z —, K2 E A LUE KMA £8Y HMP 5
Solaris FHEEAREET SNMP ZIST KMA BIFR K. HMP E{4HE SNMP {12
FEE—RfARE, BRATERARS. Alt, REEZHE HMP Zfg, SNMP {iE
iR O =3 TH. BROANBERT, HMP R FERARE.
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o EEHIRERIAEET Oracle Key Manager BY SNMP i@HI5X KMA #FE 2 &1,
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o {BISEETSTE OKM BEEFRMEAISFE 22150 KMA EERA HMP,

o fEREEBEXT KMA £EBY SNMP MIB (83F MIB-Il. SUN-HW-MONITORING-MIB
# SUN-STORAGE-MIB) #1172 %M SNMP Get 121,

« 3F Oracle Red Stack i&id SNMP Receivelet #1 SNMP Fetchlet 5 Oracle
Enterprise Manager #1T& .o

TR E KMA EEF HMP BY, WHFIRBUTEELFEEI, TEBAE, HMP SH1T
LA 21E:

« FIF Oracle Key Manager & EIE NI E B AN v2c SNMP EIE
22, SNMP v2c iS58 8 SNMP v3 il iz R £I1LeRIhEE,

« £ KMA L2/ SNMP BIEHRIE, A1FXHiZ KMA E£B SNMP MIB {5 2#1T RIEM
KiRial,

o BELUTAERIRT Oracle Hardware Management Pack (HMP) &£%8/

(http://docs.oracle.com/cd/E20451_01/pdf/E27799.pdf) FIFIEMNZ X

B :

o “RHFEIEF RA LB TIRENA 5| SMRIFIE — 8 1LAY KMA Z2ET BN RSN
root ifial, SNMP #ECEAHFITRIKIFRE, FEtk, SNMP Put IR{ESIIEL,
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UTReRNREEFHTHEREAESERALEHVEN:

No ok~ wbdpRE

9

EYELENIFERLRES D KMA,

RS KMA £ OpenBoot PROM B BIOS &£,

RS KMA E Lights Out Manager 9% £,

Atk Oracle Key Manager 255 E X ZHIF D ECE,

RIBE IS KMA REENN B FHEBIEE,

TE X Oracle Key Manager BFR RE5HEXBENBE,

EE R/ NRURE N,

a. XMESE1 Oracle Key Manager BT HENIRLAT,

U540 Oracle Key Manager B¥5 _EHISETD,

a. JA&E7E Oracle Key Manager HitHERIZRIEMEIR, LERLZEFM,
FEREX ZIR D EEN UREBRZRFDEREN, §HROES2ILE,

10. EHAHIT Oracle Key Manager &1%
11. BOR 2 &P XEH Oracle Key Manager E) X EEELZSME,
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Oracle Key Manager % F 314

http://www.oracle.com/technetwork/documentation/tape-storage-
curr-187744.html#crypto

Oracle Enterprise Manager System Monitoring Plug-in for Oracle Key Manager
Security Guide

Oracle Key Manager Installation and Service Manual ({XPRREB{ER)
Oracle Key Manager Overview

http://www.oracle.com/technetwork/articles/systems-hardware-
architecture/010-013-st-ckm-solution-4-187263.pdf

Oracle Key Manager Version 2.X Security and Authentication White Paper

http://www.oracle.com/technetwork/articles/systems-hardware-
architecture/okm-security-auth-300497.pdf

Oracle Integrated Lights Out Manager (ILOM) 14

http://docs.oracle.com/cd/E37444_01/
SPARC T7-1 BR5528 44 https://docs.oracle.com/cd/E54976_01/
Netra SPARC T4-1 AR5528 344

http://docs.oracle.com/cd/E23203_01/
Oracle Hardware Management Pack 314
o Oracle Hardware Management Pack 14

http://docs.oracle.com/cd/E20451_01/
o QOracle Single System Management

http://www.oracle.com/technetwork/server-storage/servermgmt/
overview/index.html

NIST 3Z#4:

o National Institute of Standards and Technology Special Publication 800-60
Volume | Revision 1

http://csrc.nist.gov/publications/nistpubs/800-60-revl/SP800-60
_Voli-Revil.pdf
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Oracle =l L RIS
o Oracle Solaris NiZINZNELR % £ K

http://csrc.nist.gov/groups/STM/cmvp/
documents/140-1/140sp/140sp2061.pdf

o SPARC T4 1 T5 4 Oracle Solaris RiZINZIELR L 25K

http://csrc.nist.gov/groups/STM/cmvp/
documents/140-1/140sp/140sp2060.pdf

o Sun Cryptographic Accelerator 6000 FIPS 140-2 &2 R0

http://csrc.nist.gov/groups/STM/cmvp/
documents/140-1/140sp/140sp1050.pdf

o Oracle StorageTek T10000D W H % £ 508

http://csrc.nist.gov/groups/STM/cmvp/
documents/140-1/140sp/140sp2254 . pdf

o Oracle StorageTek T10000C FgHH R 2R

http://csrc.nist.gov/groups/STM/cmvp/
documents/140-1/140sp/140sp1561.pdf

o Oracle StorageTek T10000B W% & R B&

http://csrc.nist.gov/groups/STM/cmvp/
documents/140-1/140sp/140sp1156.pdf

o Oracle StorageTek T10000A WL & HE&

http://csrc.nist.gov/groups/STM/cmvp/
documents/140-1/140sp/140spl157.pdf

o Oracle StorageTek T9480D WimH & 2 5RE&

http://csrc.nist.gov/groups/STM/cmvp/
documents/140-1/140sp/140sp1288.pdf

Oracle F=@m#BJ FIPS FIEIEF:
= Sun Crypto Accelerator 6000 - IEH4ES 1026 (EiZHR)

http://csrc.nist.gov/groups/STM/cmvp/
documents/140-1/140crt/140crt1026.pdf
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