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Introduction: 
 
This document will explain in detail the features related to password management in 
Materials Control. 
 
The minimum required version of Materials Control is 8.6.6.30.17.1338. 

Functionality: 
 
The application offers several features & functions to control password policies within 
Materials Control. 
 
Some of the functions described below are available since older versions, some were 
introduced with the above mentioned version, some features were introduced in higher 
versions. 
 
All features are supported by the classic thick client of Materials Control as well as 
MCweb (where applicable). 
 
 

Password Encryption 
Version 8.7.20.xx and higher: 
Since our customers are looking more on data security the user passwords are stored in 
the database as encrypted strings. 
They cannot be viewed in clear text with any tool: 
 

 
 
The encryption algorithm used by the application also incorporates the user name as 
well. As a result of this a change of the user name always requires the change of the 
password as well: 
 

 
 

NOTE: There is no secret backdoor entry! 
If the passwords are lost the database is unusable! 
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Password Case-Sensitive 
Version 8.7.20.xx and higher: 
The user passwords are case-sensitive, means if the user enters “Micros” as password, 
the system will read it as “Micros” and not as e.g. “micros”. 
 
User passwords are mostly defined in lowercase only. On order to ensure the login after 
the update, all user passwords are converted to lowercase automatically during the 
update. 
 
So if a user has had “MICROS” or “Micros” or “micros” (would not have made a difference 
since the application ignored the case until now!) as password before the update, it will 
be stored as “micros” after the update. 
 
From now on the application will store the password as entered (and encrypted) in the 
application. 
 
 

Last Login: 
 
Go to System > Users > select any user: 
 

 
 
Here the last login Date & Time stamp is shown. 
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Enable Password Management: 
 
This option will force the users to change their passwords after a defined time frame. 
 
Go to System > Database Update > Settings > click on “Password Management”: 
 

 
 
Here it can be defined … 
… after how many days the passwords will expire 
… how many days before the warning will be displayed 
 

• Force Password Expiry 
o Expires in xx days 

Here the user can define the number of days before the password 
expires. 
 

• Enable Password Expiry Warning 
o Warning xx days before 

Here the user can define how many days in advance a warning 
message will come up at login: 
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If the user clicks on “Yes” he can change the password directly: 
 

    
 
Here the user can now enter the new password. It is not allowed to 
use the same password again. If the user tries to do so, the system 
gives a message: 
 

 
 
If the new password was entered and once more confirmed, the 
system will show this message: 
 

 
 
In case the warning period is already elapsed the following message 
is shown: 
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Click on “OK” to change the password: 
 

 
 
Here the user can now enter the new password. It is not allowed to 
use the same password again. If the user tries to do so the system 
gives a message: 
 

 
 
If the new password was entered and once more confirmed, the 
system will show this message: 
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In version 8.7.30 and higher selected users could be excluded from the password expiry. 
 

 
 
Similar to the Microsoft Windows User Control it now can be defined per user that the 
password for selected users never expires. 
 
But using the function “User must change password on next Login” it is still possible to 
force the user to change the password at next Login. 
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Force Password Change manually: 
 
If password management is enabled the application also offers to force the password 
change manually. 
 

 
 
If this option is activated the user will receive a message at next login: 
 

 
 
Now the user clicks OK to continue 
 

 
 
Here the user can now enter his new password. It is not allowed to use the same 
password again. If the user tries to do so, the system gives a message: 
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Password Mask: 
 
This parameter allows to define mask rules for the passwords: 
 

 
 

Allowed values: 
0 = No Rule. The password can be numeric only or alphabetic only, no requirement for 
special characters. 
 
1 = The password must contain characters and numbers. If a password should be saved 
not fulfilling this rule, the following message is shown: 
 

 
 
2 = The password must contain characters, numbers and special characters. These are 
the supported special characters: ! § $ % & / \ ( ) = ? . , : - _+ * ~ # 
If a password should be saved not fulfilling this rule, the following message is shown: 
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Password Length: 
 
Using this function the minimum length of the password can be defined: 
 

 
 
If the password is not long enough, the following message is shown: 
 

 
 
 

Password Re-Use: 
 
This parameter allows to forbid the re-use of passwords. 
 

 
 
If set to T, the last eight passwords are saved in the database. The application will check 
these entries, if a user tries to change the password. 
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Password Retries & Account Lock: 
 
The following parameters can be used to define the number of allowed retries until the 
account will be locked for a defined time frame. 
 

 
 
Here simply define the number of allowed re-tries. In case a user enters (here) 3 times 
the wrong password, the account will be locked for the number of minutes defined in the 
following parameter: 
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If no value is defined here, both parameters will not be considered. 
 
After the account was locked by the system, the user now can… 
- … wait until the account will be opened by the system again (see message!) 
- … contact the system administrator, who can unlock the account in the user 

management 
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Password Exclusion List: 
 
Version 8.7.30.xx and higher: 
A new function was added which allows the customer to specify forbidden passwords. 
 
This list of passwords is secured by a user right. This can be found in the section 
“System”, sub section “> SYSTEM FUNCTIONS” and is named “Edit Password Exclusion 
List”: 
 

 
 
If set: The user can access and modify the list. 
If not set: The user can not access the list. 
 
The list itself can be accessed from any module in the System section from the menu 
“System”: 
 

 
 
The list itself is a very simple tool. 
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 Just use “New” button to add new terms or the “Delete Flag” to remove. 
 
As next step the password check must be activated. Go to System > Configuration > 
CUSTOM and search for the parameter ADDPWDSECURITYPWDBLOCK: 
 

 
 
Once this parameter is set to “T” the system will check every new entered password 
against the defined list: 
 

 
 
The user now can confirm with OK, but has to define a different password. 
 
NOTE: Existing passwords will not be checked. The application only checks new entered 
passwords! 
 

  



 

 

  Document Title  Password Handling 
 Author   Joerg Trommeschlaeger 
  Department  Materials Control 
  Date   12.03.2013 
     Page 17 of 26 

 

Forbidden Passwords: 
 
Version 8.7.30.xx and higher: 
Besides the explicitly defined excluded terms also terms used in the application could be 
forbidden to be used as passwords. 
It allows to block Article Names, Login Names, User Names, Supplier Names and Cost 
Center Names. 
 
Go to System > Configuration > CUSTOM and search for the parameters shown below: 
 
Article Names: 
 
In order to forbid the use of article names the parameter ADDPWDSECURITYARTNAME 
must be set to T: 
 

 
 
Once activated, article names cannot be used as passwords anymore.  
This function is not case-sensitive, means it does not check for small or capital 
characters. 
 

 
 
Using the example above “Aceto Balsamico” will not be allowed as well as e.g. “aCeto 
bAlsamicO” 
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User Names: 
 
In order to forbid the use of user names the parameter 
ADDPWDSECURITYBSTLONGNAME must be set to T: 
 

 
 
Once activated, user names cannot be used as passwords anymore.  
This function is not case-sensitive, means it does not check for small or capital 
characters. 
 

 
 
Using the example above “SystemAdministrator” will not be allowed as well as e.g. 
“sYsTemaDminIstRator” 
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Login Names: 
 
In order to forbid the use of login names the parameter ADDPWDSECURITYBSTNAME 
must be set to T: 
 

 
 
Once activated, login names cannot be used as passwords anymore.  
This function is not case-sensitive, means it does not check for small or capital 
characters. 
 

 
 
Using the example above “admin” will not be allowed as well as e.g. “AdMiN” 
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Cost Center Names: 
 
In order to forbid the use of cost center names the parameter 
ADDPWDSECURITYKSTNAME must be set to T: 
 

 
 
Once activated, cost center names cannot be used as passwords anymore.  
This function is not case-sensitive, means it does not check for small or capital 
characters. 
 

 
 
Using the example above “Holiday Park Hotel” will not be allowed as well as e.g. 
“hOliDay pArK HOtEl” 
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Supplier Names: 
 
In order to forbid the use of supplier names the parameter 
ADDPWDSECURITYARTNAME must be set to T: 
 

  
 
Once activated supplier names cannot be used as passwords anymore.  
This function is not case-sensitive, means it does not check for small or capital 
characters. 
 

 
 
Using the example above “Mr Drink” will not be allowed as well as e.g. “mR dRiNk” 
 
The configurations explained above will be considered every time a password is renewed 
or entered the first time. 
 
Existing passwords are not affected unless they need to be changed. 
 
If then a not allowed password is entered the application will show the message below: 
 

 
  



 

 

  Document Title  Password Handling 
 Author   Joerg Trommeschlaeger 
  Department  Materials Control 
  Date   12.03.2013 
     Page 22 of 26 

 

Automated Account Locking: 
 
A new function was added to enhance the security package. 
Pretty often, if an employee quits his job in the hotel, the user account remains active. 
This is a security risk. To avoid such forgotten active accounts a function was 
implemented to disable unused accounts. 
 
Go to System > Configuration > [CUSTOM]: 
 

 
 
Here the number of days of inactivity must be defined. If a user did not login into 
Materials Control for e.g. 30 days this account would be considered in the new “Daily 
Maintenance” described in the separate chapter below. 

 

Scheduler > Daily Maintenance 
 
This function is used to summarize scheduled jobs which should be executed regularly at 
every Materials Control installation. The access to this function is secured by a new user 
right. 
 
Go to System > Users > Rights: 
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This right will enable the access to the Daily Maintenance Job. 
 
Go to System > Scheduler > click on “New Job”: 
 

 
 
Here the new job “Daily Maintenance” can be selected now. 
 
Define all scheduling parameters as needed. It is recommended to execute this job daily, 
during the night, after the POS Import. 
 
Switch to the tab “Daily Maintenance”. Here the parameters for the single parts of this job 
are shown: 
 

 
 
At this point of time just the job “Automated User Locking” is available in the Daily 
Maintenance. Mark the checkbox and save the job as usual. 
 
After execution of the Daily Maintenance the application will try to send an email with the 
results. 
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The attachment shows in detail which user accounts were disabled. 
 

 
 
Pre-requisites: 

 Email Configuration must be completed 
 

 
 
 

 Scheduler User Defintion 
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The defined scheduler user needs to be configured properly. 
• Most important: the user should be inactive. This will make the use of 

this ID for any othe prurpose impossible. 
• Email Address: Define the receipients email address. The scheduler 

will send the log of the Daily Maintenance to this address. 
 

 Link “Scheduler User “: 
 
In the module Scheduler switch to the tab “Service Setup”: 
 

 
 
Here the Scheduler User must be linked. 
 

Once finished the job will also create an entry in the Scheduler Job History: 
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Deactivated users now will receive the following message: 
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