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Introduction:

This document will explain in detail the features related to password management in
Materials Control.

The minimum required version of Materials Control is 8.6.6.30.17.1338.
Functionality:

The application offers several features & functions to control password policies within
Materials Control.

Some of the functions described below are available since older versions, some were
introduced with the above mentioned version, some features were introduced in higher
versions.

All features are supported by the classic thick client of Materials Control as well as
MCweb (where applicable).

Password Encryption

Version 8.7.20.xx and higher:

Since our customers are looking more on data security the user passwords are stored in
the database as encrypted strings.

They cannot be viewed in clear text with any tool:

BST_ID | BST_MAME | BST_PASSWD
| | 1 Adrmin 46K 72K F7nb/G geV™'bl 257 ueMhoc=
| 11000001 albecig ebFau OGPET + 2mahw 82LU 3Ceig=
|| 1000002 angegaz BBt cRLLI3cM geCaigh 1w T +0=

1000003 danigra IJ+41Begh8FEmT 82iG18dK CaG4b3=
: 1000004 gianmas TelgumP+09g T fgudy Ch/bF k=
1000005 maurde Slit5Pm1 TEBkaiHjv 1 0cY sH (+es=

The encryption algorithm used by the application also incorporates the user name as
well. As a result of this a change of the user name always requires the change of the
password as well:

Materials Control - 8,7.20. 12, 1406 E3

Izer name changed: please enter new password.

NOTE: There is no secret backdoor entry!
If the passwords are lost the database is unusable!
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Password Case-Sensitive

Version 8.7.20.xx and higher:

The user passwords are case-sensitive, means if the user enters “Micros” as password,
the system will read it as “Micros” and not as e.g. “micros”.

User passwords are mostly defined in lowercase only. On order to ensure the login after
the update, all user passwords are converted to lowercase automatically during the
update.

So if a user has had “MICROS” or “Micros” or “micros” (would not have made a difference
since the application ignored the case until now!) as password before the update, it will
be stored as “micros” after the update.

From now on the application will store the password as entered (and encrypted) in the
application.

Last Login:

Go to System > Users > select any user:

@ Manage Users

o B ER
File Edit System Help
Dwr|E R &S RE X | e v %7 2t
Login Name |admin Active
Uszer | Rights | [tem Group Assignment | Recipe Group Assignment | Authorization Setfings | Owverview | Transfer Cost Center Security 4k

Orders/Book Revenue
Department
All

User |Systemédministrator
Password |
Department |Systems Management
Phone |+49 21311370
Fax |+43 2131137702
E-Mail |itrommezchlasgerE@micros. com

Language English -

Information | System Administrator Login Security

Last Login Date/Time
18.05.2011 17:43:27

[ /5 Fiter i »

Apoly C/5 Filter from another User

Here the last login Date & Time stamp is shown.
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Enable Password Management:

This option will force the users to change their passwords after a defined time frame.

Go to System > Database Update > Settings > click on “Password Management”:

7 Data Base Update - Materials Control o B E3
File Edit System Help
&\ [& fa}
Data Baze Update || Settings q
Local Settings System Settings
Pazzword Management Copy Recipe instructions
Password Management &3
Update PDF Driver
Force pazsword expiration
Update CC Hierarchy Expires in |28 days
Enable password expiration warning
Save Databaze Scheme )
Warking |5 days befare
D:WProgram Files\MC 6304aghh
(0]4 LCancel
| [MUM |

Here it can be defined ...
... after how many days the passwords will expire
... how many days before the warning will be displayed

e Force Password Expiry
o0 Expires in xx days
Here the user can define the number of days before the password

expires.

e Enable Password Expiry Warning
0 Warning xx days before
Here the user can define how many days in advance a warning

message will come up at login:
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Materials Control

Your pazsword expires in 5 dayz. Do vou want to change it now?

If the user clicks on “Yes” he can change the password directly:

Change Password x|

New Password |

Confirm new Pazsword

Change Pazsword Cancel

Here the user can now enter the new password. It is not allowed to
use the same password again. If the user tries to do so, the system
gives a message:

Materialz Control £3

You muzt change exizting password, Please chooge another one.

If the new password was entered and once more confirmed, the
system will show this message:

Materials Control 23

Your pazsword has been changed.

In case the warning period is already elapsed the following message
is shown:

Materials Control £3

Y'our pazzword has expired. Please enter new one.
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Click on “OK” to change the password:

Change Password x|

M ew Pazzword |

Confirm new Pazsword

Change Pazsword Cancel

Here the user can now enter the new password. It is not allowed to
use the same password again. If the user tries to do so the system
gives a message:

Materials Control 23

'ou must change exizting pazsword. Please choose anather one.

If the new password was entered and once more confirmed, the
system will show this message:

Materialz Control £3

Your pazsword haz been changed.
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In version 8.7.30 and higher selected users could be excluded from the password expiry.

User
Password
Department
Phone

Fa

E-Mail

S

Language

Intarmation

[T C45 Fiter

Default C/5

Authorisation Sequence
Purchasing

Purchase Manager

Default View Filter

Susternddministratar
xxxxxxxxxxxxxxxxxxxxxxxxxx Depatnen
Al
Systems Management @
+49 2131 1370
+49 2131 137702
itrommeschlagger@micros. com
English =
System Administrator Logit Security
Last Login Diate/Time:
14.03. 2013 13:45:55
E 3
[T User lncked unti
Apply C#5 Filter from another User
I ain Store Beverage

L next login
Password does not expire
3

[ Use Item Group Filter
[ User is Central Purchase Manager [ Use Recipe Group Filter

[T Transter Cost Center Security
BO Code & Filter

gﬁ Manage Users = 3
File Edit System Help
A== =1y w mk e e K b
Login Mame  admin Active
User | Rights = Item Group Assignment | Recipe Group Assignment | Autharization Settings | Owerview | Transfer Cost Center Security 4 I

| UM |

Similar to the Microsoft Windows User Control it now can be defined per user that the
password for selected users never expires.

But using the function “User must change password on next Login” it is still possible to

force the user to change the password at next Login.
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Force Password Change manually:

If password management is enabled the application also offers to force the password
change manually.

Language English -
Information | System Administrator Login Security

Last Login Date/Time
18.05.2011 17:43:27
[ C/5 Filter i -~

Apply C/5 Filter from anather Ulser

Default C/5  [Main Store Beverage Uszer musgt change password on nest login

[ Use Item Group Filker

Authrrizatinn Seauenee |3

If this option is activated the user will receive a message at next login:

Materials Contral £3

Yau mugt change pour password befare continuing.

Now the user clicks OK to continue

Change Password x|

Mew Pazzwaord

Confirm new Pazswaord

Change Pazsward Cancel

Here the user can now enter his new password. It is not allowed to use the same
password again. If the user tries to do so, the system gives a message:

Materials Control £3

'ou muzt change existing pazsword. Please choose another one.




micros

Password Mask:

This parameter allows to define mask rules for the passwords:

Option: Change Configuration Settings 5[

Configurations File | fbevE.ini
Section |CUSTOM
ltem |[ADDPWDSECURITY
Value ||

Information  |Blank or 0: no PWDO rules, 1: PwD must be alpha-numeric, 2: P must
be alpha-numeric + spec. chars [| 8§ & & A0 []1=7. . - _+*~#)]

(1] LCancel

Allowed values:

0 = No Rule. The password can be numeric only or alphabetic only, no requirement for
special characters.

1 = The password must contain characters and numbers. If a password should be saved
not fulfilling this rule, the following message is shown:

Materials Control - 8.6.6.30.17. 1333 23

Your paszwaord must contain numbers and characters!

2 = The password must contain characters, numbers and special characters. These are
the supported special characters: ! 8 $% & /\()=7?.,:- _+*~#
If a password should be saved not fulfilling this rule, the following message is shown:

Materials Control - 8.6.6.30. 17,1333 £3

Your paszward must contain numbers, standard characters and special characters!




micros

Password Length:

Using this function the minimum length of the password can be defined:

Option: Change Configuration Settings ﬂ

Configurations File | fbow8.ini
Section |[CUSTOM
ltem (ADDPWDSECURITYLEM
Yalue |

Information  |n = specifies the minimum length of the password,

ok Lancel

If the password is not long enough, the following message is shown:

Materialz Control - 8.6.6.30, £,

Your pazzword iz boo short]

Password Re-Use:

This parameter allows to forbid the re-use of passwords.

Option: Change Configuration Settings x|

Configurations File | fbevBlini
Section |[CUSTOM
ltem |&DDPWDSECURITYCHECK WD
Y alue

|nformation [if T: The last eight passwaords are to be saved in the database. The
zystemn will nat allow to uze the same pazsword as for the last B times

(1] LCancel

If setto T, the last eight passwords are saved in the database. The application will check
these entries, if a user tries to change the password.
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Materials Control - 8.6.6.30.17. 1333 £3

Thiz Pazsward does naot match the required Security S ettings!

Password Retries &

Account Lock:

The following parameters can be used to define the number of allowed retries until the
account will be locked for a defined time frame.

Option: Change Configuration Settings x|

Configurations File
Section

Itermn

Yalue

|nformation

b ini |
[CUSTOM |
|ADDPYWDSECURITYLOGIN |
13

n = tiumber of allovwed trials to enter the corect passwaord

ok Cancel

Here simply define the number of allowed re-tries. In case a user enters (here) 3 times

the wrong password,

following parameter:

Option: Change Configuration Settings ﬂ

Configurations File
Section

Item

Yalue

Infarmation

the account will be locked for the number of minutes defined in the

v i |
[CUSTOM |
|4DDPWDSE CURITYLOCK |
5

n = humber of minutes account to be locked after n times incomrect entiy
of pazzword [ple zee [Custom] » AddPwdS ecuntyLogin)

ok Cancel
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Materials Control £3

Your Account iz locked until 20.05.2017 13:42. Please wait until pour Account iz unlocked or contact pour Administratarl

If no value is defined here, both parameters will not be considered.

After the account was locked by the system, the user now can...

- ... wait until the account will be opened by the system again (see message!)

- ... contact the system administrator, who can unlock the account in the user
management

Last Lagin Date/Time
19.05.2011 12:23:36

C/5 Filker [50,2819,17,20,43.8.2) S
User locked until

Apply CA5 Filter from another User 20.05.2011 15:04:37

Default C/5 | Club [7] User must change password on nest login
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Password Exclusion List:

Version 8.7.30.xx and higher:

A new function was added which allows the customer to specify forbidden passwords.

This list of passwords is secured by a user right. This can be found in the section
“System”, sub section “> SYSTEM FUNCTIONS” and is named “Edit Password Exclusion

fadh.
List™
ﬁﬁ Manage Users o B 3
File Edit System Help
OB S B K | e | %7 at
Login Name || Aictive
User | Rights | Item Group Assignment | Recipe Group dssignment | Acthonzation Settings | Owverview | Transfer Cost Center Securiy 4k
Set Rights Cancel Rights [ Include Explanation text | W% Copy Rights To
Module Group ‘ ;I Module/Function | T/C | WEB | Right | Dep. thhll E #planation ﬂ
|| L SYSTEM FUNCTIONS ® s Il I Thisz is just a rights group header. Mo rights can be £
|| Production = = = = =
| | :I: Edit Password Exclusion List " — - Allows access to the Password Exclusion List |
Result m — [ loyue BEAD bodbell il
| | | | Save Users = ® - [l Allows READ /WRITE / SAVE access to the User:
| Master Data Departments ® ® Il I Allows READ access to the Departments module,
| Mobile 5olutions | | Save Departments kS = — - Allows READ /'WRITE / SAVE access to the Depe
Configurations * bs — [ Allows access to the system configuration paramete
Document Mumbers ® X — - Allows access to document numbers Module. This r
|| || Financial Year Periods ® Il - Allows access to Financial Year Periods Module. Tk
| Database Update ® ® Il I Allows access to the Database Update Module. Thi
| | | | System Seftings = s — - Allowes the user to manage/edit System Settings
|| Export Data ® — - Allows access to Export Data Module, This right she
| | Data Queries * — - Allows access to Data Queries Module. This right sk
|| | Run Cuzstam Reports ® Il - Allows access to Run Custorn Reports Module
| Edit Templates for Custorn Reports kS Il I Allows access to Edit Templates for Custorn Reparts
- Fun Report Batches = r r Allows the user to schedule Custom Report Balch_eill
. hd | B L4
| [Num |
If set: The user can access and modify the list.

If not set: The user can not access the list.

The list itself can be accessed from any module in the System section from the menu

“ ”.
System”:
=
Login Purchase Store Production Menuplan SOP Result MasterData  Repol
2 Login 2 Logout & Refresh ¥ About
Menu | Search @2 Manage{users
N File Edf @ System  Help
Favorites !
0= E Change Password o v e
Purchase Orders | Password Exdusion List E
L "
Active
Bid Management Ters L
! User || Righ Departments droup designment | Authorization Selings | Owerview | Transfer Cost Center Security
& EEES Configurations
SetF Sl [T Include Explanation text e
A E Aticle History by Docu Document Numbers - - _
ills Module/Function | T.C | WEE | Right |Dep. thht‘
Financial Periods - -
MICROS Menu ltem M. | | 1> SYSTEM FUNCTIONS *® ® r r This is just a rights a
|| Produ || Change Password *® ® r r Allows the user to of
| Data Administration » || Edit Password Exclusion List ® r r Allows access to the
| |Menu e | |Users ® *® r r Allows READ aones:

The list itself is a very simple tool.
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i1 Manage Password Exdusion List o E3
Fle Edit System Help
0 = Pd fat
Pazsword Erclusion List | Changed by At
123 adrain 17.09.20012
1234 adrain 17.09.2012
| [12345 adrain 17.09.2012
|| 123456 admin 17.09.2012
|| MICIoE admin 17.03.2m2
|| pazsword adrmin 17.09.2M2
|| guerty admin 17.09.20M2
quertz admin 17.09.2012
Mew Delete Flag
| [MUM - |

» Just use “New” button to add new terms or the “Delete Flag” to remove.

As next step the password check must be activated. Go to System > Configuration >
CUSTOM and search for the parameter ADDPWDSECURITYPWDBLOCK:

Option: Change Configuration Settings ﬂ

Configurations File | fbvE.ini
Section |CUSTOM
Itern |ADDFWDSECURITYFwDELOCK
Yalue (T

Infarmation  |if T: The system will check new passwords against list of forbidden terms

Ok LCancel

Once this parameter is set to “T” the system will check every new entered password
against the defined list:

Materials Control - 8.7.30.38. 1457 £3

The zelected new paszword iz not allowed. Please select a different pagsword!

The user now can confirm with OK, but has to define a different password.

NOTE: Existing passwords will not be checked. The application only checks new entered
passwords!
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Forbidden Passwords:

Version 8.7.30.xx and higher:

Besides the explicitly defined excluded terms also terms used in the application could be
forbidden to be used as passwords.

It allows to block Article Names, Login Names, User Names, Supplier Names and Cost
Center Names.

Go to System > Configuration > CUSTOM and search for the parameters shown below:
Article Names:

In order to forbid the use of article names the parameter ADDPWDSECURITYARTNAME
must be setto T:

Option: Change Configuration Settings ﬂ

Caonfigurations File |fbvE.ini
Section |CUSTOM
Itern |ADDPWDSECURITTARTMHAME
Walue |T

Infarmation |if T: Article Mames cannot be uzed as passwords

ok Cancel

Once activated, article names cannot be used as passwords anymore.
This function is not case-sensitive, means it does not check for small or capital
characters.

Jeq Manage Artides

File Edit MasterData Help

D dE &R E x|~ g B

Article Aceto Balzamico Active P4, for Recipe:

Edit Article | Purchaze Articles | Categories | Article Description | Order Gy Calculation | Other Settings | Owerviews | Stock ¢

Azzinned tn Prire Rehavinn

Using the example above “Aceto Balsamico” will not be allowed as well as e.g. “aCeto
bAlsamicO”
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User Names:

In order to forbid the use of user names the parameter
ADDPWDSECURITYBSTLONGNAME must be setto T:

Option: Change Configuration Settings il

Configurations File | fbv8.ini
Section |CUSTOM
ltem (ADDPWDSECURITYESTLOMGHAME
Yalue |T

Infarmation |if T: User Mames cannat be used as passwards

[ Ok LCancel

Once activated, user names cannot be used as passwords anymore.
This function is not case-sensitive, means it does not check for small or capital
characters.

‘@ Manage Users
Eile Edit System Help

D E B &k E ¥ |«

‘ Login Hame  admin Aictive

Uszer | Rights | [tem Group Azsignment | Recipe Group Aszignment | Authorization Settings | Owerview | Trangfer Cost Center Security

— Diefault Wiew Filker
User |Systemddministratar
Department
'asSWor

All

Department |Spstems Management

Using the example above “SystemAdministrator” will not be allowed as well as e.g.
“sYsTemaDminlstRator”



micros

Login Names:

In order to forbid the use of login names the parameter ADDPWDSECURITYBSTNAME
must be setto T:

Option: Change Configuration Settings il

Configurations File | fbv8.ini
Section |CUSTOM
ltem [ADDPWDSECURITYESTHAME
Yalue |T

Infarmation  |if T: Login Mames cannot be used as passwords

Ok LCancel

Once activated, login names cannot be used as passwords anymore.
This function is not case-sensitive, means it does not check for small or capital
characters.

3 Manage Users

File Edit GSystem Help

O @ E @ | SR E X |2 e X F

Login Name  admin Active

Uszer | Rightz | ltem Group Azsignment | Fecipe Group Aszignment | Authorization Settings | Owerview | Transfer Cost Center Security

Default YWiew Filker
Department
All

User |Systembdministrator

Password

Department |Systems Management

Using the example above “admin” will not be allowed as well as e.g. “AdMiN”
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Cost Center Names:

In order to forbid the use of cost center names the parameter
ADDPWDSECURITYKSTNAME must be setto T:

Option: Change Configuration Settings il

Configurations File | fbv8.ini
Section |CUSTOM
ltem [ADDPWDSECURITYRSTHAME
Yalue |T

Infarmation |if T: Cost Center Mames cannot be uzed as passwords

Ok LCancel

Once activated, cost center names cannot be used as passwords anymore.
This function is not case-sensitive, means it does not check for small or capital
characters.

-’1@ Manage Cost Center Stores

File Edit MasterData Help

D H 2 @R E X =« <7 0

Cost Center/Store [Holiday Park Hotel Active

Edit Cost Center/Stare | Account/dddress | Hon-cash Benefit | [nventory Setting: | Cost Center Groups | Owerview | Other Settings

Number |1 Cost Center/Store iz

Warehnise Cnde

# | For Statistics

Using the example above “Holiday Park Hotel” will not be allowed as well as e.qg.
“hOliDay pArK HOtEI"
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Supplier Names:

In order to forbid the use of supplier names the parameter
ADDPWDSECURITYARTNAME must be setto T:

Option: Change Configuration Settings il

Caonfigurations File |fbwvE ini
Section |[CUSTOM
Itern |ADDPWDSECURITYLFMNAME
Value |T

Infarmation |if T: Supplier Mames cannot be uzed as passwaords

(1] Cancel

Once activated supplier names cannot be used as passwords anymore.
This function is not case-sensitive, means it does not check for small or capital
characters.

&1 Manage Suppliers

File Edit Master Data Help

O  HE & E(E % |« 7

Supplier |Mr Drink Aclive

Edit Supplier | Supplier Cost Center Profile | Categories | Order Settings | Delivery Settings | Supplier Rating | Owerviews | Purchasze Statistic

Sunnlier Rrann Address

Using the example above “Mr Drink” will not be allowed as well as e.g. “mR dRiINK”

The configurations explained above will be considered every time a password is renewed
or entered the first time.

Existing passwords are not affected unless they need to be changed.

If then a not allowed password is entered the application will show the message below:

Materials Control - 8.7,30.38. 1457 E3

The selected new pazsword iz not allowed. Please select a different pazsword!
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Automated Account Locking:

A new function was added to enhance the security package.

Pretty often, if an employee quits his job in the hotel, the user account remains active.
This is a security risk. To avoid such forgotten active accounts a function was
implemented to disable unused accounts.

Go to System > Configuration > [CUSTOM]:

Option: Change Configuration Settings il

Configurations File |fbyvE ini
Section |CUSTOM
Item |ADDPWDSECURITYACCLOCK.
Yalue |30

Infarmation  |n = number of days of inactivity after which a user account iz dizabled

ok Cancel

Here the number of days of inactivity must be defined. If a user did not login into
Materials Control for e.g. 30 days this account would be considered in the new “Daily
Maintenance” described in the separate chapter below.

Scheduler > Daily Maintenance
This function is used to summarize scheduled jobs which should be executed regularly at
every Materials Control installation. The access to this function is secured by a new user

right.

Go to System > Users > Rights:

2 Manage Users o B 3
File Edit System Help
DB & R[E | K || e |%] fa
Login Hame Active
Uzer || Rights | Item Group Azsighment | Recipe Group Assignment | Autharization Settings | Owerview | Transfer Cost Center Security 4 I
Set Rights Cancel Rights [ Include Explanation text e Copy Rights Ta
Madule Group | =] Madule/Function | 1/ | wEE | Right |Dep Right| |
| || Fecalculation of Duaily Totals * - - Allows the user to sche
- Sales Order Processing [SOF] | Flan Price Maintenance * - - Allows the user to sche
= || Update Oracle Statistics # r Il Allows the uzer to sche
Fesult S0OH W arning Motification * - - Allows the user to creat
B [ EY'TNT HE =43 Cleo - | Thieiob il ol Hoc o)
|| M aster Data :: Draily Maintenance x® r Il Allows the uger to sche
|| > Mobile Solutions |~ = =
| |»0OTHERS e r Il This is just a rights grou
|| Show Prices Y - - Allows the user to see rl
“ [ r .
MDbi|ESD|utiDnS 2010 = q . FRICMAL FLIRTTIOR L) | i} - ol P Y R i _.;.
| MM |




micros

This right will enable the access to the Daily Maintenance Job.

Go to System > Scheduler > click on “New Job”:

Option: Define New Scheduled Job

MewJob | Daily Maintenance

Job Type  Daily Maintenance
Start [Date/Time) |23.08.2012

Parameter
Fun Service

= Under Spstem Contest
As User:
User |jtommeschlasger
Password

Domain | DF-M-HET0413

End [Date/Time)
[] Start Up
Dz <) Daly]
Penodic al 1 Days
Alwaps on End of Manth

Daily Settings

Daily

[ Monday
[ Tuesday
[ Wednesday
[ Thursday
[ Friday

[ Saturday

[ Sunday

Warious Daily Maintenance actions.

QK LCancel

Here the new job “Daily Maintenance” can be selected now.

Define all scheduling parameters as needed. It is recommended to execute this job daily,

during the night, after the POS Import.

Switch to the tab “Daily Maintenance”. Here the parameters for the single parts of this job

are shown:

Option: Define Mew Scheduled Job

Mew . Job | Daily Maintenance

Autornated U ser Locking

At this point of time just the job “Automated User Locking” is available in the Daily
Maintenance. Mark the checkbox and save the job as usual.

After execution of the Daily Maintenance the application will try to send an email with the

results.




micros

Al U« 9 L_ﬂa © |= Neusser Hof - Daily Maintenance o= &
Fromm: DE-MCMailservice Do 23.08 2012 13:48
T Trommeschlaeger, Joerg
Ca
Subject  Meusser Hof - Daily Maintenance

| Message || Daily Maintenance007.log (3 KB}
iz
DE-MCMailservice
The attachment shows in detail which user accounts were disabled.
Ioix

Fle Edit Format View Help

2012.08.23 13:47:52-SystemSche- B =l

2012.08.23 13:47:52-SystemSche- -* Automated User Locking -» started

2012.08.23 13:47:52-SystemSche- o

2012.08.23 13:47:52-systemsSche- -% User Azubi has been deactivated

2012.08.23 13:47:52-SystemSche- -* User Chef has been deactivated

2012.08.23 13:47:52-SystemSche- -* User Daniel has been deactivated

2012.08.23 13:47:52-SystemSche- -* User GuangWu has been deactivated

2012.08.23 13:47:52-SystemSche- -* User Jens has been deactivated

2012.08.23 13:47:52-SystemSche- -* User Jos has been deactivated

2012.08.23 13:47:52-SystemSche- -* User Kerstin has been deactivated

2012.08.23 13:47:52-SystemSche- -* User newlang has been deactivated

2012.08.23 13:47:52-SystemSche- -* User robert has been deactivated

2012.08.23 13:47:52-SystemSche- -* User test has been deactivated

2012.08.23 13:47:52-SystemSche- -* User thoffmann has been deactivated

2012.08.23 13:47:52-SystemSche- -* User thomasF has been deactivated

2012.08.23 13:47:52-SystemSche- -* User webtest has been deactivated

2012.08.23 13:47:52-SystemSche- -* Automated User Locking -» OK

2012.08.23 13:47:52-SystemSche- -End: 23.08.2012 13:47
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Pre-requisites:

» Email Configuration must be completed
'}&ConﬁguraﬁonSetﬁngs o = &R
File Edit System netSel Help
é:ﬁ‘. & Filter [ Include Infatest | 7 7
- lich2h ;I Name | value | Information
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{27 Interface IE==T If T: if [NAMES] = FORCE_SMTP =T: A de
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-2 Invantur @MAILPORT The SMTP (Simple Mail Transfer Protocol) T
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B3 Kassen @.MAILSERVER Name of the SMTP mail server for automat
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{1 Masterdata
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Scheduler User Defintion




@ Manage Users o = I3

File Edit System Help

D E[E SRE X | +lv <7 at
Login Name  |SystemScheduler | Inactive |

User | Rights = Item Group Assignment | Recipe Group Assignment | Authaorization Settings | Owerviews | Transfer Cost Center Security 4

Default View Fiter
Department
Al

User System Scheduler

P d
F

Department | Systems Management

Phane
E

l E-Mail anpbody@somewhere.com
anguage -

The defined scheduler user needs to be configured properly.
e Most important: the user should be inactive. This will make the use of
this ID for any othe prurpose impossible.
e Email Address: Define the receipients email address. The scheduler
will send the log of the Daily Maintenance to this address.

P

> Link “Scheduler User “

In the module Scheduler switch to the tab “Service Setup™:

(‘ff- Scheduler o =2 22
File Edit System Help
= a
Jobs || Service Setup | Automation Service Jobs | Schedulsr Histarp 4B
Service Status |STARTED Refresh

Create Service

Start Service

Stop Service

Delete Service

Usger |SystemS cheduler

Here the Scheduler User must be linked.

Once finished the job will also create an entry in the Scheduler Job History:




E

{74 scheduler = B R
File Edit System Help
|=@ @
Jobs | Service Setup | Automation Service Jobs || Scheduler History 4 b
Show | Log | Job Time Job Duration || 4] [2012-08-23-13.47.43 Start Job Daiy Maintenance =
B W 1302012121435 | Aepor Baches N 2-082313.47.53 End Job
|~ I 13.08.20121215:36 | Plan Price Maintenance
|~ I 12.08.200121217:36 | Recalculation of COS fram Documer
|~ - 14.08.20120317:39 | Booking of Journals
|~ - 14082012 0330:51 | Recalculation of Daily Totals
|~ I 23.08.20121200:46 | SOH Waming Motification
|~ = 23082012 121447 | Report Batches
| I3 I3 23.08.20121215:47 | Plan Price Maintenance
|~ I 2308202121747 | Recalculation of COS from Documer
|~ I 23062012 124301 | Daily Mairntenance
|~ I 23.08.2121247.00 |Daiy Maintenance
T T T 012 1385 80 | Doy Mairerance

Show Al Clear All

Shaw

Deactivated users now will receive the following message:

Materials Control

Your Account iz locked. Pleaze contact vour Administratorl

£3

MICROS-FIDELIO GmbH
Europadamm 2-6

41460 Neuss

Germany

Phone: +49 2131-137 0 | Fax: +49 2131-137 777
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