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Declarations

Warranties

Although the best efforts are made to ensure that the information in
this document is complete and correct, MICROS Systems, Inc.
makes no warranty of any kind with regard to this material, including
but not limited to the implied warranties of marketability and fitness
for a particular purpose.
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No part of this document may be reproduced or transmitted in any
form or by any means, electronic or mechanical, including
photocopying, recording, or information recording and retrieval
systems, for any purpose other than for personal use, without the
express written permission of MICROS Systems, Inc.

MICROS Systems, Inc. shall not be liable for errors contained herein
or for incidental or consequential damages in connection with the
furnishing, performance, or use of this document.

Trademarks

FrameMaker is a registered trademark of Adobe Corporation.

Microsoft, Microsoft Excel, Win32, Windows, Windows®95, Windows 2000 (Win2K), and Windows
NT are either registered trademarks or trademarks of Microsoft Corporation in the U.S. and/or other
countries.

Visio is a registered trademark of Visio Corporation.

All other trademarks are the property of their respective owners.



Installation and Setup

This section contains installation and setup instructions for the Version 4.9 release of
the Heartland (HL) Credit Card Driver. The release version is available on the
MICROS web site Product Support page.

Before installing this driver, please familiarize yourself with the changes by reviewing
the ReadMe First Section of this document.

This version of the Heartland may be used on RES systems running Version 4.3 HF2
or Version 4.5 or higher.

In This Section...

e Installation . ........ ... ... ... . ... . .. ... ...
e SiteRequirements .........................
e FilesIncluded ........... ... ... ... .......
¢ Installation Instructions. ....................
e Configuring the Drivers. ....................

DB W W W

Heartland Credit Card Driver for 3700 POS 2



Installation
Site Requirements

Installation

Site Requirements

Before installing the HL Credit Card Driver on the RES system, the following
configuration items should be considered:

¢ The installed version of 3700 POS should be Version 4.3 HF2 or Version 4.5 or
higher.

¢ A dedicated modem and phone line are required for dial-up connectivity.

Files Included

The HL driver includes the following files:
\Micros\RES\POS\Bin\CaHLA .dll
\Micros\RES\POS\Bin\CaHLS.dll

\Micros\RES\POS\etc\CaHLA.cfg
\Micros\RES\POS\etc\CaHLS.cfg

\Micros\RES\POS\Bin\CaHLA.hlp
\Micros\RES\POS\Bin\CaHLS.hlp

\Micros\RES\POS\Bin\CaHLA .cnt

\Micros\RES\POS\Bin\CaHLS.cnt
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Installation
Installation Instructions

Installation Instructions

3
4.
5
6

The installation of the credit card drivers are separate from the RES software.
The Heartland driver is an independant install. When upgrading RES, the
Heartland driver will not be affected.

. Make sure all current batches have been settled. MICROS recommends installing

a new driver before the site opens for the day. This will ensure that all CA/EDC
transactions have been settled to their current version.

Download the HLL49212298.zip file from the MICROS web site. Copy this file to
your RES Server’s temp folder and unzip the files. The zip file includes the
following:

e HL Credit Card Driver Installation Documentation (CaHL_MD.pdf).
e CaHL (4.9.21.2298).exe

Shutdown all MICROS applications from the MICROS Control Panel.
Double click the CaHL(4.9.21.2298).exe.

Turn on the RES System from the MICROS Control Panel.

Configure the drives. Follow the setup starting on page 6.

CA/EDC should be operational. A few test transactions should be done to ensure all is
working correctly.
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Configuring the Drivers

Setup

Configuring the Drivers

Credit card drivers are setup through the POS Configurator | Devices | CA/EDC
Drivers. A separate record should be added for each of the following, using the
specified Driver Codes.

e HLA - CaHLA Authorizations
e HLS - CaHLS Settlements

Configuring the CaHLA and CaHLS Drivers

1. GotoPOS Configurator | Devices | CA/EDC Drivers and selectthe blue plus
sign to add a record.

2. Enter a Name (e.g., CaHLA) and a value of the Driver Code ficld (e.g.,
HLA) and save the record.

3. Go to the System tab and configure the following settings:

& CA / EDC Drivers

File Edit Record Help

CA | EDC Drivers

Record Yiew | Table View|

| Mumber | Mame | 4| | Driver | System | Merchant|

Moo -

Autharization Device

L1

Mot Uzed

L9

Part drbitration Enabled

— a

[

(i

Auth Phone Mumber ~
Backup Auth Phone Mumber T
Mot Uzed
| | v
bl
The Manager, Bruno 9/14/201008:20:00 AM
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Configuring the Drivers

Authorization Device — Specify the modem to use for authorization requests.
Reference the modem using a one-digit number. Use 1 for the first modem listed
in Control Panel, 2 for the second, etc. Use 0 for no device.

To determine the number to enter, type settle -m from a command prompt in the
\POS\bin directory. The following sample messages display:

Device [1]: Boca 28.8 Kbps V.34 MV.34E
Device [2]: Standard 1200bps Modem
Device [3]: Standard 2400 bps Modem

Select the appropriate device number.

Note: The modem must be configured in Control Panel before it can be assigned
as an authorization device.

Not Used — Leave this field blank.

Port Arbitration Enabled — This field prevents errors by checking port
availability before attempting an authorization request. Enter 1 to enable port
arbitration when more than one credit card driver is being used. Enter 0 to disable
the option.

Note: Port arbitration is usually enabled.

Communications Channel — This field specifies the type of interface connection
used between the merchant and the credit card processor.
The options are:

e 0: dial-up (phone/modem)
e 1: TCP/IP (Not Used)

e 2:internet

Auth Phone Number — Enter the telephone number used for authorizations.
Your Credit Card Processor will provide this number.

Enter the number as follows:

¢ Do not include hyphens.

¢ Include any necessary long distance access code and area code, for example,
14105551212.
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Configuring the Drivers

¢ Include any dialing prefix necessary to get an outside line, for example,
914105551212.

Backup Auth Phone Number — Enter the backup authorization phone number
provided by your Credit Card Processor. (This field is optional. You may not have
a backup number.)

If the system attempts to perform an authorization but cannot get a telephone
connection using the Auth Phone Number (for example, if the line is busy or the
modem cannot make a connection), the backup number will be used. Enter the
number as follows:

¢ Do not include hyphens.

¢ Include any necessary long distance access code and area code, for example,
14105551212.

 Include any dialing prefix necessary to get an outside line, for example,
914105551212.

Not Used- This field is not used.
Not Used- This field is not used.

City (Zip) Code — Enter the 3-digit number assigned by the Credit Card
Processor to further identify the merchant location within a country. In the USA,
the 5- or 9-digit Zip code for the merchant is used. Merchants located outside of
the USA will be assigned a number by the Credit Card Processor.

Time Zone — Enter the 3-digit number assigned by the Credit Card Processor used
to calculate the local time within the Heartland.Net Authorization System (i.e.,
standard local time zone differential from Greenwich Mean Time (GMT).

Host URL Part 1 — Enter the first part of the URL address of the primary host
connection. This consists of the protocol and the site name.

Example: sslprod.secureexchange

Host URL Part 2:Port — Enter the second part of the URL address of the primary
host connection. This consists of the domain and the port number.

Example: .net:22345

BackUP URL Part 1 — Enter the first part of the URL address of the backup host
connection. This consists of the protocol and the site name. Backup connections
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Configuring the Drivers

are triggered when the system cannot establish communication via the primary

host address.

Example: sslprod.secureexchange

BackUP URL Part 2:Port - Enter the second part of the URL address of the

backup host connection. This consists of the domain and the port number. Backup

connections are triggered when the system cannot establish communication via

the primary host address.

Example: .net:22345

4. Go to the Merchant | Authorization tab and configure the following settings:

& CA / EDC Drivers

File Edit Record Help

CA | EDC Drivers

Record View | Table View|

| Mumber | Hame | & | Diiver | System | Merchant

M4 P» Py Sdpem

ﬂ 1 Mumber |Mame

4 HLA

£

hd

Authorization |Settlement | RvC |

Mat Uzed

[ 9

Industry Code

[ 9

Language Code
0

[

4

BIM Mumber

|440359

Merchant Mumber

|eeae13?sun15

Store Mumber

[oom

] 3

The Manager, Bruno

91442010 8:20:47 &M

Not Used — Leave this field blank.

Industry Code — This field is used to identify the type of industry for this

merchant.

e Enter 1 if the merchant business is a retail establishment.
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¢ Enter 0 if the merchant business is a restaurant.

Language Code — This field is used to identify the language in which
authorization response messages will be returned for display and/ or printing.
Select the language code from the following list:

¢ 0 (zero) English
¢ 1 Spanish

e 2 Portuguese

e 3Irish

e 4 French

e 5 German

e 6 Italian

Currency Code — Enter the 3-digit number assigned by the Credit Card Processor
to identify the type of currency used. In the USA, the code is 840.

Country Code — Enter the 3-digit number assigned by the Credit Card Processor
to identify the country in which the merchant is located. In the USA, the code is
840.

Merchant Type — This field support eCommerce transactions. An eCommerce
transaction is one that occurs online. Authorizations for payments submitted
online are set with a different set of authorization data. To support this
functionality.

eEnter a 0 in this field to designate restaurant transactions (default setting).

eEnter a 1 in this field to designate eCommerce transaction.

Bin Number — Enter the 6-digit Bank Identification Number assigned by the
Credit Card Processor.

Merchant Number — Enter the 12-digit number used to identify the merchant.
This number is assigned by the Credit Card Processor.

Store Number — Enter the 4-digit number used to identify the merchant store.
This number is assigned by the Credit Card Processor.

Terminal Number — Enter the 4-digit number used to identify a specific terminal
within an establishment. This number is assigned by the Credit Card Processor.
Each terminal in the establishment must have a unique number.
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Configuring the Drivers

Merchant Category — Enter the 4-digit number used to identify the merchant
type. This number is assigned by the Credit Card Processor.

Merchant Name — Enter the name of the merchant (up to 25-characters). This
name must correspond to the name that prints on the credit card voucher.

*Reserved* - This field is not used.

Merchant State - Enter the 2-character state/province code assigned by the
Credit Card Processor used to identify the merchant. The 2-characters entered
here must correspond to the state/province that prints on the credit card voucher.

Merchant City - Enter the name of the city where the merchant is located.

*Reserved* - This field is not used.

5. Go to POS Configurator | Devices | CA/EDC Drivers and select the blue plus sign to
add a record.

6. Enter a Name (e.g., CaHLS) and a value of the Driver Code field (e.g.,
HLS) and save the record.

7. Go to the System tab and configure the following settings:
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Configuring the Drivers

i CA J EDC Drivers
File Edit PRecord Help

CA | EDC Drivers

2 CaHLS Sort By

Record View | Table View|

| Mumber | Mame | 4| Diiver | System | Merchant| M4 P» MV Dfpem
o 1 CaHLA
H‘ CaHLS Mot Uzed i

L 9

Settlement Device

Part Arbitration Enabled

1 v

Seftle Phone Munber ~
Backup Settle Phone Mumber 1
terchant City

|I:D|umbia | A

[

341442010 8:21:26 AM

The Manager, Brunao

Not Used — Leave this field blank.
Settlement Device — Specify the modem to use for settlement requests.
Reference the modem using a one-digit number. Use 1 for the first modem listed

in Control Panel, 2 for the second, etc. Use 0 for no device.

To determine the number to enter, type settle -m from a command prompt in the
\POS\bin directory. The following sample message displays:

Device [1]: Boca 28.8 Kbps V.34 MV.34E
Device [2]: Standard 1200 bps Modem
Device {3}: Standard 2400 bps Modem

Select the appropriate device number.

Note: The modem must be configured in Control Panel before it can be assigned
as settlement device.

Port Arbitration Enabled — This field prevents errors by checking port

11
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availability before attempting an authorization request. Enter 1 to enable port
arbitration when more than one credit card driver is being used. Enter 0 to disable
the option.

Note: Port arbitration is usually enabled .

Communications Channel — This field specifies the type of interface connection
used between the merchant and the credit card processor.

The options are:

e 0 -dial-up

e 1-TCP/IP (Not Used)

e 2 -internet

Settle Phone Number - Enter the telephone number used for settlement. Your
Credit Card Processor will provide this number.

Enter the number as follows:
¢ Do not include hyphens.

e Include any necessary long distance access code and area code, for example,
14105551212.

¢ Include any dialing prefix necessary to get an outside line, for example,
914105551212.

Backup Settle Phone Number - Enter the backup settlement phone number
provided by your Credit Card Processor. (This field is optional. You may not have
a backup number.)

If the system attempts to perform a settlement but cannot get a telephone
connection using the Settle Phone Number (e.g., the line is busy, modem cannot
make a connection, etc.), the backup number will be used. ~ Enter the number as
follows:

¢ Do not include hyphens.

¢ Include any necessary long distance access code and area code, for example,
14105551212.

e Include any dialing prefix necessary to get an outside line, for example,
914105551212.

Merchant City - Enter the name of the city where the merchant is located.
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Merchant State - Enter the 2-character state/province code assigned by the Credit
Card Processor used to identify the merchant. The 2-characters entered here must
correspond to the state/province that prints on.

City (Zip) Code - Enter the 3-digit number assigned by the Credit Card Processor
to further identify the merchant location within a country. In the USA, the 5- or 9-
digit Zip code for the merchant is used. Merchants located outside of the USA,
will be assigned a number by the Credit Card Processor.

Time Zone - Enter the 3-digit number assigned by the Credit Card Processor used
to calculate the local time within the HEARTLANDNet Settlement System (i.e.,
standard local time zone differential from Greenwich Mean Time (GMT).

Host URL Part 1 - Enter the first part of the URL address of the primary host
connection. This consists of the protocol and the site name.

Example: sslprod.secureexchange

Host URL Part 2:Port - Enter the second part of the URL address of the primary
host connection. This consists of the domain and the port number.

Example: .net:22346

BackUP URL Part 1 - Enter the first part of the URL address of the backup host
connection. This consists of the protocol and the site name. Backup connections
are triggered when the system cannot establish communication via the primary
host address.

Example: sslprod.secureexchange

BackUP URL Part 2:Port - Enter the second part of the URL address of the
backup host connection. This consists of the domain and the port number. Backup
connections are triggered when the system cannot establish communication via
the primary host address.

Example: .net:22346

8. Go to the Merchant | Settlement tab and configure the following settings:

13
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& CA [ EDC Drivers
File Edit Record Help

CA { EDC Drivers

2CaHLS Sot By

Record View | T able iew |

J Mumber | Harne |Q|MW MHAD» Y S
ﬂ 1 CaHLA Murnber |Mame | A | .&uthnlizationl Settlement | A
» pH ) |

T CaHLS HLS

Industry Code

]

Language Code

B3

Mot Used
]
Acquirer BIN
440363 |

Merchant 10 Mumber
|888813?EDD15 |

(i

[

|| |

Store Murnber
+ ||| [ooof | v

The tanager, Bruno 9/14/20010 8:22:09 Ak

Industry Code - This field is used to identify the type of industry for this
merchant.

eEnter 1 if the merchant business is a retail establishment.
eEnter O if the merchant business is a restaurant.
Language Code — This field is used to identify the language in which settlement

response messages will be returned for display and/ or printing. Select the
language code from the following list:

0 (zero) English

1 Spanish

2 Portuguese
e 3lrish

¢ 4 French

e 5 German

e 6 Italian
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Not Used — Leave this field blank.

Currency Code — Enter the 3-digit number assigned by the Credit Card Processor
to identify the type of currency used. In the USA, the code is 840.

Country Code — Enter the 3-digit number assigned by the Credit Card Processor
to identify the country in which the merchant is located. In the USA, the code is
840.

Merchant Type - This field supports eCommerce transactions. An eCommerce
transaction is one that occurs online. Authorizations for payments submitted
online are set with a different set of authorization data. To support this
functionality.

e Enter a 0 in this field to designate restaurant transactions (default setting).

e Enter a 1 in this field to designate eCommerce transactions.

Acquirer BIN Number - Enter the 6-digit Bank Identification Number assigned
by the Credit Card Processor.

Merchant ID Number - Enter the 12-digit number used to identify the merchant.
This number is assigned by the Credit Card Processor.

Store Number - Enter the 4-digit number used to identify the merchant store. This
number is assigned by the Credit Card Processor.

Terminal Number - Enter the 4-digit number used to identify a specific terminal
within an establishment. This number is assigned by the Credit Card Processor.
Each terminal in the establishment must have a unique number.

Merchant Category - Enter the 4-digit number used to identify the merchant
type. This number is assigned by the Credit Card Processor.

Merchant Name - Enter the name of the merchant (up to 25-characters). This
name must correspond to the name that prints on the credit card voucher.

Agent Number - Enter the 6-digit number that identifies the merchant. This
number is assigned by the Credit Card Processor.

Chain Number - Enter the 6-digit number that identifies the merchant chain. This
number is assigned by the Credit Card Processor.

Merchant Location Number - Enter the 5-digit number that provides additional
information on the location of the merchant. This number is assigned by the Credit

15
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Card Processor. Unless specified otherwise by the merchant’s bank or processor,

the default for this field should be 00001.

9. Go to POS Configurator | Sales | Tender Media | Credit Auth tab. Link all of the
appropriate credit card tenders (e.g., Visa/Mastercard) to the HL drivers by

configuring the following fields:

E Tender f Media

. Tender [ Media

(200 viza.C. S By

Racond View | Table View

Humber MName ~
1 Cash
102 Traneeler Chi
103 Persanal Che
104 GC Redeem
150 Extemal
181 Voice Extain
152 Keyed Extem
200 - CrediCzd
201 | Wisatd.C
202 Discowe
203 Amex
204 Dirers/CH
205 Dakit
206 HL SWC
00 - Other
AN Marager Mesl
302 Proma
400 - Foom Chig
A0 Room Chaige
4 Arcourt Chg
01 Cash Diop

| General | Tende| Fresets | OO TenduJ Creditduth | PS5 | Service TTL | Prntng | Persanal Check |

[ Authatizaficn | Freambles

CA, Driven

Secandary Dfference 2
| ]

[#] liow partial authorization

EDLC Driver

oA W XTI - |
CaTip® Bizse Floor Limit 1

i} Amount
Inikal duth Amaunt

am [ Do net ga online for authaiization
] Piint aliernate vouche:
Secordary Floor Limit
| Blase Floor Limit 2
| Amourk

Thie Manager, Brra 914/2010 2:31.52 P

¢ CA Driver — Use the drop down box to select the CaHLA driver.
e EDC Driver — Use the drop down box to select the CaHLS driver.

10. If AVS and CVV are configured at the site complete step 10. If not go to step
12. Go to the Revenue Center | RVC Credit Cards | AVS tab and enable the
following options. Select the options as they are appropriate for the site.

Heartland Credit Card Driver for 3700 POS
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e
File Edit Record Help

RVC Credit Cards S [ - S i @ w2
|1 Restaurant Sort ByINumber Tl 4 E g == @

Riecond View | Table Wiew |

Murnber Generall Headersl Trailersl Flaor Limitsl Printingl Driver  AWS |

2 Bar

3 Delivery M arwal Entry
4 | Retail iE
5 Quick Service I Freuie Full A5 for M I
& Drive Thiu equire Fu or Manual Entry
_| [T Require Full &S when Card is not present
—Swiped Entry
[T Require &S for Swiped Entrp
= Bequite Full &4/5 for Swiped Ert

| TheManager, Bruno | B/20/2007 358:37PM

¢ Require AVS for Manual Entry. Select this option to prompt for the
cardholder’s zip code before submitting a manual credit card authorization.

¢ Require Full AVS for Manual Entry. Select this option to prompt for the
cardholder’s address AND zip code before submitting a manual credit card
authorization. This option is only enabled if the Require AVS for Manual
Entry option is enabled.

¢ Require Full AVS when Card is not Present. Select this option to determine
whether the credit card is present before proceeding. If it is, the system will
prompt for the zip code only. If it is not, the system will prompt for the
cardholder’s complete address and zip code. This option is only enabled with

the Require AVS for Manual Entry option is also enabled.

¢ Require AVS for Swiped Entry. Select this option to prompt for the
cardholder’s zip code before proceeding with a swiped credit card transaction.

e Require Full AVS for Swiped Entry. Select this option to prompt for the
cardholder’s address AND zip code before proceeding with a swiped credit
card authorization. This option is only enabled with the Require AVS for
Swiped Entry option is also enabled.
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Go to the Sales | Tender/Media | CC Tender tab and enable the following
options. Select the options as they are appropriate for the site.

& Tender / Media =0l x|
File Edit Record Help
- o R - &
Tender / Media B = g i 2 B 2y ° & & R?
| 201 Visa/M.C. SotBy [Number ~[ |4 4 B Pl ¥ T o em al
Record View | Table Viewl
Generall Tenderl Presets CC Tender |Credit Authl Fh4S I Service TTLI F'rirLI_’I
Mumber | M ame |;| Credit Cards Prompt far ...
L 101 Cazh ¥ ety before authorization [~ Prompt for immediate payment
L 102 Traveler Chk I~ Tender must excesd tip [~ Prompt for issue number
L 103 Personal Chk ¥ Credit auth required [ Prompt for issue date
|| 104 GC Redeem I~ Credit final amount required [~ Prampt for optional trailer print
|| 200 - CreditCard v &llow recal [~ Prompt for cashback amount
» ¥ Mask Credit Card Mumber [~ Prompt for Card Holder Mat Present
L 202 Discover _I Iv tazk Cardholder Mame [ Prompt for C4% on Manual Entng
|| 203 Amex I™ Persistent Papmert [~ Prompt for C4% on Swiped Enty
|| 204 Diners/C.B. I~ Debit Card I~ Do not Prompt for 4%S
- 205 DEBIT Expiration D ate: Pir Pad
300 - Other i
= [¥ Expiration date required I Redquire FIN
30 Manager Meal L Account [nput
= 202 Promo I~ Do not check expiration
- et Frampt Length
400 - Room Chrg I~ Open expfratfon farrnat I_D
— LI ¥ Mask expiration date
| TheManager Bruno | B/20/2007 #00:35PM 4

¢ Prompt for CVV on Manual Entry. Select this option to display the

following menu of options when a credit card is manually entered. To proceed,

the user must select one of these options and respond accordingly.

(1.) Intentionally not provided

(2.) Present and will be provided

(3.) Present but is illegible

(4.) Not present.

e Prompt for CVV on Swiped Entry. Select this option to display the following

menu of options when a credit card is swiped. To proceed, the user
must select one of these options and respond accordingly.

(1.) Intentionally not provided

(2.) Present and will be provided

Heartland Credit Card Driver for 3700 POS
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(3.) Present but is illegible

(4.) Not present.
11. Reload the database from the MICROS Control Panel.

12. Go to Start | Programs | MICROS Applications | POS' | Credit Card Batch. Click on
the Diagnostic tab and select the Test Auth Connection and the Test Settlement
Connection buttons to verify that the drivers are up and running. A few test transactions

can also be done to ensure all is working correctly.
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ReadMe First— V.
4.9.21.2298

This section contains a comprehensive guide to the new features, enhancements, and

revisions included in the Version 4.9 release of the Heartland Driver.

In This Section...

e What’s New

o Summarized. . ... ... ...

¢ Detailed

e What’sEnhanced . ............................
e Summarized........... ...

e Detailed

e What’sRevised ........ ... .. ...
e Summarized........... ...

e Detailed

21
21
21

22
22
22

23
23
24
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What's New

New Features Summarized

Whats New

A new feature is defined as one that provides capabilities that were not available
in previous versions of the application.

New Features Summarized

There are no new features included in this release.
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What’s Enhanced

Enhancements Summarized

What's Enhanced

An enhancement is defined as a change made to improve or extend the current
functionality. To qualify as an enhancement, the change must satisfy the following
criteria:

¢ The basic feature or functionality already exists in the previous release of the
software.

e The change adds to or extends the current process. This differs from a revision
(i.e., a bug fix) which corrects a problem not caught in previous versions.

Enhancements Summarized

There are no enhancements included in this release.
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What’s Revised

Revisions Summarized

What's Revised

A revision is defined as a correction made to any existing form, feature, or
function currently resident in the 3700 POS software. To qualify as a revision, the

change must satisfy the following criteria:

¢ The basic form, feature, or functionality must be a part of the previous version

of the software.

e The change must replace or repair the current item or remove it from the

application.

Revisions Summarized

The following table summarizes the revisions included in this version:

Feature

CRID #

Page

Authorization Reversal Fail To Settle On A Windows 2003
System

30115

24
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What’s Revised
Revisions Detailed

Revisions Detailed

Authorization Reversals Failed To Settle On A Windows 2003 System
CRID #: 30115

Previously, authorization reversals would fail on batch settlement on a Windows
2003 system.

The following error would occur in the 3700d.log:
‘No Response From CA Drive’

This has been corrected.

Virtual Net Credit Card Driver for 3700 POS 24
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