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Preface 
This document provides security reference and guidance for Oracle Hospitality Inventory 
Management. 
This document does not include information specific to other Oracle Hospitality Enterprise Back 
Office products. 

Audience 
This document is intended for administrators, developers, and system integrators who perform 
the following functions: 

• Document specific security features and configuration details for the Oracle Hospitality 
Inventory Management, in order to facilitate and support the secure operation of the 
product and any external compliance standards. 

• Guide administrators, developers, and system integrators on secure product 
implementation, integration, and administration. 

It is assumed that the readers have general knowledge of administering the underlying 
technologies and the application. 

Related Documentation 
Please refer to following documents:- 

• Oracle Hospitality Enterprise Back Office Release Notes 
• Oracle Hospitality Inventory Management Deployment Guide 
• Oracle Hospitality Reporting and Analytics Security Guide 

Oracle Hospitality product documentation is available on the Oracle Help Center at 
http://docs.oracle.com). 

Revision History 
Date Description of Change 

September 15, 2015 Initial publication. 

February 4, 2016 Updated encryption key parameter 
information. 

 

http://docs.oracle.com/
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Chapter 1: Hospitality Inventory Management Security 
Overview 
This chapter provides an overview of Hospitality Inventory Management security and explains 
the general principles of application security. 

Basic Security Considerations 
The following principles are fundamental to using any application securely: 

• Keep software up to date. This includes the latest product release and any patches that 
apply to it. 

• Limit privileges as much as possible. Users should be given only the access necessary to 
perform their work. User privileges should be reviewed periodically to determine relevance 
to current work requirements. 

• Monitor system activity. Establish who should access which system components, and how 
often, and monitor those components. 

• Install software securely. For example, use firewalls, secure protocols using TLS (SSL), and 
secure passwords. See “Chapter 2: Performing a Secure Hospitality Inventory Management 
Installation” for more information. 

• Learn about and use the Hospitality Inventory Management security features. See 
“Chapter 3: Implementing Hospitality Inventory Management Security” for more 
information. 

• Use secure development practices. For example, take advantage of existing database 
security functionality instead of creating your own application security. 

• Keep up to date on security information. Oracle regularly issues security-related patch 
updates and security alerts. You must install all security patches as soon as possible. See the 
“Critical Patch Updates and Security Alerts” Web site: 

http://www.oracle.com/technetwork/topics/security/alerts-086861.html 

http://www.oracle.com/technetwork/topics/security/alerts-086861.html
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Overview of Hospitality Inventory Management Security 

 

 

Oracle Hospitality Inventory Management: 

• Is a component of Enterprise Back Office. 

• Exchanges information with Reporting and Analytics using SOAP services. 

• Applies role-based access controls. 

Web Clients 

Reporting and 
Analytics 

Inventory 
Management 
Application 

Inventory 
Management 
Web Services 

Figure 1 – Web Application Architecture 
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As ASP.NET Web Forms based application (http://www.asp.net/web-forms), it relies on 
Hospitality Inventory Management is dependent on Internet Information Services (IIS) and 
Oracle Database server. Consult the respective security guides regarding secured use of these 
tools. 

Understanding the Hospitality Inventory Management Environment 
When planning your Hospitality Inventory Management implementation, consider the 
following: 

Presentation 

ASP.NET Web Forms 

Interface 

SOAP Web Services 

Business Logic 

Data Access 

Database 

Automation 
Service 

Thick Client 
(Database 

Maintenance) 

Mobile Solution 
(HHT 

 

Reporting and 
Analytics 

Web Client 
(browser) 

IIS 

Figure 2 – System Architecture 
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• Which resources need to be protected? 

• You need to protect customer data, such as credit-card numbers. 

• You need to protect internal data, such as proprietary source code. 

• You need to protect system components from being disabled by external attacks or 
intentional system overloads. 

• Who are you protecting data from? For example, you need to protect your subscribers’ 
data from other subscribers, but someone in your organization might need to access that 
data to manage it. You can analyze your workflows to determine who needs access to the 
data. For example, a system administrator can manage your system components without 
needing to access the system data. 

• What will happen if protections on strategic resources fail? In some cases, a fault in your 
security scheme is nothing more than an inconvenience. In other cases, a fault might cause 
great damage to you or your customers. Understanding the security ramifications of each 
resource will help you protect it properly. 
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Recommended Deployment Configurations 
Hospitality Inventory Management can be deployed in hosting centers or on-premises (self-
hosting, single computer). 
 
The simplest deployment architecture is the one shown in Figure 1. This single-computer 
deployment may be cost effective for small organizations, but it does not provide high 
availability because all components are stored on the same computer. 

 

Figure 3 - Single-Computer Deployment Architecture 

The general architectural recommendation is to use the well-known and generally accepted 
Internet-Firewall-DMZ-Firewall-Intranet architecture shown in Figure 2. 
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Figure 4 - Traditional DMZ View 

Note: The term demilitarized zone (DMZ) refers to a server that is isolated by firewalls from 
both the Internet and the intranet, thus forming a buffer between the two. Firewalls separating 
DMZ zones provide two essential functions: 

• Blocking any traffic types that are known to be illegal 
• Providing intrusion containment, should successful intrusions take over processes or 

processors 

Small organizations that cannot invest huge amounts on firewalls can opt for the architecture in 
Figure 3. 

 

 

Figure 5 - Deployment Architecture for Small Organizations 
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Component Security 

• The product relies on SSL (TLS) to be enabled on port 443 to enable https. 
• The product relies on secure SMTP (SMTPs). 
• The product relies on sFTP. 

Operating System Security 

See the following documents: 

• Guide to Secure Windows Server 2008 R2 (https://technet.microsoft.com/en-
us/library/dd548350%28v=ws.10%29.aspx)  

• Guide to Secure Windows Server 2012 R2 and 2012 (https://technet.microsoft.com/en-
us/library/hh831360.aspx)  

Oracle Database Security 

See Oracle Database Security Guide. 

Internet Information Services (IIS) Security 

See Security Best Practices for IIS (https://technet.microsoft.com/en-us/library/jj635855.aspx)  

 

https://technet.microsoft.com/en-us/library/dd548350%28v=ws.10%29.aspx
https://technet.microsoft.com/en-us/library/dd548350%28v=ws.10%29.aspx
https://technet.microsoft.com/en-us/library/hh831360.aspx
https://technet.microsoft.com/en-us/library/hh831360.aspx
https://technet.microsoft.com/en-us/library/jj635855.aspx
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Chapter 2: Performing a Secure Hospitality Inventory 
Management Installation 
For information about installing Hospitality Inventory Management, see the Hospitality 
Inventory Management Deployment Guide. Installation is a manual process (no installer 
program), and you cannot install Inventory Management as a standalone product. 

Pre-Installation Configuration 
Pre-installation configuration includes database schema set up. Use the standard guidelines 
provided in Oracle Database Security Guide for setting up the database user name password 
strength. 

Installing Hospitality Inventory Management Securely 
You can perform a custom installation or a typical installation. Perform a custom installation to 
avoid installing options and products you do not need. If you perform a typical installation, 
remove or disable features that you do not need after the installation. 

Post-Installation Configuration 
Starting from release 8.5.0, database password and encryption-key defining parameters will be 
stored in Protected Configuration (https://msdn.microsoft.com/en-
us/library/53tyfkaw%28v=vs.100%29.aspx). Storing sensitive information in a non-readable 
format improves the security of our applications by making it difficult for an attacker to gain 
access to the sensitive information, even if an attacker gains access to the file, database, or 
other storage location. Hospitality Inventory Management is using RSA machine-level key 
container, which enables using single one for all our applications and simplifies the deployment 
on other PCs. 

Deploy Inventory Management applications in the following order: 

- Install fresh applications. 
- Use the “SecureConfig” tool to create (or import) key container. 
- Define the encryption key parameters. 
- Encrypt configurations. 
- Update database(s). 

 
For more details, see the Hospitality Inventory Management Deployment Guide. 

https://msdn.microsoft.com/en-us/library/53tyfkaw%28v=vs.100%29.aspx
https://msdn.microsoft.com/en-us/library/53tyfkaw%28v=vs.100%29.aspx
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Changing Default Passwords 
Inventory Management uses the Reporting and Analytics password settings. See the Oracle 
Hospitality Reporting and Analytics Security Guide for more information. 
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Chapter 3: Implementing Hospitality Inventory 
Management Security 
The security features differ depending on whether you are accessing Hospitality Inventory 
Management as a standalone web application or with Hospitality Reporting and Analytics. 

Authentication: Validating user logins (when Hospitality Inventory Management is 
accessed as a standalone web application). 

Authorization: Validating access rights based on roles attached to the user. 

Audit: Hospitality Inventory Management has audit-capability to track changes in 
commonly used Master Data and Inventory entry. 

Encryption Key Parameters 
You can configure encryption-related parameters in the following section in Inventory 
Management .config files: 

<EncryptedAppSettingsGroup> 

<!--NOT YET ENCRYPTED!; wating for Key container management 
tool. This text SHOULD NOT BE VISIBLE! 

Do not store encrypted values here without specifying 
exported key container. 

--> 

<add key="passPhrase" value="any string value" /> 

<add key="saltValue" value="any string value" /> 

<add key="hashAlgorithm" value="SHA1 or MD5" /> 

<add key="passwordIterations" value="any number" /> 

<add key="initVector" value="any 16-byte string" /> 

<add key="keySize" value="128, 192, or 256" /> 

<add key="PASSWORD" value="any string value"/> 

</EncryptedAppSettingsGroup> 
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You can also use the Encrypted Section Definitions tab of the Secure Config tool to set the 
encryption parameters and database password. 
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Appendix A: Secure Deployment Checklist 
The following security guideline checklist to help you secure Hospitality Inventory Management 
and its components: 

• Make sure the operating system is secured according to the security recommendations 
of the operating system security guide. 

• Follow the Oracle Database Security checklist for Oracle Database installation. 

• Follow the Internet Information Services (IIS) Security checklist. 
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