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Chapter 1

Installation Overview

This guide describes the installation steps that must be completed in order to use Public Sector Revenue Management Self
Service (PSRMSS) integrated with Oracle Public Sector Revenue Management (PSRM).

NOTE: Thisdocument is subject to revision and updating. For the most recent version of this document and related
documentation check BUG 18601054.

A pre-configured Oracle VM Virtual Image is available for download for demonstration purposes (non-production use).
Please send an email to psrm_vm_ww_grp@oracle.com to request instructions for download.

Additional Resources

For more information on products related to PSRM SS install ation, see the following documents:

Resource Location

Oracle WebCenter documentation http://www.oracle.com/technetwork/middleware/webcenter/portal/
documentation/index.html

Oracle Java Sun JDK http://http://docs.oracle.com/en/java

Oracle SOA Suite documentation http://www.oracle.com/technetwork/middleware/soasuite/
documentation/soallgdoc-2212842.html

Oracle UCM Documentation http://www.oracle.com/technetwork/middleware/webcenter/content/
documentation/index.html

Oracle Fusion Middleware Requirements https://docs.oracle.com/cd/E29542_01/doc.1111/e22628/
wcmap.htm#WCMAP130

Oracle WebLogic Documentation http://www.oracle.com/technetwork/middleware/weblogic/
documentation/index.html

Oracle Policy Automation http://www.oracle.com/technetwork/apps-tech/policy-automation/
downloads/index.html
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http://www.oracle.com/technetwork/apps-tech/policy-automation/downloads/index.html

Resource Location

Oracle OIM Overview http://www.oracle.com/technetwork/middleware/id-mgmt/overview/
index-098451.html

Oracle OUD Overview http://www.oracle.com/technetwork/middleware/id-mgmt/overview/
oud-433568.html

Oracle Public Sector Revenue Management Documentation Library http://www.oracle.com/technetwork/documentation/
pubsectrevmgmt-154608.html

Abbreviations

ADF Application Development Framework

BPEL Business Process Execution Language
DDL Data Definition Language

EAR Enterprise Archive

EM/OEM Oracle Enterprise Manager

MDS Metadata Services

OIM Oracle Identity Management

OPA Oracle Policy Automation

OouD Oracle Unified Directory

oul Oracle Universal Installer

OWSM Oracle Web Services Manager

PSRMSS Oracle Public Sector Revenue Management Self Service
PSRM Oracle Public Sector Revenue Management
RCU Repository Creation Utility

SOA Service Oriented Architecture

wcC Oracle WebCenter

WLS Oracle WebLogic Server
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PSRMSS Installation and Configuration Flowchart

Figure 1: Installation flowchart (1 of 2)
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Figure 2: Installation flowchart (2 of 2)

Software Requirements

The following software must be installed and configured prior to installation of Oracle PSRM Self Service:
« Oracle RCU Database 11.1.1.8.0

» Oracle WebL ogic Server 10.3.6

¢ Oracle WebCenter Release 11.1.1.8.0

 Oracle Content Server (UCM) 11.1.1.8.0

e Oracle SOA 11.1.1.7.0

Optional installations:

« Oracle Bl Publisher 11.1.1.7.0

« OracleOIM 11.1.2.x

e OracleOUD 11.1.2.x

+ Oracle OPA 10.4.4.21

When using PSRM as your back-end data management system:

« Bug 21384728 - ORACLE PUBLIC SECTOR REVENUE MANAGEMENT 2.4.0.2.0 - SERVICE PACK 2
» Oracle Documaker 12.0.x

Oracle Public Sector Revenue Management Self Service Installation Guide « 8



Chapter 2
PSRMSS Installation

Types of Installation Packages

Installation Type Description

Demo installation Refer to PSRMSS Bug 21385704 for the latest demo download installation for
PSRMSS and the demo components available for PSRM.

Pre-integrated with PSRM 2.4.0.2.0. This type of installation renders PSRMSS 2.4.0.2.0 integrated with PSRM
2.4.0.2.0.

Standalone installation (PSRMSS and This type of installation renders a standalone PSRMSS 2.4.0.2 instance.
PSRMSS-<EDGE-PROD> Integration)

NOTE: Each package has the same basic installation procedure.

Pre-Installation Tasks

The following applications, scripts, and utilities must be installed or run in the recommended order prior to installing
PSRMSS:

1. Install Oracle RCU database components (see Appendix B for additional details).

NOTE: Thisinstallation requires that you create an additional empty MDS schema for PSRMSS.

2. Ingtal Oracle WebLogic 11.1.1.8
3. Ingtal Oracle WebCenter 11.1.1.8
4. Ingtal Oracle UCM 11.1.1.8

Oracle Public Sector Revenue Management Self Service Installation Guide « 9



5.
6.

Install Oracle SOA 11.1.1.7

Create and configure a new Oracle WebL ogic domain for Oracle WebCenter, Oracle UCM, and Oracle SOA (see
Appendix C for additional details).

Ensure that Oracle WebL ogic Admin Server is running.

NOTE: The following servers should be installed prior to installing PSRMSS (all should be installed and configured
through the installations noted above). See Appendix E for additional details.

e UCM_sarverl

« WC_Portlet

 WC_Spaces

» WC Utilities

e soa serverl

Ensure that the Node Manager is running to start and stop servers.

When starting Node Manager for the first time you will need to run the setNMProps script to set
Start Scri pt Enabl ed=t r ue in the nodemanager.propertiesfile:

On UNIX/Linux:

MWV _HOVE/ or acl e_common/ common/ bi n/ set NMPr ops. sh

On Windows:
MN_HOVE \ ORACLE_COWMON\ conmron\ bi n\ set NMPr ops. cnd

NOTE: MW_HOME is set after initializing the setWLSEnv script for either OS.

For subsequent Node Manager starts, navigate to W._ HOVE/ ser ver / bi n and enter:
On UNIX/Linux:

./ st art NodeManager . sh

On Windows:

st art NodeManager . cnd

When Node Manager starts, it reads the nodemanager.properties file with the St ar t Scri pt Enabl ed=t r ue property,
and uses the start scripts when it subsequently starts the managed servers.

The script setNMProps only needs to be executed once.
Verify that the Oracle WebLogic Admin Server is running, and you are able to access the WebL ogic console:

http://<adm ni strati on_server_host>: <admi ni strati on_server_port>/consol e
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Chapter 3

Installing Integrations

Integration Pre-Installation Tasks

The following tasks should be completed before you install PSRMSS-PSRM integrated flows:

Extract the PSRM SS BPEL integration package to alocal destination. This destination will be referred to asthe
PRODUCT_HOME for thisinstallation.

Ensure that the Oracle SOA Suiteisinstaled and running.

NOTE: For additional information on SOA, see http://www.oracle.com/technetwor k/middlewar e/soasuite/
documentation/soallgdoc-2212842.html

Log in to the WebL ogic console to confirm there are no changes in Pending Activation status.
Restart the Enterprise Manager and the WebL ogic Administration servers.

Ensure that the WebL ogic Admin server, SOA server, and Node Manager are running.

Ensure that PSRM V2.4.0.2.0 is properly installed and configured.

Integrated Flows Installation Directory Structure

Thisfolder includes a subfolder hierarchy as shown in the following image:

NOTE: If any of the folders are read-only, remove the read-only attribute from the folder.

Oracle Public Sector Revenue Management Self Service Installation Guide « 11
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BPEL-Release-V2.4.0.2.0
, OTSS-ETPM
bin
, config
Install
MDS-Artifacts

| services
Figure 3: Integrated Flows installation directory structure

« bin contains the scripts to launch the installation utility (one script each for Linux and for Windows):

File Description

InstallBuild.xml This is the deployment and installation driver file.
DeployUndeployUtility.xml This is the deployment driver file for the MDS repository.
install.sh Install script for Linux.

« config contains the installation configuration file. This file must be updated with the environment configuration prior
running the installer (see Appendix A for details on SOA InstallProperties.)

File Description

InstallProperties.xml Install parameters file.

« Install contains the work file for the application, installation property files, and installation utilities.
« MDS-Artifacts contains the artifacts that will be uploaded into the MDS repository.
 services contains the services that will be compiled and deployed to the soa-server.

Completing the Integration Installation

1. Download theinstallation from the Oracle Software Delivery Cloud (edelivery.oracle.com) and unjar into atarget
installation directory:

Example:

jar —xvf BPEL-Rel ease-V2.4.0.2.0-<<Install-Type>>.jar
NOTE: You must have the platform-appropriate Java JDK installed on the machine on which the Integration
Installation package is unzipped.

2. Set the following environment variables (see Appendix | for a PSRMSS-PSRM Integration environment settings
example):

Variable Example

SOA_HOME <BEA_HOME>Oracle_SOAL

ORACLE_HOME <BEA_HOME>Oracle_SOA1

MW_HOME <WebLogic_ HOME>/Middleware

WL_HOME <BEA_HOME>//wiserver_10.3

PRODUCT_HOME This is the BPEL PSRMSS-PSRM product installation home.
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Variable Example

Linux Example:

PRODUCT_HOVE=/ psr nss/ PSRM SS/
BPEL- Rel ease- V2. 4. 0. 2. 0- Rel ease-
Initiallnstall/OISS- ETPM

Windows Example:
PRODUCT _HOVE=D: \ psr nss\ PSRM SS\ BPEL -

Rel ease- V2. 4. 0. 2. 0- Rel ease-Initial I nstall
\ OTSS- ETPM

3. Update the <PRODUCT_HOVE>/ confi g/ I nstal | Properties. xm filewith values appropriate to your environment
(see Appendix A, BPEL/SOA for a sample Install Properties.xml file and an explanation of the properties and elements
availablein thefile).

4. Run the setWLSEnNv script to set the environment variables for executing the installation scripts.
On UNIX/Linux:

source "${W._HOVE}/ w server_10. 3/ server/ bi n/ set W.SEnv. sh"

On Windows:
cd 9WN._HOVE% W sserver _10. 3\ server\ bi n\
set W.SEnv. cnd

5. Execute the following installation scripts for your OS to copy the files from the downloaded directory (PRODUCT _
HOME) to the appropriate locations in MW HOVE

6. Change (cd) to the <PRODUCT_HOME>/bin directory.

NOTE: The following ant command should be entered on one line. No output will be echoed to the screen; refer to
the log file to check progress.

On UNIX/Linux:
cd $PRODUCT_HOVE/ bi n
.linstall.sh -install

On Windows:

NOTE: The following ant command should be entered on one line.

cd %°RODUCT_HOVE% bi n
ant -f InstallBuild.xm -Dlnstall Properties=%RODUCT_HOVE% confi g\lnstallProperties.xm -
| instal | BPEL- PSRVSS. | og

When running the command, examine | nst al | BPEL_<DATE_TI Me> for any build errors. If "BUILD SUCCESSFUL"
does not appear at the end of thefile, fix any errorslisted in the log before proceeding.

7. Execute the following installation scripts in acommand window for your OS to deploy MDS.
On UNIX/Linux:

cd $PRODUCT_HOWE/ bi n
./install.sh -depl oyMdS

On Windows:
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NOTE: The following ant command should be entered on one line.

cd %°RODUCT_HOVE% bi n
ant -f =%PRODUCT_HOVE% bi n\ Depl oyUndepl oyUtility.xm
-Dinstal | Properti es==%RODUCT_HOVE% confi g\ I nstal | Properties.xm Depl oyM>S

NOTE: Once the installation has been completed successfully, it is recommended that you copy the installation log
file produced into a secure location.

Restart both the WebL ogic Admin server and the SOA server to activate the installation, then perform the taskslisted in
the Post-Integration Configuration Tasks section of this document.

Post-Integration Configuration Tasks

The following describes items that must be configured after a successful installation of the BPEL Integration.

1. Logininto the Oracle Enterprise Manager console at http://WL SAdminHost: WL SAdminServerPort/em with your

wlsadminuser/wlsadminpasswd credentials
Expand the Farm_soa_domain > soa > soa-infra> OTSS-ETPM partition.

Navigate to the OT SSReportReconciliationRequestEBF Composite. Right-click and select Service/Reference >
OT SSReportReconciliationFileAdapter:

- Farm_base_domain @

Id'"_i U oabeT-iingHIsToryeses | Luj
#fd OTssGetPaymentHistoryEEF [1.0]
¥ OTS5GetTaxAccountAlertsEBF [1.0]

o} OTssGetTaxAccountSummaryEEF [1.0] Hup
o OTS5GetTaxpayerContactinfoEBF [1.0]
o OTssGetTaxpayerCorrespondencelnfoEBF [1.0]
o OTS5GetTaxpayerSummaryEBF [1.0]
e OTssIdentifyTaxpayerEBF [ Home S — 220
ﬂ-":g OTSSPaymentEsF [1.0] Application Deployments
“‘itg OTSSPaymentPostingReque _— s 3 Internal Applications
#¥ OTssPaymentPostingReque [ Resource Adapters
#| OTSSPrintFormEBF [1.0] s ; g @, composer &
o OTS5ProcessRegistrationFon Sk @ DefaultToDoTaskFlow b
ol OTSSProcessRegistrationFor Export... @, OT55BlockedUser AccessApprovalTask F
n.":g OTSSProcessRegistrationFor % OT550nHoldUser AccessApprovalTask {F
D-":g OTS5ProcessR.egistrationFor e % PSRMSS {f
o OTS5ProcessTaxFormERF [1 Polides @, worklistapp F
D-":g OT55ProcessTaxFormIMSCao S04
o OTS5ProcessTaxFormIMSPr SOA Infrastructure 22 s0a-nfra T
D-":g OTS5ProcessTaxFormServic @ default ﬁ
o OTssQueryEnrolmentESF [1 504 Infrastructure Common Properties o (3 TS5 -ETEM
o} OTssQueryPaymentsDueER Service/Reference Properties * OTS5ReportRecondiiationFile Adapter
#¥ OTSsRefreshFormLookupEs
o3 _O_TSSREF'-_'n'jSta_UJSIHCI_L_"F}‘FE General Information OT5SReportR econdliationRequestEBFExtensionService
offf 0TSSReportReconciliationRequestEBF [1.0]] ProduceReportRecondliationRequest
¢ OTsSReportRecondliationRequestProvider [1.0] NotificationService1

OTS5RequestStatusInguiryEBF [1.0
jE I‘TITJQDp?ripwpﬁrﬁprn?mT\j:mpt:F[FlF |]_1 - w3 OTS5CreateEnrolmentIMSProducer [1.0] T

Figure 4: Selecting the OTSSReportReconciliationFileAdapter
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4. OnthePropertiestab, enter avaluein the FilePath field:

SReportRecondbationRequestEBF [1.0] > Service Home
¥ 0TSSReportReconciliationFileAdapter (File Adapter) © &P Related Links =

Dashboard  Polides = Faults and Rejected Messages ~ Properties

You can edt or delete the folowing binding properties, Ciick Add to add additional properties. Apply | Revert

View - :} A = Revert...

Mame (Dperation) Valie
DeleteFie (Read) true
PolingFrequency (Read) 60
UseHaaders (Read) false
Indudefies (Read) St
Minimumage: (Read) 0
PublishSize (Read) 1

d Reoursive (Read) false
FilaPath

Figure 5: Entering the FilePath value

NOTE: This FilePath will be the location where the OPC reconciliation reports will be placed, so this directory must
be readable and accessible.

5. Click Apply.

Updating the Worklist Application

1. Logininto the Oracle Enterprise Manager console at http://WL SAdminHost:WL SAdminServerPort/em with your
wlsadminuser/wlsadminpasswd credentials

2. Expand the Farm_soa_domain > soa > soa-infra> OTSS-ETPM partition.
3. Navigate to the OT SSUser AccessApproval Service Composite.

4. Onthe Dashboard tab, navigate to the BlockedUser AccessApproval Task and OnHoldUser AccessApproval Task
components. Configure each component using the details provided in the next step.

= Component Metrics [%
Faulted Instances
M Ci ET Total Instal Running Insta
ame omponent Type o nNCes nning Instances P e
533 DTSSUserAccessApprovalService BPEL 0 Q 0 0
&Oanlduser.ﬁzc&ssAppm-«al?ask Human Werkflow o 0 i) 0
&BludnedJs—er.o.-:cessA;p:ovarraw Human Warkflow 0 Q 1] 0

=] s sivrmr and BDafasanone

Figure 6: Locating Component Metrics

5. Onthe Administration tab, add the URI configuration for the task details for each component:
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| Add URI E

* Application Name

T s

* Host Name
* HTTP Port
HTTPS Port
* URI

OK || Cancel

Figure 7: Adding URI configuration for components

For the BlockedUser AccessApproval Task:

Application Name: worklist

Host Name: The server host name on which the worklist application is deployed (e.g., the soa_host)
HTTP Port: The port number for the worklist application (e.g., the soa port number)

HTTPS Port:

URI: /workflow/OTSSBIlockedUserAccessA pproval Task/faces/adf .task-flow?_
id=BlockedUserAccessApproval Task_TaskFlow& _document=WEB-INF/BlockedUserAccessApproval Task_
TaskFlow.xml

Click Apply after providing the URI details for the changes to take effect.
For the OnHoldUser AccessApproval Task:

Application Name: worklist

Host Name: The server host name on which the worklist application is deployed.
HTTP Port: The port number for the worklist application (e.g., 8001).

HTTPS Port:

URI: /workflow/OTSSOnHoldUserA ccessA pproval Task/faces/adf .task-flow?_
id=OnHoldUserAccessApproval Task_TaskFlow& _document=WEB-INF/OnHoldUserAccessApproval Task_
TaskFlow.xml

Click Apply after providing the URI details for the changes to take effect.

Post-Integration Checklist

This section describes procedures to verify integration of the PSRMSS-PSRM flows.

Verifying Creation of the OTSS-SOADS and OTSS-USRACS Data
sSources

1. Logintothe Oracle WebLogic Server console at ht t p: / / W.SHost Nanme: W.SAdni nSer ver Por t / consol e with
your weblogicAdminUser/webl ogicAdminPassword credentials.

2. Select the <soa-domain>, then expand Services, and click Data Sour ces.
Thelist of data sources should include OT SS-SOADS and OTSS-USRACS, as shown in the following image:

Oracle Public Sector Revenue Management Self Service Installation Guide * 16



Summary of JDBC Data Sources
Configuration  Monitering

A J0BC data seorce is an object bound to the JNDT ree that provides database conmectivity tough a podl of J0BC cornections, Appboations can look up & data source on the INDT ree and then borow a database connection from a

data source,

Tummmkun&cdmmamﬁumthmtbsmmudhmw.

[ Custemize this table

Data Sources (Filtered - More Columns Exist)
Chck the Lock & Edit button in the Changs Canter to activate sl the buttons on this page.

Hew ~ | | Delele Showing 1 ko 10of 15 Previous | Next
I | Name & Type INDT Narme Targets
IT | cs05 Ganenc a2 WCM_server]
IT | EDNDakaScurce Geneic bt EDHDataSource s08_sarverl
[T | EDMLocalT:DatmSeures Ganenic jdbe EOHLocalTxDataSource som_sarveri
| | ends-owem Ganic b frds forwsen AdwinServes, WC_Portiet, soa_server 1, WC_Spaces
'r ends PSRMES_MDS Generic befmds PERMES_MDS AdminServer, parmss_serverl
IT | mds-s08 GENEnC b fmds MDS_LocalTaDatabource Adminberver, 500_server]
IT | mds-Spacesls Genesic e fmds SpacesDS AdminServer, WC_Spaces:
IT | OrastemDatasoures Generic jdbe fOraSDPMOataSounce s0m_sarver i
[T | ovss-soups Gari be fOTSS-S0ADS 208_garyar]
If_orssusmcs Generic b [OTSSSRALS soa_server |
Haw Detete Showing 1 o 10of 15 Previcus | Mext

Figure 8: Verifying JDBC data sources

Verifying Creation of the JMS Modules

1. Logintothe Oracle WebL ogic Server console at ht t p: / / W.SHost Name: W.SAdni nSer ver Por t / consol e with
your weblogi cAdminUser /webl ogicAdminPassword credentials.

2. Select the <soa_domain>, expand M essaging, and click JIM S M odules.
Thelist of IMS Modules should include OT SSETPM JM SM odule, as shown in the following image:

IHS Hodules

IMS syshem resources are configured and stored s madubs similar 1o standind J2EE modues, Such resources indude quewss, togics, cornection factonds, templates, destinalion keys, quota, dstributed queuss, distributed topics, forsign
servers, and JMS stone -and-forwand (SAF) parameters. You can administratively configure and manage M5 system modules as giobal sysbem resources.

Thes page summanizes the IMS gystem modules that have been oreated for thes doman.

[ Customize this table

E%‘l&"odﬁﬂ

Chick: the: Lock & Fdlit bution in the Change Cenber to ackvate all the buttons on this page.

New | | Delele Showing 1 to 4of 4 Frevious | Mext
I | Hame < Tree
[T | BoMIMSModule System
= [ SCRMEModde Sritem
IT |ums»Esystemfesouce System
New | | Delete Shewing 100 dof 4 Frevious | Mext

Figure 9: Verifying the JIMS module

3. Click OTSSETPMJM SModule.
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The Summary of Resourcesiis displayed:

Settings for OTSSETPMIMSMoedule
Configuration Subdeployments Targets  Seawity  Mobes

This page displays gereral information about 8 JMS system module and its rescurces, Tt alss sllows you bo configure new resources and access existing reseunces,

%umr.- OTSSETPMIMEModke The name of this JM5 system mockle,  More Info..,

Descriptor File Name: s fotssetpmiramodule -yrs. The name of the JMS module desariptor flle,  More Inf...

This page summarizes the JMS resources that have been created for thes JMS system module, induding gueue and topic desbnations, connection factories, JMS templates, destination sort keys, destinabion quota, dstributed desbnations,
Foreion servers, and siore-and-forwand parameters,
b Customize this table

Summary of Resources
ek the {ock & Fdit butten in the Change Cenler ko activate all the buttons on this page.

[Tem Delete Showing 1to 10 of 10 Previous | Mext
™ | Mame = Type | 01 ame subdeployment Targets
IT | oTssCreateEnnolment Qusue jmsfOTSSCreateEnnolment OTSSETPMEbDeplayment OTSSETPMIMSEServer
[T | OTSSETPMCornectionFactory Comnection Factory sms|OTSSETPMCannectonFactsry OTSSETPMSUBDeplayment OTSSETPMIMEServer
B .‘mssvawumw Quatie .m!OTssPawwsm OTSSETPMELLDEpyment OTSSETPMIMSServer
= 'ETSSPawMﬂIFnsh:lerrm Queue .mwwuwru OTSSETPMSLbDeployment OTSSETPMIMSServer
IT | OTssPaymentRiepart Cusue msfOTSSPaymensteport OTSSETPMSUEDeployment OTSSETPMIMEServer
T | OTssPaymentReportErmor Queue s [OTSSPaymentepor tError OTSSETPMEUbDeployment OTSSETPMIMEServer
7 | OTSSProcesshegstrationForm Cussue jmsfOTSSProcessRegstrationform OTSSETPMSUBDeplayment OTSSETPMIMEServer
[ f‘mssﬁ'o:e-ssTefwm Qutue .mmmmam OTSSETPMSUbDepkymEnt OTSSETPHIMSServer
™ | orsssenceequest Queue P e — P T — |oTssETPmmsServer |
I | oTsstervicefequestimar Cusue Jms TS5 erviceRequestError OTSSETPMSUEDeployment OTSSETPMIMEServer

Mew Deleta Showing 1t 10 ef 10 Previous | Hext

Figure 10: Verifying resources

Thelist of resources should include the following:
* OTSSCreateEnrollment

*  OTSSPSRM ConnectionFactory
*  OTSSPaymentPosting

e OTSSPaymentPostingError

e OTSSPaymentReport

e  OTSSPaymentReportError

» OTSSProcessRegistrationForm
e OTSSProcessTaxForm

*  OTSSServiceRequest

e OTSSServiceRequestError

Verifying Creation of the Outbound Connection Pools

1. Logintothe Oracle WebLogic Server console at ht t p: / / W.SHost Name: W.SAdni nSer ver Por t / consol e with
your weblogi cAdminUser /webl ogicAdminPassword credentials.

2. Select the <soa-domain>, then click on Deployments, and click the deployment for DbAdapter, as shown in the
following image:
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Figure 11: Selecting the DbAdapter deployment

3. Click Configuration — Outbound Connection Pools, with a Group and I nstance of eisDB/OTSS-SOADSI1 and eis/
DB/OTSS-USRACS, as shown in the following image:

¥
Settings for DbAdapter

Ovendew  DeploymentPlan  Configuration  Seaurity

General  Properties  Outbownd Connection Pools  Admin Ohjects

Testnp Monfioring  Hotes

Worklosd  Instrumentation

This page displays o table of Quibound Connection Posl groups and instanoes for this rescurce adapiter. The top level entries in Bhe table represent Quithesnd Conmection Pool grous. Groups are isted by cormection fnctory inter faoe and the irstanoes are lsted by
their 1401 names. Expand a group to obiain configuration informabon for 2 Connection Pool instance within an Quthound Connecton Pool group, Clck the name of 2 group or instance: to configure it. Automaticaly generated Connection Podks are not displayedin
the: table below.

Dutbound Conmection Pool Configuration Table

Chck the Lock & Folit buthon in the Change Center {0 activabe all She butions on this page.

™ | Groups and Instances o

| Connection Factory Interface

Showieg 1to Def 1 Previous | Hext

5 jarvace. resonr o, 00, Cormec sanF actor y

EIEIEIE]

&5/DBOTSS-50A05 1
0l TS5 -USRACS
5,08 E0ADem0

508 S0ADemolL Ooa Ty

edete

. e O, ConnestianFactery
| et resource. cd. ConnectionF actory

Javan.resounce oo Connectionf actory

Java.resource oo, ConnectionF actory

Figure 12: Selecting the Outbound Connection Pools

JavEN resaUrce oo ConnectionF achory

Verifying the Composites in Enterprise Manager

To verify that the OTSS-ETPM partition was created with al composites deployed:

Showing 1t 1af 1 Previous | Hext

1. Logininto the Oracle Enterprise Manager console at ht t p: / / W.SAdni nHost : W.SAdni nSer ver Por t / emwith your
wilsadminuser/wlsadminpasswd credentials.

2. Expand the Farm_<domain-name>_domain > soa > soa-infra> OTSS-ETPM partition.
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= -
v TE SO3-INTTa | 503_Servery)
@ defauk
7@ |
o} OTSSAddressMaintenanceEBF [1.0]
o}l OTSSBaset4EncodelataSarvice [1.0]
] OTSSConfirmationldService [1.0]
o} OTSSCreateEnnollmentEBF [1.0]
o} OTSSCreateEnnollmentIMSConsemer [1.0]
] OTSSCresteEnrolimentIMS Producer [1.0]
off OTSSCresteEnvolimentSarviceProvider [1.0]
o} OTSSDooumentlocatorMumberService [1.0]
f§ OTSSEnmoliment! DService [1.0]
] OTSSFormUploadERF [1.0]
o} OTS5FormV alidationService [1.0]
o} OTS5GetDocumentImageERF [1.0]
o} OTSSGetExernalPaymentDataEBF [1.0]
] OTSSGetFilingHistoryEBF [1.0]
#f] OTSSGetPaymentHistoryEBF [1.0]
o} OTSSGetSarviceRequestHistoryEBF [1.0]
] OTSSGetTaxAccountAlertsEBF [1.0]
o} OTS5GetTaxA coountSummanyEBF [1.0]
of] OTSSGtTaxpayerContactinfoEBF [1.0]
] OTSSGetTaxpayerComespondencelnfoEBF [1.0]
o} OTS5GetTaxpayerSummaryEEF [1.0]
o}l OTSSIdentifyTaxpayerEBF [1.0]
] OTSSPaymentEEF [1.0]
#f] OTSSPaymentPostingRequestEEF [1.0]
o} OTS5PaymentPostingRequestProvider [1.0]
] OTSSPrintFormEEF [1.0]
of} OTSSProcessRegistrationFormEEF [1.0]
o} OTSSProcessRegistrationFormIMSConsumer [1.0]
o] OTSSProcessRegistrationFormIMSProducer [1.0]
off OTSSProcessRegistrationFormService Provider [1.0]
o} OTSSProcessTaxFormEBF [1.0]
o} OTSSProcessTaxFormIMSConsumer [1.0]
off OTSSProcessTaxFormIMS Producer [1.0]
o} OTSSProcessTaxFormServiceProvider [1.0]
o} OTSSQuenyEnrolimentEEF [1.0]
off OTSSQueryPaymentsDueERF [1.0]
] OTSSRefreshFormLookupERF [1.0]
o} OTSSRefundStatusInguinyEEBF [1.0]
] OTSSReportRecondiliztionRequestEBF [1.0]
o] OTSSReportReconcilistionRequestProvider [1.0]
#f} OTSSRequestStatusinguinyEBF [1.0]
o} OTSSRetrieveActiveFormTypesEBF [1.0]
o] OTSSRetrieveFormTypeDefinitionsEBF [1.0]
] OTSSServiceRequestiIMSConsumer [1.0]
] OTSSServiceRequestIMSProducer [1.0]
] OTSSSummanyEnrclimentEEF [1.0]
of} OTSSTanpayerServiceRequestEBF [1.0]
o} OTSSTapayerServiceRequestProvider [1.0]
o] OTSSUserfccessApprovalService [1.0]
off OTSSUserfccessService [1.0]

Figure 13: Verifying all deployed composites

Verify that following composites are deployed (there should be atotal of 50):
o OTSSldentifyTaxpayerEBF [1.0]

e OTSSRetrieveActiveFormTypesEBF [1.0]

o OTSSGetServiceRequestHistoryEBF [1.0]

»  OTSSGetDocumentlmageEBF [1.0]

*  OTSSRetrieveFormTypeDefinitionsEBF [1.0]

*  OTSSRefreshFormL ookupEBF [1.0]

*  OTSSRefundStatusinquiryEBF [1.0]
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OTSSRequestStatusinquiryEBF [1.0]
OTSSCreateEnrollmentEBF [1.0]
OTSSCreateEnrollmentJM SConsumer [1.0]

OT SSCreateEnrol ImentJM SProducer [1.0]

OT SSCreateEnrolImentServiceProvider [1.0]
OTSSEnrollmentIDService [1.0]
OTSSQueryEnrollmentEBF [1.0]
OTSSSummaryEnrollmentEBF [1.0]
OTSSTaxpayerServiceRequestEBF [1.0]
OTSSConfirmationldService [1.0]

OT SSTaxpayerServiceRequestProvider [1.0]

OT SSServiceRequestIM SConsumer [1.0]

OT SSServiceRequestJM SProducer [1.0]
OTSSPaymentPostingRequestProvider [1.0]
OTSSGetExternal PaymentDataEBF [1.0]
OTSSPaymentEBF [1.0]

OT SSReportReconciliationRequestProvider [1.0]
OT SSReportReconciliationRequestEBF [1.0]

OT SSPaymentPostingRequestEBF [1.0]
OTSSAddressMaintenanceEBF [1.0]
OTSSDocumentL ocatorNumberService [1.0]
OTSSFormUploadEBF [1.0]
OTSSGetFilingHistoryEBF [1.0]

OT SSGetPaymentHistoryEBF [1.0]
OTSSGetTaxAccountAlertsEBF [1.0]
OTSSGetTaxAccountSummaryEBF [1.0]
OTSSGetTaxpayerContactlnfoEBF [1.0]
OTSSGetTaxpayerCorrespondencel nfoEBF [1.0]
OTSSGetTaxpayerSummaryEBF [1.0]

OT SSProcessRegistrationFormEBF [1.0]

OT SSProcessRegistrationFormJIM SConsumer [1.0]
OTSSProcessRegistrationFormJM SProducer [1.0]
OT SSProcessRegistrationFormServiceProvider [1.0]
OTSSProcessTaxFormEBF [1.0]

OT SSProcessTaxFormJM SConsumer [1.0]

OT SSProcessTaxFormJM SProducer [1.0]

OT SSProcessTaxFormServiceProvider [1.0]
OTSSQueryPaymentsDueEBF [1.0]
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e OTSSFormValidationService [1.0]

o OTSSUserAccessApprova Service [1.0]
e OTSSUserAccessService [1.0]

e OTSSBase64EncodeDataService [1.0]

» OTSSPrintFormEBF [1.0]

Verifying Worklist Applications Deployment

1. Logininto the Oracle Enterprise Manager console at ht t p: / / W.SAdni nHost : W.SAdmi nSer ver Port / emwith your
wlsadminuser/wlsadminpasswd credentials.

2. Expand the Farm_<domain-name>_domain > Application Deployments.

é = — —
=] % Farm_base_domain
=l [ Application Deployments
# [ Internal Applications
[# [ Resource Adapters
% compaoser (soa_serverl)
% DefaulfToDoTaskFlow (soa_serverl)
% OT55BlockedUser AccessApprovalTask (soa_serveri)
% OTs50nHoldUser AccessApprovalTask (soa_server1)

|»

Figure 14: Verifying application deployments

3. Verify that following two applications are displayed:
e OTSSBlockedUserAccessApproval Task
» OTSSOnHoldUserAccessApproval Task

Verifying Creation of Keys

To verify that the PSRMSS RMSY S and PSRMSS_EXTUCM keys have been created:

1. Logininto the Oracle Enterprise Manager console at ht t p: / / W.SAdni nHost : W.SAdni nSer ver Port / emwith your
wlsadminuser/wlsadminpasswd credentials.

2. Expand the Farm_<domain-name>_domain > WebL ogic Domain > Domain Name > Security > Credentials.
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A7 % Farm_base_domain ﬁ; WebLogic Domain -
[= [ Application Deployments

v 3 50A ~| Summary
v %E so&-nfra (soa_server1)
[ default General
&= {3 OTSS-ETPM Administration  AdminServe

Server

Administration  slc09vif.us.ol

g Ad:ninSa Home Server Host
&l psrmss_e  Control " Administration 7001
] Server Listen
& 508_3ery Logs 4 Part
g il Port Usage
& WC_Port S " ~| Servers
ication Deploymen 3
&l wc_spa diics Gkl
& WC_Util S0A Deployment 3
[ [ Metadata Repo ~ Web Services b
[= [ User Messaging ADF Domain Configuration
P [y MeniCenbes Security ’ Credentials
Pt Security Provider Conﬁkaﬁon

JDBC Data 5
g s Application Policies -

System MB: B
itk et ol i Application Roles

WebLogic S Administration C I Status  |Ho
= WebLogic Server Administration Console i

General Information

System Policies
slc

Audit Policy q

Pl

T
Ll erna zarvart al-

Figure 15: Navigating to base_domain credentials
Expand or acle.wsm.security

base_domaing
ﬂ Weblogic Domain +

Credentials
A credential store is the repository of security data that certify the authority of entities used by Java 2, J2EE, and ADF applications. Applications car

[# Credential Store Provider

dh CreateMap o Createkey | A#FEdit.. 3@ Delete... | Credential Key Name ®
Credential Type Description
[ |BPM-CRYFTO
[]Ipccs
[El | Jorade.wsm.security
% PSRMSS_EXTUCM Password UCM Credentials
% PSRMSS_RMSYS Password Edge Product Service Credentials

Figure 16: Verifying base_domain security keys
Two keys should be listed:

« PSRMSS EXTUCM
+ PSRMSS RMSYS
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Accessing the Worklist Application

To access the Worklist application after a successful installation:

User http/s://<soa-server>:<soa-port>/integration/worklistapp/faces/login.jspx

PSRMSS Installation Directory Structure

The product installation directory contains the following hierarchy:

4 || PSRMSS-Release-vV2.4.0.2.0
bin
config

J Install

Figure 17: Installation structure

bin contains the scripts to launch the installation utility. Two scripts are provided (one each for Windows and for Linux):

File Description
install.sh Install script for Linux
install.cmd Install script for Windows

config contains the installation configuration file. This file must be updated with the environment configuration prior
running the installer (for details, see Appendix F).

File Description

PSRM-SS-InstallProperties.xml Installation parameters file.

Install contains the PSRM SS application, installation property files, and installation utilities.
L og contains the log for the installation utility.

If any of the folders are read-only, remove the read-only attribute from the folder.
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Chapter 4
PSRMSS Product Installation

This topic describes the basic installation procedure for PSRMSS.

1. Download PSRM SS-Release-V2.4.0.2.0<<Install-Type>>.jar from the from the Oracle Software Delivery Cloud
(edelivery.oracle.com) and unjar into atarget installation directory:

Example:j ar —xvf PSRVSS- Rel ease- V2. 4.0.2.0<<Instal | - Type>>.j ar

Linux example:

/ PSRM SS/ PSRM SS- Pr oduct | nst al |

Windows example:

D: \ PSRM SS\ PSRM SS- Pr oduct | nst al |

Y ou must have the platform-appropriate Java JDK installed on the machine on which the PSRM SS package is unjarred.
2. Set the PRODUCT_HOME environment variable to point to PSRM-SS-Product-Install:

Linux example:
export PRODUCT_HOME=/ PSRM5S/ PSRM SS- Rel ease-V2.4.0.2.0
echo $PRODUCT HOVE

echo should return PRODUCT_HOME as the location of the top-level directory of the installation media, e.g., /
PSRVSS/ PSRM SS- Rel ease-V2.4.0.2.0.

Windows example:
SET PRODUCT_HOME=D: \ PSRVBS\ PSRM SS- Rel ease- V2. 4. 0. 2.0
echo %PRODUCT_HOVE%

echo should return PRODUCT_HOME as location of the top level directory of the installation media, e.g., D: \ PSRVSS
\ PSRM SS- Rel ease-V2.4.0.2.0.

See Appendix J for a PSRM SS environment settings example.

3. Setthe WebL ogic server environment by running the setWLSEnv script. The scripts are located in <WEBLOG C_HOMVE>
\wW server _10. 3\server\bin.

Linux example:
sour ce / PSRMSS/ webl ogi c- 10. 3. 6/ W server _10. 3/ server/ bi n/ set W.SEnv. sh
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Windows example:
run D:\webl ogi c-10. 3. 6\ W server _10. 3\ server\ bi n\ set W.SEnv. cnd
After running the script, verify that the wiserver environment is set in your classpath and path environment variables.

Update the <PRODUCT_HOME>/ confi g/ PSRM SS- I nst al | Properti es. xm filewith values appropriate to your
environment (see Appendix F for a sample PSRM-SS-Install Properties.xml file and an explanation of the properties and
elements availablein thefile).

Execute following command to change to PRODUCT_HOME/bin:

On Linux:

sour ce / PSRMSS/ webl ogi c- 10. 3. 6/ W server _10. 3/ server/ bi n/ set W.SEnv. sh
On Windows:

cd %°PRODUCT_HOVE% bi n

IMPORTANT: Before proceeding to the final step, ensure that both the Admin server and Node Manager are up and
running.

Run the installation script to install PSRMSS.

On Linux:

.linstall.sh -i

NOTE: You must change the access permissions on install.sh using the command chrmod  755.

On Windows:

install.cnmd -i

The following message is displayed on a successful installation of PSRMSS:

If any message appears that indicates an unsuccessful installation after executing the installation utility, see Appendix G,
Installer Utility Overview.

Post-Installation Tasks

Verifying the Installation

The following topics comprise a verification checklist for the PSRMSS installation.

Verifying ADF Connections for the PSRMSS Application
To configure and verify that the PSRM SS application WSDL s are correctly tokenized and OWSM Palicies are correctly set:

1. Logininto the Oracle Enterprise Manager console at ht t p: / / W.SAdni nHost : WL.SAdmi nSer ver Por t / emwith your

wisadminuser/wlsadminpasswd credentials.
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2. Select Application Deployments, choose PSRM SS, then right-click and choose ADF > Configure ADF Connections
from the context menu as shown in the following image:

S e
- 1 PSRMSS @
= % Farm_base_domain % Application Deployment +
=l [ Application Deployments
3 Internal Applications E Summary

[ Resource Adapters

@, composer (soa_server1) General
% DefaultToDoTaskFlow (soa_server1) State Active
@, oTssBlockedUserAccessApprovalTask (soa_server1) Application Type ear
% OTSS0OnHoldUser AccessApprovalTask (soa_server1) Deployed On psrmss_serverl
@, PSRMSS (psrip—- -~~~ -
@ workistapp (soa Home berviets and JSPs
B 3 s0A Active Sessions 0
1 Z= soa-infra (soa_s Control *| Request Processing Time (ms) 37
= £ WeblLogic Domain Logs ¥ Requests (per minute) 9.76
& base_domain Work Manager
1 [ Metadata Repositor Performance Summary Requests (per minute) 0,00
2 User Messaging Ser Pending Requests 0
Application Deployment ¥
Web Services Entry Points
WebCenter Portal *Lb Modudes
ADF 2 ADF Performance
Sedty 4 tom: 7055/
MDS Configuration Configure ADF Business Components
Toplink Sessions Configure ADF Connections —I—
] System MBean Browser Configure ADF (adf-config)
: = weblogic Server Administration Consaole ADF Log Configuration
General Information ADF Resource Center

= Most Requested

Figure 18: Navigating to Configure ADF Connections

3. Select a Connection Name, then right-click Advanced Connection Configuration:
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'G PSRMSS @ Logged in a5 weblogic|Host 2606:b400: 20 10: 509a:216: 3eff: fe0f:956b
) Appication Deployment + Page Refreshed Jun 16, 2004 10:20:04 &M POT 00

ADF Connections Configuration (@
2P Related Links | = | Apply || Revert

Use this page to view, modify or add new ADF connectons.
To create a new connecton, select a Conmection Type from the kst below and enter a Connection Name. The Connection Configurations page updates with fields for configuring the selectad connection type.

L=l Create Connection

Connection Type =l

Connection Name
[H create Connection

= Web Service Connections
o7 Edt [ Delete | Advanced Connection Configuration =

Connection Name | SPrepareErPaymentDataService - TSPrepareEx
ExternalPaymentService TRES: fouar orade. com eplRADap  Fie: [TePrepareExa ata.wsdl il
ActiveFermTypeService {hitp: ffouaf.oracle.com/spl}AIXap  file: TSRetrieveActiveFormTypes. wsdl
i ProcessTaxFormService {http:/fouaf.orade.com/splMAIXap fie:/TSProcessTaxForm.wsdl
GetTaxpayerContactSenvice {http: [fouaf.orade.com/eplMANap  file: TSGetTaxpayerContactinformation. wadl
GetTaxpayerCorrespondenceServic  {http: [fouaf.orace.comfspliAlap  file: TSGetTaxpayerCorrespondencelnformation, wedl ;I

Figure 19: Configuring a connection

4. Click onthe OWSM tab. Check that the Directly Attached Policies section contains the correct policy and that the value
of csf-key isPSRM SS_BPEL in the Security Configuration Details section.

i} PSRMSS & Logged in as weblogic| Host 2606:b400:2010:504a: 216: 3eff:fe0f: 95
) Appication Deployment + Page Ruirashed Jun 16, 2014 10:20:45 AM POT |

ADF Connections Configuration > Configure Web Service
TSPrepareExtPaymentDataPort (Web Service Client)
Subject’s Overall Pobcy Configuration Status: Valid Secured «

Globally Attached Policies

Hame Category Pobkcy Set Status
No rows yet

Directly Attached Policies

[ AttachDetach 7 Disable

Mame Category Effective Status
= a:ﬁqs_h ttp_token_chent_policy Security True Enabled
i

Security Configuration Details Apply Revert

Hame Current Value Original Value

reference. priority ;I
cofbey PERMSS _BPEL basic. credentials J
reference. priority

reference. nrinrity ll

Figure 20: Verifying the policy and csf-key value

NOTE: If the correct policies are not properly attached to the Web Service Connection, see the troubleshooting
section in this document on this subject under the heading, "ADF Connection strings are not properly updated”.
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5. Click on the Configuration tab. Check that the Endpoint Address has been properly updated to the correct endpoint
address for your implementation.

ADF Connections Configuration > Configure Web Service
TSPrepareExtPaymentDataPort (Web Service Client)

OwsMPobdes | Configuration

General HTTP Basic Authentication

HTTP Proxy

HTTP Timeout

HTTP Read Timeout (ms)

HTTP Conmection Timsout

Figure 21: Verifying the endpoint address

Verifying the PSRMSS Schema Tables

1. Logininto the database with the PSRM SS dbuser/passwd credential s that you created during the installation process.
2. Verify that the following tables exist by executing the following query:

sel ect table_nane from user_tabl es order by tabl e_nane;
Results should be:

TS_ACCESS TYPE
TS_ACCESS_TYPE_L
TS_ACCESS_TYPE_SUMVARY
TS_ADDRESS CONFI G
TS_ADDRESS_CONFI G FI ELD
TS_ALERT_TYPE
TS_ALERT_TYPE L
TS_CONFI GURATI ON
TS_EMAI L_DEFI NI TI
TS_EMAI L_DEFI NI TI
TS _FI ELD

TS FIELD L
TS_FORM ACTI ON
TS_FORM_COLUMN_WORK
TS_FORM CUSTOM PROPERTY
TS_FORM DATATYPE
TS_FORM DEFI NI TI ON
TS_FORM DEFI NI TI ON_L
TS_FORM LI NE_WORK
TS_FORM PROCESS CONTROL
TS_FORM SECTI ON_WORK
TS_FORM VAL_RULE
TS_FORM VERSI ON

N
ON L
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TS_FORM WORK
TS_| NTERVI EW

TS_I NTERVI EW L

TS_| NTERVI EW SET

TS_| NTERVI EW SET_L
TS_LANGUAGE

TS_LI NE_OF_BUSI NESS

TS_LI NE_OF_BUSI NESS_L
TS_LOOKUP

TS_LOOKUP_L

TS_LOOKUP_VAL
TS_LOOKUP_VAL_L

TS_MESSAGE

TS_MESSAGE L
TS_MESSAGE_PARAMVETER
TS_PATCH LOG
TS_PAYDEST CUSTOM PROPERTY
TS_PAYMENT_DESTI NATI ON
TS_PAYMENT_DESTI NATI ON_FI ELD
TS_PAYMENT_DESTI NATI ON_FI ELD L
TS_PAYMENT_DESTI NATI ON_L
TS_PAYMENT_METHOD
TS_PAYMENT_PROVI DER
TS_PAYMENT_PROVI DER L
TS_PROPERTY

TS_PROPERTY L

TS_SERVI CE_REQUEST_DEFN
TS_SERVI CE_REQUEST_DEFN L
TS_SERVI CE_REQUEST_FI ELD
TS_SERVI CE_REQUEST_FI ELD_L
TS_SVC _REQ CUSTOM PROPERTY
TS_VALI DATI ON_RULE

TS_VALI DATI ON_RULE_L

Verifying Creation of the PSRMSS Server
1. Logintothe Oracle WebL ogic Server console at ht t p: / / W.SHost Name: W.SAdni nSer ver Por t / consol e with
your webl ogi cAdni nUser / webl ogi cAdni nPasswor d credentials.
2. Select the <PSRVSS- domai nnane>, then expand Environment, and click Servers.
The server list should include the server name from your installation (as indicated by "psrmss_serverl" in this example).
(]

¥ Cuai}ﬁnnze this table

Servers (Filtered - More Columns Exist)
Chek the Lock & Faitbutten in the Change Center to activaie all the buttons on this page.

Showing 1o 50f & Previous | Mext

[T | Mame & Cluster Machine Stabe Health Listen Port
E ':.a---:-5e=-ee;¢-,'---] | | RUMNING | o | a001
|= .De-'—v. perver ] |sr RUNNING [ ox | sss
| 1= [soa_servart | |Rureane | o | s00s
| [uom_servers |s# | srmoonm [ | 16500
I [we Portiet o | Do [ | sass
|= .'.'.C_S.:uu: s | samoowm [ =

Showing 1t 60f 6 Previous | Mext

Figure 22: Verifying the installation server name
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Verifying the WSSDS Data Source

1. Logintothe Oracle WebLogic Server console at ht t p: / / W.SHost Nanme: W.SAdni nSer ver Por t / consol e with

your webl ogi cAdni nUser / webl ogi cAdni nPasswor d credentials.

2. Select the <PSRMSS- domai nname>, then expand Services, and click Data Sour ces.

Thelist of data sources should include WSSDS, targeted to your server, as shown in the following image:

Summary of JDBC Data Sources

Configuration  Manitoring

A JOBC data source t5 an object bound to the JNDI tree that provides database connectity through a pocl of JD8C connections. Applcations can look up @ data source on the INDI tree and then borrow a database connection from a

At souros,

Thes page summanzes the JDEC data scurce chiects that have been eated in thes doman,

[ Customize this table

Data Sources (Filtered - More Columns Exist)
Click the Lock & Mrhn\{}aﬂ\emcmw to activate al the buttons on ths page.

=]
I | Hame Type

Shewing 11 to 15ef 15 Previous | Next

Targets

INDT Name
= I-:'.ur‘_eIES | -:d-ac.'paues-u.-_s m-cnc_paene-.
|= ?ED-\Dal.aﬁwu | Geneic Imscmamce | soa_servar
| | soaLocamedatasource | Generic 'm'sommmmue Isml_sef-.erl
| : WebCenterDS Genenc Im.‘-'icb&n-.crsrs I\'Jt_som
IT |wssos Genenc HoCWSSDS P _server

Figure 23: Verifying the JDBC/WSSDS data source

Verifying the mds-PSRMSS_MDS Data Source

Showing 11 b0 150f 15 Previows | Mext

1. Logintothe Oracle WebLogic Server console at ht t p: / / W.SHost Nanme: W.SAdni nSer ver Por t / consol e with

your webl ogi cAdni nUser / webl ogi cAdni nPasswor d credentials.

2. Select the <PSRMSS_domai n >, then expand Services, and click Data Sour ces.

Thelist of data sources should include mds-PSRM SS_M DS, targeted to your server, as shown in the following image:
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Summary of IDBEC Data Sources.

Configuration Monitoring

A J0BC data source is an object bound to the JND] Tee that provides database connectivity through a pool of JOBC connections. Appbaations can look up o data source on the 10T Tee and then borow a database connecton froma

dabs source.

Thes page: sumemarizes the J0BC data sowrce objects that have been areated in ths doman.

¥ Customize this table

Data Sources (Filtered - More Columns Exist)
Chek: the: Lock & Editbutton in the Change Cenber to activate al the buthons on ths page.

ey e Dt Showirg 180 10af 15 Previous | Next
r {.\r.ea Type INDT Hame Targets
= |csos Genaric C5DS UCH_server i
I |EDroatasmmce GEnenic b fEDNDataSour o8 S08_server |
T |eotiocalfbataSource Generic JbcEDHLocalTxDataSource soa_gerver ]
™| mds-omism Generic jebcfencls Jowsm AdminServer, W Portiet, soa server], WC Spaces
’- 7 | mdspsamss_mos Generic b frcds fPSRMSS_MOS AdminServer, permss_server 1
T mas=oa [T YO e LS| oAl iAo r e BOTEGAT VT, S08_SArver 1
T | mds-spaces0s GEneriC b fereds fopacesls AdminServer, WC_Spaces
T | craspPMOataScurce Generic b fOrasDFDa taSource son_server]
¥ |oTes-s0ans Generic b JOTES-SOADS som_serverd
I© |oTssisracs Gensric JobeJOTSSUSRACS 08 _garver]
New ~ | | Delete Showing 100 100f IS Previous | Mext

Figure 24: Verifying MDS data sources

Verifying the PSRMSSFormsAdmin Group

1. Logintothe Oracle WebLogic Server console at ht t p: / / W.SHost Nanme: W.SAdni nSer ver Por t / consol e with
your webl ogi cAdnmi nUser / webl ogi cAdni nPasswor d credentials.

2. Select PSRMSS_domain > Security Realms > myrealm > Usersand Groups.

Thelist of groups should include PSRM SSFormsAdmin and be part of the Administrators group, as shown in the

following image:

Users  Groups

Thes page dapdays information about each group that has been configured in this sequrity realm.

b Customize this table

Groups

| N | | Dolote: Showing 110 9of9 Previous | Hext
[ | Name < Description Pravider

IT | AdsinChannelLisers AdrginChannsllisers can sroess the adein channel, Defaitauthenticator

T | Administrators MﬁuammmuﬂnwfrdlmwaWWMdsbmmdmm Defadtiwshenticator

IT | ApoTesters AppTesters group. Defmdtiushentcator

I” |CrossDomanConnectors mwmwwmmwm Defaultauthentboator

T | Degloyers Deplayers can view all résounce Sttributes and deloy Sppbcations. Defaultéuthenticator

T |Meritors. Monitors can view and madfy all rescunce atiributes and perform cperations nok nestricted by noles, DefaultAuthenticator

" |Operstors Operators can view and modfy ol resource attributes and perfiorm server Ifecyde aperations. DefaultAushanticator

™ | OradeSystemGroun Orache sppbcation software Systam groun. Defaitaushenticator

T |PSRMESFomsidmin Role is required for actions Reimport Lock Uniock Defaultiuthentcator

i, [iDekets Showing 11090f9 Previeus | Mext

Figure 25: Verifying the PSRMSSFormsAdmin group
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Verifying wasadmin User Creation

1. Logintothe Oracle WebLogic Server console at ht t p: / / W.SHost Nanme: W.SAdni nSer ver Por t / consol e with
your webl ogi cAdni nUser / webl ogi cAdni nPasswor d credentials.

2. Select PSRM'SS domain > Security Realms > myrealm > Users and Groups.

Thelist of users should include wasadmin and be part of the Administrators and PSRM SSFormsAdmin groups, as
shown in the following images:

TS

MNew Delete
[ | Name &% Description
|
A
[T | wasadmin PSRM-55 Added via Installation
[T | weblogic This user is the default administrator.
New Delete

Figure 26: Verifying the wasadmin user

Settings for wasadmin

General = Passwords | Atiributes | Groups

Sawve

Use this page to configure group membership for this user,

Parent Groups: I
Available: Chosen:
[T AdminChannelUsers [T Administrators
[T AppTesters ¥ |7 psRMSSFormsAdmin
[T CrossDomainConnectors b
[T Deployers
[” Monitors S
[T Operators R

[ oOracleSystemGroup

Sawve

Figure 27: Specifying wasadmin group membership

Verifying Successful Application Deployment

1. Logintothe Oracle WebLogic Server console at ht t p: / / W.SHost Name: W.SAdni nSer ver Por t / consol e with
your weblogicAdminUser/weblogicAdminPassword credentials.

2. Selectthe<PSRMSS_domain>, then expand Summary of Deployments.

Thelist of deployments should include a oracle.psrmss.extension(1.0,1.0) shared library, as shown in the following
image:
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-

[T | fisorade.psrmss.extension(1.0,1.0)

= | ma omemdde midmemf 4 4 4 44 4 4 Y

Figure 28: Verifying the shared library deployment

In addition, the list of deployments should include the PSRMSS application, as shown in the following image:

1| | 1 FRpOrtaiools (11.1.1.4.0)

I | E prPsRMsS

= | o DarartDuklichar 1ikrzres

Figure 29: Verifying the application deployment

Verifying Successful Key Creation

1. Logininto the Oracle Enterprise Manager console at ht t p: / / W.SAdni nHost : W.SAdni nSer ver Por t / emwith your
wilsadminuser/wlsadminpasswd credentials.

2. Expand the Farm_<PSRMSS_domain> > WebL ogic Domain, then right-click and choose Security > Credentials.

ORACLE Enterprise Manager 11¢ Fusion Middleware Control

:. Top |:|||:|g'5|'

B Farm~

-
v % Farm_base_domain
[= [ Application Deployments
L= 03 504
W 3 webLogic Domain

Farm_base_dom:

~| Deployments

[= [] User Messz Control ' '
= [ WebCenter  Logs ’

Port Usage

Application Deployment * s

SOA Deployment

Web Services

ADF Domain Configuration
Security

Metadata Repositories
JDBC Data Sources

System MBean Browser

= WebLogic Server Administration Console

General Information

Figure 30: Navigating to the Security/Credentials item

W [ Application Deploy
[= [ Internal Applicz
[= [ Resource Adap

CredenEls
DoTa:
Security Provider Configuration ks
CM Hel
Application Polic
pplication Policies B
Application Roles oM Ve
Keystore deedls
System Policies AoldUs
Audit Policy
[ WorkistEpp

3. Expand oracle.wsm.security and verify that the PSRMSS RM SY Skey islisted:
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base_domaing Lo
% WebLogic Domain + Page Refreshed Jul 8, 2

Credentials

A credential store is the repository of security data that certify the authority of entities used by Java 2, J2EE, and ADF applications. Application
Credential Store, a single, consolidated service provider to store and manage their credentials securely.

*|Credential Store Provider

9P Create Map o Create Key Z Edit... 3 Delete... Credential Key Name ®
iCredentiaI |Type EDesn:ription
L= [ ]BPM-CRYPTO
7 Jnrade.u\'sm.securiw

% PSRMSS_EXTUCM Password UCM Credentials
% PSRMSS_RMSYS Password Edge Product Service Credentials
% PSRMSS_BPEL Password BPEL Service Credentials

[= [ JPSRMS5-42.4.0.2.0

Figure 31: Verifying the security key

Accessing the PSRMSS Application

To access the PSRMSS application after a successful installation:

User http/s://<webl ogi c- Server >: <PSRM ss- ser ver - port >/ PSRVss/ f aces/ pages_hone

Admin login page http/s://<weblogic-Server>:<PSRM-ss-server-port> /PSRMss/faces/oracle/webcenter/portalapp/pages/
login.jspx

Main landing http/s://<weblogic-Server>:<PSRM-ss-server-port> /PSRMss/faces/oracle/webcenter/portalapp/pages/

page WSSHome.jspx

Configuring UCM for PSRMSS

UCM Configuration: Part 1

When the installation process is complete there are afew recommended configuration options that should be set in the UCM
server in order to support the ability to include UCM content in the PSRMSS portal pages.

1. LogintotheOracle UCM at htt p://W.SAdni nHost : UCMBer ver Por t Nunber / cs with wisadminuser/
wisadminpasswd. When thisisthe first login to the UCM server you will be asked to confirm the settingsin order to
finalize the installation of UCM. Y ou need only confirm all settings—there is no need to change anything at this point
—and proceed according to the instructions on the screen.

2. Restart the UCM Server after settings are confirmed.

3. Login to the UCM server again using the same credentials you used in the previous step. Expand the Administration
category in the navigation area, then expand the Admin Server option.

4. Perform the following configuration steps:
a) Select Advanced Component Manager .
b) InDisabled Components, select (press shift+right-click to select multiple options):

» folders g
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» FolderStructureArchive
c) Click Enable, then Save.
d) Inthe Admin Server window, select the Component Manager category in the navigation area, then select the All
Featur es option. Browse down the list of components and ensure that the following are checked:
»  WebcenterConfigure
» DynamicConverter
5. Click Update.
6. Restart the UCM Server.

UCM Configuration: Part 2

Use the following procedure to configure a socket connection for PSRMSS.

NOTE: The UCM server must be up and running.

1. Logininto the Oracle Enterprise Manager console at ht t p: / / W.SAdni nHost : W.SAdni nSer ver Por t / em with
wilsadminuser/wl sadminpasswd.

2. Perform the following configuration steps:

a) Choose WebCenter > Content > Content Server, then select Oracle WebCenter Content - Content Server
(UCM Server 1).

b) Right-click and select Configuration Pagesl nternet Configuration.
v @% Farm_base_domain [5] WeblLogic Server =
[= [ Application Deployments

S D:_SOA ~| Summary

[+ [ Metadata Repositories General
User M ing Servi :00:
.,-> [0 User Messaging Service Up Since Jul &, 2015 2:00:59
7 [ webCenter PM
% 3 Content State Running
% [ Content Server Health OK
(%] |oracle WebCenter Content - Conte—~ -~ = —— CPU Usage (%) 2.42
~ Home Heap Usage 69136
Monitoring k (ME)
ool ; Java Vendor Oracle Corporation
Java Version 1.6.0_37
Logs k
Configuration Pages L General Configuration
System MBean Browser Internet Cmﬁguraﬁon
General Information Records Management Configuration

Component Manager

Advanced Component Manager
Figure 32: Navigating to Internet Configuration

c) Enter thefollowing in the Server Configuration section:
e Set the Intradoc ServerPort to 4444
» Modify the IP AddressFilter list to add either a specific IP addressor *. * . * . *
3. Restart the UCM Server.
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Configuring SSL for a PSRMSS Server

For details on configuring SSL on a WebL ogic server, see Configuring S (http://docs.oracle.com/cd/E23943 01/
web.1111/e13707/sdl.htm) in the Oracle Fusion Middleware Securing Oracle WebLogic Server documentation.

NOTE: Implementing SSL is recommended for production environments.
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Appendix A

BPEL/SOA installProperties.xml

The following listing shows the structure and sample data contained in install Properties.xml.

Security Note: After a successful installation it is recommended that the install Properties.xml file is moved to a secured
location. It is also recommended that passwords supplied in the intall Properties.xml file be changed after the installation.

<?xm version="1.0" standal one="yes" ?>
<confi g>
<OTSS- ETPM>
<nmodul ename>0TSS- ETPM</ nodul enane>
<ETPM>
<Appl i cati onUser nanme></ Appl i cati onUser nane>
<Appl i cat i onPasswor d></ Appl i cati onPasswor d>
<Admi nSer ver >
<pr ot ocol >htt p</ pr ot ocol >
<host nane></ host nane>
<port nunber > </ port nunber >
<servername> </servernanme>
<appcont ext r oot > </ appcont ext r oot >
<user name> </ user name>
<passwor d> </ passwor d>
</ Adm nServer >
<ManagedSer ver >
<host nanme> </ host nane>
<port nunber > </ port nunber >
<server nane> </ server nane>
<user name> <user nane>
<passwor d> </ passwor d>
</ ManagedSer ver >
</ ETPM>
<Wor kFl ow. Not i fi cati on>
<fromemailid> </fromemailid>
</ Wor kFl ow. Not i fi cati on>
</ OTSS- ETPM>
<SOA>
<Admi nServer >
<protocol > </protocol >
<host nane> </ host name>
<port nunber > </ port nunber >
<server name> </ server nane>
<user nane> </ username>
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<passwor d> </ passwor d>
<domai nnanme> </ domai nnanme>
<admi nemmi | > </ adni nenai | >
</ Adm nSer ver >
<ManagedSer ver >
<prot ocol > </protocol >
<host nane> </ host nane>
<port nunber > </ port nunber >
<server name> </ server nane>
<user nane> </ usernane>
<passwor d> </ passwor d>
</ ManagedSer ver >
<mdsconfi g>
<ndsdbuser name> </ nmdsdbuser nane>
<nmdsdbuser passwor d> </ ndsdbuser passwor d>
<mdsdbhost name> </ ndsdbhost nane>
<nmdsdbpor t nunber > </ ndsdbport nunber >
<mdsdbsi d> </ ndsdbsi d>
</ mdsconfi g>
<JINVB>
<ser ver Nane>OTSSPSRMJ MsSer ver </ ser ver Nanme>
<Mbdul eNanme>OTSSPSRMJ MShModul e</ Modul eName>
<SubDepl oynment Name>OTSSPSRMSubDepl oynent </ SubDepl oynent Nane>
<Tar get Ser ver Nane>soa_ser ver 1</ Tar get Ser ver Nane>
<Per si t ent St or eName>OTSSPSRVFi | eSt or e</ Per si t ent St or eNanme>
<Persi tent St or eType>Fi | eSt or es</ Persi t ent St or eType>
<Per si st ent St or eFi | enanme> </ Per si st ent St or eFi | enanme>
</ JNVS>
</ SOA>
<ucw>
<ManagedSer ver >
<protocol > </protocol >
<host nane> </ host nane>
<port nunber > </ port nunber >
<servername> </ servername>
<user nane> </ username>
<passwor d> </ passwor d>
</ ManagedSer ver >
</ UCM>
<Bl >
<ManagedSer ver >
<protocol > </protocol >
<host nane> </ host nane>
<port nunber > </ port nunber >
<user nane> </ usernane>
<passwor d> </ passwor d>
<reportLocation> </reportLocation>
</ ManagedSer ver >
</ Bl >
<DS>
<dba. dbuser nane> </ dba. dbuser nanme>
<dba. dbuser passwor d> </ dba. dbuser passwor d>
<dbuser nane> </ dbuser nane>
<dbuser passwor d> </ dbuser passwor d>
<dbuser. cr eat ef | ag>t rue</ dbuser. creat ef | ag>
<dbhost name> </ dbhost nanme>
<dbpor t nunber > </ dbport nunber >

<dbsi d>

</ dbsi d>
</ DS>
<USR>

<dba. dbuser nane> </ dba. dbuser nanme>
<dba. dbuser passwor d> </ dba. dbuser passwor d>
<dbuser nane> </ dbuser nane>
<dbuser passwor d> </ dbuser passwor d>
<dbuser. creat ef | ag>t rue</ dbuser. creat ef | ag>
<dbhost nane> </ dbhost nane>
<dbpor t nunber > </ dbport nunber >
<dbsi d> </ dbsi d>
</ USR>
</ confi g>
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InstallProperties Descriptions and Examples
Security Values denote values that should be changed when in production.

Property Description Example
<config>
<modulename> Name of the integration module Default: OTSS-PSRM

Do not change this value.

<PSRM>

<AdminServer> Currently not used; leave subelements blank

<protocol> The protocol of the application (https or http)

<hostname> Host name of the server in which the PSRM
admin server is installed

<portnumber> PSRM port number the admin server is
listening to

<servername> Admin PSRM server name

<username> User name used to log in as an Admin server
administrator

<appcontextroot> Context root of the PSRM Application ouaf

<password> Password used to log in as an Admin server
administrator. Note: This is a Security
Value.

<ManagedServer> Currently not used; leave this and subelement
blank

<hostname> Currently not used; leave this and subelement
blank

<portnumber> Currently not used; leave this and subelement
blank

<servername> Currently not used; leave this and subelement
blank

<username> Currently not used; leave this and subelement
blank

<password> Currently not used; leave this and subelement
blank

<WorkFlow.Notification>

<from.emailid> Email ID which should be set in the “From” admin@oracle.com

property of Workflow Notification bean

<SOA>

<protocol> Currently not used; leave this as http http

<hostname> Host name of the server where admin server soaadmin.oracle.com
hosting SOA suite is installed.

<portnumber> Port number the admin server (hosting SOA 7001
suite) is listening to.

<servername> Admin server name (hosting SOA suite) AdminServer
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Property Description Example

<username> User name used to log in as an Admin server weblogic
(hosting SOA suite) administrator.

<password> Password used to log in as an Admin server
(hosting SOA suite) administrator. Note: This
is a Security Value.

<domainname> WebLogic domain name hosting SOA suite. soa_domain

<adminemail> Admin Email Address for OPC

Security Note: When integrating between
PSRMSS and OPC, it is not mandatory to use
a secured connection configuration (SSL). It
is recommended, however, to use a secured
connection whenever possible, and the user
should inquire about this option with Official
Payment Corporation when implementing

the integration with this payment processing

vendor.
<ManagedServer>
<protocol> Currently not used; leave this as http http
<hostname> Host name of the server where managed managedserver.oracle.com
server (hosting SOA suite) is installed.
<portnumber> Port number the managed server (hosting 8001
SOA suite) is listening to.
<servername> Managed server name (hosting SOA suite) soa-serverl
<username> User name used to log in to managed server weblogic
(hosting SOA suite) as an administrator.
<password> Password used to log in to managed server
(hosting SOA suite) as an administrator.
Note: This is a Security Value.
<mdsconfig>
<mdsdbusername> User name used to log in to MDS schema. DEV_MDS
<mdsdbuserpassword> Password used to log in to MDS schema.
Note: This is a Security Value.
<mdsdbhostname> Host name of the server hosting the database
containing MDS schema
<mdsdbportnumber> Port number of the database containing MDS 1521
schema.
<mdsdbsid> SID of the database containing MDS schema
<JMS>
<serverName> Server name hosting the JMS queue. OTSSETPMJMSServer
NOTE: Queues are hosted and targeted on
a WebLogic domain hosting SOA suite, do
not change this value
<ModuleName> Module name hosting the JMS queue. OTSSETPMJMSModule
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Property Description Example

<SubDeploymentName> Sub deployment name for JMS queues OTSSETPMSubDeployment
<TargetServerName> WebLogic managed server name. soa-serverl
<PersistentStoreName> JMS persistent store name OTSSETPMFileStore
<PersistentStoreType> JMS persistent store name FileStores
<PersistentStoreFilename> JMS persistent store type (FileStores) Ipsrmssffilestore

This value should be pointing to directory that
exists and is accessible.

<UCM>

<protocol> The protocol of the application (https or http).

<hostname> Host name of the server on which the
managed server (hosting UCM Server) is
installed.

<portnumber> Port number on which the managed UCM
server is listening.

<servername> Managed server name for UCM_serverl.

<username> User name used to log in to UCM; used to
create the UCM Key.

<password> Password used to log in to UCM; used to
create the UCM Key.
Note: This is a Security Value.

<BI>

<protocol> The protocol of the application (https or http).

<hostname> Host name of the server on which the
managed server (hosting Bl Server) is
installed.

<portnumber> Port number on which the managed Bl server
is listening.

<username> User name used to log in to BI; used to create
the connection to BI.

<password> User name used to log in to BI; used to create
the connection to BI.
Note: This is a Security Value.

<reportLocation> This value should be set to the report folder
location in Bl Publisher.
Example value: / ~webl ogi c/ Drafts/

<DS>

<dba.dbusername> User name used to log in as a database system
administrator (DBA).
This database hosts the schema required for
the PSRMSS Direct Flows Integration

<dba.dbuserpassword> Password used to log in as a database

administrator (DBA). Note: This is a Security
Value.
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Property

Description

Example

<dbusername>

User name used to log in to OTSSBPEL
schema for PSRMSS Direct Flows integration.

This user can be automatically created by
the install (set dbuser.createflag to true) or
manually outside the install process.

<dbuserpassword>

Password used to log in to PSRMSSBPEL
schema for PSRMSS Direct Flows Integration.
Note: This is a Security Value.

<dbuser.createflag>

Flag specifying whether to create a new
schema or use the existing schema for
PSRMSS Direct Flows Integration.

If the schema is created manually outside of
the installation process, then set this value
to "false". Otherwise, set the value to "true",
if the installation script should automatically
create the schema.

Valid values: true or false (case sensitive)

true

<dbhostname>

Database host name used for PSRMSS Direct
Flows Integration.

Database.us.oracle.com

<dbportnumber>

Database port number used for PSRMSS
Direct Flows Integration.

1521

<dbsid>

Database SID used for PSRMSS Direct Flows
Integration.

SID

<USR>

<dba.dbusername>

User name used to log in as a database
administrator (DBA).

This database hosts the schema required for
the User Enrollment Integration.

<dba.dbuserpassword>

Password used to log in as a database
administrator (DBA).

Note: This is a Security Value

<dbusername>

User name used to log in to User Enrollment
schema for PSRMSS Direct Flows integration.

This user can be automatically created by
the install (set dbuser.createflag to true) or
can be created manually outside of the install
process.

<dbuserpassword>

Password used to log in to users schema for
User Enroliment.

Note: This is a Security Value.

<dbuser.createflag>

Flag specifying whether to create a new
schema or use the existing schema for Users
schema.

If the schema is created manually outside of
the installation process, then set this value to
"false". Otherwise, set the value to "true" if the

true
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Property Description Example
installation script should automatically create

the schema.

Valid values: true or false (case sensitive).

<XdbhostnameXXx> Database host name used User Enroliment. database.us.oracle.com
<dbportnumber> Database port number used for User 1521

Enroliment.
<dbsid> Database SID used for User Enrollment. This SID

stores information about different users of

the Self Service Application, you may want

to consider placing this User Schema in a
different database than in the PSRMSS Direct
Flows Integration.
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Appendix B

RCU Database Creation (Sample)

When creating the RCU database you should configure the following components.
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ERepusitury Creation Utility - Step 3 of 7 : Select Components

Select Components

ORACLE’ 11g

FUSION MIDDLEWARE

A Prefix groups the campoaonents associated with one deployment.
.:, Database Connection Details (2) Create a news Prefix DEY |
\.:.-" Select Components Prefix can contain only alpha-numeric characters. Prefix should not
| start with 2 number and should not contain any special characters.
;T; Schema Passwords
: Component Scherna Owner |
=0 Oracle A5 Fepositary Campanents Z
EEf A5 Cammaon Schemas
¥ Metadata Services DEY_MDS
O Audit Services 1AL
O Audit Services For OES LALIDES
O Enterprise Scheduler Service ES5
O Oracle Flatform Security Servces QPSS
#HOIdentity Management
EEf Enterprise Content Management I |
O Oracle Infarmation Rights Management QRAJRM
¥ Oracle Content Server 119 - Complete DEV_QCs
O Oracle Content Server 119 - Search Only QCs5EARCH
O Oracle Universal Fecards Management 11g LREMSERNWEFR.
O Oracle Imaging and Pracess Management 1P
#HO Oracle Data Integratar |
HO Oracle Business Intelligence |
IMezsages:
Help < Back || Mext = Cancel

Figure 33: Repository Creation Utility: Selecting components

Required RCU Components Schema Owner
Metadata Services <PREFIX>_MDS

Oracle Content Server 11g - Complete <PREFIX>_0OCS

SOA Infrastructure <PREFIX>_SOAINFRA
User Messaging Service <PREFIX>_ORASDPM
WebCenter Spaces <PREFIX>_WEBCENTER
Portlet Producers <PREFIX>_PORTLET
Activity Graph and Analytic <PREFIX>_ACTIVITIES

You will also need to create a separate MDS schema in the database for the PSRM SS application.

Required RCU Components Schema Owner

Metadata Services <PREFIX>_MDS
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Appendix C

PSRMSS Sample Domain Creation

Thefollowing is a sample of the extension that will be needed to be installed prior to installing PSRMSS.

L, Pusscan Feddieware Configurstson Wizard

LSelect Extension Source

oRACLE

Bxtend my domain automatically te support the Fallowing added

Ll
* products:

[ Owacie EPM Suite for developers = 11.1.1.0 |Sracle_S0A1]

[ vl BPM Suite - 144 40 [Orucle_50A1]

[ coracte Imaging and Frocess Management - 111 10 [Orace_ECHL]

[J wacke Universal Records Managesienc = 11.1.1.0 [Oraclie_ECM1]

[ owacte Unbersal Content Masages s - Inbaund Refinery = 11,1 1.0 [Oeacls_ECM1]
[ oracte Infommation Eighis Mansgement - 11.1.1.0 |[Gracke_ECMI]

[ wacke Business Activity Monitoring - 11110 [Oracle_S08L1]

T Piwnria | ik eral Cotant bine s m s = S0VE Tome SERRN 1 e

O Extend my domain using an existing extension temglate

Ezi Haip Provious

Figure 34: Selecting a domain extension source

The following components need to be selected for the domain:
» Basic WebLogic Server Domain

» Oracle WebCenter Spaces

 Oracle Portlet Producers

» Oracle Enterprise Manager

» Oracle SOA Suite

» Oracle WebCenter Activities Graph Engine
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e Oracle WebCenter Spaces

» Oracle Universal Content Management
» Oracle WebCenter Analytics Collector
» Oracle WSM Policy Manager

» Oracle JRF

In the configure JDBC Component Schema screen, you should see following Components if the correct extensions are
selected in the previous steps of the domain creation.

B Fusios Middlewasre Configuration Wizard

Configure |DBEC Component Schema
ORACLE

MNote2  ChanQe only The INPUE Fields B iow that yousksh 10 modify and values wal be applied 10 a8 selected rows.

vendor:| Oracle - DBMS Service
Drtwer: | *Orscle’'s Driver {Thin} for Service connections; Versions:2.0.1 = Most Name: gbhnst &« smpke com
Schema Crmner: i i L Port:| 1521
Sehema Passward:

[ Cerdigure zelected componert schemas az RAC multi difs rource schemaz in the next panel

Comparmnt §ihame DEMS/ farvae Ha# Mams Part Scharma Crasiar SeFam P veord

EA | Actnriests Schema orcl dbhost example cor 1521 | DEV_ACTIVITIES
B | UoM Serama sarice_nams dbhost example cor| 1521 | DEW_OCS
[ | 50k Infrastructure orcl dbhos. example cor 1521 | DEV_SOAINFRA
B | User Messaging Service ord dbhosi. example.cor| 1521 DEV_ORATDPM
B | PortletDs Schema ord dbhost. example.cor| 1321 | DEV_PORTLET
B4 | WebCantar(s Schesa arcl dbhodl kxample cor 1521 | DEV_WESCENTER
[ | WebCenter MDS Sehema arel dbhod. example cor | 1521 | DEN_MDS
B | owsk MDS Schema wrel dbhos example cor 1521 DEN_MDS
BA | som mns Schema orol dbhost example cor 1521 DEM_MDS

Exi Help Erevious Hext

Figure 35: Configuring the JDBC Component Schema
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Appendix D

Sample Oracle WebLogic Data Sources

The following are the sample layout of the data sources that should be present in your domain when working with
PSRMSS:

Change Center
¥iew changes and restarts

Caonfiguration editing is enabled. Future
changes will automatically be activated as wou
madify, add or delete ikems in this damain.

Domain Structure

base_domain -
F-Ervironment
-~Deployrents
EH-Services
EI-'M.essaging
-=IM5 Servers
--Store-and-Forward Agents
==IMS Modules
I-"Path Services

'Bridges
--Data Sources
“-Persistent Stores
--Fareign JNDT Providers
oWork Confeets =

—r———r-——r-—-r—

Figure 36: Domain Change Center
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Data Sources (Filtered - More Columns Exist)

| New~ | [ Delete Showing 1 ko 12 of 12 Previous | Next
[ | Name ¢ L% Type INDI Name Targets

[ | ctivitiesos Generic | jdbcjActivitiesDS W _Utilities, WC_Spaces

[] | csos Generic | CSDS LUCH_serverl

[ | EDMDakaSource Generic jdbc/EDNDataSource s0a_serverl

[ | EDMLocalTxDataSource Generic jdbciEChLocalTxDatasource 208_serverl

[ | mds-owsm Generic jdbcimds ovwsm AdminServer, WC_Portlet, soa_serverl, WC_Spaces

[ | mds-s0a Generic jdbemds/MDS_LocalTxDataSource AdminServer, soa_serverl

[J | mds-SpacesDs Generic jdbcymds/SpacesDs AdminServer, \WC_Spaces

[ | orasoPMDatasource Generic | jdbciOrasDPMDataSource soa_serverl

[ | Portietns Generic jdbeiportletPrefs WC_Portiet

[] | soapataSouwce Generic jdbc) SOADataSource soa_serverl

[ | soaLacalT=DataSource Generic jdbefSOALocaTDataSource soa_serverl

[ | webCenterns Generic jdbc)WebCenterDis WC_Spaces

| New~ | [ Delete Shawing 1 to 12 of 12 Pravious | Next

Figure 37: Selecting domain data sources
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Appendix E

Sample Summary of Servers

The following are the servers that need to be installed into the domain prior to installing PSRMSS.

4
Summary of Servers

Configuration Conkrol

A server is an instance of Weblogic Server that runs in ks own Java Yirtwal Machine (1¥M) and has iks own configuration.

This page summarizes each sarver that has been configured in the current Weblogic Server domain.

($]

| Customize this table

Servers (Filtered - More Columns Exist)
Showing I to 6 of & Previous | Mext

Mew Clone Dielete

[]] Name < Cluster Machine State Health Listen Port

[ | AdminServer{admin) initialinstall | RUMNING | oK &001

[ | soa_servert intialinstal iSHJTDOWN [ 11001

[ | ucr_server: initialinstal | sHUTDOWN 17200
| 1 | we_portiet initialinstal | SHUTDOWN [ 9889

[ | wec_spaces initiallnstal SHUTDOWN 9588

| 1 | we_ilities initialinstal | sUTDOWN | 9891

Mew | | Clone | | Delete Showing | to 6 of 6 Previous | Next

Figure 38: Summary of Servers
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Installation Properties

Appendix F

The following listing shows the structure and sample data contained in PSRM-SS-Install Properties.xml file.

Security Note: After a successful installation it is recommended that the PSRM-SS-Install Properties.xml file be moved to
asecured location. It is also recommended that passwords supplied in the PSRM-SS-Install Properties.xml file be changed.
The values that should be changed are marked with " Security Value" in the description fields in the table that follows the

filelisting.

<?xm version="1.0"
<confi g>
<W\BS>

st andal one="yes" ?>

<nodul enane>PSRM SS- APPLI CATI ON</ nodul enane>

<ot ss>

<user name> </ user name>
<passwor d> </ passwor d>
<Adm nServer >

<pr ot ocol >t 3</ pr ot ocol >

<host nane> </ host nane>

<port nunber > </ port nunber >

<server nane>Adni nSer ver </ ser ver nanme>
<usekeyfi | e>f al se</ usekeyfil e>
<user nane> </ user nanme>

<passwor d> </ passwor d>
<userconfigfile> </userconfigfile>
<user keyfil e> </userkeyfil e>
<domai nname> </ domai nnanme>

<r eal mNane> </real mNane>

</ Adm nServer >
<ManagedSer ver >

<host nane> </ host nanme>
<por t nunber > </ port nunber >

<server nane>psrnes_server 1</ server name>

<machi ne> </ machi ne>
<cl ust er name></ cl ust er nane>

</ ManagedSer ver >

<DB>

<dba. dbuser nane> </ dba. dbuser nane>

<dba. dbuser passwor d> </ dba. dbuser passwor d>

<dbuser nane> </ dbuser nane>
<dbuser passwor d> </ dbuser passwor d>
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<dbuser. creat ef | ag>t rue</ dbuser. creat ef | ag>
<dbhost nanme> </ dbhost nanme>
<dbpor t nunber > </ dbpor t nunber >
<dbsi d> </ dbsi d>
<script>select 1 from dual </script>
</ DB>
<mdsconfi g>
<ndsdbuser name> </ ndsdbuser nane>
<mdsdbuser passwor d> </ mdsdbuser passwor d>
<ndsdbhost name> </ ndsdbhost nane>
<mdsdbpor t nunber > </ ndsdbport nunber >
<ndsdbsi d> </ mdsdbsi d>
</ mdsconfi g>
</ ot ss>
<ucwm>
<host nanej cr > </ host nanej cr>
<port nunberjcr> </ portnunberjcr>
</ UCw>
<SoA>
<ManagedSer ver >
<host name> </ host nane>
<port nunber > </ port nunber>
<server nane>soa_server 1</ server nane>
<cr eat ebpel map>t r ue</ cr eat ebpel map>
<adm nuser nane> </ admi nuser nanme>
<adm npasswor d> </ adm npasswor d>
<pr ot ocol >ht t p</ pr ot ocol >
</ ManagedSer ver >
</ SOA>
</ WS>

</ confi g>

PSRM-SS-InstallProperties.xml Descriptions and Examples
Security Note: Security values denote values that should be changed when in production.

XPath

Description

Example

Modulename

ModuleName for which this installation
property is used. Not used by installation
framework. Hardcoded to "PSRM-SS-
APPLICATION".

/config/otss/username

The username used to access the PSRMSS
Application. This will be created during the
installation.

/config/otss/password

The password that will be used to access
the PSRMSS Application. This will be the
password of the user that will create during
the application. The password needs to be at
least eight characters long. Note: This is a
Security Value.

/config/otss/AdminServer/protocol

The protocol to access the admin console

Leave the default of t3; this will be used in
future releases.

t3

/config/otss//AdminServer/ hostname

Hostname of Admin Server of WebLogic
domain hosting the PSRMSS application

PSRM-SS-hostname.oracle.com

/config/otss//AdminServer/portnumber

Port Number of Admin Server of WebLogic
domain hosting the PSRMSS application

7001
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XPath

Description

Example

[config/otss//AdminServer/servername

Managed server name for the Admin Server
hosting server.

AdminServer

/config/otss//AdminServer/userkeyfile When this value is set to true, the false
userconfigfile and userkeyfile are used to
connect to the server.

[config/otss//AdminServer/username Admin Username which should be used to weblogic

access the Admin Server.

/config/otss//AdminServer/password

Admin Password which should be used to
access the Admin Server

Note: This is a Security Value.

WLSAdminPasswd

/config/otss//AdminServer/userconfigfile

This value should be set to the location of the
user configuration file.

The value does not need to be set unless you
are using the user store configuration.

/config/otss//AdminServer/userkeyfile

This value should be set to the location of the
user key file.

The value does not need to be set unless you
are using the user store configuration.

/config/otss//AdminServer/domainname

WebLogic domain name hosting the PSRMSS
managed server.

base_domain

[config/otss//AdminServer/realmname

Realm name of the embedded WebLogic
LDAP configured for WebLogic domain
hosting PSRMSS

myrealm

/config/otss//ManagedServer/hostname

Hostname of Managed server hosting
PSRMSS.

Note: This is used during the installation
process.

PSRM-SS-hostname.oracle.com

/config/otss//ManagedServer/portnumber

Managed server port number.

Note: This is used during the installation
process. The port number should not be in
use by a different process on the server.

[Iconfig/otss//ManagedServer/servername

Managed server name hosting PSRMSS.

Note: This is created during the installation
process.

psrmss_serverl

/config/otss//ManagedServer/machinename

Machine name to associate with the managed
server name hosting PSRMSS

Note: The Administration Server uses the
machine definition in conjunction with Node
Manager to start remote servers during the
installation process.

Qa

/config/otss//DB/dba.dbusername

Sys user to connect to DB which will host
WSS-specific DB objects.

system

Note: If using sys user then use "sys as

sysdba".
/config/otss//DB/dba.dbuserpassword sys user password. Note: This is a Security
Value.
/config/otss//DB//dbusername Database username which will host PSRMSS WSSADM

specific DB objects.
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XPath Description Example
/config/otss//DB/dbuserpassword Password of DB username which will host

PSRMSS specific DB objects. Note: This is a

Security Value.
/config/otss///DB/dbuser.createflag Flag to state whether to create database user true

or specify if user already exists. Valid values:

true — Create user during the installation of
PSRMSS.

/config/otss///DB/dbhostname

Hostname to connect to Databases

databaseserver.oracle.com

/config/otss///DB/dbportnumber Port Number to connect to Database 1521
/config/otss///DB/dbsid SID/service name to connect to database DBSID
/config/otss/mdsconfig/mdsdbusername Username of schema hosting MDS for WSS PSRMSS_MDS

application.

Note: This should be the user that was
created for the for the empty MDS Schema.

/config/otss/mdsconfig/mdsdbuserpassword

Password to connect to the schema. Note:
This is a Security Value.

/config/otss/mdsconfig/mdsdbhostname

Hostname to connect to Database

databaseserver.oracle.com

/config/otss/mdsconfig/mdsdbportnumber

Port Number to connect to DB

1521

/config/otss/mdsconfig/mdsdbsid

SID/service name to connect to schema

DBSID

/config/otss/UCM/hostnamejcr

Hostname of the UCM Server

UCM-HostName.oracle.com

/config/otss/UCM/portnumberjcr

JCR Port Number of the UCM Server.

/config/otss/SOA/hostname

Hostname of the SOA Server

SOA-HostName.oracle.com

/config/otss/SOA/portnumber

SOA Port Number of the SOA Server

8001

/config/otss/SOA/servername

SOA Server Name

soa_serverl

/config/otss/SOA/createbpelmap

This value specifies whether to create the
Map for the connection between PSRMSS
and the SOA endpoints.

true

/config/otss/SOA/adminuser

This username is used to create the map for
the connection between PSRMSS and the
SOA endpoints.

weblogic

/config/otss/SOA/adminpassword

This value of password is used to create the
map for the connection between PSRMSS
and the SOA end points.

Note: This is a Security Value.

[config/otss/SOA/protocol

The protocol to access the SOA Server (https
or http)

Note: This is a Security Value; itis
recommended that the connection between
the Portal Application and the SOA server be
SSL-enabled.

http
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Appendix G

Installer Utility Overview

Theinstallation utility has several different input options that can be passed in as input. The following table contains the

available options:

Table 1: Installation Options

Option Description

Tasks Performed

i Full installation of

* Creates a WebLogic managed server

PSRMSS
« Links needed Libraries and applications to the WebLogic managed server
* Creates a MetaData Repository mds-PSRMSS_MDS
« Creates a Database Source WSSDS
« Deploys PSRMSS shared library
* Configures and Deploys PSRMSS ear File
« Creates and Installs a Database Schema for PSRMSS
d Full uninstallation .
« Removes a WebLogic managed server
of PSRMSS
*« Removes a MetaData Repository mds-PSRMSS_MDS
* Removes a Database Source WSSDS
¢ Undeploys PSRMSS ear File
¢ Undeploys PSRMSS shared library
* Drops a Database Schema for PSRMSS
r Redeployment N
¢ Undeploys PSRMSS Application ear
of PSRMSS
components « Deploys PSRMSS Application ear

¢ Undeploys PSRMSS shared library
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Option Description Tasks Performed
* Deploys PSRMSS shared library

Theinstaller will continue with the installation should a task fail. Failures will be listed on the screen as a summary at the
end of the installation, along with the install.log file. Y ou can rerun the installer after corrective action is taken.
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URL Examples

Appendix H

Component

URL Syntax

WebLogic EM Console

http://<weblogicHost>:<webLogicPortNumber>/em

WebLogic Console

http://<weblogicHost>:<webLogicPortNumber>/console

SOA Composer

http://<SOAHost>:<SOAPortNumber>//soa/composer

UCM Console

http://<UCMHost>:<UCMPortNumber>/cs
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Appendix |

Integration Environment Settings Example

Thefollowing is an example of setting the needed environment variables for the PSRMSS-PSRM Integration.
On Linux:

PRODUCT HOMVE=/ ouaf / ver si ons/ Rel eases/ PSRVSS/ BPEL- Rel ease-V2.4.0.2.0-1nitiallnstall/OISS-PSRM ;
export PRODUCT_HOVE

W._HOVE=/ PSRMt SS/ qa2_m ddl ewar e1035/; export W._HOVE

SCA HOMVE=PSRM SS/ ga2_m ddl ewar e1035/ Or acl e_SOA1; export SOA HOVE

ORACLE_HOVE=/ PSRM SS/ qa2_mi ddl ewar e1035/ Or acl e_SOA1; export ORACLE_HOVE

source "${W._HOVE}/w server_10. 3/ server/ bi n/ set W.SEnv. sh"

cd $PRODUCT_HOVE/ bi n
On Windows:

SET PRODUCT_HOME=C: \ downl oad\ Rel ease\ PSRM SS\ OTSS- Rel ease-V2.4.0.2.0-1nitiallnstall\OTSS- PSRM
SET W._HOVE=C: \ PSRM ss\ m ddl ewar €10. 3. 6;

SET SOQA HOVE=C: \ PSRM ss\ mi ddl ewar e10. 3. 6\ O acl e_SOAl

SET ORACLE_HOVE=C: \ PSRM ss\ m ddl ewar €10. 3. 6\ Or acl e_SQOA1;

run C \ PSRM ss\ m ddl ewar e10. 3. 6\ W server _10. 3\ server\ bi n\ set W.SEnv. cnd

cd %PRODUCT_HOVE% bi n
For additional details, see Appendix A.
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Appendix J

PSRMSS Environment Settings Example

Thefollowing is an example of setting the needed environment variables for the installation of PSRMSS.
On Linux:

PRODUCT_HOME=/ PSRM ss/ ver si on/ PSRVSS- Rel ease-V2.4.0.2.0-1nitiallnstall/; export PRODUCT_ HOVE
W._HOVE=/ PSRM ss /m ddl ewarel0. 3. 6; export W._ HOVE

SCA HOME=/ PSRM ss /m ddl ewar el0. 3. 6/ Oracl e_SOAl; export SOA HOVE

ORACLE_HOVE=/ PSRM ss / m ddl ewar €10. 3. 6/ Oracl e_SOA1; export ORACLE_ HOVE

source "${W._HOVE}/ w server_10. 3/ server/ bi n/ set W.SEnv. sh"

cd $PRODUCT_HOWE/ bi n

On Windows:

SET PRODUCT_HOVE=C: \ downl oad\ Rel ease\ PSRM SS\ PSRMVSS- Rel ease-V2.4.0.2.0-1nitiallnstall\
SET W._HOME=C: \ PSRM SS\ mi ddI ewar e10. 3. 6;

SET SQA HOME=C: \ PSRM SS\ mi dd| ewar e10. 3. 6\ Or acl e_SOAl

SET ORACLE_HOVE=C: \ PSRM SS\ i dd| ewar e10. 3. 6\ Or acl e_SOA1;

run C:\ PSRM SS\ m ddl ewar e10. 3. 6\ Wl server _10. 3\ server\ bi n\ set W.SEnv. cnd

cd 9%PRODUCT_HOVE% bi n
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Security Notes

Appendix K

The following documents provide additional information on securing the application.
Configuring SSL on a WebL ogic server:

* http://docs.oracle.com/cd/E23943 01/web.1111/e13707/ssl.htm

WebL ogic Security:

* http://docs.oracle.com/cd/E23943 01/web.1111/e13711/thin_client.htm

Securing SOA (BPEL):

« http://docs.oracle.com/cd/E17904_0L1/integration.1111/e10226/soacompapp_secure.htm
Securing UCM:

 http://docs.oracle.com/cd/E14571 01/doc.1111/€10792/c03_security002.htm
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Appendix L

Sample: Reassociating the Identity Store with an External
LDAP (OUD)

This appendix describes how to configure the identity store to use an external LDAP server, such as an Oracle Unified
Directory, rather than the default embedded LDAP.

Toreassociatetheidentity store:

Log in to the WebL ogic Administration Console.

Navigate to the Domain Structure.

in Structure

¥ BH-Environment
t--Deployments
B-Services I
t—-Seaurity Realms I
Bt-Interoperability
B-Diagnostics

Figure 39: Domain Structure pane

The Summary of Security Realms pane displays:
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summary of Security Realms.
A searity realm is a container for the sechanisms —incuding users, groups, searity roles, seaurity polces, and seaxity providers--that are used to protect WeblLogic ressunces, ou can have multiple security realms in a Weblagic Server
domain, but only one can be set as the default (active) resim.

This Security Realms page lsts each sequrity reaim that has been configured in this Webllogic Server domain. Clck the name of the reaim to explore and configure Fat reaim.

[ Customize this table

Realms [Filtered - More Columns Exist)
Chck the Look & Falitbution in the Change Center to actvate all the buttons on ths page.

L Mel\ Showing 1 to 1of 1 Previous | Next
[ .

| mame & Default Realm

|[F | myreskn e

Hew | | Delele Showing 1to Lof 1 Previous | Next

Figure 40: Summary of Security Realms pane

In the Name column, click the realm for which you want to reassociate the identity store.
The Realm Settings pane displays:

Fettings for myrealm
Configuration Users and Groups  Roles and Polices  Credential Macpings  Providers  Migration

|'E¢lml RDBEMS Seowity Siore  User Lockout | Performance

e the Lock & Ediit button in the Change Center to madify the settings on ths page.
Save

IUise this page to configune the general behawior of this seourity realm.

Hate:

1f you ane implementing searity using JACC (Mva Autharization Contract for Contaners as defined in 1SR 115), you must uss the DD Only searity model. Other Weblogic Sarver madets are not available and the ssamity Amctions
for \Web spplcations and E38s in the Administraton Console are desablad.

Hame: ryreslim The name of this security realm,  More Info...

4] Security Model Default: DD Only ﬂ Spechies the default seouity moded for Web sppbzatons or EX that ace secured by this
security resim. You can override this default during deployment.  More Info...

Fﬁmlﬂdnﬂem!nﬂeﬂ Dietermiries o the robe mappings in the Enberprise Application, Web applicasion, and EB
containers interact. This setting is vald only for Web applcations and EXBs that use the
Advanoed security model and that initalize roles from deployment desaiplons.  More Enfo. .

™ 45 Use Authorization Providers to Pratect JMX Access Configures the Weblogs: Server MBean servers 1o use the seourity realm’s Authorization
providers in determine whether a I chent has permizsion bo access an MBaan atiribube o
irvoke sn MBesn operation.  More Info...

— | Advanced
Save

ik the Lok & Editbutton in the Changs Center 1o madify the settings on this page,

Figure 41: Realm Settings pane

Open the Providerstab.
The Providers Settings pane displays:
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Settings for myrealm
Configuration ~ Users and Groups ~ Rioles and Polides  Credentisl Mappings  Providers  Migration
Authentication @ﬁmﬂ.m Authorization  Adjudication  Role Mapping  Auditing  Credential Mapping  Cerlificaion Path | Keystones
An Aurthenbcation provider allows WebLogic Server to establish trust by validating a wser. You must have one Authentication provider in a security resim, and you can configure multiple Authentication prowviders in a secunity realm,
Different types of Authentication providers are designed to access different data stores, sudh a2 LDAP servers of DEMS. You can also configre & Realm Adspter Authentcation provider that alows you 1o work with users and groups from
previous releases of Weblogic Server.
| Customize this table
Authentication Providers
Click the Logk & Edit button in the Change Centter to activabe al the buttons on this page,

Racrds Showing 10 20f 2 Previows | Mext
r
M mame Description Version
| T | Defacitauthenticatse | WL exgee A thentization Privider | Lo
[ | pefauitrdentynsserter | webtogs tdentity assertion provider [1o
e Dicdete | Reorder Showing 1w 20f 2 Frevious | Next

Figure 42: Settings Pane - Providers

» Click New to add a new provider.
The Create a New Authentication Provider pane displays:

Creats s R Aathestaation Frovider
Qf | | | Conewl

EresIE i new Authenlicatins Praviler

Tha Ssoveng progs e el e e &0 entfy s sa A hentc gton Provider

Th s o4 o TSR e
Rame OUT AT e
Trm u the o of autertxston srevte ou wah (o et
e OpanlDAPAenicatr =

aK | || Canesl

Figure 43: Creating a new Authentication Provider

Enter aname for the provider (for example OUDA uthenticator for a provider that will authenticate the user for the
Oracle Unified Directory).

Select the authenticator appropriate for your LDAP directory from the list of authenticators.

Be sure to select the authenticator associated with the LDAP you are configuring rather than choosing the
generic DefaultAuthenticator. For example, for OUD select OpenL DAPAuthentication, or for OID select
OraclelnternetDirectoryAuthenticator.

» Click OK to save your settings.
» The Settings pane displays with the new authentication provider
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S lTwians foe Sprrabs
Corviguenbn  Lsers oo Grops  Rlsies wed Poloes  Credests Migowryn  Previders  Migator

Auihenticalion  Fycewd Valdsion  hePocmvion | ddudceioe Gk bspolg ki DrecesseiMapony | Ceriforien el | Kevsisees

0 Rarertactin [Fasvates kst PSR 0 T 13 SLENE T AR LB, Y M e ARG a8 e sy, el s OB OGS PR AT R Y § BTy R Cifferent
-Hu'—u‘w—ﬂﬂ-: ey e g B e -w.q-d-- als nberrn. oy LOAR semveen o DEME. You oan v torigune o S Skt Authercator proveder B o Tou b ot e ey and groues Fom v
[ —

b Conbasrae taie bable

Authenticates Praveiees

Saverg | ol 1 Preveca | Nest
T | mame Description Version
Wt op AuSwrracaton Provadey L

Wieti.age [dencty A bon provades i

Provdar Eat perirms LOAR suthensceton LB

Thare Fuaorser Sowrg I s 1of 1 Provom | Next

Figure 44: View Authentication Providers

» Inthelist of Authentication Providers, click the newly created provider.
The Settings Pane for the new authentication provider displays.
Settings Pane for Authenticator:

Settngs for OUD-0TM-LDAF

Configuration  Performance
Comman Pro\-hdtrsnt%c

Save

This page displays basic infermation about this Open LDAP Authentication provider. You can also use Bis page to set the JAAS Confrol Flag to contral hew Ehis provider is used in the legin sequence.

45 Hame: OLD-OM4LDAP The narmee of this Open LDAP Authenticaton provider,  More Info...

#F] Description: Provider that per forms LDAP suthentication A shert description of this Open LDAP Authentication provider.  More Info, ..

55\‘:“5:": 1.0 The wérSon rumber of this Open LDAP Authentication provider, More Info...
;rg(mtm”lm;: SUFFICIENT d Spedfies how this Open LDAP Authenbcation provider fits into the login sequence.  More Info...
Save

Figure 45: View new Authentication Provider settings

» Set the Control Flag to SUFFICIENT.

Setting the Control Flag to SUFFICIENT indicates that if a user can be authenticated successfully by this authenticator,
then the authentication provider should accept that authentication and should not invoke any additional authenticators.

NOTE: If the authentication fails, it will fall through to the next authenticator in the chain. Therefore, be sure all
subsequent authenticators also have their control flag set to SUFFICIENT.

» Click Saveto save this setting.
e OpentheProvider Specific tab to enter the details for the LDAP server.
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Settings for OUDAsthenticator
Configuration Performance
Comon  Provider Specific

Save

Uss this page to define the provider spedfic configuration for this Cpen LDAP Authantication provider

Conmection I

(] Host:

] Port:

(1] Principak
Credentiak
Canfirm Credentiak
[ 4] sstEnabled

Users

(1] User Base DI
"EI All Users Filter:

.(lﬂ User From Mame Filter:

Figure 46: Entering LDAP server details

localhost

359

ou=pecple, de=gxamp

(&{cn="%u){cbjectclass

Enter the details specific to your LDAP server.

T host name or [P addness of the LDAP sérver,  Mane Info...

ming. Mare Info...

guished name (D) of the tree in the LDAP drectory thak contains users:

Parameter Value Description

Host: The LDAP server's server ID (for example,
<ldap_host>example.com)

Port: The LDAP server's port number (for
example, 1389)

Principal: The LDAP user DN used to connect to the
LDAP server (for example, cn=Directory
Manager)

Credential: The password used to connect to the

LDAP server

User Base DN:

Specify the DN under which
your Users start (for example,
cn=users,dc=example,dc=com)

User From Name Filter:

Specify User From name Filter (for
example &(uid=%u)(objectclass=person))

)

User Search Scope:

Specify User Search Scope (for example
subtree

)

User Name Attribute

Enter User Name Attribute (for example
uid
)
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Parameter

Value

Description

User Object Class

Enter User Object Class (for example
person)

Group Base DN

Specify the DN that points to
your Groups node (for example,
cn=groups,dc=example,dc=com)

Group From Name Filter

Enter Group From Name Filter

( for example (|(&(cn=%g)
(objectclass=groupofUniqgueNames))
(&(cn=%g)(objectclass=groupOfURLSs))))

Group Search Scope

Enter Group Search Scope (for example
subtree)

Group Membership Searching

Enter Group Membership Searching ( for
example Unlimited)

Static Group Name Attribute

Enter Static Group Name Attribute ( for
example cn )

Static Group Object Class

Enter Static Group Object Class ( for
example groupofuniguenames)

Static Member DNAttribute

Enter Static Member DNAttribute ( for
example unigemember )

Static Group DN sfrom Member DNFilter

Enter Static Group DNsfrom Member
DNFilter ( for example (&(uniquemember=
%NM)(objectclass=groupofuniquenames))

)

Dynamic Group Name Attribute

Enter Dynamic Group Name Attribute ( for
example cn)

Dynamic Group Object Class

Enter Dynamic Group Object Class ( for
example groupofURLSs)

Dynamic Member URLAttribute

Enter Dynamic Member URLAttribute ( for
example memberURL)

Use Retrieved User Name as Principal

Checked

Must be turned on

All Users Filter:

(&(uid=*)(objectclass=person))

Search to find all users under the User
Base DN

User From Name Filter:

(&(uid=%u)(objectclass=person))

User Name Attribute:

uid

Click Save.

Return to the Provider stab and reorder the providers so that the new authentication provider is on top, followed by any

other authenticators with the DefaultAuthenticator placed at the end of thelist.

All should have their Control Flags set to SUFFICIENT so that subsequent authenticators can authenticate identities that
fall through from the new provider all the way through to the DefaultAuthenticator (which is used only for the default
file-based embedded LDAP). For example, logins such as the default administrator account are not typically created in
the LDAP directory, but till need to be authenticated to start up the server. Unlessidentities are allowed to fall through
to the DefaultAuthenticator, the default administrator account will not be authenticated.

Restart the Administration Server and the managed servers for the changes to take effect.
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The following users will need to be seeded in the external LDAP Repository (these users must be added to be able to access
the WebCenter Portal Administration Console):

User: contentadmin

(& Home Log Out Prefrences [ Record Hel @ Welcome, weblogic | Cornected to: base_domain
Summary of Serurly Resms »erpreaien » Users and Greugs smyteaiss > Users and Grougs s confentasein sUsers and Groups s eontentadmin

Settings for contentadmin

General  Passwords  Groups

mhwm&mﬂ&mmfwhsﬂeﬂ:ﬂm.

Haive: CONEABITEN The kogin nase of thes user,  More Info...

Description: (Mo walue specified) A short description of this user. For example, the user's full name.  More Infou..

Figure 47: Specifying the LDAP user

This user should be a member of the Administrator s group:

Settings for contentadmin

General  Passwords | Groups

m[%amlocwm:ewmme—mmwmm.

Parent Groups: Administrators This weser can be & member of arry of these parent groups.  Moce Indo...

Figure 48: Specifying the LDAP group

User: wssadmin

Sell}hnshrwsudnm

General  Passwords Groups
Lise this page ta change the description for the selected user,

M WeEEademn The . More info...

Diescriphicn: {Ho value specified) A short descripbion of this user, For examgle, the user's fllname.  More info. .

Figure 49: Reviewing LDAP settings

References
OuD:

http: //mww.or acle.convtechnetwor k/middl ewar e/i d-mgmt/documentati on/index.html

WebCenter:

http://docs.oracle.com/cd/E12839_01/webcenter.1111/e12405/wcadm_security.htm
http://docs.oracle.com/cd/E12839_01/webcenter.1111/e12405/wcadm_security.htm#BGBHHGEH
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Appendix M

Updating BPEL/SOA Configuration Settings
(ConfigurationProperties.xml)

The following section describes how to update the MDS repository after the installation has been completed.

Linux/Unix filelocation:

$PRODUCT_HOVE/ MDS- Arti f act s/ OTSS- ETPM Al AMet aDat a/ confi g

Windowsfile location:

%PRODUCT_HOMVEYS MDS- Art i f act s/ OTSS- ETPM Al Avet abDat a/ confi g

Once the proper updates are completed, upload the changes to the MDS.

The following are the steps to upload the MDS from the delivered utilities.

Y ou will need to set the following variables:

Variable

Example

SOA_HOME

<BEA_HOME>/>Oracle_SOA1

ORACLE_HOME

<BEA_HOME>/>Oracle_SOA1

MW_HOME

<WebLogic_ HOME>/Middleware

WL_HOME

<BEA_HOME>//wliserver_10.3

PRODUCT_HOME

This is the BPEL OTSS-ETPM product installation home.
Linux Example:

PRODUCT_HOME=/psrmss/PSRM-SS/BPEL-Release-V2.4.0.2.0-
Release-Initiallnstal/OTSS-ETPM

Windows Example:

PRODUCT_HOME=D:\psrmss\PSRM-SS\BPEL-Release-V2.4.0.2.0-
Release-Initiallnstal\OTSS-ETPM

On UNIX/Linux:
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cd $PRODUCT_HOME/bin

Jinstall.sh -deployMDS

Note: The following ant command should be entered on one line On Windows:;

cd %PRODUCT_HOME%\bin

ant -f =%PRODUCT_HOM E%\bin\DeployUndeployUtility.xml

-Dinstall Properties==%PRODUCT_HOM E%\config\I nstal| Properties.xml DeployMDS
Y ou will need to restart the SOA server to activate the updates for MDS.
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Appendix N

UCM and Configuration.Properties

For the link from PSRM to UCM to work (using the setup for the property below), the uploaded documents need to be

uploaded intoa UCM FOLDER.

Thisis done by setting the UploadFolder | D property in the Configuration.Propertiesfile.

NOTE: See Appendix M, "Updating BPEL/SOA Configuration Settings'.

Configuration.Properties file Description for UCM Properties.

The example values specified are only examples, and will need to be updated to your implementation of UCM.

Property

Value

FileUpload.UCM.Endpoint. URL

Example Value:
https://lucm_server:ucm_port/idcws/GenericSoapPort</Property>

Note: This value is detokenized with the installation with the value
entered in the installProperties.xml. This value may need to be updated
depending on your implementation of UCM.

FileUpload.UCM.User

This value should be the user to connect to UCM
Value for user of the document that will be uploaded

Example Value: weblogic

FileUpload.UCM.DocumentType

Value for document type of the document that will be uploaded.

Example Value: Document

FileUpload.UCM.SecurityGroup

Value for security group of the document that will be uploaded

Example Value: Secure

FileUpload.UCM.DocumentAuthor

Value for author of the document that will be uploaded.

Example Value: weblogic

FileUpload.UCM.DocumentAccount

Xpath containing the value of the account of the document that will be
uploaded. Xpath is relative to head element.
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Property Value

Example Value: webUserld

FileUpload.UCM.UploadFolderID Content ID of the UCM file upload folder. This is used in case
FileUpload.UCM.UploadFolderName is not specified.

Example Value: The steps to locate this valued are describe below.

FileUpload.UCM.UploadFolderName Content Name of the UCM file upload folder

FileUpload.UCM.UploadFolderWebLocation Web folder location of the uploaded file. This is concatenated with the
uploaded filename to generate the complete path to the file.

Example Value: http://ucm_host:ucm_port/cs/Contribution%20Folders/

FileUpload.RetainContent Flag to determine whether uploaded file contents should be forwarded
to the back-end system

Example Value: true

<Property name="FileUpload.UCM .Endpoint.URL">http://<yourSecuredUCM Server>:<port>/idcws/GenericSoapPort</
Property>

<!-- Valuefor user of the document that will be uploaded. -->

<Property name="FileUpload.UCM.User">your SecuredUCM User | D</Property>

<!-- Value for document type of the document that will be uploaded. -->

<Property name="FileUpload.UCM.DocumentType">Document</Property>

<!-- Valuefor security group of the document that will be uploaded. -->

<Property name="FileUpload.UCM.SecurityGroup">your UCM Secur ityGr oupName</Property>

<!-- Valuefor author of the document that will be uploaded. -->

<Property name="FileUpload.UCM.DocumentAuthor">your UploadedDocument Author Name</Property>

<!-- Xpath containing the value of the account of the document that will be uploaded. X path isrelative to head element. -->
<Property name="FileUpload.UCM.DocumentA ccount">webUser | d</Property>

<!-- Content ID of the UCM file upload folder. Thisis used in case FileUpload.UCM.UploadFolderName is not specified. --
>

<Property name="FileUpload.UCM.UploadFolderI D">your UCM UploadFolder | D</Property>
<!-- Content Name of the UCM file upload folder. -->
<Property name="FileUpload.UCM .UploadFolderName">your UCM UploadFolder Name</Property>

<!-- Web folder location of the uploaded file. Thisis concatenated with the uploaded filename to generate the complete path
to thefile. -->

<Property
name="FileUpload.UCM .UploadFol derWebL ocation" >your Secur ed UCM W ebFolder M appingFor UploadDocuments</
Property>

<!-- Flag to determine whether uploaded file contents should be forwarded to the back-end system -->
<Property name="FileUpload.RetainContent" >fal se</Property>
The following section describes the needed configuration and values that are needed for this functionality to work properly:

The UploadFolderWebL ocation depends on the configuration in UCM the default configuration is described in the
following section.

The UploadFolderName is optional.
The UploadFolderI D has to be specified and it has to be a Folder ID of aUCM folder created for that environment.
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Property: FileUpload.UCM.Upl oadFol derWebL ocation

Log in to the Oracle UCM admin console using the following URL:

http://ucm_host:ucm_port/cs/

Log in as an administrator and go to Administration -> Folder Configuration -> Web Url Mapped Folders.

My Content Server
Browse Content

Search

Content Management

=l Administration

[ TLog Files =
-[] Admin Applets

-[] Configuration for slc04ynausoradeco
-[]System Audit Information

-[&] weblriMaps

T Refinery Administration

-[] Admin Actions

-[JProviders

-[]5end Test Email

-[CJFilter Administration

Configure Records Settings

-[] Configure Thumbnail Options

7 Scheduled Jobs Administration

-[E] credential Maps

Connection Passwords

- [E] Admin Server

-[]Environment Packager
-[JLocalization

E DataStoreDesign SQL Generation
=23 Folder Configuration

System Folder Configuration

-[E] system Default Information Field €
-5 Local Folders

Web Url Mapped Folders

~TE] Information Field Inherit Configura
-[E] Folder Archive Configuration

T Orade Query Optimizer

-[E] 50ap Wedls

7] Dynamic Converter Admin

-[E] File Store Administration -
1 | 3

Figure 50: Navigating to Web URL Mapped Folders

Enter Folder
Enter URL Mapping
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=
Folder '[‘* Browse... |

Url Mapping|

Add

Figure 51: Folder and URL Mapping fields

Example Values:

Folder /Contribution Folders/ Brg
Url Mapping cs/Contribution Folders/Portal Uploads

Add

Figure 52: Sample Folder and URL Mapping values

Click Add.

Property: FileUpload.UCM.UploadFolderID

Log in to the Oracle UCM admin console using the following URL:
http://ucm_host:ucm_port/cs/

Log in as an administrator and go to Browse Content -> Contribution Folders

NOTE: Thisexample uses the Contribution Folders, which was created in the previous section.
To check the folder's ID, you can simply place your mouse over the link to the particular folder to get its ID. It will be
identified as Collectionl D in the URL. Do this on both the source and target instances.

{_jc-:.ntribuﬁnnFolders [Contribution Folders/ » hitp://slc04yna.us.oracle.com: 16300/ csf Contribution
JContribution Folders/ » http://slc04yna.us.oracle.com:16300/ cs/Contribution

Folder |
Url Mapping|

Add

Search

Content Management

slc04yna.us.orade. com: 16300 /cs fidcplg?IdcService =COLLEC'I'IDN_DISPLAY&hasCoIIecﬁonID=true&dCoIIecﬁonIDl=825638308SJSDDDDDZ I

Figure 53: Navigating to your folder

Thefollowing is a different mechanism to retrieve the Folder ID:
Right click on the Contribution Foldersfolder (lft side):
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ED Contributinn Frlders B contrite 1tic
Open Link in New Tab

Open Link in New Window [
Open Link in New Private Window

Bookmark This Link
Save Link As...

Copy Link ocation

Inspect Element () L

Figure 54: Copying your folder link

In Internet Explorer, use the Copy Shortcut option (standard right-click context menu, example for IE).
Paste the shortcut into atext editor and you should see something similar to the following:

http://ucm_host:ucm port/cs/idcpl g?l dcServi ce=COLLECTI ON_DI SPLAY&
hasCol | ecti onl D=t r ue&dCol | ecti onl D=825638308519000001

NOTE: Collection ID is another name for Folder ID in UCM.
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Appendix O

Configuring WebLogic storeUserConfig

For information on setting up and configuring a userConfigFile and a userK eyFile when using this option for the installation
of PSRMSS, see the WLST Command and Variable Reference (http://docs.oracle.com/cd/E11035 01/wls100/config

scripting/reference.html).
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Appendix P

Oracle Policy Automation

Oracle Policy Automation (10.4.4.21) incorporates your business policies into business processes that deliver accurate,
consistent, and auditable outcomes.

The product can be downloaded from the Oracle Tech Network site at:

http: //Mmww.or acle.convtechnetwor k/apps-tech/policy-automati on/downl oads/index.html
Refer to the Oracle Policy Automation Installation Guide for detailed instructions to install and deploy Oracle
Determinations Server for Java.

NOTE:
More current releases of OPA may be available; please check with Oracle Support with compatibility of versions other
than the one specified above.
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Appendix Q

Installation Troubleshooting

Troubleshooting Tip 1: The ADF Connection strings are not properly configured.

When processing transactions in the ADF Portal Application that have an Integrated flow, and you receive a 401 message,
thisis an indicator that the ADF Connection strings are not properly configured.

Y ou will need to set the environment variables for the PRODUCT_HOME for the PSRMSS and execute the following
command:

.linstall.sh -k

NOTE: Thisoption will attempt to link the Web Service Connection with the policies and csf-keys.

Log ininto the Oracle Enterprise Manager console at http://WL SAdminHost: WL SAdminServerPort/em with your
wilsadminuser/wlsadminpasswd credentials.

Select Application Deployments, choose PSRMSS, then right-click and choose ADF > Configure ADF Connections from
the context menu:
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P
-
=] % Farm_base_domain
= [ Application Deployments
[ Internal Applications
7] Resource Adapters

e o iz

% composer (soa_serverl)
% DefaultToDoTaskFlow (soa_serverl)
E OT55BlockedUser AccessApprovalTask (soa_server1)

% OT550nHoldUser AccessApprovalTask (soa_server)

@) PSRMSS (psrmr—-
% worklistapp (soa
B B3 s0A
1 %E spa-nfra (soa_s
= [ Weblogic Domain
E‘;E base_domain
[T Metadata Repositor
(7] User Messaging Ser

Performance Summary

Application Deployment
Web Services
WebCenter Portal

ADF

Security

MDS Configuration
TopLink Sessions

System MBean Browser

WebLogic Server Administration Console

General Information

{} PSRMSS @
% Application Deployment +

= Summary

General
State  Active
Application Type ear

Deployed On  psrmss_serverl

berviets and JSPs
Active Sessions 0
*| Request Processing Time (ms) 37

¥ Reguests (per minute) 9.76

Work Manager

Regquests (per minute) 0.00
Pending Requests 0

Entry Points
g Bh Modulas
* ADF Performance

Configure ADF Business Components
Configure ADF Connections |

|
Configure ADF (adf-config)

ADF Log Configuration

ADF Resource Center

Figure 55: Navigating to the Ci

Click Apply.

{} PSRMSS @
™ ket Dottt

ADF Connections Configuration (3

Lise: ths pange b vaeow, Saekfy o Bd new ADF Sornectond.

onfigure ADF Connections item

Fom: 70551

= Most Reguested

Ta weate a nes cnnecton, select  Conreciion Type from the bt below and enier 8 Connection Mame. The Connection Configurations page updates: with fields for configuring e seleched comnechion bpe

= Create Connection
Converten Type =l

19 Creste Connecien

Figure 56: Applying the ADF Connections Configuration

Troubleshooting Tip 2: In the SOA Server log file you receive the following alert:

Logoed in a5 wreblogic] o7 Scl-bmas, orack:. oom
Page Fafresihad Jum 1L 2004 6:42:53 a4 T £}

& Reedivks Revrt

[2014-05-19T14:52:00.310-07:00] [soa_serverl] [NOTIFICATION] [] [oracle.soa.adapter] [tid: Workmanager: , Version:
0, Scheduled=false, Started=false, Wait time: 0 ms\n] [ecid: 0000KOL Vr7vBX7KLIU5Eif1JUZpA000002,0] [APP:
soa-infra] File Adapter OT SSReportReconciliationRequestEBF Recovery still not possible after 270 attempts due to

BINDING.JCA-11001[[
Invalid Input Directory.

To resolve thisissue, see Post-Installation Seps for Integration section in this document.
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Troubleshooting Tip 3: When navigating in the ADF Application you receive the following message:
"There were issues detected while processing your request; please contact us for more details.”

The following will be seeninthe ADF log file:

[2014-05-12T12:06:29.421-07:00] [psrmss_serverl] [ERROR] [] [oracle.apps.otss.base.service.util.ServiceUtil]

[tid: [ACTIVE].ExecuteThread: '0' for queue: 'weblogic.kernel.Default (self-tuning)’] [userld: anonymous] [ecid:

0000K NIp3el BX 7K L 1U5Eif1JSHbu00000V ,0] [APP; PSRMSS] [ETPM-SS] getMessageString: Error while attempting to
get sequence. JBO-25058: Definition sequence of type Attribute is not found in ViewDeferrorMessage28 655.

[2014-05-12T12:06:29.428-07:00] [psrmss_serverl] [ERROR] []

[oracle.apps.otss.serviceRequest.common.ui.bean.| dentificationFormBean] [tid: [ACTIVE].ExecuteThread: '0' for queue:
‘weblogic.kernel .Default (self-tuning)'] [userld: anonymous] [ecid: 0000K NIp3el BX 7K LIU5Eif1JSHbuO0000V,0] [APP:
PSRMSS] [ETPM-SS] submitAction: ERROR OCCURRED - <html> <body><p>There were issues detected while
processing your request, please contact us for more details.</p><p>BPE 11001:401</p></body> </html>

To resolve thisissue, check to seeif the MDS (DVM) is up to date with the PSRM application.

Troubleshooting Tip 4:

For general troubleshooting information for WebCenter Components, see Troubleshooting Oracle WebCenter Portal in the
documentation section of the Oracle Technology Network.
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