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Chapter 1

Administrative User Guides

Introduction to administrative-related user documentation.

Framework Administrative User Guide

The topicsin this section describe how to administer the Oracle Utilities Application Framework.

Defining General Options

This section describes control tables that are used throughout your product.

Defining Installation Options

The topicsin this section describe the various installation options that control various aspects of the system.

Installation Options - Main
Select Admin > General > Installation Options - Framework to define system wide installation options.
Description of Page

The Environment I D isaunique universal identifier of thisinstance of the system. When the system isinstalled, the
environment id is populated with asix digit random number. Whileit is highly unlikely that multiple installs of the system
at a given implementation would have the same environment ID, it is the obligation of the implementers to ensure that the
environment ID is unique across all installed product environments.

System Owner will be Customer Modification.
The Admin Menu Order controls how the various control tables are grouped on Admin.

Oracle Utilities Customer Care and Billing Administrative User Guide ¢ 22



« If you choose Alphabetical, each control table appears under a menu item that corresponds with itsfirst letter, using a
Roman alphabet. For example, the Language control table will appear under the L menu item entry.

 |f you choose Functional, each control table appears under a menu item that corresponds with its functional area. Note,
the menu that is used when this option is chosen is the one identified with a menu type of Admin.

NOTE: The Alphabetical option only supports the Roman alphabet. For languages that do not use the Roman al phabet,
the recommendation is to configure the system for the Functional setting.

CAUTION: In order to improve response times, installation options are cached the first time they are used after aweb
server is started. If you change the Admin Menu Order and you don't want to wait for the cache to rebuild, you must
clear the cached information so it will be immediately rebuilt using current information. Refer to Caching Overview for
information on how to clear the system login cache (this is the cache in which installation options are stored).

The Language should be set to the primary language used by the installation. Note that if multiple languages are supported,
each user may defined their preferred language.

The Currency Code isthe default currency code for transactions in the product.

If your product supports effective dated characteristics on any of its objects, define the date to be used as the Char acteristic
Default Date on objects without an implicit start date. The date you enter in this field will default when new characteristics
are added to these objects (and the default date can be overridden by the user).

Active Owner displaysthe owner of newly added system data (system data is data like algorithm types, zone types, To Do
types, etc.). Thiswill be Customer Modification unless you are working within a development region.

Country and Time Zone represent the default country and time zone that should be used throughout the application.

Turn on Seasonal Time Shift if your company requires seasonal time shift information to be defined. Note that thisis
currently only applicable to Oracle Customer Care and Billing > Interval Billing functionality.

Installation Options - Messages

Select Admin > General > |nstallation Options - Framework and the M essages tab to review or enter messages that will
appear throughout the application when a given event occurs.

The M essage collection contains messages that are used in various parts of the system. For each message, define the
Installation M essage Type and | nstallation M essage Text. The following table describes the M essage Types provided by
the framework product and how they are used in the system. Y our specific product may have introduced addition message
types.

Message Type How The Message Is Used

Company Title for Reports This message appears as a title line on the sample reports provided
with the system. Generally it is your company name. It is only used
if you have installed reporting functionality and are using the sample
reports (or have designed your reports to use this message).

Installation Options - Algorithms

Select Admin > General > | nstallation Options - Framework and the Algorithmstab to review or enter the algorithms
that should be evoked when a given event occurs.

The grid contains Algorithms that control important functions in the system. Y ou must define the following for each
algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).
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» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

CAUTION: These agorithms are typically significant processes. The absence of an algorithm might prevent the system
from operating correctly.

The following table describes each System Event.

System Event Optional / Required Description

Validate Email Attachment Optional Algorithms of this type are used to validate
the attachments for size and total count while
sending attachments using the Email service.
Refer to Sending Email for more information.

Click here to see the algorithm types available
for this system event.

Geocoding Service Optional Algorithms of this type use Oracle Locator to
retrieve latitude and longitude coordinates
using address information.

Click here to see the algorithm types available
for this system event.

Global Context Optional Algorithms of this type are called whenever
the value of one of the global context fields
is changed. Algorithms of this type are
responsible for populating other global context
values based on the new value of the field
that was changed.

Refer to Global Context Overview for more
information.

Click here to see the algorithm types available
for this system event.

Guaranteed Delivery Optional Algorithms of this type may be called
by processes that receive incoming
messages that should ‘guarantee delivery’.
Refer to Guaranteed Delivery for more
information. The business service F1-
GuaranteedDelivery may be used to invoke
this plug-in spot.

Click here to see the algorithm types available
for this system event.

Ldap Import Optional Algorithms of this type are called for
operations on users, groups, and group
memberships after they have been
processed.

Click here to see the algorithm types available
for this system event.

Ldap Import Preprocess Optional Algorithms of this type are called to
preprocess data retrieved from LDAP.

Click here to see the algorithm types available
for this system event.

Next To Do Assignment Optional This type of algorithm is used to find the next
To Do entry a user should work on. It is called
from the Current To Do dashboard zone
when the user ask for the next assignment.

Click here to see the algorithm types available
for this system event.

Reporting Tool Optional If your installation has integrated with a third
party reporting tool, you may wish to allow
your users to submit reports on-line using
report submission or to review report history
online. This algorithm is used by the two on-
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System Event Optional / Required Description
line reporting pages to properly invoke the
reporting tool from within the system.

Click here to see the algorithm types available
for this system event.

SMS Receive Service Optional This type of algorithm is used to provide SMS
receive service. Only one algorithm of this
type should be plugged in.

Click here to see the algorithm types available
for this system event.

SMS Send Service Optional This type of algorithm is used to provide SMS
send service. If your installation uses the base
algorithm that uses BPEL, you will need to
create a feature configuration with the SMS
Send Configuration feature type to define
your Oracle BPEL server and service call
details. If your installation has integrated with
a third-party SMS service, you may want to
override this algorithm type with your own
implementation. Only one algorithm of this
type should be plugged in.

Click here to see the algorithm types available
for this system event.

To Do Information Optional We use the term To Do information to
describe the basic information that appears
throughout the system to describe a To Do
entry.

Plug an algorithm into this spot to override the
system default "To Do information”.

Click here to see the algorithm types available
for this system event.

To Do Pre-creation Optional These types of algorithms are called when a
To Do entry is being added.

Click here to see the algorithm types available
for this system event.

Installation Options - Accessible Modules

Select Admin > General > Installation Options - Framework and the Accessible M odulestab to view the list of
accessible modules.

Description of Page
This page displays the full list of the application's function modules. A Turned Off indication appears adjacent to amodule
that is not accessible based on your system's module configuration setup.

FASTPATH: Refer to Module Configuration for more information on function modules and how to turn off modules
that are not applicable to your organization.

Installation Options - Installed Products

Select Admin > General > Installation Options - Framework and the I nstalled Productstab to view aread only
summary of the products that are installed in the application version that you are logged into.

Description of Page

The Product Name indicates the name of the "products’ that are installed. The collection should include Framework, an
entry for your specific product and an entry for Customer Release.
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Release | D shows the current release of the application that isinstalled. Thisfield is used by the system to ensure that the
software that executes on your application server is consistent with the release level of the database. If your implementation
of the product has devel oped implementation-specific transactions, you can populate the Release Id for the Customer
Release entry to define the latest release of implementation-specific logic that has been applied to this environment. In order
for thisto work, your implementation team should populate this field as part of their upgrade scripts.

The Release 1D Suffix, Build Number and Patch Number further describe the details of your specific product release.

The Display column indicates the product whose name and release information should be displayed in the title bar. Only
one product setsthisvalueto Yes.

Owner indicatesif thisentry is owned by the base package or by your implementation (Customer M odification).

Product Typeindicates if the product isa Parallel Application. A parallel application is one that is independent of, and
does not conflict with, other parallel applications. Multiple parallel applications can be installed in the same database and
application server.

NOTE: About Information. The information on this tab is used to populate the information displayed in the About
information for your product.

Support For Different Languages

User Language

The system provides support for multiple languages in a single environment. System users can use the system in their
preferred language, as long as a trandation into that language has been provided. A user sees the system in the language
defined on their user record. If enabled, users can use the Switch Language zone to switch to another supported language
real time.

NOTE: Normally, setting up the system for another language is an implementation issue, hot an administrative setup
issue. However, there are several online administrative features that are used to set up a new language, and these are
described here.

The following steps are required to support a new language:
1. Define alanguage code and indicate that it isenabled. For details on this procedure, see Defining Languages.

2. Copy descriptions of all language-enabled tables from an existing translation (e.g., English). The copied values act
merely as placeholders while the strings are trandlated into the new language. It is necessary to do thisas afirst step in
order to create records using the new language code created in the previous step. Language-based descriptions can be
copied using a supplied batch process, F1I-LANG. The batch copies all English labels in the system.

3. Apply thelanguage pack. If the product supplies alanguage pack with translations for the system metadata
descriptions, follow the instructions provided with the language pack to add the trand ated text.

4. Translate additional content. Translatable descriptions and labels for implementation data may be updated / entered
in the application. First the user record must be updated to reference the new language. This may be done in one of the
following ways:

a. Switch to the new language using the Switch Language zone.
b. If that zoneis not available, navigate to the user page, assign the new language code to your User ID, sign out, and
sign back in again.

Any online functions that you access will use your new language code. Y ou can change the language code for all users
who plan to use/modify the new language.
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Additional Topics

Y our product may support additional uses for language. For example, in Oracle Utilities Customer Care and Billing, you
can define each customer's language. This allows you to send bills and other correspondence in each customer's preferred
language. For more information, navigate to the index entry L anguages, Customer L anguage.

Defining Languages

A language code exists for every language spoken by your users. The system uses this code to supply information to users
in their respective language. Select Admin > General > Language to define alanguage.

Description of Page

Enter aunique L anguage Code. If you are applying alanguage pack provided by the product, use the language code
designed by the language pack.

Enter the Description for the language. Typically this should be the name of the language in that language.

Turn on Language Enable if the system should add a row for this language whenever arow is added in another language.
For example, if you add a new currency code, the system will create language specific record for each language that has
been enabled. Y ou would only enable multiple languages if you have users who work in multiple languages. Languages that
are configured as enabled, appear in the Switch Language dashboard zone. In addition, the login page for the application
displays al the languages that are enabled, allowing the user to toggle the login instructions in that language.

NOTE: Thelist of enabled languagesis captured on the server at startup time. If a new language is enabled, contact
your server administrator to refresh the server in order to see the new language displayed in the login page.

The following two fields control how the contents of grids and search results are sorted by the Java virtual machine (JVvM)
on your web server:

» TheLocaleisastring containing three portions:
» |SO language code (lower case, required)
» 1SO country code (upper case, optional)
e Variant (optional).

» Underscores separate the various portions, and the variant can include further underscores to designate multiple variants.
The specific VM in use by your particular hardware/OS configuration constrains the available L ocales. Validating
the L ocale against the JVM is outside the scope of this transaction. This means you are responsible for choosing valid
Locales.

The following are examples of valid locales:

» en US((thisisfor American English)

« en AU (thisisfor Australian English)

e pt_BR (thisisfor Brazilian Portuguese)

» fr_FR_EURO (thisisfor European French)
e ja JP(thisif for Japanese)

In addition, the Java collation API can take a Collator Strength parameter. This parameter controls whether, for example,
upper and lower-case characters are considered equivalent, or how accented characters are sorted. Valid values for collator
strength are PRIMARY, SECONDARY, TERTIARY, and IDENTICAL. If you leave thisfield blank, Javawill useits
default value for the language. We'd like to stress that the impact of each value depends on the language.
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Please see http://java.sun.com/j2se/1.3/docs/guide/intl/locale.doc.html for more information about the collator strength for
your language.

Display Order indicatesif this language is written L eft to Right or Right to L eft.

Owner indicatesif thislanguage is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add alanguage. Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_LANGUAGE.

Note that all administrative control tables and system metadata that contain language-specific columns (e.g., a description)
reference alanguage code.

In addition, other tables may reference the language as a specific column. For example, on the User record you indicate the
preferred language of the user.

Defining Countries

The topicsin this section describe how to maintain countries.

Country - Main
To add or review Country definitions choose Admin > General > Country > Search.

The Main page is used to customize the fields and field descriptions that will be displayed everywhere addresses are used
in the system. This ensures that the all addresses conform to the customary address format and conventions of the particular
country you have defined.

Description of Page
Enter aunique Country and Description for the country.

The address fields that appear in the Main page are localization options that are used to customize address formats so

that they conform to address requirements around the world. By turning on an address field, you make that field available
everywhere addresses for this country are used in the system. Y ou can enter your own descriptions for the labels that suffix
each switch; these labels will appear wherever addresses are maintained in the system.

NOTE: For any country where the State switch is checked, the valid states for the country must be entered on the
Country - State tab. When entering address constituents on arecord that captures this detail, the value for Stateis
verified against the data in the State table. For any country where there is a component of the address that represents a
"state" but your implementation does not want to populate the valid states for that country, choose a different field such
as County for this constituent (and define an appropriate label). When entering address constituents on a record that
captures this detail, no validation is done for the County column.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_ COUNTRY.

Country - States

To maintain the states located in a country, choose Admin > Country > Sear ch and navigate to the State page.

Description of Page
For any country where you have enabled the State switch, use the State collection to define the valid statesin the Country.

» Enter the standard postal abbreviation for the State or province.
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» Enter aDescription for this state or province.

Defining Currency Codes

The currency page allows you to define display options related to currency codes that are used by your system. Use Admin
> Financial > Currency to define the currency codes in which financial information is denominated.

Description of Page

Enter aunique Currency and Description for the currency.

Use Currency Symbol to define the character that prefixes currency amountsin the system (e.g., $ for U.S. dollars).

Enter the number of Decimals that will appear in the notation for the currency.

NOTE: Please contact your specific product to verify whether it supports a currency with more than 2 decimals.

The Currency Position indicates whether the currency symbol should be displayed as a Prefix or a Suffix to the currency
amount.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_ CURRENCY_CD.

Defining Time Zones

The following topics describe how to design and set up time zones.

Designing Time Zones

NOTE: Oracle Utilities Customer Care and Billing - Interval Billing applications customers should consult the topic
Time Issues (search the Help index for "time issues") for specific information relating to that product’sinterval billing
time related functionality.

It is recommended that all time sensitive datais stored in the standard time (also called ‘ physical time') of the base time
zone as defined on the installation options. Thiswill prevent any confusion when analyzing data and will ensure that your
algorithms do not have to perform any shifting of data that may be stored in different time zones.

The Time Zone entity is used to define all the time zones where your customers may operate. Each time zone should define
an appropriate Time Zone Name. Thisis areference to an external source that defines time zones, their relationship to
Greenwich Mean Time, whether the time zone follows any shifting for summer / winter time (daylight savingstime) and
when this shift occurs.

When designing your time zones, the first thing to determine is the base time zone. Y ou may choose the time zone where
the company's main office resides. Once this is done you can link the time zone code to the installation option as the base
time zone. Refer to Installation Options - Main for more information.

If your company does business beyond your main office’ s time zone, define the other time zones where you may have
customers or other systems with which you exchange data. At this point, your specific product may include configuration
tables to capture default time zones, for example based on a postal code or geographic location.

NOTE: Dateand timein business object schemas. When defining date / time fieldsin a BO schema, schema attributes
can be used to define whether or not data should be stored in standard time for the base time zone or if it should be
stored in the standard time of another time zone (related to the data). In addition, schema attributes can be used to
indicate if the display of the time should be shifted to represent the “local time”. Thisis used to adjust for seasonal time
differences. For example, if the datais stored in the appropriate time zone, but currently daylight savingstimeis being

Oracle Utilities Customer Care and Billing Administrative User Guide * 29


dataDictionary?type=TABLE&name=CI_CURRENCY_CD

observed, the data will be shifted and shown in the “local” time. In addition, if the datais stored in the base time zone
but the data is related to a different time zone, the data will be shown in the time zone appropriate for the data (including
the appropriate seasonal adjustment). Refer to Schema Tips on the business object page for more information.

Setting Up Time Zones

Refer to Designing Time Zones for background information about defining time zones.

Open Admin > General > Time Zone > Sear ch to define the time zones and their relation to the base time.
Description of Page

Enter aunique Time Zone and Description for the time zone.

Select the Time Zone Name from the list of Olson time zone values. Thisvalue is areference to an external definition that
allows the system to know how the time zone relates to Greenwich Mean Time and information about whether the time
zone shifts for summer / winter time and when.

Indicate the Shift in Minutes that this time zone differs from the base time zone defined on the Installation Options. Thisis
only applicable for the Oracle Utility Customer Care and Billing - Interval Billing application.

Indicate the Seasonal Time Shift applicable for thistime zone. Thisis only applicable for the Oracle Utility Customer Care
and Billing - Interval Billing application.

Default Time Zone Label and Shifted Time Zone Label are used for datathat is sensitive to time zones and time shifting.
It indicates whether the data displayed or datato be input is related to the “ standard” time or the “ shifted” time. For
example, on aday when clocks are turned back one hour, atime entry of 1:30 a.m. needs to be labeled as either 1:30 am.
standard time or 1:30 am. daylight savingstime.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_TIME_ZONE.

Setting Up Seasonal Time Shift

NOTE: Theinformation in thistopic applies only to Oracle Utilities Customer Care and Billing - Interval Billing
applications.

Open Admin > General > Seasonal Time Shift > Search to define the seasonal time shift schedule.
Description of Page
Enter a unique Seasonal Time Shift code and Description for the seasonal time shift.

The Collection defines the Effective Date/Time (in standard time) that a time zone may shift in and out of standard time.
If timeis changed from standard time on the effective date/time, enter the Shift in Minutes that the time changes from
standard time (usually 60). If the time is changed back to standard time on the effective date/time, enter a Shift in Minutes
of 0.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_SEAS TM_SHIFT.

Defining Geographic Types

If your company uses geographic coordinates for dispatching or geographic information system integration, you need to
setup a geographic (coordinate) type for each type of geographic coordinate you capture on your premises and/or service
points (geographic coordinates can be defined on both premises and service points).

To define geographic types, open Admin > Geographic > Geographic Type.
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NOTE: Find a customer / premise using a geogr aphic coordinate. In Oracle Utilities Customer Care and Billing
there are several queries that alow you to search for customers and premises by geographic type. For example, Control
Central and Meter Search allow you to search using the premise or service point geographic type. Refer to the product
documentation for more information.

Description of Page
Enter an easily recognizable Geographic Type code and Description.

Define the algorithm used to validate the Validation Format Algorithm. If an algorithm is specified, the system will
validate that the geographic location entered on the premise and/or service point for the geographic typeisin the format as
defined in the agorithm. If you require validation, you must set up this algorithmin the system.

Click here to see the agorithm types available for this plug-in spot.
Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_GEO_TYPE.

Defining Work Calendar

Workday calendars are used to ensure system-calculated dates fall on aworkday. Select Admin > General > Work
Calendar > Search to define aworkday calendar.

Description of Page

The information on this transaction is used to define the days of the week on which your organization works.
Enter aunique Work Calendar and Description.

Turn on (check) the days of the week that are considered normal business days for your organization.

Use the collection to define the Holiday Date, Holiday Start Date, Holiday End Date, and Holiday Name for each
company holiday. Holiday Start Date and Holiday End Date define the date and time that the holiday begins and ends. For
example, your organization might begin a holiday at 5:00 p.m. on the day before the actual holiday.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_CAL_WORK.

Defining Display Profiles

When you set up your users, you reference adisplay profile. A user's display profile controls how dates, times, and
numbers displayed. Choose Admin > General > Display Profile> Search to maintain display profiles.
Description of Page

Enter aunique Display Profile D and Description to identify the profile.

Enter a Date Format. This affects how users view dates and how entered dates are parsed. Thisisa"free format" field with
some rules.

« ddordisinterpreted as the day of the month. The d option suppresses aleading O.
« MM or M isinterpreted as the month number. The M option suppresses a leading O.

* VYYY, VY, oryisinterpreted asthe year. The year can be 4 or 2 digits. They option allows entry in either 2 or 4-digit
form and is displayed in 2-digit form.

» Other characters are displayed as entered. Typically, these other characters should be separators, such as™-", ".", or "/".
Separators are optional; a blank space cannot be use.

Here are some examples of date formats.
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Format Displayed / entered as

MM-dd-yyyy 04-09-2001

d/Mlyyyy 9/4/2001

yy.MM.dd 01.04.09

MM-dd-y 04-09-01 - in this case you could also enter the date as 04-09-2001

NOTE: For centuries, the default pivot for 2-digit yearsis 80. Entry of a 2-digit year greater than or equal to 80 results
in the year being interpreted as 19xx. Entry of a 2-digit year less than 80 results in the year being interpreted as 20xx.

In addition, the following date localization functionality is supported. Note that in every case, the date is stored in the
database using the Gregorian format. The settings below result in a conversion of the date for the user interface.

 Hijri Dates
Entering iiii for the year isinterpreted as ayear entered and displayed in Hijri format. For example, the Gregorian date

Note that this functionality relies on date mapping to be defined in the Hijri to Gregorian Date Mapping entry. Refer to
Additional Hijri Date Configuration for more information.

e Taiwanese Dates

Entering tttt for the year isinterpreted as a year entered and displayed in Taiwanese format where year 1911 is
considered year 0000. For example, if the Gregorian date is 01-01-2005, it is displayed as 01-01-0094 for a user whose
display profile date format is dd-mm-tttt.

e Japanese Dates

There are two options available for configuring Japanese Era date support. The setting Gyy for the year isinterpreted
asayear entered and displayed using an English character for the erafollowed by the eranumber. The letter ‘T’ isused
for dates that fall within the Taisho era. The letter ‘S’ is used for dates that fall within the Showa era and the letter ‘H’

is used for dates that fall within the Heisei era. For example, for a user whose display profile date format is Gyy/mm/
dd the Gregorian date 2008/01/01 is shown as H20/01/01 ; the Gregorian date 1986/03/15 is shown as S61/03/15. The
setting GGGGyy isinterpreted as ayear entered and displayed using Japanese characters for the erafollowed by the era
number.

Japanese date limitations are as follows:
» Theyears 1912 through the current date are supported.

« Any functionality that displays Month and Y ear does not support Japanese Era dates. These dates are shown in
Gregorian format.

» Graphsthat display dates do not support the GGGGyy format.
Enter aTime Format. Thisisa"free format" display with somerules.

» hhorhisinterpreted asthe hour, 1-12; KK or K isinterpreted asthe hour, 0-11; HH or H isinterpreted as the hour,
0-23; kk or k isinterpreted as the hour, 1-24. The h, K, H, and k options suppress aleading 0.

« mm or misinterpreted as the minutes. The m option suppresses aleading O.
» ssorsisinterpreted as the seconds. The s option suppresses aleading O.

» aisinterpreted to mean display am or pm (only needed when the hour is entered in hh, h, KK or K formats). If an am
or pm is not entered, it defaultsto am.

Here are some examples of time formats.

Format Displayed / entered as

hh:mma 09:34PM (can be entered as 09:34p)
hh:mm:ss 21:34:00

h:m:s 9:34:0
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There are several options for displaying Numbers.

Decimal Symbol defines the separator between the integer and decimal parts of a number. Valid valuesare™." (aperiod) or
"," (acomma),

Group Symbol defines the means to separate groups of bigger numbers. Valid values are

e """ (comma). Large numbers group by threes separated by a comma, for example 1,000,000.
o """ (period). Large numbers group by threes separated by a period, for example 1.000.000.

» None. Large numbers do not have any separator, for example 1000000.

» South Asian. This option uses acommafor its separator but will group large numbers as follows: the first commais
used for the thousands separation and numbers over 9,999 are grouped with 2 units, for example 10,00,000.

» Space. Large numbers group by threes separated by a space, for example 1 000 000.
Negative Format defines how negative values are displayed. Valid values are -9.9, (9.9), or 9.9-.

Currency values can have a different Negative Format from other numbers. Valid values are -$9.9, (S9.9), or S9.9-, where
the"S" represents the currency symbol.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference ClI_DISP_PROF-.

Additional Hijri Date Configuration

For implementations that wish to support displaying dates according to the Hijri calendar, besides appropriate configuration
in the Display Profile, the mapping between the Hijri dates and the Gregorian dates must be entered. This mapping is
defined in amaster configuration record.

Navigate using Admin > System > Master Configuration. You are shown alist of master configuration business objects.
Find the entry for Hijri to Gregorian Date M apping. Click the add icon if thereis no record yet. Click the broadcast icon
to view an existing record or the edit icon to modify an existing record.

The mapping record contains a collection of entries for each year in the Ilamic calendar.

For each year, clicking the Expand Zone icon shows the mapping collection with the first date of each month of the Hijri
calendar. The corresponding date in the Gregorian calendar should be entered for each row.

Defining Phone Types

Phone types define the format for entering and displaying phone numbers.

To add or review phone types, choose Admin > General > Phone Type.

Description of Page

Enter a unique Phone Type and Description for each type of phone number you support.

Select an appropriate Phone Number Format Algorithm for each Phone Type. This algorithm controls the format for
entry and display of phone numbers. Click here to see the algorithm types available for this plug-in spot.

Use Phone Type Flag to define if this type of phone number is a Fax number. Defining which phonetypeis used for
facsimile transmittal is only pertinent if your product supports routing of information viafax. For example, in Oracle
Utilities Customer Care and Billing, the system may be configured to fax a bill to a customer.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_PHONE_TYPE.
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Setting Up Characteristic Types & Values

If you need to introduce additional fields to objects that were delivered with minimal fields, you can add a characteristic
type for each field you want to capture. Using the characteristic type approach allows you to add new fieldsto objects
without changing the database. There are some pages in the system that support a generic list of characteristics. For those
pages, no changes are required for usersto view and maintain characteristics. Other pages are business object oriented
pages and their maintenance and display are controlled by the Ul maps defined for the business objects. In those pages the
display / maintenance of the characteristics are driven by the design of the business object and its maps.

The topicsin this section describe how to setup a characteristic type.

There Are Four Types Of Characteristics

Every characteristic referenced on an object references a characteristic type. The characteristic type controls the validity of
the information entered by a user when they enter the characteristic's values. For example, if you have a characteristic type
on user called "skills", the information you setup on this characteristic type controls the valid values that may be specified
by a user when defining another user's skills.

When you setup a characteristic type, you must classify it as one of the following categories:

» Predefined value. When you setup a characteristic of thistype, you define the individual valid values that may be
entered by auser. A good example of such a characteristic type would be one on User to define one or more predefined
skills for that user. The valid values for this characteristic type would be defined in adiscreet list.

» Ad hoc value. Characteristics of thistype do not have their valid values defined in a discreet list because the possible
values are infinite. Good examples of such a characteristic type would be ones used to define a user's birth date or their
mother's maiden name. Optionally, you can plug-in an algorithm on such a characteristic type to validate the value
entered by the user. For example, you can plug-in an algorithm on a characteristic type to ensure the value entered isa
date.

» Foreign key value. Characteristics of this type have their valid values defined in another table. For example perhaps you
want to link a user to atable where User is not already aforeign key. Valid values for this type of characteristic would be
defined on the user table. Please be aware of the following in respect of characteristics of this type:

» Beforeyou can create a characteristic of this type, information about the table that contains the valid values must be
defined on the foreign key reference table.

» The referenced table does not have to be a table within the system.

» Not all entities that support characteristics support foreign key characteristics. Refer to the data dictionary to identify
the entities that include the foreign key characteristic columns.

 FileLocation. Characteristics of thistype contain a URL. The URL can point to afile or any web site. Characteristics
of thistype might be useful to hold references to documentation / images associated with a given entity. For example,
theimage of aletter sent to you by one of your customers could be referenced as afile location characteristic on a
customer contact entry. When such a characteristic is defined on an entity, a button can be used to open the URL in a
Separate browser window. Note that for references to afile, the recommendation is to use the Attachment functionality
to link documents to an object rather than a characteristic type of File Location. Refer to Attachment Overview for more
information. The documentation related to file location remains for upgrade purposes.

Searching By Characteristic Values

For certain entities in the system that have characteristics, you may search for arecord linked to a given characteristic value.
The search may be done in one of the following ways:

» Some base searches provide an option to search for an object by entering Characteristic Type and Characteristic Value.
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» Your implementation may define a customized search for an entity by a characteristic value for a specific characteristic
type using a query data explorer.

» Your implementation may require a business service to find a record viaa given characteristic value. For example,
maybe an upload of user information attempts to find the user viaan Employee ID, defined as a characteristic.

Not all entities that support characteristics support searching by characteristics. Refer to the data dictionary to identify the
characteristic collections that include the search characteristic column.

CAUTION: For ad-hoc characteristics, only the first 50 bytes are searchable. For foreign key characteristics, the search
value is populated by concatenating the values of each foreign key column to a maximum of 50 bytes.

For the base searches that provide a generic option to search by characteristic type and value, you can restrict the
characteristic types that can be used to search for an entity. For example, imagine you use a characteristic to define a
"jurisdiction" associated with a To Do for reporting purposes. If your company operates within avery small number of
jurisdictions, you wouldn't want to allow searching for a To Do by jurisdiction, as alarge number of To Do entries would be
returned.

A flag on the characteristic type alows an administrator to indicate if searching by this characteristic typeis allowed or
not allowed.

Characteristic Type - Main
To define a characteristic type, open Admin > System > Characteristic Type > Search.
Description of Page

Enter an easily recognizable Characteristic Type and Description for the characteristic type. Owner indicatesiif this
characteristic typeis owned by the base package or by your implementation (Customer M odification).

CAUTION: Important! If you introduce a new characteristic type, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Use Type of Char Valueto classify this characteristic type using one of the following options (refer to There Are Four
Types Of Characteristics for more information):

» Predefined value. Characteristics of this type have their valid values defined in the Characteristic Value scroll, below.
For each valid value, enter an easily recognizable Characteristic Value and Description.

» Ad hoc value. Characteristics of thistype capture free form text. If you use this option, you can optionally define the
Validation Rule used to validate the user-entered characteristic value. Click here to see the algorithm types available for
this plug-in spot.

» Filelocation value. Characteristics of thistype contain a URL. The URL can point to afile or any web site. Note that for
references to afile, the recommendation is to use the Attachment functionality to link documents to an object rather than
a characteristic type of File Location. Refer to Attachment Overview for more information. The documentation related to
file location remains for upgrade purposes.

File location characteristic values must be entered in a"non-relative" format. For example, if you want to define a
characteristic value of www.msn.com, enter the characteristic valueasht t p: / / www. msn. com If you omit the
http:// prefix, the system will suffix the characteristic value to the current URL in your browser and attempt to
navigate to this location when the launch button is pressed. This may or may not be the desired resullt.

NOTE:

Due to browser security restrictions, opening URLs using the file protocol (“file://") from pages retrieved using http
does not work for Internet Explorer version 7 or later, or in Firefox. If the file protocol is used, the browser either
does not return properly or an error isthrown (e.g., "Access Denied", which usually results from cross site scripting
features added for security reasons).
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This issue has no known workaround. To comply with browser security standards, the recommendation isto move
the target filesto an FTP or HTTP server location to avoid protocols that are subject to browser security restrictions.

» Foreign key reference. Characteristics of thistype have their valid values defined in another table. If you choose this
option, you must use FK Refer ence to define the table that controls the valid values of this characteristic type. Refer to
Setting Up Foreign Key References for more information.

Use the Allow Search by Char Val to indicate if searching for an entity by this characteristic typeis Allowed or Not
Allowed. Refer to Searching by Characteristic Values for more information.

The Custom switch is only applicable to Predefined value types. It indicates whether or not an implementation is allowed
to add values for a characteristic type whose owner is not Customer M odification

« If thisswitch isturned on, an implementation may add characteristic values to the grid for system owned characteristic
types.

« If thisswitch isturned off, an implementation may not add characteristic values to the grid for system owned
characteristic types.

NOTE: Regardless of the value of the Custom switch, an implementation may not update or remove system owned
characteristic values.

The Characteristic Value grid defines the valid values for a Predefined value type of characteristic.
The Characteristic Valueisthe uniqueidentifier of the value.
Description isthe text that is visible in the dropdowns and display when viewing this characteristic value.

Owner indicatesif this characteristic value is owned by the system or by your implementation (Customer M odification).
The system sets the owner to Customer M odification when you add characteristic values to a characteristic type. This
information is display-only.

Where Used

Follow this link to open the data dictionary where you can view the tables that reference CI_CHAR_TYPE in the data
dictionary schema viewer.

Characteristic Type - Characteristic Entities

To define the entities (objects) on which a given characteristic type can be defined, open Admin > System >
Characteristic Type> Search and navigate to the Characteristic Entities tab.

Description of Page

Use the Char acteristic Entity collection to define the entities on which the characteristic type can be used. Owner
indicates if thisis owned by the base package or by your implementation (Customer M odification).

NOTE: Thevaluesfor thisfield are customizable using the Lookup table. Thisfield nameis CHAR_ENTITY _FLG.

NOTE: For some entitiesin the system, the valid characteristics for arecord are defined on arelated "type" entity.
For example, in Oracle Utilities Customer Care and Billing the meter type defines valid characteristics for meters of
that type. When configuring your system, in addition to defining the appropriate entity for a characteristic type, you
may also need to link the characteristic type to an appropriate entity "type". This techniqueistypically not followed
for business object driven maintenance objects, where the business objects can be configured with the appropriate
“flattened” characteristic typesin the schema.
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Setting Up Foreign Key Reference Information

A Foreign Key Reference defines the necessary information needed to reference an entity in certain table.

Y ou need to set up this control table if you need to validate aforeign key value against a corresponding table. For example,
if aschema element is associated with an FK Reference the system validates the element's value against the corresponding
table. Refer to Configuration Tools to learn more about schema-based objects. Another example is characteristics whose
valid values are defined in another table (i.e., you use "foreign key reference" characteristic types). Refer to There Are Four
Types Of Characteristics for adescription of characteristics of this type.

A FK Referenceis used not just for validation purposes. It also used to display the standard information description of

the reference entity as well as provide navigation information to its maintenance transaction. Info descriptions appear
throughout the Ul, for example, whenever an account is displayed on a page, a description of the account appears. The
product provides base product FK references for many of its entities as they are used for validation and display of elements
in both fixed page user interfaces as well as portal based user interfaces.

An implementation may also see the need to define aforeign key reference. The following points describe what you should
know before you can setup aforeign key reference for atable.

» The physical name of the table. Typically thisisthe primary table of a maintenance object.

» The program used by default to construct the referenced entity's info description. Refer to Information Description Is
Dynamically Derived for more information on how thisis used.

» Thetransaction used to maintain the referenced entity. Thisis where the user navigates to when using the "go to" button
or hyperlink associated with the entity. Refer to Navigation Information Is Dynamically Derived for more information on
how thisis used.

» The name of the search page used to look for avalid entity. Refer to Search Options for more information.

Information Description Is Dynamically Derived

Typically aFK Reference is defined for a maintenance object's primary table. In this case the system dynamically derives
the standard information associated with a specific referenced entity as follows:

» Attempt to determine the business object associated with the referenced entity. Refer to the Determine BO maintenance
object algorithm system event for more information. If abusiness object has been determined, the system lets the
business object's Information plug-in, if any, format the description.

 If abusiness object has not been determined or the business object has no such plug-in, the system lets the maintenance
object's information plug-in, if any, format the description.

« If the maintenance object has no such plug-in, the system uses the info program specified on the FK Reference to format
the description.

NOTE: Technical note. The class that returns the information displayed adjacent to the referenced entity is generated
specifically for use as an info routine. Please speak to your support group if you need to generate such aclass.

NOTE: Genericroutine. The system provides a generic information routine that returns the description of control table
objects from its associated language table. By "control table" we mean atable with an associated |language table that
contains a DESCR field. Refer to Defining Table Options for more information on tables and fields. The javaclassis
com.splwg.base.domain.common.for eignK eyReference.DescriptionRetriever.

Oracle Utilities Customer Care and Billing Administrative User Guide « 37



Navigation Information Is Dynamically Derived

Typically aFK Reference is defined for a maintenance object's primary table. In this case the system dynamically derives
the actual transaction to navigate to for a given referenced entity as follows:

» Attempt to determine the business object associated with the referenced entity. Refer to the Determine BO maintenance
object algorithm system event for more information. If abusiness object has been determined, use the maintenance portal
defined asits Portal Navigation Option business object option.

 |If abusiness object has not been determined or the business object defines no such option, the system uses the
transaction specified on the FK Reference.

Search Options

The product provides two main metaphors for implementing a user interface. For input fields that are foreign keys, search
options are dependent on the metaphor used by the page in question.

» A fixed maintenance page user interface is a page supplied by the base product where only minor enhancements, if any,
can be introduced by implementations. The foreign key reference may be used in one of two ways.

» The based product may use an FK reference to define a base element on one of these pages. If asearch is available for
such elements, the FK reference's Search Navigation Key is used to implement the search.

» Entitiesthat support characteristics typically include a generic characteristic collection Ul metaphor on these types
of pages. In this metaphor, aforeign key characteristic displays a search icon if the FK Reference has configured a
Search Navigation Key.

» A portal based user interface is amore flexible user interface where an implementation has more options for customizing
the look and feel. The base product uses Ul maps or automatic Ul rendering to display input fields. Elementsthat are
foreign keys may display a searchicon if the FK reference defines a Search Zone.

NOTE: Defining search zonesdirectly. It's possible for elements on a Ul map to define a specific search zone
directly in the HTML, rather than using the search zone defined on an FK reference. Refer to the Ul map tips for more
information on implementing searches using zones.

Foreign Key Reference - Main
To setup aforeign key reference, open Admin > Database > FK Reference > Search.

CAUTION: Important! If you introduce a new foreign key reference, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Description of Page
Enter an easily recognizable FK (foreign key) Refer ence code and Description for the table.

Enter the name of the Table whose primary key is referenced. After selecting a Table, the columnsin the table's primary
key are displayed adjacent to Table PK Sequence.

Use Navigation Option to define the page to which the user will be transferred when they press the go to button or
hyperlink associated with the referenced entity. Refer to Navigation Information Is Dynamically Derived for more
information on how thisis used.

The Info Program Type indicates whether the default program that returns the standard information description is Java or
Java (Converted), meaning it was converted into Java.
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NOTE: Java (Converted) program types are not applicable to all products.

Use Info Program Name to enter the Java class/ program name.
Refer to Information Description Is Dynamically Derived for more information on the info program is used.

NOTE: View the source. If the program is shipped with the base package, you can use the adjacent button to display
the source code of this program in the Java docs viewer.

Use Context Menu Name to specify the context menu that appears to the left of the value.

NOTE: Context Menu Name is not applicable to user interface elements displaying a generic collection using aforeign
key characteristic type. It isonly applicable for pages utilizing the foreign key compound element type for fixed page
user interface and for data displayed in a portal based user interface where the foreign key reference is defined as an
attribute for an element. Report parameters that reference foreign key characteristics are an example of a user interface
where a context menu is not displayed even if the foreign key reference defines one.

Use Search Navigation Key to define the search page that will be opened when a user searches for valid values on a user
interface that is afixed page. Refer to Search Options for more information.

Use Sear ch Type to define the default set of search criteria used by the Sear ch Navigation K ey's search page.

Use Search Zone to define the search zone that opens when a user searches for valid values when the foreign key reference
is configured as an input field on a portal based page. Refer to Search Options for more information.

Use Search Tooltip to define alabel that describes the Sear ch Navigation Key's search page.
NOTE: Search Typeand Search Tooltip. These attributes are only applicable to user interface elements utilizing
the foreign key compound element type on fixed page user interfaces. Report parameters that reference foreign key

characteristics are an example of a user interface where thisinformation is not used even if the foreign key reference
defines them.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference ClI_FK_REF.

Defining Feature Configurations

Some system features are configured by populating options on a"feature configuration". Because various options
throughout the system may be controlled by settings in feature configuration, this section does not document all the
disparate possible options. The topics below simply describe how to use this transaction in a generic way.

For information about specific features:
» Refer to the detailed description of each option type.

» Usetheindex in the online help and search for ‘feature configuration’ to find any specific topics describing feature
options in the administration guide.

Y ou can create options to control features that you develop for your implementation. To do this:

» Review the lookup values for the lookup field EXT_SYS TYP_FLG. If your new option can be logically categorized
within an existing feature type, note the lookup value. If your new option warrants a new feature type, add alookup value
to thislookup field.

» Define the feature's option types. If you have identified an existing feature type to add the options to, find the lookup
with the name xxxx_OPT_TYP_FL G where xxxx isthe lookup value of EXT_SYS TYP_FL G noted above. If you
decided to create a new feature type (by adding a new lookup valueto the EXT_SYS TYP_FL G lookup, you must
create a new lookup with the name xxxx_OPT_TYP_FL G where xxxx is the new value you defined above.
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e Flush all caches.

Feature Configuration - Main

To define your feature configuration, open Admin > System > Feature Configuration > Search.

Description of Page

Enter an easily recognizable Feature Name code.

Indicate the Feature Type for this configuration. For example, if you were setting up the options for the batch scheduler,
you'd select Batch Scheduler.

NOTE: You can add new Feature Types. Refer to the description of the page above for how you can add Feature
Types to control features developed for your implementation.

NOTE: Multiple Feature Configurationsfor a Feature Type. Some Feature Types allow multiple feature
configurations. The administration documentation for each feature will tell you when thisis possible.

The Options grid allows you to configure the feature. To do this, select the Option Type and defineits Value. Set the
Sequence to 1 unless the option may have more than value. Detailed Description may display additional information on
the option type.

NOTE: Each option isdocumented elsewher e. The administration documentation for each feature describesiits
options and whether an option supports multiple values.

NOTE: You can add new optionsto base-package features. Y our implementation may want to add additional options
to one of the base-package's feature types. For example, your implementation may have plug-in driven logic that would
benefit from a new option. To do this, display the lookup field that holds the desired feature's options. The lookup field's
name is xxxx_OPT_TYP_FL G where xxxx isthe identifier of the feature onthe EXT_SYS TYP_FL G lookup value.
For example, to add new batch scheduler options, display the lookup field BS OPT_TYP_FLG.

Feature Configuration - Messages

If the feature exists to interface with an external system, you can use this page to define the mapping between error and
warning codes in the external system and our system.

Open this page using Admin > Feature Configuration > Search and navigate to the M essages tab.
Description of Page

For each message that may be received from an external system, define the Feature M essage Category and Feature
M essage Code to identify the message.

A corresponding message must be defined in the system message tables. For each message identify the M essage Category
and M essage Number . For each new message, the Message Category defaults to 90000 (because an implementation's
messages should be added into this category or greater so asto avoid collisions during upgrades).

Defining Master Configurations

A master configuration is an object that enables an implementation to define configuration for featuresin the system. It is
an alternative to using feature configuration for defining options. A master configuration is defined using a business object.
Only one master configuration may exist for a given business object.
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The product provides one or more master configuration that may be used for configuration. Some examples, of base master
configuration business objects are as follows

» Hijri to Gregorian Date Mapping. This alows an implementation that uses Hijri dates to define the mapping between
those dates and Gregorian dates.

» |LM Configuration. For implementations that use Information Lifecycle Management, the ILM configuration record
defines some parameters used by the process.

» Migration Assistant Configuration. For implementations that use the configuration migration assistant (CMA), the
configuration record defines some parameters used by the process.

For alist of al the master configuration records provided by the product, navigate to the master configuration page in the
application.

Setting Up Master Configurations

To set up amaster configuration, open Admin > System > Master Configuration.

The topicsin this section describe the base-package zones that appear on the Master Configuration portal.
Master Configuration

The Master Configuration List zone lists every category of master configuration.

The following functions are available:

 Click abroadcast button to open other zones that contain more information about the adjacent master configuration.
 Click the Add/Edit button to start a business process that updates the master configuration.

Master Configuration Details

The Master Configuration Details zone contains display-only information about a master configuration.
This zone appears when amaster configuration has been broadcast from the Master Configuration zone.
Please see the zone's help text for information about this zone's fields.

Miscellaneous Topics

The following sections describe miscellaneous system wide topics.

Module Configuration

The system provides the ability to simplify the user interface based on functionality areas practiced by your organization.

Menu items and other user interface elements are associated with function modules. By default, all function modules are
accessible. If afunction moduleis not applicable to your business you may turn it off. Refer to Turn Off A Function Module
for more information on how to turn off amodule.

If afunction module is made non-accessible, i.e. turned off, its related elements are suppressed from the user interface.
In addition the system may validate that related functionality is not accessed. This also means that turning off the wrong
module may cause any of the following to occur:

» Menuitems may not appear. Refer to Menu Item Suppression to better understand how menu item suppression works.
» Entire menus may not appear. Refer to Menu Suppression to better understand how menu suppression works.

 Tabs on pages may not appear.

» Fields may not appear.

» The system may return an error message when you attempt to use a function (indicating the function is turned off).
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To correct the above situation, simply remove the module from the turned off list thus making it accessible again.

Y our module configuration setup is displayed on the installations record.

Menu Item Suppression
The following points describe how your module configuration can suppress menu items.

« Menuitemsthat are owned by the base product (as opposed to those your implementation adds) are associated with one
or more function modules. If your module configuration has turned off all of the menu item's modules, the menuitem is
suppressed. If at least one of the modulesis accessible, i.e. turned on, the menu item is not suppressed.

» |f amenu line doesn't contain any accessible items, the menu line is suppressed.

« If al lines on amenu are suppressed, the menu itself (Menu or Admin menu) is suppressed in the application toolbar.

Menu Suppression

In addition to the above Menu Item Suppression logic, the following points describe how your module configuration can
suppress an entire menu.

» Menusthat are owned by the base product (as opposed to those your implementation adds) are associated with one or
more function modules.

« If your module configuration has turned off all of the menu's modules, the entire menu is suppressed. If at least one of
the modulesis accessible, i.e. turned on, the menu is not suppressed.

Turn Off A Function Module

The base package is provided with aModule Configuration Feature Configuration that allows your organization to turn
off base package function modules.

To turn off any of the base package function modules add a Turned Off option to this feature configuration referencing that
module. Refer to the MODUL E_FL G lookup field for the complete list of the application's function modules.

Any module not referenced on this feature configuration is considered turned on, i.e. accessible. To turn on a module,
simply remove its corresponding Tur ned Off option from this feature configuration.

Y ou may view your module configuration setup on the installation options page.

NOTE: Only one. The system expects only one M odule Configuration feature configuration to be defined.

Global Context Overview

The framework web application provides each product the ability to nominate certain fields to act as a"global context"
within the web application. For example, in Oracle Utilities Customer Care and Billing, the global context fields include
Account 1D, Person ID and Premise ID. The values of these fields may be populated as a result of searching or displaying
objects that use these fields in their keys. If you navigate to the Bill page and display abill, the global context is refreshed
with the Account ID associated with that bill. The global context for Person ID and Premise ID are refreshed with data
associated with that account.

The fields designated as global context for the product are defined using the lookup F1_ Ul CTXT_FLDS FLG.

Changing the values of the global context typically cause data displayed in zones on the dashboard to be refreshed to show
information relevant to the current values of these global context fields.
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When the value of one of the global context fields changes, an algorithm plugged into the installation record is responsible
for populating the remaining global context values accordingly. Refer to your specific product for more information about
the base algorithm that is provided for that product.

System Data Naming Convention

There are several maintenance objectsin the system that include owner flag in one or more of its tables. We refer to the data
in these tables as "system data'. Some examples of system data tables include Algorithm Type, Batch Control, Business
Object and Script. Implementations may introduce records to the same tables. The owner flag for records created by an
implementation is set to CM (for customer modification), however the owner flag is not part of the primary key for any

of the system data tables. As aresult, the base product provides the following guidelines for defining the primary key in
system data tables to avoid any naming conflict.

Base Product System Data

For any table that includes the owner flag, the base product will follow a naming convention for any new data that is owned
by the base product. The primary key for records introduced by the product is prefixed with xn- where xn is the value of
the owner flag. For example, if a new background process is introduced to the framework product, the batch code nameis
prefixed with F1-.

NOTE: There are some cases where the hyphen is not included. For example, portal codes omit the hyphen.

For most system data, the remainder of the primary key isall in capital case. An exception is schema oriented records.
For business objects, business services, scripts, data areas and Ul maps, the product follows the general rule of using
Capital Case after the product owner prefix. For example, F1-AddToDoEntry is the name of a base product business
service.

NOTE: Data Explorer Business Services. For business services used to invoke a data explorer zone, it is
recommended to name the Business Service the same name as the related zone rather than defining a different
Capital Case name for the business service.

Please note that this standard is followed for all new records introduced by the base product. However, there are base
product entries in many of these system data tables that were introduced before the naming convention was adopted. That
data does not follow the naming convention described above.

NOTE: Schema naming conventions. A context sensitive "Schema Tips' zone is associated with any page where a
schema may be defined. The zone provides recommended naming conventions for el ements within a schema along with
acomplete list of the XML nodes and attributes available to you when you construct a schema.

Implementation System Data

When new system datais introduced for your implementation you must consider the naming convention for the primary
key. The product recommends prefixing records with CM, which is the value of the owner flag in your environment. Thisis
consistent with the base product naming convention. This convention allows your implementation to use the CM packaging
tool in the Software Development Kit as delivered. The extract file provided with the tool selects system data records with
an owner flag of CM AND with aCM prefix.

NOTE: If you choose not to follow the CM naming convention for your records and you want to use the CM packaging
tool, your implementation must customize the extract file to define the appropriate selection criteria for the records to be
included in the package. Refer to the Software Devel opment Kit documentation for more information.
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Also note that owner flag may be introduced to an existing table in a new release. When this happens, the CM packaging
tool is also updated to include these new system data tables. Y our implementation will have existing records in those tables
that probably do not follow any naming convention. After an upgrade to such arelease, if you want to include thisdatain
the CM packaging tool, you must customize the extract file for the tablesin question.

Caching Overview

A great deal of information in the system changes infrequently. In order to avoid accessing the database every time this type
of information is required by an end-user or a batch process, the system maintains a cache of static information on the web
server. In addition to the web server's cache, information is also cached on each user's browser.

Server Cache

The cacheis populated the first time any user accesses a page that contains cached information. For example, consider a
control table whose contents appear in a dropdown on various pages. When a user opens one of these pages, the system
verifiesthat the list of records exists in the cache. If so, it uses the valuesin the cache. If not, it accesses the database to
retrieve the records and saves them in the cache. In other words, the records for this control table are put into the cache the
first time they are used by any user. The next user who opens one of these pages will have the records for this control table
retrieved from the cache (thus obviating the database access).

The following points describe the type of datathat is cached on the web server:
» Field labels. This portion of the cache contains the labels that prefix fields on the various pages in the system.

» System information. This portion of the cache contains installation and basic information about the various application
services (e.g., the URL's that are associated with the various pages).

» Menu items. This portion of the cache contains the menu items.

» Dropdown contents. This portion of the cache contains the contents of the various dropdowns that appear throughout
the system.

» XSL documents. This portion of the cache contains each page's static HTML.
» Portal information. This portion of the cache contains information about which zones are shown on the various pages.

The contents of the cache are cleared whenever the web server is "bounced"”. This means that fresh values are retrieved from
the database after the application server software is restarted.

If you change the database after the cache is built and the information you changed is kept in the cache, users may continue
to see the old values. If you don't want to bounce your web server, you can issue one of the following commands in your
browser's URL to immediately clear the contents of the cache (a separate command exists for each type of datathat is held
in the cache):

« flushAll.jsp?language=<language code>. This command flushes every cache described below.

» flushDropdownCache.jsp?language=<language code>. This command flushes al objects in the dropdown contents
associated with a given language (note, the language code is defined on the Language control table). Use this whenever
you change, add or delete values to/from control tables that appear in dropdowns. Unlike the above caches, the objectsin
the dropdown cache are flushed automatically every 30 minutes from the time they are first built.

» flushDropDownField.jsp?language=<language code>& key=<field> If you want to flush the values in a specific drop-
down field in the cache, specify the <field> using this command.

o flushMenu.jsp. This command flushes the menu cache. Use this command if you change menu data.

» flushMessageCatalog.jsp. This command flushes the field |abels. Use this whenever you add or change any labels (this
istypically only done by implementers who have rights to introduce new pages).

 flushMessaging.jsp. This command flushes messages.
« flushNavigationl nfo.jsp. This command flushes the navigation information in the cache.
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» flushPortalM etal nfo.jsp. This command flushes the portal information cache. Use this command whenever you change
any portal zone meta-data.

o flushSystemL oginlnfo.jsp. This command flushes the system information cache. Use this whenever you change
navigation options, cached information from the installation record, or if you change an application service's URL.

o flushUl_XSLs,jsp. This command flushes the XSL document cache. Use this command if you change user interface
meta-data. Also use this command whenever you change or introduce new zones.

For example, assume the following:
 theweb server and port on which you work is called OU-Production: 7500

» you add anew record to a control table and you want it to be available on the appropriate transactionsimmediately (i.e.,
you cannot wait for 30 minutes)

Y ou would issue the following command in your browser's address bar: http://OU-Production: 7500/
flushDr opdownCache.jsp?language=ENG. Notice that the command replaces the typical cis.jsp that appears after the port
number (thisis because these commands are simply different JSP pages that are being executed on the web server).

Client Cache

In addition to the web server's cache, information is also cached on each user's browser. After clearing the cache that's
maintained on the web server, you must also clear the cache that's maintained on your client's browser. To do this, follow
the following steps:

» Select Tools on your browser's menu bar

» Select Internet Options... on the menu that appears.

» Click the Delete Files button on the pop-up that appears.

» Turn on Delete all offline content on the subsequent pop-up that appears and then click OK.

» And then enter the standard URL to re-invoke the system.
NOTE: Automatic refresh of the browser's cache. Each user's cache is automatically refreshed based on the maxAge
parameter defined in the web.xml document on your web server. We recommend that you set this parameter to 1 second

on development / test environments and 28800 seconds (8 hours) on production environments. Please speak to system
support if you need to change this value.

Batch Cache

When submitting a batch job, the batch component uses a caching mechanism using a Hibernate data cache. The tables
whose records are included in this cache are configured using the Caching Regime value of Cached for Batch. Refer to
Table - Main for more information.

When starting a thread pool worker, data in tables marked as cached is loaded and cached for aslong as that thread

pool isrunning. If thereis a change in cached data that should be available for the next batch job, either the thread pool
worker must be restarted or aternatively, the F1-FL USH (Flush all Caches) background process can be submitted. This
background process receives the thread pool name asinput. It will flush the data cached for batch for that thread pool.

Debug Mode

Y our implementation team can execute the system using a special mode when they are configuring the application. To
enable this mode, enter ?debug=true at the end of the URL that you use to access the application. For example, if the
standard URL was http://CD-Production: 7500/cis.jsp, you'd enter http://CD-Production: 7500/cis.jsp?debug=trueto
enable configuration mode.
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When in this mode certain debugging oriented tools become available right bel ow the main toolbar.

» Start Debug starts alogging session. During this session the processing steps that you perform are logged. For example,
the log will show the data areas that are passed in at each step and the data areas returned after the step is processed.

» Stop Debug stops the logging session.
» Show Trace opens awindow that contains the logging session. All of the steps are initially collapsed.
» Clear Traceclearsyour logfile.

» Show User L og alowsyou to view your own log entries. The number of "tail" entries to view may be specified in the
adjacent L og Entriesfield before clicking the button. Limiting the number of entriesto view allows the user to quickly
and easily see only the latest log entries without having to manually scroll to the end of the log.

» Checking the Global Debug indication starts various tracing options.

Other parts of the system may show additional configuration oriented icons when in this mode. For example, explorer zones
may provide additional toolsto assist in debugging zone configuration. These icons are described in the context of where

they appear.

Also, in debug mode drop down listsin data explorer and Ul map zones will contain the code for each item in addition to
theitem's display string.

NOTE: Show User Log button is secured. An application service FIUSERL OG has been provided for this
functionality to allow implementations to restrict user access to this button. Such restriction may be called for in
production environments.

System Override Date

The system provides away to override the system date used for online operations. This feature is available if the server
administrator has enabled it in the environment properties. For instructions on configuring environment properties see the
Server Administration Guide. The system date override feature is not recommended for production environments.

Under the General System ConfigurationFeature Configuration, the System Override Date Option Type holds the
date the application will use asthe global system date instead of retrieving the same from the database. This feature can be
especially useful in running tests that require the system date to be progressed over a period of time.

The system override date feature is also available at the user level. Thisis useful when a user wants override the system date
to run tests without affecting the system date for other usersin the environment. In order to override the system date for the
user, open the Admin > User > Search, page. On the Characteristics tab, add the System Override Date characteristic
type with a characteristic value set to the desired date in the YYYY-MM-DD format.

If system override dates are defined at both the feature configuration level and the user level, the date set at the user level
will take precedence.

Advanced Search Options

The product supports fuzzy searching in explorer zone types using the Oracle Text CONTAINS operator.

Refer to the DBA guide for details on setting up the database to support fuzzy searching. Note that there are some
implementations where fuzzy searching will not be possible. For example, it's only available for implementations using
the Oracle database. Additionally, not all languages are supported. Refer to the Oracle Database documentation for more
information about fuzzy searching.

For information about the particular syntax to use in the explorer zones, refer to the Zone Tips context zone available in the
Dashboard on the Zone portal.
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Defining Security & User Options

The contents of this section describe how to maintain a user's access rights.

The Big Picture of Application Security

The contents of this section provide background information about application security.

Application Security

The system restricts access to its transactions as follows:

» An application service may be associated with every securable function in the system.

All maintenance objects define an application service that includes the basic actions available, typically Add,
Change, Delete, and I nquire. The base product supplies an application service for every maintenance object.

For maintenance objects whose user interface page is not portal-based, the application service also controls whether
the menu entry appears. If auser doesn't have access to the maintenance object's application service, the menu item
that corresponds with the application service will not be visible.

For portal based user interfaces, each main portal defines an explicit application service with the access mode
Inquire, alowing the user interface to be secured independently of the underlying object security. If a user doesn't
have access to the portal's application service, the menu item that corresponds with the application service will not be
visible. The base product supplies an application service for every portal that is accessible from the menu.

Menu items may define an application service. Use this technique for the following scenarios:

» Suppress amenu item if the underlying application security for the transaction does not provide enough fine
grained control. For example, imagine your implementation creates a special BPA script to add a To Do Entry
and would like users to use the special BPA rather than the base supplied Add dialogue for To Do Entry. The
underlying security settings for To Do Entry should grant Add access to these users given that the special BPA wiill
still add arecord. To suppress the base Add dialogue, link a special application service and access mode for the
base supplied menu item for To Do Entry Add. Then define amenu entry for the new special BPA for adding.

» Suppress the add option if auser does not have add security for the object. By default the product does not
suppress the add function if a user does not have add access to the object. Rather, the user is prevented from adding
the record at the back-end. If your implementation would like to suppress the icon, link the object's application
service and the Add access mode to the Add menu item.

Zones define an application service

» For zoneslinked to aportal, if auser doesn't have access to the zone's application service, the zone will not be
visible on the portal. In most cases the zone defines the same application service asits portal. In specia cases,
such as the zones on the Dashboard, the product supplies separate application services for each zone allowing
implementations to determine at a more granular level which users should have access to which zones.

» For query zones that are configured on a multi-query zone, if a user doesn't have access to the zone's application
service, the zone will not be visible in the dropdown on the multi-query zone. In most cases all zonesin a multi-
guery zone define the same application service as the multi-query zone. The product may supply a special
application service for one or more zones in a multi-query zone if the functionality is special to certain markets or
jurisdictions and not applicable to al implementations.

+ For zones that are used by business services to perform SQL queries, the product supplies a default application
service. Security for these zones is not checked by the product as they are used for internal purposes.
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Business objects define an application service. If the business object defines a lifecycle, the application service must
include access modes that correspond to each state. In addition, the standard maintenance object access modes of
Add, Change, Delete and Inquir e are included. The base product business objects are supplied with appropriate
application services.

Other configuration tool objects are securable but the base product typically does not supply special application services
for each object. An implementation may supply custom application services and link them to the appropriate record:

BPA scripts may define an application service with the access mode Execute. The base BPA scripts are typically not
configured with any application service. An implementation may define one. Note that as mentioned above, a menu
item may also be configured with an application service and access mode. This allows for aBPA that isinvoked viaa
menu entry to be secured in more than one way.

Business Services and Service Scripts define an application service with the access mode Execute. Thisis needed
for services that may be executed from an external system, for example via an inbound web service. Base business
services and service scripts are configured with a default application service, which may be overridden by an
implementation.

Users are granted access to application services via user groups. For example, you may create a user group called Senior
Management and give it access to senior manager-oriented pages and portals.

When you grant a user group access to an application service with multiple access modes, you must a so define the
access modes that are allowed. Often the access modes correspond to an action on a user interface. For example, you
may indicate a given user group has inquire-only access to an application service, whereas another user group has
add, change, cancel and complete access to the same service. Refer to action level security for more information.

If the application service has field level security enabled, you must also define the user group's security level for each
secured field on the transaction.

And finally, you link individual usersto the user groups to which they belong. When you link a user to a user group,
this user inherits all of the user group's access rights.

CAUTION: Menus may be suppressed! If all menu items on a menu are suppressed, the menu is suppressed.

Action Level Security

When you grant a user group accessto an application service, you must indicate the actions to which they have access.

For application services that only query the database, there is a single action to which you must provide access - thisis
caled Inquire.

For application services that can modify the database, you must define the actions that the user may perform. At a
minimum, most maintenance transactions support Add, Change, and I nquir e actions. Additional actions are available
depending on the application service's functions.

CAUTION: Important! If an application service supports actions that modify the database other than Add, Change, and
Delete; you must provide the user with Change access in addition to the other access rights. Consider a transaction that
supports specia actionsin addition to Add, Change, and Inquire (e.g., Freeze, Complete, Cancel). If you want to give
auser accessto any of these special actions, you must also give the user access to the I nquire and Change actions.

Field Level Security

Sometimes transaction and action security is not sufficient. There are situations where you may need to restrict access based
on the values of data. For example, in Oracle Utilities Customer Care and Billing you might want to prevent certain users
from completing a bill for more than $10,000. Thisisreferred to as "field level security".
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Field level security can be complex and idiosyncratic. Implementing field level security always requires some programming
by your implementation group. This programming involves the introduction of the specific field-level logic into the
respective application service(s).

NOTE: Field level security logic isadded to user exits. Refer to the Public API chapter of the Software Development
Kit Developer Guide for more information on how to introduce field-level security logic into an application service's
user exits.

Even though the validation of a user's field-level security rights requires programming, the definition of a user's access
rightsis performed using the same transactions used to define transaction / action level security. Thisis achieved as follows:

» Create a security type for each type of field-level security.

» Define the various access levels for each security type. For example, assume you have some users who can complete
bills for less than $300, and other users who can complete bills for less than $1,000, and still other users who can
complete billsfor any value. In this scenario, you'd need 3 access levels on this security type:

« Level 1 (lowest): May authorize bills <= $300
« Level 2 (medium): May authorize bills <= $1,000
» Level 3 (highest): May authorize all bills

 Link this security typeto each application service where this type of field level security isimplemented. Thislinkageis
performed on the security type transaction.

« Defining each user group's access level for each security type (thisis done for each application service on which the
security type is applicable).

NOTE:

Highest value grants highest security. The system expects the highest authorization level value to represent highest
security level. Moreover, authorization level is an aphanumeric field so care should be taken to ensure that it's set up
correctly.

Encryption and Masking

"Encryption” refers to encrypting data stored in a database using an encryption key.

"Masking" refersto overwriting all or part of a decrypted field value with a masking character before it is presented to a
user (or an external system) without the appropriate security access. For example, an implementation can mask the first 12
digits of a credit card number with an asterisk for users who do not have security rights to see credit card numbers. This
section is describing defining masking rules that may be applied to data for display on the user interface.

Multiple masking rules. The system allows different masking rules to be applied to different fields. For example, a credit
card number can be masked differently than a social security number. In addition, some user groups may be allowed to see
certain fields unmasked.

M asking happens after decryption. It is obvious, but worth emphasizing, that only decrypted data can be masked. This
means that if auser does not have authority to retrieve decrypted data then masking is not relevant because the data to be
masked would be encrypted.

The topicsin this section describe how to mask field values.

Identify the Fields to Be Masked
Y our implementation should list every field on every page and inbound web service request that requires masking
Classify each field into one of the following categories:

» Anelement that is retrieved by invoking a business object, a business service, or a service script
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» Afield that isretrieved by invoking a page service
» A fieldthat isretrieved by invoking a search service
» Anad hoc characteristic type's value

Primary keys cannot be masked. A field defined as a unique identifier of arow cannot be configured for masking.
Masking afield that is part of the primary key causes a problem when attempting to update the record. Thisrestriction also
appliesto elements that are part of a"list" in an XML column on a maintenance object. One or more elementsin the list
must be defined as a primary identifier of the list. Be sure that primary key elementsin thelist are not ones that require
masking.

Masking appliesto strings. Only fields with a data type of String can be masked.

List membersthat contain different " types'. Consider a page with alist that contains a person's phone humbers. Y ou can
set up the system so that a person’'s home phone has different masking rules than their work number. If your implementation
has this type of requirement, the list of masked fields should contain an entry for each masking rule.

Create a Security Type For Each Logical Field
Examine the list of masked fields and look for "logical fields".
For example, assume your list contains the following masked fields:

» The Person - Main page retrieves information using the person page service. This page contains a grid that contains the
various forms of ID associated with the person. Entriesin the grid with an ID Type of "Socia Security Number" are
subject to masking.

» The Control Central - Main page retrieves data by invoking a search service. This service shows a person's primary form
of ID inthe search results. If aperson's primary ID istheir social security number then it is subject to masking.

» The Control Central - Account Information page contains a map zone that retrieves data by invoking a service script. One
of the elements in this script's schema holds the person's social security number and it is subject to masking.

In the above example, thereisasingle "logical field" associated with the three secured elements: the social security number.
Examine your list and define the distinct logical fields. For each one, create a security type with two authorization levels:

e 1-Canonly seethe element masked

e 2 - Can only seethe element unmasked

Y ou should link all of the security types to an application service of your choosing. We recommend linking every masking-
oriented security type to asingle application service (e.g., CM_MASK) as it makes granting access easier.

Create An Algorithm For Each Security Type
A masking algorithm must be created for each security type.

These algorithms determine if a user has the rights to view a given field unmasked, and, if not, how the field should be
masked.

The base package provides the algorithm type F1-MASK whose parameters are designed to handle most masking needs.
This algorithm type's parameters are described below to provide the complete picture of how to control how afield is
masked and who can see it unmasked:

» Masking Character: Enter the character used to overwrite afield's value for users who can only see masked values.

» Number of Unmasked Characters: If some of the field value should remain unmasked at the end of the string, enter the
number of unmasked characters.

» Unmasked Characters: If some charactersin afield value should never be masked, enter them. For example, if aphone
number can contain dashes and parenthesis and you don't want these characters masked, you would enter - () . .
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dataDictionary?type=algtype&name=F1-MASK

» Application Service: Enter the application service that you created above.
e Security Type: Enter the security type that you created above.

» Authorization Level: Enter the authorization level that a user must have to see this field unmasked. If you followed the
recommendations above, thiswill be 2.

Create A Feature Configuration For Each Secured Element
Create a feature configuration with a Feature Type of Data M asking.
Add an option for every field that you defined in Identify The Fields To Be Masked.

Each field's option value will have an Option Type of Field Masking and a Value that references the respective algorithm
defined above. In addition, the Vaue will contain mnemonics that differ depending on how the field is retrieved.

NOTE: Only fields defined as strings are supported.

Schema Based Object Field Masking

For data that is accessed via a schema-based object call and displayed in a Ul map, the field to be masked must reference a
meta-data field name in its schema definition: field="fld_name", alg="algorithm name"

If the element references an mdField in the schema, that is the field used to identify the masking rule. If thereis no mdField
reference but only a mapField reference, that is the field used to identify the masking rule. For example, if you want to mask
acredit card number, let's assume that field is defined in the schemais the following:

<credi t Card ndFi el d="CCNBR' mapFi el d="EXT_ACCT_I D'/ >

In this case, the option value should be field=" CCNBR", alg="algorithm name" . An option value of field="EXT _
ACCT_ID", alg="algorithm name" would not result in masking.
A "where" clause may also be specified. Thisisuseful for data that residesin alist where only data of a certain type needs

to be masked: field="fld_name", alg="algorithm name" , where="fld_name="value

For example, person can have a collection of IDs and only 1Ds of type 'SSN' (social security number) should be masked. If
the person dataincluding its collection of person IDsis displayed on a Ul map viaabusiness object call, let's assume the
collection is defined in the following way:
<personl Ds type="Ilist" mapChil d=Cl _PER | D'>

<i sPrimaryld mapFi el d="PRI M_SW />

<i dType mapFi el d="1D _TYPE CD'/ >

<per sonl dNunber mapFi el d="PER | D_NBR'/ >
</ per sonl ds>

The option value may look like this: field="PER_ID_NBR", alg="algorithm name" , where="ID_TYPE_CD='SSN""
Please note the following important points for schema based masking:

« Limitation of 'where' field Although the main use of a'where' clause for schema oriented elementsisto mask certain
elementsin alist based on a'type, it is also possible to mask asingle field in the schema based on the value of another
field. For example, imagine that a customer submits aregistration form that defines an ID type and ID value. Although
thisdatais not in alist, the implementation may still want to only mask the ID valueif the ID typeis"SSN". The
framework is only able to mask an element in the schema based on a'where' clause if the element in the ‘where' clauseis
a"sibling" in the schema.

« |f the element to be masked isin alist, the element in the 'where' clause must be in the samellist.

» If an element to be masked mapsto areal column in atable, the element in the 'where' clause must also map to areal
column in the table.

« If an element to be masked maps to the CLOB of atable as a single element, the element in the 'where' clause must
map to the same CLOB as a single element.
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Multiple feature option entriesfor the samefield. It's possible that different schemas in the system have a similar type
of datathat may be masked based on different conditions. For example, imagine that an implementation has different
schemas that captured or referenced person identifiersin different ways:

» One schema captures a single person ID without any corresponding "type" record and it should always be masked
using Algorithm CM_SSN_MASK:
<per sonSSN nmapXM_=BO DATA_AREA ndFi el d=PER | D_NBR/ >

» One schema captures a person ID and a corresponding ID Type and it should be masked with Algorithm CM_SSN _
MASK if the typeis"SSN" and masked with algorithm CM_FEIN_MASK if the typeis"FEIN".

<per sonl dType mapXM.=BO DATA AREA ndFi el d=I D_TYPE_CD/ >
<per sonl d mapXM_.=BO _DATA AREA ndFi el d=PER | D_NBR/ >

» One schema captures a person ID and a corresponding ID Type and it has the same masking rules as the previous
schema, but a different field name is used for the ID Type code. (This scenario could happen if for example a different
label isdesired for ID Type on the user interface for this schema.)

<per sonl dType mapXM.=BO_DATA AREA ndFi el d=CM_| D_TYPE/ >
<personl d mapXM_.=BO_DATA AREA ndFi el d=PER _| D_NBR/ >

For this scenario, the feature options may look like this:

1. field="PER_ID_NBR", alg="CM_SSN_MASK"

2. field="PER_ID_NBR",alg="CM_SSN_MASK", where="1D_TYPE_CD='SSN""

3. field="PER_ID_NBR", alg="CM_FEIN_MASK", where="1D_TYPE_CD='FEIN""
4. field="PER_ID_NBR",alg="CM_SSN_MASK", where="CM _ID_TYPE="SSN'"

5. field="PER_ID_NBR",alg="CM_FEIN_MASK", where="CM_ID_TYPE='FEIN"

For each schema, the system will first find whether the element applies to any masking option. It will find 5 masking
optionsfor the field PER_ID_NBR. Then it will determine if any sibling elements match the ‘where' clause.

« If more than one sibling element matches a'where' clause, aruntime error isissued. For example if a schemahas an
element that references "mdField=ID_TYPE_CD" and an element that references "mdField=CM _ID_TYPE", thisis
an error. Additionally, if multiple elements reference mdField=ID_TYPE_CD", thisis an error.

« If one and only one sibling element matches a'where' clause, the value of the element is compared to the values
defined in the ‘where' clause. If it finds a match on the value, the appropriate masking algorithm is applied. If no
match isfound (for example, the Person ID Typeis"LICENSE") the element is displayed asis.

 If no sibling element matches a 'where' clause and a feature option exists with no ‘where' clause (option 1 above), then
the masking algorithm of the option with no ‘where' clauseis applied.

Changing the valuein the 'wher €' clause. If your implementation has some users that are allowed to change records
where some data is masked based on a condition, it is recommended to design the user interface to reset the masked
value when the value in the 'where' clause changes. For example, if auser is prevented from viewing a person's social
security number, but the user is allowed to make updates to the person's record, changing the value of the Person ID
Type should reset the Person ID Number. Thiswould ensure that the user does not 'unmask' the social security number
by simply changing the ID Type.

Records Maintained Using Page Maintenance

For data that is accessed via a page maintenance service call, indicate the table name and the field name where the data
resides: table="table name", field="fld_name", alg="algorithm name"

For example if the Person record and its collection of identifiers are displayed and maintained using page maintenance, the
option value should betable=" CI_PER_ID", field="PER_ID_NBR", alg="algorithm name"

A "where" clause may also be specified: table="table name", field="fld_name", where="fld_name="value'",
alg="algorithm name"
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Thisisuseful for datathat residesin a child table where only data of a certain type needs to be masked. For the person ID
example, table="CI_PER_ID", field="PER_ID_NBR", alg="algorithm name" , where="ID_TYPE_CD="SSN""

Characteristic Data

For datathat is stored as a characteristic, simply indicate the characteristic type: CHAR_TYPE_CD='char type,
alg="algorithm name"

This needs to be defined only once regardless of which characteristic entity the char type may reside on. Note that only ad-
hoc characteristics are supported.

Masking Fields in Explorer Zones or Info Strings

In explorer zones datais often retrieved using SQL directly from the database. No masking is applied automatically in this
case. If thereis datain the explorer zone results that should be masked, the masking must be applied by calling a business
service.

Similarly, an MO Info algorithm may not use BO interaction to get data. It may access data using SQL for efficiency
purposes. No masking in applied when retrieving data via SQL. To apply masking to a string prior to including it in aninfo
string, the masking must be applied by calling a business service.

The system supplies two business services to be called to determine if masking rules apply for a specific field.

« Fl1-TableFieldMask - Mask aTable field. This business service receives a table name, field name and one or more field
values. If masking appliesit returns the masked value.

» F1-SchemaFieldMask - Mask a Schemafield. This business service receives a schema name and type, XPath and field
value. If masking appliesit returns the masked value.

Search Service Results

For data that is displayed via a search service call, indicate the search name and the appropriate field to mask aong with
the masking algorithm. For example: search=" Sear chServiceName", field="PER_ID_NBR", where="1D_TYPE_
CD='SSN'", alg="algorithm name"

To find the name of the search service, launch the search in question, right click in the filter area and choose View Source.
Search for ServiceName. The service name islisted there. To find the field name to mask, go back to the search window
and right click on the results area and choose View Source. Look for the Widget Info section and find the field namein the
SEARCH RESULTS (do not include the $). Note, the "where" statement can only apply to fields that are also part of the
search results.

Grant Access Rights To The User Groups
For each security type, identify which users can see its data unmasked and which users can only see its data masked.

If the masked and unmasked users fit into existing user groups, no additional user groups are necessary. Otherwise, create
new user groups for the masked and unmasked users.

After the user groups for each security type are defined, link each user group to the application service defined above. When
auser group islinked to the application service, you will define the authorization level for each security type linked to the
application service. If auser group's users should see the security type's field values unmasked, set the authorization level

to 2; otherwise set it to 1. Refer to User Group - Application Services for the transaction used to link a user group to an
application service.

NOTE: Flush the cache. Remember that any time you change access rights you should flush the security cache (by
entering flushAll.jsp on the URL of the application) if you want the change to take effect immediately.
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Additional Masking Information

The following points provide additional information to assist in your masking configuration:

If the demonstration database includes a Data M asking feature configuration, review the settings because it will
probably contain masking rules that will match your own.

On data input pages, a user might be able to enter or change masked data, such as a bank account number, but not be able
to subsequently see what they added or changed.

Externa systems can request information by performing a service call viaaweb service. Please keep in mind that some
web service requests require data to be masked and some do not. For example, arequest from an external system to
synchronize person information needs the person's social security number unmasked; whereas a request from aweb

self service application to retrieve the same person information for display purposes needs the person's social security
number masked. To implement this type of requirement, different users must be associated with each of the requests and
these users must belong to separate user groups with different access rights.

If amaintenance object (MO) contains afield that holds an XML document and a service call invokes the MO's service
program directly, the system will mask individual XML elementsin the field if a Determine BO algorithm has been
plugged into the maintenance object and the element(s) in the respective BO schema have been secured as described
above.

The Base Package Controls One User, One User Group, And Many
Application Services

When the system isinitialy installed, the following information is delivered:

Application services for al secured transactions, maintenance objects, business objects, business services, scripts and
zones in the base package.

A user identified by the user id SY SUSER.

A user group identified by the user group code ALL _SERVICES. This user group is associated with all supported
application services delivered with the base product. This user group is given access to all access modes for all
application services (i.e., al actionson al transactions).

Theuser SYSUSER islinked tothe ALL_SERVICES user group. This means that this user has accessto al
transactions and all actions.

NOTE: Animplementation may use the User Enable setting on the user record to disable SY SUSER so that it is not
available asavalid user in the application.

When you receive an upgrade:

New application services are delivered for the new transactions, business objects, zones introduced in the release.

Existing application services are updated with changes in their access modes (e.g., if anew action is added to a
transaction, its application service is updated accordingly).

The ALL_SERVICES user group is updated so it can access the new / changed application services.

CAUTION: Important! Y ou cannot change or remove the information delivered for ALL _SERVICES. Thisinformation
is owned by the base package. It is provided so that an "initial user" has access to the entire system and can setup user
groups and users as per your organization's business requirements. It is not recommended to provide your own users
with accessto the ALL _SERVICES user group. Rather, create user groups that are appropriate for the organization's
business requirements and define user access to these user groups. If you introduce new transactions, configure them for
the appropriate custom user groups.
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Importing Security Configuration from an External Source
The product provides support for importing security information from an external source:

« If your organization uses Lightweight Directory Access Protocol (LDAP), you can import your existing LDAP users
and groups into the system. Once imported, all user and group functions are available. Y ou can import a user group, or a
single user. Y ou can resynchronize your LDAP users and groups at any time.

FASTPATH: For moreinformation refer to LDAP Integration.

» The system provides an integration with Oracle | dentity Manager. When a user is created in the identity manager
product, itsinformation can automatically be interfaced to the product. Once the user is successfully created in the
system, al functions are available.

FASTPATH: For more information refer to Oracle Identity Manager Integration.

The Big Picture of Row Security

Some products allow you to limit a user's access to specific rows. For example, in Oracle Utilities Customer Care and
Billing, row level security prevents users without appropriate rights from accessing specific accounts.

By granting a user access rights to an account, you are actually granting the user access rights to the account's bills,
payment, adjustments, orders, etc.

Thetopicsin this section describe basic row level security objects.

FASTPATH: Refer to your product’s documentation for more information on row level security, if applicable.

Access Groups, Data Access Roles and Users

Well use an example from Oracle Utilities Customer Care and Billing to describe how access groups and roles are used to
restrict access to accounts. The following diagram illustrates the objects involved with account security:

Data Access Role Access Group
‘ =
An Access Group defines agroup of Accountsthat have the same type of security restrictions. A Data Access Role defines

agroup of Usersthat have the same access rights (in respect of access to accounts). When you grant a data access role
rights to an access group, you are giving all usersin the data access role rights to all accounts in the access group.

The following points summarize the data rel ationships involved with account security:
» An account references a single access group. An access group may be linked to an unlimited number of accounts.
» A data accessrole has one or more users associated with it. A user may belong to many data accessroles.

» A data accessrole may belinked to one or more access group. An access group may be linked to one or more data
accessroles.

If you use row level security, setting up your access roles and groups can be easy or challenging - it all depends on your
organization's requirements. Refer to the product's Administration Guide - | mplementing Account Security for severa
case studies. These case studies provide examples of how different requirements can be implemented using these concepts.
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Defining Application Services

An application service exists for every transaction in the system. Please refer to Application Security for a description of
how application services are used when you grant user groups access rights transactions.

CAUTION: Important! If you introduce a new application service, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Application Service - Main

Select Admin > Security > Application Service to define an application service.
Description of Page
Enter aunique Application Service code and Description for the application service.

Indicate the application service's various Access M odes (i.e., actions). Refer to Action Level Security for more information
about the significance of these fields.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference SC_APP_SERVICE.

Application Service - Application Security

Use the Application Security portal to set up security for an application service.

Open this page using Admin > Security > Application Service, and then navigate to the Application Security tab.
This section describes the available zones on this page.

Application Service Details zone. The Application Service Details zone contains display-only information about the
selected application service, including the Access Modes for the application service and its security type.

User Groupswith Access zone. The User Groups with Access zone lists the user groups that have access to the application
service. The following actions are available:

» Click the Description link to navigate to the User Group - Users page for the adjacent user group.
» Click Deny Accessto remove the user group’s access rights from the selected Application Service.
» Usethe search filters to display the user groups that contain a specific user.

User Groupswithout Access zone. The User Group without Access zone lists the user groups that do not have access to
the application service. The following actions are available;

» Click the Description link to navigate to the User Group - Users page for the user group.

» Click Grant Accessto navigate to the User Group - Application Services page for the user group. The page is
automatically positioned at the selected application service.

» Usethe search filters to display the user groups that contain a specific user.

Defining Security Types
Security types are used to define the types of field level security.
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NOTE: Programming isrequired. You cannot havefield level security without introducing logic to user exits. Refer
to Field Level Security for more information on how security types are used to define field level security.

Security Type - Main

Select Admin > Security > Security Type to define your security types.

Description of Page

Enter aunique Security Type and Description.

Use the Authorization Level grid to define the different authorization levels recognized for this security type. Enter an
Authorization Level Number and its Description.

NOTE: Programming isrequired. Note that the values that you enter are not interpreted by the system itself, but by
the user exit code used to implement the special security. Check with the developer of the user exit logic for the correct
values. Refer to Field Level Security for more information on how security types are used to define field level security.

Usethe Application Services grid to define the application service(s) to which this security type is applicable. If this
application service is aready associated with user groups, you must update each user group to define their respective
security level. Thisis performed using User Group - Application Service.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_SC_TYPE.

Defining User Groups

A user group is agroup of users who have the same degree of security access. Think of a user group asa"role"; associated
with arole are:

e Theuserswho play thisrole

» The application services to which the role's users have access (along with the actions they can execute for each service
and their field level security authorization levels).

User Group - Main

Select Admin > Security > User Group to view the application services to which a user has access.

CAUTION: Application services may not be changed or removed from the ALL_SERVICES user group. Refer to The
Base Package Controls One User, One User Group, And Many Application Services for an explanation.

Description of Page
Enter aunique User Group code and Description for the user group.

Owner indicatesif this user group is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add a user group. Thisinformation is display-only.

The Application Services grid displays the various application services to which usersin this group have access. Please
note the following in respect of this grid:

» Usethe Application Service search to restrict the application services displayed in the grid. For example, if you only
want to see application services that start with the word "field", you can enter this word and press enter.

» To add additional application services to this user group, navigate to the User Group - Application Services page and
click the add icon.
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» Toremove or change this user group's access to an application service, click the go to button adjacent to the respective
application service. Thiswill cause you to be transferred to the User Group - Application Services tab where you should
click the - icon to remove the application service from the user group.

» Note, Owner indicatesif this user group / application service relationship is owned by the base package or by your
implementation (Customer M odification). The system sets the owner to Customer M odification when you add an
application service to the user group. Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference SC USER GROUP.

User Group - Application Services

Select Admin > Security > User Group and navigate to the Application Services tab to maintain a user group's access
rightsto an application service.

NOTE: Important! When you grant a user group access rights to an application service, you are actually granting all
usersin the user group access rights to the application service.

Description of Page
The Application Service scroll contains the application services to which the User Group has access.

NOTE: You can also use Main page to select the application service for which you wish to change the access privileges.
To do this, simply click the go to button adjacent to the respective application service.

To add additional application services to this user group, click the + icon and specify the following:
» Enter the Application Service | D to which the group has access.
» Definethe Expiration Date when the group's access to the application service expires.

Define the Access M odes that usersin this group have to the Application Service. When anew application serviceis
added, the system will default al potential Access M odes associate with the Application Service. Y ou need only remove
those modes that are not relevant for the User Group. Refer to Action Level Security for more information about access
modes.

CAUTION: Important! If an application service supports actions that modify the database other than Add, Change, and
Delete; you must provide the user with Change access in addition to the other access rights. Consider a transaction that
supports actionsin addition to Add, Change, and I nquire (e.g., Freeze, Complete, Cancel). If you want to give auser
access to any of these additional actions, you must also give the user access to the Inquire and Change actions.

If you require additional security options, often referred to as "field level" security, then you use Security Type Code
and assign an Authorization Level to each. When a new application service is added, the system will display a message
indicating how many security types are associated with this application service. Use the search to define each Security
Type Code and indicate the appropriate Authorization Level for this user group. Refer to Field Level Security for more
information about security types.

User Group - Users
Select Admin > Security > User Group and navigate to the User s tab to maintain the usersin a user group.
Description of Page

The scroll area contains the users who are part of this user group.
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NOTE: Keepin mind that when you add a User to aUser Group, you are granting this user accessto all of the
application services defined on the Application Services tab.

The following fields are included for each user:

 Enter the User ID of the user.

» Use Expiration Date to define when the user's membership in the group expires.
e Owner will be Customer M odification.

NOTE: You can aso add auser to a user group using User - Main.

Defining Access Groups

FASTPATH: Refer to The Big Picture of Row Security for a description of how access groups are use to restrict access
to specific objects.

Access groups control which groups of users (referred to as Data Access Roles) have rights to accounts (or other objects)
associated with the access group. Select Admin > Security > Access Group to define your access groups.

Description of Page
Enter aunique Access Group code and Description for the data access group.

Use the Data Access Role collection to define the data access roles whose users have access to the access group's accounts
(or other objects). Keep in mind that when you add a Data Access Role to an Access Group, you are granting all users who
belong to thisrole access to al of the accounts (or other objects) linked to the access groups. Refer to Access Groups, Data
Access Roles and Users for more information.

NOTE: You can aso use Data Access Role - Access Group to maintain a data access rol€'s access groups.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_ACC_GRP.

Defining Data Access Roles

FASTPATH: Referto The Big Picture of Row Security for a description of how access groups are use to restrict access
to specific objects.
The data access role transaction is used to define two things:

» The userswho belong to the data access role.

» The access groups whose accounts (or other objects) may be accessed by these users.

Data Access Role - Main
Select Admin > Security > Data Access Role to define the users who belong to a data access role.
Description of Page

Enter a unique Data Access Role code and Description for the data access role.
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The scroll area contains the User s who belong to thisrole. A user's data accessroles play a part in determining the accounts
(or other objects) whose data they can access. Refer to Access Groups, Data Access Roles and Users for more information.
To add additional usersto this data access role, press the add button, + , and specify the following:

» Enter the User ID. Keep in mind that when you add a User to a Data Access Role, you are granting this user access to
all of the accounts (or other objects) linked to the data access rol€e's access groups.

» UseExpiration Date to define when the user's membership in this data access role expires.

NOTE: Also maintained on the user page. Y ou can also use User - Access Security to maintain a user's membership in
data access roles.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference ClI_DAR.

Data Access Role - Access Group

Select Admin > Security > Data Access Role and navigate to the Access Groups tab to define the access groups whose
accounts (or other objects) may be accessed by the usersin this data access role.

Description of Page

Use the Access Group collection to define the access groups whose objects can be accessed by this rol€'s users. Keep

in mind that when you add an Access Group to a Data Access Role, you are granting all users who belong to thisrole
access to all of the accounts (or other objects) linked to the access groups. Refer to Access Groups, Data Access Roles and
Usersfor more information.

NOTE: You canasouse Access Group - Main to maintain an access group's data access roles.

Defining Users

The user maintenance transaction is used to define a user's user groups, data access roles, portal preferences, default values,
and To Do roles. To access the user maintenance transaction, select Admin > Security > User.

The user maintenance transaction is the same transaction invoked when the user launches Preferences.

User Interface Tools

This section describes tools that impact many aspects of the user interface.

Defining Menu Options
The contents of this section describe how you can add and change menus.
CAUTION: Updating menus requires technical knowledge of the system. This is an implementation and delivery issue

and should not be attempted if you do not have previous experience with menus.

NOTE: Security and menus. Refer to Application Security for adiscussion of how application security can prevent
menu items (or an entire menu) from appearing.
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NOTE: Module configuration and menus. Y our module configuration can prevent menu items (or an entire menu)
from appearing.

Menu - Main

This transaction is used to define / change any menu in the system. Navigate to this page using Admin > System > Menu.
Description of Page
Enter a meaningful, uniqgue Menu Name.

Owner indicatesif this menu line is owned by the base product or by your implementation (Customer M odification). The
system sets the owner to Customer Modification when you add a menu line. Thisinformation is display-only.

The Flush Menu button is used to flush the cached menu items so you can see any modified or newly created menus. Refer
to Caching Overview for more information.

Menu Type defines how the menu is used. Y ou have the following options:

» Admin is one of the menus that appears in the Application Toolbar. It is a special type of menu because admin
menu items can be grouped alphabetically or by functional group. Refer to the description of Admin Menu Order on
Installation Options - Framework for more information about admin menu options.

» Context refersto acontext menu.
» Main is another menu that appears in the Application Toolbar that is simply titled Menu.
» Page Action M enu defines buttons that appear in the Page Title Area.

» Submenu defines a menu group that appears when an Application Toolbar menu is selected. for the Admin menu, thisis
only visible when it's organized functionally.

» Enter User Menu refersto the menu items that appear on the user menu; for example, User Preferences.
Description provides a description of the menu. Note that thisis not the text used when displaying a menu option.
Sequenceisonly enabled for the Main and Admin menu types.

The grid contains a summary of the menu's lines. Besides the standard add and delete icons available in a grid, the following
information is displayed:

* Menu LinelD isthe uniqueidentifier of the line on the menu. Thisinformation is display-only. Before the menu lineid
isaGo Toicon that allows a user to drill into the Menu Items for the displayed menu line.

» Sequenceistherelative position of the line on the menu. Note, if two lines have the same Sequence, the system
organizes the lines alphabetically (based on the Long L abel, which is defined on the next tab).

NOTE: Animplementation may override the sequence of a base product owned menu line. Also note that the
sequence is defined on the menu line language table, allowing for different orders to be used for different languages
(or to let the menu be sorted al phabetically in one language and in a specified order in a different one).

» Navigation Option / Submenu contains information about the line'sitems. If the ling's item invokes a submenu, the
submenu's unique identifier is displayed. If the line'sitem(s) invoke a transaction, the description of the first item's
navigation option is displayed.

» LongLabel isthe verbiage that appears on the menu line.
» Item Count isthe number of menu items on the line.

» Owner indicatesif this menu line is owned by the base product or by your implementation (Customer M odification).
The system sets the owner to Customer M odification when you add a menu line. This information is display-only.
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NOTE: Adding menu linesto base owned menus. An implementation may choose to add custom menu lines along
with its menu item (or items) to a base owned menu.

Refer to the description of Menu Items for how to add itemsto a menu line.

Menu - Menu ltems

Once amenu has lines (these are maintained on the main page), you use this page to maintain amenu line'sitems.

Each menu line can contain one or two menu items. The line's items control what happens when a user selects an option on
the menu.

There are two types of menu lines that define a single menu item: one type causes a submenu to appear; the other type
causes a transaction or script to be invoked when it's selected.

» Thefollowing is an example of amenu line with a single item that opens a submenu:

Batch B | Batch Job Submission 4
Batch Run Tree
Report History
Report Submission

Request [ 2

» Thefollowing isan example of a menu line with a single menu item that launches a transaction or script:

Supenisor To Do Assignment

A menu line that defines two menu itemsis used to provide an Add option and a Search option for the same type of object.
In this case each menu item defines a transaction or script to be launched. The menu is rendered with the Add and Search
options displayed. The following is an example of a menu line with two menu items.

Ta Do Entry P | Add

Search

Navigate to this tab by clicking the Go To button adjacent to a menu line from the Main tab.
Description of Page

Menu Name is the name of the menu on which the line appears. Menu Line I D isthe unique identifier of the line on the
menu. Owner indicates if this menu is owned by the base product or by your implementation (Customer M odification).
Thisinformation is display-only.

The Menu Line Items scroll contains the line's menu items. The following points describe how to maintain aline'sitems:
» Menu Item ID isthe system assigned unique identifier of the item.
» Owner indicatesif thisitem is owned by the base product or by your implementation (Customer M odification).
« If the menu item should invoke a submenu:
e Use Sub-menu Name to identify the menu that should appear when the line is selected
» UselLongLabel to define the verbiage that should appear on the menu line
» Populate the Override Label to override the long label of a base product owned sub-menu.
« If theitem should invoke atransaction or BPA script:
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» Use Sequence to define the order the item should appear in the menu line (we recommend thisbe setto 1 or 2 asa
menu line can have a maximum of 2 menu items). The “search” menu item should be defined as sequence 1 and the
“add” menu item as sequence 2 given that the label of the “ search” menu item is used for the menu line’ s label.

» Use Navigation Option to define the transaction or script to open. Refer to Defining Navigation Options for more
information.

» For amenu line that includes two items — one for Add and one for Search, if one of the items includes configuration
for Image GIF Location and Name , the system assumes that this represents the Add. This functionality isacarry
over from earlier releases where the Add function rendered in the menu with a“+” image, which also identified
the item that represents the Add. If neither item includes Image configuration (because it is no longer needed for
rendering the menu), the system relies on the order of the items as mentioned above. The first item is the “ search” and
the second item isthe “add”.

« Image Height, Image Width and Balloon Description are not applicable at thistime.

» UsetheLong Label to define the text to appear on the menu entry. Note that when a menu line defines two menu items,
the long label on the search entry is used to build the menu entry text. The label long on the menu line that defines the
Add option isinformation only.

» TheOverride Label isprovided in case you want to override the base-package's |abel.

» UseApplication Service and Access M ode to easily suppress a menu item for one or more users. Refer to Application
Security for more information.

The Big Picture of System Messages

All error, warning and informational messages that are displayed in the system are maintained on the message table. Every
message is identified by a combination of two fields:

» Message category number. Think of a message category as alibrary of messages related to a given functional area. For
example, there is a message category for billing messages and another one for payment messages.

» Message number. A unique number identifies each message within a category.
Every message has two components: a brief text message and a long description. On the Main tab, you can only maintain
the brief message. If you need to update a message's long description, you must display the message on the Details tab.

NOTE: You cannot changethe product’stext. If the messageis"owned" by the product, you cannot change the
product’ s message or detailed description. If you want your users to see a different message or detailed description
other than that supplied by the product, display the message on the Details tab and enter your desired verbiage in the
"customer specific” fields (and flush the cache).

Defining System Messages

The contents of this section describe how to maintain messages that appear throughout the system. An implementation may
introduce messages used in custom processes or may choose to override the text for messages delivered by the product.

Message - Main

Select Admin > System > M essage to maintain a message category and its messages.
Description of Page

To add a new message category, enter a M essage Category number and Description.

CAUTION: Message category 80000 or greater must be used to define new messages introduced for a specific
implementation of the system. Changes to other Message Text will be overwritten when you next upgrade. If you want
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to make a change to a Message, drill down on the message and specify Customer Specific Message Text. Note that even
for message categories 80000 and higher, message numbers lower than 1000 are reserved for common base product

Mmessages.

NOTE: Owner indicatesif this message category is owned by the base product or by your implementation (Customer
M odification). The system sets the owner to Customer M odification when you add a category. Thisinformation is
display-only.

To update a message, you must first display its M essage Category. Y ou can optionally start the message grid at a Starting
M essage Number.

To override the message text or detailed description of messages owned by the base product, click on the message's go to
button. When clicked, the system takes you to the Details tab on which you can enter your implementation's override text.

The following points describe how to maintain messages owned by your implementation:

» Click the - button to delete a message.

» Click the + button to add a new message. After clicking this button, enter the following fields:
e Use Message Number to define the unique identifier of the message within the category.

» Use Message Text to define abasic message. Y ou can use the %n notation within the message text to cause field values
to be substituted into a message. For example, the message text The % 1 non-cash deposit for % 2 expires on % 3 will
have the values of 3 fields merged into it before it is displayed to the user (%1 is the type of non-cash deposit, %2 is the
name of the customer, and %3 is the expiration date of the non-cash deposit).

NOTE: The system merges whatever values are supplied to it. Therefore, if a programmer supplies a premise
address as the second merge parameter in the above message, this address is merged into the message (rather than the
customer's name).

e Owner indicatesif this message number is owned by the base product or by your implementation (Customer
M odification). The system sets the owner to Customer M odification when you add a message. Thisinformation is

display-only.
» Click the go to button to enter a detailed description of the message. Clicking this button transfers you to the Details tab.
Where Used

Follow thislink to open the data dictionary where you can view the tables that reference CI_MSG. In addition, messages are
used throughout the system for error messages and other system messages.

Message - Details
Select Admin > System > M essage and navigate to the Details tab to define detailed information about a message.

NOTE: Drillingin from the Main tab. Rather than scrolling through the messages, you can display a message by
clicking the respective go to button in the grid on the main tab.

Description of Page

The M essage Collection scroll contains an entry for every message in the grid on the Main tab. It's helpful to categorize
messages into two categories when describing the fields on this page:

Product messages
Implementati on-specific messages (i.e., amessage added to M essage Category 80000 or greater)

For product messages, you can use this page as follows:

If you want to override a message, specify Customer Specific M essage Text.
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» You arelimited to the same substitution values used in the original M essage Text. For example, if the original M essage
Text isThe % 1 non-cash deposit for %2 expires on % 3 and %1 is the type of non-cash deposit, %2 is the name of the
customer, and %3 is the expiration date of the non-cash deposit; your Customer Specific M essage Text islimited to the
same three substitution variables. However, you don't have to use any substitution variable in your message and you can
use the substitution variables in whatever order you please (e.g., %3 can be referenced before %1, and %2 can be left out
altogether).

» |f you want to override the detailed description of an error message, specify Customer Specific Description. Note that
the system does not present detailed descriptions when warnings are shown to users. Therefore, it doesn't make senseto
enter thisinformation for a warning message.

For implementation-specific messages, you can use this page as follows:
» Message Text isthe same Message Text displayed on the main tab.

CAUTION: If both Message Text and Customer Specific M essage Text are specified, the system will only display the
Customer Specific Message Text in the dialog presented to the user.

» Use Detailed Description to define additional information about an error message. Note that the system does not present
detailed descriptions when warnings are shown to users. Therefore, it doesn't make sense to enter thisinformation for a
warning message.

CAUTION: If both Detailed Description and Customer Specific Description are specified, the system will only
display the Customer Specific Description in the dialog presented to the user.

The Big Picture of Portals and Zones

A portal is apage that is comprised of one or more information zones. The base product pages are built using either afixed
page metaphor or using portals and zones. The contents of this section describe general information about portals and zones.

There Are Three Types of Portals
There are three broad classes of portals:

» Standalone Portal. Standalone portal s are separate pages where the main tab of the pageis built using a portal. These
pages are opened using any of the standard methods (e.g., by selecting a menu item, by selecting afavorite link, etc.).
Additional tabs for a stand-alone portal may be included using tab page portals.

» Tab Page Portals. These types of portals cannot be attached to a menu. They simply define the zones for atab on
either a standalone portal or on a*“fixed” page. Please contact customer support if you need to add portalsto existing
transactions.

» Dashboard Portal. The dashboard portal is a portal that appears in the Dashboard Area on the user’ s desktop. Its zones
contain tools and information that exist on the user's desktop regardless of the transaction.

Thereis only one dashboard portal. This portal and several zones are delivered as part of the base-package. Y our
implementation can add additional zonesto this portal. Please contact customer support if you need to add zones to the
dashboard portal.

Common Characteristics of All Portals

The topics that follow describe characteristics common to all types of portals.
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Portals Are Made Up of Zones
A portal is a page that contains one or more zones, and each zone contains data of some sort.

All zones reference aZone Type. The zone type controls the behavior of the zone and the parameters available to configure
the zone.

Configuring Zones for a Portal

The portal includes configuration of how the zones should appear on the portal by default. Thisincludes the following
options, all of which may be overridden by an implementation.

» Theorder in which the zone should appear. An implementation may configure an override sequence to change the order
zones on a base delivered portal.

» Whether the zoneis visible on the portal. Zones delivered in the base product should be configured to be visible. But an
implementation may override thisif desired.

»  Whether the zone should display initially collapsed or not. A zone' s datais only retrieved when it is expanded. As such,
azone may be configured to be initially collapsed when the data is not needed very often. A user can expand the zone
when the information is required. Implementations may change the collapsed setting of a base product portal / zone.

FASTPATH: Refer to Zones May Appear Initially Collapsed When a Page Opens for more information.

FASTPATH: Refer to Defining Portals for more information about this configuration.

In addition, the portal includes configuration to indicate whether or not the portal should appear on a user’s portal
preferences. Thisistypically enabled for a portal that provides disparate information where not all zones are applicable to
all users or where users may wish to adjust the order of the zones. An example of a portal enabled for portal preferencesis
the Dashboard portal. The user can override zone oriented configuration for the portal:

»  Which zones appear on that portal

» The order in which the zones appear

»  Whether the zones should beinitially collapsed when the portal opens.

» Therefresh seconds. Thisis applicable to zones displaying data that changes often.

An implementation can optionally configure the system to define portal preferences on one or more "template” users. When
atemplate user islinked to a"real" user, the real user's preferences are inherited from the "template” user and the "real" user
cannot change their preferences. Some implementations opt to work this way to enforce a standard look and feel for usersin
the same business area.

FASTPATH: Refer to User — Portal Preferences for more information about how users configure their zones.

Granting Access to Zones

An application service is associated with each zone. A user must be granted access rights to the respective application
servicein order to see azone on aportal.

FASTPATH: Refer to The Big Picture Of Application Security for information about granting users access rights to an
application service.

Please note the following with respect to zone application security:
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For most base product portals, all the zones for all the portals reference the same application service that is used to grant
access to the main (stand-alone) portal for the page. In other words, if the user has access to the page, then he has access
to al the zones on all portals for the page. There may be exceptionsto thisrule for certain portals.

For a base product multi-query zones, typically the individual query zones and the multi-query zone reference the same
application service that is used to grant access to the main (stand-alone) portal for the page. However, there may be
individual query zones provided with a unique application service. This may occur when the query option is unusual and
not applicableto all users or even to all implementations. If a user does not have security accessto an individual query
zone, that option will not be available in the dropdown.

For base product portals that are configured to show on portal preferences, it is common that the portal contains different
types of zones that may be applicable to different types of users. Typically these types of portals will deliver a unique
application service for each zone so that an implementation may configure which user groups are allowed to view each
zone. For these types of portals, please note the following:

» A user's Portal Preferences page contains arow for a zone regardless of whether the user has access rights to the
zone. Because of this, the system displays an indication of the user's access rights to each zone.

» If auser'saccessrights to a zone are revoked, the zone will be suppressed when the user navigates to the respective
portal.

» Revoking a user's access rights does not change the user's portal preferences (i.e., auser can indicate they want to see
azone even if they don't have accessto the zone - such a zone just won't appear when the respective porta appears).

NOTE: If you don't need to use zone security. When defining a zone, an application service is required. For zones that
don’t require special security, the product provides a“ default” application service (F1-DFLTS) that may be used. The
expectation isthat all user groups are granted access to this application service.

Common Characteristics of Stand-Alone Portals

The topics that follow describe addition characteristics specific to stand-alone portals.

Putting Portals on Menus

A stand-alone portal should appear as a menu item on one of your menus. The following points provide how to do this:

Every stand-alone portal has an associated navigation option. Y ou can see a portal's navigation option on the Portal -
Main page.

To add a portal to amenu, you must add a menu item to the desired menu. This menu item must reference the portal's
navigation option. There are two ways to add a menu item:

If the portal's navigation option doesn't currently exist on a menu, you can press the Add To Menu button on the Portal -
Main page. When you press this button, you will be prompted for the menu. The system will then create a menu item on
this menu that references the portal’s navigation option.

Y ou can aways use the Menu page to add, change and delete menu items.
NOTE: Nolimit. A portal's navigation option can appear on any humber of menu items (i.e., you can create severa
menu items that reference the same portal.

NOTE: Favoritelinks. Your users can set up their preferences to include the portal's navigation option on their
Favorite Links. Thisway, they can easily navigate to the portal without going through menus.
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Granting Access to A Portal

An application service is associated with each stand-alone portal. A user must be granted access rights to the respective
application service in order to see a portal. Tab portals do not have separate security access. If a user has access to the
main stand-alone portal, then the user will have security accessto al its tabs. However, as mentioned in Granting Access
to Zones, in some scenarios, the individual zones on the portal may have different security access rights depending on the
functionality.

FASTPATH: Refer to The Big Picture Of Application Security for information about granting users access rights to an
application service.

NOTE: Automatically created. When you add a new stand-alone portal, the system automatically creates an
application service behind the scenes. Y ou'll need to know the name of this application service as thisis what you use to
grant access to the portal. The name of each stand-alone portal’s application service is shown on the portal transaction.

Please note the following in respect of how application security impacts a user's portals:

» A user's Portal Preferences page only shows the portals configured to show on user preferences and where they have
Security access.

» The system's menus only show portals to which a user has security access.

» Userscan set up favorite links to all portals, but they must have security rights to the portal's application service in order
to invoke the favorite link.

Custom Look and Feel Options

The default look and feel of the application can be customized viafeature configuration and cascading style sheets. The
base product is provided with a Custom Look And Feel Feature Configuration type. Y ou may want to set up afeature
configuration of thistype to define style sheet and Ul Map help options.

User Interface

The base product alows for the conditional inclusion of customer stylesinto the system style set. The custom style may
override any style provided by the base product. The style sheet may also include new stylesfor use in customer zone
definitions. Use the Style Sheet option on the Custom L ook And Feel Feature Configuration to define your custom style
sheet.

NOTE: Some styles cannot change if they are part of the HTML code.

CAUTION: Implementers must ensure that the customized user interface is stable and scalable. Changing font,
alignment padding, border size, and other user interface parameters may cause presentation problems, like scrollbars
appearing or disappearing, cursors not working as expected, and unanticipated look and feel alterations of some layouts.

Ul Map Help

A tool tip can be used to display additional help information to the user. This applies to section elements as well as
individual elements on amap zone or Ul Map. Refer to the tips context sensitive zone associated with the Ul Map page for
more information. The Custom L ook And Feel Feature Configuration provides options to control the following:

» Whether Ul Map Help functionality isturned on of off. By default it is turned on.

Oracle Utilities Customer Care and Billing Administrative User Guide * 68



e Override the default help image with a custom image
» Thelocation of the help image, either before or after the element.

FASTPATH: Refer to the feature configuration for a detailed description of each option.

Setting Up Portals and Zones

The topicsin this section describe how to set up portals and zones. Please refer to The Big Picture of Portals and Zones for
background information.

Defining Zone Types

A Zone Types represents a particular type of zone with a specific behavior. For example, a data explorer zone type is used
to select data using a specific SQL statement and display the data based on parameter configuration. The zone type defines
the Java Class that controls the behavior of the zone and defines the parameters that the Java Class supports. The base
product supports many zone types used to build the portal / zone user interface. Implementations may introduce their own
zone types.

NOTE: Itisnot very common for an implementation to introduce their own zone types.

Select Admin > System > Zone Type to maintain zone types.

Description of Page

Specify an easily recognizable Zone Type code and Description. Use the Detailed Description to describe in detail what
the zone type does.

CAUTION: When adding new zone types, carefully consider its naming convention. Refer to System Data Naming
Convention for more information.

Owner indicatesif this zone type is owned by the base product or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add a zone type. Thisinformation is display-only.

Java Class Nameis the Java class responsible for building the zone using the parameters defined below.
Two types of parameters are specified when defining a zone type:

» Parameter values that have a Usage of Zone are defined on the zones and control the functionality of each zone governed
by the zone type. A Usage value of Zone - Override Allowed indicates that an implementation may override the
parameter value for a base zone.

» Parameter values that have a Usage of Zone Type are defined directly on the zone type and control how the zone type
operates (e.g., the name of the XSL template, the name of the application service). A Usage value of Zone Type -
Override Allowed indicates that an implementation may override the parameter value for a base zone type.

The following points describe the fields that are defined for each parameter:

» Sequence defines the relative position of the parameter.

» Parameter Name is the name of the parameter.

» Description isashort description that allows you to easily identify the purpose of the parameter.

« Comments contain information that you must know about the parameter or its implementation. For parameters with
ausage of Zone or Zone — Override Allowed, thisinformation is visible to the user when viewing or defining this
parameter for a zone of thistype.
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» Usage indicates whether the parameter value is defined in a Zone of thistype or in the Zone Type. Zone - Override
Allowed and Zone Type - Override Allowed indicate that override values for the parameters defined in a base zone or
base zone type can be entered.

» Required is checked to indicate that a zone must define avalue for the parameter. It is not checked if avaue for the
parameter isoptional. Thisfield is protected if the Usageis Zone Type or Zone Type - Override Allowed.

» Parameter Valueis used to define the value of zone type parameters. Thisfield is protected if the Usageis Zone or
Zone- Override Allowed.

» Owner indicatesif this parameter is owned by the base product or by your implementation (Customer Modification).
The system sets the owner to Customer M odification when you add a parameter. Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_ZONE_HDL.

Zone Type Parameter Comments

For the product owned zone type parameters, the parameter’ s detailed description provides the detail needed for properly
configuring the parameter. For the Action parameters IMPLEMENTOR_ACTION_n), the parameter description is
abbreviated. Additional detail about configuring this parameter may be found in the Zone Action Parameter detailed
information. The same details apply.

Defining Zones

The contents of this section describe how to maintain zones.

Zone - Main

Implementations may use the zone page to define custom zones. In addition, an implementation may override descriptions
or some parameter values for base product zones.

Select Admin > System > Zoneto create or maintain a zone.
Description of Page

Specify an easily recognizable Zone identifier and Description. Note that if this zone appears on a portal, this description
acts as the zonettitle.

Override Description is provided if your implementation wishes to override the description of the value provided by the
product.

CAUTION: Important! When introducing a new zone, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Owner indicates if this zone is owned by the base product or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add a zone. Thisinformation is display-only.

Zone Type identifies the zone type that defines how the zone functions.

Application Service isthe application service that is used to provide security for the zone. Refer to Granting Access To
Zones for more information.

The Width definesif the zone occupies the Full width of the portal or only Half.

NOTE: Zoneson the dashboard portal are always the width of the dashboard.

If the zone type supports help text, you can use Zone Help Text to describe the zone to the end-users. Note that for multi-
query zones, if the multi-query zone has help text, that is displayed for any zone selected. If the multi-query zone does not
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dataDictionary?type=TABLE&name=CI_ZONE_HDL

have help text, but the selected zone has help text, the selected zone' s help text is displayed. Please refer to the section on
zone help text for more information on how you can use HTML and cascading style sheetsto format the help text.

Use Override Zone Help Text to override the product provided help text for this zone.

NOTE: Viewing Your Text. You can pressthe Test button to see how the help text will look when it's displayed in the
zone.

The grid contains the zone's parameter values. The Zone Type controlsthe list of parameters. The grid contains the
following fields:

» Description describes the parameter. Thisis display-only. Note that if there is a detailed description on the zone type
parameter, a question mark icon appears next to the parameter's description. Click the icon to see details related to the
parameter, including tips on how to populate the parameter value.

NOTE: Additional Detailsfor Some Parameters. There are several parameter types that have alot of detail related
to the possible configuration that cannot easily fit into the detailed description. Refer to Common Zone Parameters
for Additional Information about these parameters.

» Parameter Valueisthe value for the parameter.

» UseOverride Parameter Valueto override the existing value for this parameter. Thisfield is enabled when the related
zone type parameter value is Zone - Override Allowed, and the zone is owned by the base product.

» Owner indicatesif this parameter is owned by the base product or by your implementation (Customer Modification).
Thisinformation is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference ClI_ZONE.

Zone - Portal

Select Admin > System > Zone and navigate to the Portal tab to define the portals on which a zone appears.
Description of Page

The scroll area contains the portals on which the zone appears.

To add azone to a portal, press the + button and specify the Portal.

NOTE: Owner indicatesif this portal / zone relationship is owned by the base product or by your implementation
(Customer Modification). Thisinformation is display-only.

NOTE: You can aso add azoneto aportal using Portal - Main. Additional configuration about how the zone appears
on the portal is available only on the Portal.

Additional Zone Topics
Thetopicsin this section provide additional information related to setting up your zones.

Zone Help Text
Most zone types support a button that allows a user to see zone-specific help text, which is defined on the zone page.

You can use HTML tags in the zone help text. The following is an example of help text that contains a variety of HTML
tags:
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This zone summarizes <font color=blue><b>revenue</b></font> in 4 periods:.<br>

The above would cause the word revenue to be bold and blue:

» <b>and </b> arethe HTML tags used to indicate that the surrounded text should be bold

» <font color=blue> and </font> are the HTML tags used to indicate that the surrounded text should be blue.
The following are other useful HTML tags:

» <br> causesaline break in atext string. If you use <br><br> ablank line will appear.

 <I> causesthe surrounded text to be italicized

Please refer to an HTML reference manual or website for more examples.

You can aso use "spans’ to customize the look of the contents of atext string. For example, your text string could be <span
style=" font-family: Courier; font-size:lar ge; font-weight:bold;" >revenue</span>. This would make the word "revenue"’
appear as large, bold, Courier text. Please refer to a Cascading Style Sheets (CSS) reference manual or website for more
examples.

Thefollowing is an example of help text using avariety of HTML tags:
<font FACE="arial" size=2>
This zone summarizes <font col or=blue><b>revenue</b></font> in 4 periods:.<br>

- The <b>1st period</b> is under your control. Y ou simply select the desired <b>Period</b>, above <i>(you may need to
click the down arrow to expose the filter section)</i><br>

- The <b>2nd period</b> is the period before the 1st period<br>

- The <b>3rd period</b> is the same as the 1st period, but in the previous year<br>
- The <b>4th period</b> is the period before the 3rd period<br>

<br>

Thetraffic light's color is determined as follows:.<br>

- Theratio of the 1st and 3rd period is cal culated<br>

- If thisvalue is between 80 and 100, <font color=orange><b>yellow</b></font> is shown<br>
- If thisvalueis < 80, <font color=red><b>red</b></font> is shown<br>

- If thisvalue is > 100, <font color=green><b>green</b></font> is shown<br>

- If the value of the 3rd period is 0, no color is shown<br>

</font>

NOTE: Itis possibleto associate tool tip help with individual HTML and Ul map elements. For more information, see
Ul Map Help.

Common Zone Parameters

For most zone parameters, the inline help for the parameter provides the detailed information needed for configuring the
parameter values. For some parameters with very detailed descriptions, the inline help is abbreviated and more detail is
provided here.

Column Parameters

Data explorer zones are used to select data to display using one or more SQL statements. For each SQL statement, the zone
may configure up to 20 Columns that contain the formatting definition for displaying the output data. The parameters follow
the description pattern of Column x for SQL .

These parameters are applicable to the zone types
* Info Data Explorer - Multiple SQLs (F1-DE)
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* Query Data Explorer - Multiple SQLs (F1I-DE-QUERY)
» Info Data Explorer - Single SQL (F1-DE-SINGLE)
The following sections describe the various types of mnemonics.

Source Mnemonics
This table describe the mnemonics that control how the datain a column is derived.

Mnemonic Description Valid Values Comments
source= Defines how the column’s value is SQLCOL Indicates that the source of the
derived. column’s value comes from a column

in the SQL statement. This type
of column must also reference the
sglcol= mnemonic.

BO Indicates that the source of the
column’s value comes from a business
object. This type of column must
also reference the bo=, input=and
output= mnemonics to define how to
interact with the business object.

BS Indicates that the source of the
column’s value comes from a business
service. This type of column must
also reference the bs=, input=and
output= mnemonics to define how to
interact with the business service.

SS Indicates that the source of the
column’s value comes from a service
script. This type of column must
also reference the ss=, input= and
output= mnemonics to define how to
interact with the service script.

FORMULA Indicates that the source of this
column’s value is calculated using a
formula. This type of column must also
reference the formula= mnemonic.

SETFUNC Indicates that the source of this
column’s value is calculated using a
superset of values from the rows in the
SQL statement. This type of column
must also reference the setfunc=
mnemonic.

ICON Indicates that the source of this
column’s value is a display icon
reference (meaning that an icon will
be displayed in the column). This type
of column must also reference the
icon=mnemonic to define the icon
reference.

NOTE: When using this source
mnemonic, the formatting
mnemonictype= is not applicable.

FKREF Indicates that the source of this
column’s value is an FK reference
(meaning that the FK reference’s
context menu and information string
will be displayed in the column). This
type of column must also reference
the fkref= and input= mnemonics to
define how the FK reference is called.

NOTE: When using this source
mnemonic, the formatting
mnemonictype= is not applicable.
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Mnemonic Description Valid Values Comments

SPECIFIED Indicates that the source of this
column’s value is specified by
concatenating literals and other
column values. This type of column
must also reference the spec=
mnemonic.

MSG Indicates that the source of this
column is a message from the
message table (along with any
substitution variables). This type of
column must also reference the msg=
mnemonic.

sqlcol= Defines the column in the SQL COLUMN_NAME Enter the name of a column that is
statement when source=SQLCOL. retrieved in the SELECT statement.
Note that if the select statement uses
an alias for a column, then the alias
should be referenced here.

X Where x is an integer value that
references a column by its relative
position in the SELECT statement. For
example, sqlcol=3 would display the
3rd column in the SELECT statement).

bo= Defines the business object to invoke Cx This means business object code
when source=BO. is defined in an earlier column. For
This mnemonic must be used in examplg, define_Cl if column 1 defines
conjunction with the input= and the business object.
output= mnemonics to define how COLUMN_NAME This means the business object was
information is sent to / received from retrieved by the SELECT statement.
the business object. The value should match the name

defined in the SELECT clause.

‘Business Object Code’ This means the business object is
defined directly. For example ‘F1—
Bundlelmport’.

bs= Defines the business service to invoke Cx This means business service code
when source=BS. is defined in an earlier column. For
This mnemonic must be used in examplg, define Ql if column 1 defines
conjunction with the input= and the business service.
output= mnemonics to define how COLUMN_NAME This means the business service was
information is sent to/received from the retrieved by the SELECT statement.
business service. The value should match the name

defined in the SELECT clause.

‘Business Service Code’ >
This means the business service is
defined directly. For example ‘F1-
GetCountryStates’.

ss= Defines the service script to invoke Cx This means service script code is
when source=SS. defined in an earlier column. For
This mnemonic must be used in example_, defin_e C1 if column 1 defines
conjunction with the input= and the service script.
output= mnemonics to define how COLUMN_NAME This means the service script was
information is sent to / received from retrieved by the SELECT statement.
the service script. The value should match the name

defined in the SELECT clause.

‘Service Script Code’ This means the service script is
defined directly. For example ‘F1-
ReturnBtn'.

formula= Defines the formula to use when The formula can contain numeric For column references, use the format

source=FORMULA.
Examples:

« formula=C1*.90/C2

« formula=(C1/C2)*100

constants, operators and column
references.

Cx where x represents the column
number.

The following operators are supported:
* [, -, +, ABS, NEGATE, ROUND,
FLOOR (round down), CEILING
(round up), SIN, ASIN, COS, ACOS,
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Mnemonic Description Valid Values Comments
TAN, ATAN, LOG, LOG10, EXP,
EXP10, SQRT, **.
setfunc= Defines the function to apply to function(Cx) Where Cx represents a column whose
the rows of a given column when rows should have the function applied
source=SETFUNC. and the function is one of the following
¢ MAX. This derives the maximum
value of all rows in the column.
¢ MIN. This derives the minimum
value of all rows in the column.
e TOT. This derives the sum (total
value) of all rows in the column.
¢ ACC. This derives the cumulative
total of all rows up to an including
the current row.
input= This is used to define one or more Cx Where Cx represents the value of a
input fields and values passed to previous column. If the value to pass is
business objects, business services, in the first column, reference C1.
service scripts, and FK references. COLUMN_NAME This means the value to pass in was
The syntax is as follows: [ELEMENT_ retrieved by the SELECT statement.
NAME=ELEMENT_REF ELEMENT_ The value should match the name
NAME=ELEMENT_REF ...] defined in the SELECT clause.
In other words, the list of input literal value’ This means a literal value within the
values is surrounded by square single quotes should be passed in.
brackets separated by a space. - ) .
Each passed value first defines the userTimeZone This means the current user's time
ELEMENT_NAME, which is the name zone should be passed in. This is
of the element / field in the target. typically used with the business
ELEMENT_REF is the value passed service F1-ShiftDateTime to convert
in. The next column indicates the data in the storage time zone to the
possible values for ELEMENT_REF. user's time zone for display.
Examples:
+ input=[USER_ID=C1]
¢ input=[USER_ID=USER_ID]
¢ input=[input/targetTimeZone=userTimeZone]
output= This is used to define the name of the elementName Example: output=personinfo

element retrieved from the business
object, business service or service
script used to populate this column.

Formatting Mnemonics
This table describe the mnemonics that control how a column is formatted.

Mnemonic Description Valid Values Comments
type= Defines how the column’s value is STRING Columns of this type capture a string.
formatted. This is the default value.
NOTE: Icon and Foreign Key DATE Columns of this type capture a date.
columns. The source=source TIME Columns of this type capture a time (in

mnemonic may be used to indicate
a column should be derived from

an icon reference or a foreign key
(FK) reference. If you use either of
these sources, the type= mnemonic
is not relevant as either an icon or a
context menu / info string will appear
in the column.

database format) and will be displayed
using the user's display profile.

DATE/TIME Columns of this type capture a date
and time (in database format) and will
be displayed using the user's display
profile.

MONEY Columns of this type capture a
monetary field. This type of column
may also reference the cur=
mnemonic. If the cur mnemonic is not
specified, the currency code on the
installation record is used.
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Mnemonic Description Valid Values Comments
NUMBER Columns of this type capture a
numeric field. This type of column may
also reference the dec= mnemonic.
label= Defines the column's override label. FIELD_NAME Enter a valid field name whose label
The label appears in the column's should be used for the column label.
heading and in the zone's drag and This should always be the option used
drop area. if multiple languages are needed.
If this mnemonic is not defined, the ‘text’ Defines the text directly.
system uses the column's default
label. The source of a column's
default label differs depending on
the column's source. Note that some
sources don't have a default value and
omitting this mnemonic will result in a
blank label.
cur= Defines the currency code applied Cx This means currency code value is
when type=MONEY if the installation defined in an earlier column. For
record’s currency should not be used. example, define C1 if column 1 defines
the currency code.
COLUMN_NAME This means the currency code was
retrieved by the SELECT statement.
The value should match the name
defined in the SELECT clause.
‘Currency Code’ This means the currency code is
defined directly. For example ‘USD’.
dec= Defines the number of decimal places nR Where n is the number of decimal
when type=NUMBER. places to show. Suffixing the number
It is optional. If provided it should of decimal places with R means that
be an integer. If not provided, the the_ system shpqld rounq up / down.
number of decimals will default to the Simply speufy_lng n (without an RY)
number of decimal places defined on means that decimal places ShOUId.
the currency code specified on the be trunce_lted_. For example, entering
installation record. dec=4 will display 4 dgmmal places
and truncate the remainder.
NOTE: Formatting only. This
mnemonic is only used for
formatting, it does not impact the
precision used for subsequent
calculations. For example, if a
column retrieved from the database
contains 6 significant digits and
dec=0, the column will be shown
with no decimal places (truncated),
however any references to the
column in subsequent will use 6
decimal places. For example, if the
column is referenced in a formula or
set function, all 6 decimal places will
be used.
char= This mnemonic applies special XX Where x references the literal value
character(s) to the column’s value. to display and [ ] defines the relative
position of the characters (before or
after the value).
You need only include the [ ] if you
want to position characters in front of
the value. For example, char="%" will
place a percent sign after the value. If
you want to position the word ‘minutes’
before a value, enter char="minutes
[T. If you want to output a value
like BUDGET $123.12 (YTD), enter
char="BUDGET [ ] (YTD)".
suppress= This is used to indicate a column true

should not be displayed.
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Mnemonic Description Valid Values Comments
A ?olsn;'n V\éofUId be stl)Jpprc-E)ssed if |tts false This is the default, meaning that you
Onlymﬁ |n$ p or ur:el y'fS:Jh srequen don’t need to indicate suppress=false
columns, for examplé, it there Is a at all to indicate that the field should
formula that derives a column using
; : be shown.
two other columns. In this scenario,
the columns referenced in the formula
can be suppressed.
suppressSearch= This is used to indicate a column true
ShOUIq r_10t be d|§played when the false This is the default, meaning
zone is invoked in search mode only. ) N
that you don't need to indicate
suppressSearch=false at all to
indicate that the field should be shown.
suppressExport= This is used to indicate a column true
should not be downloaded to Excel. false This is the default, meaning
that you don't need to indicate
suppressExport=false at all to
indicate that the field should be
included in a download.
width= This is used to override the width of a n Where n is a number between 0 and
column (number of pixels). The default 999.
value is the maximum width of any cell
in the column. NOTE:
If there is no available breaking point
in the data, the column will be longer
than the specified number of pixels.
The length of the column's label
(which appears in the column's
heading) may also make the width
wider than specified.
color= This is used to override the column’s A valid HTML “named” color For example color=red or
text color. color=yellow.

A valid RGB color model combination For example color=#FF0000 or
color=#CCCCCC. Note that the # is
required.

bgcolor= This is used to override the column’s A valid HTML “named” color Similar to the color= mnemonic.
background color. A valid RGB color model combination Similar to the color= mnemonic.
order= Defines the column’s default sort ASC Indicates that the order is ascending.

order.

This is the default meaning that it is
not necessary to indicate order=ASC.

DESC

Indicates that the order is descending.

Click Mnemonics

This table describe the mnemonics that define whether a column value may be clicked and if so, what should happen.

Mnemonic

Description

Valid Values

Comments

navopt=

Defines the navigation option that
references the target transaction or

script when the user clicks a column.

Note, this mnemonic should be used

in conjunction with the context=

mnemonic to define what information

is sent to the navigation option's
target transaction.

This mnemonic is ignored if

type=fkref because the FK reference

code defines the hyperlink's
destination.

Cx

This means navigation option code
is defined in an earlier column.

For example, define C1 if column 1
defines the navigation option.

COLUMN_NAME

This means the navigation option
was retrieved by the SELECT
statement. The value should match
the name defined in the SELECT
clause.

Example: navopt=MAIN_PORTAL

‘Navigation Option Code’

This means the navigation option
code is defined directly. For example
navopt="userMaint’.
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Mnemonic Description Valid Values Comments
context= This is used to define one or more Cx Where Cx represents the value of a
context fields and values passed to previous column. For example, if the
the target navigation option to go value to pass is in the first column,
along with the navopt= mnemonic. reference C1.
The syntax is as follows: [FIELD_ COLUMN_NAME This means the value to pass in was
NAME=FIELD_REF FIELD_ retrieved by the SELECT statement.
NAME=FIELD_REF ...] The value should match the name
In other words, the list of input values defined in the SELECT clause.
is surrounded by square brackets ‘literal value’ This means a literal value within the
separated by a space. Each passed single quotes should be passed in.
value first defines the FIELD_NAME,
which is the name of the context
field in the navigation option. FIELD_
REF is the value passed in. The next
column indicates the possible values
for FIELD_REF.
bpa= Indicates that a BPA script should Cx Indicates that the BPA script is
be executed with the user clicks the defined in a previous column.
ggléjéz?eand indicates the BPA to COLUMN_NAME This means the BPA script to execute
' was retrieved by the SELECT
Note, this mnemonic should be used statement. The value should match
in conjunction with the tempstorage= the name defined in the SELECT
mnemonic to define the temporary clause.
Sig;erl]g;Zaslz:?;ttgaé)ggukizéhmated ‘BPA Script Code’ This means th_at the_BPA script to
execute is defined directly.
This mnemonic is ignored if
type=fkref because the FK reference
code defines the hyperlink's
destination.
tempstorage= This is used to define how temporary Cx Where Cx represents the value of a
storage variables are initiated when previous column. For example, if the
the bpa= mnemonic is used. value to pass is in the first column,
The syntax is as follows: [FIELD_ reference C1.
NAME=FIELD_REF FIELD_ COLUMN_NAME This means the value to pass in was
NAME=FIELD_REF ...] retrieved by the SELECT statement.
In other words, the list of input values The value should match the name
is surrounded by square brackets defined in the SELECT clause.
separated by a space. Each passed ‘iteral value’ This means a literal value within the
value first defines the FIELD_NAME, sing]e quotes should be passed in.
which is the name of the field in
temporary storage. FIELD_REF is
the value passed in. The next column
indicates the possible values for
FIELD_REF.
list= This is used to enable work list true Setting list=true will cause the work
capability for this column. list icon to appear in the column’s
You may optionally populate the h(_eader. If a user clicks thg column, it
listdesc= mnemonic to override the W'" populate qll the rows in the output
text that will be placed in the worklist into the work list zone.
zone. NOTE: In the case of the zone
type Info Data Explorer - Multiple
SQLs (F1-DE), the output may
be showing a union of the results
of multiple SQL statements. In
this case, if some of the SQL
statements configure a given
column with list=true, but not
all, only the data in the cells for
the statements that configure this
mnemonic are put into the work list
when the user clicks the icon.
listdesc= This is an optional mnemonic when Cx Where Cx represents the value of

using the list= mnemonic. It can

a previous column. For example, if

Oracle Utilities Customer Care and Billing Administrative User Guide * 78



Mnemonic

Description

Valid Values

Comments

be used to override the text that is
placed in the work list zone.

the text to use is in the first column,
reference C1.

listbroadcast=

Indicates that the broadcast true

information for the column is also to
be made available in the work list
zone. This means that the work list
can be used to broadcast information
to a portal in the same manner as a
data explorer.

Use this setting to turn on the feature.

Zone Action

Most zone types provided by the product allow for one or more Zone Actions to be defined to appear in the zone header. An
action can appear as a hyperlink, icon or button. The action can aso be provided asan HTML string.

NOTE: Zonetypes aso include parameters for actions defined at the zone type level using IMPLEMENTOR _
ACTION_n (Action n) parameters. These are rarely used by the product zone types. The actions defined here override
any actions defined on the zone type (if present). The details below apply to the zone type level actions as well.

A zone action is defined using the following mnemonics:

Mnemonic Description Valid Values Comments
type= This mnemonic defines the LINK Indicates that the action is
appearance of the action in shown as a textual hyperlink.
the zone header. ICON Indicates that the action is
shown as a graphical icon.

BUTTON Indicates that the action is
shown as an HTML button.

ASIS Indicates that the parameter
will provide the HTML to be
used for the action.

action= This mnemonic defines the NAVIGATION Indicates that the action is
action to take when the link/ navigation to a page.
:c?]r;/rt;l:jtt\zﬂ;i (t:rl]'gkted;g';'; SCRIPT Indicates that the action is to
9 yp ) run a BPA script.

navopt= Defines the navigation 'NAV_OPT_CD' Enter a reference to a valid
option to use when the navigation option in single
action=NAVIGATION. quotes.

bpa= Defines the script to run when 'SCRIPT_CD' Enter a reference to a valid
the action=SCRIPT. BPA script in single quotes.

icon= Indicates the icon to use when DISP_ICON_CD Enter a reference to a valid
type=ICON. display icon.

'path’ Enter an explicit path to the
icon, for example 'images/
gotoZone.gif".

asis= This is required when the [HTML]
type=ASIS. This provides
the ability to precisely define
the HTML you wish to have
included in the header. All
valid HTML is permitted
including the use of "ora"
css classes and JavaScript
functions.

label= By default, the label or FIELD_NAME Enter a valid field name whose
tooltip will come from the label should be used. This
navigation option or BPA should always be the option
script description. Use this used if multiple languages are
mnemonic to override that needed.
label. ‘text' Enter the text directly in single

quotes.
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Mnemonic Description Valid Values Comments
context=[targetl=sourcel This is used to pass context FIELD_NAME Indicates that the value should
target2=source2] data when navigating to a be taken from the field with
page or executing a BPA this name from portal context,
script. The mnemonic global context or the page
supports passing multiple data model. The mnemonic
values. sourcelLoc is used for defining
In each case the target the source.
context field or BPA script xpath Indicates that the value should
variable is defined first be taken from a schema field,
followed by an equal sign, represented by the Xpath,
followed by source data displayed in this zone. This
defined using one of the valid is valid when the zone is
values defined in the next displaying a Ul Map.
column. )
‘constant’ Indicates that the value
One or more values may be defined in single quotes
defined. Each context value is should be passed.
defined separated by spaces.
The whole set of context
values should be surrounded
by square brackets.
sourceLoc= This mnemonic defines G Indicates that the field's value
the source of the FIELD_ is retrieved from the global
NAME's value in the context context.
mnemonic. P Indicates that the field's value
If this mnemonic is left blank, is retrieved from the portal
the default behavior is as context.
follows: D Indicates that the field's value
- The portal context is is retrieved from the page data
checked. model.
- If no portal context value is
found, the global context is
checked.
- If neither value is available,
the field is ignored.
class= Use this mnemonic to override ‘classNamel' ‘className2' Enter one or more classes in
the look and feel of the link / single quotes. Multiple class
icon / button using a different names may be provided.
CSS style.
style= Use this mnemonic to override  Standard style= format. All allowed css style
the look and feel of the action definitions may be used.
element using the indicated
css style.
Examples:

+ type=BUTTON action=SCRIPT bpa='F1-SET-USER' context=[USER_ID=USER_ID] label=UPDATE_LBL
» type=LINK action=NAVIGATION navopt="gotoUser' context= USER_| D=path(schema/user dl d)]

o type=ASISasis['<A class="oraLink" href="www.google.com" >Sear ch</a>']

NOTE: If the zone type has actions defined and there is a desire to simply remove the zone type actions, the Zone
Action can be set with the following configuration: type=ASI S asis=[]

User Filters

Data explorer zones include the ability to define User filters to allow a user to enter data to restrict the zone’ srows and / or
columns. The filters may be defined individually using User Filter parameters 1-25. Alternatively, a Ul map may be defined
for capturing filters. In this case, the map's input fields must be associated with the zone's filters by specifying the xpath=
mnemonic on the respective User Filter parameters.

These parameters are applicable to the zone types
 Info Data Explorer - Multiple SQLs (F1-DE)
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* Query Data Explorer - Multiple SQLs (F1I-DE-QUERY)
» Info Data Explorer - Single SQL (F1-DE-SINGLE)
A user filter is defined using the following mnemonics:

Mnemonic Description Valid Values Comments
name= This mnemonic is used if the zone's FIELD_NAME
filter should be pre-populated with
a value from global context, portal
context or broadcast from another
zone.
datasource= This mnemonic defines the source of G Indicates that the zone should look for
the filter's pre-populated value defined the filter value in global context.
in the name mnemonic. P Indicates that the zone should look for
If this mnemonic is left blank, the the filter value in portal context.
default behavior is as follows: .
] D Indicates that the zone should look for
- If the field has been broadcast from the filter value in the page data model.
another zone, the broadcast value is
used.
- If no value is broadcast, the portal
context is checked to determine if this
field exists (if so, its value is taken).
- If still no value, the global context is
checked.
- If still no value, no default value is
shown.
type= Defines the visual metaphor used to DATE Filters of this type capture a date.
capture the filter values. DATE/TIME Filters of this type capture a date and
time.

STRING Filters of this type capture a string

MONEY Filters of this type capture a monetary
field. This type of filter must also
reference the cur mnemonic.

NUMBER Filters of this type capture a numeric
field. This type of filter may also
reference the decimals mnemonic.

LOOKUP Filters of this type capture a lookup
value. This type of filter must also
reference the lookup mnemonic.

TABLE Filters of this type capture an
administrative table's value (code and
description). This type of filter must
also reference the table mnemonic.

CHARTYPE Filters of this type capture
predefined characteristic values
for a characteristic type (code
and description). This type of filter
must also reference the chartype
mnemonic.

ASIS Filters of this type capture a list of
values to be referenced within an 'IN'
clause within the SQL statement.

label= Defines the filter's label that appears FIELD_NAME Enter a valid field name whose label
in the zone's description bar and in the should be used for the filter label. This
input area. should always be the option used if
multiple languages are needed.
‘text’ Defines the text directly.
cur= Defines the currency code applied CURRENCY_CD Enter a reference to a valid currency
when type=MONEY. code.
dec= Defines the number of decimal places N It is optional. If provided it should

when type=NUMBER.

be an integer. If not provided, the
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Mnemonic Description Valid Values Comments
number of decimals will default to the
number of decimal places defined on
the currency code specified on the
installation record.
lookup= Defines the lookup flag whose values LOOKUP_FIELD_NAME Enter a reference to a valid lookup
appear when type=LOOKUP. field name.
table= Defines the admin table whose values TABLE_NAME Enter a reference to a valid admin
appear when type=TABLE. table name.
chartype= Defines the characteristic type CHAR_TYPE_CD Enter a reference to a valid
code whose values appear when characteristic type code.
type=CHARTYPE.
xpath= This mnemonic is used in conjunction nameFromUIMap The type= mnemonic must also be
with a Filter Area Ul Map. For each appropriate for the map's input field,
filter, you must specify the xpath to otherwise the query's SQL could fail.
the corresponding Ul map schema
element.
likeable= This mnemonic defines if a likeable S The query will add % to the suffix of
search is performed on the entered the filter value.
value when type=STRING. P The query will add % to the prefix of
the filter value.
PS The query will add % to the prefix and
suffix of the filter value.
divide= The mnemonic controls if a divider line above This results in a divider line placed
appears above and/or below the filter. above the filter.
Note, you can specify this parameter below This results in a divider line placed
twice if you want divider lines placed below the filter.
above and below a filter, e.g.,
divide=above divide=below.
searchField= This mnemonic controls the initial FIELD_NAME Enter the field name that exactly
population of the filter when the zone matches the searchField name
is launched as a search from a Ul specified in the oraSearchField html
map. element in the Ul map.
encrypt= This mnemonic defines if the user filter [TBL_NAME,FLD_NAME,WHERE_ A valid table name and field name are
is encrypted and needs to be searched  FLD,WHERE_VALUE] required.
by hashed value. The WHERE_FLD and WHERE _
VALUE are optional, but if entered,
both are required. Use this to only
encrypt the field in FIELD_NAME if
another field has a certain value. For
example encrypt=[CI_PERSON,PER_
ID_NBR,ID_TYPE_NBR,'SSN'].
Examples:

« label=F1_NBR_DAY Stype=NUMBER
« label=F1_SHOW_ALL_REQ_FLG type=L OOKUP lookup=F1 SHOW_ALL_REQ FLG
» Filter value where a Filter Ul Map is defined and Description is one of the filters. type=STRING xpath=description

likeable=S

» type=STRING label=DESCR likeable=S divide=below
+ label=REQ_TYPE_CD type=TABLE table=F1 REQ TYPE

Hidden Filters

Data explorer zones include the ability to define Hidden filtersto restrict the rows and / or columns that appear in the zone.
The following are the potential sources of a hidden filter's value:

» Theglobal areacontains the fields whose values are maintained in global context.

» The portal area contains the fields describing the object currently displayed in a portal.
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» Other zones on a portal can broadcast information to the portal area, which can then in turn be used by the zone asa
hidden filter.

These parameters are applicable to the zone types

» Info Data Explorer - Multiple SQLs (F1-DE)

* Query Data Explorer - Multiple SQLs (F1I-DE-QUERY)
 Info Data Explorer - Single SQL (F1-DE-SINGLE)

A hidden filter is defined using the following mnemonics:

Mnemonic Description Valid Values Comments

name= This mnemonic defines the name of ~ FIELD_NAME
the field that needs to be broadcast
from other zones or populated in
the portal context

datasource= This mnemonic defines the source G Indicates that the zone should look
of the hidden filter's value. for the filter value in global context.
If this mnemonic is left blank, the P Indicates that the zone should look
default behavior is as follows: for the filter value in portal context.
- If the field has been broadcast D Indicates that the zone should look
from another zone, the broadcast for the filter value in the page data
value is used. model.

- If no value is broadcast, the portal
context is checked to determine if
this field exists (if so, its value is
taken).

- If still no value, the global context
is checked.

- If still no value, the zone appears
as per the poprule mnemonic.

poprule= This mnemonic controls what R Indicates that a value for the filter
happens if the hidden filter is not is required. The zone will be set to
present. the "empty state" and the "please

broadcast" message will appear in
the zone. This is the default value.

(0] Indicates that the value is optional.
If no value is required, the zone is
still built without that value.

type= Defines the visual metaphor used DATE Filters of this type capture a date.
to capture the filter values. DATE/TIME Filters of this type capture a date
and time.
STRING Filters of this type capture a string
MONEY Filters of this type capture a

monetary field. This type of filter
must also reference the cur
mnemonic.

NUMBER Filters of this type capture a
numeric field. This type of filter
may also reference the decimals
mnemonic.

LOOKUP Filters of this type capture a lookup
value. This type of filter must also
reference the lookup mnemonic.

TABLE Filters of this type capture an
administrative table's value (code
and description). This type of filter
must also reference the table
mnemonic.

CHARTYPE Filters of this type capture
predefined characteristic values
for a characteristic type (code
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Mnemonic Description Valid Values Comments
and description). This type of filter
must also reference the chartype
mnemonic.
ASIS Filters of this type capture a list
of values to be referenced within
an 'IN' clause within the SQL
statement.
label= Defines the filter's label that FIELD_NAME Enter a valid field name whose
appears in the zone's description label should be used. This should
bar. always be the option used if
multiple languages are needed.
‘text’ Defines the text directly.
cur= Defines the currency code applied CURRENCY_CD Enter a reference to a valid
when type=MONEY. currency code.
dec= Defines the number of decimal N It is optional. If provided it should
places when type=NUMBER. be an integer. If not provided, the
number of decimals will default
to the number of decimal places
defined on the currency code
specified on the installation record.
lookup= Defines the lookup flag LOOKUP_FIELD_NAME Enter a reference to a valid lookup
whose values appear when field name.
type=LOOKUP.
table= Defines the admin table whose TABLE_NAME Enter a reference to a valid admin
values appear when type=TABLE. table name.
chartype= Defines the characteristic type CHAR_TYPE_CD Enter a reference to a valid
code whose values appear when characteristic type code.
type=CHARTYPE.
searchField= This mnemonic controls the initial FIELD_NAME Enter the field name that exactly

population of the filter when the
zone is launched as a search from
a Ul map.

matches the searchField name
specified in the oraSearchField html
element in the Ul map.

Multi-Select Action

This parameter defines an action to be included in the action area for multi-selection processing. Note that a multi-selection
action can only be used if the Multi Select parameter has been set to Y ES, which causes a checkbox to appear on each row
displayed. The action defined here will trigger against al rows selected by the user via the checkbox.

These parameters are applicable to the zone types
 Info Data Explorer - Multiple SQLs (F1-DE)
* Query Data Explorer - Multiple SQLs (F1I-DE-QUERY)
» Info Data Explorer - Single SQL (F1-DE-SINGLE)

A multi select action has the following mnemonics:

Mnemonic Description Valid Values Comments
script= This mnemonic defines  SCR_CD Enter a reference to
the script to be invoked a valid BPA script or
when the action Service Script.
is clicked. This is
required.
type= This mnemonic defines ~ BUTTON The action is rendered
how the action should as a button. This is the
be rendered. default.
LINK The action is rendered
as hypertext.
ICON The action is rendered

as a graphic icon. For
this option, the icon
mnemonic is required.
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Mnemonic Description Valid Values Comments
icon= This mnemonic defines  DISPLAY_ICON_CD Enter a reference to a
the icon to display valid display icon code.
when type=ICON.
refresh= This mnemonic NO Indicates that no
indicates how and refresh is performed.
if a refresh should This is the default.
oceur after the script ZONE Indicates that a
completes. .
refresh of the zone is
performed.

PORTAL Indicates that a refresh
of the entire portal is
performed.

label= By default, the button FIELD_NAME Enter a valid field
label, link text or icon name whose label
tooltip will come from should be used. This
the script description. should always be the
Use this mnemonic to option used if multiple
override that label. languages are needed.

‘text’ Enter the text directly
in single quotes.

list= When executing the listElementName Enter a valid list

script, the framework
builds an XML list
containing information
from each row
selected. This list
must be defined in
the script's schema
and referenced in this
mnemonic.

element name from the
script schema.

context=[elementNamel=rowDatal
elementName2=rowData2]

This mnemonic is used
to populate the list
with the appropriate
information from each
selected row. The
mnemonic supports
passing multiple
values.

In each case the
element in the schema
list is defined first
followed by an equal
sign, followed by
information about the
data used to populate
the element defined
using one of the valid
values defined in the
next column.

One or more values
may be defined.

Each context value

is defined separated
by spaces. The whole
set of context values
should be surrounded
by square brackets.

Example of a schema:
<schema>

Cx

Indicates that the
element should be
populated with a value
in the referenced
column parameter.

Indicates that the
element should be
populated with a value
in the referenced post
processing parameter.

COLUMN_NAME

Indicates that the
element should be
populated with a value
from a column in the
SQL statement.

‘constant’

<accountInfo type="list">

<account | d/

<nane/ >
<anpunt/ >
<process/ >

Indicates that the
value defined in single
quotes should be
passed.
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</
account | nf o>
</ schema>

Example of list and
context mnemonics.
list=accountinfo

context=[accountld=ACCT_

ID name=C2
amount=P3
process='0"]
class= Use this mnemonic to ‘classNamel' 'className2' Enter one or more
override the look and classes in single
feel of the action using quotes to be appended
a different CSS style. to the standard
class(es). Multiple
class names may be
provided.
style= Use this mnemonic Standard style= format. All allowed css style
to override the look definitions may be
and feel of the action used.

element using the
indicated css style.

Defining Context-Sensitive Zones

A context-sensitive zone allows you to associate a zone with a specific user-interface transaction. A context-sensitive zone
appears at the top of the Dashboard when a user accesses a page for which the zone is specified as the context. For example,
when viewing a business object, additional zones are visible that are specific to the business object page.

CAUTION: Make surethat the zone is appropriate for the transaction on which you are specifying it. For example, if
your zone requires a business object 1D as one of its keys, it should not be displayed on the To Do entry transaction.

Select Admin > Context Sensitive Zone to maintain context-sensitive zones.

Description of Page

The Navigation Key isauniqueidentifier of atab page within the system. Owner indicates if this navigation key is owned
by the base product or by your implementation (Customer M odification).

CAUTION: Important! When introducing a new context sensitive zone, carefully consider its naming convention. Refer
to System Data Naming Convention for more information.

The grid contains the list of context-sensitive zones and the sequence in which they appear in the dashboard for the selected
navigation key. The grid contains the following fields:

» Zoneisthe name of the zoneto display in the Dashboard.
» Sequence is the sequence in which the zone is displayed (if multiple context-sensitive zones are defined).

» Owner indicatesif this context sensitive zone is owned by the base product or by your implementation (Customer
M odification).

Where Used

A context-sensitive zone displays at the top of the Dashboard whenever a user accesses the transaction for with the zoneis
specified.
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Defining Portals

This transaction is used to define / change portals. An implementation may define their own portals. In addition, an
implementation may override some of the settings for base product provided portals.

Portal - Main
Navigate to this page using Admin > System > Portal.
Description of Page

Enter ameaningful and unique Portal code and Description. Please be aware that for stand-alone portals, the Description
isthe portal'stitle (i.e., the end-users will see thistitle whenever they open the portal).

CAUTION: Important! When introducing a new portal, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Owner indicatesif this portal is owned by the base product or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add a portal. This information is display-only.

Type flag indicates whether the portal is a Standalone Portal, a Tab Page Portal or the Dashboard. Refer to There Are
Three Types of Portals for more information.

The following fields are only enabled for Standalone Portals:

» Navigation Option defines the navigation option that is used to navigate to this portal from menus, scripts and your
favorite links. The navigation option is automatically created when a Standalone Portal is added.

» Youll find an Add To Menu button adjacent. Thisfield is only enabled if the navigation option is not referenced on a
menu. When you click this button, a pop-up appears where you define a menu. If you subsequently press OK, amenu
item is added to the selected menu. This menu item references the portal's navigation option. Y ou can reposition the
menu item on the menu by navigating to the Menu page.

Refer to Putting Portals on Menus for more information.

» Application Services defines the service used to secure this portal. The application service is automatically created when
a Standalone Portal is added. Please note that only users with access to this application service will be able to view this
portal and its zones. Refer to Granting Accessto A Portal for more information.

« Show on Portal Preferencesindicatesif auser isalowed to have individual control of the zones on this portal. The
portal will not appear in the accordion on the user's Portal Preferences page if thisvalueis set to No. Note that an
implementation may change this value for a product delivered portal.

The grid contains alist of zones that are available in the portal. Click + to add a new zoneto the portal. Click - to remove a
zone from the portal. The grid displays the following fields:

» Zoneisthe name of the zone as defined on the Zone page.
» Description isadescription of the zone as defined on the Zone page.

 Display controls whether or not the zone isvisible in the portal. For portals that are configured to Show on Portal
Preferences, users may override this value for their view of the portal.

 Initially Collapsed controls whether or not the zoneisinitially collapsed in the portal. For portals that are configured to
Show on Portal Preferences, users may override this value for their view of the portal.

» Default Sequenceisthe default sequence number for the zone within the portal. It does not need to be unique within the
portal. Note that a sequence of zero will appear last, not first, in the portal. For portals that are configured to Show on
Portal Preferences, users may override this value for their view of the portal.
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» Override Sequence can be used by an implementation team to override the Default Sequence value that is set in the base
product.

» Refresh Seconds defines in seconds how often the zone is automatically refreshed. The minimum valid valueis 15. The
maximum valid value is 3600 (1 hour). A value of 0 indicates no automatic refresh. Implementers can change this value
as needed.

» Owner indicatesif this portal / zone relationship is owned by the base product or by your implementation (Customer
M odification). Thisinformation is display-only.

NOTE: Removing zonesfrom a portal. Y ou cannot remove a base product zone from a base product portal. An
implementation may override the Display setting to prevent a zone from displaying on the portal. In addition, you cannot
remove azone if auser has enabled it on their Portal Preferences. To remove a zone from the portal list, first make sure
that no user hasit enabled in their portal preferences.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_PORTAL.

Portal - Options

Use this page to maintain a portal's options. Open this page using Admin > System > Portal and then navigate to the
Options page.

Description of Page
The options grid alows you to configure the options that provide additional information related to the portal.

Select the Option Type dropdown to defineits Value. Detailed Description may display additional information on the
option type.

Set the Sequence to 1 unless the option can have more than one value.
Owner indicates if thisis owned by the base product or by your implementation (Customer M odification).

NOTE: You can add new option types. Y our implementation may want to add additional portal option types. To do
that, add your new values to the customizable lookup field PORTAL_OPT_FLG.

Defining Display Icons

Icons are used to assist usersin identifying different types of objects or instructions. A limited number of control tables
allow administrative users to select an icon when they are configuring the system. Select Admin > System > Display Icon
Refer ence to maintain the population of icons available for selection.

Description of Page
Each icon requires the following information:
» Display Icon isacodethat uniquely identifies the icon.

» |con Type defines how big theiconis (in pixels). The permissible values are: 30 x 21, 21 x 21, and 20 x 14. Note that
only iconsthat are 20 x 14 can be used on base product instructions.

» Description contains abrief description of the icon.

» URL describes where theicon islocated. Y our icons can be located on the product's web server or on an external web
server.

« Toadd anew icon to the product web server, place it under the /cm/images directory under the DefaultWebApp. Then,
inthe URL field, specify the relative address of the icon. For example, if the icon's file name is mylcon.gif, the URL
would be /cm/images/myl con.gif.
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« If theicon resides on an external web server, the URL must be fully qualified (for example, http://myWebServer/
images/myl con.gif).

» Owner indicatesif thisicon is owned by the base product or by your implementation (Customer M odification). This
information is display-only.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_DISP_|CON.

Defining Navigation Keys

Each location to which a user can navigate (e.g., transactions, tab pages, tab menus, online help links, etc.) isidentified by a
navigation key. A navigation key isalogical identifier for a URL.

Navigation Key Types
There are two types of navigation keys:

» System navigation keys define locations where the URL is derived from other entities within the system. The items that
are derived include the program location (i.e., physical location on the server), file name (i.e. program component name),
and the file extension (e.g. COB). System navigation keys refer to program components, such as tab menus or tab pages.

» External navigation keys define locations smply asa URL. External URLs can be specified as relative to the product
web server or fully qualified. External navigation keys always launch in a new instance of a browser window. Examples
of external navigation keys include online help links and URL s to external systems.

Navigation Key vs. Navigation Option
The system has two entities that work in conjunction with each other to specify how navigation works:

» Navigation Key defines a unique location to which a user can navigate. For example, each page in the system has a
unique navigation key. Navigation keys can also define locations that are "outside” of the system. For example, you can
create a navigation key that references an external URL. Think of a navigation key as defining "where to go".

« Navigation Option defines how a page is opened when a user wants to navigate someplace. For example, you might
have a navigation key that identifies a specific page. This navigation key can then be referenced on two navigation
options; the first navigation option may allow usersto navigate to the page in "add mode", while the second navigates to
the page in "update mode".

» Please note that awide variety of options can be defined on a navigation option. In addition to defining if apageis
opened in add or update mode, you can define which tab is opened, which fields should be passed to the page, which
search program is used, etc.

The Flexibility of Navigation Keys
Navigation keys provide a great deal of functionality to your users. Use navigation keys to:

» Allow usersto navigate to new pages or search programs

» Allow usersto transfer to an external system or web page. After setting up this data, your users may be able to access
this external URL from amenu, a context menu, their favorite links, etc. Refer to Linking to External Locations for more
information.

Refer to the Tool Suite Guide for more information on devel oping program components.
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NOTE: Replacing Base-Package Pages or Searches. If your new page or search has been designed to replace a
module in the base-package, the navigation key must indicate that it is overriding an existing navigation key.

Linking to External Locations
If you want to include links to external systems or locations from within the system, you need to:

» Define anavigation key that specifies the URL of the location. For example, define an external navigation key that as a
URL of http://www.oracle.com/.

» Define anavigation option that specifies from where in the system a user can go to your external location. For example,
define a navigation option with a usage of Favorites or with a usage of Menu. Y our navigation option points to the
navigation key you defined above.

» Add your navigation option to the appropriate location within the system. For example, have users add the navigation
option to their Favorite Links or add the navigation option as an item on a menu.

Overriding Navigation Keys

Y our implementation may choose to design a program component (e.g., a maintenance transaction or search page) to
replace a component provided by the system. When doing this, the new navigation key must indicate that it is overriding
the system navigation key. As aresult, any menu entry or navigation options that reference this overridden navigation key
automatically navigates to the custom component.

For example, if you have a custom On-line Batch Submission page and would like usersto use this page rather than the one
provided by the system, setting up an override navigation key ensuresthat if a user chooses to navigate to the On-line Batch
Submission from Menu or a context menu, the user is brought to the custom On-line Batch Submission page.

To create an override navigation key, you need to:
» Definea navigation key using an appropriate naming convention.

» If the URL Location of the navigation key being overridden is Exter nal, specify a URL Location of Override
(External) and define the appropriate URL Override Location.

» If the URL Location of navigation key being overridden is System, specify aURL L ocation of Override (System) and
populate the Program Component ID with your custom program component ID.

» Specify the navigation key that you are overriding in the Overridden Navigation Key field.
Refer to the Tool Suite Guide for more information about developing your own program components.

Maintaining Navigation Keys
Select Admin > System > Navigation Key to maintain navigation keys.

CAUTION: Important! When introducing a new navigation key, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Description of Page
The Navigation Key is aunique name of the navigation key for internal use. Try to use anamethat is easily recognizable.

Owner indicatesif this navigation key is owned by the base product or by your implementation (Customer M odification).
Thisinformation is display-only.

For URL L ocation, you can select from the following options:

» Use External to create a navigation key where the location is specified in the URL Overridefield.
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» UseOverride (External) to create a navigation key that overrides another external navigation key. If you use this
option, you specify the name of the navigation key you are overriding in the Overridden Navigation Key field.

» UseOverride (System) to point a system navigation key to a different location. If you use this option, you specify the
name of the navigation key you are overriding in the Overridden Navigation Key field.

» Use System to create a havigation key for a custom program component developed for your implementation.

FASTPATH: Refer to Navigation Key Types for more information about system and external navigation keys.

FASTPATH: Refer to Overriding Navigation Keys for more information about settings required to override a system
navigation key.

Program Component 1D isthe name of the program component identified by the key (for system navigation keys). The
program component ID can also be used to specify the transaction with which an online help link is associated.

Overridden Navigation K ey is the name of the navigation key that the current navigation key is overriding (if Override
(External) or Override (System) is selected for the URL L ocation). Refer to Overriding Navigation Keys for more
information.

URL Overrideisthe specific URL for the navigation key (external navigation keys only). The URL can be relative to the
product web server or fully qudified.

Open Window Options allows you to specify options (e.g., width and height) for opening a browser window for an

external navigation key. (External navigation keys always launch in a new browser window.) Y ou can use any valid features
available in the Window.open( ) JavaScript method. The string should be formatted the same way that it would be for

the features argument (e.g., height=600,width=800,r esizeable=yes,scr olIbar s=yes,toolbar=no). Refer to a JavaScript
reference book for a complete list of available features.

Application Serviceisthe application service that is used to secure access to transactions associated with External
navigation keys. If a user has access to the specified application service, the user can navigate to the URL defined on the
navigation key. Refer to The Big Picture of Application Security for more information.

The grid displays menu items that reference the navigation key (actually, it shows menu items that reference navigations
options that, in turn, reference the navigation key).

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_ MD_NAV.

Defining Navigation Options
Every time a user navigates to a transaction, the system retrieves a navigation option to determine which transaction should

open. For example,

« A navigation option is associated with every menu item. When a user selects a menu item, the system retrieves the
related navigation option to determine which transaction to open.

» A navigation option is associated with every favorite link. When auser selects afavorite link, the system retrieves the
related navigation option to determine which transaction to open.

» A navigation option is associated with every node in the various trees. When a user clicks anode in atree, the system
retrieves the related navigation option to determine which transaction to open.

+ Etc.

Many navigation options are shipped with the base product and cannot be modified as these options support core
functionality. As part of your implementation, you may add additional navigation options to support your specific business
processes.

Navigation options may also be used to launch a BPA script.
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The topicsin this section describe how to maintain navigation options.

CAUTION: In order to improve response times, navigation options are cached the first time they are used after aweb
server is started. If you change a navigation option and you don't want to wait for the cache to rebuild, you must clear
the cached information so it will be immediately rebuilt using current information. A specia button has been provided
on the Main tab of the navigation option transaction that performs this function. Please refer to Caching Overview for
information on the various caches.

Navigation Option - Main

Select Admin > System > Navigation Option to maintain a navigation option.
Description of Page

Enter aunique Navigation Option code and Description.

CAUTION: When introducing a new navigation option, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

The Flush System Login I nfo button is used to flush the cached navigation options so you can use any modified navigation
options. Refer to Caching Overview for more information.

Owner indicatesif this navigation option is owned by the base product or by your implementation (Customer
M odification). Thisfield is display-only. The system sets the owner to Customer M odification when you add a navigation
option.

NOTE: You may not change navigation options that are owned by the base product.

Use Navigation Option Typeto defineif the navigation option navigatesto a Transaction, launches a BPA Script or
opens an Attachment.

NOTE: The Attachment option type is only applicable to navigation options that are used to launch afile attached to a
record in the Attachment maintenance object.

For navigation option types of script, indicate the Script to launch. Y ou can use the Context Fields at the bottom of the
page if you want to transfer the contents of specific fields to temporary storage variables available to the script. The script
engine creates temporary storage variables with names that match the Context Field names.

For navigation option types of transaction, define the Target Transaction (navigation key) and optionally a specific Tab
Page (also anavigation key) if a specific tab on the transaction (other than the Main tab) should be opened when navigating
to that transaction.

NOTE: Finding transaction navigation keys. When populating the Tar get Transaction and Tab Page you are
populating an appropriate navigation key. Because the system has alarge number of transactions, we recommend
using the "%" metaphor when you search for the transaction identifier. For example, if you want to find the currency
mai ntenance transaction, enter "%currency” in the search criteria.

The additional information depends on whether the target transaction is a fixed page or a portal -based page:
* For portal-based pages:
» Navigation Modeis not applicable and should just be set to Add M ode.

« If navigating to a query portal, by default the query portal will open with the default search option defined. If the
navigation should open a different search option, define the M ulti-Query Zone for that query portal and indicate the
Sub-Query Zoneto open by default. Note that for this configuration, it is common to define Context Fieldsto pre-
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populate search criteriain the target query zone. When using this configuration, be sure that the target query zone's
user filters are defined to populate data from context.

» For fixed pages:
» Navigation Mode indicates if the Target Transaction should be opened in Add Mode or Change Mode.

» Add Mode should be used if the option is used to navigate to a transaction ready to add a new object. Y ou can use the
Context Fields at the bottom of the page if you want to transfer the contents of specific fields to the transaction when
it opens.

« Change Modeisonly applicable for fixed pages and should be used if the option is used to navigate to a transaction
ready to update an object. Y ou have two ways to define the object to be changed:

» Define the name of the fields that make up the unique identifier of the object in the Context Fields (and make sure
to turn on Key Field for each such field).

» Definethe Search Transaction (navigation key) if you want to open a search window to retrieve an object before
the target transaction opens. Select the appropriate Sear ch Type to define which search method should be used.
The optionsin the drop down correspond with the sectionsin the search (where Main is the first section, Alternate
is the 2" section, Alternate 2 is the 3 section, etc.). You should execute the search window in order to determine
what each section does.

When you select a Sear ch Type, define appropriate Context Fields so that the system will try to pre-populate the
search transaction with these field values when the search first opens. Keep in mind that if a search is populated
with field values the search is automatically triggered and, if only one object is found that matches the search
criteria, it is selected and the search window closes.

» Search Group isonly visible if the Development T ools module is not turned off. It is used to define the correlation
between fields on the search page and the tab page. Y ou can view atab page's Sear ch Groups by viewing the HTML
source and scanning for allFieldPairs.

The Go To Tooltip is used to specify the label associated with the tool tip that appears when hovering over a Go To object.
Refer to the Usage grid below.

The Usage grid defines the objects on which this navigation option is used:

» Choose Favoritesif the navigation option can be used as afavorite link.

» Choose Menusif the navigation option can be used as a user's home page or as a menu or context menu item.
» Choose Script if the navigation option can be used in a script.

» Choose Foreign Key if the navigation option can be used as a foreign key reference.

» Choose Go To if the navigation option can be used asa ' go to" destination ("go to" destinations are used on Go To
buttons, tree nodes, and hyperlinks).

« If your product supports marketing campaigns, you can choose Campaign if the navigation option can be used as a "post
completion” transaction on a campaign. For more information refer to that product's documentation for campaigns.

The Context Fields grid contains the names of the fields whose contents will be passed to the Target Transaction or
Script or used to launch an Attachment. The system retrieves the values of these fields from the "current” page and
transfers them to the target transaction or to the script's temporary storage. Turn on Key Field for each context field that
makes up the unique identifier when navigating to atransaction in Change Mode.

NOTE: For an Attachment, the grid should contain the Attachment ID.

NOTE: Navigating from a Menu. The standard followed for many base main menu navigation options for fixed
transactions is that navigation options launched from the Menu dropdown are configured with no context.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_NAV_OPT.
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Navigation Option - Tree

This page contains a tree that shows how a navigation option is used. Select Admin > System > Navigation Option and
navigate to the Tree tab to view this page.

Description of Page

The tree shows every menu item, favorite link, and tree node that references the navigation option. Thisinformation is
provided to make you aware of the ramifications of changing a navigation option.

Database Tools

This section describes a variety of database tools that are supplied with the your product.

Defining Table Options

The topicsin this section describe the transaction that allows you to define metadata for the application’s tables.

Table - Main

Navigate using Admin > Database > Table.

Description of Page

Table Name istheidentifier of thistable.

Description contains a brief description of the table.

System Table defines if the table includes rows that are owned by the base product.

Enable Referential Integrity definesif the system performs referential integrity validation when rowsin thistable are
deleted.

Data Group ID isused for internal purposes.
Table Usageisnot in use at thistime.
Table Type definesif the tableis an External Table, aView or aphysica Table.

Date/ Time Data Type defines if the system shows times on thistablein Local Legal Timeor in Local Standard Time
Local Legal Timeisthetime as adjusted for daylight savings/ summer time.

Table Classification Type specifies the category of datathe table will hold. Thisisfor information purposes only and is
not used by any system processing. Valid values are Admin System Table, Admin Non System Table, Master Table,
Transaction Table, and Unclassified.

Table Volume Type specifies the expected amount of data the table will hold. Thisisfor information purposes only and
isnot used by any system processing. Valid values are High Volume, L ow Volume, Medium Volume, and Unclassified.
The volume of datain a particular table in the system may differ greatly from one implementation to another based on
unique business requirements. The values populated for base product tables are set to volumes that are typical but may not
be true for a given implementation. The value may be updated to reflect the situation for a given implementation.

Audit Tableisthe name of the table on which this table's audit |ogs are stored. Refer to The Audit Trail File for more
information.

Use Audit Program Typeto defineif the audit program is written in Java or Java (Converted), meaning it was converted
into Java.
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NOTE: Java (Converted) program types are not applicable to all products.

Audit Program isthe name of the program that is executed to store an audit log. Refer to Turn On Auditing For a Table
for more information.

NOTE: View the source. If the program is shipped with the base package, you can use the adjacent button to display
the source code of this program in the Java docs viewer.

Upgrade controls what happens to the rows in this table when the system is upgraded to a new release:

» Keep means that the rows on this table are not touched during an upgrade

» Merge meansthat the rows on this table are merged with rows owned by the base product

» Refresh meansthat the rows on this table are deleted and refreshed with rows owned by the base product.
Data Conversion Role controls if / how the table is used by the conversion tool:

» Convert (Retain PK) means that the tabl€e's rows are populated from the conversion schema and the prime key in the
conversion schemais used when the rows are converted. A new key is not assigned by the system.

» Convert (New PK) means that the table's rows are populated from the conversion schemaand the prime key is
reassigned by the system during conversion.

» Not Converted meansthat the table's rows are not managed by the conversion tool.

» View of Production means that the conversion tool uses a view of the table in production when accessing the rowsin the
table. Thisis commonly used for administrative tables.

A Language Tableis specified when fields containing descriptions are kept in a child table. The child table keeps a
separate record for each language for which a description is translated.

Enable Data Dictionary definesif the tableisto beincluded in the Data Dictionary application viewer.

A Key Tableis specified when the prime-key is assigned by the system. This table holds the identity of the prime keys
allocated to both live and archived rows.

Type of Key specifies how prime key values are generated when records are added to the table:
+ Other means aforeign-system allocates the table's prime-key.

» Sequential means a sequence number isincremented whenever arecord is added to the table. The next number in the
sequence determines the key value.

» System-generated means a program generates a random key for the record when it is added. If the record'stable isthe
child of another table, it may inherit a portion of the random number from its parent's key.

e User-defined means the user specifies the key when arecord is added.

Inherited Key Prefix Length defines the number of most significant digits used from a parent record's primary key value
to be used as the prefix for a child record's key value. Thisis only specified when the Type of Key is System-generated and
the high-order values of the table's key isinherited from the parent table.

Java Table Name. Thisfield is used to identify the entity/Java class name of the class that represents the table in the Java
code. It should contain a short "camel Cased" name to be used as the name of the entity within the system. It must also be a
valid Java name, and must be unique across the system. This name is used as follows:

» Asthe short class name on al classesin the Java hierarchy for the class: the Impl class, the Gen, and the interface.
* InHQL queries, it is used to identify the hibernate entity being selected.

Caching Regime determines if the table' s values should be cached when they are accessed by a batch process. The default
valueis Not Cached. You should select Cached for Batch if you know the valuesin the table will not change during the
course of abatch job. For example, currency codes will not change during a batch process. Caching atable's values will
reduce unnecessary SQL calls and improve performance.
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Key Validation determinesif and when keys are checked for uniqueness. The default value is Always Check Uniqueness.
Select Check Uniqueness Online Only when the database constructs the keys in the table, such asin log tables. Select
Never Perform Uniqueness Checking when you know that the database constructs the keys in the table and that users
cannot add rows directly to the table, such asin log parameter tables. Thiswill reduce unnecessary SQL calls and improve
performance.

Help URL isthelink to the user documentation that describes thistable.
Help Text contains additional information about the table.

Extract for Trandation isonly visible in a development environment. It indicates whether or not the table includes strings
that are eligible for product tranglation.

Trangation Context isonly visible in a development environment. It is used to provide information to atrandator about
the nature and purpose of rows in the table.

NOTE: Changesto base owned tables. Only the following attributes of tables that are owned by the product are
modifiable: Audit Table, Audit Program Type, Audit Program, Caching Regime, Key Validation and Table Volume

Type.

The grid contains an entry for every field on the table. Drilling down on the field takes you to the Table Field tab where
you may modify certain attributes. The following fields may also be modified from the grid: Description, Override Label,
Audit Delete, Audit Insert and Audit Update. Refer to the Table Field tab for descriptions of these fields.

Table - Table Field

Navigate using Admin > Database > Table and click the Table Field tab.

Description of Page

Field Nameisthe name of thefield. It isfollowed by its Java Field Name.

Field Help Text displaysthe help text listed for thisfield on the Field page, if popul ated.
Nullable, Required and Validate are for internal use.

Turn on Audit Delete if an audit record should be stored for this field when arow is deleted. Refer to How To Enable
Auditing for more information.

Turn on Audit Insert if an audit record should be stored for this field when arow is added. Refer to How To Enable
Auditing for more information.

Turn on Audit Update if an audit record should be stored for this field when it is changed. Refer to How To Enable
Auditing for more information.

The Allow Customization isonly applicable if the tableis an Admin System Table. It indicates fields that an
implementation is allowed to change for a base owned record. Changes to the field value of one of these types of fields by
an implementation are maintained when upgrading to a new version of the product.

Standard Time Typeisonly enabled if the Table indicates that the Date/Time Data Typeis Local Standard Time.
Each field that represent date/time should defineif it uses L ogical Standard Time, Physical Standard Time or uses a
Referenced Time Zone.

Sequence is a unique sequence of this field with respect to other fields on the table.

The Label column is used to define a special label for thisfield when it relatesto thistable if it should be different from the
field’ slabel. Note that this only impacts the label on afixed page user interface. Labels on portal based user interfaces do
not use this information.

The Override Label is provided if an implementation wants to override the base-product label.

NOTE: If you want the Override Label to be shown in the data dictionary, you must regenerate the data dictionary.
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Help Text contains any additional information about the field with respect to its use on this table.
Field Usageis not used at thistime.

Extract for Trandation isonly visible in a development environment. For tables marked to extract for trandation, each
trandatable field on the table should indicate Yes.

Trandation Context isonly visible in a development environment. It is used to provide information to atrandator about
the nature and purpose of the datain thisfield on thistable.

NOTE: Changesto base owned table/ fields. Only the following attributes of table / fields that are owned by the
product are modifiable: Audit Delete, Audit Insert, Audit Update, Override Label.

Table - Constraints

Select Admin > Database > Table and navigate to the Constraints tab to view the constraints defined on the table.
Description of Page
Thefields on this page are protected as only the product development group may change them.

This page represents a collection of constraints defined for the table. A constraint isafield (or set of fields) that represents
the unique identifier of a given record stored in the table or afield (or set of fields) that represents a given record's
relationship to another record in the system.

Constraint 1D isaunique identifier of the constraint.

Owner indicatesif thisis owned by the base package or by your implementation (Customer M odification)

Constraint Type Flag defines how the constraint is used in the system:

« Primary Key representsthe field or set of fields that represent the unique identifier of arecord stored in atable.

» Logical Key represents an aternate unique identifier of arecord based on a different set of fields than the Primary key.

» Foreign Key represents afield or set of fields that specifies identifying and non-identifying relationships to other tables
in the application. A foreign key constraint references the primary key constraint of another table.

» Conditional Foreign Key represents rare rel ationships between tables where asingle field (or set of fields) may
reference multiple primary key constraints of other tables within the application as aforeign key.

When Enable Referential Integrity is checked, the system validates the integrity of the constraint when arow in the table
is modified.

Referring Constraint Owner indicatesif thisis owned by the base package or by your implementation (Customer
M odification).

Referring Constraint ID isthe Primary Key constraint of another table whose records are referenced by records stored in
thistable.

Referring Constraint Table displays the table on which the Referring Constraint ID is defined. Y ou can use the adjacent
go-to button to open the table.

Additional Conditional SQL Text isonly specified when the constraint is a Conditional Foreign Key. The SQL
represents the condition under which the foreign key represents a relationship to the referring constraint table.

NOTE: Additional Conditional SQL Syntax. When specifying additional conditional SQL text, al table names are
prefixed with a pound (#) sign.

The Constraint Field grid at the bottom of the page is for maintaining the field or set of fields that make up this constraint.
Field isthe name of the table's field that is a component of the constraint.
Sequence The rank of the field as a component of the constraint.
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The Referring Constraint Field grid at the bottom of the page displaysthe field or set of fields that make up the Primary
key constraint of the referring constraint.

Field isthe name of the table's field that is a component of the referring constraint.
Sequenceistherank of the field as a component of the referring constraint.

Table - Referred by Constraints

Select Admin > Database > Table and navigate to the Referred By Constraints tab to view the constraints defined on
other tables that reference the Primary Key constraint of this table.

Description of Page
This pageis used to display the collection of constraints defined on other tables that reference the table.
Referred By Constraint 1d isthe unique identifier of the constraint defined on another table.

Referred By Constraint Owner indicatesif this constraint is owned by the base package or by your implementation
(Customer Modification).

Prime Key Constraint 1d isthe Primary Key constraint of the current table.

Prime Key Owner indicatesif this prime key is owned by the base package or by your implementation (Customer
M odification).

Referred By Constraint Tableisthe table on which Referred By Constraint 1dis defined.

When Enable Referential Integrity is checked, the system validates the integrity of the constraint when arow in the table
is modified.

The grid at the bottom of the page displays the Field and Sequence for the fields that make up the constraint defined on the
other table.

Defining Field Options

The topicsin this section describe the transaction that can be used to view information about a field and to change the name
of afield on the various pages in the system.

Field - Main

Open this page using Admin > Database > Field.

Description of Page

Field Name uniquely identifies this field.
CAUTION: Asdescribed in System Data Naming Convention for most system data tables, the base product follows a
specific naming convention. However, thisis not true for the Field table. If you introduce new fields, you must prefix

the field with CM.. If you do not do this, thereis a possibility that a future release of the application could introduce a
new field with the name you all ocated.

Owner indicatesif thisfield is owned by the base package or by your implementation (Customer M odification). The
system sets the owner to Customer M odification when you add afield.

Base Field indicates that the field inherits some of its definitions from another field.

Data Typeindicatesif the type of datathe field will hold. Valid values are Character, Character Large Object, Date,
DateTime, Number, Time, Varchar2 and XML Type. Thisfield is protected if the field refersto a Base Field.
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Ext Data Type or Extended Data Type is used to further define the type of datafor certain data types. Valid values are
Currency Sour ce, Day of Month, Duration, Money, Month of Year, Flag and Switch. Thisfield is protected if the field
refersto a Base Field.

Precision defines the length of the field. In the case of variable length fields, it is the maximum length possible. For number
fields that include decimal values, the precision includes the decimal values. Thisfield is protected if thefield refersto a
Base Field.

Scaleis only applicable for number fields. It indicates the number of decimal places supported by thefield. Thisfield is
protected if the field refersto aBase Field.

Sign isonly applicable for numbers. It indicates if the data may contain positive or negative numbers.

ValuelList isonly visible for products that had at one point included COBOL. It defines the copybook that includes the list
of valid values for the field.

Description contains the label of the field. Thisisthe label of the field that appears on the various pages on which the field
is displayed. Note, the field's |abel can be overridden for a specific table by specifying an Override Label on thetable/ field
information. However, this override is hot used in portal based user interfaces. It is only applicable if the field is displayed
on fixed page user interfaces.

Java Field Name isthe reference to thisfield used in Java code.
Override Label isused if an implementation would like to override the label that appear on user interfaces in the system.

CAUTION: For fixed pages, if the field's label is overridden for a specific table, that override takes precedence. In thisis
the case the override on the table / field page should be used.

Work Field indicates that the field does not represent a database table column.

Help Text is used to provide field level embedded help to thisfield. If thefield is displayed on a user interface that supports
display of embedded help, this text may be displayed.

Use Override Help Text to override the existing embedded help text for thisfield.

Extract for Trandglation isonly visible in a development environment. It indicates whether or not the field and its
description should be included in an extract of trandatable strings when doing a product trandlation. This flag may be set to
“No” for work fields whose |abel is not visible to a user on any user interface.

Trandation Context is only visible in a development environment. It is used to provide information to a translator about
the use of the field’ slabel so that an appropriate tranglation can be provided.

Field - Tables Using Field
Select Admin > Database > Field and navigate to the Tables Using Field tab to view the tables that contain afield.
Description of Page

The grid on this page contains the Tables that reference the Field. Y ou can use the adjacent go to button to open the Table
Maintenance transaction.

Defining Maintenance Object Options

A maintenance object defines the configuration of a given “entity” in the system. It includes the definition of the tables that
together capture the physical datafor the entity. In addition, the maintenance object includes options that define important
information related to the maintenance object that may be accessed for logic throughout the system. Several agorithm plug-
in spots are also defined on the maintenance object, allowing for business rules that govern all records for this maintenance
object.

Many maintenance objects in the system support the use of business objects to further define configuration and business
rules for agiven record. Refer to The Big Picture of Business Objects for more information.
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Maintenance Object - Main

Select Admin > Database > Maintenance Object to view information about a maintenance object.
Description of Page

Most maintenance objects are provided with the base package. An implementation can introduce custom maintenance
objects when needed. Most fields may not be changed if owned by the base package.

Enter a unique M aintenance Object name and Description. Owner indicates if this business object is owned by the base
package or by your implementation (Customer M odification).

IMPORTANT: [f you introduce a new maintenance object, carefully consider its naming convention. Refer to System
Data Naming Convention for more information.

Service Name is the name of the internal service associated with the maintenance object.

Click the View XML hyperlink to view the XML document associated with the maintenance object servicein the Service
XML Viewer.

Click the View M O hyperlink to view the definition of the maintenance object in the Maintenance Object Viewer.
The grid displays the following for each table defined under the maintenance object:
» Tableisthe name of agiven table maintained as part of the maintenance object.

» Table Role defines the table's place in the maintenance object hierarchy. Only one Primary table may be specified
within a maintenance object, but the maintenance object may contain many Child tables.

» Parent Constraint 1D specifies the constraint used to link the table to its parent table within the maintenance object
table hierarchy.

« Owner indicatesif thisis owned by the base package or by your implementation (Customer M odification).

Maintenance Object - Options

Use this page to maintain a maintenance object's options. Open this page using Admin > Database > Maintenance
Object and then navigate to the Options tab.

Description of Page
The options grid allows you to configure the maintenance object to support extensible options.

Select the Option Type drop-down to define its Value. Detailed Description may display additional information on the
option type.

Set the Sequence to 1 unless the option can have more than one value.
Owner indicatesif thisis owned by the base package or by your implementation (Customer M odification).
NOTE: You can add new option types. Y our implementation may want to add additional maintenance option types.

For example, your implementation may have plug-in driven logic that would benefit from a new type of option. To do
that, add your new values to the customizable lookup field MAINT_OBJ_OPT_FLG.

Maintenance Object - Algorithms

Use this page to maintain a maintenance object's algorithms. Open this page using Admin > Database > Maintenance
Object and then navigate to the Algorithmstab.

Description of Page
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The Algorithms grid contains algorithms that control important functions for instances of this maintenance object. Y ou
must define the following for each algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

 If the agorithm isimplemented as ascript, alink to the Script is provided. Refer to Plug-in Scripts for more
information.

» Owner indicatesif thisis owned by the base package or by your implementation (Customer M odification).
The following table describes each System Event.

System Event Optional / Required Description

Audit Optional Algorithms of this type are called to notify of
any changes to the maintenance object's set
of tables.

Click here to see the algorithm types available
for this system event.

Determine BO Optional Algorithm of this type is used to determine the
Business Object associated with an instance
of the maintenance object. It is necessary to
plug in such an algorithm on a Maintenance
Object to enable the business object rules
functionality.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

ILM Eligibility Optional Algorithms of this type are used for
maintenance objects that are enabled for
Information Lifecycle Management. They are
used to review records that have reached the
maximum retention days and evaluate if they
are ready to be archived.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

Information Optional We use the term "Maintenance Object
Information” to describe the basic information
that appears throughout the system to
describe an instance of the maintenance
object. The data that appears in this
information description is constructed using
this algorithm.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

Revision Control Optional An algorithm of this type is used to enforce
revision control rules when an object is added,
changed or deleted. The maintenance object
service calls the plug-in once before the
object is processed and once more after
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System Event Optional / Required Description
applying all business object rules. This allows
revision rules to take place in proper revision
timings.

Click here to see the algorithm types available
for this system event.

Transition Optional The system calls algorithms of this type
upon each successful state transition of a
business object as well as when it is first
created. These are typically used to record
the transition on the maintenance object's log.

Note that most base maintenance objects are
already shipped with an automatic logging

of state transitions. In this case you may use
these algorithms to override the base logging
functionality with your own. Refer to State
Transitions are Audited for more information.

Click here to see the algorithm types available
for this system event.

Transition Error Optional The system calls this type of algorithm when
a state transition fails and the business object
should be saved in its latest successful state.
The algorithm is responsible for logging the
transition error somewhere, typically on the
maintenance object's log.

Notice that in this case, the caller does NOT
get an error back but rather the call ends
successfully and the exception is recorded
somewhere, as per the plug-in logic.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number.

Click here to see the algorithm types available
for this system event.

NOTE: You can inactivate algorithms on Maintenance Objects. Y our implementation may want to inactivate

one or more algorithms plugged into the base maintenance object. To do that, go to the options grid on Maintenance
Object - Options and add a new option, setting the option type to I nactive Algorithm and setting the option value to the
algorithm code.

Maintenance Object - Maintenance Object Tree

Y ou can navigate to the M aintenance Object Tree to see an overview of the tables and table relationships associated with
the maintenance objects.

Description of Page

This page is dedicated to a tree that shows the maintenance object's tables aswell as business objects, if you have defined
any. You can use this tree to both view high-level information about these objects and to transfer to the respective pagein
which an object is maintained.

Defining Valid Values

The product provides several options for defining valid values for a column on atable:
» Lookup

» Extendable Lookup

» Control Table
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The following provides more information about the functionality of each of the options available for defining valid values
for a column.

Lookup

The simplest mechanism for defining valid values for a column on atable is viathe Lookup table. Thisis sometimes
referred to asa“simple” lookup to distinguish it from an extendable lookup (described below). Using the lookup table, you
can define valid values and their descriptions. When choosing avalid value that is defined by alookup, a dropdown Ul
metaphor is used.

The following highlights functionality related to lookups:

» Lookups are associated with aField. The field is defined as a character data type with an extended data type of Flag. The
field' s label serves as the description for the prompt to select the valid value.

» Thelookup codeislimited to four characters and must be all uppercase. If thereis any functionality where avalid value
in the application must match valid values in an external system, the lookup table may not be the appropriate choice.

» Thelookup table does not support additional attributes to be defined for each value. This option is only appropriate when
asimple code and description pair is needed.

» The product may also use Lookupsto define valid values for functionality unrelated to a column on atable. For example,
an algorithm plug-in spot may define an input parameter that supports one or more valid values. The plug-in spot may
define the valid values using alookup, allowing for a simple way to validate the value supplied when invoking the
algorithm and to document the valid values.

FASTPATH: For moreinformation, refer to Defining Lookup Options.

Extendable Lookup

The extendable lookup provides away of defining valid values for a column with additional capabilities that are not
supported using the Lookup table. When choosing avalid value that is defined by an extendable lookup, a dropdown Ul
metaphor is used.

The following highlights functionality related to extendable |ookups:
» Each Extendable Lookups is defined using a business object.

» A field should be defined for the extendable lookup code. The field defines the label for the lookup code and defines
the size of the lookup code. The size is determined based on the business use case. In addition, there are standard fields
included in all extendable lookups, including a description, detailed description and an override description (so that
implementations can override the description of base delivered values).

+ The extendable lookup may define additional information for each value if warranted by the business requirement. See
Additional Attributes for technical information about additional attributes.

FASTPATH: For moreinformation, refer to Defining Extendable Lookups.

Control Table

There may be scenarios where alist of valid values warrants a standal one maintenance object, which is considered an
administrative or control table object. When choosing avalid value that is defined by a control, either a dropdown Ul
metaphor or a search metaphor is used, depending on how it has been designed.

The following points highlight some reasons why this option may be chosen:
» Therecordsrequire alifecycle such that BO status is warranted.

» The additional attributes are sophisticated enough that they warrant their own column definition rather than relying on
using CLOB or flattened characteristic. For example, if alist of information needs to be captured with several attributes
in thelist and the information in the list needs to be searchable.
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In this situation, if a product has provided a control table for thistype of functionality, it will be documented fully

in the appropriate functional area. If an implementation determines that a custom control table is warranted, all the
standard functionality for a maintenance object is required: database tables, maintenance object metadata, appropriate
Java maintenance classes, portals, zones, etc. Refer to the Software Development Kit for more information. No further
information is provided in this section for this option.

Defining Lookup Options

Lookup fields may be used to define valid values for a column in atable or for other types of values like parametersto an
algorithm.

FASTPATH: Refer to Defining Valid Values for some background information.

The base product provides many different lookup fields and their values as part of the product. The following points
highlight some functionality related to base-package |ookups.

» Fieldsthat are owned by the product will typically provide base lookup values. Implementations are not permitted to
remove base delivered lookup values. Implementations may be able to add custom values to base owned lookups. Thisis
controlled with the Custom switch on lookup.

» When the custom switch is unchecked, it means that there is functionality controlled by the base values and an
implementation may not extend or customize this functionality. An example of this type of lookup is the Data Type
field on the Field table. The system supports adistinct list of data types and an implementation may not add additional
values.

» When the custom switch is checked, it means that there is base functionality supplied for the base values but that an
implementation can extend the functionality by supplying their own values. An example of this type of lookup isthe
Access Mode on Application Service. The product provides many values for the access mode lookup, representing
various actions a user may perform. Implementations may add their own values to this lookup. Documentation should
indicate when functionality may be extended and should highlight the lookup value that can be extended.

CAUTION: Important! If you introduce new lookup values, you must prefix the lookup value code with X or Y. If
you do not do this, thereis a possihility that a future release of the application could introduce a new lookup value
with the name you allocated.

» There may be some scenarios where the product supplies a base field and base lookup field with no base lookup values
supplied. This occurs when the product doesn’t have any base functionality driven by the lookup values. Typically this
type of lookup is for information or categorization purposes. The configuration guide for the functional area associated
with the lookup should include a configuration step regarding defining values for this type of lookup.

» The description of base delivered values may be overridden by an implementation.
An implementation may also identify the need for defining a new lookup field with its values.

Lookup - Main
Select Admin > Database > L ookup to maintain lookup values.
Description of Page

Field Nameisthe name of the field whose lookup values are maintained in the grid. If you need to add a new lookup field,
you must first add the lookup field here, then navigate to the Field page to create afield with a datatype of Character and
an extended data type of Flag.

Owner indicatesif thislookup field is owned by the base package or by your implementation (Customer M odification).
Thisinformation is display-only.
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Custom switch is used to indicate whether you are allowed to add valid values for alookup field whose owner is not
Customer M odification.

If this switch is turned on, you may add new values to the grid for system owned lookup fields.

If this switch is turned off, you may not add, remove or change any of the values for system owned lookup fields, with
the exception of the override description.

Thisfield is always protected for system owned |ookup fields because you may not change afield from customizable to
non-customizable (or vice versa).

Java Field Name indicates the name of the field asit is referenced in Java code.

The grid contains the lookup values for a specific field. The following fields are visible:

Field Valueisthe uniqueidentifier of the lookup value. If you add a new value, it must begin with an X or Y (in order to
allow future upgrades to differentiate between your implementation-specific values and base-package val ues).

Description isthe name of the lookup value that appears on the various transactions in the system

Java Value Name indicates the unique identifier of the lookup value asit is referenced in Java code.

Statusindicatesif the value is Active or I nactive. The system does not allow | nactive values to be used (the reason we
allow Inactive valuesisto support historical datathat references a value that is no longer valid).

Detailed Description is the detailed description for alookup value, which is provided in certain cases.

Override Description is provided if your implementation wishes to override the description of the value provided by the
product.

NOTE: If you wish the override descriptions of your lookup values to appear in the application viewer, you must
regener ate the data dictionary application viewer background process.

Owner indicatesif thislookup value is owned by the base package or by your implementation (Customer M odification).
The system sets the owner to Customer M odification when you add lookup values to afield. Thisinformation is display-
only.

Defining Extendable Lookups
Extendable lookups are away of defining valid values that are more sophisticated than simple lookups.

FASTPATH: Refer to Defining Valid Values for some background information.

The base product provides extendable lookups as part of the product. The following points highlight some functionality
related to base-package extendable lookups.

The base product may supply base extendable lookup values. Implementations are not permitted to remove base
delivered extendable lookup values. It is also possible that implementations may be able to add custom values to base
owned lookups. If an implementation is not permitted to add lookup values to the base extendabl e lookup, the extendable
lookup’ s business object will include validation to prevent this. There is no equivalent of the Custom switch that is on the
lookup field.

There may be some scenarios where the product supplies a base extendabl e lookup with no base lookup values

supplied. This occurs when the product doesn’t have any base functionality driven by the extendable lookup values. The
configuration guide for the functional area associated with the extendable lookup should include a configuration step
regarding defining values for this type of extendable lookup.

The description of base delivered values may be overridden by an implementation.

Open this page using Admin > Database > Extendable L ookup.

Y ou are brought to the Extendable L ookup Query where you need to search for the extendable lookup object (i.e., its
business object).
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Once you have found the appropriate extendable |lookup, select the value and you are brought to a standard All-in-One
portal that lists the existing lookup values for the extendable lookup. The standard actions for an All-in-One portal are
available here.

Defining Additional Attributes

The product provides afew different ways to define additional values for an extendable lookup. Some of the methods are
only relevant for base delivered lookup values as they may impact whether or not an implementation can update the values.

The following table highlights the options available and some summary information about what the option provides.

Option Brief Description Extendable Lookup Value Base Delivered Value
Searchable by this Attribute? Modifiable?

Element mapped to BO_DATA_ The element is mapped to a No Yes
AREA CLOB field that allows for base

delivered values to be modified.
Element mapped to BASE_BO_ The element is mapped to a No No
DATA_AREA CLOB field that does not allow

for base delivered values to be

modified.
Flattened characteristic The element is defined using Yes No

the flattened characteristic

mechanism.

The following points highlight information from the table above:

» Thedecision of defining an additional attribute using a CLOB mapping or a flattened characteristic will depend on
whether the functionality expects that the lookup will be known when the attribute is needed (in which case a CLOB
mapping is appropriate) or if the functionality expects to determine the extendabl e lookup based on the attribute (in
which case, aflattened characteristic is appropriate).

» When the base product defines an extendable lookup with additional attributes and intends to provide base extendable
lookup values, it needs to determine whether or not implementations may update the additional attribute or not.

+ If no and the value is mapped to a CLOB, it will map the valueto the BASE_BO_DATA_AREA column. This
means that implementations will receive an owner mismatch error when attempting to change the value. In addition,
upgrading to anew release will replace the value with the base value.

 If yesand the value is mapped to a CLOB, it will map the value to the BO_DATA_AREA column. This means that
implementations will be able to change the value for a base owned record. In addition, upgrading to a new release will
not make any changesto the value.

» For values mapped to a characteristic, the product does not support an implementation changing the value of a
base delivered record. If the product would like to support an implementation overriding this type of value, the
business object will need to be designed with a corresponding “override” element (also aflattened characteristic),
similar to how the product supplies an Override Description field to support an implementation overriding the base
product delivered description for a base value. This element will not be delivered with any value and will alow an
implementation to populate that value.

NOTE: Notethat in this situation, the product functionality that uses this value must cater for the override value.

« All of thisdetail isonly relevant for base provided extendable lookup values. If an implementation adds custom values
for a base supplied extendable lookup, all the additional attributes may be populated as appropriate.

« If an implementation defines a custom extendabl e lookup business object and wants to define an additional attribute
using aCLOB, it doesn’'t matter which CLOB column is used. Both BO_DATA_AREA and BASE BO DATA_AREA
provide the same functionality for custom business objects.
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The Big Picture Of Audit Trails

The topicsin this section describe auditing, enabling auditing for fields, and auditing queries that you can use to view audit
records.

Captured Information

When auditing is enabled for afield, the following information is recorded when the field is changed, added and/or deleted
(depending on the actions that you are auditing for that field):

e UserID

» Dateandtime

» Tablename

* Row'sprimekey value

« Field name

» Beforeimage (blank when arow is added)
» After image (blank when arow is deleted)
» Row action (add, change, delete)

How Auditing Works

Y ou enable auditing on atable in the table's meta-data by specifying the name of the table in which to insert the audit
information (the audit table) and the name of the program responsible for inserting the data (the audit trail insert program).
Then you define the fields you want to audit by turning on each field's audit switch in the table's field meta-data. Y ou can
audit fields for delete, insert and update actions.

Once auditing is enabled for fields in atable, the respective row maintenance program for the table assembles the list

of changed fields and calls the audit trail insert program ( CIPZADTA is supplied with the base package). If any of the
changed fields are marked for audit, CIPZADTA inserts audit rows into the audit table ( CI_AUDIT isthe audit table
supplied with the base package).

NOTE: Customizing Audit Information. Y ou may want to maintain audit information other than what is described
in Captured Information or you may want to maintain it in adifferent format. For example, you may want to maintain
audit information for an entire row instead of afield. If so, your implementation team can use CIPZADTA and Cl_
AUDIT as examples when creating your own audit trail insert program and audit table structures.
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The Audit Trail File

Audit log records are inserted in the audit tables you define. The base product contains a single such table (called ClI_
AUDIT ). However, the audit insert program ( CIPZADTA) is designed to allow you to use multiple audit tables.

If you want to segregate audit information into multiple tables, you must create these tables. Use the following guidelines
when creating new audit tables (that use the CIPZADTA audit insert program):

» The new audit tables must look identical to the base table ( CI_AUDIT).
» The new tables must be prefixed with CM (e.g.,, CM_AUDIT_A, CM_AUDIT_B, etc.).
» The name of the new table must be referenced on the various tables whose changes should be logged in the new table.

NOTE: Interesting fact. It'simportant to note if you use your own tables (as opposed to using the base package table
caled ClI_AUDIT), the SQL used to insert and access audit trail records (in CIPZADTA) isdynamic. Otherwise, if the
base package's table is used, the SQL is static.

How To Enable Auditing

Enabling audits is a two-step process:

» First, you must turn on auditing for atable by specifying an audit table and an audit trail insert program.
» Second, you must specify the fields and actions to be audited for the table.

The following topics describe this process.

Turn On Auditing For a Table
In order to tell the system which fields to audit, you must know the name of the table on which the field islocated. Y ou
must specify the audit table and the audit trail insert program for atable in the table's meta-data.

NOTE: Most of the system's table names are fairly intuitive. For example, the user tableis called SC_USER, the
navigation option tableis called CI_NAV_OPT, etc. If you cannot find the table using the search facility on the Table
Maintenance page, try using the Data Dictionary. If you still cannot find the name of the table, please contact customer
support.

To enable auditing for atable:

» Navigate to the Table maintenance page and find the table associated with the field(s) for which you want to capture
audit information.

» Specify the name of the Audit Table.

NOTE: Specifying the Audit Table. You can use the audit table that comes supplied with the base package ( Cl _
AUDIT) to audit multiple tables and fields. All the audit logs are combined in asingletable ( CI_AUDIT). However,
you can a'so have a separate audit table for each audited table. Refer to The Audit Trail File for more information.

 Specify the name of the Audit Program ( CIPZADTA isthe default audit program supplied with the base package).

CAUTION: By default, none of atable's fields are marked for audit. Even though you have enabled auditing for atable,
you must still specify the fields and actions on those fields to be audited (see below).
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Specify The Fields and Actions To Be Audited

The system only audits actions (insert, update and delete) made to fields that you want audited.

To specify the fields and actions to be audited:

» Navigate to the Table - Table Field maintenance page for a table on which you have enabled auditing.

» For each field you want to audit, specify the actions you want to audit by turning on the Audit Delete, Audit Insert and
Audit Update switches as appropriate.

NOTE: Note. You can aso turn on the audit switches using the Field grid at the bottom of the Table maintenance page.

CAUTION: Audit Program Caching! The audit program from the table meta-datais read into a program cache on the
application server whenever the date changes or when the server starts. If you implement new auditing on atable, your
audit trail does not become effective until this program cache is reloaded. In other words, new audits on tables where
the audit program was not previously specified do not become effective until the next day (or the next restart of the
application server). However, if you change the fields to be audited for a table where the audit program is already in the
cache, your changes are effective immediately.

Audit Queries

There are two queries that can be used to access the audit information.

Audit Query by User

This transaction is used to view changes made by a user that are stored on a given Audit Trail File.

CAUTION: The system only audits changes that you've told it to audit. Refer to The Big Picture Of Audit Trails for
more information.

Navigate to this page by selecting Admin > Audit Query > Audit Query By User.
Description of Page

To use this transaction:

» Enter the User |D of the user whose changes you wish to view.

« Enter the name of the table on which the audit trail information is stored in Audit Table. Refer to The Audit Trail File
for more information about this field.

NOTE: Default Note. If only one audit table is used to store audit trail information, that table is defaulted.

» Specify adate and timerangein Created between to restrict the records that result from the query.

NOTE: Default Note. The current date is defaulted.

» Click the search button to display all changes recorded on a specific audit table associated with a given user.
Information on this query isinitially displayed in reverse chronological order.

The following information is displayed in the grid:

» Row Creation Date isthe date and time that the change was made.

» Audited Table Name contains the name of the table whose contents were changed.
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Primary Key isthe prime key of the row in the Audited Table whose contents where changed.
Audited Field Name is the name of the field that was changed.
Audit Action indicates whether the row action was Add, Change or Delete.

Field Value Before Update contains the content of the field before the change. This column is blank if information was
Added.

Field Value After Update contains the content of the field after the change. This column is blank if information was
Deleted.

Audit Query by Table / Field / Key

This transaction is used to view audited changes made to a given table.

CAUTION: The system only audits changes that you've told it to audit. Refer to The Big Picture Of Audit Trails for
more information.

NOTE: Most of the system'stable names are fairly intuitive. For example, the user tableis called SC_USER, the
navigation option tableis called CI_NAV_OPT, etc. If you cannot find the table using the search facility on the Table
Maintenance page, try using the Data Dictionary. If you still cannot find the name of the table, please contact customer
support.

This transaction can be used in several different ways:

You can view all audited changesto atable. To do this, enter the Audited Table Name and |eave the other input fields
blank.

You can view all audited changesto agiven row in atable (e.g., all changes made to agiven user). To do this, enter the
Audited Table Name and row's prime key (the row's prime key is entered in the field(s) beneath Audited Field Name).

You can view all audited changesto agiven field in atable (e.g., al changes madeto al customers rates). To do this,
enter the Audited Table Name and the Audited Field Name.

You can view all audited changesto a given field on a specific row. To do this, enter the Audited Table Name, the
Audited Field Name, and row's prime key (the row's prime key is entered in the field(s) beneath Audited Field Name).

Navigate to this page by selecting Admin > Audit Query > Audit Query By Table/Field/Key.
Description of Page

To use this transaction:

Enter the name of the table whose changes you wish to view in Audited Table Name.
If you wish to restrict the audit trail to changes made to a specific field, enter the Audited Field Name.

If you wish to restrict the audit trail to changes made to a given row, enter the row's prime key (the row's prime key is
entered in the field(s) beneath Audited Field Name). These fields are dynamic based on the Audited Table Name.

Specify adate and time range in Created between to restrict the records that result from the query.

NOTE: The current date is defaulted.

Click the search button to display all changes made to this data.

Information on this query isinitially displayed in reverse chronological order by field.

The following information is displayed in the grid:

Create Date/Time isthe date / time that the change was made.
User Name is the name of the person who changed the information.
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« Primary Key isthe prime key of the row in the Audited Table whose contents where changed.
» Audited Field Nameisthe name of the field that was changed.
» Audit Action indicates whether the row action was Add, Change or Delete.

» Value Before Update contains the content of the field before the change. This column is blank if information was
Added.

» Value After Update contains the content of the field after the change. This column is blank if information was Deleted.

Bundling

The topicsin this section describe the bundling features in the application.

About Bundling

Bundling is the process of grouping entities for export or import from one environment to another.

For example, you might export a set of business objects and service scripts from a devel opment environment and import
them into a QA environment for testing. The group of entitiesisreferred to asabundle. Y ou create export bundlesin the
source environment; you create import bundlesin the target environment.

Working with bundles involves the following tasks:

» Configuring entities for bundling if they are not preconfigured

» Creating an export bundle, which contains alist of entitiesto be exported from the source environment
» Creating an import bundle to import those entities to the target environment

» Applying the import bundle, which adds or updates the bundled entities to the target environment

Sequencing of Objects in a Bundle
Bundle entities are added or updated to the target environment in the sequence defined in the bundle
Typically, the sequence of entities does not matter. However, sequence is important in the following situations:

» Entitiesthat are referenced as foreign keys should be at the top of the sequence, before the entities that reference them.
Specify zones last, asthey typically contain numerous foreign key references.

»  When importing a business object, specify the business object first, then its plug-in scripts, then the algorithms that
reference the scripts, and then the algorithm types that reference the algorithms.

»  When importing aportal and its zones, specify the portal first and then its zones.

»  When importing a multi-query zone, specify the referenced zones first and then the multi-query zone.

» Always specify algorithms types before algorithms.

Y ou can specify the sequence when you define the export bundle or when you import the bundle to the target environment.

Recursive Key References

Recursive foreign keys result when one object has aforeign key reference to another object that in turn has aforeign key
reference to the first object.

For example, a zone has foreign keys to its portal's, which have foreign keysto their zones. If the objects you want to bundle
have recursive relationships, you must create a 'bundling add' business object that has only the minimal number of elements
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needed to add the entity. A bundling add business object for a zone contains only the zone code and description, with no
references to its portals. In the same way, a bundling add business object for a portal defines only its code and description.

When you apply the bundle, the system initially adds the maintenance object based on the elements defined in the bundling
add business object. Before committing the bundle, the system updates the mai ntenance object with the compl ete set of
elements based on its physical business object.

Owner Flags on Bundled Entities
The owner flag of the entitiesin an import bundle must match the owner flag of the target environment.

If you need to import objects that your source environment does not own, you must replace the owner flag in the import
bundle with the owner flag of the target environment.

Configuring Maintenance Objects for Bundling

All base package meta-data objects are pre-configured to support bundling. All other objects must be manually configured.

If a base package maintenance object is pre-configured for bundling, the Eligible For Bundling option will be set to "Y" on
the Options tab for the maintenance object.

To configure other objects for bundling, review the configuration tasks below and complete all those that apply:

Complete this configuration task... for...

Make maintenance objects eligible for bundling All objects to be included in the bundle

Add a foreign key reference All objects to be included in the bundle

Create a physical business object All objects to be included in the bundle

Create a bundling add business object Objects with recursive foreign key references

Add the Current Bundle zone All objects, if you want the Current Bundle zone to appear on the
maintenance object's dashboard. This is not required by the bundling
process.

Create a custom Entity Search zone and add it to the Bundle Export All objects, if you want them to be searchable in the Bundle Export

portal portal. This is not required by the bundling process.

Making Maintenance Objects Eligible for Bundling

The "Eligible For Bundling" maintenance object option must be set to "Y" for all bundled objects.
To make maintenance objects eligible for bundling:

1. Select Admin > Maintenance Object > Search and search for the maintenance object.

2. On the Options tab, add a new option with the type Eligible For Bundling.

3. Setthevalueto"Y" and click Save.

Adding a Foreign Key Reference

Each maintenance object in a bundle must have aforeign key reference. Bundling zones use the foreign key reference to
display the standard information string for the maintenance object.

To add aforeign key reference to the maintenance object:

1. Select Admin > FK Reference> Add and set up aforeign key reference for the primary table of the maintenance
object.

2. Select Admin > Maintenance Object > Search and search for the maintenance object.
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3. On the Option tab, add a new option with the type Foreign Key Reference. The value is the name of the foreign key
reference you just created.

Creating a Physical Business Object

Each maintenance object in a bundle must have a physical business object. The physical business object's schema represents
the complete physical structure of the maintenance object, and includes elements for al fields in the maintenance object's
tables. The bundling process uses this schema to generate the XML for the import bundle.

To create a physical business object for the maintenance object:
1. Select Admin > System > Business Object > Add and specify the maintenance object.

2. Click Generateinthe BO Schema dashboard zone to generate a schema that looks like the physical structure of the
maintenance object.

3. Savethe physical business object.
4. Select Admin > Maintenance Object > Search and search for the maintenance object.

5. Onthe Option tab, add a new option with the type Physical Business Object. The value is the name of the physical
business you just created.

Creating a Bundling Add Business Object

If the objects to be bundled have recursive foreign key references, you must create a bundling add business object to avoid
problems with referential integrity.

To create a bundling add business object:
1. Select Admin > System > Business Object > Add and specify the maintenance object.

2. Click Generateinthe BO Schema dashboard zone to generate a schema that |ooks like the physical structure of the
mai ntenance object.

Remove all elements that are not essential. Typically, only a code and description are required.
Save the physical business object.

Select Admin > Maintenance Object > Search and search for the maintenance object you want to bundle.
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On the Option tab, add a new option with the type Bundling Add BO. The value is the name of the bundling add
business object you just created.

Adding the Current Bundle Zone

If you want the Current Bundle zone to appear on the maintenance object's dashboard, you must add the Current Bundle
zone as a context-sensitive zone for the maintenance object.

To add the Current Bundle zone to the maintenance object:
1. Select Admin > System > Context Sensitive Zone and search for the navigation key for the maintenance object.
2. Add the Current Bundle zone, F1-BNDLCTXT, to that navigation key.

Adding a Customized Entity Search Query Zone to the Bundle Export Portal

If you want the maintenance object to be searchable in the Bundle Export portal, you must first create an entity-specific
guery zone to search for the maintenance object. Then you must create a customized entity search zone that references this
new query zone. Finally, you must add the customized entity search zone to the Bundle Export portal.
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To make the maintenance object searchable:
1. Create an entity-specific query zone to search for the maintenance object:

a) Select Admin > System > Zone> Search and search for one of the base query zones, such asthe Algorithm
Search zone, F1-BNALGS.

b) Click the Duplicate button in the page actions toolbar.
c) Enter anamefor the new zone.
d) Click Save.

e) Locatethe User Filter parameter in the parameter list. Add SQL to search for the maintenance object(s) you want to
appear in the zone.

f) Savethe query zone.
2. Create acustomized entity search zone:

This step only needs to be done once. If you already have a customized search zone in the Bundle Export portal go to
step 3

a) Select Admin > System > Zone > Search and search for the F1-BNDLENTQ Entity Search zone.
b) Duplicate this zone (as described above).
c) Remove any references to base query zones.
3. Add the new entity-specific query zone to the customized entity search zone:
a) Locate the customized entity search zone for your Bundle Export portal. Thisis the zone created in Step 2.
b) Locate the Query Zone parameter in the parameter list. Add the name of the query zone you created in Step 1.
c) Savethe entity search zone.
4. Add the customized entity search zone to the Bundle Export portal:
This step needs to be done only once.
a) Select Admin > System > Portal > Search and search for the Bundle Export portal, FIBNDLEM.

b) Inthe zonelist, add the entity search zone you created in Step 2. (Add the new zone after the base entity search
Zone).

c) Savetheportal.

Working with Bundles

Use the Bundle Export portal to create an export bundle. The export bundle contains alist of entitiesto be exported from
the source environment. When you are ready to import the objects, use the Bundle Import portal to import the objects to the
target environment.

Creating Export Bundles

An export bundle contains alist of entities that can be imported into another environment.
To create an export bundle:

1. Log on to the source environment from which objects will be exported.

2. Select Admin > System > Bundle Export > Add.

3. Complete the fields in the Main section to define the bundle's basic properties.
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NOTE: You can use the Entities section to add bundle entities now, or save the bundle and then add entities as
described in step 5.

4. Click Saveto exit the Edit dialog. The export bundle statusis set to Pending.
5. While an export bundle isin Pending state, use any of the following methods to add entities to the bundle:

a) Usethe Entity Search zone on the Bundle Export portal to search for entities and add them to the bundle. If an
entity is already in the bundle, you can removeit.

b) Toimport entitiesfrom a.CSV file, click Edit on the Bundle Export portal, and then click CSV Fileto Upload.
Specify the file name and location of the .CSV file containing the list of entities. Click Submit to upload the file,
and then click Save to save the changes.

c) Usethe Current Bundle zonein the dashboard of the entity you want to add. (All entities that are configured to
support bundling display a Current Bundle zone). This zone displays alist of all pending export bundlesto which
you can add the entity.

d) When you check an entity into revision control, specify the export bundle on the Revision Info dialog.

6. When you have added all entities, click Bundle in the Bundle Actions zone on the Bundle Export portal. The export
bundle state is set to Bundled and the Bundle Details zone displays the XML representation of every entity in the
bundle.

NOTE: The owner flags of the entities in the bundle must match the owner flag of the bundleitself. If the owner
flags do not match, the system displays a warning message. Click OK to continue or Cancel to abort the bundle.
If you click OK, you will need to resolve the owner flag discrepancy before you import the bundle to the target
environment.

7. Copy the XML from the Bundle Detail zone to the clipboard (or to atext file). Y ou can how create an import bundle
and apply it to the target environment.

NOTE: If you need to make additional changes to the bundle, you must change the bundle state by selecting the
Back to Pending button in the Bundle Actions zone.

Creating and Applying Import Bundles
Import bundles define a group of entities to be added or updated in the target environment.

Before you create an import bundle, you must have aready created an export bundle, added entities, and set the bundle's
state to Bundled.

To create an import bundle and apply it to the target environment:

1. If you have not aready copied the XML from the export bundle, do so now:

a) Select Admin > System > Bundle Export and search for the bundle.

b) Copy the XML from the Bundle Detail zone to the clipboard (or to atext file).
Log on to the target environment.

Select Admin > System > Bundle Import > Add.

In the Bundle Actions zone, click Edit XML.

Paste the contents of the clipboard (or text file if you created one) into the Bundle Detail zone.
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Make any necessary changesto the XML and click Save. The status of the import bundleis set to Pending.
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NOTE: Use caution when editing the XML to avoid validation errors.

7. Toremove entities from the import bundle or change their sequence, click Edit. Enter your changes and click Save to
exit the Edit dialog.

8. When you are ready to apply the bundle, click Apply. Theimport bundle state is set to Applied and the entities are
added or updated in the target environment.

Editing Export Bundles

Y ou can add or remove entities from an export bundle when it isin Pending state. Y ou can also change the sequence of
entities.

To edit to an export bundle that has already been bundled, you must change the bundle state by selecting the Back to
Pending button on the Bundle Export portal.

To edit a pending export bundle:

1. Openthe bundlein edit mode.

2. Click Edit on the Export Bundle portal.

3. Make any necessary changes on the edit dialog and then click Save.

Editing Import Bundles

Y ou can remove entities from an import when it isin Pending state. Y ou can aso change the sequence of entities and edit
the generated XML.

To edit apending import bundle:
1. Openthe bundlein edit mode.
2. Toedit the XML snapshot, click Edit XML . Edit the XML code as needed, then click Save.

NOTE: Use caution when editing the XML to avoid validation errors.

3. Toremove entities or change their sequence, click Edit. Make any necessary changes and click Save.

Revision Control

The topicsin this section describe the revision control features in the application.

About Revision Control

Revision control isatool provided for the devel opment phase of a project to allow a user to check out an object that isbeing
worked on. In addition, it captures the version of the maintenance object when users check in an update, maintaining a
history of the changes to the object.

If revision control is enabled for an object you must check out the object to change it. While the object is checked out no
one else can work oniit. You can revert al changes made since checking out an object, reinstate an older version of an
object, recover a deleted object, and force acheck in of an object if someone else has it checked out.
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NOTE: Revision control does not keep your work separate from the environment. Because the metadata for
maintenance objectsisin the central database, any changes you make to an object whileiit is checked out will be visible
to others and may impact their work.

Many of the maintenance objects used as configuration tools are already configured for revision control, but it isturned
off by default. For example, business abjects, algorithms, data areas, Ul maps, and scripts are pre-configured for revision
control.

Turning On Revision Control
Revision control isturned off by default for maintenance objects that are configured for revision control.
To turn on revision control:
1. Add the base package Checked Out zone to the Dashboard portal.
a) Select Admin > System > Portal.
b) Search for the portal CI_DASHBOARD.
c) Inthezonelist for the Dashboard portal, add the zone F1-USRCHKOUT.
2. Set up application security.

For users to have access to revision control, they must belong to a user group that has access to the application service
F1-OBJREVBOAS.

3. Add therevision control agorithm to the maintenance object that you want to have revision control.
This step must be repeated for each maintenance object that you want to have revision control.

a) Select Admin > System > Maintenance Object and search for the maintenance object that you want to have
revision control.

b) Onthe Algorithmstab of the maintenance object, add the revision control algorithm F1-REVCTL.

Configuring Maintenance Objects for Revision Control

Most configuration tool maintenance objects are pre-configured for revision control. Y ou can configure other maintenance
objects for revision control, as well.

To configure other objects for revision control:
1. Create aphysical business object for the maintenance object.

A physical business object is one that has a schemawith elements for al of the fields for the tables in the maintenance
object. Follow these stepsto create aphysical business object:

a) Select Admin > System > Business Object > Add and specify the maintenance object.

b) Usethe BO Schema dashboard zone to generate a schema that looks like the physical structure of the maintenance
object.

c) Savethe physical business object.

d) Select Admin > Database > Maintenance Object > Search and search for the maintenance object for which you
want to enable revision control.

e) On the Optionstab of the maintenance object add a new option with the type Physical Business Object. The value
is the name of the physical business object that you just created.

2. Add aforeign key reference to the maintenance object.
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Therevision control zones will display the standard information string for the object based on the foreign key reference.
Follow these steps to create aforeign key reference:

a) Select Admin > Database> FK Reference> Add and set up aforeign key reference for the primary table of the
maintenance object.

b) Select Admin > Database > Maintenance Object > Search and search for the maintenance object.

c) On the Optionstab of the maintenance object, add a new option with the type Foreign Key Reference. Thevaueis
the name of the foreign key reference that you just created.

3. Add the Revision Control zone to the maintenance object.
a) Select Admin > System > Context Sensitive Zone and search for the navigation key for the maintenance object.
b) Add the Revision Control zone, F1-OBJREVCTL, to that navigation key.

4. Add therevision control algorithm to the maintenance object.

a) Select Admin > Database > Maintenance Object and search for the maintenance object that you want to have
revision control.

b) Onthe Algorithmstab of the maintenance object, add the revision control algorithm F1-REVCTL.

Working with the Revision Control Zones

Y ou use two zones in the dashboard to work with revision controlled objects when revision control is turned on.

The Revision Control zone gives you several options for managing the revision of the currently displayed object. This
zone a so shows when the object was last revised and by whom. Thisinformation is linked to the Revision Control Search
portal which lists all of the versions of the object.

Using the Revision Control zone you can:

» Check out an object in order to change it.

» Check in an object so others will be able to work onit.

» Revert the object back to where it was at the last checkout.

» Forceacheck in of an object that is checked out by someone else. Y ou need special access rights to force acheck in.
» Delete an object.

The Checked Out zone lists all of the objects that you currently have checked out. Clicking on an object listed in this zone
will take you to the page for that object. The zone is collapsed if you have no objects checked out.

See Revision Control Search for more information about Check In, Force Check In, and Check Out one or more records
simultaneously.

Checking Out an Object
Y ou must check out arevision controlled object in order to changeit.
An object must have revision control turned on before you can check it out.

NOTE: When you first create or update an object adialog box informs you that the object is under revision control. You
can select OK to check out the object and save your changes, or Cancel to stop the update.

1. Goto the object that you want to work on.
2. Select Check Out in the Revision Control dashboard zone.
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Checking In an Object

Y ou must check in arevision controlled object in order to create anew version of it. Checking in an object also alows
othersto check it out.

1. Selectalink in the Checked Out dashboard zone to go to the object that you want to check in.

2. Select Check In in the Revision Control dashboard zone.

3. Provide details about the version:
» Inthe External Referencesfield state the bug number, enhancement number, or areason for the revision.
» Inthe Detailed Description field provide additional details regarding the revision.

» Inthe Keep Checked Out box specify if you want to keep the object checked out. If you keep the object checked out
then your revision is anew version that you can restore later.

» Inthe Add To Bundle box specify if the object belongsto abundle.
4. Select OK to check in the object.

Reverting Changes

Reverting changes will undo any changes you made since you checked out an object.
To revert changes:

1. Go to the object that you want to revert.

2. Select Revert in the Revision Control dashboard zone.

3. Inthe confirmation dialog box select OK to confirm the action or Cancel to return to the object page.

Once reverted, the object can be checked out by another user.

Forcing a Check In or Restore

You can force acheck in if an object is checked out by another user and that person is not available to check it in.
Y ou must have proper access rights to force a check in or restore.

To force acheck in or restore:

1. Gotothe object that is checked out by another user.

2. Select Force Check In or Force Restor e in the Revision Control zone.

The Force Check In option isthe same as aregular check in. The For ce Restor e option checks in the object and restores it
to the previously checked in version.

Deleting an Object

If revision control isturned on for an object, you must use the Revision Control zone to delete it.
The object must be checked in before it can be deleted.

To delete arevision controlled object:

1. Go to the object that you want to delete.

2. Select Deletein the Revision Control zone.
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3. Provide details regarding the deletion.
4. Select OK to delete the object.

The system creates arevision record before the object is deleted so that the deleted object can be restored.

Restoring an Object
Y ou can restore an older version of either a current object or a deleted object.
An object must be checked in before an older version can be restored.
To restore an object:
1. Gotothe Revision History portal for the object.
If the object was deleted you must search for it by going to Admin > Revision Control.
2. Select the desired entity by clicking the hyperlink in the Details column.
L ocate the row in the version history that has the version that you want to restore and click Restore.

In the confirmation dialog box select OK to confirm the action or Cancel to return to the object page.

Working with the Revision Control Portal

The Revision Control portal lists information about each version of arevision controlled object.

Y ou can navigate to the Revision Control portal from either alink in the Revision Control dashboard zone or by going to
Revision Control portal through Admin.

If you want to find the Revision History entry for an earlier version or deleted object, you must search for the object using
the Revision Control Search portal. Once you select the desired entry, you can restore a previous version of the object
clicking Restorein the row for the version that you want to restore. Y ou can a so see the details of each version by clicking
the broadcast icon for that version.

See Working with Revision Control Zones for more information about tasks that can be performed through Revision
Control.

Revision Control Search

The Revision Control Search porta alows users to search for entities that have arevision history. The Search By
dropdown provides additional functionality so that users can search for revisions that are associated to theirs or other’s user
ID. Users can also Check In, Force Check In, or Check Out one or more entities through this portal.

Zone Options
» Revision History Search (default) allows the user to query for revised entities based on a combination of criteria.

e IntheUser ID field, enter the user ID that is associated with arevision.
» Inthe External Referencefield, enter an ID from an external system and is associated with arevision.

» Inthe Maintenance Object dropdown menu, select the Maintenance Object that is associated with arevision. The
optionsin thislist are populated by the Maintenance Objects that are active to track revision.

* IntheKey 1, Key 2, Key 3, Key 4, Key 5 fields, enter the primary identifier(s) for the revised entity. Typically, the
entity only requires asingle key, but some entities require more than one (for example, Oracle Utilities Customer Care
and Billing SA Type require CIS Division and SA Type).

» |Inthe Status dropdown menu, select the entity status for your search.
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» Check In alowsthe user to search for entities currently checked out to the logged in user ID and a combination of
criteria. Once the search results are returned, the user has the option to select one or more entities and check them in.

» Inthe Maintenance Object dropdown menu, select the Maintenance Object that is associated with arevision. The
optionsin thislist are populated by the Maintenance Objects that are active to track revision.

* IntheKey field, enter the primary identifier(s) for the revised entity.

» Force Check In alowsthe user to search for entities that are currently checked out by other user 1Ds (excluding the
logged in user D) based on a combination of criteria. Once the search results are returned, the user has the option to
select one or more entities and check them in.

» Inthe Checked Out By User field, enter the user ID that has the entity in a Checked Out status.

» Inthe Maintenance Object dropdown menu, select the Maintenance Object that is associated with arevision. The
optionsin thislist are populated by the Maintenance Objects that are active to track revision.

* IntheKey field, enter the primary identifier(s) for the revised entity.

» Check Out allowsthe user to search for entities currently checked in user ID and a combination of criteria. Once the
search results are returned, the user has the option to select one or more entities and check them out.

 Inthe Maintenance Object dropdown menu, select the Maintenance Object that is associated with arevision. The
optionsin thislist are populated by the Maintenance Objects that are active to track revision.

« Inthe Key field, enter the primary identifier(s) for the revised entity.
Please see Working with Revision Control Zones for more information about working with individual entities.

Information Lifecycle Management

Information Lifecycle Management (ILM) is designed to address data management issues, with a combination of processes
and policies so that the appropriate solution can be applied to each phase of the data' s lifecycle.

Datalifecycle typically refersto the fact that the most recent datais active in the system. Astime progresses, the same data
becomes old and unused. Older data becomes overhead to the application not only in terms of storage, but also in terms

of performance. This older data’ simpact can be reduced by using advanced compression techniques, and can be put into
slower and cheaper storage media. Depending on how often it’s accessed, it can be removed from the system to make an
overall savings of cost and performance. The target tables for ILM are transactional tables that have the potential to grow
and become voluminous over time.

The Approach to Implementing Information Lifecycle Management

This section describes the product approach to implementing ILM for its maintenance objects (MOs).

NOTE: Theterm archivingis used to cover any of the possible steps an implementation may take in their data
management strategy, including compression, moving to cheaper storage, and removing the data altogether.

Ageisthe starting point of the ILM product implementation for some of its high volume data. In general "old" records are
considered eligible to be archived. In the product solution, maintenance objects (MOs) that are enabled for ILM have an
ILM Date on the primary table and the date is typically set to the record's creation date. (An MO may have special business
rulesfor setting this date, in which case, a different date may be used to set theinitial ILM Date). For implementations that
want to use ILM to manage the records in the MO, the ILM date is used for defining partitions for the primary table.

There are cases where arecord's age is not the only factor in determining whether or not it is eligible to be archived. There
may be some MOs where an old record is still 'in progress' or ‘active' and should not be archived. There may be other MOs
where certain records should never be archived. To evaluate archive eligibility using information other than the ILM Date,
the ILM enabled MOs include an ILM Archive switch that is used to explicitly mark records that have been evaluated and
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should be archived. This allows DBAs to monitor partitions based on age and the value of this switch to evaluate data that
may be ready to be archived.

Evaluating records to determine their archive eligibility should still occur on “old” records. The expectation isthat alarge
percentage of the old records will be eligible for archiving. The small number that may be ineligible could be updated with a
more recent ILM date. This may cause the records to move into a different partition and can delay any further evaluation of
those records until more time has passed.

For each MO enabled for ILM, the product provides a batch processto review “old” records and an ILM €ligibility
algorithm that contains business |ogic to evaluate the record and mark it eligible for archiving or not. The following sections
provide more information about the batch process and algorithm functionality.

Batch Processes

There are two main types of batch processes that manage datafor ILM in the application: ILM Crawler Initiator and
individual ILM Crawlers (one for each MO that is configured for ILM).

e |ILM Crawler Initiator: (F1-ILMIN) - The ILM Crawler Initiator isadriver batch process that starts the individual
ILM Crawler batch control as defined by the MO’ s options.

Restartable: In case of server failure, the ILM Crawler Initiator process can be restarted, which will also restart the ILM
Crawler processes.

e ILM Crawler: Each maintenance object that is configured for ILM definesan ILM Crawler. These are child batch
processes that can be started either by the ILM Crawler Initiator or by a standal one batch submission.

batch process

¥

The ILM Crawler Initiator batch process
instantiates the
ILM Crawler Batch processes

\ 4

‘ Execute the ILM Crawler Initiator ‘

The ILM Crawler batch processes
execute ILM algorithms

¥

The ILM algorithms
evaluate records and perform actions

The ILM Crawler batch process selects records whose retention period has elapsed and invokes the MO's ILM eligibility
algorithm to determine if the record is ready to be archived or not. The ILM €ligibility algorithm is responsible for setting
therecord's ILM archive switch to 'Y"' and updating the ILM date, if necessary.

The retention period defines the period that records are considered active. It spans the system date and cutoff date
(calculated as system date - retention days).
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The retention days of an MO is derived as follows:

« If theILM Retention Days MO option is defined, that is used.

o Otherwise, the Default Retention Days from the ILM Master Configuration record is used.
An error isissued if no retention period is found.

The crawler calculates the cutoff date and selects al records whose ILM archive switchis'N' and whose ILM dateis prior
to the cutoff date. Each record returned is subject to ILM eligibility.

If the Override Cutoff Date parameter is supplied, it will be used instead of the calculated cutoff date. An error isissued

if the override cutoff date islater than the calculated cutoff date. This parameter is useful if an object has many years of
historic data eligible for archiving. Setting this parameter allows for widening the retention period and therefore limiting the
process to a shorter period for initial processing

NOTE: ILM Crawler batch processes are designed not to interfere with current online or batch processing. Because of
this, these batch processes can run throughout the day.

NOTE: Before passing the cut-off date to the algorithm, the ILM crawler ensures that the number of days calculated
(System Date — override cut-off date) is more than the retention period specified in the MO option or the Master
Configuration. If the number of days calculated isless than the retention period specified on the MO option or the
Master Configuration, then it throws an error.

Eligibility Algorithm

Algorithms are triggered by the ILM batch crawler for the maintenance object. The key responsibility of the ILM algorithm
isto determine whether arecord can be marked as ready to be archived or not. If arecord is determined to be ready for
archive, the algorithm should set the ILM Archive switch to Y. If not, the algorithm leaves the switch set to N and may
decide to update the ILM Date to something more recent (like the System Date) to ensure that the record does not get
evaluated again until the future.

This algorithm is plugged into the Maintenance Object — Algorithm collection.

Oracle Utilities Application Framework provides the algorithm ILM Eligibility Based on Status (F1-ILMELIG) to
support the ILM batch crawler. Refer to the algorithm type description for details about how this algorithm works. If a
maintenance object has special business rules that are evaluated to determine the eligibility for ILM, a custom algorithm can
be created and applied by the implementation team.

Enabling ILM for Supported Maintenance Objects

In order to enable ILM for one or more maintenance objects, several steps are needed in both the configuration and in the
database. This section describes some configuration enabled by default and some steps that must be taken in order to fully
implement ILM.

There is some configuration enabled by default, but it won't be used unless ILM is fully configured. Each maintenance
object that the product has configured for ILM has the following provided out of the box:

» Special Table Columns: Maintenance objects that support ILM include two specific columns: ILM Archive Switch
(ILM_ARCH_SW) and ILM Date (ILM_DT).

» Crawler Batch Process: A “crawler” batch processis provided for each maintenance object that supports ILM and it is
plugged into the MO as an option. Refer to Batch Processes for more information.

« |LM Eligibility Algorithm: Each maintenance object that is configured for ILM defines an eligibility algorithm that
executes the logic to set the ILM Archive switch appropriately. Thisis plugged in to the MO agorithm collection.

If an implementation decides to implement ILM, there are steps that need to be followed, which are highlighted below.
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Create the Master Configuration Record

Thefirst step when enabling ILM isto create the ILM Configuration master configuration record. Navigate using Admin
Menu > Master Configuration.

The Master Configuration for ILM Configuration defines global parametersfor al ILM eligible Maintenance Objects. For
example, the Default Retention Period. In addition, your product may implement additional configuration. Refer to the
inline help for specific details about the information supported for your product’s ILM configuration.

In addition, the user interface for this master configuration record displays summary information about all the maintenance
objects that are configured to use ILM.

Confirm the Maintenance Objects to Enable

In viewing the list of maintenance objects that support ILM in the ILM master configuration page, your implementation
may choose to enable ILM for only a subset of the supported maintenance objects. For example, some of the maintenance
objects may not be relevant for your implementation. Or perhaps, the functionality provided by the maintenance object is
used, but your implementation does not expect a high volume of data.

For each maintenance object that your implementation has confirmed for ILM, the following steps should be taken:

» Determineif the maintenance object should have a different default retention days than the system wide value defined
on the master configuration. If so, use the MO option ILM Retention Period in Daysto enter an override option for this
mai ntenance obj ect.

» Review the functionality of the ILM Eligibility algorithm provided by the product for this maintenance object. Each
algorithm may support additional configuration based on business needs. If your organization has special business rules
that aren’'t satisfied by the algorithm provided by the product, a custom algorithm may be provided to override the base
algorithm.

For each maintenance object that your implementation does not want to enable for ILM, inactivate the eligibility algorithm.
Thiswill ensure that the ILM Crawler Initiator background process does not submit the crawler batch job for the
maintenance object in question.

» Go to the Maintenance Object — Algorithm tab for each maintenance object and take note of the ILM Eligibility
algorithm code.

» Go to the Maintenance Object — Option tab for the same maintenance object and add an option with an option type of
I nactivate Algorithm and the value set to the ILM eligibility algorithm noted in the previous step.

Database Administrator Tasks

In order to implement ILM for each of the maintenance objects determined above, your database administrator must
perform several stepsin the database for the tables related to each MO. The following points are a summary of those steps.
More detail can be found in the Information Lifecycle Management section of your product's Database Administration
Guide.

 Initializing ILM Date: Y our existing tables that are enabled for ILM may not have the ILM Date and ILM Archive
switch initialized on all existing records. When choosing to enable ILM, afirst step isto initialize this data based on
recommendations provided in the DBA guide.

» Referential Integrity: The recommended partitioning strategy for child tables in a maintenance object is referential
partitioning. In order to implement this, database referential integrity features must be enabled.

» Partitioning: This provides away in which the data can segregate into multiple table partitions and will help in better
management of the lifecycle of the data.
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Schedule the ILM Crawler Initiator

Thefinal step of enabling the system for ILM isto schedule the ILM crawler initiator F1-1LMIN regularly based on your
implementation’ s need. It is recommended to only schedule this batch process once al the required database activities are
complete.

Ongoing ILM Tasks

For an environment where ILM is enabled, besides the periodic execution of the ILM crawler batch processes to review and
mark records, your database administrator has ongoing tasks.

The DBA reviews and maintains partitions and identifies partitions that may warrant some type of archiving step. The
Information Lifecycle Management section of your product's Database Administration Guide provides more information for
your DBA.

Archived Foreign Keys

If your DBA choose to archive a partition, there may be records in the system that refer to one of the archived records as a
foreign key.

When a user attempts to view arecord using a hyperlink or drill down mechanism, if the implementation of the navigation
uses FK Reference functionality, the system will first check if the record exists. If not, it will display a message to the user
indicating that the record has been archived.

Configuration Tools

This section describes tools to facilitate detailed business configuration. The configuration tools allow you to extend both
the front-end user interface as well as create and define specialized back-end services.

Business Objects

A maintenance object defines the physical tables that are used to capture all the possible details for an entity in the system.
A business object istool provided to further define business rules for a maintenance object.

This section provides an overview of business objects and describes how to maintain them.

The Big Picture of Business Objects

Thetopicsin this section describe background topics relevant to business objects.

What Is A Business Object?

A business object (BO) is a powerful tool used throughout the system. For many maintenance objects, aBO is akey
attribute of the record used to define the data it captures, its user interface behavior and its business rules. Some business
objects support the definition of alifecycle, capturing different states that a record may go through, allowing for different
business rules to be executed along the way. This type of business object is considered the “identifying” or “governing”
business object. We will see later that other types of BOs exist that are different from the “identifying” business object.

The use of business objects allows for extensibility and customization of product delivered maintenance objects. There are
many options to adjust the behavior of base delivered business objects. In addition, implementations may introduce their
own business objectsiif the base product delivered objects do not meet their business needs.
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NOTE: Not all maintenance objectsin the product support business objects as a“identifying” or “governing” tool. This
is the standard going forward for new maintenance objects. However, there are some maintenance objects created before
this became a standard.

A Business Object Has a Schema

A business object has elements. The elements are alogical view of fields and columns in one of the maintenance object’s
tables. The structure of a business object is defined using an XML schema. The main purpose of the schemais to identify
all the elements from the maintenance object that are included in the business object and map them to the corresponding
maintenance object fields. Every element in the BO schema must be stored somewhere in the maintenance object. The BO
may not define elements that are derived.

When defining elements for the primary table or the language table (for an administrative object) there is no need to define
the name of the physical table in the schema. The system infers thisinformation. The following is a snippet of a schema:

<schena>
<m grationPl an mapFi el d="M GR_PLAN_CD' suppress="true" isPrinmeKey="true"/>
<bo mapFi el d="BUS_OBJ_CD"' fkRef="F1-BUSOB"/ >
<cust om zati onOamner nmapFi el d="ONNER _FLG' suppress="i nput"/>
<ver si on mapFi el d="VERS|I ON' suppress="true"/>
<descri pti on mapFi el d="DESCR'/ >
<l ongDescri pti on mapFi el d="DESCRLONG'/ >

Many maintenance objects have child table collections (e.g., a collection of names for a person, or a collection of persons
on an account). Depending on the requirements, the business object may define the full collection such that the user will
maintain the information in a grid. However, the schema also supports “flattening” records in a child table so that they can
be treated as if they were singular elements. The following are examples of each:

Example of achild table. Thisisasnippet of the Instructions collection on the migration plan business object. Y ou can see
that the list attribute defines the child table and all elements within it map to the appropriate column in that table.

<mi grationPl anlnstruction type="list" mapChild="F1_M GR _PLAN | NSTR"'>
<m grationPl an mapFi el d="M GR_PLAN CD' suppress="true"/>
<sequence mapFi el d="PLAN_| NSTR_SEQ' suppress="true"/>
<i nstructionSequence napFi el d="1NSTR _SEQ'/ >
<instructi onType mapFi el d="1 NSTR_TYPE _FLG'/ >
<parentlnstructi onSequence mapFi el d="PARENT_| NSTR_SEQ'/ >
<busi nessoj ect mapFi el d="BUS_OBJ_CD"' f kRef="F1-BOMO'/ >

Example of asimple “flattened” field. The business object for Status Reason includes an element called Usage, which maps
to a pre-defined characteristic of type F1I-SRUSG. The “row” defines which child table is being flattened and the attributes
of the row in that child that uniquely identify it.

<usage ndFi el d="STATUS RSN USAGE' mapFi el d="CHAR VAL" >
<row nmapChi | d="F1_BUS_OBJ_STATUS_RSN_CHAR' >
<CHAR TYPE_CD i s="F1- SRUSG'/ >
<SEQ NUM i s="1"/>
</ row>
</ usage>

Example of a“flattened row”. This business abject for Account includes a single row for the Person collection where only
the “financialy responsible, main” customer is defined. The “accountPerson” attribute defines one field from that row

(the Person Id) and includes the ‘flattening’ criteriain the “row” information. In addition, a second field from that same
row (“accountRel Type”) is defined. Instead of having to repeat the flattening criteria, the “rowRef” attribute identifies the
element that includes the flattening.

<account Per son mapFi el d="PER_| D' >
<row mapChi | d="Cl _ACCT_PER">
<MAI N_CUST_SW i s="true"/>
<FI N_RESP_SW def aul t="true"/>
</ row>
</ account Per son>
<account Rel Type nmapFi el d="ACCT_REL_TYPE_CD' rowRef ="account Person" dataType="string"/>
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Example of a*“flattened list”. The business object for Tax Bill Type includes an list of valid algorithms for “bill
completion”. The Sequence and the Algorithm are presented in alist. The list element identifies the child table and the
‘rowFilter’ identifies the information about the list that is common.
<taxBi |l Conpl etion type="1ist" nmapChil d="Cl_TAX BILL_TYPE ALG'>
<rowri | ter suppress="true" private="true">
<TAX_BI LL_TYPE_SEVT_FLG i s="CLBC'/ >

</rowFilter>

<sequence mapFi el d="SEQ NUM'/ >

<al gorit hm mapFi el d="ALG CD' fkRef="F1-ALG'/>

</taxBill Conpl eti on>

In addition, many maintenance objects support an XML structure field within the entity. These fields may be of data type
CLOB or XML. One or more business object elements may be mapped to the MO's XML structure field. These elements
may be defined in different logical places in the business object schema based on what makes sense for the business rules.
When updating the MO, the system builds atype of XML document that includes all the elements mapped to the XML
structure and stores it in one column. The following is an example of elements mapped to an XML column:

<filePath ndFi el d="F1_FI LE_PATH' mapXM.="MST_CONFI G _DATA" required="true"/
> <char act er Encodi ng ndFi el d="F1_CHAR ENCODI NG' mapXM_="MST_CONFI G_DATA"/ >

Elements mapped to an MO XML structure field are typically ones that do not have to be exposed for SQL indexing or
joining.

NOTE: If the MO's XML structure field is of the data type XML, the database will alow searching for records based on
that data, assuming appropriate indexes are defined. If the MO’s XML structure field is of the data type CLOB, indexing
or joining to elements in this column viaan SQL statement is not typically supported. Note that most MOs are currently
using the CLOB datatype for the XML structure column, if provided.

Some business objects may have child tables that allow datato be stored in an XML structure field. The schema language
supports defining elements from those fields in your schema as well.

Besides including information about the physical “mapping” of the element to its appropriate table / field location in
the maintenance object, the schema supports additional syntax to provide the ability to define basic validation and data
manipulation rules, including:

« ldentifying the primary key of the record or the primary key of thearow in alist.
« ldentifying which elements are required when adding or changing a record.
» Default values when no dataiis supplied on an Add.

» For elementsthat are lookup values, the lookup may be specified to validate that the value of the element isavalid
lookup value.

» For elementsthat are foreign keys to another table, the FK Reference may be specified to validate the data.

The system will check the validity of the data based on the schema definition obviating the need for any special agorithm to
check this validation.

In addition, the schema language may include some attributes that are used to auto-render the view of the record on the user
interface, such as the suppr ess attribute. Refer to BO Definesits User Interface for more information.

NOTE: Schema Definition Tips. A context sensitive "SchemaTips' zone appears when you open the Business Object
page to assist you with the schema definition syntax. The zone provides a complete list of the XML nodes and attributes
available to you when you construct a schema.

A business object’ s schema may include a subset of the fields and tables defined in the maintenance object. There are two
reasons for this:

» Thefields or tables may not be applicable to the type of record the business object is governing. For example, afield that
is specific to gas may not be included on a Device business object that is specific to electric meters.
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« Theinformation is not maintained through the business object, but rather maintained separately. For example, many BO
based maintenance objects include a Log table. The records in the log table are typically not included the BO because
they are viewed and maintained separately from the business object.

A Business Object May Define Business Rules
A business object may define business rules that govern the behavior of entities of this type.

» Simple element-level validation is supported by schema attributes. Note that element-level validation is executed before
any maintenance object processing. For more sophisticated rules you create Validation agorithms and associate them
with your business object. BO validation algorithms are only executed after "core validation" held in the MO is passed.

» A Pre-Processing algorithm may be used to "massage" a business object's elements prior to any maintenance object
processing. For example, although simple element-level defaulting is supported by schema attributes. you may use this
type of algorithm to default element values that are more sophisticated.

» A Post-Processing algorithm may be used to perform additional steps such as creating a To Do Entry or add alog record
as part of the business object logical transaction. These plug-ins are executed after all the validation rules are executed.

» AnAudit algorithm may be used to audit changes made to entities of this type.
Any time a business entity is added, changed or deleted, the system detects and summarizes the list of changes that took
place in that transaction and hands it over to Audit plug-ins associated with the business object. These plug-ins are
executed after all the post-processing rules are executed. It is the responsibility of such algorithms to log the changes if
and where appropriate, for example asalog entry or an entry in an audit trail table or an entry in the business event log

By default all elements of the business object are subject to auditing. Y ou can however mark certain el ements to be
excluded from the auditing process using the noAudit schema attribute. Marking an element as not auditable will prevent
it from ever appearing as a changed element in the business object's audit plug-in spot. In addition, if the only elements
that changed in a BO are ones marked to not audit, the audit algorithm is not even called. Refer to the "Schema Tips®
context sensitive zone associated with the Business Object maintenance page for more information on this attribute.

Refer to Business Object - Algorithms for more information on the various types of algorithms.

The system applies business object rules (schema based and algorithms) whenever a business object instance is added,
changed or deleted. Thisis only possible when the call is made via the maintenance object service. For example, when
made via business object interaction ("invoke BO"), the MO's maintenance page or inbound web services that reference
the BO. In addition the system must be able to determine the identifying business object associated with the actual object
being processed. If the business object cannot be determined for a maintenance object instance business object rules are not

applied.

NOTE:

Pre-Processing is special. The pre-processing algorithm plug-in spot isuniquein that it only applies during aBO
interaction. It is executed prior to any maintenance object processing. It means that when performing add, change or
delete via the maintenance object service, the pre-processing plug-in is not executed.

CAUTION: Direct entity updates bypass business rules! As mentioned above, it is the maintenance object service layer
that applies business object rules. Processes that directly update entities not via the maintenance object service bypass
any business object rules you may have configured.

FASTPATH: Refer to BO Algorithm Execution Order for a summary of when these algorithms are executed with
respect to lifecycle algorithms.

The plug-in spots described above are available for al business objects and they are executed by the system when
processing adds or updates to the business object. It is possible for a specific maintenance object to define a specia plug-
in spot for business objects of that MO. When this happens, the maintenance object identifies the special algorithm entity
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lookup value as an MO option: Valid BO System Event, causing the BO Algorithm collection to include that system event
initslist.

A Business Object Defines its User Interface

One of the responsihilities of an identifying business object is to define its user interface rules for viewing and maintenance
of itsrecord. The standard implementation for maintaining a business object is that a maintenance portal is used to display
arecord. This portal includes a“map” zone that displays the information about the business object. To add or make changes
to arecord, the user clicks a button that launches a maintenance BPA script which displays a maintenance “map”.

The display and maintenance “maps’ are driven by the business object. The BO may define afull Ul map where all the
information is displayed based on the map’sHTML. Note that for a child BO, the maps may be inherited by a parent BO (or
any BO “up the chain”).

The standard going forward is to use schema definition and Ul Hints to define user interface behavior so that afull Ul map
is not needed but rather the HTML is derived. The schema language includes some basic display attributes such as label

and suppress. Ul hints provide many additional tags and elements that allow dynamic generation of formatted Ul Maps.

For more complex behavior in the user interface, for example where javascript is needed, Ul map fragments may be defined
within the schemavia Ul hints. In thisway only complex Ul behavior warrants small snippets of javascript and HTML.
However the rendering of standard fields can be dynamically rendered. Ul map fragments also allow for derived fieldsto be
included in the user interface.

A business object schema may include data areas for segments of its schema definition to allow for reusable components.
In this case the data area would also include schema attributes and Ul hints for the elementsthat it is including.

NOTE: Schema Definition Tips. The context sensitive "Schema Tips' zone appears when you open the Business
Object page. Thisincludes detailed information about supported Ul hint definition syntax.

As mentioned in Business Object Inheritance, schemas are not inherited on a child business object. As such, when using Ul
hints for automatic Ul rendering, the child BO must define the full schemawith all the definitions. A good business object
hierarchy will be designed for reuse meaning that the child BO will include the parent BO schema or alternatively, the BO
schemas will include reusable data areas.

Invoking A Business Object

We have talked about defining a business object. This section describes how business objects are used throughout the
system to view, add and update records.

» Various parameters for zones that are used to display datain the system include support for retrieving data by referencing
a business object. The zone code will “invoke” the BO, meaning that the record will be retrieved using the referenced
BO.

» The system’s scripting language includes a step type to “invoke BO”. This allows for BPA scripts, service scripts and
plug-in scripts to retrieve information and add or update records using BO interaction.

» Inbound web services may reference a business object in its operations collection. This allows external systemsto add or
update records in our product viaweb service interaction.

Often when configuring a zone or writing a script, the BO to usein the “invoke BO” statement should be the identifying

BO of the record. As such, often the script will include steps prior to the “invoke BO” step to “ determine the identifying

BO of therecord” and once the identifying BO is found, the script step will invoke that BO. Note that zones and inbound
web servicesreference aBO directly. In each case, if the BO to use should be dynamic, then the zone / inbound web service
should reference a service script that can perform the steps to identify the BO and then invoke that BO.

It should be noted however that the BO used in an “invoke BO” statement (or referenced in an inbound web service) does
not have to match the identifying BO for the record. Here are some examples of where this may be true:

A script may only require a subset of elements for arecord and not the entire record. In this case, it is better for
performance purposes to define a special BO (sometimes called a*“lite” BO or a“mini” BO) that only definesthe
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needed elements. When the system retrieves the data, it will only access the tables that are included in the BO’ s schema
definition. In addition, if there are no elements that map to an XML structure field, the system will skip any parsing of
that column. Similarly, if ascript isupdating a subset of elements on arecord, it may be beneficial to usea“mini” BO
to do the updates.

NOTE: Please note the following with respect to using amini BO. This BO isonly used for its schema. Thistype
of BO would not define algorithms or alifecycle. Because the BO is special, it often should not be able to be used
as any record’ sidentifying BO. To control that, these BOs are often configured to not allow new instances. Refer to
Determine the Identifying BO for more information.

» The maintenance object to be added or updated in a script may not support business objects as “identifying BOs’. For
example, Batch Control maintenance object does not have an identifying BO. However, scripts may still wishto retrieve
data (or make updates) to these types of records. An easy way to achieve that goa isto define a business object and use
“invoke BO” to access the data.

NOTE: Not al maintenance objects support being maintained through a business object interaction. Thisistruein
asmall number of older objects where the underlying maintenance service includes additional functionality besides
simply updating the database tables. These maintenance objects are identified viathe MO optionBO Maintenance,
set to N.

» Some functionality may be trying to add or update records for a maintenance object in a‘physical’ manner and do not
want or need to use the object’ s identifying BO. Or the MO may not have an identifying BO. For example, revision
control takes a snapshot of arecord for audit purpose and to be able to restore a previous version. In this case, the system
wants to capture afull “physical” view of the record. To do this, a special “physical” BO may be created that includes all
(or most of) the columns and the child tables.

NOTE: Likethe mini BO, the physical BO would not define algorithms or alifecycle and should not be able to be
used as any record’ sidentifying BO. To control that, these BOs are often configured to not allow new instances.
Refer to Determine the Identifying BO for more information.

NOTE: Toreiterate, the BO referenced in the “invoke BO” statement or referenced in an inbound web service does not
have to match the identifying BO and does not have to be configured to “allow new instances’.

Determine the Identifying BO

As mentioned in other topics, the identifying BO is the business object that governs the business rules for arecord. Thisis
the business object that the record will be validated against when any additions or changes are made to the record as long
as updates are made via the maintenance service. Thisincludes using “invoke BO” for add or update, using inbound web
service interaction and for access to the maintenance page service (viaan old style fixed page or via a business service).

How does the system determine the identifying BO? An algorithm plugged into the maintenance object (the Determine BO
plug-in spot) isresponsible for this. If the maintenance object is not configured with an algorithm for this plug-in spot, or no
BO isfound by the algorithm, no BO business rules are applied.

Most maintenance objects in the system capture the record’ s identifying BO directly on the record. However, it is possible
to define the identifying BO somewhere else. For example, there may be some maintenance objects that are master or
transaction objects with an associated “type” object where the identifying BO is defined on its “type” object. Note that the
standard Determine BO algorithm plugged into most maintenance objects (F1-STD-DTMBO — Deter mine Standar d
Business Object checks for these two conditions.

There may also be cases where asingle identifying BO is used for all BOs for agiven MO. This may be an option used for
some ol der maintenance object created prior to the business object functionality when implementations wish to introduce
custom business rules that are common for all records of that MO. The product provides a base algorithm type (F1-M OBO
— Deter mine Specific Business Object) that captures the BO as a parameter.
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Base Business Objects

For each maintenance object (MO) that supports an “identifying” business object, the type of business object provided by
the product depends on the functionality and expected use by implementations. The following are some common patterns.

» There are MOs where the product provides base BOs that implementations may use if applicable for their business rules.
In addition, it is expected that implementation will define custom BOs to support their business needs. Good exampl es of
thistype of MO are any of the various “rule” MOs. For example, calculation rule in Oracle Utilities Customer Care and
Billing or the usage rule in Oracle Utilities Meter Data Management or the form rule in Oracle Public Sector Revenue
Management. The product provides business objects for common rules but each implementation could have specia rules
that they need to implement and will need to create custom business objects.

» There are MOs where the product provides base BOs that supply common behavior for an object. Implementations may
find that supplied the business objects match their business requirements and use the BOs asis. It is expected, however
that for many implementations, their business rules will require additional elements to be captured or have specia rules
to apply. In this case the base business objects may be extended. This scenario may apply to ‘master’ data objectsin
various products such as the Device or Meter or Tax Role.

» There are MOs where the product may deliver abase BO that is not expected to satisfy most implementations because
different jurisdictions or different implementations will typically have their own rules. In this case the base delivered BO
can be used as atemplate or starting point for custom defined BOs. Some examples of this are Rebate Claim in Oracle
Utilities Customer Care and Billing or the Appeal object in Oracle Public Sector Revenue Management.

» There are MOs where the expectation is that every implementation will have different requirements for the type of data
to capture and the product will not supply base BOs that can be used asthe “identifying” BO. However, it may supply
a“parent” BO that defines the lifecycle and many of the business rules that it expects all records to follow. In these
scenarios, the implementations will create “ child” BOs that will serve as the “identifying” BOs and refer to the base
“parent” BO for many of its rules through inheritance. Some examples of the are Tax Form in Oracle Public Sector
Revenue Management or Activity in Oracle Utilities Mobile Workforce Management.

» There are some scenarios where the base product provides business objects and the expectation is that implementations
will use the business objects as delivered with little or no customization. Thisis a case where the system used business
objects to implement product functionality, not because there is an expectation that the implementers will extend the
functionality, but because the business object model is the favored devel opment tool even for the product. The objects
delivered for Configuration Migration Assistant are an example.

NOTE: Not all maintenance objectsin the product support business objects as a“identifying” or “governing” tool. This
is the standard going forward for new maintenance objects. However, there are some maintenance objects created before
this became a standard.

For all maintenance objects, the base product may provide additional BOs that are not meant to be “identifying” BOs, but
instead are provided to support functionality to interact with the MO using the BO as atool as described in Invoking a BO.

e Oneor more“mini” or “lite” BOs may be supplied for a maintenance object. This may be found when the product has
functionality to retrieve a subset of elements for the maintenance object via scripting or via a user interface.

» A “physical” BO may be supplied. ThisaBO that typically includes all tables and al fields of the maintenance object in
there “physical” form. In other words, there is no “flattening” of child tables and any XML structure fields are defined
asasinglefield. Physical BOs are used in system processing where the full record needs to be captured asis. Some
functionality that uses a physical BO includes bundling and revision control.

Business Object Inheritance

A business object may inherit business rules from another business object by referencing the latter asits parent. A child
business object can aso have children, and so on. A parent's rules automatically apply to al of its children (no compilation -
it'simmediate). A child business object can always introduce rules of its own but never remove or bypass an inherited rule.
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Thefollowing isan illustration of multiple levels of business object inheritance.

Farent BO. GenericCustomer

Po<=t Processing: Send
waloarme letter an add

B Human Customer

P — B BusinessCustomer

- firsthame Fost Processing: Check
= driverslcense credit history

BO: Corporate Custormer BO: PartnershipCustomer

When this type of custormer is Wyhen these typos of cusiomers are added, awelcome
added, only awelcome letieria sent letter iz sent end their credit history ia checkezd

Notice how the "Business Customer" business object extends its parent rules to also enforce a credit history check on all
types of customers associated with its child business objects.

Most types of business object system events allows for multiple algorithms to be executed. For example, you can have
multiple Validation algorithms defined for a business object. For these, the system executes all algorithms at all levelsin
the inheritance chain starting from the highest-level parent business object moving on to lower levels.

Other types of system events allows for a single algorithm to be executed. For example, you can only have one I nformation
algorithm to format the standard description of abusiness object instance. For these, the system executes the one at the level
nearest to the business object currently being processed.

NOTE: The parent and its children must reference the same maintenance object.

NOTE: Datastructuresarenot inherited. While you can declare schemas on parent business objects, their children
will not inherit them. A good practice isto design child business object schemas to include their parent business object's
schema.

NOTE: User interface mapsareinherited. When determining if the business object has a Ul map to use for Ul
rendering, the system looks for display and maintenance maps linked to the BO as options. If the identifying BO does
not have maps defined, the system follows “up the chain” of inheritance until it finds a map to use. Thisalowsfor a
child BO to be used to extend business rules of a parent BO but inherit its user interface behavior. Refer to Business
Object Definesits User Interface for more information.

NOTE: Uselnheritance Wisely. Whileit isintellectually attractive to abstract behavior into parent BOsto avoid
redundant logic and simplify maintenance, before doing this weigh the reuse benefits against the cost in transparency, as
it is not easy to maintain a complex hierarchy of business objects.

Each Business Object Can Have A Different Lifecycle

Many maintenance objects have a status column that holds the business entity's current state within its lifecycle. Rules
that govern lifecycle state transition (e.g., what isitsinitial state, when can it transition to another state, etc.) and the
behavior associated with each state are referred to as lifecycle rules. Older Maintenance Objects, such as To Do Entry,
have predefined lifecycles whose rules are governed by the base-package and cannot be changed. The lifecycle of newer
Maintenance Objects exists in business object meta-data and as such considered softly defined. This alows you to have
completely different lifecycle rules for business objects bel onging to the same maintenance object.

Here are examples of two business objects with different lifecycles that bel ong to the same maintenance object.
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Literature Fequest Lifecycle High Bill Complairt Lifecycle

Dexision
Checkpoint

Cancel / Rebill

NOTE: A Maintenance Object supports soft lifecycle rulesif it is defined with a Status Field Maintenance Object
option.

The topics that follow describe important lifecycle oriented concepts.

Valid States versus State Transition Rules

The boxes in the above diagram show the potential valid states a business entity of the above business object can bein. The
lines between the boxes indicate the state transition rules. These rules govern the states it can move to while in a given state.
For example, the above diagram indicates a high bill complaint that'sin the L odged state can be either Canceled or moved
into the Preliminary Investigation state.

When you set up a business object, you define both its valid states and the state transition rules.

One Initial State and Multiple Final States

When you set up lifecycle states, you must pick one astheinitia state. Theinitia stateis the state assigned to new entities
associated with the business object. For example, the above high-bill complaint business object defines an initial state of
L odged, whereas the literature request one defines an initial state of Literature Sent.

Y ou must also define which statuses are considered to be "final". Typically when an entity reachesa"final" state, its
lifecycle is considered complete and no further processing is necessary.

NOTE: Allowing An Entity To Be" Reopened". Y ou can set up your state transition rules to allow a business entity to
be "reopened" (i.e., to be moved from afina state to anon-fina state). Neither of the above examples allows this, but it
ispossible if you configure your business object accordingly.

State-Specific Business Rules
For each state in a business object's lifecycle, you can define the following types of business rules.

FASTPATH: Refer to BO Algorithm Execution Order for a summary of when these lifecycle agorithms are executed
with respect to BO level agorithms.

Logic To Take Place When Entering A State
Y ou can define algorithms that execute before a business entity enters a given state. For example, you could develop an
algorithm that requires a cancellation reason before an entity is allowed to enter the Canceled state.
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Y ou can a'so incorporate state auto-transitioning logic within this type of algorithms. Refer to auto-transition for more
information.

Logic To Take Place When Exiting A State
Y ou can define algorithms that execute when a business entity exists a given state. For example, you could develop an
agorithm that clears out error messages when a given entity exitsthe Error state.

Monitor Rules

Y ou can define algorithms to monitor a business entity whileit isin a given state. Thistype of logic istypically used

to check if the conditions necessary to transition the entity to another state exist (and, if so, transition it). For example,
transition an entity to the Canceled state if it's been in the Error state too long. Another common useisto perform ancillary
work while an entity isin agiven state. For example, update statistics held on the object whileit'sin the Active state.

Monitor algorithms are invoked when a business entity first enters a state and periodically after that in batch. Y ou have the
option to defer the monitoring of a specific state until a specific monitoring batch job runs. Y ou do so by associating the
state with a specific monitoring process. In this case the system will only execute the monitoring rules of this state when
that specific batch process runs. Thisis useful when processing one type of record typically creates another type of record.
Y ou may want the processing of the second set of records to be deferred to alater time.

A monitor algorithm can carry out any businesslogic. In addition it can optionally tell the system to do either of the
following:

+ Stop monitoring and transition to another state. The system will not call any further monitoring agorithm plugged in on
the state and attempt to transition the entity to the requested new state.

» Stop monitoring. Same as above except that no transition takes place. Y ou may want to use this option to prevent
transitions while some condition is true.

If none of the above is requested the system keeps executing subsequent monitoring algorithms.

FASTPATH: Refer to Business Object - Lifecycle for more information on how to set up state-specific algorithms.

Inheriting Lifecycle

If a business object references a parent business object, it dways inheritsits lifecycle from the highest-level business
object in the hierarchy. In other words, only the highest-level parent business object can define the lifecycle and the valid
state transitions for each state. Child business objects, in al levels, may still extend the business rules for a given state by
introducing their own state-specific algorithms.

The system executes all state-specific algorithms at al levelsin the inheritance chain starting from the highest-level parent
business object moving on to lower levels.

Auto-Transition

In asingle transition from one state to another, the system first executes the Exit algorithms of the current state, transitions
the entity to the new state, executes the Enter algorithms of the new state followed by its Monitor agorithms. At this point
if aMonitor algorithm determines that the entity should be further automatically transitioned to another state the remaining
monitoring algorithm defined for the current state are NOT executed and the system initiates yet another transition cycle.

Notice that an Enter algorithm can also tell the system to automatically transition the entity to another state. In this case the
remaining Enter algorithm aswell asall Monitor agorithms defined for the current state are NOT executed.

The following illustration provides an example of an auto-transition chain of events.

O woritor
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In this example a business entity isin a Pending state. While in that state a M onitor agorithm determines to auto-transition
it to the Denied state. At this point the following takes place:

» No further Monitor agorithms of the Pending state are executed

» Pending state Exit agorithms are executed

» The system transitions the entity to the Denied state

» Denied state Enter algorithms are executed. No further auto-transition is requested.

» Denied state Monitor algorithms are executed. No further auto-transition is requested.

Keeping An Entity In Its Last Successful State

By default, any error encountered while transitioning a business entity from one state to another rolls back ALL changes
leaving the entity in itsoriginal state.

When applicable, the Maintenance Object can be configured to always keep an entity in its last successful state rather than
rolling al the way back to the original state. This practiceis often referred to as "taking save-points’. In case of an error, the
entity isrolled back to the last successfully entered state and the error islogged on the maintenance object's log. Notice that
with this approach no error is returned to the calling process, the error isjust logged.

Thelogic to properly log the error isin a Transition Error Maintenance Object plug-in. The system considers a
maintenance object to practice "save-points' when such an algorithm is plugged into it.

Even if the maintenance object practices "save-points', in case of an error the system will not keep an entity in the last
successfully entered state if that state is either marked as transitory or one of its Enter algorithms has determined that
the entity should proceed to a next state. The system will roll back to the first previous state that does not match these
conditions.

Monitoring Batch Processes

The base package provides a periodic monitoring batch process for each maintenance object that supports soft state
transition. The process periodically executes the monitoring algorithms associated with the current state of an entity,
excluding states explicitly referencing a deferred monitoring batch process.

A deferred monitoring process works in the same way but only considers entities whose current state references this

particular batch control as their monitor process. Deferred monitoring is only needed for certain states based on business
reguirements.

Y our business rules will dictate the execution frequency of each monitoring process and the order in which they should be
scheduled.

NOTE: Updatesto the business object. When the monitor algorithms indicate that the business object should
transition, the monitor batch processes are responsible for ensuring the business object is transitioned appropriately and
that the appropriate exit, enter and monitor algorithms are executed. Please note that the business object is not updated
using a call to the maintenance object service and therefore the business rules plugged in to the business object are not
executed.

Transitory States
Y ou can define a state as Transitory if you do not wish the business entity to ever exist in that particular state.

Thefollowing illustrates alifecycle with atransitory Validate state.
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In this example, the business entity is saved till not validated in the Pending state. At some point, the user is ready to
submit the entity for validation and transitionsit into a transitory state Validate whose Enter rules contain the validation
logic. The responsibility of the transitory state's Enter algorithmsisto decide if the entity isvalid or in error and then
transitions it into the appropriate final state. In this scenario, you may not ever want the business entity to exist in the
Validate state.

Complete

This ic g transitory state

Let's also assume that the maintenance object in this example is practicing "save-points' and requires the entity to be kept in
its last successful state. If an error were to occur during the transition from Validate to the next state, the system would roll
back the entity back to Pending, and not Validate even though the entity has successfully entered the Validate state. Refer to
the Auto Transition section for more information.

State Transitions Are Audited

Most Maintenance Objects that support soft lifecycle definition also have alog to hold significant events throughout a
business entity's lifecycle. For example, log entries are created to record:

»  When the business entity is created (and who created it)
»  When its status changes (and who changed it)
 If atransition error occurred (and the error message)

» Referencesto other objects created throughout the entity's lifecycle. For example, if a To Do entry is created as part of
processing the entity, the To Do Entry is referenced in the log.

» Manua entries added by a user (think of these as"diary" entries)

When a business entity isfirst created and when it transitionsinto a new state the system calls Transition algorithm(s)
plugged in on the Maintenance Object to record these events. If the maintenance object supports alog these events can be
captures aslog entries.

NOTE: Most base package maintenance objects supporting alog may already provide state transition logging as part
of their corelogic. In this case you only need to provide a Transition plug-in if you wish to override base logging logic
with your own.

Required Elements Before Entering A State

Y ou can define additional elementsthat are required before a business entity can enter a given state. For example, let's
assume that a Cancel Reason must be defined before an object can enter the Canceled state. Y ou do this by indicating that
element as a Required Element state-specific option on the appropriate state on the business object.

Capturing a Reason for Entering a State

Some business obj ects support configuring certain states to allow or require a status reason when an object enters the state.
The product provides a centralized status reason table that may be used to define the valid BO status reasons for various
business objects and various states. The status reasons are defined using the Status Reason portal.

The following sections provide additional information about the BO status reason functionality.
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Maintenance Object Must Support Status Reason

In order for a business object to use the centralized status reason table to define reasons, the maintenance object must first
support the status reason. M Os that support status reason have the following characteristics:

» The primary table includes a column for Status Reason. This represents the status reason for the record’ s current status, if
applicable.

» Thelog tableincludes a column for Status Reason. The standard logic for capturing alog record when entering a state
also captures the status reason, if applicable. This allows a user to review the history of the changes in status and the
status reason captured for a previous state transition, if applicable.

» The maintenance object option collection includes an option that defines the Status Reason field. This setting is atrigger
for business objects of this MO to be able to configure states to allow or require status reason.

Business Object State Indicates if Reasons are Applicable

Once the MO is configured to support status reason, configuration on the business object is required to indicate the states
where areason is applicable. States may be configured to require status reasons, allow status reasons as optional or not
allow status reasons. With this configuration, the framework will automatically get the list of valid reasons for a state that
allows or requires them and then prompt the user for a status reason when a manual state transition occurs for that state. It
also automatically triggers an error if the state requires a status reason and no reason is provided.

NOTE: The status reason configuration on the business object state is customizable. That means that for a product
owned business object, an implementation may opt to change the delivered configuration.

Status reasons are defined for the parent (or “lifecycle”) business object. All business objectsin the hierarchy of the parent
business object have the same valid reasons for their states.

The status reason code must be unique for the centralized status reason table. Business object and status are required fields,
so it is hot possible to share a common reason code (like “Not applicable”) across multiple business objects or states. If
multiple BOs/ states want to support areason “Not applicable” then each must define a unique record for it. This point
should be considered when planning for your status reasons.

Selectable vs. Not Selectable

When defining a status reason, you may indicate whether it’s Selectable or Not Selectable. When a manual transitionis
performed and a user is prompted for a status reason, only the Selectable reasons are presented. The Not Selectable reasons
may be defined to support transitions that occur via agorithm processing.

NOTE: The Selectable setting is customizable. That means that if a product provides a base owned status reason for a
business object state, an implementation may opt to change whether it is selectable or not. Careful consideration should
be made before changing a base delivered status reason from Not Selectable to Selectable as this may affect base
provided algorithm functionality that could be relying on the setting of Not Selectable.

Status Reason Business Object

The status reason maintenance object, as with many maintenance objects in the product, references a business object used to
define attributes and behavior related to defining status reasons. The framework provides a business object for status reason
(F1-BOStatusReason). For the business objects that have states that require a status reason (let’s call these “transactional
BOs"), if there is some specia logic required for defining the status reasons, it is possible to define a different status reason
BO. In this situation, the override status reason BO to use for capturing status reasons should be defined as a BO option on
the transactional BO using the Status Reason Business Object option type. If atransactional BO does not define any status
reason BO option, then the F1-BOStatusReason is used when adding a status reason.
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Defining a Usage

The base product status reason BO provides the ability to define a“ usage” value. Thisis useful for algorithms that perform
state transitions where a status reason is needed and where the algorithm is usable by more than one business object. In
this case, the status reason to use cannot be provided as a parameter because each business object must define its own set
of status reasons for each state. The Usage value can be used instead. Each business object can configure the status reason
to use in the algorithm and set the appropriate usage value. The algorithm can reference the usage value and retrieve the
correct status reason to use based on the record’ s transactional BO.

The status reason business object provided with the framework product (F1-BOStatusReason) supports capturing a usage.
The valid usage values are defined in the Status Reason Usage characteristic type.

Alternatives for Defining Reasons

There may be business objects in the system that capture reasons that are defined somewhere besides the BO status reason
table. For example, some objects may have an explicit administrative table for status reasons. Some objects may use a
Lookup or an Extendable Lookup to capture reasons. Refer to the business object description for information about how
valid reasons are defined, if applicable.

If a business object supports a reason that is not related to a state transition (such as a creation reason), the BO status reason
would not be used. One of the alternate methods for defining a reason, described above, would be used.

BO Algorithm Execution Summary
This table highlights the processing steps that occur when adding or changing a record that is governed by a business object.

Invoke BO
Event Comments
BO Pre-processing algorithms executed These algorithms are only executed when Invoke BO is used. The

business object in the Invoke BO is the one whose rules are executed.

MO Processing

Event Comments

Determine if status has changed. The system keeps a note of the new status value but initially proceeds
with the old value.

MO Processing. Standard MO processing, including MO validation is executed.

Determine BO algorithm executed. The MO level algorithm is executed to determine the identifying BO.

BO Validation algorithms executed.

State transition rules are performed if the status has changed. BO Status Exit algorithms for the “old” status executed.

Status updated to the new value.

BO Status Enter algorithms for the “new” status executed.

If no error — MO Transition algorithms are executed.

FASTPATH: Refer to State Transitions are Audited for more
information.

If error and there are “save points” the MO Transition Error algorithms
are executed.

FASTPATH: Refer to Keeping An Entity In Its Last Successful State
for more information.

Otherwise, the error is reported.

BO Status Monitor algorithms are executed. If the record transitions again, the prior step (State transition rule step)
is repeated for the new transition.

BO Post-processing algorithms are executed.
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BO Audit algorithms are executed. These algorithms are only executed if the system detects a change in
elements that are not marked with “no audit”.

NOTE: To emphasize, the stepsin the MO Processing table are only executed when the maintenance object service
isinvoked. Any add or update initiated by an “invoke BO” statement will invoke the MO service. Thisisalso true
for web service that invoke the business object. Records processed by the Monitor Batch Process does not invoke the
maintenance service. The monitor batch process only executes the monitor algorithms and the state transition rules (if
the monitor algorithms indicate that a status change should occur).

NOTE: For records that do not have a status, the state transition rules and the monitor rules are not applicable.

Granting Access To Business Objects

Every business object must reference an application service. When you link a business object to an application service, you
are granting all usersin the group accessto itsinstances. Y ou can prevent users from transitioning a business object into
specific states by correlating each business object status with each application service action (and then don't give the user
group rights to the related action).

FASTPATH: Refer to The Big Picture Of Application Security for information about granting users access rights to an
application service.

The system checks if auser has access rights each time the application isinvoked to add, change, delete, read, or transition
abusiness object. However, if abusiness object invokes another business abject, we assume that access was controlled by
the initial business object invocation and we do not check access for other business objects that it invokes. In other words,
access rights are only checked for the initial business object invoked in a service call.

In order to apply business object security the system must be able to determine the business object associated with the actual
object being processed. To do that the Maintenance Object itself hasto have a Deter mine BO algorithm plugged in. If

this algorithm is not plugged in or it cannot determine the BO on the MO, the system will NOT invoke any BO rules. If the
business object cannot be determined for a maintenance object instance, business object security is not checked. In this case
the system checks the user's access rights using standard maintenance object security.

NOTE: Parent business objectsareignored. If achild business object exists, a user need only have access to the child
business object's application service (hot to every application service in the business object hierarchy).

Defining Business Objects

The topicsin this section describe how to maintain business objects.

Note that several context sensitive dashboard zones appear on this page and are visible on all tabs.

« Schema Tips. Thiszone provides several linksto view details related to the valid schema syntax and Ul Hint syntax.

» View Ul Rendering. This zone provides buttons to view the automatic rendering of the Display map or Input map based
on the attributes defined in the schema, including Ul hints.

» Generate Schema. This zone includes a button that can be used to generate a“ physical” schema based on the
maintenance object definition. The element names are taken from the Java field name for each column. Once generated,
adjust the schema as desired.

» CreateaBO Algorithm. This zone includes a button to create a script based algorithm related to this business object.
Y ou are then prompted for information regarding the plug-in spot (BO or BO Status) and the system event, the name,
description, etc. Once all theinformation is provided, the system creates an algorithm type, algorithm, links the
algorithm to the business object, creates the script and brings you to the script step to start defining the logic for the plug-
in script.
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e BOsLinked tothe MO. This zone displays other business objects for the same maintenance object as the BO currently
displayed. Y ou may drill into any of the other BOs by clicking its description.

Business Object - Main

Use this page to define basic information about a business object. Open this page using Admin > System > Business
Object

Description of Page

Enter a unique Business Object name and Description. Use the Detailed Description to describe the purpose of this
business object in detail. Owner indicatesif this business object is owned by the base package or by your implementation
(Customer M odification).

CAUTION: Important! If you introduce a new business object, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Enter the M aintenance Object that is used to maintain objects of this type.
Enter a Par ent Business Object from which to inherit businessrules.

Lifecycle Business Object isonly displayed for child business objects, i.e. those that reference a parent business object. It
displays the highest-level business object in the inheritance hierarchy. Refer to Inheriting Lifecycle for more information.

Application Service isthe application service that is used to provide security for the business object. Refer to Granting
Access To Business Objects for more information. The application service on the child business object must have the same
valid actions as the application service on the parent business object.

Use Instance Control to allow or prevent new entities from referencing the business object. Typically only the identifying
BOs are marked to allow new instances.

Click the View Schema hyperlink to view the business object’s expanded schema definition. Doing this opens the schema
viewer window.

Click the View X SD hyperlink to view the business object's expanded schema definition in XSD format.

Click the View M O hyperlink to view the maintenance object in the Maintenance Object Viewer. Y ou may find it useful to
leave the application viewer window open while defining your business object schema.

The options grid allows you to configure the business object to support extensible options. Select the Option Type drop-
down to defineits Value. Detailed Description may display additional information on the option type. Set the Sequence to
1 unless the option can have more than one value. Owner indicates if this option is owned by the base package or by your
implementation (Customer M odification).

NOTE: You can add new optionstypes. Y our implementation may want to add additional option types. For example,
your implementation may have plug-in driven logic that would benefit from anew option. To do that, add your new
values to the customizable lookup field BUS_OBJ_OPT_FLG. If you add a new option type for a business option,
you must update its maintenance object to declare this new option type. Otherwise, it won't appear on the option type
dropdown. Y ou do that by referencing the new option type asa Valid BO Option Typemaintenance object option.

Where Used
Follow thislink to open the data dictionary to view the tables that reference F1_BUS OBJ.

Business Object - Schema

Use this page to maintain a business object's schema. Open this page using Admin > System > Business Object and then
navigate to the Schema tab.

Description of Page
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dataDictionary?type=TABLE&name=F1_BUS_OBJ

The contents of this section describe the zones that are available on this portal.
The General I nformation zone displays main attributes of the business object.

Click the View Schema hyperlink to view the business object's expanded schema definition. Doing this opens the schema
viewer window.

Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.

The Schema Designer zone allows you to edit the business object's schema. The purpose of the schemaisto describe the
business object's properties and map them to corresponding maintenance object fields.

NOTE: Generating a Schema A context sensitive "Generate Schema' zone is associated with this page. The zone
provides a button that allows the user to generate a basic schemathat includes all thefields for al the tables for the BO's
mai ntenance object.

NOTE: Schema Definition Tips. A context sensitive "Schema Tips' zoneis associated with this page. The zone
provides a complete list of the XML nodes and attributes avail able to you when you construct a schema.

NOTE: View Ul Rendering. A context sensitive "View Ul Rendering" zone is associated with this page. The zoneis
useful for business objects that define the user interface detail using schema attributes and Ul Hints. The buttons allow
you to view the automatically rendered display and input maps.

The Schema Usage Tr ee zone summarizes all cross-referencesto this schema. These may be other schemas, scripts, and
web services. For each type of referencing entity, the tree displays a summary node showing atotal count of referencing
items. The summary node appears if at |east one referencing item exists. Expand the node to list the referencing items and
use their description to navigate to their corresponding pages.

Business Object - Algorithms

Use this page to maintain a business object's algorithms. Open this page using Admin > System > Business Object and
then navigate to the Algorithmstab.

Description of Page

The Algorithms grid contains a gorithms that control important functions for entities defined by this business object. You
must define the following for each algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

« If the agorithm isimplemented as a script, alink to the Script is provided. Refer to Plug-In Scripts for more
information.

e Owner indicatesif thisis owned by the base package or by your implementation (Customer M odification).

The following table describes each System Event. Refer to A Business Object May Define Business Rules for more
information about these system events.

System Event Optional / Required Description

Audit Optional Algorithms of this type may be used to audit
certain changes made to business object
instances.

The system hands over to the algorithms
a summary of all the elements that were
changed throughout a specific call to update
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System Event Optional / Required Description

an object. Excluded from this processing are
elements explicitly marked on the schema

as requiring no audit. For each element its
original value before the change as well as its
new value are provided.

It is the responsibility of the algorithms to
record corresponding audit information.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Information Optional We use the term "Business Object
Information” to describe the basic information
that appears throughout the system to
describe an entity defined by the business
object. The data that appears in this
information description is constructed using
this algorithm.

The system invokes a single algorithm of this
type. If more than one algorithm is plugged-in
the system invokes the one with the greatest
sequence number found on the business
object closest to the current business object in
the inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Post-Processing Optional Algorithms of this type may be used to
perform additional business logic after a
business object instance has been processed.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Pre-Processing Optional Algorithms of this type further populates a
request to maintain a business object instance
right before it is processed.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

Validation Optional Algorithms of this type may be used to
validate a business object instance when
added, updated or deleted.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object inheritance for more information.

Click here to see the algorithm types available
for this system event.

NOTE: Generate Algorithm. A context sensitive "Generate aBO Algorithm" zone is associated with this page. Refer
to Defining Business Objects for more information about this zone.

NOTE: You can add new system events. Y our implementation may want to add additional business object oriented
system events. For example, your implementation may have plug-in driven logic that would benefit from anew system
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event. To do that, add your new values to the customizable lookup field BO_SEVT_FL G. If you add a hew business
object system event, you must update the maintenance object to declare this new system event. Otherwise, it won't
appear on the system event dropdown. Y ou do that by referencing the new system event asa VValid BO System Event
maintenance object option.

NOTE: You can inactivate algorithms on base Business Objects. Y our implementation may want to use a business
object provided by the base product, but may want to inactivate one or more algorithms provided by the base business
object. To do that, on the business object where this algorithm is referenced, go to the options grid on Business Object -
Main and add a new option, setting the option type to I nactive Algorithm and setting the option value to the agorithm
code.

Business Object - Lifecycle

Use this page to maintain a business object's lifecycle oriented business rules and options. Open this page using Admin >
System > Business Object and then navigate to the Lifecycle tab.

Description of Page

The Status accordion contains an entry for every status in the object's lifecycle. The entry appears differently for a child
business object as it can only extend its inherited lifecycle by introducing algorithms and options of its own.

Use Status to define the unique identifier of the status. Thisis NOT the status's description, it is simply the unique identifier
used by the system. Only the highest-level business object can define lifecycle statuses. For a child business object the
inherited status description is displayed allowing navigation to the corresponding entry on the business object defining the
lifecycle.

Use Description to define the label of the status. Thisfield is hidden for a child business object.

Use Access M ode to define the action associated with this status. Refer to Access Rights for the details of how to use this
field to restrict which users can transition a business entity into this state. Thisfield is hidden for a child business object.

Enter aMonitor Processto defer the monitoring of entitiesin this state until the specific batch process runs. Refer to
Monitor Rules for more information. Thisfield is hidden for a child business object.

The Status Reason dropdown indicates if users should be prompted to provide a specific reason when the business object
enters this state. Thisfield appears only if the Status Reason Field is configured as an option on the business object's
maintenance object. Valid values are blank, Optional, and Required. The default value is blank (users are not prompted to
provide a status reason). See Configuring Status Reasons for more information about status reasons.

Use Status Condition to defineif this statusis an Initial, Interim or Final state. Refer to One Initial Sate and Multiple
Final Sates for more information about how thisfield is used. Thisfield is hidden for a child business object.

Use Transitory State to indicate whether a business entity should ever exist in this state. Only Initial or I nterim states can
have atransitory state value of No. Refer to transitory states for more information. Thisfield is hidden for a child business
object.

Use Alert Flag to indicate that being in this state warrants an application alert. This may be used by custom logic to provide
an alert to auser that entities exist in this state. Thisfield is hidden for a child business object.

Use Display Sequence to define the relative order of this status for display purposes. For example when displayed on the
status accordion and on the summary tab page. Thisfield is hidden for a child business object.

Algorithms

The Algorithms grid contains algorithms that control important functions for a given status. Y ou must define the following
for each algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).
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» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

 |f the agorithm isimplemented as a script, alink to the Script is provided. Refer to Plug-In Scripts for more
information.

» Owner indicatesif thisis owned by the base package or by your implementation (Customer M odification).
The following table describes each System Event.

System Event Optional / Required Description

Enter Optional Algorithms of this type apply business rules
when a business object instance enters a
given state.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object Inheritance for more information.

Click here to see the algorithm types available
for this system event.

Exit Optional Algorithms of this type apply business rules
when a business object instance exits a given
state.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object Inheritance for more information.

Click here to see the algorithm types available
for this system event.

Monitor Optional Algorithms of this type monitor a business
object instance while in a given state.
Typically these are used to auto-transition it to
another state.

The system invokes all algorithms of this
type defined on the business object's
inheritance hierarchy. Refer to Business
Object Inheritance for more information.

Click here to see the algorithm types available
for this system event.

NOTE: Generate Algorithm. A context sensitive "Generate aBO Algorithm" zone is associated with this page. Refer
to Defining Business Objects for more information about this zone.

NOTE: You can inactivate status level algorithmson base Business Objects. Y our implementation may want to use
abusiness object provided by the base product, but may want to inactivate one or more of the status oriented algorithms
provided by the base business object. To do that, on the business object and status where this algorithm is referenced, go
to the options grid and add a new option, setting the option type to I nactive Algorithm and setting the option value to
the algorithm code.

Next Statuses

Use the Next Statuses grid to define the valid statuses a business entity can transition into whileit'sin this state. This
section is hidden for a child business object. Refer to Valid Sates versus Sate Transition Rules for more information.
Please note the following about this grid:

» Status shows the statuses for the top-level business object, the Status Code, the Lifecycle BO description, and the
Status description for each status.

» UseAction Labd toindicate the verbiage to display on the button used to transition to this status.
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» Sequence controls the relative order of one status compared to others for display purposes. This information may be used
to control the order in which buttons are presented on a user interface.

» Default controls which next state (if any) is the default one. Thisinformation may be used by an Enter or Monitor
agorithm to determine an auto-transition to the default state. It may also be used to also mark the associated button as the
default one on auser interface.

» Transition Condition may be configured to identify a common transition path from the current state. By associating
agiven "next status' with atransition condition value, you can design your auto-transition rules to utilize those flag
values without specifying a status particular to a given business object. Thus, similar logic may be used across arange of
business objects to transition a business entity into, for example, the next Ok state for its current state. You'll need to add
your values to the customizable lookup field BO_TR_COND_FLG.

» Transition Role controls whether only the System or both System and User have the ability to transition a business
entity into a given "next status".

» Whenyou initially set up abusiness object lifecycle, none of the statuses will reside on the database and therefore
you can't use the search to define a"next status’. We recommend working as follows to facilitate the definition of this
information:

» Leavethe Next Statuses grid blank when you initially define a business object's statuses

» After all statuses have been saved on the database, update each status to define its Next Statuses (this way, you can
use the search to select the status).

Options

The options grid allows you to configure the business object status to support extensible options. Select the Option Type
drop-down to defineits Value. Detailed Description may display additional information on the option type. Set the
Sequence to 1 unless the option can have more than one value. Owner indicates if this option is owned by the base package
or by your implementation (Customer M odification).

NOTE: You can add new optionstypes. Y our implementation may want to add additional option types. For example,
your implementation may have plug-in driven logic that would benefit from a new option. To do that, add your new
values to the customizable lookup field BO_OPT_FL G. If you add a new option type for a status, you must update
the business obj ect's maintenance object to declare this new option type. Otherwise, it won't appear on the option type
dropdown. Y ou do that by referencing the new option type asaValid BO Status Option Type maintenance object
option.

Business Object - Summary

This page summarizes business object information in a high level. Open this page using Admin > System > Business
Object > Search and then navigate to the Summary tab.

Description of Page
The contents of this section describe the zones that are available on this portal.
The General I nformation zone displays main attributes of the business object.

Click the View Schema hyperlink to view the business object's expanded schema definition. Doing this opens the schema
viewer window.

Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.

The Business Object Hierarchy zone displaysin atree view format the hierarchy of child business object associated with
the current business object. It also shows the current business object's immediate parent business object.

For business objects with alifecycle, the Lifecycle Display zone shows a graphical depiction of the lifecycle. Refer to the
inline help of that zone for more information.

The Options zone summarizes business object and state specific options throughout the inheritance chain.
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The Rules zone summarizes business object and state specific rules throughout the inheritance chain.

Defining Status Reasons

Status Reasons are used to provide more information about why a business object transitioned to a given state. The status
reason table provides a centralized place where status reasons can be defined across many different business objects and
states.

NOTE: Refer to Defining Reasons for Entering a Sate for overview information.

If abusiness object has one or more states that are configured to capture a status reason, you may configure the valid
reasons by navigating to the status reason portal using Admin > System > Status Reason.

The topicsin this section describe the base-package zones that appear on the Status Reason portal .

Business Objects with Status Reason List
This zone displays the business objects that have one or more status values that allow status reasons to be defined.

Click the broadcast icon to open other zones that contain more information about the business object’ s status reasons.

Status Reasons
The Status Reasons zone contains alist of the existing status reasons for the broadcasted business object.

Business Services

A business service is used to expose a back-end service so that it may be invoked by a script or azone or amap to retrieve
information or perform functions, depending on the related service.

Aswith the business object, the business service's interface to the internal serviceis defined using its schema. The schema
maps the business service's elements to the corresponding elements in the internal service program's XML document. Just as
abusiness object can simplify the schema of its maintenance object by only defining elements that it needs and “flattening”
entriesin achild collection to be defined as a singular element, a business service schemamay simplify its service XML in
asimilar way.

NOTE: Schema Definition Tips. A context sensitive "Schema Tips' zone appears when you open the Business Service
page to assist you with the schema definition syntax. The zone provides a complete list of the XML nodes and attributes
available to you when you construct a schema.

Inbound web services and scripts support interaction with business services. Y ou can also invoke a business service from a
Java class.

Service Program

This transaction defines services available in the system. These include user interface services as well as stand-alone
services that perform a specific function. A service may be referenced by a business service. Use this transaction to view
existing service and introduce a new stand-alone service to be made available to a Business Service.

Select Admin > System > Service Program to maintain service programs.
Description of Page
Service Name is the unique identifier of the service.

Oracle Utilities Customer Care and Billing Administrative User Guide « 146



CAUTION: Important! When adding new service programs, carefully consider its naming convention. Refer to System
Data Naming Convention for more information.

Owner indicatesif this service is owned by the base package or by your implementation (Customer Modification). The
system sets the owner to Customer Modification when you add a service. This information is display-only.

Description describes the service.
Service Type indicates whether the serviceis a Java Based Service or aJava (Converted) Service.

This Program Component grid shows the list of program user interface components associated with the service. For a
stand-alone service, thislist istypically not applicable.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference CI_MD_SVC.

Defining Business Services

The topicsin this section describe how to maintain business services.

Note that several context sensitive dashboard zones appear on this page and are visible on all tabs.

» Schema Tips. This zone provides several links to view details related to the valid schema syntax.

» Generate Schema. This zone includes a button that can be used to generate the schema based on the XML of its related
Service. Once generated, adjust the schema as desired.

Business Service - Main

Use this page to define basic information about a Business Service. Open this page using Admin > System > Business
Service

Description of Page

Enter a unique Business Service name and Description. Use the Detailed Description to describe the purpose of this
business service in detail. Owner indicatesif the business service is owned by the base package or by your implementation
(Customer Modification).

CAUTION: Important! If you introduce a new business service, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Enter the internal Service Name being called when this business service isinvoked.

Enter the Application Servicethat is used to provide security for the business service. The application service must have an
Access Mode of Execute.

Click the View Schema to view the business service's expanded schema definition. Doing this opens the schema viewer
window.

Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.
Click the View XML hyperlink to view the XML document used to pass data to and from the service in the Service XML
Viewer. You may find it useful to leave the application viewer window open while defining your business service schema.

NOTE: XML document may not be viewable. If you create a new service program and do not regenerate the
application viewer, you will not be able to view its XML document.

Where Used
Follow thislink to open the data dictionary to view the tables that reference F1_BUS SVC.
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Business Service - Schema

Use this page to maintain a Business Service's schema and to see where the Business Service is used in the system. Open
this page using Admin > System > Business Service and then navigate to the Schema tab.

Description of Page
The contents of this section describe the zones that are available on this portal.
The General Information zone displays main attributes of the business service.

The Schema Designer zone allows you to edit the business service's schema. The purpose of the schemaisto map the
business service's elements to the corresponding fields of the back-end service program it rides on.

NOTE: Generating a Schema A context sensitive "Generate Schema' zone is associated with this page. The zone
provides a button that allows the user to generate a basic schema that includes al the elements that are found in the
XML of theBS' s service.

NOTE: Schema Definition Tips. A context sensitive "Schema Tips' zoneis associated with this page. The zone
provides a complete list of the XML nodes and attributes available to you when you construct a schema.

The Schema Usage Tr ee zone summarizes all cross-referencesto this schema. These may be other schemas, scripts, and
web services. For each type of referencing entity, the tree displays a summary node showing atotal count of referencing
items. The summary node appears if at |east one referencing item exists. Expand the node to list the referencing items and
use their description to navigate to their corresponding pages.

User Interface (Ul) Maps

The User Interface (Ul) map holds HTML to be rendered within portal zones and Business Process Assistant (BPA)
scripts. Ul maps allow your implementation to create input forms and output maps that closely match your customer's
business practices. In other words, the Ul Map is designed to facilitate the capture and display of your business objects and
business services.

The Ul map isarepository for asingle HTML document paired with an XML schema where the schema defines the data
that the HTML document displays and/or modifies. The Ul Map HTML gives you the ability to craft the display by any
method that an html document can support, including JavaScript and full CSS functionality.

Configuration tool support for Ul Maps hinges around the ahility to inject and extract an XML document from the HTML.
For more information on the specialized support for HTML and JavaScript functionality - please refer to the HTML tips
document (more on this below).
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<hTml>

<head>

<titlexfutput Perscnal Information</ticle>

<link rel="astylesheet® type="text/css" href="cm templates/cmStyles.cas®/>
</head>

<body>

<gable width="100%" border="(" cellpadding="2" style="margin-cop:15px:"™ >

LEE>
<ud/>
<td/>» <! >
<td rowspan="3%% style="vertical-align:bottom; margin-left:Spx">
<input type="button" value="edit® onClick="oraRunScript('HumanInfol','personld®):"/»
</td¥r
</tr»

<LE>
<td class="guctpucLabal">Nama:</Td>
<td><zpan crafield="name" clasa="gutputlata”></apan></cd>

</TT>
<TI>
<td clasp="ocutputlabel”>Home Phone:</td>
<tdr<opan crafield="homePhone® class="outputData®»</span></td>
<fer>
£Er>

<td clags="esurputLabel">Busineas Phane:</td>

<td><span o sld="busipessPhone® clazs="outputData®>«</span></cd>
</CE>
LTI

<td class="outputLabel">Cell Fhone:</td>

<td><span craField="cellPhone" class="outputData™>»</span></td>
</tz>
<ET>

<td class="putputLabel">FAX:</td>

<tA><ERAnR craFisld="fax"™ class="gutputData™></spany</cd>
</oe>
<CE>

<td clasa="outpucLabel"»Social Securityi</td>
<td><span crafield="sgcialSecurity® class="outpucDaca®></span></td>

</ex>
<ET>
<td class="cucputlebel"sDrivers Licenss:«</td»
<tdy<span oraFiseld="driverslicense® class="ourputDaca™></span><c/td>
cier>
<EE>
£td’ class="pucputLabel">Fmail :</cd>
<td><apan crafFisld="email" claas="gucputData™></apaniy</cd>
</ox>
</cable>
</body>

>Greer, Johan</names
>jurgen.greerfmedia . com</omails
arity»338-30-2825</
License»CB382020</driv
e>(B38) 030-0303</
we>(4494) 444-4040</ 0l
es=Phene> (737) 393-3838</bu
<fax> (3T3) D939-3939</fax>
peraonTd>1239997654</par

</ html>

Figure 1: HTML to Display Customer Business Object

Name: Greer,Johan
Home Phone: (838) 030-0303
Business Phone: (737) 393-3838
Cell Phone: (444) 444-4040
FAX: (373) 939-3939
Social Security: 939-30-3939
Drivers License: C8392020
: jurgen.greer@media.com ii

Emai

Figure 2: Customer HTML Rendered (Output Data for Zone)
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Ul maps are typically crafted as output tables when used in conjunction with portal zones - please refer to Map Zones for
more information. When referenced within BPA scripts, Ul maps are typically crafted as forms for the capture and update
of data.

Edit Personal Information

[1e]
Sy
=

Name: |Greer,Juhan
Last-name suffix, prefix first-name middle-name/initial
Home Phone: (838 030 - |o303
Business Phone: 737 393 - |3838
Cell Phone: |444 M44 - 4040
FAX: [373 939 - [3939
Social Security: (939 - |30 - |3939

Drivers License: |03392020

Email: ljurgen_greer@media_cum

Save Changes Cancel

Figure 3: HTML Input Form Rendered (for BPA Script)

Portal zones can reference a Ul map for the zone header. They may also utilize a Ul map to define their filter area. Thistype
of Ul map is not acomplete HTML document, but isinstead configured asa Ul Map "fragment".

NOTE: Ul Map Tips. A context sensitive"Ul Map Tips' zone appears when you open the Ul Map page to assist
you with the HTML document and schema definition syntax. The "tips" describe methods to take advantage of the
configuration tools, however, they are not an HTML reference.

NOTE: Editing HTML. You can use avariety of HTML editors to compose your HTML, which you can then cut, and
paste into your Ul map. In addition, the zone provides a complete list of the XML schema nodes and attributes available
to you when you construct the map's data schema.

Defining Ul Maps

The topicsin this section describe how to maintain Ul Maps.

Ul Map - Main

Use this page to define basic information about a user interface (Ul) Map. Open this page using Admin > System > Ul
Map

Description of Page

Enter aunique M ap name. Owner indicates if the Ul map is owned by the base package or by your implementation
(Customer M odification).
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CAUTION: Important! If you introduce a new Ul map, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Use Ul Map Type to indicate whether the map isa Complete HTML Document or an HTML Fragment. Portal zones
can reference a Ul map to describe a fragment of their HTML, for example the zone header or filter area. In this case the Ul
map is hot a complete HTML document, but isinstead configured asa Ul Map "fragment".

NOTE: A context sensitive "Ul Map Tips' zoneis associated with this page to assist you with the HTML document
definition syntax. Refer to the tips zone for more information on how to use fragment Ul maps to construct portal zone
HTML components.

Enter a Description. Use the Detailed Description to describe how this map is used in detail.
Click on the View Schema to view the Ul map's expanded schema definition. Doing this opens the schema viewer window.
Usethe Test Ul Map hyperlink to render your html in atest window.

NOTE: TheTest Ul Map hyperlink also exercises the proprietary functionality that binds an xml element with an html
element so you can get immediate feedback on your html syntax.

Where Used
Follow thislink to open the data dictionary to view the tables that reference F1_MAP.

Ul Map - Schema

Use this page to maintain a Ul Map's HTML and schema and to see where the Ul Map is used in the system. Open this page
using Admin > System > Ul Map and then navigate to the Schema tab.

Description of Page

The contents of this section describe the zones that are available on this portal.
The General Information zone displays main attributes of the Ul Map.

The HTML Editor zone allows you to edit the HTML document of the map.

NOTE: HTML Definition Tips. A context sensitive"Ul Map Tips" zone is associated with this page to assist you with
the HTML document definition syntax. The "tips" describe good ways to produce simple HTML, however, they are not
an HTML reference. Note that you can use avariety of HTML editors to compose your HTML, which you can then cut
and paste into your Ul map.

NOTE: Providing Help. A tool tip can be used to display additional help information to the user. This applies to section
elements as well asindividual elements on a map. Refer to the tips context sensitive zone for more information on how
to enable and provide Ul map help.

The Schema Designer zone allows you to edit the data schema part of the map. The purpose of the schemais to describe the
data elements being displayed by the map.

NOTE: Schema Definition Tips. The same"UI Map Tips' zone above a so provides a complete list of the XML nodes
and attributes available to you when you construct the map's data schema.

The Schema Usage Tree zone summarizes al cross-referencesto this schema. These may be other schemas, scripts, and
web services. For each type of referencing entity, the tree displays a summary node showing atotal count of referencing
items. The summary node appears if at |east one referencing item exists. Expand the node to list the referencing items and
use their description to navigate to their corresponding pages.
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Ensuring Unique Element IDs for Ul Maps

The following describes how to modify JavaScript code to ensure the proper rendering of unique element IDs for Ul Maps.

The modification is required only for code that renders HTML using a getElementByld() (or similar) function to generate
list IDs and avoid account verification or related errors.

The following sample snippet contains the necessary modifications:

function getEl ement sFronli st (nanePrefix) {
var ret =[];
var el ements = docunent. get El ement sByTagNane(" | NPUT") ;
for(var i=0;i<elenents.length;i++) {
var elem D = elenments[i].id;
if((id) & (id.startsWth(nanePrefix + '_")) {
ret.push(el enents[i]);

}
return ret;

Since IDs aren't necessarily unique in generated Ul Map 1Ds, the code shown above ensures uniqueness at runtime by
appending an underscore and row number (e.g., myField 1, myField_2) for proper handling by Framework in the rendered
HTML, while still allowing you to reference the unmodified 1Ds contained in the generated Ul Map.

A switch in the spl.properties file a so permits you to disable the generation of unique IDs for elementsin agrid (as
described below), though, for standards compliance reasons, it is highly recommended that this switch be left at is default
value.

Property Nanme: spl.runtine.conpatibility.ui MapDi sabl eGener at eUni queHt m | Ds

File Name: spl.properties (under web project in FW

Default Value: false

Accepted Values: true or fal se

Description: This property controls the generation of unique IDs for all input elenents inside a list. Wen t
conpl i ant.

Maintaining Managed Content

The Managed Content maintenance object is used to store content such as XSL files used to create vector charts, JavaScript
include files, and CSSfiles. These files may then be maintained in the same manner asthe HTML in Ul Maps.

The topicsin this section describe the Managed Content portal .

Managed Content - Main

This page is used to define basic information about the content. Open this page using Admin > System > Managed
Content.

Description of Page

Enter a unique name for the content in the M anaged Content field.

Owner indicatesif the content is owned by the base package or by your implementation.

Use Managed Content Type to indicate the type of content, for example, XSLT or JavaScript.
Enter a Description.

Use the Detailed Description to describein detail how thismap is used.
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Managed Content - Schema

This page is used to create and maintain the managed content. Open this page using Admin > System > Managed Content
and then navigate to the Schema tab.

Description of Page
The General Information zone displays the main attributes of the content. The Editor zone allows you to edit the content.

Data Areas

The data area has no business purpose other than to provide a common schema location for re-used schema structures.

It exists solely to help eliminate redundant element declaration. For example, if you have multiple schemas that share a
common structure, you can set up a stand-al one data area schema for the common elements and then include it in each of
the other schemas.

Be aware that a stand-alone data area can hold elements that are mapped to true fields. For example, you might have 50
different types of field activities and all might share a common set of elements to identify where and when the activity
should take place. It would be wise to declare the elements that are common for all in a stand-alone data area and then
includeit in the 50 field activity business objects.

It's strongly recommended that you take advantage of stand-alone data areas to avoid redundant data definition!
CAUTION: Dynamic inclusion! When the system renders a schema, all schemas included within it are expanded

real-time. This means that any change you make to a data area will take effect immediately within all schemasitis
referenced within.

NOTE: Schema Definition Tips. A context sensitive "SchemaTips' zone appears when you open the Data Area page
to assist you with the schema definition syntax. The zone provides a complete list of the XML nodes and attributes
available to you when you construct a schema.

Data areas may be included in a business object that does not define afull Ul map for display or input. Rather, it isusing
auto-rendering by defining Ul attributes in its schemaand via Ul hints.

NOTE: View Ul Rendering. A context sensitive "View Ul Rendering" zone appears on this page. It may be used for a
data areathat is part of abusiness object that is using auto-rendering for the display and input maps. The buttons allow
you to view the rendered Ul for the segment of the schemathat is defined by the data area.

Defining Data Areas

The topicsin this section describe how to maintain Data Areas.

Data Area - Main
Use this page to define basic information about a data area. Open this page using Admin > System > Data Area.
Description of Page

Enter aunique Data Area name and Description. Use the Detailed Description to describe what this data area definesin
detail. Owner indicatesif the data areais owned by the base package or by your implementation (Customer M odification).
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CAUTION: Important! If you introduce a new data area, carefully consider its naming convention. Refer to System
Data Naming Convention for more information.

Click the View Schema to view the data area's expanded schema definition. Doing this opens the schema viewer window.
Click the View XSD hyperlink to view the business object's expanded schema definition in XSD format.

To extend another data area, reference that data areain the Extended Data Area field. By extending a data area you can
add additional elements to a base product data area.

Here's an example of an extended data area:
» The product releases with dataarea A, which contains elements g, b, and c.

 Your implementation creates data area CM-A, which contains element z, and references data area A as the extended data
area

» Atruntime, everywhere dataarea A isincluded it will contain elements a, b, ¢, and z.
Where Used
Follow thislink to open the data dictionary to view the tables that reference F1_DATA AREA.

Data Area - Schema

Use this page to maintain a Data Area's schema and to see where the data area is used in the system. Open this page using
Admin > System > Data Area and then navigate to the Schema tab.

Description of Page

The contents of this section describe the zones that are available on this portal.

The General Information zone displays the main attributes of the data area.

The Schema Designer zone allows you to edit the data area's schema. The purpose of the schemais to describe the structure
and elements of the data area.

NOTE: Schema Definition Tips. A context sensitive "Schema Tips' zoneis associated with this page. The zone
provides a complete list of the XML nodes and attributes avail able to you when you construct a schema.

NOTE: View Ul Rendering. A context sensitive "View Ul Rendering" zone is associated with this page. The zone
is useful for data areas that are to be included in business objects that define the user interface detail using schema
attributes and Ul Hints. The buttons allow you to view the automatically rendered display and input maps.

The Schema Usage Tr ee zone summarizes all cross-referencesto this schema. These may be other schemas, scripts, and
web services. For each type of referencing entity, the tree displays a summary node showing atotal count of referencing
items. The summary node appears if at |east one referencing item exists. Expand the node to list the referencing items and
use their description to navigate to their corresponding pages.

Schema Designer

The Schema Designer is a user-friendly interface for performing the following common schema editing tasks:
 Displaying existing schemas.

 Creating schema elements.

» Moving elements within a schema.

« Adding attribute values.
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The designer provides the ability to toggle between Design View and Sour ce View views by clicking the icons on the
Schema Designer title bar:

5=

The Sour ce View shows the schema elements and their attributes written in the proper syntax.

In the graphical Design View mode, the zone is split into two areas. The left pane displays the elements of the schemain a
tree-like presentation, while the right pane displays all valid attributes and values for selected schema elements.

The following points highlight some functionality available in the design view.

+ If the schema definition refers to another schemausing an “include” statement, one can expand that schemain the left
panel to view the elements within that schema. Clicking an element in that expanded view shows information about the
element’ s definition in the right panel. Changes cannot be made to elementsin this view.

» To move an existing element within the schemain the left panel, ssimply drag and drop.

» Right clicking an element in the left panel causes a pop-up to display which offers options based on the position of the
element clicked on and based on the type of element.

« Add element above | below
» Deéletethiselement

« Movethiselement up | down
« Add child element

When adding a new element, you are prompted for the element type. The following lists the possible element types. Most
are self explanatory and represent standard schema options.

» Comment. This adds a comment to the schema.

» Embedded HTML. Thisis specific to a schema enabled for Ul Hints. It is used to include a Ul map fragment.
« Field

+ Flattened Field

« Flattened List

» Group

* Include BO Schema

* Include BS Schema

 Include DA Schema

¢ Include Map Schema

* Include SS Schema

» Input Map Title. Thisis specific to a schema enabled for Ul Hints. It is used to define atitle element for the map.
o List

» Nested Flattened Field. Thisisaflattened field from a child table.

» Raw Element. This element is used to capture text asis. It istypically used to capture an XML structure without any
details of the definition of the individual nodes.

» Section. Thisis specific to a schemaenabled for Ul Hints. It is used to define a section within the map.
» SimpleField. Thisisaspecial type of Field element that is used to define an element that is mapped to an XML column.

Context-sensitive embedded help is provided for fields and controlsin the right pane by clicking the Help icon @

Oracle Utilities Customer Care and Billing Administrative User Guide « 155



You can aso use links in the Schema Tips zone in the dashboard area to open a navigable Help window containing
schemarrelated topics and tips. To search topic content, press Ct r | +F when the Schema Tips Help window has focus.

The Schema Designer is available by choosing the Schema tab on the Business Object, Data Area, Ul Map, Business
Service, and Script pages.

Schema Viewer

The schema viewer shows atree-view presentation of a schemain its expanded form.

The schemaillustrates the structure to be used when communicating with the schema's associated object. The following
takes place when a schema is expanded:

« If the schema definition includes references to other schemas, these references are replaced with the corresponding
schema definitions.

» Also, if the schema definition contains private elements, they are omitted from this view.

Clicking on any node on the tree popul ates the text box on the top with the node's absolute X Path expression. Y ou will find
this feature very useful when writing scripts interacting with schema-based objects. Scripting often involves referencing
elementsin a schema-based XML document using their absolute X Path expression. Y ou can use this feature on the schema
viewer to obtain the X Path expression for an element and copy it over to your script.

Business Event Log

Business Event Log may be viewed as atool designed to capture any type of business event worth noting. Y ou configure
business objects to represent the various types of events your application calls for. The following type of details may be
captured for each event:

» The business abject representing the type of event.

» The date and time the event took place and who initiated it.
» The business entity for which this event islogged.

» Standard application message to describe the event.

» Additiona context information that is available at the time of the event and varies for each type of event. The Business
Event Log maintenance object supports a standard characteristics collection as well asan XML storage (CLOB) field.
The event's business object determines where each piece of information resides. Refer to Business Objects for more
information.

One common type of event may be the audit of changes made to sensitive data, for example, tracking an address change.
Whenever an entity associated with a business object is added, changed, or deleted the system summarizes the list of
changes that took place in that transaction and hands them over to Audit business object algorithms to process. Y ou may
design such an algorithm to audit the changes as business event logs. Refer to a business object may define business rules
for more information.

You can aso alow users to initiate business event logs to capture important notes about a business entity by exposing a
BPA Script to invoke the event's corresponding business object.

Bottom line is that any process can create a business event log by invoking the business object representing the appropriate
type of event.

Where Used
Follow thislink to open the data dictionary where you can view the tables that reference F1_BUS EVT_LOG.
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To Do Lists

Certain events that occur within the system will trigger messages describing work that requires attention. For example, if a
bill segment has an error, the system generates a To Do message to alert the person responsible for correcting such errors.

Each type of message represents a To Do list. For example, there are To Do lists for bill segment errors, payment errors,
customer contact reminder, etc.

Werefer to each message asaTo Do Entry. Each To Do entry is assigned a specific To Do Role. The role defines the users
who may work on the entry. A To Do entry hasa To Do log that maintains record of the progress on the To Do entry. For
example, the To Do log indicates when the To Do entry was created, when it was assigned to a user and to whom it was
assigned, and when and by whom it was completed.

FASTPATH: Refer to To Do Processing for adescription of end-user queries and tools assisting in reviewing, assigning
and processing To Do entries.

The Big Picture of To Do Lists

The topics below provide more information about To Do configuration.

To Do Entries Reference A To Do Type

Every To Do entry references a To Do type. The To Do type controls the following functions:
» TheTo Do list on which the entry appears.

» The page into which a user is taken when they drill down on an entry.

» The message that appearsin the user's To Do list. Note this message can be overridden for specific To Do messages by
specifying a different message number in the process that creates the specific To Do entry. For example, the process that
creates To Do entries associated with bill segmentsthat arein error displays the error message rather than a generic "bill
segment isin error' message.

» TheTo Dolist's sort options. Sort options may be used on the To Do list page to sort the entriesin a different order. For
example, when a user looks at the bill segment error To Do list, they have the option of sorting it in error number order,
account name order, or in customer class order. Note the default sort order is also defined on To Do type.

»  Whether (and how) the To Do entry is downloaded to an external system (e.g., an email system).

» Therolesto which an entry may be reassigned.

» Thedefault priority of the To Do list in respect of other To Do lists.

» TheTo Do list's usage, which indicates whether a To Do of that type may be created manually by a user.
» Theagorithms used to perform To Do list specific business rules.

» The characteristics applicable to the To Do list.

To Do Entries Reference A Role

Every To Do entry references arole. The role defines the users who may be assigned to Open entries.

The permissible roles that may be assigned to a To Do entry are defined on the entry's To Do type. After an entry is created,
its role may be changed to any role defined as valid for the entry's To Do type.
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An entry'sinitia roleis assigned by the background process or algorithm that creates the entry. Because you can create your
own processes and algorithms, there are an infinite number of ways to default an entry's role. However, the base package
processes and algorithms use the following mechanisms to default an entry'srole:

» The system checksif an entry's message category / number is suppressed (i.e., not created). If so, the entry is not created.
Refer to To Do Entries Can Be Rerouted Or Suppressed Based On Message Number for more information.

» The system checksif an entry's message category / number is rerouted to a specific role. If so, it defaultsthisrole. Refer
to To Do Entries Can Be Rerouted Or Suppressed Based On Message Number for more information.

» Your specific product may introduce additional criteriafor assigning arole, for example perhaps important accounts are
assigned to akind of account management group and the account management group includes configuration for special
role for certain To Do types. Refer to Set Additional Information Before a To Do is Created for more information.

» If aRole wasn't determined in one of the previous steps and a Role is provided by the initiating process, the entry is
created with that Role.

« If the entry does not have arole after the above takes place, the entry's To Do type's default role is assigned to the entry.

NOTE:

At installation time, the system provides a default role assigned to the system To Do types when first installed called
F1 DFLT. Thisisdone to allow testing of the system prior to implementing of appropriate To Do roles for your
organization. The recommendation isto configure all the To Do Types with appropriate business oriented To Do
roles once they are defined.

CAUTION: Important! Most organizations have the notion of a supervisor who is responsible for al entries assigned to
agivenrole. It'simportant for this user (or users) to be part of all such roles. Refer to To Do Supervisor Functions for
information about transactions that can be used by supervisorsto review and assign work to users.

To Do Entries Can Be Rerouted (Or Suppressed) Based On Message
Number

Consider the To Do type used to highlight bill segmentsthat arein error. To Do entries of this type reference the specific
bill segment error number so that the error message can be shown when the Bill Segmentsin Error To Do list is displayed.

NOTE: Message Category / Message Number. Every error in the system has a unique message category / number
combination. Refer to The Big Picture of System Messages for more information about message categories and
numbers.

If you want specific types of errors to be routed to specific users, you can indicate such on the To Do type. For example, if
certain bill segment errors are always resolved by a given rate specialist, you can indicate such on the To Do type. You do
this by updating the To Do type's message overrides. On this page you specify the message category / number of the error
and indicate the To Do role of the user(s) who should work on such errors. Once the To Do typeis updated, al new To Do
entries of thistype that reference the message number are routed to the desired role.

NOTE: Reroute versus suppression. Rather than reroute an entry to a specific role, you can indicate that an entry with
a given message number should be suppressed (i.e., hot created). Y ou might want to do thisif you have alarge volume
of certain types of errors and you don't want these to clutter your users To Do lists.

Obviously, you would only reroute those To Do types that handle many different types of messages. In other words, if the
To Do type already references a specific message category / number rerouting is not applicable.

We do not supply documentation of every possible message that can be handled by a given To Do type. The best way to
build each To Do type's reroute list is during the pre-production period when you're testing the system. During this period,
compile alist of the messages that should be routed to specific roles and add them to the To Do type.
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Keep in mind that if a message number / category is not referenced on a To Do type's reroute information, the entry is
routed as described under To Do Entries Reference A Role.

NOTE: Manually created To Do entries cannot bererouted or suppressed. The rerouting occurs as part of the
batch process or agorithm processing when the To Do is created. The role or user to whom amanua To Do should be
assigned is specified when the To Do is created online. A manually created To Do may also be forwarded to another
user or role.

The Priority Of A To Do Entry

Some To Do entries may be more urgent to resolve than others. A To Do entry is associated with a priority level
representing its relative processing order compared to other entries.

Priority level isinitially assigned as follows:

» If aCalculate Priority plug-in is defined on the To Do entry's type, the system calls it to determine the entry's priority.
Y ou may want to use this method if an entry's priority is based on context or time-based factors. For example, when
priority takes into consideration account specific attributes. When applicable, you may design a process that triggers
priority recalculation of To Do entries"at will". For example, when priority is reassessed periodically based on factors
externa to the To Do entry'sinformation. Refer to To Do Type for more information on priority calculation algorithms.

 If apriority value has not been determined by a plug-in, the system defaults a To Do entry'sinitial priority to the value
specified on itstype.

A user may manually override a To Do entry's priority at any time. Notice that once a To Do entry's priority is overridden,
Calculate Priority plug-ins are no longer called so as to not override the value explicitly set by the user.

NOTE: The system does not use priority values to control order of assignment nor processing of To Do entries. Priority
isavailableto assist your organization with supporting a business practice that ensures higher priority issues are worked
on first.

Working On A To Do Entry

A user can drill down onaTo Do entry. When a user drills down on an entry, the user is transferred to the transaction
associated with the entry. For example, if auser drills down on abill segment error entry, the user is taken to the Bill
Segment - Main page. Obviously, the page to which the user is taken differs depending on the type of entry.

It isalso possible to configure the To Do type to launch a script when a user drills down on an entry rather than taking
the user to atransaction. The script would walk the user through the steps required to resolve the To Do entry. Refer to
Launching Scripts When A To Do Is Selected for more information.

After finishing work on an entry, the user can mark it as Complete. Completed entries do not appear on the To Do list
queries (but they are retained on the database for audit purposes). If the user cannot resolve the problem, the user can
forward the To Do to another user.

Launching Scripts When A To Do Is Selected

Users can complete many To Do entries without assistance. However, you can set up the system to launch a script when a
user selectsa To Do entry. For example, consider a To Do entry that highlights a bill that'sin error due to an invalid mailing
address. Y ou can set up the system to execute a script when this To Do entry is selected by a user. This script might prompt
the user to first correct the customer's default mailing address and then re-complete the bill.

A scriptislinked to a To Do type based on its message number using the To Do type's message overrides. Refer to
Executing A Script When A To Do Is Selected for more information.

Oracle Utilities Customer Care and Billing Administrative User Guide « 159



To Do Entries Have Logs

Each To Do entry hasa To Do log that maintains a record of the To Dao's progress in the system. For example, the To Do
log indicates when the To Do entry was created, when it was assigned to a user and to whom it was assigned, and when and
by whom it was completed. Users can view the log to see who assigned them a particular To Do and whether any work has
aready been done on the To Do.

A log entry is created for al actionsthat can be taken on aTo Do entry. Log entries are created for the following events:
» A ToDoentry iscreated (either by the system or by a user)

» A To Do entry iscompleted (either by the system or by a user)

e A user takes an open To Do entry

» A supervisor assignsaTo Do entry

» A user forwards an entry to another user or role

» A user sends back aTo Do to the user who forwarded it

» A user manually adds alog entry to record details about the To Do's progress

» A user manually overrides the To Do entry's priority

FASTPATH: For information about the contents of log entries for each of the events, refer to Log Entry Events.

How Are To Do Entries Created?
A To Do Entry may be created in the following ways:

e A background process can create To Do Entries.

» An algorithm can create entries of a given type. Because the use of algorithmsis entirely dependent on how you
configure the control tables, the number of types of such entries is indeterminate.

» A user can create entries of To Do types that have a M anual usage. Refer to To Do Entries Created Manually for
information about setting up manual To Do types.

For any base product process that includes logic to create a To Do entry, the system supplies a sample To Do type that may
be used. Although the To Do types provided by the product are system data, the following information related to each To
Do type may be customized for an implementation and is not overwritten during an upgrade:

» Thecreation process. If the To Do is created by a background process where the background processis referenced on a
To Do type. Refer to To Do Entries Created By Background Processes for more information.

» Therouting process. Refer to To Do Entries May Be Routed Out of the System for more information.
e Thepriority. Refer to To Do Type - Main for more information.
» The rolesthat may be associated with the To Do type. Refer to To Do Entries Reference a Role for more information.

» The message override information. Refer to To Do Entries Can Be Rerouted (Or Suppressed) and Launching Scripts
When a To Do Is Selected for more information.

To Do Entries Created By Background Processes

There are different types of To Do entries created by background processes:

» To Do entries created by dedicated To Do background processes

» To Do entries created for object-specific errors detected in certain background processes
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» To Do entries created based on a specific condition

Dedicated To Do Background Processes

There are To Do entries that are created by system background processes whose main purpose is to create To Do entries
based on a given condition. For these background processes, the To Do Type indicates the creation background process.

NOTE: If you don't schedule the background process, the entrieswill NOT be created! The To Do entries of this
type will only be created if you have scheduled the associated background process. Therefore, if you want the system to
produce a given entry, schedule the background process.

To Dos Created for Object-Specific Error Conditions

A system background process may create a To Do entry when an error is detected during object-specific processing and it is
not possible to create an exception record. (I.e., either no exception record exists for the process or the error is not related to
the entity reported in the exception record.)

For these background processes, the To Do Type must reference the creation background process. To have the system create
To Do entries for some or all of the errors generated by one of these processes, you must do the following:

 If you want the system to generate To Do entries for errors detected by one of the background processes below, go to the
appropriate To Do type and populate the creation background process.

« If you want the system to generate To Do entries for some errors for the process, but not for al errors, populate the
creation background process and then proceed to the message overrides tab to suppress certain messages. To this by
indicating the message category and message humber you want to suppress. Any error that is suppressed is written to the
batch run tree.

If you do not populate the creation background process, the errors are written to the batch run tree.
NOTE: Errorsreceived while creating a To Do entry. If the background process cannot successfully create aTo Do

entry to report an object-specific error, the error is written to the batch run tree along with the error encountered while
attempting to create the To Do entry.

NOTE: System errorsarenot included. To Do entries are not created for a system error, for example an error related
to validation of input parameter. These errors are written to the batch run tree. Refer to Processing Errorsfor more
information.

To Dos Created by Background Processes for Specific Conditions

There are some system background processes that create a To Do entry when the process detects a specific condition that
auser should investigate. For each background process, the To Do typeis an input parameter to the process. The system
provides To Do types for each base package background process that may create a To Do entry.

NOTE: No Creation Process. These To Do types do not need (and should not have) a Creation Process specified.

To Do Entries Created By Algorithms

There are To Do entries that are created by algorithm types supplied with the base package. The system suppliesaTo Do
Type for each of these To Do entries that you may use.

If you want to take advantage of these types of entries for system algorithm types, you must do the following:
e Create an algorithm:
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» Thisagorithm must reference the appropriate Algorithm Type.

» These algorithms have a parameter of the To Do Type to be created. Y ou should specify the To Do Type indicated in
the table.

» Plug the agorithm into the respective control table.

To Do Entries Created Manually

Y ou must set up manual To Do entry typesif you want your users to be able to create To Do entries online. Users may
create amanual To Do entry as areminder to themselves to complete atask. Online To Do entries may also be used like
electronic help tickets in the system. For example, if auser is having a problem starting service, the user can create aTo Do
that describes the problem. The To Do can be assigned to a help resolution group that could either resolve the problem or
send the To Do back to the initiating user with information describing how to resolve the problem.

If you want to take advantage of manual To Do entries, create a To Do type and specify the following information.
On theMain tab:

» SettheTo Do Type Usage flag to Manual.

» Set the Navigation Option to toDoEntryMaint (To Do entry maintenance).

» Set the Message Category and M essage Number to the message you want to be used for To Do entries of thistype. The
system will populate the message parameter with the Subject. To show only the subject in the To Do’'s message, use a
message with “%1” asits text.

On the Roles tab:

» Specify the To Do roles that may be assigned to To Do entries of this type.

 Indicate the To Do role that should be defaulted when you create To Do entries of thistype.
On the Sort Keystab:

When auser adds amanual To Do entry, the system creates an entry with three sort key values. (Sort keys may be used on
the To Do list page to sort the entriesin a different order.) The To Do type should be set up to reference the sort keys as
follows:

Sequence Description

1 Created by user ID

2 Created by user name
3 Subject

We recommend that the keys have an Ascending sort order and that the Subject is made the default sort key.

NOTE: Itis possibleto define additional sort keys and use a To Do Post Processing algorithm to populate the values. In
this case, the base sort keys defined above should still be defined.

On theDrill Keystab:

When a user adds amanual To Do entry, it is created with adrill key value equal to the To Do entry's ID. When the user
clicks the Go To button next to the message in the To Do list, the system uses the drill down application service (defined on
the main tab) and the drill key to display the associated To Do entry.

The To Do type must be set up with adrill key that reference the To Do entry table and the To Do entry ID:

Sequence Table Field
1 CI_TD_ENTRY TD_ENTRY_ID
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The Lifecycle Of A To Do Entry

The following state transition diagram will be useful in understanding the lifecycle of a To Do entry.

ToDo Entry - State Transition

Open
“\‘
Being
Worked On a
T Complete

A To Do entry istypically created in the Open state. Entries of this type can be viewed by all users belonging to the entry's
role. Refer to How Are To Do Entries Created? for information about how entries are created.

An Open entry becomes Being Worked On when it is assigned to a specific user or when a user proactively assumes
responsibility for the entry. While an entry is Being Worked On, it isvisible on the To Do Summary page only by the user
whoisassigned toit.

NOTE: To Do entries may be created in theBeing Worked Onstate. Some To Do background processes may create
To Do entriesin the Being Worked On state. When auser adds a To Do entry online and assigns the To Do to a user
(as opposed to arole), the To Do entry is also created in the Being Worked On state.

A Being Worked On entry may be forwarded to adifferent user or role. If the entry isforwarded to arole, it becomes
Open again.

When an entry becomes Complete, it isno longer visible in the To Do list queries (but it remains on the database for audit
purposes). There are two ways an entry can become Complete:
» A user can manualy indicate it is Complete (there are several waysto do this).

» For To Do entriesthat are logically associated with the state of some object, the system automatically marks the entry
Complete when the object is no longer in the respective state. For example, an entry that's created when an account
doesn't have a bill cycleis completed when the account has a bill cycle.

CAUTION: Important! The automatic completion of To Do entries occurs when the background process responsible for
creating entries of agiven type is executed. Therefore, if you only run these processes once per day, these entriesremain
Being Worked On even if the object is no longer in the respective state.

Linking Additional Information To A To Do Entry

Additional information may be linked to a To Do entry using characteristics. For example, when creating a manual To Do
entry, auser may define the account related to the To Do.

When creating an automatic To Do entry, the program that generates the To Do may link related datato the To Do using
characteristics. Use system algorithmto link related entities. For manually created To Dos, the valid characteristic types
that may be linked to the To Do entry must be defined on the To Do type for that To Do entry.

If your To Do entries reference characteristics that are related to your global context data, you may want to configure an
Alertsto display an alert if arelated entry is Open or Being Worked On.
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Implementing Additional To Do Entry Business Rules

If your business practice calls for additional validation rules or processing steps to take place after aTo Do Entry is created
or updated, you may want to take advantage of the To Do Post Processing plug-ins defined on To Do type.

For example, you may want to validate that To Do entries are only assigned to users with the proper skill levels needed to
resolve them. Refer to F1-VAL-SKILL for a sample algorithm handling such validation.

To Do Entries May Be Routed Out Of The System

A To Do type can be configured so that its entries are interfaced to another system.

For example, agiven To Do type can be configured to create an email message whenever anew To Do entry is created. The
following points describe how to do this:

» Define the name of the background process responsible for interfacing the new To Do entries to another system on the
respective To Do type. The base package contains a batch process called F1-TDEER that can be used for most situations.
This batch process invokes the Exter nal Routing algorithms defined on each entry's To Do type.

» Plug in an appropriate External Routing agorithm on the respective To Do type. Thelogic in this type of algorithm
performs the interface efforts for a specific To Do entry. For example, if an email message should be created for aTo Do
entry, the logic in the algorithm would compose and send the email message(s) for a specific To Do entry.

Click here to see the agorithm types available for this system event.

Periodically Purging To Do Entries

Completed To Do entries should be periodically purged from the system by executing the F1-TDPG background process.
This background process offers you the following choices:

» Youcan purge al To Do entries older than a given number of days.

» You can purge To Do entries for a specific list of To Do typesthat are older than a given number of days.

» Youcan purge al To Do entries except for a specific list of To Do types that are older than a given number of days.

We want to stress that there is no system constraint as to the number of Completed To Do entries that may exist. You can
retain these entries for aslong as you desire. However, you will eventually end up with avery large number of Completed
entries and these entries will cause the various To Do background processes to degrade over time. Therefore, you should
periodically purge Completed To Do entries as they exist only to satisfy auditing and reporting needs.

NOTE: Different retention periodsfor different typesof To Do entries. Keep in mind that the purge program allows
you to retain different types of entries for different periods of time.

Setting Up To Do Options

The topicsin this section describe how to set up To Do management options.

Installation Options

The following section describes configuration setup on the installation options.
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To Do Information May Be Formatted By An Algorithm

A To Do Information algorithm may be plugged in on the installation record to format the standard To Do information
that appears throughout the system. This algorithm may be further overridden by a corresponding plug-in on the To Do

Type.

Set Additional Information Before A To Do Is Created

A To Do Pre-creation agorithm may be plugged in on the installation record to set additional information for aTo Do
entry beforeit is created. Algorithms of this type are used for two common purposes:

» Linking context specific datato the To Do entry using characteristics. For example, Oracle Utilities Customer Care
and Billing provides an algorithm that attemptsto link arelated person, account, premise, service agreement or service
point to a To Do entry based onits drill key value. Note, before you can set up this algorithm, you must define the
characteristic types that you'll use to hold each of these entities. Also note that it is not necessary to define these
characteristics as valid characteristic types on the To Do type.

» Overriding the Role of a To Do entry based on specific configuration related to the To Do’ s context data. For example,
Oracle Utilities Customer Care and Billing provides an algorithm to determine a To Do role based on overrides related to
the account’ s account management group or division.

Alerts

If your To Do entries reference characteristics related to your global context data and your product supports dashboard
alerts generated by algorithms, you may want configure an algorithm to display an aert if the entry is Open or Being
Worked On for the data currently in context.

Refer to your product’ s documentation to determine if these types of aerts are supported.

Next Assignment Algorithm

If your organization optsto use the next assignment feature supported by the Current To Do dashboard zone, you need to
plug-in aNext To Do Assignment algorithm into the installation options to determine the next To Do entry the user should
work on. Make sure you provide users with security access rights to the zone's next assignment action.

FASTPATH: Refer to the Current To Do zone for more information.

Messages

Y ou need only set up new messages if you use algorithms to create To Do entries or prefer different messages than those
associated with the base package's To Do types.

Feature Configuration

The base package is provided with a generic Activity Queue Management Feature Configuration type. Y ou may want
to set up afeature configuration of this type to define any To Do management related options supporting business rules
specific to your organization.

For example, the base package provides the following plug-ins to demonstrate a business practice where To Do entries are
only assigned to users with the proper skill levels to work on them.
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e Thebase To Do Post Processing To Do Type algorithm F1-VAL-SKILL validates that a user has the necessary skill
levels required to work on agiven To Do entry.

» The base Next To Do Assignment installation options algorithm F1-NEXT-ASSG only assigns To Do entries to

users that have the proper skills to work on them. This plug-in isonly applicableif your organization practices work
distribution "on demand.”

Y ou must set up such an Activity Queue M anagement feature configuration if you want to use any of the above base
package plug-ins.

The following points describe the various Option Types provided with the base package:

 SKill. This option provides areference to a skill category. For example, if you were using characteristics to represent skill
categories then you should reference each characteristic type using this option.

» Override Skill. This option provides an override skill information reference for a specific message. For example, if you
were using a To Do Type characteristic to specify an override skill category and level for a specific message category /
number then you would reference this characteristic type using this option.

NOTE: Skill Setup. Refer to the description of the above base package algorithms for further details on how to setup
skill level information.

NOTE: More Options. Your implementation may define additional options types. Y ou do this by add new lookup
values to the lookup field FIQM_OPT_TYP_FLG.

NOTE: Only one. The system expects only one Activity Queue M anagement feature configuration to be defined.

Defining To Do Roles

This section describes the control table used to maintain To Do roles.

To Do Role - Main

The Main page is used to define basic information about a To Do role.
To maintain thisinformation, select Admin > General > To Do Role.
Description of Page

Enter aunique To Do Role and Description for the To Do role.

The grid contains the ID of each User that may view and work on entries assigned to thisrole. The First Name and Last
Name associated with the user is displayed adjacent.

NOTE: System Default Role. The system supplies adefault role F1 DFLT linked to each system To Do type. Thisis
done so that To Do functionality may be tested prior to the creation of appropriate business oriented To Do roles.
Where Used
Follow thislink to view the tables that reference CI_ROLE in the data dictionary schema viewer.

In addition, various “type”’ objects or algorithms may reference a To Do role to use when creating a To Do for agiven
business scenario. Thisis dependent on your specific product.
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To Do Role - To Do Types

The To Do Types page defines the To Do types that may be viewed and worked on by users belonging to agiven To Do
role.

To maintain this information, select Admin > To Do Role> Search and navigate to the To Do Types page.
Description of Page

Enter the ID of each To Do Type whose entries may be viewed and worked on by therole.

Use As Default isadisplay-only field that indicatesif theroleis assigned to newly created entries of thistype. Y ou may
define the default role for agiven To Do type on the To Do Type maintenance page.

CAUTION: If you remove aTo Do type wherethisrole is the default, you must define a new role as the default for the
To Do type. You do this on the To Do Type maintenance page.

Defining To Do Types

This section describes the control table used to maintain To Do types.

To Do Type - Main
The Main pageis used to define basic information about a To Do type.

FASTPATH: Referto The Big Picture Of To Do Lists for more information about To Do types and To Do listsin
general.

To maintain thisinformation, select Admin > General > To Do Type.

CAUTION: Important! If you introduce a To Do type, carefully consider its naming convention. Refer to System Data
Naming Convention for more information.

Description of Page

Enter aunique To Do Type and Description for the To Do type.

Owner indicatesif thisentry is owned by the base package or by your implementation (Customer M odification).
Use the Detailed Description to provide further details related to the To Do Type.

Enter the default Priority of To Do entries of thistype in respect of other To Do types. Refer to The Priority Of A To Do
Entry for more information.

For To Do Type Usage, select Automatic if To Dos of thistype are created by the system (i.e., a background process or
algorithm). Select Manual if auser can create a To Do of thistype online.

Define the Navigation Option for the page into which the user is transferred when drilling down on a To Do entry of this
type.

Use Creation Process to define the background process, if any, that is used to manage (i.e., create and perhaps complete)
entries of thistype. A Creation Process need only be specified for those To Do types whose entries are created by a
background process. Refer to To Do Entries Created By Background Processes for more information.

Use Routing Process to define the background process that is used to download entries of a given typeto an external
system, if any. A Routing Process need only be specified for those To Do types whose entries are routed to an external
system (e.g., an Email system or an auto-dialer). Refer to To Do Entries May Be Routed Out Of The System for more
information.
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Use M essage Category and M essage Number to define the message associated with this To Do type's entries. Note:
this message will only be used if the process that creates the To Do entry does not supply a specific message number. For
example, the process that creates To Do entries that highlight bill segments that are in error would not use this message;
rather, the entries are marked with the message associated with the bill segment's error.

Use the characteristics collection to define a Characteristic Type and Characteristic Value common to all To Do entries
of thistype. Y ou may enter more than one characteristic row for the same characteristic type, each associated with a unique
Sequence number. If not specified, the system defaults it to the next sequence number for the characteristic type.

Where Used
Follow thislink to view the tables that reference CI_TD_TYPE in the data dictionary schema viewer.

To Do Type - Roles

The Roles page defines the roles who may view and work on entries of agiven To Do type.

To maintain thisinformation, select Admin > To Do Type> Search and navigate to the Roles page.

Description of Page

Enter each To Do Role that may view and work on entries of a given type. Turn on Use as Default if the role should be
assigned to newly created entries of thistype. Only one role may be defined as the default per To Do type.

FASTPATH: Refer to To Do Entries Reference A Role for more information about roles and To Do entries.

To Do Type - Sort Keys

The Sort K eys page defines the various ways a To Do list's entries may be sorted. For example, when you look at the
bill segment error To Do List, you have the option of sorting the entriesin error number order, account name order, or in
customer class order.

To maintain thisinformation, select Admin > To Do Type> Search and navigate to the Sort K eys page.

CAUTION: Do not change this information unless you are positive that the process/ algorithm that creates entries of a
given type stores this information on the entries.

Description of Page

The following fields display for each sort key.

Sequenceisthe unique ID of the sort key.

Description isthe description of the sort key that appears on the To Do list.

Use as Default indicates the default sort key (the one that isinitially used when a user opensaTo Do list). Only one sort
key may be defined as the default per To Do type.

Sort Order indicates whether the To Do entries should be sorted in Ascending or Descending order when this sort key is
used.

Owner indicatesif thisentry is owned by the base package or by your implementation (Customer M odification).

To Do Type - Drill Keys

The Drill Keys page defines the keys passed to the application service (defined on the Main page) when you drill down on
an entry of agiven type.

To maintain thisinformation, select Admin > To Do Type> Search and navigate to the Drill Keys page.
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CAUTION: Do not change thisinformation unless you are positive that the process/ algorithm that creates entries of a
given type stores this information on the entries.

Description of Page

Navigation Option shows the page into which the user is transferred when drilling down on a To Do entry of thistype.
Thefollowing fields display for each drill key.

Sequenceisthe unique ID of the drill key.

Tableand Field are passed to the application service when you drill down on an entry of agiven type.

Owner indicatesif thisentry is owned by the base package or by your implementation (Customer M odification).

To Do Type - Message Overrides

The Message Overrides pageis used if you want To Do entries that reference a given message category / number to be
routed to a specific To Do role (or suppressed altogether) or if you want to associate a script to a given message category /
number.

FASTPATH: Referto To Do Entries Reference A Role and To Do Entries Can Be Rerouted Or Suppressed for more
information.

To maintain thisinformation, select Admin > To Do Type> Search and navigate to the M essage Overrides page.
Description of Page

The following fields display for each override.

M essage Category and Number allow the message to be overridden.

Exclude To Do Entry indicatesif aTo Do entry of thistype that references the adjacent M essage Category and Number
should NOT be created.

Override Roleindicates the to do role to which a To Do entry of this type that references the adjacent M essage Category
and Number should be addressed. Thisfield is protected if Exclude To Do Entry ison.

Script indicates the script that should execute when a user drills down on a To Do entry of this type that references the
adjacent M essage Category and Number. Thisfield is protected if Exclude To Do Entry ison. Refer to Working On A To
Do Entry for more information.

To Do Type - To Do Characteristics

The To Do Characteristics page defines characteristics that can be defined for To Do entries of thistype. The characteristic
types for characteristics that are linked to the To Do entry as aresult of a pre-creation algorithm do not need to be defined
here.

To maintain thisinformation, select Admin > To Do Type> Search and navigate to the To Do Char acteristics page.
Turn on the Required switch if the Characteristic Type must be defined on To Do entries of thistype.

Enter aCharacteristic Value to use as the default for agiven Characteristic Type when the Default switch isturned on.
Use Sequence to control the order in which characteristics are defaulted.

To Do Type - Algorithms
The To Do Algorithms page defines the algorithms that should be executed for agiven To Do type.
To maintain thisinformation, select Admin > To Do Type> Search and navigate to the Algorithms page.
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Description of Page

The grid contains Algorithms that control important To Do functions. If you haven't already done so, you must set up the
appropriate algorithms in your system. Y ou must define the following for each algorithm:

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of al
possible events).

» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

The following table describes each System Event.

System Event Optional / Required Description

Calculate Priority Optional Algorithms of this type may be used to
calculate a To Do entry's priority. They are
called initially when a To Do entry is created
and each time it gets updated so long as
the To Do entry's priority has not been
manually overridden. Once overridden, these
algorithms are not called anymore.

Note that it is not the responsibility of the
algorithms to actually update the To Do entry
with the calculated priority value but rather
only return the calculated value. The system
carries out the update as necessary.

If more than one algorithm is plugged-in the
system calls them one by one until the first to
return a calculated priority.

Click here to see the algorithm types available
for this system event.

External Routing Optional Algorithms of this type may be used to route a
To Do entry to an external system.

The base package F1-TDEER background
process invokes the algorithms for every To
Do entry that its type references the process
as the Routing Process and that the entry
was not already routed. The background
process marks an entry as routed by updating
it with the batch control's current run number.

If more than one algorithm is plugged-in the
batch process calls them one by one until the
first to indicate the To Do entry was routed.

Click here to see the algorithm types available
for this system event.

To Do Information Optional We use the term "To Do information” to
describe the basic information that appears
throughout the system to describe a To
Do entry. The data that appears in "To
Do information” is constructed using this
algorithm.

Plug an algorithm into this spot to override the
"To Do information" algorithm on installation
options or the system default "To Do
information"” if no such algorithm is defined on
installation options.

Click here to see the algorithm types available
for this system event.

To Do Post-Processing Optional Algorithms of this type may be used to
validate and/or further process a To Do entry
that has been added or updated.

Click here to see the algorithm types available
for this system event.
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List of System To Do Types

The To Do types available to use with the product are found in the To Do Type page. In addition, they may be viewed in
the application viewer's To Do type viewer. If your implementation adds To Do types, you may regenerate the application
viewer to see your additions reflected there.

Implementing The To Do Entries

To enable the To Do entries visible in the To Do Type page and application viewer, you must configure the system as
follows:

» Definethe To Do roles associated with each To Do type and link the appropriate users to them. Once you have defined
the roles appropriate for your organization's To Do types, remove the reference to this system default role F1 DFLT.
Refer to To Do Entries Reference A Role for more information.

» Forany To Do Typethat is provided for a specific background process, the To Do simply needs to reference the
appropriate Creation Background Process. When the background processis scheduled, To Dos are created based on
the logic of the related background process. This appliesto To Dos Created for Object-Specific Error Conditions and
Dedicated To Do Background Processes.

» For any To Do Typethat is provided for creation by an algorithm or other process, there may be configuration required
to populate that To Do type as an algorithm parameter or as an attribute on a control table.

NOTE: Refer to the description of the To Do type for more information.

Background Processes

This chapter covers various topics related to background processes. Besides providing an overview of background process
functionality, the various tools available within the application to define, submit and monitor background processes are
covered.

NOTE: Your specific source application may have additional background process topics. Please refer to the
documentation section that applies to your source application for more information.

The Big Picture of Background Processes

This section describes various topics related to the background processes that perform many important functions throughout
your product such as:

» Processing To Do Entries

» Monitor processes that select recordsin a given state to progress them to their next state in their lifecycle
» Processes that purge data

» Processesthat extract data

« And many more...
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Background Processing Concepts

While the system relies on a scheduler to secure and execute its background processes, there are additional issues that you
should be familiar with:

» Batch control records are used for the following purposes:

Define the code that executes the logic associated with the background process.

For processes that extract information, the batch control record defines the next batch number to be assigned to

new records that are eligible for extraction. For example, the batch control record associated with the process that
routes To Do entriesto an external system defines the next batch number to be assigned to new To Do entries that are
configured with this batch control. When this To Do external routing process next runs, it selects all To Do entries
marked with the current batch number (and increments the next batch number).

The batch control record for each background process organizes audit information about the historical execution of
the background process. The system uses thisinformation to control the restart of failed processes. Y ou can use this
information to view error messages associated with failed runs.

Many processes have been designed to run in parallel in order to speed execution. For example, the process that
applies updates for a migration data set import for CMA can be executed so that multiple "threads" are processing a
different subset of records (and multiple threads can execute at the same time). Batch control records associated with
this type of process organize audit information about each thread in every execution. The system uses this information
to control the restart of failed threads. Refer to Parallel Background Processes for more information.

Some processes define extra parameters. These parameters are defined with the batch control. Default values may also
be captured for each parameter. They will be used when the background process is submitted on-line.

The following diagram illustrates the relationships that exist for batch control records.
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Results of each batch run can be viewed using the Batch Run Tree page.

Parameters Supplied To Background Processes

All background processes receive the following parameters.
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Batch code. Batch code is the unique identifier of the background process.

Batch thread number. Thread number is only used for background processes that can be run in multiple parallel
threads. It contains the relative thread number of the process. For example, if the billing process has been set up to runin
20 paradlel threads, each of the 20 instances receives its relative thread number (1 through 20). Refer to Optimal Thread
Count for Parallel Background Processes for more information.

Batch thread count. Thread count is only used for background processes that can be run in multiple parallel threads. It
contains the total number of parallel threads that have been scheduled. For example, if the billing process has been set up
torunin 20 parallel threads, each of the 20 instances receives athread count of 20. Refer to Optimal Thread Count for
Parallel Background Processes for more information.

Batch rerun number. Rerun number is only used for background processes that download information that belongs to
given run number. It should only be supplied if you need to download an historical run (rather than the latest run).

Batch business date. Business date is only used for background processes that use the current date in their processing.
For example, billing using the business date to determine which bill cycles should be downloaded. If this parameter is
left blank, the system date is used. If supplied, this date must be in the format YYYY-MM-DD. Note: this parameter is
only used during QA to test how processes behave over time.

Override maximum recor ds between commits. This parameter is optional and overrides each background process's
Standard Commit. Y ou would reduce this value, for example, if you were submitting ajob during the day and you
wanted more frequent commits to release held resources. Y ou might want to increase this value when a background
processis executed at night (or weekends) and you have alot of memory on your servers.

Override maximum minutes between cursor re-initiation. This parameter is optional and overrides each background
process's Standard Cursor Re-Initiation Minutes. Y ou would reduce these values, for example, if you were submitting a
job during the day and you wanted more frequent commits to rel ease held resources (or more frequent cursor initiations).
Y ou might want to increase these values when a background processis executed at night (or weekends) and you have a
lot of memory on your servers.

NOTE: The maximum minutes between cursor re-initiation is relevant for Oracle implementations only. Most of the
system background processes contain an outermost loop / cursor. The cursor is opened at the beginning of the process
and closed at the end. If Oracle feels that the cursor is open for too long, it may incorrectly interpret this as a problem
and my issue an error that the snapshot is too old. The commit processing for the background processes is designed to
refresh the cursor based on the minutes between cursor re-initiation in order to prevent this error.

User I1D. Please be aware of the following in respect of user ID:

e Theuser ID isauser who should have access to all application servicesin the system. Thisis because some batch
processes update records via services that may be check security.

» Any batch process that stamps a user ID on arecord it creates or updates uses this user ID.
» Thisuser ID's display profile controls how dates and currency values are formatted in messages.
Password. Password is not currently used.

L anguage Code. Language code is used to access language-specific control table values. For example, error messages
are presented in this language code.

Trace program at start (Y/N), trace program exit (Y/N), trace SQL (Y/N) and output trace (Y/N). These switches
are only used during QA and benchmarking. If trace program start is set to Y, a message is displayed whenever a
program is started. If trace program at exist is set to Y, amessage is displayed whenever a program is exited. If trace
SQL issetto Y, amessageis displayed whenever an SQL statement is executed. If output traceisset to Y, special
messages formatted by the background process are written.

NOTE: Theinformation displayed when the output trace switch is turned on depends on each background process. It is
possible that a background process displays no special information for this switch.
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Override Maximum Errors in Batch Process Parameter

Each of the batch processes has, as part of its run parameters, a preset constant that determines how many errors that batch
process may encounter beforeit is required to abort the run. A user can override this constant with an optional additional
parameter (defined as either MAX-ERRORS or maxErrors). If auser chooses not to enter avalue for the parameter, the
process uses its own preset constant.

The input value must be an integer that is greater than or equal to zero. The maximum valid value for this parameter is
999,999,999,999,999.

The syntax for entering this additional parameter when submitting the batch processis "MAX-ERRORS|maxErrors=PARM
VALUE", wherethe PARM VALUE isthe desired value (e.g., MAX-ERRORS=50 or maxErrors=50).

Extra Parameters

Some background processes receive additional parameters that are specific to their functionality. When a process receives
additional parameters, they are defined and documented in the batch control entry in the application. They are also visible in
the batch control viewer (part of the application viewer).

The syntax for entering these parameters when submitting the batch processis "PARM-NAME=PARM VALUE", where
PARM-NAME isthe name of the parameter as indicated in the batch control record. For example, if the batch control
includes the ADD-WORK-DAY S, with possible values of Y and N, and you want to pass avalue of N, enter the following
when prompted: ADD-WORK-DAY S=N.

Indicating a File Path

Some of the system background processes use extra parameters to indicate a File Path and/or File Name for an input file or
an output file. For example, most extract processes use File Path and File Name parameter to indicate where to place the
output file.

When supplying a FILE-PATH variable, the directory specified in the FILE-PATH must already exist and must grant
write access to the administrator account for the product. Y ou may need to verify a proper location with your systems
administrator.

The syntax of the FILE-PATH depends on the platform used for the product application server. Contact your system
administrator for verification. For example, if the platform is UNIX, use forward slashes and be sureto put atrailing slash,
for example /spltemp/filepath/.

Processing Errors

When a background process detects an error, the error may or may not be related to a specific object that is being processed.
For example, if the program finds an error during batch parameter validation, this error is not object-specific. However, if
the program finds an error while processing a specific bill, this error is object-specific. The system reports errors in one of
the following ways:

» Errorsthat are not object-specific are written to the error message log in the Batch Run Tree.

» Some batch processes create entriesin an "exception table" for certain object-specific errors. For example, an error
detected in the creation of abill in Oracle Utilities Customer Care and Billing may be written to the bill exception table.
If an error is written to an exception table, it does not appear in the batch run tree. For each exception table, thereisan
associated to do entry process that creates a To Do Entry for each error to allow a user to correct the problem on-line.

» For some background processes, errors that do not result in the creation of an exception record may instead generate a
To Do entry directly. For these processes, if you wish the system to directly create a To Do entry, you must configure the
To Do type appropriately. Refer to To Do entry for object-specific errors for information about configuring the To Do
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type. If the background process detects an object specific error AND you have configured the system to create a To Do
entry, the error is not written to the batch run tree. If you have configured your To Do type to not create To Do entries for
certain errors, these errors are written to the batch run tree.

NOTE: Some processes create exceptions and To Do entries. It is possible for a background process to create entries
in an exception table and create To Do entries directly, depending on the error. Consider batch billing in Oracle Utilities
Customer Care and Billing; any conditions that cause a bill or bill segment to be created in error statusresultina
record added to the bill exception table or the bill segment exception table. However, any object-specific error that is not
related to a specific bill or bill segment or any error that prevents abill or bill segment from being created may result in
aTo Do entry for the object-specific error.

Parallel Background Processes

Many processes have been designed to run in parallel in order to speed execution. For example, the billing processin Oracle
Utilities Customer Care and Billing can be executed so that bills are produced in multiple "threads’ (and multiple threads
can execute at the same time).

NOTE: The detailed description in the metadata for each batch control provided with the system should indicate if it
may berunin paralldl.

By default the system distributes the data for the multiple threads using the primary key of the main table of the process.
For example, if you are running BILLING in Oracle Utilities Customer Care and Billing with multiple threads, the batch
process distributes the accounts across the multiple threads. The Account ID is 10 digitslong so if you run it with 4 threads,
the records are processed as follows:

+ Thread 1: Account |Ds 0000000001 - 2500000000
 Thread 2: Account |Ds 2500000001 - 5000000000
 Thread 3: Account |Ds 5000000001 - 7500000000
 Thread 4: Account Ids 7500000001 - 9999999999

Note that the multi-threading logic relies on the fact that primary keys for master and transaction data are typically system
generated random keys.

NOTE: Overriding thethread ranges. Y our implementation has the ability to override the thread ranges if certain data
in your system takes longer to process. For example, imagine you have a single account in Oracle Utilities Customer
Care and Billing that has thousands of service agreements (maybe the account for alarge corporation or amajor city).

Y ou may want to set up the thread ranges to put this large account into its own thread and distribute the other accounts
to the other threads. To do this, you should create the appropriate batch thread records ahead of time in a status of
Thread Ready ( 50) with the key ranges pre-popul ated. Note that the base product does not provide the ability to add
batch thread records online. If you are interested in more information about this technique, contact Customer Support.

Optimal Thread Count

Running a background process in multiple threads is ailmost always faster than running it in asingle thread. Thetrick is
determining the number of threads that is optimal for each process.

NOTE: A good rule of thumb isto have one thread for every 100 MHz of application server CPU available. For
exampleif you have four 450 MHz processors available on your application server, you can start with 18 threads to
begin your testing: (450 * 4) / 100 = 18.

Thisisarule of thumb because each process is different and is dependent on the datain your database. Also, your hardware
configuration (i.e., number of processors, speed of your disk drives, speed of the network between the database server and
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the application server) has an impact on the optimal number of threads. Please follow these guidelines to determine the
optimal number of threads for each background process:

» Execute the background process using the number of threads dictated by the rule of thumb (described above). During this
execution, monitor the utilization percentage of your application server, database server and network traffic.

» |f you find that your database server has hit 100% utilization, but your application server hasn't one of the following is
probably occurring:

» There may be a problematic SQL statement executing during the process. Y ou must capture a database trace to
identify the problem SQL.

» Itisalso possible that your commit frequency may be too large. Commit frequency is a parameter supplied to every
background process. If it istoo large, the database's hold queues can start swapping. Refer to Parameters Supplied to
Background Processes for more information about this parameter.

 Itisnormal if you find that your application server has hit 100% utilization but your database server has not. Thisis
normal because, in general, al processes are CPU bound and not 1O bound. At this point, you should decrease the
number of threads until just under 100% of the application server utilization is achieved. And thiswill be the optimal
number of threads required for this background process.

« If you find that your application server has NOT hit 100% utilization, you should increase the number of threads until
you achieve just under 100% utilization on the application server. And remember, the application server should achieve
100% utilization before the database server reaches 100% utilization. If this proves not to be true, something is probably
wrong with an SQL statement and you must capture an SQL trace to determine the cul prit.

Another way to achieve similar resultsis to start out with a small number of threads and increase the number of threads

until you have maximized throughput. The definition of "throughput" may differ for each process but can be generalized
asasimple count of the records processed in the batch run tree. For example, in the Billing background processin Oracle
Utilities Customer Care and Billing, throughput is the number of bills processed per minute. If you opt to use this method,
we recommend you graph a curve of throughput vs. number of threads. The graph should display a curve that is steep at first
but then flattens as more threads are added. Eventually adding more threads will cause the throughput to decline. Through
this type of analysis you can determine the optimum number of threads to execute for any given process.

Timed Batch Processes

Most batch jobs are submitted via a batch scheduler. In the absence of a scheduler, a batch control may be configured as
“timed” triggering the framework to monitor and schedul e these batch jobs as defined by the timer interval. The timer
interval definesthe desired interval between starts (in seconds). The system schedules new batch runs at each interval if the
last instance of the job has completed.

When configuring a batch control as “timed”, other default information must be provided, including the User ID and
Language to use for submitting the job and the email address for notification, if desired.

Timed batch controls also include an Active setting, alowing for an implementation to temporarily stop further executions
of the batch job (but retain the other timer settings).

Timed jobs are controlled by the default threadpool and not by a scheduler. When the DEFAULT threadpoolworker starts
it will start executing any job for a Batch Control configured as Timed with the Timer Active set to Yes. Thisis whether the
batch daemon or batch server is enabled or not.

How to Re-extract Information

If you need to recreate the records associated with an historical execution of an extract process, you can - smply supply the
desired batch number when you request the batch process.
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How to Submit Batch Jobs

Most batch jobs are submitted via a batch scheduler.

In addition, you can manually submit your adhoc background processes or submit a special run for one of your scheduled
background processes using the online batch job submission page.

How to Track Batch Jobs

Y ou can track batch jobs using the batch process pages, which show the execution status of batch processes. For a specified
batch control id and run id, the tree shows each thread, the run-instances of each thread, and any messages (informational,
warnings, and errors) that might have occurred during the run.

FASTPATH: For moreinformation, refer to Tracking Batch Processes.

How to Restart Failed Jobs and Processes

Every process in the system can be easily restarted if it fails (after fixing the cause of the failure). All you havetodois
resubmit the failed job; the system handles the restart.

Assessing Level of Service

For some background processes, an implementation may wish to supply an algorithm that checks some conditions to assess
whether or not the processis performing as expected. This algorithm could be simply verifying that the batch process
isrunning as frequently as expected. Or it could be used to check the performance of the job to seeif it isrunning as
efficiently as expected. Or it could analyze the data processed by the background process to assess whether there may be
some problem with the quality of the data.

The system provides a Level of Service plug-in spot on batch control to configure the appropriate algorithm for a given
background process, if desired. The algorithm is expected to return avalue to indicate the ‘level of service' determined
along with a message indicating the reason for the value. The following Level of Service values are supported:

« Normal. Indicates that the algorithm did not detect any issues.

» Warning. Indicates that the algorithm found some issues that may or may not indicate a problem.
» Error. Indicates that the algorithm found some issues that should be investigated.

» Disabled. Indicates that the algorithm could not properly execute the level of service logic.

When viewing a batch control record, if thereisalevel of service agorithm configured, itslogic is executed and the results
aredisplayed. The level of serviceisalso part of the Health Check service.

System Background Processes

NOTE: List of system background processes. The list of background processes provided in the base product may be
viewed in the application viewer's batch control viewer. In addition if your implementation adds batch control records,
you may regenerate the application viewer to see your additions reflected there.
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Defining Batch Controls

The system is delivered with all necessary batch controls. Implementations may define default values for parameters. In
addition, implementations may define their own background processes.

To view background processes, open Admin > System > Batch Control. Refer to Background Processing Concepts for
more information.

CAUTION: Important! If you introduce a new batch process, carefully consider its naming convention. Refer to System
Data Naming Convention for more information.

Description of Page
Enter an easily recognizable Batch Process and Description for each batch process.

Owner indicatesif this batch control is owned by the base package or by your implementation (Customer M odification).
The system sets the owner to Customer M odification when you add a batch control. Thisinformation is display-only.

Use the Detailed Description to describe the functionality of the batch processin detail.

Use Batch Control Type to define the batch process as either Timed or Not Timed. A Timed batch process will be
automatically initialized on aregular basis. A Not Timed process needs to be run manually or through a scheduler.

Use Batch Control Category to categorize the process for documentation purposes. The base values provided are as
follows:

» Ad Hoc. Processes of thistype are run on an ad hoc basis, only when needed. For example, if thereis a processto do a
mass cancel / correction of data, it would only be run when a situation occurs requiring this.

» Extract. Extract processes extract information that is interfaced out of the system. Processes of this type typically extract
records marked with a given run number. If the requester of the process does not supply a specific run number, the
system assumes that the latest run number should be extracted. If you need to re-extract an historical batch, you simply
supply the respective run number when you request the batch process.

» |LM. Information Lifecycle Management jobs are crawler background processes that are associated with the ILM based
storage solution.

» Monitor. Processes of thistype are processes related to business objects with a lifecycle state that defines monitor
algorithms. The monitor process selects records in a given state and executes its algorithms, which may cause the
record to transition to another state or may trigger some other logic to occur. Using configuration, the monitor process
may target only specific records. Refer to Monitoring Batch Processes for more information. Note that these types of
background processes can be considered a subset of Process What's Ready

» Process What's Ready. Processes of this type create and update records that are “ready” for processing. The definition
of “ready” differsfor every process. For example, a payment upload process creates payments for every record that is
pending. An overdue event monitor activates pending overdue events that have reached their trigger date.

» To Do Entry. Processes of thistype are used to detect a given situation and create a To Do Entry. Refer to To Do Entries
Created by Background Processes for more information.

» Thefollowing categories are related to the data conversion / migration processes, which are not applicable to al
products:

» Conversion. Processes of thistype are dedicated to converting or migrating data from external applicationsinto the
product.

» Object Validation. Processes of this type are dedicated to validate data within objects for conversion or migration
purposes.

» Referential Integrity. Processes of thistype are dedicated to validate referential integrity within objects for
conversion or migration purposes.
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NOTE: Additional categories may be introduced by your specific product.

If the batch processis Timed, then the following fields are available:

» Timer Interval isthe number of seconds between batch process submissions. The system will start the next run this
many seconds from the start time of the previous run.

e User ID isthe ID under which the batch process will run.

» Email Addressisthe Email addressto be used for notification if the batch processfails.

o Timer Active alowsyou to temporarily switch off the timer while retaining the other settings for the timed job.

» Batch Language is the language associated with the batch process.

Use Program Type to define if the batch process program is written in Java or Java (Converted), meaning that the
program has been converted into Java.

NOTE: Java (Converted) program types are not applicable to all products.

Use Program Name to define the Java class / program associated with your batch process:

NOTE: View the source. If the program is shipped with the base package, you can use the adjacent button to display
the source code of this program in the Java docs viewer.

Level of Service shows the output of the level of service algorithm for the batch contral. It shows the level of service lookup
value along with a message indicating the reason for the output value. Note that if no level of service algorithm is found,
then the value Disabled is shown with a message indicating that no algorithm is provided for this batch control.

The Last Update Timestamp, Last Update | nstance and Next Batch Nbr are used for audit purposes.

Turn on Accumulate All Instances to control how this batch control is displayed in the Batch Run Tree. If checked, the
run statistics (i.e., "Records Processed" and "Records in Error") for athread are to be accumulated from all the instances

of the thread. Thiswould include the original thread instance, as well as any restarted instances. If thisis not turned on,
only the ending (last) thread instance's statistics are used as the thread's statistics. This may be preferred for certain types of
batch processes where the accumulation would create inaccurate thread statistics, such as those that process flat files and,
therefore, always start at the beginning, even in the case of arestart.

The following fields are default values that are used when a batch job is submitted for the batch control:

» UseThread Count to control whether a background processis run single threaded or in multiple parallel threads. This
value defines the total number of threads that have been scheduled.

» Select Trace Program Start if you want a message to be written whenever aprogram is started.
» Select Trace SQL if you want a message to be written whenever an SQL statement is executed.

* UseOverride Nbr Recordsto Commit to define the default number of records to commit. Thisis used as the default
value for timed jobs as well as online submission of jobs that are not timed.

» Select Trace Program Exit if you want a message to be written whenever a programis exited.
» Select Trace Output if you want a message to be displayed for specia information logged by the background process.
For more information about these fields, see Batch Job Submission - Main

The parameter collection is used to define additional parameters required for a particular background process. The following
fields should be defined for each parameter:

Sequence. Defines the relative position of the parameter.

Parameter Name. The name of the parameter as defined by the background process program.
Description. A description of the parameter.

Detailed Description. A more detailed description of the parameter.
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Required. Indicates whether or not thisis arequired parameter.

Parameter Value. The default value, if applicable. Note that an implementation may define a default value for base
provided batch controls.

Security. Indicates whether the system should Encrypt the parameter value or not. A value of Encrypt means that the
parameter value is stored in the database and written to the log files using encryption. In addition, the parameter is written to
the log files with asterisks. The setting applies to values entered here as well asin the online Batch Submission. If thereis no
need to secure the parameter value, use the default setting of None.

Owner Indicatesif this batch processis owned by the base package or by your implementation (Customer Modification).
The system sets the owner to Customer M odification when you add a batch process. This information is display-only.

Batch Control - Algorithms

Use this page to maintain a batch control's algorithms. Open this page using Admin > System > Batch Control and then
navigate to the Algorithms tab.

Description of Page

The Algorithms grid contains algorithms that control important functions for instances of this batch control. Y ou must
define the following for each algorithm;

» Specify the System Event with which the algorithm is associated (see the table that follows for a description of all
possible events).

» Specify the Sequence Number and Algorithm for each system event. Y ou can set the Sequence Number to 10 unless
you have a System Event that has multiple Algorithms. In this case, you need to tell the system the Sequence in which
they should execute.

The following table describes the System Events.

System Event Optional / Required Description

Level of Service Optional Algorithms of this type are called to determine
the Level of Service provided by a batch
control. Refer to Assessing Level of Service
for more information.

Click here to see the algorithm types available
for this system event.

On-Line Batch Submission

The on-line batch submission page enables you to request a specific background process to be run. When submitting a
background process on-line, you may override standard system parameters and you may be required to supply additional
parameters for your specific background process. After submitting your background process, you may use this page to
review the status of the submission.

The following topics further describe logic available for on-line submission of background processes.

Batch Submission Creates a Batch Run

When you request a batch job to be submitted from on-line, the execution of the desired background process will result in
the creation of abatch run. Just as with background processes executed through your scheduler, you may use the Batch Run
Tree page to view the status of the run, the status of each thread, the run-instances of each thread, and any messages that
might have occurred during the run.
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NOTE: Your on-line submission record is assigned a status value so that you may know whether your job has been
submitted and whether or not it has ended, however, it will not contain any information about the results of the
background process itself. Y ou must navigate to the Batch Run Tree page to view this detail.

Jobs Submitted in the Background

When you save arecord on the batch job submission page, the batch job does not get submitted automatically. Rather, it
saves arecord in the batch job table. A special background process will periodically check thistable for pending records and
will execute the batch job. This background process will update the status of the batch job submission record so that a user
can determine when their job is complete.

NOTE: Atinstallation time, your system administrator will set up this specia background process to periodically check
for pending records in the batch job submission table. Y our administrator will define how often the system will look for
pending recordsin this table.

It should be noted that this special background process only submits one pending batch job submission record at atime. It
submits ajob and waits for it to end before submitting the next pending job.

NOTE: If you request a batch job to be run multi-threaded, the special background process will submit the job as
requested. It will wait for al threads to complete before marking the batch job submission record as ended. Refer to
Running Multi-threaded Processes for more information.

Email Notification

If you wish the system to inform you when the background process completes, you may supply your email address. The
email you receive will contain details related to the batch job's output; similar to the job results you would see from your
batch scheduler.

NOTE: Thisassumesthat during the installation process, your system administrator configured the system to enable
email notification. Y our administrator may aso override the amount of detail included in the email notification.

Running Multi-Threaded Processes

Many of the system background processes may be run multi-threaded. When submitting a background process on-line,
you may also run amulti-threaded process or run a single thread of a multi-threaded process. The fields Thread Count and
Thread Number on the batch submission page control the multi-threaded process requests:

» Torun amulti-threaded process, indicate the number of threadsin Thread Count and enter 0 inthe Thread Number.

» Torunasinglethread in a multi-threaded process, indicate the number of threads in Thread Count and indicate the
Thread Number you would like to run.

» Torunaprocessasasingle thread, enter Thread Count = 1 and Thread Number = 1. This will execute the background
process single-threaded.

NOTE: When running a multi-threaded process, the special background process will wait until all threads are complete
before marking the batch job submission record as Ended.

Batch Jobs May End in Error

It is possible for your background process to end with an error. When this occurs, your batch job submission record will still
be marked as Ended. Y ou will need to navigate to the Batch Run Tree page to determine the status of the batch run.
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Submitting Jobs in the Future

If you wish to request a batch job to be submitted in the future, you may do so when creating your batch job submission
record by entering a future submission date. The specia background process, which looks for pending records in the batch
job submission table, will only submit batch jobs that do not have a future submission date.

Lifecycle of a Batch Job Submission

The following diagram illustrates the lifecycle of a batch job submission record.

Batch Job Submissicon Lifecycle

Pending

\ Canceled

Stared

D

Ended

Pending — Records are created in Pending status. Records in this state are put in a queue to be submitted.
Canceled— Users may cancel a pending record to prevent the batch job from being submitted.

Started— Once a pending record has been submitted for processing, its status will be changed to Started. Recordsin this
status may not be canceled.

Ended— When the batch job has finished processing, its status will be changed to Ended. Note that recordsin Ended
status may have ended in error. Refer to Batch Jobs May End in Error for more information.

Batch Job Submission - Main

This page allows you to submit a batch job on-line. Navigate to this page using Menu > Batch > Batch Job Submission.
Description of Page

The Batch Job ID is a system generated random number that identifies a particular submission.

To submit a batch job, choose the Batch Code for the process you wish to submit.

NOTE: List of system background processes. The list of background processes provided in the base product may be
viewed in the application viewer's batch control viewer.

The following parameters are provided with each background process:

Thread Number isused to control whether a background processes is run single threaded or in multiple parallel threads. It
contains the relative thread number of the process. For example, if the process has been set up to runin 20 parallel threads,
each of the 20 instances receivesiits relative thread number (1 through 20). Refer to Running Multi-threaded Processes for
more information about populating this field.
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NOTE: Not all processes may be run multi-threaded. Refer to the description of abatch control to find out if it runs
multi-threaded.

Thread Count is used to control whether a background processes is run single threaded or in multiple parallel threads.
It contains the total number of threads that have been scheduled. For example, if the process has been set up to runin 20
parallel threads, each of the 20 instances receives athread count of 20. Refer to Running Multi-threaded Processes for
more information about populating this field.

Batch Rerun Number isonly used for background processes that download information that belongs to given run number.
It should only be supplied if you need to download an historical run (rather than the latest run).

Batch Business Dateis only used for background processes that use adate in their processing. In Oracle Utilities Customer
Care and Billing, for example, a billing process can use the business date to determine which bill cycles should be
downloaded. If this parameter is left blank, the system date is used at the time the background process is executed.

NOTE: Saving arecord on this page does not submit the batch job immediately. A special background process will run
periodically to find pending records and submit them. Depending on how often the special process checks for pending
records and depending on how many other pending records are in the 'queue’, there may be adight lag in submission
time. If the desired execution date/time is close to midnight, it is possible that your batch job will run on the day after
you submit it. If you have left the business date blank in this case, keep in mind that your business date would be set to
the day after you submit the job.

Override Nbr Records To Commit and Override Max Timeout Minutes. These parameters are optional and override
each background process's Standard Commit Records and Standard Cursor Re-Initiation Minutes. (Each background
process's Standard Commit Records / Standard Cursor Re-Initiation Minutes should be documented in the detailed
description of the batch control record). Note that Max Timeout Minutes corresponds to the Cursor Re-initiation Minutes.

FASTPATH: Refer to Parameters Supplied to Background Processes for more information.

User ID istheuser ID associated with the run of the background process. Refer to Parameters Supplied to Background
Processes for more information about the significance of the user id.

NOTE: Thisfield defaultsto theid of the current user.

Password is not currently used.

Language Codeis used to access language-specific control table values. For example, error messages are presented in this
language code.

If you wish the system to notify you when the batch job is complete, enter your Email 1D. Refer to Email Notification for
more information.

NOTE: Thisfield defaults to the email address for the current user, if populated on the user record.

The Desired Execution Date/Time defaults to the current date and time. Override this information if you wish the
background process to be executed at some future date and time. Refer to Submitting Jobs in the Future for more
information.

The Batch Job Status indicates the current status of the batch job. Refer to Lifecycle of a Batch Job Submission for more
information.

The Program Name associated with the batch control code is displayed.

The following trace parameters may also be supplied to a background process and are only used during QA and
benchmarking.

e TraceProgram Start Turn on this switch if you wish a message to be written whenever a program is started.
» Trace Program Exit Turn on this switch if you wish a message to be written whenever a program is exited.
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e Trace SQL Turn on this switch if you wish a message to be written whenever an SQL statement is executed.

» Trace Output Turn on this switch if you wish a message to be displayed for special information logged by the
background process.

NOTE: Theinformation displayed when the trace output switch is turned on depends on each background process. Itis
possible that a background process displays no special information for this switch.

NOTE: Thelocation of the output of thistrace information is defined by your system administrator at installation time.

If additional parameters have been defined for this background process on the Batch Control page, the Parameter Name,
Description, Detailed Description and an indicator of whether or not the parameter is Required are displayed.

If adefault parameter value is configured on the batch control configuration, that value is shown and may be overridden.
Confirm or enter the appropriate Parameter Value for each parameter. Note that if the parameter value is configured to be
Encrypted on the batch control configuration, the value here will be shown encrypted.

Once you have entered all the desired values, Save the record in order to include it in the queue for background processes.

If you wish to duplicate an existing batch job submission record, including all its parameter settings, display the submission
record you wish to duplicate and use the Duplicate and Queue button. Thiswill create a new Batch Job Submission entry
in pending status. The new submission entry will be displayed.

If you wish to cancel a Pending batch job submission record use the Cancel button. The button is disabled for all other
status values.

Tracking Batch Processes

The batch process pages show the execution status of batch processes. For a specified batch control id and run id, the tree
shows each thread, the run-instances of each thread, and any messages (informational, warnings, and errors) that might have
occurred during the run. Refer to Defining Batch Controls for more information on how batch control codes are defined.

Batch Run Tree - Main

This page allows you to view the status of a specific execution of a batch job. Navigate to this page using Menu > Batch >
Batch Run Tree.

Description of Page

Select aBatch Control process and Batch Number to view information and statistics on the batch run's "threads". The
following points should help understand this concept:

» Many batch jobs cannot take advantage of your hardware's processing power when they are run singularly. Rather, you'll
find that alarge percentage of the CPU and/or disk drivesareidle.

 In order to minimize the amount of idle time (and increase the throughput of your batch processes), we allow you to set
up your batch processes so that multiple instances of a given batch job are executed at the same time. For example, in
Oracle Utilities Customer Care and Billing when you schedule the billing process, you can indicate that multiple parallel
instances should be executed (rather than just one instance). Y ou'd do this so that the processing burden of creating bills
for your customers can be spread over multiple processes.

» Werefer to each parallel execution of a batch process as a "thread".

» Statistics and information messages are displayed in respect of each thread. Why? Because each thread is a separate
execution and therefore can start and end at different times.

The tree includes a node that displays the total number of records processed for the batch run, the total number of records
in error for the batch run and the batch run elapsed time. The elapsed time is the longest el apsed time among the batch
thread(s). The messageisred if there are any recordsin error.
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If the background process has been enabled to create To Do entries for object specific errors, information about the To Do
entries are displayed in the tree. Thisinformation is not displayed for each thread, but rather all the To Do entries created
for the batch run are grouped together. The To Do entries are grouped by their status.

The messages that appear under athread always show the start and end times of the execution instance. If errors are
detected during the execution of the thread, these error messages may also appear in the tree. Refer to Processing Errors
for information about the types of errors that appear in the batch run tree.

Batch Run Tree - Run Control

By default, if abatch processfails, it will restart. This notebook tab allows you to modify the restart status of afailed run.

Navigate to this page using Menu > Batch > Batch Run Tree search for the desired batch control and then navigate to the
Run Control page.

Description of Page

On the main page, you must select aBatch Control, Batch Number, and Batch Rerun Number to view atree of the batch
run. On this page, the following information is displayed:

» Date Time contains the date and time this batch run last start or last completed.

» Batch Business Date is the business date that was supplied to the background process (this date is used as the "system
date" by the process).

Run Statusindicates the status of the batch run. Valid values are: In Progress, Error, and Complete.

If the Run Statusis Error, the system will attempt to restart this run when you attempt to execute the Batch Control.

In most situations, thisis exactly what you want to happen. However, there are rare situations where you do not want the
system to execute a given batch run (e.g., if thisrun is somehow corrupt and you cannot correct the data for whatever
reasons). If you want the system to skip the execution of a batch run (and proceed to the next run), turn on Do Not Attempt
Restart.

Service Health Check

The system provides a service that returns an overall assessment of the system’s health. The overall response is expressed
using an HTTP code. The codes supported by the service are defined in the lookup HEALTH_RESPONSE_FL G and are
asfollows:

» A value of 500 (One or More Critical Functions Degraded) isreturned if there is any critical issue detected by the
service.

» A valueof 203 (Non-Critical Function Degraded) isreturned if no critical issues are found and thereis at least one non-
critical issue detected by the service.

» Otherwise avaue of 200 (All Checks Successful) is returned.

This health check service is accessible through the business service F1-HealthCheck. Also note that the system provides
an Inbound Web Service for this business service (also called F1-HealthCheck) allowing external systemsto use aweb
service to retrieve this information.

In addition, the product provides a portal that allows a user to view the detailed results of the health check service.
Navigate using Admin > System > Health Check to view this portal.

The zone on the portal displays the following:

Overall Response isthe HTTP response code returned by the business service as described above.

The grid displays the detail of each individual component checked as part of the system health check. See below for more
detail about what components are checked.
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« Health Component indicate the type of health check performed. Currently the system supports Batch L evel of Service
component type.

» Health Component Details provides information about the individual entity checked. The information displayed here
depends on the type of health component. If supported by the type of component, the column may be hypertext, allowing
the user to drill into the entity itself.

» Statusdisplaysthe status returned by the health component check for thisindividual entity. The information displayed
here depends on the type of health component.

» Status Reason provides more detail about why the individual entity isin the indicated status. The information displayed
here depends on the type of health component.

» Response shows the health check response code assigned to thisindividual entity’s health check response. It is mapped
based on the status returned by the health component check.

Health Component Type Details

The details returned by the business service for this portal depends on the health component type. The system supports the
Batch Level of Service health component type.

This health component type finds al the batch controls that are configured with alevel of service agorithm and invokes the
agorithm for each batch control. The business service populates the output for this health service for each batch control as
follows:

» TheHealth Component Detail is populated with the Batch Control code and description. In addition, the navigation
information for being able to drill into the batch control are provided and used to build the column as hypertext.

» The Statusis populated with the description of the Level of Service lookup value returned by the level of service
algorithm for this batch control.

» The Status Reason is populated with the expanded text of the status reason returned by the level of service algorithm for
this batch control.

» TheResponseis populated based on the value of the Level of Service status. It is set to All Checks Successful (200)
when the Level of Serviceis Normal or Disabled; Non-Critical Function Degraded (203) when the Level of Serviceis
Warning and One or More Critical Functions Degraded (500) when the Level of ServiceisError.

The Big Picture of Requests

Requests enable an implementer to design an ad-hoc batch process using the configuration tools.

An example of such a process might be to send an email to a group of users that summarizesthe To Do entriesthat are
assigned to them. Thisisjust one example. The reguest enables many types of diverse processing.

Request Type Defines Parameters

For each type of process that your implementation wants, you must configure a request type to capture the appropriate
parameters needed by the process.

Previewing and Submitting a Request

To submit anew request, goto Menu > Batch > Request > Add. You must select the appropriate request type and then
enter the desired parameter values, if applicable.

After entering the parameters, the following actions are possible:

» Click Saveto submit the request.
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e Click Cancdl to cancel the request.

» Click Preview to see a sample of records that satisfy the selection criteria for this request. Thisinformation is displayed
in a separate map. In addition, the map displays the total number of records that will be processed when the request is
submitted. From this map you can click Save to submit the request, Back to adjust the parameters, or Cancel to cancel
the request.

When arequest is saved, the job is not immediately submitted for real time processing. The record is saved with the status
Pending and amonitor process for this record's business object is responsible for transitioning the record to Complete.

Aslong astherecord is still Pending, it may be edited to adjust the parameters. The preview logic described above may be
repeated when editing a record.

The actual work of the request, such as generating an email, is performed when transitioning to Complete (using an enter
processing algorithm for the business object).

To Do Summary Email

The base product includes a sample request process that sends an email to users that have incomplete To Dos older than a
specified number of days.

The following configuration tasks are required to use this process:

» Define an Outbound Message Type. The business object usually defined for the Outbound Message Typeis F1-
EmailM essage.

» Define an External System that contains the Outbound Message Type in one of its steps. In the configuration determine if
the communication is through SOA, batch, or real-time processing method when sending the email notification. Refer to
Outbound Messages for more information about configuration needed for the different processing methods.

» Create a Request Type that includes the Outbound Message Type and the corresponding External System.
 Create a Reguest for the created Request Type.

Exploring Request Data Relationships

Use the following links to open the application viewer where you can explore the physical tables and data relationships
behind the request functionality:

» Click F1-REQ-TYPE to view the request type maintenance object's tables.
» Click F1-REQ to view the request maintenance object's tables.

Defining a New Request

To design a new ad-hoc batch job that users can submit via Request, first create a new Request Type business object. The
base product BO for request type, F1-TodoSumEmail Typ, may be used as a sample.

The business object for the request includes the functionality for selecting the records to process, displaying a preview map
for the user to review, and for performing the actual processing. The base product BO for request, F1-TodoSumEmailReq,
may be used as a sample. The following points highlight the important configuration details for this business object:

» Specia BO options are available for request BOs to support the Preview Request functionality.

» Request Preview Service Script. This script retrieves the information that is displayed when a user asks for a
preview of arequest.

» Request Preview Map. This map displays the preview of arequest.

» The enter agorithm plugged into the Complete state is responsible for selecting the records that satisfy the criteria and
processing the records accordingly.
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Setting Up Request Types

Use the Request Type portal to define the parameters to capture when submitting a request. Open this page using Admin >
Request Type> Add.

This topic describes the base-package zones that appear on the Request Type portal.

Request Type List. The Request Type List zone lists every request type. The following functions are available:
 Click abroadcast icon to open other zones that contain more information about the request type.

» Click Add inthe zone's title bar to add a new request type.

Request Type. The Request Type zone contains display-only information about a request type. This zone appears when a
request type has been broadcast from the Request Type List zone or if this portal is opened viaadrill down from another
page. The following functions are available:

» Click Edit to start a business process that updates the request type.

» Click Deleteto start abusiness process that deletes the request type.

» Click Deactivate start a business process that deactivates the request type.

» Click Duplicate to start a business process that duplicates the request type.

» State transition buttons are available to transition the request type to an appropriate next state.
Please see the zone's help text for information about this zone's fields.

Maintaining Requests

Use the Request transaction to view and maintain pending or historic requests.

Open this page using Menu > Batch > Request > Search. Thistopic describes the base-package portals and zones on this
page.

Request Query. Use the query portal to search for an existing request. Once a request is selected, you are brought to the
maintenance portal to view and maintain the selected record.

Request Portal. This portal appears when arequest has been selected from the Request Query portal. The following base-
package zones appear on this portal:

« Actions. Thisis astandard actions zone.

» Request. The Request zone contains display-only information about a request. Please see the zone's help text for
information about this zone's fields.

» Request Log. Thisisastandard log zone.

Defining Algorithms

In this section, we describe how to set up the user-defined algorithms that perform many important functions including:
» Validating the format of a phone number entered by a user.
» Validating the format of alatitude/longitude geographic code entered by a user.
» In products that support payment and billing:
» Calculating late payment charges.
» Calculating the recommended deposit amount.
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» Constructing your GL account during the interface of financial transactions to your GL
« And many other functions...

The Big Picture Of Algorithms

Many functionsin the system are performed using a user-defined algorithm. For example, when a CSR requests a
customer's recommended deposit amount, the system calls the deposit recommendation algorithm. This algorithm calculates
the recommended deposit amount and returnsit to the caller.

NOTE: Algorithm = Plug-in. We use the terms plug-in and algorithm interchangeably throughout this documentation.

So how does the system know which algorithm to call? When you set up the system's control tables, you define which
algorithm to use for each component-driven function. Y ou do this on the control table that governs each respective function.
For example:

» You define the algorithm used to validate a phone number on your phone types.

» You define the agorithm in Oracle Utilities Customer Care and Billing used to calculate late payment charges on each
Service Agreement Type that has late payment charges.

e Thelist goeson...

The topicsin this section provide background information about a variety of algorithm issues.

Algorithm Type Versus Algorithm
Y ou have to differentiate between the type of algorithm and the algorithm itself.

» AnAlgorithm Type defines the program that is called when an algorithm of thistype is executed. It also defines the
types of parameters that must be supplied to algorithms of thistype.

« AnAlgorithm references an Algorithm Type. It aso defines the value of each parameter. It isthe algorithm that is
referenced on the various control tables.

FASTPATH: Refer to How to Add A New Algorithm for an example that will further clarify the difference between an
algorithm and an algorithm type.

How To Add A New Algorithm

Before you can add a new agorithm, you must determine if you can use one of the sample algorithm types supplied with the
system. Refer to List of Algorithm Types for acomplete list of algorithm types.

If you can use one of the sample algorithm types, simply add the algorithm and then reference it on the respective control
table. Refer to Setting Up Algorithms for how to do this.

If you have to add a new algorithm type, you may have to involve a programmer. Let's use an example to help clarify what
you can do versus what a programmer must do. Assume that you require an additional geographic type validation algorithm.
To create your own algorithm type you must:

» Writeanew program to validate geographic type in the appropriate manner. Alternatively, you may configure a plug-
in script to implement the validation rules. The advantage of the latter isthat it does not require programming. Refer to
plug-in script for more information.

» Create an Algorithm Type called Our Geographic Format (or something appropriate). On this algorithm type,
you'd define the name of the program (or the plug-in script) that performs the function. Y ou'd also define the various
parameters required by this type of algorithm.
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 After creating the new Algorithm Type, you can reference it on an Algorithm.
« Andfindly, you'd reference the new Algorithm on the Geographic Type that requires this validation.

Minimizing The Impact Of Future Upgrades

The system has been designed to use algorithms so an implementation can introduce their own logic in away that's 100%
upgradeable (without the need to retrofit logic). The following points describe strong recommendations about how to
construct new algorithm type programs so that you won't have to make program changes during future upgrades:

» Do not alter an algorithm type's hard parameters. For example, you might be tempted to redefine or initialize parameters
defined in an algorithm type's linkage section. Do not do this.

» Follow the naming conventions for the new algorithm type code and your source code, i.e., both the source code and the
algorithm type should be prefixed with "CM". The reason for this naming convention is to make it impossible for a new,
base-package algorithm type from overwriting your source code or agorithm type meta-data (we will never develop a
program or introduce meta-data beginning with CM).

» Avoid using inline SQL to perform insert/update/del ete. Rather, invoke the base-package's object routines or common
routines.

» Avoid using base messages (outside of common messages, i.e., those with a message number < 1000) as we may
deprecate or change these messages in future releases. The most common problem is caused when an implementation
clones a base package algorithm type program because they need to change afew lines of logic. Technically, to be
100% upgradeabl e, you should add new messages in the "90000" or greater category (i.e., the category reserved for
implementati on-specific messages) for every message in your new program even though these messages may be
duplicates of those in the base package.

Setting Up Algorithm Types
The system provides many algorithm types to support base product functionality. If you need to introduce a new type of
algorithm, open Admin > System > Algorithm Type.

FASTPATH: Referto The Big Picture Of Algorithms for more information.

CAUTION: Important! If you introduce a new agorithm type, carefully consider its naming convention. Refer to
System Data Naming Convention for more information.

Description of Page
Enter an easily recognizable Algorithm Type and Description.

Owner indicatesif this agorithm type is owned by the base package or by your implementation (Customer M odification).
The system sets the owner to Customer M odification when you add an algorithm type. Thisinformation is display-only.

Enter a Detailed Description that describes, in detail, what algorithms of this type do.

Use Algorithm Entity to define where algorithms of this type can be "plugged in". If a detailed description about an
algorithm entity is available, asmall help icon is visible adjacent to the dropdown. Click the icon to view the information.

NOTE: Thevaluesfor thisfield are customizable using the lookup table. Thisfield nameisALG_ENTITY_FLG.

Use Program Type to define if the algorithm's program is written using Java, a Plug-In Script, or Java (Converted),
meaning the program has been converted to Java

NOTE: Java (Converted) program types are not applicable to all products.
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Use Program Nameto define the program to be invoked when a gorithms of this type are executed:

« If the Program Type is Java (Converted), enter the name of the converted program.

» |f the Program Typeis Java, enter the Java class name.

 If the Program Typeis Plug-In Script, enter the plu