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1. Contacts and Customer Care

1.1 Oracle Customer Care

The Oracle Customer Care Center is your initial point of contact for all product support needs. A representative
takes your call or email, creates a Customer Service Request (CSR) and directs your requests to the Oracle
Technical Assistance Center (TAC). Each CSR includes an individual tracking number. Together with TAC Engineers,
the representative will help you resolve your request. The Customer Care Center is available 24 hours a day, 7 days
a week, 365 days a year, and is linked to TAC Engineers around the globe.

Oracle TAC Engineers are available to provide solutions to your technical questions and issues 7 days a week, 24
hours a day. After a CSR is issued, the TAC Engineer determines the classification of the trouble. If a critical
problem exists, emergency procedures are initiated. If the problem is not critical, normal support procedures
apply. A primary Technical Engineer is assigned to work on the CSR and provide a solution to the problem. The CSR
is closed when the problem is resolved.

Oracle Technical Assistance Centers are located around the globe in the following locations:
Oracle — Global

A CAUTION:

MOS (https://support.oracle.com) is your initial point of contact for all product support and training needs. A
representative at Customer Access Support (CAS) can assist you with MOS registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support hotline
for your local country from the list at http://www.oracle.com/us/support/contact/index.html.
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1.2 Acronyms and Terms

Acronym Definition

AAA Authorization Authentication Answer (Diameter message)
AAR Authorization Authentication Request (Diameter message)
AF Application Function

CMP Configuration Management Platform

DRMP Diameter Routing Message Priority

e-MPS Enhanced Multimedia Priority Service

Gx 3GPP reference point between PCEF and PCRF

Load Shedding

A method of temporarily reducing the offered load when the demand
becomes greater than the ability of the process to handle it.

MPE Multimedia Policy Engine

MRA Multiprotocol Routing Agent (also referred to as the Policy Front End
(PFE)

ORACLE Oracle Communications Policy Manager

COMMUNICATIONS

POLICY

MANAGEMENT’

PCEF Policy Control Enforcement Function (GGSN, PGW, DPI)

PCRF Policy and Charging Rules Function

P-CSCF Proxy CSCF (Call Session Control Function)

PGW Packet Gateway

Priority The relative importance of a Diameter message. A higher priority value
implies a higher relative importance of the message.

RAR Re-Authorization Request (Diameter message)

Rx 3GPP reference point between the PCRF and Application Function (AF)

such as a P-CSCF

E82613-01
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2. Purpose and Scope

This Work Instruction describes the steps needed to enable and configure the “Enhanced
Priority for eMPS Based Wireless Priority Services” feature in Wireless mode of Oracle
Communications Policy Management solution and the steps needed to disable it if required by

customer.

This feature enables Oracle PCRF Release 12.2 to support Multimedia Priority Support as
defined in 3GPP 29.212 and Diameter message priority mechanism defined in Annex J of 3GPP

TS 29.213.
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3. High Level Solution
This enhancement allows Oracle Communications Policy Manger (ORACLE COMMUNICATIONS
POLICY MANAGEMENT’ ) to:

Recognize that an incoming Rx request is for an emergency service (e.g., 911 in the US)

Notify the PGW (and any intermediary nodes) that this is a high priority message by
setting and sending a new optional AVP called DRMP (Diameter Routing Message

Priority) ina RAR

Ensure that messages associated with priority calls are not shed on either the MPE or
the MRA with new load shedding rules unless absolutely necessary

When all priority sessions are terminated, instruct the PGW to revert to the behaviors
defined before the priority session as established (current functionality)

The message flow is summarized in below:

PGW

| P-CSCF |

MRA

Gx session (PDN connection) has been previously established

Rx:AAR-I

©  Rxtrafficwill receive priority

treatment within MRA/MPE
based on:

* Reservation-Priority AVP > 0
*« MPS-ID is present

Gx traffic will receive Gx:RAR

priority treatment within
MRA/MPE based on:

* DRMP AVP=Priority_0 GX:RAA

R AAA-]

. Rx:AAR-I .

Policy evaluation
i populates DRMP AVP
i GX:RAR
e
5 GX:RAA
®
L RcAAAC
@

eMPS Message Flow With Message Prioritization (During Congestion)

E82613-01
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4. CMP GUI changes

New policy actions are defined to set DRMP AVP to specified value. The action is exposed to
user when “Diameter 3GPP” mode is enabled. User can use the existing policy conditions,
combined with the new policy action, to add the DRMP AVP and assign a priority level to
messages.

4.1  Policy Library New Actions

Policy Condition | Policy Condition or Action Description
Group
NA Optional actions: set DRMP AVP to This action is exposed to user when mode
DRMP Level in Re-Authorized “Diameter 3GPP” is enabled.
Request It is used to set the DRMP AVP to specified

priority level in Gx: RAR messages. Only one
value can be specified.
The DRMP _Level can be one of:
e PRIORITY_O valne O  (highest priority)
. PRIORITY_1 value 1
. PRIORITY_2 value 2
. PRIORITY 3 value 3
. PRIORITY 4 value 4
. PRIORITY_5 value 5
. PRIORITY_6 value 6
. PRIORITY_7 value 7
. PRIORITY_8 value 8
. PRIORITY_9 value 9
. PRIORITY_10 value 10
. PRIORITY 11 value 11
. PRIORITY 12 value 12
. PRIORITY_13 valne 13
. PRIORITY_14 valne 14

o PRIORITY_15 value 15 (lowest priority)

E82613-01 Page 8 of 31
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4.2 Examples of using the new action in policies

o The following policy checks the value of AVPs “Reservation-Priority” and “MPS-

Identifier”. If a Diameter message matches the condition, the triggered Gx: RAR
messages include the DRMP AVP with PRIORITY_O.

where the requested session reservation priority is one of DEFAULT
And where the request MPS Identifier matches one of MPSID1,MPSID2,MPSID3,MPSID4

set DRMP AVP to PRIORITY_0O in Re-Authorized Request

continue processing message

e The following policy checks the existence of AVP “Reservation-Priority” and the value of
AVP “MPS-Identifier”. If a Diameter message matches the condition, the triggered Gx:

RAR messages include the DRMP AVP with PRIORITY_1.

where the request AVP Reservation-Priority: 13019 exisits

And where the request MPS Identifier matches one of MPSID1,MPSID2 MPSID3,MPSID4

set DRMP AVP to PRIORITY_1 in Re-Authorized Reguest

continue processing message

o The following policy table checks the value of AVPs “Reservation-Priority” and “MPS-

Identifier”, and sets the DRMP

MPSIdentify
REQUEST.AVP.MPS-Identifier: 10415
5
MPSID1
MPSID2
MPSID3
MPSID4
MPSIDS
MPSID6
MPSID7

Note: * is wildcard matches any value.

to the specified value.

Reservation
Request.ReservationPriority

0

~ U e L R

Note: “Priority 0 is the highest DRMP priority

E82613-01

DRMP

FRIORITY_OD
PRIORITY_1
PRIORITY_2
PRIORITY_3
PRICRITY_4
PRICRITY_5S
PRICRITY_6G
PRIORITY_7
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4.3 User Interface Changes
These configuration changes are applicable to Diameter 3GPP mode only.

In the MPE and MRA, on the Load Shedding Rules edit page, when Application is <Gx> and
Message is <CCR>, parameter “DRMP” has been added .

Load Shedding Rule Edit Page: Gx CCR

Edit Load Shedding Rule

“Name MyRule

Filter
Application Gx [+]
Message CCR _T]

Request Types
’7 « | [nitial Update Terminate

APNS CSV)
| DRMP (C5V,0-15)

~ Action -
Accept
Drop
= Answer With [*]

Answer With
Code

[ save

and Viendor 1D

Parameter:
DRMP: value from 0 to 15, if there is more than one value, use comma to separates values.
Such as: 1,2,3.... The parameter is used to check the DRMP AVP value in messages.

E82613-01 Page 10 of
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In MPE and MRA Load Shedding Rule edit page, when Application is <Rx>and Message is

<AAR>, parameter “Check MPS and Reservation Priority” has been added.

Edit Load Shedding Rule

Parameter:

Check MPS and Reservation Priority: Check the existence of AVPs: “MPS-ldentifier” and

Load Shedding Rule Edit Page: Rx AAR

“Hame MyRule
— Filter
Application Rx [+]
Message AAR (=]
Request Types
r Imitial Update Terminate
APNs (CSV)

Check MPS and s
Reservation Priority

— Action

Accept
Drop
& Answer With

Answer With
Code

[=]

and vendor 1D

I Save ‘ i Cancel ‘

“Reservation-Priority” in the incoming diameter message, in this case an RX interface AAR

message

E82613-01
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In MRA Load Shedding Rule edit page, when Application is <Gx>, <RAR> message type is added.
And parameter [DRMP] is also added

Load Shedding Rule Edit Page: Gx RAR

Edit Load Shedding Rule

“Name MyRule

— Filter
Application Gx [*]

Message RAR [+

DRMP (CSV,0-15)

— Action

Accept
Drop
= Answer With E

Answer With
Code

and Vendor ID

I Save ] [ Cancel ]

Parameter:

DRMP: value from 0 to 15, if there is more than one value, use comma to separate values. Such
as: 1,2,3. The parameter is used to check the DRMP AVP value in messages. If no DRMP value is
entered the shedding rule will not pass a validation check.

E82613-01 Page 12 of
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5. Procedure To Enable The Feature

Note: This procedure adds new rules to the default load shedding rule group manually. This is
only required for upgrades from earlier versions of Oracle Communications Policy Manager
that do not support this feature. For a new install of ORACLE COMMUNICATIONS POLICY
MANAGEMENT’ 12.2, the CMP configuration has these rules already added into default rule
group so no manual operation is required.

After fresh install or upgrade, the new AVP “DRMP” is defined in Diameter dictionary but the
AVP won’t be added to Diameter messages (i.e. Gx:RAR) by default unless a Policy action as
described in section [4.2] is triggered.

Pre-Enable Steps

Step

Action

Expected Results

Pass | Fail

1

Validate CMP
Mode settings

CMP GUI: Help = About 2 Highlight the screen to reveal the small square
(marked by the red circle below) then click it

Sl al= Oracle Communications Policy Management

aw WA
T ——
@

1 g
P
. —
S

il Mgl iy
]
i e

=_)

——

Validate that “Wireless: Diameter 3GPP” mode has been enabled. If 3GPP
mode is not enabled and this feature needs to be enabled, contact “My
Oracle Support” as changing modes on operational equipment may have
additional considerations.

[ ——r—
PN T—  Thin page duplann dobesy wrting

Carfper v L—d
Lart g rlare P erwietr
HEA A ey
MEEIAT IS

wrnn e T

BRI POKTS

LATFGRM BTG
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2 Confirm that CMP GUI: Policy Server = Configuration = <MPE cluster that is to be
load shedding | checked > - Policy Server Tab

is enabled on
MPE and MRA | e  Click “Advanced”

@ 0]

s 3 Policy Servers

MY FAVORITES B-Ey ALL Palicy Server: MPE Sitel Cluster

- POLICY SERVER

) R RERMPE Sitel Cluste:
Configuration: System | Reports | Logs D

Configuration Template

T |

Match Lists

e Scroll to the “MPE Load Shedding Rules”, and confirm load shedding
rules are “Enabled”.

= [ Tt Lk g o mepud aomy L e [
= P T e T - o] e
a SIETET
ey
TR A e——
m——gy [EE [ . [ [

e b a iy et

P bt 5 i |
[T -

[Ty

CMP GUI: MRA - Configuration = <MRA cluster that is to be checked >
- MRA Tab

e C(Click “Advanced”

Chargemy e ~ B3 M

Fiabidlur s by Gl rasr =9 s HMiilti- pratocal Routing Ageai: HRA Sits] Cluster

Tima Feriads ¥ IS —_— i
Serving Galeway | MCC- | Fyalems I HMeparts ‘ Legh mameter Hewlin
i ML

Mo pring Nay Ielagiy et e

Curslmem AP Dinfin s
Ao il s

Casitom Werdars
PLILLCY MAMALEHENT Hstwork Dlemantc A
Vaep Libwary Eu
[ — Hetwerk Element Grouses g
Prllicy Tabla Librany
5wy
LSRR Pl Poal
NE TNTHDR
— Hamc Primary Site 1F :l:twdorr:-ll: =
Tafaguralom
Le-=fguraban Fessplats EI:\“:I:-:':I. 15, 1hE s & -

FHA A il brmers

e Scroll to the “MRA Load Shedding Rules”, and confirm load shedding
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rules are “Enabled”.

3 MRA
=R AL Category C ion Key Type Value

IEWMRA Sitel Cluste:

D¢

(z) MRA Load Shedding Configuration

Enabled true

P Level 1 (2 rules)

P Level 2 (3 rules)

Note: Load shedding rules are enabled by default. Load shedding can be
enabled/disabled by choosing the radio button that corrersponds to the required
configuration. In addition to choosing the radio button “enabled” to enable load
shedding, if the radio button “undefined” is selected, the operational state of the
load shedding will also be “enabled”

MPE Load Shedding Configuration

Enabled ® true O false O undefined

Enable Steps

E82613-01
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1 For MPE: Modify
“Load Shedding
Configuration”

CMP GUI: Policy Server = Configuration = <MPE cluster that is to be
modified > = Policy Server Tab

e C(Click “Advanced”

0] @
s 23 Policy Servers

EHEy AL

JEIHFE Sitel Cluste

MY FAVORITES
=/ POLICY SERVER

Policy Server: MPE Sitel Cluster

System | Reports Logs D

Configuration Template

Applications

Match Lists

e Scroll to the “MPE Load Shedding Rules”, expand the “Levels” and
note the existing rules. There is an export button if needed to
document the existing configuration.

feparate= Lt Trem Wk

Pl o

= Ll 143 veken |

e
o=}

=

ad
Fwre At ca = e LTI ST R
Eere TRt B - it
Serwan [~ - Aoy e CAMETI_ SO0 BT

et 310 vl
[ P p—

I sl 3 i

e Atthe top of the tab, click on “Modify” to add load shedding rules

Polbcy Server Sdnsinistrabion
2 Pedey Servers
=2l L

+ TS

Polcy Server: HPE Sie 1 Clusker

| System | meparts | Logs m I'.ll-lullrrlr'llrI'T Podsr iy Tllﬂlbmn- El
[

Eapart Settings

Category Caalagur lion Ky T Vg
[RE DHAMETER Clasnen MudDhrsbarFarbessonltarshon |t 0
Cuperrtar DHAMITER AF AusdetF orhutsLAptme teociesn s

e Scroll to “MPE Load Shedding Configuration” and expand the rule
levels to expose the “add” dialog.
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=l Foior Seera

L s ]

deterace W ik e ppnd
e [ P Arres

e | gen Rt wills LLHETN POR0, Rar
Cwrtptihoiy |4 L L1 Aowed

Eetia TRl [ - R etk CLAHITIE_PoR
~ [T e

e

(7]

derrmenr 44 8

eeraar v g e I

Pn L Fansa g HArties

e There will be 5 load shedding rules added for the MPE as follows:

a.  Add Gx rule as below on Level 1, Level 2

Application : Gx
Message: CCR
Request Type: Initial
DRMP: 0

Action : Accept

b. Add Gx rule as below on Level 3

Application : Gx

Message: CCR

Request Type: Initial & Update
DRMP: 0

Action : Accept

c. Add Rx rule as below on Level 2

E82613-01
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Application : Rx
Message: AAR

Request Type: Initial

MPS-Identifier & Reservation-Priority: present

Action : Accept

d. Add Rx rule as below on Level 3

Application : Rx
Message: AAR
Request Type: Initial & Update

MPS-Identifier & Reservation-Priority:
present

Action : Accept

For example, rule (a) will be added to level 1 as follows.

Click on “add” “Diameter” for Rule level 1 and launch the “Add Load

Shedding Rule” configuration dialog:

B Add v

@ Diameter

Add Load Shedding Rule

*Name

rFilter

Application
Message

=
=

Types
’7 Initial Update Terminate

APNs
DRMP

Exist

Both MPS ID and
Reservation Priority

(csv)
(€SV,0-15)

- Action
k 'Accept
: 'Drop

() Answer With [+]
() Answer With Code and Vendor ID

Note: It may be neccessary to freshly login and try again if the “Add Load Shedding Rule”

configuration dialog does not present”

Datafill the fields in the dialog according to the tables provided above.
In this case rule (a) is used. The configuration should look like this.

E82613-01
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Add Load Shadding Rula

*Name DefaultRule14
ilter
’:npplicati on Gx [w]
Message CCR []

quest Types
[V Initial Update Terminate ‘

APNs (csv)
| DRMP 0 '{csv,aq 5)

Both MPS ID and
Reservation Priority
Exist

[ Accept |
'/:\' Drop

'_ 'Answer With |T|
() Answer With Code and Vendor ID

| OK | | Cancel

Note: The Rule “name” is a string. Itis recommended to use the “DefaultRule: with a rule
number that is consistent with customer requirements.

e Click on “OK”, and scroll to the bottom of the screen and click on
“Save”. There will be a rule validation check. If the following popup is
seen recheck the configuration.

Validation Error
You must correct the following error(s) before proceeding:

There are some duplicate rules in Load Shedding Configuration Levell.

e In this example the Rule name “DefaultRule14” appears first in the
Rule Level 1 order of rules.

 Lewel 1 [3 rulies)

= Rcoeps
Drop
Asigurds WEh L
Engwey With Dofa g eadod I
@ and * @y Com (TPER | 3 Delet | 4
" A Al
| DelautBoield Gu [} Acoeot I
Ciefaurue! Gx CCR Angwer wih DIAMETER_TO0_BUSY
Dl autioled Gint (== Adgerdl wllh DIANETER_TO0 BUSY

Note: It may be necessary to arrange the order of the rules after creation. Use Appendix A at
the end of this document to view the rule order for a new install of ORACLE
COMMUNICATIONS POLICY MANAGEMENT’ 12.2. Keep in mind that adding these Load
Shedding Rules is only required for upgrades and does not apply to new installs. For
reference, it is reasonable to use the order these rules are applied in a new install. Load

E82613-01
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shedding rules are customizable based on customer requirements.

e Change the order of the newly created rule to match the order in
Appendix A, by highlighting the newly created rule and using the up
and down arrows in the Load Shedding Configuration Dialog to move
the rule. Once the rule is in the desired order return to the bottom of
the screen and “Save”. Now the newly created Load Shedding Rule
“DefaultRule14” appears 2" in order, between DefaultRulel and
DefaultRule4 the same as it appears in Appendix A.

w Level 1 (3 rules)

CCEPT
\ﬁ Export *
Name App Message Action
DefaultRulel Gx CCR Answer with DIAMETER_TOO_BUSY
DefaultRule14 Gx CCR Accept
DefaultRuled G CCR Answer with DIAMETER_TOO_BUSY

e Now add the additonal Load Shedding Rules as per Table b, c & d in
the same fashion as Table a.

Level 2 of the Load Shedding Rules will look like this when done

-w Level 2 (5 rules)

ACCEPT
\®) Export ¥
Name App Message Action
DefaultRule17 Rx AAR Accept
DefaultRule2 Gx CCR Answer with DIAMETER_TOO_BUSY ~
DefaultRule1s Gx CCR Accept | v
DefaultRules GXxX CCR Answer with DIAMETER_TOO_BUSY
DefaultRule? Rx AAR Answer with DIAMETER_TOO_BUSY v
Level 3 of the Load Shedding Rules will look like this when done
-w Level 3 (7 rules)
ACCEPT
@) Export *
Name App Message Action
DefaultRule3 Gx CCR Answer with DIAMETER_TOO_BUSY A
DefaultRulels G CCR Accept
DefaultRules GXx CCR Answer with DIAMETER_TOO_BUSY ¥
DefaultRuled Rx AAR Answer with DIAMETER_TOO_BUSY
DefaultRule1s Rax ALR Accept
DefaultRuled Sh PNR Answer with DIAMETER_TOO_BUSY v
-
DefaultRule10 Sy SNR Answer with DIAMETER_TOOQ_BUSY

Note: Level 4 rules are not changed

Newly added default load shedding rules that are part of this feature
have now been added to the MPE. Proceed with the MRA.

2 For MRA:
Modify “Load
Shedding
Configuration”

CMP GUI: MRA - Configuration = <MRA cluster that is to be modified >
- MRA Tab

E82613-01
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e C(Click “Advanced”

Cupeplag Rerears e

Fizbaler abatn Sub ra s =9 s Hiili-pratorsl Roubing Ageat: MRA Sitel Clucter

Tima Paricda i S 2] St o] —— =
Sarving GolewayMEE | System | Beports | Legs Usammeter Hestin
L L1

Horspring ey s e

Aot baliee

Cuntom Werdary
POLILY MANALLHENT Hgtwork Dlements AF
Vol p Likorary xu
P Hetwork Elgment Grouss «Honge
Prdlicy Tablla Lilrary
ey
: SUBSCRIBER MPL Puci
HE TATHER
= Hemc Primary Site 1 Iﬂ;muf-iﬂ-r Sme O
Farmeslagg wraloven
Comfequransn femplats HFL Se ] 16 1 88 8 =

Clustsr
FHA A il bt

® Scroll to the “MRA Load Shedding Rules”, expand the “Levels” and
note the existing rules. There is an export button if needed to
document the existing configuration.

pans o o)
.

Ll 8 3 resnn}

RITTFY
=}
e — i
[ ) Bann [ |
Svfen Tawd . -
w Lawsl 1 (1 ralas |
-
& et}
Smemr A Mriaagr L
Erfua ] ] LhE =
i e . s
Erfie T L) R

e Atthe top of the tab, click on “modify” to add load shedding rules

.'!' MRA Administration
£3 MRA

EHEY ALL Multi-protocol Routing Agent: MRA Sitel Cluster

RENHRA Sitel Cluste:

System | Reports | Logs Diameter RolllingT Session Viewer T Debug ]

Expert Settings

e Scroll to “MRA Load Shedding Configuration” and expand the level 1

rules to expose the “add” dialog.
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There will be 1 load shedding rules added for the MRA as follows:

a. Add Gx rule as below in Level 1

Application : Gx
Message: CCR

Request Type: Initial
DRMP : 0

Action : Accept

For example, rule (a) will be added to level 1 as follows.

Click on “add” “Diameter” for Rule level 1 and launch the “Add Load
Shedding Rule” configuration dialog:

@ Add v

8 Diameter
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Add Load Shedding Rule

*Name

~ Filter

Application

Message

=1
=

q Types
’7 Initial Update

Terminate

APNs
DRMP

Both MPS ID and
Reservation Priority
Exist

(csv)
(CSV,0-15)

—Action
() Accept

_ Drop

) Answer With

() Answer With Code and Vend

[v]

or ID

Note: It may be neccessary to freshly login and try again if the “Add Load Shedding Rule”

configuratuion dialog does not present”

e Datafill the fields in the dialog according to the tables provided above.

In this case Table “a” is used. The configuration should look like this.

Add Load Shedding Rule

*Mame | DefaultRules

|

~ Filter

||application Gx
Message CCR

=]
Tv]

q Types

[v]Initial Update

Terminate |

APNs

(csv)

DRMP o

(CSV,0-15) [

Both MPS ID and
Reservation Priority
Exist

—Acti

(%) Accept |
[ Drop

_) Answer With

_ I Answer With Code

and Vendor ID

[=]

Cancel

Note: The Rule “name” is a string. Itis recommended to use the “DefaultRule: with a rule

number that is consistent with customer requ

irements.

e Click on “OK”, and scroll to the bottom of the screen and click on

“Save”. There will be a rule validation check. If the following popup is

seen recheck the configuration.
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Validation Error
You must correct the following error(s) before proceeding:

There are some duplicate rules in Load Shedding Configuration Levell.

e Inthis example the Rule name “DefaultRule6” appears first in the Rule
Level 1 order of rules.

Name App Message Action

I DefaultRules Gx CCR Accept
DefaultRulel Gx CCR Answer with DIAMETER_TOQO_BUSY
DefaultRule2 Gxx CCR Answer with DIAMETER_TOO_BUSY

Note: It may be necessary to arrange the order of the rules after creation. Use Appendix A at
the end of this document to view the rule order for a new install of ORACLE
COMMUNICATIONS POLICY MANAGEMENT’ 12.2. Keep in mind that adding these Load
Shedding Rules is only required for upgrades and does not apply to new installs. For
reference, it is reasonable to use the order these rules are applied in a new install. Load
shedding rules are customizable based on customer requirements.

e Change the order of the newly created rule to match the order in
Appendix A, by highlighting the newly created rule and using the up
and down arrows in Load Shedding Configuration Dialog to move the
rule. Once the rule is in the desired order return to the bottom of the
screen and “Save”. Now the newly created Load Shedding Rule
“DefaultRule6” appears 3rd in order, after DefaultRulel and
DefaultRule2, the same as it appears in Appendix A.

w Level 1 (3 rules)

CCEPT
| Export =
Name App Message Action
DefaultRulel Gx CCR Answer with DIAMETER_TOO_BUSY
DefaultRule2 Gxx CCR Answer with DIAMETER_TOO_BUSY
DefaultRule6 Gx CCR Accept

Newly added default load shedding rules that are part of this feature
have now been added to the MRA. You have completed this procedure.
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6. Back out Procedure

Disable the Feature
CMP GUI: Policy Server = Configuration = <MPE cluster that is to be

1. For MPE: Modify
“Load Shedding modified > = Policy Server Tab

Configuration”

e (Click “Advanced”

@

A 3 Policy Servers
Policy Server: MPE Sitel Cluster

MY FAVORITES -
MY AL
[SCIWMPE Sitel Clustei
; System | Reports | Logs E D
Configuration Template

Match Lists

e Scroll to the “MPE Load Shedding Rules”, expand the “Levels” and
note the existing rules. There is an export button if needed to

document the existing configuration.

P T Catrgey St by e Wk Criast veur
o
L el i

= =

= pee 143 el |

s
o = it
o = pr
s - -
— - ety oy

F wes 2108 ruben
Ty ——"
[TPS=pri——]

e Atthe top of the tab, click on “modify” to remove load shedding
rules

Polloy Server Admanisirabion

= Podey Bervers
By sl

R C e ——— o ey
[

Policy Sorver: MPE Sfal Cluster

Fapeis Setlings
Categery Caalagur #lhnn Key Tree Valere
[ THAMETEE Slednep MaulhrsbarFurSessomipanon o e
=2 e DAMITER AF Aidoofarhitsl, Aptamee et g
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e Select the Load Shedding Rule to “Delete”

HPE Lnad Shedding Configunalsn
Enubied Ciarue CHislse ® usdefed

# Level 1 (3 rubes)

= mserpt

=11
Bnpaer With -
Andred With Tode ardd Vendor |0

| e = By Clorw jEdﬂf'_ln & Dosn

| Hame App Pl asigs Ackion
DefwakRate] [ CCR Rrgmnr with DRAMITER, TO0 Bt

| Ewhtk.uu Gx cCR fri——y |
Defuintaled G LLE ArgEpr Wi DIAMETER TOE Pt

e Click on the “Delete” option and you will be prompted confirm the
configuration change.

Delete Load Shedding Rule

Are you sure you want to delete DefaultRule14 Load Shedding Rule(s)?

| Delete | ‘ Cancel |

e  Confirm the action to “Delete” the load shedding rule and then
“Save” at the bottom of the page

MPE Load Shedding Configuration

Enabled O'true O false ® undefined

- Level 1 (3 rules)
(@) Accept

Drop

) answer With i
() Answer With Code and Vendor ID

@rw~m ¥ Edil [ % |4 &
Name App Message Action
Answer with DIAMETER_TOO_BUSY

DefaultRulel G CCR

DefaultRuled G CCR Answer with DIAMETER_TOO_BUSY

P Level 2 (5 rules)
P Level 3 (7 rules)

P Level 4 (3 rules)
—]

Cancel |
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e The new Load Sheddding Configuration for the MPE has now been
implemented. Proceed in this fashion to remove the Load Shedding
Rules that were added previously, until the desired Load Shedding
Configuration has been achieved. The new configuration can be
compared with the previously documented configuration for
confirmation . For example, after removing the previously
configured “DefaultRule14” the modified configuration with
“DefaultRule14” removed would look like this.

e e

Pl # {8 ruim
¥ el {7 ot}

¥ i rsnd & {1 e |

Note: If any policies were deployed to the MRA as part f this feature (section 4.2) they
should be removed.

Newly added default load shedding rules that are part of this feature
have now been removed from the MPE. Proceed with the MRA.

2. For MRA: Modify
“Load Shedding
Configuration

CMP GUI: MRA - Configuration = <MRA cluster that is to be modified >
- MRA Tab

e C(Click “Advanced”

Chargeny e reer a 53
Rk abiit Sl drm =Y ML Hiilii-protocad Routing Ageai: HRA fifel Cluster

Tima Feriads 3 TS

Burving Cotwway /HCC- | Frstems | Meports | Logs w Lrammeler Howlin
app=y

anasang = =

Euaslomen LT Ciwfirsilamens

Annrs il =
Cuswlosrm Wardars

POILDEY MANMSOEMENT Higtaort Hamant Af
(54 1}
Putwy Lilwery PaWw
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Policy Tabla Librany

W
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Wame Primary Site 1P Secosdery 50 8
A ]

Furefogg uralec

AL SAc]
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15, 1964485 -

FIHA A ialimss

e Scroll to the “MRA Load Shedding Rules”, expand the “Levels” and
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note the existing rules. There is an export button if needed to
document the existing configuration.

At the top of the tab, click on “modify” to remove Load Shedding

Multi-protocol Routing Agent: MRA Sitel Cluster

System | Reports | Logs @ Diameter RolllingT Session Vie'werT Debug ]

=T}
Hriage ==Y
] Ry welh CAMTHR, PoS BT
om Aewmar wdh [ELMETER P00 5V
] boed
& =
My At
Le =
L .
- =

MRA Administration

Expert Settings

MK Load Shedding Configuration

Nnabind v
* Level 1 (] rules)
¥ Bttenl

Brep

hrapsar With w

hrapar With Coch and Venda 00

3 -y o i [T o 4

LT App

o Select the Load Shedding Rule to“Delete”.

Makig 18 urdefard

Anpasr weth DLAMITER_TCsD B
Arspwr weth DLAMETER_TOD:_ BN

HMovsage A om
Defneitiuiel G =
Defauituiel G ccR

| lmﬂ.ﬁrﬂu'ﬂ-ﬁ e R Accegt I

e Click on the “Delete” option and

the configuration change.

Delete Load Shedding Rule

Are you sure you want to delete DefaultRule6 Load Shedding Rule(s)?

“Save” at the bottom of the page

Confirm the action to “Delete” the load shedding rule and then

you will be prompted to confirm

Cancel
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MRA Load Shedding Configuration

Enabled O'true Ofalse ® undefined
% Level 1 (3 rules)
&) Accept
Drop
Answer With v
Answer With Code and Vendor ID
@ Add~ B¥ Fdt | ¥ [+ &
Name App Message Action
DefaultRulel Gx CCR Answer with DIAMETER_TOO_BUSY
DefaultRule2 Gxx CCR Answer with DIAMETER_TOO_BUSY
b Level 2 (3 rules)
MPE Load Shedding Configuration
Enabled Otrue O false ® undefined
P Level 1 (2 rules)
} Level 2 (3 rules)
P Level 3 (5 rules)
P Level 4 (3 rules) Cancel I

e The new Load Sheddding Configuration for the MRA has now been
implemented. Proceed in this fashion to remove the Load Shedding
Rules that were added previously until the desired Load Shedding
Configuration has been achieved. The new configuration can be
compared with the previously documented configuration for
confirmation . For example, after removing the previously configured
“DefaultRule6” the modified configuration with DefaultRule6
removed would look like this.

= Eabegry

R et L]

e By T Wl e Nate

P P

b | {3 ruden])
EOEFL

P ——y . . Abimi 4P CTAMETEN

U can = dramar il CLAMTRE_"00 B ¥

Note: If any policies were deployed to the MRA as part f this feature (section 4.2) they
should be removed.

Newly added default load shedding rules that are part of this feature
have now been removed from the MRA. You have completed this
procedure.
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7. Appendix A: Export of Default Load Shedding Rules

MPE
Name level[App|Moseng . el [opgrade]erminate] e [epnValue]drmpName]dimpValud]mpsldAndR pName]mpsldAndRpEx Aciion
DefaultRulel |1 Gx ||CCR (CC-Request-Type||1 -999 -999 Called-Station-Id| DRMP false DIAMETER_TOO_BUSY]
DefaultRule 41 Gx ||CCR (CC-Request-Type||1 -990 -909 Called-Station-Id| DRMP 10 ‘ false |IACCEPT
DefaultRuled |1 Gxx|| CCR (CC-Request-Type||1 -999 -999 Called-Station-ld false DIAMETER_TOO_BUSY]
Name level||A M pl initi ] ‘minate| P! : P :: ::' WVal H mpsldA pl } psldA i Action
DefaultRule17||2 Rx ||AAR Rx-Request-Type ||0 -999 -999 Called-Station-Id| ‘MPS-\demifier_lleservulion-Priority‘Inle IACCEPT
DefaultRule? |2 Gx ||CCR (CC-Request-Type||1 -999 -999 Called-Station-Id| ‘DRMP | false DIAMETER_TOO_BUSY|
efauliRulel 52 [[Gx [JCCR [CC-Request-Type][1 990 999 Called-Station-ld| [DrRMP Jlo | false [ACCEPT
DefaultRule5 |2 (Gxx||CCR (CC-Request-Type||1 -999 -999 Called-Station-Id| false DIAMETER_TOO_BUSY|
DefaultRule” |2 Rx ||AAR Rx-Request-Type ||0 -999 -999 Called-Station-Id| ‘MPS-\dantifier_Raser’vmion-Priority‘folse DIAMETER_TOO_BUSY|
Name level||A M pl initi ] ol P! : P 1 !' WVal H mpsldA pl 1 psldA i Action
DefaultRule3 |3 Gx || CCR ICC-Request-Type||1 2 -999 Called-Station-ld DRMP false DIAMETER_TOO_BUSY]
DefaultRule]6)|3 Gx ||CCR (CC-Request-Type||1 2 -999 Called-Station-Id DRMP 10 ‘ false IACCEPT
DefaultRules |3 Gxx||CCR ICC-Request-Type||1 2 -909 Called-Station-Id| false DIAMETER_TOO_BUSY|
DefaultRuled |3 Rx ||AAR Rx-Request-Type ||0 1 -999 Called-Station-Id ‘MPS-\demifier_lleservulion-Priority‘fclse DIAMETER_TOO_BUSY|
DefaultRule]8||3 Rx ||AAR Rx-Request-Type ||0 1 -999 Called-Station-Id| ‘MPS-\dantif r_Reser’vmion-Priority‘hue IACCEPT
DefaultRule? |3 ISh  ||PNR -999 |[-999 -9 Called-Station-ld false DIAMETER_TOO_BUSY]
DefaultRule10|3 ISy ||SNR -999 |[-999 -999 Called-Station-Id false DIAMETER_TOO_BUSY]
Name level|| App 19 : ( : itial|jupgrad i 1 ” P I ::' p ::' I :: AndRy 1 | AndRpExist| Action
DefaultRulal 1]4 Drmal[LNR -999 |[-999 -999 false IACCEPT]
DefaultRule 2|4 Drma|[LSR -999 |[-999 -999 false IACCEPT|
DefaultRule] 3|4 Drmal[RUR -999 |[-999 -999 false IACCEPT]

MRA
sos_Bevelipiiasiegl wopttonss aolleyprdaprrmarandspibisms Vol pitmiphng ok shapitdasdtyvmipnpitlindtpbiol___ kot
G Pl 1 | [Lrn pOCE 1L -Beguesd- Typel 1 ol L ol b LM o= CLAMEPER TOHD BAPST)
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fofouitates 3 |Gz [OC8  [OC-Racuend-Typsll ] (00 [Coled-Shaiion 1 toa CAAETER_LBSABLE 143 COIAPLY]
pataitutes P Joadocm JOC-Ragunt-Typall) 3 Low0  [Coled-Tatie-id Hoss CLA I TR _UBABIE_T0_CiaP Y]
Dafcutibdet |0 . k- Bt - Types |1 ] - rC oilled - Snainm- 'pud'l-lduul‘-l_mmflumdw Dl TEE_USSABIE 1Oy COwMalM )
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