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1.2

1.2.1

1. Setting up Plug-Ins

Introduction

You need to carry out certain tasks manually before Oracle FLEXCUBE deployment. This
document details out the pre-deployment tasks based on the on the selected plug-ins.

Integrating Oracle FLEXCUBE IS and BPEL

If you have created the EAR file with BPEL as a plug-in, then along with the Oracle FLEXCUBE
IS EAR file, the Installer creates ‘FCBPELCIS.jar’ file. You need to complete the following tasks
before deploying Oracle FLEXCUBE IS EAR file.

Configuring JPS

For configuring JPS, you need to follow the steps given below:

1.

Go to the location —
<MIDDLEWARE HOME>\user_projects\domains\<Domain_created>\config\fmwconfig’

Open ‘jps-config.xml’ file. Search for ‘<serviceProviders>' tag and add the following code
between ‘<serviceProviders>" and ‘</serviceProviders>’ tags.

<serviceProvider class="com.ofss.fcc.bpel.security.jps.service.FCldentityServiceProvider"
name="idstore.db.provider" type="IDENTITY_STORE">

<description>DB IdentityStore Provider</description>

</serviceProvider>

Similarly, Search for ‘<servicelnstances>' tag and add the following code between
‘<servicelnstances>' and ‘</servicelnstances>’ tags.

<servicelnstance provider="idstore.db.provider" name="idstore.db">
<property value="flexcube" name="subscriber.name"/>
<property value="jdbc/fcjdevDS" name="datasource"/>
</servicelnstance>

Search for ‘<jpsContexts default="default">’ tag and add the following code between
‘<jpsContexts default="default">" and ‘</jpsContexts>’, preferably after the default
‘jpsContext’.

<jpsContext name="flex">
<servicelnstanceRef ref="credstore"/>

<servicelnstanceRef ref="keystore"/>
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<servicelnstanceRef ref="policystore.xml"/>
<servicelnstanceRef ref="audit"/>
<servicelnstanceRef ref="idstore.db"/>

</jpsContext>

1.2.2 Configuring Work Flow Identity

You need to configure the workflow identity details from Enterprise Manager Console of the SOA.
To configure workflow identity details, follow the steps given below.

1. Loginto EM Console. Expand the SOA.

ORACLE Enterprise Manager 11g Fusion Missewars Controt b« M. LogCut
Hiram e | 4 Tepckody
1 3 soa-infrag Loggedin as weblogic 0451 -flecom
34 rarn_bace_doman 48 500 Infrastnucture o
il (2 Apshcation Depkymnts
g ——— Systen MBean Browser
-1 8 Saacinfes “"'::""“ 5 Application Defined MBeans; Workflow dentityConfig.ConfigurationType: flexcube
I =i She MBcan Information
A dibbues  Operations  Notficstions
[resem—,
sl Desription Paramestors Ristum Type
3 L1884 & hew priovider 0 jawaic mansgament Cbjecthats
Logs Femnove 8 provider 1 bookean
The chtlay rusres or b condigastion 1 bociean
SO Dyt Tha i vt i :

Service Engines
Erangs
Severs ot Rrdreerees

Business Everks

S0 Ackmirits alion

Securty J
e T | MoS Conprotion
— - — Toplirk Sebor

Gevwnal Iedormalon e ———

€ 3 e

2. Right click ‘soa-infra (soa-serverl)’, choose ‘Administration’ and click ‘System MBean
Browser’ under it.

3. Further, under System MBean Browser, go to ‘oracle.as.soainfra.config > Server:
soa_serverl > WorkflowldentityConfig > human-workflow’.
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4. Under the ‘Operations’ tab, choose ‘createConfiguration’ option. The following screen is
displayed.

ORACLE Enterprise Manager 11g Fusion Middleware Con Setup v Helpv Log Out

Farm v ", Topolo
-
¥ B Farm_eLoM121
= [ Application Deployments

Logged in as weblogic| Host ofss222407.in.oradle.com
Page Refrashed Dec 8, 2014 5:54:56 BM 15T L)

¢ soa-infra@
22 504 Infrastructure +

v 3508 System MBean Browser
v E:Em - @ v 3 Application Defined WorkflowIdentityCe workflow
. ) % Show MBean Information
E- [ webLogic Domain b= ) TopLink
B b Bl com.orade Attributes Operations Notifications
[= [ User Messaging Service B> L1 com.oracle.HTTPClient. config Name [Deseription [ Type

& [ com.oradle.igf

B [ com, oradle.jdbc

B ) com.orade.jps

& [ com,oradle.sdp.messaging
I [ com.sun.management

1 aeateConfiquration
2 createProperty

Create a new identity service configuration
Creste a new Identity Service configuration
property name-value pair.

Add a new entry to the list of service
extensions.

0 javax.management ObjectName

0 javax.management.ObjectName

3 createServiceExtension 1 javax.management.ObjectName

B 1 com. .transport.http 4 removeConfiguration Delete an identity service configuration 1 boolean
> [ com.: .util Remove an existing Identity Service

1 1 emoms.props S removeProperty configuration property name-value pair. 1 boclean
b (2 emomslogging.props o [ — Remove an entry from the list of service P

= J java.lang ST
B> [ java.nio
> ) java.util logging
£ (] orade.adf.share.config
1> [ oracle.as.soainfra.bpel
B (] oradle.as.soainfra.bpm
{4 & Coradeas.soanfra.bomn
¥ [ orade.as.soainfra.config
W [ Server: Admin_ELCM121
> (] AdapterConfig
I> ] B2BConfig
> (] BPELConfig
> (] BPMNConfig
B> [ BusinessRulesConfig
B> ] CEPConfig
> (] EDNConfig
B> ] HWFMailerConfig
B> (] MediatorConfig
> (] soalnfraConfig
B> [ WorkflowCenfig
¥ () WorkflowldentityConfig
V @ human-workflow
W 1 WorkflowldentityConfig|
L ® jazn.com
[> 1 WorkflowldentityConfig.
b £ WorkflowldentityConfig.
E> [ orade.as.uti
> [ orade.dfn
B> ] orade.dms
&> (] orade.dms.event.config -
P e — g 0, D
[ http://10.184.148 27:7010/em/faces/as/as/wiFarmHome target=Farm _ELCIM121 8type=oracle ia... |

La

n,

5. Click ‘Invoke’ button. The SOA displays the following confirmation message.
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Confirmation

Operation executed successfully.
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Refresh ‘MBean’ browser. Go to ‘WorkflowldentityConfig.ConfigurationType’ under ‘human-
workflow’.

Click ‘NO_REALM'. On the right side, select ‘Attributes’ tab and change the value of ‘Default’
from NO_REALM to ‘true’.

aE- O soainfram Voggeed i . vl |t DOHPOHS e com
5 Forn_base_doman 8 50 Infrastructure = g Rnbached 2D 200 1512 157 £
| Systen MBean Browser
[ T 4 Application Defined MBears: Workflow ] dentityConfig.ConfigurationType:Ne_REALM LSpoly || Revent
* Show Fean Information
(Rl * | Amtributes  Cperstions | Nodfcahons
o SOtk 1.0) i Name Desretion Acess Voo
i (30 Weblogk Doman o 1 Corfigisen IF trus, & ndicates that this Mean i 8 Corfig Miesn, B
B O s st e S Dafak True ¥ the cormspenden condiguration b the def . Faio T i
“ 0 & Rt onims. S 2 okrerwise L= T S
i 2D Uer Maptinging Service 50 3 plsplaytiame Th chaplay name For this configursbion S
8 o 1 Erum, & b At ki Miman . an vent. packer 45 =5 e
2 e [ o el by JSR-77. Rt~
S e 5 evertTypes Al the event’s types emited by this Mbean. R frocsttrbue.change.
o otoeciliaee The PBean’s uwaue 4 name R oracessosnracondieworkdimident
~ 3 Drovidrs :ml:.llrmnnlumlmu“"mnﬂrﬂ B | eradeiemmodracodi Weriodtdant)
re 0 Readonty IF tras, & indcates that this Miesn s & read only Mbsan. R Faise
- . 9 Redbore Thar rounln e arociated with his corfiguration " NO_REALM
e 5 10 Pestatheeded Incbcates whether 3 restart 15 needed. R tase
! * 11 SystenMiesn IF trus, & ndicates that this Milean i & System Mbaan. L] faise
@ Sy
e “
0 L3
2 ]
& Lyw
) W
= -
e 5 < »
3 H 7 H 3 L)
Further, under the ‘Operations’ tab, click ‘setRealmName’.
OHRACLE Enterprise Manager 119 Fusion Middieware Cartrel Sehp e M. Logout
BiFmmy | Topolegy
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T
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The following screen is displayed:
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MBean Mame

Operation Name
Description

Return Type  boolean

Return Yalue

Operation: setRealmMName

oracle as.soainfra.config:Location=soa_server 1, WorkflowIdentityConfig=human-worlkflow,
name=flexcube, bype=\WorkflowIdentityConfig. ConfigurstionType, Application=soa-infra
setRealmMName

The realm name associated with this configuration

Parameters
Mame Type
pl jawa.lang.String

Invoke | Revert | Return

Yalug

flexcube]

10. Specify the value of the parameter as ‘flexcube’ and click ‘Invoke’ button. realmname does
not get updated immediately. Update to new realm name takes some time or requires a

restart.

11. Refresh the ‘MBean’ browser. Go to flexcube >
WorkflowldentityConfig.ConfigurationType.ProviderType >
oracle.soa.management.config.identity.ProviderType@.... Under the ‘Attributes’ tab, you
need to make sure that the values of the following attributes are as per the table below:

Attribute

Value

Name

JpsProviderl

PropertyType

JPS

Service

Identity

System MBean Browser

[ B

[ emomslogging.props

() oracle.adf share. config

() oracle.as soainfra.bpel

B [ oracle.as sosinfra.config
B [ Server: soa_serverl

(] AdapterCorfig

(] B2BConfig

(£ BPELConfig

(] BPMMConfig

(] BusinessRulesCorfig

(] CEPConfig

(£ EDMConfig

1 HwFMailerConfig

(] MediatorCanfig

1 Soalnfraconfig

(1 wiorkflowConfig
Bl £ workflawldentityCanfia
@ human-workfiow
Bl [ WorkflawldentityCanfia.Cc 4
Bl @ Fexcube
WorkflowldenttyCol

E

@ jazn.com
[ [ workflowTderitiyConfig, Fr
L) WorkFlowldentityConfig. 5e

Application Defined MBeans: WorkflowIdentityConfig.....ProviderType:oracle.....Provider Type@8fcad2
E)5how MBean Information

Attributes | Operations | Motifications
Mame Description Access Valus
1 Classhames The class name of the provider, R
2 ConfigMBean IF brue, it indicates that this ME=an is & Config MBean, R true
3l Conmection Wame of the MzBean for managing the associated N
Connection,
IF true, it indicates that this ME=an is an svent providsr as
4 ewertProvider defined by 15777, R true
5 eventTypes Allthe event's bypes emitted by this MBean, R jmx.attribute change
6 Mame The name of the provider, RrW | JpsProviderd|
7 obiscthame The MBean's urique I name R orade,ss.s0ans, conig WorewIdentt yConfi
& Froperties Names af the MXBeans For managing the assodated &
properties,
9 ProviderType The provider type For this provider configuration. R
10 Readonly IF true, it indicates that this MEean is a read orly MBean. R Tdse
11 Restartheeded Indicates whether a restart is needed. R fase
= E:pﬁ Eﬁf the MiBean For managing the associsted Role &
13 Service The assaciated service, R | Identity
14 SystemMEean IF true, it indicates that this MEzan is a System MBean, R Tdse
15| LeorControls Hame of the MaBean for managing the associated User a

Control,

Apply || Revert

12.

Property is created under ‘JpsProviderl’.
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ORACLE Manager 11g F antrol Senpy Hebr LogOut
Flram Y | 3 Topokey

@~ ¢ sourinfram Lixygoed ey s weekabogi: | Hent DOHPTHSA. e com
= M3 Farm_base_doman 508

- P alshad 20 Cor i 10 57 83

S@sos | System MBean Browser
= B IR, | i @ Application Defined Mieans: yConfiq... ProviderType: Ip
o] cresrsCommmatecuton Sty M s T ety
i et s coache o #  Atkus Dper Netdiotiorn
P —— o He: Orrerition Fosenctres Rrduan Troo
4 () Webloge Dumen | aeseeomnecon Craste 3 now connction. O prva.management. Colecthame
L — A T pestefrogerty D Create & new property. 0 java. mansgement. Objecthiame
O Uvor sk a 3 oidEEr s Crasts & hew Roks Control 0 Mvaxmansgatent, Cliedthisne
- ., e 4 -y Conatn e Ligme Conirol. 0 v marusgernmeit. Object s
o s et P ——— o
& renoveiroperty Buemare 3 naw soperty. 1
7 reseRdetontyth Gt Rk Contred o
B s oo Eusivove Lser Cortril, o
3 setClmablo The chres e of tha presvde. '
g Th seotr type vt proter i
1L setdervice The sssacisted service. '

o

13. Select the new property and set its Name and Value attribute as mentioned in the below table

ORACLE Enterprise Manager 117 Fusion Middieware Conirol Setup = Help = LogOut
2 - 1} soa-infra® Lagged in 3¢ weblogie] Hast af4427505% in aracle cam
7 B paemn_evissnny & S04 frastructuce « Fage fekahed Dec 3 2 ansmin 157 £
&= 3 Application Depleyr
v [ son Systen MEean Browser

fﬁﬁﬁ AT & Application Defined MBeans: itytonfiq. perty e
1 Selt L= Show MBean Informatien
Wirblagic Domain

Attribute: Hotsficati
£ (21 Metadata Repmsiten xd itz

perty Type@i /B, Al | Feed

Ee [ User Messaging Se Hame Aeress [valus
1 Confighbes 5 MBean is & Config Miean, L
2. eventprovder indicates that this MBeen is an event provider a5 defined by a0 e
3 eventTypes e everils yes etk by b MBean, R jrstiribaledunge
4 Hame Name o the grogerty m [josContertiiame
5 obpectiame The Mieans wniges JF ne B cratess sk configwedlow
& ReadOnly Ftrue, tindicates o MB2an i5 8 read only MBean. L
7 RestariNeséed et is needed, R
 SysleniBean ek this MBean i 2 System MBean, [
9§ Velee L

inas fur 1015177 150

Name Value

jpsContextName flex
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STOP

14. From the ‘System MBean Browser’ select ‘jazn.com’.

The value ‘flex’ should match the value given for ‘jpsContext’ during JPS configuration.

System MBean Browser
@ 7 & Application Defined MBeans: WorkflowIdentityConfig.ConfigurationType:jazn.com
Show MBean Information
LJemams.props A | Attributes | Cperations | Motifications
) emomslogging.props
1 oracle ad.share. canfig Name Description Access
) vt 5. s0sinfra. bped 1 CorfigMBsan IF true, t ncicates that this Mean is s Confiy MBean. 3
) orace as.soairfra.confio > Defak liﬁir‘&fg’ corrssponding configuration is the defaul. False o
B [ Server: soa_serverl 3 Displayhame The display namme For this configuration R
[ AdapterConfig 4 eventProvider 1 true, it indicates that this MBean is an event provider as "
[182BConfig defined by J5R-77.
[ BPELCanfig 5 eventTypss All the svent's bypes emitted by this MBsan. 3
) BPMINConfig & objecthame The MBean's unique JMX name 3
(3 BusinessRulesConfig El roviders !‘D\I;anrzledsei the MiBeans for managing the associated "
j E;:E”D::'; 8 Readonly IF true, it indicates that this MBean is 2 read only MBean. R
9 Realmiame The realm name associated with this configuration R
L HwFHsierConfig 10 Restarthiseded Indicates whether s restart is nesded. R
53 MediatorConfig 11 SystemMBean IF trus, it indicates that this MBean is 3 Systsm MBean. R
1 SoalnfraConfig
1 workflowConfig
B [ WorkflowldentityConfig
[ @& humnan-workFlow !
B ) WorkflowldentityCanfig, Configur.
L ube
°
[0 WorkflowIdentityConfig. Property
1 WorkFlowIdentityConfig, Service:

Apply

Yalue
true

false
true

jmoc, attribite. change:

oracle, as.soainfra. config:workflow]
oracle. as.soainfra. config:workflow]
false

jazn.com

False

false

15. Under ‘Attributes’ tab, change the value of the attribute ‘Default’ to ‘false’.

16. Now, restart the Weblogic and SOA servers. After restarting the servers, make sure the

structure is as follows.

System MBean Browser

@ T B

] com.oracle.sdp, messaging

1 emoms. props

] emomslogging. props

[ oracle,adf.share.config

] oracle. as.soainfra.bpel

= [ oracle, as,so&infra, config
& [ Server: soa_serverl

] AdapterConfig

[ B2BiConfig

] BPELZonfig

1 BPMRICariFig

] BusinessRulesiConfig

] CEPCanfig

[ ] EDMConfig

] HwFMailerConfig

] MediatoriZonfig

1 soalnfracConfig

] WorkFAowConfig

=] || WorkFlowIdentityConkig
= @ human-workflow
B 1 WorkflowIdentityConfig. ConfigurationType
= @& flexcube
= ] WorkflowIdentityConfig. ZonfigurationType, Provider Type
= @ JpsProviderl
= [ WorkflowIdentityConfig.Configur ationType. Provider Type. Property Type

& jpsConkextManme

@ fazn
[ warkflowIdentibyConfig. Property Type
[ WorkflowIdentityConfig, ServiceExtension
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17. Launch the ‘SOA Worklist App’ using the following URL:
http://(IP_Address):(soa_server-port_no)/integration/worklistapp
You will get the login page.

* Username:

* Passward;

Realm: §

Flexcube

Login jazn.cam l

18. Under Realm, the drop-down list should show the options ‘flexcube’ and ‘jazn.com’. Verify the
details.

1.2.3 Custom Provider Configuration

If the EAR has been created with BPEL as a Plugln then along with FCIS EAR file,
Installer creates two JAR files named as FCBPELCIS.jar and FCISAuthenticationProvider.jar.
Before deploying FCIS EAR file following tasks should be completed.

Custom Provider configuration has to be done from the weblogic console of SOA or manually
update the config.xml of the soa domain.

Step 1: Along with FCIS Ear file, Installer creates FCISAuthenticationProvider.jar file. Copy this
files to <MIDDLEWARE_HOME>\ wiserver_10.3\server\lib\mbeantypes

Step 2 : Restart the Admin Server
Step 3 :Login to the Console
Step 4 :Click on Security Realms.
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ORACLE Weblogic Server® Administration Console

@ Home Log Out Preferences

Record Help

Home >Summary of Security Realms >myrealm >Providers

Home Page
Information and Resources

Helpful Tools
m  Configure applications

Configure GridLink for RAC Data
Source

Recent Task Status

Set your console preferences

Oracle Enterprise Manager

Domain Configurations

Domain
* Domain

Environment
* Servers
e Clusters

® Virtual Hosts

Migratable Targets

® Coherence Servers

e Coherence Clusters

* Machines

o \Work Managers

e Startup And Shutdown Classes

Your Deployed Resources
& Deployments

Your Application’s Security Settings

 Security Realms

General Information

= Commen Administration Task Descriptions

= Read the documentation

m  Ask a question on My Oracle Support

m Oracle Guardian Overview

Services
® Messaging
IMS Servers

Store-and-Forward
Agents

IMS Modules

Path Services

Bridges

Data Sources

Persistent Stores

XML Registries
XML Entity Caches

Foreign JNDI Providers

‘Work Contexts
* jCOM

Mail Sessions

FileT3
JTA

B

‘Welcome, weblogic | Connected to:
FCC13CIDEV_KERNEL

Interoperability
® WTC Servers
* Jok Connection Pools

Diagnostics

Log Files

Diagnostic Modules

Diagnostic Images

Request Performance

Archives

Context

® SNMP

Charts and Graphs
* Monitering Dashboard @

€3

|3

Step 5 : Click on myrealm.

#a - ®imEH -
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ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future changes

will automatically be activated as you modify, add
or delete items in this domain.

Domain Structure
FCC13CIDEV_KERNEL
@-Enwrommeﬂt

;‘"Depbyments
@-SEMCES

ecurity Realms
@-Iﬂteroperabl\rw
@'Diagnnst\cs

Q Home Log Out Preferences

Home >Summary of Security Realms >myrealm >Providers

Summary of Security Realms

A security realm is a container for the mechanisms--including users, groups, security roles, security policies, and security providers—that
are used to protect WebLogic rescurces. You can have multiple security realms in a WebLogic Server domain, but only cne can be set as

the default (active) realm.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm

to explore and configure that realm.

P customize this table
Realms (Filtered - More Columns Exist)

New

Record Help

Summary of Security Realms

a2
‘Welcome, weblogic | Connected to:
FCC13CIDEV_KERNEL

showing 1to 1 0of 1 Previous | Next

O | Name &%

Default Realm

O | myreaim

true

New

Showing 1 to 1 of 1 Previous | Next

>

L7
| >

%.J Local intranet hv Emmw -

Step 6: Click on Providers tab and click on new button to create new authentication provider.

Step 7: Give Provider name as FCJCustomProvider and type as FCISUserAuthenticator.

EI?ACLE WeblLogic Server® Administration Cansale

Change Center
View changes and restarts

Canfiguration sditing is enabled. Future
changes wall automamically be scevated a5 you

modify, add er delete iems in this demain.

Doemain Structure
dathenticator_jomain

Mhow do L.
R

» Configure Authentication snd ldestity

Assérton providers

Spstem Status &

Heakh of Bunning Servers

] Faded (2]
I Extical ()
[ Overksded (0}

Warnng (0)

I
L

B vome Log Out Sreferene [ fmcond velp [

oK | camest

Create a new Authentication Provider

‘The following properties vl be used to identify yoor new Authenbication Frovider.

The name of the suthentcation provider.
* Mame: FCJCustomProvider
This is the type of sethentication provider you wish o creste.

Type: FCUBSUserAuthenticatos ]

Wk, wellogi | Cennected t: Authesticatar_dimsin

Step 8 : Click Reorder to bring provider to first of all providers and click OK.

1-10
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ORACLE Woblogic Sorver® Administsatic

Change Center
Varw changes s reslarts

Consabe

B Home Log Dut Preferences [ Recond Help @

a5 Sy O SeCUY FASITI 3 IRA s e 5 FLOLBImIT ST » Provabers

Settings for myrealm

Wekiome, weblogic | Cosnectad to: Authenticator_domain

Configurabion  Users sod Groups  Roles and Policies  Credentisl Mappings  Providers  Migration

|| Mulbentication  Pacowced Vabdabion  Authoristion  Adpdicabon  RoleMapping  Aodling  Credentisl Mapping  Certdicaion Path  Keyvtones.

A sashentication providar allows WebLegic Server to establish trust by valdating a user. You must have one
Aathenbication providers in a securty realem. Cilferent bypes
Adapter prevader that alk rk

Authentication presider in a seouty rralm, and yeu can configere multiple
of Autherdicalion praviders are designed b acoess different data stores, such 3 LDAR servers or DEME. You can also coskiqure a Reslm
[ eleases of WebLagic Server.

wsers

| Cisstomize this table

Authenticatssn Providers

Hew | [Tiviin IW I

Showing 1o 3ol 3 Prmvous | Next

Decription

Hhorw 0 B

Configare Authentication and [dentiy
Adbrtin providen:

Configare the Password Valdation provder
Manage security prividers

32 the JaAs contret flag

Pie-seder Authemsization providers

| Auhentixation grovder for FLEGCUBE wwers
| webtagic Autherticasan Provides

| oefautsushenticator

[ | pefauidesseynasarter | WekLogic Bdentity Assertan provider

Hiew | [Tivieie | || Rocrer | Showing 1 ta 3ol 3 Prvicus | Next

System Shatus.

Hanalth of Buming Serverc

1 Faled (0]

I Critical (0)
Cverloaded (0]

I —)

(1)

ORACLE Weblogic Server®

Administration Console

Change Center B Home Log Ot Pretwances (5 Recoed Help | Q Welcome, weblogic | Connectad be: FLOM131
i changes and Mo »tasminary of KN Daks fnted = lmamiriary of Sty Baskr o myraske »Users and (roupd »mysesim »Providens
{Pending changes edst. They must be activated Reorder Authentication Providers
o take effect.
+ Activale Changes Lok | Lcancel)
Ucio A% Changes Reorder Authertication Previders

Priiders ming the bt briow. By g Proidies, i con aliee the authentication srquesde.

the kst and

up ead down in the list.
|ﬂ Authemtication Providers:
Avadable:

| DefsultAuthenticator

] vefsulidentityfaserter 1
e selected tems Lo top of 2

» Re-order Authentication providers
v Set the 1AA3 control flag

System Status.
Hiealth of Runsing Servers
Faded (5)

"

| brttpei10.084 148 272000/ emfces'as sl

FarmHometacgst= Farm ELCMIZLAdype= ceache ja... |

Step 9: Click on

FCJCustomProvider.

Step 10: In Common tab change the control flag to “SUFFICIENT”
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ORACLE Weblogie Server® Administraticn Consale

Change Cenler

View changes and restarts o
Gonfiguraten ediling i enabled, Futare
changes will atomatscally be acthated as you
mudity, #3d o delete Rems in this demain.

Settings fr FOM mtamPravides.

Comliguration

Commom  Provader Specific

Domain Strscture

Save

@ Home Log Out Freferences (2] Record Helo A

ey of Sacurty Kaslma semjeasim

This page allows veu tn define the general sonfiguration of this previder.

‘Webconse, weblogec | Coanected to: Authenticator_domain

Erereidars ST LI mstamProvider

4 N FCICusterePrinvider

- Dingnestics a Authenticatn provides for FLENCUBE users
4 versian: =
] Control Flag: SUFFICIENT [w]

How do L.

Na task heip found.

System Status

Health of Rumning Servers

| Faded (0)

| catical (o)

| Crverluaded (1)
| Waning [0}

I (1

Step 11: In Provider Specific tab

a. set JNDIName as Flexcube JNDI Name.

b. If external authentications used in FCIS then Fill the Ldap/MSAD related fields.
ORACLE Weblogic Server® administration Console
Changt Center ) tome Log Out Preferences (1] fecord ey | Y Wielcome, weblogie | Caerected ta: Authenticator_domaln

Configurason edting s prabied. Fusre | Settmgs for FOUBSAuthentiator
charges vl sulomaticaly be activated & you

modfy, add or deiese items in this domain Configuration

Comman  Previder Specific

Domain Structure

Swce
This: page slkows you %o configure ddibonsl attributes for th seturity provider.

7 1dap S5LEnabled

How do 1. Ldap Server Ip And Port

Authentication Type: Loap =]
Ldap Domain Name: FLEX COM
Securty Authentication Type: sample (=]

LDAR 1110 184 132 161 3

Fao tmsk heip found.
¥ External Passwurd Reguired

System Status

Healh of funning Servers

el Server Thne Gl Duralion:

| Fadend 1) 1 Mzad Or Ldap Login Required

ke teydends

| o
I

(Step 12 is followed, if step 11 is failed)

Step 12:For manually editing the config.xml go to
<ORACLE_HOME>\Middleware\user_projects\domains\base_domain\config\ path. Open
config.xml file. The following codes need to be added at proper locations in the config.xml.

a) Search for < realm> tag and add the following code between <realm> and </
realm> tags.This should be the first child of the realm Node.
<sec:authentication-provider xmIns:n1="http://fcubs.ofss.com/security"
xsi:itype="n1:fcubs-user-authenticatorType">

<sec:name>FCJCustomProvider</sec:name>

<sec:control-flag>SUFFICIENT</sec:control-flag>

ORACLE
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<nl:msad-or-ldap-login-required>true</n1l:msad-or-ldap-login-required>
<nl:external-password-required>true</n1l:external-password-required>
<nl:authentication-type>MSAD</nl:authentication-type>

<nl:ldap-server-ip-and-port>LDAP://localhost:389</n1:ldap-server-ip-and-
port>

<nl:ldap-ssl-enabled>true</nl:ldap-ssl-enabled>

<nl:security-authentication-type>simple</nl:security-authentication-type>

<nl:ldap-domain-name>|-FLEX.COM</nl:ldap-domain-name>

<nl:ldap-server-time-out-duration>0</n1:ldap-server-time-out-duration>
</sec:authentication-provider>

b) Make sure tag values matches the value given during Property file creation.

1.2.4 Configuring CIS

You need to configure the CIS details. Follow the steps given below:

1. Along with the Oracle FLEXCUBE IS EAR file, the Installer creates ‘FCBPELCIS.jar’ file.

2. Create a folder by name ‘classes’ at the location
‘<MIDDLEWARE_HOME>Oracle_SOA1\soa\modules\oracle.soa.ext_11.1.x".

3. Extract the file ‘FCBPELCIS.jar’ and copy the content of the folder ‘com’ to:
‘<MIDDLEWARE_HOME>Oracle_SOA1\soa\modules\oracle.soa.ext_11.1.x\classes'.

4. Now, havigate to the location
‘<MIDDLEWARE_HOME>Oracle_SOA1\soa\modules\oracle.soa.ext_11.1.x\classes\com\ofs
s\fcc\bpel\’ and delete the folders ‘dao’ and ‘security’.

5. Navigate to the location
‘<MIDDLEWARE_HOME>Oracle_SOA1\soa\modules\oracle.soa.ext_11.1.x\classes\com\ofs
s\fcc\bpel\cac’. Edit the properties file ‘CISProperties.properties’ and update ‘JNDIl.name’ with
the INDI name defined in the properties file ‘fcubs.properties’.

6. Open FCBPELCIS.jar and navigate to com/ofss/fcc/bpel/ and delete the folder named cac.

7. Copy ‘FCBPELCIS.jar’ to
‘<MIDDLEWARE_HOME>/user_projects/domains/<domain_name>/lib

8. Once the above steps are completed, restart the server.

1.2.5 Configuring DBAdapter

In order to configure DBAdapter, follow the steps given below.

1. Loginto ‘Weblogic Console’ and click ‘Deployment’ under ‘Domain Structure’.
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2. Inthe Deployments table, select ‘DbAdapter’. You will be navigated to ‘Settings for
DbAdapter’.

3. Click ‘Configuration’ tab and select ‘Outbound Connection Pools’ under it.

kil iz 10 1BBSTTO0L consoleonsie porsll_nfph- ok pageLabels Py

g MEIES B 2
G Frvorites | @) BugDB Tracking Toal @) DRA TICKET |5 Sugqested Sites = 8| Gt morn Add-ans =
8 Settings for Deddapter - s0a_demain - WLS Cons... fi - B - o v Bager Sefetyr Tookr @
ORALCLE Weblogic Server® Administration Consclo i
Change Center ) Home Log Dt Preferences [ Recordt Help | Q Wredcome, weblogic |Connacted to: soa_donsain
i e s ¢ o4 Dagitymoaets > DbAdaptar
P charget exiet, They mut be sctuated | Sebtings fue Difdapter
ik s iy Achds um i
Grthernise, Bty il be dutematicaly sctal Overview  DepioymentPlan  Configuration ~ Secty | Targets  Contral  Testng  Monvtonng
when you next modfy, sdd or delete e i 1 e
L | Gormrl Propmtms d Workoaed
Acivats Chasges
linda A8 Chasges This puge depdors e aelapler, The bop el ¢ gn. Geoagm are
e v y Sk 3O o o
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6 avan reseurce oo Conmector actary AR SESOUECE. £ ConnechonFactory
tiew Shomang 185 1ol 1 Pravons | Next
o do 1 a
# Confiper i conve o ool
propertes
Syt Status. =]
Hewlth of Rurring Servers.
| Faied i0)
[ Criseal (1)
[ o]
[ Waming (0
I
Do G Local sranes | ot v Rw -
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4. Under ‘Groups and Instances’, click and expand ‘javax.resource.cci.ConnectionFactory’.

5. Click ‘New’ and select ‘javax.resource.cci.ConnectionFactory' in Outbound Connection Group
and click Next .

ORACLE WeblLogic Server® Administration Console

‘Change Center @ Home Log Out Preferences Record Help Q Welcome,webbgic|cnnne:ted to: DEV159117
B e T Home >Summary of Deployments >DbAdapter
Configuration editing is enabled. Future Create a New Outbound Connection

changes will automatically be activated as you
modify, add or delete items in this domain.

Back | | Next ‘F\msh |Cam:e\

Domain Structure Outbound Connection Group

DEV159117

B Emironment In which outbound connection group do you want to create an instance?
~Deployments oOutbound Connection Groups

E-Services

~Security Realms.
- Interoperability
~Diagnostics

Showing 1to 1of 1 Previous | Nesxt

Outbound Connection Group ¢

s

javax.resource.cdi.ConnectionFactory

Showing 1to 1of 1 Previous | Nesxt
Back | | Next ‘mesn |Eam:e\

How do I... =]

« Configure outbound connection pool
properties

System Status =]
Health of Running Servers

[ Failed(o)
[ crtical®
[ Overloaded (D)
[ waming(0)
I ok (2)

er names may be trademarks of their resp

6. Define ‘INDI Name’ as ‘eis/DB/FCCDEV’ and click on ‘Finish’.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences [&] Record Help ‘ Q Welcome, wehlogic‘ Connected to: DEV159117
View changes and restarts Home >Summary of Deployments >DbAdapter
Configuration editing is enabled. Future Create a New Outbound Connection
changes vill automatically be activated as you
madify, add or delete items in this domain. ok 7] | Fish | Cance
Dogoie Struchs INDI name for Outbound Connection Instance
DEV159117
1-Environment Enter the JNDI name that you want to use to obtain the new connection instance:
-~ Deployments * Indicates required fields
~Services
~Security Realms The Outbound Connection instance represents a connection pool. The JNDI name can be used to obtain the pool at runtime.
1-Interoperability
“Dresnesties 4] INDI Name: eis/DBIFCCDEV|
Back Next ‘ Finish ‘ Cancel
How do I... =]
+ Configure outbound connection pool
properties
System Status =]

Health of Running Servers

[ Failed(0)
[ critical (0)
[ overloaded ()
[ Waming(0)
I 0k (2)

The ‘jndi name’ should be the same as the one in ‘Dbutility sub-process’.

If setup is done for the first time, below mentioned screen will be displayed (optionally the Path
can be changed)
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ORACLE weblLegic Server administaton Conscle 12 _

Change Center @ tome LogOut Preferences [ mecerd 1elp | Q Welome, weblogic | Connected to: devize domain
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Conligeration ediling is enatied. Fulure Save Deployment Plan Assislant
will autematicalfy he arthated as yeu
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Domain Structure Save Depk nt Plan
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dinectury may be evervaitien as well,

‘Vou have made conliguration changes that need 1o be stored in a new depluyment plan.

roperability

Fath: s 12 Middl fan xml
Recently Used Paths: {nane)
Lurrent Location: ofea2221222 | seratch [ app | fawl2e | Middleware [ sua [ sua
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e compdist
How do L. a8 - commecters
e

= Create a deployment plan
Update a degloyment plan
Gpecify a deplayment plan

e helpsets

e modules

= prow
« Configure an enterprise spplication

- start and stop a deploved enterprise Ok || Cancel]
apelication

= Target an enterpnse apphcation to 8 server

 Test the modules in an entemprise application

System Status -]
Health of Running Servers
] Failed ()

Critieal (0}

|
| Ovesloaded (0)
I 3

7. Click ‘DbAdapter’ again. The new JNDI name is listed.

8. Click on the hyperlink ‘eis/DB/FCCDEV’.

9. Click the ‘Property Value’ field for the ‘DataSourceName’ and update the application JNDI
reference given during fcubs property file creation (jdbc/fcjdevDS) and then press ‘Enter’ key.
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1.2.6
1)

10. Same set of steps from 3 to 9 to be followed with INDI name ‘eis/DB/FCCBPELConn’

11. Save and restart the Adminserver.

BIP Interactive reports configuration

Login to the BIP domain console, http/s:<hostname>:<port>/console.

e Navigate to security realms - myrealm - Providers and add the FCJCustomProvider.
Follow the step 1.2.3 to add the “FCJCustomProvider”.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is ensbled. Future

changes wil automaticaly be activated as you
modify, 3dd or delete items in this domain,

Domain Structure
d

-Services
~~Security Realms
“Interoperability
~Diagnostics

HowdoI..

« Configure Authentication and Identity
Assertion providers

 Configure the Password Yalidation provider

« Manage security providers

« Setthe JAAS control flag

+ Re-order Authentication providers

@) Home LogOut Preferences [&] Record Help

&)

Home >Summary of Security Realms >myresim >Providers >Users and Groups >Providers

Settings for myrealm

Configuration | Users and Groups | Roles and Polides
Authentication | Password Validation |~ Autharization
An Authentication provider allows WebLogic Server to establish trust by validating a user. fou must have one Authentication provider in a security realm, and you can configure multiple Authentication

providers in a security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS, You can also configure a Realm Adapter
Authentication provider that allows you to work with users and groups from previous releases of WeblLogic Server,

[ Customize this table
Authentication Providers

New | Delete Reorder

Credential Mappings | Providers | Migration

Adjudicaton | Role Mapping ~ Auditing | Credential Mapping

Certification Path | Keystores

Welcome, weblogic ‘ Connected to: dev117_domain

Shoning 1to 30f 3 Previous | Next

| | Name Description Version
FCICustomPravider Authentication provider for FLEXCUBE users L0
DefaultAuthenticator Weblogic Authentication Provider L0
DefaultidentityAsserter WebLogic Identity Assertion provider L0

New | | Delete | || Reorder

Shoning 1to 30f 3 Previous | Next

System Status 3]

Health of Running Servers

[ Faled()
[ it @
[ Overloaded (0)
[ Waming (@)

I ok )

After adding,

e Navigate to security realms > myrealm - Users and Groups and check if the users from
the schema are displayed in Users tab, and Roles from the schema are displayed under
the Groups Tab.

1-17

ORACLE



ORACLE WebLogic Server® Administration Console _

Change Center & Home Log Out Preferences Record Help Q Welcome, weblogic ‘ Connected to: bifoundation_domain
View changes and restarts Hame =Summary of Security Realms =myrezim = Users and Groups o
Ma pending changes exist, Click the Release Settings for myrealm
Canfiguration button to alow others to edit the
domain, Configuration Roles and Policies | Credential Mappings | Providers | Migration
Lock & Ed o
Release Configuration
—— This page displays information about each user that has been configured in this security reslm,
bifoundation_domzin Some results are not displayed because there are too many matches, Please customize this table to specfy more spedific criteria,
E-Environment
~Deployments [p Customize this table
[H-Services
@ Users
E};::r:;:c‘z ity (Mew | | Delete Showing 1to 10 of 1000 Previous | Hext
||| Name & Description Provider
00DANT1 Default Admin User1 FCICustomProvider
11111RM 3 Sweta FCICustomProvider
11111RM_4 RM FCICustomProvider
112233 Default Admin User 10 FCICustomProvider
How do L.. B 121212 Default Admin User 10 FCICustomProvider
+ Manage users and groups 123456 SANKER GS FCICustomProvider
o Create users 141414 Default Admin User 10 FCICustomProvider
« Modify users 15258A03 Kumar FCICustomProvider
+ Delete users 1M20862 BALA FCICustomProvider
2086241 Bala FCICustomProvider
System Status E New | [Dekete Showing 1 to 10 of 1000 Previous | Next
Health of Running Servers -
| Fald®
[ citcal(0)
’— Overloaded (0)
[ Waming(@)
I ()

<. Other names may be trademarks of their respecti

Login to the Enterprise Manager (em) http/s:<hostname>:<port>/em

¢ Right click on the domain(in which Bl suite is installed) under the weblogic domain
e Go to security and then navigate to application roles
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ORACLE Enten Manager 11g Fusion Middleware Gontrol Setup » Help » LogOut
« = Topology
- Farm_bifoundation_domain @ Loggedin as weblogic
v 9‘:‘ Farm_bifoundation_domain Page Refreshed Mar 19, 2014 6:34:36 PM IST Q
L | Deployments @ v/ Fusion Middleware [
Home:
1> [ Business
b~ [ Esshase  Control '
1> B0 Metadst:  Loas ' MDoun (3)
=] o Hup 9 Hop ()
Part Usage
Applcation Deployment v
Veb Services v | Status [Target . ‘ T [ ‘ CPU Usage
o,
ADF Domain Configuration ppiication Deployments (%)
w [ WebLogic Domain
v b
[ ety Credentils T [ 7 Slbifoundation_doman
Mietadata REpOSIONES A
Seaurity Provider Configuration O adminserver &5 Adminserver {}  SOATEAMARND2 0.00
JOBC Data Sources Application Polides | & Adminserver v S biduster &
System MBean Browser I_bﬁpu\ia o Roles &3] bi_server1 3
' webLogic Server Administration Console pp—— W [23Business Inteligence
- i (@] coreapplication 3
General Information
System Palicies [ Essbase Servers
ﬂ Audit Policy [G]essbaseservert & SOATEAMARNDR
W [ Metadata Repositories
[@]mds-owsm SOATEAM-RNDZ.i
v| Farm Resource Center D
Before You Begin
(@) Introduction to Orade Fusion Middeware
(3) Understanding Key Crade Fusion Middiewara Farm Concepts
(@) Overview of Oradle Fusion Middieware Administration Tools
Typical Administration Tasks
(3) Getting Started Using Oracle Enterprise Manager Fusion Middieware Control
@ MNavigating Within Fusion Middleware Control
(@) starting and Stopping Crade Fusion Middleware
@ Deploying an Application Using Fusion Middleware Control
Other Resources
W) Orade Fusion Middieware Resources on the Web
) Orade Fusion Middiewsra Forums
=] userrole_xml T 2 hostdsn_xml 7 ¥ Show all downloads...

3) After navigating to next screen as in below screenshot,

e Select application stripe as obi
e Click on the search button
e Click on create button to add a role
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ORACLE Enterprise Manager 119 Fusion Widdeware Gantrl Sebup - Helo - LogOut

a- bifoundation domain@ nas weblog
y B Farm fiteunvtation_gomain ] Weblage Donan « Pie a-anou 157 L
1> [ Applcation Deployments
i Lo Appiication Roles
7dl Mm‘ Appbcaton roles are the hese rokes are seeded by appécabons n sngle picoal pobcy store when the aopkcatons are
& Adnicgerver :
4 %‘, 15 dhmsten
Lg&mahm 2/ Palicy Stare Provider
b [ B Severy W g
Pl Metacaly g Select an applicabon and enter search keyword for role name o saardh for roles defined by this zpplication. se applicaton stripe to search if appication uses a stripe that is dfererent from
Joeserpsen
« Membership for BISystem
prnopal hepiay Name Tyne Desrrpbon
S pstemser User
n/faces/as/os'wifarmi lomeZtarget=Famm_bdfoundstion_ domainfitype-cracle_ias_farmé_afrloc
= wsermole_xmi T = hostdsn_oml T 4 Show all downdnads., X

4) After navigating to next screen as in below screenshot,

e Enter the role name(mandatory), display name(optional), description(optional)
e Click on the Add button
e Inthe Add Principal pop up select type as “Group”
¢ Inthe advanced option check the checkbox and again select the type as “Group” below
o0 Click on the Search button, if the roles are listed then select the roles like
ALLROLES-000, ADMINROLE-000 from the list.

or

o Enter the Principal Name (mandatory), which is actually the role present in the
FCIS (ex: ALLROLES-000, ADMINROLE-000), Display Name (optional).
e After completing click on OK button in pop up window and also in the screen.
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5) After getting information message like “A new role added successfully”, then again

¢ Right click on the domain(in which Bl suite is installed) under the weblogic domain
e (o to security and then navigate to application polices
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ORACLE Enterprise Manager 11g Fusion Migdiewars Gontrol

§ifamy % Topmkgy

Sehyp » Help e LogOut

B~ hifoundation_domain @
7 B o fifeurdaton_doman 4] Weblog Bomen =

Application Policies

e ane e autheripation pobies that an sppcaton refes upon

Logged in a3 weblogic

rritroling Access tn s e,
users ard grougs in the Weblogic Domein, Lo the Qrade W ¥ iy Bripe
+ pre Provider
b [ Busness Ity ogs v Scope Weblogic Domain
£> (21 Essbace Serven Fert Provider 1ML
&[22 Metadata Repe: = Location - fsystem<jamdata,xm
Appicabon Deployment '
Vish Seracse + [pheabon strioe in poky stone , select prmapal Tvoe and ender search kevord 1 query apghkcabon sequrnty grants agsgned to the prncpals, Chdk on searched ormapal 1o query
ped.

I%muw strce [obi v
Sequity *l  Credentisls

Iataciata Reposinones ‘Seurity Provider Configuraton @
1052 Dt Sources
Sysbem MEen Bruwer Abplction Aies : P
1 wieblogie Server Admmstration Console f—
Genersl [nformatin Systen Pokies bmer Riie
q Slhuthor oty o

» Pulicies for BLAdministrator

Permissions.

Fescurce hame Prrmseson Actions [Permissiin Clogs

ovade, bl perver, maragefepostones | ver.permisgion ol orade, peority.jps, ResourePemicsion

eradebi scheddes managedobs P e y—— crade seurily. s, ResourcePenmission
ade b anager.mana . arade b, cakin.. al_ crade seauity.jos.ResourcePemmissian

orade.bi.pubksher admnisteriener orade.bi.publsher permsson ol

erade, seaity. s REsurceRenmsson

2 userrale_smi | hostdsn_aml

6) After navigating to next screen as per screen shot,

4§ Showall downlonds. %

e Select the application stripe as obi, principal type as “Application Role”

e Click on the search button

e Select BlIConsumer(it should be highlighted) from the list and click on the create like

button.
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ORACLE Enterprise Manager 11g Fusion Middleware Control

=

% B8 Farm_bifoundation_domain

&> [ Application Deployments

¥ [ WebLogic Domain

7 5 bifoundation_domain

5 AdminServer
& 8 bi_duster
& [ Business Intelligence
I> [ Esshase Servers
[ [7] Metadata Repositories

Setup = Help v Log Out

bifoundation_domain @

Logged inas weblogic
£ webLogic Damain ~

Pags Refrashad Mar 19, 2014 7:37:40 PM 15T L)
Application Policies
Applicaton palicies are the autharization policies that an apolication reles upon for controling access to its resources,
[ To manage users and groups in the WebLogic Domain, use the Cracle Weblogic Server Security Provider,
| Policy Store Provider
Scope Weblogic Domain
Frovider XML

Location .[system-jazn-data.xml
~lSearch

Select an application stripe in poiicy store , select principal type and enter search keyword to query application security grants assigned to the principals. Click on searched principal to query
policies assjgad

Principal Type

Application Role ¥
Name | Starts With ¥
Ceestiegy /et Kok

Clsplay Name
BI Administrator Nele

Descipion

ElAdministrazor

FiCurtam B Cyetem Pol:
T tiensumer b Lomsumer Role
Elulion Bl Auliul Fule

ERepotyiever FCUBS Consume: Role

ElPdlicies for BIConsumer
permissions
Pessurce Hams Resoiree Type Sarmicsion Actions Permicsion Clacs
Siplore rtd_fc_persp de_perscctive orecle sccurityjpsResautescrmission -
adance rtd_ie_persp dc_persaertive arerle serurityjps. Resunr=demission
el i satch betch admin orécle secuntyps.Kesoulcz"emission
el td_ls choice_edto

arecle securibyjps.Ressucs Semission

7) After navigating to next screen as per the screen shot,

Click on Add button , a new window “Add Principal” will be launched.
Select Type as “Application Role” and click on the search button
From the list select the role that has been created earlier in application role screen

and click on OK button in pop up window and screen.

ORACLE Enterprise Manager 119 Fusion Midakwars Cantisl

= -
W B Farn_mEMIZIMAT
&= [ spplicatinn Deployments
W [ webLegic Domein
v &
Bl AudinServer
b B t_rtuster
&= [ Paniness Intelligence
br [0 Ecsbase Serven
12 Hetadata Repontunies

ELCM121MAT @
1l et

Application FeBeies > Creats

Create Application Grant

s

i

ntee

Selest the g
ahadd
|Mame

Na users or grouns addes,

¢ Dussains =

ion tvipe ol

rantees [eser, group ev application role) yeu wamt to add to the pelicy

sSetup = Help + - Log Out

Legged in as infra

Baym Rk walvee Do 30 2004 2630028 B 35T £

ok | Cancel

| Dty Baime Type | Descrration

Addl Principal

Specily witeris tu search and select the application roles that you want Lo grant permissions to,
=search

fesaurte Type

Dizplay Hame
B System Rele
BlA

Prrmizsinn Artions
Descngtion |

ator Rele
hor Fole

Bl Cansumer Naie

Bl Tester Rode
AlLAOLES
Authanticated Role
Annmymaus fale

EIConsumer

2er

ALLROLES

Ok | Cancel
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8) Click Add button under Permissions and add the two permissions one by one as mentioned
below.

e oracle.bi.publisher.runReportOnline

e oracle.bi.publisher.accessReportOutput

ORACLE Enterprise Manager 11g Fusion Middlewars Control Setup * Help v Log OL
Eifam~ N
< ELCMI121MAT @ Loaged in 25 infra
7 G Farm_ELCMIZ1MAT 5] webLogic Domain ~ Page Refreshed Dec 10, 2034 4: 15:06 P 15T 02

L= [ Application Deployments

¥ [ weblogic Domain Application Policies >

7 B ELEM1ZIMAT Create Application Grant oK Cancel
& admnserver application Stripe  cbi
L B bi_cluster E——

1> [ Business Inteligencs Select the grantees (user, group or application role) you wart to add to the policy,

I [ Essbase Servers dpadd 32 Delete...

= Metadata Repasitoties
= 2 [rame |pieplzy ame Tope Description

ALLROLES ALLROLES Application Role ALLROLES

Permissions

Pt 3 Delete...

Permission Class Resource Name: Resource Type Permission Actions
oracle.security. jps. ResourcePermission oracle.bi.publisher.runReportonline oracle bi.publisher.permission_all_
oracle. security. jps ResourcePermission oracle.bi publisher, accessReportOutput oracle bi.publisher.permission_all_

i

9) After getting information message like “A security added successfully”,

e Login into the BIPublisher , http/s:<hostname>:<port>/xmlpserver

e Click on the Administration

e Click on the Roles and Permission under Security center and check if the added
role(in em) is displayed, If not restart the servers.
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ORACLE’ g1 publisher Enterprise

|| DataSoarces

W8 . ece
# 08¢ Commecton

» 30i Connection

o

#L0AP Cormecton

= OLAP Connection

I
™ a pabvery Condgurason
*Prnier

(Cracie BI Publcher 10.1.1.7.0 {bulc=20130303. 1415}

st System Maintenance

& Server Configuration
= Schaduar Configraten
* scheduler Dagnostcs

# Repor ! Wiewer Configuraton

1=, Runtime Configuration

= # Properties
= Font Mappings

# Curmency Farmats

T Integration

13« race it resentason servces

* Drade Endeca

= usemcle_xmi *| E hostdsn_aml

¥ Showall dovwnioads,  *

10) Then click on the Catalog , then on the folder that has been created , and then on

permissions
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@ | Mniiiton | by | st O

ORACLE" i publisher Enterprise

Home Catalog [§ Mew

GVEQ“*@E 8‘?' Locztn | [Shered ModersTReports v @
Ll patig | Last Modfied 3/13/14 1:28PM | Crested By weblogic
y |Edt |Morew

B Openv | Signed In As weblogic v

ratio | Last Modfied 3/13/14 1:26 P | Crezted By weblogc

11) After clicking on the permissions, a new window will pop up, delete all the roles if any present
on click of permissions, then click on Add button, and then click on search button in “Add Roles”
window that is launched newly and select the role that has been created and click on move button
and click on OK.
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ORACLE' I Publisher Enterprise

Catalog tome Catalog B tew
300 QRN IR | s @
= Fokders I =] rano fLastmofied 3/13/14 1:28 P | Created By weblsge
— - - 1 |5 A b h Edt |Morew
S0 Myrsk Dpen | Schedule | Jobs | Job Hstory -

SIS Sured Fokders [i=] rabio |LastModfied 3/13/14 1:26 M | Created By weblogic
: S undefined
il Somoones Edt | Mare
] FfReparts
=
e — ®
Locabon [FlReparts
Apply permissions 5 itemg withn this foider
[ [
Rie hame Rend Witk Deiete  BunReport Onine Schedude Report Yiew Repart Dutput |
A Lo e
Add Roles [l
Locaton [FBeports
Aalatle Roies Setected Rdies
g ™™ |
| = E |
| | Acnstranee ol |
B Ao Roie | "3 %
B Conume Role
Hove M ]
| | systes R | ..%
Remave
Manager | @&
Pormaliser Reaidt |

= Tasks |
) FCReports
Sopad
b =0
Wi comv
o] g F i b
[ Permminiors

11) Finally, the role will be added and select the options that has to be provided for the particular
role and check if the permissions is only to items within the folder if necessary.
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iverrass

Location FCReports
() Apply permissions to items within this folder

[+ %

Now the reports in the folder will be accessed accordingly based on the roles.

In the similar way we can set the permissions at report level also for particular role.

1.2.7 IPM configuration to edit the document

1) Login to the console, http/s:<hostname>:<port>/console with admin user
e Navigate to security realms - my realm - Providers and add the FCJCustomProvider.

Follow the step 1.2.3 to add the “FCJCustomProvider”.
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ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Qut Preferences Record Help Q Welcome, weblogic ‘ Connected to: dev117_domain
T Home »Summary of Security Realms »myresim >Providers »Users and Groups >Providers
Configuration editing is enabled. Future Settings for myrealm
changes will automatically be activated as you
modify, add or delete items in this domain, Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
T Authentication | Password Validation | Authorization | Adjudication | RoleMapping  Auditing | Credential Mapping | Certification Path | Keystores
dev117_domain
:Enwunmant An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication
Deployments providers in & security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS, You can also configure a Realm Adapter
“Services Authentication provider that allows you to work with users and groups from previous releases of WebLogic Server,
~Security Realms
+-Interoperabiity
~Diagnostics [ Customize this table
Authentication Providers
New | | Delete | || Reorder Showing 1to 30f 3 Previous | Next
|| Name Description Version
) |FCICustomProvider Authentication provider for FLEXCUBE users 1.0
Howdo L. =]
| | DefaultAuthenticator Weblogic Authentication Pravider 1.0
+ Configure Authentication and Ioentity | | DefaultidentityAsserter WebLogic Identity Assertion provider 1.0
Assertion providers
«» Configure the Passward Validation provider New | | Delete | || Reorder Showing 1to 30f 3 Previous | Next
» Manage security providers
» Set the JAAS control flag
.

Re-order Authentication providers

System Status =

Health of Running Servers

[ R
l— Critical ()
’— Overloaded (1)
l— Warning (0)
I ()

y be trademarks of thei respe

1.1) After adding the custom authenticator,

e Navigate to security realms - my realm = Users and Groups = Groups
e Click on the New button
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CRACLE Weblogh Seree® Aamiereion Gomro T o

Change Center & rome LogOut Preferences [ Record 1eb | =Y Welcome, webloghc | Connected ta: IPM_domain
View changes and restarts -
Carvhigurstion edtng is enabled, Futire Settings for myrealm
changes vl sutomaneally be aczated a5 you
oy, ackd o caese tems i ths domar, contigrater | Users and Groups |Roes andPoices  Credentalvappings  Proveless Mgraten
I
page d reiormatan sbeut £ah gron Scuradin iy .
I Customize this table
Groups,
| siaw | Showing 18 10 6F 560 Frevious | Next

Mame o Description Provider

ACBATCH Azosunang Batch Cperatons Foubs

ACREPORTS. Arceureng Reparts Fasos
How da 1 (] ACRPT Actouning Reports Frutr

Mg Lssers and groups e L] Il
G AdminChannelisers can access & Defmitiuthentcator

» Moddy grouen | Adims and modfy of resource stirbutes and start and stop servers, Defauthuthentcator
o Delete groups ADMSCLE Aden Rioke Fabs

AE MAINT-IM AEOD Maitenance Foubs.
System Status = AECORPT AFOD Reperts Fobs
Health of Running Servers | asco-gTR Accenning Reports. Frube
] Faded {01} Hew Shemang 2 o 10 of S8 Previous | Next
I =

Chrmlcuncied (1)

I WWarming (2]
I

1.2) After Clicking on the new button,

e Enter the name as “IPMUserGroup”

e Description for it (optional)

e And select the authenticator as “DefaultAuthenticator”
e And then click “Ok”

=YY ey —yw——
Ehiamom Ceiter, @ Home Log Cut Preferences B fecord tep | % mm:lmmm;mm
View changes and restarls .
Configuration editng is ensbled. Future Create a New Group
charsges wil automaticaly be actvated s you

mecify, add or delete items in this domain, ol |

Group Properties

Thee tolbwirs propes tes will be uwed Lo identity yow new Grou.
* Irebrases required fields

ihatwould you e to name your new Group!

" Hame: IPMUserGroup

g would you like to describe the new Group?

Descriptian: User group for IPM
Fiease choose & provides for the grou.

Howdo L. =
Provider: DrefmltAuhenticator =]

Create groups

= Modfy groups O | | | Camcel

» Deirte groups S

o Create users

» Manage sers and groups

Syslem Status 8
Healt of fumving Servers

I Faied (0)

1 Lritieal {Y
Overigaded ()

1 warnng (i)

I

1.3) After adding the Group,

e Navigate to security realms > my realm - Users and Groups > Users
e Click on the New button
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Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated as you
modify, 2dd or delete items in this domain.

Domain Structure

TPM_domain
BH-Environment
~-Deployments
5.

l Security Realms I

-Diagnostics

+ Manage users and groups
* Create users
« Modfy users

« Delete users

Howdo 1. =]

Health of Running Servers

[ Fakd(
I critieal (0)
[ overloaded (0)
[ waming (©)
I ok ()

System Status =]

ORACLE WeblLogic Server® Administration Conscle

@ Home LogOut Preferences [2] Record Help Q
Home > Users and Groups
Settings for myrealm
Providers

Configuration Roles and Policies

This page displays information about each user that has been configured in this security realm.

Credential Mappings

Migration

Some reslts are not displayed because there are too many matches. Please customize this table to spedify more speafic driteria

Welcome, weblogic ‘ Connected to: TPM_domain

B Customize this table
Users
New Showing 1to 10 of 1000 Previous | Next
[7]{ name & Description Provider
D 00000000 testuser DefaultAuthenticator
[ a1 in case of DefaultAuthenticator
[ | Aru1L ARU1L DefaultAuthenticator
bpeladmin bpeladmin Feubs
GANGADHAR GANGADHAR Faubs
GANGADHAR 1 Gangadhar Faubs
GAURAVOO1 GAURAV Feubs
GAURAVOOZ GALRAV Feubs
GAURAVO03 GALRAV Faubs
GAURAVO1 quarav Faubs

New

Showing 1to 10 of 1000 Previous | Next

1.4) After Clicking on the new button,

e Enter the name that is present in the FCIS (FLEXCUBE user) as it is.
e Description for it (optional)
e And select the authenticator as “DefaultAuthenticator”
e Provide random password and confirm password

e And then click “Ok”

Change Center
View changes and restarts
Configuration editing is enabled, Future

changes will automaticaly be activated as you
modify, add or delete items in this domain.

Domain Structure
1PM_domain
E-Environment
Deployments
Services
~Seaurity Realms
B Interoperabiity
E-Diagnostics

How do L..

» Create users
Modify users
« Delete users

Creat groups

« Manage users and roups

System Status
Health of Running Servers

I Fald®
I critcal@
[ Overbaded @)
[ waming (0)
I ok (3)

ORACLE Weblogic Server® Administration Console

{8 Home Log Out Preferences [ Record Help Q

Home > Users and Groups
Create a New User
oK/ || cancal

User Properties

The following properties will be Used to identify your new User.
* Indicates required fields

what would you like to name your new User?
* Name:

USER01

How would you like to describe the new User?

Description: User01
Please choose a provider for the user
Provider: DefaultAuthenticator [~ |

The password is assodiated with the login name for the new User,

* Password:

* Confirm Password:

0K | || cancel

Welcome, weblogic | Connected to: IPM_domain

1.5) After Clicking on the ok button,
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e Navigate to the created user in the users

e Click on the user

¢ Navigate to the Groups of the particular selected user

e Check the IPMUserGroup from the available and move it to Chosen
e Then finally click on save.

ORACLE WebLogic Server® Adiation Conase
Change Cenler @ tome Log Out Preferences [ Record 1o 9 Welcome, weblogic | Connectsd to: IFM_domain
View changes and restarts e i et G SUUSERS] Livers and Groups wLSTRS s and CGenups =USTAOT

Configr ation ediing is enabied, Fubore Settings for USLROL

changes wil sutomascally be actvated 25 you

midify, add or defete items in this domain. General | Paswwords | Aftrhutes. m

This User £an he A member of 2y of these parent groups. Mare Tnfa...

Howdo L =

a Create users Savg

System Status Cl
Health of Rurring Servers.

I Faded (0]

2) Login to the Imaging URL http/s:<hostname>:<port>/imaging with admin user

ORACLE WebCenter Content: Imaging

Uses ID

Passward

Copyright [} 2010, 2013 Crack andfr its afflistes. Al righls reserved,

Privacy Statement

1-32 ORACLE



a. Navigate to Manage Applications
b. Click on the FLEXCUBE
c. Then click on the modify on the right pane

ORACLE WebCenter Content: Imaging

FLEXCUDE: Applcation Summary

General Properties
A d 13
appic « FLEXCUEE

on
y Content Server Connection
Full Tewt Option Hene:

= Fickd Definitions
[T Fiame.

| vengm | el Defautt Voot

M. Dowm | W ¥

Pt

e e

Apphcation Security

| Time | Secunty Member | o b
| & admrwaors 1 & .3 i b

= Document Securkty

Type | Secunty Member | i
Ll

G Admnstratons |
G manecan |

Lk Ademn

Anatate | Annataie | Amatate
Standard

Resrcted

Hiden

= Storage Poboy
Document Storage
Vekeme Fle default

Supporting Content Storage
Vohume Fie defaut
= Workflow Configuration

Weriflow configuration has not been defined.

= Apphcation History

+ [ Manage Inputs

: Do Type JUser hame
& Manage Cannections 2014 Defritin Cieate  ARUL
+ = Manage Security TP Pl Mk el

2.1) After clicking on the modify button,

Navigate to Document Security

Click on Add button

Click on Search button in the pop up window
Select the “IPMUserGroup”

Click on Add

e oo

j.  Finally click on the submit button on the right corner
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ORACLE WebCenter Content: Imaging

£ B5 Searches

5] =) =) o o =)
USER_ID General Properties Field Definitions  Application se:untyl Document Security Ismrage Policy Workflow Configuration Review Settings
FLEXCUBE: Document Security Cancel Back Next
Provide security rights for the application's content. Select "Next” when you have finished with document security. Note: The 'Grant Access' security right automatically confers 'Write' and ‘Delete'
secuity rights in the repository.
(i Add |} Copy 3§ Remove
&2 Tools

Grant Annotate | Annotate | Annotate
Type |Security Member ‘ Lodk Admin
@, Manage Searches Access . Standard | Resiricted | Hdden
&= [ Manage Applications B PMUssrGrow
FLEXCUBE

Add Security Member (=]

Use the pickiist to search for groups or users. Use the text input to search for
a specific member name. You can use the ™ character as a widcard within 2
group name or user name. (For example, search for M=s' to find member
names beginning with M’ and ending with s} Leave the text input blank to
return all members.

Search Groups

Security Member
AdminChannelUsers

AppTesters
CrossDomainConnectors
Deployers

IPMUsErGroup I

Monitors

& operators
@l |oracesystemGroup

Type
[+
@
&
[

[ Manage Inputs
Manage Connections
= Manage Security

2.2) After clicking on the submit button,

k. Navigate to Manage Searches

[.  Click on the available search (ex: USER_ID in this doc)
m. Click on the modify

ORACLE’ WebCenter Content: Imaging

= (B3 Searches

USER_ ID USER_ID: Search Summary Delete [3] Close

EProperties
Search Name USER_ID
Description
& Tools Instructions
5 Q% Manage Searches Maximum Search Results 0
USER_ID EIResults Formatting
Source Application  |DOCID g:;f’"”‘tcmam’” g;’“‘"‘e"tc'aamd |DnmmantBah:h 1d |Document Id
|FLEXCUBE |poc |Document Creatio... |Document Created... |Document Batch Id | Document Id | |
= Conditions
Application: FLEXCUBE
[ IFied [operator [value [ ) conjunction ]
Document Created... | Containg |Parameter - Document Created By | | |
EParameters
[Parameter Name [Prompt Text [Operator Text [Default value | Picdist [ Required [ Readony | |
Document Created... |Document Created. . [Contains | | | | |
ElSecurity
Type |Security Member ‘ View ‘ Modify ‘ Delete ‘ G'E”sts ‘
i Adminstrators v v v v
@ PMuserGroup v
EAudit History
Date [Type [User name
7212014 Definition Creatz  ARUL
7142014 Definition Modify  weblogic
- 7/4/2014 Definition Modify  weblogic
Manage Applications 7/412014 Definition Modify weblogic
7412014 Definition Modify  weblogic
Manage Inputs
& 'ge Inp 7142014 Definition Modify  weblogic
Manage Connections 7/4/2014 Definition Modify  weblogic

&= Manage Security
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2.3) After clicking on the modify button,

Navigate to Document Security

Click on Add button

Click on Search button in the pop up window

Select the “IPMUserGroup”

Click on Add

IPMUserGroup will be listed in the panel; don't select any checkbox except the default
view checkbox.

t.  Finally click on the submit button on the right corner

» =8 o>

names beginning wi
return all members.

|Search Groups [+ ||

| Type
& (i
]
]
]
[

3) Login to the Content Server URL http/s:<hostname>:<port>/cs/login with admin user
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ORACLE WebCenter Content
N

s

Login

User Name

Password

Copyricht © 1996-2013, Oradle and/or its affiliates. All rights reserved,

3.1) After logging in to the content server,

a. Navigate to Administrators

b. Click on Admin Applets

c. Select User Admin

d. Inthe pop up window click on the add button

ORACLE WebCenter Content

(= My Content Server

L I 4444
3/ Browse Content Apptuty for
= Rmevtaton - Admn Apgiets — ~
& Search B User Admin for ofs3220209 4444
I Comteot Manspemiot e e

= Adminkstration

Lo aes
T Corviunaton for ofss220209_s49e

[l system fucdt Informaton
[ webiipign

[ ) Refrery Adminsiration
D) admn tetons
Dleroviders
) 5end Test tmal
it admrsstraton
[ Cortfgure Records Settrgs
Dl cerifinan Tt Oyt

User Admin

Users | Allases | Information Frekis

I use Filter | Defme Filter...

Users .Sbﬂl'.nl'lmu_l

Full Nime User Type Auln Type
i 1 Local

s Bl pqaneSentes i spunctanaeat] Coca
L sehedied 1PU_SystemSendcIPM_SystemSend Local
5] credentia ocs sysadmin Syt Agmunisy | fLocal
[ Cormection Passwords iweblogic. I I JLocal
[ admn server

Denvwarment Packager
Dlecsiaaton
[CIDatastoreDesn SQL Generation
1 () v Gy Ot

| 5o rscts

[E rte crove admrisranon
150 Corifig My aten Admn

[ | o somc|[con ] coume "o |

Ready I

3.2) After clicking on the add button,
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e. Select the Authorization type as “Local’
Click Ok

g. Then provide the Details in the pop up window(note: The user name should be same as
the FCIS user, i.e., FLEXCUBE user)

#4 Add User | = |

flnfo |/Roles rAcoounts |

—h

Name;]USERD1 |
Full NameiUserU‘l |
passwordinxuxun |

|
|

Confirm Passwordi**********

E-mailhddress|userﬂ1@sewer.com

UserType‘ |vH List... |

User LocaleEnglish-US
User Time ?_one{ ‘ - |

‘ 0K H Cancel H Help ‘

[N

3.3) After entering the details navigate to Roles tab,

h. Click on the add role button
i. Selectthe “IPMUserGroup” from the pop up window and click ok.

# Add User | 52 |] % AddRole [

Raole Name
Info | Roles || Accounts

Administrators
AppTesters
D DN

IPMUselGroup

Petmissions assighed to a user are a union ofthe permissions assighed by roles.

Roles Groups/Rights
\lonitors
|| 1 Operators
L awsoe. | |} o
contributor
Remove Role gquest

sysmanager

u_ ‘ OK H Cancel H Help | 0K Cancel || Help |

NOTE: Repeat steps 1.3, 1.4, 1.5, 3.1, 3.2 and 3.3 for each user.

1.2.8 BAM report configurations

1) Login in to the BAM URL http/s:<hostname>:<port>/OracleBAM with admin user

e After logging in, select the “Active Studio”
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e Inthe BAM Active Studio window, navigate to the shared reports.
e Select the folder to which permissions has to be set
e Thenin the left pane, click on the folder permissions

 Oracle BAM Actve Studvo - Windows Internet Explorer O

 Guide

Chok Create A Mew feport 1o defing & néw
enkmnav or thed repoet. This page bsts o of the
eports that other users share with you. Ok
repont 10 sekect It and a00ly B 30N 1 kW,

end move or copy reports into folders.

After clicking on the folder permissions,

| Last Modifiesd Dhwnies
12/15/2013 1:23 PH weblagic
| ajuspa0m &:57 | Orncesyseemser
| saamns nar | webge
| 172013 42 P weblege

New window will be opened, you can either add user to the folder or group to the folder.

Adding user to the folder,

Click on the add user button, select single/multiple user from the list and click ok
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Name
[demoadmin Create View
fFCUBS View
(ALLROLES View

I Add user... I Add group...

f & Select Users - Webpage Dialog @1
Select from list

Name Full Name

ANT1 ANT1 |+
arul arul A
ARU1L ARU1 r
ARL2 ARLIZ N
demo001 demo001

DEMO001 DEMO001

DEMOO002 DEMO002

DEMO005 DEMO005 -

Delete
\
[Ccreate
[Clview
[“Ipelete
oK. Cancel Apply

Adding group to the folder

Click on the add group button, type the Role nhame same as the role name in the FCIS

schema.

The permissions like create, view and delete can be checked accordingly to the role and click on
the apply button. This is applicable for the user too.
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£ | Set Folder Permissions -- Webpage Dialog

&3

MName
demoadmin Create View
FCUBS View
IALLROLES View

Explorer User Prompt

Script Prompt:

Enter the name of the Group to add to the list

Ly

Cancel |

ADMINROLE]

Add user... Add group... Delete
|:| Create
|:| View
[ | Delete
QK Cancel Apply

L

Integrating Oracle FLEXCUBE IS and Scheduler

Before deploying the Oracle FLEXCUBE IS EAR file, you need to carry out the following tasks.

Running Backend Scripts

You need to compile certain tables pertaining to Scheduler in the schema to which the Application
points. The version of Quartz to be used is Latest Qualified Version.

Follow the steps given below:
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1. Download Quartz Latest Qualified Version.gz file from the following URL:
http://www.quartz-scheduler.org/download/download-catalog.html

1. Extract the gz file.

2. Open the folder ‘Quartz-Latest Qualified Version \docs\dbTables’ folder and run
‘tables_oracle.sql’ (this is specific to Oracle Database) in the schema.

For details on latest version of the software qualified with Oracle FLEXCUBE, refer to the
release certificate.

Inteqrating Oracle FLEXCUBE IS and BIP Reports

You can integrate Oracle FLEXCUBE IS and BIP reports. The details are available in the chapter
‘BIP Web Service Reports’.

Deploying Application Through Application Server's Admin Console

Deployment from Weblogic Administration Console

You can find the details pertaining to the deployment of Application using Weblogic
Administration Console in the chapter ‘Deploying Oracle FLEXCUBE Application on Weblogic'.

Inteqgrating Oracle FLEXCUBE IS and MBean

In order to integrate Oracle FLEXCUBE IS and MBean, you need to follow the below steps before
deploying the Oracle FLEXCUBE IS EAR file created with MBean as a Plugin.

Startup Script Modification

By default, the TopLink used in MBean uses Oracle xml parser internally. However, Weblogic
Server has to use JAXPlatform.

To change the system property, follow the steps given below:
1. Go to the Weblogic domain home folder.

2. Based on the operating system used, open ‘startWeblogic.cmd’ or ‘startWeblogic.sh’ from the
folder ‘bin’.

3. Search for ‘WLS_REDIRECT_LOG'. After ‘%JAVA_OPTIONS%’ add the following code
under ‘if’ and ‘else’ conditions.

“-Dtoplink.xml.platform=oracle.toplink.platform.xml.jaxp.JAXPPIlatform”
Now, the details will look like this:
it "%WLS_REDIRECT_LOG%"'==""" (

echo Starting WLS with line:
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echo %JAVA_HOME%\bin\java %JAVA_VM% %MEM_ARGS% -
Dweblogic.Name=%SERVER_NAME% -
Djava.security.policy=%WL_HOME%\server\lib\weblogic.policy
%JAVA_OPTIONS% %PROXY_SETTINGS% %SERVER_CLASS%

%JAVA_HOME%\bin\java %JAVA_VM% %MEM_ARGS% -
Dweblogic.Name=%SERVER_NAME% -
Djava.security.policy=%WL HOME%\server\lib\weblogic.policy
%JAVA_OPTIONS% -
Dtoplink.xml .platform=oracle.toplink_platform.xml _jaxp.JAXPPlatform
%PROXY_SETTINGS% %SERVER_CLASS%

) else (
echo Redirecting output from WLS window to %WLS REDIRECT_ LOG%

%JAVA_ HOME%\bin\java %JAVA VM% %MEM_ARGS% -
Dweblogic.Name=%SERVER_NAME% -
Djava.security.policy=%WL HOME%\server\lib\weblogic.policy
%JAVA_OPTIONS% -
Dtoplink.xml_.platform=oracle.toplink.platform.xml.jaxp.JAXPPlatform
%PROXY_SETTINGS% %SERVER_CLASS% >"%WLS REDIRECT LOG%"™ 2>&1

)

4. Restart the Weblogic server.
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