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Note: The rebranding for the latest version of this documentation set is in development as part of post
MICROS acquisition activities. References to former MICROS product names may exist throughout this
existing documentation set.

Introduction

Purpose

This document is a review of the document published with the version 1.39.4 of Stores2, related to the
implementation of the fiscal requirements in France.

In the certification process of the end of 2018, few changes have been requested to the running fiscal
implementation.

This document describes all settings needed on Stores2 from base version 1.39.4 (and the updates in
version 1.39.6) to set up correctly the program in order to fulfill all France requirements for issuing fiscal
documents in according to “NF 525” rules, active from the 1 January 2018.

Certification
Certification details are shown in the image below.

Numéro de Date Date de
Editeur Produit Version Environnement Catégorie Marque associée certificat d’émission renouvellement
ORACLE Oracle Retail 1.39.6 Windows Catégorie  NF Logiciel Gestion de 17/0164-R1 2018-12-18  2019-12-18
FRANCE Stores2 B I'Encaissement (NF 525)

General settings

Addresses
In Stores2 general settings it is required the creation of a new global address with following features:

e The field “Description 1” shall be filled with the SIRET of the shop that in the second step will be
associated with the global address;

e The field “Description 2” shall be filled with the NAF CODE of the shop that in the second step
will be associated with the global address;

e All other fields shall be filled with store information.



Company description

[~ Sincronize date between server and c
[ Allowe change for general parameters o

[v Dizable check on duplicate work statio

Manage type of reply "lgnore" in standard
System Addrezzes
messages | I

General parameters
Loads | Ireentary | Price lists l RFID Data] Qther l Functions or-line l

Installation l Host] Supplier orders] Barcodesl Product parameters] Salesl Connections]

|St0n332 Test Compary

. el
I Cancel

ﬁ-\ Shipping addresses management

B
Cancel
e

Shop ’—

Code

Address Code o

rEorporate name  |ORACLE FRAMCE

Zip Cade 38330

City |MDNTBDNNDT SAINT MARTIN j 21— %
Address 180 4VENUE DE L EUROPE =
Pravince | ﬂ 2l
Country |Francia ﬂ b e
State | ﬂ 21—
WAT number |DSB?854321

Description 1 |3350923‘I 800310
LDesc:ription 2 |1 234567890 y
Dregcrption 3 |

Diescription 4 |

MNaotes *Test dats®

Il |

The same procedure shall be repeated for all different companies located in France.

Countries

On the country “France” in general settings it is required to set all cryptography settings as in the image

below.

The certification number shall be filled with the certification code provided from Infocert (0164)

authority and is printed on receipts.

The certification logo is attached below.
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GESTION DE L’ENCAISSEMENT

ri Country management =
Cods Wl =
Descighon  |France Q
Cumerey [EuR Ewre Bk Hﬁ Q:’
Tafwecode  [220 Codemod UNCD |
Moty 0 Poovince bangth [o .
EI;:;" r cation Mo 0164
management
150 code | Lo [O\Frarecis2Npeme-HF bg E|
b Critografia Francia j b tlg
150 Code 2 I | :l_
WAT Check. o Slerverdn - 1 |
& ot mandal L Feibis Lota s
™ Mardstony " | ¥ Frarcia -1 AN 207 j
" Mardstory with conbiol
;I .l:ul.ﬁcakel .
|
Serace o venly sambence Mo cheeck j iaﬂ@ |- End date I Cethfcobes I.Er:"‘:ll
Fizcal code check |
@ Mot mandston =
oL [ CAM vishilly web
€ Mardstony with conbol P |
=
o | =12 of
Stores? [ -] 2 1 _J
Lapoud code [ Detack B

The Encryption algorithm “France” is the setting that activate the new behavior of the program.

Currencies

In settings of the currency “Euro” it is required to set the ISO code “EUR” in the acronym.




‘s Currencies

==
Code ELUR
Description |E o ﬁ Cancel
Decimals |2— Alternative decimal r~ |—
Symbol ,€—
@n}lm W:J Rounding group

Translations

Translations are “nice to have” but not mandatory if the default description is in English.

Tables “Servizi”, “Reparti”, “Prodotti”, shall be managed with translations of descriptions.

Description localization @
EEEaNETIE I e L.%A oK.
Prodatti Descrizione I
- oo - Cancel

PromoT estata Descrizione (]

PromozioniSreGuppi Descrizione =

PromozioniT estate Descrizione (I

PromozioniT estate DescrizioneBuono (]

PromozioniT estate DescrizioneProblemiT ec (]

PromozioniT estate DescrizioneS confita (] )

PromozioniT estate Descrizionelittoria (]

[Renannnamentl st Desczins

lE Feparti D escrizione ¥

VAT Codes
The acronym of VAT codes shall be (1), (2), (3), (4) and will be used on the receipt row\VAT recap.

The Code type shall be 1, 2, 3, 4 and will be used on the archive export.

-

@4 List of VAT codes (== =]
Statuz Code Description
EMG  WaAT 20% ¥
Temalk VAT code management IEI
FR2  Reduced tas [10%)]
FR3 Reducedtax 2 [5.5%)] QK
FRI Reducedta 3121%) | o0 il o |
IT I'a 22% Dezcription Cancel
Acronym m * Tax1 " Tax2
Host code
Wat type
Code type ’17
Dates and E eqinhiny End date Bate Ca
rates 0140142000 20,0000 2

Shop settings
Master data

In the main view of shop settings, all highlighted fields are mandatory.



TT Management of geographic sh:is]

Personal l Sales ] Walehousel ﬁ-‘-.utomation] Drata distribution ] Drders] Times ] Various] Closing l Functions on-line l

Code |FFIA D | 12 ﬁ-‘-.cmnyr| Opening date ,7 @
Description |Drac|e France Closing date ’7 @
Corporate name |Drac|e Surface area ,—
Depends on |DDEI SEDE j = Employees l—
Caurtry |FF| Francia ﬂ b —E Curnency
Zip Code 38330 " |Ofthe shop EUR Eua =| 2 ﬁ
City |Mnntbonnot-8aint-Martin j d et Automatic valus assignment ’m ? ﬂ
Address |'IBD Avenue de [Europe ﬂ <2 —E Fizcal code |
Extended address | T | 0367654321 j
Province | ﬂ ? _E Telephone |
Stats | j 2 _E Irvoice code |

[Ewoice address I JUE DE L EUROPEJRS — Slieg Gade |
Language |French [France) |2 —2 |

The billing address defined in “General settings” shall be associated to the shop and VAT number shall

be filled in.

Sales settings
Main

In sales settings form, settings shall be as in the image below.

The numbering shall be infinite for workstation.

ﬁ Management of gecgraphic shops

Personal  Sales l Warehouse] Automation] Data distribution] Drders] Times] Various] Elosing] Functions onvline

Sales management shop |FF|A Oracle France ﬂ Q= Ok
Default'at rate |FH1 Harmal tax [20%) ﬂ 2 Cancel
DefaultVat rate 2 [ i =it
Tax type |D - Taw with decomputing j Q=
Allow negative gty |‘I - &llow negative stock j Q=
Check good depletion |U - Mat active j 2 B irehela stramiatiely
Sale product without barcodes. |1 - Allow sale j 2
Fieceipt with returns |U - Default j 2= -
Discount table | j 2 T
Apply rounding |D - Price list type default value jlljﬁ
Allow inesistent barcode sale |2 - Mot allow ﬂ ? H {}|

Feceipt numeration

Daily v early |:3 - Infinite jiljg M anual numeration r

‘workstation/Shop |D - W orkstation ﬂiljg
Max number of items for consignment ’_U
Laocal price list | jil:llg

E::eﬁ:”tn;;?;: Fidelity Irvoices Tax Free Cash fund info?rﬁgrions DDUEEELZE Gift card option © taxation

oty Cost mask Pos options Tax options Prefixes W arehouses Brands Send-zale
qualifications




Receipt option
The header of the receipt must contain all following information:

e Company name;

e Address;

e City;

e Postal code;

e Country;

e Siret number;

e NAF Code;

e TVA number;

e Shop code\description.

Heading for the receipt Courtesy phraze for the receipt

ORACLE FRANCE - - [N
180 &VENUE DE L EUROPE
MOMTBOMNMOT SAINT MARTIM [32330)
FRANCE

SIRET: 23509221200310 N
MaAF CODE: 1234567890
M. TWa: 098765421

tagazin: FRA Oracle France

Workstation settings

Archive folder
It is possible to define a local path where the program will save archive files. If the path will not be
defined, the default path will be the folder “Closures” into Stores2 folder.



Shop

Code

D escription

Additional parameters
Standard cazh fund
Cash fund rounding-off
Image path

Gestione NFC

Peaple counting device
Porte per conteggio
Hours walidity inputs
People counter file
Historic day

Device times

File times

% Local domain
Domain

User name administrator

Password adrministrator

Existing cash fund

Allow cloging

Allove reading

Check for send-sales orders

taster

ﬁ Workstation shop management

Operative Settingl F'osl Sound alarml Emergenc:yl Import datal

Perzonal | Cash registerl Fortable scanner - Optical penl HFIDI Digplay and zerial printer I

IFF!A Oracle France

I.I—

R Jd e

0K

Cancel

(=]

5. Backup tickets configuration

I Path IC:\FiscaID atabArchivel l

& Local domain
Specific domain

IMaster

200 Cash fund max
I il Cash fund min
0 - Mot defined

Dramnain I

User I

I‘I - By node employee timetable

Password I

Divider I 0

" Specific domain

Cancel

CU i i Ic A

Touch screen

Touch screen tools

Allow connections

r
r
Il

Backup tickets ll ||

Print templates

For each workstation that can issue receipts, it is required to associate receipt and gift receipt

templates.

It is also required to enable the check of the status of the serial printer.



Elperatwe Setting I F'u:us I Sound alarml Emergencyl Irmpart datal

ﬁ Workstation shop management

Perzonal i
— Cash Reqg.
Cash Req. |EEIEI Stampante Generica Epzon ﬂ 2= gl
= COM = TCRAP
Pot  [5-COMS =] Indiizzolr [0 . 0. 0 0
Baud rate |EIEDD v| Parity | VI D ata bit | VI Stop bit |1 vI
Receipt format |5DD Receipt France _I o
ECEIF |U Mo format defined | A
End day closing format I'I 0 Chiugura standard -| ? %‘ EI
Reading farmat 20 Lettura standard ~| 2 — 3
n —
ift receipt farmat 501 Gift Receipt France ~| 2 : G]l
Gift cerbhcate tarmat ID Mo farmat defined ~| 2= -{;
Gift Card format ID Mo fomat defined LI ? %IEI
Instant win format ID Mo farmat defined ﬂ ? éﬁl
D ate-time synchionization ID - Dizabled LI o | i}l
Clozsing report on-line ID - Dizabled ﬂ b .—Ii‘;l
Mumber of copies 1 Copies far returns i
Murn. of suspended copies ] Mumber of voucher ]
Rall: 1 warkstation prefis
—
Dizplay on cash register v Check senal printer status v ]
CRC r Cﬂmmu—ﬁ'
Cazh drawer opening - Frint net value -
Title print | Print graphic: barcode —
Allow lago - Get electronic journal —
Allows Logo
Madel | I Jed e i
Lago number IEI ﬁ Double zize =
Forze logo print [=

Ok

Cancel

User settings

Password

The access to Stores2 need to be protected: all users must have a password.




Other settings
Users shall not be enabled to change receipts dates.

| memmie mim = e s s e

Block inzertion receipts dated before. :I
CT o ey P C o e PeT

M anagerent default parameters for statistics

Block inzertion news raw in load from order

Dizable the uncontrolled management of returnz

Dizable action list in the employees hours

Dizable graphical management in the expected presences

Dizable the procedure for manual returned goods

Dizable the procedure for quded returned goods

Dizable the procedure for retumed goods with receipt barcod

‘Order date’ management in order module

‘Latest delivery date' management in order module

Lock customer in receipt property

Lack clerk changes in receipt's property

Dizahilita modifica pagamenti in proprieta dello scontrino -

|«]«

S S EN =SS EE

Print templates

It is required to have a template for receipts and (if used) a template for gift receipts

Receipt template
Mandatory fields on the header are:

e “Header” as the sample in the “workstation settings” defined above;
e Workstation number;

e Date and time;

e Cashier code and description;

¢ Indication of the “original” print;

e Version of the software;

e Receipt number.

Mandatory fields in the detail are:

e |tem code and description;
e Quantity;

e Valueincluded tax;

e Tax rate (or tax rate code).

Also the VAT recap is required and shall contains the following data:

e VAT code (if used in the detail);
e VAT rate;

e VAT excl. amount;

e VAT amount;

e VAT incl. amount.

Mandatory fields in the footer are:

e Total quantity;
e Total amount including VAT;
e Number of lines;



e Tenders;
e Signature (“B” + Cert # + Signature)

In case of customer associated to the receipt, customer data must be printed:

e Fist name;
e Last name;
e Address;

e City;

e Postal code;
e Country.

In case of “reprint”, the program automatically will generate a “Reprint transaction”; the header of the
reprint will be different from the original one and will contains information listed below:

e “Header” as the sample in the “workstation settings” defined above;

e Workstation number;

e Date and time of the reprint;

e User who reprint the receipt;

e Reprint number (based on global number of reprints of the workstation);

e Version of the software;

e Original receipt number;

e Original receipt date and time;

e Original receipt cashier code and description;

e Print iteration of the receipt (the first reprint shall be the print #2 and so on);

Other data shall be the same of the original receipt except the signature that will be the signature of the
reprint.

Below an image that show the certificate configuration for the receipt.



% Receipt format

=]

=]

Code 500 EI—KI - Inseiimento desciiziorn
Descripion  [ReceiptFiance [ Exclude canceled Cancel Descriglion | ORIGINAL
Format e =125 @ oy REPRINT
Calumns l—ag Preview
Cade g
Type lne Field Line Before | Line after | Start qrmert | Gequence | Cancelled | Duy | Test| =
Heading Title 2 - ] ]
Heading ‘Workstation - ] ]
Heading Date ~ 1 ] ]
Heading Hour - 1 C C
Heading Label cashier 1 = 1 = =
Heading Cachier i 0 = oo C
Heading Original/Capy 1 - 8 o C  Inseiimento deserizian
Heading Heading description h 19 = = |
Heading Addiional phrase an copy receipt - 2 m ] Desorption  [Stores2 POS Version: %S2VER%
Heading abel pioduct - EI L * Ticket de caisse # 4FRA%
Heading abel amount - 23 | | -
Heading abel quantity - 24 F] F]
Heading abel Vat 1ate - 5 F] F]
etalls ‘ype of record = 3 r Code a
Details Product code 1 0 - O C
ctails Price of rom - 5| [ C . F—
ctails Quantity - 3 ] ]
clails AT rate dessiption - = C
ctails Description of product - ] ]
etails Wat Amount - 1 | |
Line discount Description percentage discaunt ~ ] ]
Line discount Discount/Surcharge percentage - C C
Line discount Discount/Surcharge amount - C C
Heading discourt | Deesciption subtotal 2 0 = | = C
Headng discourt | Subtctal i 0 = 1 = C
Heading discaunt | Description discount % 0 - c c
Heading discaunt | Discount/Surcharge heading percertage 0 - C C
Heading discount | Discount/Surcharge heading amaunt 1 - C C
AT summary Taxable amount heading for rate ~ ™| ™|
AT summnary Heading VAT summary - = =
AT summary Gross value heading for rate - c c
AT summary Dreseription Tarl - c c
VAT summary Tawable amount for rale i 0 - 6 L =
VAT summary VAT smount i 0 - = C
VAT summary Gross value forrate i - C C —
Paymerts Currenioy symbol Overal total 0 = C] C] Deseiption  [#ROWS%
Paymerts Sold quantity description 1 - ] ]
Paymerts Sold quantity 1 - ] ]
Paymerts Retumed gty description 1 ~ ] ]
Paymerts Retumed gty 1 ~ ] ]
Payments Overalltotal 1 = o o Code 0
Payments Payment detals 1 1 = 0 C
Change Amount of change 1 1 = | = C i P
Faoter Deseription queus 1 [ - | = c
Footer Cartiication signatue 1 1 - ] = C
Footer Coutesy phiass 1 1 - C C
Footer Owner's heading - C C
Footer tion of the owner - | |
Footer tination - heading - ] ]
Footer fination - Address - C C
Footer tination - Postal code - 8 | |
Footer tination - City ~ g ] ]
Foster abel fiscal code = 0 =
Footer Destination - State 1 0 = 0 C
Foater Fiscal code 0 - | = C
Foater Fideily 0 - 2 = C
Footer Destination - Notes 1 ? A 3 - - _I
Foater Ticket barcade 0 40 Center 4 = = =




“Gift” template (optional)
An additional phrase shall be printed: "NON VALABLE FOR ENCAISSEMENT".

It could be set up with resource code 10002 or writing the phrase into the Description field.

For coupons print there isn’t a template: it will be printed at the end of the print using resource code
10002.

3 Receipt format = |[= ] =]

Code 501 aK

Description  [Gift Fisceipt France [¥]| Exclude cancelled Cancel

Fomat Receipt - _ljJ [¥ Oider by

B T w Freview
Topeline_| Field [ Line Before [ Linedfter | Stat | Length | Alignment | Sequence | Canceled | Duty [ Test

Heading Heading description 1 1 1 40[Center | 1 |

Heading Tile 2 1 1 alet | 3 L ]

Heading \workstation 1 0 1 alet | 5 o C .

Heading Date 1 0 1 16[Left | 7 ]

Heading Hour [ i 19 18l | 8 L C Receipt format

Heading Number of receipt 1 0 1 Ellet | s L ]

Heading Label cashier 1 1 1 allet | 0 ] Inserimenta descrizione

Heading Cashier [ 0 12 2[left | 1 o ] B

Heading Owiner's heading 2 i 1 W0left | 12 = T CETEED

Heading Desciption of the owr] 1 0 1 alet | 13 ]

Heading Label product 2 1 1 Ellet | 14 ]

Heading Label quantity [ 1 E3 et | 5 L ]

Details Desciption of product 1 0 1 Ellet | 4 ]

Details Buanity i i 7 Jlen ~| El= = Code i 10003 |

Details Product code 1 0 1 0[Left | s L ]

Footer Additional phrass infor 2 0 1 40[Center | 1 =h | Confim Cancel

Footer Ticket barcode 1 0 1 alet | 3 L ] ‘

Footer Couttesy phiase 1 0 1 oLt~ 4 ]

Below some samples of receipt, reprint (duplicate) and gift receipt.



Receipt

ORACLE FRANCE
180 AVENUE DE L EUROP

£

MONTBONNOT SATNT MARTIN (38330)

FRANCE

SIRET: 33509231800310
NAF CODE: 1234567890
N.TVA: 098765421

Magasin: FRA Qracle France

Caisse: 1

Date: 10/01/20618

Original

Procuit f
ZM71001 a0t X8
Shirt model 1
20171002 001 X8
Shirt nodelt 2
20171003 001 X8
Shirt model 3
20172001 602 36
Jeans model 1
2017504  UNICA
Theater tickets

Imposable
{1) 20% 134,53
(4) 2,1% 38,18

ité vendue
Total général

Contanti  E£UR

Nomhre de ignes

Heure: 18:58:11
Caissier: ALE Ale Mauri

1é
1

1
1

[

Stores? POS Version: 1.39.4

Montant
29.95

35,97

15,04

79,49

40,00

T¥A Mo

26,91 1
0,82

B
201,44

201,44

b

Signature: BOI994LDN

Il

S

Tickel de caisse # TFRADIS0000022

TVA
(N
(n

rrtant
61,44
40,00

LU

Gift receipt

wik GiTL Receipt

ORACLE FRANCE

180 AVENUE DE I EURGPE
MONTBONNGT SAINT MARTIN (38330)
FRANCE

SIRET: 33509231800310

NAF CODE: 12345678490

N TVA: 098765421

Magasin: FRA Uracle France
Caisse: 1

Date: 10/01/2018 Heure: 185:58:11
Ticket de caisse: 00022
Utilisate ALE Ale Mauri

Produit Qe

Shirt nodel 1
20171001 Q01 X5 ~

Theater tickets
2017504 UNICA

N

w64 NON VALABLE POUR ENCATSSEMENT ##+

AR RO

J00M




Duplicata 1

URACLE FRANCE

180 AVENUE DE L EURORPE
MONTBOMNOT SATNT MARTIN (38330)
FRANCE

SIRET: 33509231800310

NAF CODE: 1234567890

H.TVA: 098765421

Magasin: FRA Oracle France
Caisse: 1

Bate: 10/01/2018 Date: 16:58:75
Utilisateur: ALE Ale Mauri

FRRRA R R R KRR R 4o
FRRRRRRRERE R Rk bR b

stores?2 POS Version: 1.39.4

Ticket de caisse # TFRAD1DO0ODOZZ
du 10/01/2018 16:58: 11
Caissier original: ALE Ale Mauri
Impression #2

Produit té  Montant TV

20171001 001 X8 | 29,99 (1)
Shirt model 1

20171002 001 XS 1 36,97 (1)
Shirt model 2

20171009 0801 X5 ! 19,99 (1)
Shirt model 3

20172001 002 36 1 719,49 {1)
Jeans wodel 1

2017504  UNICA 7 46,00 (4

Theater tickets

Imposahle WA Montant

(1) 20% 134,58 28,91 161,44
(4) 2,1% 39,18 0,82 40,00
gté vendup B
Total général 201,44
Contanti  EUR 201,44
Nowbre de lignes 5

Signature: BY998.J933

TR AR

Duplicata 2

ORACLE FRAMCE

180 AVENUE DE L. EURGPE

MON TBONNOT SATHT MARTIN (d48330)
FRANCE

SIRET; $3509231800310

NAF CODE: 1234567890

N.TVA: Q98785421

Magasin: FR& QOracle France
Caisse: 1

Date: 10/01/2018 Date: 16:58:35
Utilisateur: ALE Ale Mauri

KRR R R o Rk R
FRekkt - DUPLICATA # DFRADI00000Y ks
FRRRRR RO R R R R Rk ko

Stores2 POS Version: 1.39.4
Ticket de caisse & TFRAO100G0000272
du 10/01/2018 16:58:11
Caissier original: ALE Ale Mauri
Inpression #3

Broduit

gté Montant TvA
20171001 001 XS 1 29,95 (1)
Shirt modet 1
20171002 001 XS 1 38,97 (1)
Shirt modal 2
20171003 001 %S 1 15,99 (1)
Shirt madel 3
20172001 002 36 i 79,49 (1)
Jeans modal 1
2017504 UNICA 2 40,00 (&)

Theater tickets

Tinposable YA Montant

(1) 20% 134,53 26,91 181,44
(4) 2,1% 39,18 0,82 40,00
Rté vendue G
Total général 201,44
Contanti  EUR 201,44
Honbre de Tignes 5

Signature: BOSYATIHP

LA R
*SCRFRATBFRAOQOC

M



Templates script
Below SQL scripts for the templates creation.

Receipt_GiftReceiptTemplates.sql

Invoices

Layout

Invoice layout shall contains:

Header information like the receipt;

Product name and version (Stores2 POS version: 1.39.4);
NF 525 Logo (smaller than the one in the example below);
The indication of document type (Invoice or credit note);
Invoice\CN Number;

Number of the receipt;

Invoice\CN signature (“B” + Cert # + Signature).



Below an invoice example.

ORACLE FRANCE

180 AVENUE DE L EUROPE
MONTBONNOT SAINT MARTIN (38330)
FRANCE

SIRET: 33509231800310

NAF CODE: 1234567890

Stores2 POS version: 1.39.4
N°TVA: 098765421
' ™ FACTURE o ™
_— A l'attention de
Diate 15272017 Number: FRA20417000001 pﬂam;;heﬁu“er
) i ue des fleurs
Mumero ticket de caisse FRA0100000001 Signature: BI999fNTo 13348 Faris 25
Date ticket 151272017 .
Francia
Page 11 Code
Y J L Mumero y
Code Description UM Qte Prx Escompte Waleur TVA
% ligne  Ligne En-téte
20171003 Shirt medel 3 1 £ 15,89 €15,00| 20.00%
2017501 Water 0,5 1 £1.00 €100 5.50%
Motes

Récapitulatif TVA

Total quantite Taux TVA Imposable Impot Montant
1 5,50 0,85 £0,05 £1.00

1 20,00 £13.33 €285 £ 1598

Total Facture € 16,99

Signature pour acceptation




Not managed functions

Functions
“Test environment” and “Emergency mode” are not allowed.



Checklist

Checklist

General settings

o Addresses

o Countries

o Currencies

o Translations

o VAT Codes
Shop settings

o Master data

o Sales settings

=  Main
= Receipt option

Workstation settings

o Archive folder

o Print templates
User settings

o Password

o Other settings
Print templates

o Receipt template

o “Gift” template (optional)
Invoices

o Report layout
Not managed functions

o Test environment

o Emergency mode



Special functions
Definition
Special functions are related only to French shops.

French shops are those shops linked to a country where the cryptography algorithm is equal to “France”.

Declaration of certification

User interface
In the “About” form, a new button is shown. After the pressure of the button, the certification of
declaration is shown.

micm‘ RETAIL Stores?

FICATIQ
(,E?‘ﬂ - Stores2 VYersione 1.39.4

Certification # 9999
S I D R ES 2 a partir de la version 1.39.4
Versione 1.39.4 Caleaoniclb

S ——...
Infarmazioni sul sistema | Info certificazions I Ok |

Receipts

Signature
Each receipt of a workstation will have a signature linked with the previous receipt signature of the
same workstation, starting from the first receipt issued after the activation of new rules.

Numbering
The numbering will be infinite, starting from 1. The number composition will be as following:

“T"” + SHOP (3 digits) + Workstation (2 digits) + Number (8 digits)

Cancellation
It is allowed to cancel an existing receipt only if the related business day is already “open”.

The cancellation will decrement receipts totals.

Receipts totals

Definition

For each receipt, additional data related to receipt totals are saved into dedicated tables
(SalesTotalsDetail, SalesTaxTotalsDetail).

Each record is signed and linked with the previous one.

The logic adopted to receipt totals is similar to the one adopted for grand totals.



Duplicates

Definition

The reprinted receipts must have a new electronic signature, which must be printed on the "re-printed
receipt"” (as per the original sales receipt).

It is important to know the number of the current copy, so it could be useful to have a property on the
original transaction to keep that value. The reprint transaction must keep the specific reprint sequence
number and must contain the reference to the original transaction.

Every time a user reprint a receipt, a new “Duplicata” transaction is saved, signed and linked with the
previous reprint of the workstation in the new table “SalesReprints”.

Numbering
The numbering will be infinite, starting from 1. The number composition will be as following:

“D” + SHOP (3 digits) + Workstation (2 digits) + Number (8 digits)

Invoices

Sighature
Each invoice or credit note of the shop will have a signature linked with the previous signature of and
invoice\credit note of the shop, starting from the first receipt issued after the activation of new rules.

Numbering
The numbering will be common between invoices and credit notes, starting from 1 every year.

The number composition will be as following:
SHOP (3 digits) + year (4 digits) + Number (6 digits)

Technical event log (JET)

Definition

Some special events are logged, chained and signed into a special technical event log, in the new table
TechnicalEventlLog.

Events logged from Stores2 are:

e “20 - Period fiscal archiving” when a new archive of a day or a month is created;

e  “30 - Fiscal year archiving” when a new archive of a fiscal year is created;

e “40-Terminal shut down / Logoff” when a user close Stores2;

e “50—Period closing (daily/monthly)” after the closure of a period (day or month);

e “60 — Fiscal year closing” after the closure of a fiscal year;

e “80-—Terminal start up / Login” when a user open Stores2;

e “90 - Detection of an integrity defect (record or signature)” when chaining or sequence errors
are found from the database tampering check;

e “150 - Printer not available (no paper, disconnected)” when there are problems with the printer
entering in a new receipt or printing\reprinting a receipt;

e “190 —Ticket cancellation” when the user cancel a receipt in progress;

e “250 - New software version” when a new software update is in progress;

e “260 — Data initialization” the very first time the workstation use NF 525 settings;



e “280—Tax audit operation” when a user run the JET events report.



Analysis
A new report for the analysis of JET entries has been defined.

Filters:
Shop I ;I_?tlgl
warkstation |
Events ] e cal archiving L S
[ 30 Exercise fiscal anchiving ?
|| 40 Terminal Shut Down - ﬂ
[ 50 Perind Closing X
[ 80 Start of terminal
[] 90 Detection of an integrity defect (record ar signature)
[ 260 Initialization of data -
Date from I to I EI
Layout:
JET Events Poga 373
Location Wkstn Reference Date - time Operator  Code Description

FRA 1 FRAQ100000012 16/12/2017 12:16:16 FRAFRAALE 40  Termnal Shut Down
Information. END Stores2 execution (Workstation: FRA-1)

FRA 1 FRA0100000011 167122017 12:05:31 FRAFRAALE 20  Period fiscal archiving
Information: Created archive file.C:\Oracle\Stores2\Closures\2017\2017-12\Archive_Period_FRA_01_20171215.xml

FRA 1 FRA0100000010 16/1272017 12:05:30 FRAFRAALE S50  Period Closing
Information; Ciosure of the day: 15/12/2017.

FRA 1 FRAQ10000000% 16/1272017 114558 FRAFRAALE 90 Detection of an integrity defect (record or signature
Information. Wrong sequence for receipts from 7 10 6

FRA 1 FRAQ100000008 1871272017 11:4558 FRAFRAALE 90 Detection of an integrity defect (record or signature
Information: The signature on database for sale <FRAD100000006> is different from the one re-caicuiated

FRA 1 FRA0100000007 16/12/2017 11:45:49 FRAFRAALE 80  Start of terminal
Information: START Stores2 execution (Workstation: FRA-1)

FRA 1 FRA0100000006 15122017 11:43.57 FRAFRAALE 40  Terminal Shut Down
Information: END Stores2 execution (Workstation: FRA-1)

FRA 1 FRAD100000005 15122017 11:4200 FRAFRAALE 280 Tax Audit Operation
Information. Run JET Event Log report

FRA 1 FRAD100000004 1S/1272017 11:41:32  FRAFRAALE 90  Detection of an integrity defect (record or signature
Information. Wrong sequence for receipts from 210 &

FRA 1 FRA0100000003 15/12/2017 11:41:31 FRAFRAALE 80  Detection of an integrity defect (record or signature
Information: The signature on database for sale <FRA0100000006> is different from the one re-caiculated

FRA 1 FRA0100000002 15/1272017 10:18:46 FRAFRAALE 80  Start of terminal
Information. START Stores2 execution (Workstation: FRA-1)

FRA 1 FRA0100000001 1571272017 10:18:46 FRAFRAALE 260  Intakzation of data
Information: The workstation has been configured [0 handie French fiscel requirements.

The report can be created running attached SQL script.

=

JET_REPORT.sql



Database tampering check

Definition

The system must be able to check if the database has possibly been tampered with, in the parts relevant
for the electronic signatures:

e Sales transactions

e Salestotals

e Invoices

e Receipt re-prints

e JET entries

e Daily, monthly and yearly closures

The database tampering check shall be executed “on request” and during the closure\archiving
processes.

User interface
It is required to have a special function to execute the database tampering check for a defined range of
dates.

The user shall be able to select the different types of data (receipts, invoice, closing, JET), a range of
dates and the workstation to be checked. In case of errors, this must be notified to the user and a
specific entry per each wrong transaction must be added in the log table.

A new special function, enabled only for French shops will be available in the “Sales” main menu.

Sales

[
T %o Database tampering check l S |
g II Filters
Sale Shop FR&  Oracle France
“whorkstation Taste j 2 Ijﬁ
Date fiom 18/12/2017 @ o [18/12/2017 @
Elements
v Check receiptz v Check grand totals
¥ Check receipts totals ¥ Check duplicates
I¥ Check invoices ¥ Check JET events

Process
Result

Invoices

Tax Free Management

Cash register closing

=

"

Database tampering check

Exxit

Process
The database tampering check user interface shall be used for the check of signature chain and
sequences for all the documents related to French fiscal requirements.



In case of issues, specific events will be logged into the JET and notified to the user who is performing
the database tampering check.

The same function, without user interface, is performed during closure\archiving processes.

Grand totals (sales summary)

Definition

For each period (Fiscal year, month and day) additional data related to sales totals and tax totals are
saved into dedicated tables (SalesTotals, SalesTaxTotals).

Process
When the user access in receipt management on a new business day, the program create a Workstation
Sales Summary daily record for this day with zero totals.

If Workstation Sales Summary daily record is created, then Stores2 also check to determine whether a
monthly record, a yearly record and a perpetual record should also be created.

During user access in receipt management, the following check are performed:

e If a sales summary daily record does not exist for this workstation on this business date, then
Stores2 create a new sales summary record with zero totals for this workstation and business
day.

e If a sales summary monthly record does not exist for this workstation on this fiscal year and
month, then Stores2 create a new sales summary record with zero totals for this workstation
and month.

e If a sales summary yearly record does not exist for this workstation on this fiscal year, then
Stores2 create a new sales summary record with zero totals for this workstation and fiscal year.

e If a sales summary perpetual record does not exist for this workstation, then Stores2 create a
new sales summary record with zero totals for this workstation and for the perpetual period.

Every time a receipt is issued, the program will update sales summary and tax summary of related
periods with the receipt amount.

Grand total and perpetual grand total will be calculated adding absolute amount of returns to sales (so,
in case of return of 50 and sale of 100, the total amount will be 150) while Sales total will be calculated
deducting returns from sales (so, the total amount of the previous example will be 50).

Closures

Definition

A workstation shall have a closure performed against each day, which includes those days where either
the store or the workstation was not opened.

The Workstation Daily Closure needs to close the daily summary and assign an electronic signature.

It has been decided to incorporate this function during the access of the user in receipt management
function.

Also if the previous business date has not yet been closed, then a workstation daily closure will take
place on the previous business date, plus any other dates prior to today's date.



The daily closure process will generate an electronic signature for the daily summary record that is being
closed, and stamps it on the record.

Process

Every time the user open the receipt management, Stores2 check if the last daily closure is older than
the day before. If so, the program will link and sign every day starting from the last one closed,
eventually creating O records for days without receipts registered.

Before closure, an automatic database tampering check for the day is performed. In case of detection of
integrity defects from the check, the user will be notified from a warning message. The process will not
be stopped.

In case of new month or new fiscal year, the process will be the same. Totals of periods will be
consolidated, linked and signed.

For each closure performed, a JET entry (50 or 60) is written into the Technical Event Log.

Archives

Definition

At workstation daily closure, the France POS regulations require that an xml daily archive file is
produced on the Xstore filesystem, containing all relevant transactions for that day:

e All the detailed sales transactions: <Ticket>

e All the total sales transactions: <GrandTotalsTicket>

e All the closures (Daily, Monthly, Exercise): <GrandTotalPeriod>

e All the duplicates (Receipt re-prints): <Duplicatas>

e All the invoices (archived from the master workstation) <Invoices>
e JET entries: <AuditTrails>

A corresponding signature file must also be created, that contains just an electronic signature for the
XML file produced.

In workstation properties should be possible to set the name of the local folder to hold the archive files
on the workstation.

A sub-folder will be required for the year and sub-folders under each year for the months.
The daily archive file should be named as follows Archive_Period_SSS_WW_YYYY(MM(DD)).xml , where:

e SSS: store number, formatted to 4 digits;
e WW: workstation number, formatted to 2 digits;
e YYYYMMDD: complete date in case of daily closure.

Same archive file pairs are also required for monthly and yearly closures.

In the monthly and yearly archive files, only the appropriate closure record will be included (ie monthly
closure totals, and yearly closure totals), thus, they will not contain the sales transactions, and JET
entries etc.

The requirements below should take place at the end of workstation daily closure process (which
currently takes pace during Workstation Open).



Process
After the closure, data related to the day are exported into archive files.

For each archive file, an additional file with calculated signature is created; it is used for the verification
post modification of the xml file for inalterability purpose.

Below a sample of XML archive of a day, the signature file and the XML schema.

Archive_Period_FRA_01_20171213.xml Archive_Period_FRA_02_20171213.sign archive-period.xsd

Updatesin 1.39.6

Menu entries

&

Starting from version 1.39.6, the button for the database tampering check menu prispsse eI e has

France reguirements

been replaced by the button “France requirements”.

Pressing the new button, the user will access to the “France requirements” menu, where the user could
choose the Database tampering check option (so to open that function) or the new function “Insert a JET
Audit Log Comment”

] | France requirements

D atabaze tampering check

Inzert a JET Audit Log Comment

Cancel

Technical Event Log
Starting from the version 1.39.6 of Stores2, new events have been added:

" H H ”

7

e  “320-Ticket cancellation” when the user cancel a receipt in progress; will replace the 190;

e “330 - Period closing (daily/monthly) - Start” before the closure of a period (day or month);

e “999 - Editors functions” will be used to log the entries from the user interface, by selecting the
new “Insert a JET Audit Log Comment”.



[[E]Insert a JET Audit Log Comment

Fleaze enter the Jet entry information test

k. Cancel




Totals and archive
The receipt totals and grand totals have an information called “Perpetual grand total” that is the sum of
sales and returns (sale = 100, return = 50, perpetual grand total = 100 + 50 = 150).

It is required to have a new grand total called real perpetual grand total (sale = 100, return = 50,
perpetual grand total = 100 — 50 = 50).

This information will also be used during the signature process, so a “signature version” will be tracked.

In the archive, the RealPerpetual and the SignatureVersion have been added to the nodes
GrandTotalPeriod and GrandTotalTicket.

The updated schema is attached to this document.
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