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About This Document

Scope

The scope of this document includes all functionality a user must know in order to effectively operate the
SMS application. It does not include detailed design of the service.

Audience

This guide is written primarily for SMS administrators. However, the overview sections of the document
are useful to anyone requiring an introduction.

Prerequisites
Although there are no prerequisites for using this guide, familiarity with the target platform would be an
advantage.

A solid understanding of Unix and a familiarity with IN concepts are an essential prerequisite for safely

using the information contained in this guide. Attempting to install, remove, configure or otherwise alter
the described system without the appropriate skills and knowledge, could cause damage to the system,
including:

e temporary or permanent incorrect operation

e loss of service

e unrecoverable damage your system

This manual describes system tasks that should only be carried out by suitably trained operators.

Related Documents

The following documents are related to this document:

e Service Management System Technical Guide
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Document Conventions

Typographical Conventions

The following terms and typographical conventions are used in the Oracle Communications Convergent
Charging Controller documentation.

Formatting Convention Type of Information

Special Bold Items you must select, such as names of tabs.
Names of database tables and fields.

Italics Name of a document, chapter, topic or other publication.
Emphasis within text.

Button The name of a button to click or a key to press.
Example: To close the window, either click Close, or press Esc.

Key+Key Key combinations for which the user must press and hold down one
key and then press another.

Example: Ctrl+P or Alt+F4.

Monospace Examples of code or standard output.

Monospace Bold Text that you must enter.

variable Used to indicate variables or text that should be replaced with an
actual value.

menu option > menu option > Used to indicate the cascading menu option to be selected.

Example: Operator Functions > Report Functions

Used to indicate a hypertext link.

Specialized terms and acronyms are defined in the glossary at the end of this guide.
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Chapter 1
System Overview

Overview

Introduction

This chapter describes what the Service Management System (SMS) provides and the basic
functionality of the system.

In this chapter

This chapter contains the following topics.

Introduction to Service Management SYStEM...........cooiiiiiiiiiiiiiiice e 1
REPICAtION OVEIVIEW .....cceiiiiiiiiiiee et e e e e e e e e e e ettt e e e e e e e s e ebaraeeeeeeeeeaansrneeas 3
Security, Users and PermiSSIONS ..........ccooiuiiiiiiiii ettt e e et e e e e e e e e ennes 5
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Introduction to Service Management System

Description

The Oracle Communications Convergent Charging Controller Service Management System (SMS)
provides service management support for existing Convergent Charging Controller Intelligent Network
(IN) products.

The primary function of the SMS is to provide operators with access to data used by service logic
applications.

The SMS provides:

e A central repository for other IN services, such as ACS, CCS
e Generic functions

The SMS main menu provides access to all installed services. To access any service, select the item
from this menu.

Functions

SMS provides a number of different support and control functions for other IN applications. The generic
functions of SMS include:

e Replication of configuration and data throughout IN

e Security, users and permissions

e Alarm management and notification

e System and application statistics collection and management

e Report generation and display

Chapter 1, System Overview 1



e Database changes and replication audits
e smsProcessCdr

Other functions may be added with additional software as necessary. All of these features are discussed
later in this guide.

SMS component diagram
Here is an example of the main components of the SMS system.
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SMS components description

This table describes the main components in SMS.

Component Description

smsMaster The smsMaster process is the superior master node in the SMS system. It is the
central point for replication and manages the SMF database.

SMF database The SMF database is the central database for the SMS system. It holds all data
within the system.

SCP database The SCP databases are the databases which hold data required for call
processing. This is a subset of the data held in the SMF.

updateloader The updateLoader processes manage inserting data into the SCPs.

Update The Update Requester processes send data update requests to the smsMaster.

Requesters

smsAlarmRelay | The smsAlarmRelay process forwards alarm notifications to final pick up points
for action.

SMS screens The SMS screens are the Java screens which allow the administrator to interact
with SMS.

smsTaskAgent The smsTaskAgent process receives instructions from the SMS screens and sets
up tasks for the smsMaster.

smsAlarmManag | The smsAlarmManager matches alarm instances with the alarm definitions stored
er in the database, and adds the extra information stored in the definition to each
instance of that alarm as it occurs.

Replication Overview

Introduction

Replication is the process that transfers data between points in the IN network. Replication provides:

o Transfer of data between points in the IN network (including configuration and filtering to avoid
unnecessary traffic)

o Failover of connections between points and buffering of data to increase resilience

e Recovery from errors

Replication ensures that data is consistent and relevant across the network. Because the SLCs do not

require all the data held in the SMF database on the SMS, the SLCs hold restricted sets of that data.

Data transfer requirements are configured automatically when software is installed on the SMS.
However, these initial settings can be refined later.

Most error recovery is initiated automatically or from the command line.

For more information about the technical detail of replication (including detailed error recovery and
process descriptions), see Service Management System Technical Guide.

Nodes

Nodes are points within the IN solution. They are used to identify and locate critical processes in the
system and there may be more than one node per machine.

Each node must be configured using the SMS administration screens before it can be part of the IN
network.

Chapter 1, System Overview 3



Nodes include:

e The smsMaster process on SMSs

e The smsMergeDaemon process on the SMS (for unclustered installations)
e updateLoaders on the SLCs

e update requesters.

Replication nodes

A replication node is a node that has data replicated to or from it. Master replication nodes hold
authoritative data that is replicated to other nodes. Master replication nodes include:

e The smsMaster process on SMSs
e infMaster process on the SLCs (for an unclustered installation)
Other replication nodes include:

e updateLoaders on the SLCs
e Update requesters (which handle alarms, statistics and call processing data)
e The smsMergeDaemon on the SMS (for an unclustered installation)

The replication process

This table describes the stages in the replication process.

Stage Description

1 An update is one of the following:
¢ Made to the SMF database on the SMS from the SMS Administration screens

o Picked up by an update requester and sent to the smsMaster as an update

request
2 The smsMaster creates an update order and sends it to all relevant updateLoaders. If the
update came from an update requester, the smsMaster returns an acknowledgment.
3 The smsMaster sends update orders to all the update loaders on its replication list.
4 The updateLoaders on each node insert the update information into the SCP database,

and send an acknowledgment back to the smsMaster.

Failover

If the smsMaster fails, all other nodes will attempt to connect to the node with the next lowest node
number. In a clustered installation, this will be another smsMaster. In an unclustered installation this
will be an infMaster process on an SLC. All updates will run to and from the new node until the original
smsMaster becomes available. Then the other nodes will return to their original configuration.

For more information about failovers and recovery from a failover, see the Service Management System
Technical Guide.

Master nodes and the Master Controller

Master nodes manage the authoritative data within SMS and are also known as validators. This is the
smsMaster process on the SMS.

The master controller controls all other replication functions that do not start the master replicator. Those
functions include:

e Ensuring that all data is consistent
e Merging Master and Inferior Master Replicators (in an unclustered installation)
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Security, Users and Permissions

Introduction

SMS provides a system for managing user access to SMS and installed applications. Available functions
include:

¢ Managing user accounts

e Setting passwords

o Creating access rules for different screens and tables within the SMF database

Security levels

SMS supports seven different permissions levels. Starting with level 1, each level has greater
permissions up to level 7 - the administrator level. These permissions can be further refined by
assigning custom user permission templates.

User permission templates

Permissions can be configured around elements in a SMS screen. Each element can be assigned one
of the following permissions:

e Read

e Read and write

¢ Create and delete

e Access

Elements which can be assigned a specific permission include:

e Screen
e Menu
e Buttons

Once the permissions have been defined in the user template, a specific user can be granted those
permissions by having that template assigned to them.

ACS permissions

If ACS is installed, SMS manages the user permissions for that application. For more information about
user permissions as they relate to ACS, see Advanced Control Services Technical Guide.

Alarms

Introduction

SMS provides a system for:

e Collecting alarms

e Viewing and editing alarms

e Forwarding alarms to notification points for action

The main process involved in collecting alarms is the smsAlarmDaemon.
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Filtering alarms

SMS can be configured to filter alarms using a combination of filters that are defined by the user. These
filters allow alarms to be filtered as finely as required.

Notification of alarms

Alarms can be reviewed through one of the following:

e The SMS administration screens
e The natification points, including:
= Afile
= Q3 external resource
=  SNMP external resource
= NFM external resource

The process responsible for forwarding alarms to the appropriate notification points is the
smsAlarmRelay on the SMS.

Further information

For more information about the collection and management of alarms, see Service Management System
Technical Guide.

Statistics Provided

Introduction

SMS provides a system for managing, configuring and viewing statistics and statistical reports. Some
statistics can be set to generate alarms which are forwarded to the alarms management system. The
primary process involved is the smsStatsDaemon.

The statistics collected are typically:
e Raw machine statistics (including disk usage, CPU usage, node and process uptime)
e TCAP interface statistics

e Application statistics from the SLEE
Other statistics from applications can be included if they are a compatible format.

Typical statistics values

Typical statistics values might be:

e Total number of requests from SSF

e Number of call instances resulting in error treatment

e Number of calls from invalid geographical locations

e Number of calls reaching successful call completion to international locations

e Number of calls reaching successful call completion to international category one partners.

Further information

For more information about the smsStatsDaemon and how statistics are collected and replicated, see
Service Management System Technical Guide.
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Reports

Introduction

SMS provides reporting functions for installed applications.
Reports can be:

e Generated as needed

e Reused and scheduled to run at specific times
Online reports

Reports are generated to text or html files on the SMS and viewed through the Apache webserver and
the SMS Java screens.

Further information

For more information about how to run reports, see The Report Functions (on page 105).

For more information about how reports are generated and served through the webserver, see Service
Management System Technical Guide.

Audit Facilities

Introduction

Replication Checks enable you to check that data is being replicated correctly by comparing the content
of two database tables or replication groups.

SMS also provides for auditing of all services that are implemented through it. This keeps track of all
changes that are made to the SMF database and saves this information in a database table.

Replication checking

SMS provides tools for checking whether any discrepancies exist between different nodes. If
discrepancies exist, a detailed report is produced.

For more information about the replication process and error recovery, see Service Management
System Technical Guide.

Audit reports

Database change audits are completed using the listAudit.sh tool. For more information about this tool,
see Service Management System Technical Guide.
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Chapter 2

Getting Started

Overview

Introduction

This chapter explains how to access the SMS application and describes the contents of the Main Menu.

In this chapter

This chapter contains the following topics.

SIGNING ON 0 SIMS ... et e e e e e e e e s et b e e e e e e e e e e snaraaeeeaeeeaananes 9
1 SRV =TT S T == o RSP URRRRR 13
S YC1 = Ter (g Yol =T o To [N = o T=T TR O PSPPI 14
USING the FINA SCrEENS ...t e e e e e e e e e et e e e e e e e aaanes 14

Signing on to SMS

Introduction

You can access the Service Management System using the following methods, from:

e An internet browser using the appropriate URL
e A Java Webstart URL
e The desktop using the SMS Webstart shortcut

Note: SMS supports Microsoft Internet Explorer and Mozilla Firefox. Other web browsers may also work,
but are not supported.
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Service Management System default page

Here is an example Service Management System default page that is displayed for users navigating to
the SMS on a web-server.

-
@ Cracle Communications Metwork Charging and Control - Mozilla Firefox =n=n X
File Edit Yiew History Bookmarks Tools Help

EOracIe Communications Metwork Charg... | + | *4

D || & http:/wlgdv00s/ Yr - || |- Google Pl ®

ORACLE Network Charging and Control

GUI Installation Guide
Wy Oracle Suppart
Login Help

This is the default page displayed for users pointing to the SMS area on this web-senver.

In order to use the SMS interface, you will need to do the following:
1. Ensure the Java SE Runtime Environment is installed on your computer.
2. Launch the application by clicking on the Webstart link.
3. Runthe Application, checking the "Always trust content from this publisher” option

Please refer to the GUI Installation Guide for a description of how to perform these simple tasks.

As services are added to the SMS, you should automatically gain access to them via the SMS. Some semvices can berunin a
stand-alone mode, or have some stand-alone tools or interfaces. If any other tools are available, they will appear in the list below.

Instructions are here

Instructions are here

Instructions are here

Copyright © 1988 - 2010, Oracle. All rights reserved. Oracle is a registered trademark of Oracle Corporation and / or its affiliates. Other names may be trademarks
of their respective owners.
o x

%

Refer to Launching SMS Using Webstart (on page 10).

Note: If you upgraded the Convergent Charging Controller product from an earlier version, you continue
to have the option to launch the application using the sms.html file.

This example page also provides access to the following Convergent Charging Controller applications
installed on the SMS:

e VPN Standalone Application. For more information, see Virtual Private Network User's Guide.

e ACS Standalone Application. For more information, see Advanced Control Services User's Guide.

e Prepaid Charging Customer Care Portal. For more information, see Customer Care Portal User's
Guide.

Launching SMS Using Webstart

Follow these steps to launch Service Management System using Java Webstart. You can use this
process to install a shortcut to the SMS on your desktop.

10 Service Management System User's Guide



Note: To launch GUI applications using Java Webstart, you must ensure that the Web server supports
the jnlp file type. For more information, see Setting up the Screens in Service Management System
Technical Guide.

Step Action
1 Using an Internet browser, open the SMS Webstart by using one of the following
methods:
a. Open the Service Management System default page on the SMS hostname, then
click the WebStart link.
b. Open SMS Webstart directly. The address is in the format:

http://SMS_hostname/sms.jnlp

Where SMS_hostname is the hostname of the SMS or cluster which is running the SMS
application.

Result: You see the Opening sms.jnlp download screen.

2 Select Open with and click OK.

Result:
The following two windows open:

a. The SMS - SMS_hostname window, for example:

[@ SMS - nzwn-test1l | = e e
[ |

b. The SMS Login window.
See Logging on to SMS (on page 12).

Note: When launching SMS for the first time using Webstart, a shortcut icon is
downloaded and displayed on the Desktop.

This enables you to open the SMS GUI directly by double-clicking the shortcut icon. The
icon is removed every time you clear the system cache and downloads again when
launching SMS through Webstart.

Chapter 2, Getting Started 11



Logging on to SMS

Follow these steps to log on to SMS.

Step Action
1 On the SMS Login screen:
O SMS Login
ORACLE
COMMUNICATIONS
Network Charging
and
Control
User Name | |
Password | |
| OK ‘ ‘ Cancel |

Enter a user name.
2 Enter the password.

Note: Passwords are case sensitive.

3 Click OK.

You have three attempts to enter a correct user name and password before the User ID is locked. If this
happens, you must see your system administrator to re-activate the account.

12 Service Management System User's Guide



SMS Main Screen

Main Screen

Here is the Service Management System main screen.

O 5L - Service Management System E|E|EJ

File Services Operator Functions Help

ORACLE

The menu bar at the top of the screen provides access to all the functional components of the SMS
application.

Available menus

There are four menus available on the Service Management System main screen.

Menu Description
File Provides the system options such as logging off the system.
Notes:

o Exiting SMS closes the browser set for that instance of SMS. Do not exit SMS
or close the browser window until you have finished using the software.

e To keep your browser window open when you close SMS, select File>Logout.
This allows you to subsequently login as the same user on the next login
attempt. You can restart the screens by refreshing the web browser.

e Tolog in as a different user, select File>Logout & Exit and restart the web
browser.

Services Provides access to the services installed on the SMS. Services may include:
e ACS Service

e Prepaid Charging Service

For more information about how to use these services, see the User's Guide for
that service.

Operator Provides the main SMS screens described in this User's Guide.
Functions
Help Provides version and copyright information about the SMS.

Note: To access context sensitive help about the screen or tab that you have
open, click the Help button on that screen. For more information, see Accessing

Chapter 2, Getting Started
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Menu Description

Help (on page 125).

Selecting Languages

Supported Languages

All screens in the SMS support selected languages. On login, the screens display the default language.

You may select a different language for a user in the Configuration field of the User Management screen.
The selection is stored in the user’s profile. Select the language from the list of available language files.

Adding a language

To add a language to the range available, take a copy of the lang. file in the language directory for the
service (for example, /IN/html/sms/language directory/eng.lang) and rewrite the (English) strings into the
required language. Save the file into the language directory.

Using the Find Screens

Introduction

A find screen enables you to find records that match the selection criteria. All find screens in the system
contain the following areas:

e Buttons
e Query fields
e Display grid

Accessing a find screen

To access the context sensitive find screen for a screen or tab, click Find.

Example SMS find screen

Here is an example find screen.

£ Sl - Find All Nodes

Mode Mame SCP1 I cearch ]

IP Address I Close J
Mode Mame 1P Address Description

SCP1 [123.123.123.123 |[Example SCP |
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The top half of a find screen provides the query fields and the lower half lists the results of the search.

Searching the database

Follow these steps to search the database.

Step Action
1 Enter selection criteria in one or more query fields at the top of the screen and click
Search.

If a field is left empty, the search retrieves all instances of that field.

Result: This triggers an Oracle Like% query that returns the first 100 records that begin
with the selection criteria. These are displayed in the display table at the bottom of the
screen.

Example: If you enter 123 in a query field, the system returns records such as 123, 1234,
and 12345,

Note: These are the first 100 records entered in the database, and they display in no
particular order. If you do not find the record you are searching for, you need to conduct a
more specific search.

2 To display the record in the main screen, select the record line and click Close.
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Chapter 3
Initial Configuration - Node Management

Overview

Introduction

This chapter explains how to configure the SMS for the first time. It assumes that you have already
installed the SMS software on all of the SLCs you will use.

For information about installing the software, see the Service Management System Technical Guide.

In this chapter

This chapter contains the following topics.

Node Management MOAUIE ... s 17
AITNOTES ...ttt e et e e et e e e e e e e s e e e e s e e e e ar e e e e e nes 18
REPHCAtION NOUES ..ot e e e b e s e e e ennes 20
LI o] (ST 2T o] o= o o H SRS 23
RePlCation NOGE TYPES ...ooiiiiiiiie et e e e e e e bae e e e ennes 28

Node Management Module

Introduction

The Node Management screen is used to set up the nodes used in SMS. It contains these tabs:

e All Nodes (on page 18)

e Replication Nodes (on page 20)

e Table Replication (on page 23)

Each of the following must be set up as nodes before they can be used:

e [Each SMS
e All SLCs (in an unclustered installation)
e All updated loaders

Note: The SMS nodes are set up when the software is installed. All other nodes must be configured
separately.

Accessing the Node Management screen

Follow these steps to access the Node Management screen.

Step Action
1 Select the Operator Functions menu from the SMS Main screen.
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Step Action

O SU - Service Management System E”E|E|
File

Services

User Management

Change Password

Report Functions

Alarm Management

Statistics Management ™ LE &
Skatistics Yiewer o

Replication Check,

Set Debug Options

2 Select Node Management.
Result: You see the Node Management screen.

All Nodes

Introduction

The All Nodes tab of the Node Management screen enables you to add, modify, or delete nodes.

The SMS installation process automatically adds the SMS nodes. However, you must manually add the
node name and address for each SLC.

Note: When you add a new node, you must ensure that the node name exactly matches the host name.
If the names do not match, then the statistics viewer will be unable to display statistics about the node.

All Nodes tab

Here is an example All Nodes tab.

£ SU - Node Management

[ Find H Save ][ Delete H Clear ][ Close ]

All Nodes |

Mode Mame | SCPL |

IPAddress [ 123.123.123.123 |

Description | Example SLC |
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All Nodes fields

The table below describes the function of each field.

Field Description

Node Name Name of the node, which can include the name of an SLC.
This field is a maximum of 10 alphanumeric characters and is compulsory.

IP Address IP address where the Node is located.

Format includes one of the following:
e Four octets separated by periods (for example: 123.123.123.123.)

e Platform name
This field is compulsory.

Description Description of the node.
This field is a maximum of 50 alphanumeric characters and is optional.

Adding a node

Follow these steps to add a new node. Repeat this procedure for each SLC on the system.

Step Action
1 If the fields on the All Nodes tab are populated with node data, click Clear.
2 In the Node Name field, enter the name of the new node (required).

Note: To ensure you can view statistics for the node, the node name must match the host
name exactly.

3 In the IP Address field, enter the IP address of the node (required).
4 In the Description field, enter a description of the node (optional).
5 Click Save.

Result: The new Node details are saved to the database.

Changing a node

Follow these steps to change a node.

Step Action
1 On the All Nodes tab, find the required node. See Using the Find Screens (on page 14).
2 Change the details of the node as required.

Note: If you change the IP address of the node, you will create a new node. The original
node will remain.

3 Click Save.
Result: The changes will be saved to the database.

Deleting a node

Follow these steps to delete an existing node record.

Step Action
1 On the All Nodes tab, find the required node. See Using the Find Screens (on page 14).
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Step Action

2 Click Delete.
Result: You will see a delete confirmation prompt.
3 Click OK.

Result: The record will be deleted from the database.

Note: You cannot delete a node if there are references to it within SMS.

Find All Nodes screen

Here is the Find All Nodes screen.

£ Sl - Find All Nodes

Mode Mame SCP1 I cearch ]

IP Address I Close J
Mode Mame 1P Address Description

SCP1 [123.123.123.123 |Example SCP |

For instructions on using the screen, see Using the Find Screens (on page 14).

Replication Nodes

Introduction

The Replication Nodes tab enables you to add, modify and delete nodes used in replication.

The SMS installation process automatically adds the SMS replication nodes. However, you must
manually add the replication node for each SLC.

Replication Nodes fields

The table below describes the function of each field.

Field Description

Node Number Unique identifier for each node.

Nodes are elements of the replication system and which are replicated
(copied) to or from. There can be more than one node per platform.

The allocation of node numbers must follow the rules below:

Number Description
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Field Description

1-255 These numbers are reserved for the master nodes. 1 must be
given to an smsMaster. 2-255 will be assigned to smsMasters in
a clustered installation and infMasters in an unclustered
installation.

256 — 511 | Update loaders on SLCs

> 511 Must not enter node numbers greater than 511

This field is compulsory.

For more information about nodes, see Service Management System
Technical Guide.

Primary Node IP List of available primary node IP addresses or platform names.
Address

Secondary Node IP | List of available secondary node IP addresses or platform names.

Address Note: Do not specify a secondary name if replication is performed on a single

platform.
Description Description of the node.
Validator This check box indicates that the replication node is an smsMaster replication

node. Only replication nodes on SMSs may be validators.
A validator has a complete database that can replicate validated updates.
Do not select this option if the platform is a SLC.

Checking the SMS Replication Nodes

Check each SMS node has all of the following:

e Valid primary address (or hostname)
o Node Number of 1-16 (there must be at last one SMS node with 1 as its node number)
e Validator option selected

Checking the SLC Replication Nodes

Each SLC has two node numbers associated with it:

e Oneinthe range 17 to 255 for the inferior master (in an unclustered configuration)
e Onein the range 256 to 511 for the update loader.
Each inferior master should have:

e Valid primary address (or hostname)
e Node Number in the range 17 to 255

e Empty Validator option.

Each update loader should have:

e Valid primary address (or hostname)

e Node Number in the range 256 to 511 (the node number of update loaders should start with 301 and
work upwards)

e Empty Validator option.
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Adding areplication node

Follow these steps to add a new replication node. Repeat this procedure for each SLC on the system.

Step Action

1 If the fields on the Replication Nodes tab are populated with node data, click Clear.

2 In the Node Number field, enter the number of the node.

3 From the Primary Node IP Address drop down box, select the IP address for the primary
node.

4 If you will be replicating on more than one platform, select the secondary node from the
Secondary Node IP Address drop down box.

5 In the Description field, enter a description of the replication node.

6 If this replicator node is an smsMaster, select the Validator check box.

In all other circumstances ensure the Validator check box is deselected.
7 Click Save.
Result: The details will be saved to the database.

Replication Nodes tab

Here is an example Replication Nodes tab.

< SU - Node Management

[ Find ] [ Save ] [ Delete ] [ Clear ] [ Close ]
Replication Nodes
Mode Mumber 1
Primary MNode IP Address 123.125.123.123 w
Secondary Mode IP Address 129.123.123.124 v
Description Exarnple replication node record
Yalidator

Changing a replication node

Follow these steps to change a replication node.

Step Action

1 On the Replication Nodes tab, find the node to edit. See Using the Find Screens (on page
14).

2 Change the details of the node as required.

3 Click Save.

Result: The changes are saved to the database.
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Deleting replication nodes

Follow these steps to delete an existing replication node.

Step Action

1 On the Replication Nodes tab, find the node to delete. See Using the Find Screens (on
page 14).

2 Click Delete.
Result: The confirmation prompt will appear.

3 Click OK.

Result: The record will be deleted from the database.

Note: You cannot delete a node if there are references to it within the SMS.

Find Replication Node screen

Here is an example of the Find Replication Node screen.

O SU - Find Replication Hode g@@|

Mode Mumber 1 [ Search ]
Primary IP w [ Close ]
Secondary IP v

Mode Mumber Primary IP address Secondary IP address Description
1 10,187,250.104 | eng-wn-11-z1

For instructions on using the screen, see Using the Find Screens (on page 14).

Table Replication

Introduction

The Table Replication tab of the Node Management screen enables partitioning database replication
groups onto physical nodes.

You can specify which table groups will be replicated from a particular node. The table groups are
displayed in the left window while the nodes are displayed in the right window. The replication group list
displayed is customized to a specific node. No group information is displayed until a node is selected.
The group information is customized to a particular node by the annotation of table groups already
added to the replication nodes list.

A table group already allocated to the node is indicated as, "—added to node—"and cannot be
reallocated to the same node.

Multiple groups or a block of groups may be selected simultaneously at table, module or application root
level. However, this requires the assignment of a ‘filter’ to the add operation.

SMS checks for resource dependencies and will notify you if there are any conflicts.
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Filters

A filter allows certain preselected table groups to be extracted from a block-selection. This is essential
as a block-selection will select all the table groups from any table having multiple table groups, whereas
only one may be selected per table.

Filters are used to define node types which allow block-creation of nodes identical in terms of their
replication groups.
Dependencies

When allocating replication groups to nodes, either as block selections or individual sub-groups, it is
important to note any inter table dependencies.

A dependency arises when a table has a foreign key from another table. This requires that both tables
must be selected for replication. The tables may be selected at the same time and need not be selected
in any particular order. If a dependency is not fulfilled, the User will be prompted to add it to the
selection retroactively.

Table Replication tab

Here is an example Table Replication tab.

£ SU- Node Management

Table Replication
Awailable Replication Groups Allocated Replication Groups
= ---Apps = ---Sx_ervice Control Points
+-Acs_Service #-301

_ -LCP =
- “-LCP_COMVERSION

+-5M5
+-%pn_Service

[ SetfClear Primary ] [ Create Config File

Table Replication fields

This table describes the function of each field.

Field Description
Available Replication Displays a list of available groups for replication.
Groups

Allocated Replication Displays a list of available nodes for allocating the replication table groups.
Groups

Replication groups

A replication table has one or more replication groups. A replication group can be assigned to one or
more replication nodes.
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Example:

¢ Replication Group A resides on Node 1, Node 2 and Node 3
e Replication Group B resides on Node 1 and Node 3

Primary replication nodes

Primary nodes can be defined for a specific replication group. The primary is the highest priority
destination node for the data defined in the replication group. This enables the IN to assign particular
services to specific nodes, but still provide a failover to other nodes as required.

This only sets the node as the primary for the specific group involved and is independent of other
groups. A node may be defined as a primary for one group without being a primary for another group.

Example:

e Replication Group A resides on Node 1, Node 2 and Node 3, where Node 3 is the primary for group
A.

e Replication Group B resides on Node 1 and Node 3, where Node 1 is the primary for group B.
Primary nodes are not required unless a service is running with different priority on different nodes.

Table Replication buttons

This table describes the function of each button specific to this screen.

Button Description
Set/Clear Use to set or clear the allocation of the node as primary for the replication group.
Primary Primary nodes are a logical setting used in information management. Primary

nodes are the primary destination to which data is replicated.
If the primary node fails, the secondary node will act as a backup.

Example: There are 2 SLCs and two services. Service 1 normally runs on SLC1
(primary node). SLC2 acts as a hot standby node, in case SLC1 fails.

Create Config This button overwrites the existing replication configuration file on the SMS, with
File the new data entered. It then updates the replication configuration files on all
replication nodes.

Note: This button will fail to copy the replication configuration file to any node
which has not had its ssh keys correctly configured. For more information about
configuring ssh keys, see Service Management System Technical Guide.

Allocating a replication group

Follow these steps to allocate a new replication group using the Table Replication tab.

Note: You can also use the Replication Node Types (on page 28) tab to allocate replication groups.

Step Action

1 On the Table Replication tab, click Clear.

2 Expand the tree in the Allocated Replication Groups box to the required node name and
select it.

Result: The group list specific to the selected node will be displayed in the Available
Replication Groups box.

3 Expand the tree in the Available Replication Groups box.
Result: This displays the lower sub-groups.
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Step Action
4 Click on the group name in the Available Replication Groups list to select it.
Notes:

e To select multiple groups at table, module or application root level, press and hold the
Ctrl key while selecting.

e To select a block of groups, hold press and hold the Shift key while selecting.

5 Keeping the mouse depressed, drag the icon across to the Allocated Replication Groups list.
Drop on the required node name by releasing the mouse button.

Result: The replication group will be displayed under the selected node.

6 If a multiple selection is made, assign a common filter to the replication group on the
Node Type Filter Selection screen.
7 Select the node type from the drop-down list.
£ sy- Node-Type Filter Selection E@E|
Choose Node Type: ) w
[ Ok ] [ Cancel ]

[Optionally, de-select any non table-group nodels)]

8 Click OK.

Result: The replication group will be allocated to the selected node, if there are no
dependencies on unselected replication groups.

9 If dependencies exist, the Missing Dependency screen will prompt you to add the
dependant group.
10 Click Yes.

Missing Dependency

L ] The following dependant table group is missing would you like to add it 7 ;
‘-?’ AC5_CALL_PLAN_PROFILE

Result: The dependant replication group will also be added under the node.
11 Click Save.
Result: The details will be saved to the database.

Adding the statistics replication group

Follow these steps to configure the statistics replication group.

Step Action

1 In the Table Replication tab, Available Replication Groups box, under
SMF_STATISTICS_DEFN, select the replication group for each application on the
platform.

Note: The SMF_STATISTICS_DEFN group contains all definitions.

2 Select the target node, for example SLC, for the application.
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Step Action

3 Click Add to allocate the group to the node name.
Result: The statistics replication group will be configured for the application.
4 Repeat steps 1 through 3 for each application, if required.
5 Click Save.
6 Click Create Config File.

Result: The Replication Confirmation prompt will appear indicating that the
replication.config file has been created.

7 Click OK.

Changing primary status of an allocated group

Follow these steps to change the primary status of an allocated group:

Step Action

1 In the Table Replication tab, expand the tree in the Allocated Replication Groups box.
Result: This displays the lower sub-groups.

2 Click on the group name in the Allocated list. Keep the mouse button depressed.
Notes:

e To select multiple groups at table, module or application root level, press and hold the
Ctrl key while selecting.

e To select a block of groups, hold press and hold the Shift key while selecting.

3 Click the right mouse button.
Result: A pop-up menu will appear.
4 Select Set/Clear Primary.

Result: The primary flag will be associated to the allocated replication group.
If the primary flag is already associated to the allocated replication group, it will be

removed.
5 Click Save.

Result: The details will be saved to the database.
6 Click Create Config File.

Result: A Confirmation prompt will appear.
7 Click OK.

Note: If there are problems with this replication then the system will display an error
message. If this occurs, see Service Management System Technical Guide.

Delete an allocated group

Follow these steps to delete an allocated group.

Step Action

1 In the Table Replication tab, expand the tree in the Allocated Replication Groups box.
Result: This will display the lower sub-groups.

2 Click on the required group name in the Allocated list and right-click to view the menu
options.
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Step Action

3 Click Delete.
Result: The selected replication group will be removed from under the node.

4 If dependencies exist, the Delete group dependency violation warning will display a list of the
dependent groups.

5 Select all listed dependencies and repeat steps 2 and 3.

Result: The selected replication groups and their dependencies will be removed from
under the node.

6 Click Save.

Result: The details will be saved to the database.
7 Click Create Config File.

Result: A Confirmation prompt will appear.
8 Click OK.

Note: If there are problems with this replication then the system will display an error
message. If this occurs, see Service Management System Technical Guide.

Important note - VWS

Do not delete allocated groups from the VWS. The VWS replication node is configured automatically
when a billing engine is added on the CCS BE Configuration Screen. For more information, see
Charging Control Services User's Guide.

Replication Node Types

Introduction

The Replication Node Types tab of the Node Management screen is used for creating the filters through
which multiple groups at table, module or application root level may be added to a node as a block on
the Table Replication tab.

The Replication Node Types tab works in the same way as the Table Replication tab, except it also allows
the addition of new node types. However, if the specified node type matches one that already exists in
the system, then it cannot be added.
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Replication Node Types tab

Here is an example of the Replication Node Types tab.

£ SU - Node Management

Replication Mode Types
Tew Node Type Tew Type
Available Replication Groups Allacated Replication Groups
=I-Apps for node-type: [scp] —---N_ode Type Filters ~
+-Acs_Service =)-scp
+-5M5 —J--Acs_Service

ACS_FM_TYPE

CUSTOMER.
_CALL_PLAN_STRUCTLIRE
----- ACS_CALL_PLAN_PROFILE

----- ACS_CALL_PLAN

----- ACS_LANGUAGE
----- ACS_SM_CALL_PLAN_ACTIVA
----- ACS_GLOBAL_PROFILE
----- ACS_CLI_CALL_PLAN_ACTIVE
----- ACS_METWORK_KEV
----- ACS_CUSTOMER_SM
----- ACS CHSTOMFR CIT

Replication Node Types fields

This table describes the function of each field.

Field Description

Available Replication Displays a list of available groups for replication.
Groups

Allocated Replication Displays a list of available nodes for allocating the replication table groups.
Groups

New Node Type Name of the node type filter which will be used for the adding block
replication groups to a node.

Adding a node type

Follow these steps to add a new node type filter:

Step Action

1 In the Replication Node Types tab, click Clear.

2 In the New Node Type field, enter the name of the new node type (required).

3 Click New Type to allocate the selected replication group to the required node name.

Result: The replication group will be displayed under the selected node.

Note: If the specified node type already exists, it cannot be added again.

4 Click Save.
Result: The details will be saved to the database and the Save Complete message is
displayed.

5 Click OK.

Note: If there are problems with this replication then the system will display an error
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Step Action
message. If this occurs, see Service Management System Technical Guide.

Deleting a node type

Follow these steps to delete a node type filter.

Step Action

1 In the Replication Node Types tab, click Clear.

2 Expand the tree in the Allocated Replication Groups box to required node and right-click to
view the menu options.

3 Click Delete.

Result: The selected node type filter will be removed.

Note: If dependent/children groups exist, the node type filter will not be deleted until the
dependencies are deleted.

Allocating a replication group

Follow these steps to allocate a new replication group using the Replication Node Types tab.

Note: You can also use the Table Replication (on page 23) tab to allocate replication groups.

Step Action

1 In the Replication Node Types tab, click Clear.

2 Expand the tree in the Allocated Replication Groups box to the required node name and
select it.

Result: The group list specific to the selected node will be displayed in the Available
Replication Groups box.

3 Expand the tree in the Available Replication Groups box.
Result: This displays the lower sub-groups.

4 Click on the group name in the Available Replication Groups list to select it.
Notes:

e To select multiple groups at table, module or application root level, press and hold the
Ctrl key while selecting.

e To select a block of groups, hold press and hold the Shift key while selecting.

5 Click Add to allocate the selected replication group to the required node name.
Result: The replication group will be displayed under the selected node.

6 If a multiple selection is made, assigh a common filter to the replication group on the
Node Type Filter Selection screen.

7 Choose Node Type from the drop-down list.

8 Click OK.

Result: The replication group will be allocated to the selected node, if there are no
dependencies on unselected replication groups.

9 If dependencies exist, the Missing Dependency screen will prompt you to add the
dependant group.
10 Click Yes.

Result: The dependant replication group will also be added under the node.
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Step Action

11 Click Save.
Result: The details will be saved to the database.

Removing an allocated group

Follow these steps to remove an allocated group using the Replication Node Type tab:

Step Action

1 In the Replication Node Type tab, expand the tree in the Allocated Replication Groups box.
Result: This displays the lower sub-groups.

2 Click on the group name in the list to select it.

Note: To select multiple groups at table, module or application root level, press and hold
the Ctrl key while selecting.

To select a block of groups, hold press and hold the Shift key while selecting.

3 Click Remove to de-link the selected replication group from the node name.

Result: The replication group will be removed from under the selected node, if there are
no dependencies on unselected replication groups.

4 If dependencies exist, the Delete group dependency violation warning will display a list of
the dependent groups.
5 Select all listed dependencies and repeat step 3.

Result: The selected replication groups and their dependencies will be removed from
under the node.

6 Click Save.
Result: The details will be saved to the database.

Note: If there are problems with this replication then the system will display an error
message. If this occurs, see Service Management System Technical Guide.
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Chapter 4
Configuring Users

Overview

Introduction

This chapter explains how to access and operate the User Management options.

User Management provides the ability to manage users and user permission templates.

In this chapter

This chapter contains the following topics.

User Management MOAUIE ... ..o 33
L0 LT S TP PPRPPPN 34
Setting the USer PasSWOId ............ooiiiiiiiiiiiiiieee ettt e ettt e e e e e st e e e e e e e e eennes 40
Creating User TemMPIAteS. ...t e e ee e 41
ASSIGNING TEMPIALES ... et e e et e e s et e e e e bt e e e e ennees 45
L@ TUE= 11§V 0T Y o7 SR 47

User Management Module

Introduction

The User Management screen manages users and templates used in the SMS. It contains the following
tabs:

e User (on page 34)

e Template (on page 45)

e Template Creation (on page 41)
e Quality of Service (on page 47)
Users and templates

Each user's access to the SMS is defined by which templates they have been allocated. Each template
specifies which parts of the SMS the user has access to, and what actions they can take in each part.

Accessing the User Management screen
Follow these steps to access the User Management screen.

Step Action
1 Select the Operator Functions menu from the SMS Main screen.
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Step Action

O SU - Service Management System

File

==t Operakor Functions

Mode Management

anagement

Change Password

Report Functions

Alarm Management

Statistics Management ™ LE &
Skatistics Wiewer -

Replication Check

Set Debug Options

2 Select User Management.
Result: You see the User Management screen.

Users

Introduction

The User tab of the User Management screen enables you to create and maintain user accounts in the
SMS.

When you create a new SMS user, the SMS assigns the Oracle profile defined in the
defaultOracleProfile parameter in the eserv.config file to the new user. If the defaultOracleProfile
parameter is not defined, the SMS assigns the standard Oracle profile to the new user by default. The
Oracle profile includes the password verification function that determines the specific conditions for a
valid password, such as the minimum length, number of digit characters, and so on. When you create or
edit a user's password, the SMS verifies that you have entered an acceptable password by applying the
verification function that is specified in the Oracle profile.

See Service Management System Technical Guide for more information about assigning Oracle profiles
to new users.
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User tab

Here is an example User tab.

£ su - User Management |‘._||’E|E|
[ Find ] [ Save ] [ Delete ] [ Clear ] [ Close ]
Lser |
User Details
User Mame |Tester a-zA-Z0-9%4_ only, first character a-z4-2
Full Mame |Test User |
Drescription |F0r System Adminstrator User |
Configuration [TRACE=CN |
GQuality of Service |SU w |
Lock Reason |
Password Expiry Details Temporary Account Lock Details
Temporary Account Lock Enabled [F
Lifetime (days) |31 |
Temporary Account Lock Time {minutes) | |
Expiry Date | |
Temporary Account Lock Expiry | |
Set Password

[ Reset Temparary Account Lock ]

Account Expiry Details

Account Expiry Set

Account Expiry Date |2IJDB | : |December Vl |18 | :

User fields

This table describes the function of each field.

Field Description

User Name User name of the user. May be any combination of alphanumeric or special
characters that produce a valid Oracle user name.

This is the name Oracle assigns when adding new users; it cannot change.

In the event that a user name must change, you must delete the account and add
a new user with the correct name.

This field is compulsory.

Full Name Full name of this user.

This is used is for identification of records in the find screens and for reporting
purposes.

This field is compulsory.
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Field Description

Description Description of the user.
This is used is for identification of records in the find screens and for reporting
purposes.
This field is optional.

Configuration Configuration options for the user. These include Language, Tracing, or any

other supported Java configuration. Multiple configuration options must be
separated with a semicolon.

Format:
option=value; option=value;

Where:
option is configuration option.
value is a supported parameter for that option.

Example:
LANGUAGE=ENGLISH

For more information about the available configuration options, see Valid
configuration options (on page 37).

Quality of Service

The Quality of Service drop down list enables you to specify the level of service
this user will be provided. It is populated by the Quality of Service tab.

For more information about configuring service levels, see Quality of Service (on
page 47).

Lock Reason

Displays the reason that a user has been locked out of the database. This field is
normally blank. If for any reason it is populated, the user will have no access to
the system.

This field may be populated by either the system or manually. If the Temporary
Account Lock Enabled check box is not selected, the system will populate this field if
a userid has had too many failed attempts to log into the system.

For more information about locked accounts, see Locked users (on page 38).

Warning: When you create a new record, and should be left blank to avoid
creating a locked account.

Lifetime (days)

Number of days before user is required to change their password.

This is used in combination with today's date to calculate the expiry date of the
user's password. The expire date is calculated when a password is changed.

If this field is left blank, the user's password will never expire.

Expiry Date Date when a user's password expires.
After this date has expired, the user will not be allowed access to the database.
This field will be automatically populated when the password lifetime is set and
the password is changed.
Formula:
SYSTEM DATE + Password Lifetime = Password Expiry Date
Temporary If this check box is selected, after too many consecutive failed attempts to login,
Account Lock the system will set a time-based-lock.
Enabled If this check box is not selected, after too many failed attempts to login the system
will save data to the Lock Reason field.
Temporary Minutes the system will add to the system date to calculate when a time-based-

Account Lock
Time (minutes)

lock expires. Will accept either any value between 1 and 1440 (1 day). If no
value is supplied, the time-based-lock will remain active until deactivated by the
Reset Temporary Time Lock button.

Temporary

If a time-based-lock has been triggered for this user, this field displays the date
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Field Description

Account Lock and time when the lock will expire.
Expiry Note: This field is cleared when one of the following occurs:
e The account's password is successfully changed

e The user logs in successfully after the lock expiry date has been passed

Account Expiry If this check box is selected, the account will expire at the time specified in the
Set Account Expiry Date fields.

Note: If this box is selected, but the Account Expiry Date fields do not specify a
date, the account will never expire.

Account Expiry If the Account Expiry Set check box is selected, these fields set the time the
Date account will expire. If the current date is later than the date set in these fields, the
account will be locked.

Note: When you set these fields, the date they specify must be between 1 day
and 1 year in the future.

Valid configuration options

Configuration Description

Option

TRACE Can be set to 'TRUE', 'ON' or '1'. This turns tracing on in the java console.
Default is off.

LANGUAGE Can be set to any valid language, but value must exist as a file in the following
directory:

[IN/html/sms/language directory/value.lang
If this field is empty, the default language for the system will be used.

For more information about setting up additional languages, see Service
Management System Technical Guide.

Adding users

Follow these steps to add a new user account.

Step Action

1 If the fields on the User tab are populated with user data, click Clear.

Result: The data in the fields will be removed.

In the User Name field, enter the user's username as it will appear in the system.
In the Full Name field, enter the user's full name.

In the Description field, enter a description for the user.

In the Configuration field, enter the language for the user.

In the Quality of Service field, select the appropriate service level for the user from the drop
down list.

oo a0k~ WON
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Step

10

11

12

13

Action

In the Password Details section, enter the number of days for expiry of the password in the
Lifetime field or enter a specific expiry date in the Expiry Date field.

Note: Setting the number of days until expiration or expiry date configures the user's
Oracle database profile password expiration interval. The default profile expiration interval
of UNLIMITED (for Oracle 10g databases) or 180 days (for Oracle 11g databases) is
used if no value is specified for the new user here.

See the Oracle Database Security Guide for the version of Oracle database you are using
for a detailed description of how to use password management and protection.

Click Set Password.
Result: You see the Set SMS User Password screen.

Enter and confirm the user's temporary password and click OK. See Setting the User
Password (on page 40).

If you want to set up a time-based-lock on the account, select the Temporary Account Lock
Enabled check box, and enter the number of minutes a triggered lock will remain active for
in the Temporary Account Lock Time (minutes) field.

If you want to set an expiry date for this account, select the Account Expiry Set check box
and set the date the account will expire in the Account Expiry Date fields.

Click Save.

Result: A User Details confirmation prompt is displayed.

Click OK.

Changing a user

Follow these steps to change a user's account details.

Step
1
2
3

Action

Find the required user on the User tab. See Using the Find Screens (on page 14).
Change the user's details as required.
Click Save.

Deleting users

Follow these steps to delete an existing user account.

Step

1
2

Action

Find the required user on the User tab. See Using the Find Screens (on page 14).
Click Delete.

Result: The Delete Confirmation prompt will appear.

Click OK.

Result: The user account will be deleted from the database.

Locked users

Users can be locked out by three methods:

1 When a system administrator saves any data in the Lock Reason field on the User tab
2 By using an invalid user name and password combination three times in a row

38 Service Management System User's Guide



3

When their account has expired

If a user is locked out due to invalid login attempts:

An entry is added to the SMF_AUDIT table in the SMF database recording the users, terminals and
times of invalid login attempts

One of the following occurs:

= The system saves data to the Lock Reason for the user
» If time-based-locking is enabled, a time-based-lock is triggered for the user

Unlocking a locked user

Follow these steps to unlock the user's account:

Step Action
1 Find the required user on the User tab. See Using the Find Screens (on page 14).
2 If there is data in the Lock Reason field, delete it.
3 If the Temporary Account Lock Expiry field is showing an expiry date for a time-based-
trigger, click Reset Temporary Account Lock.
4 If the account has expired, set the Account Expiry Date fields to a date in the future.
5 Click Save to save the changes.
6 Reset the user's password. For instructions about resetting passwords, see Creating a
password.
Find User screen
Here is the User Find screen.
£ SU - Find User FoX
User Mame Test
Full Mame
User Mame Full Marme Description
TESTER. |Test User For System Admins |

For instructions on using the screen, see Using the Find Screens (on page 14).
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Setting the User Password

Introduction

This screen enables you to create a user's temporary password. The following screen appears when
creating a user's password for the first time.

The user will be prompted to change the password after successfully logging onto the system for the
first time.

4 SU - Set SMS User Password [= |[1/[X]

Mew Password P
Confirmation EEEEEEEE
[ [a]4 ] [ Cancel

Password fields

The table below describes the function of each field.

Field Description

New Password User password.

For security purposes, it is advisable to enter a password of at least 6 to 8
characters in length.

Confirmation Confirmed password.

Creating a password
Follow these steps to create a new temporary user password.

Step Action

1 On the User tab of the User Management screen, click Set Password.
Result: The Set SMS User Password screen will appear.

£ SU - Set SMS User Password [= || |[X]

Mew Password FEEEEEEE
Confirmation FEEEEETE
[ oK ] [ Cancel ]
2 In the New Password field, enter the password.

Note: An error message displays if you enter an invalid password.

3 In the Confirmation field, re-enter the password to confirm it.
4 Click OK.
Result: The new password will be set.
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Creating User Templates

Introduction

When assigned to a user, a user template specifies what parts (screens and tabs) the user is able to
access. Each part has access permissions.

Access permissions may be one or more of the following types:

Read
Modify
Create
Delete
Access
Execute

If a part is not allocated to a user's template, the functionality provided by the part will not be available to
the user.

The Template Creation tab on the User Management screen allows you to create, modify, and delete user
templates.

Template Creation tab

Here is an example Template Creation tab.

4 5u - User Management |Z||E|r5__<|

[ Find ][ Save ][ Delete ][ Clear ][ Close ]

User | Templake | Template Creation | Quality of Service

Template Mame | | Descripkion

Available Permissions Allocated Permissions
[=-Available Access - =-Apps
- fics_Service [-Acs_Service
=53 =-5M5
= ChangePassword E-ChangePassword
L.Executs Execute
E!--ConFigurationDeployment E\--NodeMgmtScrn
{ loExecute L.CreateDelete
[=)-ConfigurationEditor
E—----Execute
5—----Read0n|\;
= DebugOption
L Execute
é--NndeMgmtScrn
E—----CreateDeIete
LoReadOnly
[=I-RepCheck
E—----CreateDeIete
5—----Read0n|\; W
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Template Creation fields

The following table describes the function of each field on the Template Creation tab.

Field

Description

Template Name

The name of the template.
e The name must be unique.

e The Template Name field is compulsory.

Description A description of the template.
e A description is required is for identification of records in the find screens
and for reporting purposes.
o The Description field is compulsory.
Available A list of parts and associated permissions available to the template.
Permissions ¢ You can expand or contract the list.
= To expand or contract individual parts, click the + or - symbol.
= To expand or contract the whole list, right-click anywhere in the Available
Permissions field. From the menu, select the required option. The options
are:
- Expand All
- Expand to First Level
- Collapse All
o The create, delete, modify and read permissions are arranged in a hierarchy
where a permission at one level also includes permissions for levels below it.
The order of permissions, with 1 being the highest, is:
1. CreateDelete
2. ReadModify
3. ReadOnly
For example, if you choose CreateDelete, you also receive permission to
modify and read.
e The access and execute permissions are not part of the create, delete,
modify and read hierarchy.
¢ You can assign only one permission level for any part.
Allocated A list of parts and associated permissions allocated to the template.
Permissions

You can expand or contract the list and delete parts from it.
e To expand or contract individual parts, click the + or - symbol.

e To expand or contract the whole list, right-click anywhere in the Allocated
Permissions field. From the menu, pick the option you require. The options

are:
» Delete Selection

= Expand All

= Expand to First Level
= Collapse All

e To delete a part, see Removing a permission from a template (on page 43).
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Creating a template

Follow these steps to create a user template.

Step Action

1 If any of the Template Name, Description or Allocated Permissions fields contain information,
click Clear.

2 Type a unique name in the Template Name field.

3 Type a description of the template in the Description field.

4 In the Available Permissions field, expand the branch of the list you are interested in: click

the + symbol adjacent to the branch name.

Result: The contents of the Available Permissions list expands to show all parts and
permissions for the branch selected.

5 Search the branch for the part you want to assign to the template.
Move the mouse pointer over the required permission.

Hold down the left mouse button and drag the permission into the Allocated Permissions
field.

Result: The selected part and permission appears in the Allocated Permissions field.

Note: Multiple selections are allowed by holding down Ctrl when selecting.

6 After you have added all the permissions you require, click Save.
Result: The new user template is saved to the database.

Changing a user template

Follow these steps to change a user template.

Step Action

1 If necessary, locate and open the template: click the Find button. See Using the Find
Screens (on page 14).

2 To add a new permission, follow steps 4 and 5 of the previous procedure.

3 To change a permission:

1 Search the list in the Available Permissions field for the part to change.
2 Move the mouse pointer over the new permission.

3 Hold down the left mouse button and drag the permission into the Allocated
Permissions field.

Result: In the Allocated Permissions field, the permission for the selected part changes.
4 Click Save.
Result: The changed user template is saved to the database.

Removing a permission from a template

Follow these steps to remove a permission from a user template.

Step Action

1 If necessary, locate and open the template: click the Find button. See Using the Find
Screens (on page 14).
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Step

Action

In the Allocated Permissions field, move the mouse pointer over the permission you want to
remove, left-click and then right-click.

Result: The right-click menu appears.

Pick Delete Selection from the menu.

Result: The selected part and permission disappears from the Allocated Permissions field.
Click Save.

Result: The selected part and permission is removed from the user template.

Deleting a user template

Follow these steps to delete a user template.

Note: You cannot delete a template that is currently defining a user's access.

Step
1

Action

If necessary, locate and open the template and click the Find button. See Using the Find
Screens (on page 14).

Click Delete.

Result: The Deleting confirmation prompt appears.

Click OK.

Result: The template is deleted from the database.
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Template Find screen for User Management

Here is an example of the Template Find screen when the Template Creation tab is active.

£ SU - Template Find

Template Name | Credit

Template Description
Credit transfer |Transfer permissions

For instructions on using the screen, see Using the Find Screens (on page 14).

Assigning Templates

Introduction

The Template tab of the User Management screen enables you to allocate existing templates to a user.
The user will have whatever permissions are specified in the templates they are allocated.
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Template tab

Here is an example Template tab.

£ SU - User Management

I Find H Save ][ Delete ][ Clear ][ Close ]

Template
User Mame su
Awailable Templates Allocated Templates

ACS_BOSS ACS_BOSS
SMS CreateDelate SMS CreateDelate

Remaove

Template fields

The table below describes the function of each field.

Field Description

User Name Name of the user whose template allocation is currently being defined.

Available Templates | List of all templates available on the system.

Allocated Templates | List of templates allocated to a user.

A user may only access those parts of the SMS and associated services which
are defined in the templates in the Allocated Templates list.

In addition to giving access to the various parts, templates also give various
levels of access (that is, Read only, Read/Modify, and Create).

Assigning a template to a user

Follow the steps below to assign a template to a user.

Step Action
1 Find the required user on the Template tab. See Using the Find Screens (on page 14).
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Step Action
Result: The User to assign a template to will appear in the User Name field.

2 In the Available Templates list, select the template to assign to the user.
3 Click Add.

Result: The template will appear in the Allocated Templates list.
4 Click Save.

Result: The details will be saved to the database.

Removing a template allocation

Follow these steps to remove a template from a user.

Step Action
1 Find the required user on the Template tab. See Using the Find Screens (on page 14).
2 Click on the required template in the Allocated Templates list.
3 Click Remove.
Result: The template will be removed for the Allocated Templates list.
4 Click Save.

Result: The changes will be saved to the database.

Quality of Service

Introduction

The Quality of Service tab of the User Management screen enables you to add, edit or delete a Quality of
Service record. Quality of Service records enable you to provide different levels of service to different
users.
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Quality of Service tab

Here is an example Quality of Service tab.

£ SU - User Management |Z||E|E|
I Find ] [ Save ] [ Delete ] [ Clear ] [ Close ]
| Quality of Service |
Marme | | 2.0, "Superusar"
Diescription | | .3, "Far Adminiskratars Gl
Timeaut | 600 | (seconds) O=infinite Hmeaut
Maxirmum Load | 0 | 0-100%, O=unlimited

Quality of Service fields

The table below describes the function of each field.

Field Description
Name Name of this quality of service record.
Description Description of this quality of service record.
Timeout Maximum number of seconds inactivity before a user's database connection is
closed.
Allowed values:
e O
e 300 through 999999
If set to 0, the connection will never be terminated.
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Field

Description

Maximum Load | The maximum percentage of non-reserved database connections used before a

user with this quality of service cannot log in.
Example:

If 50% of the non-reserved connections are in use:
e A user with maximum load set to 30% will not be able to log in (and will
be presented with a message stating that they have insufficient priority to

log in), but
e A user with maximum load set to over 50% will be able to successfully log
in.
Allowed values:
e 0

e 1 though 100

If this value is set to 0, users with this quality of service will always be able to log
in.

Notes:

The system reserves:
e A number of connections for Oracle and the SMS system processes
e A connection for each user whose quality of service has maximum load
setto 0
Any remaining connections are available for users whose quality of service
maximum load is in the range 1-100.

Oracle will impose a limit as specified in the processes parameter in the
initSMF.ora file in SORACLE_HOME/dbs directory on the SMS.

Automatic reconnect

The connection will be re-created when the user subsequently uses the system in such a way as to
need a database connection.

Note: If the user's maximum load parameter indicates a new connection from them would be denied,
their reconnection will fail.

Adding Quality of Services

Follow these steps to add a new quality of service definition.

Step
1

2
3

Action

In the User Management screen, select the Quality of Service tab.

If the fields are populated with data, click Clear.

In the Name field, enter the name of this quality of service definition.

Note: If the name is the same as an existing record, this process will update the existing
record instead of creating a new record.

In the Description field, type a description of this quality of service definition.

In the Timeout field, enter the number of seconds a user can be inactive before their
connection to the database is closed.

In the Maximum Load field, enter the CPU load percentage above which the user's
connection to the database will be closed.
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Step

Action

Click Save.

Results:
e The details will be saved to the database
e The Save Quality Of Service prompt will appear to confirm that the record has
been saved.

Click OK.

Edit a Quality of Service

Follow the steps below to modify an existing quality of service record.

Step
1

2
3

Action
Find the quality of service to change. See Using the Find Screens (on page 14).

Change the quality of service fields as required.
Click Save.

Deleting a Quality of Service

Follow these steps to remove an existing quality of service record.

Step
1
2

Action
Find the required quality of service. See Using the Find Screens (on page 14).

Click Delete.

Result: If the user:
e Has permission to delete a quality of service and the quality of service is not
currently in use, the Deleting Quality of Service prompt will appear.

Go to step 3.

e Does not have permission to delete a quality of service and/or the quality of
service is in use, a dialog box will be displayed indicating that the action is not
allowed.

Click OK.
Result: The quality of service record will be deleted from the database.
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Chapter 5
Changing Passwords

Overview

Introduction

This chapter explains the change password function. This function enables non-Super User users to
change their password.

In this chapter

This chapter contains the following topics.

Change Password MOGUIE ............ueiiiiiiiiiiiiiie et e e e e e e et e e e e e e e esaabreeeeeaeeeaaaanns 51
Password Verification FUNCHON ...........oooouiiiiii et 52
ChangE PasSSWOIQ .........ueiiiiiiiiiiiiieeee ettt e e e e e e e e bbb e e e e e e e e sebabaeeeeeeeeeaastraeeeaeeeaananes 53

Change Password Module

Introduction

The Change Password module enables ordinary users to change the password for their SMS user
account.

Accessing the Change Password screen

Follow these steps to access the Change Password screen.

Step Action

1 Select the Operator Functions menu from the SMS Main screen.

S

O SU - Service Management System

File Services Hs=Elaa @i iae-N Help
Mode Management

User Management

Change Password

Report Functions

Alarm Management

Statistics Management ™ LE &
Skatiskics Yiewer -

Replication Check,

Set Debug Options

2 Select Change Password.
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Step Action

Result: You see the Change Password screen.

Note: The Change Password option on the Operator Functions menu appears only if a template
associated with the user has been allocated the Execute ChangePassword permission.

Password Verification Function

Password verification functions are a feature in the Oracle database and allow a site to configure their
own, usually stricter, password verification policy. A password policy is site dependent, based on the
password verification function specified.

A verification function is installed in the SYS schema in the Oracle database, which is then associated
with a user profile in the database. The profile can be allocated to one or more users. When users
attempt to change their password in either the Change Password or User Management tabs in the Operator
Functions feature, and their password is not compliant with the password policy, they receive the
following dialogue:

[8] @ PHIL_PW2 - Service Management Sys' (& @

File Senvces Operator Functions Help

B © PHILPW2-Chang ® & @&
[2| ) Password Policy Error — ) (= %)
The new password is not compliant with the password policy.
oK |

[ OK | | Cancel

The password does not change but instead the user must specify a new password that is compliant with
the password policy.

Password Policy

A password policy allows a site to specify that a password meets a number of requirements. For
example the requirements could include one or more of the following requirements:

e Contains a minimum number of characters

e Contains a minimum number of digits

e Contains a minimum number of letters

e Contains a minimum number of special characters

¢ Does not contain double-quote characters

o Differs from a previous password by a specified number of characters

Example Password Policy

The following is an example of a password policy:

¢ Contains a minimum of 9 characters
e Contains a minimum of 2 digits

52 Service Management System User's Guide



e Contains a minimum of 2 letters
e Contains a minimum of 2 special characters
e Differs from a previous password by 3 characters

Change Password

Introduction

The Change Password screen enables ordinary users to change the password for their SMS user
account.

Change Password Screen

Here is an example Change Password screen.

£ §U - Change Password E@@

Old Password |

Mew Password

Confirmation

[ Ok ] [ Cancel

Field descriptions

The table below describes the function of each field.

Field Description

Old Password Current user password.

New Password New password.
For security reasons, a password must be at least 8 characters long.

Confirmation Confirmed password.

Changing a password

Follow these steps to change your password.

Note: Password rules must be adhered to.

Step Action
1 Enter your current password in the Old Password field.
2 Enter your new password in the New Password field.

Note: An explicit error message is displayed when an invalid password is entered.

3 Re-enter your new password in the Confirmation field.
4 Click OK to save the changed password.
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Chapter 6
Maintaining Alarms

Overview

Introduction

This chapter explains how to access the Alarm Management screen and describes the screen contents.
Alarm Management screens inform users of alarms that have occurred in the system as they happen. If
the system detects any unexpected behavior, the alarm screens help the user locate the problem.

It is strongly recommended that Alarm Management screens be monitored regularly.
To make the alarm monitoring system more useful, you can use the Alarm Control tab to modify the
severity of a particular alarm or alarm type.

In this chapter

This chapter contains the following topics.

Alarm Management MOAUIE ...........euiiii e e e 55
[ E= T =T [T aTo I N = 4 g I SRR 56
F =4 g ST 1] o PRSP 64
Configuring Alarm NOEfICAtIONS ........uuiiiiiiiie e 72
F N E= T4 0 T O o o1 o RS PRR 79
AlArM DEFINILIONS ... e 82

Alarm Management Module

Introduction

Use the Alarm Management module to configure and perform alarm management functions.
It enables you to perform the following tasks:

e View alarms

e Handle alarms

e Configure the forwarding of alarms

e Configure automatic alarm escalation

e Configure alarm classification and presentation

Accessing the Alarm Management screen

Follow these steps to access the Alarm Management screen.

Step Action
1 Select the Operator Functions menu from the SMS Main screen.
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Step Action

O SU - Service Management System

File

=gt Operakor Functions
Mode Management
User Management
Change Password

Report Functions

Alarm Management
Statistics Management ™ l E ]
Skatiskics Yiewer -

Replication Check,

Set Debug Options

2 Select Alarm Management.
Result: You see the Alarm Management screen.

Managing Alarms

Introduction

The Alarm tab of the Alarm Management screen enables you to monitor and handle alarms. The list of
alarms is refreshed automatically. A filter may be specified to select the alarms to be displayed.

Alarm overview

Alarms are messages collected from nodes running Oracle applications, including the SMS. They
indicate the status of and actual and potential faults in these nodes.

Upon receipt, alarms are first matched to an alarm definition (see Alarm Definitions (on page 82) for
details). Alarms that match an alarm definition are treated in accordance with the matching definition;
unmatched alarms are treated differently. Unless the alarm definition requires otherwise, the alarms are
then passed to the Alarm Management system.

When the Alarm Management system receives notification of an alarm, it checks to see whether the
alarm has occurred before. If it was the:

e First occurrence of that alarm then it performs three functions:
» Adds a color-coded line to the Alarm table. The color corresponds to the severity of the alarm
(see Alarm fields (on page 58))
= Brightens the corresponding Alarm button
= Adds 1 to the first number in the alarm count of the corresponding Alarm button
e Second or more occurrence of that alarm then it performs two functions:
= Adds to the alarm count on the corresponding color-coded line in the Alarm table. The alarm
count appears in the Count column (see Alarm fields (on page 58)).
= Adds 1 to the second number in the alarm count of the corresponding Alarm button

The important thing to remember about alarms is that they:

¢ Repeat until the problem is rectified (unless they are information only, in which case they are part of
normal functioning and will continue)

e Correspond to a particular platform and program

56 Service Management System User's Guide



Example of repeating alarms

Machine A on the network generates an error alarm. The problem was not rectified, so it generates
another error alarm of the same type.

Machine B then generates an error alarm caused by the same type of problem.

Therefore, the Alarm Management system will show two orange lines in the Alarm grid; one from
Machine A and one from Machine B.

Machine A line will show a count of 2, Machine B line will show a count of 1.
The Alarm button is highlighted with the numbers 2(3) appearing.
Alarm tab

Here is an example Alarm tab displaying instances of alarms that have occurred in the system.

Alarm Management

Alarm
Unresolved Alarms at 2008-11-14 00:49:36.0 0o [ 34(34) ][ 14 {143 ][ 1{1) ][ 1{1) ]
Filter: {none)
Time: Machine Count | Description Subsystem

| [

14 00:47:21 nzwn-test0l Iibsldap: Status: 81 Mesg: LDAP ERROR (81): Error occurred duri.. . nscd[ 130]

Alarms Pending

Time: Machine Count Description Subsystem

Alarm tab buttons

This table describes the function of each button.

Button Description

Severity buttons These buttons provide a summary view of alarms that match the button
activated. There are five levels of severity for alarms.

The different colors on the buttons represent levels of severity. These are:
Button Description
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Button Description
Blue Clearance of previous alarm
Green Information Only

Yellow Warning

Orange | Error

-I Critical

When an alarm is:
e Activated, the button is highlighted

¢ Rectified, the button is dimmed

Refresh

The data will be reread from the database.

Params

Opens the associated settings screen to change the parameter setting for the
screen. From the:
e Alarm tab it opens the Alarm Settings screen

e Alarm Definition tab it opens the Alarm Definition Settings screen.

Alarm fields

This table describes the function of each field.

Field

Description

Unresolved Alarms Table

This table displays alarms that have not been resolved. The alarm status is
unresolved.

Time

Time the alarm was generated.

Note: This is the system time (that is, SMF database time), not necessarily the
user’s local time.

Machine

Platform name.
Where the alarm was generated.

Count

Alarm count.

Number of times the alarm has occurred. The period of time for which multiple instances of
the same alarm will be shown as a count is configured for smsAlarmDaemon.

For more information about setting the time period for the smsAlarmbDaemon, see
Service Management System Technical Guide.

Description

Alarm description.
Displays a description of the alarm that was generated.

Subsystem

Subsystem that generated the alarm.

Alarm Type ID

The unique identifier for this type of alarm.
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Field Description

Event Type The Event Type is attached to alarm instances by the alarm definition and may be
changed as required. This field helps categorize the alarm, allowing quicker
identification of the probable cause and recommended action.

Probable Cause [The probable cause field displays the TMN standard probable causes. It is
congruent with the association between event type and probable cause specified
in the TMN recommendations (see ITU-T M.3100).

Severity The severity of the alarm.

Specific Problem | The specific identification of the fault.

Recommended Describes what action is recommended to resolve all instances of this type of
Action alarm.

Additional text Any additional text or information about this type of alarm will be displayed in this
column.

Autoclear Period | The autoclear period determines how long (in minutes) an alarm will be available
in the Alarm tab, before it is automatically cleared by smsAlarmManager. For more
information about smsAlarmManager, see Service Management System
Technical Guide.

Notes Any Notes about this type of alarm will be displayed in this column.

Alarms Pending Table

This table displays the alarms that have been modified but not closed.

Note: The columns that are visible in the tables may be changed by the user using the Visible Columns
screen. See Changing the screen display (on page 71) for details.

Selecting an alarm

Alarms may need to be selected for many reasons, including those listed below:

e Change the alarm severity

e Place the alarm in the pending list

e Resolve an alarm

e Add a comment to the alarm

Follow these steps to select individual alarms:

Method One:

To jump to the next alarm from a particular severity, click the Severity button of the level you wish to
view.
Result: The system will highlight the next available alarm of that severity or higher in the table.

Method Two:

Double-click on the required alarm in the Alarm table.

Selecting multiple alarms

Follow these steps to select multiple alarms.
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Method One:

This method selects individual alarms, out of sequence.

Step Action
1 Press and hold Ctrl.
2 Click on each alarm required.
Result: The system highlights the alarm to show that it is selected.
Method Two:
This method selects a range of alarms.
Step Action
1 Press and hold Shift.
2 Click on the start of the range and then the last entry in the range.

Result: All entries within the range are selected.

Changing alarm comments

Follow these steps to amend the comment field in the alarm.

Method One
Step Action
1 Select the required alarm in the Alarm table.

Result: The Alarm Detail screen displays.
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Step Action

]

E Alarm Detail

jinH 35362

Severity: Information

Counk: 1

Machine: nzwn-testi1

Time: 2003-11-14 00:47:25.0
Subsystem; smsdlarmDaemon

Alarm Type Id: 251991

Event Type: Equipraent Alarm
EFM Sewverity: Warning

Probable Cause: | Tmp Indeterminate

Specific Problem: | 251901

Autoclear Period: |4

Status: OPEN
Noted:

Description
smsAlarmDaemoniHeart beat) I am healthy,

Recommended Action:
Mo resaolution.

Additional Text:
Information Qnly,

Alarm Definition Motes:

Comment
2 In the Comment field, enter any required comment.
3 Click Done.

Result: The alarm moves from the Unresolved Alarms table to the Alarms Pending table.
Method Two

Step Action
1 Highlight the required alarm in the Alarm table.
2 Right-click the mouse button.

Result: You see a menu including the following options:
e Annotate: Problem is being fixed

e Annotate: Known recurring problem
¢ Annotate: Known temporary problem

3 Select the appropriate Annotate option.
Result: The text selected appears in the Comment field of the alarm, and the alarm moves
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Step Action

from the Unresolved Alarms table to the Alarms Pending table.

Alarm Detail screen fields

This table describes the function of each field.

Field Description

ID The unique identifier for this alarm instance.

Severity The severity which which this alarm instance was raised by the system.
Note: This is the Oracle Severity not the x733 Severity.

Count The number of instances that this type of alarm has been raised by the system in
the period set by the display period field in the setting screen.

Machine The name of the platform on which this alarm instance was raised.

Time The time (taken from the platform on which the alarm instance was raised) at
which the alarm occurred.

Subsystem The subsystem that raised the instance of the alarm.

Alarm Type Id The identifier of the type of alarm that this instance is an occurrence of.

Event Type The event type; which will be one of:

e communicationsAlarm
o qualityOfServiceAlarm
e processingErrorAlarm
e equipmentAlarm

e environmentAlarm.

The Event Type is attached to alarm instances by the alarm type definition. This
field helps categorize the alarm, allowing quicker identification of the probable
cause and recommended action.

Probable Cause

Shows the TMN standard probable causes. It is congruent with the association
between event type and probable cause specified in the TMN recommendations
(see ITU-T M.3100)

The probable cause is attached to alarm instances by the alarm type definition.
This field helps categorize the alarm, allowing quicker identification of the
probable cause and recommended action.

Specific Problem

Shows the specific identification of the fault.

The specific problem is attached to alarm instances by the alarm type definition.
This field helps categorize the alarm, allowing quicker identification of the
probable cause and recommended action.

Autoclear Period

This displays how long (in minutes) an alarm will be available in the Alarm tab,
before it is automatically cleared. This is attached to the alarm instance by the
alarm type definition.

Status Shows the status of the alarm, this will be one of; open, pending, closed. Alarms
that have an open status will be displayed in the Unresolved Alarms table of the
Alarm tab and alarms with a pending status will be displayed in the Alarms
Pending table of the Alarm tab.

Noted This field shows when the alarm was last commented or closed.

Description This is the text of the alarm that is raised by the system. This may not be

changed.
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Field

Description

Recommended |Describes what action is recommended to resolve all instances of this type of

Action

alarm. The recommended action is attached to alarm instances by the alarm type
definition.

Additional Text Any additional text or information about this type of alarm will be shown in this

field. The additional text is attached to alarm instances by the alarm type
definition.

Alarm Definition | Any user added notes about this type of alarm will be displayed in this field. The

Notes

notes text is attached to alarm instances by the alarm type definition.

Comment

This field is used to add any comments required to this instance of the alarm.

Changing alarm severity

Follow these steps to change the severity of an alarm.

Step

1
2

Action

Highlight the required alarm in the Alarm table using any method described previously.
Right-click the mouse button.

Result: You see a menu, including the following options:
e Change severity to: Information

e Change severity to: Warning
e Change severity to: Error
e Change severity to: Critical

Select the appropriate Change severity option.

Result: The color of the alarm changes to the new corresponding level, and the total alarm
counts is updated.

Note: This is the Oracle Severity not the x733 Severity.

Closing an alarm

Follow these steps to close an alarm.

Step

1
2

Action

Highlight the required alarm in the Alarm table using any method described previously.
Right-click the mouse button.

Result: You see a menu, including the following options:
e Fault closed

e Fault reopened
Select the Fault closed option.
Result: The alarm is removed from the Unresolved Alarms table.
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Changing closed alarms

Follow these steps to view, change, or reopen a closed alarm.

Step
1

Action

Click Params.

Result: You see the Alarm Settings screen.

From the Alarm State drop down list, select Closed.

Click Done.

Result: The Alarm Management screen displays the closed alarms.

Highlight the required alarm in the Alarm table using any method described previously.
Right-click the mouse button.

Result: You see a menu, including the following options:
e Fault closed

e Fault reopened
Select the option as required/ described previously to change the alarm.
Select the Fault reopened option as required to reactivate the alarm.
Result: The alarm is removed from the Resolved Alarms table.

Alarm Settings

Introduction

Use the Alarm Settings screen to define the type of alarm you wish to see in the alarm grids on the Alarm
tab. It acts as a filter, excluding alarms that you may not wish to view.

Accessing the Alarms Settings screen

To access this screen, click Params in the upper right corner of the Alarm Management screen when
the Alarm tab is displayed.
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Alarm Settings screen

Here is an example Alarms Settings screen.

B slarm Settings

Filker Settings

Max, Display Count 50 w
Display Period 1 hour w
Alarm State Unresolved v
Sort by Time w
Audio Alert On Infarmation -
Refresh Period <Mo Refreshz w
User Filkers

Mame Descripkion

Create ] [ Combine ] [ Edit ] [ Delete ] [ Apply ]
Configured Filker
Alarm Display Options
Visible Columns

Repart Summary

Min ID: 1

Ma 1Dy 35330

Mur ID: 35327

Oldest: 2003-11-10 21:08:14.0

Mewest: 2008-11-14 00:46:32.0

Changing alarm display settings

Follow these steps to change the settings that control the alarms and what detail from those alarms is

displayed on the Alarms tab.

For more information about the settings you can use, see Alarm Settings field areas (on

Step Action

1 In the Alarm Management screen, click Params.
Result: You see the Alarm Settings screen.

2 Make changes to the field settings, as required.
page 66).

3 Click Done.

Result: The details are saved to the database.
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Alarm Settings field areas

The Alarm Settings screen has several distinct parts to it, each of which control different aspects of the
alarm display. These parts are:

Field Description

Filter Settings These settings determine the alarms that are retrieved from the database for
display in the alarms screen.

For more information about this section, see Filter Settings fields (on page 66).

User Filters Filters enable you to select alarm types that are to be displayed. These allow
different types of alarms to be hidden from view.
This area displays the name and description of the filters which are available.
For more information about:
o Filters, see Creating a standard filter (on page 67).
The only filter which is being applied to the Alarms tab is the filter in the
Configured Filter field.

e Applying filters, see Applying filters (on page 70)

Alarm Display Enables you to determine which columns of information that you want to see, and
Options the ordering of these columns.
For more information about displaying columns, see Visible Columns (on page
71).

Report Summary [ A report on the alarms that are in the system. The data displayed in this section
gives a summary on all the alarms that are in the system.

Note: The Filter Setting, User Filters, and Alarm Display Option settings are maintained separately for
each SMS user.

Filter Settings fields

This table describes the function of each field in the Filter Settings section of the Alarm Setting screen.

Field Description
Max Display The maximum number of alarms to be retained in the scroll back buffer from the
Count pull down list.

The entries in this list are 50, 100, 200 and 300.

Note: This sets the maximum number of entries to display on the screen. There
may be more than the maximum found that match the filters, but only the first 50
(100, 200, 300) are displayed.

Display Period Period of time that alarms are displayed.

Alarm State Determines the alarms to display in the unresolved panel. You can display alarms
that are either:
e Unresolved

e Closed
Sort By How the alarms are sorted in the display list.
Audio Alert on Severity level to produce audible sound.

Anything below this severity does not produce a sound. Anything at or above this
level produce, a sound.

Example:

If you select Error, the only alarms that produce a warning sound are either
"Error" or “Critical’.
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Field Description

Refresh Period How often the Alarms screen automatically refreshes with new information.

Note: If none is chosen, you can still refresh the list of alarms by clicking Refresh.

Creating a standard filter

Follow these steps to create a standard filter to display only alarms that match the filter criteria.

Note: You can create more complex filters by combining filters into combination filters using the
Combine function. For more information, see Combining filters (on page 69).

Step Action
1 On the Alarm Settings screen, click Create.
Result: The Create Filter screen appears.
B Create Filter E|
Filter Mame
Descripkion
Combine using
(%) AND
O or
Field Operation Value
b b
l Save ] [ Close ]
2 In the Filter Name field, enter a unique name for the filter.

Note: This name may be up to 20 characters in length.

3 If appropriate, enter a description for the filter in the Description field.
This field is optional.

4 Select the combination method which will apply to the assertions defined at the bottom of
the screen.

For a single assertion filter the combination method selected is not relevant, but for
multiple assertion filters the combination method determines how the assertions are
related.

Tip: All assertions in the filter are combined using the selected value. A combination of
'AND' assertions and 'OR' assertions cannot be created in a single filter. This may be
achieved using combinations of filters.

5 From the Field drop down list, select the field that alarms are to be filtered on. The drop
down list displays all the options that may be filtered against.
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Step
6

10

11

Action

Select the operation that is required. The operations that are supported are below:

o Is

e Isnot

e Before

o After

e Contains

e Doesn't contain
e Begins with

e Ends with

e Greater than

e Lessthan

Note: The operations that are available are different depending on the field that is
selected. Only valid operations for each field are displayed.

Enter the value that the selected field is to be matched against.

Note: This field is either a text field or a drop-down list, depending on the field that was
selected.

To create a multiple assertion filter, click Add Assertion.
Result: Another assertion line is added below the first.

Create Filter

Filter Mame |BEZ Peak alarms

Description |BEZ Peak Alarms

Combine using

(&) AMD
(oR
Add Assertion
Field Operakion Yalue
Maching w15 « |BEZ|
W W
[ Save ” Close ]

Repeat steps 5 through 8 to add the assertions for this filter.
Note: A maximum of ten assertions are allowed per filter.
Click Save.

Result: The changes to the filter are saved.

Click Close to close the screen.
Result: The Create Filter screen closes and the filter is added to the User Filters table.

Note: The filters created using this screen may then be used in the Combining Filters screen to create
more complex filters than is possible using this screen alone.
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User Filters buttons

This table describes the function of each button.

Button Description
Create Use this button to create a new filter.
Result: The Create Filter screen appears.
For details on using this screen, see Creating a standard filter (on page 67).
Combine Use this button to create a new filter by combining two existing filters.
Result: The Combine Filters screen appears.
For details on using this screen, see Combining filters (on page 69).
Edit Use this button to edit the selected filter.
Note: This button will open either the Combine Filters screen or the Create Filter
screen according to the way the filter was created.
Delete Use this button to delete the selected filter.
Apply Use this button to apply the selected filter to the alarms.
Result: Only the alarms that match the applied filter will be displayed in the alarms
table on the Alarms tab of the Alarm Management screen.
Note: You can only apply one filter to the alarms display at any one time. To apply
more than one filter, use the Combine function, and apply the combined filter.
Unconfigure Use this button to unconfigure the filter which is currently applied. This stops the

current filter from applying.

Note: The filter which is currently applied is displayed in the Configured Filter field
next to this button.

User Filters fields

This table describes the function of each field.

Field Description
Name Name given to the filter
Description Textual description of the filter

Configured Filter

This field displays the name of the filter that is current being applied to the alarm
display.

Combining filters

Follow these steps to combine several simple filters and create a more complex filter.

Step Action

1 Click Combine.
Result: The Combine Filters screen will open.
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Step Action

Combine Filters

Filter Mame |Critical BEZ Alarms

Description
BEZ Peak % |4ND | Critical slar %
[ Save ] [ Close ]
2 In the Filter Name field, enter a name for the filter.

Note: This name may be up to 20 characters in length and must be unique for the user.

3 If appropriate, enter a description for the filter in the Description field. This field is optional.

4 From the drop down list to the left of the screen, select the first filter use in this combined
filter.

5 From the drop down list in the middle of the screen, select the operation that is to be used
when combining the two filters.

6 From the drop down list to the right of the screen, select the second filter to use in this
combined filter.

7 Click Save.
Result: The changes to the filter are saved.

8 Click Close to exit from the screen.

Result: The combined filter is added to the User Filters list.

Example
If a filter in the form '(A and B) and not C' is required it could be done in the following way.

1 Create three basic filters A, B and C.
2 Combine filters A and B using the combine functionality to create filter X.
3 Combine the new combination filter X with filter C using the '"AND NOT' operation.

Applying filters

Follow these steps to apply filters to the Alarms to see only the required alarms.

Step Action

1 On the Alarms tab, click Params.
Result: The Alarm Settings screen appears.

2 In the User Filters section, select the filter to apply to the alarms displayed on the Alarms
tab.

3 Click Apply.

Result: The loaded filter will be applied to the alarm display, and only alarms that match
that filter will be displayed.
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Visible Columns
Follow these steps to change the screen display on the Alarm tab.

Step Action

1 To change the screen display, click Visible Columns.
Result: The Alarm View Column Setting screen opens.

B Alarm View Column Settings @

Column 1: v
Column 2: Machine “
Columnn 3: Counk w
Column 4: Descripkion w
Column 5: Subsystemn W
Zolumn &: <Mone = W
IZolurnn 7: <Mone = \d
IColurnn &: <Mone = \d
Columnn 9: <Mone = v
Zolurnn 10: <Mone = “
Colurnn 11: <Mone = “
Zolurnn 12: <Mone = w
Colurnn 13: <Mone = W
Colurnn 14: <Mone = W
2 For each column, select the data that is to be displayed. This allows you to set the

columns that are to be viewed and the order in which they are to be displayed.
3 Click Close.

Columns that may be displayed

This table describes the function of each column that can be displayed on the Alarm tab.

Field Description

Time Time the alarm was generated.

Note: This is the system time (that is, SMF database time), not necessarily the
user’s local time

Machine Platform name.
Where the alarm was generated.

Count Alarm count.

Number of times the alarm has occurred. The period of time for which multiple
instances of the same alarm will be shown as a count is configured for
smsAlarmDaemon.

For more information about setting the time period for the smsAlarmDaemon,
see Service Management System Technical Guide.

Description Alarm description.

Displays a description of the alarm that was generated.
Subsystem Subsystem that generated the alarm.
Alarm Type ID The unique identifier for this type of alarm.
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Field Description

Event Type The Event Type is attached to alarm instances by the alarm definition and may
be changed as required. This field helps categorize the alarm, allowing quicker
identification of the probable cause and recommended action.

Probable Cause The probable cause field displays the TMN standard probable causes. It is
congruent with the association between event type and probable cause
specified in the TMN recommendations (see ITU-T M.3100)

Severity The Oracle severity of the alarm, not the x733 Severity.

Specific Problem The specific identification of the fault.

Recommended Describes what action is recommended to resolve all instances of this type of

Action alarm.

Additional text Any additional text or information about this type of alarm will be displayed in
this column.

Autoclear Period The autoclear period determines how long (in minutes) an alarm will be
available in the Alarm tab, before it is automatically cleared by
smsAlarmManager

Notes Any notes about this type of alarm will be displayed in this column.

Configuring Alarm Notifications

Introduction

The Notification tab enables you to create notification streams of alarms. Each stream is defined by its
type, or target, its destination (which is target specific) and a filter, which selects the alarms to be
forwarded to the destination.

There may be any number of streams and each alarm may be forwarded to multiple destinations. Note
that the processing overhead of forwarding alarms depends on the number of Alarm Notifications and on
the complexity of their filters.
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Notification tab

Here is an example Notification tab.

B Alarm Management g@g|
[ Save H Delete ][ Clear ]
Motification
Target FILE v
Destination
Filter <Mone> -

Notification fields

This table describes the function of each field.

Field Description
Target Target for the notification.
The targets include:
e File
¢« Q3
o NFM
e SNMP
¢ NORELAY

Destination

Destination address of the target.
This table lists which destination information to enter for each target type.

If the target is...

then the destination is...

a file

the file name, including the file path if required.

Q3

the host name or IP address of the Q3 target.

SNMP

the host name or IP address of the SNMP target.

NFM

the host name or IP address of the NFM target.

NORELAY

not required.
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Field Description

Filter Alarms matching this filter will be forwarded to the target.

Edit Filters This button opens the Alarm Relay Filters screen to allow filters to be edited.

Adding a notification

Follow these steps to add a new notification.

Step Action

1 If the fields on the Notification tab are populated with data, click Clear.

2 From the Target drop down box, select the notification point the alarm will be sent to.

3 In the Destination field, enter the details required for the target set in step 2.

4 Select the filter that is to be used to determine which alarms are sent out. Having no filter

selected will relay all alarms.
5 Click Save.
Result: The details will be saved to the database.

Changing a notification

Follow these steps to change the notification:

Step Action

1 Find the required notification on the Notification tab. See Using the Find Screens (on page
14).

2 Change the notification details as required.

3 Click Save.

Result: The changes will be saved to the database.

Deleting a notification

Follow these steps to remove a notification.

Step Action

1 Find the required notification on the Notification tab. See Using the Find Screens (on page
14).

2 Click Delete.

Result: The alarm will be deleted from the database.
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Find Targets screen

Here is an example of the Find Targets screen, which is used to find alarm notification rules.

su - Find Targets = | 'E|E|
[ Search |[ Clear ” Close ]
Filker | |
Target Destination Filter
FILE TN service_packages/SMSitmpfrelay_warning.log MarningSeverity
IFILE JIMfservice_packages/aM3ftmpfrelay_critical.log  [CriticalZeverity
FILE TN service_packages/sMsitmprelay_error.log ErrotSeverity
< >

For instructions on using the screen, see Using the Find Screens (on page 14).
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Find Targets

screen

Here is the Alarm Relay Filters screen, which is used to filter alarms to ensure that only the required

alarms are sent.

Alarm Relay Filters @

MNarne Descripkion
WarningSeverity Default Filker
ErrarSesverity Default Filker
CriticalSeverity Default Filker
Create ” Combing H Edit ” Delete

Note: This screen is accessed through the Edit Filters button on the alarm Notification tab.

Alarm Relay

Filters fields

This table describes the function of each field.

Field Description

Name Name given to the filter

Description Textual description of the filter

Create Use this button to create a new filter.
Result: The Create Filter screen appears. See Creating a standard filter (on page
67) for details on the use of this screen.

Combine Use this button to create a new filter by combining two existing filters.
Result: The Combine Filters screen appears. See Combining filters (on page 69)
for details on how to use this screen.

Edit Use this button to edit the selected filter.
Note: This button will open either the Combine Filters screen or the Create Filter
screen according to the way the filter was created.

Delete Use this button to delete the selected filter.

Creating a filter

Follow these steps to create a filter to display only alarms that match the filter criteria.

Step Action

1 On the Alarm Relay Filters screen, click Create.
Result: The Create Filter screen appears.
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Step Action

Create Filter,

Filtet Mame
Description
Cambine using
(%) AND
) OR
Field Operation Value
w L
[ Save ] [ Close ]
2 Enter a name for the filter.

Note: This name may be up to 20 characters in length and must be unique for the user.

If required, enter a description for the filter. This is optional.

4 Select the combine value that is required. For a single assertion filter the combine value
selected is not relevant, but for multiple assertion filters the combine selection determines
how the assertions are related.

Note: All assertions in the filter are combined using the selected value. A combination of
‘and' assertions and 'or' assertions cannot be created in a single filter. This may be
achieved using combinations of filters.

5 Select the Field that alarms are to be filtered on. The drop down list displays all the
options that may be filtered against.

6 Select the operation that is required. The operations that are supported are below:
e |s

e |snot

e Contains

e Doesn't contain
e Begins with

e Ends with

e Greater than

e Lessthan

Note: The operations that are available differ depending on the field that is selected. Only
valid operations for each field are displayed.

7 Enter the value that the selected field is to be matched against.
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Step Action

8 To create a multiple assertion filter, click Add Assertion.

Result: Another assertion line is added below the first.
Create Filter [‘S__<|

Filter Mame |BE2 Peak Alarms |

Description |BE2 Peak Alarms |

Combine using

(&) AND
O oR
Add Assertion
Field Cperation Walue
Marhing w15 + |BEZ|
w w
[ Save H Close ]

Note: A maximum of ten assertions are allowed per filter.

9 Repeat steps 5 through 8 as required.
10 Click Save
11 Click Close to close the screen

Note: Filters created using this method are the basis for creating more complex filters. Where you wish
to create complex filters a combination or basic filters and Combining filters will be required.

Combining filters

Follow these steps to combine several simple filters and create a more complex filter.

Step Action

1 Click Combine.
Result: The Combine Filters screen will open.

Combine Filters

Filter Mame |Critica| BEZ Alarms |

Description | |
|BEZ Peak ¥ | AND | Critical Alar v |
[ Save ] l Close ]
2 In the Filter Name field, enter a name for the filter.

Note: This name may be up to 20 characters in length and must be unique for the user.

3 If appropriate, enter a description for the filter in the Description field. This field is optional.
4 From the drop down list to the left of the screen, select the first filter use in this combined
filter.
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Step Action

5 From the drop down list in the middle of the screen, select the operation that is to be used
when combining the two filters.

6 From the drop down list to the right of the screen, select the second filter to use in this
combined filter.

7 Click Save.
Result: The changes to the filter are saved.

8 Click Close to exit from the screen.

Result: The combined filter is added to the User Filters list.

Example
If a filter in the form '(A and B) and not C' is required it could be done in the following way.

1 Create three basic filters A, B and C.
2 Combine filters A and B using the combine functionality to create filter X.
3 Combine the new combination filter X with filter C using the '"AND NOT' operation.

Alarm Control

Introduction

The Alarm Control tab enables you to change the severity of specific alarms. This permits escalation of
severity when an otherwise minor alarm is occurring frequently, indicating a more serious fault. You can
change the severity based on:

The description of the alarm

How frequently the alarm is occurring

Important: Rules which change the severity of an alarm must be defined carefully, otherwise important
alarms may accidentally have their severity level decreased. This is likely to result in the alarm being
missed by the administrators.

Note: If there are more than 20 rules, the performance of the alarm monitoring system may be adversely
affected.
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Alarm Control tab

Here is an example of the Alarm Control tab.

[ Save H Delete H Clear ]

AlarmContral

Alarm Description Prefix
Period (hrs)

‘Warning Threshold
Error Threshold

Critical Threshold

Alarm Control fields

This table describes the function of each field.

Field

Description

Alarm
Description Prefix

This field will be searched for in the alarm description. It can either contain the whole
alarm description, or the beginning of the alarm description.

For more information about the structure of alarms, see Matching Alarm Message
Prefixes (on page 80).

Period (hrs)

The period used to determine what severity level to set the alarm to. This is calculated in
conjunction with the fields.

Warning This value is the number of times in the period (set above) an alarm occurs before its
Threshold severity level is set to warning.
Error Threshold | This value is the number of times in the period (set above) an alarm occurs before its

severity level is set to error.

Critical Threshold

This value is the number of times in the period (set above) an alarm occurs before its
severity level is set to warning.

Matching Alarm Message Prefixes

The Alarm Message Prefix field forms part of a case sensitive sql statement against the
SMF_ALARM_MESSAGES table in the SMF database. The statement is a like statement and supports
standard Oracle wildcards, including the following:
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¢ % matches any character or sequence of characters
e _matches any single character
The like statement starts in one of two places in the alarm string:

e The beginning of the SMF_ALARM_MESSAGE record which occurs after the first colon and space
e The beginning of the SMF_ALARM_MESSAGE record

This means that the text entered in the Alarm Message Prefix field will usually match the beginning of
either the process name or the alarm text.

Example: If you enter either "smsMaster" or "New", you will match the following alarm (among others):
smsMaster (21421) NOTICE: New Connection from 192.168.0.183:36260 accepted (FD 12)
Adding Alarm Control rules

Follow these steps to add a new rule to the Alarm Control tab.

Step Action
1 If there is any data in the form fields, click Clear to clear it.
2 In the Alarm Message Prefix field, enter one of:

e The beginning of the alarm description
e The full alarm description

3 In the Period (hrs) field, enter the number of hours before the alarm count is reset.

4 In the Warning Threshold field, enter the number of times the alarm will have to occur
before its severity level is set to warning.

5 In the Error Threshold field, enter the number of times the alarm will have to occur before
its severity level is set to error.

6 In the Critical Threshold field, enter the number of times the alarm will have to occur before
its severity level is set to critical.

7 Click Save.
Result: The Alarm Control confirmation prompt will appear.

8 Click OK.

Result: The details will be saved to the database.

Note: To set the upper limit of the severity of an alarm, enter a large number in the Threshold field of the
severity above the one you wish to set.

Changing an Alarm Control rule

Follow these steps to change the details of a rule in the Alarm Control tab.

Step Action

1 Find the required rule, and bring up its details in the Alarm Control tab. See Using the Find
Screens (on page 14).

2 Change the rule details as required.

3 Click Save.

Result: The changes will be saved to the database.
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Deleting Alarm Control rules

Follow these steps to delete a rule from the Alarm Control tab.

Step Action

1 Find the required rule, and bring up its details in the Alarm Control tab. See Using the Find
Screens (on page 14).

2 Click Delete.
Result: The Alarm Control confirmation prompt will appear.

3 Click OK.

Result: The record will be deleted from the database.

Find Alarm Control screen

Here is an example of the Find Alarm Controls screen, which is used to find alarm control rules.

B su - Find Alarm Controls

Alarm Prefix skart:

Close

Alarm Prefix Period ‘Warning Threshold Error Threshold Critical Threshold

For instructions on using the screen, see Using the Find Screens (on page 14).

Alarm Definitions

Introduction

The Alarm Definition tab supports the browsing and searching of alarm definitions and the customization
of these definitions.

When an alarm is received, it is matched against a set of alarm definitions. These definitions provide the
following functionality:

e  X.733 definition of the alarm

¢ Automatic clearance of the alarm

e Automatic clear correlation of alarms

e Alarm suppression

e Recommended action

e Note for operators
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Note: Most of this functionality is configurable to meet the operational requirements of a given
installation.

Alarm Definition tab

Here is an example of the Alarm Definition tab.

| AlarmDefinition |
Alarm Type ID l:l Additional Text | | fazx. Display Count | A | Apply
T35 Severity Probable Cause | <hll= A | Event Type | <hll= w | Reset
Alarm Type...  Event Type Probable C...  ¥733 Severity  Specific Problerm Recormmended Ackian Additional

110836 Processing Er. .. [Software Error |Critical 110836 This message will only be seen if the w, .. [The watchd
110837 Processing Er. .. [File Error W arning 110837 Refer to application expert first, (Che... [The specifie
110838 Processing Er. .. [Software Pro... [Major 110838 Refer to application expert first. Ensur...|The specifie
110839 Processing Er. .. [Software Pra... [Major 110839 Refer to application expert first, Ensur., .. |The specifie
110840 Processing Er. .. [Software Error |Critical 110840 Refer to application expert, 13 Stop SL...|There are b
110841 Processing Er. .. [Software Error [Major 110841 Refer to application expert, 13 Stop SL...|There are b
110842 Processing Er. .. [Software Ervar |Critical 110842 Refer to application expert, 13 Skop SL... | The watchd
110843 Processing Er. .. [Software Error |Critical 110843 Stop SLEE, clean shared memory, star... [The watchd
110844 Processing Er. .. [Software Error |Critical 110844 Stop SLEE, clean shared memory, star.., [The watchd
110952 Processing Er. .. [Application S... [Majar 110952 Refer to ORACLEapplication expert Fi... [Cannak con
110953 Processing Er. .. [Application ... [Major 110953 Conktack support. Error writing
110954 Processing Er. .. [Application 5... [Major 110954 Contack support, Cracle inker —
110955 Processing Er. .. [Application S... [Major 110955 Contack support, Cracle inker
110956 Processing Er. .. [Application ... [Major 110956 Refer to Oraclefapplication expert firs... [After compi
110957 Processing Er. .. [Application 5... [Major 110957 Contack support, Cracle inker
110953 Processing Et. .. [Software Errar [Major 110953 Mo resolution, Internal err
110959 Processing Er. .. [Application ... [Major 110959 Refer to Oraclefapplication expert firs... [After compi
110960 Processing Er. .. [Software Error [Major 110960 Refer to application expert, Check con,..|Contral plar
110961 Processing Er. .. [Application S... [Major 110961 Refer ko Oraclefapplication expert firs,.. [After compi
110962 Processing Er. .. [Application ... [Major 110962 Refer to Oracle expert. Free some dis... [Quk of disk
110963 Processing Er. .. [Application 5... [Major 110963 Refer to ORACLE application expert fi... [Oracle inker
111122 Processing Er. .. [Software Errar [Major 111122 Check the control plan is correctly com. .. |The Call Init
111123 Processing Er. .. [Software Error [Major 111123 Check the control plan is correctly com. .. [The Call Init
111124 marmmonicat Confiooeakion Mo 111124 Fhark ranfinnrad walies in tha conteal  The Al Tt

Editing alarm definitions

Follow these steps to change the definition details of an alarm. This will change the information that is
relayed with an instance of this alarm to an external source and also the information that is shown on
the alarm tab for instances of this alarm type.

Step Action

1 Double click the required alarm in the Alarm table.
Result: You see the Edit Alarm Definition screen.
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Step

Action

£ Edit Alarm Definition

Alarm Type ID; 110495

AT.33 Severity: Majar a
Event Type: Pracessing Errar Alarm “
Probable Cause: Software Error w
Specific Problem: 110495

Wigwable:

Relavable:

Autoclear Period {minutes): | 120

Regular Expression: “rdigit: )]+ cmnSignalsy, o @-?[[ :digit: 1]+ [[:prink: ]]*

Recommended Action:
Refer to UML) application expert First, IF problem persists then contact suppart,

Additional Text:
Kernel error on current machine.

MNokes:

[ Done H Reset H Cancel ]

Add the required information or change the alarm definition fields as required. See Edit
Alarm Definition fields (on page 84) for more information.

Note: You can click Reset to return the contents of the screen to the original state when
the package was installed on the system.

Click Done to save the changes to the database and close the screen.

Edit Alarm Definition fields

This table describes the function of each field.

Field Description

Alarm Type ID This field displays the unique identifier for this type of alarm. This field is read-
only.

Severity The Oracle severity that alarms of this type will be relayed with.

the system.
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Field

Description

Event Type

The event type, which will be one of:
e communicationsAlarm

e qualityOfServiceAlarm
e processingErrorAlarm
e equipmentAlarm

e environmentAlarm.

The event type is attached to alarm instances by the alarm definition and may be
changed as required. This field helps categorize the alarm, allowing quicker
identification of the probable cause and recommended action.

Probable Cause

Shows the TMN standard probable causes. It is congruent with the association
between event type and probable cause specified in the TMN recommendations
(see ITU-T M.3100).

The probable cause is attached to alarm instances by the alarm definition and
may be changed as required. This field helps categorize the alarm, allowing
quicker identification of the probable cause and recommended action.

Specific Problem

The specific identification of the fault.

The Specific Problem is attached to alarm instances by the alarm definition and
may be changed as required. This field helps categorize the alarm, allowing
quicker identification of the probable cause and recommended action.

Viewable Indicates if the alarm can be seen.

Relayable Indicates if the alarm can be relayed.

Autoclear Period | The autoclear period determine how long (in minutes) an alarm will be available in
(minutes) the Alarm tab, before it is automatically cleared by smsAlarmManager.

Regular This is the regular expression of the alarm that is raised by the system, and will
Expression appear in alarm instances as the alarm description. This may not be changed.
Recommended [Describes what action is recommended to resolve all instances of this type of
Action alarm. The recommended action is attached to alarm instances by the alarm

definition and may be changed as required.

Additional Text

Any additional text or information about this type of alarm will be entered in this
field. The Additional Text is attached to alarm instances by the alarm definition
and may be changed as required.

Notes

Any notes about this type of alarm will be entered in this field. The notes text is
attached to alarm instances by the alarm definition and may be changed as
required.

Using Find Alarm Definitions screen

Follow these steps to sort the alarm definitions displayed in the Alarm Definition table.

Step Action

1 On the Alarm Definition tab, enter the required search criteria. See Edit Alarm Definition fields
(on page 84) for more information.
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Step Action

Alarm Management

AlarmDefinition

Alarm Type ID Additional Text Mazx, Display Count w
X733 Severity | <Al * | Probable Cause | <all= “ | Event Type =all= w
2 Click Apply to apply the selected filter.
Result: The table on the Alarm Definition tab sorts according to the selected criteria.
3 Click Reset to clear the Find and return the contents of the screen to the default values.

Result: The table on the Alarm Definition tab displays all alarm definitions saved in the
database.

Note: Using the Alarm Definition search option will only temporarily filter the records on the Alarm
Definition tab. For an advanced filtering options, see Applying search filters (on page 86).

Applying search filters

Follow these steps to determine which alarm types are displayed on the Alarm Definition tab.

Step Action

1 From the Alarm Definition tab click Params.
Result: The Alarm Definition Settings screen will appear.

Alarm Definition Settings

Max, Display Count |50 %
Lser Filters
Marne Cescripkion
| create |[ Combine ” Edit ” Celete H Apply ]
Configured Filker

2 From the list, select how many alarm definitions that match the configured filter are to be
displayed in the Alarm Definition tab.
3 Select the filter that is to be used to filter out alarm definitions that are not required. Click

Apply to apply the selected filter.
Result: The selected filter name will be displayed in the Configured Filter field.
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Step Action

4 Click Done.

Result: The setting selected will be applied to the alarm definitions and only those that
match the set filter and display count will be displayed on the Alarm Definition tab.

Alarm Definition Settings fields

This table describes the function of each field.

Field Description

Display Count Determines the number of alarm definitions that will be displayed in the Alarm
Definition tab.

Name Name given to the filter

Description Textual description of the filter

Create Use this button to create a new filter.

Result: The Create Filter screen appears. For details on using this screen, see
Creating a standard filter (on page 67).

Combine Use this button to create a new filter by combining two existing filters.

Result: The Combine Filters screen appears. For details on using this screen, see
Combining filters (on page 69).

Edit Use this button to edit the selected filter.

Note: This button will open either the Combine Filters screen or the Create Filter
screen, according to the way the filter was created.

Delete Use this button to delete the selected filter.

Apply Use this button to apply the selected filter to the alarms.
Result: Only the alarms that match the applied filter will be displayed in the table
on the Alarm Definition tab of the Alarm Management screen.

Note: You can only apply one filter to the alarms display at any one time. To apply
more than one filter, use the Combine function.

Configured Filter | This field displays the name of the filter that is current being applied to the alarm
display.

Unconfigure Use this button to unconfigure the currently applied filter. This will stop all alarm
definition filtering, and thus display all alarm definitions until another filter is
applied.
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Chapter 7
Statistics Management

Overview

Introduction

This chapter explains how to manage statistics thresholds.

Important: While it is possible to change the details of statistics, changing any characteristic other than
description is not recommended. If new statistics are required or any deleted, contact Technical
Support.

In this chapter

This chapter contains the following topics.

Statistics Management MOAUIE ............ooiiiiiiii e a e e e eaaes 89
Statistics ManageMENT ........oooiiee e e e er e e e e e e e annnn 90
Setting Statistics ThreShoIAS ..........cooiiiii e e e e 93

Statistics Management Module

Introduction

Use the Statistics Management screen to manage statistics thresholds. It contains these tabs:
e  Statistics (on page 90)

e Statistics Thresholds (on page 93)

Accessing the Statistics Management screen

Follow these steps to access the Statistics Management screen.

Step Action
1 Select the Operator Functions menu from the SMS Main screen.
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Step Action

O SU - Service Management System |Z||E|E|
File

Services Help
Mode Management
User Management
Change Password

Report Functions

Alarm Management

Skatistics Viewer o

Replication Check,
Set Debug Options

2 Select Statistics Management.
Result: You see the Statistics Management screen.

Statistics Management

Introduction

Use the Statistics tab of the Statistic Management screen to add, modify, or delete statistics.
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Statistics tab

Here is an example of the Statistics tab.

O SU - Statistics Management [:J[EJ@|

[ Find H Save H Delete H Clear H Close ]
Statistics

Skatiskic ID MEM_AYAIL

Application SYSTEM B’

Description Memary Availability

Period 300

Collection Made | glways report v

Cornment Free physical mematy in MB

Statistics fields

This table describes the function of each field.

Field Description

Statistic ID Statistic name. This field is a maximum of 50 alphanumeric characters.
(Required.)

Application Select the application from the drop-down list.

Note: This list is created from entries in the eserv.config file.

Description Description of the statistic. (Required.)
This field is a maximum of 50 alphanumeric characters.
Period The period in which the statistics is collected, measured in seconds. (Required.)

Note: For SIGTRAN stack statistics, this must be a minimum of 1 (minute) or a
multiple of whole minutes.

Collection Mode |Allows you to control the collection of this statistic. The options include:
e Always report

¢ Report non-zero (that is, only report statistics which record events
actually occurring)

e Never report
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Field Description

Comment This field is a maximum of 77 alphanumeric characters. (Optional.)

Creating new statistics

Follow these steps to create a new statistic.

Step Action

1 If the fields on the Statistics tab are populated with data, click Clear.
2 In the Statistic ID field, enter the name of the new statistic.

3 From the Application drop down list, select the application.

Note: This list is created from entries in the eserv.config file.

In the Description field, enter a description of the statistic.

From the Collection Mode drop down list, select how statistics should be processed.
If required, enter any comments about the statistic in the Comments field.

Click Save.

Result: The details are saved to the database.

~N O OB

Editing and changing statistics

Follow these steps to edit or change a statistic.

Step Action

1 In the Statistics tab, find the required statistic. For more information about finding records,
see Using the Find Screens (on page 14).

2 Change the details of the statistic as required.

3 Click Save

Result: The changes are saved to the database and you return to the Statistics tab.

Deleting a statistic

Follow these steps to delete a statistic.

Step Action

1 In the Statistics tab, find the required statistic. For more information about finding records,
see Using the Find Screens (on page 14).

2 Click Delete.
Result: You are prompted to confirm the deletion.

3 Click Yes.

Result: The record is deleted.

Note: You cannot delete a statistic if there are references to it within SMS.
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Find Statistics screen

Here is an example Find Statistics screen.

SU - Find Statistics =3

[ Search ] [ Clear ] [ Close ]
Application | sysTEM W

Statistic 1D Application Description Period Collectiol
ALARMDAEMON SYSTEM Liptime for smsAlarmDaemon process 36400 Alvays rel
CPU_LOAD SYSTEM P Usage 300 Alvays rel
DISK_AVAIL SYSTEM Disk Space Free 600 Alvays rel
DISK_IJTIL SYSTEM Disk Space Used 600 Alvays rel
MEM_AYAIL SYSTEM Memory Availability 300 Alvays rel
MEM_IITIL SYSTEM Mernory Usage 300 Alvays rel
STATSDAEMON SYSTEM Liptime for smsStatsDasmon process 36400 Alvays rel
UPTIME_MCODE SYSTEM Liptime for the node 36400 Alvays rel
< >

For instructions on using the screen, see Using the Find Screens (on page 14).

Setting Statistics Thresholds

Introduction

Use the Statistics Thresholds tab of the Statistics Management screen to set/configure the thresholds of

the statistics that are collected.

Every statistic has a value that changes constantly. If the value of the statistic reaches the threshold that
you define using these rules, an alarm is generated and sent to the Alarm Management system.
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Statistics Thresholds tab

Here is an example Statistics Thresholds tab.

O 5U - Statistics Management [ZJ[EJ@|

[ Find ][ Save ][ Delete ][ Clear ][ Close ]

Statistics Thresholds

Marme

Application
Descripkion
Alarm Text

Severity

@ Inkeger Cornparison
O Percentage Compatison

W

() Warning

() Errar

() Critical
Rule

Sum Of Surm Of
ALARMDAEMON # | | BLARMDAEMON ~
CPU_LOAD CPU_LOAD
DISK_AVAIL DISK_AVAIL
DISK_UTIL DISK_UTIL
MEM_AYAIL w | [MEM_AVAIL v
< > < >

SYSTEM v

(&) Information

Statistics Thresholds fields

The table below describes the function of each field.

Field Description
Name Unique identifier for the statistic threshold.
This may be up to 50 alphanumeric characters in length and is compulsory.
Application List of available applications.
Displays all applications available for statistics collection.
Description Description of the statistic threshold rule.
This may be up 2000 alphanumeric characters in length.
Alarm Text Text that is to be displayed in the alarm.
This is the text that appears in the alarm when the threshold is reached. The
alarm text may be up to 80 characters in length and is compulsory.
Severity Levels of severity raised when this threshold is reached.
Rule This set of fields is used to create a threshold rule formula.
See the threshold rules below.

Threshold rule

These are the poss

format

ible formats of the threshold rules:
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Columnl - ColumnZ? Operator Value

Columnl - ColumnZ2 Operator PercentageStatistic
Columnl Operator Value

Columnl Operator PercentageStatistic

Threshold rule fields

Here is description of each field (the percentage and integer fields will only display if the relevant option
is chosen).

Parameter Description

Columnl This column contains a list of statistics created for a particular application.

To view the statistics applicable to your application, ensure that the application
name appears in the Application field.

Select one or more statistic in this column by holding down Ctrl and clicking on
them with the mouse.

All Column 1 statistics selected are added together to form a sum total.

Column2 This column contains a list of statistics created for a particular application.
It is identical to the statistics displayed in Column 1.

Select one or more statistic in this column.

All Column 2 statistics selected are added together to form a sum total.
The sum total of Column 2 is subtracted from the sum total of Column 1.

This column is optional. If this column is empty, no values from this column will be
included in the calculation.

Comparison_type | These radio buttons indicate whether the threshold will be against an integer
value or a percentage of a system variable.

Operator The operator is either:
[} <
[} >

Note: The operator disappears if you choose the percentage comparison type, but
it is still included in the calculation.

Percentage The percentage and value that the result of Column 1 and 2 results are compared
against.

Statistic If you are using the percentage comparison, this column contains a list of
statistics that will be compared against the result of Column 1 and 2.

Value If you are using the integer comparison, this is the integer value that the result of

Column 1 and 2 results are compared against.

Threshold rule examples

Here are two examples of threshold rules.

Example One
A user performs the following steps:
Where: DISK_AVAIL is 150 and DISK_UTIL is 142.

1 Selects DISK_AVAIL statistic from Column 1.
2 Selects DISK_UTIL statistic from Column 2.
3 Selects Integer Comparison.
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4  Selects the < operator.
5 Enters the value 10 in the box.

Result:

e System subtracts statistic 2 from statistic 1 (150 — 142).
e Compares the result against the integer value (8 < 10).
e Finds that it is less than 10.

e Generates a statistic notification.

Example Two

A user performs the following steps:
Where: MEM_UTIL is 94.00 and MEM_AVAIL is 100.00.

Selects MEM_UTIL statistic from Column 1.
Selects the > operator.

Enters the value 90 in the box.

1
2
3 Selects Percentage Comparison.
4
5

Selects MEM_AVAIL from the statistic drop down box.

Result:

e System takes the value of statistic 1 (94.00).

e Compares the statistic against the percentage of the value in the drop down box (94.00 > 90.00).
e Finds that it is greater than the resolved percentage value.

e Generates a statistic notification.

Adding a threshold

Follow these steps to add a new statistic threshold.

Step

Action

If the fields in the tab are already populated, click Clear.
In the Name field, enter the name of the statistics threshold.

From the Application drop down list, select the application the statistics will be collected
from.

In the Description field, enter a description of the statistics threshold.
In the Alarm Text field, enter the text which will appear in the alarm.
From the Severity options, select the severity of the alarm notification.
From the first Sum Of box, select either single or multiple statistics.

Click on the required statistic or press and hold Ctrl down while clicking on each required
statistic.

You must select at least one statistic from this column.
From the second Sum Of box, select either single or multiple statistics.

Click on the statistic required or press and hold Ctrl down while clicking on all statistics
required.

This column is optional. However, if you select statistics from here, the sum total of these
are subtracted from the sum total of the first column. Otherwise this column is not
included in the calculation.

Select the greater than (>) or less than operator (<).

Note: The operator disappears if you choose the percentage comparison type, but it is still
included in the calculation.
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Step Action

10 If the value you wish to compare against is:
e An integer (for example, 10 or 700) select Integer Comparison

e A percentage (for example, 10%, 100%) select Percentage Comparison
11 If you selected:

e Integer comparison, go to step 12

e Percentage comparison, go to step 13

12 Enter a value in the box. The result of the rule is compared against the value you enter in
this field. Go to step 15.

Example: (Sum total of statistics 1) - (Sum total of statistics 2) > value

13 Enter a value in the % of box.

14 Select another statistic from the drop down box.
This enables you to compare the results of the rule against the value of another statistic.
Example:

(Sum total of statistics 1) - (Sum total of statistics 2) < n% of (value of statistic x)
15 Click Save.
Result: The details are saved to the database.

Changing a threshold

Follow these steps to change the statistic threshold:

Step Action

1 Find the required statistic threshold on the Statistics Thresholds tab. See Using the Find
Screens (on page 14).

2 Change the details of the Statistic Threshold as required. For more information about
amending statistics rules, see Adding a threshold (on page 96).

3 Click Save.

Result: The changes are saved to the database.

Deleting thresholds

Follow these steps to remove a statistic threshold.

Step Action

1 Find the required statistic threshold on the Statistics Thresholds tab. For more information,
see Using the Find Screens (on page 14).

2 Click Delete.
Result: The Statistics confirmation prompt appears.

3 Click OK.

Result: The statistics threshold is deleted from the database.
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Find Statistics Threshold screen

Here is an example Find Statistics Threshold screen.

© 5U - Find Statistics Threshold

| Search |[ Clear H Close ]
Mame | |
application
Alarm Severity lq,o,ny;—v|
Mame Application Severity Alarm Text
< ¥

For instructions on using the screen, see Using the Find Screens (on page 14).
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Chapter 8
Statistics Viewer

Overview

Introduction

This chapter explains how to access the statistics viewer and describes the features of the screen.

In this chapter

This chapter contains the following topics.

Statistics VIEWET MOAUIE ......oooiiiiie ettt e et e e et e e e sraeeeesnnreeeeenns 99
ConfigUIING StAtISTICS .. .uvviiiiii e e e e e e e e e e rreeeaaaeeas 100
VIEWING STALISHICS .. uveiiiii i e e e e e e e e e e arnae s 103

Statistics Viewer Module

Introduction

The Statistics Viewer screen shows a list of the monitored statistics and allows the list to be edited. A
default list of statistics to show are configured. It contains these tabs:

e Configure Statistics (on page 100)
o View Statistics (on page 103)

Accessing the Statistics Viewer screen
Follow these steps to access the Statistics Viewer screen.

Step Action
1 Select the Operator Functions menu from the SMS Main screen.

FEX

O SU - Service Management System

File Services NeJsEEGTARN AN Help
Mode Management
User Managemenk
Change Password
Report Functions

Alarm Management

Skatistics Management -I e &
Stakistics Wiewer -

Replication Check,

Set Debug Options
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Step Action

2 Select Statistics Viewer.
Result: You see the Statistics Viewer screen.

Configuring Statistics

Introduction

Use the Configure Statistics tab of the Statistics Viewer screen to add, edit, and delete system statistics.
Available system statistics are managed through the statistics management screens.

Each line of the table contains the details of a single statistic and the configured warning ranges. The
statistic name is taken from the statistic definitions in the SMF database. The minimum and maximum
values for each range are entered by the user.

SMS statistics are simply stored as numbers, so the context of the ranges needs to be determined by
the user. In the example data, the statistics are all percentages, but other statistics might count the
number of certain events or measure absolute amounts (for example, disk usage in KB).

The statistics settings are stored in a database table in the SMF and queried when the screen is loaded.
This allows the same statistics to be monitored across different SMS screen sessions.

Note: The configuration is a global configuration, and not a per-user one.

Configure Statistics tab

Here is an example of the Configure Statistics tab.

istics Viewer

Configure Statistics

Statiskic Acceptable Min Acceptable Max | Warning Min Warning Ma Alarm Min Alarm Max
CPU Usage 0 1 = 3 4 100

#4% (Eaw_Service - NUM_TERM) 1 100 101 200 201 2147453647

#*%* (054 _Charging - O3A_DEBIT_UNL.. (1 101 10z 200 201 2147453647

Refresh Period: |&0 seconds m
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Configure Statistics fields

This table describes the function of each field.

Field Description

Refresh Period The number of seconds before the screens refresh the statistics display from the
database. Defaults to 60 seconds.

Allowed values:
e 60-9999

Note: If the refresh period is shorter than the period used by the system utilities to
generate and store the statistics, not all refreshes show changes.

Adding a new statistic

Follow these steps to add a statistic.

Step Action

1 In the Configure Statistics tab, click New.
Result: The New Statistic Ranges screen displays.

B New Statistic Ranges @

Application I0: SYSTEM v
Skatiskic IC: CPU_LOAD w
Descripkion:

Acceptable Range: |0 to |75

‘\Warning Range: Fi:) ko |90

Alarm Range: a1 to 100

2 From the Application ID: drop down box, select the application that the required statistic is
for.

The items in this list are read from the database and can be added, edited, and deleted
through the Statistics Maintenance screens. For more information, see Creating Statistics
(on page 90).

3 From the Statistic ID: drop down box, select the required statistic.
Result: The statistic name appears in the Description field.
The items in this list are read from the database and can be added, edited, and deleted
through the Statistics Maintenance screens. For more information, see Creating Statistics
(on page 90).

4 In the left Acceptable Range field, enter the minimum value for the range. In the right
Acceptable Range field, enter the maximum value for the range.

Note: Ensure that this range does not overlap with the Warning Range or the Alarm
Range.

5 In the left Warning Range field, enter the minimum value for the range. In the right Warning
Range field, enter the maximum value for the range.

Note: Ensure that this range does not overlap with the Acceptable Range or the Alarm
Range.
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Step Action

6 In the left Alarm Range field, enter the minimum value for the range. In the right Alarm
Range field, enter the maximum value for the range.

Note: Ensure that this range does not overlap with the Acceptable Range or the Warning
Range.

7 Click OK to save the details as a new row in the table on the Configure Check screen and
close the screen.

Editing a statistic
Follow these steps to edit an existing statistic.

Step Action

1 From the Configure Statistics tab, select the required statistic and click Edit.
Result: The Edit Statistic Ranges screen appears and displays the record's details.

B Edit Statistic Ranges @

Application I0: SYSTEM ~
Skatistic I0: CPU_LOAD L
Descripkion:

Acceptable Range: |0 to |75

‘Warning Range: 76 ko |90

Alarm Range: 91 to 100

Note: The Statistic description becomes disabled and cannot be edited.

2 Make the necessary edit in the Acceptable, Warning, and Alarm ranges. For more
information, see Configure Statistics fields (on page 101).
3 Click one of the following.

¢ OK to save the details to the statistic in the table on the Configure Check screen
and close the screen

e Cancel to close the screen without saving the changes.

Deleting a statistic

Follow these steps to delete an existing statistic.

Step Action

1 From the Configure Statistics tab, select the statistic to delete and click Delete.
Result: The confirmation prompt appears.

2 Click OK to delete the statistic from the table on the Configure Check screen and close
the screen.
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Change the order of statistics

Follow these steps to change the order of the statistics.

Step Action

1 From the Configure Statistics tab, select the statistic to move and click Up or Down.
Result: The selected statistic moves up or down in the display table.

Viewing Statistics

Introduction

The View Statistics tab of the Statistics Viewer screen shows a summary of the monitored statistics for
each node.

Each monitored SLC node is listed along the top of the screen. Under each, there is a line for each
statistic (in the same order as in the configuration table).

The database is queried periodically to update the displayed values. This period is set in the Configure
Statistics screen. For more information, see Configuring Statistics (on page 100).

View Statistics tab

Here is an example of the View Statistics tab.

Wienww Statistics
Statistic ID Period (sec) Mode nzwn-test0l
**% (Eax_Service - NUM_TERM) 120 0
#4054 Charging - ©56_DEBIT_UMITS_SENTY 60 i
CPU Usage 300 Jul

View Statistics fields

This table describes the function of each field.

Field Description

Period The period in which the statistics is collected.
For more information, see Statistics fields (on page 91).

Node The node or remote machine from which the statistics are collected. The
displayed colors show the configured range for the statistics.
For more information, see Display colors. (on page 104)

Chapter 8, Statistics Viewer 103



Display colors

This table shows the meaning of the colors displayed in the View Statistics tab. The display color of each
statistic is determined by the configured ranges.

Colour Range

Green The statistic is in the acceptable range.
Yellow The statistic is in the warning range.
Red The statistic is in the alarm range.
Neutral The statistic is not in a defined range.
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Chapter 9
The Report Functions

Overview

Introduction

This chapter explains how to access the report functions and describes the features of the screen.

In this chapter

This chapter contains the following topics.

The Report FUNCHONS MOAUIE ........ooiiiiiiiieeeeeeeeeeee ettt eee e e e e eeaeseasessssssesnsesnsennnes 105
Y=Y [=Ter (] g Yol =T oo T4 (PP U TSP PPPT 106
SChedUuliNg REPOIES ......uviiiiiie e e e e e e et e e e e e e e s narreeeaaaeeas 108
Adding REPOIt PArameEters ...........uuuuuueii s 110
Generating the REPOI ... ...oiii e e e e 111

The Report Functions Module

Introduction

The Report Function screen allows you to manage reports. It contains one tab:
e Report Selection (on page 106)

Accessing the Report Functions screen

Follow these steps to access the Report Functions screen.

Step Action
1 Select the Operator Functions menu from the SMS Main screen.

O SU - Service Management System E| |E|E|
File

Services NEEENGTESI TN Help
Mode Management
User Management
Change Password

Report Functions

Alarm Management

Skatistics Management ™= Le &
Skatiskics Yiewer -

Replication Check,

Set Debug Options
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Step Action

2 Select Report Functions.
Result: You see the Report Functions screen.

Selecting Reports

Introduction

Use the Report Selection tab of the Report Functions screen to view and select the reports that the user
has access to.

Report Selection tab

Here is an example Report Selection tab.

£ slJ - Report Functions

Report Selection
Available Reports Schedule
=-Apps
=335

=-Statistics

Alarm Stats
Application Stats
Sinap Skaks

Systern Stats
[=-Surnmary

“pll User Mames
Failed Login Attempts
+-Installed Applications
[ Login User Mame
[#-Acs_Service

Report Selection fields

The table below describes the function of each field.

Field Description

Available Reports | Lists all reports available to the user.

Schedule Lists all scheduled reports.

The schedule for the report lists the frequency and time that the report is
scheduled to be generated.
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Adding a report to a schedule

Follow these steps to add a new report to the schedule.

Step Action

1 Expand the list of reports under the Available Reports list.

2 Select the report name to schedule.

3 Click Add.
Result: You see the Report Schedule screen (on page 108).

4 Add the report schedule using the instructions in Scheduling Reports (on page 108).
Result: The selected report is added to the Schedule list.

5 Click Close.

Editing a report schedule

Follow these steps to edit a report schedule.

Step Action
1 Expand the list of reports under the Available Reports list.
2 Select the report to edit.
Result: The details appear in the Schedule list.
3 Select the required schedule in the Schedule list.
4 Click Edit.
Result: You see the Report Schedule screen (on page 108).
5 Edit the report schedule using the instructions in Scheduling Reports (on page 108).
6 Click Close.

Deleting areport schedule

Follow these steps to delete a report schedule.

Step Action
1 Expand the list of reports under the Available Reports list.
2 Select the report to remove.

Result: The details appear in the Schedule list.
3 Select the required schedule in the Schedule list.
4 Click Delete.

Result: The report schedule is deleted from the database.
5 Click Close.

Generating a report

Follow these steps to generate a report.

Step Action
1 Expand the list of reports under the Available Reports list.
2 Select the report to generate.
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Step Action

3 Click Generate Report.

Result: You see the Generate Report screen.
4 Generate the report using the instructions in Generating the Report (on page 111).
5 Click Close.

Scheduling Reports

Introduction

Use the Report Schedule screen to schedule reports that will be automatically generated by the system.

These reports can be delivered by e-mail and/or directed to a printer. Reports are run at the time
specified in this screen.

Note: The time and date used is the system date of the SMF database, which is not necessarily the
same as the local time of the user scheduling the report.

A scheduled report is generated by the system at the time specified by the selected period (that is, daily,
weekly, or monthly) until the Scheduled Report frequency is changed or the scheduled report is deleted.

Report Schedule screen

Here is an example Report Schedule screen.

i sy - Report Schedule

Application:  SMS
Report Mame:  Application Stats
Description: | ACS

(%) Daily Report

) Weekly Repart
") Manthly Repart
() One-aoff Repart

Tire OF Day: |4:15  »
Email Addresses: | admin@telcoexanmple.com

Prinker:

[ Save ][ Cancel ]

Report Schedule fields

The table below describes the function of each field.

Field Description
Application This field displays the name of application.
Report Name This field displays the name of the report.
Description Description of the scheduled report.
This may be up to 256 characters in length and is an optional field.
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Field Description

Daily Report Frequency of report.

If this option is selected, the report prints daily at the time displayed in the Time of
Day field.

Weekly Report Frequency of report.

If this option is selected, the report prints weekly on the day of the week selected
from the drop down list.

Monthly Report | Frequency of report.

If this option is selected, the report prints monthly on the day of the month
selected from the drop down list.

One-off Report This type of scheduling is for reports that are only run once at a designated date
and time.

After a report has run, it is not executed again.

Time of Day Time of day that the report is generated. This field uses a 24 hour clock format.

This list gives the times of day that reports may be generated. The reports may
be generated at half-hour intervals throughout the day. If a time is not explicitly
selected, the system generates the report at 00:00.

Note: This time is whatever the local time zone for the SMS machine has been set
to. The local time zone value can be configured in sms.html. For more information,
see Service Management System Technical Guide.

Email Addresses |Email address(es) of the person or people who should receive the report.
For multiple addresses, separate each e-mail address with a space.

The only restriction to this field is the maximum size 256 characters.

If the Printer field is not filled in, this field is required.

Printer Enter the full address and name of printer that the report is to be sent to.
This printer must be set up on the machine the SMS is running on.
If the Email Addresses field is not filled in, this field is required.

Changing a schedule

Follow these steps to add or change a schedule.

Step Action
1 Click Parameters on the Report Schedule screen.
2 Enter the parameters using the instructions in Adding Report Parameters (on page 110).

Note: This defines the reporting parameters (that is, what is to be reported).

In the Description field, enter the description of the schedule.

Select the report frequency you require from the report frequency options.

If the report frequency is other than daily, select the required date.

From the Time of Day drop down box, select the time to generate the report.

To send reports to an email address, enter the e-mail address in the Email addresses field.
If you want the report to be sent to a printer, enter the printer address in the Printer field.
Click Save.

Result: The changes are saved to the database.

© 00 NO O b W
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Step Action

Note: This option appears disabled unless a value is specified in the Email Addresses or
Printer fields.

For more information about the fields on this screen, see Report Schedule fields.

Adding Report Parameters

Introduction

Use the Parameters screen to enter the parameters for reporting (that is, define the applications and
statistics to report against).

Accessing the Parameters screen

Access this screen by clicking Parameters on the Report Schedule screen.

Parameters screen

Here is an example Parameters for: 'Report_Name' screen.

< parameters for: ‘Application Stats®

Generate

Report Application: SMS
Report Narme: Application Stats
Report File: ‘Statistics/smsStatsany. sh'

Hours Since |24 % | The number of hours to go back,
Application | Acs_Service ({Character field, min length=1, max length=20)

Report Type | All Entries » | Type of report

Note: The screen displays different fields, depending on the report chosen.

Parameters fields

The table below describes the function of each field for the above example. Different reports display
different fields.

Field Description

Report Name of application (display only).

Application

Report Name Name of the report (display only).

Report File Name of the file used to generate the report (display only).
Applications Name of the applications to report. Report dependent.
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Field Description

Hours Since Hours to report. Report dependent.

Report Type Summary or detailed report. Report dependent.

Adding parameters

Follow these steps to add report parameters.

Step Action
1 Enter the applications to report. Separate each application with a white space.
2 Enter the statistics to report. Separate each statistic with a white space.
3 Enter the hours to report. Separate each hour with a white space.
4 Click Save.
Result: The details are saved to the database.
5 Click Close.

Result: You return to the Report Schedule screen.

Generating the Report

Introduction

Use the Generate tab on the Generate Report screen to generate the report.

This screen enables you to enter search parameters for reports that have user definable search
parameters. Depending on your operating system, the generated reports are viewable on one of the
following:

e On the Output tab, which appears next to the Generate tab
¢ In a separate browser window

Note: Disable any pop-up blockers before generating reports.
Accessing the Generate Report screen

Access this screen by clicking Generate Report on the Report Selection tab of the Report Functions
screen.
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Generate tab

Here is an example Generate tab.

£ Generate Re

port ‘Application Stats’

Generate

[ Close H Start Report ]
Report Application: SM3
Report Narme: Application Stats
Report File: ‘Statistics/smsStatsany. sh'

Hours Since |24 | The number of hours to go back,
Application | Acs_Service ({Character field, min length=1, max length=20)

Report Type | All Entries » | Type of report

Note: The screen displays different fields depending on the report chosen.

Generate fields

The table below describes the function of each field for the above example. Different reports display

different fields.

Field Description

Report Name of application (display only).
Application

Report Name Name of the report (display only).

Report File Name of the file used to generate the report (display only).

Applications Name of application(s) to report. Use any value from the Application field on the
Statistics tab of the Statistics Management screen.

Report Type Summary or detailed report. Report dependent.

Hours Since Hours to report. Report dependent.

Generating and viewing a report

Follow these steps to generate and view a report.

Note: Ensure any pop-up blockers are disabled before generating a report.

Step
1

Action

Enter the report parameters, if required. Separate each parameter in the same field with a
white space.

Click Start Report.

Click the Output tab.

Note: Depending on your operating system, the report may appear in a separate browser
window instead of on the Output tab.
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Step Action

4 View the contents of the report.
5 Click Save As to save the contents of the report.
6 Click Close.
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Chapter 10

Using the Replication Check System

Overview

Introduction

This chapter explains how to access and operate the Replication Check options.

Replication checks enable the user to set up a replication check and then run it.

In this chapter

This chapter contains the following topics.

Replication CheCk MOAUIE...........ooiiiiiiiieeee et e e e e e e e e e ebre e e e e e e e e eanes 115
Configuring Replication ChECKS ..........ccooiiiiiiiiii e 116
Viewing Replication Check REPOIS .........cocoiiiiiiiiiiiiic e 120

Replication Check Module

Introduction

The Replication Check System screen allows you to manage reports. It contains two tabs:
e Configuring Replication Checks (on page 116)

e Viewing Replication Check Reports (on page 120)

Accessing the Replication Check screen

Follow these steps to access the Replication Check screen.

Step Action
1 Select the Operator Functions menu from the SMS Main screen.

FEX

O SU - Service Management System

File Services NeJsEEGTARN AN Help
Mode Management
User Management
Change Password
Report Functions

Alarm Management

Skatiskics Management -I e &
Skatistics Yiewer -

Replication Check.

Set Debug Options
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Step Action

2 Select Replication Check, or use the Ctrl+C shortcut keys.
Result: You see the Replication Check screen.

Configuring Replication Checks

Introduction

Use the Configure Check tab of the Replication Check screen to add, edit, and run replication checks. The
replication check definitions are lost when the SMS screens are closed.

It shows a single line (with parameters) for each test. The parameters listed are the name of the
replication group, the name of the database table, and the nodes that this test concerns.

On first use, the table does contain any entries. To run a replication check test, you must populate the
table with appropriate entries.

Configure Check tab

Here is an example of the Configure Check tab.

< Replication Check

Configure Check
Group Mame Table Mame Modes

Mazximurn Discrepancies Per Repork

|:| End Comparision After Maximum Discrepancies

Configure Check fields

This table describes the function of each field.

Field Description

Maximum Specifies the maximum number of errors reported in the log. If it is left empty, all
Discrepancies errors are reported.

Per Report
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Field

Description

End Comparison [When checked, the comparison terminates after the maximum number of errors
After Maximum specified in Maximum Discrepancies Per Report is reached.
Discrepancies

Running replication checks

Follow these steps to run the replication checks.

Note: All replication checks described in the table are run at the same time. This can have a serious
affect on CPU load and system performance.

Step
1

Action

On the Configure Check tab, click Run All.
Result: A Warning dialog box appears and the Run All button becomes disabled.

< Warning
Please double check your definitions and current CPU load.
his action may have severe impact loading on the CPU.

Ensure that you have confirmed your definitions and current CPU load before continuing
with this function.

To restrict the load created by running the reports:

a. Select the End Comparison After Maximum Discrepancies check box.
b. Enter the maximum number of errors to report in the Maximum Discrepancies Per
Report field.

Click OK to continue.

Result: The replication check starts. The details in the screen are converted into an
instruction message, which is sent to the resync/comparison server.

The Comparison Progress dialog launches to show the progress of the comparison.

Comparison Progress

MNodes Progress Checking Discrepancies Message
302 Complete i} Error: Mode Unavailable ~
v
[ Close ] [ Show Raw Messages ]

Each node in the comparison has a line with the node number, a progress bar, a status
message, and the current number of discrepancies found.

The progress bar shows how far through the comparison the node is, in terms of the
number of records to be checked.

The Discrepancies column lists the number of discrepancies found on the SLC so far.

Details from the status messages are reported on the screen under the Message column. If
the server reports an error comparing a node, such as being unable to connect to the client
node, this will also be noted here.
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Step Action

4 To see the raw messages, click Show Raw Messages.
Result: The raw messages are displayed, as shown in the example above.
To hide the messages, click Hide Raw Messages.
To cancel the reports, click Cancel.

Result: The comparison/resync server aborts the comparison and it does not finish. The
client on the SLC then allows a new connection.

5 After the comparison is finished, Cancel is relabeled to Close. When you finish running the
reports, click Close.

Result: The screen closes and Run All becomes enabled again.

Adding a new replication check

Follow these steps to add a new replication check.

Step Action
1 On the Configure Check tab, click New.
Result: The New Replication Test screen appears.
New: Replication Test E|
Group Mame a'J\'ZZS_IZZFJ\LL_F'LN'-l hd | @ Compare based on group
Table Marne () Compare based on table
Kew One: |ID | From: | |
To: | |
Kew Twa: | | From: | |
To | |
Key Three; | | From: | |
| |

Ta!

ok
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Step Action

2 To compare based on a:
e Replication group, select the Compare based on group option
o Database table, select the Compare based on table option
Results:

If Compare based on:

e Group is selected, the appropriate table name, primary key names, From and To
values for the primary keys are populated from the definition of that replication
group (as defined in the Node Management screen). All these text fields will be
disabled. Additionally, the nodes list will have all nodes that the group is
replicated to selected by default, though the user can change what is selected.
Additionally, the combo boxes and text boxes will be set to grey when disabled,
as a visual cue for the user.

e Table is selected, a group name is generated (for user reference) and the primary
key names are populated. The From and To values must be entered for each key
by the user. Additionally, all selections in the node list will be unselected. The
node list is automatically populated from the database and shows all nodes that
the chosen group or table is replicated to. The user may select nodes for the
comparison to check in the list at the bottom. Multiple selections are allowed by
holding down Ctrl when selecting.

3 Click OK to save the replication test (for use during this session).

Note: Clicking either button also closes the screen.

Editing a replication check

Follow these steps to edit a replication check.

Step Action

1 From the Configure Check tab, select the replication test to edit and click Edit.
Result: The Edit Replication Test screen appears.

Edit Replication Test

(eI TGOS CALL PLAN b @ Compare based on group
Table Mame () Compare based on table
Key One: 1D Frorm:

Ta:
Eey Twio: Frorm:

Ta:
Kery Three: From:

To:

hodes:  ElEAEE

2 Edit the values as described in Adding a new replication check (on page 118).
3 Click OK to save the changes and close the screen.
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Deleting a replication check

Follow these steps to delete a replication check.

Step Action
1 From the Configure Check tab, select the test to delete.
2 Click Delete.
Result: The Confirm Deletion prompt appears.
3 Click OK to delete the test.

Note: All tests are cleared when the SMS Java screens are closed.

Viewing Replication Check Reports

Introduction

This screen allows you to browse the reports created by the comparison/resync server at the end of
each comparison. These reports compare the data held in the SMF database with the data in the
specified SLC databases.

View Reports tab

Here is an example of the View Reports tab.

O Replication Check

View Reparts

;| SCP Modes Group SMF_STATISTICS_DEFM for table SMF_STATISTICS _DEFM:
E'!—_l 30 Total number of SMS records in group .
—» BINITE ] Total number of SCP records in graup

Mumber of discrepancies discovered: ..
These ocourred a3 follovws:

Total records missing from SCP: ...
Total records on SCP but not on Shap: .
Total records whose data differs between SMP and SCP; L 0
Detailz of differences:

Records missing from the SCP:

Records on the SCP but not on the ShP:

Records whose data differs between SMP and SCP:

Summary of Comparizan:

Comparizon report for node
Comparizon begun at ...
Comparizon ended at .
Total tables compared
Total groups compared ..
Tatal comparizons made
Total dizcrepancies found ..

) |
Med Jan 21 15:57:14 2004
Med Jan 21 15:57:14 2004
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View Reports fields

This table describes the function of each field.

Field

Description

left hand area

Shows a list of the replication nodes and reports.

right hand area

Displays the details of the report selected in the left hand area.

Viewing a replication check report

Follow these steps to view a replication check report.

Note: To refresh the list of reports in the left hand area, click Refresh.

Step Action
1 In the View Reports tab, select a node from the left hand area.

Result: The reports for that node are displayed in the left hand area.
2 Select a report.

Result: The details of the report are displayed in the right hand area.
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Chapter 11

Using Set Debug Options

Overview

Introduction

This chapter explains the set debug options function and how to use it.

In this chapter

This chapter contains the following topics.
St DEDUQG OPLIONS ...t e e e e e e e e e e e b e e e e e e e e e naarareaaaeeas 123

Set Debug Options

Introduction

Administrators use the set debug options function to enable tracing for Java console and Oracle
messages. The tracing options available on this screen are applicable only to the current session.

If tracing is turned on for Java console messages, more information is displayed on the current Java
console.

By enabling Oracle tracing, the tracing and timing values of all SQL calls initiated in your current session
are written to an Oracle trace file.

Usage:
SORACLE BASE/diag/rdbms/smf/SMF/trace/smf ora file user.trc
where:

e fileis a number generated by Oracle
e useris the name of the SMS user

Note: This function is available only to system administrators. Other users cannot view this option on the
Service Management System main screen. Enabling Oracle tracing increases the load to the Oracle
server, so use this function with care.

Accessing Set Debug Options

Follow these steps to access the Set Debug Options screen.

Step Action

1 Select the Operator Functions menu from the SMS Main screen.
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Step Action

O SU - Service Management System |Z||E|E|
File

EE - DOperator Functions Mg

Mode Management

User Management

Change Password

Report Functions

Alarm Management

Statistics Management ™ LE &
Skatistics Yiewer o

Replication Check,

Set Debug Cptions

2 Select Set Debug Options.
Result: You see the Set Debug Options screen.

Setting debug options
Follow these steps to set up tracing options.

Step Action

1 Open the Set Debug Options screen.
Result: You see the Set Debug Options screen.

£ Set Debug Options

Oracle tracing lewvel ‘OFF w ‘

[ Cancel H Save ]

2 From the Java console tracing drop-down menu, select one of the following:
e On to enable tracing

e Off to disable tracing
Repeat the step for the Oracle tracing level drop-down menu.
3 Click Save to affect the options.
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Chapter 12

Using Help

Overview

Introduction

This chapter explains how to access the help screens.

In this chapter

This chapter contains the following topics.

ACCESSING HEID ..ttt s 125

Accessing Help

Introduction

Help screens are available on all screens and tabs. They display context sensitive help text related to
the screen or tab from which the help was initiated.

The help information that is given includes descriptions of the fields on the screen and procedures for
performing the basic functions of the screen.

Accessing a help screen

To access the context sensitive help for a screen or tab, click the Help button.

Help screen

Here is an example Help screen.
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In this example, this is the context sensitive help that displays when you click Help on the Statistics tab of
the Statistics Management screen.

-
| £:| Help Navigator @Elg

Eile Yiew Go Tools Help

< v o [EEE

Contents
B KM

Statistics Management

IC

Service Management System Help
Copyright

G- Llsing the Find Screens

[+ @ Mode Management Module

[+ @ Llzer Management Module

£ @ Change Password Module

£ QAIarm mManagement Madule

= ml Statistics Management Module

Introduction

Introduction

The Statistics tab of the Statistic Managerment scr
or delete statistics.

Statistics fields

This tahle describes the function of each field.

1ent

@ Setting Statistics Thresholds

Field Description
Eo- Statistics Viewer Module

£ QThe Report Functions Module
-6 Replication Check Module

> @ Set Debug Options Application Select the application fro

B Llsing Help =)

T D | e o il
)

Statistic Name. This field
alphanumeric characters

Statistic 1D

Mote: This list is created

Description of Help screen

The Oracle Help for Java screen consists of two elements:

e Help Navigator
e Help Topic Window

Using the buttons on Help Navigator, you can open Help Windows, either docked to the Navigator, or as
any number of separate Help Topic windows.

Help Navigator

The table below describes the function of each item on the Help Navigator.

Item Description

Contents tab Displays the table of contents for all help screens available within the application.
Double-click on an item in the table to open the Help topic.

Index tab Displays the index for the help. Type the first letters of a word, to display.

Search tab Displays the search fields, allowing you to search for any element within the help.

=] Display - Displays the topic selected in the menu in the open help topic window,
or opens a window if none is open.

[ﬂ D?szlay in New Window - Displays the topic selected in the menu a new help topic
window.
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Help Topic Window

The table below describes the function of each item on the Help Topic Window.

Description

L Left and right buttons - Go to the previous, or next help topic in the menu.

Print - Prints selected help topic.

Dock - Docks the selected help topic window with the Help Navigator.

Co e || 4

Undock - Undocks the help topic window from the Help Navigator.
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Glossary of Terms

AC
Application Context. A parameter in a TCAP message which indicates what protocol is conveyed. May

indicate, for example, MAP, CAMEL, or INAP. Also usually specifies the particular version of the
conveyed protocol, for example, which CAMEL Phase.

ACS

Advanced Control Services configuration platform.

CCS

1) Charging Control Services (or Prepaid Charging) component.

2) Common Channel Signalling. A signalling system used in telephone networks that separates
signalling information from user data.

Convergent
Also “convergent billing”. Describes the scenario where post-paid and pre-paid calls are handed by the

same service platform and the same billing system. Under strict converged billing, post-paid
subscribers are essentially treated as “limited credit pre-paid”.

CPU

Central Processing Unit

DTMF

Dual Tone Multi-Frequency - system used by touch tone telephones where one high and one low
frequency, or tone, is assigned to each touch tone button on the phone.

GUI

Graphical User Interface

IN

Intelligent Network

Inferior Master Replicator

The Inferior Master Replicators are the Master Replicators which run on SLCs. They must have node
numbers from 2-255. If the SMS Master Replicator is unavailable, the Inferior Master with the highest
node number will take over the role of SMS Master Replicator until it returns.

IP

1) Internet Protocol

2) Intelligent Peripheral - This is a node in an Intelligent Network containing a Specialized Resource
Function (SRF).
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IP address

Internet Protocol Address - network address of a card on a computer.

ITU

International Telecommunication Union

Master Replicator

The SMS Master Replicator is the Master Replicator which runs on the SMS. ltis also know as a
validator and always has the node number 1.

Replicator

The concept of replication. This does not describe any single part of replication (that is, ACSMaster of
updateLoader), more the fact that information gets sent from one node to another.

SCP

Service Control Point. Also known as SLC.

SLC

Service Logic Controller (formerly UAS).

SLEE

Service Logic Execution Environment

SMS

Depending on context, can be:

e Service Management System hardware platform

e Short Message Service

e Service Management System platform

e Convergent Charging Controller Service Management System application

SNMP

Simple Network Management Protocol. Usually responsible for notifying faults on a network.

SQL
Structured Query Language - a database query language.

SRF

Specialized Resource Function — This is a node on an IN which can connect to both the SSP and the
SLC and delivers additional special resources into the call, mostly related to voice data, for example

play voice announcements or collect DTMF tones from the user. Can be present on an SSP or an
Intelligent Peripheral (IP).

SSF
Sub Service Field.
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SSP

Service Switching Point

TCAP

Transaction Capabilities Application Part — layer in protocol stack, message protocol.

TMN

Telecommunications Management Network - an interface to provide alarm, system configuration and
monitoring information from both:

¢ ACS andthe SLC, or
e SMS-MT and the SLC.

URL

Uniform Resource Locator. A standard way of specifying the location of an object, typically a web page,
on the Internet.

VPN

The Virtual Private Network product is an enhanced services capability enabling private network
facilities across a public telephony network.

VWS

Oracle Voucher and Wallet Server (formerly UBE).
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