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Oracle ZFS Storage Appliance RESTful API A\
1]

Oracle ZFS Storage Appliance ] 18 T P4E 2 (S SR SRR BIR AR S . AFEmN A
] T &% %8 Oracle ZFS Storage Appliance RESTful I FB4w#24% 0 (Application
Programming Interface, APl), RESTful A RLEMET N EHNRE YRS 25158 | i
%fﬁgﬁﬁﬁﬁ%@i%ﬁ SR MEMNE RFEAREE FIECENE N T BRMEE
a5

RESTful API Z&uF

Oracle ZFS Storage Appliance RESTful API {# B EEuES BUI 1 CLI M@, kB
SMNERE AL AT Ve SKEB S AR & SEUESH TIIE FF- /i O 215 LIt HTTPS i&E#
RPIT. RESTful API 3Z#F HTTPS £VE A A BEHE 15 4244 , A€ L 1E.

AR TR —

» EARIE - SNERBABERFER,
HTTP k7R :

Authorization: Basic abcefgMWE

= FAFRIE - £/ BUI 8k CLI BREMEFHTRIE. EXFMET , X-Auth-User Skih
MBEERE , T X-Auth-Key KA A BTN,

HTTP k7R :

X-Auth-User: root
X-Auth-Key: Tletmein-xxx
n SERIF - YEBERUESR  AMERASERREIETTHS  EERERIH. 385
Ma , ERXGSZA , WABXRPIITRIE.
LVEKIRA

X-Auth-Session: guigqpQRE4g89ngb
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RESTful API kR Z<

RESTful API jR4~

IR 55 hR A

WELTERITRID RESTIul API IRARE SRERMHRALENE BBRAS, FIHIEK
g R kP #p IR AR A S

X-Zfssa-Version: nas.2013.1.1

FPMRE BB —MNMENZE—RIBEAFRT (Uniform Resource Identifier, URI) f]— B4y
BT VRRFHRAES . BAFERMASHRERAS, SRORHUEBRES
BIRERASEEN , MRKRERERES ﬂ'J%ﬁMEjﬂ '0", KPR EERAE
SRS IRF N EERRASILAC., iESREF'E]‘]7R%HEZF%LZ\2E\—'?HE%E4]7&%1?511:%9_5@60

) B PHESTRRAS A 2.1 FRFIRE T — 85K,

ERhRA A

vl False - FERRASARILAL

v2 True - TERASLE , (BXRERESH GHD
v2.1 True - EERASHIREIRASEBILA

v2.2 False - TERASILEAL , BXEREASZHEITHR

EUATRMER , TEEBURTIRS APIIRA. 0(E & RS A1EY S Skaf E TP L
BMERTH., XEBHEREEYN , LA RERE CLI AN BUI F |, XL EHW A AIRE R
BITHRERITETR.

» FiEL BN (RaRERIBEY)

w EHlAw vﬂP/’EHDEﬁ¥ﬁEQ$fAJ§t$ XEBMEABROME , MELL A SBITHERTIR
A FTHRATHIRIE.

T HTRAR @ fAFRE 14 A DUR BIH RN | FLR X & P TRAS L2 3R
M, RXARS AP BHTEEFHRBANEY , WARERASRIEE.

» [IBRSAMIHS.
. [[REGSRMFRE RS,
WMRXFARS AP HATARFRBNER , NFERASHBIE,

» BiERGLSERSEL.
» NIIERSFHRRGS.

&%&’Xﬁé‘]f%’—ﬁ&$ﬁfﬁE@?ﬂ:%ﬁﬂ%‘ﬂﬂﬁﬂi PITEZEE A , AERSITEER
EE?E‘&% BRERRA, 8 M0SlnNERaEaE HTTP ﬂ:%ﬂé’aﬁ#ﬁﬂ%lﬂ‘]&% API g4
HIJ :

14 Oracle ZFS Storage Appliance RESTful API $§Fg , &1ThRX 2013.1.5.0 2016 £ 2 B



% A RESTful 3#4E

X-Zfssa-Nas-Api: 1.1

® F RESTul #4E

TRERTHAERRNE B RESTul #24E,

*1 % RESTful 124
GET resources> S TR RIR
GET resources/<name> RE# IR RIRA JSON X5
POST resources> BIFT IR
PUT resources/<name> BEUEE RIR
DELETE resources/<name> iR %EE BIR

HTTP iz 1E3C

FIRHB RFC 4627 (http://tools.ietf.org/html/rfc4627.html) G 5E A JSON &I X
BN EIEHITRGE. FRIEBHR , BRI AN RIRERK 6 SERGIR Bl — MR R
RRMENE ZFRE JISON 53R 5%, S S ER IR JISON &R 3%+ iR O]
T RLL B2 R

IRAEFZH R , BNIEIEE (PosT) MMEHL (PUT) My HFSIR [ E AR EE RN TIRN B
M, RANZS T &SRR BIKEILEL,

RBIESL :

{
"resource_name": {
"href": "path/to/this/resource",
"property 01": "value 01",
"property 02": "value 01

}
}
F L GET e REIRIRF IR,
{

"resource_list name": [
{
"href": "path/to/resource 01",
"property 01": "value 01"
Ao
"href": "path/to/resource 02",

Oracle ZFS Storage Appliance RESTful API \|7] 15
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HTTP IBRZ 3k

"property 02", "value 02"
}

}

- AT | ST 40 s BTGt JSON BEIEAR | DB MBI IZ R X X 2
ERRE T RADNRET N, IRt R DA RRE,

HTTP gLy sk

THSH

FIARTREBIRNRE RS HSHER JSON $aika , FHFHERUTKME :

Accept: application/json
Content-Type: application/json

R Sk BELTER

Date: Tue, 23 Jul 2013 13:07:37 GMT X-Zfs-Sa-Appliance-Api: 1.0 Content-Type: application/json
Content-Length: 357

SFFNRALLER , EHIREARI AT, NEKETRER RN, MRFRENTKE , U
gfﬂ%@iﬁiﬂﬁ&EiEE EOF (End of File , St£4EHR%) |, LMESEEUTE IR B
=R

—HEREE AT EEAS , LSRR ERBRRREIMIBIE, BRFHRESR  F
SRENTRAA, TESNRIFESFHMEEASH, ATUCRK Y RIRXEIEE
RERSHEPRE R AERSH.

*2 T RERSH
i by
props=true S IR B TTEIE (BUAEA false)
limit=n BREIR EIFR TR E
start=n FERERITESIBTIANASIS (kETE))

ERSE : props

props SR AT RE AN FIRKBIKRZL 6ET 154, BERIR[E—4 "props” ¥iE
TH , HPas BRI TBIENS IR,
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REHIX

%3 BHETTHUEE
Bt Fi:323
name BHERFR
label EiR
immutable ARSI E R B RS B
type JRYESERY - PRI BT FH/REY..
choices T EM , RSP AERERE

BFiRSE : limit

REZMITATREXETENRS GET 54, DIRHIRETTHERMRAIE.

EW\SE ; start

XFRFSBAGSUTIFFREANSH. IIFEERS IR HAER RIBHRAIT KM
IRl MTOFEER TR , LRSI TseE — M i[EME , #iin "20130531T01:13:
58",

RAEFREPEIR B — MEREERE) HTTP ARESARBIA R AT i B0 Bz A B fir .
JSON =R :

{

fault: {
message: 'ERR INVALID ARG',
details: 'Error Details...',

code: 500
}

}

x4 # WEERAD
B (s 3%
ERR_INVALID_ARG 400 WASEITH
ERR_UNKNOWN_ARG 400 P NE USEL PN 25
ERR_MISSING_ARG 400 BRAOBERIRASE
ERR_UNAUTHORIZED 401 I ARSI TR S IR
ERR_DENIED 403 BRAERRLE
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2R 5 R

ERR_STATE_CHANGED RERE R
ERR_NOT_FOUND 404 FIREERKIM
ERR_OBJECT_EXISTS 409 BERE SN HR
ERR_CONFIRM_REQUIRED 409 i;};;&%g—aﬁk confirm=true Z&3f]
ERR_OVER_LIMIT 413 WMNERKK , TR
ERR_UNSUPPORTED MEDIA | 415 BRI BRI R T
ERR_NOT_IMPLEMENTED 501 PRAER I

ERR_BUSY 503 ARBEHER , BRSEATH
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Ila] AR S

31|t AR 55

{# /| RESTful API

VhlalfR %2 Oracle ZFS Storage Appliance _EfTH RESTful APl lREAO R, RS
RTRAER FEERSIE AT AR RESTful API RS , B4R RS RAFIR &

ZaARS: | {F Ik URL : http://zfssa.example.com:215/api/access/vl

BIRHARIRS , (ERAATIRAR ST E R AHRE] ARSI BEFARA , AJRERIR
BlF) URI JIEX LRSS . RSB SR YRR FRERRITRES M.

x5 ViRl B S-dn 4
EKR iz es H#
GET lapi/access/vl 3t RESTful API fR$1la)
POST lapilaccess/vl BIEERAVE
DELETE lapi/access/vl AW

list services 4% HATAREIE URI, MNRERNEEEFAVE , NaJ{FEH list
services AR AN MEUESRSH 7] B AR S 78] URL, 43z & LA R

i) RESTful API R FIARAS.

TSk~

GET /api/access/vl HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: joeadmin
X-Auth-Key: letmein

LERING

HTTP/1.1 200 OK
Content-Type: application/json

{£F RESTful API 19



Content-Length: 190
X-Zfssa-Access-Api: 1.0

{
"access": {
"services": [{
"version": "1.0",
"name": "appliance",
"uri": "https://zfs-storage.example.com:215/api/appliance/v1l"
oA
"version": "1.0",
"name": "nas",
"uri": "https://zfs-storage.example.com:215/api/nas/v1"
oA
"version": "1.0",
"name": "replication",
"uri": "https://zfs-storage.example.com:215/api/replication/v1l"
oA
"version": "1.0",
"name": "san",
"uri": "https://zfs-storage.example.com:215/api/san/v1"
P ]
}
}

ARER R 55 dn <

get service MARENZMFHAEREE  BEMBITHAGLSMNIIEK.

SRR

GET /api/appliance/vl HTTP/1.1
Host: zfs-storage.example.com
X-Auth-Session: guigqpQRE4g89ngb

e R 7~ 51

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 204
X-Zfssa-Access-Api: 1.0

"service": {
"name": "appliance",
"methods": [
{
"description": "Get appliance RESTful services",
"path": "/apis",
"request": "GET"

20 Oracle ZFS Storage Appliance RESTful API $§Fg , &1ThRX 2013.1.5.0 2016 £ 2 B



WIESAE

WF4

]

{
"description": "Get appliance RESTful service properties",
"path": "/apis/<api:path>",
"request": "GET"

+

{
"description": "Create a new alert threshold watch",
"path": "/alerts/thresholds",
"request": "POST"

| |

AMBIT &% PoST EK MITIRIARFHRENIESTE 1D, FrBHMARS TR IEATE ID
TERNGHEIE. YT A FRAERNBHEMEERNREHIRG , BLIEIE 1D K.
FIAEIEE A 15 434%, DELETE iSKA] BT E4HATE ID HEASVE ID Tt

L& AP UERRZSMNEREARIEEEN , TERIESE. BT RESTl AP
BRI, RELFAERIE 1D,

BRI

TH POST IERRERHERINE, MG , KiRE 201 KEK HTTP DU RHHEAND
JBME "access" i) JSON Xi% , LB ST B RESTIUl API JRF313.

BREKIRG

POST /api/access/vl HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein-xxx

RIS ERIR[E] HTTP 4R 201 (Created) , AR IEIT X-Auth-Session HTTP k{4
& 1D, INIEXX A& BT ISR ARIKI RS HIF K.

MRz ARE :

HTTP/1.1 201 Created
X-Auth-Session: guigqpQRE4g89ngb
Content-Type: application/json
Content-Length: 378
X-Zfssa-Access-Api: 1.0

{

"access": {

{£F RESTful API 21



WIESVE

"services":[{

3!

‘\ \ N \
JESHSVE
7 DELETE AEEKRUESHFHESIERIN.

TEFERORBI

DELETE /api/access/vl HTTP/1.1
X-Auth-Session: guigqpQRE4g89ngb

N R 7~ 5

HTTP/1.1 204 No Content
X-Zfssa-Access-Api: 1.0
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RESTful API Z3R AR &

TR RESTiul APl Ji 5 A ERLE EIRBRENES ER M ERNIBE.

Bk

BEIRRE

TRERTEWRRS G2,

X6 ZRIRS w4
R %42 /apilalertivl R
GET S EHRIR S 64
POST /thresholds BT EREE R
GET Ithresholds/<threshold> IREVEE R R E S B
GET /thresholds S TR ERRE RN &
PUT Ithresholds/<threshold> BRI E R EREE BT &R
DELETE Ithresholds/<threshold> GEESER RIS
POST /actions BB EIRIRE
GET /actions/<actions> IRENTERE BRI RARE B M
GET /actions S T A ERIREX &
PUT /actions/<actions> BT R ERIRIEXTR
DELETE /actions/<actions> FHERTETE IR IEXT &R
POST /actions/<actions> BRI R IR BRI
GET lactions/<actions>/<action> FRENFE B RIS MERIRIE B
PUT /actions/<actions>/<action> BUGEE N EIRIRMERHRIEN R
DELETE /actions/<actions>/<action> FHERTETE IR IEXT &
GET /events {T FT R S

ARERENGEENEREN. TR T ATEEERRENAIEL, BXTE

&%  ES N CLI#EE,

RESTful API 4R IR % 23



EREE

xr7

EIRRE

Bt

i)

iibey

uuid

Default

WHHME—FRR%RF (“immutable”)

stathame

AnalyticsStatistics

F MG IR ["cpu.
utilization", “arc.accesses", "
arc.size", "arc.l2_bytes", "arc.
I12_accesses", "arc.l2_size", "
syscap.bytesused”, "syscap.
percentused”, "repl.bytes", "
repl.ops”, "shadow.kilobytes", "
shadow.ops", "shadow.
requests”, "io.bytes", "io.
ops", "datalink.kilobytes", "nic.
kilobytes", "net.kilobytes", "
ftp.kilobytes", “fc.bytes", "
fc.ops", "http.reqs". "ndmp.
bytes", "ndmp.diskkb", "ndmp.
ops", "nfs2.bytes", "nfs2.
ops", "nfs3.bytes", "nfs3.
ops", "nfs4.bytes", "nfs4.
ops", "sftp.kilobytes", "smb.
ops", "srp.bytes", "srp.ops", "
iscsi.bytes", "iscsi.ops"]

type

ChooseOne

% stat i FR%) (normal) FUETF
FR&I (inverted) Y 2 BAERALR

["'normal”, "inverted"]

limit

Positivelnteger

IRESEHEEHE

minpost

Duration

éc;?ﬁ EARATSARFF R A 5
1

days

ChooseOne

IR BRIAAAER [al,

weekdays", "weekends"]

window_start

TimeOfDay

{X4£ window_start 5
window_end 7 [B1& 4R
['none", "00:00", "00:30", "
01:00", "01:30", "02:00", "
02:30", "03:00", "03:30", "
04:00", "04:30", "05:00", "
05:30", "06:00", "06:30", "
07:00", "07:30", "08:00", "
08:30", "09:00", "09:30", "
10:00", "10:30", "11:00", "
11:30", "12:00", "12:30", "
13:00", "13:30", "14:00", "
14:30", "15:00", "15:30", "
16:00", "16:30", "17:00", "
17:30", "18:00", "18:30", "
19:00", "19:30", "20:00", "
20:30", "21:00", "21:30", "22:
00", "22:30", "23:00", "23:30"]

window_end

TimeOfDay

{X4£ window_start 5
window_end Z [B)& &R
['none", "00:00", "00:30", "
01:00", "01:30", "02:00", "
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B Sl

Fi: 3

02:30",
04:00",
05:30",
07:00",
08:30",
10:00",
11:30",
13:00",
14:30",
16:00",
17:30",
19:00",

20:30"

"03:00",
"04:30",
"06:00",
"07:30",
"09:00",
"10:30",
"12:00",
"13:30",
"15:00",
"16:30",
"18:00",
"19:30",
. "21:00",
00", "22:30", "23:00", "23:30"]

("immutable")

"03:30",
"05:00",
"06:30",
"08:00",
"09:30",
"11:00",
"12:30",
"14:00",
"15:30",
"17:00",
"18:30",
"20:00",
"21:30",

"22:

frequency Duration

ENRMZ AR

minclear Duration

EF A "all clear” B4R 7 BIHIR
4E1EH B[R]

3| ERS(E
Lt S R

-

GET /api/alert/v1l/thresholds HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

Accept: application/json

e R 7~

HTTP/1.1 200 OK

Date: Tue, 27 Aug 2013 17:38:40 GMT
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 689

{
"thresholds": [
{
"days": "all",
"frequency": 300,

"href": "/api/alert/v1l/thresholds/
bec758cb-346e-6a7d-c211-b320c09ef6a6",

"limit": 500,
"minclear": 300,
"minpost": 300,

"statname": "cpu.utilization",

"threshold": "threshold-000",

RESTful API 4R AR %
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"type": "normal",

"uuid": "bec758cb-346e-6a7d-c211-b320c@9efbab",
"window_end": 0,

"window_start": -1

"days": "all",

"frequency": 300,

"href": "/api/alert/v1l/thresholds/
475799d8-32c8-6ff6-882c-aa3b66e3a5a2",

"limit": 100000,

"minclear": 600,

"minpost": 300,

"statname": "datalink.kilobytes",

"threshold": "threshold-001",

"type": "normal",

"uuid": "475799d8-32c8-6ff6-882c-aa3b66e3a5a2",

"window_end": 300,

"window_start": 1200

REVETREIE
it 3 AR TR,

RN CIR

GET /api/alert/vl/thresholds/1b15d405-75c4-4c0c-e0f6-8al08165b874
HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

Accept: application/json

LERIG

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 363

"threshold": {
"days": "weekdays",
"frequency": 300,
"href": "/api/alert/v1l/thresholds/
1b15d405-75c4-4c0c-e0f6-8a108165b874",
"limit": 100000,
"minclear": 300,
"minpost": 300,
"statname": "datalink.kilobytes",
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"type": "normal",

"uuid": "1b15d405-75c4-4c0c-e0f6-8a108165b874",
"window_end": 0,

"window_start": -1

PIRERRE
BRI,

ERIRBY

POST /api/alert/v1l/thresholds HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 50

{"statname": "datalink.kilobytes", "limit": 100000}

N B 7451

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 321

Location: /api/alert/v1l/thresholds
/1b15d405-75c4-4c0c-e0f6-8al08165b874

{
"threshold": {
"href": "/api/alert/vl/alerts/thresholds
/1b15d405-75c4-4c0c-e0f6-8a108165b874",
}
}

BRERRE
R R A TR

\EHS — .
ERIRBI
PUT /api/alert/v1l/thresholds/1b15d405-75c4-4c0c-e0f6-8al08165b874

HTTP/1.1
Authorization: Basic abcd1l23MWE=
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Host: zfssa.example.com:215
{"days":"weekdays"}

e R 7~ 5

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 326

{

"threshold": {
"days": "weekdays",

Tp TR A

kT E R SE.
BRI

DELETE /api/alert/v1l/thresholds/475799d8-32c8-6ff6-882c-aa3b66e3a5a2
HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

N N 7~ 51

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

BIRERE

KA BMEMHERE L ERBIERERT, S1EHEELTHECHKEIES.

SKHFAZERIA -

= ad

= all

= appliance_software
= backup

= cluster
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®  custom

= hardware

= hardware_faults
= ndmp

= network

= replication
= replication_source
= replication_target

m  restore
m scrk
= shadow
m smf
m thresholds
s zfs_pool
*8 EARIRE "ad”
B St R
active_directory_degraded f/REY TiEe2 WV ILHL active_directory_degraded

E 4 [true B, false]

smb_kerberos_client_authentication_degradgdrEY

THIRES R IUAD
mb_kerberos_client_authentication_degraded

E44 [true B, false]

x9 EARARAE "all”
B 3} R
all_defects f/REY SES I ULELD all_defects 4
[true, false]
service_alerts F/RE IiEeS I ULHL service_alerts 4
[true, false]
all_hardware_faults /KRB T iER§ N ILED all_hardware_fault
E [true. false]
%10 2442 4E "appliance software"
B e £
obstacles_to_system_software_updiafe/RE! T iEss N ILED
obstacles_to_system_software_update
E44 [true, false]
operating_system_kernel_panic | #/RE! TESS N LA
operating_system_kernel_panic
E4 [true 3K false]
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x1 ERIRAE "backup”
Bt il g
backup_finished Viipaeit] 13383 W ILHL backup_finished &
1 [true Tk false]
backup_started f/REY TiEeS WV ILHL backup_started =
4 [true 2§ false]
*x12 AR R{E "cluster”

Bt ESidl Hik

cluster_i /o_link_down fo/REY | TiESSVILED cluster i /o_link_down 44
[true B false]

cluster_i /o_link_failed F/REY | RS RZULHEL cluster i/o_link_failed ZE-4
[true B false]

cluster_i /o_link_up #/REY | 1dEES R ULEL cluster i /o_link_up ZE44 [true
B, false]

unexpected_peer_error_occurred f/RE | TIRERVILHED
unexpected_peer_error_occurred 44 [true
ak false]

communication_t o_peer_lost f/REY | TiESS KV ILEC communication_to_peer_lost
44 [true X false]

cluster_peer_panicked f/REY | TIESSVILED cluster_peer_panicked 4
[true B false]

failed_to_set_s H/RE | RSN ILED

p_root_password_on_cluster_peer failed_to_set_sp_root_password_on_cluster_peer
E44 [true 8%, false]

cluster_rejoin_failed_on_peer F/REY | i ERSRULHL cluster_rejoin_failed_on_peer
=4 [true X false]

cluster_rejoin_mismatch_on_peer f/REY | IRERNOLAD
cluster_rejoin_mismatch_on_peer 244 [true
ak false]

cluster_rejoin_completed_on_peer F/RE | gV ILED
cluster_rejoin_completed_on_peer
[true B false]

cluster_peer_lost_communication_token /REY | TR ES Rz ULHEL
cluster_peer_lost_communication_token &
£ [true BX false]

cluster_rejoin _failed #/REL | idEES N ILEL cluster_rejoin_failed 44
[true B false]

cluster_rejoin_mismatch fo/REY | SRSV ULED cluster_rejoin_mismatch Z44
[true B false]

cluster_rejoin_completed f/REY | SRSV ILED cluster_rejoin_completed &
14 [true 2§ false]

cluster_takeover_complete #/REY | 1T E2S NV ILED cluster_takeover_complete
£ [true BX false]

resource_import_failed_during_cluster_takeover | Za/RE! | i3&aS MV ILED
resource_import_failed_during_cluster_takeover
4 [true X false]
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B et R
local_cluster_communication_token_lost #/REL | S AR N ILEL
local_cluster_communication_token_lost Z&
14 [true B false]
*13 ERIRME "custom”
Bt Sl Hik
patterns Default FMA S48
*r14 AR E "hardware”

B Sl R

fiore_channel_port_down fasREY 825 N ULEL fibre_channel_port_down
ZE 4 [true B, false]

multiple_transient_fibre_channel_port_status HIREY SRS R ILED

_changes multiple_transient_fibre_channel_port
_status_changes 44 [true 3K false]

transient_fibre_channel_port_status_change i/REY TIE2S NV ILAL
transient_fibre_channel_port_status_change
E4¥ [true BX false]

fibre_channel_port_up /REY 3828 N ILEL fibre_channel_port_up 4
[true BX false]

network_port_down fasREY 3825 N ULEL network_port_down 4
[true B false]

network_port_up /REY 13 &23 2 OUAL network_port_up S [true
B, false]

chassis_connected_to_system i/REY TiE2S NV IUAL
chassis_connected_to_system 244 [true
B false]

chassis_removed /REY 3828 N ILEL chassis_removed 44 [true
Tk false]

hardware_component_inserted A /REY TS AR IUAD
hardware_component_inserted Z{4 [true
=X false]

hardware_component_removed i/REY oy I Vil
hardware_component_removed {4
[true BX false]

disk_inserted /REY SRS K UUAL disk_inserted Z544 [true B,
false]

disk_removed /REY 382N ILEL disk_removed FE4f [true Bk
false]

i/lo_path_added fasREY 82N ULEL i/o_path_added ZE44 [true
=X false]

i/o_path_removed #/REY I3 E=5 S OLAL ifo_path_removed
[true B false]
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B Sl i3
service_processor_offline_or_unavailable /REY TS AR IUAD
service_processor_offline_or_unavailable
E 4 [true B, false]
service_processor_online_after_outage i sREY oy I Vil
service_processor_online_after_outag 3
14 [true 2K false]
failed_to_set_root_password_on_service_processofa/REY TIE2S NV IUAL
failed_to_set_root_password_on_service_processor
E4 [true BX false]
%15 A 24E "hardware_faults"
B Sl Ei::p
all_hardware_faults f/RE 139825 & ULAL all_hardware_faults
ZE 4 [true B, false]
& 16 EARARME "ndmp”
B il ik
invalid_ndmp_restore /REY TS R IURD
invalid_ndmp_restore 44 [true
B false]
backup_finished fa/REY TiEe2 WV ILHL backup_finished &
4 [true 2§ false]
backup_started /REY 12 K ILEL backup_started =
4 [true 2§ false]
restore_finished #/REY T iER§ W ILED restore_finished
14 [true ZX false]
restore_started fasREY 1323 WV ILAL restore_started %
1 [true 3K false]
=17 ZARIRE "network”
B YR i
datalink_failed H/RE 3Ees i ULED datalink_failed 244
[true B, false]
datalink_ok /R e N ILAD datalink_ok ZE44
[true B false]
network_port_down Viipaeit] 13383 I ILHL network_port_down
244 [true BX false]
network_port_up f/REY TiEe2 WV ILHL network_port_up =
4 [true 2§ false]
ip_address_conflict H/RE 13825 i ULAL ip_address_conflict
E44 [true B, false]
ip_address_conflict_resolved /REY g VIR
ip_address_conflict_resolved %
£ [true 2K false]
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B Sl R

ip_interface_degraded n/REY TgES NV LA
ip_interface_degraded ZE{4 [true
=X false]

ip_interface_failed H/RE 3 E2s R ULED ip_interface_failed
E44 [true B, false]

ip_interface_ok Fo/REY It iEeS I ULEL ip_interface_ok ¥
£ [true 2K false]

* 18 ZARIR1E "replication”

B Sl R

receive_failed_(unsupported Viipaei] S ES I ULEL receive_failed_

_version) (unsupported_version) ZE4f [true
=k false]

receive_failed_(cancelled) fo/REY SiE e NV ILHAL receive_failed_
(cancelled) 4 [true B, false]

receive_failed_(all_others) /KRB T8NV ILAD receive_failed_
(all_others) Z4f [true BX false]

receive_failed_(out_of_space) Viipaeit] 13323 IV ULHL receive_failed_
(out_of_space) ZE{f [true 2%
false]

receive_failed_(package_not Viipaei] SES I ULEL receive_failed_

_upgraded) (package_not_upgraded)
[true B, false]

receive_finished H/RE 13825 R UL receive_finished Z&
£ [true BX false]

receive_started Fi/REY 3 Ees N ILED receive_started 3
£ [true 2K false]

send_failed_ fa/REY 2iEg3 NV ILAL send_failed_

(unsupported_version) (unsupported_version) 244 [true
Bk, false]

send_failed_(cancelled) Viipaei] SES R ULED send_failed
(cancelled) Z44 [true 3§ false]

send_failed_(all_others) fo/REY TiEsR NV ILAL send_failed_
(all_others) Z4f [true BX false]

send_failed_(connectivity) F/REY S &es N ILEL send_failed_
(connectivity) 244 [true g% false]

send_failed_(out_of_space) Viipaeit] 2iEg3 NV ILAL send_failed_
(out_of_space) ZE{f [true 2%
false]

send_failed_(remote f/REY TiEe2 NV ILHL send_failed_

_verification) (remote_verification) Z44 [true 2§
false]

send_finished f/REY a8 & ULED send_finished Z544
[true B, false]
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B Sl R

send_skipped_(already_running) | #5/RE! THIE#s I ILAL send_skipped_
(already_running) ZE4f [true 2%
false]

send_started #/REY a8 & ULED send_started 4
[true B, false]

#19 AR 4E "replication_source"

Bt Sl g

send_failed_ fa/REY 2iEg3 NV ILHL send_failed

(unsupported_version) (unsupported_version) 244 [true
Bk, false]

send_failed_(cancelled) fpsREY SES R ULELD send_failed
(cancelled) Z44 [true 3§ false]

send_failed_(all_others) fpsREY SiEsR NV ILAL send_failed_
(all_others) Z4f [true BX, false]

send_failed_(connectivity) /REY T iER§ N ILA? send_failed_
(connectivity) ZE4 [true 3§ false]

send_failed_(out_of_space) Viipaeit] 2iEg3 NV ILAL send_failed_
(out_of_space) ZE{f [true 2%
false]

send_failed_(remote_verification) | #n/R%Y SiES R ULED send_failed
(remote_verification) Z44 [true 2§
false]

send_finished #/REY a8 & ILED send_finished Z544
[true B, false]

send_skipped_(already_running) | #/REL THiRE#S I IUAD send_skipped_
(already_running) ZE{f [true 2%
false]

send_started Viipaeit] 2iEg3 WV ILHLD send_started 44
[true BX false]

%20 AR HE "replication_target”

Bt et i

receive_failed_ F/REY 13825 B ILED receive_failed_

(unsupported_verrsion) (unsupported_version) Z4 [true
=% false]

receive_failed_(cancelled) Fr/REY 13 E2s N ILED receive_failed_
(cancelled) 4 [true B false]

receive_failed _(all_others) Viipaeit] 13323 IV ILHL receive_failed_
(all_others) Zf [true TX false]

receive_failed _(out_of_space) fpsREY S ES I ULEL receive_failed_
(out_of_space) Z4f [true 8%
false]




SHRIRE

B Sl R

receive_failed_ fpsREY S ES I ULEL receive_failed_

(package_not_upgraded) (package_not_upgraded)
[true B false]

receive_finished H/RE 13825 R UL receive_finished 3
14 [true BX false]

receive_started Fi/REY 3 Ees N ILED receive_started Z&
£ [true 2K false]

*x21 AR IR{E "restore”

B il g

restore_finished Fa/REY 12iEe3 W ILHAL restore_finished &
4 [true 2§ false]

restore_started H/RE 13 E 25 R ILEL restore_started &

4 [true 2§ false]

*22 EBARIRAE "scrk”
Bt ESid] Hak
support_bundle_build_failed F/REY | diERSNILAL support_bundle_build_failed
{4 [true BX false]
support_bundle_sent a/REY 13728 N ILAL support_bundle_sent 4
[true B false]
support_bundle _upload_failed H/RE | IRARNVILED
support_bundle_upload_failed 4 [true
g}, false]
an_update_is_available_on_my_oracle_support. | #/RE | idiES A/ ILED
an_update_is_available_on_my_oracle_support.
E4 [true B, false]
no_updates_available. #i/REY | EESS R ILED no_updates_available. 44
[true B false]
the_appliance_failed_to_verify _if an_update i | #i/REY | i37&sR R/ 0CHELD
s_available. the_appliance_failed_to_verify_if an_u
pdate_is_available. Z{f [true Tk false]
*23 EiRHR1E "shadow”
B Sl i::p
shadow_migration_complete /REL TsEs NV IR
shadow_migration_complete 4
[true B, false]
& 24 ZARIRAE "smf"
Bt Sl Hik
service_failures Fn/REY 13828 R OLEL service_failures &
£ [true 2K false]
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*25 AR 4E "thresholds”
B YR iR
thresholdid Default Rz ILAC AR A FLA UUID
*26 ERIRME "2fs_pool
Bt it i3
resilver_finished fpsREY S ES I ULEL resilver_finished 2
4 [true 2§ false]
resilver_started H/RE 3825 R ULEL resilver_started &
4 [true 2§ false]
scrub_finished F/REY 1 iE2S A ULEL scrub_finished St
[true B false]
scrub_started f/REY 12iEg3 NV ILHL scrub_started 4
[true B false]
hot_spare_activated #i/REY TEaS NV LR

hot_spare_activated ZE{f [true %
false]

I BRI

5 AR IR Ve S P S FT B LRI 1E. EREEANRIBHEIE |, BRA ELIRIBIER
BB href BiE& 1% HTTP GET 33K,

AREUEHRARERIE KRR

GET /api/alert/vl/actions HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfs-storage.example.com:215

Accept: application/json

N R 7~ 51

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 1395

{
"actions": [

{
"action": "actions-000",
"category": "smf",
"href": "/api/alert/vl/actions/actions-000",
"service failures": true

+

{
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"action": "actions-001",
"category": "scrk",

"href": "/api/alert/vl/actions/actions-001",

"action-000": {
"handler": "snmp_trap",

"href": "/api/alert/v1l/alerts/actions/actions-001

/action-000"

I
"action-001": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/v1l/actions/actions-001
/action-001"
"subject": "Phone Home Alert"
+

"support_bundle build failed": true,
"support_bundle_sent": true,
"support_bundle upload failed": true

i
{
"action": "actions-002",
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-002
/action-000",
"subject": "CPU Busy Alert"
1
"thresholdid": "b182ca@5-53d3-6604-b874-ec353335704d"
}

RENETRIRAE

B S ST IR S | (Bl S IUEEER N HIRE,

EKRBI

GET /api/alert/vl1l/actions/actions-002 HTTP/1.1
N By 751 -

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 331
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"action": {
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/alerts/actions/actions-002
/action-000",
"subject": "CPU Busy"
I
"thresholdid": "b182ca®5-53d3-6604-b874-ec353335704d"

P EBIRIRIE

WHRBE—NEE JSON MR K ERIE/E PosT GKET , WA /api/alert/vl/alerts/
actions RIERIEBME. WIREZHBHELUEEEARIIRELRE., BXATRG LN
FAETRHZEAE , ES W CLI 308,

LHNEIEE BIE

"ad", "all", "appliance software", "backup", "cluster", "custom",
"hardware", "hardware faults", "ndmp", "network", "replication",
"replication source", "replication target", "restore", "scrk", "shadow",
"smf", "thresholds" or "zfs pool"

‘S = .

BRI

POST /api/alert/vl/actions HTTP/1.1
Host: zfssa.example.com:215
X-Auth-Session: uerqghq84vbdv
Content-Type: application/json
Content-Length: 30

{"category": "hardware faults"}

MR 7R :

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 118

Location: /api/alert/vl/actions/actions-006

"action": {
"href": "/api/alert/vl/actions/actions-006",
"category": "hardware faults",
"all_hardware_ faults": true
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BUCERIR(F

BT AIX HTTP PUT IESKRGHA List apSIREIM—L B,

SRR

PUT /api/alert/vl/actions/actions-001 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghqg84vbdv

Content-Type: application/json

Content-Length: 30

{"support_bundle _sent": false}

e R 7~ 51

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 195

{
"action": {
"href": "/api/alert/vl/actions/actions-001",
"category": "scrk",
"support_bundle build failed": true,
"support bundle sent": false,
"support_bundle upload failed": true
}
}

bR R IR

EMEATLHRIRME href SRIRFE href &% HTTP pELETE &K AT HfSFE BRI EIR. RENIRR

FINaR A HTTP 4R 204 (No Content),

BRI~

DELETE /api/alert/vl/actions/actions-003 HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

N R 7~

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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ERRERE

BIREMEmE

B MR B BB SN EHRIRIET IR,

PIEERME

BARVE AT AR R IR E A AR IRMELR .
BRI

POST /api/alert/vl/actions/actions-001 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 68

{"address": "Joe.Admin@acme.com", "handler": "email", "subject":"CPU Busy"}

e R 7~

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 177

Location: /api/alert/vl/actions/actions-001/action-001

{
"action": {
"href": "/api/alert/vl/actions/actions-001
/action-001",
"handler": "email",
"address": "Joe.Admin@acme.com",
"subject": "CPU Busy"
}
}

BUEMRBRIE

BEARAE RIS IR BIRIRE.
ERIRBY

PUT /api/alert/vl/actions/actions-001/action-000 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 28
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ERRERE

{"address": "Joseph.Admin@acme.com"}

N Rz -

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 176

X-Zfssa-Version: jkremer/generic@2013.06.08,1-0

{
"action": {
"href": "/api/alert/vl/actions/actions-001
/action-000",
"handler": "email",
"address": "Joseph.Admin@acme.com",
"subject": "CPU Busy"
}
}

iprERRAERE

XPTLATERVEIRIRIE | ATRIBRENRIE. BRER— 22, BEHRE href BIERIX

DELETE &K,

MERIRAERRESRIRSBI
DELETE /api/alert/vl/actions/actions-001/action-000 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

HTTP/1.1 204 No Content
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Analytics AR5

Analytics & —FiREf FAEIR KN BREMEIHEEURICREEMER R ZN T A,
T BT BFKAISAAEHISHT. Analytics {8 DTrace SRehSAIEE SIKSIHE
B, NMHREARGHA R &N B TR

A] FIE Analytics RS

AJFHENAT Analytics fRS , B3iEA http://zfssa.example.com/api/analytics/v1.0/

EKR 42 Janalytics/vl ik

GET 3t Analytics JRE{52

POST /worksheets BIEHH Analytics #IE&E

GET /worksheets/<worksheet> FEFEE M Analytics $UEE B

GET /worksheets FI|H Fi Analytics BUEE TS

PUT /worksheets/<worksheet> BYIEER Analytics BUHEEITS

DELETE Iworksheets/<worksheet> HBRFEENLIERXTH

PUT /worksheets/<worksheet>/ FEA LIERBUERSE
suspend

PUT /worksheets/<worksheet>/resume | kB T LEREUESE

POST Iworksheets/ BB TIEREURE
<worksheet> /datasets

GET Iworksheets/ REEE M T IEREUBEBM
<worksheet> /datasets/<dataset>

GET Iworksheets/ B TERBUEEN &R
<worksheet> /datasets

PUT Iworksheets/ EUFEE RN LIERYUBER
<worksheet> /datasets/<dataset>

DELETE Iworksheets/ FHERFE E IR EXT R
<worksheet> /datasets/<dataset>

POST /datasets BIEHH Analytics #IE&E

GET /datasets/<dataset> FEFEE M Analytics $UEE B

GET /datasets FI|H Fi Analytics BUEE TS

PUT /datasets/<dataset> BYIEER Analytics BUHEEITS
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Analytics % &

BR 42 /analyticsivl R

DELETE Idatasets/<dataset> SHSRFERE REIREXT R

PUT Idatasets iRk EMTARIES

PUT Idatasets/<dataset>/data REFLBIEE (ANRFKRE)

DELETE /datasets/<dataset>/data AT (hUE] BB ML SRS
22} 113

GET /settings %14 Analytics iXE

PUT /settings & Analytics &

Analytics IR &

44

AT BRI R TR TR SR B XUR R R B B/ N 2R

B2 R

retain_second_data FREIRNREANE (/M)
retain_minute_data FaBERNREBEIGE (/M)
retain_hour_data B/ NRBEARAIREEIRR (/)N

KB E
FRER Analytics & & BRI YAI{E.

SRR

GET /api/analytics/v1l/settings HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

LERRB

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain minute data": 400,
"retain_second_data": 200
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Analytics T{E3

BERE

BB G BT BX Analytics 1XE , FIANEFIEREBE.
TSRk~

PUT /api/analytics/vl/settings HTTP/1.1
Authorization: Basic ab6rt4psMwWE=

Host: example.zfssa.com:215
Content-Type: application/json
Content-Length: 60

{"retain hour data":600, "retain minute data":400, "retain second data":200}
+ B .
LERRB

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 101
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain hour data": 600,
"retain minute data": 400,
"retain second data": 200
}
}

Analytics T{E3&

THEREAMGEHERALFIRIEM BUI fim. ATARRRHIZMEEHER. , FHATRUAT(E
RIEE — MR RPATERBEURER. RELERI—IRERB X BTN
SEHEEPITORMRME | XEWERARSEIFF AR BREAFT IS HER. TR
S ATEEM BUI RIS IIER.

B Hh

ctime Bl T VERMI R B A
mtime LirsEut TERMET R B A
name B TAHERIN TR

owner BT ERMFTEE

uuid I T 3R BB FRME—ARIRST
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Analytics T{E&

FIH TR

FId UETECE TR Analytics TYER.

5K

GET /api/analytics/v1/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

e R 7~

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheets": [{
"href": "/api/analytics/v1l/worksheets/ab59bcbc...",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
oA
"href": "/api/analytics/v1l/worksheets/bb3ee729...",
"uuid": "bb3ee729-080a-cfla-98c9-9f485bc3a43d"
1
}

#KEX Analytics T{ExR

AREXEAS Analytics T1EZR,

=R NCIR

GET /api/analytics/v1l/worksheets/ab59bcbc-080a-cfla-98c9-9f485bc3a43d
HTTP/1.1

Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

e R 7~

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

"worksheet": {
"ctime": "Thu Jun 13 2013 02:17:14 GMT+0000 (UTC)",
"href": "/api/analytics/v1l/worksheets
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Analytics T{E3

/ab59bcbc-080a-cfla-98c9-9f485bc3a43d",
"mtime": "Sun Jun 23 2013 16:22:01 GMT+0000 (UTC)",
"name": "myworksheet",
"owner": "root",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"

BTk

BIEEHH Analytics TER.

RN

POST /api/analytics/vl/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Content-Type: application/json
Content-Length: 26

{"name": "myworksheet"}
LERIRB
HTTP/1.1 201 Created

Content-Length: 280
Location: /api/analytics/v1l/worksheets/bb3ee729-4480-4609-89b2-fae2dc@16bec

{
"worksheet": {
"uuid": "bb3ee729-4480-4609-89b2-fae2dc@l6bec",
"name": "myworksheet",
"owner": "root",
"ctime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",
"mtime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",
"href": "/api/analytics/v1l/worksheets
/bb3ee729-4480-4609-89b2-fae2dc@l6bec"
}
}

SR T 1k

FHER Analytics TRk, FEMZRBIF , TAERAFRAELIERIMAR , BRI ER
href FARRE) uuid, LharSHATASATSEER TIER CLI ar S HATAAILAS,

ERIRGY

DELETE /api/analytics/v1/worksheets/name=myworksheet HTTP/1.1
Authorization: Basic ab6rt4psMWE=
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Analytics T{E&

Content-Type: application/json
Content-Length: 26

BN 7R :

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

Flh TR RS

FILIEE N TERTHTA LIRS, BUREREERUTREML.

2K Ei:323

name HEIRERNERSIHE B RE 7R

drilldowns TEHEUFTRE BR (WRE)

seconds RS BIRAFER
BRI BI

GET /api/analytics/v1l/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

A LERBES

Bl TERYUESE.
BRI

POST /api/analytics/vl/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Content-Type: application/json

Content-Length: 26

{"name": "nfs4.ops", "seconds": 300}

LRI

HTTP/1.1 201 Created

Content-Type: application/json

X-Zfssa-Analytics-Api: 1.0

Location: /api/analytics/v1l/worksheets/name=me/datasets/nfs4.ops
Content-Length: 162
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"dataset": {
"href": "/api/analytics/v1l/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": 0,

"drilldowns": [1,
"seconds": 300,
wtime": "n

B LIERBUIES

BRI BER LIERBUESE.
BRI~

PUT /api/analytics/v1l/worksheets/name=myworksheet/datasets/dataset-008
HTTP/1.1

Authorization: Basic ab6rt4psMWE=

Content-Type: application/json

Content-Length: 26

{"seconds": 60}

LRI

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 161
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"href": "/api/analytics/v1l/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": 0,
"drilldowns": [1],
"seconds": 60,
"time": ""
}
}

Analytics #iE&E

* 27 BIEE B
R R
name KESGITHEERER

Analytics k% 49



Analytics $iE&E

50

B2 R

grouping s 2 FT A

explanation RESIHE R

incore PAZF R S BRI F T2

size Tt R BUREBURINF T2

suspended FERURE LR R AL THERENMA/RE
activity FEEBIRETEINRE

FiE BB A |, suspended [&4h.

A RNRSE

arc.accesses[hit/miss]
arc.12_accesses[hit/miss]
arc.l2_size

arc.size
arc.size[component]
cpu.utilization
cpu.utilization[mode]
dnlc.accesses[hit/miss]
fc.bytes

fc.ops

ftp.kilobytes

http.reqs

io.bytes

io.bytes[op]
io.disks[utilization=95][disk]
io.ops

io.ops[disk]

io.ops[op]

iscsi.bytes

iscsi.ops

ndmp.diskkb

nfs2.ops

nfs2.ops[op]

nfs3.ops

nfs3.ops[op]

nfs4.ops

nfs4.ops[op]
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Analytics RS

= nic.kilobytes

= nic.kilobytes[device]

= nic.kilobytes[direction]
m sftp.kilobytes

= smb.ops

= smb.ops[op]

P ¥iEER

5 BTERCER) Analytic ¥R,

SRR

GET /api/analytics/vl/datasets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

LRI

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

"datasets": [{
"dataset": "dataset-000",

"href": "/api/analytics/vl/datasets/arc.

"name": "arc.accesses[hit/miss]"

oA
"dataset": "dataset-001",

"href": "/api/analytics/vl/datasets/arc.

"name": "arc.l2_accesses[hit/miss]",

oA
"dataset": "dataset-002",

"href": "/api/analytics/vl/datasets/arc.

"name": "arc.l2_size",

oA
"dataset": "dataset-003",

"href": "/api/analytics/vl/datasets/arc.

"name": "arc.size",

oA
"dataset": "dataset-004",

"href": "/api/analytics/vl/datasets/arc.

"name": "arc.size[component]",

oA

H

accesses[hit/miss]",

12_accesses[hit/miss]",

12 size",

size",

size[component]",

Analytics k%
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52

KBRS

REEE BRI RME.

R -

GET /api/analytics/vl/datasets/nfs4.ops HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

LERIRNG

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

"dataset": {
"activity": "none",
"dataset": "dataset-030",
"explanation": "NFSv4 operations per second",
"grouping": "Protocol",
"href": "/api/analytics/vl/datasets/nfs4.ops",
"incore": 296128,
"name": "nfs4.ops",
"size": 53211540,
"suspended": false

PIEIRE

BIZFABIESE.

TBSKR A

POST /api/analytics/vl/datasets HTTP/1.1
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json

Content-Length: 26

{"statistic": "test.sine"}

ZERIRB
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Analytics RS

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 200

Location: /api/analytics/vl/datasets/test.sine

"dataset":{
"href": "/api/analytics/vl/datasets",
"name": "test.sine",
"grouping": "Test",
"explanation": "sine per second",
"incore": 34752,
"size": 31912,
"suspended": false,
"activity": "none"

(LRSS

R RS G S AT EEIRRE AN BUREN BN E.
BFEKIRB

POST /api/analytics/vl/datasets/nfs4.ops

{"suspended” : true}

R EIESKIRG)

POST /api/analytics/vl/datasets/nfs4.ops
{"suspended": false}

B R 7R

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 228
X-Zfssa-Analytics-Api: 1.0

"dataset" {

"suspended": false

FHE IR

HEBBIRS.

Analytics k%
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TSk~

DELETE /api/analytics/vl/datasets/test.sine HTTP/1.1

N Rz R -

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

RFHIRE

RIFEIRS.

RN CIR

PUT /api/analytics/vl/datasets/nfs4.ops/data

MR 7R~ :

HTTP/1.1 202 Accepted

B 61T 6

TSR AL E AR, 4R/ N AERE.

B R

granularity BB (Rb, 434, /)
endtime Wiz E endtime 2 BT ERAIEUHRE

endtime £ 1SO 8601 BfB)/HEIFEE (440 20130531T01:13:58)

TSR

DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour

MR 7R :

HTTP/1.1 204 No Content

REBIESE IR

M Analytic ¥UREIREEIE.
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2K R
start TR TR B ER BB A)
seconds W BIEIRAIR L (ZHAE = 1)

startTime AJRLERATF A 2 — -

m |SO 8601 B |8)/B A5 F (5120 20130531T01:13:58)
» HBFIERSS
" TARTFRE now

ARARIRM start , start Fi&E N L B EEEFGIEIRTFRME. start BEREER
ﬂgﬂéglﬁo IMRWERIRTHOMEGRT T AR08, RSF[IEFGFENES , Aeh
R [,

B R

startTime IR [B] ) 55— ANEAG KT B )
sample IR [=] 58— MBI B RS |
data FEGIEHELR

BRG] (BT WS 3 MSRE¥E)

GET /api/analytics/vl/datasets/nfs4.ops%5Bfile%5D/data?start=now&seconds=3
HTTP/1.1

Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: text/x-yaml

LERIRNG

HTTP/1.1 200 OK
Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

data:

- sample: 239024557
data:
value: 5
startTime: 20130912T21:42:38
samples: 239024558

- sample: 239024558

data:

value: 15
startTime: 20130912721:42:39
samples: 239024559
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- sample: 239024559

data:
value: 25
startTime: 20130912T21:42:40
samples: 239024560
size: 3
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AR

RUNBE AR YAAMALREE,

e

HEGSATRERSNEENE TR,

Bk %42 /hardware/vl 34
GET Icluster FEEE BB ERIEYIR
GET Icluster/resources / IREVFEE B RIRR B
<resource:path>
PUT Icluster/resources / U HBEERIR
<resource:path>
PUT Icluster/failback ST EA B EX FRERTERIR
FPITHEIRE
PUT Icluster/takeover BEEMANRABRENFRENE
Pz
PUT [cluster/unconfigure BUBBERENAIEREE
GET [cluster/links FE B ERERRE
PUT [cluster/setup PUTYIAREIRE

REB S SR
RIS A PR R RSV R

RN

GET /api/hardware/vl/cluster HTTP/1.1
Authorization: Basic abcd45sMWE=
Host: tanana:215

Accept: application/json

MR 7<) :

BEEARST 57



&

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 529
X-Zfssa-Api: 1.0

{
"cluster": {
"description": "Clustering is not configured",
"peer _asn": "",
"peer_description": "",
"peer_hostname": "",
"peer_state": "",
"resources": {
"net/ixgbed": {
"details": ["10.80.231.58"],
"href": "/hardware/vl/cluster/resources/resources/net/ixgbe@",
"owner": "tanana",
"type": "singleton",
"user label": "Untitled Interface"
+
"zfs/gold": {
"details": ["821G"],
"href": "/hardware/vl/cluster/resources/resources/zfs/gold",
"owner": "tanana",
"type": "singleton",
"user_label": ""
}
i
"state": "AKCS UNCONFIGURED"
}
}

RERBFE TR

IRYERFE IR href B , ATRUREUZ A BEE RIRKEIE. EBIAMA A
®IR : Inardware/vl/cluster/resources/resources/zfs/gold 1 /hardware/v1/cluster/
resources/resources/net/ixgbe0

BUREHERIR

URGTTABEERER  TAMERAGSERE M HERENEY. BXEZER B
%I, CLI "configuration cluster resources" (BECERERIR) .
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H&Ene

ﬁ%iﬁrﬂ‘]un A% failover, takeback  unconfigure, FiEMmLEISMEFEERIR

A PuTiEK , M B SHATR. R, B4 ENRE HTTP R 202
(Accepted),

ERIRGY

PUT /api/hardware/v1l/cluster/failback HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

LERIG

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

MRBERLTIEWHRE , TiEESZ G4, WIRE HTTP K 409 (Conflict),

REESHERE

iy SR BB E R YRR, M 045RS aksh @34 "configuration cluster
links" fiI AR, BINFEEITHEREZINEITIHGS , ARBEAKILERE.
BITRBEZHT , AR EINV AT AKCIOS_ACTIVE R3S,

SRR

GET /api/hardware/vl/cluster/links HTTP/1.1
Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

Accept: application/json

e R 7~

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 181

{
"links": {

"clustron2 embedded:0/clustron uart:0 = AKCIOS TIMEDOUT\n
clustron2_embedded:0/clustron_uart:1 = AKCIOS_ TIMEDOU\n
clustron2 embedded:0/dlpi:@ = AKCIOS TIMEDOUT"

}
}

AR S 59



YA

.

REHE

setup cluster ap A ARGIREVIIARIE. FTH RS MEIRERV AL T AKCIOS_ACTIVE
RE , BT FRERGHRIRERHTRE , SN HSRB R,
5K

PUT /api/hardware/vl/cluster/setup HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

Accept: application/json

{"nodename": "zfssa-storage-2", "password": "letmein"}

LERIRH)

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

1 dn & AT RIS LA FIA KSR,

Bk %12 /hardware/v1.0 g

GET Ichassis SIS

GET Ichassis/<chassis> RENFEE IR HEALAE SR

PUT Ichassis/<chassis> BUIEE KR HALFE B

GET Ichassis/<chassis>/<fru_type> SRR FELA

GET Ichassis/<chassis>/<fru_type>/ | FKEFEEHKIYFAAH Bt
<fru>

PUT Ichassis/<chassis>/<fru_type>/ | SBIE LB E B
<fru>

H| 58

get MAADSALERTMSE , SREIRGHBEXNRKTIER, GLSBIMITE , BR
[B] HTTP 4R 200 (OK).

Sl Bt i

FREH name HAERFR

60 Oracle ZFS Storage Appliance RESTful API $§Fg , &1ThRX 2013.1.5.0 2016 £ 2 B



Sl Bt i3

IR model Hsails

R manufacturer USSR

T serial NAEFIS

EapEas revision HARBITR S

Py part AT REMGES

/RE faulted M ETEIRAT

TR fru A FMRI RRER

EapEas uuid HUFE uuid FRIASRF
ESRRBI

GET /api/hardware/vl/chassis HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

N R 7~ 51

HTTP/1.1 200 OK

Content-

Length: 788

Content-Type: application/json
X-Zfssa-Appliance-Api: 1.0

"hardware": [{

boA

"faulted": false,

"href": "/api/hardware/v1l/chassis/chassis-000",

"manufacturer": "Oracle",

"model": "Oracle ZFS Storage ZS3-1",
"name": "cairo",

“rpm": "--",

"serial": "1211FM200C",

"type": "system"

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001",

"locate": false,

"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",

"part": "7046842",

"path": 2,

"revision": "0010",

"rpm": 7200,

"serial": "1235FM4002",

"type": "storage"

"faulted": false,

"href": "/api/hardware/v1l/chassis/chassis-002",

"locate": false,
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"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24P",
"name": "50050ccl10c206b96",
"part": "7046836",

"path": 2,

"revision": "0010",

"rpm": 10000,

"serial": "50050ccl10c206b96",
"type": "storage"

H

REHFEA L

Wi REFEE AT T AR AR, ®RPITRE , KRE HTTP K 200
(OK),

5K

GET /api/nas/vl1l/chassis/chassis-001 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

e R 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json

"chassis": {
"type": "storage"
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",

"path": 2,

"revision": "0010",
"rpm": 7200,

"serial": "1235FM4002",
"disk": [{

"device": "cOt5000CCA01A76A2B8d0",

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-000",
"interface": "SAS",

"label": "HDD 0",

"locate": false,

"manufacturer": "HITACHI",

"model": "H7230AS60SUN3.0T",

"pathcount": 4,
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"present": true,

"revision": "A310",
"rpm": 7200,
"serial": "001210R37LVD YHJ37LVD",
"size": 3000592982016,
"type": "data",
"use": "peer”
oA
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-001",
oA
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-002",
oo A
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-023",
1,
"fan": [
{
"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-000",
oo A
"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-007",
.,
"psu": [
{
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-000",
oA
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-001",
oA
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-002",
oA
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-003",
1,
"slot": [{
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-000",
oA
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-001",
.,

R FAR 1

S IR E AMEMHAMF R EME. 4 RIPITE , KIRE HTTP K7 200 (OK). i
MBS TRPAMALG M.

i)

AFK iy

FHE

device FRU &% ID
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Sl B2 R
/REY faulted WARETER FRU R BRAEMIE
TR fru FRU f FMRI &RRIER
FR& interface FRU #1258
FRER label FRU (U EHREE
#/RE locate R R AT ERAT
FIEE manufacturer FRU HI3&E/
FRER model FRU B2
EapEas part FRU Bh45
#/REY present FRU £ _ERESHERAT
WE rpm W A RMP (USRI TR )
TR serial FRU F315
WF size FRU X/ (BRE)
e type LR AT
FRER use 48 {4 PRI LAk S
BKRG :
GET /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json
M R 7~ 5
HTTP/1.1 200 OK
Content-Type: application/json
{
"disk": {
"device": "cOt5000CCA01A764FB0dO",
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
"interface": "SAS",
"label": "HDD 11",
"locate": false,
"manufacturer": "HITACHI",
"model": "H7230AS60SUN3.0T",
"pathcount": 4,
"present": true,
"revision": "A310",
"rpm": 7200,
"serial": "001210R322ED YHJ322ED",
"size": 3000592982016,
"type": "data",
"use": "peer"
}
}

64
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BREAH R

AJfEA PUT ERIEIEERAAMG LIRE B, BNBERSIRE HTTP KA 201

(Accepted) DR f#F JSON &= AH 14 B4,
BKRBI

PUT /api/hardware/v1l/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-User: root

X-Auth-Key: letmein

Accept: application/json

Content-Type: application/json

Content-Length: 16

{"locate": true}
JSON Mg 7=

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Length: 403
Content-Type: application/json

{
"disk": {
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
"locate": true
}
}

BEEARST
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H&a<

St H

=

A A
H& a4

B4 ATEHE CLI "maintenance logs" 2B T ABE. BXEMREBENGE
=

B FZ RS AP,

EK %42 /apillogivl ik

GET Fd BERS 64

GET llogs 3t B

GET llogs/<log> St HEMBESRE
GET Icollect/<log> THHEEHELXENES
GET Icollect THHRARERENES

FHk&E LB TARE. 8MEEHSREZBETNABHENH P RE—14E

BB (E) K.
TSk~

GET /api/log/v1l/logs HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Host: example.zfssa.com:215
Accept: application/json

LERING

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 532
X-Zfssa-Api: 1.0

{
"logs": [



-

7N

68

{
"href": "/api/log/v1l/logs/fault",
"name": "faults",
"size": 16,
"updated": "20130614T22:51:48"
1
{
"href": "/api/log/v1l/logs/audit",
"name": "audits",
"size": 460149,
"updated": "20130730T22:10:41"
.
{
"href": "/api/log/v1l/logs/alert",
"name": "alerts",
"size": 13054,
"updated": "20130728T00:06:10"
.
{
"href": "/api/log/v1l/logs/phone-home",
"name": "phone-home",
"size": 249,
"updated": "20130730T03:22:35"
.
{
"href": "/api/log/v1l/logs/system",
"name": "system",
"size": 344,
"updated": "20130724T03:21:55"
}

BHE&E

AN EERE & BETRREIHESRE . 810 EERBHRIRELRE B /AR
HERENANE BT,

i - IRIEEEHEHE %&IEE‘]EI,WT\ET%‘E%IW@BE%‘JWTT% BUI #1 CLI A
FRIHAIRSD), EHRITERSRE , MER T XA ERH T X LS,

B ik
start=<index> FraatRIELA E &S |/BfRIR B B
limit=<number> FRE&IR B AELRB %K

RIARSIFOAEN 0, FRBEAERKE—NHE. HERAFAREAEKRTHET
HA/NOE, RIARS DT LURIEFRE ; i1 20130724T03:21:55,
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- AEZETYHRM— B LMK EE, |BESREZRDAERRIAENRS &
. PREMERIRBIESTAEFERBENEEHRE. REKETHENBTLTERRS

.

TSk~

GET /api/log/v1l/logs/audit?limit=4&start=1000 HTTP/1.1
Authorization: Basic abcd45sMWE=

Host: tanana:215

Accept: application/json

LERIG

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
X-Zfssa-Api: development
Transfer-Encoding: chunked

"logs": [

{
"address": "10.159.84.34",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

oA
"address": "10.159.84.34",
"annotation": "",

"summary": "Destroyed share \"gold:tst.volumes.py.34111l.project/tst

34111.lun.7\"",

"timestamp": "20131022T722:52:34",
"user": "root"

oA
"summary": "Joined workgroup \"RESTTESTWG\"",
"timestamp": "20131022T722:54:23",
"user": "<system>"

oA
"address": "10.159.84.34",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

.volumes.py.
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THEE

TERE

T REMSRE—MEM gzip E48K) tar 3, RPEEEAZGHEE. XHRES
FRRE A logs.tar.gz, HITHIERE KEFAIZ FHLURMEALLIER , RBTTERE T,

TEHE

MRNFTR—ANAERE | WP HLZFRHINEIGS S DUERIR. BERXAR R
AR EZIR P, 0RESKRIAT gzip K4 , NI gzip AR, HABEEZE
BARRSF , HEBAmE.

70 Oracle ZFS Storage Appliance RESTful API $§Fg , &1ThRX 2013.1.5.0 2016 £ 2 B



EXMACE

P25 A >

ENNHMBRIMK S AT ERMEHUEANRE , DURECE MR EIEGER . ROMKH.

BXMBCE ThRE SO B4 XTI MR in O SR R AKX MRE , BIFERERE. B
NIC (virtual NIC, VNIC). Eg38 LAN (virtual LAN, VLAN) F1Z %4240, SRERT AKX
MZNETE LS HER IPv4 1 1Pv6 itk | DUBERTERE RS FEFSUIERS .

RO E A YA B S

s RE - MR TEREYIRM K IERES, InfiniBand L) IP (IP on InfiniBand, IPoIB) 43X
HIIE &R .

»  PURGER - RORFIRWEIR BN ELRLEN, BIRFEE T USRE (AIYPEMEIRH)
5 1B X ——X , BB E XHEAMREMBUEFEEARMKRSES. VLAN H
VNIC #HfE5Ers .

» $EO - IP IEEMSJUMELRLEM., 4 1P FEOHBS—MEIREERXEX , SRET A
AEHAEOKN IP £#&12 (IP MultiPathing, IPMP) M,

» PEE - P IREEECE , BTSSR IP HURANER AR,

SRR | PR RE ORI AR ; BN EIEENRE., BiRERES 2 B
K, WIRBZEA] , DMER LACP SR BN AFX LM%, #HOL%E 3 EXK , A
FBEBIRGER RGN 1P RE, WARRDERZ RO RES ARNERS - PR XN 26
2 BRE , HOXMNME 3 BRE.

P28 R

g@%ﬁ%ﬁ%ﬁéﬁﬂﬂT’F‘é‘ﬁﬁﬁ%kﬂ%ﬁ&%ﬁ%o EATRBIE . B, AR EE
TR,

%28 MLEFIESERS 4
Bk %42 Inetwork/vl R
POST /datalinks B FTHI PR BIEAE RS

RS 71



PR AR AR

72

Bk %42 /network/vl R
GET /datalinks/<datalink> FRERTEE AIAR HaR e JB
GET /datalinks FI BT R R B RRE R X R
PUT /datalinks/<datalink> BB E MM BURHERR ST R
DELETE /datalinks/<datalink> SHERTEE BB ERE T R
*29 YRR PR B
Bt Sl i::p
class FRE “device” (“immutable™)
label NetworkLabel PREE
links ChooseOne HERK ["igbl". "igh0". “ixgbe2". "
ixgbe3", "igh4", "igh3", "
ixgbel". "igh2". "igh5"]
jumbo HI/REY {FFERM ["true”, “false"]
("deprecated")
mtu Positivelnteger R K{EH B IT (Max transmission
unit, MTU)
speed ChooseOne EEMRIE E ["auto”, "10", "100", "
1000", "10000"]
duplex ChooseOne FEME L ["auto”, "half*, "full"]
® 30 VNIC & & ¥iEsEr Bt
Bt %A i::p
class FRE "vnic" (“immutable")
label NetworkLabel PREE
links ChooseOne HERK ["ixgbe0"]
mtu Positivelnteger ERA{EHI B IT (Max transmission
unit, MTU)
id VLAN VLAN ID
*31 VLAN & & $uRsErs Bt
Bt St Rk
class FRE "vian" ("immutable")
label NetworkLabel R
links ChooseOne HERE ['ixgbe0"]
mtu Positivelnteger RA{EHi T (Max transmission
unit, MTU)
id VLAN VLAN ID
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PR AR AR

%32 ETREMREBIRER B

Bt Sl iy

class FRE "aggregation” ("immutable")

label NetworkLabel PREE

links ChooseN HERK ["igbl". "igh0". “ixgbe2", "
ixgbe3", "igh4", "igh3", "
ixgbel". “igh2". “igh5"]

jumbo /REY {F BRI ["true", "false"]
("deprecated")

mtu Positivelnteger RA{EHi B IT (Max transmission
unit, MTU)

policy ChooseOne RBg ['L2", "L3", "L4", "
L2+L3", "L2+L4", "L3+L4"]

mode ChooseOne &3, ["active”, "passive". "off"]

timer ChooseOne JTHETES ["short”, "long"]

Key Integer B&% ("immutable”)

#* 33 T IP HXAREHIRAER B

Bt Sl i::p

class FrER “partition” (“immutable")

label NetworkLabel REE

links ChooseOne BEME

pkey Pkey X

linkmode ChooseOne SEPRAER ["om”, "ud"]

ZI| i PR R SE R

SR E _ ENATACECE IR . PURMERIIRTHE N REBEE BT HRIEAEN K
TERERE SRIRAIAR HRIER href BHERAR BUEHER BHE.

TSk~

GET /api/network/vl/datalinks HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

JSON ¥R

{
"datalinks": [{
"href": "/api/network/v1l/datalinks/ixgbe@",

oA
"href": "/api/network/vl/datalinks/ixgbel",



PR AR AR

oA
"href": "/api/network/v1l/datalinks/ixgbe2",

oA
"href": "/api/network/vl/datalinks/ixgbe3",

}]

ARER AR RIS PR

GET TASIR Bl —ME S HUEHE M BMEMK JSON X5 AR MR X H TR,
GET /api/network/v1l/datalinks/ixgbe@ HTTP/1.1 Host: zfs-storage.example.com

Accept: application/json

JSON ¥ifE7Rp

{
"datalink": {

"class": "device",

"datalink": "ixgbe@",

"duplex": "auto",

"href": "/api/network/v1l/datalinks/ixgbe@",

"jumbo": false,

"label": "Untitled Datalink",

"links": [

"ixgbe0"

1,
"mac": "0:21:28:al:d9:68",
"mtu": 1500,
"speed": "auto"

B P28 TR HERE

POST 4 ] BUEE FTAIBUIBHERS . B FTAIBUIBGER I T EN —MNEME BN | It
BN T EQBASUEREIL S, "Datalinks" 2K EEXURERARRIRE MW |, BT
PEUTHEZ —,

n RE - SIEE TR HSURSE

= vnic - SIEET VNIC HEUIEHErE

= vian - f3EET VLAN RI¥EGER

n RE - QIBETREMNEUERER
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PR AR AR

n X - 4 1B 9 XEIESEE
XL ML ST "configuration net datalinks" 3285 E] FHIE—1 CLI B4,

BRI

POST /api/network/vl/datalinks HTTP/1.1
Host: zfssa.example.com:215
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 78

{
"class": "device",
"jumbo": true,
"links": ["ixgbe2"],
"label": "TestDatalLink"
}
)07 07 I

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/v1l/datalinks/ixgbe2

1B LR EIE RE RS

PUT iR R TS B iRSERE B, B RREVIRERANEMEE  E5 N CLI 3T,
RN

PUT /api/network/v1l/datalinks/ixgbe2 HTTP/1.1

{"jumbo": true}

N Sy 751

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"datalink": {
"href": "/api/network/v1l/datalinks/ixgbe2",
"class": "device",
"label": "MyDatalLink",
"links": ["ixgbe2"],
"mac": "@:21:28:al:d9:6a",
"mtu": 9000,



e

"duplex": "auto",
"jumbo": true,
"speed": "auto"

T P % R e

W& Al ARG MIEREURRER . £/ href BAZMIBRTSE RBIRERR .

BRI
DELETE /api/network/vl/datalinks/ixgbe2 HTTP/1.1

e R 7~ 5

HTTP/1.1 204 No Content

PLR B E

S RS EREE MR R &, YRR RS EIRA B RREL.

&34 M4k 4

e %12 Inetwork/vl Erp

GET Idevices/<device> REUFE E BB & B
GET Idevices S T MR RS XI5
%35 MR E B

B2 R

active FIREIERNE R BB TIEIRE
duplex FEHRTRE

factory_mac H™ MAC Hihit

media WEN R

speed WRERE , Bk

up RN R BB IRERN A IRIRE

Zi|th LR &

S BT MR
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RES

TSk~

GET /api/network/v1/devices HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Host: example.zfssa.com:215

Accept: application/json

LRI

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 412
X-Zfssa-Gns-Api: 1.0

{
"devices": [{
"href": "/api/network/v1l/devices/ixgbe0",
oA
"href": "/api/network/vl/devices/ixgbel",
oA
"href": "/api/network/v1l/devices/ixgbe2",
oA
"href": "/api/network/vl/devices/ixgbe3",
1
}

RIS &

IRER AWK R B,
BRI

GET /api/network/v1/devices/ixgbe® HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

LERIG

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 178
X-Zfssa-Gns-Api: 1.0

"devices": {
"active": false,
"device": "ixgbe0",



GE:SEdm]

"duplex": "full-duplex",

"factory mac": "0:21:28:al1:d9:68",
"href": "/api/network/v1l/devices/ixgbe0",

"media": "Ethernet",
"speed": "1000 Mbit/s",
"up": true
}
}
&3O
% 36 ML a4
K 12 /api/network/vl ik
POST finterfaces B FRIMLR IO
GET finterfaces/<interface> REVEE IR 3 O JB
GET finterfaces S| BT LR A X %R
PUT finterfaces/<interface> EUFEE ML EO TR
DELETE finterfaces/<interface> FHERTEE RO &
x37 MO B
B R
admin ARSI E 7B B AT AR O b TE IR
class YR (ip", ipmp")  (BIBSFARTIA)
curaddrs LHT 1P HihE (RATAL)
enable 12 TS t=pAN = e Wb =)0
label AR PR
links pall:gi; Wb R
state EORE (RATE)
vdaddrs IPv4 ik
vedhcp IPv4 DHCP #5:&
v6addrs IPV6 ik
vedhcp IPv6 DHCP #R7

e [ae] S I

S TR C R EMSEEA.

-

GET /api/network/vl/interfaces HTTP/1.1
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e

Authorization: Basic abcd1234MWE=
Host: zfssa.example.com:215
Accept: application/json

IR 7R :

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 369

{
"interfaces": {[
"href": "/api/network/v1l/interfaces/ixgbe0",
"v4addrs": ["10.80.231.58/24"]
oA
"href": "/api/network/v1l/interfaces/ixgbel",
"v4addrs": ["10.80.231.59/24"]
oA
"href": "/api/network/v1l/interfaces/ixgbe2",
"v4addrs": ["10.80.231.60/24"]
oA
"href": "/api/network/v1l/interfaces/ixgbe3",
"v4addrs": ["10.80.231.61/24"]
]
}

ARER E% 3% 0

REVFE E MR O TT R RS 3R
BRI BI

GET /api/network/vl/interfaces/ixgbe® HTTP/1.1
Authorization: Basic abcd1234MWE=

Host: zfssa.example.com:215

Accept: application/json

e B 7451

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 292

"interface": {
"admin": true,
"class": "ip",
"curaddrs": ["10.80.231.58/24"],



GE:SEdm]

"enable": true,

"href": "/api/network/vl/interfaces/ixgbe@",
"interface": "ixgbe0",

"label": "Untitled Interface",
"links": ["ixgbe0"],

"state": "up",

"v4addrs": ["10.80.231.58/24"],
"v4dhcp": false,

"vb6addrs": [1],

"vbédhcp": false

P MLE IR

BIEFTHIRZRZ O,

5K

POST /api/network/vl/interfaces HTTP/1.1
Host: zfssa.example.com:215

X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 78

{
"class": "ip",
"links": ["ixgbe3"],
"vd4addrs":"192.168.1.9/24"
}
)07 07 I

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vl/interfaces/ixgbe3

BB MR

ERIARMKIEA.

5K

PUT /api/network/vl/interfaces/ixgbe3 HTTP/1.1

"vdaddrs": ["192.168.1.99/24"],
"interface": "Demo Rest"
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MIL% i ER

P4 %

}
MR 7R~ :

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 219

"admin": true,

"class": "
"curaddrs":

"enable":

ip",

true,

["192.168.1.9/24"],

"href": "/api/network/vl/interfaces/ixgbe3",
"interface": "ixgbe3",
"label": "Demo Rest",
"links": ["ixgbe3"],
"state": "failed",
["192.168.1.99/24"]

"v4addrs":
"vadhcp":
"vbaddrs":
"vedhcp":

false,

[1,
false

MibR P24

MERIA MR IEA

SRR

DELETE /api/network/vl/interfaces/ixgbe3 HTTP/1.1

Authorization:

LERIG

Basic abcd1234MWE=
Host: zfssa.example.com:215

HTTP/1.1 204 No Content

BIRMLK I,
% 38 BT R
Bk #&42 /api/network/vl R
POST Iroutes BIEHA LR G

81



RL% %

ER %42 lapi/network/ivl £
GET Iroutes/<route> FRENFE B ML 5 BB Bt
GET Iroutes S BT LR P R X 5
DELETE Iroutes/<route> LB sishal:alitzhEd
GET Irouting FREN LR 7% FH M
PUT Irouting UMK %R M

& 39 RL% P& R B
B R
type HEERZERY | 540 "system" BX "static" (FRAJAE)
family HutitiE (IPv4 % IPv6)
destination % B ARt
gateway P Stk
interface LR BRI R O

KK href JR2EME R CLI PR EMIKE ID & |, BUBHRIREN | XENLS
KHEZN, APl ZHRHEAMREBEFHE—BMER R/ KE. HET routes/route-### |, 1E

%4 routes/<name>=<value>

3|t % R

SRS LRI ATE MR IR,

TSk~

GET /api/network/vl/routes HTTP/1.1
Authorization: Basic abcd1234MWE=
Host: zfssa.example.com:215

Accept: application/json

LERIG

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

{
"routes": [{
"destination": "0.0.0.0",
"family": "IPv4",
"gateway": "10.80.231.1",
"href": "/api/network/v1l/routing/route-000",
"interface": "ixgbe0",
"mask": 0,

82 Oracle ZFS Storage Appliance RESTful API $§Fg , &1ThRX 2013.1.5.0 2016 £ 2 B



MIL% i ER

"route": "route-000",
"type": "static"

oA
"destination": "10.80.231.0",
"family": "IPv4",
"gateway": "10.80.231.58",
"href": "/api/network/v1l/routes/route-001",
"interface": "ixgbe0",
"mask": 24,
"route": "route-001",
"type": "system"

1

ARERR

REVERAN R EME.
5K

GET /api/network/vl/routes/destination=10.80.231.0 HTTP/1.1
Authorization: Basic abcd1234MWE=

Host: zfssa.example.com:215

Accept: application/json

LERIG

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

{
"route": {
"destination": "10.80.231.0",
"family": "IPv4",
"gateway": "10.80.231.58",
"href": "/api/network/v1l/routes/route-001",
"interface": "ixgbe0",
"mask": 24,
"route": "route-001",
"type": "system"
}
}

IR

BIEFTAIMLE IS, 20RmARGRMEAMIER , WK href BERETH., BIEKH
R ASRERAEE  BARERBEEESHABHAER. SEhtZEBELIERE
HTTP 4K 204 (Created),



RL% %

BIEE SR BRI )

POST /api/network/v1l/routes HTTP/1.1
Authorization: Basic abcd1234MWE=
Host: zfssa.example.com:215
Content-Type: application/json
Content-Length: 164

{
"family": "IPv4",
"destination": "0.0.0.0",
"mask": "0",
"gateway": "10.11.12.1",
"interface": "ixgbe0"

}

LERRB

HTTP/1.1 201 Created

il

BRI RLR FE

s — .
BRI
DELETE /api/network/v1l/routes/route-001 HTTP/1.1

Authorization: Basic abcd1234MWE=
Host: zfssa.example.com:215

LRI

HTTP/1.1 204 No Content
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RESTful API [BJ# R % AT ERAMEHE AR &R EE SR IR R,

(A &R 55 <

+ 40 a8 AR 55 i 4>
Bk %42 /problem/vl R
GET S [E) R 5 6 4
GET Iproblems S Fr A M aRE
GET Iproblems/<problem> RELEBFTERE uuid Ffa) ¥
B
PUT Iproblems/ FFERE A uuid FREAEBE

<problem> /markrepaired

FIth BT A

WSSk & L YRIFENTARE, &4MIITE  HIRE HTTP K 200

(OK),

5K

GET /api/problem/v1/problems HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

BN 7RB) :

HTTP/1.1 200 OK
Content-Type: application/json

{

"problems":

[{

"AK-8003-Y6",
"description":

"The device configuration for JBOD

'1204FMD063"' is invalid.",
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"impact": "The disks contained within the enclosure
cannot be used as part of a storage pool.",
"uuid": "@0d30be41-b50d-4d03-ddb4-edb69ee0808",
"repairable": false,
"type": "Defect",
"timestamp": "2013-2-21 17:37:12",
"severity": "Major",
"components": [{
"certainty": 100,
"status": "degraded",
"uuid": "b4fd328f-92d6-4f0e-fb86-e3967a5473e7",
"chassis": "1204FMD063",
"label": "hc://:chassis-mfg=SUN
:chassis-name=SUN-Storage-J4410
:chassis-part=unknown
:chassis-serial=1204FMD063
:fru-serial=1204FMD063

:fru-part=7041262
:fru-revision=3529/ses-enclosure=0",

"revision": "3529",

"part": "7041262",

"model": "Sun Disk Shelf (SAS-2)",

"serial": "1204FMD063",

"manufacturer": "Sun Microsystems, Inc."

H
1

Itk — MR

A SEIIH—NEE, 4RPMITE , #IRE HTTP KK 200 (OK),
URI 3 A 3% uuid - —/Na)@iig uUID,
BRI
GET /api/problem/v1.0/problems/0d30be41-b50d-4d03-ddb4-edb69ee0808
HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json
MR
HTTP/1.1 200 OK

Content-Type: application/json

"problem": {
"uuid": "@d30be41-b50d-4d03-ddb4-edb69ee0808",
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B & A

AR R R G SR RERCAE B R.

MAZH uuid - ZFRCASEREMIE-K UUID,

ERIRBI

PUT /api/problem/v1/problems/0d30be4l-b50d-4d03-ddb4-edb69ee080f8/repaired
HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

BENm 4R E HTTP IR 202 (Accepted) :

HTTP/1.1 202 Accepted
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RESTful APl k%

AAERNEE A FR—AISN, JRERESIEFNAIARRKEE ANBRIERAR,
ARTHRHREEFT KT TAE , MAAESEABERNEN. FHRAGLER
HSEIR ARG (Flanm i ARt root AR B2, AEREIAANER
PHERIEN , FEEEITHEPRERERTEENA L. BHABRT , BEKRA
"Basic administration” (EAEE) K€ , EASIEE BRI,

£ RESTful API f &R % ] B ARG MA MR

A EIRSanSBid

PARIIRERABEGS.
F 4 AERFZHS
R %42 Irole/vl ik
GET JIEAEREH4S
GET Iroles/<role> REGEENEIEA AR
GET Iroles JIH AT ER A AR
PUT Iroles/<role> BRIEENEIERA AR
DELETE Iroles/<role> FHERTERE A AXTR
POST Iroles diEHAesmRIEAE
PUT Iroles/<role>/revoke PNGiE=Ra b i ispalenye ke
POST Iroles/<role>/authorizations BIEHABFZN
GET Iroles/<role>/authorizations / FEFE B A AU M
<auth>
GET Iroles/<role>/authorizations S TR A BN R
PUT Iroles/<role>/authorizations / BUIEE A BT R
<auth>
DELETE Iroles/<role>/authorizations / FHERFE RE ROIRALT
<auth>

RESTful API f3 /RS



e fube R

Jlhfe

SMAEBAAUTRHERE. BXARRBMNTER , E5N CLI ).

& 42 e

eS| BAE& TR ik

FRE name AELEK (AREARTE)
FRr R description £k

BRI

GET /api/role/vl/roles HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json

)07 07 I
{
"roles": [{
"description": "Basic administration",
"href": "/api/role/vl/roles/basic",
"name": "basic",
"role": "basic"
Ao
"description": "a",
"href": "/api/role/vl/roles/rola",
"name": "rola",
"role": "rola"
1
}

KR

KRB ENENE., BREBMITTEIE , BREWSIHREN true,

TaSKRB

GET /api/role/vl/roles/basic?props=true HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

N Rz -

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
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BlERE

Content-Type: application/json
Content-Length: 390

"props": [{
"immutable": true,
"label": "Role name",
"name": "name",
"type": "String"

Ao

"label": "A description of this role",

"name": "description",
"type": "String"

.,

"role": {
"authorizations": [1,

"description": "Basic administration",
"href": "/api/role/v1l/roles/basic",

"name": "basic"

PIEHE
B S TR,

*43 elbe Ry

Sl

REATR

b

FHE

name

HAemER (BF)

FHE

clone

ﬁﬁﬁ%ﬁtﬁﬁﬁﬂ‘]ﬁéﬂ‘%% (7]
%)

FREB

description

AEME (BF)

TSRk~

POST /api/role/vl/roles HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"name":"role workflow", "description":"Role to run workflows"}

LRI

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
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BYyHRa

Content-Type: application/json
Content-Length: 143
Location: /api/role/vl/roles/role_workflow

{
"role": {
"authorizations": [],
"description": "Role to run workflows",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"
}
}

(PR

SR ARREEA BB,
LN

PUT /api/role/vl/roles/role workflow HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"description":"Role allowing user to run workflows!"}
LERRB

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 158

"role": {
"authorizations": [],
"description": "Role allowing user to run workflows!",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"

WA e

METE R PP s e,
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TSk~

PUT /api/role/vl/role worksheets/revoke HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

LERINB

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 0@

i€

MRS REA G, RABNEAEA— PRSI/, MEBSE "confirm" 4
JMBLE A "true”,

SRR

DELETE /api/role/vl/roles/rola?confirm=true HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: */*

LERING

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

FI|h F BN

B e TE F RN
RN

GET /api/role/vl/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

N B 7451
{

"authorizations": [{
"allow modify": false,
"allow_read": true,
"auth": "auth-000",
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BIEE F IR

"href": "/api/role/vl/roles/role workflow/authorizations/auth-000",

"owner": "0,
"scope": "workflow",
nuuidhs e

H

BIE A BN

PIEEFIA AR, MBS CLI hEXHEMARE. SMRAEERE XM
"scope” J&tE. AIRIELCIMATERIREH RN, SORERLE :

ad cluster keystore role stmf user
alert dataset nas schema svC workflow
appliance hardware net stat update worksheet
‘S = .

FRRHI

POST /api/role/vl/roles/role workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 41

{"scope": "workflow", "allow read": true}

LRI

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 171

Location: /api/role/vl/roles/role_workflow/authorizations/auth-000

{
"auth": {
"allow_modify": false,
"allow_read": true,
"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
"owner": "*x",
"scope": "workflow",
"uuid": MR
}
}
ER RS
Z
AN A BB,
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TSk~

PUT /api/role/vl/roles/role workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 29

{"allow_modify": true}

LRI

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 171

{
"auth": {
"allow_modify": true,
"allow_read": true,
"href": "/api/role/vl/roles/role workflow/authorizations/auth-000",
"owner": "*",
"scope": "workflow",
"uuid": R
}
}
MR B
SRR Y
5K

DELETE /api/role/vl/roles/role workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: */*

LRI

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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RESTful APl SAN AR

RESTful APl SAN AR fo i & BT EIFAB X35 ML (Storage Area Network,

SAN),

SAN iR

SAN ABRUFEALA M :

» IR AR R L
v RS FENFERE
v R PRI AR ML

AEMLE_EE RN, X=MAEERIFAE, EXEENT , MEEZEARE
B IEEha B AN —RELY , BERZSBIFNT , WRFLLRIIWITHR. RESTUI

API SAN R B RA S SIFUMN I TFT SAN BRSEEL,

n EFNE - BEE ) SCSI AE . &% SCSI 64-F 110 Y5k S Frak A = R g

R BEE BT HE—F U IRHTINA,

» 3B - —HEENEE. B 52 ITS (Logical Unit Number, LUN) 3KBX

& ASRAF I EEN=E AT AVIIEZ LUN,

» BAF - ARG R , RE—DIRS LIRS B350 SCSI 647 110 %
K. BFEFHASEERE  FETE—IUFIENR. EiER  Birles

FABELZEATT,

» BAMA - —HBMR. LUN S —NMSE BT RETA BRSH.

SAN JE3hes

UTEATEE SAN Eahams.

&4 JEsheedn
EK 42 /san/v1.0 R
GET I<protocol>/initiators 3 EYMX (FC, iSCSI,
SRP) Xt&%I4fTH SAN B3has
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SAN [E3hs

98

R %42 /saniv1.0 R

GET /<protocol>/initiators /<initiator> | X4 EWMY (FC. iSCSI,
SRP) BMIREXFEREM SAN j3zh
a5

POST /<protocol>/initiators EIXFLAETMN (FC, iSCSI,
SRP) BIZEHETH SAN JE3h8

PUT I<protocol>/initiators /<initiator> | X4 EWNY (FC. iSCSI,
SRP) XMHREBHEEH SAN fF3)
=

DELETE I<protocol>/initiators /<initiator> | $4ERIEERIEFNEIT R

XS E AT URI 2%

* 45 URI %1
2R Ei:323
protocol 25128 NAS MY (FC. iSCSI, SRP)
initiator SEENERM ign. wwn 3K eui

RE ERhSdhSER TEIIE A BRIEEARREIE. SIZFMEH GRS HE XL BIEER

LIPS
% 46 JaEhas Bt
e X iy
alias all I azhaR 5%
initiator fc HEEhEsIE O£ /% (World
Wide Name, WWN)
iqn iscsi LL/EzhE8 K iISCSI RE &R
chapuser iscsi FUAIBFRAENHY (Challenge
Handshake Auth Protocol, CHAP)
Ars
chapsecret iscsi FOABEFIAIEHMY (Challenge
Handshake Auth Protoco, CHAP)
4R
initiator srp ¥ EW—HARF (Extended

Unique Identifier, EUI)

3t BBhas

FIHETEE VMR R & LECEKATA Rt . IMNVIEXBE 4 A "initiators” K53
R BIHE (£ JSON #8xX) .
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SAN 38

FAR3IE iSCSI JAzhaIE KRB -

GET /api/san/vl/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Nie N 7451

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiators": [{
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:02",
"initiator": "ign.1986-03.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
A
"alias": "init-01",
"initiator": "ign.1986-03.com.sun:02:01",
"href": "/api/san/vl/iscsi/initiators/ign.1986-03.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
11
}

HEUEHZHFEAESE

FH B4 iISCSI BEN2EMEE., INIESCEE/EAR% A "initiator FIXTS ) iISCSI
Jashzs BtE (£ JSON /&) .
5K

GET /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

e R 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiator": {
"alias": "init-01",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:01"
"initiator": "iqgn.1986-03.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
}
}
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SAN [E3hs

I JEENS

BIEEHH ISCSI [E3h3s. FAIIRAL iISCSI JRES (iISCSI Qualified Name, IQN), &K
IEXXE iSCSI Aahzs/EtE ({FF JSON &) . lBNAE HTTP Sk #1 iSCSI Gzh
B E URI, PARIRR, ARZHETIR [B] MR ZSAES 201 (Created), MRV IESCEEEAE A
"initiator" (XTS5 K iISCSI BahR B ({FA JSON &) .

RN

POST /api/san/v1.0/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
"initiator": "iqgn.1986-03.com.sun:02:02",
"alias":"init-02"

}

e R 7~ 51

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 181

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:02

{
"initiator": {
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:02",
"initiator": "iqgn.1986-03.com.sun:02:02",
"chapsecret": ""
"chapuser": ""
}
}

¥R

B S AMEBINE B3hss. B REXBEMEKMEsEENE (£ ISONER) .
URI SR ALt E3h2380 ION, BZNJE , #IR[E HTTP RS 202 (Accepted). TRV IEI A
BYEA% A Minitiator” KIXTREFT iISCSI EEh<5 Bt (£ JSON 1)

ERIRGY

PUT /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:01 /HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json
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EEhsd

JEEhesA

{
"alias":"init-01-secure",
"chapuser":"chuck",
"chapsecret":"igottheintersect"

}

N R 7~ 5 -

HTTP/1.1 202 Accepted
Content-Length: 167
Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"initiator": {
"alias": "init-01-secure",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:01",
"ign": "ign.1986-03.com.sun:1",
"chapsecret": "igottheintersect",
"chapuser": "chuck"
}
}
Wik fEshas
MNRE T B30
BRIRA

DELETE /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:@1 HTTP/1.1
Host: zfs-storage.example.com:215

BENBIRSJE | KR [E] HTTP 4XA% 204 (No Content) :

HTTP/1.1 204 No-Content

iISCS| [Ezhes 4 BT EFR%Z LM iISCSI f33h2sH ISCSI [B3hes2H., TRPFIL T A]

RS

A< o
& 47 Bshastend
EK 42 /san/v1.0 R
GET /<protocol>/initiator-groups SIS EMY (FC, iSCSI,

4

SRP) &3t FTH SAN E3h
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Bahad

R %42 /saniv1.0 R
GET I<protocol>/initiator-groups / XA EMY (FC, iSCSI,
<name> SRP) BMIREFEEM SAN 531
#54
POST /<protocol>/initiator-groups X345 MY (FC, iSCSI,
SRP) AIZEFTH SAN EzhasA
PUT /<protocol>/initiator-groups / XA EMN (FC, iSCSI,
<name> SRP) M&EHRIEEM SAN 23h
G
DELETE I<protocol>/initiator-groups / FHEBRTEE B IRXT R
<name>

XA SERT URI 2%

* 48 URI %1

B i

protocol JEEhE5 I NAS BRY (FC, iSCSI. SRP)
name SN B TR,

A Eh232AERE "name" BHER initiators” B , FEEAE B AT RN B3NS

o

3t jEEha54E

S ETE R iISCSI 5512840, mThfa , KR[E HTTP IR 200 (OK) , FHAIEXXH
& B K "groups” i JSON X% |, Xt BE Bz A R KEEA.

TBSKRB :

GET /api/san/vl/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

N Y 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json

{

"groups": [{
"href": "/san/vl/iscsi/initiator-groups/aktest-initiators-0",
"initiators": ["iqn.1986-03.com.sun:0"],
"name": "aktest-initiators-0"

oA
"href": "/san/vl/iscsi/initiator-groups/aktest-initiators-1",
"initiators": ["iqn.1986-03.com.sun:1"],
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JBEhasA

"name": "aktest-initiators-1"

H

RSB ER

Mi;/l\ iISCSI BAEh#RAFREVEMEE. JARIES | 53344+ IREIK href B
Bz g2z
TSk~

GET /api/san/vl/iscsi/initiator-groups/test-group HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

e R 7~

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/v1l/iscsi/initiator-groups/test-group"
"initiators": ["iqn.1986-03.com.sun:02:01"],
"name": "test-group"
}
}

elke =y |

TR AN ISCSI Bh=sA, ERIEXBEH A "name” 22K JSON X% , E
WEBHLR.

F* 49 Josha3A I B/t

B el R

name TR JAEhERER B FR

initiators el B f35h2% IQN BIER%EA
BRI

POST /api/san/vl/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 64

Accept: application/json
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BH#5

104

{

"name":"group-01",

"initiators": ["iqn.1986-03.com.sun:02"]
}
N Y 7~ 51 -

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/san/vl/iscsi/initiator-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group",
"initiators": ["iqgn.1986-03.com.sun:02"],
"name": "group-01"
}
}

kR fEzh=54E

Mg Eshas4.
BRI

DELETE /api/san/v1.0/iscsi/initiator-groups/group-01 HTTP/1.1
Host: zfs-storage.example.com:215

BN fE KR [E] HTTP $R7S 204 (No Content) :

HTTP/1.1 204 No-Content

iISCSI Baran4 AT EHE iSCSI BrH iSCSI BArH., TmFIH Tl Ha4

& 50 BHirin4
BKR %42 Isan/v1.0 b
GET I<protocol>/targets ErXHAEMY (FC. iSCSI,
SRP) Xf%3%t i SAN Bx
GET I<protocol>/targets/<target> XA EYMY (FC, iSCSI,
SRP) BMARENFEEH SAN B#R
POST I<protocol>/targets XA EMY (FC, iSCSI,
SRP) BIZHTH SAN BFR
PUT /<protocol>/targets/<target> T34 EMY (FC. iSCSI,
SRP) STZREHUFETEH SAN BHR
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B#x

R %42 /saniv1.0 R
DELETE I<protocol>/targets/<target> HERTEE B ARXT &
XA SERT URI 23
*51 URI &%
ESit) B i
FREB protocol SAN MY (FC. iSCSI. SRP)
TR target B#5 ID (IQN, WWN, EUI)

i "get" BArdr 4 EAIREBAREM , B "create” # "modify" BirdS{ERL T BN

ERIIN.

% 52 BHirEM
B2 PR R
alias iscsi IR A TR FR
ign iscsi iISCSI fRE & #F
state iscsi iISCSI HARRZE (“online”, "

offline")

auth iscsi A[IEEAEZER! ("none”, “chap”)
targetchapuser iscsi TJ3% CHAP F FI&iE
targetchapsecret iscsi 7] 3% CHAP B4A5E
interfaces iscsi BARA] MO SR
wwn fc [P S EI SR
port fc [l W)LY v
mode fc RO (BB )
speed fc 13 M) G S
discovered_ports fc EAMHITRE EEhin O M E
alias srp SRP BirHI5I4
eui srp LB AR RRME—FRIRTT

LT Bt TIREL iSCSI BFRAEE.

%53 B#reE BT
il BR R
FIFE protocol BAMAPMY (FC. iSCSI, SRP)
R name iISCSI BirH 2 #R
Ll targets iSCSI B#F IQN AR AT
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B#r

31|t B AR

FH R & L] BRIFEE MNAIFTE SAN BF.
SRR

GET /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json

Nie B 7481

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1337

{
"size": 7,
"targets": [{
"alias": "tst.volumes.py.12866.target",
"href": "/api/san/v1l/iscsi/targets/iqn.1986-03.com.sun:02:
72b6fa%9a-96¢c4-e511-db19-aadb9bac2052",
"ign": "ign.1986-03.com.sun:02:72b6fa%a-96c4-
e511-db19-aadb9bac2052",
oA
"alias": "tst.volumes.py.96238.target",
"href": "/api/san/v1l/iscsi/targets/iqn.1986-03.com.sun:02:
31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"ign": "ign.1986-03.com.sun:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
}
.1
}

HRE B AREAER
A BRRIREURIE. LR "ian BHESER "alias=<alias>" YEFELLEA.

RN

GET /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MWE=

Accept: application/json

Nie B 7451

HTTP/1.1 200 OK
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B#x

Content-Type: application/json
Content-Length: 251

"target": {
"alias": "test-target",
"auth": "none",
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"interfaces": ["ixgbe0"],
"ign": "iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapsecret": "",

"targetchapuser": ""

EHFEASE I

BIEFTNE AR, FERIEXBE—HE nane BIEH] ISON X5, HLEHEEHH iSCSI
BARAR AR,

ERIRB

POST /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Content-Type: application/json
Content-Length: 23

Accept: application/json

{"alias": "test-target"}

MR~ :

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 233

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008

"target": {

"href": "/api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008",

"alias": "test-target",

"ign": "iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"auth": "none",
"targetchapuser": "",
"targetchapsecret": "",
"interfaces": ["ixgbe0"]
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B#r

BRE A5

BHRIA iISCSI Br, ERIEXBETHCMBUH iISCSI BirEMER JSON X%, BTN
Ja , ¥IR[E] HTTP K 202 (Accepted), NN IEXXAE7E JSON XTRF YRl B ARmLE
R iSCsSI BirEH.

BRI

PUT /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MWE=

Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 54

Accept: application/json

{"targetchapsecret":"letmeinnowplease", "auth":"chap",
"targetchapuser":"argus"}
2]V N0

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 189
X-Zfssa-San-Api: 1.0

"target": {
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"auth": "chap",
"targetchapsecret": "letmeinnowplease",
"alias": "test-arget",
"ign": "iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapuser": "argus",
"interfaces": ["ixgbe0"]

Ml B A5

WAL B SAN BF.
BRIRG)
DELETE /api/san/v1l/iscsi/targets/iqn.1986-03.com.sun:02:e7e688b1l HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=

BENIRR | K& [E] HTTP 41X 204 (No Content) :

HTTP/1.1 204 No-Content
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Spai]

BArA

HirAZ BAirES.
%54 BEirH a4
BK %12 /san/v1.0 Rk
GET /<protocol>/target-groups EFRTAENFY (FC. iSCSI,
SRP) X&FItH A SAN BHRrH
GET I<protocol>/target-groups / EXFEA MY (FC. iSCSI,
<target-group> SRP) BHIHFEIEER SAN BAR
28
POST I<protocol>/target-groups XA EMY (FC, iSCSI,
SRP) BIZHTK SAN BHRZE
PUT I<protocol>/target-groups / XA REWHY (FC, iSCSI,
<target-group> SRP) XfZEHIEER SAN B
2
DELETE I<protocol>/target-groups / SHERFERE I B AREST R

<target-group>

XA SEANT URI 281,

%= 55 URI %1

B2 R

protocol JaEh23H NAS MY (FC, iSCSI, SRP)
name B FreE K2 FR

%I|th EdReR

S &S LA ARBESE. BPE , IR[E HTTP KA 200 (OK) , FHEIEXBERE
M4 7 "groups” ] JSON Xt , IEXTR A S B ARAXT R A%,

RN

GET /api/san/vl/iscsi/target-groups
Host: zfs-storage.example.com:215

Authorization: Basic abcd1l23MWE=

Accept: application/json

e R 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 237
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Spai]

110

"groups": [{
"href": "/api/san/v1l/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"
1
oA
"href": "/api/san/vl/iscsi/target-groups/alt-group",

H

AREX B A

IR B, HEREREANBFEZFRNEAD URI 28, IBNVIEXESEA
"target-group” f] JSON Xf% , XS B B FRAEREME.

BB

GET /api/san/vl/iscsi/target-groups/test-group
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=

Accept: application/json

e R 7~ 5

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/v1l/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.1986-03.com.sun:02:0d5a0ed8-44b6-49f8-a594-872bf787ca5a"]
}
}

GUEELSY 7]
DURAIE ISCSI FFAL. THRIESCRHAA nane L0 ISON T3, SOBHERILHT
i 7K o

-
POST /api/san/vl/iscsi/target-groups HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE
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Spai]

Accept: application/json
Content-Type: application/json
Content-Length: 97

{"name":"test-group",
"targets": ["ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]}

N R 7~

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 154

X-Zfssa-San-Api: 1.0

Location: /api/san/v1l/iscsi/target-groups/test-group

{
"group": {
"href": "/api/san/v1l/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"iqn.1986-03.com.sun:02:31d26d2e-6aad-6054- fe58-8b1fb508b008" ]
}
}

Ml E dR2R

MERINAE B AR,
BRI
DELETE /api/nas/v1.0/iscsi/target-groups/test-group

BEhER AR | HTTP 4R 204 (No Content) :

HTTP/1.1 204 No-Content
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R 55 m <

31|t AR 55

AR5 an <

RS RESTul API T3 A ETER & s TR IR ST

AT RR% a4 7 A,
% 56 g5
EK 4% Iservicelvl ik
GET S RS- 4
GET Iservices S A RS
GET Iservices/<service> REFERE RS ECEFRTS
PUT Iservices/<service> BEHEE RS HECE
PUT Iservices/<service>/enable SAFTEE RS
PUT Iservices/<service>/disable AR ERARSS

Wi IR AR & LR R ATECE RS R HERRERIIR, GSMPITRE ¥R

[B] HTTP 4R 200 (OK),

GENE

GET /api/service/vl/services HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

e B 7481

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked
X-Zfssa-Service-Api: 1.0

{

i
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SRS

"services": [{
"<status>": "disabled",
"href": "/api/service/vl/services/ad",
"name": "ad"
oA
"<status>": "online",
"href": "/api/service/vl/services/smb",
"log": {
"href": "/api/log/v1l/logs/network-smb:default",
"size": 2
+
"name": "smb"
oA
"<status>": "online",
"href": "/api/service/vl/services/dns",
"log": {
"href": "/api/log/v1l/logs/network-dns-client:default",
"size": 4
i
"name": "dns"
oA
"<status>": "online",
"href": "/api/service/vl/services/dynrouting",
"log": {
"href": "/api/log/v1/logs/network-routing-route:default",
"size": 81
i
"name": "dynrouting"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/ftp",
"log": {
"href": "/api/log/v1l/logs/network-ftp:proftpd",
"size": 40
+
"name": "ftp"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/http",
"name": "http"
oA
"<status>": "online",
"href": "/api/service/vl/services/identity",
"log": {
"href": "/api/log/v1/logs/system-identity:node",
"size": 4
i
"name": "identity"
oA
"<status>": "online",
"href": "/api/service/vl/services/idmap",
"log": {
"href": "/api/log/v1/logs/system-idmap:default",
"size": 15
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FIH RS

+
"name": "idmap"
oA
"<status>": "online",
"href": "/api/service/vl/services/ipmp",
"log": {
"href": "/api/log/v1/logs/network-ipmp:default",
"size": 3
i
"name": "ipmp"
oA
"<status>": "online",
"href": "/api/service/vl/services/iscsi",
"log": {
"href": "/api/log/v1l/logs/network-iscsi-target:default",
"size": 3
i
"name": "iscsi"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/ldap",
"name": "ldap"
oA
"<status>": "online",
"href": "/api/service/vl/services/ndmp",
"log": {
"href": "/api/log/v1/logs/system-ndmpd:default",
"size": 11
i
"name": "ndmp"
oA
"<status>": "online",
"href": "/api/service/vl/services/nfs",
"log": {
"href": "/api/log/v1l/logs/appliance-kit-nfsconf:default",
"size": 6
i
"name": "nfs"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/nis",
"log": {
"href": "/api/log/v1l/logs/network-nis-domain:default",
"size": 3
i
"name": "nis"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/ntp",
"name": "ntp"
oA
"<status>": "online",
"href": "/api/service/vl/services/replication",
"name": "replication"
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oA
"<status>": "online",
"href": "/api/service/vl/services/rest",
"log": {
"href": "/api/log/v1l/logs/appliance-kit-akrestd:default",
"size": 10
i
"name": "rest"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/scrk",
"name": "scrk"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/sftp",
"name": "sftp"
oA
"<status>": "online",
"href": "/api/service/vl/services/shadow",
"name": "shadow"
oA
"<status>": "online",
"href": "/api/service/vl/services/smtp",
"log": {
"href": "/api/log/v1/logs/network-smtp:sendmail",
"size": 6
i
"name": "smtp"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/snmp",
"name": "snmp"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/srp",
"name": "srp"
oA
"<status>": "online",
"href": "/api/service/vl/services/ssh",
"log": {
"href": "/api/log/v1l/logs/network-ssh:default",
"size": 3
+
"name": "ssh"
oA
"<status>": "disabled",
"href": "/api/service/vl/services/syslog",
"name": "syslog"
oA
"<status>": "online",
"href": "/api/service/vl/services/tags",
"name": "tags"
oA

"<status>": "disabled",
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HREIR

"href": "/api/service/vl/services/tftp",
"name": "tftp"
oA

"<status>": "disabled",

"href": "/api/service/vl/services/vscan",

"log": {
"href": "/api/log/v1l/logs/vscan",
"size": 0

i

"name": "vscan"

H

s MNEANRFFHREGFAEE  HPBELRFHREMEE.,

TSk~

GET /api/service/vl/services/ndmp HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

MR 7R :

HTTP/1.1 200 OK
Content-Type: application/json

"service": {
"cram_md5_password": "",
"cram_md5 username": "",
"dar_support": true,
"default _pools": [],
"drive_type": "sysv",
"href": "/api/service/vl/services/ndmp",
"ignore_ctime": false,
"name": "ndmp",
"restore_fullpath": false,
"status": "online",
"tcp_port": 10000,
"version": 4,
"zfs_force_override": "off",
"zfs token support": false

i
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BERFRE

ERRFRE
Hdn 4 EBA E RS HIRE.
= service - % B
= state - FTHARSKZE (enable’, 'disable’)
£ URI 2EE0ERIRHB -
PUT /api/service/vl/services/replication/enable HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

BENEN AR E HTTP 4K 202 (Accepted), At M fRSF A% JSON &Kk /2 Hak
HRLRS .

f#F JISON HEKIRABI -

PUT /api/service/vl/services/replication HTTP/1.1
Host: zfs-storage.example.com

Accept: application/json

Content-Type: application/json

Content-Length: 22

{"<status>": "enable"}

ERERANARS , B AZELLT JSON :

{"<status>": "disable"}

BYRFACE

BT AT PUT ERIARFER K E LFT BRI EREBTEEMFS W ERME. — 2R
FAREABTRIR , BT DARIEF RIRP E XK href RBBUXLEARS .

SRR
PUT /api/service/vl1/services/sftp HTTP/1.1

Host: zfs-storage.example.com

Content-Type: application/json

{"port": 218}

BENIm 4R E HTTP IR 202 (Accepted) :
HTTP/1.1 202 Accepted

Content-Length: 162

Content-Type: application/json; charset=utf-8
X-Zfssa-Service-Api: 1.0
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B 55 IR

IR 55 BR

{
"service": {
"<status>": "disabled",
"href": "/api/service/vl/services/sftp",
"keys": [],
"listen_port": 218,
"logging verbosity": "INFO",
"root_login": false
}
}

—ERFAFFRIR. EEHNE DRSBTS RF B LSFIFRERRBIKEIE , LT AT
Lo RIRAT .

%57 R RIRG4S

EHR iz R

GET /services/<service>/<resource> S RS FRIR

PUT Iservices/<service>/<resource>/ | BHFEIR
<href>

POST /services/<service>/<resource> BB FRIR

DELETE /services/<service>/<resource>/ | §HERFRIR
<href>

XLdn A AR 5HEAh RESTul APl €548 , HF , ceT AT %IH ek FRERTE E H
FERIFZER | posT AT RIBFKFRIRZTY | ruT AT BMF RIS , DELETE A T485%4s
TR RIR.

BRENFRERETTAREEM4G SRR , 352 I CLI "configuration services" (L
BRS) 0.
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RESTful APl 21i&iR %

RESTful APl 7R AT ERECE R EHEFMIL. WE. XHARSHM LUN W&
. B ERRBIR S,

TrlbRiE

£ Oracle ZFS Storage Appliance & , NAS fEiti TR E , XLt A LUN F13C
HARGHEZRIFEHEHEGHEERBIETIRIFE. X MRAM NAS APl &, HHRERT

REUR B FAERCE.
58 i<
ER 42 /api/storage/vl ik
GET Ipools St Rt
GET Ipools/<pool> REEMEEAE R
POST Ipools BCE AT A
PUT Ipools/<pool> A RN TE A
PUT /pools/<pool>/scrub SHEE Rt S sh s SR
DELETE Ipools/<pool>/scrub XS RE A S LR AR B TE
DELETE /pools/<pool> HUHBCETEE M

3|7t

a4t RS LA eI EN. a4 RDIIT/A , KBIRE HTTP KA 200 (OK).
HTTP IEX A &R ET/NE) JISON & MFIFR., TRERT XLBEMRLZFR.

#* 59 iRt

R L7 ik

Ty pool B ARith & R
T profile PR R B A
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Sl B i3

FRER state MWRE ("online". "offline”, "
exported")

FRr R asn WHRNBAIRE RIS

Eyery peer FEEE RGP XTET A ASN

FRER owner PR ARG TS

ERIRBI -

GET /api/storage/v1/pools HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

N Y 7~ 5 -

HTTP/1.1 200 OK
Content-Type: application/json

{
"pools": [{
"profile": "mirror3",
"name": "platinum",
"peer": "00000000-0000-0000-0000-000000000000",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0aecd10749"
Ao
"profile": "raidzl",
"name": "gold",
"peer": "00000000-0000-0000-0000-000000000000",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
1
}

IR
It a4 IR Bl AN FEE R B LR N B E R DUE R . S BEhPITE , Bk
[B] HTTP K7 200 (OK).

s .

SRR

GET /api/storage/v1/pools/gold HTTP/1.1
Host: zfs-storage.example.com

Accept: application/json

MR 7R~ :

122 Oracle ZFS Storage Appliance RESTful API $§Fg , &1ThRX 2013.1.5.0 2016 £ 2 B



[

HTTP/1.1 200 OK
Content-Type: application/json

{
"pool": {
"profile": "raidzl",
"name": "gold",
"usage": {
"available": 2388000726016,
"total": 2388001816576,
"dedupratio": 100,
"used": 1090560
i
"peer": "00000000-0000-0000-0000-000000000000"
"state": "online",
"owner": "tanana",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0aecd10749"

=w

LB, BXARBAENSN  F5 N CLRETMGS. THITAT ARG
SR GARR RS BOREAIAE. TSNS RRELE e X
TR

TBSKRB :

POST /api/storage/vl/pools?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMWE=
Content-Type: application/json

Accept: application/json

{

"name": "silver",
}
N Y 7~ 51 -

HTTP/1.1 200 OK
Content-Type: application/json

"props": [{
"choices": ["custom" ],
"label": "Chassis 0",
"name": "0",
"type": "ChooseOne"
oA

"choices": ["custom"],

RESTful APl 72k % 123



[

124

"label": "Chassis 1",
"name": "1",
"type": "ChooseOne"
Ao
"choices": [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11,
"label": "Chassis 1 data",

"name": "1l-data",
"type": "ChooseOne"
oA
"choices": ["mirror", "mirror3", "raidzl",
"raidz2", "raidz3_max", "stripe"],
"label": "Data Profile",
"name": "profile",

"type": "ChooseOne"
H

BB (BIERERLAE (1] F 8 MiEmIth)

POST /api/storage/v1/pools HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=
Content-Type: application/json
Accept: application/json

{
"name": "silver",
"profile": "stripe",
"l-data": 8

}

N R 7~ 5 -

HTTP/1.1 201 Created
Content-Type: application/json

"pool": {
"asn": "314d252e-c42b-e844-dabl-a3bcab80b563",
"errors": [1,
"name": "silver",
"owner": "zfs-storage",
"peer": "00000000-0000-0000-0000-000000000000",
"profile": "stripe",
"status": "online",
"usage": {
"available": 1194000466944.0,
"dedupratio": 100,
"total": 1194000908288.0,
"used": 441344.0
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I AR AR A A

LIV R IVER

B SRMUT AR ECE M., RMFESB A ERMEEE T, @i href &
X PUTIER , EXHFEEERNIIMNFERENIRRE.

ERIRGY

PUT /api/storage/v1l/pools/gold HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=
Content-Type: application/json

Accept: application/json

{

"2-data": 8
}
s 7~ :

HTTP/1.1 202 Accepted

yLNEEEE

&% <pool>/scrub PUT B}, DELETE &SR A 3 5l B shith B IR ESF L \EAE 1 TRITE IR
W, BXRE¥EMEE , ES M CLI 54 "configuration storage scrub”,

BUHECE
Stan & A\ ARG iR .
BRI :
DELETE /api/storage/v1l/pools/silver HTTP/1.1

Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=

e R 7~

HTTP/1.0 204 No Content

Date: Fri, 02 Aug 2013 22:31:06 GMT
X-Zfssa-Nas-Api: 1.0
Content-Length: 0
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FrE B R REZ LA E ., FERTEMEFIEITN

fH44% "Iprojects” fitINE|

URI, THZESEAN B iz T4 4 NUF AN “/projects/{project}”,

% 60 TH <

Bk %42 /apilstorage/vl R

GET Iprojects B pTEmE

GET Ipools/<pool>/projects FIEImE

GET Ipools/<pool>/projects /<project> | TKEUR B FMZE

POST Ipools/<pool>/projects fEmE

PUT Ipools/<pool>/projects /<project> | EHIRE

DELETE Ipools/<pool>/projects /<project> | £4E8IH

GET Ipools/<pool>/projects /<project>/ | FREUMA B 28 (K11 R I
usage/groups

GET Ipools/<pool>/projects /<project>/ | FRENFEELAMI B (£ BiE R
usage/groups/<group>

GET Ipools/<pool>/projects /<project>/ | FEUR B F i1 G
usage/users

GET Ipools/<pool>/projects /<project>/ | FKEXFsE I AR B 18 B1ER

usage/users/<user>

TRERTHE RIRP A miEBIERS IR,

&6l e B

ESid) BHR £

Ty aclinherit ACL 47174 (“discard”, "
noallow", "restricted", "
passthrough”, "passthrough-x")

P aclmode A EBEE ACL 1724
("discard", "mask", "
passthrough")

n/REY atime RER A B T [a)  [E) AR

Fora canonical_name HITB R

cud= checksum g (“fletcher2”, "
fletcher4", "sha256")

Fors compression BUREGERE (“off", "lzjb", "
gzip-2", "gzip", "gzip-9")

W copies HibEHEAriE

=pT ] creation WHE (3 LUN, XXRE) A
B H HAFN ARt A)

/R dedup BRHIERRARE
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Sl B R

FITE default_group BB ZAXHRSEA : "other”

i default_permissions T B ZRA 4 RGANR 700"

FnJREY default_sparse TR E BIA LUN FEEIERE

FIrER default_user T BIAS AL 7« "nobody”

by default_volblocksize TE BRA LUN Bk : 8192

ME default_volsize T E ZKA LUN K/

T/REY exported ESHARE

FE# logbias RIFEAwHE (“latency", "
throughput")

R mountpoint HEHHRBRIAE "fexport/proj-
01"

PR name B &R

7/REL nbmand JEFR SR HIMEB E IR

T jREY nodestroy FELE4HEEARRE

W quota WE ALK/ (BACATFTT)

FiFE origin SRR

ool =] pool BB FR

/RE readonly {RFESLSBMERE A true B A5EER
s

IR recordsize PR EEIER K/INA "128kK"

ME reservation PERME @K/

fa/REY rstchown PRI A A E BdrE

FEE secondarycache TIREREFERER (talt, "
metadata”, "none")

FES sharedav HTTP £Z&JR ("off". "rw", "
ro")

FHE shareftp FTP XZ®E ("off". "rw", "
ro")

FE sharenfs NFS £Z%®JR ("off"'. "on", "
ro", "rw")

FREB sharesftp SFTP HXZE®IE ("off", "rw", "
ro")

FHFER sharesmb SMB/CIFS HXZ®IR ("off", "
rw", "ro")

FRE sharetftp TFTP £Z®IFE ("off", "rw", "
ro")

FHE snapdir .zfs/snaphsot A] JLtE
("hidden", "visible")

i snaplabel VAR

Zn/REL vscan TRETIHRE
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edlbpril=

WA SIILAERTRIATATE. S MEEKTE #EE LIRS SRS R
B, BIEEEE], RAKE. EHHRENBURE MBI,

EWSH filter - —MARRKFRFBILACT IS , ZRMEFREMEHETBEAEK
JUN/AERS ST

% 62 URI %1

2 Ei323

pool B R
SRR

GET /api/storage/v1/pools/gold/projects HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

_E%U]#Lﬁ get Ja , ¥IR[E] HTTP X85 200 (OK) LARTIE BHE¥EE (£ JSON 4%
) .

LERING

HTTP/1.1 200 OK
Content-Type: application/json

{
“projects”: [{
“name”: “proj-01",
oA
“name”: “proj-02",
}
}

REMIFHEMFRETATME NI ; URIEEE /projects 812,
REUFTEIE F LA "backup” 1EAFEER Y BHERIE KRG

GET /projects?filter=backup HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

IR E Bt

LA S TE T A TE BN, BEIT get Ji , KIR[E HTTP &S 200 (OK)
MERIRE B (£ ISON #&3\) .
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B HIE

#* 63 FEURE URI 3%
M ik
pool BB TR
project TE &

FJd "gold" A 4 4 "proj-01" BT B KA K7~ F

GET /api/storage/vl/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

N R 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json

{
"project": {
"default_volblocksize": 8192.0,
"logbias": "latency",

"creation": "20130411T20:02:35",
"nodestroy": false,

"dedup": false,

"sharenfs": "on",

"sharesmb": "off",

"default _permissions": "700",
"mountpoint": "/export",
"snaplabel": "",

"id": "042919bb-0882-d903-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],

"compression": "off",
"sharetftp": "",

"default sparse": false,
"snapdir": "hidden",
"aclmode": "discard",
"copies": 1,

"aclinherit": "restricted",
"shareftp": "",

"canonical name": "gold/local/default",
"recordsize": 131072.0,
"usage": {

"available": 1758424767306.0,

"loading": false,

"quota": 0.0,

"snapshots": 0.0,
"compressratio": 100.0,
"child_reservation": 0.0,
"reservation": 0.0,

"total": 45960.0,

"data": 45960.0

I
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"default_volsize": 0.0,
"secondarycache": "all",
"collection": "local",
"exported": true,
"vscan": false,
"reservation": 0.0,
"atime": true,

"pool": "gold",
"default_user": "nobody",
"name": "default",
"checksum": "fletchersd",
"default _group": "other",
"sharesftp": ""

"nbmand": false,
"sharedav": ""
"rstchown": true

ellf= 2=

BT B d SRR AT AR ERAEAFANME . FIREABRIABMIERFTR
H.

X 64 URI 3%k

M R

pool FhaMt B R
JSON 1IE3CERS¥K -

= name - MR AT E B FRALIETE .
= project properties — {H{AIT1 B EHEB AR E AR B HAIE1E.

SRR (B34 7 "proj-01" KT E )

POST /api/storage/v1l/pools/gold/projects HTTP/1.1
Hosta: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “proj-01”,
“sharenfs”: “ro”

}

BRI SR , ¥IRE] HTTP IRZ 201 (Created) , BfuELKBEFHMEK URI, EXHE
ABWE R (£/ JSON #83X) .
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B HIE

ZERIRB

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01

{
“project”: {
“name”: “proj-01”,
"href": "/api/storage/v1l/pools/gold/projects/proj-01",
“mountpoint”: “/export/acme/gold”,
}
}

fEEIE

HAERIRE a7 AT ER AT E KB .

% 65 URI %k
i R
pool FEERR
project TE &

ERS% - Project Properties - {E{AT B BHE A& E AR B HAIIATE.
KRB (KBIRE & FRM "proj-01" EHA "new-name”)

POST /api/storage/vl/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “new-name”,
“sharenfs”: “rw”,
“compression”: “gzip-9”
}
BB G | #IR[E HTTP RS 202 (Accepted) H3 It Fra T E fBit.
2] 07 I

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/v1/pools/gold/projects/new-name

{
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“project”: {
“name”: “new-name”,
“sharenfs”: “rw”,

“compression: “gzip-9”,

llERE

LR B 154 BT ke it A ma .

K 66 URI 3%
B Ei:32
pool FEE R
project TE &R
5K

DELETE /api/storage/vl/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

B (£ R

HREUEKI B fE BB UL RIRAT A TR A R aUR R RER B (0 RTE LR

AR BRE

%#%%ﬁﬁﬁéﬂﬂﬁﬁ%@i#%ﬁﬁiﬁﬁoﬁﬁﬁéﬂﬂﬁ%?ﬁimﬁﬁm
BUIER

{service uri}/pools/{pool}/project/{project}

*® 67 X EG w4
R %42 /api/storage/vl ik
GET ffilesystems S B XHRE
GET Ipools/<pool>/projects /<project>/ | FIH RS
filesystems
GET Ipools/<pool>/projects /<project>/ | I RLVEMASE
filesystems /<filesystem>
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BN

%12 lapi/storage/vl

Fi: 3

POST

/pools/<pool>/projects /<project>/
filesystems

VEXHRS

PUT

/pools/<pool>/projects /<project>/
filesystems /<filesystem>

BB RGE

DELETE

/pools/<pool>/projects /<project>/
filesystems /<filesystem>

BXHERG

GET

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/usage/
groups

A ARGARE BENR

GET

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/usage/
groups /<group>

RERFERE ARSI R L E S

o

POST

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/usage/
groups

BRI RSB

PUT

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/usage/
groups /<name>

U ARG LARCER

GET

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/usage/
users

REC RGP EREN

GET

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/usage/
users /<user>

REFERE MR IS RS E RS
Ut

POST

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/usage/
users

BRI ARG RO

PUT

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/usage/
users /<name>

BEUCU ARG FECAR

BAXHARGEBEWRBFHENE , FHFRBUTE T HAG KB,

% 68 XHERGRME
Sl B3 gk
FEE casesensitivity "Case Sensitivity" %'E&
("mixed", "sensitive" 2§

"insensitive")

FRE group H4

= normalization FRHEA,

ool =] permissions X RGAR

el =] project B &%

FrsREY quota_snap e RACEP AR BRI E

/KA reservation_snap TE/RTRE == (B BAR IR B AR

C b= shadow 4SRRI

RESTful API Z265RR %
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Sl B3 i

P sharesmb_name SMB HZ &R L TR
bOE source TR B 4k B

bUEd Usage XHRGERBIER
FR# user WEAZRIFENA 4
Zn/RE utf8only $E26F UTF-8 BIARE

S 3RS

I X R B & BN T TEIR B BT SRS

EWSH - filter - —MARAMFRFBILECT RS , TRAE TR BEHEHETAEHERE
RIS IEES TR

% 69 URI &%

E i:by

pool TR TR

project WE &R

RN

GET /api/storage/vl/pools/gold/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

_)ﬂéljlﬂkﬁi%%k)ﬁ , IR [E] HTTP HKA 200 (OK) AR RGeS0 BiEseE (£ JSON #%
) .

LERIRNG

HTTP/1.1 200 OK
Content-Type: application/json

{
“filesystems”: [{
“name”: “filesystem-01",
“project”: “proj-01",
“pool”: “gold”,
Ao
“name”: “filesystem-02",
“project”: “proj-01”,
“pool”: “gold”,
H
}
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ARG SHFBTA MM E FRTE RS SIR, FEXFMERT , URIKERE /apil

storage/v1/filesystems

RG] (FREVFTA SUERGEIFLL "abed” FRFERME AR JBMHE)

GET /api/storage/vl/filesystems?filter=abcd HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

KBRS

HRERSC( Z G e IR [145 T8 ThEIR B A S RS B M

®70 URI 2%
i F:323
pool BB TR
project TE &
filesystem ARG B TR

BRIRG (Fd4 58 "proj-01" KIRE )

GET /api/storage/vl/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

_)ilélj]#ﬁ:r get J5 , BIR[E] HTTP 4KZ& 200 (OK) AR XA LG /E@ME (£ JSON 4%
) .

N B 7481

HTTP/1.1 200 OK
Content-Type: application/json

{
"filesystem": {
"logbias": "latency",
"creation": "20130423T721:30:34",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"mountpoint": "/export/grape",
"snaplabel": "",

"id": "424ca2ec-b3fa-df86-0000-000000000000",
"readonly": false,

"rrsrc_actions": [],

"compression": "off",

"sharetftp": "",

"source": {
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"logbias": "default",
"dedup": "default",

"sharenfs": "inherited",
"sharesmb": "off",
"mountpoint": "inherited",
"rrsrc_actions": "local",
"compression": "default",
"sharetftp": "inherited",
"spnapdir": "default",
"aclmode": "default",
"copies": "default",
"aclinherit": "default",
"shareftp": "inherited",
"readonly": "default",
"secondarycache": "default",
"exported": "inherited",
"vscan": "default",
"reservation": "local",
"atime": "default",
"recordsize": "default",
"checksum": "inherited",

"sharesftp": "inherited",
"nbmand": "default",
"rstchown": "default"
+
"snapdir": "hidden",
"aclmode": "discard",
"copies": 1,
"aclinherit": "restricted",
"shareftp": "",
"canonical_name": "platinum/local/default/grape",
"recordsize": 131072.0,
"usage": {
"available": 880395477504.0,
"loading": false,
"quota": 0.0,
"snapshots": 18432.0,
"compressratio": 100.0,
"reservation": 0.0,
"total": 50176.0,
"data": 31744.0
I
"secondarycache": "all",
"collection": "local",
"exported": true,
"vscan": false,
"reservation": 0.0,

"shadow": "none",
"atime": true,

"pool": "platinum",
"quota_snap": true,
"name": "grape",
"checksum": "fletchersd",

"project": "default",

136 Oracle ZFS Storage Appliance RESTful API $§Fg , &1ThRX 2013.1.5.0 2016 £ 2 B



M RGHRE

"sharesftp": ""

"nbmand": false,
"reservation_snap": true,
"sharedav": ""
"rstchown": true

B H RS

PR AL & A TEA EF ISR B AR E M L RN MRS, KIREH
INBHERF LIRS,

=71 URI 2%
i F:323
pool B FR
project TE &
filesystem SR GK B TR
BREE

» name - AR B ARG B TR BT ST RSE.

» filesystem properties - 3RSt B B BT S H ET BIEER A& B AYA
{E.

BRG] (BB joe" FHKA A "share-01" L RLE)

POST /api/storage/v1/pools/gold/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “share-01",
“owner”: “joe”

}

BENeI G , KIR[E HTTP IKZ 201 (Created) , BB KBEMXMHRLHM URI, 1E
NEEMAENXHARSEY (A JSONEX) .

N Ry 751
HTTP/1.1 201 Created
Content-Type: application/json

Location: /api/storage/v1/pools/gold/projects/proj-01/filesystems/share-01

{

“filesystem”: {
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“name”: “share-01",
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,

“owner”: “joe

”

BEOLHERSE

BRH ARG G ATESINE G AGHNEL, BEN g , ¥IRE HTTP K 202

(Accepted) F5HE TSRS BIE.
&5k S ¥ - Filesystem Properties - A& SRS RST a0 B @it

®72 URI 2%
B R
pool R RR
project TE &R
filesystem N RGHBTR

ERRBI CESCHERGERFRM "share-01" BHA "new-name" I FTB A E XA
"nobody")

PUT /api/storage/v1/pools/gold/projects/proj-01/filesystems/share-01
HTTP/1.1

Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “new-name”,
“owner”: “nobody”,
}
e 7~ :

HTTP/1.1 202 Accepted

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01/filesystems/share-01

{
“filesystem”: {
“name”: “new-name”,
“pool”: “gold”,
“collection”: “local”,

“project”: “proj-01",
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“owner”: “nobody”

bR+ RS

Wbk 2L a4 AT R EHEoR B F RN SRS,

=73 URI %%

28 g

pool FE AR

project WE &R

filesystem X RGEHBTR
BRI
DELETE /api/storage/v1/pools/gold/projects/proj-01/filesystems/share-01

HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

BN fE R[] HTTP 4RZS 204 (No Content),
e R R4

HTTP/1.1 204 No-Content

A ARG BCERAE R

A A PosT B PUT ESR D HICIESEHUR FEAARCER. SR SHER TR GET K
A TR A REEEBRER B ) R DUERE .

LUN #4E

B LUN S (el iRE TARMSTE . LT LUN 64T,

R4 w4
BR %1% /api/storage/vl £
GET /luns S T LUN
GET /pools/<pool>/projects /<project>/ | FIJ4 LUN
luns
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R %42 /apilstorage/vl R
GET Ipools/<pool>/projects /<project>/ | #EX LUN F{EE
luns/<lun>
POST /pools/<pool>/projects /<project>/ | 4l LUN
luns
PUT /pools/<pool>/projects /<project>/ | &3 LUN
luns/<lun>
DELETE Ipools/<pool>/projects /<project>/ | §82% LUN
luns/<lun>
TRIET LUN B, SthaTdkis@mmE B,
®75 ERtt
St AR i
YR assignednumber AEH LU RS,
5 /REY fixednumber ¥ LU YRS & E 0 S BTERMRE
TR initiatorgroup JEEE O]
FRE lunguid STMF GUID
FRE lunnumber LU 4jS., —N5E "auto”
FER project WELH (Rai)
5 source S BHEIR (“local”, "
inherited")
#i/REY sparse AR E &S
FEE status ZHEHITTRE ("online", "
offline")
TR targetgroup EV o]
pOF Usage FJd LUN ERERGIHER
wF volblocksize HIAN
W volsize LI NN
/REY writecache JBRBNEFRRE

FL MR NI B P4K, IRXIRIE TXLEH |, FFAMRBMER LUN [ Aty B e
PHTRER , SR LUN

ENE A", IABAT , XLBERRE MK, R
AN, R R, BRI ERE “inherited” , Al BUHRE" &Y.

BUBR B E4RE) JSON &K A

{"unset":

["compression"]}

5|4 LUN

FIH lun di&LIR A4S R thER I E AT A LUN f31ER.

140 Oracle ZFS Storage Appliance RESTful API $§Fg , &1ThRX 2013.1.5.0 2016 £ 2 B



LUN #24%

* 76 URI 3%
2 R
pool FEERR
project TE &R

ESRRGBI (3 "proj-01" HEFE) LUN)

GET /api/storage/v1/pools/gold/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

BENRAT get Ja , ¥R [E] HTTP K& 200 (OK) XK LUN @t (/8 JSON #&x) .
e R 7~ 5

HTTP/1.1 200 OK
Content-Type: application/json

{
"luns": [{
"id": "fadac6fb-0bcc-d2e3-0000-000000000000",
“name”: “vol-01”
Ao
"id": "690ae407-7c4d-b5d2-0000-000000000000",
“name”: “vol-01",
1
}

FREL LUN

HRER LUN d5&-<IR [145 /i B F 84 LUN B,

rRT77 URI 3%
2 R
pool FEE R
project TE &R
lun lun Z#R

ESRIRG) (RER4 A "vol-01" i) LUN)
GET /api/storage/v1/pools/gold/projects/proj-01/lun/vol-01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

AT get Ja , FIR[E] HTTP K7 200 (OK) PAK LUN @M ({3 JSON #£3X) .
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MR 7R :

HTTP/1.1 200 OK
Content-Type: application/json

“lun”: {

"logbias": "latency",

"creation": "20130423721:31:17",

"nodestroy": false,

"dedup": false,

"rrsrc_actions": [],

"id": "e3045406-319b-cf7a-0000-000000000000",

"writecache": false,

"compression": "off",

"copies": 1,

"stmfguid": "600144FOD8EOAE4100005176FDA60001",

"source": {
"compression": "default",
"checksum": "inherited",
"logbias": "default",
"dedup": "default",
"copies": "default",
"exported": "inherited",
"rrsrc_actions": "inherited",
"secondarycache": "default"

I

"canonical_name": "platinum/local/default/diskl",

"snaplabel": "",

"usage": {
"available": 881469214720.0,
"loading": false,
"snapshots": 0.0,
"compressratio": 100.0,
"total": 1073758208.0,
"data": 1073758208.0

I

"secondarycache": "all",

"collection": "local",

"exported": true,

"volsize": 1073741824.0,

"pool": "platinum",

"volblocksize": 8192,

"checksum": "fletcher4",

"project": "default",

"sparse": false

BT LUN

s & AT RUEFTHY LUN, SEPICRHTHY LUN $REER/NGelE
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K78 URI %K
2 R
pool B TR
project B &
Ekem

= name - PRI LUN ZFRRAGIZEFTAD LUN,

= volume properties - LUN JBYaiT0 B B3 E K1 BHEER TR & A¥IAME.
BKRG :

POST /api/storage/v1/pools/gold/projects/proj-01/luns HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

Request JSON:

{
name : "vol-001", // Volume name (required)
size : 500000, // New Volume size
blocksize : 8192, // New Volume block size
sparse : true, // New Volume sparse data flag
initiatorgroup : ‘'default', // Initiator group name
targetgroup : ‘'default’, // Target group name
lunnumber : ‘'auto', // Volume LUN number
status : 'online', // Initial Status ('online', 'offline')
fixednumber : false,
"source": {
"snapshot id" : "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"snapshot": "/pool-001/local/proj-001/snap-001"
}
}

ABEhEIESE , ¥R [E HTTP IRZE 201 (Created) , B E LB EF LUN ) URI, 1EXE
HFTA LUN B (£ JSON 1%3() .

LERIGI
HTTP/1.1 201 Created
Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01/luns/vol-001

“lun”: {
"name": "vol-001",
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LUN #4E

&3 LUN

&3 LUN a5 AT ES A LUN KB,

rRT79 URI 3%
B Ei:323
pool FEERR
project TE &R
lun LUN &%k

&K &% - Volume Properties - A[{&H%{E{T LUN 230 B Bt
ERRBI (B LUN BFRM "vol-01" B A "new-name™)

POST /api/storage/v1l/pools/gold/projects/proj-01/luns/vol-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{ “ n. o ”

o “new-nane,

BENERLSE , #IR[E HTTP K& 202 (Accepted) 3t A LUN &L,
)07 N7 I

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/v1/pools/gold/projects/proj-01/luns/new-name

{
“lun”: {
“name”: “new-name”,
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,
}
}

kR Lun

% LUN 654 T BiiRes Eitakm B 84 LUN,
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#* 80 URI 3%
2 R
pool FEERR
project TE &R
lun LUN &%
BRI

DELETE /pools/gold/projects/proj-01/luns/lun-01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

AINBIT get fGRIR[E] HTTP 4RZ 204 (No Content),

e R 7~ 51

HTTP/1.1 204 No-Content

TREGM e R 4E

FrERIRIREER ] RE TR E ISR R . TRIBIRVEH AT IR E T 30 AR Seak LUN 2k

will

= FRAETIE KIRIRIRMER URI EBRL /api/storage/vl/pools/{pool}/projects/

{project} FFk

» FIRETXHARGHIRIBERIER URI FBPA /api/storage/vl/pools/{pool}/projects/
{project}/filesystems/{filesystem} }F%

» AT LUN BHRIRIRVER) URI #BLA /api/storage/v1l/pools/{pool}/projects/

{project}/luns/{lun} FFk

#* 8l TR SEE 4

KR 42 /apilstorage/vl ik

GET Isnapshots 5\ BT AR AR

GET Ipools/<pool>/projects /<project>/ | ¥t FrETE HRE
snapshots

GET Ipools/<pool>/projects /<project>/ | FIt AT LA RSRIR
filesystems /<filesystem>/
snapshots

GET Ipools/<pool>/projects /<project>/ | FI|t FiA LUN {REB
luns/<lun> /snapshots

GET Ipools/<pool>/projects /<project>/ | FEUR FREBEMAEE

snapshots/<snapshot>
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R %42 /apilstorage/vl R

GET Ipools/<pool>/projects /<project>/ | FKE M ASIRIBIFEE
filesystems /<filesystem>/
snapshots /<snapshot>

GET Ipools/<pool>/projects / FRER LUN HRIBVEAE R
<project>/luns/<lun> /snapshots/
<snapshot>

POST Ipools/<pool>/projects /<project>/ | AIEIRE R
snapshots

POST Ipools/<pool>/projects /<project>/ | &I RGIRIE
filesystems /<filesystem>/
snapshots

POST Ipools/<pool>/projects /<project>/ | € LUN R
luns/<lun> /snapshots

PUT /pools/<pool>/projects /<project>/ | &I BRI
snapshots/<snapshot>

PUT /pools/<pool>/projects /<project>/ | &M {4 RLTIRAR
filesystems /<filesystem>/
snapshots /<snapshot>

PUT Ipools/<pool>/projects / &8 LUN A8
<project>/luns/<lun> /snapshots/
<snapshot>

PUT Ipools/<pool>/projects /<project>/ | T RGEIRIE
filesystems /<filesystem>/
snapshots /<snapshot>/clone

PUT /pools/<pool>/projects / SafE LUN fRHEE
<project>/luns/<lun> /snapshots/
<snapshot>/clone

PUT Ipools/<pool>/projects /<project>/ | FEIEEIREILA E X4 ALIRB
filesystems /<filesystem>/
snapshots /<snapshot>/rollback

PUT Ipools/<pool>/projects / BEAREIARZZAE LUN RAR
<project>/lun/<lun> /snapshots/
<snapshot>/rollback

DELETE Ipools/<pool>/projects /<project>/ | $458351 B RIR
snapshots/<snapshot>

DELETE /pools/<pool>/projects /<project>/ | $¥ER {4 RLTIRAB
filesystems /<filesystem>/
snapshots /<snapshot>

DELETE Ipools/<pool>/projects / £H9% LUN R
<project>/luns/<lun> /snapshots/
<snapshot>

GET Ipools/<pool>/projects / 31 T8 B R ER AR IR
<project>/snapshots/
<snapshot> /dependents

GET Ipools/<pool>/projects /<project>/ | |t SCHFRLIRIRAERIN

filesystems /<filesystem>/
snapshots /<snapshot>/
dependents
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R %42 /apilstorage/vl R

GET Ipools/<pool>/projects / B LUN HRERAR T
<project>/lun/<lun> /snapshots/
<snapshot> /dependents

POST Ipools/<pool>/projects /<project>/ | 43 FHE B3R
automatic

GET Ipools/<pool>/projects /<project>/ | FKEVFEE I B BERE B
automatic /<automatic>

GET Ipools/<pool>/projects /<project>/ | F|d AT E B aREX 5
automatic

PUT Ipools/<pool>/projects /<project>/ | EHFSEHIIME BINMRBITR
automatic /<automatic>

DELETE /pools/<pool>/projects /<project>/ | $EERFEEMIBTNXTH
automatic /<automatic>

POST Ipools/<pool>/projects /<project>/ | Bl ET R AN RIB
filesystems /<filesystem>/
automatic

GET Ipools/<pool>/projects /<project>/ | FREVFEE KRG B SMRIBBME
filesystems /<filesystem>/
automatic /<automatic>

GET Ipools/<pool>/projects /<project>/ | FIE FrE L REESNMRBITHR
filesystems /<filesystem>/
automatic

PUT Ipools/<pool>/projects /<project>/ | EBHFEE I RGEBINMRBII &
filesystems /<filesystem>/
automatic /<automatic>

DELETE Ipools/<pool>/projects /<project>/ | $4ERFIEERIBFNXT%
filesystems /<filesystem>/
automatic /<automatic>

POST /pools/<pool>/projects /<project>/ | BIFEHHK LUN BshiRIE
luns/<lun>/automatic

GET Ipools/<pool>/projects / FREVFEE A LUN EaRiREM
<project>/luns/<lun>/automatic /
<automatic>

GET Ipools/<pool>/projects /<project>/ | FIti FiF LUN BaREX R
luns/<lun>/automatic

PUT Ipools/<pool>/projects / BRFEER LUN BahREEST SR
<project>/luns/<lun>/automatic /
<automatic>

DELETE Ipools/<pool>/projects / IR MBI R

<project>/luns/<lun>/automatic /
<automatic>

FhRER

Sk & ERRT AR, SRATAETHERIR, XAFRGRIRE LUN R |, BKEUR

TIEK URI,
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%82 SRR A SR A
s [api/storage/v1/pools/{pool}/projects/{project}
ST B R Isnapshots
St X RGRER [filesystems/{share}/snapshots
FIHE lun AR /lun/{share}/snapshots
BRI

GET /api/storage/vl/pools/gold/projects/default/snapshots
Accept: application/json

IR~ :

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshots": [{
"id": "3fbbcccf-d058-4502-8844-6feeffdfdch5",
"display name": "snap-001",
“display description": "Daily backup",
"volume id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created at": "2012-02-29T03:50:07Z"
Ao
"id": "e479997c-650b-40a4-9dfe-77655818b0d2",
"display name": "snap-002",
"display description": "Weekly backup",
"volume id": "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"status": "available",
"size": 25,
"created at": "2012-03-19T01:52:47Z"
]
}

FREUIR R
BEBXREMABHAEERE. BPEIRE HTTP K 200 (OK).

TBSKRB :

GET /api/storage/vl/pools/gold/projects/default/snapshots/snap-001
Accept: application/json

e R 7~

HTTP/1.1 200 OK
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Content-Type: application/json

{
"snapshot": {
"id": "3fbbcccf-d058-4502-8844-6feeffdfdchb5",
"display name": "snap-001",
"display_description": "Daily backup",
"volume id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:072"
}
}

BIZRER

AERIR G SATE . RS LUN SR,

m QIZETMBEMRHEE - POST /pools/{pool}/projects/{project}/snapshots
n GBS RSIIRAE - POST /pools/{pool}/projects/{project}/filesystems/{share}/

snapshots
m QFEHMRHEE - POST /pools/{pool}/projects/{project}/luns/{lun}/snapshots
BRI

POST /api/storage/v1/pools/gold/projects/default/snapshots
Content-Type: application/json

{"name": "initial-backup"}

M R 7~ 5

HTTP/1.1 201 Created

Content-Type: application/json
Location: /pools/gold/projects/default/
snapshot/initial-backup

"snapshot": {

"name": "initial-backup",
"numclones": 0,
"creation": "20130610T21:00:49",
"collection": "local",
"project": "default",
"canonical_name": "gold/local/default@initial-backup",
"usage": {

"unique": 0.0,

"loading": false,

"data": 145408.0
}
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"type": "snapshot",
"id": "a26abd24-e22b-62b2-0000-000000000000",
"pool”: "gold"

EaARER

EMAIWARE.

= 5K URI - "Snapshot" , 4BTRELFR

s JERIEI - JSON X% , HARSHA S HIRB AR

EKIRA

PUT /api/storage/v1l/pools/gold/projects/default/snapshots/initial-snapshot
Content-Type: application/json

Accept: application/json

{“name” :"old-snapshot”}

N R 7~ 51

HTTP/1.1 202 Accepted

Content-Type: application/json
Location: /pools/gold/projects/default/snapshot/initial-backup

SUREIRAR

RIEILA IR B FT IS ASeak LUN,
1K URI XX RS

PUT /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/{snap}/clone

2

PUT /pools/{pool}/projects/{project}/luns/{lun}/snapshots/{snapshot}/clone

%83 URI 3%
2 R
pool BB R
project IR E &R
filesystem BAZRERH (ERTXHRGHRRE)

150 Oracle ZFS Storage Appliance RESTful API $§Fg , &1ThRX 2013.1.5.0 2016 £ 2 B



TRIBM ST IRIE

2 R
lun FEZRIREAFR (EAT LUNRER)
snapshot IRIRIR 2 7R

ERIESAEHIT B ISON 54,

%84 SUEIRER B
il 2R R
oy pool BRI A TR
T E project BARsEmE 2K
ForE lun Eﬁgﬁ LUN &% (G&FT LUN R
i)
AR -

PUT /api/storage/v1l/pools/gold/projects/default/filesystems/fs0l/
snapshots/snap0l/clone

{"project":"rest", "share":"snap@lclone@l", "compression": "gzip-9"}
e 7~ :

HTTP/1.1 201 Created

Content-Length: 2035

X-Zfssa-Storage-Api: 1.0

Location: /api/storage/vl1/pools/gold/projects/rest/filesystem/snap@lclone@l
Content-Type: application/json; charset=utf-8

{
"filesystem": {
"origin": {
"project": "default",
"share": "fs01",
"snapshot": "snap0l",
"pool": "gold",
"collection": "local"
+
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone0l",
"mountpoint": "/export/snap@lclone@l"”,
"compression": "gzip-9",
"source": {
"compression": "local",
+
"canonical name": "gold/local/rest/snap@lclone@l"
}
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Bl R R AR

BIRIRB S SEURSA RS LUN K EIFEHRIRIBN APKE. Aia FLiEE

HTTP IR 202 (Accepted) ARRIREME (£ JSON 483X)
[EIR S ARG ER
PUT /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/{snap}/rollback

@] LUN JRHS -

PUT /pools/{pool}/projects/{project}/luns/{lun}/snapshots/{snapshot}/rollback

% 85 URI &%
i f:3%3
pool PENEER N
project B E &R
filesystem /JFI#F%,;MZ?” (ERTXHREIRER)
lun JRLUN £%k (G&RT LUN tRER)
shapshot IRIRER 2 TR

BRI

PUT /api/storage/v1l/pools/gold/projects/default/filesystems/fs-01
/snapshots/initial-backup/rollback

e R 7~ 5

HTTP/1.1 202 Accepted
Location: /pools/gold/projects/default/filesystems/fs-01/snapshot/fs-01l-initial-clone
Content-Type: application/json

"snapshot": {
"name": "fs-0l-initial-clone",
"numclones": 0,
"creation": "20130610T21:00:49",
"filesystem": "fs-01",
"collection": "local",
"project": "default",
"canonical_name": "gold/local/default/
fs-01@fs-01-initial-clone",

"usage": {

"unique": 0.0,

"loading": false,

"data": 31744.0
+
"type": "snapshot",
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"id": "5c9bda®7-21c1-2238-0000-000000000000",
"pool": "gold"

il PREE
DELETE IRER G S AT AT WAL RIGME R, XHARGIRIRE LUN HRER,

% 86 MipsiRiE 4R

wd DELETE /api/storage/v1/pools/{pool}/projects/{project}
ﬁﬂ'm?ﬁﬁﬁ A REMBFR. B & FRARIER 2 FRm B R /snapshots/{snapshot_name}

:n\

Bis{E A EMATR, TE B, XHFARZBFRFAR | /filesystems/{share_name}/snapshots/
IR B RS R BT R {snapshot_name}

WikfE AL EMBHFR. TE B, XERELHFFME | /luns/ {lun_name}/snapshots/{snapshot name}
RRAFRII{FFEE LUN

#* 87 URI 2%
2 R
pool BB R
project B & FR
filesystem B RS 4%
lun LUN &%
snapshot IRIRIR B FR

ﬂu%ﬁ%“ {TP7F{E NDMP SZHIHUE | WA 2confirm=true JRANEY DELETE sy,
B2 , FFE , 4% NDMP BT/ EARFEIR, BXELEL 52 N Working
with NDMP” in {Oracle ZFS Storage Appliance Administration Guide, Release
2013.1.5.0) .

BNt

DELETE /pools/gold/projects/default/filesystems/fs-01/snapshots/initial-backup?confirm=true

WIRABFZAE NDMP 355I8ERT , 2RI 2confirm=true , NAZ &5 44 kM FF
UTHA :

HTTP/1.1 409 Conflict

{"fault": {"message": "request requires confirm=true to complete (confirmation needed for
scripted command(scripted commands must be prefixed with \"confirm\" to automatically confirm
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154

or \"deny\" to automatically deny) (encountered while attempting to run command \"confirm
destroy snap\"))", "code": 409, "name": "ERR CONFIRM REQUIRED"}}

ZI R AEAR R TR

FIH RGBT

* 88 FIERIEAE XA 4 R B

wd lapilstorage/v1/pools/{pool}/projects/{project}

B SO R B RTR ffilesystems/{share}/snapshots/{snapshot}/

dependents

bqlleE 2 B S lun/{lun}/snapshots/{snapshot}/dependents
%89 URI 2%k

i F:323

pool RN 2R

project TE &

filesystem SR G B TR

lun LUN &%
ERIRBI -

GET /api/storage/vl/pools/gold/projects/default/filesystems/fs0@1/snapshots/snap@l/dependents
Accept: application/json

BN 7R :

HTTP/1.1 200 OK

X-Zfssa-Storage-Api: 1.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

{
"dependents": [

{
"project": "rest",
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone0l",
"share": "snap@lclone@l"

I

{
"project": "rest",
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone02",
"share": "snap@lclone02"

+

{
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5N

"project": "rest",
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone03",
"share": "snap@lclone@3"
}
1
}
B EHIE B,
% 90 B
R 4% /apilstorage/vl R
GET Ischema S BT NAS R BT R
GET Ischema/<property> FEFEEM NAS HEX BB
POST /schema AU HH NAS B
PUT Ischema/<property> EUFEE R NAS 1EX BHERTHR
DELETE Ischema/<property> MrsHeE R NAS 1 B3

B S BMR P IRINGIZ "custom:” , AIEME . XHARSH LUN FIREZNE

Bt

Fgn , PAUT "PUT" IESUET & 24 "priority” %~ int B :

{"custom:priority": 5}

#*o1 RASK

2 R

property BRI (AFE)

description B (GrxivassRm)

type ZEHY ("String". "Integer". "Positivelnteger", "

Boolean", "EmailAddress", "Host")

3| JEts

Sk E .

=R NCIR

GET /api/storage/vl/schema
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ZERIRB

{
"properties": [{
"description": "bob",
"href": "/api/storage/v1l/schema/bob",
"property": "bob",
"type": "String"

A
"description": "boo",
"href": "/api/storage/vl/schema/boo",
"property": "boo",
"type": "String"
1

REUB M

KRB M.

‘S = .
BRI
GET /api/storage/vl/schema/priority
GERIRB
{
"property": {
"description": "priority",
"href": "/api/storage/vl/schema/priority",

"property": "bob",
"type": "Integer"

P Bt

IR R UBME

‘S — .

BKRG :

POST /api/storage/vl/schema HTTP/1.1

Host: zfssa.example.com:215

Content-Type: application/json

Content-Length: 64

{"property":"priority", "type":"Integer", "description":"Oh my"}

LRI
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HTTP/1.1 201 Created

Content-Length: 89

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json

Location: /api/storage/vl/schema/priority

{
"property": {
"href": "/api/storage/v1l/schema",
"type": "Integer",
"description": "Oh my"
}
}

BUEM

BB,

ESRIRBI -

PUT /api/storage/vl/schema/priority
{"description":"My custom priority level"}
LERRB

HTTP/1.1 202 Accepted

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json
Content-Length: 90

{
"property": {
"href": "//api/storage/vl/schema/priority",
"type": "Integer",
"description": "My custom priority level"
}
}

llE =

MIpRAECRME
BRI
DELETE /api/storage/vl/schema/me HTTP/1.1

LRI
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)

HTTP/1.1 204 No Content

Kl

S

FERBIARE Z A B ML Z RIRAR BHR T 25,

7 - E%I2 Oracle ZFS Storage Appliance f—IU4 ] ThEE , B RESTful API ] 18
LkThEE, FIEITPLT URI 3518 1EEARSS: : https://host.example.com:215/api/storage/vl/
replication

H % RESTful API I T &R,

RHIIRS - BT EHEEHMEFHRS.

RFIBIR - BB FENF—XFRE (B PERRBIRERXFRE. HAED
TERE EEFRE TR R EHTEHN—MCEX K.

REHRE - BRE LR —MEEXNSR , CIEE THESRKZFRIR. BINR&MRIEE
W (BAEREERRNR, BEXME LRBIEHITNE , $%) .

REBIEA - EMRENBARRX VK ; Birk& ER— M EENSR , eBHEERE
MEEIRIEN—B D MR IREHIEE, k& LS MMERSFS RS L
K—MIEEAMEXEK , RZIMR, ZRTEA— DX REEZ RO FHRIE AR
B3 (MTENEHER) .

AP AR HHREM R FIBIRBIRHEBHRIE. HARS API BT EEEHIIRS AR EHIR

MEFIEHR.
*92 SHIRS w4
&K %12 lapi/servicelvl/services ik
GET Ireplication RREFIRSRE B
PUT Ireplication/enable BHRERRS
PUT Ireplication/disable 2RAEHIRS

RN R B AR 55

IR BIAR ST IR,

HRRB -

GET /api/service/vl/services/replication HTTP/1.1
Host: zfssa.example.com:215
Authorization: Basic ab6rt4psMWE=
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KB R

Accept: application/json

ZERIRB

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Replication-Api: 1.0

{
"service": {
"<status>": "online",
"href": "/service/vl/services/replication",
"sources": [1],
"targets": []
}
}

ER R HIRFTRE

AEREBUEMEAMRS —HEREFRFTRE. BXRHAEE , B2 LIRS RESTUI
API,

TRERTATRHNESIBArGS,

93 EHIERR4
R #%&12 /api/servicelvl/services R
POST Ireplication/targets REHEHBEAF
GET Ireplication/targets/<target> FEFEENE T EirEH
GET Ireplication/targets S RSB R &R
PUT Ireplication/targets/<target> BRIEENER BIrT%
DELETE Ireplication/targets/<target> TR RE B ARXT R

Hth R HIE R

S AL LA AKE B AR,

TSk~

GET /api/service/vl/services/replication/targets HTTP/1.1
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Host: zfssa-storage.example.com:215
Authorization: Basic ab6rt4psMWE=
Accept: application/json

N R 7~ 51

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"targets": [{
"actions": 0,
"address": "10.80.231.52:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "luxor",
"href": "/service/vl/services/replication/targets/target-000",
"label": "luxor"
H
}

HRENR BB R

&S BRI EFFEREE , HPEET AT B RBUEN ] ek,
HAREE href (target-000) B <name>=<value> 1%&F3#1Ti/(4],

5K

GET api/service/vl/services/replication/targets/hostname=luxor HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: zfs-storage.example.com:215

Accept: application/json

N Rz R -

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 337

{
"hostname=Tluxor": {
"actions": 0,
"address": "10.80.231.52:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "luxor",
"href": "/service/vl/services/replication/targets/hostname=luxor",
"label": "luxor"
}
}
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IR BB R

FIEFEE BRI FE B B 5.
ERIRBI

POST /api/replication/vl/targets HTTP/1.1
Authorization: Basic ab6rt4psMWE=

Host: example.zfssa.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"hostname": "example", “root password”:”letmein”, “label”:”east”}

Nie N 7481

HTTP/1.1 201 Created

Content-Length: 135

Content-Type: application/json

Location: /service/vl/services/replication/targets/target-000
X-Zfssa-Replication-Api: 1.0

{
"target": {
"actions": 0,
"address": "123.45.78.9:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "example",
"href": "/service/vl/services/replication/targets/target-000",
"label": "east"
}
}

MhilfR R 5 E AR

a4 BRI B S H) B AR,
5K

DELETE /service/vl/services/replication/targets/target-000 HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMWE=

BINBIR E%R B HTTP k& 204 (No Content),
2] 0T I

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0
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RHHRIEE R BIEEHZIZ B EARAR., AT & TSR K HHRAE.

*o4 EHliRER4

EKR lapilstorage/vl ik

GET Ireplication/actions S FTE S HHREXT S

GET Ireplication/actions/<ra_id> FEIEENE SR ERM

POST Ireplication/actions BIRFEE FIIRIE

PUT Ireplication/actions/<ra_id> BRFTEENEFHIRENS

DELETE Ireplication/actions/<ra_id> WikFEE M E FIRIEXTR

PUT Ireplication/actions/ FraEE MR FlIRE
<ra_id> /sendupdate

PUT Ireplication/actions/ Z 1 ERE R BRI
<ra_id> /cancelupdate

GET Ireplication/actions/ S B ESIREREN R
<ra_id> /schedules

GET Ireplication/actions/ FEFEE R E SR MER E B
<ra_id> /schedules/
<ra_schedule>

POST Ireplication/actions/ AEHNESIREAE
<ra_id> /schedules

PUT Ireplication/actions/ ERIEEME FHRIEA X R
<ra_id> /schedules/
<ra_schedule>

DELETE Ireplication/actions/ WibsrsE R FIRMER BT R
<ra_id> /schedules/
<ra_schedule>

GET Ipools/<pool>/projects /<project>/ | It i B HHRENT S
replication/actions

GET /pools/<pool>/projects /<project>/ | FKENFEEHIE FlHRERBME
replication/actions /<ra_id>

POST Ipools/<pool>/projects /<project>/ | Bl FTHKIE HHRME
replication/actions

PUT Ipools/<pool>/projects /<project>/ | {&HFEEHE FHRENTHR
replication/actions /<ra_id>

DELETE Ipools/<pool>/projects /<project>/ | Mf&+sE R E FIHRIENT S
replication/actions /<ra_id>

PUT Ipools/<pool>/projects /<project>/ | FFia%kE R E FIR/E
replication/actions /<ra_id>/
sendupdate

PUT Ipools/<pool>/projects /<project>/ | {21 I%EFE S FHRIE

replication/actions /<ra_id>/
cancelupdate
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R lapilstorage/vl ik

GET Ipools/<pool>/projects /<project>/ | ¥t A EHIRIEAEXTHR
replication/actions /<ra_id>/
schedules

GET Ipools/<pool>/projects /<project>/ | FKEFEE R E FIRMERE B
replication/actions /<ra_id>/
schedules /<ra_schedule>

POST Ipools/<pool>/projects /<project>/ | BIEHNE FHR/EAE
replication/actions /<ra_id>/
schedules

PUT Ipools/<pool>/projects /<project>/ | EMFEERE BHE/EEEX 5
replication/actions /<ra_id>/
schedules /<ra_schedule>

DELETE Ipools/<pool>/projects /<project>/ | BIFSTEE R EFHREEEST R
replication/actions /<ra_id>/
schedules /<ra_schedule>

GET Ipools/<pool>/projects /<project>/ | ¥t T B HHRIESTHR
filesystems /<filesystem>/
replication /actions

GET Ipools/<pool>/projects /<project>/ | HEFEE N E Bl /ERBM
filesystems /<filesystem>/
replication /actions/<ra_id>

POST Ipools/<pool>/projects /<project>/ | BIFE NS HliR/E
filesystems /<filesystem>/
replication /actions

PUT Ipools/<pool>/projects /<project>/ | {EMIEEHKEFHRMENTHR
filesystems /<filesystem>/
replication /actions/<ra_id>

DELETE Ipools/<pool>/projects /<project>/ | HFfTEE K E FHRIESTHR
filesystems /<filesystem>/
replication /actions/<ra_id>

GET Ipools/<pool>/projects /<project>/ | FER M RE R HHRERE
filesystems /<filesystem>/
replication

PUT Ipools/<pool>/projects /<project>/ | BRI RGEEFHIRERE
filesystems /<filesystem>/
replication

PUT Ipools/<pool>/projects /<project>/ | FFiakE R E F IR/
filesystems /<filesystem>/
replication /actions/<ra_id>/
sendupdate

PUT Ipools/<pool>/projects /<project>/ | 1%k IR HlHR1E
filesystems /<filesystem>/
replication /actions/<ra_id>/
cancelupdate

GET Ipools/<pool>/projects /<project>/ | ¥ A EHIRERAETHR

filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules
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R lapilstorage/vl ik

GET Ipools/<pool>/projects /<project>/ | FKEVFEE RIS SR E B
filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules /<ra_schedule>

POST Ipools/<pool>/projects /<project>/ | BIEHNE FHR/EAE
filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules

PUT Ipools/<pool>/projects /<project>/ | EHIEEHNEFHRMERET S
filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules /<ra_schedule>

DELETE Ipools/<pool>/projects /<project>/ | Bif&TEE N FHRIER TR
filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules /<ra_schedule>

GET Ipools/<pool>/projects /<project>/ | FIt T B HHRIEXT S
luns/<lun> /replication/actions

GET Ipools/<pool>/projects /<project>/ | FEFEE N E FHIR/ERM
luns/<lun> /replication/actions/
<ra_id>

POST Ipools/<pool>/projects /<project>/ | BIEHNE H4R/E
luns/<lun> /replication/actions

PUT Ipools/<pool>/projects /<project>/ | BHIETE RIS HHRIENT SR
luns/<lun> /replication/actions/
<ra_id>

DELETE Ipools/<pool>/projects /<project>/ | Bf&Fs R E FHRIEXT %
luns/<lun> /replication/actions/
<ra_id>

GET Ipools/<pool>/projects /<project>/ | #EX LUN EHHRERE
luns/<lun> /replication

PUT Ipools/<pool>/projects /<project>/ | &k LUN EHHRERE
luns/<lun> /replication

PUT Ipools/<pool>/projects /<project>/ | FFia%kE R E HIR/E
luns/<lun> /replication/actions/
<ra_id> /sendupdate

PUT Ipools/<pool>/projects /<project>/ | {&1E1%E RIS SR
luns/<lun> /replication/actions/
<ra_id> /cancelupdate

GET Ipools/<pool>/projects /<project>/ | F|H AT EHREAEXT S
luns/<lun> /replication/actions/
<ra_id> /schedules

GET Ipools/<pool>/projects / FETEENE SR EAE BT
<project>/luns/<lun> /replication/
actions/<ra_id> /schedules/
<ra_schedule>

POST Ipools/<pool>/projects /<project>/ | Bl E HHREAE

luns/<lun> /replication/actions/
<ra_id> /schedules
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R lapilstorage/vl ik
PUT Ipools/<pool>/projects / BRIEE R R HHRIER X &

<project>/luns/<lun> /replication/
actions/<ra_id> /schedules/
<ra_schedule>

DELETE Ipools/<pool>/projects /
<project>/luns/<lun> /replication/
actions/<ra_id> /schedules/
<ra_schedule>

LS ERS

RHEIREREN %R

HI|th R HIRAE

RERATA A AR HIRIERNTIER.
BRI HBI

GET /api/storage/vl/replication/actions HTTP/1.1
Authorization: Basic ab6rt4psMWE=
Accept: application/json

e R 7~

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"actions": [{
"href": ""
Ao
"href": ,
1
}

R R B HRAE

BB R FIRIEREH S SR B AN T HHRE ID FrisE AN RFHRIERIRE.

ERIRBY

GET /api/storage/vl/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1

Authorization: Basic ab6rt4psMWE=
Accept: application/json

N R 7~

HTTP/1.1 200 OK
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X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {
"average_throughput": 0.0,
"bytes_sent": 0.0,
"collection": "local",
"continuous": false,
"enabled": true,
"estimated size": 0.0,
"estimated_time_ left": 0.0,
"href": "/api/storage/vl/replication/actions",
"id": "8373d331-de60-e590-90e8-9ad69fcbdaec",
"include snaps": true,
"last_sync": "20130916T21:36:50",
"last try": "20130916721:36:50",
"max_bandwidth": 0,
"pool": "gold",
"project": "blahl",
"share": "fsl",
"state": "sending",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"use_ssl": true
}
}
BRI R BRI
BT E BHRIE.
BB
Initial values:
target = (unset)
pool = (unset)
enabled = true
continuous = false
include_snaps = true
max_bandwidth unlimited
bytes sent = 0
estimated size = 0
estimated time left = 0
average throughput = 0
use_ssl = true

SRR

POST /api/storage/vl/replication/actions HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMWE=

Content-Type: application/json
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Content-Length: 121
Accept: application/json

{

"pool": "gold",

"project": "bluel",

"share": "fs1"

"target pool": "pooll",

"target": "38094753-6c90-49ed-aa92-995a296d432a"
}
N By 451

HTTP/1.1 201 Created

Content-Length: 506

Content-Type: application/json

Location: /api/storage/vl/replication/action/8373d331-de60-e590-90e8-9ad69fcb4aec
X-Zfssa-Replication-Api: 1.0

"action": {
"project": "bluel",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"bytes_sent": 0.0,
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"collection": "local",
"estimated size": 0.0,
"state": "idle",
"href": "/api/storage/vl/replication/pools/gold/projects/blahl/shares/fsl/
actions/8373d331-de60-e590-90e8-9ad69fcb4aec",
"average_throughput": 0.0,
"use ssl": true,
"estimated_time left": 0.0,
"share": "fsl",
"id": "8373d331-de60-e590-90e8-9ad69fchdaec",
"pool": "gold",
"include_snaps": true

BREFRIE

B YA B HIHRIE.
BRI

PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMWE=

Content-Type: application/json
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{"use_ssl": false}
e 7~ :

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

"action": {
"target id": "407642ae-91b5-681c-de5e-afcd5cbf2974",
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"dedup": false,
"use ssl": false,
"id": "c141d88d-ffd2-6730-d489-b71905f340cc",
"include snaps": true

<
EWEES
BB IEAE TR B B R,
BRI
PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/cancelupdate
HTTP/1.1

Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMWE=

N Rz -

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

LR Y
BIEEH
A B U R TR TERT.
5K
PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/sendupdate

HTTP/1.1
Authorization: Basic ab6rt4psMWE=

IR~ :

HTTP/1.1 202 Accepted
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X-Zfssa-Replication-Api: 1.0

MR R BURAE

MERINE & HHRE.
BRI

DELETE /api/storage/vl/replication/actions/e7e688b1l-ff07-474f-d5cd-cac08293506e
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

BENBIRS fE R[] HTTP 4RZS 204 (No Content),
B R 7R

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

EhBER

EHIEMBIEEH 4.
& 95 EHIRMBIE ARG S

EKR lapilstorage/vl ik

GET Ireplication/sources S B HIR

GET Ireplication/sources/<source> S R BRI E

GET Ireplication/sources/ FREFE N E HIFER
<source> /packages/<package>

PUT Ireplication/sources/ BRFEENE FIEHER
<source> /packages/<package>

DELETE Ireplication/sources/ SRR E N E BIEIEE
<source> /packages/<package>

PUT Ireplication/sources/ XHHEE MRS T
<source> /packages/ cancelupdate
<package> /cancelupdate

PUT Ireplication/sources/ S8R REHEEIZ 1T sever
<source> /packages/<package>/
sever

PUT Ireplication/sources/ SHEEE EHEEIETT reverse
<source> /packages/<package>/
reverse

PUT Ireplication/sources/ SURTERE R
<source> /packages/<package>/
clone
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BN

[api/storage/vl

Fi: 3

GET

[replication/sources/
<source> /packages/<package>/
clone /conflicts

JIEHAFRIRBMEIHR

GET

Ireplication/sources/
<source> /packages/<package>/
projects

FIHEIRamE

GET

[replication/sources/
<source> /packages/<package>/
projects /<project>

REEEIR B

PUT

[replication/sources/
<source> /packages/<package>/
projects /<project>

BRI E

GET

[replication/sources/
<source> /packages/<package>/
projects /<project>/usage/groups

PRERESHE- I B H A0 A

GET

Ireplication/sources/
<source> /packages/<package>/
projects /<project>/usage/users

REHHR BT E B RrERE R

POST

[replication/sources/
<source> /packages/<package>/
projects /<project>/snapshots

BIEHRIR

GET

[replication/sources/

<source> /packages/<package>/
projects /<project>/snapshots/
<snapshot>

REUEE MR BV

GET

[replication/sources/
<source> /packages/<package>/
projects /<project>/snapshots

FIH TR RE &

DELETE

Ireplication/sources/

<source> /packages/<package>/
projects /<project>/snapshots/
<snapshot>

SRR MRIBX R

PUT

[replication/sources/

<source> /packages/<package>/
projects /<project>/snapshots/
<snapshot>

EfdATEEMBERR

POST

[replication/sources/
<source> /packages/<package>/
projects /<project>/automatic

BIEHBIRETE BERR

GET

[replication/sources/

<source> /packages/<package>/
projects /<project>/automatic /
<automatic>

ﬁﬁ)ﬁ‘a‘i HEIREWRE BERRE

GET

Ireplication/sources/
<source> /packages/<package>/
projects /<project>/automatic

St TR EIR A E BB R

PUT

[replication/sources/
<source> /packages/<package>/

g%"a‘%ﬂﬂiﬂﬁﬂlﬁ B BanREsY
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BN

[api/storage/vl

Fi: 3

projects /<project>/automatic /
<automatic>

DELETE

[replication/sources/

<source> /packages/<package>/
projects /<project>/automatic /
<automatic>

GEESER NSNS ES

GET

Ireplication/sources/
<source> /packages/<package>/
projects /<project>/filesystems

LR B RS

GET

Ireplication/sources/

<source> /packages/<package>/
projects /<project>ffilesystems /
<filesystem>

REMUR B RS

PUT

Ireplication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>

ERHR B RS

GET

[replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/usage/groups

REEUR A AGARNE BB

GET

[replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/usage/users

REEURE B ARG PN E RS
0

POST

Ireplication/sources/

<source> /packages/<package>/
projects /<project>ffilesystems /
<filesystem>/snapshots

BIEFTIRIR

GET

Ireplication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots /
<snapshot>

AR IR IR SR

GET

[replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots

S FTARIR S &

DELETE

[replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots /
<snapshot>

SRR NIRRT R

PUT

Ireplication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots /
<snapshot>

EnABIEBX I RSIRER

POST

Ireplication/sources/
<source> /packages/<package>/

BEHBIR A RSB IMRR
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BN

[api/storage/vl

Fi: 3

projects /<project>/filesystems /
<filesystem>/automatic

GET

[replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/automatic /
<automatic>

REUEE R EIRA R A IR
REt

GET

[replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/automatic

FIH TR BIR ARG A IR
SSES

PUT

Ireplication/sources/

<source> /packages/<package>/
projects /<project>ffilesystems /
<filesystem>/automatic /
<automatic>

BUIEENEIRA RS B SR
EPOES

DELETE

Ireplication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/automatic /
<automatic>

FHEBFER B HXTR

GET

[replication/sources/
<source> /packages/<package>/
projects /<project>/luns

Fd¥dRE LUN

GET

[replication/sources/
<source> /packages/<package>/
projects /<project>/luns/<lun>

HREHHEE LUN

PUT

Ireplication/sources/
<source> /packages/<package>/
projects /<project>/luns/<lun>

EREIREE LUN

GET

Ireplication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
usage /groups

IREREHEA, LUN 4B RS

GET

[replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
usage /users

FEUSEEA LUN B PiE SR

POST

[replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
snapshots

BIEHTIRIR

GET

Ireplication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
snapshots /<snapshot>

REFEEMRIREME

GET

Ireplication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
snapshots

S TR RER 5
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BN

[api/storage/vl

Fi: 3

DELETE

[replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
snapshots /<snapshot>

SR EMRIBXT R

PUT

Ireplication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
snapshots /<snapshot>

EdATIES LUN RIB

POST

[replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
automatic

BUEHTEEA LUN B3RE

GET

[replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
automatic /<automatic>

REFEE MRS LUN B3hiRE
Bt

GET

[replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
automatic

I FTA%IR LUN BaftREBsS
ES

PUT

Ireplication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
automatic /<automatic>

ERIEEREIREE LUN BantRE
BSE

DELETE

[replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
automatic /<automatic>

GEESER NSNS

FIth R HIR

5\ BT A R BUIR.

-

GET /api/storage/vl/replication/sources HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

LilspN TR

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"sources": [{

"asn": "314d252e-c42b-e844-dabl-a3bcab80b563",
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"href": "/api/storage/vl/replication/sources/zfssa-repl-host",
"ip_address": "10.80.231.58:216",

"name": "zfssa-repl-host",

"source": "source-000"

H

FIth R HE IR

FHFEE N ESIRF B EHEIER.
BRI

GET /api/storage/vl/replication/sources/zfssa-repl/packages HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

ZERIRB

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"packages": [{
"enabled": true,
"href": "/api/vl/storage/replication/sources/zfssa-repl/packages/package-008",
"id": "b2d8b35a-a5a0-6c74-f7e9-b75c357e841f",
"last _result": "unknown",
"last_sync": "unknown",
"last_try": "unknown",
"state": "idle",
"state description": "Idle (no update in progress)"
oA
"enabled": true,
"href": "/api/storage/vl/replication/sources/zfssa-repl/packages/package-009",
"id": "2643a0eb-648d-6ad7-d405-b690d06f6cT6",
"last_result": "success",
"last sync": "Wed Jul 31 2013 21:58:02 GMT+0000 (UTC)",
"last_try": "Wed Jul 31 2013 21:58:02 GMT+0000 (UTC)",
"state": "idle",
"state_description": "Idle (no update in progress)",
"project": "gold/nas-rr-2643a0eb-648d-6ad7-d405-b690d06f6cf6/default"”,
}
1}
BREEE
BRI RN,

174 Oracle ZFS Storage Appliance RESTful API $§Fg , &1ThRX 2013.1.5.0 2016 £ 2 B



RHBEE

#* 96 BB R

il ZFR R

byl enabled EHEFROYIRE
BRI

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

Content-Type: application/json

{"enabled": false}
LERIRBI

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

55 6=y}

R EHEIRE.

ERIRBY

DELETE /api/storage/vl/replication/sources/zfssa-repl/packages
/8373d331-de60-e590-90e8-9ad69fcbdaec HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

BN EIR [B] HTTP K 204 (No Content),
N Y 7~ 51

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

BUHEH
MM L A TR,

5K

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbd4aec/cancelupdate HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=
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WRFAFATEH , KR [E HTTP 4R 409 (Conflict).
N N 7~ 5

HTTP/1.1 409 Conflict
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 137

{
"cancelupdate": {
"AKSH_ERROR": "EAK_NAS_REPL_BADSTATE",
"message": "operation illegal for state"
}
}
N By 7451

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

SRR

slEREmE .

TSk~

PUT /api/vl/storage/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec/clone HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

MR~ :

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

i:ﬁe%ﬂwlﬁlil HTTP IR 202 (Accepted). #Bhan4 ] FTHE iZiREE AL I
=,
TR IRIIE SRR A

GET /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec/clone/conflicts HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

SEENFIRIR [EHZR
HTTP/1.1 200 OK

X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
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RHBEE

Content-Length: 58

{
"conflicts": "There are no conflicts.\n"
}
B
Default settings:
target project = (unset)
original mountpoint = /export
override mountpoint = false

mountpoint

P 6y

RS TERI IR BN HEFME . HAREKMHE AR B R IERR

SHREHINEZRIR , FENRBALARG LROAIRE . 70 R LS 6 EHED

TR SURMRMERN R I TR

ERIRBI -

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcbdaec/sever HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

{"projname":"restsev"}

RIEA

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

RE R

RESHIFE. HRERRRBIEANES , IFRHERERNABEIEE AT RSIEIR
MFAIIE . LHMEERESEIRGE , B EXAShER X IR BT TR
IR EMER R,

FRIRHI

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcb4aec/reverse HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMWE=

{"projname":"restrev"}
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oz

fnzg

RIThIEL,.

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

WA ER - T GRIFARMEBIRE , EEREETIMERER | WA R AR TIE, 758
i, WIZThREREUF TS HAF /. Oracle (REBFERTIHF R SRMERIAF]. BXRFIMEE  F

2% "Oracle Software License Agreement ("SLA") and Entitlement for Hardware Systems with Integrated

Software Options",

Oracle ZFS Storage Appliance 32t 7 B &KAIAR BN ELZRIR (SRS LUN)
FABRSEENE., ZREEITF—NNERAELAE | 7 BE0]E#HE] Oracle Key

Manager (OKM) &&t. &AM NZERm E X

HERRMHFE— KB AMEL OKM 4

REEES., BURNERPEFEREEE | SHERAE OKM REAFR AR

SRR A MNETFAE.

TERNBT I BETEIEAMI OKM N RESTul APIEK,

* 97 A
K %12 R
lapil/storage/vl
GET lencryption/local RERASHL R4 FE Rt
PUT lencryption/local Bl RRERE BT
GET [encryption/local/keys FRERAHh 274A
GET lencryption/local/keys/ KA B E
<key>
POST lencryption/local/keys A A R4
DELETE lencryption/local/keys/ HE AR B4R
<key>
GET Jencryption/local/keys/ SRR T Bt =
<key>/dependents TR
% 98 OKM fin#
R 2 Ei::3%
lapi/storage/vl
GET Jencryption/okm FREX OKM 4R Bt
PUT lencryption/okm B OKM Z4REEME
GET lencryption/okm/keys #HX OKM 5748
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e

R %1 R
lapi/storage/vl
GET lencryption/okm/keys/ FREL OKM B4R S B
<key>
POST fencryption/okm/keys A7 OKM 4
DELETE lencryption/okm/keys/ 4498 OKM 2745
<key>
GET lencryption/okm/keys/ S R T A=
<key>/dependents TR

3 BT At 4R

Lnfa i
{
"keys": [{
"cipher": "AES",
"keyname": "key-1",
"href": "/api/storage/vl/encryption/local/keys/key-000"
A
"cipher": "AES",
"keyname": "key-2",
"href": "/api/storage/vl/encryption/local/keys/key-001"
A
"cipher": "AES",
"keyname": "key-3",
"href": "/api/storage/vl/encryption/local/keys/key-002"
H
}
F|E — A E SR
Lonfa sl
{
"key": {
"href": "/api/storage/vl/encryption/local/keys/key-000",
"cipher": "AES",
"keyname": "key-1"
}
}
F\|tH FTE OKM %45
L i
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{
"keys": [{
"cipher": "AES",
"keyname": "okm-key-1",
"href": "/api/storage/v1l/encryption/local/keys/key-000"
Ao
"cipher": "AES",
"keyname": "okm-key-2",
"href": "/api/storage/vl/encryption/local/keys/key-001"
Ao
"cipher": "AES",
"keyname": "okm-key-3",
"href": "/api/storage/vl/encryption/local/keys/key-002"
1
}
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BERG

AREARZS

o

i

Ao & AT RBACHOAEEMPITIE ARG BG4, TRIIK T B AS G
<

DNl U
* 99 RERGHS
K %42 Japi/system/vl ik
GET Iversion SRS EHRR R AER
PUT /diagreboot EHoI SRE |, e R E
HighrEs
PUT Ireboot BEWEISRE
PUT Ipoweroff K& %
PUT Irestart B EEIREOFWELIER
PUT [factoryreset BREEEEEAL BE
GET Idisks Y A ARG
GET Idisks/<disk> YIS M ARG B
GET /memory RENFRERE

a4 REEERGAMAEENRGLEM. w4 RPITRE , KRE HTTP K& 200

(OK)

o

=R NCIR

GET /api/system/v1/version HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

MR 7R :



RINRGHRIR

HTTP/1.1 200 OK
Content-Type: application/json

{
"version": {
"hw_csn": "1211FM2009",
"updated": "20130528T16:21:17",
"fw_vendor": "American Megatrends Inc.",
"os_isa": "i386",
"os boot": "20130528T16:25:44",
"hw_product": "Sun Netra X4270 M3",
"http_version": "Apache/2.2.24 (Unix)",
"hw_asn": "2f4aeeb3-b670-ee53-e0a7-d8e0aed10749",
"ssl version": "OpenSSL 1.0.0k 5 Feb 2013",
"os_machine": "i86pc",
"0os_nodename": "tanana",
"os_version": "nas/generic@2013.05.16,1-0",
"ak product": "SUNW,iwashiG2",
"fw_version": "21000208",
"os_release": "5.11",
"installed": "20130411T19:50:16",
"sp_version": "3.1.2.0",
"os_platform": "i86pc",
"fw_release": "10/22/2012"
}
}

KA ZRGERIR

iy &R &I TTRE K. Fﬁﬁ BURRR S BRI K AT A B’%ﬂE&%E?H%E@—
5. BEEFFTTRSHRIR , FEVRIRE LA IR R SIE lﬂ%/ﬁﬁ?@ Wi dFEiE
1TIFIR[E HTTP 4KZ 202 (Accepted), MM E LT SFRar IR,

TSR

PUT /api/system/v1l/poweroff HTTP/1.1
Host: zfs-storage.example.com

B3I SRS

WS AT REPITREF FAER. MERSENATH, tadREiziT3R(E
HTTP K& 202 (Accepted), 4% mfi‘“&%l/)\%/ffﬁﬁvﬂﬁ%,*w

SRR

PUT /api/system/v1l/reboot HTTP/1.1
Host: zfs-storage.example.com
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EH R RGEE

BRI ARG E?

EEsEEEAFRESHER. i éa‘?iﬁiﬁ# [\ HTTP R 202
(Accepted), WIMMEITRZRAIES PRy SHPRE

5K

PUT /api/system/v1l/restart HTTP/1.1
Host: zfs-storage.example.com

CHEHES
BHLISRE IR RERMSHER. adREHETIHIRE HTTP R
202 (Accepted). LZ\?E%E&%M?@E@QW@%E‘]ﬁMO
ERIRA -

PUT /api/system/v1l/diagreboot HTTP/1.1
Host: zfs-storage.example.com

WELH RE

BEEREREEVAE RE. MAEREEREEEX , FEESEWIRITE RT3
BT HATHIVIIAIRE., adRHE1TIFIR[E HTTP HKZE 202 (Accepted), WAIMEIER
FUKXKELFRGLSHONRE. HTHSSASHAFRERIEERX | AR EST RS
¥ "confirm=true" , BRI GHLSHEKM.

TSk~

PUT /api/system/vl/factoryreset?confirm=true HTTP/1.1
Host: zfs-storage.example.com

A

P TFXFaasalA.
#* 100 XFamsS
&k %1% /api/system/vl R
GET /bundles S FEXIFE
GET /bundles/<bundle> RENFEE KBRSk B M
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BIEESHE

Bk 4% /apilsystem/vl R

POST /bundles Bl — NI EEE
Oracle X #F,

PUT /bundles/<bundle>/retry Bl EBFEENE

PUT /bundles/<bundle>/cancel BUB EBFEEME

DELETE /bundles/<bundle> FHERFEE A,

BIEFFH

BRI FEARBIBRRRSIE K., DIRERFIE RS (Service Request
Number, SRN) DU X 3FE-5 KM RIARSVEKRAEREL, SRN AER "3-
nnnnnnnnnn" #§.. E3ZFE A3 L2 E) Oracle XF , WfFERARA _LBARKIB
MOS ‘EUEE M "Phone Home Settings” (BIEXTNRE) .

TSk~

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 23

{"srn": "3-0123456789"}
MR 7R3

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

3|t A
B3k RSB RIOTTA IS0, U LB Oracle XH5TR , Mok
% DR B,

sEHS .

BSKRB

GET /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfssa.example.com:215
Accept: */*

LERRB

{
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FEGHHE

"bundles": [{
"status": "building",
"step_progress": 6.25,
"srn": "3-0123456789",
"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",
"href": "/api/system/v1l/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "ba8ebd55-2349-c31c-cde3-acf3fb0c3389"
.

RECHFE
IC RN 1

RN CIR

GET /api/system/v1/bundles/9604155c-928b-cf97-c826-cda9fcl7ac57 HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfssa.example.com:215

Accept: */*

LERIG

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 165

"bundle": {

"status": "building",

"step progress": 62.5,

"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789 ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",

"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",

"type": "User initiated",

"uuid": "ba8ebd55-2349-c31c-cde3-acf3fb0c3389"

BURS A

e SBURS B BE 3 L.



g ol

‘S = .
BRI
PUT /api/system/v1/bundles/9aef7c¢38-073c-603f-f35c-be64e26e90e3/cancel HTTP/1.1

Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

e R 7~

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

BRI L

s & AT AU 0K AL L 3E) Oracle STHFMFTHE LML, HREBGSITATERX
B EERAPRAS.

BRI~
PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/retry HTTP/1.1

Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

MR 7R :

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

EEHFE

A Fh EBA2BE3)_LEE Oracle XIFHTIFH,
SRR

GET /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfssa.example.com:215

Accept: application/octet-stream

LERING

HTTP/1.1 200 OK

Last-Modified: Mon, 16 Sep 2013 02:59:21 GMT
Content-Length: 112726389

Content-Type: application/x-tar
Accept-Ranges: bytes

Content-Encoding: gzip
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G EE )

jlEE )

RO

Ban &K A BB & T MR,

SRR

DELETE /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1

Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

N N 7~ 51

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

XS AT EE AL E MR,

%101 B

K 42 Japi/system/vl ik

GET lupdates S ETE ARG EH

GET lupdates/<update> REFEEMN ARG EHBM

GET Jupdates-firmware SIHEAFHRALG. RE—k=
EFE), ARSX LA A L BPIR S

PUT lupdates/<update> BEUETIRE

PUT lupdates/<update>/upgrade FHREIFERE A T RTRE 5

PUT /updates/<update>/check S R M T ST I T HHERIZ TR
s

PUT lupdates/<update>/rollback B REFE RE A RTRR 5

PUT lupdates-apply N ARFBNEREH

DELETE lupdates/<update> FHERTE ARG

POST lupdates B EHRIMBEERE L

% 102 REEH BN

B2 it R

version TRy BN RhRA

date DateTime BRRITEH

status FIrER BHARRE (AT

update_deferred ChooseOne FEIRIXE ["onreboot”, "
onrequest"]




I ARG EH

SEREHIEA :

The following updates enable features that are incompatible with earlier
software versions. As these updates cannot be reverted once committed, and
peer system resources are updated across a cluster, verifying first that the
system upgrade is functioning properly before applying deferred updates is
advised.

HI|H ARG AT

RATHRBASREFHIREIEK

GET /api/system/v1/updates HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json

Nie B 7451

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{

"updates": [

{
"date": "Tue Aug 13 2013 17:47:32 GMT+0000 (UTC)",
"href": "/api/system/v1l/updates/nas@2013.08.13,1-0",
"status": "previous",
"version": "2013.08.13,1-0"

+

{
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1l/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0"

+

{
"date": "Sun Aug 25 2013 12:56:57 GMT+0000 (UTC)",
"href": "/api/system/v1l/updates/nas@2013.08.25,1-0",
"status": "waiting",
"version": "2013.08.25,1-0"

1

}

REAGE

ARER B SRR K R
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ERGER

TSk~

GET /api/system/v1/updates/nas@2013.08.25,1-0 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

e B 7451

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

"update": {
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1l/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update _deferred", "on_request"

THARGEMN

s & AT _EBHT RS E HRA
58 curl f_ERRaS7RHBI :

curl --user root:letmein -k --data-binary @nas@2013.08.24,1-0.pkg.gz \
--header "Content-Type: application/octet-stream" \
https://zfssa.example.com/api/system/v1/updates

FEEBGHRERRG /R , FIREIEHFRGREIE. B2hE , HTTP RS RE R 201
(Created)" , FFFEME KT IR B FRG AT E.

LERIG

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Length: 541

Content-Type: application/json

Location: /api/system/v1l/updates/nas@2013.08.24,1-0

"update": {
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
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Tk

"update_deferred", "on_request"

Hi

W &R M EFIRG IR BFEH | SEHEENEHIRGR. TEENRGERENFT

"previous" , HRASH KM,

RN

PUT /api/system/v1/updates/nas@2013.08.25,1-0/upgrade
Host: zfssa.example.com:215

Authorization: Basic abcefgMWE=

Content-Length: 0@

N R 7~ 5

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

f

Lol
%

BIRSKREEH SB - EHIRE.

-

PUT /api/system/v1/updates/nas@2013.08.24,1-0/rollback
Host: zfssa.example.com:215

Authorization: Basic abcefgMWE=

Content-Length: 0@

e N 7~

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

T SE TR 45

T SESEESEE IS PNve= 2t ]l

5K

DELETE /api/system/v1/updates/nas@2013.08.13,1-0 HTTP/1.1
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MR SRR £

Host: zfssa.example.com:215
Authorization: Basic abcefgMWE=

N Rz -

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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RESTful API A RS

RESTful API i FiR$S AT 7R & LR E A EIE A AM A P EEm.

APk a<

T AR 47 A,
% 103 RFRSFwS
R %42 Japiluser/ivl ik
GET JHRAFRE G4
GET lusers S FTERFRICEER
GET lusers/<user> REFE A PROEEE
DELETE lusers/<user> MG Wbk A A
POST lusers BB AMA S, mEINAERF
MERFTRF , SN B RARN
BHR
PUT lusers/<user> BR A F R
PUT lusers/<user>/preferences YR P EIER
GET Jusers/<user>/preferences FRER P E R
POST lusers/<user>/exceptions AU FTH A FIRAUEIS
GET lusers/<user>/exceptions/<auth> | FKERFEE KA FIEABISNBME
GET lusers/<user>/exceptions St B AR PIRAEISNT &
PUT lusers/<user>/exceptions/<auth> | {& 33 E K B FEAFISAT 5
DELETE lusers/<user>/exceptions/<auth> | £48%F55E RIS 5
POST lusers/<user>/preferences/keys | BIEFIHIA & ssh 4
GET lusers/<user>/preferences/keys /| | TKERFEE A - ssh BEABME
<key>
GET lusers/<user>/preferences/keys | 3 fTH F /- ssh B4AX %
PUT lusers/<user>/preferences/keys / | B4 E R FITEE M ssh T4A
<key>
DELETE lusers/<user>/preferences/keys /| | 448%TEE RITR4ANT &

<key>
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SR,

FIH A~

FIRAPEHARUTILERM.

% 104 PRt
et BIERTR R
IR logname Arg (BIEFRARTAE)
FER fulname X
e initial_password i
Fp/REY require_annotation EEMEERNINE
PR roles WRFNAE
fasREY kiosk_mode Kiosk F§
FE kiosk_screen Kiosk FE&
BRI

GET /api/user/v1l/users HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json

e R 7~ 51

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 394

{
"users": [{
"fullname": "Joe Admin",
"href": "/api/user/v1l/users/joe",
Ao
"fullname": "Super-User",
"href": "/api/user/v1l/users/root",
1
}

HREF

R PR E B BE R P E SR SIS, S RRBISNEILEE X T HAD
MEME. THERT BIEEsUsEt.
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Bl S

PIERF

% 105 e iar=priasil
et EHEER iy
FRE# locale BSFE
TR login_screen VIRER R
YR session_timeout SVERE (LS Asaf)
5 advanced_analytics B R IS Analytics Zeit

B R PERRT LA ssh BEATERE AT RE LB LB —B05) .

¥ 106 SSH H4AEME
et EEER i34
FrE type SSH B4RZERY : RSA Bk DSA
FRE& Key SSH B4ENE
P comment 5, SSH F4ARERINER:
BRI

GET /api/user/vl/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json

BN 7R :

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
"user": {

"fullname": "Joe Admin",
"href": "/api/user/vl/users/joe",
"initial_password": "DummyPassword",
"kiosk mode": false,
"kiosk screen": "status/dashboard",
"logname": "joe",
"require_annotation": false,
"roles": ["basic"]

San S A=FEN
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BIERA S,

QAP - SIEHNAA -
» GENARF - BIIAERAENR S
. RINEIRR - FEFEANERFPEFFRE netuser B

Eii&iﬂ"ﬁ%"%* , B A AL PoSTIER , WEKHIEX HM4E JSON 2B

“BlEFAMA e S RAUTENY |

* 107 BIEH A PRt

=Y [T prees

S logname MRAFRERS (BF)
TR fullname FRrPthEL (WF)
FRE initial_password VAR FEE (15F)
H4REY require_annotation FELEERNTTIERE

TENAR A GSREFUTLFNEL |

% 108 SRR Bt
it BHERTR R
[y user BRFP%
R clonename TR SR A
FR& fullname FRERFNES (M)
i /RE password PR RS ({AH)

RINEER B SRAFUT M

% 109 w4k F Rt
el BRI R
FrrE netuser 4% A PR 4,

BERRG (BIERAMA )

POST /api/user/v1l/users HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"logname":"joe", "fullname":"Joe Admin", "initial password":"letmein"}
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LZYG

ZERIRB

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 386

Location: /api/user/vl/users/joe

"user": {
"href": "/api/user/v1l/users",
"logname": "joe",
"fullname": "Joe Admin",
"initial password": "DummyPassword",
"require_annotation": false,
"kiosk mode": false,
"kiosk screen": "status/dashboard",
"roles": ["basic"],
"exceptions": {},
"preferences": {
"locale": "C",
"login screen": "status/dashboard",
"session timeout": 15,
"advanced analytics": false,
"keys": {}

G

HIRGRAFRE. B/RIR : AT, SuEkmiiieish, s ssh 248,

TSk~

PUT /api/user/v1l/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 24

{"require annotation": true}
FERIRH)

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 236
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"user": {
"href": "/api/user/v1l/users/joe",
"logname": "joe",
"fullname": "Joe Admin",
"initial_password": "DummyPassword",
"require_annotation": true,
"kiosk mode": false,
"kiosk_screen": "status/dashboard",
"roles": ["basic"]

R

NARGHRRA .
ESKRfB :

DELETE /api/user/v1l/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: */*

ZERIRB

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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FRAKRSTUAERETER. TERELZEERIFEESBENOMA, THERTAE
RS R ARSI TREPEL LHN AN SEUFBIT, T MEA R ESRAE
EREBITIER ; Bt , TERAFZE RIS E RSO ARHKTT R’ | 7
] AT IE ST e ARk N FFE B (U A TRED,

I'HE}JILHE% é

TRERT TERRS G4

%110 TR
Bk %42 lapilworkflow/vl Ei:)%
GET S THERRS 4
GET Iworkflows FI BT TR
GET Iworkflows/<workflow> FIBFE RN LIER B
PUT Iworkflows/<workflow> BRIEERIIERBEMT
PUT Iworkflows/<workflow>/execute PUTHE B LIER
DELETE Iworkflows/<workflow> FHRFEER LAER
POST Iworkflows ERE LB HNIIER

FE TER
FIEIRE F RN LER. MRRE T WS showhidden=true , I |RAIEEE
AT RERK S TAER.
BRI
GET /api/workflow/v1l/workflows HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215
Accept: application/json

MR 7R :
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HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 1908

"workflows": [{
"description": "Clear locks held on behalf of an NFS client",
"href": "/api/workflow/v1l/workflows/10f25f2c-3a56-e733-d9c7-d4c6fd84e073",

+
{
"description": "Sets up environment for Oracle Solaris Cluster NFS",
"href": "/api/workflow/v1l/workflows/2793f2dc-72de-eac4-c58b-cfbe527df92d",
+
{

"description": "Removes the artifacts from the appliance used by Oracle Solaris
Cluster NFS",
"href": "/api/workflow/v1l/workflows/9e2d5eed-cc72-67b0-e913-bf5ffadld9el",

I
{
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/v1l/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
H
{
"description": "Removes the artifacts from the appliance used by Oracle Enterprise
Manager",
"href": "/api/workflow/v1l/workflows/bd7214fc-6bba-c7ad-ed1f-942c0189e757",
H
}
- V.Y
A3 ~,
WA L1Ei
S N |
RELRAN THERA M.
sEHS .
BRI

GET /api/workflow/v1l/workflows HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

e R 7~

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 408
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{
"workflow": {
"alert": false,
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/v1l/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
"name": "Configure for Oracle Enterprise Manager Monitoring",
"origin": "Sun Microsystems, Inc.",
"owner": "root",
"scheduled": false,
"setid": false,
"uuid": "bb5delb8-b950-6da6-a650-f6fb19f1172c",
"version": "1.1"
}
}

BB TER
Tt T/ER AR PUT HRIHEA THERKBIE.

TSk~

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"setid": false}
IR 7~ 5 -

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 234

{
"workflow": {
"alert": false,
"description": "Echo bird repeats a song.",
"href": "/api/workflow/v1l/workflows/448b78el-f219-e8f4-abb5-e01le@9elfac8",
"name": "Echo",
"origin": "<local>",
"owner": "root",
"scheduled": false,
"setid": true,
"uuid": "448b78el-f219-e8f4-abb5-e0le@9elfac8",
"version": ""
}
}

>
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PUTLERBEAFFREILER, A TIERSHEWIESRIEFH JISON XK, AN
Ja , BIR[E] HTTP 4R 202 (Accepted) LR BE BANMEREMER JSON X% |, thEtE

AETERRS.
ERIRGY

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d/execute HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"song": "tweet tweet tweet"}
+ B — .

LHERIRH)

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 34

{

"result": "tweet tweet tweet\n"

}

k& TER

iR & A Mk TR,
BRI

DELETE /api/workflow/v1/workflows/f4fe892f-cf46-4d6a-9026-cddc0cce9971 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: */*

LERIRG

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

EETER

B ILERLEEERE.
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POST /api/workflow/vl/workflows HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/javascript
Content-Length: 290

var workflow = {
name: 'Echo',
description: 'Echo bird repeats a song.',
parameters: {
song: {
label: 'Words of a song to sing',
type: 'String',

}
i
execute: function (params) { return (params.song) }
I
LERIRB

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 268

X-Zfssa-Version: jkremer/generic@2013.09.14,1-0

Location: /api/workflow/v1/workflows/f4fe892f-cf46-4d6a-9026-cd0c@cce9d971

{
"workflow": {
"href": "/api/workflow/v1l/workflows/f4fe892f-cf46-4d6a-9026-cddcOcce9971",
"name": "Echo",
"description": "Echo bird repeats a song.",
"uuid": "f4fe892f-cf46-4d6a-9026-cddcOcce9971",
"owner": "root",
"origin": "<local>",
"setid": false,
"alert": false,
"version": "",
"scheduled": false
}
}

>
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{H{T HTTP &~ FYE RESTful Z FAH. B ERIR URL R4 A |, BIE BUI
AR [B] RESTful API GET 4558, Mozilla Firefox BoE T 7] L2 T4 E RESTful
5SRE RESTful & FAAEER (https://addons.mozilla.org/en-us/firefox/addon/
restclient/), BYAEER I PUT, POST FM DELETE WESKIARIEE I HTTP GET &K, A&7
AEH XL RESTiul B AN E ZEMER

Curl Rest & F#,

WAE FANET CLI W HTTP & AHLA wget 1 curl, ATAAT ZMEMA curl 31T
RESTful AP ARKI/RG] , AR AT{EF wget SRELAIZTNBE.

RE R IREE

IR B IR anal{E FR T B HT TP GET Y& SKRARENFLL JSON #E :

> curl --user ${USER}:${PASSWORD} -k -i https://zfssa.example.com:215/api/nas/v1l/pools/gold

HTTP/1.1 200 OK

Date: Tue, 23 Jul 2013 12:57:02 GMT
Server: WSGIServer/0.1 Python/2.6.4
Content-Length: 284

Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"pool": {
"profile": "mirror",
"name": "gold",
"usage": {

"available": 895468984832.0,
"total": 895500681216.0,
"dedupratio": 100,

"used": 31696384.0

I

"peer": "00000000-0000-0000-0000-000000000000",
"state": "online",

"owner": "tanana",
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"asn": "314d252e-c42b-e844-dabl-a3bcab680b563"

B R IR

HWRGI B RANAEE SR & 3% JSON FURMAIE T EIR :

$ curl --user ${USER}:${PASSWORD} -s -k -i -X POST -d @- \
-H "Content-Type: application/json" \
https://zfssa-host.example.com:215/api/user/v1l/users <<JSON

> {"logname": "rest user",

> "fullname": "REST User",

> "initial password": "letmein"}
> JSON

HTTP/1.1 201 Created

Date: Tue, 23 Jul 2013 13:07:37 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 357

"user": {

"logname": "rest user",

"fullname": "REST User",

"initial password": "DummyPassword",

"require_annotation": false,

"kiosk mode": false,

"kiosk screen": "status/dashboard",

"roles": ["basic"],

"exceptions": {},

"preferences": {
"href": "/api/user/v1l/users/larry/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session timeout": 15,
"advanced_analytics": false,
"keys": {}

BRI TR

WRBIE S A PRSI RET

% curl --user larry:letmein -3 -s -k -i -X PUT \
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-H "Content-Type: application/json" -d @- \
https://tanana:215/api/appliance/v1l/users/larry/preferences <<JSON

> {"session_timeout":60}

> JSON

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2013 05:43:17 GMT

X-Zfs-Sa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 0@

"preferences": {
"href": "appliance/vl/users/larry/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session timeout": 60,
"advanced_analytics": false,
"keys": {}

RIS TR

Btan &K P R SeH e

curl --user ${USER}:${PASSWORD} -s -k -i -X DELETE https://tanana:215/api/appliance/v1/users/
jschwartz

HTTP/1.1 204 No Content

Date: Tue, 23 Jul 2013 13:21:11 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Length: 0@

Python RESTful % 1,

Python RESTful API & PR T —4 REST IR , AT #1B) RESTul fRE-HOMAKFF
&,

RESTful & FHIFERF/RAI :

>>> import urllib2
>>> import json

>>> request = urllib2.Request("https://zfsssa.example:215/api/access/v1l", "")
>>> request.add_header("X-Auth-User", "rest user")

>>> request.add header("X-Auth-Key", "letmein")

>>> response = urllib2.urlopen(request)

>>> response.getcode()
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201

>>> info = response.info()
>>>
opener = urllib2.build_opener(urllib2.HTTPHandler)
>>> opener.addheaders = [("X-Auth-Session", info.getheader("X-Auth-Session")),
('Content-Type', 'application/json'), ('Accept', 'appplication/json')]

SRJE , ATLAME opener FTFFARLLE A TR AIAE FE AR IF & 1% /F Y JSON FURAIEK.

KU IR
FRALLT Python {XALET LAMSE(T RESTful AP B EFREREIE.

GET 7~ :

>>> request = urllib2.Request("https://zfssa:215/api/network/v1l/routes")
>>> response = opener.open(request)

>>> response.getcode()

200

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort keys=True, indent=4)

"routes": [

{
"destination": "0.0.0.0",
"family": "IPv4",

"gateway": "10.80.231.1",
"href":
"/api/network/v1l/routes/ixgbe0,0.0.0.0,10.80.231.1",

"interface": "ixgbe0",

"mask": 0,
"type": "static"

B TIR

AT REFRIRA Python JRBILED :

>>> action = {'category': 'network'}

>>> post data = json.dumps(action)

>>> request = urllib2.Request("https://zfssa:215/api/alert/vl/actions", post_data)
>>> request.add header('Content-Type', 'application/json')
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>>>
>>>
201
>>>

response = opener.open(request)
response.getcode()

response.info().getheader('Location')

'/api/alert/vl/actions/actions-001'

>>>

>>>

{

body = json.loads(response.read())
print json.dumps(body, sort keys=True, indent=4)

"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": true,

"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface ok": true,

"network _port down": true,
"network_port_up":
true

EERIR

AT E3EA ®iER Python JREHES :

>>>

>>>

put data = '{"ip_address conflict resolved": false}'

request = urllib2.Request("https://zfssa:215/api/alert/vl/actions/actions-001",

put_data)

>>>

>>>

>>>
>>>
202
>>>

>>>

request.add header('Content-Type', 'application/json')
request.get_method = lambda: 'PUT'

response = opener.open(request)
response.getcode()

body = json.loads(response.read())

print json.dumps(body, sort_keys=True, indent=4)

"actions": {

RESTful & 4L
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"category": "network",
"datalink failed": true,

"datalink ok": true,
"href":
"/api/alert/v1l/actions/actions-001",

"ip_address conflict": true,
"ip address conflict resolved": false,

"ip_interface degraded": true,
"ip_interface_ failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":
true

BRIAE TR

T HERELA FIREG Python JRBIARS

>>> request = urllib2.Request("https://zfssa:215/api/alert/vl/actions/actions-001")
>>> request.get method = lambda: 'DELETE'

>>> response = opener.open(request)

>>> response.getcode()

204
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