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Preface
Intended Audience

This document is intended for the following audience:
Customers

Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

https://support.us.oracle.com

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters cover following
Introduction
Prerequisites
Installation

Post Installation Steps

Related Information Sources

For more information on Oracle Banking Digital Experience Release 16.1.0.0.0, refer to the
following documents:

Oracle Banking Digital Experience Licensing Guide


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
https://support.us.oracle.com/

2. Introduction

Oracle Banking Digital Experience (referred to as OBDX in the rest of the document) is an
enterprise class digital banking platform that empowers financial institutions to rapidly deliver end-
to-end digital experiences while leveraging their existing IT infrastructure investments including
their core banking systems.

Using Oracle Banking Digital Experience, banks can successfully execute on their digital
strategies, using an open, modern and scalable solution. Banks can drive new levels of
experience and engagement with their customers across their enterprises.

The product is built on open standards architecture, brings new comprehensive capability to
banks seeking a digital transformation in customer and account originations, various business
services across multiple customer segments. It provides comprehensive business services out of
the box, such digital account and loan origination, digital wallets and payments. Banks can
rapidly launch in as little as a few weeks, new digital capabilities that provide market
differentiation, such as the ability to apply for and secure a personal loan or credit card from the
convenience of their smart phone and make payments with the swipe of a finger. Oracle Banking
Digital Experience is part of Oracle turn-key solution set that empowers banks to rapidly launch
digital brands for customers segments that prefer digital-first or digital-only options.

Oracle Banking Digital Experience (OBDX) transforms customer and account origination,
servicing and payments. All business services in Oracle Banking Digital Experience can be easily
consumed in digital experiences by utilizing their RESTful APIs. Thus allowing banks to leverage
the services as an API using their existing user interfaces. The services cover areas such as
deposit and loan origination, deposit and loan servicing, payments, digital wallets, and merchant
payments. The extensible platform also creates a flexible environment for banks to drive further
innovation.

OBDX also provides modern HTML5, CSS3, responsive, single page application user
experiences built using an open source user experience framework. This approach gives banks
the flexibility to create modern experiences with in-market resources that understand how to use
these standard technologies. These open source technologies include knockout.js, jQuery, Sass
(Syntactically Awesome Style Sheets), and more.

Oracle Banking Digital Experience has Externalized security and is integrated out of the box with
Oracle’s enterprise-class IDM security suite. It can also be deployed and integrated with
equivalent open source security components that Oracle Weblogic is certified with as an
authentication provider.
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2.1 Purpose of the Document

The purpose of the OBDX Installation Guide is to provide a step by step overview on the
installation process of the solution.

It includes:
e  Prerequisites to install the OBDX & running the installer
e Installation of OBDX with Oracle’s own Core Banking and Origination Products.
e Advanced Configurations (Post installation)

. Installation Verification
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3. Prerequisites

OBDX Installation will require the following environment software with the respective versions.

Java (JDK) 1.7 79

Oracle Weblogic 10.3.6, (for IDM)
12.1.3.0.0 (for OBDX)

Oracle Access Manager (OAM) 11.1.2.3.0
Oracle Unified Directory (OUD) 11.1.2.3.0
Oracle Database 12.1.0.2.0 - 64bit
Oracle Entitlement Server (OES)* 11.1.2.3.0
Oracle Webtier (OHS) 11.1.1.9.0
Oracle Webgate 11.1.2.3.0
Repository Creation Utility (RCU) 11.1.1.9.0

(for OAM & OES repositories)

Python 2.6.6

** OBDX Installer is supported on LINUX platform VMs, & execute in command line mode.

** Oracle Entitlement Server is required only with OBDX-OBP installation mode.
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Diagram exhibits the high level representation of the entire OBDX environment,

e OBDX VM — OBDX Application will be deployed on weblogic server 12.1.3, & it will be integrated
with OBP / FCUBS and IDM security.

e Web Server VM — Oracle Http Server & Oracle Web-Gate will be deployed on this VM and
integrated with OBDX Server & IDM Security.

e Security VM — Oracle IDM stack will be deployed on this VM including OAM, OES, OUD on
weblogic server 10.3.6.

e OBP/FCUBS VM - OBP / FCUBS will be installed on this VM & integrated with OBDX application
server.

. Database VM — All the environment schemas IDM & OBDX will be created in this database VM.

3.1 Prerequisite Tasks

e All the above environment software with the correct version numbers must be installed in the
respective VMs for the OBDX installation to proceed.

e Oracle Access Manager, Webtier, Webgate & Oracle Unified Directory must be integrated.
(Documentation of the integration of IDM suite is beyond the scope of this document. Separate document will
be provided to cover the IDM suite integration. Please refer Appendix.)
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Oracle’s Core Banking and Origination Product Install

e Oracle Banking Platform (OBP) must be installed in the environment & its web-services must be
exposed, If OBDX is being deployed with OBP as the backend.

e Oracle FLEXCUBE UBS (FCUBS) must be installed in the environment with web-service Gateway,
If OBDX is being deployed with FCUBS as the backend.

e Oracle Database must be created for installation of the OBDX database schema.
e  Repository Creation Utility (RCU.zip) must be downloaded from Oracle Technology Network.

e  Export encryption key from the OES domain. Refer section “A” of Appendix for more details on
export command execution.

e Create “fcPerson” (default OBDX object) object and associated attributes in OUD server. Refer
section “B” of Appendix for how to create objects and attribute in OUD server.
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4. Installation
OBDX installer creates environment in a 2 step process
1. Database Schema Creation

2. Application Server Deployment

. Download

Download the latest OBDX Installer from https://edelivery.oracle.com

. Extract

Once the download has completed, you should extract the contents using whatever tools your
operating system provides. When completed, you should be left with a folder named “OBDX
Installer”.

e Upload

With the installation extracted, connect to your VM using your usual FTP/SFTP client. Navigate to
the root folder of your website and upload the “OBDX Installer” folder into it.

Also upload the RCU.zip file to Installer directory.

(There’s no requirement to put OBDX Installer in the root directory of your website - we just find it
easier. If you place it somewhere else, remember what folder it’s in - you’ll need to recall this
later.)

. Launch the Installer

Once the Installer successfully uploaded the VM, open the OBDX Installer directory & execute the
“runinstaller.sh” file. (Directory must have the read, write & execution access for your logged in
User on VM.)

‘runinstaller.sh” executes and gives the choice on screen to select the OBDX installation flavor
i.e. OBP or FCUBS or Wallets.

You can select any of the OBDX installation Options.

(Please refer the screenshot shown on the next page.)
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4.1 OBDX Origination Installation with OBP
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Once you select the Option of OBDX installation, Installer will give you a choice to installer the
database installation or Application Server Installation. (refer the below screen shot)

Fe root@mumODacl:y/insta

and Weblogic Middleware i

4.2 Database Schema Creation

We recommend you to install the database first for your OBDX environment & then process for
Application Server Installation.

Database installation creates the OBDX schema in OBDX Database.

If the OBDX installation option selected was FCUBS it will also create EXT_UBS schema in
FCUBS Database. **EXT_UBS schema created only for FCUBS flavor of OBDX.

When you select the database installation, it will ask you to confirm your choice.

r

@2 obdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER Lo (5D S
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You will need to provide the RCU.zip (Repository Creation Utility). This can be downloaded from
Oracle Technology Network site and uploaded to Installer Directory.

root@mumb0acly/install

u
:

Installer User Guide 13



1. Enter the Database host name
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2. Enter the Database Port Name

Fer root@mumO0aol:finstal
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3. Enter the Database Service Name or SID

e root@mum00aol:/instal
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4. Enter the tablespace location in database

root@mumblaal:/install
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5. Enter the Post Fix Name that you want the Schema to be named as

(For e.g. if Post Fix name given is DEV then OBDX schema name will named as be OBDX_DEV)

root@mumb0acly/install

-

il .

s
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6. Enter the JAVA_HOME location (This is the location where java is installed; it is required to
execute RCU)

root@mumblacl:/install - — | (S -
e —

e - —_

7. Please Enter the DBA UserName & Password for Database (Prefereably sys user)

While the installation in progress, To accept ‘sys password’ and ‘schema password’
respectively from the user the RCU utility will clear the screen.

First time when the screen gets clear, the user has to enter ‘sys password’
Second time when the screen gets clear, the user has to enter ‘schema password’

The Intallation utility will create the OBDX Schema as per the defined name with the post fix and
import the seed data into this newly created schema.
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cbdxuser@mumDlacl:/scratch/Installer_Testing/OBDX_INSTALLER

OBDX Schema has been created successfully & Day 0 Data has beed seeded.

-

cbdxuser@muml0acl:/scratch/Installer_Testing/OBDX_INSTALLER

Installer User Guide
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4.3 Application Server Installation (Recommended: Post Database

Installation)

Application Server Installation has been recommended after the database installation of OBDX.
You need to launch the installer as explained earlier and select the OBDX installation option.

Please select the OBDX Application Server Installation choice in this step.

Installer User Guide
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Fe obdxuser@mumODaol:in
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The installer will now ask for Oracle Weblogic Server Middleware home location.

=

B obdxuser@mum00aol:/install - - — =X
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The installer will now ask for JAVA_HOME location as shown in the below screenshot.

;_f" cbdxuser@mumDaolyinsta
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1. Enter the choice of the application server deployment.

One can choose from doing a Standalone Weblogic Server or a Clustered environment with
multiple servers on multiple VMs.

re

Dbdxuser@mum[ﬂ]aolu’install - - — =SRCN X
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In case of a clustered deployment, please enter the no of machines/VMs in the cluster.

=

B obdxuser@mum00aol:/install - - — =X
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2. Enter the respective VM names

;_f" cbdxuser@mumDaolyinsta
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3. Enter the Admin Server Port no of your choice, (we recommend to use default port as 7001)

e obdxuser@murnllaclyinsta l @Elﬂ_hj

m
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4, Please enter the Managed Server Port

;_f" cbdxuser@mumDaolyinsta
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5. Please enter the Node Manager Port Number (We recommend to use default port as 5556)

e obdxuser@murndlaolyinsta
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6. Enter the managed server name.

= cbdrxuser@mum00aoli/insta
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7. Enter port for the managed server.

e obdxuser@murn00aol:/i
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8. Enter the OBDX Database Schema name (This should be the same name that you created the
OBDX database schema)

e obdxuser@murndlaolyinsta
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9. Please enter the Database Schema Port no

e obdxuser@murndlaolyinsta
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10. Please enter the Database Schema SID or Service Name

e obdxuser@murndlaolyinsta
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11. Please Enter the STB Schema Name (This schema will be created while running the RCU for

IDM installation)

ocbdxuser@ mum0laol:/install

Installer User Guide
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12. Enter the STB Schema Password

cbdxuser@mum0Dacl:/install e —
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13. Enter the sys password of the database.

e obdxuser@murndlaolyinsta
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14, Enter the preferred domain name.

e obdxuser@murndlaolyinsta
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15. Enter the Domain User Name (This will be administrator for Weblogic Domain)

e obdxuser@murndlaolyinsta
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16. Please enter the password for weblogic admin user

e obdxuser@murndlaolyinsta
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17.
18.

Enter the OBDX database schema name.

Enter the preferred data-source name (recommended : DIGX).
chdxuser@mumlaol:/install

Installer User Guide
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2 obdxuser@mumD0aol/i

chema Name:
chema is the combination of pre-fix and post-fix name. The pre-fi
is defined as "OBDX' in this installation and post-fix schema name
For example, if post-fix i=s 'DEV
would be 'OBDX DEV'.

the Data Source Name:

19. Enter the JNDI name as DIGX.

12 ohdxuser@mumO0aoli

12

chema Name:

the 5

schema i=s the combination of pre-fix and post-fix name.

iz defined as '"OBDX' in this installation and post-fix

For example, if post-fix is

the Data Source HName:

the Data Source JHDI
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20. Specify Y/N to allow OUD configuration. (If Specified Y then OUD will be configured with weblogic

domain
| [ ) |

@ obdxuser@ mum0laol:/instal

m
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21. Please enter the VM name of Oracle Unified Directory (OUD)
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22. Please enter the Port of OUD

e obdxuser@murndlaolyinsta

time
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23. Please enter the username of OUD login

e obdxuser@mum0laol/insta
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24, Please enter the password of OUD

e obdxuser@murndlaolyinsta
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25. Please enter Y if you need to configure OES & creation of OAM Asserter

12 ohdxuser@mumO0aoli

roceed with OAM configuration? (Y/H):

12 ohdxuser@mumO0aoli

Do you to proceed with

vl
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26. Please enter the OPSS Datasource name of OES domain

:‘@ obdxuzer@mum0laol:/insta
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27. Please enter the JNDI name as jdbc/OPSSDBDS

:‘@ obdxuzer@mum0laol:/insta
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28. Please enter the host name of OPSS database of OES

@ obdxuzer@mum0laol:/insta
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29. Please enter the port name for OPSS database of OES
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30. Please enter the SID of database where OPSS schema is present

@ ocbdxuser@ mum0laol:/install

|:||Elih1

Pl =

m

m
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31. Please enter the schema name of OPSS

:‘@ obdxuzer@mum0laol:/insta
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32. Please enter the password of OPSS schema

:‘@ obdxuzer@mum0laol:/insta
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33. Please enter the p12 file path (this is the location where OES key will be exported)

=

B obdxuser@mum00aol:/install - - — =X
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34. Please enter the preffered password of key file

cbdxuser@mum0Dacl:/install e e———

Installer User Guide
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35. Please enter the installer log file location

e 5

Dbdxuser@mum[ﬂ]aol:finstall - - — =SREN X

e obdxuser@murndlaolyinstal
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Installer will create the domain, cluster / Server & datasources and create security realms in
weblogic for OUD. Installer will deploy all the OBDX deployable & extend the weblogic domain for

JRF template.
4.4 OBDX Installation with UBS

Select OBDX Installation with UBS

22 obdxuser@mum00aol:/scratch/nstaller_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 BB

e

Once you select the Option of OBDX installation with UBS, Installer will give you a choice to
installer the database installation or Application Server Installation. (refer the below screen shot)
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_
&P obdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 | B
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4.4.1 Database Schema Creation

We recommend you to install the database first for your OBDX environment & then process for
Application Server Installation.

OBDX Database installation creates the OBDX schema in OBDX Database.
UBS Database configuration creates EXT_UBS schema in FCUBS Database.

When you select the database installation, it will ask you to confirm your choice.

obdxuser@mum00aal:/scratch/Installer Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 BRI

62
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You will need to provide the RCU.zip (Repository Creation Utility). This can be downloaded from
Oracle Technology Network site and uploaded to Installer Directory.

#P obdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 BB
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1. Enter database hostname

£P obdxuser@mum00acl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 | = | B et
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2. Enter database port

£P obdxuser@mum00acl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 | = | B et
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3. Enter database host SID

£P obdxuser@mum00acl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 | = | B et
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4, Enter tablespace location

@ cbhdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0

Installer User Guide
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5. Provide database schema postfix

£P obdxuser@mum00acl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 | = | B et
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6. Provide JDK path

@' obdxuser@muml0acl:/scratch/Installer_Testing/OBDX _INSTALLER/UBSRCU/CBDX16.1.0.00 | = | O S

e

Please Enter the DBA UserName & Password for Database (Prefereably sys user)

While the installation in progress, To accept ‘sys password’ and ‘schema password
respectively from the user the RCU utility will clear the screen.

First time when the screen gets clear, the user has to enter ‘sys password’
Second time when the screen gets clear, the user has to enter ‘schema password’

The Intallation utility will create the OBDX Schema as per the defined name with the post fix and
import the seed data into this newly created schema.
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_
&P obdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 | B
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OBDX Schema has been created successfully & Day 0 Data has beed seeded.

@ obdxuser@mumOlaol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/CEDX16.1.0.0.0 | = | B |
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7. Select option to install UBS database schema

cbhdxuser@ mumD0acl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/CBDX¥16.1.0.0.0

| = =T T I I =
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8. Enter location of RCU.zip

@ cbdxuser@mumD0acl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 | = | = -'EE'-]
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9. Enter UBS database host name

2P obdxuser@mum00acl/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCL/OBDX16.1.0.0.0 BEE
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10. Enter database port

£P obdxuser@mum00acl/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCL/OBDX16.1.0.0.0 | o[ E ]
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11. Enter database host SID

£P obdxuser@mum00acl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCL/OBDX16.1.0.0.0 BEE

Installer User Guide 76



12. Enter UBS schema name

obdxuser@mumD0acl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 BEE
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13. Provide UBS entity name

=

EP obdxuser@mum00acl/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCL/OBDX16.1.0.0.0 | o[ E ]
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14. Enter tablespace location

- Testing/OBD¥ INSTALLER/L DX16.1.0.0.0
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15. Enter postfix for schema

2P obdxuser@mum00acl/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCL/OBDX16.1.0.0.0 BEE
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16. Enter JDK path

@ cbdxuser@mumD0acl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 | = | = -'EE'-]
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taller_Testing,/C ¥16.1.0.0.

lip/ddl/foracle/extsystem/ubs/FCUBS E-_PRZ?.sqL

CN ICTMS TDREDMPAYOUT DETAILS TO OBDX UBSTEST:

itegration/clip/ddl/oracle/extsysten/ubs/FCUBS GR_
T ON ICTMS TDREDMW MASTER TO OBDX UBSTEST:
h/Installer Testing/OBEDX INSTALLER/UBSRCU/CEDX16.1.
Selip/ddlforacle/extcsystemn/ubs/table-scriprs.sql;
ng/0BDX TNSTALLER/UBSRCU/OBDX16.1.

ration/clip/ddl/oracle/extsystem/ubs/

fecratch/Inataller Testing/OBDX INSTALLER/UBSRCU/CEDX16.1.
integration/clip/ddl/oracle/extsysten/ubs/db tables
CREATE EIGFILE TABLESPACE TBES_OEDX UBSTEST name

DATAFTLE '&&table space

user OBDX UBSTEST name gquota unlimited on TES_OEDX UESTEST n
ROLE ROLE OBDX UBST NOT IDENTIFIED;

CONNECT, CEREAT E OH, C : C : SEQUENCE, CREATE

T name temporary tablespace tenp;

DATABASE LINE,CEEATE
CBE to ROLE OBDX UBSTEST name;

J
nt ROLE OBDX UBSTEST name to O

taller_Testing,/C ¥16.1.0.0.

Repository Creation Utility: Create - Completion Summary
Database details:

Host HName : of==23121636.in.oracle.com
Fort : 1521

Service Hame : UBSCLIP.IN.CRACLE.
Connected As : sys

Prefix for (non-prefixable) chema Owners : DEFAULT
CO/CBDX16.1. frou/recuHome/rcu/log/logdir.
Component

Status Logfile
CBDX SCHEMR u fecratch/Installer
FSOBDX16.1.0.0 !
log

Repository Creation Utility - Create :@: Operation Completed
DataBase Installation Successful.

ECO Logfile : Jscratch/Installer ing/ X INSTALLER/UBSE
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4.4.2 Application Server Installation (Recommended: Post Database Installation)

ek |

a number f

@ cbdxuser@mumaoly/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 -
'] ct a numbe e low Op s:
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1. Enter Weblogic Middleware home path

£P obdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 (=] B et
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2. Enter JDK path

@' obdxuser@mum0acl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/CBDX16.1.0.0.0 | == -'EE_J
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3. Provide Installation home path

£P obdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 (=] B et

Installer User Guide 86



4. Enter cluster name

@ obdxuser@mum00aol:/scratch/Installer_Testing/CBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0
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5. Enter number of machine in the cluster

£ obdxuser@mum
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6. Enter host name of the machine

@ obdxuser@mum00acl:/scratch/Installer_Testing/CBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0
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7. Enter Admin server port number

@ obdxuser@ mum00aol:/scratch/Installer_Testing/CBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0
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Admin server SSL port

@' obdxuser@mumacl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/CBDX16.1.0.0.0
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8. Enter Node manager port
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9.

Enter Managed server name

#P obdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 EE
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10. Enter Managed server port number

@' cbdxuzer@ mumi
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11. Provide OBDX database host name

£P obdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 EE
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12. Enter port number

@' cbdxuzer@ mumid
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13.

Enter SID

£P obdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 EE
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14. Enter UBS database host name

B oo o R o> 1 e sSRcU/080x 5 1000
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15.

Enter port number

@' obdxuser@mumacl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/CBDX16.1.0.0.0 | = | = i:g'-J
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16. Enter SID

B coune o R o> 1 e USSR 0R0x 1000
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17.

Enter UBS sys password

@' obdxuser@mumaol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/CBDX16.1.0.0.0 | = | = i:hJ
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18. Enter STB schema user id

@' obdxuser@mumacl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 | = | & -'EE_J
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19. Enter STB password

obdxuser@ mum00 fzcratch/Installer
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20. Enter sys password

@' obdxuser@mumacl:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/CBDX16.1.0.0.0
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21. Enter domain name

obdxuser@mumlacl:/scratch/Installer_Testing/COBDX_INSTALLER/UBSRCU/CBDX16.1.0.0.0 | = | & -'EE'-J
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22. Enter domain user id

CU/CBDX16.1.0.04
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23. Enter domain password

@ obdxuser@mumO0acl:/scraich/Installer_Testing/CBDX _INSTALLER/UBSRCU/CBDX16.1.0.0.0
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24. Enter OBDX schema name

obdxuser@mumO0acl:/scratch/Installer_Testing/CBDX_INSTALLER/UBSRCU/CBDX16.1.0.0.0
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25. Enter OBDX datasource name

@ obdxuser@mumO0acl:/scraich/Installer_Testing/CBDX _INSTALLER/UBSRCU/CBDX16.1.0.0.0
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26. Enter INDI name

CU/CBDX16.1.0.04
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27. Enter Ext UBS schema name

@ obdxuser@mumO0acl:/scraich/Installer_Testing/CBDX _INSTALLER/UBSRCU/CBDX16.1.0.0.0
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28. Enter datasource for EXT UBS schema

obdxuser@mumO0acl:/scratch/Installer_Testing/CBDX_INSTALLER/UBSRCU/CBDX16.1.0.0.0
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29. Enter datasource JNDI

CU/CBDX16.1.0.04
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30. Enter choice If you want to configure OUD

obdxuser@mumO0acl:/scraich/Installer_Testing/CBDX _INSTALLER/UBSRCU/CBDX16.1.0.0.0
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31. If yes please provide LDAP address

@ obdxuser@mumO0acl:/scraich/Installer_Testing/CBDX _INSTALLER/UBSRCU/CBDX16.1.0.0.0
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32. Enter LDAP port

CU/CBDX16.1.0.04
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33. Enter OUD username

cbdxuser@mumdacly/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0

[
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34. Enter OUD password

obdxuser@mumO0acl:/scratch/Installer_Testing/CBDX _INSTALLER/UBSRCU/CBDX16.1.0.0.0

[
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35. Enter choice if you want to configure IDM

sting/OBD¥_INSTALLER/UBSRCL D¥16.1.0.0.0
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36. If yes then please select if you want to configure OAM also

cbdxuser@mumdacly/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0

[
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37. Enter log output directory path

@ obdxuser@mumO0acl:/scratch/Installer_Testing/CBDX _INSTALLER/UBSRCU/CBDX16.1.0.0.0

Installer User Guide

121



Application server installation is done.

£P obdxuser@mum00aol:/scratch/Installer_Testing/OBDX_INSTALLER/UBSRCU/OBDX16.1.0.0.0 = |
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5.1

5.2

POST INSTALLATION STEPS

There are some configurations that need to be carried out post the installation of OBDX Database
schema and the OBDX Application Server.

External System Configuration

Config directory must be created under the product installation directory, there will be property
placed in this directory as ExtSystemsConfig.properties.

You need to update following properties on this file —
SESSION_BANK_CODE
SESSION_SUPERVISOR_USER_ID
SESSION_TARGET_UNIT
SESSION_TRANSACTION_BRANCH
HEADER_APPLICATION_BRANCH
HEADER_DATA_ENTRY_BRANCH
HEADER_INITIATED_BY

WSDL URL Pointing

OBDX System connects to external systems i.e. OBP or FCUBS consuming SOAP web-services.
The WDSL of these SOAP services are maintained in OBDX Database table
“digx_fw_config_out_ws_cfg_b” (column as URL). This URL is required to change as default
entry contains different hosthname & port no.

Please open the WSDL update script present in installer directory in any text editor,
Find & replace the hostname (OBP / FCUBS Services host name).
Find & replace the port number (OBP / FCUBS Services port no).
Execute the script on DIGX Database.
Commit the changes.

*WSDL URL can be verified by hitting the WSDL URL in a browser with changed hostname &
port no.

**DB entry in table digx_fw_config_out_ws_cfg_b (column process) will have a prefix as FCUBS
for FCUBS services; otherwise the services will be of OBP system.
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5.3

URL Protection in OAM Console

To create a Webgate Agent

Login into OAM Console. E. g. http://ofss310686:7001/oamconsole/faces/login.jspx

[} Oracle Access Manageme X

€ = C [ mum0Oaon.in.oracle.com:7 ces/admin,jspx?_adf.ctri-state=rqwpk3g5q_828&_afrloop=34787166830029
atmnw
ORACLE' Access Management =
& redenton [] Mobse securty 4§ Coniguration
Launch Pad
Quick Start Wizards Access Manager + v Agents -
Perfom common sehp tasis
Create 0SSO Agent
Appicaton Regsiraton Appication Domains
S50 Agent Registration Resource Types Covt QU fnt
Host Identfiers
Authenticabon Schemes
Session Management Password Policy Plug-ins v
Aumentication Mocues
lughenticabon Pug-ins.
Copyrght 82000, 2015, Orace andior s sftes. Al ighis resenved.
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http://ofss310686:7001/oamconsole/faces/login.jspx

2. Click on the “+” sign next to Agents block and choose Create Webgate

[} Oracle Access Manageme: X

€ = C [} mum00aon.in.oracle.com:7001/0amconsole/faces/admin jspx?_adf.ctrl-state=rqwpk3g5q_828_afrloop=347871668900297 Qs O E

admin v ***

* Access Management
ORACLE . A Federation D Mobie Secuty  ¢§ Configuation
Launch Pad | Create Webgate x

Access Manager >

Create Webgate Apply

Use the following screen to register an OAM Agent. Before you register, ensure that at least one OAM Server is running in the same mode as the Agent to be registered.

*
*Version 11g ¥ Securty G open
A ) Simple
Name  mum00aon.in.oracke.com
Cert
Description Virtual host [

Auto Create Policies ¢
Base URL

4 IP Validation [

Access Client Password

Host Identifier - mum00aon.in.oracke.com

User Defined Parameters

Resource Lists

Protected Resource List Add | Delete Public Resource List Add | Delete
Relative URI Relative URI
m

Copyrght & 2000, 2015, Orsck andlor ts sfistes. Al ights reserved

mum00aon.in.oracle.com:7001/ 1jsp?_adf.ctrl qwpk3g5q 82..

Select the Version as 11g

Enter the hostname in Name field

Click on Apply

This creates the 11g Webgate Agent for OAM.

Now, to search for an application domain, go to Launch Pad

6. Click on Applications Domain in the Access Manager tab.
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’ [ Oracle Access Manageme: X

€2 CN0 mum00aon.in.oracle.com:7001/0amconsole/faces/admin,jspx?_afrLoop=364125266902984&_afrWindowMode=0&_afrWindowld=null&_adf.ctrl-state=153gvywimp_2 QY @ =

admin v *=*
* Access Management
ORACLE g & Federston D Mobile Securty g Configuaton
Launch Pad

Quick Start Wizards Access Manager + v Agents +v
Perform common setup tasks Manage Single Sign-On Application Domains Manage Single Sign-On agents
Application Registration Appiication Domains
SS0 Agent Registration Resource Types

Session Management Password Policy Plug-ins v
Manage Single Sign-On sessions Manage Common Password Policy for Single Sign-On Manage Authentication Plug-ins
Authentication Modues
Authentication Plug-ins

Copyright © 2000, 2015, Oracle and/or its sffiiates. All rights reserved.

| mum00zon. { 7001 injspx?_afrloop=3641252669029848 afrWindowMode=08& afrWindowld=null&_adfctrl-state=153gvywlmp_2#
—— - - ———  — ——
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[ Oracle Access Manageme: X

€ = C  [) mum00aon.in.oracle.com:7001/0amconsole/faces/admin,jspx?_afrLoop=3641252669029848_afrWindowMode=08_afrWindowld=null&_adf.ctrl-state=153gvywImp_2

-, .

admin v *=
ORACLE' Access Management

A Federton 7] wobie ecurty 4§ configuaton

Launch Pad | Application Domain x

ccess Wianager >

Search Application Domains

Use the search tool to find an existing Application Domain or click the Create Application Domain button to create a new one.
4 Search

Name

4 Create Application Domain

Search = Reset
Search Results

Actions v View v Create Edit

Row Name Description -
No data to display.
1

v

Copynght © 2000, 2015, Oracle and/or s sffiliates. Allrights reserved.

mum00aon.in.oracle.com:7001/oamconsole/faces/admin.jspx?_afrloop=3641252669029848. afrWindowMode=08&_afrWindowld=null&_adfctrl-state=153gvywimp_2¢
——— ————
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7. Click on Search

’ [} Oracle Access Manageme: X
€ - C | [) mum00aon.n.oracle.com:7001/0amconsole/faces/admin,jspx?_afrLoop=3641252669029848_afrWindowMode=08. afrWindowld=null&_adf.ctrl-state=153gvywimp_2 (o% B @ H
admnw e
* Access Management
ORACLE g A Feteatin D Mobie Seurty § Confguation
Launch Pad = Application Domain x
Access Manager >
Search Application Domains + Create Application Domain
Use the search tool to find an existing Application Domain o click the Create Appiication Domain button to create a new one.
4 Search
Name

o

Search Results

Adions v Vieww o Create ~ Edit | Delefe

Row Name Description

1 Fusion Apps Integration Policy objects enabling integration with Oracle Fusion Appiications

2 |AM Suite Policy objects enabling OAM Agent o protect deployed IAM Sute applications
3 mrnaik-in.in.oracle.com Application Domain created through Remote Registration

4 mum00aom in.oracle.com Application Domain created through Remote Registration

5 ofss310620 Appication Domain created through Remote Registration

6 ofss310672 Application Domain created through Remote Registration

7 skdate-in.in.oracke.com Appiication Domain created through Remote Registration

Copyright ©2000, 2015, Oracle and/or s sffilates. All ights reserved.

00aon.in.oracle.com:7001/ injspx?_afrloop=3641252663029848 afrWindowMode=08 afrWindowld=nulld:_adf.ctr-state=153gvywimp_2#
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8. Click on the Domain Name you want to configure

[ Oracle Access Manageme X

€ = C | [) mum00aon.in.oracle.com:7001/0amconsole/faces/admin.jspx?_afrLoop=364125266902984&_afrWindowMode=08_afrWindowld=null._adf.ctrl-state=153gvywimp_2 Q¥ O =
admin v +**
ORACLE' Access Management =
Application Security A Federation D Mobile Security Q Configuration
Launch Pad  Application Domain x = mum00aom.in.oracle.com
ccess Manage >
mum00aom.in.oracle.com Appication Domain
Application Domain provides a logical container for resources or sets of resources, and the associated poiicies that dictate who can access specific protected resources.
Summary = Resources Authentication Policies  Authorization Policies  Token Issuance Policies  Administration
Apply
* Name  mum0aom.n.oracle.com
Application Domain created through Remote
Registration
Description
4
* Session Idle Timeout (minutes) 0 A

Allow OAuth Token [}

Allow Session Impersonation (]

Enable Policy Ordering ()

Copyright © 2000, 2015, Oracie andor s affiiates. Al rights reserved.
mum00aon.in.oracle.com:7001/0amconsole/faces/admin.jspx?_afrloop=3641252669029848 afrWindowMode=08_afrWindowld=nulld: adf.ctrl-state=153gvywimp_2¢
e — — '}
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9. Click on Resources Tab

[} Oracle Access Manageme: X

€ = C  [3 mum00aon.in.oracle.com:7001/0amconsole/faces/admin jspx?_afrLoop=3641252669029848._afrWindowMode=08. afrWindowld=null& _adf.ctrl-state=153gvywimp_2

Q¥ @ =

admin v ***
ORACLE' Access Management
Application Securty & Federation D Wobik Secuy 5§ Confguration
Launch Pad ~ Application Domain x = mum00aom.in.oracle.com
Access Manager >
mum00aom.in.oracle.com Appicaton Doman
Appication Domain provides a logical container for resources or sets of resources, and the associated policies that dictate wiho can access specific protected resources.
Summary | Resources  Authentication Poicies  Authorization Polcies  Token Issuance Polcies  Administration
Use the search tool to find an existing Resource or click the New Resource button to create a new one.
4 Search
Resource Type HTTP v Query String
Host Identifier Authentication Policy v
Resource URL Authorization Policy v
Search = Reset
Search Results

Actions v View v Create Duplicate Edit Delete

Row %;g“"“ Host denfier ~ Resource URL Query String Authentication Policy  Authorization Policy

No data to display.
« I —

Columns Hidden 2

Copyright © 2000, 2015, Oracke andior s affiates. Al ights reserved.
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10.

Click on Search

ORACLE" Access Management

C' | [ mum00aon.in.oracle.com:7001/0amconsole/faces/admin.jspx?_afrLoop=3641252669029848&_afrWindowMode=0&_afrWindowld=null&_adf.ctrl-state=153gvywimp_2

admin v+

A Federation D Mobile Security  g§ Configuration

Launch Pad  Applcation Domain x | mumo00aom.

Access Manager >

mumoO0aom.in.oracle.com Appication Domain

Appication Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access specific protected resources.
Summary | Resources | Authentication Policies Authorization Policies

Token Issuance Policies  Administration
Use the search tool to find an existing Resource or click the New Resource button to create a new one.
4 Search
Resource Type HTTP v Query String
Host Identifier Authentication Policy v
Resource URL Authorization Policy v
Search | Reset
Search Results
Actions v View v+ Create Duplicate Edit Delete
Row }";;g“’“ Host Identifier ~ Resource URL Query String Authentication Policy
No data to display.
<

Authorization Policy
I ———
Columns Hidden 2

Copyright © 2000, 2015, Oracle and/or s affiiates. All rights reserved.
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11. Click on Create Icon (Highlighted in the above screen)

Access Manager =

Create Resource Resource

" Type

Description

* Host Identifier

A Uri
* Resource URL

4 QOperations

Operations Available & Al

4 Protection

Authentication Policy ¥

Authorization Policy ¥

* Protection Level v

Apply

Use the following screen to define a Resource and the URL prefix that identifies the resource (document or entity) stored on a server. Individual resource URLs need not be unique across
domaing, but the combinaticn of a resource URL, Query String, and a hest identifier must be unigue acress demains.

Figure describes elements that comprise a resource definition.

Resource Definition Elements

Elements Description
The HTTP type is the default; it covers resources that are
Type accessed using either the HTTP or HTTPS protocol. Policies that
govern a particular resource apply to all operations.
Description An optional unique description for this resource.

Host Identifier

A list of host identifiers is available, which contains all identifiers
that were defined as a shared component. You must choose a
host identifier to assign this resource.

p_IlmageThe combination of the host identifier and URL string that
make up a resource definition must be unique across all
application domains.
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Resource URL

The URL value must be expressed as a single relative URL string
that represents a path component of a full URL composed of a
series of hierarchical levels separated by the '/' character. The
URL value of a resource must begin with / and must match a
resource value for the chosen host identifier.

Based on its contents, a URL is matched in response to an
incoming request as a literal or a wild card pattern. The special
characters available to define a pattern, if included, are:

The asterisk (*) is allowed only at the lowest, terminating level of
the path. The asterisk matches zero or more characters.

An ellipsis (...) is allowed at any level of the path except the
terminating level. The ellipses represent a sequence of zero or
more intermediate levels.
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Protection
Level

Choose the appropriate protection level from the following:
Protected (the default)

Protected resources are associated with a protected-level
Authentication policy that uses a variety of authentication
schemes (LDAP, for example). Authorization policies are allowed
for protected resources.

Responses, constraints, auditing, and session management are
enabled for protected resources using a policy that protects the
resource.

Unprotected

Unprotected resources are associated with an unprotected-level
Authentication policy (level 0) that can use a variety of
authentication schemes (LDAP, for example).

Authorization policies are allowed for unprotected resources, and
a basic one is needed to allow such access. However, an
elaborate policy with constraints and responses is irrelevant.

Responses, constraints, and auditing are enabled for Unprotected
resources using a policy that protects the resource. Only Session
Management is not enabled. Access to Unprotected resources
incurs an OAM Server check from Webgate, which can be
audited.

Excluded (these are public)

Only HTTP resource types can be excluded. Typically security
insensitive files like Images (*.jpg, *.png), protection level
Excluded resources do not require an OAM Server check for
Authentication, Authorization, Response processing, Session
management, and Auditing. Excluded resources cannot be added
to any user-defined policy in the console.

The Webgate does not contact the OAM Server while allowing
access to excluded resources; therefore, such access is not
audited. Most regular resource validations apply to Excluded
resources. However, excluded resources are not listed when you
add resources to a policy.

There is no Authentication or Authorization associated with the
resource.

Note: If a resource protection level is modified from "Protected" to
"Excluded" and a policy exists for that resource, modification will
fail until the resource is first disassociated with the policy.

Authentication
Policy

A list of Authentication policies based on the specified resource
protection level becomes available. Only policies within this
domain, and that match the specified protection level, are listed.

Authorization
Policy

A list of authorization policies defined in the domain become
available from which you can choose.
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Examples of values to be entered for creating the Resource are as follows:

[} Oracle Access Manageme | X

€ - C |[3 mum0Oaon.in.oracle.com:7001/camconsole/faces/admin jspx?_afrLoop=364125266902984& _afrWindowMode=08& _afrWindowld=null&_adf.ctrl-state=153gvywimp_2

ORACLE" Access Management & Federation D Mobile Security  ¢§ Configuration

Launch Pad  Applcation Domain » mum00aom in oracle.com x | Create Resource x

Access Manager >
Create Resource Resource Apply

Use the following screen to define a Resource and the URL prefix that identifies the resource (document or enity) stored on a server. Individual resource URLS need not be unique across
domains, but the combination of a resource URL, Query String, and a host identfier must be unique across domains,

Description

* Host Identifier Q
A Uri
* Resource URL

QUETY ) Name Vaive list O String

Query + X

i Name Value |
{ No Data o Display |

4 Operations

* Operations Available |

Al
CONNECT -
OFTICNS L]
POST
@ puT

&

®

«

4 Protection

* Protection Level v

Authentication Policy ¥

Authorization Policy ¥

Copyrght ©2000, 2015, Oracle andlor is sffiistes. All ights resered.

12. Select Type “HTTP”

€« - C [ mum00aon.in.oracle.com:7001/camconsole/faces/adminjspx?_afrLoop=3641252669029848_afrWindowMode=08_afrWindowld=null&_adf.ctrl-state=153gvywimp_2

admin v <=

(TR A Federation [ mobile securty ¢ Configuration

Launch Pad  Appication Domain x  mum00aom in.oracke com x | Create Resource x

ORACLE Access Management

Access Manager =
Create Resource Resource Apply

Uss the following screen to define a Resourcs and the URL prefix that identfies the resours (document or entty) stored on a server. Individual resource URLS ned not be uniqus across
domains, but the combination of a resource URL, Query String, and a host identifier must be unique across domains

Description

* Host Identifier
4 Ui Search: Host Identifier
* Resource URL

QUerY @ Name Vae it O String

Query + X

| Name Value
 No Data to Display

4 Operations

Al

* Operations Available (v
CONNECT -
@l OPTIONS L]
POST
@ T

0 e

®

4 Protection
* Protection Level v
Authentication Policy ¥

Authorization Palicy ¥

00: le.com:7001

jspx?_afrloop=3641

i _adf.ctrl-state= 2%
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13. Click on Search Host Identifier

[ Oracle Access Manageme: X

€ - C' | [) mumoOoOaon.in.oracle.com:7001/0amconsole/faces/admin.jspx?_afrLoop=364125266902984&_afrWindowMode=08& _afrWindowld=null&_adf.ctrl-state=153gvywimp_2

Select Host Identifier x

Alscaich Advanced
Search | Reset

Name
No rows to display

14. Enter the hostname and click on Search

[} Oracle Access Manageme: X

(P "D mum00Oaon.in.oracle.com:7001/oamconsole/faces/admin.jspx?_afrLoop=364125266902984& _afrWindowMode=08& _afrWindowld=null&_adf.ctrl-state=153gvywimp_2

Select Host Identifier

4 search

Name  mum00aom.in.oracle.com
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15. Select the hostname and click on OK

& =l

vId=uoky4ta578& _adf ctrl-stateyy =
»

Oracle Access Manageme: X

<« € | [ mum00aon.in.oracle.com:7001/camconsole/faces/admin,jspx?_afrLoop=43494006132184468._afrWindowMode=08&_afrWindow
[ Weblogic Server By Google Translate (] Oracle (*J Helpful Links [} WebSphere Adminis.. [) UHC [J Radio [ FCDB SaveFromNet [ Eclipse_Link [ Invoking web servic..

&

i Apps & Google

3

Launch Pad  Application Domain x mum00apu.in.oraclecom x Create Resource x

Access Manager =
Create Resource Resource Apply
Use the following screen to define a Resource and the URL prefix that identifies the resource (document or entity) stored on a server. Individual resource URLS need not be unigue
across domains, but the combination of a resource URL, Query String, and a host identifier must be unigue across domains

* Type HTTP v
Description
4
* Host Identifier Q

A Uri

* Resource URL /=

Query @& Name Value list O String

Query

Name Value
No Data to Display

4 Operations

* Operations Available Al
CONNECT
COPTIONS

POST

[SRC VN VR VY

DT

4 Protection
* Protection Level Unprotected v
Authentication Policy Public Resource Policy v

Authorization Policy Protected Resource Policy v

Copyright & 2000, 2015, Oracle and/or its affiiates. All rights reserved.

16. Enter the “Resource URL” (e.g. /**)

17. Select “Protection Level” as “Unprotected”
18. Select “Authentication policy” as “Public Resource Policy”
19. Select “Authorization Policy” as “Protected Resource Policy”

20. Click on Apply
21. Repeat the process to protect other URLSs:
= Jus/pages/alerts.html
» /us/pages/payments.htmi
» Jus/pages/loans.html
» /us/pages/demand-deposits.html
» Jus/pages/term-deposits.html
= /pages/authorization.html
= /pages/my-applications.html

e  Custom LoginScheme to show custom login page
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To add a Custom Login Page

) Oracle Access Manageme: X
€ - C [} mum00aon.in.oracle.com:7001/oamconsole/faces/admin.jspx?_adf.ctrl-state=rqwpk3g5q_2158_afrLoop=351724206801318
admin v =

ORACLE' Access Management

Launch Pad

Quick Start Wizards

Perform common sefup tasks

Applcation Registration
S50 Agent Registration

Session Management

A Federation D Mobile Security g Configuration

Access Manager + v Agents + v
Manage Single Sign-On Application Domains Manage Single Sign-On agents

Applcation Domains
Resource Types
HostIdentfiers
Authentication Schemes

Search and edit Authentication Schemes

Manage Single Sign-On

Password Policy Plug-ins v
age Password Polc for Single Sign-On Manage Authentication Plug-ins
Authentication Modules

Authentication Plug-ins

Copyright © 2000, 2015, Oracie andior s affistes. Al rights reserved

_adfctl-state=rqwpk3gSq_2L...
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22. Click on Authentication Schemas from the Access Manager block.

[
- e
/ [ Oracle Access Manageme: X - — - ‘ s

€ - € [} mumOOaon.in.oracle.com:7001/0amconsole/faces/admin.jspx?_adf.ctrl-state=rqwpk3g5q_2158_afrLoop=351724206801318

Q@ =

* Access Management
ORACLE d A Federation [ mobile secunity g configuration

Launch Pad | Authentication Schemes s

(Access Managen =

Search Authentication Schemes = Create Authentication Scheme
Search for an exisiing Authentiation Scheme or clck the Create Authenication Scheme button fo Create a newr one.
4 Search
Name
Search = Reset

Search Results

Actions w View w = Create Duplicate Edit Delete Detach

Row Name Description B
No data to display. T
<

‘Copyright © 2000, 2015, Gracte andor ts affiistes. Al rights rasenved.

jspx?_af.ctri | 2158 afrloop=351724206801318%

admin v ==

23. Click on Create Authentication Scheme

[ Oracle Access Manageme: X

€ - C [0 mumooaon.in.oracle.com:7001/oamconsole/faces/admin.jspx?_adf.ctrl-state=rqupk3g5q_2158_afrLoop=351724206801318
v,

" A M it
ORACLE' Access Managemen A Federation  [] Mobie security g Configuration

Launch Pad  Authentication Schemes x | Create Authentication Sch... x

[Access Managed >

Create A i Scheme Scheme. =0 Detani [{ovniy
An 64 to authenticate 2 user. Each Authentcation Scheme must also inciude 2 defined Authentication Module.
* Name
Description
* Authentication Level 0l A
Default
* Challenge Method v

Challenge Redirect URL.

* Authentication Module v

Challenge Parameters

Copyright ® 2000, 2015, Oracke and/or s affiiates. Al rghts reserved.

00: @_adf.ctrl 2158 afrloop=351724206801318%
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24,
25.
26.
27.
28.
29.

30.
31.

) Oracle Access Manageme: X Y\ Y

€ - C [) mumoOaon.in.oracle.com:7001/oamconsole/faces/admin.jspx?_adf.ctrl-state=rqwpk3g5q_320&_afrLoop=352846627422944

An ‘Scheme defines the challenge mechanism required to authenticate a user. Each Authentication Scheme must also include a defined Authentication Module
* Name OBDXLoginScheme
Description
* Authentication Level 2A v
Default
* Challenge Method FORM v
Challenge Redirect URL  joamserver
* Authentication Module LDAP v
* Challenge URL  hitp/10.152.113.54:7778/pagesfogin.htm

* ContextType | external v

Challenge Parameters

Copyright @ 2000, 2015, Oracie and/or s sfiistes. Al rights reserved

mum00aon.in.oracle.com:7001/c faces/admin jspx?_adf.ctrl qwpk3g5q 3208 afrloop=352846627422944%

adminv *=*
ORACLE' Access Management
OETTEES A redention [[] Mobite securty 4§ Configuration
LaunchPad = Create Authentication Sch... x m
Access Manager >
Create Authentication Scheme Scheme SetAs Default | Apply

Q%@ =

Add the Name (e.g. OBDXLoginScheme)

Select the Authentication Level as 2

Choose the Challenge Method as FORM

Enter the Challenge Re-direct URL (e.g. /oam/server)
Select the Authentication Module as LDAP

Enter the Challenge URL which is the URL of the re-directed login page (e.g.
http://10.152.113.54:7778/pages/login.html)

Select the Context Type as external

After adding all the inputs, click on Apply.
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[ Oracle Access Manageme: X

€ - € | [) mum00aon.in.oracle.com:7001/0amconsole/faces/admin,jspx?_adf.ctrl-state=rqwpk3g5q_3208_afrloop=352846627422944 Q% O =

admin v ***

* Access Management
ORACLE 9 A redenation 1] obite securty ) Configuraton

Launch Pad | OBDXLoginScheme x
Access Manager >
Create Authentication Scheme Scheme setasDetaut | oupiate | Appy |
An heme defnes th required o authenticate  user. Each Auhentication Scheme must also incude a defined Authenication Modue.
@ Confirmation X

Authentication Scheme, OBDXLoginScheme, created successfully

*Name  OBDXLoginScheme
Description
* Authentication Level 2a v
Default
* Challenge Method FORM ¥
Challenge Redirect URL joam/server
* Authentication Module LDAP Y,
* Challenge URL  hitp://10.152.113.54:7778/pages/login.htmi

*ContextType edemal v

Challenge Parameters

Copyright © 2000, 2015, Oracke sndor s sffistes. Al rights reserved.

oracl 7001 ?_adfctrl qwpk3g5q_3208 afrloop=352846627422944#

Confirmation Message is displayed
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32.

[} Oracle Access Managem

€ C

[ mumo0o0aon.in.oracle.com:7001/0amconsole/faces/admin.jspx?_adf.ctrl-state=rqwpk3g5q_320&_afrLoop=352846627422944

admin v.

ORACLE' Access Management

Launch Pad

Quick Start Wizards

Perform common setup tasks

Appication R
550 Agent Regisiration

Session Management

Manage Single Sign-On sessions

8 et ] e e f oo

Access Manager + v Agents + v
Manage Single Sign-On Application Domains Manage Single Sign-On agents
Application Domains
Resource Types
Host Identifiel Search and edit Application Domains
Password Policy Plug-ins 4 v
Manage Common Password Policy for Single Sign-On Manage Authentication Plug-ins
Authentication Modules

Authentication Plug-ins

Copyright © 2000, 2015, Oracke andior is sffiiates. Al rights reserved.

adf.ctrl

3208 _afrloop=352846627422944%

Now to add the Scheme to a particular resource, go to Application Domains

Q% @ =

[} Oracle Access Managem

€3

C' | [3 mum00aon.in.oracle.com:7001/0amconsole/faces/admin.jspx?_adf.ctrl-state=rqwpk3g5q_320&_afrLoop=352846627422944

admin v

ORACLE' Access Management

Launch Pad | Application Domain x

[Access Manager >
Search Application Domains

A recersion [ wobie securty 4§ Contguation

= Create Application Domain

Use the search tool to find an existing Application Domain or click the Create Appiication Domain bution to create a new one.

4 Search

Name

Search Results

Actions v View v+ Create

Row Name

Edit

Search

Delete | {5} Detach
Description

Reset

No data to display
« I

Copyright ® 2000, 2015, Oracle andior s affistes. All rights reserved.

5q_3208_afrLoop=352846627422944%
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33. Click on Search

[} Oracle Access Manageme: X YL

€ - C [} mumOOaon.in.oracle.com:7001/0amconsole/faces/admin.jspx?_adf.ctrl-state=rqwpk3g5q_3208_afrLoop=352846627422944 Qv @ =

adminw =
* Access Management
ORACLE 9 A Federation D Mobile Securty 4§ Configuration

Launch Pad | Application Domain x

Access Manager >

Search Application Domains b Create Application Domain
Use the search ool to find an existing Application Domain or click the Create Appication Domain button to create a new one.

4 Search
Name
Search Reset
Search Results

Acions v View v Create Edit Delete

Row Name Description
1 Fusion Apps Integration Policy objects enabing integration with Oracle Fusion Appiiations
2 1AM Sute Poicy objects enabling OAM Agent to protect deployed IAM Sute appications
3 mrnaik-in.in.oracle.com Appication Domain created through Remote Registration
4 mumO0aom in.oracke.com ‘Appication Domain created through Remote Registration
5 ofss310620 ‘Appikcation Domain created through Remote Registration
6 ofss310672 Appication Domain created through Remote Registration
7 skdate-in.n orace.com Appiication Domain created through Remote Registration

Copyright ©2000, 2015, Oracke andlor s affistes. Allrights reserved.

34. Click on the Domain Name

[} Oracle Access Manageme: X

€ - C' | [) mumo0aon.in.oracle.com:7001/0amconsole/faces/admin.jspx?_adf.ctrl-state=rqwpk3g5q_320&_afrLoop=352846627422944 Q% O =
admin v ==
* Access Management
ORACLE g QA rederation  [] mobite security g configuration

Launch Pad  Applcation Domain » | mum00aom.in.oracle.com x

[Access Manager) >
mumO00aom.in.oracle.com Appication Domain
Application Domain provides a logical container for resources or sets of resources, and the associated poficies that dictate who can access specific protected resources.

Summary | Resources ~Authentication Policies Authorization Poiicies  Token Issuance Policies  Administration

Apply

* Name  mum00aom.in.oracle.com

Applcation Domain created through Remote:
Registration
Description

* Session Idle Timeout (minutes) 0 A

Allow OAuth Token

Allow Session Impersonation

©

Enable Policy Ordering

Copyright © 2000, 2015, Oracke andior s sffiiates. Al rights reserved.

I 71 jspx?_adf.ctrl 3208 afrloop=352846627422044%
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35.

36.

Click on the Authentication Policies

[ Oracle Access Manageme| X

€ - C' | [) mum0Oaon.in.oracle.com:7001/oamconsole/faces/admin.jspx?_adf.ctrl-state=rqwpk3g5q_320&_afrLoop=352846627422944

a% O =

admin v ==
* Access Management
ORACLE J A Federation  [] Mobile security ¢ Configuration

Launch Pad  Appication Domain x | mum00aom.in.oracle.com x

Access Manager >
mumO00aom.in.oracle.com Appication Domain
Appication Domain provides a logical container for resources o sets of resources, and the associated

Summary ~ Resources Authorization Policies  Token Issuance Polices Administration

Actions w View v+ Create Duplicate Edit Delete

Row Name

1 Pubiic Resource Polcy 9 creation. to allow anyone access.
2 Protected Resource Policy

‘Copyright @ 2000, 2015, Oracle andior s affiiates. All ights reserved.

00aon.i in.jspx?_adf.ctrl- 3208 afrl

Click on the Protected Resource Policy

[} Oracle Access Manageme: X

€ - C'|[3) mumoOOaon.in.oracle.com:7001/0amconsole/faces/admin.jspx?_adf.ctrl-state=rqwpk3g5q_3208&_afrLoop=352846627422944

Qv O

admin v +==

" Access Management
ORACLE 9 A Federation D Mobile Security  ¢§ Configuration
—_—

Launch Pad  Application Domain x orace.com x 00: e

Access Manager >

Protected Resource Policy Authentication Poiicy Duplicate  Apply

Authentication Policy defines the type of verification that must be per to provide a of trustfor o grant access to the user making the request. A single
‘policy can be defined to protect one or more resources in the Appiication Domain.

“ Name  Protected Resource Policy Success URL

Description ot owy o mtent a2 °%° Select the chaenge mechanism requied to authentcate
the user.

Authentication [ogo. nscheme

AnonymousScheme

Resources | ReS gagicF AScheme

Resources | ESSOProvAuthnScheme

Resource Ty FAAuthScheme Query String

FederationScheme L

LDAPNoPasswordVaidationScheme
HTTP LDAPScheme nts html
HTTP OAAMAdvanced biml

HTTP OAM10gScheme ind-deposits html

OAMLDAPPluginAuthnScheme

AL ofovioscrene Rl
HTTP mu OBDXLoginScheme Joes/authorzation himi

HTTP mum00aom in.o.._/pagesimy-appications.htmi
‘

Copyright ®2000, 2015, Oracie and/or s affiates. All ights reserved.
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37.

38.

5.4

Select the OBDXLogicScheme from the drop-down

S ) Saratogay il C=EEN X
Oracke Access Manageme: X \ | - . — 4
€ - € |[} mum00aon.in.oracle.com:7001/0amconsole/faces/admin jspx?_adf.ctrl-state=rqwpk3g5q_320&_afrloop=352846627422944 %0 =|
ORACLE' Access Management 3 ) =
O A Feceration ] obie securty | 45" Confiouration
B

Launch Pad  Appication Domain ,  mumD0aom.in.oracle.com x mumODaom in.ofacle.com : ... x

Access Manager

Protected Resource Policy Authentication Policy Duplicate  Apply

Autheniication Polcy defines the type of veriication that must be performesito provide a suffcient levelof trustfor Acsess Manager to grant aceess to the user making the request. A single
policy can be defined to protect one or more resources in the Applcation Domain

* Name  Protected Resource Poiicy Success URL

Policy sef during domain creafion. Add resources to Failure URL
Description s poliy to protect them
-
AUEnteation  ogpxLoginscheme v

Resources  Responses  Advanced Rules

Resources + Add 3 Delete

Resource Type  Host Identifier  Resource URL Query String
HTTP mumODaom o jusipagesilerts html

HTTP mum0Daom ino... Joesipagesiuser-management.

HTTP mum00aom ino... /usipagesipayments himl

HTTP mum00aom ino... /usipagesioans html

HTTP mum00aom ino... Jusipagesidemand-deposts. himl

HTTP mum00aom.in.e-.. Jusipagesterm-deposis himl

HTTP nehshukk-in.in.or... Ipages/authorization.himl

HTTP mumg0acm.in.-.. /oes/pages/authorzation himl

HTTP mum0Daom no..._/pages/my-appications htmi

Copyrght ©2000, 2015, Oracle andlor s s fiistes. All ights reserved.

Click on the Apply

Following inputs are to be posted to the OAM Server after creating the LoginScheme and adding
it to the Resource:

Username and Password
Request-1d from the re-directed URL
These two inputs will be posted to auth_cred_submit on the OAM Server.

Also, in-case of any error re-direct to login-failure URL. Get the p_error_code from the URL and
perform the error handling for it.

Integration with OBP (using OWSM Configurations)

OBDX Application server Weblogic domain is required to configure the owsm security to access
the OBP webservices. This step is not required for OBDX wallets / FCUBS flavors.

Please follow the below steps to perform the post installation steps:
Copy the default-keystore.jks in “<DomainName>/config/fmwconfig/”.

Go to the em URL. For example, localhost:7001/em and follow the steps shown in the screenshot,
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mw . Topology

a-
7 [ Fam_sbde nabtest

> (3 Application Degloments

7 B2 VebLogsc Do

] b _nabest

obdx_nabtest @
5] weblogic Damnsin +

Security Provider Configuration &

Use this canfigure global manag

3 e Security Stores

Curment ol and credes
Changs Stoce Type

Store Type

» 1dentity Stare Provider
2/ Audit Service

Web Services Manager Authentication Providers

i policy and credential stoce pro

stre peuveders are shovwn below. Ta migrate the current policy and credential providers use the Change Store Ty

keystore for Web Services Manager sot

Sevtogs.] L B I
New Tab % /' [ Keystore Configuration: /7 X 1
€« C [ ofss310432:7007 /em/fac wiIFarmHom e @ =
ORACLE Enterprise Manager 11g Fusion Middieware Control Setup v Help = Log Out
Farm~ .. Topalogy
a - obdx_nabtest@® Logged in as weblogic
¥ (3% Farm_obds_nabtest 4] webLogic Domain Page Refreshed Dec 24, 2015 2:40:37 PM I5T ) |
L= [ Application Deployments
W [ webLogic Domain Security Provider Configuration > Configure Key Store
7 bix_nabt:
e
e e require a server restart to take effect.
&5l obdxesenw  Control
Logs oK | Cancel
it contains both public and private keys. Keystore needs to be configurad only at the WebLogic Domain level. You vill need to provide the keystors name, path, password and information about
Port Usage
Application Deployment v
Web Services v
ADF Domain Configuration Path [ /default-keystore jks
Security ¥ Credentials
Metadata Repositories Security Provider Configuration
JDBC Data S
ata sources Application Policies
System MBean Broviser Aapplication Roles ye) for this keystore. Web Services that are configured to use this keystore will use these identity certificates.
[ webLogic Server Administration Console Encryption Key I
Keystore ‘
General Information N Crypt Alias
System Policies
STgRatOre Pasewor * Crypt Password
= Confirm Passor__Audit Polley = Confirm Password
3
= — =
MNew Tabs %) [ Secur x [ itz | | [ 0 |
« (<} ofss310432 & v F A0%3Ftar Farr ix_nabtest i test ¥ 0=
ORACLE Enterprise Manager 11g Fusion icsiesars Conrol Setup v help v LogOut

Logged in s weblogic
Pt 82

keystore and login modules uzed by

ces Manager, Use this st bo ereate, eonfigure or del

alogin medule.

Contral Flag

AML2LoginMe_ Required

Flkeystare
Expand Keystore J9°*

» Trust Service Provider

28

> Advanced Properties
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5.5 LDAP Provider Configuration in OBP
** This configuration is applicable only in OBP integration.
e Login into OBP Host Weblogic Admin console

e  Click Security Realms

Ty —r— e @000 9|

[changs Center &) Home Log Out Praterences [2] Record Help Q ‘Wielcome, weblogic | Connecied o clip_domain

View changes and restarts e

Reaims smymaim sP

Summary of Security Reaims

Cenfigurasion edting is enabled. Future Summary of Security Realms
changes wil sulomatizaly be actvaled as you
modily_ acd or Gelete ems in this domain

A security reakm is a container for the mechanisms--inchuding users, groups, securly roles, seourity policies, and securlty providers—that ane used fo probect Weblogic resources. You can have mulie security reakns in a Weblogic Server domain, but only one
————— can be set as the defaut (actve) resim,

ip_gomain

This Securfty Aealms page ists sach securty reaim that has been configured in this WebLogic Server domain. Glck the name of the reaim to explore and configure tha reaim.
#- Envioament |,

| Customize this table

Reaims (Filtered - Mare Columns Exist)

New | | Delete

Showing 110101 1 Previous | Next
Name o Detautt Reaim

0 | myreaim true

| Mew | | Delete

Showing 11010l 1 Previous | Next

e  Click myrealm

ORACLE webLogic Server Administration Consale 12c

Change Center @) Home Log Out Preterences [ Flecord Help Q ‘Welcame, weblogic | Cannecied lo: clip_domain
View changes and reslaris Harme »Summary of s smyrealm
Configuration edting is enabied. Futire ke
changes wil sulomaticaly be achvated as you
mexSly, ] o et hems i this domsin Configuration | Users and Groups. | Roles and Puices | Crodensal Mapoings | Providers | Mgration
L3 General | ADBMS Socuriy Store | User Lockaw | Performance
Domain Structure
clip_domain =
- Envronment —_—
- Degloyments
&-Seniices Use this page 1o configure the general behaviar of hs securty reaim.
Securty Feams
G- Interoperabity Hote
- Diagnostics Hyau using JACC (Java Authorizaion Contractfor Containers as defined in JSR 115}, you must use the D Only security model, Other WeblLogic Serves models are nat avalable and the securty hunctions for Web appications
‘and EJfis in the Administration Console are disabled
Namo: myreain secuty ream.  More Inf.
1] Security Model Default: DD Only 1 are secured b
Howdal..

¥ 45 Combined Role Mapping Enabled arc ESB contaiers
ed soxurty mecel
« Manage secury for Wisb applcations and
Eits
® Setihe defaud securty model ] & Use Authorzation Praviders 1o Pratest JMX Access niures e WeoLogk S
= Delegate Meean autiorzarin o the reaim one whedher a A clent

operation.  More Info.

System Status g ¥ Advanced

Healn of RunAng Servers Save

| Faied (0

. Click Providers

Settings for myrealm
Configuration | Lisers and Groups | Roles and Policies | Credentil Mappings ~ Providers | Migration

Authentication | Passwoed Validation — Authorizafion | Adudication | Fok Mapping | Audiing | Credential Mapping | Certification Path | Keystores

An Authentication provider alows WeblLogic Server o esiablish trust by validating a user. You must have one Authentication provider in a secuity reaim. and you can configure multiple Authentication providers in a security realm. Dilferent types of Authentication
providers are designad to access different data stores, such as LDAP servers of DEMS. You can also configure a Realm Adapler Autherication provider that alows you 1o work wilh users and groupe Irom previous releases of Weblogic Server.

¥ Customize this table

Authentication Provid,

Mew Delete Reorder Showing 1 o 3of 3 Previous | Next
Mame Description Version
[ | Trust Service kentity Asserer Trust Service Identity Assertion Provider 10
[ | DetauttAuthenticator Weblogic Authentication Provider 10
[ | Detaulicentty Asserier WeblLogic Idenily Assertion provider 1.0

New | | Delete Reorder Showing 1 o3 0f 3 Previous | Next
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e Add new Authentication Providers

Creale a Hew Authentication Provider

oK Cancel

Create a new Authentication Provider

The following properios will be used o idenify your new Authenticabion Provider,

* Indicaies required hekds

The name of the suthentealion provider.

* Mame:

This is the type of authentication prowider you wish io create.
Type: SAMLZIdentityAsserter j

oK | || Concel

e  Enter authentication provider name e.g. OUDAuth & select Type as ‘IPlanetAuthenticator’

Create a New Authentication Provider

oK Cancel

Create a new Authentication Provider
The following properties wil be used o idenify your new Authentication Provider,

* Indicaies required hieids

The name of the authentication provider.
*Nharwe: OUDAuth

Thiis i 1 lype ol sulhenticalion provider you wish 1o create.

Type: [iPlanetAuthenticator

oK Cance|

e Click Ok

Meszages

o Al changes have activated. However 2 hems must be restarted for the changes to take effect

Settings for myrealm
Configuration | Users and Groups | Roles and Polcles | Credentisl Mappings  Providers | Mgration
Authentication | Password Valdation  Authorizaton | Adudication | Role Mapping | Audiing | Crodental Mapping | Certiication Path | Keystores

An Authentication provider alows Weblogic Server to establish trust by validating a user. You must have ane Authentication provider in a security realm, and you can configure muliple Authentication providers in a security realm. Different types of Authenication
providers are designed 1o access different data stores, such as LOAP servers or DEMS. You can also configure a Realm Adapier Authertication provider that allows you io work with users and groups from previous releases of Weblogic Server.

P Customize this table

Authentication Providers
MNew Delete Reorder Showing 1 tod ol 4 Previous | Next

Name Description Version

Trust Service identty Assertion Provider

)

Trust Service kientity Asserier 1.0
10

‘WeblLogic Authentication Provider

u]

[ | DefaultAuthenticator
[ | Detauttidentty As serier ‘WeblLogic Identty Assertion provider 10
[ | ouoauts Provider that performs LDAP authentication 1.0

New Delete Reorder Showing 1 to4af 4 Previous | Next
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e  Select OUDAuth and go to Provider Specific tab.

Settings for OUDAuth
Configuration | Performance

Common  Provider Specific

Save

Connection

] Host:
& Port:
(5] Principal:

Credential:

‘Confirm Credential:

4] SSLEnabled
Users

(fF] User Base DN:

£F] AN Users Filter:

Afasills Clenf,

Use this page to define the provider specific configuration for this iPlanet Authentication provides.

localhost

389

ou=people, o=example.cor

hed Name
More Info.

DN} of the

More

More Inlo

More Info,

ectony thal contains users. More Info.,

e  Enter details for section ‘Connection’
e Host: LDAP server address

e Port: LDAP server port

e  Principal: e.g. ‘cn=orcladmin’

e  enter password

Save

Connection

(F] Host:

& Pont:

| Principal:

Credential:

‘Confirm Credential:

Use this page to define the provider specific configuration for this iPlanct Authentication provides,

mumOdaol.in.oracle.com
1389
en=orcladmin|

ed Name
Moare Info...

DN

s of the LDAP serve

More Info...

2 More Info.

DAP server, Mare Infc
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. Enter details for section ‘Users’

a. User Base DN: ‘cn=Users,dc=in,dc=oracle,dc=com’

Users

(#F] User Base DN:

en=Users,dc=in, dc=oracle,

: ; . y hat conia Moo
rpr— e e s o) e e 1 1
i User.Eraor Mews Eiier; (&{uid=36u){objectclass=pe " L T
&) User Search Scope: subtree ~| tication provider should search
(&7 User Name Attribute: uid The att f an LOAP fies 1 i e, More Info.
5] User Object Class: person nat siores users.  More Info..
4] Use Retrieved User Name as Principal V-y‘:Tnlc.::.".: strieved from the LDAP sarvar should be used as the
e Enter details for section ‘Groups’
e User Base DN: ‘cn=Groups,dc=in,dc=oracle,dc=com’
5 Grol§ Base o1 en=Groups,de=inde=orack base istingushed name (D) ofhe e n e LDAP drectory talcontans oroups.  More ..

(F] Al Groups Filter:

4F] Group From Name Filter:

(] Group Search Scope:

(| Group Membership Searching:

‘_r,j Max Group Membership Search Level:

(|(&{en="%g)(objectclass=g

subtree -|
unlimited ~|
[i]

evels rch. More nfo.

Installer User Guide

151



5.6

5.6.1

Click on Save

Messa

o Sati
& All changes have been activated. However 2 tems mus be restarted for the changes 1o take effe

pdated successiuly

Seitings for QUDAuth
Configuration | Performance

Commen  Provider Specific

Save

Use this page to define the provider specific configuration for this iPlanet Authentication provider

Connection

{f) Home LogOut Preferences [d] Record Help =Y Welcome, weblogic | Connected to- clip_dom|

More Info..

g Hot: mum00aol.in.oracle.com T i reame or 1P addross of tha LDA? More Info...
A Port: 1389 T be which the LDAP serve tening.  More Info.
(] Principal: cn=orcladmin -r r- e '.:I ; DN} of the LDAF s {:r
B )
Credenti: ~ iieseesssssisens T dential (usually a passwor ect 1o he LOAP server, Mare Inic
Confirm Credential: ~—~— assssssssssssess
i-| SSLEnabled L fies w L o 1 W ting bo the LDAF
Users
4] User Base DN: cn=Users,dc=in,dc=oracle,

Advanced Configuration in OBP SOA Domain

Please verify whether property “-Dfacade.security.check=false” in setDomainEnv.sh of OBP
SOA domain is set or not. If not add the property in EXTRA_JAVA_PROPERTIES as below in
setDomainEnv.sh of OBP SOA domain.

» EXTRA_JAVA_PROPERTIES="-
Dweblogic.configuration.schemaValidationEnabled=false -
Duser.home=${OBP_ORACLE_HOME}/config ${ORACLE_MEM_ARGS}
${EXTRA_JAVA_PROPERTIES} -Dfacade.security.check=false"

*Please note that this configuration is applicable in OBP integration only & the above changes has
to be done in OBP SOA domain.

Keystore XML movement in OBP
Please take a backup of the keystores.xml file generated for the newly created domain in weblogic.
= e.g. location for keystores.xml file

= /home/Oracle/Middleware/Oracle_Home/user_projects/domains/obdx_domain/config
/fmwconfig

Now copy the keystores.xml file from the pre installed IDM domain to the newly created domain in
weblogic.

* e.g. path for keystores.xml file in IDM domain
= /home/fmw_10.3.6/Middleware/user_projects/domains/idm_domain/config/fmwconfig

Restart All the servers of OBDX domain.
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6. Verification Steps
1. Database setup verification:

o Check whether the user , role and tablespace corresponding to the installation schema is
properly created. It can be determined by looking for the schema objects in the sys dba
user.

o Tablespace Verification
select * from dba_tablespaces
o User Verification
select * from dba_users
o Role Verification
select * from dba_roles

e Check if database objects are created through DDL scripts. Verify it by looking for various
tables inside the objects of the created schema.

o Table objects
select * from user_tables

o View objects
select * from user_views

o Synonym objects
select * from user_synonyms

e Check for the seeding of the data in the tables through select SQL queries.
For example, select * from digx_fw_config_all_b.
2. Application Health Check:

e Check for the status of managed servers created under the cluster. By default, post
installation managed server are not started. Therefore, start the managed server first and
check for their running status. Below other steps should be verified post this step only.

¢ Check whether different data sources are created corresponding to the installation option.
For instance, OBP and Wallet installation will have only DIGX data source whereas UBS
installation will have both B1A1 and DIGX data sources. Also, verify the data source by
testing it through the weblogic admin console itself.

e Check for the status of the deployments. Once the managed server is up, all the
deployments should be in the active status.

3. Sanity Testing:
e Start hitting the urls if above steps has been verified.

For example, managed server is ofssxz and managed server port is 7002, then the url for
fetching the gender list would be http://ofssxyz:7002/digx/vl/enumerations/gender.
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7. Appendix
a. Export encryption key
e Onthe OES domain go to path fmw_home/oracle_common/common/bin
e /wist.sh this take to wist prompt (Don’t Connect to wist)

e Then execute the below command

exportEncryptionKey(jpsConfigFile="/install/app/product/fmw_ps2/user_projects/
domains/apmps2_domain/config/fmwconfig/jps-config.xml",
keyFilePath="/install/app/cwallet" ,keyFilePassword="welcomel")

e  After this command is run the master key from the bootstrap wallet of apmps2_domain is exported
in to the ewallet.p12

e Sample command to check the contents of the wallet

f/install/app/product/fmw_oes/oracle_common/bin/orapki wallet display -wallet
finstall/app/product/fmw_oes/user_projects/domains/obp_domain/config/fmwconfig/bootstrap/cwa
llet.sso

er_projects/domains/obp_domain/config/fmwconfig/bootstrap/cwallet.sso
Oracle PKI Tool : Version 11.1.1.6.0
Copyright (c) 2004, 2011, Oracle and/or its affiliates. All rights reserved.

Requested Certificates:

User Certificates:

Oracle Secret Store entries:

BOOTSTRAP_JPS@#3#@bootstrap_uySycllLnb6J0HzKsQnVD+K4nWjY=

fks@#3#t@current.key

fks@#3#@master.key.0

IntegrityChecker@#3#@kss

Trusted Certificates:

Subject: Ou=Class 2 Public Primary Certification Authority,0=verisign\, Inc.,C=US
Subject: OU=Class 3 Public Primary Certification Authority,0=VeriSign\, Inc.,C=US
Subject: CN=GTE CyberTrust Global Root,OU=GTE CyberTrust Solutions)\, Inc.,0=GTE Corporation,C=US
Subject: OU=Class 1 Public Primary Certification Authority,0=VeriSign\, Inc.,C=US
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b. Create fcPerson Object and its attribute

Open ODSM console

& =l

[} ODSM x

€ | [ mum0Qaon.in.oracle.com:7001;

x?_afrLoop

& Google

Directory Services Manager

i Apps

Topology Manager

Directory Manager
Directory Connections cn=ordadmin@mumb0acl:4444 X

Actions  Vieww  [F New 3§ Disconnect

(£%] Open Connections
£ [en=orcladmin@mum00aol: 4424]
| saved Connectiens

| ecn=ordadmin@mum00aol: 5444
OUD-EUS
InstallerTesting
ouD

[} WebLogic Server By Google Translate (] Oracle (] Helpful Links [} WebSphere Adminis.. [ UHC [J Radio (] FCDB

te=c ¥ 77 =

422

SaveFromNet ("] Eclipse_Link [B Invoking web servic. »

Open Connectionsw |  Accessibilityw | Help | ResetSession (O

ORACLE 116

Directory Services Manager

Name
* Server
* Administration Port
SSLEnabled ¥
* User Name  cn=Directory Manager
* Password
Start Page Home v
| Do you wiant to save this connection?

Login

Oracle Unified Directory Resource Center
(3) Getting Started
(2) Connecting to OUD
(@) Setting up Proxy Server
(2) Setting up LDAP Server

About | Privacy
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. Connect to OUD

[ opsk

oup

C b

* Apps G Google [M Weblogic Server Bf Google Translate [] Oracle (] Helpful Links [% WebSphere Adminis.. [} UHC (] Radio [J FCDB

Actions v View v

X

mum00aon.in.oracle.com

Directory Services Manager

Directory Manager | Topology Manager

Directory Connections

Hew 3§ Delete

(&) open Connections
Saved Connections
en=orcladmin@mum00anl:5444
OUD-EUS
InstallerTesting

cn=orcladmin@mum00aclk:4444

x?_afrLoop=4

Oracle Unified Direc
(@) Getting Started
Connecting to OUD

indowM

B (oo e

¥ do 1bo _adf.ctrl-state=¢ ¥

SaveFromNet (] Eclipse_Link [ Invoking web servic...

Open Connections v |  Accessibilityw | Help | ResetSession

ORACLE 11

Directory Services Manager

Name

* Server mum0iiaol

= Administration Port

SSLEnabled ¥

# User Name  en=orcladmin

“ Password | see

Start Page | Home

(¥ Do you want to save this connection?

Login

Setting up LDAP Server

Resource Center

Setting up Froxy Server

About |

Privacy
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[ opsk x

e

G Geogle

[) mumO0aon.in.oracle.com:7001,

25 Apps
Directory Services Manager

Directory Manager | Topology Manager

Directory Connections en=orcladmin@mum00aok4444 x

@ Home T2 DataBrowser | & Advanced Search 42 Configuration
Server Role () Refresh
Directory

2 Entry Management

[ Weblogic Server By Google Translate (] Oracle [ Helpful Links

x?_afrLoop=434
[ WebSphere Adminis...

& schema | §, Security | 6 Metrics

[ version Information
0DSM 11.1.2.3.0 (OUD)

oUuD Oracle Unified Directory 11.1.2.3.0
Java 1.7.0_65

&2, Schema Management

na
3 UHC (] Radio [J FCDB

owMod

45 configuration

Create Local Namin,

g Context

@5 Security Management

B oo e

df.ctrl-stat

c?

mum00aon.in.ora

Advanced Search Attributes Directory ACLs
Browse Entries Object Classes Password Policy Subentry
Create Entry Syntaves Passwiord Policy
Create User Entry Matching Rules Password Validator
More... Content Rules Password Storage
| ouD statistics () Refresh
Server Start Time  March 12, 2016 12:38:16 PMIST
Installation Path /scratch/fmw_10.3.6/Middleware/Oracle_OUD1
Instance Path / 10.3.6/Midd|eviarefasinst_1/0UD
Administrative Users en=orcladmin
Total LDAP Operations Completed (per sec) (since startup) Average Elapsed Time per Operation (since startup) (ms) Connection Rate (con/sec)
Connection Handlers ) Refrash
Hame Type Port Enabled 55L Enabled
Administration Connector LDAP 4444 14 «
LDIF Connection Handler LoIF x x
LDAPS Connection Handler LDAP 636 x 4
M Connection Handler M 1689 x x
LDAP Connection Handler LDAP 1389 14 x
SHMP Connection Handler SR 161 x x -
About | Privacy

Select tab — Schema : Create new attribute under Attributes section
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[} oDsM x

5 Attributes

View v i eR 3
By Name =
Search

Hame
businessunit

> [ Object Classes
> [E syntaxes

D> atching Rules
> & Content Rules

C | [3 mum00aon.in.oracle.com:7001/odsm/face:
Apps G Google [ Weblogic Server By Google Translate () Oracle (] Helpful Links [ WebSphers Adminis.. [ UMC () Redio (] FCDB

Directory Connections en=orcladmin@mumooaol: 4444 %

@ Home | T2 DataBrowser 69 Advanced Search 4% Configuration| & Schema | @, Security | &0 Metrics

Create new Attribute

(@ 1nformation

You have unsaved changes.
@ *Name businessunit
@ *Object ID 1235

Description

Syntax | Directory String v
size  bytes

Usage v

ardering v

@ Equality | caselgnoreMatch
Substring
No User Modification

Obsolete Identifies whether this attribute accepts one value o more.

A

@ Single Value

Collective

Super Q, select

origin

Schema File Extension

m.jspx?_afrLoop=4346442288046440&_afrwindowMode=08&_afrWindowld=1bol6y

B o]0 e

rl-state=g ¥ ¥

SaveFromNet (] Eclipse_Link [l Invoking web servic...

]

Refresh | Create || Cancel

(G et
£l

e  Give Object ID a unique numerical sequence.

e Select ‘caselgnoreMatch’ for Equality dropdown.

e  Check Single Value checkbox.

. Click create
i
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Now create other attributes ‘targetunit’, ‘homebranch’, ‘partyid’ same as above.

About | Privacy

.« By e T2APM

Monday

2 ¢ 14-Mar16

Create new LDAP Object class named ‘fcPerson’ under Object classes
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[ oDSM " BIEIE
€ [ mum0Oaon.in.oracle.com:7001/odsm/faces odsm jspx?_afrloop=43464422, 1 V :_adf.ctrl-state=c¢ L4 ff =
5 Apps G Google [ WeblogicServer By Google Translate (3 Oracle [ Helpfullinks [ WebSphere Adminis.. [ UHC (O] Radic (3 FCDB SaveFromNet ([ Eclipse_Link [l Invoking web servic... »
Directory Services Manager Open Connectionsw | Accessibilityy | Help | ResetSession (O
—_—
Directory Manager | Topology Manager
Directory Connections cn=orcladmin@num00acl4444 X ]
@ Home 2 DataBrowser 69 Advanced Search 42 Configuration & Schema  §, Security | &3 Metrics
k| j Refresh || Create || Cancel
> = Attributes Create new Object Class
] Object Classes “Required
views [ % Q% £
By Name @ (@) mformation
Search  fcPersan ® = ou have unsaved changes.
Name
fePerson @ *Name fcPerson -
@ *Object 1D 1.2.27
@ Description LDAP object
4
Obsolete
@ Type Awiliary v
Superdlass View~ | o Add Remove
‘
Hame
Object classes are not available,
Mandatory Attributes view v | ofu Add Remove
Name
Attributes are not available.
@ Optional Attributes View~ | o Add ¢ Remove
Hame
businessunit Q, select
targetunit Q select
partyid Q, select
homebranch Q select
= Inherited Attributes Name Inherited From Inherited As
> [E syntaxes There are no inherited attributes.
> [E] Matching Rules origin
[3 Content Rules
A Schema File Extension
About | Privacy

ii. Add the created attributes in Optional Attributes section.
iii. Click Create button.

7.1 Ul Deployment in OHS (Oracle Http Server)

Ul deployable will be available in Installer directory in zip format. (This task is performed by
installer but its details are mentioned below for verification purpose.)

Please follow the below instructions for Ul deployment: -

e Extract Ul deployable zip in any directory on OHS server VM, for example we extract the Ul in
“/install/obdx” directory,

e Go to {$WT_HOME}instances/{$instance_name}/config/OHS/{$ohs_server name} and open
“httpd.conf” file & add below tags at the end of file, save it.

<IfModule mod_deflate.c>
SetOutputFilter DEFLATE
SetEnvifNoCase Request_URI \.(?:gif|jpe?g|png)$ no-gzip dont-vary
SetEnvifNoCase Request_URI \.(?:exe|t?gz|zip|bz2|sit|rar)$ no-gzip dont-vary
SetEnvifNoCase Request_URI \.(?:pdfldoc?x|ppt?x|xIs?x)$ no-gzip dont-vary
SetEnvlfNoCase Request_URI \.avi$ no-gzip dont-vary
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SetEnvIfNoCase Request_URI \.mov$ no-gzip dont-vary

SetEnvIfNoCase Request_URI \.mp3$ no-gzip dont-vary

SetEnvifNoCase Request_URI \.mp4$ no-gzip dont-vary
</IfModule>

ExpiresActive On

<IfModule mod_expires.c>
ExpiresByType image/gif "access plus 3 months"
ExpiresByType image/jpeg "access plus 3 months"
ExpiresByType application/x-javascript "access plus 3 months"
ExpiresByType text/css "access plus 3 months"
ExpiresByType text/javascript "access plus 3 months"
ExpiresByType image/png "access plus 3 months"
ExpiresByType application/x-shockwave-flash "access plus 3 months"
ExpiresByType application/javascript "access plus 3 months"
ExpiresByType image/x-icon "access plus 3 months"

</IfModule>

AddDefaultCharset utf-8

e  Search for Tag “<IfModule alias_module>" & add the below alias according to your domain names,
i.e. “us”, so URL will be like http://{ohs_host}:{ohs_port}/us/pages/{pageName}.html

Alias /{domain_name}/framework "/install/obdx/ui/framework"

Alias /{domain_name} "/install/obdx/ui/web/static-files"

7.2 OHS Integration with Application Server

OBDX application server is required to integrate with Oracle Http Server (OHS). (This task is
performed by installer but its details are mentioned below for verification purpose.)

e Go to {$WT_HOME}instances/{$instance name}/config/OHS/{$ohs_server name} and open
“httpd.conf” file & add below mentioned location tag . Please change the obdx server host name &
server port no for below tag according to your environment.

<Location /digx>
SetHandler weblogic-handler
WebLogicCluster “{$obdx_server_host_name}”:"{$obdx_server_port}”

</Location>

Note : JRF deployables must be targeted to all obdx servers including OPSS datasource.
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Library Mapping screenshot

[ Customize this table
Deployments

Install| | Update | | Delete Startv | | Stop v

Showing 1to 60 of 60 Previous | Mext

[/ | Name & State | Health | Type Targets Deployment Order
() | upadf.oracle.businesseditor(1.0,12.1.3.0.0) Active Library AdminServer, CLIPCluster 100
(m] ﬁadf-nrac\E-dnmaintl-ﬂrll-li-ﬂ‘ﬂ) Active Library AdminServer, CLIPCluster 100
() | ipadf.oracle.domainwebapp(1.0,12.13.0.0) Active Library AdminServer, CLIPCluster 100
(1] | g coherencetransaction-rar Active |9 0K Resource Adapter AdminServer, CLIPCluster 100
o %cunmfss.d\ga‘apux.semce‘rest Active W 0K Enterprise Application CLIPCluster 0
() | @ 5BMs Application (12.1.3.0.0) Active |9 0K Web Application AdminServer, CLIPCluster 5
(] %em Active o oK Enterprise Application AdminServer 400
0| iy iv_jar(11.2.0.1.0,12.1.0.3.0) Active Library AdminServer 100
() | ipemagentsdkimpl_jar(11.2.0.1.0,12.1.0.3.0) Active Library AdminServer 100
[ | ifyemagentsdk jar(11.2,12.1.0.3.0) Active Library AdminServer 100
0 | upyemas Active Library AdminServer 100
() | iy emeore Active Library AdminServer 100
[w] ﬁemmrechentjar Active Library AdminServer 100
(2] | ifyemeerecommon_jar Active Library AdminServer 100
() | ifyemeereconsele_jar Active Library AdminServer 100
() | upyemeereintsdk_jar(11.2.0.1.0,12.1.0.0.0) Active Library Adminserver 100
o ﬁemcoreubs_iar Active Library AdminServer 100
[ | pyemeoresdkimpl_jar(11.2.0.1.0,12.1.0.0.0) Active Library AdminServer 100
[m] .5Emmresdkjar(ll‘lﬂ-l-ﬂrlll‘ﬂ-ﬂ-ﬂ) Active Library AdminServer 100
[ | ifyemeore_jar Active Library AdminServer 100
[ | yem_core_ppc_pojo_jar Active Library AdminServer 100
(m] ﬁem_sdchre_pp:_publ\c_pujD_iar Active Library AdminServer 100
0 | ipgiaers(1.1,1.9) Active Library CLIPCluster 100
[ | ipysf2.1,221.7-01) Active Library AdminServer, CLIPCluster 100
[ [upystl(t21.20.8) Active Library AdminServer, CLIPCluster 100
[ | uylogi_jar(1.3,1.2.15) Active Library AdminServer 100
() | utyobd.app.core.domain(16.1.0.0.0,20160328104410) Active Library CUIPCluster 0
[0 | ipyobdapp.core.patch(16.1.0.0.0,2016032810410) Active Library CLIPCluster 0
(m] ﬁubda‘app.dummn[16.1‘0‘0.0.20160328104410) Active Library CLIPCluster 0
[ | ipyobdapp.wsdl.domain(16.1.0.0.0,20160326104410) Active Library CcLPCluster 0
(] | iiyobdrexternalsystem.ubs(16.1.0.0.0,20160328104410) Active Library CLIPCluster 0
(] | iyebdthirdparty.app.domain(16.1.0.0.0,20160328104410) Active Library CLIPCluster 0
() | upyedl.clickhistery(1.0,12.1.3) Active Library AdminServer, CLIPCluster 100
[ | aipyodl.clickhistory.webapp(1.0,12.1.3) Active Library AdminServer, CLIPCluster 100
[ | apyohweref(5,12.1.3.0.0) Active Library AdminServer, CLIPCluster 100
(m] ﬁnhW-umES.lz-liﬂ-D) Active Library AdminServer, CLIPCluster 100
[ | uyeracle.adf.deonfigbeans(1.0,12.1.3.0.0) Active Library AdminServer, CLIPCluster 100
(] | uyeracle.adf.desktopintegration(1.0,12.1.2.0.0) Active Library AdminServer, CLIPCluster 100
o ﬁurade‘adf‘desktopmtegratmn‘mude\(LU,lZ.l.lU‘U) Active Library AdminServer, CLIPCluster 100
[ | ipyoracleadf management(1.0,12.1.3.0.0) Active Library AdminServer, CLIPCluster 100
[m] ﬁnrade‘bi‘adf-modE\-s\ib(l-ﬂ.lz-li‘ﬂ-ﬂ) Active Library AdminServer, CLIPCluster 100
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wfyoracle.adf. desktopintegration(1.0,12.1.3.0.0) Active Library AdminServer, CLIPCluster 100
Wy oracle.adf desktopintegration.model(1.0,12.1.3.0.0) Active Library AdminServer, CLIPCluster 100
i oracle.adf.management(1.0,12.1.3.0.0) Active Library AdminServer, CLIPCluster 100
afyoracle.biadf.model slib(1.0,12.1.3.0.0) Active Library AdminServer, CLIPCluster 100
i oracle.biadfview.slib(1.0,12.13.0.0) Active Library AdminServer, CLIPCluster 100
wfyoracle.biadf webcenter.slib(1.0,12.1.3.0.0) Active Library AdminServer, CLIPCluster 100
afyoracle.bi.composer(11.1.1,0.1) Active Library AdminServer, CLIPCluster 100
i oraclebijbips(11.1.1,0.1) Active Library AdminServer, CLIPCluster 100
W eracle.deonfig-infra(2.0,12.1.3) Active Library AdminServer, CLIPCluster 100
Wy orade i systemfilter Active Library AdminServer, CLIPCluster 100
i oraclejsp.nest(12.13,12.1.3) Active Library AdminServer, CLIPCluster 100
W eracle.prdgen(2.0,12.1.3) Active Library AdminServer, CLIPCluster 100
afyoraclesdp.dient(2.0,12.1.3) Active Library AdminServer, CLIPCluster 100
Wy oracle.webcenter.composer(2.0,12.1.3) Active Library Adminserver 300
l}ﬁmacle‘\'.'eb\:entel.;kiu[Z‘U.lZ.LE) Active Library AdminServer 300
s oraclewsm.console. core.view(1.0,12.1.3.0) Active Library AdminServer 311
i oraclewsmseedpolicies(2.0,12.1.3) Active Library AdminServer, CLIPCluster 100
W 0raiien-adf(11,11.1.1.1.0) Active Library AdminServer, CLIPCluster 100
W evasp.esapi(2.0,12.1.3) Active Library AdminServer, CLIPCluster 100
{ tate-management-provider-memory-rar-12.1.3 Acive | ¥ OK Resource Adapter Adminserver, CLIPCluster 100
W UDN(11,12.13.0.0) Active Library Adminserver, CLIPCluster 100
[ visil-wls (12.1.3.0.0) Adtive |« 0K Enterprise Application AdminServer, CLIPCluster 5

LR vism-pm Adive |« 0K Enterprise Application AdminServer, CLIPCluster 5

install| [Update| |Delete] |[Start~| [Stop v Showing 1 to 60 of 60 Previous | Next

7.3 Generic Database Configurations

e Add an entry in DIGX_CS_BANKS_ALL_B table for the bank code to be used (Bank code also
needs to be updated in ExtSystemConfig.properties).

e Add an entry in flx_me_business_unit_b table for business unit to be used(Business unit also
needs to be updated in ExtSystemConfig.properties).

e Add an entry in flx_me_market_entity b table for market entity to be used.

e Add an entry in FLX_ME_ME_BU_MAPPING table for market entity, business unit and bank code
to be used.

e WSDL URL needs to be modified in digx_fw_config_out_ws_cfg_b table.
e Addan entryin digx_fw_config_all_b table as

insert into digx_fw_config_all_b (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED_FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST_UPDATED _DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER)

values (‘'<CHANNEL mentioned in ExtSystemConfig.properties >', '‘ChannelDatePreferences’,

‘com.ofss.digx.app.ChannelDateManager', 'Y', 'Indicates the channel date configuration’, ",
‘'ofssuser’, sysdate, 'ofssuser’, sysdate, 'A’, 1);
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7.4 Host Alert Configuration

Note: This configuration is required only in UBS mode.

OBDX (Oracle Banking Digital Experience) exposes a set of alert notification API in the form of
SOAP web service to process the host alert. OBDX have built-in framework to process the UBS
notification message. It consumes the host notification message’s and invoke the respective alert
notification web service APIs.

Following deployable should be deployed for processing host alerts:
Deployable

1. com.ofss.digx.appx.service.soap.ear

Deployable contains the notification APIs to process the host alert.

2. obdx.externalsystem.ubs.notification.mdb

Deployable contains the required libraries to consume host alert notification.

Server Configuration
The JMS destination queue and connection factory are required to pick host alerts via queue.
For this following steps need to be followed:

1. Create a JMS Server.

Summary of IMS Servers

JMS servers act as management containers for the queues and topics in JMS modules that are targeted to them,

This page summarizes the JMS servers that have been created in the current WeblLogic Server domain.

[ Customize this table

JMS Servers (Filtered - More Columns Exist)
Click the Lock & Editbutton in the Change Center to activate all the buttons on this page.

Showing 1to 1of 1 Previous | Next

Hame & Persistent Store Target Current Server Health

IMSServer FileStore ClipServer ClipServer ¥ oK

Showing 1to 1of 1 Previous | Next
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2. Create a JMS module.

@ Home Log Cut Preferences Record Help Q Welcome, readuser | Connected to: FCDB120R2

Home =JMS Modules = FCDBSystemModule =FCDBFor

nServer »Canfiguration =NotifyDestQCF =Summary of IMS Servers »FCDBIMSServer =IMS Modules = FCDESystemMedule =IMS Modules

JMs Modules

IMS system resources are configured and stored as modules similar to standard 12EE modules. Such resources indude queues, topics, connection factories, templates, destination keys, quota,
distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage JMS system modules as global system
resources.

This page summarizes the IMS system modules that have been created for this domain.

 Customize this table

JMS Modules
Click the Lock & Fditbutton in the Change Center to activate all the buttons on this page.

Showing 1to 1o0f 1 Previous | Mext

Name &% Type
MoficationSystemModule System
Showing 1to 10f 1 Previous | Next
3. In IMS module create a Foreign Server.

Settings for UBSSystemModule

Confi ion | Subdeploy ts || Targets | Security | Motes

This page displays general information about a JM5 system module and its resources. It also allows you to configure new resources and access existing resources.

Name: UBSSystemModule The name of this JM5 system module. More Info...

Descriptor File Name: jmsfubssystemmodule-jms.xml The name of the JM5 module descriptor file. More Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys,
destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

[ Customize this table

Summary of Resources

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | | Delete Showing 1to 10f 1 Previous | Next
Name &% Type JNDI Name Subdeployment Targets
UBsForeignServer Foreign Server NfA UBSSubdeployment IMsServer, ClipServer
New | | Delete Showing 1to 1 of 1 Previous | Mext
4, Create a destination in the foreign server. The remote JNDI Name should be the queue name

provided by UBS on which the Notification alerts will be sent by the HOST.
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Settings for UBSForeignServer

Confi ion | Subdeployment = Hotes

General | Destinations | Connection Factories

A foreign destination (topic or queue) can be found on a remote server. When this destination is looked up on the local server, a look-up will be performed automatically on the remote JNDI
directory, and the object will be retuned from that directory.

This page summarizes the foreign destinations that have been created for this domain.

[ Customize this table

Foreign Destinations
Click the Leck & Edit button in the Change Center to activate all the buttons on this page.

New | | Delete Showing 1to 2 0f 2 Previous | Nex
Name &% Local INDI Name Remote JNDI Name
NOTIFY_DEST_QUEUE NOTIFY_DEST_QUELE NOTIFY_DEST_QUEUE
NOTIFY_DEST_QUEUE_FCDB NOTIFY_DEST_QUEUE_FCDB NOTIFY_DEST_QUEUE_FCDB
New | | Delete Showing 1to 2 0f 2 Previous | Nex
5. Create a queue Connection factory. The remote JNDI Name should be the QCF name provided

by HOST.

Settings for UBSForeignServer

Confi ion | Subdeployment = Notes

General | Destinations | Connection Factories

A foreign connection factory represents a connection factory that resides on ancther server, and which is accessible via JNDL A remote connection factory can be used to refer to another instance
of WebLogic Server running in a different cluster or server, or a foreign provider, as long as that provider supports JNDL

This page summarizes the foreign connection factories that have been created for this domain.

[ Customize this table

Foreign Connection Factories (Filtered - More Columns Exist)

Click the Lock & Fdjt button in the Change Center to activate all the buttons on this page.

MNew | | Delete Showing 1to 1of 1 Previous | Nex
Name &% Local JNDI Name Remote JNDI Name
MDEQCF MDEQCF r 1 MDEQCF
| Sort table by Local JNDI Name |
MNew | | Delete Showing 1to 1of 1 Previous | Nex
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