Oracle® Developer Studio 12.5: A—KR7+
SAY1—HF—ZXHAR

Part No: E71973
2016 6 A

ORACLE"






Part No: E71973
Copyright © 2016, Oracle and/or its affiliates. All rights reserved.

ZOV 7RI =T BEUBHERF2 A DM LRI, T10 12 AZRIDOHIRI GRS D LU, FI EEIZ B DI SV REINTVE T, T2 AZHI TR
HHEINTODHEAEUIIERIZIOTRDO LN TG A2 RE TP A, FRICBRL ORI B, @5, S8, FIE BOX, B1E, S A4t 5 %5, Bif, F&
ig%%g {L}Fz'ﬂifcli%%‘_ﬂi?é:&ti?%iﬁ/w ZOVINILT DIN=A-LV I =TV T T2y TV 3V S INEHEED 72 DI EHIZE > THEIN TS 56 %
FRE FRIEINTOEY,

ZIUCHBINAERIE T HERVCEEINSGADVHVET, £/ 1B ZE DRFEIX N U R E T, 3 E RO 725 81% A I 7V ET T 723N,

:0)*/%#17&%@5&@!*#1%%%‘ K E B RS U < 3R E B BB D> TZ DY 7MY =7 23 B RF 2 AV M Sy AX N H IR T 25813, 1RO
BHIAEAINET,

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software, any programs installed on the hardware,
and/or documentation, delivered to U.S. Government end users are "commercial computer software" pursuant to the applicable Federal Acquisition
Regulation and agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, and adaptation of the programs, including
any operating system, integrated software, any programs installed on the hardware, and/or documentation, shall be subject to license terms and license
restrictions applicable to the programs. No other rights are granted to the U.S. Government.

ZOVINI LT E/IN-RY T I3 kARG REE 7 T )= 2y TO— R RHH O DI BRI NAZEDTY, 2OV I M7 /I N-RU 7, fGRES 7 7Y
=3y (AR 6 X WD DT 7 ) —S 32 % Gt AOREE HINE LTSN TONE Ay OV 7N 2T E N KD =7 2SS T 7 )7 3
VMG BB, LA $ 27012, MR 2 %E, Ny o 7w iR (redundancy), € DMON FEEHLD LI MHE D EELRVET, 2OV IR T EIE
=R T % ERIES T TV =2 ay T UEZSISRRUTEEDHEL TE, Oracle Corporationds KO F DR 2413 — D ELE2 AV RET,

OracleB & avald A 727)V BXUZDMHEHEDBERRGNE TS, TOMDIA, B A FIEEHLORIESE LB RFIETHDG AV DI ET,

Intel, Intel Xeonld, Intel CorporationD it /= 1L & EkGHE T, § R TDSPARCH RGHEIL T A% ELIZf# L, SPARC International, Inc.DpitE /- 13 & fkki
1G9, AMD, Opteron, AMDE I, AMD Opteron23'}&, Advanced Micro Devices, Inc. Dt /213 & §# 1% C9, UNIXI, The Open GroupD & itEC9,

ZOVIRNIZT E/IN-RILT  ZFUTCRFaAAVMI E=ZFDIV T L - 2AANDT I A, HD NI TNOIZETHIE WA T I BHDE T, @HINSEE
Z k& Oracle Corporation DD EHNZHIB D E DA 25 5% T, Oracle Corporationds KO DR 4T, B =F DAV Ty Mg Y- AZELT—H0
EHEZEDT, OPRBEAENZUET AL, EHIND B %L Oracle Corporation& DED KNI E DN H B854 %R T, Oracle Corporationds KO DR H 2411,
HEEHOAVTY -G Y= AAND T IR AL I Zo TR L, B, HEVITEENKELTE YO EER2 AV IRET,

RFLAVIDTIEIEYFAIZDNT

FIINDT 2TV T A DNTOFEMIE HIL, Oracle Accessibility Program®Web -1 M http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc)® S ML
TLEIW,

Oracle Support~\D7 27t A

YiR—be ZHH OB FHIZIE, My Oracle Support#iliL CE K Y- A% 2L COE T, iEME @ IZ (http: //www. oracle. com/pls/topic/lookup?ctx=acc&id=info)
W BERICBEEDH DB BRIL (http://www.oracle. com/pls/topic/lookup?ctx=acc&id=trs)Z S ML TIZ I,


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs




EPN

TDRF AN e 9
T =R FSAT DR e 11
O=RT7FTAT CTOMENDT =R oo 11

B = R e 12
FNIAT) =T TR ARRET oo 12

T= RN = R oo 12

I=RT7F AT R TE72DD T e, 13
T=RTFTAH GUI oo e 13
T=RTFTAF DAY RIFA VR TI=A i, 13
DE=RT AT TEAT oo 14
TADT BT e 15

VW TAVTAB TR e 15

2 FT—HDIEEDA—RTFSATDRBEN ... 17
T =T = RDUNEE e 17
FIARE) =T IR AT =ZDUEE .o 18

VY NAFUPLERAE) =T IR AT =22 INET D51 o 19
T=RANL =TT =RDUNEE e 19

VY NAFUMNST=RINL =V T=REWETDHIE o, 19

T=RTF T4 GUIL DI oo 20
A=RT7FIAF ATV RIFY—)V (codean) DFEF ..o 21
COARAN DT T S Y e 22

codean T TEI=DF oooonee e 25
BIRED T ROUATIT e 26
FTARZA=RTD codean DIEFH .oooreeee e, 29

A O R FSA OO I N B I S — e 35
=R DRI oo 35

B = R D R oo e 35



Bl F 552 R D HEAHLD (ABR) coeevviiiiit e 36

BB R ABEZ D EIIAF (ABW) oo 36
AEV =D ZHMRHL (DFM) i 36
PRI AATD=DFEAEL) (FMR) .o 37
PRI AATY =D EZIAR (FMW) .o, 37
ZEDHEBRIL =T (INF) oo 37
ATV Um0 e, 37
BEBIODEIRZEL (MFR) oo 38
malloc FEOMEDIREZRL (MRC) woovveviiieieeiceieeeeeeeee e 38
V=2 DA REMED DD HRA > 2D E: NULL R1 V&SR (NUL) ... 38
PRI AATY=ZIET (REM) oooeiiieioeeeee e 39
LI TR AEY =DFE AR (UMR) e 39
FEAIIVTOERWVEDE (URV) oo, 40
AA=THTOSGFRZEEDM (VES) covioiiiieieieeeeeeee e 40
FIIAE ) =T T AT = oo 40
Bl A BE AR Z DFEAELY) (ABR) .o 41
BB R ABEZ D EZIAF (ABW) oo 41
RIEBRZEZEAEY = (BFM) ©oooiieieieeeeeee e 41
AIEZR Realloc TRVAIRTA=R (BRP) .vviiiiiiiiiiieeeeeeeeeee 42
AR U7 =R TV (CGB) v 42
AEV =D ZHMRHL (DFM) i 42
PRI AATD=DFEAEL) (FMR) .o 43
PRI AATY =D EZIAR (FMW) oo, 43
Rl Realloc /87 A=A (FRP) .o 43
FERNZATD=DFEAELY) (IMR) oo 43
FERHRAEY =D EZIAA (IMW) Lo, 44
A== e 44
EVRIEZIFHIDOFEBL (OLP) coieeoeeeeeeeeeeeeee e 44
R WAL X I3 A ELY) (PIR) oo 45
AR IR EREZ DFEAELY) (SBR) coviiiiiiiiie e 45
AZ I BEREREA D EEZIAR (SBW) oo, 45
#HD L TONTORNAEY=DHAHY (UAR) oo 46
L TONTORNAE)=DFEZIAAR (UAW) i 46
LI TR AEDY =DFAH) (UMR) e 46
FIAB =T IR ADE L e 47
HAZ 0 DEN) YT (AZS) et 47
AEY =)= (MLEK) ©.oiooiiiieeieeeeeeeeeee e 47
FEBE R AT = DFEAEL) (SMR) oo 47

Oracle Developer Studio 12.5: A—R7F 54 1—H—XH(K 2016 F£ 6 B






Oracle Developer Studio 12.5: A—R7F 54 1—H—XH(K 2016 F£ 6 B



ZORFaAXVNDERE

B E - O-R7F APV VR EHLU CT 22 0B IOERRTDHEZHHLET,

mONEHH - 7TV -V AV Y AT LR, TR TN SRR V=T

B RERHE - 0SSV O VI NI TR T AN V7o 7 B OMEE &
VAV I8V DR ER

HEARFIAVISZM4TFY

ZOB B XOBEERFODORF2 A NEDY =L http://docs.oracle. com/cd/E37069 01
TAFHAHETT,

J14—R/\v)

ZDRFAVMIETET =R\ I% http://www.oracle.com/goto/docfeedback 735
ENELZI N,

ZORFAVNOERE 9


http://docs.oracle.com/cd/E37069_01
http://www.oracle.com/goto/docfeedback

10 Oracle Developer Studio 12.5: A—R7F 54 1—H—XH(K 2016 F£ 6 B



) g1 =

OA—RK7FZ2A4FDER

Oracle Developer Studio I—R77Z- &, Oracle Solaris [fl7D C 8LV C++ 77
V=2 ay ORREN X T CTRENDEMERY TN T N TELLOX T T O
&Y=V RNTT,

ZODEIZIZ ARDIERNEENET,

11 R=YDI[A-RTF I HFTHHINDT -4 |

13 R=YDIA=RTF IV &(F T 2/2dDEA:

13 =Y D[a-R7F 519 GUIJ

13 R=YD[A=RTFIAF DAYV RIFA VR TT—A]
14 R=Y D) E= T A7 M T |

15 R=Y DI w7 AA—h]

A—R7 4 ToIhdT—%

I-R7FIA4HIE 3 DT 2% LET,

B OV SAOVIRHZHRUIE S NS I - R 55—

B AEV-II7-HHEY-NVTdHd discover =T VT~ THRHEINDIEHAET)-T I
AL T LOEE

B I-RAUNL=IYV=)ThHhS uncover =T VT A—THIEINDIA-RINL -V F =&

flil % DD T 72 AZIRMET DIENZ, T-RT F I FIXEH - RIRE LB ATY -
TR AGHEBE LU I- RNV 3 EEE LT, BICTHEE S 2IFh DT IR Y-
TIHRETELVWELDEERT 2T V5= ay CRETEET,

F/2, A-RTFIAFEI-RNDOHRERDIE, DF), TNOZEETUIIENORMEE
fEH I NS AT BEMED O HEZ R E L E T, @5, e BB HEICIZIED DN DD D[
BEIEEL TWET, 2 XX TNODORBETIREN) Y THRA Y M@ TH o720 | FIED
FUBBODEUT -7 RVATHAELZY G572 TT,

18 3—R7 P OER 11



A—RTF MY THHINET—¥

B O—RRE

FAa-RIREIE, I-RAD—RNBRT 0T FIV T T2V SOV LET.C B
KO C++ TV FD -xprevise=yes A 7 avid, AV OB KO F -4 70—4>
WIV—LU=2%EHALC. 7= aro7/nrs o530 780 Fa) 10— EOEIER
BRMESHTUET,

¥R - A3V T, xanalyze=code A7V avE{FHUTHKI-RTS—-2INETIE T,
ZDFHTavid EOL TY,-xprevisesyes A /Y av il 2 MR LET,

N T I5—T —ZDINEIZDWTIE 17 R=Y D [FHHTT—FT—RDIVE |2 S IR TL
72X\,

I=RT7FIAFTHHINGHNI-RTT—DYAMIDWTIE, 35 =V DI #ka-
ROME ] 22U TZIN,

AT =TI ARE

%< DA - RHDATY—FEO TSR D35 IR T, T/ I L% ET7T5
B2 discover CEIUIEERHARD L, 705 ADEITFHIT discover IFATY-T 7 A
T %BTMHUTRELE T, 2L 2K 7077 L0 525D YT, 2z bt

U AN D DD OEAIA DL T DGE . T T MIEEN R L EIZRDZEMN

HYFET, 707 F AT Discover Tl HAAATHOFEITTD L, discover XD
ITI-%MMLUET,

AR -7 7 AT T T=RADEIZDONWTIE, 18 R=VDIHIHAE)-T 7 A
T RO ESIRUTIZIWN,

I-RT7F AV TONMINDIEIAT) =T 72 ZADOREDY ARMIDWNT
12,40 R=YDIEHAR) =T 7 AL S-S BLUTIZI N,

O—RANL—IRE

I-RANL=DI, T ANTETIND I-RHEEK, BLOEFINRNT-REKIZE T 58
WM TIDT, IVELDIA-RETANTEDZLIIIIT AMAAA - e ETEET, I-RT
FS 1 W%, uncover IZE>TUNEINT -4 2FHHL T, 7°D7‘5L\|7\]0)f‘:“0)|3§*5(75§ F73—
INTORWD, T2, Y TREBE N7 ANEEBNMUEZG BT ) r—=avond
FHANL =T DA S NEINS 20 EFNRET,

j ]\jy/\l/ IF=RZOIEIZ DT, 19 R=Y D[ IA—RHINL =V F—=2DIVE | %
LU TLLZXIN,

12 Oracle Developer Studio 12.5: A—KR7F S 1—H—XH(K - 2016 £ 6 A



A—RTF AT EERTEDDEH

A—R7FSA Y ERTEODEH

I-R7FZ1 I, Oracle Developer Studio 12.3,12.4, /213 12.5 ® C F/zl& C++
VAT TAVINAININNAFUPLIEIND LT —T =& B AE)-T 7 A
TI—T-R BIOT-RNIN =V F =R NHUET,

a-R7FZ4FI&, Oracle Solaris 10 10/08 LA ED ARV —F 4> 7> A5 A, Oracle
Solaris 11, Oracle Enterprise Linux 5.x, ¥7zi% Oracle Enterprise Linux 6.x 2A_ k%
F179 % SPARC N—AZF/zlE x86 N—ADY AT ATHEITINET,

d—R7 >4 GUI

12784 F, Discover. £721% Uncover TTr—AZINEL=H L. code-analyzer IV REFK
fFUTa-R7F 549 GUI Z&E) L, FEDORKRESNEITIZENTEET,

I-R7F A FIFERMBEIZDNT, BEDFI, BN RO o772V =277 A IV DIS AL,
BLOZDT7AINVDENLT 2 — A TERHF R U2 I-RA=Z AR N RRUET,
I-R7F AT TRRIROEEEFEITTEXT,

B [EOFME R RS, NREDG S, T IS\ ANEENE T B AT
V=7 7 ADORED GG FEMIZIZFE O UARY IR & EN, T2 WM AT gEThH N
IXEN) Y TRV LRIRA R IV EENET,

MDY DoV =27 71 V&L,

TN AEEAZY 7 NOBEBIEO H U EEE S 5 - A0—-R{TIZBEId 5,
T2 5 ATOREBOMEAGEETNTEDIT5,

BB ESICBEIT5,

F=N=FA RINBFE/ZIA-N-FIRFTBZEBDE S IIBE TS,

BB OI- VTS5 7%KRT B,

MEOFEEHT L2, I-REPEZONDRK AR E DFMERRT 5,

FoR T A MEE O, MEOME, XV - A7 71N &> TIANEV VT
3,

B 9 CICHERUZMEZIERRIZU, B DR EZEAL 5,

GUI O HIZBEd 2 8lI%. GUL A Y 51>~ FE [Oracle Developer Studio 12.5:
I-R7F AT Fa-N)TINI2ZBLUTIZIN,

OA—R7FIAYFOIT U RITAV9T7T—2R

I-RT7F AP DAV RITA VR T 2= A= 2V Tdd codean &, Fil)I—RIREL,
Discover, & Uncover Z{# AL T, Analytics 771 )& A& UTiHiARY, TFARE

18 3—R7 P OER 13


http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSCT
http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSCT

VE—RTRIN TR

7213 HTML B R CH D2 AR LUE T, /2. hE TERET -2 HLUWT X2 TE 54>
W BT —HA TN T =R TEIAN= AL RMEUE T, codean Tl IRDEE(ERFAT
TXET,

B API X TOLR-bDOFHAID L, TFAMS LU HTML B AANDIEHRDZHE, codean
IETF AN % type.html 771V (type IE static, dynamic, £72i& coverage) IZf
FLET,

B .analyze/type/latest LAR—NTld, BRTEDF = 7Y LABGFHEI N, T ORIEEHRA

.analyze/history//type 77-1)V (type & static.dynamic, £7zlLcoverage) IZLREX
nxd,

BV AR—MIH U HEE 2B EINMELZ D &2 KRR U, BN REI TS L
R—heHET 5,

INEE T 2T —RDFESE (dynamic, static, coverage, 7213 all) Zf5ET D,
PRUZAVS k- - GRr RN

RFEDY—=AT77 AV OREERRT B,

FEEDI DY - A0-RER KT B,

BFOLVR-FRIFLET,

U&7 £ %A TRBICREINZL K- e EEET 2,

FUWIEE 2B EINZMEZ T 2L AR-MIRRT D,
VIR=NRFT 2T (LI NEIRET D,
KRTOLI-LELORBEE TN T,

FRIZDOWTIE, codean(l) DY =a T I R=YZH MU TIZIN,

YE—MTFRIMNTES

IFEAETRTOAR =TV TV AT A ETEIWEL, VE-M—/ —_E®D Oracle
Developer Studio DIV /A FV—)V&{HHTHI-R7 I FDVE-NF AT T
BAREECEET AV AN VRHZVE—NT AV M TR R AU T, [T 74V hD1—
YT AL I NS Y - ER LI ARG 2 ATV avaF oy rdhL, A-RT7F
FAFIE B DE T B0l — =2 )E-MEAR UTER#L. Oracle Developer
Studio 1Y AR=)IVRNDOY=)L AL a lT7 7 ALET , T 7ANVNCIE,. ZOA T ayv

ILERINFTA,
VE-NARV=FT AV TV ATATIA-RTFIA T RELEN T, %Y TRETRET 71
NaeFEITUET,

./codeanalyzer/bin/codeanalyzer.exe

VE-NT A MY TEAGDA 2 A=)V FEIZDOWTIE, [Oracle Developer Studio 12.5:
AV ANIVAA RIS IR TZIW,

VE-NTAZ MY TRAEZOWTE, I-RT 1Y GUL AV TV NIV TEBIRU TS
ll\

14 Oracle Developer Studio 12.5: A—KR7F S 1—H—XH(K - 2016 £ 6 A


http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSIG
http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSIG

TAVYAF—h

DA49) XY —h

U, =N 2 IEIwEINE T 2 DICBELTFIHOHIE  I-RT F I P THIR 2 £ R
T251E%R VTN C Ty I LEFAUTRLET,

VY 949925 —b

1. FAJSLuEIVMIILLTEMNT—95ELET,

% CC -Xprevise=yes *.c

SEED - DRI -xanalyze=code /> av & LTIV N AIVTEELZ, ZOA TV avixk
Oracle Developer Studio12.56 THEXITY A, EOL TY,

2. FNRyIEBRMETIOSSLAEBRIVA(ILLET,

% €C -g *.cC

3. FOYSAIC discover TEHAMBAEAAATHS OIS LERITL.BINAEY—T7
1z;laﬁ__§7%EuX§§dJEE?ro
% cp a.out a.out.save

% discover -a a.out
% a.out

4. FOYSAIC uncover TEHAIMBZHAAATHS, A—RANRL—IF—9%5NELET,
% a.out
% cp a.out.save a.out

% a.out
% uncover a.out

5 [SHOINERIC.INET—YERTTEIEOHICI—R7FS514H% GUI F/=1E codean OTYV
RITY—ITCERTZLIRIRTEET,

B GUI CO—R7FSAPFICFTIERTBICIE ROV REFEALET,

% code-analyzer a.out

B O9VRTY—ITaA—RT7FSAHFICTIRRATBICIE. ROATVREFEHRALET,

% codean a.out

#18I-K7FSAFOBA 15



16 Oracle Developer Studio 12.5: A—R7F 54 1—H—XH(K 2016 F£ 6 B



F—HDINEEE T— KT+ HF DFEE

I=R7F AP TORHDZDIZINEIND T =R, V= AT=RTIT7AINP A>T T 1
L2 N)D binary-name.analyze 7L 27 MIRFEINE T, binary-name . analyze 7 AL 7k
D&, 3> /31 Z discover, £721& uncover IZEDEEINET,

ZOFEITIFARDIEY I RN EENTOET,

B 17 R=TVDEHHTT—FT—RDINEE |

B 18 R=YDIFHHAT)-T VAT —ZDINEE |
B 19 R=YUDIIA-RINL—=VT=ZDIEE |

B 20 R=YDII-R7FF4Y GUI O |

BHNIS—FT—YDINE

C /2% C++ 707 I 2D T I7—T -2 ZINET 5121, Oracle Developer Studio
12.3. Oracle Developer Studio 12.4, £72i% Oracle Developer Studio 12.5 D C
721% C++ 2V 31 5T -xprevise=yes A 7> avEEE LT, TOY 0%V 8V LE
9, BART L -xanalyze=code A 7Y avz L THNEL/ZD, ZDA S avidk EOL THD
7280 fRDOVIZ -xprevise=yes ATV avwHiHT DL 2HEIDOLET, xprevise=yes 7
Ty avid, BAETD)Y—2AD Oracle Developer Studio DAV /S S TIFHHTEEE
Koo ZDF T avaffifl§de, AV ZIEE T o —% BB L, 7—4%% binary-
name.analyze 7L ZM)D static 7T AL MIZEEIAAET,

TNTT L% -xprevise=yes AT AV TIAVIAINUHE HIDOTFNET) Y 73 235451k,
VY7 FNETE -xanalyze=code 7> av#iRET2HENHDET,

Linux Tl B TI7—F7—2ZNE T B2 -xannotate 73 & xprevise=yes #F5iE
GEHENRHDET,

% cc -xprevise=yes -xannotate -g t.c

VA FEA-RNOBHA LTI -2 TR TRETEI LD TIFRNZLITERUTIZIN,

B ETRHCOAMEA I EEICRS T —RURGFET 2T 7 0HVET, 728 X IRDI-RDE
B 77D AISND ix DIED [0,9] DHEIFAIMIHD ZLZRETIRNZD,
2281 21 ABW (BCHIFEFAANDEEIAAR) T2 REBLETA,

FE2E FTHOREELI—RT TSI DOEH) 17



BIIXE)—TF O ERT—IDINE

void f(int fd, int array[10])
{
int ix;
read(fd, &ix, sizeof(ix));
array[ix] = 0;
}
B —BOTT—EHNENTHY, DT I —TIFRNZENHVET, AV /N1 FIEZD &
IBIT-2WELEEA,
B HOEMRTI—E, ZOV)-ADIV A T T INER A,

FHAIT -7 =& ENELZdE, I-RTFI71Y GUI £/21E a7V RITY—)V (codean) %
LT — RO RRETESIZ) B ATRY =T Vv AFZZIET-RANL =V DT — L%
INETEDEDNTT 22D 0T I LEF/EIVINMIVTEET,

BMAEY—TOERAT—HIDINE

C E720& C++ 77 I ADFINAE) -7 78 AT A DIEEIZ. discover T/ 3 FVIZEHH]
BRI AAD FIHE  GHIBSREN A FVEEITTEFIED 2 D5V ET,

I-R7F IS4 HDOT—XAEINET 57207 discover TTEY T AMIEHIBEHEZ AR
N2k, 7125 4% Oracle Developer Studio /3—Y3Y 12.3,12.4,12.5 @ C £/-1&
CH+ VA FTAV A INWUTEBBERHVET ,-g ATV avTaAv /5L T 3\
TIERDPE R I N, BIIAT) =T Vv AL T L E BTV - Aa-RE LT H S
FHEI-RTFIA P TRRTEIDIDIIBNET,

TS AL LTIV NI INTWBIEGEIZ, discover (XY —AT—RL )L TEH
EEEEBAT) - RMELET, RE b2 HL Ty IV U 256, — DA
BV-II-FMHINFETA,

Discover TEHllBMEEZMAALZEDTED, F/2IXTEIRNNA FVDOFEFEIZOWT

I&. [Oracle Developer Studio 12.5: Discover &0 Uncover ZL—H—ZXH 1R

D [HHR- X531 F) 1B LU TOracle Developer Studio 12.5: Discover &
Uncover =Y —=ZHAR] O [FVO-REITEEZMHE T30 FVIXEHIELRN %
ZIRLUTZIN,

352 - discover & uncover Dl FTHHTE2HODTOTF 0% 1 [ THEETEET, /272
U, CISEHITBERE D PO 723 DI GRS 2 L AA D 21X TE RN 280, uncover %
FHRHUTHNL =Y F=RENETE T E THIUL, discover. T/ FVIZEFHHIBEREZ M AA
$3R1IZ uncover FHD IV —ZEAZEL T I W, il

% cp a.out a.out.save

18 Oracle Developer Studio 12.5: A—R7F 54 1—H—XH(K 2016 F£ 6 B


http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSDUgjxpl
http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSDUgjxpl
http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSDUgjxqj
http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSDUgjxqj

NAFYDSEIATE =TI ERT—9%2RETEHE:

NAFIDSEINATY—T I ERTFT—9%INETZHE:

Discover T -a 7 7Y avaER LTI FIICEHAME A B AR T T,

% discover -a binary_name

3328 - Oracle Developer Studio /S—Yay 12.3.12.4. /21 12.5 D=V arvd
discover Z{FHHTHHENHVET, AFTD/ =32V D discover Tl -a A7 avidfili
HTEFEEA,

FHAIBB A E /N1 Y ERTLET,
FHAE) =T VX AT =&MW, binary_name.analyze 7L 27 )D dynamic Y7711 27K
WCEIAENZET,

SER - discover TN FVIZEHAIBERE 2 AR & ZTIRE TE D ZDMDEH AT > 3~
122\, FOracle Developer Studio 12.5: Discover 8 & Uncover 2—H =27
RI D TEHHIA 7> 3y | F721F discover DY =a T I R=I SR TIEZIWN,

(FF>ay) A—KRT7FS4Y® GUI £/212a< Y R1TY—JL (codean) ZFEE)L, LARTICUNE
LB O—RT—9%2EALTT 92 oMBLUTRTLET, TE. FHAKBOHWT
WAWRSF)OIE—4FAL T, I—RANL—IF—9ERETEET,

O—RANRL—IF—HDINE

v

YRDHDREIIC

C E£-1Z C++ a7 00— RINL—ITF=ZDOINEIL, 3 BElEO 70w AT,

1. uncover TN\ FNZEHABEREZMLAAAFE T,
2. EFHIFEANALFVDEST
3. uncover ZHEEFUTCI-RTF I/ YFWEHTEINNL -V L R- M ERLET,

A FOIZEHBE RS E M AAAZDH & T OFHAIBEMEA &/ 1 F V2R EIT LTI ARTOD
FIFICETE T2 ERUTHE I -V R— e E R TEET,

NAF)DSA—RANRNL—IF—9%RETDHE

A-R7FIA Y CHHATET—RZINET L7202 uncover TT YT A EHAIBEREZ KA
ATNZIE, 7175 L% Oracle Developer Studio /N—Y3Y 12.3,12.4, /21 125 ®
C /2% C++ a7 A FTAV AN UTBBERHNFET, g A7 ¥arTav /) (IV$5
T I TIERMER I, V= AT=RL VDN =V ERE I-RT F AP CTHHTE
5523V FT,

B2 ETFYDREEI—RTF (Y DEED 19


http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSDUgjygd
http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSDUgjygd

J—R7F+Z4% GUI OfFERA

1.

2.

3.

3¥EE - discover CEMHIBMEA AR 2DIZ T O S A%V ISV U IZEXIZ N F)Da
%R EUG AR TDOAY—DAHTETTDNAFVZIZEEL, TN EF AL T uncover
TR Z HAGAT Z e TEET, Hi:

cp a.out.save a.out

Uncover T/ FYICEHAIBEBEEAHFAHET,
% uncover binary-name

FHAMBAEN1F)E 1 B ERTLEY,
A=RANL=TF =AM, binary-name .uc T4V 7 MIZEZAZNET,

Uncover T -a 27/ Yava AL ERBINAT—9D50—RANRL—ILR— LK
L9,

% uncover -a binary-name.uc

JS =T L IR—=D3, binary-name .analyze 7L 7 M) D coverage Y777 MIZES
AFENET,

332 - Oracle Developer Studio /3—Yay 12.3,12.4, F/21F 12.5 D=V avd
uncover Z{H AT HREMNHDE T, LRTD/N=T a2 D uncover Tl -a A7 av i3 fiHT
XERA,

OA—R7F+54Y GUI DfEMA

I-R7F 54 GUI 2{EHL T, 3 BEETOT 420 TIE3, GUIL 27 512
I%. code-analyzer AXVRE MEL/ZTZT7—FT 2% T2 FIVANDNNA%E AT LUE
ER

% code-analyzer binary-name

OB RT EDIZ, I=RTF 1Y GUI I, binary-name .analyze 7 AL 7 N DT —K%
FIE. ZmLET,
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J—RT7F 54TV RITY—IL (codean) DfEFA

File wiew Tools wWindow Help

Issues Sources El _ig @ previse_all.c x| B samplel.c x| ] sample2.c x|. Results x [4]»][=][B]
lssues: @ Core Al = - =
) ; ; [ I ]
? @ AnalysTs Showing 15 Issues Show: | Snippets | Reviewed ‘jgnnredj‘_ﬂaw |E<EE|
[ Dynamic (3] @ UMR Uninitialized Memory Read: at address 40628 (4 bytes) on the heap sl
[[]  Cowverage (12) = sdemols Studios 1 deAnalyzer;: 1 lel.c
9 & Severity 7: #include <stdlib.h=>
[] @ ERROR [3) 9: void add_8_1_put_in_2{int *p) T
[ & warnING (12) la: {
1L [2] = plo] + pl1];
¢ W Bug type v p P p L
[[] UMR [Uninitialized Memary Read] [3)
[[] uncovered Function (12) @ UMR Uninitialized Memory Read: at address ffbffo38 (4 bytes) on the stack
7 = Binaries | /demol/Studios 1 deAnalyzer/ 1 led.c
[] a.out (15 8: #include =stdlib.h=
¢ & Files 168: int uninitialized local_l(int *p)
[ & previse_all.c im) et
S 12: return *p;
[ & sample2.c (3) 13: 3
[]E samples.c (2)
[]& samplel.c (1) @ UMR Uninitialized Memory Read: at address ffbffo38 (4 bytes) on the stack
d 1/5tudios I deAnalyzer/ I le3.c
13: 3
15: imt uninitialized local_2{int *p)
16: {
15757 return *p;
18: ¥
4. Uncovered Function: Potential Coverage 12.1%
= test_for_memoryleak
B Ydemol/Studios I deAnalyzer/ le/previse_all.c
37 RRRRRRRCREEE OO e ¥ leak error#tesssstttibs ks o
38: #define N 20
48: void test_for_nemoryleak(void)
aa: {
42: int *ptra, sum = 0;
4 Uncovered Function: Potential Coverage 9.7% =
= i.:f:-Nnt-\;\catlnns | Running Analyses | @ | IMs

I=R7F I GUI DEFHIZ, TRIKI>T 77 AV 2RO THID NS FVRIEET DL,
ZONNAFVIDWTNEINT —ADRRIYDVERDZENTEET,

GUI DAY AU NIVAUE, FR T ERDTANA) Y T MEDFRR/HEER. &

O E DRI B4 23 DZIRZITD, TN TOBBEDHH G ENHHAIN T E

9, [Oracle Developer Studio 12.5: A=R7F I HFFa-R) TNV ITlE 7ol
FLEFHAUT, T—2DINEL O F VA RREZHHLET,

OA—R7F+S4HFa< >V RTY—IU (codean) D{EH

A=-RT7F A AV RITY =)V codean ZfH LT, 3 FHIHETOT—ZENHTEE
3, codean #BET BIZIE. codean IV R, AT Vay BIOEFHBET 7 IIVE-IET AL
IRIDISA%E ATUET,

codean options executable-path|directory

codean W)U, BIEIZTF AN HEFRRUET, EITHRET 7 MIVERIUGFRIZH D
type.ntml 77 AV CHERZHERTHEHTEET, 2OV ay Tk, avVRA S vay
WZDOWTCEFHUET,

B2 ETFYDREEI—RTF (Y DEED 21


http://www.oracle.com/pls/topic/lookup?ctx=E71939&id=OSSCT

I—R7F 42TV RITY—IL (codean) DfEF

codean DA T3y
PAFEDY® 72> Tld, codean IZHIHTE D& FHA TV a DWW TEHRALE T,
TF—IDEEDA T3y

ROATVav i WET ST -JOMBERELET,

-s HH T — 22 B FOFRRUET,
-d BT -2 WHB LOFRUET,
- ANL=I T =R B LU RRUET,

BROA T aV 28BN ATV aVEBE VRN TE LN TEET fMEERLA
W&, T 7A4IVNT, .analyze/type/latest 771V (type I static, dynamic, coverage DV
TN BIFAELTODMEIMIEU T, TRTOA TV av BUEIhE T,

RE-AToay

RO T aNF FEROTF AN HONEEZRELET,

--fullpath T7AINDIINVINAL R RUET,

-f sourcefile EEULAY— A7 IVIZETAMES T 2R RUET,

-n number HBEINITEDY—-AD-ReRRUET,

-v N=yavrEt L, TN LD EITHTITK T LUET,
T4V TATay

ROFA TV avd, TG OFEE, Ny aFH| 03T NG TTIANE) T
LT AERICREINDMERZRELET,

TI—F3ELEOREL IRONTNINTT,

B 3 XFOILI-I-RELIE 3 XFOEELEI-REZEALNDTI-LELEDYANIDONT
& AHRA I=RT7F I THMIND LTSI TIZIWN,
B MK E/20E ik (AEY-D=2),
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JA—R7FSA AT RTY—I (codean) DIFEFH

B OALL F/2d all (TARTOELE/-IZTI-),
ITo—FIFEENEEINTOEWNES. T 74V M all T,
TANE) T I T aiFkOEB)TT,

--showerrors BEINZFFEEOTLI-ZIT R RUET,

error-type

--showwarnings BEINFEHOEE - IT2RRUET,

warning-type

--hideerrors BEINAEEDT - 2Rz RUETA,
errortype

--hidewarnings EEIN-FEOE L 2R RUETA.
warning-type

SRIVFFATay

N aF B HUTRIEIZ T V%2 28 TEE T, codean (2

I&. false positive,verified,wont be fixed £\ 5 3 DDINNBHEINTVET, Z
NHEDT SN A TS 2> D TIEOFEMIE, 26 ~—=Y DIRHED T IV 125
LTSI,

--showhash hash KB SN Ny A EA R RRUET,
--showlabel BEIN-IN)VDOMERITERRUET,

[verified |
false positive |
wont_be fixed]

--hidelabel feE XN OVDOREEIERRIZUET,
[verified |

false positive |

wont_be fixed]

--findhash hash XNV A FH hash \ZBEAHY SN -2 2 FRRUE
[:hashZ ..] G E@BDNY Y A FH % ERRATEFET,

faRREATay

B OFEREZ T 7 AINRIZEL, 2O 77 AIVEE DX T %23 TR DT L7 ’IZHEL
BETEET,

B2 ETFYDREEI—RTF (Y DEED 23



I—R7F 42TV RITY—IL (codean) DfEF

--save

--tag tag-name

-t

-D directory

BR DV IR— P2 RIFLET,

--save LHlAGDOETHAT G EIE REFEINSIE-D4HFTE LT
87 % tag-name MMEFHINET RAFINTNBIE—IZHUXT HH
FFAINTNDEE, codean IXEE AV -V ZFITL, 770V E L&
IR TUE T AT REINTORNE S, codean 1X5EFT
AIRE 7 7 VD EFL R - DA AR ZF =y 7L, TD XA LA
AT BT/ UTHELET,

FUA T HTIRAFINTODL AR - M EHESUET,

LiR=b2T L7 N directory \ARELE T,

BRIEEA T ay

ROA TV aVEMAUT, PENCAERI NV R -k RE IR TEET,

--whatisnew

--whatisfixed

--tag tag-name

--ref file/directory

HUWEZIIZ2RRLUET, 2OA TV avid --whatisfixed & —F
AT EERA,

BEEINAZMEERIIZ2RRUET, ZOA TV avid --whatisnew £ —
WIFHTEETA,

--whatisnew £/l --whatisfixed LAAGOETHHTDIE, HLL
EEINZLR—-NEDHIRIZ, 87 % tag-name DIMHNTHNBLHR—h
DEREIC—IMEAINE T, T ADBREINTORNG G il
R I B F I - iR InE T,

--whatisnew £7z(d --whatisfixed EFAAGHOE BINALZIEET
BRBEMNHYFET, ZOA TV avid HUOLR- RS ST 71
FFTALINERELET,

FARRA—b DA T3y

codean M --union A 7Y avEMHTRL DT AN R— N LEEL T, 7 ANAAL—NT
D discover DEIFHERD TR, R1F, FTUWRTEDO R R, LB EINAZMEDRRE
THZEMNTEET, ZMIL, 29 =Y DIFAMAAL—=RTD codean DFH | ZHIELT

<TZEWY,

--union

24

BEOEIL R— & FRKRUET, - -save, - -whatisnew, 5L --
whatisfixed &L EIZIRE T D&, HEBDENL R—NDRTE, FrLWR
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J—R7FZ4FA Y RITY—) (codean) DfEF

DR, BLOBEINFEDRREITNET DL AR-NZ
FORINDHEDFEMIE, —EZTRRINET,

codean 7—2770—D I

IRy av TR NTEBIEDOMEEZE=2— 2% HUET,

Bl

1.

1 =2 70—
BIEDRFNIA— Y "= A%V )3 IIVLET,

% €C =g *.c

Discover Z{#FHU T/ FIZEHABEREZ HAIA A, Analytics DB EKI NG LD
IZUET,

% discover -a a.out

FHARX NN FVEFITUET,

codean Z{# LT Analytics 12N E T, JEET — 717 a.out.analyze/
history/before bugfix \ZAEAK XA, dynamic LW DZETDEIET 7 AIVINZDT L7 b
VIZERS I NE T,

% codean --save --tag before_bugfix -d a.out
NTEEELET,

B=r N =2A%ES— AV ISAIVUET,
% CC -g *.cC

discover Z2{FHHAUTHEHENAFGHHMEZ HARAET,

% discover -a a.out
RN S FVREATLET,

% a.out

g R AR R U N DRI TREL T BN BAT) =T IV ABMEEIN/ZZ L%
MEFALET,

% codean --whatisfixed --tag before_bugfix -d a.out

ZAUZED BIEINZBINAREZ TN EEZNDH U Analytics 71771V a.
out.analyze/dynamic/fixed before bugfix (Z/ERINFET MEIEIN/ZMEEZRRT
51Z1%, codeanF2IEI—RTF I GUI i TXFT,

10. (A 7>3YV) codean ZFEFTU T, HIUWNANTWHEL TOVRNZ LR HERLET,

% codean --whatisnew --tag before_bugfix -d a.out

FE2E FTHOREELI—RT TSI DOEH) 25



BIREICS RIS D HE

ZDAYVRIZEY), FUOCEIARRTEZ B EENSH L Analytics 7717V a.
out.analyze/dynamic/new before bugfix (ZAERINET,

BEDZ NIV

ROEIYar TR TNV HHAUTHEEZY - N LUK R T RINART -2 70—
THHLE,

V. BEICSRIVAITEEE
1. --showhash 77 av &AL T BEICEEM IS/ \yY1%2RRLET,
2. SRIVFIITHIRBEED/ NN ERFELFT,

3. M FYD labels Y TF1LIN)EERBRLET,
72 ZUE N F UMD a.out DIGEIL, a.out.analyze/labels ZERLET,

4. SRIMAFTBEBBED (/\v22EFNID) RTPERD 3 DDIT7AIVICANET,
B a.out.analyze/labels/static report labels
B a.out.analyze/labels/dynamic_report labels
B a.out.analyze/labels/coverage report labels
BT AL MNEENT N, BV RN BV R-N B LA =YL R-NA DR ED

AVET, IV 770V DO AL hash-name: label-name:comment T,
I IRV T7AINOHERUET,

$ cat codean.analyze/labels/dynamic_report_labels
54f3a6f0160dceb58156be03d07090a2: false positive:bug 12345678 has been filed
3b7ee9d573847e2dbf80652b7a89026e: false_positive
6c575302146d147f5f1d2d2e6el710a5: false positive

codean ZfFHL T a.out LWDLR—PRUIL TR L X, — BT BTV EIZESE
NTHBEGEIE. TRV T TAIVNCEDRIEOH LIEIBHREL TRRINET,
V SKRITRABERRFIIIERRICTEIHE

1. RIBEERTTDICIE, --showlabel A Fav&FERALET,
722X R DOAERRTDIGE:

% codean --showlabel false_positive a.out

2. MBEAIERTRICTBICIK. --hidelabel AT avEFRHALET,
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WED/N\NYY1%5RFETDHE

;2

7z& ZIE wont_be fixed 7 IVDWZREEIERRIZT D54

5 codean --hidelabel wont_be_fixed a.out

BED/N\YY1EMFETIHE

SRIVITPAIVHDFEED/ Ny A ARIN N E I D EFHRBICIE, -- findhash hash-string
HFERALT. ZDN\YY 12— BRBEDH%RTTHLD codean IFERLET,

BEO/NYY1%MRFRT DI EBD hash-string 320 (:) TRYI>TEELE T, Fi:

% codean --findhash 54f3a6f0160dceb58156be03d07090a2:3h7ee9d573847e2dbf80652b7a89026e a.out

IFTIRINILOERA
R, IETERT VO AGIZRLUET,

$ cat t.c
#include <stdlib.h>

int main()

{

int *p = (int *)malloc(sizeof(int));
int i = *p;

free(p);

return i;

}

$ cc -g t.c
$ discover -a -0 a.out.disc a.out
$ ./a.out.disc

$ codean -d --showhash a.out

DYNAMIC report of a.out:

ERROR 1 (UMR): accessing uninitialized data in "*p" at address 0x1001208e@ (4 bytes) on the
heap:

hash: 79b6elb242a057deec8762328b6860e6

main() + Oxac <t.c : 6>

3: int main()

4: {

5: int *p = (int *)malloc(sizeof(int));

6:=> int i = *p;

7: free(p);

~start() + 0x108

was allocated at (4 bytes):

main() + 0x20 <t.c : 5>

1: #include <stdlib.h>

3: int main()

4: {

5:=> int *p = (int *)malloc(sizeof(int));

6: int i = *p;

~start() + 0x108
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WED/N\NYY1%5RFETDHE

DISCOVER SUMMARY for a.out: 1 non-leak issues, @ leak issues
unique errors : 1 (1 total)

unique warnings : @ (@ total)

unique leaks : @ (@ blocks, 0 bytes)

unique possible leaks : @ (@ blocks, @ bytes)

$ cat a.out.analyze/labels/dynamic_report_labels
79b6e1b242a057deec8762328b6860e6:verified:I have verified that this is a bug.

$ codean -d a.out

DYNAMIC report of a.out:

ERROR 1 (UMR): accessing uninitialized data in "*p" at address 0x1001208e@ (4 bytes) on the
heap:

label: verified "I have verified that this is a bug."

main() + Oxac <t.c : 6>

3: int main()

4: {

5: int *p = (int *)malloc(sizeof(int));

6:=> int i = *p;

7: free(p);

_start() + 0x108

was allocated at (4 bytes):

main() + 0x20 <t.c : 5>

1: #include <stdlib.h>

3: int main()

4: {

5:=> int *p = (int *)malloc(sizeof(int));

6: int 1 = *p;

_start() + 0x108

DISCOVER SUMMARY for a.out: 1 non-leak issues, @ leak issues
unique errors : 1 (1 total)

unique warnings : @ (0@ total)

unique leaks : @ (@ blocks, 0 bytes)

unique possible leaks : @ (@ blocks, @ bytes)

$ codean -d --showlabel verified a.out

DYNAMIC report of a.out:

ERROR 1 (UMR): accessing uninitialized data in "*p" at address 0x1001208e@ (4 bytes) on the
heap:

label: verified "I have verified that this is a bug."

main() + Oxac <t.c : 6>

3: int main()

4: {

5: int *p = (int *)malloc(sizeof(int));

6:=> int i = *p;

7: free(p);

_start() + 0x108

was allocated at (4 bytes):

main() + 0x20 <t.c : 5>

1: #include <stdlib.h>

3: int main()

4: {

5:=> int *p = (int *)malloc(sizeof(int));

6: int 1 = *p;
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discover ZFR LT ANRA—FTD/NAFY D#EEfF

_start() + 0x108

DISCOVER SUMMARY for a.out: 1 non-leak issues, @ leak issues
unique errors : 1 (1 total)

unique warnings : @ (0@ total)

unique leaks : @ (@ blocks, 0 bytes)

unique possible leaks : @ (@ blocks, @ bytes)

$ codean -d --hidelabel verified a.out
DYNAMIC report of a.out:
DISCOVER SUMMARY for a.out: @ issues found (1 issues suppressed)

FTANRAL—NT®D codean DfFEF

--union 29 B&, codean THEEBOFHNL R— 2B TEXFET, 2NeEHTHE. T A
AA—RNTOD discover DEITFERD IR, ARTE, FTUOMED KRR, F-I3MEIEINZE
DRREITODIENTEE T, IO, discover X codean --union DFH SiEERL
TWVWET,

discover 2 LT ANRL—NTCD/NNM1F) DEE(F

discover Z{FAL T a.out ICEHAIMEBAHAAHFT,

Analytics H 1% 2IRLET: discover -a a.out,
ZAUZ&EY, a.out.analyze/dynamic/ D FIZHBREFEDEIL HR—I 3T RTHIFRINET,

TAMZRA—=MIH U TEHAIBBAE /1) ERITLET,

T IAIWKTIE, BEITOFERMB DT 71 INARIEI N, latest LIR—IBS T OL HR—k
ANDY VIRV I) DB FET -8 2K, a.out % 5 [AIEFFU/ZHED a.out.analyze/
dynamic/ TALZRMIFIRDEHIZRDFET,

$ 1s -1 a.out.analyze/dynamic/

total 11

Trwxrwxrwx 1 demoUser demo 18 May 1 15:14 latest -> ./latest.AAAvCaWri
-rwxrwxrwx 1 demoUser demo 588 Apr 30 10:05 latest.AAACRaOId
-rwxrwxrwx 1 demoUser demo 587 Apr 15 15:03 latest.AAAQcayId
-rwxrwxrwx 1 demoUser demo 587 Apr 30 10:05 latest.AAAe5aWId
-rwxrwxrwx 1 demoUser demo 587 Apr 15 15:03 latest.AAAlCaGId
-rwxrwxrwx 1 demoUser demo 587 May 1 15:14 latest.AAAvCaWri

discover IZ&BLR—bDUENEMNTE T U256, codean Z{HH LT a.out.analyze/dynamic/ @D
TIZHBDTRTOERNAL HR—- N TEET,
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discover ZFR LT ANRA— TD/NAF D%l

TAMZA—RTDLR—IDRT
fE42 DL K- FR T BITIE:

% codean --union -d a.out

codean IV RiL, a.out.analyze/dynamic D NIZHDE~ZDEHIL K- e RTTINT7
NYMEIZEEUE T, ZAUSESTTF AN I DOAPERINET (DFD, FHED codean
DEFFLIZEZY, Analytics H 1% HTML HAREDOETERIND ZLIEHVEEA),
FUMEIZDOWTIE, EDOVR=MBEELTOTE, RN T U2 FZDO AR ED 5
MBERINET, TNLURITHBILZE 4G codean IZIRD IS BRENZEHRDA% R RUE
ER

LEAK 1: repeated, 1 blocks, 4 bytes
ERROR 1: repeated 1 time

discover [EHRIFEEMIL RO BIZ—EZITRRIN, TARAAL VLR TOREDIR
BFLDOLNTOET, codean DB EBRHSTDHNFIRODEEDTT,

$ codean --union -d a.out
Displaying dynamic report of a.out.analyze/dynamic/latest.AAACRaOId:

ERROR 1 (UMR): accessing uninitialized data in "*i" at address 0x8090010 (4 bytes) on the heap

at:
main() + 0xel <hello.c : 10>
5: {
6: int *i = malloc(sizeof(int));
8: int j = 0;
10:=> j = *i;

12: return 0;

_start() + 0x71

was allocated at (4 bytes):

main() + 0x5e <hello.c : 6>

2: #include <stdio.h>

4: int main()

5: {

6:=> int *i = malloc(sizeof(int));
8: int j = 0;

_start() + 0x71

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAQcayId:

LEAK 1: 1 allocation with total size of 4 bytes
main() + 0x5e <hello.c : 6>

2: #include <stdio.h>

4: int main()

5: {

6:=> int *i = malloc(sizeof(int));

8: int j = 0;

_start() + 0x71

ERROR 1: repeated 1 time
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discover ZFR LT ANRA—FTD/NAFY D#EEfF

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAe5aWId:

LEAK 1: repeated, 1 blocks, 4 bytes
ERROR 1: repeated 1 time

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAlCaGId:

LEAK 1: repeated, 1 blocks, 4 bytes
ERROR 1: repeated 1 time

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAvCaWri:

LEAK 1: repeated, 1 blocks, 4 bytes
ERROR 1: repeated 1 time

DISCOVER SUMMARY for a.out: 1 non-leak issues, 1 leak issues
unique errors : 1 (5 total)

unique warnings : @ (0 total)

unique leaks : 1 (4 blocks, 16 bytes)

unique possible leaks : @ (@ blocks, @ bytes)

SR =2 L [ GEMEDH D) =T DN T ERLRD ZLIZFERE LU TN, EHED codean

BEITUTWHBIGE V=B R) =T £ REMEDH D) - DEHLLTH BN,
Analytics LAR=MDEHEMEIZZ EITKEZLTOET, UL, [T ARAAL =R D codean %
LU TWBIGE. I R—RDENNTH SR -2 LX) -2, LIR—FD
EHEAMEIZEIR R R DL RN CEIAGH R I E RRXNET IRDITTFANAA =KD
codean ZFEHED codean DL R—KT.LEAK 1 BNEDIDIIRRINDI D ZMERLTIEX

U,
$ codean --union -d a.out

Displaying dynamic report of a.out.analyze/dynamic/latest.AAACRaOId:

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAQcayId:

LEAK 1: 1 allocation with total size of 4 bytes
main() + 0x5e <hello.c : 6>

2: #include <stdio.h>

4: int main()

5: {

6:=> int *i = malloc(sizeof(int));

8: int j = 0;

_start() + 0x71

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAe5aWId:

LEAK 1: repeated, 1 blocks, 4 bytes

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAlCaGId:

B2 ETFYDREEI—RTF (Y DEED
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discover ZFR LT ANRA— TD/NAF D%l

LEAK 1: repeated, 1 blocks, 4 bytes

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAvCaWri:

LEAK 1: repeated, 1 blocks, 4 bytes

DISCOVER SUMMARY for a.out: 1 non-leak issues, 1 leak issues
unique errors : 1 (5 total)

unique warnings : @ (@ total)

unique leaks : 1 (4 blocks, 16 bytes)

unique possible leaks : @ (@ blocks, @ bytes)

tests$ codean -d a.out
DYNAMIC report of a.out:

LEAK (Possible leak) 1: 1 allocation with total size of 4 bytes
main() + 0x5e <hello.c : 6>

2: #include <stdio.h>

4: int main()

5: {

6:=> int *i = malloc(sizeof(int));

8: int j = 0;

_start() + 0x71

DISCOVER SUMMARY for a.out: 1 non-leak issues, 1 leak issues
unique errors : 1 (1 total)

unique warnings : @ (0 total)

unique leaks : @ (@ blocks, 0 bytes)

unique possible leaks : 1 (1 blocks, 4 bytes)

FARRL—RTCDLR—MNDRE
T ANAA—=RNTCUIR—NeARET D121

% codean --save --union -d --tag runl a.out

a.out.analyze/dynamic/ D FiZHDEEIL R—NME, HD 771 IRFEINET,

$ 1s -1 a.out.analyze/history/runl/
total 15
lrwxrwxrwx 1 demoUser demo 26 Sep 30 11:09 dynamic -> ./dynamic.latest.AAACRaOId
-rw-r--r-- 1 demoUser demo 674 Sep 30 11:09 dynamic.latest.AAACRaOId
-rw-r--r-- 1 demoUser demo 847 Sep 30 11:09 dynamic.latest.AAAQcayId
-rw-r--r-- 1 demoUser demo 847 Sep 30 11:09 dynamic.latest.AAAe5aWId
-rw-r--r-- 1 demoUser demo 847 Sep 30 11:09 dynamic.latest.AAAlCaGId
1

-rW-r--r-- demoUser demo 847 Sep 30 11:09 dynamic.latest.AAAvCaWri

TAMRA—RTDLR—IDLLE
FANAA =N CL - M 1213
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discover ZFR LT ANRA—FTD/NAFY D#EEfF

% codean --whatisnew --union -d --tag runl a.out
% codean --whatisfixed --union -d --tag runl a.out

codean IV YV RiL, IRTE a.out.analyze/dynamic/ D RIZHDTNTOEIHL HR—RDFH L
RIS EIEXN/ZEZ 1 2N THRRLU, a.out.analyze/history/runl/ D FIZHDIELF
INZFTRTOHFHRLR- e 1 B NTRRUETRITHIHIEZRUET,

¥ - EEMDOH DV —-T L) =7 DHN51E. 30 =TV DIF ANAAL—=NTDL
AR=hDOFERITOHALFL T,

$ codean --whatisnew --union -d --tag runl a.out

DYNAMIC report of a.out showing new issues:

New issues in a.out.analyze/dynamic/latest.AAARTaOxS:

ERROR 1 (ABR): reading memory beyond array bounds at address Oxfeffdef8 (4 bytes) on the stack
at:

main() + 0x68 <hello.c : 11>

6: // int *i = malloc(sizeof(int));

7: int i[30];

9: int j = 0;

11:=> j = i[35];

13: return 0;

_start() + 0x71

New issues in a.out.analyze/dynamic/latest.AAATDaGxS:

ERROR 1 is a new, but repeated error. It was first seen as ERROR 1 in latest.AAARTaOxS.
New issues in a.out.analyze/dynamic/latest.AAArcadwsS:

ERROR 1 is a new, but repeated error. It was first seen as ERROR 1 in latest.AAARTaOxS.

DISCOVER SUMMARY for a.out: 1 new non-leak issues, @ new leak issues
new unique errors : 1 (3 total)

new unique warnings : @ (0 total)

new unique leaks : @ (0 blocks, @ bytes)

new unique possible leaks : @ (0 blocks, @ bytes)

tests$ codean --whatisfixed --union -d --tag runl a.out

DYNAMIC report of a.out showing fixed issues:

Fixed issues in a.out.analyze/history/runl/dynamic.latest.AAACRa0Id:

ERROR 1 (UMR): accessing uninitialized data in "*i" at address 0x8090010 (4 bytes) on the heap
at:

(Warning: Source files have changed. Source code shown below may not be accurate.)

main() + Oxel <hello.c : 10>

6: // int *i = malloc(sizeof(int));

7: int i[30];
9: int j = 0;
11: j = i[35];

_start() + 0x71

was allocated at (4 bytes):
main() + 0x5e <hello.c : 6>
2: #include <stdio.h>

4: int main()

5: {
6:=> // int *i = malloc(sizeof(int));
7: int i[30];

_start() + 0x71
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Fixed issues in a.out.analyze/history/runl/dynamic.latest.AAAQcaylId:

ERROR 1 is a fixed, but repeated error. It was first seen as ERROR 1 in dynamic.latest.
AAACRaOId.

LEAK 1: 1 allocation with total size of 4 bytes

(Warning: Source files have changed. Source code shown below may not be accurate.)
main() + @0x5e <hello.c : 6>

2: #include <stdio.h>

4: int main()

5: {
6:=> // int *i = malloc(sizeof(int));
7: int i[30];

_start() + 0x71

Fixed issues in a.out.analyze/history/runl/dynamic.latest.AAAe5aWId:

ERROR 1 is a fixed, but repeated error. It was first seen as ERROR 1 in dynamic.latest.
AAACRaOId.

LEAK 1 is a fixed, but repeated leak. It was first seen as LEAK 1 in dynamic.latest.AAAQcayId.
Fixed issues in a.out.analyze/history/runl/dynamic.latest.AAAlCaGId:

ERROR 1 is a fixed, but repeated error. It was first seen as ERROR 1 in dynamic.latest.
AAACRaOId.

LEAK 1 is a fixed, but repeated leak. It was first seen as LEAK 1 in dynamic.latest.AAAQcayId.
Fixed issues in a.out.analyze/history/runl/dynamic.latest.AAAvCaWri:

ERROR 1 is a fixed, but repeated error. It was first seen as ERROR 1 in dynamic.latest.
AAACRaOId.

LEAK 1 is a fixed, but repeated leak. It was first seen as LEAK 1 in dynamic.latest.AAAQcayId.

DISCOVER SUMMARY for a.out: 1 fixed non-leak issues, 1 fixed leak issues
fixed unique errors : 1 (5 total)

fixed unique warnings : @ (0 total)

fixed unique leaks : 1 (4 blocks, 16 bytes)

fixed unique possible leaks : @ (@ blocks, @ bytes)
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LA T & A

A=K7 F AP THRINBTT—

IV )81 Z . discover. LY uncover Id, I-RNDFEHI-ROME, ATV -T2 A
DS, BEOAWNL—Y DREERITUE T, ZOMNETIE, ZhHDY -V TS, I-
R7F A F TR INDRADTI—DREFIZOWTHIALET,

B 35 X=YDIaA-RANL—Y DR

B 35 R=YDIEHI—- RO E ]

B 40 R=YUD[EFAT) =T I AT T~

B 47 R=VDFHAE) -T2 ADEE

O—RANL—YDRERE

D=RANL=IRRETIE, NI TR BB E INE T KSR TIX, Robo7/za-
RANL—=Y DREIZT 733=ZI VTR LD T VT S, IBAEIN R AN =
DEIEVRINET, ZOENGIL, %24 2E - 27 AN BINUZG ST 7
r=avDEE NI AN NI 0 ERLTHET,

ZZ20NBRK: BEEETTE2T AN TDONENS-0, Ty RI-REZITH O I-R2H]|
BRLUTOWER A,

B O—RORERE

) - RRAETIZ IROFEHD T -2 I &E T,

ABR: FLABE R %82 55¢AHY) (beyond array bounds read)
ABW: B3R %82 2 %iAA (beyond array bounds write)
DFM: A€)-D Z&Ef#H (double freeing memory)

ECV: BH/REISFv A NE K (explicit type cast violation)
FMR: f#EAAE)—DEiAEY (freed memory read)

FMW: R AAE)—-DEZIAA (freed memory write)

INF: 22D 4E[R)L—7 (infinite empty loop)
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BHO—RNORE

MLK: AE)—=1)—=7 (memory leak)

MFR: % D)@ (missing function return)

MRC: malloc ROED#AERL (missing malloc return value check)
NFR: #JH{E XN THROEEE DR (uninitialized function return)

NUL: NULL RA VR EES I ) -2 DAIREMEDH B A1V 2 DML

REM: f# A AEY—%3KT (return freed memory)

UMR: LI N TORNAT)=DFANY A LI N TORNAT) - D
W MEAE (uninitialized memory read, uninitialized memory read bit
operation)

B URV: HINTHARVERED{E (unused return value)

B VES: 20-7HTORFFEHDMH (out-of-scope local variable usage)

ZDk7yarTld TI-DFEZALNDERE, TI-PRAT L AR H D I-ROHI%
HILEY,

AAR R &# 2 55 HHY (ABR)

ZZONBRNA: BlAERZEA TAT) %25 ARAO L LEL,
iR

int a[5];

printf("a[5] = %d\n",a[5]); // Reading memory beyond array bounds

AR R &BZ 5 EEIAH (ABW)

EZLNBER: Bl EREBR TAT)-IIEIAESLLEL,
il

int a [5];

a[5] = 5; // Writing to memory beyond array bounds

AE)—D_EMRN (DFM)

ZZbNBFRKE: FURAVEEMFHUT free() () ZEEEIIFOHLUELA, C++ TIE HU
RAVRIIHNUT delete A 7% 2 [FILA EFHUTHET,

IR

int *p = (int*) malloc(sizeof(int));
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free(p);
. // p was not signed a new value between the free statements
free(p); // Double freeing memory

RBGERH AT —DEEHEY (FMR)
iR

int *p = (int*) malloc(sizeof(int));
free(p);

// Nothing assigned to p in between
int j = *p; // Reading from freed memory

RBCEH AT —DEEZAH (FMW)
iR

int *p = (int*) malloc(sizeof(int));
free(p);

// Nothing assigned to p in between
*p =1; // Writing to freed memory

ZZDEFRIL—T (INF)

iR

int x=0;
int i=0;
while (i200) {
++; } // Infinite loop

AE)—=)—4

EALNBFRE: ATV-DE) L TENLH, BB O T /I E T AT -7 DRNRII N T

WEtA,
int foo()
{
int *p = (int*) malloc(sizeof(int));
x) {
p = (int *) malloc(5*sizeof(int)); // will cause a leak of the 1st malloc
}
} // The 2nd malloc leaked here
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BE#DERZL (MFR)
2 bNBEE: K7 32/820— BIZEVESHY EA.
iR

#include <stdio.h>
int foo (int a, int b)

{
if (a)
{
return b;

}
} // If foo returns here, the return is uninitialized
int main ( )
{

printf("sd\n", foo(0,30));
}

malloc BRY{ED#MELL (MRC)

ZZHNBFEE: CO malloc £/21E C++ D new HEFNOHDOERED{HIZ null RELZLTT
I ALET,

IR

#include <stdlib.h>

int main()

{
int *p3 = (int*) malloc(sizeof(int)); // Missing null-pointer check after malloc.
*p3 = 0;

}

)—H DR BEMED B DRI Y DIRE: NULL KAV
ESER (NUL)

ZZ5NBFEH: nulL IZFELLRBAREMEDH DRV ZIZT 72 AL TS, null 1273252
EDRNRAVRTTER null BEZ{THRO>THET,

fl:

#include <stdio.h>
#include <stdlib.h>
int gp, ctl;

int main()

{

int *p = gp;
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if (ctl)

p=0;

printf ("%c\n", *p); // May be null pointer dereference
if (!p)

*p = @; // Surely null pointer dereference

int *p2 = gp;
*p2 = 0; // Access before checking against NULL.
assert (p2!=0);

int *p3 = gp;
if (p3) {
printf ("p3 is not zero.\n");
}
*p3 = @; // Access is not protected by previous check against NULL.
}

BIUEHAE)—%2RY (RFM)

R

#include <stdlib.h>
int *foo ()

{
int *p = (int*) malloc(sizeof(int));
free(p);
return p; // Return freed memory is dangerous
}
int main()
{
int *p = foo();
*p = 0;
}

MEEINTVOWARWAE) —DEFEHEY (UMR)

ZZOoN5FREE: LI N TR E— LT —2E - Fe— T TR DFAEY),
iR

#include <stdio.h>
#include <stdlib.h>
struct ttt {
int a: 1;
int b: 1;
b

int main()

{

int *p = (int*) malloc(sizeof(int));
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BHAE) —TIERITS—

printf("*p = %d\n",*p); // Accessing uninitialized data

struct ttt t;
extern void foo (struct ttt *);

t.a=1;
foo (&t); // Access uninitialized bitfield data "t.b"

FRINTWRWRY{E (URV)

EZ2LNBER: XN TORNO- LT =2 E - Ide =TT =2 D FAI)
il

int foo();
int main()
{

foo(); // Return value is not used.
}

AOA—7HTORFREHDER (VES)

EZZOLNBEE: VI LI THNRNO- LT —2E 2k =TT =2 DF AL,
1

int main()
{
int *p = (int *)0;
void bar (int *);
{
int a[10];
p = aj;
} // local variable 'a' leaked out
bar(p);

BAE) =T IOERITS—

AT =T 7 ZAMETIE IROEEDO T I7-PHHEINET,

B ABR: BFIERZ#Z D5tAHY) (beyond array bounds read)

B ABW: Fl3 5% 82 53 %JAA (beyond array bounds write)

B BFM: A IERZEEAEY— (bad free memory)

B BRP: RIEZ realloc 7RV A/8F A—& (bad realloc address parameter)
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EIMIXEY —TIERITS5—

CGB: fEU7z4—R 70w (corrupted guard block)

DFM: A€Y-D —Ef#K (double freeing memory)

FMR: f#EAAEV—DFHAHY) (freed memory read)

FMW: fi# i A AE) - DEZAA (freed memory write)

FRP: ff %A realloc /37 A—4 (freed realloc parameter)

IMR: #5072 AE)-DF¢AHY (invalid memory read)

IMW: #EX)72 AT -DFEXIAA (invalid memory write)

MLK: A€)-1)—=7 (memory leak)

OLP: V& Z D E# (overlapping source and destination)

PIR: #80 IZHIEAfL I 7= Y (partially initialized read)

SBR: A&y 75 % A 55iAHY (beyond stack bounds read)

SBW: A& 7R %2 5F ZiAA (beyond stack bounds write)

UAR: #) 4 TEN TR AEY—DEAHY (unallocated memory read)
UAW: D HTENTHNVRNDAEY-DFEEIAA (unallocated memory write)
UMR: #JH{EX TR AEY-DFHAHY (uninitialized memory read)

IOk av Tk TI-DEZOLNDRNE, TIT—WRET LA REMEN H D a—-RDHI%
BHLE T,

|
=)

ALAIR R &l 2 5E54HNY (ABR)

EZ2LNBER: Bl ER LR TATR)-%23EAMAIELUEL,
il

int a[5];

printf("a[5] = %d\n",a[5]); // Reading memory beyond array bounds

AR R &# 2 5EEIAH (ABW)

ZZ6NBFRA: BLFEREHI TATY-IZEZRESLUEL,
iR

int a [5];

a[5] = 5; // Writing to memory beyond array bounds

NIERZEEIAE!)— (BFM)

EZZONBFEE: free() () £771F realloc() () ICe—TFT—=ALIADRA Y 2EFELELT-,
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BHAE) —TIERITS—

42

iR

#include <stdlib.h>
int main()
{
int *p = (int*) malloc(sizeof(int));
free(p+l); // Freeing wrong memory block
}

A IE7R Realloc 7KL R/\5XA—% (BRP)

IR

#include <stdlib.h>
int main()
{
int *p = (int*) realloc(0,sizeof(int));
int *q = (int*) realloc(p+20,sizeof(int[2])); // Bad address parameter for realloc

}

BigL=H—~k7Ovs (CGB)

ZZONBRHAE: BIFIZE) S TONEFORBEZBZTILYRY =V [IZEXAATHE
ER

il

#include <stdio.h>
#include <stdlib.h>

int main() {

int *p = (int *) malloc(sizeof(int)*4);

*(p+5) 10; // Corrupted array guard block detected (only when the code is not
annotated)

free(p);

return 0;

}

AE)—DZERM (DFM)

ZZbNBRK: FIURAVEEFHUT free() () 2O HLELA, C++ TIE HU
RAVRIIHNUT delete A 7% 2 [FILA EFHUTHET,

iR
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EIMIXEY —TIERITS5—

int *p = (int*) malloc(sizeof(int));
free(p);

// p was not assigned a new value between the free statements
free(p), // Double freeing memory

RBGERH AT —DEEHEY (FMR)
il

int *p = (int*) malloc(sizeof(int));
free(p);
// Nothing assigned to p in between
printf("p = @0x%h\n",p); // Reading from freed memory

RBUEHAE)—DEEAH (FMW)
fi:

int *p = (int*) malloc(sizeof(int));
free(p);

// Nothing assigned to p in between
*p =1; // Writing to freed memory

R #H Realloc /35 4—% (FRP)
pil:

#include <stdlib.h>

int main() {
int *p = (int *) malloc(sizeof(int));
free(0);

int *q = (int*) realloc(p,sizeof(it[2])); //Freed pointer passed to realloc

}

\AE) —DFHAHEY (IMR)

EZEZLNBFEH: N—T7T-REER T-REER /213X TNV T —REEFUZEHIL TRV T R
MG FNTH 2.4, /713 8 NA e FHAR-THET,

iR

#include <stdlib.h>
int main()
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{
int *p = 0;
int i = *p; // Read from invalid memory address

}

ISR AE) —DEZAH (IMW)

EZONBRA: N—TT7—REIR T—REERL £72034 TV T —REFUIEESIL TORN T R
VAL, ZTNTN 2,4, F/21F 8 N PEEXIAATOET, TFANT RV AIZEZAATND
M AN EHT =273y (L rodata) IZEZIAA TV DY, mmap 1Z&> T B
ICINTOBAR—IVITEZIAATVET,

int main()
{

int *p = 0;

*p = 1; // Write to invalid memory address
}

AE)—=)—o

EZBNBFEA: ATV—D3E) Y THNDD, BB T E/2IXT A =7 OIS T

WEHEA,
int foo()
{
int *p = (int*) malloc(sizeof(int));
if (x) {
p = (int *) malloc(5*sizeof(int)); // will cause a leak of the 1st malloc
}
} // The 2nd malloc leaked here

EYRIEZFRIDER (OLP)

EZBbNBFEA: IELABRWY - Sidk, I3 RIMVEREINE U2, V- ALFa e EEL
TW25E. 707 7 LAOFEIAREITEDET,

fil:
#include <stlib.h>

#include <string.h>
int main() {
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EIMIXEY —TIERITS5—

char *s=(char *) malloc(15);
memset(s, 'x', 15);

memcpy (s, s+5, 10);

return 0;

BB HER b I =R AHEY (PIR)

IR

#include <stdio.h>
#include <stdlib.h>
int main()
{
int *p = (int*) malloc(sizeof(int));
*((char¥)p) = 'c';
printf("*(p = %d\n",*(p+1)); // Accessing partially initialized data
}

Ay iR %2 B5RH Y (SBR)

ZZ25N5REHA: O-NVEHNDOKR B Y, /213 EHIVRT2HAN>THET,
il

#include <stdio.h>

int main() {
int a[2] = {0, 1};
printf("a[-10]=%d\n",a[-10]); // Read is beyond stack frame bounds
return 0;

}

A9 IIEREHB I HEEAH (SBW)

EZZONBFEHR: O-MNVEFIORELDHE ., F/IFLTHEIDFHIEZIAATHET,
il

#include <stdio.h>

int main() {
int a[2] = {0, 1};
a[-10] = 2; // Write is beyond stack frame bounds
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BHAE) —TIERITS—

return 0;

}

Y Y TONTWERWAE)—DFHEHAEY (UAR)

ZEZONBFEEAE: ANA RSV (RIEREEFFDORAVR) b =TT Oy 7RO A =N =T
O—, §CIERINe =TT 0w I ADT7 7R A,

IR

#include <stdio.h>
#include <stdlib>
int main()
{
int *p = (int*) malloc(sizeof(int));
printf("*(p+1) = %d\n",*(p+1)); // Reading from unallocated memory
}

ZYHTONTWRWAEY—DEZIAH (UAW)

ZEZONBFEHA: AN ARA VR (RIEREZRFGEORAVR), =TTy I ERO A=/~
O—. 3T NE- -7 70y AD7 78 A,

IR

#include <stdio.h>
#include <stdlib>
int main()
{
int *p = (int*) malloc(sizeof(int));
*(p+l) = 1; // Writing to unallocated memory
}

MHEINTVWRWLWAEY) —DFEAEY (UMR)
EZZONBFEHA: I LIN T RO T =R E =i —T T =2 DEAEN,
il:

#include <stdio.h>

#include <stdlib>

int main()

{

int *p = (int*) malloc(sizeof(int));

printf("*p = %d\n",*p); // Accessing uninitialized data

}
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AT —TIERADES

BIMXE)—TIERADES

AT -7 72 ZARETIH ROBEEOE LI MHINET,
B AZS: 0 YA ADHE)YMT (allocating zero size)

m AEY-)-7
B SMR: &I RIEAIEI LAY S DAY (speculative uninitialized memory
read)

ey ar TR EEDEALNDHR L, EENEAET D AN H D I—-ROHIZ ]
LETY,

HA4ZX 0 DEIYHT (AZS)
#i:

#include <stdlib>
int main()
{
int *p = malloc(); // Allocating zero size memory block

}

*EY—1—7 (MLK)

ZADNDFA: ARV -EID L TOHNLA, BB T £/ E T AT -7 DRI RILE N T

WEHA,
int foo()
{
int *p = (int*) malloc(sizeof(int));
if (x) {
p = (int *) malloc(5*sizeof(int)); // will cause a leak of the 1st malloc
}
} // The 2nd malloc leaked here

BB AT —D5HEAEY (SMR)
R

int i;
if (foo(&i) != @) /* foo returns nonzero if it has initialized i */
printf("5d\n", 1i);
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AT —TIERADES

int i;
int t1, t2'
tl = foo(&i);

IV U BHR DY = AU U TIRDEIF D I-REE R TE A REMELHIFET,

t2 = i; /* value in i is loaded. So even if tl is @, we have uninitialized read due to
speculative load */

if (t1 '= 0)
printf("%d\n", t2);
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FATSvav, 22
LR, 24
T RERAT, 23
T—ADREH, 22
TANAAT—N, 24
R, 22
TANEV YT, 22
7OVR, 23

75\
d-R7FI14Y
T 272 DEM:, 13
I-R7FSAYDARVRITA VAT —A
FrE, 13
d-R7FF1Y GUI
EH , 20
FrE, 13
AV AR—N, 15
I-RANL=TUIRE, 12
a-RANL—Y DR, 35

_k

B ARV -T2 %, 18
A - RIREE, 12
- ROME, 35

=
k%550, 11
TR DIE
binary-name.analyze F4L%2KY), 17

I-RANL-T, 19
BT s—, 17
HlpR, 17

AT =TI ALTT—, 18
FANAAL =k

FTFav, 24
AT -T 7 AMRE, 12
AT -7 7 ADRE

I7—,40

B 47

&

TTT 5 IAD RS DML AGA A
Discover 12&%, 18
discover IZ&%, 19
Uncover 123, 19, 20

»

Cus
Discover (Z&2 707 5 LAAD &I REDFH A
AA, 18
uncover (2&d 7Y T AANDEHHIFEREDFLAIA
#, 19
I-R7FIA4FDfEH, 13

B

binary_name.analyze T AL 27K
dynamic 77 +4L 271K, 19

binary-name.analyze 7L 27~ , 17, 20
coverage ¥ 7Tl 27K, 20
static 7L, 17

49



3Bl

C

codean, 21
FTvayv, 22,2222, 22,23, 23, 24, 24
FrE, 13
TARNAAL—], 29

FEDZ VAT, 26
7—270-0H, 25
codean I¥VR, 13
codean IV R{TY—), 21

g AV ZATTav, 18,19

X

-xanalyze=code IV /T A SV arv, 12,17, 17
Linux, 17

-xprevise=yes AV /NI4T av, 12,17, 17
Linux, 17
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