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TY-FEDO T T2 LUET, uncover TNEINAZT—A2FHHL T, I-RANL =V ZHIELET,

fE% DDHANDT 72 A fj g DIENIT, A=RTF T FIIHH - NRE LB AT -7 78 20 M

BLUA-RINL=I D EHEEUT, BITEEET DIEFND T IRV — IV TIIME TIRNE<D
FBERT I %7 V= av B TEEd,

YOTNT ) r—2avDAF

Yo INTaT 5 LDV —-AT-RiE, Oracle Developer Studio 12.5 DA O—R Web -
(http://www.oracle.com/technetwork/server-storage/solarisstudio/downloads/index.html) T, ¥
YINT TVr—=avd zip 77ANVNOAFTEET, 72V AIZAZEL T O-RU7Z5, HO
TALVZ NIRRT EET,

sample 7 7V —> a3, oracleDeveloperStudiol2.5-Samples 7L 27 ") D CodeAnalyzer 77+
LINIZHDET,

sample T AL ZMNNZIZIRDY = AD-R I 7L I BHDET,

main.c
previse 1.c
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previse all.c
samplel.c
sample2.c
sample3.c
sampled.c

T—YDRERERT

I-R7FIAHFDY-IValHLT, 3 BEHETOT A& NETEET,

BHNIS—T—IDRRERT

-xprevise AV /XA TA T avEHHLU TN FVERELE S DL, 32/ FIXEAT T —% H B3 H
U, 7 —=&%YV=Aa-REFEAUT L7 RN)D binary-name.analyze 7 AL 27 R’)D static 7T~
IEZAATT, AV A TTHRHEINSFHN T I —DFEFHDY AMIDOWTIX, 16 =YD [ Fika—
RORE |22 M/ TZIW,

1. sample TALZ M) T IRDEIDNZANLTT IV = avz2RERLET,

SR - xprevise AT avid, JEHERE L 2577 -xanalyze=code £[AUTT,

B Oracle Solaris D&

$ cc -xprevise main.c previse*.c samplel.c sample2.c sample3.c

B Oracle Linux D4

$ cc -xannotate -xprevise main.c previse*.c samplel.c sample2.c sample3.c

FE-Fa-MNITIVDIDEHDTIE sampled.c ZAV 3 AIVLER A,

T 5—F—4M" sample/a.out.analyze/static T AL ZMIZEZAEFNE T,
2. I-R7F 4% GUI #EBLU CREREZRRUET,

$ code-analyzer a.out &

3. I=R7F54Y GUI HBAE. 2V SA VI O o2 I-RORBIEN TSR ) 4 T IR RmINE
T, [§ER AT DR EIZHDTFAME, 13 O I-ROMEI R I N2 2 RUTHET,
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rOpenAnalysis =[: Results x| 9] previse_all.c xrlﬁlsamplel.c... ﬂﬂa@

Showing 13 Issues Show: | Snippets | Reviewed || lgnored | Mew | Fixed

© DFM Double Freeing Memory: (5 il

Jdemol/StudioSamples/CodeAnalyzer/samp
24: void test for_doublefreei){
25: char * x = mallocid);
27: free(x);
28: /% <bug double-free= */ free{x) /* </bug= */; /% BAD */
20: 1

© INF Infinite Empty Loop:
I fdemolfStudioSamples/CodeAnalyzerfsamp
31 seRkrkkekkccccceccecinfinite Toop errorsseseeretrrts /
32: void test_for_infiloop ()
33: 1
34d: while (1) { }
3m: ¥

& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{long *}0

| fdemol/StudioSamples/CodeAnalyzer/samp
67: char * gp;
63: int test for nulld {(int ctl)
69: {
70: *(Llong*)0
7l: ¥(int *)0

0;
0x12345678;

& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{int *})0)}}

I fdemol/StudioSamples/CodeAnalyzer/samp
63: int test for nulld (int ctl)

69: {

70: *{long*)& = @;

7l: *(int *)0 = Ox12345678;

72: char *p = gp;

& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{int *})0)}}
fdemol/S5tudioSamples/CodeAnalyzerfsamp |«

27Tl BREIZOWT, BEOREE, @R R ODo/2Y = AT 7L IVDINAL  BLOZTDT7A
NDE T DY = ATRMPFAFRUZI-RAZRYINRRINET,

4. BHOME, [AE)-D ~HERK I TI-DFMERFE TR, Z5-T A3y @ 220970 ET,
RIEDAZY I N =AM E, TS AR RINET,
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© DOFM Double Freeing Mermory: O o =
! fdemolyStudioSamples/Codefnalyzerfsamplefprevis
24: void test for doublefree(d){
25 char * % = malloc{4];
27 freeix);
28 ¥ <bug double-free= */ free(x) /* =/bug= */; /% BAD */

280 1
¥ Stacktrace
¢ [0 Erile [0 call stack
%:J %) test for_doublefree st previse all o2

%;) ¢ [ Free at Stack
: @ test for_doublefree at previse all co27

A&y W= A% L FIEDA EFICERRINTHE 7 AIV0 W o, MERZHRL /228 2R
T IEDD LM ET,

Rewviewed

SEED - MERFE ADMEEIERRITT IR, THER AT D EFIZH S THERFE AR A
2OVVILET RAVERED )Y 9oL FEDIERRDIHIRINE T,

5. MLTI=71aV%IVy LT AXYI M —A%HUET,
6. MOHMEINTOROABY - DFARY | EED 1 DOBETAIY & 22)9 2T ARV Ik
L=2AZHEET,

ZOMBEDTT—/ AT, TA')-D _ER I FIRED T T —/ S AL EIXDNTEL DO H
ULDEENTOVET,

7. BAIOBEBIFOHLEZL TNV IUET,

V= AT 7AINDFAE, FDOFOH U HRPFATR RINET, T/ A, V- AT-RDO T O+
RIIZERRINET,
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[ Open Analysis x| Results x - 12 previse_all.c x|’ 2 samplel.c *r_nﬁ'_"lsamp|92-c x| 4] »|[+|[O

Source - - GRL S IR SEoE #: _c 9 H
2] alse |
160 1
181 1 = 4;
162 ¥
183

(=} return 1 + J;
165 -1
106
187
168 & struct ttt {
169 int a: 1; —
110 int b: 13| =
111 L3 |
112
113 void test_for_umrbitop(void)
114 1
115 T struct tit t; =
R ———r e e A L Fom e e |

Details Window X | Details Window =]
€ 15508 UMR Uninitialized Mernory Read i
Stacktrace
¢ [ Error path i e [ call stack
T test_for_umr at previse all c:86 T test_for_umr at previse_all o104

% test_for_umr at previse_all.c:104

% test_for_umr at previse_all.c:101
all.c:10l

% test_for_umr at previse_all. ;95

@ test for_umr st previse

% test_for_umr at previse_all.c:92

% test_for_umr at previse_all.c:92

8. TI7—/SANDZFDMOBEEITEOHLEX TNV 72U TN e, T2 DR MM~/ A% - RN T
ERTEET,

9 REOB DL H DR LY @ 22092 C UMR T5—41 712 B3 2 211 WA e
LET,
TR E 2 HNBERAE % D, TR FORDAY SV AT TSR RINE
¥,

10,4 O X 220w 2L Ca-K7F514 GUI 2BILET,

BXE)—ERT—IDREKERT

T = RENEL 2N E DI 0 56T 7T TV = a2 3 )V, GBS fLAA A, LT
UC.EIATR) =TI AT — A% IETE X9, discover CTEHAIBHEZRHAAATHS T )= ay
EEITTIILIZIOTHREINZFNHAT)-T I AT S—DYANIDOWTIL, 17 XR=Y DT FEjHY
AR =T 7L ADME | 22U T3,

1. sample TALZN)TC YU INTI)r—yavk g A7V ay TREELET,
ZDFA T avTIRT /W IRERBERIN, TI-BIOEEHIZE TV -Aa- RO R 5
HeI-RT7TFIA Y TRRTEDLIITANET,
B Oracle Solaris D&

$ cc -g main.c previse*.c samplel.c sample2.c sample3.c

B Oracle Linux D&

$ cc -xannotate -g main.c previse*.c samplel.c sample2.c sample3.c
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FiS - Fa—-NITINVDIDES TlE sampled.c 22V SAINVULERA,

2. T CIZEHABERE D AP 72 A FOIZEHABERE 2 R AA D Z & IFTER W20, N =V T =R DINE
B35 F VDI 2RI UE T,

$ cp a.out a.out.save

3. discover T/ FVIZEHHIBEREZ M AGAAE T,

$ discover -a a.out

4. FHUBSHEAT SN A FVEFELTU TN AT =T I AT - A& NEELET,
$ ./a.out

AT =T V2 ALT—T =&MW sample/a.out.analyze/dynamic T AL ZMIZEZAZNET,
5. I-R7FI74Y GUI Z&EH LU THEREFRLUET,

$ code-analyzer a.out &
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W" 9] previse_all.c x|/ ] samplel.c x|/ ] sample2.c.. EEE@

Showing 16 Issues Show:

Snippets

Rewviewed

lgnored

Mew | Fixed

© DFM Double Freeing Memory:

et ol s e mies/demolfStudioSamples/CodeAnalyzer/sam)

-

24: void test for_doublefreei){
25: char * x = mallocid);
27: free(x);

20: 1

© INF Infinite Empty Loop:

32: void test_for_infiloop ()
3314

34: while (1) { %

39: ¥

67: char * gp;
63: int test for nulld {(int ctl)
69: |

70: *(Llong*)0
71: *(int *)0

0;
0x12345678;

28: /% <bug double-free= */ free{x) /* </bug= */; /% BAD */ —

0w peowllos wmemicsfdemol/StudicSamples/CodeAnalyzer/sam)

L QO

3: seereeekeecceccccoeinfinite loop errorssssseeeees /

@& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{long *}0
i ddemol/StudioSamples/CodeAnalyzer/sam)

@& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{int *})0)})
S o pow e wm afdemol/StudioSamples/CodeAnalyzerfsamg

63: int test for nulld (int ctl)
69: 1

70: *(long*)d = 0O;
71: ¥(int *)0 = 0x12345678;
72: char *p = gp;

@& NUL Mull Pointer Dereference, Leaky Pointer Check: *{{{int *})0)})
Oow noE e B ifdemoliStudioSamples/CodeAnalyzer/fsam) |«

TSI & 712 R P B AR ) - ORI O T 2RI NET, FE OB 5
BII— RO (18) £/ IZBHI AT —T 72 ADME () OV ThanERLTOE

ER

i, #

6. #ERETAINAV T UTHMAR)-OREZ TR RS2, THEI 2T TIEN ATV ave

ERUET,
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Issues Sources =
lssues: W Core (0 oall
¢ & Analysis: Dynamic
[] Static (13
Dynamic (3)
7 @& Severity
[] @ ERROR (3]
(] iy waRrMING
¢ W Bug type
[] oFM (Daouble Freeing Mermary
[] IMF {Infinite Empty Laop)
[] MFR {Missing Function Return)
[] MR (Missing malloc Return Yalue Check
[] MUL {Mull Painter Dereference, Leaky Pair
[] UMR (Uninitialized Merory Read) (3)
[]%ES (DOut-of-scope Local Wariable Usage)
9 = Binaries
[]aoutis)
¢ [E Files
[] 8 samples.c (2]
[] 8 samplel.c (1)

KGRI ATV kL 8% 3 OB AE) - DRI PR R INET,

¥R - PREEARDMEE X, T NSEZEBETIURIENDOREE NSNS A RO B W RED 28T

Gl PR BLREIZIE, TTRTIDOY 2—T—EBRRINDMEDO W OO EHELTHY, /-
EZIE, ZNSDOMETIZEN) Y TRA VMW ETH o720 MED R U O RIUT -2 T RV AT

FELLVTE-OTT,

7. TRTOFHHAER)-DEEZ LR T2, TRIEI 2T D EIBIZHZTTRTI SV ARE Y ZER
LET, MR 2712, 6 ROFR AT - DR EN R RINET,
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...ig;; Results x| 8 previse_all.c xr_lﬁ!;-:‘]samplel.c xr_lﬁ!;-:‘]sampleZc x| 4 HE@

Showing 6 Issues Show:| Snippets " Reviewed " lgnored " Hew " Fixed |

® UMR uninitialized Memory Read: at address 40628 (4 bytes) on the heap il
N oo rmydemol /StudioSamples/CodeAnalyzer/sample/samplel.c
7: #include <stdlib.h~
9: void add_0 1 put_in 2{int *p)
106: {
11: pl21 = plol + pl1l;
12: ¥

® UMR uninitialized Memory Read: at address 4062¢ (4 bytes) on the heap
prmmrmm/demol/StudioSamples/CodeAnalyzer/sample/samplel.c
7: #include <stdlib.h~
9: void add_0 1 put_in 2{int *p)
106: {
11: pl21 = plol + pl1l;
12: ¥

® UMR uninitialized Memory Read: at address 40634 (4 bytes) on the heap
e ydemo1/StudioSamples/CodeAnalyzer/sample/samplel.c

12: }

14: void mul_3 4 put_in_S5{int *p)
15: {

16: pl51 = pI3] * plal;

17: ¥

® UMR uninitialized Memory Read: at address 40638 (4 bytes) on the heap
memn/demol/StudioSamples/CodeAnalyzerssample/samplel .

12: ¥

14: void mul_3 4 put_in_S5{int *p)
15: {

16: pl51 = pI3] * plal;

17: ¥

® UMR uninitialized Memory Read: at address ffbffo38 (4 bytes) on the stac
T s wesesen/demo1/StudioSamples/CodeAnalyzer/sample/sample3.c [«

ForIEMINA 3 HEORMEZ AR, FR L RDFEIZE DI EEL TS0 2R LE T, &
RINTOWDERAORBEDFERNZEBETIUL. 2 BHE 3 BHOMBELMNINSTREMENHYD F
‘a_o

BAOMEZFHEL T AELDFIAT) -7 7 ADMEZIERRIZTDIZE, KR
BIR&Y HE 2200 70ET,

iR - [ERIAT O EHICHB MG IR %22)0 0§28 KT ULMEERHLE T URRT
FHLOTBVET,

II=TAAV %)Y IUTAY I =A% R, if] OREZFHELE T,
ZOMEDE G ARy I N = AIFIFOHUAZY 2 L 8D Y TARY IR GENET,
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@ UMR Uninitialized Mernory Read: at address 40628 (4 bytes) onthe heap @ O £3

1 fSolarisStudioSamples/Codednalyzer/samplefsamplel.c:11
7: #include =stdlib. h=
o woid add_0 1 put_in_2{int *p)

10: {

11: pl2] = plal + pl1]

12: }

X Stacktrace

¢ [ call stack i e [ allocated At Stack (size 40)
% add_0_1 _put_in_2 at samplel.c11 % samplel at samplel c21
'@ samplel at samplel .23 : '@ main at main.c:11

'@ main at main.c 11 '@ _start in a.out+0x10ecs
@ _startin a.out+0x10ecs :

9. AAVIZNOBEBITOHUEZ TNV I LT V—AT77IVADOB# 572 EKRUET,
V= AT 7ANDEAE, 77 ANV D TR OFHM T4V RINZAZY I N = ARFKRINET,

|51V Results xr_lﬁ_l_-T]previse_all.c x|

Source Law e~

g = R

3T T 7

? // Show that four UMRs have the same root cause
£f (memory allocated at same place but not initialized)
#include <stdlib.h=

void add_© 1 put_in_2(int *p)

1
@ T plzl.=plol + pl1l:
1

14 void mul_3 4 put_in_S{int *p)

15 1
@ T plal = pl3l * plal:
1

19 int samplel()

20 1
21 [T int *p = malloc(lo*sizeof (int));

A el P

[«] Ii |

Details Window X

ﬁ Is=ue UMR Uninitialized Mermory Read at address 40628 (4 bytes) on the heap
Stacktrace

¢ [ call stack
% add_0_1 _put_in_2 at samplel.c11
'@ samplel at samplel .23
'@ main at main.c:11
'@ _start in a.out+0x10ecs

i e [ [allocated At Stack (size 40]]

: '@ samplel at samplel c:21
'@ main at main.c:11

'@ _start in a.out+0x10ecs

10.4 EO X 22Vw 27U TaA-R7F 710 GUI 2PHUE T,

A—RHANRL—IT—SDREKERT

[l

T =R F 3B AR =T IR AT =R ENE LN ESNINOET, 7TV = avzay o
VU, EHIBsRE AR A, EFTU T, - RN =V T =R Z2INETEET, B AE) - 5—FT— 4%}
B DEN -g ATV ay Ty )= av w80 B2, sHBREZ M ASAL BT S F) DI —

EHEELTHNBRILIZRDET,
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FNL =TT =AU D /DI FHBRE M AAL LS, RF A F V2 ae-LET,

$ cp a.out.save a.out

uncover T\ FNZF I Z AR AT T,

$ uncover a.out

FHUBSHE AT SN FVEFIFUCA-— RN =V T =2 EEELET,

$ ./a.out

I=RHANL=TF=ZD, sample TALZMIAD a.out.uc TALZMNZESAENET,
a.out.uc 7L ZMNZHLUT uncover ZFETLET,

$ uncover -a a.out.uc

I-RANL—=YF—&D sample/a.out.analyze/uncover T AL ZMNIZEZAZNET,
I=R7FI4Y GUI 2B TRERERRUET,

$ code-analyzer a.out &

M5 2702 B 2R, B AT DR, BXOI-RAINL -V ORER R RINET,
FERETANA)VTUTI-RAINL =Y OREZ T2 F RT3, T2 T TN =T 1 4
TavEERUET,

FERIZ 212 EDA=RANL =Y DREZ I FRINE T, A RE OB, BN
N=YDENENEFNTOET, ZOE &I, %249 2B E N7 AN EBMUZGEICT
TVr—=ay OEE SN =TI DM S— Y MET 20 % RUTOET,

i [ previse_all.c xr_lﬁlj samplel.c =[: Results x| B samplez.c x 4»][=][o]
Showing 12 Issues Show: ww lgnored | Mew | Fixed
A Uncovered Function: Potential Coverage 12.1% o 23

~ test_for_memoryleak
Nidemol/StudioSamples/CodeAnalyzer/sample/previse_al
37: memory Leak errore#steessteetstess
38: #define N 20
40: void test_for_memoryleak(void)
41: {
42: int *ptra, sum = 0; |

Uncovered Function: Potential Coverage 9.7%
test_for_aob

[ I e N/demol/StudioSamples/CodeAnalyzer/sample/previse_al
8: aob error /

9: extern void bar {int *);
10: int test_for_aob(int len)
11: {

12: int i, allenl, s = 0;

& Wncovered Function: Potential Coverage 8.6%
= function_with_large_functionality
fdemolyStudicSamples/Codefnalyzer/samplefsample2.c: 38

35, helper_function_2{};

36 T

37 woid function_with_large_functionality ()
33 {

a6 helper_function_1{};

Uncovered Function: Potential Coverage 6.8%
test_for_nulld

- ] Nsdemol/StudioSamples/CodeAnalyzer/sample/previse_al
66: null pointer dereference# i ksskiksstins

67: char * gp;
68: int test_for_nulld (int ctl)
69: {

4]
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Evh - ENIZAZO-V G2 BTN TOMEE R R TDITE, TKER I ZTD EIZhHb T A=
Snippets

RYNREY VY7L TCA-RAZARYNIERRIZUET,

[RIE |2 7 TlE, A=Y ORED 9 £ previse all.c Y=AT771). 3 {3 sample2.c. B&
O 1 43 previse 1.c IZHFEFNTVET,

7. sample2.c 77 1IVORIEZ T %2R R DIL, [MEIZTTEDI7ANDA TV avzEIRUET,

ZOW T, THER 127121, sample2.c TROM 272 3D I-RAINL =Y DR IIVRERIN
i‘g—o

|51V_|EE| previse_all.c xr_lﬁ!;-:‘]samplel.c = Results x| B samplez.c x =l

Showing 3 Issues Show:| Snippets " Reviewed " lgnored " Hew " Fixed |

& Wncovered Function: Potential Coverage 8.6% 0o
= function_with_large_functionality -

“tdemnolsStudioSamples/Codednalyzer/samplefsample?. c: 38

a5: helper_function_2{};

36 T

37 woid function_with_large_functionality ()
33 {

a6 helper_function_1{};

Uncovered Function: Potential Coverage 2.2%
function_with_small_functionality
[ et memew'demol /StudioSamples/CodeAnalyzerfsamplefsample2.c: 43

39: helper_function 1();

40: ¥

42: void function with_small_functionality()
43: {

a4 helper_function 5();

Uncovered Function: Potential Coverage 1.3%
report_error
e emes'demo1/5tudioSamples/CodeAnalyzer/sample/sample2.c: 4{

[=

a4 helper_function 5();

45: }

47: void report_error()

48: £

49: printf{"an error has occurredin");

8. WINDDMETY = AT 7 A NINADV Y 2%V I LT = AT 7 AV EET, EDORAICE
HTAAVBBNDET, V- AT 7N FARZO-LLET,
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|5{ 8 previse_all.c xrl_a-‘]samplel.c xr Results = E;E"IsampleZc x 4 r||=|[O

Source o E-5- Q&S Fig <o ¥ ¥ H
29 printf(“helper_function_2yn"}; =
30 helper_function_3(};
&L
32 | void helper_function_1(}
33
34 printf(“helper_function_1yn"};
5 helper_function_2(};
36 ¥
37 void function_with_large_functionality()
1

@

39 [T helper_function_1(}; ]

40 ¥

41

42 wvoid function_with_small_functionality(} i =

a =

44 T helper_function_5(};

45 ¥

45

47 | void report_error(]} |

@ 2 {

49 T printf("an error has occcurredyn®l;

50 ¥

Sl

52 |int sample2() =
(4] i ] [»]

Details Window X =

6 Is=ue Uncovered Function Potential Coverage §.6%
function_with_large_functionality

HN=XNTOBENI-RIEBEEDRFR T INET,
T7ANTRODPS7Z AN =Y DRI, L& 713V @ TY=I3INET,

codean AY YV R{TY—ILD{EFH

O=RT7FIAF DT NTOMRER. codean AV RTEHRIBRIMHHATIEY, ZDEIT3VId, codean
ARV REFHHALUTI-RTHUNEF - ROREEZ M5 J575%, OracleDeveloperStudiol2.5-
Samples DEIL sample 707 I L&[F>THIHT M NF2—N)TIVTT,

1. ZOFa—NITIDLEIDEZI 3 Tld sampled.c 2V IV TOFEFATLUZ, cat IV R%E

FRLTCZD 77N E TS L a—-LET,

$ cat sample_4.c
int another_new_umr()
{
int 1i;
if (1)
return 0;
else
return 1;

}

int i BIHIEIN TR WZ L2 ERLET,
2. V=RA&EIAVI)NMAIVUTEIL R- e £k UET,

Oracle Solaris DG4
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$ cc -g -xprevise main.c previse_l.c previse_all.c samplel.c sample2.c sample3.c

Oracle Linux D54

$ cc -xannotate -g -xprevise main.c previse_l.c previse_all.c samplel.c sample2.c sample3.c

3. codean --save A 7T avE{HiHLUTHNL R—1% a.out ITIRFELET,
$ codean --save -s a.out

4. sampled.c Z2&®T sample 7 /)= avzHay SAVLET,

Oracle Solaris D&
$ cc -g -xprevise *.c
Oracle Linux D54

$ cc -g -xannotate -xprevise *.c

ZOFH UL main MORETTHIND ZLIEHVERAMN LW UMR TI7-%2FKEIEFT,
5. --whatisnew 7 7> av iU T, Hi/-IBINS NS REICBE T2 R-BELE T,

$ codean --whatisnew -s a.out
STATIC report of a.out showing new issues:
Compare the latest results against a.out.analyze/history/2014.8.4.14.49.56...
ERROR 1 (UMR): accessing uninitialized data: i at:
another_new_umr() <sample 4.c : 4>

1: int another_new umr()
2: {

3: int 1i;

4:=> if (1)

5: return 0;

PREVISE SUMMARY for a.out: 1 new error(s), @ new warning(s), @ new leak(s) in total

IRDENZ, codean IZ&>THEBKINSHNI-ROMEIZES$2 HTML LiR—MRUET,
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' Errors. T Warnings ' Memory Leaks !

1. UMR: accessing uninitialized data: i

Collapse all

’7EX)and all

int another_new_umr()
i

int i
T

Source Code

Expand All
Collapse All

S ARNENE

H return 0;

22
S
i
2
=
S
g
7!

ECEEEEEEES S

Summary

Leaks: O

codean MFEMIZL. FOracle Developer Studio 12.5: A=R7F S HF2—-H—-ZXHAR) O [a-K7F
FAY ATV RITY =)L (codean) DA 1B XY codean(1) DY=a 7 IV R=IVZHIBUTIZI,

OA—R7FSM4 P THREBIN-BE2FERAL-I—RFOWE

I=R7F AP TRIBIN/ZHREBRDMEREIETHIET, A-NIR O o/E D% < DREE
fRIHTCE, I-ROME L ZENERZ RESETEET,

T — A CIE 7 TV =Y ay NG I-RE M TX M. 1M E R AT 5N H
DET, BIMREIZI-ROMEZ LVEE G 2720, ZOLDBTI- DR INIZEZ I BET,
I—RAINL =YKL, BT ANAA - DBGEIZ BB HET,

I=RYFIAPTIRIND 3 BHDOMEDKI R AIN, LoL B HELRI-R eI T 120D
V=IVTIDZEMMTEET,

A—R7FSA4FY— I TREINSEBEENLITS—

VN, discover. BET uncover X, I-RANDERAII—-RORE, B AT -7 7t ZADME, B&
UINL =Y DREEBBLUES, 2017 avTldk, 26DV =)V THRIE W, 3-RT7F 5P THHT
XINDTIT-DFEFEIZOWTHHLET,

INHDOIT - EDZMIL, [Oracle Developer Studio 12.5: A—R7F /¥ 2—H - A/ 1R
D Ak A, TI-R7F AP THMINDLTT— | 2SR TZI,

#HI—ROR&E

H - RIRE T RO I - I &g,
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ABR: B8R 282 55tAHY (beyond array bounds read)

ABW: FEAIER %A 5EZIAA (beyond array bounds write)
DFM: AEV—D —H&Hfi#fiX (double freeing memory)

ECV: BRI v A NE K (explicit type cast violation)

FMR: fi# i A AT —DiiAHY (freed memory read)

FMW: I AAT)-DEZIAA (freed memory write)

INF: 22D RV —"7 (infinite empty loop)

MLK: X€VY-1)—27 (memory leak)

MFR: B% D@L (missing function return)

MRC: malloc ROMEDMEZL (missing malloc return value check)
NFR: #J#{E XN TR EIE DR (uninitialized function return)

RFM: i 5FAAEY-%3K T (return freed memory)

UMR: #JHHEI TR AT =DgR AR I LI TORNATY DA L MEAE
(uninitialized memory read, uninitialized memory read bit operation)

URV: TN TOAWEDME (unused return value)

VES: A=A TORATZEBDMEA (out-of-scope local variable usage)

EIRIXE) =TIV EADREE

HIATY =T 7 AME T IROFEED LT - INnE 9,

ABR: e 5E AR % 82 55t AHY) (beyond array bounds read)

ABW: B35 %k 2 2EH X AMA (beyond array bounds write)

BFM: A IEZ&ZEE A€V - (bad free memory)

BRP: RIEZA realloc 7 RV AT A=%& (bad realloc address parameter)
CGB: BB U7z —R 7107 (corrupted guard block)

DFM: AEY-0D —Hfi#i (double freeing memory)

FMR: f# i A AT —DiiAHY (freed memory read)

FMW: f#HEAAEY—DFZAA (freed memory write)

FRP: {7 A Realloc /3T A—4 (freed realloc parameter)

IMR: )72 A€ —DFHiAEY (invalid memory read)

IMW: #E8)72AEY—DEEZIAA (invalid memory write)

MLK: A€V—=1)—=7 (memory leak)

OLP: DI Z Il FE# (overlapping source and destination)

PIR: #43 FIZHI A L I N 725 A (partially initialized read)

SBR: ARV E#Z 55 ALY (beyond stack bounds read)

SBW: A&7 5i %k 2 2 F X 1AM (beyond stack bounds write)

UAR: #) L THENTWVRNAEY—DFARY (unallocated memory read)
UAW: &) HTONTWARNDAEY-DFEHFAA (unallocated memory write)
UMR: #JHI{EIN TR AT =DFEAIY (uninitialized memory read)

AT - T 7 AMRE T IROEEOE SR I NET,

B AZS: 0 Y XD#E) YT (allocating zero size)
B MLK: AEY-Y—-2 (memory leak)
B SMR: BBEHIZIER LAY -DEDEEAHY (speculative uninitialized memory read)

Oracle® Developer Studio 12.5: A—R7 54 ¥ Fa—K U7 17



O—RANL—SDRIRE

d=RANL=IRRETIE, AN-INTORONEBPRFE INFET FERTIE, Rod->72a-RANL—Y
DORIEIZT I N=I TR LD TV SN BIER N =Y DEIG I RINET, 2
DEIEIE. 4T DB E NN—F 2T ANEEMUGEIZT ) =3y O L= d3Ma 8-
YU MEMTE0ERUTWVWET,
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OV 77 B LU RF X MO EFHRIE, 12y AR OFIFI MRS LD LU, MBI 4 2RI LV REINTOET, T A THRIZEH#HIN T
WBEABUUIEAIC Lo TROOLN TV DL AZIRE A FRUICBIRA OhRLE D &6, T, G5, BIER, Bk AEIE, S Afth 38445 Bife, F&, 1T, RiERIE
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ZCRHBINAERIE T ERVCEEINSGADNHYVET, £/ 10BN ZE DRFEIX N U RET, 3 E DI 725 &1 A T2V ET T 23N,
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ZDOVTRNI LT E/AIN-RY =7 I3k A RS RAE 7 T )= 2y TO— R IRHE DD BRI NZED T, 2OV ITMI T /23 N-RI 7 &, fGRWES 7 TV =Y av (A
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Oracle Support\D7 7& A

YIR—-be T OB FHIZIE My Oracle Support#ifiL T 1KY —E A% 2L T ET, M@ IZ (http: //www. oracle. com/pls/topic/lookup?ctx=acc&id=info) >, HEFIZ
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